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API OJ—)L 1®HEYVDODIUIITAB
AddTagsToCertificate 5
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 5
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
RemoveTagsFromCertificate 5
RenewCertificate 5
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5
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ICHRENRETDARMN BV ET PATUTATAR-ARVS—ZERLIEVRELIZV TS
BRICE. UATOHA RS EHRBBRICH > TS EEL.

- AWS EEBRUS—ZHBL. &ZDMRBEOT IV EAFAICLRTIS -1—F—&D—J0—RIZT

TEAHATZNETRICR. Z<O—BHEBEI-—AT—ALTI7ELAHFAZMHET S AWS EER
) —%ERALET, ChslE TERATEXRTAWS 7HUY b I—AT—AICEBD AWS 7
AN —EEBRVI—ZERL T, TVEAHAATZES LRSI EZHEBOLET, FHMICD
WTRE., TIAM I—H—HA R O TAWS XF—I RARUZ— FizlE T2 3 THEDAWS T
F—I RRUZ—, ZZRLTSEEL,

RPMBEZERTD -IAMARUS —THAZREITDHEER. FAVOERITICXELZHFADKZE
RELET, ChZeT5 k. BEDFKATTRENVY ALK ULTRITTERTIIVERE
BELET, chiE, FMHET IV EAFALEEREATVERT, IAMZ2FEALTHAZERT
FEOFHFMICIOVWTR, IABMA—H¥—HA ROIAM TORD =T IO AFATZSRUTLE
=L,

c IAMZRUS —TEX&MB4E2FRALTT IR EZESSIZHIRTS -RUS—ICEBEZEMLT, 723

IRVYIY—ANDT I EARAEZHBRTEERT, HlAEF, RUZ—F#HzkdlL T, IXTOUI T

ARZ SSLZFERALTEBFEITRERDICIEETEET T, RHEFEALT. BEOVRED Z2NMLT

H—EAT7 023V FERAETNDBEICAWS O —ER, Y—ERT V23 AOF7 VA%
A 92 &E&TEXRT AWS CloudFormation, FFMHIC DWW TR, TIAM A—%—7 4 R, O [IAM
JSON policy elements: Condition] (IAM JSON 7R > —E R :&4) 2B L T EE L,

« |IAM Access Analyzer ZEAL TIAM R 2 —ZRKRIIL., 22 THRENSIERZERT S - IAM

Access Analyzer l&, FIRERTBEFORI S —ZKRIAL T, RUZ—HF IAMRUS —FFE
(JSON) BRVIAM ORARNT T 0T 1 AICERTBRSICLET, IAMTIOEATF 45—l
100 ZBABDRV—FIVIOERANSHREREZRML, K2 THRENBRYS —DEREY
R—KNLET. FHAICOVTRE, IAM 11— —H 41 RDIAM Access Analyzer R ) > — D&l 2 S
BLTLSEZL,

- ZEZFEL (MFA) Z2EX92 - TIAM A—¥—KERBIL-— NIV -—2ZLBELEITDIZFTIFNFD

DHEFAWS TAHIUN, EFIVTAZ@BILTBHEHIC MFAZBMICLET, APl AXRL —
ARV HEENDEEIC MFA ZXAICTDICE., RUS—IC MFA&EZEBMLET., i
C2WTk, IAM I—%—H A4 ROMFA R%E API 7 Otzw YEESHBLTLIEETL,

IAM TORARNTZIOT 1A ADQFEMICOVTER, IAMI—F—HA ROIAM TOEFI )T 1 OX
ARNTZ0T1AZSRLTLSEE L,
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ACM O2V =)L DOEA

AWS Certificate Manager A2V —JLIZT VAT BICE. RPBROT IV EAFAOEY NFHUET
To CRESDTIVEAFTICKY), OACM VY —ANFHMZ —ERTERTRTTEELET AWS T
o2 b RNRVBEBHFAR)EFRABLVWT AT oTATAR—ADR) D —ZEKTD &,
ZTORVS—ZFIIVTA4AT74 (A—Y—FL£EO-I)ICR/LTOVY=INFrERLEESYIC
BELEEA.

AWS CLI £7zl& AWS APl O & ZHUOHTI—H—ICk, SFPMROOAY-ILT IV EAFIZNE
TRIBERFHYELEA, KDYIZ, EITLELSELTVBR APIFRL =23V II-HIBDT70>3
VORNDT I EANFAENET,

I—H—&O—J)LAEIEHE ACM O Y- ZFEATEDLSICTRICRK, IToT14T1IC
ACM AWSCertificateManagerReadOnly AWS BRI —ETRYFLET, FHMICOVT
. IAMI—H—HA ROI—HF—AOFTNDEMESBL T EEL,

BODEROKRRZI—Y—ICFHFATS

COBITRE, A= —TATFoTATALCTEYVFENLADTAVERONR—I RRUI—DOF
REIAM A—H—CHAITRIRI—OERGEERLET, cORUZ—CF, IVVY—-IT,
F/F AWSCLI £zl AWS API ZEALT7TAOJZATIODT VAV EETITDT UV AFHA
HFEEIATLET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

TAFYT AT 4 R—AR) S —0 4 Version 1.0 38


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Certificate Manager d1—H¥—HA R

"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,
"Resource": "*"
}
]
}
AEAED—&

RORVS—EEATHE, I—H—RBI—H—TFAIYROTRTOACMIREE —BEXRTE
®7,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}
(® Note
COT VAT IE, ACM IEFAE % Elastic Load Balancing & & U* CloudFront 1> Y —JL
CRRIBDLEHICHETT,
AL E D EE

RORIVY—ZFEATRIE, I——RBBED ACMAREZNBTERT,

"Version":"2012-10-17",
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"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

REAZED A 2 R—h
RORVY—2EATHE, I—Y—RJAAEEA O R—NTEXT,

{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:ImportCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

A BA & O HIl R

RORDVS—ERATRIE, I —RBBEND ACMAREZHRTERT,

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}

ACMAPI DT OEAFR: 70>a> e )I—A0)T77LVA

FOEAAMNO=LZEY NT7Y 7L, IAMA—Y—FEREO-NICTRYFTEDRIT IV EAME

BRARV—ZERTHDEZER, UTORZEVIZPLVAELTHERTEERT, ROKADOHIZEF, &
AWS Certificate Manager APl AR L —2 3 U F—BRRENET, RU>—0 Action ERTT Y
SAVEEELET, BYOHTE, EMERITRENET,

ACMARUZ—DO IAMRD S —ERXRZFEAL T, ZRHAZRRTERT, T2BVAKIOVT
&, IAM =% —H4 RD "RIFAEZEF—1 Z2ZRLTEE L,
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® Note

TOAVEEETDICE. API ARL—> 32 F (acm:RequestCertificate B &) @
Il acm: 7L 714 Y O RAZFERALET,

ACMAPI ARL =232 T O AFHH

ACMAPI AXRL —> 3>

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

MERT 9t AHT (APl #

RL—=>32)

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm:ImportCertific
ate

JY—A

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

FiolE
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ACMAPI AXRL —>3 >

ListCertificates

ListTagsForCertificate

PutAccountConfiguration

RemoveTagsFromCertificate

RequestCertificate

ResendValidationEmail

UpdateCertificateOptions

MEET 7 AFA (APl 7
RL—=232)

acm:ListCertificates

acm:ListTagsForCer
tificate

acm:PutAccountConf
iguration

acm:RemoveTagsFrom
Certificate

acm:RequestCertifi
cate

acm:ResendValidati
onEmail

acm:UpdateCertific
ateOptions

AWS @ AWS Certificate Manager B8R 1)< —

VY—2A

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

Tzl

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID
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AWS Certificate Manager I—H—H4a4K
AWS Y ZX— RARU I —(F, AWS NERBRUVEB TSI AZR7OVRVS—TF, AWS Y
ZF—IRRVID—EF, B<O—MBNBEI—AT—ATT I EAFAZRUTED RS ICHREFFE TV
PO, 1—4H—, JI—7,. O—IANOT7 7 EAFTOE) ETZHBTEXT,

AWS X Z—T RARUZ—R, CRAOBENI—AT—ALCHL THENMNMHEDT UV AFAZ2NHE
LBWSEENFHBCEICIERBSEZV., AWS DIXRTOBERNFEATERLSICBDDZRT
B1HTT, A—AT—ABICAHAREGI—EBR)—Z2EFRITDET, TOEAFAZRYIAL
EEBEBOLET,

AWS EERDV D —TEBLET VERAERIEETEEEA, AWS I AWS Y R—D RARUD—(C
ERBTNTVBR TV EAHRAZEFHITRE, BEFREARV—DFTRYFEATVRZIXNTOTI Y
NIVTFAFoTF1474 (A—H—, JI—7,. O=I) ICEELET, ILLWAWS DY —ERZE
B9dh, BEOH—EATHLWVWAPI AXRL—2a U EATREICES &, AWS A" AWS YR —
DRRVD—ZEFH IR AN RES<BYET,

FHHECOVTE, TIAMI—Y—HA R, O TAWS EERU S — ) ZZRLTLKEEV,

AWSCertificateManagerReadOnly

CORDD—F, ACMAEHENDHEAMWBERAT IV EAZRHLE T, ChiZ&Y, - -,
BEXRR, —EXRR, TLTACMARAEOREN TEEXT,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",

acm:GetCertificate",
"acm:ListTagsForCertificate",

acm:GetAccountConfiguration

1,

"Resource":"*"
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OA2Y—=ILTZOAWS EERI S —&KRTRTBICIE, hitps://console.aws.amazon.com/iam/
home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly IC 7 VAL £,

AWSC CertificateManagerFullAccess
ORIV —FE, IXTOACM T I3 VEDY—ANDTIILNT IV EAZRHBLET,

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":[

"acm:*"

1,
"Resource":"*"

.

{

"Effect":"Allow",
"Action":"iam:CreateServicelLinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",
"Action":[
"iam:DeleteServicelinkedRole",

iam:GetServicelLinkedRoleDeletionStatus",

"iam:GetRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"

}
]
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OA2Y—=ILTZOAWS EERI S —&KRTRTBICIE, hitps://console.aws.amazon.com/iam/
home#tpolicies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess IC 7 VAL E T,

AWS BRI > —0O ACM B

ACM O AWS BERVS —OEHICHET2HME. COY—ERNChSOEENBHEMRAL
BUEOAZOVTERRLET, COR—SOEBICHEIZABEACOVTE, ACM KFI1 XK
BEX—J DRSS 74— REBHELTIHE L,

£E . BA B
GetAccountConfigur AWSCertificateMana 2021 £ 3 A3 H

ation AWSCertificateMana gerReadOnly 7RU>—
gerReadOnly R —® # IZ GetAccountConfigur

R—KN&E, ation APIF7O<3a>aH®
CHITTIOEAFANEEN
BEOICEV)EL =,

ACM A" ZE DB N =R ACM A" AWS BERD) S —0 2021 €3 A3 H
ZTEQOEBHZRBLEL &=,

ACM TOFRHEF—DEH

AWS Certificate Manager &, AWS Identity and Access Management (IAM) &4+ —%FEHL T,
HEVIVTIAMMOTIOEAZHRLET, IABIMARYS—FLEFH—ERXRO> NO—=ILRD > —
(SCP) D& M4F—2FERAL T, ABOHA RTAVICERMU EFEAEV I I AN EERTEET,

® Note

ACM £&#F—% aws:PrincipalArn BED AWS JO—NI)L&HEF—EcHAEEDET, 7
23 EBENDI—Y—FEFEO-LICETSICHRTEET,
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ACM O R—REhhTVWBEHE
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ficateTra
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Logging

acm:Certi
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Bl 1: #REET 7= D IR

HR—hEhTWD
ACM APl AR L —
>azr

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

RequestCertificate

il

X F%| (EMAIL, DNS)

ArrayOfString

XF5l
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(ENABLED, DISABLED)

ARN

EHI:I

B

ACM HEE T EICE
JUWTUIIANE
ZANEBIYT

ACM UZTAND K
AL VBEBTVT
TANRYDY

ACM ¥—7 VX
LEYAXICETW
TUOIANZT 4
Wz T

ACM EFAE DEH

MHOTRRERREICE
JWTUIIANE
JANEBIT

ACMUOTANDR
AEHESICES VT
DIANZET1I)A
>

RORYS —IE, arn:aws:iam::123456789012:r0le/AllowedEmailValidation O—JL %
FEALTITONEVOIARNEZRE, EX—I)LBIARNEERAITIHUVIERAEV I ITIANEIESRL

F9,

{
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"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod" :"EMAIL"
},
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}

Bl2: DA RA—RRXAZ DL

RORIVD—E, DAILRA—RRAAZERTDHLWACM AT ITARNZINTEERL
x9,

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {

"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x}.
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Bl 3: FEBAE R X 1 > D IR

RDR)S—IE, KED *.amazonaws.com TRERBEVRXALOFHL W ACMEERRE) VT ARNE
INTHEBLET,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

RIS —EBBEOHT RXAVICESICHIRTZDENTEET, CORVI—FE, IXTORXA
IHNDBLEE I DDRUFAERXAVBE-HITDIVIIANDHEHALEY,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}
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Bl 4: F—TILIVXLDOHIR

RDR) S —E, FMHF— StringNotLike ZFEAL T, ECDSA 384 E Y N (EC_secp384rl)
F—TFILAVAXALATERENLEIABEOAKAEHFALET,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}

ROR) D —&, &MF— StringlLike EDAMILRA—R*OIXVFUoIZ2FEALT, WTFhHho
RSAF—FIJdVXLZERATSD ACM TOHL VIIAEDO U VT ARNEHREET,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
}
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# 5: FEREHES O IR

LTORD S —E, BHEE hi Private Certificate Authority (PCA) ARN 2B 92 75 4 X— ML
HEOVIIANDKZHFATLET,

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

CORY>—F acm: CertificateAuthority &#Z#EAL T, Amazon Trust Services A 1T
LCEAHICEETESHMAZTOVIIANOAKZHFALET, REHE ARN Z false ICERET D
E. PCARSOTTAR—RNIAEOV IV ITARNFBLEENET,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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ACMTOH—EARICV> & hizO—)l (SLR) OfEH

AWS Certificate Manager &, AWS ldentity and Access Management (IAM) —EAIC) D&
nO—)LZzEALT, YX— RACMIIAEOBBHEHFZEMILET, Y—ERICUVDE
nzO0—J (SLR) &, ACM ODH—ERIZEEI >V IVEnE—EBEDZA7OIAMO—I)LTY, SLR
. ACM IZ& > TERIERENTHY, I—H—0ORDYICH—ERN SO AWS DY —ER%E
FOEHITBEOHDT IV EAFANTRNTEENTVET,

SLRZ2EATR L, BAAZSOER CAEZRT IV LAFAZFETEMIDILEN B ZB I
. ACM ORERENEEICKEYNET, ACMIF, COSLROTIVELAFATZERLET, BILERE
NTVBRERZRE. ACMDOAKN TOO—ILZS|EZFRIENTEERT, ERESNDTIEA
FAE, EBERV—ETIOEAFARII—IZEENTEY ., TOT I EAFARI —Z O
IAMIZVTATAICTRYFIRELERETEREAS
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget
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with an explicit deny in a service control policy
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

NSTNa—F42Y Version 1.0 55



AWS Certificate Manager d1—H¥—HA R

CDFE, Mary DRV —ZEFH L TAT ) —IC iam:PassRole 7O I NRTEHFT T B4
ENFHYET,

HR— M BEZFERE. AWS BEEZICHBVELESEEV, Y124 UFEIEHRERAL 28
HENEEETT,

B0 AHAOI—H—ICACM Y —AAWS 7HIRNAOTOAEEFTL W

OTATY NOI—HY—PEBADAN . VDIY-ALLTIVELAITZLEHICEATESDO-ILZERK
TEET, O-IL05EZFZEERXID DY —ZEBETEET., VY—AR—ADRII—FKI

TOEAOMO—)LUJAN (ACL) ZHR—KIBH—EANDBE, ThSORUZ—ZFEAL
T VDIY—ANDT I EAERETEXRT,

A OVWTE, UTZZRL TS EE W

c ACM TS DHBEN T R—KRENBIAESHZHERTAICIE. TH IAM & AWS Certificate
Mmmaﬁﬁ?éﬁiJiiﬁbT<féU

c IBEAWS 7HURNLTWVWR QUY—ZAADT O LAZEMITZAEICOVTIE., IAM 1—
H—HARD "TFIEAWS 7HTOK LTVBFIO O IAMIA—H—AOTF7 OVt A%REMH_TE, &
SHBLTLSEEV,

¢« DY—=ZAANDOTIOEARAZY—RN—FT 14— ICEREITDIFELCODVWTIEAWS 7HI N, IAM
A—Y—HARO " —RN—F 14— AWS THIONHFRETEZ ANOT IV LA%ZEHR-TD, &
SHRLTLSEETL,

e D7IFL—23>aNLTT77AZRETZIHELCOVTIE., IAMI—%—FHA4 RONET
Al NE1—— (D 7ITFL—23 ) ANOT7 IO ADHFAIZSRL TS EE L,

s VARTHDIRNTOEATOO—-ILED) Y —AR—=ADORI—OFERADOEWVICOVTIE, 1AM
A—Y—HARD "IAMTOOVOAT ORI —AT O A ) B5RBRLTLSEETL,

D EZE M AWS Certificate Manager

AWS JO0—NINA2VTZARZOF¥IE, AWS U—=23 2 ETPRATEUT A=V =R
BEINATVET, AWS DU —232@, BLATVP—, BRAIL=T"Y N, BRTEEICTRE

XY RND—UOTERENE, YENCIBEIVSEENEBROTRAZEV T =V -2 ZR1#
LET, PRAZEVTA—V—2TR, V—2RBTHHIZEB<BENIC7IAIINA—-N—T
BTTVT—23 ETF—ER—AEKFTBRPEBERATDIENTEXRT, PRASEUFTF 11—V —
Vi, EROBE—FLEREHOT—REE—AVT7TANTIF LY E ARG, 74—
NELZURT, AT—F7)IL T,

P = 1 Version 1.0 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Certificate Manager d1—H¥—HA R

AWS V=232 ETFRAZEVT A=V —=20FMICOWTE, AWS " JO0-NILA>VTF A
Z0Fv1 2ZRLTLKEE,

AWS Certificate ManagerAD A > 7 ZARNZ IV F ¥ 2F1 T4

NEZx—2 RY—EATHS AWS Certificate Manager &, AWS JO—NILExY KDO—0tF11)
TATHRBEECATVWET, AWWSEFI1UVFAH—ERENMVTTANTIF ¥ AWS ZRET
BHEICODVTE., AWS T O9FZTUREFIVT A1, ZZRLTIKEEV, 1VT7ZANZIF v
FAVFTAORANT ST 14 A%ZFEAL T AWS REZRFITITBICIE. "EF21UF 1O AWS
Well-Architected Frameworky @ Infrastructure Protectiony ZZBL TS &L,

AAWS RE LI API O—-)LZ2ERAL T, XY NI—UBHATACMICT I EALET, 95472
NEUTZHR—NIIBENHET:

« Transport Layer Security (TLS)o TLS 1.2 4B T TLS1.3 N HEH T,

« DHE (AT 4 7 41—+ AN N#EHE) X ECDHE (FBHMBET 1 71— ANV EBHE) B E
DELRIFHEM (PFS) ICKDBEFAAM—RN, ChSNDE—RIE, Java7 ARG L, BEAED
BHATATHR—RNENTVET,

T, VOITARNIE, POAF—IDE, IABMZTUINLICHEERSEFShTWE—OL Y
R7OELAF—ZFERALTERIDMLEN HVYET, £k, AWS Security Token Service (AWS
STS) ZAL T, —KMNBEFIVT(FRIEHREERL., VITIANIEBEITDEETER
9,

ACMADZ7OTSALICKDT O LEAIENOETE

IA—Y—4" O AWS AT ZRIETZHEGR. 7OV TLLEIDT I AN BETT AWS
Management Console, ZOAJZAICKBD TV EAZHATEHERK, (K7 I7EAT2I1—%—0
BATILR2TERBYET AWS,

1—H—7OISIFYIF I LAEENFETBICR. UFTOWTFhAOAT S IV ERRL %
T

AVIZARNZOFYyEFIVT4 Version 1.0 57


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS Certificate Manager

d—H—H1 K

J7OU0ZXFYIOTOERKE
EHBEETDI—Y—

D—DT7F#—ATFATFTT4
T A

(IAM Identity Center TEE &
nTWB1—H—)

IAM

IAM

BAY

_H#mgwunﬁﬁiﬁﬁﬁﬁﬁ
LT. . AWS SDKs AWS
CLI, &7k (& AWS APlIs,

— B FREE B = £
LT. . AWS SDKs AWS
CLI, F£7zl& AWS APlIs,

(FEHERR)

REIFSAIBHRZFEAL T,
AWS SDKs AWS CLI, &zl
AWS APIs,

FE

EHITRDAE—TI4AH
DFSEICH>TSEZWL,

e [CDWVWTIE AWS CLI,
F1—H—H4 R, O
AWSCLI " ZFERIB o
D DRE AWS IAM Identity
CenterAWS Command Line
Interface 1 Z#S B L T
=L\,

« AWSSDKs, Y—JL, &
U* AWS APIs " SDK & &
Y=LV T7LARTA
K1 @ TIAM Identity Center
wunIEJ E*Eﬁb'(< T—é
L. AWS SDKs

MIAM 1—%—HA4 R, @
TAWS DY —ZATH—KH

BFEALEHROEA L OFIEIC
RVWET,

ERIDA1E2—T7 T4 AH
DFSEICH>TLSEZWL,

¢ ICDWTIE AWS CLI,

" AWS Command Line
Interface 1—%'—H 4 R,
® "IAM 11— —FREEE R
ZERALUFREE, 25 R
TL<EZL,

- AWS SDKs " SDK & —
WDOVTF7LUYAHA R,
O "REMNBFREAIERZE

ACMADT OIS ALILLDT IV EAENEE

Version 1.0 58


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html

AWS Certificate Manager d1—H¥—HA R

J7OU0ZXFYIOTOERKE BAY FE
ERXBETRHI—Y—

AL Z22RBL T
ZZ LV, AWS SDKs

« AWS APIs1—H%—74 K,
O "AM1—YY—DT o+t
AF—DEE, Z2ZRLT
<EEV,

RANTZO9T14A

RARNTZOFT 14 Ak, AWS Certificate Manager ( AWS Certificate Manager) & & V) I RH (Z A
FTAOICKRIDLOAAF—232UTT, RORARNTZI9T1 AR, REODACM ITAT2 KD
EROZERICETVTVET,

REY D

« THOVRNLARILODBE

« AWS CloudFormation

- SIAEOET Y

o RXAHEE
o« RXAEBOEMNE K HIBR

- AIAEQERUOITREROAT KT TN
« 229 % AWS CloudTrail

THINLRILOS B

RUS—=TTHIRLRILODBEZFERALT, AV NLRILTIHERECT I EATESD -
H—2HBLET. AEBRBARERE. TANSLUCHERAMABEREIOT AUV NIRELT
KEEV, PTHADMRILODEEFERTERVESE, R > —Tkms:CreateGrant7 o< 3
VERERTBLET, BEOO—INAOTIVEAZFIRTEET, kY, FTHAIRDED
O—)AMRAEBICKENICBEBTERINNERENET, IS NOABEZETC TS MOFMICD
WTIk, " AWS Key Management Service ROY/N—HA R, O " DTS5 AWSKMS K, &5
BLTLSEZL,

RANTZO9T14 A Version 1.0 59


https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

AWS Certificate Manager d1—H¥—HA R

T NI Mkms:CreateGrantiZik?d OFEAZFHIRIZRNEZHMA RFHHI BELIFZS

l&. kms:EncryptionContext ¥ —%Z AL Tkms:CreateGrantBFENIIAEICHRTEE T,
ZF*—arn:aws:acm& L TIEEL., #IBRT2 ARN DEZEELET. XORU—HITR, BE
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@o",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}
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s NTVYOIBAEEFEALTVWSREEE. P7U5r—>3  #FAREERTXTO Amazon JL—
NEFFASICEEILET, T7TAXR—NIEASEFEHALTVWRBERE, 77U5—>3>>&CAD
J—RNEEEREICE>ZTJLET,

R XA > 15k

Amazon R5E/E (CA) ' 4 NOFEHEEZRKITT S HIIC, AWS Certificate Manager (ACM) &, U &
TARNTEELEIXNTORXSA VEFRBRLEFEBRLTVA L EZBRIDMEN HBYET, E

SEREOEY Y Version 1.0 61


https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
https://www.amazontrust.com/repository/

AWS Certificate Manager d1—H¥—HA R

X—)LE£EDNS DVWEhAZERL TRIERTTEET, MOV TR, "DNS TO#
S B&T TEX—LRIE, #8RLTLIEEL,

RXA > EZDEME I IEHIER

BEF D ACMREEAE A S RXA B2 EMERZFHIRIZD R TEREBA, KD WIZ, BEZHD
RXAZEBDVARDSFHLUVWARZEZV IV IANTDHBEN HYET, LA, ;EABICS5D
DRAXLVENBY), ESICA4D2ZEBMIBZBERE. I DDORXAVEIXNTTHLUVIAEREZY D
TARNTRUENFHYVET, HLLVIASEEKRIC, TOMAEICH L TSHICKRIDEADOERZE
BVITARNADINTDO RSV BORBHEERIATILENHY) X,

EX—/IRAZERATEIHEE, RXAMVZELBARTEHDIRIAE X—IIL XY E—IHFERFEh,
ZTOS50BLEE 182 T2 BRAURNICABTEIUEN HYET, LEARE, 52ORXAVET
AAEZVIIARNTRE, BRATAOHORIAEXY E—IHFEFEh, TOS560B8LEE5H4%
72 BELARICAEITZILEN SV ET, SIAZSVITIARNDORXAMZBOBABABZE, EX—)
EEALTRAM D OFBHERIITDEOICHLEZEREERIET,

KHV)IZDNS BRI ZFEATZHEIE. BRIETS FQRDN OF—ZXR—AICH L THLWDNS L I—
RZE1DEZADMENHYVET, ACMRBRLIO—REEEFELTTF—EIR—AZERL, BTEOD
F—ER—RAICRMLTIIVZRTLTILIO—RAEMNEhEAESHZHHLET, LI—RD
BMIZK2T, BEBENFRXAVOFEEERLREEEETHDENTH—RhEhEd, siROHIT
. 5ODORXAEATHAAEREUITIANLESE,. 5OODNS LIO—REERTIHVEN HY)
£9, ARELEEE. DNSKRIZFEAITZI L Z2HHOLET,

AIAEOZERAMOTREROAT T I~

/A Important
AAENEAMOOTRREEMIC TR LDICRITIZT I3 DST, AHED
NAZVREODNTIYOTIY RRAVRNELERTTAR—RIV RRANCT O EATE
B2UVTATRNKRERBACK>T, FIAENSIEHREOVICRREENBIBEN B ET,
L, IABCREBENEAABZALAZYT (SCT) BEEFhELEA. RITTDCAD
A, ABAEIC SCT ZEOIAC ZEN TEXRT,

2018 ¥ 4 B 30 HIZ. Google Chrome FEFBAENFAMOT ICEFEhTOWEWVWNT U Y U SSU/
TLS IHENEEEELLELE, LEF ST, 201845 4 A 24 AAS Amazon CA &, TXTD
FUVREAE L EHMELBLLEE 2 DOBAOTICRAATSERSICAY R L, FAIAENOJICER
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BEhde, HIRIBDEWRETETERA. GERAICOVWTIK, SIAENEAMOY LR 28R L TL
EEW),

OJ%&E, SEREZVIVIARNTREE, FEEHAPEN EFENLELEICEBNICETENE

IH, ATRTIRTBZEETEERT, TO—MUBEHRICE, EF1VT1ETTANT—ICH
FTRIRENBYVET, A, ABRARNRXSZBOOTRRICKY, TRUADBEICIELRH
ThBEVRBRY NTD—DC OV TOBEBFIBENSCREEZECRHEEhET, c5I1C. OJRRICK
W, FIRFELEFERV)—ABBRIVITHA NOBENRBRITDAEEN B ET,

AEBAED U VT ANKRICERAMOTREE AT N T I NTBICIE. request-certificate AWS CLI O
N> R® options/NT X—AR K- lk RequestCertificate API AXRL — 3> ZFEALET, FABHE
H2018 F 4 BA24 BRYWHIICRKTEN, EHHICOTICEREIABEVKLSICTEHESIE. update-
certificate-options < > RE =& UpdateCertificateOptions APl AR L —> 3> &#EALTAHTNT
JINTEET,

HREE

« A2V ZEALT, BRAUOVZBEVRCBFEMCITZICRETEXREA,

- AEAEHS EFMHBICA S LR (BREGAASOEMHBRAIIND 60 Bl ICOF > JREZEET
BDLERTEREA, AT—RADEENRHLTE, IT7— AV E-—JRBEREThETERA,

HMASBHAOVICEBRENDE, OTPNSHIRTZ LR TEELA, TOBRATATRNTIRLT
EMREDYFERA, QIAEZVITANLEELZICOJREREZEFLLT, BTHATRNA2TBDLD
BRI B E, AIREREHFENDETCOTICEREINEL A, SIAEZISICOTICRERTRIES
&, ILVAIAEZRITID L Z2HEHLET,

ROBITIE, FLVWIEBEEZ VT ANT S EEIC request-certificate N> RZFEHAL TERED
ERMEBMICTEIAEZRLTVET,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

LREROONT RIE, #FILWAEAED ARN ZHALF T,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"
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AEEAEANBEICHY) ., EFEICOJICERL E<AKWVWEEIE, update-certificate-options AN > RZfE
ALET, COONVREFEZERLEE A,

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

ZF 229 % AWS CloudTrail

ACM O ERZFRKR T S80I CloudTrail AV RFEZBMICLE T, CloudTrail Tlk, AWS YXo
X R3d2Y—)L, AWSSDKs, . 8K L L ARIL® Amazon Web Services 57T L TiThh
FAWSAPI =B E, FHO2 MO API d—I)OEEZEE TS - & T AWS Command Line
Interface. AWS 7’04 &2E_XV>JTEET, £k, BETIE. ACMAPI ZHUHL =1—
H—eTHIUN, BOHLATOY—AIPT7RLA, BLRUOHUPHUOREBRFEIBIETESR

¥, APl Z2FEHALTTF 7 U —> 3> CloudTrail ICEAL Y. HEBOETERZBELL V), FE
BOAT—R2AZERELEY), BEBEN CloudTraill AJRBREFAELREFT7ICTDHFEZGHIMEHL
EYTEET, FHMAIECOVTIEE., TAEHOERL 28BLTLKEEV, ACM TV 3> OitEFnfl
IC2WTIE, T&DHEA CloudTrail AWS Certificate Managers 2B L T EE L,
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Y N7V

AWS Certificate Manager (ACM) 232 &, R—ADVITHAKNRTTI5—a > AIC
SSLTLS fIAEZ 7O a _V VB RTERBTEERT AWS, ACM ZFEAL T, FIAERERE
EEAVR—RNLTHSEEBLET, dBRELEVITHANELRT7SUS—>3 212770479
BICE, D AWS H—ERAZFEATHIXEN BYVET. ACMICHREE DT —ERICODVTOFH
Mk, TefHmeEni-t—E R AWS Certificate Manager, 2B L TLKEEWV, XOot&o>3a>T
k. ACM 2 ITDHICKRITIDIHENDHDFIEICOVTHHALET,

Kev o

c ICHAVTYTIBAWS THI U B

s EBTORAEFE DI —HY—%EERTS

« RXMB%ZBETD

c (AZTIAV)RAAVDOEX—INZEEETS
« (A723)CAALO— ROBE

A>Ty TTD5AWS THI B
NFEVWBEEAWS THIUN, ROATY T E2EITLUTHERLET .
CHATYTTBICEAWS THOU R

1. https://portal.aws.amazon.com/billing/signup ZF& £ 7,
2. FAUTAVOFIBEICHWVWET,

BAOTYTFIEO-RELT, BREFFELZZTIY, EFF—/\Y RTHRIAI—RZAD
FTRDRDSICRHBSNET,

CHAVTYTIREAWS THIV N, AWSTHIY MNOIL—RI—HF—HEHEhET,
L—=RI—HY—CRE, THAIZRODIXTDOAWS DY —ERX EVY—ANDT IV EAENH
WET, EF1IUVTAORARNTZIT4RELT, A —CEBTIVEAZE)HT, IL—
RI—Y—DaEEALTIL I —TIELANBEZZAVERITLTLEZ L,

AWS HA Ty 77ORANRET TR E, PSERA—IINFEFEENET, hitps:/
aws.amazon.com/ ® FHI RN Z20)YOLT, WOTETHINOREOTIVTAETA%Z
KRL, THOVNEBEBITDENTEET,
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EEBTORAZE>I—H—%ERTS

WCHA2TYTLES AWS THOV N, ZREL AWS 7HDUYNOII—KNI—H—, ZBHRIC
L T AWS IAM Identity Center, BERBERXAVICIL—N 1 —2FRLBVLSICEERI—Y—
ZERLET,

DEFIVFTAREAWS 7HIY MO —RNI—H—

1. L—KRI1—H—ZFBRL, AWSTHIRNREX—ITRLAZAALT, PHOVNRE
#FAWS Management ConsoleE LT ICH A A2 LET, XROR—IDT/NAT—RZAHDLE
CIP

LW=RI1—H—ZBRALTHA A2 FTRHECODVTR, AWSHA (4> A—HY—%A
ROIN—KRI—H—-LTHA A1 FT2ZZRLTLEEL,

2. L—PFI1—Y—0OZEZRFE (MFA) ZBMICLET,

FIEECOWTR, "TTAMIA—H—HA R OAWS THDU N TI—hI1—H—0{R#E MFA 7
NARZBMCTD (A2V—)) 1 2Z2RLTLEZ WL,

BBV O EAEREIDI—H—%2ERTS
1. IAIMTPAFUTATAEEZ—Z2BHMILET,

FIEIZDOWVWTWRE., TAWS IAM Identity Center 1—H'—7# 4 K3 ® TAWS IAM Identity Center®
B, 22RLTSEEL,

2. AMTATFUTATAER—T, - —-ILEBT7 IV EARAZNELET,

ZEDYV—AIAMTATFoTATAER—FT4LIKN) ELTERTRHFEOFI—KNUT
MZDOWTE, "TA—H—HAR, O "F7F4I) TCAI—YHF—TIOCAIAMTAToTAT4
R —F 4L UK ZRETDAWS IAM Identity Center ; ZSHBL T EE L,

ERBTOVEAEZF DI Y- LTHI212TFD

« IAMT7ATFTATAEZ—QIA—F—ELTHA A2 TFTRIIE. IAWMTATFTATA
RO —DOERKEICEX—ITRLACEEENEY 1242 URL ZEALET,

IAM Identity Center 1—H'—ZFRALTHA A2 FTBHFECODVTRE. TAWSHA2 12
A—HF—HARL DAWS " TOERAR—ZIICHAA2FD, 22RBLTLKEEV,
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EBMOI1—Y—ICT7OoAEZE)HTS

1. AMT7ATFUTATAEYE—T, BPMEEOT IV EAHAZEATZIEVWSIRANT ST
TARRES =T IO EAHAEY NEERLET,

FIEIZ DOV T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLEE L,

2. W=D —%FVET, TOIN-TLCDINBA VAT IO AEZE)ETE
ER

FIEIZ DOV T, TAWS IAM Identity Center 1—H'—H4A4 R, @ TJ)L—7" 03, 258L
TLEEL,

RXA2EBZBRTD

SEEERMRXA>2F (FQDN) (&, .com X org BED KR Y TLARILO RX A VHRFEREICHH
o, HBPEADAEZ—FXY NEOMBOBRR T, BRULERXAMVBZRERFTLTVEWNE
&C1E. Amazon Route 53 R ZDENZLDEELZARNTN S RXSVBEERTEET, K
WICE, LZARSOTVITHARMASRAABEZVIIAMNLES, LZARMTIE WHOIS IZ2
TU%1T>T. FODN N EATIBETH I A ZHML ET. FAARELESEES. LPANSEEE. R
XA VIRFNEBDEETDIEE—ERRLT, FATEZENSHEENDENDEBATE I #A%E
RELET, BEROBVWHREEEERE, 1~2 FEHERY, HIRAICEHIDILENF Y ET,

Amazon Route 53 TR XA VB & ZEFETHHZEICOVTOFMIE. Amazon Route 53 X EH 1
R® TAmazon Route 53 ZEFA L = RX A ENDEF ) 2SBLTLEEV,

(F7232) RXLAVDEX—I)IZHET S

® Note

RDFIEE, EX—)RFEIZEAL T, I—Y—AASEV IV IANIEEE i FQDN
(R2BMRXA2R) OFBERLRERETHDICELEETY N IBBERICNAVEICE
WET. ACMAABZRITIDICE., I— YRR EEEEZRITILEN D
WERTo EX—LIRELRZIE DNS BRALD VTN A ZHERATEXR T, E X —I)LIRFLOFMIC
DVWTR, TEX—JLIREE, 2R TSEE L,
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DNS BREZMETEDHEEWE. EX— LRI TR < DNS RXA U HKilzZFEATR L%
BEMHOLET, DNSHKRIEIZE 2T, TORXABEDE X—ILZBRETHIHLENBZLIKY)
£9. DNSHKRIDFHMIC DWW TIE., "DNS TO#il, ZZRL T EEV,

WHOIS F*—Z~X—X

WHOIS F—ZXR—AIZIE RXAL D DOEBERBRN HVYET, RAERERIETSHIC ACM

., WHOIS DIXD 3 DDT7 RLAICE X—)LZAELET, EEREBBERINTVYIOTHZH, £
FRESFLENET RLAICEEEND EX—IUNFEBOE X—ILTRLAICE® END L& HE
FLTLEEY,

« RXAOBEFE

s TUOZAHIIIEBYE

- BEEDEKE

(F7°>32)CAALO— ROKRE

A7 3T, FARIHBIFEEE (CAA)DNS LO—RZEREL T, AWS Certificate Manager (ACM) A"
RXAELRGY T RXADIAHAEERTIDCEEHTENDKSICEETEE T, ACM &,
RXAZRRIELEE, CAALO—RZFIVILT, GIAEZRITTERHNESH ZHERALE
To CAAFIVIZRITLABVEEGR., RXAVOCAALID—RZRELBVCENTEERT,

CAAICRREATD 7 1 =)L RABYXT,
flags

ACM T [tag] 7 1 — )L KOEAH K- hENBAESHEIRELET, COEE 0 CBELE
7.

&2

ltag] 7 1 =L ROERFXOWVWTIhAIZBEYET, RRKLTE [iodef] 7 1 —J)L RIBEEEIET,
L]

[value] 7 1 —JL RIZIEEL 2 ACMCA ', RXA DV EKEBYT RXA2 OFEHEORKTER
AENTVWBAIEZRLET,
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issuewild

[value] 7 1 =)L RIZIEEL = ACMCA A, RXAVEERGH T RXA DDA )L RA— REE
PAEORITEHATCATVWDIEEZTRLET., VML RA—RIEAFF RXAEEZRGYT R
XA, BRTZTOIXRTOYT RXAVICHEHAEhET,

value

D7 14—)LROMER., [tag] 71 —ILROEICL>TERZYNET., COER. 5|AF (") THRT
VEFHYNET,

[tag] A" [issue] DBE

[value] 71 —J)LRICIE CA RXAVBZEELE T, <D 7 1—)L RICIE. Amazon CA BL#L
DCANBAEEETDCENTEET, L, XD 420 AmazonCA DWThhEIBE
T2 CAALII—RABWVWEE, ACMIE, RXAMVERLERYT RXAVICAHBPEZRTTS
cEFTEFREAS

* amazon.com
* amazontrust.com
» awstrust.com

* amazonaws.com

[value] 74 —J)LRICEZOOY () ZHEEL T, RXAMVELERY T RXA 2 OFIHAEE T
TR CEZFASCNIECARBVWIEZRTICENTEXRT, cOT71—=)LRIF, BEDRX
AR TRAERAEORTHATELCLE > ERIATEALET,

[tag] " [issuewild] DFEE

[value] 7 1 —J)L Ri&, BN DA I RAO— REBAEICEAE hd 2 & [tag] H° [issue] D
BEERALUTY,

ACM CA fEZEE /) issuewild CAA LO— RAFEETDHEE. ACMERIAIRA—RZEH
TTEEXBA, issuewWildABEELEWVWA., ACM OFITCAALIO—RAIHZDEES. TA4ILR
H—RAACM ICK 2 TRITENDEEN HYET,

Example CAA L 11— R D4l

ROBITEE, RXSBNEBICHY), TORICLI—RRAT (CAA) HHEVTVWET, [flags]
7A4—=)LREFEICO0TT, [tags] 7 1 — )L Ri&, [issue] E/I& [issuewild] ICTBDENTEXT,
74—=)L R [issue] DEZEIC, [value] 71— RIZCAH—N—DORXABZADLEEE,
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ODCAALI—KiE, UVTANENETHEOY—N— L& DRFEHFTLECEERLET,
Value] 7 4 —)L RIZEIOOY " #ALLEBE, 20O CAALI— KRG, IHEORFELFTE

NizECARRBIVWCEZRLET, CAALO—R®D

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

Domain

example.

com.

com.

com.

com.

com.

com

Recoxd
CAA

Record
CAA

Recoxd
CAA

Recoxd
CAA

Record
CAA

Recoxd
CAA

type

type

type

type

type

type

Flags

0

Flags

Flags

Flags

Flags

Flags

Tag

Tag

Tag

Tag

Tag

Tag

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

Value
issue

1 ]

AX &

"SomeCA.com"

"amazon.com"

"amazontrust.com"

"awstrust.com"

"amazonaws.com"

&. DNS 7ONAE—ICL>TEBVWET,

DNSLO—RZEBMELZZEITDHEOFMC-COVWTIE. DNS7ONAMF—ICHEFEL TS
Wo Route 53 [ CAALOd—REZHR—KNLTVET, Route 53 A" DNS 7’ONAZ—DFE. L
FCAA R L ZZRLTLEEL,

O— REEORFMICDOWVWTIE,

(A7 3>)CAA DBE
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NTDVYDICEETEDIAEEZ ACM( "TACMERE, ) ASsEFEVIVIARNLEY, H—R/N—
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N7 w49 ACM FEBEE X, Nitro Enclave [C##iE TV Amazon EC2 /1 VAR A
CAVARN=)ITEETH, 8D AmazonEC2 A VARV AR AV ARN=I)ITEEE
Ao Nitro Enclave IC#EfiE hTVWEW AmazonEC2 1 VARV ATNAR RF7OVD I
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(@ Note

TZAR—KNCAICL > TERENLARAERFIT 7 2L NTREBFEET VLD, EEER
ENSZIVTATNOEEANTICAVARN—IILTEIHBENBHYET,

SREORTEMBTSICE. AWS TRIXY RV Y—LIEH 121U, hitpsi)
console.aws.amazon.com/acm/home © ACM AV —)LZHE &£ T, AMBEERFIR—IHAKRRE
N5 5. [Get Started Now] ZiBIRL F9, TNUADBEEE., EAOFES —23aoRAI2D
[Certificate Manager] &zl& [’ 4 RX— K CA] ZiBIRLE T,

NeY

s NTVYDFIAER VI IARTD

« 7FARXR—BMPKIGEHEOVU VI AL

o RXA 2 OmMBHEDRKREE

« ACMICE > TEEETNBDIAHEN—EXRT
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LTt a>7Tlk, ACMOYY—I)EkE 2#FALTNT Y YU ACMEEBAE% AWS CLI
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« BE:DNS ICENITBZHTDIIORNBEEFERAITIMENHYET, FHICOVWTIEE, "TRXAY
£ BBRBLTLKEEV,

FILdAVX AL BESLOBE, SEAEOTZAR— F—0OT7IILIVXARK 2048 EY b

RSA. 256 E'Y N ECDSA, 7212 384 EY N ECDSA DV\VThA THIHEN HVW E T,
BRHARR: ARSI 13 A A (395 HE) BT,

B ACMIE M ABRICTSAR—NIHEZBEHNICEHRFLRISELEFET,

AEAEZVIIARNTREEICEAENRELHRRE. THEAEOVITANORT TN 1 —FT4
71 #ZRLUTLKIEZ L,

BEALTTZARXR—NPKI QOIEBEEZ ) VT ARNTSICIE AWS Private CA, T Z5BLTLKE
TEVWTTSAR—NPKIGERRZEDD VT AN,

(® Note
EEEE ACMZHENEF—RI—ZEALT, IVRI-HY—ICRDHLVASOHR
THEZHBLET. ChSOFRHFEF—ICKY, FAIABVIITANCEETS RXA
V. BEEGE, BRTTOMOBHICHIREZRITDICENTERT,

(® Note
7T IORNZBRULBEVRY, NTUYIILEEEhi- ACMIIBHEFEBHNICO B L
E2 ODABNEART —ER—AILRERFE LT, BE, AV EZEALTAT b
TIORTRIERFTEXRLEA, AWSCLI £/12(E ACMAPI ZERATIXEN HV) T, Fill
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C2VWTR, TAREOEAMOTEROAT hT U, 22RLTEEY, EAMOY
O—IRMEBRICOVWTIK, ALAENFEAMOTER 2ZRBLTEEV,

=R
e AV —)ZFERALTNT VY OFBEEREYIVTANTS
e CLIZBERULTNTUYYSIAEEUHITANTS

aA2Y—)LZ2ERLTNT VY JiEAEZYIVTIANTS
ACM N7 Uy VSEHEEVIIANTBICR (AVY—))

1. AWSNXXRI X RNOAVY—=I)ICH A2 42 L, https://console.aws.amazon.com/acm/home T
ACM OV —=)ZRHEEXT,

[REAEOD VI AN ZBRLZET,
2. [Domain names] (RXA2B) V> 3a>T, RXA2UBZANDLET,

www.example.com DK SBETELEH KX A2 F (FQDN) X° example.com DL SR A F vV
RRXAHBDWE apex RXA 2V BZFERATEET, £, BURXAMTEHBOYAI N NEZ
REITDEHIC, REMBICTARIAYD () ZVAIRA—RELTFERATEEXT, LEX
¥, *.example.com |&. corp.example.com & images.example.com ZREL ET, 7
AL RA—RBE, ACMEIFRE®D (FR] 71— RE BTV MNEBRILRFICRTEN
F9,

DA RA—RIAAZEZVITANTRIHEE. TARVAT () BFERXAMBEDE

B FEIRBENBY, 1 DO T RXAMVILRILOKZERETEET, LEX

&, *.example.com |& login.example.com & & U test.example.com Z
RETEETH., test.login.example.com ZRET D LR TEXLA, &

7=, *.example.comlt, example.com DHT RXAL NDHEREL, XA/FYRRXSVFE
fzl& apex RX A2 (example.com) FRELEVCEIDFELTLKEETVY, MAZRETSIC
. RORTY7TEZSRLTLEEL,

® Note

RFC 5280 ICZE#L TWBFEE, COFIETANTS RXA 2B (FHMEYIZ(E Common
Name) DRE ., EVFREZEL 64 FVTY N (XF) ZBADLR@FTEERERLA, £
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ELU, #5072 MMER (SAN) &, ROFIET, REAZK 253 37T Y b
FTTHEETEXT,

BHOBRMZEMTDICE, [COMAEICRHOEFZEM ZRBRL, TFARRY VAILERZ
ABLET, Chldk, FAFY RRXAS2ELE apex RX A2 (example.com & &) Dl F &
ZFOHT RXAL> (*.example.com B &) Z#REIT D LHICRIEET,

3. [Validation method] (#&FE5 %) 0> 3> T, KEIZRLU T [DNS validation — recommended]
(DNS #&EE - #38) F /= (& [Email validation] (Email #35E) ZiBIRL £,

® Note
DNS SREZRETZEDHEE. EX—I)LRRIATIEBZES DNS RXA U RIEZFERATS
EEBFOLET, DNSHRIEICIF E X—I)LRBRIEEENTUVLS 2ADFENF HY)ET,
"DNS TO#iE, #SBL TS EE L,

ACM [FEEEAE #RHITITDHIIC, SEASUITIANDRXAAM D BOFREEELEEBEEZEZRIIL
£9, EX—J)LRIAFIEDNS RIEO VT A ZFRHTEEXT,

E X—LRRFEZERL 123BE. ACM & WHOIS F*—EXR—RIZBBRENTWVD 3 DOEBET
RLAERXAZVEZELRRE DO—MHNBIATLAERT RLAILCKIEE X—)LZEEL
2T, BERFLRAFENLEHEG, ChSOEX—IIXYE—20VTFhAICRETS
BEABVNET, FL<E, EX—I)LIRAE Z2ZBLT<EZV,

DNS RELZ AT 2355, ACM SRt d CNAME LJ—RKR%Z DNSEREICEMT S 12
(7T9. DNSHKRFEDFMIZ DOV TIE, "DNS TOHE, Z2ZRL T EE L,

4. [Key algorithm] (F—FIILdVXL) 29> 3a> T, FATELZIDOTIILIVAXLAOVThA &
ERLET,

.+ RSA2048 (F7#JL )
- ECDSA P 256
- ECDSA P 384

FILAUXALAOBIRICE/TIOBRICOVTE. F—FILIdUZXA T, 8L AWS 7 OY 2
% " T ECDSAGIHEZ Ml L THEA T % AWS Certificate Managers &1 23R L TS &
W
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5. [Tags] (RYV)R—D T, #7232V TAREILRZITZNLHDRENTEET, XTIk, AWS U
V—AZEBA U TEBEITILEODOXEZTFT—RELTHETEIF—EEORTTT, ACM XTI
FXA—BZOVARN, BLVAHAEERRICRTZEMTZFEICOVTIE. TEEHEAD AWS
Certificate Manager 2 7371 ZZRBL T<IE&E L\,

RITDEMATTLES, [Request] (VU ITAN) ZBIRLET,

6. VIOIANpEBEhDIE, DAY -IIRAHABVANIRY, VANMIGEHL VWIIAE0OEH
AFRRENKT,

NSTILD21—FT142T0DOREY Y TAIHEOV VT ARDKY, ICRBBENTVBVTF LD
HEHTARBMUBEVRY, UOITARNEIDS EFEAED AT —X A [Pending validation] (FRFER
B) &YW ET, ACMAIIAEDKRILZ 72 FREKEYYIERL, RALTIJNLET, SEHEOA
F—AR AN [Failed] (kB) & £ & [Validation timed out] BFEX A4 AT T K) DFEE., VIIT AN

ZHIBRL., "DNS TO#GE, £k "E X—JLi&il, THREZBELTHS, BESRALLLE

TV, RINRINTDE, FIAEDRAT—RAIF [Issued] (BITEHX) IZKYET,

® Note

JARDESFELCL 2T, MUTLWAAABHN I<SICERTRIENBEVEENHY E
T, AAOEV=ARZI VY IR L, BIZEETERY, . HLOR—DHF
SZEFEAL T, dIAENEBOR—DZRETDIEETEERT,

CLlZERAL TN VY OIHERZ ) VT ARNTS

request-certificate AN > RZFEAL T, IV RIAVICFHLWANT U Y U ACMEAEZ) VT
ANLET, REAFZEDATS I VEIEDNS & EMAIL TF. F—FILIVXLADAT> A {E
(&, RSA_2048 (INTA—ZABARMICEEENTVWEWVWEEDT 7 FJ)LN), EC_prime256v1, $&
' EC_secp384r1 T9,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

COOANVRIE, HILWANT U Y SEEBAED Amazon VY —AZ—A (ARN) ZH B L E T,
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{
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

}

T7Z5AXR—RKNPKIEEHED) VI AN

LR > TERENEBRFEOTZAR—K CAILT I EATE SHE AWS Private CA, ACM 375
AR—KNPKI TOFERICELLIAERZ VIV ITIANTEET, CAlR. BEROTHIUMNIFET
2h0, BIOTATDRNCX > THBERERBENDZIEEN BV ET, 7'T4R—KN CAERDEEMIC
2T, Private Certificate Authority DERZSBL T & LY,

T7ZILRTR, T7TAR=—K CAILK > TEEENLEARABTREEEEAZVEDH, ACMBEENS
CXHTRRIAZ T R—NLTVWEEA, TOIZ®, EBEEZ. HBOITZATMRNZARNAR
TEAVARN=LTBDLEODT VAV ERTIDIBENBYNET,

7T ZAR—K ACMAEBAE R X509 MEICERL THY ., ROFNEENBRAELET,

« ZH:DNS ICHEMTRIH TSI ORNERFERAITDIHENHYET, FHICODVTE., "TRXLY
Bl BSBRLTLSEE,
s PLOAVAXL: BEALDFE, SEHEEBEOTSAR—KMNF—OFIIVXAEF 2048 EY

RSA. 256 E'Y N ECDSA., £/213 384 EY N ECDSA D VWT A THDURENFHVET,

® Note
EEENEEBRTINIVALT77Z)— (RSA £/(d ECDSA) k. CAD>—IL Y K~
F—OTFNIVAXLTT7IV—E—HBITIRLENHYNET,

- BXHAR: BAIAEIFE 13N AME (395 HAE) BN TT, BRLECAHEOKTHIE., UIIA
NUKLSIBAZEDKR THEKYEICBE>TVWRHENHYET, BElCE>TVWD L, SIAEVITIAR
NEERBLET,

« EX:ACMIE 1M A BRBICTSAXR—NEAEZBEENICEHFLELD>ELET,

IVRIVFTATAABREOFRCLHEAETNDTTAR—NCAILR., RICRTIHMBOHRAEAE
nEXY,

c CARRT—BRANTIVTATTHIRBENHET,
« CA7TAR—=KNF—=TFI)IO) XLIF RSA 2048 E7=ld RSA 4096 THAELEN HVWET,
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® Note

NTVYOEHENEEABERIELRY), T7FAR—NCAILK>TERENIFIHE
&, RELDBELN BV XA,

REY D

« 7TAR—KNCANDT IV EADEKE

« ACMOVV—I)EZFEALTTFAXR—RKNPKIFIAEZVIITARTS
« CLIZBEALTTZAXR—KPKIGIFAEZVIVIARTD

TSARK—NCANDTOEADERTE
ZEALTAWSPrivate CA. XD 2 D2OT—ADVWTNhATACMIRREICEBETEEXT,
c B—THIUKN:BECALERITEND ACMEIBAEZEF., U AWS 7HO U NICHYET,

i—?ﬁ@th%ﬁtﬁﬁiﬁﬁciétu AWS Private CA EEE A ACM ¥ —ERXT7' U~
SINIICREREZER. IS, SRV — RIBDLOOT I LAFAZNETILENHYE

I, ok, API7T Q/E/CreatePermlssmn FIF AWS CLI O > R create-permission &

EHAL TAWS Private CATTHONhET, PHIVRNFABEER. SIAZEORTEZEY TS IAM 1—
H—, JI—7, FLEO-LIEZ, ChsOT7 AT ZEY)HETET,

. '7I:I7\} NIV BECAERITETNLEACMAAZEERZS AWS THIY MZEFEL, CA
TOEARGHRENFETDITHININEEZRATVERT,

PVOAARAT AT RRITBLCEFEEMICTSICIE. AWS Private CA BIE & & AWS Private CA
APl 7 2% 3 2 PutPolicy& 7zl AWS CLI X > R put-policy ZFEAL TV Y —AR—ANOR)
=B CAILTRYFIRUEN HBVYVET, CcORIVI—, CANDFHRNLET O ELAZHFAT
BPMOTHIVRNOTIINILEEELET, FHMICOWVWTE., TACM Private CATO U Y —
AIR—ANDR)—OFERL ZS5RBLTLEZ,

HSORTHIY RS FUATIER. ACMATUSINLELTPCARYS—ER YRR T BH—
EAUY 20— (SLR) €Y NP Y TIBHEELHET, ACM . RIOILHEORITHIC
SLR Z BB ICHERL £,

ACM Tk, FHORNIZSLRABETZIHESHEHMTERVEVSEBENf RTEND L
NMHYET, LEX iam:GetRole TV EAFANF T TICTHTU MO ACMSLR IZFEENT
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W3IBS, SLRODERRICTZ—NEIBRLEEA, BRIDEEE., 1—F—FELET7HV>
NEEEN iam:GetRole 7OV LA A Z ACM ICR5T2 A, PHDU NE ACM BRI —
AwSCertificateManagerFullAccess ([CBHEMRITE T,

FHECOVTER, TACMTOY—EARICUJZnEO-)OFEA, 22RLTSEZ W,

/A Important
ACM SRR E . BEIMNICEHIZHIC, YR—FEATVWB AWS H—ERICTIT17(C
BENITAXRENBYNET, ACMIHR—KRTRIVY—-RACD2VTR, TeHGgehizd—
E A AWS Certificate Managery 228 L TS E& L\,

ACMOY—)EFERALTTZAX—NPKIGIAEZ VT AKTS

1. AWSNXRI X RNIOAVY—=I)IZH A2 42 L, https://console.aws.amazon.com/acm/home T
ACM OV —)%ZREEXT,

[REBAZ DV I TAR ZZBRLET,

2. [Request certificate] (REFRE D ') U TAKN) R— T, [Request a private certificate] (7°Z 4 X—
NEERAE DUV ITAR) & [Next] GRN) Z&IRL THEITLET,

3. [Certificate authority details] (FREEAEFR D& #H) =0 > 3> T, [Certificate authority] (FREEHEPR) X
Z1—%0Uv oL, ERATELTSAIR—NCAD1D2EBIRLET, CAHNBOTHIUK
hoHBEENTWSES, ARN ICIKFAEEERNS FMEhET,

CAICET RN KRREN, ELWCAZEBRLAEZEICDVTOHEEICRIEET,

- [FRE#E]

« BAT

- #iEH (CN)

- % (0)

- ABE{L (OU)
- B (C)

- MELBE

o THIXHE R
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4. [Domain names] (RXA &) 0> 3>2T, RXAVEBZAANLET, www.example.com
NDESBELEHRXA A E (FQDN) X example.com NDESBRAFY RRXAAL U HDWVIE
apex RXAVBZFERATEET, o, AURXAM DV TEBOVA NBZRETDLEHIZ, &
ENMEICTAZVAY M) ZDANRA—RELTHERATEET, L& xF. *.example.com
l&. corp.example.com & images.example.com ZRELFET., DM RH—KRA
k. ACMEERAED (Bl 71— ILRE BT IO MEBILEFILRRENET,

(@ Note

DAILRA—RIAAEZVIIARNTRIHEE, TARVARY (B RXAMVBDOE
BIICRFRDBENBY. 1 DOHTRXSVILRILOAZRETEERT, &R

&, *.example.com |& login.example.com & & U test.example.com %
RETEZETN., test.login.example.com ZREITD_EEFTEEFLA, F

f=. *.example.comi. example.com DH T RXA DA EZREL, XA/FY RR
XAV FEEE apex RX A2 (example.com) FREFELAVZ EICEEL TLKEEL,
MEZRBEIDICKEK, ROATYTZ2SRBLTKEEV,

F7723a>T, [COEBEEICHOZFZEM ZBIRL, TFANRY VRAICRZRZEADLE
T, chlk, XAFY RRXASELWE apex RX A2 (example.com B &) DEBEFTDHT
RXA > (*.example.com 5 &) DFRIAD=HICKIBEET,

5. [Keyalgorithm] (F—7IdVXL) 9> 3> T, FRTUEE3IDOTILIVALOVThL %
BIRLET,
. RSA 2048 (F7 4 LK)
« ECDSA P 256
« ECDSA P 384

FPILAVAXLOBRICKRIDBRICOVWTE, F—TIIdUXL ZSZRLTSEZL,

6. [Tags] (&Y) 023> T, A7 aVTIAREILRTZR/ IR ENTEFERT, XTE.
AWS DY —AZHAILU TEEIDLODOXARTF—RELTHETEIF—EEORTTT, ACM
BINTA—BZDVAN, BERVAABERERICXTZEMTDHFECOVTE., TFEEHEAD
AWS Certificate Manager 2 7371 2B L T EZ L\,

7. [Certificate renewal permissions] (REFAE D E#TH) 0> 3> T, FAAEOEFHHFAICETS
BHZEZIELET. chSOFTICKY, BRRUEZCATEETDH S ZAX—KPKILHAEZE
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BENICEHRTEET, FHICO2VTE., TACMTOHY—ERICU>ZEhzO—-)LOFEA
ZZRLTLKEZL,

8. MEBRHEINTRMHML T, [Request] (VITARN) ZBRLEXT, O Y —ILICK> TALHA
FVANIRY ., HILWAEAEZRRTER T,

® Note
JARDOEIFEICE>TR, HLULTLVBAABN I<SICERTENBZWVEEN HY E
T, AANEV=AEZIIY VTR E, BIZEETERT, &, HELOR—TH
EEFEALT, TRBEVEROR—SERRTDELTEET,

CLI ZALT7 54 XR—NPKIFIAEZVIJITANT D

ACM T request-certificate AN REFERALTTZAX—NIEAELZYIVIANLET,

@® Note
CAILE2TBEENETTAR—NPKIGAEE (LU I ITANT BEE AWS Private
CA, BEENIEEBET7INOAVAXLT7Z1)— (RSAF/kIFECDSA) IECAD—UL Y K~
F—OTFINIVAXLTT7TIV—E—HBITIRLENHYNET,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

COOANV RIEE, FILWI S A RX—KNEEBBE®D Amazon VY —AZX—A (ARN) ZH AL E T,

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

FEAEDES, ACM I, HECAZNDTHEATHEZIC, Y—ERICUYYEhEO—)
(SLR) ZF AUV NCHBMICFRAYFLET, SLRICEK?T, HTFTBIY RIVFT A5 (5EH
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EOBBEFHHFAEICEYNET., SLRAFETIHESHEZERETAICE., UTOINY RzEA
LTIAMICOTVZRTIBENTEFRT,

aws iam get-role --role-name AWSServiceRoleForCertificateManager

SLRAFEHETRHE. INV ROBARRDELSCEY KT,

"Role": {
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
I
"Action":"sts:AssumeRole"
}

iy

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,

"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z2",
"Region":"ap-southeast-1"

SLR A BWHEEREF. "TACM TOHY—EARAICUVIEZhnO-ILOEA 2ZRBLTEEL,

RX A2 O EE DKL

Amazon FREEE (CA) 'S4 NOIIREZRKITTDEIIC, AWS Certificate Manager (ACM) (&, 11—
H—HDVIIANTEELEIXNTORXS VBEDOFEERLEEBRETHD L ZIAIATHIHLEN
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HYERT, FEEZAATEICE, RXAMR—LZATL (DNS) il z2fERAT2 A, itHEZ
DIAMUVERBRKTE X RIZEATDI L ZRRTEXRT,

(® Note
BRIEE. ACM ICR 2 TRITENENTUY IILERTERAABICOXBERAENE
To ACM I, 1 VR—KENHARAED, FEEFTTAR—NCAILK > TERShEIH
EORXAOFE#EEZERIILEE A, ACM & Amazon VPC 7T AR—KKARY—2F
DT SAR—RNRXLOVY—AZRIETEEREA, FHEICODVTE, TAHAED
RIEDRNS TN 21—TFT4200 1 28BLTLKEEV,

—HREVIC, RDERHICKY, EX—)LIRFILV E DNS KA ZFERATI L ZHEOLET,

« Amazon Route 53 ZFHL T/N7 U YU DNS L I—REZEETZEHES,. ACMEZFEALTL -
REZEEEHTEET,

« AIAERFFEAPRTDNS LO—RAZ>TVWBRETHNIE, DNS THRIDEA DREEAEIE ACM (C
L2 THBENICEHFENET,

s EX—)TRILEADIAZEZEEFHITBICE. RXMVABEELCRDTIVIVHNMUET
T, ACM &, BMHARTI N D 45 HEIICEHMBAOEEEZRBRLET. ChsOBAF. HZER
XL DWHOIS X—=I)LARY VAT RLAERBAKS DO—MRWBEEBETRLAICEEZEERT, B
HIZE, RASMHEBENBRICERITDEDICOVUYITEDUIONETATVET, UAK
TRhTVBRITXNTORXS UM RIEEENhDE, ACMIEEL ARN TEFHE N A-EHAEZRITLE
£

RXA> D DNS F—ER—AZmMETIERAIBTWVEERF. KDWICEX - EAZERATIHE
FHYNET,

(® Note

EX—)LiRFLZERAL TREFABZERL & (E. DNS ICKRDIRALICTIW BRABD LR TER
BA,

NEY D
- DNS T D #xit
« E X)Lt
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DNS T MO #&3E

RXAZZ—LZATLDNS) I, RY RND—VICEREZATVEIVY-AOTALI NI —
EATY. DNS7T7ONAMEF—F, RXMVZERTDLI-—REBET—EIR—AZHFLF

T, DNS A ZEIRTDE, COTF—EXR—AICEMTHIHLENf HS 1 2 LEDO CNAME LO—R
FACM O SREETIAETT, ChSsOLI—RICEK, RXMZFHITRARELD—BEOF—&(E
DRTHAEBEATVET,

® Note

EX—)LRI%ZFEAL CAARAEZERL RIE. DNSICKBDREICTYBEZDEIFTEE
YA,

BIZE, BMOBEE LT example.com ZEAL T www.example.com RX A > DifAEZ) U
TANTBHEE, ACMICK2T 220 CNAME LO—RAERENET, FLO—RIF, I—H—
DRXAVELOCTHIVNIBABEOEOE L THERE N, BRIEENFSENET, EE. ACMH
AMAEZEENICEHR IS CHICERATS AWS RXSMZEITIA)TFTATYT, CNAME L J1—K
% DNS F—ZXR—AIZEMNMTEZNDRF 1 ENOAKTYT, ALAZRFEARTCNAME LO—RAES T
WBRETHNIE, FSAEEF ACMICK > TEHBNICEHRENET,

/A Important

INTVUY 2O DNSLO—REEETS-HIC Amazon Route 53 ZFEAL A VWBEEF. LO—
ROBMBAZEICDWTDNS Z7ONA A —ICEAWVWEDLETLSEETW, RXA> DO DNS F—24&
R—AZRETIERIBEVEESIE. RDYICEX—)RZFEAITEILEN HYET,

RILZ#V)IBREE<TE, CNAME LO—RAB2TWVWBRY, TS R X4 & (FQDN) TEM
DO ACMEIAEZV VITARNTEET, DFV, ABURXABRZ2BFOBERIAE, ELEELSY
TRAXA DV ERNRETDAAEEZERTEE T, CNAMERIERN—T R EDAWS V=232 TE
BWreg 20, BHO)—2 a3 TRIUMPBEEZBERTEE T, £k, HIREhiFIAEEEE R
ABDEETEFXT,

HEEHEEILETSICIE. BEMFTShTVNS AWS H—EAHNSIIRHEARYIKRTAAH. CNAME L
Od—RZHIBRLE T, DNS 7O/NM 2 —H Route 53 TEHEWHEEWK. LO—REZHBRITZDHFEES
ONAZ—ICRAVEDLETLSEEV, Route 53 A7ONA A —TH D55k, Route 53 BIREH A
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R "TDY—ALO—RtY hOHIR) 25RLTLKEEV, AEONR—I REEHOFMICD
WTEE, TACMEIRAEDNR— REH, Z2ZRL TSV,

® Note

DNS#HRT5 2% # X% CNAME NEHEET N TVS5HEE., CNAME fRIFEABMLET, &
WRVWFI—AMREBGESEF, EXA—I)BRIIZEATA L 2BEHLET,

ACM 0 CNAME L OJ— R® A&

® Note

cDtEU>3a2iF, Route53% DNS 7ONA A —&LTEALTLWEVWI—HF—ZEXRE
LTVWERT,

Route 53 Z DNS Z’O/NA/ A —& L THEAL TLWAWEEE., ACM » st - CNAME L J—
Rz, 7ZONAMEZ—DOF—EZIR—RIZ (BERFE Web HAL RZNLT) FEITANTILENHY)E
9, CNAME L O—RiE, VDAA LI MNXAZALRR I A—BEOXZRTF—ROATFH—ELT
BE, TERTEFLZENTHEAETAETT, ACMTR, ChsOLIO—RIZKY, FIHIRXA 2V FGEE
DRI E RGNS EBEREOEFR N TEEICKYEFT,

RDRIC, 6 DDRAXALZICXNTSH CNAME LO—ROFlZRLET, ELO—ROLO—R
B-LO—REXRTE, RXSEBOMBEEZRAITIREAECRELEXT,

RTWR, BUD 2 2OLI—RBZB-LIO—REORTREELUTY, Chik., *.example.com &

E. DAL RA—RRXADBE. ACMIZE D TERENEXEIA, TOR—ARXAY
example.com THERENEEDERALICHZZEERLET, ThUADOEERE. R7OLI—R
ZBRUPLO—RERK., RXAVBIEICERBYET,

CNAME L J— RO 6l

RXA2H Ld—RH L3d—R{E dX2 bk
*.example.com _x1.example.com, _x2.acm-validations.a ldentical
WS,
example.com _x1.example.com, _x2.acm-validations.a
WSo
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RXA2H Ld—RH L3d—R{E dX2 bk

www.example.com _X3.www.exam _x4.acm-validations.a  Unique
ple.coms, WSo

host.example.com _x5.host.exa _x6.acm-validations.a  Unique
mple.com, WS,

subdomain.example. _x7.subdomai _x8.acm-validations.a  Unique

com n.example.com, WS,

host.subdomain.exa _x9.host.sub _x10.acm-vali Unique

mple.com domain.example.com  dations.aws.

o

TUOR—AOAT () IC#< xN OfElE, ACMICK 2 TEREhBIRVIEHTY, fi:
_3639ac514e785e898d2646601fa951d5.example. com.
FEREND—BRWBELI—RETY, BEFTFEhEZLI— RER

_98d26466011fa951d53639ac514e785e8.acm-validation.aws.
ELU DNSLI—RT,

(® Note
DNS 7ONAZ—=HT7 X —AOAT THES CNAME EZ HR— KL TLWEWVEEE,
"DNS BREIDEBEDO N Z TN 1 —FT 12T, Z2BLTEE,

AAEZUVITANL, DNSHRAEZIEET D E. ACM FRDEHXT CNAME B ZRML T,
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RX4 LIO—RHA Ld— Ld—R{E
VA RX A
-

example. _a79865eb4cd1a6ab990a45779b  CNAME

o 460b96.example.com. _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

RXA2EBI, AIAESICEEMR TSN FQDN T, LO—RERF, F—ELEORTOF—ELT
WEITALI-—RZ-—RICHILEXT, LO—RERK, F—EEORTOEEL THELXRT,

ChSD3D2DE(RXA>H, LO—RE, LO—RE)EIXT, DNSLIO—RZEMT D=0
ODNS 7ONAZ—DIVITAVE—TIAADZETRE 71— /L RICANTRIBENFHYET,
7AONAF =&, LO—REB(FERZELC "HAlL ) 71— /LROLEBIZ-BEMANFHY)EEA, BE
ICR2TE., LEROLSCXFI 2B EZRBEIDENHFENET., O7ONIT—F. AHL
EEONFIICERABMICRXAZBZMMLET, 2FY, (COHITE)

_a79865eb4cd1a6ab99@a45779b4e@b96

BAI71—)LROKICADNTDIEZERLET, CNICODVWTHIE->TVWRERDNBEEE. R
XA BEEOLI—RB (.example.comBE) BADNTDE, ROKSICHVYET,

_a79865eb4cd1ab6ab990a45779b4e@b96.example. com.example.com.

COFE. RABERMLET, LN >T, 7ONAMF—HNBHEIDADORATZERICRET S
BEABHVNET,

DNS#IfnhtYy NT YT

COtEY>3 T, DNSRKRIEZFERATHDOICNT VY VIAAEZRET D HEICOVTHBAL
£ I

02V —J)L T DNS il Z2RET 2 I &

(® Note

COFIETE, 2BLEE 1 DOMASTFBRICHERENTEY, ThZElL iz AWS U—
JAaVTERLTVBRCEZARELTVET, D2V - ZRVTHRAOEREEZ KRR
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LESELEFE, FEEAVY-IILZEECHVTEUANIEHENr RREhBEWVEE
F. ELWD =232 A EEThTVR L ZBFILET,

1. ACM 32V —)L (https://console.aws.amazon.com/acm/) ZFH& ¥ T,

2. FEBAEM'VANT, ABAEDIREZITD [Pending validation] (BREIEREF) AT —XANMTVE
STBRE O [Certificate ID] (SIBHE ID) £ BRLET, COESIC. THEOHAR—IEEE =
ED

3. [Domains] (RXA ) 923> T, XD2DO20FIEND1D2ZZTLET,

a. (F7°>32)Route 53 THRIELFT,

IRDEFMEN true THBHZBAIZ. 7 U7 1 775 [Create record in Route 53] (Route 53 TL
Od—RZER) REHARTRENET,

« Route 53 # DNS Z’ONA A —& L THEALE T,

* Route 53 A"7/RART BV —VICKITBREZIAKFHFUNI HYET,

- FODN A& ERIEE N TVE B A,

® Note

ERRIC Route 53 ZfEA L TWS A", [Create record in Route 53] REX A RDOA S
BOAEMICA>TVWREHEEIE., TACM OV —)L T [Create record in Route 53]
REVHFRTENEV, ZBZRLTLEEL,

[Create record in Route 53] (Route 53 TL 11— RZ4ERK) RX > ZiEIRL ., [Create records]
(LO—R%Z#ERK) £iBIRL £, [Certificate status] GEFAEND AT—RXA) R—T T,
[Successfully created DNS records] (DNS L — RAEEICERE ) & ZEAD A
T—RANFT—EHIIR—DHFBESTL &S,

# LU VWEERAE IF [Pending validation] (REEREH) DAT—RXRAZHRK 30 7ERTRLUAITE
E
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® Tip
ACM A" BEHIIC Route 53 ICL A—RZEKTH LS5 7OTFALICK>TUI T
ARNTBDERFTEFEA, L. Route 53 # AWS CLI £/1& API J—=J)LL
T. Route 53 DNS F—ZAXR—AICL —RZERTEE T, Route 53 L I1—R
Yy NOFFMEICOVWTRE, "TUY—ZALI—REYhDEH) 25BLTLKEE
(AN

b. (F7'>32)Route53 2 DNS 7ONA A —& L THEAL TV EVEEIE, CNAME 1E3%
HEL, TNhZE DNS F—EXR—AICEMTHDLENf HYET, L VIEAEOFHAR—D
TRD2O2OVTNADOEEEFEAL T, CORBETSENTEET,

« [Domains] (RXA )02 3aVICRR"ENTVS CNAME 2V R—F> hZ2JE—LF
T COFEHIE. DNS F—EXR—AICFETEMITBDHLENf HYET,

- BlOAEE LTI, [Exportto CSV] (CSV AT Y RAR—N) BBIRLET, RET 74
ROERIE. DNS F—ER—AICFBHTENTDHEF B ET,

/A Important

BRITOBEZEETSICE,. DNS 7ONAME—DOF—ER—AICIEHREEIMNT S
HIlZ. ACM® CNAME LO—R®D ik #LE1I—LFT, BB/ RELEBES
l&. "DNS BRIOBEAEORNSIIN>a1—FT14200, #3BLTLSEETL,

CNAME OEZERL TH S 72 BRELIAIZ ACM TRX A VENRIEE NixVWEES, ACM TIKEEHA
ENDAT—R AN [Validation timed out] ICEEENET, COBERNIEUDELEHREL T, DNS
REZACMICK > THERENEETEEICEFRLABA 2LECENEASIhET, COBEZIEET
5IC&, CNAME O F|EzfERLTHSFHLUVIIAEZV VT ANTIHENf BV KT,

E X—/LiREE

Amazon FRREE (CA) "4 NOIIBERFKIT T HEIIC, AWS Certificate Manager (ACM) i&, U &
TANTEELEIXNTORASMVEMERLFEEBELTVSR L ZRRIBDMLEN BYVET, E
X=)LELEDNS OWThAZFEAL TRIEZRTTEXRT. COREY I TR, E X—ILKEEIC
DWTHBALET. DNSHKRIEDFMIZDOWVWTIE., "DNS TO#il, ZZRL T EEV,

EX—)LRIEEICOVWTIE, XOZEEEICHE > TLEEL,
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s EX—IRIEEFEATIICE. RXMVICERENTVRIEERAE X—ILTRLANMBETT, E
X=)LTRLADHREFIEF, COHA ROF[KATT,

« BRIEEEF. ACMICK 2 TRITENENT VY VICEETEDMHAEBICOXBEAHAETNET, ACM
&, A VR—KRENEHEED, FLEETTAR—NCAICK > TERENLEEHEORXMID
FTIEHEZRIILEE A, ACM & Amazon VPC 7T AR—KRKRARNY =K RO T T4 R—
RRXADDDY—AZRITEELA, FHICOVTIK, THEHEORIORNT TN 1—FT4
DY BBBLTEX,

c EX—/)LRRFIZMERAL CTAIAEZERL &k, DNSICKBDRIECYIVEZDZLEFETEFEY
Ao

ACM SEFAE N EXIHAMIE 132 B (395 H) TF, EX—I)LRFIEENFIHAEZEFHMITHICIE. RX
AVMBEICEKDTIOAUNMBETT, ACMIE, RXAL2DO WHOIS X—)LIRY VAT RLAL
500 —MNEEEET RLAZFERAL T, BMHRTIA® 45 BRI ICEHBHNOEEZHBLE
T, BAICIEK, RASMHEBENERICERITDEHICTOVYITEDIIONFEENTVET, U
ARENRTVEIXNTORXS N BRIEENDE, ACMIEREU ARN TEFE NEAEERITL
x79,

EX—)FIZEAL TRBENFr RELEBER. "TEX—IRKRIEOBEORNS I 1—FT1427
ZZRBLTLKEZL,

ACM &, BIRUERA—N—RAASMVICEX=IAYE—DEREELET, HRIDITITHARNTRL
AETOHT RXAVEENT, "@Qi DRICHT AV IRELTEX—IITRLAODRXAVE

LTEAEhET (BIREF. example.com DHREE R X 1 2 & L T subdomain.example.com Z1EE L
=541, admin@example.com ICE X—)LAEEET ),

WHOIS IZBRENLRD I DDERET RLAILL EX—IXYE-—IHNEBEINET,

« RXADEFEE
s TUOZAHIIBYE
- BEEEDEKL

(® Note
AAEIC S DO BEATAT RLAZRELTERIZ L 2l<H8OL R
¥, WHOIS 7' 5 DEFAEFBHROME I, FEMEANBY KTE A, WHOIS RERDENRFKL
(5% Kik), BRNBET AN —EDEFICLDENTT,
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/A Important

2024 £ 6 BLARE, ACM l& WHOIS OEHEET RLAZNMLEFHL WV E X—)LikilZz Y R—
MLBL<BWELE, BFOAFICOVTIE, 2024 £ 10 AU, ACMEE RXA> D
WHOIS EEET RLAICEHBHNZEEFELEREA, ACMIE, UIVTARNEhERXALY
NDE5O2OHBUATATRLAICKRILE X—)Z5|EHEEFELET. FHICOVTE, T
AWS Certificate Manager A" E X—)L1REEEXFEBHE D WHOIS REZFIET S, 25 RL
TLEEL,

SfRHEZX YOI ARNTDE, ACM I DomainName/ N X —REEEA7a>n
ValidationDomain/N\ZX—ZRTEELERXALAVBICE X—IEEELET, FMICOVTIE,
F2772, 22RLTLEE L,

* administrator@your_domain_name

* hostmaster@your_domain_name

* postmaster@your_domain_name

» webmaster@your_domain_name

* admin@your_domain_name

ACMA'RXAZVDEX—IT RLAZRETDFEDFHFMRICOVWTR., T(F7232) RXA>VD
EX—IZHRETS1 2FRLTLSEEL,

CO7AtEADHIN

www FLEEDAMILRA—RTFTRAZVAY (*) THRED RASVBICHUTACMEEBEEZV IV IAN
ITH5E, F. KEO www TERETAZVATVZHIBRL, BBT7 RLAICEX—)EZEELET,
chso7 RLARK, admin@. admin@. hostmaster@. postmaster@. & & U webmaster@ & K
XAVBOBRY) OFDICERICAMIDEICE>TERENE T, HlZE. www.example.com (C
ACMEIBAEZ ) VT ANTBHE, admin@www.example.com O X1 +) IZ admin@example.com
ICEX—=IHFREEENET, BULDIZ, *testexample.com [ ACMIEAEZ ) VT ARNT S5
&. admin@test.example.com IZ E X— )L IEEEhET, BYO—BRNEEEET RLAE, F
BRICEREhET,
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® Note

EX—)Lik. example.comBEDHT RAAVOEEBT RLATEE

<. test.example.comZ&E M apex RXA >V DEBT RLAILEEFEENDLSICLTL
W, TOLEHICEE, RequestCertificate APl & 7z [& request-certificate AWS CLI Y >
KT ValidationDomainZ#A 7> a>&EELET. AV —IIZERAL CAREZ) I T
ARNTREHEE, COHBRREYR-—FEIATLERA,

FTRTDOXAYE—DH 1 DDEX—IFTRLAICEEENDBEETE, RXS/VFELEEYT
RXLAZEIL1DDOXYE—DICRELT, TOXYE—DZKRAL CAIAEZER TS
PDENFHVYVET,

SR E AR N & EH

ACMGIRAEE 13 M A (395 BEE) B TY., EX—/LKRAIE N ERIFAZEZEH T BICE. RXA
VHRBEICLBDTIVAVHAMBETT, ACMIE., RXALZD WHOIS X—JLARY VAT RLAE 5
DO—MMNBEERET RLAZERAL T, BMHRIND 45 BRIICEHFBHNOEEZRMEL R,
BAICE., RXMUAEENrBECERIZLEOICIIYITERV D IONFEENTVET, UR
RENTVRIXNTORXSAVHFRIEENDE, ACMIEEILU ARN TEMENIZGEREFZRITLE
ER

BMICOVWTIE, ERO TEX—LREE, 23RLTIEEL,
(A7232) RIEX I OBERE

ZERIEE X—=)LICE, SERREV VI ARNDERICEATED R—IVDNEENTVET, 1L,
ARATOCAICKEBRIIE X—IAFANLT 1IILEZ—IC&2T7Av o0& hizy), BERICHE
LEBE, PO R T2KBEERICBSNICEVHRINICEYET, TOEX—)ILZZELEN,
EBE, FERMN—UOHBRIYINLEEEE. EX—IOBEEZ) IV IANTEERT,

EX—I)LRIECBETAAENEEBICOVTRE., "ThFT7W21—FT 14201 OEX—)LERIEDMH
BORNZTIIN2A—FT142T7 0230 ESRLTLKEZL,

(® Note

LT oOE#HIE ACM A SIREETNDIEHAEE EX— )L RIEZFRAITHIHEEICOABHAS N
£F9, RIALEX—)LIE, T7SAXR—RNPKIFZEBAEELFE ACM ICA 2 R—KNUEFEAEICE
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PEHVYEHA., DNS RXAURIAOFMICOWTIE, "DNS Toigil, 2R T
=L,

ROV =)L EZFEALTKRILE X—I)LZBEEITSICE
1. AWSNXXRI X RNOAVY—=I)ICH A2 42 L, https://console.aws.amazon.com/acm/home T
ACM OV —=)IZRHEET,

2. FEAEDOVABNT., BT BIHE O [Certificate ID] (REBAE ID) ZBIRLET. cOF >3
IRV, FAR—DHIREERT,

® Note

JARDESFECL>TRH, MUTWAAABN IT<SICERTENBEVEENHY E
F. AAIOERV=ARZI VY IR L, BIEZEETERT, . HLOR—DHF
SZ2ERALT, dIAENEBOR—JZRETDIEELETEXT,

3. [Domains] (RX A >) %< 3> T, [Resend validation email] (RIEE X—)L 2 BX{ET3) &
BIRL, BRI BEBERXA 2 %ZBEIRL, [Resend] (BIAE) Zi8IRL £9, [Successfully
resent validation emails] (REEE X—)LAEEICBREEENELE) CENMNFT—TRRENE
ED

REFRALUTRILE X—I)Z2BiAET5I(CIE : AWSCLI

resend-validation-email AN REFEA L TE X—I)ILZBEETEET,

$ aws acm resend-validation-email --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID --domain www.example.com --
validation-domain example.com

(@ Note

resend-validation-email N> Ri&, EX—)L#%iEZFERAL TLWS ACMIEBEICOHKBEHE
NET, ACMIZAVR—KNLUEEERRE, £EIFACM Z2FRALTCEEB TS 754 R— N
ETE. BRIIEXEHV)FEBA,
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ACM ICK > TEEBETNBDAHABO —EXRTR

ACM IOV Y—=)EizF ZEALTAWSCLI, ACMIZ& > TEBENBDIAHAEZ—ERTTER
¥, AV—LTR, 1 R=ZICHA 500 DFEAZF. CLI TRHEHEA 1,000 DFAEZ —ERRTER
EE

RO =) eERAL TAAEZ-—BERTIBICE .

1. ACM 2V —JL (https://console.aws.amazon.com/acm/) ZBEE £,

2. AABVANDREHRERIELET, ELOR—TESEZFAL T, JIAZEOEBOR—DEZRE
TEXRY, BAABR 1 20TZ2EHBL. T7AIINTHRIAAZTORDINFRRENETT,

« RXAVE —HEOTELBH R XA FH (FQDN),

« Type (BE)—IHAEOEE. BEEThDERXDOEH ) TT, Amazon issued (Amazon A" FITE
&) | Private (772 4 X—R) | Imported (1 > 7R— K& )

« AT—BA-FIAEDAT—R R, BEETNBERXDESHY) TT, Pending validation (HRELRH
H) | Issued (F1T3E M) | Inactive (3EF T 1 7) | Expired (BEXHIBREIM) | Revoked (%3%) | Failed
(B | Validation Timed out (MREEX 1 LT T N)

- fEFH? - ACM FEBAE N Elastic Load Balancing X & D AWS Y —E RICT VT 14 7 IZBEEN
S5hTVWBHES D CloudFront, fBIk, [No] Fizlk [Yes] &4V ET,

- Renewal eligibility (EF O EE ) — BRERAIEIVAEEEIC ACM AFEENICAIAEZEN T
EBNESH, RETEESRMEIE. TEligible] & 7= (& [Ineligible] (Fi##g) T3, BERBRICOWVT
k. ACMAEHENDNZ—Y REFH Z2ZRL T T,

OAVYV-IILOELERIEHZIZRETAAVEZERTDE, R—TJICRRENDAAEORENAZIA
ALY, LAV TOIYDZA2Zy TEBEZEELLLY, BMER7 1 —)LRERRLEZYTE
BT, ATOAT2 3> T71—)LRAFATEET,

- Additional domain names (BI®O RX A > B)-GHABICEEND 1 DFRLRBEBORX AV F (B
72T RMDEIR),
+ Requested at () V7 TANEZ]) —ACM A FEEEER U VT AL EBZ,

« Issued at (R1TERZ) -SEAEN BITENLERKZ. COFERIE. Amazon H"EITL -EIAETO & F
ATEET, TOAR—NICEEFERATEEFREA,

- Not before (B 21HAPREI)- FAEBAE AN BRIC 25 X THRME,
* Not after (BEXHARE)- AR SN B/IMIC & 0 LB OB,
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* Revoked at (k&%) — K%L 1ZFEEAE O k%0 B B,
« Nametag (BRIRXY) — COIBHED Name EVSZTDE (TDXRSBRINFEETIHE).

« EHAT—RA—UITANENTRBEOEHFAT—Z A, COT 4 —)LRid, EFAUIT
ARNENBELINDARTEN, EFrRRENET, RETHAER. ADEFEREH, RIS
5. BRI, KBTT.

@ Note

AAEAT—FAOZEENBMICBRIETICHEBEEN DD BENHYET., BENFH
ALESE. MABOVIIANE T2KBRICZALATINIRD D, RITREEE
H7OEAZRAN SKEVBETBEN BT,

R=IHAZXRETE., FAVY—IR=—ITRENDAEAEOHZIEELET,
FEATRSIAHEDCHFMIIOVTE, TACMIIAENHHA, 22RLTEZ L,

ZFERAL TAEHEZ —BERTFISICE AWS CLI

JARHEINY RZFEAL T, ROBICRTRSIC ACM TEEEhBAHATZ —ERTLEK
EE

$ aws acm list-certificates --max-items 10

ANV RERATORS BERERLET,

"CertificateSummaryList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"
"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
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"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,
"ExtendedKeyUsages": [

"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

T 7 #)LNT, keyTypes RSA_1024 E/=lE RSA_2048 £ELBLKEE 1 DO RXAUNBEENT

WBIHEO RN BENE T, RXA VL ATMHAEY, BERBTILITVAXLREY N XEEAT
BPAAERE, HHIZMOABEERTTBICE. ROPICTTLSIC --includes NTX—&
EEELET, NTX—RTlE, 71IILEZBEOXN—%ZIBETEET,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

ACM ZERAE O &5 FA

ACM 2V —=)L&/zld ZEALTAWSCLI, FRABICHEIZFMBEAXAEZT—RZ—ERRTER
ERD

ROV =) TAREDFMZERTIBICIE :

1. ACM Y =)l (https://console.aws.amazon.com/acm/) ZF< &, SEAENRRENET, A
FtOR—DESZFERALT, dAZEOEBOR—ZZRETEEXT,

2. UAMULENEFIRECODVTOFMABEXRT—2ZRTTBICIE, fIAE ID ZFBRL TLKE
TV R=TIHAEVT, ROBBHAIKRTRENET,

c EAEDAT—FA
« Identifier (BBl F) — —E®D 32 /N1 "H D 16 HEXRDEIAE DB T
« ARN — 7 #—LAL®M Amazon JY —AX—L
(ARN)o arn:aws:acm:Region:444455556666:certificate/certificate_ID
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« R4 —ACMIHENEBHT IV EZBIILET. BEThZERRXOESY T
T Amazon NFRITEK|TTAR—NAVR—NFEHK, FEMICOVWTE ")NT )Y UFEH
ExZVOIANTD,, "T7TAR=KNPKIGEBEDOD VT AN, FilE "ANDIBEED
4 > 7R— K AWS Certificate Managers 2B L TS &L\,

o Status (AT —RA) —HAEOAT—R A, BEETNBERXOEH'Y) TT, Pending
validation (FREE4R & ) | Issued (31T% &) | Inactive (3EF7 2T 1 7) | Expired (B %hHARR Y]
1) | Revoked (% %h) | Failed (%) | Validation Timed out (lREEX 1 AT T )

« Detailed status (FFHIAT —RRA) — EEAEN RITELE A R—hEh A EHEZ
C RXAY
« Domain (RX A >) —FIAEDTLEH K X1 > A (FQDN),

« Status (AT —RA)— RXAVBRIADAT—R A, BEEhDERFRXOESYT
9, Pending validation (fREE{R & #) | Revoked (%%h) | Failed (% B) | Validation Timed out
(BREER A LT 7 ) | Success (X 2h)

 FA

- EAP? —FRAENFAWS MEY—EALLRERTSNTVRHES A, BEETNBERR
NERYTY, FLLWLZ

« Domain name (RXA > &) —fIAEO KA D TLEM R X1 > & (FQDN),

« Number of additional names (EMND BRI D) — BNAREHEDO RX M BOH
- Serial number (U7 IILET)—16 /N1 A D 16 EBOIAREND VT ILES
* Public key info (XNBF—HBH) — F—RT7E2ERKLEBESLHLTILIVXA

« BETINAVXL —FIABICER TR LEOICEAETNIESHLTILIVX A,

« Can be used with (A A" AT8E) — ACM [integrated services] (f&H—ERX) DUART, C
NSONTX—RZHFOAABTEHR—NLET

- Requestedat (VU LTARMNER) —HKITVIVIANDO B EEZ

- Issued at (BITHR) — RITOHK (KT HEHEE)

* Imported at (4 VR— KM WR) — 1 VR— OB (ZATES)
« Not before (MABIG ) — EEREND BB OB

* Not after (AR IEFA) — FEBAS OB RHARD B &

« Renewal eligibility (EFT DB M) — MES B ERFRXDESHY) TT, Eligible (EHE) |
Ineligible (FE18) EHRHAIC DLW Tk, ACMFRENTZ—T REH 2SBLTL L&
(A
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* EAT—RA—VUIVIARENEAABOERAT 3R, 207 1 —)LRI&, EfH
VOTIARENLEBEICOARREN, ENFRTENET, RETRELER, BBHEHFZR
B, RELF5. K. KBTI,

@ Note

AAEAT—ZANEENEMICZDETICHEREELN LD BEN B ET. M
BARELILIBE, SMABOUIIANE T2 BERIZXAALTINIBZD O,
RITELREMTOLRAZHEANLNSKRIBRIBENHYET,

+ CA (F33I#EfR) — B4 CA ® ARN
. BY
. F—
- fE
- RILDRE —ZHTREE. BETERERUATOESYTY,
« REP —RIENEREh, ETLTLVERA,
« MEINRALTINLELE —UIOITARNRENERIENZALTIONLELEN, UOT

ARER)IBTIZENTEEXRT,
. Kb_a—tﬁﬂgu7°§,r/\_|\ PKI AQIIEHED, BECBETHY ., RIIKXEHY FH
Ao

ZEAL CAREDHFMERRT S IZIE AWS CLI

RODOAI > RICRTEDIC, T describe-certificate AWS CLI ZH L TIEEHEDHMERRLE
g,

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

OXY REUTOLS BEHREZRLET,

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
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}I

"SubjectAlternativeNames": [
"example.com",
"www.example.com"

1,

"DomainName": '"gregpe.com",

"NotBefore": 1450137600.0,

"RenewalEligibility": "INELIGIBLE",

"NotAfter": 1484481600.0,

"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
.
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"0ID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
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"administrator@example.com"

1,
"ValidationDomain": "example.com",
"DomainName": "example.com"

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,

"Subject": "CN=example.com"

ACM IZ& > TEEE hBIEHE O HR

ACM YV =) &iF ZEAL TEHAE AWS CLI ZHIBRTE X7,

/A Important

- BlOAWS H—EATHERAETN TS ACMIIAERHIBRTEE A, EATONHEE
HIBRT 2. ETHAAEOBEEFTZHBRTILEN BV ET, chik, EEFHTSH
EHY—EAOOVY—=IIFLEE CLI ZFRALTITHIhET,

o TSANR—NERAIMES (CA) ICKR D TRITENLHEZHIBRLTE, CAICKFELEE
ho CANHIRENDETHREETNHRITET, FMICODWVWTE. TAWS Private Certificate
Authority 1—%—7 4 R, ® TPrivate CAQHIER ) 2B L TS EE L,

ROV =)L AL TAEREZHIBRT S ICE :

1. ACM 2V —JL (https://console.aws.amazon.com/acm/) ZBZE £,

2. FIAEDVANT, ACMIHENF I Y IRY Y RAZFIZL T [Delete] (HIkR) Z#RL &
EE
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® Note

JARDESFELCL 2T, MUTWAAABHN I<SICERTRIENBEVEENHY E
T, AAOEV=ARZI VY ITD L, BIZEETERY, . HLOR—DHF
SEFEAL T, dIAENEBOR—DZRETDIEETEERT,

ZEAL TAIAEZHIBRT B (C1F AWS CLI

ROOAX Y RICARTRSIC, ALAENHKRIN RZEAL TREAEBZHIBRL £,

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

ACMREBAZED A A KM=

ACM ZfERL T, AWSR—ADIVITHANKEZRGTTVTr—23 N7 VY JilHEZEE
AVAR=ILTBERTEFREA. ACMEREENLEVTIhADY—EREFEATIHLEN HVY)
T, FMICOVTR, TeHEES Y —E X AWS Certificate Managery ZZ8B L T EE L\,

TCAICK?>TERBAWSPrivate CAch, 724 XR—KNPKIZERL K ACMIIRERF, EEET
VAN BB ITRNTODVATALICFEFH TCIIAR—RNULTALAVARN=ILTEET, NTVYIAL>
R—Y RNTRCNSOIABREFIEBEELELA.
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ACMEEEAE DN R — REHT

ACM (&, Amazon 3170 SSL/TLS SEFZENEFHOEESFEICODVWTEHHALET., DFY . ACM &
AMASEZEBNICEFITZDH (DNS RIEEZFEAL TVREER). BEVNHRTIQNIEIE EX—ILE
MEFEELET, ChoOHY—EREFK, NTUY I ACMEIEEL T4 R—KN ACM SEEAE DA
XL TRMEEIET,

AAER., ROZESHEZRHEL T, BHEFONRELZN KT,

« Elastic Load Balancing ¥ % EDRID AWS H—ERICEER TSN TVRBERENRTT
CloudFront,

« RITRPEREMBIIIVAR—FLTVREE, HREBVET,

- ACM RequestCertificate APl ZEHVH LU TRITENLETTFAR—NEHAET, TVAR—MELR
BlO AWS H—E RAICEER TSN TVRBESREFRTT,

s TNNNFIOAKRIVV =) ZBULTRITLETZAR—RNIERAETHY ., RICIVRAR—KE
nah, 5o AWS U —ERICEENITSNIGE. RREBYET

« IssueCertificate APl ZHHU TRITENETSAX—NEHAETH DESFE AWS Private CA
KHINTT,

« 1VR—KRLTWRHERF, JIRINTT,
s ITICHEMHRATNTVREE, IRATT,

mz<T, EBRIERXAZICBEETSIRD Punycode ERZF/LTHEN BV ET:

1. ]NR—> T<character><character>—_, THED RXA2BEF "xn—1 E—HITIHBENHVF
9,

2. "xn—) THEDRXAVEELBNBEEBRILRX AV ETHIVENFHYVET,

Punycode @45l

RXA & 7l 70 FFE ER

J4 T4
L#1 L #2

example.com  &ZH 2= I M<character><character>—, THE
L L 570
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RXA2# 70 70 FFE ER

A A

IL#1 )L #2
a--exampl B Zz8 v M<character><character>—, T E
e.com L L 57\
abc--exam =5 ZE v M<character><character>—, TIRE
ple.com L L 570
XN--XyZz.com (=4 HY) v BUWBEBE RX A& (f&l.com (C##

R)

XN--examp &) L X BMBEBRILRX M BETEHYEE
le.com A
ab--examp L L X Txn--1 CHREDBENFHYVET,
le.com

ACM N RIRAEZFEH IS & E, FEHED Amazon VY —AX—LAL (ARN) FZBEEEhFBA, &F
oo ACMEERER U —23FIIVY—ATT, BEOAWS V=23 VICAU RXA 2 BOFRE
FH2BEE., ChSDIIRAEETNTINERNICERITILEN HYET,

NEY D

c NTVY OIS AHEDERH
« 77AXR—KPKI TOAEDEMN

- ALAEDEMAT —XADHES

INT VY DI EHEENIREOEHR

NT DY DILEBEENEYR—2 RABAE Z 1T AWS Certificate Manager 21548, RX A VFE
ETHBD_EZAATIMEN HYVET, ik, DNS TORIMFLEFE X—IILTORIEDESES

POFETITVET, SEHAENEFOLOICEREND &, ACM EUBIICEIRL EFEERURE
THIEEEZBRIILET, UTOREYITR, ET—ATOEFH/OLAOAEHKICOVWTERAL
79,

NEY D
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e DNSICE>THRIEENTERXA 2 OEH
c EX=)LTRIEEENTERXAOEH

DNS & > THRIAIENIERXSMOEH

EEENLEME, HYICDNS KRAIZEAL TRITENLE ACMARAEICH L TELICARLE N
TVERT, »

EMHRYINO0BBIETIC. ACMIRAXOEHREREEZFIVILET,

- AEABRERE, AWSH—EATHEAThTLERT,

« XEXACMEMODNSCNAME L—R (—EOH TP IO MEBBILIZ1 D) FIXNTELE
L. NTUY O DNSBHTT IV EATEET,

ChoDFRHENELENDE, ACMIE RAABZRIEEHAERBL, AIABZEFHRLET,

ACM &, EFFICRXM > ZBEBWICKRIETEBRWEES (CAALI—RAFEETHIHEEELE ).,
AWS Health 41 X2 N & Amazon EventBridge 1 X N EEFELET, chSODAXRUNE, B
RHEABRYIN M 45 H, 30 A, 15 B, 7 H., 3 H. 1 BAEICEFSEhET, FMAICOVTE, T
EventBridge ACM WAmazon H7R—hk 1 Z28BL TS EEV,

EX—)ITHRIETNERXAZOESH

ACMIEAZEDEMHEIE 132 A (395 H) T¥o EX—/LRAIENAEAZTZEHRITBICE, RX
AVMBEICLDTIAVHYBETT, ACMIFE, RXAZ D WHOIS X—JLARY VAT RLAL
50N —MNEEEET RLAZERAL T, BMHIRIIAID 45 BRICEHMBANOEEZRBL £
T, BAICE. RXSMVIEENEEIIEHRIDLEHICIVYITERV D INEENTVET, U
ARENTVBINTORXA U KRFAIENBD E, ACM IEE L ARN TEFHE hIZGIAE ZRITL
x9,

BRILE X—)ILXYE—JOFMICOVWTR, TEX—JLiREE, 2R TSEEL,

BRILEX—)ICTOJZALTISETRHFECOVTRE, "TEX—IIRIEOBEEI , 23BLTLE
=L

RXAUBIEE X=XV E—2ZDOTANT D

RXSDEELBEEX—ITRLAZRETDE ((FAT23 ) RXADEX—)ZHRET S
%#2H8), AWS Certificate Manager 1>V —J)LE Ik ACMAPI ZEHAL T, ACM HIERAEE EH
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FTREOICRAAM VR E X—IIZERFITDRIICVITARNTERT, COLEHICE, ROFH
NRBEENBDBENH)ET,

*« ACMAEFAZEZRAICUIVIANTBZEEICE X—ILiRREZEAL 2.

« AAENEMAT—ZAN [RIAREF]) TH. dIAZOEMAT —FAOHEICE T 2FM
k. TREFAENERAT —FADHER L 2ZRLTSEETL,

« ACM AV ERENEFAICEGBLERDO RXAVKRILE X=XV E—JHZEEABL, 550
FERONSEL,

ACMA RAXAVKRIEE X=Xy t£—2 (AVY—I) Z2BEFEITRDESICVIITANTBICE

1. https://console.aws.amazon.com/acm/home T AWS Certificate Manager 1>V — )L ZBE&E &
T,

2. RN VELZIAED [Certificate ID] (FEFAE ID) ZBIRLE T,

3. [Resend validation email] (f5F E X— )L 2 BIXET2) ZBIRLE T,

ACMA RXAVRIEE X—)LZBEETHEISICUIITARNTSICIE (ACM API)

ACM API T ResendValidationEmailAZ R L —>a>ZFEHALET, chlckV), SEAED ARN, F
BICRDBRIANVEEBD RS, RXMVBIEEX—)IZZETDIRXSA N EENET, X
DHITIE, AWSCLIZFERALTZDARL =23V ZTS5FEZRLET. cOBITRERERAR T
ESICHITHEENTVET,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

TS5AR—KNPKI TOIBREDEH

TTAR—=RKNCAILK2>T AS5BRE NIz ACM REEAE AWS Private CA &, YX—2 REFORHR
EBVET, NTUYDILEETESD ACMIIHEL R ERY), TSA4XR—N PKI OREAE IC IE I
FXREHYEEA, BRI, EBEENfBUBIL—DNCAIHEZIZATURNEEARNTICAVA
R=ILLEEEILEIETNET,
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® Note

ACM >V —J)L & /=l& ACM API ® RequestCertificate 7 7> 3 > &R L THYS L /=5EEA
EO&N, NEZ—D REFIORKRERZY ET, AWS Private CA API @ IssueCertificate 7 &
23> AWS Private CA ZERAL T AP SEERTENEEHERE. ACMIZEK>TEEEZh
Tt A,

YZ—2 RIABEOEMDHRYIND 60 BREIICKDE, ACMICK>T, HENICEFFBashE
o i, FHTIIAR—INB RS ARN=IENEHE BIAEF, 7T LIAOT—
RER—T)NEEINET, BEFHKIE. ACM API O RenewCertificate 7 73> & FERAL T, WD
TERFNICEHFRITDCEETEET, BESCHEEHFO Java REOH > FILIZOWTIE, TEEHA
EQEH 1 ZSRLTLEE,

BEHE, SIAZBOY—EAANOTTOM . ROVThHADHFETRITENET,

- AEAEN. ACMBEET—EACHEENTSNTWVWAFE, EMOI—F—0T 0232 LIC,
FMUVREAEAN S VAIAE ZBE|MA X T,

o SIAEN. ACMFEEY —ERICEERTSATVEWVWEES, EFfENLAHEEZTI IV AR—KL
TAVAR=ILTBICE, I—F—OF I 3aUHFYBETY, chsOF7o>arvE, FHTERIT
I &EE. . Amazon EventBridge AWS Health, kT OXEZZ T TAWS LambdaiR D kS
ICRITITBRDIEETEET, FHICOVTR., "EFfETILAHAEOIIAR—NOEHE, 25
BLTLSEZL,

EHMENLARABOIIAR—NDOBEML

ROFIEIF, ACMAEHENEEZICTSAR—RNPKISIBAENDTIIVAR—NEHELTDEHOD
Vi )1—>3a>oflaRrLET, COHFITIE, ACMASEERRZEELEFD T TAXR—KF—DOAhETY
AR—KNULET, TOAR—NEEF, SAEZZ—TY NTFNAALCAVAN=ILTEIUHENHYE
9,

A2V =) ZERAL TAREOIVAR—NZBEBLTRICE

1. Lambda AWS F*AROY /N—H 4 ROFIEICH > T, ACM IU AR—h API ZH U HJ Lambda
BB EERL TRELET,

a. Lambda BAZRDEMRK .
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b. B8O Lambda ZTO—J)LZEH L. XOFEERIV—ZEMLET, ORI —
l£. ACM API @ ExportCertificate 72> 3V M HL T, EFEchETHEE TS 4
R—=RNF—ZWMEITZT I LAFAZEABOO—-RIIFELET,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

Amazon TJ)L—)LZ#ERK L T EventBridge ACM AL AAR RNZEDUY AL, BHEEIC
Lambda BeEZFFOH L £F, ACM Ik, FIBAEDE#F Zaldk B 12T IC AWS Health 1 X2 NI

EZIAALET, ChSsOBAHOFEMIC OVWTIE, Personal Health Dashboard (PHD) % f# A L
TAT—RAZHERTD ) 2#SRLTLEEV,

RDARY NNEZ—=2ZEBMUT, - ZRELET,

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
.

"resources":[
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html

AWS Certificate Manager d1—H¥—HA R

"arn:aws:acm:region:account:certificate/certificate_ID"

3. B—TYRNIATLIARABTZFHTAAN—ILILT, EH7OELAZRETLET,

TS5AR—KNPKIEBBEODIYZ— REFOT AN

ACMAPI £/-ld #ZFRALTAWSCLI, ACMNYZX— REFIV—I7O0—NHRELZFEHTTARNT
EEXT, THTHET, BIHEYNOHIC ACM ICE > TEIAENBENICEHFEND L &2
M CEET,

(® Note

CE2TRIAIBLVIIVAR—NENLEAREOEHFOHAE T ANTEEXT AWS Private
CA,

LUTTHBETDAPIT7O23aFEFCLULION REFERATSDE, ACM FIAENEH ZFHAME
T EMIFRIITAHE, ACMBNZRIXRIAVY—IILEEE API EAICKRRENDAHEEOX R
TF—REEHLET, AAEN ACMFEEY—ERICEEFFShTVEHE, FHLUVIREN T
04 & h. Amazon CloudWatch Events TEFH AR R ERENhET, EFMICKkBTDE, ACM
FIZ—%BRL, BET7IV 3 EZRERLET, (CcOBHIE, MARHAEINRZFEAL THE
TEET, AEN KA —EAZBLUTF7O4/EnTVEVEES., SEAEEI IV AR—NL,
JY—AIFBTI UV ARN=ILTEIRENHYET,

/A Important
ACM T AWS Private CA SEFREZEFH T BICIE. FT ACMY—ERTUINILIZEDT
TEAAAZNETILEN BV ET. FMICOVWTE, "TACMANDREEHRT 7 L A#E
[ROEIWEHT, 22U TSEZL,

STRENEHFEFHTTANT S (AWS CLI)

1. renew-certificate AN REFEAL T, 7TAXR—NCIVAR—RNENEHAEEEHFLE
9,

aws acm renew-certificate \

IZ—I REFOTAN Version 1.0 107
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--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. JRIZ. describe-certificate AN RZFERAL T, (IAE0EHNFMENIEFR AL 2BRELE
9,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

ARENEHEFHTTANTBICIF (ACM API)

« BEHIDTTAXR—RNIEHED ARN Z1EEL T, RenewCertificate ) V9 TARNZREEL X T,
XU, DescribeCertificate AR L —> 3> ZFEAL T, FEREOEHFOFMIEHF L TVWSC
EEBRELETS,

AEAEDERMAT — X AN

AMAEZEHLELS5ETRHE, ACMRBIEAENFHICERAT —XABER7 1 —ILREZRTLE
9, AWS Certificate Manager 1>V —JL, ACMAPI, . k& Z#EHL TAWS CLI, ACM A
EDEH AT — R A AWS Health Dashboard ZHFRTEE T, AV —JL AWS CLI, £iiF ACM
APl ZERT 254G, EMAT—RAILKRK., UATFICRT 4 DOAHEERT—FZABEBOVTIAZED
LN TEET, AWS Health DashboardZ A T2 B ERABENENRRENET,

BBEHZRER

ACM &, FEAZDO RXAVEZBBNICKRIEL LS ELTVET, FL <., DNSIZK2TH
ez RXAVDEH Z2ZRLTKEEV, chilk, HEI2HEFHYTEA,

BRELRE

ACM (&, SEFAED 1 DFELRBHORX AN VB ZEHBHNICRIETEERLEATLE, ChSOR
XA VBERIAETHDEHICT VAV ARERTITIHEN HY, ETULEVESICEIEHEFE

FEhFELA, SIHEOEX—I)IBRIEEFEALEBEE. ACMASHE X—=)LZHEKL, TOE
X=)LOVU DI THRIEEEITLET, DNSHRIEZFEAL =FSE. DNS L I— RAEE
LTHY, iAENSIEREEAEND & 2HRBELET,

B

AABCHZIINTO RS BN RIS, ACM FIRAEZEHRMLELZ, ChHUE, AET
PUBERIHYEE A

B AT —RADER Version 1.0 108


https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html

AWS Certificate Manager d1—H¥—HA R

AEAEN BMHRUINICEZAEIC, 1 DRLEBERO RX AV EFMRIAEETNELATLE, TL
T. ACM JFEIFAZEZEHMULELBATLIZ, FILVAIAEZ U VT ARNTEF T,

SEBAE Y Elastic Load Balancing X B EDBIN AWS H—E RICEEMRFShTWBREHE, LK
RITELFREEFURICIIAR—RENTVWSIES CloudFront, SEBAERFEHFORREZY F
9,

® Note
AMAEAT—RZANEENBMIBZDETICHEBEEA DB BENF BV ET. BENFf RE
LigE, EHUIIANG 2 BERICEZALTINCED ), EHF7OELREZSEANH
SBRVBRTHBENHYVET, NZTN21—FT12IANLTICOVWTR, SEHEOVIITA
NOKRSTINZa—TFT14200 Z8RBLTLEEL,

N

« AT—ZADHFE (A>V-I)

- AF—RADTER (AP)

. AF—ZR AN (CLI)

« Personal Health Dashboard (PHD) ZffF L TAT—X AZHRE TS

AT—RAQOHER (A2 V-I)

ROFIETE, ACMOYY—I)LZEALTACMARABENERAT —ZAZHE TSI HELCOVT
ABALET,

1. https://console.aws.amazon.com/acm/home T AWS Certificate Manager 1>V —J)LZFEE &
9o
2. FIAEZREREL (FHHEZRRLET,

3. [BHE] £72 3T [EHFAT—RRA]EEOHET, AT—RANERRENEVES. ACM T
COMRENOIZ—Y REF7OLAFBERENRTVEL A,
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AT—Z2 AN (API)

DescribeCertificate 7 72 32 ZEA L TAT—RAZHRE T B HE%ZRT Java OFIICDOVTIE,
T ZSRBULUTLKEETVIRAZEIC DOV TOERA,

ATF—R AN (CLI)

LTOH > 7 )Lk, AWS Command Line Interface (AWS CLI) ZBAL T SIBAENEHF AT —X A
ZHRIDFEZERLTVET,

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

L AR AM RenewalStatus 71 —/LRDEZEZEHET, [RenewalStatus] 7 1 —JL RHF%
TENBEVWEES, ACM TIRIEAENDN ZX—Y REF7OEANHBEATOVER A,

Personal Health Dashboard (PHD) Zf#R L TAT—X A &R

ACM (&, BR1HIRRYIN® 60 BAIIC ACMAIBAEZBEBMICEHRL LS5 ELET., ACM &, FSEAE
ZEHBNICEFTERVEES., BRHRA S 45 AWS Health Dashboard H, 30 H, 15 H, 7 H, 3
H. 8&0 1 BORBRKRTIHRABSEHFAAR NBHAZ ICIEEL, PO AVERTIIVLEN BB
CEEHISEBET, AWS Health Dashboard & AWS Health Y —E AN —#TF, Y NT YT
ZITOBERLBEL, PTHORTRIAETNTVDIXNTOI—HY—HNKRRTEERT, FHHEICOWVWT
(&, AWS Health 1—H'—7H 4 RZSBL T EEL,

® Note

ACM &, PHD 24 LZA2D 1 2DANRY NI, BHRULEEFAR NBHZEEIAALE
T, BEMARNIAZET, FBRAGHOBHAZ LEELET,

AWS Health DashboardZEH 9 3 (Z &

https://phd.aws.amazon.com/phd/home#/ AWS Health Dashboard T (COJ 14> L& 9,
[Event log] Z#IRL £7,

[Filter by tags or attributes] M35 4. [Service] ZiEIRL £T,

[Certificate Manager] ZiZRL £7,

[BA] 2ZBRLET,

o K~ w0 bd =
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6. [Event category] ®354& . [Scheduled Change] Zi&IRL £ 9,
7. [EA] ZERLET,
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E X—/LIREED BB

EX—)LBRIE Nz ACMEEAEIZIE, BE, RXIVABEBEICLIDFHICIDBRENINVETT, K
ENEX—)BRIEESNLAREZRSEBE. YEBL AR AZBELTEDZ/N—Y—%ZEKXKT
BLEEBRAIDEENDYVET, EX—IIKRIAZFEATII—H—2ZEIDLHIC, oty

2aVOEBIE. RXAMVRBRIIEX—I XY tE—DICERAENDT7L—R e, BRIEZOFEAD
ETICHEETZDV—I 70— OWTHBLET,

BRILE X—IFT>T7L—h

BRILE X=Xy E—2R, FILVEEASAERE DD, BIFORHESEN ERES DA ICHU
T, RD220VThADOERICREYET, BRARTENEXFIORARRE, RIANRO RX A2
CEBENEICEEMRIDBENHY KT,

#LUVILBAE Z RELT

EX—=ILT7L—KhDOTFAN:

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.
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Sincerely,
Amazon Web Services

FH OO DOIAAE DIREE
EX=IT7L—KODTFAN:
Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.
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This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

ASFHUVWKRIEX Y E—DZZTW2 125 AWS, N—H—ODK¥E up-to-date EHRTEZD T 7L —
NEULTHEATRIEZHBMMOLET, 2020 F 11 AL YAICHKFENEXY - N—Y—%
FoTW31—H—&F, 7V7L—RIRULTITDLNEROEEICEETILENHYET,

« EX—=)L#BIE, Certificate request for domain name TlE#& <, T"Certificate
approval for domain name; MKRDICIEV)ET,

« AWS account IDAAYZIARNATUVRBLTRRENDEDICAYYEL I,

+ Certificate Identifier Tlk. EMEXONKD V) ICEEAE ARN 2N RIRENET,
TEZWE. 3b4d78e1-0882-4F51-954a-298ee44ff369 Tld7x <, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-41f51-954a-298ee44ff369 &%
VET,

o SFBAEMAFT URL |Z, certificates.amazon.com TlE#& <., acm-
certificates.amazon.com A EEFNDELSICHEVYEL i,

- SEBABOAFEURLZVUY VL THVERAR 7 A —LIL, BRRRHFEEFNDLSICHRYEL
foo BEBARR div DFZRFIN, approval_button Tlk% <, approve-button &7Z&V)EL &,

s FILKUIVIANENAAZEEHMAEAZTOMAOKIAX Y £—T ., AU E X—IILEXT
ER

BIALD—o 70—
COtsYaL TR, EX— RIS M ERBOEFHT—2 70— KOV THALET,

« ACM IOV Y—LIHFINLFRXAVARFVIIANEZLETSZE, RIALE X—IIXYE-DH
TODO ICIAfEENET, RXAMUEEERE, ACM NFIIAEZRITIHIIC, BRXAVDE X—
WAV E—DZRATILBEN HYVET. FHICOVTR., "EX—IIZEZEALERXADORE
DAL, ZZRLTKEZ L, o

« ACMAPI £/zlk CLI ZFEAL ENILTF RAAZERABVVIARND E X—J)LREETR., T7 4/
NTapex RXM VB RVEY T RXAVICEXA—NRAYE—DHFEEENET, RXSAVHEE
k. ACM NEIFABZRITIBHIIC, CHSDBERXAZVDEX—IIXYE—DZ2KRIATILEN
HWET,
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® Note

2020 £ 11 BLARTIE, apex RXA > DA ERIETDHENHYEL L, ACM Ik, 7
RXLAEDN—TFBAAEERITLTVELLE, TRUAICERTTES N EXYE—D /)N —
H—ZFEALTVR1—H—E&, EX—I)IKRIADV—IV7O0—OEEICEEZETIHLEN HY)
E S

« ACMAPI £ CLIZFERATDE, NIFRXAIAAEVIIANIBETS
FTRXTORILE X—I)LAXAYE—T% apex RXAVIDEETEET, API T,
RequestCertificate 7 2> 3 > ® DomainValidationOptions/N\ZX—XZEAL
TValidationDomain, DomainValidationOption® 4 7O X /N\—TH 3 OEZIEEL F
9, CLI Tl&. request-certificate 1< > R® --domain-validation-options /N\Z X —X &AL
T. ValidationDomain OEZEEL £T,
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ANDIEBEED 1 > 7R— N AWS Certificate Manager

AWS Certificate Manager (ACM) A"12#t 9% SSL/TLS SEFENV VT ANCIMA T, OAZFHTEE
LIRS Z AV R— RN TEET AWS, Chik, —RN—FT 1 —OFRIER (CA) 23 TICEE
LTWBBE, TR ACMRTOAABICL > THLENBEVWT TUT—2 3V EAEOEHN HS
BEICITVET,

A 2R—RNUIZREAER,. AWSACM EFEEENTVAR Y —EATHERATEET, 1R—KLE
AEEAEEFE. ACM R IBREABERLU KRS ICEMELRT A, BEEBHIAN 1 2HYWEXT, &ACM;
FAVR—NEIEERAECNZ - RAFHZRELEE A

AVR—=NUEABAEEZEEFTDICK, RITENSHLVIAEZNMEITZHN, FLEEFETACM
L VEEBAE Z [reimport] (B4 V7 R—RN) T2 EETEXRT, COT7U2AVICEKLT, (AHE
DBHER T E Amazon U Y —AX—LA (ARN) A'ERENET, BIOFEEL T, £2L<FHUWIE
BEZAVR—RNITBDEETEXRT, AU RXAMVBOBHROIAAEZA R—NTEXRTH, —
BIL12F 21 VR—NIBDHBENHYET,

/A Important

AVR—KNLUERAEOBEVNHREETE-ZXI>JL, XMNITBIHEICEHIZDEXFEHE

BRICBLET, 1 VR—KNUEHEEOEMHARAIE D W & EIZ Amazon CloudWatch

Events 2L TEBHZXETZHIET, CORARAVEMENTEERT, FHMAICOVTIE.
FAmazon f#f EventBridges 25 BL T EE L\,

ACM ODINTOERAERE, 1 R—BNLEHEZEH. V23 FIIVYV—-REBYET, B
%% AWS |)—< 3 2 0) Elastic Load Balancing O— RNZ Y —TRUIIHAEEFERTDICK, F
A% )—2avIliAEREAVR—MNIDHLENHVET, Amazon TIIAEEFERA TSI
CloudFront, KERZ (N—ZT4Z) V=23 ICA VR—RTHDBEBEAHY ET, FMICOV
Tk, "™WAR—KEhadU—232, 28RBLTLSEEL,

ACM ICREFABZ A VAR— R TBHFELCOVTR, ATOREY VZZRLTLKEEZV, AAEDA
VR—NTHEENFRELIZBER. "TABEOAVR—LOEE) 25RLTEEL,

NF
. SHBEA AN THIEEH

c AR ROEHOIRBEF—FR
. AHBEAVA—RTD
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- AIAEZEBAKR—HhTD

ALAAEZ M 2 R— N T REREMN

BHOEH SSUTLSSIFAER ACM ICA 2V R—RTBIZIE, SEAELEZTD T SAR—MNF—EAH L
ERBVIIHXENHYET, AWS BBEHEFR (CA) ODBVWEDICE > TEBERENTVWSIAHAEZ 1>
R—KTBICE, AEOTSAR—RNF—BLRONT VY IF—ELEHIVEN HYET, SHE
. CORNEY VTHEATNTVDIINTORERFB LIMLEN HVY KT,

AVR—RNUERBHECODVTRINT, BESETILIVXLEF—HA AXZEETIHENfHYE
o ACM T, ROTILIVAXLNYR—REATVET (FEHMAD API &),

« RSA 1024 E¥ N (RSA_1024)

« RSA 2048 EY b (RSA_2048)

« RSA3072 EY b (RSA_3072)

« RSA 4096 EY b (RSA_4096)

« ECDSA 256 EY ~ (EC_prime256v1l)

« ECDSA 384 EY ~ (EC_secp384rl)

« ECDSA521 EY b (EC_secp521rl)

Rz, ATOEMEHITEBELTEZ WL,

« ACMBEHY—EATEE, VY—ZAANOEENFTFYR—REATVRTZILIVXLEF—HA4X
DHINFAETNET, HlREF,. (F 1024 EY N RSA, 2048 E'Y N RSA, 3072 EY N RSA, 18
FPrime Curve 256 'Y k% — CloudFront ® & ZH7R— K L EF A, Application Load Balancer
& ACM A SRIATEAIXNTOTINIVAXLZYR—NLET, FHEICOVTE, FALTVS
H—EAORFIXFESBLTIEZL,

-« EEBAEE. SSL/TLS X509 N—2 3> 3 DAAETHIVENHYET, AAFICE. NTUY
IF—, VJITHAINORLBEHMRX A2 E (FQDN) F1zF IP 7 RL A, RITEICETZHERY
EENTVBURENHYET,

- SAEAER., BEENSBEITSZTSAXR—NF—THEEBRITDLEH, BITTCADTTAR—K

F—TCBEIBDEETETT, 7TA4R—KrF—&, 5KB (5,120 N1 M) A TOKREE T, BEFH

e TWEVEDZRMBIDIBENF HYET,

AEEAEN CAICK D TERENTHY, AIAEFI—VZRHEITZ 2 BRI BES. FI1—2

& PEMI>—RENTVBRRENFHYET,
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« AABRAVAR—RNFICEMNTHIHLEN HYET, BICKDE. TEEEDHRI/ThR
THRAEZAR—RNTBERFTEEE A, NotBefore SEFAZEN 7 1 — )L RIZIEEMBEEAR
A, NotAfter 74— J)LRIZEKTEHNFEENTVET,

« SIRENER FIAE, T7T7AR—hF—, BLUTIAAEFI—2) FIXTPEMII—REN
DREANHYET, DERIVI—REhEERZTYITO—RITDE, ITF—HFRELET, &7
MABHBEBICOVTIE, T4 VR—NDEHDOIREEEF—FX, Z2SBLTLIEETL,

- AEBAEREH (BAMVAR—KN) 92580, UETIICA VR—RNENERECHRFNA FELEWT
¥, KeyUsageF =ldkExtendedKeyUsageDILRFEEBMTE T A,

« AWS CloudFormation &, ACM NDIIAED 1 VR— K ZHR—RNLTLVEE A,

AVKR—MDIEZHOARAEEF—FENX

ACM Tk, FIBAE, SIAEFI—2 ., BRVTFAXR—NF— (FETZEE) ZEBIICA >V KR—
RLU. PEMERTEIOVR—ZXNZII—RIBDHBENHVYET. PEM & Privacy Enhanced
Mail DEETT, PEM ER K, FEAE. AIABEVIIADN, fdIAEFI—2, BLTFF—ZRTILD
CHBIZFERAEIhET, PEMEX 774N O—BOBHERFE .pem TIH, COEHTHD
EFHVEEA,

® Note

AWS &, PEM 77 AL ZDMOIABHER 2 RETHILHONI—FT 1 UT 1 ZiRH
LTVWEEA, ATOHIE, BERERECLEOISAATFANITF A RICHKFLTLE
To KNEMBERIRAT (77ALEROERPF—OHMERBE) ZRITIIXEN HDEE
(&, OpenSSL BEDERDA—T Y —AY—)IFBBIAFTEFRT,

RDBITE, 1 VR—KTBDT7AMILNOERZRLET, AVR—FKRINF1D2OT77AITERR
ENBHEER. TFANIFA12E2FEALT (EEIL)I2OT77AIIICHEILET, PEM774)
TXZEZR > THRELEZE, FLEEVTNADOITORREIC 1 DULEOAR—AZEML E5E.

AEAE, FAEFI—>, FERTTAR—NF—RFEMCEDIEITTELTLIEEL,

Example 1. PEM T 11— R& hi-fIHE
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Example 2. PEM T 1— R&hi=fEHEF I —>

AEAEFI—2ICRR 1 DELRBHROIARENEENET, TFARNIF 1 X, Windows O copy
ORV R, @ Linux® cat AN REFALT, 774N E2FI—VICEZELET, SEHER
JBIZEZEL, ETFALIONINFNDBIOTALIRNIEZRETDILDICTRIHLEN BYET, 75
AR—NEAEZAVR—NTBDHEEEF. REICI—PIHAEZTIE—LET, XOHFICE3I DD
ABAENfEENTVERTY, AIAEFI—2VICEEFNTVBBREFTAULFTFEFETNUTTHS
AREMN B ET,

/A Important
AAETFI—VICAEAEZIE-LZVTSEE L,

Example 3.PEM L 1—R&h 7SS4 R—KF—

X509 N—2 3> 3REHAER. N7V vy oF—F7IdVXLZFEALET, X509 FEEAEF - IKLFEHA
BUVOTIARNEERTREERF, TTAR—KF—ENTIVYIF—OF—RTZERTDEDHIC

FRATZIMVENHZDTILAVALEF—EY NS X EEBELET, NV Y IOF—EHEE LG
DOTANCBEENET, BEFHFSNETTAR—KNF—2—ILY NEREBIIHENHYFE
T, FEAEREAAR—RNTBEEIL, T7TAR—PNF—ZEBELET, F—REEBESLEhDIHLEN
HYET, ROBIZ, RSATFTAR—KF—ZRLET,

ROBIE, PEM I>O— RIEAMMTZAR—RF—ZRLTVET, F—OERFEICLIT
. NSX=27OY IFEEABVEENFHVET. NFX—270OY IHFEENZHEE. ACM
ICkV, AVR—PNRBRICF—ZHEATHHICHIRENET,
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AAEZAMR—NTD

.+ AWSCLIE][F ACMAPI ZEAL T, NAEBTEEL 1ZFLAE (DE V) AWS Management
Console, Y —RN—FT 1 —OEEY—ERAT7ONA X —NRHITZIAHEE) £ ACMICA VR—b
TEFET, ULTOREY U TlE, AWS Management Console 8K DFERAFZEZRLFT AWS
CLl, AWS R1TELUNAD H SFEAZZMEBE I A FIEGRE., COHA1 RORRINTT,

/A Important
BRUEBETILIAVALR EHAEZAVAR—NI2HIREG ZRIEIVENFHVET,

New o
« AVR—K AV =))
« 42 R—B(AWS CLI)

A2R—=K (V=)
ROBITIE, AWS Management ConsoleZ A L CREBAE R M VR— KN IT B HZZRLTVET,

1. ACM 12V —)L (https://console.aws.amazon.com/acm/home) ZBIE £9, ACM Z#1H THFEHA
I5EE k. AWS Certificate Manager RHLU Z#R L. TDOTICH S [Get Started (EH ZFA)]
REZEBIRULET,

2. [Import a certificate] Z3&RL £,
3. UTOREZERITLET,

a. HEAZEANNIBE. 1 VKR—NITBPEMI>I—REhEHHAEERYNTEST, ChiE
----- BEGIN CERTIFICATE----- "S%AF") -----END CERTIFICATE----- THb
DRVENHVYET,
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b. EHBOTSAR—h*—0DHA. PEMIVI—REh, BSLETATVLEVT S R—

NEF—ZBWNHHTFET, Chik ----- BEGIN PRIVATE KEY----- ASBEY) ----- END
PRIVATE KEY----- TRDOBIVBENHVYET,

c. (A7PAV)[EIHEFI—2]| Tk, PEMI>O—RENEEMHAEFI—2 2B FTE
9,

4., (A723NVAVR—KNULEAIREBICZTZEMTBICE. 2T 2 BRLET. XTE.
AWS VY —=RICEIWHTBIRILTT, ZTREFIREN, A DOF—EFT7>3 201 D0OfE
TREECNTEY, EE58EEFHRANERLET, RTZFEALTVY—RAZEEBL Y,
AWS JARNZEHL Y TEET,

5. [Import] (4 > R—K) ZBIRLET,

1 > R— KN (AWS CLI)

ROBFITIE, AWS Command Line Interface (AWS CLI) ZER L CEEBAEE A1V R—NT D HE%E R
LTVWERT, #ITR., ROKSICEELTVERT,

« PEMI>—R&ENEFAEEF, Certificate.pemEVWS 77 A INICREENET,

« PEM I —REhEIAEFI—2 ., CertificateChain.pem EVWS 7 7 A IILICRES h
9,

« PEMI>—R&h, EBEFSLENET T4 R—K~F—k, PrivateKey.pem&EVWST77 1)L
CREEThET,

ROBIEZERTRICE, 774N EZHMEOBMICEEBRA T, OEHREDOITICOAN RZADLE
T, ADFITRE, AR I TRLEDICHITEAR—RAZEMLTVET,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

import-certificate N RAFHKINL 35E. 41V R—NEZFEBAE D Amazon Y —2A
Z—L (ARN) FiE& hET,

AAEZEBAVR—RTD

ABAEZ A R—BMLTHED AWS O —ERICEENTAE. TOHAE AWS O —E AHE
RO ZzFLBA S, BWHRIUINDEICAREEZEANR—NTERXRT, ACM EEEET NI
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AWS H—E AMFEMICODVWTE., T, Z28RBLTILKESTVEHEES Nz —E A AWS Certificate
Manager.

AAEZBAR— N I2HEERROEFHNIEAETLET,

s RXMVBZEBMRI-ZEHIBRTEEXT,
« AEABNSTIXNTORXAEBZHIRIZDERFRTEREA,

« BRICAR-—RNENIARELC T—OFER HRBENFETZHEE. L VLREEEEZEN
TERIYN, BEDEZHIRIZDERFTEREA,

o BAICAR-RNENAREIC HRF—OER ILREENFETHHE, WL VWIR#EREEZ
EBMTEERTHN, BFEOEZHKRIDEETEEREA,

s F—DRATEFAXZEETHERFTEERE A,
« AEFBEBAVAR—RTBEER, VY—RARRJZBERATEREA,

NEY D
- BAAR—bh3AYV-=I)
« BA2R—KAWS CLI)

BAR—~@A>Y=))

ROBITIE, AWS Management ConsoleZfEA L TAEAEZB AV R— NI HEZRLTVE
CB

1. ACM 2V —)L (https://console.aws.amazon.com/acm/home) ZBE £,

2. BAVR—NIZAAEZERTLIEREALET,

3. FIEAENMNRA > %#HE. [Reimport certificate] RX#BIRLE T, BRIDHEICHDF TV
ORY DRAZAICLU TAREZRERL 3B SF. [Actions] X Z 1 —® [Reimport certificate] &
BIRLET,

4. FAEOAXICEFE. PEMI>O—ReniEIVRIVTFATAHREERBYNSTET,

5 HAEQTSARKR—NF—0OBRE. SHEONT VY IF—ICHEN TSI, BEE{tehTV
BOWPEMI>O—RERODTSAR—NF—%BYFTET,

6. (A72aV)[RIAEFI—2]| TR, PEMI>I—RENEIAHEFI—22BINFITET,
SEEREF I —IClE, IXTOFBERITIEBREREO-OHD 1 BELLEOIRAE, BLTIL—KNEE
BHENfrEENET, /1 R—NTBIHEEHN BCEVY)HTOFEE., AEFI—REFFETT,
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7. LEI—&A42VKR—FEBIRLET,
8. FHAEICEHIZIBHEEIELET, ITZ—HEVESEE. [Reimport] ZiBIRL ET,

B4 > KR— NAWS CLI)

RO TIE, AWS Command Line Interface (AWS CLI) Z# AL CiAlBAEEZBA U R—NTDH4E%E
ALUTLVET, fITR, ROLSIZBELTVWET,

« PEM I>—R&EhEFAEEF, Certificate.pem EWVWS 77 A INICREENET,

s PEMI>—R&ENEMAEF I —2IF, CertificateChain.pem EWS 7 7 A IILICREE T
7,

c (TTAR—RNAAEBEOHK)PEM I I—REhiz, BSELENTVWEVWTTAR—KNF—
l&. PrivateKey.pem EVSERD 7 7 AIIICREENET,

c BAVR—NIBAAEOARN IFHVET,

ROGIEFEATEICE, 774ILBEARN ZBETDEDICEZERAT, DEHEEOTICINRE
ABLET, XOPFITE, AR T TEIEHICHITEAR—AZEMLTVWET,

(® Note
ALAEZBAVR—hI3ICE, FAAEARN ZEETDHLEN B KT,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

import-certificate AN RA'RIIL 23854, SBEBHE D Amazon )Y —Ax—LA (ARN) AiR&E
nEyg,
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TS5ANR—RKNEIAEOT Y9 AR—N

AWS Private CA A &ITU LEHERE, 754X —KNPKIBEBOECTEFEATEDLSICIVA

R—KRTEET, TVAR—RNENLET7AILICRE, fGEAE. SIREFI—. BSkehi7>

AR=RNRF—HDNEENET, COT7AMIINBRLEICRETIHLEN HYVET, FHHICOVTIE AWS
Private CA, TAWS Private Certificate Authority 1—H'—74 K3 Z5BL T EE V),

(® Note
ACMARITLEEDHLAVIR—RNLEEDOL AL HST, DNIZEFEENTVSIAHEEDH
FREITOVAR—NTEEXFEA,

(N =Ry
« 7TAR—=RNIEE AV —=I) DIV AR—K
« 77TANR—RNAE (CL) 2TV AR—KNLET,

T7T7AR—RNIAE (V=) DI AR—K

1. AWS BBV —=)LICH A4 L, https://console.aws.amazon.com/acm/home @ ACM _]
V=L ZEREERT,

[Certificate Manager] Zi#IRL £ 9,

TOAR—NTRAHAEOV I EBRLET,

[TOAR—RN]Z2OVYILET,

TZAR—RNF—ONATL—AZAOLTHELET,

o M w0 b

(@ Note
INATL—XZERTDHEE. #. 8. % HIAOEED ASCHI XFZFEATEERT,

6. [PEMI>IO—ROERK] #ERLET,

7. FEAE, FHETFI—., BLUBStehF—ZXEVICOE—TSH., ThThO
[Exportto afile] (77 AIICITOAR—RN) BBIRLET,

8. [ZT]1ZVIUYILET,
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T TANR—RNEAE (CL) BT AR—KNLET,

export-certificate AN RZFEAL T, 7TAR—REAELTSAIR—KNF—EITIVAR—KLE
T, ANV RERTIDEEICNATL—AXZ2EWHTBDBENf HYVET, X1 UT1Z58LTS
Ik, 7Z7A4INLIF4228EALTNRTL—XE2T77M4IICREL, 774N 2EETRH TN
A7L—AEEELET, chlckY, NATL—ANFIN REBEICIEMENDOEFE, ADE
CHOI——DNNATL—AE2R20D%EHEEXT,

(® Note

NATL—RZBC77ANE, A4V E—IF—FTERTLTRBYELEA, NAT—R
774N, ROXSICHEBTEET,

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

ROBITE, AXY REDZ jq /XA ZT7LUTPEMERXZBRALTVWET,

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r ""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3q -r "\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

ChiIZ&kV) base64 TII—RENn PEM EXDAHAENHIETNET, ChilE, ROEHE
NIEBIOLSIC, AAETFI—VERBHEIETZAR—RNF—EBENET,

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAw
EzZERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA

8UNFQvNool1lVtICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
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FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKkONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kx fOC1E/GSLBCixv3v
+Lwg38CEJRQILdpta8NcLKNnFBwmmVs90V/VXzNuHYg==

IRXTCZTIT7ANCHATRICE, BTHOBIE > UEALIRZEML, XOBRE/ET,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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AEBAE A O AWS Certificate Manager X 7 {3 (4

RTEF, ACMEIAEICEIVY H TR CENTESDIRILTT, BERETIF. F—ELEHLrSEREIE
9, AWS Certificate Manager 1>V —JL, AWS Command Line Interface (AWS CLI), £ (& ACM
APl ZERL T, ACMIEND R ZEM, KRR, RERFHIBRLET. ACM IV Y—ILICKRTRTS
RTEBIRTBDENTEERT,

MHEIZCISUEDARAZLZ T BERTEET, FEXE, EACMIBEENBNETIREZEBTS
=2, B8O ACMEEBAE(C Environment = Prod X Environment = Beta 22793
CENTEEXET, ROUARNTE, TOMOHAAZLRTOHZVWS D2AEBMLTVWET,

e Admin = Alice

* Purpose = Website

» Protocol = TLS

* Registrar = Route53

TOMDO AWS DY —RERTFHEYR—RNLTVET, CSLTRALATZRIZDIY—A
ZEVHETBRENTE, ChSODDY—ANBEERITOSNDEZRLET, EAE. ACM
AEAE, O—RNZUH—, L T example.com JI7H A NTHERAE D ZTOMD) Y —RIC
Website = example.com D&DBRTZE| HTBENTEXT,

=R

- BT DHIR

- BTNDERE

2T O HIR

ACM OFERER T ICEUTO RS BEAXRFRA BV XY,

« ACM QIIEAEH V) DRTDHEKREIE 50 TT,

« ZTF—DHREARE 127 XFTT,

« ZTEOHZRARRE 255 XFTT,

c RTDF—ELERANFENXEZNRRENET,
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caws: L7414V TR EAWS BAICFHNENTVWET, aws: THEIF—0X T =B, wmE.
HIBRT D EWRETEERL A, aws: THEDZTE. VY—AHEYVORITIOOF—RICHTU K
chErt A,

c BHROY—EABBICVY—-ABTRINTAF—NEZHEATIELEZTFETREHER. BOY—
EATEHAENRIXFICHRABERAENDZCEN HBIOTIETEBESEEY, ZEHTHT—EAD
R¥FIXTRESRLTSEEL,

« ACMEEBAE M XY &, AWS Management Console ® Resource Groups £EXJ T 7 1 AN THEH
IRERFETEREA,

AWS DR TRHFRAICETE —MBBWICOVTE., TAWS VY —ADXTHIT, 28RBLTLE
=L,

2T DEE

KT EEM, WME. BIBRTSICE., AWS YZD X NIV —)L, AWS Command Line
Interface. & /= I& AWS Certificate Manager APl ZEH L £ 9,

2TOEE (A>V—))

AWS Management Console ZfEFA L TR T 2., HIBR, TLREBETEET, XTZIHTKRTT
B_EELTEXRT,

2T %#EMT S

ROFIET, ACM YV —I)ZERALTRTZEMLET,
ARECEZTZEMTSICRK (A Y—))

1. AWS Management Console ([ZH 4 >4 > L. AWS Certificate Manager 1>/ —JL (https:/
console.aws.amazon.com/acm/home) ZB&E £9,

BT ENAMIBAAEOHRICHDIRNZERLET,
AT, [Tags] FTTFANRIZO—-ILLET,
[Edit] & [Add Tag] ZBIRLET.
2IDF—ELEZADLET,

[Save (RTF)] ZEIRLE T,

o o A~ W b

2T DEE Version 1.0 128


https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AWS Certificate Manager

d—H—H1 K

27 DHIBR

ROFIET, ACMAYY—)LZERALTRITZHIBRLET,

2TZHKRIBICE (A VY-I)

1.

I T

AWS Management Console It 4 > 42 L, AWS Certificate Manager 12V —JL (https:/

console.aws.amazon.com/acm/home) ZBE £,
HIBR T2 X DIIAENHICH D RNEERLET,
FHHNRA T, [Tags] FETTIANRYZO—-ILLET,
Edit (&) 2 EBRL E T,

HIBR 322 DREICHD [X] ZBRLE T,

[Save (R 1F)] ZBIRLE T,

2T Dims

ROFIET, ACM A Y- ZERL TR T ZwmEL KT,

27 mEITZHICE AV —I)

1.

AWS Management Console (It 4 >4 2L, AWS Certificate Manager 1>V —JL (https://

console.aws.amazon.com/acm/home) ZBE £,

2. WMEITBDAHASOHEICHDRHMNZBIRLET,

3. FHHIRA T, [Tags] ETCTFARZO—-ILET,
4. Edit (fR&) ZB#RLET,

5. METHZTOFXF—FIREZZEELET,

6. [Save (RfF)] ZBIRL E T,
RTZHIZRTTS

ROFIEZERALTACM OV —)LTRITZHTRRLET,

ZTZHTRRIBDICE (AYV-I)

1.

AWS Management Console [t 4 > 42 L, AWS Certificate Manager 12V —JL (https:/

console.aws.amazon.com/acm/home) ZB&E £9,

FTOEE (A>Y—))
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2. AVY-IOBELOEETAY
&

2BV, JICKRTIBDRITZEBRLET,
3. SELTRTIDRIDBIIHDTFIVIRY IRZEFVIZLET,

24 & EET 3 (CLI)

AWSCLI ZFERALTRIDOENM, —EXRR. BLTHIBRIDHZEICOVTE., UTOREY V%S
BLTLEEZL,

+ add-tags-to-certificate

« list-tags-for-certificate

* remove-tags-from-certificate

24 % EET 3 (ACM API)

APl ZFERALTRIDEN, —EBRTR. BLVHIRTDHFEICOVTE, UTORNEYVESHBLT
<EEW

+ AddTagsToCertificate

+ ListTagsForCertificate

* RemoveTagsFromCertificate

T ZEET S (CLI) Version 1.0 130
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TZ-&RUJEOF YT AWS Certificate Manager

TEZRVTR, AWSBLTYD1—23 > 0FENE, TR, N7 —NXVAZHBEITSLTE
Ex#PrTd, AWS Certificate Manager AWS V) 1 —> 32 OINTOEH A SERT—XZR
ELT, YUWFRA DV NEENFRELEBEICKRYBRICTFNY T TEDRSICTIHENHVE
ED

LFTORNEY OTlE, ACMAWS TERTEZ VTV RERY—IIICOVTHBEALET,
Nev o
« Amazon {£ EventBridge

- & MOPEA CloudTrail AWS Certificate Manager
« XX KA CloudWatch

Amazon f£ i EventBridge

Amazon EventBridge ( CloudWatch IHA X M) AWS Z#FH L TH—ERAZH8LL., 77U T—
2AaVOUAMOBRBER VY —ADEEBREDS AT LAAR NMCBEBWICHISTEER T, ACM
AWS ZETH—EANS DA R NE, EventBridge EIEVUTFIL XA LT Amazon ICEEEhE
T, AIRVNEFERAL T, AWS Lambda B8%k. AWS Batch 237, Amazon SNS REY U7 &,
TEETEBE—TYRNERNIVA—TEET, FHMICOVWTIE., TAmazon EventBridge & ld ., S8R
LTLKEEL,

Nevy o
« EventBridge ACM ®Amazon H#7R— ~
« ACM T Amazon EventBridge ZfFALTF7 0> 3 &z )f—9%

EventBridge ACM ®Amazon H7R— ~

O BREY VTR, Amazon EventBridge A" H7/R— K 9% ACM BEED AR N ZE—BRRL THHA
LET,
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ACM SEERE OB MHHBRENIE IV TWVWBR AR K

ACM (&, B*HIPRD 45 BEIA S, TXNTOEMEIERAE N7 UV I, T7TA4R—N,
A2VR—REHR) OBHOBEMHRAXRNZEFLET, COXA I JFE ACMAPI
PutAccountConfiguration®7 2> 3> AL TEETEEXT,

ACM FRITULBERIABENEF ZEHNICHBLETH . HEFLZRTA 12O, 1 2KR—KL
SRR E BRI NBEICERITUTEBAVR—NTRIHENHYET, FHICOVWTE.
FEEAENBAVAR—by Z2RLTLKES VY, BUMHRARNEZFEAL T, fdHEZ ACMICHE
A1VR—NIZEHLERETEET, ZHEALLEEBHLOFICOVTE, ZSRBLTLSEETV,
AWS LambdaACM T Amazon EventBridge ZFRLTF7 o> a % N)H—9%

ACMIHAZEDBEMHRAIEIVTVD AR NZRXROBENF HYET,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "account",

"time": "2020-09-30T06:51:08Z2",

"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

P
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
}
}

ACM iEFAZEHIR I A X2 b

® Note
AEAEDORMBRIN AR ME, A VR—bPEhERIHETEEATE R A

BEBREZOAINRNZBVT, PHIRNODACMRITONT U VSEIAEE-EF T SAR—NEE
BHEODEMHRI YN EBEICTS—NEZTWMBENTEET,
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ACM GERAZHIRTIN AR MMZERDBEN BV T T,

"version": "Q@",

"id": "id",

"detail-type": "ACM Certificate Expired",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:487",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"
1))
"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACM REFAERIAATREA X2 b

BEBEEZOAMNRNEBVT, XX RNT VY JEIAEE R T T4 R— NIAENFERTRE
ICBEL2EEEICBHZZITMA CENTEEFT, AIRVRNE, RIT. EF. 1 VAR—MFICLAHAESH
£FT, TTAR—RNIABICOVWTR., W2 EAFAREICAE2&E, RANCTF7O/ T2
BEEROTOIAVNMBETT,

ACM GEFREFAAIBEA R NCERDBEAN BV T,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",
"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:48Z",

"region": "region",

"resources": [
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"arn:aws:acm:region:account:certificate/certificate_ID"

1,
"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName" : "example.com",
"DomainValidationMethod" : "EMAIL"™ | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
}
}
ACMEERREEFHT7 V>3 BEARY B
® Note
AEAEEMT VA VMBEBEARY NG, AVR—bEhEHHAETCEFERATEEEA

o

BEEFZOAMNRINEBEVT,

AAEZEMIDHICHKFHRLS T O areRIEcrTNERS

BOWERBILTZ—hE2ZTWMBCENTERT. HIAF, BEN ACM ICKLZFAHAEOEHZLHTS

CAALI—RZEMLEHZE. ACMIE, BMHIR® 45 HEIICEBERA KR L IZEEI(IC

CDANX

YhERRALET, BERSMFAELEL 2 125E, ACMIE 30 H, 158, 3B, 1 HOBKT, &

EERBEROT O aAVHESND D,
XT, COILEFNZRAAETT, CNSDEHMZERAAD LTI, ARV M RHEETNET,

ACMEIHAEE#H 70232 BEARYNMIRXOBEN BV ET,
{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

AAEOEMHRATIND D, AIASIEFRRTELSZD

HR—RENBD IR N
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1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}

AWS AN AA X~

AWS AL AARY ME, EFOXNREDZD ACMAIAZICHL TERE MK T, EFEROFMIC
2WTE., "TACMAIAENDNZR—2 REH, ZZRLTSEZ L,

ANLAARYRNE, KD 220 FI)ATERENE T,

« NTVYOBHEE R TSAR—NIHEEZLEICEHRL BE,

s BEENEFZTOILEOOTIIA BEETITDIHREN D EE, ChiF,. EX=I)ILXYvE—DR
DIV IETEN (EX—IITRIEENEIEHEEDESR), LRI —OEREEKRT D
CENBYET, FARBNIEF, ROARIRNEZATI—RD1I2HFEENRTVET, JI—R
. 71N RVTICERATEDEHELTLBEILET,

e AWS_ACM_RENEWAL_STATE_CHANGE(REBHEN EFE iz, BRI YINTVS, £EEE
KEABR A I N B FIE)

e CAA_CHECK_FAILURE(CAAF T Y VICKRBALEL L)
« AWS_ACM_RENEWAL_FAILURE(Z'ZAAXR—KN CAICK > TERBETNERHEICOWVT)

EEMARNE, "OBEEF>TVET, COHITIE, AWS_ACM_RENEWAL_STATE_CHANGE
AR NHERENEL =,

"source": [
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"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"

1,

"eventTypeCategory":[
"scheduledChange"

1,

"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"

]

ACM T Amazon EventBridge ZfERALTTF7 >3z ) H—9%

cns5NA R NIE I VT Amazon EventBridge JL—JLZ 4K L. Amazon EventBridge 1> —
LNEFERALTARY M RBREENEEZEICRTENDZTIVIAVERETEET, cOEHIZ3IVT
l&. Amazon EventBridge L—ILEFNICHST O IVERETRLEOOT T ILFIBICOVWTEH
BALET,

NEY D

« Amazon SNS TR A4 X RADRBE

« Lambda BBHEFERAL LA XY MANDORBE

Amazon SNS TO AR MADISE

COEY>a>TE, ACMAEEMARNZERTZDEZFVODTETHFANBHEZEETS &
52 Amazon SNS ZRET S HEICDODVWTEHHAL E T,

LARAZRETSICE. ROFIEZERITLET,
Amazon EventBridge L— )L Z#ERLTTF V>3 Z NI H—T93 2@

1. Amazon EventBridge L— L ZER L E T, FMICO2VTE, TAXYBNICXIET S Amazon
EventBridge L—I)LDER 1 Z2ZRL T EE L,
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a. Amazon EventBridge 11>V — L M https://console.aws.amazon.com/events/ T, T4 X2
o> TIL—=Is R=JIEBEBL., "TI—IILZER 2BRLET,

b. IW—ILDER]R—DT, [IRXRMNEZ—2]ZBRULET,

c. [T—ERB] T, XZ1—7H5 [Health) ZiBIRLET,

d [IRVRERATITR., (BEOEEHANRY N ZBRLET,

e. [BENDHT—EAR]ZERL, XZ1—HS5[ACM] ZBIRLET,

f. BEDARYNRATHFTI)]%ERL . [accountNotification] ZiZIRL £ 9,
g [EBEOARVNEATI—R]ZERLET,

h. (EEOVY—R] ZF#RLET,

i [ARYRANRER—2OTLE1I—]IFA8T, ARV NI THHEEND JSON /TR—
VEBYRTET., COBITRE, AWSALZAARY N 92 avhsNa—aERALE
T

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]

}
2. T2 aveERELERT,

RX—4Y N9 3> Tk, Amazon Simple Notification Service (SNS) & &, /X k&2 T
ICHBTEDZ<L<DH—EANSERTSDH, DARINAALEERTABEI—RICARINE
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EBIHIZ, Lambda B8 ZEBIRT D &N TEEXRT, AWS Lambda REOHIC DV TR,

MLambda B ZEFEAL AR RADORE ) 25RLTSEE L,

Lambda ¥ ZFERAL AR RADORBE

COFJETIE, AWS Lambda &AL T Amazon T AZ> ¥ %17\ EventBridge., Amazon &5
BHY—EXR (SNS) TEAMZMERL, HREICLBL T AWS Security Hub, EEEX X1 T4
F—AICAEMZRETDZ HEZRLET,

Lambda B8%k& IAM O— )L ZRET S ICIE

1.

%9 AWS Identity and Access Management (IAM) O—JL%E&EL ., Lambda BIkIC X E5HE
REEZRLET. cOEFIVTAORARNTZIVT1AILKY), BBEFVOCETHERZREFD
I—H%—%=ZEBELEY, TOI1—H—ICHFEEIhIERZFIRL LY TEIREENBSNET,
AWS GEAEDBREZI—YH—THUUN, BICEBETHINTEERTIBDCLREFHE
HBLEEA

IAM 12V — )L (https://console.aws.amazon.com/iam/) ZBE £,

JSONRUSL—TIF12%#FEHALT,. LTOTFL—RTERZLERDS —ZERLET,
AWS B OIS ETHO ROFHAEADLTLSEE VW, FHAICOVWTIK, TJSONEZTTO
RS —DER, #SBLTLSEETL,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"

"Sid":"LambdaCertificateExpiryPolicy2",
"Effect":"Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,

"Resource": [
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"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-
expiring-certificates:*"
]
},

{

"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[

"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

]I

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"

"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",

"Action":"cloudwatch:ListMetrics",
"Resource":"*"

3. IAMO—=)LZERLT, TRICHLVWARDS—ZFRYFLET, IAMO—I)LZERL TR
D—"TRYFITBRAHEICOVTR., TAWS H—EA0O—)LOER (DY =)L) Z25RL
TLEEL,

1
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4.
5,

https://console.aws.amazon.com/lambda/ AWS Lambda TV —)LZBAEE T,

Lambda BIEER T2 FMICDOVWTE, "2V —)LT Lambda BBEi = 1ERK T2 1 2S5 BL
TLEEV, U TOATY T Z#E2TLET,

a. [Create function] R—=> T, [Author from scratch] ZZIRL £ 7,
b. TE%A . 7 1 —)L RIC handle-expiring-certificates "1 BEDRBAIEILEL £,
c. [Runtime (Z> %4 L)]'JAKNT, [Python3.8] ZEZRLET,
d. [F7#AIBRNETO-IILOEE] ZHRL, BIFEOO—-IINZFEATS]) ZBIRLET,
e. BEIF0OO-NIVARNT, UafERL O—)LZBRLEXT,
f. [B9%zERK] 2 BRLET,
g. [BEHI—RIICROID—RZFEALET,
# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0
#
# Permission is hereby granted, free of charge, to any person obtaining a copy
of this
# software and associated documentation files (the "Software"), to deal in the
Software
# without restriction, including without limitation the rights to use, copy,
modify,
# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to
# permit persons to whom the Software is furnished to do so.
#
# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,
# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE
# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
import json
import boto3
import os
from datetime import datetime, timedelta, timezone
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utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azrn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub

1
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sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

1
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'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
.
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:

sh_region_local
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

os.environ['SECURITY_HUB_REGION']

h. [FRIBEZH] T, RE] ZBRL, 77232 TROZEHZEMLET,

. (#7°33>)EXPIRY_DAYS

1
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ARECOEVHRINOBHANIEFENDIETO) - RIS LZBHTEELET., <O
BHBDTF7AINEAS5 BTN, DARLEZEETERY,

. (#7°33>) SNS_TOPIC_ARN

Amazon SNS @ ARN Z38EL £, arn:aws:sns:<region>:<account-
number>:<topic-name> DX TELZ ARN ZEEL E T,

« (#7°23>) SECURITY_HUB_REGION
AWS Security Hub IO —2 32 DENZEELET, chZEELRVEES, EITH
® Lambda BHO ) -2 3> HFERAENET, COBBZEBOD) -3 TERITTD
BEE, IXTOIMREEXYE—% 1 D20 —23 20 Security Hub ICIEfE T2 &
ZEHEMHOLET,
i. [BEERE]T., [BAALATIN ZI0RICERELET,
i R—TOLBT. [F7O/] BERLET.

SOV I-23 2 OERAZRBTZICE. UTOFIEORAVZERITLET,
BMHBRINO EX—ILBAZEBLTDICE

ZOHITIE, Amazon EventBridge Z LU TAARY MR REL EBERT, BXEHRAIEIV
TWBRIAEZEIC1BOEX—IZEELTVET, 772 NTRK, ACM [FBEXIHIR
ikt 45 BUTORBAEICKHLTAR NEBARESEET, (COHBIE ACM API
PutAccountConfigurationDREZFERA L THAZN A ATEE D) cNSOBFARVKNE, RDOHE
BT7O03a>o0OhAT—RZENVA—LET,

ACM raises Amazon EventBridge event #

>>>>>>> events
Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. Lambda BEZEEKL. PO ELAFAZRELET, (TTICETLTVET, "Lambda B
EIAMO—LERETS I, #BRLTEE L),
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2. Lambda BAHNIEXE SNS fREY VZERL T, BHOXEEICHEALET, SEMICOVWTIE,
FAmazon SNS REY JDER, ZSRL TS EE L,

3. HILWSNS hEYVICHEBREBZERLET, FHFMICOVWTIEE., "TAmazon SNS hEY J(C
HTA0T547 3%, #25BLTLEETL,

4. Lambda EventBridge B3% % N 1) 51 —9 % Amazon L—ILZERLEF, FHMICOVTE. "1
R NZK ST % Amazon EventBridge L—ILDER L Z2SBL TS &L,

Amazon EventBridge 12 Y —JL ® https://console.aws.amazon.com/events/ T, T4 X2
Ra>TI—=La R=TEBEBL., "I—IIZ2EHR 2BRLET, [T—ERRE], [1RXVRZ
471, KT [Lambda B ZEEELE T, [IRVMNE—2OTFTLEI-]IF1XT, X
NDI—RZBEVNTET,

{
"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

Lambda AR ITEBD K SBARY NN [ TINARY NERF] O TFICRRENRET,

"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}
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RV I)=2TY 733

BEFCHRENTEILEZ 2125, EF21UT A LOBBECRROFEAOREZR TR -HIC, IAN
TORL—AZHIBRTDZENRANTZ VT AATT,

-« IAMRU>—EL0'O-)

- Lambda B3%

 CloudWatch 1 X2 MNJ)L—JL

« CloudWatch Lambda IZBiET 2O
« SNS hEY D

& DOPtA CloudTrail AWS Certificate Manager

AWS Certificate Manager ACM W 1—+4'— AWS CloudTrail, O—JL, AWS £ EFH—EXAIC
KOTCERTENET VAV ORERERBIDIY—ERAEHZEEENTVWET, CloudTrail AWS 7H
DUORNTRETF7FINTERICE2>TVWET, CloudTral ACM 2V —ILASOHEDEHL X ACM
APl ARL—23a>AOI— RFBTHLEE, ACM DO APIRUTHLEZARRELTFYTF YL
F£9, SLAINZRETDE, ACM CloudTrail DA R R&EE®H, Amazon S3/NT Y RAD AR
NOMBNBEEZBMICTERT, AFZRELAZLSTE, CloudTrail AV =IO [/ R NE
B TRHOAR NEHRETEERT,

LK 2 TRMEES N EEHREEAL T CloudTrail, ACM ICKL TITh N AEER, ERATHniIP
T RLA, EROETE, EXOBE, TOMOFMABEREMIETEERT, FHFHEICODVWTE. ©
CloudTrail AR NBEICEDARMDET) ZBRBLTLKEETV, YR—RENRTLVBAIRU K
TOTAETAHD ACM THRETDE, CloudTral A WS T T V9T A1 ET A RO —ERARY
REEBIZARNBEICEEENET, AWSTHIVRNTRIEODAR N ERR, BRE, AV
O—RKRTEEXT,

ES5IC. AWS CloudTrail O ICIREE N AR N TF—RZESICHHLUTLAETEI RS MO
H—ERAZRETEEXT,

DFMIC DOV T CloudTrail, XD RFIXYREZRLTSEZ WL,

« AWS CloudTrail 2I—Y¥—7 4 R,
- BHROERDZHDEE
« CloudTrail YA R—hFROY—EREATTL—>3a>
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« 0 Amazon SNS B M E%XE CloudTrail

 CloudTrail B8OV —23>r5007 774 DR{E, CloudTrail EOT AV As500OY
TAINDRE

KNeEY D
e OF U THR—BMENTWS CloudTrail ACM API 79> 3>
s MEY—EARICHTS APIHCELOOTF>T

OF>JTHR—KhENTLS CloudTrail ACMAPI 79> 3>

ACM &, CloudTrail ATOTF7 0232 AR NELTAOT77ANICRBRIDEZTR—BNL
TVWEY,

BARYNELEGOTIVRNIICRK, #FIVIIARNEZERLEAEVSBBIEENE T, 74T
TATARRIE. AT ZHE T2 LEHICRIERT,

c AWSTPHOYMDOIL—RI1—H— U JIANFI—H—FRALEHE 2 1& AWS Identity and
Access Management (IAM) 1—H—3ZEEEHRZEAL TIThhizh ES D,

s UOIARMO-ILFELEG7IFL—23 01— —0F RS UEEF1UT 1 RiEHREFER
LTIIbhhlhESH,

c AWS DI TARNNBIOH—ERICE>TITOIhEAESH

SEMIC DWW T, MCloudTrailuserldentity TL Xk #ZBLTLSEEL,

DTFoteo23>TlR, YR—KFENTVD APIARL—>3200706lZRLET,

AEEAEIC 2T 2B NT % (AddTagsToCertificate)

BB E 0 & (DeleteCertificate)

BAE IC DL\ T OFiHA (DescribeCertificate)
SR E M T U AR— b (ExportCertificate)

AEAENA R—b (ImportCertlflcate)

BHED— T (ListCertificates)

- SEAEN R T & —E KRR (ListTagsForCertificate)
AR E A 5 X T & HIBR (RemoveTagsFromCertificate)

>
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« SEBAE®N!) UV T AN (RequestCertificate)
« BREE E X—)L ®HX{E (ResendValidationEmail)
- FFEEBE OEE (GetCertificate)

AEEAEIC 2T ZIBINT % (AddTagsToCertificate)

CloudTrail ;X Dk AddTagsToCertificateAPI DI H ULEREZRLTVET,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

]I

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"
.
"responsekElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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}

AEBAE D HIBR (DeleteCertificate)

CloudTrail X @ fllx DeleteCertificateAPl DO HUERZRLTVWET,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:267",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

.

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

AEEAEC D LT DFREA (DescribeCertificate)

CloudTrail ;X ® (& DescribeCertificateAPl DRV HLERZRLTVWET,
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® Note

CloudTrail DescribeCertificateARL—>3>0O7ICIEk, IEEL = ACM RS (IC
BI2EHERRENELA, SIAEICEITZEHEFE. IV —J). AWS Command Line
Interface. FE /=& DescribeCertificateAP| ZFEH L TRRTEET,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:427",

"eventSource":"acm.amazonaws.com",

"eventName":"DescribeCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

.

"responseElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

AEEAE DI U AR— N (ExportCertificate)

CloudTrail XD Hlik. ExportCertificateAPl DU HUEREZRLTWVWET,
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"Records": [

{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",

"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8
"requestParameters":{
"passphrase": {
"hb": [

42,

42,

42,

42,

42,

42,

42,

42,

42,

42

1,

botocore/1.10.

4"’
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"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":10,
"capacity":10,
"address":0
I
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements": {
"certificateChain":

"privateKey":"**********"’

"certificate":

+
"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

AEBAE D 1 > 7R— K (ImportCertificate)

RO FIFE. ACM ImportCertificateAPI CloudTrail AR L —>3a>OFH L ZE&ITH0O07 TN
ZERLTVET,

"eventVersion":"1.04",
"userIdentity":{
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"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/Alice",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",

1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
},
"certificateChain":{

"hb": [

"byte",

"byte",

"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
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"limit":2105,
"capacity":2105,
"address":0
I
"certificate":{
"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

iy

"responseElements": {

"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

I
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

ACM FEERE M —E &R 7 (ListCertificates)

CloudTrail ;X D lli& ListCertificatesAPI DR H L OERERL TVWET,

(@ Note

CloudTrail ListCertificatesAARL—>3>0O7ICE ACMEBAERFR RS hEB A
SERAE U AN, OV —J)L. AWS Command Line Interface, FE =& ListCertificatesAP| %
FEALTRRTEEXT,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I
"eventTime":"2016-03-18T00:00:43Z2",

"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[

"ISSUED"

1,

"responseElements'":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AAEN R T % —EXRR (ListTagsForCertificate)

CloudTrail XDl ListTagsForCertificateAPl DFEFHLULERZRL TVET,
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® Note

CloudTrail ListTagsForCertificateAARL —>a>oOJICE X T ERRE
nEtA, FTVARNK, OV —J)L. AWS Command Line Interface, &7
ListTagsForCertificateAPl Z AL TRRTE XY,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-04-06T13:30:117",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements":null,

"requestID":"b@10767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

SEBAE A 5 XY = HIK (RemoveTagsFromCertificate)

CloudTrail X D&, RemoveTagsFromCertificateAPl D HUERZERL TWVWE T,
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"Records": [

{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,

"eventTime":"2016-04-06T14:10:012",

"eventSource":"acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012",

"tags":[
{
"value":"Bob",
"key":"Admin"

},

"responseElements'":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6c9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

AEBAZE D) U T AN (RequestCertificate)

CloudTrail ;X & RequestCertificate APl DU HLERZRLTVE T,

"Records": [
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{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"subjectAlternativeNames": [
"example.net"
1,
"domainName":"example.com",
"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
1,
{
"domainName" :"example.net",
"validationDomain":"example.net"
}

1,

"idempotencyToken":"8186023d89681c3ad5"
},
"responseElements":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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RREE E X—)L @ BiA{E (ResendValidationEmail)

CloudTrail ;X ® (& ResendValidationEmailAPl RO HUERERL TVWET,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2016-03-17T23:58:257",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
.
"responseElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

LB & O HU1Z (GetCertificate)

CloudTrail ;X D fliE GetCertificateAPl DIEHULIEREZRLTVWET,
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"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

.

"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

.

"responseElements": {
"certificateChain":

.
"requestID":"744dd891-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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MET—EACXTSD APIRHLOOTF Y

CloudTrail ZFHAL T, ACM E#EEaENEY—ERAICKD APIFUVHLUEEETEXT, OFEAIC
DWVWTEL L& CloudTrail, AWS CloudTrail I—%—7H4 RaZEL W, LTOHIE, ACM i
BHE27O0E23a>d3 AWS DY —RAICIKUTERE DAt Hsd0O070BEEZ R~LET,

(N =Ry
e O—RNZH—DER

O— RS> —0ER

CloudTrail ZfEAL T, ACM EREE NI —ERAILLD APIRUH L ZEETEET., OfFEA
IZ2WVWTEL <& CloudTrail, AWS CloudTrail I—%'—H4 RZZBEI LW, LUTOHlE, ACM
AWSFIHEZ7OES3aZ2>J35 VY —ACKRUTERTEROTOEEZRLTVET,

Nevy o

- O—RNZH—0OER

« O—RNZH—%FHL T AmazonEC2 A VAR A& BFRTS
s 77AR—RF—OBEFIL

. TIAR—PE—0OES

O— kY5 24—

LTOHFTIE, Alice EWD IAM 1—H—I(Z& 2T CreateLoadBalancer B#%E U H T Hl% =
LTWET, O—RNZH—0OFH[E TestLinuxDefault, YV AF—Id ACMEIEAZEA#FEHAL T
ERENET,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

}I
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"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[
{
"sSLCertificateId":"arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",
"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

1,
"responseElements": {
"dNSName" : "LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

},
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5beb63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

O—RNSOH—%ZFEBALTAMazonEC2 1 VAR A% EE TS

Amazon Elastic Compute Cloud (Amazon EC2) 1 VARV ATV I T HA NELERGT T UT—3
703 Z>J9%EE, AO—RNTFUH—ICR 2 TEDA VAR AN BB ENDHLE
A& V) E T, Elastic Load Balancing 2V —JL & zl& AWS Command Line InterfacelZ & 2 T,
CNATBEIC RV E T, RDHIE. AWS 7HI 2 N RegisterInstancesWithLoadBalancer
123456789012 LinuxTest EVWSBBIOO— RNZ U H—0OFHOPHEHLZRLTVWET,

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
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"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

},

"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:45Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

1,
"responseElements":{
"instances": [

{
"instancelId":"i-c67f4e78"

iy
"requestID":"438b0@7dc-b@cc-11e5-8afb-cda7ba®20551",

"eventID":"9f284cab-cbe5-42a1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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LTIE, ACMAIBREICHERTSNETZAX— M —2BS1LT S Encrypt FOH L 0filZE R
LET, Bk AWSHTRERITENET,

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"acm"

I
"eventTime":"2016-01-05T18:36:297",
"eventSource":"kms.amazonaws.com",
"eventName":"Encrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal",
"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},
"responseElements":null,
"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",
"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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To2AR— N F—DES

BRI, ACMRIHAEICEERN TS NETZAR—NF—2ES{LT S Decrypt FUHL 0 HlZ R
LET. BEESLEAIHTRERITE N, AWSESItENEF—RBATRICHA I EREFHYELEA, AWS

"eventVersion":"1.03",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T21:13:28Z"
.
"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

},
"eventTime":"2016-01-01T721:13:28Z2",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-

east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
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}
.
"responsekElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"
}
1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

XX~ 2 A CloudWatch

Amazon CloudWatch AWS &)Y —ADERY—EATT, ZFEHATSHE. CloudWatch X N1 Y
DAZWNELTEHLEY), PE—LALRZRRELEY), AWS DY —ZANOZEIZBFHMWICHISL =Y T
EET, ACM K., BXMHERAYNDET, THONAOMBAZEZEIZ1 HIC1IBXRNI A ZRN

ALET,
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
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import
import
import

import
import
import
import
import
import
import

/**

java.nio.charset.StandardCharsets;

java.nio.file.Files;

java.nio.file.

com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.

Paths;

auth.AwWSStaticCredentialsProvider;
auth.BasicAWSCredentials;
regions.Regions;

services.
services.
.services.
.certificatemanager

services

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManager;
.AWSCertificateManagerClientBuilder;
.model.ImportCertificateRequest;
.model.ImportCertificateResult;

* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager

* service.

*

* Input parameters:
& Accesskey - AWS access key
* SecretKey - AWS secret key
& CertificateArn - Use to reimport a certificate (not included in this example).
ks region - AWS region
& Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem
& CertificateChain - The certificate chain, not including the end-entity
certificate.

ik PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {
String accessKey = "";
String secretKey = "";
String certificateArn =

Regions region

null;

Regions .DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
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.withPrivateKey(getCertContent(privateKeyFilePath))
.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AWSCertificateManager client =
AWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

}

Al A & O HI R
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{} ZIRLE T,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to delete.

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
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DeleteCertificateRequest req = new DeleteCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.
DeleteCertificateResult result = null;

try {
result = client.deleteCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceInUseException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

REBAE I D W T DFEA

XD B, DescribeCertificate B EFERA T HEERLTVET,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;
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import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
CertificateArn - The ARN of the certificate to be described.

*

* Qutput parameter:
& Certificate information

*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

KILBE, LRDOAFIE, ROKLSBHEHRERRLET,

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0Qa,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Sta

tus:

ISSUED,

NotBefore: ThuOct®510: 14: 32PDT2017,

NotAfter:

SunOct0310: 14: 32PDT2027,

KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,

InUseBy:
Type:

L1,

IMPORTED,
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

=, AEAETI—CHBRVTTAR—RF—ETITVAR—BNLET, COHITRE,. F—ONATL—

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.
services.

services.
.certificatemanager.
services.

services

.certificatemanager.
services.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;

certificatemanager.

certificatemanager.

certificatemanager.

certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

model.
model.

ExportCertificateRequest;
ExportCertificateResult;

model.
model.
model.

InvalidArnException;
InvalidTagException;
ResourceNotFoundException;
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import java.nio.channels.FileChannel;
public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}
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// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0O,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;

ExportCertificate Version 1.0 176



AWS Certificate Manager

Q—H—H1 K

}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate

result.getCertificate();

System.out.println(certificate);

String certificate_chain

result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

REAE CREAE T T —2 OHUS
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws

.regions.Regions;

certificatemanager
certificatemanager
certificatemanager
certificatemanager

services. .AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.GetCertificateRequest;

.model.GetCertificateResult;

services.
services.
services.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
.AmazonClientException;

* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate

* Manager service.

*

GetCertificate
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* Input parameter:
& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.

// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;

long totalTimeout = 1200001;

long timeSlept = 01;

long sleepInterval = 100001;

while (result == null && timeSlept < totalTimeout) {
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try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

BRDHIE, LTORSBHIZERLEXT,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
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import
import
import
import

import
import
import
import
import
import
import

import
import

import

/**

com.
com.
com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services.
services.
services.
services.

certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model.ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.

*

* Input parameters:
ik Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials = null;

try

{

credentials

= new ProfileCredentialsProvider().getCredentials();

ImportCertificate
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catch (Exception ex) {
throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");

file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
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buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();
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// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();

System.out.println(axn);

SN —E
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package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws.

services.
services.
services.
services.

certificatemanager
certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

.auth.profile.ProfileCredentialsProvider;

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate

* Manager service.

*

* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.

*

* Qutput parameters:

& CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.
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*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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}

BRDH T, UTOLSBHIZERLET,

CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

}I
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

1]
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
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import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;

public class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.

RenewCertificateResult result =

null;

client.renewCertificate(req);

catch(InvalidArnException ex)

catch (ResourceNotFoundException ex)

catch (ValidationException ex)

try {

result =
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the result.
System.out.println(result);

IRERY O—BERT

AT o, ListTagsForCertificate B8 ZFERA TS HZEZZRLTVET,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
.regions.Regions;

amazonaws

services

services.
services.

services.
.certificatemanager.

services

.certificatemanager.
services.certificatemanager.
certificatemanager.

certificatemanager.

certificatemanager.

AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;
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/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {

result = client.listTagsForCertificate(req);
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}

catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);

BRDH T, UTOLSBHDZERLET.

{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

AEAEN S XV Z2HIBRT S
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
import com.

import

import
import
import
import

import
import
import
import

import

com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.certificatemanager.

services

services.
services.
services.

certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AwSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model.ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

java.util.Arraylist;
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");
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// Add the tags to a collection.
Arraylist<Tag> tags =
tags.add(tagl);
tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req

new Arraylist<Tag>();

new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

AAEOU VI AR

RO FIE. RequestCertificate #eEZFERA T2 HZEZZRLTVWET,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
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import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import

com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.

import
import
import
import
import

import

/**

com.

com.
com.
com.
com.

amazonaws.

amazonaws.
amazonaws.
amazonaws
amazonaws.

services.certificatemanager.model.LimitExceededException;
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

regions.Regions;

java.util.Arraylist;

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& DomainName - FQDN of your site.

& DomainValidationOptions - Domain name for email validation.

ik IdempotencyToken - Distinguishes between calls to RequestCertificate.

ks SubjectAlternativeNames - Additional FQDNs for the subject alternative names
extension.

*

* Qutput parameter:
& Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;

try

}

{

credentials

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

RequestCertificate
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
Arraylist<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Aq25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);

BROHTIE, UTOLSBHEIZERLET,
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{CertificateArn:

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%

BREEE X—I)LDOBIEE

LT oHI Tk, ResendValidationEmail BgeZ=FEH T2 HEICODVWTHBLET,

package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;

AWSCertificateManager;

model.ResendValidationEmailRequest;
model .ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;

model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)
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{

throw ex;

// Display the result.
System.out.println(result.toString());

BIRDY > TILE, BEEE X—)LICBIAEEL, ZOEY N ERRLET,
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Godaddy LV ZFDMOL AR JIZBRERENTVS RX A0 DNS #&EElk, ACM AFE#HL TV
5 CNAME EZZELBVRY, KBTI N DY ET, LEXWF example.com Z RX A B E
LTHERALTVSHE, B1TEN3d CNAME LI—REXOEXICEYET,

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

RDESICNAME 714 —)LROKREICH D apex RXA 2 (EVF RZEED) GoDaddy 281V BT
CET, EEEREMOHSD CNAME L—RZEKTEE T,

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM 1>V —)L T [Create record in Route 53] R AR RE N

DNS 7’0/Y4 & —& L T Amazon Route 53 %3&3IR L =54 &, Amazon Route 53 AWS Certificate
Manager EBEEXRVEY U TRXSMOMEBEZRIITEER T, RRICK>2TE., FRICKRL T
>V =)L O [Create records in Route 53] RAVAFATEBZWVWEENBUERT. CORSBBFEIC
FUTORRNfrZZS5NETOT, BERELTSEETL,

« DNS 7ONA A —& LT Route 53 #ZFEAL TV,

s TERXFERBTHINEBLUTACMB LT Route 53 O 1> LTWVB,

Route 53 ICK WRARENDY—2TLO—RZERTZ IAM T IO EAHFAZHF > TLAEL,
A—Y—FEFE=ZFBICIRYITTICRASN IR TWVWS,

RXAANT VY OICT RLABRTER,

T7Z7AR—N (BEEATVAEV) RX A>T Route 53 BRIALANKKT S

DNS BEEFIC, ACM E/NT VY UFRARNY—2TCNAME ZBRELET, RoLskh 15
E. R2EERICZAMLTINL, BRIERALTINAT—RAILBYNET, 77TA4X—KPKIHA
DEFENTVEVWRIXSVEED Amazon VPC 75 A RXR—KKEARNY - FHIEBCERIHE
Tk, ThEFEALTDNS LO—REZKRANTD LG TEERE A,

AWS AWS Private CACOH—ERXAZBL T, DMCEEEATVEREVWRXS > EHR—KNLTWS,
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BELERITBH, RITREEEFEEABTS

DNS AIEELWVICEAA DS T, SIAEORTHY "RIIREF, TERBLUEEAE. CAALO—R
CR2TRTATOVYIENTVEVCEZBABELET, FMAICODVTIEE., (A7 3)CAAL
Od—ROFREL 2SBLTLSEETL,

VPN T DNS H—/N\—ORIEN kKT S

VPN T DNS #—/\—Z#&%L. ACM A ZDH—/N—ICX L TAAEOKRIICKKL 125G G,
B—N=HBNTIVYIIT IO EATERHESH ZHIELE T, ACMDNS BEEZFEALENT U Y
VHAPHEBORTTEE., RXSALOA—RINTIYIALE2—%Y MNEATHARAETHD &N B
ETY,

EX—/IBRIAOEEORNZ TN 21—FT427
AABRXA D EX—IRITHEFREL L BER. ROAMHA Y RESBLTIEZL,

NeY

s REEE X—I)LFZEEhEL

s YT RXAVICE XA EEEShE

- ERTDELFEER

- AEREDERH

« WHOIS Z2AY kU Y

s EX— IR LS DKGEN BB EALAREZ T

c IONBREMLARILORXAVICHTRZEEONT N1 —FT142T
- DNS®AEEICHIWEBZShELA

BRILE X—)LAZEE iz

ACM ICREAEZV VT ANLTE X— /LAl Z BRI B &, WHOIS THEEE NS 3 DDELKE
TRLRAESDO—MHBEBEET RLACRXSAURIEE X—IFEEENET. FLE, E
X=)L#&il 2SR LTLKEEV, RIAEX—IIOZECHABENr RELLBEICRE., ROBREEE
ZRLTEEL,

EX—IZHRIESA

AL E X—)LiE, WHOIS ICREHE NBEBET RLAERXAVO—ROEERET RL AL
EEENET, AWSTAHVY RFIEEN WHOIS IC RX A VEREELTERERZATLEL
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RV, EX—=IRETHIORABEBICRFEEENhETFEA, ACMOVY—ILICRREND E X—

LT RLADUAN (FfE, CLIZWE APIASIEBEENZ VAN ICTIEALT, BILE

X=)FEBENBIRNETRLAZBIEL LK EEW, UANEXRRTSICIE, [Validation not

complete] EFRIWFFENLERY VAN S RXAVBORICHDTAAZIIYILET,
EX=IAANLEHMENTWNS

ANLT7 #)HTHRILE X—ILZHRLET,
GMail TIF E X—ILABBNICY —KhEhET,

GMail Z2ERA L TW3HE, BRI E X—/LABEHIC [Updates] & =& [Promotions] X 712V —
RENTVREENHYET,

RXAZVOLDPARZICEBEBRRRENABVY, KERTZAND—REFSBHCE>TVS

BEICKI2TE, WHOIS O RX A 2 B2FH, HifELHE, AWS EEEYEN DA hTLAW
2O, ChSOEBEICEERTERVWIEN HYET, HEICISLU T, WHOIS EICE X—I)LT
RLAZUARNTEHLELIZARNRTTRETRDCEETEFTIN, COFTarrYR—NL
TWEVWLDPARTEHNET, RXAMVOLDARNSTEELEEZITD CENMEILKRDES
EHVVET, T, RXLMVOERBEBRY, FLEEEELU TRBHENDZEISIBTSAN =T
RLRAZFEALTWRHEEEHYET. WhoisGuard PrivacyGuard

Route 53 THBALIZRXA D DIFE, 7TAN—RERTF7AILNTEMIE>THY ., E
X—)L7 RL A whoisprivacyservice.org, contact.gandi.net, £7 (& identity-
protect.org D E X—J)L7RLAECYYEYTENET, RXMVOLPZARNTIZBHTEREINT
WBREBEREBOE X—ITRLANEHFENTVWAD L EZBRRAEITHCET, sVWEX—=)ITRLA
WCEBENEEX=IUDN RO CENTEBEX—INTRLACEEENDELSICLET,

@ Note

Route 53 THEALLE—O RXA 2 OT T4 N —RERK., ERLFERELRML 5
BTEAMCEYET, FEAE, BENULARILD ca RXA2DTS4/IN—RE
l&. Route 53 ICK > TT7AVTATEMIITEIERFRTEEREA, AWS HR—bt>
S—ICEK/LT, 774N —REZEWITDRSICVIIARNTRIREN HYET,

RXADDELBEE X—=ILT RLAN WHOIS A SERTERVEE, FLEFELREICEEES O
BPDEX=IINRALSVAEEDDVREARENLEBIZIIEIEWVWES, VITARNTERXAS
>~ A admin@. administrator@. hostmaster@. webmaster@. postmaster@ & & THESD —
BN GEEBETRLAZ 1 DULABLTE X)L EZETEDLSICRAAVELRFY T RX
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AVERETDCEETHRLET, RXMVOEX—LBREOFMIOVTR, "(F7>3))
RAXLDEX=)ZRETD1 OFIBICH>TEX=IH—ERZ7ONAM AT —DRFIX K
Z#SBLTLKESTV, Amazon ZFEHAL TVW3 B4k WorkMail, TAmazon WorkMail B &
AR D TI—HY—NEE,, ZSRBLTSEZL,

AWS ARREEE X—)IZEETD 8 DNDEX—I)ITRLADSEDLBLKEE1 DEFEHATES
ESIZL, TOFTRLATEX—IINZETEDLEZMALLES, ACM THHEZ UV T
ANTRERITEER L, EEAEZVIVIANLEER, ERTS E X—ITF RL AN AWS
Management Console® E X—J)L7 RLAVARNIKRREND L ZHABL TS EE, FGIRAE
¥ [Pending validation] YREEM Bk, [Validation not complete] £ ZARILFIFE iRy VAN R
XABDEOTAA0Z20)v03%E, VUANZEBALUL TRTITEET, ACM[Requesta
Certificate] VA H'— RO [ATY 7 3 BRI TUARNZERRITBDEETEET, UARMIERT
ENDEX—ILTRLAICEX=IHFREEEhET,

MX LO—RAFROHSBEVA, REHNEE>TWVS

MXLO—REE, RXAZVOEX—IIXYE—JZZHES 1 DBEOX—IIY—N—%ZEET
BDRXAZR—LZATL(DNS) F—ER—ARADOVY—ALI—RTY, MXLI—RHFRED
AESBVWA, REFBE>TVRER. EX—ILE TEX—J)LIRFL, TEESNATWVS 520 —
BNBESATLEBEOVWTNOT RLAICEEFTEEREA. ROPSBUVARENEEST
WH MXLIO—RZEEL, EX—)LZB&EETIH, AIAZSZBEUIIANLTHTLKEE
W,

® Note
BRRATE,. 1 HERLGF>THS, EX—I)ILOBEGEERLFEAEOVIIANEHK
BLEEHHMOLET,

® Note

MX LIO—ROAHDZEEBET Sk, RequestCertificateAPl ValidationDomain ® 7
7°> 3> E =& request-certificate AWS CLI N> RZ#FEHAL T, ACMARBRIEE X—)L
EBREETDIRXAVBEEBELET, APIFLEFEEFEATHES. & MXAWS CLIAWS
WY OTyT'2EITLERA,
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HR—MEEZ—ICAVEDETS

FROFBARXAZSRUEBRTERAAVRILE X—)LZZEFETERVIES, AWS Support
BTV RALTHR—RN T —RZERL TLKEETV, HR—RNEZHEREFEL TVEWEG
ElE. ACMTARAAYS IV T F—FLIIXYE—2KRBTEET,

BT RXLVICE XA REEE NI

OV =)L %ZEHAL T sub.test.example.com D& SBHT RXAZDIRAEEZV VT A
Ng3B4E. ACM & sub.test.example.com® MX L I—RAHBIHESH EEBLET,
BEELBEWEEICIK, BRXAL test.example.com A FIVvIEN, HrLWTR—RAEKD
RXA > example.com ETHERENET, MXLIO—RNFRIN2ESBRENELE O,
BRILEE X—)LAY T RXAVAO—BOEEEET RLAILEFEINET, LEAE MX L
d— RA test.example.com TROA 27L& T D&, E X—I)LIF admin@test.example.com &
administrator@test.example.com, #L TE X— /L&l THREEThD ZTOMOEEET RL AICE
X=)LHREEENET, YT RXADOIXRTIZMXLO—RARO2ASHWVESE, SIASEE
DIARNTRIROYT RAAVICE X—IHFEFENET, EX—ILOFRESEE. ACM T DNS
BELT WHOIS F—ER—AZFEATBHEOFMIOVTE, "(F7>32) RASMVDE X—
INEEETHD ZBSRLTLEEV,

OV —=)%zERAT2RDY)IC, RequestCertificateAPl ValidationDomain A7 a> i
request-certificate AWS CLI AX > RZFEAL T, ACMARKRILE X—)LZEETD RXAMBZRE
ETEEXRT, APl FEREERATSIHEE. & MXAWSCLIAWS LY V7Y 7ZRITLER A

FERRDELE TR

FILWAIFAZE R ERL LS ELEEEICRET DI HDEE, —HBOLIARNSTlE. WHOIS ®
DANTEBEERERICEN TEET, HOLZARNT TR, EBODEX—ITRLAEZSS
AND—(FERFR7OFI)TRLACBERATT, chlcky), BRESIhLERET7 RLAILCK
AEE X—=)IAREABLSBYVET,

>( LEZETZHICE, EEEBEERN WHOIS TNT VY JICBE>TVWBR L EBRBELTLSEE
Vo T, WHOISG)'J7\I\L_77'(/\/ EX=ILTRLANRRENDHEEICIE. 754N
—T RLACEBEND EX=—INEBOE X—=IT7RLACEEEND CEEZEBRLTLKES
\, WHOIS OFRENTT L., SEAZEOV IV ITANNBEMHRATHSRY . RILE X—)LZBiE
EI2CEEBIRTEEXT, ACMIE, FILK WHOISIMX LY O TF Y 7 &#EITLT, NTUv oL
BOERET RLAICKILE X—I)IZEELET,
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ALRAE O EHT

MULVWEEREZ U VT ARNLEEEZIC WHOISEBHRE/NTUY VICL, TORICERZE#FTILL 15
G, AAEEZEFHLEISETHEEICACM FBBRENIELET RLAZMBIZDENTEFY
Ao ACM &, COEEEATRLAEMXLOA—REZFE>THERTZ2—MREETRLAS5 DICKRILE
X=)ZZEELET, COMBICHLTDICIE, WHOIS BEHZBE/N7 VY OICLT, BILE X—
LZEBREELET. ACMIE, FILK WHOISIMX LY 9T v 7T#R{ITLT, NTUv oo -E
AT RLAICKRIEE X—=)LZEELET,

WHOIS AOY KUY

BEICEITR, REEEX—LOVIIANEEREAFELEZHETE, ACM A WHOIS H—/X—
ICERTERVWCENBYET, COBBERABICHYEF, AWSDEV, AWS (& WHOIS H—
N—ZEBEEBET, WHOIS H—N—0RAOY KUV T ZH< LR TEERRA, COBBENI REL L
B/BElE. AWS Support 2 Z—TT —AZ/ERL THRROBRZZ(TTIEE L,

EX—I)LIRELD 1= DKGEN BB R A LA T

AAEDRYDEX—IREEVIIARNDRALARZ YT, TOROKRIAEHFRO VI TANEE
REFEIAET, ChiE, ACMBRELCHETRIZ—OARTREH EE A,

O DBENLARILORXAVICHIZBEONZ TN —FT 127

JO DEREMLARILD RXAA DV IEHEEA D RIF#HIFICENHTShTVET, BE, RXALDRA
KRJ&, WHOIS F—ER—ADLNBBHRERRLELA. Chik, RXAVOTSA NI —REN
BMDEMSICHAADST, YTRFEYVET, TT7A/N—RENFT1E2—TILOBE, LZAKNS
FZCDBEHREIMBEDO WHOIS HAICKRRTDCEN DY EFTHN, COFZEFLZARNTICK>TER
WET, RD 3 DNBEFREXRERAET RLAN WHOIS DL ARTASAFTERVES, ACM
FEMURROEFA—ILEZRETEEE A,

« RXAMOBREE
s TUZHIIEZHE
- EEEOERE

L, ACM EHRAICFHEZERL £EZIC your_domain D RXAVFZAHALE, .io &
FURXLAOD, RO5D2O—MHBIATLAT RLAICKRIEE X—I)LZEFELET,

* administrator@your_domain.io
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* hostmaster@your_domain.io
* postmaster@your_domain.io
* webmaster@your_domain.io

* admin@your_domain.io

0 RXMVORIEE X—LESETHICR’, LRO52DEX—LFTHIYROWTnAHFEIIC
BOTWAZEERRBLTILKEE N, T50LA0E, RIEEX—LEEFEE T, ACMIHERH
FehEth,

@ Note

EX—ILIREEDRDY) IC DNS RELZEA TR L Z2H8OLET. FMIC OV TE,
"DNS TO#EE, ZZRL T EE L,

DNS #®iElcHlV) BEXA S hEHA

EX—)LRIEZFEAL TEREZERL =%(E, DNSICKZDRIEICHTYEZXZ LR TEEFEA,
IEx—Y REABOEFORS TN 1—F 1427

ACM &, ACM EEBREN BRI YINDEIICEBNICEHF 28HA&,. 11— —I&BDT7023aaF
EICLET, ACMIIBHENDY Z—Y REH CTRHRENREL A, XORNEYOESBLTLKE
=L\,

BE R XA BREED%E(E

ACM ICL > TREFAE ZEHBMICEHR I L. ATOREANBEENTVIREN B XT,

- SEFBEF ACMAWS EREENTVBDH—ERICEERTSNTVIHRENHVYET, ACMAY
R—KRFTBVY—RIIDOVWTE, TEHEEEnIHY—E A AWS Certificate Managery 228 L T
<EEL,

c EX—I)TRIIENIAIAEDNIHES. ACM &, FIAEICEHREIATLVAIERXIODEEEDE
X=)LT7 RLATEBTEDMBENHYVET, AITENBE X—=I)ITF RLA, E X—)LI&EE (C
—EBRTENFET,

- DNS RIEEMXFEAEDH S, DNS FREICEE] % CNAME L J— RA", DNS TORIE OFHBALES
WICEENTVWR L &2BEELET,
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NEZ—2Y RAABEFO IS —20ETS

SFEAE DA EIR (DNS WBA Wk 60 B, EMAIL DBEE 45 B, 724 XR—KNDBEEIE 60 B) A
EI<KE, ACM FRIREN ENEEZ B I HBAIHBHENEHFZRAET, EFHZEFEICTDIC
&, ASADTOIAVNVEERDBENHYET, FHICOVWTE., TACMIIAEONZR—T
RES, #BRLTLEEL,

EX—I)LIRADEH DAAEDOY X —2 RAEHBERN

ACMLRAZE DB MHEIE 132 A (395 H) TFo EX—)LRAIEN-GIAEZEHITBICE, RX
AVMBEICLDTIAVHAYBETT, ACMIE., RXALZD WHOIS X—J)LARY VAT RLAL
5O00—MNEERE7 RLAZEAL T, BMHPRYINOD 45 BRIICEMBRIOEFZRHBL K
T, BHICEK., RXAMHABENBRIEHTAILEODICOVYITER Y INEFATVET, U
ARENTVBZIXNTORXA U FKRIAIEND &, ACM IFELU ARN TEFE n-GEAEZRITL
£9,

EDORXAH PENDING_VALIDATIONJREEICH V), TNSDORXAVORIATOELAZRZY)IRL
TVWBAHQZRBETHDFIEICOVWTIE "TEX—=)LICkD@EI Z25BLTIETV,

DNS THRIEE & OFEAE O Y X— REOFEHEEH

ACM (&, DNS HREEE A DILBAED TLS kGl ZA A EH A, ACM T, DNS HRIAETHKELL =5LFAE
DEFMHICKBMLUIZHEEE. DNSEED CNAME LO—RAXREZELTWRD L, ABHFTERTHSDC
ENEZASNET, RRLEBEE., ACM &V, FIAENBBNICERENEVEDBHNIEEFE
hEI,

/A Important

IELV CNAME LO—R%Z DNS F—EXR—RAILBATRIBEN BV ET. chZETd55%
IC2WTR, RXAMZLZARNTICEAVEDESEZ L,

RXA>2®CNAME LO—RZH®BETBICIE, SIABEZFORXAINU AR ACM O Y =)
TREALET, HFMICOVTE, LTORZSBEL T EE L, ACM API DescribeCertificate ® 7R
L—= 3> &k& ACM CLI @ describe-certificate AN > RZFEHL T CNAME L J—RZEETS
CEETEET, FMICOVWTIE., "DNS TO®RIE, £Z5BL TS EEL,
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« ¢ Viewing1to3of 3certificates > »
Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon Issued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz

3, Export DNS configuration toafile  You can export all of the CNAME records to a file

Details
Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb
Tags
Edit
Name

OA2V=IAS82—=7Y NIAZEZERLE T,

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC
2018-03-22T22:42:12UTC
2018-03-22T00:00:00UTC
2019-04-22T12:00:00UTC
RSA 2048-bit
SHA256WITHRSA
arn:aws:acm:us-

west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-

eec5e53ecdds
None

<«

<

Viewing 1 to 3 of 3 certificates > 3

PEEHOIS—Z20ETS
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status

Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC

Domain Validation status

Eamzn:’:.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

AEAEV 1 ROZRBAL T, AIAED CNAME FHREZRREL KT,
BEANRLBEVEERE., TR—hEVZ—FTHBALVEDESLLEZL,
BHORAZI2TICOVT

ACMAEFAEDN Z—2 REH BEFH7OLATT, chix, ATYTHFISITERLTRELE
WCEZBRLET. ACMAEREDINTO RXA VBN KRIALENTH S, ACM AL LVILRE

ZHBIZETICHEAIDADZENHYNET, ACMIEHRENAAZEZREL EREHLSZTOD
AHENERAEND AWS UY—RICF7TO/4ENBEHEET, SSBIEENELDBEEHYE
Fo chICK2T, AEABAT—RAQZEEN AV Y —)NICRRENBDETICHKEEREENH D5
FHYNERT,

TOMOBEONZ /N 21—FT142T

COtEU>a> TRk, ACMERAEDORTPRIAICEELZVEABEICODVWTHAI I AZRLET,

(N =Ry
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« CAA (Certification Authority Authorization) @ &8

s AEAEDAVR—PNOREE

- SERENE 2V 0ORBE

« AP| Gateway 578

- EEFAEN FTHE T AU EBEORMEE

« ACMOHY—ERICU>VZhizO—)l (SLR) ICE8 T 2 A&

CAA (Certification Authority Authorization) M &8

CAADNS LO—RZHL T, Amazon 3B5ER (CA) ICkD RXAVELEEY T RXA > HD ACM
AEAENRITEZIBETEEXRT, ALASORITHIC. CAA (Certification Authority Authentication) T

F—ICE&W, 1 DFLEREBORXASABORKRIAICEKBUELE, 1 EVSXYE—IHFRREN
HEE. CAADNS LO—REFXNTLKEE VY, ACMIIAEV VIANERICRIET NIRRT

NDIZ—HFRRENIZFEEE, CAALO—RZEHL T, JAEZBEVIIANTZILEN BV

F9, CAALI—R®D [value] 71— RIZ, KOVFTIADRXAS VBN EENTVIHLENHY)
£7,

* amazon.com
* amazontrust.com
¢ awstrust.com

* admazonaws.com

CAALO—RERICODVWTOFHME. "(F732)CAALI—ROFES ZZRLTLKEZL,

(® Note
CAAFIVIZEGTULABWVWEEE. RXAVOCAALI—RZBRELBVZENTESR
9o

AAZED A 2 R— N DOREE

B—RN—FT 1 —DFAEZ ACM IZAVR—KL, BMETNIET —EALRENTRIEANTER
¥, BESRELLESER. ARFGECAPASEERICEAIZAEY VZEEL T EET L, T, U
TORICEELTLSEEL,
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« X509 /N\—23> 30 SSLTLSREAEN A ZAVR—KRTBDENTEEXRT,
- AIAEFCECER TS D, BAME (CA) ICL>TEHETEFT,

« AEABN CALLK2TERBETNTVWRHEERE, FABEOIIL—MNONAZREHTZHELEAS
FI—2EEHRIVENFHBYVET,

- AIAENBCBRIAPAETHIHER. 77M/R—MNF—ZTL—2TFANIEOILEN BV
£

s FI—2ORMBPER. £1T92 1 DNIREZEEIETILEN HYET,
« FRAAETFI—VICIVRIVTATAABEEZEHBRVTIEEL,

- SEBAE, SIHETFI—2., BLRVTFAR—KF— (FETHEHE) IE PEMI>I—REhTVS
PDEAFBHYVES, —RIC., PEMI>OA—F 12 J@. 7L—2FTFAMDAYRE—TET Y R—
TTHELDTHEDB Basebd TLIA—RENEASCHTFFARNODTOY Y TERENTVE
T PEM 7742 dE—FEETYZ7O—RIBDEEIC, TRAR—AZEMLEY), TOM
NDEEERMEV)ITBDERFTEREA, OpenSSL&FEI—T 1 VT4 ZERAL T, SIAEFI—
VEBETBENTEET,

s TTAR—FF— (BEITIDEE) FBESLENTVEVWMSEN HBVET, (EVN: NATL—X
FH35EE., BSLEhET),

« ACM tfigdenicH—E R, ACMAYR—KNITBZIFTIIVAXLEF—H A XEZFERATIHEN
HV)ET, AWS Certificate Manager 1—H—H A4 RERHT—EADORFIX NZESRLU T, &t
PAENMREET DI EEBMRBLTLSEEY,

s METNEY—ERICKDAABOHR—NGE, FIAEDOAVR—KEN IAM THSH ACM T
HINICK>TELRDBENBYUET,

« SIEERF, 1 VR—NBFICEMTHIHLENHYET,

s INTOMHEOFMBERY, DV —ILICRRENET, LEL, F7FIKT
l&. keyTypes7 1 L2 —%&I8EL F I ListCertificatesAPI & 7= (& list-certificates AWS CLI <X >
REROH T E, RSA_LO24RSA_2048FEBAE D A A RRENET,

AEAEOE> =2 U OERE

HMAEEFEHTRHEHIC. ACMEBHFLOUNTUY OF—ETSARK—KRF—ORTEERLET,

T7)r—2a>HFSSLEZ T EEHEND ACMIHEZEEHLTVWSEAICIE. AWS

MAZOEFRICTTIT—2a N RAAMVICERTELALSBEDAHREN BV ET, SIHEOE
—JZ0kES, ACMIEIBHERE Y Z I LABVCEEZBBHLET, 77U —> 3> TilHEE
EEVZVITRIMENHDEEEF. ROBREEERITTEET,
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AWS Certificate Manager d1—H¥—HA R

- RETRIAMHAEZ ACMICAVR—bL, FTUT—2320ZA2R—MUEREREICE 22T
l/ﬁg-o ACM (&*’f\/ﬂ{—l\bfcﬁﬂﬂgt:VZ—/ I\Eﬁsﬁﬁhtxbﬁﬁho

s NTVYOIBAEEFEALTVWREEE. P7U5r—23  #FAREERTXTO Amazon JL—
MEEAEICEELLET, 7T7AXR—NEAEZFEALTVWREER., 77UT—>32ZCAD
J—REEREICEZVJLET,

API Gateway O [E#&

ITyvSH&BEILAPI I RIRA N EF7O4 935 E, APl Gateway CloudFront A"BEIIZT 1 A
NJE1—232ZFZELET, CloudFront 1 ANUE 11— 32 & APl Gateway AFiEL T
EY, THODRNFFBELTVWERBA, P4 ANJVEI—3 2, APIOTF7O/4KICEAL 2
ACMEERREICNA > RENFET, NM 2 RZHIBRL T, ACM FEIFREZHIBRTE D LSICTBIC
(&, SERAEICEEEMRITSNTUVS APl Gateway HAZALARX A D ZHIBRTDHBEN HYET,

)—a> APIIVRRAMNEF7O/4F2E, I—H—IZKH > T API Gateway lZ& V)
Application Load Balancer (ALB) A*¥EFE hE T, APl Gateway &> TRrEEThTWVWSO—R/NS
o=@, I——PHPSBERAFEA. ALBF. APIOF7O/KICERAL = ACMEEBHEIC/N1T >
RenErdT, N1 RZHBKRLT, ACMAIRAEZHIRTEDRSICTBHICIE, FIREICEENSGT
S5hTW% API Gateway DARZRLRX AV ZHIBRTDUENFHVET,

ERALAEL THE T RML 58 OXLTTE
ACM SR EEHAY —CACHERT O, ARE/BELEEY, BAY—EANIS—%

BLUBOIZHER. ACMIIAEZEATALOICY—EANVBEETRT IV EAHFAOEENRE
THDIUREEL BN ET,

=& 2, Elastic Load Balancing (ELB) IZ (@St T2 #ERAIBETT, AWS KMS key ChiZ &k
VW, SERED T ZAXR—RF—HFESHKEIhET. COT IV EAFAE, FAEZ ELB (CBIESR T
BEEIZACMABATZI VY —AR—ADRI I —IZK2THFEENET, ELB NI TOT VA
ADRNEZRSIZHBE. ELBRRICAEAEF—DESEHAAD EEICRBMLET,

BEZAEITDICE, OOV —I)IEZ2ERALTHEROAT—XAZHEELET, AWS KMS https://
console.aws.amazon.com/kms;XIZ. XOWTFNADOT V> 3> w2EITLET,

c MEY—EACHLTINEENET I EAFANRMLIEERDNDBERE. EFY—EADIY
V=T VAL, Y—EAN SIHEOCBEENTZHERLTH S, BEAENFITLET, ChiC
K1), VY—AR=AQORIZ—ABERAEh, HILLHFAFRESIET,
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« ACM ICIEEnI-#ERAIVEE N BbhBFE, https://console.aws.amazon.com/
support/home#/ ETHBVEDLE <& LY AWS Support .

ACM O —ERAICU>UEhizO—)L (SLR) (BT 2 [ERE

T7ZAR—NCANEBRLULMBAEERTL, ThEHOTATIRNEHETDE, ACM BFHAIC
11— —HFH—ERCUO&EniO0—)L (SLR) #REL T, ZUINILELTDY—AR—A
DT IEAR)—%BELESELET, AWS Private CARBE CAL ST TA R—NIAEE X
7L, SLRAFREENATVWEWVEES, ACMIEZTOIIREZHBNICEFR TEEE A,

ACM Tk, ATV NI SLRAFETIHAESHZHMTEBRVEVSBENRTREND L
FHYVET, BERX iam:GetRole PV EAFANF T TICT AV MO ACMSLR IZF5ENT
WBBEE, SLROERRICTZ—NEBRLEFREA. BRIZBEEE., 1—F—FKEET7HO>
REEEN iam:GetRole 7V EAHTZ ACM IZFETB A, 7HI N%E ACMEERY S —
AWSCertificateManagerFullAccess |CBSER FE T,

FMECOVTE, TIAMA—Y—HA R, 0 TH—EAVVIJO0-)LIER, Z2ZRBLTEZL,

Bl s

AWS Certificate Manager N> RIEFWK DA DEBHETEARTBENBYE T, SHNAOFMICO
WTE., Xo&XkZzZRLTEEL,

77 A NR—NLEAED BN IE

HERITUETTSAR—RNPKIEIAEEZEHFRLELD>ETRE, XOBAN RETHABEEN BV E
9, AWS Private CA

(® Note
AWS Private CA FE (tR) V—2 3> EHE (BE) V-2 32V TRYR—REhTVEYE
Ao

ACMIZ>—1—R OX B

PCA_ACCESS_DENIED T5A4R—KNCANACM I T O EARFH

AZRELTVEHEA. AWS Private CA

ACM OH—ERICU I hnizO—)L (SLR) (BT 2 & Version 1.0 215


https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
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https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions

AWS Certificate Manager

Q—H—H1 K

ACM IZ—1—R

PCA_INVALID_DURATION

X2~

AccessDeniedException CHhIC&KVEE
dA—RARNUAH—EIET,

COREBEZMERTBICIE, AWS Private CA
CreatePermissionAXR L —> 3> & RT3
ACM H—E RV NILICHBISERZ T
EL%Y,

JOTARNLEREAEOEMHEAN . RTTO
T7Z2A4R—KNCADEMHEZEBATVWET,

AWS Private CA ValidationException C
NICKYKXRBO—RAFRNUAH—EhZET,

COBBEZBRTDICE, BHBE BT
LWCAGIAEZA AR —ILET,

TZAR—NEAZEOHIN0E
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ACM IZ—1—R X2~

PCA_INVALID_STATE HOHLEDTSAR—KNCARK, VIIA
RUEACM ARL =23 B2RTTHLEHD
ELWRETE®HY EBA. AWS Private CA
InvalidStateException ZhiCkVEE
d—RANUH—ZIET,

BEDHERGEFIRDESL)TT,

« CA DAT—2AR AN CREATING THZDEE
&, ERNETIBDETEHELTHS, CA
AAEEZA AR =ILET,

« CADAT—R AN PENDING_C
ERTIFICATE THh3i548k. CAIAE%R
A2ARMN=ILLET,

« CADAT—2ARAN DISABLED THZHE
&, ACTIVE AT—ZRAICEFHMLET,

« CADAT—ZAR AN DELETED TH2HE
&, ExLET,

« CADAT—ARAN EXPIRED TH D54
&, FTULLVEIAEZ A AR —=ILLET,

s CADAT—XRAN FAILED TH'Y), BEZ
RRTERVEESE. AWS Support IC& &
WEDELSEEL,

PCA_LIMIT_EXCEEDED T5AR—NCANRITIVA—RIZEL
TWET, AWS Private CA LimitExce
ededException ZhIZKVWEEI—RA K
DH—ETNET, COANILNTIEDHEIIC, VD
TARZBVIRLTLSEZL,

IZ5—HNBlEHmERETIHEEE. AWS
Support [CEEL T A —2DE|ELFEU D
TARLTLEEZL,
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ACM IZ—1—R X2~

PCA_REQUEST_FAILED XYRNID—DIT—FLEBEATLIZ—N
FHELEL L, AWS Private CA RequestFa
iledException ZHhICKVEEI—RHNK
DH—ENET, COALTITEDRIIZ, VD
TARNZBRVVIBRLTLSEZW,

IS —HNElEHmERETHHESE. AWS
Support ETHELVEDLEBLLLEZ WV,

PCA_RESOURCE_NOT_FOUND TTAR—K CANEEICHIBRENTVET,
AWS Private CA ResourceNotFoundEx
ception ChICKVEEFEID—RANDH—2
hEd, ELVLARNZFERALTVR L=
BLTLKEEZV, chHKBTBDE, <D CA
FERATEEREA,

COBBEZBERTDICIE, HLL CAZERL
EC R

SLR_NOT_FOUND BOTHOYNCBEETD T T4 R—b
CAICKR D TEBRENLIAHAELZEHR TSI
l&. ACM Tl&, FIRAENBEETRTHU b
2, Y—ERIZU>I&Ehi0O—) (SLR) &
ETY, HIRL /= SLR ZBER T2 XEND
3EAF. TACM @ SLR DR, #8BL T
<EEW,
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B

Ot 3> Tk, AWS Certificate Manager TEAE 32BN ERICOVWTHALET,

KNeEY D

- ACMGEFiE

« ACMJL—K CA

* Apex RXA >

« ERBF—BES

- SEAEQFEHMOT R

o RXAVR—LIATA

s RXAUF

- BELEES

- Z2MEH RX A& (FQDN)
s NTUYOF—1BE

« JL—hAEAE

» Secure Sockets Layer (SSL)
s B2 HTTPS

« SSL H—/\N—GEHHE

s XMF—HSIL

» Transport Layer Security (TLS)
- B8

ACM LB &

ACM & X509 N—> 3> 3FIBAZEZERLE T, TNEN 13 H ARI(395 BE) BT, ROHLE
BENSENTLET,

« EAXRNBZHR - EEAE O RAFIFLHE (CA) A ESHZERELXRT
o RALF—HBF - APEBICBER TR LOICHEAThDZTSAR—RNF—CH/ETINT VY IF—
DEBBZAREICLET,
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s WD TORNF—RAF -BEONT VY OXF—ZECAABZRANTHEN TEEXT,
 F—OFEARR - AABICEDIAFTNENT VY IOF—0OBENEERLET,

- WRF—FAR - F—OEARRIREETEES M EBNCMAT, NTUYOF—2ERATHE
e 1 2UEEELEXT,

« CRLTFM1ANUELI—232VRAUN-CRLIEBRZESTEDEMEEELET,

ACM IZER > TRITENLARAEFOTL -2 TFANE, ROBIOKRSIZBY)ET,

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:ba:a6:8a:2a:91:0b:63:e8:08:de:ca:e7:59:a4:
69:4c:e9:e€a:26:04:d5:31:54:f5:ec:cb:4e:af:27:
€3:94:0f:a6:85:41:6b:8e:a3:cl1:c8:c@:3f:1c:ac:
a2:ca:0a:b2:dd:7f:c0:57:53:0b:9f:b4:70:78:d5:
43:20:ef:2c:07:5a:e4:1f:d1:25:24:4a:81:ab:d5:
08:26:73:f8:a6:d7:22:c2:4f:4f:86:72:0e:11:95:
03:96:6d:d5:3f:ff:18:a6:0b:36:c5:4f:78:bc:51:
b5:b6:36:86:7c:36:65:6f:2e:82:73:1f:c7:95:85:
a4:77:96:3f:c0:96:€2:02:94:64:f0:3a:df:e0:76:
05:c4:56:a2:44:72:6F:8a:8a:al:f3:ee:34:47:14:
bc:32:f7:50:6a:e9:42:f5:f4:1c:9a:7a:74:1d:e5:
68:09:75:19:4b:ac:c6:33:90:97:8c:0d:d1l:eb:8a:
02:f3:3€:01:83:8d:16:f6:40:39:21:be:1a:72:d8:
53:15:68:75:42:3e:f0:0d:54:16:ed:9a:8f:94:ec:
59:25:e0:37:8e:af:6a:6d:99:0a:8d:7d:78:0f:ea:
40:6d:3a:55:36:8€:60:5b:d6:0d:b4:06:a3:ac:ab:
e2:bf:c9:b7:fe:22:9e:2a:f6:f3:42:bb:94:3e:b7:
08:73
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Signature Algorithm: sha256WithRSAEncryption
69:
69:
8d:
76:
cb:
dl:
e9:
17:
94:

ACM JL— bk CA

ACMICE 2 TRITENENT VYOIV RIVFTATA

8a

03:
44
as:

8e

12:

BEBET,

Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Basic Constraints:

CA:FALSE

X509v3 Authority Key Identifier:
keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage: critical

Digital Signature, Key Encipherment

X509v3 Extended Key Usage:

TLS Web Server Authentication, TLS Web Client Authentication

X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

03:
60:
0.
3c:
6d:
b0:
3c:
d4:
27:
:6e:
e5:
8a:
04
:f3:
b9:

15:
a7’:
8f:
9d:
cd:
Te:
41:
80:
62:

6a
3a
cl

al:
a’z:
35:

Qc:
33:
b5:
d4:
do:

ba

2f:
41:
84:
:9d:
:90:
:fb:
di:
as:

d5

fb:

4a

df:
35:
e2:
:80:
15:
15:
d8:
ad:
8c:
9c:
1lc:
77:

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
175
57:
71:

33

46:
26:

39:
74
al:
e2:
16:

9a

53:
ed:
6f:
76:
76:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
:fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

Qa

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

4a
d3

bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
ob:
a5:
:31:
:89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:
194
4f
65:
81:
9.
:d5:

fa

ccC

cc:
32:
53:
b9:
dc:
32:
f2:
b5:

do:
60:
b0:
57:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
Q7:
10:

c3

97:

c5

as:
98:

3a

42:
3b:
69:
6b:
d4:
ee:
f8:
fc:
:04:
10:
:27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
3a:
1c:
36:
0b:
42:
c3:

BAZE(X. XD Amazon JL— N CA »* 515
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% Bl A ES7ILIVXLA

CN=Amazon Root CA 1,0=Amazon,C=US 2048 EY ~ RSA (RSA_2048)

CN=Amazon Root CA 2,0=Amazon,C=US 4096 Y b RSA (RSA_4096)

CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 £ ¥ b (EC_prime2
56vl )

CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 E¥ b (EC_secp38
411 )

ACM ARITUEBAEN T 7 2L NOEEOE L IE CN=Amazon Root CA 1,0=Amazon,C=US

T, 2048EY NRSAEF1UT A ZRHLET, HOERRE, FROFEADLEZHICFHEhTY
9, IXNTOHOELF, Starfield Services Root Certificate Authority fEBREIC & 2 TV ORBRE h
TVET,

HMIC DV TIE, Amazon Trust Services 228 L T &L\,

Apex RXA >

RXAVE ZZRLTLSEE W,

SEXRRF —HES

ERHEELIE, ARF—MEE EBEVY), B2/ BENICEEL VWA F—2FALT, OV
FOYDESEESETVET, F—012@NTVUYHUT, BE. X509 V3 SIAETHEAT
EET, E5120F—RTTAR—NT, REICREETHhET, X509 FAERF, 1—H—, O
vE1I—%, TOMDOVY—R GIAEHR) DTATFoTATAZNT VY OF—IZNAVRLE
£

ACMEEBREWR, JITHA NOTATFUoT 4T 1 LBBOFM%E, SAEICEETATVWEINTUY
9% —ZINA > KT B X500 SSLITLS SFFAE TT . ACM IE AWS KMS key 2L T, 754
R—=MNF—ZBESILLET, FHICODVWTE., TFIAEOMEBEOLEFIVT 1, ZSRLUTLKEE
Lo
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o Al 148 B

SORLEEEE (CA) &lF, FORIBPEZRITIADAIVTATATT, RBLTVWARE RN ERA
TOFIRIIAEF, 1SO X509 BHICETVWTVET, CAl, SIHASEHFBENDIDEEETZT
DR)IEPEELERITL, TOID ZARABICEETINBINT VY IF—ICNA 2V RLET, £, BF
NZBE. CARIAZEOAMEERLE T,

AEFAE OFEAMO VU K&

BEOTRITENL SSUTLS AEAEXRBLIECANSREECNDKSILTHEHIC, —BOTFD
TR RAATRITENENT VY VAERTRAEOERAUOT ICERIDBENF HBWET,
RXAVEBHFRBRENET, T7TA/R—FMF—REREhFtHA, BE. OJICERRENAVIIRAS
&, 72O TCIS—%24ERLET,

OJ2F_2)200L7T, BELEHEBEEOAN RXAAVIZRULTRITENTVDRCEZHERBTESR
9, Certificate Search BENDH—EAZFERAL TCOV 2BEITD_ENTEEXT,

Amazon CA N RXAIZINT U Y DIZERETE S SSL/TLSSIAEARITIHAIIC, d<EE 3
DOMABOEAMOTH—N—ILARBERELET. Chsoy—N—&, NTUYIF—4
R—AICFEEREZEML, BRENFEMHAEBR A LRAR> T (SCT) Z Amazon CA ICIRLE T, CA IF
SCT ZFIBAEICIEHIAK, FASICBELTRITLET, R4 LARZ T (FM0 X.509 FLIRERE(C
EENRTVET,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C
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A7RTIORTRERZERE, AIPREZVIVIANKEZEHR TR L, AEAAEOEREOTHN BB
CRBEEhET, AT7RNTIRNOFMBICOVTR, TAHEOEAMOTEREOAT KT IR, 25
BLTLSEEW,

RXADR=LZAT A

RXA 2 Z—=ALADAFTLDNS)IF, AVEI—ZBRTFA A=Y MR TTAR—=RNZY ND—
VDIERTDZTOHOUY —AOEENEIBHEARNTT, DNS [FEIC, aws.amazon.com &
EONERRORXAE%, 111.122.133. 144 EROBENEZ IP (41> Z—ZY NZ7’OKJ))
T RLAICEBRTDEDHICERAENAET, L, RXAL2ODNS F—EXR—AICEZHOL I—
RASENTEY), MOBWICERATEET, m&xlE. ACM Tk, CNAME LOJ—R%ZEAHL
T, AEAEZV VIANTBBICRAAM OB EFR LR EEETHDCEZRIETER T, FMIC
DWTIE, "DNS TO#HEE, Z5RBL T EEL,

RXA 2

RXA2BIE., RXAVZ—LTATL(DNS)ICKY IPT7RLAICERTE

%, www.example.comBEDTHFARNXFEITT, 1 Z—XY MEBCIAVEI—XXY K
D—UTl, TEFANEBTRELS IP7RLANEAENET., RXS/VBREUFRTXYShiz
BRIOSRITERENET,

TLD

1 BEOSRILBGREMRX AL (TLD) ERENFET, —BROBEHFICIE, .com, .net, .edu &
FHNVEST, £, " HFOETERENLIOTATAOTLD FEEOKTHY), BEO— REME
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