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., THR—hEhB77V75—>3>, %
ZRLTEEL,

TFNID, 94T KNID, 954TF>
R—=OLY REEDITXTOERN T TV
RALAICELKABENATVD L ZHFEL
TLEE L,

TFNID, 95A4F7>NID, 954TF >
RS—OLYRBEDITXNTOERNI TV
REAICELLK ARENTWVWD C & &RERR
TLEEL,
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TORABFAN Ft+oicd, P75 —
32 APl ZERUOHTENTEEREATL
oo

F7Ur5—>a> 0T ANEREEZEL
oo

TF7)r5—2a IcABY—N—TIT5—HFH
$LFELLE

T775—23a2 CARERT—RNDIIA(T
THFRELXLEL

T7Ur—23a>RBUIOTANERETRE
BATETLWERA

F7)T—2a AR EBUOIARNRIS—
ARERELEL L,

F7Ur—>a TcH—ERAFERFALIS—
ARERELEL L,

S

TFNID, 94T KNID, 954ATF>
R—OLY REEDITXTOERNT TV
ALAICELK ABDZEhTVAD L ZH#FEL
TLEE L,

ChRF77VTr—>3arvhs2 M2
Z—XVE—ITT, BRTES—EX—-ILT
RLAZBRRLTSEZ W,

ShETF7UT—2avhSEHR T
S—AYE—ITT, HTLS—EX—LT
KLAZRRL T B,

ChRTF77VTr—>3a>vhs2Hm 21T
Z—XVE—ITT, BRTES—EX—-ILT
RLAZKRERLTSEZ W,

CARETTUT— a3y AS BRI
S—AVE—TTT, BTES—EX—LT
KLAERRLTLEE L,

ShETF7UT—2aYhSBHR 1T
S—XAYE—ITT, BTES—EX—L%E
RRLTEE W,

ShE77UT—YavhSBHR- 1T
S—AYE—ITT, H#TES—EX—)L%
BRRLTEE W,

ATV 5 EF2UTFT4Y=IIREFOMOEEFEEOEF 1) T 14 F—2 AppFabric (Z
223 A )

ASOERIENEZ (X raw) 77V Tr—23 >0 7F—2F

AppFabric. . . . . .

Dynatrace. Barracuda XDR, Z&EDEFa1UF14V—)L

Splunk® BN X I1UFT4YJ1—>327%E, Amazon S3 S DF—FE) Ak

Logz.ioNetskopeNetWitnessRapid7 & Firehose £ DIREZ I R—KRTBITXTOY —)L &E BfHED
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HYET, PSERE (F@raw) EnkT7 7V Tr—23>F—X%ZWB T %2 AppFabric, BID
ATYT 1 ~3IRVET, BEDEFIVTAYV—IXH—EADOREREZOFMICOVTIE,
TEMMOH32EF1 )74V —)LEY—ERA, BSRBLTLSEEL,

BR—RENTWBRT7UTr—>3>

AWS AppFabric for security Ik, ATOF7 7V T—>3 > E0REZHR—NLTVWET, 77V
F—2a OB EBERTDE, X 11)F 4 AppFabric T2 &S5IC 2RET D HFEDEM
FRRIENET,

NEY D

» 1Password

* Asana

e Azure Monitor

» Atlassian Confluence

* Atlassian Jira suite

+ Box
» Cisco Duo
* Dropbox

* Genesys Cloud

+ GitHub

* Google Analytics

* Google Workspace

* HubSpot
* IBM Security® Verify

* JumpCloud
* Microsoft 365

* Miro
* Okta

* OnelLogin by One |dentity

» PagerDuty
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 Ping Identity

 Salesforce

» ServiceNow

» Singularity Cloud
» Slack

* Smartsheet

* Terraform Cloud

* Webex by Cisco
» Zendesk

« Zoom

1Password

1Password &, SXTDAVTA VT HI NTERBIBNAD—REER. REE. FATH2OICK
ADINAT—RIYZ—D+v—T9, £k, B> TTF—2ZREL., ERICODVWTESELEL., N
AD—REZHETRHEETEET,

F* 1174 AWS AppFabric D= IZ ZFEATDE, ASEEOAQJTEI—TF—F—REZEL
1Password, 7—2& % Open Cybersecurity Schema Framework (OCSF) e IZIE#R{L L. Amazon
Simple Storage Service (Amazon S3) /N7 Y KN E 7z (& Amazon Data Firehose AN —AICTF—R %&
HAOTEET,

NeY D

« AppFabric ® % 7R— K 1Password

» 1Password 7 1> ~ AppFabric \ M

AppFabric ®7R— ~ 1Password
AppFabric &, A50I1—H—HBREEEOTDOZE%EHYR— ML E T 1Password,
IR 3G

AppFabric 2L T A SHR—RMEhTVWB%E1PasswordlC BEEOV 28X TS ICF. XOE
HER/-TRBENHYVET,
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- BB H 1Password Business £ /=l& Enterprise Y 7 ROV a> IS FBETT, FMIC
2V\TIE, 1Password I 7H A RMD1Password " T2 —T7 54X, #SBLTLEEL,

« 1Password 7HDV NCREBEO-INFLREF—LMEBENf VETT, FHICOVWT
(&, 1PasswordB R—KRDITHA D "J)L—71 25BLTLIEE L,

L—hHIRICETZEREIR

1Password AuditLog Events APl &, DO T AKNZ 1 23d7=V) 600 #. 1 BEdH 7= V) &K 30,000
HIZHRLET,. chsnFiREEAZE, I5—NREhET, FMICOVTIE, T Events
1Password API U7 7L 2A, @ "TAPI L—hHIRR) Z2RLUT<EZW, 1Password

T-RELEICHEITDIERER

EEANRINEYAKAEICEEENDIETICRAIOTOEEN RETIEENHBYVET., Ch
&, P75 —2a>TRATEREEANRNDBEE, F—R2BLAEFHSTLEOOFHIEEICK
B2ENTT, EFEL, CHRETHIVRNLARILTHAZIAATERZGENHYET, HR—KHFR
ERIEAIE. AWS Support ICBREVEDELSEE L,

1Password 7 7177 > N AppFabric \ M 1&#%

AppFabric Y —ERARTT 7V 5—>3a> N R ZERL S, T Z#EFR AppFabricd 2 S EH
& ') £F1Password, 1Password T Z5RGIT 2 L ICHELFEREZ B DTS (CIE AppFabric, XD
ATYTICRVET,

BAB1Password7 VA N—U > BEKRT S

1Password &, N7 VYO OSA T RNOBBART VAN = &Y R—NLET, BARTY

TARN—DOVEERTDICE. ROATYTZ2ETLET,

1. 1Password 7HO > NICHA A4 LET,

2. FEH—2 a3 RAVTHEEEBRLET,

3. BIEOHRENBEETSIESRK. TALION) Z2BRLET, THUNDBFEE. ROFIEICE
ATLIEEL,

4. TARDVKNLAR—NHEEL T T2, BIBIRLET,

5. HAOEBMR—T, EF1UTABREAR NEE (SIEM) 2 AT AR (Secure B E) A
AULET, AppFabric

6. MEDEM EZERL, h—JVORER—TJTROATYTEZRITLET,
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a. AppFabric E¥ 1 7RETHERAITDIN—IU 2 BZEELEXT,

b. TEMHREL ROYITHAIUART "Nevery 2 BIRTAEE2BHHOLET., fD{E
ZIBIRLULEBE., FEAMHRAZBL ERICK—2> %Z1PasswordEUV) B L £ 9,

c. LR—KNTBARINEDZIVT, Y4 AVET . TATLAERARRAR N, EE
ARV N ZBIRLET,
7. M= FRTEBRLTIN—DZERLET,
8. R1F 1PasswordZiERL., ROATYTEZETLET,

a. ZARLRE. SATLAEN=VVRIIETVTEBNICADIETLET,
b. R—INDBRTTZ/4 K-~ ZBRLET,
c. [RE ZEBRLZET,

SEMICOWTIE, 1Password I 7H A4 KM1Password T4 R RLIR—RNDOBBAEL S BL
TLEEL,

T7 )R
TF>K~ID

AppFabric &5+ MIDZVJIANLET, OTF 2 M ID E1Password 1427 RL A
AppFabric IC&VWET, TFRNID ZRETSICE, ROATY T Z2ETLET,

1. 1Password 7HO > NICHA A4 LET,
2. FTES—=23aRADT[RRE] ZBRLET,

3. 1Password B4 A UHNR—=DIZRRENE T, HlZRIE. example-account.1password.com &
ETY,

TFURA

cD—EN1PasswordfBZHA THBEMZADLET, AppFabriclETF+> hNEZFEALT, 7
TOVRIAE, PTURD SERENEEYIAKICTRILZNLTET,
HY—ERAT7HINN=0

7 7 1) FRREC A AppFabric 1Password9 2 (ICl&, H—EAF7 B> h®O1Passwordt—E A7 5
IDORN—=OUDNBETT, Y—ERATHIRN—=0 0 ZBEETHEVESR, RICHBEITSFIE
CRE2TLEEZL,
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AppFabric g —ERATHIMRN—=02%ZVOTANLET, OY—ERATHIVNKN=D Y
AppFabricld, fEX U ZBART7 VAN —0U2 T, 1Password R—Z I TROFIEZEITL T,
BART7 OVEAN—=D2>%ZRDO2WHET,

1. Dashboard Z#IRL &7,

People ZiEBIRL £,
THAOVRFEER 28RLET,
[Private] (7'Z 4 RX—K) ZBRLE T,
R=ILhORR ZBRLET,
h—02 & ZBRLET,

o o kM w0 N

TFRNID, TFRE, Y—ERAT7HI NN—22 AppFabric 2 AL T, TP U —>3
URREEEERLUET, RIC, EHEEBRLRIAEETIT17{LLET,

Asana

Asana (&, AEX¥KD STAIBEMNBEENA ZTFIICESDET, BA. F—L4A, HBFr4ESE
ERETEDLOXEBEIZEBERTZY NI A—ALTY, #EHNII2”"75—>3>, OAFKRL—
a3, HEORBETAD, £ELEEELEDHPYP TV ATLZRMLE T, Asana 2>
&, FLREEBEDZRAY—IIZ 1 AFCMETERD LD, ECICVTEABZEDD LN
TEEXT,

¥ 117 14 AWS AppFabric D= 2FAT &, ASEEOJEI—HY—T—RZZE

L Asana, 7—2 % Open Cybersecurity Schema Framework (OCSF) FExXVICIEfR{L L. Amazon
Simple Storage Service (Amazon S3) /N7 ¥ N & fz[& Amazon Data Firehose AN —AICTF—X %
HOTEET,

N =R

- AppFabric ® % 7R— bk Asana

« Asana 77177 > N AppFabric N\ M1k

AppFabric ®#7R— K Asana

AppFabric &, A5NI1—H—HBREEEOTOZEZHR—KNLETAsana.
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EIE=2es

AppFabric 2L T ASHR—KhEhTVWBEEAsanalc BEEO T ZEIETHICE. XROEHXHZERE
EIRENFHYET,

c Asana D IR =T SARXRTHIVRNMBRETT, Asana TV RX—TTSAAXTHI NOERE
FR7YTIL—RICEIDFMCOVTE, Asana DI THA RO TAsanaL 2 —7 54 X
ESBLTLISETV,

e Asana Z7HDO VMR A—N—BEBEO—-)ILEZF ODI—H—HIVETT, O—JLOFMICOVT
&, Asana VI 7HA MDD TAsanaDEBEH LV A—/N—BEE , O—I)ILEZSBLTLEEL,

L—hHIRICETDEREIR

Asana l&, Asana APl IZL—RN#IRZFRL £, AsanaAPl O L — NHIBRDFEMIC DV T,

"AsanaFROYN—HA R DI7HA RO TL—KFIR, 28RBLTSEET V), EBED
Asana7 7’V T —> 3> O EDLENHIREE XS AppFabric &, ICRRENDEEOVNEA
AppFabric  ATREMEA"H V) £ T,

T—REEICETDIERER

EEANRVINNEYYAKAEICEEENDETICRRIOTOEEN RETIEENHYVET., Ch
&, P7VT—2a > TRATEDEBEAMNRNOEBEE, F—RBEAEZHSTHEOOFHEEICEK
B2ENTY, L, ChETHIVRLRILTHARAEIAATEDBENHYET, YR—KIHFX
ERBEE. AWS Support ICBREAVWEHLELSEZL,

Asana 7 717> N AppFabric N\ M #Z#:

AppFabric Y —EARATT 7V r—>3a> N RV ZER LS. T Z#EFR AppFabricd 2 HEH
H') EFAsana, Asana T ZRFETH=HICHELFEHRE R DTS AppFabric, XOATY T
CREVWERT,

T7 )R
T+ K~ID

AppFabric @77+ >N IDZVIJITANLET, OFTF 2 ID AppFabriclk, O RXAZ ID &EFEFE
NEFTAsana, RXAV IDERDF3ICIK, Asana R—ABE TUTOERICHE > T EE L,

1. PAHAD> 07074 —)LEGZRRL., BBV -] ZBRLET,
2. [RE]ZBRLEY,
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3. [RXAVERE]ETAYZO-ILZET,
4. COEIYIVDORAALT D % AppFabric T+ N IDBEICANLET,

FTURE

bl
\
-

—E 0 Asana B ZBE T BB ZANLET, AppFabric &7+ KEZFERALT, 77V
METTVRIAN SERENERYIAKICIRILER/ITET,

| S

M or

Y—EATHONN=02

T 7 VUFREEIC A B AppFabric Asanad @ ZIk, H—EATHT2 NOAsanatt—EAT AUV K
N=OUNBETT, Y—EATHIRNN=020ZBBEETHEVESE. RICHAITSHFIEICHK
TLEEL,

1. BY—ERT7HINZERTDICE. TAsanai4 Ry DI7HARNO TH—EATHT U~
DERICHEVET,

2. "H—ERAT7HIUMNOEM R=IHFNOTRREAEEEIL, "H—ERT7HINDE
my R=OTFTHICHBD =02 ZIE—LTRELET,

3. M=V ZEREITBHEIC "H—ERATHINDEII R—DEZFHULESE. Y—ERXTH
TR EREL, HFLOUN—U ZER L TRETIHENHYET,

Azure Monitor

Azure Monitor l&, 72V RBREAVTLIAREN ST RV I F—2Z2IRE, F5H. WIS
TRLOOI/NBEEZRZIVTYVI1-232TY, 2FEHT S &Azure Monitor, 77U T —
2AVEH—EAOTRMENT X VAZRKRILTEET, ChilklY, F7UT—>3>oN
73— VAZEBBEL, DATLARYNCFBBLTTOTZLTHRTEERT,

Azure Monitor &, BE® Azure B8R Azure UADH T AoV T aveTFr o NIbk2T, &
ATALADINTOLAV—EOAVR—F MY STF—RZ2PNEBLVCENLET, F—XICHBE, 2
. BEL, BELRWERLEFKBETEDIHBEOY Ity NERTZIEHIC, HBOF—RTFY

N7 #—ALICREFELET, LD Microsoft Y —JL & Microsoft AADY =)L ZHETHDELETESE

¥, Azure Monitor 79741 EFT4OJ W, YT AOVT2aVLRILODARYNIETRDAHA

NEeREITZTSYRNTF—LOT T, FOTAETAOTICEK, VY—ANTEEEY), {R3E
N UNFRBENEY LEEEBREDBHRNISEENET,

tF 211714 AWS AppFabric D71=»IZ Z2FERATd &, ASEEOJEEI—Y—F—2%%
& U Azure Monitor, 7*— & %& Open Cybersecurity Schema Framework (OCSF) = I IEfR 1t
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L. Amazon Simple Storage Service (Amazon S3) /N7 ¥ N & fz(& Amazon Data Firehose A K1) —
LIZTF—RZHATEET,

N =R
« AppFabric @4 7R— K~ Azure Monitor
« Azure Monitor 7 170 > ~ AppFabric \ M $Z#t

AppFabric @ 7R— K Azure Monitor

AppFabric l&. JXDAzure Monitortf —EAA S5 1—H—BHEEEOT Z2ZETEET,

* Azure Monitor
* APl Management
* Microsoft Sentinel

» Security Center

Bl RS

AppFabric ZFAL T A SHR—KEnTLVWB5EHEAzure MonitoriZEEEO T ZEE TS ICIE. XD
EXERLEIBENBYET,

s BRNS A TIFEE pay-as-you-go Y7 AU VTS a> VT nh OMicrosoft Azure 7 I b
FRETY,

s TOYTRAIVVTAaVHAOARYNEZRMETRICR, 2BEE1 DO TRAIVT2 a3y
PBETT,

L—hHIRICETZEESEIR

Azure Monitor l&, VDOITARNZTSEF2VFT4TIVINIL (A—Y—FKLERET7TVT5r—>3)
EYTRVVT23VIDEREETFTFNIDICL—RHIBRZRLET., Azure Monitor APl L — Kl
BROFFMAICOWVWTIE, T Azure MonitorFROAY/N—TJITHAR, O "HUIOTARZEEDLSIC
Azure Resource ManagerAOY KU J 320 ZEERTD1 ZSRLUTLKEZ L,

T—REBEICETEIERER

EEANRVIMNEYVAKAFXICEEENZDETICRARI0O TOBEARETIEEN HYET. Ch
&, P7UT—232THRATEREEANRVNOEBEE, F—RBREBSTLEHOFHBEICK
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BEDTT, L. CARTFHIY RLALTHRRIAXTESBANBYET, YR—NIH
ERIFEAIE. AWS Support ICBRVEDELSEE L,

Azure Monitor 7 170> ~ AppFabric \ 0 $Z#t

AppFabric Y —EARTT 7V —2a > N RILVEERL S, T ZH&RR AppFabricd 2 4 BN
& V) &9 Azure Monitor. Azure Monitor T ZFRFLT 2 =S ICHLEXIFHZ R DT (& AppFabric,
ROATY TICRVET,

OAuth 77’V —> 3> OERK

AppFabric (& OAuth2 Azure MonitorZ AL T EHEELET, TOAuth2 77— 3 > &ER
TR, ROATY 7#E1TL F 9 Azure Monitor,

1. Microsoft Azure R—Z)LICBELTHA 142 LET,

2. Microsoft Entra ID IZBBIL £,

3. T7UEBERZERLEY,

4, FRBHE Z2BRLET,
5

OAuth Azure Monitor 75 A TV R ED IV ZAT > MNDBBIZADLET, ChIFEREN
T7Ur—>a> 0OBwHICKEY)ET,

6. HAR—KRENTWVWBDTHIRZRATHIODIINTFORN ICREENTVWSDCEZERLE
9,

7. DAALYNURIICIE., 7SYRT7TA—LELTWeb ZEIRL, UX/AL YK URI ZEIL
xF9, JAMLNURIICERXOEREZFRALET,

https://<region>.console.aws.amazon.com/appfabric/oauth2

TOTRLAAWS U—23 > O <region>l&, AppFabric 777U RILZERELE O
d—RTY, HlAE, RKERF (N—>ZT74Z) V—23> 00— RiF us-east-1 TT, ¥
N)—2a>n )RXA4L Y KNURL & https://us-east-1.console.aws.amazon.com/
appfabric/oauth2 T3,

WEEL AR AR, A—H—OFEREICHII TR &, BEETAIZ URIIZEFENET, ChEls
ETRDERRATSaTHY, BTEETEXRIYN, BEALDRAS T UATRENYVET
EE

8. [BR] ZBRLET,
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9. BREATZUT, fSIHAEE>—IL YN ZERL, RCHLWIZSAT R —ILY N %
BRLET,

10. >—2L Y hOFHBAZEMLET,

M. =LY NOBMHRZERLET, ROAVIXIUASEEOT VY NEEZEIRT S
P HARLEEZRETEERT,

12. BMEBIRLET, 9547 —OL Y MER, ERRERBICOXREKRRTEET, R—T&H
nNaEilc, $9—I9LY NE2RZ2BEFRICRELTLSEZL,

EII_I;

RBEBT 7 AFA

OAuth 777V =23 ICRAATOT7 IV AHAZEBMTEISLENHYET, 7O EAFAZEM
I3k, " Microsoft EntraFROY/N—HA R, ® "I T APIICT O EATRDEHDT IR
FrAZEMN) B3V 0ERCRVET,

« Microsoft Graph 1—H—7 2 X API > User.Read All (EEX 1 7 ZiER )
« Microsoft Graph 1—H—7 2t X API > offline_access (EEX 1 7" %3&R )
« Azure H—E ABEEEEN Y API > user_impersonation (EEX 1 7 %i&1R )

TORAHAZEMLE®, PTOELAHFAICKIZEEENRZEZNETSICE. " Microsoft Entra
FRAYN—FHA R, O "EBEQORERZ V3V OERICRVET,

T7 )R

AppFabric l&. Azure Monitor7 A RASO1—HY—BREEEOATOZEEYR—MLET,
AeEEQJEI—Y—F—ROMEZZET B ICIEAzure Monitor, 2 DO F7 74— 3 U FR5E
ZERTIHBENHYVET. 1 277V T5r—>3a R ROY 7472 1) A MAzure Monitor T,
E512T7Vr—23 2 FERAY 7R U2 1) A KNT Azure Monitor Audit Logs & W\ S BHIT
T MADT7UREEICKK, BUTFNID, 95472 KNID, BRTIVSATN—DL Y
I\E{EFH'C'E’-E 9, PSEENJTEZETSICIE. Azure Monitor& Azure Monitor Audit Logs 7

JFRELDO @A Azure Monitor A" BB TY, 1—H—TFT VAV — I ZEHMTHEATHICIE. Azure
Monltor) TIRAEO KN BETT,

TF>KID

AppFabric @TF+> N IDZVJOITARMLET, Azure Monitor TV AT N ID ZBRERTBICIE,
ROATY THERITLET,

1. Microsoft Azure R—Z )L IZBEBL £,
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2. Azure Active Directory ICBEIL £7,
3. FP7TVEF, V23> T, UBICERLET7UZBRLET,
4. BIEEO>3a>T, FALINIV(TFONID74—=IRASTFMNIDZIOE—LET,

TFTFRE

ZDO—EDAzure Monitortt 7 AV a2 #BEIT2BaZANLET, AppFabricld, 7+
NE&EFERALT, P7URRRIE, PTURBDN SHERETNERY)AKICIRILER/FET,

@® Note
FFUNER. B, IXBAXE, BLFEUAR (). PYE—AIAT (). 4v>1
(). ZHORBKIFTHRENDRA 2,048 LFICTIHENHYET,

9Z4F>KNID

AppFabric 9547 RNIDEVIVIANLVLET, TUVFAT7NIDZRETSDICIE. XOFIEZ
217 L £ 9 Azure Monitor,

1. Microsoft Azure R—Z )L [CBELE T,

2. Azure Active Directory ICBEL £7,

3. FPFVEF, £U23a>T, UBIICERLET 7V ZRBRLET,

4. BELO>a>T, T7IT5—>232 (OFA4T7>NID714=ILRIASOZATNIDZE]
E—L%Ed,

VAT —=OL Y b

AppFabric OS5 A TR —OLYRNZEVIDTARNLET, BRENLEOCAUh 77UDIZSAT
YRI—=OL YN, QAUth P7UHEREIZI>OATY T 11 TERLIZEDTT, OAuth 7
TVT—2 3> OERPICERENTEITAT R —OL Y NERARLEBEE. OAuth 771
T=2a EREIVIAVOATY T 8~11 ZiZVIERLT, HILLWEDEBERLE T,

77 RS

TT 7RI ZRIERT S & AppFabric, DSRY 7T Y 77042 RN KRRE niMicrosoft Azure,
RIALZERRTEET, VAV RIDSTHIRNIHA 4L, 5 &38R L T AppFabric &F2
EERBLET,
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Atlassian Confluence

ITXTOEEEZ 1 AFATHER, IFRL—>32, BETEET, Confluence l&, HMEE ISR
L—=>3 EfRmEeTRdF—LTD—TDAR—ATT, FAFTIVIR=ITR, F—LR. &5
WA7AO TV RNRTAFT72ER. BRL, ATFRL—2320FBENTEET, AR—A
Tlk, F—Alk, FE£ZBE BE, HEITDHENTE, FALAXN—2ENBEBRNOEHRE
EBELEVASTHREZRSK TLEOIIXERBEHRICTIVRALLEYTEERT, EF¥1UT 1 AWS
AppFabric D= 2FEAT3 &, ASsEEOJTEEI—Y—FT—XZFZELConfluence, F—3X%
Open Cybersecurity Schema Framework (OCSF) 2 ICIE#{EL L. Amazon Simple Storage Service
(Amazon S3) /N Y N F /zl& Amazon Data Firehose AN —AICF—REZHB I TEXRT,

N =R
« AppFabric @ 7R—  Atlassian Confluence
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{
"Name": "message",
"Type": "string"
I
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
},
{
"Name": "status",
"Type": "string"
},
{
"Name": "time",
"Type": "bigint"
},
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
I
{
"Name": "metadata",
"Type":
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
},
{
"Name": "severity",
"Type": "string"
},
{
"Name": "duration",
"Type": "int"
},
{
"Name": "type_name",
"Type": "string"
},
{
"Name": "activity_id",
"Type": "int"
},
{
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"Name": "type_uid",

"Type": "int"
},
{
"Name": "observables",
"Type": "array<struct<name:string,type:string,type_id:int,value:string>>"
},
{
"Name": "category_name",
"Type": "string"
},
{
"Name": "class_uid",
"Type": "int"
},
{
"Name": "category_uid",
"Type": "int"
},
{
"Name": "class_name",
"Type": "string"
},
{
"Name": "timezone_offset",
"Type": "int"
},
{
"Name": "end_time",
"Type": "bigint"
},
{
"Name": "activity_name",
"Type": "string"
},
{
"Name": "cloud",
"Type":
"struct<account:struct<name:string,type:string,uid:string, type_id:int>,project_uid:string,
I
{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"
I
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:string,mac:string, type_id:int,ip:string>>"

,path:string, type_id:int,accessor:struct<nan

"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str

{
"Name": "query_result",
"Type": "string"
I
{
"Name": "query_result_id",
"Type": "int"
I
{
"Name": "severity_id",
"Type": "int"
I
{
"Name": "status_code",
"Type": "string"
I
{
"Name": "status_detail",
"Type": "string"
I
{
"Name": "status_id",
"Type": "int"
I
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string, type:string, hostname
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string
I
{
"Name": "actor",
"Type":
},
{
"Name": "dst_endpoint",
"Type":

"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_

iy
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{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strtL
},
{
"Name": "user",
"Type":
"struct<name:string, type:string,groups:array<struct<name:string,uid:string>>, type_id:int>"
I
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string,type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
I
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
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1,
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
1,
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
1,
{
"Name": "disposition_id",
"Type": "int"
1,
{
"Name": "disposition",
"Type": "string"
1,
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
1,
{
"Name": "auth_type_id",
"Type": "int"
1,
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
1,
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
1,
{
"Name": "auth_type",
"Type": "string"
1,
{
"Name": "firewall _rule",
"Type": "struct<version:string,uid:string>"
},

EEMOHDEFIUT 1Y =) 133



AWS AppFabric

EEHAR

{

"Name": "proxy_connection_info",
IlTypell :

"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"

}I
{

"Name": "connection_info",

"Type": "struct<direction:string,direction_id:int>"
IlNamell: Ilapill’

IlTypell :

"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc

iy
{

"Name": "attacks",
IlTypell :

"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc

}I
{

"Name": "raw_data",
"Type": "string"

"Name": "email_uid",
"Type": "string"

"Name": "malware",
IlTypell :

"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:array<

iy
{

iy

"Name": "start_time_dt",
"Type": "string"

"Name": "direction",
IlTypell: Ilstringll

"Name": "smtp_hello",
"Type": "string"
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{
"Name": "unmapped",
"Type": "string"
1,
{
"Name": "direction_id",
"Type": "int"
1,
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmazc
1,
{
"Name": "email",
"Type":
"struct<uid:string, from:string,to:array<string>,data_classification:struct<category:string
1,
{
"Name": "impact_id",
"Type": "int"
1,
{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:strinc
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
1,
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
1,
{
"Name": "count",
"Type": "int"
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},
{
"Name": "confidence_id",
"Type": "int"
},
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string, type:string,value:string, provider:string>>"
1,
{
"Name": "rcode",
"Type": "string"
1,
{
"Name": "app_name",
"Type": "string"
1,
{
"Name": "rcode_id",
"Type": "int"
1,
{
"Name": "query",
"Type":
"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
},
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups:z
1,
{
"Name": "response_time",
"Type": "bigint"
1,
{
"Name": "delay",
"Type": "int"
1,
{
"Name": "start_time",
"Type": "bigint"
},
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{
"Name": "proxy_http_request",
"Type":

"struct<version:string,url:struct<port:int,scheme:string,path:string,hostname:string, query

},

{
"Name": "version",
"Type": "string"

},

{
"Name": "stratum",
"Type": "string"

},

{
"Name": "stratum_id",
"Type": "int"

},

{
"Name": "dispersion",
"Type": "int"

},

{
"Name": "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int, packets:int, packets_in:bigint>"

I

{
"Name": "precision",
"Type": "int"

I

{
"Name": "size",
"Type": "int"

I

{
"Name": "actual_permissions",
"Type": "int"

I

{
"Name": "base_address",
"Type": "string"

I

{

"Name": "requested_permissions",
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"Type": "int"
I
{
"Name": "end_time_dt",
"Type": "string"
I
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
},
{
"Name": "remediation",
"Type": "struct<desc:string>"
},
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
I
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
},
{
"Name": "time_dt",
"Type": "string"
},
{
"Name": "group",
"Type": "struct<name:string,type:string,uid:string>"
},
{
"Name": "users",
"Type":
"array<struct<name:string, type:string,uid:string, type_id:int,risk_level:string,risk_level_
I
{
"Name": "confidence_score",
"Type": "int"
I
{
"Name": "state",
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"Type": "string"

I

{
"Name": "state_id",
"Type": "int"

I

{
"Name": "evidence",
"Type": "string"

I

{
"Name": "confidence",
"Type": "string"

I

{
"Name": "risk_level",
"Type": "string"

I

{
"Name": "risk_score",
"Type": "int"

I

{
"Name": "impact_score",
"Type": "int"

I

{
"Name": "risk_level_id",
"Type": "int"

I

{
"Name": "finding",
"Type":

"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti

},

{
"Name": "user_result",
"Type":

"struct<name:string,type:string,uid:string,type_id:int, account:struct<name:string,uid:stri

I

{
"Name": "codes",
"Type": "array<int>"

I
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{
"Name": "command",
"Type": "string"
1,
{
"Name": "type",
"Type": "string"
1,
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
1,
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
1,
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
1,
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays
1,
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string,category_
1,
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
1,
{
"Name": "type_id",
"Type": "int"
1,
{

"Name": "databucket",
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"Type":
"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
},
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
},
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
I
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v
},
{
"Name": "is_mfa",
"Type": "boolean"
},
{
"Name": "logon_type_id",
"Type": "int"
},
{
"Name": "auth_protocol_id",
"Type": "int"
},
{
"Name": "logon_type",
"Type": "string"
},
{
"Name": "is_remote",
"Type": "boolean"
},
{
"Name": "is_cleartext",
"Type": "boolean"
},
{

"Name": "auth_protocol",
"Type": "string"
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},
{
"Name": "is_renewal",
"Type": "boolean"
},
{
"Name": "lease_dur",
"Type": "int"
},
{
"Name": "relay",
"Type":
"struct<name:string,type:string,ip:string,mac:string,namespace:string, type_id:int>"
1,
{
"Name": "transaction_uid",
"Type": "string"
1,
{
"Name": "file_result",
"Type":
"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir
},
{
"Name": "file_diff",
"Type": "string"
},
{
"Name": "create_mask",
"Type": "string"
},
{
"Name": "web_resources_result",
"Type":
"array<struct<type:string,data_classification:struct<category:string, category_id:int, confi
1,
{
"Name": "app",
"Type":
"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c
},
{
"Name": "src_url",

"Type": "string"
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},
{
"Name": "priority_id",
"Type": "int"
},
{
"Name": "verdict",
"Type": "string"
},
{
"Name": "desc",
"Type": "string"
},
{
"Name": "verdict_id",
"Type": "int"
},
{
"Name": "priority",
"Type": "string"
},
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
I
{
"Name": "expiration_time_dt",
"Type": "string"
I
{
"Name": "expiration_time",
"Type": "bigint"
I
{
"Name": "comment",
"Type": "string"
I
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
I
{
"Name": "entity_result",
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"Type":
"struct<data:string,name:string,type:string,version:string,uid:string>"
1,
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
1,
{
"Name": "request",
"Type": "struct<uid:string>"
1,
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
1,
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
1,
{
"Name": "prev_security_states",
"Type": "array<string>"
1,
{
"Name": "security_states",
"Type": "array<string>"
1,
{
"Name": "folder",
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"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer

Ilurlll ,

"struct<port:int,scheme:string, path:string, hostname:string,query_string:string, resource_ty

"tunnel_type_id",
Ilintll

"tunnel_type",
"string"

"protocol_name",
"string"

Iljobll’

"struct<name:string,file:struct<name:string, type

"Type":
},
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
I
{
"Name"':
"Type":
},
{
"Name"':
"Type":
},
{
"Name"':
"Type":
},
{
"Name"':
"Type":
},
{
"Name"':
"Type":
},
{
"Name"':
"Type":

"num_trusted_items",
Ilintll

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",
"string"

:string,path:string,signature:struct<certi
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},
{
"Name": "num_resolutions",
"Type": "int"
},
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "num_detections",
"Type": "int"
},
{
"Name": "num_processes",
"Type": "int"
},
{
"Name": "num_files",
"Type": "int"
},
{
"Name": "total",
"Type": "int"
},
{
"Name": "num_folders",
"Type": "int"
},
{
"Name": "dce_xrpc",
"Type":
"struct<command:string,flags:array<string>,command_response:string,opnum:int,rpc_interface
I
{
"Name": "share",
"Type": "string"
I
{
"Name": "client_dialects",
"Type": "array<string>"
I
{
"Name": "open_type",
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"Type": "string"

1,
{
"Name": "tree_uid",
"Type": "string"
1,
{
"Name": "share_type_id",
"Type": "int"
1,
{
"Name": "share_type",
"Type": "string"
1,
{
"Name": "dialect",
"Type": "string"
1,
{
"Name": "cis_benchmark_result",
"Type": "struct<name:string>"
1,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
},
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
},
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string, category_id:int,confidentiality:string, confic
1,
{
"Name": "database",
"Type":
"struct<name:string,type:string,uid:string,type_id:int,data_classification:struct<category
}
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« T RI1—%— AppFabric [8F ® for productivity (7°L E 1 —) OB E

» AppFabric productivity APls
s T2

MR

AppFabric for productivity ZERA T2 &, P7UTr—23a>FROYN—&, P7UT5r—23 > B0
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ATIVRI-YF—DEERZEETORENTEET,
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AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEE D AEHNI B ET,

cOtEU2a>TR, TTUFROY/N—HFEEM AWS AppFabric @ £ (FLE1I—)DEHIZTT
DTF—23aVICREaTRDICKRIEET ., £EM AWS AppFabric B ED =8, FROY/N—I&, &
BOT7VT5r—23a2IC0i2>TEX=I), ALVE—ARIKN, BRAD, XvE—DEHNS A
BERALEAHARNRT O30 2ERTHET, A—F—ICE2TRY DY TFRT )5 —
SAVIVARVIVAZBRETEE T, YR—RENTVWBRTIVT—>3 20 UARNIOVWT
&, AWS AppFabric "H R—KEchTWB77U5—>3> ) #8RBLTLKEEL,

AppFabric for productivity l&. 77U —2 3> FROYN—HFLLTHEET N EZRETEES &£
URBRIBEOHOTIVLARAZREMLUET, £EMDE L AppFabric DI ZHH THEVHREHD EE
l&. Z#EBL AppClient, 1 ADTARNI—H—ZBRLET, cOT77O0-F. 77U75—>3
DE BORIEBEORNZEBLUTTANTBIDICKRIDKESICERFTE N TVWET AppFabric, 1
ADI—Y—TTARNLEE, BIMOI—Y—ICT7 VA% HERT S HIIC, B AppFabric ® 7= &%
W77V T5r—>3a>& IZEETEET (") #5BStep 5. 77 U —2 3 > DAL AppFabric Z
JOTARNTD ), AppFabricld, 77U —> a2 E®ReERIELTHAS, F7UT—23arFR
AY/N—, IV RI—H— BLPEFIhSOF—R2RBEIDLHICLEHAICEATEDELSICLE
o chllky), BEESHDFETI—H—BAZILKIDHFENEAINET,
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« Step 1. for productivity AppFabric ZER 3 % AppClient

o Step2. P77V —> 3  &FIALEARTS

« AT Y7 3, AppFabric I—H¥—R—ZRJURLZT7DVr—>3ICEMTS

« ATV 7 4, ZERAL T AppFabric VOAT 7V T—=23 A Y ARNET O3 2RERTD
» Step 5. 77— 32 QWAL AppFabric ') VT AKNT S

o 4EME E AppFabric D =% ® OEE AppClients
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« RSN -—F142T

Bl RS

BT HEC. ZERTILEN BYVEITAWS THIUU N, FHHIZOWVWTE, "Y1 79v )
IHDAWS THO N BSBLTLKEETV, £, LTICRTIAMARI S —ICTIOLATES
d1—H—%=Dx< &% "appfabric:CreateAppClient" 1 AMMERT D HBENf HV)FET, Chilk
V), ==& (LT 7V —2 3> #&ETEFT AppFabric, for productivity BEED 7 U & AFF
ADREOFMICOWTIE. AppFabric ") 228U T2 & WAppFabric for productivity IAMZR 1)
>—0fl, BEBI—Y—ZERLTHEK LML EERTTN, MHRETETOEREIHSHETIE

HYEEBA, FHRICOVTR, "TEBT7IEAZE DI Y —%ERTEI 2ZRLTILEEL,

AppFabric for productivity &, 7L E1—mFIZKERI (N—Z740E) TOXMERATEXRT, T
DATY7ZRBRTHEIC. CEFOREMNI COMFTHIEZ2BAELET,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

Step 1. for productivity AppFabric Z/ER 9 % AppClient
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THIV bk,

AppFabric for productivity ik, 77U —2 3> FROYN—NLZE2THBE N ERETEES &
UREBRIBEHOTIVLARAZREMLUET, £EMDE L AppFabric DI ZHHTHEVHREHD EE
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JOTARNTS ), AppFabriclk, ZF7Us—> a2 BHRERIELTHS, 77V T5r—23a>FR
AYy/N—, IVRI1I—HY— BRTETNSOTF—RERBIDLEOHICLERICEATEDLSICLE
o chilkY), BEEHDFETCI—HY—BAZILKRIBZDEENEAINET,

ZER TSI AppClient, API ARL—> 3> &fHL 9 AWS AppFabric
CreateAppClient, AppClient 8T Z2E#H T2 MEN H DB Ak, UpdateAppClient APl AR
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AULTAPI ZEALTAWS Y—ERICT7UT—>3 2 22BTEERT., FMICOVTE, TIAM
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Lo

VDOTART714—=)LR

« appName - 1—1%— AppFabric R—Z I OREER—JICKRREND T 7 IT—23 2 OFH,
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« description-77Us—>3a>0OHATT,

+ redirectUrls - ZR&ICIY KI1—¥—AUA ALY NENB URI TT, redirectUrls i& 5 B%
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AEhEd, AWSFHIEDF— BLVPDAZIN—NZX—I RF—OFHMIZOVWTIE., TAWS Key
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« appClientArn - AppClient ID &% Amazon JY —A%X—LA (ARN), #IlZ K. AppClient ID I&
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2FET, EFEHATESDI—Y— ( THEEstarterUserEmails) AppClient & 1 AD& T
AppCliente, 1—%—(&, TEAE i AppFabric 1—H'—R—ZIIICEHNRRENATY S
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- rejected - DRI OE AN ICK 2 THER AppClient EnFE L iz AppFabric, #7001 A
MBI, EBICETIARETE., ZEMOI—HY—N AppClent FRTDEFETEXRY
Ao

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

TO2AVHFEMNTDE, T—EAFEHTTP 200 LAR AZRLET,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}
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}

Step 2.7 U T—>3a&BIAELERT D

OAuth2 0 FREE7O—&MINTBD T, F7UT—> a2 h AppFabric 1 B4 R EZEIZHKET
EBERS5ICLET, FFRAIA—REERLET, COOA—RFT7TVIT—>3>20ID ZRIEL F
T, FMICOVTR, "T&FE, Z2RLTLKEEV, RIZ, COFEAOA—RETIEARN—=I2ER
BLET, PTUVRAN—=OVR, P7VT5—232ATA 94 M Z2BBL THRRT S AppFabricT”
DEAFAZT7)Tr—23a 2 IlF5LET, FHHEICOVWTE., "Th—02, #5BLTIEEL,

F7VTr—>32 &R 32T 0L ARENETDHEOFRICOVWTR, 77U r—>32%
ERIBILEHDT IV LAZFATD 25RL TS,

1. BREEO—RZE#HER TSI, oauth2/authorize API AWS AppFabricARL —< 3> %M
LET,

VDOTARNT714—=)LR

« app_client_id (%&)- ATY 71 TAWS 7HI> M R L 7z ® AppClient ID. Z4ER
L £7 AppClient, HlZE alb2c3d4-5678-90ab-cdef-EXAMPLE11111 T9,

« redirect_uri(#Z&)- A7 Y 7" 1. AppClient DR THEAL =, BIAEICT R
1—H%—%"VAALOKNTSD URI TT, ZIEHRL FT AppClient, BlZIE https://
localhost:8080 T9Y,

« state (R A)-VIITANETD-INY VRBOREZHFTALLOO—EDETT, HlAEF
a8904edc-890c-1005-1996-29a757272a44 T,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. RREIER., 1—H—RBEELEURIICUAALIRNEQ, BBEIO—RAVIVUNTXA—REL
TRENET, HlZF. code=mMONyI9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXFX-
sxTAdRF-gDAiEAxX7BYK1D9krG3J2Vtpr0jVXZOFSUXO9whdekgJ-oampc T9,

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXX7BYK1D9krG312Vtpr0jVXZOFSUX9whdekql-
oampc&state=a8904edc-890c-1005-1996-29a757272a44
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3. oauth2/token API ARL—> 32 ZFERAL T, COREI—REFIEARN =IO ERML
£ 9 AppFabric,

CORN—=D2EAPI VO T ANCERAE N, AppClient A'#iEstarterUserEmailse %

T CRACENTT. AppClent FRIEhiS, COR—Y EFEQI—H—ICERTE

F9, COAPIARL =23 ERTITDICE. THIORBEN—32 4 OFREHREFE
RAI2ZENHBVET, BER/N—232405FBIC VTR, IAM I—H%—H4 RO API AWS
DOTARNDERZSRLTLSEZV,

DOTART714—=)LR

* code («U‘/A) REDATY 7 TR nJ-.EE‘ij FRICI—Y—IZ2RSHBAEI—RT
o % E mMONyJ9. MEUCTHQQGV3ChXGs2LRwxL tpsgya3ybfPYXFX-sxTAdRF-
gDAiEAXX7BYK1D9krG332Vtpr0jVXZOFSUX9whdekqJ-oampc T,

« app_client_id (%&)- ATY 71 TAWS 7HI> M ERL 7= ® AppClient ID. Z4ER
L £7 AppClient, HlZE alb2c3d4-5678-90ab-cdef-EXAMPLE11111 TF,

- grant_type (&%) - {Eld authorization_code TH&IThiFE KB A,

« redirect_uri(#ZB)- AT Y 7" 1. AppClient DER THEAL =, FWARICI—HF—&UA
ALYUKFDURI T, Z/ER L ET AppClient, 551k, RIEI—ROERICERLEE
NDEFRUVAALYBNURI THRIUENF HYET, A https://localhost:8080 T
CI

LARAT7 14— R

« expires_in- h—O 2 OBFMHBRIINZETORYKBETT, 74 NOFHERIE
12 BETT,

- refresh_token-&¥ID /token VIO TARNTEZTW>LEEHN—D>TT,

« token - BHD /token VI ITARNTERITW>1zh—02TY,

 token_type - CDfEWE Bearer &V ET,

- appfabric_user_id - AppFabric 1—%'— ID, < ®{Elk, VI T ARY
authorization_code 95V NEA7ZFERAL TVRHEENDHIREIET,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
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--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
}Il

ToO2avhEmddeE, Y—EAREBFHTTP200 L AR AZIRLET,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

ATY 7 3, AppFabric 1—%—R—ZFJLURL ZT77Vr—2a2 Il EBMT S

IVRI—Y—E@F, /1A NOERICERENDTIVT—23a0h50F—2\OFT I A%
AppFabric IZEFAI T2 H4EBA BN ET, . IVRI—HY—HATTVEERRIZ-HOOEHRD 11—
H—R—Z) (RYTTYTEE) EBEITHET, PTUVRREN COTOCAEMETDEM
& AppFabric ZHBRL £9, 11— —HEEM AppFabric 25 H 2 EfgH & s, 1—H—KR—
ZNWZBBL, 1 VA NOERRPIVART T VT—23 20T 023 IERENB TV Tr—>3
VEEREBRVEBEBTEDELSICBYET, OVA109dE, I—HY—RBT77U5r—>3a>% (C#
#tL T AppFabric £EMtZz@m L, P7UIT—23VICR2TAVHANET O3V #FHAND
CENTEES, 77U —3> % EHRAEL T AppFabric £EZEH 2k, 777Ur5r—> 3
VIZHED AppFabric URL ZIEMT 2 URENFHYNET, COARTYTR, I—H—HFT7UT—

> arhS5E#E AppFabric 1—H— R—ZRIIWICT IV EATEDRRSICTREHICFAXRTT,

1. P7UT—2320RECER, VAALIMNURLZEMTIZEISIVZEZRLET,

2. BYAEEHZERDFLES., RO AppFabricURLZUA AL I KNURLELTTFIUT—>3aic
EMULET,
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https://userportal.appfabric.<region>.amazonaws.com/eup_login

URL ZEBM32&, F7UT—>32z21—H—R—FIIIZFEETS LS AppFabricty KT Y
TENET, CCTR, I—¥—RBOJI2LT, £EHICETD A2 Y4~ AppFabric DERLIC
EREhBDT 7TV T—2 3 2 BRHLVEETEEXT,

ATY T 4, ZEAL T AppFabric VORAT 70 r—>3a> A %A NEeET O3>
BRTTD

A—Y¥—HFTF77Vr—>ararERLES, P7U5—232 e TFANOYYEZRZRS T
CET, - F—OAVHA N EERALTEERZOLEERENTEET, . 1—H—
TORAHFAEZF>TVWREDIZETWVWT AppFabric D& 1—H—0D A H A NEERLET,
&, 11— —F—X%Z AWS 7HO > N BT S |Z AppFabric 77 L £ ¥ AppFabrice A"7—2
AppFabric 232 HZEIC2VTR, "1 ZZRUTIKEEVWT—S0E,

A—HF—LARILOAHANETO232&F7T7VT—23ATERULTRRTDEER, Al Z
ERAULELTOAPI Z2FRATEEXY,

« ListActionableInsights —BfICOV\T, AT "ETAgEBRA YA by OO 3
ZSRLTLEZ,

« ListMeetingInsights —FMICD2VWTRE, XHA RTRRATS T2F0ERE, oI 3%
SRLTLEEL,

KITHEEE A YA ~ (ListActionableInsights)

ListActionableInsights &, 777U —>3> (EX—J, ALVE—, Xvt—2, ZBAY
BE)BBMTDTIVTAETAICEDVTETUREBA VYA NERTTSD, BXOEKENE
L<EBEEBTIDICHRIDAPITY, RRENBDAHFA NI, 11 NOERICERAES N
T—TFTAT7 7O RNDOEBORAKR 2 VEEENTVSR LS, I—F—RBAHA NOERICFEAE
NETF—R2 2T EP<KHERTEETT, ESICCOAPIFE, 1A NCEIKHERBENZTI>3
VEBRTENTEDLYS, I—F—RBEZOTTVT—232 A8 0QATF7 7V r—>3>TF 0
DAVERITIDCENTEXT, EAMICIE,. D API [ Asana, Google Workspace, Microsoft
365. Smartsheet BENDTZY N7 #—LEE KL, I—F—NFX—-I)LEF, ALVF—AXRVH
DR, FRAVDERBERITSCEZTHEICLET. KRESEETTI (LLM) TR, #HRE 1D
T30 (A=NLEXREZAVERE) ICEHNICHFHZEMTEET, 1—HF—RFhEETHE
ICHARIAAXTED -, ERRELZHHILL, £EMZEHDENTEERT, T2 RI1—H—
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BFTFTVT—23 zZRATR2TIVARVIVAEREIC, EREUERAR—2)L AppFabric %

LT, A—Y—FOO0ART77VT5—>3>0TF7 0232V &2RR, wRE. RITTEDRSICLET, 77
23V ERITIBICE. 1ISVs AppFabric A" 1—H—% AppFabric 1—H'—R—ZJ)LICUXAL I K

L. 70232 0FMZHRFALTRITIDZBENBYERT, L 2TERENLEIXNTOT >3
IZl&, —Z=® URL AppFabric & V) £9, Z® URL & ListActionableInsights API L AR
ADL AR ATHERATERT,

LT, Y R=REhTVWBROOQRATSUT—>3a>Fosare, EOF7IVr—a>TcHR—
RENTVBEIHLEFREDHLEEDTT,
« E X—)LMi#{E (Google Workspace, Microsoft 365)

« AL A—A4 R NDERK (Google Workspace, Microsoft 365)
« XRAYU DIER (Asana, Smartsheet)

VDOTARNT74—=I)LR
« nextToken (A7’ 32)- REOAVHARNDOEY NERBIRLHOR—IDF—>3I VK=
T,

« includeActionExecutionStatus - 792> 32 DEFTAT—RAOVARNEZTAND 7 1)L
R—TF, CNESDTIIAVREETNEAT—RAEBICEIVTTAINRUTEhET, £H
TZ %{E: NOT_EXECUTED | EXECUTED

JDOTARNAY A —

« AN Y S —IF Bearer Token EEEEICEIHKENHYET,

LARYAT7 4 =)L R

« insightId-£RE A1 RO—EDID T,

« insightContent - A > A NOBEELE, 1 VA NOERICERENLET —T AT 7 IORAD
BHIAKD) O ZRBRLET, F: 2551, BHIAKU VY (<a>RP)ZECHIML ATV T
Cl

- insightTitle-%£REnlA/ Y1 NOHRTT,

« createdAt- A ¥ A NFERENIZBRETY,

- actions-ERENLEA YA NTHBENDTIIIAVODIARNTT, 7O2AVATIIY
I
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« actionId-&EHRENLTFTI>3a>O—ENIDTY,

« actionIconUrl -7 9> 3> OERITHAEREATVWR TSV Tr—>3>0OF7 42 URL T
ED

- actionTitle-4.KEniT7 o> a>OH/BETY,

« actionUrl - @ AppFabric 11— —R—ZIITF7 I3 2RRIBRTETISZ I RI1—
H—D—FBDOURL, F: T7U2aVEEATITDHEE. ISVFP7UTr—>32E 20 URL 2EH
LT1—+—% AppFabric 1—H—K—&)L (XY 77y 7EE) CUH ALY RLET,

« actionExecutionStatus -7V 3N AT—RAERTIHEETY, IEETEZZER
EXECUTED | NOT_EXECUTED T49,

- nextToken (F7'23a)-REOA>HANOEY NERBITBDLOOR—IF—232N—7

VTY, CBESRJAT2A20T714—)LRT, nul AMRENIZHERE, O—RIBDAHFARH%
MU EBEVWC EZERLET,

SEMICDOVWTIE, TActionablelnsightsy 2B L T E& L\,

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

TO2avhEmddeE, Y—EAREBFHTTP200 L AR AZIRLET,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
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"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.3784932Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

]I

"nextToken": null

L2FED (R (ListMeetingInsights)

ListMeetingInsights &, @BORAREZENL LY, EX—I® XY E—2F0MOT 7)) T—
AVEEHLTEEEYOEVT —TA 779K ERRLEYTBHIET, SEOLRICATTERE
TADICKRIAUDAPITY, I —RBI<ICaB @ ERNTE, ATV ZERO2FR 10
CTF7VTr—>3a el BXA2FENETET,

JOTARNT714—=)LR

- nextToken (F7°'>3a2)-REOA YA MDY NEREBTHDLOOR—DFR—23a =7
T,
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DOTARAY A —

o BARBAYA—I|F Bearer TokenfBEE L EICETHENHVET,

LARZAT7 4 =)L R

« insightId-£RE A1 NO—EDID TY,

« insightContent -4 >H% A4 NOFHBAT, FHFHEXFIHOEXTHRARTENET, A, &
ECOAHA RNFEERBOD, B E,

« insightTitle-&£REhkA/ Y1 NOHRTT,
e createdAt - AU A RFERENEHETT,

« calendarEvent - I—H—NFEIXREEERHL OV F—ARIINFEFLERZFEL2ETT, AL F—
ARYKNATZS IO N

e startTime- AR NOBBEZTY,
e endTime - IR NDKRTEZTT,
« eventUrl-ISVF7Z 7 UT—>23a>0AHL A —AR>KNO URL T,

« resources- A HA NDERICEETZHOVY—AEZELIVARNTT, UY—AFTSTH
N:

- appName - UY—AN BT F77UTr—>3a > DEETY,
« resourceTitle- UY—ADHBETT,

« resourceType- UY—ADZRAL 7T, I8ETE BEIF EMAIL | EVENT | MESSAGE | TASK T
CB

« resourcelUrl -77UTr—>3a>AM)Y—AURL T,
« appIconUrl-UY—ANEBITDT7IVTr—3>OEK URL T,

- nextToken (F7°'>a2)-REOA YA MDY NERMEBITHILEHOOR—DF—a =7
VTY, CB55R@FAFSa DT 4—=ILRT, nul FRENEBEE. O—RIB2AHAMRMN*E
hlEmWCEezZEKRLET,

MOV TIE, "Meetinglnsights; 2B L T EE L,

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"
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To2avHRHeadE, HTTP 201 LARY AFBRENET,

200 OK

"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444L4L"
"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
I
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

.
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
.
{

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"

}I
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"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

.
"eventUrl": "http://someapp.com/events/1234",
.
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]

}
]I

"nextToken": null

AFARNRTOaVICBATR T A — RNV VERELTEZ LV,

API| AppFabric PutFeedbackZARL—>3a>ZFEAL T, EREhEA A NETOI 32
g2 71— RNV IVERRBLET, COBERFTTVICEHIALE, BED Insightld Tk @
74— RNNY O (1~5, FHMEABVEERWV) ZEEFE TR HENREE hET Actionld,

VDOTARNT714—=)LR

c id-T7A—RNYIDEBHREBED AT IV RNDOEBRFTT. <hlk, Insightld £lE L
FhhH T Actionlds

« feedbackFor- 741 —RNYIDREERREBLD VY —ARZALTTT, FHATESE:
ACTIONABLE_INSIGHT | MEETING_INSIGHT | ACTION

- feedbackRating-1A5 5 XTOFHATT ., EANKEVRFEIMMAGVWEZERLET,

LARYAT7 14 =)L R

« LARVATZ A= REHYEEA

SHMICDOWTIE., TPutFeedbacky ZZBL T &L\,
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curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3
3

ToT ARBLIEHE, Y—EARZED HTTP AX%Z#HFD HTTP 201 L AR AZRLFY,

Step 5. 77— 3> OEE AppFabric 2 ) VT AKRT S

COBRT, F7U5—>3a> Ul &Z#E#HL T AppFabric VAAT U —a>rA4 %4 K
ET023vEBOIAR, B—OI1—H—(CEITBDAHAMNZERBLELE, TAMNIER

L. AppFabricOBELBZIVARVIAZMOI—H—ICHIRL EVWEEEK., LE1—EREE
AppFabric DO ICT7 7V —2 3> &BFEEFETEE T, AppFabricldk, 77U 5r—>3a > 7K
Ay /N—, IVRI1I—HY— BRTCETNSOTF—RXEZRBEIDLEHICEBLEVEAZTREICTSHIIC,
T7D5—2ar BRERIALET., ChiCkY), EEHBDFETILI—HF—BAZILKRITDHENH
APNET,

BIL7 Ot AR

appfabric-appverification@amazon.com ICX—)L&ZEEL. 77U Tr—>3a>okitze ) VI ANL
T, BREEZ7OEAZRABLET,

EX—LORXIZGRRXDERESOERT,

« AWS7AHT>KNID

- RAZHBEITRDT T T—232 DR
* AppClient ID

- B2 OEERFEFE®

Tz, ARTHIE, UTORBEEHD L, BEIELNPHEZTMIIBICRIEET,

FORAEHFATHI1—H—8 (#5)
- JY—RH
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@® Note
AWS 7HIORKNIZ—%—FERFAWS N— N F—BERIZ—vy—HFVBEEE. E
A=)LTOE—-LTLEETV, BMLTHBLKE, BRIV OELAZAE—F1ICEHD N
TEET,

R
RIE7OEREMAT S, ROEEEBLLTVBLEN B ET.

s FEEAWS TAHI N BEDLEOIC 2EATBICE. B AppFabric ZER T2 HEN HY)
£

T, LTOREDSSE 1 D2UEZEBELTVARLENHVY)ET,

- AEE, LB EEAWS MEIR | BB AWS Partner Network 232 O AWS N\—KF—T79, &
MICOWTE, TAWSH—EAN—KFT—FT14T7 1 Z2SRLTLEE,

. {@iE. B=E 3 E/IC AppFabric DY —E ZIC 10,000 USD L EEER LTW AR T,

« 77 VT —23>H AWS MarketplacelcBEHEhTWVWD &, FMICOVTRE, TAWS
Marketplaces ZZBRL T<EE V),

RIALAT — R ADEFHOFH

T7Ur—23a>0mR%E. EX—ITREL, OAT—2X XA AppClient /" »5
pending_verificationlZZEbh V) EFverifiedo 77V T— a0 FHATENEBEEARK. B
AtAZHHTITOIHENHVYIET,

EI!‘
N

4 M [ £ AppFabric ® =8 @ OEE AppClients

AWS AppFabric for productivity ##8Elz 7L E1—RTH ', BEEE D AEEENS BV ET,

AppFabric for productivity Z& 2 AppClients LT, RIS RTRIAT7OLADEREX D TFH A%
AL—=RIZITHENTEET,
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O F 4l Z B8 9 % AppClient

API AppFabric GetAppClientARL—> 3> Z#EAL T, AppClient AT —X ADEREKE
AppClient, OFFMZERTLE T, FHMEICOWVWTIEF. TGetAppClients 25RL T EE L,

NDFEHMEEB T SI(CIE AppClient, %< &% IAM "appfabric:GetAppClient" RS —
DT VEAHANFBETT, FHICOVTR., "TOFMZEEIZELHOTIEAZHATS
AppClients; Z2ZBL TS IEZ L\,

VOTARNT714—=)LR

« appClientId - AppClient ID,

LARVAT71—=)LR

* appName - 1—%— AppFabric R—Z ) OEER—DICKRRENDT7IT—23 2 OEH,

-+ customerManagedKeyIdentifier (F 7> 32)-F—XDOES{LICEAEThDHAXII—X
Z—T RE¥— (KMS HFEK) O ARN TT, EEELEVIES, AWS AppFabric Y x—2 RF—A"F
AEh&xEd,

- description-77Us—>3a>0OHRATT,

« redirectUrls - ABRICI> RI—F—HFVSH AL I NENDB URI T, redirectUrls i 5 BE
TEMTEET, #HlxlE. https://localhost:8080 & T,

« starterUserEmails - 77U —2 3 MRIEENDETOBE, 1M N 2Z TS E-H0
TORANHFAENDI—HF—NDEX—ITFRLATYT, FATERDTRLAE 1 D2O&TT,
iz |X, anyuser@example.com T¥,

« verificationStatus - AppClient BRIEAT—3X A,

« pending_verification - ®#&FEE AppClient TR ZH#ITH T3 AppFabrico NRFEE h
2FT, EFEHTESDI—Y— ( THEEstarterUserEmails) AppClient & 1 ADK T
AppClient,

« verified-RIAZTOEAN IZK 2 TEFEICTET AppFabric L, AppClient A2 ICHREEE hE
L,

« rejected - MR T OEAN (Ck 2 TIEE AppClient & FE L £ AppFabric, BIIZ7' Ot A
BTN, EEICETIZDETE. ZEMOI—Y—H AppClient ERTZ L TEERE
Ao

curl --request GET \
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--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

ToavHRHTdE, Y—ERAF HTTP 200 L AR AZRLET,

200 0K

"appClient": {
"appName": "Test App",

"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",

"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"

1,
"verificationDetails": {
"verificationStatus": "pending_verification"

1) A~ AppClients

API AppFabric ListAppClientsZARL—>3a>ZFEALT. OJANZRRLET AppClients,
AppClient Z & 12 1 D0 AppFabric D& ZFFAILET AWS THU >V b COFIRIFFEREEEZ NS
AREMEAN BV ET, FMICDOWVWTIE, MListAppClients; 2B L TS EE L,

AppClientsZ —BRRTDICIE., P& EE IAM "appfabric:ListAppClients" RUZ—D7F
DEAFANVETT, FMICOVTE, "TUARMOTIEAZFHT TS AppClientss 258 L
TLEZL,

VOTARN714—=)LR
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« BATA—I)LREBYEEA,

LARYAT7 14 =)L R

« appClientARN - AppClient ID Z& ¥ Amazon )Y —RA%—/A (ARN). #lZ (. AppClient ID (&
Tdalb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus - AppClient BREEAT—X A,

« pending_verification - ®#EEE AppClientT EZH#ETH T3 AppFabrico H#&ELE
2ET., EFATESDL1—Y— (TiEEstarterUserEmails) AppClient & 1 AD&K T
AppClient,

« verified-BREF7OEAN ICK 2 TEFEICKET AppFabric L, AppClient "2 ICHRIIE N E
L%,

- rejected - ORI O AN IZ& 2 THES AppClient hFE L = AppFabrico BREIE7' O A
FEMEh, ERCETIBETE, EBMOI——7# AppClient BAT S LB TE &L
Ao

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

TO2aAVHAEUWTRDE, Y—EAGFEHTTP200 LAR AZRLET,

200 OK

"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}
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D E#T AppClient

API AppFabric UpdateAppClientARL —> 32> ZFEAL T, (CNXYEY T &E hi: redirectUrls
ZEHULET AppCliento AppName, . FERFTOHONTA—2E2ZEITILEN HD5EF
starterUserEmails, % HIEk AppClient UL THILWINSX—R ZERTHDHLEN HVYET, FHMICO
WTlx., TUpdateAppClients 2B L TS E&E L,

REHITBICE AppClient, %< &% IAM "appfabric:UpdateAppClient" RU—DTF ot
AFFAINVETY, FHHEICOWTE., "TEFNOT7 IV EAZFFT TS AppClients; Z5BL T
=V,

DOTART714—=)LR

« appClientId (#ZH) - redirectUrls Z E#13 % AppClient ID,

« redirectUrls (#78) - EFE 1= redirectUrls W) A NT 9, redirectUrls [& 5 X TEBMTE
£9,

LARVAT71—=)LR

« appName - 1—%— AppFabric R—Z I OEER—JIZKRRENDT TV T—>3 2 DOEH,

-« customerManagedKeyIdentifier (F 7> 32)-F—XDOES{LICEAET D HAXI—X
ZF—T RE¥— (KMS HFERK) O ARN TT, EEELEVIES., AWS AppFabric Y x—2 RF—AH"F
AEh&xEd,

- description-77Vs—>3a>0OHRATT,

e redirectUrls - &BRICTIY RI—HY—HFVRXALIMENS URI T, HlAEF, https://
localhost:8080 T9,

« starterUserEmails - 77U T —2 3 MRIEENDETOE, 1AM N 2Z TS E-H0
TORANHFAENDI—HF—NDEX—IFRLATYT, FATERDTRLAEE 1 D2O&TT,
5l z |X, anyuser@example.com T9¥,

« verificationStatus - AppClient BRIEAT—3X A,

« pending_verification - OREEE AppClient TEEHEITH TT AppFabrico N&RIEE 1
2FET, EFATESD 1Y — (THEstarterUserEmails) AppClient & 1 AO KT
AppClient,

« verified-RIAZTOEAN IZK 2 TEFEICTET AppFabric L, AppClient T2 ICHREEE hE
L7,
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« rejected - PRI T OEAN (Ck 2 TIEE AppClient & FE L £ AppFabrice BIIZ7' Ot A
FBEEh, ERICETIDETE., ZEMOI—H—» AppClient ERTR & TEEY
Ao

curl --request PATCH \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \

--data '{

"redirectUrls": ["https://localhost:8081"]

} 1

TO2AVHFEMTDE, T—EAGFEHTTP 200 LAR AZRLET,

200 0K

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1)
"verificationDetails": {
"verificationStatus": "pending_verification"
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%Z HIBR9 % AppClient

API AppFabric DeleteAppClientARL —>3a > &AL T, FEIZ/4 2 /= AppClients ZHIBR L
F9, FMICOVTIF. DeleteAppClienty ZZBL T &L,

ZHIBR T (C1E AppClient, 2% < &% IAM "appfabric:DeleteAppClient" RU—DOT U+
AN BETT, FMICOVWTRK, THIBRT BT VA% 95 AppClientsy ZZRL T
=L\,

JOTARNT74—=)LR

« appClientId - AppClient ID,

LARYAT 4 =)L R

« LARVAZ7 1 —=)ILREHEEA,

curl --request DELETE \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

TOaVHARUMULESRE, T—EARZEO HTTP XX Z#F D HTTP 204 L AR AZRLET,
IV RI—Y-—RA—DO2EHID

T RI—¥—HIC AppClient BRBL =02 &, BHMHIRAVNDEEHTEET., ch

& k—72 > APl & grant_type refresh_token £ Z#HA AL E THERATEI L TRITTEFE

9, grant_type A" authorization_code TH2HE Wk, FHTNE refresh_token ik, h—7
YAPIOLARVAO—HELTRENE T, F7AINOBMHRIE 12 KE T, FH API %
O TIICE. "appfabric:Token" IAM RS —OF AN BETY, FMIOVWTE, "h—72
J1BRY TEFNOT UV AZFFAIT S AppClientss ZZRL TS EE W,

DOTART714—=)LR

- refresh_token (%) - &¥ D /token VI TARNTETEW>EEHFN—U T,
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« app_client_id (&%) - BIZERE iz AppClient UY—ZAD IDAWS PHT U K,
- grant_type (#7B) - refresh_token THRIFNIERY EH A,

« expires_in- h—=O 2 OBEMHRATINDETORYEBEETT, F74ILNOEMERE 12 &
FEﬁ-C"?o

« refresh_token- HZAID /token VIO TARNTRHFW>EEHN—DU>TT,
« token - &AID /ftoken VO TARNTEIFW>Eb—02TT,
« token_type - CDOfElF Bearer IZ&VET,

- appfabric_user_id - AppFabric 1—%#'— ID, COfElx, VI T ARND
authorization_code 2 N B4 7Z2FEALTVWREENDHABRENET,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3r

TO2AVHFEUMNTRDE, Y—EAGFEHTTP 200 LAR AZRLET,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"
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NS a—F42Y

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV ET,

OtV aATIE, £EM AppFabric B LD EHO—BROBTIS—ERNZTINT21—FT142TIC
DVTHBBALET,

RKBREODT 7 IVr—>3>

for AppFabric productivity 2B L TTF 75— 3> T VARVI D AR BILTB TS U5— 3
FAROYN—, IT¥RI—F—CMEERBT2NCRITOEAERTLES. 77U —

AR INT, RRIEOREASAZ—RNL, BRIETOLANETLEBED K, BRIDEK DIREE
Y ET, DFY, OEREICstarterUserEmailsfEA L &= AppClient IZlk, O XYy &—

NRRENET,

Application unverified by AWS AppFabric
RandoSoft

Allow AWS AppFabric to send data to an unverified app
RandoSoft ix MEQUESTing 1o access vour data. RandoSoft has not beon venified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wrverified apps might put your data at risk.

Continue Exit
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CreateAppClient T5—
ServiceQuotaExceededException

DER ISR DBIAN FKEL =154 AppClient, Z & IZHERK AppClients TE2 OFEBAEL
AWS 7HO ko ERIEFE1TYT, HTTP AT—XAO— R: 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

GetAppClient T 5 —
ResourceNotFoundException

NDFMZIMBITDEZICROBANRLEL 2B EIE AppClient, IEL LV AppClient Bl FAALE h
TVWBR e ZmALTILKEEZVW, COIZ—I, EEE Nz AppClient ¥ROHAS5BWCEZRLE
£

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

DeleteAppClient T 5 —
ConflictException

D HIBREF RO BIANFEL 12154 AppClient, BIOHIBRY VT AN ETHTT, TEESNFTTT
BETHELTAS, BESHLIEE W, HTTP AF—R AT — K: 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

O HIBREF RO BIANFEL =158 & AppClient, IEL L AppClient BRI FAAAEThTWVWR L%
BRLTLKEESV, COIF—EF, BEET K AppClient YEO2ASBVWCEZRLET,
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ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient T —
ResourceNotFoundException

DEFEFIIROBAN REL E15E & AppClient, IEL L AppClient BRI FAANEThTWVWR L%
BRLTLKEEV, COIT—EF, BEETZ AppClient Y ROASBVWCEZRLET,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

Authorize T 5 —
ValidationException

NTA=BZOVWTIhANAPIMEETERE W TVR &M EBAPIEZEBEWVEE., XOBIANIRETS
CENDYET,

ValidationException
HTTP Status Code: 400

EH 1: AppClient ID A"EEEE TV VEES

DOTANINTX—ARIZ app_client_id "BV EEB A, FEEKENTLVEVIESE AppClient
ZERT DD, BFEO 2#FAL Tapp_client_idBETL T EE LV, AppClientID 2BET >
(ZI&, ListAppClientAPIARL —> 3> & FERALET,

BH2ZHANDAZI—NZ—I RF¥F—ICT V1A AppFabric TE X WVEE
Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric ZIRE, POELAHFTNDRIENEEIZLY), HAZI—IXZ—IJRF—ICTIVEATESE
HA,. BESNEF—NEEITDEEZHRBL., (BB T U ARFT AppFabric Mf¥5Eh TV
BEEEAELET,
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EH 3 URLEEEENIEUS AL I MNEYTY

Message: Redirect url invalid

URLUVITIARNODURAAL IR ELVWCEZHBRLET, ZERELEEFHLELEZICURLSIEE
ENEVAALIRNOVTIDAE—HTILENHY) EFT AppClient, FFaAIchiUFAL I DY
ARNERTTDICIFURLs, GetAppClientAPIARL—2 3> & FALET,

Token T5—
TokenException

W<DOHDEHRDLS, UTOIZ—HFRETIEEFHNET,

TokenException
HTTP Status Code: 400

BR 1 EWEX-IIIEEEATVS
Message: Invalid Email used

FALTWVWAEX—I)LT7RLANYN. OERKEIC starterUserEmails BHICUARENTVDE
NDE—HBLTVWBHZEZHERLET AppCliente —BULABWEEIEE, —HITBDEX—ILTRLAILE
BLTHSBERLET. BATNIEEX—IIZRTRTDICE., GetAppClientAPIARL —2 3>
EEALEY,

BH2 h=UUFBEENTVEVIEES, grant_type ' refresh_token & L TIRE N B,

Message: refresh_token must be non-null for Refresh Token Grant-type

JOTANTEELEEHN =02 Ul FEZEZETT, M= APIO—=)ILL AR A
Trefresh_tokenZ2ELET7 VT4 7% B#IEELET,

ThrottlingException

API FEFAIE N0 #— 2 ZBABDL— N THOVHEATVRIER., AOBIANRETDIENHY)
£

ThrottlingException
HTTP Status Code: 429
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ListActionableInsights, ListMeetingInsights. PutFeedback O T 5 —
ValidationException

NFTA=ZOVWT IO NAPHEETERSE NEFNZBAPIEESBEWEES, ROBIANRETD &
AHVYETD,

ValidationException
HTTP Status Code: 400

ThrottlingException

API EFAIE NIV #— R ZBADL— N THOHE N TVREE, ROPIANRETDZENHY)
£9,

ThrottlingException
HTTP Status Code: 429

T > RI1—%— AppFabric [} ® for productivity (7'L ' 1 —) OB F %

AWS AppFabric for productivity #8ElE 7L E1—MRTHY), EEE D AEEN B ET,

chOto>avig, FRVEBED— V70— WREOLETEDLEHICEEMHERLE (TLEI—)
AWS AppFabric 25fR L 7=\W\ SaaS 777 —>3a>OI RI1I—F—Z2WHRELTVET, 7
V=3 aERL, JOAT7VT5—>3a> A4 NERRT S &% AppFabric ([CFF
AL, FEOT77UT—23ah80F 0232 (EX—IOEERRBEOATD1-ILBE) =
RTTBDICKIEET, BEHRTED TSV r—> 3%, Asana. Atlassian Jira Suite, Google
Workspace., Microsoft 365, Miro, Slack, Smartsheet BETT, AT UIYNDT I A%
AppFabric ICEFRIT A &, AppFabric @V OAFT 7V =349 ANET O3V ZEEDT
T7URATEERBL., KYBRNICEEL, REOD—IV7O0-RAICEEXRDIDICRIUEET,

AppFabric for productivity &, Amazon Bedrock ZFIA L =K Al ZERA L E 9, AppFabric (&,
PRABT O EATFAZZ TR 2 ERIZOKA VYA NET VIV ZERLET, BXOT S
D=3y, EQOAVTUIYNIFERAETATVRI N Z2ELICHBPTEDIRSICHFALET,
AppFabric l&, 121 NODERICEAEThZIEBELDIRBABESEZEETIONL—Z2T0XHEIC
F—REFERALEL A, FMIC OV T, "Amazon BedrockFAQsy S B L T &V,

NEY D
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- BIRREMNH

« ATV 1. IHY A4 49 % AppFabric

c ATYVT 2 AVHARNERTIBDCEZTTIICHATS

c ATV 3. FP7TVT—3VEERLTAVHANET OOV ZERTD

c ATV Z 4 BROTF7VT—232TAHANERFELIORTZVTr—>3>F023a2%
ESIE)

s ITEBEEEFIVTAEEEITE: £EM AppFabric B EDEHD ANDT IV ELANER (7L
Ea—) #ee

« NZTNZa—F127

AR SR AT
FEERBIZHIC. UTORBEFZTZ2TVBZEERBLET,

c IZHA M2 T B8 DERALEIR AppFabric: M AppFabric B LD - IC OFERAZRBTSIC
l&. . Asana, . Microsoft 365F zld VT hAOT7ANAA—DO 7T FL—FT 1Y R4
VREEER (1—H—B &£ /V AT — R) Google Workspace A" fETF Slack, I A1 FB L
AppFabric , 4 EM AppFabric LD ESHICEMICLEET 7V Tr—>3a>ol1—%—& L THEA
TEERT, TA21420FDE, EVOTTIUT—23 28 GLTA YA NOERZRBATE
£9,

s TV —=2a aERIBDEOORMER: VORT T UT—>3 200404 NeT O3
&, I—Y—HNERITBDTTIVT—23a VICEIVTORERENET, 4124142 OREER
B (A—Y—BENRAT—R) @G, BETRT7IVTr—>a>lell, BEICBEYET, HR—K
ENTWVWBR TV —>32ICIk, Asana, Atlassian Jira Suite, Google Workspace, Microsoft
365, Miro, Slack, Smartsheet ZENFHV) EFT,

ATY T 1Y A4 9% AppFabric

T7Ur—23>% (Z3Ek AppFabric LT, ATV EA A NEREEQOT TV T—>3iC
BEEZERVIAKETT,

1. IXTOTF7VT—23a i, SESTEBHFETEEM AppFabric B LD i=sHIC ZFHAL T,
EWEELEFTUS—2 3V ITOARUI Y AERBLET, COLD, FFUT— 3
VCEILEBBRIVRNIURA NS, AT O for productivity AppFabric D7/ R—LR—2
CTOERTEET, FA—LR—JiF, BHCTHTOLACHTSILTFANEREL
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3.

AppFabric, &¥CH A4 %ZELET., AppFabric TEMICTDIXNTOT7 S VIr—3a>
FCOBEAEICKRRENEKT,

Supercharge your productivity with AWS
AppFabric

Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligenee (A1)

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

Asana, Google Workspace. Microsoft 365, Slack D W\ FhA D7 O/NA X —H S BH DFRE
BHREFE>THA A LET, REODIVARVUIVAZBDICE, BMCLET 7T —
>ayZElCAU7AONA S —2FERL T AppFabric Y1 > 42§22 HEHLET, Hl
ZIE. App1 T Google Workspace DFRREEHMZFEAL B E . App2 TE, FEBEHY A
1T BDRENHBBEICE, Google Workspace ZFEH TR LN MREINET, Bo7O/N
A B—FE>THA AT BDERE,. PT7VT—23 2835 7OCLAZBEERTIS L
ENFHYET,

@) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

TAYT7TRARRENIES, YA A VREABHRZANDL, COTO/NA A — AppFabric #'5
DA A2 ZFEHLET,
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

[ G Sign in with Google |

l & Sign in with Apple |

OR

‘ }\dl.’ll"::"n'-‘(}rk email.com |

¥ We'll email you a magic code for a password-free

sign in. Or you can sign in manually instead.

Sign in to AWS AppFabric with Slack

P =2

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

.

Cancel Accept and Continue

ATYVT 2. AVHANERRTDERTTVICHTTS

A4 FBE, £EM AppFabric  EOEHICEMELLTVWR 77U r—>3a > RATIOA
T7Ir—2arA 04 NEeFT U232 %KRR AppFabric TER A ES A ESRDIEER—D
AppFabric "&RRENET, HlXIE, AppFabric T Google Workspace E X—J)LE AL X —A R
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REZWELY ., CRRIDIEZ ICHFALETPAsana, COREBEATY TE. BMICLETTY
T—2aYIZEMTAETRETIRIHLEN H V) FT AppFabric .

lr,-—q_\ Learm more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking “Allow”, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data
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Connect applications Leam more

Please connect any applications that you use, Connected apps provide the source of Information AppFabeic uses 1o generate insights and actions that superchange your productivity,

Application - Status - Action

[ smartsheet S Not connected Connmect [
Sk slack 2 Not connected Connect [
& Google Warkspace S Mot connected Connect [/
ol Asana ) Mot connected Conmect [4
£ Atlassian Jira suite &) Not connected Connect [
m Mo 2 Not connected Connect [£
BY Microsoft 365 © Not connected Connmect [

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign
i AWS AppFabiric will continue 1o pracess your INformation and crexte insights in this manmer, until you disconnect the application 3nd AWS AppFabric. Learn more abolt how AWS AppFabric handles

your data,

F7OTr—>3>o94 24 FRARHRERMIL, T—RIT IV EALTA VYA NEERL, TV
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Tigned In
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
U || | |
4= slack O3 Acme widgets
. . Learn more
Connect applications
Please connect any applications that you use. Connected § nd actions that supercharge your productivity.
Application & Action
3 s . ” =D
. 2 = .
. ' Y
AWS AppFabric is requesting permission to
G sz
= el ? access the Acme Widgets Slack workspace =
- - =D
.o What will AWS AppFabric be able to view?
© Atlassian Jira suite =, Content and info about you ¥ m
W Mo Content and info about channels & conversations m
=. Microsoft 365 Content and info about your workspaoe * =
When you dlick "Connect”, you are instructing AWS AppFabric Cancel m + professional Information, and other information) from that
application and ingest it. Dnoe AWS AppFabric ingests that in! wrfaced to you within the application that you've used 1o sign
In. AW'S AppFabric will continue to process your information a WS AppFabric. Learn mare about how AWS AppFabric handles
yaur data
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Connect applications Leam more

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action
smartsheet (@ Connected
% Slack (2 Connected Dlsconne ot

5 Google Workspace &) Connected Disconne ot

+'- Asana (= Authorization falled. Please reconnect. m
& atlassian Jira suite ) Not connected m
m Mo (2 Mot connected
=. Microsaft 365 5 Mot connectied Connect [2

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o Process your INformation and create insights in this manner, until you diSconnect the ApplicAtion and AWS AppFabAC. Learn more about how AWS AppFabric handles your

data
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AV EX=IDEE. @BOATD 21—, RRVOERZE) AppFabric ZERTE X T, Hl
AZE, WUFTXEHARI—TAAL—23UHFBYVET., #REIDTU>3a B IE557TY.,
EW AV AN ZEZHES2T, BEEDEI—TFTAVIRRATDI1-IILTD, V2T
AET,

c RBROEMBIBIZDAI AN COBBEZRESE, SEORBIMTTERBIBDENTESE
9. AppFabric dSENDEZZDHL., 2BOENICHEIZ>EEEBMEZERLET, =512,
BHREhTVWBR TSV r—>3arhs, BETBDT—TA77IOKNEX=I, XvE—2 2R
IBEYVNFRRENET, P7VTr—232z4YBATAVTUOVZERTIFREANFfr4T. 2B0%E
BEMERNICEDDENTEET,

OOAFT 7V —2a>rposray

BEDA YA N AppFabric IZDWTIE, EX—=I)LDEEFE. @BOATZ1—)L. RATDOER
BEQHERT VAV EERTIBEEEHNET, PUOIVZERTDIEEID, BREh T
TVTF—23a>ORBEAVTHFANIEIVWT, BEN T 1 —JL R%E AppFabric ERIICA LT
EEXY, fIREF, 1 VHABPMCETVT, BRENEEAXA—NLARVAEFLEGZAVBEER
AppFabric TEE 9, BRE L7023 %0y 093 E, AppFabric FiEND 1—H—4 >
R—TIAAICBEL, 7O 2RI HHICERANECNEI T OV ERETEERT,
AppFabric l&, £ Al EEBE LD AKBAESETTII (LLM) BTNV Z—2 32 5 WREHAN
B3O, I——IC&BLEI—EADBLTHRANICT Va2 E2RITLEE A,

@® Note
HHZREEL THEFR T % AppFabric LLMEFERFESEKICH Y EFT., AppFabric IFLLME D
FEMPREZRIAELEEA, FMHICOVTIE, TAWS Responsible Al Policys ZZ8BL T
<EEW,

E X—)L DMK (Google Workspace., Microsoft 365)

AppFabric Tlk, FEOT7 7V —2 3> ANS EX—I)LEREL TEETER
9, From, To, Cc/Bcc, E X—IL#HB. EX—ILERXXYE—DBEOEERHNBZEX—=ILT71—)
RAHR—RNENTVWET, AppFabriclk, chsD 71 —J)LRICOAVTOVYEERLT, XA
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ZXTIRREMEZEMTETET, EX—ILOBENZTTLES, [EFE] ZBRLTE X—I)LZEFEL
£

X=NZEETRCR. ATOT7 1 —ILRNODADEHBETT,

« FEEDEX—JL(BEE. CC, ) DPBEL<EE 1 DBCCHAYBET, BMBZEX—ILTRLATH
PHENBHET,
s BBEXXDT 14— R,

AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line

Fallow up on the pricing program

Message
Flease follow up on the pricing program offline and let me know if you have any

questions, 3

EX—IIAEFEEhDE, EETNECEZTRIHRBEEARTIENET, 510, BEShLT
TVT—23VTEX—NERTRIBDIEHOOVVINRTENET, COUIEIVYITS
ETTVT—=23VICFTRERPL<BRTE, X—IIFREBEhEILZBBTERT,

AWS AppFabric Action

& Send Email

[ & Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC
ruth@acme.com

Subject line

Follow wp on the pricing program

Message

Please follow up on the pricing program offline and Let me know if you have any questions.
Gmall [

r ™
(Do )
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HLOE—A R NDOERK (Google Workspace., Microsoft 365)

AppFabric Tlk, FEOT7 VT —2a> AN SHL A —AR N EZHRESITFERTEET, 1
RNZARNI, OF—23>, BRARTRZEBN, BEEVARN, AIXRNOFEMBEDER

BBEALIA—ARIRNT A=)l RIPR—RENTVWET, AppFabricld, chsn71—JLR

WCAVTOVZERLT, RRVZRTIHHEAZERTEERT. ALOF—AXRNORENTT
Lis, MER] ZBIRLTAR NEERLET,

ALVHA—ARRNEHEETRDEER, UTOT7 A —)LRANDAHRFHETT,

- 24N, FRRBEK, BTHEE, /IXMNORA,
- FRBRBRETERIVAIICTRERETEREA,

s BE7 1) REEETIN, ANIR2BEREMNEEAX—NTRLAZANTILENHY XK
ER

AWS AppFabric Action

5 Create Calendar Event

Review Pricing Program revisions with Alex

Location - aptional

Starts
09:00 AM v 2023/11/27 C;_]}
Ends
10:00 AM v 2023/11/27 C;_]}
Inwite - optional
Description
Hey friends,
Let's review the pricing program with Ales,
Thanis,
| Creats

ALUVE—ARVRNEEFETRDE, ARVIERENECEZRIEBEANI RRENEKT, &5
. BEENLETTIVT—2 30 TARYRERRIDEODIINRRENET, OV D%
UV IFRETTIT—23VICTERKBHTE, IRV INEREN L EZRATEET,
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AWS AppFabric Action

& Create Calendar Event

Movember 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

.com,

Hey friends, Let's review the pricing program with Alex. Thanks,Ruth Sent from my iPhone

2 AT OYERK (Asana)

AppFabric Tk, FEOT7 7V — 3 HAAsanan' s TRAVEREBLPERTEET, X R
B, RAVMEE. HIRA, RRAVZHABEOREINBRAT 74— )L RAYR—KRENTVET,
AppFabricld, ChsD7 4 —)LRICOAVTUOVZERL T, RRAVDERBEZERTEET, X
AVDMENTTLIES., ER] ZBIRLTRRAVEERLET. ZAVE. TRREEhTLVS &
S, BZETBAsana TV — IV AR—AF LR 7O I I ELERRRAVICERENETITLLM,

Asana ZAVZEKTBEER. UTOT7 A —)LRANODADREHETT,

® 9’( |\)Ltm‘7§'o
« BEENBEE, HEBICEBAMWEREX—ILTRLAZADLBTIEZRYEHE A,

AWS AppFabric Action

«» Create Task

Title

Meet with F about Aeme pricing
Assignee - optional I

Johin Dae
Due Date - optional

202311/27 (,:E

We need to meet with Finance to finalize Acme pricing which Is oritizal far launching

our service.

BRAOHNEREND &, Asana ICRARAINERE N EEZRIBREENRRENET, &5
2. Asana DR AV EBRTER VNV VERTENET, OV ORIV YITRE, TTV
T=2aVICTRFERLBETE, RAINMMERE NI R2BRLEY, 2RV ZZHT S Asana
D—DAR—A, Z7OAP IV, FERRARAVICBBHES LY TDIENTEET,

ERZEKBTS: I RI1I—F—@F 194



AWS AppFabric EEHA R

AWS AppFabric Action
s Create Task

e
| &) Task created

Title

Meet with Finance about Acme pricing

Assignee

John Doe

Due Date

2023-11-27

Description

Wa need to maeet with Finance to finalize Acme pricing which & critical for launching cur
senice.

1 [2

Clo

2 A7 DR (Smartsheet)

AppFabric Tk, FEOT7 74— 3> HASmartsheeth 5 TRAV EREB LVPERTE X T,
BRATE, ZBAVMESE, HIRA., FAVBABEDERNB IRV 71— I)LRFHR—KRENIT
WET, AppFabriclk, ChsDT74—)LRICOAVTUOVEERLT, ZRAVDOEKBEEZEHET
BET, FRAVOWMENTTLES, EK] ZBIRLU TR AV ZEKL £F, Smartsheet R AT D
54&. AppFabric IE#F L W75 4 X—KNSmartsheet> — N &ER L., IERENERZATEZADLE
T o, AppFabric EKE T o> a2 aBEENEAEET1IARIC—TILT D LHICIT
bh&ET,

Smartsheet R AV ZBER T D EERE, UTOT7 1 —)LRANDAHFHETT,

« RAKNILERR,
s ABENIZHEE, BHECRAVWZEX—ILTRLAZADLETNER) XA

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finanee about Acme pricing

Assignees - optianal

alex@aeme. com

Due Date - optional

(e
2023/1/27 a)
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OLF sefvice.
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RAUVNEREND &, Smartsheet ICXR AV EREN L ZRTHREENAIRRENE T, &
512, Smartsheet DR AV ZHRBTED NV VERTENET, COUVIOZEDIVITRE, T
TVT—23a ICTERPL<S<BEL T, ERE N Smartsheet > — N IZH DR RAVEERTEET,
SEIEREND Smartsheet DZ AV K, IRXTZDI—KNIADENET, — R HFHIBRE NS
&, LW —N AppFabric M fEE hET,

AWS AppFabric Action
[ Create Task

-
| @ Task created

Diescription
We need to meet with Finance to finalize Acme pricing which ks critical for launching cur
service,

Close

ITEEBEELEF1IVT A BEEBEICEER: £EM AppFabric @ LD OO ANOTIEA
NEE (FLE1—)#ee

AWS AppFabric for productivity #8ElE 7L E1—MRTHY), EEE D AN B ET,

AppFabric for productivity 1—4'—R—2 JLI&. for AppFabric productivity ('L E 1 —) #8E% &
ALTVWB SaaS 77V Tr—>3a> 03I RTOI—HY—HFNT VY IITIEATEET, Z5L1Kk
ERAIBEADT IV AZEBATERLEVEZEATVS ITEEENSR, UTOHREERET
EEXY,

« D7AONAEA—(dP) AT A > #4IRT2: ID 7ONA X —RBRAOOT A>T o A7 OY 07
28T, ERAEEAOI—Y—T O AZHHTEET,

c BEODT7US—23>2 0 OAuth ZEMIZ T S: OAuth ZEMICTEDZET, ATV ARNI—A
THIRERITTEEXRT, CcOTFIaAvarREDE, I—HY—l, OAuth R EBEBEETEI T
T—=23A0 otV —OAR—AILEHTELBLIBZYET,

NZTNDa1—Fa120

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV E T,
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COto>3a> Tk, £EM AppFabric LD ESO—BOBIS—E N TN 1—FT1 0TI
DVWTHEBALET,

KRREOT7Vr—>3>

for AppFabric productivity ZFEAAL CTF7 7V —>a> T O ARV IV A%ZEE3Td 77U r—>3
Vi, IVRI—Y—ICHEZEHTIRICRIEZTOLAZETLET, ICH112L&5&L
FEEIC TRBEL NF—HFRRENEBEEW AppFabric, 77 U4 —3 3> AppFabricO#EEY’
OtAZZGFTEST., P7UT5r—2a3a BREOTATFOTATAETTIT—23 20 OERER
DREENBRENATVWREZERLET, P7UT—23 @ INT, RRIEODREL S AZ—K
L. REEZORRANTET LEBEDGK, BRIEEKDIRREICEYET,

RRIAEDT 7V T =232 2FATREERIBNBETT, T7VT—23a20RRENFTHTSH
B5ER. AT—BANRIABHICED>THSHEAZRBIBDLIICLET,

Application unverified by AWS AppFabric
[App Name]

£ Allow AWS AppFabric to send data to an unverified app
[App Hame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who
they elaim they are.

You showld nat autherize this app unless you trust the developer of this app, Allowing unverified apps might pat youwr
data at risk.

Learn more about how AWS AppFabric handles your data

BEANfrRELELE, £5—EHTH. EEEICHEFRELET (InternalServerException),

CcOXYE—2R, THABIS—, AN, FLEFESICKY, AppFabric I—H—R—FIILHFT 7
y—2a2 B —8RRTERBDN 2LV, F7VT5r—>3a>zIlLEY LESEICRREhD L
NHYNET, BEEES—EHLTKEZL, |
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[ & Something went wrong. Please try It again or check with your Admin, ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action

[ smartsheet @ Connected
4% slaek (@) Connected
5 Google Workspace @ Connected
o Asana 2 Not connected Connect [
£ Atlassian Jira suite ) ot connected
W o E) Hot connected Connect [
=' Microsoft 365 (=) Wat connected Connect [

‘When you click “Connect™, you are Instructing AWS AppFabric to access your infermation (e.9. messages, files, calendar Invites, colleagues, professional information, and other Infermation) from that
application and Ingest It. Once AWS AppFabric Ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

DOTAROAOY NUZTIEKY), VOTARERENELE, LESKLTASES—ERL
TL &\ (ThrottlingException),

COXY =&, AppFabric 1—H—R—ZIHFT7IVTr—23>20-—EBRRICKBRLIZBE
X, AOY NI ITOBBILLN T 7V T—>32 2L IEREECRTENDENBYET, #
BEELS—EHALTSEZWL, |
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[ (& The request was dended due to request throttling. Please try it again in some time. ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of iInformation AppFabiric uses to generate insights and actions that supercharge your productivity.

Application - Status & Action
Smartsheet @ Connected
A Slack @ Connected
G Google Workspace ® Connected
& asana (2 Nt connected Connect [2
& Atlassian Jira suite {5) Not connected
W o {Z) Not connected Connect 3
B Microsaht 365 ) Mot connected Connect 2

When you click “"Connect”, you are instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Information, and other Infarmation) from that
application and Ingest it. nce AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AW'S AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn mare about how AWS AppFabric handles your

data.

ZERATBHERN H V) £ A AppFabric, IZ AppFabric BEOJ A4 LTL<EE L
(AccessDeniedException)

COXYE=DF, PUORAEBOHIANCZKY ., AppFabric I—F—R—Z)HFTF7)Ir—=>3
VO—BRRICKBULEY, PTVT—232 &ML EYITRERTRENDENBYET, (I
AppFabric BEH 112 L&Y,
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[ (& You are not authorized to use AppFabric. Please check with your IT Admin,

Connect applications

Application

[Z] smartsheet

ab slack

& Goagle Workipace
oa Asana

€ Atlassian dira suite
m mir

BT Microsoft 565

data.

=

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Status
&) Connected

(& Connected

&) Connected

) Mot connected

(=) Not connected

2 Mot connected

E} Mot connected

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
application and Ingest it. Gnce AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn mare about haw AWS AppFabric handles your

AppFabric productivity APls

AWS AppFabric for productivity #8Eldx 7L E 1 —RTH ', BEEE D AEENS BV ET,

OtV TRE, EEMEDEHED API AL —2 32,

FBA L €9 AWS AppFabrico

(® Note

F—RH —BNBEIZS—ICO2WT

L X T D AppFabric APISAWS AppFabric U7 7L A, Z2ZRLTLKEEL,

[N =R
s T3
o F—4&XH

c —RNBIZ—

AppFabric productivity APIs
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To>3a

AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEE D AEEN B ET,

AppFabric £EMBEETIE, ATOT O3 FYHR—RENTVET,

2> X T D AppFabric APl 79223 IC2WTlk, AWS AppFabric "API 79232, #38BL
TLEEL,

NeEY D

» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
* PutFeedback

« =02

* UpdateAppClient

AWS AppFabric for productivity #gEld 7L E1—RTH ', BEEE D AEEEN BV ET,

ZE&FR L £ 9 AppClient,

NEY D
« UOTAREX

VOLIARNEX

JOTARNEIUT®O JSON EXDT—REZ T ANKT,
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NZX—& B7LL

app_client_id #F2 AppClient $% O ID,

redirect_uri ARBRIIVRI—HY-—HFUAALIRNEND URITT,

state DOTIANED=INY VEOREZHFTDI-OD—EDIE
T,

CreateAppClient

AWS AppFabric for productivity #8E(E 7L E 1 —RTHY), EEE DM B ET,

ZYERK L £ AppClient,

NEY D
e VOTARAEKX
° LZ,:)XE%

JOLIAREX

VOTARNEIUT® JSONEXDT—RZEZ T ANKT,

NTAX—& = B
appName T7)r5—23a>n&H,
B =5

REOFIR : &/ REFE1 T, BARIF 255 T,
QA IEW

clientToken DOTANDEEMOLHIZEIYN H TS —E0RAF (KXFE
MIFEEXB) ZEEELET, Chicky), AUEREEZE>T2
EEXTID B, VIVITANZLZEICBRATTEET, &
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NTAX—=5

customerManagedKey & 5! +

S

FEORF¥OFVTHL TRLUEZETSESRE. HOIXNTONT
X—ZIZERAUVEZEITBENHVET, UUID ZATDEZ
HERATRENHRENET,

COEZEBEELBEWVEE. BT ALBEAWS ZERBL K
ER

BLU ClientToken ZfE>T, A2 /N\NTX—ZTEREZH
HITITB L., BEITEE IdempotentParameterMismatch
NDIZ—ICKV)KBMLET,

8. x=F5|

NZ—> : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0O-9]{4}-
[a-f0-9]{4}-[a-f0-9]{12}

BHAE WWNZ

ICKR2T HAEZN—BEEBF— £ E iz ® ARN AWS Key
Management Service, c DF—FF—RXOESLICERALE
9,

F—AEEENTLVEVEESEFE., A WS YER—2 RF¥F— HE
AEehEzd, VDY—AILEYHTREZITID, F—EEORTD
VY7,

AWS FTEDF— B RV HARIN—NZR—T RF—OFMIC D
WTIEk, T AWS Key Management Service RO Y /N\—7 4 R
1D "THAZY—F—E AWS F—, 2SR LTLKESV,

B xF5|
REOFR . &Z/PREFE1TY, ZFARE 1,011 TT,

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

A WO R
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https://wikipedia.org/wiki/Universally_unique_identifier
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt

AWS AppFabric

EEHAR

NTAX—=5

[ Description] ( #88)

iconUrl

redirectUrls

starterUserEmails

i EA

T7Ur—>3>0OB0HAETT,

B 75

WA FWV

DT A4 A FEOIAD URL AppClient,
2A7: XF5

HAE WWZ

ARBILIVRI—Y—HNIVRXALIKNENSD URIT
9, redirectUrls I& 5 X TEMTE XTI, HIAEE. https://
localhost:8080 & &ETTY,

247 XFHOES

BIXN— &I HEF1HBATY, EABFS5EHEBETT,
REOHIR : ZPREEF1TT, ARE 2,048 T,
Pattern: (http|https):\/\/[-a-zA-Z20-9_:.\/]1+
MAEEW

AppClient ARRIEEEhDETA YA N EZITWMB T IO ANEH
AENTVWBI—H—DAZ—2—E X—)LF7 KL Z,

2A7  XF5 OB
BHXN— EBE 1 HETTY,
REOFHR: ZPRIFO0TT, RARIKE 320 TY,

Pattern: [a-zA-Z0-9. ! #$%&’ *+/=?~_"{|}~-1+e[a-
zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

/Y= I~ 4 W
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NTAX—=5 B0

27 DY—RICEIN)ETRRTD, F—EEBORTOIY T,
RAT RITATZT U NDOES]
BHIXN— ' &PBIEE0EBETT, HZAKIES50HETY,

Y- WIRY-4

LARAER
TO2AVHFRMTBE, HTTP 201 LARY AN BRENET,

B—EALSUTOTF—2A JSON EXTERENET,

NTAX—& = B
appClientSummary DOBEN EENE T AppClient,

24 7 : AppClientSummary 7 T 9 ~

DeleteAppClient

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEN BV ET,

T7I5—23a>054F7 > NaHIBRLET,
NeEY D

e VOTAREKX

® bl/()lgi

VOITARNEX

VOTARNEIUT® JSON EXDT—REZ T ANKT,
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INTX—=& B

appClientldentifier )T AN AppClient IZEFA T2 ® Amazon )Y —AXR—LA
(ARN) 7= l& 1=/N—4 )L —EZ B F (UUID),

REOFHR . ZF/PREFE1TY, FARE 1,011 TY,

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}

WA FEV

LARAER
TOIaUNFRBUERE., Y—ERIRZEO HTTP A3 %D HTTP 204 L AR AZIRLE T,

GetAppClient

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEMEN BV E T,

(B89 2 EH%ZIRL £ AppClient,

New o
e VDOTARAEKX
« LARVAEER

VOLTARNEX

JOTARNEIUT® JSON EXDT—REZ T ANKT,

NTAX—& = B

appClientldentifier )T AN AppClient IZEFA T2 ® Amazon )Y —AXR—A
(ARN) F 7=l 1= /N—4 )L — & B F (UUID),

REOFR . &/ REFE1TY, FARE 1,011 TT,
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INTAX—& B
Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

/Y= I~ 4 W

LARAER
TO2AVHEUWTRDE, Y—EAFEHTTP 200 LAR AZRLET,
H—EANPSUTOT—2A JSON EXTRENE T,

N X—24 it BA
appClient ICB T BEHmAEENET AppClient,

A7 . AppClient 772 T k~

ListActionablelnsights

AWS AppFabric for productivity #8El& 7L E1—MRTHY), EEE D AN B ET,

RITARBE X=XV E—D ZBRY, TOMOEFOREEEZENZ —ERRLET,

New o
« VDOTAREKX
« LARAEE

VO TANEX
JOTARNEUT® JSON EXDT—RZEZ T ANKT,

NTAX—=5 E7L)

nextToken nextToken ARENLEBE. TOMICERTEHERNIHYE
9. nextToken DEEF., ER—JICBBFEOR—IDF—>3 >
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INTFX—=& i
h=D2TF, BER—TJZEETZICE, BEhkbh—02
ZEALTBERUVHLEY, OB EINTHERBLET,
ER—TIR=23AV N0 0ORMEEE 24 BETY, HRY
hOR—2JEN) N—=D 2 ZERTSE, HTTP 400 InvalidToken
error MRENK T,

LARAER
ToOIaUFRMTdE, HTTP 201 LAR AN RENET,
HB—EANSUTOF—2H JSON X TIRENET,

NTA—=5 E7L

ActionablelnsightsList HE, BB, 70232, ERBEHRDRALAR Y TIBER
THERA YA N Z—EBRTLET, FHEICODVTR, T
Actionablelnsightsy ZZ8BL TS & L\,

nextToken nextToken AREIIZFE, TOMIIEETLEERI GV E
9. nextToken DER., ER—JICEAEOR—TZ—3 >
R—=0>2TT, BER—TZZEBITSICE. BREhEEN—D
ZEALTBEHUVHLEDT, 052 I XTHBELET,
BR=—DZ—23IVRN—=0OBMHBEIE 24 BEETT, HHRY
NOR—JEY) N—=U > ZEATBE. HTTP 400 InvalidToken
error FiIRENE T,

. X775

ListAppClients

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV ET,

FXTO OJUANERLET AppClients.

NEY D
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EEHAR

e UOTARNAEX
« LARVAEER

JOLIARNEX

VOTARNEIUT® JSON EXDT—REZ T ANKT,

NFX—&

maxResults

nextToken

LARYAER

S

A=l EILRBRENDHERORARETT, nextToken ZEEHA
TRDERBER—DZSSICHBTEET,

CESRHBLKETELRTIT, 1EDO—-/LTEENDEED
R, BEORABI) DB BEZIEFEH KT,

BEHE: K/MERF 1 TY, HFAER 100 TT,

nextToken ARENIZFE, TOMIIEETLEERI SV E
9. nextToken DER., ER—JICEAEOR—I -3
N—02TY, BRER—DZEBITBICE., BREhih—02
ZEALTBERVHLE T, O BEITNTHEFELET,
BER—DZX—2IVRN—OVOBMEBEIE 24 BRETT, HRY
NOR—JEY) N—=U > ZEATSDE. HTTP 400 InvalidToken
error FIRENE T,

ToavHRHmsadE, Y—ERAF HTTP 200 LARY AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,

NTA—5

appClientList

nextToken

B
AppClient ERD VAR EENET,

#: AppClientSummary #7< T2 N OB 5!

nextToken ARENIFE, TOMIETEZERI GV E
I, nextToken ODfElRF, BR—JICEABEOR—F—>3a >

AppFabric productivity APIs

209



AWS AppFabric EEHA R

NTX—2& A
R—=02TY, BRER—ZZERBITHICE., BREhlh—0>
EERALTBERVHLE T, OS5I BEINTHEFELET,
BER—DX—23AV M=V OEMNERG 24 FRETT, HIRY
NOR—DE) N—=O 2 & EATSDE, HTTP 400 InvalidToken
error MIRENE T,

it M= |

ListMeetinglnsights

AWS AppFabric for productivity ##8Elx 7L E 1 —RTH ', BEEE D AEEENS BV ET,

RITARBAL VA ARV NOBREEERENDZE —ERTLET,

NEY S
e VOTARNEX
« LARAER

VO TARNEKX

VOTARNEIUT® JSON EXDT—REZ T ANKT,

INFX—=& B

nextToken nextToken ARENIZBE., TOMICERLELZRI BV E
T, nextToken DER., FR—JICEEOR—TIZ—3 >
N—02TY, BRER—DZEBITSICE., BEhih—0>
ZEALTCEBENRUVHLET, OGS HEINTHEBFTLET,
BER=DZF—23V =02 0BFMHEIEF 24 BRETT., HRY
NOR—JEVY =D ZERATBHE, HTTP 400 InvalidToken
error FIRENE T,
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LARYAER

To2ar M eadE, HTTP 201 LARY AFBRENET,

H—EALSUTOTF—2A JSON EXTERENET,

NTA—5 B

MeetinglnsightList R2FBICEITDIRITHEZRA YA N Z—ERRLET, FALC
2V TIk, "Meetinglnsightsy ZSBL T EE L,

nextToken nextToken ARENIZFE, TOMIIEETLEERI SV E
9. nextToken DER., ER—JICEAEOR—TZ—3 >
N—0O2TY, BRER—DZEBITBICE, BREhih—0>
ZEALTBENUVHLEDT, 052 I XNTHBELET,
BR=—DZX—=23AVN =0 0EMHEE 24 BRETT, HEL
NOR—JEY) N—=U 7 EATBE. HTTP 400 InvalidToken
error FIRENE T,

8. ¥=F5|

PutFeedback

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV E T,

BEDAVHANKERT I3V ICBIR T —RNY I ZZED 21— —ICHFALET,

New o
e VOTARNEX
« LARAER

JOITARNAEX

VOTANIUT®D JSON EXDTF—RZ2ZIFTANETT,
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NTFA—=2 B

id TA—RNYIDORERNREBZATSIIVIRNDIDTY, Ch
(&, Insightld ¥7=l& OWF A TT Actionld,

feedbackFor TA—RNYIDEERREBZD A YA NDEALATTT,

fEF T& % {E: ACTIONABLE_INSIGHT | MEETING_I
NSIGHT | ACTION

feedbackRating 1255 FXTOFHMETT, EFrREVEETFMAITVNCELEEZR
KLET,

LARAER
TO2avhBUWLIESRE., T—EARZEDO HTTP XX Z#HF D HTTP 201 LAR AZRL £ T,

=22

AWS AppFabric for productivity #gElk 7' L E 1 —fRTHY), BEEESNDAEMEN BV ET,

NREI—REZTIVEARN—=U2 X AppClients TED KD ICT BRI EENTVET,

NEY D
e VOTAREKX
® I/7\/\°‘/7\E§

JOLIARNEX

JOTARNEUT® JSON EXDT—RZZITANKT,

NTAX—=2 B
J—R AL RRA D SZELLERIEI—RTT,
8. =F5|
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EEHAR

NTAX—=5

grant_type

app_client_id

redirect_uri

refresh_token

LARYAER

S
REOFHR . ZF/PREF1TY, BARWE 2,048 T,

Y- WIAY 4

R—=0>ONEDZAT, authorization_code Fih&
refresh_token THZIMBENf HVYET,

B: XF5
WA FWV
AppClient @ ID,
2. 75l

Pattern: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

WA W

AL LY RRA NTEEhIZUAAL TN URL

247 XF5

M VW Z

BAIDORN—DU2VVIITARNTREIRM 2 LEHN—D>2TT,
B xF5

REOFHR . ZFPREFE1TT, BARE 4,096 TY,

Y- WIAY-4

ToO2AVHFBEMTDE, T—EAFEHTTP 200 LAR AZRLET,

BH—EAPSUTOT—2A JSON EXTRENE T,
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%I:I

NTX—2& |

appfabric_user_id N—OYAOI1—HY—0ID, CcOfERF, DIIARY
authorization_code YU KREZATEFEALTVDES
NDHBRENET,

B: X753
expires_in R—=O2OBEMBENFTINDETORY OB,

B REH
refresh_token RDIVITANCERIZDIERN—DV>TT,

B: 75

REOHR : &Z/PRE1TT. ZRARE 2,048 TT,
token (k—2 ) TORVAN—=D2TT,

B: X775

REOFIR : &ZPREE1TT., ZRARK 2,048 TT,
token_type R—=O2DRATTT,

8. xF5

UpdateAppClient

AWS AppFabric for productivity ##8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,

ZEFH L F 9 AppClient,

N =Ey
e VDOTARAEX
e LARAESR
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EEHAR

JOLIARNEX

VOTARNESUT® JSON EXDT—RZEZ T ANKT,

NTX—&

appClientldentifier

redirectUrls

LARYAER

S

)2 AN AppClient ICEFAT % @ Amazon )Y —AFR—A
(ARN) 7= ld 1=/ —4 )L —E&BIF (UUID),

REOHR : &/ PRE1TT. ZFAKE 1,011 TT,

Pattern: arn: .+$|~[a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

PR EW

ABEBCIVRI—Y—DVIFALIRNENS URIT
9, redirectUrls I& 5 X TEMTEX T, FIRE, https://
localhost:8080 & &ETTY,

2A7  XF5 OB
BIAXN— &P HF1HBETY, EABFS5EHBTT,
REOFHR: &Z/PRIEFE1TT, ZARE 2,048 TY,

Pattern: (http|https):\/\/[-a-zA-Z0-9_:.\/]+

ToavhHRHmsadE, Y—EAF HTTP 200 LARY AZRLET,

H—EANPSUTOT—2A JSON EXTRENhE T,

NFX—&

appClient

SiE
LB BEH/AEENET AppClients

A7 : AppClient 772 T ~
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55

AWS AppFabric for productivity #8E(E 7L E1—MRTHY), EEENDAEMN B ET,
AppFabric APl IZI&, EREXBT I IAVHERIZIEROT—FEAZENATVERT, cOED
23> Tk, AppFabric £EME E#EDT—XBICODVTHLLHALE T,

ftbd X T D AppFabric APl F—RE(IZ DWW Tk, AWS AppFabric " API F—& & | 288 L T<
2TV,

/A Important

T—REBENORERDIEFIRIEENEEA, T7UT—2a BB EQIRFZEET
B2NETREHYNEEA,

N =R
» Actionablelnsights

+ AppClient
» AppClientSummary

* Meetinglnsights

» VerificationDetails

Actionablelnsights

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV ET,

T7Vr—23aVR—KRT7AUVADE X—)L, ALVE—OBHF. XvE—, RRAVICEDL,

A—H—ICE2TEENODREBLAET VI VOBMENEEINET, I—H—k., IXTOTTV
T—2aA U EBEMIARZREMUEA YA N ZHREBTE, TOROKRELZHED S ZHEBITH N
TEET, chso/oHANE2RBhE, 15—, A1 OHFAMOBIV—FEFTEHEL, 1254
REERLE, RF7VT—23 0T —T4T77I9RNBEDSRBER BHORAKIVIBE)ICE
BzmFaNXEBAHNFf DIV ET,

AppFabric productivity APls 216
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AWS AppFabric

EEHAR

NTA—=5
insightld

insightContent

insightTitle
createdAt

actions

AppClient

S
ERENEAT A RO—-EDIDTY,

A4 NOBEE, 1A NOERICERENET —T 1
TJ77O0MNDEHAKNI D DV ZIBLET,

SE5EF. BORKUTY (<a> &Y) EECHIML IV T2 Y
7,

ERENZATANOHETT,
A2 A MNFERENIEBRTY,
ERENIZAT A NTHRESIZTI3>OVARNTT,

To2aAVATPIINIGE, LTFTONTA—=ENFEERTY

£7,

« actionId-#EHKEhTF7o>3a>O—ENDIDTTY,

« actionIconUrl -7V 3I>VORTHIERENTVWET Y
Jor—>3a>OF7432 URL T,

- actionTitle -&mEnLT7oU>3a>0HETT,

e actionUrl — ®I1—H— AppFabriciR—ZITT7 O3>
ERTABRVEFTIRD LY RI—HY—D—E®D URL,
FO2avERTIDER. ISVFTUTr—232EC0
URL ZfH L T1—%—% AppFabric 1—%—R—X)L
(RyZF7y7EE) ICVASLALINLET,

« actionExecutionStatus -F79232ODAT—RAZER
THHERTY,

EXEETE S {E: EXECUTED | NOT_EXECUTED

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEEN BV ET,
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EEHAR

LT BEHmAEENET AppClient,

NTA—5

appName

arn

[ Description] ( #87)

iconUrl

redirectUrls

B

T7Ir—>3a>oEHE,.

B: 75

A I EW

® Amazon )Y —AX— L (ARN) AppClient,

B: x75

REOFHR . ZF/PRE1TY, BARBE 1,011 TT,
Pattern: arn: .+

HAEW

T70Tr—23a>0OHATY,

B: X775

HA: I EW

DT A4 1> FEODAND URL AppClients,

2A 7 XF5

WA WWNZE

ICEFAENnB S 1LY K URLs AppClients

2A7  XFFI OB

BIAN— &PHF1EHBTY, ERBFS5EHB T,
REOFHR . ZF/PRE1TT, BARE 2,048 TY,

Pattern: (http|https):\/\/[-a-zA-Z0-9_:.\/]+
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EEHAR

NTAX—=5

starterUserEmails

verificationDetails

customerManagedKeyArn

EAL]
PAEEW

AppClient ABIEENBETA VWA NEZHWMB T I AN T
TENTWBI—HF—DAX—K—E X—LF KL R,
247 XFHORF

BAXN— EBE 1 BHETY,
REOFR: HFPRIEF0TY, RARWE 320 TT,

Pattern: [a-zA-Z0-9. ! #$%& ' *+/=?~_"{|}~-1+e[a-
zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

WA EW
RIEDAT—RALBHNIEENET AppClient,

- VerificationDetails #7719 ~

PAE: (E W

AWS Key Management Service ® I[C&k 2 TEKE iz ® HA
2N —EEF— Amazon ')V —Ax— LA (ARN) AppClient,

. 75
RSOFHIR : &)PEREF1TT. ZEAEEF 1,011 TT,
Pattern: arn: .+

Y- WIAY-4
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AWS AppFabric

EEHAR

NTAX—=5

appClientld

AppClientSummary

S

AppClient @ ID, app-client ® o-auth 7O—THEAET N3 F
28

it M= |

INZ—> : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-
[a-f@-9]{4}-[a-f0-9]{12}

HA: WWNZ

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEENS BV E T,

ICBI I B BEHABFENE T AppClient,

NFX—&

arn

verificationStatus

B7LL

® Amazon 1Y —Ax— L (ARN) AppClient,

B: X753

REOHR : &PRIE1TT, HFARE 1,011 T,
Pattern: arn: .+

WA FEV

AppClient #RFEAT—X A,

B: XF5

BX7/5{E : pending_verification | verified |
rejected

PAZE:IEW
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EEHAR

NTAX—=5

appClientld

Meetinglnsights

S

AppClient @ ID, app-client ® o-auth 7O—THEAET N3 F
28

it M= |

INZ—> : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-
[a-f@-9]{4}-[a-f0-9]{12}

HA: WWNZ

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEENS BV E T,

LU 3HOLBOBREL, 2FOEWN. BEIZVORTITVT—232F7—T1477I0K, &
2. BRAU EX=L, Xvt—=2 ALVE—ARVKROTITAETAHNBENET,

NTA—5
insightld

insightContent

insightTitle
createdAt

calendarEvent

B
EREDLA Y YA hO—FD ID T,

14 NOBRET, FHEFXFIORKTEARTIENTY
£9, A, BECOAVH A MNNEEEOD., BE,

ERENEA2TANOHETT,
A2 A4 N EKRENhIZBERTY,

- EBTREEELHL VA ARV NELEREET
¥

ALIH—ARYNATZ TN

o startTime -AARY NOBBEZTY,
« endTime - AR N THEZTT,
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AWS AppFabric EEHA R

INTAX—& EAL]
« eventUrl-ISVF7Z7UT—23a>0AL A —ARIRND
URL T
resources AL NOERICBEBETZMHD)Y—AZEL)ANTT,

VY—RFTZTU N

- appName- UY—ANBITDT77VIT—>3a>ORETY,
- resourceTitle -UY—ADHKETT,
- resourceType -JVY—ADRATTT,

EETZRERE>EUTOESY TT, EMAIL | EVENT
MESSAGE | TASK

« resourcelUrl -F77Us—>a>Hn)Y—AURL TT,

« appIconUrl -DY—ANEBITBT7UIr—>3a>0EH
URL T4,

nextToken REIOAHA MDY NEREBTHLOOR—IDFR—3
N—=DO2TY, 2BE5F7>a>074—)LRT, null AR
ENEHEEE. O—RIBDAM VA M TNULEBEVCEZE
KLET,

VerificationDetails

AWS AppFabric for productivity ##8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,

AppClient REED AT —R AL BHFEFENET,

NTAX—& = B
verificationStatus AppClient #RFEAT— X A,
B x=F5
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INTA—7Z i
BM%E : pending_verification | verified |
rejected

WAZE: 1L
statusReason AppClient #RFEEAT—X ADEH,
B: xF5
REOFR: & PRIEF1TY, RARE 1,024 TT,

WA WWZ
~BHEIS—
AWS AppFabric for productivity #gElz 7L E 1 —RTH ', BEEE D AEEENS BV ET,
OtV 3> Tk, AWS AppFabric £E MG F#EED API 7O a2V ICHBETR IS —2—EX

RUET,

T OMO AppFabric —f&HI%& API T —(Z2WT., TAPIUTZ7LY>A; ORZ 7)1 —FT4
>0 T BKRVTAWS AppFabric " API O —#HI AT o7 —, 2R UL T<EE L, AWS AppFabric

B A
TokenException N=O2 V)OI ANTEMTT,

HTTP 27 —% 21— K : 400

T — X

AWS AppFabric for productivity #8EIE 7' L E 1 —MTHY, EEEhDAREMEN BV FT,
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https://docs.aws.amazon.com/appfabric/latest/api/CommonErrors.html

AWS AppFabric EEHA R

AppFabric &, I—%—32 72V Z@EEIC. C&>TEEENSD Amazon S3/NT Y MIC
AppFabric, BLERIICREFETRIATYTZRITLET, ChiZKkY, I—F—BEAEOAH AN
ERECERTEERT, I—F—0d0T70VE, REFSITEEFOEBSILEESY, GENEF
BEBUTRELTVETD, Ingestion /5 30 BURICEEFEI TV EZBEBNICHIRTE LS ICT
ATLAERBRELELE, I—Y—PTIOELATELBLL B2 ETF—RTF—TA4 77O NEFERLTA Y
H4 NEERK AppFabric ENFEB A, HlZEF, I—H—HFF—XV—R(T77)) 2lliddE. &
TOT TINS5 NOT—RUNE AppFabric ZEIEL, YIiENET 7UHLSORYYOT—FT1T 7D
NEFERLTAHAMZERLET, AppFabricO AT Ak, 30 HURIZFD RS BTF—2 %
HIBRT D LS ICRECNTVET,
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F—RUY—ld, HAIY—TZ—T REF—ADTILRAZHBLET. TNTOAAII—TZ—
IREF—CH, F—RUI—HF12EFRETT., CORUI—LRE, TOF—EFATES1—

Pt ZOBEAFEERETDIAT—MAY M BENTVET, NAZI—TZ—T R¥—%&f

RIBBIC, F—KUS—EEETDCENTEET. F—KUI—OERICODVTEBIOWT

. [AWS KMS FAOY /S—H 1 K] O[F—0ER] OKUS— £BRLTI L&,

THAZN—NZ—I R¥F—%FEH TSI AppFabric, VY —R&E/EKT S AWS Identity and
Access Management AppFabric (IAM) 1—H%'—FLE@EA—JLIC, hAZY—~NZR—I RF—&FEH
TREOOT IV EAHFANVETT, TOXMFEATDF—ZERL AppFabric, AppFabric 1—
H—ZF—OI1—F—ELTEMTRIEEZ2EHMOLET, COFETR, F—EINOT I A&EH
FHREhET, I I HBEEITIHERRIRXOESYTT,

* kms:DescribeKey
* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt

AWSKMS OV =) Tk, BYBF—RIS—2FALTF—Z2KIZFIRZFHALET, F—
RUS—OFMICOVTEE, TAWSKMS #*ROY/N—HA Ky O "TAWSKMSOF—RUZ—, &
ZRLTEEL,

LT, ThefFA32F—RU>—0pHITT,

c F—DREELZAWS THTZ MOI)L— N I—H— FlH,
s THARY—NF— RF— AppFabric DfEAZFF A& 1z 11— — AppFabric,
s FTTUNVRILOF—HKRII—F, TEYRNTFYTENET, us-east-1

"Id": "key-consolepolicy-3",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
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"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"

1,

"Resource": "*"

"Sid": "Allow access to principals authorized to use AWS AppFabric",
"Effect": "Allow",
"Principal": {"AWS": "IAM-role/user-creating-appfabric-resources"},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListAliases"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "appfabric.us-east-1.amazonaws.com",
"kms:CallerAccount": "111122223333"

T #FH AppFabric ZfEH 9 % 5% AWS KMS

AppFabric Ik, HAZN—NR—I RF—ZFERAITBZ-HOFANI BETT, FHICODVTE,
FAWS KMS FAROY/N—HA R1 ® TAWS KMSTOFHFT ; 25BL TS EEL,

T7Ur—>a 0N RILVEERTDE, [ (ICCreateGrant VI ARNZEREREL T, 1—H—I(C
KH>TH 5> N AppFabric Z4ERK L £F AWS KMS, D& AWSKMS &, DARI—TFTHI>

T FFA AppFabric Z /89 % %5 E AWS KMS 2%
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N® AWS KMS F— AppFabric \OTF7 7 AZFHA TR LHICHERAENE T, AppFabric Tlk, R
DABARL =23V THARAEIN—NZ—IRF—EFEATIERIVETT,

s HAZY—NZX—TI RF—THESAENETF—EZF—ZEHTSD AWS KMS (Z&,
[CGenerateDataKey U VT ANZEELE T,

« [ZDecrypt VI ARNZEEFEAWSKMS LT, BSftehiz7T—2F—2BSLET, Chilk
V), F=E2OBEEEEROT T IT—3a> T IORAN—OOESHICERATEET,

c BEFOT TV =23 T OEAN =D ZBESIL AWSKMS 3 BEncrypt UV T ARNZE 2
EFLET,

T2 N0BIZATICRLET,

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-
ea000fb@fba@SAMPLE",
"GrantId": "Qab0ac@dOb000f00ea®dccPaleddfcd@bce@ddcO00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"
}
}
3,

T7UNYRILZHIBRTRE, BARRY—NR—T RF—ICXL THRITE NI=FF & AppFabric
FLELERT,

T FFA AppFabric Z /89 % %5 E AWS KMS 2
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NEESFLF—OEZX') > AppFabric

T AWS KMS HARNY—NZX— R¥F—%FERHT 554 AppFabric. AWS CloudTrail O Z#ERA L
T. AppFabric A" ICIEETD VIV ITARNZEHFTEET AWS KMS,

LTk, AHAEI—YZR— RF¥—CreateGrantlZ AppFabric 2 A T2 BSICOTICREHEE
% CloudTrail 1 X> hDOBITT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:33Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",
"requestParameters": {

"granteePrincipal": "appfabric.us-east-1.amazonaws.com",

"constraints": {
"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE"
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I
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

iy

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

1,
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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ROR)D—BITE, $—EZARD AppFabric7 7V T7—>3 > NV RILANOT 7 AZHFAL &
ERD

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
1,
"Version": "2012-10-17"
}

AVTFUVICRT BT I EAFIR

RORI)D—FITlE, Y—ERAROT7UT—>3a 2N RIANOT IO AZFHBRLET
AppFabric,
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{
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

.
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
1,
"Version": "2012-10-17"
}

BV)IAKDOHIRELZFFLEZHRT S

ROR) S —HITlE, AppFabric T —EAROEY) AL DHIBREZFFEILEZHRLET,

{
"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
3,
{
"Effect": "Deny",
"Action": [
"appfabric:StopIngestion",
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
1,
"Version": "2012-10-17"
}
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AppFabric for productivity IAM7R 1) < — @ 45

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV ET,

RDRYZ—fllk, for productivity AppFabric el BRE NhET,
productivity DHEENDFT AV ERT IV EAZHFT TS

RDOR S —FITlE, AppFabric for productivity EEENDFRAIV ERAT7 VOV AZHFALE T,

/A Important
IAM OV —=)LORIS—TFA4RXTZNDISONRY S —%2EBMTDE, BWHBETO I
IZ—NRRENDENHYET, ik, AppFabric for productivity BEEN RET L
E1—2ChTW2LHTT, cOIT—EBFEREL., RU—OERZHEHFTVEEZVWTEW
FtA,

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights"

1,

"Resource": "*"

}
1,
"Version": "2012-10-17"
}

productivity D¥EENDFTLEB T VA ZFA TS

RDRY) S —HFITIE, AppFabric for productivity #EEAD 7L T VR EHFALE T,

TAFYTATAR—ZAR) S —0HI >
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/A Important
IAM >V —=I)LORIVS—TITF4RXATZNDISONRU S —2EBINTDE, EMABET O
IZ—HFRRENDENFHYET, <hlk, AppFabric for productivity #EEARET L
E1—2chTW3EHTT, cOTT—RFERL, RUS—OERZHRITTVLEEVTEN
FtA,

"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:CreateAppClient",
"appfabric:DeleteAppClient",
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights",
"appfabric:PutFeedback",
"appfabric:Token"
"appfabric:UpdateAppClient"

1,

"Resource": "*"

}
1,
"Version": "2012-10-17"

ERTBEHDOT UV EAZFHFTT S AppClients

RORIS—HITlE., ZERTBDEHOT IV EAZFALET AppClients, FFMICDOWT
(&. [Create an for productivity AppFabric AppClient; ZZBL T &L,

/A Important
IAM OV =)LORIS—TF14RXTZNDISONRY S —%EBMTHDE, BHWBETO I
IZ—NRRENDENHYET. ik, AppFabric for productivity BEEN RET L
E1—2hTW2LHTIT, cOIT—EBFEREL., RU—OERZHEHFTVEEZVWTEW
FtA,

TAFYTATAR—ZAR) S —0HI 2%
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

NFHHZEEBITHLEHOT UV AZFA T % AppClients

ROR)D—HITRE, OFHEERESTHEOOT VEAZFRTLET AppClients, FEMICDOWT
&, " OFMZEEIYS TS AppClienty ZSBLTLEE L,

/A Important
IAM >V —=I)LORIS—TITF14RXATZNDISONRI S —%EBINTDE, EMBET O3
I5—NRRENDENHYET, <hik, AppFabric for productivity BEEN BRET L
E1—2hTW2LEHTIT, cOIT—EFEREL., RU—OERZHEHTTVEEZVWTEW
FtA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:GetAppClient",
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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DARNANDT O tA%ZFFA T % AppClients

RORIS—HITE, Z—EBERRIZDELOOTIOEAZHFTLET AppClients, FICOWVT
. " OFFMEEIE TS AppClienty ZZBLTLEE L,

/A Important
IAM OV —=)LORIS—TF14RXTZNDISONRUS —%2EBMTHDE, BHBRETO I
I5—NRRENDENHYET, <hik, AppFabric for productivity BEENBRET L
E1—2ahTW3EHTT, cOIT—RFERL, RU—OERZHEITTVEEVTEY
FtA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:ListAppClients"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

BEMANOT O A%ZFFA TS AppClients

RDOR)D—HITE, ZEFHIZDLEHOTIVEAZHFALET AppClients, FFMICOWVWTIE, " O
BE# AppClienty; 2B L TSEEL,

/A Important
IAM 2V —=I)LORIS—TF 4R TZNDISONRI S —ZEMTDE, BWEToO>a>
I5—HNRRENDENHYET, hik, AppFabric for productivity BEEN BRET L
E1—2hTW2LEHTIT, cOIT—EFEEL., RUD—OERZHEHFTVWEEZVWTEW
FtA,
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"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:UpdateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

1,
"Version": "2012-10-17"

HIBRT 2T UV AZFA 3% AppClients

RORIS—HITE., ZHBRTDEHOT I EAZHFATLET AppClients, FEMICOVWTRK, "
E# AppClienty; ZZBL TS EE V),

/A Important
IAMOY—=I)LORIS—ITF4 X TIDISONRY>—ZBMTSDE, BT I> a3
IZ5—HNFRRENDCENDYET, Chlk, AppFabric for productivity #EEAIRTE 7L
E1—2chTW3EHTT, cOTT—RFERL, RU—OERZHRITTVLEEVTEN
TFtA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:DeleteAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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TVTr—232%ERIDEOOT IO LAZHATS

RORI)D—BITRE, =02 ZEALTTTIT—2322FAIREHOT IV EAZHFALE
TAPl, FHICOWTR, "T77UT—>3 > ZRALAER TS, 2ZRLTEEL,

/A Important

IAM OV —=I)LORIS—IF4RXTZOISONRU S —=BNTDE, ENETII I
IZ—HFRRENDENFHYET, <hlk, AppFabric for productivity #EEANRET L

E1—2EhTW3EHTT, cOTT—RFERL, RUS—OERZHRITTVLEEVTEN
T A

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:Token"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

T D DIAMKR Y = — D Bl
B DEROEXRREI—H—IZHFAITS

COpFlTE., IAMA—5—A1—H—IDICT7RYFENTVBDRA T4 RIS —EERBR) S —
EBRRTEDELSICTDIRIV—ZERTBZIFEEZETRLET, cORVI—ICRKE, OVY—=ILT, &£
I AWSCLI £k 2FEALTTOTSATIDT I IAVERTIBDTIVEAFINEER TV
£9 AWS API,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

TAFYTATAR—ZAR) S —0HI >
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"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AppFabric D —ERICU > V&EnizO0—I)LOFEA

AWS AppFabric l& AWS Identity and Access Management ( IAM) b —EXIC) > O&chizO—) %=
FEALET, Y—ERCUVVEhizO—-ILE. BBV IVEhE—EOXRA47OIAMO—)LT
9 AppFabricc Y—EAICU> V& nz0—)LIk [Ck > TEHIESE AppFabric = hTHY), AWS
H—ERA I—H—ICRO>TH—EAN SO ZHVEITLOICHELZINTOT IV EEAFIANE
FhTVWET,

H—EBRICUVOEhEO—I)&2ERAT2E, BDEBTIOLAFUNEFEHTEMTIHEN LK
2%, DOFRE AppFabric AEEICAVET, Ik, Y—ERLCV0EhEO—-ILOT I EAFHHA
AppFabric 2 &L . BICERENTVREEERE, O&HNTOO—)L %5 & Z(F AppFabric
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CENTEFRT, ERTNLETIVEAFHALRK., GBERV—ETIVERAFARII —HFEEN, T
DT I EAHAR) S —ZMBOIAMITATAICTRYTFIRERFTEREA,

H—EZAV70-)ILE, ETTOEEDY—AZHRLETNEBEIBRTEEEA, ChIZKY,
AppFabric VY —RICT VAT BLEOOT UV EAFAZRBR>THIRTD e BmWiEH, VUY—AR
FREEIET,

B—ERALCU7ENO-LEZYR—NTIHOT—EADOFMBIOVWTEF, "TAWS £EETS
DH—EARIAM) 228U, "H—ERALCUZI2Enz0-)1 5T "BV, ¥"H2—ERAZRL
Y, Y—ERACVZI9ZNEO-INCEITZRFIXD RN ZEZY—EATRTITDICE, [Yes] (&
WU OZBRLET,

AppFabric DH—E AV O0O—=ILOT Ut AFFHA

AppFabric &, EWSBRIOH—ERICUVVcnEO0—-)Z2EFEALE

JF AWSServiceRoleForAppFabric, AppFabric &, Amazon S3 /N7 ¥ KX Amazon Data
Firehose BMEA RN —LBEDRYIAAK) Y —AILTF—RZBHETEE T, £/, AppFabric (&
AWS/AppFabricB&BIZEIC CloudWatch XNV AF—RZBET D L ETEERT,

AWSServiceRoleForAppFabric ¥—EARICU V& hizO—J)E. O—ILO5EZFICO2VWTH
TOH—ERAZEHELET,

« appfabric.amazonaws.com

EVWSERIOO—ILT U AFAR Z—AWSAppFabricServiceRolePolicyld AppFabric, #°
BEEhEVY—ALCHRULTROT I3V ERTTEDLSICLET,

« 7U>32:AWS/AppFabricR—LAR—AMW Tcloudwatch:PutMetricData, c DT ¥
2 3> AppFabric, X K1J 9 AF—2A& % Amazon CloudWatch AWS/AppFabric® &z @& (C &
BI2T7 AT %Z ILRELET, THEATE S AppFabric X MUV ADFFHMAIC DOWTIE,
CloudWatch ", #88B L T<L #£& WAmazon AWS AppFabric IC&2FEZ %) >4 CloudWatch,

« 79232:Amazon S3/NT Y NT® s3:PutObjecte DT U3 IE AppFabric, 2, EE
L7 Amazon S3/NNT Y NCHYWIAR N EF— R Z2BMETS T IV EAHFAZNAFELE T,

« 772> 3Z:Amazon Data Firehose Bt{§ A k1) —Afirehose:PutRecordBatcho, < DT Y
< a & AppFabric, 7", #XEL %= Amazon Data Firehose BiE AN —AICHV) AEN =T —
REMETALOOT IV EAFIZFELET,

FMCOVTE, "0 AWS X ER—2 RIRDJ S — AppFabrics 2R L TIEZE L,

H—EAVoO-IL0OEHR 262


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS AppFabric SEA A R
A—¥—, =7, O—-IBEFY—ERLCV Y JEhi-O0—-I)LZEK. WmE. HIRTED LD
LRI, POERERERETIHXENFGYET. FHAICOVTR, TI1—H—HIKk, 0
H—ERALCVOENEO-IILOT VEAFTIAML ZZRBL TS EE L,

DY —EAIC) > oEn=0—)LDOHERK AppFabric

H—EAVO70-)LZ2FHTERTILEEH EEA. . AWS Management Console, AWS
CLIE (& T AppFabric 77U —2a> NN RILZEKTDE AWS AP, ICK2>2TH—ERIZD
VO &En=0O—)L AppFabric "BEIICHERENET,

DH—ERAIC)>oEnO0—-)L0O#mE AppFabric

AppFabric Tl&, AWSServiceRoleForAppFabricH—ERICU Ve niO—-I)2iwmETH L

ETEEBA, Y—ERAVVO-LZERTIE, Z<OIVTATAILE2TO-IINSRBEh
UM BB D, O—IIBEEETDI LR TEFRLA, £FEL, ZEALTO-ILOFHBAE

RETDEWRFTEETIAM, FMICOVWTEE., TIAMI—Y—FHA R, 0O "H—ERIZUUEh
O—)0fmEE 22RBL T EE L,

NH—ERICD & n=0—)L OHIE AppFabric

B—EAVIO- I BESEEREGY—EANTEILCE 2 EHBEICE,. TOO—LZHIKRT
BDEEREOLET, T5FBCET, TRV ITPRFFIBEEBHICITODATVEVKRERAD
IoTA4T1A2HKRTEERY, LEL, Y—ERCVU>VEhizO- )L ZHKRTDEIC, INXTO
AppFabric 77— 3> N2 RILZHIBRT D BEN BV ET,

B—EAUo0-L0o2V—=2T Y7

IAM ZERALTH—ERICUY7EnizO0—- )L ZHIRIZDEIC, £TZOO-IILTEAEATVS
)Y —RAZEFXTHIRTDYVEN BV ET, TERLETTVT—232 )N R)L AppFabric &,
O—)IC&>TEAThET, FHRICODVTRE, "EF1UF 1Y —A AWS AppFabric M HlIBR
ZZRBRLTLSEETY,

® Note
)Y —REHIBRL &S ELEEEIC AppFabric H—EZAANO—I)LZFERAL TW3BE, Hl
BRAKMITBDAEMN DY ET. KRLEEER. BoF > THSsBREZERETLTILKES
Lo
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H—ERALCUVENO0-ILZ2FBHTHIRTS

IAM >V =)L, . £kl& AWS APl ZfEH L T AWS CLI, AWSServiceRoleForAppFabrict—
ERACDOEhi0—-ILZHBRLET, HHAICODVWTE, TI1—HY—HAR, 0 "H—ERIZV
vOENEO—)LOEIBRIAML 25B LTS EE L,

AppFabric b —EAICV V& hi-O—I)THR—rEhTVWBRU—-23>

AppFabric &, Y—EAXAAWS U—2 3> FRIARAEZINXNTO TH—EARICUI9EhizO-)
DEREYR—NLET, FMICOWVWTIE., "1 OAppFabric " T RKRKA I RKNEDA—R, &S
BLTLKEEVAWS £OV T 7LV A,

AWS O Y x—2 R7R1) > — AWS AppFabric

d—%—, =7, O—=NLICTIOEAFAZEMTSICE. B TRV —2EBRITHRYE,
AWS BEERVL —RFERTHENHETT, BDELT IV EAF IO ZEF—LALIZERETBHIAMD A
BAY—BERV—ZERTDICE., RECEMABIVETT, I<ICHBRTSICE,. AWSY
Z—=URRV—ZFERTEERT, cNSORID—lF, " BRPBI—AT—AZX—7Y NEHEIC
EHTHEY), AWSTHODRNTHRIATEEYT, AWSEEBRU—OFMICOVTE, T I1—Y%—
AR O TAWS BERD—IAM, ZSBLTLSEEL,

AWS #—ERX AWS EERD S — 2RSS LTEHLET, AWSEEBRUS —OT UV EAFAR

BETEFREA, Y—EATR, ILLWHKEZRATEDXRSICTRLEHIC, AWS YR—T KRRV
S—ICHERAEMENDCENBYET, COBBEOERHGE, RUZ—HFT7RYFEhTWD, IX
TCOTATFTAT4 (A=Y —, JI—T7&LTO-)) E‘%’fiﬁz_iﬁ“o U VWHEEN LS L

FoniBER, HLLWARL =3V HFERAARICE 2 LBEIC, EY—EAN AWS YR—I R
R —2EHIT2ARMAIREG<BZVERT, ¥— I:XL?."AWS?Z SRRV —=ABTIEA
AAZHIBRLBEWVWED, RUS—OBEFHICL>TERFEOT IV EAFANr RBID LRI H)EHEA,

TESIC., B, BHO H—ERICTENDREHED YNZ—D RKRV—AWS ZHR—KLET,
il 2 1&, ReadOnlyAccess AWS BERZ —lF, §XTHOAWS H—EAX SRV UY—ANDE
AEVWERT OV EAZRBLET, H—EANFHEZERTHE., BFLLVARL—32ED
V—ANGZEHEYERAT VAT AWS ZEMULFET, BEMER)S—OUANEFHRBICOVT
k., "TI1—H—H14RAWS , @ "EEMEEERAD BEERU—IAM) ZZRBLTLEEV,

AWS Y Zx—2 RR1) 2 —: AWSAppFabricReadOnlyAccess

IAM ID IZAWSAppFabricReadOnlyAccess’ R —ZFRY FTEET, CORIVI—E
AppFabric, Y —EAICHAIBMYUERAT7 IV EAFATZRELET,
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EEHAR

® Note

Z MAWSAppFabricReadOnlyAccessR > —Ik, 4EM @ E#EE AppFabric D726 D A

DHAIBMNERT IV EAZFALEE A,

SIS

CORIVD—IZIE, LTOFANr8ENTVET,

« appfabric— 77 UNY RIOBEE, F7UN RILO—EXRR, T7VERRORE, T7 VX
RMOUARN, BWIAKOEE, BA&DO—BRR, BIAKEOEIE, BV iAKLEOEE, HY)

RAKEDVAR, BROEVY—-ARAZTO-—BERRZTOERZ/FELETT,

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"appfabric:
"appfabric:
"appfabric:
"appfabric:
"appfabric:
:ListAppBundles",
"appfabric:
"appfabric:
"appfabric:

"appfabric

:]I

"Resource": "*"

GetAppAuthorization",
GetAppBundle",
GetIngestion",
GetIngestionDestination",
ListAppAuthorizations",

ListIngestionDestinations",
ListIngestions",
ListTagsForResource"

AWS EIER!) S —: AWSAppFabricFullAccess

IAM ID IZAWSAppFabricFullAccess/RUS—ZTRYFTEEXYT, DR —IF AppFabric ,
H—ERICEBT IV EAFTERELET,

AWS Y Z—T RARUZ —
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EEHAR

/A Important

Z MAWSAppFabricFullAccessRIJ > —Tlk, AppFabric for productivity BEEN DT
TARHFAEhELGA, ChiF, RETLELI—FRTHDEHTT, for productivity ¥EaE
ANDT I AOFFAOFEMIZDOWTIEE, AppFabric "y 228B L T & LW AppFabric for
productivity IAM7R ) = —® 4,

SIS

CORIYD—IZE, ATOFAFrEENTVET,

- appfabric- ICE2BEBT IV AFAZEL £9 AppFabric.

kms—IA VT AZ—EBERTIDLEOOT IV AFAZFELET,

S3FNTD Amazon S3NT Y hOERZNEL T, NTY MuBZEBBLET,

firehose — Amazon Data Firehose BLfE A RN —LZ—BRTRL., BEAN)—LZRERTST
VAT ERELET,
iam - AwWSServiceRoleForAppFabricOH—ERIZU > OEnkO—ILEERT ST VA

Al %45 L £ 9 AppFabrico M DL T,
B EBBLTLEE W,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"

"Sid": "S3ReadAccess",
"Effect": "Allow",
"Action": [

" AppFabric DY —ERIC) > o&EhiO0-IL0fE

AWS Y Z—T RARUZ —
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"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"
},
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

I
{

"Sid": "AllowUseOfServicelLinkedRole",

"Effect": "Allow",

"Action": ["iam:CreateServicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

},

"Resource": "arn:aws:iam::*:role/aws-service-role/appfabric.amazonaws.com/

AwWSServiceRoleForAppFabric"
}

]

AWS Y Zx—2 RR 1) 2 —: AWSAppFabricServiceRolePolicy

AWSAppFabricServiceRolePolicy RUZ—ZIAMIVTATAILTRAYFIBDERETEERE
ho CORIVD—RGF, FA—H—IZRDI2>TTIIIVERTTEDLSICTRH—ERICUY
Eh7zO—)L AppFabric ICT7 &Y FEhET, FMICODVTE. " AppFabric DHF—ERICU> S
shiO-J)LOFERA) 22RLTSEZ,

AT Al DA
CORD—IZE, LUTOFAFrE8EATVET,

« cloudwatch- X kU O A7 —2& % Amazon CloudWatch AWS/AppFabric BRIZREICEE T
BEODOT U AFHT AppFabric Z ICFELE T, THERATE S AppFabric X KU 2 AN EE#
IC2WTIE, CloudWatch ") #28L T< & WAmazon AWS AppFabric Ic&2FE_Z1J 2T
CloudWatch,
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« sS3-3BEL K Amazon S3/NT Y NMICEVWIAENTF—RZBET ST U 2 AF T AppFabric Z
ICfE5L %9, Amazon S3

« firehose - #§E L /= Amazon Data Firehose BIEA RN —AICEVIAENETF—2 2 BET ST
2t A AppFabric & 35U £ 9,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}
}
},
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
b
{
"Sid": "FirehosePutRecord",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
]
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:15Z7",
"mfaAuthenticated": "false"
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I
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
},
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92da®-5eeb-4ff4-aabf-4db7fd022adl",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd@22adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

iy
"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",

"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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