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XUN=T Ao MFEBH SHIREND E, TOXUN=T AV MEEBZNONREE T
<BYEY, EBTHIRNOERBERG. XON—TAIVYMNBECKEUTHLWEZNZAETE
2L, AUN=TATY NEBBH SHIBRTDHEIZ, TOEZXYN=THIUMNIBEETEN
ETT, HBOBWEENOU ANE, AWS Artifact DEBIZTRIEBTEE T,

FHIZ DWW Tk, AWS Organizations 1—H'—H 4 RD THEHEBADO AWS THO O KDER |, 25
BLTLSEEL,

HEBORNEZFHTD

AWS Organizations DEBADITXTOXN—THIO MR >TENEZHETEET, 2%
ZHEITBEIC. EZK, BABR. SXRCAVTSA T ABLYBMHICHRKR T DL Z2HEBHLET,

HEBT 9t AFHT
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artifact:DownloadAgreement
artifact:AcceptAgreement
organizations:DescribeOrganization
organizations:EnableAWSServiceAccess
organizations:ListAWSServiceAccessForOrganization
iam:ListRoles

iam:CreateServicelinkedRole

FHCOVWTR, "TATUTATAETOEAEDERE ) 28RBL T LTV,

BBOENZEZFHETHICE

1. https://console.aws.amazon.com/artifact/ T AWS Artifact A2V — )L ZBHE E T,

2. AWS Artifact # v 2 17R— R T, [ ZBIRLE T,

3. [Organization agreements ({#8Z2#)]) 27 2 BIRL £,

4. BHEOEVZIAVERBALETD,

5. [Download and review] (XU >O—RLTLE1—) Z&IRLET,

6. BHNEHTAET, ET LS, [Accept and download] (BAIZEL TATO—R) ZBIRLET,
7. BHNEERRAL, FIVvIRVYIRZAVICLTEAERTAHIEZRLET,

8. [Accept ()] B IRL THEBRADBEESLVFSEDINTOTHI U NOBNEZSHELET,

HBRNDKRT

AWS Artifact A2V —)LZER L THEBROIXTOXN=THIO2 hORDL Y IC2NZZHL I
HZak, AV ZEALTZTORNZERTTEERT, ThIUADBER. 777422, =
ZRLTSEEL,

REBBT 7 AFH

BNERTIDIE, EBTHINOMBEIROT 7 AFANBETT,

artifact:DownloadAgreement
artifact:TerminateAgreement
organizations:DescribeOrganization
organizations:EnableAWSServiceAccess
organizations:ListAWSServiceAccessForOrganization
iam:ListRoles

HBENOKRT 12
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jam:CreateServicelLinkedRole

FHCOVWTR, "PATFUTATAETIRAEDERE ) 2ZRBL TS IEEL,

AWS EDAZ T A BN EKRTIBICE

1. hitps://console.aws.amazon.com/artifact/ T AWS Artifact A2V — )L ZBEE £ T,

AWS Artifact ¥ v 2 217R— RT, [2H] ZEBRLET,

[Organization agreements (#E#iZ240)] X 7 2 BIRL £ 7,

Y %BIR L, [Terminate agreement] (W EKT) 2 BIRL £ T,

IRXTDFIVIRY DARAZAVICLT, BHNERTIDEICABETRCEZRLET,

[Terminate] (#8 7)) ZiBIRL T, BEERHDBI XY E—IHFRRENES, [KRT] 2BIRLE
9,

2

AWS Artifact TOBEEOA 754 2 2HNOERE

BEOF 754 2ENFHDHE. AWS Artifact ICEA 754 TEHELUEZPUAFRTENRET,
f=exE, >V —)LIC [Offline Business Associate Addendum (BAA) (77 T 4 > BXBIETHN)] A
[Active (B%)] EWSAT—RATRRENET, BMEVSAT—RARENNFEFHEEhICEZ
RUET, AT7TAM 2N EKRTIBICEK, BHICEEFNDRTOHARSABLUVUFIEZSREL
TLEZL,

T H> A AWS Organizations AN EET H V> N THBHEE. AWS Artifact ZEAL TH 7
TAVEHNOFREZBEBOINTOT AV NIEBATEERT, 7757140 TEHELULEZVZHEBS
KCHEBRAOIXNTOTAINIHEHATRICE, UATOFT IV ERAFANr ZETT,

organizations:DescribeOrganization
organizations:EnableAWSServiceAccess
organizations:ListAWSServiceAccessForOrganization
iam:ListRoles

iam:CreateServicelinkedRole

BEROT A RFBEBOXN=THIRNTHDH5E. #7742 OEBENERTTSIC
. LTOT7 O EAFAANLBETT,

organizations:DescribeOrganization

FT7 542N 13


https://console.aws.amazon.com/artifact/

AWS Artifact

I—¥—%( K

HMICOVTIE,

"TATUTATAETIOLAEDER, 2ZRLTSEE L,
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AWS Artifact TOEH O EE

AWS Artifact DBHI Tk, EX—)LBHZRET R _ENTEEFT, BHRER—I T, UTIC

HETEIRSIC, BHEYTRAIZA4T LY, TOMOBARELZEBLLEYTDENTESR

9, AWS Artifact l&. AWS User Notifications H—E A& FERA L TEHAZIEEL E£I, AWS Artifact
BAZEMERTSICIE. AWS Artifact 8 & ¥ AWS User Notifications H—E A IZMBEBR T V= AFAH
FEEhTVWEThERYEBA. HHIICODWTE, "TATFUOTATAETIORLAENDER,, 25
BLTLSEZL,

BIR
. BHIOHRE
« REICZITEE)KTS

« RSN —F142T

BEHDERE

BRAIOZEZHRBIZRE, H5HA LS —BAT—REZREFEIDV—Ja2eEETILEN
HYVET, BANTZEYRTYTITBICR. UTOFIEICH > TEZL,

BANT 2y NTYTT3ICIE

1.  AWS User Notifications H—E'A® TEBE/N\NT , R—S2REET,

2. AWS User Notifications )Y —ADREZHFLITH ) —2a %2 BRLET, F7FILBNTE,
11— —BHF—REKERIS (N—2ZTIF) CRFEA, BIRehitn)—232ICE
BRENET, FHACOVTERE, TBEHNNTORFIX N Z8BRBLTLEEL,

3. XEZ#VIUYIULET,

BHEHTROZA4T 3311

1. AWS Artifact "BHREI R—PZHEFXT,

2. AWS ArtifactDBHIZ YT X054 7332k, [Atifact BHZHTRI9SA4 T NTINEDIY
9LF9,

]
u
S
ks
it
o


https://console.aws.amazon.com/notifications/home?#/hub-regions
https://docs.aws.amazon.com/notifications/latest/userguide/notification-hubs.html
https://console.aws.amazon.com/artifact/notification

AWS Artifact d—H¥—HAR

BHOYT RIS AT Z@BRITBICE

1. AWS Artifact "TBHRE) R—PZHEE T,

2. AWS ArtifactO BRI YT AU T4 7 2B T3 ICIk, [Artifact BHZHTRAIS/4 T NI %
2UYOLET,

REZERTDICE
1. AWS Artifact TBHIFEE, R—JERAEET,

2. [REOERIZVVYILET,

3. ZHNoBAZZTESICE. [AWS ZIWOEH OBIZHBDTFIVIRY VAREFVODERICL
79,

4. LAR—POBHZZTIWDICE, [AWS LR—NOEH OBICHDFIYIRY IRAZTD
FXRICLET,

5. TRXTOLAR—NOBHESHEMBICE, [FTRTOLKR—N OBICHDFIVIRY HA%ES
COEFICLET,

6. BEOHTIV—V)—ADLR—FOKXOBANZZITRSICE, [LR—ROHTEY N ®
FIVIORYIOREIIYILET, RIZ, BOOHBAHATIAVES)—ADFIVIRY IR
20UV OLET,

7. REROBEZAILET,
8. BHZZEFEIZDA—NLDOUANEZIVNTRI>TABLET,

9. (A7 2IAV)BHAREILRTZEVEHTRIIE, 2TE02 32 ZRALTF—EEORTZEA
HALET, F: BTBEAWS UY—RICEINHTRENTERTINRILT, FFITFF—&1—
H—AERTEDAFTIVOETEBHENE T, 2T, VY—RADOEE, BE, 7132V
ORI BET,

10. [REDEX]|ZT7VY ILET,

11. BEENLLEX—)T RLACERBA—INFEFENET.,. CDIFE,. EX—ILOREER,
EEENEREEX—IICHD [EX—ITRLAOFEE] £HB V020 )Y VIDHBEN
HYWET, ChiZkY), FBRETNEEX—/LTRLALCOGBRN B CEICBYET,

REZwWRETDICE
1. AWS Artifact "BHEEL R—JZRHEXT,
2. WMEITHIRENITZIVIYILET,
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3. R—DORALILHD [WEIRZ2>ZVIYILET,
4, EQOT71—=)LREFETEFRT, TEARICABEN B TNE, [BREANARORFZHLET,

5. ILLWEX—)ITRLAZEMTRDE, BEX—IT RLACEBX-INFEEENET,
AXA—=ILAD [X—=ILT RLADOFEE] V0% 0)Y ILET,

REZHIBRIZICE

1. AWS Artifact "BHRE) R—PZHEEXT,

2. WMETIREOTZIVYILET,

3. [Delete (HIBR)) 2OV YOLZET,

4 HEXAYVE—DEHRALES, [HIRI Z20UYILET,

REWCZT2EN)ETS

27&EF. AWS DY —RIZFFEIRILTT, FTRFERAEN, 1 20OF—&FT2320N0120
ETHREENTHY, EE55EHBEFHRANERLET, FTE. VY—ADER, RE, 71I)IL&RV
VIOCRIBEET, REZENELRFEETHIEER, ATV TRIZRETEET, FHMICO

WTE, "TUY-ZA0ET[FH, 25RLTEEL,

NZTNZ1—F42T

AWS Artifact BEIOFEAFICTIS—X Y =22 F (TH 2 2B E . AWS Artifact K< H2ER D
CRSTNa1—F14200, #28BLTLSEEV,
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AWS Artifact T @ Identity and Access Management

AWS IZH A TYTIBEEICIE. AWSTHIUVNIBEERTSNEE X—IT7 RLAENA
D—RERHLET, chslE IL—RREIEBEHRTHY ., chsOBEHRZEFEHAT S E, AWS Artifact
Uy AZBHETEIINTDOAWS VY —AANNDTEBT I ELANAREICAEYET, L, H
TOVAZRIL—RNTAHODNEFERALBVCEZELSBEOLET, £, 01— —L7
7J'7/|\ SELEHRZEHRBEL T, FHIOMOEEBTIVELAZRBEBLEVC L ZHHOHLET,

IL—REERIRHZEEAL TAWS TAIY NI A4 L 1Y), DI —Y—&RERIRHZEHAL
23RO TRAELS, BDE, AWS Artifact IO RFIXY RRERRZWEANDT I LA ZHEETS
AN HZI—H—ALCIAM - —eRENZHFREI—Y— ID ZEL T<EEW, Z0OF
ETR, F1-—Y—ICERIOY A2 A FHREREHEL, F1-—Y—FRBEDORFIXNEESL
OICBEBTIELAFAANDKAEEADENTERT, BHO IAMI—HY—ICEALUT IV AFT%Z
FETZCE. IWMTIIL—TCT IV EAFAZAFELT, IAIMIA—HY—Z220JI)L—7ICEMLE
EE

ITICI——ID%Z AWS ODATEELTVWSES., IAMIA—HY—%ZERTH2RDYIZ, IAVMID 7
ONAF—%2FATEET, FHI-CHOVTE, IAIMI—Y—HA RO "D 7ONAF—T7TF
L—>3>, #8BLTLSEETL,

EPAN

« AWS Atifact \OI1—H—TF O tA&+Y TV T93
- EHMHBHERNOBIT

« IAM R —045l

 AWS Artifact ® AWS Y Z— RARY S —

« AWS Artifact DH—EZAU > o O—-)L QA

- |IAM Z#F—0EH

AWS Artifact \OI1—HY—TF7OtA%&Z2tEYNT YT TS

UTOATY7TZRTLT, BEBTIEALARIICETVT, AWS Artifact NOTF UV & AFF A Z
A—%—ICABELET,

RARY
« ATYZ 1LIAMRU S —ZHERT S

AWS Artifact N\O 1 —H—TF I tA&2EY NTY T T3 18


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
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c ATVZ7 2 IAMIN—T 2 EBRL TRV —ZTEYFID
c ATVYVZ B IAMIA—H—ZERLTITIL—TICEMTS

ATY 7T 1AM R S —Z KT B

IAM EE &, AWS Artifact 77232 E VY —AANOT I EAHAZNETEIRI—ZERTE
£9,

IAM RS —ZERT D ICE

IAM 1—H—8B X ITIN—TICT7 O AF T2 NETRZEHICERATES IAMARD S —%2ERTS
iCl&E, U ToOFIEEFERALET,

IAM 12V — )L (https://console.aws.amazon.com/iam/) ZBE £,
FTETF—23RAT, RUD— Z2BRULET,

[Create policy] (RS —&ERK) ZIBIRLE T,
[JSON] 27 &BIRL £ 7,

RI)Z—RFAIXDVRNEZADLET, MEOKRIS—ZERTEH. IAM KU —0 6 DR

S—EERTRIEETERT,

RS —DOMH#FE] 2BRLET. BXIZ—HIH2F8RF. RUZ—NUF—RFRELET,

7. [RUZ—O®BFBI|R—IT, RUZ—OBENZERT —ENOERNZANLET, SAAZEMNTSEC
EETEET,

8. [RUZ—%=EK] Z2ERLET,

o kb w0 D=

o

ATYT 2. IMMIN—T%ZERL TRV —ZTRYFT3

IAM BB EGFIIN—T%2EEL., ERLERIVS—%2TIN—TICT7R2YFTEET, WOTE IAM
A—H—%=J)—TICBMTEET,

IAM I —7%2ERL TRV —%2TR2YFITBICIE

1. FEZ#—23>~RA 2T, [Groups]. [Create New Group] DJEIZIEIRL £,

2. [FL=TBICIIL—TOEEEANL, [(ROATY S &ZERLET,

3. ERULERV—OBBZRERY VAIZAILET, RUZ—OF IV IRY JAZERIC
L. [ROATY T ZBRLET,

4. TIN—TRBERVS—2HRBLET, BRENFTELS, [JIL—T0OEH] ZERLET,

ATY T 1 IAM RS —ZERT S 19
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ATY 7 3NIAM A—H—ZEHKL TITIL—-TICEMT S

IAM EEEEG, WoTEI—HY—2J)I—-TCEMTEERT, I—HY—Z2EBMNMTDE, JI—-TIC
NEENLEERN I —ICREEhET,

IAM 1—H—ZERLTITIL—TICEMT B ICE

1. FTEZ—>232RA4 2T, [Users] (1—H—), [Add user] (11— —%ZEMT D) DJEICEIRL F
ED

2. [A—4—BIC1AFEREHDI Y —DERMZANLET,

3. AWS Management Console 7V A OEICHDF IV IRY VAZBIRLET, BBERES N
ENAD—REFELEEHDAZRLNADT—REZFRELET, LECIRLUT, [—F—RXEOY 1>
AVTHULWNAD—RZERTEILENHYET) ZERLT, IET A A VFIZ/NAD—
ROty NEERTEET,

[Next: Permissions] GXO AT Y 7. 77 AFA) 2BRLE T,
[A—Y¥—%=JI—TICEmzEIVYIL, ERLETIL—TZBIRLET,
[Next: Tags] GR\: 27) ZBRLET, BEICRHUT, I—HF—ICXTZEBMTEET,

[Next: Review] (ROATY 7. LE1—) ZBRLE T, ERHAIETLES, [1—F—DEK]
ZERLET,

S -

E Ol SHERANDEAT

AWS Artifact IC&k V), BEEREEOMA BT IV EAFAZHEATEDRSICRY R LE, chsnE
OO BT V7 EAHAAILKY), BEREFREOEEPLR-—MNOI IV O-REEDHENDT VL
AZZHMA<HHETEERT,

EOMABT UV EAFAZEALTILAR—NITIERATDICE.
AWSArtifactReportsReadOnlyAccess BRI —ZFEATSH A, UTOHRBEEHICH >TTIER
FAZEMTEET, UHIICEOHA BT IV EAHFAOERAZFTTNTINLEZEN HBHE
LAR—=KRIAVY—=ILTHRATEZAWS "TP—FT 177 ORKLR—RNDODEHMEA BT ’thnﬁF‘J/\cD
ATRNA VO BRFERALTATNAVTRDRENBHYET,

WLLW PO LAFAOEFICAEN $25EF. IV THRAARBAWS '7—FT1 77Tk
LR—NOEDMABT VELAHADAT RT IR U2 ONS, VT IO EAFTZRFOLR—
NETOEATEERT,

ATY 7 3 IAM I—H—=ERLTTIL—TI2EBMT S 20
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AWS Artifact I—%—HA KR
LU WIERANDBIT

)Y —ABBETREVEROBIT

dA—Y—, #ROERZECHEFORIS—2, EOMHPAVERZECRI—ICEERRILE
FHYET

REERDKR)S —:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/*"
]
}
]
}

ZOML VHERZZFOHLVWKRD S —:

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

#LUVIERANDBT 21
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)Y —ABEBEDERDEIT

dA—Y—. #ROERZECHEFORIS—%2, EOMPVERZECRIVI —ICEERRIDILE
AHYWET, LR—KMIVY—ADTAI RA—RERBGFHF—ICEEBRASNKL I,

RERDKR)S —:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,
"Resource": [
"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and
]
}
]
}

ZOML VERERAF—ZETHLLWKRIS —,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

Attestations/ISO/*"

U VERADBLT

22
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1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [

"soc",
"PCI",
"IS0"

1,
"artifact:ReportCategory": [

"Certifications and Attestations"

IAM 7R 1) = — D Hl

IAM A—H— LT O AHAZNETEIT I RAFAR) S —ZERTEET, AWS Artifact L
R—=RMANOT I AEE, BE—OT7HIO UV MNELREBIIRD > TRPNELZAFLS LAY O—R

IRIHERZI -V —-ICNHETEFT,

KOG TNRIS—, BEETIEALALCESWTIAM I—H— LB ¥THI N TE

DTV EAFAZRLET,

« AWS ZOHiIA VHERTLAR—hZEEIZIRI—DH

e H—RN—FTALR—KNEZEETDR)—0DH

« BHEEEITDIRIT—DH

s HET DR —DH AWS Organizations

« EBTAVCDORNEEETDIRI S —DF
« BN ERZNEEERITRRIS—0H

s BHAZEETRRI—0H

IAM RS — 045
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Example AWS & A VHERTLR—NZEBEEBTERIS—0H

® Tip

MEORVS—ZEERTDNDTIEEL, AWSArtifactReportsReadOnlyAccess BER!) < —

DEAZREL TS EEL,

LTORID—E, AWS EHHIA WVERZBLU TINTOLAR—NEX TV O—-RTDIERENS

LET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

RORYT—Tlk, SABHEREEL T AWS SOC, PCl, 1ISO LR—KDHEX I O— KT D

RzNFELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

]I

IAM 7R 1) 2 — 0l
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"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": [
"socC",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications And Attestations"

Example 5 — RN—F 1 L R—KNZEEIT DRI —0H

® Tip

HMEBORVS—EEZTDNDTIEARL, AWSArtifactReportsReadOnlyAccess BEER!) < —

DEAZRALTLSEZL,

H—RN=F1LAR—=KNFIAM VY —AD report TRENFET,

RORID =&, IXTOY—R/N—F 1 LR— N3

{
"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

HLF7IEA

AAZENELERT,

IAM RS — 045
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}
]
}

RORVSD =&, Y—RN—FTALR—NEHIO-—RIBTILAFATZRFELET,

{

"Version": "2012-10-17",
"Statement": [

{

RORI>—E, Y—RN—FTALR—NZ2—BERRIDTI/tA

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

RDRI)D =, IXTON=23 2O —R)N—FTALKR—-KD

EE

{

"Effect": "Allow",

"Action": [
"artifact:ListReport"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

AAZENELERT,

HlzHEITIERENELR

IAM 7R 1) 2 — 0l
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"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"

1,

"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"

RORIS—F, BEON-—23a2VICEIDY—RN-—FTALR-rOFHZRHEITIHERZNEL
£

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}

Example 2 ZEE T DR > —0Hl

ROR)S—F, IXTOEYEADIDO—RIBZDTIOERAFTZNAFELET, IAM 1—H—HZ
HWESHEITDICE., COTIVEAFAEHSETT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:DownloadAgreement"

IAM 7R 1) 2 — 0l 27
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]I

"Resource": [

"

RORIS—FE, 1 DORNEZHEITDTIVEAFTZ/RELERT,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

1,

"Resource": [

ngn

RORIVS—F, 1 DORNERTIBDTIVEAFTZRELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:TerminateAgreement"
1,
"Resource": [
nxn
]
}
]
}

IAM 7R 1) 2 — 0l
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RORIS—E, 1 DTHAI N RN EEEIZT IV EAHATEZNELET,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}

Example EEE T %K1 > —0H AWS Organizations

LLTORD S —E, AWS Artifact AWS Organizations&E DS ICERA TS IAM O—)LZEKT 21
RENELET. HBNERZNERKBIDICEK. BEOEETAVNMIIhSOT I EAFAN &
ETY,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
}
]
}
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RDOR) S —I&, AWS Artifact AWS OrganizationsfER T2 7 VL A#ERENETSD T UV AER%Z
RELET., BN 2N ERBITIICE. BEBOBEBTHINIChSOT IV EAFANVET
CB

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"

}
]
}

Example EBT7 WV hOZNZEEITBIRI > —0HI

RORIVS—&, EBTHINOEZNEERIZT IV EAFATZNELET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
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},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}

Example A8 2N EET DR —0 4l

RKDORID—F, HBNERZNEERBIRT IV EAHTZAELET., VELERZFDHOI—
H—AHEEBN RN ERETILEN BN EXT,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

},
{

"Effect": "Allow",
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"Action": [
"organizations:DescribeOrganization"

]I

"Resource": "*"

RORVS—F, BBNERNERRIDTIEAFTENELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

b
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

Example BRI ZEE TSR —0Hl

ROR) S —TlE, AWS Artifact BHIZER T2 ODINTOHERZFELERT,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:CreateEventRule",

"notifications:CreateNotificationConfiguration",

"notifications:DeleteEventRule",

"notifications:DeleteNotificationConfiguration",

"notifications:DisassociateChannel"”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",

"notifications:UpdateNotificationConfiguration",

"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [

i n

RORIVD—F, IXNTOREZ—ERRIZDLEHOTIEA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",

AAZENELERT,

IAM 7R 1) 2 — 0l

33



AWS Artifact I—¥—Hq R
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"
iF

"Resource": [

"

RORIVY—F, REZERTBIT7IEAFAZNELET,

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

"notifications-
"notifications-
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
:TagResource",
"notifications-

"notifications

]I

"Resource": [

"y

contacts:CreateEmailContact"”,
contacts:SendActivationCode",
AssociateChannel",
CreateEventRule",
CreateNotificationConfiguration",
ListEventRules",
ListNotificationHubs",

contacts:ListEmailContacts"

RORIY—F, REZWETZIT7 I EAFAZMNELET,

"Version": "2012-10-17",

IAM 7R 1) 2 — 0l
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"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

]I

"Resource": [

"y

RORID—F, REZHBRIZT7IVEAFAZNELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [
nxn

]

}
]
}

IAM 7R 1) 2 — 0l
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RORIVS—F, REDVFMERTIBDT IV EAFATZNELET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

nin

RORVD—F, BANT 2BBRETX-BERBRIZDT I EAFTEFELET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

o

]

}
]
}
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AWS Y Zx—T RARUZ—F, AWS FERB LRVEETH AR RFTOVYRYS—TF, AWS Y
F—IRRUD -, Z<O—MBHBEI—AT—ATHEREZERHETEDI LS ICRFATh TV o,
A—¥—, JI—7. O—IADERDOE ) STEZHBTEEXT,

AWS Y R—T RARUD—F, CRAORENDI—AT—AIHL THNMEOHEREZNSLEVES
BEYBHBDEILTEELKEZV, AWSODIXRTOBERNFEATEDLSICBDNERITRIZSHT
o I—AT—ABCHAZN—EBRI—ZERITD_ET, ERZRVACZLZHHOLR
9o

AWS X Z—D RARUS—TERBLET VL AHREEETEREA AWS H AWS Y R—2 RR1
J—ICERENTVRERZEFH IS E, BB RIS —HFTEYFEATVRZIXRNTOTUIN
WFATFoT4T74 (A=Y=, JI—7, O-J)) ICEELET, HILLWAWS O —ERZILH
I5H, BFEOY—EATHLWAPI ARL -3 FMERATREICED &, AWS " AWS X R—2
RRUS—ZEHIBAEMIREEZYNET,

EMICHOVWTIE., TIAMIA—Y—HA R, O TAWSYZ—I RIRUS— ) ZSBLTLSEEL,

AWS Y Zx— RR 1) 2 —: AWSArtifactReportsReadOnlyAccess

AWSArtifactReportsReadOnlyAccess RUZ—E IAMID IZRRITEE T,
ORI —E, LR—NO—EBRR, X7, FVVO— REFAT 244141 ERERELE T,

HEBR O 4R
CORIVI—IZE, UTOERFArEENATVET,

o artifact — 77U NIHFLR—RNE—ERR, XR, FOO0—RIBDEEFALE
9, AWS Artifact

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get",

AWSArtifactReportsReadOnlyAccess 37
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"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

]I

"Resource": "*"

}
]
}
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B—ERAV 7O ZHKRIZICE, ETZOEEDVY—-AZHIKRLET., chiZkt), AWS
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REENEY—ERZERLTKEEVW, Y —ERICVU 9 ZO0-I)LICETEARFIXNE
H—EATKRTITBICE, WV I9ZBRLET,

AWS Artifact D —E AU OO—=ILDOT 0t AER

AWS Artifact l& AWSServiceRoleForArtifact E WS BHIOH—ERAICU > VcnizO0—-)LZFEALE
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EEXT,
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AWSArtifactServiceRolePolicy & WS ZRIOO—JLFFARU Z—IZ&K V), AWS Artifact (&
organizations DY —AICHLTROT VIV ERTTEET,

* DescribeOrganization

* DescribeAccount

* ListAccounts

* ListAWSServiceAccessForOrganization
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KERZ (/N—ZFIEE) us-east-1 [=4W
KEREZ (F/\1F) us-east-2 WIAYV-4
KEBEZ (AVT7AILZT) us-west-1 WIAV-4
KEFES (ALY ) us-west-2 [=4W
T7VHh(T—=TRI) af-south-1 WINY-4
TIOZTINTT 1Y 0 (BA) ap-east-1 WINY-4
TOTINDTAY T (v HILR) ap-southeast-3 Wz
TOSTINDTAY D (LAVINA) ap-south-1 WOz
TIOTINDT 1Y 0 (KR) ap-northeast-3 WINY-4
TOSTINTav T (VYI) ap-northeast-2 WOz
TOSTINDTAv T (UHKR=I) ap-southeast-1 WINY-4
TOTINDTAVD (RI—) ap-southeast-2 WOz
TOTNDTA4Y O (RR) ap-northeast-1 (WYAY-4
HhFE (BE) ca-central-1 (WYAY-4
M (7Z>07ILNKN) eu-central-1 WINY-4
M (TAILZ > R) eu-west-1 WINY-4
B (O R>) eu-west-2 WINY-4
M (ZZ /) eu-south-1 WINY-4
XM (/NV)) eu-west-3 WINY-4
BRM (ARY 7RI L) eu-north-1 WINY-4
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)—23a># =23 @5+ AWS Artifact
TOHR—b
R (N—L—2) me-south-1 WINY-4
HRR (727 BREER) me-central-1 WYRY-4
EXK (H>/No0O) sa-east-1 (WYAY-4
AWS GovCloud (X E R ZF) us-gov-east-1 (WYAY-4
AWS GovCloud (K E 7 %f) us-gov-west-1 WIAY-4

IAM ZHFF—DER

IAM &4F—%2FAT2E, BEODLAR—MAFTIVES)—=XICETWVWT, AWS Artifact ® L 7R—
NCZDHALKTIEATEET,

RO TR =, FEOLR—MATIVESV)—XICETVWTIAM I—H—(ZHV) 4T
BLENTERTIVEAFAZRLET,

Example AWS LAR—NDFABYW T I ZAZERTEIR S — 0O
AWS Artifact L7AR— K& IAM U Y —A® report TRENE T,

RDORYS —IF, Certifications and Attestations AT DT NTOH AWS Artifact L
R—NERABD T O EAFAZNHELET,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListReports"
1,
"Resource": "*"
.

{
"Effect": "Allow",

"Action": [
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"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",
"Condition": {
"StringEquals": {

"artifact:ReportCategory":

"Certifications and Attestations"

}
}
}
]
}
RORIS—IE, SOC)—=ANDFTNTDH AWS Artifact L R— RN ZFZRZAEBD T IV AFTEFESL
9,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
ol
"Effect": "Allow",
"Action": [

"artifact:GetReport",

"artifact:GetReportMetadata",

"artifact:GetTermForReport"

1,
"Resource": [

-

1,
"Condition": {

"StringEquals": {
"artifact:ReportSeries": "SO0C",
"artifact:ReportCategory": "Certifications and Attestations"

}

}
}
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]

IRORY) S —IF, Certifications and Attestations A7V ZER< TN T O AWS Artifact
LR—RNEZHID T I EAFAIZ2FELE T,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
I

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”
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TAEHIE, UTZHBNTHIDICKRILIEET,

« UOTARNY, )L—REREEIEER E AWS Identity and Access Management (IAM) 1 —4 —EREE1E R
NDEESZFERL TEFENED,

s DOTANMO=-ILFELRGR7IFL—FT4Y RI1I—Y—OFURZVELF1) T 1RiEHRERE
ALTiThbhizhES D,

« UOTARY, BIO AWS OH—ERICE > TEFENENESH,

M DOVTIE, TCloudTrail userldentity 2%, #CSBLIEEW,

AWS Artifact Q7 7 74 I N OE#E

B, ELE Amazon SSNNT Y NICARNEOT77AILNELTEETDILSICEKRETEE
¥, CloudTrail DO 77 A )NICIE, BE—ABHOOTJIRNINFHYET, IRVKNEHSWHS
V—ANSOE—QUIVIARNZRL, VOITANENETO>3Y, O3>0, VDUVIRA
RONSA—BRBEDBBRIFEENET, CloudTral AT 7 7 A&k, NT VYo API O—IILDJEF
FFSsNhEAZRYIORNL—ATRABVED, BEDIEFTRERRENEL A,

RDOPBIE, GetReportMetadata 7 V23> %7R9 CloudTral O I KU T,

{

"Records": [

{

"eventVersion": "1.03",
"userIdentity": {
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"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
},
"eventTime": "2015-03-18T19:03:36Z",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not
authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,
"responseElements": null,

"requestID": "7aebcd@f-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",

"arn": "arn:aws:iam::999999999999:user/myUserName",

"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
.
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
},

"responseElements": null,
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"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",

"recipientAccountId": '999999999999"
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