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MarketplaceZ R D2 T2 b DFE—E hImEY —ILTT, VWSDIOHPDXFZANTRIETT, Ch
SITXRTOATIAVOHRRIRRENET, ANTBINFHNZVEE, RERBERERVIAFEIE

EE

H—E R, #EE, RF¥F21 XN, £/ld AWS Marketplace R ZRBRET B ICIE

1.

3.

NFET—a > N—0®EKRARY 2 A AWS Management Console, BERFED £ IBE 1= ld —=F
EAHDLET,
REEZRY)IAK, FHERTTDICE, ROVThAERITLETD,

- B0V TV OBETREZBRERVIATICRE. £MOoAFTIUD 1 2ZBRLET,

s BEOHTIVOHKRZERTTDICE., EATIVRHELOBEO n BIXNTORERERRT
B ZERLET, XAVOHBERVANMIRDICEK, ELBO [RP])Z22JUYILET,

s T—EAD—BNEBHELCTEXSBHITSICE.,. REEROTV—ERXBOLT—RELEL,
)oY OILET,

« RF XD NFELEEF AWS Marketplace R DFMICODWVWTIE, BRODAA NILE—BELEL
7,

D>oorVUYOTRE, BHROY—ER, NEY D, £1d AWS Marketplace XR—Z (LB E

LET,

® Tip

F—AR—REFEAL T, LNORERZRICTERLKBETAEETEET, £T, [Alt+s]
(Windows) & 7z [&[Option+s] (macOS) F—ZH L THREN—ICTIVEALET, RIC. &
RIBDEBAZADLET, BERUEBERNFVANORLEIPICKRRE NS, [Enter] F—%&
HLET, FIZIE. Amazon EC2 AV —)LICTREX < BEHTBHICIE. Tec2s EADL,
[Enter] ¥F—Z#LET,
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Amazon Q FXROY/N—&EFv Y NT D

Amazon Q Developer &, £ AIHEE (Al) ZEALESERTAXNT, AWSTF7UT—
2aAVOEHE, BE, LR, ERCKRIEET,. AWST7—FFTI0F v, UY—ZAAWS, AWS AN
ANTSO0FT4R, RFIXNEE, (CBITIERIE Amazon Q ICBRBAVEDLEVWEEITET,
HR—KNT—RZERL, SATI—2IRMDSHR—NEZFREETEET, FHFMICOVT
(&. "Amazon Q FAROY/N—1—H%—F4 K1 ® "AmazonQ &lF1 ZZRL T EE L\,

Amazon Q D{ERZFHKRT S

. AWS RF a1 X RIIT7H4 KN AWS Management Console, AWS DI 7HA N, £hkiF
AWS OV —=IENANT 75— 3>TAmazonQ EQOF v Y NERBITSICIE,. SAED
Amazon Q PA AV ZERLET, FHMIC DOV TR, "Amazon Q #AROY/N—1—%—HA K,
@ "TAmazon Q FROY/N—0ORBEE ZSBLTLSEE,

BRI

Amazon Q ICBRTZESEBEROHIZEIRICRLUET,

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?
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T ® myApplications & (& AWS

myApplications (&, A2V — I KR—LADHIREETHY), AWSTOTFT7UT—>320TAN, A
LA, EF21UFT14&%, NT7F—XAQDBEBEETE_ZUIJIC®’IAUEET, THONADT
XNTOTF7VTr5r—>32, IXTOT7TVT—2320FEBARNIIA, QAN EF21UF 1,
ARL—=2A2VOXRNIOREAVHANOBEICRK, D1 O20E1I—HDSTIEATEET AWS
Management Console, myApplications IZl&, A THFEENET,

e AV —=INKR—LR=DQTF7V5—23200421T YK

« P7VT—232 )Y —AQAANEEEF IV T A BREBRERTIDLOICFEATESD
myApplications

e AAM, NT7#—XR VA, EF1VTF A REBRBEOEERTTVIT—23 XN ORERTR
9 % myApplications & ¥ > 17R— R

myApplications M #&E

s P7VT—=23a>0ER —FLWTPZ V=23 a2 ERL. TOVY—REEBELET,
T 74— 3>k myApplications ICBEIMNICRREND =%, . APl AWS Management
Console, CLI, 8KV SDKs TF VI ZRTTEEXT, APIs 77— 3> OERE
(Z Infrastructure as code (IaC) A" K& N, myApplicaton XY 1 R—RASTIVEATER
¥, laC &, AWS CloudFormation X*> Terraform &M aC Y — )L THEATE XY,

s F7UT—=23UANOT IR —-EQOT 7TV Tr—232TH, myApplications 71T Y KA S
BRUTIEXRLSTIEATERT,

« P7UT—=23 20X KNI ADLE — myApplications 2R T2 &, BROT7 TV r—>3>
ChiE>2>TT77VT5—23a> )Y —A0JARMNPEELREFIUT BREZEROKEE, 77V
T—2aAVDEEBEBANIVORAZERTERT,

s P7VT—23a>0OEZRVIJEER —TF—LA, Canary, OY—ERALXRILOBE. DK
%5 Amazon CloudWatch, ® A ME@Z AL T AWS Security Hub, 77U —>3> 0
ANIARENT #—X 2 A% 5l L £ 9 AWS Cost Explorer Service, AE1—FT 42X KNUY
ADBEBELEREBELEERELEY, PSUY—RAOAVTFA TV AEREAT—RAZEEL
V)92 &ETEEXRT AWS Systems Manager,
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BEH—EX

myApplications l&, A TFOH—ERAZFALET,

+ AppRegistry

* AppManager

+ Amazon CloudWatch

* Amazon EC2

+ AWS Lambda

» AWS Resource Explorer
* AWS Security Hub

+ Systems Manager

* AWS Service Catalog

« BTG

myApplications NOTF 7t A

myApplications IC7 7 A ¥ % (CIk, AWS Management ConsoleDER/ID Y 4 R/N—T
[myApplications] ZiZRL £,

@ myApplications AWS FEMBEE L TRHEETAET, Y N7 Y THEXPHLVOEKEH V)
Ft A, myApplication XY > 1R—RICEHNEThTVRIEBERD DY —-APHT—EAOERARE
. ZEITBIVY—AOLKMETEIEREBRAENE T,

YR—REhadU—Ta>
myApplications l&. XD TEATEET AWS V-3,

« KERE (F/N\AF)
« RERZ (IN—>2ZT74LH)
« RKEBEER EEHVT7FILIT)

EEY—E AR Version 1.0 17
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AWS Management Console AFAHA K
- XKEBESH (FLOY)

STINST AV (LVINA)

STINDT4Y 9 (KR)
STINS T 499 (V)
TN T4y 9 (HKR=I)
TN k=

o7

ll

ll

\ll

>

—)

TITIIIN
\'l\ll

(
(
(
(R

N7 1499 (RR)

742 0)=23>

TF7A)IRTR, AT7RA)—23 0 FBMTEOYEREA, chsD—23ar %
myApplications THEATRICK, FETEV—2a ZBMICITIHENHYET, OFMICOVT
FAWS V=32, TOEBAWS V=232, 28BLTLKEETV, ROAT KA )—=23Y
HFHR—KRENTVET,

« F7VHIT—7827)
NS T 1490 (BB)

J

7 (
PTINS T 490 (NTFZIN—R)
7 (

7 (

\

NTAY D (DYHIILER)
N T4V T (XILRILY)
M(XZ /)

o BRM (ARA )

« KM (F1—-UvEk)
N—L—2)

NN N NN
v

X
\

(F
R (
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- R (77 EREER)
s 1AZIN(TILTET)

myApplications O BiLA S %

myApplications ZFEALTTF7UT—23 20K, EZXU2T, EBZHBRTSICE. ROFIE
CREVWET,

ATYT1:T705—>3> 0ER

myApplications DFERZFHE T2 IZ1E. 2023 F£11 B 8 BKR VW BIICERE Ni=# L L\ AppRegistry
T7Ur—2a>zERKTEN, BEOT7V5—>23a> %242 R—RKRULET,

Create an application
FT7)r—>a>aERTSICE

1. AWS Management Consolelc b4 >4 2 L&ET,
EfloY 4 R/Y—T [myApplications] Zi&IRL £9,
(T77VTr—>3>zER] 2BRULET,
T70r—>3>82A0LET,
(A723NT7T7ITr—>320FHEAZADLET,

(A7 av)2TEEMLET. 2TRUY—RACERENDF—EBORTT, UY—2R
CETIXRTF—2ERBLET,

o g A w N

@ Note
AWS 77V r—2a>20 k., MiLKEREhET7UT—23 2 ICEEBNICER
T, F7UT—2avICBEFHSNEDY —AZBATHILEHICEATEET,
SEMIC DOV TIE, T AWS Service Catalog AppRegistry EEEHA R, ® AWS 7
Z7Vr—23287, #Z2RUTLKEZL,

7. (A72aV)EHIN—TZEMLET, BHEIINL—T2ERALTITTVT—2320X%R
T—REREFETEXRT,

8. [RN\]1=ZO0UvYOLET,
9. (A7 aV)BEFEOUY—AZENMLET,

myApplications M B8 77 5% Version 1.0 19
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
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(@ Note
)Y —RAEBRREL TEMTSICIE., AWS Resource Explorerg 4/ IC 32 XEN &
VET, FMICOVWTEE, " OB % AWS Resource Explorery #58B L T £
L,
EBMEhLZIXNTOUY—RAICKE, AWST7UTr—>3a>r 20 F0snEd,

a. [DVY—RzER Z2ERLZET,

b. (A7¥ar)E1—%BRLET,

c. VWI—RZEHRERELET, F—T—R, BHl. FLRFRATTRETEDL. UY—ARZA
THRBIRITDCENTEET,

(@ Note
BLTLVWBR VY —ANRDO2ASHKVEER. TN 21—F142JLET
AWS Resource Explorer. F#fIC DL\ TIE. [Resource Explorer 1—H'—# 4
K1 @ "Resource Explorer TORRICEAITDIBMEONT /I 1 —FT 12T
BSRBLTLSEZL,

d. BMTRI1—H—0OBOFIVIRYIREZFVIZCLET,
e. [Bm) ZBIRLET,
£ [Next(RA)] EBRUET.

10. BRRABZ®ABLET,

11. AWS CloudFormation AX Y 7 #BEEN T2BEEF. R—ZOTHICHZAZFIVYIRYIA
BAICLET,

(® Note
T 7 ) —33>IZ AWS CloudFormation AZY J&EBMTd &, F7Ur—3
JICEMENEITXTOUY—RICTTVT—232 AWS ZTONMMFHEsNB 0,
AZYIDEHHNYVETT, ARVIDRKEFRICETULFERER. COEH
BIIRBENABVBEENFHBYET, ChickY), TV BALBEQOTTI)r—3
COBENRETDAEMEN BV ET, FHICOVTEE, TAWS CloudFormation
A—H—HARL O "AZYID))—ADEFEIE, 2ZRBLTEEL,

ATYT 1 T7TITr—23 > OER Version 1.0 20
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12. [770T—>3> kK] 2BRLET,

Onboard existing application

BEED AppRegistry 77’V —2a>&2F 2 R—RITBICIE

1. AWS Management Consolelc 4 >4 > LET,
Ef/lOY 4 R/Y—T [myApplications] Zi&RL £9,
BREN—ZFERALTT77VT—>322820%F 9,
T7Vr—>3a>z&RUET,
(#apnnnpane 7 R— Ry ZBRLULET,

CloudFormation AR Y U ZBER T2 HEE. PI7—RRYIVADFIVIRY DREF>
CLET,

7. [F70T5r—232>%F0R—R]Z2BRLEY,

o g bk~ w Db

ATYT 22T7VTr—23>0ORR

IRTOV=23VFERBEOI—2320T77VT—2a ELVEERREN—RELI—FE
FTF—7IE1—TRRTEET,

7

1.
2.
3.

TVTr—23 aERRTBICKE

EfloY 4 R/N—T [myApplications] Z3&RL £9,
(V=232 T, BEOV—2aV])EFEE[YR—MEATVWRED =232 Z2BRUET,

BEDT7VT—>322REBITHICE. TORE., F—V—R, KEEHAZREN—LCAD
LEXT,

(A72aNFT7FINOEI—EGFH—RELI—TF, P77VT—23aR—JFZHAZRIARX

TR, ROFEICHVET,

a. HMETAIVEEBRULETD,

b. (A7 2a)R—IHL XEBRLZET,
(A723aV)h—RE1—FERT—7IEI—%BRLET,

d (F7>ar)R—IHAXE2BRLET,

e. (A7YaV)F—7IEI—%2ERATIHARK. T—7IIEI—07ONT 1 ZBRLE
9o

o

ATYT 2. FT7ITr—>3a>nxRR Version 1.0 21
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f. (FA723V)KRRIBT7IVT—232070ONT1 ERRIEFZYVERET,
g. [MERR] ZEBRLET,

T7U5—<3a>nEE
CORNEYOTE, P7)5—>3 > 0BBAZRICOVWTEHBALET,
T7Ur—>3a>niReE

T7)r—2a> %4wE AppRegistry LT, SHBHZEHTEE T, ZFEAL T AppRegistry ., 77°1
T—2a> nRIEBUIIN—TE2mMETDIEETEET,

T70Tr—23a>amEdadICE

1. AWS Management ConsoleZB & £ 9,

2. V=IO EROY A R)N—T, [myApplications] ZiEIRL £7,

3. WMETART7VIr—23a>zBRLET,

4. myApplicaton #Y 2 21R—RT, [7o223V], [P7VT5—>3a % mE) OIEISERLET,
5. [P7UT—23>0HRAEEE] CHAZEHML., [(BEEZRTF] ZBRLET,

RIZRETBICIE

. ™ AWS Service Catalog AppRegistry EEBE A R, © "ZTDEE OATYTILRVET,

BEIIN—TZRETDICE

. " AWS Service Catalog AppRegistry BB EHA K, © "BEHTIL—T0OfRE, ORTY 7IZH#
WET,

T7Ur—>3> ok
T7)r—a N FEICKE D EBSE. BIBRTEET,
T7U—>3a > zHBRd2ICF

1. AWS Management ConsoleZB & £ 9,
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https://docs.aws.amazon.com/servicecatalog/latest/arguide/edit-attr-group.html
https://console.aws.amazon.com/

AWS Management Console

AFAA R

2
3
4
5.
6
7

aAVV—=ILOERMOY A4 R/N—T, [myApplications] ZiZRL £,
HIBRT BT 7V r—23 >z 8RUET,

myApplication # Y < 17R—RT, [79>3aV] 2BRLET,
(770 T7r—>3>z8KR) 2BRLET,

[HIBR] ZBIRLE T,

HIBR gD & =2®RRL., [77UT—2 3 ZHIR]) 2 8RLET,

d—RAZARY NOER

myApplications l&, IXTOTFT 7TV —>23> O I—RAZIRY M EERLET, J—RAZIRY
NZ{EA T % &, Infrastructure as Code (IaC) Y —I)LZEAL T, MILERLEZDY—R&ET T

T—2aVICEBWNICENTERT, EMENEINTOUY—RICE,

BERGFAZT7VT—>3 20 M5 nET,

1.

© N o g bk~ W N

TF7)5—23a>00—RAIRY NEERTSICIE

AWS Management Console ZB& £ 9,

OAV=ILOEROY A R)N—T, [myApplications] ZiEIRL £,
T70Tr—23a>zBELTGERLET,

(70232 #&RLET,

[O—RAZARY hZEE] 2BRLET,

O—RAZIRY hBATZERLE T,

AE—]Z&RL T, O—RZIVYTR—RIZOE—-LET,
Od—RZ1aCVY—=I)ICEBEYNTEXRT,

)Y —ANEE

COREYOTR, VY—RZ2EBIZHFECODVTBHHALET,

)Y —ADIEMN

T7Ur—2azviCUV—ReEm3ade, VY—RETI—THLT

VA, AT AT O RAEEBTEERY,

AWS 77 ) Tr—3 21

EFIUTFA NTF X

O—RAZARY NOER
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Y —AZEMT I

1.

N o o ~ w0 b

AWS Management ConsoleZB& £ 9,

V=)L OERIOY A R)N—T, [myApplications] ZiEIRL £,
T7Vr—>3a> )RV TGERLET,

WY —RAEEE) 2ERLET,

[Add resources] ()Y —AZIEM) Z&#IRLE T,
(F72av)E1—=BRULET,

JY—RAEZBRELET, F—J— R, BHl, FLEZATTRETSH., VY—ARATZER
FRENTEXRT,

(® Note
BLTVWBUY—ANEINSHEWVWEEEK., TSN 21—F42JLET
AWS Resource Explorer, F#f(C D\ TI&, [Resource Explorer 1—%—74 R, @

"Resource Explorer TORRICEATDIBEORNT /I 1—FT1420 1 #5BLTL
EEW,

EBMT321—Y—0EOFIVIRYIAEFICLET,
[Ehn]) &&IRLE I,

)Y —ADHIER

Y —ARZHIBRL T, F7VT—>3> EOBRENITEMRBRTEEXT,

VY —AZHIBRT B ICE

1.

2 T

AWS Management ConsoleZB & £ 9,

V=)L OEROY A R)N—T, [myApplications] ZiEIRL £,
T70r—23>zRELTGERLET,

WY—RAZEE]) ZBRLET,
(F72av)E1—=BRULET,

JY—RAEBRELET, F—T— R, BHl, FLEZATTRETSH., VY—ARATZER
FRIENTEXRT,

)Y —2Z0OHIkR Version 1.0 24
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
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(@ Note
BLTLVWB VY —AN RN SHKVEER. TN 21—F142JLET
AWS Resource Explorer, ##HIC DU\ Tlk, [Resource Explorer 1—H'—74 K, @
"Resource Explorer TORRICEATIEENNT /N 1—F74200, #83RBLTL
EEL,

7. [HIRR] ZEBIRLZET,
8. [VY—ARZHIR] ZBRL T, VY—RZHIKRIDEZHIELET,

myApplications X ¥ & 1 7R— R

ERERLREAVR—RTBZITTIT—23>2 2 &2, HMBD myApplications XY 2 1R— R &H V)
£ 9, myApplications Y > 1 R—RIZIE, BEDO AWS H—EALPSOA A hERTIAAN,
tFXF1UT4, BAVADPIYRNEENRTVET, EVATDIY NOERICAYER, UXNEFX,
HIBR, FEEHAAZEEETETT, FMICOVTR, ™21y hDigE, 25RBLTLKES
(A

F7Vr—23>RYy21R—RBEETADITY K

CNIADITYRNIE, F7V5—23> > )Y—AAWS OH—EXA 2EBT2-H0 OFREICKR
MDD, WRENWDRBTITAETAOVARNFETATVET,

TF7Ur—>a BB «41TvY N
COIATIYRNCK, PTUT— 3 08, BB, AWS P/ UTr—2a RS FRREhE

¥, Infrastructure as Code (IAC) D F7 7’V r—>3 2 JICTUVEALTIE—L, DY—RAICFE
TRI BN TBDENTEET,

AobB1—FT4200421TY R

CNIATIYRNIR, P7UTr—>3 IlBMe2 001 —F4 200 )Y —ADBHREX KN
JANRRENET, ChICE. PS—LOBHREIVEI—FT 42T UY—ARATORHEN
TENET, COTA4DITY KNZIE, Amazon EC2 41 AR AM CPU AR E Lambda FU'H L
Amazon CloudWatch ICB8 32 SOV —ANTA—XAAXRNY O AQER TS TERTENE
T,

myApplications & ¥ 2 1 7R— R Version 1.0 25
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AE1—FT4200421TY NOKRE

AVE1I—FTA2 T4 ITY NITF—RZANTRIIE, F7UT—232C2B8<EE1D20
Amazon EC2 4 AR AE =ik Lambda AR ZEREL £T . FFMIC DL T, Amazon Elastic
Compute Cloud RF 1 X k& TAWS Lambda XA Y /N—FH 4 Ry @ TLambda QBB SE AL &
SRLTLSEETY,

JAANEFERRRIADITY K

CDVATIYRNIE, PTVT—232 )Y —A0 AWS JANEFRARROTF—EINFRTENE
To cOTF—RZFEALT, AWSOH—ERZENBAOIANEZERL, JAMNORRERTRT
EET, COVAPIVYRGE, AWSTTUT—230RTTEI/HENLZIY—AOIANDH
ZENLET, EEL, B, FHER, STV YV-RAICEEEEFTSATLVEVZOMHOREET
ANGBHREFRT, JARE, LV RELTERTEN, 4 BEAZEIIRE 1 EEHENET, 7
MIZDOWTIE, TAWS Cost Management 1—4%'—74 K1 @ "TAWS Resource Explorerz F W\ T
ARhZEDH T2, ZRLTILEEL,

DAANEFERARRT A2 ITY NORE

JdAREFERARRIADIY NEBRETDICK, 77VT—232EFHV>2 N AWS Cost Explorer
Service TZBMICLET, cOY—EAREMBAESALTREEh, Y N7y TREPEA
VWORKEHY EHA. FMICOVWTIE. TAWS Cost Management 1—H'—7#4 K, @ "Cost
Explorer ZBRICT 21 ZZRLTEE L,

AWS tFa1UFT4 42TV b

CNIATIY NI, P7UT—23 20 AWS Security DEF 1V F 1 BREBERENRRENE
¥, AWS Security I&, OF7 7V Tr—>a>oteF1 )7 BREZRZSENICRRILET AWS,
BRIENBEEOEVREFZRIIFNIZIEAENOT VLA, EF1VF41HHOEZXV>Y., RIE
NEEE/EAENSVREZREANOT VLA, ROATYZICAF A Y1 NOBMBETS L
HNTEET, FHMICOVWTIEE, TAWS Security Hub, 2B L TS &,

AWS EF1UFT 14TV NOKRE

AWS X 1VFT A4V NEBRETDICK, P7VT5—>3>2EFTHU2 M AWS Security
Hub AIC ZERELE T, FHMICOVTIEE, TI1—H—HA R, ® " &lF AWS Security HUbAWS
Security Hub 4 Z8BL T &V, BE&BEHRICOWVWTIEE. TAWS Security Hub 1—H—H 4 K
@ "AWS Security Hub DERI NS A 7)., FARR. BE, 2SRBLTIEETV,
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AWS Security Hub Tl&, AWS Config Recording ZsXET D HENf HVET. cOH—E AR,
AWS THOYV NCBEEFSFShIZVY—ADFHRE I —Z2RHLET., FMHICOVTIE, AWS
Systems Manager 11— —4 4 R®M AWS Systems ManagerZZ 8B L TS & L\,

DevOps V142 IV K~

CDIA4DITY NZRERLEODA A RN RREND LS, AT SAT A% MELT, 77U
T—=23aICRULTT OV RETTEERT, CNSOAUHA NIREATHFEENRET,

« 7U—rDEE

- REDEE

- NYFEE

« ERXE & Opsltems EE

DevOps V1< I VY KNDERE

DevOps VA2 T Y RZERETSICE. T7UTr—>3>2&F7HT>2 M AWS Systems Manager
OpsCenter T ZBMICLET, E#HH‘_’DL\'C(&K F1—%—HA K, ® "Systems Manager
Explorer ®EAR 555 & & U OpsCenterAWS Systems Manager ", 2B L T &V,
OpsCenter ZB®IZ 9 % & AWS Systems Manager Explorer , & AWS Config & % & E Amazon
CloudWatch LT, —fWIICERAE DI —ILEAART K Opsltems ICETWTAXRY R BEHIC
ERENDELSICLET, HFHICOVWTE, "T1—Y—FHA Ry O "E=Y k7Y 7 OpsCenterAWS
Systems Manager 1 ZZ 8L TS\,

Systems Manager T— IV R ERITTDRIICA VAR AZHREL. NYTFARAF Y Z2HMIC
IRDTOLAFTRBERATEE T, FMIZOVTIK, TAWS Systems Manager 1—H'—H 4 Ry @
TAWS Systems Manager Quick Setupy 2B L T E&E V),

Patch Manager 258 €925 & T, 77 U4 —2 3> ® Amazon EC2 AWS Systems Manager 4 >
AZAOBE/NY FERAZRETDEETEERT, FMICOVTRE., TAWS Systems Manager
d—%—HA Ry ® "Quick Setup /NY FARU—DFERA 28RBLTSEEL,

BESBHICOWTIE, TAWS Systems Manager D&, #SBL T EE L,
E_RVJOEERIDADIY N

COTATIY NMIRUTARRENET,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
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s P7VT—232 0O —EALARILBEZE (SLO) EXRUTA
« {EATIBE% AWS Application Signals X N1 J X

TEZRVVEERATADIY MDORE

TEZRVTEARL—=23VVADIYVNERETDICE. AWS 7HJ2 MZ CloudWatch
T Z—L& Canary ZHERLET, FHICOVTRE, "Amazon I—H%—7H 4 K1 ® "Amazon

CloudWatch 7 2 —ADOER 1 8KV Canary DKL 28BL T &V, CloudWatch

CloudWatch 75— A& &K Canary DREIZDOVWTIE, "Amazon ® CloudWatch £& &AWS
TOSIRARL =23 EBIT7OT1 ZFThThSRBLTLIES L,

CloudWatch Application Signals ®§F#IC DWW Tk, "Amazon 1—H—7 4 K1 ® "Amazon
CloudWatch 777U =232 A A N EBMICT D1 28BLTKEEV, CloudWatch

2T7421TY K~

CcOVADITY NI, PFVT—2aVICBETRIINTORINRRENET, cOV1D1TY
NEFBRALT, 77U =23 00X 37— (EEE, RE, JANEVZ2—) 2 EFBRUER
TEFRT, FHICOVTRE., TUY—ADEZIFHORANTZIT AR KRIOAMR=N—D
regeid, #28BLTLSEEL, AWSAWS
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
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AWS Management Console 75 A X—KNT7 A

AWS Management Console 772 A XR—KT7 VAR, \OTF7 VA ZHHBITHO0EELEEZF1
1) 5~ 1 #4829 AWS Management Console. AWS Management Console 777 A RX—KT7 1A
&, I—H—HFRXYRND—TORAWS THIVRN DPSFHLEV CHAAVTERVLSICTS
BEICRIBEET, COBEEZFRATDE, RZTAVINFNRYRND—IORADLSREENIZAWS T
NoOUKEEBIL, N\OTVEAZEEENIEBAOEY b AWS Management Console @ & (C iR
TZEET,

N =R

e HIR—KREhTWVWBAWS U—23>, $—EZXO2Y—)L, LU HEE

+ AWS Management Console Z7ZARX—=KFP OV E2AOEF1UT4 I NO—)LOBE
« BEBZVPC I RRA> b & DNS RE

s H—EXONO—=LRVZ—EVPCIVRERANRIVI—DOERE

s FAFUTATAR—ADRIS —EZQHORI S -4 TDEE

« AWS Management Console 77 AX—KT7 Ot AZHT

« UIFPLVAT—FTIOF+

BR—RhENTVWBRAWS V=232 H—EXO2V-)., &
o I

AWS Management Console 7’5 A X—KF UV tEAlF, V=23 & AWS H—ERAOHY Ty
ROKREHR—KNLET, YR—FEThTVEVH—ERTO> Y=, AWS Management
ConsoleTHT VT ATIZBYET, TSI, MEREDT7AIIL KNI =32 0=BIREE, AWS
Management Console 72 4 X— K7 7 ADOFEA K IZ45E D AWS Management Console #8E7" &
MIBBDBENFHYVET,

LTo)—23a2>e—EAOY Y=Y R—REATLET,
HR—hEhd)—>3>

« KERE (F/N\AF)
« REREP (N—>ZF4LEB)
« KEAI EHVT7FILT)

HR—REhTVWB AWS U— 3>, H—ERXOVY—)L, RV Version 1.0 29


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html
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AWS App Mesh

AWS Application Migration Service
Amazon Athena

AWS Auto Scaling

AWS Billing Conductor

AWS Certificate Manager

AWS Cloud Map

Amazon CloudFront

Amazon CloudWatch

AWS CodeArtifact

AWS CodeBuild

Amazon CodeGuru

Amazon Comprehend

Amazon Comprehend Medical
AWS Compute Optimizer

AWS Console Home

AWS Database Migration Service
AWS DeepRacer

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 Global View

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service

Amazon ElastiCache

HR—REhTWD AWS U—2 3> $—EROVV—)L, & RTHEE
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Amazon EMR

Amazon EventBridge

Amazon GamelLift

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

Amazon GuardDuty

AWS Identity and Access Management

AWS ldentity and Access Management Access Analyzer
Amazon Inspector

Amazon Kendra

AWS Key Management Service

Amazon Kinesis

Amazon Managed Service for Apache Flink
Amazon Data Firehose

Amazon Kinesis Video Streams

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Managed Grafana

Amazon Managed Streaming for Apache Kafka
Amazon Managed Workflows for Apache Airflow (MWAA)
AWS Migration Hub Strategy Recommendations
Amazon MQ

Network Access Analyzer

AWS Network Manager

Amazon OpenSearch H—E A

AWS Organizations

Amazon S3 on Outposts

Amazon SageMaker T > X A L

HR—REhTWD AWS U—2 3> $—EROVV—)L, & RTHEE
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» Amazon SageMaker Synthetic Data
* AWS Secrets Manager

+ Service Quotas

+ AWS Signer

* Amazon Simple Email Service

* Amazon Simple Queue Service

* Amazon Simple Storage Service (Amazon S3)
« AWS SQL Workbench

» AWS Step Functions

* AWS Support

+ AWS Systems Manager

* AWS Transfer Family

« R—ENEERE

* Amazon VPC IP Address Manager

AWS Management Console 72 A XR—KNT7 O ADEF1 )T 4
d>~NO—-ILOBE

XY ND—OH 8D AWS Management Console 7 > ~NHIfR

AWS Management Console 7’2 A RXR—KT7 VA, XY kT —%2 AWS Management Console 7
S5ONOTIVEAZHEBAWS THO N HOEEENEBRHAOEY NOKICHIRTRHEICKIL
5FT, TOITDELKY, A—HF—HFRYMNIT—UVALSTFHLEWAWS PAHD N I2OT
12F20EH<ENTEET, chsnd> hO—)LIEk. AWS Management Console VPC T
YRRAVRNRID—ZFERALTEETEET, FMACOVTR, "H—ERAO ORI —
EVPCIVRARAVRRI—DEE) 22RLTLEEL,

ZYRNDT—=IODBA4F—FY N\ D#EL

BMI> 57> (. CSS AWS Management Console, 4 X—2) 3, NFERATZTEY NZTY
AT BHllJavaScript, XY RD—IOHhS5DA 2 X—FY NERHBIEHREMSLETY, £, T
kB AWS O —ER 1252 TWER AAWS PrivateLinke, THEAENDHREMRXSIOU AN
[Z DWW Tk AWS Management Console, "3 Z28BLTIKEEVWLNT I 1—F12Y,
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https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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® Note

7, AWS Management Console 7’2 A XR—KTF7 Ut Alk

status.aws.amazon.com, . BEDIY RRA U hEYR—-—NLTVEE
Ahealth.aws.amazon.comdocs.aws.amazon.com, cNSND RXA 2 FE/NTVY IA
VE—RYRNCIILN—TFTAVITTBIRENBYVET,

PEIXVPC I RRA & DNS RE

AWS Management Console 72 A XR—KT7 I EAIZE, V=232 Z&lCRXD2D2OVPC IR
RANFRBETY, #t#tne, BEOU—J3aBFRICBEEMART,

1. @ com.amazonaws.region.console AWS Management Console

2. ® com.amazonaws.region .signin AWS YA >4 >

(® Note

A2VT7ZANTOF v XY NT—D##KE. AWS Management Console TEA T %
D) —a v ICBEEEL, BIOKRERE (N—2 Z746EB) (us-east-1) U—23 o IC T
AOE>a”->JL%EF, AWS Transit Gateway ZfH L T, KEXRE (/N— ZF4LEF)
EMOIRNTO)—2a L ENERZFRETEETT, FHFMICOVWTE. "Amazon VPC
Transit Gateway HA R, O ""T DY RNT RNV I/ OFBEZE 22RLTLKEE
We Amazon VPC ET7 UV J#GZFER TR EETEER T, FHMIC OV T, "Amazon
VPCETVTEHEHA R, O "VPCETH#EELF) ZZRLTILKEEY, Chsox7
2a>aEE&EITSICIE,. TAmazon Virtual Private Cloud ##i74 7> 3 > RJ A4 hAR—/)N—
® "Amazon VPC BO#EHRA T3>, 28RBLTLSEZL,

DNSAWS Management Console 8 KU DFRE AWS 144>

ZXYRND=ORTTAVIDBETNETNOVPC I RRANIIL—FT12TFBICE,. AWS
Management Consolelc 1—H—H 7O +EAT2TNRY NDO—IJRNODNS L 1—RERELF
T, CNSODNS LO—RIZKY, I—H—0T7ZOHFRNZ 714 v Ok, ERL = VPC I RAR
A1V NIFEEEIET,
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html
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1 DORARNI—=2FZERTEERT, 2L, VPCIY RAKRA RMA BV

. health.aws.amazon.com X docs.aws.amazon.comZENDTITY RRA 2V NCRET O
ATEEFERA, CNSORXAVENT VY DALV BZ—FY NIL—TFT AT TRIRENHYE

T, V=232 2L 2D2DTTFAR—RNRAN—2VZERTHEEZHEBOLET, 1 D&
signin.aws.amazon.com A, Bl® 1 D& console.aws.amazon.com AT, LA F® CNAME L
O—REZFEALET,

- J—32 O CNAME LO—R (FRTOU—32)

c YAV AZDNSY—2DAWS A2 A2 VPC I RIRA 2V NEET
region.signin.aws.amazon.com

« 1Y —)LDNSY —> M AWS Management Console VPC T RiR4A > KN&#§T
region.console.aws.amazon.com

. RERI(N—JZTFH) V—3>FAOU—T3 2L ACNAME LO— R, BIZKERDD
N=DZT4B) V-3 2RETIVLENF HYVET,
« KERIZ (/N— ZTILEF) (us-east-1) D AWS H4 4> VPC I RIRA > NZIET

signin.aws.amazon.com

« KRERE (/N— ZF4bEF) (us-east-1) M AWS Management Console VPC T RRA > K& 1§
9 console.aws.amazon.com

CNAME L J—RZ#HK T2 FIEIC DWW T, TAmazon Route 53 F*AROY N—HA Kk, o "L
O—RZzEATZH ZZRLTSEEL,

Amazon S3 ZEL—FO AWS 2V —)LTld. DNSEHIICEBRDI/NZ—VHFEAThET, UT
IC220PlZRLET,

- support.console.aws.amazon.com

» s3.console.aws.amazon.com

D KNZ7 1Y% AWS Management Console VPC T RARA 2V NICEFETEDLSICTBIC
k. chsSOBRZEBNICEMTISENFHYVET. BREILTFAR—RNEIVARVIVA%ZE
WIBLEHIC, IXNTOIVRRAVNIN—FT AT 2RETDEZ2HEOLET, L,
AWS Management Console Ch i 7 ZAXR—KNTF OV ERZFEATILEHICREMSEHY FHA

RDjson7 7 A, V=230 ZEICR/ETD AWS O —EREDVY—ILIY RRAV N
NEEBVARNNEENTVET, DNS ODEHIIZIE., com.amazonaws.region.console T R
R4 NOTD PrivateIpv4DnsNames 7 4 —J)LREFEALE T,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
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* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

 https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

 https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

(® Note

D) AN, AWS Management Console 72 A RX— K7V ADQ&HEICT RAKRA >~
NEMENDLECICBAERENE T, 7TAR—NRANY -V ZHFOREICHKRDIC
. BIROT77AIIIJANZERMICEEBL TEEZL,

Route 53 ZfEA L T DNS 25X E T H3F Sk, https://console.aws.amazon.com/route53/v2/
hostedzones# IZCF7 VAL TDNS Oty 7Y 7 ZHREL T<EEV, Route 53 D7 Z 4 X— K
RARY—=2ZEL, ROLO—REY M EFEEITDEZERBLET,

+ console.aws.amazon.com

* signin.aws.amazon.com

* region.console.aws.amazon.com

* region.signin.aws.amazon.com

* support.console.aws.amazon.com

» global.console.aws.amazon.com

« BIRM JSON 77 A )LICHBEML O—R
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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AWS H—E XM VPC I RARA4 > N EDNSERE

. BETSOHFVIOIARNEDITH—N—IC&2T7OF B VIIANDEAAEDE
AWS OH—E R %/ L T AWS Management Console FOHLET, CORZT T 1Y U% AWS
Management Console VPC T RRA > MZEIAZTSIZIE, DNSVPC I RARA > hZEML., #i&
BFAWS H—EAZEIC ZRETIHEN HYUET,

RDjson7 7 A ILICIE, AWS PrivateLink HR—hZhTWD AWS O —ERX F—EBRFTEhTL
£9, Y —ERE FHREEThTVAEVES AWS PrivateLink, Y—E AR NSO T77AILICEE
hEtA,

https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

* https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

 https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

ST BH—EAD VPC I RARA> MO [ServiceName] 7 4 —J)L RZEHAL T VPC ICEML &
£

(® Note
COVANFIBAEHEN, AWS Management Console 7’7 A RXR— K7V ADHR—K
FH—EROVV-)ICENENET, BICEHOREICHERDICE,. sIROT77AILUAR
ZEHHICEEL, VPC IV RRAMZEFHFLTLSEET,
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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H—EAONA—=IRII—EVPC IV RKRLAZRNRIZD—D

3

T7AR=KTIVLAOY—ERAD>Y MO—I)LRJZ— (SCPs& VPC IV RRAZ RRUS —Z &

AL T, VPC AWS Management Console B KT EHRENTVWEI A TLIAZXRY NTJ—2 AWS
Management Console £S5 OFERAAFAEAhTWVWATHUONOEY hZ2FIRTEE T,

H—EAO> MO—JLRY>—TO AWS Management ConsoleAWS
Organizations 72 A X—KTF7 O ADEH

AWS HABIBEOY—ERZHFUTITSIH—ERAID NO—=J)LAR)>— (SCP) ZFERAL TVSHE
&, FachET7 o> arsignin:*IC ZEBMITZDBENHYVET, COTIVEAFTEK, 754
R—KF7O+tAVPC I RKRA >~ AWS Management Console BT 14> /4>F5 &, SCP
HFTOEAFAZLT/OY I TS IAMBRIAN RITENDLEHICHETT, fIZEF. XROY—ER
O RMA=IRISD—TlE, T7FAR—=—KNT7IOECRAIVRRAVNEFALTT IV ERAEThDELEER
&%, #H#BA T Amazon EC2 AWS Management Console # & U CloudWatch DY —E A& FRH <

BEEFALET,

"Effect": "Allow",
"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

Iy

"Resource": "*"

SCP MFMIZ DV T, AWS Organizations 1—H—HA R ® "™H—EZXA cO—JILKR) > —
SCP)1 ZZRLTLKEE L,

FARENDTHT NEEBICDH AWS Management Console EF % 5F
92 (EETES ID)

AWS Management Console & &, Y42 A TFTHO MO ID ZEHEMNICHE TS VPC I KRR
A2 RRIS—AWS HA 142 BHR—KNLET,
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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2D VPC T RRA 2V RRVD—ERGERY, CORVD—ERIAFICFMMEnET. TOFER,
RAlENEY2a 094 A EFEROKEEFANICHBL, Y2 aARITTD AWS H—
ERABEOT Va3 EHBLEREA, HIZE., EY> 32 H Amazon EC2 OV —ILRE D AWS
H—ERAVYV=IILTI9ERTEEHEE., CchSOVPCIYRRSA MR —E, TOR—D %
RTRTHEDHICETEND AmazonEC2 7o a3Vt UL TiEfles hEB A, KDVYIC, 424
LEIAMZUONILICEER TS hEE IAMARD S —&2FERAL T, AWSH—ERT70>3a>(C
WIBDT IV EAFAZHHTEET,

® Note

AWS Management Console & & U VPC I RR4 > M ® Signin VPC I RRA
YRRV —EF, RU—FKEOREEhEHTEY hOAZEHR—NLET,

% Principal & Resource & * ICERETDMXENf HYET, £z, ActionldF * £z
& signin:* OVFTNDICTRIUXENf BV ET, VPC IV RRA MADOT I AZHIH
IBICIE, aws:PrincipalOrgld $ & aws:PrincipalAccount &#F¥—%ZfHAL
CP

OAY—=ILIYRARARNESignNinVPC I RARA I MNOTEBICIEE, KORVS—HF#HEREhE
E

COVPCIYVRRAYBNRII—F, BEESNE AWS HBEBED AWS THIV N ANOH A2 (1%
AL, HOTHAVY MANOHA 42T OYILET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*"
"Condition": {
"StringEquals": {

4

"aws:PrincipalOrgId": "o-XXXXXXXXXXX"
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COVPCIYVRRAVKRRIZ—F, BHED DVAMNOGA VAV ZHRAWS THOV K L,
OT ATV NANOFAA2ZTOYILET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", '"222233334444" ]

AWS Management Console 8§ ROH A4 VPC IV RRA I RTAWS PHIU N £izld A&
ZHIRTBD RV —F, YAV AVRICFHEEh, BFEOEY S 3V ICRHU TERNICHTMEEhE
T,

ATFTATAR—ADR) D —EFTOMHDORI>—F4T DR

W~

TTIOEAZEETS AWS IZIF, RUZ—&ERKL, IMMID (A—Y—, I—%—0JI)—
7. FEEO=-N) FEFEAWS UY—RAICTEYFLET, cOR—I TR, RUZ—% AWS
Management Console 72 A XR—KT7 VA E—RBICEALLBEOAAKMIIODVWTHALET,

HR—KRENTVWD AWS JO0—-NILEBEIATHFANFE—

AWS Management Console 7’74 RXR— K7V Alk, aws:SourceVpce&B X
aws:VpcSourceIp AWS JO—NILE&BHAVTFARNF—ZHR—KLTVEEA. AWS
Management Console D 7S A RXR— KTVt AZFERTHHEEE. KDV IZ aws:SourceVpc IAM
KRV —THERHTEET,
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AWS Management Console 7’7 A RX—KF7 UVt A & aws OE#HEFZ :
SourceVpc

cDEVIVTR, ICK2>TERENEVIIARNY (XL T AWS Management Console £17
TERECETERRYND)—IONRAIIODVTHBALET AWS O —E R, —f&IZ, AWS H—EXR
aV=I)ik, 7279 0EEVIITANE, AWS Management Console VI 7H—/\—H5 I
T7AFENBDVIIANZHAEDETEREENETFT AWS DH—ER, ChSOEREKE., F&5&
CICEBEENDAREMENDYET, EFIVFAEHICVPCIV RRANAWS O —ER ZfE
BULEANDTIOEANFEEFNATVEESE., VPCHSEEFERTEIN., T7SAR—KNTIEARZN
LTEARATRINICHAADST, VPC I RARA > K& VPC AWS Management Console A S A9
B2INTOH—EAIRETRDCEEZRBOLET, 52, TTAR—KNTIOABETR., BE
Maws:SourceVpcefETEE <, RS —T aws:SourceVpclAM AWS Management Console %
BEzFERTIBENrHUET, COEI>AVTR, EXRTXRLRXRYRNT—INAOREKXICOWVT
FUSHALZET,

d—H—H YA 14>F B E AWS Management Console, 7T IHFADEREIITANE,
AWS Management Console VT 7 H#H—/N\—A5 AWS H—N—IC7OF>ch3d U VT AN AWS
NDH—EX ZBXEDLET, CUIVIAMEZTVET, #lZEF. CloudWatch 75 7F7F—&20) Y
TANET ZOHASERETONET, —FH. Amazon S3 B ED—FN AWS H—ERXQ> VY=
JDOTARNE, DI 7H—=N—IC&2>2T Amazon S3 IC7’OFEhE T,

BEJSOYVIIANDES,. AWS Management Console 75 A R—KNTF7 UV AZFERALTE
MEEFEENELA. UBIEREK. VI ILANEE VPC A" monitoring.region.amazonaws.com (= Z|
ETARSICHRELERY RD—IONAZBLUTH—ERIZEELE T, VPC H @O VPC I KRR
1> NTEREE N TV S FEcom.amazonaws.region.monitoring, 'J 9 TA N &E® CloudWatch
VPC I RARA > N&S L T IZEE CloudWatchUEF., FID VPC I RRA 2 M BVIES
CloudWatch, WO T AKNFE VPC LAV R —%FY NTF—KDIA4%ZHLT/NT )Y Y CloudWatch
I RERALANCEELET, CloudWatch VPC T R7R4 >/ N CloudWatch 2L T ICEIEL
VO TANCIE IAM &N B V) aws:SourceVpe, TRENDEIZaws:SourceVpcefREE hE
T NTVUYOTITY RRAZ K CloudWatch BHT ICEETZI—H—, ZUIITANDERET
IP 7 KL Raws:SourceIplf®ELE T, NS5 IAMEZHF—OFMICOVWTE., TIAM 1—
H—HA R, 0 " JO0-NILEHOTFARF—L ZZRLTLKEEV,

Amazon S3 AV —=)LICFTOEALEEEIZ Amazon S3 AV =LA NTY NE2—8BRTIT S
OITARNEE, AWS Management Console VI 7H—N—IC&>T7OFTEhBDUIITAMD
BmEAmazon S3, XY NI —IONARBEBYWET, ChSOUIITANE VPC hASHBENAZWE
H, TOHY—ERABICVPCICERELEVPCIVRRAMNEFEALERA, CDHEE. Amazon
SBOVPCIYVRRAVKIAH>TE, NTYNZE—EBERTTS AmazonS3\NOEvYZa>ol)
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JTANE Amazon SSVPC TV RARA VN ZFEALERA, EEL, HR—FEhTWBH—
E'AT AWS Management Console 72 A RXR—KNF OV EAZFERTREHEE, chsOUIITAN
(Amazon S3ANDU VT ARBZE)IZE, VOTARNIYTFHF AN aws:SourceVpc&kfF—HE
FNET, aws:SourceVpc &HhF—&k, 14> &>V —)LO AWS Management Console
TTZAR=—KNTOEAI RRA 2 MFF7ACMENB VPCID IZRREEThET, TOLEH, 74
TFUOTATAR—ANKRI)Z—T aws:SourceVpc HIRZFEAL TLVSHE. AWS Management
Console 72 AR—KNTFOEAY A2 42AVV—ILIV RRAVNZERANLTWSAZ O VPC
D VPCID ZEBINTZMBENHV) ET, aws:SourceVpce FH &k, ThEFhOH A4 FkEEO
Y—=IVPCIVRAKRANIDICEREENETT,

(@ Note

J—+4—A" AWS Management Console D7 Z A RX—KF I EATHR—rEZh TV
H—ERAOV=IANOT IR ZXBELETRHEEEF. I—F—OTFATFoT1ATAR—A
MR 2 —T aws:SourcelP Z#F—ZFAL. BEHENTVYIXRYNT—UFTRLA
(AVTLIZAOZRY NDO—VEBRBE)DIVARNEZEDIHENHYET,

TEETEBRYNT—IONANEDLDIZRBE NS D CloudTrail

LR 2P TERENEVIIARNTHEAETND EETETERY NDJ—2/VA AWS Management
Console Ik, CloudTrail 1 X NBRICRBEhET,

BT SOV IIANDEES. AWS Management Console 75 A R—KNF7 O AZFERL TEM
ELEENEE A, CloudTrail 1RV NI, T—ERXAAPI O—)LORFTICEAENEZVPC IR
RAUKNIDRE, BECHIZIFMIEENET,

AWS Management Console VI 7 H#H—/N—IC&>T7OF B VI T AMNDEHEE, CloudTrail
AR BNCIEE VPC BENFEMIFEENEEA, L., AwsConsoleSignInA RV KR A 775
E,. TS0 EYIIAVEMIAWS A4 TREHICHER AONBRIIIANMIGF, 41X
NOFEMICAWS A A VPC I RAIRANIDAEENET,

AWS Management Console 75 A XR—KNT7 IV AZHT

cOto>a>TlE, ILWFHT2 NT AWS Management Console 77 A RX—KT7 O t2A%Z 1Y
R7YZ7ULTTARNTRFEICODVWTHBALET,
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AWS Management Console 7’7 A R— K7 VAR EELZEFIVTF 1 BETHY ., XY RNT—D
EVPCSHREICEITZIENOHABIMBETT, COREYITR, XENEBEAVTTARNTIF ¥
7% L T AWS Management Console 72 A RX—KNF IV AZBHTITRHAEICODVTHALET,
hEY D

« Amazon EC2 TOTABNERE

« Amazon TtY N7 Y 7%& T A KT % WorkSpaces
« IAMZR)> —%&{E2 - VPCEREDT AN

Amazon EC2 TOT ARNERE

Amazon Elastic Compute Cloud (Amazon EC2) l&. Amazon Web Service 75 RTAT—F7 )L
BAVE1I—FTA420F YN T4 —ZRMLET, AmazonEC2 ZFEATH &, VDEBHK (LR
TRUT) OREG—N—0OEE., EF1VT 1 EROPRYRND—FT0OEK. ANL—0EE
NTEET, cOtY N7 YT TlE. AWS Systems Manager® —#8£T&H % Fleet Manager % £/
LT, UE—RFFAY by Z777OK83J)L (RDP) Zf£ > T Amazon EC2 Windows 1 > AR > AIZ#
MTEET,

cDHA RTIE, Amazon EC2 AWS Management Console 1 2> A X > A A S Amazon Simple
Storage Service \D 7T ZAR—KNTF IV AZEHRZELY NTY T LU THERIDLOOTANREZR
LET, COF1—KUTITIE AWS CloudFormation, ZHAL T, COMEZRZILTIED
IC Amazon EC2 A" EA T2 XRY N —UVREZERB RVTBRELET,

RDORIE, Amazon EC2 % #H L T AWS Management Console D 75 A XR— KT It AREICT
VAT HEHND—070—2RLTVET, chik, I—H—HFTFARXR—KRIVRRAIVNZE
AL T Amazon S3 ICEHRTBD AZEZRLTVET,
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AWS Cloud

O

Client

Amazon EC2 Windows
Instance

AWS Systems Manager
Fleet Manager

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
- s3.console.aws.amazon.com

« support.console.aws.amazon.com

+ global.console.aws.amazon.com

Sign In VPC ‘
Endpoint @
E | Amazon Simple
" | Storage Service
Console VPC | (Amazon 53}
Endpoint |
’@7
Console VPC
S3 Service Endpoint

X ® AWS CloudFormation 7> 7'L—hZJE—L.

FE3ITEATZR7T7AILCRELET,

(® Note

Client connects to the Fleet
manager using Key pair.

n Authenticated session connection

to Windows Server using the
Remote Desktop Protocol (RDP).

EC2 instance confirms credentials
n for 1AM role in use as instance
profile.

EC2 instance profile role
permissions check.

Initiate browser session in EC2
instance.

Route53 resolver with endpoint
address.

Private Sign in endpoint.
“ Private Console endpoint.

n S3 service private endpoint.

Connected to S3 service via
private endpoint.

FTRYRD)—9%EYRTYTTBICEL O

— ® AWS CloudFormation 7> 7L —NKNlk, 1 ARSI (FILFET) V-3  THREY
R—REhhTVBVEREZFERALED,

AWS Management Console 7°Z 4 X— N 7 ¥ £ AIRHE Amazon EC2 AWS CloudFormation 7> 7

L—hk

Description: |

AWS Management Console Private Access.

Parameters:
VpcCIDR:
Type: String

Default: 172.16.0.0/16
Description: CIDR range for VPC
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Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Public Subnet A

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.0/24
Description: CIDR range for Public Subnet C

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.0/24
Description: CIDR range for Private Subnet C

LatestWindowsAmilId:
Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"
Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String
Default: 't2.medium'

Resources:
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HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
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- Fn::GetAZs: ""
PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment
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NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
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VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock
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EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:

GroupDescription: Default EC2 Instance SG
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssm'
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'
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VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC
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HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
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AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
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Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBHHAHBHHBHBRHBHHRHH
# EC2 INSTANCE
HAHBHHBHHAHBHHBHBRHBHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
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Effect: Allow
Principal:
Service:
- ec2.amazonaws.com

Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance'
Properties:
ImagelId: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !'Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

ZYRND—DBRBRETDICE

1. HBOBEBT7HIONIHYA> 142 L T, AWS CloudFormation 1YV — )L ZBHE X T,

2. [ARYIUDEK] ZBRLET,
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3.

[With new resources (standard)] (FTL WU Y —ADOER (E%)) Z3&IRL £ 9, BEIICHERL =
AWS CloudFormation 7> 7L —K774)L&F7Y7O—KRL., AN ZRBRLE T,

PrivateConsoleNetworkForS3 KRR Y VDEZFE AL, RN ZBIRLET,

VPC EH 7Y NDIBE., FLITZIPCIDREEZANTIH, BEENEF7AINEZME
ALTLKEEV, F7AINEZFERATZEARE. AOBEEFEOVPCUY—REEELTLEV
CEEMEIELETANS 7THI N,

Ec2KeyPair N X—R Tk, 7HO2 MADOEEFD Amazon EC2 ¥F—ART7H S 1 DZERL
£9, BEFED Amazon EC2 F—RT7HFBEVEEEF., ROATY FICETHIICERTILEN D
WET, FHICOVWTE, Amazon EC2 1—H—HA K, ® "Amazon EC2 ZEHL TF—A~
T &ER T BHAmazon EC2, #ZBL T FE L\,

[ARY U DER] ZBIRLET,

ARV UNERENIZS, [VY—R] 272 ERLT, EREhZVY—RAEXRRLET,

Amazon EC2 41 VARV AICEHZT B ICIE

HBOBETHIRNIHYA 4L T, [Amazon EC2 OV =)L) #R&E XY,
FTETF—23URADT, [MIVARVA] ZEIRLET,

A 2VARYAR—=T T, AWS CloudFormation 7> 7L —RNICK 2 THEREh 2OV —)L
VPCE TANA VARV AZBIRLE T, RIC, [#Eh) 2 BRLE T,

(® Note

COBITIE, O—BEETH D Fleet Manager AWS Systems Manager Explorer’ £ L
T Windows Server ICERHRLET, BERZHBIDETICHD I DD ENHYET,

[ AR AILELH]) R—D T, [RDP 954 7> K], [Fleet Manager Z £/ L T#E#] OIEIC
BRLET,
[Fleet Manager VE— R FARAI MY 7] ZBIRLE T,

Amazon EC2 {1 VARV ADEBNAT—REZREBL, VI7AVEX—T7 I (1 AZFERALT
Windows Desktop 7V A 332k, AWS CloudFormation 7> 7L — N DEREICERAL
7= Amazon EC2 ¥F—ARTFVICHER TSN ETSAR—NF—2FEALET,

Amazon EC2 Windows 4 > ARV AN S, 7 Z 7 AWS Management Console T & &
ED

AWS FRIHEREFEHLTHA A LIES, Amazon S3 AV —)LZHE, 7754 R—KT Y
T A%ZFEHL T AWS Management Console #EfiE N TV\D & ZHERELE T,
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AWS Management Console 7’2 A R— KTV ADKREETANTZICIE

1. HBOBBTHIRNIHA242 LT, [AmazonS3 1V — )] ZHREE T,

2. FEF—23N-0OYITZAR—KTPAIV2ERIBDE, EAFOVPC IV RRA>
RARRENET, RODRAIV—=223Y NE, OV ITZAR—NT AV DFFRE VPCHE
HeRLTVERT,

d';‘- @ M. Virginia = ﬁ vpcetestinguser (@ B LA

AWS Management Console X ‘,I
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

might not be available. Learn more[2

[ VPC ID: vpc-Sael= dliaalilils ' Dol
Settilgs [P VPCE ID: vpce- = . 1 FiFrL

Amazon TtY N7 Y 7 & T A KT % WorkSpaces

Amazon WorkSpaces Tl&k, EHIEND, 1—F—@ITOREIZT RR—AD

Windows, Amazon Linux, F£7ZI& Ubuntu Linux A NY 7’27 O3 —_> I TEET
WorkSpaces, BIZBUTI—H—2FTREX<KEBNELRFYHBRTEET, 1—HY—k. EHOD
TFNARAELREVITTSOHDNSERTFRAINY SIZTIVEATEE T, OFMICOVWTE
WorkSpaces, "Amazon WorkSpaces EE 4 R, 25BL TS EE L,

COEIVZIADVOHTRE, I—H—REHN TRITENTVWR VIV ZERAL TAWS
Management Console 7’2 A RXR—KT7 U AIZH A > 4> WorkSpace §H5TARNREICDOWT
FBALET, RIC, I—H—IF Amazon Simple Storage Service AV —I)LICT7 VAL E T,
WorkSpace — i, VPC ICEHENEZIY ND—0LOZ Y7 Ny T2ERALT. 7504 AWS
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Management Console 7' 5 [C7 VAT B LEI—HF—DIIVARVIVAZZIL—NT B
HNENTT,

ZOF1—KUTILTIE AWS CloudFormation, ZFERALTRY ND—UREL TEATS
Simple Active Directory Z#ER L. BREL F T, WorkSpaces £7=. WorkSpace ZFAL T Zz& v
N7y 7IBFIEEIEZE> TEHBEL FT AWS Management Console,

RORE., ZFEALTTTAR—=KNT U EAKRE%Z WorkSpace AWS Management Console 7 A
I50—070—%ZRLTVET, V547>, Amazon ¥XZ— R VPC WorkSpace, 71 AX
N—~XZX—2YRVPC OBE®BERLET,

Private Hosted Zone: amazon.com

= console.aws.amazon.com

* region.console.aws.amazon.com

= signin.aws.amazon.com

= regionsigninaws.amazon.com

+ resource-explorer.console.aws.amazon.com
+ s3.console.aws.amazon.com

= support.console.aws.amazon.com

= global.console.aws.amazon.com

AWS Cloud Login information sent to
authentication gateway
Amazon managed Virtual private doud (VPC) !
D | PColP (epdd 72, udpid172) : n Authentication against Simple AD
—= ; E l ;
Glient ! 1 @ a . 5 Streaming Traffic to Streaming
: i gateway
: Auth/Session Straaming Amazon :
Gateway Gateuay WorkSgaoes ; n Each WorkSpace is connected to
A ] Public Amazan | ; two networks simultaneously,
a AT ’ gl v ; Amazon-managed VPC for
AN : streaming traffic and Customer
[ | g managed VPC handling all other

| Customer managed Virtual private dowd (VPC) H traffic
\ !
| 5| :
!
™ :
i
!

Initiate browser session

53 Service Endprint H
e

| R53 Reschvar @ H
E L\G — Sign In WPL 1
i Simple AD e ! Endpeint = Route53 resolver with endpoint
- . address
gr:::r: _E. @ i Amazon Simple
1 Storage Service
o ! mazon 53) Private Sign in endpoint
Endipaint i
B n Private Console endpoint
: n 53 service private endpoint
Console WPC

U8 Connected to S3 service via
private endpoint

XD AWS CloudFormation 7> 7'L—hZE—L, ZYRND—9%Z Y NTYTITBFIENOA
TYT3TERATRHI77MILICRELET,

AWS Management Console 7°Z 4 X— N7 ¥ AIRE AWS CloudFormation 7> 7L — bk

Description: |
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AWS Management Console Private Access.
Parameters:

VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Public Subnet A

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PrivateSubnetl1lCIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

# Amazon WorkSpaces is available in a subset of the Availability Zones for each
supported Region.
# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html
Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
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az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyAzrns:
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- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600

Path: /service-role/

fnZoneIdtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseDatal'ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
responseData, str(az['Zoneld']))

def no_op(event, context):
print(event)
responseData = {3}
cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,
str(event['RequestId']))

def lambda_handler(event, context):
if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)
else:
no_op(event, context)
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Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
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VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetl1CIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHH AR H AR H TSRS S
# Route Tables
HHHH AR H AR SR TSRS S

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
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NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:

Type: 'AWS::EC2::SubnetRouteTableAssociation'

Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:

Type: 'AWS::EC2::SubnetRouteTableAssociation'

Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBHHAHBHHBHBRHBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBHBRHAHHRHH
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VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:

Type: '"AWS::EC2::VPCEndpoint'

Properties:
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.s3"
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:

- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: '"AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA
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- IRef PrivateSubnetB
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A
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ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHAEHHAHEHHAH AR HAHHRHH
# WORKSPACE RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH
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ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: "ADAdminSecret"
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
DependsOn: PrivateSubnetA
DependsOn: PrivateSubnetB
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

Vpcld:
Ref: AppVPC
Outputs:
PrivateSubnetA:

Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces

Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:
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Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."
Value: !Ref ADAdminSecret

(@ Note
COTARERERK, KERZ (JN—2 ZFILEP) (us-east-1) U —2 3> TRITT D LD ICERET
ThTVWERT,

ZXYRND—OBRXRETDICE
1. $#HBOEEBTHI>NZHYA4> 4> LT, AWS CloudFormation AV — )L ZRA&E X9,

2. [ARYIUDEK] ZBRLET,

3. [With new resources (standard)] (FTL WU Y —ADOFEH (%)) 2 BIRUE T, UBIICERL 2
AWS CloudFormation 7> 7L —KN7 74 ZF7Y 70— KL, RN ZEBRLET,

4. PrivateConsoleNetworkForS3 X ERARY VNDBEBZANL, (RN ZBIRLE T,

5. VPCEHTZRYRNDBE, FLIZIPCDREBEEZANTRH, BEENLT 7 NMEEME
ALTLKEEV, F72I)IMEZFERATHEEE. ROBRFEOVPC VY —AELEEHEL TLAEW
CEEBIBELETAWS THI U K,

6. [RARYUDEK] ZBRLET,

7. AZYIONERENhES, [VY—R]XT7TEERLT, ERENEVY—AERRTLET,

8. [HHRTERBIRTDE, IS4 R—FMFT XY N& Workspace Simple Directory DEA KRR E
nNET, ChsnfElF, ZERBIRTRETDEODOXDFIEOATY 7 4 TERTZ D,
EZEHTHEFT WorkSpace,

ROADV)—>2ay N, 754 R—KH T XY N& Workspace Simple Directory DfEA R R E
ni[EH 27OE1I—2RLTVET,
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PrivateConsoleNetworkForS3 & X
‘ Delete ‘ ‘ Update ‘ ‘ Stack actions ¥ ‘ ‘ Create stack w
Stack info Events Resources DI.IIPLI!S Parameters TEI'I‘\FI.E!IE Ehange sets

Outputs (4)

Q, Search outputs ‘ 1 &

Key 'y Value v Description v ‘ Export name
subnet-

PrivateSubnetA Private Subnet A -
0dbb336fdb5467891
subnet-

PrivateSubnetB Private Subnet B -
00ad943c5d84fd13a

The ARN of the Workspaces
arn:aws:secretsmanager:us- )
. admin's password. Navigate
east-

WorkspacesAdminPassword to the Secrets Manager in -
1:425341151473:5ecret:AD
the AWS Console to view

AdminSecret-HRT1MHT
the value.

Directory to be used for
WorkspaceSimpleDirectory d-90679724b4 -
Workspaces

ZXYRND—DZERLEZOT, XOFIEZFEAL T ZHEKL TT7 VAL EI WorkSpace,
ZYERK T B I 1E WorkSpace

1. WorkSpaces 1V — )L ZBEE T,
2. FEF—23aURADT[TFALIRNI]ZEBIRLET,

3. [FALIRNVIR=ZT, FALINVODART—RAN[TIVT17| THDEEZBALET,
ROAOI—=22ay NE, TOTATF4LIVRNIZBU [F/ALYRNIIR=DZRLTY
£ S
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10.
11.
12.
13.

14.

Directories (1) info Actions ¥ Create Directory [

1 &
Directory WV . Organization ¥ Directory + .
Directory name v Registered ¥
ID name type
d- .
corp.awsconsole.com d-90679724b4 simple AD (® True
90679724b4

TTFALIORN)ZERTBICE WorkSpaces, AL I RN)Z2BRIDVENf HYVET, TE
J—2aURA2T, %iBIRLWorkSpaces, NDYERK WorkSpacesZiZIRL £,

[T4 LU K %ER] T, 51OFIET AWS CloudFormation A"EK L eF 14 LU N Z&IRL
£9, [FOaV]|AZ1—7T, [BR] EERLET,

H7ZY NBRRICOVWTE., BIOFIENDARATY T I THALE2 DOTTAR—K TRV N
ZERLET,
[EI 79 —ERFAZEML] ZBIRL., [BHF] #BRLET,

FALYUVRNINFBRENES, ODERZEHITLET WorkSpace, BEELEF AL U KN %ER
L. [RN\] ZBRLET,

[A—Y—OER] R—2 T, [BMI—Y—0OER] ZBRLET, OBEIEEX—ILZADL
T, Z#FEATED&LSIZLET WorkSpace, WorkSpace OT 4 1EBA T D E X—ILF7 RL
ALEFBENBDEH, EX—I)ILTRLANEMTHD 2B LET,

(RN Z20VYOLET,
[A—HY—DRBI R—2 T, FIE9 THERLEI—F—&BIRL, [N\ ZBRLFT,
[N RILDiEIR] R— T, [Amazon Linux2 DARZ A —R], [RAN] DJEICEIRLET,

KITE—REIY—DAEIAXIZFT7FILEBREZFERAL, RIZ[T—UAR—AZER]
’élﬁ?ﬂbi@'o WorkSpace & Pending AT —X ATHIK L. Availablefd 20 2 AAIC (ZF8
TLEY,

WorkSpace A" RIAAIREICBZ D E, ATY T ITEELLEEX—)ILTRLATT VAT HFIE
FREETAIZEX—IFBEXT,

4> 4> L 7%5S WorkSpace, AWS Management Console 7’5 A RX—KNT7 Ot AZFERLTT
JEALTVWBRCEEZTANTEERT,
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=7

1.
2.

2t A9 BIZF WorkSpace

BOFIENORATY T 14 TEZELEEX—IIEREEXT,

EX—=IT, Z7O77A4IL&EREL T WorkSpaces 7547 XTI O—RTBEHICE
HENTVWBEI—EBEOVUIEBIRLET,

INAT—RZRELXT,
EEOIZATRNEXIO—-RLET,

VAT R EA2AR—IILTEELET, EX—/LICRFNTVWEREREI-RZASDL
T, [BR] 2BRLET,

AT Y7 3 THERL E=FREEE#HR WorkSpaces Z#H L T Amazon lcH A4 >4 LET,

AWS Management Console 7’2 A R— KTV ADKREETANTZICIE

1.

H'S WorkSpace7 ZOH&ZBEE T, XIC. AWS Management Consolel#BEIL ., FRILIEH%E
FRALTHAA42LET,

® Note

Firefox 27 Z2VHELTHEAL TVWRHEE. 7Z I OEET [DNS over HTTPS %
BWCTR| AT ATICB>TVWBR I EE#RBBELTLSEEL,

Amazon Amazon S3_1>V —)L%&ZBZ. AWS Management Console 7’2 A R—KNT7 VA% F
ALTEHKENTVD L ZBEBLET,

FES—=2aoN—0OY I TTAR—RNTAOA%ERITBD L, FHHBO VPC & VPC IV
RIRARDFERRENET, AOARAO)—>>av N, AV I97T7SAR—NTAADIBRE
VPC g ZRL TVE T,
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J‘;‘- @ M. Virginia = ﬁ vpcetestinguser (@ B LA

AWS Management Console X ‘,I
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

might not be available. Learn more[2

9 VPC ID: vpc-Sael= il 5ol
Settilgs [P VPCE ID: vpce- = . 1 FiFrL

IAM RS —%Z{E> - VPCEREDT AN

Amazon EC2 TRREL =2 VPC Z&E SICTARLIEEY, POEAZFIRTS IAMARU>—% 770
1 WorkSpaces L 1zV) TE XTI,

EBEENIZVPC ZEALTLWEVRY ., ROKRU>—F Amazon S3ANDT7 I AZEELET.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "sourceVPC"
},
"Bool": {
"aws:ViaAwsService": "false"
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}

RORDD—E, YAVAVIVRRANDTZFAR—RNTIORARD—ZFEAL T, AWS
Management Console R L 7z AWS PHI N IDs \NOH A4 ZHBRLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"
]
}
}
}
]
}

BODOTHIRNAAD ID TERTDE, ROIZ—R—IHFRRENET,

Your account doesn't have permission to use AWS Management Console Private Access

Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts,

To access this account, sign in from a different network, or contact your administrator for more information.

Logout |
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V77L2AT7—FTOF ¥

FUTLIZAZRY NDJ—UH 5 AWS Management Console 7’2 A R— KT I RAICT T4 R—KIZ
EHTBHICIE, AWS Site-to-Site VPN A 5 AWS Virtual Private Gateway (VGW) N D #E#HA 7> 3
VEMATEET, AWS Site-to-Site VPN &, I ZERL . BEEZNL TN 71V IZET
KON —TFT AT EBETBDET, VPCHABSVE—RNRY NT—IANDTIVEAZEBMICLE
T, FHMICOVWTIE, AWS TSite-to-Site VPN 1 —H—7 4 RAWS ; @ Site-to-Site VPN & & J
ZSRLUTLKEEV, AWSRETSAR—RKT—KTI A (VGW) &, VPC EFVTLIZAXRY ~
D—OBOT—RNIIAELTHETIEITRAKNO)—23a > H—ERTT,

AWS Site-to-Site VPN AWS Virtual Private Gateway (VGW) N\ DIEE

E AWS Cloud
ap-southeast-1
L Region

n DNS Query for Console access is forwarded to local DNS

Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

Corporate Office B DNS queries are forwarded over AWS Site to Site VPN
g n n DNS Query lands on to Inbound RS3 resolver Endpoint in
VPC

@ — [From resolver endpoint queries are forwarded to R53
resolver that is VPC + .2

DNS S DNS query is resolved to respective regional console private
endpoint IP after referring to associated PHZ

Connectivity to console endpoint private IP is established
over Site to Site VPN

COVTFPLUVAT—FTIOFYRFOEESZR I R—=F > MNE. Amazon Route 53 Resolver,
BICAVNDYRUVYIN=TT, T7TAR—KNTIOEAIY RRA > MHERE 1B VPC AWS
Management Console THRETD &, VYNNIV RRA N (XY RNDT—DA42VR—T I A R)
FEEENEYTRY NIERENET, TOE, TOIPTRLAZFVTLIADDNS H#—
N—LDORBHFET AT —TSRBLT, T7TAR—RKRANY—=2OLOI—RZVIJTER
To AVTLIRISAT 2 NN IC$EH T 5 & AWS Management Console, AWS Management
Console 7ZAR—KT ORIV RRAVNDTZAR—=KNIPSICI—FT 1 T&ENET,

AWS Management Console 7’5 A RX— KNP I EALY RRA 2V N OERERETHEIC, (CT7
TtEATBINTOI—2 3> AWS Management Console ERERER (N—2 ZF4%) U—>3>
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T AWS Management Console 72 A RXR—KFIVEALY RRA 2 NEREL, T4 RXR—KEKAK
V-2 ZRETRINRFHFOATYTEZETLET,
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Console Toolbar T® AWS CloudShell 0z B

AWS CloudShell l&7 5 OHXR—ANDERIZFRILE i=> T )L T, Console Toolbar ® AWS
Management Console 5 BEIZREI TE X T, <HEND> )L (Bash, PowerShell, ¥zlkzZz> T
L) ZFERALT, Y—ERICHLTAWSCLI OYY REE{TTEXT,

RKD2DO2OFENDSEM 1 D%FERL T, Console Toolbar A5 CloudShell 2 8 T25 &N TE
x££,

« AV —)IDOETICHS CloudShell 74 I Z#IRLE T,
« AVY—=IFTET—232/)N—T, CloudShell 74 Q> ZZ#IRL £,

COH—EAOFMICOVWTIE, AWS CloudShell I—H—74 RZZBLTEEV,

AWS CloudShell A"EATRER AWS U—23 222\ Tlk, TAWS U—2 3> Rlny—E A,
ESBLTLSEZV, V=)L U—=23 2 0&ERE CloudShell U—2a > EEBALTVWET, B
IRU =) —=23 > T CloudShell "R TZEZWVWIHE. CloudShell FHFEEW!) —2 3> TEITEN
9,
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mRIFWMEINET S

BEZRT IV EAEREF >TVREHEE, IVV—ILHIS AWS OB ICEIIIRRENEBTERT,

AREBEZMETDICE

1. TES—23a2N—7T, THOVMNEEZERLET,

2. [Billing Dashboard] (fBRA Y2 1 R—R)ZIOUYILET,

3. AWS Billing and Cost Management ¥ v > 1/R—RZFEAL T, BAOFEAEOBEL ARZEX
RUET, FHMICOWTIEE., TAWSBIling I—%—HA4 R 25BLTSEEL,
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1Y —)LT® Markdown D

Amazon ZE® O —ENH—E A& AWS Management Console, 4$E®M 7 1 —)L R T® Markdown
O fERA CloudWatchzZHR—KLTVWET, COREY I TR, IVY—=ITHR—KREhTW?
Markdown @7 #—X Y hOXRATIZDODVTHBALET,

AE
« B%, BOBER. & RV KFER
« ANYHA—
c TFANDT7A—=X Y b
- U0
DA

« F—7)LERK (CloudWatch &Y 17R— R )

B%&. MOBR. & XUKFER

BERFZEHAIT XYY ET, HTML ICEBRE N EICREBOZATABREICL O XU TEH
DEDICTBRICE, HITLHEVAR—XRZ (&nbsp;) ZETHLVWITZEML, ThIKEITTEATE
EBMLET. XOFAOLSIC, EHOEATE1 D2FI2EATIICE, COTORTEZRY)RLE
9,

&nbsp;

&nbsp;

BREEZXDKFORREERTDICE, 3DOEHLLIENAT (---) ZBTHLVITZEML &
EE

Previous paragraph.

Next paragraph.

ZERRATOTFANTOY IV ZERTBICRE. 320NV IT4v D () ZE8CTEEMLET,
ZRBRATTRRIDTFANEANLET, RIZ. 32ONYIT4Yv UZETCHOFHLVITZE
MUET, RO[IF, REFICFRICEBENDZTFARNZERLTVET,

BE. RORBR., 8RVOKFER Version 1.0 80


https://en.wikipedia.org/wiki/Markdown
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This appears in a text box with a background shading.
The text is in monospace.

NY S —

BHULEERTDICEK, >v—T7R5#H) Z2FEALET. 1 DO ¥ —TREEAR—AR, NV 7T
LRIODBEELEZERLET, 200 v —TRSEZFEATDIEE2 LRILOAYE—NFERKEh, 3
DO Y—TREBEFRAITDEEILARILOAYA—HFERENET, XROHFIE, FEMLARIL,
E2LARIL, BFILRIOEELZRLTVWET,

# Top-level heading
## Second-level heading

### Third-level heading

TFARNDT A=Y K

TEARNERMET7A—I VY RNTBICR. BHKE 1 D2OTF—AOAT () TERTAZUAY ()
THAET,

*This text appears in italics.*

THFANZERFT7A—NYRNTBIIE, MHKE2DOFTFE—AATELF 2 DOFTARIARYD
TH&AERT,

**This text appears in bold.**

FEANEMYELBTTI 4 —T Y RTBICE, ME 2 DOFILA (~) THKET,

~~This text appears in strikethrough.~~

ANY A — Version 1.0 81
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~
>0

FEARNONAN—D I EBNTBICE. BH>Z () TRENEUSIFFRANEANLE
T, TOHIC, PO THAREEEAURL(() ZEAILET, RICHAERLET,

Choose [link_text](http://my.example.com).

JA B

TEBERBEO—HBELTIA—IYRTBIE, 1 2OFRZYRY () LBV TAR—ATHE
R OTICBMLET. RICHAERLET,

Here is a bulleted list:
* Ant

* Bug

* Caterpillar

T2BESNEVAMO—HBELTT7#—X Y NTBICE, BlYDTIC, HiE. EUFR (), LT
AR—ATHEDTICEMLET ., RICHZRLET,

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

T—7 )L ERK (CloudWatch & Y S 17R— R )

CloudWatch Y < 27R— RODFFARNT 42T Y N Markdown T—7 I EREZEHR—KLT
WE7,

REEXTDICE, M2 () 2FEALTHZXTY ., HFLWITEZFERAL TITZXYWET ., KRADIT
EAYSE—ITICTBICR, AVE—1TE, EORVOTOBICTERBALET, RIZ, ROZHIZDH
BLEE3IDONAT72 (1) ZEMLET, fitBEzEAL THZXIY)EFT, XOHFIE. 2 D205,
ANYR—1T, BRU2TOF—RZELERD Markdown Z.RLTVET,

Table | Header
SR [ —

Amazon Web Services | AWS
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1] 2

BIOHID Markdown TFARN T, UTORIMERENET,

T—7) [Header] (A ¥ & —)
Amazon Web Services AWS
1 2

CloudWatch #Y 2 17 R—RODFFARNTADITYRNTR, NAN=V20%RRDELTT+—
IVRTBIEETEETT, REVEERTBICIE. [button:Button text] ZEAL., TND#&
I, "2 THAEREBURL () ZAALET, RIZHZERLET,

[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)

F—7 ) ERAZ> (CloudWatch XY < 17 R— R ) Version 1.0 83
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NZTND1—FT127

ICET2 —MNEREOHARICOVTIE, coto>arzSsBL T &L AWS Management
Console,

Amazon Q Developer ZFEAL T, —ZND AWS H—EAD—MBHW AL —2BHMBRENZTI
DA—TFTAVTTBREETEERT, FHFMICOVWTE., "Amazon Q FARAOY/N—1—%—F4 K,
D "Amazon Q FAROY/N—ICELD DAYV —=)ILTO—HRNBETZ—OBH, 25BLTLIEETL,

NEY D

e R=IUNELLKTZEHMRAENZ

c ICEfTBRE, TIUYIC TTOERER) I5—HKRRE 1D AWS Management Console
s NOERBICTIIHICRALTIRNIZ—HFRERE NS AWS Management Console

« AWS Management Console DERBZEZEL VW', R—IJTHOEBERX_1—HNEO2H 5%
W

R—=INFEULLSFHARIAFTFNEZL

s COBMBALRLCULARELBEVEERE, /1223 —XY MERZERIEL TKEZL, BlOXY K

D—URBTERIZA, VPN OFRICHA D DS TEEZHAKD A, BIOVIT TSI HZEA
LTHTEE L,

c HEAZFRZINTOIA—YH—HNRALUCF—LLCEBITZDEEE. 7TA4N—TSIH0ILREEE
FhEEEFIVTAT7ATIF—I)OBBETHI UM HVET. TSAN—T>TH0
WREEEE X 2 UT A T7AT 04—k, NEATEZRXSMAOTIEAZ7OYIT
& £ 9 AWS Management Console, < S DYLRMEEZ T TICT DD, 774 T 0 —)LDFK
EOFAREZHHOHLET, BEROB[BEEWRIZICE, BEVOTZVFoFROYN=Y =)
(Chrome, Firefox®) Z2UY oL, [AVY—=II]RTICRRENEIS—EHRLET, . X
NDIVAREELRXAL> DY T 14 vY 2 A AWS Management Console ZFRALE£T, ChiEFITANT
ZWRBELULIEVARNTROYERBA, ChSORXADOHT 1Y TR, AWSO & HEMAYICfE
Ad5bFTEHNELA.

* .a2z.com

¢ .amazon.com

¢ .amazonaws.com

¢ .adws
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https://developer.chrome.com/docs/devtools/open/
https://firefox-source-docs.mozilla.org/devtools-user/network_monitor/index.html
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e .aws.com

« .aws.dev

« .awscloud.com
« .awsplayer.com
+ .awsstatic.com
+ .cloudfront.net

» live-video.net

/A Warning

2022 £ 7 A 31 BLABE, (& Internet Explorer 11 Z#H7R—K L AWS <& XLk,
R—KREhTVB 0T >4 AWS Management Console T 232 & Z2HEHLF
T, FHMICOVTIE., AWS Z1—R70O07%8RBLTSEEL,

CEHETDE, 7Y TPORRER) IF7—HFRREND
AWS Management Console

OAVV=)ICRIEMASNEZER, UTOITXTZFERALTVWREE, TORAICEE TS WM
FHYET,

« VPC AA S DT Z,

« VPC IV RAKRAV KN,

« aws:Sourcelp JO—NILEHfF—ZET IAMKR) > —,

V=T, IAKMARUD—R=2 [ZCBELET, aws:Sourcelp JO—NILEZHEF—2ET IAM
RS —%MHFEL., aws:SourceVpcF—ZEBMT B L EZHEHLET,

FIk, AWS Management Console 7’5 A RXR— KT VL AMEAD AV R—FT 1T %
BETL T, VPC I RARA >~ AWS Management Console Z/t LT IC7ZEAL., RV

> —aws:SourceVpcDRHZFEATEI L ZRAN TR CEETERT, FMICOVTE, TAWS
Management Console 7’5 AXR—KF7OtA, BSBLTLSEEV,
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NDEGRFICTZIOHFICZALTIRNIT—HFRREND AWS
Management Console

FT7ALRD TH—EAAELELEBE AWS U—D 3>, CEELESETDE, T5IHE
504 Gateway XA AT I RIT—HFRREND &N H V) EFT AWS Management Console, 5D
I)—<> 3> AWS Management Console 25 ICOJ 4> 9%IClE, URL TREU—232 I KRR
AR EEELET, AR, us-west-1(tAVT7AINZTF) V=232 TH—ERELENFH L
BEIC, us-west-2(FLAV) V=23 TV EATBICEK. ROTFVTL—h2EALET,

https://region-code.console.aws.amazon.com

FHEMICOVTIE, AWS £f8D U7 7L A ® "AWS Management Console H—E AT RRA >
M ZBRLTLSEEL,

EZELINTO ODAT—RAEZRTTBICIE AWS OH—E A, AWS Management Console " %
SR L T £& LWAWS Health Dashboard,

AWS Management Console DEREBZZEL VWA, R—JTHOD
SEEBRXZ_21—-HNEO2Hh5HEV

FEERXZ 1 —FH L LV [Unified Settings] MEERE) R—JICBBLELE, OEREZLEETD
IZl& AWS Management Console, fEEERENR—T ICBBEL, AV —IOSEZERLET,

[

M DOV TIE, AWS Management Console DEENZEEZSHBL T EE W,
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AFAA R

RFIXD NER

AT Z&RiE, AWS Management Console AF44 R®M 2021 £ 3 ALROEERZEERZTEH I

ENDTY,

rE

AmazonQ EFvY¥ Y NT D

myApplications

# L L AWS Console Home
Ul

%I:I

B

1—4H%—24" Amazon Q
Developer (- AWS BT
BDHEZFRLZFHL VER
ER—D, FHICOVWTE

. _"Amazon Q ROV /\—
EFYYRTD, ZSELT
<EEV,

myApplications Z BN 9 2 #
LWAR—=2, FICOWVT
&, " T® myApplications &

Ik AWS, 2ZRLTLSEE
L

o

SEXHEE L, ﬁ&@l—
H—ICEAThDREL

7 NEZRET S 7‘._2950)

FLWEBRER—D, SICH

WTl, "HERENERE.

ZSRBRLTLSEETLY,

7L LY AWS Console Home
UliZlk, EESERARR

BWRERTITDLEHDT 4

IV hNEAWS H—EAAN
D>3a—KNDY NHFEENT
WET, FHICOVTIRE,
M4y NOBRIE, 25
BLTLSEZL,

B

2024 5 A 29 H

202311 A 29 H

2022 4 A6 H

20222 H25H
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rE

AY—-ILDERE

D #2 & CloudShell

NEE

S

AWS Management Console
NDRINEEZEBRLET,
HE@ICOVTE. TAWS
Management Console ) E &

NEE, #SRLTLKEE
(A

AWS CloudShell »* 5 AWS
Management Console %
&, AWSCLIONY> RZE=R
TLET. FHEICOVTE,
T M2 E) AWS CloudShell
ZZRLTLEEL,

B

20214 A1 H

2021 3 H22H
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AWS RE

AWS OBRFORAREICOVTIEE., TAWS ORBEVT77LAL O TAWS AREE, 22RBLTLKE
=L,
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BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.
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