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SRF—ICE, F—EFEATED LY CTOFERAFEERETIRI—AT—INAVNEE
T, BEIC120F—RVD—HFRBETT, T—ZEHTHEEIC, F—RUD—ZEETESR
T FHMICOVWTIE, AWS Key Management Service TAXOY/N—HA RD "F—KR)—DfE
B ESBLTLEE,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
b
"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]
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RUS—TTOLAFTEZEETSHEICOVWTE. T Key Management Service ZAXO Y /N\—7j
AR, O TIAMKRI D —AT—R X RTOKMS F—0NIE, 25BLTLSEEL, AWS

F—TIOERBAORNZ TN 1—FT42TI220TE. T Key AWS Management Service 7RO Y
N=HAR O "*=TIOCLAODRNZ TN a—F1420, 28RBLTLEEV,

E LI TFANDEA

ESLIVTFANE, F—RICBTRIEMOITFAMNMEREECF —LEORTOFTS 3>
tYRNTY, AWSKMS iF, BV TFARNZFEAL TRAET M EBSHLEYR-—KNLET,

ESLUSTANCHEHIS THEANEEDBE, AWS KMS BEEHIY 7+ N ERS{LE
NEF—RIENAYRLET, F—2EEELTDICE. TOUITAN (BELEE) AURS
KIVFFANEEHET,

FEEDME. IXTOHO AWSKMS BEILARL —2 a2 TCRAUVBESILICTFANEZFEALET,
F—I(F T, aws:chime:voice-profile-domain:arnféld!) Y —A Amazon JY—AFx—LA
(ARN) T,

ROBIE, —MROBESHKITFARZERLTVET,

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

T, DAZRN—BEBF—NHNEOIDICHEASTATVIAZERETSEHIC, BELIOTFANE
EELI-RBLUOCOTTHERAITZCEETEET, BEELIOTFARNK., CloudTrall £ O
FJICk>TERE Nz CloudWatch AT ICERTENE T,

EEMAVTFANEFEALTF—ANOT I AZFIHT S

HHAAZI—XZ—I RF— (CMK) \NOT VLA ZFIHI D ODFRHFEL T, F—RUZ—&
IAM RS —AOBESILITFANEHATZEETEERT, A5ITHRIC,. BSALIVTH
AMDHENEFERTZIELEETERT,

BEEOMTR, BRICES/ALITFANOHEWEZEAL T, PAODVRNKLEEV—-2320HAER
N—NFR=—IRF-ADTIVEAZHBLET, EEROFWTE, ERICK>THAET DAL —
SAVTEESCNEESHMITFANZERITILENHY KT,
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RDF—RI—ZAT—RMADMOFITE, BEOESHKIAVTFARNDHAARI—XZR—I RF¥—
NDOT I EAZHALET. RUZ—AT— XV NOFZFHTE, ERICESILITFANEIEE
FHIESMHMIATFANDHWALETT,

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:r0le/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable CreateGrant",

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

},

"Action": "kms:CreateGrant",

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"

}

}

BE{L*F—DEZRUYT

Amazon Chime SDK Voice Connector I& AWSKMS ICU T AN EXEELET, ChsOUIITA
Ni& £ & CloudWatch 0% T CloudTrail BHf CE £ 9,

CreateGrant

DAY —XZ—RF—ZBFHALTEFTOT77AIILRXAADVY - EERTRDE, B
BT+ 5 iz Voice Connector & 1—H—ICKHD2>TAWS THI RO KMS F—ICT7 0
AT BCreateGrant VIV T AN ZIEELE T, Voice Connector MER T BEFAIIE. 7
ARXI—NZ—TY RF¥F—ICHEFFSN VY —AICEETT, £i. Voice Connector i
RetireGrantAARL—> 3 ZFEAL T, VDY—RAZHIRTDEEIZTTNZHIRLET,

Es{t¥F—0EZ_XU>Y 18



Amazon Chime SDK BEHA R

ROBITIE, CreateGrantARL—>3a>RBELET.

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"
}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
I
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",

"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",
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"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {

"grantId":

"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"

3,

"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateData¥ —

BEJO77AILRXAVZERL, DARY—NZX—IRF—ZRXAVICEI)EHTB L,
B9E (S T 5 h = Voice Connector lF—ENT—XF—ZEHL T, FAE—N—DOBEREF =8
1L E T, Voice Connector Ik, VY —ADF—ZIEET SGenerateDatakey DV TAK%Z
AWS KMS IZEfELE T,

ROPITIE, GenerateDataKeyAARL—>ar&RERLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
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"eventTime": "2021-04-22T17:07:027",

"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

FLLWEFRBETINOLEOICEFE A7 7AILRAACOEFF7A7 74N ETYTIL—R
TEIMENHD5E. BENITS N Voice Connector & DecryptARL—2a > EFTHL
T, REENEBSLT—2F—2FALTBSLENET—RICTIVEALET,

ROBITIE, DecryptARL—3avaRBRLET,

Bsit¥r—0EZRUY 21



Amazon Chime SDK

EEHAR

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

},

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/44444444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-

west-2:111122223333:voice-profile-domain/sample-domain-id"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": "Management"

DescribeKey

Voice Connector [&. DescribeKeyZARL—>32ZFEALT, EFE7O77A4ILRXA2IC

BENITOSNLEF—HTHIRNE) a2V IIFETDEEZRALET,

ROFITIE, DescribeKeyZARL—>3a v ZRBLET,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

},
"invokedBy": "AWS Internal"

1,
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"keyId": "00ddodbo-0000-0000-ac00-bo0cOOOSAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-eadd0fbO0fbadSAMPLE",
"eventID": "ff0O00af-00eb-00ce-0e00-ea®00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [
{

"accountId": "111122223333",

"type": "AWS::KMS: :Key",

"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"

ESLF—DEZRUY 23



Amazon Chime SDK BEHA R

}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

H—EAEDERIL ZREOLE

TRl aRBAEREE K, TOIADERTIDHEROBVIVTFAT14h, #EROHDIT
TATAWLTOAVERTIBDESICHUHL 295 TRETDHEREF IV T 1 LORE
TH, chllkl), BEEOHBTIVRZ—NERTHONERTERLEZ T IV LAOERNF ZVWITY R
ERITLEY, VY—RAZZTEITDHENTREICAYET, FMICOLVTIE, TAWS Identity and
Access Management 1—H—HA K, ® TEILIBHNERBE, 25RBLTLEEV,

Tl AWS, Y—EABOBVWITELE, REALVEREBES FUFCOBAD ARSI HYET, 70
AY—EATORYFELER, B2 —ERXA (HTELAIOY—EX) ABOY—EX (RTHLZ
NEROY—ER) ZHOPHTEEICRELET., BEEOHDTIVE—E, FOHLTOY—ER%Z
FALT, BEE > TLVBVHAZEALT, HOY—EADUY —RA%ZZLEETEXT,

AWS &, FHIVRDDY—AANDIYZ— RT7IVCAREY—EATV I NILICE#HL, VY —
ANEF1UT12RELET, VY—ARIUT—IZIE, aws:SourceAccount ®F O—/VIL&HF
AVTFARNF—ZFERAITRELEZHBHOLET, ChS5OF—IE. Amazon Chime SDK D 1)
V=R —EACRETDTOEAHFITZFHBERLET,

ROBIE, EREFHD CallDetailRecords S3 /N7 Y R ® aws:SourceAccount ZO—/N)L
ZHEIATFARNZFRAL TR T 2R EBEZBLETS SINTY MRUS—ZRLTVET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"

},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
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}I
{

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime SDK VY —AXR—AMNRI S —

Amazon Chime SDK &, XD VY —RAZA T DY —AR—ADKRI) T —&HR—RNLTVET,

Amazon Chime SDK 2T ICE D<K 52T

Amazon Chime SDK I&, chsn Y —AZA 7 ORI =EHR—NLTVET,

Amazon Chime SDK IAM O—)JL

IAM O—=)LI& AWS PHO NHADIVTATA4T, BEDHIZHF >TVWET,

Amazon Chime SDK T® — By FRFEE R O F

— RN SRIAEREEALT, 7IFL—>32>THA242F%, IAMO—-)LZ5|E2F5, &
EROVOATHIRO=)N%ZE|EZ2H2 N TEFRT, —HHSEF1 T 1 RIEBFHREEE

I B2k, AssumeRole ¥ GetFederationToken 7% &M AWS STS APl AXRL —> 3 #HUOHL F
T,

Amazon Chime SDK &, —RMAFRIEROERAZHR—MLTVET,
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B—EAUZ70-)

H—EBERACDVVEhkO-I)IlZ2EATSE, AWS H—ERNf I—H—ICRKH>TT7 O3> zEx
T33O Y—EAOUY—RALTIEATEERY, Y—EAV 70L&, IAIMTATYRNAK

ICRREN, O—LZRY—ERACL>THEEIIAET, IAIMEERERZY—EAV20-ILO7T

VEAHAZRTTERIN, METI LR TEREA,

Amazon Chime SDK [&. HY—EARICU>V & hizO—-)ILZHYR—MNLTVWET, ChsoO—JLD
ERELFEEOFMICOVTRE., T, 288BL TL<FZE WAmazon Chime SDK OH—E A2 >
gEen-O0-)ILOFER,

—EAO-JL

COBEICKY, - —ICRDO>TH—EANY—EAO-INZ5ERFRDENFAEIhET,
coO—ICKY, Y—EANFBERICKD>THROY—ERAOVY—-RAIZTIEAL, 7U>3
VERTIBDENFTFAECNET, Y—EAO-IIE, I TAHTYNIRREN, TATY N
KOTHBEENET, 2FY, IAMEEEGZE, COO-IIOERZEETEET, Z1ZL. ThiC
KV, Y—EADHENFr BBEDONBEZENFH KT,

Amazon Chime SDK EH—EAO—I)LZHR—KLTVWEE A,

Amazon Chime SDK 7A F> T AT AR—ADR) > —0Hl

F7#)NTRE., IAM I—%—&0O—)LIZIE Amazon Chime SDK VY —RAZERE LRI EET ST
DEAHFMEHY)EBA, £, . AWS Management Console AWS CLI, E7 Ik AWS API % fFH
LTRAVEETIRDRERETEEFREA. IAMEBERG, I—H—O—-IICKHER, EESNE

)Y —ATHED API ARL—2 32 2RTI5ERZI—HF—cO-ILIRETS IAMARD S —
ZERTIHEN HYVET, HiVT, EBERFTNS OERAVELR IAM 1Y —FEGEIIL—7
ICEFDORIS—ZTRYTFIRIHLENHYVET,

Chos®MJISONRUS—RFIXNFIZEFEALTIAMDOTAFEUTATAR—ADRI) S — &4
RTBDFECOVTIEE., FIAMI—HY—HA Ry ® "JISONZT ORI —DER I #28BL TL
EEV,

KNeew o
« RVI—ORARNTZOT14 R
« AWS ¥ %—< R Amazon Chime SDK 7R!) < —
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« AWS Y X—2 R7R!) 2 —: AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS EER!) > —: AmazonChimeSDKMediaPipelinesServicelinkedRolePolicy
« AWS YZX— RAR S —ICx9 % Amazon Chime O EH

RS —ORANTZO0T14 A

TATFUTATAR—ARI D —QFEEICEBITT, THV NATHEADH Amazon Chime SDK 1
V—REEK, TIOTVA, ELERHIRTERDESHERELET, ChSOTV>ava2ERTITS
E. AWSTAHIUYVRNIHENrRETDAREMENI HYVET, TATFUTATAR—AR) I —ZERK
LEVRELEYITBIBICEK, UTOHA RTAEHBEBRICHE > T EEL:

« AWS BEER)S—NFER%ZBHRT S — Amazon Chime SDK DFER%Z T IEX<HBTDICIE.
AWS BEEBRV I —ZFRAL T, REBICMVEBTIVELAHFAZNAELET, chsDRUI—(F
TFHORNTEICEMZBZ2>THEY, AWSIZE > TEEBLVEHRENTVET, FMICOWVWT
., "IAM I1—Y—HA R, O "TAWS YXZR—D RARV—ICKDTF I AHFAOERAZRHEAT
5, EBBLTIEZ,

s RPNBHEENETD - DAZLRID—ZEKITZEER, ZFRAVORTICLEZHTOHENS
LET. RDROFAHASAZ—HNL, BEICHSUTEMOFATZNELET., COFERE, BER
BEDHFALSHOT, BOYSEBLILISETRRNERELTT, FMAICOVLVTRE, IAMI—
Y—HA RO "H)EEZZOD ) 2ZRLUTEEL,

C BEEOBOARL— 3V MFA EBMIC TS - BMEF1UF 4 £LT, BEROBU
JY—AEERGAPI ARL =23V ICTI0EATHLEHIC IAM I—HF—ICHL T, ZEZR
if (MFA) OFERZERLE T, FHAICOVTE, IABMI—Y—HA4 RO "AWSTOZERFR
(MFA) OfER ) 2Z2BLTEZ L,

s BMOEFIVFTAELTRID—RUGZEATS - RTURBERANT, TATFTATAR—
ADRYD —=HFVI—ANDT VL AZHAT2RUEZERLET, fIREFE. BBV IITANDE
BAFAEIND IPTRLANEHZIEE I D EODRUZRRTERT, BESNE-ANTLEE
REHERNTOHR) IV TARNEZHATEIRNHZESZLE, SSL® MFADERAZERTZI LS
TEXRT, FMEOVTRE, IAMI—H—HA R, ® "IAMJISON RS —FFH: ZH, 258U
TLEE L,

AWS Y Z—< R Amazon Chime SDK 7R1) = —

AWS YZx—2 R ZfEA L TAmazonChimeVoiceConnectorServicelLinkedRolePolicy, 11—
H'—(Z Amazon Chime SDK 7 V23> ADT UV AZHFALE T, FMIC OV T, "Amazon
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Chime SDK FAOY /\—H4 K, ® TAMO—)L0%l, . H&T TH—ERBIEU I 7L AL O

TAmazon Chime O 72> 3>, VY—A, BLUEHFF—1 Z25BLTIEEL,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",
"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"
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}

AWS Y ZX—2 RRJ D —:
AmazonChimeVoiceConnectorServiceLinkedRolePolicy

AmazonChimeVoiceConnectorServicelLinkedRolePolicy IC&kt), Amazon Chime SDK
Voice Connector l& Amazon Kinesis Video Streams [CXF 1 7ZARNU—Z2J0L, ANU—
SUUBHMERML. Amazon Polly ZFEA L TEFZEKTEEXR T, DR —E, Amazon
Chime SDK Voice Connector H—E A2, & &E# D Amazon Kinesis Video Streams NDOF &

+ A, Amazon Simple Notification Service (SNS) & & TF Amazon Simple Queue Service (SQS)
ADBHANRY NOEE, AmazonPolly 2R L EZFARNDT VL AH 24 5Speak L F
9 SpeakAndGetDigits,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["chime:GetVoiceConnector*"],

"Resource": ["*"]

},
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

.
{

"Effect": "Allow",

"Action": ["kinesisvideo:ListStreams"],

"Resource": ["*"]

},
{

"Effect": "Allow",
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"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]

},
{
"Effect": "Allow",
"Action": ["sqgs:SendMessage"],
"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]
I
{
"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]
},
{
"Effect": "Allow",
"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

HMICDOWVWTIE, TAmazon Chime SDK Voice Connector H—E AICU > o&chiO—)LR) > —
OER, Z22RBLTSEEL,

AWS EER > —:
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

IAM I>7 47 4 | AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy ZF7 XY
FIBEWRTEEREA,

DR —IZ&kV), Kinesis Video Streams & Amazon Chime SDK £FICTF—X &2 AN —X2
JU, XNUOA%Z ICHITTEET CloudWatch, £/, Amazon Chime SDK XF A1 T7/NA T Z 4
V1= —ICKH > T Amazon Chime SDK £BICT IV EATERRSICBYET, FHICOVWT
&, cOHA RO "TAmazon Chime SDK XF A FNA 754 TcOO—=)LDOER, 22RBLTLE
=L,

T AR O
CORDVZ—IZE, LTOT IV EAFANFEENATVET,
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« cloudwatch-CloudWatch XNU O RZBET DT VAT 2FELET,

e kinesisvideo-F—RIV RKRAVNOEB., XT1TADOEE., F—2REEROERN.
F—RARNJ—=LDFHBE, FT—RANJ—LDER, T—RFANJ—LODUARNZTILEHDOT D
T AHFNENFELET,

* chime - 2FBOWE, SMEDER, SMEOHIBRZITST IV EAATENELET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutMetricsForChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [
"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,

"Resource": [
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"

"Sid": "AllowChimeMeetingAccess",

"chime:GetMeeting",
"chime:CreateAttendee",

"chime:DeleteAttendee"

]
iy
{
"Effect": "Allow",
"Action": [
iF
"Resource": "*"
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

CDIF/E. chime:GetWidget PO 32 &FERAL Tmy-example-widget' )V —ANDT V1A
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HR—MHIBELZIBEIE., AWS BEEEZEICHSEVELELSEEW, Y44 RHEHERMEL 38
MR A IR g

iam:PassRole Z#£17 93 2R &\

iam:PassRole 79U a2 ARTITBDCENRATNTVERVEVS IS —HFRRENLEEE,. B
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EEA

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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« Amazon Chime SDK Voice Connector D —ERICU > = hizO— )L OHIE
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Amazon Chime SDK Voice Connector D —ERAICU O niO—-IOT O tAF
]

Amazon Chime SDK Voice Connectors &, WS FFOHY—ERICU > o&cnizO0—-I)L&2FEAL

FE 9 AWSServiceRoleForAmazonChimeVoiceConnector, — NLIC &k ), Amazon Chime SDK Voice
Connector F1—H—ICRKD>TAWS OH—ERZHVPEHT &N TEEFT, Amazon Chime SDK
Voice Connector DXF A P ARNU—I2 T ZzFBHBIT2HFEOFMICOVWTEK, T, 25RBLTLE
& L Amazon Chime SDK Voice Connector X 7 4 7 % Kinesis .c AN =279 %,

AWSServiceRoleForAmazonChimeVoiceConnector H—E RAICU > o nizO0—I)LiE. RO —E
AzEELTO-I)IZ51EZHET,

* voiceconnector.chime.amazonaws.com

AmazonChimeVoiceConnectorServiceLinkedRolePolicy ([Z &k V), Amazon Chime SDK [Fi§E& h /=
DY—ALCRUTURTOT O3> &2RTTEET,

2> 3>2:all AWS resources £ T chime:GetVoiceConnector*

7
e 7O 3aZ:arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeVoiceConnector-* £T kinesisvideo:*

72> 32:all AWS resources L£T polly:SynthesizeSpeech

« 7> 32:all AWS resources £ T chime:CreateMediaInsightsPipeline
-
J

2% 32:all AWS resources LT
chime:GetMedialInsightsPipelineConfiguration
« 7O>3aZ:arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £ T kinesisvideo:CreateStream
e 72> 32:arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £ T kinesisvideo:PutMedia
e 7> 3a2:arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £T kinesisvideo:UpdateDataRetention

« 7> 3aZ:arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £T kinesisvideo:DescribeStream
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« 70> 3aZ:arn:aws:kinesisvideo:us-east-1:111122223333:stream/
ChimeMediaPipelines-* £ T kinesisvideo:GetDataEndpoint

e 72> 3>:kinesisvideo:ListStreams £ T arn:aws:kinesisvideo:us-
east-1:111122223333:stream/*
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Amazon Chime SDK Voice Connector I&. Kinesis Video Streams N\OXF A 7 AN =220 R
BENEEZILCDARNZEELET,

Example 1 X2 N TF—2&

LTRIDARYNOY D TILTF—2TY,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",
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"region": "us-east-1",
"resources": [],
"detail": {
"callIld": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
I
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/

ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",

"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",

"version": "Q"

Amazon Chime SDK Voice Connector AN =320 M7

Amazon Chime SDK Voice Connector l&. Kinesis Video Streams NDXF A T AN —Z T
TLEEEBIZZCDARRNEREELET,

Example 1 X N TF—2&

UFECOARY ROH Y TILF—RTT,
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"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callIld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
1,
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
1,
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2klmno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",
"version": "Q"
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Amazon Chime SDK Voice Connector AN =X OEH

Amazon Chime SDK Voice Connector I&. Kinesis Video Streams N\OXF A4 P AN —-Z2TKFE
Feande, COANRIRNEZEELET,

Example 1 X2 M TF—2&
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"version": "0Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "0Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

Amazon Chime SDK Voice Connector AN =30 KKT S

Amazon Chime SDK Voice Connector l&. Kinesis Video Streams NODXF A T AN =20 %k
BUEBEIZZOARRNEZEELET,
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Example 1 X2 hF—24&

UTRIDARYNOY D TILTF—2TY,

{
"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
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{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
},
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:role/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
1,
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
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"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaad0"
I

"responsekElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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NFTEET, T, VY—RAICEATRHER,. FLETOVY—-RIRBFENATVERTF—RZRTF
TRFXF—EATAVOETEBEAENET, INTOF—CLEBEERZLET, HIXE, 898765
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EF7O77AIRXAADZTDIEM

BFEOBEE7O77AILRXAVICRTZEMTSICE, ROFIBEICHVET,

RTEEMT DI

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
ER

FTESF—=23aRA2T, BEEZ7O77A4IRXAY #2BRULET,
BTZEMTDRXAVEZBRLET,

2TOER 2 BRL., ILLATDEN ZERLET,

F—ARYIAZEZADL, ERY VARICAT>IVOEZANLET,

HEICKHUT, #iLLWaITzEM Z2BIRLTROR T 2ERLET,

TILES, [BEEZRE 2EBRLET,

N o g M b

BEJO77AIRXA2 BT DiRE

RERBT I CAFANHBHEE., #NAERL L ICERELS, AWSTHUY NADEENRT %
METEEY, LEL. IAMARVZ—TRINZITSZENTEBRVBENBYUET,

2T EmETHICE
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EE

FTETF—23RAUT, BEEZ7A7T7AIRXAZERLET,
WETDRINHBDRAAZBIRLET,

[Manage tags (X7 O EE)] ZBIRLE T,

BEIZHUT, F—RYTARAEERY VADEZZEELET,

o A 0N
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wLWETZEM 2&RL, 1 2UEDRTZEMLET,
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BEZO77A4IRXA>2 2T OHIBR

RERBT I AFANHBH5EE., #ANAERL L ICERELS, AWSTHUY NORJ ZHIBRTE
FT LEL. IAMRUS —TRINEFTSCENTERVBENHBYET,

2T ZHIBRT B ICEF

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK AV —)LZHE &
9,

FTES—23asRAVT, BEET7OA7T7TAILRXA 2 ZBRLULET,
WMETIRINHBDRAXAZBIRLET,

[Manage tags (X OEE) ZiBIRL F 9,

HIlRT 2R DOT T HIREZERLET,

ZTTLES., [BEEZRF] Z2EBRLET,

o gk~ w N

EEHROFBEBEACOVT

BEOMEEATRIERTO77TALRXAVERBEIMBELZER TS E. AOBREREN &
RENET,

COBBEZFERTIRHEL T, FIORIEHAKERDRFE OEMARRABA F & EHREEER
(TEHFRRET—2. ) OIRE, A, RTFE. BRUORELCRE, BEHEICKLD VI —AZECHRFEEOE
BIMEBEIIBRDBENHBIELETELET, COLSBREAERE, AU/AM, TEFFAMN, D>
NMNOEMETELERP T DHDOMD T ZA N —ERBE, ERERBZMETERFTSATLERT,
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NDEXBICH-T, BREEOAEZPRICRMLUAETOLAEZBLU T, EREZICET-LBDU)—
AERBITIVLENHVYET,

AV /AMOBREECOVTR, £EHFREHTZ 4/ —% BIPA) THRHEF TSN TVWBLSIC, &
ERREEAITDAIC,. BREEOREZHABIIRMRLTOLAZEBLU T, ATOBEREZEEICK
BPUVV—ARELTRHBEIIHBENBUET,
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Web Services A" [&1t] (X1 > TEARALFEB F & EAHRALIEH ( "EMAFTRET— 21 ) ZIRE,
R1FE, FATRZCENTEET, COTOLAO—BELTERENEELKT—REF., (& &D
BREOXRYRYHISHEARIFH, FLEERAEZTHITRLRIEREINZBEICOKKI Y RSREFE
N, TORWPEENET, BAEZTERFLEHFTEATVRZEEZRE, (] &, F—20OW
EFLEBSORVOBEMNAElLEhizeE, T—EREOREZEORYEYAS IFURN, £LE
TORSBTF—REWETIUEN DL Z21—HF—PHDSBHEIALERZEOVWVThHIARVEETIC,
(AN ICREENLEEEARAT— 2 E KGN IZTHET S &S Amazon Web Services ICIERL &
Fo EAFRAT— 2, COY—ERAORBFEEZFEOLHIC, BEICHLU T [£%] & Amazon Web
Services DEITEFBENDFZEN BV ET, BEKEE. (£H] & KT Amazon Web Services A,
AFABRNTHATATVWREBY ICEEROERARIAT—2ZNE, FH. BrUORETDHLE
KAL, BAL, EHEICLDVI—ABIVEETRIENELET,

UTOFIYIORY DAZFICTDE, BIPAOERICKHLUT, A1V /A MOBFEECKHL, L£&E
DEMENETRMUL, RTTNELBTHALID VI -—AZREIZCLICABLELEDEHBENRK
ER
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RIBEHORE

Amazon Chime SDK IZlF. BREERERETD 2 2OHFENBYET, EE580HEE. ThEFX
ETIhnizHOHLICOABEBRENET,

s RIDEHT7 RLA-HUOHULTOEMZEAAILTRIILET, cOFTTa>zBIRTS L,
FREEE & D1EFTA 9 X T D Amazon Chime SDK Voice Connector TRIBAAIREIZ V) £, X
=, Amazon Chime SDK &, & IL L\ Public safety Answering Point IC@FEZ)I—FT 1> L&
ED

« HY—R/)N\—F 14 —)L—F 4 2% — Amazon Chime SDK Voice Connector [cB2BHI—FT 1>
EEZBIMLET, COATavEBRTZDE, BRUEY—RN—FT1—H—EANEFEZE
N—TFT1420F3d, TMERIATIHLEFGHYEEA, COBFZEZEFEAL T, XKEANLSER
BRETOSCENTEXRITN., BFEERKEOI RRAUNIEEITAIHENBYVET,

(® Note

TFRLAFERGILN—FT 1B ZHEALBVEES. 7 RL ARG 911 MU H L ORKE
ICE1TL T, BYI% Public safety Answering Point (PSAP) IC)L—F 4 > &3 K5ICFD
CENTEET, D2FY, FEITBDETICHBINDDIEEN HYYET,

UToE923a>Tlk, @AOATa>aERTZIAECODVTHBALET,
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- ZRBHROEFTOREL

s Y= RN—"FA1—BRI—TFT1VITESOERE
- E2BEHTOH PIDF-LO OFEHA

R BEROEFTOREL

ZIBRICEMEBEITDICE, BEOREBRLELEDIEMEASLLTHRIALET, XIZ, Amazon
Chime SDK (&. &&IEVA—7H)L® Public safety Answering Point (PSAP) ICHETHE L Z)IL—FT 1~
JULET, ROKUITEFELTLSEEL,

« PTRLADKKRELRF 1 EDOHMBETTA, EHERIAETEXT,
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c BYOEFDOKERIALET, AM—REBESPT/N-—rESRFEOBEVTILEET L,
c RALTEDDE. RKEDOEFROATT,

® Note

SIPUJTARNDPIDF-LO A7 TV NTRIEZEA T RLAZFERT R L 2B<BEDL
F29, SFHMAICOVTIE., "ESBEHTO PIDF-LO OEA L 2RBLTLEETL,

T RLAZKRILT B IC I

1. hitps://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)lZHAE &
9,
2. FTES—232ARA 20 [Phone Numbers] T, [Emergency CallinglZOUY U L&ET,

3. TValidate Address. BYOEFmMZEADLET,

® Note

SIPHBEFILRRENDEBYICEMEZEANLET, ChIkl), HLNEFEZL TR E
T RLANBEENINET,

4. [Validate] ZEBIRLE T,

B—RN—FT 1 —BR2IN—TFT 1 TBESDORE
REBERL—T O IBEEEATACE. UTFH/LETT,

« Amazon Chime SDK Voice Connector,

« H—RN—F 14— —ERTONAFZ—DSOBREBRIL—T 1> TES, ChiEKEOEST
HBIUENHY)., TNDES%E Amazon Chime SDK ICIEHELEFT, B2BEHEH D Amazon Chime
SDK Voice Connector Z#ERTE £,

Y RNT7Yv7TER BEY—ERAICEFZH (TS E. Amazon Chime SDK FBE2FSZFEAL T, 2
RXM|EFEXRY NDD—IBHATH—RN—FT 1 —BEY—-ERA7ONM A —ICEBFEZIL—FT1>70L
£, Y—RN—FT 1 —BR2Y—-ERA7ONAMF—E&., EFEERY—FEACIL—FT12JLFET,
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RKEAUATRIBRIL—T AV BESEZREITSDICE. UTORMRRGEZBL-ILENFHVET,

« Y—RN—F 1 —BEHY—ERAT7ONAM TP SBEBHRIN—FT 1B SZHBLET, XKED
BETHDHIEEZBERELTLIEETY,

« Voice Connector DI TERENDEEEZAVICLTEELET, CchETSICK. T, #238BLT
< £Z& L Amazon Chime SDK Voice Connector 52 E D #REE.

Voice Connector DBSBHRIL—T 1 VIV BESZRETSICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK J>V—J)LZH& &

EP

FTES =3R40 SIP Trunking T, FF1XI X ZBRLET,

Voice Connector D& BIZEIRLE T,

BEFUHLEATEBRLETD,

H—RN—TFT 1 —BEY—EATONAA—FRE T, ZEBM ZBRLEXT,

[Call send method] (BFEE/S53%) T, DNIS (F A4 VLB BB Y —ER) 2 BIRLET,

[Emergency call routing number for calling emergency services] (B2Y—EAXAEZFUOHT L

NEIBRIL—FT107FS) I, BV —EAZHVEITLEOOT—RN—FT1—BFEESTZ

E. 164 EXTAHDLET,

8. [Test routing number for calling emergency services] (BR2Y—EAZHUOHITLEHDT AN
N—TFT12T7FS)IC, B2V —ERZTANAIRTEI LSOO —RN—FT 1 —EFESZ
E. 164 EXTABDLET,

9. [Country] (B) ZiZRL . [United States] CKE) Z#IRL £,

10. (&N 2 ZRL X7,

N o o bk~ e Db

ESBEHTO PIDF-LO OEHA

Amazon Chime SDK Voice Connector (&, 353k 911 (E911) BFFZHR— KL TVWE T, Voice
Connector 2/ L TBRBE#HZ TS &. GEOPRIV Presence Information Data Format Location
Object (PIDF-LO) %2 SIP U/ TARCEHB LT, REEONBERELETEET, #7/IT
2 NI, Geolocation-RoutingAVYA—Z&HT, ICRETHIHLENHYEITVYess 7T RLA
ZRAETDCEZHM<BEHLET, PRLAFERIL—FT 1B SZFRALBEVES, PRLA
RREEE 911 UV L mFREF (21T L T, #E07% Public safety Answering Point (PSAP) IZ)L—F 1
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ROFlE, PTRLAZEDPIDF-LO A7 IO RN 2EL SIPBEFEZRLTVWET,

INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef610291734f98a467b973819e90ed>;inserted-by=vpc@ng9ll.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring

Content-Length: 271

Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
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<Ca:

<ca
<cCa
<ca

<ca:
:STS>Ave</ca:STS>
:NAM>Low Flying Turtle</ca:NAM>

<ca
<cCa

<ca:

country>US</ca:country>

:Al>WA</ca:Al>
:A3>Seattle</ca:A3>
:HNO>1812</ca:HNO>

RD>Example</ca:RD>

PC>98101</ca:PC>

</ca:civicAddress>
</gp:location-info>
</gp:geopriv>

</status>

<timestamp>2021-09-22T13:37:31.03</timestamp>

</tuple>
</presence>

--unique-boundarystring--
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SIP X7 4 JUr—>3>nER

Amazon Chime SDK >V —J)L&EAL T, £y > a>BEB7ORIN SIP) XFATFTF7 TV —
AVERERTEERT, SIPXFATFTT)r— /E/Eﬁﬁﬁ?zﬂ: BERFBAXREME (PBX) I
gj\»f*ﬁﬁéhéﬁl&AL:?’@XT47HDFEF%$7§\ i(ra'f’ﬁﬁktéijo

COOAVY—=)EFEALTSIPIL—IEZERKTRIEETEET, SIPIL—ILIE. SIPXFA4TT
7' —2, 325" Amazon Chime SDK S —7 14 T ICER TS HEZEEL £, Amazon Chime
SDK AR NUASTOED aZ2J&EnieNT VYO DD EER7V—XAVIEFESL
NDETERERZT2EVYREYTEET, £/, Amazon Chime SDK EE IR I XICE|V) HTos i
BRI CTHBDVIIANURIRANBEDBETHERFEZT 22V KEY TEET, Amazon Chime SDK
F., I—H—NEFEEDTEYSFEY LEEZICSIPIL—IIERTLET, SIPIL—IOFERA
EICDOVWTRE, Z25RBLTLKEEV, SIPIIL—IILDEE

SIPXFATT7IVr—23a> s ERTAICE. AWS Lambda I—H—IC BB HEHNHV) F
To SIPXTFATFTTUIT—23 ik, LTOEHRT Lambda BEzFERALET,

s BERREEZHSEMBEODY VZESENTEXRY, fIALE, REEFRYFN—BFZE
ALT2BICXAVILAVTEERT, SER. TOEBEFESH NIH—TS Lambda BN 2F
PINZERL, REEZELVLRICHFELET,

s U—N—A2T7TANZUFvi5L T Lambda ¥z 7704 TEET,

MBI DWW TIE AWS Lambda, TAWS Lambda OER#MA T2 2SRBL TS EEL,

® Note

Amazon Chime SDKSIP XFA FTF7 7)o —>3a > Ilik,. FORNDY ROEBEEFIRA
HYET, FHICOVWTR., "REBEFZOHIR, ’E*E{"LT<7"E“\,\

NeEY S
« SIP77Ur—23a>E)L—ILICD2VT
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SP77U45—>3a>e)l—=)LIcoW\WT

Amazon Chime SDK Tt v a BB 7OKRIL (SIP) ZFEAT I, SIPXFAFT T I —
2a ESIPIL—ILEZERLET, MAEE Amazon Chime SDK OV — )L THERL ET,

RORE, F7Vr—232E)—ILOAE#&ERLTVET, ChESIPIL—ILICLK>TEFS
SEVIJITANURIOKRARNENSEBBSIPT7UT—23a2  CBENN—T120EnsL<
hZERLTVET,

BHROBFRE, BROTOTFANMOBFAIHBLTVWET,

@ @ SIP Media
5 application 11
Target 52“8|D "Ei!’
Priority X » 1D,
=164 phane = o~ Priority AWS Region 1
> I:E AWS Lambda
Voice Connector @ function
Request URI — > E: N
hostname Target SIP Media
SIP rule Priority Y =1 application
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function

SIPI)L—J (2) I, Chime 1 AR KNDEFFARIR (1) NDERFESDAHAZE)HTBENT
EFEXT, £, PSIN FA—F 1 A —EATEFEESTF2IE Amazon Chime SDK EFE XV X2 %
7O a - I32RBENHYET, TOFEICLOVWTE, SPAXFATFTTTUT—23a 0k
BOFIETHAL TVET, BEFEBESNOFVCHELZZEFETHE, SIPIL—ILESIPXTFATTT
DTF—23a>&FNICEIET S Lambda B (4) ZHUHU ET, Lambda BEE. REFRDFEK
OBEYE., 2B OS5, BEZI1—MNI35EOTVaaHPETI—REEITLET, Y
ILFV=2a>0MEEMZRRISZLEHIC, SIPIL—=I (2) Tk, ZTA4ILFA—=/N—0FB5EIEMIC
2T, AWSELBDU—23> Q) OREX—TYRNSIPAFATTTIT—>3a 2 ZEBETE
F9, 120F—5Y NCEENFRETDE, PSTNAudio U —ERARXDEZ—TY NEHAETT,
REZ—TYRNITINTNELRZ )23 VICFELEFNERS BV EICEFREL TS EEZ L,
AWS
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RATZSIIORNTY, SPXFTATTTVT—>23 s ERK. RR. BF. BLTHIBRTEET, £
BOT7VT5—2a> 0 B2RTTERIN, ThoOT7 7V r—>a> 280U A0EBEER
TTEDRIEFELTLSEEL,

® Note

SIPXTFAFTTTI)r—23a > %4ERTSEC. AWS Lambda BBA HETT, FHMICD
WTIk TAWS Lambda O R 2SBL T EE L,

NEY

e« SIPXTATT7VTr—232 DERK

c SPXFAFTTTIT—32TORITDER
c SPXFAFTTTIT—3VOKRK

c SIPXFATFTTIT—3 2 0OFH

« SIPXTATT7)r—23 2 0OHIE

SIPXFATT7TITr—232 OEK

SPXFAFTT7Ir—23a>aERTDOE,. VI ITANURIFKFARNE, Amazon Chime SDK &
BFAXRIRIN—T, FERTSAR—NEBESLOEOERELEEEZEMIITIHNEN HDBEE
T,

SIPXFATT7TITr—>3a22ERTBICE

1. https://console.aws.amazon.com/chime-sdk/home |Z & % Amazon Chime SDK 1>V — /L%
2ET,

2. FEH—=23RA420O[PSTNAudio] T[SIP XFAFTF77)r—3 ] &#&RL, RRENh
FA—/T§PXT477 =23 0ER] ZBRULET,

3. TREILIZ,. P77V T—23a>o0BaZEANLET,

4, m@@@U?h#E]t—bTANﬂ$VUXE%UNH$?O
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« Lambda B8O I 1) 7 ADARN
« Lambda B8O /N—> 3> ® ARN

® Note

Lambda BE¥EBEITHEEIC, T/ JFAARN £/N\—2 32 ARN ZERTEE
9, Lambda ARETEEMICTEHEEF. TAJUTFAARN £EE/N—2 3> ARN
HFUETT, Lambda BT A VT A, N=23TA VTR, BIRETOFEMIC
2V\WTlE, TRARENA Ry O "Lambda BT A7 A1 . "Lambda B%k/\—
a2, ., 8LV TLambda 7O I Z U JEBETOEE, 28RBL T FE
L, AWS Lambda

5. (A72av)[r7]TcELWaTZzEM 2BRL. XAOBREZITVET,

1. T¥— RY TV ALCEZADLET,

2.(A7>3a>) "B RY O AICEZAHDLET,

JHMEICKUTHLLWATZEM Z&IRL, 5 ICXTZEMLET,
6. [SIPXFATFTTVr—>3a>oER] Z2&RLET, 1.

[Create a SIP media application] (SIP XF*4 P F 75— 3> OEK) R—2 O LEBICKIE
XY tE—IFRREN, TTIT—23200)ANERENIEXTATT 7V Tr—>3a 0%k
TENET, TT— XYV E—INRRENLES., TOERICH>TIEEL,

SIPXFTATTFTTITr—23>TORITDOER

OtV a>ORNEY VT, BEE®D Amazon Chime SDKSIP XFA FF7 7 )5r—2a>TRY
ZFERAIRFECODVTHBLET, 2T ZFEATHE, SPAWS XFAFF 7V Tr—>3>0R5E
DIY—RIIXEBTF—B 2B HTBENTEET, 2T, VI—RFLEBETOVY—RAILREF
TNTVBRTF—RI_EITEBERERMNTEDF—EATIAVOETERENET, IXNTOF—LE
EE%L??‘O EEAEE, CostCentere VS EZFDBRINRTX—ZEHRL., TORTZIAAL
DICERATEERT, 98765SIP XFATFF 7 T—2 3 ICEBRAS0BORTZEBMTEET,
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SIPXFATT7TVr—>3a>An0RI0EMN
BE1Z M Amazon Chime SDKSIP XF A4 FF 75— 3a > liFk, BRGS0 EOZ T ZEBIMTE X
9,

2TZEMTSICE
1. https://console.aws.amazon.com/chime-sdk/home Z & % Amazon Chime SDK 112V — )L %Z B
2FT,.

2. FEF—23URALVOPSINA—FAF| T, [SIPXFATTFT7TITr—>32] 2BRLE
EE

ERTRZSIPAXTATT7ITI—>3 > 0FFEZBRLET,
[2T187. BT =2EE] OEICERLET,

[Add new tag] ZiBIRL, F—& AT a>DEEZAILET,
HEIZISU T [Add new tag] ZBIRL TRIO X T ZERLE T,
ZETLES., BEZRF] Z2BRLETD,

A L R

2T %iwmETD

VEBERNHNE, EFRTEZERL P CEEES, AWSTATY MADGTIRNTORT ZiRE
TEERT, L. IAMARUD =R RESBLEEATVRIBEN B KT,

BT EmETBICE
1. https://console.aws.amazon.com/chime-sdk/nome IZ @ % Amazon Chime SDK 12V — )L & B

EFXT,

2. FEH—IIURLVOPSINA—FAA] T, [SIPXFATFTUTr—a ] &8RLE
£

ZBETBSIPXTFATT7IT—23a>080&BRLET,
(271827, 2T 2EE] OEICERLET,

[F—1RY VAL ME]RY VRAICHFLWMEEADLET,
ZTTLES., [BEEZRF] Z2EBRLET,

2
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27 DHIBR

BEISERSHNE, EFZTZERLEPICBERELS, AWSTAHTVY RADGR T ZFNTHIRT
EET, EEL, IAMARUS—ICLYHEIRTEBRVZEENHYET,

2T ZHIKRTBICE
1. https://console.aws.amazon.com/chime-sdk/nome |Z & % Amazon Chime SDK 12V — )L & B

EFXT,

2. FTEF—23URALVOPSINA—FAF| T, [SIPXFATTF7TIr—>32] 2BRLE
9o

ZBETRSIPXTFATT7ITr—23a>080ZBRLET,
[RI127 . (2T =2EE])OJEICERLET,
HIBRT 2 X T DEICH S [HIBR] ZiBIRL F T,

EEZR7TF] ZBRLET,

o 0 &~ W

SPXFATFT7TI)r—>3a>nRnR

BODSIPXTFATT7)T—23a 2O EBENFMETRRITE, BORMBOEEENDT 7
Dy—>a2  ZFMETRIRITEERT,

SPXFAFTFT7TIT—23a>zRRIDICE

1. https://console.aws.amazon.com/chime-sdk/nome (Z & % Amazon Chime SDK 12V — )L & B
EET,

2. FTES—232ARA2T, [SIP media applications] (SIP XF 4 777V —>3>) &#iBIRLE
CIP

[SIP media application] (SIP XF*4A 7 F 75— 3 )y R=JIZEBROIXNTOT 7V Tr—
AVHARTRENTT,

3. T7UT—YavOEMERRTBICE. FTIUT—Y 3 0RMEERLET,
SIPXFAFTF7T)Tr—>3a > 0EM

SIPXFATFTF7VIr—23>20 Lambda O EE & Amazon VY —AZ—LA (ARN) ZEFHTE
£F9, V-3 R@FEHTEEREA. AWS
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SPXFAFTFT7TITG—23a>z8EHIdICE

1. https://console.aws.amazon.com/chime-sdk/nome |Z & % Amazon Chime SDK 12V — )L & B
EFET,

2. FTES—232~RA2T, [SIP media applications] (SIP XF A4 777V —3>) #iBRLE
ED

[SIP media application] (SIP XF*4 7 F 75— 32 ) R=IHFRTENET,
3. EFHLEWTTUT—23a2 05 ZBRLET,

T70T5r—23a>BEEOR—JICRTRENET,
4. [#mEE] 2 BIRL X7,
5. BEICKBUT, UTZEELTKEE,

77°|)7_>3>0)%ﬁﬁ0
« Lambda ARN, T4 U7 A ARN, ¥izlF/N—> 32 ARN
« BT, BUTOEEICHTARFHFMICIOVWTR, UTESRLTEE L,

® Note

Lambda BABiZBETH EEIC, TA VT AARN E/N—2 32 ARN ZHERTEE
¥, Lambda FARETZEMICTRHEERF. T4 JUTFTAARN £FE/N—2 32 ARN
HNYBETYT, Lambda BT A VT A, /\— /3/14'J A, BFREITOFMICD
L\TL?." PRI EH A Ry @ "Lambda BRI A7 . "Lambda B8%/\—> 3

. BRY TLambda 7O I ZJRIBETOE EEJ ZSRLTLSEEVD, AWS
Lambda

6. [1R7F] ZBIRLET.
RIAY E—DHFERENET, IT5— XV bE—IHFERRENEEBE. TOERICE> T
(AN

SIPXFA4T7T7I)r—>3a > 0l

SIP XFATF7Ur—2 3V HBRULEVERELTRVLKDANBY ., ROLSBHFFFSh
*7,
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s ERBSEFLEVIIANURIOKRANBOFERZELLET,
c SPXFATFTT7VT—23a>  OERNIEE>TVWET,

® Note
RANTSOFAARELT, P7VT—2 a3V &8KRLTEEZORNA PlE BV E
ZHIELET, o, PTTUT—>32ZHIBRLTE, BEITZEFES® SIP IL—I)LEH
BREhErHA,

SIPXFATTFT7ITr—23a>zHIBR93ICE
1. hitps://console.aws.amazon.com/chime-sdk/home (Z & % Amazon Chime SDK >V —)LZH
EET,

2. FTEY—232RA2T, [SIP media applications] (SIP XF 4 777 Ur—>3>) &&RLE
T,

[SIP media application] (SIP XF*4 7 F 7T —2 32 ) R=IHFRTRENET,
L TTVT=23a Z0BICHBA T RERERRLET,
4. [HIBR] Z3&IRL F T,
[Delete application name] (7 7’U T —> 3B OHIR) FATOTRY VANKRTENET,

5. [l understand that this action cannot be reversed] (C DB TICERB AV EZEBHBL TVE
F) #BIRL TH S [Delete] (HIBR) #BIRLE T,
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SIP)L=IDOEE

SIPL—JLiE. SIP XFAFF7Ur— a2 BEESELRUITARN URI OFR NS ICHE
FHET 1 D2OSIPIL—=ILEEBDOSIPXFATFTF7)r—2a 2 CBEFHDENTESR
¥, TOH, BT TUT—3 32 TEOL—NOKHFRFENET, SIP L—ILH SIP XFATFF
TUT—2a v EESTAEEOBELOVTE, MOEITIVSPFIUTS—2a v EL—LIC
SLTH T, EBBLTLEEL,

® Note

SIP )L I ZERT BIZIE. Amazon Chime SDK £ AR N THRBRATH SIP XF 4

TVT—=23a AL VA VICEREENTVS DID LG BEFERERNERES, L&
Amazon Chime SDK Voice Connector ICE|V) T s h B ﬁu'Cai)é JOTARNURITRARNSE
LB EE 1 OBETT, EFEESOFHMICOVTIRE., TEFESOEE,, 25RBL TL
EEW, VDIOTARNURIFRARNBOFMICOVWTE, ROEIIAVOFIEICHK > TLSESE
Lo

BX

« SIP JL—=I)LDERK
« SIP)L—=I)LDO&KR

« SIP)L—I)LDESH

- SIPJL—=)LOEML
- SIPJL—)LDEXL
- SIP JL—I)LDOHIk

SIP JL—I)L D ERK

SIP )L—IL%&ERT S HIIZ, Amazon Chime SDK £ R N THRBRATH SIP XFATT 7
T=2a A VIAVICREENTVS DID FEFEFRAEREFEES. ££IE Amazon Chime
SDK Voice Connector IZBE[R TSNV IITARNURIKRARNE, BRGSIP XFATT7T)Tr—
SAVHABETY, SIPTFVT—23a > 0FMIC2VWTE. "SIPXFATTF77UT—23 204k
i ZZRBLTLKEEY, &k, tOEBENMMERLIZIL—IZ2FERATRIEETEXT,
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SIPIL—ILZEKT B ICIF:

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK OV —)LZHE &
9,

2. TEF—>3URAVOEFEEST T, SPAFATTF7ITr—23> 28RLET,
3. L—IEkHEITBSIPTTUT—>3a2&ERL, L-IL2T7&ERLET,

4. BRBEBFLEETIOMNTURAANEOEZIE—L, TOEZXEREFLFEAEO7O05 5
LIWZBEV T, BTHEATAEHIC7OTSLZBEVETRICLET,

5. TET—232RAL2TI[SIPrules] (SIP JL—)l) ZFRL £,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,
6. [fER] Z&IRLET,

[Create a SIP rule] (SIP L—ILZERT D) XA TATRY VANRRENET,
7. BEIARYDACIL=ILOZRZADL, ROVTIhHAEETLETD,

EFRESOIN—IZEKTS

A. 77 # )L N T, [Trigger type] (MU FH—247") 1) AKNIC [To phone number] (BFEFESAN)
FRRENET, KRENBEVES, VANTZEOEZERLET,

B. [Phone number] (EFES) T, ESFEESTEZANTIH. FLRUVAM SEFEESTEZERL
£9. BEEEANTBIEES., +110 ####E AL T T, Hl: +15095551212

JOTARNURIRARNBDIIL—ILZERT S

A. [Trigger type] (kU H—2 4 7)) U A~ ZF W T [Request URI hostname] ('J 2 ZA N URI @
RARNR) ZERLET,

B. AT Y7 2 TAE—L /RA ME % [Request URI hostname] (') 7 ZTA KN URI DRA MR)
714—=)LRICBEVRFET,

8. IL—IEZESLICEATZICE. [Enabled] (BR) FIVYIRY IRAZEAOERICLE
9. Amazon Chime SDK Voice Connector E ZDRANEZHNRARREICEDET, I—IILEE
MIZTBICE, COFITVIRYIRZFTIZLET,

9. RAZEBIRL, ATYT2R=IUTSIPXFATFTTFTITr—2a> ) ANEHE, RIS
SPXFAFTT77Ir—23a>&&RLET,

10. AE(ZJSU T, [Add a SIP media application] (SIP XF 4« 7 F7 7)o —> 3> EM) #i8IRT
DEEBOTT)5—2a3a> T z2EHATEEXT,
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1. [ERK] 2ZBIRLE T,

BHXY E—IARRENET, T7— XV E—IHFRRENLFE, BERER>TEEL,

SIP L=l DORTR

BZ0DSIPIL—)IZHOERENFMETERRTE, BORBRHEOEEREDIL - ZFMETKRRT
XY,

SIPIL—IZRRITDICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
EP

2. FTET—232~RA42®O PSTNAudio T, SIPJ)L—)L ZFRLET,

[SIP rules] (SIP L—I)L) R=DICHBADITXTOIL—IILIFERRENET,
3. IL=IOFEHERRIDICEK,. L—IILOBZERLET,

SIP JL—I)L D EH
SPL—LIDVWTTEBR— OB, BHEEETHLTT, BYE, L—LB8EEETHHE
. RETB SIP XFAFPT7UT—2 3V ORME—RTDLSLLTIEE,
SPL—ILEEHTHIR

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
9o
2. FTES—23>RA2 0O PSTNAudio TSIPJ)L—)L ZZEIRLE T,

3. EBELEVWIL-IIOFEFZRBIRLET,

FOIL=ILOR—=DHFRRENET,
4., [fREE] ZBIRLFT,
5 I—=ILIZFEF2#HL VAR Z [Name] (BHI) ICABDL T [Save] (R7F) ZBIRLE T,
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SIP IL—ILoERL

BOEBRECL > TERENEIL—LEED, EEDOSIPIL—IILEZBEMNCTEERT, RAKNTZY
TARELT, L-IIOFREEIBLTHSBERCLET., FHFMICOVWTE, TSIPIL—ILDORR,
ZZRBLTLSEZL,

SIPIL—ILZBMCTRICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —J)LZHE &
ER

FTET—232RA42 0O PSTN Audio T SIP JL—)L ZFRL £,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,

BECISLUT, L=ILVARDODKREETAIO=ILLTASKERO-IN—%2FEHAL T
[Status] (AT—RA) FZEzRRLET,

I > TWBIL—ILICIEFREBO [Disabled] (&) 74 VA HEET,
L=ILEEMTRICE, ROVWThHAOBRIEEZELET,

TOavIARNEERTS

A RA7O0-LLT, L—ILEBOBCHDFT>a>RE2EERLET,

B. LIZAZAO—J)LL T, [Actions] (79U 3>) VAKNZRBE, [Enable] (BMICTS) Zi&RL
THASATY T 5ICHEAET,

Enable (B%IICT2) RE2ZFEHATS

AL—ILOEEEBRLET,
B. [Edit] ({F£E) DBEI- % B [Enable] (BRICT3) ZBIRLTABSATY T 5 ICEXET,

ATV T 4 THALEWThADOHEZEZRAVT [Enable] (B#IZT3) £i#IRL 54, [Enable
rule(s)] JL—ILOBMIL) KA TOTRY VAN RRENET, [l understand that the rule(s)
listed here will trigger the SIP media application] (C D J AN ICRRENIL—ILH SIP XF 1
TFTP7)5—>3a>aN)A—F22BBRLTVET) £58IRL TH S [Enable] (BRIICT
2) EBRLET,
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SIP JL—IL D ERL

L= IZRBPEEOXBENBTVEE, SIPIL—IIZEMCLERT, K, SIPIL-LFTEEEETS
SIPXFATT7TIT—>3a2ZEHBRTRAEIC. TOIIL—IINEZEDCITIXENHYVET, EBE
LR ITHERENLEIL—IINBENTEEMCITEERT,. RARNTTITIARELT, L—ILEEY
CTBHICIIL—IILOFHERRL, - ZEPHCLTEBEORNSIPMHEABT VW EZHIBLE
T FMICOVTRE, TSIPIL—ILDOFRR) 2FRLTLSEEL,

SIPIL—ILZENZTSICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —J)LZHE &
ER

FTET—232RA42 0O PSTN Audio T SIP JL—)L ZFRL £,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,

BECISLUT, L=ILVARDODKREETAIO=ILLTASKERIO-IN—%2FEHAL T
[Status] (AT—RA) FZEzRRLET,

B —ILIZIEFEED [Enabled] (B 74 AV HFFEET,
L=ILEEM-TRICE, ROVWThHADOBRIEEZELET,
oAV )ANZERTS

A RA72O0-LLT, L—ILEBOBCHDFTa>RE2EERLET,

B. LIZAZA—J)LL T, [Actions] (72> 32) JUAKNZBREVT [Disable] (BXHICT %) ZERL
9,

[Disable rule(s)] JL—IL DEMIL) BATOTRY VANRTENET, ATV 5ICHERE
9,
[Disable] (EXICT2) KRV EFEATS

A RA20-)ILLT, IL=IloBa&E&RLET,
B. [Edit] (#R£E) MBI 3 3 [Disable] (BT 2) £BIRLET.

[Disable rule(s)] JL—IL DEML) RATOTRY DANRTENET, ATV 5ICHRE
9,
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5, COTV2AVICE2TSIPAXFATFTFTI) =232 Z#8N)H—92 EEBOIIL—ILAELE
Nd_ezBREL, ZEMWCITZIZRERLETS,

SIP JL—)L @ Hl B

BE, BERTSNEVIIANURIOFRANERERERESITELCE2LHE. SIPIL—I
ZHIBRLE T, BME>TEHRL L SIPIIL—ILZRIBRIBDCEETEFRT,

(® Note

L= ZHIBRTDHEIC, ETTNEBWCTIXEN BV ET, L—ILOEMCOFEMICD
WTIE, TSIPIL—IL QML) 2FRLTSEEL,

SIPIIL—ILZHIERT B

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V — )Lz & &
EP

2. FEZ—232RA420O PSTNAudio TSIP JL—)L ZEBIRLET,

[SIP rules] (SIP JL—=I)L) R—=IHARRENET,
L—ILBDOEIIHDTOFARIEZBIRLET,
[Actions] (F 2> 32) UARNZHWT [Delete] (HIBR) ZZIRLET,

[Delete rule(s)] JL—ILOHBIBR) X4 FTATRY VAN RRENET,
5. [l understand that this action cannot be reversed] (Cc DB EFE TICREBAHEVWC EZEHL TVE
9) ZiBIRL TH S [Delete] (HIBR) ZBRLET,
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Amazon Chime SDK ® 7 O—/NILEZED EE

Amazon Chime SDK O BFEFFML I— REEEZEELE T,

BEEFML I— ROEE

Amazon Chime SDK EEBEF7 AV NOBFEFML I— REEEZEBH T2 HIC, £ Amazon Simple
Storage Service /NT Y N EERTEIHBEN HVYET, Amazon S3 /N7 v MNE, BFEFMELI—RD
OJRBFEREELTERAENET, BEFMELI-RBREEZBRITDIEER, T—XEREFHRVE
EI3HIC, Amazon Chime SDK IZ Amazon S3 /N7 Y A DGRAEVY B RVEBERAXRT V1A
ZFFALET, Amazon S3/NT Y NDERF EOFMIC DWW T, Amazon Simple Storage Service
J1—H%—4 4 R® "Amazon Simple Storage Service DB FZE £2SBL T EE L,

Amazon Chime SDK Voice Connector @Jﬁnﬁnﬁlﬂ LO—REEZEETE XTI, Amazon Chime
SDK Voice Connector DFFMICOVW T, "1 2B L T E & WAmazon Chime SDK TOEFEH
SNEE,

BREAML I -RREZERTDICE

1. Amazon Simple Storage Service 1—%'—74 4 R® "Amazon Simple Storage Service M Fita 7
Ei1 OFIEICH>T Amazon S3NT Y M EHERLE T,

2. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)lZHE &
Jo

3. FEZ—23URA20 SIPTrunking T, BEFML I—KR Z2BRLET,

4. OVEFERVANERE, SSNTY M ZERLET,

5. [Save] (RTF) ZBIRL E T,

BREFMLI-—ROOJRELEVWOTEFLETERT,
BREFMLI-—ROOJEEZEFLETIICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
EP

2. FTES—23RA® SIP Trunking T, BEFML I—R #BRLET,

3. OJRROEMLERIRLET,
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Amazon Chime SDK Voice Connector @55 1— R

Amazon Chime SDK Voice Connector D @FEFFML 1— REZZEITSH &, Amazon S3 /NT Y NZiE
EEhET, XDOPHIFE., Amazon Chime SDK Voice Connector BEEFML 11— REZ O —RHW R
ZRULTVWET,

Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
Jj3456789k012

ROBIE, BREFMALI-—RETRENDZTFT—REZRLTVERT,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

X DOFIE. Amazon Chime SDK Voice Connector iBEEEEML J— RO—MA BT EZRLTVWE
9,

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h@12-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
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Amazon Chime SDK BEHA R

"Streaming": true

Amazon Chime SDK Voice Connector AN —3 5L 11—
R

Amazon Chime SDK Voice Connector QiBFEFFMIL I— RZ2ZFT5 2 & ZFIRL ., Kinesis Video

Streams I XF A TH#ARN)—Z2TF3H, SIPRECUVIARNZRETDE, ANU—ZUT5H
AL J— KA Amazon S3 N7 Y MMCEFEIhE T, FMIC DOV T, "TAmazon Chime SDK Voice
Connector X714 7% Kinesis ICARNU—Z279%, 2#Z8RLTLEEV,

ROBIE, ARNV—I2JFMLI-REO—MEXZEZRLTVET,

Amazon-Chime-Voice-Connector-SDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

ROBIE, ARNIV—I2JFML - RETRENDT—RZRLTVET,

Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

ROBNE, ANV—Z2TFHBELI-RO—MmEXZRLTVET,

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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Y NID—URE L FTIHEOESF

Amazon Chime SDK Tlk, € EETEFBY—ERZHYR—KNTRDEHIC. CORNEY I THBPEENT
WRRBEER—NIBETT, AVNTRELEFTIRNNTRORNS 74y 08 TOYIENT
WaE, 7—F 174, EFF. BEEE. FYYRBREDSEETERG—ERAICEKETIHEENHY)
x99,

Amazon Chime SDK (&, 7R— N TCP/443 T Amazon Elastic Compute Cloud (Amazon EC2) AWS
EXZDMOY—ERZFERALET, 774 T TA—)NFR—KNTCP/4A43 27OV VL TVB5
B, ROY—EAOHFTIANIEBMTZA, AWSIPF7 RLAEHEZICEMTDHREN HYE
9. *.amazonaws.com AWS £fxD 7 7L VA

« Amazon EC2
* Amazon CloudFront

« Amazon Route 53

{8

EA DIRE T Amazon Chime SDK 2179258, U TOBEER— NN DBETT,

\|

rt

FRAFAR—2 3 R— K
*.chime.aws TCP: 443
*.amazonaws.com TCP: 443

Amazon Chime SDK WebRTC X1 7ty >3~

[RXA 2] H7ZY KN R—bN
*.chime.aws 99.77.128.0/18 TCP: 443 UDP: 3478
* sdkassets.chime.aws TCP: 443
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EEHAR

Amazon Chime SDK Voice Connector

Amazon Chime SDK FEE X VX 2FH I EEE. UTOBEER—MNHFHEESHET,

SIP>TF3V>2Y

AWS U—>3 >

KRERE (N—ZT4EEB )

KEHH (ALIY)

FSTRST A9 (VA
A=)

TOITINT4v 9 (TR
——)

FSTNST 499 (RR)

FAFAZ—2aY

3.80.16.0/23

99.77.253.0/24

99.77.242.0/24

99.77.240.0/24

99.77.239.0/24

99.77.244.0/24

R—h
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
TCP/5060
TLS/5061
UDP/5060
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