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Admin report summary o (D)

We observed anomalous behavior for the role from | indicating potential compromise. The role invoked CloudTrail management actions mapped to
Impact MITRE tactic(s). The role was also involved in Findings that map to the MITRE tactic(s) Discovery, as well as other tactic(s). The role was also involved in 10 findings, 1
finding group, 170 impossible travels, 3 new geolocations, and 5 new user agents.

Scope time Indicators of compromise Recommendation

05/25/2023 13:00 UTC - 05/31/2023 19:00 UTC 5 Tactics Based on our investigation, we recommend you take
0 Flagged IP action to mitigate what we've found on AWS role

role 170 Impossible travel Admin. Please review Security Best Practices in IAM [
1 Finding group to secure your AWS resource.
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Summary - new Info

Credentials exfiltration from i-0e5f7e596391b28eb using role
privilegedRole

Instance i-0e5f7e596391b28eb had newly observed API calls and user agents
for role privilegedRole.

Credentials for role privilegedRole on i-0e5f7e596391b28eb were exfiltrated
and used from account and IP

The exfiltrated credentials were used to access S3 bucket private-bucket-

i-0e5f7e596391b28eb was vulnerable to CVE-2021-44228 and
CVE-2021-45046.
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(CSV) 77AINEIVAR—KRTEERT,

REDKREBRESCITAZ—ZRELELBERR. NRIASIVZAZ—T7O7 74 I)LICEEE
RYRNTBDZET, FAEEHRTTEXRT. VTAZ—CEMBEITRTHIROT7O77AIILICERY
RIBDZEETERT, 7JO77ANICERY NTDBIRE, VFARAZ—BRLERETHIOY MNEEIF%
BRULET,

AT {SUE 0 & Al

API J—J)LEAGREZVO—-IILEI—HF—]|BRP [RNTFTAVYIEBNKREDEC2A VARV A] T
EDQRIZTARVAY () I'i<BER. TOENECLETHZCLZ2ERLET. REOER. &
RENLEURETT,

—hi, Detective N EEFEBEROEZTET A LOICEATIAEN EETRELET,
[Summary] (BIE) R—2 Tk, KEBRE 1 KETY,

ZEERBIZDOWT, Detective . ZANDEARIFD1,000D1—H—, O—J)., £EEFEC2AARY
ANETERFELET, BYOI—HY—, O, FEEFEC2AVARXRADT—RIFKRIE 1
x99,

JY—AN LML 1,000 CEENDEEHNEFEFENBVIEEHDHE, TOUY—ADFEE
ICRIXTOTF—ZAEERTVWEVAEEA D) ET, £ 1,000 ICEENTVED S KEB
BOT—2EBRAEThET,

child [Summary] BEB) R—DICOKBEBRAE D EICEELTLKEEY, 1—Y¥—, O—J. £
FRECCAVARAOTOT77A4I) I, EREAFMAERELET,
I>T4T7470774INDOFER

I>F7474707 74, ROVTIhAOT U3V ERTIIRICRRENET,

« Amazon GuardDuty AV =LA 5, BRUEBRHBERICEEST DIV TATAZRAETDAY
>avEERLETD,

the section called “BIO A Y —JLASDOERY N #ZBLTLSEETL,
e« I>F457 47707 7 4 )L O Detective URL IZBE T 3,

JEAUE 0 & H 66
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the section called “URL Z{EFA L =BE” #5RBL T<EE L\,
+ Detective 122V — )L T Detective 8FEZFERALTI T T1Z2RET S,

c BIOITATA7T7OA7 TANEERBREBEROBELS, IVTA4T747077A4ILANDIVD
ZRRT D,

IT4T74707 7AINOAD—THH

AO—7REEZEEEESICIVTATA7O77A4IINICEEBE T E, AO—7EHEEEIR 24 B
BICEREETNET,

HALVTATATAT7 AN SBOITAT47O77ALNIBBLTE, REEREhTL
PAT-T7TREREDYEEA,

RERROBENSIVTAFATO77ANEBHTDE, A0—7 BRI HER ORISR
EEThET,

IVTA4T47A77ANICRTENDTF—REZFIRIBDAT—TKEAZNAZIIAXITDHFEIKD
WTR, "AO-—T7KEOERE, 28RBLT<EEL,

ITATADHRNFERAT

Z7O77ANOLEICRE. IVTATARBFEIVTATARATHBNET, BRIVTATAX
A7TERRETDTAAVHHY, TOAT77ANDOEATORENEA DT -2 EZRELET,

BRI 2mEER
707740 CE, AO-—T7HEARCIVTATAHABRRLEREBEROVARNIEERET,

ERUEBEROFAZRRLEY, REBROKERZRRITZD LS ICHAREZEEL LY, REE
ROBECBHL THOBRIZD VY —RAZRRLEVTERY,

the sectioncalled “T> 7T 1471 DBRHERDORRT BSBLTLKEEL,

CDIVTATAICBERIZIBRHEERIIL—T

E7A77A4NER, TVTATANEENBIREBRIL—TOVARNEENTVET,

BREZERIIN—TF. REFER,. I>T14 7414, BRUERTERENET, <5k, Detective
AN, RETHAEMEOHH D EF1VTFTABBICOVWTEYNZL<NOVTHFANEZRHTZLEHICINE
LEENTT,

IVF4T47A77A4A)NORD—THHE 67
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BHEERITIL—TOFHMIC DOV TIE, Tthe section called “@HERTIL—771 #SRBLTLEE
(AN

IVTATA0OFMESHBERZECT7O77AILNZRIL

BIVTAT74707 74N, 1 2UEORTEY MFEENTVET, XTI, 1 DFE
BEBOZ7O77AINZIIDFEENTVET, E7O77A4IUNNIRILICEK, BIETZT70F7—2H
SERENETFARNEEDITSAE—2a 0N EFENTVET, BEOXTETOT7AIILNE
WE, IVTATARATICEDETHEEIET,

BEAEDIVTATAIIDOVTR, FUOZTOLEBIIHZNRIIC, I>TAT1ICETIHE
LRILOBEBIRRIENET,

HOZ7A77AIINRILE, EREEBRATOTITAETAZRBBARRLET. REFERCBER
ITRIVTATAICOVTR, IVFTA4T71407A77AIINNZRILOIEHREERETD LT, FAED
ETICRIDEMNBEIRZEBTDENTEET, FE7AT7AUNFRILTR., BHROEHFEICE
FTRDHARXVAILT IV EATEE T, FHMICOVWTIE, Tthe sectioncalled “7’O7 7 A I)LINFILD
HABZADER Y Z5RBLUTLKEEL,

TO77A4NMNZRIL, ZAT7FANANZICEENDZDTF—RDEAT, BLRVETIhSEBRETZED
(CERAREEATSa > OFMIDOVWTIE, thesectioncalled “7VO77AINZRILORREERE %=
SBLTLEEL,

IVT474707F74LTOFET—>3Y

IToFT14T7470774NICK,. 1 2 LEDRTEY RAEENTVET, BRXTICE. 1 2FELEF
BHROZ7O77AINNZRIIDNEETFATVET, E7OA77A4INZRILICE,. BETST70F—2H 5
ERENETHFANEEDIT7SAE—23FEENTVET,

T7A774LME72THEAICAIO-ILLTE, ROBREZ7O7 74O LEBICRTENLETFERE
BYET,

s IVTATARAT

« I T4 T 4#BF

« AO—T7KHE

IVTATAOFBEAMBREZLTOT77AILNZRI 68
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Detective > Search > AwsAccount/522536594833

522536594833 (awsmorocco-sectech) Scope time  Info
AWS account Info 12/12/2023 20:00 UTC > 12/12/2023 21:00 UTC

Successful calls 97.10% of scope time call volume (9.78% more than typical activity)
Scope time: 12/12/2023 20:00 - 12/12/2023 21:00

200 || - — I - -_ll I —

0 N Y e e e Y s e S e e S e Y Y e Y e Y N L[ -]

12/09/2023 20:00

Z7O77AINNRINORRERE

Amazon Detective AV —=I)IOEI T4 T4 7O7 74N, —ED7O7 7 A4 IILINFILTHERK
ThTVET, 7O77AMIUNRILG, TOT4 T4 ICHETH RV EFEHERRLEY., HED
TOTAETAZERNICRRLEYTRED 175/ E—2a 2RI sHeETT, 70774
INZIIE, SEETERBBEROED 21754 E—>23>ZFALT, SETEREEROBEREZERRL
F£9, Tk, EMOFARTOMOTOT77AIADOI IV EREBRITEDEETEET,

E7O7F7A4IUNZRILGE, FHFIARSF IV TATAEZTORET VT ETACHATRIRENER
ICXNTR2EEEZBZINDETYR—RNIRZEZANELTVET, ThSOEBICHTZIEEFRK. TO
TOTAETANEDBRTHINESHICODVTORHREBIDICRIEET,

a7

s ZO77AI)NNZILOOA TV
ZO77ALMNZIINOFHBEZRET D
ZOZ77ALNZILASHOOA Y —IANDERY b
ZJA77AINNZFIIDSEOITATA7A7T7AIIANDERY ~
ZJ7A7T7AINZFINCBGDTOT1ET 1 DFFMOTERR

ZO77AANZILOAY TV

Z7O77AIUNZRILEE, SEXTEBBEOED 1TS54 E—2322FAL T, SETEREHOE
HERRLET,

A7 7 A LNRILOEROER
Z7O77AUNFRLE, B, ROBEOF—XERHELET,

TO77AUNRILORRERE 69
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I—¥—%( K

NRILTF—B2DEAT

BREGERELFI>OFTAT4
CEATIBMELANILOER

BEEORBICEDLEETY
FAET 14O —BRHNEBE

S

REIVTINBEATONRILTRE, IoT1T71ICETIE
AN B FHRAREETNET,

BHRNARILICETNZEHROMEL T, #EElF. B8, 24
7, ERBZERE TR ENTEET,
Role details o

09/20/2022 16:46 UTC

Role description

BEAEDIVTATATOT7T7ANICR,. TOIVT AT A
LB RHEHRNRILAEENTLET,

ITFATADTITAETAOBEEZFEOZBICEDET
RRLET,

CORATONFIE, AO—7TREHRICIVT1T14HE
DESICBELTLRA IOV THORANEE 1 —ZRHEHL &
LR

Scope time Info
Aus rele nfo 09/19/2022 18:00 UTC > 09/20/2022 18:00 UTC

Overall API call volume nfo

Overall volume of API calls issued by this resource around the scope time.

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

.
-

A EEEEEEEEEEN.
x

.

(& 8 (NN NN MR RN E N

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M Successful calls: 429
Baseline: 212

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* .
200

To see more details, choose a time interval bar or | display details for scope time

Z7A77AUNZILOIAYTIY
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NZILTF—2DRAT EAL]
Detective Z7O7 7 A ILNZRILTRES DI BETF— X O H| % LN
<DOHMELTFICRLET,

o REAL APIO—)LERIL - APIO—)L
« ANV RVPCARDI—-LEFTIN/NDTZ RVPCAR

)1—A
BTTIN=TIENILT Y IVTFATAOTITAETAOBRER, HEDERICTIL—
TAET 1 OBE 7L TRRLET,

CORA7TO7O77AINZRILE, EC2A2 AR AIZDL
TO7O77A4NCRRENhET, Z7O7 7 AILNRILICE,
BEDZATOY—EACEEFITSATVWAIHBR-KNID
WT, EC2AV ARV AEDETEREE NS VPC 70—0
TTF—28OFPHENFRRIENET,

Average VPC volume for common ports -4

Linear
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I—¥—%( K

NRILTF—BZDEAT

AO—7HEHRICOHKEBE
N7 oOT1ETA

SHICI

o

BEF, BEORERICRELBOETITAETAOXERE
RITBEFERERTT,

PIZE, ZAOKRERLVEFICERSNEN, 21 API O—
. wEBRSER, KERFI—HW-—TI-2I2MH2HESH
W TEERT,

Newly abserved AP calls

ot

'”‘||||||||||||||||||||||||||||||||||‘||'||,ﬁ

BEIJSINEENL—Z_TE—ROBERE., Z7O774)
NZRILCBHIXAY =N RRENET, XvE—DF, B
TS 70 0B EE 2 BEAPOT—2NERE NEBHSICHIBR
ENET, NL—Z2UTE—ROFEMIC DOV T, the section
called “FTLVBMEI S 7O RNL——_JHE #8BLTLKE
=W\,

Z7A77AUNZILOIAYTIY
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NZILTF—2DRAT EAL]

AO—7HEH I KIgICZ1E HLOWZOF4ETANZIINEBRKERIZ, 707 74ILINFIL

LET7OT1ET4 . AO—7HEPICKIBICEULET 9T ETAZ2RRT
BCEETEET,

PIZE, 21— —HAEHRNICHED API J—-)LZBICE

BRTIBD_ENBYET, LI —HARA, 1 HICEL
- Z2EBBERGTLESE. ChBEBEOHZTITE

TAZRRLTVWSAIREMEAN B KT,

| ealls with inereased valume

BEIJSINEENL—Z_JEFE—ROBERE, 707 74)
NZILCBHIAXAY =N RRENET, XvE—DF, B
TJZ2700B8<EE 2 BESOTF—INBEE MBS ICHIBR
ENET, FL—Z2UTE—ROFEMIC DOV T, the section
called “FTULVEBMEIZ 7O RNL——_JHE 22RBLTLE
=L\,

A7 7AIAMNRILOED 2TSA4E—>3>0R47

Z7O77AUNZRILOAC TV, RTOVWThAOEXTERTEET,

E21754E—>3>nA Bz
17

F—N)1—RT E21T754E—23a>ogEIOTINEZATIE, F—N
J1—ART7DOEY NTT,

BREBRELEIVTATABHRNRILE, F—N)21-—RT
ODNZRILDFRE —MBNEHFTY,

7774 UMNZRILOIDTY 73
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E1734€E->3>0%  HiH
17

Role details o
AWS role Principal ID AWS accoun t

Created by Created date Last observed
09/20/2022 16:46 UTC

Role description

F—NVI-—ARTR, HORATONZILICESICIEHRZEN
FRLHICEMATEERT,

F-—NVI-—ANRTONZRILAS, EFIT 1T 1DHBFT
H3EEEF. TO7O77AMIICERY NTEET,

T—7)I TN, POTINBEBIIOBEBEI)ANTT,
Oh;erved IP address assignments based on VPC Flow
These IP addresses were assigned to this EC2 instance and also had traffic with the instance
Q Filter by IP CIDR 1

IP address First observed Last observed

04/27/2021 15:19 UTC 09/20/2022 17:45 UTC

T—7LDOY—K, T14UEIVT, BLROR—DHEZTS
CENTERXRT,

R=DZEILRTRIDINIBEZETEE T, the section
called “Z7O7 7 AI)INZFIOFMRE #SBLTSEE,

T—7ILAOENA I TATADBINFTHREEE. TDS
A77AI)ICERY NTEERT,

7774 UMNZRILOIDTY 74
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I—¥—%( K

EY1T7S1E—
47

\

BRALTAY

\I

SHICI

B

ZALTAORBEATRE, ERBETNELBARICOVWT, —EH
BIChE>TEFEThIENFrRRENET,

A Scopetime Info
AWS role Info

|09/15/zozzwa:oo UTC > 09/20/2022 18:00 UTC

Overall API call volume info

Overall volume of API calls issued by this resource around the scope time.

(o | |

Successful calls 66.65% of scope time call volume (15.87% more than typical activity)

R R R EEEEE RN
EE N PN
‘Huiil el A e n A e [ ™

09/17/2022 16:00 UTC - 09/17/2022 20:00 UTC
M su ful calls: 429

Scope time: 09/19/2022 18:00 - 09/20/2022 18:00

Failed calls 33.35% of scope time call volume (15.87% less than typical activity)

* . . . . . . . .
200

To see more details, choose a time interval bar or

BALTAVRBEOAD—7 324 L%ed@FBARRL., A0—

THREOREZBORENEBMNVICEENET T, BIBEBICKY).,
AD—T7BEAOTI9FAETANOAVTFARNERIETESE
9,

REBRICH—VIzEhEdE, TORBBROT—2OH
BEERRTEFRY,

Z7A77AUNZILOIAYTIY
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Q—H—H1 K

ET1TSAE—
17

YRR T—T )

BJ>7

3

p%

(0%

S

ERAGEAT—TILE, T—TINERALTA2BAEaDE
TCE@T“?O

Newly observed user agents 1.

“This resource use

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

AT FAE—23 B T—TINELTHKRLET,

n

T—7TILDOV—=K, T14NEIVVT, BLROR—DHEZITS
CENTERXRT,

R=IZEILRTTDIVNIBZEETEEXT, the section
called “ZOA7 7 AIINZRINDOFFMERTE #SBL TS EEV,

TO#®, FTERBEALT. TOFTICEEORALTAOE
AT SAE¥—>3 0 BRRCEET,

BIOS7@. JIL—TCEIVTEZRRLET,

TZ270&2TR, BEIBZRTITAIETADRALTA V%
RTTIBZEBERTERH|/NIHYET,

Inbeund Linear

Hypertext Transfer Protocol over S5L/TLS (443)

Z7A77AUNZILOIAYTIY
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E1734€E->3>0%  HiH
17

DAOAT—>3aFry—h SAOQT—2arFy—hNE, EBEHSMICESVWTT—2%
BARTRIBDEDICN—VENEIVTZRRLET, Chll
HUWT, Bcn>oa05—>a ICBI3EMzEsCT—7I)
ARRENDZENHY)ET,

ZEIIDINVNEBHRT—I2NETSHIHS. Detective l&, EBE &
BEOEZPIMMIEE—NICEDLSICABEALET,

ZO77AUNRILOAVTOVICETZ T OMOERER
TO77AANRZLOAVTUYERTIREER, UTORICERLTLEE WL,
FANBETHDENES

CHNEER, REITBZT—RDEILKY, FNMEBRKEICOLEVEENIRREATOLEVWZ L Z2RR
ITH2ENDTT,

TEICERBREERETDICE. T—R20EZRHSLET, cNZRTITHEHORE[ELS
FiE, AA—T7THEOREZ#E<<THETT, the section called “AT— 7 EEOEE 25 8
LTLEESW,

WEMISFTO R o

Detective l&, INTDRELBEDEZ MRE-—NICAOKT,

7774 UMNZRILOIDTY 77
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Detective A" APl =)L & RITHENDZLEE

2021 £ 7 A 14 BEARE, Detective l&. & API J—J)LZERTLEH—ERAZEHLFE

9, Detective &, API XYY RERRTDETIC, BEITZH—ERERTLET, API d—

MNCETRBEH/ERTIZD7T7O77A4IINZRILTR, J=ILEECH—ERZEICTIL—T L
nNEI, TOAHMSKYHENIC Detective FERVIAAEF—RIZOVW T, H—EZXEF [Unknown
service] (FABHY—ERA) ELTUAREIET,

T, 2021 F 7 B14 BB, PHOREO=LICOVWTR, [£24807% API J—)LE] 7O
T77AINNZILDOTOTAET A OFMICIE, D—IILZRITLEJY—AD AKID FERREhi
K<BWVET, PTHIUMZOWVWTIE, Detective @ I—ILEZRITLETV >IN (A—F—Fk
FO—)) DBRIFERRLET, O—JLICDOVWTIE, Detective @O—ILtYy> a2 nERF
B#RIUET, 2021 F£7 A 14 B& V) HIIC Detective AEUV) IAAETF—RICDOVWTIRK, BBIFE&
[FERABZDVY—AJELTUARENET,

API Od=)LOUARNZRRITD7T7O77AIINIILICDOVTRK., BENGFSNEZSALTAY
&, COBINEULHBEZRFARTLUET, EFARTRE 2021 £7 B 14 BICHEBE h, EHN
A" Detective TREZEICEESNEEZICKTLET,

T7O77ANNFRILOFEMEBEEZRET D

Detective 1V —IL Tk, [FHREI|R—ZT[T—7ILORT E [RAMLARZ VT DRRERE
TE&EET,

T—7ILOREERETS

T—7IILVFEEREREARET—7ILZ2EC7A77AIIINRLIIOVTR, R=TDHEVTRRTS
THZERETELRY,

R=THEVOIVNIBOFMREZRELE T,

1.
2.

https://console.aws.amazon.com/detective/ T Amazon Detective A2V — )L ZFHE T,

Detective D FES —3 3> RA 2 T, [Settings] (RE) M [Preferences] (FF#IERE) Zi#IRL F
¥,

[FHREIR—20O [T—7ILORE]|THwE)| 27UV I LET,
ER—DIRTIBDT—TILOTHEERLET,
[REF] ZBIRLE T,

TA77 AN OFMRE

78
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RALARAZR TR ERET

7O7 74 I)LINZIL Tk, Detective HOE%Z D IAM 1—H— IAMO—IILOITXRTORA LAR
DTICBRATNBDRALAR D TERAOREETDOIENTEEXT,

(® Note
BALABRVTERADRER. AWS TAHVY h2FICRBERAEhEEA

BALARVTDEREZTVET,
1. https://console.aws.amazon.com/detective/ T Amazon Detective AV —J)LZRAE X T,

2. Detective DFES—2 3> R4 T, [Settings] (RE) ? [Preferences] (FFHlIERE) ZiBIRL F
9,

3. [FHHRREIR—DD[ZRALAZVTDRE] T, IXNTODRANLARVTOBEARREXRRE L
CZELET,

4., FT7ALRTR., BALARAZVTERXGF UTC ICREENTVET, O—HWILRA LY -V ZE
RIBICE [WmE)| 20V ILET,

i
Example
UTC-22 4% 9 A 20 H 16:39 UTC

O—AJL -2022 £ 9 A 20 B 9:39 (UTC-07:00)
5. [RfF] Z2&RLET,

ZO77AILNZLASHOOY Y —IANDERY K

EC2AVARVA, IAMMIA—H—, 8L IAMO—ILICOVWTE, EFHl7O774ILNRILLS
MISFTBDAVY—IIICEEBETERT, AV V—IALSAFTESIFREZWEIEIZH LT, AED
EHDOEMEHREBDIENTEET,

[EC2 instance details] (EC2 4 > AR ADEM) 707 7 A IILINRIL T, EC2 41 AR A& E!
FA Amazon EC2 A2V —)LICU 2O hTVWET,

MO Y—=IAOERY 79


https://console.aws.amazon.com/detective/
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[User details] (1—%— QM) 7A7 74 IILNFIL TR, I—F—xRF IAM I VY=)LICV> D&
NTVERT,

[Role details] (O—LOFM) 7O7 7 AIINRIL TR, O—ILBEFIAM O VY=ILIZUZIENT
WEd,

ZOA7F7ANLNZRIASEHOITAT47O7 7FAILANDERY b

Z7A77AUNZRLCBOI T4 T4 OBRFHFrEENTVRES, ThRIEE, TOI T4
TAZ7A77ANAND)ITE, Bk, EC2AVARVA, IAM1—H—, XU IAMO-)L
D707 74N LD Amazon EC2 8LV IAM AV —ILAD ') >V TF, the section called “B D
AV —=)LANDOERY N ZZRBLTSEE,

BIZRE. PTRLAOVARAS, HEDIPTRLAOTO77AIERTTERHZENHYE
Fo chilkY), AEDETICRIUDMOBHRAAFTERI LN ESH ZHETERT,

ZAO77AINNZILICBEFRDRTOT1ET 1 OO
RBEHIC, IVFATFADTFITFAEFAONR—VEESCHELEVEESHHYET,
ROTOTFANNZILTE. PIFAETA OEAOBEEERRTEE T,

« [B#FE API O—LE)(A—Y—TI—>zz2rh7A774)007A7 7AILNRILZRL)
« MEICERE N ENERR
« [Overall VPC flow volume] (£ 7% VPC ® 7 O—&)

« [VPC flow volume to and from the finding IP address] (&R IP 7 RL ADETEZEE 1D
VPC 7O—8) (B—0 IP 7 KL A CBEENHShTLO A REZRICETBE0)

« AT OFM
« VZAX—0[VPC 7O—E&]
« Kubernetes APl 777 14 ET 14 £4K

FOFAETAOHMERRTZLET. AOBEOEMIINT3EEEBBENTEET,

« FHENEZIPF7RLA
s ChSDIPT7RLAN®H DG
e BIPF7RLANEFLEAPIO=IL, BLROETNSOO—I)ILEEZTLEBROETTOY—ER

AOIVTATA7O77A4AILANOERY K 80



Amazon Detective 1—H—HAK
« - ORFTICEAENIET VI NLEEEGT 7 AF—/BIF (AKID)
c Thosd—-)ICEARAEhEZUY—A
o J—IARITENEE KB E KRB
« BEIP7RLAEDETEZEFE I VPC 7O0-OJF—20E
c BEDIVZAZ—, AX=D, EFERRY RTCFIFT«4TE-LOAVTF

Ny

« [2ENEAPIO-LE| DT VT AET 1 OFM
 DAOQT—23VOTITAET 1 OFFM

. (287 VPC 7O—B] OF ZF 1 ET 1 D4

-« EKS V7 AX—ICB T 5% Kubernetes API 79T 1ET 4

[£4RE API J—-IIE] DT 7T 1 ET 1 O

[N API O—-IE| D7 VT AET 4 OFME., BRL LREERPICKTSAELAPIO-)L
ZRLET,

E-0RBEROTITAETAOFMAERTIZICE, Fr— M THEBRZRRLET,

RBEQOAOD—T7TREBOTIT1ET 1 OF#MZERERT SICIE. [Display details for scope time] (A
O—7REOFMEZERT) ZEBRLET,

58, Detective &, 2021 F£7 A 14 BAS API =IO —ERABZORESIVCRRERBLEL
oo TORAME., 7AT77AIUNRILORA LT AV THERARTENET, TOANFIYBEIICRET
BDT7IOTAETAICOVTR., H—E AR [Unknown service] (FEABH—ER) £V ET,

TOTAETAOFME(A—Y—, O, THDO> b O-Ity>3>, EC2AVARY
A, SSNTYRN)DARR

IAM 1—%—, IAMO—=J)L, 7HDO>h, O-)Ev>32, EC2CAVARVA, KRV S3N
TYRNIOWTR, PUOTAETAOFHMBICRRAOBERNIEENET,

- H2T7EF, BRULCKBEEARICRTEAEZ—ED API O—-)LICET3EHRERTLET,

SINTYNIOVWTR, BHFHIF S3NTY MIXMULTRITE N API O—-IZRBRLIEZEDER
WERT,

TIOTAET 1 OFHORER 81
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API J=)Ek, TS ZFPHELEY—ERBICTIL—TtEhET, S3/NTY MOV TRE.
H—E AEEIZ Amazon S3 TT, Detective F 1—ILZRKTLEY—ERZBETEZVES,
Z O 3—)LE [Unknown service] (REABZH—ER) DTIC—BERRENET,

c BEIVKNUICOVWT, PUOTAETAOFMATE, ABILEO—-LEABLUAEO-ILOBNRTE
NFET, [Observed IP addresses] (AN IP 7 RLA)DRTICE, FIPT7 RLADBFE
RRENET,

c BEIVNIE, O-LZ2RTLEI-Y—ICEIIBHRERTLET, 7HIKMCOVWTR, 7
ITAETAOFMTI—Y—FLBEO-IAEBEIhETT, O-LIEO2VWTR, FOTAETA
OFATO-ILEYy> a2 FAEblehExs, I—Y—BL0O0-)LEYy>a2E20WTR, 77
TAET A OFMETT 7 EAF—E5F (AKID) BRI N KT,

2021 £ 7 R 14 BBE, FHORNZAT77ANICOVWTR, POT1ET 1 OFMTIE, AKID
TREL, I —FERO-IFRRENDEIEFELTLKEEY, O=-IL7O774)LICD
WTE, PFOTA1ETAOFMICE, AKID TRE<SO—-ILtEY>arUAFRRENET, 2021 F
7THA14BRYBICRETDITITAETAIZDOVTI, REHW [Unknown resource] (RBAZ 1)
V—A)ELTURRNENET,

TOTAETAOFMICE. ROZRTHFEEIRET,
[Observed IP addresses] (@& niz IP 7 RL X)

API =)L ZRITTDLHICERAETND IPTRLAODVARNRIDVICRRENAET,

ZIPT7RLAZERBEALT, TOIPT7RLAASEHITENEZAPI IOV ANERRTESE
o API =)Lk, ThsZFUOHELEY—ERBICTIL—TtEehET, SSNTY KMIOVWT
&, B—ERFEIC Amazon S3 T9, Detective " 1—ILERITLEY—EAZHBETELZWNG
&, TOIO—)LIF [Unknown service] (FRAH—ERA) OTIC—EBERRENET,

TO#E, FAPIJ-I)LZEBREALT, TOIPTRLAASOREFEENDIVANERRTEXRT, 7
O77A4)0ICKUT, BEEE, I—Y—, O-J)L, O-)ltv>3a>, RizE AKID TH35
BABYET,
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Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edit

[API method by service] (W —EABID APl XV ¥ R)

BITENEZAPI =IO UARNNFRADICRRENET, API -, =)L ZRITLE
HB—ERBCTIL—=TtEhET, S3NTY MIOVWTRE, H—EREEIZ Amazon S3 T
T, Detective ' I—ILZRITLEH—ERAZBETELAVES, TOI—/LIE [Unknown
service] (FHABH—ERX) DTIC—EBEXRRENET,

BAPI XYY RZRBEAL T, O—IFEITENEZBORTRIEZ2IZIPPRLAOVANER
RTEFXRT,

TO®E, EIPTRLAZERALT, TOIPF7RLAASED API JI—-)LZRHITLZ AKID D
ANERRITERY,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Edic

Resource

VY —ARKLEETI7EAF—ID

APl =)L ORTICEAShEI—Y— O—J),. O-ltvy>3a>, &izEAKD OUARNY
RAICRTENET,
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BEREEZRALT, REBENSAPI - ZRETUEBORITREZ 2L IP 7 RLAODU AL
ERFTEERT,

TOE, EIPTRLAZEBRALT, TOIPTRLANSEFOREEICEK > TRITE N AP
d=I)LOUARNERRTEET, API =)Lk, J=ILEZRITLEY—ERBICTIL—TtEh
F9, SSNNTYNIOWTIE, H—ERIFEIC Amazon S3 T9, Detective A" 1—)L&EFKITL
EH—EAZHBETERVEE,. TOII—)LIE [Unknown service] (FBABH—ERX) OTIC—&
RRENET,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | Fd

sssssssssssssss

TOTAETADFMORNE (IP 7 RLRA)
IP7RLAEZDOVWTR, 79T 1ET 4 OFBICERDBERIBENET,

- BT, BRULKBEEFICRTENLE—EDOAPI I-ILICEITZERERTLET, API
=), O-LZRKTLEY—ERBICTIL—TLEnE T, Detective F¥A—ILZHKITL 1=
H—EREBETELZVEE, TOII—/LIE [Unknown service] (FRBZH—ER) O FIC—EXRTR
TENET,

c BIZKUIKEODWT, POTAETAOFMATI, RBLEOD-ILEXRRLEI-IILOBARRE
nEXY,

TOTAETADOFBICE, XKOEXTHFEENET,
Y—A
IP7RLANS API =L ZERKTLEVY—ADV AR BIAICRTRENRET,

DARNZE, BUY—RIED2VT, VY—RE, BM47, BLPAWS THIV MFEEILE
9o
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ZFUVY—RAZREALT, VDY—ANIPFTRLADPSEITLEAPIO-IIDJARNERRTEE
o API J—=)Lik, D=L EZRBITLES—EARBICTIIL—TtEnE T, Detective FI—)LZH
ALEY—EREZBETELEVEES. TOI—)LIE [Unknown service] (TG —EX) O TFIC
—EBERREhET,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC | edie

Resource w

[API method by service] (T —E ARABID APl XV ¥ R)
RITENEZAPI O—I)LOV AR RAICRTENET, API Ik, O—-)LzRTLEY—E
ABZT N —TtEnE T, Detective F A—LZRITLEH—EREZBFETELRVES, TOD
Od— )L [Unknown service] (FEABH—ER) D FIC—EBERRENET,

BAPIO-)LZ2RBEAL T, BRULHBEADRICIP 7RLANS APIO-I)LEZRKITLEVY—AD
JARNERRTEXRT,

Showing activity: 07/08/2021, 00:00 UTC - 07/08/2021, 04:00 UTC  Eci

Pl enathed

TFOTFAETADEMEDY — K~

FOFAETAOFHBEVTIAOUARNDFITY—RFBENTEET,
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B0 EFEALTY—hI2E, REVOVARNDHKNY—RENET, THLLRILOVANTE
ICARZIL Iz APl =)L OHTY —hEhFT,

TOTAETAOFMOT 1 IILRIT

JANBIDTATa2EALT, TOTAETAOFBIRTENDTITAET I ORED
BTty hELERAEICEREE TR ENTEFRT,

IRTDET T, BRIDHOWTIhADETIARNETAINEZI I TTEXT,
742 —ZEBMNT DI

1. 714N EZ—RYVAEEIRLET,

2. [Properties] (Z’ONT A1) A5, 74NRVTICERATZ7ONT 1 ZBIRLET,

3. TANLRVVIILERTZEEAANLET., 71N 2—REHB 20 xEEFR—NLE
T, BlZEF, APIXYY RTT ARV TF3HE, Instance T/ AIILRITT
e, BRICEBHIC Instance FEENDITNTO API BEENEENET, LN

T, ListInstanceAssociations & UpdateInstanceInformation ®lAA —HL &
9.

H—ERAEZ, APIXVYY R, LT IPTRLALOVTE, EZEETSH. HAAKDT 1
LR —%RRTEFXT,

[Common API substrings] (—#&#7%& API 7 ARKNU ) IOV T
(k. List, Create, Delete BEDNBREDRATEZRIHTANI T RBIRLET, & API
XYY RBRK, BERATTHEVET,

[CIDR patterns] (CIDR /NZ—2) IZ2W Tk, NTUY O IPF7RLA, 754R—=KNIPT7RL
A, FERBEDCIDRINZ—VIC—HTBDIPFRLANDKAEEDHDLSICBIRTEET,

4. BEOT7ANZ—FHD5EE. 7T-IATI3aVzBRLT, ChsO7 1L 2—0EREE
ERELERT,

Q,
APl method: List and a Service: "config" Clear filter
and
Resource w or
and not
» rRole AWS role

or not
» -

5. 7ANR—ZHKRIZICE, BELLHD xTAOAZERLET,
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6. INTDTAINE—%20 )T IFTBICE, [Clearfiter] (71 INE—2 D )T) ZBRLET,

TOT 4 ET 4 OO EE 0ZER

TOTAETAOFMZRANICKRTIZEE. BEHERAEAI -7 RHEAELERRL LEEBRO L
THRIBYET, PIOTAETAOFHOKREEEZEETERT,

TOTAETAOFMEOREERZLEETDICE

1. [#RE] ZEIRLE T,
2. [Edit time window] (R ZRmE) T, FAITI2HEBRRRANERTIHZZERLE T,

REBRZZ7O77A4LOF7 AL NOAD—T7TRKEICERET S ICE. [Set to default scope time]
(F7ANNOAD—7TREICEE) ZBRLET,

3. [Update time window] (BFEI#:% E5) ZiBIRL £,

TOTAETAOFMOREEERK., 7O77AILNRILF ¥ — N THEARTELET,

Successful calls o015 f scope time call v (2. 30% less thae typical sctiviny)
Scope: 6708, 1300 - 07709, 13:%

- - — - — e —— — - =
il '
al 1B 18|
- 1B 1|
15 5 =
e 4
Failed calls 5.65% of scops time call oiurnt 0.30% more than typical activity]
Saope: G708, 1300 - 0709, 134K

.

KeEOOJOIIY

Amazon Security Lake & Amazon Detective D& (C & V), Security Lake ICRFEE N TV 2 R0l
OOV TF—RZRELTEHETEET., COMEOFMIC OV TIE, "Amazon Security Lake & ®
e, ZZRBLTLSEEL,

COMEEERATDE, Security Lake " ZAT A TICHR—KRLTWAUTOY—AAS5OT7&A
RONEREBRT VT TEET,

« AWS CloudTrail B A/ X N

* Amazon Virtual Private Cloud (Amazon VPC) Flow Logs
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® Note

Detective THRAMEBOTF—RXOT DI IT) 2ELTT25HE. BNESEIH»YEE
A . Amazon Athena AWS 22T Z DO —EANFEARIE, SlIEHZELNREATVEDH
£THEHAETNET,

ROBOOJOIVI) Z2RTITBICE

1. AO—7KEOFHERTZERLET,
2. LT, [REBoOJZz0I )] ZRBTEET,

3. [RuBOOJOTLEI—]F—7IL T, Security Lake A5 DF—RZNDU T ERTLT
BMEBLEOJEANRNERRTEE T, RUEBOAR NOJTOFEMIZDOWVWTIE, Amazon
Athena ICRRENBDTF—RZHREL TS EEL,

[ReBoOJ 20TV T7—7ILT, [VIZVVIIARNEF ¥ t)l]. [Amazon Athena THE
RERT] BEREAVVO—RI(AIXEDVE (csv) 77 M)) ZRITTEFRT,

Detective IO A RRENDICEAAIDS T, YTUTHRENFREASVESE. AOEBERAER
5hET,

- KRB OOV F. Security Lake DOT T—TIICKRRENDEIIC, Detective TRIATEDKSIC
BRBENHYNET, BEEES—EHLTLKEEV, 4

- Security Lake O RZEL TVBAEEMN BV E T, REBF O B S, Security Lake TO
THARELTVWREERLTVWET, Security Lake BEEBEICEKL T, BEZHERLTLKESE
(AN

SHAOAT—>32OTITAET 1 DM

[Newly observed geolocations] (ML < BEEhL2>AOT—>3)OT7I9T71ET 1 OFMICE.
AO—7BERICAOT—>arhsRITENE API I=IAFRRIENET, API J—)LICE,
SAAQT—2AVHSRAENEIXNTOO-IUNEEFNETET, ChslFk, REFRFLE7O77
ANITaT4Z2FERALEI-ILICERSsShEBA, SSNTY NIOVWTR, 7O9F1ET14 11—
LEFESINTY MNMIHULTERITENS API O—I)LTT,

Detective I& MaxMind GeolP F—ZX—AZFEHAL TV I IANDOGHAZRELEXFT, MaxMind
XIPOBEBZRENDERICE > TRERERYETHN, BLRILTRHIEECSVRBETT—XEHRE
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LET, FHMIZDOVTIEE MaxMind, "MaxMind IP A0 —>3>, #8RBLTLEE, GeolP
F—ZOVWIThANELLBVWERDLNDESIE., "GeolP27—ZNIEIE 1 MaxMind TMaxmind
BEVOTARNERETEET,

API J—=)LiEk, A= EZRITLES—ERBICTIL—TEenE T, SSATY NIO2VTR, ¥—
EAEEIC Amazon S3 T3, Detective X I—ILZRITLEH—ERXAZRBETEBZVES, TO
Od—JLi& [Unknown service] (FEABH—ER) O FIC—EBERRENET,

TOFAETAORMERTTBICR. UTOVThAEEGFLET,

« XYT7LET, DFOT—23a EERLET,
« UARNT, 2707 —> 320 [Details] (F#ll) Z#IRL £,

TOTAETAOFME, >FAOT—23a20VANEZEERAETRT, DFAOT7—320UANC
R%IZI&E, [Returnto all results] (TXNTDFERICED) ZEIRLET,

28, Detective I&, 2021 F7 A14 BAS APl =IO —ERBZORES IR EZBHBLEL
o TOBRMKYBIICRETEZTITAETAIZDOVWTIFE, H—ERABE [Unknown service] (FEH
BY—ER) EBYET.

TOTAET A DFHAOANE

FA27C@F, AOA—7BERICSAOT—23a A8 RKTENLETINTO API O-I)LICET5EH
NFRRENET,

SIPFRLA, UY—R. BLEAPI XYY RIEDWT, URRTR APl I—LORDEHE %M
BN ERENET,

TOTAETADOFMIZIE, RORTHNFEEFINET,
[Observed IP addresses] (BiER& iz IP 7 RL X)

BRUEDZAOT 23285 API - ERTIDEHICERENEIP T RLADVARN
RINICRRENET,

BEIP7RLAZERREALT, TOIPTRLAAS API - ZRITLEVY—AZRRTER
T UARMZRK, VY—RABARTENET, T7UINILID ZRRIBICE. BEIO LIS
A—VIeEabtExrd,

TO®, BVY—ARAZEBRALT, TOIPTRLALSZEDIY—ARICEL 2 THRITENIERED
APl J—)LERRTEET, API J—)LiF, O—IILZRTLEY—ERBICTIIL-TLEehE
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o SSNTY MIDOWTIR, H—ERRKEIZ Amazon S3 T3, Detective A" 1—)LZHRKITL 1=
H—ERAZHETERWVEES, TOI—)LIE [Unknown service] (REBAH—ERX) DTIC—&
RENFET,

Ashburn, US from 05/14/2021 - 06/28/2021

[VY—XA]

BRUEDAOT—>32AS5 API - ZRITLEVY —AD VAR BINICRRENETT,
DANZRE, VWIY—RBHFRTRENET, T7UVINILID ZRRTBICE,. BRIOLT—RE
ELET, EUVY—RIDVWT, [VY—R]ZTICRBEETSD AWS PHIU Y MERTRENE
9o

ZF1—H—FRO-LZRBEALT, TOUY—RICE>TRITENLEZAPI OOV AN ER
RCEFXRT, API =)Lk, O=ILZRITLEY—ERBICTI—TILehET, SSNNTY KIC
D2VT, Y—EAEEIZ Amazon S3 T, Detective X 1= ZHKTLEY—EREZRETE
BWEE, TOI—)LIE [Unknown service] (FABZ T —ER) D TFIC—EBERRENET,

ZTO®., FAPIO-ILZREALT, VY—AANAPIO—IIZRITLIZBORITRTTHS IP TR
LADUARERRTEXRT,
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Ashburn, US from 05/14/2021 - 06/28/2021

TOTAET 1 QOFHEDY— b
FOTAETADHBEVTNAOURARNDHTY—NTBENTEET,

RO EEALTY—KT2E, BEUOVARNDEAY—RENKRT, THLRILOVANTE
ICRZIL 72 API =)L OHTY —hEhFRT,

TOTAETADFMOT7 AIINRIT

JANBRVDTATSa>#EALT, PITAETAOFRMICRTENDTITAETAORED
By hELERAEICERELE TR ENTEFT,

IRTDET T, BRIDHOWTIhADETIARNETAINEZI I TTEXT,
74N Z—ZEBMNT DI

1. 74NEZ—RYIAEERLET,
2. [Properties] (ZONT A1) A5, 74NRVTICERATZ7ONT 1 ZBIRLET,

3. TANRVIICERTREZADLET, 71N EZ—RBFBrWEEZTR—KNLE
Fo BIZE., API XYY RTTAIRIITF3HE, Instance T7 IRV ITT
L, BRICEBHIC Instance FEFENDITNTD API BENEENET, LEND
T, ListInstanceAssociations & UpdateInstanceInformation ®lAA —HL &
9,

H—EZAZ, APIXVYY R, BLVIPFRLAICDOVTE., EZEETZH. HHAAKDT 1
INEZ—%BIRTEET,
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[Common API substrings] (—#&#97%& API 7 A KU J) IZD2WT
l&. List. Create, Delete BENRENDRA TERI YT ANIUV T EBIRLET., & API
XYY REE, BERATTHREVET,

[CIDR patterns] (CIDR /A2 —>) IC2W\W Tk, NTUY T IPFPRLA, 754R—KNIPF7RL
A, FEREBEOCIDRNA—IZ—BTBIPTRLANDAZEDDELDICBIRTEET,

4. BEROTAINEZ—DHDBEEF. 7-ILAT72a %BRLT, CThosO7 1L E2—0OERE*®
ERELET,
Q

IP address ¥

5. 71LE—ZHKRIDIIE, BELEHZ xTAAVZBRLET,
6. INTDT7AINE—20 )T IFBICE, [Clearfiter] (71 INEZ—&20)T) ZBRLET,

[£4&H7% VPC 7O—B] DT IF 1 EF 1 O

EC2 41 AR AL DWW T Ik, [Overall VPC flow volume] (£ 7%& VPC O 7 O—E) DT VT 1E
TAOFMIE, BRUCEHEBSEERFDOEC2A VARV AEIPTRLABOA RS0 a2k
RENFET,

Kubernetes R Y RMDIFBE, [£4EWA VPC 7O—E] IZE., IXTOEFEIP FRLAKEDW

T. Kubernetes RY RICKD2TEY Y TSN IPTZ RLAICHAYTZNA MBAFRTENE
¥, hostNetwork:true MIBE. Kubernetes RY RO IP P RLARGR—ETRAELZYET, 2D
BE. NFILICE, BUREZE HORY RAODRST 71y 0&, ThSNOARY REKRAMLTV
D/ —RAIFIKRTENET,

IP 7 KL AICDWTIE, [Overall VPC flow volume] (£ ##% VPC O 7O—8) DF IV FAEF A D
BMBICIE, BRUEREEEROIP PRLAEEC2A VARV ABDA VRS IV IV NFEREN
9,

BE-0RBEEROT7ITAETAOFMAZERTIZICE, Fr—hTHEBRZRRLET,

RBEOAD—T7REOTIVTAET 1 OFMERTTSICIE, [display details for scope time] (AJ—
TEREOHMERER) ZBRLET,
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TOTAET A DFHAOANE

OAVFUVICR, BRULBEEBEFOTITIETAHARRENET,

EC2AVARVAILDWTR, PFIOTAETAOFRAICIE, IPF7RLA, O—ALR—K, UE—
RAR—=K, Z7OR3ON, BLTFAO—BEOEEAEDEOIV NUAEBELET,

IP7RLAIECDOVWTR, POT1ETAOFMICIE, EC2CAVARVA, O—AHILKR—K, UE—
RAR—=K, 703N, BLTFAO—BEOBEAEDEOIV NIANEELET,

BIKIIERE, AYINDURRZTAVYIDE, TORNDVRRNZTAVYIDE, $RVTIE
AVIIARNBZBHFANSHIEDPBEIARTENET, REBROZ7O7 7 1)L O [Annotations] (3
R) Sz ITHET, IPTRLAFRENKREBRICEHENITSATVWRIAESHAZABD LN
TZEET,

uuuuuuuuuu

TFOTFAETADEMBDY — K~
F—7ILHAOEEDOINTTITAETADFEMEY —RNTDENTEEXT,

FTANRTR, PITAETAOFBEIRTY—hEn, RIS VNIV RRS T4 95Ty —
hEh&d,

TOTAETADFEMOT7 1 ILR) T

BEDTITAETAERELTRICR. ROBTTFTITAETAOFMET LRIV ITESR
£

s P7RLAFLEBFECCAZARVA
« O—ANLR—RELFVE-—FR—K
- [Direction] (7 181)

- [ZORIIL]
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« UOIARFZFANSHIEEAERE LA

74N —ZEBME RVHEIRTSICE

—

TANEZ—RY DREBIRLET,
[Properties] (Z’ANT 1) A S, 74NRVTICERATH7AONT 1 ZERLET,
ZANZV T ERATREZANLET, 71 2—RH IO EEZYR—NLET,

IP7RLATZ7ALNEIVITIBICR, EZ2EETDH, HARAKXT 1L EZ—ZBRLET,

[CIDR patterns] (CIDR /NZ—2) IZ2W Tk, NTUY U IPF7RLA, 7Z24XR—=KNIPFRL
A, FEEBEDCDRNZ—VIC—HITBDIPTRLADAZEEDHD LD ICBIRTEET,

BEROT7AMNEZ—NH258EF. 7-ILAT72a2EERLT, Chs0T7 12— 0EREE
ZHRELET,

Q

Protocol: TCP X and & | Directionality: Outbound > Clear filter

and

Remote Inbound Outbound

IP addr O Local port + - .
P port v traffic traffic

and not

4444 596 B 9.43 kE

TAINE—%HBRTBICIE, ALICHZ xTAOA&BRLET,
IRTDT7AI)NE—20 )T TBICIE, [Clearfilter] (7 1IN AX—Z 0 V7)) ZRIRLET,

TOTAET 4 OFMOEBEEOER

TOTAETAOFRERADICKRTITREHE, BHERARAI-—7RERCIERL LHEEERO L
ThACBYET, POTAETAOFHOREEREZEETEET,

TOTAETAOFMOEEERZZEETDICE

1.
2.

[fmEE] ZiBIRLE 9,

[Edit time window] (BB ZiRE) T, FATH2HRRAERTRAZERLET,
REAZRZZ7O77ALOF7 AN NOAD—TKEICERET S IZE, [Set to default scope time]
(F7AINNOARAI—7RHBEICERE) ZBIRLET,

[Update time window] (BFE#H:Z E#T) ZERL £ T,
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TOTAET A OFMOBEERE, 7O77AMILNRILF ¥ — K THEBARTEIET,

Unase | Lo

Inbound traffic

— | —

Outbound traffic /

- i \h”
B, SRR r—

BRUEITORNZ 74V VEBORR

BONHDTERETDE, TEZITTTT, TNSOITORT T4V VBZHEORZBICEDET
RRTEFRT,

TZ7CBMERTIEl, FIYIORYVAZERLEY, BRLULERTIEOVWT, 1 2NTUR
Fr¥—REEETIORMNTVROITZTICEN R TRRENET,

Cutbound traffic
<ope
aing 1164 00 0218/ a0 Pe
-] - Anngtatice
a .
a “

BRULEINVDORNZ 74V IBZESNICHERTDICEK., 2FNBEZERRICLET, 241
BRNZT74v0%KRRLUEY, ERRICLEY TBICIE, [Overall traffic] (EFHNE RS 71V D) &
TMEBEAET,

AY) \\
/ A 1N
I\
4
Outbound traffic
.'lI
Showing activity: 02/16/2021, 17:00 UTC - 02/18/2021, 02:00 UTC  £en O Oversll rathic
>
-] p;' e el Annotations ¥
8 D
Gl DD
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EKS VZ2AZ—MVPC 7O0—KZ 74V JZERTRTD

Detective (&, Amazon Elastic Kubernetes Service (Amazon EKS) V2 AX—ZBBIBDRNT T 1V
4 % %9 Amazon Virtual Private Cloud (Amazon VPC) 7O—O4 & aJ#R{t L £ 9, Kubernetes ')
V—ANHE, VPC 7O0—O7OARK. EKS V5 ARX—ICF 7 O4 & h iz Container Network
Interface (CNI) IC&K 2 TEAVY X,

T 7 F ) NERED EKS V5 AR —IE Amazon VPCCNI 7S 4 & ERLET, FHMICOWT

l&. TAmazon EKS 1—H¥—H 4 R ® "Working with the Amazon VPC CNI plugin for Kubernetes
Amazon EKS add-ony 2B L T &V, Amazon VPCCNI 7’Z 914k, RY RO IP 7 RL
AZFEALTAHABNZ 71 v 0 ZEEL, EERIPTRLAZATBEEARA ./ —ROIP7RLAILE
LU ET, Detective &, RERZ 71V 0 ZF¥7F Y LTELWARY RICBEENTRDZEANTE
FIH ABRZ 714V DOVTRRALUCEZITSICERTEERE A,

Detective IC7RY ROAFTERNZ 74 v VAR ELEVBEERK., ABEETRY NT—UF RLA
Zi#: (Source Network Address Translation: SNAT) ZBMICL E£ 9. SNAT OBEMEICIEFIRE RS
FHYVET, FHHEICOVWTEE. TAmazon EKS 1—H'—H4 K1 ® "Pods ® SNAT, #2538 L T
e\,

BlO CNI 7S04 %#ERAT 258K, Detective A" hostNetwork:true BREMNRY RETRILT
ZBICHREZITET, CchsDRY ROFE, [VPC 7O0-]NRILIZERY ROIP7RLAOE
RSTAYVIHFRRENET, CORNTT1YDICIE, RAMN/—RLEDOhostNetwork:true :RE
NDERY REFAN/—REBBEORNT 71 Y INFEENET,

Detective k. [VPC 7HO—]/SRJLIC. KD EKS S AR—BED EKS RY RODRS 71 v o %K
RUET,

« Amazon VPCCNI 7’594 > #ERTBI9TAR—, COITAZ—ICl&,. VPCATKRS 74V
9 ®EET B hostNetwork:false RENDEZENDRY REEENTVET,

« Amazon VPC CNI 7’54 4 > £ 3% AWS_VPC_K8S_CNI_EXTERNALSNAT=true 2fEF 320>
AZ—DFEVPCATRT 7 1Y U %IZET S hostNetwork:false ZEFED>EENDKRY K,

« hostNetwork:true REZF IEEDRY R, X/—ROKNZ 714V
(&, hostNetwork:true BREZED>MDKRY RONST 1Y VERBELET,

Detective l&. ATOKRZ 714 v 0% [VPC 7O NRILICRRLELR A,

« Amazon VPC CNI 7’545 4 > & AWS_VPC_K8S_CNI_EXTERNALSNAT=false SR E%ZFEAT> Y
SAR—MDFEVPCHATRST T 1Y U %IEETS hostNetwork:false SREZIZT O>EENDRY
R,
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« Amazon VPC CNI Plugin for Kubernetes Z#ER L TV EVWI T A X —DIFE:
hostNetwork:false BREZF 2EEDRY R,

c AU/ —RTEHERARENTVBREDORY RENZ 71V IZEEFEITHIEENRY R,

HEENTVWS Amazon VPC O VPC 7JO—KRS 714V O BKRRTD

Detective &, & VPC ® Amazon Virtual Private Cloud (Amazon VPC) 7 O—OJ # AL L £
CB

« Detective X /N\—THD > NMZHE Amazon VPC AFEENTHY) . TOHE VPC #FEAL TL
% b 3E Detective PHI > "D HBDHE . Detective EFD VPCHASDINTORT T4
ZBEWHRL, VPCAHDIXNTONS 74y o 70—%&REILLET,

$#7%8 Amazon VPC HIZ Amazon EC2 1 VARV AN H '), LBREEN Detective X /N—T%i
WiE & &, Detective l& VPC HASDORT 71 v OBREZRIILEBA, VPCHDRNT 714V
V70—%2KRTTSHEEE. Amazon VPC FiE#E & Detective 777D X /)N—& L TEMT % 4%
ENfHVUET,

EKS V5 AX—I|_B% T 5% Kubernetes API 7O F 1 ET 4

[EKS V5 AR —%ZET Kubernetes API 7O TAETA2E | OT VT 1 ET 1« OFMAICIEE. BIRL
= REEEE (IC FKITE N iz Kubernetes API O—JL (O—J)L) OFRIIEIH & RBEIBARRENET,

BE-0REEBREOTITAETAOFMERTIZICE. Fr— M THEBRBZRBRLET,

REODADA—T7TREOTIVT1ET 1 OFMZRTT S, [Display details for scope time] (A
O—7RHEOFHEZRT) ZEBIRLET,

TOTAETAOFMORNBT (VFZAZR—, AY R, 1—%—, O—J)L, O—=)LltEvZ3)

VZAE—, Ry R, I—%—, O—Jl, EO-)ILtYy>a2o20WTRE, TI9T71ET 1 D&
MICEROBERAISENET,

- H2TEF, BRULCKBEEARICRTEAEZ—ED API O-)LICET3EHRERTLET,
DZAZ—0FE. APII-ILRBIZAZ—ATITObhEL L,
RY ROFE, APIO—)LRBRY REFMKRELTWEL I,

d—%—, O—J)L. O—J)tvy>a>nigsg. AP, T01—Y—, O—J). £kFkO—
Lty a>r e UTEIME N Kubernetes 1—H—IC &k 2 THRITENEL
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Amazon Detective J1—%—AH4R

« BIVHNUIEDWVWT, PIOTAETADOFMATIR, WUOHLO/KIIEHK, KBREEK, REFATEEK,
BRUTBILERBHFRFIENET,

« S, IP7 RLA, Kubernetes FUHL DR A7, ROELOREEZZFEI TA4T 1,
HROHLET2EHTSIION (HP—ERTPHIRNELERI—HY-)EEENET, 7OT1E
TADEMEIS, IPFTRLA, YT IV, BRUVEEEZHRIT4AT7407O774)
ICERY NTEET,

TOTAETAOFMIIRE. ROZTHFEENFET,
A&

API =) ZRITIBDEOIERAETAEY—EATAD Y NI —D U AN RIICRRE
nEXY,

B DY —EATAO NI —Y—ZRBEITSZET, APIOA-INORITREBZ 2 IZETHIY
NEEFEI—H—DIPTRLADVARNERRTEERT,

R, BEIPPRLAZERATSE, TOT7HIONELEGFI—H—HFEFOIP TP RLANSIT?
7= Kubernetes APl d—)LZRRTEET,

Kubernetes API 1—)LZRBHATDE, ETEhET O I 2B THEHDrequestURT
RRENET,

Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC Edit
IP address Kubernetes API call
a 1 2 3 >
Subject = Success ¥ Failure ¥ Unauthorized % Forbidden %=
v
L
*
L]
* 1
*
IP7RLA

API =)L ORTICEALEIP PRLADU AN BHICRRIENET,
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k

BERUCHLERERATIE, MHL%ZIT2 /= Kubernetes U7 TN (W—EARTAHINE
A—H—=)DJVARNFRRENET,

R, BT ORNEIERTDE, TOH TV N BREEEPICETLUEZAPIO-LOXR
AT7DVARFRRENET,

APIJ—-)ZzRBHETDE, RITEhET U232 zHNTH OO0 requestURI A"RRENET,
Showing activity: 05/09/2022, 23:00 UTC - 05/10/2022, 23:00 UTC | Edit

Subject P ad Kubernetes APl call
Q 1 2 3 4 5 6 7 27 >

IP address Success W Failure ¥ Unauthorized ¥ Forbidden w Location

sases/cloud-provider-extraction-migration

Kubernetes APl 1—JL
Kubernetes API 1—)LOBEFED ) A NN RAICKRTENET,
APl DEBFAEZERATIE. TOT I I VICEERTFS N requestURI AR REND,

R, % requestURI ZRBIT D &, APl J—)L %72 /= Kubernetes Y 72 TV N (W—EART
hoovhedl——)FRRENET,

HI7OIORNERRATRE, TOHTDI O APIO=I)LICERLEIPAFRRENET,

TOTAET 1 OFMOTER
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TOTAETADFADY— b

FIOFAETAOHEMEVTNAOURARNDFTY—RFBENTEET,

RYO5EFEALTY—hI2E, BEUOVARNDHKNY—RENET, THLRILOVANTE
CRPLE API D=L OBTY—KhEhKRT,

TOTAETAOFHBMOT IRV T

TANRIVIAT a2V ERALT, TITAETAOFBIIRRENDTITIETIORED
7Y hREBAHEICRREZLETA LN TERT,

FTRXTORT T, BUOIIOVThADETIARNZET AN EZIVITTEERT,
TOT 4 ET 4 OO EE OZER

TOTAETAOFMERDICKRTITREHEE, BEHERERAI-—7RERCIERL LHEBERO L
ThAIBYET, POTAETAOFMOREEREZEETEET,

TOTAETADOFMOBHERZEETDICE

1. [fWE] ZBRLET,
2. [Edit time window] (BFE#Z#RE) T, FAIT2HRBANERTRAZERLET,

REABRZZ7O77ALOF7 AN NOAD—TRKEICERET S I, [Set to default scope time]
(F7ANNORAD—7REICEE) ZBIRLET,

3. [Update time window] (BsR#:% E#7) #88RL £,

TOFAET A OFMOBBERE, 7O77 A LAZLF+— N TRARTENET,

Scope: 07

nmnmnnmnlmm T

i lr il '|| |||||:

07/06/2021, 00:00 UTC - 07/08/2021, 04:00 U

FEFOTOTFALNILOHA LY ADER

707 74NN, BEZEZEHRL., BETAIIVFATAOTITAETAZPHITHEEIC
HETHDRENERICHITZ2EAZEZRETEIRLSICHKIFENATVET,
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E7O77AUNZILO IO ICRBE B HAE AR, ChoOEEZRODHZIDICRIUBEET,

ZO7F7AINZILOBAEZ AR, NRILBEICRTREND —XASHENET, COHIEVA
. NRILTRRENDT—ROBELEHBAZRBLET,

NZILCBELTRYEFERBHAS AZRTTRICE. NRILOREHL D S [More info] (FHTEHR)
ZERLET. COWRAAIEVAANNILTRAVIZRRENET,

HAXDAGE, RORATOERERBETEERT,

« NRALOAVTUYOHE

- EETRIEBMICAEIZILEHICNRILEERATIHE
c BECESVTHEEAZIROARTY T

IT4T747A77ALNFLRREBROBENOEEEE

ROWThADATS 3> EFEHAL T, Amazon Detective DI F 1 F47A7 74N E kB EH
HROBMEICEEBEHTEET,

« Amazon GuardDuty £k A5 AWS Security Hub, #H GuardDuty #&R A 5 %59 % Detective
BREBR7O774ILICERY RTEET,

- REBREFLERBIVT T4 2RAIL, EATHAO—TRKEZRET S Detective URL 27 >
JITEET,

Amazon GuardDuty £k A ST T4 T4 7A7 7AINELFKREER
DBMEANOERY M AWS Security Hub

Amazon GuardDuty AV Y —IIA S, BRICEETD I TATAOIVT4T470774)IC
BETEET,

GuardDuty & &K TF AWS Security Hub IV =LA S, BROBEBEICBHIZDLETEET, B
HROBMEICIEF, BRIBDIVTATAOIVTATATAT7ANANDI 2 IERRENET,

chesno>2 ok, BEJOLAZEENNTINDICKRILEET, Detective ZRRICERAL T, BE
ITRITATADTITAETAZRRLEY), ROATYTERELEVYYTERT, TOR, K
HIERABEETHIBERICETOREERET DA77 LEY, SSICHAELTHENEHEZISE
LiEWTEERY,

IVTFATATA77AINFEEBREZEROBMENOEEES 101
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Amazon Detective >V —J)LICERY NI D FE

AEDVE, §XTO GuardDuty REBRTHERATEXRT, L, ITAT747O77A4IILFE
FRREGEROBECBH IZHNESH ZIBIR GuardDuty I35 ETEET,

GuardDuty 1>V —J)LH 5 Detective ICERY KT BICIE

1.
2.
3.

https://console.aws.amazon.com/guardduty/ T GuardDuty AV —J)LZHE X T,
PBEICHUT, EAOFES —> 3> RA4 2T [Findings] (BREFER) ZBIRLET,
GuardDuty RIERERR—T T, REFERZRIRLET,

BREBROUVANDAAICHREBROFMORS VHFRTENET,
BRHEZEROFMONRA > T, [Investigate in Detective] (Detective THE) ZiBIRL £,

GuardDuty l&. Detective TRAETZ2EHBEODVARNZERRLET,

AR, P7RLAREC2AVAZVABEDEEI > TAT 14 EREBEROBANEE
h%Ed,
IoT4T714F-ERHEERZBIRLET,

L WA T T Detective AV —IILFAREET, AV —IHIFHE, I>TF 1 T1ETEEREE
BR7O7 74D ERRENET,

Detective ZBXMICL TWEWEE, OV =LA FAE., Detective DBIEZRTZTT1 2T
R—IUNRRENET, TAH S, Detective ZHRICTDENTEEXT,

Security Hub 1>V —J)L A 5 Detective ICERY N33 (C I

R

https://console.aws.amazon.com/securityhub/ © AWS Security Hub >V —J)LZHE X7,
PBEICHUT, EROFES—> 3> RA4 2T [Findings] (BEHER) ZBIRLET,
Security Hub DR EFZERR—2 T, GuardDuty RHEZERZEBIRLE T,

MR A>T, [Investigate in Detective] (Detective THE) %3&IRL TH 5. [Investigate
finding] BREBERZFHAE) ZBIRLET,

[Investigate finding] (R &R ZFE) £18IRT S &, Detective AV —ILAFLVWERT THE
F9, AVV—-IINHEE, REBROBENRTENET,

MOIVY—=ILASsOERY b 102


https://console.aws.amazon.com/guardduty/
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Amazon Detective I—H—H4a4K
Detective AV — )Lk, &NV —T3aUASERY NULEBETE, BEICREERNREL £
)= a3 IlHAEE T, ESTORROFMIC OV TR, AWS Security Hub 1—H—7H 4 R®
Aggregating findings across Regions ZZBR L T< & L\,

S

\!

Detective ZBE®MIZL TVWEWVWEHE, OV —)L %< & Detective DT> T4 I R—
RENET, TIAH S, Detective BEMICTRDZENTEEXT,

ERY NOKNZTINS1-F427
ERY NEFATRICE, ROVWThAFETREIBENF BV ET,

« PHDI2 K&, Detective EERY RTOY—EAOHMAEDERET NI RNTHILBENHYE
9o

c BETSTANDT O AEEERBET NIV NIMNAETZVO0ATHOMNO—I)25|E€FHEL
o

EBETHINZRAEIDLOOHERSTEOFMIIOV TR, "Amazon & OHERFE
GuardDuty ; # & U AWS Security Hub ") Z2ZBL T EE L\,

ERY NABELZEVWESRF., RORKRZHELTILEEL,

- REBRE. BEITZ7THEMIBED>TVWAR X N=FTAHIVNIBLTLVETA? BE[NITSh
AR RXRIN=T A NELTEEIZ7ICBBFECATVEVEE, BEITZT7ICET
DTHAIVKRDTF—REEEFhELEA,

BEEShIEXN=TAD N BEFEZEKLBED 21258, BEIZ7ICRTOTHIUND
T—RREEEhTEA,

c REBRFT7T—HATENTVETH?DDetective & ST —HAT7EhERRESELETEA
GuardDuty.

- BEFERIE. Detective NEMET S 7ICT—REMVYIAKBEODEICRELEEDOTITH?
Detective "BV AL TF—RICBRHEBZERAEFEELBEVEES, BIEJZ7ICEZTOTF—INEENTE
tAo

s TORBERZELWVWD—232A50ED0TINM? KREBEIZT7E, V-3V ICEABOEDT
T BEITSTICR. OV -3 0F—REEENELA

MOIVY—=ILASsOERY b 103


https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/detective/latest/userguide/detective-setup.html#detective-recommendations
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URL ZERALEIVTATA7OA77ANELEBRREEROBENDOBEE

Amazon Detective TLT AT A 7A77ALFEEEBREEROBEICBBITSICE. To7O

T7ANNDOEE) >V ZRMTSD URL ZFEATEET, URLIF. REBRELEI> T4 74
ZBAILET, £, 7O77AILTHEATZIRAI-—THEEZEETSDEETEET, Detective
F. BRE1EHOBEARY N TF—22REBLET,

7’077 4)L URL O

@ Note

HFWERO URL Z2FEA L 1B A TE, Detective ICK 2 TH LW URL ICEHEIICUA AL
IhENET, HVEXDO URLFXDESBY TT,
https://console.aws.amazon.com/detective/home?
region=Region#typelnamespacelinstanceID?parameters

FLLWERXOZ7O77A4) URL BROEHVTT,

« I>7 1714 DOFE - https://console.aws.amazon.com/detective/home?
region=Region#entities/namespacel/instanceID?parameters

- BREERNIBE - https://console.aws.amazon.com/detective/home?
region=Region#findings/instanceID?parameters

URL IZlF, ROENFYVETT,
Region
FEHT3U—>3,
type
FTES—RNEOZ7O77AIOEEODRAT,
« entities-ITATA7A77ANICBEBLTVDIEZRLET

« findings - REBEROBMEICBBHL VWS L ZRLET
REH#

IT4T74C20VTR, BEIZERERIVTATA 24T OEETTY,

* AwsAccount
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AwsRole
AwsRoleSession
AwsUser
Ec2Instance
FederatedUser
IpAddress
S3Bucket
UserAgent
FindingGroup
KubernetesSubject
ContainerPod
ContainerCluster

ContainerImage

instancelID

BEBREFLEGITATAOA2 AR AHBF.

GuardDuty R H&ER DFE . GuardDuty #& HiERFEEIF.

AWS PHOV NDOBERK., THO2 K ID,

AWS O— L& 1—¥—0niFzs, O—LELEI—HF—07TU>2 /N ID,
7IFL—TFT4Y RI—Y—ICOVWTRK, 7IFL—TFT4Y RI—HY—-OTV>>
NILID TS, 77UV ID & <identityProvider>:<username> & 7= l&
<identityProvider>:<audience>:<username> DWEFNH TT,

IPT7RLAICOWVWTE, IP7RLATY,

A—¥—TI—2JI2MNIO2VWTR, I—¥—I—JI12VhE,
EC2A2VAZVAILDVWTE, 1 AZAIDTT,

O—)lty>3a2loWTl, Ev>ar@Erl+TY. Y > a#alFi.
<rolePrincipalID>:<sessionName> OFERZFERHL £,

SINTYNIOVWTR, NTYRNETT,

M54 FindingGroups, UUID, #lZIF, cabl@4bc-a315-4b15-bf88-1c1e60998183
EKS VY —ADFZE: ROEXEFEALET,

« EKS V5 A&Z—: <clusterName>~<accountId>~EKS

« Kubernetes R Y R: <podUid >~<clusterName >~<accountId >~EKS
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 Kubernetes # 7 T 9 N: <subjectName>~<clusterName>~<accountId>
« AT F A X—>: <registry>/<repository>:<tag>@<digest>

BREBRELBIDTATAE, BEIZ7THEMEZ2TVWRTATVY MCBEENFIFSATY
PUBNBYNET,

URLICIE, AO—T7REEZRETZILEHICEASNIROAT7a>>0ONTX—32%2ZEHd Lt
TEEXT, AO—HEETO77A4INTOTOFERFEOFEMIZ DOV TIE, the section called “A
O—7REOEE 22BLTIEETL,

scopeStart

7O77ANTERATZAD-—THEORKEZ, FRBEREBE 365 BLAOBERTHIHE
AHWEYS,

BREIRY DRALARYTTY,

R ZEEL A, RTBZZEELEWVWES, AO-T7TRHERREOEZTHKRTLEY,

scopeEnd
ZO77A4NTERATZ AO-7HBOK TR,
BREIRY VRALARYTTY,
RTIKHEEEL LY, AERYEzEELEVWEE. AO-—T7REICEETRZALUANOIANT
DEENEEIRET,
A7 RKEZEELAVEER. 72 NOAO-7THEANFfERAEIhET,

s BREBRICOVWTR, F7FIINOAT-THKER, REBEROTITAET A FERESNIZKY
DRHAEHZREDEFZZERLET,

s ITATADVWTR, F7AIIMNOAO-7HERER 24 KRETT,

Detective ® URL O flZRICRLET,

https://console.aws.amazon.com/detective/home?region=us-east-1l#entities/
IpAddress/192.168.1.17?scopeStart=1552867200&scopeEnd=1552910400

COURL OBITRE, ROFIBEICOVWTHALET,

URL ZEAL 1=BH 106
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« IP7RLA1921681 DI T4 T47O7 74N ERRLET,

- 2019 & 3 B 18 A (B) fF#i 0 B (GMT) (ZBI#AL. 2019 &F 3 B 18 A (H) EfF (GMT) KK T3
AO—7EEEEALET,

URLOKRZIIINa—Fa42Y

URLABEEND7O7 74 ZRRLEVEERE, EFTURLAELVERZEALTVWAZ L,
BLRTFELWMEZADLIZC L ZBFELETD,

« URL MBT¥IZIEL WV findings £/ l& entities ZIEEL XL EA?
- ELVEHZBZEELELLEHL?
« ELVEBIFZALLELEEHA?

ENFELWVBEERF, UTZBEITDELETERT,

s REBRFLEZRIOTAT4F, BMEIZ7TEMICBE2>TVWBRXN=THINIZBLTW
FIA?BEENTSNLETHIRAAXN=THIORELTEHEITZ 7 ICHBEFEEATVEVE
. BEITS7IC@TFOTHIORNODTF—REEENEEA

BEEhIEXIN=TADOY NIBEHZEBLBED 21258, BEIZ7ICEETOTHIND
T—RREREENFREA

« RHBERICOVT., TORHBERE T —HA T EhTVWETH? Detective I& Amazon 57 —
hA7EnhimEFERZZEL T A GuardDuty,

s MHERERLEFEI> T 147 1, Detective NEMET S T7ICTF—XEHV)IAKIRODETICHKREL &
£ NDTITH? Detective BV IADTF—RICREZBERELGIIOFTATAHAEELEVEES, BE
TZ2T7IETOTF—ENEENERA,

s TORHBRFLFIIOFTATAZFRELWVW =23 208080 TINM?ZEREITZ 7. U—
TAVICEBEOENTYT, BEITZ 7., -3 0F—R2EEENERAS

Splunk IZXt 9 B R #E R D Detective URL MIE N

Splunk Trumpet 77O T U N Tk, AWS OH—EAA S Splunk ICTF—REEETEET,

Amazon DR D Detective URLs ZERT D LD IZ Trumpet 7O IV NERETEET
GuardDuty » D%, chsS® URL ZFAL T, X9 % Detective REFZR7O7 7 A ILIC
Splunk M S EEERY NTEXT,

Splunk IZx 9 2B HH#E R O Detective URL DIBN 107
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Trumpet 7’02 T U N&, https://github.com/splunk/splunk-aws-project-trumpet GitHub A 5 AF T
EFET,

Trumpet 7O T U NOFRER—T T, AWS CloudWatch 41 X2 N 'S Detective GuardDuty URLs
ZERLET,

A7 KEOER

ITA4T47A77ANICRRENBDT—RZFRIZDEDICEATNBZ AT -—THEZENARN
A1 ALET,

IoFA4T747A77AINICRREND T ST, RALTAY, BRTMBOTF—RRIFINT, BE
OEBEBEICESVTVET, KEEERK, I>71 71027971 ET1ZRTUEKEOEH
T9, <lE Amazon Detective AV —I)LOEZETA77AIILDELICRTENET, ChsnIT
7. BM4LTA4>, BROMBOED 1754 E—23a >V ICRRENDTF—2IE, AO—7KEICED
WTOVWET, —HBo7O77A4INZRILICOVWTR, OVTFFANZRMIZILEHICAI—TKEOD
BEORKENMEBINE NE T, Detective TlE, IXTODRALAARARTEFT 7 #) KT UTC TERR
ENET, O—HDINERALY—2ZBRITDBICE., [BA1LARTORE] DEZEELET, [R
ALABRVTORE|ZEHITBDHEICOVTIE, Tthe section called “BA LAAR TR ERET
5, BBRLTLEEL,

Detective DA Tk, BEHBAZERAL T, BEZTITAETAHFBVWAZFIVILET, &
w7O0AR, AOA-—TKERPOTITAETAZREL. ThZAO-7KEIO 45 BEAOT D
TAETAELHBRLULET, o, TO 45 BEOKRERZEALT, PITIETIOR—AT(>
EEBLEXT,

BREEROBETE, AO—T7KHEEREERNI RN RRBICEAEREI N CRFLAEZRMLET, KB#E
BOBMEICOVWTOFMIE. Tthe section called “BHEFEROBE", #5BLTLEET,

REZEDIBRET, EEARBEZRETERT. SIALE. TOZHMF1BOTITAETAICED
WTW2HEE, ThZe 1 BEFLEE 1 ARICIEKRIZDCENTEXRT, HAZERID LT, 7
ITAETAHFBEONZ—2ICEELTVWSEAD, ERETHI D Z2LNR<EBIZIOICKRIODCL
FHYNET,

REOIVTATAICHEIIREBRE-—BIZLSICAT—TREAZRETD_LETEET,

AO—T7RBEEZET S L, Detective EDHEZEYVIEL, FILWAOD—7EBEICEOVTRREN
ETF—RZE#HLET,

AO-—7EE0ERE 108
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AR, 1 KFERVESLEY, 1FL)RKLEVTZIIERTEREA, ABRZREKRTE
2. BEAORNTREIIHENHIET,

BHENHBAREKR T HRORE

Detective IV =LA S A I—7HEOBEBHEKR THEZRETEET,
FLLWAO—7RBEICODVTRHRENHBRAER TRAZHRETSICIE

1. hitps://console.aws.amazon.com/detective/ T Amazon Detective 12V —)LZHAE X T,
2. IT4T7470774)0T, AO—-7THBEZERLET,

3. [Edit scope time] (A—7EBEZHmE) /\XIL O [Start] (BIR) T, ADA—7KEOHL VEKA
RBEZRBIRLET, HILLVHABEBZICOVTR, BEOK&EZBEIRLET,

4. [End](#£7) T, AOA—7RHEAOFHFLVWKTHEZEBRLET, HILVWERTEZCODVTE, B
BOAZEBRLET, RTEHLE, RERZIRY 1 KEAULLRTHIXENIf GVET,

5. MENMRTLES, BEEERELTRRENLETF—FEZEFHTBHICIE, [Update scope time] (A
O—7EZEH) 2BRLET,

RESHORE ZHWET S

AO—T7HEORE Z/RET S &, Detective . BENHZZRBKREL T, TORESOKHZ
AOA—7REELTHRELET,

RRESEEORE ZH/ETSICE

1. hitps://console.aws.amazon.com/detective/ T Amazon Detective 1>V —)LZHAE X T,

2. IVT47470774)T, AO-THEZERLET,
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Amazon Detective @ [BIB| R—J ERBBERR—IHPS5F—REZTIAR—KNTEET, T—4X
&, AXEXYYE (CSV) ERTIIAR—REhET, TTVAR—RNENETFT—ZOT7AILEA
l& detective-page-panel-yyyy-mm-dd.csv OFERX/NEZ—2ZEY) EF, CSV A UR— K&
R—KNTBMHBOAWS H—ER, Y—RN—FT1F7Ur—>3>, FLBEA7LY R>—K7O7
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VRhEBEMITRCENTEERT, BT HU NS, BEZEREET S 7D SHIBRTSD LG T
EEtA,

T, EBETHI M. BEIZTESMIBDRSIET AV N EBRITREETEXRT, 7
NIV BFEZTAND &, Detective FZFDT AV REXN=TAIhELTHAMICL
F¥T, BBLCEI>TEMENLEXN=THAV R NE, BEIS TN SBEZHIRTEERT,

TFHIKRHEADIN=THOORELTEMICED E, Detective FZFDXN—THORKDOF—
REEETSTICEVY) AR, MHTDIELSICHEY)ET,

Detective &, EEBET S 7ICREBETEZTF—RICODVWTETHIVNCREEZERLET, T8
STTETHIRNOF—2EZBWHTHHEICDOVTIE. TAmazon Detective 1A MO Fi & B
Bl ESBLTLEE,

N, =~

D e

- Detective TOT ATV NICBETRHIHNEHRSER
 Organizations ZERALUEBET S 77 HI 2 NEBANDOEIT
o« B8 Detective EBETH T NDIEE

s PHOVNTHERAAIGERT V>3

s PHIOVKRDUANDRR

s XUN=THIORNELTOBRBTHO NOEE

s BEEINEXN=THONOER

s XUN=TFHDNBETS7TORBRBFEXN—VTOEE
s PHADOKNT O AVNFBEI S 7ICRETEHE

» Amazon Detective Python AV U 7N EFERLTTHV N EEETS

119


https://docs.aws.amazon.com/detective/latest/userguide/tracking-usage-logging.html
https://docs.aws.amazon.com/detective/latest/userguide/tracking-usage-logging.html

Amazon Detective J1—%—AH4R

Detective TOT AV MNIBTRFINEHREIR

Amazon Detective TP H T N2 EETZHE. UATOHNEHREBRIIIEL TSEEZL,
XN=T RO NDERRE

Detective ik, BEI 7 ICHBAR 1200 BOX Y N=F NI N ERITFANET,
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&, PHOMFEBICEBME N BRI TEIHNICEMELENDKSICRETE X T, the section
called “FTLU VB 7 HO > N2 BEWICEMICTS 2SBLTLKEST VY, COAT> a2 @FaAE
F7CB2TVET,

Detective BB ET DI M BRUMIC [THI REBIR—TJERRTDE, XvE—JE—#IC
[TXRTOEBTHI N Z2BWE) REVHARRENET, [TRXTOBEBTHV> MEEML] &8
RT3 &, Detective XD TF7 O3> aETLET,

c REOHEBTNHIO R EIXNTAYN=TAIDRELTHEMICLET,
- HILWEBT AV N ZBBNICENCTZ AT a2 ICLET,

XVN=TAHIRNIVANZR, [TXTOEBTHIOV NEBMU] AT a2V ERTENET,

4048 D Detective BEETHYIY NDIEE

HBEMET 57 Tk, Detective BEBET NI NN IXNTOBEBT LI NOEBET ST X )N—
VT EEBLET,

Detective EBET HO > NOEEFE

MBEETHONE, TNRTFhOEBODetective BEEETHDU RN EBELET, AWS U—
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Detective BB ET NI N EeEEENEEEBETHINELTERETS

Detective BIEET N> Ni&. Detective DEEEBEET NI NIEBZYEFT, AWS
Organizationsfil#h &, EBERT H D> MBS % Detective EBETHIRNELTEELTWS
SETT. HBOEETHD> ME, Organizations DEEENEBEEETHIRNITEZERT
EEBA,

EEFENEEBETHU 2 ~N%& Organizations ICER TR &, HHBEBTHV U MNE, EFEhEE
BETHIRIESOVWTNA DA%, Detective BEEEZET NI URNELTBIRTDENTEE
To COEFSNLEEBET NI RNEINTO) =23 TBIRIDCENHRETNET,

HBEETZ 7 DEREER

HBEET N MY Detective EBET NI N &EIBIRT B &, Detective ETDTHU NDF
LWEBMHET S 72ERLET., TOEBEIT S 7N EBEET ST TT,

Detective BB ET NI N BREOEBEIT S T7TNERBET NI NTHIHE., TOEEITS7E
WBEEET S 7B ET,

Detective EEBET NV NE, HBBEETZT7 DX N=FAHAO NELTEMICITZEBTHY
hEBRLULET,
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Account 4
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| 9 account)
1
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| Account 2 (Member
| account)
| ‘ |
|
| Account 3 Account 2
(Member
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| Account 4 |
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account for (Member
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T, FMICDOWVWTE., Mthe section called ‘WX N—T AT hOEE" ) KV the section
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Detective BB ET7 HJ > M DHIER

HBEEBTHOMNE, BED Detective EBET NV NZHIBRT D ENTEEXT, Detective
EEET NI NZHIBRT 284S, Detective 3TDTHIREREND) 3NS5 OHMHEIERL
F£ 9, Organizations TOEFETNLEBETHINEEEEhELEA,

HBEEBTHI RN =320 Detective EBETHI NEBIRRT 2 & . Detective 348485
TS 7 ZBIBRL £9, BIBRE i Detective BEEBET HJ > NTlk. Detective IEEMICE>TWV
x99,

Detective DEFEENEBENEBET LI NEHIBRT S (CIEk, Organizations APl ZEH L £

9, Organizations T Detective DEFENhEEBEET HU > N2HIBRT S &, Detective &, EF
ENEEBET NV N Detective EBET WV NTHAEBEETZ 72 ITXNTHIBRLET,
HBEET AT N Detective BBET NV NTHIEBEET S 7 RFEEZTEE A

Detective EEET NV N ERET DO ICHERZFFA
HBEBT NI M Detective BIBET NI NERETEDLSICTBIC

[&. AmazonDetectiveOrganizationsAccess~¥ &— R7R1) 2 —%& AWS ldentity and Access
Management (IAM) T2 T AT AICTFRYFLET,

Detective EEET HO > MOEE (A>V—I)

HBEBT7 NI MNE, Detective 1YV —I)LZERAL T, Detective EBET NI RNZIBETS
ENTEET,

Detective EXEET H T NEBE T3 - I(Z Detective ZEMICTHIHERFH V) £ A, Detective
BEBET NI M. [Detective ZERICT DI R—ITEETEET,

Detective BIBET HT > NEEET B (ZIF ([Detective ZERICT D] R—D)

1. hitps://console.aws.amazon.com/detective/ T Amazon Detective 1>V —)LZHAE X T,

2. [HAHBITS]EZBRLET,

3. [BEBEBETHVNIHEBTIVEAFAINRILT, BRUETHI NIBER
TORAFAZNAFELET, ChiZ&KY, TEOTHU2 M Detective EXEEIC 7
V). Detective DIXTDOFT I IAVICTINTIVRATEERT, EEBEE L TREZTSIC
l&. AmazonDetectiveFullAccess RUZ—Z TV NIICTEYF IR Z2HRLE
EP

Detective EEET NV NZBRET D L HICHELFFH 125


https://console.aws.amazon.com/detective/

Amazon Detective J1—%—AH4R

4.

7.

IAM A SRS —%TRYFI2])%28RITDE, #HEITZRIV—HFIAMI YV —ILICEE
RRENET,

IAM OV =)LIET VEAFANHBEIHAESIHICRBUT, ROFIEZETLET,

« IAMOY =) TRETDTIVEAHFANF HB5EEE. Detective ICFERATZ 7> /NILIC

HRRVS—ZTEYFLET,

c IAMOV Y=L ZRETEIT IV EAFANF ZVWHEERF. RUZ—0 Amazon U Y —AR—LA

(ARN) ZE—L T IAM EEBFZEICREHEL TKEZ V., ZhiZ&LY), IAMEEENFBEFERICK
HO2TRIS—ZTRYFTEERT,

[Detective EX¥E#] T Detective EBET HV M ZEBIRLET,

BIRTE DA 7S 3> IF, Organizations TO Detective DEFE N EBEBETHI U NERE-
TUWBDESHICKD>TELBVYET,

- Organizations T® Detective DEFENLEBET AV M 2HF>TWEVWEEE, 7HY

RNOTHO NEBIFEAHDL T Detective BEEBETHINELTEELET,

FRHORF/ITOLALLLRZEBET AV NEBEI S T7HFBR>TVDAREEEHY)ET,
TDHEEE. TOT NI N% Detective EEET NIV RELTEETDCEZHEOLE
ER

Organizations for Amazon GuardDuty, AWS Security Hub& 7z l& Amazon Macie [CEF&E h
EEBBETHIO N EBELENIHE, Detective TNSOT AV ROWVWT A ZRIRT S
KRICKROET, T, S ERBIDTHIVRNEANTERIEETEERT,

« Organizations TOEFENEBEBET NIV N EFE>TVEHEEE., TOTAHIRND. B

BOTAIROVThAZRRIZDELSICROSNKT, COERESILEEBETHIU N
ZINTOV—23VTRRIDZENHERENET,

[Delegate ( F1E )] ZiBIRL E T,

Detective ZBEMICL TWBBE, FLEREBREOBEITSTOXN—THINTHBDEERE. [£
%] R—> T Detective EBET NI M EEETEET,

Detective EEBET NIV N ZRETBICIE (2] R—D)

1.
2.
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Detective D FES—2a>RA 2T, [RE] O [£2M] ZBIRLET,
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3.

5.

[NZ—2 RRDI—=] NI T, Detective X HR—KNTBDIXNTOHOIZXR—T RAR

) —NDFEHMEMIETEE T, Detective TI—H—ICRITEEBLEVWT I IS

UT, BREBEBTIVEAFAZTHI N AETEET, EEEE L TREETSIC

l&. AmazonDetectiveFullAccess RUZ—Z T U NIVICTRYFIBEEHRLUE
E

IAMOAVY—=)LIET O EAFANF HINESHITIELUT, ROFIEZERTLET,

« IAMOVYV =) TRETDITIVEAFANF H25EE. Detective ICERATZD 7T /NILIC
WRRS—%2TRYFLET,

« IAM OV =L ZBETDIT IV EAFANBWVESE., RJZ—O Amazon JY —AZX—LA
(ARN) 20— L T IAM BEEICEREL T TV, Chickl, IAM EBREFSEECR
Ho2TRIV—BTRYFTEEXT,

BIRTE D A7 3>, Organizations TO Detective DEFEE N EBEEETHI N &R
TUWBAESHICK>TERYET,

« Organizations T® Detective DEFEENIZEBET AV N E2FHE>TVEWVWEERK., THY
YRNOTHIY REBFEANDL T Detective BEBETHIRELTEELET,

FHORBSTOLAICKRZDEBETHIRNEBET S 7HAER>TVSAEEREHYET,
TOFEK., TOTHDV M%&E Detective EBETHIRNELTEETSDCLEZHEOHLE
g,

Organizations for Amazon GuardDuty, AWS Security Hub& 7= l& Amazon Macie ICEEF&
EFEBETHINEEEENEHEE. Detective FEFNSOTHIROWVWTFNAZRIRT S
KOICKRHET, T, ChSERBIDTHIRNEANTEIEETEET,

« Organizations TOEFENEEBET NV RN ZHFE>TVEEEE., TOTAHI RN, B
DOTHIVROVTNAZBIRTDEISICRKROSNET, COEFESNEBETHI b
ZINXNTOU—2D3VTERIDCENHEREINET,

[Delegate ( B )] ZERLE T,

Detective EEET7 H7V 2 N DIEE (Detective API, AWS CLI)

Detective EEE T HDU > N EEBETSICIE. API J—)LE =& AWS Command Line Interface & {&
ALET, HBEBTHY > NORIIBEREZEFEAITHILEN HYET,

Detective BEEET 717> N DIEE (Detective AP, AWS CLI)
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BT D Detective DEEENEBEBET NI RN ZBRICE>TVRBEE. TOTHIRNEER
BOOTHIORNDELESH BBIRTIMVBENHYET, EXEThEEBETHIVNEEBRTSDC
EEBFOLET,

Detective BEXEE T > N (Detective API) Z38E T % IZ & AWS CLI

« Detective API: EnableOrganizationAdminAccount ZRL—2 3> AL £, Detective
EEETNHIORNODAWS THIY MBI FEEETDXENHYET, THIY MEAIFEEE
FBICl&, ListOrganizationAdminAccounts ARL—23a 2 ZFEALET,

« AWSCLI: ON¥ > RZ A4 2T enable-organization-admin-account N> RZZETLE
Jo

aws detective enable-organization-admin-account --account-id <admin account ID>

Bl

aws detective enable-organization-admin-account --account-id 777788889999

Detective EXEET AV NOHIBR (A Y —IL)
Detective 1Y — LA 5., Detective BEEBET NI NZHIRT B ENTEXT,
Detective BB ET NI N ZHIBRT D E, TOT AT MIH L, Detective AEZNIZAR V), HBE

IS T HEIBRENE T, Detective EBET AV MNE, BEOU—J 3V TOKBIBRENET,

/A Important

Detective BIEE T HU > N %ZHIERL TE. Organizations TOEFENEBEBETHI BN
CREELEEA,

Detective BEIEET HV > NZHIBRT 32 ([Detective ZBMICT D] R—D)

1. https://console.aws.amazon.com/detective/ T Amazon Detective 1V —J)LZHE X T,
2. [BT3]%EBRLET,
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Detective EEETH V> NOHIBR (A2 V=)L) 128


https://docs.aws.amazon.com/detective/latest/APIReference/API_EnableOrganizationAdminAccount.html
https://docs.aws.amazon.com/detective/latest/APIReference/API_ListOrganizationAdminAccounts.html
https://docs.aws.amazon.com/cli/latest/reference/detective/enable-organization-admin-account.html
https://console.aws.amazon.com/detective/

Amazon Detective J1—%—AH4R

4., WRAATOTRY VAT, Tdisable, EAHZLTH S, [Amazon Detective & EM{t] &8
RUET,

Detective BIEET NI NZHIRT 2 (ICIF (£ R—)

1. https://console.aws.amazon.com/detective/ T Amazon Detective 1YV —I)LZFEE X T,
Detective DFES —> 3 >RA2 T, [RE] D [£/%] BBIRLET,
[EfEE N = EE#H] T [Amazon Detective & EXL] ZiBIRL £,

WERAAT7OTRY VAT, Tdisables EABL TAH S, [Amazon Detective % fEXN{b] %2
RLET,

R

Detective EEE T H7 > N DHIE (Detective API, ) AWS CLI

Detective BIEET7 NI N Z2HIBRTAICIE, APl d—I)LE-IF AWSCLIZFEALET, HBEEET
NIV RNORAEHRZEFERAITILEN HYET,

Detective BB ET NI N ZHIBRT D E, TOT AT MIH L, Detective A EZNIZZR V), #HBE
TS THHEHIBRENET,

/A Important

Detective BIEE T HU > NZHIBRL TE. Organizations TOEFENEBEBETHI N
ICRREELEEA.

Detective BEE T 77> ~ (Detective API) & ¥l T % (C & AWS CLI

« Detective API: DisableOrganizationAdminAccount ARL—> 3> &#FEAL £,

Detective APl Z{#f L T Detective BEBET AU N2HIBRT 35BS, APIJ—)FELEITUR
AETENEU—23TOAREIBRENETT,

« AWSCLI: ON¥> RZ A>T disable-organization-admin-account N> RZZETLE
9.
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ZEFENEEBEET NV NDOHIBR (Organizations API,  AWS CLI)

Detective BEIEET7 H D> N ZHIBRL TE., Organizations TOZEEENEEEETHIV N
BERICHIBREND L EHVY) EB A, Detective DEFEEhEBEETHI Y NEHIBRTSIC
(&, Organizations APl ZFRAL £,

EEENEEEBET NI NZHIBRTZE, EEENEEBET T MY Detective BEEBET 1
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9, Detective EBETHIMNOTHI Y MNEBIF &, Detective DH—ERAT7V NI
detective.amazonaws.com ZIEET D HLEN BV ET,

« AWSCLI: ON¥ > RZ A>T deregister-delegated-administrator N> RZZEITLE
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aws organizations deregister-delegated-administrator --account-id <Detective
administrator account ID> --service-principal <Detective service principal>

Bl

aws organizations deregister-delegated-administrator --account-id 777788889999 --
service-principal detective.amazonaws.com
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EOERFXDEHVNTY,
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LET,
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BEENETATDRNOBE, THIOY NEBHZEEL TXN—BY, BEIZT7ICT—
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XN=THIRKIVARNCZEUTOTHI M EENRE T,

s BEROTAIU BN
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XY N—=FHI> NE—ERRTS (Detective API, AWS CLI)

APl J—)LE -k Z#FEAL T, AWS Command Line Interface TTBIT S 7RO X IN—THI> MO
JANERRTEERT,

DOIANTHERATZIEETZ 7O ARN 2B TSICIF. ListGraphs ARL—> 3V Z2EAL X
ED

XVIN=FAI2 D) ARNZEEET S (Detective API,  AWS CLI)

+ Detective APIl: ListMembers ZRL —2 3> #FHALET, BHWOIET S 7 2BA T2 (CIE,
B> 7 ARN 2 8EL X,

MBEETSTOXN=THIORELTEMILBY 2 EEBT HO KNP, BEITZS 7LD
BBEA (T ZMBBRL BT H O ME, ListMembers TREBERENELBANDT, FELTLKEE
(AN

« AWSCLI: OXY > RZ A>T, list-members AN REZETLET,

aws detective list-members --graph-arn <behavior graph ARN>

Bl -

aws detective list-members --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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ROFTHDYRNEBRIFOUANEEBELET,
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aws detective get-members --account-ids <member account IDs> --graph-arn <behavior
graph ARN>
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aws detective get-members --account-ids 444455556666 123456789012 --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234
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mEhEzd, BET7THI> MDFE. [Type] (R4 7) & [By organization] (B 5 (C/xV) F£9,

T7AILRNTR, ILWEBT OO NEXN=THORELTEHEMIRYEEA, AT—ZXA
(&. [Nota member] (X>/N—TE&\) TT,

BBTHhO NOBBNBEEMLEEIRT S &, Detective i, BHBICEMENEZFHLVWT AT K
EBXN=TAIDRELTEMUETZRSIEBYERT, BMEE>TLVEVEFOBBT AV N
FEMCEWEEA,

Detective "X N—TFT WO NELTHEHBTHIO O N EBMICTEZILESHE, LTICK>2TE
BYET,

s BETSTOXUN=FHO NOBRKREIF 1,200 BT, EES S 7ICBEIC 1,200 BO X
N=THIRFEENTVREHEE, HILLTHIRNEBMIITRERFETEEREA,

- Detective &, Amazon GuardDuty A"BMICE 2> TVEVWT AT N E 48 BB EEMICTS C
EFETEFRLEAS

BEAN=THIOVNDER 136
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« Detective l&, ZHO N EBWMICTBREEBEIT S TDT—RENFBRABEBADELSBTH
IO REBMICTRERFTEERA,

MLUWVHEBT OO b 2BBNICAMCTS (A2 Y—I)

(THOREBIR—DOFHULVEBT A N ZEBNICBEMCTBREICKY, PHDU KDY
BBCENMEN RIS TEHENICBEWEENDRSICTEIHLESHERETEET,
FLWEBT HIO U REXN=THORNELTEBBNICEMCTSICE

1. https://console.aws.amazon.com/detective/ T Amazon Detective AV —J)LZHE X T,

2. Detective DFES—2 3> R4 2T, [Account management] (FHV > NEE) ZBIRLET,
3. [HLVWHERBRT7HO > NZEENICAEMICTR]Z [FV] ONEICLET,

FLWHRBT7HV > N Z2EEBMNICEMIC TS (Detective AP,  AWS CLI)

HULWEBT DO N EXN=THIORNELTEHEBHNICEMICTAHAEDHERETDICIE. B
IBE T HJ> M Detective APl E 7=l AWS Command Line InterfaceZ R L £ 9,

SEEETR EETACE. BEIST ARN REETIBENHYET, ARN EBBETE I
(&, ListGraphs AXRL—2 3>z AL ET,

MBT7HO N Z2BEBNICEMICIZBEENREZRRIZICE

« Detective APIl: DescribeOrganizationConfiguration AXRL—3a> AL X,

HFULWBS 7 HO N Z2BBNICEMELENDLDICTDE., COREEL T, AutoEnable #
true IV ET,

« AWSCLI: Y > RZ 4> T describe-organization-configuration N> RZE{TL &
E

aws detective describe-organization-configuration --graph-arn <behavior graph ARN>

B

aws detective describe-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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MLUWVEBTAOY N Z2EBBNICEMICITSRICE

« Detective API: UpdateOrganizationConfiquration ZARL—> 3> ZFHALET, HL VWA
BTHhONZEBNICEMICITSICIE, AutoEnable & true [CEREL F T,

« AWSCLI: AN > RZ 4 2T update-organization-configuration N> RZZETLE
9.

aws detective update-organization-configuration --graph-arn <behavior graph ARN> --
auto-enable | --no-auto-enable

Bl

aws detective update-organization-configuration --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --auto-enable

XIN=TAHAHIONELTHEBT NI N 2BMICTS

HLUWEBTHO hZ2ABNICEMLLEVERR, TNhSOTAVNEZFBHTHEMICTER
T, Elo, BENTEZBRLET ATV NEFHTEMCTIREN BV ET,

TAOVRNZBMIITEDHNESHDORE

BBBEIZ7ICITICERBTH S 1,200 BOBMBTHO MY HB5HE. TORBTHV >
REXN=THIOVRNELTEMICTR LR TEEREA, TOHE, BBTHOMODAT—X
AR AXN—TRHNETEA]DRRIZBEYNET,

BT Ho NZ2B/MIZTSBE, Detective lFFDT I MA" 48 GuardDuty BB LA EAmazon®
BETH2ENESHZERLET, 48 BEUENZBL TWSIEE, Detective &, 7HT MO
F—RICE2T, BEITSTOF—EBL—RF9F—2BIATVWREVWAESHEFIVILET,
COFIVIICIE24~48 BREM LD CENBYVET,

Detective ' 7T—ZX L — KM ZRKRIL TVBE. XON—THIVROAT—RAR [BMCH2>TVE
BA]TT,

XUN=T AR INSOEBEODFIYVICEEKTDIE, XON=THIRNODAT—RAN
(B ICEHENET, Detective l&. XON—=THIVRASEHETSTAODTF—ROWMYiAAh%E
BBLET,
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CNSDFIVIOVTINICERLEBN 2I2BE. XUN—TFTAIVRDAT—2AR BRI
BOTWRBAIDRRICARYET, THIOV NG, BEIZ7IETF—22RHLELEA,

XUN=THORDFEMFIVIICERTDETIZ, Detective X N—THIORNODAT—
RAEBENIC (B ICEELET,

HBTHOREXN=THAIRNELTEMCTS (A2VY—I)
[PHAOYREBIR=DT, XN=TAHAINELTHEBTHI Y NEAMCTEERT,
XYN=FHAIVRELTRBT AV N ERHICTZICR

1. https://console.aws.amazon.com/detective/ T Amazon Detective 1>V —)LZHAE X T,

2. Detective DFES—2 3> R4 2T, [Account management] (FH > NEE) ZBIRLET,

3. BAEBMIB>TVWAVWTAI RO IARNERTTDICE, [BMICEZ>TLVEREA] ZERL
£9,

4. BWMERRELT, BEOCEBT NV M 2BRIZDEE, IXNTORBT NV N eBERT
BEETERY,

BIRULEEBT OO N2BMCTBICE:

a. BMCITHE<0EBTHO NERBRLET,
b. [Enable accounts] (7 hJ > hzE#L) ZiBIRLET,

IXTOEBTHO R ZBRCTRICR, [IXTOEBTHV > 2B 2BRULET,

BBTHOREXN=T IO N L TEMIZTS (Detective API, AWS CLI)

Detective APl £/ %#EH L T, AWS Command Line Interface 8@ 7 H V> N &8 1T8 T > 7
DXN=THIRNELTEMCTEEXS, UVTARNTHERATSEEITZ 7O ARN ZE1E5T S
[Zl&, ListGraphs ARL—> 3 #FEALET,

BT NI REXN=TAHINELTHMIZTSIZIE (Detective API,  AWS CLI)

+ Detective API: CreateMembers ARL —> 3> &#FEHALET., 57 ARNZEANTEIHLEND
WET,

BTAIKNCOVWT, FHADREBRF2EELEY. HBEBEIZ7RNOBBTHOY NEE
FENFLRA, X—IITRLAY, BECHEIZITOMUOFEREZEETILERZHY) XA,
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« AWSCLI: OY > RS A>T create-members AY > REETLET,

aws detective create-members --accounts AccountId=<AWS account ID> --graph-
arn <behavior graph ARN>

Bl

aws detective create-members --accounts AccountId=444455556666 AccountId=123456789012
--graph-arn arn:aws:detective:us-east-1:111122223333:graph:123412341234

BT NONEXDIN=THI NOEENTZHERTS

EEEETZ7AOEBT NI R SOT—ROBY)IAKZFLTRICE. TOTHIY N B
BEIZ7NEENTEZRBRLET. TOTAHINOBREOT—2REBEITZT7ICHI KT,

BT HONOEENTEZBRIDE, AT—RAN [XN—TRHYEEA]ICEDYE
¥, Detective FZTDT NIV RASODTF—ZOM)IAKRZFILELERIHN, THAIVNEFVANIHR
WERT,

BB THO NOBEENT2#ERTS (DY)

[THOYREBIR—IT, XN=THAIORNELTHEBTHO NOBEENTEZHRTEET,

1. https://console.aws.amazon.com/detective/ T Amazon Detective 12V —)LZHE X T,

2. Detective DFES—2 3> R4 2T, [Account management] (FHD > NEE) #BIRLET,
3. BMTAIVRNOVANERRITDICE, (B 2BRLKT,

4. BENTEHBRIDICE. BTHIVRNOFIVIRY VREFAVICLET,

5. [702a2]ZBRULET. RIZ, [THO M zEEM] ZBRLET,

BENTZBRLIET ATV RNDOT AT RAT—RAN X N—TRHVEEBA]ICEDY)
£

HBBT Ho2 NDOBEEN TR (Detective API, ) AWS CLI

Detective APl £k &#FHL T, AWS Command Line Interface T8I S 7ROHEBT7T HO > K%
XON=THIORELTHERTRCEEZMBRTEEXT,
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JOTANTERATZENEITZ 70O ARN ZEBTBICE, ListGraphs AXRL—> 3 =2 FEALE
9,

BT NI NEBBBETS T OBEN MK T S IC1E (Detective API,  AWS CLI)

« Detective API: DeleteMembers ZRL —> 3> #FHALET., 57 ARN &, BEFN T EZEKR
FTAIXN=THIOURNOTHIOREBIFOUANEZIRRELET,

« AWSCLI: Y RS54 > T delete-members AY¥ > REEFTLET,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

Bl

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

BEENEXN=THIONOERE

BEEETHIORNE, FHOURNE, BMETST7OXN=THIONIBBDES5BEFTEET,
XN=THhO SN BEEEFEL TEMICES E, Amazon Detective &, X2N—=TFHO D
F—REHVY)AK, TOBETZT7ICHELBOHET,

BEEETZ7UNOEBET Z7 TR, XON=TAHIVNEIXRTBBEENZTHIVRNTT,

Detective BEEBET NI NE, BT7 HIO NAAOTHIO NZ2EBEET S 7ICHBETZH L
£ETEXET,

EEETHIONE, BETZS7h5., BEENEXN—THIONZBEIRTZDEETEET,
7>
s BETSTADAXN—=THO NOBEF
o« AT—ZANN [BWCBE2TVWEBA] THEIX/N=THI NOBEML
« BMETST7ASDBEFENEXN—THT> SOOI
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BETZ7NDXN=THO> NORBEF

EBETNAIOVRNG, BEIZ7CT—REZRMIBZELS, THUVNZHBETEET., BRI S 7
L. BKR 1,200 OXN=THIRNEZEHDENTELRT,

BEIJS7ICTF—RERMIBDRSICTHV N ZBFEITZ7O0CRAOBERFROESY TTY,

1. BMIBXN=THO R, AWSEBET AT RNFTHIO N NEBIFEIL—RI—
H—DBEFXA—ILTRLAZREHELET,

2. Detective Ik, X—ILTP7 RLAANTHIROIL—RI1I—H—OX—)LTRLATHS & ZREL
LET,
Detective & AWS GovCloud CKEREB) £ =ik AWS GovCloud CREFEEE) V—3 > Tl 0k
AERITLEE A,

3. THOY NERN BEMRIBE, Detective FXVN—THOUNIBEZREELET,

Detective " AWS GovCloud CKREREB) £ 7=l AWS GovCloud CREFEIE) V—3a >0 X /N—
THORNIHBEBEX-ILEZEFEITDZEEHYEEA,

D) —> 3> IC D2V T, Detective AP IZIE, XN—=THATY MAOBFEEELBEVWATT
SAVHFEFIRTVET,
COATZAVR, —THICEBENDTHIMIERTTY,

4. XYN=FHIY NGBS EREE EHBLET,
EBETHIORRBEX—LZEFELBEVEESTE, XON—THI O NIBEEBFIINET
PRENFHYET,

5 XON=TAHDOY NNBESFEERFE TS L., Detective ZFDX/N—F AT M 48 GuardDuty
B EAMazonDBETH 2> A ESH ZRIBELET,

A8 BEELA EAZIBL TWBIEE. Detective &, XUN=TFHINOTF—RIZK>2T, BEY
ZT7DTF—FL—RMNO7#—322BITVREVAESHZHEBLET,

CODFIVIICIEE24~48 FREANMD D ENFBYVET,

Detective " T—X L — KR ZRKRIL TWBE., XON—THIVRNOAT—R2AR [BMICHE 2T
WEEBA]TT,
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6.

XUN=THIOURNFINSOEEDFIYIICEETDE, XON—THIRNODAT—RA
FEBMIC (B3] CEME hE T, Detective b, XV N—FAVY MY SBEIFTADF—2
DEVALEBIBLET .

CNSDFIVIDOVTINICERLEBN 2I2BE. XUN—TFTAIVRODAT—2AR BRI
BOTVWRBAIDERRILABYET XUN=TATV NG, BEIZ7CTF—RZ2RMELFE
Ao

AUN=T AR ENCBDIEOOBEHN HD N EREND ETIC, Detective lE X

N=THAIDROAT—RAZEHNIC [BEMICEELE T,

EEZE, XON=T AT SNHFEMIZHEY) GuardDuty ., Detective A TF—RENZTEHLNC
EEBRUEY), BEBEBTHDNMMOXN—=THO 2 NEZHBRLTTZ A NEAOAR—
AZBRLIEVNTRDRE, XON=—TFTHIDRNOAT—RARF B ICEDYET,

BROTHAIVRNODAT—2AN [BRCB>TVEEA] THBIHFE. Detective FHBEFENIZ)E
FTTPAIDVREBRMIILET, AT—RAN [BMEB2>TVWRBA|THRZTHI Y NEEBRW
ICTRAESHETFIVIOITR7TOLAR. 1 REZELCETENET,

EEETHONE, BB7OEAFRITENDZIETEOOTREEL, FHTTFHINEE
MICTBDEETEET, fIAEF, EBETHIRNT, BUMIICITBDTHINEBIRTESR
9, the section called “AT—RXAHNN [BEMC B2 TVWEBA] THEIXN—THINOEM
b EBBLTEE L,

Detective l&, 2021 £5 A 12 AN S, AT—Z AN BB >TVELRBA] THADTHIU N
ZEBNICAMICTDRRIICE 2L EICFEFRELTLKEETV, ThUBIICAT—R2 AN [BRIC
BOTVWEBA]|TH2ET7HIMNE, BENICEDICEDCEREHYELA, EBETHIY
NE, FBTEMCTIHLEN HYET,

B2OF7HIYNOBETZTIANOBEF(A>Y—I)

BT S TADF—SRBERS THET DA N—T ATV NEFHTHETEET,

BETBDAN—FHIY NEFHTRRIBICE QA2 Y—)

1.
2.
3.

https://console.aws.amazon.com/detective/ T Amazon Detective 12V — )L ZBE X T,
Detective @ FE4"—> 3 R A>T, [Account management] (7 AT NEE) £ BIRLE T,
[70>a ] &BRLET. TDOE, [Invite accounts] (FHT> N z1BEF) 2 BIRLET,
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4. [Add accounts] (7 71> NZE ) T, [Add individual accounts] (fABID T HD > N &IEM) %
BIRLET,

5. BBEVANCIXUN=TADIRZEMIBICE. RODATYTERITLET,

a. [Add account] (7 ho > NZEM) Z&IRLEXT,
b. TAWS 7AHD>KNIDy ICl&, AWSTHIONIDZAALET,

c. [Email address] (X—ILTF7 RLRA) T, PHOVRODIL—RI1—H—DX—=I)LT7 RLAZAS
LET,

6. VARNDSTHIURNZHIBRTZICIE., TOTHT> MO [Remove] (HIBR) ZiBIRL £ T,

7. [Personalize invitation email] (BEX—=ILZN—VF 54 X) T, BEX=IICEHDHARIA
ARENLEAVTF Y EREMUET,

BIZE, COMFBEFEAL T, EREBEBREEELE T, . ChZEEAL T, BEZAR
THEIC, BDEZKIAMAR) D — 21— —FL@EO-LICTRYFIRIUENHDEEXY
N=TAHIVRNEEREBLET,

8. [Member account IAM policy] (X NN—FHO RO IAM R > —) (2, XN—=TFHo b
CHEBZIAM AR —DOTFARNFEENET, BREX—ILIERE., CORV—FTFARNNE
FhET, RUD—FFANZIE—FBICEE, [Copy] (AE—) ZFEIRLET,

9. HBEFEZERLFTI,

AXN=TAIVRNIANOBETZ7ANOBF (A2 Y—))

Detective AV =LA S, BETSTICHBEFEITEIXAN—THIORNDIARNEEL .csv7 74
L ZRETEET,

77ANDRIDDITREAYHA—TTT, TOR, EFAIVNEIEBOTICVARENETT, X
N=TFHORIVBNIICE., AWSTHIRNIDETHIROII—RI—H—DX—=)LFRL
ANBENRET,

Bl

Account ID,Email address
111122223333, srodriguez@example.com
444455556666, rroe@example. com

Detective ' 7 7 A )L ZIB T BRI, THU Y NDAT—R AN [Verification failed] (}REEIZ KL
FLE)THVRERY, 3TICREECATVERT7HVNEIEREIhETT, CORT—RARK, 7HY
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PRALCRBENEX-IWT RLAATHADROIL— NI —DOX—)L7 RLAE-HLBA >
ECEERBTDENTT, TNDHE, Detective FTOBEZHIBRL., X—ILT7 RL AORKRIEE 1B
FOREFEEBRITLET,

COATZIAVRE, TADVRDVARNEZERITZEHICHEATED TV TL—MERHMLET,
sV UARASXYN=FAHAO NEBEFEIZICRE (AVY-I)

1. https://console.aws.amazon.com/detective/ T Amazon Detective 12V —)LZHE X,
2. Detective DFES — 3> R4 2T, [Account management] (7 > NEE) ZBIRLET,
3. [FO>av]&BRLET, TNDE. [Invite accounts] (F AT N&EBEF) ZBIRLET,
4. [Add accounts] (7 A N%&IEHN) T. [Add from .csv] (.csv A SiEBHN) ZiBIRL £,
5

EETDTTL—RN7740LZEAD>O—RTBICIE. [Download .csv template] (.csv 7> 7
L—h&EZD>O—R) ZERLET,

6. FHIVKRDUARNEELT77A4IN%BIRTSIZIE. [Choose .csvfile] (csv 7 7 1)L ZiEIR) &
BRLET,

7. [Review member accounts] (X2 /N\—F HhJ > N ZH#5FR) T. Detective ' 7 7 AL TRDF1 X
IN=THIORDODV)ANERIAILET,

8. [Personalize invitation email] JBEFEX—ILZN—VF T4 RX) T, BEX—ILICEDDZIHARIIA
AREhEOTFYEREBMLETD,

Bz, BEREBBRERBELLEY ., XON=THIV MIYXER IAM RS =22V THEEM
BLEYTEET,

9. [Member account IAM policy] (X /N—FHO RO IAMRD > —) (ZIE, XON—=TFHo K
ICHAEBZIAM ARV —OTFARNFEENRET, BEX-INICREK, ZORVI—FTFAMNE
FhET, RUP—FFANZIE—FBICEE, [Copy] (AE—) ZEIRLET,

10. BEZERLET,

XIN=TFTHO N2T87 > 7 8159 % (Detective API, ) AWS CLI

Detective APl £/zlxZ#EHL T. AWS Command Line Interface T8I 5 7 ICF— 2 2t 33
EDIAN—THIORNERBETEETT, VIVIANTHEATHEETS 7O ARN ZHETSIC
k. ListGraphs ARL—2 3> #FALET,
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XUIN=TAHAI2 NETETZ7ICHBEFT S ICIE (Detective API,  AWS CLI)

« Detective API: CreateMembers ZRL —2 3> #FALET, 57 ARN ZANTIHREND
WET, ETHIRCO2VWT, FHOURNEBAFENL—RI—H—OX=)ILTRLAZIEELF
9,

XN=THIONIBEXA=NLEEELEVELSIZTSICIE. DisableEmailNotification
& true ICERELET, 7 #I) BMNTIE, DisableEmailNotification & false T9,

BEXA-LZEEITRHER, #7232 T, BEX-NLCENTDNARLATFANZANTE
x5

« AWSCLI: OY > RS A>T, create-members AN RZEFTLET,

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --message "<Custom message
text>"

Bl

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-azrn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --message "This is Paul
Santos. I need to add your account to the data we use for security investigation in
Amazon Detective. If you have any questions, contact me at psantose@example.com."

XUN=THOURNCBEX-IIZEELRBRVCEEZRTICIE, --disable-email-
notification Z€H %7,

aws detective create-members --accounts AccountId=<AWS account ID>,EmailAddress=<root
user email address> --graph-arn <behavior graph ARN> --disable-email-notification

Bl

aws detective create-members --accounts
AccountId=444455556666,EmailAddress=mmajor@example.com
AccountId=123456789012,EmailAddress=jstiles@example.com --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234 --disable-email-
notification
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BEOMEICHOEDXN—=THI RO ARNDIEMN (Python AV VT NFA>
GitHub)

Detective l&. GitHUb A TOC EZABEICT DA —T VY —RARVUTNEZRHLTVET,

s BEVANDEBEO)—2aVICE&TDEBETHIONOBEITSTIC. XON=THIOKD
BEVANZEMLET,

« HB—TaAVTEBETHIOMEBEISZ7Z2BLTVEVEES. AU U7 M Detective Z
BMZL, TOU—23VICBET S 7 EZERLET,

c XUN=THIORNIRBEFEA-INLZEELET,

s XUN=THIURNIBZDEHOBEFEZEHNICEFELEFT,

GitHub AV U7 NOREEFERAFZEICOVTI, Z25BL T EE V), the section called “Amazon
Detective Python A9 ') 7' K”

AT—BANN [BRMEBEDTVEREA|THEIXN=THINOEXM
1t

XN=THO RN BEEAEL =%, Amazon Detective G X N—TFHO N EBMICTES
HhESHERIBELET, Detective ' X N—=TFTHI R Z2BMCTERBRVEEIE, XON=THD
VRDARAT—RAE [BEMICBE>TVERBA]ICERELET, chik, XOVWFThAODERTHREL
x£9,

« XUN=THI NE, GuardDuty 4885 L EAmazonDERICE > TVEH A,
- Detective X N—THIONODTF—REZRIELTVET,

s XUN=TADVROTF—RICKY, BEITZTDTF—FL -V —R22BABEILBYE
9o

AT—RAN BB IDTVEREAI THIXN=THOU &, BEITZ7CTF—2Z2RHL
Tt A

BETSTIATHINCKRISTE S 128, Detective @7 HTU N EHBHNICBRICLET,

AT—RAN BB IDTVEREBAI THRIXN=TAI N Z2FHTENCITD L Z2HAD
CEETERY, Pl BEOXN—THIOURNZHIKRLT, T—XBZRSTENTER
T, BB7OEATTAIY MMEBCBZZOZEFIRADYIC, AT—2AN [BHICE>TLERE
Al THBIXN=TAHAIVRNEBNIITRDCEZHAADENTEEXT,
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AT—BAN BB 2>TVEREBAITHBI X N=TAHONOBEMEL AV Y —
L)

XUN=TAIRIVARNIRE, AT—RAN [BMCB2TLVEREA] THSD, BIRLEXTDN—
TADY RN ZBMICTRATZIAVHAEERATVET,

AT—BRAN BB 2TVWRBAITHIXN=THIO M 2BMELTRICE

1. https://console.aws.amazon.com/detective/ T Amazon Detective 1YV —J)LZHE X T,
2. Detective DFES—2 3> R4 2T, [Account management] (FHD > NEE) ZBIRLET,

3. [My member accounts] (BB DXN—TF IO R) T, BMICTBREXN=THIRD
FIVIRYDREFICLET,

AT—RAN [BMCBE2>TVERBA]| THIXN=THIO MO XKZBIMI_TEXT,
4. [Enable accounts] (7 HhV > NZEBML) ZFIRLET,

Detective &, XV N—FH IV REBMCITEBHESHEHMULET. XON—TFHIVRNER
MICTEDFEREFE. AT—ZFAN B ICEDYET,
BHICBE2TVWEVWXN=THD N EBMIZ TS (Detective AP, AWS CLI)

APl J—)FEEFEFEAL T, ML TVEWTI DOXN—=THO N z2B3LTE
£9, AWS Command Line Interface VO TARNTHERATHEETZ 7D ARN 2EEBE TSI
k. ListGraphs AL —2 3> = FALET,

AT—RAN BB 2TVEREBAI THIX Y N=THO R 2BMLTBICE

- Detective API: StartMonitoringMember API BifEZ AL E T, EBET 7 ARN ZI8ET S
BENFBYVET XAN=THONZERANTBICE. AWSTHINIDZFEALET,

« AWSCLI: DN RS54 > T start-monitoring-member X > REEITLET,

start-monitoring-member --graph-arn <behavior graph ARN> --account-id <AWS account
ID>

VIR

start-monitoring-member --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234 --account-id 444455556666
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BETZ 7D SOBEENLEXN=THV > NDHIBR

EBETNIVRNE, WOTEBRIZTIDSXYN=TAIY NEHIRTEET,

Detective &, AWS GovCloud ( KEXRZE ) & KT AWS GovCloud ( KEFEZE ) V— 3> 2RE
AWS, BTUEXUN=THO NZEEMNICHIBRLET,

BEIZTHSBEENEXN=THI MEIREND &, ROKSICBYET,

« XUN=T AT KD [My member accounts] (BB DXV N—FTHI RN HSHIBRENET,
« Amazon Detective &, BHIBRENETHI U RASOF—ZORVY)IAXZEZEFELELET,

Detective l&. XUN—=FHIU N2EOT—RZENTIEETZT7HSBEOT—XZHIRL &
BAo

BETZ7HS5OBR/EENIEXYN=THI>NOHIEKR (A>Y—))

ZERAL T, AWS Management Console BEENEXN—TFHO U NETETST7H SHIBRTE
9,

XVIN=TATVNZHIBRTZICE (A>Y—I)

1. https://console.aws.amazon.com/detective/ T Amazon Detective 1>V — )L ZHAE X T,
2. Detective DFES—2 3> R4 T, [Account management] (7 H > NEE) ZiBIRLE T,
3. FHIVRKUVARNT, BIRTBDXUN—THIRNOFIVIRY IREFIZLET,

JARDSHIDTHI NZHIRTIDZERTERE A
4. [To>2aV]ZBRULET. RIZ. [THI b8 ZBRLET,

TEITS7HSHBEECIAEXN=THI> NZHIERT S (Detective API, AWS CLI)

Detective APl £/ %#FH L T. AWS Command Line Interface BEFENIEXN—THD
VRNETEBISTHNSHIBRTEES, UIVITANTHERITZEHET 7D ARN ZEBTBIC
(&, ListGraphs #ARL—>3a> & FEALET,

BESNEXN=THIONETEHI ST H SHIBRT S IZIE (Detective API,  AWS CLI)

+ Detective API: DeleteMembers ARL —>3a > &#FEHLET. 757 ARN EHIBRT D X /N—
TFHIRNOTHI NEBRIFOD)ANZEBELEXRT,

BET S 7D SOBBHEENLLXYN=THI > NOHIKR 149
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https://docs.aws.amazon.com/detective/latest/APIReference/API_ListGraphs.html
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« AWSCLI: OY> RS54 T, delete-members AN REZE{TLET,

aws detective delete-members --account-ids <account ID list> --graph-arn <behavior
graph ARN>

Bl -

aws detective delete-members --account-ids 444455556666 123456789012 --graph-arn
arn:aws:detective:us-east-1:111122223333:graph:123412341234

BEOMIBICOEDBEXN=THI DA KNDHIER (Python RO U7 KA
GitHub)

Detective TlEA—7>2YV—ADARAI V7R ZRHLTVWET, GitHUbC DAV VS NEFERAL T,

BEENLV—2320VARNENRT, EEETOIOVNOBEITZ7H5, BEESHEXDN-T
AIOVRDIUARNZHIBRTE XD,

GitHub AV U7 NOREFEXRERASEICOVTIK, 23BL T E &), the section called
“Amazon Detective Python A2 '\) 7 K~

XIN=THIVNBEITZ7ORFEAXAN-VTOER

Amazon Detective I, TF—RXZRHETZIRHEITZ 70BN IAKT—RIZDOVWT, EXUN—TAH
JURNCRELET,

[TADYRNEBIR=DTRE, XON=TAIURY, MBLTLVREEITZT7ODEBET LI
ZHWETEERT,

BEITZ7CBEENIEXUN=THIOV NS, BEZEELLY, BHECKRELLYTERY, &
=, BTSN STHIVNEZHIRTIDZEETERT,

BT HIONE, BBBEET S TOXN=THIOURNIBENZIHESHZESTREIHTERE
ho HHBEMET S TDODXUN=THONELTEMEEREMNCITZEBT LU NEBIRTES
Mk, Detective BEXEBETHI> NTT,

A>T v
c XUN=TFHIVBNIHBEZIAMR) S —
s BETZ7DRBRBOVARNDRT

XVIN=THIVRNBEFEEXN=2YTOEE 150
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c BEI ST OREBEANORE
« BETZ7H5DTHT b DHIER

XN=T RO NIHEZIAM R 2 —

AN=—THIO RN BEFERREKLVCEETALEHICE., ETHELZIAMAUS—2T ) D)N
WCTRYFITRIUBENHYET, T7VINLE., BBEOI—Y—FLEO-INICTRENTE
%1FNH. Detective TEHITDEHICHLVWI—H—FLEO-ILZERTHIEETEET,

BENICE, EEETHV N IAMBEBRECXERZRRI—ETEYFIBDRSKBLET,

XN=THI>KNIAM 7R > —IE, Amazon Detective DX N—TFTHINOT o223 Icwd
BDT7OLAEZNELET, BEITZT7ICTF—R2ERBETHIELSBEITSE X—=ILICE., TDO IAM
RIS —DTFFAMMEBENRTVET,

CORVD—%FERTBICE. <behavior graph ARN> %4> 7 ARN ICBEBRAET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:DisassociateMembership",
"detective:RejectInvitation"

1,

"Resource": "<behavior graph ARN>"

},

{
"Effect":"Allow",

"Action":[
"detective:BatchGetMembershipDatasources",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations"

1,

"Resource":"*"

}

XUN=FAHDYNAD IAM R 2 — 151
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}

BRBEIZ7HAOEBT HV Y NEBEFZEBENT., TOTHV NEHEBBEIZT7ED
EEM T ZMBRTELBRVEICFELTLKEETV, tOBEITZ7ICELTVWAVERBRT HDY >~
(&, ListInvitations N\OT7 IV EAFATDANFBETT, ListInvitations c kY, BET S
TDEBETHVNEHRETEERT, BHEFEEEELLEY, XNV T OBEEN G EBBRL V)
IRT7IVEAFUNRE., BEENEXN—ICOXEBERHENET,

BEIZTOREDIVANDERT

Amazon Detective 12Y — )L, Detective API, RI@EX2/N—TFHD>2 A S AWS Command
Line Interface. EEDITEITZ 7 \NDRFEHIETEEXT,

BEIST70BFEOXRR (V=)
TEIS70BFRIE. "SRRTEEXET., AWS Management Console
BEIJZT7OBGEERRTAIICE AV

1. AWS Management Consolelc 1> 14> LET, TDH&. https://console.aws.amazon.com/
detective/ T Detective A2V — )L ZHE X T,

2. Detective DFES—2 3> R4 2T, [Account management] (FHD > NEE) ZBIRLET,

[Account management] (7 710> NEE) R—Z M [My administrator accounts] (B2 D EBEET H
RN, REQOU—2 3 TREBELRFEEZAOBEIZTORBBFAIRRENE T, HEB7
NOVKNDBE, [NAEBETHVNICREBRBEI S 7ERRENET,

TADY MDA REERNZ A TIILBEPOEE, R—JLCREVOESNZAT7ILEE (BF) €K
RENFT,

COVANCIE, HRULBE, HRUEXN=2VT, KERBEBETHOY MHHEIBRL XY
N=29TRERRENKE A

BEREFRE, EEETNHIORES, BENEHEENWEER, BLOCBEORENVAT —FAZRRLE
ER

« BELTWEWMBBOAT—R Al [Invited] (IBEEHX) B ET,
« REUEBEORAT—A AR (B8] TG [(BRHCE>TVERA]OLVThAERYET,

BETZ7OBREORT 152


https://console.aws.amazon.com/detective/
https://console.aws.amazon.com/detective/
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AT—BZAN (B OTHOUNE, BEITS7ICTF—RE2RMELET,

AT—RAN BB 2TVWRBAIOTAHDY NG, BEIZ7ICF—2Z2RHEHLEE A,

THIOURNDAT—R AR DIE [FER] ICREENET, TOME, Detective &, GuardDuty BRI
ICBE2TVWBAESH, BMCBE2>TVWRFERE., FTHIUNIEK > TITEIZ7OTF—2EN
Detective 7 # —XZHBA BN ESIH ZHIELET,

THIRNIKRY, BETS 7DV F—2%2BADEICIFESBEVIES. Detective 7 HT >
ROARAT—RAZ [BEMICEFLET, ThUANDFE, AT—RARK [BEMCE2>TUVEEA]
NDEFERBVET,

BETSTINTHI O NOTF—REICRIETE 254, Detective FEENICTNZ (B (CEH
LET, fIZE, EBEBETHIY MNOXN—TFHOU NZHIBRLT, THOMNZEMICT
EREENBYVET, EBETHIVNE, PTHO RN EZFEHTEMITAIEETEERT,

BET S 7 OBEFDORTR (Detective AP, AWS CLI)

Detective APl & 7= Ik AWS Command Line Interface SEET S 7 DBEE —EXRRTEET,

AR ELZREEEZADODEETZT7AOBFO) ANZEET S ICIE (Detective API,  AWS CLI)

« Detective API: ListInvitations AXRL—>3a> ZFEHALET .
e« AWSCLI: OY> RS A>T, list-invitations ON¥Y REEITLET,

aws detective list-invitations

BEIT ST ORENOLE

REEREITIE. THAVVRNDODAT—2AGR, AR [BRCBE>TVERRBA]IICRETATVE
T A, Detective I&, PHIV NZKVY, BIETZT7DOF—XREN Detective DI A —RZEHBAD
EIBBDESHZRFELE T, Detective XK CODF IV I ZITSICEE, AU MT 48 GuardDuty
BB EAmazon A" BRICHE > TVWARXEN BV ET,

TFHINCZIKRY, BETS TN VA —REBADEICFESHEVIES. Detective 7 HT N
NDAT—RA%Z [B%] ICE#H L ET, Detective i&, %GDE—*:,"—""C O tEERANSEET T T7A
DTF—ZOEV)AKEMBERBLET. 7HIO NI, F—RICODVWTOREESEBRENET,

BT ZT7 OB/BANDISE 153


https://docs.aws.amazon.com/detective/latest/APIReference/API_ListInvitations.html
https://docs.aws.amazon.com/cli/latest/reference/detective/list-invitations.html
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TADYRZEMTBRETITRIZ70T—2EN REI #—2 28X %5&. GuardDuty £z
AL TVEWEER., AT—FAR [BMELENTVEREA]DTERRICBVET, CDBE.
TAHO> NZHIBRLZVBRY) . Detective BEIMET Z 7 TNICHISTERE., BBNICT AT N
ZEMILET. EBETHAIVNE, THADOD R ZFETEMICIZDCELEETERT,

BEEHETRE, BEOUARARNDYSHIBRE N, Detective FBMET S 7DTHOY NF—REFEH
LEBA

BEITZ7TOBFAORLEZ (AVV—IL)

ZERAL T, Detective AV —ILADOI DV ZETCHBEFEXA—IIZRETEEXRT, AWS
Management Console A7 —2 AA" [Invited] (HBFEHR) DBEFICOXKRRETEET,

BEIZ7OBRFICRETZICE (AT Y-I)

1. https://console.aws.amazon.com/detective/ T Amazon Detective 1YV —)ILZHAE XTI,
2. Detective DFES—> a2 RA 2T, [Account management] (7 HhD > NEE) ZiBIRLF T,

3. [My administrator accounts] (B2 NEEETHI VN T, BEFEEREZELTHEIT S T7TADT—
2OREEBHB T B IZIE, [Accept invitation] (FBiF & &FE) ZBIRLE T,

BEEHBRLTUARNDY SHIBRT B IZIE, [Decline] (B5B) #iBIRLE T,

EAMETIZT7ANDBEFEANDISE (Detective API, AWS CLI)
Detective APl & /= l& AWS Command Line Interface SEET 5 7 OBEFICKHETEET,

EANMETITZ7NOBFZEZITANDICIE (Detective API) AWS CLI

« Detective APIl: AcceptInvitation ARL—>3>ZFERALET, V57 ARN ZIEETHIHE
FHWET,

« AWSCLI: ON > RZ 4T, accept-invitation ON REEZ{ITLET,

aws detective accept-invitation --graph-arn <behavior graph ARN>

i -

aws detective accept-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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https://console.aws.amazon.com/detective/
https://docs.aws.amazon.com/detective/latest/APIReference/API_AcceptInvitation.html
https://docs.aws.amazon.com/cli/latest/reference/detective/accept-invitation.html
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EANMETITZ7\DOBFZIESRT S ICF (Detective API, AWS CLI)

- Detective APl: RejectInvitation ARL—23a>ZFEALET. V77 ARN ZIEETHHE
FHYVET,

« AWSCLI: ON > RT 4T, reject-invitation N REEZITLET,

aws detective reject-invitation --graph-arn <behavior graph ARN>

B -

aws detective reject-invitation --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

BEITZ7H50T NI NDOHIER

BEEEAFZELEE, WOTEEEITSINSTHINEEIRTEET, BETS 7HSTHIY
N%ZHIBRT 3 &, Amazon Detective 7 HI > MDY SEBET S 7AOTF—ZOEWMVY) A ZEFEIELE
j-o EET?U)?—QHEU'HE7I37L—.§§U$3—O

BEENETAI Y NORDBRIZTINSBSDT AT NEHIBRTEER T, HBT7THO 2 NI,
BEENETHAV Y N 2BBBEI S 7D SHIRTIDZERTERE A

BEITZS7HASOTHINOHIER (OY—))
AWS Management Console ZfEFR L TITBI IS 7HASTHU > N ZHIBRTEET,
BEITSTINASTHIY NZHIBRTSICIE (V=)L)

1. hitps://console.aws.amazon.com/detective/ T Amazon Detective 1>V —)LZHAE X T,
2. Detective DFES—2 3> R4 2T, [Account management] (FHD > NEE) ZBIRLET,

3. [My administrator accounts] (B2 D EEET HVK) T, HRIDHEITZ7ICOVT
[Resign] (F#iR) ZiBIRL £ 9,

TBIZ7Hh5THV2 NZHIBRT S (Detective API,  AWS CLI)

Detective APl £k Z#HH L T, AWS Command Line Interface TBIT S 757 H0 > N & HIRR
TEET,

BEIZTHASOTHIY NOHIKR 155


https://docs.aws.amazon.com/detective/latest/APIReference/API_RejectInvitation.html
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T8 5 7 (Detective API) 5T HJ > N&EHIBRT 2 I l& AWS CLI

« Detective APl: DisassociateMembership AL —> 3> AL ET, Y57 ARN 2EET
BPURENFHYET,

« AWSCLI: OX > RS54 T, disassociate-membership ON¥> RER{TLET,

aws detective disassociate-membership --graph-arn <behavior graph ARN>
Bl -

aws detective disassociate-membership --graph-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234

THAOURNTOIavFaEIZICRETEE

cnsnTF7 o3k, Amazon Detective DF—RET IR RO EREZET,

Detective A" Ex{bET N

EBET NI ND Detective ZEMLTDE, XDKDICHEYET,

s BMET ST NHIBRENET,
« Detective l&, TOEMET ST NDEBET NI RNEXN=THIORNISOTF—XOEY)AHK

EELLET,
BETZT7DSXN=T NI NHEIBREND

BETSTIDESXIN—THI NN HIBRE B &, Detective FEFDTHIRASODTF—XZDE
ViAkhZEIELET,

BEIZTAOBREFEOT—2EHEEZTEEA,

BEENETAIVRDEE, TOTHAIVRNE [NAXN=THIV R VARND SHIRENE
ERD

BEBBREIZT7TOEBT NIV RTE, PTAIDURAT—RAN [ XV N—TREHYXEA]ICED
WERT,

TADURNT O3> OHE 156


https://docs.aws.amazon.com/detective/latest/APIReference/API_DisassociateMembership.html
https://docs.aws.amazon.com/cli/latest/reference/detective/disassociate-membership.html
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D S A N=T NV NHHIBRE NS

BB SAN=TAHIVRHHIBREhD E, RDELSICRYET,

s TOTHIUNE, BBHESS 7D [NAXN=THIRNVARNDSHIBRENET,
« Detective &, TDTHOURASOTF—2OEY)AAZEFILELET,

BEIZTAOBRFEOT—FEREZZTEEA,

AWS PFHOV M ELEENELE

BEEETHI M EIEEND E AWS, TDFT N MNE Detective DEIMET T 7 2 RRT DHER
ZBRWET, Detective EBMETZ7ADTF—ROEV)IAKEFIELET,

XN=ThHIO NN ELEEND E AWS, Detective EZDT7HINOF—20OEV) A& ZEELEL
£7,

90 H#&., PTHIVNFHIRELEBT7 VT 17teanEd, EBETHINFBT7 07171
Thad &, O Detective ICETFTDT IV AFANERENET, Detective &, FHIRHSD
TF—2OBVY)IAKEBRELET. XON=THIO2 NNBREENS L, Detective FT7HIRHS
NTF—Z2OEMVY)iIAXZBELET,

AWS PHO 2 NERAEHEZ KL L

AWS 7HO "RABISEE 1D &, DetectiveldI RN KD ICEAEICKRIEL £ T,

« BEBETHI NDIBE. Detective FEIMET S 7 &BIBRLET,
« XUN=T N2 NDIFE., Detective FBMETZ7HAS5THO NZHIBRLE T,

AWS PAHIU RDORD S —F—RF, EBETHI I\Eﬁﬁﬁ@%xﬂﬁb‘ 90 HERIFENE
¥, 90AWS HEOHBIr R TIRE, THADVVROIXRTORID —F—EFELICHIRELE
9o

- BREIBAZBATREITZICEK., RUZ—2T7—HA47LET, EventBridge L—ILIFEDH
AREZLTO2 a2 &2FEALT, #BRZESINTYNIRETDIEETEFRT,

« AWS RS —F—RZREFLTVBRY, BAELLT ZT/FEEEEEKC AWS 7Hho2 b
ZY—EAEBELLTHEVYETL, AV ROY—EARIV—F—RZEHELXT,

s FHICOVWTR., "TAHAUCHO@EY, ZZRLTSEZWL,

BELSAUN=T AT KD HIBRE NS 157


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/close-account.html
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/A Important
£ g & F# M@ [+ AWS GovCloud (US)

s PTHOYURNZRRETBHEIC, FTHOUORNIUY—RAZNYIOTYTLTHS, HIBRLET,
THONZBAEL R, BT DO OTIOEAEZRVET,

Amazon Detective Python AV U7 N ZFEALTTHO U N ZEE
EE

Amazon Detective &, GitHub 'J7R< K1) amazon-detective-multiaccount-scripts (A —7">Y —2X&
M Python AV U7 MOty hERHELET, AV U T NI Python 3 A RETT,

ChoZFALT. RORAVEZERTTEET,
e )=23a e TEEET NI MDEHIZ Detective ZEMICLET,

Detective ZEMICT R E, BET S 7ICRTEZEV) Y TR ENTEET,
e =3 e TEBETHINOEEITZTICAN=THONEEMNMLET,

« AT723VT, AUN=TAHIRNCBBX L ZEELET, BEX—ILZEBLAEVLSICY
VDIANZRETDEETEET,

c V=23 2hkTEBETHIRNOBRIZTIDSEXVYN=T AT NZEHIBRLET,

e =3 2 TEBET NI MNDOESHIZ Detective ZEMICLET, BEETZHI R
Detective ZEEMIZT D E, FU—2a TOEBET DI NOBET S 7N ERICAEYET,

enableDetective.py AV U7 NDOHE

enableDetective.py AU NRFRDZEZRTLET,

1. BESNEZ) -3 TEBETHTU MY Detective ZFXEBRICL TLVERVEEEK., 0
)—3a> TEEBET NI MOE®HIC Detective ZHRICLET,

AUVT NZFEAL T Detective ZBEMICTRE, BRI S TICRTEZEVETRHENTER
9o

2. 77232T, BFBEIZ7IC0VWT, EBETAVVRDPSEEENIEXYN=THIU K
BEZEELERT,

Amazon Detective Python A7 1) 7'~ 158
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BEX—ILOXYE—2RF7AIILNOXY =20 F 0V EERTREH. DARIAXT
BLRETEXREA,

BEX—LZEBLBEVWLSICVITARZRETDEETERT,
BAYN=TAHAIVRNIBRZI-OORBFZEBNICEBLET,

AVVZNEEHBNICHBEEERE TR O, XON—THIOREZNESDOXY E—D&2ERT
EFXT,

AXVIN=TATVNCEREHEL T, BENMBBNICERTNDI L ZBATRICLZHEHHL
£ I

disableDetective.py AV U7 NOBHE

disableDetective.py RV U7 K&, BEE i) —2a> 24T, EEETHV NOEEY
705, BEENEXN=THOMNZHRKRLET,

Ric, BEEIED)—232 24T, EBETHVY MDY Detective ZEMIZTH AT 3>
ERHELET,

AV VT MCBERFH
AOUTNCW, BRETHIVNE, BMELBEIBRTBIRNTOAYN=T ATV NCBEED
AWS O— LA BETT,

(® Note
O—LBE, IXTOTAIRNTRAUTHIBLENHY XTI,

IAMARD S —ICDOVWTHBENTVWEIRARNTZI9T 1 AR, BREEZHERVIAALEO-ILZ
ERATRDZETT, JZ70HER. XN—0EK. 27 NOXN—DEMEVSATVT K
D—UV70— XTI EOICLERTIVEAFAR, XOEHY T,

- ¥ : CreateGraph
- ¥ : CreateMembers
- ¥ : DeleteGraph
- ¥ : DeleteMembers

disableDetective.py AT U7 N DHE 159


https://docs.aws.amazon.com/detective/latest/userguide/security_iam_id-based-policy-examples.html#security_iam_service-with-iam-policy-best-practices
https://docs.aws.amazon.com/detective/latest/APIReference/API_CreateGraph.html
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Amazon Detective J1—%—AH4R

- ¥ : ListGraphs
« ¥H : ListMembers

- ¥ H : Acceptlnvitation

O—OEHEEF&

O—-J)OEHEERE. (AZVARLEO-—NLOFEABTHRAO—ILZ25EZTDEZFATS
VEFHYNET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNTID>:user/<USERNAME>"
1,

"Action": "sts:AssumeRole"
}
]
}

BEZHAANNEENATOBZIHBOO-IFBZVEES, PBLEETNSOFAFNEEATVS
O—LEZBEXN=TAIVNERTILEN HYET, EBETHAINTEO-IILZERTS
BEABHVNET,

O—LZEKTREERF. BFTRERTLTSEZL,

s IXNTOTAHIRNTRALUO-ILEBZERALET,

« PEEOMBERT IV ELAFTZEMTS A (HR )., AmazonDetectiveFullAccess BEER S —&i&E
RULET,

c BIROKSICO-)LOEEBE&ETOY VE2EBMLET,

CcO7O0tAZE8HLTSICIE, EnableDetective.yaml AWS CloudFormation > 7L — K%
FERTEET, 707L—KNEIJO—NILIVY—ADKZEERT DD, EOV—2a 0 TERERITT
E2FET,

ATV T NCBERFFA 160
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Python A7 U7 NDORITREBEORE

AOUT NG EC2A VARV AR LBO—ALIZ Y OVTA N SRITTERT,
EC2A VARV ADBE ERE

ROV RNERTTREOD120FT3VE, EC2AVARANS AV I T N ERTTBC
ETT,

EC2A VARV AZBEL TRETSICIE

1. BEBETHIVNTEC2AVARAZRBEBLET, EC2A VAR ADRBENHEDFFMIZD
WTlE. Amazon EC2 1—H%'—4 4 R1 ® "Amazon EC2 Linux 1  AXZ > ADREFEL %5
BLTLEEZLV, Amazon EC2

2. AVAZVANEBEET NV NAT AssumeRole ZHVHE D LSICTH O OFANTE
EhTVRIAMO—LZEA VARV AILTRYFLET,

EnableDetective.yaml AWS CloudFormation 7> 7L —NZFERAL HE., VS BED
Z7A7 74N &2FE 24 AR AO— LA ERE hEnableDetectiveE L =,

ZFhUUADBE, A VARXAO-NOERICOVTRE., 7O KFED Easily Replace or
Attach an IAM Role to an Existing EC2 Instance by Using the EC2 Console 28R L T< &
(A

3. BEBYINIITZAVAR=ILET,

* APT: sudo apt-get -y install python3-pip python3 git
* RPM: sudo yum -y install python3-pip python3 git
 Boto (&&’NX—2 32 1.15): sudo pip install boto3

4. URDZRNIOIVO—2VEZEC2AVARAIZERLET,

git clone https://github.com/aws-samples/amazon-detective-multiaccount-scripts.git

AVVTRNZETITRLOOO0-NIIS U ORE

AVVTRNEAO—ANMIZ N SERITTERT,
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AVVTRERTITRDRSICO—NINDVZRETRICE

1. AssumeRole ZHUVHIH I ZHF OEBEETHIUNIOVWT, O—AHIX

U]

>/ > o)il‘,\g I%*EE

RELTVWB L ZRRABLTLSEZL,
2. BEBIYTNIITZEAZAN=ILET,

* Python 3
 Boto (&&’‘NN—2 32 1.15)

* GitHub A2 U7k

TS5V RNTH—A

Windows

Mac

Linux

Y NT7YTFIE

1.

Python 3 Z4 2 A K—JL U & T (https://www.python.org/
downloads/windows/).

ARV ROV NZHEET,
.Boto 24/ AKR—ILTBICIE, pip install boto3 %&

EITLET,

. GitHub ( https://github.com/aws-samples/amazon-dete

ctive-multiaccount-scripts) # 5 AV U 7MY —A1— R %

A9O0—RLET,

. Python3 24 2> AK—)LU FET (https://www.python.org/

downloads/mac-o0sx/),

ARV RO NZRAZEERT,
.Boto ZA/ 2 AN—=)LTFBICI&, pip install boto3 %

EITLERT,

. GitHub ( https://github.com/aws-samples/amazon-dete

ctive-multiaccount-scripts) # 5 AV U7~V —A0— K%

A7VO—RLET,

. Python 3 ZA4 Y AR—)LFBICE. ROVWT hH ERIT

LET,

* sudo apt-get -y install install python3-p
ip python3 git
* sudo yum install git python

Python A7 )7 N DRITREDKRE
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TI2YRNTH—LA Y NTYTFIR
2.Boto Z4 2 AM—=)LTFBICE, sudo pip install
boto3 ZE1TLE T,
3. https://github.com/aws-samples/amazon-detective-mul
tiaccount-scripts A S ATV 7ROV —AI—ROoIO—
CEERLET,

BMELGHIBRTEIXN=THIRD .csv ) ANDERK

BEITZT7ICEMLEY), BEITST7ASHIBRLEYTEAXN—THIORNEZEBETDICE. 7H
IORDUARNEZED .csv 77AILERBHLET,

BTN RERRDITIC—EBERRLET, EXVN=TFTAHIRNIVRIICK, AWSTHIZ K
DETHAHIYRDIL—RI—HF—DEX—)ILTRLAFEENET,

ROBlEeZRLTIEEL,

111122223333, srodriguez@example.com
444455556666, rToe@example. com

enableDetective.py MET

enableDetective.py AZU7 KN, EC2A VARV AFLEO—AINIZ A SEITTESE
T

Mac T enableDetective.py

1. . csVIZTANZEC2AVAZRATREIFEO—HINZ > O amazon-detective-
multiaccount-scripts 4LV NUICOE—LET,

2. amazon-detective-multiaccount-scripts 4L IOKNUZZEELFT,

3. enableDetective.py AU NEZXRTLET,

enableDetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --tags tagValuelist --enabled_regions regionlList --
disable_email
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AVVTRNERTIRE, ROEZBERAET,

administratorAccountID

EBETHIONOTHI> N AWS ID,

roleName

BEEETNIOVRNERBXYN=TAI T EXFS AWS O—IILOEH,

inputFileName

EBETHIONOBEISTICEMTDXYN=THIROIVARNEED .csv 774D
B,

tagValuelist
(A7 23y HLLVEBEIZ7ICEVEHTARTEOOVIXOY DU AN,

ZBRIEOFERIE key=value T, Hi:
--tags Department=Finance, Geo=Americas

regionlList

(AT23NAN=TFTHIVNEEBET AV NOBEIZ7CEMTIZ) -3 200
REZYDIAR, Hi:

--enabled_regions us-east-1,us-east-2,us-west-2

EBETHIBNE, V=232 T Detective ZEEBAMICLTVEVAIEEENHYET., TD
BE. AV VU7 N& Detective ZHRICL T, BEETHINAICHLVEET S 7 2ERL
x99,

)—23a> O ANEREBLEWVEES., A2 U7 N Detective A HR—KNTBDINXNTOHO —
TIATHEELET,

--disable_email

(F723V)BENATVSIFEE, Detective XU N—FTHIU NIHBEX—ILZEELEER A

enableDetective.py ME{T 164
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disableDetective.py M E1T

disableDetective.py AV U7 KN, EC2A VARV AT EEO—HNII A SRKRTTEE
CB

Mac T disableDetective.py

1. .csv 774 )L%& amazon-detective-multiaccount-scripts 1L I KNJUAODE—-L &
T,

2. ZO .csv77A4I)N2ERALT, EEEhEEU—23a>0UANEKT, EBETHY
DROBETSTHASUARENIEXN=THD NEZHBRTDICE, XROKSIC
disableDetective.py AU T REETLET,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList

3. IRXNTOV—2a TEEBETHI MDIEDIC Detective ZEMICT B IZIE, --delete-
master 777 &AL T disableDetective.py AU RN ERTLET,

disabledetective.py --master_account administratorAccountID --assume_role roleName
--input_file inputFileName --disabled_regions regionlList --delete_master

ROV RNERTITRE, ROEEZBEHBRAET,
administratorAccountID

EEETHNIOVNDODT NI N AWS ID,

roleName

EBETNIOVRNERAXN=TAHINTEEZTD AWS O—IIL DA,

inputFileName

EBETHIOVRNOBEITZTIHSHIRTDXN=THIVROIVARNERBE .csv 774
DE R/,

Detective ZEMICL TWBBETE, .csv /7ML ZRBHITIMBEN BV ET,

regionlList

(A723a2)ROVThAZRITTRV—2320IXRXG) DA
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s BEBEBEBTHIRNOEBETZ7HSXN—THO NZHIBRLET,
« --delete-master 779N EETFNTVWSHEE. Detective ZEMIZLE T,

£i):

--disabled_regions us-east-1,us-east-2,us-west-2

)—2a> Q) ARNERELEWEE, AV U7 MNE Detective A HR—KT2FTXTH!—
A THELERT,

disableDetective.py ®R1T 166
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Amazon Security Lake & D&

Amazon Security Lake &, T&NRX—Y REOEF1V T4 TF—2L A IO —EATT, Security
Lake ZEATHE., AWSIRIE, SaaS 7ONA A —, AVTLIAV—A, 9TV RVY—A, &
CHY—RN—TFT A=V —AOEF1VT1T7F—R%Z, AWSTHIVKNIRFEEIATVRIEADT—
ALAVICEBMNIC—T{LtTEET, Security Lake FEF IV T 1 F—RODNICKIDOLED
HBsEotEF 1T 1hHZR Y ELICBIETEE T, Security Lake ZFEATHE., 7—o0O—
R, P7U—23r, F—20REZRILITDEETEERT,

Amazon Security Lake & Amazon Detective D& IC & V), Security Lake ICRFEE N TV 2 R0l
OOV TF—2ZBRELTEEBTEET,

COFEEEFEATDE, Security Lake A'RA T4 TIZHR—KLTWBRLUTOY—AA5OT7 &4
R NEZIRETEET, Detective I&, ZAY—A/N—232 2(0CSF1.1.0) 2B R—KMLET,

 AWS CloudTrail B2 A XY MN—=2 3> 1.0 AR

« Amazon Virtual Private Cloud (Amazon VPC) 7O—0OJ/N—> 32 1.0 WA

« Amazon Elastic Kubernetes Service (Amazon EKS) BE&O4/N\—2 32 2.0, Amazon EKS E&QO
JY)—RELTHEATBICE. IAM T Ot AFFAram: ListResourcesiC ZIBMT 2 LEN H

WET, FHIEOVTE, "PHOUN CHAEZIAMT 7 AFAZEMNT S, 258U TLE
=L,

Security Lake "ZRA T 1 JICHR—KREhTVWD AWS H—E AN S OCSF AF—XICOT MK
VRN ZBEEBNICERT B EEOFMICOVTIE, "Amazon Security Lake 1—H'—7F 4 K 2R
LTLKEEL,

Detective Z Security Lake £ #& 9 % &, Detective l& AWS CloudTrail EE 14 X2 N & Amazon
VPC 7O0—0O7IZBIET S raw O % Security Lake A SEBLHBOE T, FMICODV TR, "X
WEBOOJOOT, 22RLTLSEZ,

Detective & Security Lake EEETBICE. XROFIEZETLET,
1. BRI 2 A

Organizations BB 7 HV > N 2ERAT3EEE. HBOZEEE iz Security Lake BEEEZEE
THIMENHVY) ET, Security Lake FERICE2TVWD & Z2MFEL ., Security Lake A" AWS
CloudTrail ¥4 X2 b & Amazon Virtual Private Cloud (Amazon VPC) 7O—0OJAs07 &4
RURMNEDRELTVWRCEZRIBELET,
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Security Reference Architecture (Zf¢ 2> T, Detective @O T7—HAT7T7HO NOERZEHR
L. Security Lake *7°04 (= Security Tooling 7HhWU > N aERTD & ZEBLET,

2. Security Lake Y 7 AV S AN—%EKT B

Amazon Security Lake 5 OO AR N&EERT B, Security Lake Y 7 RV 54 /N—T
HIVBENHV)ET, Detective PTHI NEBEBIZVIVTFT OV EAEZRETRICE. ROFIE
ICREVWET,

3. % E% AWS Identity and Access Management (IAM) 7 7 2 AFFA Z IAM ID ICEEML £ T,
- Security Lake & @ Detective S ZERTBICIE. ROT UV EAFAZEMLET,

« Zh 5O AWS Identity and Access Management (IAM) 7 VAT & IAM 7 A 7T 4
TAKLTERYFLET, FHRICOVTR., "THAVNCHERZ IAM 77 AFFAZEMNT
21 tEV3VESRLTSEE,

« ZOIAMRYZ —%, AWS CloudFormation Y —EAO—I)LZ BT EHICERATIFED
IAM 7D NILICEBMUET, FMICO VTR, TIAM 7D NIVICT V2 AFAZE
MI21 £U2a2#ZRBLTLKEZV,

- Detective & Security Lake EBEICFEE L TV R HEE. MEEZFERATRICK., chsD (IAM)
TOEAHFTZIAMIDICTRYFLET, FHICODVWTRE., "THUNIHELZIAMT D
AT ZEMTZ, 923 ZSRLUTLKEZ L,

4. )V —AHEB ARN OBEFEZ T AN, REEEMNTD

AWS CloudFormation 7> 7°'L— N & #MB L T, Security Lake Y 7RI ZAN—DO O I VT U EA
EERBLVCEBIDLHICHEBRNTA—RERELET, AXYIVERERTIFHMBEFIEICD
WTIE., AWS CloudFormation " 7> 7L — KN EFERALTARY V&ERT S, 2SRBLTLKES
Wo ARV IVDERNFETLES, MEEZBAMICLET,

Detective 1>V —JL%& £ H L T Amazon Detective % Amazon Security Lake EHET B HED T
EVANL=232ICO0WTR, XROBEZELEE L, Amazon Detective & Amazon Security
Lake DS - Y N7 YT HE

BRI A
Security Lake (& &#£4& AWS Organizations U T, fABROEHROTHD > N L_*)L%w AJIREZE
BLET, AMBD Security Lake ZA TSIk, AWS Organizations EFEEBT7 HV > N THED

FEE Iz Security Lake BB EZIBEETAHLEN B ET, RIZ, EFE 1177: Security Lake B2

R T 2HIIC 168


https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#securitylake-subscriber
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html#iam-permissions
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#lk., Security Lake ZE#ICL., BBRAOXN—=TFHIONOOTEARNOREZEMICT
BPRENBYVET,

Security Lake % Detective £E#E& T D HIlC. Security Lake BEEEF HJ > N T Security Lake ' B%
ICB2TWBZEZMRBL TS EE L, Security Lake ZBRIC T2 HEOFMEFIEIC OWTIE,
TAmazon Security Lake 1—H—H 4 Ry © "CHABFRKRICHE=>Ty ZSRL T EEL,

F J=. Security Lake A" AWS CloudTrail € 4 X2 b & Amazon Virtual Private Cloud (Amazon
VPC) 7O0—0AOJAsO7 AR NERELTVWB &R LE T, Security Lake TOOTUNE
DFMIZDOVTIE, TAmazon Security Lake 1—H—H A4 K, O TAWS O —EZXAASDTF—X
&L 2ZRLTSEEL,

AT Y 7 1:Security Lake Y 7 A5 A N—%ERT S

Amazon Security Lake # 5 OOJ A R NEFERTBIZIE, Security Lake Y 7 AV Z A4 N—Tdh
DHENBHYNET, YT AU T A4/N—IF. Security Lake N'IREFTZF—RICVITVERITLT, 7
DEATEET, VIVFIOLAEEFE DY TRV T 4/N—IF. Amazon Athena K ENDH—E A%
£ L T. Amazon Simple Storage Service (Amazon S3) /N7 Y MR ® AWS Lake Formation 7—7
IWEEEVTUTEET, Amazon Athena BT AU Z 4 /N\—IZ7% 21k, Security Lake EEEAH
TF—=RLAVICOTVERTTERDYTRIZGAN—T IOLAZRBIIBENfHYVET, EBEN
ChZEITSHEICDOVWTIEE, TAmazon Security Lake 1—H'—HA Ra @ TOT VTVt A#ER%E
BOUTAOTAN—0OER Z5RBLTIEEW,

Detective 7HV Y NEBEIZOTI VTV AEEZRETSHICE. ROFIBEICHVET,
Security Lake T Detective Y 7 AU T4 N—ZER TS IZIF

1. https://console.aws.amazon.com/detective/ T Detective 1>V —J)LZHEE T,
2. FEX—23arRAUT., HREIZERLET,
3. Security Lake DH T RIS AN—RAT, [FHATKNIDIE [AEBID] DEZEEZBHET,

Security Lake EEBEICCNSD ID ZFEAL TROZEZITILDICKELET,

« Security Lake T Detective Y 7 AU Z /4 N—&EKT %,
« YTROSAN—ICOTIVT IV ERERNIFEET D LSICRET S,

- Security Lake 7 TUH 7 AV 5 14 /N\—7" Lake Formation D FF AT 5 & h i IRETER
TENTVDR %IRRT S, Security Lake IV —=ILOF—RT V1 AFEEL T Lake
Formation Zi&RL £ 9,

AT Y 7 1: Security Lake Y 7 AU T4 N—%2 KT 169


https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
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Security Lake EBEICK > THT AT A N—NERE B &, Security Lake TEZDH T A
DZAN—IC LT Amazon VY —AHBEARN ZERLET, EEBEICZD ARN 2EEFETS
ESMBLTLSEETL,

4. Security Lake BEEEN SEHEE i)Y —AHE ARN % [Security Lake Y T AT 54 /N—] R
AICABLET,

5. Security Lake EEBEN S )Y —AHE ARN £#FZ (7HL 2 /=5, [Security Lake YT AU 5 1 /N—]
RAVD[DY—AHE ARN] KY I RIZFD ARN EAALET,

ATV 2 AEBEIAM T OLEAHFAE2T7HI NMIEBMTS

Detective & Security Lake DS ZBIIC TS IZIE. XD AWS Identity and Access Management
(IAM) PO EAFFARV S —Z IABM TP AT TATAILTEYFIRIREN HYET,

LTOAZA42R)S—20—-)LICT7EYFLET, MED Amazon S3/NNT Y REFEAL T
Athena VI VHERZ®RETSHB Ak, athena-results-bucket Z Amazon S3 /N7 Y KRB IZE
EM|ZTLEEV, Detective IZ Amazon S3 /N7 Y NE2 BEIMICEREE T Athena VT DER%E
RETZHEEE. IAIMKRD S —H S S30bjectPermissions & ZHIBRL £,

CORIV—ZIAMID ICTRYFIREHICHERTIOELAFIN ZVEEE. AWS BEEEZICH
BULWEHLELSEEV, DEBERIAMMEENRTVSICEM I HSTEBAREL EBESE. TIAM
A—H—HA Ry O " IAM OBBEORNSTIL1—F420 ) #28BLTLSEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets™"
1,

"Resource": "*"

"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [

"s3:GetObject",
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"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

]

},

{
"Effect": "Allow",

"Action": [
"glue:GetDatabases",
"glue:GetPartitions",
"glue:GetTable",
"glue:GetTables"

1,

"Resource": [
"arn:aws:glue:*:<ACCOUNT ID>:database/amazon_security_lake*",
"arn:aws:glue:*:<ACCOUNT ID>:table/amazon_security_lake*/

amazon_security_lake*",

"arn:aws:glue:*:<ACCOUNT ID>:catalog"

]

I

{
"Effect": "Allow",

"Action": [
"athena:BatchGetQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:GetQueryRuntimeStatistics",
"athena:GetWorkGroup",
"athena:ListQueryExecutions",
"athena:StartQueryExecution",
"athena:StopQueryExecution",
"lakeformation:GetDataAccess",
"ram:ListResources"

1,

"Resource": "*"

I

{
"Effect": "Allow",

"Action": [
"ssm:GetParametersByPath"

]I

"Resource": [

ATYT 2 BEBRIAMT IV EAFAZTHIY NMIEMT S
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:parameter/Detective/SLI/ResourceShareArn",
:parameter/Detective/SLI/S3Bucket",
:parameter/Detective/SLI/TableNames",
:parameter/Detective/SLI/DatabaseName",
:parameter/Detective/SLI/StackId"

"arn:aws:ssm: *:<ACCOUNT ID>
"arn:aws:ssm: *:<ACCOUNT ID>
"arn:aws:ssm:*:<ACCOUNT ID>
"arn:aws:ssm: *:<ACCOUNT ID>
"arn:aws:ssm:*:<ACCOUNT ID>
]

},

{

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary",
"iam:ListRoles"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"securitylake.amazonaws.com"
]
}
}
}

ATV 3 )Y —AHLBFARN OBFEZZ (T AN, ez BAMT

Z)

Security Lake A" S KRB OF—XOATJICT VAT SIZIE. Security Lake EEENER L 1=

Security Lake 7HI 2 MDA SOUY —AHRBRFERBIDILVEN HYVET. £, VORTHD
YRTF—TILHEERET D -HD AWS Lake Formation #EREMKETT, €512, KRLUBOIT
|) % % Z {5 TZ& % Amazon Simple Storage Service (Amazon S3) N7 Y N EERTIHEN HY)

£9,

ATY T 3:

VY —AH*E ARN ORBEFZZFAN, REZENTS
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RDOATY 7Tk, AWS CloudFormation 7> 7L—hZEHAL T, UY—AHHE ARN BEFEOZ
Ah, BEZ AWS Glue 70—F— UY—ADERK., AWS Lake Formation EEEHER O EZ1T
SAZY UV EERLET,

AWS CloudFormation A& Y U & KT 3 ICIE

1. CloudFormation 7> 7'L— KN ZEA L THL L CloudFormation A XY I =KL £, ¥4
IC2WTIE., TAWS CloudFormation 77 L—Kh&ZERLEAZY VDER) 2S5BLTLE
=L

2. ABYIDERNTTLIES, REZBNMCITZ] ZBMILET,

AWS CloudFormation 7> 7L — R ZERALEARXY T DER

Detective IZl& AWS CloudFormation 7> 7L — K AFRAEE N TVWET, chZEFEAL T, Security
Lake YT RIS AN—DIIVT IO AZERBLVERTDEOICHEBNTA—RZERETE
79,

AT Y 7 1: AWS CloudFormation Y—E AO— /)L Z4EK T

AWS CloudFormation 7> 7L — RN ZERALTARX Y VZERT B ICIE. AWS CloudFormation
H—EAO—ILZERTIVEN HVET, T—ERAO—IILEERK TR EHICHEZERF ZTVEE
(&. Detective EEET NI NEHFOEBEISELL TSEE L, AWS CloudFormation #—E A
O—)LOFEMIC DOV Tk, TAWS CloudFormation H—EZAO—)Ly #5BL TS EE L,

—

(CH 4 >4 > AWS Management Console L. https://console.aws.amazon.com/iam/ T IAM 1
V=N ZEREXT,

IAM OV =IIOFES—23a>RA42T, [A—)], [A—I)Z2ERK] Z2ZBRLFET,
[Select trusted entity] (EEE hi=I>T 1T 1 OER) T, [AWS OH—E R] &EIRLET,
[AWS CloudFormation] ZZIRL £9, [R\] ZBIRLE T,

A—I)OBBMZANLET, fHlXE CFN-DetectiveSecuritylLakeIntegration T3,

UToA S54RIV —2O0—I)LICTFTREYFLET, & AWS 7HJ > K ID <Account
ID>ICEEMAERT,

o o bk~ WD

"Version": "2012-10-17",
"Statement": [
{

AWS CloudFormation 7> 7L — RN ZFHL AR Y 7 DER 173


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
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Amazon Detective

d—H—H1 K

"Sid": "CloudFormationPermission",

"Effect": "Allow",

"Action": [
"cloudformation:CreateChangeSet"

]I

"Resource": [

"arn:aws:cloudformation: *:aws:transform/*"

"Sid": "IamPermissions",

"Effect": "Allow",

"Action": [
"iam:CreateRole",

"iam:DeleteRole",
"iam:AttachRolePolicy",

iam:DetachRolePolicy",

iam:UpdateAssumeRolePolicy",

iam:PutRolePolicy",

iam:DeleteRolePolicy",
"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:PassRole",
"iam:GetRole",
"iam:GetRolePolicy"
1,
"Resource": [

"arn:aws:iam: :<ACCOUNT ID>:role/*",

"arn:aws:iam: :<ACCOUNT ID>:policy/*"

"Sid": "S3Permissions",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket*",
"s3:PutBucket*",
"s3:GetBucket*",
"s3:GetObject",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration"

1,

"Resource": [
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"arn:aws:s3:::*'

"Sid": "LambdaPermissions",

"Effect": "Allow",

"Action": [
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:GetFunction",
"lambda:TagResource",
"lambda:InvokeFunction"

1,

"Resource": [
"arn:aws:lambda:*:<ACCOUNT ID>:function:*"

"Sid": "CloudwatchPermissions",

"Effect": "Allow",

"Action": [
"logs:CreatelLogGroup",
"logs:DeletelLogGroup",
"logs:DescribelogGroups"”

1,

"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"

"Sid": "KmsPermission",

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:*:<ACCOUNT ID>:key/*"

ATYT 2 IAM TV NIVICT O AERZENT S

BINDATY 7 TERKL /= CloudFormation H—E AO— )L ZFEALTAZY V&ERTDICIE. XD
T OAHFANMBETT, CloudFormation H—EAO—I)ZETLEHIZERAITZIFED IAM T
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Q—H—H1 K

NI, RO IAM AR —ZEBMULET, COIAM TSN ESIEZ T TARY I&ERL

£9, IAMARUSL —ZBINTDEHICHEZERNZVIESIE, Detective BEBET HIV NERED

EEECEKZLTSEZL,

® Note

RORIS—TlE, CORIS—THEHE NS CFN-

DetectiveSecuritylakeIntegration &, BIIR® Creating an AWS
CloudFormation ¥ —EAO—)ILATY 7 THERLEZEO—ILZELET., BEDIEERE.

BHDATYZ7TADLEO-LBIEEEL TS EEL,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PassRole",
"Effect": "Allow",
"Action":
[
"iam:GetRole",
"iam:PassRole"

1,

"Resource": "arn:aws:iam::<ACCOUNT ID>

DetectiveSecuritylakeIntegration"
1,
{

"Sid": "RestrictCloudFormationAccess",

"Effect": "Allow",
"Action": [

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:UpdateStack"
iF

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*",

"Condition": {
"StringEquals": {
"cloudformation:RoleArn": [

:role/CFN-

"arn:aws:iam: :<ACCOUNT ID>:role/CFN-
DetectiveSecuritylakeIntegration"

]
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}
.
{

"Sid": "CloudformationDescribeStack",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeStackEvents",
"cloudformation:GetStackPolicy"

1,

"Resource": "arn:aws:cloudformation:*:<ACCOUNT ID>:stack/*"

.
{

"Sid": "CloudformationListStacks",

"Effect": "Allow",

"Action": [

"cloudformation:ListStacks"

1,

"Resource": "*"

.
{

"Sid": "CloudWatchPermissions",

"Effect": "Allow",

"Action": [

"logs:GetLogEvents"
1,
"Resource": "arn:aws:logs:*:<ACCOUNT ID>:log-group:*"
}

AT Y 7 3: AWS CloudFormation A Y =)L THAZLEZIEET S

1. Detective ' 5 AWS CloudFormation AV —J)LICBEL £,

2. (AT2AV)[ARYIRBIICEZEADLET, RAZRYVIBREBALEThET, AZY VBEEE
DAY IZBEBMELBVERIICEETEET,

3. UTONTFA—REZAHLET,

« AthenaResultsBucket - fEZ ABZLBEWEES, COT>7L—KIE Amazon S3 /N Y N&4&E
BLET, MBONTY NZFERTRICE. NTYRNBEZABDLT Athena VIVHERZR
BELET, MBONTY NZ2FEATEIEHES. NTYRDNFIVY—AHKEFEARN ERFLU—23 Y
CHDEZBRBLET, £z, BIRL & LakeFormationPrincipals IZ, FONT Y K
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CXRLUTATZSIORZEERAAREY, TONTY MDA SATS IO NEGRAR 1Y TS
TORAERIHBDEEZBIBELTLKEETV, NTY NOT O EAEROEFEMICOVTIE.
FAmazon Athena 1—H'—HA Ry O TOTUHEREFIEOIT) ) #BL TS EEL,

« DTRegion — D7 1 —)LREBHICADENTVET, COT7I—I)LROEREELEV
TLEEL,

- LakeFormationPrincipals — Security Lake G ZFEATHLHOT VA ZFHFA TS IAM
T2 NILO ARN IAMO—J)LARN &) BAUNTREYI>TAHALET, <5
(. Detective ZFER T2 X 1VTATFIVARNRPEFIVTAIOSZTTHDAIREMD
HV)ET,

ATY 7 [Step 2: Add the required IAM permissions to your account] T
IAM 7O RERETEZYFLEIAMT IS NLOKEFERATEERT,

« ResourceShareARN-C D7 1 =)L REEBRIICADENTVET, COT7 A1 —)LROERE
BLEVWTLSEEL,

4. TOUEAFA

IAM O—)JL —Creating an AWS CloudFormation Service Role AT Y 7"THERKL &
A—J)LZz#IRLET, FAED IAM O—J)LIC Creating an AWS CloudFormation Service
Role AT Y 7 THREBINTOT IV EAERNIHBHEERF. FETEHOERICTEET,

5. [AELEI)|RYIREZINTHERELTFIVIL, [REYVIVDER|REZVIVYILE
T, FMICOVTE, ERENDADIAM DY —RAZ2HEELTEZ L,

* ResourceShareAcceptorCustomResourceFunction
- ResourceShareAcceptorLambdaRole
- ResourceShareAcceptorLogsAccessPolicy
* SsmParametersCustomResourceFunction
- SsmParametersLambdaRole
- SsmParametersLogsAccessPolicy
* GlueDatabaseCustomResourceFunction
- GlueDatabaselLambdaRole
- GlueDatabaselLogsAccessPolicy
* GlueTablesCustomResourceFunction
- GlueTableslLambdaRole
- GlueTablesLogsAccessPolicy

AT Y7 4: Amazon S3 /N Y RiR1) S —% LakeFormationPrincipals A® IAM 77U /)N)L
IZEMT S
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(FA7°23>2) ZOFT>7L—KNT AthenaResultsBucket ZERT 2B EE. UTORVS —%
LakeFormationPrincipals @ IAM U NILICT RY FIR2RLENHYET,

"Sid": "S30bjectPermissions",
"Effect": "Allow",
"Action": [

"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::<athena-results-bucket>",
"arn:aws:s3:::<athena-results-bucket>/*"

]

ZAthenaResultsBucket®&Hlathena-results-bucketliCcEBE#XE T,
AthenaResultsBucketld AWS CloudFormation AV —JLIZH VY E T,

1.

https://console.aws.amazon.com/cloudformation T AWS CloudFormation >V —J)LZFEE& &
9o

AEZYO=IIUYILET,
[DY—=R]RT=#0V)YOLET,
i®E ID AthenaResultsBucket Z®&L. TOYE ID ZIE—LFT,

CloudFormation A& ¥ 2 O ¥k

BEOARY V%HIBRLEVE, BLY—23TOHFRLVWAEZY VOESRNK  RBLET,
CloudFormation 1>V —JL & =ik AWS CLI ZfEH L T CloudFormation AZ Y VU ZHIBRTEE T,

AWS CloudFormation A& Y J & HIBRT 2 IZE (A>YV—I)

1.

https://console.aws.amazon.com/cloudformation T AWS CloudFormation >0V —)LZH& &
9o

CloudFormation AV =)D AZY I R—T T, BIRIDARY VZEBRLET, AZVIE
BERTHTHHAIHBEN B ET,

[ARY U DOFFM R4 T, [HIRR] ZZRLET,

OV RFRERENLES, [REY VDHIR] Z&RLET,
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® Note

W2 EARZY VORI RBENDE, ARY JDRIRARL -3 BFELETER
Ao ARY UI& DELETE_IN_PROGRESS REEIZ&V E T,

AZY VQHIKRBEN TTTDE, AXY JDOIREHN DELETE_COMPLETE ([C& VY E T,
ARV VHBRIS—ORNS TN 2a—F1429

Delete RRA > %)Y JFailed to delete stackULEBICXYE—STTFORAHFAIS—
NFRRENZDHE, IAMO—=)LICIERAZY U %HIBRT S CloudFormation 7 7 EAFTUNF H V) £H
Ao AZYVZHIBRTDIZIE., PTHORNEBEZEICBBEAVWEHLELSEZL,

CloudFormation A& Y U ZHIBRT % (Z & (AWS CLI)

AWSCLI A2 B—T7 I A ATRODIAI>Y RZEAALET,

aws cloudformation delete-stack --stack-name your-stack-name --role-arn
arn:aws:iam: :<ACCOUNT ID>:role/CFN-DetectiveSecuritylLakeIntegration

CFN-DetectiveSecuritylLakeIntegration [&. Creating an AWS CloudFormation
Service Role AT Y 7 THERL Y —EAO—ILTT,

MERENDEE

Detective & Security Lake DEEICFERALENTFX—2—0OWThHZZEETRHEEEF. TONT
X—B—ZRELTHSHEEZBEFMICLET, AWS CloudFormation 7> 7L — M Z{REL
T RO FIATCOREZBEAMICTERT,
 Security Lake Y7 ROV T2 avaEFHFITD LD, HFLOVWHTRAISAN—%2ERTS

». Security Lake EBENRBFEOH T A0V T3> 07—V —A2EH TS,
« BID Amazon S3NNT Y N ZEEL T, RuEBOOVITVOJTZ2RET S,
- 273% Lake Formation 77U NI Z8ET %,

Detective & Security Lake DS ZBEAMICTRE, VY —AHE ARN £fHEL. IAMT7 IR
HAZRRTEERT, IAMT OV LAFAZHET S ICIE, Detective S IAM Y —I)LICBEILE
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Fo To7L—NICUBICAD LU EEZFEET D EE£TEEXT AWS CloudFormation . e % B
EEMICTSICE. BEFED CloudFormation AR Y J ZHIBRL TBERTH2BEN HYET,

Detective & Security Lake DS ZBEAMIC TS ICIEF

1. https://console.aws.amazon.com/detective/ T Detective AV — )L ZFEE X T,
2. FEF—23aURAUT., HREIZERLET,

3. HEE. ROVWThHADFIETHRETEET,

« [Security Lake] R4 > T [#m&] ZiBIRL E£7,
* [Security Lake] R4 > T [RR] ZEBRLET, [(RRIR—I T [HE] 2 BRLE T,
4. FHILLDY—ZAXBFARN ZAHL, U—2320F—RV—RAICTI9EALET,

5. BEDIAMT V7 tAFATZ#FEL., IAMT IV EAFIZHEETZERE IAM IO Y —ILICES
LET,

6. CloudFormation 7> 7L —hDEZHRELE T,

1. FILWARY V&EKTHHIC. BEOAZY VZHIKRLET, BEOAZY V2HIKRET
2. BUL—=23a>THULVARY O ZERLEIDETDE, VDOTANNKRBLULET, 5F
MMIZDOWTIE., T CloudFormation AZ Y V7 DHIR, #25BL TS EEV,

1. L L) CloudFormation AR Y JZ4EK L FT, FMICOVWTIEE., TAWS CloudFormation 7
7 L—hEFERALEARY VOER, 22BLTLSEETL,

7. [HREEBMCTE]EBEIRLET,

HEDEML

Detective & Security Lake DS ZE/MIC TS &, Security Lake A SOOATR ARV RF—R DY
TUERTTELBLLRYET,

Detective & Security Lake DS ZEMNIC TS IC I

1. https://console.aws.amazon.com/detective/ T Detective 1V — )L ZBHEE T,
2. FTEF—23URAUT, REIZERLET,

3. BBFEOARY VZHIBRLET, FHMICDOWVWTIE, T CloudFormation A2 Y U DOHEIEk, #58BL
TLEEL,

4. [Security Lake IEEZEMIZT DI RA 2 T [EM Z2BRLET,
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BR—REhTWD AWS U—>3 >

Q—H—H1 K

Detective l&. XM AWS 1J—2 3 > T Security Lake EMETEF T,

)—>3>%& )—23a> TVRKRA B Z’OK3)L

KERE (A/NAF us-east-2 securitylake.us-east-2.amaz HTTPS

) onaws.com

KERIZ (N—ZF  us-east-1 securitylake.us-east-1.amaz HTTPS

1t EB) onaws.com

KEEZI (JbH) T+ us-west-1 securitylake.us-west-1.amaz HTTPS

ILZT) onaws.com

KEFEI (AL T) us-west-2 securitylake.us-west-2.amaz HTTPS
onaws.com

TIOZTINTavy ap-south-1 securitylake.ap-south-1.ama HTTPS

(LINA) zonaws.com

TIOZTINTav o ap-northe securitylake.ap-northeast-2 HTTPS

(V) ast-2 .amazonaws.com

TOTINTAv D ap-southe securitylake.ap-southeast-1 HTTPS

(> >HR=I) ast-1 .amazonaws.com

TIOSTINTav o ap-southe securitylake.ap-southeast-2 HTTPS

(> RZ—) ast-2 .amazonaws.com

TOTINTAv D ap-northe securitylake.ap-northeast-1 HTTPS

(R®) ast-1 .amazonaws.com

hF+& (PE) ca-central-1  securitylake.ca-central-1.a HTTPS
mazonaws.com

B (75>27) ) eu-central-1  securitylake.eu-central-1.a HTTPS

mazonaws.com

HR—KREhTWB AWS U— 3>
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)—3arH )—3a> IVRARA B O3

B (FAILZ > R) eu-west-1 securitylake.eu-west-1.amaz HTTPS
onaws.com

B (O R>) eu-west-2 securitylake.eu-west-2.amaz HTTPS
onaws.com

BRM (/N1)) eu-west-3 securitylake.eu-west-3.amaz HTTPS
onaws.com

R (ABRY OKRILL)  eu-north-1 securitylake.eu-north-1.ama HTTPS

Zonaws.com

MK (Y>/N\vn0) sa-east-1 securitylake.sa-east-1.amaz HTTPS
onaws.com

Detective TOXRLEOOT DO T

Detective %& Security Lake £ #t& 9 % &, Detective & AWS CloudTrail B4 X k& Amazon
Virtual Private Cloud (Amazon VPC) 7 O—O7 IZB8i&E 9 % raw 004/ %& Security Lake »* S8 L 1A
HET,

@ Note

Detective THRMEBOOT DI IT) #ERTT25E. BMEEEAHVY) EFHE A, Amazon
Athena ZET D AWS O —ERADOFEAREE., 5lZEHEZLHABESTERAEAET,

AWS CloudTrail EEBA XY hE, ROZ7O77AIILTHERATEET,

« AWST7HT> K

« AWS 1—H—

- AWS O—JL

- AWSO—lLtv>3a>r

« AmazonEC2 1 A& A
« Amazon S3 /N7 Y b~

Detective TORMIEOOT DI T 183



Amazon Detective 1—H—HA R
« IP7RLXA
« Kubernetes 7 7 A X —

 Kubernets R ¥ R

- Kubernets ©D#H

- IAM O—)L

c IAMO—)LEv> 3>
. 1AM 1—4—

Amazon VPC 70—0O7&. ATOZ7O77AIINTHERATEET,

e AmazonEC2 41 2 AZ> A

« Kubernetes R Y R

Detective 1>V — )L Z M L T Amazon Detective Z Amazon Security Lake AT B HZED T
EANL—232IEO20WTR, ROBEZZELS ZE LV, Amazon Detective & Amazon Security
Lake DS - FRHAEZE

AWS PHIVNORLEBOOTOIITVZXRTIDICK

1. https://console.aws.amazon.com/detective/ T Detective A2V — )L ZEE X T,

2. FTETF—23aURA2T, [&E] Z&EIRL TAWS account ZELET,

3. [ APIFUHLE]| Y232 T, AO—7HBOFHERTEZERLET,
4. CCT, [RREOOJZIIV)] ZRHETERT,
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Detective » Search » AwsAccount/714603721603

714603721603 Scope time Info

(BN ([ 12/21/202318:00UTC > 12/22/2023 18:00 UTC |

Activity for time window: 12/21/2023 18:00 UTC - 12/22/2023 18:00 UTC £ Q Query raw logs ‘
Observed IP addresses APl method by service Resource
Q Search 1
IP address v Successful calls v Failed calls v Location v Actions
> 6 2
> 2 1
> 1 0

[RBEOOIOTLE1I—]T—7I)L Tk, Security Lake A SDF—ZNDIU T ERTLTHEL
FOJEARNERRTEET, RUEBOARY NOTOFMIC DOV TIE. Amazon Athena IC&
RENBT—RZHEBELTLSEZL,

Raw log preview: CloudTrail X

View raw event logs that were retrieved by querying data from Security Lake. For more details about the raw event logs, you can view the data displayed in Athena.

Raw log preview (500+) 1 2 3 4 5 6 7 .. 5 »

date_time v requestor_arn v account_id v region v source_ip v service v api_
2023-12-22 09:58:38.000 UTC us-east-1 s3.amazonaws.com GetE
2023-12-22 09:59:49.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 iam.amazonaws.com Getl
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Assu
2023-12-22 10:00:13.000 UTC us-east-1 sts.amazonaws.com Get(
2023-12-22 10:00:13.000 UTC us-east-1 autoscaling.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc
2023-12-22 10:00:14.000 UTC us-east-1 ec2.amazonaws.com Desc

Close ’ See results in Athena [4 ‘ Download results

[RBEOOT 29IV T—7INT, [VIVVIITARNEF v +)L]. [Amazon Athena THR%
KR WBRE2XVO—R](AVXEXYWE (csv) 77M4)) ZRITTEEXRT,

Detective TORMEBOOT DI T 185



Amazon Detective J1—%—H4R

Detective ICOTARTRENDIZEA I DS T, JTUTHRRFIBRENABVEER., XROEBRANER
5h&ET,

- KRB OOV F. Security Lake DOT T—TIICKRRENBDAIIC, Detective TRIATEDKSIC
BRBENHYNET, BEEES—EHLTLKEESVL, 4

- Security Lake OJAREL TVWBD AIREMN HY ET. REBF > FEE. Security Lake TO
THARELTVWRCEZRLTVWET, Security Lake BEEICEMKL T, BEZHERL TLSEE
(A

)

e AWWSO—)LQOrawOJ &0 T)T 3

« AmazonEKS 95 AZ—@Qraw OJ %20 T') 95

« Amazon EC2 A VARV ADKMEBOT OO T DEIT

AWS A—)ILOraw AT 20 IV 9F 3

HFULWMIBEBHRTOAWS O—-IILOT7I9T1ET 1 &IBIEL EVWEEE. Detective 1YV — )L THE
WmTEZET,

AWS O—)IORVEBOOT DI IT) Z2RTITHICE

1. https://console.aws.amazon.com/detective/ T Detective A2V — )L ZEE X T,

2. Detective Summary R—2 THiL<BREhELNBEHR, V>30T, AWSO—-I)IL2EEE
HET,

3. FEF—23URAUT, [BRE] ZEIRL TAWS role ZBRELET,

4, AWSO—I/IL TR, VY—RZRRHAL T, TOUY—RICEL2TEDIPTRLAASHITE
EREDAPI O—)LZRRLET,

5. BEITZAPII-IIOEICLHIERET A IV =2ERL, (ReBoOJo7LE1—]T—7)
ZHEERT,
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Q, Query raw logs

N

Activity for time window:

Observed IP addresses API method by service Resource
Q Search 1
IP address v Successful calls v Failed calls ¥ Location v Actions
> 289 284
> 63 0
> 42 0
> 21 0

Amazon EKS V95 AX—NOraw OJ 20T T3

1. https://console.aws.amazon.com/detective/ T Detective A2V — )L ZEHE X T,

2. TDetective Summaryy R—2 "TREZLRY RAERENLEODTFHFITAE— O3>
A5, Amazon EKS V5 AZ—ICBEBLE T,

3. Amazon EKS 95 AX—DFMR—> T, Kubernets API 7O T 1 ET 1 X7 &BIRLET,

4. Z® Amazon EKS V75 AX—ICEAET D EEM % Kubermnets APl 7O T 1 ET 1193
T, AO—T7EEOFMORREZBIRLET,

5, ZCT, [ReEBOOJZI0IV] 2REBTEET,

Amazon EC2 1 ARV ADKRLEBOT DO I OELT

1. https://console.aws.amazon.com/detective/ T Detective A2V — )L ZEHE X T,
2. FEX—23arRAUT, [BREK] Z&IRL T Amazon EC2 instance ZBRELE T,

3. [£44MBEVPC 7O—EBIRA>T, AETS API I—-IILOEICHDLRET A I ®BIRL,
[RBOOJOSLEI-1F—TIE2BEXT,

4, ZCT, [RAEOOJTZITVI]) ZRBTEEXT,

Amazon EKS 95 AX—M raw OJ %2 0T ¥ % 187
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Amazon Detective

I—¥—%( K

Activity for time window: 11/21/2023 11:00 (UTC-08:00) - 11/22/2023 11:00 (UTC-08:00) .~

| Q Filter

0 ‘ IP address v Localport ¥ z::om v l::f:::nd

O 22 44.7 kB
O 22 2408
O 22 61.1kB
O 22 59.6 kB
0 22 2408

traffic

Outbound o

57.7kB

480 B

75 kB

70.8 kB

540 B

Protocol v

TCP

TCP

TCP

TCP

TCP

Directionality ¥

Inbound

Inbound

Inbound

Inbound

Inbound

@ Toggle overall traffic Q. Query raw logs

1 2 3 4 5 6 7 . 888 »

Reject

Accept

Accept

Accept

Accept

Accept

Accept /

v Actions

[l
Q
Q
Q
Q

[RABOOJO7LE1I—]T—7 T, Security Lake A5 OTF—XDU T ZRTLTHEBL
FOJEARNERRTEE T, ROUEBOARY NOTOFMIC DOV TIE. Amazon Athena IC&

RENDTF—R2HRBLTSLEEL,

[RoBEOOI 2O IV T—7ILT, [VIVVIOITARNEF v +)L], [Amazon Athena THR%
RT]. BFEREFAVO—R](AXEXYVE (csv) 77 M) ZETTEXRT,

Amazon EC2 1 VARV ADOKRMEOAT DU T DET
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Amazon Detective Otz 1) 57«

AWS 95T KtF1UF A FRELABETY. AWS BER. BEEF1UT 1 CBESEROE
BEBLETELS BB LT —REYR—EXY RD—ITF—FFTIF v OREEZHBHENT
S

EFIVT A, AWS BEREKERLDOBATHAECINIERATI. EEHEETITRE, Chz
D7 RODEFIVFTABLTIZTVRAOEFIUTAELTHALTVET,

« D77 ROEFIVT A —AWSAWSAWS VT T RATH—ERZRITIBZDA 2 TZARNTY
FreRBEIZDEENBYVET. AWS T, Z2lCFEATESI Y —ERAERHLET,

AWS AV T AT ATOTIZLO-—RELT, Y—RN—FT 1 —OEENEBNICEF IV
TADBEMNMZTANBIPKRIALTVET,

Amazon Detective ICBRAET MDAV 7 SAT7 2 A7O9ZALICO2VWTR, OV 74T A70
TS LIZEBDAWS HREHFANOY—EAZSHBLTSEEZL,
c VTIJRDEFIVT 4 —BEEROEFEREK., AWSHERATIH—ERICK>TREYET, F

Iz, BFER., T-XOHENE, 2HOEH, BAThIEEPRIZLE, TOMOERICOVWT
EEEZEAVET,

cORFIXDNE, Detective ZFEATHIRICEFRBEEFINZEHRAITAFEZERTHIONDIC
BIAIBETUTORNEYITR, EF1VFTABXROAVTSAT O AODENZER TS E=0HIC
Detective Z5RET 2 HEERLET, £h. Detective AWS VY —ANERERBICRIDMtLD
H—EADEWVWHFICOVWTEZTET,

aA>72v

« Amazon Detective THOF—R{RE

« Amazon Detective M 7= % 0 Identity and Access Management
« Amazon Detective TOOJRB|EE_X) Y
« Amazon Detective W 12 75 A 7 > AREE

« Amazon Detective M EI1E
« Amazon Detective DA > 7 ZARNZIOF¥yEF21 )T«
« Amazon Detective DEF 1V FARANTTIOFTF1 A
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A-Y—BEOTIVEA

HAERTTHLEI—Y—CHFTTS

COPITRE, A—HF—TATFUTATALTRYFENLAVFAVHEROIR—I RRIZ—DFK

REIAM A—H—CHFAITRIRIS—OERGEERLET, ORIV —CF, I2Y—-IT,

T AWSCLI £2ld AWSAPI ZERALT7OJZATIOT I AVEERTTRDT UV EAHA
FEEFhTLET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

:usernamel}"]
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ERETHIONBEIZTITOXN=THIOVNDEE

Q—H—H1 K

COHTINRID =, BEITZT7TTHERAENBAN-THAIVNOEEROAZIBETIEEE
TADROI—H—@IFOENDTT, £, CORUD—E, I—¥—HFEARCEITIEREX
AUV, Detective ZEIMLL W TBDEZFAALET, CORVSI—RG, BRI ZT7Z2R/ELC
ERIZLODOFAZNFELRE A

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:ListMembers", "detective:CreateMembers", "detective:DeleteMembers", "detective:DeleteC
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacatf@b883093cab899"
},
{
"Effect":"Allow",

"Action":["detective:CreateGraph", "detective:ListGraphs"],
"Resource":"*"

ERBETHION BREOLOOBEITZT7DOEA

COYVTIRID—G, BEOKNIBEI SV Z2EAITZIEBET AV NOI—F—@ATOED
TY, BEIZTTAXUN=TAIORDIVARERRLIEY, WELEVIDZERFTEREA,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacafOb883093cab899"
.
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource":"*"
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]
}

AXN=TAO N BEITZ7ORBRBFBEXAN-2VYTOER

COYDTIRID =G, XON=FAHAINCEIZDI—HS—@ATOENTT, cOBITR., X
N=TFTAIVRNE220BEITZ7CBLTVET, RUS—RF, BEHICRELLEY., BEIST
DPEXYN=THIVRNZHRLEY TR -OOFTZR/ELET,

{"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":
["detective:AcceptInvitation", "detective:RejectInvitation", "detective:DisassociateMembership"],
"Resource":[
"arn:aws:detective:us-
east-1:111122223333:graph:027c7c4610eataacaf@b883093cab899",
"arn:aws:detective:us-
east-1:444455556666:graph:056d2a9521xi2bbluwld164680eby416"

]

.

{
"Effect":"Allow",
"Action":["detective:ListInvitations"],
"Resource":"*"

}

]

EBETHIN BTEICEILKT I EAOFIR

RORI D —&, BESI S 7D SecurityDomain I A 1—H—® SecurityDomain 2T & —H
TRHFEIC, - HNREOLOCBHEI S 7 ZERATAHEEFHFALET,

"Version":"2012-10-17",

"Statement":[ {
"Effect":"Allow",
"Action":["detective:SearchGraph"],

"Resource":"arn:aws:detective:*:*:graph:*",
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"Condition": {
"StringEquals"{

"aws:ResourceTag/SecurityDomain": "aws:PrincipalTag/SecurityDomain"
}
}
1,
{
"Effect":"Allow",
"Action":["detective:ListGraphs"],
"Resource™":"*"
]

ROR) D —I&, BET S 7D SecurityDomain XY DEAN Finance THRIFHIC, 1—H—7
REOLHICEHEIT S 7 ZFERATERVKRSICLET,

{
"Version":"2012-10-17",
"Statement":[ {
"Effect":"Deny",
"Action":["detective:SearchGraph"],
"Resource":"arn:aws:detective:*:*:graph:*",
"Condition": {
"StringEquals": {"aws:ResourceTag/SecurityDomain": "Finance"}
}
1]
}

AWS Amazon Detective D EERI S —

AWS BRI —k, L2 THERBLUVEBEEBETNZAZR7ODRIS—TF, AWS AWS
EERY—F, I—HY—, JI—7. O—NICT IO AERZE) B TDENTEDLDIC, %
<O—MBNBFERAEHICT IV EAFTZ2EZAD LS ICEKFTThTVWET,

AWS BRI —TlE, AWS IXTOBEENEATEDLSICB2>TVA L), BENI—A
T—ATRENMEROT VL AERINEET B VWEEN HDEIEELTKEEY, I-AT—
ABCAHABRY —NXZ—I RARVI—ZERLT, NRX—IJ RRUI—ZRVACZEZHHOLFK
ERD

AWS EERV S —TERENTVRHERIZEETEEREA, AWSEBRUZ—TERENTLS
EIREEHIAE AWS, TOEFHR ARV —ATEYFERATVRZINTOTIUZ/NLID(A—
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H— JIL—7, O-J)CREBLET, AWSAWS BEERUS—HFEHMENDIEMI ZESLO
. LV API BREFBFEOH—EATHRBEAIZEZR, FILLV APIAWS O —E R REHNE
RAAICBE212&ETT,

FHECOVTE, TIAMI—Y—HA R, O TAWS NZR—I RARUZ—; 2ZRLTSEEL,

AWS &R 1) = —:AmazonDetectiveFullAccess
AmazonDetectiveFullAccess RS —E IAMID IC7 XY FTEET,

ORI —IE, 77U /NILICTXTH Amazon Detective 722 aADTIIINTFT O AR EHFTT
PEBEFTZFNELET, 1—H—F. 7HDU > NT Detective ZBRIICTBRIIC, DRI —
BTVINIICTRY FTEET, Detective Python AV U N ERITLTEET S 7 2ERB &
CEBIAHLEOICFEAEThZO-IIICTRYFIRIHEEHYET,

CNSOFANEENTVWB TV IONILEG. XON=THONZEEBL, 8IS 7IC2T7%
BiL. FEIC Detective ZHEATEE T, £/, GuardDuty RERRET—HA41 7352 EET

BET, CORUZI—(F, Detective AV —IIHFBREENATVWBDTHIRNOTHI Y REERTR
ITRLEHICHERHERZRMLET, AWS Organizations

AT Al DA
CORV—IZE, UTOFAFr8EATVET,

« detective-7"U>2/N)LIC Detective DI XTOTFT I aADTIINT IO ARAEFALET,

« organizations -7 U2 NILFEBAOT Ao MMIBET % AWS Organizations O 1E
POMBITREZHALET. PTHUNFEBICELTVRHEE, ChsOT IV EAHA
(. Detective AV =LA THIRESIMATTHIVNEEZRTITBDEEZFALET,

+ guardduty— REN Detective GuardDuty IA STABERREMBLTT—HA T TED&LSICL
£7,

« securityhub — 7' 22 /V)LA Detective WA S Security Hub ' S DR EERZRBITH L
ZEHILET,

"Version": "2012-10-17",
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"Statement": [

{

"Effect": "Allow",
"Action": [
"detective:*",

"organizations:DescribeOrganization",

"organizations:ListAccounts"

1,

"Resource'": "*"

"Effect": "Allow",
"Action": [
"guardduty:ArchiveFindings"

]I

"Resource": "arn:aws:guardduty:*

"Effect": "Allow",

"Action": [
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"securityHub:GetFindings"

]I

"Resource": "*"

:*:detector/*"

AWS &R 1) = —:AmazonDetectiveMemberAccess

IAM T>F 457412, AmazonDetectiveMemberAccess RUS—BTRYFTEET,

C MRS —IE, Amazon Detective ND X N—=FOtARE, AVYV=IANOAI-T{HET7 0t
AERHELET,
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CORDVI—ICKVY, UTOZENTRICEYNET,

« Detective 5 7XUN—=29 T7ANORBEFEERTL, BEERABELFIEETEEXT,

+ Detective TOT VT AETANCOY—EADFEATIANIENDRS ICHETIHICOVT, [
AR R—2 THRATEXRT,
s XUN=29THSOBBRET ST THRATEERT,

DRI —IE, Detective AV —=IAOAD—TRET IV LARAREICTDIHIMVERT7 I
AFAEMAFELET,

S EIOES

CORIYD—IZE, ATOFAFrEENTVET,

« detective — X2/N—2" Detective ICT IV EATEDLSICLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"detective:AcceptInvitation",
"detective:BatchGetMembershipDatasources",
"detective:DisassociateMembership",
"detective:GetFreeTrialEligibility",
"detective:GetPricingInformation",
"detective:GetUsageInformation",
"detective:ListInvitations",
"detective:RejectInvitation"

1,

"Resource": "*"
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AWS Y x—2 R7R1) 2 —: AmazonDetectivelnvestigatorAccess

IAM T>7 45 4 |Z AmazonDetectiveInvestigatorAccess RU—Z TR YFTEEXT,

DR —IF, FAEEIC Detective H—EAANDT Ut A&, Detective IV —J)L Ul DKTFES
BADAD—THETIOEAZRBLET, COKRDZ—IZ&K> T, Detective T Detective HE%Z
BT HHERDS IAM I—F—E IAMO—)LIZAFEEhET, EF1 VT ERCBEITZoMENR
RERHIZIFAEL AR —PZEFAL T, REBRBENDREDEEEZRBETEEXRT, cOLR—K
(&, Detective DITEHI D MEMBEBR ZFEAL TRESQLEEEERICT >V IRTEATVERT,
ODLR—NZEATRE, VDY—ADBEOEBEBNZR TR ENTEET,

PR ) BE4M
CORIVD—IZIE, LTOFANrE8ENTVET,

« detective — U NILA Detective PO AVICTIORATHEZFHFA L., Detective M
PEZEMCTREEEIC, REBRIIL—TOBEZEMLTEET,

« guardduty— REH Detective GuardDuty IA SAEREREMBLTT—HA4 T TEB&LSICL
7,

« securityhub — 7" > 2 /N)L# Detective A S Security Hub A" S DR EFERZIMB TS &
ZEFAILE T,

- organizations— U2 NILABBRAOT LI NMCBEITRIERETHSEBTED LS
IZCLUET, AWS Organizations7 hV > MRAFHEBICEL TVREE, ChsOFFA Ik, Detective
A=A THIRBESIIMATT AV NEZERTTD L ZFALET,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "DetectivePermissions",
"Effect": "Allow",
"Action": [

"detective:BatchGetGraphMemberDatasources",
"detective:BatchGetMembershipDatasources",
"detective:DescribeOrganizationConfiguration",
"detective:GetFreeTrialEligibility",
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]I

"detective:
"detective:
"detective:
"detective:
:ListDatasourcePackages",
"detective:
"detective:
"detective:
"detective:
"detective:
:ListTagsForResource",
"detective:
"detective:
"detective:
"detective:
"detective:
"detective:
"detective:

"detective

"detective

"Resource":

GetGraphIngestState",
GetMembers",
GetPricingInformation",
GetUsageInformation",

ListGraphs",
ListHighDegreeEntities",
ListInvitations",
ListMembers",
ListOrganizationAdminAccount",

SearchGraph",
StartInvestigation",
GetInvestigation",
ListInvestigations",
UpdateInvestigationState",
ListIndicators",
InvokeAssistant"

g n

"Sid": "OrganizationsPermissions",

"Effect":

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource":

"Allow",

"

"Sid": "GuardDutyPermissions",

"Effect": "Allow",

"Action": [
"guardduty:ArchiveFindings",
"guardduty:GetFindings",
"guardduty:ListDetectors"

1,

"Resource": "*"

"Sid": "SecurityHubPermissions",
"Effect": "Allow",
"Action": [
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"securityHub:GetFindings"

1,

"Resource": "*"
}
]
}

AWS B/ S —: AmazonDetectiveOrganizationsAccess
IAM > 7 4 7 4 |- AmazonDetectiveOrganizationsAccess R —%Z TR Y FTEEXT,

DRI —IE, BN T Amazon Detective ZBRMLB RV EEBTH OO T IV AT 2H5L
£ 9, Detective ZHEBEAETHEMIZL . Detective DEFEENEEEET NI NERETEET,

SIS
CORDVD—IZE, UTOFAFr8EATVET,

« detective—- 71U /N)LIZ Detective DF V3 ADT I EAZHFALET,

« iam— Detective A"EnableOrganizationAdminAccount ZHUOHLEZEEIC, Y—EARAUZ D
O—)IAERENhDESICHEELET,

- organizations— AWS Organizations7') > )NILABBAOT HO 2 MBI 2EHREN S
BMEBTEDLSICLET, THIINFEBICEL TVBIEE., ChsOFFAIE. Detective 12
Y=IATHIORNEFTIMATT AV RBERTIDEZFALET, AWS H—EADHK
BEEMCIL, BEENEXN—THIV N 2EZEFEBEE L TERBLVCERMBIRTED LD
WCULET, £, 77U /VILA Amazon Detective, Amazon, Amazon, Amazon Macie 7% & @
HOEFI1VTAH—EANDZEEEBETHV N ZEBTESDRSICLET, GuardDuty AWS
Security Hub

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"detective:DisableOrganizationAdminAccount",
"detective:EnableOrganizationAdminAccount",
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"detective:ListOrganizationAdminAccount"”

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "detective.amazonaws.com

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:DeregisterDelegatedAdministrator"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [

AWS BRI —
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"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"detective.amazonaws.com",
"guardduty.amazonaws.com",
"macie.amazonaws.com",
"securityhub.amazonaws.com"

AWS Y Zx— R7R1) < —: AmazonDetectiveServiceLinkedRole

IAM T>5 14 7 4 |C AmazonDetectiveServicelLinkedRole RV —ZT7 R Y FIBD LW TE
FHA, CORUI—IE, I—H—ICD>T Detective A7V AV ERTIDEZFTFTT S,

H—EAD70-)LICTRYFENET, FHEICODVWTE.

O—LoER") 22RLTEZ W,

Tthe section called “4"—E A > o

ORIV =G, Y—ERAVZ 7OV EBOTHI MEBRERETERLSICTIERET I

AFFAZENELERT,
SIS

CORDVD—IZE, UTOFANFrE8EATVET,

- organizations - #BOT7HU > MMEBREMBLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"organizations:DescribeAccount",
"organizations:ListAccounts"

]I

"Resource": "*"

AWS EIE/R 1S —DDetective 7Y 7’F— K~

CNY—EANZENEH %I L TLLE O Detective AWS OEERUS —OEHICETSHM%E

BRULET, cOR—DOEEICEITZEHEANICOVWTIE,

" RFIXBER—T R—TT

RSS 714 —RZEHTRAUZA4TLTLKEEL,

rE

AmazonDetectivelnvestigator
Access - BEORD S —DE
#

AmazonDetectiveFullAccess
& AmazonDetectivelnv
estigatorAccess — BEZ DR
) — T DER

StEA

Detective DFAEEBRHBERT I —
TOBET U 3% AmazonDet
ectivelnvestigator

Access RUZ—IZEBMULEL
1,

chsnF7o>3azICkt), Detec
tive MEDHK. BG. EFMH A8
(72 V), Detective A SBRHER
TIN—TOBEZRMETEXT,

Detective @ AmazonDet
ectiveFullAccess &&

¢* AmazonDetectivelInv
estigatorAccess RUZ—IC
Security Hub GetFindings 7%
arvzemEniEL ik,

chsOF77>3azIickt), Detec
tive A5, Security Hub 'S D1
HERZRBTEET,

B

2023 £ 11 A 26 H

2023 5 A 16 H
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rE

AmazonDetectiveOrg
anizationsAccess - 1L LR
)3 —

AmazonDetectiveMem
berAccess - FTL WK1 S —

AmazonDetectiveFullAccess
- B AR S—OEH

AmazonDetectivelnvestigator
Access - HTL WK 2 —

Bk B

Detective I AmazonDet 2023 3 A2 H
ectiveOrganization

sAccess RUZ—pHNEBMENEL

o

CORID—IF, HERNT
Detective ZEXLBE LV EE TS
EOOTOEAFTZRFELET,

Detective | AmazonDet 2023 1 A 17 H
ectiveMemberAccess R
—HNFEmMEhEL .

ORI —E, X2 /)N—7", Dete
ctive CT7 UV EATEDLSICTD
cEEEICOVY = Ul OFER
CAOD—TRETTIELATED &
SICLET,

Detective GuardDuty GetFindin 2023 %1 A 17 B
gs AmazonDetectiveFul

lAccess A RUS—ICT O3>

ZEMULEL .

chsnTF7o>3aICky), Detec
tive GuardDuty AA SR ZEE T
2ET,

Detective | AmazonDet 2023 &1 A 17 H
ectiveInvestigator

Access R —HEBMEhEL

o

SORUI—IL&Y, TUVZNIL
I& Detective THEZITS &N T
R
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zE B AL B
AmazonDetectiveSer Detective T, Y—ERXU>o0O— 2021 £ 12 A 16 H
viceLinkedRole - 1L LR 1) JLICEHLWRUS —HEINEhEL

:/_ rt:o

ORI —F, Y—ERAUZY
O— LA EEROTHDO> MIE
THRRBMEIREID L ZFALE
ER

Detective (2L ZEHFL 1A Detective AWS EEEBRU—NDZE 20215810 H
HEL K EZEHRLBOEL .

Detective DY —E AU 20— OEH

Amazon Detective & AWS Identity and Access Management (IAM) Y —E Al DO nfzO0—)L
ZERALET, Y—ERAU>U0O—)LIk. Detective ICEE) > IVENE—ZOX(47 0O IAM O—
LTI, H—ERICU V& hizO—)LI& Detective ICE 2 TEREREIATHY, H—EAN 11—
H—ICRD>THO AWS O —ERZEFHVOHITEHICHEZRITXNTOT IV ELAFANr EENTUVE
9o

H—EAVOO0-)LZ2FERATRE, VEZREZFHTEMIBDLENE V. Detective M

RENEEIZKVYET, Detective &, H—EAVVO-ILOT7 I AHATZERZLET, HICE
BT TVWRBEEKRE, Detective DHANTNOO—IIL%EE|EZHFD N TEET, ERLETY
TAFAICE, BERV—EHFARIV—DNEENET, COFTRIV—ZMEO IAMI T4
TAICTRYFIBR_ERFETERE A,

H—ERUYoO-)LiE, $FZOEBEYY—RELHBRLEThEYBRTEEEA, Chitk
\). Detective JY—AADERLAVFIERAICLDHTOMBRNFLEEN, UY—RARGREE N
=7,

H—ERAUOO0-ILEHYR—NTRMOF—ERALCDODVTE, TIAM &EEETS AWS O —E
A1 TH—=ERAUZ20-)L1 58 TRV EB>TLVAH—ERZBRRLTLKEEV, ¥—ER
DY —EAVYIO-)ICETR RFIXI T3 ERTTBICE. [Yes] (IFV) U2 T ZER
LET,
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Detective OB —E AU OO—=ILICHETED T O AFHFH

Detective I&. EWSHRBOH—ERICU>VEnicO—-)IZFEALE
9 AWSServiceRoleForDetective, — 1l &k V), Detective A" 1——I(Z X1 2 T AWS Organizations
BEWICTIVEATEDRSICBYET,

AWSServiceRoleForDetective H—E RAIC) o hizO—I)L&E., XoY—ERXZEF@ELTO-IIL%Z
BlEZ2HET,

 detective.amazonaws.com

AWSServiceRoleForDetective H—EAICD > V& hizO—J)EF., YXRX—TJ RARUD— ZFEAHALE
9F AmazonDetectiveServicelLinkedRolePolicy.

AmazonDetectiveServicelinkedRolePolicy R —OEFH OFMIC DWW TIE. "Amazon
Detective updates to AWS managed policies; ZZRB L TLKEEV, CcORIZ—DEEICEATSH
B7Z—HMIDOWTIE, Detective RFIXY NEER—IJDRSS 71 —RICHTRAUZ47LT
<EEL,

H—EZAU>o0-)I0ERK., wmE. BIRZIAMI> T4 74 (A—%—, =7, O-)l
BE)VICHFTTDICE, PTUOEAHFTNERETIHENHYET, FHMICOVWTIE, TIAM User
Guides (IAM 1—%—7H A R) @ "Service-linked role permissions; (Y—E AV 2O0—=ILOT7 o+
AER) z2RL T EEW,

Detective D —E X1 > o 0O—)LDERK

H—EAUIOO-LZEZFHTHERTIZLEEHY EFEA. . AWS Management Console, AWS
CLIE =ik AWS API TH#E#B D Detective EEBET NV NZEET S &, Detective ICK 2 TH—E
AV roEhizO-)IIrERENETET,

COY—ERVOO0-I)ZHRLUEETBEERTAISENr LU EHEE. BUFETTHI M
CO—J)LZBERTEET, BB D Detective EBET HI NEIEET D L. Detective Ik V),
H—EAVOO0-IFBUOEHBMICERENET,

Detective D —E R > O0O0—-)L DiRE

Detective Tld. AWSServiceRoleForDetective H—E AUV niO— ) Zi{EETH L ET
EFXHA, H—EARAUOO-LEZERLERBEK, Z2LKOTITATAICL2>TO-IINFSREND
AeEMN B, O—IINBELEEITDH I EETEEXEEA, EFL. IAMZFEAL ZO—)LDOFEA
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DMERFTERT, FALCOLVTR, TIAMI—Y—FHA R, O "H—EAV> 70—/ OimE.
ZZRLTLSEZL,

Detective ®H—E A > o 0O—)L O HIER

B—EAVDVO-IFBESBEEREGFY—EANTEILE2EBEICE,. TOO—-LZHIKRTS
CEEBEBOLET, TS5TBHLET, BEBHICEZRUVIEFLBRFEATOVBEVWREAOIY
TATAZHRTEEY, LEL, FHTHRIZEIC, Y—ERAUZ7O0-ILOVY—-RZET)—
DTYTIRRENBYET,

(® Note

)Y —AZHIBRT BBRIC. Detective DH—EAXATZOO—IILFEAENATVSES, HIRE
KBMITBDENBYVET, KBMLUEBSR., BOF > THSBEZBHITLTIEZL,

A EFH 9 % Detective 1)V —AZHIBRT % IC & AWSServiceRoleForDetective

1. Detective BEEETH U NEHIBRL £9, the section called “Detective BIEE 7 HT > NDig
B EBBLTLI AT,

2. Detective BEBET NIV NEZEELEZR) a2 To07OAEZRY)RLET,

B—ERACUVEnz0-)% IAM TFHHIRT S ICE

IAM Y —=)L, . £EE AWSAPI ZFEHAL TAWSCLI, Y—ERICU> 20—/ ZHIK
L &9 AWSServiceRoleForDetective, FFHIC DV TIE., TIAM1—HY—HA R, O "H—EZAU >
20— 0OHIBR, Z25BLTLSEEV,

Detective D —EAV > VO—- )& HR—KhTD -3

Detective &, Detective H—E AN RMAAREZINTO)—23 2T, Y—EAU2O0-ILOFEH
BHR—NLTVWET, FHAICOVTEK, TAWSU—23a TV RKRAU M) #SRBLTLKES
(AN

Amazon Detective 74 F>TFATAETIOREAD NS TN 1—F1424

IXD1ERIE, Detective & IAM DERICHE> TRETD ARSI H S RN EEBEOZIPEEICK
M5FF, AWS Identity and Access Management(IAM) OEREIZT 7 AIEBZOBEX EH O M
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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EARELLEAR. TAMI—Y—HA K, O TAMO RS 1—F 425, REYI%ES
BLTEE W,

Detective TF7 9> 3> &BR{TTHHERN &L

NTOa>zRTTHIHERN BV E AWS Management Console BEIL =541k, BEEICEHKL
THR—NEZRKBEIILENHYVET, HHOEBZERFSEERO 1I—H—BENRADT—RERTLE
AT,

RXOIZ—PlE, mateojackson IAM 1—H =AY =) Z2FERAL T, BEITZTOXN=T
HIOVNIBBZEOOBFEZTANKIS E LN, detective:AcceptInvitation FFAA &L
BEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: detective:AcceptInvitation on resource: arn:aws:detective:us-
east-1:444455556666:graph:567856785678

ZMIF\BE. Mateo &, detective:AcceptInvitation 7o 3av#FRALT
arn:aws:detective:us-east-1:444455556666:9graph:567856785678 UV —AANDT Ut
ANFAENDELSIC, EBEBICRVS —OEHZMBELET,

iam ZE1T T 2RI H ') FHB A, PassRole

iam:PassRole 790> a2 a2 RTITIERERFNBVEVSIS—HFRTRENEESE. RUS—%F
¥TL T Detective ICO—ILZETCENTEDLDILTIHRENHYET,

—#D AWS DY —ERA TR, HLLWH—EAO-ILFLERY—ERALCUYVEnLO0-ILZER
TRIRDYIC, TOH—EACRFEOO-NZETCENTEXRT, TOLHICE., Y—EARICO—
N ZBETHERNILVETT,

AFOBOTZ—k, marymajor &5 IAM 1—H—#1>Y—)L &AL T Detective TF ¥
YAVERALESTHBALRELET, LLEL, COTITIAVEY—EAFRATHLM,
Y—ERAO—LA SHEEMEERNRETT, XTU—CE, O—LEY—EACEIHTN 5
iﬁ/’/o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE, Mary DRV —ZFH L TXF ) —IZ iam:PassRole U 3 NRITEHFU T D44
ENfrHYUET,

DETFIVEADRNTZ TN 1—F429 224


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot.html
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BR—MBEZFERE. AWS EEZFICHEBVELESEEV, Y1421 UFEIEHRERAL 128
HENEEETT,

AWS 7Ho MO 11— —IZ Detective VY —AANO T I7AZEFAL WV

DT HI NOI—F—PEBADOAY, VIY-ALTIELAIZLEHICHEATEDO-ILZERK
TEFET,. O-ILDEIERTZERXIR IV —ZHEETEXRT, VY—AR—ADRIZ—FI:
B7O7€AOMO—ILJAN (ACL) ZHR—KIBH—EADHBE, ThS5ORI—ZFERL
T DIY—ANDT I EARE[RETEEXT,

AICOVWTR, UTZZRL TS EE W

- Detective A"Ch S DEEZTR—NLTVWB A ESH ZMHE T SICIE. Amazon Detective T 1AM
NHEEET DA Z2ZRL TS EEL,

c IBEAWS 7HURNLTWR QOUY—ZAADT OV LAZEMIZAEICOVTIE., IAM 1—
H—HA RO "TAREAWS Z7HOKN LTVWDEIO O IAMI—H—AOT7 OVt A%BHTZ, %
SBLTLEEV,

« VDY—=ZAANDT I EAZY—RN—FT 14— IZRHITDIHEILCOVTIEAWS 7HT > M, IAM
A—Y—HA RO "H—RN—F A —AWS THIKNHFRETEZ ANOT IV EA%RREHTD, &
SRLTLEEV,

s D7IFL—230ENLTTIOERARAZRHITZFEICOVTIE., IAMI—H—HA ROIEER
e —H—ANOTIOELADRBE (D 7TFL—23 ) ZS5RBLTSEEL,

« VAARATAIDVRT O EATOO-LED) Y —AR—ADRIZ—OFEADEVIC OV T,
A—Y—=HARD "IAMTOIOATAI NIV —AT I tA1 22RLTLEE W,

Amazon Detective TOOJREJEET XU T

Amazon Detective A" #HE& & N TLE T AWS CloudTrail, CloudTrail Detective ® 3 XTOHAPIO—)L
BARRNELTHFYTFYLET,

Detective CloudTrail DOF > J OFERAFEDOFEMIC OV TIE, 25 B L TL & Lthe section called
“l— & B Detective API FO'E L @ OF > CloudTrail”,

Amazon Detective D A 7S5 A4 7 > ARSI

Amazon Detective AWS FREIEZ7OT S LDKRTT, FHMIC DVWTIE, Health Information Trust
Alliance Common Security Framework (HITRUST) CSFy T, Z5BRBL TS EE L\,

AOF>J&exZRI2T 225


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
https://aws.amazon.com/compliance/services-in-scope/HITRUST-CSF/
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AWSHBENDIAVTSATAT7ATZAORREREDFT—EAOVARNIDWTR, TOV7

FAT A7 OTZLBI0O AWS WHREEN 1 ZZRLTKEEV, —BUBERIEOVWTRE,
FAWS, Z2ZBRLTEEV,

HAR

H—RN—TFT 1 OEELAR—NEEFERALTHVO— RTEET AWS Artifact, FFMHICOWVT
l&. Downloading Reports in AWS & T ZSBL TS EE L\,

AWS 2k, VT ZATALKRUDUTOUY—ANFABEEIATVET,

"X 1T AAVTZATARAVAVYIVT 7L AAAR) —chns0OF7O4H4 RIZ
&, 7—FT7O0F ¥y LOZEFEOHBEE, AWSTEF1IUFTAEAVTSATARAICERZE
WER—ATAVREBEZTF7TO4TDLOOFIENRBEETIATVET,

« AWS Config BIRENA RO —ILICED KUY —ADOFHE — AWS Config cOH—E AT, U
V—ABENERET. ZEROTARTA2, RECENDBREERLLTVEI L ZFHMLET,

« AWS Security Hub— AWS COHY—E AT, RFEOEF1 VT REZERENICEETED -
., AWSEF1VF A EROBEPRARNTTIVTAAIZERL TVWBHAESH ZRETEE
ED

Amazon Detective ® [El{E B

AWS AWS JO—NIWNA VT ZARNTZIOF YRRV —23 2 ETFRASEYT A=V —2Z2H0ICHE
FENTVET, AWS U232 (LR, NENCOBRENEEBROTRAZEVT A=V -0
W, BLAT>D— §RAIL—=TYh, TREODEVRY ND—ITERENATVET, TRATE
VT4—V—2TR, V-2RBTHW IR EB<BBNCTIANA-—N—FBT7VT5—>3>
ET—BR—AZCHABLCEATRIENTEXRT, FRATFEVT A=V -2, REKOE—F
EFREBOTF—2EE2—AVT7ZANZIOF YL EAAMNEL<. 72—ILNRLZVRT, A
T—27)L7TT,

AWS V=32 ETFRAZEVT A=V —2OFMICO2VWT, "JO0-NIWAVTZARZ D
Fri Z2Z2RBLTLKEZW, AWS

Detective I&., AWS JO—/NILA V7 ZARNZIF ¥ IZMA T, Amazon DynamoDB & Amazon
Simple Storage Service (Amazon S3) ICHHAIAFN TV S MEEHZIAL TVET,

Detective D7 —F TV F vk, BE—OT7RASEVTA =V —20OBEICHIZEELIERE TV
£9., COEENE Detective ICHHAIAENTHY), WHEBZIREEHEH VY EFHA,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
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Amazon Detective DA > 7S ARNZOF vy X1 )FT 4

Amazon Detective; F Y Rx—2 REG—EXTHY . AWSJO—NILRY NT—0+EF21UFT1(C
EOTREBEETNTVET, AWSAWS EF1UFT A H—EREAVTTANTIVF v Z2RETRDA
ELOVWTE., TAWS 9T REFI1VT 14, Z5RLUTLKEEY, AWSAVTTARNTIF
EFIVFAORANT ST 1 AZ2FERAL TREZRFTTSHICE.  "Security Pillar AWS Well-
Architected Framework [C& T2 A V7 ZARNZ 0 F v RE L 2ZRLTEEV,

AWS BTN TVS APIFOHELZEAL T, XY N7 —2#8H T Detective; IC7VEALET,
DZAT > NIUTZHYR—NTBILEN HYET:

« Transport Layer Security (TLS)o TLS 1.2 4B T TLS1.3 N HEH T,

« DHE (#MF 1 7 1 — ALY V@E) % ECOHE (M HRT 1 71— AL VBEHE) 5L
NDELHEWEMY (PFS) CLBBERASM—h, CNSOE—KIE, Java7 BEAE, BEALD
BHYATFLATHR—RENTVET,

T, UVIANIR, PV7RAF—ID &, IAMZTUVINLICEERFShTVWRS—IL Y K
TOEAXF—ZFERALTERIDHEN HYET, £k, AWS Security Token ServiceAWS STS
ZFEALT, —BNAEF1I VT (REAERZERL, VIITANCEBREITDCEETERT,

Amazon Detective DtEF 1T ARANTTIOT1 A

Detective (Cld, MBOEF 1V T AR —2HRBLVORETIRICEETDIHENDH D LN D
AOEF1IVTAEENAZEENTVET, UTORARNT V9T 1 ARG—BNEBHARZTAOTH
V), B2BEFIVFTA4VYVI—2302RBAITREOTREHYELA, CNSORARNTTIT4
ARBEZOREBEICHTUEBENELEFE T2 THEVAREMEN HDNOT, RAETELELS, HBKETH
ARZBEHESEZZILSEET,

Detective ICDW Tk, EF 1 VFTF A ORARNT ST 1A, BEITZTILETZDTHINDOE
BICEAELTVWET,

BEBETNIORNORARNTZIOT14RA
BETSTIEAYN—FHIVNEBBTHEER. AONVEBIRTHIY NOKERELET,

BEIZINOT IV EAZHRLET. IV —HBEITZT7ILTIRATESRHE. Chosnd—
BW—RBXN=TATDVROIXNTOREBRERTTERT, CORDIBREBRICIE. EEMED
BWEFIUTABRIBEEATVIEZENHBYVET,

AVT7ZARNZOFyEFIUTA 227


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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XVIN=THAIVRNORANTZ9T4 A

BREIZ7NOBEHEEZTIM 2125, BERERIAL TSEEL,

BEREEGBULLEEEET AV NOTAHIY MERFE2HEL TS EE W, AWS THI Y NOFR
BEAMHBLTVWRZE, BROBHEROTHI M EFIVFTATF—REEZRIITTBHESY
BERZELTVWR L ZRIELET,

XN=TAIVRORARNT ST 4R 228
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Amazon Detective JARNDFHEFTZR T

Detective D7 77 1 ET 1 DEIHFIZKIL DR S, [Usage] (FAE) DR—IICIE, BIWVIAEN
F—ZOBEFRAAARNNRTIENET,

- EWET NV NDFE, [Usage] (FRE) OR—DICE., BEIZ 7260 TF—2E2EFAOAX
RARRENET,

« XUYN=THJ>2BNDFE. [Usage] (EAE) DR—JIZE, XUN—HDFTF—R2Z2RHLTVEE
IZ724T, BEOTAVYROTF—RBEFRAIARNKRRENRET,

Detective AWS CloudTrail EOF > JE€HR—KNLTVWE T,

A7
s BEIZ70EBNTSATIIBBEICIOVT
s BEJST7OEREEIANODEZZ) T (BBETHIUN)
s MEJS7LBOFEABEIARRNDEZRU T XUN=THIN)
« Amazon Detective \c & D FR AN D EHZE
« T® Amazon Detective AP FO'H L @ OF > J AWS CloudTrail

BEIZ7OERNSATILHEICOVT

Amazon Detective &, EV—>3a> 0T HO NI 30 BEANERNSA TN 2REELET, 7
NIROERRNSATILE., ROVWTIhADT I3 2O TETLEEEICLHBENET,

. }73'7/I\'C Detective ZFEITEMICL, TOT OO RNIBET S T7TOEBETHI > NIC
325

« 7H2>2 ~NH AWS OrganizationsH D #E# D Detective EEET NI NELTEEE
N, Detective XS THEMICE 2 EHE,

» Detective BEBET HU 2 MNEES N EIICBLIC Detective A BEMICHE > TVWEEE, TN
. TOTNHIRTES 0 BENERRNSATILNBHBRETS D ERFHYEBA,

« FHIOURD, BETSTOXN—=THIOMOBEEREREL, XON—=ThHhORNELTH
MZE o EBE,

o BT HO> NN Detective BEETHIURNCE2>TAYN—THORNELTEMLE NS

A
Ho

BEISTOERNSATILEBICOVT 229



Amazon Detective J1—%—AH4R

BENZATIIHERZTORIANS 30 HEATT, TOHEHRICABEAETF—XOREICOVT

THIOVRNIBRENETEA, NTATILHBEN KT 5 &, Detective l&, BIET T 7 IC1R M
FTBT—RICODVTOREETHI U MNIBERLBEOHET, Detective DT IT1ET 1 ZEHT S
FE, FRARRZERTSHE,. FROANEERE TS HEIC DOV T, "Amazon Detective 1A
ROFRAEEZRV T, 22RLTLKEETVN, BE0FEMICOVTIE, Detective DEIE, 25
BLTLSEZL,

=23 VANINTOBEIZ7ICEALU 30 BENERAEAET. fIRE. 7HOU MY &2k
TZ27DOXN=THIRNELTEMIB212ELET, chiZ&kY), 30 BEOER NS AT
HEARBELET, 10 AR, THIOVRNEELU—23a>0 2FBB0BRIZ70EHICEMICE
WET, 2BBOBEIZT7IC2VWTR, TOTAHVNOER NS A TIIHBEGR 20 BEE R &
ER

BRERNZATILTRE., ROLSIBEHDODXIY MIBYET,

- BEBET NI KNE, Detective DIEFREXHMEEZFFEL <THEFEL. TOMEZRIATEEXT,

« BWMETHIRNEXYN—THT> N, Detective ' F—RIZDWTOFEREHEBITDHIIC.
F—ROBEHEIARNEEZZU T TEET, Ithe sectioncalled “BEET HT> NDOFEH
BEEJARN] B Tthe section called “ XV N—TFHO NOEHEDENH ) 25BLTLSEE
(AT

F72320F—3V—AOERKNZATI

Detective Tlt, A#7°>3a>n7F—2Y—A% 30 HFﬂﬂﬂfﬁiﬁFﬁ?%‘tET%ﬁ?o — DER N
Z AT )Lk, Detective Z# THEZNIC L /=& EIZT7 Detective T—2XR Y —ARICRHEATVWE
BRERNSATILERINOENDTT,

® Note
BEENSAT2a>nTF—3YV—ANYT—228%CLTHS 7 BEAICERICL 25
&. Detective &, TOTF—ZFYV—-ANYT—FBUOENMICEhEEE, TOTF—2Y—RA
NYT—208RNZSA4T7 N2 1B EGTEBNICUEY NULET,

F723a> OF—BY—ANYT—EEMELRFERMICTEDEZEICOWVWTIE. "Detective MDA
AVTF—RI)—ADRAT 1 BSBRBLTLIEETL,

F723OF—RV—ADERRNZATIL 230


https://aws.amazon.com/detective/pricing/

BEVZ7OFERAEEOANODEZRZD T (BEBETHIUN)

Amazon Detective l&, Z7HO 2 NN BIDBEET ST THERAENDT—XICDOWVWT, ET7HhDY
NIZEERL £ 9, Detective l&, V—ARICADLDHEST, §XTOF—ZICDOVWT GB Hi-V) OEER
BEEHEEBRLET,

BEET NI N, Detective AV =)0 [FERARR] R— T, BEX 30 BEICEVYIAEFh
TFT—REZE [T—RV—ANFEER [THI R ICKRRTEXRT, EBETHIRNIRK, 7HYD
VREBEIST72EOBED 30 BEAOFRAIANERTENET,

Detective DEAEICBE TR IEHRZRRIT S I

1. AWS Management Consolelc b/ >4 > LET, TDOH&, https://console.aws.amazon.com/
detective/ T Detective A2V — )L ZHE X T,

2. Detective DFES—2 a2 R4 2T, [Settings] (RRTE) M [Usage] (FAE) ZiBIRL £,
3. [F—RY—RBNZRTN[THIRAZT&BERLT, FARREVTFNATERRLET,

BTN RNCOVTHYIATFIhZT—Z0DE

[Ingested volume by member account] (X /N—=F7 02 RBIOBVYIAKE) I, BETZTOT
DTATBTHIRNFRRENET, BIBRENLEXN=THIRMEVANIERRENEE A,

BT7AIRIOVWT, BYIAKBOUANIROBEBIRRIENETT,

« AWS 7HDUY RERIFEL—RI—HF—DX—IT RL A,
s PTHADURDBEIZ7ICT—RZRHLHBEDIZH,

EBETHIRNDBE., ChET7HI> D Detective ZBEMICLEBTY,

XN=THIOURNDBE, CNRETHIOMNABEEZTANLERBIXAN=THONELT
EMCHE2EBTY,

« BEIEE30 HEICTZHI MDA SHYIATEFAET—ZNDE, G5k, IXNTOYV—ARATHEE
h&Ed,

« PHOUKRNRE, ERNSATIEBFRAES DL, BE. EBERNSATILHBEAFTOTHIOMND
BE. UANCZRERERY)OBENSRRENET,

BRNZATILHEROTAO Y M BWVES, BENZATILIAT—R2ADIERTELETE
Ao

BEETHINOFERAEEIAN 231


https://console.aws.amazon.com/detective/
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BEIZ70FEAIAN

[This account's projected cost] (CHT7 A ROFRIAN) ICIE, EBETHIND 30 BHE
DF—ROFRAIARNRENET, FAIANG, EBETHVNO1 HOFHEICEIEF
CB

/A Important

COEBERFRFUAIANDATT, chik, BED 30 HEOEBETHV N TF—RIZD
WTOEHIARNZFALET, EIE 30 HREAOEHAEICEIEE T, the section called
“Detective ICEDFRIARNDEELRE 25BL TS EEL,

BEIZ70FEAIAN

[All accounts' projected cost] (TXTOFT AT ROFREIAAN) IZE. BIETS 7240 30 HE
NDTF—ROEHFRAIANNRENET, FRHIAANE, E7HI D1 HOFHYEICESEE
CB

/A Important

COLHEEFFUAIANDATYT, ik, BED 30 HEOBEIZ77—XRICOVTOHOE
SFOAREFALEY, BR300 HEOFERAEICESIEET, FHIANIK, BEVS 7
DSHIBRENIEXN=TFTHI MEEENEE A, the section called “Detective C & 5 F
MIANDOFERE 25RBLTLSEZL,

U—ANY T=2RIICERY AT ET—2 8

[V—ANYT—=Dh) 28RTD &, MYRAEINET—XEN, BEITZ7 TRV >TVSRE R
TRBEY-ANY TRV ARKRRENE T,

IXTCOTHIRY, BEOTHAIVRDIOF—RERTRTEERT, EEETHIME, X
IN—CEDERRREY —ANY T—2RIICVARKRRIDEMONRILERTIDENTER
To HIBRENIEXDN=THIVRNEVANIRRENEE A

BEISZ7OFAIAN 232
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Detective 7

Detective A7 /YXJLIZIE. iBZ 30 B IZDetective 17 Y —RA (CloudTrail D%/, VPC 7O—0O
. GuardDuty £R) A SEVWIAFhETF—RENfRTENET,

EKS E&EOY

EKSEEOJONRILICKE, BE 30 HEIC EKS EEOV Y —ALSEVRAEFhET—REN K
RENKT, cOY—ANYT=U0ONFRIGE, BETZ7TEKS EEOJABMICEZ 2TV
BHEEICDHERRENET,

BEJS72OEREEAANDEZZIV T (X2VIN=THY
~ )

Amazon Detective l&, Z7HO 2 MNNBIBDBEET ST TERAENDT—XICODVWT, 7 hHhO>

NZFERLE T, Detective i, YV—RILAADHST, IXTOF—RICDOVWT GB HizV) OREEH
BEEREEBERLET,

XVIN=TFHI NDIBA, [Usage] (EAE) DR—JIZIE, TOTHIROEDTF—REE 30
BEOFAIANNRRENET,

Detective DEAEICE T EHRERTITDICE

1. AWS Management Consolel_ 4 >4 > LET, TDOHK. https://console.aws.amazon.com/
detective/ T Detective A2V —)ILZRAEXT,

2. Detective DFES—2 a3 RA T, [Settings] (XE) M [Usage] (FAE) ZBIRLE T,

BEETZ 7O IAKE

[This account's ingested volume] (CD T ATV NOBY)IAENLZE) IZE. XON=ThHhIO KK
T—RERBITRIERET S TN RENET, BIRLEXDN=2Y T FERBEBETHUY NH
BRUBEXN=2 9 TREENEHAS

BEITZ 7L, VDANCRROBHERFrEEATVET,

- EBETNAIVRNDTHONES

« BIE30 BEIIXYN=TAHAI RSBV RATFIET—2DE, G5, INTOY—ARA
THEEIET,

XYIN=THI7> N DEREDEH 233
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s BMETSTICOVWTAUYN=T AN EBRIZAE 2R,

BEIZ72E0FRAIAL

[This account's projected cost] (CD T AT MOFROAAN) . XN=THIO U KNFTF—2%R
MIBDINTOERETZ7ICETBEXN=THOMD 30 BEOF—2OFRHIARNZRLE
T FROAANE, XON=TFHO D1 BOFHEICETEEXT,

/A Important

COEBERFRFUAIANDATT, chik, BED 30 HEOEBETHV N TF—RIZD
WTOESHIARMEFRALET, BENE 30 HEAOFEHAEICEIEE T, the section called
“Detective ICKDFRIARNDFELE ) ZSBL TLKESL,

Amazon Detective IC& D FRIIANDOITEAE

[Usage] (FAE) DR—DICKRRENDFRHIAANDEZFTE TS -2, Detective IFIXZEITL
9,
1. 8IS 7TERSOTHINOFRAIANZEREB TS -HIZ, Detective IFIXRZERITLET,
a1 BHEYOFHYEZFELET, IXNTOTITATRBOF—REEZMAT, FHIU M
FTFOTATTH>EABTHRLET,

TADYRDFBEMCE>THS 30 BZEAZHENffRBL TVREE, BRIEF30BETY, 7
ATV RFBHIEBE>TAHAS 0 AL EEVHELAZBL TVWEWES, SABUEOR
HTY,

PIZE, THOY A 12 BREICAMICE B E. Detective FTN S 12 HEICEY AR
n-EZEML., ThZ 12 TRLET,
b. 7THO>r D1 BOFHIZ30ZEZLET, ChETHIMNO 30 BEAOFRAFEAETT,
c. HEEFIIEFALT, 30 HEOFRAFHAEICOVTO 30 ABOFRAIANEFTELET,
2. BV Z70EFTFRAIANZREB TS -HIZ, Detective [FIRERITLET,
a. BEIJZTOINTOTHI MO 30 BEOFAEREZEAEDEERT,

b. IEETFTINZFEAL T, 30 HEOEHFALAELCODVWTO 30 BEOFHIANZFHEL &
ED
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B EHETZTE2ETXUN=THINOEFHFRHAIANEERE TSI, Detective ld R ERTT
LET,

a. INTOEMEISZ 7030 BEOTFRAFEREZHEAELEET,

b. #&EFINZFEAL T, 30 HEAOESFHFRAFEAZICOVTO 30 BEAOFRIANEZFEL &
¥,

4. #£58 Amazon VPC ZfEHA L TW3H4E. Detective @EZRXRV I T IOTAETAICETVTF
BIARNZFAELET, REBBOREBICHNHADFRAIANIOVWTE, BEETH2H8H0
LET,

a. Detective X2 /N\—FHD > NCHE Amazon VPC A"EFENTHY, TOHE VPC £#FEAL
TWB D IE Detective 7HV > MH HBIFE. Detective EEFD VPCASDINTORT
T4V IORERLET, FAELIANEML., Detective & VPC ANDIXTORNT T 1V
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"EventId": "f2545ee3-170f-4340-8af4-a983c669ce37",

"Username": "JaneRoe",

"EventTime": 1571956406.0,

"CloudTrailEvent": "{\"eventVersion\":\"1.05\",\"userIdentity\":
{\"type\":\"AssumedRole\",\"principalId\":\"AROAJZARKEP6WKJI5JHSUS:JaneRoe\",\"azrn
\":\"arn:aws:sts::111122223333:assumed-role/1A4R5S5KSPGGIV/JaneRoe\",\"accountId
\":\"111122223333\",\"accessKeyId\":\"AKIAIOSFODNN7EXAMPLE\",\"sessionContext\":
{\"attributes\":{\"mfaAuthenticated\":\"false\",\"creationDate\":\"2019-10-24T21:54:567
\"},\"sessionIssuer\":{\"type\":\"Role\",\"principalId\":\"AROAJZARKEP6WKI5JHSUS
\",\"arn\":\"arn:aws:iam::111122223333:role/1A4R55KSPGGOV\",\"accountId\":
\"111122223333\",\"userName\":\"JaneRoe\"}}},\"eventTime\":\"2019-10-24T22:33:26Z
\",\"eventSource\":\"detective.amazonaws.com\",\"eventName\":\"AcceptInvitation
\",\"awsRegion\":\"us-east-2\",\"sourceIPAddress\":\"192.0.2.123\",\"userAgent
\":\"aws /3 aws-sdk-java/1.11.648 Linux/4.14.133-97.112.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/25.201-b0@9 java/1.8.0_201 vendor/Oracle_Corporation exec-env/
AWS_Lambda_java8\",\"errorCode\":\"ValidationException\",\"requestParameters\":
{\"masterAccount\":\"111111111111\"},\"responseElements\":{\"message\":\"Invalid

request body\"},\"requestID\":\"8437ff99-5ec4-4bla-8353-173be984301f\",\"eventID\":
\"f2545ee3-170f-4340-8af4-a983c669ce37\",\"readOnly\":false,\"eventType\":\"AwsApiCall
\",\"recipientAccountId\":\"111122223333\"}",
"EventName": "AcceptInvitation",
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"EventSource": "detective.amazonaws.com",
"Resources": []
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aws detective list-tags-for-resource --resource-arn arn:aws:detective:us-
east-1:111122223333:graph:123412341234
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