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EEOREH

DBERNIGEVEENDT—EIR—AONT#—XALOBEICKY), TF—EIR—AOY—EARE
HFIETITHAEMN B ET, DevOpsGuru ik RDS F—EXR—ATREZRHETRE, Fva

R=RICAVHANELBHALET, 1AM, VY—AAWS/RDS DEEEBNAEENTVE

E

A > AR AT Performance Insights A BMW&EE. EEICKBEEOHMAEITFrEENETT,
DevOpsGuru for RDS Tld, FAEF LR BENREEBEERTIDLEHEBOLET. fIAE, 5
ENDSER SQL AT— KX NOFAZE. CPUBRENEMZMKES. idle-in-transaction v > 3> %
BAUBCENfHERENET,

BR—RENTVBF—ER—RAI T
DevOpsGuru for RDS &, XDF—ZR—ATI VU THR—RENATVET,
MySQL %f /& Amazon Aurora

CODIVDUDOFFMAICDOWTIE, Amazon Aurora 1—%—H A4 R® "Amazon Aurora MySQL @
Z1EL ZZRLUTLKEZ L,

PostgreSQL X4 Amazon Aurora

COIVUOEMICDOWVWTIE. Amazon Aurora 1—H%—4 4 R® "Amazon Aurora
PostgreSQL NREL ZZRL T EE L,

Amazon RDS for PostgreSQL Xt /&

CcOIVVOFMICOVWTIE, Amazon RDS 1—H—H 4 R®M Amazon RDS for PostgreSQL
BSRLTLSEZL,

DevOpsGuru EEEZHREL, BOTF—EXR—RATI VSV OEXRNESHZTVET, RDS A
DevOpsGuru I&. Amazon Aurora & & T RDS for PostgreSQL /4 > AR > AIZ DWW T 0 &3l 2
WELOAXF—2a o s=BHLET,

DevOpsGuru for RDS O &1t

DevOpsGuru for RDS ZBMICT S &, DevOpsGru A" DB A VARV ABED VY —ADEE
ERHTEDLSICAKVYET, Amazon RDS Tld, RDSDB A VARV AKLEFE DB VT AZ—
DHRMEEEBEICE DG TAMLTEERT, CnEREITSDL8HIC, RDS IF Amazon EC2,
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DevOpsGuru, IAM B EDMD OH—EZAAD API J—=)L&TVWET, RDSOAY—=IHFhsn
APIFO'H L Z1TS &, AIRILD =& (C AWS CloudTrail DY ICEBBEENE T,

DevOpsGuru A" Amazon RDS F—ZX—ADA A N2 EHTEDLDICTAICE. LToEY
SAVORAVERTLET,

NEY D

« Amazon RDS DB 1 2 A& > AM Performance Insights 2742/ (C 9%
« DevOpsGuru for RDS O F7 VAR —DERE

« Amazon RDS DB 4 > A& > A% DevOpsGuru 7/N\L Y 2 ICIEMT B

Amazon RDS DB 1 2 A& > A® Performance Insights &>/ (IC9 %

DevOpsGuru for RDS A" DB A AR AN EEZ 53 %Ik, Performance Insights A BRI
BOTVWBERBRELET, DB 1 AR AT Performance Insights A BMIC% 2 TVWEWE
4. RDS @ DevOpsGuru XX DB TEHL £3,

AYaAR—R

DY—RABRATRICA A4 NERTTSDE. Performance Insights A" A/ I > TWEWD
ENRDS B TEBHAENET, U2 U &ZFEIRL T, Amazon RDS OV — )L T Performance
Insights ZBXICLE T,

1294k

R=IJTHO[LOX>F—> 3] 92 32T [Enable Amazon RDS Performance Insights]
(Amazon RDS Performance Insights ® & %*h1t) Z3&RL £,

"

AX &

[Service: Amazon RDS] (% —E A: Amazon RDS) 9> 3 > T, AmazonRDS 2V —JLT
Performance Insights ZF > ICT 260U R BIRLET,

FHIC DOV TIE, Amazon Aurora 1—Y%—7 4 R® "Performance Insights D74 > &4 7 Q))&
A1 EIzlEAmazon RDS I —%—7 4 R® "Performance Insights DA EF 7 DYV EZ, 25
BLTLSEZL,

DevOpsGuru for RDS O 7 VAR —DFRE

J1—4H%—H" DevOpsGuru for RDS L7 VAT BIZE, XROVWThADRIS—AS5OTIEAH
ANRETT,
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« AWS Y &—2 R7R1) 2 — AmazonRDSFullAccess

s UTOT 023 EHFATIHNARI—NFR—I RRIZ—TT,
* pi:GetResourceMetrics
* pi:DescribeDimensionKeys

* pi:GetDimensionKeyDetails

M DWW T, Amazon Aurora 1—%—7 4 R® Performance Insights 7 7 AR > — M &
E4 F¥izlEAmazon RDS 1—H—7 4 R® MPerformance Insights 7 7 AR —DEE) 25
BLTLSEZL,

Amazon RDS DB 4 > ARX > A% DevOpsGuru A/NL Y ZIZIBINT S

DevOpsGuru 2V —J)L& iz l& Amazon RDS 12V —)L T Amazon RDS F—&ZX—AZ2E_X)
>4 35&S5IC DevOpsGuru ZERETEET,

DevOpsGuru AV —=J)LIZE, ROFAT>avHFHIET,

s PHIVKNLARILT DevOpsGuru ZAVICLET, chANFT7FILNTT, cOFTTavaR
RI B &, DevOpsGuru l& Amazon RDS F—ZXR—AZEL AWS 7HIU RAWS U= 3>
B THR—RENTVWBIIXNTOAWSIY —RAZ0HLET,

« RDS ® DevOpsGuru MAWS CloudFormationAX Y V7 #EEL £9,

FMICOVWTIE, TAWS CloudFormation AR Y U %&EHL T DevOps Guru 7 7D —>3a> A
D)V —Az#HBTH Z2ZZRBLTLLEEL,
« Amazon RDS VY —ADM X T+t

ATk, I—H =D AWS VY —RIZE Y TDHARLBEIRILTT, 2 ZFEALT, 77
Jr—>3a> & BETHAWS VY —RZBRILET, TOER, RTJTAHA R NET1IINEZ—
LT, P7VT—23 2 &k 2>THERENEA VA NOAERRTEES, 77Ur—>3>
A® Amazon RDS VY —AICK > TERE N/ T A MDA EKRTTSICIE., Devops-guru-
rds D& S {E%Z Amazon RDS VY —ARJICEBMLET, HMICOVWTE, "20%2FALE
DevOpsGuru 7 7' —>3 >0 )V —AD#ER 1 Z2SRBLTLEEL,

(@ Note

Amazon RDS VY —RICZTZFFDEER, VDTARXR—TREBELSTF—EIR—A[AN VAR
VAR ERGRDHXRENHY)ET,
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Amazon RDS >V —JLA S DevOpsGuru EZX U T &#BMICTSICIE., "RDSIV—)LT
DevOps Guru ZEMIC T2 1 2B L TLKE&E W, Amazon RDS Y —JLA S DevOpsGuru &
BMCTBRIIE, RTZFERITIZENHYET, XTOFMICDOVWTIE, the section called “&2J
ZERALTCT7VT—2320 )V —AZ2HBA T2 2SRBLTLSEEL,

Amazon RDS TOHOEEZ DTS

DevOpsGuru for RDS A Y2 1 R—RTNT A —XANEEZLHAITREER. BE. XOAR
TYTERITLETD,

1. DevOpsGuru A Y 2 1 R—RTA U H /4 N Z2RTLET, RDS ® DevOpsGuru ik, UT7 U7 41
TAHANEETOAFITATAHA NOBREEZRELETS

HMCOVWTE, T4 NOXRR) ZSRBLTLSESL,
2. AWS/RDS DY —ANEFEEZRRLET,

FHACOVTEE, "ESENREEEERTTD L EAXBENETERTTS) ESRLTILKE
=L,
3. DevOpsGuru for RDS N#EBEF/ICHELE T,

FMCOVTE, TLOXTF—23arvA0xh) 25RLTLSEE,

4. DBAVAZY ADREZERL T, BRENIENT A XV AOBENBHRLEVC & ZHER
£9,

HMICDOWVWTIE, Amazon Aurora 1—%—74 4 R® TAmazon AuroraDB 75 AR —D X KN D
ADEFEZR) YT | BE&TAmMmazon RDS I—H—HA4 R® "Amazon RDS 4 VAZVAM XA K1)
DADEZR) T #S5BLTLSESL,

1294 MDOERTR

DevOpsGuru AV —=IDA A "MR=DIZTIOEAL T, EERNSES KRCEFRSED A >
HARNERELET, THS, VAN SA A MNEERTSDE, XMNUOJR, LOXFT—
A, AVHANCBEITIHMERESUCHAR—ERTTEET,

A2 A Rh2RRIBICE

1. https://console.aws.amazon.com/devops-guru/ T Amazon DevOpsGuru AV — )L ZHE E
£

2. FTETF—23aRAVERE. [Insights] (A >H 4 8) ZBRLET,
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3. BRMNBEAVHAINERTITBZICE [BEN] 27 2ERL, BANBEA YA NERTT
BICE [TFRI ZRRLET,

4. AVHAROBFZRRL, AT XRALEEETEEIENZNTERT,

AT A MR=IHFRRENKT,

ERVWSHEHEEZRTIT D

A4 RMAT AmazonRDS VY —ANEEZHEFETEE T, SRAREEA A NOR—DO
FTESFARNIOR, 20232 TlR, BEQDVARNERRBTRDREAN LTSV ZRRTEERT, EEIC
BEETH A TIL—TRARNIBEITIBEHRERTITDEIIVEHVET, BEASESA
1NODEREEBICEEIhEN, EEICHIBZHMENfBHENEREITEIR—DHIFHVET,

RDS ERNRBHEHEENFHMAE I ERTTS

COBETIR, EEZRUILSF VLT AMazonRDSDB 1 VAR AQFHMBESMEL XY
TF—>aEMBLET,

2Tk, Performance Insights A"A >/ I 2 TW% Amazon RDSDB 4 VAR ATHXEAT
EET,

REOFHMER—JICRUILEDIITBICE

1. A2YARMR—=DT, AWS/RDS UY —ARATDEFANI DA ZBRELET,
2. [FHzERR]) ZBIRLET,
EEOHMAR—IHARRIENET, RABMNLER [TF—ER—ANT =X ANEE] THE

W, BEIEVY—RAZRLET, AVVY-ILTR, EEFRELCHBACERELS, EEMNF &
EEVEENTT7AILNTREENET,

3. (A72IAV)HBEZTBRVY—ANEBHZHEE. R—PEBCHIVARISHOUY —
AEBEBRLET,

LT, FlR—2OOVR—FMOFHBAZRLTVET,

)Y —ADHE

HR—2 0 LB 3> [Resource overview] (VY —AOBE) T, cOtEIa>
&, AmazonRDSDB A/ VARV ATRETDINT XV ADEEZFLEDHEEDTT,
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Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.

COEIZIAVICR., RDTA1—=)LRAEFENET,

« Resource name (VY —RAB) —BENRELTWVWSB DB A VAR ADRZHE, COHITIE,
Y —2RZ & prod_db_678 TT,

- DBengine(DB I YV) —BENRKELTVWB DB A VAR ANDEZHE,., cOPITRER, TV
(& Aurora MySQL T9,

- Anomaly severity (RENDEEM) — (VAR AICHTZIEEICLDEBEFEORE, EEE
k. &, B, BLTETT,

« Anomaly summary (REOBE) — BEOHELBE, —MHEBEE. Unusually high DB load
(EEICHEV DB &fF) T,

Start time (FREF[E) & End time (R THRE) - EEMFHABE LR TLUEEE, BRTREN
[Ongoing] (E1TH) DIBE. BENBIEHERELTVET,

Duration (i) — EFBEOFLERKE., COHITE, EEFETHFTHY) . 3EH 2 7EREL
TVEY,

TZARIXRNITA

TZARVXNIGRAE 232, AVHAMNAOBRLEULARNILOEETHZ2AREEOHEN K
FENEXT, AREFEEF. DBA VARV AN BRID —BNBBELEZ D EANTERT,
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Primary metric . -
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Last 6 hours
Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30
24 (6x spike) info = B = =
' 20 H | |IIII|| O HAHHE P HA T
Typically: DB load up to 4 15 I I I
: | | |
5 2 amE e —— e —— — e e -l
LD L L L L]
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 1432 ar7 15:00 Mar 7 16:00 Mar 7 17:00
Time (UTC)
B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load
[] High severity anomaly Max vCPUs
View in Performance Insights E

ERONZRILICE, BEOFENIrRRENETT. COFITR, BECERDFEHBIEENETT,

s F—RR—AET (DB &fif) — T—IR—AEROEBEELE L TOEED D, Performance
Insights OXFIET DX KU DAk DBLoad TFo CHDXKNUT A Amazon ICERITENET
CloudWatch,

+ db.r5.4xlarge — DB £ AR AU T A, VCPUs O (CDOHITIE 16) &, FEHT7ITF1 T 1Y
232 (AAS) FY—RMORBRICHISLET,

¢« 24 (BX ANA D) — A A NTHEE nr;H#FﬂFﬂBEﬂFcD»?i':J"O%47‘1zv~>a > (AAS) THI
EEnhi-DB&f, LENf>2T, EEHEFOEEORAT, T—EIXR—ATEHY 24 0tv 3
ONTOTAaTE e bHV)ET, DB AR, «.034/7\9/7\0)13%0) DB &% 6 12
T9,

s —RICERAR4DDBER ——MBWED—I20—RICEFS AAS BUTHRIEE /- DB B0
R—ATA, 4 DERK. BEOREFRIC, T—EIR—ALTEEOBATELY4UTOEY > 3
BT OTAT]THBDERERLET,

T7AILRTRE, BRTF ¥ —PMRIFEAARDNCRIDTAZAAENET, 2FY, FYr—hADE
N=Z20WT, FEROBNEEEE., ¥ DB ERICREFELTVAFRARVNERLET, T7
7. RENMRBENLERKY (Fe) FRRIENET, N—ATREZ<DAR—AZ 5D ZFH
AR NIEBLERY,

« CPU
« I0:wait/io/sql/table/handler

FROBFHEANR NE. 2O Aurora MySQL TF—EIR—ATRHRBEL N EZS KR RENE
F. Amazon Aurora DEFEAAR N EFRAL TN T #—X AR EFI1—Z_20F2HFEICOVWT
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l&. Amazon Auroral—H—74 4 R® "Aurora MySQL QOF#AR NZFERLEFI1——27

B KT TAurora PostgreSQL DFEANR N Z2FEALEFI—Z207 1 22RBLTLKEZ LV, RDS
for PostgreSQL N iF#A R RN EFAL TN 7 A —X AR/ T B HEICDOWVWTIEE,. Amazon
RDS 1—%—74 R® "RDS for PostgreSQL DEFHANR hE2FERALEFI -7, 282RL T
<fEEEL,

BIEX KD XA

[Related metrics] (BEEX NV I RA) U232k, AREENORENKREANERTHDIAVTFA
REENMIVARNENET, chsOKREBRE, N7 —NXAOBEICEITDEMBERZRML E
CB

Related metrics (2)
When your DB load is high other metrics often show anomalies. Use these metrics to help diagnose your performance issue 5m 30m 1h 6h 12h 24h  Custom [H
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 @

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

50

0 I

= CPU running tasks []High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%
75%

Contributing to:

CPU capacity exceeded 50%

25%

o I

— CPU utilization [] High severity anomaly

[Related metrics] (BBEX R I R) F—TILIZE 2 2DH (XA RNV IREBHLTE A LT A4 (UTC))
FHVEST, T—7LOEZ DT, BEODXKNVIRIZHELET,

BITORIDOIICE, ROBBIBENET,

s #E-XRNUDADEZH, BIIDTIE, FAIVZERTLTVSB CPUELTXARNIIRAEZRBILE
£

. Currently (BfE) — X KU S ADBENE, BONOFTTR. BENER 162 7O€2R 3x) T

s BE-EEICHMELTVIBEDOT—EIR—ADZDARNIIDADOR—ATA(>, RDS D
DevOpsGuru &, 1 BEOERED 5 N\—t ZAIIEELTIR—ATAVZFELET, IO
Tk, BESO7OLAN CPU TEITENTVWDRZEZRLET,
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« Contributingto (F5) — COX RNV JAIZEERTSATVEIREZER. RPOTTRE. AV %
RITFDO CPUXKMUTARK, CPUREBBEEICBEEMRNITSNTVET,

Timeline (Z1 LT A HIZE, XNV IAOTFNBRIZTIHNRRENET T, 2 0EFHE.
DevOpsGru for RDS AR EERZEEEN SV EEEL LHBEBERZRLET,

SMELIXF—aY

RAREEN AN EEEZHAITDOLTL, AVTFANERRIRAEZLELITIRENKRHEER
ZRULET, BRERE. BEIDIXNITAOEY MIHIELET,

XD FID [Analysis and recommendations] (& L X F—2a2) o2 a>iliE, & DB &f
EEIZ2 DOREBRIHYET,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions - CPU
(AAS). This was 90% of the total DB View troubleshooting doc [F
foad. « ioftable/sal/handler
Why is this a problem? View leshooting doc E
Investigate the following SQL IDs
. F_‘_I_?DBASBSWMLP?{E}_
12A
124
View Top SQL in Performance Insights A
CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL 1Ds SQL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)

+ 12AASF9B001090AAF  delete from authors where id < ( select * from (select
+ 12AASF98001090001  max{id) - 30 from authors) a ) and id > { select * from

ta reduce CPU usage, ¢ [select max(id) - 500 from authors) b )

the instance type to NG cuse w0«
capacity.

COT—TNIC’E, ROFINFBHYIET,

« Anomaly (8) — COOAYVTFANEEOLRNEFHA, COHITE., ZYOREISEAFHE
ARVKNT, 2EFBOREE CPUBEBBTT,

* Analysis (747) — EE OFMHA,

RYDEETRE, 32OFHRXAT7H DBERD 0% ICHFSLTVWET, 2EBBNEET

&, CPURTF 1A 150 ZBATVET, Chix, FEOKRT 150 28A2 Y>3y
CPU BBZ/HF > TWECEZERLET, CPURARI 97% ZBATVWET, 2FV), @&
FRELTVSDE, CPU K 97% OED —IRETUL 1z, LA DT, CPURRBRERENICZSEZ
h, F150 DY >3 A CPU TRITENDDZHFHL TLVRL I,

« Recommendations (L AX>7F—232) —EEICHU TRRE h LI —H—X
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EYIDEETIE, RDS ® DevOpsGuru EFHARU N cpuB RV ZRETHEZHERBL TV
F¥9Jio/table/sql/handlerc chSDARNIETVWTTF—EIR—ADONT#—X A %H
B9 B2HEICOVWTIE, Amazon Aurora I—H'—7 4 R® Tcpus & Tio/table/sgl/handler) &2
BLTLSEEL,

2EBOREETIE, RDS O DevOpsGuru TlE, 3 20D SQL AT—KMXV NZFHEL T CPU HE
ZRSTEZBEOLET, VDI H—VIZEEHLERE, SQAL TFARNFRRENET,

* Related metrics (BEX KNV I RA) —EEOREDCAEEEZRIXNIITIRA, ChESDODXKIUTRA
OFMIC DOV Tk, Amazon Aurora 1—H—H 4 R® "Amazon Aurora DX N O AD') 77 L
VA4 EizlEAmazon RDS 1—H—744 KD "TAmazonRDS DX KU IV ADI T 7LV A, &5
BLTLEE L,

RUINDEETIE. RDS @ DevOpsGuru I DB Bz 1 AR ADBRAKCPU LLEBTH L%
HRELTVET, 2HFBOEETR., LOXF—>3Ek, CPUREITHF1—, CPUFERR, &
KU SQL EITXREHERITD LTI,

ERRSENOREZRTT S

A2 4 AT AmazonRDS VY —ANEREZRTTERT, BAINBEASAHA NIRRT TN
1207AF7 0T 1A 7 BEEOFHMAIRTENET, FONBESA TS MR=DTRE, 41VF( b
DHE, EFECEIZFMAZER. IROBEZH<SLOOLIXDF— 32 ZHETERT. B
BN EEREZBRIETSICE. BRRNBEA YA NR—JIITIEALTIEZL,

124 NOBE

AHAMEEERI> I VG, AL MNERENEBAOHENIRTENET, 11 ND
EXRE., EZOHH, EENRELVLCHERNIRTENET, £/, DevOpsGru Ik > THREEh
FREBEZ TR Y —ERETTIVT—2a > 08E—ERRENET,

XNUDTRA

(XRVUDRIEIZIVICRBREDTZIHARRENETT, FITT7ICR. VY—ADR—ARZ (>
BFEICI>TREDLEVMEL, ERRERD SHBETNEEROT -—EFRRENET,

BTNV -ALLEIZLIOAAF—>3a 2

COEVS3IVTR, BETN BB RELBELCEIICERTDLOICRTTESR TV 3
VERRELET, RITTERTU232E, HERENDNDAZLEE]FICRKRRENETT, LIOIXY
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F—=2aANERICHHERVBIEE, DevOps "Bt Guru A ChZzZ#HRIBIOTITA 2, FlICEK
RENET, LIAXF—23a>AORISHEDFMIC OWVWTIX, the section called “L X 7 —
IAVANOWE BSBLTLSEEL,

LOX F—2arA0RS

LOAXF=23a2E, A VYA NOBREEEZHITT. COFTHOBRETE., I—¥—EN
72XV ADEEEZHRTDIZOOTIIAVERILET, BE, RORTYTEEXTLET,

1. METNENT X AOBEENRBEOBEZRL TVWAHESHZHHLET,
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9o

2. FEF—arRAVERE. [BRE]|ZERLET,
[DevOps Guru analysis coverage] (DevOps Guru Z#7H/NL v 2) T, [EE] ZZBRLE T,

4, BIRULEAZRYIROY—A% DevOps Guru THH#H 93 ZI&. [CloudFormation stacks]
(CloudFormation A& Y V) Z#IRL T, KOWIThAOATI I ZBRULET,

¢ [TRXTOVY—R]—THIVRNADAZY JIZHBDITXTOVY—ANTHEhET, &
AZYIODIY—=A, TOT7VT5—=2a g —=—TEhET, AZYIICBVTHD
YRROVY—ARGRDHEhTEEA,

* [Select stacks] (AR Y ¥ %&iEIR) — DevOps Guru F" DT B ARXY V& BIRLET, BIRL
EZERAZYIDIIY—=RE., TOTTVT5—2a3 Il —7behEd, A2V IDERF %
[Find stacks] (AR Y VDIRR) ZEANTDE, BEDAZY VZTER<SHBETEERT, &K
1,000 BORARY V& BIRTEET,

5. [&REF Z2EBRLZET.

DevOps Guru 042 AZ Y U Z#EIRT S (DevOps Guru SDK)

Amazon DevOps Guru SDK % L T AWS CloudFormation AX Y V Z18ET B I(C
[&. UpdateResourceCollection XV VY RZFEALE T, FMIC DV TIE. Amazon DevOps
Guru APl V7 7 L 2> A®M "UpdateResourceCollectiony ZZ 8L T & LY,

PHTDRARY VEERT S 64
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Amazon O£ EventBridge

Amazon DevOpsGuru l& Amazon £ #£& EventBridge &1, 134 RBLUTRWTHD A1~
NEFMICBIETIHENDARNEBHLET, AWSH—ERASOAIRYNE, BEVTILERA
LT EventBridge ICEfEEhET, EQOANRY NZHEENHBDDOD, AR I =ILIC—HKL 15
BILEDESICEBNICRTIRDT VAV EERONEREBIL—ILEEBELTEEAKTD LN
TEET, BENICHBRTESR T U3 2VICEK, UTOHINFrEERET,

« AWS Lambda BEZORT EH L

« Amazon Elastic Compute Cloud 47X > RO H L

« Amazon Kinesis Data Streams \N®O 14 X2 N O ik

- Step Functions A7— KX > OTF I T7 171t

« Amazon SNS KE'Y U F7=(d Amazon SQS ¥ 1 —QiEA

RDERBFHRNEZ—2OWVWTNAZBIRULTARYNETANRZI T LY, ARRLNEZ—>
L= ZERKLT, YR—KRENTVB AWS DY —ATTI>aVZRALEYTEERT,

« DevOps Guru OFfL WA >4 h&ERE<

« DevOps Guru OFL VEE OBES T

« DevOps Guru Insight EEEQOTF Y 7JL—R

« DevOps Guru OFTL WL IAX > F—>a o MEREhEL L

« DevOps Guru Insight XV O0—X&EhFEL L=

DevOpsGuru O 14 X2
DevOpsGuru A5 DA XY hOBIERICRLET, ARV NE, RARIT7A—MR—ATHBE
NET, AIRXRYIMNEZ—2OFMICOVWTIEE, "Amazon EventBridge® #=l& Amazon EventBridge

ARENE-2OFREAE 2ZZRLTEE L,

DevOpsGuru FiL WA A NA =T ARV N

DevOps Guru "ML WA H A R ZH< &, ROARY MHFEFENET,

{

"version" : "0@",
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"id" : "08108845-ef90-00b8-1ad6-2ee5570ac6ec4",
"detail-type" : "DevOps Guru New Insight Open",
"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",
"region" : "us-east-1",
"resources" : [ 1,
"detail" : {
"insightSeverity" : "high",

"insightDescription" : "ApiGateway 5XXError Anomalous In Stack TestStack",

"insightType" : "REACTIVE",
"anomalies" : [

{
"startTime" : "1635786000000",

"id" : "AL41JDFFQPY1Z1XD8cpREKAAAAF83HGGGCITMTr91bfI7sCiIS1WMeFCbHY_XXXX",

"sourceDetails" : [
{
"dataSource" : "CW_METRICS",
"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "S5XXError",
"namespace" : "AWS/ApiGateway",
"dimensions" : [
{
"name" : "ApiName",
"value" : "Test API Service"

"name" : "Stage",
"value" : "prod"

1,
"accountId" : "123456789012",

"messageType" : "NEW_INSIGHT",

"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4MAAAAAAAAALOSLE jkxiNProXWecsTIbLUQ7EZ7XXXX",

"startTime" : "1635786120000",

DevOpsGuru FIL WA U H A RA—=T VARV N
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"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALQSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" : "us-east-1"
}
1,

EREOEVHLVWAHY A RNONDARLY D TILARY NNEZ—=2

L=ILTlE, AIRVIMNEZ—=2EFERALTARNEERL, 2—T Y NIIRY D TET, HUTE,
DevOps Gru 1 R RNZ—2 0BT,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}
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DevOps Guru SR EZE#H T

XD Amazon DevOps Guru SREZEFH TE X T,

+ DevOps Guru DANL YD, FHODNATOWMIBD Y —RERELET,

. a7 0BEH, EE DevOps Guru A R N DWTEHT 2 126 - EHAF B Amazon Simple
Notification Service REY VZREL T,

s AV A NERILTDIHEE, ChiZK, OJORERA, BS1. AWS Systems Manager &7
ENEENET, DevOps Guru A OTF—RERRTBHESH, EBmMOEF1VT1—F—%
FERIBZIHLESH, ELEHFLLAL B A KT &£IC Systems Manager OpsCenter T Opsltem Z £
RITBINESHERELET,

ReEY D

c EBTHIVRNEBEZEHTS

« DevOps Guru TOAWSHHAH/NL v S DESH

» DevOps Guru NBHIZEFH T B

e DevOps Guru BHIZ 7 1 )LZ—T9 %

+ DevOps Guru T®H AWS Systems Manager #i & Z 59 3
« DevOps Guru TOOJ EEREEFEH TS

« DevOps Guru DES{LEREZEH TS

BETNIVANREZENTS

HBBOT NV M DevOps Guru ZERETE X T, ZEEEEN BRI TVWAWVEER., EEE
BEZEZBRTEET, ZAEBEEOEROFEMIIDOVTIE., "DevOps Guru #2EMICT 2, 23R
LTLEEL,

DevOps Guru TOAWSTH AL Y OE#H

72> NAT DevOps Guru THOHFTBHDAWSUY —RAZEHTEET, chzTdICE@FE. IV —
WO [DHENREZVY—RA]TR=DICBEL., RmE] ZERLET, FHICOVWTE, "aHfich
D)V —ADEKRR, ZSRLTLEEL,
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DevOps Guru NBHZE#HT S

EEx Amazon DevOps Guru A1 R NCDOWVWTEH T2 =6 (CFEFH T % Amazon Simple
Notification Service NREY VZRELET, BPDAWS FHO U NOBEFEOREY JFD U AN

N SEIRTS, DevOps Guru ICK 2 TTF AT MERENBDFHLVKNEY VOBEZANT S,
FEEFEALTVWA 23> 0FEEOAWS THO Y NOBEEFEORNEY 20 Amazon )Y —2A
Z—AL (ARN) ZANTBENTEET, BADTHIUNIBVREY VDO ARN 2 8ET 254
&, IAMR) > —%&EML T, DevOps Guru A" EFDO KREY VICT IV EARTREODOT VAT %
RETBIHENFHYVET, FMICOVTIE, TAmazon SNS REY AN, 28BLTLKEE
Wo BR2DDKNEY VEBIMTEET,

DevOps Guru l&, XOEHICEITRIEHMNZEELET,

« FLWAH A NOER
c AHARMNOFHLVWEEDEM,

s AVHANODEEEQOT YT IL—R (Low £/zlF Medium A S High),
c AVHANDARAT—RADE E( THRDSEHEREHR ) o

s AVHANCETRLOAX T2 a2 0B,

DevOps Guru Z7HV 2 NIV Y —AZEMLESELIEEIC, FEIRL =z AWS CloudFormation A
BYDERLRERTF—HNBE N THBIHFEEE, DevOps Guru FBHIZEFELET,

REOHSWHAEEOEHICOLVT Amazon SNS BRIZZET 2 H., BN B ML, vO—XE
hiz, FEEEEENZNLEEZICOHK Amazon SNS BHZ2Z(ETH L ZBIRTEEXT, 7+
IRNTEE, IXTOEHICEIIBHNIBEEXT,

BAZEHITDICE. EFTBEHAR—JICBEL. Amazon SNSBAINE Y VDFREZEBM. HIBR,
FLEREHITIHNESHZEBIRLET,
NeEY D
« DevOps Guru AV —)LICRRENDBHARECBBLET
« DevOps Guru 1Y —JLIZ Amazon SNS BEIRNEY U ZBINT S
« DevOps Guru 1>V —)L® Amazon SNS BHINE Y UV & HIBRT 2
- Amazon SNS BAIREZEH TS
« Amazon SNS hEY JIZEMENIET VAT
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DevOps Guru AV Y —J)LICKRRENDBHREICBRBLET

BHZEHMIRICE,. ETBARERIZ I VBB IDILEN BV ET,
BAREEI3IVIEBBHIDICE, "BARE) V3V IEBELET,

1. Amazon DevOps Guru 11>V —JL (https://console.aws.amazon.com/devops-guru/) ZFR & &
9o

2. TETF—23URADT[HRE] ZBRLET,

RER—DICIE, BREFEMD Amazon SNS hEY JICBT 2 1E®ABRE iz (B o> 3
OHBHYNET,

DevOps Guru 1>V —)J)LIC Amazon SNS BAINE Y UV ZEBINT S

Amazon SNS BAINE'Y U % DevOps Guru 1>V —)LIZEBINT 2 (IC I

1. the section called “DevOps Guru AV —J)LICRRENDBHAREICBELE T
2. [Add notification] GBHIZEM) 20V Y ILET,
3. Amazon SNS REY UV ZEBMTBICIE. XOWVWThAZERITLET,

c [(X=)ZERLTHLWSNS hEY UV ZE/K] ZBIRLE T, RIC, [X—IILT RLAZEE]
Ao, BRIZZTHAX—ITRLAZAALET, BMOX—)LT7 RLAZANTBICE,
FLWE X—)LZzEmMm 2#RL XTI,

« BEFD SNS hEY VZER] 2BRLEXT, [AWSTHIUMOREY J%ZR] T, £HT
2hEY J=RRLET,

c BIOTHIRNOBREOREY VEIEETDICIE, [BEED SNS REY U ARN ZFEAL £ 9]
%i#IRL £ 9, [Enter an ARN for a topic] (REY 2 M ARN ZAH) ICREY P ARN Z AL
F9, ARNIEREY J0 Amazon JY—AZX—ALTT, BIOTHIRODRNEY VEEBET
EET, BIOT7HVMORNEY VZFERATEESRE. NEYIICUY—ARD—ZEMT
DUENHYET, FMICOVWTIEE., "Amazon SNS hEY JADFFA ) 2SR LTS ES
(A

4. [R7TF] Z2BIRLEXT,
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DevOps Guru 1Y —J)L® Amazon SNS BHINE Y U ZHIRT 2

DevOps Guru 1Y —J)LA'S Amazon SNS REY I ZHIBRT B 11

the section called “DevOps Guru AV —)LICRTE D BHREICBBHLET".
BEF0 REY V& RN ZBRLET,

ROYZTHEIUXZ1—-H5, HIRTBDREY VZEBERLET,

[HIRR] ZBIRLE T,

[R1F] ZBRLE T,

o ~ w0 bh =

Amazon SNS BHIREZEH TS

DevOps Guru @ Amazon SNS BAEIRE Y JICF, 2BEOBHEREN HVET, IXTOEEEL
RILDBEHZZETEH, EXRELRILNE E[FOBHNOAZZETHIHN EZERTEXT, BA
EZTES s, INTOEHFEAZZITNS CLE, —HOEFEHFOXABHANZZITES &S ICEIR
THELETEET,

BEEOHSWBREEDEHHIC DL T Amazon SNS BHIZZET B LS IZEIRT S &, DevOps Guru
FROEFICEIZIBHNEEAELET,

« FILVA T A NDERK.

s AHYARMNDOFLVEEDIEM,

s AVHARNODEEEDOT Y 7JL—K (Low £/zl& Medium A S High).
c AIVHARNDAT—ZADEE ETHLSEHREH ) o

s AVHARNIETALIOAXF—2 3205,

T7F#ILKTE, EEELARILY THi & "H, OBHAOHKEZZTEY ., HS5P2BEHEOEMHMICET
PBEHMEZTE)ET,

Amazon SNS BHAIREY VOBHBREEZEHRIT2ICIE

1. the section called “DevOps Guru AV —=)LICKRRENDBHREICBE L FI.

2. BEFEORNEY VZBR] ZBIRLUET,

3. ROYVTRIUAZI—NS, BHLEVWREY VEEBIRLET,

4. [TRXTOEEELAXRILZEBRLTE,. P, BLVPREEELARIILOBHAZZETDH, [BL
FOK ZBRUTERITHEEELARIILOBAZZEFELETD,
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5, [MYAMODINTOEMICOVTEANTE) ZEBRTDD, [1FA N RALNIEERLE
FRAUShEEE, REBERELRINBREGFHLSBICEEENLLEEICEBAT D] 28
RLFET,

6. [fR1F] ZBIRLET,

Amazon SNS REY JICEBMENET IO AHA

Amazon SNS RE'Y (&, AWS Identity and Access Management (IAM) U Y —ARD S —ICEF N
5 )Y—ATT, cCTREYIEEETDE, DevOps Guru Y —RARV—IZROT IR
A ZEMLET,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
}
}
}

DevOps Guru # hE Y 2 £ AL TBAE MM TSR, ChEOT I ARTNLKBTT. K
EY IR TBE NS0T I LARTEEALEVBAR. ThEOT VL AHAERL CHBTE
£T, NEYIRTILAHTENRTHHERU LS CRELETET, 2L, ChS0F It
AT ZHIBRTDE, DevOps Guru lE "REY V2 AL TEHAZERTELRLSBEYET,

DevOps Guru BHIZ 7 1 )LZ—9 %

DevOps Guru QEHE, Amazon SNS H7 R0V 7>a> 74 )RR —IZKk 2T, the section
called “Amazon SNS BHIREZ EH 5" £hld Amazon SNS HT RO VT3> 7 14 )L 2R
—HFEALTT71INER—TEET,

NEY 2 ICBME REF o AT 2
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k

N =R
e« Amazon SNS H 7RO )72 a> 714 )LB—RD—%FERLTBHET7AIINE—T2
e 74 )X —EE Nz Amazon DevOps Guru ® Amazon SNS & %1% 4l

Amazon SNS B4 7 Ao U7 a> 74 ) 2—RI)S—=ERALTEN%E
JANE—95

Amazon Simple Notification Service (Amazon SNS) 47 R0 U7 3a> 7 4 )LEx—KRU> —&EK
L T. Amazon DevOps Guru ' S Z TR BHAOKE RS TN TEET,

7ANLE—RI)—%ZFALT, REIPBROZATZEELET, ROF—D—REZFEALT
Amazon SNS XY =27 41 )LZ—TEF T,

* NEW_INSIGHT —# L VA 28 A RAMERE N EEICEBAZZ ITE F T,

* CLOSED_INSIGHT —BRF DA YA RABL SN EEICBAEZRZ ITEY ET,

« NEW_RECOMMENDATION — A4/ > H A RASHFH LWL IOAX O F—2arofMERE N E BN %E
ZEY)ET,

« NEW_ASSOCIATION — A > H A MASFHLLVEEf RS T ICEBANEZ (TR ET,
« CLOSED_ASSOCIATION —BAFEOEENBEL ST ICEANZZ(TEY £,

« SEVERITY_UPGRADED — AV H A NOEEENTY I L —RENLEEICENEZ TRV E
9,

Amazon SNS H7 R0V 723> 74 )2 =RV —%ERTDHZEICDOWVWTIE,. Amazon Simple
Notification Service RO Y /N\—HA R® TAmazon SNS Y7 R0 U7 3> 7 4 )LZ—KD
=1 BBRLTLKEEV, 74)IEZ—KRIVZ—T, RJ>—O MessageType TF—T—RD 1
DEBELET, HlAE. Amazon SNS REY O LB A MY SHLVWEENMBREEhEEEIC
NDHBHEERETD 7 1ILEZ—RFROISICHYIET,

{
"MessageType'":["NEW_ ASSOCIATION"]

}

Amazon SNS 7ROV T7 23> 74 )LZ—RI>—%FERALTENE71I)LEZ—F>
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7 1)L Z—IBE = Amazon DevOps Guru ® Amazon SNS & &1 7 4l

7A4INE2—R)—%=ERAL T Amazon SNS REY A S5 M Amazon Simple Notification Service
(Amazon SNS) BHRIDOHl% )X IZRLUET, MessageType ik NEW_ASSOCIATION ICEREE TV
DT, 1AM DPSHFHLUVEEMNREENEBEICOABHNZEELET,

{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDkAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hi05it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeISO": "2023-03-29T22:00:00Z",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro692SdUtn_alzPH7VTpal3@JIXiF",
"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"
}
}
1,

"associatedResourceArns": [

714\ Z—IEBE N iz Amazon SNS BH DI 74
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"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"”
]
}
1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"
]
}
}

DevOps Guru T® AWS Systems Manager fi &8 ZE#H 9 %

AWS Systems Manager OpsCenter TH L WA >4 hZ &2 Opsltem ZEK TE E

¥, OpsCenter l&, EAEXIER (Opsltems) DERR, FAE. LEI—ETSENTEZD—TH%E
SATALTE, A2H 4 RND Opsltems &, 114 MOERZ N)H—LU EEESBECHRL
TREXEEEEITDIDICRIEET, FHMICOWTIE. AWS Systems Manager 1—H'—7H 4 R®

TAWS Systems Manager OpsCentery & "Opsltem OfFERA 1 ZZRBL T EE L,

® Note

Opsltem DRT 7 1 —)LROF—FLRFEZZLETS &, DevOps Guru & E D Opsltem

EEHIDENTEEREA, HIZIE, Opsltem MR % "aws:RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true" A SZEE 9% &, DevOps Guru & E D
Opsltem ZEFHTEE L A,

Systems Manager DA ZEE T DI

1.

Amazon DevOps Guru 1> Y —JL (https://console.aws.amazon.com/devops-guru/) Z B & &
9,

FTETF =23 URADT[RE] ZERLET,

[AWS Systems Manager integration] (AWS Systems Manager #%&) T. [Enable DevOps Guru
to create an AWS Opstltem in OpsCenter for each insight] ( DevOps Guru T&A %4 KD
AWS Opstltem % OpsCenter fEFX 9 %) ZIBIRL T, HILLVE A > H 4 N Opsltem Z/ERR L

9. cOFTZIVEBRULBEWVESE, FILLWA2H AR EIZ Opsltem BERENEE
Ao

Systems Manager D& ZEH T2 75


https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
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THO NTHERE N Opsltems IZF L THERARELET FHMIC OV TR, AWS Systems
Manager BlE&£ZZRBL T EE L\,

DevOps Guru TOOJVEERHZEFH TS

OJEERUEBREZERTSICE

1. Amazon DevOps Guru 112V — )L (https://console.aws.amazon.com/devops-guru/) ZB & &
EP

2. FTETF—23aURAUT[HRE] ZERLET,

3. [AVEERH|T,. MUY ANCHETHIOTF—X22KRRTSH#ER%Z DevOps Guru I+ 5L

TOJEERHEZEMIITS] ZiBIRL, DevOps Guru I/ /4 NCBEETZOTF—2 %K
REEFRT,

DevOps Guru ODESLEREZEFHT S

BELEREZEHRL T, AWSFIEF—F LIk AWSKMS hAZRN—TYZ—I R¥F—EFHTEE

T BFEOHDARIN—NZ—RAWSKMS F—ASHLWHARZIY—TZ—T K AWS KMS F—
ICtIEABDE. DevOps Guru FFTLVWF—ZFEAL THUL<KEYRAFTFNEXZTF—XOBES{LE
HBEWICHABRLET. BEF—XEF., UAIICRELEADARI—IYZ— R AWS KMS F—TH
FlEhiEE RRICAYET,

@ Note

A ZEY)ET A, BIO AWS KMS £ —Z&ERIC TS A HIBRT S &, DevOps Guru
BFCDF—TCRSIENET—RICTIVEATELRLLRY), THAIYBRIEOERTRIC
AccessDeniedException AF&RREND AN HVET,

ES{LEREZEETSICE

1. Amazon DevOps Guru 1Y —)JL (https://console.aws.amazon.com/devops-guru/) Z B & &
£

2. FTET—3aURAVT[EE]| ZEBIRLET,

3. BEl V> a > TEESILOEE] 2ZEBRLET,
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4. F—RERBEIDLOICEALLVESILOBEEZRERLET, F7FILND AWSFIEF—%
FRALT, BFONARN—NR—IJRF—ZERIBZEEH, HILLWHAARIY—IYZR—IR
AWS KMS ¥ —ZER L THEATBHEETEET,

5. [&REF Z2BRLZET,

B 51tk DevOps Guru DEF 1V T DEELAHF D TT, FMIC DV TIEE., "the section called
‘“T—RRE L BSRBLTIEEV,

ES{tEEFHITS 77
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BH D RR

DevOpsGuru ICFEXETXERXRATOBHANHVYET,

NV D

s ILWAHA b

« JO—AXARAUHA b

s FILWFPVYSI—>32

s FILVWDIOXDF—232
« BEEQOTYTIL—R

« VY —AKID KK

COR=2DEIV>aAUTR, BREATOBHOHZRLTVET,

MLWA A

FLOWA A NOBAHIICEK., ROBHERFSENET,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

JO0—ARA>HA b
HO-ZRAVH A NOBACE, ROEBFEENET,

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

JO-—XRAUHA K
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

JO-—XRAUHA K
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"SampleApplication

mLWFPYSI—>3>
FLLTYSI—2 a3 0BACE. ROEEFEENET,

{
"accountId":"123456789101",
"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function

ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

wLLWFPYSI—->3Y
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

LWUIOAXF—23Y

MLOWUOXDF—2 32 0BAICE, ROBHEAEENET,

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",

FLVWUIOXYF—23>
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi

Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",
"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

EEEQOT7YT7JL—R
EEEOTY7IL— ROBACE., ROBEFEFLET,

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

BEEEOTYTIL—R
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

)Y —AREED KK

AWS CloudFormation A& Y 7 EAWSHR T ZFERAL T, DevOpsGru THH I DAWSU Y —RA %
ZANZVTUTEBNTEET, DevOpsGuru ANV —AZBRTHIEDICEMBAZRY VELE
X2 %BIRTSE, DevOpsGru ESELECTED_RESOURCE_FILTER_VALIDATION_FAILUREE4N
ZERLULET, chiF, BELERTTLEFARY IRICUY—ANBEER TSN TVEWESICH
£ TRAEMENHYET. DevOpsGuru 71 NEZD T HFEEFGARISERATSICE. UY—AN
BEMFSNTVWEIARARY VERTZREIRLET,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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DevOps Guru LUV —ADFKRR

DevOps Guru l&, ListMonitoredResources7 9> a> &AL THOHFDOINY—ABEETDT
TVT—2a vBEROVARNERBLET ., COBERIE. Amazon CloudWatch, AWS CloudTrail,
& &V DevOps Guru DAWSH—EAICU Ve n/-REZFERITZTOMOY—ERANSREE L
F7,

1—%—A"AWS LambdaX® Amazon RDS B ENMDH—EAD API ICT VAT 2HRNBHERZ
¥-oTWiE<T%, ListMonitoredResources7 V> I UAHFAENTWVWSBEY) ., DevOps Guru
FEOH—EAOVY—AVARNERHIBDCEICEBELTLSEET,

NeEY

« DevOps Guru TOAWSHHAH/NL v S DESH

e ENEUY—AE1—RI1—H—HSHIBRLET,

DevOps Guru TOAWSHHA/NL Y P OEFH

T 772> NAT DevOps Guru THHTHAWSU Y —RAZEFHMTEERT. TMRKROV Y —AN
DevOps Guru ANL Y DHERZERLE T, MAZEEITDE, VY-ANFT77VTr—>32 LT
W=TENET, 4 DOBERANLYDAT2 a2 HFH)ET,

« PTHOVRNAOHR—KRENRTWVWBITXNTNHIY—RA% DevOps Guru THMLET, 7HI U b
AD1DDARY JICHBDZINTOVY—ARF 1 2OF7 TV 5—>a il dI—7bEhExd,
THIVRNIEBBOARY VNFHBEBE. BAXYIOVIY—ANFNEFIhOT7I5r—>3 2%
BELET. THIVMAOZEARZRY IDOIXRTODY =AW, TNTEhOTTVT5—232I1cd
L=TtEhxr7,

e DY —RA%ZEET S AWS CloudFormation AR Y VZBIRL TV Y —RAZEBELET, <D
B4, DevOps Guru FBIRUEARY U TEEENLEIXNTONY—REZSMLET, BER
LERRY DIZE2TTHIDRAQO )Y —ANEZENTVEVWEE, TOUY—ARKDH
EhEBA, FMIZOVTIE, AWS CloudFormation I1—H%—H4 R "TAZY I DigE, &

DevOpsGuru DANL Y P ZRET D1 2ZRLTLKEEW,

« AWSRTZFERALTIY—AZEELET, DevOpsGuru ik, ZFHIhEU—=232NDFTXNT
NDIY—A, FLEEFBRULEZITEZELIRNTOVY—RAEZGMLET, VY—A, BRLE
RTBICETVWTIIN—TbEnhEdT, FHICODVTRE., "2T%EHL & DevOpsGuru 7 7'\
T—232 )V —A0EA . BSRLUTLSEE L,
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c DY—AGMICRDBENRETRCEZEBIDLHIC, VY—RZFTMULBVLSICEELE

(® Note

ANLYDZEHLTIY—ADOSHEFILL E5E, BEIC DevOps Guru IC& 2 TH
RENEBRBFEOA A N ERRETDE, ETORENFRETRENHBYET, <O
Sk, IO MNEREDBBRRRITDEHICEAE IS API I-I)LICEENSHFS T
EFEDOTT, FMICDOWTIE., "TAmazon DevOps Guru DF&, Z25BL TS EE L,

DevOps Guru i, Y R—REhTVBRH—FRICEERFFSNATWVWRITRTODY —AEHR—K
LEFT, HR—KRENTWVWBH—EREUY—ADOFMIZDOV T, "TAmazon DevOps Guru @O %
£ EBBELTIEE L,

DevOps Guru ZHANL Y Z#ERBITSIZI1E

1.

Amazon DevOps Guru 12V — )L (https://console.aws.amazon.com/devops-guru/) ZB & &
ER

FTEF—2aURAUT, [DENZVY—-A] ZRELET,
[Edit] (#RE) &58RL =7,
LToANLYZAT7>a>o0WTFhnhshzZBRLET,

« DevOps Guru TAWS 7HO 2 hEU =232 0IXRTOYY—RZFMTBEE. [Al

account resources] (TXTDTHI MUYV —R) ZBRLET., COFT 3> zBRLL

BE. AWSTHIYRNF VY —RABHANLYDHERIIBYET, THATVRMRAOEARAR Y

TOIRTOVY—AR, TNEFIhOT7TVT—>32 120N —TtehExEdT, A2V IICKE

WERYODUY—AR., TOT77VT5—>3a2 Il —TEnEd,

BIRULEARY JAMD )Y —R% DevOps Guru T 9 2 ICIk. [CloudFormation stacks]

(CloudFormation A& Y V) ZEIRL T, KOWIThAOFT> 3> #BRULET,

c [FXTOVY—=R]—THINADAZRY JICHBDITXTOVY—ANDHENET,
BARY IO =R, TOTTVT5—=>3a g —7eEnhET, RAEZYIICBVT
HIOVRNAODY—ARDHEhELA,

« [Select stacks] (AR Y 9 &i&IR) — DevOps Guru F DT B2 ARXY VZBIRLET, R
LESAZRYIDOIIY—RA, TOT7IT5—>3 20—k hET, RAZYIDA
A% [Find stacks] (AR Y VDRR) ZEANTRE, BEDARY VETERKBETESR
T, A 1,000 BOARARY V&BIRTEET,
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« BRUEZRTZETLINTNDYY—A% DevOps Guru TN T BES, [FT] ZBIRL £

T, [F—1ZBRL, ROVThHAOFT 3> ZBRLET,

c [TRTOTHIVRKNIDY—=RA]—BEO) =23 ETHIVROTNTO AWS UY—2A
ERMLET, BRULLEZIF—ZHEOVY—RAR, BIEZEICTIL—TtEhFET (7
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CB
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« DevOps Guru TWIFNOUY—RESHLEBEVESIE. [None] (L) Z&RLET, cOF
723> zERT B & DevOps Guru A"EMIZEY, VY —ADMICKBDREORENFLEL
E S

5 [RTFE]ZERLET,

pHehfz )Y —AE1—21—Y—HSHIBRLET,

J—4%—7 Lambda X Amazon RDS B EDRIDT—EAD API ICT7 VAT HHARNBERZRE >
TWALKTE, ListMonitoredResources7 7> I A FAENTWVWSPRY ., DevOps Guru i& &
DH—EAASOVY—ADVARNEZRELEXT, COBEZLEEITSHICE. AWSIAM RS —%
BEHLTCCOT VAV EERTEET,

{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"
]
}
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« Amazon RDS U Y —ZAIZDWT Ik, Performance Insights DX KU ZAZSBL T EEV,
AIVEBE—ARNVIRETF—EIR—ADERICEERFZ T, NT7A—X 2 AOBREIC
BIHFHMBEREMEBTEERT, FMICDOWVWTIE, TAnalyzing performance anomalies with
DevOps Gurufor Amazon RDS ZZ8BL T &,

c BUXRMVTADEBOT A XAk, BERBIBDZENHBYNET, BEZRSEMRITDIC
&, 2 7E1—0F X202 a>amRBLTSEEL,
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BENFRETHUREUEI BVET, BEZTOETHBELTHSE, FRIEHBTRIRABADF
NEBFIETRDDICKRIEET,
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"Statement" : [

{

"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS" o Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
.

"Action" : [
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"kms:Get*",
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1,

"Resource" : "*"

}
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"aws:actionl",

"aws:action2"
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"Resource": "*"
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ABAC I, SR IIREP RV —EENBEMICHLDIRRNTRIEET,
RIICESVWTTFT IV EREEEB T SICIE. aws:ResourceTag/key-
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BEAEHREFEALET, HlXE,. 240 Single Sign-On (SSO) U U AWS #ERL T IZT7 V1
ATdE, TOTOCRAICK D T—RRHNARIERF BBNICEREhET, £, 1—H—&LT
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DevOpsGuru ® 2 OAHY—E AT U )NILEFTA

TJHAI—RFHOEAEY S I (FAS) 2HR— L
N

IAM I—Y—F@O-)LZFALT TTIIAVERTIDE AWS, T7UIINILERBENE
T, —MOY—ERZFEATIRIC, 7U0232%2RTIBET, HOY—ERADFOT I3
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k., "BEETIOEAEYS a2, #ZRLTLSEZ L,
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Tk, TIAMI—Y—HAR, O TAWS ODH—FE RIZHERZZETHO0—-ILDERL 23BLTL
EEV,

/A Warning

H—EAO—ILDOT IV EAHFAZZEETDE, DevOpsGru DHEEENBIET B AIRELN H V)
F9, DevOpsGuru MERTBHEEUNF., T—EAO-ILZHMELBEVTILEZL,
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1AM Access Analyzer ZfEA L TIAM AR 2 —Z#RFIL . 2 THENBIERZERTS - IAM
Access Analyzer l&, FIRE RVBEFORID—ZRIEL T, RUSZ—H IAMR) > —SFE
(JSON) B LT IAM DRAR TSI F 1 AICEMTHESICLET, IAMFTIERTFS A9 —i
100 ZBABDRV—FIVIOEERANSHREREZRML, K2 THRENBRYS —OEREY
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S, EBBLTIEE L,
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IAM TORAKRTZIF 4 AOFHMIC D2V TR, FIAM I—H—HA Ky ® TIAM TOEF 1Y
TADRARTSOF 1A, 2BRLTLKEE W,
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Amazon DevOpsGuru AV —JLIZT7 VRT3, ZRPBROTIOEAFITOLEY NHFYUET
To CchESOTIOEAFTICKY), O DevOpsGuru VY —ANFHMllZ —BERXRRBLVPKRRTEERT
AWS THOV b BRIRYVEBFHFARY EFRABL VT ATTATAR—ADR) > —ZERK
gL, TORID—ZFOIVTAT4 (A—H—FLEO-L) ICHLTAY—-ILFERL
EBVYICHELEE A,

AWS CLI £7zl& AWS APl 0 A ZRUOHITI—H—ICk, |FPROOAVY—-IT IV EAFAZNE
TRIBERFHYELEA, KDYIZ, EITLELSELTVBR APIFARL =23 VII—HIBDT70>3
VDHINDT IV EANFAECNET,

I—H%—&0O—I)A5|EHE DevOpsGuru AV — )L ZFEATEDRSICTDICEK,. IToT174
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AWS EBRV—ETRYFLET, HFHICOVWTE., "TITAMI—HY—HA KR, O "T1—H—A0
TOEAFAOEM Z2RLUTEZW,
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FFE AWSCLI £zl AWSAPI ZHEALTTOJZATIOT VAV EETITRT UV AFHA
FEEIATLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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AWS E, ICK 2 THERBRTEEBENDAZXR7OV IAMARV S —2BHITBET, ZK0D
— MBI —AT—AICHRLET AWS, ChE5D AWSEEARIS —F, —BOBEI—-AT—XA
CREBRBRTVLAHFAZNETD LD, BEZT IV AT T ZAETHIHEN BBV ET, FHMI
2UWVTE., "IAMI—HY—HA R, ® TAWS YZ—Y RRUD—, ZSBLTLKEEL,
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DevOpsGuru ¥ —EAO— )L ZERS RVTEETHICE., EWVWSEEO AWSYR—I RRUZ—%
TRYFIBIHLENHY) I IAMFullAccess,

BMEOHAZLIAM R 2 —ZERKL T, DevOpsGru 72232 EVY—ADOT I AFA %
TIHCEETEET. COLLARRLRUY—F, HETHT I L RATHBERL—F—F 1
BIN=TIZTFRYFTEEXT,

THIOURODI—HY—ICTRYFTEDLUTO AWSEER) S —IE, DevOpsGuru ICEETT,

(N =Xy

* AmazonDevOpsGuruFullAccess

» AmazonDevOpsGuruConsoleFullAccess

» AmazonDevOpsGuruReadOnlyAccess

» AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess — Amazon SNS NEY U M4ERL. Amazon CloudWatch X K1J &
ANDT 1A, AWS CloudFormation AR Y INDT I EAEED DevOpsGuru NO 7T I+
AERBLET, Amazon SNS Chidk., DevOpsGuru ICHT2 7L NO—IIE2NFETHIEEE
LARILOI—H—ICOXKBEBRENET,

AmazonDevOpsGuruFullAccess RUS—IClE, ROAT—RM XV KRFEENET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
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"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,

sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringLike": {
"iam:AWSServiceName": "devops-guru.amazonaws.com"

TAFYTATAR—

ADRY D —

120



Amazon DevOps Guru d1—H¥—HA R

},
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"
},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess — Amazon SNS KREY I DO4ERK., Amazon X KNU DR
ANDT Ut A CloudWatch, AWS CloudFormation A& Y AN T Ut A% E D DevOpsGuru N M
FNTOEAZRMLUET, Amazon SNS ORI —IZlEk, N7 3 =X ARA YA NERNE
mEhTWai®H, EFE%4 Amazon RDS AuroraDB 4 VARV AICBEE T2 #FMllzsa 1Y —
ITRRTEEXT, Chid., DevOpsGuru ICX T2 7L NO—ILEZNFETRIEEELARILD
I—4¥—ICOKBRAEIET,
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AmazonDevOpsGuruConsoleFullAccess R —IZlE. ROAT—KR XV RAEENET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [

"devops-guru:*"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",

TAFYTFATAR=AORIS—

122



Amazon DevOps Guru

d—H—H1 K

sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,

sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringlLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [

"rds:DescribeDBInstances"

iF
"Resource": "*"
"Sid": "PerformanceInsightsMetricsDataAccess",

"Effect": "Allow",

"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"

1,

TAFYTFATAR=AORIS—
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"Resource": "*"

I
{
"Sid": "CloudWatchLogsFilterLogEventsAccess",

"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess — DevOpsGuru & KT AWS H—EZAQOBEED Y —XA
ANDHEAMVERAT IV LAZHALET, CORVI—RB, AIVHANERTITDERZRETS
A—Y—ICEALEXRITH. DevOpsGuru DHHA/NL Y ZFR, Amazon SNS hEY U, K&
Systems Manager OpsCenter i ZEFHL £ A,

AmazonDevOpsGuruReadOnlyAccess RUS—IClE, ROARAT—RM XV RFEENET,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",

"Effect": "Allow",

"Action": [
"devops-guru:DescribeAccountHealth",
"devops-guru:DescribeAccountOverview",
"devops-guru:DescribeAnomaly",
"devops-guru:DescribeEventSourcesConfig",
"devops-guru:DescribeFeedback",
"devops-guru:DescribeInsight",
"devops-guru:DescribeResourceCollectionHealth",
"devops-guru:DescribeServiceIntegration”,
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"devops-guru:GetCostEstimation",
"devops-guru:GetResourceCollection",
"devops-guru:ListAnomaliesForInsight",
"devops-guru:ListEvents",
"devops-guru:ListInsights",
"devops-guru:ListAnomalousLogGroups",
"devops-guru:ListMonitoredResources",
"devops-guru:ListNotificationChannels",
"devops-guru:ListRecommendations",
"devops-guru:SearchInsights",
"devops-guru:StartCostEstimation"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
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]I

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"
1,

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis":

}

AmazonDevOpsGuruOrganizationsAccess

"true"

AmazonDevOpsGuruOrganizationsAccess — Organizations BB & A #HBMA O DevOpsGuru ¥
WFTFHAIOUREI—ICTOVEATEDELSICLET, ORI —%, HBAD DevOpsGuru
ANDINT VA ZFATHEBOERELARIILOI—HY—ICHALET, CORUZ—F,
HBOEEBT NV ~NE DevOpsGuru DEFEEETHV U MIBATEE T, Guru \NDFE
Exv) EAHAmazonDevOpsGuruReadOnlyAccessE @G 7TV EAZRHETHICE. DR
< —AmazonDevOpsGuruFullAccess|C 2 T £k DevOpsZBERATE X T,

AmazonDevOpsGuruOrganizationsAccess RUS—IZlF, RORAT—K XY KRFEEIhFT,

{

"Version":

"2012-10-17",

"Statement": [

{
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"Sid": "AmazonDevOpsGuruOrganizationsAccess",

"Effect": "Allow",

"Action": [

"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

]I

"Resource": "*"
}I
{

"Sid": "OrganizationsDataAccess",

"Effect": "Allow",

"Action": [

"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:"
},

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"
]
}
}
}
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]
}

DevOpsGuru D —EARAICU > OchkO—-)IOfEA

Amazon DevOpsGuru & AWS Identity and Access Management ., (IAM) H—EAIC) D= h
EO—) Z2ALET, Y—EARICU I nizO—)LIE,. DevOpsGru ICE#E) V& ni—
BEOZRA7OIAMO-IILTY, Y—ERICUVIEnO—)LiE DevOpsGuru 2 & 2 TEHIE
ZEhTHY, Y—ERANFI—H—ICH > T AWS CloudTrail, Amazon CloudWatch, AWS
CodeDeploy, AWS X-Ray, & & U AWS Organizations ZFOHTEHICHEBZRTXNTOTIEA
FAFrEENTVET,

H—EALCVVEhiO-I)IZ2ERATdE, BDEBTIVLAFATZFETEMTIHXLENf B<LED
=%, DevOpsGuru MFRENEEIZEVY ET, DevOpsGuru EH—ERICUVIEniO-ILOT
VEAFAZERL. BICEREThTVEBEZRE, DevOpsGuru DHAETNDO—)LZ5|EZ T
BCENTEXRT, ERBTNDTIVLEAFAICKEK, EBERV—EHFIRID—HFEENTHY, ¥
DHFTRIS—ZMBOIAM I TATAILTRYFITBRERTEFL A,

H—EAVOO—-ILZHRITZICE, ETTOBEEIY—RAZHIBRLET., chiZkt, VY—XA
ANDT I EAHFUZR > THIBRTD e B< BB, DevOpsGru VY —AHNREBEENET,

DevOpsGuru DH—E RICU O hiEO—ILOT O AFH

DevOpsGuru &, EVWSFHEIOH—ERIZUVVenizO—-)IZ2FEALE
FAWSServiceRoleForDevOpsGuru, — ik, DevOpsGru 7NV NTRITTIUEN HD
AD—THETIOEAFAERHE D AWS NR—T RRUS—TT,

AWSServiceRoleForDevOpsGuru H—EARICU O hizO—- )L ZFOE|EZHFRIC, LTO
H—ERAZEFEELET,

« devops-guru.amazonaws.com

O—LOT7I7AFARIS—GF, BEEhLZUY—ALCKRULTUTOFT I3V 2RTITDEE
DevOpsGuru AmazonDevOpsGuruServiceRolePolicylZfFAIL & T,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

H—EAVoO-IL0OEHR 128


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon DevOps Guru d1—H¥—HA R

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments"”,
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",
"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqgs:GetQueueAttributes",
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",

"dynamodb:ListStreams",
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"elasticloadbalancing:DescribelLoadBalancers"”,

"elasticloadbalancing:DescribeloadBalancerAttributes",

"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes"”,
"logs:DescribelogGroups",
"logs:DescribelLogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"

1,

"Resource": "*"

I

{

"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule"

1,

"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"

},

{

"Sid": "AllowCreateOpsItem",

"Effect": "Allow",

"Action": [
"ssm:CreateOpsItem"

1,

"Resource": "*"

},

{
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"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",

"Action": [
"ssm:AddTagsToResource"
1,
"Resource": "arn:aws:ssm:*:*:opsitem/*"
1,
{

"Sid": "AllowAccessOpsItem",

"Effect": "Allow",

"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"

}
}
},
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",

H—ERAVI2O0-)LOER
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"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},

{
"Sid": "AllowTagBasedFilterLogEvents",

"Effect": "Allow",

"Action": [
"logs:FilterLogEvents"

1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis": "true"

}

}

1,

{
"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/*/resources",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

DevOpsGuru OH—E RICU > I&EnizO—)LDERK

H—ERAVOO-)LEZFHTHERTIHSEEHY) EFHEA. . AWS Management Console, AWS
CLIEKE AWSAPI TA U H A M EERTSD E, DevOpsGuru A"H—ERICU V& hi-O—)L%
ERLET,
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/A Important
CcOY—ERICVYIEnO-I)LE, COO—LTHR—RENTVIHEEEZFERT S5
DH—EATTIIAVERETULESRE. THVNIRREWET, flAE, ASURD
N1 IZ DevOpsGuru ZEMML 235674 £ TF AWS CodeCommit,

DevOpsGuru DY —ERICUV I hi=zO-)I0OiRE

DevOpsGuru Tld, AWSServiceRoleForDevOpsGurutr—EARAICU V& hizO—-IIZHmET
CERTEFERA, Y—ERAV7O0-)LZERLIERE. Z<OI2TAT4ICL>TO-IIHS
BENDAEMENS BB, O-ILBEZEETDERFTEEREA, LEL, IAMZFERALZO—
LOFAOREERFTEER T, FHICOVTR, "TITAMI—H¥—HA R, 0 "TH—ERAV>T20-)
D& Z2ZRBLTLKEZL,

DevOpsGuru DH—E RIC) > & hi-0O0—)L O HEIk

H—ERAV VOIS BBEBEEZFY—EANTRICE>£HEICE. TOO-ILE2YBKRTS
CEEBBOLET, T5IBHIET, EZRUVIRPRFAIBBHICTDATLAVREROI
FTATAEPBRTEES, L. FEHTHRIDHIC. IXNTOURIS NI EDBEERTERBRT
BDURENHYIET,

(® Note
)Y —RAZHIBRLELSELEEEIC DevOpsGuru H—EAFO—IILZ2FEALTWVWSEE, H
BRAKBITDAEMEN BV ET. TOHEER. BOF 2>THASARL—>3aZEHITLT
<EEL,

IAM Z2FERALTH—EARAV > O0-I)2FHTHIKRTZICE

IAM V=)L, . £kl& AWS APl ZEFH L T AWS
CLI, AwWSServiceRoleForDevOpsGurut—ERAICU V& nzO—)LZHIBRLE T, FEMAIC DL
T, "IAM1—HY—FHA R, O "H—ERAUOO—-)LDHIER, Z5RLTLEZV,

H—ERAVI2O0-)LOER 133


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

Amazon DevOps Guru d1—H¥—HA R

Amazon DevOpsGuru 7 7 AFA U7 7L VA

DevOpsGuru R 2 —T AWSZ DO ZHF—ZFRAL TEHGZRBETEERT., ROFMICOVT
. [AM 1—H%—F4 RO "IAMJSON RUS—BRZOUT7LVAL 28RLTLKEEV,

To>arvik, RUZ—0O Action 741 —)ILRTEELERT, 77232 2EETHICE. AP
ARL—>3>F (BlAF. devops-guru: ¥ devops-guru:SearchInsights) O#IIC
devops-guru:ListAnomalies 7L 74 Y VRAZFERALET, E—DAT—K XU NIIE
BOTO>3aveaigEITSICE,. ANTRYYET (BIAEFE. "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ]).

DA RA—RXFDER

R1)Z—® Resource 714 —J)LRTUY—R{EE L T Amazon JY—AZ—L (ARN) ZEEEL £
T, BETDBREE, TMILRA—RXF M ZFEATEIEETEERT, DM RA—REFEAL
TEBOT7 O 3aVEEFVY—RAEZBETDCENTEET, flAEF. devops-quru:*iE7
NT® DevOpsGuru 7o a>&IBEL, EVSBEETHES TNXTD DevOpsGuru 79 3
~devops-guru:List*ZIBEL ETList. ROHIK, 12345 THHES UUID (Universally Unique
IDentifier) ZF 2 XTOA A hERLET,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345*

TAFYTATAREALERE 2 EY RTYTL, IAMPAFUFATA (FAFUTFATAR—
ADKUT—) LT RYFTEBTILARTRUS—ERTBEERF, UTOREUTIZLUR
ELTHEATEET,

DevOpsGuru APl ARL —2 3> T O AVICRERT VAT
AddNotificationChannel
72> 32:devops-guru:AddNotificationChannel

DevOpsGuru A SBHIF ¥ R ZEMT B EHICHETT, BAIF v XIIE. DevOpsGru 27
RL=2IVOREFZECHEIDERESC AV TANEERTHEEICBATALOICEASE
nE9,

)Yy —A: *

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel
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DevOpsGuru ' S BHF ¥ XL ZHIBRT D OHICHETT, BHF ¥ XL, DevOpsGru A" F
RL=2aVOREFECEHITDBEREZEECAI VA NZERTHEZICBATHEHICERAE
nEX9,

) —A:*

ListNotificationChannels
7> 3a2:devops-guru:ListNotificationChannels

DevOpsGuru AICEREES N EBHAF Y RILOVARNZRIEHICHKETT, FBHAF ¥R,
ARL—23VZRETRDHAEICETZERZSTC A Y1 M%Z DevOpsGuru NMEKL & &
ICBHNTRDEDICERAENET, YR—RNEhTVREHNZ A7 &, Amazon Simple Notification
Service T9Y,

Y —A:*

UpdateResourceCollectionFilter
7 < 32:devops-guru:UpdateResourceCollectionFilter

DevOpsGuru e &2 THHENDTHIRNAD AWS VY —RZIETZEHICFERT S AWS
CloudFormation AZY VDU AREEHITIEHICHETT, 2Tk, LIXF—2 a2,
BERAXRNIVIORA, BRTERARYRNEECA VYA MEREIhET, ChsD/oHAM R NE
FRALT, ARL—2320ONT7A—XAZMOLECDENTEET, COFETR., ZF
A2 ICHER IAM O—)LEERE ET CodeGuru OpsAdvisor,

)Y —A:*

GetResourceCollectionFilter
7> 32:devops-guru:GetResourceCollectionFilter

DevOpsGuru IC & 2 THHENBDTHINADOD Y —AZEBEAWS 35 -HICFERATSH AWS
CloudFormation AZY VDU ARNERTEHICHETT, 2Tk, LOXF—>3>, BEA
XNVOA, BRTCERAAMNRNZECA VA MERENET, ChsOA YA NEFEH
LT, ARL—2320ONT7 =X AZRLEEEDENTEEXT,
Y —A:*

ListInsights

72> 3a>:devops-quru:ListInsights
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AWS PHIVRADA VYA RO UARNERTEHICHETT, BRI Y1 N, FBE
A, AT—AR R (ongoing £zl& any), BLV XA 7 (reactive £/ (& predictive) TEE

TEZET,
Y —A: *
DescribeInsight
772 3Z:devops-guru:DescribeInsight

D ZFEALTEELESA A NIETRFHMEZRILOICHKETT,
JY—A:*
SearchInsights

72> 32:devops-guru:SearchInsights

AWS FHIZVRADAZHANDIANERTIEHICHETT, BIA 54 M,

B, 71I)32—, BLVR A7 (reactiveF itlEpredictive) TEETE XY,
)Y —A: *
ListAnomalies

772 3Z:devops-guru:ListAnomalies

DZEALTERELEA YA NIBTREED VAN EZRTLOICHLETT,
=R *

DescribeAnomaly

72> 32:devops-guru:DescribeAnomaly

DZFEALTEELEERCHEIZHMZEILOICHETT,
)J)—=A:*

ListEvents
72> 3a>:devops-quru:ListEvents

DevOpsGuru lck 2T
ETY, BIARVYBREK, 714N E2—Z2FEALTEETEERT,

B4

A NB VY —ALLK 2 TERETNIEARNDVARNZRTEHICL
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7 < 32:devops-guru:ListRecommendations

EEENEAVHAROLIAYF—YaVOUARNEETLHICBETT, KLIAXYF—
YAV, XRUYRDURR, S&ELIAXYF—YaVCHETIARYROURRE
ENET,

)Y —A: *
DescribeAccountHealth

T7 2> 32:devops-guru:DescribeAccountHealth

F—TURBEBRISEA YA NOR, F—TVBFUAATANOH, THORNTOHEN
EXRNVOAOBZRT-HICHETT AWS, CchSOBEZFEALT. AWST7HTUV RNA
DARL =32 OREZJELET,

)Y —A: *
DescribeAccountOverview

7> 32:devops-guru:DescribeAccountOverview

REASEEANTERE N ATV BEER/EEASA (4 N, KESEENTERE WA —7
VBEFAAHA MO, BRCFESERATIO—AETNLEIXNTOEERNDEHSA YA ND
K EERFE (MTTR) 2RI EHICHETT,

)Y —A: *
DescribeResourceCollectionHealthOverview

7 < 32:devops-guru:DescribeResourceCollectionHealthOverview

DevOpsGuru THEE /=& AWS CloudFormation AZY I DITXTHDA B4 MNZDOWT,
F=TOFRA AN, A=T2VTFIOT4TAH AN, BREFHYEIREB (MTTR) 1R
TEOHICHETT,

)Y —A: *

DescribeIntegratedService

7 < 32:devops-guru:DescribeIntegratedService
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DevOpsGuru ERETED T —EADRKEAT—RAZRITEHIZHETT, DevOpsGuru &
HETED1DO2OHY—E AR TF, hlk AWS Systems Manager, EFEnic1 > H A K
Opsltem Z &I ZERTHHICFERATEET,
)Y —A:*

UpdateIntegratedServiceConfig

7 < 32:devops-guru:UpdateIntegratedServiceConfig

DevOpsGuru LB TERDH—EREDHREZEMNELEEMICTILEDICHET
9, DevOpsGuru EFEETE S 1 DO —E A Systems Manager T, £RE k11~
Opsltem & IZ ZHERT B EHICEATEET,

)Yy —A: *

Amazon SNS REY A DEFH

cOREY VDOERIEE, BIO AWS PHIY "RNFIETS Amazon SNS REY JICEBHIZEET S
& 5 2 Amazon DevOpsGuru ZEXET 2 HAICOXFEAL FJ. Amazon SNS

DevOpsGuru HBIO T HI > MA'FIE T % Amazon SNS REY VICEBHNEZEE T2 ICIE. BHZE
E9 %5 & DevOpsGuru [CfF5T 3R —% Amazon SNS REY VICTRY FITH2HENHY)
£9, DevOpsGuru THERTH 2NODERUT AV N FIE TS Amazon SNS NE Y VICEBHAZE(E
93 KSIZ DevOpsGuru Z5&ET D &, GuruDevOpsliE hEY ZICRU S —&EEBMLET,
BOTHDY RO Amazon SNS REY VDT VAR ZRET DRI —ZTRYFLES,
DevOpsGuru IZ Amazon SNS REY JZEBIMTEE T, Amazon SNS AR > —ZBHF v RILTE
LT, EF1VTF1%2E5Il@LTDEETEET,

(® Note

DevOpsGuru EHRE, AL U—23a>TOOOATHIVRNTORAD&HEYR—KL TV
£9,

NEY D

« DT HDU>NT Amazon SNS REY JICT IV AHFAERET S
« OTHTRHAS Amazon SNS REY U ZBIT S

« BHIF ¥ X)L T Amazon SNS RS —EH T3 (H2E)

Amazon SNS REY I ADFFH =
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fOFTHD> NT Amazon SNS REY VICT O A ZERET S

B0 IAMO—-J)LICFFAZEMNT S

IAMO—=)LTAOJ A LERTHOT LI MAS Amazon SNS REY VZERATSICIE. AT
% Amazon SNS REY VLRV —ZTRYFIRIHENHYET, IAMO—ILOFERARICEOT
NI RHS Amazon SNS REY JICARUSD —2TRYFIBHICE, IAMO—ILO—HELTED
THORNIDY—RAIRTDUTOT IV EAERNI HETT,

» sns:CreateTopic
+ sns:GetTopicAttributes
» sns:SetTopicAttributes

» sns:Publish

AT Amazon SNS REY JIZUTORIS—2FT XY FLET, Resource F—NIHFA,
topic-owner-account-idld NEY JFRBEEDT AU N ID, topic-sender-account-idl
DevOpsGuru 2t Y N7Y 7L EI—HY—OFTHI>2 NID, devops-guru-roleldBET 3 E%
NDI1—H—0 IAM O—JL T, region-id (fl: us-west-2) BRY ICHY) K EZBEERA D HLEN
& V) E¥Imy-topic-name,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Condition": {
"StringEquals": {

"AWS:SourceAccount": "topic-sender-account-id"
}
}
I
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",

Amazon SNS REY I ADFFH =
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"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {

"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]

}

IAM 1—H—&LTT IV EAFAZEMNT S

DT HIRAS IAM 1I—H—& LT Amazon SNS hREY V2R T2 58, FHTS
Amazon SNS REY JICIRDKRV S —%2TR2YFLET, Resource F—NIFSE. topic-owner-
account-idlE NEY VRFIBEEDOT NI N ID, topic-sender-account-idig DevOpsGuru
EEYRNTYTLEI—HY—OTHDINID, devops-guru-user-nameldBIET S E% D IAM
d1—%—7T7, region-id (fil: us-west-2) & IEY S EEZBERIDIMBEN HV) EITmy-topic-
name.

(® Note

AETHNE, NAT—RRT7IV9EAF—LBEORBNVASRIEEHRERE TS IAM 1 —H—
EERTDRDYIC, —HRIIEHRZFER IS Z2HHOLET, IAMTORARNT S
TAADFEMIOVTRE, TIAMI—H—HA Ry O "IAMTOEFIVTAORARNTZ
DT14 A1 2ZRBLTLEEL,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

}
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}
.
{
"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"]
}
}
]
}

HOTHIRAS Amazon SNS REY V& BINT S

BOFTHD>NT Amazon SNS REY VDT UV EAFAZEREL 25, FD Amazon SNS b
Ev 2% DevOpsGuru BHIEREICIEMTE X T, Amazon SNS hEY JF., AWS CLI £zl
DevOpsGuru AV —=)LZERAL TEMNMTEET,

« A2V ZERIBREEL, BIOTAINORNEY VZERTSICIE. [SNS REY Z ARN
ZEALTBREORNEY VZEETR| A7V 2BRIDBEN HBYET,

« AWS CLI ARL —2 3> ZFEH T %35H 4 [Fadd-notification-channel,
NotificationChannelConfig #7 < IV RTopicArnAT ZEETHIHENHVET,

OV =) z2ERLTHOT AT RN S Amazon SNS REY V%ZEBINT S

1. https://console.aws.amazon.com/devops-guru/ T Amazon DevOpsGuru AV —J)LZHE &
£

FTETF—2aiRAVERHE, [RE] ZERLET,

(BHE] 0232 ICBBL., wE] 2BRLET,

[SNS hEY U ZiEM] ZRRLET,

'SNS hEEYJ ARN Z2FEAL TEFEORNEY VZ1EET D1 ZERLET,

EATS Amazon SNS REYID ARN ZAHNLET, CORNEY DRI —2TIYFT
52T, COMNEYIDOTORAERZ I TICERELTVWARIEET T,

7. (AT7232)[BHRE] ZBRL T, BIEEOREZRELET,

S R

Amazon SNS REY I ADFFH —


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
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8. [R#EF ZEBRLZET.

BHFREIC Amazon SNS hEY U %ZBINT S &, DevOpsGuru EZFDOREY ZFERAL T, FHLL
104 NDERKBRE, BEEBARVNZBHNLET,

BHTF ¥ X)L T Amazon SNS 7R S — %2 EH T 3 (H2E)

Ry ZEEBMLES, NEY %28 DevOpsGuru BAF ¥ RILICOKT IV EAFATEIEEL
T, RI—0EF1 )T 28T EDEEZH#HOLET,

BAF ¥ XL T Amazon SNS REY IRV —%EH T3 (HE)

1. BHIOEERTOT NI NT list-notification-channels DevOpsGuru AWS CLI X~
RERITLET,

aws devops-guru list-notification-channels

2. list-notification-channels L AR AT, Amazon SNS REY M ARN Z2ELTF ¥ X
IJIDZEXELERT, F¥XxJID & guid T,

BlzE, "OL AR ATIE., ARN arn:aws:sns:region-id:111122223333:topic-
name Z¥¥DREY O DF v )L ID [& e89be5f7-989d-4cdc-blfe-e7145037e531 T,

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
},
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}
}
]
}

Amazon SNS REY I ADFFH -
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3. the section called “tbDOF7 HJ> N T Amazon SNS REY VI TV EAHFAZEBETR DN
EYOF—F+—IDEZFERALTAOT AT NTHERLERD S —IZBEBLET, RU—0
Condition AT— KX NT, SourceArn 2 EETH1TZEBMLET, ARNIZIE, V—>3

>~ ID (fl: us-east-1)., REYIDEFEEDAWS FHOURMNE S, XELEFYXIL DN
EENET,

E#HL = Condition AT—R X RNRFIROKSICHYET,

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be51f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
}

AddNotificationChannel A"SNS REY VZEBMTERZVEEE. IAM R —ILRDERD
HdEEBIBLTLIEEL,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"
]
}

- BE5{tE iz Amazon AWS KMS SNS REY VDT 7 AFFA Amazon
SNS

}EEL = Amazon SNS REY Z1k., AWS Key Management Servicelc &k 2 TEEH{LE TV A
BEMANHVET, DevOpsGuru AEESILENIEREY VEFRATEDXRSICTSICE. £ 2K

EE{bE N Amazon SNS REY IADT U AFFA 143
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L. AWSKMSkey RICXDAT—KRX RNZE KMS F—NDRU—ICEBIMTEIHVEN HYET, 53
MIZOWTIEE, "TAWSKMS Z#HL T Amazon SNS ICRITEN XY E—J 0SS, . T 11—
H—HA R, 0 "F—EHF (Keyld) 4 . KT "TAmazon Simple Notification Service RO ¥
N—=HAR, O "F—E2ES, 28BLTILEETV, AWSKMS

"Version": "2012-10-17",
"Id": "your-kms-key-policy",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

}
]
}

® Note

DevOpsGuru ERE. 1 DOTHIMNATERTIEHICES{tENENEY VZYR—
RULTVWERT, BREATEK, BSILehit Y IZEBBOTHIO NTHERATR LY
ﬁ—héﬂfb\iﬂ'/bo

Amazon DevOpsGuru D7 A FoTATAETIVEAORNS TS 1—
TAY

TR OERIE. DevOpsGru & IAM OERARICHKET D AIREMN HD — RN EREOZH B EIC
‘IAIBET,

NEY D

« DevOpsGuru TP V2 a2 &ERITTRHERN AL

« A—Y—IZT7TOVTALICKDTIVEAEEZRFEL LV
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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o jam BERTITHHERNI H') EH A, PassRole
« AWS 7HD "D —4%—IZ DevOpsGuru UV —AANDT It AZFFA L 20

DevOpsGuru TP V> a2 #RT I HHERN &V

NsE, TU2araERTITHHERNZLE AWS Management Console BAIE hEHE Ik, BEEIIC
Eﬁ’ﬁb‘("ﬂ'z? NERETIHLENFHYET,

LTFOIZ—HllE, 1—%— mateojackson A"V —ILEFERL TEZED my-example-
widget VY —AIZBETRHMABRERTLEIS>ELTVS AN, RZED aws:GetWidget FAH &
WELWSBERICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
aws:GetWidget on resource: my-example-widget

CDFE. Mateo l&, aws:GetWidget 7O 3> ERL T my-example-widget ')V —AAND
TOELANFAENDERSIC, EBEICRV —OEHZMBELET,

IA—HY—IC7ATTALICKDTIERAEZFEL £V

A—H—H O AWS HAHT Z2RETZHEEE. TOVTALICEIBDT IV LA BETT AWS
Management Console, ZAJ S AILKRD TV LAZHFATDHERK, ICT7I9RATRI—H—0
BATICKO>TEBRYET AWS,

A—Y—C7A0IIFYITIOLAEEZRETRICE. UTOVWThADOATS a2 ZBRL F
ER

TOU0ZIFYIOTOERE B FE

EVEETHRI1I—HY—

D=7 A—ATATUTA4 — R B FRELIE SR = F H RIS M 2—T7I4AHA

TA LT, . AWS SDKs AWS DOFs|ECHLOTLSEZL,
CLI, F(& AWS APls,

(IAM Identity Center TEE & ¢ IZDWVWTIE AWS CLI,

nTWBI—4—) T1—Y—HARk, D

AWSCLI " #EHT27=8
D DFFE AWS IAM Identity
CenterAWS Command Line
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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J7OU0ZXFYIOTOERKE
EHBEETDI—Y—

IAM

IAM

BAY

— R EREE B = £ A
LT. . AWS SDKs AWS
CLI, F£7zl& AWS APlIs,

(FEHERR)

REIFSAIBHRZFEAL T,
AWS SDKs AWS CLI, &7zl
AWS APIs,

FE

Interface 4 ZZ 8B L T2
=0

« AWSSDKs, Y—JL,
AWS APIs " SDK &Y —
LDV TT7LYAHA KR,
@ "IAM ldentity Center 52
il ZZRBLTLKEEV,
AWS SDKs

MIAM 1—%—HA4 R, ©
TAWS DY —ZATH—KH

BFALEHROEA L OFIEIC
RVWET,

ERIDA1E2—T7 T4 AH
DFSEICH>TLSEZWL,

e ([CDWTIE AWS CLI,
T AWS Command Line

Interface 12— —H 4 R,

® "IAM 11— —FRAEE R
ZERALUFREE, 25 R
TLEZL,
« AWS SDKs " SDK &Y —
WOV T7FPLUAAA RS
O "REMNBFREAIERZE
AL LR, Z22RBL T
£V, AWS SDKs

« AWS APIsI—H'—HA R,

O "AMI—Y—0T7 ot
AF—DEE, 2ZHBL T
<EZEL,
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iam ZER1T I DERIH V) FHB A, PassRole

iam:PassRole 790> a2 &2 RTITHERERNFNBZVEVSTIS—HFRTRENEESE. RUS—%F
#TL T DevOpsGuru IcO—J)LZ BT CENTEDRDICTRIHREN HYET,

—#D AWS OH—ERA TR, HILWH—EAO-IILFLEEY—ERALCUVEnLO0-ILZ2ER
THRRDYIC, TOY—EACRFOO-LZETCEANTEXRT, TOLHICE, Y—EARLCO-
N EEITHERIBETT,

ROBOIZ—E, £€WS IAMmarymajor 1—H—AF11>V—)LZ#EHL T DevOpsGuru TF7 ¥
2AVERTLEDITRIHERICRELET, £EEL, COT7I2aVEY—EANETITDICE,
H—ERAO—IDSHEENLEERNIYETT, Mary IClF, O—ILZ2H—ERIZETHER BV E
BA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDBE, Mary DRV —ZEH L TAT ) —IZ iam:PassRole 7O IV NRTEHFT T B4
ENFHYET,

YR—NFBEZBERF. AWSEEBZCSAVELESEZVL, YA/ ERBRERMEL 2B
UENEEBETT,

AWS Z7HO > RO I1—4%—IZ DevOpsGuru JY—AANDTFT IV AZFTL =V

DT HI NOI—F—PEBADOAY, VIY-ALTIELAIZLEHICEATEDO-ILZERK
TEFET. O-ILDEIERTZERXIRI Y —ZHEETEXRT, VY—AR—ADRIZ—FI:
E70€AOMO—-IUAN (ACL) ZHR—KNI2H—EADHE, ThSORVZ—ZFEAL
T, DIY=ANDT I ERZNFETEXRT,

ARICOVWTE, UTZZRL TS EE W

« DevOpsGuru A" C NS DHEEZEHR—RNLTVBRAESHERIETZICE. T 25BLTLKE
& L Amazon DevOpsGuru & |IAM DEE 5,

c MIBAWS 7HORLTVWE OUY—AANDOT O EAZRHEITZHFEICOVWTIE, IAM 11—
H—HARO "FAEAWS 7HIE LTVREIO O IAMA—HF—ADOT7 I AZRMHTS, %=
SRLTLSEETY,

s VDY—RAANDOT IV EAZH—RN—FT 14— CRBITBZHFECODVTRE AWS 7HU> M, IAM
I—HY—HARO "H—RN—F A —AWSTHIUKN FFETE \NOT IV AZRHTTE, %
SRLTLSEETY,
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*c D7IFL—232ENLTITIVERAZRHETZIHFELCODVTR., TIAMI—H—FHA Ra @
PR TRAIEN I —(ID7IFL—23I N ATV RAER) 22RLTEEV,

« JOARATAHAIVRTOEATOO-IILE) Y —AR—ADRI > —OEADOEVOFMHICOWVT
F. TIAMIA—Y—HA Ry O "IAMO—)LEVY—AR—ADRKI>Z—EDHER) ZZRL
TL<EEW,

DevOpsGuru WOAJRHREE—XU YT

EZRUTE, DevOpsGuru BEXTZFDMDO AWS V) 1—>a> 0EEME. ATAMK, N7 73—
NOAZHWEIDLTEELIB DT, AWS (ZIF. DevOpsGru ZEtR L, BBEARELLEE(IC
HEL, YEICSUTHB TV 3V A2EZTIDEOOUTOTEZRUIY—INFBAEEATVE
£

« Amazon CloudWatch &, AWS UY—R& TRITLTWAT7UTr—>3>2>%Z AWS UTILRA
LATEZRIVILET, ANVIRAZNEBRTEHRL, DAXIA AEhEZ Y 1R—R%E
ERL., BEChEXNIY ONMBELELEWMBEICELLEEILBHAXRLEET V3 ZRTT
DT T—L%BRETEFET, HlAE. TAmMmazonEC2 41 VARV AD CPU EAEXZDMND X
K1) 2 A CloudWatch Z B L., HEICISUTHLWA VAR AZEEBNICEEITEE T,
IC2WTE., "Amazon 1—H%—7 4 R CloudWatch ; ZZBL T<EE V),

« AWS CloudTrail &, AWS 7HI 2 NCK2T, EEBETHINIRD2>TiThhiz API 11—
ILBLRVBEEARNEFYTFYL, BELE Amazon S3NT Y MOV 774 ZEBELE
¥, AWSZRUOHLIED—HY—ETHIN, BROHELITOIP7RLA, SRVCHTFHLOH
LHEEEBETEET, FMIZOVWTIE., TAWS CloudTrail I—H—7H4 Ry 28BLTLKEE
Wo

Nev o
« Amazon |Z & % DevOpsGuru ®E_X ') >4 CloudWatch
- &AL = Amazon DevOpsGuru APl J1—)L MO 4 528 AWS CloudTrail

Amazon Z & % DevOpsGuru ®E_& ') 2% CloudWatch

ZERAL T DevOpsGuru ZE_ZX VI TEEXT, Ik CloudWatch, raw *—XZU&EL .
SAEYAEEREFEFEUTILEZALDARNIAICIMILET, chs 0Kk 15 M ABRES h

3k, BEBRICTIOEAL, DI 77— FhEY—ERAOBEEE XY HWRICIEE
TEET, T, FEOLEWMEZER TR T —LZREL., ChSOLEWVEIZELEEELL
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BHIZEELEYT O3 EETLEYTEET, FHICODVWTE., "Amazon I—%—7FH4 R
CloudWatch 4 ZZBL T EE L,

DevOpsGuru Tk, 1A MO X KO A& DevOpsGuru FEFARTIDX N O AREBHTE X
T, BAVUI—2aVTEEBBHENRELTVINESHZHMTEDEHIC, SEOERZH
Insights ZERIZ 2B EHLET, £k, JANEEHT S =8 I(C DevOpsGuru O fEHA
RREEZRIITITBEETEET,

DevOpsGuru H—E Rlk, AWS/DevOps-GUIruBBIZEE TRDX RN I AZH/RELXT,
NeEY D

s AVHYAKRDXKND DA

« DevOpsGuru FARRAX KU T A

ABARDXRNIDTA

CloudWatch Z#EAL TXRNU OV AZEBHL, FHU N AWS THEREhA T A4 NOBERT
TEET, Type T4 X3 TEWFITDA YA (proactive £/zld reactive) ZIEETE
T, IXNTOAM YA NZEHTRIEER. TAXIIAVEBELBEVTHERT,

XRJUORA
XRNDOR A
Insight AWS THO Y NTHERENIZA T4 MO,

BWETFT A X2 a: Type
B #7345t Sample count, Sum

B AoV

DevOpsGuru Insight X NRU VAT, ROFA X AVHFFR—REATVET,

1)

TAXay
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TAX>3a Y ZRER

Type A HANDEATTT, IXNTOA YA NZEHT
A, Insights XKRUJADTA X023V EEBELK
WTHEFET, BMBEF proactive . reactive T,

DevOpsGuru ERRAX MU T A

CloudWatch % £ L T Amazon DevOpsGuru O fEFRR R EZBHTE E T,

XNUDA
XNUDORA it BA
CallCount ROWT DO DevOpsGuru XV Y RICK 2> TITOhNERETHL OB,

ListInsights

ListAnomaliesForInsight

ListRecommendations

ListEvents

SearchInsights

Describelnsight

DescribeAnomaly

BMWETFT 4 X3 :Service, Class, Type. Resource
B R #%EET: Sample count, Sum

B Aok
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https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListInsights.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListAnomaliesForInsight.html
https://docs.aws.amazon.com/devops-guru/latest/APIReference/API_ListRecommendations.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z"

}

}
I
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {
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"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

"

]
}
}
},
"responseElements": null,
"requestID": " cb8cl67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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{
"Statement": [

{

"Principal":"*",

"Effect":"Allow",

"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

1,

"Resource":"*"
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