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branches-and-tags-creat
ed

codecommit-repository-
branches-and-tags-delet
ed
codecommit-repository-
branches-and-tags-updat
ed
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EIRZOSIIVRNTOBHRNIL-ILOARY K

A7V AR K AR KNID
EJL RiREE [Failed] (k&) codebuild-project-build-sta
. te-failed
FXZh
s codebuild-project-build-sta
AT te-succeeded
ik codebuild-project-build-sta
te-in-progress
codebuild-project-build-sta
te-stopped
EIR7I—X K codebuild-project-build-pha
X se-failure
B Zh

codebuild-project-build-pha
se-success

F7A4AT 7V T—23a> > TOBAIIL-ILOARY N

A3V IRV K AR>VKNID
F7°04 [Failed] (% &) codedeploy-application-depl
X oyment-failed
FX 3
codedeploy-application-depl
Started

oyment-succeeded
codedeploy-application-depl
oyment-started
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NATZA4A2TOBRAIL—ILDOAXRY K

vy AR N

LL

1

-
VO PEVIE L e

[Failed] (B)
vt

Started

Started

N
Ji
I
\
S
b
N

X Zh
BHFE
Canceled

[Failed] (% &)

NATZ4 > DRT [Failed] (X&)
Frotl
Started
BH
2801

AXR>KNID

codepipeline-pipeline-actio
n-execution-succeeded

codepipeline-pipeline-actio
n-execution-failed

codepipeline-pipeline-actio
n-execution-canceled

codepipeline-pipeline-actio
n-execution-started

codepipeline-pipeline-stage
-execution-started

codepipeline-pipeline-stage
-execution-succeeded

codepipeline-pipeline-stage
-execution-resumed

codepipeline-pipeline-stage
-execution-canceled

codepipeline-pipeline-stage
-execution-failed

codepipeline-pipeline-pipel
ine-execution-failed

codepipeline-pipeline-pipel
ine-execution-canceled

codepipeline-pipeline-pipel
ine-execution-started
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A7V ARV N AR KNID

B codepipeline-pipeline-pipel
ine-execution-resumed

codepipeline-pipeline-pipel
ine-execution-succeeded

codepipeline-pipeline-pipel
ine-execution-superseded

FE D AR [Failed] (k&) codepipeline-pipeline-manua
N l-approval-failed
codepipeline-pipeline-manua
FX 2

l-approval-needed
codepipeline-pipeline-manua
l-approval-succeeded

Y NTYT

AWS CodeBuild, AWS CodeCommit AWS CodeDeploy, £l IAM 1—%—FEO—)

AWS CodePipeline ICERAE NS YXX—TI RRVI—HFHBHEEK. RUP—IC&>TRMHEh
PO-NET IV EAHAOHBRRNTENZRETDLEOICHBEBRT IV EAFANFGVET, flA

&, AWSCodeBuildAdminAccess., AWSCodeCommitFullAccess., AWSCodeDeployFullAccess,
F /=& AWSCodePipeline_FullAccess BERUS—NFBARAE N EI—Y—ICEF., BAIICHTS
ZEBEBT VAN HYNET,

FHERYS—OBICODVTR, "TTATFUTATAR—AORI) > — ) 2ZRLTLKEE,

chsDRIV—OVWTNAN IAMI—Y—FLEO-)ICEAZN, oEILRZ7OION
CodeBuild, ®J7RZ ~N1J CodeCommit, OF7'OA4 F7 7 —= 3> CodeDeploy, E7izld O/
A17SAVICEBRAENTVSEEE CodePipeline, RIIDBRIIL—ILEIERT D EBHIEVNET,
"EAOFERARG CEXRET, TESTHRVWEEE, ATOREY VZSRBLTSEZV,

« CodeBuild: ®Ei#s % 7% CodeBuild
« CodeCommit: M EE 77 7%= CodeCommit
« CodeDeploy: F1—hrUT7)L
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https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codecommit/latest/userguide/getting-started-cc.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorials.html
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- CodePipeline: B % 7% CodePipeline

IAM 1—%'—, JI—7", EEEO-IIOBNOEBET OV AF 2B TEETZESEF. D
REYVDFIEICH>T, Y—ERZFERAITHIEOICHERTIOEAFAEVY—AZEKELET,

BHAERAORNEY ORERKTEDRDYIC, LLEICHERKL = Amazon SNS REY V2 BHICFER TS
BEE., TOREY IADARNORITEFATHAA)—2HEHALT, BHAIL—-ILOZ—5Y N
ELTHEATD AmazonSNS REY U ZRETHAHEN HVYET,

(@ Note
LTOFIEZRTIDICE, EEEEREZROTAIVRTHA VA VTIREN HYE
T FHICOVTR., "HP0 IAMEBEI—Y—-HLVI—HY—-JI—T0EHK. 22 R
LTLSEEL,

N =R

s BANOBBT IO ELADEHDOR) S —DEREER

« BHAIZ Amazon SNS REY U ZRET D

« B—'Y NTHD Amazon SNS REY JANDI—HY—QOHTAOT47

BANOEBT7 IV EADLZOOR) S —OEREER

BHZEEITRICE. IAIMI—HY—THA 2420 F3H, BRZEKTEIT—EABLIOT—ER
(AWS CodeBuild AWS CodeCommit, AWS CodeDeploy, F 7k AWS CodePipeline) N\OTF7 UVt A
FHEFE > O-ILZFERALET, MEORU>—ZERL, I—¥—FLEJIL-TCEHATE L
£ TEEXRT,

ROFIETIEH, BHEZEEL, IAMI1—HY—ZEMITBT7 IV EAFTZED IAM T I —T&ERE
IT2HEERLET, -T2y NTF7YTLBEVEEEK., CORVZ—% IAM 1—H—ICE
BERAT?A, 1—H—NEEZFBENTEDIAMO—-ILICEZEERATEE T, CodeBuild,
CodeCommit CodeDeploy, F/zld ® YZR—I RRUS—ZFEATREETEERT, cnlllE
CodePipeline, RUZ—Q&EEIZISU TBHABEANDR) D —ICHEHUET IV EAFEEIhET,

LTORIZ—IC, ZORIZ—0OFHE (Hl: AWSCodeStarNotificationsFullAccess) &
T (BRAE) ZEANLET., COBBAR, RUZ—OBHNZREVHTOICKIULEET (Hl: This
policy provides full access to AWS CodeStar Notifications.),
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https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
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1. (294 >4 > AWS Management Console L, https:/console.aws.amazon.com/iam/ T IAM 1
V=) EREEXT,

2. ERIOFES =23 RAUT, [RUI—]ZBRLET,
AOT[RID—] ZBRIZEEICE., [BEBRVI—ICRSZFIR—IHFRRENET, [
IT<HrHB] ZBRLE T,

3. R=DOLET, [RUV—%ER] ZBIRLET,

4. [RUS—IF4R]£923>T, JSON| AT a3 EBRLET,

5. MO JISONARI—RFIXINEAOLET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeStarNotificationsFullAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

iF

"Resource": "*"

}
]
}
6. [KN\1&2UUYULZET,

'y N7V


https://console.aws.amazon.com/iam/
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@® Note
WO TE [Visuall & [JSON] IF 4 AT 3V &Y BXBDENTEET, £F
L. [Visuall IF 1 2T DR CEEELEGBRLEBE, IAIMRRUS—2BEERLT
visual T7 /4 RICEHhBTHRBLTDCEN HYET, FMAICOVTR., TIAM 11—
H—HA R, O TRV —OBEERL 25RBLTLSEEZV,

7. MBREERIR—DT, kEHITRIRIU—0O RIS —F & [RBI(FT232)ZAHNLET,
[CORVI—TERENTWVWART IV EAFA] 28FLT, RUZ—CL2THEENETIOE
AFFAZREELE T,

8. [RUZ—DER]Z7VYILT, HILLWRUS—ZRELEXT,

BHAAIZ Amazon SNS REY U %ERET S

BHNZERETHIREGELEGEG. BHAIIL—IZEKTSDEEIC Amazon SNS NEY V&RERT S
CETT, UTOEH#ZBELTVEESIE, BEIFED AmazonSNS REY U ZFERTEE T,

« chiF, BAIIL-IILZERTZIVY—R(ELRZOZS IO, F7A4F7 7V 5—=2a>, UR
DRN), FREENATZA42)AWS V=232 ERIU ICERETEL =,

« 2019 F 11 B 5 H&k ) CodeCommit Bl DBEHZEE TR EHICERATNATVERA, FAHALT
WBEBEEIE., TOMEZEMICLERIS—AT—RX R EENET, CORNEY U ZER
FTRDEETEETTHN., FIETEEENTVRELDIZ, EMORVS—ZEBMTEIHENH) E
T, 2019F 11 A5 BKRYEIZEHAAIC 1 DQUEOVURD N —HFRETHTVRESR. BE
DRI —AT—RM X NZHIBRLBEVWTLSEEL,

« ZhIZlE, AWS CodeStar BHIAN REY JICBHNERITIZD_EEFAITIRI—HDFHYE
9,

AWS CodeStar BHIEHIL—ILOEZ—7Y NELTHEARATD LD Amazon SNS REY V&R ET
BIC I

1. Y42 4> AWS Management Console L, https://console.aws.amazon.com/sns/v3/home T
Amazon SNS OV —)lZ2RAE X7,

2. FEFS—=32UN-T, [FEY V] ZERL, RETDIEY VZBRL T, [wE] ZRRL X
ER
3. [TOEARUZD—1ZREL. TRNANEZBRLEY,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_policies.html#troubleshoot_viseditor-restructure
https://console.aws.amazon.com/sns/v3/home
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4. JSSONIF4B2T, RUZ—CRDORIVZ—AT—RMXV hZEMLET. REY T ARN,
AWS U—23>, AWST7HIUKNID, REYVIEZRBHET,

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

CORVI—AT—RAVRE, ROKSICHYET,

{
"Version": "2008-10-17",
"Id": "__default_policy_ID",
"Statement": [
{
"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
"AWS'" A

b

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS :RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {

Y RFYT 7
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"AWS:SourceOwner": "123456789012"

iy

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

iy
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

}
}

5. [BREZREF] ZERLET,

6. TAWSKMSHES{tE i Amazon SNS REY VZFERAL TEHNZEETIHEEEFE. XDA
T—RMXURZE ORIZ—IZEMLT, /1R KNY—A (AWS CodeStar BAl) L BS{LE hi:
REY O EDEBRBEEMICTDIBENHYET AWS KMS keyo ( AWS U—2 3> 0BT
(& us-east-2) &, F—HMEREIi ICEE®RX AWS V-3 £,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": "codestar-notifications.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:ViaService": "sns.us-east-2.amazonaws.com"
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}

HHEICOVWTEE, "TREROESIL) BKRYT TAWSKMSTOR) > —Z4OFEH T DAWS Key
Management Service RO Y /N—H A RESBL TS EEV,

2—4w NTHBD Amazon SNS REY 9ADI—H—OHT RIS

I—H—NBHZZETEDELSICTBRICE,. BAIIL-ILDOZ—7Y NTHS Amazon SNS b
EYOICHYTRAISATIIHBENHYNEST, I—F—DNEX—ITRLATHITAIZ47L
TVWBHE, BHEZUTBDEICY T ROV T2 a> 2BRIZDHSEN HYET, Slack F v X
JL. Microsoft Teams F ¥ &)L, £/ I& Amazon Chime F+¥ Y NIL—ADI—H—CBHZIXET
Ik, TEHE AWS Chatbot EDFEENEREL ZSRL TS EE L,

BHICEATS Amazon SNS REY JICI—H—%2HTRAUT14795I1C1EF
1. (2% 424> AWS Management Console L. https://console.aws.amazon.com/sns/v3/home T
Amazon SNS OV —)ZRAEXT,

2. FTEF—23VN-T, [FEY VI EERL, I—H—2HTRIZ4T7 32 REY VEERL
x9,

3. [W7AROUT23a T, [WTARIVTa>oER] 2 &8RLET,

4. [Z7OR3ON] T, EX—NZBRLET, [TV RRABNIEX=)ILTRLAZASDL, [T
AOVT2arvOER] ZBIRLET,

BARIOERFES

BHROERAZRHIZIKRE[ELFZER. ERTODION, F7O4F77VT5—232 N47
ZA2, FERURZNIOVThACBRAIN-IILZREITSDETT,

(@ Note
BHIIN—INZHNOTERTDE, Y—ERAICU 9N EO=IDFTHIO NMCERENE
T, FMICOVWTIE., TAWS CodeStar BHIOHY—ERIZ)>0cnO0—-I)LOFER, 25
BLTLSEZL,
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https://docs.aws.amazon.com/kms/latest/developerguide/sns-server-side-encryption.html#sns-what-permissions-for-sse
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html
https://console.aws.amazon.com/sns/v3/home
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Nev o

- BIREH

« URZNUOBHRIIL-ILEZHERT S

s ERZOZSIJONOBAIIL-ILEZERTS

s FTOAT7VT—23 2 0BHAIL-ILEERT S
s NAT7ZA40OBHAIN-INZERKT S

B MY

TYRNTYT ODATYTEETLET, BAIIN—ILEERTDIVY—RAEMLETT,
« CodeBuild TEJJ RO TV NZERTEDH, BEOZ7O IO NEFERALET,
s P7UT—23a aERTEN, BEOTF7OA4F77)5—>3a> =2 FERALET,

+ CodePipeline TNA 7’54 &ERTBDH. BEONA T4 2FEALET,

+ AWS CodeCommit JAR KN Z/ER T2 H., BEOURDNUZFERALET,

VRS N QBRI ZEKT S

BAN—ILZERLT, BEEBZURDRNIVARNCBEIZBHNEZEETERT, UATORATYT
. BE—OURDPRIVARIYNIEIZDBHIL - ZERETDHEERLTVET, ChS5DOFIE
E. AWS PAHIU MZURZNUAREENTVWA L ZRRELTVET,

/A Important

2019 £ 11 A 5 H& Y &ATIC CodeCommit TEBHZHRETHE, TS OBHICEAE 1S
Amazon SNS REY 2, FEY IAND3HKITZ CodeCommit [CFFAIL . AWS CodeStar
Notifications ICHA BB T VL AHFAELEREBRD T IV EAFAZECRI—HFEENET,
CNSOREYIVDFERAIGEHREBTT, TOIXOLBRETERENENEY ODFERAZRD
358, BDEHRV—ZFTOMOBEFDOR S —IZMA T AWS CodeStar Notifications (=
EMT32HENHYET, FMEICOVWTE., BHAIC Amazon SNS hEY VZRET D &
KT BHORABEEFIUTAICDOVT #BRBLTLSEEV,

1. https://console.aws.amazon.com/codecommit/ T CodeCommit AV —J)LZHE X T,
2. DARASURSNYZBIRLTHEET,

BROERBRR
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https://docs.aws.amazon.com/codebuild/latest/userguide/create-project.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-create.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://console.aws.amazon.com/codecommit/
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3. [Notify (&Z41)]. [Create notification rule GBHIIL— L DERK)] DIEICEIRL £ 9, [RE]. [BA]
DEEIL—ILDEKR] DIEIEIRTZEETEET,

4. [BHIEBIIC, L-ILOBHZANLET,

5. Amazon EventBridge [CIRtE h B HRO A ZBEHICEH D HE K. [Detail type GFAZ 1 7))
T [Basic (BEA)] Z1#IRL £ 9, Amazon EventBridge ICIR#tE hBFHRICMA T, VY—R
H—EAFLERFBANZR—D YDA SREREEIhDEEN HIBEHREEHDHEE. [Fulll (=) &
BRLET,

HMICOWTEE., TBHORABREEFIVTAICOVWT, ZSRBLTLSEETL,

6. [Events that trigger notifications (BRI Z RV H—FBD AR N D [TZ0FERT] T, ERFE
&K ZBERLET,

7. [B—T7Y BT, [SNS hEY VD] ZBRLE T,

@ Note

BAIIL—-ILOERO—RELTREY VZERTSD E, CodeCommit ICREY IAD A
RONDETZHAIITZDRI—DNEAESIET, BAIIL—ILBICEREhERNEY D
EERATRE, COURDNIVICHEITZBEANOZEZFLEITR I —H—0aEYTAY
AT TEET,

[codestar-notifications-] 7L 7 1 Y VADORIZKEY VDBRIZAHNL., [EE] ZBIRLET,

® Note

FLOWREY OZERTZIRDVYICBEED Amazon SNS REY VZEH T2 58,
[Targets (X—%"Y N)] TEF®O ARN ZBBIRL EI, NEYIICEUNBTIEARI S —
HFHY), VIY—AILBETIRHERERRTED I —H—OEN YT RAITA/N—JANIC
EENTVWRCEEBBLET, Amazon SNS REY U4 2019 F 11 A5 A&V HIIC
CodeCommit BHIICERE W izHEES, 0O KEY J& AWS CodeStar Notifications (Z
PDEBHAERFEBDT IO RAFAZEL. CodeCommit DRITEFATAIRI> —
EEHRhET. ChSOREYIVDOFERAGIIERTT, TORSBBEEBETHERENED
EYODERERDBIHEE. BEBRV—ZZTOMOBRFOR) S —IZME T AWS
CodeStar Notifications ([CIEMT D UENF HVET, FHEIC OV T, BHAIC Amazon
SNS hEVVZRETD LT BHOAREEFIVTAIIO2VWT Z2ZRLTLKEE
Wo
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10.
11.

[EfE] Z3BIRL, BRI —)LZRELERT,

HBODOX—)L7 RLAZERL = Amazon SNS REY VICHTRAITATLET, SFHEICDOW
Tk, "TEHIZFERATS AmazonSNS REY VICI—H—%H T A0S A4T 93121k, 28R
LTLEESW,

URZKNVICBEBL., F7ALRNTSOFLSTAN T SVFRERLET,

T2U0FERTRE, BHIL-LICK>2T, TOAXRYNIEITZBERESCEAN TNTO
NEYOHTRAIVZAN-ICEBERET,

EARZOS TV NOBAIL—ILZERT S

BHAN-LZEELT, ELIRTOSPIIORTOEEBARVNCEIZBHZEETEET. UT
DATY7RE, B—OEIRTODIIMARYNIBIZDBHIIL L ZEZRETSHEERLTVE
T CNSOFIEF. AWSTAHIYMIELRTOZ IV RFREEATVRCEZFREL TV
£9,

1.
2.

CodeBuild J>Y — )L (https://console.aws.amazon.com/codebuild/) ZBIE £,
DARNASELRZOD TV NERBIRLTHEE T,

[Notify (J®%1)]. [Create notification rule (BZIL— )L DERK)] DIBIZEIRL £, [BRE]. B
L= OER] DIEICBIRTZDEETEERT,

DEHA]IC. L—ILOBRZALLET,

Amazon EventBridge ICR#tE Nz EHRO A ZBHICEH B HE S, [Detail type (FEHZ 1 7))
T [Basic (BA)] Zi#R L £9, Amazon EventBridge ([CI2fte h2BHICMZ T, UY—AR
H—ERAFERFBHANZ—D YA SREBE DI BEENHIERESHIHEE. [Fulll (=) %
EBRLET,

HMICHOVWTE., TEHORAREEFIUTAICDOVWT ) Z5BLTLSEEL,

[Events that trigger notifications (BHIZ R ) H—F B ARV N O [EL RT7 T—X] T, [FKI]
ZERLET,

[2—%7Y R] T. [SNS REY DR ZFBIRLET,

(® Note

BAN-ILOERKO-RELTREY J%24EKT S &, CodeBuild IChEY IAND A X
PRORITEFAAITEIRI—ANEAEIhET, BHIL-ILABCEREhENEY V%

BHIOEARR
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https://console.aws.amazon.com/codebuild/
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ERTRE, COELRTOSIINCEITZBANZELZFEIZ 1YY —0hZEY
TRAOZATTEET,

[codestar-notifications-] 7L 714 Y JADRIZNEY VORI ZA DL, EE] £BRLET,

® Note

HFLOWREY VZERTZIRDVYICEEED Amazon SNS REY VZFERAT 258,
[Targets (R—7"Y M) TEFD ARN ZBIRLET, NEYIICHEYBRTIEARI S —
HHY), VIY—AILBETIREHRERRTED I —H—OEN YT RAITA/N—JANIZ
EENTVB L ZRBBLET, Amazon SNS REY A 2019 FE 11 A5 B& W HIIC
CodeCommit BHIICEAE B E. <O KMEY J&k AWS CodeStar Notifications (Z 424
ERHFTEREBRDTIVEAHFAZEE,. CodeCommit DRITZHFATIRI—%5
HET, cNSOREYIDOFERARRHEHERTT, TOLSIBRBETERE LN
EYOOFERZERHBZDEE. BDEBRRIS—ZFTOMOBRENOR) S —(CMA T AWS
CodeStar Notifications (CIEEMT DXL ENF HVET, FHEIC OV T, BEAIC Amazon
SNS REYVZERETD SR BHAORNBREEFIVTAIEOVT Z#2FRLTKEE
Lo

8. [AfE] ZBIRL. BHII—IILZHELET,

9. BP2DX—J)L7RLAZ/ KL Amazon SNS REY DIZHTROSATLET, SFHMAICOL
Tk, "TEHIZFERATS Amazon SNS REY VICI—H—%HTAVTAT 93121k 28R
LTLEEL,

10. ELRZTAOZPIINIBEL., EJIREZFHKBLET,

M. ELRVI-ANERBILCRTITRE, BAIL-ILEG., TOAXRNIEIZIEREZESCEANET
’\_Ca)l\l:/7"j'77\77’f/\—(n. 1|:|l/§3-o

TF7AAT 7V T3 OBHAL-IILEERKT S

BAIIL—ILEZERLT, F7O04F7 7V =230 TOEBBARNCBEITZBHNEEETESE

To UTORTY TR, BE—OEILRTOSI VMR NIETIBEHIIL LN ZRETDHEZR
LTVET, CchSOFIERK, AWSTHIOYNIFZ7AAT 7V T—2a> 0 FREEATVD L
ZAIRELTVET,

1. CodeDeploy >V —)LIFX M URL THE £, https://console.aws.amazon.com/codedeploy/
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https://console.aws.amazon.com/codedeploy/
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2. UANDSTTUG—23a 2 %&&RUTHEEXT,

3. [Notify (@#0)]. [Create notification rule GBHIL— )L DIERK)] DIBIZEIRL £ T, [BRE]. [EH
L=IDER] DIEICERT D EETEET,

4. [BHR]IC, L-ILOBEZADLET,

5. Amazon EventBridge I[CIRtc hEBHRO A ZEHICEH D HE K. [Detail type GFHZ 1 7))
T [Basic (BEA)] Zi#IRL £ 9, Amazon EventBridge ICR#tE hBFHRICMA T, VY—R

B—EARERBANZ—D v SRHEET NI BENHIBHRESOIHEEE. [Ful] () &
BRLEXT,

HMACOVWTE., TBHORBEEFI)TAIZDOVWT,, Z283BLTLSEETL,

6. [Events that trigger notifications (B&Z KU H—TF B ARV N O [F7O4] T, [B3I] &iER
LET,

7. [Z2—=T7YBR]T, [SNS hEY VDERKR] ZBIRLET.

® Note

BHAL-ILOELO—RELTREY VZ4EKT S &, CodeDeploy ICREY IAD A
RYNODRTZHFATERI—NEAETIhET, BRAIIL—IILAICEREhENEY D
ZEATRE, CcOFTOAATTIT—23 2 ICBI2BHANZEEFLETH 11— —
DhEYTAVSATTEET,

[codestar-notifications-] 7L 71 Y JADRIZNEY V0B ZA DL, EE] £BRLET,

® Note

FLOWREY OZERTZIRDVYICEEED Amazon SNS REY VZEHT25HE .
[Targets (X—%"Y N)] TEF®O ARN ZBBIRL EI, NEYIICEUNBT VAR —
HFHY), VIY—AILBETIRHERERRTED I —H—OEN YT RAITA/N—JANIC
EENTVWREEBBLET, Amazon SNS REY U A 2019 F 11 A5 A&V HIIC
CodeCommit BHEIICEAE W ZBEE. <O KMEY J& AWS CodeStar Notifications (Z 424
ERHFTEREBRDZTIELAFITZEE, CodeCommit DRITEFIAITIRIS—%F
HET, CcNSOREYIDOFERAREHERTT., TOLSBBETERETLERN
EYOOERERDBIHEE. BEBRV—ZZTOMOBRFOR) S —IZME T AWS
CodeStar Notifications ([CIEMT B HUENF HVET, FHEIC OV T, BHAIC Amazon
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SNS hEY I ZRETD HLT BHAOHNBEEFIVTAICOVWT Z2RLTLKEE
W

8. [AfE] ZBIRL. BHII—IILZHELET,

9. BO2DX—J)L7RLAZ/ KL Amazon SNS REY DIZHTROSATLET, SFHMAICOL
Tk, "TEHIZFERATS Amazon SNS REY VICI—H—%HTAVSAT 932121k 28R
LTLEEL,

10. #7047 7V 75—232 8L, #7014 Z2RRLET,

M. FTOMFRBTBE, BAL—LILEIT, TOARY MNETIBRESCBEAF TRTO
KNy OHT RIS N—CREENET,

NATZA2OBRIL—IZERT S

BANL-—LZEBRLT, NMTZAVDEEBARYNIBEITRIBHAZEETEELET. UTORTY
7@ B—ONATZAARNCEIZDBHIIL-INERETDHEEZRLTVET, ChEoDF
JEE. AWS TADIY NMINATZAVHFRETATVARZEZRIRBELTVERT,

1. CodePipeline J2Y —JLIFIX® URL T & F¥9, https://console.aws.amazon.com/codesuite/
codepipeline/home

2. VDARNDENATZA42%2BRLTHEXRT,

3. [Notify (@Z#1)]. [Create notification rule (GBHI)L—IL DERKR)] DIEICEIRL F 9, [RE]. [BA
IL=ILOEK] DIEICEIRTZDEETEERT,

4, [BHEBIIC, L-ILOBHZANLET,

5. Amazon EventBridge [CIRtE h B HBO A ZBEHICEH D HE K. [Detail type FFMAZ 1 7))
T [Basic (BE4)] £i#RL £9 . Amazon EventBridge IRt hBBERICMA T, VY—2R
H—ERAFERFBEHAIZ—D YA SREBE DI BEENHIBERESHIHEE. [Fulll (=) %
BIRLET,

FHCOVTR, "TBAORBEEFIVTAIZDOVT, Z28BLTSEEL,

6. [Events that trigger notifications (B&HZ R H—F B AR N D [7U> 32 NOREIT]) T, B
) ZBRLET,

7. [B—7Y ] T, [SNS hEY VDR ZIBIRLET,
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® Note

BAL-ILOEREO—RELTREY VZ4EKT S &, CodePipeline IZhEY IAD A
RYNDRITZHFATDRI—NERAEIhET, BHIIL—-IILACERENEZNEY D
ZEATIE. CONMTTAVICEITIBHOZELFLETHI—HY—0DaEYTR
94T TEET,

[codestar-notifications-] 7L 71 Y VADRIZNEY VOBEIZALL, [EE]) ZBIRLET,

® Note

FLOWREY OZERTZIRDVYICEEED Amazon SNS REY VZEHT25HE .
[Targets (R—7"Y M) TEFD ARN ZEBRLET, NEYIICHEYBRTIEARI S —
HFHY), VIY—AILBETIRHERRTED I —H—OIN Y TRIZA/N—-UARN
CEFNTVWR L EBRELET, Amazon SNS hEY U4 2019 £ 11 B 5 B& Wl
I CodeCommit BHI_ERAE Ni-FE., Z0OKMEY 21k AWS CodeStar Notifications
ICHREBERTIOEARTERFRELEDT IV LAFATZEL. CodeCommit DHITZFFH T
PRV —%ERET, CNSORNEY VDOFERFIFHRETT, TOXRSBBETER
TEhEEREYIDOERAZRDBIBEE., BEBRV—ZZTOMOBEFORIS—ICMA
T AWS CodeStar Notifications ICIBMT 2 HBEN H ) E T, FHMICOWTIEE, BHAIC
Amazon SNS hEY VZRBETD LT BHAOAREEFIVTAIIO2VWT 25 RL
TLEEL,

8. [AfE] ZBIRL., BHII—IILZHELET,

9. HOMOX—)ITRLAZEKL = Amazon SNS REY JIZHTRISATLET, SFEHIZDOV
Tk, "TEHIZFERATS AmazonSNS REY VICI—H—%HTRAV0TSA4T 93121k, 23R
LTLEESW,

10. N4 754 ICBE L. [Release change (BEEN I —RX)] #BIRLET,

M. FO2avHiRBEhdE, BAIL-LNIZR2T, TOARBMNIEITZEREZSTCBEANF TN
TOREY IHGTRIZAN—CEBEEhET,
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BARIIL—IL o EH

BAIIL—-ILTE, I——ICBHITRARPINZREL., chsOBHNZZ TS 2—TY N21E
ELET, BHIE., Amazon SNS 212 H., Slack F ¥ > XJLFE =& Microsoft Teams F ¥ X)L
BICEREE iz AWS Chatbot 7547 R 2N L TI—H—ICEEREETEET, BAOERELEE
EF1=W05EF. BHIE AWS Chatbot E DREZFETRET S & T, BHZ Amazon Chime
F¥Y ML—LICEETEET., FHICOVTR., 2—T Y N SXV EH%Z AWS Chatbot & LT
Amazon Chime E#EET2IZ1F Z2SBL TS EEV,
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Create notification rule

Motification rules set up a subscription to events that happen with your resources. When these events occur, you will receive
notifications sent to the targets you designate. You can manage your notification preferences in Settings. info

Notification rule settings

Motification name

MyNotificationRuleForPullRequests|

Detail type
Choose the level of detail you want in notifications. Learn more about notifications and security [4
O Full Basic
Includes any supplemental information about events Includes only information provided in resource events.

provided by the resource or the notifications feature.

Events that trigger notifications Select none I | Select all
Comments Approvals Pull request Branches and tags
On commits Status changed Source updated Created
On pull Rule override Created Deleted
requests Status changed Updated
Merged
Targets

Choose a target type for the notification rule. SNS topics can be created specifically for use with the notification rule, or
existing topics can be modified for use with notifications. AWS Chatbot clients for Slack integration must be created
before you can choose them as a target type. Learn more [4

FRAYN=Y =)LV —)I&EizF AWSCLI Z2FAL T, BAL—ILZERSEIVOEERTESE
ED

(N =Ry
o BHIL—I)L DERK
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- BAII—IILORTR

- BAIIL-IILOmE

- BRI OBHOERELIFERY

- BAL—ILOHIR

BHIL—IL DIER

FROYN=Y—=)LAV—=IEEE AWSCLI Z#FERAL T, BAIIL—ILEZERKTEELT, BAIIL—
LOERO—RELT, BAIIL—ILOE—TY & UTHERATS Amazon SNS REY JZER T
ZFFEJ, AWSChatbot VSA T REZ—TY N LTHERTZIHEEE. BHIL—-IILEERKTS
BIC, TDOSAT U RNEZERTIHMEN HYVET, sFHICOWVWTIE, TSlack F v > %)LD AWS
Chatbot 72 AT hDEREL BSRLTLSEE L,

BAHIIL-IILZERTSICE (AY-I)

1. AWS FROY/N—=Y =)LV =)Lk, XD URL THEEXT, https:/
console.aws.amazon.com/codesuite/settings/notifications

2. TET—>3UN—%FEALT, VY-ALCBEBLEY,

« CodeBuild Tk, [Build] (E'JL K) . [Build projects] (EJL RZ7’O T U N) OJEICIERL, EI
R7OI IV NZERLET,

« CodeCommit Tlk, [Source] (VY —A). [Repositories] (VR K1) DJEIZIEIRL, JKRD K
) ZBIRLET,

« CodeDeploy Tk, [PV —2a ] %&RL, P7U5—>2a3a> &2 BRULET,

 CodePipeline Tl&, [Pipeline] (/N1 754 >) . [Pipelines] (/N1 754 >) OIEICERL, /N
17540 %BRLUET,

3. UY—AR—TT, [Notify (B4I)]. [Create notification rule CBZI)L—IL DYERK)] DIEIZEIRL £
To DY—AD [BREIR—D0 [BH] EE [BEIL—I] CBEL., [BRIIL—ILOER] =28
RIBEETEET,

4. [BHABIIC, L—ILOBRIZADLET,

5. Amazon EventBridge ICIREE N EBBRO K ZEHICEH S HEE,. [Detail type (FEMZ 1 7))
T [Basic (BA)] Z5#IRL £9, Amazon EventBridge It hFHRICMA T, VY—R
H—ERAFERFBHANZ—D YA SREBE DI BEENHIERESHIHEEE. [Fulll =) %
BRLET,

HMICHOVWTE., TEHORAREEFIUTAICDOVWT, Z5RBLTLSEETL,
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6. [Events that trigger notifications (B&HIZ N U H—F DA RV M) T, BHZEFEI DAV M E
BIRLET, VY—ADARYREZALSTIZOVTR, UATZSBLTLSEEL,
« CodeBuild: EJRZOZ IV RTOBHIL—ILOANXY K
« CodeCommit: UARZ KU TOEHIL—ILDAX K
« CodeDeploy: 7 AATF7 7V T—23 > TOBHEIL—ILDAXR K
- CodePipeline: N\A 72 A2 TOBHIL—ILDAXR B
7. [Targets (Z—7'Y M) T, ROVThHAOBRIEZITVET,

- BATHEATZIVY—RZREBFHTHIBEEE., [F—TYNZAT%E
IR] T. [AWS Chatbot (Slack)]. [AWS Chatbot (Microsoft Teams)], &£ l& [SNS hEY U] &
BIRULET, [Z—TYNZEEIR| T, 9F54F7 > NOBEI (AWS Chatbot TEREE 1 /= Slack
X Microsoft Teams V54 7> hDIFE) Z:#IRT S A, Amazon SNS MEY U M Amazon
)Y —RAF—LA (ARN) (BAIC KA ERZR) D —EHICEREZF A THSD Amazon SNS NEY &
NiZE) ZBIRLET,

« BHATHEATDIVY—AZREL TLWEVESWEK, [Create target]. [SNS topic] DIEIZEIRL
F£ 9, codestar-notifications- DEIZNEY JDREIZEIEEL . [Create] ZIBIRL £,

® Note

s BAIN—ILOEKND—IREL T Amazon SNS REY V2 ERTDE, REY IAD
AR NRITEBHAEEEICHFTITBR)—FERENET, BHIL—ILAICERL
ENEYOERERTZE, COVY—RICEITZIBEANEZZEITZHI—H—0haEaHT
ADSA4TTEET,

s BHIIL—ILOERDO—ERE L TAWS Chatbot 7547 N EERTDLIETE
Ft A, AWS Chatbot (Slack) & 7= l& AWS Chatbot (Microsoft Teams) % &R ¢ 3
&. AWS Chatbot TO ATV R ZRETDRIIEITREVHFIRRENETT,
DAT>a> & ERTDE, AWS Chatbot IV —)LABEET, FMICOVTIE,

FSlack F ¥ > & JL®O AWS Chatbot V54T NDEREL ESRL T EE L,

« BE5Z®M Amazon SNS REY V&2 Z—4'Y NRELTHERATREEE. CONEY YA
DD FTNTHRY Z—IZHZ T, AWS CodeStar Notifications IC A BRI —%&
BT3B ENHYET, FMICOVTE., BAHAIC Amazon SNS REY U & FRE
32 BLT BAORBEEFIUFTACOVT EBBLTLEE L,
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8. [AfE] ZBIRL. BHII—IILZHELET,

® Note

I—H¥—k, BAEZTESHEIIC, L—ILOZ—45Y NELTIEEL K Amazon SNS

REYDILHTRISATUTIHTRISATEBRBITDHLEN HVET, FMICO
WTk, "TBHICEERTS Amazon SNS NEY VICI1—Y—%HTROS54T33IC
) EBBELTIEE L,

BHIL—I)LZERT BICIE (AWS CLI)

1. —ZFI)NFEZFOY RF7OV 7 NT., create-notification rule Y > R&ZFEITL T JSON A
TIWRNEERLET,

aws codestar-notifications create-notification-rule --generate-cli-skeleton
> rule.json

77ANCREEDRBNZRTRENTEET, COBITE. 774ILDOEBRZ rule. json
ELET,

2. T7L—FTFARIFA4RATISON T 7AINERE,. ChEZRFELTIL—IILICHEEZ) Y —
A, AIRVYRNEALAT, BELYP Amazon SNS X—4'Y REZEHET,

IROBIE, ID 123456789012 ® AWS T A2 NZ&HB MyDemoRepo E WS URI N DTz
H D MyNotificationRule E WS BHIIL—ILZERLET, 75U FERINEREND &,
TEBFHMRA T OB, MyNotificationTopic £€WS Amazon SNS REY VIEFE
nxd,

"Name": "MyNotificationRule",
"EventTypeIds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": '"SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
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}

1,
"Status": "ENABLED",
"DetailType": "FULL"

774N EREFELET,

3. RBEMELET7AINZFEAL T, Z—ZFIEEEFIN> RZ A2 T create-notification-
rue N> REBERITL, BHRIIL—ILEERLET,

aws codestar-notifications create-notification-rule --cli-input-json
file://rule.json

4. BEHTBDE, RICRITISBBEAIL—ILOARN A"IXY RASEBEENET,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

BHL=—LOARNEZATZ2—ERRTDICIE (AWS CLI)

1. —XFIILFELERORRZA4 27O 7 MT, listevent-types IV RZEITLE T, --
filters #7232 ZFEALT. REEBEDVY —RARATELEFMOBHEICHIPRTEE
To BIAE., XROIOY > RiF CodeDeploy 77U —>2a>DARYRNEATO)ARNERL
9,

aws codestar-notifications list-event-types --filters
Name=SERVICE_NAME,Value=CodeDeploy

2. COOXRVRTR., ROXSBHANERENET,

{
"EventTypes": [

{
"EventTypeId": "codedeploy-application-deployment-succeeded",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Succeeded",
"ResourceType": "Application"

1,
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{
"EventTypeId": "codedeploy-application-deployment-failed",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Failed",
"ResourceType": "Application"
I
{
"EventTypeId": "codedeploy-application-deployment-started",
"ServiceName": "CodeDeploy",
"EventTypeName": "Deployment: Started",
"ResourceType": "Application"
}

BRI —IICRT BT B IZIE (AWS CLI)

1. —ZXFIINFELERFOAN RSA2TOT NT, tag-resource AN REETLET, HlxlE,
KOOI REFEALT, Team EVWSBHEIE Li_Juan EVSEZEEDRTF—ELEORT &
EMULET,

aws codestar-notifications tag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tags Team=Li_Juan

2. ZOOXYVRTR, ROXSBHANFERENET,

"Tags": {
"Team": "Li_Juan"

}

BAHIIL—IILORR

FROYN=Y—=)LO>V =)L &zl AWSCLI ZFAL T, AWS V=23 2AHADITXTOY Y —
ADBHIN—IINZIXTRRTEET, BBHIL—ILOFMERRIDEETEERT, BHAIL—I
ZEHIDTOLRAERERY, VY—ADOVY—AR=JILBBIIHBELEHY FTE A,
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BHL—ILeRRIBICEF AY-I)

1. AWS FROY/N—=Y =)LV =)Lk, XD URL THE X T, https:/
console.aws.amazon.com/codesuite/settings/notifications

2. FTET—232/)N—T, [Settings (%) ZEB L. [Notifications rules (B&1JL—)L)] ZEIRL
£9,

3. [Notification rules] (B&IIL—J) T, REFAALTVWB AWS U—23> TAWS T H
DUNDOVY—RIZEREENTVRIL—ILOUANZHERLET, LIV XEFEALTAWS
)—>3> #2ZELET,

4. BHIN—-IIOFMERTTDICE. VARSI —ILZERL, FlZzRT 2BRLET, U
ARNTEAZBRTBDCELEETEERT,

BHL—ILOUARNERTTSICIE (AWS CLI)

1. —ZXFI)NFEAEZFOTRF7O7 NT, list-notification-rules AN > RZETL. BEL 1=
AWS U—23> 03 XTOBEAIIL—ILERRLET,

aws codestar-notifications list-notification-rules --region us-east-1

2. BUTRE, RIZRIESICAWS V=232 0BHIL—ILZEDID E ARNATIN RAS
BREhFXRT,

{
"NotificationRules": [
{
"Id": "dc82df7a-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/dc82df7a-EXAMPLE"
.
{
"Id": "8d1f0983-EXAMPLE",
"Arn": "arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/8d1f@983-EXAMPLE"
}
]
}
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BAL—I OEMERTTSICIE (AWS CLI)

1. —ZFIIFEFOY> RO 7 NT, describe-notification-rule X RZETLET, £
TI3BRICBHIL—ILDO ARN ZIEL X T,

aws codestar-notifications describe-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. BEYW9BE, ANV REUATORSBHAZIRLUET,

{
"LastModifiedTimestamp": 1569199844.857,
"EventTypes": [
{
"ServiceName": "CodeCommit",
"EventTypeName": "Branches and tags: Created",
"ResourceType": "Repository",
"EventTypelId": "codecommit-repository-branches-and-tags-created"
}
1,
"Status": "ENABLED",
"DetailType": "FULL",
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE",
"Targets": [
{

"TargetStatus": "ACTIVE",
"TargetAddress": "arn:aws:sns:us-

east-1:123456789012:MyNotificationTopic",
"TargetType": "SNS"

1,

"Name": "MyNotificationRule",

"CreatedTimestamp": 1569199844.857,

"CreatedBy": "arn:aws:iam::123456789012:user/Mary_Major"
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BHAIL—ILORTDUARNERTTSICE (AWS CLI)

1. Z—2FIIFLEIIY ROV NT, list-tags-for-resource XY RERTL, BELLEE
HIL—I ARNDIXTORITZRRLET,

aws codestar-notifications list-tags-for-resource --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/felefd35-EXAMPLE

2. ERLERTULEZE, COOAXYREUTOLSBHIZELET,

"Tags": {
"Team": "Li_Juan"

}

BHIIL—IILOimE

BHIIN—IZHEEL T, TOEH., BHNEEETHIHROANR N, FHEATELEBEBHNOEE
EDR—TY NEEBETEEXT, FROYN=Y—)LOVY—I)LFkEFE AWSCLI Z2FHAL T, BH
L= ZmETEET,

BAIIN-IIZwEETZICE (A Y-I)
1. AWS FROYN—=Y—=)LO> V=)L, RO URL THE X T, https:/

console.aws.amazon.com/codesuite/settings/notifications

2. FTET—232/)N—T, [Settings (2E)] Z&BIL . [Notifications rules (BHJL—)L)] Z#ERL
£9,

3. [Notification rules] GBEIIL—IL) T, REH A4 LTVWB AWS U—3> TAWS THY
YROVY-ALCREE ATV - ZHBLET. ELIZZEALTAWS V-3
ZEBELET,

4. VARSI —IZERL, [RE] ZBRLET, EEZT2THS, [ERF] 2BRLKRT,

BRI —I)LEZRET B IC1E (AWS CLI)

1. —ZFIINFEERFOYRF7O7 NT, describe-notification-rule A< > R #E1TL., @A
L= DBEERRLET,
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2. update-notification rule AN RZETLTJISON AT IRV ZERL, ThET7AMILICRE
LET,

aws codestar-notifications update-notification-rule --generate-cli-skeleton
> update. json

T77ANCREEDBHZRTRENTEET, COBITE. 7714 update. json T
ClB

3. 7L—YTFARIFARTISONT7 7ML ERE, TOIL—ILZEELET,

ROBIE, 1D 123456789012 @ AWS FH I NMC&HB MyDemoRepo EWVWSURI KD I-
% ® MyNotificationRule E VS BHIIL—IERLET, 75U FERXRINEREND L,
BHE, MyNotificationTopic £WS Amazon SNS REY JICEFEhET, L—ILA
&, MyNewNotificationRule ICEEENET,

"Name": "MyNewNotificationRule",
"EventTypelds": [
"codecommit-repository-branches-and-tags-created"
1,
"Resource": "arn:aws:codecommit:us-east-1:123456789012:MyDemoRepo",
"Targets": [
{
"TargetType": "SNS",
"TargetAddress": "arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic"
}

1,
"Status": "ENABLED",

"DetailType": "FULL"

774N EREFELET,

4. KRB EMELET7AINZFERAL T, 2—IFIIFELEFEIN RT A4 2T update-notification-
rule AN RZBERTL, BRIIL—ILZEHLET,

aws codestar-notifications update-notification-rule --cli-input-json
file://update.json
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5. BT, RERTELIBBEHIL—ILDO Amazon VYV —AZF—LAL (ARN) "X RASIRE
hEJ,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

BHIIL—ILASRTZHIBRT B ICIE (AWS CLI)

1. —XFIILFELERONRTA4 27027 MT, untag-resource AN RZEITLE T, Hlx
@, XROIXY R Team EVSBEIORT ZHIBRLET,

aws codestar-notifications untag-resource --arn arn:aws:codestar-notifications:us-
east-1:123456789012:notificationrule/felefd35-EXAMPLE --tag-keys Team

2. BT BRE, COOANY REAEERLEE A,

UTESBLTLEE,
« BHIL—ILOZ—4"Y NOBIE & E IR
« BAIL—)IOBHOEIE - IEESIY

« ARV B

BAIIL-ILOBHOBEMLE I EEINL

BAN-ILZEKTDE, BHART7AIILNTEMCAEYET, L—ILZHERL TEBMZEFLAEV
KOICTRIHERH)XBA, BHIAT —RAZEETILEFTT,

BAIN-IIOBRAT—RAZZETSICE (A>Y-I)

1. AWS FROY/N—=Y =)LV =)Lk, R®O URL THEEXT, https:/
console.aws.amazon.com/codesuite/settings/notifications

2. FEZ—232/)X—T, [Settings (5XE)] ZEM L. [Notifications rules (B%1)L—JL)] ZZERL
S
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3. [Notification rules] (B&IIL—J) T, REGA>ALTVWBH AWS U—23>2 TAWS THYD
ROVY—AILEREETNATVRIL—IILZERELET, ELUVXZFEALTAWS U—23 Y
ZEZBELET,

4. BMNFELERFEMCITZ2BEHIIL—IILEREOH., TOIL—ILEBRL THEHAEXRRLET,
5. Notification (B&l) AT —R AT, ATFAA—ZBRLTIL—ILDAT—2AZEZELET,

- [BHEEFETD]: N TT7AIILNMETT,

- [Notifications paused (B&IA —BFEFELLEhEL L) BEEShEZ—SY NCBAIREEES
Tt A,

BHNL-ILOBRAT—RAZZEET S (AWS CLI)

1. BHIL-I)IZwmETSICE (AWSCL) OFIEICHE>T, BHIIL—IL O JSON Z2EEL £,

2. [Status] 74 —JL K% [ENABLED] (&7 #JL N ) £/ (& [DISABLED] ( BAA&L ) ICHRE
L. update-notification-rule XY > REER{TLTAT—RRAEZZELET,

"Status": "ENABLED"

BEIL—I)L OHIER

JY—AIHUTHRETEDBHAL—LE10HOATHB 12D, FEICBE2LIL—ILEHIBRTSCZ
EEBREFHLTLKEEY, FROYN=Y—=)LOAVV—)KiE AWSCLI ZERAL T, BHIL—I) %
HIBRTE X T,

(® Note

BHIIN-IIOHKRZTICRTCERTERREAN, BEERITRDZCRFTEERT, BHIL—I
ZHIBRLTE, 2—7'Y NRHIBREhEE A,

BAI—-IZHBRIZICE (A Y-I)

1. AWS FROYN—=Y—=)LO2VY—=)LIF. XD URL THE XTI, https://
console.aws.amazon.com/codesuite/settings/notifications

2. FTET—>32/)N—T, [Settings (%) ZEB L. [Notifications rules (B&1JL—)L)] ZERL
£9,
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3. [Notification rules] (&I —JL) T, REFA A1 LTVWB AWS V=232 TAWS A
‘/I\G)U‘J—ZL:EQTEE’S*L‘CL\ZD)L LNZHELET, ELIOZZFEALTAWS V-3
ZEXELEY,

4. BHIIN—IZERL. [HIER] 2B8RLET,
5. Tdeletes & AN, [HIBR] ZBRL KT,

BAEIL—ILZHIBRT S ICIE (AWS CLI)

1. —ZFI)NFEZFOT ROV 7 NT. delete-notification-rule Y REERITLET, EIT
THRICEHIL—ILOARN ZFEEELET,

aws codestar-notifications delete-notification-rule --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-EXAMPLE

2. BUTRDE, RIZRTEIIC, HIRENLZBAIL—ILO ARNAINY RASBRENET,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

BHIN-ILORX—=7TY NOEH

BHIIL—-ILOZ—=TY heRFEEETHY ., BHRIL-—IILNOAR NERENFEEnEEICBAZ
REETHEEERLET, Slack £ Microsoft Teams F ¥ XJLAIZFREE 1 /= Amazon SNS b
EY & AWS Chatbot V547> K2 BIRTEET, BHIIL—IILOERO—IREL T, Amazon
SNS REYIZZ—TYRELTHERTEFTT (HER), BHIIL—-IILERL AWS D—23 2 IlHd
BE1ZMD Amazon SNS REY V% BIRT B L ETEXT TN, BEBRII—THRETIHENHV)
£9., AWSChatbot 754 T hNEaRX—4Y NELTHERTIHAWE. £9 Chatbot AWS TE®D
DZAT U NEERTIRBEN HYET,

BAOEZEHEEILETDHEK. BAE AWS Chatbot DFEEEFETHREL T, BEHA Amazon
Chime F¥ Y NIL—AILEEENDRIICTEXRT, TDE, TD AWS Chatbot 75147 A
ICEREE Nz Amazon SNS REY JZ BRI —ILOR—5Y NRELTRIRTEE T, FHMICOVT
k. TE@%I%Z AWS Chatbot # & TF Amazon Chime E#ET2ICIE. Z25BLTLSEEL,

FROYN=Y—=)LAVYV—)IL&EIE ZEALTAWSCLI, BHAX—7Y hZEBTEXT, 1
V=) FERE ZEALTAWS CLI, Amazon SNS hEY U & AWS Chatbot 754 7> K& X —
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FRAOYN=Y—=)La>V—=) d1—H—HA R
TYRNELTHERBLVBRETEET T, X—Y NELTEHREL = Amazon SNS REY & AWS
Chatbot DIEESERETRAEETEET, ChiCkl), Amazon Chime F+ ¥ NL—AICEH %X
ETEET, FMICOVWTIEF., TEHE AWS Chatbot E DIFEEDHREL E2SRBLTLSEEL,

NeEY D

« BHAIL-ILDOE—TY NOERFELIFEE
« BAL—LOEZ—5Y NOXTR

« BAIL—ILOZ—47Y ~NDEMNE I HIR
- BAIIL-ILOE—4%Y S DHIBR

BHAIIL-LOR—TY NOERELZERE

BHII—ILOX—47v NE. Slack & 7= (& Microsoft Teams F ¥ X JLHICEREE 1L 7= Amazon SNS
NeEY OF =& AWS Chatbot 75 A TF7 > RNTT,

R—=TYNELTITAT NEBIRTBHEIC, AWS Chatbot 75147 NEERTIHENH V)
£9, AWSChatbot V547> NEBHIL—ILOR—5Y NELTEIRTSD E, TN AWS Chatbot
DZA4AT > MIXLT Amazon SNS REY A BREE ., BHA Slack FzlE Microsoft Teams
FYRIVCEBENDLEHICXEBLIXNTOR) D —HNREENET, BEFED Amazon SNS hEY
2% AWS Chatbot V54 7 NRAICERET DI HERFHVEL A,

BAIIN-IILZERTREEIC, FROY/N—=Y =)LV —)LT Amazon SNS BAHIIL—I)ILZ—T" Y
NEERTERT, TOREY INOBHADEFEZAATZIRI—NFBEAEIhET., Chik, BH
L=ILOE—=T7Y NetERTDIBREMEBFETT, FHAICOVWTE., "BHIL-IOER 2281
LTLSEEL,

BEFZ D Amazon SNS REY V& ER T2 HER. VUY—ANFTORNEY JICEBHZEAETED L
SICTBTIEARIS—ZFEALTERETIHVEN HYWET, HlIICODVWTIE, BHAIC Amazon
SNS hEY U ERHBRETHESBLTLIEZL,

(® Note

FLLOURNEY 9RERTZDRDIZBEED Amazon SNS hEY V2 ERA T 255K,
[Targets (R—7"Y N)] TZFDO ARN ZBIRLET., NEYIICHEYBRT VAR —HH
W, VDY—RAILETI2BHRERTITED LI—H—OIN Y TAITAN—VARNIEENT
WB ez LET, Amazon SNS REY U4 2019 F 11 A 5 BH& V) BIIC CodeCommit
BRICEAENENEY O THBHE. AWS CodeStar MBHICHERT IV ELAHFTEFE

BAL—ILOZ—7 Y NOER Y
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BAT UV EAFAZEL B CodeCommit ZFFAIT BRI —HNEENET, ChsDk

EYODERGIEHETT, TOIIVARVIVARBILERE W ERD S —2FEHT254
&, BEICTFET BRI —ICMA T, AWS CodeStar BAHIIC K ERR) D —ZEBINT D HE
AFHYVET, FMICOVWTR., TBHAIC Amazon SNS REY VZRBRETD1 BLT TE

HORBEELFIVTAIZOVWT, ZSBLTLEE L,

BHOIESEZIETZESF. BHE AWS Chatbot DFEEZFEITHREL T, BHA Amazon
Chime F¥ Y NIL—AICEBENDRSICTEERT, FMIEODVTR., "2—T Y1 BLT TE
4% AWS Chatbot & & T¥ Amazon Chime E#E8T2ICIF, Z2SBLTLSEEL,

BAIL—-ILOZ—5Y NELTHEATZEEED Amazon SNS REY J&ZBRETDICE (A VY —))

1. (2% 424> AWS Management Console L. https://console.aws.amazon.com/sns/v3/home T
Amazon SNS OV —)lZ2RAE X7,

2. FEZ—23UN—7T, [FEY V] ZEBRLET, FEY I ZEBRL., [RE) ZERLET,

3. [T7UOEARV—1ZzREAL, PRNANZERLET,

4. JSSONIF4A2T, RUZ—CRDODARIVZ—AT—MXV hZEMLET. REY T ARN,
AWS U—>3>, AWSTAHI2VKID, NREYIEZEHET,

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
b
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules"

}

CORIZ—AT—BMXURE, ROKSICBYNET,

{
"Version": "2008-10-17",

"Id": "__default_policy_ID",
"Statement": [
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{

"Sid": "__default_statement_ID",

"Effect": "Allow",

"Principal": {
TAWS' MM

I

"Action": [
"SNS:GetTopicAttributes",
"SNS:SetTopicAttributes",
"SNS:AddPermission",
"SNS:RemovePermission",
"SNS:DeleteTopic",
"SNS:Subscribe",
"SNS:ListSubscriptionsByTopic",
"SNS:Publish"

1,

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-

MyTopicForNotificationRules",

"Condition": {

"StringEquals": {
"AWS:SourceOwner": "123456789012"

iy

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]

iy
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:us-east-2:123456789012:codestar-notifications-
MyTopicForNotificationRules"

}

5. [BEEZREF] ZERLKT,

6. [HW7ARAOUT>3a T, fEYIHTRISAN—DOUVARNERRELET, COBHIL—ILD
B4 NCEDLET, SEEREMN. HE. TEEEHKBRLET, YTRISAN—DOUANIC
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., UY—AICBIT2BHRERRCED I —H—IEFFFrRBEHEATVWSRCEEHEIELET, 5FiM
C2VWTE, "TBHORBEEFI)TAICO2VWT, Z5RBLTLSEETL,

=4y N UTHEATS Slack T AWS Chatbot 754 7> N EERTBICE

1.  TAWS Chatbot BEIEEH A R, ® "TAWS Chatbot % Slack TRET 21 OFIEICH > TLEE
We CHBE, BARLOKEZREBTZEHICUTORBREERITLTLSEEL,

c AMO—-)ILZEKTHDEEIL, cOO-JIOENZRMWICRIO—ILA
(AWSCodeStarNotifications-Chatbot-Slack-Role % &) ZRBIRLFT, chilk
V., &, O—J)LOFERENADAYR TR ET,

« SNS REY Y Tk, FEYIFELEFEAWS U—2 a2 ZBRTZDVLEBERERHYEHEA. AWS
Chatbot 7ZA T hEZ2—7 v K ELTERTDE, BAL-LOERZTOELAD-RE
LT, BEBRINTOT IV EAFT %D Amazon SNS hEY 24" AWS Chatbot V54 7
YRMNALERBRTBREENET,

2. UDSATNOERTOEAZEZETLET. BHIL—ILOEREIC, COVSATNEZ—

TFYRELTERTEERT, FHICOVTR., "TBHIL-IILOERL ZZRLTLEZ L,

(® Note

ERE#IZ Chatbot V547> A S Amazon SNS AWS REY I &HIBRLEVTL &
W, HIBRT B &, Slack ICBRINEEEBELSKZYET,

X—4v N& U THERT S Microsoft Teams T AWS Chatbot 754 7> N &ERT S I

1. TAWS Chatbot EEHEH A K1 ® TAWS Chatbot % Microsoft Teams TZET 21 OFIEIC
H2TLKEEVW, CNFE., BHNENHKEZRBILTAEHICUTORBRKZRETL TKESE
(AN

c IAMO—LZERTHEEIC, COO-IIOENZRNICIIO—ILA
(AWSCodeStarNotifications-Chatbot-Microsoft-Teams-Role % &) ZERL T
T, chllkl), R O—-JIOFEABHNADANRPI<SEYNET,

« SNS REY Y TR, NEYIFREBFAWS V-3 ZzRBRIBDMVEGFHYEFEA, AWS
Chatbot V54T hE&Z—T Y N ELTERTSDE, BHAL-IILOEXZ7OAELAD—RE
LT, REBRIXNTOTIEAHFA %23 D Amazon SNS ME'Y A" AWS Chatbot 754 7
RAIZERBLVERESNET,
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2. DZATVRNOERTOLAZETLET. BAL—ILOEERIC, COVZ/4Ther—
TYRNELTRBRTERT, FMICOVTE, "BHIL-IIOEKR 25RLTIEEL,

® Note

RE®IZ Chatbot 75 A4 T > RH S Amazon SNS AWS REY & HIBRL VT &
W. HIERT S & . Microsoft Teams I BHAEE T NEL<EZVYET,

BAIIL-ILOEZ—T7Y NORR

Amazon SNS >V =) TRRELFROYN=Y =)LV —=)&2FEAL T, AWS U—23 R
DIXTONY—ADINTOBHIIN—INEZ—TY NERRTEFRT, BHAIIL—-ILOE—TY MO
MERRIDEETEET,

BAIL-ILOZ—T7Y heRFY2ICE (A>VY—-))

1. https://console.aws.amazon.com/codesuite/settings/notifications © AWS #AXO v /N\—Y—)JL1
V=N EREET,

2. FTET—232/)N—T, [Settings (%7E)] ZEB L. [Notifications rules (B&1JL—)L)] ZERL
£7,

3. BAIIL=-ILEZ—TYNT, BEYAAAWSTAHIRNAWS V=232 LTVWD O TE
HIL—IDFERATZEZ—TYRNDODIVANEBRELET, ELIZEFERALTAWS V=232 %
ZELET, F—T'Y NOAT—Z AN [Unreachable (BiEF L) LR RENEBEK, BEN
PDEBIZEDFZENHYET, FHICOVWTR, "hFIINa—FT420 1 #28RBLTILKEE
Lo

BHAIL—ILOR—5Y NE—BERTTSICE (AWS CLI)

1. —IFIILFEEFEOR ROV MNT, listtargets AN¥ RERTLT, EEL K AWS U —
JAVOINTOBHIL-ILOZ—TY hZ2—EBRRLET,

aws codestar-notifications list-targets --region us-east-2

2. BYWIBE, COOXVRE, ROLKSBAWS V-3 AOZEHIL—ILOID & ARN %
BLET,

{
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"Targets": [
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationRules",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

}I

{
"TargetAddress": "arn:aws:chatbot::123456789012:chat-configuration/

slack-channel/MySlackChannelClientForMyDevTeam",
"TargetStatus": "ACTIVE",
"TargetType": "AWSChatbotSlack"

}I
{

"TargetAddress": "arn:aws:sns:us-
east-2:123456789012:MySNSTopicForNotificationsAboutMyDemoRepo",

"TargetType": "SNS",

"TargetStatus": "ACTIVE"

BAHIIL—-ILOX—7Y NOEINE K EIER

BHAN—-ILZHEEL T, BHAZEFEITZDEXEDR—TY NEEETERT, FROYN=Y—)LO>
U= KEBF ReEAWSCLI ZEAL T, BHIL-—ILOR—TY NEZEETEXT,

BHIIL-IILOZ—T7Y N2ZBETHICE A>V-—-I)

1. https://console.aws.amazon.com/codesuite/settings/notifications © AWS #AXO Y /N\—Y—JL 1
V= )NZEREXT,

2. FEZ—232/)X—T, [Settings (5XE)] ZEBM L. [Notifications rules (B%1)L—JL)] ZZERL
9,

3. BHIL—-ILT, BEFAVAZAWS V=232 LTVWD OAWS PHI RTUY—ARAIC
REENEL—INOVANZ2H#ELEXT, ELIXRZFEALTAWS U232 ZEELERT,

4. L= ZBRL, [wE) ZERLET.
5. [Targets (Z—%7'Y M) T, ROVTIhHDOBRIEZITVLET,

c BIOR—7Y NZEMITBDIZE. Z—7Y hOEM ZERL, VDARNDSENMT S Amazon
SNS hE'Y U £ =l& AWS Chatbot (Slack) F 7z l& AWS Chatbot (Microsoft Teams) 754 7

BANL—-LOE—TY ~NOEA 46


https://console.aws.amazon.com/codesuite/settings/notifications/

FROYN=Y—=)La>VY-=) d—H—HAR

6.

> ~hZIEIRLE T, [Create SNS topic (SNS REY VZERKTB)] ZiBIRL TRE Y U Z/ERK
L. 2= YRNELTEMTRCEETERT, 1 DOBAIIN—IIICEXR10EOZ—Y K
ZERETEET,

« BTV NEHIBRTDICE. HIBRTZDEX—Y'Y NOMICH S [Remove target (Z—4'Y N DH|
BR) ZBIRLET,

EfE] ZBIRLE T,

BAL—ILICR—4 Y NEBINT B I (AWS CLI)

1.

—ZXFI)NFEEZFOY ROV NT, subscribe AN RZEFTLTE—SY NEBMULE
T, HIAIEFE, XAOOX RE, BHAIIL—ILOXR—4"Y N& LT Amazon SNS fREY I ZEBML
x99,

aws codestar-notifications subscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

BT dE, RICRTELSIC, EMENEBRIIL-LOARN AN RASEBEENKT,

{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
}

BHL—ILASZ—4Y NEYIBRTSICIE (AWS CLI)

1.

—ZFIINFEERFROAYRFO7NT, unsubscribe AV REEITLTE—5 Y NEHIBRL
£9, HIAFE, XROOYY RIE, BHIIL—-ILOZE—45Y &L T®O Amazon SNS REY U Z Hi
BRLET,

aws codestar-notifications unsubscribe --arn arn:aws:codestar-
notifications:us-east-1:123456789012:notificationrule/dc82df7a-
EXAMPLE --target TargetType=SNS,TargetAddress=arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

B3T3 E, RIERTRSIC, EfMEhZBAIIL—ILO ARN S LVHIBREN=2—7 Y ~ZHEH
TREH/MAOAN RASRENFT,
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{

"Arn": "arn:aws:codestar-notifications:us-east-1:123456789012:notificationrule/
dc82df7a-EXAMPLE"
"TargetAddress": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopic"

}

UTEZRLTLIEEL,

- BRI OwRE
« BAIL—ILOBAOEIMLE Iz EEML

BHANL—ILOR—=T7 v ~DOHEIER
=Y MAFBILE LBER, HRTEET, UY—ALRBAL-LOZ—5Y NE 10 EL

APRETERBVEYD, FELRX—TYNEZHIRTIZDZET, TOZEVEAR—ALCMOMBERZR—
TYRNEEBMTERY,

(® Note
BHAIL-ILOR—T7Y N 2RIKRTDE, ThZEZ—TYNELTHEATDIRSICREENT
WBIXTOBHIL—ILASE—TY RFBIBRENE T, EL. 2—7 Y NEBEKGEHIBRE
nEXtA.

BAIIL-ILOZ—7Y NZ2HIBRTDICE (a>V-I)
1. https://console.aws.amazon.com/codesuite/settings/notifications © AWS #AXO Y /N—Y—)JL ]
V=N EeREEFT,

2. FTET—> 32 /)N—T, [Settings (%) ZEBB L. [Notifications rules (B&1JL—)L)] ZERL
£9,

3. BAL—LZ—TYNT, BEFLUAYANS U—232 LTLD O AWS PHIY KT
V—ZRLREENEZ—Y NOURARNERBELEY. ELYKXEEALTAWS U—TaY
ELELET,

4. BRIIL—-ILOZ—49"Y NZBIRL., [HIBR] Z28RLET,
"deletes & AN, [HIBR] ZBIRLE T,

o

BANL—-LOE—TY ~NOEA 48


https://console.aws.amazon.com/codesuite/settings/notifications/

FROYN=Y—=)La>VY-=) d—H—HAR

BHIIL—ILOR—7Y NZHIBRT S IZIE (AWS CLI)

1. —IFIILFELEFEIOR ROV MT, delete-target AN RERITLET, RITTIEIC
X—TYRNOARN ZIBELET, AIAIE, XOOINY> KRIFE, AmazonSNS REY OV ZFERATS
2=y NZHIBRLE T,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic

2. BBIBE, ANV RBRAEERLELA, XBIBE, OV RBREIZ—ZEBLET. HE MK
MEIZ—&, hEY I 1 OREOBAL-ILOEZ—TY NIEI>TWVWRHETT,

An error occurred (ValidationException) when calling the DeleteTarget operation:
Unsubscribe target before deleting.

--force-unsubscribe-all NFX—2ZFEATRE, TOREYIZR—TYRNELTE
AT2EDICHRETCNTVDRIXRNTOBHAIL—IASEZ—TY NZHIBRTEET, =5ICX—
Jv NBEREHIBRTEE T,

aws codestar-notifications delete-target --target-address arn:aws:sns:us-
east-1:123456789012:MyNotificationTopic --force-unsubscribe-all

EH & AWS Chatbot & DFHEE DERE

AWS Chatbot l&, DevOps ®V 7 NI T PHRRF—LH Amazon Chime F ¥ ¥ NJL—LA., Slack

F ¥ > %)L, Microsoft Team F¥ XL ZEAL, AWS V5T R ANERAANRNEEZXRUTL
THRHIETEDLRSICTH AWS OH—ERATT, BAINL—-ILDOR—7 Y k& AWS Chatbot & DIEE
ZERET D E, EIRLU = Amazon Chime JL—A, Slack F v > %)L, F£iz& Microsoft Teams F +
FIWZARYNCHETRIBHERTTEERT, FHICOVTIE, TAWS Chatbot RFIXU b~y &
SRLTLSEETY,

AWS Chatbot EDEEEFRETHHIC, BHAIIL—ILEIL=—IDOR—5Y NERETILENH)
£9, HFHICOVWTRE, Y RT7Y T BRT BAHIIL—IIOER 25BLTLEEV, £k, AWS
Chatbot T Slack F ¥ > X% JL. Microsoft Teams F ¥ XJL, (& Amazon Chime F+¥ Y N)L—A%
RETAILENHYET, FMICOVTEE, chSOH—EADRFIXIRZSRLTSEZL,

KNeew o
e Slack F ¥ >>%J)LM AWS Chatbot V547> KN DERE
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« Microsoft Teams F ¥ & JL® AWS Chatbot 7514 7> NDERE
« Slack 7=l Amazon Chime DUV SA 7> NOFEHHRTE

Slack F ¥ > %)L ® AWS Chatbot 7547 > NDEEE

AWS Chatbot 7547 R 22— Y RELTHERATHIBHIL—IZERTEET, Slack F ¥ X
NWDOSAT U RNEERTDE, COOTATNERBHML—IOERD—270—TR—T5Y NE
LTEEFERATEET, ChiE, Sack FYRILICERRENZ2BHNEREITHIREE[EBEAETT,

2—7v NEUTHEATS AWS Chatbot 774 7> N % Slack THEKT S ICIF

1. TAWS Chatbot E¥E 4 R4 @ "TAWS Chatbot % Slack TERET2 1 OFJEICHK > T EE
W COIFE, BREDOHEZREILTDLEOICUTOBRBRERFTLTSEZWL,

c IAMO—/LZERTHDEEICL, COO-IIOENZRMNICAIO—ILA
(AWSCodeStarNotifications-Chatbot-Slack-Role & &) ZEBIRLET, chilk
V., B&E, O—J)LOFERENADAYRTIRYET,

 [SNS topics] Tlk, REY IR AWS V=23 U %8RI D HLEGEHY) £t A, AWS Chatbot
VAT REZ—TYNELTERTDE, BAIL-—LOERT7OELAO-RELT, X
TORXERTIEAFA %D Amazon SNS REY 4" AWS Chatbot 7547 R&L T
ERBE RVBREENET,

2. VATV NOERTOLARAZETLET. BAL—ILOEERIC, COVZ/4Thex—
TYRELTEBRTERT, FMALCOVTE, "BHIL—LDER Z2ZRLTILEEL,

® Note

Amazon SNS REY VDRERIE. TOREY 2% AWS Chatbot 754 F7 > M SHl
BRLBEVWTLSEETV, HIBRT B &, Slack ICBHANfEZEEnBEL<EYET,

Microsoft Teams F ¥ & JL® AWS Chatbot 754 7> NDERE

AWS Chatbot 754 7> "2 —7Y NRELTHERITDBEHIL—IIZHEKTE LT, Microsoft
Teams FYRILDIOSAT U NEERTDE, COUVTATNEBHRIIL—-ILOERD—2 70—
TE—TYNELTEEFERATEET, k. Microsoft Teams F¥ RILICRRENDBHERTE
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® Note
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AWSServiceRoleForCodeStarNotifications /' S {EE W3 BEENF HVY E T,

"eventVersion": "1.05",

"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

I

"eventTime": "2019-10-07T21:34:417",

"eventSource": "events.amazonaws.com",

"eventName": "CreateNotificationRule",

"awsRegion": "us-east-1",

"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",

"requestParameters": {
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"description": "This rule is used to route CodeBuild, CodeCommit, CodePipeline,
and other Developer Tools notifications to AWS CodeStar Notifications",
"name": "awscodestarnotifications-rule",
"eventPattern": "{\"source\":[\"aws.codebuild\",\"aws.codecommit\",
\"aws.codepipeline\"]}"

iy

"responseElements": {
"ruleArn": "arn:aws:events:us-east-1:123456789012:rule/

awscodestarnotifications-rule"

I

"requestID": "ff1f309a-EXAMPLE",

"eventID": "93c82b07-EXAMPLE",

"eventType": "AwsApiCall",

"apiVersion": "2015-10-07",

"recipientAccountId": "123456789012"

"eventVersion": "1.05",

"userIdentity": {
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Mary_Major",
"accountId":"123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName":"Mary_Major"

b
"eventTime": "2019-10-07T21:34:41Z",
"eventSource": "events.amazonaws.com",
"eventName": "Subscribe",
"awsRegion": "us-east-1",
"sourceIPAddress": "codestar-notifications.amazonaws.com",
"userAgent": "codestar-notifications.amazonaws.com",
"requestParameters": {
"targets": [
{
"arn": "arn:aws:codestar-notifications:us-east-1:::",
"id": "codestar-notifications-events-target"
}
1,
"rule": "awscodestarnotifications-rule"
},

"responseElements": {
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"failedEntryCount": 0,
"failedEntries": []

"requestID": "9466cbda-EXAMPLE",
"eventID": "2f79fdad-EXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-10-07",
"recipientAccountId": "123456789012"

}
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{
"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"

]
1,
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",

"Condition": {
"StringEquals": {
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"aws:SourceAccount": "123456789012"
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F /=& Bitbucket A5 DT> T L—KT7 74 )LA®D Service Catalog BmNEH, £E5RBL T KEE
(A

AWS Proton

AWS Proton [, 95O RAVTISARNSOFYILFTOAATDLEODITIRR—ADH—ERT
T, BEEFEAL T, AWSProton®OF > 7L—KhODY—ZAAOH—RN=—FT14—URDKNIAD
) O BERTEET, HMICOWTIE., AWS Proton I—H—HA RO TURSKNUD) U %4E
RId1 Z25RLTLEEV,

B0ty NTY T

COEIIAVORAVERTLT, FROYN=Y—=)IOY =) CIEGHEDEREFERTD
HOtEY NTY T 'BITVET,
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e AT YTTB AWS

- BEEERTDITIOEAHFAEZF DRI —0EREER
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A>T Y 7% AWS

CHATYTITBDANS THI R
ABEVEEEAWS THIOUN, XROFIEEETLTERLET,
CHA T YTTBICIEAWS THOU N

1. https://portal.aws.amazon.com/billing/signup ZF& £ 7,
2. FAUTAVOFIEICHWVWET,

ATV 7FIEO-RELT, BEFOCHLZZTEY ., EFF—/\Y RTHRIEI—RZAD
TRLSICRHBSNET,

CHATYTITREAWSTHIR, AWSTAHIY MOIL—RI—H—HFERENET,
W=RI—H—=Z&E, TATDZRDODIXNTOAWS DY —ER EVY—ANDT I EAENH
WET. EF1IUTAORARNTZIOTARELT, A—H—CEBT IV AZE)HET, IL—
NI—Y—0&aZEALTIL— NI T IELANBEGRATZRITLTILEZL,

AWS HA VT Y 77OCANRETIRE, DPSERX—INFEEFEENET, htips://
aws.amazon.com/ D [FHIU N 20UV OLT, WOTETHIRNODBEDOTIVTAET 1%
RRL, PTHIOVNEEBIDENTEET,

EBTOLAEEFE DI —H—%ERTS

CHATFYTLESAWS 7HDUU N, ZREL AWS PAHIMNOII—RNI1—H—, ZHRIC
L T AWS IAM Identity Center, BERBZERXAVICIL—N 1 —2FRLBEVLSICEERI—Y—
ZERLET,

DEFIUTAREAWS THINOIL—KRI—H—

1. L—KRI1I—H—ZBRL, AWSTHIRNREX—ITRLAZAALT, PHOV R NRE
#FAWS Management ConsoleE LT ICH A A2 LET, ROR—IDT/NAT—RZAHDLE
CIP

WN—=RI1—Y—ZFEALTHA2AFTRFECODVWTE, AWSHA A2 A—HF—FHA4RD
"NW—hI—HY—LTHA V12 F%, 25RLTLEE,

2. L—KRI1—Y—0OLEERIT (MFA) EEMICLET,
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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FIEECOWTR, "TTAMIA—YH%—HA R, OAWS 7HDO N TI—hI—Y—0{R4E MFA 7
NARZBEMCTD (OV-)) 1 ZBRLTLKEZ L,

BT Ot AZHE > 1—H—2Z2EKTS
1. AMPAFTATAEZ—ZBMILET,

FIEZD2WTE., TAWS IAM Identity Center 1—%'—7# 4 K1 @ TAWS IAM Identity Center®
B3t 2ZRLUTSEZ L,

2. AMTATFUTATAER—T, - —-ICEBT7 IV ERZNELET,

ZEDYV—ARAIAMTATFoTATAEER—FT4LIKN) ELTHERTRHFEDFI—KNUT
NZoWTk, TA—H¥—HARL, O "FT7FI)INTI—H—TIERAIAMTAFTATA
=74 LU KN)EFZRETDAWS IAM Identity Center 1 ZSBL TS &L\,

ERTIVEAEZFE DI Y- LTHI212TF2B

IAM7ATFTATAEZ—DI— - LTHA 242 FBICR,. IAMTA T2 T4T4
O E—01—Y—0OERBICEX—IT7RLACEFEENEY A1 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE., TAWSHA 1>
I—HY—HAR DAWS " POELAR=—ZIANOHA 42 Z2ZRLTLKEEV,

EBMOI1—Y—ICT7OoAEZE)HTS

1. AIMPATFUTATAEYE—T, BPFEOT IV EAHAZEATZIEVWSIRANT ST
TARRE =T O EAHAEY NEERLET,

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

2. W=D —%BVET, TOIN—TLCDINBAV AT IO AEZE)ETE
ERD

FIEIZ DOV T, TAWS IAM Identity Center 1—H'—H4A4 R, @ "J)L—7" 03, #58L
TLEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
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FROYN=Y—=)La>VY-=) d—H—HAR

BERZFERTDIT IV EARFIT ZE ORI —DFEREER

JSONRUZ—TIFARTRI—Z2ERTDICE

1.

6.

(ZH 42142 AWS Management Console L., https://console.aws.amazon.com/iam/ T IAM 1
V=N ZEREXT,

ERAOFET—>23 RAUT, [RUZ—] Z2BRLET,

MHT[RVD—] ZEBRITDBEICE, [BEERID—ICRSFIR—IHIKRTENET, [S
T<HHD) ZERLET,

R=DDEHT, [RU—%ER] ZBIRLET,
[RUS—IF4 R £33 T, JSON| AT 3> EBRLET,
WD ISONRUS—RFIXREADLET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:ListInstallationTargets",
"codeconnections:StartOAuthHandshake",
"codeconnections:UpdateConnectionInstallation",
"codeconnections:UseConnection"

1,

"Resource": [

"y n

}

[RN\] 20Uy IOLET,

BEOEYRNTYT 76


https://console.aws.amazon.com/iam/

FROYN=Y—=)La>VY-=) I—H—Ha K

® Note

WO TE [Visuall & [JSON] IF 4 AT 3V &Y BXBDENTEET, £F
L. [Visuall IF 1 2T DR CEEELEBRLEBE, IAMBRUS—2EERLT
visual T7 /4 RICEHhBTHRBLTDCEN HYET, FMAICOVTR., TIAM 11—
H—HA R, O TR —0BER, Z25RBLTLEEL,

7. MBREERIR—DT, EEHIDRIZ—0O RIS —FB & [RBI(AT>32)ZAHNLET,
[CORVS—TEREATVRT IV EAFHA Z28FL T, RUZ—C&2TREENLETIE
AFFAZHELERT,

8. [RUZ—DHER]ZIVYILT, HILLWRUS—ZRELEXT,

o EHRRE

BEREHRBRIAIREEELEGEE, Y—RN—FT1—OY—AVKRI KU AWS VY —RIZEE

NHUHBEHERETDETT,. NMTS5A4 0% BED AWS VY —RIZEHT S CodeCommitiz &
&, V=AT7023a e LTERLET, £EL, ABUVRD NI HZDHEE. BEZERL T,
DIRSKNVZENATZAVICEEFGRUENFN HYVET, cOF1—KNJUTIL TR, Bitbucket J7R
DNIVEBDTONAT A ENERZERELE T,

COEISIDVTR, BEREFEALEXT,

« AWS CodePipeline: CNSNDATY 7 Tlk, NA7 54> —A&L T Bitbucket YR N1 & fE
BAUTNATSA4 2 72ERLET,

« Amazon CodeGuru Reviewer : JXIZ. Bitbucket 'J7R> N 1J % CodeGuru Reviewer ® 7 4 — R/\ Y
I8RO HMY—ILICBERMTFET,

ReEY D

- HIERM

s ATYVT LV—RT77AINERETS

c ATV T 2. NAT 54 2 EKT D

« ATV 3 DRI K% CodeGuru LE 1 —7—ICEE[ TS
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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RHBIDHIIC., "EYRTYT I OARATYTE2RETLET, £, AWSH—ERICEHKL., EHET

RALZEETEDLSICTBY—RN—TFTA1—DOY—-—RAURDNIEHXETT, flRIE, Bitbucket
VRS RVZY—AVKRD KN EHRETD AWS H—ERAICERTERT,

« Bitbucket 77> N &EEH L T Bitbucket VR N Z4ERL T,

« Bitbucket FREI1EHRZ #EMR L £, & FH L TEH AWS Management Console Z58E T 3
& . Bitbucket FREIFHREFEAL TH A AV FTBDLIICROSNET,

ATYT 1 IY—RTT7ANE2mETS

Bitbucket UJIRS N ZERTDE, T 74 NDO README.md 7 7AD" EENET, CODT7A
LZwmELET,

1. Bitbucket YR NDICOT A4 > L, [Source] (AE) ZBIRL FT,

2. README.md 7 7 A )L %ZBIRL ., RICR—D O LEF O [Edit] (fRE) ZBIRLET, EFEOTFA
NZHIBRL., ROTFARNZEMLET,

This is a Bitbucket repository!
3. [Commit] (A3 Y N) #EIRLET,
README.md 77 A LAVRZ NUDIIL—RLARILIZHD e ZHIBL T LEEL,

ATVT 22NATSA 2 2ERTS

DO IAVTR, ROT7O2a>ezERALTINATSA4 0 2ERLET,
 Bitbucket JIRZ NUET O aADERZF DYV —AARAT—,

« EIRT7OZaEEL AWS CodeBuild E)JL RAFTF—2,

DAY —REGFERALTINATSA 2ERTDICE

1. https://console.aws.amazon.com/codepipeline/ T CodePipeline AV —JLICH A4 L&
T,

2. [RSZFIR=D, [BABAEZEIR—D., FEEINATSA4NR=DT, INAT54 > DEK]
E&ﬁbi@“o
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3. [ATYT1UNATSAVOREZBRTB IO [INATZ142RA]IC
TMyBitbucketPipeline, EAHLLET,

4, [H—EAO—)JL] T, [New servicerole (3L WH—EAO—)L)] Z&RLET,

(® Note

KH V) ICBEED CodePipeline t—EAO—IIZEA T 258K, Y —EAO—ILRV

< —IZ codeconnections:UseConnection IAM 7V AFAZEML TWA &%
H#EBL T<EE W, CodePipeline ¥ —EAO—IOFEICOVWTRK, "H—ERO-—)
(CT7 VA %ZBIT S CodePipeline ; Z8BL T EEV,

5. [FHHEERE] Tk, T7FIILMEDERICLET, 7—T 1770 NAKNT T, [Default location]
(F7AINNOBINERBIRL, NA T4 RAICBRLEV =23 0RONA T4 OF T #
IWNDT—FTA4T77ORNARNT (F7FINRNELTEEESNE AmazonS3 7—T1 77O NN
TYRBE)EFEALET,

® Note
CHRRY—AROA—RODY—-ANTY RTRBEVEKEA NATZA2OF—FT4TT77
NARTTT NATZA2ZECSINTY MNBEDBBIOT—TATF7IRNARNT
NBETY,

RN EDUY LET,
6. AT Y 72:[Addsource stage] (V—AAT—TJOEM R—IT, V—ART—IZEMLE
¥,
a. [Source provider] (Y —A7'0/N1 & —) T, [Bitbucket] Zi&IRL £7,
b. [Connection] (¥#t) T. [Connect to Bitbucket (Bitbucket (ZiE#z) ZiBIRL £ 7,

c. [Connect to Bitbucket] (Bitbucket |Z3E#t) X —=> M [Connection name] (3E#:R) (=, ERT
PEROBHZADLET, CORHIK, BTOERZHRNTEOICKIEXT,

[Bitbucket apps] (Bitbucket 7 7°'J)) T. [Installa new appiLWT7 7V E AL ARN—=)LT
%) ZBIRLET,

d. 77UDAARN=)ILR—T, AWS CodeStar 77V A" Bitbucket 7 7> MZ#EE#L &
SELTVBRERARITAYE—INfRRENETT, [TIVLEAEORFE] ZBRLET, #
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https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-iam.html#how-to-update-role-new-services
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Wi ZEFR I D L, Bitbucket DURI NUARHE N, AWS VY —RAICEENITZ A
TEEXT,

FiRA 2 ARN—=ILDOEL ID A"RIRENET, [Complete connection (EHEDET)] Zi#IRL
£9, J2Y—)l CodePipelinel_ ®VY) £,

[VRT N H] T, Bitbucket UARZ N DBRTZIBIRL E T,
TS5U0FEZT, URSNUOTSUFEEBRLET,

[V—AOA—ROBERIINAT AV ZRBID]| AT IVHFBRENATVND C EZHR
LET,

HAT7—FT 17790 RKERX T, 72 )L b CodePipeline DWFhhA ZBIRLET,
s WAT AT —FT A7 7ORNITF72IM0 zip ERXEFEATSICIE. CodePipeline
F7AIRNZBRLET,

c 2702 ZBRLT. NATZA2VAOT—T477OROIRISKNIICETS
Gt XZT—RZEBOET, chiF TU>3>TOHYR—HNENET CodeBuild,

AN 20Uy OLET,
7. [Add build stage (E)JL RAT—2 OEM)] T, EIIRAT—JZEMULET,

a.

[E)L RZO/NA X T, [AWS CodeBuild] Z2:8IRLET, [V—23 A TFT74INTNA
To5A4)—23 2 iBdE2HFALET,

(OO NEER] ZBIRLETD,

[ZOIORBIIC, COEILRTOSIVNDBHZAILET,

BR¥EA X—] T, [Managed image (XN &x— RE 4 X—)] Z&8IRL £, [Operating
system] T, [Ubuntu] ZiZIRL £,

[T 324 L] T, [Standard (%)) ZBIRULE T, [ X—] T, [aws/codebuild/
standard:5.0] ZiZRL £,

[H—EAO—JL] T, [New service role (MiL WH—EZXO—)L)] ZF#IRLE T,

[Buildspec] ® Build specifications (EJL R{t#k) T, [Insert build commands] (E)L R
Y RDEA) 21BIRL £, Switch to editor([(1]TF ¢ X0V B X)&ZEIRL . Build
commands (EJL ROAX Y R)CUATZBEY FHET,

version: 0.2

phases:

3 =1
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#If you use the Ubuntu standard image 2.0 or later, you must specify
runtime-versions.

#If you specify runtime-versions and use an image other than Ubuntu
standard image 2.0, the build fails.

runtime-versions:

nodejs: 12
# name: version
#commands:

# - command
# - command
pre_build:
commands:
- 1s -1t
- cat README.md
# build:
#commands:
# - command
# - command
#post_build:
#commands:
# - command
# - command
#artifacts:
#files:
# - location
# - location
#name: $(date +%Y-%m-%d)
#discard-paths: yes
#base-directory: location
#cache:
#paths:
# - paths

h. T#&171 Zi#IRLU £ 9 CodePipeline, < nlZ& )2V —)L CodePipelinelc &Y. EJL K
N REBALUTEREZITD CodeBuild 7O TV M ERENET, EJ RO
JRTR, Y —ERO—-LZFEALTAWS Y —ERT7VEAFAZEEBLET, COA
TYTILEBOD D BBENBYET,

. [RN]1ZOUYOLET,

8. [Step 4: Add deploy stage (AT Y 7" 4: 7' 04 AT—2 MIBM)] R— T, [Skip deploy stage

(F7O4ARAT—20AF Y 7)) ZBRL, [AFY T Z2BRUTEEXAYE—DZ2ZTANE

T [RN]Z20VUYOLET,

9. [Step 5: Review (AT Y 7' 5: #R)] T, [INA T T4 DER] ZiBIRLET,
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10. NATTAVHNERBCEREhDE, NATSANFRITEhET,

© Source Succeeded
Pipeline execution |D: 961f7d94-d798-

Source @
Bitbucket

() Succeeded - 2 days ago
7098464e

70984642 [4 Source: README.md edited online with Bitbucket

Disable transition

@ Build succeeded
Pipeline execution ID: 961f7d94-d798-/

Build ®

AWS CodeBuild

@ Succeeded - 2 days ago
Details

7898464e [4 Source: README.md edited online with Bitbucket

M. EJLRA KU ZERET, [Fl]ZERLET,

EITOFM T, CodeBuild EJL REHERRLET, README.md 7 7 A OARE., OX>
RTHRODKIDIZCHEAEThET,

This is a Bitbucket repository!

[Container] 2020/06/05 19:14:51

This is a Bitbucket repository!

[Container] 2020/06/85 19:14:51 complete: PRE_BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2020/06/05 19:14:51 complete: BUILD State: SUCCEEDED
[Container] 2026/06/85 19:14:51 context status code: Message:

[Container] 2026/06/85 19:14:51 complete: POST_BUILD State: SUCCEEDED
[Container] 2020/06/85 19:14:51 context status code: Message:

ERoERRR
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ATFY 73 YRI N % CodeGuru LE 21— —IZBEEF TS

BizERLES, TOEGEZBRILTZHIROIANTO AWS DY —RIZFERATEXT, flx
&, /N1 7Z 4> D CodePipeline YV —AF U< 3> & Reviewer DRI KN)IAZY NGICRAL
Bitbucket CodeGuru #E#i 2 FRHTE X T,

1. CodeGuru Reviewer AV —J)LICH A4 LET,

2. CodeGuru LE1—7— 7T, URD KN OBBENT ZBIRLET,

I R—SOIAF— RFBEEET,
3. [Select source provider] (VY —AZ7'O/N4A4 & —®i&IR) T, [Bitbucket] Zi#IRL £,

4. TBitbucket (Z#E#: 95 ( Z B AWS CodeConnections ) 4 T, N1 754 2 BAICERL -3
zBIRLET,

5. [Repository location] (\J7RZ N1 MFBFT) T, Bitbucket JRZ N DO BEHEZ1EIRL . Associate
(BB ) ZBIRLET .

Od—RLEI—OEREZHKTTEERT, FMICOVWTIE. "Amazon CodeGuru Reviewer 1 —
H—7 4 R, @ "Bitbucket [C##H L TURD K1) % Reviewer ICEEF T2, 25BLTLKE
U\, CodeGuru

o ER

Bk, A WS UY—RZABI—RURSRNIICERIDLOICERATIBRTT.,. RFER

(&, Bitbucket ZEDH— R/N—FT 1 —DRD N IZ#EH T S AWS CodePipeline & ENDH—E A

FtE5ETE2)Y—ATT, HlaE, Y—RN—F4—OD—RURDKNDIZCO—RZEZENfTThhi-&
EICNATS4>% N)H— CodePipeline $2&>5IC, ([CEfGEZEBMNTEELET, AWS DY —A%

GitHub Enterprise Server B E DA VAR —=I)LFEH7ANAEZ =R A T I EHRTDEETEERT,

GitHub Enterprise Server B E DA VAR —=)LFEH7ANA T —R A T \NOEHZEERTDHEE.
VY=LK 2 THRARMERENE T, FANE, 7ONA AL ARN=ILEhTVERH—/N—
AERITLEHICERTDIVY—ATT, FMICOVTE., "HRAMNDOER, 28RBLTLSEETL,

EREERTREER, IV -ILOT1F—RZEALTERT 7V EY—RN—7T1—7ON
AZ—CA2ARN=)IL, HLVWERICBEGTET, TTVZA VAR —ILEXTHIHEE.
TheERATERT,
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® Note
BN (2T /) CEEZFERATAICEAWS U—23 ), UTZRITIBIXENHBYET,

1. V=232 BEBEOT7VEZAVARN=ILTS
2. V=23 BN ITS

COV=23vEBOTTIT, BN (ZZ /) )—23>oEEeYR—KLET, ¥—R
N=T4—=7ONAZ—DH A RTREETNTVRTTUTHY, OV -2 3> 0EE%
YR—NITIERFEOT7VERBIDOENTY, COTFTVEAZVARN—ILTEBZET, 2D
=23 TOHY—ERETF—RE/EBIRIEZY—RN—FT =7 ONA X —IZFFA
LET. PTTVETUAVARN=LTRETWVWOTET IV EAHAZMYET N TE
£

=232 BHILEVRY, Y—EART—RZLBR-ERELEEA. COU—
TAVEBMITRLET, TR ELBERVRETBITI/EAFTZY—ERICHEL
ECEllBYET,

)= a2 BMIB>TVWELTE, U=232VEBOTTUNFMVARN—I)LEhEEE
ThnlE, Y—RN—FT 1 —TONMF—BEHEROT—REH—EALHBETEXRT, L
EN2T, V=232 zEMCLES, BFTTVETUAARN I LTLEETW, Fil
IC2VWTR, TU=23> oMb, 28RBLTSEZL,

BHEOEMIC OWTIE. AWS CodeConnections TAPI U7 7L AL #23RBLTLKEE
L\, Bitbucket ® CodePipeline Y —ATF7 V< 3> OFMIC DOV T, AWS CodePipeline " 1—4H—
74 RCodestarConnectionSources @ "3 2B L T EE L\,

BaEERHITREOICHAERT UV EAKFA %3F D AWS Identity and Access Management (IAM)
A—4—FLERERAO-NLNCRID—Z2ERETEZETERYFIRICE., "1 22RBLTKEEVAWS
CodeConnections 7 VA ) 77 LA, CodePipeline —EAO— )L FEK & n 7= A
ICL>2>TR., ZYR—NIBDELSCT IV EAHFAZENITILEN HBDEENHYET AWS
CodeConnections, FIJEIZ DWW Tk, AWS CodePipeline User Guide® "Update the service role 4
ZSRLTLEEY,

N =

- BEEHERTD

- Bitbucket N DEHZIER T S
- \NDEHZEEHRT S GitHub
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
https://docs.aws.amazon.com/codeconnections/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/action-reference-CodestarConnectionSource.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/how-to-update-role-new-services.html
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GitHub Enterprise Server N\ DIZ&iZER T S
\NDEHZEXT S GitLab

I 7NZR—T RADQER GitLabZERT S
RETOEGOERN

Bz —EBRTID

ErZ HIBR

TRV —A

BEROFHEORT

Bz ERY 2
ROY—RN—FA—OTOANS A —D R T \OEHREERTEET,

« Bitbucket ND#EHEIER T D ICIE. Bitbucket \DEHEZI/ER TS, Z2SBLTLIEEV,
« GitHub E 7zl GitHub Enterprise Cloud \D#EHZERTHICK., "1 ZZRLUTIKEEVWADE

2 EB 9 % GitHub,

« RARNUY—ADERKEED GitHub Enterprise Server NDIZLZEERTZICIE. "1 283HBLT

< £& W GitHub Enterprise Server N D #E#i & ERK T D,

s \NDEHEERTAICIE,. GitLtab ", ZSBL TLKEETWVWADOELZIER T S GitLab,

(® Note

BWE, AVV—ILEZ2ERAL TELEZEKTDE, JY—2R ARN IC codestar-connections %
FOVY—ADKNERENET, ARN TEHRY—EADTLT71Y I RAZEFEIVY—R%E
BT BICIE. CLI, SDK, £ CFN ZFEALET. MADY—ERTL 71 Y I R%ZH
DUY—RAK, BIEHEEIY—IICRTRENET,

Bitbucket N D¥EHZER T

AWS Management Console & =& AWS Command Line Interface ( AWS CLI) ZfEA L
T. bitbucket.org TARARENTWVWBR VRS NUAOEREERTEET,

HRITDHI:

Bitbucket T, 7HV > M EERL THEKBENF HV)FT,
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* bitbucket.org T. A—RURD N ZERL THEKBENHYET,

(@ Note

Bitbucket Cloud'J /R N UADELHLZER TE T T, Bitbucket H—/N—& &, 1A
R—=I)LEhTW3 Bitbucket 7ONAF—DRA T EHR—KhEchTLVWEEA, AWS
CodeConnections H/R—RE N TWVWB7ONAM A —EN—23 ZZRBLTLSESL,

(@ Note
B, BEROERICERAESNETAIRNTHEITZVRI NIAOT VAL T2 RH
LEXT,

T7')r—< 32 % Bitbucket 7= AR—AICAVARN=ILTBEHEEE, TD—0AR—
AZEETD, TUVELAHANVETY, TORAFALS Ve, TTUT—a>%4>
AN=ILTB2FTavRERRIEhERA,

NEY D
« Bitbucket (A V=)L) \DIELEERT S
« Bitbucket (CLI) \ND#EHZEHERT S

Bitbucket (A YV —J)L) \DELHEZERT S
Y —)L%&{EAL T Bitbucket NDELKEIERTEET,

(® Note
HWE, AVV—ILEZ2ERAL TELEZEEK TS E, JY—2R ARN IC codestar-connections %
BFOVY—ADIZNERENE T, ARN TEHEY—ERAOT LTV IREZFEODVY—A%
ERTBICIE, CLI, SDK, ¥ CFN ZFEALET, MADH—ERTL 71V IO RZERF
DY —RAE, BIEHEIVY—IIICRRENRET,

ATY T 1 BEOER

1. IZY 424> L AWS Management Console, T AWS FAROY/N—Y—)LO2V—-)ILZHEX
9 https://console.aws.amazon.com/codesuite/settings/connections,
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2. BIR[EGE] > [ 2BRLTH S, [BEEEERT S,

Bitbucket VIR N UADELHRZEHERT B2, Select a provider] (7O X —%3&IRT
%) T, [Bitbucket] ZEIRL £7, [FEHRB]IIC. EHNTHEROBZEANLET,
[Connect to Bitbucket] (Bitbucket (Z##t) ZiBIRL ., ATY T 2 ICEAKAET,

Developer Tools Connections Create connection

Create a connection .«

Select a provider

© Bitbucket

GitHub GitHub Enterprise Server

Create Bitbucket connection

Connection name

AT Y 7 2: Bitbucket ([CE4iT B

1. [Connect to Bitbucket] BRER—Z 2, EHRBHIRRENET,

[Bitbucket apps] (Bitbucket 7 7°\) T, Z7UDA 2V ARN=)I&2BRTZH., 77VEEKTS
7= I1Z [Install a new app] FTLW 77U Z A ARN—=ILT3) ZiBIRLET,
(® Note

T7Ur—>alk, Bitbucket V— I AR—RAEFRLEGFTHORNIEIC1BAEFAA

R—JLLE T, Bitbucket 77U ZBEICA 2 AR—=ILLTVWRHEEE., ThEERLTC
DEIZIAVOREODATY TICBEBLET,
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Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

2. Bitbucket DOT A U R—=IHKRRENizS, RABRZEFEALTOTM L, FHITZ2ERLE
9,

3. F7UOAARN=)IR—TT, AWS CodeStar 77" A Bitbucket 7HI > MCELHL LS &
LTVWBCEZRITAYVE—IHNFRRENET,

Bitbucket 7—9 AR—AZEAL TVWSHE Ik, [Authorize for] (ARRR) #7320
D—DAR—AILEELFT, BEBEEROHDTV—TVAR—ADHINRRENETT,

[7OEAEONE] ZBRLET,
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access [NeElEl

4. BitbucketZ 77U ICIE, FRA AN =L OELID FRRENET, EHR|ZBIRLET, EX
ENEEENSEREVARNCIRRENET,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

MyConnection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection.
Q. ari:cloud:bitbucket::app/{c26d1f3 - X or Install a new app
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Bitbucket (CLI) N\ D#E#: & EK T B

AWS Command Line Interface ( AWS CLI) ZfEA L TELKEZEKRTEET,

CnZEITSICIE. create-connection IN > REFEHALE T,

/A Important

AWS CLI £/ 2N L THERE 1 =14 AWS CloudFormation &, 7 #J)LKNT
PENDINGAT—RATTY, CLIFklk ED#EHREZERL 15 AWS CloudFormation, 1>
V=IlZzEAL TERZHREL., AT —XA%Z (ZCLUFXFTAVAILABLE,

Bitbucket N D#EHZI/ER T B ICI1E

1. — =7 )L (Linux/macOS/Unix) £ EIX > RO 7~ (Windows) ZB&E £ 3, ZFAL T
create-connection Y > KR AWS CLI Z2%4TL . ##k--connection-namell --provider-
type& ZIELET, cofiTlF, Y—RN—FT1—7ONA A —FF Bitbucket T, EE
TNz #EHB W MyConnection T,

aws codeconnections create-connection --provider-type Bitbucket --connection-name
MyConnection

BYULIEEe., COONY RERD&LSREL ARN EBRERL£T,

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

2. AVV—-IZERALTERZTTLET, FMICOVWTRK, "REDPOEROEH, 228U T
<EZEW,

NDELZERT S GitHub

AWS Management Console & 7= l& AWS Command Line Interface (AWS CLI) 2L T, A0#
R ZER TE F T GitHub,

R ITDH:
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s TTHIOUREERLTHLKBEN BV EFT GitHub,
c Y—RN—F14—OO—RURZ KNV EZFHERL THBENF HYET,

® Note
BHZzERTRICE. GitHub BBOFMEETHAILENf BV ET. HBOURD NI TK
WEae, I—F—HNFVRSNUDFEETHDHBENf HYET,

N =Ry
o NN GitHubZ/ER TS (A V=)L)
o (CLI) N DI GitHubZER T 3

A DL GitHubZ#ER TS (A VY —I)
OV —=)E2FERALT. \OEHKZEKTE £ GitHub,

(@ Note
BWE, AV —ILz2ERAL TELZEKTDE, JY—2R ARN IC codestar-connections %
FOVY—ADHHNERENET, ARN TEET—EADTL T4V IRZHIOVY—AR%E
ERFBICIE. CLI, SDK, R CFN ZHEALEXT, MADY—ERTL 7 1Y IR %ZH
DDY—=AR, BlEHEEIDYV—IICRRTENET,

1. Y4242 L AWS Management Console, TFARAY/N—Y—)LOAVYV—)IZHEE
9 https://console.aws.amazon.com/codesuite/settings/connections,
2. BIR[ERE] > [ 2BRLTH S, EREERT D,
3. GitHub F7= (& GitHub Enterprise Cloud VR NUADEHEZERTZICEK., "T7ON1F—0

BIR, T, T ZBRUFEFIGitHub, [EFEBR]IC, ERTRDEHZEDOZRZANLET,
(CEEFEZIZEIRL GitHub, ATY 7 2 ICEAE T,
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Create a connection i

Select a provider

Bitbucket O GitHub GitHub Enterprise Server

Create GitHub App connection

Connection name

githubc-connection

Connect to GitHub

N EER T B I E GitHub

1. GitHub E#5E T, ERBNIMERB CRTENE T, [Connect to GitHub ( (C3Z#t)] ZZ#IRL
F9, TVEAEROR—IHFRRENET,
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AWS Connector for GitHub by Amazon Web
Services would like permission to:

R Verify your GitHub identity ( )

D Know which resources you can access
-/\,- Act on your behalf

AWS Connector for GitHub has not been installed on any accounts you have access to.

Learn more about AWS Connector for GitHub

Cancel Authorize AWS Connector for
GitHub

Authorizing will redirect to
https://redirect.codestar.aws

2. OAWS OV R &HARZERL T GitHub, EHRR—TIAHAKRTEN, GitHub 77U 7 1—)L

RARRENET,
Connect to GitHub

GitHub connection settings info

Connection name

githubc-connection

GitHub Apps
GitHub Apps create a link for your connection with GitHub. To start, install a new app and save this connection.
Q or Install a new app ‘

B o&A

93



FROYN=Y—=)La>VY-=) d—H—HAR

3. GitHub 77V T, P7UDA2ARN—IIZBRIZDH, ILLWTTUDALAR—)LZZERL
THERLET,

@ Note

BEO7ONA T —ANOITNTOERICHLTTITVZEZ1 D12 ARN=ILET,
AWS Connector for GitHub App ZBEICA VAR =L TVBEEE., ThEBIRL T
DATYTHBAFYTLET,

4. TRHAAWS ORI AZDA 2 AN—)l GitHuby R—=T T, FTUVZAZVARN=ILTBDTHI> K
ZBERLET,

dWs

Install AWS Connector for GitHub

Where do you want to install AWS Connector for GitHub?

Configure >

(® Note
T7UE GitHub PHO RN EWC1BEFAAN=ILLET, P7U5—>a>r%
A1V ARMN=IEHZTHBDHEIE. [Configure] GRE) ZBIRLTTF7UDAVARN=ILD
BER—DICETD, REPARRTOAVY-ILNIIRDZENTEET,

5. THAWSOZRIZNOA>ARN—=) GitHuby R— T, F7FI)ILMNOEFRIZLT, TOAVA
=)Ly ZBRLFT,
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COARATYTDER, EfE

EEER, HLLWTFIEA

aws

Install AWS Connector for GitHub

Install on your personal account

@ All repositories

This applies to all current and future repositories owned by the resource owner.

Also includes public repositories (read-only).

() Only select repositories
Select at least one repository.
Also includes public repositories (read-only).

with these permissions:

v Read access to issues and metadata

v Read and write access to administration, code, and pull requests

Install Cancel

Mext: you'll be directed to the GitHub App's site to complete setup.

NETIORAFAR=DHF CRRENDHEEN H ) £T GitHub,
6. Connector for GitHub App ® AWS 7 VL AF AN EMENTVD CEZRIR—IHARREN

FazZFAND ZBRLEXT,

B o&A
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The = -

o bs

app by

is requesting updated

permissions

Read-only access to Metadata

Mow request

Read and write access to Commit statuses Mew request

@ All repositories
s il current

This aj

Developer note

The | app will retain its current permissions if you choose not to

7. Connectto GitHUbR—ZIZRVW E T, LV A ARN—)LDO#EH ID A GitHub Apps ICRTE 1
£9, [ER|ZERLET,

R R ZRTT D

o EREhEERFZER)ANMNIRRIENET,

@) Connection githubc-connection created successfully

Developer Tools Connections

Connections Hosts

Connections info

Q

Connection name Provider

github-connection GitHub

(CLI) N\ D4 GitHubZER T 2

AWS Command Line Interface (AWS CLI) ZfFAL T. NOEHKZERTE £ GitHub,

@ Available

ARN

arm:aws:codestar-connections:us-west-
2

B o&A
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Ch&EITSICIE, create-connection AV REFEAL XTI,

/A Important

AWS CLI £7/21F 2 L THERE 1 =14 AWS CloudFormation &, 7 #J)LKNT
PENDINGAT—RATTY, CLI F¥lk EDEHRZERL 15 AWS CloudFormation, 1>
V=I)LZERAL TELEZREL. AT—2 A% ICLFFTAVAILABLE,

NDEHZEERT B I GitHub

1.

— =7 )L (Linux/macOS/Unix) £z E N> RO 7 N (Windows) ZBE£3, ZFAL T
create-connection 1Y > R AWS CLI Z54TL . ##i--connection-namell --provider-
type& ZEELET, cOPITRE., Y —RN—F1—7ONAF—F W GitHub T, EEEEh
T=#E#H A & MyConnection T9,

aws codeconnections create-connection --provider-type GitHub --connection-name
MyConnection

BRIUmEe, COONY RERODKRS BELS ARN EREZRLET,

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

AV ZEALTERZTTLET, FHICOVTE, "RETOELGOEH, Z22RBLT
<EZW,

GitHub Enterprise Server N\ DiZ&#EK T S

EHhzeFEALT. AWSUY—RZH—RN—FT1—OURZNJICEAERITET. AWS
Management Console & 7z (& AWS Command Line Interface ( AWS CLI) ZfEA L T, GitHub
Enterprise Server \DEHEERTEET,

Bk, 7705—>23> 042 AN =)L GitHubZHF T T2 L ICEHEOERKTICFERAET LD
GitHub Enterprise Server 7V "R FAIETBDVRD NIADT I EADHZRHELE T,

HIRITDaE:
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* GitHub Enterprise Server 1 > ARV AL VRS NI FBRICFEELTVRBENFHYET,

« COEITVIAVIERTRSIC, GitHub P77V T—> 3> ZERL, RARNIVY—RZHEKTSIC
l&. GitHub Enterprise Server 1 VAR ADEBETHIHLENHYET,

/A Important

GitHub Enterprise Server D7 RARNZRET D E, JIT TV VAR NF—E2DVPC T
YRRA RN BERNICERENE T, 2020 F 11 24 BRYWBIICKRAMEERL. VPC
PrivateLink 7T 7 7Y 9L RRAV N EERATRZHBERE. ETRANZHIKRLTASHL
WRANZERTEIHRENFHYET,

N =R
- Enterprise Server N\ D #E#t GitHubZ/EK T2 (A V—JL)
- Enterprise Server (CLI) N\ D $E#: GitHubZERK 9 2

Enterprise Server N\ D&t GitHUbZ/ERK T2 (A V—I)

GitHub Enterprise Server ###t &2 ER 95 (CI&. GitHub Enterprise Server A4 A N—J)LEhTWV
ZBAFCBET21E®ERMEL . GitHub Enterprise SREIEHRZFEA L TELEDIEREZRABLET,

@ Note

BWE, AV —IL%z2FERAL TELZEKTDE, UY—2R ARN IZ codestar-connections %
BFOVY—ADKNERENET, ARNICERY—EADTL71v I RAZHEIVY—R%E
ERTBICIE, CLI, SDK, ¥ CFN ZFEALET, MADH—ERTL 71V IO RZERF
D2DY—AR, BlIEHEEIDYV—IICRTENET,

N =R
- Enterprise Server #E#tZEK T % GitHub (A V=)L)

Enterprise Server ##tZEK 9 % GitHub (3> Y —)L )

GitHub Enterprise Server ND#E#ZER T D IC k. T —/V— URL & GitHub Enterprise FREEE#H Z
EBLET,
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RARNEZERTDICE

1.

(244> 4> L AWS Management Console, T AWS F#ROAY/N—=Y—)LO>V—I)zHEE
9 https://console.aws.amazon.com/codesuite/settings/connections,

[Hosts (R A N)]Z 7 T, [Create host ((RANDER)%ERL T,
[RARRBIC, RANCEATZEEMZADLET,
[ZANARZ—&BR] T, ROVThHAZBRLET,

+ GitHub T & —75 4 XH—/\—

. GitLab 2L 7 X2 —3 K

[URL]IZ, Z7ONAHA—HFAVAR—LENTWVWEDA 2V TZARNZIFYOIY RRAVKNEA
ALERY,

H—/Y—7" Amazon VPC RICEREE N TV T, VPC ICE#KT HHFEE. Usea VPC (VPC %
£R) ZBRLE T, ThIUADFE, [NoVPC] ZERLFT,

Amazon VPC TA VAR A%Z#EEL., VPC IZEHKT BB A, [Usea VPC] (PC ) £
JyvoLT, U FZEETLET,

a. [VPCID]T, VPCID ZBIRLET, 1 VARXVANMI 2V AR=ILENTWVWRAVTSA
NRZOF v I(Z VPC ZiZIRT 3 H., VPN E£7/(& Direct Connect ZENMNLTA AR AILT
DHATESVPC Zi&RLET,

b. 7ZA4XR—KNVPCZRELTVT, FLHARAEREFRALTTLS RIEZERITITDELSICA
VABRVABRRKRELTVBREEE., [TLSEEHE]|ICAEHEIDZANLET, TLSFERED
i & SEHEONT VY OF—T,

[Create host] (FANDER) ZiBIRL £,

RANDEHAR—HARRENLES, RANDERICHE > THRARNDAT—RANTILLET,

® Note
RARNRREIC VPC RENBFENTVWAREEREK, RAMNRZRY ND—=0QVKR—FX2 MO
Z7O>azZ>J o Ernr)£9,

RARNDAT—RANPending (IREBH) ILBEZDDEF>THAS, EYRNTYTERETLET, &
BCOVWTE, "REFORARNEEY RT YT 95, 28RBLTSEE L,
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@ Successfully created MyHost X

(@ After your host reaches Pending status, choose set up host. b4
Developer Tools Hosts MyHost-e8b08e 2c
[ouse | TN

MyHost-e8b08e2c

Host info

Haost name Product Endpaoint Setup status

MyHost GitHubEnterpriseServer https://test- @) Pending

dev/ 8

AT v 7 2: GitHub Enterprise Server ND#E#ZER TS (A V- )

1. ZH 4> 4> AWS Management Console L, TFROY/N—=Y—)OV—-)ZzHEE
9 https://console.aws.amazon.com/codesuite/settings/connections,

2. BIR[ERE] > (&) 2BRLTHS, EHEZERT S,

3. 42VARM—=JLE TV GitHub Enterprise Server URZ NUADEHZERT S IZE. GitHub

Enterprise Server Zi&RL £ 9,

Enterprise Server GitHub (ZiE#: 9 %

1. [Connection name] (E#t &) I, EHEOBHWZADILET,
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Developer Tools Connections Create connection

Create a connection i

Select a provider

Bitbucket GitHub ©Q GitHub Enterprise Server

Connection Settings Info

Connection name

Give your connection a name.
connection-ghes

URL

The endpoint of the server to connect to

https://myserver.dev/

Use a VPC

If your GitHub Enterprise Server is only accessible in a VPC, configure details here. Otherwise
skip this step.

Complete these steps in the same AWS Region as your VPC

2. [URL . ¥—=N—OIV RRAV REASLET,

@ Note

BEE Nz URL 2"#Z4t A @ Enterprise Server DY K7 Y 7 GitHubIZBEICERAE T
WBEEEF. TOIY RARAY NAICUBINCERENEZRARNI)Y—X ARN 2R
BLIICROSNFT,

3. (7> 3ar)Amazon VPC TH—N—%EE L. VPC ICERTHHESWE. [VPC ZFEH] Zi&R
LT, UTZEETLERT,

a. [VPCID]T, VPCID #iBIRLET, GitHub I R—TFA AY—N—A2AEZ AN A
DARN=NLENTVWBRATSARNTIF¥®O VPC, £k VPN F£ /=& Direct Connect
ENULTCIVR—TSAARY—N—A VARV AILT V9t ATE S GitHub VPC % 249 5&1R
LTLEEL,

b. [W7%YKNID] T, [Add] ZBIRLET, COT7A1—I)LRT, RANZEATIHTZY K
IDZBRLET, RR10BOHYTRY NEBIRTEET,
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Enterprise Server 1 VARV ANA VAR =ILENhTWVWBR AV TZARNZIOFYOHT
ZY KN, £ VPN F & Direct Connect GitHub 4T L T4 > A M —JL& 1 iz GitHub
Enterprise Server 1 VARV AILT IV EATERZ YT XY FEXLTBIRL TS EE L,

c. [Security group IDs] (¥ 21747 )L—7"ID) T, [Add] GBM) ZBIRLET, DT 1 —
IRT, RANCERTRDEX1VT14JI)—TZ2BRLET., FRX10EOEFIUT 1
IJIN—TZBRTEET,

GitHub Enterprise Server 1 > AZ 2V AN A VAR =ILENTWVWBR A2 TZARNTZIFTD
t¥1UFT1JI)—7", £/& VPN F (& Direct Connect N L TA Y AR—=)LEan i
GitHub Enterprise Server 1 VARV AILT VEATED X1 VT 1 JI—TZXTER
LTLEEL,

d. 7ZAXR—KNVPCAREENTWVT, NT VY UFFMEZFERL T TLS KRILZR1T
9% &SI GitHub Enterprise Server 1 > AR AZREL TWBHEE, TLSFEHE (I
AEAE ID ZANLET, TLSAHENER, ABREONT VY IF—THIBENHYE
EE

VPCID
Choose the VPC in which your GitHub Enterprise Server is configured.
Q, vpc-08 X
Subnet IDs
Choose the subnet or subnets for the VPC in which your GitHub Enterprise Server is configured.
Subnet ID
Q, subnet-7d X
Add
Security group IDs
Choose the security group or groups for the VPC in which your GitHub Enterprise Server is configured.
Security group 1D
Q o x
TLS certificate - optional
I’fef_a_ltlgeehip:a'e certificate authority behind a VPC or you are using a self-signed certificate paste the TLS
&
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4. GitHub IR =754 A —/N—IZ#HK 21 BRLUE T, EREh-ELE. Pending (RE )
NDAT—BRATRRENET, BEELEY—NBREODEFERIC, RARNIY—ANERENE
T, RAMNBRICE, URLAEAENET,

5. REBDOEGOEHMZERLET,

@ Connection connection-ghes created successfully

Developer Tools Connections 5176 7Th0-0457-4463-
connection-ghes Edit
@ Finish creating your connection Update pending connection
Your connection status is Pending. Choose Update pending connection. :

Learn more [

Connection settings

MName Status
connection-ghes @ Pending arncaws:codestar-connectionsus-west-
Provider

GitHub Enterprise Server

Host info

Host name Product Endpoint
https://myserver.dev/ GitHub Enterprise Server https:/fmyserver.dev/ [2
Setup status

@) Pending

6. ZOY7RARRENES, GitHb T R—T7 A AOQT A R=IT, TVE—T 4 X5E
AEmEFEALTH A2 42 LERT GitHub,

7. GitHub 77U DERR—D T, P7UDORBZBERLET,

B o&A
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Create GitHub App

GitHub App name

AWS

Create GitHub App for

8. GitHub FREENR—2 T, T<app-name> D&, Zi&IRL F£ 9,
my-app1 by would like permission to:

R Verify your GitHub identity

D Know which resources you can access

J\f Act on your behalf

Cancel Authorize my-app1

https://redirect.codestaraws

9. T7UDAVAR—IR=DT, ARV ETTVEA VAN I TRDERBHITETVR L ZETR
TAXYE—DHFRTRENFET, BROBBI H25E. T7VEA VAN T2 BB ZRIR
TRDELSICROSNBDBEENHYVET,

TF7VEAVAR=ILITBDURINUREEZERLE T, [Install] (1 A R—)L) ZBRL &
ED
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T

Install my-app1

1]
L]

Install on your personal account

® All repositories

Only select repositories

Jwith these permissions

+ Read access to metadata

+ Read and write access to code, issues, and pull requests

10. BHER—TICIE, ERE N ELD Available (EF TEE) AT —RXATRRENE T,

Enterprise Server (CLI) N\ D ##t GitHubZ 4ERK T 2
AWS Command Line Interface ( AWS CLI) ZfEB L TiELKEZEKTEET,

ChZEI{TSIZI. create-host & KU create-connection AN RZFEHL £,

/A Important

AWS CLI £ 1F &N L TEKRE N i-## AWS CloudFormation I, 7 #)L N T
PENDINGAT—RATTY, CLI FklF ED#EHEZERL 15 AWS CloudFormation, 1>
V=I)ZFERAL TELZREL. AT—2 A% ICLFEFFTAVAILABLE,

AT Y 7" 1: GitHub Enterprise Server M7k A N Z4ERK T % IZI& (CLI)

1. — = F )L (Linux/macOS/Unix) £z E N> RZ7A> 7~ (Windows) ZBE £9., AWS
CLI ZfEA L T create-host AN~ RZZEITL., #EKEIC --name, --provider-type, &
Uf --provider-endpointZEEL T, cOHITRE, Y —RN—F1—=7TONAME—B Ik
GitHubEnterpriseServer T, I KR4 N&E my-instance.dev T3,

aws codeconnections create-host --name MyHost --provider-type
GitHubEnterpriseServer --provider-endpoint "https://my-instance.dev"
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HIHLEBE., COOANY RERDKRSERARND Amazon!) VY —AF—LA ( ARN) 15 %R
LET,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

CHOFIENE, FANDAT—2RAIE PENDING 27 V) E£T,

2. AVY—LTHAARNOEY RTYTERTL. KANDAF—RA%E Available LBFL &
T, HMEICOVWTRH, TREFORANELY RT Y7 T2, EBRLTILEE W,

ATV 7 2AVV—)TREPORANERETSICE
1. IZH 4> 4> AWS Management Console L, TFROYN—=Y—)LOV—-)zHEZE
9 https://console.aws.amazon.com/codesuite/settings/connections,

2. AVY—=)ILTHKRANDEYRNRTYT7ZETL, RARDAT—R A% Available ICBITLE
T REFORARNZEY NT YT T2 Z#SHBLTLIEETL,

AT Y 7 3: Enterprise Server (CLI) GitHub M #E&ZERK T 3 121

1. — =7l (Linux/macOS/Unix) £z EAN> RO 7~ (Windows) ZB& £9., AWS CLI
ZfEA L T create-connection N> R&ZZRITL, #E#i--connection-namell --host-arn&
ZIELET,

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

UL EHEE, COONY RFROKLS BELE ARNEREZRLET,

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. A2V ZzERALT, REPOERZRELER T, FMICODVTR, "REPOEGEDOERN.
ZZRLUTSEE L,
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AT Y 7 4: 1>V —)L T GitHub Enterprise Server D#E#HiZEx T T2 (&

1. ZHU A4 24> AWS Management Console L, TFROAY/N—=Y—J)LAVYV—)ZHEE
9 https://console.aws.amazon.com/codesuite/settings/connections,

2. AVY—)ZEALT, REDPOEHRZREL., BEODAT—XA%Z Available [CBITLF
T, FHMICOVTIR, "REFOEGEOERH 2FRLTILEEL,

NDEGEZEERT S GitLab
AWS Management Console & 7z l& AWS Command Line Interface ( AWS CLI) ZfEA L
T. gitlab.com THRARENTWBURS NUADOERZERTEEXT,

(@ Note

TDEHRDAAN—IIZHERTSH LT GitLab, T— R ZRIEBEITDLODOT IV AFA
EUOY—ERIZAEL, FFVT—>23 8T AV AN=ITBDETVWDIOTETY
TAFAZRY BT ENTEXRT,

HRITDHI:

s TTAIVKRZERLTHESBENHV) ET GitLab,

(® Note
Connections l&. EHEDEREFERBICERAENET A NAOTIOEARE TZEHLE
ER

(® Note

THRAEO—-ILZF 2BEHEZMEKL GitLab, TOEHKZ BEDVY—RAZZLURI M
THEATE E9 CodePipelines FJIL—7HDOIRS NUTE, TIL—TOEETH D4
EEdhYEREA,

NeEY S
- N GitLabZEERTZ (A2 VI )

BEHRofER 107


https://console.aws.amazon.com/codesuite/settings/connections

FROYN=Y—=)La>VY-=) I—H—H4a K

o NQE#H GitLabZERK T S (CLI)

N DL GitLabZER TS (A2 VY —JL)

AV =) eERL TERZERTEERT,

(@ Note
BWE, AV —ILEZ2ERAL TELZEKTDE, JY—2R ARN IC codestar-connections %
FOVYV—AQOHNERENET, ARNICERT—EADTL 71V IRAZFEODVY—A%Z
ER I BICIE. CLI, SDK, R CFN ZHEALEXY, MADY—ERTLT7 1Y IR ZERK
DDY—=AR, BlEHEEIDYV—IICRRENET,

ATY T 1 EHEOER

1. ZH¥ 424> L AWS Management Console, T AWS FROAY/N—=Y—=)LOA>V—I)lzHAE &
9 https://console.aws.amazon.com/codesuite/settings/connections,

2. [RRE] ZBIRL T, KIZ [#4) 218K £J . [Create connection] (X DIEEK) ZBIRL £,

3. GitLtab URZ NUADEFZEERTZDICE., "7ONAF—0&R, T, T ZBRLEFE
JGitLab, [#EHA] IC. EX TR EROBIZALLET, (C324E GitLabZBIRL £
£
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Developer Tools » Connections > Create connection

Create a connection i«

Select a provider

Bitbucket GitHub GitHub Enterprise
Server

O GitlLab

Create GitLab connection info

Connection name

» Tags - optional

Connect to GitLab

4. OYAAR—=2 GitLab AR REnis, BiEHEFEALTOJA>L, ™12 142
ZERLET,

5. FEIN—TIC, Gittab TAHIURNET IV ELAT DL HDEROEFEERTIXY E—IHK
RENKT,

[FFE] Z:BIRL T
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Authorize codestar-connections to use your
account?

An application called codestar-connections is requesting access to
your GitLab account. This application was created by Amazon AWS.
Please note that this application is not provided by GitLab and you
should verify its authenticity before allowing access.

This application will be able to:

s Access the authenticated user's API

Grants complete read/write access to the API, including all
groups and projects, the container registry, and the package
registry.

Read the authenticated user's personal information

Grants read-only access to the authenticated user's profile
through the /user APl endpoint, which includes username,
public email, and full name. Also grants access to read-only API
endpoints under /users.

Read Api

Grants read access to the API, including all groups and projects,
the container registry, and the package registry.

Allows read-only access to the repository

Grants read-only access to repositories on private projects
using Git-over-HTTP or the Repository Files API.

Allows read-write access to the repository

Grants read-write access to repositories on private projects
using Git-over-HTTP (not using the API).

6. 7TUHRERIVY-IR—JICEYET, Gittab "#EHOERL T, FL VERENELES

ICRFENFET,

7. \ZEEH GitLabZERUE T,
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BEAERCERENDE, RUNFT—HFRRENE T, BEHROFHAEG. BERE]R—TICXK
RENKT,

A\ NDIESHE GitLabZER T % (CLI)

AWS Command Line Interface ( AWS CLI) ZfFA L TEHKZIERTEET,

Ch&EITSICIE, create-connection AV REFEAL XTI,

/A Important

AWS CLI £& £ L THER E =34t AWS CloudFormation &, 7 #J)L KT
PENDINGAT—XRATTY, CLI £zld L nELHKZIERL 125 AWS CloudFormation, 12/
V—I)lzERAL TEREZREL. AT—32A%Z ICUEXETAVAILABLE,

\NDEHZERT S IC I GitLab

1.

— X)L (Linux/macOS/Unix) £ E X > RZ7’O2 7~ (Windows) ZB& £9, AWS CLI
ZEH L T create-connection AY > RZXR{1TL ., ##E#Hi--connection-namell --provider-
typet ZEELET, cOfiTRE, Y—RN—F1—=7ONAF—F Wk GitLab T, EEE
T=#E#H A & MyConnection T9,

aws codeconnections create-connection --provider-type GitLab --connection-name
MyConnection

BRIUmE, COONY RIFROKS B ARN ERERLET,

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf"
}

OAVYV—-I)LZFEALTERZTTLET, FHICODVTE, "RETFOELGOEH) 22RBLT
<EZEW,
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L TNR— RADOEL GitLabZEKT S

TILTIZ—DRAAR=I)ILZFEAL T, GitLab Enterprise Edition & /=& GitLab Community
Edition DEHRZERTEEXT,

AWS Management Console & 7z l& AWS Command Line Interface ( AWS CLI) ZfEA L T, GitLab
EILTXZR—D RADERERANEERNTEET,

(® Note

COEGTTIVT—>32 % GitLab EILINR—I RTHERBITDCET, T—REZLETS
EOOT I EAFAZEEOY—ERIINAEL, PTUT—232&TF AV ARN=ILTD
CETVWOTET IV EARFAZRY BTN TEXRT,

Gittab L 7Y R—2 RAQOEHKEZEHTHEIIC, XOFIETHATI LRSI, BREICEATSR
ANZERTIBEN HVET. I VAN EZHXTONA A —AOKRANMEET—0 70— OBE
C2WTR, "THRANZERFLBEFHFIZT—I070—, 22RLTSEEZL,

F7>3TVPC Z#FERALTHRARNRERETEET, RANIY—RAAOXRY NDO—U8 KT VPC
REQOHMICOVTEE, "I/ a) siiR&4t BERA0XRY NDJ—UREFE £IE Amazon VPC
BEIBRY TRARDVPCREENDRNZ TN 1—FT1420, #ZBRLTLEETL,

HRITDHI:

s TTHV hZBEICHER GitLab L, 2L 7YX —2 R4 2 AKN—)LT GitLab Enterprise Edition
F /=& GitLab Community Edition 2% > TWRAEAN BV T, FMIC DLW T, hitps:/
docs.gitlab.com/ee/subscriptions/self managed/ 228 L T IE&E L,

(® Note
Connections &, EHDERERRICERENLETHO O NBAOT7 O EAE HERBHLE
T,
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® Note

THAEZEO-NZFOVRI NUAOERZERL GitLab, TOEEZ BEDYY—AT
EEEIZHEATEEXT CodePipelines FIL—7HOURSNUTR, FJIL—TOREBEET
HAIVEEFEHY)EEA,

« RAOA=TEHITIOEAHFAD&K %D GitLab AT VA RN—2> (PAT) ZERICHER
LTBLKBENFHYET, APl, FHIZ DOV T, https://docs.gitlab.com/ee/user/profile/
personal_access_tokens.himl ZZB L T< &V, PAT ZHERL TEATRICE. EBETHD
RENFHVNET,

® Note

PAT FRARNDFEREICEAZTh, ThUAOTETRERLRIERICEASNZCLEDH
WEBA. RANZRETSICIE. —FHEX PAT 24K L., RANEREL ZRIC PAT
ZHIBRTEEX T,

(N =R/
« GitLab EIL 7YX Z—2 RADOELEZERTD (OAV—))
« E)LT7XR—T R (CLI) ADIEL: GitLabZER T

GitLab LI 7 X Z—2 RAQEHZERTS (OAV—I)

LTOATY7#FERALT, RARMNE, OV =)L TGitLab EIL 7Y Z—2 RADERZE/ERL F
9, VPC THRANZELY NTPYTIRBOZEEEEICOVTER., "(A7>a) siRsdsd: EEBHo
ZYRND—OFEELE Amazon VPC B E, #SBLTLSEEL,

® Note

BWE, AV —ILEZ2FERAL TELZEKTDE, JY—2R ARN IC codestar-connections %
FOVY—AQOHNERENET, ARNICERT—EADTL 71V IRAZFEODVY—A%Z
BRI BICIE. CLI, SDK, R CFN ZHEALEXT, MADY—ERTL 7 1Y IR ZERK
DDY—=AR, BlEHEEIDYV—IICRRENET,
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® Note

120 GitLtab EILT7XR—J REAVARN—IILADKRARNZERL., TORARAD 1 DB
Lo GitLab EIL 7YX Z—2 REEBZEETEXT,

ATYT 1. RANEERT S

1.

o & 0N

(24 > 4> L AWS Management Console, T AWS #ROY/N—=Y—=)LO>V—I)zHEE
9 https://console.aws.amazon.com/codesuite/settings/connections.

[Hosts (R A N)]Z 7 T, [Create host ((RANDER)%ERL E£T,

[RARBIC, RANCEATEEMEZEALLET,

T7ONAZ—0EIR, T, GitLab)L7IYR—T R ZBRLE T,

[URL] =, Z7AONAA—DAVAR=ILENTWVWEIA 2V TSARNSIFYOL RRANEA
ALET,

H—/\—7" Amazon VPC RICEREE N TV T, VPC ICE#KT HHFEE. Usea VPC (VPC %
£R) ZBRLE T, ThIUADFE, [NoVPC] ZEBRL T,

(F7°>3>) Amazon VPC TRARNZREIL, VPC ICELT2EHESIE. [VPC 246 H] Zi#IRL
T, A FZ2ETLET,

a. [VPCID]T, VPCID ZiBIRLET, RAMNAVAR=ILENTWVWBIAVTSARNSY
F ¥ (C VPC ZiEiIRTSAH. VPN E£7= (& Direct Connect ZNNLTA VAR AICTI9EA
TZ%VPC Z#2BIRLET,

b. 7ZA4XR—KNVPCZHRELTVWT, FLHARAEEZEFEALTTLS RIEZETITDLSIC
RARZRELTVRESIE, [TLSFAE] ICSIAZID ZADLET, TLSIHAENE (&
SAAEONT VY OF—TT,

[Create host] (FA NDIER) Z&IRLET,

RANDEHHAR—HARRENLES, RANDERICHE > THEARNDAT—RANTILLET,

® Note
RARNRREIC VPC RENBFEFNTVWAREEREK, RAMNZRY ND—=0Q2VKR—FX2 MO
7O azZ> J o Ernr) £9,
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RARNDAT—RANPending (REBH) ICBZ2NDEF >THS, EYRNTYTERETLET, &
MIZOVWTR, "REBEHROFRARNZEY NTY 792, 25BLTLKEEL,

Developer Tools » Hosts » dkhost-f7af82a

Delete | Edit Set up host

host-f7af82a

Host info

host GitLab self-managed @ Pending

Host tags i+ Edit

Key Value
No results

Add tag

ATYVT 2 REBFORANERET S

1. [RARNZEEYRNT Y] ZBIRLET,

2. [host_name DY RTYTIR=IHFRRENET, "BARTIEAN—U0ORH, T,
AOA—TFHIVENET I LAFTOHEED GitLab PAT £3EEL £ T, api

(® Note
PAT Z##ER L THERATEZDREEEENDAKATT,
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Set up myhostgl

Provide personal &cess token

To set up GitLab self-managed, provide your personal access token from GitLab. The personal access token is required

to have the following scoped-down permissions only: api.

o | NG

3. RANNERILEBEENDE, RAMDHMR—IHARTEN, RANDAT—ZAY

Available (EFAT&E) &V E T,
o] [cor ]

glhost-!

Host info

Host name Product Setup status
iglhost GitLab self-managed & Available
Arn Endpoint

Host tags info

A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help

manage and secure your resources or to help track costs.

1 &
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ATYT 3 EREERT B

1. IZH¥ 424> L AWS Management Console, T AWS FROAY/N—Y—=)LO>V—I)zHEE
9 https://console.aws.amazon.com/codesuite/settings/connections,

2. [FRE] ZiBIRL T, RIZ [#E#H] 2 BIRL £9, [Create connection] (1EHDER) ZEIRLE T,

3. Gitlab URI KUADOERZERTZICE, "7ONMHX—0D=FR, T, GitLab EIL 7Y R—
R EZBRLET, BERB]C. FRIZDEHROBMNZEADLRT,

Developer Tools » Connections » Create connection

Create a connection .
Select a provider
Bitbucket GitHulb GitHub Enterprise Server

GitLab 0 GitLab ~.-.-I-'---1.:=-’.[’:J.--J

Connection Settings infe

Connection name

URL

4. [URLIK, H—N—0OIY RERAV REAALET,

5. Amazon VPC TH—N—%EEL. VPC IC#EHRTHHESE. [Use a VPC] (VPC ZfEH) &
Dy oLT, AFZEETLET,

a. [VPCID] T, VPCID BBIRLET, FAMAUARN=ILENTVWRATZARNT D
F ¥ (C VPC ZEIRTBH. VPN E£7=F Direct Connect ZN LU THRARNICTIOLEZATES
VPC ZiBIRLE 9,

b. [H7%YKNID] T, [Add] ZBIRLET, COT7A1—I)LRT, RANZERATZIHTZY K
IDZBRLET, RRX10BOHYTRY NEBIRTEET,
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10.

11.

RARDNAVAR=IENTVWB AV TTSARNTOFYICHTZY NE28IRTSH. VPN
£ /(& Direct Connect ZNLTA VAR =ILENERANCT IV EATERZ Y TZYNE
BIRLET,

c. [Security group IDs] (¥ 217 47 )L—7"ID) T, [Add] GEBM) ZBIRLET, DT 41—
IWRT, RANMIEARATD X1 VT1 LT 2BRLET, FR10BOEFI)F 1
IJIN—TZBRTEET,

RARDFAVARN=ILENTVBRA T SARNSIVF¥IZEFIIT 4TI —T%8RT
%75, VPN F£7=& Direct Connect 2T L TA >V ARN—=IILENERANITIVEATES
FAVFTATIN—TEBRLET,

d. 7ZA4XR—KNVPC ZRELTVWT, FLFARAERFEFEAL T TLSBRIEZETIDLSICHK
ARNZERELTVWSHEE, [TLSFERE] (CRIAEID ZA DL ET, TLSIAREDERE.
AAEONT VY VF—THZIHENHYET,

Gitlab £ 7Y Z—T K EETS EBRUET. ERE NEEEE. Pending (IREH) O R

T—RATRRENET, BELEY—NEBEREOELHKAIC. RANJY—ANERENET,

RARNBICIE, URL YERENET,

REPOEGOERZERLET,

DY A4 R=2 GitLab A"RREnlzs5, BikEmeE£ALOJ1>L, T THAA
1 ZEBRLET,

SRER—DIZ, Gittab PHIV U NCT VAT RO DEGEOERZERTBIX Y E—IHK
TENET,

[EFR] ZBIRLE T,

T7o2OHREHRIVY—IR—JIZRYET, GitLab "EHEOERL T, HILVEEN EES
CRRENET,

Gittab I 7X¥ZX—I R ICEHRTS ZERLET,

BRANAERICERENDE, RUNT—HFRREINE T, BHROFMAEG, BERE]R—JICXK
RENET,

)L 7Y %— R (CLI) A D GitLabZER TS

AWS Command Line Interface ( AWS CLI) ZFERAL T, I 7YX X—2 RE O GitLabR A b & #E#t
ZHERTEET,

Ch&EI{TSIZI. create-host 3 KU create-connection AN RZFEHL £,
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/A Important

AWS CLI £& £ L THER E =324t AWS CloudFormation l&, 7 #J)L KT
PENDINGAT—ARATTY, CLI £zld L nELHZIERL 125 AWS CloudFormation, 12/
V—I)lzERAL TEREZREL. AT—32A%Z ICUEXETAVAILABLE,

AF Y7 1: GitLab L7 IZ—T REOKA N EERT S IZ (CLI)

1.

— X F )L (Linux/macOS/Unix) £k IX > RZ7’O> 7~ (Windows) ZFZ £9, AWS
CLI ZEA L T create-host AY > RZETL ., #EFIC --name. --provider-type, &
Uf --provider-endpointZEELE T, COHITE, Y—RN—F4—7ONAMEZ—RK
GitLabSelfManaged T, I~ RKRA > & my-instance.dev TT,

aws codeconnections create-host --name MyHost --provider-type GitlLabSelfManaged --
provider-endpoint "https://my-instance.dev"

RILBE. COONY REROKSBERAND Amazon) Y —AZ—LA (ARN) 15 Z iR
LET,

"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-Host-28aef605"

CHDFIENE, FARNDAT—2RAIE PENDING IZ7%V) £ T,

V=) Z2EALTHRANDEY NTYTZRETL, RDATYTTHRANDAT—R A%
Available ICB1TLE T,

ATYV7 22 AVY =)L TREFORARNERETSICIE

1.

(244 > 4> AWS Management Console L, TFROAY/N—Y—)LOVV—-I)ZHEE
9 https://console.aws.amazon.com/codesuite/settings/connections,

OAYV—=ILTHRANDEY NTYTHEETL, RANMNDAT—R A% Available ICBITLE
T, REFORANZEY N7 Y792 2SBLTLSEETL,
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AT Y7 3:Gitlab EIL 7 F—T REQELEEERT S IZ1E (CLI)

1. — =)L (Linux/macOS/Unix) £ EIX > RO 7~ (Windows) ZB&Z £9, AWS CLI
Z A L T create-connection N> R&ZZEITL., #E#i--connection-namell --host-arn&
EEELET,

aws codeconnections create-connection --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/MyHost-234EXAMPLE --connection-name MyConnection

BRULIEHEE, COOANY RFEROKS 53 ARN EHRERLET,

{

"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad"
}

2. ROATYZ7TIAVY—LZERALT, REDOEGZRELET,

ATYZ7 402V —)LTGitLtab EIL 7Y ZR—I ROEHRZT T THICE

1. IZHY 4> 42 AWS Management Console L, TFROY/N—=Y—)LO2V—-I)ZzHEZE
9 https://console.aws.amazon.com/codesuite/settings/connections,

2. OAVY—I)%ZFERALT, REPOEBLEEZHREL.,. BHEODAT—X A% Available ICBITL %
To FHMICOVTR, "REFOELEOEH I BSBLTLSESL,

RE R OEROEH

AWS Command Line Interface ( AWS CLI) £ & &t U THER E L i=3E#H: AWS CloudFormation
&, 7 #J)LNT PENDINGAT—RATY, AWSCLI £k &EDEHLEMERL 25 AWS
CloudFormation, >V —I)L&2 AL TEHKEEZEHL., AT—F A% IZUFTAVAILABLE,

(@ Note
REPOEGZEMIDICE, AV ZERTILBEN HYET, AWSCLIZFERAL T
REFOEEZEMTEXRLE A
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AV =Lz TEALTHY—RN—FT 1 —7ONAF—ICHL VERZEMT S & &G, Bl
BEMNITSNIA AN —IZEALT, ¥—RN—=F4—=7ONAEFE OAuth N\ R TA D%
TTITIHRENHYET,

TFROYN=Y—=)LO2V—-)Z2ERALT, REFOELRZTT TEXRT,

EhzexTI2ICE

1.

6.

T AWS ROV /NN—Y =)LV —)L ZB & £ T https://console.aws.amazon.com/codesuite/
settings/connections.

[7E] > [##kt] ZBRLET,

AWS 7HI MNCBEERITONTUVD IR TOEBHEOBINIRTENET,
[Name (B 81)] T. EFTHREPOEFROBRAMNZERLET,

Pending ((REH) AT—R ANEL%1BIR T S &, Update connection (IZEL D EH) A" EMICKE
WETD,

(REHPOEFEOEHZERLET,
[Connect to Bitbucket] (Bitbucket (= ##t) R—= M [Connection name] (E#:R) T, FEHBEHE
wmlLET,

[Bitbucket apps] (Bitboucket 7 ') T, 77U DAV AR—=)LZERTSH. [Install a new app
1FHLWTFPTVZEALAAN=ILTD) ZBIRLTT U RERLET,

Connect to Bitbucket

Bitbucket connection settings info

Connection name

a-connection

Bitbucket apps
Bitbucket apps create a link for your connection with Bitbucket. To start, install a new app and save this connection

Q or Install a new app

T7UDAARN—=)IR—TT, AWS CodeStar 77U A Bitbucket 7H > MCELHLELS &
LTVWBRCERZTRTAYVE—INFRTRENTT, [TIVEAEOHRE] ZBIRLE T,
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dWsSs €

AWS CodeStar requests access

This app is hosted at https://codestar-connections.webhoaks.aws

Read your account information
Read your repositories and their pull requests
Administer your repositories

Read and modify your repositories

Authorize for

Allow AWS CodeStar to do this?
This 3rd party vendor has not provided a privacy policy or terms of use.

Atlassian's Privacy Policy is not applicable to the use of this App.

Grant access e

7. FRAVARN—IOEL ID ARTENET, [Complete connection (EHNTT)] ZiBIRL F
E

Ehz—EXRTID

MRERY—ILI>Y—I)LE & AWS Command Line Interface (AWS CLI) F® list-connections
N RZ2EALT, THOFAOELED) ANZERRTEERT,

BEhiz—EBXRRIS (A>V-)
Ehize —EXRTIDICE

1. https://console.aws.amazon.com/codesuite/settings/connections TFARAY /N—Y =)LV —
NeREXRT,

2. [RRRE] > [#E#x] ZBRLET,
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3. EBHEORE, AT—3A, BLPARN ZRRLET,

Ehe—BXRTID (CLI)

ZFEALTAWSCLI, Y—RN—FT 1 —01—RURDPNIADEHRE—ERRTEEXT,
GitHub Enteprise Server ND#EFHEHZE, RARNDY—RICEEFFSsShEEHEOSES. HAOEES
ICRANARN ZIRL &9,

Ch&EITSICIE, list-connections AV REFEAL XTI,
EHRE—EBEXRRIDICE

. —X 7+ )L (Linux, macOSEzlF Unix) FEIN> RO 7 N (Windows) ZBE ., AWS
CLI ZfEMA L Tlist-connections A¥ > RZETLE T,

aws codeconnections list-connections --provider-type Bitbucket
--max-results 5 --next-token: next-token

COONYRT, LTOHAAERY KT,

{
"Connections": [
{
"ConnectionName": "my-connection",
"ProviderType": "Bitbucket",
"Status": "PENDING",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf",
"OwnerAccountId": "account_id"
1,
{
"ConnectionName": "my-other-connection",
"ProviderType": "Bitbucket",
"Status": "AVAILABLE",
"ARN": "arn:aws:codeconnections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf",
"OwnerAccountId": "account_id"
1,
1,
"NextToken": "next-token"
}
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2 HIBR

FROYN=Y =)LV —=I)LF /& AWS Command Line Interface (AWS CLI) ® delete-
connection AN RZEFEAL T, EHRZHIRTEET,

NeY
- BEfzHIBRTS AV
- EkiZHIBRT S (CLI)

BEEZHKRTS (d>VY—-)
B ZHIBRT 2 ICE

1. https://console.aws.amazon.com/codesuite/settings/connections TFARAY /N—Y =)LV —
NEeREXRT,

[RRE] > [#E#t] 2 BIRLET,

[Connection name (#E#:&B)] T. HIR T2 EHROBZERLET,

[HIBR] ZiBIRL £ 9,

7 14—)LRIZ "deletes, & AHL THEREL . [Delete (HIER)] ZBIRL E£ T,

o bk~ 0N

/A Important
COTI2AVERICRICERTERE A,

Bz HIBRT S (CLI)
AWS Command Line Interface (AWS CLI) ZfEA L TELZHIBRTEET,

Ch%E{T5ICIE. delete-connection AN R&EFEHAL XTI,

/A Important
ONYV RERITITRE, BREBHIRENET, HEOFTATOJRY JARRTRENEE
Ao FTLVWERZERTZERFTEXRTA, Amazon VY —AFX—A (ARN) FBFAZE L
A
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BERZHIRTSICE

X —ZF )L (Linux/macOS/Unix) £ &N RZ’O2 7~ (Windows) ZHE &3, ZFEAL T
delete-connection 1N¥ > R AWS CLI #3£1TL ., HIBRT 2 #EHD ARN ZEELE T,

aws codeconnections delete-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

COOXY REAERLEE A

RV —A
2. AWS UY—XAWS ICEIWE TR NAZLBHETNILTT. & AWS 2T ICIE 2 DDERS
HHYNET,

« %% — (] . CostCenter, Environment, Fl& Project)e FTF—TRF., KXFENIX
FHAXBlENET,

s RTBEERENDAT>a DT 4—)L R (111122223333, Production, F—AZRKE), R
JEEEKITDE, EOXFIEFALAEASEERLUICAYET, RIF—LRAKIC, FTETE
AXFENMNLFENFXBIENET,

CNSBEHRICF—ECEORTEFRENTT,

OAVY—LFEEECLZEALT, VDY—ADRITFHZEZLET,

AWS TR, ROVY—ABATIZET & TD 2 &N TEET CodeConnections,
- B

« [[RAR]

COATYT TR, OBHN—2aUNBEICAARN=ILEhTVWS A, BH/N\—>23 I AWS
CLIEFEcNTWAZEZBIRELTVWET, FHFMICOWVWTIE., "TAWS Command Line Interface
A—H—HA R, O TAWSCLIOA A=), Z2Z5BLTLEETL,

ST ERALTYY—RZHEA, BB, BHFIHEFTHELS, AWS Identity and Access
Management (IAM) RU 2 —DORTZFERAL T, VDY—RAZXTERPEETED 1Y —2FHIHT
EET, ZIR—ADTIVEARIZ—0HICO>VWTIRE, T2T%FHL T AWS CodeConnections
JY—ANDT O tAZ#HHTZD, 25RBLTILEEV,
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FROYN—Y—LaAYY—) I—H—H1 R
N =R

c DY—ROEITHWF (AT Y-=))

« 2J1)Y—Z(CLI

)Y —ZAORTFHF (A V=)L)

V=) &ERLT, KUY —AICXT2EM, EFH, TELEHEHIBRTEET,
(N =Ry

s EHEDY—RIZRTREMTD (V=)

s EHEVDY—R(AVV=I) DRI ERRTD

s EHEDVY—R(AVV=I) DRI ERET D

« EHEDVY—ADNSORITZHIRTS (OAV—))

BRUY—-ACEJzEMTS (OAVV—))

OV ZEALT, BFOBERRLCBRANIEZTZEMLET,

® Note

Enterprise Server 7% £ ® GitHubf AN —JLE&7ONA X —OEFEHZERL, KA
V—AEEREhD &, EERBORTRERICOKBMENE T, ChiCkY), RANEH
LWERTEIATDESR., RANCHEBIICZTZNSTRD N TEERT, RANCEY
ZEMTDICE. ROFIBEICHEWVET,

BlcxJz2BMT3ICE
1. A=Y A A4 LET, TETF—2a 2 NRILH S [Settings (FXE)] ZBIRLET,

2. [Settings] (%) T. [Connections] (###t) Zi&IRL £F, [Connections (EHt)] X 7 ZiBIRL £
ED

3. MEITIEHREZERLEXT, BERREOR—INRRENET,

4. [Connection tags] (E#t X 7)) T. [Edit] ({Rf) Z#IRL £, [Edit Connection tags] (E&H X T O
mE) R—INKRTENET,
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5. [Keyl] 74 —J)LR& [Valuel 74 —JLRIC, BMTRDRITOEY RZEICF—RTEAAL

9, (B 71—ILREFATFT>a>TT, )FAE, [—] Tk, "Projects EAHNLFE
T [fB] =& "ProjectAs EAHBLET,

Edit Connection tags

Connection tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage and
C » your resources or to help track costs.

Key Value - optional

Remove tag

Add tag

6. (X7>av)[xT7z&m =z IYILTITZEBML, ES5ICETZANLET,
7. [EEIZBRLET, TR, BEROREDTICRTENET,

RARNCRTZEBMTSICIE

1. AVV=ILECHA 242 LET, TET—23 2 N\XRILH S [Settings (BRE)] ZBIRLET,
2. [Settings] (%) T. [Connections] (3##t) Z3#IRL £ T, [Hosts] ((KAKN) T &BIRLET,
3. WMETDHRANZEBRLET, RARNBREOR—IHFRRENET,
4

[Host tags] (KA KNZYJ) T, [Edit] ({RfE) ZiBIRL £J, [Hosts Tag] ((RKAKZT) R—I AR
EhET,

5 [Key] 74 —J)LR& [Value] 71 —JLRIZ, BMTDRTOEY NI EIZF—RTZADL
£9, ([B] 71 —=IREAT>3>TT, )BIAEF, [—] Tk, "Projecty EAHALFE
T, [MB] =& "ProjectAs EAHBLET,

Edit Host tags

Host tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to help manage anc
BCLre Y *sources or to help track costs.
Key Value - optional
Remove tag
Add tag
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6. (F7>a)[Addtag] (ZT DEM) ZiERL TITZEML, ESICKANDERTZAALE
¥,

7. [EE]ZBRLET, TR, FAROREDFICRRENKT,

BHRUY-A AV DRTE#RTITD
OA2Y—)LzEALT, BFEOVY—-ADRTERRTEXRT,
BROZTERTIDICE

1 OV Y—LEH A4 LET, FEF— a2V NRILH S [Settings (RE)] ZBRL £ T,

2. [Settings] (%) T. [Connections] (#&#t) ZiBIR L £, [Connections (E#kt)] X7 ZBRL £
C

3. RTNIPEHRZEBRLET, BEEREDR—IHNKRTRENET,

4. [Connection tags] T. [Key] 3l& [Value] BITOEHD R T ERRLET,

RANDRTZ2RTTDICIE

1. AVV=NEZHA 42 LET, TET—23 2 NFRILH S [Settings (FRE)] ZBIRLET,
[Settings] (%E) T. [Connections] (1##:) Z:&IRL £, [Hosts] ((KAKN) X7 &BIRLET,
RTRTBDFRARNZEBIRLET,

[Host tags] T. [Key] 5l & [Value] ITORARND R T ZRRLET,

A w0 D

BHRVY—ZAAAVV-L) OR2TZ2HmETS
OAYY—)IzERALT, VY —ALEMENEZTZRELET,
BROZTEmEITSICIE

1. AVV=NICHA4 2142 LET, TET—2 a2 /)NFKILH S [Settings (FXE)] ZBIRLE T,

2. [Settings] (%) T. [Connections] (1##t) Z3#IR L £ ¥, [Connections ($#t)] X 7 Zi&IRL F
¥,

3. WMEITIERZERLET, BEREFZEOR—IHFRRENET,

4. [Connection tags] (#E#c X J) T. [Edit] (#w%E) Zi#IRL £ 7, [Connection tags] (iEHXT) R—
IHNFRRENET,
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5, [F-]714—)REMEI 74— RIZ, BECRUTET7I—ILROEZEHMLET, HlX

&, Project ¥—MiF A&, [Value] T. ProjectA Z ProjectB ICEELF T,
6. [AfE] ZBRLET,

RANDERTZiwmETHICE

—

V=LA A4 LET, TEF—2 32 /NRILD S [Settings (FRE)] ZBIRLE T,
[Settings] (RXTE) T. [Connections] (1##t) Z3&IRL F£9, [Hosts] (FAR) X7 &BIRLET,
WMEITDRARNZEBIRLET, RAMFEOR—IHNFRRENET,

[Host tags] ((RA KX T) T, [Edit] (fREE) ZiBIRL £, [Hosts Tag] (RKAKRT) R—=IHF KRR
ENET,

5, [F—1714—)IREHE] 714—IRE, BECIRHUTETIA—IROEZEHLET, flA
&, Project ¥F—MF Sk, [Value] T, ProjectA Z ProjectB ICEEL F T,

6. [EfE] ZBIRLET,

B w0 D

BEVY—ANSORTZHIKRTS (A2 Y-))

OA2V—LZERALT, B#RVY—ANSRIZHKRTEET, BENTSNTVWRVY—-AANSXR
TZHKRTDE, TORITNEIBREhET,

BEOZTZHRTDICE

1. AV=NCHAL2A42LET, TET—>23a 2 /NRILH S [Settings (FRE)] ZBIRL T,
2. [Settings] (%) T. [Connections] (3##%) Z&IR L £, [Connections (IEHt)] X 7 ZiBIRL £
¥,
WMETHIERZERLET, BEREFZEOR—IHFRRENET,

4. [Connection tags] (#E#t X ) T. [Edit] (#RfE) Zi#IRL £J, [Connection tags] (IEH X T) R—
DHFRRENET,

5. HIBRTZERIDF—LEDHEICHS [Remove tag] ZIBIRL £,
6. [EfE) ZBIRLET,

RANDERTZHIRT D ICE

1. AVY=NECHAA42LET, TET—23 2 NFKILH S [Settings (FXE)] ZBIRLE T,
2. [Settings] (%) T. [Connections] (3E#kt) ZIBIRL £J, [Hosts] (FAKN) X7 &BIRLET,
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3. WMETAIRANZERLET, RARBREOR—IHFRRENET,

4. [Hosttags] (KA KZY) T, [Edit] ({RE) ZBIRL £9, [Hosts Tag] ((KAKNZT) R—I AR
TNET,

5. HIRTZERIDF—ELEDHEICH S [Remove tag] ZiBIRL £,

6. [%FE) ZEBIRLET,

XJ1)Y—2A (CLI)
CLIZEERAL T, VY —ANDRT &R, BN, EF. FEEHIBRTEET,

NeY

- BHRVY—RICETZEMT S (CLI)

« BV —RACL)DRTEZKRTRTD

« BHRUYV—ACL) DRIV %ZRETD

« BHRUV—RCL)HPS5DORITEHIBRT D

BHEUY—RAICaTEEBNT S (CLI)
ZFEALUTAWSCLI, BHERAOVY—RAIZRTZ2R/TBDENTEXT,

—2HLELEOAVY RS AT, T EBMT DY —AD Amazon )Y —AZ—L (ARN).
BRTEMTZRTNDF—EEEIBEL T tag-resource AN RZERITLET, EHOX T ZEM
TE&ZEXT,

BlcxJz2BMT3ICE

1. DY—ADOARN ZEIELET, Bz —EBEXRT TS [CRENTWSB list-connections IV > R
HEEAL T, EEARNZEEBLET,

2. —ZXFIINFLEGEINY RT AT, tagresource AN RZRITLET,

FlZE, ROOAX REFEALT, BHEIC2DDXRY, Project EVWSBRFNDRTF—IC
ProjectAD R T, LY true EVWD RXT{BReadOnlyZ$iF2 EVSRBIDRTF—%ZRT
FHLET,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf --
tags Key=Project,Value=ProjectA Key=IscontainerBased,Value=true
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KL IEHE, COONY RRIAERLER A,

RANCETZEMTSICE

1. U‘J ADARN ZERBLET, FANZ— T~ ICRENTVS list-hosts AN REFEAL
T, RANARN ZHBLE T,
2. —IFIILFEEFEIOIX RS AT, tagresource AN RERITLET,

Bz, ROAX> RZFEALT, 2 20X, Project EVWSBRBINDRITF—, Project
ProjectA, B&LV true EWD XY fEIscontainerBasedz# D EVWSBH DRI F—TK
ANCETHFFLET,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectA Key=IscontainerBased,Value=true

ﬁkIleszﬁm\ L-@:l?/ I\Lj:ﬂ% l/iﬁ/‘/o

BHRVY—ACL)DRITZRRTS

ZEALTAWSCLI, #HEVY—AD AWS BT ZRTRTEET, RTNMEBMERTLVEWEES,
BENDVANIZEIZEYET, 2FEHAT S list-tags-for-resource AN REFEAL T, BHEFLE
RANCEMENERTZRTLET,

BHEORITERTTDICIE

1. UY—AOARN ZEELET, Eiiz— YD ICRENTVS list-connections 1Y > R
ZFEAL T, BHEARNZEELE T,

2. —ZFIIFELEFEIOAN RS AT, listtags-for-resource AN RERTLET, HlxlE, #

MDRITF—eRZTEO-EZRRITDICE, ROIN RZEALET,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc4slf

COOXRVRE, VDY—ALCHERFSATWAERTZEBELET., COFIE. EHEICKL TR
N2 O200F—ELEORTZRLTVET,
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{
"Tags": [
{
"Key": "Project",
"Value": "ProjectA"
1,
{
"Key": "ReadOnly",
"Value": "true"
}
]
}
RANDERTZ2RTTBICE

1. DY—AOARN ZEELET, RARE—BRT ICREN TV list-hosts AN RZFEAL
T. RANMARN ZHBLE T,

2. —XFIILFELERERIONY RT AT, listtags-for-resource AN RZERITLET, HlAEFE. 7K
ANDETx—ERJEO—EZRRIDICE, AOOAXY REFEALET,

aws codestar-connections list-tags-for-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605

COOANZ RE, VDY—RICBHEFTSNTWVWARRTZRLET, cOFlF. RANIXL TR
END2DODF—EEORTZRLTVET,

{
"Tags": [
{
"Key": "IscontainerBased",
"Value": "true"
.
{
"Key": "Project",
"Value": "ProjectA"
}
]
}
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BHRUY—RACL)DERTZ2HEETS

BFERALTAWSCLI, UDY—ADZRT%RETEETT, BEOF—DEEZZELEY)., HlOF—%
BINTEEY,

B—ZFI)ELRANRTZAT, RTZEFHIBY—AD ARN ZIEEL T, tag-resource ]
N RZEFTL, BEFITRRITF—ERTEZIEELET,

2T ERMETHDE, BETNTLVWEBEVWETF—RBREFEAEIHN, BULF-—THLWVEZF O E DR
IXNTEHENET, edit ANV RTEMENLZHLLVF—EF, FLLF-CLEORTELTEMS
nEd,

BEOZTZmMETDICE

1. DY—ADOARN ZEEBLE T, EHiiz —ERRTD ICRENTWVWS list-connections Y > R
EEAL T, #EEARNZEEBLET,

2. X—ZFI)NELEFIANRFA2T, tagresource AN RZEFTLET,

ZOPITIE, F—0OFE Project A" ProjectB ICEEEhTVET,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@Obc44lf --
tags Key=Project,Value=ProjectB

HIHL TS, COOANY REIMAERLEL A, EHRICEERITSNTVER R T ZHIRTHIC
(&, list-tags-for-resource AN > RZETLE T,

RANDERT ZimETHICE

1. DY—AOARN ZEELET, FARZ—BRR ICRENTWVWS list-hosts AN RZFEAL
T. RANMNARN ZH 8L £ 7,

2. —IFIILNFEEFEIX RS AT, tagresource AN REERITLET,

ZOPITIE, F—0OE Project A" ProjectB ICEEEhTVET,

aws codestar-connections tag-resource --resource-arn arn:aws:codestar-
connections:us-west-2:account_id:host/My-Host-28aef605 --tags
Key=Project,Value=ProjectB
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BRBLEHBE, COOANY REIAEEBRLEEA, RANIBEERTSNTWRZT Z2HERTSIC
l&. list-tags-for-resource AN > RZRTLE T,

BRUY—ACL)PSDORTZHIRT S

ZEALTVY—ANSET AWSCLI ZHIBRTBICE, XOFIRCRHVET, BERTFSATVS
VY—ARSRTZHKRTRIE, TORTHEIRENET,

(® Note

BEEVY—AZHKRTD L, HIRENIEVY—ALSIXNTORTOREENTAHIBRE &
T, BEVY—RAZHIRIDEIC. ZTZHIRITDILERZHY) T A,

—ZFILFELRIOANRSAT, RTZHIBRTDIY—AD ARN LHIRTZRIDRTX—%
IEEL T, untag-resource AN RZEITLET, flIAE, ZTF— Project BRV EDEHET
BEORTZHKBRTSIZEReadOnly, XROIAX Y REFALET,

aws codestar-connections untag-resource --resource-arn arn:aws:codestar-connections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf --tag-
keys Project ReadOnly

ML EHBE., COONY REMERLEBA, VDY—RICBHAEFITSATVWE R T 2HERTSIC
(&, list-tags-for-resource AN RZRTLET, HORK, TXTORINEIBRENEZEEZRLT
WET,

{
"Tags": []
}
BEHROFHEOERR

FROY/N=Y =)LV —=I)LF =& AWS Command Line Interface (AWS CLI) ® get-connection
ONY RZFEALT, EROFHZERTTEXRT, 2HEATSICE AWSCLL, OFFHN—>3a2
AVAR=ILENRTVWE D, BF/N—2IVICAWSCLI EFENTVBDUREN HYET, FMICD
WTIEk. TAWS Command Line Interface 1—H'—H4 Ry ® TAWS CLIOA > AK—)Ls #SHBL
TLKEEL,
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BHReRRITDICE AV

1. https://console.aws.amazon.com/codesuite/settings/connections TFARAOY /N—Y =)LV —
INEeREEXRT,

2. [%X%E]>[Eh] ZBRLET,
3. RATBDEROEICHDRXZEIRL T, [Viewdetails | 22V Y ILET,
4., BEHRICAITDIROBHRNIRTIENET,

- B
 BRO7ONAE—247,
« BRRAT—R A,

- Bt ARN,

- Enterprise Server & £ ® GitHubA/ > AR =)L Z& 7ONA X —AICERNIMERE W IZEE.
EfRICEENS TS NERANER.

- Enterprise Server & £ ® GitHubA > AN —=)LZ& 7ONA X —AICERNIMERE W IZES.
EBHREORANCBEESGFSNEIY RKRA 2 MER.

5. BHEOAT—RAN Pending (IREH) OLEZEILERZTTITDICEK,. REPOEHROEH =18
RUET, FMIZOVTIE, "Update a pending connectiony B L T &V,

Bt ZERTRIBICE (CLI)

. —ZFIIFELEFEIOAN RS A4 2T, get-connection AN RZEEITLET, flx
&, arn:aws:codestar-connections:us-west-2:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f ARN EZFH DEROFMERRTSICE, K
OOAX > RZFEALET,

aws codeconnections get-connection --connection-arn arn:aws:codeconnections:us-
west-2:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc44lf

ONZ RAKI TR E, COON A SERBBRAIRENET,

Bitbucket &t d H 16l -

"Connection": {
"ConnectionName": "MyConnection",
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"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/
cdacd948-EXAMPLE",

"ProviderType": "Bitbucket",

"OwnerAccountId": "account_id",

"ConnectionStatus": "AVAILABLE"

}
}
GitHub ###t 0 H h 4l -
{
"Connection": {
"ConnectionName": "MyGitHubConnection",
"ConnectionArn": "arn:aws:codeconnections:us-west-2:account_id:connection/

ebcd4al3-EXAMPLE",
"ProviderType": "GitHub",
"OwnerAccountId": "account_id",
"ConnectionStatus": "AVAILABLE"

GitHub Enterprise Server #Z&: 0 H H 41 -

{
"Connection": {
"ConnectionName": "MyConnection",
"ConnectionArn": "arn:aws:codeconnections:us-
west-2:account_id:connection/2d178fb9-EXAMPLE",
"ProviderType": "GitHubEnterpriseServer",
"OwnerAccountId": "account_id",
"ConnectionStatus": "PENDING",
"HostArn": "arn:aws:ccodeconnections:us-west-2:account_id:host/sdfsdf-
EXAMPLE"
}
}

RANDEH

A2VARN=IFERTOINAZ—2 A7 (GitHub Enterprise Server 5 &) NDEFEHZERTDICIE, F
9 AWS Management Console Z AL THRANEERLET, FANE, Z7ONAMEF—=HF1V A
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R=ILEhTWRAVTTARNTZIFYERTIEHDICHERTEIIY—ATT, RIZ. TORANERE
ALUTERZERLET, FMICOVTR., "EEOEA) 2ZRBLTSEZL,

BIRE, BEAOKRANEZERLT, 1 27FARNTIOFYERTEHICTONA A —DOH—R/)N—
TA—T7TVEERTERLSICLET, 7ONAME—RATICRULTEKRARNE 1 2ERET, T
O7AONAZ—RATANOITXTOEHRN TORANEEALET,

OAV=)Z2ERALTAARN=ILEHTONAZ—24 7 (GitHub Enterprise Server 7% &) N D&
mEERTd e, AVY—IINFRARNIY—RAZERLET,

ReEY D

« RANZERTS

- REPOKRANZEYRNTYTIS

- RARNZE—ERR

- RANZwRETS

- RANZHIKRTS

« RAMDOFHDORTR

RANEZERT D

AWS Management Console & 7z l& AWS Command Line Interface (AWS CLI) Zf AL T, 127
SARTGIOFFYICAVARN=NENTVBR Y —RN=—FT1—OI—RURDNIUANQOEHRZERTE
£, HlxlE. Amazon EC2 4 > AX > AT Enterprise Server 2R8I LTETLTVD L
L &7 GitHub, GitHub Enterprise Server ND#EHZHER T D RIIC, EHRICEATDHRADNZERK
LET,

AVARN=IEHTOANA T —BORAMNMEED—07O0—OBEICODVWTRE, "THRANEERELE
FEHIAHV—I70—1 2ZRLTSEE L,

HRITDHI:
c (A7°232)VPC 2FEALTHRANZERTEIEERK. XY ND—IFLRRETSAR—KD
STIOR(VPC) ZHSHUBERL TEKUEN BV ET,

c AVABVAEHSHUDERL THEKBEN BN ET, VPCILERTDEERK, R"AN%Z VPC
TEBLTHEKBENHYVET,
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® Note
ZFVPCIE., —EBIC12OFRANCOKBEENITZRENTEET,

7.1'7/3/‘CVPC ZEALTRANEZRETEERT, RANIVY—AAOXY NO—U8 KT VPC
BREOHMICOVWTR., "TGFZ72a)) iRi&Ht BRAOXY ND—JFREF F Amazon VPC
BELI BRT TRARDVPCEREDRZ TN 21—TFT14201 2Z8RLTLEEL,

OV =)Lz ERAL THRANE GitHub Enterprise Server NDEHEZEK T ICIE., T 25HBLT
< 7Z2& L Enterprise Server ##tZEK T % GitHub (A2 Y —J)L ) o AVY—ITHRANIEHE L
=

A2V —)LZ2ERLTHRANE GitLab EILTIR—I RAQERZERTDICE,. "1 283RLT
KEETVEILTIR—I RANQEL GitLabZER TS, AV Y=L THRAREREINET,

(A7 3ar) st BERAOXY NDO—UFREX & Amazon VPC RE

AT ZARNTOFAICRY ND—VERIREENTVWRIFERRE., COEI>a>vEAFYTTE
x9,

RANCZVPC TOXTIVELATERHBER. BITIBHIC. Cho5D VPC ERFCH>TSEE
W

VPC OEH

F723>TVPCZ2FERALTHRANEZERTADCEETEET, AT, 1 AM=ILAICEREL
7= VPC L—F':\L/TL\ _ﬂXEIJt.'; VPC E'#’E/T\bi?o

s NTVYIOHTRYNETZAR—RNGTRYNEEALTNTUY I VPC ZBHATEET, &
ZCIDR7AYIRERYTRY MFBWVWEERE., AWSTHIUY KN ICF7#)LM0O VPC Z#EHA
TEERT,

« T7TAR—=RNVPCHAREENTVWT, FENT VY UFMMBEEZFRAL T TLSRIEEERITIZLD
(Z GitHub Enterprise Server 1 > AR AZBEL TVWAHFEE. RANJY—AD TLSEERHE
ZRMITIBENHYVET,

« BREICE>TERARNERENDE, DT 7Y OB VPC I RIRA >~ (PrivateLink) A" B B
WICERENET, FMICOWTIEE, TAWS CodeConnections &4 X2 —7 T4 AVPC T
>~ RARA > N (AWS PrivateLink ) 1 2B L TLSEE L,
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s EXIUTATIN—TDOFRE
c RANDERFICEAETND X1V TATIL—TICRE, RYRNT—DA4 2 E—TIT4AN

GitHub Enterprise Server 1 VARV AIZEHRTEDRSICTBDA NI RIL=ILETIRN
D RIL—IADNDBETT,

- GitHub Enterprise Server 1 VARV AT RY FENcF 1 VT4 TN —7 (RARMRED
—EBTREW ICEK, BEICE>TERENERY RD—IOA 2 R—TIALAANSDAVINTY
REKOCTIORNNIROT VAN BETT,

« VPCHT7RYKNE, U= HAORBBTRAZEVTA—V—VICFELTVWBRRENHY)
F9, FTRAGEVTFA—=V =2k, HOTFRATEVT A=V =2 TRELEEEDN SV B
FTIEOICESIIEGEATT, EHT7RY MRELIC1 DOTFRAFEVTA—V—2VRICEEN
TVRREANHY, 1 2O TRY MEROY—IC, FENBDERBTEEREA,

VPC EH 7 XY NOBEAFEDOFMIC OV T, Amazon VPC 1—H—HA R @ TIPv4 D VPC
EHTZY RO AAKRES 2SBLTLSEETL,

RANEY N7y 7HICERHETS VPC 1B
RDATY T TEGEADKRARNIY —RAZERTDEEE., LTZ2RETIBEN HYET,

« VPC ID: GitHub Enterprise Server f > AR AWMV AR=ILEhTWBH—/N\—0D VPC, £
(& VPN & 7z {& Direct Connect Z/'L T4 > A h—)L& 1z GitHub Enterprise Server 1 > A X >
AT OEATES VPC D ID,

« 7 %Y N IDIDs : GitHub Enterprise Server 1 > ARV AN A VAR —=I)LEnTWBH—/\—
DY 7T XY MO ID, Eld VPN F & Direct Connect 2/t L TA A KN—)L& h iz GitHub
Enterprise Server 1 VARV AT IO RATEDH TRV KN,

e X2 FT 14— : GitHub Enterprise Server 1 Y ARV ANA VAN =)LehT\WDH—
N—otF21UF14J)—7,. £& VPN £ & Direct Connect 2L TA > A ~h—)JL GitHub
& I /- Enterprise Server 1 Y ARV AT VA TEZDEF1 VT4 TIL—7%

s IVRRAVNH—N—IVRRANEERBLT. RORTY TICEZRET,

VPC £ERBARANEBEORNS TN 1—F 4 0BEOFHMBAICOVTIE., "THRARD VPCEERED S
STINa—FT4200, BBRBLTLEETL,

T O EAFAOEN

RAMERZ7OEAO—RELT, BI1I—H—ICRHL>THXYRD—TDJY—Z AWS
CodeConnections Z4#ERK L. VPC EHEZBZICLET, ChiZlk., FRANHISF—REITY
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AWS CodeConnections $2 7= NDXY NJ—9 4> RZ—T T4 A, PrivateLinkVPC T RRA >
N, FEEARARNDIT 7Y VBATEBICAR N T —REREETZIEOORY ND—D14>
B—TIAANEBENET, CRSORXRYRT—IVY—REERKTEDLDIZTSICK, KAME
ERTAO-NNICROT IV EAFAN B 2BRBLTIKEEV,

ec2:CreateNetworkInterface
ec2:CreateTags
ec2:DescribeDhcpOptions
ec2:DescribeNetworkInterfaces
ec2:DescribeSubnets
ec2:DeleteNetworkInterface
ec2:DescribeVpcs
ec2:CreateVpcEndpoint
ec2:DeleteVpcEndpoints
ec2:DescribeVpcEndpoints

VPCADT VAR TXRLERZARANERO RS TN 1T AV TOFBICOVWTR., "THRALD
VPCRED KT TN a1—FT 120, BBRLTSEEL,

JITT7YIVPCIY RIKRANOEMIZIDOVWTIE, TAWS CodeConnections $ & T4 > X —
7IAAVPC I RAKRA K (AWS PrivateLink ) 4 Z8BLTLEEV,

(N =Ry
s BEHAOKRARNZERTS (OAV—))
« EHEROKRANEERT S (CLI)

BERAORANZERTD (OVY—I)

GitHub Enterprise Server ¥ GitLabtZ)L 7N Z—D RBEDA VAN —IILBAOEHRTIEF. RANZRE
ALT, Y—RN—F1—7ONAE DA AR =ILENTVBRA 2V TZFANTIF YOI KRR
A1 hERLET,

(® Note

BWE, AV —ILEZFERAL TELEZEEKTDE, JY—2R ARN IC codestar-connections %
FOVY—AQOKNERENET, ARNICERY—EADTL714Yv I RAZFEIVY—R%E
ERTBICIE, CLI, SDK, ¥ CFN ZFEALET, MADY—ERTL 71V IO RZER
DY —RAE, BIEHEIY—IIICRRENET,
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VPC THRARNZEY NTYTITRBOEZEREEICOVTR. "I T7IYZR— RADES GitLab%
ER T2 Z2SRBLTLSEETV,

OV =)z ERAL THRANE GitHub Enterprise Server NDEHEEKTZICIE, ") 25HBLT
< 7Z2& WEnterprise Server ##tZ1EK T % GitHub (A V=)L), AV Y—=ITKRARNNERE h
x79,

A2V =)L ERLTHRANE GitLab EILTIYR— RADERZERTDICE,. "1 28RLT
EZVWEILTIZR—T RADEL GitLabZER T D, AV Y —ILTHRARERENET,

@ Note

RABNWE, GitHub Enterprise Server & /zl& GitLab ZIL 7YX RX—J RTF7 AR EIC 1 [HE
DHER L ET, $BED GitHub Enterprise Server £zl GitLabEIL 7YX ZR—2 RTFHT >
MADIXTOELE, BURANEFERALET,

BHERAOKRANEERT S (CLI)

AWS Command Line Interface (AWS CLI) ZEAL T, 41 VAN —ILEhEEGEAOKRA N ZERK
TEEY,

@ Note

RANIE, GitHub Enterprise Server 7P R EIC 1 BOKMERL ET. BED GitHub
Enterprise Server 7HJ 2 RADTXTOERE. BURANZEALET,

RANZEALT, Y—RN—F1—O7ONAEHF A1V AR =ILENTVWBRA 2V TSANTIF ¥
NDIVRRAhZRLET, CLIZFEAL THRANZERTBICIE, create-host TN RZERTT
LET. RAMNDERNFTT TR E, RARNDAT—R AN Pending (IRE ) ICEVET, RIC,
RARNEZREL T, RARNDAT—R AN Available (EFTTEE) ICBITLE T, RANAERATREL
BokS, BREEKTZFIEZETLET.

/A Important

ZBUTHERENIZARAN AWSCLI &, 77 # )L T PendingAT—R AT, CLI TK
ANZERE, QY- THRANEZREL, AT—FA% Available ICLE T,
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OV —=)%zZERAL THRANE GitHub Enterprise Server ND#EfHEEEKTBICIE., ") 25HBLT

< I2& W Enterprise Server ##: # /ERL T2 GitHub (A VY —IL ) o AV Y —ILTHRARNDIERE I
£¥9,

O Y= Z2ERALTHRANE Gitlab EIL7NR—2 RADEGZEKTZICIE. "1 ZZRLT
EZVWEINTIR—T RADEL GitLabZEK T2, AV Y —ILTHRARNERENET,

REBBPORANEZEEY NTYTTD

AWS Command Line Interface (AWS CLI) £7zl& SDK ZFEA L TERE N EEROAT—X A,
77 #)NT Pending IC%& VW EF, AWSCLI F£7i=ld SDK ZFEFA L TEEEMERL £&, O
VI TEGEZREL., AT—R A% Available CEBEL &Y,

FOHRANEERL THBELSYBRENHVYET, FM-CDOVWTIEE, Createahosty ESRBLTLK &
(AN

REBPORARNZLEY NTYTTBICE

RARNEREND E, AT —R AN Pending (REH) IC& V) EF, RANZPending /5
Available ICB1TT5ICIE. ROFIEZETLET, cOTOEARKE, Y—RN—F—=7O/NA
=D\ RIIADEETL, FRAMZAWS #5775 —23a>z288LET,

1. AWS FROYN=Y =IOV V—=I)THRANDAT—R AN [Pending] (REH) IZ&x 2> 1
#%. [Setuphost] (RARZEEY KTV ) Z&RLET,

2. GitLtab EL7XYZ— RAOKARNEZERTDEERE. [EY RTYTIR=—IHFRRTEIE
T, BEAT IV EARN—U 2 ORM] T, GitLabPAT IZ, api EWVSAD—THIEnkT7 o1
AFADOHZEEELET,

3. GitHub Enterprise Server AT 4 U R—=BEDH—RN—F 1 —ODA A M=I)LFX7ONA
A—OOTAR=DTTAVT RN RRENES, THO MNORIEEREFERALTOT 1>
LET,

4, TTIDAAR=ILR—2 O [GitHub App name] (GitHub 777U &) I, RANIZA VA RM—
ILTBTTI)DOEZREADLET, Create GitHub App (GitHub 7 7' MERK) ZiBIRL £,

5. RARNERBICEFENDE, FANDEFHER—IHFIRREN, RARNDAT—ZAN
Available (EAATRE) ([C/x V) £ T,
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@ Host successfully set up

Developer Tools Hosts MyHost-eBb08e2c

MyHost-e8b08e2c

Host info

Host name Product Endpaint Setup status
MyHost GitHubEnterpriseServer https://test @ Available

6. RARNBERATREICK D LERE, BEREOEREHRITTEETET, RKIW/NF—T. [Create
connection] (R EER T 2) ZiBIRL £, [Create a connection] (EktZER T 3) DFIEZE
ETLET,

RARNZE—BERTR

MRERY—ILI>Y—I)LF & AWS Command Line Interface (AWS CLI) F® list-connections
N RZ2EALT, THO FNAOEHED) ANZERRTEERT,

RARNZ—EBRR(QAVV-I)
RARNZ—EBERTITDICE

1. https://console.aws.amazon.com/codesuite/settings/connections TFARAY /N—Y =)LV —
LZ2REFET,

2. [Hosts] ((RAR)ZT&ZBIRLET. RARNDBH, AT—FRA, BT ARN 2R RLET,

RAN%Z—EBERTR (CLI)

ZEALTAWSCLI, 1 AR =)LEATVRY—RN—FT 1 =T ONAFA—EHEDFRANE—&
RIRITEXRY,

ChE{TSICIE, list-hosts AX RZEFEALET,
RARZ—EBERRITBICE

. — X+ )L (Linux, macOSE LI Unix) £EEEIX > RZ7’O2 7~ (Windows) ZFZE . AWS
CLI ZEAL Tlist-hosts N> RZERITLE T,

aws codeconnections list-hosts
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COOXVRT, LTOHANFERY KT,

{
"Hosts": [
{
"Name": "My-Host",
"HostArn": "arn:aws:codeconnections:us-west-2:account_id:host/My-
Host-28aef605",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://my-instance.test.dev",
"Status": "AVAILABLE"
}
]
}
RANZwRETS

Pending A7 —RADKRARNDKRARNREZRMETEER T, RARE, URL, RzlFk VPCRE%Z
WMETEXT,

ELU URL ZEBHOFRANCERATZCLEEFETEEEA,

(@ Note

VPC THRARNZEEY NT7YTITBIBOZBEEEICOVTR., (A 72 32) gliREH: #i
ADXY NJD—UREE=IF Amazon VPC 8REL #SBLTLEE L,

RANEZwRETDICIE

1. https://console.aws.amazon.com/codesuite/settings/connections TFAROY /N—Y =)LV —
NEREXRT,

2. [RRTE] > [#&kx) 2 BIRLUKRT,

3. [Hosts] ((RAKN) X7 #BRLET,

AWS 7HI YV NIEERTSh, BRRUEZAWS U—2 32 THERENERAR KRRENE
ER

4, RANBERETSICIE, [Name] (BHEI) [CHLWMEZADLET
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FAROY N—Y—)LaZ Y- 1—H—Fiq K
RARIVRARA N ERETSICE, [URL] ICFHILWMEZADLET,

KANVPC BEEFETSICIE. [VPCID] ICHL WVEZANLET,

[Edit host] (RA M Z#mE&E) 2 EBIRL E T,

EHENERENRRENE T, [Set up Pending host] ((REHNDRARNNERE) ZiBIRLE T,

5
6.
7.
8

RANZHIRY 2

FROY/N=Y =)LV —=I)LF /=& AWS Command Line Interface (AWS CLI) ® delete-host 1Y
YREFEALT, RAMZHIRTEZET,

NEY D

- RAROQHIBR AV

- RAKNDHIE (CLI

KA NOEIER QY =)
RANEHBRTSICE

1. https://console.aws.amazon.com/codesuite/settings/connections TFAROY /N—Y =)LV —
NeFHEEXRT,

2. [Hosts] ((KARKN) BT ZBIRLET, [Name] (BHl) T, HIRTZDHRANDBHZBIRLET,
3. [HIBR] &ZBIRLF T,
4. 7 14—=)LRIC "deletes EANL THEFRL, [Delete (HIBR)] ZiBIRL £,

/A Important
COTIAVERICRICERTERE A

RANDHIER (CLI)
AWS Command Line Interface (AWS CLI) ZEA L THRANZHIBRTEET,

ChETSICIE, delete-host ANXN Y REFEHALET .
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/A Important

RANZHIBRTDHIC, RANCBEENTSNEIXNTOERZHIRTIZEN BV ET,
ARV RZ2RTIBE, FRANGRIRENET T, BEOAXATOTRY JARRRENEE
Ao

RARNZHIRT DI

X —ZF )L (Linux/macOS/Unix) £ &N RZ’O2 7~ (Windows) ZHE &3, ZFEAL T
delete-host AY¥ > KR AWS CLI Z21TL . HIFRTBHKRAKN®D Amazon )Y —AF—L (ARN) &
BELET,

aws codeconnections delete-host --host-arn "arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605"

COOXY REMERLEE A

RA DN OFEDRTR

FROY/N=Y =)LV —=I)LF/IE AWS Command Line Interface (AWS CLI) ® get-host X >/
ReEALT, RAMOFHHZRRLET,

RANOFHZERRTDICE (A>Y—I)

1.

AWS Management Console (24 24 2 L T, https://console.aws.amazon.com/codesuite/
settings/connections TFAROY/N—=Y =)LV —IILZHAEET,

[FR7E] > [#Ekt] ZBIRL T, RIC[RAR RTZBRLET,

RRTBDERANDEBICHDRR EREIRL T, [View event details | (A R Ml ERT) &9
)y OLET,

RANCETRDROBH/OIRTENET,

° 7]‘7\#%0
s BEOTONAT—2A4T,
« Z7AONABZ N4V ARN=LENTVRALA 2 TFTARNZIFYOLIY RRA KN,
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FRAOYN=Y—=)La>V—=) d1—H—HA R
c RARDEEAT—RR. BHEOER/AIBESDLAKRARNDAT—R AR, Available (£ AT 5E
ICBYET, RANIERENLY, EYRNTYTHFETLEN D LBEERE. RANDAT—
BANBRBDAEEN BYET,

LTOAT—2AANBYNET,

* PENDING - RA K, EREZTL, RANCZZONAE T 7TV ZERLTEY ~TY
TERRTIER TETVET,

« AVIAL-RARNE, EREEY NTYT%2ETL, B TEATEEY,
« ERROR-RARNDERELFIEBFEFHRICIS—HARELEL I,
« VPC_CONFIG_VPC_INITIALIZING - KA KD VPC BEZERFLTT,

« VPC_CONFIG_VPC_FAILED_INITIALIZATION - RA R @ VPC FREN&HEh, ITZ5—4H
RELTRBMUEL £

« VPC_CONFIG_VPC_AVAILABLE - KA KD VPC RERK Y NTYTHAETL., EATEE
T9,

« VPC_CONFIG_VPC_DELETING - KA KN® VPC FREZHIBRHTT,

Developer Tools Hosts MyHost-e8b08e2c

Delete

MyHost-e8b08e2c

Host info
Host name Product Endpoint Setup status
MyHost GitHubEnterpriseServer https://test-instance- (@ Available

1.
dev/ [

5. RANZHIBRT S IZIE. [Delete] (HIBR) Z#IRLE T,

6. RANDAF—RAN Pending (IREH) DFE. LY RFYTERTIHICRARANDREESE
BIRLET, FHMMICOWTIE, Setupapending host (REFDRARNEEY KTV T T2) %S
BLT< &,

RANDEA 147



FROYN=Y—=)La>VY-=) d—H—HAR

RANDFHMZRTTAICE (CLI)
X—ZF )L (Linux, macOS £k Unix) £EEEIX > RO 7N (Windows) ZF &, AWS
CLI ZEAL Tget-hostAN > RZEERITL, FHHllZRTRITDKRAND Amazon )YV —AXR—L4
(ARN) Z EELE T,

aws codeconnections get-host --host-arn arn:aws:codeconnections:us-
west-2:account_id:host/My-Host-28aef605

COOXVRT, LTOHEANFERY KT,

{
"Name": "MyHost",
"Status": "AVAILABLE",
"ProviderType": "GitHubEnterpriseServer",
"ProviderEndpoint": "https://test-instance-1.dev/"
}

V2 OENZIVRS NI OERREZRETS

Tl& AWS CodeConnections, 1##:%Z L T, . Bitbucket Cloud, GitHub Enterprise

Server GitHub, B EDH—RN—FT 1 —URIKNJIZAWS DY —RAZBEHEMITET

GitLab, CFN_STACK_SYNC BHiz A 7' Z2EAT2 &, BHRELEERTEERT. ChiC&LV, &
AWS Git URZ NUOOAY TV ZEFHL T, IEE il AWS resource. AWS CloudFormation
integrates % EHREEHMTEE T, chickY), GtEAHEFEAL T, RPITI V0 hiEURD

NJRADTYTL—RENTA—RTTAIINZEBTELT,

BHEEERL S, ##4 CLI £/ & AWS CloudFormation AV —I)LZFEALTURS NI U D

CRIMREZERTEET,

« DIRSKNVDYT: VRSNV, EHEENASO Gt VIR N EOBENITEERL E
T UDRZSKNUDOICKY), GitEABREEENEGtURSNIAO T Z7AIINANODEEEZTZ
RYIULTCREBPTEET,

- EHRRE: AHREZFERALTCGtURD NI TV EEBL, EEE N AWS UY—R
BEFHLET,

SEMAIC DWW TIE, AWS CodeConnections TAPI U 77 LA, #RBLTLSEEL,
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AWS CloudFormation a>Y —)L&{#H L T AWS CloudFormation A XY 7 DREIERZREZERT S
Fa1—-—NITIIZDOVWTIE., T CloudFormation 1—%—74 4 K1 ®AWS CloudFormation "Git [@
HOFERA) Z22RLTSEZL,

(N =Ry
« DIRORNDVD) O %RBETS
- AHREZFEATS

VRS NDD 2 D% RETS

RSN D&, BHEEAIBO Gt URD N EOBEENFEERLET. URSNUU D%
FHITSE, GtRBEIEEENLEGLtURSNIRNO T Z7AIANOEEEZE_XZJ>TJL, AWS
CloudFormation AZ Y JICRIHTE X,

RSN OQOFMDOWVWTIE., AWS CodeConnections "API U7 7L A #3BLTLKE
=L

Ky

c LIRZKNUVVD%EKTS

c LRDKNUUVOZEHFHTS

« URSKNVUV O Z—BEXRTITD
« URSKNUUOZBIKRTS

« URSKNUUODFEHMERTTD

LR NIIUZD%ERTS

AWS Command Line Interface ( AWS CLI) 0 create-repository-link INX > RZFRHL T, #EfEE
BMIBHABURSNIBOV IV ZERTEET,

URDRNVUZ O ZERTREIIC, BEOH—RN—FT1—7ONAHX—THEBIURD N 2R
LTHLSBENH VY FT GitHub,

LARZKNVUZ VZERTBICE

1. — = 7L (Linux/macOS/Unix) £zEAN> RO 7~ (Windows) Z2B& £9, AWS CLI
ZEHL T create-repository-link AN RZERITLET., BETBHELED ARN, FAIEE ID, &
KPR NIEZIBELE T,
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aws codeconnections create-repository-link --connection-arn
arn:aws:codeconnections:us-east-1:account_id:connection/001f5be2-a661-46a4-
b96b-4d277cac8bbe --owner-id account_id --repository-name MyRepo

2. ZOIONZVRT, LTOHAAERY KT,

"RepositorylLinkInfo": {

"ConnectionArn": "arn:aws:codeconnections:us-east-1:account_id:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",

"OwnerId": "account_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codeconnections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77",

"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"RepositoryName": "MyRepo",

"Tags": []

LRZKNVUOZE#HITS

AWS Command Line Interface ( AWS CLI) ® update-repository-link X > RZFRAL T, EEEh
FEURDRNIUD O ZEHTEERT,

JRDRVUZIDRDBEREEHTELRT,

* --connection-arn
e --owner-id

* --repository-name

RS RNJICEENRFSNTVWBRESEEZZELEVEEIC, VDRDSKNVUOZEHTEET, 5l
NELHGZFERITDICIE, EHGEARN ZI8ETHIHBEN BV ET, EHEARN ZRRITDFIEICOVWT
&, TEGOFMAZERTTS, ZSRBLTLSEEL,

LR RNIIZOZEHITBICE

1. — = F )L (Linux/macOS/Unix) &N RO 7 N (Windows) ZBE£3., ZFEAL T
update-repository-link AN > K AWS CLI ZE1TL, URZNUDVRAICEHITHEZIEEL
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T, fIZE,. UTOONREVARS NI DICHAENTONLEEGEZEHLET,
L WiE#H: ARN & --connection NS X—&XTEELE T,

aws codestar-connections update-repository-link --repository-link-id
6053346T-8a33-4edb-9397-10394b695173 --connection-arn arn:aws:codestar-
connections:us-east-1:account_id:connection/aEXAMPLE-f@55-4843-adef-4ceaefch2167

2. COOXRVRT, LTOHDAEYET,

{
"RepositoryLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-l:account_id:connection/aEXAMPLE-f055-4843-adef-4ceaefcb2167",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkArn": "arn:aws:codestar-connections:us-

east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173"
"RepositorylLinkId": "6@053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"Tags": []

’

YRRV %2 —BERTITS

AWS Command Line Interface ( AWS CLI) @ list-repository-links AN > RZFEAL T, 7HIU b
DIURSKNID O E—BERRTEERT,

URDRNVU 2 —BERTTDICE

1. —X= 7L (Linux/macOS/Unix) £ EAN> RO 7~ (Windows) ZB& £9, AWS CLI
ZEH L T list-repository-links X > REETLET,

aws codeconnections list-repository-links

2. COOXYRT, UTOHIAEYET,

"RepositorylLinks": [

{
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"ConnectionArn": "arn:aws:codestar-connections:us-
east-l:account_id:connection/001f5be2-a661-46a4-b96b-4d277cac8bbe",

"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositoryLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",

"RepositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

VRS RNUDZ D ZHIRT S

AWS Command Line Interface ( AWS CLI) ® delete-repository-link A~ RZFEHAL T, UKRI K~
D) O ZBIBRTEERT,

VRSNV OZBIRTDEIIC, VRS RNIUZOICEENTShI-EHREZ INTHIERT D&
BENfHUET,

/A Important

OV RERFTDHE, LR RUUDIRBEIBREnES, BROZATOTRY A
KRENELA. FLOLLRSNUUDVEERTHCERTEETH,. Amazon UY—2R
%—/4 (ARN) RBRIAE hEL A,

DRI NDD 2 D ZHIBRTSICE

. — X F )L (Linux/macOS/Unix) £ E N> RO 7 N (Windows) ZBE£3, ZFEAL T
delete-repository-link AN~ KR AWS CLI ZE1TL . HIRTBDURZS NIV IO ID ZIEL &
CB

aws codeconnections delete-repository-link --repository-link-id
6053346f-8a33-4edb-9397-10394b695173

COOXY REMAEERLEE A
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VRSNV DODFHMBZERTTS

AWS Command Line Interface ( AWS CLI) ® get-repository-link IX > R&EFEHL T, VR KU
VUDFEMERRTEERT,

URDRNVUZOOFMERTTDICE

1. — =7 )L (Linux/macOS/Unix) £ EAN> RO 7~ (Windows) ZB& £9., AWS CLI
ZEH L T get-repository-link AY > RZERTL, URZKVUZ U ID ZEBELET,

aws codestar-connections get-repository-link --repository-link-id
6053346T-8a33-4edb-9397-10394b695173

2. COOXVRT, UTOHIANEYET,

{
"RepositorylLinkInfo": {
"ConnectionArn": "arn:aws:codestar-connections:us-
east-1:account_id:connection/aEXAMPLE-8aad-4d5d-8878-dfcab@bc441f",
"OwnerId": "owner_id",

"ProviderType": "GitHub",

"RepositorylLinkArn": "arn:aws:codestar-connections:us-
east-1l:account_id:repository-1ink/be8f2017-b016-4a77-87b4-608054F70e77"

"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"RepositoryName": "MyRepo",

"Tags": []

4

EHREZEATS

BHMREICKIY), BEELEURD NI EERNBEENTSONTT, BBREZEMAL TGt URD b
VoA ToYV%EHL, BEEENhEZAWS VY —RAZEFHLET,

BEOFMICOWVWTIE, AWS CodeConnections TAPI U 7 7L A, #BLTLSEEL,

(N =Xy
- EHREZERT S
- EAHREZEHMTS
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- FARRE% YD

- AHBREZHIKRTS
- BHRENFMERTTD

EMREZERT S

AWS Command Line Interface ( AWS CLI) @ create-repository-link I<X > RZFHAL T, #EfEE
HIBABIRSNUBOU IV ZERTEERT,

EHREEZERTRENIC. BHEEY—RN—FTA—QURSKNIVEDOBIZVURI NIV T ZERL
THESBENDYET,

EMREZERTSICE

1. — =)L (Linux/macOS/Unix) £ EIX > RZ77O2 7~ (Windows) ZBZ £9, AWS CLI
Z AL T create-repository-link ANX > RZEITLET, BEHETHELHLD ARN, FIEE ID. &
KPVRSKNIVBEEELET, ROV RIE. AWS CloudFormationlI® 1J Y — A D EH X
A7 2ERALTCRPREEZERLET, £, URDZRNUVROVRSNITSOFERETTA
LEEELET, cOBITE. VUY—AF mystack EVSBEIDARY T,

aws codeconnections create-sync-configuration --branch main --config-file filename
--repository-link-id be8f2017-b016-4a77-87b4-608054f70e77 --resource-name mystack
--role-arn arn:aws:iam::account_id:role/myrole --sync-type CFN_STACK_SYNC

2. COOXRVRT, LTOHDAEYET,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "account_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
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EBHREZEHNTS

AWS Command Line Interface (AWS CLI) ® update-sync-configuration AN > RZFEHAL T, EE
NERBBREEZEMTEXT,

EHREICETIROEREZEHRTEXT,

* --branch

« --config-file

* --repository-link-id
* --resource-name

e --role-arn

EBHREZEHNTSICIE

1. — X)L (Linux/macOS/Unix) £ EEIX > R77O2 7~ (Windows) ZBE &£ 3, ZFAL T
update-sync-configuration AY¥ > K AWS CLI Z1T7L., VY —ABRERERATEEEHICERH
TREEEELET, fl2EF. AOOANY RiE, BHRECEENFTSNhTVWER TS OFEE
--branch NZX—XTEHLET,

aws codeconnections update-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack --branch feature-branch

2. COOXVRT, ATOHIHFIERYET,

"SyncConfiguration": {
"Branch": "feature-branch",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

D2OEnizURD N OREREZRET S 155



FRAY A=Y =TV

Q—H—H1 K

EHREZ —ERTTD

AWS Command Line Interface (AWS CLI) ® list-sync-configurations ® AN > RZFEHAL T, 7HY
ROURDRNID D Z—EBERRTEERT,

URDRNVU 2 —BERTTDICE

1. — =)L (Linux/macOS/Unix) £ E X > RZ77O2 7~ (Windows) ZB& £9, AWS CLI
Z{EA L T list-sync-configurations AN > RZZETL, AHRATEVRI NIV U T ID 7215
ELET,

aws codeconnections list-sync-configurations --repository-link-id
6053346F-8a33-4edb-9397-10394b695173 --sync-type CFN_STACK_SYNC

2. CZOIOXVRT, ATOHANFIEYET,

{
"SyncConfigurations": [
{
"Branch": "main",
"ConfigFile": "filename.yaml",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"RepositoryName": "MyRepo",
"ResourceName": "mystack",
"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"
}
]
}
EHIRREZHIRRT S

AWS Command Line Interface (AWS CLI) ® delete-sync-configuration AN > RZEHAL T, EH
EZHIBRTEET,

=n
ax

JoOENEURY N ORBREERET 5
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/A Important

ONV RZEERITIRE, FAHRERGHBRENET, BEOXATOJTRY VAFRRENE
tA, ILLVEAIHREEZERTDZEEFTEETH, Amazon )Y —AXR—LA (ARN) IEBF|
AEshFzrt A,

AR EZHIBR T 2 (I

. —X= 7L (Linux/macOS/Unix) £ EAN> RO 7~ (Windows) ZB& £9, AWS CLI
ZEH L T delete-sync-configuration Y > RZETL., HIRTHEHBRENRBPRA 7L
V—ABRZEELET,

aws codeconnections delete-sync-configuration --sync-type CFN_STACK_SYNC --
resource-name mystack

COONY REMAERLER A,

EHMREDHFHEZRTTS

kg
[l

AWS Command Line Interface ( AWS CLI) @ get-sync-configuration X > R&EEHAL T, [EHAF
NDFMZRRTEERT,

FMREDHBERTT B

1. X—X7F)L (LinuxmacOS/Unix) £/ AN R7O2 7~ (Windows) ZBZ &9, AWS CLI
ZEH L T get-sync-configuration AY > RZETL, VRS KUV ID ZEBELET,

aws codeconnections get-sync-configuration --sync-type CFN_STACK_SYNC --resource-
name mystack

2. COOAXVRT, UTOHANERYET,

"SyncConfiguration": {
"Branch": "main",
"ConfigFile": "filename",
"OwnerId": "owner_id",
"ProviderType": "GitHub",
"RepositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",
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"RepositoryName": "MyRepo",

"ResourceName": "mystack",

"RoleArn": "arn:aws:iam::account_id:role/myrole",
"SyncType": "CFN_STACK_SYNC"

ZFE AL 7= AWS CodeConnections API J1—)L® 0% 528 AWS CloudTrail

AWS CodeConnections (&, 1—%— AWS CloudTrail, d—JL, £ AWS OH—ERAICL2T
ROTENLETOIAVEZRERIDY—ERATHD LHREETNTVET, IF. BHOITNTO API
O—)LZARMELT CloudTrail #+¥ 7F ¥ LET, FY7FrEnMFOHLICE, BXRED
FY=ILA2V—=ILAhS5ORTHL &, AWS CodeConnections APl AR L —> 3 > AO1— RO
CHULFEgELET,

A ZER T2 S, BAH® CloudTrail 1 X2 Mk E, Amazon Simple Storage Service (Amazon
SHNTY RADARY NOBMEHNBEEEZENCTICENTEXT, AHFERELEVEET
£. CloudTrail A2V —=I)LOA R NEBE THRFAODARRNERRTEXRT, ICR2TREES I
15z A L T CloudTrail, (2L TiThhiz)J U IT AN AWS CodeConnections, U T AKNTD
IP7RLA, UVIAKNE, VDOIANBEEEDOHMEZHEIETEET,

HMIICDOVWTIE., TAWS CloudTraill I—H'—H4 Ry Z28RBLTLEEL,

AWS CodeConnections O1&#R CloudTrail

CloudTrail AWS 7 HJ > KNZ2ERT D E, NTHIVNTEMCBYES, TTITAIETAHER
4 9% & AWS CodeConnections, TN T 7T 14 ET 4 & CloudTrail 1 X2 NBE OED AWS H—
EXAAMRRNEEEIZARNIREBRERENET, AWSTHIVRTRIEDARY NERR, BRE,
AIUO—RTEXT, FMIZOWVWTIE, "AWS CloudTrail I—H¥—HA R, ® "AR NEFE%
2T CloudTrail AIXhDERTR) ZZRLUTLEEV,

DARYRNBE, AWSTHDUDMADAXRY NOMERNZEERICDOVTIE AWS
CodeConnections, SE#FZERL £T, FEFFIC KV CloudTrail . kO 7 7 1 JL%& Amazon S3 /\
TYRNCBRETERT, F7FIINTRE, AV TIAHEERTHDEEIC, AFFINTO
AWS U= aVICHEAEIhET, k. AWSN—FT142a>AOIRNTO) =23 Hh50
AR NZOJICREL, BELE Amazon S3NT Y NMCOT 774 EBELET. E5IC,
CloudTrail DU TIREENIZARY RTF—RZ R YFHHICOHML., ThICESVTITEH TR LS ICM
D AWS H—ERAZRETEET,
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FHMICOVWTIE, TAWS CloudTrail I—%—H4 R OUTOREY VZSRBLTSEETL,

- AEPMERDBIE

» CloudTrail A HR—KFI2H—ERALHEE

« @ Amazon SNS BHI D EEE CloudTrail

« BNV —=232A50 CloudTrail A 774 DZEE
s BEROTHD A S® CloudTrail A 77 A1) DZE

X T D AWS CodeConnections 7 V< 32 F IC&k 2 TOJIZFEER CloudTrail v, AWS
CodeConnections API U7 7L A ICRBEETNTVET, fIZE. . . $KV GetConnection”
>3 aEUHIDeleteConnection& CreateConnection, CIoudTrall AJ77A4IICTY
NUNFERENET,

BARYNEEROJIVNIICRK, #AVIIARNEZERLIEALEVSERISERET, 74T
DTATARERIE, ATZHBITROICRIUIEET:

« DOTARA, L—bhefbn IAMBBEIRHRODEE S ZFEARAL TEFENLD,

s UOIAMO-LNEER7IFL—2320—H—0OT2RZVBEF1) T 1 RABREER
LTThhnlzpr&sh,

« UOIARYBIOAWS H—ERIZK2TIThhilzprESH,

M DWW TIE, CloudTrail userldentity & | #2BL TS EE W,

OJ774ILITRNIJIEDSVT

AEERE. IBEL 2 Amazon S3NT Y MCAR 2O 77A4ILELTEBETEDRSICTEIHRE
T9, CloudTrail O 77 A4I)ICE 1 DQUEOOJ I NIUNFEENETT. IRXRVNIEEDOY —
ANSOBE—QUVIOITARNERL, VDOITARNEWETO>3Y, 7O2a>oBE, DOIARM
FX=RBEICBEITRIEBRFEENET, CloudTral AT 77 AILIENT U Y 2 API =)L DJEF
HFHSNEAZYIRNL—ATRABEWVED, BEDIEFTRRRENELA,

CreateConnection Ml

RXDOFIE, CreateConnectionF79<3>%7R9 CloudTral I MU ZRLTVET,

"EventId": "b4374fde-c544-4d43-b511-7d899568e55a",
"EventName": "CreateConnection",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-09T15:13:46-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-09T23:03:08Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-09T23:13:467",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.create-connection",
"requestParameters": {
"providerType": "GitHub",

"connectionName": "my-connection"
I
"responseElements": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"

iy

ZFEAL -3 API J—)L o O 528 CloudTrail
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"requestID": "57640a88-97b7-481d-9665-cfd79a681379",
"eventID": "b4374fde-c544-4d43-b511-7d899568e55a",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": '"Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}

CreateHost D4

ROPBIE, CreateHost7 o> 32 %KY CloudTral QI MU ZRLTVET,

"EventId": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"EventName": "CreateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:43:06-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

ZFEAL -3 API J—)L o O 528 CloudTrail
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"attributes": {
"creationDate": "2024-01-11T20:09:35Z2",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2024-01-11T20:43:06Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.create-host",
"requestParameters": {
"name": "Demol",
"providerType": "GitHubEnterpriseServer",
"providerEndpoint": "IP"
.
"responseElements": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"requestID": "974459b3-8a04-4cff-9c8f-0c88647831cc",
"eventID": "af4ce349-9f21-43fb-8003-267fbf9b1a93",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

CreateSyncConfiguration Ol

RDOFIE., CreateSyncConfiguration79> 32 %7RY CloudTral QI NJZRLTVE
£

"EventId": "bel397el-eefb-49f0-biee-2708c45e94e7",
"EventName": "CreateSyncConfiguration",
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"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:38:30+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T17:38:30Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "CreateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.create-sync-configuration",
"requestParameters": {
"branch": "master",
"configFile": "filename",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"

ZFEAL -3 API J—)L o O 528 CloudTrail
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1,
"responseElements": {
"syncConfiguration": {

"branch": "main",
"configFile": "filename",
"ownerId": "owner_ID",

"providerType": "GitHub",

"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "mystack",

"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType'": "CFN_STACK_SYNC"

.

"requestID": "bad2f662-3f2a-42c0-b638-6115384896f6",
"eventID": "bel397el-eefb-49f0-b4ee-2708c45e94e7",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

DeleteConnection Ol
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::001919387613:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

.
"eventTime": "2024-01-10T21:00:50Z2",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "DeleteConnection",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64
command/codeconnections.delete-connection",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e05-45cf-b420-b39e389dd264"

},

"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",

"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {

prompt/off

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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{
"EventId": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"EventName": "DeleteHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:56:47-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2024-01-11T20:56:477",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteHost",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.delete-host",
"requestParameters": {

"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "1b244528-143a-4028-b9a4-9479e342bce5",
"eventID": "6018ba5c-6f24-4a30-b201-16ecl19al687a",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
}
}

DeleteSyncConfiguration 0l
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"EventId": "588660c7-3202-4998-a906-7bb72bcf4438",
"EventName": "DeleteSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:41:59+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {

ZFEAL -3 API J—)L o O 528 CloudTrail 167



FRAYN=Y=)LO> V=

Q—H—H1 K

"sessionIssuer": {
Iltypell: IIROlell’
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2024-01-24T17:41:597",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "52.94.133.142",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.delete-sync-configuration",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": null,
"requestID": "221e@blc-a50e-4cf@-ab7d-780154e29c94",
"eventID": "588660c7-3202-4998-3906-7bb72bcf4438",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections

GetConnection Ml

XDBE, GetConnection7 <3 %KY CloudTral O I MU ZRLTVWET,

.aws.dev"
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"EventId": "672837cd-f977-4fe2-95c7-14280b2af76c",
"EventName": "DeleteConnection",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-10T13:00:50-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-10T20:41:16Z",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-10T21:00:50Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "DeleteConnection",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.delete-connection",
"requestParameters": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/df03df74-8e@5-45cf-b420-b39e389dd264"
.
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"responseElements": null,

"requestID": "4f26ceab-d665-41df-9el5-5ed@fbb4ecab",
"eventID": "672837cd-f977-4fe2-95c7-14280b2af76c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "001919387613",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetHost Ml
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"EventId": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"EventName": "GetHost",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:44:34-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:44:34Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetHost",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.137",
"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.get-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/Demol-
EXAMPLE"
.
"responseElements": null,
"requestID": "Qad6lbb6-f88f-4f96-92fe-997f017ec2bb",
"eventID": "faal47e7-fe7c-4ab9-allb-2568a2883c01",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetRepositoryLink @4l
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"EventId": "b46acb67-3612-41c7-8987-adb6c9ed4ads”,
"EventName": "GetRepositorylLink",

"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:59:28+00:00",
"EventSource": "codeconnections.amazonaws.com",
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"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

1,
"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T02:58:527",

"mfaAuthenticated": "false"
}
}
},
"eventTime": "2024-01-24T0Q2:59:287",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorylLink",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off
command/codeconnections.get-repository-link",

"requestParameters": {

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
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"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"

I

"requestID": "d46704dd-dbe9-462f-96a6-022a8d319fd1",
"eventID": "b46acb67-3612-41c7-8987-adb6c9ed4sads”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-ea-1.codeconnections.aws.dev"

GetRepositorySyncStatus 4l
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"EventId": "3el83b74-d8c4-4ad3-9de3-6b5721c522e9",
"EventName": "GetRepositorySyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:41:44+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
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"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2024-01-25T03:41:447",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetRepositorySyncStatus",
"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.138",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-repository-sync-status",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Could not find a sync status for repository
link:6053346f-8a33-4edb-9397-10394b695173",
"requestParameters": {
"branch": "feature-branch",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
I
"responseElements": null,
"requestID": "eO@cee3ee-31e8-4ef5-b749-96cdcabbe36f",
"eventID": "3el1l83b74-d8c4-4ad3-9de3-6b5721c522e9",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetResourceSyncStatus D4l
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"EventId": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"EventName": "GetResourceSyncStatus",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:44:11+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"

}

}
1,
"eventTime": "2024-01-25T0Q3:44:11Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetResourceSyncStatus",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-resource-sync-status",
"requestParameters": {
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
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},

"responseElements": null,

"requestID": "e74b5503-d651-4920-9fd2-0f40fb5681e0",
"eventID": "9c47054e-f6f6-4345-96d0-9a5af3954a8d",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncBlockexrSummary 0 4l
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"EventId": "c16699ba-a788-476d-8c6c-47511d76309e",
"EventName": "GetSyncBlockerSummary",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:03:02+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

ZFEAL -3 API J—)L o O 528 CloudTrail 176


https://docs.aws.amazon.com/codeconnections/latest/APIReference/API_GetSyncBlockerSummary.html

FROYN=Y—=)La>VY-=) I—H—Ha K

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T02:56:55Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-25T03:03:02Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncBlockerSummary",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807 .amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.get-sync-blocker-summary",
"requestParameters": {
"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
I
"responseElements": {
"syncBlockerSummary": {
"resourceName": "mystack",
"latestBlockers": []

I

"requestID": "04240091-eb25-4138-840d-776f8e5375b4",
"eventID": "cl16699ba-a788-476d-8c6c-47511d76309e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

GetSyncConfiguration 0%l
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"EventId": "bab9aal6-4553-4206-alea-88219233dd25",
"EventName": "GetSyncConfiguration",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:40+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-01-24T17:40:40Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "GetSyncConfiguration",

"awsRegion": "us-east-1",

"sourceIPAddress": "52.94.133.142",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int . x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.get-sync-configuration",

"requestParameters": {

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack"
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1,
"responseElements": {
"syncConfiguration": {
"branch": "main",
"configFile": "filename",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"

iy
"requestID": "Q@aa8e43a-6e34-4d8f-89fb-5c2d@1964b35",

"eventID": "bab9aal6-4553-4206-alea-88219233dd25",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListConnections M4l

XOBIE, ListConnections 79> 3> %R CloudTral O I K &ZRLTVWET,

"EventId": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",
"EventName": "ListConnections",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-08T14:11:23-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {
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"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-08T22:11:02Z2",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-08T22:11:237",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListConnections",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/1.18.147 Python/2.7.18
Linux/5.10.201-168.748.amzn2int.x86_64 botocore/1.18.6",

"requestParameters": {

"maxResults": 50

I

"responseElements": null,

"requestID": "5d456d59-3e92-44be-b941-a429df59e90b",

"eventID": "3f8d80fe-fbel-4755-903c-4f58fc8262fa",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

dev"
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"EventId": "f6e9e831-feaf-4adl-ac47-51681109c401",
"EventName": "ListHosts",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T13:00:55-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T21:00:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListHosts",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.list-hosts",
"requestParameters": {
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"maxResults": 50
I
"responseElements": null,
"requestID": "ea87e2cf-6bfl-4cc7-9666-f3fad85d6d83",
"eventID": "f6e9e831-feaf-4adl-ac47-51681109c401",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositoryLinks ® 4l

IROBIE, ListRepositoryLinks 7 2> 3> %KY CloudTral AT M) ZRLTWET,

"EventId": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"EventName": "ListRepositorylLinks",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24TQ1:57:29+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-24T@1:57:292",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorylLinks",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-

cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/

offcommand/codeconnections.list-repository-1links",
"requestParameters": {
"maxResults": 50
.
"responseElements": {
"repositorylLinks": [
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/001f5be2-a661-46a4-b96b-4d277cac8b6e",
"ownerId": "123456789012",
"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-link/be8f2017-b016-4a77-87b4-6080541f70e77",
"repositoryLinkId": "be8f2017-b016-4a77-87b4-608054f70e77",

"repositoryName": "MyGitHubRepo"

.
{
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",

"providerType": "GitHub",
"repositoryLinkArn": "arn:aws:codeconnections:us-

east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",

"repositoryName": "MyGitHubRepo"

iy
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"requestID": "7c8967a9-ecl5-42e9-876b-0ef58681ec55",
"eventID": "4f714bbb-0716-4f6e-9868-9b379b30757f",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": '"Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListRepositorySyncDefinitions @5l

RDOFIE,  ListRepositorySyncDefinitions 7 22 32K 9 CloudTral A T r)ZRLTWE

9o

"EventId": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"EventName": "ListRepositorySyncDefinitions",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T16:56:19+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}I

arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T16:56:197",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListRepositorySyncDefinitions",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-repository-sync-definitions",
"requestParameters": {
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC",
"maxResults": 50
I
"responseElements": {
"repositorySyncDefinitions": []
},
"requestID": "df31d11ld-5dc7-459b-9a8f-396b4769cdd9",
"eventID": "12e52dbb-b@0d-49ad-875a-3efec36e5aal",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListSyncConfigurations 0l

RDOFIE. ListSyncConfigurations 7 2> 3> %R 9 CloudTral QLT KU ZRLTVET,

"EventId": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"EventName": "ListSyncConfigurations",
"ReadOnly": "false",
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"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:42:06+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:557",
"mfaAuthenticated": "false"

},
"eventTime": "2024-01-24T17:42:06Z",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListSyncConfigurations",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.804.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/offcommand/
codeconnections.list-sync-configurations",
"requestParameters": {
"maxResults": 50,
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"syncType": "CFN_STACK_SYNC"
.
"responseElements": {
"syncConfigurations": [
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{

"branch": "feature-branch",

"configFile": "filename.yaml",

"ownerId": "owner",

"providerType": "GitHub",

"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo",

"resourceName": "dkstacksync",

"roleArn": "arn:aws:iam::123456789012:r0le/my-role",
"syncType": "CFN_STACK_SYNC"

},

"requestID": "7dd220b5-fc@f-4023-3aa0@-9555cfe759df",
"eventID": "aa4ae557-ec31-4151-8d21-9e74dd01344c",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

ListTagsForResource 0l

RO, ListTagsForResource7 V23> %&RT CloudTral A T MU ZRLTVWET,

"EventId": "fc501054-d68a-4325-824c-0e34062ef040",
"EventName": "ListTagsForResource",
"ReadOnly": "true",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T17:16:56+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "dMary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {

"type": "AssumedRole",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T16:43:03Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-25T17:16:56Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.list-tags-for-resource",

"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-

east-1:123456789012:connection/9703702f-bebe-41b7-8fc4-8e6d2430a330"

},

"responseElements": null,

"requestID": "994584a3-4807-47f2-bblb-a64f0@af6c250",

"eventID": "fc501054-d68a-4325-824c-0e34062ef040",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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{
"EventId": "b7fbc943-2ddl-4c5b-a5ad-fc6d60a01l1f1",
"EventName": "TagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:22:11-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:357",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2024-01-11T20:22:117",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",
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"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.tag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tags": [
{

"key": "Demol",
"value": "hhvh1l"

I

"responseElements": null,

"requestID": "ba382c33-7124-48c8-a23a-25816ce27604",
"eventID": "b7fbc943-2ddl-4c5b-a5ad-fc6d6@a@llfl”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management",

"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UnTagResource Ol

ROBIE, UntagResource7 7232 %KY CloudTral A T MU ZRLTVWET,

"EventId": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"EventName": "UntagResource",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:31:14-08:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {

"eventVersion": "1.08",

"userIdentity": {

"type": "AssumedRole",
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"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2024-01-11T20:31:142",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UntagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off
command/codeconnections.untag-resource",
"requestParameters": {

"resourceArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/8dcf69d1-3316-4392-ae@9-71e038adb6ed",
"tagKeys": [
"Project",
"ReadOnly"
]

I

"responseElements": null,

"requestID": "@5ef26a4-8c39-4f72-89bf-0c056c51b8d7",
"eventID": "8a85cdee-2586-4679-bel8-eec34204bc7e",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
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}

UpdateHost ® 4

XDBIF, UpdateHost7 U232 %R 9 CloudTral A I MU ZRLTWET,

"Events": [{
"EventId": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"EventName": "UpdateHost",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-11T12:54:32-08:00",

"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",

"Resources": [],

"CloudTrailEvent": "eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-11T20:09:35Z7",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T20:54:327",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateHost",
"awsRegion": "us-east-1",
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"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.13.30 Python/3.11.6 Darwin/23.2.0 exe/x86_64 prompt/off

command/codeconnections.update-host",
"requestParameters": {
"hostArn": "arn:aws:codeconnections:us-east-1:123456789012:host/
Demol-34e70ecb",
"providerEndpoint": "https://54.218.245.167"
I
"responseElements": null,
"requestID": "bl7f46ac-lacb-44ab-a9f5-c35c20233441",
"eventID": "4307cf7d-6d1lc-40d9-a659-1bb41b31a2b6",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateRepositoryLink @4l
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"EventId": "be358c9a-5a8f-467e-8585-2860070be4fe",
"EventName": "UpdateRepositoryLink",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T02:03:24+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major"
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T0Q1:43:497",
"mfaAuthenticated": "false"

}
}

},

"eventTime": "2024-01-24T02:03:24Z",

"eventSource": "codeconnections.amazonaws.com",

"eventName": "UpdateRepositorylLink",

"awsRegion": "us-east-1",

"sourceIPAddress": "IP",

"userAgent": "aws-
cli/2.15.11Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/
offcommand/codeconnections.update-repository-1link",

"requestParameters": {

"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"repositorylLinkId": "6053346f-8a33-4edb-9397-10394b695173"
.
"responseElements": {
"repositorylLinkInfo": {
"connectionArn": "arn:aws:codeconnections:us-
east-1:123456789012:connection/7df263cc-f055-4843-adef-4ceaefcb2167",
"ownerId": "owner",
"providerType": "GitHub",
"repositorylLinkArn": "arn:aws:codeconnections:us-
east-1:123456789012:repository-1ink/6053346f-8a33-4edb-9397-10394b695173",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
"repositoryName": "MyGitHubRepo"
}
.
"additionalEventData": {
"providerAction": "UpdateRepositorylLink"

},

"requestID": "eQleee49-9393-4983-89e4-d1b3353a70d9",

"eventID": "be358c9a-5a8f-467e-8585-2860070be4fe",

"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncBlocker O %l
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"EventId": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"EventName": "UpdateSyncBlocker",
"ReadOnly": "false",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-25T03:01:05+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-25T02:56:557",
"mfaAuthenticated": "false"
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}

}
},
"eventTime": "2024-01-25T03:01:05Z2",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncBlocker",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11 Python/3.11.6
Linux/5.10.205-172.807.amzn2int.x86_64 exe/x86_64.amzn.2 prompt/off command/
codeconnections.update-sync-blocker",
"requestParameters": {

"id": "ID",

"syncType": "CFN_STACK_SYNC",
"resourceName": "mystack",
"resolvedReason": "Reason"

},

"responseElements": null,

"requestID": "eea®3b39-b299-4099-ba55-608480f8d96d",
"eventID": "211d19db-9f71-4d93-bf90-10f9ddefed88",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {
"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"

UpdateSyncConfiguration 04l
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"EventId": "d961c94f-1881-4fe8-83bf-d04cb9f22577",
"EventName": "UpdateSyncConfiguration",
"ReadOnly": "false",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"EventTime": "2024-01-24T17:40:55+00:00",
"EventSource": "codeconnections.amazonaws.com",
"Username": "Mary_Major",
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"Resources": [],
"CloudTrailEvent": {
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-01-24T17:34:55Z7",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2024-01-24T17:40:557",
"eventSource": "codeconnections.amazonaws.com",
"eventName": "UpdateSyncConfiguration",
"awsRegion": "us-east-1",
"sourceIPAddress": "IP",

"userAgent": "aws-cli/2.15.11
Python/3.11.6Linux/5.10.205-172.804.amzn2int.x86_64exe/x86_64.amzn.2prompt/offcommand/
codeconnections.update-sync-configuration",
"requestParameters": {
"branch": "feature-branch",
"resourceName": "mystack",
"syncType": "CFN_STACK_SYNC"
},
"responseElements": {
"syncConfiguration": {

"branch": "feature-branch",
"configFile": "filename",
"ownerId": "owner",

"providerType": "GitHub",
"repositoryLinkId": "6053346f-8a33-4edb-9397-10394b695173",
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"repositoryName": "MyGitHubRepo",
"resourceName": "mystack",
"roleArn": "arn:aws:iam::123456789012:ro0le/my-role",
"syncType": "CFN_STACK_SYNC"
}

.

"requestID": "2ca545ef-4395-4elf-bl4a-2750481161d6",

"eventID": "d961c94f-1881-4fe8-83bf-d04cb9f22577",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "api.us-east-1.codeconnections.aws.dev"
}
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"Statement": [
{
"Sid": "GetConnectionOnly",
"Principal": "*",
"Action": [
"codestar-connections:GetConnection"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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"Statement": [

{
"Effect": "Allow",
"Action": "codestar-connections:UseConnection",
"Resource": "insert connection ARN here"

}
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RS —OER] ZBRLET,

6. H—EAO—)L Attach Permissions (P 7 EAFAOT RY F)R—=JIZRY ., RUZ—U AN
ZEHLT, ERLERUS—ZBIRLET, [RUS—OT7 XY F] ZBRLET,

RANSERAATRESRETEDY) XEA

RARNA Available RETEBZEVE WS XY =AY —ILICRRENDEEF. [Setup
host] ((RARDEY N7V 7)) ZBIRLET,

RANERDBHDATY TICkV, ERENLERANE Pending REEICKRVW ET, RANE
Available REEICBIT IR ICEK, AV VY —ILTHRARNEZEEY RTY T TR ELEEBRIZDMBEND
WVET, FHICOWTEE., "REFORARNZEYRNTY 795, BSRBLTLSEETL,

@ Note
AWS CLI ZEAL TPendinglR AR ZEZY N7 YT TR ERFETEXRE A,

ERIZ—OHBRANOKNT TN 1—FT1427

BEBERD GitHub P77V T—> a2 ZHIREEREETD L, BELCRANIZ—REICEZDT
RMEAHYET, I7—REBORANEEBERZVANITET, RANEZBERTILEN BV &
ED

c T7UD pem F—OEE, TT7VEOEE (HFADERE ) BEDT U2 ICLY, KANE
BETDINTOERNI T REICEY XTI,

BHRONS TN a1—F142Y 205



FROYN=Y—=)La>VY-=) I—H—Ha K

A2V =LK CLIARANELEF Error REDKRAKNCREETZEHEZRTHERF. ROFIE
ZRITIDHBENHIHENHBVET,

« RARUY—RZHIBRL THBERL. RARBRT7UVEZBA VAR —ILLET, HFHICOVWT
. "HRANZEHTS) Z2ZBLTKEZL,

RAMNDOEGRZERTETLEA

BEFERLBIRANZERTZICE. ROXHENBETT,

« IRANE AVAILABLE REETH B HBEN BV T, FMICODVTE, XReZRLTSEEL,
 BREERAMNEBLU U= TERTIHBEN HYET,

RARNDVPCEREDRNT TN a—FT42Y

RARNDY —RAZHERTBEEE, GitHub Enterprise Server 1 Y ARX VAN A VA R=)LEh TV
PAVITZARTIOFYORY ND—DEFEELFE VPCEREZRBEITIMXLEN HYET, RARD
VPC FERHYTRYRNEEZNZ TN 21—TFT1420FBICR. CZICRT VPCEHROFlZSE(C
LTLEEL,

(@ Note

Ot 3> Tk, Amazon VPC R ® GitHub Enterprise Server R A NEREIZEEET S b
STV 1—F 14209 %TVWET, VPC (PrivateLink) DO I 7 7Y OIT RiRA > NEEH
TRRSICHRECNEERICEETDINZ TN 1—FT4271C20VTR,. "1 28RLT
< 72& WEnterprise Server ##ND I 7 7Y 9 VPC I RARA 2 K (PrivateLink) GitHub @
NZTIINa—FT429,

COBITE, XOT7OEA%ZFEAL T, GitHub Enterprise Server 1 > AR A% AV ARN—=ILT
VPC £ H—/NN—%ZKELE T,

1. VPC Z¥ER L £F, FHMICDOWVWTIE, Thttps:/docs.aws.amazon.com/vpc/latest/userguide/
working-with-vpcs.htmli#Create-VPCy 2SR L T &V,

2. VPCIZH 7 %Y NEERT S FHMICDOWTIE, Thitps:/docs.aws.amazon.com/vpc/latest/
userguide/working-with-vpcs.html#AddaSubnets 23 B L T E&E L\,
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#Create-VPC
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#AddaSubnet
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3. VPC TA VARV AZRE TS FMIZDOVWTIE, Mhttps://docs.aws.amazon.com/vpc/latest/
userguide/working-with-vpcs.html#VPC_Launch_Instance; 2B L T &L,

® Note

FVPC &, —EIC 1 DDFRAN (GitHub Enterprise Server 1 > A X > X) I D &K EBER T3
CENTEERT,

ROE &, GitHub Enterprise AMI ZR L TREICNEZEC2 AV AR AZRLTVET,

a Name Instance ID Instance Type -~ Awailability Zone - Instance State Status Ci
@  GitHub Enterprise -0b4441c7242dfdBET m5.xlarge us-gast-2b @ running @ 2/2¢h
Instance: | i-0b4441c7242dfdB67 (GitHub Enterprise)  Elastic IP: IS _ Nl =]

Description Status Checks Monitoring Tags

Instance 1D

i-0b4441e72424d1dB867

Public DNS (IPvd)

east-2. compute. amazonaws. com

Instance state  running IPvd Public P [N
Instance type  mS.xlarge IPvGIPs -
Finding  Opt-in to AWS Campute Optimizer for Elastic IPs NN

recommendations. Learn more

Private DNS i s Availability zone  us-east-2b
east-2.compute.internal
Private IPs [ Security groups  ghe-InstanceSecurityGroup-

Secondary private IPs

Scheduled events

1IEZ3GYA4DVNG. view inbound rules.
view outbound rules
No scheduled events

VPCID  vpc-a04993ch AMIID GitHub Enterprise Server 2.20.9
I
Subnet 1D subnet-75350e0f Platform details  Linux/UNIX
MNetwork interfaces  eth0 Usage operation  Runinstances
1AM role  ghe-ECZInstanceRole- Source/dest. check  True

10OHLRWYXR1RHR

Enterprise Server ###:(- VPC GitHub 2§25 5481k. RANDERERICAVTTARNSIF ¥
CUTZEBETIHEN HYET,

« VPC ID: Enterprise Server 1 VARV AN A VAN =)ILEhTVWBDH—/N—O VPC GitHub, Fi
l& VPN & 7= (& Direct Connect 24T L T4 > A M—JL GitHub& i /= Enterprise Server 1 > A X >
AT OEATES VPC,

« 7 %Y N ID:Enterprise Server IDs f VARV ANA VAR =ILEnhTVWBRH—N—OHT XY
N, F7&F VPN £ =i Direct Connect 241 L T4 > A MN—JL& 1 /= GitHub Enterprise Server A
VABRVAILTOEATEDH T XY M, GitHub

s ¥ 1T 49 )—7": GitHub Enterprise Server 1 Y ARV ANA 2V AR=)LehTWdH—
N—otF21UFT14T)—7, £I& VPN £ & Direct Connect ENLTAVAR—=)LEni-
GitHub Enterprise Server 1 VARV AT VA TEZ X1 UFT1TI—7,
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Launch_Instance
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s IVRRAVNH—N—IVRRAHNEZERBLT. RORATYTICEXFT,

VPC EH 7 XYy NOBEAFEDOFMICDOVWTIE., Amazon VPC 1—H—HA4 R @ TIPv4 D VPC
EHTZY RO AAKRES 2SBLTLSEETL,

N =R

- REBREBOKRANZERBTEELEA

- RIAAESERETRANZERETEEEA

« BE/IARANBELTVT, BEBEZFELELTVET
c RYKND—VAVEB—TIAR%ZHIBRTEEEA

REREDRANZHETEREA

RA NA VPC_CONFIG_FAILEED INTIONALITINATION OIREEICKE - =384, RANBIZERL -
VPC, H7ZxY N, EEBGEF1UTATIN—TI_RBENF HDAEEF B ET,

« VPC, H7xY N, EF2UTATIN—TRF, IXT, RANEZERTZTHIVKNIBELTW
PUBNBYNET,

« HT7ZXYRNEEFIVFA4TIL—T1F, BIRLEVPCIZBELTVWAHRENHET,
c BEENZEHTRY NG, BBB2TRASEVFA =V —2VICEETIDHVEN HYET,
« RARZERTZDI—H—ICIE. RO IAM T IV EAFUANIr HETT,

ec2:CreateNetworkInterface

ec2:CreateTags
ec2:DescribeDhcpOptionsec2:DescribeNetworkInterfaces
ec2:DescribeSubnets

ec2:DeleteNetworkInterface

ec2:DescribeVpcs

ec2:CreateVpcEndpoint

ec2:DeleteVpcEndpoints

ec2:DescribeVpcEndpoints

MATRZRETRANZRBETEREA

7RA N ® CodeConnections 7 77URREZRT T TERVESIE, VPC FREF =& GitHub Enterprise
Server 1 VARV AIEEN H B AREMEN HVET,
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html#vpc-sizing-ipv4
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e N7V Y OFRMEBEEFEAL TVWEWESEK., GtHUb IV EZ—TS5A XMV AR ATHERHE L
STLSHBHEBEZRANCERHIZIMENHVYET, TLSHAAENEE, SEAEONTVY VF—
THD RDENFHVY)ET,

« GitHub 77U —2 3> #ERKTBICIE. GitHub Enterprise Server 1 V ARX > ANEBETH
BPRENFHYVET,

BE/IARARNBELTVT, BEEBEZFLLTVLRT

BEIRARNFUBICEELTWVWT, BEBEL TLWEWEERE., VPC OREZEE I GitHub 7
TIVTr—23>0EENRRTHA AN HVET, ATZFI Y ILTLKEZ L.

s BEAICERUVERANIV—ALLTRYFENEFIUTATIN—THFEEENB D,
GitHub Enterprise Server NDF 7 AN 5<%V EL %=, GitHub Enterprise Server 1 > A X
VAILERTESDEF 2T 14 )L—7 CodeConnections A" BET T,

s DNSH—N—0D IPHFRIELZEEhEL L, ChEERITDICE., FHERAICERLERANY
V—ATEEENTWA VPCICTRYFENTWVWABDHCP A 723> z#FIv I LET, &R
AmazonProvidedDNS A 5 H AR s DNS H—N—ICBEL £5E. £EEHLVAHAZ AL DNS
H—N—0OFEAZRABRL LSS, RAMNBEREBELE<SEDEICEFELTLEE Y, Ch%
BETSICIE, BEORANEZHIBRL TBERL TKEEV, ZhiZKY, HFH O DNS BREAH
F—AIR—AILREFEETIhET,

« XY RNTJ—%2 ACLs ODFREHNZEE ., GitHub Enterprise Server 1 > 75 ARNZOF v HFBES
NTVWBHT XY NAD HTTP BEN T <&V ELE,

« GitHub Enterprise Server - ® CodeConnections 7 7°\) DFRENEEENFEL /=, URLs X771
=LY RNBEDKREZEETDE, 1 AN=)LE N TLB GitHub Enterprise Server 1 > A
RAE BOEGEHNUIEE ©2asEEN & V) £F CodeConnections,

FYRND—=DA42B—TITAAZHIKRTEELEA
FYRND=DA4VE—TIAAZKRETERZVREERE, ROKEEEL TSLEEL,

s K 2PTHERENERY RD—DOA4 2 BZ—T T4 A, RANZHIBRTD EICK > TOAKHIBR
CodeConnections TEXT, I—H—NFHTHIRTD LW TEELA,

s TOEAFAZE>TVRRENHYET,

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface
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Enterprise Server ##:0 > T 77 v 2 VPC I RRA > N (PrivateLink) GitHub ® k
STNZa—F42Y

VPC RETHRANEERT D &, Webhook VPC T RARA > RABENICHERENET,

(@ Note
OtV avFE, VPCO)DIIT 7V IIVRRAVNEFERATDIELSICRREE N
FICEETDNT I 21—FT 14 TR L E 9 PrivateLinko Amazon VPC R ® GitHub
Enterprise Server RARNREICEETEI NI 21—F7420 71220V TRE., "1 Z288BL
TLKEETVWERARMD VPCRERED NS IIN 2 —F12Y,

AVAN=NENET7AONA T =R AT \NOEHREZEHL., H—/N—H VPC ATEREE L TL
DL EEBELEES. FHRAN AWS CodeConnections Z#ERK L. DT 7 7Y VRH® VPC I
>~ RARA > N (PrivateLink) "BEIRNICHERENET., ChiCckY, FANEDIT 7Y I9BHAT
Amazon XY RO —UBHTHE AWS H—ERILARY N TF—REFEETEET, FHHICOWVWT
l&. TAWS CodeConnections 8 RUA X —7 T4 AVPC T RRA > b (AWS PrivateLink ) |
ZSRLTLEZL,

N =Ry
« DIJ7YOVPCIVRRANZHIRTEEEA

VITT7YIOVPCIY RRAV NZHIRTEREBA

AWS CodeConnections l&. RARNDTIIT 7Y IO VPCIVRRAINDTSATHAL UL EEEL
£F9, IVRRAPNZHIRTZHEE., MISTHDHRANIY—AZHIBRL T, HIRTDSLEN HIY)
x99,

c ICE2THERENEDITIT 7Y 9 VPC I RARA > N (PrivateLink) &, RARNZHIBRTB &I
& 2 T D HHlIER CodeConnections TEEXT, FHTHIRT DLW TEEEA,

s TOEAFAZE>TVRRENHYUET,

ec2:DescribeNetworkInterfaces
ec2:DeleteNetworkInterface
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
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2020 £ 11 B 24 BUBIICHERETNERANDO NS TN 2 —F14200

2020 £ 11 A 24 H¥1E. H7RABN% AWS CodeConnections Y N7y 732 &, BINO VPC T
>~ RARA > N (PrivateLink) B R— A RBREENE T, COEFHOBICERL ERARNIDOVTRE,
CORNSTIND2A—F142000>araERLTLSEEV,

MOV Tk, TAWS CodeConnections 8 KU A X —T7 I A AVPC T RKRA 2~ (AWS
PrivateLink ) 1 ZZ8BL T<EZ L\,

(N =Ry

« 2020 £ 11 A 24 BRYWHAEIICHERENERARHY, DI T 7Y JICVPCIV RKRAV B
(PrivateLink) ZfEA L WV

- FIAARESRE (VPCIT— ) DFRARZEBETEFTEA

2020 £ 11 A 24 B&WHEICHERENLERARNS®HY, DI 7 7Y I VPC IV RKRA K
(PrivateLink) ZfEA L L

GitHub Enterprise Server AICTRARNZRETD E, DIT 7V IIV RKRAY M BEENICERS
hET, BT VPCPrivateLink VI 7 7Y VIV RRA VN EFERTDESICHRYEL =, 2020
F£11 824 B&YBICHRARNEZERL., VPC PrivateLink DI 7 7Y 9T RIRA NEFERTZ5
Bk, TTRANEHBRLTHSHFLVARARNEERTDBEN Y ET.

MAEEZRE (VPCIZ— ) ODRARNZRETEXREA

RARNA 2020 FE 11 B 24 BEYEICERENTE Y, KA BND CodeConnections 77’1 —=< 3
Y NTYTERETTEBRWEES, VPC REF £IF GitHub Enterprise Server 4 > AR > AIZH
BENHDUEMEN HYET,

IR =T SAARAY—=—N—A VARV AN GitHub VI T 7Y IDREERY NIT—IOKRT T4V O %
EETEDRSIC GitHub, VPC IZE NAT S — RNV I A (RERTIRNNIRAVBE—RYNT D
LA HFBETY,

GitHub VR N O #EHZZERTE L

RBRE:

GitHub 7R N U A D IE AWS Connector for ZER T 2 =& GitHub, EHZEERTDICE. U
REORNDVICHITDEBFAEEOT VAT UELFEBEOT VAT UNff VETT,
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https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-delete.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/connections-host-create.html
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fBRFAE - GitHub VRS NV OT O EAFALARIICOWTIE, https://docs.github.com/en/free-
pro-team@]atest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-
anorganization ZZ2R L T &\,

GitHub Enterprise Server ##7 77V OFT VL AF I Z2iwET S

2020 £ 12 B 23 HEARIIC GitHub Enterprise Server BO 7 7V —>3a> &4 ARN=)I L EHE
., HBOXN—ICHRAMIERT OV EAHFAZT 7)T5r—23a I E5T32REN BRI EENH
WET, GitHub 77URMBEDEER. UTOFIEICHK > T, RAMDERKICAARN=)LEh
ET77VOT O EAFAZmELET,

@ Note

GitHub Enterprise Server 1 V> ARV ATINSNDATY T ZET L, GitHub 77 UFEH
THRIVENHYET,

1. GitHub Enterprise Server T, 7O77AI)NBEO ROAY AT A7 3o s,
LET,

2. FROY/N—&E ZiBRL, GitHubF7 7)) Z&RLET,

3. F7UD—ET, BRIBDT7TVDEBZEIRL., [Permissions and events] (7 V7 ZAFT & A
RPN BREEEICRRENET,

4. [Organization permissions] (84 ® 7 7 & AFF ) O [Members] (X>//Y—) T. [Access] (7 7t
A) ROY FHAI>H 5 [Read-only] (FedhEYER) Z1BIRLET,

K5
it
Rt
i
P

QOrganization permissions

Members (i)

_ Access: Read-only
Organization members and teams.

Select an access level

Administration (3
anac Mo access

je access to an organization.

~ Read-only

Webhooks @ Read & write

the post-receive hooks for an organization

Plan
@ . Access: No access v
iew srganization’s plan

5. [Addanotetousers] FHTILWITA T NZRE) T, EFOEBEHOHAZEMLE T, EEZ
R7F) ZBRLET,
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https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization
https://docs.github.com/en/free-pro-team@latest/github/setting-up-and-managing-organizations-and-teams/permission-levels-for-an-organization

FRAY =Y =LAV V=)l 1974k
ANDEHZRFICESRTS— . GitHub "RABARELEL ., 757 T Cookie "EX
ICBE2>TVWBCEZERELTLSETV, & THEBOFREEN GitHb 7 7 &2 4
VARN=ILTRIUENFHVY)ET

EifER

GitHub YR N i ZER TS ICE. GitHub #HBOMBEETH 2 HBEN HY ET, HEBOV
RORNITRBEWVWES, I—Y—HFVRDSKNVDOAEETHILEN GV ET. BROEREI BB
DAIBEEUATHZHEE. HBOFMBEENOUIIARNEREN, KOIZ—OLVThAHNRRE
nEXY,

BEANFRELELE, 7TT7HT Cookie FEMICHE>TVBRIEEZERL T EEV
Tzl
BBOFFEER GitHb P77V ZA AR IDBEN HYET

BRFE - HEBROUKRD N DS GitHub, #AEFIEEE GitHub VAR NUADQELGEERT
DRENFHVET, HEBOURDS NUTHRVWEE, I —HNUVRSNUDFBETHIHLEN HY)
£¥9,

IAM RS —TlE, VDY—AQEHEY—ERATLTAVIRAEZEFIZDLEN H D5
EFHYET

2024 £ 3 B 29 BHIC, Y—EADOBHIA AWS CodeStar Connections #*S ICEEEnFEL = AWS
CodeConnections, 2024 £ 5 A 1 BEAE, OV —JLIE) Y —ZA ARN codeconnectionsiZ &
NEGEERLET, MAOY—ERTL74Y R EEHEDVY—RIF, AV —)LICE|EEHE
RRENET, IV —ILZFEALTERENEVY—RAOY—ERATL71Y IR LB F

J codeconnections, #L W SDK/CLI UV —RAlk, UY—AARN O1— R#EfHZFEAL TER
ENET, EREhEVY—-RAICEK, BEWICHLWH—ERT L7141y OANFHShET,

TR, THEREN1D)Y—ATT AWS CodeConnections,

- B
. [RAN]

Lif=h

ARN T codestar-connections ZER L TERc i)Y —AlKX., VY—AARN O#FLWH—EXR
TL74vOR_BBNICBENEEChTEEA, FILWOY—RAEERTDE, EHY—ERADS
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L74vOREHEDIDVY—ANERENET, = L. codestar-connections H—ERATFL 71 v
AZEFEDIDIAMAR) S —E, FILWH—ERATL 740X &FE DY —ATEEELEEA,

BRAE: VI—ADOT IV RAF LR TV ELAFIOBEZLRRIBZICIE. ROT V>3 &ERT
LEXY,

c ILWH—ERATLT7A4YIADIAMRUSL —2EBFHLET, TH5LAHEVE, BazZEERLE
ERLEVY—AFEIAMR) S —%2FRHTEEE A,

« YV —)LE KL CLI/ICDK/ICFN 2L T, ILWH—ERTLT714YIADIY—AEZEHL
x99,

RBEICIHSLUT, RU—RHOTOI3a>y, VDIY—R, BROZKHZEFLET, XTI, MAD
H—ERATLT74YIAD Resource7 1 — )L RIEHRENTVET,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

BEROFIREZSIELTFRCEEFTERTA

THEHEOHIFROS|Z LF&EU VI ANTEET CodeConnections, FMICOVTIE., T#E&HEOD
D=3, BSBLTLES,

BHD I+ —3
ROEIC, FROYNS—Y—=)LOAVY—LTORENT 4 —3 (4R ) ZRLET.

CORDIA—REAWS V=232 CEICERAE N, BIELFB N TEET, BlELTERY
JIANTBICR, Y R—bEVE—OVY—LEFERLET, AWS U—2 3> OERELEE T4
BOA—=RIZDOVWTR, TAWS O —ERI#—%, 2BRLTILEET L,
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https://console.aws.amazon.com/support/v1#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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® Note

M (2T /)AWS U—2 32 ZFEATRHIIC, COU—J3a2Z2BMITRIXREN HYE
T FHMICOVTR, "TU—23> 08t 28BLTEEL,

VY—2A 77 # )L~ DOHIR

AWS THOY RBHI-Y) ODEGORAE 250

COT—7ILDUA—2ZEEEENTHY, BEETEEHA,

JY—A 77 # )L~ DOHIR
BB ORANFH 32 XF

AWS TAHIU KRB IV DRANDRARE 50

VRS NIV T DBREK 100

AWS CloudFormation A& Y JBHIFRENDHZEA 100
wm

VRS NDDZ &1V ODEBREDHR A 100

TS50FHiV) DEHREDHERAK 50

HAI)ANCEMTSIPT7RLA

IP74)NRI) T REETDH, AmazonEC2 f VARV ATHERED IP 7 RLAZHFATHIES
. LTOIPF7RLAZHFAVANCEMLET, ChiZ&kt), GitHub ¥ Bitbucket Z&E D7 O/
’f'}-( /\G)Eﬁb\—lﬁb -&U??o

RORIC, FROAYN=Y—=LO2V-IIOEGHAD IPT7RLA%Z AWS U—I 32 RIIC—BRTR
LEXT,

FA)ANICEMNTSIPFRLA 215


https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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® Note
BN (ZZ /) )—232>088, COV—2a > zFATHEIIC) 23 z28MCTHH
ENXHYET, FHEICOVTR., "TU—232 080ty 2Z8RLTLEEL,

y—ay IP7KRLA

KEFES (4L T>) (us-west-2) 35.160.210.199, 54.71.206.108, 54.71.36.205
KERS (/N — = F4LEh) (us-east-1) 3.216.216.90, 3.216.243.220, 3.217.241.85
BN (7 4 )LS > R) (eu-west-1) 34.242.64.82, 52.18.37.201, 54.77.75.62
KERE (F/\1 7) (us-east-2) 18.217.188.190. 18.218.158.91, 18.220.4.80

TOTIND T 4Y 9 (22 HKR—)L) (ap-south 18.138.171.151, 18.139.22.70, 3.1.157.176
east-1)

TOTINDT 14D (2 RZ—) (ap-south 13.236.59.253, 52.64.166.86, 54.206.1.112
east-2)

TOTIN>T 1Y T (RR) (ap-northeast-1) 52.196.132.231, 54.95.133.227, 18.181.13.91
I—AOv/N(7Z>27)K) (eu-central-1) 18.196.145.164, 3.121.252.59, 52.59.104.195
TOTINDT 1499 (V7)) (ap-northeast-2) 13.125.8.239, 13.209.223.177, 3.37.200.23

TTINT T 499 (L])NA) (ap-south-1) 13.234.199.152, 13.235.29.220, 35.154.
230.124

XK (Y>/N00) (sa-east-1) 18.229.77.26, 54.233.226.52, 54.233.207.69

HhF+Z ($E) (ca-central-1) 15.222.219.210, 35.182.166.138, 99.79.
111.198

I—0Ov /N (O RY) (eu-west-2) 3.9.97.205, 35.177.150.185, 35.177.200.225

KEFES (AtH) 7 F I ZTF) (us-west-1) 52.52.16.175, 52.8.63.87
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https://docs.aws.amazon.com/general/latest/gr/rande-manage.html#rande-manage-enable
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Q—H—H1 K

=3z

B (/N1)) (eu-west-3)

B (AN Y 97R)L L) (eu-north-1)
BM (X3 /) (eu-south-1)

AWS GovCloud ( KEXRZB )

IP7RLA

35.181.127.138, 35.181.145.22, 35.181.
20.200

13.48.66.148, 13.48.8.79, 13.53.78.182
18.102.28.105, 18.102.35.130, 18.102.8.116

18.252.168.157, 18.252.207.77, 18.253.
185.119

FA)ANICEMTSIPFTRLA

217



FROYN=Y—=)La>VY-=) I—H—H4a K

TFROYN=Y=)LaA2V=-)IOo#eEDtEF1 )T

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HELER TS
BOEHGZRBEITLDIIIBEEINLET RV R ERXRYRND—DOTF—FTI0FvHSXIY NEB
5nh&ET,

EFIVFTAE, AWS EIA—H—DETHEETINZERETY, EAHEETI TR, Cchzeo >
ROEFIVFTABRTIZTRAOEFIUTAELTHALTVWET,

c DT7IORDEF1IVFTA —UVFTTVRTAWS H—ERZRITITIDAN 2V TTANTIF v Z2RE
THEFAWS FAWS ICHYETFT, AWS EH, &, Z2ICHEATEZDH—ERALEMHLE
T AWS AT TATAT7OATZLD—IRELT, Y—RN—FT1—0EENEHPHICEF2
DT 1 DEMMEZTANBLUOCRIEL TVET, AWS CodeStar BHS XY ICBBAEThZ VS
SATA7TOT S LADOFEMIZ DOV TIE AWS CodeConnections, AWS " 7’547 A70
TOLILRDRREFANDOT—E A Z5RL TS EET V),

c V7RO EFIVTA —BEHROEFRE. FATD AWS H—ERICKR D TREVET, &
o, BEERE., F—20OKBEME, SHOEH, BRAEThZ ZEPRAELEE, TOMOERICOWVWT
LEBEFZEVET,

CORFIXUBNE, AWS CodeStar BHIE ZFEATHBOEITRETTIOERLLZERTS
D IZ1& I B5F 9 AWS CodeConnections, A TOREY VTR, EF1UTA4 KAV TSAT >
AN B K AWS CodeConnections ZiZK T % -8 ([ AWS CodeStar BHE ZRET D HEZRLE
¥, £/, AWS CodeStar FH & AWS CodeConnections UY—ADEZ R IR RBEIZKILD
o AWS O —ERADOFERBFEICOVTEHBALET,

FROYN=Y—=)LA2V=)LIZETRT—EAOEFI1VTAICO2VTR, UTZ3RBLTKE:E
o

« CodeBuild E¥21 5T«

« CodeCommit 1T 1

« CodeDeploy 117 1

« CodePipeline 21 U F 4

218


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/codebuild/latest/userguide/security.html
https://docs.aws.amazon.com/codecommit/latest/userguide/security.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security.html

FROYN=Y—=)La>VY-=) d—H—HAR
BHROANREEFIVUTFTAICDO2VT
BA, RELEBAIL-ILOR—=5Y NIHTAIS/47LTWBI—H—ICUY—AILCETS

BHRERHLET, ChICEF, VRS NI TV, ELRORAT—FRA, F7O4DAT—2
A MNATZA2VORTBE, FROYN=Y—=)ILOVY—-ACHTRIRBIEENET,

Bz, AZYRNFEEFRTIVVIIANCETEZIX NEEDHS CodeCommit &SIZ, DURD
RUDBHIL—ILEBRETEET, TOBRE., COIL—ILICKELTEEENDBHICIEK, 2010
X RNTSBENTVRI-—RINEENZDHEENHYVET, BRKIC, TEILRZOZSIIVNDOE
H)L—)L #E%E CodeBuild LT, EIROREETI—AORBELFEAREEDHDENTEE
T CcOIL—IICBBELTEABETNDBEAICKEK., ZUTIBERFEENET,

NATZ42 OBHIL—ILZF&TE CodePipeline LT, FEARICETIEREEHDIENTESR
To TOL—IILECRBELTERENIBHCKEK. TORREREIZIAOERHFIEENDBZEN BV
£¥Y, TT7VT5—23>0BMI—)LZF&E CodeDeploy LT, F7O1DEIMERTENT

EET, TOIL—NEBELTEGBENZBHICE, F7O/432—5Y NCBEITRERNFIEEND5
BYBYNET,

BAICEK, ELIROARAT—RA, AXKNOHZDI—RT, F7AMDART—RA, NAT54>20
ARBE, 7OV MNEAOBRFIEENETT, 7OV OEFIVT 1 ZHBRITHDLEHIC,
BHIL=ILOR—=TY N, =Y NEULTEEEN/E Amazon SNS REY JDZEEDIJ AL
OB EEHHICERELTLKESTV, 5812, IXRVNIRBEBLTEGBET NI EAOARE, EBL
BAY—EACHENBMENDE, BOIEENBYET. COZER, BFOBHIL—ILADF
EBUICRETDUEMN DY ET, BAXYE—20ORNBZ2EHNICHERL T, EERNREEEL
NDI1—H—ZBRELTLEEL,

BHIIL-IILTERATEDRARNZATOFRICOVTE, "TBHOHE) E5RLTSEEL,

BHICEENZHHE, IXRVNIEENDEDOHXKICHRIDELSICEBIRTEET, chldk, X—
DY IURMRAATERENETT, cNSDAXR2 NI, Amazon EventBridge & & UF Amazon
CloudWatch Events IZIXfEE NP BHREF D LE<EALUBEHBISENET,

BREOFRAYN=Y—=)LAVV =T —ERE, IRXRVRNTHATEDZEOUNZ, BAIXY 2—
JICARYRBATO—HBELEFEIXNTICETZEHRZEMT S & 2iEBIRT S CodeCommitiF &
FHVET, COBRRBHRIEE. BEDARNZATE2EIL, FEEFEROANRNERATEZHR
TREHICVDTEEMTEER T, [Full (B2)]FHMRA7TE2BIRLT, IXRVNIEITIHERER
(ERATEERSEE ) ZBAICEDDENTEXRT, FMICO VTR, "TFHHlEA47 1 23RBLTL
EE\,

BHORBEEFIUTAIIDOVT 219



FROYN=Y—=)La>VY-=) d—H—HAR

AWS CodeStar B&1 & TOTF— X {=E AWS CodeConnections

BEF AWS HEEF ). AWS CodeStar BHE XY OF—XREICEHAENhET AWS
CodeConnections, CHEFILTHBAETNATVD LRSI, AWSEIXNTO 2#E73350-/V)
AT ZARTOF v 2 RETIEENBYVETAWS VT TR, BEERE., COAMVTTARNTY
FY¥TRANENATVR AT UOVICRTI2ERBEMEBITIEEIN BV ET, £, FHTD AWS
NDH—EADEFIVFTARELEBEBRAVEI Y —0EFREBYET, T—RTTA4A/N>—
DFMCOVTR., "TF—RTFTAN—DEL<HDER, 2SRBLTLKEESTV, BMNTOTF—X
REOFMICOVTRE, AWS X1 UF47OJVICERRENLRESE TAWS EEREEFILE LT
GDPR, ZBEL T EE L,

T—RREOBWT, RIAFEHREZREEL AWS 7HU K. AWS IAM Identity Center F 7z ld AWS
Identity and Access Management (IAM) ZFEAL TELX D 1—H—ZRETRD L ZHEHLET,
COFZEICLEY, ThEADD I TEZRTIDLEHICHAEBEROAN G I —ICHEEhET,
Flh, ROFETT—RZRBEIDEELHEDHLET:

« BT NI NTHERGE (MFA) ZERALE T,
« SSLITLS ZHEALTAWS VY —REBELET, TLS12RFHETHY TLS13FH#HSHTT,
s TAPIEA—H—TIOT4ETAOOTREZREL £T AWS CloudTrail,

« AWSHEES{tYV1—>32E, AOINTOF7ALMNOEFIUT«O NO-ILZERALE
9 AWS O —E A,

« Amazon Macie BENFERBZBNZ— REF1UF 4 H—ERZFEALET, chsik., Amazon
SBICRBETNTVEIERT—2ORHEREBEEIELET,

« ANV RSAVAVE—TIA AT APIAWS 2N LT ICTOEATS EEIC FIPS 140-2 #
AEEKMDEBNED I — )L BEREEE, FIPSTIRRANEFEALET, FATEEL FIPS
TYVRARANOFMIEOVTRE, TEPBEHRUIERE (FIPS) 140-21 ZZRL TS EE L,

BEZRDEX—)ITRLABEDBUELIBBERE., 27, FLEBW 71— /L REEDAH
HERXOTFAN 71— RICBEELBVCEZBLSBEOLET, chidk, J>VY—IL, API,
AWS CodeConnections & =z l& AWS CLI SDK Z £/ L T AWS CodeStar B X Z Dt AWS O
H—ERAZFERITIEEEREEKTT, AWSSDKs BRICERATZ2EHERODTFARNT 1 —JLRY
BTCADLETF—2E, REPEHATICEAETNZEEN BV ET, ABHF—/N—ANDO URL Z
RHIBZIEEE. TOH—N—"AOVIITANZRKRIETH-OORIAEHRZ URLICEDHHEVRSIC
B EBOLET,

F—RRE 220


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

FROYN=Y—=)La>VY-=) I—H—Ha K

AWS CodeStar Notifications & @ Identity and Access
Management AWS CodeConnections

AWS Identity and Access Management (IAM) &, BEEN AWS UV —ANOT IV AZZ£IZH]
BAWS DH—ERX T5DICKID TH, IAMEEEE, #HZRIA (F1>142) L. §#EIZ AWS
CodeStar & & AWS CodeConnections Y —ANFERAZER TS (FTIUVEAFATZ2{5T%) &
HELET, IAMIE, EMEEBELUTAWS O —E A FERATES T,

(® Note
FLOWH—ERTL 74 Y OATHERE NIV —ADTFT U3 3> codeconnections%
FHATEET, HILWH—ERTLT7A4YIARATIY—RAZERTDE, JY—AARN
codeconnectionsT AfEHAENET, codestar-connections Y—EATFL 714 v 9
ADTO2aveED)VY—ARSIEHEFRATEET, IAMARUS—TVY—RZEETDH
. HY—ERATLTAVIRAGII—ADT LT AV IORE—BIBIHBENFHYET,

RNeEY D

- WRE

s PATUTAT A2 FEAL LFRE

s RUS—ZHERLET IV EADER

o« FROYN=Y =IOV —-)LOHEEE IAM & DEHESE

« AWS CodeConnections 7 7 AFAUTZ 7LV A

s FATFUTATAR—ARIZ—04fl

« 2T %&FEAL TAWS CodeConnections JY —AANDT VR %ZHFIfHT 2

« AV TOBHEEROFER

s A—HY—-HNBPDHFAZRRTEDLSICTS

« AWS CodeStar &I & AWS CodeConnections7 A FTATAET IV RADRNZ N1 —F4
>

« AWS CodeStar BHIO Y —ERICU V& hiO-)IDOFEH

« AWS CodeConnections®H—ERICU IV hO—I)LOFEA

« AWS O Y X&—2 R7R) 2 — AWS CodeConnections

DBRVTILAER 221



FROYN—Y—)LavY—)l A—H—FA K
XRE

AWS Identity and Access Management (IAM) ® Fi&ld, AWS CodeStar BAIE TITSEEICK 2T
£71) £9 AWS CodeConnections,

H—E A1 —4H— — AWS CodeStar E&I& AWS CodeConnections H—EAZFERAL T a %
KITITH5E. BEEENSHVELBFIAMBRET VEAFINfr EASNET, €5ICZ< D AWS
CodeStar Jéiﬂé: AWS CodeConnections #gEZFA L THEXEZTSESWE. EMOT IV AFHFH
NREICBDCENHBYVET, TVELADEBRFZZEBHBL TH L, EBEICEHYAFTZD D
IR I\H‘%'B?‘L'C"?il'z*sﬁ‘d'o AWS CodeStar BH & R T OBEEIZT VEATERVEEE AWS
CodeConnections, "J; ZZHL T & VWAWS CodeStar i1 & AWS CodeConnections 7 1 72/
FTATAETIOCADORNS TN 21a—F1429,

H—ERAEEE - A D AWS CodeStar @%1& AWS CodeConnections )Y —AZEHL TV
3545k, BE., AWS CodeStar BHIE NDTIILT VAN H ') F£9F AWS CodeConnections.
H—EAI1—H—HE D AWS CodeStar BZI., AWS CodeConnections #gg, UV —AICT ot
ATRDNZRODODIEEENHETT, TOR, AIMBEEREIZCUIVIANZEELT, ¥—E
AA—H—DEREZZEETILENHYVET, COR—TZOBFEHRERBRL T, IAMOEXRHS %
HELTSEETY, £ T AWS CodeStar BHIE TIAM ZFERA T2 HEOFMIC DOV TIE AWS
CodeConnections, "1 ZZBL LK EEVWFROYN=Y =)LV —)LO#EEL IAM & DEHE
FiEo

IAM EEE - IAM BEEEE, AWS CodeStar BHIE NDT VEAZEBITHIRI—OEREZED
HMICOVTHERTZHBENH Y £9 AWS CodeConnections, IAM T T& % AWS CodeStar
JEHE AWS CodeConnections 7A T T AT AR—ADOR) > —0OflzRRTBICE. "1 25
BLTLKEEWTFATFOTATAR—=AR) T —DHl,

’rT/T'fT'f EEFHL/ c_l:vu\n

FORLE IE, IDRRAEEMAWS ZHEAL T ICH A2 AM2VTDHFETT, LT, IAMI—H—ELT
AWS 7 7]'7/ ROIL—RI—H— REFIAMO—-)IZ5EZFTEEE (ICHA1>42 AWS) &
NPUEBENBHVET,

IDYV—AZNLTREE W EFAFEHREFEALT. 7IFL—FT14YRIDAWS ELT IZHA A
‘/'C‘?—Ei@“o AWS IAM Identity Center ( IAM Identity Center) 1—%'—, @O > > JIYA4 > F>
#28E. Google E /=& Facebook OFFELEHIE., 7T FL—FT1Y RIDOHITYT, 7IFL—FT1Y
RPATFUOTATAELTHA 42254, IAMO—ILZEALT, BIE>TEEEICKY ID
JIFL—23UREENATVET, 7IFL—23 2 AWS 2FALTICT IO EATSDE, B
BENICO-LZ5EZF5EICBYET,

WHRE 222



FAROYN—Y—)La>Y =)L I—H—F1 K
I1—H%—0RA47ICIEU T, AWS Management Console 7zl AWS 7V AR—ZFI)ICH A A
VTEET, AOHA A VOFMICOVTIFAWS, T 1—H—HA R, O TIZHA2A42TFD
FEAWS PTHIORAWS A2 (42 1 ZBRLUTLKEZV,

AWS 7O LT ICT UV E2ATSHBE, (& Software Development Kit (SDK) E N> RT A4 A
VB —7IAA(CL)AWS ZiRRMHL ., RAEHREFAL TV IIANIESTERLET. AWS
YV=)LaFERALEWVEERE., VIITANIBEDPTERIDILENHYET, HEEhDIHEEZFEH
LTVIIANZEDTERIDHEOHEMICOVTE, IAM I—H—FH 4 RO APIAWS DU T A
rOBEESRLTLEEL,

ERTAIFAFEZRDLT. BEMEF 1T BRORMZEVIIARNETIZEEEHVET,
BlZE. AWS Tk, ZERFR (MFA) Z2#ALTT7 A MOEF1 VT zmEEEd L
ZEHEMOLET, FHMEICOVTIE., TAWS IAM Identity Center 1—H'—7i4 Ka @ "Multi-factor
authentication (ZERFEE) SRV TIAM 1—H—FH 4 Ry ® TAWSICE T2 ZEHRFEE (MFA) ©
AL 2ZRLTLEE,

AWS 7AHDOY hOII— I —%—

ZERTDEEFEAWS THIZ KN, FATDRADIXNTO LTI Y—AND AWS OHF—E R
REBTICAEEE D1 DDA ADTATUOTATANSHOET, D IDIEAWS 7HD
ML= RI-—Y—eWEN, PHOVNOERICERBLEEX—ILT RLAENAD—RTHA
JAVIBRETTIEATEERT, BENGBZAVICE, -1 —-Z#ALBEV L Z2E<
HAHLET, LRI —OFRAFHRERZBL, I— I —TULARITTERVRATZR
TIBEEIFEALET, L—RI—H—ELTHA A VTRIHBENHBDIRATIDOTLEBE VAN
C2WTRE, IAMA—Y—=HARD ")l - b I —H—FABBABEBZRZAY ) 25RLTLKEE
W,

IAM 1—H—&5)L—7°

IAM 1—H%—F, B—Q1—HY—FKLE@ET77V5r—>3> ICRUTEEDT IV EAEFT AWS 7HD
ONZEODHNOTATFUOTATATY, ‘J gEThNE, NAD—RPTIOEAF—GEORBANE
RIAEHRERETS IAM 1I—HF—2ERTE2RDYIC, —BRABEREFRAITZI_L2HEHLE

T, 2L, IAMI—HY—TORBNGFRIMERNIVELEBEN I —AT—ANFH358. 77U

EAF—ZO-7T—2320FBZ2BHHLET, FHICOLVTR, AMI—Y¥—HI RO TR

NGB REVEETD I —AT—ANESHICT IV LAF—Z2EPNICO—FT—39%, %
SHBLTLSEETL,

IAM I —7"&, IAMA—H—OKERHZEETEDTATFUTATATT, JIL—T&LTHA24
VIBRERTEFRREA, JIL—TZFEALT, BROI—F—ICHLT-ELCERZEETESE

TATFoTAT42ERL LR 223


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html

FROYN—Y—)LavY—)l A—H—FA K
T, ZHOI—Y—TIN—T"H35E, JIN—T2ERATEH_ETHEROEBNIBRRZICKYET,
FIZIE, IAMAdmins EVWSBRIOT I —72RELT, TOITIL—TICIAM DY —RA%=EBTDE
[REEXDENTEET,

dA—H¥—Fk, O—IIERERYET, I— -1 ADAFEERE1 2077 VT5—23 v Ic—EIC
EERFShETH, O- LB ThEBBETREBEOANEEZSFRELSCAE>TLVET, 1—
H—ICEKENERBORIABERN GV EITH., O—I)TRER—EFNERIEHRNfBHELET, 5
MCOVWTE, FIAM I—H—HA Ry ® TIAM 1—H— (O—)LTlEE<) OERAEL TV DS
&1 BBBLTILEEL,

IAM O—JL

IAM O=)LiE, BEDT IV EAFAAWS THIU N 252 ADTAFUTAT4TY, Chid
IAM 1—H—ICETVWERTH, FEOI—H—ICEBHEEFFshTVWEEA, O—J Z2HVEZXS
AWS Management Console C& T, TIAMO—/)LZ—BWNICE|IEZFR &N TEET, O—JL
ZE|ZEZFBICE, FEEAWSAPIAWS CLI AXRL —2 3> Z2HUOEHTHA, DARXRALURL ZF
ALET, O—-IILZ2FERATRIFEOFMCIOVWTE, "IAMI—Y—HA R, © "IAMO—)LOfE
Bl 2SBRLTLEEW,

IAM O—)L & — Ry R FRAE B R IE . RORRTRIUEEXT:

¢« TIFL—Y3VA—Y—FIEA-TIFL—F4Y RFPAFUTAF7 4 CHEREEY LTS
K. O—LEERLTZOO—LOEREEBLET, JIFL—FTAY KFAFITATA
FBIENDE, TOTAFYFAFARO—LICEERTS N, O—LTERE hTVDHER
ARHEENET, 7IFL—YaVOBMBICOVTE, FIAM I—F—H4 ks 0 TH—K/1—
TA—TAToTAT47ONAFZ—@EFO—=)LDER) Z5RBLTLKEEV, IAMT AT
TATAEZ—%RFEATIHEE, ERBREY NERELET, PTATF T AT A HFRRRRICT D
TATEDEDEH TS =%, IAM Identity Center ik, #ERtEY N%Z IAM O O—)L(ZBEES
T, EREY FOFMAICOVTIE., TAWS IAM Identity Center 1—H'—H 4 Ra @ T#ERt v
ki EBBELTIEE W,

o —KFNEIAM I—H—#R - IAM1—Y—FEO-)IE, BEOZAVICHL TEBROESLD
ERZ-KNICIAMO—I) TS ERFRENTERY,

s VOATADRNT7EA-IAMO-IZEALT, BEZOTAIROVY AT VLAY
Bz, BOTHINOAY BREXTIINIL) CHATEERT, VJORTAIVRT
VEAEENEIZERFERF. O-ILZERATDIETT, LEL., —80O TREAWS O —
EX. (A—LZ70F2ELTEATRIRADYIC) RIS —ZVY—RAICEETRYFTESR
o JOARATAHORNTOEALHEFZO-NLEVY—AR—ADRIZ—DEVIZOVWTE,

TAFYT A7 1 & ERALLRE b


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html

FROYN=Y—=)La>VY-=) I—H—H4a K

FIAM A—H—HA Ry ® "IAMO—=)LE VY —AR—=ANKR) > —EDHIER ) 25HBL TL
EEW,

s VOAAY—EAT7IVtEA ——Z0 &, D OBEAWS D —E R ZFEHALET AWS OH—
ER. fIZEFE, $2T—EATHVHEHLZITSE, BETOH—ERAICL 2T Amazon EC2 T7
TVIr—=3aupfRITENEY), Amazon S3ICA TP I VRN REENLEYLET, Y—ERAT
&, BFTHLITTV I NIILOER, Y—ERO—), EEEY—ERICUIcni-O—-I)L %z &
ALTZhETSHEENFHYET,

c BRETOEAEYT I (FAS)- IAM 1—H—F £ O—-LEEALT TTYI IV ERST
FTBHBJEAWS, I—H—RBTUVI NI ERBENET, —BOY—EREEAT R,
THYAVERFTBHOLT, BOY—ERDBOT IS IV RNIA—EhBEFHYE
¥, FAS i@, ERTHITUSI/NLOFTIEAHTE AWS O —E R, LIV ARNU—L4
H—ERAWS DH—EZAAQUITIARNDOUITIARNEBEEDETERALES, FASUY
TIARGE, H—ERNHEO AWS DH—ER £EEUY—REDPYRY ERTTEHAEN B
BUIIANESHEL LBACOXITONET, COBE. MEDTIIIVERTTH LS
DT I AZTHBETT, FAS USTARNEFSBORUS—OFBIC OV TR, TEET
SEAtEYY A, EBBRLTIKEE W,

c H—ERAO—L - Y—ERFI—H—CRD>TF I IV ERTTHLHICEIEZF5 1AM
O—/LT3F. IAM EEER. IAM WA SH—EAO—LEER. TE, BBRTEET, H
COWTR. IAM I—H—H4 KD TAWS OY—ERICF I L ARTEEETHO—)L O
B BBRLTEEL,

s U—EALCUZI9ENhEO-IL-—EACUZchizO0-)LE, VY IEhy—ER
O—IO—8ETT AWS O —ER, ¥—EAR, I—¥—CRHL>TT7IU>322XTT3
AO—)LZ5ERFAZENTEET, Y—EACU VN0 CRREN AWS 75
VU8, U—EBERALZL>THBEEINE T, IAMEERER, Y—ERALCUYIEnlzO-I)L0D1E
RERFTEXRIN, MEITDELRTEREA,

« Amazon EC2 TEfTENTWATF7 77U r—>a> - IAMO=-)IZERAL T, EC2AVARVA
TETEh, AWSCLI F£EEFEAWSAPIVOVTANETST7UT—23 > 0—BWEFRIIER
EEBTEEXRT, chld, EC2AVAZVARNTOT IV EAF—ORFICHBEIAET, AWS
O—)ILZEC2AVAZRVAIILEIVET, TOIXNTOTTVT—23 > THEATESDRSICTS
Wk, A VARAILTRYFENEA AR ATOA77AINEBERLET, 1V AZATO
T77A4NICRAO—IFEEN, EC2AVARVATRAIEND 7O T LG —BNERIEHRE
BMEBTEERT, FMICOVTE, TIAMI—H—H4 Ry ® "Amazon EC2 4 AR ATELT
EhDT77)5—23 I IAMO— )L EZFERLTERZNET21 ZSRLTSEE L,

TAFT 14574 =ERL R b


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

FROYN=Y—=)La>VY-=) d—H—HAR

IAMO—=)LE IAM A—H¥—QESES5ZFEATHAIC2VTR., FIAM I—H—F4 Ry @ T(IAM
A—HY—TREL)IAMO—ILZVOERLESEVDOAN?) 2FRLTSEE L,

RIS —ZERALET O EANERE

TTOEARZHETSD AWS (2, RUZ—ZERL., AWSID EEREVY—AICTRYFLET,
R —E, PATOTATAFTFERUY—AICEERFSNTVWBREEICT IO EAEFAEZERT
DOATSIONTT, WK, ZTUINIL (A—Y—., I—hI1—Y—, £EFO-ILEv>3aY)
AWS A OTARETOEZIL, ChSNDRUD—AWS ZFHEL ET. R —TOHERICEK
W, DOTARMNHATEhIHDIEBEhIINIRENET, GEAEDRI D —FE JSON RF 1 X
YRNAWS ELTICREENET, JSSONRUS—RFIX NOBEERBOFHMAICOVTIE,
"IAM 1—HY—HA R, ® "USONKRI—BE ) Z5RL TS EEL,

EHEEF AWSISON RIS —%2FERAL T, #AMICTIVEATERZDNZEBETERT, DFY, &
DTVINUFEABIY—RAICEABRRHETT I3V 2RTTERIHEVSZETT,

TF7FILRTRE, I—H—PO-LICHEREHIEEA, IAMEEER, VY—ATHRERZTY
JAVERTIRDEOOHEREZI - —ICNHEITDIAMARI S —2Z2ERKTEET. TOR, EEE
FO—)LICIAMARY > —ZEML, - —RBO—-I)Z5|ER<ENTERT,

IAMRD S —&, ARL—2 32 ORTHEEZRDLT, TO3IVOEREERELET. flx
(&, iam:GetRole 7 V> 3> &FATAIRII—NFHdELET, TORI—ZHFLO>I—YF—
l&. AWS Management Console, . AWS CLIE Ik AWS API A5 O—/LIgHRZEMBTEE T,

TATUTATAR—ADR) S —

TATFTATAR=ARI) =&, IAMI—¥—, I—H—0JI)—7, O-IB&E, FAT>

TATAILTRYFTED JSONERRISZ—RFIAIXINTT, ChoORDZ—R, I—H—

EO-LHFRITTERT Va2, VDY—R, L0422 NO—-ILET, FTATFUTATA
R—=ADRD) D —ZERK TR FECODVWTE, IAMIA—H¥—HA4 RO "IAM AR > —0ERL 25

BLTSEZL,

TATUTATAR—ARIY =, 8 ICAVTFAVR)—FKEFIZ—I RRVZ—ICHET
EERT AVTAVRID—R, B—0d1—%—, JI—7, EGO-ILICEREHATATLE
T, BEERVI—F., AOBEHOI—Y—, JI—7, O—ILICTEYFTERZAR RTOVR
=TT AWS THIY ho EEBRUD—ICIE., AWS EEBRV I —ENARN—EBRIZ—H
BENET, NR—PRRUI—FERAVFAVRII—OVThAZBRTZHELCOVTE,
FIAMA—H—HA Ry O "XR—IRRV—AFAVRI—OHR, 25RLTKEE
W,

RIS —ZFERLETIEANER 226


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline

FROYN=Y—=)La>VY-=) I—H—Ha K

FRAY N—Y—LI>Y— L OBEE 1AM & OEHS

IAM ZFEAL TFROYN=Y =IOV = OHEANDT VL AZEBEITDEIIC., £D IAM HEEE
BERATEDIHNEBBIDISNEN HYVET, BAXZTOMD AWS OH—E AN IAM EEETZH
EOBMEZEEITSICEK. "IAMI—H—HA R, O "TIAMAWS &EETS OY—E A, 258U
TLEEL,

NeEY D

s FROYN=Y=)LAVV=ILICEGRIBHAOTATUVTATAR—ADRI S —
« AWS CodeStar %1 & AWS CodeConnections J Y —AXR—ADRI > —

-« BTICEI<HEA

- IAM O—)L

FROYN=Y—=)LAVYV=)LICEFZBHAOT AT TATAR—ADOR) S —

IAM 7 A FoTATAR—ADRI) D —Tlk, FAXRLERFERTDT7o23a>vEVVI—A, TV
DAVEFUERLEFERTIRHEBETEE T, AWS CodeStar BHIE &, BENT V>3,
)Y —A, BLUVEMHF— AWS CodeConnections Z2HR—KLFET, JSSONKRUS—THEATZT
XNTOEZXEIZODVTR., TIAMI—H%—HA R, O "IAMJUSON RS —TL XKD T 7L
2 EBBLTEE W,

Torar

EEEE AWSISON RUS —Z2FEAL T, #HFMFAICT I EATEDAZEETERT, 2K, &
DTVINAIBFEABIY—RAILEABRRHETT V3V 2RTTERZHEVS LTI,

JSON ;RU S —DActionBEICE, RU—RNOT I LAZHFAIEEIFEETHEHICERATES
ToTavhaRREhEd, RUI—FU>a>0BakBEE. BEMNSITSNhE AWS APl AL —
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"Action": "codestar-notifications:List*"

AWS CodeStar Notifications APl 72 3V ICIRUTHAEENE T,

* CreateNotificationRule

« DeleteNotificationRule

* DeleteTarget

* DescribeNotificationRule
 ListEventTypes

* ListNotificationRules

* ListTagsForResource

* ListTargets
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* Subscribe
 TagResource

* Unsubscribe

* UntagResource

* UpdateNotificationRule
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* CreateConnection

* DeleteConnection

* GetConnection
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* ListTagsForResource
 TagResource

* UntagResource
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codeconnections:CreateConnection
codeconnections:DeleteConnection
codeconnections:GetConnection
codeconnections:ListConnections
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CreateConnection
F < 3> :codeconnections:CreateConnection
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1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
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DeleteConnection

T < 3>:codeconnections:DeleteConnection
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CLIEREREO Y- zERAL TERZHIBRTDEHICHETT,

I)Y) —A:arn:aws:codeconnections:region:account-id:connection/connection-
id

GetConnection
72 < 3a2:codeconnections:GetConnection
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codeconnections:CreateHost
codeconnections:DeleteHost
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CreateHost
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DeleteHost
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ListHosts
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1)V —R:arn:aws:codeconnections:region:account-id:host/host-id
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codeconnections:GetConnection
codeconnections:ListConnections
codeconnections:UseConnection
codeconnections:ListInstallationTargets
codeconnections:GetInstallationUrl
codeconnections:StartOAuthHandshake
codeconnections:UpdateConnectionInstallation
codeconnections:GetIndividualAccessToken
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StartOAuthHandshake

F < 3>:codeconnections:StartOAuthHandshake
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id

ChEDARL—>32 TR, ROFHF—HFHYR—RELET,

roay

codeconnections
alAccessToken

codeconnections
tionUrl

codeconnections
ationTargets

codeconnections
andshake

codeconnections

:GetIndividu

:GetInstalla

:ListInstall

:StartOAuthH

:UpdateConne

ctionInstallation

RARNREDT 7 LAFH

SbEE—

codeconnections

codeconnections

ZEB% L

codeconnections

codeconnections

:ProviderType

:ProviderType

:ProviderType

:InstallationId

OV - TERZEBIDLSCEEEA OG- —EF. OAVY—ILTERKANZLY
NT7YTIR2OICBERT IV EAHRAANBETT, ChiZlk, 7AONAME—ANDONRIITAID
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AAERARNTTIOA VAR —IAFBENET, LRROFANOT IV EAFAICMAT, ROT Y
TAFAZFEALET,

TV R—ADKRANBERERITIRELZIC, RO IAM ARL =232 Y - THEAEh
£ 9, RegisterAppCode & KT StartAppRegistrationHandshake I& IAMRUS—DOT U+
AFFAITY, API7923>TRRBYERA,

codeconnections:RegisterAppCode
codeconnections:StartAppRegistrationHandshake

ChIZETE, UTOT7VEAFTZFEAL T, VYV —ILTHRANEBEETDER (1AM
WEZTOANA T =247 E) 2R, R, EH. TLEHIRLET,

codeconnections:
codeconnections:
codeconnections:
codeconnections:

codeconnections
codeconnections

codeconnections:
codeconnections:
codeconnections:
codeconnections:
codeconnections:

codeconnections

CreateConnection
DeleteConnection
GetConnection
ListConnections

:UseConnection
:ListInstallationTargets

GetInstallationUrl
StartOAuthHandshake
UpdateConnectionInstallation
GetIndividualAccessToken
RegisterAppCode

:StartAppRegistrationHandshake

AWS CodeConnections RKAREY NP YT ZRT IR LODOT VI VIIRBERT 7 AFT
RegisterAppCode
7> 3Z:.codeconnections:RegisterAppCode

A= )ZEALTHRANDEY NTYTZRTIRDEOICHETT, CchiFERES IAM AR
S—=OTVEAFATHY ., APIT7o23a>TReHYEEA,

1)V —RX:arn:aws:codeconnections:region:account-id:host/host-id

StartAppRegistrationHandshake

7 < 32:codeconnections:StartAppRegistrationHandshake

AWS CodeConnections 77 AFFAJV 7 7L 2R 240



FROYN=Y—=)La>VY-=) d—H—HAR

AV =) ZEALTHRANDEY RNTYTZRTIRDEOICHETT, ChiFERES IAM AR
S=OTVEAFATHY ., APIT7O23a>TReHYEEA,

1)V —RX:arn:aws:codeconnections:region:account-id:host/host-id

CNESDARL—23 VTR, ROFHEF—HHYR—RNEhET,
H—ERCERZET
H—ERAICERZETBR BIAE. NMTSA D EERELEEHRIBDLOICNATSA O ERTE
#% ARN AR ftE hd L), 1—H—IClk codeconnections:PassConnection 7 U A
NHETT,
AWS CodeConnections #E#i 2 BT - ICHLERZRT UV AFHA
PassConnection
F7 < 32:codeconnections:PassConnection
H—ERAICERZEITLHICXETT,
1)V —RX:arn:aws:codeconnections:region:account-id:connection/connection-
id
COARL—230 TR, ROFXH{FF—EHR—IFENET,

 codeconnections:PassedToService

FMEF—THR—NENIBE
P BMRTo>ar7aONAH—

codeconnections:PassedToService * codeguru-reviewer
* codepipeline.amazonaws.com

* proton.amazonaws.com
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BEHROEA

DR SBEH—EANEL CodePipeline ZFEAT2EES. T—EAO-ILICEBFENERICKTS 7
2+ Acodeconnections:UseConnectionffAIARETT,

OV =) TEFEZEEITDICIE. I—HY—7R1U > —IZ codeconnections:UseConnection 7%
T AHFANFBETT,

AWS CodeConnections #E#t 2 EA T2 HICBERT O3>
UseConnection
7 2> 3~:codeconnections:UseConnection
BEzERIZEHICHETT,
1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id
COARL—23 TR, ROZFH#F—EHFR—FEIET,

* codeconnections:BranchName

* codeconnections:FullRepositoryId

« codeconnections:OwnerId

* codeconnections:ProviderAction

* codeconnections:ProviderPermissionsRequired

» codeconnections:RepositoryName

FEF—THR—bETNBE
S BT oaryaNaZ—

codeconnections:FullRepositoryId I—H—FEURD NJFE (my-owner/my-
repository B &), EKEZFEALTHED
DR NVICT IV EATRBEEDOHYR—NE
nxXy,

codeconnections:ProviderPer read_only & 7= (& read_write
missionsRequired

AWS CodeConnections 77 AFFAJV 7 7L 2R 242



FROYN=Y—=)La>VY-=) d—H—HAR

S BMRTo>ar7aONA R —

codeconnections:ProviderAction GetBranch , ListRepositories |,
ListOwners , ListBranches , StartUplo
adArchiveToS3 , GitPush, GitPull,
GetUploadArchiveToS3Status
CreatePullRequestDiffCommen
t , GetPullRequest , ListBranc
hCommits ,ListCommitFiles ,
ListPullRequestComments ,ListPullR
equestCommits

FHCOVTR, Rotv>arzl8B<EE
(A

—HOMEEIC KX ERRZEF—(F, BREOZBEEEICEBLTAHARENHYET, 7VEAON
O—ILOEHT, EBDTIEAFANINMHETHEWREY) ., codeconnections:UseConnection %&
FEALTEREANDT VLA ZGHITEIEE2HEHOLET,

ProviderAction THR—KENBD T IOEARAT

AWS H—EATELKEFEATDIE, V—ARAO—R7ONAFZ—=IZH L TAPI =LA ThhET,
HlZF, https://api.bitbucket.org/2.0/repositories/username APl Z1—)L3 &
k2T, Y—EAlF. Bitbucket EHED VRS N E—BERRTEET,

ProviderAction &+ —%2FEHA32 &, 7ONAMADED APl 2 =)L TR ENTED N %
FIRTEERT. APINARBWICERENBEENFHY., NARZTONAA—IZK>TEBD -
. ProviderAction {Eld APl ® URL TRABKHRT IV IaVBICIVEVTENET, hiC
&V, BEROZONAA—OBEICEELEL, AUMREF ORI —ZELZENTEET,

HR—BNENTVBE ProviderAction BICH U THAET BT IV EARATRAODEBY) T,
LTEIAM RIS =T OAHFTTT, API 7O 3a>TRBYYEBA,

AWS CodeConnections THR—RENTWB T U EAR A7 ProviderAction
GetBranch

F < 3>:codeconnections:GetBranch
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T7o2U0FORFOOAIY N3 E, J7IUFICETRRERICT I ERATRHLEHICHETT,

I)Y) —A:arn:aws:codeconnections:region:account-id:connection/connection-
id

ListRepositories
7 U< 3>:.codeconnections:ListRepositories

FEECRIDLRABLTIERRIRINI—DVARNIT IV EATZEHICHETT,

1)V —RX:arn:aws:codeconnections:region:account-id:connection/connection-
id

ListOwners
F 2> 3>2:codeconnections:ListOwners
BHENTOEATEDIMEEOVARNCIT VAT R LEHICHETT,

I)Y) —A:arn:aws:codeconnections:region:account-id:connection/connection-
id

ListBranches
72 < 3a2:codeconnections:ListBranches

BELEURSNIICFEETDTZVFOVARANIT IV ERTBIEHICHETT,

1)V —RX:arn:aws:codeconnections:region:account-id:connection/connection-
id

StartUploadArchiveToS3
72> 3aZ:.codeconnections:StartUploadArchiveToS3

V—AO—R%Z5&EY ., Amazon S3IZ 7Y 7 O—RIBDEHICHKHETT,

I)Y) —A:arn:aws:codeconnections:region:account-id:connection/connection-
id
GitPush

7 < 3>:codeconnections:GitPush

Gt ZEALTURINIIZCEZATLEOHICHXETT,
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1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id
GitPull

7 2< 3>:codeconnections:GitPull
Gt ZfEALTURDSNIDSHAIALLEHICHETT,

1)V —RX:arn:aws:codeconnections:region:account-id:connection/connection-
id
GetUploadArchiveToS3Status

F7 < 32:codeconnections:GetUploadArchiveToS3Status

StartUploadArchiveToS3 THEZ IS —XvtE—22E0, PY7TO—ROARAT—RAILT
TEATBLEHICHETT,

I)Y) —A:arn:aws:codeconnections:region:account-id:connection/connection-
id

CreatePullRequestDiffComment
72> 3Z:.codeconnections:CreatePullRequestDiffComment
TIWDOITARNDOAX NIT IV ERATRDEHIZHETT,

1)V —RX:arn:aws:codeconnections:region:account-id:connection/connection-
id

GetPullRequest
7> 3aZ:.codeconnections:GetPullRequest

VRDRKNUDTILNI)OTIANERTIDEDICHBETT,

1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id

ListBranchCommits
F O 3>2:codeconnections:ListBranchCommits

RSNV TSOFOOAIYROUARNERTTDEHICHETT,
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1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id

ListCommitFiles
7 < 32:codeconnections:ListCommitFiles

AZYBMDT7FAIINDIARNERTIDEOICHLETT,

1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id

ListPullRequestComments
72> 3a2:codeconnections:ListPullRequestComments

TIDOTIARNDOAXNDVARNERRTDLEHICHETT,
1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id
ListPullRequestCommits
77> 3aZ:.codeconnections:ListPullRequestCommits
TZILVOITAMODOZY ROV ARNERRTDLEHICHETT,
1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
id
BHRVY—-AILZITRFTFTRLEHICHR—RENTVBE T I EAFHH

RO NIAM ARL =232, BRVY-RAZRTRTIREELCHERAETIET,

codeconnections:ListTagsForResource
codeconnections:TagResource
codeconnections:UntagResource

AWS CodeConnections #E#t )Y —AD R TN FICHKEBT V>3
ListTagsForResource

7> 3aZ:.codeconnections:ListTagsForResource
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BHRVY-ACHERTSNTVWEIRTID VAR ERTRIBDIEHICHXETT,

1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
arn:aws:codeconnections:region:account-id:host/host-id

id,
TagResource
72> 3Z:.codeconnections:TagResource

BHRVY—AILRTZFTRHICHETT,

1)V —R:arn:aws:codeconnections:region:account-id:connection/connection-
arn:aws:codeconnections:region:account-id:host/host-id

id,
UntagResource
77> 3aZ:.codeconnections:UntagResource

BEVY—ADS BT 2BRIDIEOHICHBETT,

1)V —RX:arn:aws:codeconnections:region:account-id:connection/connection-

id., arn:aws:codeconnections:region:account-id:host/host-id

DRSS KNIV OICEGZET

BHERETCURS NIV RHEITZIHEES, 1 —ICEJURSKNIUT ARN/UY—AICKT
% codeconnections:PassRepository 7O EAHF AN BETT,

AWS CodeConnections ##t 2B T O ICHKERLT 7 AFFA
PassRepository
72> 3aZ:.codeconnections:PassRepository
VRSNV O ZRBRECETEHICHETT,
I)Y —R:arn:aws:codeconnections:region:account-id:repository-
link/repository-link-id
COARL—23DTR, ROZFH#F—EHFR—FEIFET,

 codeconnections:PassedToService
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FMHEF—THR—KrEIBE

S BT o>ar7aONA R —

codeconnections:PassedToService * cloudformation.sync.codecon
nections.amazonaws.com

DR KNV O THR—RENDFRHEF—
DR NDD DO ERMRE) Y —ADRERK, UTOXRHEF—THR—RNEATVET,
* codeconnections:Branch

JOTIARNTEENLETSOFETT IO RRAZTAIINRIILET

FHEF—THR—bEhBTI>3>
*— BafE

codeconnections:Branch LTo7o2arh, CcofBFF—ICRLTY
AR—RhEhTVWET,

» CreateSyncConfiguration
» UpdateSyncConfiguration
* GetRepositorySyncStatus

TATUTATAR=—AR) S —DH

F7AI)IRTR, . . FEE OINZR—IRERUZ—OVThH AWS CodePipeline N EH &
hTWa IAM 11— —&0—)LICE AWS CodeCommit AWS CodeBuild AWS CodeDeploy,
ThSORUD—OERICKE D ER, BA, SXTBHAIIL—-ILICHTEITIOEZAFHA
FHVET, HIAE. 7T IOEAKR) > — (. AWSCodeCommitFullAccess, . Eizl&
AWSCodeBuildAdminAccessAWSCodePipeline_FullAccess) D VS A A BERHE N TWLWS IAM 1—
H—FzIFO—J)LIEAWSCodeDeployFullAccess, TNSDH—EAD U Y —ARAICERE hizEH
BROCBHIL—NICETILT OEATEERT,

D IAM 1—H—H &L TFO—)LICIE, AWS CodeStar BH & AWS CodeConnections') VY — A & 4k
RELEFEETDITIVEAFAREHY EFBA, £/, . AWS Management Console AWS CLI, &

TFAFEITFATFAR=—AR) S —0H -
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I2lF AWS APl ZHERAL TR AV ZRITIBD LR TEREA. IAMEERER, YELEEE ALY
V—ALZKRUTAPI ARL =232 ZRTIBLHOT IV EAFA 21— —cO-ILICNETS

IAM RS —ZERTDIBENHYET, HitLVT, EBEFZTIS OERIBER IAM I—Y—FK
EEIN—TICFORV—ZTEYTFIRIHBENFHYET,

AWS CodeStar BHRIDO T Ut AFF A & 6l
RORI—ATF—RM A NEPIE., AWS CodeStar BRIOEEBICKRIEE T,
INTOERBARIZ—= RADS—QBHICEETS T O AHTA

AWSCodeCommitFullAccess., AWSCodeBuildAdminAccess, AWSCodeDeployFullAccess.
AWSCodePipeline_FullAccessBEER > —IZE., FRAY/N=Y =)L V—I)OBHANOTILT
VERAZHFTITBIUTOAT AV RIFEEFNTVET, ChSOBEEBRIS—0OLVT AN ER
Ehizd1—Y—&. BHO Amazon SNS REY VDR EEBTE, REY VICHTRI—H—0Y7
ARISATESTRAOSA TR, BRAIL—-ILORX—5Y NELTERIDRNEY VD —EBRRET
SEETEXRT,

® Note

BRI —Tlk., £+ F— codestar-notifications:NotificationsForResource
FEH—ERAOVY—-RAZATI_EBEOEZEZFEET, flAE. OT7INTIOEARIS—TlF
CodeCommit, fElt T9darn:aws:codecommit:*,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}

}
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},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

.
{

"Sid": "CodeStarNotificationsSNSTopicCreateAccess",

"Effect": "Allow",

"Action": [

"sns:CreateTopic",
"sns:SetTopicAttributes"”
1,
"Resource": "arn:aws:sns:*:*:codestar-notifications*"
},
{

"Sid": "SNSTopiclListAccess",

"Effect": "Allow",

"Action": [

"sns:ListTopics"

1,

"Resource": "*"

},
{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations"

1,
"Resource": "*"
}

BB EAYZ - RRV—OBHICEET ST I AFH

AWSCodeCommitReadOnlyAccess, AWSCodeBuildReadOnlyAccess. AWSCodeDeployReadOnlyAccess.
AWSCodePipeline_ReadOnlyAccessBEEBR IS —IZlE,. BANORARYEBERT7 IR EHFAUTS
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UTFOAT—RXZRAEENTLERT, SIZF, FROYN=Y—)LOA2Y-ILTIY—-ADOEA
ERFIDCERFTERTHN, VY—RZhHK, BB, YTRIZATIBLRBTELRE A

® Note

BRI —Tlk., £+ F— codestar-notifications:NotificationsForResource
FH—ERAOVY —RAE2ATI_EEOERZZFEET, HlAE. O7INTIOEARIS—T
CodeCommit, {Eld Tdarn:aws:codecommit: *,

"Sid": "CodeStarNotificationsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:DescribeNotificationRule"
1,
"Resource": "*",
"Condition" : {
"StringlLike" : {"codestar-notifications:NotificationsForResource" :
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListEventTypes",
"codestar-notifications:ListTargets"

:]I

"Resource": "*"

TOMOEFER)S —OBHICEET DT I EAFH

AWSCodeCommitPowerUser, AWSCodeBuildDeveloperAccess, & kT
AWSCodeBuildDeveloperAccess BRI > —IClk, CchsSOEBRIV—OVWTFhAFERES A E
FROYN—NBHZER. wE. YT RIFATTERLSLTRDUTORT—RXYRFEEN
TVWET, BAIN—LZHIBRLEY, DY—ADORTZEBLEY TR ZERFETEEREA,
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® Note

EER)S—Tlk., £+ F— codestar-notifications:NotificationsForResource
FH—ERAOVY —ARATICEEDEZEZESET, fIxE. O7INTIOEARIS —TF
CodeCommit, fElE T9darn:aws:codecommit:*,

"Sid": "CodeStarNotificationsReadWriteAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:CreateNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe"

1,

"Resource": "*",

"Condition" : {

"StringLike" : {"codestar-notifications:NotificationsForResource"
"arn:aws:<vendor-code>:*"}
}
},
{

"Sid": "CodeStarNotificationsListAccess",

"Effect": "Allow",

"Action": [
"codestar-notifications:ListNotificationRules",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:ListEventTypes"

1,

"Resource": "*"

"Sid": "SNSTopiclListAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics"
1,

"Resource": "*"

iy
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{

"Sid": "CodeStarNotificationsChatbotAccess",

"Effect": "Allow",

"Action": [
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:ListMicrosoftTeamsChannelConfigurations™"

1,
"Resource": "*"
}

f5l: AWS CodeStar BN ZEETD-ONDEEELARILOR) S —

COBITIE, AWS CodeStar 1—H—AFBHIL— I OFHzHEEL., BHRIIL—

N, B=TY R, AIRVNEATE—ERTTEDLSIC, AWSTHIVKD

IAM 1—H—(CBHANO7IINT VA Z2FE5LET, £, BAIIL—ILOEM,

B#H., BLVHBRZEI—Y—ICHFILET,. ChE7ILTIEARIS—TH

V), . AWSCodeBuildAdminAccess, . AWSCodeCommitFullAccessAWSCodeDeployFullAccess#
& UF AWSCodePipeline_FullAccessBER) > —ND—HWELTEENDBHT IV EAFTICHHL E
To ChSDEBRUS—ERAKIC, COBORV—AT—MXVRNE, AWSTHIY KE2HD
BABSICBEHNIL—IIAOELBEBTVELAZVEETS IAM1—Y—, JI—7", £ LEO—
WZDOARTEYFIRIUENHBYNET,

(® Note

ORI —IZIE, FATE L T CreateNotificationRule AEENTVET, DR

=N IAM 1—H—FLEO-)LICEAEhTWA 11— —EF, TO1—HF—»Fhsnl)
V—ABEIZT O EATERVWEAETE, AWS 7HU> M® AWS CodeStar Notifications

THR—RENATVBRIIXRNTOIVY—RAZATOBEHIL—IZHERKTEET, HIAEFE, <D
R —=HFE > 1—H—&k, ThBEAKIZCTIO+EATS CodeCommit7 VAFA ZF -7
CodeCommit UZRZ NUDBHII—ILZERTEET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSCodeStarNotificationsFullAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:CreateNotificationRule",

TAFYTATAR—ZAR) S —0HI ~
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"codestar-notifications:DeleteNotificationRule",
"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:DeleteTarget",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource",
"codestar-notifications:TagResource",
"codestar-notifications:UntagResource"

1,

"Resource": "*"

f5l: AWS CodeStar BHZFERA T2 -ODFER/ELARILOKRI S —

COPITIE. AWS CodeStar BHIDERXPH T AV T4 7 5E, BH day-to-

day DFEAICK TR T IV EAEZNELETH. BHIL-ILPEX—T7TY NDOH|
BREE, KYBEBENBT O3 VICRNITBITIORAERRAELEREA. Ch

l&. . AWSCodeBuildDeveloperAccess., AWSCodeDeployDeveloperAccess# & T
AWSCodeCommitPowerUserEER > —TiRMHE BT IO ALEFETY,

® Note

CDRDD—IZIE, FTE LT CreateNotificationRule AFEENTVWET, DR
=N IAM 11— —FLEO—-)LICHAEATVWR 1—HY—E, TOl1—H¥—»Thsnl)
V—RABEICTOEATELBZWEESTE, AWS 7HT > K® AWS CodeStar Notifications
THR—RENTVWBIXRTOVY—AZATOBHIIL—IILEZERKTEET, HIZE, O
R —2EFEOII—H—F., ThEEKICTIEATS CodeCommit7 7 AHF T &I L&
CodeCommit UZRZ NUDBHIL—ILZERTEET,

"Version": "2012-10-17",
"Sid": "AWSCodeStarNotificationsPowerUserAccess",
"Effect": "Allow",
"Action": [
"codestar-notifications:CreateNotificationRule",

TFAFEITFATFAR=—AR) S —0H >



FROYN=Y—=)La>VY-=) d—H—HAR

"codestar-notifications:DescribeNotificationRule",
"codestar-notifications:ListNotificationRules",
"codestar-notifications:UpdateNotificationRule",
"codestar-notifications:Subscribe",
"codestar-notifications:Unsubscribe",
"codestar-notifications:ListTargets",
"codestar-notifications:ListTagsforResource"

1,

"Resource": "*"

}

f5l: AWS CodeStar B4l %Z £/ 3 % 7= % O read-only-level R 1) > —

ROBITE, PHOROIAM 1I—F—IC/UL T, AWS THIY RTEAIIN—IL., 2—=TY N,
BRVARYNEZATANOZIBIERT VA ZAFELEFT, COflF. ChSOEEHORR
ZHAITRDRI—OERFEERLTVET, ChiE. . AWSCodeBuildReadOnlyAccess.
AWSCodeCommitReadOnlyAWSCodePipeline_ReadOnlyAccessN x—> RARD > —D—FEL TE
FNBTIOLLAHFATERAETT,

"Version": "2012-10-17",
"Id": "CodeNotification__ReadOnly",
"Statement": [

{

"Sid": "Reads_API_Access",

"Effect": "Allow",

"Action": [
"CodeNotification:DescribeNotificationRule",
"CodeNotification:ListNotificationRules",
"CodeNotification:ListTargets",
"CodeNotification:ListEventTypes"

]I

"Resource": "*"

DT Ot A &l AWS CodeConnections

BLTORIVS—AT—R A MNEBHIE., AWS CodeConnectionsDEBICKIBEE T,

TAFYTATAR—ZAR) S —0HI >
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CNSDISON RIS —RFIXY MNEIZERALTIAM O ID R—ADRDZ—ZERT D HEIC
2VTE, IAMI—H—H 4 R® "JSON 2T TORI > —OHEKL 2SR TEEL,

f5]: CLI AWS CodeConnections T Z#ERL., YV —ITRRITDEHDR) > —

AWS CLI £/-(d SDK 2R L TEKEE R, ER. 2TFT. FEEHIBRTDIRSICEBEES AL
O—)LFEEFEI1I-—Y—ICF, ATICHRENET IO EAHFAN BETT,

(@ Note

ROT I EAFADHTIE, A2V TOEGREZTTIDELRFTEREA. ROEY
SAVTT I EAFAZEMIZHLENHYIET,

O2Y—LzERALT, EATESERO—EZRRL, RTERTL, BEREZEAIDICE. XD
RIS —ZERALET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:TagResource",
"codeconnections:ListTagsForResource",
"codeconnections:UntagResource"

1,

"Resource": "*"

f5l: 2> —)L AWS CodeConnections T ZERKT B =HDR) S —

OV - TERZEEIDLSCEECNEEO-LNFTLEEI—Y—E, OV -ILTERZRT
TU, A2AR—ILZERTREOICBEBT IV EAFAZHE > TVWIZEN B ET, il
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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&, ZAONAFE—ADNY R IAIDOFAE, ERAIZIEGEADA AN —ILOERNEEIE

9, UseConnection £EF LAYV —I)I TELEZFEAITZLEHICENTISLEN HYET, >
V=) TEKEXRR, A, EX. 2T, EEEGEHIBRTZICE. XORV—%2FEALET,.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"codeconnections

"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

"codeconnections

"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

"codeconnections

:CreateConnection",

DeleteConnection",
GetConnection",
ListConnections",
GetInstallationUrl",
GetIndividualAccessToken",

:ListInstallationTargets",

StartOAuthHandshake",
UpdateConnectionInstallation",
UseConnection",

TagResource",
ListTagsForResource",

:UntagResource”

1,

"Resource": [

nin

Bl: #EBITHEOOEEELARILDORI S — AWS CodeConnections

COBITE, AWSTAHIYRD IAMI—H—IZ ADT7IT U tA%EFEL T, CodeConnections
d—HY—rEHEzEMN, FH. HIBRTEDLSICLET, ChETILTIEARIS—THY),
AWSCodePipeline_FullAccessEERU > —IZHELET., TOEBRU—EFAKIC. COBODOR
) —RAT—RMXURME, AWS7HUY NE2BOEFANOTELLBERBT IV ELAZHELE TS IAM
d—Y%—., JI—7", FEEO-NLICOKXTRYFITEIHBENHVET,

"Version": "2012-10-17",
"Statement": [

TFAFEITFATFAR=—AR) S —0H >
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{

"Sid": "ConnectionsFullAccess",

"Effect": "Allow",

"Action": [
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:
"codeconnections:

1,

"Resource": "*"

CreateConnection",
DeleteConnection",
UseConnection",
GetConnection",
ListConnections",
ListInstallationTargets",
GetInstallationUrl",
StartOAuthHandshake",
UpdateConnectionInstallation",
GetIndividualAccessToken",
TagResource",
ListTagsForResource",
UntagResource"

Bl: #ERTHEHOEFERELARILDOKRI S — AWS CodeConnections

COFITIE, EHEOFMOERXP R R E CodeConnections, day-to-day DEAICK TR T I EA
BENBELERTY, BEROHIRELE, KYBENBETIAVIIRNTBTIOEAEFRFELEE A,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSCodeConnectionsPowerUserAccess",
"Effect": "Allow",

"Action": [

"codeconnections:CreateConnection",
"codeconnections:UseConnection",
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:GetIndividualAccessToken",
"codeconnections:StartOAuthHandshake",

TAFTFATAR—AR)S—0H
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"codeconnections:UpdateConnectionInstallation",
"codeconnections:ListTagsForResource"

]I

"Resource": "*"

#l: = EHAT 3 =% D read-only-level 7R1J >— AWS CodeConnections

COPITE. TADZROIAM A=Y=, THOY NOEENOHRIBRWERAT IV EAZNEL
FTAWS, COHIE, ChSOBEBORTREFATIRI—OERGEERLTVET,

"Version": "2012-10-17",

"Id": "Connections__ReadOnly",

"Statement": [

{

"Sid": "Reads_API_Access",
"Effect": "Allow",
"Action": [
"codeconnections:GetConnection",
"codeconnections:ListConnections",
"codeconnections:ListInstallationTargets",
"codeconnections:GetInstallationUrl",
"codeconnections:ListTagsForResource"
1,

"Resource": "*"

Bl IEEE NEURD K1) AWS CodeConnections T ZFHIT B EOORI—TH IR —

ROBITIE, BEHIE CodeBuild H—E AO—JLAEEE I Bitbucket VRS NVICT VAT S
CEBRBFLELTVWET, CodeBuild H—EAO—)LDOKRD)> —:

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

TAFYTATAR—ZAR) S —0HI 2w
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1,
"Resource": "arn:aws:codeconnections:us-west-2:connection:3dee99b9-172f-4ebe-
a257-722365a39557",

"Condition": {"ForAllValues:StringEquals": {"codeconnections:FullRepositoryId":
"myrepoowner/myreponame"}}

}

Q—H—H1 K

Bl: & DL EER T DR S — CodePipeline

ROBITE, EBEZF IV LOEREFRITS L ZEATVWET CodePipeline, 1—H—
TRy FENLRID—:

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:PassConnection"
1,
"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",

"Condition": {"ForAllValues:StringEquals": {"codeconnections:PassedToService":
"codepipeline.amazonaws.com"}}

}

f5]: T Bitbucket FxHHLY) AXRL — 3> DY —E A CodeBuild O—I)LZ R 9% AWS
CodeConnections

ROBITIE, BEKIE., VR NJICEEKZE L, CodeBuild —E AO—JLA Bitbucket THi&ELY)
ARL—232&BFRALEVEEZEZTVWET, CodeBuild H—EAO—ILOAR) S —:

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

]I

"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc44l1f",

TAFYTATAR—ZAR) S —0HI >
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"Condition": {"ForAllValues:StringEquals":
{"codeconnections:ProviderPermissionsRequired": "read_only"}}

}

f5l: CodeBuild TH—EAO—ILAARL =230 &BETTEBRVLSICHIETS AWS
CodeConnections

ROBITE. BEEE CodeBuild F—EAO—ILA ORSBARL -3V EZRTTERBRVKRSIC
LEEWEEZXTWEFCreateRepository, CodeBuild H—EAO—I)ILDORIZ — .

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"codeconnections:UseConnection"

1,

"Resource": "arn:aws:codeconnections:us-west-2:connection/
aEXAMPLE-8aad-4d5d-8878-dfcab@bc4s41f",
"Condition": {"ForAllValues:StringNotEquals":
{"codeconnections:ProviderAction": "CreateRepository"}}

}

X4 % EHL T AWS CodeConnections UY —AAND T It A% &IfT 3

BRI, VDI—=RAICTERYFITRH, RIFHFZHR—KRTBIH—EANOUIIARNIET LN
T&ET, Tl AWS CodeConnections, VY —AILRTZ[HITBD N TE, —FHOF7U>alC
BRTEEHDENTEERT, IAMARVS—ZHERTRIEEIL, ZTEZMGF—Z2FALTUTE]
hO-IILTEET,

c EQA—Y—HDINATZ42VI—ACRULTT I IV ZRITTEDD (VY—RICBRIEHITS
NTLVWBRRTICETVT),

«c ENRTZ#TIVIIAVOVITARTETZENTED D,

c VDOTIANTREDRIF—2FEATEZNES D,

RXDHIE., CodeConnections I—H'—M ;RS — AWS TRI XU Z2IBETZDHEZRLTVE
9o

R &AL T AWS CodeConnections VY —AANDT VA Z 92 261
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Example 1: U TARNDRIICESWTTF O3> =HFaT3

RORIS—IE, TAWS ERZERTHT7 7 AFAE21—H—ICHELET
CodeConnections,

CZEITSICE, VOITARNIEBEENTVWSRY Project OfEN ProjectA TH 35

&I, CreateConnection 79> 3> & TagResource 792 a>&HFILET, (D
aws:RequestTag &4+ —%2FALT. IAMUOVIARNTETCENTER XTI 2D NO-IL
£9), aws:TagKeys £ lF. RITF—OARXFENIXFZXBILET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:TagResource"

1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Project": "ProjectA"

1,
"ForAllValues:StringEquals": {
"aws:TagKeys": ["Project"]

Example 2: UY—ARJICETVTTFT O3> a#HRT3

RORIS—, OUY—RCHLTFIS 3V ERGL. BHERBTHT7 I L ARTEL—
H—IZE5L £9 AWS CodeConnections,

CNZEFTSIEE, NMTTA4UICEFENRTVWSB XY Project OfEA ProjectA THBIFEIC,
ENOTO>avaEHFUILET, (2D aws:RequestTag ZHEF—%2FAL T, AIMUVIAKNTE
FTENTERDZTZIMA—ILLET), aws:TagKeys FHlE, FTF—DAXFENLFE
XBILET,
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{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"codeconnections:CreateConnection",
"codeconnections:DeleteConnection",
"codeconnections:ListConnections"

1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Project": "ProjectA"

1,
"ForAllValues:StringEquals": {

"aws:TagKeys": ["Project"]

A2V =)L TOHOBEA & B D E A

BAT O AR I Al CodeBuild, ., CodeCommit CodeDeploy, A2V —IJL, 8LV
CodePipeline B EFTES' —> 3a > N—BHEOFROY/N=Y =)LV —=I)LIZHAZIAFTFIhTVE
To AVVY—=ILTEBHICTIVELARATRICE, TNRS5OH—ERAICVINAOEEBR) S —%2ERT
30, BRPROTOVOEAFTOEY NFBETT, ChSOT IV EAFAICKY, AWSTHUV K
@ AWS CodeStar B%1& AWS CodeConnections )Y —ADFHMllZ —"ERXRRERTFRTTEE T,
BPBRYLELBHAIRNEBRULKFRENETATUOTATAR—ARI—ZERTDE, TOR
S —ERHLETYF A5 4 (AM I—F—FAE0—) KL TV Y—LFERLEESY
CBELELTA, chsDIY—=ILADOT U+t A AWS CodePipelineZ & AWS CodeCommit,
AWS CodeBuild, AWS CodeDeploy, 8L ANOT I AFTONFEDOFHMC OV TIE, LTO K~
Eyoz2RBLTSEEL,

« CodeBuild: TOT7 AT T4 T 4X—AMNKR!) > — CodeBuild® EH

« CodeCommit: TOT AT TATAR—ANDR!Z— CodeCommitD A
« AWS CodeDeploy: D7 AT T4 T4 ET I ADEE AWS CodeDeploy
« CodePipeline: IAM AR —ICkBDTFOAI ~O—=)L
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https://docs.aws.amazon.com/codebuild/latest/userguide/security_iam_id-based-policy-examples.html#managed-policies
https://docs.aws.amazon.com/codecommit/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/security-iam.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/access-control.html
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AWS CodeStar BAIIC & AWS BEERV S —BFHY XA, BARENOT IV EAZRMHTSICE,
LROVTIhADH—ERACHIZERRI—0 1 2ZEBATRA, I —FLEIVTA
TACRETRT I EAHFADOLARILTRIS —ZERLTHS, ChESOT I EAHANBESR
A—Y—, JI—=7, FRO-LCZThSORIVS—ZTEYFIRIHBENF HYVET. FHAICDOL
Tk, ROFIEZSRLTSEEZL,

+ f5l: AWS CodeStar BHIZEEBITDLONEEELARILODKR) S —
« f5l: AWS CodeStar BHZFERAITDODFRELARILOKR) S —
+ fl: AWS CodeStar B Z £ 9 % /= % O read-only-level 7R > —.

AWS CodeConnections ICld AWS YZ— RARD D —EH Y FEBA, BHETTITHLEHOT IO
AFFA THULKHBALTVRHARE, PORAOHARHFIOEAEDLEZFERALET,

A OVTR, RZZRLTLSEZL,

s Bl ZERBIDONDEEEL X)L DRI S — AWS CodeConnections
e Bl ZERITDLEOOEFRELARILDOKR S — AWS CodeConnections
« Bl: 2R T B 7= D read-only-level 7R 1) > — AWS CodeConnections

AWS CLI £k AWSAPI & ZMHOHITI—H—IZEk, OV—IOT IO EAF 25T 24
BRHUERA. RDYIC, BFLESELTVD APIARL—2 3V IE—BTBTI2I2 D)
ADTIEAFBETENET,

1-—F—FEDOHAERFTEDLSITS

COPITR, I——TFAFoTFATALTRYFENEAVTAVBEROINR— RERUI—DR
TEIAM 1—HY—ICHTTEIRV—OERFZEZRLET, cORU—ICIE, OIY—IT,
FF AWSCLI £ AWSAPI 2FAL T OIS ATIOT V>3V 2RTITD T I EAHT
FEENTVET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
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"Action": [

iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS CodeStar BHl & AWS CodeConnections 74 F T 1571 &T7 01
ADKNS TN a1—F14>2T

RTOEHRE. BAE IAMOFERICHE > TRETHAEEN HD — RN EREABEOZEXEBEICKRILS
£9,

KNEY 2

c BEELLTEANOT I EAEMO I—HF—ICHFTL =

« Amazon SNS hEY JZ4ERL TBAIN—IILOEZ—TY hELTEMLEDN, AIXRVKCETS
EX=IIARABZEWV

s BOMO AWS 7HO2 NUADI—H—ICHD O AWS CodeStar Z1& AWS CodeConnections!)
V—ANDT O A%FAL W

NSTNa—F42Y 265
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BEELLTEANOT VLA ZMOI—Y—ICFFAIL 12UV

AWS CodeStar Notifications 8 KO NOT IV RAZMO 1—H—ICFFA TS ICF AWS
CodeConnections, 7V EARAZRBETRDAXLERT7IUTr—232>0IAMI T4 574 (A—H—
FEO-) ZERTEIBEN HVET, I—F—FEL@ET77U5r—>3> k., TOIT14T74
DFRIEHRZFEAL TAWSICTVEALE T, RIC. AWS CodeStar BHIE TIELWVWTF U2 AFF
AZNETRIRI—ZITATAITRY FIRILENHV) ET AWS CodeConnections.

F<SICAZ—HFTBICRF, "IAMI—Y—HA R, O "IAMAZFEL EBOI—HF—HrVT
W=7 DL 25RLTLKEZL,

AWS CodeStar BHEBEDOEHRICOVWTE, "1 ZZRL T<IEEWAWS CodeStar BHND T 7+
AFFA & Bl

Amazon SNS REY V& ERKL TEHAIIL—ILOZ—5Y N UTEML 24, 41X
NCB3T2 E X—ILARAKEV

ARVNIBETRDEANZZEFETDICE. BRIIL—ILOX—TY &L THRE Amazon SNS REY
IV TRIZATENRTVWDRDZE, BRVPE X—ILT7 RLAH Amazon SNS REY JIZH TR Y
FATENTVWBDZENBETT, AmazonSNS "REY VOBEBEO RS TN 1—FT 42T %1TS

IClE, UTZHRELET,

« Amazon SNS REY I BHIIL—ILERU AWS =23 iiHhd e x2ERLET,

c EX=)IAVTFTANELWREY DICHTRITSATEhTVWBZE, BREHYT ROV 3
VEBREATHAEEZERILET, FHMICOVWTE. "TAmazon SNS REY JICT Y RRA
DRNEYTAUTA4T79%, #SBLTLSEEV,

« AWS CodeStar BHINTDO REY VICBHNZT Y 1TEBREDICNEY IRV —HFEEEH
TWBCEEBRELET, NEY IRV —IZRK, ROKSBAT—RMNAVNEEHDIHENFHY)
£7,

"Sid": "AWSCodeStarNotifications_publish",
"Effect": "Allow",
"Principal": {
"Service": [
"codestar-notifications.amazonaws.com"
]
.
"Action": "SNS:Publish",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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"Resource": "arn:aws:sns:us-east-1:123456789012:MyNotificationTopicName",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
}

FHRCOVWTR, Ty hT7Y 7, ZZRLUTSEEL,

B2®0OAWS 7HDY NEADOI—H—ICBS D AWS CodeStar BHI & AWS
CodeConnections' Y —AANDO T Ot AZFFAL =V

OTHI NOI—F—PEBAOAY, VI—-ALTIELAIZLEHICEATEDO-ILZER
TEXRY, O-ILD5EZFZEERXID IV —ZEBETEXT., VY—AR—ADRIZ—FKI
E7 27RO MO—-ILJAN (ACL) ZHR—KIBH—EADBE, ThS5ORU—ZFERAL
T VDIY—ANDT IV EAERETEXRT,

FHHRICOVWTR, UTZ83RL TS EE W,

« AWS CodeStar Notifications & A"Z 15 O #EBE AWS CodeConnections ZHR— KL TWB A E
SHEBBITZICE. T Z2SBLTILKECVFROYN=Y =)LV —)LOBEEE IAM ED
JEE: PP

e MIEAWS 7HORMLTWD OUY—AANOT IO AZEBMTEZAZEICOVTE., IAM 1—
HF—HARD "HEAWS 7HION LTVWBEIO O IAM 1I——\NOT7 OVt A%ZRETSZ, %
SBLTLSEEV,

c DY=AANDT IV EAZY—RN—TFT 14— [CRHEITDHFEICODVWTIEF AWS 7HDU 2 K, |IAM
A—Y—HARD "H—RN—FT 1A —AWS THIKNDNFETEZ N\OT IV A%ZRHETSD, #
SBLTLSEEV,

s D7IFL—230&BNLTT7IORRZRHEIZHFZEICOVTE., TIAMI—Y—HA R @

P TRIAE NI — (D 7ITFL—23 ) ANOTF IO EAER ) Z5RL TS EZL,

s VARATAHIVRTOEATOO=ILE )Y —AR—ADRI) I —OFEADEVOFMICOWVWT

&, "TIAM 1—H¥—HA R, O "TIAMO—=)LEVY—AR—ANOR > —EDHEER ) Z258BL

TLEE L,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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AWS CodeStar BHAIOH—EAIZ) > ocnizO0—-I)ILDOEH

AWS CodeStar BAEITIlE, AWS Identity and Access Management (IAM) —E AIC) > & iz
A=) Z2FALET, T—EARAICUVEhizO—)LI&k. AWS CodeStar BHIZEE) V& hi:
—EBENRA7OIAMO—=I)LTY, T—EARICU & hizO—)LI& AWS CodeStar Notifications (=
EO2TENEREINTHY, I—HF—ICRD>TH—EAL SO AWS OB —EREZFTEHIT LD
ICABBRIXNTOTIVELAFANEENATVET, cOO—-LIE, BHIIL—IILZAHTERLZEE
ICEBNICERENET, 1—F—DNO-ILEZEXTIRHEEHYEEA,

H—ERAIZU VEnO- ) Z2EATHE, FHTTIOLAFTZEMTEIHEN ZVLY,
AWS CodeStar BHIDORENEEIZEY FEF, AWS CodeStar BHEH—ERICU o9& hi0O—
LNOTOLAFAZEERZL, BICERENTWSRHEZRE. AWS CodeStar BHIO &A" TN O—
LEBIE BB ENTEET, ERLETOLARTICR, SRRV —cHTRUS—HFEEN
£9, COFARV—BZMOIAMI U TATAILTRYFITRERFTEXRLA

H—EBRICU N0 ZHBRTDICE, ETEETDIVY—RZHIBRITDIBEN HYET,
chic&kY), VDIY—AANDT IO LAHFZE>THIBRT D &N <&z, AWS CodeStar &
HD)Y—ANREENET,

H—ERCV7EnO0-)LZHR—NLTVWRZOMHOF—EAQFHMICOVTE, TIAM &
EETIAWS O —ERA, 2FRLTSEZ L,

AWS CodeStar Notifications DY —E RAIZ) > o&cnizO0—-ILOT VA

AWS CodeStar BHE. AWSServiceRoleForCodeStarNotifications H—E AU o2& n=0O—)L
EEALT, V=IFI—2TRETDAARNIEITDEREZEREBL., BELEZ—TY NCEH
BEELET,

AWSServiceRoleForCodeStarNotifications H—E XIC) o ni-O—)LIk. XOY—ERX%2{E5E
LTcO—-)L%&51EZTET,

 codestar-notifications.amazonaws.com
O—=IIOTF7VAFARI) D —F, BEESNEVY—RAICRLTUATOT IS I>EETITRLE
AWS CodeStar BHICEHFTLE T,

« 72> 3>:CloudWatch Event rules that are named awscodestar-notifications-
* T PutRule
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« 72> 3>:CloudWatch Event rules that are named awscodestar-notifications-
* T DescribeRule

« 790> 3>:CloudWatch Event rules that are named awscodestar-notifications-
* T PutTargets

« 72> 32:CreateTopic (create Amazon SNS topics for use with AWS CodeStar
Notifications with the prefix CodeStarNotifications- A"XWR)

« 72> 32:all comments on all pull requests in all CodeCommit repositories
in the AWS account £T GetCommentsForPullRequests

« 72> 32:all comments on all commits in all CodeCommit repositories in
the AWS account £ T GetCommentsForComparedCommit

« 72<32:all commits in all CodeCommit repositories in the AWS account Lt
T GetDifferences

« 722 32:all comments on all commits in all CodeCommit repositories in
the AWS account £ T GetCommentsForComparedCommit

« 70> 32:all commits in all CodeCommit repositories in the AWS account Lt
T GetDifferences

« 72 32:all AWS Chatbot clients in the AWS account LT
DescribeSlackChannelConfigurations

« 722 32:all AWS Chatbot clients in the AWS account LT
UpdateSlackChannelConfiguration

« 722 32:all actions in all pipelines in the AWS account £T
ListActionExecutions

« 702 32:all files in all CodeCommit repositories in the AWS account
unless otherwise tagged £T GetFile

chsm7 o> 3k, AWSServiceRoleForCodeStarNotifications —E AICU > o hi=0O0—)
DR —AT—KMA NTHETEET,

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"events:PutTargets",
"events:PutRule",
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"events:DescribeRule"
1,
"Resource": "arn:aws:events:*:*:rule/awscodestarnotifications-*",
"Effect": "Allow"

"Action": [
"sns:CreateTopic"
1,
"Resource": "arn:aws:sns:*:*:CodeStarNotifications-*",
"Effect": "Allow"

"Action": [
"codecommit:GetCommentsForPullRequest",
"codecommit :GetCommentsForComparedCommit",
"codecommit:GetDifferences",
"chatbot:DescribeSlackChannelConfigurations",
"chatbot:UpdateSlackChannelConfiguration",
"codepipeline:ListActionExecutions"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"codecommit:GetFile"

1,

"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:ResourceTag/ExcludeFileContentFromNotifications": "true"

1,
"Effect": "Allow"

H—EXAV70-)IL0ERH. mE. BIRZ IAMI>T474 (A—%—, JI—7", O—-ILKE)
AR, TOVEAHAZRETIHLEN HYERT, FMICOVWTE, "IAMI—H—HA
Ry TH—ERAUVIO-L#ER) 2ZRLTEEL,
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AWS CodeStar Notifications D —E RIZ) > o ni-0O0—)L DER

HB—ERAV OO0 ZFHTERITIDBEEHY EFBA. FROVYN=Y—=IOV—=). ki
AWS CLI E£ /=& SDKs @ CreateNotificationRule APl ZEA L T, BHIIL—I)LZEKTEET, API
EEENUOHITIEETEXT, FAITIHFELCHAHST, Y —EFRICUV T hiO-ILHFER
chFET,

COY—ERAVVO—-LZHIRLUEETBEERTIVENCLUEBEEE. BUBETTHVY
NMO—)ILZBERTEEXET, ROYN=Y—=)ILO V=)L, Fkik AWS CLI £7=(& SDKs ®
CreateNotificationRule APl ZfER L T, BAHIIL—IILZEKTEE T, APl ZEEFTEHIEET
BET, FAITZHFECAIDST, Y—ERIZV VT hEO-IINFERENET,

AWS CodeStar Notifications D —E RIC) > hi-O0— )L OiRE

H—ERALCVVEnEO-LZERTIE, Z<OIUTATAILI2TO-INSGREND AR
MHFHDI-D, BRIZEETDCERTEFERA, LEEL, IAMZFEALTO-IIOHRAZHEET
BERTERY, FMAICOVTR, TIAMI—H—HA R, O "TH—EAUY IO DiFEE.
ZZRLTLKEZL,

AWS CodeStar Notifications D —E RIZ) > & ni-0—)L OHEIK

H—ERICU VTN EO-IFBESBET LI —EANTBEICE 2 EBAICK, ToO—-)L%
BRI B z2b8OLET, T5FBET, FALTVAVIVTFATANTITATIZEZR
JodENEY), AVFFUARENEYN TR ENBLBEYET, HIBRTDRIIC. Y—ERICUVY
ENhEO-ILOVY—REIV—2T Y TITEIRENHYET, AWS CodeStar BHINHES., Ch
EAWS 7HO Y MDY —ERAO—I)LZHERATZ2IXNTOBHIIIL-ILZHBRIDCEEZERLET,

(® Note

)Y —A%ZBIBRL &S & L& EIC AWS CodeStar Notifications H—E A O— )L ZFERAL
TWVW3BE., HIBRNF AR T DML BV ET, RBLEBEE. BoE ~THsBREEZE
HITLTLEETV,

A ERA TS AWS CodeStar BHI Y — A& HIBR T 3 (Z & AWSServiceRoleForCodeStarNotifications

1. https://console.aws.amazon.com/codesuite/settings/notifications T AWS #*XO Y /N\—Y —)JL]
V=N ZEREXT,
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® Note

BAL—LE, EREnZAWS V=232V (CHAEhET, EROAWS V-3
CBHIL—ILFHZEEE. V-3l I02%ZFALT Z2ZELET AWS U—
>3,

2. VDANIRTENDIXNTOBHIL—ILZZBIRL. [Delete (HIBR)] ZZBIRL £ T,
3. BAIN—NLZERLEITXNTOAWS V=232 T, ChSOATYTZEVERLET,
IAMZERAL T, Y—ERALCUZVEnO0-ILZHIEKRTDICE

IAM 1>V —)L, F7I& AWS Identity and Access Management APl Z A L T AWS CLI,
AWSServiceRoleForCodeStarNotifications H—E AU > & hi-O— )L ZHIKRL £9, 5EMICD
WTlE, TIAMI—%—HA R, 0O "TH—ERD) 00— 0OHIER, 25BLTLSEZV,

AWS CodeStar Notifications H—ERICU & h/i-O—I)LTHR—KrEThTWVW3B
y—3
AWS CodeStar BHITE, Y—E AN FAAERITXNTO AWS U—23> T, Y—EARICU O

NEO—ILOFEAFYR—RENTVET, FEMICODVWTIE, AWS TU—3 2 ET U RKRSA VB
EBHAWS CodeStar 1 ZS5BLTLSEEL,

AWS CodeConnections®H—E AIZU o hniO0—I)LOFEHA

AWS CodeConnections (& AWS Identity and Access Management , (IAM) H—EXIZU U & h
O—) Z2FALET, Y—ERICUVVEnO-)EE., BBV IV9ENE—EDRATD
IAM O0—JL T AWS CodeConnections, H—EARICU V& hizO—)LE IZ& > TERIEZ AWS
CodeConnections ENTHY), I—HF—ICRO>TH—EAHL SO AWS O —ERAZHVET
EOIMBBERIXNTOTIEAFAINfEENTVERT, cOO-IIE, ERZNOTERTDEEIC
SEERAICHEREINET, IO ZERKTIHXEZEHYEE A,

H—EACUOEhiO-I)IZERATd L, PTUORLAFTZFETEMITZDSENf ZVWEH, O
X E AWS CodeConnections AEEIZENET, . Y—ERICUVEnO-ILOT oA
#F A AWS CodeConnections ZE&L ., BICERENTVREESERE, O&xHNTOO—-)%ES|E
% (T AWS CodeConnections ® CENTEET, EBLETIVEAFTICEK, FER) D —LFHFT
RUS—NEENET, COFTRIVS—ZMOIAMIVTATAILTRYFTHERFRTEEY
Ao
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H—EBRICU N0 ZHBRTDICE, ETEETDIVY—RZHIRITDIBEN HYET,
ZhiZ&k'v), AWS CodeConnections UY —AANDT I AHF T %B > CHIRTD N BL<ED

£, UY—ANREENIET,

H—ERCV &N EO-)LZHR—NLTVWRZOMHOF—EAQOFHMBICOVTE, TIAM &
EETIAWS O —ERA, 2FRLTSEZ L,

(@ Note
FLWH—ERTL714YOATERENIZIY—ANDTF U< 3 codeconnections%
FATEET, HILLWH—ERTLT7AYIATYY—RAEERTDE., UY—ZARN
codeconnectionsT A"fEHAENET, codestar-connections H—EAFL 74 v Y
ADTO2avEeE)V—ARE|EHREFRATEET, IAIMARUS—TUY—REIBETDH
. H—ERTLT7AYIARVY—ADT LT A Y IRAE—HBITRIUENHYET,

DH—EAICD) o nz0-ILOT 2 tAFFA AWS CodeConnections

AWS CodeConnections l&, AWSServiceRoleForGitSync H—E RAICU > o hizO—)L&ZFERAL
T, BTN GtR—ADQURD NI O Git HZEALET,

AWSServiceRoleForGitSync H—E AICU > V& hizA—J)LiF. XOoY—ERZEFERLTO—-I)L%Z5]
ERTET,

« repository.sync.codeconnections.amazonaws.com

EVWSEBOO—ILT U EAFFHAR 2 — AWSGitSyncServiceRolePolicy & AWS

CodeConnections ., AEEEESNLEVUY—AICHLTROT O3> E2ERTTEDRLSICLET,

s TV HEBO Gt R—ADIURD NIADERZERL., TNhSOLRDSNUTGitEH%Z
FERHTEDELDICTRDTIVLAFTZ, 1——ICFELET,

H—EAV70-)ILOERH. FE. BIBRZE IAMI>T474 (A—H%—, JI—7", O—-ILBE)
ICHFATRICR. TORAFHAZRETIHLEN HYERT, FAICOVTE, IAMI—H—H4
ROY—ERZUVZhizO—ILOFAZSRLTEZ,
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AWS CodeConnections®H—E AU > o 0O— )L DERK

H—EAVI70-LZ2FHTERTILERFH EFE A, CreateRepositoryLink APl ZfEA L T
GtREHZ7’ODTIORNDUY—RAZERTHEEIL, O—ILZERLET,

COY—EAVY VO ZHBRUERTEEERIDLENEULBEERE. ABUBETTAIC B
CO-)Z2BEKTERT,

AWS CodeConnectionsDH—E RIZU > o ni-O— )L DiRE

=R IENEO—LEERTRE, E<OIVT AT A& TO—ILFBRE N5 THE
MABBID, BHELETHLRBTEERA, LU, IMEEALTO-LOBBERET

BLERTEET, FMBICOVTE, TAMI—¥—HA Ky O TH—ERCU & hiz0-)

DRE, EBRLTEE L,

AWS CodeConnections®H—E AU > o 0O—)L O Hlk

B—ERALCUVENO-IFBESBERLEY—EANFFTELCLEZ 2 LFRLCE, ToO—-)%
HIBRT R L ZHBHLET, T5T2ET, FALTWERVWIVTATAHNTIOTATICEZR
DodEnfl), XOTF2ARENEZYTRENBLBYET, HIRTDHEIIC, Y—ERICUVD
ENEO-INOVY—REIV—2T YT IRRBENGHYVET, 2FV. AWSTHIVRTH—E
AO-LZ2EATZINTOERZHIBRLE T,

(® Note

)Y —A%HIBRL &S &L & ZIC AWS CodeConnections H—E AN O—)LZFEHAL TL
2548, HIRF KB ITHDTEMEN B ET, XML EHEE. BoF > THSBRELZBRT
LTLEEV,

W ERA T % AWS CodeConnections ')V — A ZHIR T % IZ I& AWSServiceRoleForGitSync

1. BREYV-ILIDVY-ILZRE., [RE] ZERLET,
2. VARCRREND INTOELRZERL, [HIBR] Z2BRL KT,
3. BEZERLEINTOAWS V=232 T, ChSOFIEZZEVIELET,

IAMZFERAL T, Y—ERALCUZVEnO0-ILZHIBKRTDICE
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IAM >V =)L, &7=I& AWS Identity and Access Management AP| Z &/ L T AWS CLI,
AWSServiceRoleForGitSync H—E RIC) V& hO—)ILZHBRLET, FHICOVTRK, TIAM
A—H—HAR, O "H—EAVIO0-)LOHIR, 2Z3RBL T EE L,

AWS CodeConnections H—E AICD) > ochnO—I)LTHHR—KhEnhTVWD 1 —
o3ay
AWS CodeConnections &, H—E AN RAAEZINTO AWS U—23 > T, H—ERICUVY

EhEO-)LOFERZYR—NLET, FHRICOVTE, TAWS U -3 ETIVRRAU b, %
ZRLTEEL,

AWS M Y Zx— R7R1J S — AWS CodeConnections

AWS BIERD) S —F, ICK2>TERBIFBEEENZDAZRT7OARIS—TF AWS, AWS
EER)S—F, Z<L<O—BHUBEI—-AT—AICT 9 EAETE2FETHELSICHFchTWVWS 1=
O, I—HY—, JU—7. O-LCF I eAHAOH U TERBTE T,

AWS BRI —k, IXTOAWS BEFENFERATES S, BENDI—AT—AICRL THRS
BEOT UL ALTENSLEVERAHDEIEELTLKEE Y, 1—AT—ABICH AR —
YE—VRAUS—EEHL T, YRV RRUS—2RVIALCEEBBOHLET,

AWS BRAUS —TEBTNTVBT VL ARAREETE XA, H AWS BERUS—TES
ENETOEAHAAWS EEHTHE, RUS—ATRY FERTWBTRTOT UL /L ID
(A—%—. Fh—7. O—)) FEFENET, &, FLLVAWS OY—ER FRBEhDH, B
BEOH—EZATHLLAPIAWS FRL—2 3V FEATRICADE, AWS BERUS —EEHT
BTN BEEBYET,

FHECOVTE, TIAMI—"Y—HA R, O TAWS NZR—I RAKRUZ—; 2ZRLTSEEL,

@ Note
FLOWH—ERTL 74 Y OATHERENIE)Y—ADTFT Y3 3> codeconnections%
ERATEET, HILWIH—ERTLTAYIRATIUY—REEKTDE, UY—AARN
codeconnectionsT AEAE NFE T, codestar-connections Y—ERATL 71
ADT 23 EeE)V—ARSIEHREFATEET, IAMARU—TUY—RAEZIEBET D5
B, Y—ERATLT7AVYIRAREVYI—ADTL T4V IORE—HITBIUENHYET,
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AWS Y x— RR1J < —: AWSGitSyncServiceRolePolicy

IAM > 7 4 7 4 AWSGitSyncServiceRolePolicy IC ZT7 XY FFD_E@FTEFRHA, DR
—Fk., FI1I—HF—CROL2TTIVAVERTTEDELDICTARY—ERICUVEhizO-)
AWS CodeConnections IC7 2 Y FEhET, FMIC DWW TR, TAWS CodeConnections®H—E
Al ooEnzO0—)0OERA 22RBL T EE L,

CORVI—CEY. BEBE GIR—ADURINIICTFILALTEBCEATICENTES
¥, HERIE CreateRepositoryLink AP ZFEALIZRIZCHSOVY—RAILTILRALET,
T 0 AR O

CORDVI—IZE, LTOT IV EAFANFr@8ENATVET,

« codeconnections - A—H—AAEB Gt R—AD VRS NUADEREERTEDLDICTSDT
D AFAZFELET,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AccessGitRepos",
"Effect": "Allow",
"Action": [

"codestar-connections:UseConnection",
"codeconnections:UseConnection"

1,

"Resource": [
"arn:aws:codestar-connections:*:*:connection/*",
"arn:aws:codeconnections:*:*:connection/*"

]I
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"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS CodeConnectionsAWS EIER S —DEH

COHY—EANCNSOZENEHZRE L = AWS CodeConnections LAE®D @ AWS Y Z— R
RS —OEHFHICEAITHHMZERRLET, COR—DOZEEICHAIZIBEEB T o—NE2Z(TESIC
. AWS CodeConnections RF 1 XY RNEER—SORSS 74— RICHTAI9S A7 LTLEE

W

£E

AWSGitSyncServiceR
olePolicy - /R > —Z B

AWSGitSyncServiceR
olePolicy - L LR 2 —

AWS CodeConnections H'Z
ENENZEHBLEL L

Sk

AWS CodeStar Connections
H—EABN CEEEhFEL
7= AWS CodeConnections,
FOH—ERATL714vYIR%E
U ARNs ZHEHDODY—AD
R —z2EHLEL I,

AWS CodeStar Connections (C
AU —HFEBMENEL =,

BRI —Y AT h i Git
R—ADYURD N & Git EH
ZHEATEDLSICTRTOE
AFFAZRELERT,

AWS CodeConnections A"
AWS Y ZR— RRUS—NDE
ENENZEBHBLEL I,

SEF)
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AWS CodeStar BHIE O 754 7> AREE AWS
CodeConnections

BEOQIAVTZATATOVZLAWS ORREBDF—EAOUANIOWTR, "TOA>7Z4
T>YAAWS Z7O07ZLICLDHRREERND O —ERA) ZZRLTKEZV, —RBBERICOV
Tk, TAWS OV T ZATFVATOTZ L, 25RLTSEZL,

ZEALT, Y—RN—TFT 1 —DEELR—FZEHTVVO—RTEET AWS Artifact, FHICDWT
&. AWS TArtifact TOLAR—hOATVO—R) 25RLTLKEEL,

AWS CodeStar BHZEAT2BOBEZFHEND I 754 T > AEE AWS CodeConnections &, &
EEREOT—RAOMEEN, EHOOVTSATAEN, BRAEhDEEZBLVOBRFICKR > TREY E
T AWS TR, VT SATAICKRIUDUTOUY —RAERHELTVET,

c XAV FAEDAVT AT VADIA Y IAZ—RNHA R -ChSsOF7O4H4 RTIE.
T—FFTO0F v+ LOEBEEREICOVTHBAL, EFXF1UFTFAEOVTSAT U AICEREZB V-
R—=ATAVRERZ CTF7O493FIEICOVTHBEALET AWS,

c AWS AV T SAT VAV —A —ZDID—=0T Y OEHARODIOAL V>3V IE, BEEOER
HIFICERAENDBEEN HYET,

« AWS Config— 2 ® AWS H—E R, VY —ARENEAT ST 1R, ERHAARSA2. B
FUOBRFICEDEEENL TVWBIAL ZFFMLET,

« AWS Security Hub— Z M AWS H—E Rk, ROtEF1VF 1 REZEENICIEEBAWS L, &
FIAVFTAEREBEERANT ST A ANDENZERITDDICKRILEET,

AWS CodeStar B4l & OME=EM AWS CodeConnections

AWS JO—NNAVTZARZIOF vk, AWS U—J3 2 ETRAZEUTA—V—2ZH0I
BEEATVET, AWSU—232@F, BLATV>—, 8ARAL—TY N, BLVEELCIRE

FYRND=OTEEENE, DENCTES IO IBMENEBEROTRATEDT -V -2 2R
LET, PRAZEUT A=V —=2TR., TRAZEUTA—V—ETHHETIC, BBNICT T
ANFA—N—TFBTTVT—23VeTF—ER—AZRABLITERATRIENTEET, TRAZ
EVFA—V—2@, #RKOBR-—FKREREROT—RER—AVTFARNZIFvRUETAMK,
MEEYE., BLRTAT—FEUTAHABRATVET,

AWS U—=23 2 ETFRAZEVTA—=V—2OFMICOVTR, AWS " JO0-NILA2VT7ZF A
Z0F v #BRLUTLSEEL,

AT 4T > ARiEE 278


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/

FROYN=Y—=)La>VY-=) d—H—HAR

« BAIN—IE, EERENIZAWS V=232 ICEBETY, B8O CBHAL—ILHHDHEE AWS
V=232, V=232l I3 %2ERALTE OBAN-ILZHELET AWS U—T 32,

« AWS CodeStar Bk, BAIN—ILDOX—5 Y K~ &L T Amazon Simple Notification Service
(Amazon SNS) REY ZIZ#EFEL £ T, Amazon SNS REY JEBRIIL—ILOZ—5Y NZET
PEHRIE, BHIIL—INERELE V-3V EEBD AWS =23V ICRFENDIZEENHY)
£,

AWS CodeStar Notificatons B> DA T FARNSOF v &
F11)5F 14 AWS CodeConnections

NEZ—2 RY—EADHEETH D AWS CodeStar BH & & ¥ AWS CodeConnections &, 774
N ~R—/Y— TAmazon Web Services: ¥ 1 U T4 7O AOBE, ([CREBEEhTWVWS AWS J0O—
NILFRY RND—=0EF1VT1OFIETREENTVET, https://d0.awsstatic.com/whitepapers/
Security/AWS_Security_Whitepaper.pdf

AWS A NBEL = API J—J)LZf#EAL T, AWS CodeStar BHB LT FY RO —2 AWS
CodeConnections BB TF7 VAL ET, V547> KT Transport Layer Security (TLS) 1.0 2L
BEAHR—RENTVRIHBENHV)ET, £, Ephemeral Diffie-Hellman (DHE) X Elliptic Curve
Ephemeral Diffie-Hellman (ECDHE) 7% &£ ® Perfect Forward Secrecy (PFS) Zf#HA L EEE5 A/ — K~
EVTATRTHR—RNENTVRDULENHET, FFOZATALAR, BEAEDFZEEZhSD
E—RZHR-—KNLTLVET,

DOTARNE, FOEAF—IDE, IAMZT U NILICEERTFSNATVWES—JLYNDT O
AF—ZFEALTERIBIMLEN HYET, Elk. AWS Security Token Service (AWS STS) Z &£
ALT, —HHEEXx1 )7 REBEHREERL., VIITARNIBEIDIEETEET,

I)—> 3> & F =< AWS CodeConnections UV —ABO KNS 714 YD

BRBEZERALT VY —A0ERZEMICTEIHES. ERELDZY—EXAWS U—T3Y ZE
ALTWD 0 AWS V=232 A, DY—ANERE L) -3 BN —232TZED
KOBVY—ANDEHGZREIZIANICRY ., TOLSBEGEV Y —ACHEITIBTRERES &
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FRAYN=Y =)LV -IlOEK#EZERATDE, AWS DY —RZ2H—RN—F1—0DY—
AVRID NIIZELHTEET, 2024 F£3 A 29 H, AWS CodeStar Connections DB HIA ICEEE
NE L = AWS CodeConnectionse AT DI 3> Tk, BAIOEEICH >TEEENLBEDE
FIFELHoE, VY—ANEEICHKELGETREOICETIZDHEN D773 I ICDOVTHE
LET,

ChREINTZWRLIEVARTRBEVWZEICEBLTLKEZY, RRAOMOBITEEEENELIL
A ChSOEMNARZEEERELS B KT,

(® Note
FLWH—ERTLT71YORATERENEDY—ANDTFT V> 3> codeconnections%
FRTEXRT,. ILLWH—ERTLT7AYIATUY—REERTDE, VY—AARN
codeconnectionsT A"EHAENET, codestar-connections Y—EAFL 74 v
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