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ZELO-ROERELEHRTSIZIE, [Enabled (B%D)] ZiBIRL. BHNOHAEREEEL
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&1k, [Disabled (B 20V YU LET, Athena ZFEAL TEHNL I—REEL S3 #47
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O—=)ICEKNLTE, BN—FT 123 00 2BMIILTRETEET., EHNT—XT
&, BWN—T1>3Z20J%28%ICTSE. Amazon Data Firehose l& L 11— RZFEHL .
ZAPI J—I)LATEBRODEMBZE ISON AT IO NEBRRLET, Firechose AN —LAH
Kinesis Data Stream Z2Y — A& L TEREE TV SHFE S, Kinesis Producer Library (KPL)
DEAIARENZFERATEIEETEET, T—EN—T1> A BEER. F—2FENRE
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BREBMILET,
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A ENETF—REZBEITZISINTYRNT LTI AV IOAZEETIHEN HYET,

BN—TFT A>3 _-_VJZELKRETRICE. SSNTYRTLT7 1 TAOEAN ., BEL I
N=T423Z2T7F—DHERUTHIVENHYET,

V—RATF—RE. 1 VTAVBMELIFIEEL 2 AWS Lambda BHTC/N—FT 1> 3 {LT
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SINTYRNESIIZ—HATLTAYIARDRALY -2
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UTC ICEML T, BIORA AV -2 2ERTRHER. S3TLT7AYVATHERAENS
BALY—2EBEETEERT,

Ny 7702 Te> N

Firehose l&, ZET—XENY T77LTHS, BETEREICEELET, XELOHRE
NYT77HA4 X E, Y —ERATONA T —IZ&K>TERYET,

S3 EfE

GZIP. Snappy. Zip. &/l Hadoop E#( Snappy T—XEM. TLEFF—X
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Amazon S3EFENT Y NIBEBEE B2 AT IO NOT7 7 AINILGRFERZEEL F
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ELTHEATAEREICODVWTEHHALET,

e UTO74—)RICEZADLET,
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BN F—X%ZFERAL T Firehose AN —LAZTARNT
7

Z{EA L T AWS Management Console ., X 1L —RhEhEHKMETF—FEZMYRALZENTESR

T, AVV=INRT SO TCRIVVTNERTLT, Y7L 1—R% Firehose AN —AICH
BLET, chIlLY, MEOTAMNTF—RXZER LKL TE, Firehose ANU—LDEREZT A
RTEEXRT,

LTECRLTVWROE, >ZaL—bhEhEF—20OHTY,
{"TICKER_SYMBOL":"QXZ","SECTOR" : "HEALTHCARE", "CHANGE" :-0.05, "PRICE":84.51}

Firehose AN — AN TF—R&EFEET S & E(FEEND Amazon Data Firehose €N BRAENET
A, F—R2OERRFICERSERELBVCEICEEZELTLEZVY, ChsDBELEOREZELETS
EHIZ, WOTEIDAY=IIUDLSHTINARN)—LZEBELETEEXT,

N
- HIREH

EEXELTAmazon S3 #FRALTTARNT S

X% & LT Amazon Redshift ZFALTTARNT S

« OpenSearch Y —EAZZEEFEEELTFERALTITARNTD

« $EXELT Splunk EFEALTTFART S

%

k

b |=

Bl R SR

BRI B BIC, Firehose ANU—AZERLET, FMIZOVWTIE, TFirechose AN —AZER
T2, EBBLTIEE,

FEEXRELT Amazon S3 #FRALTTARNT S

Amazon Simple Storage Service (Amazon S3) ZiA{fE% & L THEAL T Firehose AN —LZTA
RTBDICEE, ROFIEICHVWET,

Amazon S3 ZfEH L T Firehose AN —LZTFANTBICIE

1. https://console.aws.amazon.com/firehose/ T Firehose AV — )L ZBE X T,

BIRSRAF 58


https://console.aws.amazon.com/firehose/
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2.

T U7 477 Firehose AN—LZBIRLET, T—X2DAEEZRHBETSHIIC. Firehose A~
)—LBNTITATAT—RAILB>TVRHENFHYET,

[Test with demo data] T. [Start sending demo data] Zi&RL T, O I KM TF—XZEKL
£79,

BEOERICHE 2T, SSNTY NMIF—ERIFREETNTVEICEZERELET, NTY KD
NYT77RECEITVT, HILLWATSIORINTY NCRTENDETICHD AN BHEN
HYET,

TARNDET LS, [Stop sending demo data] Z3ZIRL T, FAREORELEEFILELET,

IEE & LT Amazon Redshift Z AL TTFARNT S

Amazon Redshift ZiX{E% & L THEAL T Firechose AN —AZTARNTDIZE., XOFIEIZHEW
x£9,

Amazon Redshift Z{#H L T Firechose AN —LZTARNTBICIE

1.

Firehose A M) —AlE, Amazon Redshift 75 ARZ—ICT—7IINEFEETHI 2B ELTY
£, SQL A X —T7 T A A%&{EHL T Amazon Redshift ICE#HL., A TOATF—KMXU K%
EITLT, YOTINF—E2%2Z T ANDT—TIZ2ERLET,

create table firehose_test_table

(
TICKER_SYMBOL varchar(4),

SECTOR varchar(16),
CHANGE float,
PRICE float

);

https://console.aws.amazon.com/firehose/ T Firehose 2V — )L ZRAE X T,

79T 41775 Firehose ANU—ALAZBIRLET, T—XDEEEZRHBTSHIIC. Firehose A~
)— LD TITATAT—RAICE>TVBRHRENFHV)ET,

Firechose AN —LADEELXENDFHMZHEL T, L IEHRETh
f=firehose_test_tableT—7 I %#SHBL £,

[Test with demo data] T. [Start sending demo data] ZiZRL T, O 7T KM TF—2ZEKL
x£¥79,

BEOERCE>2T, T—7LNCTF—ENFRETNATVBRE2BAELET, NV T 7REICE
SWT, HFLWITHFT—TILICRRENDETICHRODIADEENHYVET,

#E{E% & L T Amazon Redshift 2 AL TTANT 59


https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-to-cluster.html
https://console.aws.amazon.com/firehose/
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7.
8.
9.

TARNTET LS, [Stop sending demo data] ZiZIRL T, MARESOREZFILELET,
Firehose AN —LADEEXOFHHZHREL T, BOoT—7ILE2RANLET,
(72 3>) firehose_test_table T—7 )L ZHIBRL £ T,

OpenSearch Y —ERAZEFELEELTHEALTTANTS

Amazon OpenSearch Service ZEE%X & U THEMAL T Firehose AN —ALAZTARNTBICIE, KD
FIEICRVWET,

OpenSearch H—E A% #EH L T Firehose AN —ALAZTARNTZICIE

1.
2.

https://console.aws.amazon.com/firehose/ T Firehose 2V — )L ZHAE X T,

T U7 477 Firehose ANU—LAZBIRLET, F—ROEEZMBTHHIC, Firehose A K
V=D TIOTATAT—RAILBEDTVRRENHYET,

[Test with demo data] T. [Start sending demo data] Z#3&RL T, 4 7 IIKATF— 22 ERL
£7,

HEOERICHE ST, F—2AH OpenSearch H—EARXA VICBEENTVWD & ZHFEL
£, FHMIZDOVWTIE., Amazon OpenSearch Service 7RO Y /N—HA RD "H—EZARXA
VTORFIXND®RE, Z5RLTLEEV, OpenSearch

TARNTET LS, [Stop sending demo data] ZiBIRL T, MAREOREZFILELET,

EELXEELTSplunk ZEALTTARNT S

Splunk Z(E%kE L THEAL T Firehose ANU—LZTARNTDICE., ROFIEICHWVET,

Splunk Z A L T Firehose AN —AZFTANTBICIE

1.
2.

https://console.aws.amazon.com/firehose/ T Firehose AV —)LZHE X,

T 2OT 4 7% Firehose AN—LZZBIRLET, T—XDXEZFBTSHIIC. Firehose A~
)—ALDNTIOTATAT—RAICE>TVRHRENFHVET,

[Test with demo data] T, [Start sending demo data] Z3&RL T, Y 7K@ TF— 2 EERL
£7,

Splunk 1 > FY VD AILTF—ENBEETNIAESH ZREEL LT, Splunk DBRERAEDHIE
sourcetype="aws:firehose:json" & &KV index="name-of-your-splunk-index" T

OpenSearch H—ERAZZEEFELRELTERALTTANTS 60


https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-gsg-search.html
https://console.aws.amazon.com/firehose/
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To AIXRVRNERETDHZEOFMCOVTIE, Splunk ® RF 1 X2 ~® Search Manual 2%
BLTLSEZL,

Splunk 1 > FY VATTARNF—ENFRTENBZVESEE. Amazon S3/NTY NTREL 24
RYNEBERLET, £, "F—25 Splunk ICEEE GV, Z5BLTLSEEL,

5. FARNTET LS, [Stop sending demo data] ZiZIRL T, FAREOREZFELLET,

EEXELT Splunk ZFEALTTARNT D 61


http://docs.splunk.com/Documentation/Splunk/latest/Search/GetstartedwithSearch
https://docs.aws.amazon.com/firehose/latest/dev/troubleshooting.html#data-not-delivered-to-splunk
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Firechose AR —AICTF—REEXETS

AWS SDK ZfEA L T, Kinesis *—X AK!J—L/A, Amazon MSK, Kinesis Agent, Amazon

Data Firehose APl 72 £ DY —A A S Firehose AN —AICTF—RZHEETEEXT. Amazon
CloudWatch Logs, CloudWatch Events, F7lk AWS loT 27—V —AELTHEATHIEET
Z E£9, Amazon Data Firehose Z#]1 THEAT2HEAE., ") THRES N TV 2B HEICEN
T < Z& WAmazon Data Firehose & (&,

(® Note

—ED AWS H—E ATk, ABL)—>232ICH D Firechose AR —AILDOHEXY E—D &
AR NEEETEET, Amazon CloudWatch Logs, CloudWatch Events, £k O X —
TV NERETDEEIC Firehose ANU—ALNF T3 ELTRRERENEVEESEF AWS
loT, Firehose AN —ANMD H—ERERU =232 ICHdEZBRBLET,

NeEY D

« Kinesis Data Streams % 8/ L 7=z Amazon Data Firehose N D& & A &
« Amazon MSK Zf#H L /= Amazon Data Firehose \ Q& & jA &

« Kinesis Agent Zf#H L /= Amazon Data Firehose \ Q& & jA &k

« AWS SDK Z £ L %= Amazon Data Firehose N\ D & & jA &

+ CloudWatch 0% Z £ L 7= Amazon Data Firehose N\ D & & jA &

+ CloudWatch 41 X k& A L %= Amazon Data Firehose \ D & & jA &k
« ZfEH L % Amazon Data Firehose NDE & A&k AWS loT

Kinesis Data Streams %Z £ L /= Amazon Data Firehose ANNDEZE
A
Firehose A N —AICIEHREIEE T B &S IZ Amazon Kinesis Data Streams 22 ETEE T,

/A Important
Kinesis Producer Library (KPL) Zf£H L T Kinesis T— X AR —AICTF—RZ2EZIATE

&, ENZEFEAL TED Kinesis T—R2ARNJ—AICEZTIABL I—REZHFEESTEEFT, X
iz, TDF—RAN)—LAL% Firechose AN —LDY—AELTHEHAT S E., Amazon Data

Kinesis Data Streams Z{FfA L =& & A&k 62
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Firehose &L I— RZBEICEETZHICL I—ROENEBRLET, T—X2LHT

% &SI Firehose AR —AL%ZFET S &, Amazon Data Firehose & L J— R & IZE(E
IHECL I— ROEHNZHEBRL FF AWS Lambda, F#IC DWW Tk, MKinesis Producer
Library % £ L 7= Amazon Kinesis Data Streams ZO7 1 —%— O & LT "4, %=
SBLTEEY,

1. YA 24> AWS Management Console L., https://console.aws.amazon.com/firehose/ T
Amazon Data Firehose A2V —J)LZBHE £ Y,

2. Firehose AN —LDOEK ZiBIRL £F, [Name and source (BRIE Y —R)| R—T T, XD
74— RICEZAHDLET,

Firehose AN —AF

Firehose AN —ADZH,
V—A

Kinesis AN —AL%ZEIRL T, Kinesis T—R2ARN—LZT—RY—AELTHERATS
Firehose AN —AZRELF T, TDO#E. Amazon Data Firehose Z#ERA L T, BEFED
F—RARN)—LHDSTF—XEZHEICFHHAEY) . EELXICO—RTEEXT,

Y—AE L TKinesis *—RARN)—LZFERATBICIE, [Kinesis ANJ—A]VANTERE
NDARNI—LZZBIRT DD, [FHRER] 2BIRL THL LV Kinesis T—RX AN —ALZER
LEFT. HILLANU—LZERL RIS, [EFH Z18IRL T [Kinesis ANU—AL]UAKZ
BEHLET, ZHOARN)—LNBHBIZEEE. [Fiter by name] ZFEALTVARNET 1)L &
)T LET,

(® Note
Firechose ANU—LMDY —AE L T Kinesis T—2 AN —LZEBETS
& . Amazon Data Firehose PutRecord® & T PutRecordBatchAAXRL —< 3k
BMICEVYYET, CDIBEIC Firehose AN —AICTF—RZEBMNTSIZIE. Kinesis
Data Streams PutRecord® & U PutRecordsAARL —>3a > #ERALET,

Amazon Data Firehose [&. Kinesis AN —ALATESTONEN 5 TF—X DAY &
BB L £ 9, Kinesis Data Streams ODENFFMICOVWTIR., T, Z25HBL TS ES
L\GetShardlterator,

Kinesis Data Streams Z{FfA L =& & A&k 63


https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://console.aws.amazon.com/firehose/
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetShardIterator.html
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Amazon Data Firehose (&, > ¥ — RZ & (Z Kinesis Data Streams GetRecords AR L —
DAVEARICIEFCEHLET, £EL. ZINYOTYTHFEMCE>TWVWSE
&, Firehose &< ¥+ — RZ &2 1 #I(C 2 [E Kinesis Data Streams GetRecords AR L —
2avEFUPHLET, 1 2BE7TSAXVEEGE, €5 127NV OT7YTHTY,

BE D Firehose AN —ANRU Kinesis AN —ALNSTHEAMD ENTEET, D
Kinesis 7 7’4 —>3> (A2 21—~ —)ERAUARNI—LNSHAMBD ENTEF
¥, Firehose AN —AFERFMOI > 1—X—T7IV5—23aA5OZFHCHLIE,
Y —ROSEABAOY NUTHEIRICAD I REhET, AQY RNV T ZE#TS -
b, P7VTr—23a> a8 R<FHEL T EE WV, Kinesis Data Streams O #IREBIE D ¥
I DOWTIE, TAmazon Kinesis Streams O #IfR 1 2B L TS E&E L,

3. [Next] ZBIRLT[LO-—RERMEFALTREREITD|R—JICEXAKT,

Amazon MSK % £ L /= Amazon Data Firehose N\ D& & A &

Firehose AN —AICIBEHREEETDELSIC Amazon MSK 2R ETEE T,

1. YA 24> AWS Management Console L., https://console.aws.amazon.com/firehose/ T
Amazon Data Firehose A2V —J)LZBHE £ Y,

2. Firehose ANU—LDER &£1BIRL ET,

COR—=DIZHD[V—AEEEEZEBR| V23> T, ROT74—I)LRICEZASILET,
J—2A
Amazon MSK ZiZiRL T, Amazon MSK 27 —&2Y —A & L THEHA T % Firechose AR —
LERELET, MSKZ7OEZ a2V RIVFAZ—E MSKH—N—LAVTARAZ—DOESES

A EBIRTEET, TND%E. Amazon Data Firehose ZFEHAL T, EED Amazon MSK U5
AZ—ERNEYOILSTF—REBRICHEHIY), BEEEThESIEEEICO—RTEET,

EEL

Firehose ANU—A®MEE%XEL T Amazon S3 ZiEIRL £,

COR—=DIZHD [V—ARE| Y232 T, XKOT71—=)IRICEZASDLET,

Amazon MSK ZER L =E& A& 64


https://docs.aws.amazon.com/kinesis/latest/APIReference/API_GetRecords.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://console.aws.amazon.com/firehose/
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Amazon MSK 75 A& — ik

DZAZR—REILEIVT, [T7ZA4R=NT=RNARNTYT7O-H—](#ER)H» [NTVY
D7 —=KNARZY770—H—]OVThHAZERLEST, 7—NANZY 7 7O—-H—
(k. ApacheKafka 75 A T MV TAR—I_EHTRIEENHRIAELTHERATZIENT
T NTVYOT7—RNARNZYZ770-H— OAFBLSONT VY OTFTOEAEZBHNEL
THY AWS, 7TAR—KRT—RARIYT7TO-H—RG ALSODTIVERAZBENELT
WET AWS, FFMIC DOV T, "Amazon Managed Streaming for Apache Kafka, S BL
TLEEL,

TO5AR—=RNT—=RNARNZY77O—HA—2ZN LT Amazon MSK 7O 3> RIS A
B—FERFEY—N—LAVTAZ—ICEHKETDICIE, V9FAZ—NUATOEHZINTHEE
LTVBHENFHYET,

« VIARB—HNTIOTATTHIRENFHVET,
« POEAOAVMNA-LFTEDND 1 DELTITAR—H IAM ZE>TVIHRENH KT,

c IAMT72tAOY MA—ILEETNLF VPC 7T A R—NEGEABDICBE>TVIHE
FHYNET,

« MUV TAZ—IZIE. Amazon Data Firehose H—E A7) > <)Y )LIZ Amazon MSK
CreateVpcConnection APl Z I 7 VAR 2FETD )Y —AR—ADR) > —
ZEMTDHLENHYET,

NTVYOT—RARNZYZT7TO—H—%ZNLT Amazon MSK 7OES IV ROZ AR —
ICERTDICE. VFAZ—HDUTOEHZINTHELTVRAENHY KT,
s DSARE—NDNTIOTATTHIRVENFHYVET,
« POEAOAYNOA-LFED 1 DELTITAR—H IAM ZH>TLVRHBENFHET,
c DSAREZ—RBNTIYOICT IO EATETETAERYERA,

Amazon MSK 7 2 A& —

RLUT7HI> N FUFT, Firehose ANU—LNT—R%EFHAKAED Amazon MSK 75 A
X—® ARN 2 EEL £,

ODOATAHAHIROFIVAIZOVWTIWE., "TAmazon MSK SOV OAT7 AT RNEEL &
SHRLTLSEETL,

Amazon MSK ZfER L =& & Ak 65


https://docs.aws.amazon.com/msk/latest/developerguide/what-is-msk.html
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N =Ry

Firehose AN — AN TF—X%ZHV)IAL Apache Kafka REY V& IBEL £9, Firehose A
NU—LANMERENDE, COREYIEREFHID_ERFETEEREA,

R—2 O Firehose AN —ALB 023> T, ROT7 1= ROEEEELET,

Firehose AN —AF

Firchose AN —LDO BRI ZIEEL X T,
3. R, LO—REBREL A—REXDEBRERET DA TICDARATY T EZRTTEET, &
MICOVWTEE, "TLO—REBBRERXELEREZRETS ) Z2SRBLTLKEEL,

Kinesis Agent Z{#F L = Amazon Data Firehose N\ D& & jA &

Amazon Kinesis T— T M, F—XZREL T Firehose ICEFET B FEZRTV I 7L ARE
RELTHBET D AR RT7O Y Java VI NDITFF77)T5—>32TY, I—JI 2 NE—ED
T7A4NERENICEZRZI)>TIL, FILLWF—2R % Firehose ANU—AICEELET, I—>T

YRNE, 774)0A—F—23>, FIVIRAUDM, BRUEEREROBRTZLAETSDHE%E
RLUET, chik, BEMENFEL, RMALV—TI TV BFETT—R2HREITSIHFEERL TV
£, £, ANV=—ZVIJ7TOCAODEFEZRITERNS TN A—TFT AT 2HETDLEHICX
N O A%ZHHD CloudWatchd D FEERLET, FMIC DWTIEE., awslabs/amazon-kinesis-agent

BSRLTLSEZL,

F72)RNTR, LIO-REFTXFE(\n") ICETVTET 7ML SHEMENET, LAL,
BHITLI—RZBNIDELD, I-PIVNEREITDIEETERT (LI NOEREES
#)o

COI—2IVNE, 9I7H—N—, OV —N—BREF—ER—AH—/N\—& &, Linux X—
ADH—N—REIZAVAN—ILTEET, I—-IVRNEAVARN=IILES, EZZVTTS
77A4) & Firehose ANU—LAZEELTTF—RERELET, I—-CIVNZERETDE, 77
AL S KENICT—2ZYNEL, Firehose AN —AICBEICEELET,

NeEY D
- BIRREM
« WAZLRBAEERZ7ONA X —

Amazon Data Firehose T— I R Z2FHALEEEAK 66


https://github.com/awslabs/amazon-kinesis-agent

Amazon Data Firehose MREHAR
s IOV O—REAVAR=IN

« I-2IVNORELHA

s I—JIVHDOREE

s BEOT7F7ALTALIORNVZEERL, BEOARNV—LICEZIAHK

s I-JIVhEFRALTTF— 2 ZF0NETS

e I—2IVKNCLIOXVR

c K< HBDEM

Bl FR SR

o ARL—FT 14 2T AT Al Amazon Linux, ¥ 7= Il& Red Hat Enterprise Linux /\—2 3> 7 LAR&
TRIThERYEEA,

e T—ITRNN—232 200 B IREN—2a3 18 UBREFEAL TETENET, IT—
SIVRMN—23V 11X IR IRE17TLRZFEAL TETENET,

* AmazonEC2 Z AL TI—2 I M EETLTVREEE., EC2A VAR AZRERHLET,

« IBETSH IAM O—JLFELEF AWS RBEEEIHRICIE. T—> T2 KA Firehose AR —AICTF—2&
#IXE9 % 1= Z Amazon Data Firehose PutRecordBatchA XL —> 3> #R1T$2 T VA
ANPETT, T— I N CloudWatch DEZZV I 2BMITBHEERE. ARL—23
> %2179 % CloudWatch PutMetricDataZ7 7 L A EMHETT, FMIC DLV Tk, Amazon
Data Firehose IC&D T IO EADHIME ", |, Kinesis T— I ROREOEZZVT T, . &
& U "Amazon OFREEE T VA1 ~O—)L CloudWatchy ZZBRL T & LY,

Rl 15

ROVWThADOHEEEERL TAWS RIAEHREEELE T,

s NARLFRBEHR7ONA A —ZERLET, FMICDOVWTIE, Mthe section called “N AR LT
AFEHRZ7ONAZ—", 2#BRBLTLEZ,

s EC2AVARVAZEERITDIERICIAMO—)LZEELE T,

s I—CIVRNERETIEZICAWS RABEREEELET ("1 ORE

FawsSecretAccessKey®awsAccessKeyIld "1 & ") DIV MU ZSRL T EE Lhe
sectioncalled “T—2 I MDFRE") o

- BZimE/etc/sysconfig/aws-kinesis-agentL T, AWS U—23a> & AWS 7O tEAF—%
EELET,

BIRSRAF 67


https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecordBatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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c EC2AVABRVANBIOD AWS FHO Y NMZHBHEE. IAM O—)LZ4ERK L T Amazon Data
Firehose H—EAND TV ERAZRHMLET, I— IV MNZRETHEEIL, ToO-I%EE
E L F£ 9 (assumeRoleARN and assumeRoleExternalldy 228 ). BIROFZEZDO VT hh ZFEH
LT, cOO—-IZB|EZF2T7 IV EAHFAZE >MOT AT MNOI1—H—0 AWS RillEH %
BELET,

jJZgAWu\nIEFE$E7 D/\’fg—

NDARLRRIERZ7ANA A —ZER L. TEDIOTARE jar NA%

Kinesis IT— IV RNCEBTCENTEET, ChoZEITEHDER

FE & LU T userDefinedCredentialsProvider.classname &
userDefinedCredentialsProvider.location ZFEALET, S 2 DOEBKEREDHAIC
DLWTIk, Tthesectioncalled " T— I RDERE"S ZSBLTLSEE L,

NDARALRRIERZ7ANA A —ZERTBICIE, ROBIICRIRSIC, AWS
CredentialsProvider 1 VA —J I A REEEITHIVTRAEZEELET,

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.auth.AWSCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;

public class YourClassName implements AWSCredentialsProvider {
public YourClassName() {

}

public AWSCredentials getCredentials() {
return new BasicAWSCredentials("keyl", "key2");
}

public void refresh() {
}

CDVZAR, 5B eSS BEVIAVARNTZIVR—2HEELRT,

AWS FE#H XYV Y REZEHNICHOTHL T, EMENLFRAFREMELET, BAFEHRIO/NA
F—Ns5ZTOEFGEHEFICECESDITARREZRMIZEEE. COXVY RICFFAIRHREEH
FRLEHOI—REZEOERT., Tk, BHNZ (ELS5KV) RAFERZRME T ZFRAREHR 7 O/N(
H—ZRBBEETRIHEERF. COXVYREZQRRICTDIEETEET,

NARLRIEER 7 O/ 1 A — 68
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I-2I2h0OREDO-REAARN=I

B, 1 VARAICELSELET, SFMAICOVTIE., TAmazonEC2 1—H—HA R, O T4
AR VAL ELGETD ) #SBLTLKEEL, Amazon EC2 #E&ICRIEN H 3B Sk, Amazon EC2
A—H—=HAR, O "TA2AZAANOEGORNTZ I —FT14200 ) #SBLTLSEEV,

K, RoWFhAroFEzE#FERALT, I—2I M2/ AN =ILLET,
« Amazon Linux VRS KRUASTI—SIORNE2RY RNTYTTBICE

COXYY RIF AmazonLinux 1 VAR ATOHMELET, UTOON REFEALET,

sudo yum install -y aws-kinesis-agent

TI—21I2 b v20.0 BN, ARL—FT 12T A7 A Amazon Linux 2 (AL2) OO E1—%
WCAVAN=IENhET, COI—2IRN—232 T, Java 1.8 BNV ETT, HE
Blava N—=2 I3 UANEEFEELBVEERE, I—-2IMOAARN=IL7OFAICK2TA
YARN=I)LENET, Amazon Linux 2 DFFMIC DV TIE, Thitps://aws.amazon.com/amazon-
linux-2/1 ZZRBLTSEZ L,

* Amazon S3 VRS NUALPSTI—J IV RNERYRNTYTTBRICE

D XYY RiE, Red Hat Enterprise Linux & Amazon Linux2 1 VAR ATEMELET,

niE, NTVYOICRATEBVRDNIANSTI—SI 2V NEAVARN=ILTEINSTT, XD

OV REFHALT, I—2I 2 NN—=232 2xx OEFN—23 202202 O0—RLTA VA
N—ILZET,

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amzn2.noarch.rpm

BEN—232OI—2JI20 N4V AR—IILTBIEE, TON—232FS5Z2IR RTEEL
T9, LealF, ROONREI—->2I2bv201%Z242AM—I)LLET,

sudo yum install -y https://streaming-data-agent.s3.amazonaws.com/aws-kinesis-
agent-2.0.1-1.amznl.noarch.rpm

I—-2z2h08I7YO0-RECVARIL 69


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-connect-to-instance-linux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html
https://aws.amazon.com/amazon-linux-2/
https://aws.amazon.com/amazon-linux-2/
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Java 1.7 ZE>TVWT, ThET7Y7IL—RULELBEVESRE, Javal1.7 EERMEN H DT —
SIVKNN=DI3AxxEBAIO—RTEET, FExWE, I—2T2hv116 23D 0O—
RIBICE. ROOAX REFEHALET,

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-
agent-1.1.6-1.amznl.noarch.rpm

BHOI—2I2 b vixxlE, ROONY REZFEALTEIVO—RTEXY,

sudo yum install -y https://s3.amazonaws.com/streaming-data-agent/aws-kinesis-agent-
latest.amznl.noarch.zrpm

e URZKNUAS GitHUbI—2 I RNERRETDICE
1. &9, I—-2z2hON—232ERUT, BB Java N—DIVHFAVAR=)LEhTV
Pl EBRLET,
2. awslabs/amazon-kinesis-agent GitHub repo A8 T—2 I M E2X D O—RULE T,
3. AU O—RULEFALINIVETEBHL, XROOANY RERTLTI-2I2REAVA
N—=ILLZ%ET,

sudo ./setup --install

« Docker AT FHICI—>IRE2®YNTYTTBICE

Kinesis Agent l&, amazonlinux AT F R —AZFE>TIAVTFTTEITTDEETEEXET, X
® Docker 77 4 )LZEMA L., docker build ZEfTLE T,

FROM amazonlinux

RUN yum install -y aws-kinesis-agent which findutils
COPY agent.json /etc/aws-kinesis/agent.json
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https://github.com/awslabs/amazon-kinesis-agent
https://docs.aws.amazon.com/AmazonECR/latest/userguide/amazon_linux_container_image.html
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CMD ["start-aws-kinesis-agent"]

T—>I2NDEREEBE
T-JIVRERELTEBTDICR

1. (TF7ALRNOT77ANTIOEAFAZEALTVRHE, A—/N—1—H—&LT)
)L (/etc/aws-kinesis/agent.json) ZFH&E. MEL FT,

E77A

kg

CORETTANLT, I—=2I NN T—2E2NRETSHT774)L ("filePattern") &, I—
DIV T—RZIEET S Firehose ANU—LDOFEH () "deliveryStream" ZEEL &
To 727ALBRNE—2T, I—21 NG 774)0MA—FT—232 2B LET. 1 ¥H1-
WIC—EEW, 774V Z2REBEETEEHLV I 7ML ZERTEERT, T—-T 2 NET7714)L
ERRALAZ T ZFEAL T, Firechose ANU—LZBHLTT—ILTB T 7ML ZREL
F9, FILLWI7AIINEERLEY, AIRIC1EEBAPEETCTI 7N 20—FT—3 Lk
WLTE, I-I 2 NETEUICXBTSECERFTEREA,

{
"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "yourdeliverystream"
}
]
}

F7F2)MDAWS V=232 THus-east-1, BIOV—arzEATR58K., BRE
77 A4)IC firehose.endpoint BEZEML T =23 0TI RRA N EEELET,
HEICOWTEE, "TI—2I20h0EE) 22RBLTLSEEL,

2. I-2I2VhZFBHTHETS:

sudo service aws-kinesis-agent start
3. (ATVANPATLAARE—RNTYTRIII-2IVNEHBIDRSICHRELET,

sudo chkconfig aws-kinesis-agent on
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I—2I2 R, SATLADY—ERELTNY OISOV RTETENET, BEEhET774)
BHENICEZZU>TL, BEENE Firehose AN —AILTF—2%2#ELET, I—IT 08
BB, /var/log/aws-kinesis-agent/aws-kinesis-agent.log [CEBRENE T,

T—>I2 MOERE

I—I0 N, 2 DOMAERTE, filePattern & deliveryStream, &S5 ICEBMKEREE LT
F72aVOREEHR—NLTVET, RESRTFAT I DERER /etc/aws-kinesis/
agent.json THEETEE T,

RE77ANZEELEHER, ROV REFALTI—JIV RN EFLEBICEHTILEN
HWFERT,

sudo service aws-kinesis-agent stop
sudo service aws-kinesis-agent start

R, ROONV RZERATEFRT,

sudo service aws-kinesis-agent restart
ERBERFROESYTT,

BREE B8

assumeRoleARN I—H¥—HKBlEZ(F30O—)LO Amazon U Y —AFZ—LA (ARN),
2UWTE, "IAM1—H%—HA4A R, O "IAMO—)LZFEAL = AWS 7
WOV RNBOT I EADERE) 25RBLTLSEZL,

assumeRol O—)%&ZB|EZ TR ENTERLI—HY—BRETHDA7>3 >0 ID,
eExternalld FHMICOVWTEE, IAIMI—Y—HA ROAZID DFEAFEZSRBLT
<EEL,

awsAccessKeyId AWS 7 # )L NDFRFLEHRZ LEE TS 7V EAF— ID. COFRE
&, OITXTORIMBEHR7ANA X —ICBEENET,

awsSecret AWS 7 # )L NDORRFHERZE LEZ TS — UL Y MNF—, CORE
AccessKey &, OITXTORIBEHR7OAONA X —ICBEENET,

cloudwatc BREETNTWAEE, I—2I 0 M XRNJUO A% (ZH B CloudWatch
h.emitMetrics TEBDELSICLET (true)s
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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RREHA R

BARGERE

K

cloudwatc
h.endpoint

firehose.
endpoint

sts.endpoint

userDefin
edCredent
ialsProvi
der.classname

userDefin
edCredent
ialsProvi
der.location

B7L)]

T 77 ) N true

N')—23> I RKRA 2~ CloudWatch,

77 # )L b:monitoring.us-east-1.amazonaws.com
Amazon Data Firehose D) —23 2 T2 RARA 2 K,

T 7 %)~ firehose.us-east-1.amazonaws.com

AWS X 1UT A N=—O2 0 —EAQU—T3 VT RRAU B,
F7 A )~ https://sts.amazonaws.com

NARLFRIABERZ7ONA A —EEERITDHE. COREEFEALTE
NDEEEHIVTABREEBELET, VFABDOKREIC .class ZE8dH %
WTLEE L,

NAZLFEER7ONA A —ZERTRHE. COREZFEAL T,
NDAZLZEBEBR7ONA A —HFEENTVS jar DEF/NAZEEL
F9. I—>I2 MK, SOjar 77 A4 )% /usr/share/aws-kin
esis-agent/lib/ TERELETT,

JO0—REFPRDODEHYTT,

BRGERE

aggregate
dRecordSi
zeBytes

dataProce
ssingOptions

B

T—2I2RILO—RZEWESE. 1 BOAXRL—2 32 T Firehose
ARNV—AICERETSICE., COBREZEBELET, I—2I2 NN
Firechose ANU—AICERETSEIIC,. EXL I—RICEF=EEZVY A
AICERELET,

F7AILN: 0 (EHEL)

Firehose AN —AICEEFETNDHIIC, BTE AL I—RICERE
NB2NEBATa>OVAN, MEBAT a2V FEELEIEFTETE

I—2I2MNORE
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RREHA R

BARGERE

K

deliveryStream

filePattern

initialPosition

maxBuffer
AgeMillis

maxBuffer
SizeBytes

S

nET, BACOVTR, "I-YIVNEFALTIF—KESIAE
5, EBBLTEEL,

(%] Firehose AR —LDOZHEI,

BB I—CIVRNIEKI2TEZIRI T EBRENF D774

D glob CHONE—2IE—HEBINTOT P A, I—-T TR
EO2TEHHNICEREh, EZRVVITENET, cONZ—2IC—H
FTRIXNTDTI7AILT, AW T O 2AFFA%Z aws-kinesis-
agent-user (CFHFELET, 77MIILEECTFALIRNIT, ik
WP OLRAFAERITT UV AFFAI%Z aws-kinesis-agent-user
ICRELET,

/A Important

I-2I2hRE, CONEZ—2VIE—HITBT77M4)IL2TXTH
BLET, I-JIVMHFERLEVLI-—RZREBLEVK
S, SONE—2RFEEICBERLTSEZ W,

T7AINOBIHNRBENZIEVNONE, BEWEMEE. START_OF_
FILE & &V END_OF_FILE T4,
37 #J)LN: END_OF_FILE

T—> I MY Firehose AN —AIICEETIHICTF—RENY T 7T
PREARKEZIVUNENTEELED,

fEDEE: 1,000 ~ 900,000 (1 ¥ ~ 15 %)
5277 )L N 60,000 (1 %)

IT—2 I bhA Firehose ANU—AILEETRHICT—2ENY T 7T
BNA NBEUOBERY 1,

fEDEE: 1~4,194,304 (4 MB)

577 )l : 4,194,304 (4 MB)

I—2I2MNORE
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RREHA R

BARGERE

maxBuffer
SizeRecords

minTimeBe
tweenFile
PollsMillis

multilLine
StartPattern

skipHeaderlLines

truncated
RecordTer
minator

S

Firechose AN —AICEETHHICI—>I O M TF—22NV T 79
6'/] I\G)Eij(wo

fEDEEH: 1~500
T 7 # )L ~:500

I-JI2RFHLOTF—ROEZRVINRTI7AINER—I2T
L. @9 2iEER (IR EL).

EDEH: 1 L
77 #)L 100

LO—RORKZ#RTZINEZ—2 LI—RE, NEZ=—2IC—HTS
1978, TREHELSNZ—2E—BLBWTTEREINE T, BURIE
FERKREATT, F7FILRTRE,. OJ774LDZREThOHITE 1
D2OLIO—RELTEHEIIT,

FZRI)IRNRITIZAIINODBEDICTI—I O NBMEAFY T TS
DT,

BEn&HE: 0 AL
F7# )k 0(ED)

L OJ— R4 4 XA Amazon Data Firechose L J1— RY 4 X&IfR & B X 1=
EEIL, I-2I MBS ELI—RZYVVEBETDEHICERT
%X F5, (1,000 KB)

T7#F )b '\n' (KT)

BROT7ANTALIRNIZERL, BROARN)-LAICEERLAHK

BEROJO-—REEZBETZCEILE 2T, I—SIMNEHOT77AILTFALIORN)ZERL,
BEOARN)—LAICTF—RE2EEITDELDICKETEET, XOKREFITE, I—>T2NE2D
T7ANTFALIORNIEEZR) UL, TNhEN Kinesis T—XARK!)—LA& Firehose A b

BHEOT7T7ANTALIONIEZERL, BROARNI—LICEERAHR 75



Amazon Data Firehose BREHA R

) —ALICTF—REFEELET, Kinesis Data Streams & Amazon Data Firehose ICE& 2T RR A
Y REEELT., F—RARU—AL Firehose AR U—ANELUU—3 32 HFET HREHN 5L
EKDICTBDENTEEXT,

{
"cloudwatch.emitMetrics": true,
"kinesis.endpoint": "https://your/kinesis/endpoint",
"firehose.endpoint": "https://your/firehose/endpoint",
"flows": [
{
"filePattern": "/tmp/appl.log*",
"kinesisStream": "yourkinesisstream"
},
{
"filePattern": "/tmp/app2.log*",
"deliveryStream": "yourfirehosedeliverystream"
}
]
}

Amazon Kinesis Data Streams TOT—2 I MNOFEHAOFMIC OWVWTE, Kinesis T— T2 b
(A L = Amazon Kinesis Data Streams NNDE&Ak ) ZZRBLTLEEL,

I-212h2EALTTF—2Z2E0ETS

I—2I2hE, EZRVIRKTI7AIIUD SERENLL I— R%Z Firehose AN J—AIZE

EIHRIICETUEBTEET, 774)L70—IC dataProcessingOptions BREZEBMT B &
T, COMBEZRMICTEXRT, REBFA T3 Z1DULEMTRENTEET, T, BEE
DIEFTRITENET,

I, ROVEBAT2IAVICRBLTVWES, I—SI O NEA -T2V —ATHBD 1=
O, WEBAT AV ERRERIPILEETEET, Kinesis T—J IV MASTI—JI 2 RNEATY

O—RTZEFT,

WEBA7Say
SINGLELINE

BITXF., FEOAR—A, REDAR—AZHIKRITD T, EHITLI-—RE2E—TLO—
RICE#L KT,
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https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://docs.aws.amazon.com/kinesis/latest/dev/writing-with-agents.html
https://github.com/awslabs/amazon-kinesis-agent
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"optionName": "SINGLELINE"

CSVTOJISON

X EHXAS JSON ERICL - RZEHBRLET,

{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", ... ],
"delimiter": "yourdelimiter"
}
customFieldNames

[%AH] & JSON F—EORTTHF—ELTHEAETND 71 —I)LRE, & E, ["fl",
"f2"] ZEBELLEEE. LO—K Tvl, v2y & {"f1":"vl", "f2" "2} ICEBEhE
ER

delimiter

LO—RTXEWETELTEATEIXFI. T7FILRENTN () TT,
LOGTOJSON

AJERXDLS JSONERICLOA—RZZBRLET, HR—hEhTWBOJFEKIE. Apache
Common Log. Apache Combined Log. Apache Error Log, # &kT' RFC3164 Syslog T9,

{
"optionName": "LOGTOJSON",
"logFormat": "logformat",
"matchPattern": "yourregexpattern",
"customFieldNames": [ "fieldl", "field2", .. ]
}
logFormat

[HBEOTJIRNIESX, ATOEZEETEET,

« COMMONAPACHELOG — Apache Common Log oo &OJ I KUK, 7 AN TK
DOINZ—>%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes}C&VET,

I—2IhNEFEALTTF—REZENETS 77
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« COMBINEDAPACHELOG — Apache Combined Log X=X OV I MU, 72 KT
RDINZ—>%{host} %{ident} %{authuser} [%{datetime}] \"%{request}\"
%{response} %{bytes} %{referrer} %{agent}C&V)&ET,

« APACHEERRORLOG — Apache Error Log XX EOJ I MUK, F7 I KTRON
X—2[%{timestamp}] [%{module}:%{severity}] [pid %{processid}:tid
%{threadid}] [client: %{client}] %{messagel}lc&V)&E T,

« SYSLOG — FC3164 Syslog XExXo KO I MUK, F7FILBNTROINZ—
~%{timestamp} %{hostname} %{program}[%{processid}]: %{messagel}(_7})
9,

matchPattern

?";"':Eé hEOJERXROF 72NN E—22LEEELET, DAZRLERZFER T 5EE.
NREEFEALTCOJIVOTATAHS5EEZMHLET, matchPattern 2 8EJT2HES
LI\ customFieldNames £IEETHDHENf HVET,

customFieldNames

JSON F—EDOARTTHF—E L THERAENDINDAZLT 1 —)L RB, matchPattern » 5 #
HUEEODT7 A —I)LRBEZERITZEHIC, FEEFEMERENEOTEROT7FILND
71— )LREEZLEEZTZEHIZ, CORERFEHATEET,

Example : LOGTOJSON &% 7E

JSONFER IZZE# & h = Apache Common Log T2 K1J M LOGTOISON 5RED — 2N Hl% RICRL &
CB

{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}
AR
64.242.88.10 - - [07/Mar/2004:16:10:02 -0800] "GET /mailman/listinfo/hsdivision

HTTP/1.1" 200 6291

T&:
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MRENA R
{"host":"64.242.88.10","ident" :null, "authuser" :null, "datetime":"07/

Mar/2004:16:10:02 -0800","request":"GET /mailman/listinfo/hsdivision
HTTP/1.1","response":"200", "bytes":"6291"}

Example : A AR LT 4 —)L RA"&H S LOGTOJSON

ARTE
CZ55(& LOGTOISON FRED BIDHIT T,
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"customFieldNames": ["f1", "f2", "f3", "f4", "f5",
}

II.F6II’ II.F7|I]

CDERETIE, AIDHIA S DEL Apache Common Log T MU &,
TNET,

KD &SI JSON X IC T
{"f1":"64.242.88.10","f2":null,"f3":null, "f4":"07/Mar/2004:16:10:02 -0800@","f5":"GET /
mailman/listinfo/hsdivision HTTP/1.1","f6":"200","f7":"6291"}

Example : Apache Common Log T2 M) (O &

"flows":

RO 7 O—§%E I Apache Common Log T MU % JSON XX O E—1TL I—RIZEBLE T,
{
[

"filePattern": "/tmp/app.log*",

"deliveryStream": "my-delivery-stream",
"dataProcessingOptions": [
{
"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG"
}

I-2IVheALTTF—2Z5muET
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Example : E84TL 01— RO ZEHA

ROT7O—&ER. RYIOITH[SEQUENCE=THHBL TLVAEBITLI—REZ\BHLET, HELO—
REEFE—FTLIO-RICEBREIET, R, BRETOXYPYRESICEITVWELI-RASEHE
TENET, BT NEERIEEE hic customFieldNames EICY YE>J&h, JSON XD E
—fTLO—REFERLET,

"flows": [
{
"filePattern": "/tmp/app.log*",
"deliveryStream": "my-delivery-stream",
"multilLineStartPattern": "\\[SEQUENCE=",
"dataProcessingOptions": [
{
"optionName": "SINGLELINE"
b
{
"optionName": "CSVTOJSON",
"customFieldNames": [ "fieldl", "field2", "field3" 1],
"delimiter": "\\t"

Example : —3/\&2—> T LOGTOJSON §%E

CBES5E, ZREODT7 14 —I)LR (N1 ) FEBEE iz JSON X ICEHRE h /2 Apache Common Log
T2 KUJ® LOGTOISON RRED—HITT,

"optionName": "LOGTOJSON",
"logFormat": "COMMONAPACHELOG",
"matchPattern™”: "A([\\d.]+) (\\S+) (\\S+) \\LC[\\w:/T\\s[+\\-1\\d{4})\\1 \"(.
+2\" (\\d{3})",
"customFieldNames": ["host", "ident", "authuser", "datetime", "request",
"response"]

}
ZHRA:
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123.45.67.89 - - [27/0ct/2000:09:27:09 -0400] "GET /java/javaResources.html HTTP/1.0"
200

L&

{"host":"123.45.67.89", "ident" :null, "authuser" :null, "datetime":"27/0ct/2000:09:27:09
-0400","request":"GET /java/javaResources.html HTTP/1.0","response":"200"}

IT—>I2MCLIONYR

Il

AZ—KNTPYT7TRHOI— 12 NOBEBNERK:
sudo chkconfig aws-kinesis-agent on

I—2I2hDAT—RADHER:

sudo service aws-kinesis-agent status

I—-21I2 hOFL:

sudo service aws-kinesis-agent stop

COBFAASI—>I MO 774 EHD

/var/log/aws-kinesis-agent/aws-kinesis-agent.log

TI—2I2MOTA2 AN

sudo yum remove aws-kinesis-agent

&< HBEM
Windows A ® Kinesis Agent & V) &3 A ?

Windows A Kinesis Agent i& Linux 772 ¥ N7 # — A Kinesis Agent EIE 255V 7 RKJITFT
9,

I—YzrRkCLIONYR 81


https://docs.aws.amazon.com/kinesis-agent-windows/latest/userguide/what-is-kinesis-agent-windows.html
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Kinesis Agent ®RENKT L #=V), RecordSendErroxrs AEML i=V) T2 DEEE
TIH?

BE., Chid Kinesis DAAQY KU VIHNRETT, Kinesis Data Streams @
WriteProvisionedThroughputExceeded X 1)V AFE =& Firehose AN —L®D
ThrottledRecords X NU JAZHRLET, chSOXRNUITAN 0 ZBATVWRERE. A
)—LADLERES|E LIFRMUEBEN HBDEEZEBEKRLET, FHMICOWTIE, Kinesis Data Stream
DO#IFR1 & "Firehose Streams) B L T EE W,

AOY NI RATRERBEVCEA DA 225, Kinesis Agent ¥ KEDNMRET 7 A I)L&ET—")
VITBRELSIIRECNTVWRAES L ZHFEL T IEE W, Kinesis Agent " HILVWT7 7 A )L %
T—IUUIREELRBENIRETDLED, PEOREBTT7AIINET—V2ITFTBHELSICLE
T A7 7ANEREBRTFAINICHEEL THTLSLEE L,

java.lang.OutOfMemoryError DHIANKET DO EETITAH?

Kinesis Agent I, RENDD—IVO—RZVEBITD OO+ BXEIUNF BVWESHTT, /usr/bin/
start-aws-kinesis-agent T JAVA_START_HEAP & JAVA_MAX_HEAP ZiEX® L TI—2 I K
ZEEBHL THETSEETL,

IllegalStateException : connection pool shut down OHIANKLETS
DREBEETITHL?

Kinesis T—2 I N2, BEOT—VO— RZVEBITZD LSOO T2 BEHENBEWVWESHT
9, /etc/aws-kinesis/agent.json O —fEMA T — T2 MEEE T maxConnections
& maxSendingThreads ZEX L THTLKEEV, chsDT71—=)ILROFT7 =3I K
Bk, FAAREZ VXA A7OEYYD12ETT, I—2 I MREGEHMICOVT
l&. AgentConfiguration "java; ZZBL T EE L\,

Kinesis Agent ICBA T 2 RIORBEZT/NY T T2 FEEZHATSLEEZL,

DEBUG LRI OT & /etc/aws-kinesis/log4j.xml TEMICTEE T,

Kinesis Agent FEND KRS ICRRET D ERVNTITH?

maxBufferSizeBytes MEN/ME VIFE, Kinesis Agent A" F— R EEEITIHEN G<HYE

¥, TDLESH, LI-ROBERENEBENIITY, Kinesis \O 1 BHLY DOV ITANKEE
AEY,

LL<HBDEM 82


https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/streams/latest/dev/service-sizes-and-limits.html
https://docs.aws.amazon.com/firehose/latest/dev/limits.html
https://github.com/awslabs/amazon-kinesis-agent/blob/master/src/com/amazon/kinesis/streaming/agent/config/AgentConfiguration.java
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Kinesis Agent ¥ B8 L 1—RZEETHOEEETTA?

N T77ANT—IITOREIANRETT, & fileFlow’s filePattern & Th¥E
N12OT77ANDHE—BITBDRSICLET., £, FHAENTVS logrotate E— KA
copytruncate E— RICBE 2> TVRBAILERETDEN B ET, EEEBITI D, T—
REFTZIRDERE—RICBEELTHTLKEE Y, EELI— ROMEICBET DM,
MHandling Duplicate Recordsy 2B L T &\,

AWS SDK % @A L 7= Amazon Data Firehose N D& & jA

Amazon Data Firehose APl Z A L T, AWS SDK for Java . .NET . Node.js . Python . Fk &
Ruby ZfEM L T Firehose AN —AILTF—RZEETE XTI, hitps://aws.amazon.com/sdk-for-
net/ https://aws.amazon.com/sdk-for-python/Amazon Data Firehose Z#]1 THER T2 H . "4
THAShTVBIHMEE AFEICEN T & WAmazon Data Firehose & &, FEMICOVWTR., 7
RV D17 H—ERAZFEALLEROME) 23BLTIEEL,

chsoF> 7., IXTOFAZEELTVEIDEFTEELS, IXTOEFIUTIAXRNT +—
ROADAHEZEBLTVADTTELVRT, AEBRRBICEATEDII-—REZRIEOTEHY)
Tt A

Amazon Data Firehose API IZl&. Firehose AR —AICTF—R2ZEETRDEHD 2 DOAXRL —
23> T#H B PutRecord& A& V) £ FPutRecordBatch, PutRecord()lE 1 BIOMHLT1 DD
TF—ZLO—RZEEFEL, 1EOFTHL TEHOF—2XL 11— RZiE{EPutRecordBatch() T&E
£,

(N =Ry
c BFERALERE—EEALANRL—2 3> PutRecord
e BERALRENY FEEIAKLARL — 32 PutRecordBatch

BERALERE—ZEZ2IA&ARL— 32 PutRecord

T—RZBETBICIE, Firehose ANJ—ALZBE/NA N/NY T 7 (<=1000 KB) DA A" HRET

9, Amazon Data Firehose (&7 7 €)L& Amazon S3 ICO— R I B FICEHOL I—RZE/NY Fh
B33, LI-RRYIYXFEEEBMNTZDEETEET, Firehose ANU—AIL—FEIZ1 D20
LIA—ROF—R2ZHEBITDICE, XOI—REFHLET,

PutRecordRequest putRecordRequest = new PutRecordRequest();
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https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/firehose/latest/APIReference/
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-javascript/
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putRecordRequest.setDeliveryStreamName(deliveryStreamName);
String data = line + "\n";

Record record = new Record().withData(ByteBuffer.wrap(data.getBytes()));
putRecordRequest.setRecord(record);

// Put record into the DeliveryStream
firehoseClient.putRecord(putRecordRequest);
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PutRecordBatchRequest putRecordBatchRequest = new PutRecordBatchRequest();
putRecordBatchRequest.setDeliveryStreamName(deliveryStreamName);
putRecordBatchRequest.setRecords(recordList);

// Put Record Batch records. Max No.Of Records we can put in a
// single put record batch request is 500
firehoseClient.putRecordBatch(putRecordBatchRequest);

recordList.clear();
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ZEMITRIHLENBYNET, XV E—JHHOBEICAADLST, BREODHIHIZRICRALE
ER

1T XY E—JHEZL THRREO L DA

"owner": "111111111111",

"logGroup": "CloudTrail/logs",

"logStream": "111111111111_CloudTrail/logs_us-east-1",
"subscriptionFilters": [

"Destination”

1,

"messageType": "DATA_MESSAGE",

"logEvents": [

{

"id": "31953106606966983378809025079804211143289615424298221568",
"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root1\"}"
},

{
"id": "31953106606966983378809025079804211143289615424298221569",

"timestamp": 1432826855000,
"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root2\"}"
iy

{
"id": "31953106606966983378809025079804211143289615424298221570",

"timestamp": 1432826855000,

"message": "{\"eventVersion\":\"1.03\",\"userIdentity\":{\"type\":\"Root3\"}"
}

]
}

22XV E—HHICKRBBREOH DG

{"eventVersion":"1.03","userIdentity":{"type":"Rootl"}
{"eventVersion":"1.03","userIdentity":{"type":"Root2"}
{"eventVersion":"1.03","userIdentity":{"type":"Root3"}
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+ VPC @ Splunk N\OTF UVt A

+ Snowflake FFE HTTP T RARA I RADTIER

+ Amazon Data Firehose = Snowflake DIEEXANDT IV RAEEFE TS

« VPC M Snowflake NDTF7 It A

« Amazon Data Firehose IZ HTTP T RARA V FDEBENDT VL AEEZNETS

« Amazon MSK A5 OV OART AV NEAE

« Amazon S3 DEFEANDVOART AT NEDOEIE
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k

« H—EARHEAD OpenSearch V7 AAFT HI > NELE
« RTEFERALET 7 EADFIMH

777V —=, 322 Amazon Data Firehose )Y —AANDT VA %A
CE)

Firehose ANU—ALANDOT IV vAERT 7V —>232 /5T, COBOKS KRS —
BEALET, Action V>3 %2ZETDH, "firehose:*" ZFEHAL TINTOFAXRL —
AVANDTIEAEERNETRHET, TORAEEZNETHHEBO API ARL —> 3> #H7E
TEET,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"firehose:DeleteDeliveryStream",
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:UpdateDestination"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/delivery-stream-

name"'

Amazon Data Firehose IC 724 X—K Amazon MSK 95 AZ—~NDT
T AZHFATS

Firechose ANU—LDY—ANTZAXK—K Amazon MSK 7S5 AX—TH3BEER. COHDLS

BRIV —ZEALET,

{
"Version": "2012-10-17",

"Statement": [

T 7 —< 322 Amazon Data Firehose Y —AANDFT VL AEHA T2
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{

"Principal": {

"Service": [
"firehose.amazonaws.com"

]
.
"Effect": "Allow",
"Action": [
"kafka:CreateVpcConnection"
1,
"Resource": "cluster-arn"
}
]

}

Amazon Data Firehose ([C IAM O— )L D5 EZ (TR TS

Dt 3> Tk, Amazon Data Firehose ICTF—Z2 DHIV A A, BB, EETH SIEELENDE
FEEITISTIORAFAER) S —ICDOVWTFHIHALET,

(® Note

O>Y—=)%ZERAL T Firehose AN —AZERL, HFLWO—IIEZEKXTZDAT> 3
VEBIRTDE, BMSEBEFEEARV—ZO—-ILICT AWS Y FLET, Amazon

Data Firechose TEEED IAM O—/)LZHEHT2HB4E,. £LRGO-IILZBD2TERTZ5HE
l&. Amazon Data Firehose A" —I)L%Z5|EZFDENTEDLDIZ, XROEFER)—%
FTOO—=I)ICTRYFULET, account-id Z7 NI NAWSID ICEZEHRA ST, KR
D—ZmELET. O—-IILOEHEBREZEETSHZEICOVTE., "O-JIDOBIE, 258
LTLEEV,

Amazon Data Firehose (&, Firehose AN — AN TF—RXZNBBLVEETRILEHICHEBZIANT
OTF 7t AHFAIZ IAMO—)LZEAL E£9, Amazon Data Firehose A" ZOO— )L %25|&Z(tohn
DI, ROGBEARV—NFFOO-NICTRYFENATVWEREEZEELET,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
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"Service": "firehose.amazonaws.com"

iy

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:ExternalId": "account-id"

CORYS—IF, sts:Externalldf{BFITFARNF—ZFERALT. AWST7HOU MDA SHE
& 1= Amazon Data Firehose 79T A ET A DA ZOIAMO— )L Z5|EZFosnhd&LDIZLE
T, FMICOVTER., "TAMA—H¥—HA R, 0 NEIALITH2REME, 25RBL T EEL,

Firehose AN —AL®MOY —A& LT Amazon MSK ZiZIR L B &, FBES iz Amazon MSK &
FAZ—DBY—ARTF—R 2RV AC O DT U AFF A %Z Amazon Data Firehose ([C{T5T % B0
IAM O—)L&IBETEIHENHV) ET, Amazon Data Firehose ' TNDO—)LZ5|EZF5Nnd&LD
IC. ROBEARV—DNFOO-IINICTRYFEATVD L EEBRLET,

{
"Version": "2012-10-17",

"Statement": [
{
"Principal": {
"Service": [
"firehose.amazonaws.com"

]
},
"Effect": "Allow",
"Action": "sts:AssumeRole"

BEEES N Amazon MSK V9 5 AZ—HAS8Y —AF—RZHVIAC DT Ut AFFA % Amazon
Data Firehose {592 C0O—ILA. ROT IV AFAZHFELTVWR 2R LET,
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"Version": "2012-10-17",
"Statement": [{

"Effect":"Allow",

"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

1,

"Resource": "CLUSTER-ARN"
},
{

"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource": "TOPIC-ARN"

1]

Amazon Data Firehose I F— X X Z# AWS Glue HD NDT Ut A
2593

Firehose AN — AN F—REROE#RZEITT S 5SS, Amazon Data Firehose i [CHRTFE ATV
37F—7INEEESHEL ET AWS Glue, Amazon Data Firehose IZHBER ADT IV EAEHATS
21k AWS Glue, RUS—IZRODAT—RM XV NEZEBIMLET, 7—7 )L O ARN Z2RET D HEIC
2VWTE, "AWS Glue JY—AARNs; ZZHRLTLEEL,

[{
"Effect": "Allow",

"Action": [
"glue:GetTable",
"glue:GetTableVersion",
"glue:GetTableVersions"

1,

"Resource": "table-arn"

Yo &
"Sid": "GetSchemaVersion",
"Effect": "Allow",
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"Action": [
"glue:GetSchemaVersion"

]I

"Resource": ["*"]

]

AF—ANLPZARNIDASAF—NZMBIDLHOHERRID —ICE, VY—RAHREHYEEA,
AMICOWTE, "TAWS Glue FROYN—HARL O "FITZA4H 0 IAM Dfl, 25RLT
<EZW,

@ Note

BE, AWSGlue @1 RZIIN (TIATET ), FPZTNI 7490 (v¥AILR), F
R(TZ7EREEH) OFIV—2a>TRYR—REhTVELA, FTOTNIT1Y

D ErYANR) V=230 FERHPR (TS 7EBREER) 1J—2 3> T Amazon Data
Firehose ZfEFAL TLW%BE AWS Glue Ik, ABREHR—REhTLWBD—-23>00

¥ hH AWS Glue T, Amazon Data Firehose 2 N TVt AEHAL TL &V, Data
Firchose & OENOVOAY—T a2 HEERAY AWS Glue A" R—REhTVWET, AWS
Glue ' R—RhEhTWVWB =232 OFFMIC DWW TR, hitps://docs.aws.amazon.com/
general/latest/gr/glue.html ZZB L T &,

Amazon Data Firehose ([Z Amazon S3 EEE DT IV AEZ[FET S

Amazon S3 DXExZFEAL TVWBEA. Amazon Data Firehose & S3 /AT Y NZF—X % B
EL, #7203 TTF—2BEHICABELTVWS AWSKMS ¥—%2FATE 9, T>—0OJE
FEAERICE 2 TVWBIHEE,. Amazon Data Firehose & CloudWatch QJ I —7"E A MU —AIC
ETF—AWMELZ—ZEELE T, Firehose ANU—LAZERTDEERE, IAMO—I)LFBRET
9, Amazon Data Firehose & IAM O—/)LZ&5|EZF, EEEESNENTY M, F—. CloudWatch O
GIN—T. ANU—LANOTIEAEZWMELET,

ROTO12AR)S—%ERAL T, Amazon Data Firehose A" S3 /X7 Y K& AWS KMS ¥—ICF7 ¥
TATEBDRSICLET, SSNTYRZRBELTVEWVES, AmazonS3 703> ARNIC
s3:PutObjectAcl ZEMLET, <NnIZ&kV) . Amazon Data Firehose IC&k 2 TEEET D AT
SITIORNNOTINTOERANFNT Y RFIBEICREENET,

"Version": "2012-10-17",
"Statement":
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L

prefix*"

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

:stream/stream-name"

"kms:ViaService": "s3.region.amazonaws.com"

1,
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/

Amazon Data Firehose | Amazon S3 X {EEANDT VL AEZFETS
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}I
{

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-

stream-name"

}I
{

version"

]

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:region:account-id:function:function-name:function-

EFEDORY S —IZIE. Amazon Kinesis Data Streams NOF7 VA ZHFATHAT—RAVRNEEE
nNTVET, F—XY—RAEL T Kinesis Data Streams ZFEALZWVWBEEEF., TOAT—KX2 N
ZHIBRTEZEE T, Amazon MSK Y —AE L THERATZHEERE. TOAT—MXRNZUTICEZ

BRABDENTEEXT,
{
"Sid":""’
"Effect":"Allow",
"Action":[

"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"

]I

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:cluster/
{{mskClusterName}}/{{clusterUUID}}"

iy
{
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"Sid":"",

"Effect":"Allow",

"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}: {{mskClusterAccount}}:topic/

{{mskClusterName}}/{{clusterUUID}}/{{mskTopicName}}"

iy

{
"Sid":"",
"Effect":"Allow",
"Action":[

"kafka-cluster:DescribeGroup"

1,

"Resource":"arn:aws:kafka:{{mskClusterRegion}}:{{mskClusterAccount}}:group/
{{mskClusterName}}/{{clusterUUID}}/*"
}

D AWS DH—E AN VY —ZAAWS T I EATEDRDIZTHHEOFEM-DOVTIE., IAM
A—Y—HA RO "TAWS OHY—EFRICT IV EAFANZEEITHO0-IINDOERI 2SBLTLKEE
Wo

BOTHT> MO Amazon S3EEEXANDT U A% Amazon Data Firehose ICft 5T 2 HEICD
WT., T, Z28BL T & Wthe section called “Amazon S3 DEELEADTVOARATHIT RED
i

Amazon Redshift JEE XN D T U £ A% Amazon Data Firehose ICt 59
)

Amazon Redshift IX{E&ZFEH T2 & & (Z Amazon Data Firehose NODT7 7t AZHFA T 255,
LTESBLTLIEETL,

KNEY D

s IAMO=I)ILETOEAR) S —

« Amazon Redshift 7’OE> 3> RS A X —F =I& Amazon Redshift Serverless H—/\—L A
D—09)N—TDODVPCTIOtA
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IAMO—)LET VAR —

Amazon Redshift IAE &£ ZFEHA L TW3FE. Amazon Data Firehose (FHPREINDFFTE LT S3 /N
TYRNITF—REBRELET, LEILCRKLUT, PIAELTVS AWSKMS F—Z7F—XBESLICER
TZF 9T, RIZ, Amazon Data Firehose l& S3 /N7 Y MA S Amazon Redshift T7’OE 3”2
JENU T AR —F =& Amazon Redshift Serverless 7—2 ) —7ICF—X&ZO—RLET,
IS—OJ8FRNERICE>TWVWSBIES. Amazon Data Firehose & CloudWatch QY JI)L—7°&
ARNJ=ALILEF—REMEIZ—%2EEL FT. Amazon Data Firehose I&. IEEE 117 Amazon
Redshift 1—H'—& & NAD—RZFRALT7OE 3 Z Jdch 95 AZ—F zI& Amazon
Redshift Serverless 7—2 I —71CT7 V0 2AL, IAIMO—)LZEALTEEENLENTY M,
F—. CloudWatch AT JI—7, ANU—ALILTOItALET, Firchose ANJ—LZERTS
EERF., IAMO—=IHFBETT,

ROT Ot AR)S—%ERAL T, Amazon Data Firehose A" S3 /N7 Y h& AWS KMS ¥—IC7
DEATEDELSICLET, SSNTY R EMBLTVWAEWEEEK., AmazonS3 702 3a>nlJRA
Ns3:PutObjectAclic ZEMLET., chlZ&ky), N Y NFrE#&EF Amazon Data Firehose (C
KOTEEETNDATDIINITINTIVEATEDLSIIBYET, ORI —IZIE, Amazon
Kinesis Data Streams NOF7 VA ZFATDAT—M XV RNEEENTVET, F—2Y—REL
T Kinesis Data Streams ZEA LB WVEEE, TOARAT—MXY NZHIBRTEEXT,

{

"Version": "2012-10-17",
"Statement":
L

{
"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
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"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"
]
},
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,

"Resource": [

Amazon Redshift %15 %&£\ O 7 2 2 A#% Amazon Data Firehose IZ$59 % 105



Amazon Data Firehose BREHAR

"arn:aws:lambda:region:account-id:function: function-name:function-
version"

ftEd AWS OH—EZAN VY —AAWS LTV EATEDLSICTRHEDFMIDOVTIEE, IAM
A—Y—HARD " AWS OH—ERALCT IV ELAHAZEZEIZO-INDER 2ZRLTEE
o

Amazon Redshift Z7OE> 3> RO 5 A X —F =I& Amazon Redshift Serverless t—
N—=LAD—=9T)N—T"DVPCTOtA

Amazon Redshift 77O a> Ro 57\9 % /= l& Amazon Redshift Serverless 7—2 9 )L —7°
PRETZAR—=NIZTR(VPC) ILHBDHBE, TNhSRGENTUYOIPFRLATNTIY DI
TOEATEDHENHVET., £/, Amazon Data Firechose ® IP 7 RLAD 7OV ¥ &Rk

L T. Amazon Redshift T7’OE 3a Z>J & hi 95 AX—F =& Amazon Redshift Serverless
D=0 I)N—7""DOTFT Yt A% Amazon Data Firehose 245 L £ 9., Amazon Data Firehose &
BE, FATEE)—23 &1 DOCDR7OYVZ2FEALTVWET,

- KERZ (7r/\»r7r)ﬁﬁa> 13.58.135.96/27

« RERZ (IN—>2ZF74t8F) BdD 52.70.63.192/27

« REAZH @AV T7#ILZT)AD 13.57.135.192/27

« KEFEEB (FLJ>) A® 52.89.255.224/27

-+ 18.253.138.96/27 AWS GovCloud ( KEXRZ) AN

« 52.61.204.160/27 AWS GovCloud ( KE#E) D

- HF& (PF) AD 35.183.92.128/27

© 40.176.98.192/27 hF+ S B (HILAHV—) BAD
TN 7 4y 0 (BE) AD 18.162.221.32/27
STN>T7499 (A‘/ )Fﬁ@ 13.232.67.32/27
STINS T4V 9 (AT R) M 18.60.192.128/27
TN T4y (VL) AD 13.209.1.64/27

STN 7499 (UHR=I) D 13.228.64.192/27
STINS 7499 (2 RZ—) AD 13.210.67.224/27

\I \ll

\ll

N N N N NN
\I\ll

\ll
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FOTIND T4y 0 (vAHILE)AD 108.136.221.64/27
« POTNT4v 0 (RR)HA®D 13.113.196.224/27
TOTINDT4v 9 (KBR) A® 13.208.177.192/27
E (dt=) A? 52.81.151.32/27
| (2E) M 161.189.23.64/27
Fi1—1)vkE)HD16.62.183.32/27
Z>97I) ) AN 35.158.127.160/27
1ILZ>R)A® 52.19.239.192/27
(O R>)H®18.130.1.96/27
(/NU)B® 35.180.1.96/27
(ANY ORILAL) HD 13.53.63.224/27
-« PR (/N\—L—>)A® 15.185.91.0/27
« BX (Y>/No0O)A®n 18.228.1.128/27
B (25 /) M 15.161.135.128/27
T7V0h(T—7270>2)A0 13.244.121.224/27
- FIE (UAE) M 3.28.159.32/27
c 1AZIIIN(TIFET)H®51.16.102.0/27
« FTOTND 7499 (XURIL>)HD 16.50.161.128/27

P7ZRLAMOTOY VMBBRAEEOFMIZ DOWVWTIE, Amazon Redshift AFIHA RO TOTAZ—A
DT IOt ADHFA, 25BLTLSEEL,

Amazon Data Firehose |Z/N7'1) ¥ 2 OpenSearch H—E ADEEEXEADT
DL AEENFETS

OpenSearch Y —EANEExXZEAL TVWBHES. Amazon Data Firehose &7 —32 %
OpenSearch Y —E AV ZAZ—ICEEL. BEAfABELLELRFIXNELFIXNTOR
FAXRNZRBICSINTY NNV OTYTLET, IZ—OTRBENIEMCHE2TVSE
4. Amazon Data Firehose O 7 V) —7"E AN —AILEF—RBEIZ— CloudWatchZ i
f§L £ 9. Amazon Data Firehose & IAM O—J)LZ R L T, EEE 1 iz OpenSearchtf —E A R
XA, SANTY N, AWSKMS F—., CloudWatch AT IN—7", ARNIV—=ALICTO9EALE
9, Firehose ANU—LZERTBDEERF. IAMO—IIHFRETT,
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ROT AR>S —=EHAL T, Amazon Data Firehose A" S3 /N Y N, OpenSearchtf—E A
RXALY, BEOPAWSKMS F—IZT7I9EATEBZLSICLET, SSNT Y NEFRELTVEVES
Ak, AmazonS3 79> a> M) AKRs3:PutObjectAclic ZEBMULET, chicky), N7y K~
FiE & & Amazon Data Firehose ICK 2 TEEEND AT I INITILT I ELATEDKSIZKY)
£9, CORJZ—IZIE, Amazon Kinesis Data Streams NOT7 VA ZHFATEH2AT—M X NE
EFENTVET, F—&RY—AE L T Kinesis Data Streams ZFAL EVEEE, TOAT—KX
Y hNZHIBRTEET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
},
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
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"Effect":
"Action":

"Allow",
[

es:DescribeDomain",
"es:DescribeDomains",
"es:DescribeDomainConfig",
"es:ESHttpPost",
"es:ESHttpPut"

1,

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name",
"arn:aws:es:region:account-id:domain/domain-name/*"

]

"Effect": "Allow",

"Action": [
"es:ESHttpGet"

15

"Resource": [
"arn:aws:es:region:account-id:domain/domain-name/_all/_settings",
"arn:aws:es:region:account-id:domain/domain-name/_cluster/stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/

_mapping/type-name",

"arn:aws:es:region:account-id:domain/domain-name/_nodes",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/stats",
"arn:aws:es:region:account-id:domain/domain-name/_nodes/*/stats",
"arn:aws:es:region:account-id:domain/domain-name/_stats",
"arn:aws:es:region:account-id:domain/domain-name/index-name*/_stats",
"arn:aws:es:region:account-id:domain/domain-name/"

]
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

Amazon Data Firehose (Z/V7' 1) ¥ 9 OpenSearch Y —EADREEENDT IV AEENFETS
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}I
{

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-

stream-name"
]
},

{
"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I

"Resource": [
"arn:aws:lambda:region:account-id:function:function-name:function-
version"

}

D AWS DY —EAN VY —ZAAWS LTIV EATEDLSICTRHEDFMIDOVTIEE, IAM
A—H—HARD "AWS O —ERICT IV AHAZEZEITRO-ILDERL 2SBLTEE
W

Amazon Data Firehose IZBIOF7 77> M® OpenSearch Y —E AV S AZ—ADT VL AZHFAT
BHZEICOVWTIR, Ty 258 L TL & Lihe section called “H—E AFE5E A\ D OpenSearch” O
AT N7 RBE

Amazon Data Firehose |C VPC ®H—E A OpenSearch IAEEXENDT Ut
AZFFAITD

OpenSearch T —EARXA A VPCHICHBDHZEE. IOV IV THEALET VA%
Amazon Data Firehose IZfF5L T &V, €5I(C, OpenSearch H—EARXA> DO VPC ICT

TJEATEDLSICTBICIE. Amazon Data Firehose ICXD T VL AHFAE#NETZIHENF HV) X
9,

* ec2:DescribeVpcs
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* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

* ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important
Firehose AN —ALAZERLZRIFE, ChSOTIVEAFATZRYBELEVWTILEEY, &
NSOT VAR ZH)ETE, OpenSearch H—E AN ENIsSAKNU—AD/NT7 #—<X
VAFBETULEY, H—EARXAADTF—2OERENfMfFLLET,

/A Important
TZAR—KNVPC DEEEITF—RE2BEITZDLEOOYTXY NEEBETIHEEF. BER
LEHTZY NITOBBOZEEIPT7RLANFN D EEZBRBLTILKEEY, BEEhLEY
TZY NCERATREAZEE IP 7 RLANKWES, Firehose & 754 X— K VPC RO T —
REERA® ENIs ZHEREEFEMTET, BHEFETRLEFEBLET,

Firechose AN —ALAZEREIFEFH TS & E &, Firehose & OpenSearch HF—E AR XA I(C
T—REHEEITREEILEATHIEF 21T 4TI —T2IBELET, OpenSearch H—E AR X
AONFERTROERALEXFIVTATIIN—T2EATRLE, Hoexa T4 JIIN—T %%
A5 EETEERT, HlOEF2VFTATIN—T2EETHIEERE. T—EARXSIOEF21
)74 I—7""® OpenSearch7 IV RN/NTJ> RHTTPS RS 74 Y ONFUTEhTVWBR L&
ZBLET, £k, Firehose AN —LADKREBICEELEEFIVFATIL—TH50 HTTPS ~
>74Y 9N OpenSearch H—EARXAOEF1IVFTATI—TTHAETNTWNS Z & ZHER
LTLEEV, Firehose AN —LA& OpenSearch H—EARXAS > OmEAICELUEFI T 14T
N—=T%2FERATZEHEERF. EFXFIVTATIL=—TOA2NIRIL=ITHTTPS hZ 714V INFHF
AENTVBDCEZBRLTLKEEV, EF21VF14TIL—T0I—IILOFEMZDOVTIE, Amazon
VPCRFIXVEND "2F21VT4TIIN—TDI—)i ZZRLTLEETL,
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Amazon Data Firehose IZ/N7' 1) ¥ 9 OpenSearchtt —/\—L AEEFE XD
TORAZHFATS

OpenSearch Serverless AfE 52 FH L TW3H4E, Amazon Data Firehose & 7—2 &
OpenSearch Serverless AL 7232V ICEBEL. KBMUERFIXDNELEFINTORFD
XURNERKFICSINTY NMINYOTYTLET, T7—AJREENFEMICE>TWSRE

4. Amazon Data Firehose & CloudWatch OJ ) —7"E ANV —AILEF—RBEIZ—ZEE
L &9, Amazon Data Firehose I& IAM O—)LZEA L T, IEEE iz OpenSearch Serverless L
v>3arv, SSNTY M, AWSKMS F¥—, CloudWatch Q7T ) —7, ANU—AILTIEALE
¥, Firechose AN —LZERTDEER. IAMO—IAFBETT,

ROT AR —=EHAL T, Amazon Data Firehose A" S3 /N Y N, OpenSearcht—/\—
LARXSY, BRPAWSKMS F—ICT7 IV EATESDLSICLET, SSNTYRZFRBELTL
BWEEE, AmazonS3 793> M) ARs3:PutObjectAclic ZEBMULET, cnlcky), /N
7Y NFiE%& I& Amazon Data Firehose ICX 2 TEREE B AT IIRNITILTIOERATED LS
&V ET, ZDRYZ—IZIE,. Amazon Kinesis Data Streams NOT7 V2 AZHFA 5 AT—bN
XVRNEEENRTVET, F—KY—RAEL T Kinesis Data Streams Z#EA L A VWBEE. TOA
T—RXVNZHIBRTEET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",
"Action": [

Amazon Data Firehose (Z/V7'1J ¥ 9 OpenSearchtt —/N\—L AREEENDT I EAEHT T 112



Amazon Data Firehose BREHA R

"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
I
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"
}
}
I
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"
1,
"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"
I
{

"Effect": "Allow",
"Action": [
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:log-
stream-name"
]
},
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
1,

"Resource": [

Amazon Data Firehose (Z/N7' 1) ¥ % OpenSearchtt —/\—L ZAREEE DT V2 AZHFAT > 113
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"arn:aws:lambda:region:account-id:function: function-name:function-
version"
]

1,

{

"Effect": "Allow",

"Action": "aoss:APIAccessAll",

"Resource": "arn:aws:aoss:region:account-id:collection/collection-id"

}
]

}

DR —IZINZ T, Amazon Data Firehose Z58EL T, T—R2TF7 VAR —IZRO&HN
BROTOCAHFUZE) HTHDRENFHYVET,

"Rules":[
{

"ResourceType":"index",

"Resource": [
"index/target-collection/target-index"

1)

"Permission":[
"aoss:WriteDocument",
"aoss:UpdateIndex",
"aoss:CreateIndex"

1,
"Principal":[

"arn:aws:sts::account-id:assumed-role/firehose-delivery-role-name/*"

D AWS DY —EZAN VY —AAWS LTV EATEDLSICTRHEDFMIODVTIEE, IAM

1—Y—HA RO TAWS OH—E R TV AR TEEETHO—)LOER, £3BLTLEE
Vo
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Amazon Data Firehose (= VPC OpenSearchI D H—/N\—L AREL DT
DLEAZFHTTS

OpenSearch Serverless AL 2232 A" VPC ILH25EE, IO LI a2 THAL LTI EAFF
A] & Amazon Data Firehose ICF5L T &V, 5I(C, OpenSearch Serverless 1L 2> 3> ®
VPCICT7VEATESDKSIZTBICIFE. Amazon Data Firehose (XD T IV AFA 25T HE
FHYERY,

* ec2:DescribeVpcs

* ec2:DescribeVpcAttribute

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups

» ec2:DescribeNetworkInterfaces

* ec2:CreateNetworkInterface

* ec2:CreateNetworkInterfacePermission

e ec2:DeleteNetworkInterface

/A Important

Firechose AN —AZERLERIE, CNSOT VAT TZEY)ELEVWTSEEW, <
NSOT IV EAHAZH)ETE, OpenSearch H—E AN ENISAKNU—AD/NT7 #—<X
VAFBRTLEY, H—EARXAADTF—ROBENfFLLET,

/A Important
TZAR—KNVPC DEGBEITF—REBEITZDLEOOYTXY NEEBETIHEEF., BER
LEHTZY NITOBBOZEEIPT7RLAN D EEZBMRBLTILKEEY, BEEhLEY
TxY NCERATREAZEE IP 7 RLANKWES, Firehose 754 X— K VPC RO T —
REERA® ENIs ZHERELFEMTET, BHEFETERLEFEBLET,

Firehose AN —LZERELEEH TS & &, Firehose A OpenSearch Serverless L 22 3
JNLTF—REEEITHEZIFERATR D EXFIVT 1 TIIL—T2EELET, OpenSearch Serverless
L2 a>yhHERTBOERUEFIUTATIN—T2FERTHH. BloeF21UFT4TI—7
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ZERATEET, HloeF2 VT4 —T=2EETHESEWE. OpenSearch H—/N\—L ALY
2a2o0EFIVFTATN—"TAOFTIRNNTRHTTIPS RS 74V IONFAENTVBD L&
LT EE W, £, OpenSearchServerless L 2> a>ontwFa1) 574 J)L—74., Firehose
AN)—LOBRERICEELEEFIVTATIL—THLPSOHTTPS RS 714V U ZFALTVS
&z UL E T, Firehose AKN!J—L & OpenSearch Serverless L 223> 0O@AICRAUE
F1VTA4TN—T2EATREER. EXF1VTATIL—TOA42NI2RI—=ILTHTTPS k3
T4V IONFFTENTVWBRCEZRHALTIKEEZ VY, EF2UFTATIIL—TDOIL—IIOFMZOVT
(&, Amazon VPCRFIAX RO T2F21 VT 4TI —"T0)I =) Z#ZSBLTEE,

Amazon Data Firehose = Splunk XEEANDT VL RAEEZFETS

Splunk EExZFERAL TVWSHE, Amazon Data Firehose l& Splunk HTTP Event Collector (HEC)
TVRRAVBNCTF—REFRELET, T, TOTF—XZEEL 2 Amazon S3 /N7 Y MZ/NY
OFv7 UL, #7232 T Amazon S3 H—"N—RIOBESLIZAFEL TLWD AWS KMS £ —%Z &
A3 ETEET, IZ—OTRBENEMCE>TWSIES, Firehose O AN —AIZ
CloudWatchT— X EELIZ—ZEELET, T—F X AWS Lambda IC ZFEATHEETEE
9,

AWS O—RNSUH—2EA T35S, TN Classic Load Balancer F 7= I& Application Load
Balancer TH 2 & &R L £ T, F/. Classic Load Balancer T Cookie D& XEIR A EIIC
BOTVBRHEAR—AOATAVvF—tyv>a>zEMIL., BXMHPREE Application Load Balancer
NDEX (7 BE) CREENET, chZITSHZEICOVWTIE., "Classic Load Balancer &z i&
Application Load Balancer ODFFERENX—ANDEY >3 U #RF, 2RBLTLEEV,

Firechose ANU—LAZERTDEEE, IAMMO—J)LAPRETT, Firehose & IAMO—)LZ5|&F
T, BEENENTY N, F—. CloudWatch O T I—7. AR)—LANOTIEAZHREBLE
9,

ROFT AR —%EHAL T, Amazon Data Firehose A" S3 /N7 Y NIZF O 12AT
EBDELSICLET, SSNTY RN ZMBELTVWEWESIE., AmazonS3 7o>3a>nlJA
Ns3:PutObjectAclic ZEMLET, <hlZkV), Amazon Data Firehose Ik 2 TEEE h
PATSIIOMDINTOERANNTY FFAEBICFEEhET, cORVI—E, I>—0O

4’ CloudWatch ;28D & & V7 —XZ# AWS Lambda D NDO T U A% Amazon Data
Firehose ICAELE T, DR —IZI&, Amazon Kinesis Data Streams N\ODF7 VA ZHT T
BPAT—RXAVREEENTVET, F—RY—AE L T Kinesis Data Streams Z A L x V54
k. ZOAT—KRMX> NZHIBRTZ £F ., Amazon Data Firehose & IAM Z A L T Splunk (7 &
TALEBA. Splunk NODFT U tAICIE, HEC h—O U FFEREIhET,

{
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"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

]
1,
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3
prefix*"
}
}
1,
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

:::bucket-name/

Amazon Data Firehose (= Splunk A EENDT VL AEZFETS
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]I

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,
"Resource": [
"arn:aws:lambda:region:account-id:function: function-name:function-
version"

D AWS OH—E AN VY —AAWS T IV EATEDRDICTDHEOEM-DOVTIE., IAM
A—YHY—HA RO "AWS O —FERICT OV EAFAZEFETHIO0-ILOERKR, 25BLTLSEE
Wo

VPC @ Splunk N\OF7 It A

Splunk 7S Y K7 #—LN VPC IZHBBE., NTUYITIPFTRLATNTVY DICT VAR
THIHENH')ET, £/, Amazon Data Firehose IP 7 RL AN 7 OY U Z# KL T, Splunk
759 NTA—=LANDT U+t A% Amazon Data Firehose |[ZFFAI L &9, Amazon Data Firehose (&
BE, XOCIDR7OY VU #EALTVET,

« KERZ (F/\1#) D 18.216.68.160/27, 18.216.170.64/27, 18.216.170.96/27

« KERZ (N—2ZF4tE) Ao 34.238.188.128/26, 34.238.188.192/26,
34.238.195.0/26

- KEFES ALHV 7 AIIL=T) AD 13.57.180.0/26
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KEFEE (AL D) AD 34.216.24.32/27, 34.216.24.192/27, 34.216.24.224/27

18.253.138.192/26 AWS GovCloud ( KEXRE) A®
52.61.204.192/26 AWS GovCloud ( KEFEEE) A

N> 7499 (BB AD 18.162.221.64/26

NS T4 (LVINA) AD 13.232.67.64/26
NDT74v 9 (VL) AD 13.209.71.0/26

NT74v 9 (EUHAR=I) AD 13.229.187.128/26
SRZI—)RA® 13.211.12.0/26
NT749v 9 (RR)AD 13.230.21.0/27, 13.230.21.32/27
AAZIIL (TILTET)H® 51.16.102.64/26

HFH (FEF) BD 35.183.92.64/26

40.176.98.128/26 HF+XEEB (AILFA)—) BD

\ll \ll \ll

\ll

(
(Y
(
(>

NN NN NN
\ll

\ll

'
'
'
'
'TIN
T

B (72207 8) A?D 18.194.95.192/27, 18.194.95.224/27, 18.195.48.0/27
FPANTZ2R)YRD 34.241.197.32/27, 34.241.197.64/27, 34.241.197.96/27

BN (7
RN (O R>) M 18.130.91.0/26
RKHN (/X)) A? 35.180.112.0/26
B (ARY ORI L) AD 13.53.191.0/26
R(N—L—>)A® 15.185.91.64/26
7|<(b‘> \o0O) Ao 18.228.1.192/26
(£ /)FA®M15.161.135.192/26
ZVhFT—7822>2)A® 13.244.165.128/26
DTN T 490 (KBR) AD 13.208.217.0/26
E (db3=) H®? 52.81.151.64/26
E (2E) M 161.189.23.128/26
TN 7499 (Y AhILR)AD 108.136.221.128/26
(U

AE) HM 3.28.159.64/26

N # B

\ll

R (U
A

A

ST (FILFTET)HED 51.16.102.64/26
M (Fi—Uvk) AN 16.62.183.64/26
INDT 499 (NAFTZ/)N—R) AD 18.60.192.192/26
NDT74v 90 (XILKRIL>)AD 16.50.161.192/26

\]\f]g'-

ll

o7
>T
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Snowflake £=IE HTTP I RAIRA > MANDT IR

FEEEDN HTTP T RRA > NEIE Snowflake N7 DY 995 AR —DIEE. Amazon Data
Firehose ICEIBE® AWSIP 7 RL AEE O 7Yy NEH U ELB A,

Firehose /N7 ') ¥ 2 Snowflake 75 AZ—DHFAI V) ARNEEE/NT U Y O HTTP £/ HTTPS
TIRKRANIZEMTAICE, BEOAWSIP 7RLAEHFHZINTEANL—IILICEMLET .,

(® Note
BAIE, BEIBZNEYIERUAWS V=232 0O IP 7 RLAASEICEFENZDHDITT
BHYEEA, IXTOU—23OAWSIP P RLAERZEHIHBEN HIET,

Amazon Data Firehose |~ Snowflake DIEEENDT IV AtEZFET S

Snowflake ZIEE% & L THHEA TS &, Firehose I Snowflake 7H > N URL ZFERAL T
Snowflake Z7HAD Y NMCTF—REBELET, £/, #EL & Amazon Simple Storage Service /\
TYRNIIZ—F—R2ZNVYIOTYTLET, #7232 T, Amazon S3 H—/N—fIOESLAIC
B L TW% AWS Key Management Service ¥F—Z A T5 € TEERT, TZ7—AJERNE
ICE > TWBIFESE, Firehose & F— R EfE L Z—% CloudWatch Logs AR —AICEEFELE T,

Firehose AN —LAZERTHEIC, IAMO—I)LFUETT, Firehose I&. IANMO—J)LZ5|EF
. BEEShENTY N, F—, BKLU CloudWatch AT T IN—T"EARN)—LANDT IR %
MEBLET, XOTIEARIS—%FEHL T, Firechose A" S3NT Y NZTIEATEDRSIC
LET. SSNATY NEFREL TLVWEVWESE. Amazon Simple Storage Service 7 223> M)
ABRs3:PutObjectAclic ZEBMULET, chlc&kt), NT Y NFrE &I Firehose IZ & 2 TEAE
ENBATDIONMNOTILTIORANMMEENET, ORI —E, ITZ5—0O% CloudWatch
HEOIEHD NOT UVt A% Firehose ICITELET, < DR —IZIE,. Amazon Kinesis Data
Streams N\OF IV EAZHFATEIAT—RIAVRNREEEFNTVE T, F—XY—A& L T Kinesis
Data Streams ZFERA LB WEEE, TOAT—MXV NEHIBRTEE T, Firehose [& IAM ZEA L
T Snowflake IC7 9 tEALEB A, Snowflake N\OT UV ERIZIE, 7TFAR—KNITAZ—DEE
l& Snowflake 7 hJ> R® URL & PrivateLink Vpce ID ZEHA L £7,

{
"Version": "2012-10-17",
"Statement":
[
{
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"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [

"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

iy
{
"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,

"Resource": [
"arn:aws:kms:region:account-id:key/key-id"

1,

"Condition": {

"StringEquals": {

"kms:ViaService": "s3.region.amazonaws.com"
1,
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/prefix*"
}
}
1,
{

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

I

{
"Effect": "Allow",
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"Action": [
"logs:PutLogEvents"
1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

]

D AWS ODH—E AN AWS UY —RIZTFIEATEDRDIZTHHEDOFEMIDOVTIE., IAM
A—Y—HA RO "TAWS OHY—EF RICT IV EAFAUZEEITHO0-IINDOERI 25BLTLKEE
Wo

VPC @ Snowflake NOTF 7t A&

Snowflake 7 Z AR —TTTAR—RNU D IHFEMIE>TVWBIFE, Firehose Ik VPC T RKRA
YREFEALT, NTVY IS4 23—V NERBAETICTTAR—KNISRAE—IZTF—REEE
LET, TOLEHICIE, Snowflake XY RT—U)—ILZEKL T, 7T AZ—NFEAwsVpcelds
AWS V=232 2RO NSOEAZFALET, FHAICOVTIEE., "Snowflake 1—H—H A
R, O "ZYRD—=T)I=)LOER 2B L TEEL,

DZAR—=HFHBD)—T3VICETVWTIEATS VPC IV RKRA K ID

AWS U—> 3> VPCE IDs
KERE (A/NAF) vpce-0d96cafcd96a50aeb

vpce-0cec34343d48f537b
KERE (N— ZTF4LEP) vpce-0b4d7e8478e141ba8
vpce-0b75cd681fb507352
vpce-01c03e63820ec00d8
vpce-0c2cfc51dc2882422
vpce-06ca862f019e4e056

vpce-020cdalcfa63f8d1c
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AWS V—> 3>

VPCE IDs
vpce-0b80504a1a783cd70

vpce-0289b9ff0b5259a96
vpce-0d7add8628bd69a12
vpce-02bfb5966cc59b2af
vpce-09e707674af878bf2
vpce-049b52e96¢cc1a2165
vpce-0bb6¢c7b7a8a86¢cdbb
vpce-03b22d599f51e80f3
vpce-01d60dc60fc106fe1
vpce-0186d20a4b24ecbef
vpce-0533906401a36e416
vpce-05111fb13d396710e
vpce-0694613f4fbd6f514
vpce-09b21cb25fe4ccaf4
vpce-06029¢3550e4d2399
vpce-00961862a21b033da
vpce-01620b9ae33273587
vpce-078cf4ec226880ac9
vpce-0d711bf076ce56381
vpce-066b7e13cbfcabfe

vpce-0674541252d9ccc26

VPC M Snowflake N\OTF7 U7t A
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AWS V—> 3>

KEHH (ALIY)

B (7Z>07I1)

RN (7 A1ILZ > R)

VPCE IDs
vpce-03540b88dedb4b000

vpce-0b1828e79ad394b95
vpce-0dc0e6f001fb1a60d
vpce-0d8f82e71a244098a
vpce-00e374d9e3f1af5ce
vpce-0c1e3d6631ddb442f
vpce-0f60f72dadcd1ede?
vpce-0c60d21eb8b1669fd
vpce-01c4e3e29afdafbef
vpce-0cc6bf2a88da139de
vpce-0797e08e169e50662
vpce-033cbe480381b5c0e
vpce-00debbdd8f9eb10a5
vpce-08ec2f386c809e889
vpce-0856d14310857b545
vpce-068dbb7d71c9460fb
vpce-0a7a7f095942d4ec9
vpce-06857e59c005a6276
vpce-04390f4f8778b75f2

vpce-011fd2b1f0aa172fd
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AWS U—2 3> VPCE IDs
FITINTT 49D (RR) vpce-06369e5258144e68a

vpce-0f2363cdb8926fbe8

TOTINDTAY T (2HKR=I) vpce-049cd46¢cce7al12d52
vpce-0e8965a1a4bdb8941

TOTINDT A9 (VI vpce-0aaa444d9001e1faal
vpce-04a49d4dcfd02b884

TIOZTNTAYv T (RI—) vpce-048a60a182c52be63

vpce-03c19949787fd1859

Amazon Data Firehose IZ HTTP T RARA 2 NDIEEXE DT VA%
592

Amazon Data Firehose ZFHL T, FEO HTTP I RRAV NOREBEICT—RZEBETEE
9, Amazon Data Firehose (&, F8EL = Amazon S3NT Y NZEFTDTF—RENY O T YT LE
T #7322 TAWSKMS ., Amazon S3 H—/N—BIOBS{LRAICFFIBELTVS F—&FERHTEE
9, Io—OJB\FNBRICE>TVWSIHEE. Amazon Data Firehose & CloudWatch O A K1) —
LIITF—BRMEIZ—Z2#ELET. T—XEHAWS Lambda IC ZFEHITDEETEEXRT,

Firechose AN —LZERTDEZE. IAMO— LA HBETT, Amazon Data Firehose & IAM
O—)%Z5|Z2F i}, EEENENTY N, ¥F—. CloudWatch OFII)IN—7. ANU—LADTI®
AZHBLET,

ROT O EAR) S —%EHAL T, Amazon Data Firehose A" F—&/Nv V7Y 7HIZEEL = S3
NTYRNCTOEATEREXSICLET, SSNATY RERBLTWEVWEEWE., Amazon S3 7
92320 ARs3:PutObjectAclic ZEBMULET, ik, N7 Y NFrEEIE Amazon
Data Firehose I & 2 TEEENZD AT IINITILNTIVELATERDKSICBYET, DR
2 —I&., I5—0O% CloudWatch EB&EA D H KT TF—XZH AWS Lambda D NOTF UVt AE%E
Amazon Data Firehose ICff5EL&E T, < DRI —IZI&E., Amazon Kinesis Data Streams ND T &
TRAEZFATEIAT—RMAVRNEEFNTVET, F—XY—RA& L T Kinesis Data Streams Z &
ALBWEER, TOARAT—MXUNZHIBRTEET,
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/A Important

Amazon Data Firehose (&, Datadog., Dynatrace., MongoDB. New Relic, Splunk, Sumo
Logic 7 & LogicMonitor, Y R—R&EhTWBH—RN—F 1 —H—ERA7ONA X —HF
BIBHITPIVRRAVNOREBELCT IV ELRATR O IAM ZFERALERA, HR—
REATVBRH—RN—FT 41— —EAT7ONA X —DFABETREEES NI HTTP T KRR
A1VRKNDREBRICTIERTSICE,. TOH—ERZ7'O/NAZF—IZEHL T, Amazon Data
Firehose S ZDH —EANDT—RXBEEZENC TR LOICHER API F—FLET7I0t
AF—ZWMELET,

"Version": "2012-10-17",
"Statement":

L

"Effect": "Allow",

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

1,
"Resource": [
"arn:aws:kms:region:account-id:key/key-id"
1,
"Condition": {
"StringEquals": {
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"kms:ViaService": "s3.region.amazonaws.com"
},
"StringlLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::bucket-name/
prefix*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:GetShardIterator",
"kinesis:GetRecords",
"kinesis:ListShards"

1,

"Resource": "arn:aws:kinesis:region:account-id:stream/stream-name"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:log-group-name:log-stream:*"

"Effect": "Allow",

"Action": [
"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda:region:account-id:function:function-name:function-

version"
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D AWS DY —EAN VY —AAWS LTV EATEDLSICTRHEDFHFMIDOVTIEE, IAM
A—H—HARD "AWS O —ERICT IV AHAZEZEIRO-ILDERL 2SBL TS
W

/A Important

I1E. Amazon Data Firehose I& VPC M HTTP T RiRA4 > RADOF—2EEEHR—K
LTWEEA,

Amazon MSK A5 OO 0OAFTHO > NBLE

Firehose 7HI 2 N (FPHO N B&E) DS Firehose ANU—LZBERL, Y—ANBIOTHD
YR (AWS AUV KA O MSK 5 AE—THB AR, KOBENBETT,

THOUKNA:

1. Amazon MSK OV —I)L T, Z7OEZ3a> RIUSAZ—%ERL, [7ONT 1] ZBRLF
T,

2. [RYKND—URE]T[MmE] ZiBIRL, [NILFVPCELH) ZAICLET,

3. [BEFIVFARE]|T[VTAZ—RII—DiRE] ZiBIRLFT,
a. VIAR—ICFERVD—HFREETNTVEWVGEEE, [Firehose Y—EAZT U NIL%E

&% 3] & [Firehose DVOATHI N SIEEZEMCTR|ICFIVIEANETT,
AWS Management Console l&., BB T VL AFAZHE ORIV —2BBHWICERL F

ED
b. VZ7AZ—ICBRICRVI—HNFBEETNTVRHERRE., BFEORVI—ICROT VA%
EBMLERT,
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
b
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
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1,
"Resource": "arn:aws:kafka:us-east-1l:arn:cluster/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20" // ARN of the
cluster
},
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::arn:role/mskaasTestDeliveryRole"
.
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"

1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-
provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba0@9-xxxxxxxxxx-20/*"//topic of the
cluster
},
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::233450236687:role/mskaasTestDeliveryRole"

.
"Action": "kafka-cluster:DescribeGroup",
"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-

provisioned-privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of
the cluster

}I

4. [AWS ZTUZINIWIIETHORBOTIZNILIDZADLET,

5. MEY Y T. Firehose AN —LNFT—RZEV)IAL Apache Kafka hEY VZBEL T
9, Firehose AN —LNEREND E, CORNEYIZEFHIBD_LEBFETEEFREA,

6. [Save changes] (BEEDOR’F) ZEBIRLET,

Tho2KNB:

1. Firehose AV =)L T, 7HO> KB &ZERAL T Firechose AN —AZERTEZERL F
ER

2. [Y—ZA] . [Amazon Managed Streaming for Apache Kafka] Zi&iRL £ 9,
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3. [VY—AFRE] ® [Apache Kafka ¥ T A Z—F Amazon Managed Streaming] T, Z7HV> KA ®
Amazon MSK V2 A& —®M ARN ZAHL&ET,

4. MEY Y T, Firehose AN —ALNF—RZE)IAL Apache Kafka REY JZIBEL &
9, Firehose AN —LNERENDE, CORNEYIZEFHIAD_LEFETEEREA,

5 B{EANJ—ARLT, Firchose ANU—LDOBRIZEELET,

Firchose AN —AZERTIEEDTHINBILEK., BREENENEYIOOOATAHI VN
Amazon MSK 75 AZ—A®M "5x&kEVY) ;0 7Ot A% Firechose AN —AIZETS IAMO—)L
(DEARICT 7 )L N THER AWS Management Console) A% ET T,

AWS Management Console TORERERNBREUATOESR Y TTY,

"Sid": "",
"Effect": "Allow",
"Action": [
"kafka:GetBootstrapBrokers",
"kafka:DescribeCluster",
"kafka:DescribeClusterVv2",
"kafka-cluster:Connect"
1,
"Resource": "arn:aws:kafka:us-east-l:arn:cluster/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the cluster
.
{
"Sid": "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeTopic",
"kafka-cluster:DescribeTopicDynamicConfiguration",
"kafka-cluster:ReadData"
1,
"Resource": "arn:aws:kafka:us-east-1l:arn:topic/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/mskaas_test_topic" //topic of the
cluster
.
{
"sid":. "",
"Effect": "Allow",
"Action": [
"kafka-cluster:DescribeGroup"
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iF

"Resource": "arn:aws:kafka:us-east-1l:arn:group/DO-NOT-TOUCH-mskaas-provisioned-
privatelLink/xxxxxxxxx-2f3a-462a-ba09-xxxxxxxxxx-20/*" //topic of the cluster

iy

}

RIZ, LO—RE|MEL - RERXOEREREITDATIIAVOATYTEZRITTER T, FHMLC
DVWTR, "TLO-—REBREFALHRZRETD ) 2FRLTIEE,

Amazon S3 NIEELXNOVOATHDU > NEOBE

AWS CLI & 7z (& Amazon Data Firehose APIs ZfEA L T, 1 DM AWS 7 H > MZ Firehose A k
)—LZERL, BIOF AT M Amazon S3 DEEXRERETEE T, XOFIEK, 7HO>
N AANFIE TS Firehose ANJU—ALZRELT, PHI2 N BANFAETS Amazon S3 /8T Y MIC
T—R2iETBhZERLTVET,

1. Amazon S3O—I)LZEKL £,

(@ Note
CNBE, TUOEARD S —THEEL = Amazon S3NNT Y NET7HO N BAFREL
TVWET, PIEARIUZ—0O Amazon S3 79> 3> M) A RNs3:PutObjectAclic
ZEML. Amazon Data Firehose IC&K 2 TEEEND AT I VMDD TILT IR
ZTNIVRBICNAELET, cOTIEAFAR., JORATHIY NREICHKET
9. Amazon Data Firehose &, V2 TAKN®x-amz-acl "4 A Y & —%&bucket-owner-

- =

full-control "4 ICEREL X T,

2. HBICHERLEZIAMO—IILASOT VERAZHATRICE. THOKBTSINTY RRY
S—ERLET, ROD—REE, NTY RRUZ—0OHITT, FHICOVWTR., "7 Y KR
Vo—ed—H—RD—0ER, 2ZRLTEZ L,

"Version": "2012-10-17",
"Id": "PolicyID",
"Statement": [
{
"Sid": "StmtID",
"Effect": "Allow",
"Principal": {
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3.

"AWS": "arn:aws:iam::accountA-id:role/iam-role-name"

I

"Action": [
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:GetObject",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

ATYT1THERLEIAMO—-I)LZEAL T, 7HI> N A DOTIC Firehose AN —L%E
KLET,

H—ERAEEAND OpenSearchV OAT HU > NS

AWS CLI % /=& Amazon Data Firehose APIs ZfEAL T, 1 DM AWS 7 HJ > NIZ Firehose A
)—ALZERL, BIOFHDI> NI OpenSearch Y —ERAZEEREE L TEETEET, XDOF)E

&, 7HI>2 b A TFirehose ANU—ALZERL. PHU NBHNFFETS OpenSearch 4 —E

AREICT—REBETDIRSICRETHHENHERLTVET,

1.

the section called “Amazon Data Firehose =/\7 ') ¥ & OpenSearch # —EZADEEFEEXENDT D
TAEZENETE TRENTVWBIATY T E2FERALT, 7THADMNAIZL IAMO—=)LZERL
£7,

HOATY 7 THERLZIAMO—LALSOT IV AZFATTBICEK. PHDUKNBIC
OpenSearch T —E ARV —ZHERLET, RO JSON FHITT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Principal": {
"AWS": "arn:aws:iam::Account-A-ID:role/firehose_delivery_role "
},
"Action": "es:ESHttpGet",
"Resource": [
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_all/
_settings",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_cluster/
stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
mapping/roletest",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/

stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/_nodes/*/
stats",
"arn:aws:es:us-east-1l:Account-B-ID:domain/cross-account-cluster/_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/roletest*/
_stats",
"arn:aws:es:us-east-1:Account-B-ID:domain/cross-account-cluster/"
]
}
]
}

3. ATYZ1THERLEIAMO—LZGEALT, 7HV>2 M ADOTIZ Firehose AN —L%E
LU ET, Firehose AN —LZERTDEEF. AWS CLI F=lF Amazon Data Firehose
APIs ZfEf L T, for DomainARN OpenSearch Service Tl&7% < ClusterEndpoint” 1 —JL
REeEELET,

® Note

HB AWS 7 HJ> M Firehose AN —LZERL. BIOFHT> MZ OpenSearch H—
ERAEEEEERTSBICIE,. AWS CLI £/ (& Amazon Data Firehose APIsZ i § 5 4 E
F&HV)ET, AWS Management Console ZFERAL T, COBODIVOARAT AT MREZE
HTBDEFETEEREA,

H—EAEEAND OpenSearchV AA T H > NELS 133
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2T ERALLET IV EADOFIH

IAMRD) S —THT7S 3> 0 ConditionEE (£ Kk Condition7OY V) Z2FEHL T, XJD
F—E&fEICE DL T Amazon Data Firehose ARL —2 3 ADOT VLA ZHBETEE T, UTO
Y793 Tk, € FEEE Amazon Data Firehose AR L =23 ICH LTI ETS FEIC
SVWTHBLET, Condition EREZORTHATESREFOLAOHMC OV TIE, 1AM
JSON 7R1) = —E%: Conditiony ZZBL TS EEV,

CreateDeliveryStream

CreateDeliveryStream AARL —2 32 Tk, aws:RequestTag ZH¥F—ZFEALET. XD
BTk, MyKey & MyValue FF¥—, BLRVPRTOMIETHEZRLTVET, FHEICODVWTE.
"RTDEXR, 22RLTLEEV,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"firehose:CreateDeliveryStream",
"firehose:TagDeliveryStream"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:RequestTag/MyKey": "MyValue"
}

]

TagDeliveryStream

TagDeliveryStream AR L —2 3> Tld, aws:TagKeys ZU4F—2FALET, KDHIT
l&. MyKey @B > 7INETHF—TT,

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys'": "MyKey"
}

UntagDeliveryStream

UntagDeliveryStream AR L —2 3> Tld, aws:TagKeys FU4F—Z2FALET, XDHIT
l&. MyKey @B > 7INEITF—TT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:UntagDeliveryStream",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": "MyKey"
}
}
}
]
}

ListDeliveryStreams
ListDeliveryStreams TR IR—ADT IV LAAV NOA—IILZFEATEIERFETEERE A,
Z O ® Amazon Data Firehose AR L —> 3>

CreateDeliveryStream, . . UntagDeliveryStream# KT BAA D T XT D Amazon
Data Firehose TagDeliveryStreamZ#RL —> 3 2/ (ZFListDeliveryStreams,
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aws:RequestTag&R#HF—ZFEALE T, ROHFITIE, MyKey & MyValue FF—, BRTERITD
T HEZRLTVET,

ListDeliveryStreams, firehose:ResourceTag&#F—%FEHL T, D Firehose A ~
J—LDORTICEITVTTIOERAZFBLET,

ROPITIE, MyKey & MyValue EF—, BLTFRTOXISTREERLTVET, CORY
T—F. BN O EVSEFNOARYT EFD Data Firehose MyKey AN —AICO KBRS E
FMyValue, VY —RARTICEILK T IV LAOHBOFMICOVTE, IAWMI—H—FHARD "%
J#EALIZAWS VY —ANDT 7 ADGH, 2Z2RLTEEW,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "firehose:DescribeDeliveryStream",
"Resource": "*",
"Condition": {
"StringEquals": {
"firehose:ResourceTag/MyKey": "MyValue"
}
}
}
]
}

Amazon Data Firehose AWS Secrets Manager T ZfEf L T3
I3

Amazon Data Firehose & & #4& AWS Secrets Manager LT, —9L Y NMADOZEBTIEA%E
RHEL., FBABEHROO—FT—30Z288ELLET. COMSICKY), Firehose IFRITHFIC Secrets
Manager # 5> —2L Y NZBBL T, BIROARN) IV TEEEICERL. T—XARNU—A4A
ZEETEET, cnlckV), AWS Management Console £7=lk API NTX—=2DOVThh T,
ARM)—=—LERD—070—HIC—ILY M TL—2FFANTRRENEEA, 2—JL Y B
ZEBIRLEODLEEBRT ST AAZEHML, NATD—ROO—FT—23a>a2EEBITRILEHONOHA
S L Lambda BEBDRER E,. BHEERABEREET VT ET 1L SERENET,

SEMICDOWVWTIE, TAWS Secrets Manager 1—%'—74 R #8BL TS EEL,
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=LY hEeEETD

=LY &, NAT—R, I—F—FK—LXNAD—REEQO—EDOFRIEHR. OAuth h—2
V. T, BELE iR T Secrets Manager ICREENZTOMO—IL v MERICT S
CENTEFRT,

BEEXZEIL, ROEIDIVIZRTELSIC, >—ILYMOF—EEORTZIEL LV JSON FX
TIEETHDHRENHVVET, >—IL Y MO IJSON ERXNFREELICH > TELLZVIEES. Amazon
Data Firehose [FIEE X NDELHICKBLET,

Amazon Redshift 77OE> 3> R9 5 A X —& Amazon Redshift Serverless 7—92 ) —7 0> —
LY NOFER

"username'": "<username>",
"password": '"<password>"

Splunk D —o L v NER

"hec_token": '"<hec token>"

Snowflake D> —2 L v NOFR

{
"user": '"<user>",
"private_key": ‘'"<private_key>",
"key_passphrase": ‘'"<passphrase>" // optional
}

HTTP I R7R4 > b, Coralogix, Datadog, Dynatrace, Elastic, Honeycomb
LogicMonitor, Logz.io. MongoDB Cloud, New Relic D>—%2L Y NOFER

"api_key": ‘"<apikey>"
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=LY NEERTSD

—OLY NEERTBICE, " I—H—HA KR, ® " AWS Secrets Manager ~—27 L Y b D1E
AAWS Secrets Manager 1 DATY 7ICHVET,

>—JLYhEFERTS

AWS Secrets Manager Z £/ L T. Amazon Redshift, HTTP T RRA >

N. Snowflake., Splunk, Coralogix, Datadog. Dynatrace, Elastic, Honeycomb, Logz.io. MongoDB
Cloud, New Relic LogicMonitor’ s ENA RN —I 2 JAFEEICER TS O OFRMEEREEF—
BREFTHDEZHEOLET,

NS DEFEDERILE, Firehose AN —ADEREIC XXX NIV =L ZFERALT
AWS Secrets Manager TRRETEE T, HAMICOVTR., "EELEREEZEHRTZ, 25BLT
<EEW, £, CreateDeliveryStreamd & U UpdateDestination APl AR L —2 3>z AL
T. Secrets Manager CRIAMZRETD_EETEET,

Firehose l&, >—7L Y NERBBILTF v 1L, EEENOEHOLTIC—IL Y NEER
LET, FY¥ Y213 100 EICEFEh, RFOREBEBNFFERAENDIRSICEYET,

ANV—=LDZATHAOIFRWVWDTE Secrets Manager A5 —V LY NERETHHEER T
ICTBENTEET, Secrets Manager ZFEALT—IL Y NZEBLAEVESE., fbVIC
A—H—BINATD—REXLEFAPI F—ZFEATEET,

® Note
Firehose Tl C O#EEICIEMBIEE A AV EB AN, Secrets Manager N\OT T EAEX>
TFHORAILBGREENET, FMICOVTIEE, " AWS Secrets Manager® e | R—T %S
BLTLSEEL,

Firechose NOF7 UV EAZFAL T —UL Y hZEBETS

Firehose i 5> —2U L Y NZEE T S I(CIE AWS Secrets Manager, TN —JL Y NCTIOEA
TRLEHICHBRTIVERAFITE, >—UL Y NEESLT S F—% Firchose ICIRBTILEND
WET,

AWS Secrets Manager 2L T —JL Y RERESIVTIMEBTSIHEE. >—IL Y NORES
FRERBLFZEICIHLUT, WK OADERBREAS>aoNFHYET,
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e —=OLYRFIAMO-)LERBU AWS THI NZREEN, F7AIILKO AWSTYR—D R
* — (aws/secretsmanager) THRES{LENhTWSIEHES. Firehose #'5|Z % (7% IAM O—JL&
—OL VY MIXT Bsecretsmanager:GetSecretValue7 VL AFANAZHEELET,

// secret role policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
}
]
}

IAM RS —OFMICOVWTR., T OT7JEAFAR S —0H] AWS Secrets Managers ZZ 8
LTLEEW,

« —=OLYRFO-ILERUTAHINIREENATVEN, HAZN—NFR—I RF¥—
(CMK) THEFILEhTWBEHEE, O—JLICF secretsmanager:GetSecretValue& O@A
Dkms :Decrypt 7 VL AF AN VETT, CMKARUS—Tk, IAIMO—)LIZ DERTZHFAITS
PBENSHV) ETkms:Decrypt,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "Secret ARN"
b
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "KMSKeyARN"
}
]
}

« —=OJLYRNFO-NERERD AWS THIY MCREFEATVT, F7FIILBDO AWS Y XR—
PREF-THSNHKENTVWRIFEE, >—JLY M AWSYR—I REF—THESKLENTVSIE
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4. Secrets Manager EVOAT AT KNTFIOEAZHFTLEVESD, CORERFETTEEL
Ao

« —ULYRNBIOTAHIY MIREBEE N, CMK THES{LEATVSEE, IAMO—LIZ@ES—
LY MIXd % secretsmanager:GetSecretValue 7V EAHFTE CMK LT3 7o+
Akms:DecryptfF AN BETT, >—ILYRNODDVY—RARIVI—EMOTHI> MO CMK R
=&, IMO-)LVCHBEBT VAT ZNETIHENF HVET. FHICODVTE. "7
OAT NIRRT OEAL Z5RLUTLSEEY,

=Ly bhoO—F7—>3>

A—F—>3a>&lk, >—JLY N eEBNICE#HIA LTI, BELEARTZ1—-)ILTS—7
L v b AWS Secrets Manager ZBEBIMICO—7T—232F2LDIC ZRETEET, ik,
RES—VLYNZEH— VUL Y NIBEBRADENTEEFT, ChiZklY), REOVRVZR
WMTEET, FHMICOVWTIE, " AWS Secrets Manager 1—H—7 4 RJ ®AWS Secrets Manager
=LYy bhOO—FT—>32, ZBRLTLKEZL,

Amazon Data Firehose AV —J)LZFERALTCIAMO—I)IZ2EE T
73

Amazon Data Firehose &, V7 ILRALDARN) -0 T0F—RZREICEEITDI7INF—IR
H—ERATY, BENICTF—XNERELTMBIOLEH TS LSI(C Firechose R ETHEETE
F9, ChoOMEEERFER TS ICIE, Firehose AN —AZEREIEIRET 5 & IC Firehose
TOEAHFATEZNFETR IAMO-IILZ2HRAICEETILENHV) T, Firehose I&. Firehose A
=LA RBEBINTOT IV AFTICCO IAMO—-)LZFEALET,

Bl Z . Amazon S3 ICTF—X ZB{E9 2 Firechose AN —ALZERL., Z D Firehose AR —LA

T AWS Lambda #eEZEMICLTY —ALI—RZEBRIBZ I F VA ZEZATHEL &S, <D
&, RIZRFTKSIZ, SSNT Y MITY+EAL T Lambda B2 RO HT 7 U A A % Firehose
ICRET2 IAMO—)EZEETIHEN HYET,

{
"Version": "2012-10-17",
"Statement": [{

"Sid": "lambdaProcessing",

"Effect": "Allow",

"Action": ["lambda:InvokeFunction", "lambda:GetFunctionConfiguration"],
"Resource": "arn:aws:lambda:us-east-1:<account id>:function:<lambda function

name>:<lambda function version>"
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Yo &
"Sid": "s3Permissions",
"Effect": "Allow",
"Action": ["s3:AbortMultipartUpload", "s3:GetBucketlLocation", "s3:GetObject",
"s3:ListBucket", "s3:ListBucketMultipartUploads", "s3:PutObject"],
"Resource": ["arn:aws:s3:::<bucket name>", "arn:aws:s3:::<bucket name>/*"]

]

Firehose A2V =T, ChSsOO—ILORMEEZBRTEZEET, ROVThAOAT> 3>
HSEBIRTEXRY,

- BBF0 IAM O—-LZERTS
e OAV=LASsHLWIAM O—LZHEKTS

BEOIAMO—)L %8RI S
BEOIAMO—IASEBIRTEET, COATa>TR, BRLUEIAMO-ILIC, EExE

REECHEZRBYBEEEAR)S— T IV EAFUNI D 2R LET, FMIICOVWTIE,
FAmazon Data Firehose IC& 2T 7 AN&IfH, 2B LTS EEV,

OaA>V—=lAasHLWIAM O—I)LZEKTS

Fzl&. Firehose A2V —/LZFEALT, ¥ —CRL>THLLVWO-—LZERTDZEETE
x9,

Firehose "1 —H—ICRAHD>TIAMO—J)LZEKTH &, TOO—ILICE, Firehose AR —AFK
EBILESTVWIHERT VAT T ZNET2IXNTOT IV EAHFTEEBRAVS—FEBHNICEEN
9,

BlRE, #WeeEeFEALTY—ALI— ROZEHE AWS LambdaZBMICLBA S 123FE, OV VY-
& 7 OEAFARVS—TROAT—MXNEERLET,

{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [

"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"

]I
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"Resource": "arn:aws:lambda:us-east-1:<account id>:function:
%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDERS"
}
(@ Note

DY—ACRIRITIVEAFTZ/EL S
L\%FIREHOSE_POLICY_TEMPLATE_PLACEHOLDER%/= &, Z&BLRUZ—AT—KXT K
FERLTERETT,

Y —)LT Firehose AN —LD—0 70— %kERBLViRETZDE, EEAV—EERS
N, IAMO=)LICT7EZYFEnET, EEARI—ICKY), Firehose lF IAMO—)L%Z5|EZ (T3
ENTEEXT, EEAV—0HIERICRLET,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "firehoseAssume",
"Effect": "Allow",
"Principal": {
"Service": "firehose.amazonaws.com"
.
"Action": "sts:AssumeRole"
1]
}
/A Important

- BH®D Firehose ANU—ALRAUOYY—)ILEEDO IAMO—-)ZEALBEVTIEE
Wo Z5LBVWE, IAMO-IFBEICHFRENLY, IZ—FRETIAEEI YR
ER

s AVV—ILEBEEBO IAMO—IAST IO EAFARIS—ANTELZDI RIS —AT—RX>
RefERATSICE. MBEO IAMO—LZERL, TORV—AT—RXVRNZHLL
O—=J)LICTF7RYFENET IV EAFARI) S —ICIE—LET, O—J)L% Firehose A ~
)—AICTRYFIBRICE, Y —ERAT7 VLA THREO IAMO—IILEZEBR A>3 %
ERULET,

V=R SH LWIAMO—-ILEERT S 142
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« >V =)Lk, ARN IZXF%| service-role Z2LITXTHDIAMO—-I)ILZEELET., BF
DIAMO=IATSa zBRTDEZ, AV —INETEEMABZWVLSIC, ARN
(Z service-role XZ5ZE€FXHEVIAM O—)LZX%TFBIRL TS EETL,

OA2YV—=IA 5 IAMO—)LZEKT S FIR

1. https://console.aws.amazon.com/firehose/ T Firehose A2V — )L ZEE X T,
2. Firehose AN —LDEK ZFBRLET,

3. RERTERELEZBIRLET., FMICOWVWTIEE, TFirechose AN —LZERT S, 2SHEL
TLEEL,

4. EEEREZERLET, FMICOVTR, "TEEEREZEBHITZ ) 2ZRLTSEZ L,
5. FHHMERED "H—EATIOtA 1 T, TIAMO—) ZHEREZEGEH ZBRLET,

@ Note

ChETF7ANNOFT2a>TY, BFOO-LZ2EATHICE. BiFO IAM O—
LWOER #7232 %BIRUET, Firehose IV -k, BoOO—-ILZZEBELEE
Ao

6. Firehose AN —LDER &1BIRL ET,

OA2V—=IAS5IAMO-I)IZHmETS

Firechose AN —L%iRETS &, Firehose FZNICHEUTRIST DT IO AZFARUS —%2EH
L, RELETIVEAHFTOEEZRMLET,

B Z L, Firechose AN —L%ZMREL., BFH/N—23 > O Lambda B8z L L THERAL T ez
ALTY—ALO— ROZH AWS LambdaZ ERIC 9% &exampleLambdaFunction, 79X
AR —ICROR)D—AT—RM XV MRRENET,

{
"Sid": "lambdaProcessing",
"Effect": "Allow",
"Action": [

"lambda:InvokeFunction",
"lambda:GetFunctionConfiguration"
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1,
"Resource": "arn:aws:lambda:us-east-1:<account id>:function:examplelLambdaFunction:
$LATEST"

}

/A Important

OVY—)ILEEBO IAMO—)LIE. BREETHDEDICETFTchTVET, OV —ILOHN
TTORAHFARIS —FKERFEEARAVS —2ZEITZHEFHBOLERA,

OA2V—=IAS5 IAMO—-)Z2wmETS

1. https://console.aws.amazon.com/firehose/ T Firehose 1>V —IILZRAZE £ 9,

2. Firehose AR —L%ZEIRL, EF TS Firechose AN —LDBEZEIRLET,

3. BEXTOHY—N—TOEAEY>3>7T, wmEEERLET,

4. IAMO—=IA7>3a>=EHLET,

(® Note

F7AIRTE, OV—=ILIEFEIC IAM O—J)L% ARN 0O/\X—> service-role TE#
LET. BEOIAMO—-IIA7>23a>#BRTDEEE. AV —IDNEEZMZEL
&SIZ. ARN (C service-role XZHZEEZV IAM O—)LZHFBIRL TS TV,

5. [EEORETF ZBIRLFXT,

Amazon Data Firehose D E_X 1) >4

Amazon Data Firehose l&. Firehose AR —LADTZX) > J#eE#RBELE T, FHEMICOWVWT
&, TEZRVUT, #28BLTLSESL,

Amazon Data Firehose ® 1> 7' 4 7 > AREE

HB—RN—FT 1 —OEEEZEG, B0 I 7TFATA7O9ZL0—RE L T Amazon
Data Firehose DtEF 1) 71 E AWS AV T SA T AZFHALET, chso7OT T AIC
. SOC. PCIl. FeEdRAMP, HIPAA B ENH V) E T,
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BEDIAVTSATA7T7ATSLORRERZED AWS H—EAODANCOWVWTE, TOV754
P>AAWS VO S ALAICEBDRREFADY—E A, Z25BLTLKEETV, —BWEBRICOVWT
&, TAWS AT AT ATOTZ L #BRLTLKEEV,

ZHEALT, Y—RN—FT 1 —OEELR—FEHXTVVO—RTEET AWS Artifacte FHICDOWT
&. AWS TArtifact TOLAR—hOATVO—R) 25RLTLKEEL,

Data Firehose ZFATABOBETEN AV T T4 T AEER., BFEEROTF—XOMEME, EHO
A7 54T ABH., BRATRBEEBLOCRHEICK > TREY £9, Data Firehose DERAN
HIPAA, PCl, FedRAMP B ENEZEXEICERL TWR ZEEZFEELTVWRHEE, FUTIC&IDY
V—AAWS ZREHLFT,

c EFAVFALAVT AT UVADIAY DAZ =M HA R -ChSOTFTOA A RTHE,
T—F*TU0Fr LOEBBREICOVTRHHAL, EF1VTALOAVTIATVALEREEBVE
R=AZAVREZ CTF7O4F2FIBICOVTHALET AWS,

"HIPAA £ X1 UTA LAV T ATV ADH L ROA DR=NN— — ZOKRTA ~hR—/N—
Tk, ©¥EN AWS ZHEAL T HPAAEROT T VT —2 a2 ZEKTBHEICOVWTHAL R
LR

*c AWS AVTFATVAVI=A —CDID—=0TVIEHARDOIOAL V>3V, BEROER
RiFICEAENBBEENHYERT,

* AWS Config- 20 AWS ¥ —ERk, VY —ARENHRNTZIT 1A, ERAARZA2. &
FUBRHICEDEEERLTVIAZFHMLET,

* AWS Security Hub - 2D AWS $—E Rk, AOEF1UT  REZETENICEEAWS L, £
FLVTARRBEERANT ST A ANOERZHETDIDICRIER T,

Amazon Data Firehose D [E=E

AWS JO0—NINA2VTSZARZOFYIE, AWS U—=23 2 ETPRATEUT A=V =22
BEINATVET, AWS D -3 @, BLATY—, BRAL=T"Y N, BRTEEICTRE
XY RND—OTERENE, YENICOBE N EEROTRASEVT A=V -2 RHBLET,
TRAZGEVTA—=V—=2TlR, PRAZEUTA—=V—ETHEETIC, BEHNICT7 T
F—N—TFBTFTVT—23 0 EF—BER—AEZFRFBRLRVEATBENTEERT, FRATEV
TA—V—2, RROB—FLREBOT—REEZ—AVT7TZANTIOF v R ETAM, ME
EM, BRCARAT—FEVTFAHFEBRATVET,

AWS U—=23 2 ETFRAZEVTA—=V—2OFMICOVTR, AWS " JO0-NILA2VT7ZF A
Z0F v #BRLUTLSEEL,
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Data Firehose l&. AWS JO—NIWA2VT7ZARZIOF ¥ ICMAT, F—ROMESHE/NY D
TYTDZ—RZ2HR—FTROICHRIDVK DL DOBEEZRHL TVET,

KERE

Amazon Data Firehose & H—/N\—L AE—RTERTEh, HBBITERITID_ET, RAMNDE
t,. PRAZE) T4 =V —20O0A%E. TOMOA D TZARNZOFYEEORRBICKELET,
C MIF\E. Amazon Data Firehose &, Firehose AN — AN F—RERS CEBRLKBITEND LD
CLET,

Amazon Data Firehose DA > 7 AN OF vy X215«

NEZx—2 RY—E A THS Amazon Data Firehose [& AWS JO—NILZxY KD—912F1UFT4T
REEIATVET, AWSEF1IUFAH—ERENMVTSZANTIF ¥ AWS 2REIT D HE
C2WTE., AWS " 5D REFI1VT A4, ZZRLUTIKEE VY, 1 VT7TARNTZOF v+
TADRANT ST 1 AZERALTAWS RIEZERFTTHICE. "EF1UT 1 OFE AWS Well-
Architected Framework, @ "Infrastructure Protectiony 2B L TS E&E L),

AAWS RBEL I API O—)LZ2ERL T, XY T —U#HT Firehose IC 7V EALET, V54
TYRNEIUTZ2YR-—NIBIBENHYEXT:

« Transport Layer Security (TLS)o TLS 1.2 4B T TLS1.3 N HEH T,

« DHE (1§51 7 4 — ALY @A) ® ECDHE (BHMET 1 714 — ALIVEBEE) KL
DRLFHWEM (PFS) ICKBEEAL—h, CNSOE—RE., Java7 UBEARE, BEALED
BHYATATHR—RENTLET,

Fhe, VOITARNIE, POAF—IDE, IABMZTUINLICHEERSEFShTWE—OL Y
R7OELAF—%ZFERALTERITDMLEN HVYET, £k, AWS Security Token Service (AWS
STS) ZAL T, —KMNBEFIVT (FRIFHRELERL., VIITARNIEBEITDEETER
9,

(® Note

%45 HTTPS U 2 T A N®M3ZE4E. Amazon Data Firehose &, EEEfAITHR— R ENTLS
BEO TLS 7ORIAN—23 D 2HBNICBIRI D HTTP A 7SV EFERLET,
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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VPC I RiRA 2 K (PrivateLink)

Amazon Data Firehose [& VPC T RRA4 >~ () ZHR— KL TVWE T PrivateLink, FFMICDOWVT
l&. TT® Amazon Data Firehose M AWS PrivateLinky ZZ8BL T &L\,

Amazon Data Firehose DEF 1 V)T A1 ODRANTZ 0T 14 A

Amazon Data Firehose ICl&, BMBEOEF 1 VFT ARV —ZRAREIVPERTIBRICEBINEY
<OADEFIVTAHBENAEENTVET, UTORARNTZTIT 1 AR—BWEHA RSA>
THhY), B2BEFIVTAV)I1-232ZFHAITREOTRRHVERA, ChESORAKNTZY
TAAFBEEOREICHEHYTREAEVD, T2 TREVGEN BB, ChsBFoBFETEEL,
ERABZEEBBHEELABLTILSEEL,

RMFHET IV EADRE

TOEAHFTZNET S EE(FE. Amazon Data Firehose VY —RICK T BTV EAHFTEMBE TS
A—H—ZRELET, chSOUY—ATHALEVWEBEDT V3> zBMIlTHd0E, HFK
ICBYET, COEDH, ZFAVDERTICMBEBERBT IV EAFTNXERFETIHENf HYET, &DIE
T OEANDREKERF, EF1VTF1VAVE, IT7—XEBEILE>TELSETNBUEHOHIFE
DEBICH TRDERICENET,

IAM O—)L D EH

J7OF1—H—=—TFTVT—23aEVTFATRNTTIT—2 32k, Firehose ANU—ALIZT D
TATREHICEMBRAERZF > TVWBIHEN DBV, Firehose ANU—LREEEIZTIEA
TREHICEVNLERABTREZF > TVWBHBENF HYET, AWSRIHEHRIE., V954 TF7KNTTV
T—23a2FkEE Amazon S3NT Y MCEEREFELBEVWTLSEEY, chsEEEBNICO—FT—
2arvEnBVRBNERIBEHRTHY ., REATIEEDRAILKRELRFEN RIBENF HYET,

KHYIZ, IAMO-)LZEALT, 70719 —8BLCITA T RNTTIT—>3 2K
Firchose ANV —AILT VAT 2 00— KNERAFTHREZEEIIZLENBYERT, O—I)L%
FATREER., MOUY—RAIT IV EATREHICRANGFEEER (A —F—BENAT—R,
RERTIVEAF—LBE) ZERATILENHYUEEA,

FHCOVTE, TAMA—Y—HA R, CHBDTREOREY V2SR LTLSEEL,

« IAM O—)L
s O—MLNO—BNB>FVAI—H— T7)75—>3>, $LUTHY—ER
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KEVY—ATOY—N—HOBES{LOERE

REROF—REEERNOT—2XIE., Amazon Data Firehose TRV TEE T, FHMICODWVWT
l&. TAmazon Data Firehose TOTF—ZX{RE I Z2SBL T EEV,

CloudTrail ZHLTAPI O—=)LZE=-XD)>TF3

Amazon Data Firehose (& AWS CloudTrail, Amazon Data Firehose ® 1—%—, O—J)L. £i&
H—EBPRICKP?PTETENET O3 2RBRIDANWS H—EATHD EHEENTVET,

TPREET N -1EHRZMFEHL T CloudTrail, Amazon Data Firehose ICx{$2 U9 T AN, UOIT AR
TTOIPF7RLA, VDVTARE, VDOTIANBBEEDHMEREIETEEXT,

FEMIC DWTIE, Tthe section called “%Z £ L 7= Amazon Data Firehose APl J1—)L MO 2%
AWS CloudTrail’y 2B L TS EE L,
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Amazon Data Firehose &*— X Z it

Amazon Data Firehose & Lambda BE#izZ2 RO HL T, BEYV—ATF—XF=2LTB]L, TR ET—
XEBWEICBETEE T, Firehose AN —LZEKT S & EIC, Amazon Data Firehose T—3X %
BEEMCTEET,

T—REHRTO—

Firehose *— X ZMiZzBMIZ TS &, Firehose FZETF—XZENY I 7LET. NV TTUY
TJHA4 X0 NO&EHEFE 02MB~3MB, 7 #J)LK® Lambda /XY 77 )B4 Xk M

l&. Splunk & Snowflake ZFR< TXTNDIEFELT 1 MB TT, Splunk & KT Snowflake DIFE .
TF7AILRNONYT7I)TE ME 256 KB T, Lambda /NY 77D JREROE NDEHE
[ 0~900#¥TT, 74D Lambda /XY 77U TRERE> MME. Snowflake ZFR< §XT
DIEFEXT 60 TT, Snowflake DIFE. F7AINONY T 7T NERIEE 30 W TT,
NY 77T A4 X%FETBIZIE,. CreateDeliveryStreamE 7= l& UpdateDestination APl M
ProcessingConfiguration/\Z X—&%&, BufferSizeInMBs& kT & 5 ProcessorParameter® Hi
M THRELFJIntervalInSeconds, Firehose &, AP HLE—REFEHRALT, NvT77&
N=ENY FTHEEE 1z Lambda B8%iZ AWS Lambda ERIBIMNICHVUHLFT, BfREhET—
4|3 Lambda A* 5 Firehose ICAfE&E & §, Firehose Ik, BEShEREENY 77U IS4 X
FEINY 77V TERBOVWTNARVEILELEEZEICEBEICEELED,

/A Important

Lambda FIEIRECHLUE—RICE, VIOTARNELARCAOBWAIZOWVWT, RAO—RKRH
AARXIZ6MB OFHRNFHYNET, BHRICUIIANZEETRDEHDO/NY 77 H A4 XN 6 MB
UTTHDEZBRLTLKEEV, £, BREYVEBLARVAN 6 MB ZBA KW\
EEBRLET,

T—RBBEAT—RAETIN

Lambda A SZERENEITXNTOLI—RIZE, RONTA—ZNEENTVEIHREN HYET, B
FhTWEVIHEE. Amazon Data Firehose EZTh 5 &ZEBFL., F—2ZTHROLKKEL THRVET,

Kinesis Data Streams & Direct PUT D384

F—RE|T7O— 149


https://docs.aws.amazon.com/firehose/latest/APIReference/API_CreateDeliveryStream.html
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Amazon Data Firehose

recordld

LO—RID &k, MT*H L #FIZ Amazon Data Firehose 7' S Lambda ICBE hE T, BT hi-
LO—RICE,. BCLO—RIDAEENZIHBRENHYET, TOLI—RDID &EEBREhIL
d—ROIDEODFAR—BIF, F—REHRELBEL THRDODNET,

result

LOA—-ROF—FEBODAT—Z AR, BETEDERROESY TT:0k(LO—R
NFEEICEBRENE), Dropped (LO—RAVEBOD Y VICK > TERWICHIBRE 1
fz). ProcessingFailed (LO—RZEBTERA2K) LIA—ROAT—RAN OkFELEF
M35 &Dropped. Amazon Data Firehose &L J— RA'EEICABEhAERBELET, ThL
S D154, Amazon Data Firehose IFREBICKBLIEERABLET,

T—X

base64 T 11— RBOEBRENETF—EIRAMO—K,

LLFiE, Lambda OEROHHHITT,

{
"recordId": "<recordId from the Lambda input>",
"result": "Ok",
"data": "<Base64 encoded Transformed data>"

}

Amazon MSK D384

recordld
LO—RID I, MUO'HLFIZ Firehose 'S Lambda I BT hET, Birahi-L I— RICE,
BULO—RIDAEENDIHBENHYET, TOLI—ROID &EBRETAELI—-ROID &
DF—HF, F—REZ\|EABELTEDODNET,

result

LA—ROF—BZEBOAT—R A, BETEDERIRXOESYTT: 0k (LOI—R
HFEEICEBRE N, Dropped (LO—RAVEBODSY VICK > TERWICHIBRE 1

fz). ProcessingFailed (LO—RZZEBRTERA2k)e LIA—RODAT—X AN OkEL
(& MFSDropped, Firehose L I— RAFEEICMEBENLEERBLET, ThUUADE

4. Firehose GBI KBLIEERBLET,
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KafkaRecordValue
base64 T 11— RBOEBRENETF—IRAMO—K,

ARk, Lambda OFEROH BT,

{
"recordId": '"<recordId from the Lambda input>",
"result": "Ok",
"kafkaRecordValue": "<Base64 encoded Transformed data>"
}

Lambda DE%5T K

chsn7I)L—7"1)> N&. Lambda AWS Bk & 4ER L THEA L T Amazon Data Firehose 7 — 2
AN)—LAOTF—R2ZHIDFEEZRLTVET,

AWS Lambda O Y — )L THEAARER T IL—TUY R EXRTRTDICE

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/lambda/ T
AWS Lambda A2V =) ZRHEET,

2. [BABDERK]. [Use a blueprint (FRETRIDOE)] DIEICEIRL £,
3. FZIL—TVKNT74—=)LRT, F—D—R%Z#ZEfirehosel T Amazon Data Firehose
Lambda 7IL—7" U R ZBRERLET,

TIL=TURD)AR:
« Amazon Data Firehose AN —AICEFE L I—RZ0E TS (Node.js, Python)

CO7IN—71J> RN, AWS Lambda ZfEH L T Firechose F—2 AN —LROF— R =0
THEIHEDEXRNEHZRLTVET,

¥V U—AHB:2016 £ 11 A

JY—RA/—K: 3L
* Firehose (22§ & 115 7'+t A CloudWatch 0%

CDTIN—TV>RNEEIEENEL 1=, Firehose IZEEE Iz CloudWatch O OEIZ DV T
&, "OJ %ML /- Firehose ANMEZiAdk CloudWatch 1 2B L TS &L,
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« syslog 23X ® Amazon Data Firehose A K 1J—AL 11— K% JSON (Node.js) IcE#T S

CDTI—71> K&, RFC3164 Syslog XXM AHNL I— K% JSON ICE#ET B HEZERLT
WET,

B®¥VU—AHB:2016 £ 11 A

J)—=A/—hk: 5L

THERTED I -7V NERRTSIZIE AWS Serverless Application Repository

1. AWS Serverless Application Repository (BB L £7,
2. [FRXTCOF7TVTr—3a %8RB #BRLET,
3. [77Vr—>32]74—=)IRT, F—D—RK firehose ZHRELFT,

RETRZEFEAE I (C Lambda IR ER T A EETEET, AWS MLambda DEEIBAE, 2S8R
LTLEETW,

T—IEBRRBDONE

XY RND—=DRALTINERE Lambda FFH L OFIRICIEL 12728 (C Lambda OV L
HERBEU =354, Amazon Data Firehose (77 # )L N THUHL % 3 BBHITLET. FTHL Y
RIhL W54, Amazon Data Firehose I EDL 1—RONY FEAFYTLET, AFVY S Eh
LO—REREBLBEL TERDODNET, CreateDeliveryStream F = l& UpdateDestination API
ZERALT, BETAT 23V 2BEFLEELEETEET, COXAMTOERETRE, FUHLI

< —% Amazon CloudWatch Logs [COJ B TE X T, FMICOWVWTIE. T CloudWatch O Z &
FA LU 7= Amazon Data Firehose D E_R' 2T 1 #5BL TS EE L,

LO—ROF—REBROAT—R AN OiFEProcessingFailed. Amazon Data Firehose & L
OJ—RZRBIZKBLEEDELTRVET, CORATOEBEEICDOVTIE, Lambda BB#A 5
Amazon CloudWatch Logs ICTZ—OJ ZRKITTEET, FHHAICODVWTE., TFROYN—-FA
Ky @ " ® Amazon CloudWatch Logs N®D 7 A AWS Lambday ZZBL T &L, AWS
Lambda

T—REBAKBL EHBE, REBICKKLAELI—RIE S3/NT Y MO processing-failed 7 #
ILNFCEREENET, LI—ROERXFAUATOEBY T,
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"attemptsMade": "count",
"arrivalTimestamp": "timestamp",
"errorCode": "code",
"errorMessage": "message",
"attemptEndingTimestamp": "timestamp",
"rawData": "data",
"lambdaArn": "arn"
}
attemptsMade

FOHLUITANDOETER,

arrivalTimestamp

Amazon Data Firehose AL 11— RZZE L 1=6Zl,

errorCode

Lambda A 8 RE N HTTP T>—1— K,

errorMessage

Lambda A S REh I —XvE—2,
attemptEndingTimestamp

Amazon Data Firehose A" Lambda BFO'H L OETZ2ELE L EZ,

rawData

base64 T 11— RZEOL I—RF—X,
lambdaArn

Lambda B8%® Amazon ') Y —AZ—L, (ARN),

Lambda OFEOH U BFE

Amazon Data Firehose l&. &KX 5 2 ® Lambda RO'H LB ZHR—KNLUE T, Lambda BBE DT
TIL5DUEDANBBE, ROIS—HNEELE T, Firehose l& AWS Lambda DT H UEICZ A
L7IORIS—%#BRHELELE, YR—RENTVZEBOEZANLTINEIEKRXS5 DT,

CHDEOSBIS—HIFKEL 28BS D Amazon Data Firehose OEIEICDOWVWTIE., T ZBLTLK K
& Lithe section called “T— X TR LB DM IE",
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V—ALOd—RONYIOTYT

Amazon Data Firehose l&. ZfEhiL I—RZHEEFXRICEELEN S, BREATVEVIANT
OLOA—REZSINTY NMCEBICNY VT YT TEET, Firechose AN —AZERELGIEHT
BEEIC, V=ALO—RONYIOTYT2#BMCTEEXT, YV—ALIO—RONYIT7YT., B
MICLUERTEMICTDCERFTEEFREA,
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Amazon Data Firehose TO &M/ N\—F7 1> 3 =>4

BHON—TFT12a_2 0% FRATHE, F—RADOF— (customer_idX° & Etransaction_id)
ZEMAL T Firehose TANU—I2JF—RZ2EMICN—TFT1>32L, ChsOF—TJ
IL—=TtE T —X%ZX /T S Amazon Simple Storage Service (Amazon S3) 7L 7 14 v J AIC
BETEET, ChiZkV), Amazon Athena, Amazon S3 DAKRU—I2JF—RIZHL TEM
BETIAAMDIEOREVSMZEEICEITTE £Y QuickSighte 512, AWS Glue (&, BIRIIC/N—
T4 AVREENEANI =S 20T F =25 Amazon S3 ICEEE ni-&IC, BMOLEBAN KHEX
A—AT—AT, LV EELME, . O—R (ETL) 23T 2RTTEET,

TF—REN—FT42A_2TFTBET, AF Y EhDTF—RENHFPRICHASH, NT7#+—X
VANRELEN, Amazon S3 TORWHITUDOIARNNHIBEhE T, £, F—FZADE HIH

MPOWTFTOEAEBMELET, Firehose AN =AW, K, —XZF v¥7°F + L T Amazon S3 I
O—REBEDICEAENATVELE, Amazon SSR—ADBHAICARNI =2 T9F—2tY K

EN—T423_2009BICEF. T—REWIFEATEDRSICTBEIC, Amazon S3 /AT Y b~

BMTN—FT423a_2DFdF7)T5r—23 %2R0 928ENHYVETHN, ChEEMICEDH, BA
FHODBBEENHYET,

BW/N—FT 123U Tl&, Firehose FBINELRBENICERENLT—XFF—E2FEAL TiX
FOF—RZMENIZTIL—TL, F—EIZ@B2D Amazon S3 7L 7 1Y VAILTF—RZBE
LET, chicky), WO ELEHEEBEMR time-to-insight *hE ¥, £/, JANZHRL., 7—
FTFOFYEBREILLET,

(N =Xy

e N—FT 423”0 F—

« BNN—FT423 20D AmazonSINTY RTLTA4V DR
- ENT—2O0BHNN—T123Z2Y

« SBICT—REBETDLEICHFLVARXINYXFEZEMTS

s BN—TA3IZ VT BMCTREE

s BPIN—TFT 13— 00T 5—NE

s F=BNYTTIVIEBUN—T 1432

155



Amazon Data Firehose BREHAR
N—TFT42a_2J%—

BWN—FT 123 _20TRR. N\—FT142a3a_ I0F—(CEOVTCF—REN—FT1423a_0J7
52T, AND=Z2US3F—3hrhs8E2—5YNTF—R22Y NEERLET, N\—FT14>3 =Y
Jx—FERTRE, BEDEICESIVTANI—ZIVIF—RETAINRZIITEET, L
ZIF, BEID EHIZESVWTTF—RE2T7AILNERIV I TRRENHDBEEE. 1 2ON—FT 123
—JF—&ELTcustomer_id OF—X7 1 —=)LR%Z, ELBHON—FT1>3a_>J0%F—&L T
country DF—R 74— )LRZEETEEXT, RIZ, (PR—bEhTVBEXZFEALT) XziE
EL, BNICN—TFT123_-_200chiF—RXLI—ROBEXEBLD SINTYRNTLT1Y IR
ZERLET,

N=TFT1423Z2TF—DERTHR—REAhTVEI XYY RRROEH TT,

s AVTA VRN - ZDOXY Y RIE, Firehose fHIAHZ Y R—MXH AL jg/N\—H— &ZFEAHL
T, JSSONEXDF—ZRL A—RASN—FT 423 _2J0F2-H0F—ZHELET, RIE.
jq 1.6/A—2a YDA HR—RERTVET,

. AWS Lambda B33k - CO XY ¥ K, EEE hi= AWS Lambda BEE#FERAL T, N—F 133
—TIBEBERTF =R T4 —)LREHEL TRLET,

/A Important
BON—TFTA2IZDTEBHICTREEG, T—REN-—T1423AZVTIFBILR. cns
DXYY RODBLEE 1 DERETIHVENBVET, ChSsOXVYY ROVWThh %
RELT, N=TA423Z20J0F—%ZEEIRCLE, MAZEARICEEIZDCEETESR
9o

A2FAVBRCRDN—T1423Z27F—DERK

ANV=Z2T0F—B0BNN—FT12a_-_VTXIY RELTAVFZAVBMERET DI,
N=TFT423-_VT7F—LTEATEZF—ELI-—RNFX—-FZZFRL., ThThOEEL L
N=TFT 423 _V7F—DEZRKIILENHYNEXT,

RO TINTF—2LA—RE, A1 FAVBMEERALTIN—T423a2F—2FERIDFEET
LTWET, F—ZlE Baseb4 XA TIVI—RIBDBENHDEITEFBELTLSEEZ W, CLIDOF
ZZRBIBDEETEET,

{
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https://stedolan.github.io/jq/
https://docs.aws.amazon.com/cli/latest/reference/firehose/put-record.html#examples
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Iltypell: {

"device": "mobile",

"event": "user_clicked_submit_button"
iy

"customer_id": "1234567890",
"event_timestamp": 1565382027, #epoch timestamp
"region": "sample_region"

EZE, customer_id NTX—ZFLIE event_timestamp NTX—ZRIZETVTTF—2 %
N=TFT1423_20JFBEBBIRTEET, ChlF, LIO—RIBEEENDSITLTAYIAD
REICERAENDEZELI— RO customer_id NTX—REF event_timestamp NTX—2 D
EBABETHD_LEZEBERLET, £, R .type.device ZAVV - device DL DI, XFARNE
NENTA—RZBRIDEETEXRT, INN—FT123 20020V 0l, BEONFTAXA—4Z
ICIBETHAREEN HYNET,

N=F 4230 TF—DF—ZNTX—2E2BRLE, ENTXA—228M%jgRCIY 7L
F9. ROT—TIIZ, gRANONTAX—ZOIVYEVTERLET,

INTAX—& ip =X

customer_id .customer_id

device type.device

year .event_timestamp| strftime("%Y")
month .event_timestamp| strftime("%m")
day .event_timestamp]| strftime("%d")
hour .event_timestamp]| strftime("%H")

ETHRIC, Firehose E EEROARIOY Z2FERAL T, FELIA—ROF—ZIZEIVTNTA—42%
fiLET,

AWS Lambda #e AV TN—FT 123220 F—ZEKTS

EfELEBEtenNET—2LO—R, FEEJISONBUADT7AIILEROTF—2DEHES.
HFEaET i AWS Lambda B EMBO D AR LOD—REFHALTCLO—REH#ER, €5, £

5
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FEBRL, N—TFT 12320 EBERTF—RT1—=)LREMHLUTRIZENTEEXT, Ch

(&. Firechose THREF A TEEXEFENDZEH Lambda B NILRETT, BEL Lambda Bz /FEHAL
T, BON—FT 1423 _ T ERATEDT—RT71—)LREZHR, BN, BRI ENTEE
9,

U, AODSEHANOITXNTOFHIEY LI—RrRZ2BEL, LO—RASN—FTa12a3 27
F—ZMH 9%, Python T Lambda B ZIE T S Firehose AN —LDHITT,

from _ future__ import print_function
import base64

import json

import datetime

# Signature for all Lambda functions that user must implement
def lambda_handler(firehose_records_input, context):

print("Received records for processing from DeliveryStream: " +
firehose_records_input['deliveryStreamArn']
+ ", Region: " + firehose_records_input['region']
+ ", and InvocationId: " + firehose_records_input['invocationId'])

# Create return value.
firehose_records_output = {'records': []}

# Create result object.
# Go through records and process them

for firehose_record_input in firehose_records_input['records']:
# Get user payload
payload = base64.b64decode(firehose_record_input['data'])
json_value = json.loads(payload)

print("Record that was received")
print(json_value)
print("\n")
# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {}
event_timestamp = datetime.datetime.fromtimestamp(json_value['eventTimestamp'])
partition_keys = {"customerId": json_value['customerId'],
"year": event_timestamp.strftime('%Y'),
"month": event_timestamp.strftime('%m'),
"date": event_timestamp.strftime('%d'),
"hour": event_timestamp.strftime('%H'),
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"minute": event_timestamp.strftime('sM')

}

# Create output Firehose record and add modified payload and record ID to it.
firehose_record_output = {'recordId': firehose_record_input['recordId'],
'data': firehose_record_input['data'],
'result': 'Ok',
'metadata’: { 'partitionKeys': partition_keys }}

# Must set proper record ID
# Add the record to the list of output records.

firehose_records_output['records'].append(firehose_record_output)

# At the end return processed records
return firehose_records_output

LT, AHWDSHINOITXNTOFHARY) LI—RE2BELEL, LO—RASN—F14>3 =29
F—%ZMH TS, Go T Lambda BB & E TS Firechose AN —LDHITT,

package main

import (
"fmt"
"encoding/json"
"time"
"strconv"

"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-lambda-go/lambda"

type DataFirehoseEventRecordData struct {
CustomerId string “json:"customerId"®

}

func handleRequest(evnt events.DataFirehoseEvent) (events.DataFirehoseResponse, error)

{

fmt.Printf("InvocationID: %s\n", evnt.InvocationID)
fmt.Printf("DeliveryStreamArn: %s\n", evnt.DeliveryStreamArn)
fmt.Printf("Region: %s\n", evnt.Region)
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var response events.DataFirehoseResponse

for _, record := range evnt.Records {
fmt.Printf("RecordID: %s\n", record.RecordID)
fmt.Printf("ApproximateArrivalTimestamp: %s\n", record.ApproximateArrivalTimestamp)

var transformedRecord events.DataFirehoseResponseRecord
transformedRecord.RecordID = record.RecordID
transformedRecord.Result = events.DataFirehoseTransformedStateOk
transformedRecord.Data = record.Data

var metaData events.DataFirehoseResponseRecordMetadata
var recordData DataFirehoseEventRecordData
partitionKeys := make(map[string]string)

currentTime := time.Now()

json.Unmarshal(record.Data, &recordData)
partitionKeys["customerId"] = recordData.CustomerId
partitionKeys["year"] = strconv.Itoa(currentTime.Year())
partitionKeys["month"] = strconv.Itoa(int(currentTime.Month()))
partitionKeys["date"] = strconv.Itoa(currentTime.Day())
partitionKeys["hour"] = strconv.Itoa(currentTime.Hour())
partitionKeys["minute"] = strconv.Itoa(currentTime.Minute())
metaData.PartitionKeys = partitionKeys
transformedRecord.Metadata = metaData

response.Records = append(response.Records, transformedRecord)

}

return response, nil

}

func main() {
lambda.Start(handleRequest)
}

BH/N—FT1>3=">90O AmazonS3INTY NTLT1Y IR

Amazon S3 ZIAfERE L THERAT S Firehose AN —LZERT D EE W, Firehose ' F—2%&
BST D Amazon S3 /N7 Y R EIRETDIUEN HYET, Amazon S3NTY RTLT 1Y I R%E
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FALT,. SSNTYRNIRETHDTF—E2EZEETEEXT, AmazonSINTY RNTL 71 v U Ak,
BUATZSIORNETIN—THTERDTFALIRNIEREOENDTT,

BWN—FT 123 _20TR,. N\—F714>a_Jshni7—R&, 8EE I AmazonS3 7'L
TAVDRAEEENET, BWON—FT 13 _2T28MLEVEE. Firehose ANU—A®D
SINTYRNTLT7AYIAOEERAT7>3>TY, EEL, BWN—TFT4>3 22T 28T
35 E, Firehose "N—T 423 ftenikcT7T—RE2HMEITS SSNTYRNTL T 1Y IO REREBE
FRIMBENHVYET,

BON—T 1230 2BRICTBITNTO Firehose AN —ATE, SSNTYRTLT1Y
P AfElE, T Firehose AN —LDIBEENEN—FT 1423 _0F—ICEIKKATERENE
T, LEROF—RALI—ROFIZBEFEAL T, ERTERELEN—FT 423 -0 J0F—ICEI<KRK
THEHRENDRODSITLITAY I AEZRBETEXT,

"ExtendedS3DestinationConfiguration": {

"BucketARN": "arn:aws:s3:::my-logs-prod",

"Prefix": "customer_id=!{partitionKeyFromQuery:customer_id}/
device=!{partitionKeyFromQuery:device}/
year=!{partitionKeyFromQuery:year}/
month=!{partitionKeyFromQuery:month}/
day=!{partitionKeyFromQuery:day}/
hour=!{partitionKeyFromQuexry:hour}/"

Firehose &, RTHICLEORXZFMLET. AUFEEhEZSITL 71 v OARIC—HTSHL
d—RZ120F7F—2tY NMZTIL—=THLET, RIZ, Firehose FEFETF—XtY N ZFHEFH
DSITL74YVIRAICBELET. SSANOTF—2tY NEEDEEE., Firehose ANJ—AL/\Y
JPREICE>TRENET, TOHR, COFAOLI-REZROSIATIV IV MF—ICEEEh
9,

s3://my-logs-prod/customer_id=1234567890/device=mobile/year=2019/month=08/day=09/
hour=20/my-delivery-stream-2019-08-09-23-55-09-a9fa9%6af-e4e4-409f-bac3-1f804714faaa

BON—FT 423 _20Tl, SSNTYRTLT7AYVIRTROAEREFERATEIHEND
V)& 9 | {namespace:value}, << T, BHIZMHEIE partitionKeyFromQuery &7 &
partitionKeyFromLambda, ¥R ENDMEAETT, 1 ZA VEFZFEALTY—ATF—X

BW/IN—F 143290 AmazonSINTYRTL T4V IR 161
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ODN—TFT4>3Z2T7F—%2EHLTVRHFEE., XOEXTEEENLXTEREND S3
NTYRNTLT7 A OARBZIEETDLEN HV)ET: "partitionKeyFromQuery: keyID",

AWS Lambda BB ZFERAL TY—ATF—2ON—T 1230 TJF—2ERLTVRHER.
ROERTEEENERTEBREND SSNTYRTLT7AVIRELZEETIHLEN BV E
9, "partitionKeyFromLambda:keyID",

@ Note

£, hive ARMINFERXEFEALTSINTYRTLIA VO RBERIBETHELTES
9, fll: customer_id=YpartitionKeyFrom% I ') :customer_id}.

HMIC DOWVWTIE, Amazon S3 Firehose AR —LALMDERKL O "TIE{ES%KIZ Amazon S3 #iEiIRT S |
EAMazon S AT IO RNDHAZLT L T4V IR, #SBLTLEEL,

ENT—208N—TFT1>3Z27

BHWN—T 123 _UIJRENT—R (LA, BBOAMRV N, OY, EEEE—D
PutRecord & KT PutRecordBatch API J—JLICEHNEhiZL O—RE&E) ICEATEXRTH.
COT—RRETENERTBIMVEN HVET. NILFLI-ROENHERZBEMICITSD LT,
T—REENBBRTEET, Chid. Firehose ANU—AROLI—RZHHLTHEHTH 701
AT,

RIULFLI—ROENFEBRIE, ISONZL T OVWThAICEYET, D2FV, LI—-RODBEKE

MIBDISONATDIIORNCETVTVET, FTFIVS =23V ZA4TTEAEVERA, D
FVDelimited, LO—RODBEFE, BEESChEDARARALARYPYXZICEIVWTERTENET,
DHARLXY) XFE base-64 TL A— RENEXFITHIHBENF HUERT, HlAE. XD
XFHENDAZLRYV)XF £ ULTHERT 5 #4#4#, base-64 TLTI—RENLFEXTEE
L., CEBRITBIHLENFHYETIyMjIw==,

® Note

JSON LO—RZEWNMBBRITDEE R, ADNHYR—RENTVWS JSONEXTERER
RENTVRZEEZBBELTLKES VY, JSSON AT TV MNE, KV XERHITXIIV)
(JSONL) DWW 1 fTICTDHBENHYWET, JSSONATZI I NOEINEEMNRALTRED
WEB A

EFELWADOBIZERICRALET, {"a":1}{"a":2} and {"a":1}\n{"a":2}
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ELLBEWAHDOHBIZRIZRLET, [{"a":1}, {"a":2}]

ENTF—RTR., BNN—FT 123 =028 TBE, Firehose L I— REZHFEHL., BEE
NEXILFLO-ROENEREZATICETVT, BB ISON AT IO RNERERFEAPI O-)L
AOXYVY L I—REBRELET,

/A Important
FAFENENTVBBE, BHN—F 23273, F—2r B EORBRE i
BRICOKAEATEERT,

/A Important

Firehose TTF— 2 ZHillc 2 A TR L, T—X2LTHRORICENBEBRNBRAE L E
9, Firechose ICIEEE D TF—RIF. ELMBEBR > Lambda IC KD TF—XZTH - N—FT 4
a9 F—mEICABEhET,

SIICTF—REFETHEEICHLUWVWITXYYXNEZEBINT S

BITXYY) XFZZEMZL T, Amazon Amazon S3 ICEEE B AT/ TV MAOL I— RBEICH
LVWBATRYIY) XFEZEBIMTEE T, chlk, AmazonS3DAT I I NDBFICRIBEET,
niFE, YILFLO—-ROENBER BWICN—FT 123 LT BRICENT—XERTILEND
BP)NBEM7OLAO—RELTLIO—RASHLWVITZEIBRT S =%, BIWN—F1>a3a_> 0K
ENTF—RIERAENZBEICEHICERTT,

BNN—TFT 14232200 2BMCTBDHE

Firehose AN —ALDQEH/N—FT 1> 3 _> &, Amazon Data Firehose XXX N2 Y —
L. CLI, £ APIsZFERALU TRETEEXT,
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/A Important
BH/N—FT 123 _Z>TFk, HLL Firehose AN —AZERTIEEICOXEMICTEE
T BRN—T 1430 BMCE 2> TVWEVEEED Firehose AR —AICK L TEHH
N—=—TFT423_-_2028MCITBERFETEEREA,

# L W Firehose A N —LDOERFIC Firehose XXX NI Y= ZERAL TEHW/N—FT 1
ATV ERBMILTRET S HEOFHMEFIEIC OVWTIE, "Amazon Firehose AR —LA®
ERL ZZBL T EE V), Firehose ANU—LADEFEAZIBETDRAVICEETREER, &
5% & LT Amazon S3 ZfEMA I % Firehose AN —=ALATOX®RENN—FT 1> 3a _JFYR—K
Ehdicsh, "IEEEELTAmazon S3 ZBIR, U232 OARATY TR > TLEE L,

T U7 4775 Firehose ANU—ATENN—FT14>3a_Ja28MCTsde, HILLIN—FT123
“o0F—ES3TLT a4V ORRXZEM, HIRR, FLEEHITAHLET, REEZEHTEETT., &
#$9BE. Firechose FFILVWF—EFHLWS3ITL714vIOAROERAZHEBLET,

/A Important

Firechose ANU—ATEWN—FT 1423 _J0%28M-TDE, ZO Firechose AN —LA
TEMWCITDERFTEEFEA,

BH/N—FT1>3a > dn0IS—nE

Amazon Data Firehose #* Firehose AN —LARAOTF—RL I1— RZBNTEBWVEES, FLEEEE
ENIEN—T423aZ0TF—ORECKBLEBE, EFLERS3TL74YIRAEILEENDKE
FETRHEE. chsOF—RXLI—RESSIZF—NTYRTLTA4YIRAICBEENET, <D
TL74YvORE, BRON—TFT 12320 %2BMIZTS Firehose AN —LDERKICIEETS

MBENFBHYVEST, SSIZ—NTYRNTLT714YURAIZIE., Firehose AFIEEE iz S3EEELICESE

TERVIXNTOLO—RAEEIRET, ChsOLI—REE, IZ—XATICESVWTEBEEILE
T, LA—REEEL, BECEATSIIONIG, IZ—0BBEFRIIRIDIS—ICETS
BRESENET,
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
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https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits
https://support.console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=kinesis-firehose-limits

Amazon Data Firehose BREHA R

Firchose TOAHNLI—R7#—X Y NOZTH

Amazon Data Firehose (&, —%2 % Amazon S3 ICRETDHIIC. AHTF—2DOFR%E JSON A5
Apache Parquet &7z 1d Apache ORC ICEMTE X T, Parquet & ORC I&, REZHIL ., JSON
NESBAEEAOERICEN, KYBEREIVIVEARICTDHATLAROTF—EFERATT, hYK
HIV) B (CSV) ®EENTFARNKE, JSON BUADALFERZEBRTSHEIE. £ JSON IZEH#
TZFET, AWS Lambda FHMIICOWTIE, TF—2ZH, 25RBLTLKEETV,

KNeEY D

« LO-—REXOZEHROEHR

« JSSON FZUT7 A4 H—0iER

« JUTSAH—DER

« AHDLO—ROEXOZEHR (A V)
« ABMLI—ROERDOEHE (API)

« LI—REKXZHBROIZ—NE

- LO—REKXOZHHI

LI—-REXNOZEOEH

Amazon Data Firehose Tl&, LOI—RF—ZNT7 3 —X Y N EZZBRITDEHICIRD 3 DOEEN
ETY,

« ANT—RD JSON ZFAED T )T Z 4 ' — — Apache Hive JSON & OpenX JSON M 2 &
HOTIVTFAH—OVWThA ZBIRTE LT, SerDe SerDe

@ Note

BHO IJSON RF2AXMZRULIO—RICEETIHEERK., YR—KEhTLVWS JSON
FERXTAINRRENTVWREZHBRLTLKEEZV, JSON RF I X NOBSIIEERD
BAATERHYEEA,

ezalF, CNEFELWVWADLTT: {"a":1}{"a":2}

TLT, ChIFBE2FEADTT, [{"a":1}, {"a":2}]

« F—RDBIRFEERETDAF—Y - AWS Glue % FH L T AWS Glue Data Cataloglc A ¥ —
NZER L E T, KRIZ Amazon Data Firehose lF TN AF—Y2SBL. ThEFERALTALT—

LO—RrREXOEHROEH 166


https://parquet.apache.org/
https://orc.apache.org/
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://github.com/rcongiu/Hive-JSON-Serde
https://github.com/rcongiu/Hive-JSON-Serde
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
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https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/athena/latest/ug/openx-json-serde.html#nested-json-serde-example
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://github.com/rcongiu/Hive-JSON-Serde
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_OpenXJsonSerDe.html
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+DDL#LanguageManualDDL-JSON
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://www.joda.org/joda-time/apidocs/org/joda/time/format/DateTimeFormat.html
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
https://cwiki.apache.org/confluence/display/Hive/Parquet
https://cwiki.apache.org/confluence/display/Hive/LanguageManual+ORC
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https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://console.aws.amazon.com/firehose/
https://parquet.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_DataFormatConversionConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_BufferingHints.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationUpdate.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
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https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://github.com/apache/hadoop/blob/f67237cbe7bc48a1b9088e990800b37529f1db2a/hadoop-common-project/hadoop-common/src/main/java/org/apache/hadoop/io/compress/BlockCompressorStream.java
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-kinesisfirehose-deliverystream.html#aws-resource-kinesisfirehose-deliverystream--examples
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https://docs.aws.amazon.com/managed-flink/latest/java/get-started-exercise-fh.html
https://docs.aws.amazon.com/managed-flink/latest/java/get-started-exercise-fh.html
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#getting-started-components
https://docs.aws.amazon.com/managed-flink/latest/java/getting-started.html#setting-up-prerequisites
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https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-kpl-concepts.html#kinesis-kpl-concepts-aggretation
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/firehose/latest/APIReference/API_Processor.html
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https://docs.aws.amazon.com/redshift/latest/dg/copy-parameters-data-format.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/es-createupdatedomains.html#es-createdomain-configure-advanced-options
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F—ARENREEERTD

Firehose DEIAFEEICIE. MEOTF—IBREREF HWXT. FHEICOVWTRE, "NvT77U2T
EhZEEBEID, 2ZRLTSEZ L,

F—SWEDKRENET S

% Amazon Data Firehose AE%ICiE. MEBOTF—XEBERBULENf HV)ET,

Amazon S3

SANTY MMOTF—REEE, SRTXEEBATERRIZDESNBYVET. HIZEF. NTv i~
FEFEELZVIES. Amazon Data Firehose A'5|ZZ (3% IAMO—IANTY NICT VAT
BBV, RYRND—IONFKKTD, FLEREEROANR NN RETHDAREMENIDYET, D
& DB EFMHT Tk, Amazon Data Firehose FEEAKINT A ETHRA 24 BREBRTLETE
9. Amazon Data Firehose DB AT —RXRARNL—DJEEEG 24 BETY ., F—XEEN 24 KE
ZHEATKBMLUEES, F—R2REFEADNIhET,

Amazon Redshift

Amazon Redshift ®IX{E £ Tk, Firehose AN —LQOERKFICERITHERBE (0~7200 #) 21EE
TEEY,

Amazon Redshift 77O 3> RY 5 A& —% #=l& Amazon Redshift Serverless 7—2J )L—7°
ANDT—REFEE. WSOADEBHETEARITZEEN HYET, HlZEF. Firehose AN —L®D
DAZ—RENELLBV, XOTFUVAFDITZAR—FLEED—0TI—7, ZY D —
VEERENZBASNET, cNSOERHETTIE. Amazon Data Firehose [ iEEE - HIEBEH
L. Amazon S3 A7 IV ROBEBEDNY FEAF YT LET, AFYTENLEATOI VN
NERIEE, NZ7IART7A4ILELTerrors/ 7AINE—D S3NT Y MCBEEhET,
COBEBEIFHONY IO T7ANIIERATEET, FT—REFHTINZJIANT77AI)ILICOE—
ITRHREOFMICOVWTR, "NZT7IANZFERAL, T—Z2T77A4I)\N%ZEETD Z5RL T
<EEL,

Amazon OpenSearch Service & OpenSearcht—/\—L A

OpenSearch #—E A & OpenSearch 3 —/\—L ADIEE KX T, Firehose AN —LALDERKF
(CEETEB (0~7200®) ZIEEETEET,

OpenSearch Y —E AUV AR —F fzl& OpenSearch H—/N\—L AL 022 a > ADF—32E
Bk, WKONDEBHRTAKMIDZEN B ET, HlXIE. Firehose AN —LDH—ER
OpenSearch 7 2 AX—&F Izl& OpenSearch H—/N—L AOL V923 FENELLEL, X
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https://docs.aws.amazon.com/redshift/latest/dg/loading-data-files-using-manifest.html
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T F 2 AH O OpenSearch H—E AU T AR —F =& OpenSearch H—/N—L AL V>3
V. XRYKND—UBE, FEEREDARY N HBIIAEENIHVET, ChSOEXKHTT

(&. Amazon Data Firehose FEEE niZHIBBEHITL. TOREDAVTFYIAVIIARNERAR
FYTLET, AFYTEhiRF¥I X NE AmazonOpenSearchService_failed/ 7 # )L
A—0 SINTY MIEFBEN, FHONYITAIILICFERATERT,

Service MF{E OpenSearch ., FERFIXKND JSON FEREFXRDEHY T,

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Service)",
"errorMessage": "(error message returned by OpenSearch Service)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",

"esDocumentId": "(intended OpenSearch Service document ID)",
"esIndexName": "(intended OpenSearch Service index name)",
"esTypeName": "(intended OpenSearch Service type name)",
"rawData": "(base64-encoded document data)"

}

OpenSearch Serverless DTS, FERFIX MDD JSON EXFRXOEBY T,

{
"attemptsMade": "(number of index requests attempted)",
"arrivalTimestamp": "(the time when the document was received by Firehose)",
"errorCode": "(http error code returned by OpenSearch Serverless)",
"errorMessage": "(error message returned by OpenSearch Serverless)",
"attemptEndingTimestamp": "(the time when Firehose stopped attempting index

request)",
"osDocumentId": "(intended OpenSearch Serverless document ID)",
"osIndexName": "(intended OpenSearch Serverless index name)",
"rawData": "(base64-encoded document data)"

}

Splunk

Amazon Data Firehose A" Splunk IZ7— X ZIAET B &, Splunk H S DREFBIBEZFHELE T,
I5—HFRELEBES, FLEERRXALTVMNIBRNICEZENEEL ZWEES, Amazon Data
Firehose I BRTHEAN VYV 2—Z2BRLET, BRATHEANMMRDOIETERETIRITshE
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9, TN, Amazon Data Firehose [T hZzF—XBEOEXKRERZL, F—2X% Amazon S3
INTY NNV OTYTLET,

Amazon Data Firehose A" 7— X %Z Splunk ICIEET B TC. RPVOBITTEBRHTTE., BFE
BALTIRNAIUR—NBREENET, Splunk M SEERBNKRZD2NDEFHLET, BRT
HIEA # 7 L TE. Amazon Data Firehose RIS EZZETE N, BBERXALTINIETS
FCHBLEEZFHULET., BRI XM LTV TS E,. Amazon Data Firehose [ B&EHTHT >
S—ICERVEFEBFrH 2L ESHEZERBLET., BYRBEANIHZEEE. BRIENEITIHEHT
REMYNh TS ETEEATENAOD Y I EVIREIhETT,

EEEBOZERBETS, RETDURMOHZT—RABELIZ—DXAT7TTREHYEEA
ORATOTF—EBELIZ—OFMICOVTIRE, "Splunk F—Z2EEILZ—, 25RLTLE
TV, BHRATHBEN 0 L) KREWVFE, IXTOF—RBEEFEIZ—TBRTOZY IS NI H—
ETNhET,

LFIC, IZ2—LO—ROHFIZRLET,

"attemptsMade": 0,

"arrivalTimestamp": 1506035354675,

"errorCode": "Splunk.AckTimeout",

"errorMessage": "Did not receive an acknowledgement from HEC before the HEC
acknowledgement timeout expired. Despite the acknowledgement timeout, it's possible
the data was indexed successfully in Splunk. Amazon Data Firehose backs up in
Amazon S3 data for which the acknowledgement timeout expired.",

"attemptEndingTimestamp": 13626284715507,

"rawData":
"MiAyNTE2MjAyNzIyMDkgZW5pLTA1ZjMyMmQ1IDIX0C45Mi4x0DguMjEQIDE3Mi4xNisxL jE2NYyAyNTIzMyAXNDMZIE

"EventId": "49577193928114147339600778471082492393164139877200035842.0"

HTTP I RARA 2 NEE%

Amazon Data Firehose A" HTTP T R7RA 2V ROEFBEICTF—2Z2EETHE. COEFELED
SONEBEEFULET. IT7—HDNRELEBEE. FLEEREZALTVNIBRICIEENFEL
7% WMVE4E . Amazon Data Firehose [ BRETHBENV  2—ZRKBLET. BETHEANIM DD E
TERANMETSNET, TDOHE. Amazon Data Firehose T hZTF—2BEORBEREL,
F—&2% Amazon S3NT Y NCNY O T YT LET,

Amazon Data Firehose &, R DETTEBHRITTE, T—XZ HTTP I RERA 2 MDEE
HICEEBEITDEVIC, BEZFALTINAD O ZA—2BREFHLET, X, HTTP I REKRA >
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https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-splunk-errors
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NOEFENSRHRENEETSDEFEERT. BHATHRBANKT L TE, Amazon Data Firehose
FEEEZSETEIN. BERALTINIETRZIETHELESFHELET, LARVANRALT
7 KU 354, Amazon Data Firehose [ BEITHV > X—ICERVEBIHI L ESH ZRELE
T, BYBENHZEEE. BENIEITZHNBERTRANfr I EEHHEhDETERATE L
A2y VFRVBRENET,

ISEDZELRBLETY, RETDUHEMEOHZDTF—RBEIS—OXRATTEHYEEA, D
BRATOTF—RBEIS—OFHICODVWTEF., THTTPIVRRA Y NF—EBMEIS—, 25
BLTLSEEL,

BLFRIC, IZ2—LO—ROHFIZRLET,

"attemptsMade":5,

"arrivalTimestamp":1594265943615,
"errorCode":"HttpEndpoint.DestinationException",

"errorMessage":"Received the following response from the endpoint destination.
{"requestId": "109777ac-8f9b-4082-8e8d-b4f12b5fcl7b", "timestamp": 1594266081268,
"errorMessage": "Unauthorized"}",

"attemptEndingTimestamp" :1594266081318,

"rawData":"c2FtcGx1IHJhdyBkYXRh",

"subsequenceNumber":0,
"dataIld":"49607357361271740811418664280693044274821622880012337186.0"

}

Snowflake MIX{E %

Snowflake EfE X DHE. Firehose AN —LAZERTIEEIC, #7232 0BRATHBE (0~
7200 ®) ZIEETEE T, BRTHEOT 72 MERF 60 TT,

Snowflake T—7 I ADF—RE S &, Snowflake DIXEXRENERY) . Snowflake DELE,

ZYRND—OBERE, VKON DOEBHTERRITDCENBYET, BRETRVI—E, BET
AUREEIS—ICKBERAENEL A, HlZE. Snowflake A" JSSON R4 O—RZF—7)LIZIEM
DHNFBEVEHIZIERL £BE, Firehose FBEBRELEISELEEA, fDVYIC, S3TS5—
NTY RAD ISONRAO—ROBBIZLDITXNTOEAKRBONY IT Y THERENE T,

BEIC. O=)IL, =7, FLEREF—ER—ANELLBVEDICEBEN KBL L5

4. Firehose B F—2Z#BHTHET. SINT Y MNCEZRAKET, BRTHBIEE. Snowflake
H—EAORBE, —BNEXY ND—IOBERLEOBEICLOXMBAENET, chs0OEHt
T Tl&, Firehose IEEENE-HEBEITLTHAS S3ICEFELET, kHBLAELI—RE
Snowflake-failed/ 7 2 LA ICEEEh, FEBNY I T IIFERATEET,

%_QQEAE@%E&E@EE?% 177


https://docs.aws.amazon.com/firehose/latest/dev/monitoring-with-cloudwatch-logs.html#monitoring-http-errors
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LT, S3ICEFETAHELI—RO JISON OFITT,

"attemptsMade": 3,

"arrivalTimestamp": 1594265943615,

"errorCode": "Snowflake.InvalidColumns",

"errorMessage": "Snowpipe Streaming does not support columns of type
AUTOINCREMENT, IDENTITY, GEO, or columns with a default value or collation",

"attemptEndingTimestamp": 1712937865543,

"rawData": "c2FtcGx1lIHJhdyBkYXRh"

Amazon S3 A7 IO RNEBOFRAERET S

Firehose A" 7—2& % Amazon S3 ICEE T2 /E, S3AT/P IV RNF—BR <fHMESL 71V D
A><suffix> OFERICHVWET, U714 Y VADFERIE, <Firehose A 1) —LFE>-<Firehose A b

|) — L/N—2 3 > >-<year>-<month>-<day>-<hour>-<minute>-<second>-<uuid><file #L5&> <Firehose
ANU—=LN=232 > E 1 THEY., Firehose ANU—LADHREZEZEIC1FO8EMLE

¥, Firechose ANU—LDOERE (S3NTY OB, Nv 77T N, EfE Bk =
EETEET, chZ1TS5I(CIE. Firehose Y —JLE /=& UpdateDestination APl AR L —> 3>
ZFERALET,

<evaluated prefix> MiFE ., Firehose FTF7 I NOFETL 71 Y IOA%Z OFERTEMLE
FYYYY/MM/dd/HHe CDT L7 1Y DAGNT Y NICHRERBZERL. EAT Y21 () TEE
ICLRILZERLET, CcOBEZZETDICE., ETRKICTHMMENEZRNZEZECHAZLTL 71V
DAZEBELET, DAZLATL 74V ORZEETDHEICOVTIE, "Amazon Simple Storage
Service 7V IVRNDAABLT L 74V IR #BRBLTLKEED,

FTAIRNTR., BALTLTAVIREHTAYORIERENDZALALY—2F UTC TTH.
FEORALY—VICEETEFRT, HlAE, UTCORDY ICERZERFEZFERATSICE, AWS
Management Console &zl APl /\T X—Z§%E (CustomTimeZone ) TRALYV—22TITIR
RICRETEE T, XOVJANICIE, Firehose ' S3 7L 71 Y IARETCHR—RNTDIRA LY —
UHFEENTVET,

ALY —2

LLTF&., Firehose " S3 7L 74 Y O ARETHR—RNITBDRALY—"D)ARNTT,
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_UpdateDestination.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/dev/s3-prefixes.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_ExtendedS3DestinationConfiguration.html
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Africa

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmera
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Conakzry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
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Africa/Porto-Novo
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek

America

America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Aruba
America/Asuncion
America/Barbados
America/Belize
America/Bogota
America/Buenos_Aires
America/Caracas
America/Cayenne
America/Cayman
America/Chicago
America/Costa_Rica
America/Cuiaba
America/Curacao
America/Dawson_Creek
America/Denver
America/Dominica
America/Edmonton
America/El_Salvador
America/Fortaleza
America/Godthab
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Indianapolis
America/Jamaica
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America/La_Paz
America/Lima
America/Los_Angeles
America/Managua
America/Manaus
America/Martinique
America/Mazatlan
America/Mexico_City
America/Miquelon
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Noronha
America/Panama
America/Paramaribo
America/Phoenix
America/Port_of_Spain
America/Port-au-Prince
America/Porto_Acre
America/Puerto_Rico
America/Regina
America/Rio_Branco
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Tegucigalpa
America/Thule
America/Tijuana
America/Tortola
America/Vancouver
America/Winnipeg

Antarctica

Antarctica/Casey
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Antarctica/DumontDUrville
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer

Asia

Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqgtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dubai
Asia/Dushanbe
Asia/Hong_Kong
Asia/Irkutsk
Asia/Jakarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Katmandu
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuwait
Asia/Macao
Asia/Magadan
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Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novosibirsk
Asia/Phnom_Penh
Asia/Pyongyang
Asia/Qatar
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Taipei
Asia/Tashkent
Asia/Tbilisi
Asia/Tehran
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yekaterinburg
Asia/Yerevan

Atlantic

Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Jan_Mayen
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
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Australia

Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill
Australia/Darwin
Australia/Hobart
Australia/Lord_Howe
Australia/Perth
Australia/Sydney

Europe

Europe/Amsterdam
Europe/Andorra
Europe/Athens
Europe/Belgrade
Europe/Berlin
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Helsinki
Europe/Istanbul
Europe/Kaliningrad
Europe/Kiev
Europe/Lisbon
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/0Oslo
Europe/Paris
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
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Europe/Simferopol
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Vaduz
Europe/Vienna
Europe/Vilnius
Europe/Warsaw
Europe/Zurich

Indian

Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion

Pacific

Pacific/Apia
Pacific/Auckland
Pacific/Chatham
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Kiritimati
Pacific/Kosrae
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Pacific/Majuro
Pacific/Marquesas
Pacific/Nauru
Pacific/Niue
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

<file extension> AADH T4V IORAT A1 =)L REZETBH_ERFTEEFEA, T—RFEKXDE
MELIEMEBICTDE, Firehose FEBREICEIVWT 7 7AW RFEEMLET, XOR
(2. Firehose IC& > T EBMENETFT7AILNO T 7 A IR FZRLET,

B 7 7 A )HLRF
T— 2RO EHL: .parquet
Parquet

F—RERXDOZEH#: ORC .orc

E#&: Gzip 9z

EfE: Zip .Zip
EfE: ATy 7 .snappy
E#&: Hadoop-Snappy -hsnappy

Amazon S3 A TSIV RNEBOERNERET S 186



Amazon Data Firehose BREHAR

Firehose OV —ILE @ API TRELB TV 7AIINILRFEEETDEETEET, 77 M IR
FREVAR () THEY, 0~9%a~zI~_*)DXFEFEATEEXT, 774K FIE 128 XF%E
HBArdlEFTEEXEEA.

® Note

T7ANERFEEBEETDE, T—3ARAOTHRELFEB/BIEDICEZ>TVWDREEIC
Firehose " BINT 2T 7 FI N7 7 A IINHRFNA LEEZETNET,

H—EADA>FY U AO— OpenSearchT—> 3 Z5RET S

OpenSearch —E REE LTI, . . NoRotation, . OneHourOneDayOneWeekE =l @ 5 D
DAT2a2OVWTNADSKBERR—ADA 2 TFY I AO—T—23a A7 a3V EEBETESR
9 OneMonth,

BIRL EO—FT—23> #7232 ICZI5U T, Amazon Data Firehose IEIEEL 4T Y I AR
ICUTC BB R A LARRVTO—HZEBMLET, BMEILEZALARRD TR, ThiZHUTO—
T—2arveEhET, RO, FAOFYIRAO—FT—>230AT2a>0BROATFTY VRSB
% OpenSearch Service TRmyindexU TWE T, lEEE ATV I RBE T, BEXAMLAR
7l T92016-02-25T13:00:00Z,

RotationPeriod IndexName

NoRotation myindex

OneHour myindex-2016-02-25-13
OneDay myindex-2016-02-25
OneWeek myindex-2016-w08
OneMonth myindex-2016-02
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https://docs.aws.amazon.com/firehose/latest/dev/record-format-conversion.html

Amazon Data Firehose BREHAR

® Note

OneWeek #7°> 3> TlE. Data Firehose & <YEAR>-w<WEEK NUMBER> OFRXZFEHL
TAVFYIAEEBERLET (L2 E. 2020-w33). =T, BHIE UTC BREZER
L. ROKEORIZHRAICHE > TFHEETIET,

- BEHERASHEYXRT
s TOFORVOER, SFOLEAZETRINDEBETT,

AWS 7hHORED)—=2a BOBEZERTS

Amazon Data Firehose [ AWS ., ZHDU RNBTHTTP I RIRA D NODREEENDT—XEE%
HR—KNLTWVWET, Firehose ANU—AELEEHXRELTERLEHTTP IV RRAUNE, BX
BAWST7HIRNIZBLTVWAAREENI B ET,

Amazon Data Firehose &, AWS U—2 32 B0 HTTP I RARA 2 REEEANOTF—REBEEY
R—KRLTVWET, $B')—23 20 Firehose ANU—LHNSHIO AWS U—23 >0 HTTP T
RRA D NITF—RZBETEET AWS , Firechose ANU—AHNS AWS U—23 Ao HTTP T
VRERAVNOREBRILT—REBETZILEETEET, HlIAEFE. HTTPIV REAA N URL &
BHWDREICRETDICET, MEAOA VT LIAY—N—ILTF—REREITZDLETEET,
NSO FIATE, BEIANMIEMOF—REERENMEENET, FHICOVWTE., "F>
TFIYVRBEEI R—D0O 'F—RigE, 209232 25RBLTLEE,

EHELIO—R

Amazon Data Firehose &, 7—XE{EIC at-least-once X T4 VR &EFERALET, 7—XHE

HFRALTINLEBERE, RRICEK2TIE. Amazon Data Firehose IC K DEENDBHITICL 2
T, TOTF—RBEEV I IANNBGRNVICABENLESAICEEN BETDIENBYET, Ch

(&. Amazon Data Firehose A" R—K T2 ITXTOREEERZA T ICEHENET,

Firechose AN —LD—REL & BFE

Firechose AN —AZFRETDE, ANU—ALAY—ATHATELT— XN EELICRGENICEE
ENET, AN—LDEGEEN  —BKHICEATERAVRRE GTENX D TFARABE) L2125
Gk, FREEEZ—BHNICELL, EEEANBUOEATEDLSICBESsBRALTLKEEY, C
DHFECOVTRROEI> IV THBNLET,
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https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
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/A Important

LLTICEHAT2 522 FRALTCAN —LAZ—RELBRUCBHETZE, AN)—L%ZHH
LE®. AmazonS3 DIZ—NT Y MIEEE DL I—REFEFEAEREL, BYDAK
)—ARBIEREREECEEENET, Chik, COT77O0-FOBRAOERTHY, &
BEIOBHTHIARME L TEHFENERICEGFLECUMICEETCERA 2 L2HOLI—R
NERETERELET,

Firehose ’'ELEA M2 NIEBIT D H L= EBETS

Firehose AN —A%ZERET S1HE. OpenSearch, Splunk, HTTP T RRA U M EDZL DE
BEICHLT, BELCEKRLETF—X2ENYITYTTEDSINTY NEEREL T, Firehose
BECKBMULLEBEILT—REZNVYITYTIBFEOFRCOVWTR, "F—2EEDKBMIE,
ESBLTLKEEV, BECRBLET—RENYITYTTED SINTY RADOT VAR
IBHEOFEMICDOVTIE, Amazon S35% NN T Ut A% Firehose 59 %, 288BL T<L
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{
"Records": [
{

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"

},

"eventTime":"2016-02-24T718:08:227",

"eventSource":"firehose.amazonaws.com",

"eventName":"CreateDeliveryStream",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"deliveryStreamName":"TestRedshiftStream",
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"redshiftDestinationConfiguration":{
"s3Configuration":{
"compressionFormat":"GZIP",
"prefix":"prefix",
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
I
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"

I
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

iy
"password":"",
"username":"",

"roleARN":"arn:aws:iam::111122223333:role/Firehose"

1,
"responseElements":{
"deliveryStreamARN":"arn:aws:firehose:us-

east-1:111122223333:deliverystream/TestRedshiftStream"

1,

"requestID":"958abf6a-db21-11e5-bb88-91ae9617edf5",

"eventID":"875d2d68-476c-4ad5-bbc6-d02872cfc884",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
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"userName" :"CloudTrail_Test_User"
I
"eventTime":"2016-02-24T18:08:547",
"eventSource":"firehose.amazonaws.com",
"eventName":"DescribeDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
},
"responseElements":null,
"requestID":"aabea5ed-db21-11e5-bb88-91ae9617edf5",
"eventID":"d9b285d8-d690-4d5c-b9fe-dlad5ab03f14",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T18:10:00Z2",
"eventSource":"firehose.amazonaws.com",
"eventName":"ListDeliveryStreams",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"limit":10
I
"responseElements":null,
"requestID":"d1lbf7f86-db21-11e5-bb88-91ae9617edf5",
"eventID":"67f63c74-4335-48c0-9004-4ba35ce00128",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

f5l: Amazon Data Firehose A 77 A4 )L T K1)

264



Amazon Data Firehose BREHA R

"userIdentity":{
"type":"IAMUser",
"principallId":"AKIAIOSFODNN7EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",
"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName" :"CloudTrail_Test_User"

I

"eventTime":"2016-02-24T18:10:09Z2",

"eventSource":"firehose.amazonaws.com",

"eventName":"UpdateDestination",

"awsRegion":"us-east-1",

"sourceIPAddress":"127.0.0.1",

"userAgent":"aws-internal/3",

"requestParameters":{
"destinationId":"destinationId-000000000001",
"deliveryStreamName":"TestRedshiftStream",
"currentDeliveryStreamVersionId":"1",
"redshiftDestinationUpdate":{

"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"clusterJDBCURL":"jdbc:redshift://example.abcl23.us-
west-2.redshift.amazonaws.com:5439/dev",
"password":"",
"username":""
"copyCommand" : {
"copyOptions":"copyOptions",
"dataTableName":"dataTable"

I
"s3Update": {
"bucketARN":"arn:aws:s3:::firehose-cloudtrail-test-bucket-update",
"roleARN":"arn:aws:iam::111122223333:role/Firehose",
"compressionFormat":"GZIP",
"bufferingHints":{
"sizeInMBs":3,
"intervalInSeconds":900
I
"encryptionConfiguration":{
"kMSEncryptionConfig":{
"aWSKMSKeyARN" :"arn:aws:kms:us-east-1:key"
}
},
"prefix":"arn:aws:s3:::firehose-cloudtrail-test-bucket"
}
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},

"responseElements":null,
"requestID":"d549428d-db21-11e5-bb88-91ae9617edf5",
"eventID":"1lcb2le@b-416a-415d-bbf9-769b152a6585",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

"eventVersion":"1.02",

"userIdentity":{
"type":"IAMUser",
"principalId":"AKIAIOSFODNN7EXAMPLE",

"arn":"arn:aws:iam::111122223333:user/CloudTrail_Test_User",

"accountId":"111122223333",
"accessKeyId":"AKIAI44QH8DHBEXAMPLE",
"userName":"CloudTrail_Test_User"
},
"eventTime":"2016-02-24T718:10:127",
"eventSource":"firehose.amazonaws.com",
"eventName":"DeleteDeliveryStream",
"awsRegion":"us-east-1",
"sourceIPAddress":"127.0.0.1",
"userAgent":"aws-internal/3",
"requestParameters":{
"deliveryStreamName":"TestRedshiftStream"
I
"responseElements":null,
"requestID":"d85968c1l-db21-11e5-bb88-91ae9617edf5",
"eventID":"dd46bb98-b4e9-42ff-a6af-32d57e636adl",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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Amazon S3 ICEEE N2 AT T U NE, <FHEIEFXRTL 7 14 v U A><suffix> DZBIFERICHEVE
T EITRICTFMENZIRNESCHARLT L TAVIORZRRETEERT, BETDHARXLTL
TAVYIRF. OFTAILNOTL T AV IARELEELETYYYY/MM/dd/HH,

HABLTL T 4YIATK, 7#—LA {namespace:value} DREFEATEEXT, CC
T, namespace &, A TOEI>a>THET N TVREHY ., LTOVTNATT,

« firehose

* timestamp

* partitionKeyFromQuery

* partitionKeyFromLambda

TL7AYIADBREN AT Y IDOHERF. Amazon SSNT Y NAD 7 A )R ELTERRENE
T, FHMICOWVWTIE, Amazon S3 ATV IV REFK, 25U T L& W, FirehoseDeveloper

timestamp & B Z R

CHOEZUZEEOEMEEF. M Java DateTimeFormatter XFEHTH B XFHTT, fleL T
(&, 2018 FE(ZlF. X ! {timestamp:yyyy} (& 2018 £ L TFHMlic hE T,

RALAR T %5l T BB, Firehose I&., EEIAENS Amazon S3 A7 IV RNIEEFNZHES
HVOVLI—ROBBLZTDEBERALARZR T2 FERALET,

F7A)ILRNTR, BALREZVTIEUTC TY, L, FLEITDIRAMALYV—VEBETEET, f
ZE. UTC ORDYICAXRBEERZFERATSHEE. AWS Management Console &7zl APl /NS
X —ZFRE (CustomTimeZone) TRA LY —2VZTITIRREICKRETERT, Y R—hEhTWD
BRALY—=2DVARNEERTDICIE, Amazon S3 ATV TV KEBEA, 25RBLTLKEEV,

timestamp BEIZEZRILU 7L 74 Y VAXNTEHREFERAL LBE. IXNTOA AR ANEL
BFRELTIHMEEnET,

firehose HAIZE /]

COHOBBEBTIE, 2 DNME error-output-type K random-string ZEATEET, K
NDxRIE, ChSOECFERAFEZHALTVET,
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iR B0 A6l el XE

BBTEEY,
k., Amazon
S3TIEICHEL
A=Y &
EHRITHHIC
PEICRD L
FHWET,

partitionKeyFromLambda & & U partitionKeyFromQuery
ZRIZE

BON—FT 1423 _20 Tk, SSNTYRTLTAYIRATRORXFEREFERATEIHEND

V)& TF: | {namespace:value}, T, BEIZEM[IE partitionKeyFromQuery &
partitionKeyFromLambda, LW ENDWMATT, 1 ZA VEFTZFEALTY —ATF—2X
ODN—TFT 42322 T7F—2EHLTVRHFER., ROEXTEEENLXTERE NS S3
NTYRTL7 14O AEZIBETDLENHV) ET: "partitionKeyFromQuery:keyID",

AWS Lambda BB ZFERAL TY—RAF—ZON—FT12a_2J0F—2EHXL TVWBEEE.
ROERTERESNERATEBREND SSNTYRNTLT7AYIOREZIBETIHEN HVY)E

¥, "partitionKeyFromLambda:keyID", F#IIC DWW TIk. Amazon Firehose A MU —LA®D
ERL . @ TE{fES%IC Amazon S3 ZiEIRT B, 2SR LU TS &\, https://docs.aws.amazon.com/
firehose/latest/dev/basic-create.html

x>T4 Y I
Prefix 8 KT ErrorOutputPrefix XIZlEk, AT OIL—IILAFFRENET,

e timestamp BEIZEAE Tk, —E5IARFFTHFEFATVWAVIXNTOXFN AT hET, SVHEX
2L, BE71=)LRT—EBIAFICEYIAT—TENEIXRTOXFINFLFES Y ICERE L
¥,

« RALARVTRUZEBMRZEETBEVITL 71V I AZIEET S L, Firehose & Prefix 7 14—
JLROE! {timestamp:yyyy/MM/dd/HH/CXZBML £9,

o« =R &, {namespace:value} KICOXBENET,
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e Prefix ICRAEENTVAEWIES, ErrorOutputPrefix @ null ICO&KT B &
TEET, cOFA. Prefix & <specified-prefix>yyyy/MM/DDD/HH/ & 5P
. ErrorOutputPrefix (& <specified-prefix><error-output-type>YYYY/MM/DDD/
HH/ £FHfichE I, DD FHZRLE T,

« ErrorOutputPrefix OXZIBEL 2FE. ! {firehose:error-output-type} ®4 A&
VAEDBLKEE 1 DEDLBRRBENHYET,

« Prefix (C !{firehose:error-output-type} Z8®Hd_@FTEFH A,
« Prefix & ErrorOutputPrefix OESE5 %, FHMARIC 512 XFZBAD LR TEELR A,

 JE{E A Amazon Redshift D354, Prefix ICXZEHBHZEETE T, ErrorOutputPrefix
Fnull CTBHBENFHYVET,

« E{E LN Amazon OpenSearch Service £ l& Splunk T, AEEE N TWEVWIES, Firehose
ErrorOutputPrefixid &L ZL J— RIC Prefix7 1 =)L REZFEAHLET,

« JA{S5EH" Amazon S3 M3HE. Amazon S3 IAEERED Prefix $ & ErrorOutputPrefix
. ThEARBLALO-REXRBMUELIO—RIZEAETNET, AWSCLI £2i& API ZfE
A9 %1545k, ExtendedS3DestinationConfiguration Zf AL T Amazon S3/\Y U7 v
TREZTNHED Prefix & ErrorOutputPrefix ZAVTEETE X T,

« ZFEHL TEEE%E Amazon S3 ICERE T % AWS Management Console &, Firehose l&3%15
ZEErrorOutputPrefixT Prefix& ZZTNEFIAEKWLI—REXKBLO-—RICEALET, 7
L74YORZBELTEIT—TL714Yv U RAZIBELBEVIEE, Firehose FEBMNICTS—
TL74vOR%E ICRELET | {firehose:error-output-typel}/,

« & AWS CLI, APIl, ¥ & ExtendedS3DestinationConfigurationT#EA T %HES AWS
CloudFormation, %38 L T#%S3BackupConfiguration, Firehose 77 # )L hD ZREHFEL
FHAErrorOutputPrefix,

« ErrorOutputPrefix X O ERKKFIC partitionKeyFromLambda® &K T
partitionKeyFromQueryZRIZEZFEA TR EETEEE A,

T7L714Y0ADH
Prefix & ExrroxOutputPrefix 04l

AL SiEha7L74Y 5 R (2018 E8 A 27 A
M 487 10:30 UTC)

Prefix: RIEE Prefix: 2018/08/27/10
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AR Ticnad7L714Y 90X (20184 8 A 27 H
®48) 10:30 UTC)

ErrorOQutputPrefix :myFirehos ErrorOQutputPrefix :myFirehos

eFailures/!{firehose:error- eFailures/processing-failed/

output-typel}/

Prefix: ! {timestamp:yyyy/MM/dd} EBEAD: Prefix ICRAEENRTVSH

&. ErrorOutputPrefix #Z nulliZ¥3Z &
ErrorOutputPrefix : KigE ETCEEBA,
Prefix: myFirehose/DeliveredYear=! Prefix: myFirehose/Deliver
{timestamp:yyyyl}/anyMonth/ra edYear=2018/anyMonth/rand=5
nd=!{firehose:random-string} abf82daaa5
ErrorOutputPrefix :myFirehos ErrorOutputPrefix :myFirehos
eFailures/!{firehose:error- eFailures/processing-failed
output-typel}/!{timestamp:yyyyl}/ /2018/anyMonth/10

anyMonth/!{timestamp:dd}

Prefix: myPrefix/year=!{ti Prefix: myPrefix/year=2018/
mestamp:yyyy}/month=!{times month=07/day=06/hour=23/
tamp:MM}/day=!{timestamp:dd}/

hour=!{timestamp:HH}/ ErrorOutputPrefix :myErrorPrefix/

year=2018/month=07/day=06/hour=
ErrorOutputPrefix :myErrorPrefix/ 23/processing-failed
year=!{timestamp:yyyy}/month=!
{timestamp:MM}/day=!{timesta
mp:dd}/hour=!{timestamp:HH}/!
{firehose:error-output-type}

Prefix: myFirehosePrefix/ Prefix: myFirehosePrefix/2

018/08/27/
ErrorOutputPrefix : RIEE

ErrorOutputPrefix :myFirehos
ePrefix/processing-failed/2
018/08/27/
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T Amazon Data Firehose O AWS PrivateLink

Amazon Data Firehose D4 X —7 I A AVPC I RiRA >~
(AWS PrivateLink )

AR —=TIAAVPCIY RKRA NEEAL T, Amazon VPC & Amazon Data Firehose [
DRZT74YOh Amazon XY RJ—IOhSBENBVERSICTRDCENTEERT, 102—7TX
AAVPC IV RARAVKNIR, 10—V NF—KRDIT A, NAT /N1 A, VPN £, £

(& AWS Direct Connect RSB EH V) EFH A, 1 F—T I A1AVPC I RKRA 2 NE AWS
PrivateLink, Amazon VPC M 7°Z 4 RX— N IP Z1{§ X /= Elastic Network Interface Zf#H L T AWS
H—EABODTSAR—RNBEEZTEICTDIAWS TI/O05—TH3 2FALTVWET, IPsi¥
#MIZDOWVWTIX, TAmazon Virtual Private Cloud; 2B L TL<IEE L,

Amazon Data Firehose TOA > X—7 I A AVPC I RKRA >
N (AWS PrivateLink) o £ A

B9 Sk, Amazon VPC )Y —A N S O Amazon Data Firehose K574 Y IO A1 X—T T

AAVPCIVRRA N ZBERLBOHDLEHIC, 1 X—TIAAVPC I RRA MNEERL

F9, IVRRANZHERT D EZIZ, Amazon Data Firehose NOF IVt A&#HTD T KRR
AVKRNRIVD—ZTEYFTEET, RU—ZFEALTVPC I RARA 2 MH S Amazon Data

Firehose N\OT7 VA #HHTZHEDFM-OVTIE, "VPC IV RARANILDH—EAA
DTV EADFEIHE, 2Z5RBLTEEV,

RXDHIE, VPC T AWS Lambda Bzt Y N7Y 7L, VPC IV RAKRA > MNEERL T, B
A" Amazon Data Firehose H —E R EZEICBETEDLSICTDIHFEERLTVET, 0BT
(&, Lambda BEANBEED!) —2 3> D Firehose AN —L%Z—BRRTSH, Firechose AN —
LZRERLBEVC 2T TR —Z2FEALET,

VPC I RRA > NDERK

1. %4 24> AWS Management Console L., https://console.aws.amazon.com/vpc/ T Amazon
VPC AV —)IZHEEXT,

2. VPCHAYZ1R—RT, [TV RRA N ZERLET,

3. [TVRARANOEK] ZEIRLET,
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4. H—ERALZBNO')ANT, [com.amazonaws.your_region.kinesis-firehose] Z&ERL F
EP

5 IVRRAVINEERTDVPCHELV 1 2ULEOH TRy NEBIRLET,
6. IVRARANCEENTZ12AEOEFIVFA4T)N—T%2BIRLET,
7. [RUZ—=]T[HARAZL]&EIRL, ROKRD—&BEV)FFET,

"Statement": [

{
"Sid": "Allow-only-specific-PrivateAPIs",
"Principal": "*",
"Action": [
"firehose:ListDeliveryStreams"

15
"Effect": "Allow",

"Resource": [

"

]

"Sid": "Allow-only-specific-PrivateAPIs",

"Principal": "*",

"Action": [
"firehose:DescribeDeliveryStream"

A,
"Effect": "Deny",
"Resource": [

g n

]

}

8. [TV RARANDERK] ZBRLET,

Lambda B THEA TS IAMO—)LZEKL E£T,

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZBE £ J,

2. ERORAUNHS, [Roles (O—)L)] ZiBIRL TH S, [Create role (A—ILDER)] ZD)Y D
LET,
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3. [Select type of trusted entity (EREE NI T AT 1 DORATDER)) T, F7A4ILKNDERT
HBAWS DH—ER]ZZTDEXRICLET,

4, [coOO—-IZFERATRT—EAZER OT T, [Lambda] ZZEIRL ET,
5. [Next: Permissions (X N\: 7V AH )] Z&RL £,

6. RUZ—MIJARNT, AWS LambdaVPCAccessExecutionRole &V
AmazonDataFirehoseReadOnlyAccess EWSHRFD 2 DDRIS —ZFL TEMLET,

/A Important
LTICHZRLET . ZEBERRE TR, FUBBERUS —FBEILCEDIZEEN HY X
EE

7. [Next: Tags] (RN\: 27) ZBIRLET, COEBOENZERTBICERIERETT, RN\
LE1—]&ZBRLET,

8. O—IoBEZANL, [O—IDOEK] Z2FRL KT,

VPC - Lambda B & #ERL £,

—

https://console.aws.amazon.com/lambda/ T AWS Lambda >V —)LZHAE £ 9,
BEERDIER ZBIRLE T,

Author from scratch ( HEEZ &K H S ) ZEIRLET,

BEHOEZFZANL, Runtime Z Python 3.9 A EICERELE T,

[Permissions (7 7 AFFH)] T, [ETO—ILOBIRELEFIER] ZEBRLET,
[RITO-IIL]VARYS [BEFEOO-IIZEATI] ZEBRLET,

BEFOO—)] VARNT, ERETHERLZO—-ILZBIRLET,

B EER ZEIRLET,

[BEHO— R CROOI—RZEBEVNTERT,

© ® N o g k~ w0 b

import json

import boto3

import os

from botocore.exceptions import ClientError

def lambda_handler(event, context):
REGION = os.environ['AWS_REGION']
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10.
11.

12.
13.
14.
15.

client = boto3.client(
'firehose',
REGION

)

print("Calling list_delivery_streams with ListDeliveryStreams allowed
policy.")
delivery_stream_request = client.list_delivery_streams()
print("Successfully returned list_delivery_streams request %s." % (
delivery_stream_request
))
describe_access_denied = False
try:
print("Calling describe_delivery_stream with DescribeDeliveryStream
denied policy.")
delivery_stream_info =
client.describe_delivery_stream(DeliveryStreamName='test-describe-denied"')
except ClientError as e:
error_code = e.response['Error']['Code"']
print ("Caught %s." % (error_code))
if error_code == 'AccessDeniedException':
describe_access_denied = True

if not describe_access_denied:
raise
else:
print("Access denied test succeeded.")

[BARE]| T, RALTIRZE13ICRELET,

[RYRD—D] T, LRTIVRRAMNEERL 2 VPC ZBIRL, EREEICI KRSV B
ICEERFEY XY NeEFIVFTATIL—T2BRLET,

R—=2 O LEHIEIZH S [Save (REF)] ZEBIRLEF T,

[TARN] ZBRLE T,

AR NBEAAL, [Create (ERK)] ZiBIRLE T,

[TARN ZBERBIRLET, Chicky), BENRTENET, RITERNI RIS NS [FF]
ZEBAL, OJHIZBEHI—REEBLET, KT E, U—>23 2 KO Firehose A K
)—LDVANE, ROBANFRRENET,

Calling describe_delivery_stream.

AccessDeniedException
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Access denied test succeeded.

o

B,

« KERE (F/\17)
> Z T 4L Eh)

(
« KERE (/N—
« KEEH @AV T AILZT)

. KEFES (AL IY)

« FTOTINDTA4v D (L]
TIOZTINDTav (‘J"J
TOSTNT4v o (EUH
TSTND 71499 (3R
TIOZTINT 4V T (RR)
TIOZTINDT 1Y T (BB
HF5 (FE)
AFEBEE(AILAH—)
P E (db=R)

- HE (EK)

« KM (72207 HK)

TAINZ>2R)

A2B—TILAVPCIY RRAVKNERODI -3 HATHR—

1)

« AWS GovCloud ( KEXRZI )
« AWS GovCloud ( KEFIB )

'}I\I( RA )
R (777 aREER)
TOTINDT A0 (Ov¥AhHILR)
TIOTINDT 1Y T (KR)

REhTWVWET,
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Amazon Data Firehose T® Firehose AN —LDRT T+

Amazon Data Firehose TR L /= Firehose AR —AICHBOXZTF—2%232T OFEXTEY) Y
TCHENTEET, ZT k. ARN—ALIZKRLTERTSDF—EEORTTT, FTOFERAK.
AWS VY —RAZEEBL, B RTF—E2ZE0CT— 2 %2EBEBIZ OO TSI TRABHFETT,
N =Ry

« BT DEK

e RO EFERAL A NDEBH

o 2T DHIR

« Amazon Data Firehose AP| %ZfEF L /= Firechose AN U —AL DX T+

2T DEXR

Amazon Data Firehose APl Z#FAL T, RO RAVEXETTEEXT,

« Firechose AN —AICZTZEBMLET,
« Firechose AN —LDRT#—8EXRRLET,
« Firehose ANU—LN 52T ZHIKRLET,

2 %#EHAL T Firehose ANU—AZDETEET, HIZIE, Firchose ANU—LZBW, FiE
B, RENCHOBETEERT, RTJELF—CLEEZERTD D, BEOD_—RXER/LILHLON
TAVDHARLEY NEERTEET, HlZEF. FIEEBRUVBEETZ 77U I5—>a>r el
Firehose AN —AZBHITDDICKRILIDO—ENDRTEERTEET,

RIZRTORE, W<2ADRTDBITT,

* Project: Project name

* Owner: Name

* Purpose: Load testing

* Application: Application name

e Environment: Production
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CreateDeliveryStream 79232 TRJ ZIEET S & . Amazon Data Firehose
[Efirehose:TagDeliveryStream7 7> 3V ICX L TEMOFEIAEETL T, 1—H—75"
RIBERTDIT I LAFTEZE >TVRIHESHERRBLET, COT I EAFTZEE
LBEWVWEE, IAMUY—ARTZERL THLV Firechose AN —ALAZERTDVIITAN
l&. AccessDeniedException XD & 5% TEREMLET,

AccessDeniedException

User: arn:aws:sts::x:assumed-role/x/x is not authorized to perform:
firehose:TagDeliveryStream on resource: arn:aws:firehose:us-east-1l:x:deliverystream/x
with an explicit deny in an identity-based policy.

ROBIE, I1——7A Firehose ANJ—LZEKL, RTZERATESDLSICTEIRIS—ZRL
TVEY,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "firehose:CreateDeliveryStream",
"Resource": "*",
}
}
{
"Effect": "Allow",
"Action": "firehose:TagDeliveryStream",
"Resource": "*",
}
}
]
}

20N EEALEZIANDIER

2T 2FEALT, AWS JANZDEBRTEHRTEEXT, Firechose ANU—LZETIUY—AIC
AWS 2T ZERTHE., AWS JRARBESLAR—RNIRRITBICEFENLERAEEIRARNEE
nET, BHONTId) (FEAFXIANEZ—, FTVT—232 8, EE) EXIRET%ZHE
A3%E, BBOY—EACODE>TOANEZEDEIBDCENTEET, FMICODVWTE., TAWS
Biling 1—%'—HA4 Ry @ " OARNED T Z2FEALEAAZLBRLAR—b, ZZRBLTLSES
W
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Amazon Data Firehose O X J IZIF, KXO&H BRIV BHAETNET,

E R

c DY=RA(ANV=L)BIZY)DRITOEREE 50 TT,
c RTDF—ELERANFENENRBEIET,
c HIRENLEANI—LADRT 2 EERERIMETZIERFTERE A,

527 F—0HIR
« BETXF—RBF—ETHIVENHYVET, BLEATATVERF—288 2T zEMIDE, FHL
WRIT, BEOF—LEORTHFEEEETLET,

« aws: [ AWSHEATRAEDICFHNENTVD LS, COTLTAVYIREELRTF— TR
TRERETEERA, AWS TRI—HY—ORDYIZCOTL T4V IATHEDRXRTZERL
FIHN, - —RhsORTEmEFTEFHIBRTDEFTERLEA,

s RTF—DOREIE 1~128 XF (Unicode) ICTBDUENHYET,

C BYF—, ROXFTHRITBBENHYET. Unicode XF, MF. BA. BEXF (L . /
= 4 - @)o

2 J BN IR

« RTEOREIFE 0~255 XF (Unicode) ICTBRBENHVET,
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O—ILOF7 I AHFAINBEENEHEE, Firchose Y TNSDEEZRETDIETICE DD
NBEENHYVET, COEHICREIT—NERRENDHESE, Firehose AN —AZH|
BRUTBERL THATLSEEL,

Firechose T RARA > NBEREED NS TN a—F 12T

Firehose APl TR A AT IR RELEBEEF. XOFIEZERTLTIY RRA NOBIETREM
BTANLZET,

Firehose T RARA > NBEFAREMDO NT T I 1—F 12T 290


https://docs.snowflake.com/en/user-guide/data-load-snowpipe-streaming-overview#limitations
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e APIUOTARNNVPCAHDKRARDYSITHONTVWBRAESHEHERBLET, VPCHSOIANTD
NS 749 290Tlk, Firehose VPC IV RIRA UV NERETIHEN HV)ET, FHICOVTE,
T T® Firehose M{EF AWS PrivateLinky ZZBL T EE L,

s RST74VONBENDY T XY NC Firehose VPC I RIRA >V KRAEREEhENTUY OZY
RDO—OFEEVPCASEEFEETNTVWEHEE., RAMNDYSKXOIN REZEEFTLTERY D —
VEFGEHIELUET, Firehose T RARA > NE, Firehose T RIRA UV KNETD#—R [CHY)F
9,

. traceroute’(° BREDY—)ZERAL Teping, XY NTD—IBRENFELWVWAESH ZHEFEL
o RBMUEBEE., RYBND—IUREZERLTLSEZTL,

Bl
traceroute firehose.us-east-2.amazonaws.com
T

tcping firehose.us-east-2.amazonaws.com 443

« XY KRD—UFJRENELL, ROOAX Y RAKHMU 1235E. Amazon CA (Certficate Authority)
NEEFI—ILHINESHZRABLET,

1
curl firehose.us-east-2.amazonaws.com

LREOONY RIRBLEBERE. APIASBRENLEL AR AN HBIHESHZ API TES —
EHLTSEZ W,

HTTP I RRANORNZ TN 21 —F42T

cOtEV2aA>TR, — BB HTTP I RAKRA > MOFEFE % E. Datadog, Dynatrace,
LogicMonitorMongoDB®D —f M R Z 7N 1 —F 4 VT FIBIZOVTHALE T, 2Ot
A NOEME, ZEITBRINTOEELEEZE HTTP I RARA 2 NEFUET, Firehose A ~
J—ATEEEIAL IAMO-)LY, F—2ZH8 (F—REBRFBHICE>TVSREE) ODLEHIZ S3
NYOTFTYTNTY N& Lambda BERICT VEATED L ZHBRLET, £, IAMO—=)LHY
CloudWatch A7 J N —7"EAT ANV —ALIZTOVEZALTIZ—OJZFIvILTVWR L%
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https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/general/latest/gr/fh.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
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BIELET, FHICOVWTE., "HTTP I RAKRA 2 MDREELXE ANDT U1 A% Firehose L5 T
B, EBBLTEEL,

® Note
OtV a>nE#HIE. Splunk, OpenSearch Service, S3, Redshift MIA{E 5 IEEA
chErtA,

CloudWatch O%

CloudWatch Firehose WO iR Z2BMIC TR L ZR<BEHLET, OYIE. ZELEANDEES
CIZ—NRELEBESICORFEITEINET,

EELDHIS

ErrorCode: HitpEndpoint.DestinationException

{

"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/
ronald-test",

"destination": "custom.firehose.endpoint.com...",

"deliveryStreamVersionId": 1,

"message": "The following response was received from the endpoint destination.
413: {\"requestId\": \"43b8e724-dbac-4510-adb7-ef211c6044b9\", \"timestamp\":
1598556019164, \"errorMessage\": \"Payload too large\"}",

"errorCode": "HttpEndpoint.DestinationException",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

EEXDHFINE, Firehose NI RIRA MADOELEZEIL, HTTP U IO TIARNEITS>ZERT
BFXRITHN, 200 DLARVATD—REZZELEBED 2ECEZRLET, 200 TREBEWV 2xx DL A

R AEREEXDHIINCIEY) £F, Amazon Data Firehose &, [REENEI RKRA D EF
BULELARAO—REYYBTSNEL AR ARAO— R%Z CloudWatch O IZFRE& L £

9, Amazon Data Firehose l&, ZEXBERELUTL AR AD—RERAMO—REZRZRIT S I-

& . Amazon Data Firehose ® HTTP BEVJ VI ANZER LU CERSEHZEAIDIDOEE I RAR
AR TT, ChSOBINCETEZ—RUBENZ TN 1I—FT42JOLOIXF—2 a0 & RICK
LET,
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« 400: Amazon Data Firehose DFREZ AN RETAREBZR U IV IARMEEEFELTWSBEZTRLE
T EELEICO2VT, ELVul, —MHWEBEME. I>TVYOIVI—R, FOEAF— &
CNY 77 )0 M HBDCEZHRLUET BELBREICOVTIE, BELEAEO RF 1 X
RESZBRLTLSEZY,

* 401: Firehose AN U —LAICRELET 7 EAF—HAELLBZEVA, RELTWAHZEZTRLE
ER

« 403: Firehose AN —LRICERELETIVEAF—IC, BREENEIVRRSA I NITF—2%2E
BI2T7 0 EAFANf VW EZRLET,

« 413: Amazon Data Firehose T RRA 2V NICEETBDIUVIITIANRAO—RFIKRETETCLI
RRA NNV EBTERVCEZRLET, BEXOHRBY A AANY T 7T RETT
BCEERGLET,

« 429: Amazon Data Firehose N’ X EENNEBTZZ LY EFVWL—NTUIIANEEZEELTVS
CEERLET, NV T 7V TREEERLEY, Nv 77U 054 X &#ERLEVYLT,
NY 770 NEWBRELET (EEL, EEEDOHRAICEEEY EFT),

s Bxx: EEERICEBNI HD & %ZRLET, Amazon Data Firehose H—E ARG EHEEICEEL T
WEd,

/A Important
BEE CNSRER-—BUERNZ TN 1—FT42JOLOAXYF—>3a>TeN, HENIY
RRAKRTRLARAODO—RZRUETIERNFEBDBEENF Y., RUEID RKRA >
REBEDOLIOXF—2aVICHOIBENHYET,

ML ARA

ErrorCode: HitpEndpoint.InvalidResponseFromDestination

{
"deliveryStreamARN": "arn:aws:firehose:us-east-1:123456789012:deliverystream/

ronald-test",
"destination": "custom.firehose.endpoint.com...",
"deliveryStreamVersionId": 1,
"message": "The response received from the specified endpoint is invalid.
Contact the owner of the endpoint to resolve the issue. Response for request
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https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-Url
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-CommonAttributes
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointRequestConfiguration.html#Firehose-Type-HttpEndpointRequestConfiguration-ContentEncoding
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointConfiguration.html#Firehose-Type-HttpEndpointConfiguration-AccessKey
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointDestinationConfiguration.html#Firehose-Type-HttpEndpointDestinationConfiguration-BufferingHints
https://docs.aws.amazon.com/firehose/latest/APIReference/API_HttpEndpointBufferingHints.html#Firehose-Type-HttpEndpointBufferingHints-SizeInMBs
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‘B L AR ABISNE. Amazon Data Firehose A" I RIRA > NDEELL SERNEL AR A

=

2de9e8e9-7296-47b0-beab-9f17b133d847 is not recognized as valid JSON or has unexpected
fields. Raw response received: 200 {\"requestId\": null}",

"errorCode": "HttpEndpoint.InvalidResponseFromDestination",

"processor": "arn:aws:lambda:us-east-1:379522611494:function:httpLambdaProcessing"

BELECEEZRLET, LARVABRLAR AAKRICELL TVIBEN B ET, TS5LE

W& . Amazon Data Firehose FEERTHA AR ERBZL, REET N -BHTHREZBASETRLU
F—REBEELET. Amazon Data Firehose l&., LARADAT—RAN 200 TH>TE, L

A

ROAEERICEDBEVL AR AZKRBEL TRWVWE T, Amazon Data Firehose BT RRA

hERELTVRERR. BEARICK>T, T2 ERBLCEREEADELSICLET,

LTI, —BOSEDBLAR AOBEREEZTOBEREZERLET,

B JSON RERFFHLAVT A —J)LR: LAR AN JSON ELTELLKEZUTILLTER
WA, FRLBWI A —ILRASHBDCEZRLET, LARVAAN DAV TOYIVD—REATY
BVWIEZHRLET,

X% Requestld: L AR Az requestld A" EFENRTVWEVCEZRLET,

Requestld A" & =B L %L\ L AR A D requestld A requestld E—BLBWC EZRLE
ED

BALAZRVTHROASB W LARVALRSALAZY T T A—)LRFEERATVEVI L Z
RULET BALARYT 74— RE, XFHNTRE<SBETETNEZYREA,

ATV BATHARD2N S L AR AIZ Tcontent-type: application/jsony AY X —AE&
NTWEWCEERLET, TOM®D content-type EZF T ANShELR A,

/A Important

EZE: Amazon Data Firehose &, Firechose JOTARSRTL AR ADHEE (C>1T
VRRAVBNIDATF—REFRETEETRT, U—RN—TFT 11— —EANDEELEEZRET
56k, NTUYIORWIAKTIY RRA DV NERGEBZDIREMEN S S IEL LY Amazon Data
Firehose Bt T RARA RN EZFEAL TVWR L 2BEL T EEV, HlXIE, Datadog M
Amazon Data Firehose T2 KR4 > M & https://aws-kinesis-http-intake.logs.datadoghqg.com/
T, NTVYOTI>2 RARA > N https://api.datadoghg.com/ TF

CloudWatch O%' 294
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https://docs.aws.amazon.com/firehose/latest/dev/httpdeliveryrequestresponse.html
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TOMO—REET S —

EMOIZ—0—REEREUATICRLET,

« I 5—1— R: HttpEndpointRequestTimeout- T RARA 2 M RWETEDDIC 3 DU EAN 22
EERLET, REEDFHEETHRHER. ZEEIV RRAVNORERHEZELET, &
BEOMEETHEVEEE.,. IEECERL T, REREZERIDLOICALTERILNESHZE
BRhET (OFY. NvTT7VIEVRERBSLT, VIITARNIEILABENDTF—2N DK
<BBELSICLET),

« IT5—1— R : HttpEndpoint.ResponseTooLarge - L AR AN RKEFTEBD L ZRLET, LA
ROAK, ANYVA—%ZEH1MB RKBILTHIHENFHYET,

« IT>—1— R : HttpEndpoint.ConnectionFailed - FREE NI RRA > NEDEREBITER
M2 BZRLET, chiF, REESNEURLORATIA, I RKRA > M Amazon Data
Firehose ICT7 VEATER, FLEEIY RRAMFERVIOIANIRETZOICEBND
NPYTEBENERTHD AN BV ET,

- I —1— R: HttpEndpointConnectionReset- #E#t ik Th nizd, I RRA 2 MIL>TU Y
NELERGEFTHUSKECEERLET,

« I3 —1— K: HttpEndpoint.SSLHandshakeFailure - FREE N LT RRA 2 NTSSL/\ RS T
AN ERBICETTCERA 2 ECEZRLET,

MSK As Source D RS T I)IN>a1—F1420

ZDEU>3> Tk, MSKAs Source ZFEATABRO—MBUEBENS TN 1—F1ATORTY S
CDOVWTHHRLET,

(® Note
MIB T SIBEEBEENRABICKIZDNTIIN1—F14200E&, sinotosaazs
LTz,
hose MIER I KBLL 7=

MSK As Source Z {9 % hose DERICKKL EFEEF. XRORLEERL TSEEL,

« Y=AMSKIZAR—ATIOT AT BRETHBD&Z2FIYILET,

MSK As Source DRZ 7N a—F14 29 295
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« T7TAR—NEREZEALTVREER,. J7AZ—DTFANR—KNIVINFUTHBD L2k
mlLET,

NTVY OEGEZERALTWARER. VZAZ—ONT VY IOT VAN T THB & 2R
LET,

« TOAR—NEREFERATDEAE. Firchose IZ7TANR—KNUODEREHFTTHD)Y—A
R—ANDKR) T —=X4FEBML TS EEW, TMSK cross account permissions; €SB L T #
=L,

« V—AREOO—ILIZ, V9FAZ—OREYINST—RZRYWIALTVELAFAN D2l
RlLET,

« VPCEFX2UTATN=TH UFAZ—DT—KARZYTH-—N—HNEATZR—LTEZE
RST74v0ZFLTVWADEZHERELET,

hose A" —REIEL TV

hose DIREEN — B EFEIEICHE > TVRBEERAO S EERELTLSEETL,

« Y=AMSKIZAR—ATIOTATBRETHBDEZTFIVILET,
« V—ARNEYINFEETBICEEZTIVILET, NEY INHIBRE N TBERES WIZES

l&. Firehose AN —AEHIBRL TBERTILEN HYET,

hose XNV O 7L vy—&ahTW3B

DataReadFromSource.Backpressured D fElk, /N—TF 4 2 3 > BytesPerSecondLimit Z & @ A" H#i@
LEZE, FEEEEORE 70— E<SB2LYELLEYTRE1ICRYET,

- BvY ML =154 (3 BytesPerSecondLimit ., DataReadFromSource.Bytes X KUV A ZF T Y U
L. #IROEIELEFZVITAMLTLSEEZW,

e CloudWatch O, EEEXRNUIA, F—REBMXARKNIIRA, 74— Y NE|XANI I A%
FIvoOLT, RMNILRYIVEBELET,

T—ROBMEANEL <L

T—2OEENELBZVARELN HD

hose " —BEFLEL TV 296


https://docs.aws.amazon.com/msk/latest/developerguide/aws-access-mult-vpc.html
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https://docs.aws.amazon.com/firehose/latest/dev/controlling-access.html#access-to-msk
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* Firehose l&, FRAENLELID—RORAMLRZVTICETVWTTF—R0OHEEFELET,
Z7O071—Y—LI— RN Katka D7 O—H—OJ THFEIATVIE, CORMLARR
VTHNELLKRBBRENDRSICTSICIEK, Katka NEY VDR ALARRTDORATRER
message.timestamp.type=LogAppendTime I[CEREL £,

MSK V2 A2 —## D E=E

ROFEIETIE, MSK VT AR —ANDEHRERIETDHEICOVWTHBALET, Amazon MSK V5 41
T RNOFREDOFHMZOWTIE, "Amazon Managed Streaming for Apache Kafka X O Y /N\—7j
4 K1 ® "Amazon MSK AL 2ZRBL T EEV,

MSK 9 AR —\D#EGi 2R T S IZF

1. Unix R—A®D (AL2 A'ELEEL V) Amazon EC2 1 VARV AZERLET, VT AX—T VPC
BEOXMNEBEMCBE>TVWREEE, EC2A VAR ANRU VPC TEITEATWS L%
BRLET, A VAR ANEATEICE 25, 1 ARXAIC SSH#ELHLET, FFMIC
20Tk, "AmazonEC2 1—H—HA R, O "COF1—KUTI)i1 B#SBLTLSEEZL,
Amazon EC2

2. ROOANVREEITLT, YumN\Y I 5r—oIIF—vy—%2FERALTJavazZ A AMN—=)LLE
T, FMICDOVTIE, Amazon Corretto 8 1—H—HA ROA VAR —)LF|EZSBL TS
(AN

sudo yum install java-1.8.0

3. ROOXVRZRITLTAWS, 94T hZEAVARM=ILET,

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

4. ROIN RZEZETLT, ApacheKatka V547 h26*/N\—>3>&F D O0—RLET,

wget https://archive.apache.org/dist/kafka/2.6.2/kafka_2.12-2.6.2.tgz
tar -xzf kafka_2.12-2.6.2.tgz

5. kafka_2.12-2.6.2/1libs F4L O RNJICHBEHL. XOIOT > REEITL T Amazon MSK
IAMJAR 77 A4 )L &2X D O0—RLET,
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https://docs.aws.amazon.com/msk/latest/developerguide/getting-started.html
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wget https://github.com/aws/aws-msk-iam-auth/releases/download/v1.1.3/aws-msk-iam-
auth-1.1.3-all.jar

6. Kafkabin 7 #J)LA(Cclient.properties7 7 AL ZEKLET,

7. % Firehose TEAL =O—JL ARN awsRoleArniZ & #: % SourceConfiguration., FEAA
ENGFERIELET, AWSUTZA T RNI—F—HAO-I)Z5EZHDZFALE
JawsRoleArn, AWS VA7 R1—H¥—ik, CCTEELEO-LNZ5EZTLDSELE
Cl

[ec2-user@ip-xx-xx-xx-xx bin]$ cat client.properties

security.protocol=SASL_SSL

sasl.mechanism=AWS_MSK_IAM

sasl.jaas.config=software.amazon.msk.auth.iam.IAMLoginModule required

awsRoleArn="<role arn>" awsStsRegion="<region name>";
sasl.client.callback.handler.class=software.amazon.msk.auth.iam.IAMClientCallbackHandler
awsDebugCreds=true

ssl.truststore.location=/usr/1lib/jvm/java-1.8.0-
openjdk-1.8.0.342.b07-1.amzn2.0.1.x86_64/jre/lib/security/cacerts
ssl.truststore.password=changeit

8. XM Katka AN RZETLT, NEYIE—-EBRRLET., BEHINTUYI0EEE. N
TJUYIOIVRRAVNDT—RARNSY T —N—%RFEALET., BENFTSARXR—NDBEE
X, 7SAR—=—RIVRRANDT—NARNSYTH—N—%FRALET,

bin/kafka-topics.sh --1list --bootstrap-server <bootstrap servers> --command-config
bin/client.properties

VOTARRHITBE, ROBIDESBHANRRENKT,

[ec2-user@ip-xx-xx-xx-xx kafka_2.12-2.6.21$% bin/kafka-topics.sh --list --bootstrap-
server <bootstrap servers> --command-config bin/client.properties

[xxxx-xx-xx 05:49:50,877] WARN The configuration 'awsDebugCreds' was supplied but
isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)
[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.location' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:49:50,878] WARN The configuration 'sasl.jaas.config' was supplied
but isn't a known config. (org.apache.kafka.clients.admin.AdminClientConfig)
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[xxxx-xx-xx ©05:49:50,878] WARN The configuration
'sasl.client.callback.handler.class' was supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx 05:49:50,878] WARN The configuration 'ssl.truststore.password' was
supplied but isn't a known config.
(org.apache.kafka.clients.admin.AdminClientConfig)

[xxxx-xx-xx ©05:50:21,629] WARN [AdminClient clientId=adminclient-1] Connection to
node. ..

__amazon_msk_canary

__consumer_offsets

9. BIOARVVTRNOETICEABNI HDHEEF. BELER—NTEELET—NARNT Y T H—
N—ICTOEATERCELEEZBRLET, CchZETDICEE., XOON RIZRTELSIC, telnet
FEEEEODI—FT4)T14 27 O0—-RLTERATEET,

sudo yum install telnet
telnet <bootstrap servers><port>

DOTARTEHTRDE, ROBIANFRRENET, 2KV, O—HIL VPCAD MSK VA
R—CEETE, BEChER—RNTT—RNARNSYTH—-N—HFEETHRZLEEKRLF
ERD

Connected to ..

10. UOITARFRBLIESEERE, VPCEFIUTATIN—T DA NT2V RIL—IILZHEL TL
EEW, BIRE, AN RIL=LTROZ7ONT 1 ZFEATEET,

Type: All traffic
Port: Port used by the bootstrap server (e.g. 14001)
Source: 0.0.0.0/0

BOATY FIZRTRSIC, telnet EHRZBRITLET, TRTEERTELRVEES, £
Firechose BN T KBML TVWBHZEEE., AWS HAR—KICBRELVEHLELSEE L,

F_RBEANJIAOBMEL G L

F—RDOEEE, Firehose AN—LARAOTF—ZNOBEDREZRITRETY, Chik. Firehose
AMN)—LAAOREHFVTF—ZL I—ROZBEBTHY) ., Firehose ' TF—XEZEV)IAATLERRL
SHEFTOBICAEENET, Firehose &, F—XDHEZET_XIIJITHLEHICFEATES
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ARV OAZRBLET, BEOBREECEIZT—ROBEXAN ) IAEERTSICE. Tthe
section called “ CloudWatch X R U D AICKBDEZRZU T, #8RBLTLEEL,

FTRTOARY NEERTRTORFIXYRNONY IT Y TEENCTREER. X1V ERELA
ENYOTYTRIC2OOF—ROBEX NI RZREICE=R2UVILET,

data-freshness X N AN B HENTWEVIEFEE, Firehose ANU—ALICT V9T 14 7 BEBEN &
WS EEBKRLET, Chik, F—E2BENZ2IC7OvY 9T hhTVS A, BETF—XNFEVESIC
RELET,

T—ADHMEXRNV AN BARTTVWEIHERR. T—REENEBNTVAZELZERLET., Ch
. ROVWThHADOERTRELET,

« BEANBERICHMLTERZV, Firehose ThI 714V INFZVWEHIC—RHNBEIS—AFRKEL
23mE,. BENMEND UM HYET, Chik, Amazon S3 A DEFELETRET S AREMEN
H')ET (P—EA. Amazon Redshift, E7zlE Splunk T OpenSearchFH4E T S AJEEMEN H V) &
T)o BEEXEIC. BERNZ 71V IZMEBIZEHDTOBRBEN BB EZHALET,

. BELNIEV, Firechose TEWLATUI—NRETDE, T—FERENENDAEENl HY E
T BEEDLATO—XNIOABEZR)ILET,

« Lambda BBEA BV, ChiZkV), Firehose AN —LDTF—REVIAHL— KK ERVNT—
SEEL—MRETDARMEN DY ET, AIEETHNIE,. Lambda BEBDOMRZMEEEEXT,
FEAE, BEAFRYRND—V 10 ZETT25EK. BHROAL Y RELEBIERH 10 ZFEAL
THHNEBZERPLET, £, Lambda BROXEVH A XZREKTBHETCPUEIYHT
EZHISICEXLET, ChiZKVY, Lambda BFUHE LA BEILENDBEHFHY £T, Lambda B
BOEREICOWVWTIE, AWS "Lambda BEEOEE, ZZRLTLSEEL,

s TFT—RBEERICEEN KEL £, Amazon CloudWatch Logs ZFALTIS—%Z2E_&2J>>J 9
BDHEICOVTR., "1 Z2ZZBRL T £& LWhe section called “ CloudWatch OJ IC& B E_& 1)
>

* Firehose AN —LDFT—RY—AH Kinesis T—R AN —LDFE, AOY
NUIOAFBELTVBHEEN BV ET, ThrottledGetRecords X kU Y
A, ThrottledGetShardIterator X NU U A, &V ThrottledDescribeStream X k
VO RAEELET, Kinesis T—RARNU—AIZEHOOD 2 1—INTRYFENTVWRIEHEE
. ATZERBL TSEE,

 ThrottledGetRecords X MU A& ThrottledGetShardIterator X KU AN FLVIE
Bk, T—RANJ—LARIC7OED I Z> T35 v —ROREBX I L EHBOLET,
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« ThrottledDescribeStream A @VEEE. THREEhLZO—I
IZ 79Ut Akinesis:listshardsiFAIZBMT D& E2HEBOLE
9 KinesisStreamSourceConfiguration,

s BEXONY 77V T RHMEW. ChiZ&), Firehose FEEFEICKL TITSHENHS
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HAX10MB T9, H—EAVF7—205|& LFERFERALT, N\—FT1>3a> V) OFEHEY)
AN=TYRNOFTA2INNIF—RTHBD 1IOMB/BDE|ZELTFZIVIOTARNTEET,

- Amazon MSK % Firehose AR —ADY—AELTEATSDE, AWS Lambda A"EMICE 2T
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Firehose &3 ¥ — RZEICHR A 5 DOKRMED Lambda FOHL 2L E T, Splunk DHFE,
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& -HTTP T RRAZNEEVIVIANEL AR AD
TR

Amazon Data Firehose Y DAZRLHTTP T RRAVNITF—REZEEICHRETSICEK., <hs
DIVRRARFVIOIARNZZ AN, FED Amazon Data Firehose VT ARNBRTL A
ROAFERXZFERALTL AR AZEFEITIHENf HYET, cOEI> 3> TlE. Amazon Data
Firechose Y —E AN NARLHTTP I RRAV NIEFITBHTTP UOIARDT7#—XI Y b
f£# & . Amazon Data Firehose ' —EANEBETSD HTTP L AR AN T #—X Y MEEICDOV
THBLET, HTTP I RAR A > Ni&k. Amazon Data Firehose X'V V9 TARNERZA LT IRNTS
FT,. 3DURNICUITANIRETEIHENH ') EFT. Amazon Data Firehose &, EEIEFEKIC
HOTVBWLARAZBRELIZ—& L THRVET,

N =R

« VOTAMDOER
« LARYADOFERK
- fl

VOTIAMDER
INAE URLNTX—24&

chold, BE—OURL 71 —J)LRO—FE L TERERZREENET, Amazon Data Firehose (&
ThoZZEETICHREEBYICEELET, https REXD KN YR—REhFET, URL $IR
&, BEAN)—LAREFICERAENET,

(® Note

BE, HTTP IV RRAV M TF—REETE, R—M 443 DA YR—KREHhTLE
EED

HTTP A ¥ & — - X-Amz-Firehose-Protocol-Version

COANYE—E, VDIOTANLARAERXON— 32 2RI EOICERAENET, BE/N—
23a2RE100&KTY,
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HTTP A Y &' — - X-Amz-Firehose-Request-Id

COANYE—QERTERZ GUID THY ., FNYITREEHRICEATEERT. TV RRAY
RDERETEE, RBLEVITIAMERBULEVIIAMOEGICOWT, AIETHNIIE, Z0D
ANYVE—QEZOVRERIZILENF HYVET. VIJIANIDE, BUYIIANZERERIT
LTERLUVICRENET,

HTTP A Y &' — - Content-Type

Content-Type A Y A —DfEIFEI(Z application/json TT,
HTTP A ¥ &' — - Content-Encoding

Firehose AN U —Alk, VITANZREETRIEZICICZP 2FEAL AN EEMIDLSICE
ETEET, COEMBMZRMCTR &, BEMWNBZGEICH > T Content-Encoding A Y X — D&
& gzip ICREETNE T, EMAENICENZVIES,. Content-Encoding A Y X —d £ 2 1< 7
ELEEA.

HTTP A ¥ & — - Content-Length

CNFEENBFETHERASNET,
HTTP A ¥ & —-X-Amz-Firehose-Source-Arn:

Firehose AN —A® ARN & ASCII XFHFERTREEIATVET, ARNIK, V=232,
AWS 7HONID, AN—ALABEZI>>I—RLET, HlZRE. arn:aws:firehose:us-
east-1:123456789:deliverystream/testStream,

HTTP A Y &' — - X-Amz-Firehose-Access-Key

COANYE—F APl F—F12F T OHDFABHREEFE T, delivery-stream Z R E /= B #
TREEIL, APIF— BIB, BEEN—0 ) ZEREZIFEH TE £T., Amazon Data Firehose
Tk, PFOERAF—0OH 1 XIlF 4096 /N1 MZHIBRE i TWE T, Amazon Data Firehose &, <
NF—EVHBEIFETERBRLEISIERLERA, RESHEF—K, COAYHA—DEICE
BENICIOE—ChFET,

ATV REETHY), IWT =92 F2ld ACCESS KEY ZRT CENTEFXT, TR
RANTERT 41— )L ROREER (A—H—BX/NAD—REE) FREBEEBFESE, IXT
N74—ILROEZ, TVRKRANFRETEDFER JSONEEGK CSV)T1 207 I7EA
F—AICETFLEODTREFETIDHENHYET, TORBINAFTITHBDEHEE, D7 1—)LRIF
base-64 TI>1— RTZ %9, Amazon Data Firehose REETh B2 LEEX > I >I—R
B9, B ZTOEXFEALET,
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HTTP A ¥ & — - X-Amz-Firehose-Common-Attributes

COANYERE—E, VDOIARZERVIOIAMNAOITNTOLI—RIZBEETIHBEBOEM (X
BAF—R) ZREFELERT, NSk Firehose AN —ALAZERTDEZICEERECNET, C
NDEMDEI., ROAF—IEZFHALTISON AT ORNELTIO—RENET,

"$schema": http://json-schema.org/draft-07/schema#

properties:
commonAttributes:
type: object
minProperties: 0
maxProperties: 50
patternProperties:
"AL{1,2563}%":
type: string
minLength: 0
maxLength: 1024

BleRLET,

"commonAttributes": {
"deployment -context": "pre-prod-gamma",
"device-types": ""

}

AKX -FBAHA4X
BABRYH A AFEI—H—ICk2>TEHREETNh, EMBATICHE K64 MB XTHRETEET,
AKX - AF¥—<X

AXIZE, RO JSON AF—X (YAML TiEik) 2% D 1 2D JSON RFIX MAEENE
9o

"$schema": http://json-schema.org/draft-07/schemai#

title: FirehoseCustomHttpsEndpointRequest
description: >

DOTIAMDOER 309



Amazon Data Firehose BREHA R

The request body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Same as the value in the X-Amz-Firehose-Request-Id header,
duplicated here for convenience.
type: string
timestamp:
description: >
The timestamp (milliseconds since epoch) at which the Firehose
server generated this request.
type: integer
records:
description: >
The actual records of the Firehose stream, carrying
the customer data.
type: array
minItems: 1
maxItems: 10000
items:
type: object
properties:
data:
description: >
The data of this record, in Base64. Note that empty
records are permitted in Firehose. The maximum allowed
size of the data, before Base64 encoding, is 1024000
bytes; the maximum length of this field is therefore
1365336 chars.
type: string
minLength: @
maxLength: 1365336

required:

- requestId
- records

BleRLET,
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{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090901599
"records": [
{
"data": "aGVsbG8="
},
{
"data": "aGVsbG8gd29ybGQ="
}
]
}
L AR ADER

IZ—KOT7 4 N0EME

ISENFUTOEHEZFE L TVWEVES., Firehose H—/N\N—RFZDIEEEAX DKL 500 AF—
BARAD—RTHZIDHIPDELSICHVET,

AT—ZRAI—R
HTTP A7 —2A0— RiF 2XX, 4XX, FLFE XX TRIThEBZ)EEAT,

Amazon Data Firehose H—/N—@F VA AL UK BXX AT7—2A0—R) ICERVEHE

ho HTTPIEPADQOL I—ROEELZBELREEThDOE., LARIAI—R 200 D& T,
LARAD—R M3 (A XZ2EBB) FKEHNEEEEREEA, LIO-RNYFHAREENT
WBBE, I7—N\TY NCEFGEhELEA, TOMHOITXNTOL AR AD—RIF, BHETH
BEBRIT—tdhizeh, BTHRAITBDNYIFT7EBHATTILIIVAXLOFRRER)ET,

NYR—-AFIoVERAT

FARTED ATV R A7 & application/json T,
HTTP A ¥ & — - Content-Encoding

Content-Encoding AL BAWVWTLKEE V., AXFEEMRERLEHREZY EE A,
HTTP A ¥ & — - Content-Length

Content-Length AY A —ld, LARVAILEAXANHBEHEE, FELETAERYEEA,
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AN -BARYARX

LARARXDGAXE 1MBUTTHIBENHET,

"$schema": http://json-schema.org/draft-07/schema#
title: FirehoseCustomHttpsEndpointResponse

description: >
The response body that the Firehose service sends to
custom HTTPS endpoints.
type: object
properties:
requestId:
description: >
Must match the requestId in the request.
type: string

timestamp:
description: >
The timestamp (milliseconds since epoch) at which the
server processed this request.
type: integer

errorMessage:
description: >
For failed requests, a message explaining the failure.
If a request fails after exhausting all retries, the last
Instance of the error message is copied to error output
S3 bucket if configured.
type: string
minLength: @
maxLength: 8192
required:
- requestId
- timestamp

BleRLET,

Failure Case (HTTP Response Code 4xx or 5xx)
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{
"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",

"timestamp": "1578090903599",

"errorMessage": "Unable to deliver records due to unknown error."
}
Success case (HTTP Response Code 200)
{

"requestId": "ed4acda5-034f-9f42-bbal-f29aea6d7d8f",
"timestamp": 1578090903599

}

IZ—LARYAOME

EN&SBIZ—T%H, Amazon Data Firehose H—/N— BNy oA 7 F7IdJVXLZFEAL
TREUNYFOLO—-ROBEZBHAITLET. BRETR. Y X—8RE (15%) OFMB/NNY 77
7REE (R ZFERALTNYIFT7En, MBROBRETRENREN, v x—2MA X (initial-
backoff-time * (multiplier (2) » retry_count)) ZEAL TNY O FT7&EhET, NV IFTRKBERE
BR2 7ERTHIEREEIAET, LEAEF., Tnt BEOURNSA TR, NYIOFTEBE =&KX
(120, 28n) * S & s (0.85, 1.15) TF o

OB TEEENENTA—REIEEORRERYET, BNV IATTILIAVXLTHER
ENBERANBANY VA T7EE, BANY VA T7EBE, EH, Dy X—FR(COVTIEE. AWS
Firechose D RF I X R ESHBLTLSEETL,

TOHRBIATIBLEVIC, Firehose ANU—ADEFHENLEBRICEITVT, LI—ROEFEL
DTV EAF—PHENEEENDAEMANAH V) £FF. Amazon Data Firehose H—E Ak, X
ARIT7#—hAXTERBITLTERAUVYIJIAND Z2FALET. COZREOHEERL, HTTP
IVRRAMNY—N—ICRPEEHFBROBENTHERATEE T, RAHFERME ( Firehose A b
J—AREICEDIS ) ZBETCEUIIANBEEEINAEVESE. ANV—LAREIZEIVT
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"records": [
{
"data": {
"messageType": "DATA_MESSAGE",
"owner": "123456789012",
"logGroup": "log_group_name",
"logStream": "log_stream_name",
"subscriptionFilters": [
"subscription_filter_name"
1,
"logEvents": [
{
"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208016,
"message": "log message 1"

"id": "0123456789012345678901234567890123456789012345",
"timestamp": 1510109208017,
"message": "log message 2"

B
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