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Post-incident analysis

Reflact on the Incident
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improve customer experience.
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Escalation plans + Contacts
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Runbooks

Amazon CloudWatch
Use monitoring to start an incident
the moment they are triggered.
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Response plans
Be prepared by defining templates
that engage responders and activate
a runbook at the time of detection.
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Incident + Analysis
Collect information to diagnose,
remediate, and learn from incidents.
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ChSsOBHAER, ENAMLTFNAAZEAVEDETF Y RIILELTHIRTSZZET, WOTEFY U+
LTEET, HAXOBHAZEERZE. BEAVEDLELSTNSAAZHIKRTISZET, WOTEEAZ
FroeILTEXT,

BEAVEDEASEVEDLEF Y RILZHIBRTSICE

1. Incident Manager 1>V —)L IZBEL., £EOFES—>arhs SAVEDYE ZBIRLET,
2. HIRIBBELVEDLDEF YR ZNH2EBLVEDLEZEIRL, MEZBRLET,

3. HEBRITBIEVELEFYRILOEICHD HIRR ZBIRLE T,

4. [EHF] ZBIRLET,

BULVEDEF Y RILOFETIT 171

FINAREFT VT 47T 3IC1E. UNSUBSCRIBEEIREL £9. UNSUBSCRIBE LIRIET
&. Incident Manager & 7/N 14 A& IBETERLSBEYET,

BUELETFYRILOBT VT AR—>3Y

1. Incident Manager # 5D XY £—2 (2 START LI REELE T,

Incident Manager AV =)L ICBEBL, EOFET—>32 A5 SBAVEDE ZBIRLET,
HIBRTBZEVEDLEF v RILEZNF H2BBVEDEZERL., EZERLET,
H—EADTIOTAR—23 2 2BRULET,

Incident Manager A" 5 TNA AICESNTEL 7OTAR—=>3 21— R ZAHLET,
[7OT1471] 2 BIRLET,

o a k~ w N

I2T7 =X NETE

T —2 X NetE, Incident Manager ABIVWEDEF ¥ RILZV DIV TF—I X NTBH%Z
EELET, BLEDLEFYRILEG., IO AVNOBRBAISELEIBEBETERE I 7F—2 X
JRTEERT, IVT—IXUREEE, TAHAL—2 3V EERLFNSFTETCEATERT, T
AHAL =23 FBEOFMICDOVWTIE, Tincident Manager TO T ANL —> 3 VB NRE, 25
BLTLSEZL,

B It & E X
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1.

2
3.
4

Incident Manager 1>V —J)L ZH&, EOFES—>3arhs SEAVEDLE Z&RLET,
BWEDLEOER ZERLET,
BERVEDLEOT7ILZR—LZAAL, —ETRERBITEEIAVTAZEELET,

BULEDEFYRILZERLET, 2 OULOEBZ R/ TOBVEDETFYRILZFEATSC
EZBITHLET,

a. RA7T(EX—=), SMS, &) ZBRLET,
b. BLVELEFr+¥RIOEBIAELEBINZADLET,

c. E X—JL:arosalez@example.com DL D BZEVEDEF v RIOFMERMHL TS EE
Wo

BHEOBLVEDEFYRILZERTZICE,. BALELDEFYRILOEMZBRRLET, BMEh
EHLLBWEDEFYRILIZEIL, ATYT 4 ZBVIRLET,

I =X NeTBEZERLE T,

/A Important
EBREZEIVT—C33ICR, IV XV NTEZERTDILENBYET,

a. BAVADBFrRILBEEBIRLET,

b. Incident Manager A CORBEVWEDLEF ¥ RILICSMIBDETOIVT—I X NOBEBD S
BFIDIBEERLET,

c. BAOBVEDLEBEFYRILZEMITSICIKE, TUF—I X NOEMEZBIRLET,

I — XU NtEZEEEZELTH S, ERZEIRL FT, Incident Manager &, E&xE &
VWAL EF Y RIICTIOTAR—3 - REFEELEY,
(A723a)BAVEDLEFYRILETITFAR—>32F 32, Incident Manager A" E&E L 7=
ZBRVEDLEFYRIICEELETOTAR—=232D—RZAHDLET,

(A7 23aNFLVWTFIOT4R=232I—REZEETHICE., ILLWI—-RZEEFETHZER
LET,

10. R T]ZBRLFT,

SEVEDEZERL., TOBRVELEFYRILETIOTAR—=>320kEs, TAHAL—>3VE
BICHEBEVWEHLEZEMLT, TAAL—23 0FI—2Z2FEHTEET, TAHL— 3 VEHE
DFEMIZ DOV TIE, Tincident Manager TO T AAL —> 3 V5TEORE) Z28RBLTLKEEW, B
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BIVF—2XMORBEEICSEAVEDEZEMTEER T, MISFTEOERDFFMIZ DOV T,
FIncident Manager TOXGETEINRIEL 2ZRL T EEL,

EREDOFMET RLAKRICAZKR—NTB

AT MERE NS &, Incident Manager I EFBAEZIF SMS BAZFEAL THEEICE
HMTEET, FUOHL LIk SMS BEHAH Incident Manager 5 NDENTH D & ZBEEICTHER
TE5S ., TXTORBEEN Incident Manager DIREH— RERK (vef) 77 AL EENAILT
NAADT RLARICADVO—RIBDCEZHEHSOLET, 7 7 1 J)LIE Amazon CloudFront Tk
ARENTHY, AWSEAN—FT1>3a>>THRRATEET,

Incident Manager .vef 77 /)X D O—RTDICIE

1. ENAILNEKRT, UTO URL ZBIRE 2(F A B L ET: https://d26vhuvd5b89k2.cloudfront.net/
aws-incident-manager.vcf,

2. T77ANEENALNTFNAAOT RLARICREFXRIZFEAR—MLET,

Incident Manager TOZF > A—IILAT S 1—)L DiEE

Incident Manager O > A—J)LAT 21— T, ARL—ZRONANFBEBZA T NFREL
EBEICBATA 1Y —ZERLET, AA—INATD1-I)E, TOARTD1—-)LAICERT
P1O2FLEFEHOO—FT—>3 0 TERENET, EO0—FT—>32ICEF. HFR 30 BAOERKTE
EHBENTEET,

FA=ILATP1-=)L&ERLES. TAAL—23VFEICIAAL—23ELTEDHSC
ENTEERT, TOILARAAL—2 3V EICEETD AT MEET S E. Incident Manager
FATZ1=)ICH2TADA=ILOARL—RICBHNLET, TOE, COEKEIIVTF—>
XV RNEBRBETEET, TAAL—2YaVEETR, IAAL—2308ROAT—JICbk
T A12REOAOA—NAT D 1—-I)LE LV 1 DU EOEBIDEREEZIETEERT, FMICOL
Tk, Tincident Manager TOTANL —> 3 VETENERIE) BSBLTLSEEV,

® Tip
RANTZO9FTF4RELT, TAAL—23VFEOIRAL—23 0 F v RILEL TELE
EBROCAA=INATD1-)Z2EBNTEHEZ2HE#HMOLET, XIC, MEFTEOIT
JF—=IXRNEULTIARAAL—2 3 it EZBRTDMBEN HYEST, COT7O—F&F,
HBROA T MRRBICHUTERARBEOANL YD EZRHELET,
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EAVA-NATZ1—-)BHEKR8 2OO—T—>32&#HR—MLEI, O—T—3IVRBEE

TEBRIELE, ARIERITIDCEETEERT, chiZkY, 1V FURNREFBIRSTEIELOE
HENBARL —ZOBHNBAET, BERLTRITIDO—FT 232 ZERTDEETERT,
ChiZ&l), BUY—ERZYR—KIBTILN-—THAERPICEFEETS "70-HHY2 1 1227
YREBOLSIBIFTUTANARICEY KT,

cOteo2a>vORNEY IR, AT IRREROAA—NATD 1 —-)LOEREERICHKIL
5%9,

N =R

« Incident Manager TOA =) AT 1—-)LeO0—FT—>3 2 OEK

« Incident Manager TOBREFEOAA—IIATZ1—)LDEE

Incident Manager TO A A—)LAT 2 1—)LEO—FT—> 32 DERK

EHRENO—T—a2%& 1 DULEBCAYI—LAT I I—LEERL. Y7 RBILAVIFY
NS TEB&SICLET,

HIRITBDHIC

FAVA=NATZ 1= ZEKTDEIC,. AT21—I)OAO—FT—232ICEMNT2EKLZEEFIC
ERLTWAZEEZBRBLTLKEEV, FMICOWTIE, Tincident Manager TDE&EDRIE, %
SRLTLSEEL,

E B[ (DST. Daylight Savings Time) ZE N EE

A—7—23a>zERT%EER, cOO—FT—2aVICEETHDZ7MNANLYDPEHBASRT BN
NDEELZZTO-NILERALY—2ZIBELE T, Internet Assigned Numbers Authority (IANA) (2
EOTCEBENLEFERZEDRALY—2Z2ERATEET, Hl: America/Los_Angeles, UTC, KT
Asia/Seoul, AV A=) AT 1—)LIZBHBOO—FT—>32ZEBMTEXRT, LEL, &O—
T—2aAVDINEENMEBNICERDZZALY—2VICVWEEERE., EO0—F7—3 2N DSTOEE
DHREBDAREMNIHDEITFELTLSEETL,

FlZ(F, America/Los_Angeles & Europe/Dublin TEE%2 DST AT 1—/LAEAE
NET, TOLEH, S 22720V—2ORERK, TOFORFHICK>T 6 EHENS 8KEAET
ZEITHAEMENBYVET, flAEF, 74052 F2I—-ILAT2 1)L Tk, America/
Los_Angeles &V Europe/Dublin Z4 AV —2ICFNEN1 2OO0—FT—>38FHd &L
£9, cOBITEH. DSTOEEICKY, 1REO 7MYy 7E LR 1 BEOS 7 NEENF AT
TA-I)ILEENDENBYET,
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COLSBRAEZRTD IO, ATOF7T7O—FEZHRELET,

1. Z2A—LAT21-)TOO—FT—>32IXTUC 1 20RA LV -2 ERALET,
2. BEDRALY—VADOBEEZENETRHEEE, RBFEZFAELET,

EO—FT—23>Z0—AINEZALYV—ICEIV)HTSHEEE,. DSTOHICAT S 1—)L &R
TLEEV, RIC, BEIZBLUTO—FT—>3 07 NEREZFHAEL T, DSTOZEN EMICES
BIC, A=) ANLYDICBERLAVF Y Y TREENFrELAEVELSICLET,

FVA=NATD 1) KT BICE

1. Incident Manager AV —)LZBH&E XTI,

2. EOFES—23ar T [AYI-NLNATZ 21— ZERLZET,

3. [AVOA-NLNATZ1—)L&EK] ZBIRLET,

4. [RATZ1—-)BIICE, AT21—)Z2#EHBTHDICHKILDOHE (MyApp Primary On-call
Schedule 5 &) ZA DL &E T,

5. [AT21=)ILIAVUTAR]ICEF, BEOAWS U—232 TE—ENDIA T A (my-app-
primary-on-call-schedule & &) ZAHLE T,

6. (723 [ZT1EET, 1 DULORITXF—ORBABRIPEORTZAA—IINATD 21—
MZERALET,

BT, VDY—RICE)ETBATSIAOAET—E2TY, T Z2FERATHE, BN, B
. REBEDERTEBAETIYV-REZFETEFET, HIAE. AT21-)IICRTENT
T, 2THE. BENBARL—ROEAT, YR—FNITBIAAL—2aVFtEZHRBITESE
9, Incident Manager VY —AAD XTI OFMIC DWTE. TIncident Manager T®J Y —
ADZRTR 1 ZZRLTLEZ L,

7. H#WVWT, AO-INATZ 1)1 20 EoO0—F7T—>3 2 ZEMLET,

Incident Manager TA > —J)LAT21—)lOoO—F7T—> 3> Z2EHKTS

Z2A-NAT21-)LO0O0—FT—>32@, TRV OBAMICEZILZEELET, £, 7
RRRFODEBREECEELE T, 1 20FYA—)LATZ1—-)IIHEKRE >OO0—FT—>32%8D
BLENTEFXRT,

Incident Manager TEEEE L TER LU EEEOBAZO—T—23ICEMNTEERT, EREDE
BIZDWTIX, Tincident Manager TOE& T DIEIE, ZSHBLTLSEE L,
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O—7—>32&ERETRIE, R—THAO[TLEI—-]ALVE—T2EOARTZ1—-)ILIFTED
KOILRTRENDHD ZHIETEERT,

ZVA=LAT21-)oO0—7T—2 32 2ERKTRICE

1. [FAYIA=NLATZ1-)I0OER]R—>20 [A—F—>3a>1N1wov>a>T, [A—FT—>3>
ZliC. O—7—>3 > %&RT5E8 (00:00 - 7:59 Support F/=IF Dublin Support
Group) ZABNLET,

2. [BA®BAlICE., coO—F7T—>a FExCk% A% YYYY/MM/DD X (2023/07/14 13.E)
TAHBLZFET,

3. [RAALY—21ICRE, COO—FT—30THEELES7MNANLY PKEASLVCBENOEEL
BRTO-NILEALT—22BRLET,

Internet Assigned Numbers Authority (IANA) IC& 2 TERE N EEEND R LY -2 %FH
T&ET, fl: "America/Los_Angeles; . "UTC, ., E£7 (& TAsia/Seouls . FIC OV T
. IANADITHARD "EBALY—VF—BER—A, 2ZRLTEE,

/A Warning

FEO—FT—23 @ MBENRA LY —VICEDILKZENTEEXT, L, BIRLE
BALY—TERENfEEENDE, ERVLEANLYD D4 RUICHETSH
REMNFHYET, FHEICODVWTE., COREY ITHRL 2z TERRE (DST, Daylight
Savings Time) ZENER ) ZZRL T EE L\,

4. [A—FT—23aVRBEZ] LK. COO0—FT—> 32 ORKRKZ%Z 24 KB hh:mm £ (16:00
BE)TABLET,

BEULEZRALY—2VERBBRRALY—2ICVBDEBEORMBBFEOEVCEZELTLKSES
Wo HlZIE. America/Los_Angeles 2R A LAYV —2 &L T, 00:00 2O0—F7—> 3 K
BEELTENRTNBIRLESE., TALZROZ T TIEE08:00, 1 ROLVINA Tl
13:30 IC XV F T,

5. [A—7T—23 RTRAIICE. CoO—F7T—>3 0K T7TEZZ 24 KR hh:mm £ (23:59
BEYTAALET,

(® Note
O—7—>3a>0ORBASKTETORRER 30 ZULETHETFRERYEE A,
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6. (A72a)O—FT—3 0RETE 24 KEICHRETSICEK, [24 BEAH/NL v 2] &

RU., [A—T—2 32 HBRZ] 71— RCZOO-T—>3a2>0RBRZZADLE

T, [A—T—>2aRTRAN OEXEBNICEFRELET,

BlZE, A=) Z 24 KEAANLYZICLT, FEIMMBICO 7N EEETIHEE. [24 &
BANL YD) 28R, BRBEELT11:00 ZAHLET,

7. [BRBHCE, CoO—FT—2a>hrBEMEBRAZERLET, HIAE. 7> O—-I)LFEICE
ROANLYDZgdBEWEER, [BEH] & [1ER] ZBR<INTOAZERLET,

8. #mITTEKLEZO—T—>3ICEMLET,

Incident Manager TA > I—J)LAT 2 1—=)lOO—FT—> 3V ICEKEZEMNT S

FA=NAT21=)loO—F7—>3> &, 1 ALEDOEREZEGFT 30 AXTEMNTESE
¥, Incident Manager DEXETHREET N TV R EBEN SBEIRLET,

BigEEO—T—>3a2CENTRE, TOERERFAI-LEBO-RELTEMEZZ(THS C
ENFBYET, BAR, EBTOFHOBEEESYIC, EX—JL, SMS, FLEEFBETEESE
hdEefHBYERT,

BEEOEERS LEKAOBANAT 3 ICOVWTIEE, Tincident Manager T E&EDIRIE, %=
§F§b1<7:é L\o

FA=NLNAT21=)loO0—7—>3a 2V IlEKEEEBNT S ICE

1. [F2OA-ILATZ1—-LOERIR—J00—FT—>3>0 [EigEk]| O3> T, [EEte
EBmMEEGHERTS] ZBRLUET,

2. [EREOEMRLRHIRIZATOTRY VAT, O—T—232VICE8HREBEODIAITA
ZEBRLET,

EEEZERIDIEFGE, O—FT—232ATP1—-)TRIDVCVARNENEIEFTY, EIHEL
ZEMUERTIEFZEETERT,

3. [MERR] ZBIRLZFY,

4, BEEDEFEZZETDICE,. TOI—HF—0OTTHREZEBEIRL, Up
( .
R > & Down
( .
REZ2FEALTEBEDIEFZEHLE T,
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5, #0T,. O—FT—>32ERMLTEYXDOZTROBENVELSFLTREZEELTSEZ L,

Incident Manager T 7 hD#&VIBRLEREZEEL, O—F—>3VIZX T zEM
I3

ST REVELE, O—T—232A0OEBENZTI-IICHAY TRHEEZEELERT. &R
Loz, B, B, FLEABRTEETEERT,

ST7hOBVBRLEREZEEL, O—FT—>32ICRTZEMTBRICE

1. [FA=NAT21=)IOER]R—OO0—FT—>3 >0 [#&Y)ERBRLEE] V>3 >T, LT
NDEBREETVET,

c [Z7 R ND#EVIELZA 7] Tk, Daily, Weekly, KT Monthly A SEBIRL T, A
O—-Lo>7 No#GHEr BEM, BEMN, FLEAENOVTILTHEILP ZEELE
9,

s [7RhORET]ICE. T NOMGER, AR, KLEARZADLET,

PIZE, Daily ZBIRL T1 ZAHNLIEBHE, FEKEOA DI T NE 1 BRESR
Fo Weekly ZBIRL T3 ZANLLBE, FEEREOA DI T MG 3 BEKGE R
EE

2. (7232 [ZT]HEET,. 1 2RLOETF—OEAEEORTZO—T—3VICERALE
EE

RIE, VDI—=RILENHTBAT2Aa2DOART—RTY, XTz2EATSE. BW. A

E, REBREDETRTETRBAETVY—RAZDETEET, flAE. A—FT—>3 22T &N
FT, BV Y TSNEEHZEDER, BEEhDFEOANLYZORAT, Y R—KFTBIA
HAL—23a 5 BEZBEETE LT, Incident Manager )Y —AAD R T FFOFEMIC DOV TIE,
Incident Manager TO U Y —ZAN R T, 28RBLTLEEV,

3. (HE)HLUA—OT7TLELI—ZFEALT, AVO—-LATZ1-I)OANLY ZICERLEL
FryvTHABVCEZBIELETD,

4. [Create] ERX) ZBIRL E T,

Z2A—NAT21- ) ETAAL -2 32FBOIANL -3 FyRILELTEMTED KRS
LAY ELE, FRICOVWTR, TAAL -3V EZERT S EZZRLTSEET L,
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Incident Manager TOBBFEDO A A—I)LATZ 1—-)LOEE

COtEIZAVORBR. ERBEAOAYA—ILATZ1—-I)LOBRECRIEET,

Nev o

« ZVA-MNATTZ 1) OFMERTIS

« ZVA-MNATZ 1) OmRE

« ZVA-ILATZ1-)LOIE—

« ZVA-NATZ1-)O—TFT—>32ICNTRLEEDERK
« ZVA-MNARTZ 1) ZHIBKRTS

Z2A=NATZ1-I)OFMEERTTS
[F2A—LAT21-I)OFAERRIR—DTRE, ZAVI-LATD1-I)OBEZO L O THER
TEEXT, cOR—DIIE, BEH#NS AT, RICHES A D-ILEBZHICOVTORERE
BENTVET, COR—DIIEF,. REOKBICEDEREN AA-ILTHI L ZRTHL X —
E1-HUET,

FVA—LNAT21-I)OFRZERTTBICE

1. Incident Manager 1V — )L ZBHE LT,
2. EQOFES—23arT[AYI-ILNATZ 21— ZERLZET,
3. AVA—INATD1-)IZ2RRTDITT. ATOVFhAZETLET,

s AILVA—0OBEE1—ZR<ICR. ATZ1-)ILITAVTAZBRLET,
R E-

TOSOHFREZERL, [RT] ZEBRLET,
c AT21-)OALYE—E1—ZR<ICR. [ALYX—&XKT]
ZEBRLET,

ALUE—E1—T, ATV 1-LOBEOEROEREDENEERTEE, B LTSN
17 NORMAERELLY, LEEEERLEYTERT,

s ALVA—HNOBEOO—FT—2AVORTZEFAVELEFAZICTSDICE. O—FT—>3 2R
ORICHBALY FERRLET,
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O My First Rotation
B john-doe martha-rivera zhang-wei nikki-wolf
@ ] My Second Rotation

Z2A=NATZ1-)OiwE

F2A=NATD1-I)LERCZTOO—T—2IVOREZEHTERIN, UTOFMEIEHMTE
Ft A

« ATJ21-)LVIAVTFA

A

—F—> a3 HKBA

3

Nl
\ll
\I

O 0O

CNSDEZZEETEDHLLVALUS—OEBELTBRFEOAL A —EZFEATRICRE. KDY
ALVA—2JE—TEET, FMICODVWTR, 72O IIATZ1-)0JE—ZZBLTSEE
W,

ZVA-LNATZ1-I)E2wmETSICE

1. Incident Manager AV — )L ZBE LT,

2. EOFES—232>T[A2OA-NATZ1—-)]ZE8RLET,

3. ROVTFhHLZERITLET,
WEIDAVA-NATZ1-I)OFTICHRDTOFRE 2B IRL, [wE] ZERLET,

Z2A—NAT21-IINOARTZ1-NLNITAVTRAZERLT [FADA-ILATT1-)ILD
AlERRINRN—DEHE., WE] ZBRLET,

4. FDVA-NATZ1-I)IBrROCZOO0-—T—2AVIHEZREZMART., FAREZ. RTH
Zl. BigE., BLOCRVEBELBZENDO—T—2IVREATVIVEEETEERT, LELCKL
T, AT21-)0o0—7—>3 0 Z2EMERHRTEERT, EEZMADE, ALVH—0
T7LEI-ICRRENET,
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R=EQOFAT2a>OERFEICOVWTIEE, Tincident Manager TOA > I—)LAT 2 1—=)L
EO—T—>3 20K ZZRLUTSEZL,

5. [E# ZBRLET,

/A Important

LEEZBCATD 1) 2imEI2E, EEARN LEECKEIZARMIBUET,
LEBENFHMBFERY) CRETATVR L ZHEITDICE, ATD1—-)Z2EFHLLE, >
7hEEEZERR<KREI L ZHEHLET,

A=)V AT21—-)OIE—

BEOADA-INATD1-IOBREZFHFLVWATD 1 -IILOHRKELTHEATSICE, ALY
A—0IE—ZEHRL., BDELCISUTEETRENTEET,

AN AT21-)l2dE—FBICE

1. Incident Manager AV —)LZHE XTI,

2. EQOFETS—2a>T[AOA-LNATD1-)]) ZERLET,

3. AE—T2AOA-INATD1—-IDFTICHZIZIAREZERLET,
4. [Copy] (OE—) ZBIRLET,
5

ALUVE—HBrETOO—T—3IVIMEBEBREEEZMAET, O—T—23a2RBEBEICRLUT
ZE, BN, FLEHIBRTEERT,

(® Note

BEOATD1-)2dE—93%%E. O—T7—2322ECHLVHKAZEETS
BEABYWEYS, AE-—LEATZ 21—k, BBEEABEOO-—FT—>32 &Y R—
RLTVWEEA,

R=DEOFT2a>OFEAFEICOVTEE, Mncident Manager TOA > I—J)LAT 21—l
EO—T—230EMI Z2RLUTSEZL,

6. [Create copy] (AE—ZERK) ZiBIRL £,
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I—¥—%( K

Z2A—NAT21-)O0—FT—>32ICRNT2LEEDEK

BFEOO—7T—>32AT21—)LIC1BRYDEEZMAZDLEN H25HEE. LEEZZEKT
EET, LEECRY, EBEOTNOINTEREF—BEAOERECEEBMADENTESR

T BEOZTNIRIENDLEEZERTDCEETERT,

Bk, O—T7—232ICBRICENETSNTVRENNAKALEEZICEVYHE TR ENTEET,

HALUA—TLE1I—Tlk, EEEThIEST7 NI, BEOESETRHEB<KBEEOEETRRIENE
T, UTOE%H T, John Doe & Martha Rivera D> 7 hD—#ZEL LEEEZT, 5A5HHA,55

B 11 BIEATT ZhangWei A2 A= THB DL ET,

On-call schedule details | Edit || Delete |
Schedule details Schedule calendar
May 2023 | C H Create override | | 4 H Today H > ‘
America/Los_aAngeles (local timezone)
Sun Mon Tue Wed Thu Fri Sat
z0 May 01 02 03 04 05 06
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
zhang-wei

07 08 09 10 11
00:00 - 23:59 00:00 - 2359 00:00 - 23.59 00:00 - 23:59
zhang-wei zhang-wei zhang-wei zhang-wei
14 15 16 17 18
00:00 - 23:59 00:00 - 23:59 00:00 - 23:59 00:00 - 23:59
martha-rivera | martha-rivera  zhang-wei zhang-wei

12 13
0000 - 23:59
martha-rivera

19 20
00:00 - 23:59
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ZBERLET,

4. ROVWThHERFLET,

[EE= %R 2BRLET.

ALYA—TLE 1 —CEBENDEHZERL, [P 7 hELBE] 2BRLET,
5. [Y7REBEOER|AATOTRY VAT, UTFOBREERFLET,

® Note

LEENRETBIDVIBLSEEL IO D THILENHWET, LFEER, 6 P AURNICRET
BT RNCHUTOHEETEXRT,

a. [O—7—>32%Z&R| Tk, LEEZEXITZO—T—320BRZERLET,
b. [MHA] LK, LEEZRHKIZANZERIEEADLET,

c. [AHEBEK)ICE, LEEZRBIZELZ hh:mm 7#—XY RTABLET,

d TR, LEENMKRTIZENEZEBRELBADLET,

e. [RTBRICE., EEENRTIBEZZ hh:mm 73 —XY RTABLET,

f. [LEEEREZER TR, LEEHPEFCAI-)IoO—FT—> 3V EREOERZIE
RLZET,

6. [EZFEEZFEX] ZERLKT,

LEEZZERTRE, MERDERTHEITEXRY, LEEShE 7 M0EBEBREZERTD L,
TOITRNLEBEENESTRTHRZZENRRARAY VALRRENTT, [LEE ZHIER] 2ER
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Z2A=NATZ 1) ZHIBRT S

BEOAA—INAT D 1—=IHFFEICE 2 FEEEF. Incident Manager »* SHIBRTE X T,

BE, AV LATT1—LEIAHL—YaVFrRILELTEALTVWBIAAL— a5
BE-ESHEN 5288, ATV 1—)LEERTIBHMICTNSOHELN S AT 1—L &K
THRENBYET,

FVA—NATD 1)L ZHIKRT S ICIE

1. Incident Manager 1V — )L ZB&E X T,

2. EQOFES—2a>T[AOA-LNATD1-)]) ZERLET,

3. HIRIZDAVI—INATZ1-IDITIEHDZIFAREZERLET,
4. [Delete] (HIRR) 20Uy O LET,
5

(A OA=ILATZ1—=)LZHIBRLEITANZATATRY VAT, TFARNRY JAIC
confirmZ A DL FT,

6. [Delete] (HIBR) 20Uy OLET,

Incident Manager TOLAHDL —2 3V EtEORE

AWS Systems Manager Incident Manager &, EZRX A DELZLER A A—ILATI1—I)ILADIA
HAL—232NA(ZARAAL—230FvR)\) Z2RHLET, BROTIAAL -3 FvX)%Z
BEIC1 204 FRMIRYRABCENTEET, TRAAL—23aFryXILICEBEEATY
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I =XV NZEARBLUER, FTEOIANL -3 2 EFELETRINESH ZBRITBEETE
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EETEERT,
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AF—T

TAAL—=232EETR, BAT—INERENLEIBERHRIDAT—JZ2FEALET, &
T—IILRBRROBEBYIBYET,

« BB - ROAT—CZRBIDETHENGHIZEH, TAHL -3 2HEOE1ATYT

&, IV =X MRBREND ERBENET,

TAAL=232F ¥R —TAAL—2320Fv IR, B—0EBE, RLEERBEHAD
AT21— IR TERZO—T 2323 2EBOEBRETERENDFA > I-ILATD1—
LTY, TAAL—232FETR, ERENEIVY—I XD MNTEZERALT, EF v X)L %Z
I2T=IXRLET ROAT—TJICETHEIC, TAAL -2 3a2FBOETEFLETDELDS
ICEIRAAL—23VFYRILERETERT, FAT—IVILR, BEROIAAL—>32FrXx
NEEHBDENTEET,

BERIDEZEDEY NT Y 7IZD2WTIE. Mincident Manager TDELE L NDIRIE, 2SBLTL K
TV, AVA=INATD 1= OERICOVWTIEE, Tincident Manager TOFA > I—)LAT 21—
IDBRE, ZBRL T EE L,

TIAAL—> a2 EtEZEKT S

1.

Incident Manager 1>V —J)L ZB&, EQOFES—>3arHhs TAAL—3a2EE Z&RL

S
TAAL—2a itEOERERRLET,
[BRIIICIZAAL—23aFtEO—ENEE (My Escalation Planx &) ZANLET,

[TAVT A, FTEOBBICKILODIA T A (K Emy-escalation-plan) ZA DL &
CI

[AT— O] 12, Incident Manager "X D AT —J ICELETICHFE T2 0BEANLE
ER

[TRAAL =232 F ¥R ICE, CORT—IRICIVT—IOANIREBEELET
O—LVATZ1—=)L%Z 1 2 EEBRLET,
(A72a2V)BBANFIVT—IRXANEEAFELELECIAAL -3 itEZFELEESI(IC
&, [770ETELEARE] ZBIRLET,

COAT—DICHOF Y RILZEMTDICE. [LAAL—232FvXIILZEML TSEEZV]
ZEBRLET,

TIAAL—=232FBEICRHDAT—J2EMTSICE. [AT—TZEMN 2BBRUEXT,
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10. COIARAAL—232FBEIEAEBRIAAL—2a2F v RIVNEAT—JOEBMARTIEE
T, FIE5~9 Z2#&VIELET,

M. (7232 [ZT1HEET, 1 2ULEORTF—OEREBEORTEZIANL —> 3 VFEICE
RALET,

RIE, VDI—RILEHTBAT2Aa2DART—RTY, XT2EATHE., B, A
E, REBEDETREEBLAETIY—RZSETEET, flAE, TAHL—>3FHEHIC
RTZFHT, COFTEZEATIA T NOEE, COFBICEFNDIANL—> 3
VFYRILOEE, COFENFNYR—NIBIANL—2 a3 FEERBBTEE T, Incident
Manager J Y —AADZTFFOFEMIZ DOV T, Tincident Manager TO U Y —AD X T 1+
1 Z82RBLTSEEV,

12. TAAL—2 3V EOERZERLET,

Incident Manager TOF ¥ v KN F v X)L DORE

AWS Systems Manager ® —#¢8£T& % Incident Manager IZ&k V), 1 > F 2 NBEBER AT
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7Y 21 LFET, Incident Manager l&, ChSOBHZF v Y NIL—ARETEELLEL1D2HULED
Amazon Simple Notification Service (Amazon SNS) hEY U ZFERAL TEEFELET,

AWS Chatbot & & T Incident Manager &, A TOF7 7V T5r—>3a>oF vy NFYXRILEHR—K
LTVWERT,

» Slack
* Microsoft Teams

* Amazon Chime
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s FYYRFYRILEBU LEXE

BAT 1. F+¥Y RFY¥XILO Amazon SNS NEY VB ERELIFEFH T
73

Amazon SNS . NTUYS ¥ —ABHT RIS, N— GEEBLTEBELERENET) AD
XV E—DBEEREBEITINI—I RY—ERATT, RITERK, BT VARSI NBLVBEE

FYRILTHIRNEY VXYV E—SRREETEIET, SEHLIRYPHWICEELET, Incident
Manager (&, 1—H—ASEtBEIICEENTE 1 2UEORNEY O RFEALT, 10 F 2 NCHE
ITRIEHEA T NSBEBICEELET,

XISETE T 1 2B E® Amazon SNS REY O A F O RBHICEDD ENTEET, X
ZI\77'77-4Ztl,'c L7V —2artey MCEMULAEZEAWS U—23 2 I2SNS REY S
BERTIHVEN HV)ET,

® Tip
KRB EY NTYTO—070—2RBRTBHICE, £ AmazonSNS REY U %
Incident Manager TERATALSICEETSI L ZHHMHOLET, RENTTLES,
FrY RFrYRILEZERTEET,

F¥Y RF¥XZIDO Amazon SNS REY U BERETLFEHFITBICIE

1. TAmazon Simple Notification Service RO Y /N\—7 4 K4 ® "Amazon SNS hEY T & 1E
Bi ODFIEZITVET,

(@ Note
hEY DZERL LR, NEY VZRELTTIVEARIS —ZEHLET,

2. ERLEREY VZEBIRL, NEY D Amazon JY—AX—LA (ARN) % arn:aws:sns:us-
east-2:111122223333:My_SNS_topic BEDHRTAETHAIE—LET,

3. MRE)ZEBRL, [TOEARII—€I2a2ZRBEALT, F7A2)LNAAOENMDT 7 A
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4, UTOARAT—MAVRZRID—0O [AT—M XY N BEHICEMLET,

"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

},
"Action": "SNS:Publish",
"Resource": '"sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {
"AWS:SourceAccount": "account-id"

}

#unnntt B A TO RS ICBEBRZIET,

* sns-topic-arnld., ZOV—=3a 2 ACHERLIEZRNEY 20O Amazon YV —AXR—LA
(ARN) T, X l& arn:aws:sns:us-east-2:111122223333:My_SNS_topic TT,
« account-id &, 1—Y—HHEZLTVWB AWS 7HDU N ®ID (111122223333 & &) T
EP
5. [Save changes] (BEEORTE) ZIVYILET,
6. L7VT—23> Yy NIEENDZE) D3I TIOAEZE)IRLET,

XA 2: AWS Chatbot TF ¥ Y N F ¥ XL ZERTS

Fv v NF¥XJIE. Slack, Microsoft Teams, F7= Ik Amazon Chime THERTZEE£T., MISFTE
CEICBEBRFYYRTFYRILEGE1D2EFTY,

FrYRFYRILEODVTR, BMFEOTVVINLCRS CEZHBOLET (ZRAVEETT
PEHICHBULEOTVEAFAZI - —ICEZXABEV), Xz, AWS Chatbot F¥ ¥ hF ¥ XL D
XN=2Y TEEMNICHRBIDILEN BVET, LEI—G, BUIZSEESLTHORAT—Y
RNE—DOHRDFFYYRTFYRILCT IV ELATER L ZHRFEITDDICRIUBET,

AWS Chatbot A" E%57% Slack F ¥ ZJL# KT Microsoft Teams F ¥ X)L Tk, 41 > F 2 MNEEE
l& Slack & 7= (& Microsoft Teams 7 7'V —> 3 2 H SEE® Incident Manager CLI N> RZE
BRETTEXRT, FHMAICOVTE, "FyryMFyXRILZBLULNFE) 28RBLTSEETV,
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BREICUTZEOTLSEEL,
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Microsoft Teams
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ZEATEDELSICTHLEDIC, HBENDZ T IV ELAFAREEZRLET, Y R—KEhTV2
Fryy NOXRZFERATDE, 4122 F 2 NSEE Microsoft Teams F¥ Y RF Y RILAS
BESAIOFUORNEEHLT, METEEXRT., FHFHIEODVTR, FrYy hFryXILZBELU LN

EESELTIEE,

Microsoft Teams TF ¥ Y R F ¥ X ZERT D ICIE

TAWS Chatbot Administrator Guides @ "Tutorial: Get started with Microsoft Teamsy ®3F

JEICHELV, BREICUTZEOTSLEEZL,

ATYZ 100 [A—ERE] T [FyXILO-)] ZBRLET,

ATY710d @ [R)>—FT 7L —B] T, [Incident Manager ® 7 ¥ = AFFAI] Z&ERL

-

ATYV7 M O[FrRILA—RL=ILORIZ—]D, [[RUZ—F] T

[AWSIncidentManagerResolverAccess] ZiBIRL £ ¥,

ATY 712D [SNS REY V12V 3a>T, UTOREZTVET,

c V=231 T, LZ7UT—23>tYy NIEEFhD AWS U—23> ZBRLE
9,
« [NEY TN T, TOV—23TERLESNS REY I EZEIRL, Fry NFy XL
ANDAVI T RNBROEEICERALET,

c L7UT—232vEy NAOU—23VZEMT BT, BIOoU—23 > ZEM &
BIRL, V=23 BLVSNS hEYVEZBMLET,

Amazon Chime

Amazon Chime TF+¥ Y N F ¥ XILEER TSI

TAWS Chatbot Administrator Guides @ "Tutorial: Get started with Amazon Chime, ® )&

LRV, RECUATZEOTEZ L,

« ATY 7 M D[RV —FT27L—NRK] T, [Incident Manager ® 7 ¥ = AFFA[] Zi&RL

£

« ATY 7120 [SNS REY 1193 3> T, Amazon Chime DI 77 v VICBHA%ZEE

T35 SNS REYIEZBIRLET,
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EE
« [FEYO 1T, 20OV —23 2 THERLEZSNS REY VZBIRL, FrYy hFr X
ANDAVT T RNBHOEEICEALET,
c L7UT—23vEy NAOU—23VEEMTR T, BIOU—23 > ZEM &
BIRL, V—23VBKRTSNS hEYIZEMLET,

(® Note

142 F 2 NBEE D Slack X Microsoft Teams DF ¥ Y R F ¥ X)L TERATEDF v v
KROY > Ri&. Amazon Chime TlrHYR—KRENhTVWEEA.

2 A% 3:Incident Manager OXIEFTEICTF ¥ Y RFYRILZEMT S

WNSFTEZERREEEERTRIEEL, BEENEREZRY ., BNBEHREZITIMZ-HOF v Y b
FYRILZEEMTERT,

TSETEOER ) OFIBICHS &R, €232 1(FT23aNAVIFURRIST Y RT ¥
FIDEEL T, COXMSHBEICEETDA I TFUNIERATEIFYRILZERLTSEZ L,

Fry hFrRILZ2BULEXEE

Slack & & T Microsoft Teams O F ¥ X)L DHFE . Incident Manager ZEfA T2 &, WEEHRFUTD
ssm-incidents AN RZFEALTF Y Y R TFYRIASEESA VI TFURNERBETEDLSIC
BYET,

» start-incident

* list-response-plan

» get-response-plan

» create-timeline-event

» delete-timeline-event

» get-incident-record

+ get-timeline-event

* list-incident-records
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 list-timeline-events

list-related-items

» update-related-items

» update-incident-record

» update-timeline-event

TOTATBAVITFUROFYY NFYRILTIAN RERTITRICE,. LAToRERXEZEALE
T, cli-options k., ANV RIZEDDATIAVICBEHMATLLEZ L,

@aws ssm-incidents cli-options

IR

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7c10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records

Incident Manager T® Systems Manager Automation Z>>7 Y @
BR1E

AWS Systems Manager D #8£T& 2 AWS Systems Manager Automation D> > 7Y J & FERHL
T. AWS VST RBREADT ST —23EAVTSARTIOFYO—RNBERXIAIZBEHLT
EFET,

&S0TVvORTUTvoO—070-%E&LET, STV UT—U 70—k, Systems
Manager A’YZ—2 R/ — RELFMEO AWS VY —RARALTIZHLTRITTDT I3 THER
ENET, FUTVIOEBATRE, AWSUY—RAOXAVTFVA, #7044, 8EZEBHLTE
£9,
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STURNIRETRESATLNBENICS VT Y VZRBETEERT,
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Systems Manager Automation, 2> 7' v ¥, &K Incident Manager TOZ > 7 v U OEH O
C2O2WTR, ATOREY VZSRL TS EZL,

s MISFTEIICZ 7Y V% BMTBHEICOVWTIEE., Tncident Manager TOXGETEIDEREL 25
BLTLSEZL,

s STV IICOVWTEH LI, TAWS Systems Manager 1—H'—7# 4 K1 ® TAWS Systems
Manager Automationy & &kT* TAWS Systems Manager Automation runbook reference; 228 L
TL<EEL,

s SUTVIONERBEICOVWTIE, Systems Manager D€ Z#SBL TS EEV,

+ Amazon CloudWatch 7 5 — A& /=l Amazon EventBridge 1 X MZ &2 TA 2 F 2 MAERK
ENLEEEICEBNICS 7Y ORBUHTHEICDOWTIEE, MTutorial: Using Systems Manager
Automation runbooks with Incident Managery ZZB L T E&E L,
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« STV 70— 0ORKBRERTICHELR IAM T I AHA
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Incident Manager IZl2, 1 > F U MRBO—BELTS VTV IERITITRDT IV EAFANMBET
To chEOT7 I EAFTEMFTETBICIE. AWS Identity and Access Management (IAM) O0—)JL.
07y o —EAO—)l., BLUPF—KX—> 3> AssumeRole ZFEHAL £,

S7 VO —EAO-IIRHSEOH—EAO—ILTT, <OO—JLIE, Incident Manager (=% L
T, 2079y 000—070—-ICF7 VAL THABTR LOICBERT IV EAFTEZRELET,

F—KRX—23> AssumeRole BTV 7Y IRATHEEENTVREXOION REETITHNDICH
ERTIOEAHAENELE T,

@ Note

AssumeRole NMIEEE N TWAWEE, Systems Manager Automation (&% ® 1Y > RIC
07y O —EAO-)ILE2ERALESELET, AssumeRole ZHELEVEERK., 5
T O —EAO-ICSEBRT I EAHFANZENTZHLENf HY)ET, BEMLEVE, 5
TV IORENSOOANY ROERTICKBLUET,

EEL, EXF1VFTAORARNTZU9T1RAEL T, Bl AssumeRole DERZHEH L
£9, Bl0O AssumeRole ZFEATRE, FO—-NLICEMLEFNEESBVSELRT I+
AFAZFHPRTEET,

F—KRX—232 AssumeRole ICDWVWTFEHL <. TAWS Systems Manager 1—H'—H 4 R
O TA—RX—2 3> 0H—EAO—)L (A—LEEIESH2) 7O EAORE, #BBL T EE
(A

EE550Z2A700—I)LEIAMOVY =) TFHTERTEE T, MOFTEZERELEIEHRTS
=&, Incident Manager ICESESANDO—IIZERESEDZEETEET,

Z27 v oY —EAO-ILOT I AFA
STV OH—ERAO-LAT IV EAFTR. ATORS BRIV —IC&>TREFEEIFET,

RADAT—RK X MIZ&KV), Incident Manager & Systems Manager
StartAutomationExecution ARL —> 32 ZRABTEEXR T, cOAXRL—>32EF, 320
Amazon )Y —Ax—A (ARN) XX THREND UV —RALTERITENET,

2BEOAT—RAVRNIRY, SVTVIONEBEZITIETHIVRTRITENDEEILL, TV
7Yy OoH—ERO—LUNBIOTHIY NOO—-LZ5EZFRENTEET, FMICOVTE,
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TAWS Systems Manager 1—%—74 Ry O "EHO AWS V=232 ETFHIRTOA—b
X—=23a2VNET) 2ZRLTLEEL,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
"Resource": [
"arn:aws:ssm: *:{{DocumentAccountId}}:automation-definition/{{DocumentName}}:*",
"arn:aws:ssm:*: {{DocumentAccountId}}:document/{{DocumentName}}:*",
"arn:aws:ssm: *::automation-definition/{{DocumentName}}:*"

]

"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"

ZF—KX—2,3> AssumeRole 7 7t A5FH]

ISETEZEREIEEF T SBE. Incident Manager N ER TS AssumeRole IZ 7R Y F9 3
AWS X R—I RARVD —F, BBOFASEBRTEERT., ChsDORU>—F. Incident Manager
STV FIATHERENDEEETELE—BRNEARL -2V ERTIDT I EAFTENGE
LET, chsOIYXR—I RARUD—% 1 DBLEREIRL T, AssumeRole RUS—IC T I AFHA
ZERETEET, UTOXRTE., Incident Manager 1>V —J)LH S AssumeRole ZHERT B EEIC
BIRTEDRIS—ICOVWTHBALET,

AWS Y R—2 RIRUS—F RIS —DOFBHA
AmazonSSMAutomationRole Systems Manager Automation 4 —E AIZZ >

TYITERBENTVWBRTIOTAET 1 REST
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AWS Y Z— RIRUS—F RS —nERA
IRLEOOT IV EAFAERELET, COR
S —k, BEBEEBLVPEEENEND—1—
—L.*'JU'_—LI_Ci?o

AWSIncidentManagerResolverAccess 1——CA2>F N ZHER, &R, EFT
TOEAFTZ2RFELET, ThosZFEAL
T AVITFUREY D AR—RTEEORA
LA VAR NS RCEET A TLAZERT
BCEETEET,

CNESDNR—I RRVD—ZFEALT, Z<O—MOBA2IT MR FIACT O A
ERNETEET, LEL, XEBRBEORAVICHAAOT VAT TRELDEZEEN HBYVET, <D
K S5BFEE., AssumeRole IZEBMDR) S —T IV EAFAZRETIHENf HYET, FMICO
WTIlk., TAWS Systems Manager Automation runbook references ZZBL T & V),

SUOTVIONTXA—2DOEH

J5% 72> 1Z Runbook 2B %HB 4. Runbook NM"ERITRHICERTEI/NTX—2EETEET,
WE7 TR, BRBECEHNEEORAZFONTAXA—ZFEYR—NLET, BHXEDIEES.
BT S TNTA—REZERTDEEICEBEANLET, BNBEOGE, SATALARKA VT
RASHERZRETDCEICE>TELVWNTX—REZRELE T, Incident Manager i&, XDE
RENTXA—=RZEZHR—KLTVET,

Incident ARN

Incident Manager #"1 > > F > N EERTD E, DATALARRIETEDAFRNLO—RD
Amazon VY —AZ—AL (ARN) ZF¥ ¥ 7F ¥ L, TH % Runbook lCHDZD/NTX—RIZAS
LET,

(® Note
COMERF. A7 String DINTFX—RICOHKB)HTBDENTEXRT, BORAT
DINZA—=RICEI) HTSN1zHE, Runbook [ERITICKMLU KT,
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Involved resources

Incident Manager #"1 > > F > N EERKTDE, DATALARAVOFUNIEETEIIY—AD
ARNZF ¥ IFYLET, TOER, chsn')Y—AARN &, Runbook DZND/NTX—RIZE|
WHETsNhET,

EEMTFSNEZVY—-AILDOWT

Incident Manager (&. CloudWatch 7> —/A, EventBridge 1 X h, BROPFETERE N1
SFURTEEENEZAWS UY—ADARN 252 T Y UNFA—ZBIZANTELRT, OtV
23> T, Incident Manager X CDNTFX—RICTF—RZEANTBDEEICARN EF ¥ IF Y TE
BEFERETEBRRATOVY—AICODVTHBALET,

CloudWatch 72— A

CloudWatch 75 —AT7 02> 3aoh 54 > F 2 MERE 1d &, Incident Manager (& BSE T % X
NRUOZANSUTORATOVY—RAZEEBNICHELET, TOR, BRRUENSX—XIZUTO
BEEJY—AZAHDLET,

AWS DY —E R VY—RZAT

Amazon DynamoDB JA-NLEehoHZVAFY IR
Streams
T—7)I

Amazon EC2 A A=
12AZVA

AWS Lambda BEHOITA VT A

EHo/N—>3>
B9 %K
Amazon Relational Database Service (Amazon T2 AX—

RDS)
TF—BIR—ARAA ARV A
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AWS OH—EXA )Y —RARAT

Amazon Simple Storage Service (Amazon S3) NTY B

EventBridge JL—JL

2 AT LK EventBridge 1 R "HS A2 F 2 N &ERT B £, Incident Manager (&iER L
FENTGA—=BRIZA R ND Resources Z7ONT 1 ZAHLE T, FHFMICOVTIEE., "Amazon
EventBridge 1—H—7i4 R ® "Amazon EventBridge 1 X~y ZZRB LTS EE,

FETHERENEAZTUN

Startincident API 7 V23> Z2FERALTA 2> F 2 M EEKT S £, Incident Manager (& API J—
LOEHRZEFEAL CGBRUENTXA—RICF—RZADLET, BEFEMICE,. relatedItems /NS
X—ZRTEENSDZ A7 INVOLVED_RESOURCE NIHBZFEAL TNFX—RICF—RZAHLE
9,

(® Note

INVOLVED_RESOURCES fEl&., &4 7" StringlList ONTAX—RIZOKEI) HTBD N
TEFET, ORATONTX—RIZE) H TSN 23FE. Runbook FETICKAKMLET,

SUTVIOEERTD

ZUTVORERTIRICE., CCTHAITBIRATY SIS A, Systems Manager 1—H—7
4 R1 @ "Working with runbooks) 9> 3V ICRBEE N TVD K FMBAA RICHE>TKEE
W BET7AHDUN, BRU—>23>05207 Y V%ERTSEEE. "Systems Manager 1—
H—FHAR, O "TEHOAWS )—23 0 EFHIRTOA—RAXA—23 2 0ET Z2SRLUT
<EEL,

SUTVIORERTD

1. Systems Manager 11>V —JL (https://console.aws.amazon.com/systems-manager/) ZBE & &
9.

2. FTETF—23aURAUT, [RFIXVN ZEBRLULET,

3. [Create automation (F—hk X—2 3> Z ) ZBIRLET,
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4.
5.
6.

10.

11.

—BETRRTRELS TV IOBEANLET,
STV IUDOHAEANLET,

=R X=232 RFIXVKNHNEEZHFD IAMO—-ILZEELET. chiZkY, 2TV
VAR RZBBNICRITTER LD LR KT, FHAICOVTR, "F—hKX—2327—
70— —EAO-LDT IV tLAZHETSH, 2ZRLTEZ W,

(A7 STy ONFBBRICEATIAINNTA—RZEMLET, STV IZRHT
PEELCR. BUNSXA—RFLRIBANIA—SZFEATEET, BN X—RBGZ>2TY
INBBENDAITFUNDOEZERALET, BHNIA-RBFEELLEZERALEY,

(F72a N 2=y RATZEMLET,
(A72a ) RTEEMLET,
SUTVIONRERTEBICITSDSATY T Z2RBALET, BAT YT ICRUTHAYRETT,

- Bl

« ATV T OEHOIHHA,

« ATY7THRIZRITITRDT0232, VTV IOTR, FHORTYTEZHBTHOIC —BE
EEWSTOava4 72 EALET,

« (AT a) IRV RTOANT A1,

RERS VTV IATYTEINTEMLES, A—"X—23a 0 OERERBIRLET.

JOATHIY NEEZBMICTRIICR. 12 FURNPILSVT Y IZERTRZINTOT Y

l]-_

SAVFTHAIURNE, BBTHIVRODZUTY VEH/BLET,

STV oR_ETS

Systems Manager 12 Y —JL (https://console.aws.amazon.com/systems-manager/) Z B & &
EP

FTETF—23RAUT, [RFIXRN ZERLET,
REFIXVRVARNTHETDRFIX NZERL, FlHllzRR] Z2ZBRLUET,
[Permissions] R 7 TEAN RFIXNOFEETHBD L EZRRALET. RFIXDNOFT
BEOKAN RFIXNEHBETEET,

[Edit] ZZIRLET,

O RENTUY JICHBETSICE, [Public] Z2:&IRL., [Save] 2BIRLET, AV RES
FSAR—=KNICHETBICIE, [Private (T4 R—RN)] ZiBRL, AWSFTHIRNIDZAALE
9o RIZ, [Add permission (7 7 AER DB M) ZiBIRL ., [Save (R7F)] ZiBIRLET,
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Incident Manager 2> 7Y 957> 7 L—hk

Incident Manager (Zl&, F—A7D" Systems Manager 7A— " X—> 3> TS0 7 Y O DERZRET
EBL3IC, UWTFOZ 7Y 0T L—RMFABEATVET, COTVTL—MZ2ZOXEREEH
ITHH, MELT, 7F7UT5—23a> 8LV VY—RIBEOFHHEZEDD_ENTEET,

Incident Manager 5> 7Y 077 L—hNEBRERTS

1. Systems Manager 11>V — )L (https://console.aws.amazon.com/systems-manager/) ZB & &
9o

2. FET—23URADT, [RFIXUN ZERLET,

3. [RFIXNEEHTHRET 1 —)L RIC AWSIncidents- Z AT S &, Incident Manager @
IRTDT T Y INRRENE T,

® Tip
[RFAIXIKNBOTLTAVIR] 7TANEZ—FT>3a>zERITZIOTIEEL, 7
I)J—F7F ANT AWSIncidents- Z A DL T EE L,

TU7L—hOEA

1. Systems Manager 11>V — )L (https://console.aws.amazon.com/systems-manager/) ZB& £
EE
FTETF—232RADUT, [RFIXDBM ZEBRLET,
RFEFIXVNVARDSE#HIZT 7L ZBRLET,
ATV 7 28R, RFIXVNOOAVTYZIE—LET,
FTETF—232RAUT, [RFIXDBM ZEBRLET,
[Create automation (F— K X— 3> Z4ER)] ZiBIRL F T,
—ETHBITREEMZANLET,
[TF1R] 27T Z28RLET,
[Edit] (fR5E) Z#IRLE T,

CRFIXDNIFARBEHICOE—L EFHZRY ST P ADLET,

11. [Create automation (AF— K X—> 3 2 &ER)] Z8IRL F T,
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AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate I&., Incident Manager 1 > F> KT A
THAONEFRHATY T TCRATZTVITL—RNTT, ChSOATY TR, BEAEDTT

T—23 THEATED —MRNEFIETTY, BREENM VT NRRIBFITB O+ 5 5F
FRBEhTVET,

Incident Manager T O X [ 5T E D g 4E

MISFTEZFEAL T, I—Y—CRBEE5XZM T MONBHEZTBELE T, MoiTHEG
TUTL—RNELTHETZENT, IVT7—T928BHE, AIRVINOFREINZIERE, BB
PEBSOTVY. EZZUDVITRIXANIIRACETRBERNIEENET,

RARNTZ9F 4R

BACAVOFVRNOFEZUTTIHEE, F—LAANDAVITFURNOEEEZERTEXRT, F—ALA
. NFHEZERTIBRICATORARNTZ 9T A RAZERTDILEN B ET,

s IVT—IXVKNOEBI - A2V TFUNIREBLEF—LZRELET, IVT7—20&EAN
EFERLY), BESLETF—LICIVY—JEREYNTRE, BELZRE, (T RNREKIE
BEEOREZERICIZAREMEABYET,

s BEBTIAHAL—>3 2 —RAEFTEICERYBTESE., EEZEXAI—IILATD1—-)LTEE
K, IVF—IXAVNTEZEBRTBDELZHEOLET, TUT7F—I XV NHEICE, 12027
VARERBICIVS—OIREYOERATLEGAIA-IINATD 1) (BHORXRELLEEZE
C)ZBETIVENHVET, IVT— XV MTEICEEEA TV REFICEZI ALV
CENBBIED, TOLSIBIFVAZAN—TBLOICHISFTTBEICNY VT Y TREEZRET
PRENFHYVET, NVITYTOEBEZIEETDE., TEERAEREREN TELE S22V,
ANLYDICEOMOFEADT ¥V THELLBETE, Incident Manager &1 > F > MCD
WTEBEICBAHILET,

« STV -BV)BRULABETHAYRTVATY 2R HITZS Ty o2FERALT, 41202 FY
NRICRHEENFBRIDANLAZEBRBLET,

« AZRL—232 -Fr¥YRNFyRILEZFEALT, A2 F MO 2T —2 3> z8E1
LET, FYYRFrIILE, BEENFEFORREEBFTIDOICRILEET, BEEEIhS0D
FrRILZBUTHOREELERERBEIBDLEETERT,
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X IS ET I8 D 4E X

LTOFBEICHE > THISFTEZERL. 12T MBS ZEBBLLET,

XSETE ZEK T B I

1.

1

Incident Manager 1>V —)LZBE&E, EQOFEST—2a RA2T, [RMIET T Z&RLE

ER
XISFTBIDERZERRL T,

[BET] (. SRWETEO Amazon J Y —AFX—LA (ARN) IZEAT 2. —ETHBIATRAXISETE
BZANLEY,

(AT 3V [ETEI . 1VIF Y NEERTBEE ICHAHEERRTDOLRID, DA
URTOVEREADLET,

BT, A2FRLO-—ROF7 ) MEZEELET,

DITFURNTTAIILNEDEE

AVITFURERYMRNICEETRDLOHIC. F7FIINMEZIEETEE T, Incident Manager &,
CchSsOEZRISFTEICEETZDZINTOS T MNIBEBRALES,

AVTFORNOTT7AINMEZEETDICE

—

[Z4 RIL]IZ, Incident Manager D R—ALR—DTHREATEIDICRIDKSIC, COA DT
ROBARNILEZADLET,

HE| TR, CONSFEASEREND AT NOBENBEEZ RTHELARIL ([Ej(]
X M) & &) ZBIRLE T, Incident Manager TOEEFMOFMIC OV TR, "KUT
ZSRLTLSEEZL,

(A723aV)[BE]C. COMSFTEL SHEREhI-A PhODRATOERBBEZEAD
LEY,

(A7 >3l [BEEHERXFY F. EEHRXFHZALLET, Incident Manager l&, DX
FHEFEAL T, BUBREKERABLTHI NMIEBOA VO F RN EERLBEVELSICLE
£

BEEHRXFIG., SATLFAM VT UONOEBEFIVIOITREHICERITIABELE Y
L—XT9, EEHRXFEIZEETS L. Incident Manager &1 > F 2 NEERTDEZIIC
dedupeString 7 1 =)L RIZEAUXZFIHN EENDRBROAN TN ERRLET, EE
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HFrHEhad &, Incident Manager &L L A NEBRED FUNCEEHRLE
E
(® Note

77 # )L KT, Incident Manager (&[& L Amazon CloudWatch 7 2 — A& &
Amazon EventBridge 1 X2 MC KR 2 THERENEBHBOA VO F O NZEBNICER
HBRLULET. chSOVY—ARZATOEEZR TR -HIC. MEBOEEHRXFS %
ANTRIHLERHNEEA,

5. (A7 23NV FUREIIOTIC. CORMSFTED SERENIZAI T NIEINHT
2RTF—CEZEMLET,

MISETERICA T RERTEBRETDICEK., 102 FMLO—RUY—=RAICHTS
TagResource 7V EAF AN BETT,

6. HWLWT, BREESLAAMDIFURNIDVTRVERY TR LHDOATAa20DFvY RFrx
ILEEELERT,

(A7) ATFURRBTFYY MTFYRILDEE

MISFHEICFYY RFYRILZEODE, BREERIOFYRILEZBLUTA T MOBFHERE
ZUHWET, BEERE, FrYyh IV RZHERALT, FYYRFIYRILSEEANOTUNE
BRIETEEXT,

1)

AWS Chatbot Z{FH 9% & . Slack £7=(& Amazon Chime [CF ¥ X)L ZERL., WISFTETHERT
BLENTEET, AWS Chatbot TF ¥ Y N F YR EERTDEEICOWVWTIE., TAWS Chatbot
EEENAR,) ZSRBLTLIEETL,

/A Important

Incident Manager (&, F+ ¥ hF ¥ XJL® Amazon Simple Notification Service (Amazon
SNS) NEY VICRHATREODFANYETT, <O SNS NEY JIZARTHFFAHN &L
BE. NOFTEIZEMT S EFTEEHE AL Incident Manager Ik, SNS REY JIZT7A K
BHMZERITLT, FAIZRILELET,

Fry NFYRIILOFEMIZOVWTIEE., Tncident Manager TOF ¥ ¥ hF ¥ XL DEE, 2SBLT
<EZEL,
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AT FYY N TFYRILZEETSICE

1. [FYYRFYRILT, AT MRERICSEENBRFTES AWS Chatbot F¥ v hF ¥
XILEBRLET,

® Tip
AWS Chatbot ICFTLWF ¥ Y N F ¥ XILZERTSICIE, [HL W Chatbot V54T >
NDERE] ZBIRLET,

2. [FYYRFYRILDSNS hEY I T, A2 FUMRICARTIEMD SNS hEY %12
RUET, EBOAWS V-3 [CSNS REY IZEMTSDE, 12 FURKFICU—23
UHEILTVRBEOREAELELET,

3. HLWT, AVFURNRERIIIVTF—292ERKE, A0V ATZ1—-)L, TAHL—
A VEEZERLEXY,

(A7 23ANAVIFUORRBIEIVOTF—2FB )Y —ADER

AVITFURNRELEEEL, REBUBREEERETDENEETT, RANTZIT1R
ELT, UTZRITIB L Z2HBOLFET,

1. TAAL =23 VFEOIAAL -3 FyRIILELT, BREEAVI-INATD1-)L%
EmMLETD,

2. MISTHBEDI> T —I X hELT, TAAL— 32 FEZERLET,

BREETIADL—2 a2 FEOREMICOWTIE., Mincident Manager T0ELE X DIEIEL &
Incident Manager TOTAAL —> I VFTEOBRE, Z2ZSRL T EE L,

AFRNRBICIVTF =292V A2 BRTDICE

1. [IT =XV N TR, TRAAL— 32 5B, 72 -ILAT221-)L, ER0ERFTEV
<DOTEERTERT,

2. ®#WT, A723a2>T, AVIFURNBREO—RELTETIZZ VTV IEIEELET,
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(A723NAVITFURNEBROLEODT T Y VDEE

AWS Systems Manager D #8£T&%H 2 AWS Systems Manager Automation D> > 7 v J &= FERHL
T. AWS VST RBREADT ST —23VEAVTSARTIOFYO—RNBERXAVZBEBLT
EFET,

o7y oTR, ZU7vo0—070-%2E&HLET, SV o0—o70-IClk. Xx—D
R/—RELFZTOMD AWS UV —RA R A 7T Systems Manager FER{TF2T7 o> avHNEaEN
TWET, Incident Manager Tlk, V7Y IRBAVIFURRBEA VT MNOBRICKRISEE
£

SEFTETHOZ 7Y VOFEROEMIZDOVWTIE, Tincident Manager T® Systems Manager
Automation 27V U DREL BSBL TS EZ L,

AVOFURBROLEOOZT T Y UV REBETDICE:
1. [ZY79v0]T. ATOWThAZERITLET,

c [TUTL—=RMASZrT7vonoO—"EK] £BIRL, T 7 2 )L KO Incident Manager
STV ON0IE—RERLET, [BRIIC, FILWS T Y I0bAYRTVEFZALDL
x£¥9,

C BEOTYT Y UEER] EBRUET. FEE]. (507 YY) BATR [N—Ya%
BRUET,

® Tip
STV OE—DSERTRICE. FLVWI T Y U%ERE] ZBIRLET,
STV ODEROFMICOWTIE, Tincident Manager T® Systems Manager
Automation Z 7V U DORIEL BSRBL TS EZ L,

2. [INGX—ZR]EHT, BRUESVT Y VICHBEBNTXA—RZEELE T,

ERTREAENTIXA—RIF, ZVTYIIEEEATWANIX—2TT, STV IICHLUT,
BTV T Y VERERBBINTA—BIBEBEILBDZDENHBVET, NTXA—ZIEHBEOED
EXTZIAVOEDNBHYET,

ZLDFE, AMazonEC2 A VAR AIDDUARNGBE, NDA—Z0OENZEE. FHTA
HIBDERBBIRTEET, 1V F NI >TEHBNICERENE/NS X—2Z{E% Incident
Manager ICANE BB EETEET,
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3. (#7232 )[AutomationAssumeRole] (2, £ 9 % AWS Identity and Access Management
(IAM) O—=J)LZEELET. cOO-ILICR. SVTYIRICEEENTLVREZOIN RO
RITICHBEBT IV LAFANr LETT,

® Note

AssumeRole NMIEEE N TWAWIEE, Incident Manager &5 > 7Y 94 —EZAO—)L
EEALT, V7Y IRTEECATVRELYCOIAN REERITLELDELET,

RASBRLET,

+ [ARN f&% A 1] — AssumeRole ® Amazon 'J Y —A%— /A (ARN)
Zarn:aws:iam::account-id:role/assume-role-name XX TCFEBHTALLET, Hl
ZIF, arn:aws:iam::123456789012:role/MyAssumeRole TT,

c BIFEOY—EAO-IILNZER]—7HAI7 NAOBREEOO-IIDOIVANY S, BEZTIE
AFAZEFEO > O-IZERLET,

« FLWH—ERAO—ILZHER] —AWS YZR—2 RARD S —H 5B IRL TAssumeRole (7
BYFLET, cOATZAVEEBERLLEE, [AWSYR—DRRUD—] T, UAKNDS 1
2UEDORIS—ZBIRLET,

FLWO—WLICRRENET7AIINEBEZEAITZCE, BRUEBHZANTREET
XY,

(® Note
COFLWS 2Ty o4—EAO—LE, BRUEBEDS> T Y VICEENITSh
£9, BIOZVTYUTREATEER A, chlE, RUZ—0OF2 TV oIS
DHAMEDS T Y VR R—NLBEVEDHTT,

4. [Z2TVoH—ERAO-LI. ZVTYVEEKOD—0 7O \NOT IV AERBICHERT
VEAAZRBIDLOICEATD IAMO-ILZEELET,

Da<es, 2oO-)E, BENT VT YU D ssm:StartAutomationExecution 7%
SAVEFUATRIRENHYNET. STV INTHINETEETS LHICIE. Incident
Manager TOOOARN =23 VB K VAARAT A RNDAV T NER PICERL
AWS-SystemsManager-AutomationExecutionRole A—/LIZX 9% sts:AssumeRole 7
D23AVEFUATRIHBENHYET,
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R SEBRULEXT,
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AWS Systems Manager > Incident Manager > Incident 1 Incident notes (2) X
Incident 1 ‘ C | Refresh interval: 30 seconds ¥ ‘ ‘ Edit properties Resolve incident highli
incident
s Impact Chat channel [ Duration
o ... 2m
November 8, 2023 at 12:31:50 (UTC-5:00)
Tasks Runbooks Diagnosis Engagements Wark in progress to mitigate the impact and
1 waiting for input runbook is in progress.
November 8, 2023 at 12:30:38 (UTC-5:00)
Overview Diagnosis Timeline () Runbooks () Engagements Related items Properties On-call has been notified and impact is being
assessed.
summry [
n
No summary
The incident has no summary.
Add summar y
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/A Important

AWS DY —A%ZERL., V7Y V0B ATY %2 FERATZHET, AR EEL
£, FMICOVTIE., TAWS BER, Z28RBLTLSEZL,

NEY D

« BRAV 1. Z207 v 0 %ERTS

« ZBAY 2: 1AM O—)L OERK

« BRYU 3TV U ERRBEHEICELRETS

« BAY 4 ®ISFTEIC CloudWatch 75 —AZEV) 1T
BAY 5 #ER ORREE

BRAV 12TV IERTS

Systems Manager AV —=ILTZ 7Y U RERTBICIE, UTOFIEZFERL X, Incident
Manager DA > F > MY SHRUHEND E, ST Y UI1E AmazonEC2 1 VAR A BEE
L. V7Y IDORTICEATIBERTAUITFUORNEEFHRLUET, BBITDEIC. V0TV IEER
FTRITIVLAFIN D ZMRBELET, FMICOVTIE, TAWS Systems Manager 11— —7j
AR D TA=—RA—=23200FE, Z2ZRLTLEEL,

/A Important
COFI—RNITILOZUTYIOERICETZUTOEESFMBERERIAL TS
Lo

« 7Yk, CloudWatch 75 —AY—ANSERENEA T RERREL TV
9. cOTUTVVRMODERATOA VTN (FETERLEA DT UREE) IS
FRTDE, SVTYVIDRINDATYTDRALTA VAR NN ROAST, AT
LHASIT—NHNHRENET,

« 7Y UT, CloudWatch 7o —AIlL EVSTFAADTIUNEENTVBIHEN
V) E¥JInstancelde AMazonEC2 1 2V AZ 2 AX KNV DADT Z—ALICIEE DT 14 X
o2AUNBYET, COTUTVIEMOANI IR (FLER BEDMHOL TN
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k

Y —X EventBridge) THEATHZEE., FVATEF Y IFrvEanicTF—RE—HTH &L
5IZJsonDecode2 AT Y T2 EETIMHENHVET,

« 57 YUk AmazonEC2 A VARV AEBRHITZICET, Po—LENIH—-LERH
BEOBEZRAET, EBEOAVITFUORNTR., /1A AZBREEBL E<BEVFEEY
HYVET, DATALAILETTEEVEANBEET V3> TV IEEHRLTLE
=L,

7V ODOERICETBEMIE. "TAWS Systems Manager 1—H'—73 4 K1 @ "Working with
runbooksy ZZRL T &V,

STV ORERTRICE

1. https://console.aws.amazon.com/systems-manager/ © AWS Systems Manager 12V — )L Z &
2F9,

2. FTET—=232RAVT, [RFIXVBN ZERLET,

3. [FA—BMX=>32]ZEIRLET,

4. [BEIIC, ZU7TYvI0bH X T VWEE (IncidentResponseRunbook %5 &) Z AN L &
Jo

5. [Editor (T7 1 &) 27 &1&R L., KIC [Edit (fe5E)] ZiBIRL £,

6. IF14ZRIC. UTORBZRIFTERT,

description: This runbook attempts to restart an Amazon EC2 instance that caused an
incident.
schemaVersion: '0.3'
parameters:
IncidentRecordArn:
type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[0].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
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incidentRecordArn: '{{IncidentRecordArn}}"’
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
incidentRecordArn: '{{IncidentRecordArn}}"'
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
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Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}"
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
- name: RestartInstance
action: 'aws:executeAutomation'
inputs:
DocumentName: AWS-RestartEC2Instance
DocumentVersion: $DEFAULT
RuntimeParameters:
InstancelId: '{{JsonDecode2.InstanceId}}'
description: This step restarts the Amazon EC2 instance

7. [Create automation (F— bk X—> 3 ZERK)] ZBIRL T,

2T 2: 1AM O—)LDOERK

RKOF1—RUTILEFERALT, REFETEEEN LSV I ERBIZDTIOERFTE
Incident Manager 213459 % AWS Identity and Access Management (IAM) O—)LZ#ERL £,
NDFI—KNUTILDZ>T YUk, AmazonEC2 A VAR AZBREELET. <O IAMO—-)LIk
BRORAVT, STV VNS BEICERTDEEICEELET,

MISFHEL ST 7Y VERKBTS IAMO—LZ2ERT S

1. https://console.aws.amazon.com/iam/IAMO Y —J)LZHEE T,

2. FEF—arRq4rTcO-)l 2BRLTAHAS, O—-ILZEKTS ZFRLET,

3. [BEENEICTATARAT]|T, [AWS H—ER]FBIREIAhTVER L ZHERLET,
4

[A—AT—A] D [TOMD AWS H—EADI—AT—RA] 7 4 —JL RIC Incident Manager
ZEABLET,

5. [Incident Manager] Zi#IRL . [XN\] ZEIRL £ T,
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6. [FOEAFADBM R—IT, [RUS—OER] 2BRLET, 7OEAFTIF 1 XHFHL
WIS RIERERTTHEET,

7. IF14327T, [JSON]Z7#BIRLET,

8. UTOF7IEAHFAARII—&2IE—L T, JSON I F 1 RIZBEV)FTET, account_ID %&
HOOAWS 7HOKNIDICBEHRZET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm: *:account_ID:automation-definition/
IncidentResponseRunbook:*",
"arn:aws:ssm: *::automation-definition/AWS-RestartEC2Instance:*"

1,
"Action": "ssm:StartAutomationExecution"
.
{
"Effect": "Allow",
"Resource": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
},
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
.
{

"Effect": "Allow",

"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",

"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Resource": "*",
"Action": [

"ec2:StopInstances",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances"
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}

9. [Next: Tags] (R\: &) &#BIRLE T,
10. (7230 BELHEUT, TERUS—CBMUET,
1. [\ LE1—]ZRBIRLET,

12. [BEI 74— RIZ, COO=IFFI—NIUTITHEREIhDIENDTHDEEZBATDIDIC
‘IDBEIZANDLET,

13. (F7232) BB 71— RICHAZAHDLET,
14. RS —DER] Z2BRLE T,

15. ERLTVWBO-LDOTZIH T4V RIVKEFRTICRYE T, [TV ZAFATOEBM R—
ARRENEKT,

16. EFARRY (RUZ—OER] RE2OECHYET) ZBIRL, ERLLET I EAFARY
S—DEMETAIINE—RY DACANLET,

17. ERLET O EAFARI S —ZBRL, [AN] Z2BRLKXY,

18. [, LE1—, 8LTHERIR—J0 [O—LEB]C, 2oO—LAF1—-—KITITEAEH
B2ENDTHDCEZHBINTAIDOICRIUDBEFTMEADLET,

19. (A7232)[BA] 74— RICHAZADLET,
20. O—JLOFFMAZHEEL ., BEICUTRITZEML, [A—)LOEK] ZBRLET,
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2> 7Y V% Incident Manager O GETEICER T D T, —EMNHY . RETET, X1 A
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TRILEOOHERRELTERIBEET,
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1. Incident Manager 10V —)LZH&E XTI,
2. [RETE] Z#IRUET,

3. [NISETE] TR, BEFOXNSHEZRRL., [RE] 2BRLET, BEOXNSHELS EWVES
. [RISETEOERR] Z:BIRL THL WRSFTEZERL T,
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a. [Zo7v01tw02a>sTBENS T Y UERRR ZBRULET,

b. [FIEEC[BZNFBEINBIRENTVWAEZBREBLET,

c. [ZY7vOI1TR. BRUV1:ZT7VvV0ERTD TERLES VT Y VERBIRLET,
d. [N=232|TR., [RITROTF7FII N ZERLET,

e. ABEUZ 320 IncidentRecordAm N X—2T, 1272 N ARN Z&IRLE T,

—h

[(RITT7IEAFU I3 >T, AT 2: 1AM O—)LOER TERL = IAM O—)L %38
IRLZET,

4. BEZRELET,

XA 4: MISEHEIC CloudWatch 75— A% E|V) 4T3

ROFEZFEHAL T, Amazon EC2 41 2 AZ > A® CloudWatch 72 —AZXISETEICE|V) HTE
ER

X ISETE I CloudWatch 72 —AZZ|V) H T3 I

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBEE & T,

2. TETF—23aURAVDO[TZ—ALIT, [TXTOTZ—L])ZERLET,

3. XIETEICER TS AmazonEC2 1 VARV ADT T —AZBIRLET,

4. [Actions] (792 32) Zz&IRL T, [Edif] {®F) ZBIRLET. XMJTAIC Instanceld &
WOSTFAX AU FHBd e zBRBLET,

5, [RN\]1Z20UYIL&ET,

6. [7UV>3a>DORED (Y —R] T, [Systems Manager 7 V3> &EMN ZiBIRLFT,

7. [M2>FMOER] 2 BRLUET,

8. BAAVIZUTVIUENBHEICERTS TERL ELMBIHEZRIRLET,

9. [Update alarm] (7 2 —LDEH) 2EBRL E T,

RAD 5 EROMREE

CloudWatch 75 —AN A7 REERL., MISFTETIEEE NS VTV I Z0BTDI L%
BRIBICE, P5—LENVH—FBIRENHIVET, P5—LENIA-LTF VTV IDONE
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Incident Manager AV —)LZRAE &7,

CloudWatch 75— AWl &K > THERE N A
[T v 91272 BRLET,

TUREBRLET,

Amazon EC2 4/ VARV ATRITENLET VAV, [ZVTYIDARTY I3 THE
WTEET, UTOEBKEE, COFI—RNIUTILTERLES VT Y ITRITENERTY IO
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Runbook steps
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15:07:44
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[#] ListTimelineEvents
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[#] JsonDecode

[#] JsonDecode2

[#] Restartinstance

® Success
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® Success

® Success

® Success

CloudWatch 7o —LNDINTOEMERTTSICIE. JsonDecode2 AT Y 7 =EEL. Hh
ZEEALET,
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IHFEENET,
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l&. Security Hub A" BEIMICEE L EREERICESVWTHA U272 NZ2EKT S EventBridge JL—
LN EeBETHFIEEHALET,

(@ Note

COF1—KNUTILTIE, EventBridge Security Hub 2L £3, ChSOHY—EADE
RAILKYIARNNNRETEIHEEN HYET,

EIE=3es

« Security Hub ZFREL £ T, FHFMICOWVWTIE., TAWS Security HUbDFEE 1 2SR L T EE

(A

Security Hub THRBBEREZERETLEEHLET, FHIC DV TIEK, AWS Security HubDFAERE

BESBLTIEEL,

* Incident Manager X EF 1V F 1AV F U NZERTDEEIL, T0TL—NELTEATDH
ISETEZRELE T, FMAICOVWTIE, Tincident Manager TO A > F > RA D, #SHBL
TLEZL,

COFI—KNUTITR, BRIEEENLE/NX—2%FERAL T EventBridge L—I)LZ#EKLET. B
AZRLNEZ—2ZFERALTIL—IILZERKTDICE, I—HF—HARO "HAZLNZ—2%FERALT
JL—IL%ZVERK TS AWS Security Hub 1 2B L TS &L\,

EventBridge JL— )L ZER T %

1. https://console.aws.amazon.com/events/ © Amazon EventBridge 1>V —I)LZHE £ T,
2. FE#—>3arRA2UTRues](JL—I)) ZBRLET,

3. =IO ZZBIRLET,

4. )L—)L® [Name (& i)] & [Description ()] ICABLET,

L=ILZE, BULU=232ABRTRAUVANRMNALORIDIL—IEBUBRIZNTRZE
FTEFREA,

(MR RARTELT, [F7ALN BBRUET,

W—=LE2AT] TR, [IRNE—22HFDI)L—)] ZERLET,
BTNZDUYILET,

ARYRNY—A T, AWS /1 R N £ & EventBridge/N\— R F—A RV N ZBIRLET,
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[ARVRENZ=] T, [AIRRNE=2T7 A=A ZIBIRUET,
[ARRNNZ=2T#—A] TlE, AWS[H—ERX] ZEIRLE T,
[AWS OH—E 2] T. [Security Hub] Z&IRL £ 7,

[Event type] (A X2 N & A 7)T., [Security Hub Findings - Imported] (Security Hub FAE&ER - 1
VIR—KN) ZBIRLET,

F7AILRNTR, B71IILRX—EBLTARYNNZ—2 EventBridge ZEL FT., FBEM
Tk, WIFhD 0 #a# A7 a0 FBIRENET, chSOT7MIIE—Z2EFHL T, REICK
EHEBEBEZZ X 1VTARAERRICESVTAUIF U NEERLET,
[RN]Z20VYOLET,
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L= OFMZEREEL, IL—ILDOEK ZiBIRLET,

—® EventBridge L—ILZERL DT, ERELEEMHEL —BID X1 VT REBRE
Incident Manager T4 > F > N EERLET, cnSODA TS, A VITFUNEDWE
NUT7—=2, BB, EZRUY, ERTEFT,
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2IE, LFTVT—23ar vy NTEEE I AWS U—2 3> A Incident Manager 1) Y —AI(C
B ETRENTEDATZAVDARTF—RTY, MISFTE, 17T ML O—R, Eig%
ICRTREVVETBENTEET, AVI-INATTZ1-I)BLO—FT—>3aICZT&EM
TREETEES, £, L7VT—>23a> ey NEHICZTEZEBMTEDEETEET, 3T
EEATRE, SERTEBAZETISOVY—REDEL, 7OEREHBTERERT, 2T %
NEN, 1 D20F—EFTIAVO1I ODOETHREETINTEY, EE55EHBFHRANIfrERLET., &
Incident Manager )Y — AR A 7D _—AERBILET—EORITF—ZERTD_LZHEHLET,
—EMNHZEORITX—%2FEHTRIET, ThSsOUY—ADEBESIFVY—ANODT I+
ANEBANABBICBVET, FTICETVTVY—REZREB IRV TN RIVVITEET, 2T %
FRALEVY—AANOT7 VO LAFHEOFHEMIIOVWTE, "TIAMI—H—HA R, O "2J%Z2FEHL
FmAWS DY —=ZAANOT 7 AQHIH ) 228 L T EEL,

MISFTEZERTDEEL, [V TFVRNOTF7AIUN IV TRIZEETEELET., chs
DRI, JISHEZEALTAVITFURERENBDEELCAIFMNLIO-—RICERAEZE
EE

(® Note
RTICREBERBHEERA BV EEA. FTBEBDIXFIEL THRENET,

Incident Manager >V —)LZFERAL T, T ZEBMELFHIBRTEEXRT. UTORIU—23Y
N, FTLOWRSETEZER TR EENDR TV a3 ERLTVWET,

v Tags - optional

Key Value - optional
Q, Environment X Q. Linux X ‘ Remove ‘
‘ Add new tag ‘

You can add up to 49 more tags.
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» ListTagsForResource
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c BB EFIVT1ORANTZ VT 14 A AWS Systems Manager Incident Manager

Incident Manager T0O 57— X {rE

EFAWS HEETI., TOF—RRBEICEHE ¥ T AWS Systems Manager Incident Manager,
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CORZEICLELY, ThEIADD I TEZETIDLEHICHEBEROAMN G I —ICHEEhET,
Tl ROBETT—REZREIBDEEHEOLET:

s BTNV NTHERRIL (MFA) ZEALET,
« SSLTLS ZFALTAWS DY —REBELET, TLS12FHETHY TLS13NBHHTT,
s BFERALTAPIEI—Y—TOT1ET1OOJRHEREREL TF AWS CloudTrailo

« AWSHEES{tYV1—>32E, AOINTOF7ALMNOEFIVTF«O NO-ILZERALE
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JI—H¥—&0—)L# Incident Manager A2V =)L ZEALTA VO F U RNERRATEDLSICTS
(Z1&. Incident Manager IncidentManagerResolverAccess AWS BRI —&£ T T14 T4
CT7E2YFLET, FHICOVTR, "TAMI—HY—HA R, O "1 —ANOT7 I EAFITNE
ny 22RLTEEL,

IncidentManagerResolverAccess

BODERDOKRRZI—Y—ICFHFAITS

BT, A= —TATFoTATALCTEYFENLADTAVERONR—I RRUD—DOF
REIAM A—HY—CHAITRIRIS—OERGEERLET, cORUZ—CF, I2Y—-IT,
F/olF AWSCLI £zl AWS API ZHEAL T OV ZATIOT VAV EERTITDT UV AFHA
FEENATLET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",
"iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

jam:ListUsers"

]I

TFAFEITFATFAR=—AR) S —0H =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Resource": "*"
}
]
}
ISEEEAOT V1A

Z DTk, Amazon Web Services 7> h® IAM 1—%—IZ. Incident Manager @ X35t 1E 0
1 DTHS "exampleplant NOFT IV A#EZRELET, £, I—F—IFHRFTEZEM,. &
. BRVHIBRTESDELSICLET,

MR —IE, ssm-incidents:ListResponsePlans, ssm-
incidents:GetResponsePlan, ssm-incidents:UpdateResponsePlan, ssm-
incident:ListResponsePlan 7V AT Z2z1—H—ICHELET,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action": [
"ssm-incidents:ListResponsePlans"

]I

"Resource":"arn:aws:ssm-incidents:::*"

"Sid":"ViewSpecificResponsePlanInfo",

"Effect":"Allow",

"Action": [
"ssm-incidents:GetResponsePlan"

1,

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan"

"Sid":"ManageResponsePlan",

"Effect":"Allow",

"Action": [
"ssm-incidents:UpdateResponsePlan"

1,

"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/exampleplan/*"

TAFYTATAR—ZAR) S —0HI -
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]

DY —AR—ANORKRI > —0OH AWS Systems Manager Incident
Manager

AWS Systems Manager Incident Manager (&, Incident Manager O X JSEHE &EAZ XD 1) Y — AR —
ADTOEAFARIS —2Z2HR—NLET,

Incident Manager i&, ZFEALTHRBEENEVY—ZAANOT IV EAZEBRTEI VY —AR—ADR
1) —%&HR—KLTLVEHEA AWS RAM,

KHSETEE = IS EREZER T D HEICOVTE. Tincident Manager TOXISETEIORIE S &
Incident Manager TDEBELDRES ZSBL T LEEL,

& B D Incident Manager QX ISETE 7 2 £ A O FIER

ROBITIE, ## ID: 0o-abcl23defs5 OBABADO I—F—(C, XISETE myplanTHEREhiz1 >
STFUNCRISTRHAZMNELTVET,

Condition 7O Y ¥k, StringEquals %# &, AWS Organizations &
MDaws:PrincipalOrgIDRH{F—TH % ZHF—2FEALET. ChSOFHF—OFMIC OV
Tk, "TRUZ—TOXRHDIEE) 28RBLTSEEL,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "OrganizationAccess",
"Effect": "Allow",
"Principal": “*”,
"Condition": {
"StringEquals": {"aws:PrincipalOrgID":"o-abcl23def45"}
},

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecord",
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"ssm-incidents:GetIncidentRecord",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

1,

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan",
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

Incident Manager OB EICT I NIANOT IV AZRMHTS

ROBITIE, ARN arn:aws:iam: :999988887777 :root &#IF 27U N)LIZ, Eig%k
mycontactiZWIB I T—I X NOERZFITLTVET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "PrincipalAccess",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::999988887777:root"

3,

"Action": [

"ssm-contacts:GetContact",
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement",
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact"
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

]

}
]
}

Y —=AR—=ADR)Z—0HI 132



Incident Manager d1—H¥—HA R

Incident Manager IC$& T2 —EABORE L REORLE

FoREREBREEEELE, TIO2322RTIBEROBZVIVT AT 48, ROBHZDI T4
TALTO2AVZRTIZELSICFUPHL 292 & TRETAR/HEFIVT 1 LOBET
T CHICKY), BEOHDTIVR—HNERTHONERITRLEZ T IO EAOERN ZVWINY RER
TLIEY, VDY—RZEETDENTRICENET,

Tl AWS, Y—EABOBZVWIERLE, BEALEREBES FUFCOBADAEMF Y ET, V0
AY—EATORYTRLER, B3 —EA(HTHLAOHY—EX) FRloY—EX (FOHL
ENLAOY—ER) ZHRTFHTCETT, BEREOHZDT IV, RUHLROY—ERZEAL
T, BEF >TVBVHAZEALT, BOY—EADVY -AZLETEEXT,

AWS &, 7HIORDDVY—AANDYZ— RT7IOEARERY—ERATV I N)LICERHL,
DY—AQtEF1)TF1Z2RELET, VY—ARUI—IZF, aws:SourceArn $ LT
aws:SourceAccount DV O—NILEHBHOVTHFANF—ZFEATRI L EZHEOHLET, <hsS
DF—F, MEOVY—AICHIOH—ERXIZ AWS Systems Manager Incident Manager (59 % 7
DEAFAZFRLET, MAOITO—NILEHEITFARNEF—ZRLURIS—AT—KXVKNT
FRAT 554G, aws:SourceAccount fEE aws:SourceArn fETSBE 37 HO MNE, EUT
HOUKNIDZFERATIHXENHYET,

aws:SourceArn fEl, ¥EZZ T34 F ML I—ROARN THRIMBENHYET, VY —
ADTEIEARN "D A SBEWEER, BHOVY—-RAZEELTVWSEEE. ARN OKRATHS

I * D4 RA—RT aws:SourceArn JO—NILAVTFFAREZHF—ZFEALET, L&A
&, aws:SourceArn & arn:aws:ssm-incidents::111122223333:*|CERETEEX T,

UTOEERIS—0OHITIE, aws:SourceArn %¥F—ZFRHL T, 1> F ML I—KRD
ARN ICETDVTH—ERO—IAOT7IERAEZHRLTVWET, COO-IILEFEATEZDE.
JGETE myresponseplan A S¥ERE A FRLI—ROKTT,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"

}
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AWS O Y x—= RR1) < — AWS Systems Manager Incident Manager

AWS BEEERDS —F, ICK > THERBIVOVEEETNDAZRT7OKRIS—TF AWS, AWS
BERIS—F, S<O—MBHUBI—AT—AICT IO EAFTE2NETEELSICHRTFETNTVS -
O, A—H%—, JI—7". O—IICT IV ERAFTOE) Y TZRAKTEET,

AWS BRI —lk, IXTOAWS BEFENFRATED S, BENDI—AT—AICKL THRN
BHEOT OV AT Z2FELBEVBEENHBHEICEELTLEEY, I—AT—ABIICHAZT—
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AWS EERV S —TERBENTVWERT IV EAFAREETERE A, NAWS EEBRVS —TES
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(A—Y—. =7, O-II)AEHENET, . HFLLWAWS O —EX FiEBEhi-& &,

FERGBRFOH—EATHLWAPIAWS AXRL =2 a2 FEATAREICE 2 & EIC, AWS EER
) —2EHMITRARMNIRESBZNET,

HMACOVWTE., "TIAMI—HY—HA R, ® TAWS BRI —, #SHBLTLSEEL,

AWS Y x—2 RR1JZ— : AWSIncidentManagerincidentAccessServiceRolePolicy

IAM 27 45 4 |2 AWSIncidentManagerIncidentAccessServiceRolePolicy ZF7 XY F
T&E T, Incident Manager (&, 1—H%—IZfX1 2 T Incident Manager #7923 Z2R{T9%C
E&ZHFT TS Incident Manager —J)LICEZ DRIV —EBTREZYFLET,

MR —I&, Incident Manager A"EDIFED O Y —RAZHEHAE>T, ThsOoH—ERADA
DIOFVNICBETIHEREENAWS OH—ERX TERXRSICTRHRAIBNERT IV EAFATZ
~tELEY,
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CORDVI—=IZE, LTOT IV EAFANFr@8ENATVET,

« cloudformation — 7' >/ /N)LA" AWS CloudFormation AR Y U ZERTEDLDICLE
9, k. Incident Manager /¥ 1 > 27> NMZESE T % CloudFormation 1 R K&V Y —A %
BATDEHICHETT,

« codedeploy — 7°U < /VILA" AWS CodeDeploy 77’ 04 25 dMA & ZFALET., Ch
l&. Incident Manager ¥4 > > 7> NZBBE T % CodeDeploy 7’04 £EX—4'y N&EEBIT 3
EHICHETT,

« autoscaling — 7°\J </ /N)LA" Amazon Elastic Compute Cloud (EC2) 4 > A X > AH" Auto
Scaling FIN—70O—HTHBHNESH ZHMTEDRSIZLET, Zhid. Incident Manager A
Auto Scaling FIL—7" O —HPTHBDEC2 AV ARV ADKRERERZRBTEDRSICTSHEHIC
PBETT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "IncidentAccessPermissions",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStackResources",
"codedeploy:BatchGetDeployments",
"codedeploy:ListDeployments",
"codedeploy:ListDeploymentTargets",
"autoscaling:DescribeAutoScalingInstances"

1,

"Resource": "*"

}
]
}

JSONRUZ—RFIAXVNOERHFN—232RE, RUP—ICD2\WTES
ICFHFL<ERIDICE. "TAWSYR—D RRUZ—UTFPLVAAA R, O
T AWSIncidentManagerincidentAccessServiceRolePolicy s ZZB L T< & L\,

AWS Y &—< R7R1) > —: AWSIncidentManagerServiceRolePolicy
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IAM > 7 47 4 IZ AWSIncidentManagerServiceRolePolicy Z7 XY FITBH_EIFTEFRE
ho ORI —IE, I—H—ICH 2T Incident Manager A7 9> 3 AETITDEEHFAT
3, U—ERICVOEnEO-)LIICTEYFENET, FMICOWVWTE. TIncident Manager ®
H—EAUIJO0-IOEA) 28BLTEEV,

CORIVD—E, 41VFURNO—EBERR, ZFALTAVARY NOER, DK Opsltems, BE
HE O NOBHE T Opsltems, T — X N0, 12T MIEETIXRNITAOR
1T CloudWatchZ 175 7 7 £ AFF A & Incident Manager IZf#5L &7,

T U AT O

CORDVI—=IZE, LTOT IV EAFANFr@8ENATVET,

« ssm-incidents - 7V NIHAA TR E—ERRL, RALATGA VAR NEERTE
BES5ICLET, chlF, 1 0FUORAYIAR—RTAIFUNRICLARA—=H"IATR
L—>3>TEBRSICTRLEDICHETT,

« ssm-7 U NILABEEER Z#ERKL T Opsltems BEN 32 & &2FALET, Chik, 1>
272 NOB Opsitem B ICHZERTHEHICHETT,

« ssm-contacts — FUVININ IS =X NERBTEDELSICLET, Ch
l&. Incident Manager "/ 7 NPICEREEI VS —DTBEHICHETT,

« cloudwatch- 7" U< /)N)LA CloudWatch X RU O AZRITTEDELSICLET, Ch
(. Incident Manager A4 > 7 NCBAETADX NI VRAZRKITIDEHICHETT,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "UpdateIncidentRecordPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:CreateTimelineEvent"

1,

"Resource": "*"

},
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{

"Sid": "RelatedOpsItemPermissions",
"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem",
"ssm:AssociateOpsItemRelatedItem"
1,

"Resource": "*"

"Sid": "IncidentEngagementPermissions",
"Effect": "Allow",

"Action": "ssm-contacts:StartEngagement”,
"Resource": "*"

"Sid": "PutCloudWatchMetricPermission",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "AWS/IncidentManager"

}

JSONRD I —RFIAIXRNOEFN—2320BE, RUS—IZDODVWTESICELKBERITBICIE.
FTAWS X Z—T RARUS—D)T7L2UAHA Ry ® TAWSIncidentManagerServiceRolePolicy s &
SRLTEEV,

AWS Y %&x—2 R7R1) 2 —: AWSIncidentManagerResolverAccess

AwSIncidentManagerResolverAccess Z IAM I TATAICTRYFIBH_ET, IAMIY
TATANADOT U NERR, RR, EFTEDRSICBYET, chickY, 12 FREY
JAR—RTEBEDRALTAVARYNEBETATLEZERTRDEETEXRT, CORUS—
Z AWS Chatbot H—EAO—=)ICTRYFITREE, A1 FNIATRL—23avICERAE R
BFYYRFYRILCEEFTSNIEARARN—EBO-INICEETEYFIBEETEERT,
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AWS Chatbot® IAM RS —OFFMIC DOV T,
ZHEALTONVRZRTIZDLHDOFANEE, 2ZRLTSEZ W,

T2 AFFA O

CORVI—IZE, LTOT IV EAFANFrE8ENATVET,

TAWS Chatbot EEEHA K1 ® "TAWS Chatbot

« ssm-incidents- A4 > F2 NOBK., IFTEO—EBXRT, 1> FMD—EBXRTR, 1>
FOUORNDEHFH, RALTGA VAR ND—ERTR, DAZRLRALTA VAR NOER, DA
BLBALTAVAR NODEFH, DNAZLZALTA VAR NOHIBR, BET7ATLO—ER

T BETATLADERELVEETATLADEHMERTTERT,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "StartIncidentPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident"

1,

"Resource": "*"

"Sid": "ResponsePlanReadOnlyPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListResponsePlans",
"ssm-incidents:GetResponsePlan"

1,

"Resource": "*"

"Sid": "IncidentRecordResolverPermissions",

"Effect": "Allow",

"Action": [
"ssm-incidents:ListIncidentRecords",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:UpdateIncidentRecord",
"ssm-incidents:ListTimelineEvents",
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"ssm-incidents:CreateTimelineEvent",

"ssm-incidents:GetTimelineEvent",

"ssm-incidents:UpdateTimelineEvent",

"ssm-incidents:DeleteTimelineEvent",

"ssm-incidents:ListRelatedItems",

"ssm-incidents:UpdateRelatedItems"
1,

"Resource": "*"
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FTAWS XR—T RARDZ—UTT7LVAHA Ry @ "TAWSIncidentManagerResolverAccessy &2
BLTLSEZL,

Incident Manager ® AWS Y X—2 RARUS —DEH

Incident Manager ® AWS X ZX—2 RARUS—OEHICETHFHFMZ, COY—EANChSDE
EOEHZRBELIEUEODICOVTRALET,. COR—JOEEZHBBHTSICIE, Incident
Manager RF I XY NEBR—IJ DRSS 71— RIZBEFLTSLEEZ W,

xE B B

AWSIncidentManager Incident Manager 2024 F£2 A 20 H

IncidentAccessServiceRolePo  [FAWSIncidentManager
licy IncidentAccessServ
iceRolePolicy ., ®Bi#

- KUY —OER B E Y R—NTHHL L

TORAFAZ ICEMLEL
oo CHICKY), EC2A A
2> AN Auto Scaling 7' )L —
TO—ETHINESH =

WCEXRT,
AWSIncidentManager Incident Manager (&, 1> 2023 11 A 17 H
IncidentAccessServ T NOEE AWS O —E

AWS Incident Manager ® Y &—3 Rk —

142


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSIncidentManagerResolverAccess.html

Incident Manager

Q—H—H1 K

LE
iceRolePolicy
R —

-FLW

AWSIncidentManager

ServiceRolePolicy
) —DES

AWSIncidentManager

ResolverAccess
RS —

- 7R

- L L

S

AD—RELTHDO ZHY
HIT7 U EAFTZ Incident
Manager It 5T 5 L LR
) —ZEBMUEL .

Incident Manager (&. Incident
Manager "7 7> MZ X ~
DORAERITTEDLSICT
2FLWTF OEAFTZEN
LEL L,

Incident Manager &, 4>/
T NOBRHR. SSEFHEO—
EXR. AVIFURO—K
KRR, AT NOER.
BALTA VAR ND—E
RN, DARLRALZAY
AR NDER, HARLR
ALTAARY NOESH,
NAZRLZALTGAARY
NDHIBR, BBET A TLD—
BERR, BET AT LDERK
. BRUBEET A TLDESR
ZAREICTAHFLVWARD S —
ZEMULEL

B

2022 £12 A 16 H

20214 A 26 B

AWS Incident Manager ® Y &—3 Rk —

143



Incident Manager d1—H¥—HA R

LE i B
AWSIncidentManager Incident Manager (&, 1 > 2021 4 A 26 H
ServiceRolePolicy -# FURO—ERR, XA

LWRDZ— LTAVARY NDER

. DB, NOBEET A

T In® OpsltemsBaE Y (F

Opsltems, BRTA T F
NCBBETDI T —I XY
NOBRBZEITSEHOT Ot
AFFA & Incident Manager (Z
tE5IT2HLVARD—%E

mUEL L,
Incident Manager *ZE MJ&  Incident Manager A" AWS Y 2021 4 A 26 H
o5& B 1R X—URRV—DODEEDE

ME Eﬁtﬁ L 35 L 7',:o

AWS Systems Manager Incident Manager ID €7 7 2AOKZ 7 )L 21—
TAYT

RDOERIE. Incident Manager & IAM OERICHE > TRET D AN H D — RO EEEODHXP
EEICIRIIBEET,
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ROILZ—PHlE, mateojackson IAM 1—H—A"12V—=)ILZFERAL T, % my-example-
widget VY —AICBHTRHMBBERRLEIDELECEEZREL T, TORICKHERssm-
incidents:GetWidget PV EAFAZHFE >TVWEWEESIIRETHDENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform: ssm-
incidents:GetWidget on resource: my-example-widget

CMIF/E. ssm-incidents:GetWidget 77> 3 ZEAL T my-example-widget!) VY —AAN
DTV EAZHFTTDELDIC, mateojackson I—H—DRIS —ZEFHTIHENHVYET,
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HENEEETT,
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. Y—EAO-IILDLSHEENEERNIYVETT, XTU—ICE, O—IIZe—ERCEITHFTN
HYEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE, Mary DRV —ZFH L TXF ) —IZ iam:PassRole 7 3 NERITEHFA T D44
ENfHVUET,
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef",
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"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
},
"eventTime": "2021-04-22T23:20:10Z",
"eventSource": "gamma-ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555: response-plan/security-
test-response-plan-non-dedupe-v1l",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

},
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
},

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

XDOFIE, DeleteContactChannel 79> 3> %/R$ CloudTral OJ I N) T,

{

"eventVersion":"1.08",

"userIdentity":{
"type":"IAMUser",
"principalld":"1234567890abcdef@",
"arn":"arn:aws:iam: :246873129580111122223333 :user/nikki_wolf",
"accountId":"abcdef01234567890",
"accessKeyId":"021345abcdef6789",
"userName":"nikki_wolf"

.

"eventTime":"2021-04-08T02:27:217",
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"eventSource":"ssm-contacts.amazonaws.com",

"eventName":"DeleteContactChannel",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",

"requestParameters":{

"contactChannelId":"arn:aws:ssm-contacts:us-west-2:555555555555:device/

bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"

},

"responseElements":null,

"requestID":"abcdefgh-1234-abcd-1234-1234567abcdef",

"eventID":"12345678-1234-1234-abcd-abcdef1234567",

"readOnly":true,

"eventType":"AwsApiCall",

"managementEvent":true,

"eventCategory":"Management",

"recipientAccountId":"12345678901234567"
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LY NEERTDEEZICEELET,

/A Important
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"Version": "2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [

{

"Sid": "Enable IAM user permissions",
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"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:root"
I
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of_principal_creating_response_plan"
},
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"

]I

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {

"Service": "ssm-incidents.amazonaws.com"

},

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey*"

]I

"Resource": "*"
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® Tip
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B (F/)\A F) ') —2 3> (us-east-2) TDd Secrets Manager A SDF IV EAZFALF

9,
{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
.
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}
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e RYIVADTFT7FIRNOABEZLUTO JSON BEICEZEMAET,

"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"
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EE
{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}
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"Effect": "Allow",
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"Principal": {
"Service": "ssm-incidents.amazonaws.com"

iy
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}

c MREFE]ZERLET,
5. MFTEZEHRO AWS V-3 ICERUESEERE. ATY74dO[>—ILYy el TV
T—RN TROBEZITVET,
s =YLy hrhELTVT—KN ZEBLET,
« AWSU—23> T, ®MiFtEZE&HEL V-3 Z2BRUET,
e [BEF-]ICE. "THREFH IV VOTIEREENATVWRERZFHLT, <O —
TavTHERLE, EFERZOV—2aVIIBRUEDAZIN—NZR—I RF—ZERLZE
T,
e EBMOZEICAWS V=232, U—232OEMZEERL, V23 FENARI—
NEZ—DRF—ZEBRLET,
6. "I1—%—HA R, ® " AWS Secrets Manager >~—2 L v N Z4ERK I 5 AWS Secrets
Manager 1 D&V DATY TEZZETLET,

Incident Manager 1 > 7> KD —%2 70—IZ PagerDuty H—E A& BT D HEIC DOV T,
T, REY O ® PagerDuty "H—ERAZXRSETHEICHEET D1 25BL TS EE VR EOE
Blo

BSE 15 ¥

PagerDuty & ZFRALTA > F 2 b Z BB 3 % 15 7E AWS Systems Manager Incident
Manager (AWS 22U R EREBIT7OY)

TAWS Secrets Manager 1—%'—74 4 R, ® TAWS Secrets Manager D> —2 L v NEEF{LEE
5

PagerDuty 7 7 AFREEE#HR & AWS Secrets Manager > — 7 L Y NCRET S 182


https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html

Incident Manager d1—H¥—HA R

AWS Systems Manager Incident Manager D kS5 7 )L> 1 —
TAT
AWS Systems Manager Incident Manager QAP ICEEFA REL LB, UTOBEHRZEAL.

RARNTSOTFARALRD>THERTETT, RELEBABENUTOBROSEEAATHZEE, ki
BRERALERBICEE KT DEHEEE. AWS Support ICHEBVEHELSEEL,

N =Ry

« TZ—Xv+t—<: ValidationException — We were unable to validate the AWS Secrets Manager
secret

c TOWOBEEBEORS TN 21 —TFT 12T

I5—XY+—<:ValidationException - We were
unable to validate the AWS Secrets Manager secret

BRE 1: MISETE ZERK L 7= AWS Identity and Access Management (IAM) 74 7> 74 7 4 (11—
H—, O—=I), £EEII—7)IC secretsmanager:GetSecretValue IAM 7V AFTHF & V)
FtH A, Secrets Manager D> — VL Y NZRIETBDIZE. IAIMTAFUTATAICCOT VAR
ANYETTY,

o BERE. WETEZERTDIAMTATFOTATADIAMARD S —IC, FRLTWS
secretsmanager:GetSecretValue 77 AFFAIZEMLET, FHAICODVWTE, TIAM 11—
HF—HA K, O TIAMID P EATOEM (T2 Y —)L)1 £k TIAM B> — 0B (AWS
CLl), 2BBLTLEE L,

BE2:—JLYRNIZIAMTATFUTAT4IC&D GetSecretValue 7O 3a > OETEHAT
BUY—AR—=ADR) S —=HFTEYFEhhTVWEY, FEEUY—AR—=—AODKRIS—HIFTA T
TATANODT IO ELAFAZIERELTVET,

o BERIKR: secrets:GetSecretValue ICIAM P A FUTATANDT IV AFAEFTETS
Allow A7— "XV NEERKTEHD, >—ILYRNDODIY—AR—ADRIZ—ICEBMLET,
T, IAIMT7ATFTATAR2EE Deny AT— "XV NEFERATIHEEE. TAT0T4
TANTOAVBERTTEDRDICRUD—ZEHLTLKEETV, FHICOVWTIEE, TAWS

IZ—Xvy+—>:validationException - We were unable to validate the AWS Secrets 183
Manager secret


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policy-cli
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html

Incident Manager d1—H¥—HA R

Secrets Manager 1—H—7 4 R, ® "7 AFFAIAR 2 —%& AWS Secrets Manager >~ —%
LYRIZTEYFITB, Z2BRLTLEEL,

I 3: >—2L Y NI, Incident Manager Y —E R 71U > /)Nl (ssm-
incidents.amazonaws.com) N\OTF IV AZHATE VY —AR—AORIZ—HATEYFEh
TWEEA,

s BRE.—VULYBPMDIUY—AR—ADOR) D —ZHERETLEEEHFL. ATFTOT IV EAFAZE
HET,

{
"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]
b
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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