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Amazon Z £ L 7z Amazon Inspector DRHBERNDH AR LL AR ADYERK EventBridge

Amazon Inspector #&5 R DR

Amazon Inspector IV —I)L Tk, BETZIIIN—T2HICETVTREZERFA 2T HEE1I—IC
RRENET, FEI—IZE. BREORBHEOLH. REMH VY —ADOHE. BLVRRICH T
PEBUEOLENBEEDOREICRILDOBHBIrSENTVET., RELZR FET—23 2 H A4 RN
ZNOAT A EBIRTDE, OBRBEREI—ICBETEET, £, FE2I -7 12—
EERLT, BEDZATOREEZERICERZYUTRIEETEXT, 712 EEATEIHEICD
Wk, TAmazon Inspector DBHEFZERD 7 1RV T #BSRBLTLSEEL,

BREBRERONZX—=RTIIL—TITELT,
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- MR —REATRETNERERIABRE L Z-BEXRRLET, COEI-DSHEBHEDR
1A RNLEBIRT B E, FHERAARE, BIMBEBRAIRTENRET,

« PHOUKNB —TFAHIUN, 87 AT MO Amazon Inspector DAF ¥ ANL Y DR, &7
WOVKNOEEEN "BE2, & "Bl OGHHBNIRTENET, COTIL—THREEETILE
BEOAMNRATEXT,

s A VARVAR —REATHREMITE AmazonEC2 1 VAR AZz—EBRRLET,

s AVTFAA—DRH —RENTREMEE® AmazonECR AV T FA X—2 % —8EXRRLET,
« AVFFURDSKNIEB —BREMBBRVRDS NI ERTLET,

* Lambda B8%5l — & €557 Lambda B ZRTRLE T,

- TRNTORRE — CHEAORECEIDINTORMBROVANERRLET, Chid R
RIR—VEBBLEEEOFT7ALNELI—TT, ZOEI—TR, PUOT1THER, M4l
NERR. KTUERBRTIZALRUVITERT,

T7ANEZ—ICETVWTHEHEHIL =)L ZERL., E1—DSREERZRATEETT, FMICOVWTIE,
%)L —)LIC &% Amazon Inspector THREERZMFEI 5, 2SR L TS EE L,

Amazon Inspector DIREZERD 7 1IN 2V T

BRERZR7 I E2—%2FEATRE, BELERBIC—BIBDEROAERRTEET, 71IIL2%
HIC—HLBVKRERZEREIEI—NSBRAENET, Amazon Inspector AV —J)LEZFERAL THRHE
BR7AINE—ZERTEET, cnSO7 1) E2—2Z2FALTHRESIVSEROKREZERZ BB
CHEITBICE. THHI)L—)LIC & B Amazon Inspector TREBHERZIEH T2, 23RBLTLKEE
Lo

Amazon Inspector AV —)LT7 1 L X —&ERK

BEREBREI—TR., 71/ 2—HeEZ2EAL TRENREZE OREBREZRETELRT, 50
2TRHEEI-CBBHTRE, 71X —RHIRENET,

7ANRE, TF71NEBUEETAIINRENSBDITAINZBETEEENET., 712 —FHIC—
BLBLVWREERGREBERVARY SBRAThET, S, EBETHVYMIRERITSAT
WBRIXTORRERTIDICE., AWSTAHTUY N ID BMEZRIRL, 1280 AWS 7HT2 M ID
DIEERTIVITLET,

IRNTOREBRICBEAENZ 71 E2—KRHFEHNE, REOVY —AZATPREBRRAT O
HKCBEAENB T AL E—FRGEEHVET,
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BREBRELI-CT7 L2 —2ERATSICE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector A2V — )L ZHE &
9o

2. FESF—2arRAUTREFR 2BRLET., 772 NEI—TRE., "TUT1T71 R
T—RADINTOBREERNRRENET,

3. BREBRZEZFHT74INRIVITBICE, [714IIL2Z2EMN—Z&RTDE, TOEI—IC
BRAAEEIXNTOTAIIEFHEOIARNNRRENET, TERTEBELI—T, TETEL
7N —ZHBE2FERATEET,

4. TANEZ—CESIFZFHZIVARNDSERLET,

5. RUEAIRAUNS, TOXRUEERTDIEHICHEBRTAINEZ—EZADLET,

6. [EAZEBRLT, TOT7 N E—%HG2REOERICBEBALET, 71IILEZ—ADN—-ZES
—EEBERITDE, OT7 1IN EZ—FHGZSEREBMTERT,

7. (FA72aV)MEIEnEREBRELBIRTULBERZERRTBICE. 71LEZ—N—0D [TV
TAT)ZBRL, RICHH] FERGRT)ZBRUET, [TXNXTERT] ZERITDE, 77U
TATBER, WHEhEER, RTUEERABLUEI—ICRRENET,

H#EIJL—)JLIZ &k B Amazon Inspector TR BZER =& T2

MEIN—ILZEALT, FHC—BIZREBREZHRALET, HIAE, BEEADT7HIHEVIANT
DIREBERZNHIZIIL—INZEAL T, BEEEEOSVREBROKICEFTERT,

(® Note

HHEIIL—=ILEFE, REEROVARNETAINZVTTBEHICOXFEREI, KEERICE
E75x7-V). Amazon Inspector M"RHEBREZERL VTR BB ERAS

Amazon Inspector A" HEIN—IILIZ—HT2REFRZERTHEE. RELREIFE i ICEE
ENET, WFIIL—IILIC—BII2RELERE., F7FILNTRIVANIRREhFE A,

Amazon Inspector &, #HlEni-REFERNIEEE D ETTHRFLEFT, Amazon Inspector (£1EE
ThiHEREBRELET, Amazon Inspector IF, BEEhiEREZERZRETZE, BRHER
 'oO0—X, ICEREL., 7 HERELE T,

WHElEni-mEFERIE., 1> N EventBridge & L T AWS Security Hub & & TF Amazon ICHT<
NET, EventBridge L—ILZFEAL TREZRODAT—RAZZLET S & T, Security Hub TF
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ESRHERZBBNICHETEET, FMICODVWTE., " TEEBNEIIL—ILE/ERT 2 HE AWS
Security Huby Z2ZBL TS EZE L,

BREZREZAUTBETAMEIIL—IILEERTEIEETERREA, Y LY a -k
BLT, UANCRRENDHEREZT IRV ITTBREULHITEERRHA, MHEThEREZR
(&. Amazon Inspector A2V —)LTWOTERTRTEEXT,

(® Note
HBEBOXN=THIO NG, IHII—IIEERELELFEETEREA,

MEIN—ILZEKRT S

MEL—LEERL T, F7ALNTRTENIREZROVARNER)AL LN TES
9, CreateFilter APl ZA L T & O{ESUPRESSE L TIETA T, MM§IL—ILz27075 A
THERTZEEFTaction,

@ Note

HHEIN—ILEERBLOCEETEDDK, AZ>2 RP7OT AT NE Amazon Inspector
NEFEEBEOHKTT, HBOXN—ICE. FETF—>3a R4 2VICHFIIL-LOFT
AVHRRENEEA,

WEIIL—ILZEKTHICE (A V—I)
1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector AV — )L ZHE &
EE

2. FEZF—23arRA42T, WHIIL—I)] ZBIRLUE T, RIC. [Create rule (JL—ILZEK)] Z1&
RUET,

3. BHRHEILOVWT, UTZRITLET,

« 714N E—N—%BRIDE, DHIL—ILCEMTEDZTAINEZ—FHEDODIARFRRENE
EE

« WHEIN—ILDOT7 1IINE—FHZ2BRLET,
4. FHhZeEMULEALS, L-IIoBme, LECISUTHAZADLET,
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5. [Saverule] JL—ILZ#&RF) ZiBIR L £9, Amazon Inspector &, FL VHHEHIIL—ILZESIZE
AL, RHFIC—BIIHBEREINTIHEXRRICLET,

MEEhEREERZRTTD

77 # )L N T, Amazon Inspector F il E Nz HER Z Amazon Inspector IV —J)LICRRL
FHA. EFEL, BEOIL—NICE>THEHIEhEFEREIRRTEETT,

MElENREBERERTIBICE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector 1>V — )L ZBE £
Jo

2. TET—>3RA42T, MEIIL—I] ZBRLET,

3. HHFIIL—=ILVARNT, L=ILORANILEBRLET,

MHEII—Iz2ZETS

WHEIL—ILEFEVWDODTEEENTEEXT,

HHEIL—ILEZEETDICE

1. Amazon Inspector 12V — )L (https://console.aws.amazon.com/inspector/v2/home) Y4 > A
LET,

2. FTETF—23asRA42T, WHEIIL—-I] ZBRLET,

3. EETHRMHIL—INDORANILEBIRLET,

4, MEBZEEZMR,. RF] ZERLULTIN-LZEHLET,

MEIN—ILZHIBRT S

WHEIL—ILIFEIBRTEER T, MHEIL—I)LZHIBRT S &, Amazon Inspector I&. L= DEXEZEF -
L, BOIL—ILICE > THHFZEZNATVWEY, FRBIOCEFOEROMFZEIELET,

WHEIL—ILEZEHBRLETDE, L—IIOEEEZF LELEREEROFESRTBHENORERK, AT—
BRANTITATICBYET, Chik, Ths5H Amazon Inspector AV —=ILIZFT7 FI KT
RRENDEEEKRLET, 512, Amazon Inspector & 2 S DFER%E AWS Security Hub &
Amazon |24 X2~ EventBridge £ L THRITLE T,
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ML —IILZHRT D ICIE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector A2V — )L ZHE &
9o

2. FETF=23RA2T, {FIIN—I] EBRLUKT,
. HIBRTBIHEIL—IILDORANILOBIIHDTFIYIRY IREFVICLET,
4. [HIER] Z3BRL, TOBERZEEL TIL—LZZ2ICHIBRLE T,

Amazon Inspector A S DREFERL R—BMDODI IV AKR—b

Amazon EventBridge 8 & T IZEREIEFE T2 151 T4 < AWS Security Hub, 723> THREL
7R— & L T Amazon Simple Storage Service (Amazon S3) N7 Y NCERZ TV AR—KNTBD
EETEET, AERKRLA—KNE, LR—NIEHRZ L ZBRUCKREZEROFEMZST CSV
FLEEFEJISONT77AINTT, BEORKRICBT2REZEROFMERAFTY T ay NERBELE
T, 77A4)ICIK., REFERICIZ, REEZTD )Y —ADO Amazon )Y —AX—LA (ARN), #&
HERFMERE B, BETSHBMIEMEBEF (CVE)ID, REZROEEE, AT7—X% X,
& KT Amazon Inspector & CVSS A7 B ENFHMIEENTVET,

AERRLAR—NERETDEER. FTLEOREFERZLAR—NIEDINEEBELET, T
7 # )L N T, Amazon Inspector IZI&, AT—R AN T7OF147 1 IZE2TVWBRED AWS
)—=23a> ICBEFD2INTORBERT—ENEEINET, BEENSMEBOZEE /- Amazon
Inspector BEBETHDHE, chiClEk, HBROITXTOXN=T IO NOBREBERT—2H
EFEhET,

F723>T, F=RETANEZVILTILAR—RNENAZRIAARTEET, 71\ 2—%FEH
LT, BENEBHEZE OREFEROT—REEOLEYBRALEYTEET, LA, BEORKHY
HHEICERENLETNTO "ES2 ORERZR, BEOVY—RICBETZINTO "7PIOF7F17.1 5
BREBR, FLEBEORATOINTO "E2) OREBERLEETT, 1—HF—HEBD Amazon
Inspector EEBETHDHEER. 71N 2—ZFALT, HBAWS 7HI N HOBED OBRERE
RE2EBUCLR—NEERTEXT, LEARK, AT—RANTIOT147T, BENFRATELETHY
VROIRTOERSORERBRBEETT, TOE, BEITZLEHICTOLR—NETHI NEE
EHETDENTEFXT,

(® Note

CreateFindingsReport APl ZfA L THREBRLR—KNEZIVAR—KTDE, F74ILK
TRT7ITATBEREBROANRRENET, [F]| chERELBRETAGFEKTI LR
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HERZERT TSI, findingStatus 7 4 )L X & HD{EE L T SUPPRESSED E /= 1E CLOSED
ZEETHILENHVYET,

BRHEZERLAR—RNZIVAR—KNTBE, Amazon Inspector [EIEE L &= AWS Key Management
Service (AWSKMS) ¥F—TF—2ZHB5LL., EELESINTY MILR—NZEBMLET,
EE{tF—F. BED ICHDHAXI—EED AWS Key Management Service ( AWS KMS) #57
ES{LF—TCTHBIHBENfHBYERTAWS V-3, ES5IZ, F—7R1Z—T Amazon Inspector A
F—OEAEFUITAIMENHYET, SSNTYREBEO)—aVICHBBENHY . NT Y
N®7R1) < —T Amazon Inspector AXNT Y NCAT DIV RN EEBMT D EZFUTIHENHY)
79,

Amazon Inspector 'L R— N DEBSILERFZEZETLES, EELESINTYRASLER—KE
A O—RITBH, HIOBFRICBEBTEXRT, D2V, LAR—KZELU S3NTY MNMIREFL,
TONTY RNZBTIVAR—NTBDBERZRLA—PFOURDRNIVELTHERATBIEETESE
CB

cOREYITIR., EFEALTREFZRL R— K% AWS Management Console TV AR— KT 3
Z7OCACODVTHALET, cOTOLATR, BEZTIVAFTZ2EREL, YEZVY—A%
HMEL. LR—KNERELTIVAR—KNLET,

® Note

ABRRLA—NE—EIC1 DULATIIAR—RNTETREA, TVAR— M REETHD
BEE. TVAR—RMFETITRERTH2>THLS., BIOLR—REIVAR—KLET,

BAY

c ATV . PO EAHUNEHRTD

« ATV 2.S3NNTY NERETD

« AT Y7 3: AWS KMS keyZ & ET B

c ATV 4 ABRRELA—RNERELIVRAR—KTD
« TVAR—BNIZ—ORNZIIINZa—TF12Y

AERBRLAR-—NZHOTIVAR—NLER, ATYT1~3RB3ERTEERT, CchiFEIC, AL
SANTYRNEFEATRIHNESH, BFRTELEDLR—DN AWSKMS key ICERATRIAESHICKD
TEBYET,
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ATY71~30RICTOVZALATLR—RNEIVAR—MTBHEIE. Amazon Inspector APl
CreateFindingsReport AR L —>3a > AL £ T,

ATY 7T 1 TORAFAZHEZETS

Amazon Inspector A SABRRL R—RNZI IV AR—KTBHIC. RAEZERLR—FOI I AR—
Ne, LR—MOBESILERFEOLEODVY —ADERENAEAICHEBRT I ELAFIN HD L&
BLTLKEEY, PUELABFUZHERTSIC1E. AWS Identity and Access Management (IAM) % {#
ALT. IAMIDIZ7EZYFENRhTVB IAMARUS—ZHFELET, RICCNhSORD S —HOIER
Z, AERRLAR—RNEIVAR—PNIRLHICRTEFTENETNEESBEVWATOT O3>
DIVANEERLET,

Amazon Inspector

Amazon Inspector DIFE, ROFT I IAVOERTHAHFITENTVR L ZHERLET,
* inspector2:ListFindings

* inspector2:CreateFindingsReport

ChoOTo>3avICkY, THAOD MNOKREBRT—RZWEL, TOTF—F2H/HERRL
R—BNZIJAR—KRTEFRT,

HAZAXAOKRKEVLAR—KNETOVTATIIAR—KNTBDFEDHEEE. LR—KDAT—FXA
#ME TS, inspector2:CancelFindingsReport, ¥ITHFND IV AR—KEF v I T
DBRENFFUTENTVDEEHEBEL TLKEEV, inspector2:GetFindingsReportStatus

AWS KMS

TAWSKMS, ROT V>3 Z2RTTED L ZHIALET,
* kms:GetKeyPolicy
* kms:PutKeyPolicy

chsnF7o2avc&t), Amazon Inspector I L7R— N DOEESILICERE B =L AWS KMS
key DF¥F—R)—ZBBLTEHRTEEXT,

Amazon Inspector AV —J)LZFERALTLAR—RZIVAR—KTBICE, XOTO>3a 20X
TEHUYENTVWB EZHERLET AWS KMS
* kms:DescribeKey

e kms:ListAliases
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SNESDOTIIVICRY, THIZ RO AWS KMS keys ICBE TR HEMEMBEL TRTRITSC
ENFFAENET, TOER, ChsOF—OLVThAZRBRLTILAR—NEESIKLTEET,

LAR—RNZESILITDLEHICHFLVKMS F—ZEKTH e ZEtBEL TWSDIE
4. kms:CreateKey 7V 3V ORFTEHFAENBDHBENFHYET,

Amazon S3

Amazon S3 DIFE, ROT IV IAVORITAFITENATVS L 2HEBLET,
* s3:CreateBucket

* s3:DeleteObject

* s3:PutBucketAcl

* s3:PutBucketPolicy

* s3:PutBucketPublicAccessBlock

* s3:PutObject

* s3:PutObjectAcl

CNSDOFUZ AR, Amazon Inspector TLR—NZREFETSD S3 /N7 v N EERL T
EBTEET, oo NMTYRNCATZTOREZEMLUEY, NTYRASHATDT U MEHIKRL
VB EETEERT,

Amazon Inspector AV =)L ZFERALTLAR—KRNETIVAR—RNIBDFEN HDEE

l&. s3:ListAl1MyBuckets & &k s3:GetBucketLocation 773> ORTAFITENT
WBZEERALTILKEZVY, ChsOT7o23vIc&Y, THADORDOSINTY NMCETS
BHREZMEBLTRRTBDENTEEFT, TOE, LRA—FNZERETBNTY hE 1 DEIRTE
9,

BERTV3>0O 1 2ULEERTTERAVERR. RORATY TICETHIC, AWS EEEICY
R—REZEBELTSEEW,

ATV T 2:S3INTY NEERETS

TORAFHZ2H#A LIS, AERRLA-—NEREID SSNTY N ERELET, BHOTHD
PROBRFEONTY RTE, BIO FFABETDT IV EANFFAENTVWAREREFEONTY KTE AWS
THOKNDEVEEA, LR—RNEZFHLWUNTY NCRETRIHERE., RICETAIICNTY M
FERLTLIEEEL,

27v72S3NT Y NERET B 39
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SANTYRNE, TOAR—KRTEIRHEFERT—RAWS V=232 LU ICHBZBENFHYET,
il Z (E., Amazon Inspector Z KERZ (N—ZTF 4P V—a > TeEALTVWT, 0 —23
CORBERT—R2ETIVAR—RNTBIHEE. NTY NEXERE (N—2ZTFF) V-3 2100
HIVENFHYET,

TSI, NTY RDORY S —TIE, Amazon Inspector X’/NT Y NCA T IO NZEBMTE L%
FATHIMVENHYVET, cORNEYITR, NTY KRRV —BREHITBDHEICOVTEHAL,
RUD—IZEBMTBEAT—MXRNOBERLET,. NTYRRUS—QOEBMEEFHROFMM-COWVWT
l&. T"Amazon Simple Storage Service 1—H—HA K, ® "N Y hARUZ—0FERA) 288U T
<EZEL,

BOTAHIY NAFRETS SSNTY NILR—RNEZRETRHEERE. NTYNOEBEECE#KELT
NTY DRI —ZEHLET, o, NTYROURIEBSELET. LRA—RNEIIVAR—b
TREEIL, COURIZADTIRILBEN BT,

NTY RRIS—ZEFHIBICE

https://console.aws.amazon.com/s3 T Amazon S3 1>V —)LZHAE £ T,
FTET—23RAUT, NTY R ZERLET,
HERBRLARA—NZRETD SINTY hEBRLET,

TORAFA 27 2RBIRLET,

NTYRRVD—€0232T, wRE ZEBRLET,
RODAT—RABED )Y TR—RICIE—LET,

o a0 b~ w N~

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "allow-inspector",
"Effect": "Allow",
"Principal": {
"Service": "inspector2.amazonaws.com"
},
"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:AbortMultipartUpload"
1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/*",
"Condition": {
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"StringEquals": {
"aws:SourceAccount": "111122223333"

1,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

7. Amazon S3AVY—=)IONTY RRUZ—TFA4RT, HIOAT—RMX2 RNERZ—IZREY)
RHEFTRIUS—ICEMLET,

AT—RAXVRZRIV—ICEMIRDEELL, BUABMTHDCEZ2HBLET. NTY KR
)2 —E JSON ERZEALET, ChlE, AT—KMXTRERVZ—ICEMTIEMICHL
T, AT—RMXVNORIRICAVRZENMTIVEN HBDEZERLET, AT—MXUNZE
REDAT—RXVRNELTEMTZBEERE. AOAT—MXY NOEFFEINMORICHI X ZE
MUET. BIDAT—RXRELTEMTRH, BBFEO 2 DOAT— M X2 MOEICE
TREEE. AFFEMORICHIIZEMLET,

8. WIRICE>LELWMETAT—MXYRNEZEHLET,

e DOC-EXAMPLE-BUCKET &, NTY ROEBBITT,
e 111122223333 . BEEODAMNWS 7HIONDODTHDINIDTY,

o #####IE AWS 1) —2 32 | Amazon Inspector Z A L TW T, Amazon Inspector A"/X7 ¥
NCLAR—NEBMTEB&SIFD T, LEXE, KERE (N~ 2748 U— 3
Y DFEE us-east-1 T,

(® Note

FETHMICL &= T Amazon Inspector ZFEAL TWAEFEIE AWS U—2 32,
Service7 1 —J)LROEICHEYIZE—a > J—REBMLET, COT71—I)LRIE
Amazon Inspector H—E ATV NI ZEELE T,

EEZE, U—23a3> 01— KR me-south-1 ARREENTVBHE (/N—L —

>) 1)—<3 2T Amazon Inspector AL TWBHEEF. AT—KXUKNT
inspector2.amazonaws.com Z inspector2.me-south-1.amazonaws.com &

EWMAET,

ATYVT 2:S3NTY NERETD 41
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CNSDAT—RXYRGIE, 2 20 IAMJO-NILFZHF—2FRAITZIFRHEZERL TV
CEILITEBLTLSEZ WL,

« aws:SourceAccount — — DFMHIC K, Amazon Inspector T I RONTY MO HL
R—KRZEMTEERT, <hiZKY) ., Amazon Inspector LD T HI NONTY MZL
R—PNZEMTELZLSBZYET, EFENICE, FHEE. aws:SourceArn FHETIEEET hiz
DY—=ABRTTO2aVICRMLT, NTYNZFEATEDRTHI M EEELEY,

NTY NHAOEBMT7AIRDLAR—RNZRETSICIE, BMOTAHIRZELCLTAHI R
IDZCORBICEMLUET, i

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« aws:SourceArn — CDFM4E, NTY MCEBMEAZATSIIORNOY—RICETVTN
TYRADOT UV EAZFIRLET. ChiZkY), 10 AWS OH—ER ANT Y NZAT
TSIVNEBIMTERLSEYET, £/, Amazon Inspector FEEFEDT HT > NTHD
TODAVERTHICATZDIIORNENTY NCEBMTRNDEBSZEETEERT BAENIC
iX. Amazon Inspectorld, 7 TV MRAEBRRLR—KNTHY., D, ThsOLKR—
RATAHIVRNCK>TEREN, DO, RETEEENLEU—2aVICHDBEEICOGK, F
TOTORNENTY NCEBIMTRENTEET,

Amazon Inspector MBI T HI NTEELET VIV ERTIDEEHFTTSIC
EBMOT7AD NI &I Amazon )YV —AZ—L (ARN) ZZOFRBHICEMLE T, 4

"aws:SourceArn": [
"arn:aws:inspector2:Region:111122223333 :report/*",
"arn:aws:inspector2:Region:444455556666:report/*",
"arn:aws:inspector2:Region:123456789012:report/*"

aws:SourceAccount & aws:SourceArn OFRHFICE > TEEENLETHI NE, —ET
DRENHVYET,

EB55D0D%EME . Amazon Inspector A" Amazon S3 ED KNS B U< 3> diC [RELL 2R E]
ELTHEAENZ0ZEH<SDICRIEET, BBAOLEFLBAN. NTY KRR —HS5hs5D
ZYZHIBRTEET,

9. NTYRRUI—OEHFNFTTLES, BEEZRETD 2BRLET,
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AT Y7 3: AWS KMS key £ % ET B

TORAHFTEZEELTSINTY NEREL 5. Amazon Inspector THREFRL R—NZ2HES
TR LEHIZED AWSKMS key ZFEATIAZRELET, F—l, DAXIY—NR—I RF¥—
T, RHESILKMS F—THBIDBENHYVET, ES5IC, F—RBF. LR—PFNERETDIRSICIEE
LESISNTYRAWS U—23a2 EEILU ICHBDBLENFHYET,

F—F, CBDPOTHINOBREFED KMS ¥F—T%H, BOTHIY NIFETEEEFED KMS £—
TELFEVWEHA, HILLKMS F—ZFRATREEE. RICETHICF—ZERLET, BIOTH
DR NFETARFEOF—ZEALLEZVEEE. TOF—0 Amazon )Y —AX—LA (ARN) ZH
BLET, AmazonInspector ' SLIR—KRZITVAR—KRTBDEEIL, COARNZADTEIHEN
HVYET, KMS F—BREDEREHERIC OV TR, TAWS Key Management Service RO Y /N\—
HAR, O TF—DEE, 2SRBLTLKEETV,

FRHTD KMS ¥F—%REL =%, Amazon Inspector ICZDF—%ZFEHATDIT7 IV AFTE2FEL
£9, TS5LBEWVWE, Amazon Inspector 'L R— RN ZBESILLIVAR—RNITB N TEFRE
Ao Amazon Inspector ICF¥F—ZFRATRIT IV LAFAZNETRICE. F—OF—KRU—ZFH
LEFT, F—RUZ—EKMS F—ADOT IV ABEOFMIC OV TR, "TAWS Key Management
Service FROY/N—HA R, ® TAWSKMSOF—RUZ—,; #SBLTLSEETL,

F—RV—ZEHITBICE

® Note

AN O FIER. Amazon Inspector 'BEENDF—ZFEATEDRSICEH TR LEHDE
NTT, BMEOF—HNFEEBVFEERE, ThEERTEILOOHAA 2 AEL T hitps://
docs.aws.amazon.com/kms/latest/developerguide/create-keys.html ZZ 8B L TS & L\,

1. hitps://console.aws.amazon.com/kms T AWS KMS A2V —I)LZBEE XY,

ZEEITRIFEAWS V=232 R—=DOHLBIEHD V-3 teLIX—2FALET,

FTETF—=23URLDT, [NAEII—NZ—TI RF—] ZBRLET,

LAR—KNOBESIZERATS KMS F—Z&RLET, F—EWAHESIL

(SYMMETRIC_DEFAULT) ¥—T®2HENfH VY FT,

5. TORARVSD— 27T HRE 2BRLET, BEIRZVOHBDF—RII—HFRRENEV
BER. TRV —E1-ANOYYER] ZBRTIVENHYVET,
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{

"Sid": "Allow Amazon Inspector to use the key",
"Effect": "Allow",
"Principal": {

"Service": "inspector2.amazonaws.com"
1,
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "111122223333"

3,
"ArnLike": {
"aws:SourceArn": "arn:aws:inspector2:Region:111122223333:report/*"

}
}

7. AWSKMS a2 VY—JIDOF—RUI—TF1RT, BBRDAT—MXY hEF—RU—(ZBAY)
FHEFT, RUS—ICEMLET,

AT—RXURNZRIVD—ICEMIZEEIL, BYNBMWTHEI L Z2HRBLET, F—KR
>—F JSONFEREZFEALET. chid. AT—MXTY NERUD—IZEBMTBFZARICIEL
T AT MV NOHRICAVIZEMTIHVEN D EEBRLET, AT—MXUMZE
REBEDAT—MXVRNELTEMIZHEERE, AIOAT MY NOEHFEIMORICH Y ZE
MUEXT. BHIDAT—RXMELTEMNTSDH, BFEO 2 DOAT— M X2 MOEICIE
TRHEER. AFFEIMORICAINZEMLERT,

8. MEILE2LELWMETAT—RMXVKZEHLET,

« 111122223333 &, BEED AWS FHINODTHIKMIDTY,

o #####lE, Amazon Inspector AWS ) —23 > HF F—ZFEALTLAR—NZBESILTED &
ST TT, LEAE, KERSPN—2ZT74F) V-3 058 us-east-1 T
9,
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® Note

FHTHIMICL = T Amazon Inspector ZFEAL TVBIFEFE AWS V-3,
Service7 41— )L ROEICEYZ) -3 A—REEMULET, LEARF, U—
DAV I—RFB/EENTVBHE (/N—L—2) JU—2 32T Amazon Inspector
ZFEALTVSEHE S, inspector2.amazonaws.com Z inspector2.me-
south-1.amazonaws.com ICEEMZE T,

BDATYZTONTY RRUS—OH D TIIAT—R XY NEEEKIC, ZOFIO Condition
74—=)ILRTE 220 IAMJO-NILEZHEF—2FALTVET,

« aws:SourceAccount — Z DFRMHFIZ LK), Amazon Inspector ET7HT MIF UL THOAKIEEES
NETO2aVERITTEERET, EHFMICE. aws:SourceArn FHTEEEhEZUY—X
BRETV2IAVIZRULT, BECIET VIV ERITTEDRTHIVNERELET,

Amazonlnspector?b‘LiJ[ld) HIOVRNIRUTEEENET V>3 Z2RTITH e zFHA
TBICE. EMOETHIRNOTAHINIDZZOFRMGICEMLET, Hi:

"aws:SourceAccount": [111122223333,444455556666,123456789012]

« aws:SourceArn - CDFMHFE. D AWS O —ERANEEEhLET I3 Z2RTTELRD
EDIZLET, £, Amazon Inspector FEEFEDT HI NTHOT V23> 2RTHIC
F—EFERAITEINEHRSIEETEET, DFV), Amazon Inspector i&. A7 TV M
BEREELA—KRTHY, ThSOLAR—KIFTHIRNIR>THEREh, RETEEENLE
)—=2aVIlHDBEICOHK, SSATPI VN EXF—TCHRBLITDENTEET,

Amazon Inspector X EBMD T A RTEELET V23V EZERTIDCEZHTTBIC
&, BMOFTAHTRIEICARN ZCOEMFICEMLET, Hi:

"aws:SourceArn": [
"arn:aws:inspector2:us-east-1:111122223333:report/*",
"arn:aws:inspector2:us-east-1:444455556666:report/*",
"arn:aws:inspector2:us-east-1:123456789012:report/*"
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aws:SourceAccount & aws:SourceArn OFHFICK > TEESNETHI O MNE, —HT
DURENHYNET,

ChEeDEBIE., EORNZH U 3> FIZ Amazon Inspector ABELL EREBE L THEAE 1
20EB<SDICT/IEET AWSKMS, BEIOLEBAN, AT—RMXURMPShs0EHEE
HIBRTE X,

9. F—RU—OEMAZETLES, (EEZRFITD]) ZERLET,

ATY7 4 BEFRLR—PEZRELIVAR—NTD

TOEAFIZ2H#AEL, AERRLARA-—FZESUELTREITD VY -RAZRELLES. LR—bNZ
RELTIVAR—RLET,

AERRLA—NOREETIVAR—NZETBICRE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector A2V — )L 2B E &
Jo

2. TET—23URADT[HREBR] O [TXTORBER] 2BRL KT,

3. (ATVAVVREBERT—TINOLICLHDT71IILEZ—N—%2FEALT, LR—NIEHIHRH
RBREZEEID 7N EZ—FHZEMLET, £HZEMT S E, Amazon Inspector [EFRHFIC
—HBII2REBEROAEECRSICT—TILEZEHFLET, COT—7I)LICIE, LER—NICEE
h37F—Z207LE1I-—NFRRENET,

(@ Note

TAIINE—RBEZEMTZR_EEZHEOHLET, CnZETHLHEVES. LAR—NICE,
AT—RAAWS V=23 AT O0T47 THRIRED OIXNTORHEEROT—X
HFEENET, BEZENEHEDO Amazon Inspector EBETH D HBE. ik, B
ADIXRNTOXN=THIO NOBREZERT—EANEENFTT,
LAR—RNCIXRTELRIZSBOREERT—ZNEENTVSREE, LR—NODERE
IORR—NIEEEAIDAY, TVAR—RNE—EIZ1DOLR—NULAEKTESE
BA,

4. BREBRZIVAR—BN ZBRLZEXY,
5. [TVAR—RRE]|EIZIVDO[TIVAR—RNTFAILEALT]IT, LR—NOT77AILERX%E
EELET,

A7 V7 4 MERRLA—NERELIIAR—L95 76


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://console.aws.amazon.com/inspector/v2/home

Amazon Inspector I1—H—HA K

- F—2X%&E JavaScript Object Notation (.json) 7 7 1 L &ZER TS (C Ik, JSON ZiBIRL F
CB

[JSON] A7 > a2 &BRLEBE., LR—NIREREEZEROIRNTO 71— RAEEN
F9, FAHTAER JSON 71 —ILROJANIDVWTIE, Amazon Inspector API U7 7L >
AD "THREBRTF 22471 2RBRLTLEETV,

- F—BEESULHYIRXYYE(CSV) 77 AL EERTBICE. [CSV] ZBIRLET,

CSV A7 arvzBRULEEGE., LRA—NIREREZLROZ7 1 —ILROYTEY M, D
FURHEROIELREMZRETINSOTA—I)ILROKFEENET, 71—ILRIC
&, BRERBROZAT], (B4 ML) [BEEE]L [AT—2A] [BEA]. HEHEEB] [REHE
B [FEAFRESEE], [AWS AT KNID], [VY—RAID], [VY—AZT], RV &
RINEENRET, CchoDT74—ILRICMA, EREBROAIAT IV JOFMBESR URL
BEYTFYIBRTA—IIREBYET, UTRE, BMEBRLKR—FDOCSVAYH—DHZ
7ILTY,

ABMSRRAHARSRS' ) ') FE) VA8 n i emcotN MIXNDIBORARA A U 7RFE dratsttibaa
TSUEHA RO A S B SR NRIEART TS 2 CCEBE2 ) =) FFHFELN\DT 7
TEMEN BOREATYRNAZDVDIIAE 2 REEFANRINRAAGEF ZAAAXEF A Tl

T BRI RBRRFHDS 7 TOINIE ) TFAD OF 710 10CCESRBIX 7 pVEBAERTH#L
D ~ B A4 LITAHEAN ~ BERRPRTRARZARA 75 ZH XEA

N oA X— BAHE A 7 E:JAVAN /| Y o o/ AR B AFURL
D 7 > A k BAA RPN OR— B 7H
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6. [TVAR—KDFHA O [S3URI T, LR—rZRETS SINTY NEEELET,

« THIOVKRNFEITANTY NZILAR—BMNZRFTSICE. [S3DSHR] ZBIRLF
¥, Amazon Inspector &, FHIRDSINTY ROF—TIINERRLE T, FEHL L
NTY hEBRLU, B ZERLET,
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® Tip
LAR—K® Amazon SS/NATL 714V VRAELEETSICE, [S3URINARY U ADE
WCAZY21 () &TL714vORZEMLET, TDE., Amazon Inspector & L
R—RNENTY NCEBMTREELLTLTAYIRAEESD, AmazonS3 7L 7 1Y
DATEEENLENAZERLET,
BIZE, AWSTHORNIDEZITL74YORELTEARAL, FHTNID N
111122223333 M3F{E. S3URIRY Y ANE/111122223333(C ZEMLE T,
L7414V ORI NTYRAOTFTALIRNINAEEBLTVET, Chick
W, BT 7ANEZT7T7ANSATLED 7 AINAICTEDTRETZIEEERK
e NTY NAOBEUAT IO ZREDHTIIN—TILTEET, HMAIZOWVWT
l&. TAmazon Simple Storage Service 1—H—HA R, ® "7 # )L ZZFEHAL T
Amazon S3 AV —=)\DAT IV N8BS, #SBLTLIEEL,

* BIOTHAIYNERBIBNTY MCLAR—KZRETDICE. TONTY b URI ZAS
L&Y, & XF s3://D0C-EXAMPLE_BUCKET, DOC-EXAMPLE_BUCKET &/N7Y kD
BATY. N7y RAEER., COBB/BENT Y bOTONT 1 THIETEEXT,

7. KMS ¥— AWSKMSkey T, LIR—NOBES{LICEATS Z2EELET,
c CBPOTHIVMOF—2Z2FEATRICEK, VAN SF—ZBIRLET, VDAKNIE., 77
TURDAARI—IZR—T R, WHES KMS F—HFRRENET,

c BIOTAHIVNIR>THBEENATVADF—ZFEATSHICE. F—0 Amazon VY —AX—
LA (ARN) ZAHNLET, F—OmMEER., F—07ONTF1TCCofFREZI—F—ICRAb>
THRETEET, FMICOVTIE., TAWS Key Management Service RO Y /N—H A R
O "F—ID & ARN OFE, Z5RL TS EEL,

8. [TVAR—RNZIVYILZET,

Amazon Inspector FFAERLRL R—RNZEKL, EELEZKMS F—THESILLT, EELEZS3IN
TYRMIEMULET, LR—RNIEORLSICEBRUELBREZROBIZL>TR., CO7OERICH
DELEFREBEERADDIEEN HYVET, TIVAR—RIIET T5E, Amazon Inspector (FFHERER
LR—RKFEBEICIVAR—RNRENECERERTAYVE—DZRRLUET, 723> T, XvtE—
JAD [LAR—KNZERR] Z#IRL, Amazon S3 DL AR—KNICBEBLET,

—EBI12OLR—BFULAIVAR-RNTERVIEICEBLTLKEEZV, TV AR—NFETH
DHEERE. TVAR—RMIRETIRZETHE2>TASHOLR—KREIIAR-—BLTLEEW,
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FAERRLAR—RNETIVARAR—RNLEDELEEZICIZ—HFREL L5E. Amazon Inspector T
. IZ—Z23ATEIXYVE—IHARRENET, COREYJICREBENTVRERESEICL
T, ZASNBDIS—DRALEHERRZHFBELTLSEEL,

BIZE, SSNTY RABRED ICHY AWS U—23 > | N7 Y RORI S —T Amazon Inspector
PNTYRNIATDIORNEZEBMTED L ERMRELET, £, AWSKMS key FBRED ! —
TAVTEMIBOTVWAH I ZHRBL, £—R1U > —H Amazon Inspector ICF—DERAZFFAL
TWB L zfRLET,

IS—kERaLES, £5—ELRA—ROIYAK—RERALET,
"Cannot have multiple reports1 TZ—

LAR—KMZERLEDELTE, Amazon Inspector A'BEIZLR— RN Z4ERK L TLWDEE,

FReason: Cannot have multiple reports in-progress; EWS TS —HFKRREhFET, COIS—
l&. Amazon Inspector X7 HI MR LUT—EIC1 DOLAR—KMUAERTERVLEHICHKEL
£9,

IZ—ZRTDICE, MOLR—KMIRTITIOZHFEIHN, FY2EILLTHSHLWLAR—KZ
DOTARMLTLEEL,

GetFindingsReportStatus ARL —2 3> ZFEALTLR—NDAT—RAZHRBTEE T, COF
RL=>avik, BEERENTVSBLAR—KNOLAR—MNIDZRLET,

HEIZISU T, GetFindingsReportStatusAARL—> 3> TiEEEhiZLAR—HNID ZFEAL
T. CancelFindingsReportARL —2 32 ZEAL TREETHFOITIAR—rEF v ) TE
9,

Amazon % {#f L 7= Amazon Inspector DB HERADHAZLL
AR ADYERK EventBridge

Amazon Inspector &, IL<KEREThEREER, HLLENShEREBER.
BLROBREFERORENDZ{LICE TS Amazon EventBridge DA X N&EER L F

¥, updatedAt. lastObservedAt 7 1 =)L ROZEZEELUANGE. FTLWAXR NZRITLET, D
Tz, VDY—AOBEFHPVY—-AICEERITSNTVERRITOEEBRENOT Va2 2RTTS
E, REBRICETEDIHLULVWAR M ERENET, £EL, id 71— )LRADKREZERID (&
EbWEBA, AIRVENE, RARIT7A—MR—ATHIETIET,
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® Note

7 A NA" Amazon Inspector DEEEBETHDHE., . IRVNORBETOXY
N=THIDYRNIMAT, AR RNZTHD> KNIZ EventBridge HITLE T,

Amazon Inspector T EventBridge 1 X N E2fEA TS &, X AU ZBEL L TAmazon Inspector®
BREZERICE>THSHICE 2 EF1 VT BBICHLTEET,

Amazon Inspector l&, AU U—2320F7FILNDARY NNARIZAR NEEFELET. OF
V). Amazon Inspector ZETLTWVWBDE -3 OA R NIL—I)ZFZELT, TOU—23 2
DARY NZRFBETILENF HYVET,

EventBridge 4 X2 MMCE T LT Amazon Inspector D HEERICE T2 EHNEZZETDIC

l&. Amazon Inspector ® EventBridge L—)IL&EX—'Y NZEHERTEIUENF HYVET, DI —

JLIZ& V) EventBridge . &, Amazon Inspector A4 T2 REFEROBEHZ, I—I)LTEEE

NEZ—9Y NMIIEETEXRT, FMICOVWTEE, "Amazon EventBridge 1—H—7H 4 K, @
"Amazon JL—)L EventBridge 1 25 8B L TS &L\,

AR NAF—X

LTk, EC2 DRBREHERA AR N®O Amazon Inspector A R R 7 #—I Y ROHITT, DBRHE
BRALATRARNEZATODARAF—XOHFIZDOWVWTIE, TEventBridge AF¥—V, 25BL TS
Wo

"version": "Q",

"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T22:46:15Z",

"region": "us-east-1",

"resources": ["i-0c2a343f1948d5205"],
"detail": {

"awsAccountId": "111122223333",

"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",

"exploitAvailable": "VYES",
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"exploitabilityDetails": {
"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"
},
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",
"fixAvailable": "YES",
"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-xrc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,

"fixedInVersion": "0:5.15.0.1027.31~20.04.16",

"name": "linux-image-aws",

"packageManager": "0S",

"remediation": "apt update && apt install --only-upgrade linux-image-

aws",
"version": "5.15.0.1026.30~20.04.16"
1]
},

"remediation": {
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"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"
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Step 1. Amazon SNS REY VB RV I RAEKRA 2 MNDRRE

BE7>—MERETSICIE. £9 Amazon Simple Notification Service TRhEY V% EL., I
RRARNZEBMTDIHBENHVYET, FHMICOVTIEE, "TSNSHA R, 2SBLTLIEEL,

CDOFJETIE. Amazon Inspector DIRHFERTF— R ZEEFELEWEFZRELE T, SNS hEY D
(k. EventBridge 1 X ML= DERFEEFERBICARNIL—ILICENTEET,

Email setup
SNS hNEY U DERR

1. https://console.aws.amazon.com/sns/v3/home T Amazon SNS AV —)J)L L4242 L
9,

2. FET—>3arRAUHS[MNEY D], [NEY ODERK] ZIBIRLEFT,
3. [NEYIDEK] I 3> T [EE] ZEBRLET, XIZ, Inspector_to_Email D& S
BRNEYOBEANLET, TOMOFEMEATS> 3> T,
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5. [W7ARVUT723rwo23>T, [WTARIVTSa> ok 2 ERLET,
6. a. [Protocol] (ZORIII) XZ21—H5 [Email] (E X—)L) ZBRLET,
b. [TRRAURNT714—ILRIC, BHRZZEITDEX—ILTRLAZADLET,

@ Note
HITRAOVTawERE. EX=ILITATNEBUTH TRV VTS 3
VAERRTIBENBYET,
c. [W7AROUT>arzuER] ZBIRLET,
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RLFET,

Slack setup
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F9,
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2.
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IVRRANDEREZETTLET,

AWS Chatbot 754 T7 > N DE&RE

5.

T AWS Chatbot 1>V —JLIZBE L & 9 https://console.aws.amazon.com/chatbot/,
[BREENLEITAT RN RAVDAS [FHLWISAT U NERE] ZBRLULET,
[Slack] Zi#IRL THERRL., [AE] ZBIRLE T,

® Note

Slack 2 BRI B &, [(FA] ZBRLTFVYRIICTIEATREHIC, AWS
Chatbot D= DT VL AFFA 2B T IHLEN BV XT,

FLWF v RILZRE] ZBRL, REOHFMRSEHREXT,

a. FYURIODBAEZADLET,
b. [Slack F¥XI] T, ERALEVWFYRIZERLET,

c. Slack T, F¥RILBZHAIVUYILT[UI0OE—] 28RL T, AE—DU> D
ZERIDZDETTZAR—NFYORILOFYyRI)IDZIE—-LET,

d. AWS Chatbot 7 1 > R™JT AWS Management Console, Slack A5 1E—L F ¥ X%
LWIDZETSAR=RF¥ZILID 7 1—)LRICBEWHHFET,

e. [PUVLAHFH]T, FEO-ILEHE > TWELWHEEE, 707L—KNZ2HEHAL TIAM
O—I)ZzZEKTREEZBIRLET,

f. [RUS—=]FT>7L—KT, [BHOFA] Z&BRLET, chiEF DIAMARDS—F2 7
L — BN T3 AWS Chatbote, < 7R —IE, CloudWatch 75 —A, /XN, O,
B R Amazon SNS REY VICH BB BRIV —ERROT7 IV AF T2 R#
LE9,

g. FyY¥RILHA—RKRL—=IAKRJZ— T, Amazoninspector2ReadOnlyAccess ZiEIR L £
ED

h. BAHEILZ SNS REY 9% 4ERLE)—23a > %BIRL, Slack FYXRIICEBEHZEETS
HIZER L 7= Amazon SNS REY % ZBIRL £,

[Configure] (FXE) ZEIRL £ T,
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Amazon Chime setup
SNS REY J DERK
1. https://console.aws.amazon.com/sns/v3/home T Amazon SNS V=)L L4242 L
9,
2. FTETF—=3aRAUHS[REY D] [NEY VDERK] ZBIRLE T,

3. [FEYODOER] I3 T [EE] ZBIRLET, XIC, Inspector_to_Chime D&LS
BREYOBRBEANLET, TOMOFEMEAT>a>TY, [NEY IZER] ZIBIRL T
ETLET,

AWS Chatbot 754 7> NDERE

1. T AWS Chatbot 2V —J)LICEE L £ 9 hitps://console.aws.amazon.com/chatbot/,

2. [Configured clients] (BREE =TT 4 T > ) /NRILH S [Configure new client] (L W\ T 5
AT NERE) ZERLET,

3. [Chime], [&E] ZiBIRL THELEI,

4. [Configuration details] (RE D M) R4 A5, FYURILOBRIZEAILET,

5. Amazon Chime TEHOF ¥ Y NIL—LZREEXT,

a. ALOWET/AI%ZBIRLTHS, [Manage webhooks and bots] (VI T 7 v U &
RY NOEE) ZiBIRLET,

b. [Copy URL] (URL £ —)%®RL . Webhook URL £ 1J vy 7 R—RICOE—L %
9o

6. AWS Chatbot 7 1 > RJT AWS Management Console, 1E— U 7= URL %Z Webhook URL
74—l RICEE)FHET,

7. [POEAFHT, ££O0-L2E>TVWEVEERE., 7o7L—rEFEALTIAM O
EERTBDEZBRLET,

8. [RU—1F>7L—KrT, [BHOFY] ZBRLET, ChE DIAMARD S —F2 7L —
N T3 AWS Chatbot, CloudWatch 75 —A, /X2 K, O, & &V Amazon SNS ~
EYOICAERTAIBRNB L —BERTOT IV EAFTEZRELET,

9. BABIIC SNS REY UV ZIERL 1) —> 3> &BIRL. Amazon Chime JL—AIIZBHZEF
T2EHICERL = Amazon SNS REY IV ZBIRLE T,

10. [Configure] (FXE) ZERL £ T,
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Step 2. Amazon Inspector D HAER D EventBridge L—IL ZER T B

1.

o 0o & b

9.

https://console.aws.amazon.com/events/ T Amazon EventBridge >V —J)LZRAE &7,
FTET—232RAUHAS =] ZERL, LI OERK] Z2FRLET,
L=ILOEHMEXBEICRHRUTHAZADLET,

[ARYRNE=2ZFDIL—I]) ZBRLUTH S, DRN] ZEIRLET,
[ARYRNE=V|RAVT[HARLINZ—2 (JSON IF 1 X)] 2 BRLE T,

LLTF® JSON 2T 54 RIZEE T ET,

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"],
"detail": {
"severity": ["HIGH", "CRITICAL"],
"status": ["ACTIVE"]
}
}
® Note

ZD/NRZ—> I, Amazon Inspector Ik 2 THREEN=T U F 1 774 CRITICAL £
l HIGH EEEORHEERICEIZEHNEEELET,

ARYRNNE=2DANTRTUIES, [RN] ZEBRLET,
[Z—T7Y NEBRIR—DT, [AWWS OH—ERX] ZERLET, RIZ, [F—T'YNEZATDE
R] TSNS hEY J] ZZBIRLE T,

[NEYI] T, ATY 71 THEHRLEZSNS REY VDOEBRIZRBIRLET, AVT, DRAN] Zi#
RLZET,

BBEIISLTATZa>nrTdzEBmML., AN] ZBRLUET,

10. =)L Zz#BL. - OEK] ZBBRLET,

EventBridge for Amazon Inspector XILF T HD 2 NRE

Amazon Inspector DEEE N E-EEENDHS, EventBridge X N—FHIO U RHSOZYTIHR
HERICESWTIL—IFTHINIRRENET, IOV 3> THRALERDIC, BEET
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7> N EventBridge T 2#AL TREZEREHNERETD L. EROTHIU NCETZEHN
BEET, D2FV), CHEBEOT7HINTERETNERREANRNCIMA, XON=THOUNIC
EOTERETNERREANR MY BHEIhET,

#ER D JSON F¥#iA S accountId ZEHA L T, Amazon Inspector DBRHERDTEBE 2 X
N=THIRZBETDENTEET,
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Amazon Inspector IZ& % SBOM O I U A R— K

Amazon Inspector AV — L& APl ZFAL T, DY—ADOY 7 NI I T7EHmk (SBOM) &
£ MTEET, SBOMFE, J—RR—RAICEFNZDIXNTOA—TY—AY T RNIITFTIVR—
ZNEY—RN=—TFAVYTRDITIAVR—FNODRARNENTEA R NI T, Amazon
Inspector &, IREANDELZ D)V —RIZ SBOM Z##H L £, Amazon Inspector H* 5 TV AR—
REh/i-SBOMIF, ZRE—MBPICERAETATVBINY TF—IUREBEEOBEETDMESEMRLE., V
TFRDIT7HTSAICETRBRETRILTDDICKIEERET,

Amazon Inspector ICK 2T T ITATICFZR I TENhTVWS, HAR—KREhTVBRITXRTOY
V—AD SBOM ZTVAR—RNTEET, UY—ADAT—R AL Amazon Inspector I &2 AWS
REOANLY D%l TS THRIETERT,

(@ Note

Amazon Inspector Tl& Windows EC2 1 > AR ARH® SBOM O LY AR—KNREHR—K
LTLVWERA,

Amazon Inspector FE =,

Amazon Inspector Tl&, CycloneDX 1.4 KT SPDX23 B 7 #—~XY KRTH SBOM DI T A
R—KZHR—KNLTVWET, Amazon Inspector Tlk, #IRL %= Amazon S3 /N7 Y MZ SBOM %
JISON77AIILELTIUVAR—RMLET,

(® Note
Amazon Inspector /5 SPDX XX DTV AR— KNk SPDX 23 ZFEAT B ATALLEER
BUENFBYETHN, VVIAT47IAEAEO(CCO) 71— REEEFNRTVWEEA, C
hE, CO71—)LRzgdde, 1—HF—HIFNFTUFTILZBRHALEVRELLZYTED
ESICBBLEHTT,

Amazon Inspector @ CycloneDX 1.4 SBOM = o i

{

"bomFormat": "CycloneDX",
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"specVersion": "1.4",

"version": 1,

"metadata": {
"timestamp": "2023-06-02T0Q1:17:46Z",
"component": null,
"properties": [

{
"name": "imageId",
"value":

"sha256:c8ee97f7052776ef223080741f61fcdf6a3a9107810ea9649f904aa4269fdace”

},

{
"name": "architecture",
"value": "arm64"

},

{
"name": "accountId",
"value": "111122223333"

},

{
"name": "resourceType",
"value": "AWS_ECR_CONTAINER_IMAGE"

}

]
},
"components": [
{

"type": "library",
"name": "pip",
"purl": "pkg:pypi/pip@22.0.47?path=usr/local/lib/python3.8/site-packages/
pip-22.0.4.dist-info/METADATA",
"bom-ref": "98dc550d1e9a0@b24161daaadd535c699"
},
{
"type": "application",
"name": "libss2",
"purl": "pkg:dpkg/libss2@l.44.5-1+debl@u3?
arch=ARM64&epoch=0&upstream=1ibss2-1.44.5-1+deblQu3.src.dpkg",
"bom-ref": "2f4d199d4ef9e2ae639b4f8d04a813a2"
.
{
"type": "application",
"name": "liblz4-1",
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"purl": "pkg:dpkg/liblz4-1@1.8.3-1+debl@ul?
arch=ARM64&epoch=0&upstream=1iblz4-1-1.8.3-1+debl@ul.src.dpkg",
"bom-ref": "9a6be8907ead891b070e60f5a7b7aa%a"
I
{
"type": "application",
"name": "mawk",
"purl": "pkg:dpkg/mawk@l.3.3-17+b3?
arch=ARM64&epoch=0&upstream=mawk-1.3.3-17+b3.src.dpkg",
"bom-ref": "c2015852a729f97fde924e62a16f78a5"
},
{
"type": "application",
"name": "libgmplQ",
"purl": "pkg:dpkg/libgmpl0@6.1.2+dfsg-4+deblQul?
arch=ARM64&epoch=2&upstream=1ibgmpl0-6.1.2+dfsg-4+debl@ul.src.dpkg",
"bom-ref": "52907290f5beef00dff8da77901b1085"
I
{
"type": "application",
"name": "ncurses-bin",
"purl": "pkg:dpkg/ncurses-bin@6.1+20181013-2+debl@u3?
arch=ARM64&epoch=0&upstream=ncurses-bin-6.1+20181013-2+debl@u3.src.dpkg",
"bom-ref": "cd2@0cfb9ebeeadba3809764376f43bce"

}
1,
"vulnerabilities": [
{
"id": "CVE-2022-40897",
"affects": [
{
"ref": "a74a4862cc654a2520ec56dadc81lcdb3”
},
{
"ref": "0119eb286405d780dc437e7dbf2f9d9d"
}
]
}
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Amazon Inspector @ SPDX 2.3 SBOM = 0 4

{
"name": "409870544328/EC2/i-022fba820dbl137c64/ami-074eal4c@8effb2d8",
"spdxVersion": "SPDX-2.3",
"creationInfo": {
"created": "2023-06-02T21:19:227",
"creators": [
"Organization: 409870544328",
"Tool: Amazon Inspector SBOM Generator"
]
1,
"documentNamespace": "EC2://i-022fba820db137c64/AMAZON_LINUX_2/null/x86_64",
"comment": ""
"packages": [{
"name": "elfutils-libelf",
"versionInfo": "0.176-2.amzn2",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/elfutils-libelf@@.176-2.amzn2?
arch=X86_64&epoch=0&upstream=elfutils-1ibelf-0.176-2.amzn2.src.xrpm"
1,
"SPDXID": "SPDXRef-Package-rpm-elfutils-libelf-ddf56a513c@e76ab2ae3246d9a91c463"
1,
{

"name": "libcurl",
"versionInfo": "7.79.1-1.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referenceLocator": "pkg:rpm/libcurl@7.79.1-1.amzn2.0.17?
arch=X86_64&epoch=0&upstream=1ibcurl-7.79.1-1.amzn2.0.1.src.rpm"
1,
{
"referenceCategory": "SECURITY",
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"referenceType": "vulnerability",
"referencelLocator": "CVE-2022-32205"
}
1,
"SPDXID": "SPDXRef-Package-rpm-libcurl-710fb33829bc5106559bcd380cddb7d5"
I
{
"name": "hunspell-en-US",
"versionInfo": "0.20121024-6.amzn2.0.1",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/hunspell-en-US@0.20121024-6.amzn2.0.17
arch=NOARCH&epoch=0&upstream=hunspell-en-US-0.20121024-6.amzn2.0.1.sxc.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-hunspell-en-US-del9ae@883973d6cea5e7e@79d544fe5"
I
{
"name": "grub2-tools-minimal",
"versionInfo": "2.06-2.amzn2.0.6",
"downloadLocation": "NOASSERTION",
"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/grub2-tools-minimal@2.06-2.amzn2.0.67
arch=X86_64&epoch=1&upstream=grub2-tools-minimal-2.06-2.amzn2.0.6.src.rpm"

1,
{
"referenceCategory": "SECURITY",
"referenceType": "vulnerability",
"referencelLocator": "CVE-2021-3981"
}
1,

"SPDXID": "SPDXRef-Package-rpm-grub2-tools-minimal-c56b7ea76e5a28ab8f232ef6d7564636"
I
{

"name": "unixODBC-devel",

"versionInfo": "2.3.1-14.amzn2",

"downloadLocation": "NOASSERTION",
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"sourceInfo": "/var/lib/rpm/Packages",
"filesAnalyzed": false,
"externalRefs": [{
"referenceCategory": "PACKAGE-MANAGER",
"referenceType": "purl",
"referencelLocator": "pkg:rpm/unixODBC-devel@2.3.1-14.amzn2?
arch=X86_64&epoch=0&upstream=unix0ODBC-devel-2.3.1-14.amzn2.sxc.rpm"
1,
"SPDXID": "SPDXRef-Package-rpm-unixODBC-devel-1bb35add92978df021al13fc9f81237d2"
}
1,
"relationships": [{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-elfutils-libelf-
ddf56a513c@e76ab2ae3246d9a91c463",
"relationshipType": "DESCRIBES"
},
{
"spdxElementId": "SPDXRef-DOCUMENT",
"relatedSpdxElement": "SPDXRef-Package-rpm-yajl-8476ce2db98b28cfab2b4484f841f1903",
"relationshipType": "DESCRIBES"
I

{
"spdxElementId": "SPDXRef-DOCUMENT",

"relatedSpdxElement": "SPDXRef-Package-rpm-unixODBC-
devel-1bb35add92978df021a13fc9f81237d2",
"relationshipType": "DESCRIBES"

}

1,
"SPDXID": "SPDXRef-DOCUMENT"

}
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s EC2AVABRVARY — D71 E— BEDZITEZRHDEC2A ARV AD SBOM 2T
DAR—RNIBRLEHICERATEET,

« BABE — D07 1I)LE—F. HHED Lambda BB SBOM ZT UV AR—KNFTR-OICEATE
£

c AX=DRT — DT AINE—RF, BEORIAFWVWIEITFAAX—T0 SBOM Z2IT T A
R—KTRLHICEATEET,
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DAR—RNTEZEXT,
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EOICERATEXRT,

c DY—ZAD—ZDT71)INE—REF, BREDJY—ADSBOM ZLTVAR—rTRI-OICHEATE
x9,

« URDPKNVE —C074)E2—Z2#RALT, BEOURZKNIADITF A A—T 0 SBOM
EERTEERT,

SBOM DFEREE TV AR—h

SBOMsIT Y AR—NT Bk, £ Amazon S3 /N ¥ M & Amazon Inspector AR TZ % AWS
KMS ¥ —%RETIHENHVWET, 71IIL2EFALT, VY—ROBEOH 7Y KO SBOM
ZIVAR—NTEET, AWS Organization ROEHD T HV> N0 SBOMs 2LV AR—KT 3
([Zl&. Amazon Inspector DEFENEBBEELTH A4 LTVBREEIC, UTOFEICHEL
-

Bl R SR

« Amazon Inspector IZ& 2 TTF7IF A JICEFEZ R TJENTVBRHR—MR/RY Y —Z,

« Amazon Inspector ICA 7 TV NOEBMZHFATT DR —AEREE N Amazon S3 /N7 v
Ko RUS—DOFREICOWTIE, MConfigure export permissions) 2B L T &L,

« Amazon Inspector A" ZFEAL TLR— N ZBES{LTEDLSICTBDRIV S —THREET iz AWS
KMS ¥—, RUZ—DOREICOVTR., "TVAR—NADOAWSKMS ¥—%2ZETD1 2SR
LTLKEEL,
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® Note

BARIIZ Amazon SSNNT Y RERBRHERODIT IV AR—RNAD AWSKMS ¥F—%&RELECE
NFH3BEE., SBOMIVAR—KNCBEUNTY NeF—%2FEATEET,

EEOT IV EAFEEZERL T, SBOMZIJAR—KLET,

Console

1.

API

https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector 2V — )L ZFH &
9,

R=DHELEBICHZ AWS U—23 > 2LV X—%2FEAL T, SBOMZITVAR—KTD
DY —ANHBD)—23a & BIRUET,

FES—23aURAL20O[SBOM ZT I AR—KN] ZBIRLET,

(A7 32) [SBOM DI Y AR—RN R—IT, [7AILZ—EEBM X=1—%FEAL T,
LR—RZERTDVY—RAOHTEY REBIRLET., 71IILE2—PFEESATOVEVE
4. Amazon Inspector I XTDT VT 1T BV —ADLR—REIIVAR—KNLET,
ZEATEBEEEOSEER. ChIZBEBAOIXRNTOTITATRIY—ANEETIE
9,

[T AR—NERE] T. SBOM ICHERFERNZRIRLET,

Amazon S3URI Z AT %A, [Amazon S3 2S5 8E] %&IR L T SBOM % R%ET S Amazon
S3 MFFZEIEIRLE T,

Amazon Inspector 'L R— N DESLIZERATALSICEREL ZAWSKMS F—Z A 0L
£9,

)Y —ASBOMs 27’ AT 5 ATILIYV AR—KTBIZIE. Amazon Inspector APl @
CreateSbomExportARL —> 3> #EALE T,

)OO TARNTI, reportFormat N X—2%ZFEAL T SBOM HHFEXZEE

L. CYCLONEDX_1_4 F7=(& SPDX_2_3 ZiEIRL £, s3Destination /NTX—&XF &
AT, Amazon Inspector ICKRBDBEEIAKZFTFATAIRIS —THRES NI SINT Y MNEIE
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T. LR—MNOARODA—TZHEO)Y—ARIZHRLET,
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AWS CL

« ZFEALTIUY—ASBOMs 2TV AR—KRTBICIE, XDOIY> R AWS Command Line
Interface ZE1TL X7,

aws inspector2 create-sbom-export --report-format
FORMAT --s3-destination bucketName=DOC-EXAMPLE -
BUCKET1,keyPrefix=PREFIX,kmsKeyArn=arn:aws:kms:Region:111122223333:key/123

O TARNAD FORMAT ZEE DO (CYCLONEDX_1_4 F 7=k SPDX_2_3) ICEZEMAE
T RIZ, S3EELD user input placeholders &, TOAR—KNED S3I/NT VY K~
NDEFI, SSTOHOHAIZFERATZITLT71Y IR, BREFLAR—MNOESLICEALTVS
KMS ¥—® ARN I[CBEZHMAET,
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Amazon Inspector fES5METF— IR —ADKREK

Amazon Inspector g5 7T — XX — A THeSEME & EH (CVEsZHRETE £ T . Amazon Inspector
k. BBET—ER—ANSOEHREFEAL T, CVEID ICBIETIFHMEERLET, NS DFF
MICE, CVE OFHNR—JTTIOEATEERT,

cORNEY VT, CVEID Z#H L T Amazon Inspector M vulernability — 2 X — A Z KRR
L. CVE OFHIR—ZZA X —RYNTBDHZEICOVTEHALET. REFBROFMICOWVWT
. ") #88BL TL & WAmazon Inspector M H#E R D FE4,

® Note

Amazon Inspector &, F—ZX—AROMOY 7 NIV I T7OiFEEZEHL TREZRZE
MUET, &L, Amazon Inspector I&, CVEs "TRHETZY NT7x—Ly 93 Icl)
ARENTWVWBRTSYRNTA—LEZFEDODCVE DAEHYR—KNLET, RE. CVERRE %=
HR— K~ L TLVEH AMicrosoft Windows,

EssET —ER—ANKRE
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EICDODWTEHBLETD,

(® Note
EEEMT—RIR—AZKRETSD AWS U—> 3> g2, JWFED T Amazon Inspector &7 &
TATTRDHBRENHVYET,
Console

1. Amazon Inspector 127V — )L (https://console.aws.amazon.com/inspector/) 4 >4 2L
9,

2. FTEF=23aRAUHS, BFEET—EIR—ABREK BEBRLET,
3. BEN—ICCVEIDZAHL, BE #BIRLET,
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API

Amazon Inspector SearchVulnerabilities APl Z£1TL., &LT1 20O CVEID &
filterCriteria®FEX THEL ¥ FCVE-<year>-<ID>,

CVE OFMICOWT
SOEYYIVTE, CVE ORMIN—JEA Y Z—RY TR HECODVTHALET,
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® Note
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Amazon Inspector EventBridge 41 X2 M@ Amazon 4 X2
N AF—~ Amazon Inspector

EZRVIRARYNEBATALABEOMHOT 7V Tr—23>2, Y—EA, DATLEDHER
HR—KNTBHIZ. Amazon Inspector I H#ERZ 1 X2 N EventBridge & L T Amazon |C B B
BICHKITLET, EventBridge &, 77U —>3a P EFnftd A5 AWS Lambda B#, Amazon
Simple Notification Service MEY 2, Amazon Kinesis Data Streams AN —LABEDR—T'Y K
AWS DY —ERXICUTILNEZALTF—BZDAN)—LZERETHAT—N—LAAMKRNNAY—E
AT, EventBridge & & T EventBridge 1 X MOFMIC OWVWTIE, "Amazon 1—H—HA K
EventBridge 1 ZZ8RL T<EE&E L\,

Amazon Inspector &, BHFER, VY—RAANLYZOZEE, B2DVY—ADHEAF ¥ > IZEH
FTRDARRNERNBALET. FAIRUNE, /X2 MO EventBridge AF—<ICEHF 3 JSON 7+
T7IORNTT AWS, F—2AR & EventBridge 1 R RELTEBRENTWDEd, HOT T ) r—
>ar, Y—ER, V-ILZFEALT, REFBRP®TR—KMEHhTWVS Amazon Inspector 1 X2k
ZERYBGEIZEZZRVY, B, WMISTEXT,

NeEY
« Amazon Inspector ® Amazon EventBridge X—AAF—<
« Amazon Inspector BRHBER AR N AF—X D4l

« Amazon Inspector DHEBEIAF ¥ VT T AR N AF—I DYl
« Amazon Inspector A/NL Y AR NAF—=X DBl

Amazon Inspector ® Amazon EventBridge X—AAF—<

Amazon Inspector ® EventBridge 1 X FOERAF—YOHIZRICTLUET., 1R MOFFH
F. IRYRNODRATIZE>TEBYET,

"version": "Q",
"id": "Event ID",
"detail-type": "Inspector2 *event type*",

"source": "aws.inspector2",
"account": "AWS ##### ID (string)",
"time": "event timestamp (string)",

"region": "AWS ##### (string)",
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"resources": [
*IDs or ARNs of the resources involved in the event*

1,
"detail": {
*Details of an Amazon Inspector event type*

}

Amazon Inspector BHEHBER AR N AF—T D HI

Amazon Inspector N H#ER D EventBridge 1 X RDAF—IYDHZRICRLET, BREFERAS
R Ni&E. Amazon Inspector XY —AD 1 DTY 7 NIITORBUERLERY NDO—TJORBE
EHELELEEILERENET, CORXRATODARNIHUTEANEZERTZHA RIZOVWTIE,

FAmazon Z A L = Amazon Inspector DI REHBERND A AR LL AR AN ¥R EventBridge .
ZSRLTLSEEZ L,

LTFD7 14—l REBRHEBRAR M ZBBILET,

« detail-type 7 4 —JL Ri& Inspector2 Finding [CEREEhET,
- detail A7V MNEKREERZRZARLFT,

FA723EBRIDE, EFETERBVY—ADARY NAF—NXOREBREBEBERRATH R
RENKT,

Amazon EC2 package vulnerability finding

"version": "Q",
"id": "66a7a279-5f92-971c-6d3e-c92da0950992",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-19T22:46:152",
"region": "us-east-1",
"resources": ["i-0c2a343f1948d5205"],
"detail": {
"awsAccountId": "111122223333",
"description": "\n It was discovered that the sound subsystem in the Linux
kernel contained a\n race condition in some situations. A local attacker could use
this to cause\n a denial of service (system crash).",
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"exploitAvailable": "VYES",
"exploitabilityDetails": {
"lastKnownExploitAt": "Oct 24, 2022, 11:08:59 PM"
.
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 10:46:15 PM",
"fixAvailable": "YES",
"lastObservedAt": "Jan 19, 2023, 10:46:15 PM",
"packageVulnerabilityDetails": {
"cvss": [{
"baseScore": 4.7,
"scoringVector": "CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

1,

"referenceUrls": ["https://lore.kernel.org/all/
CAFcO6XN7JIDM4xSXGhtusQfS2mSBcx50VIKwQpCqg=WeLt57aaZA@mail.gmail.com/", "https://
ubuntu.com/security/notices/USN-5792-1", "https://ubuntu.com/security/notices/
USN-5791-2", "https://ubuntu.com/security/notices/USN-5791-1", "https://ubuntu.com/
security/notices/USN-5793-2", "https://git.kernel.org/pub/scm/linux/kernel/git/
torvalds/linux.git/commit/?id=8423f0b6d513b259fdab9c9bf4aaa6188d@54c2d", "https://
ubuntu.com/security/notices/USN-5793-1", "https://ubuntu.com/security/notices/
USN-5792-2", "https://ubuntu.com/security/notices/USN-5791-3", "https://ubuntu.com/
security/notices/USN-5793-4", "https://ubuntu.com/security/notices/USN-5793-3",

"https://git.kernel.org/linus/8423f@b6d513b259fdab9c9bf4aaa6188d054c2d(6.0-rc5)",
"https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-3303"],

"relatedVulnerabilities": [],

"source": "UBUNTU_CVE",

"sourceUrl": "https://people.canonical.com/~ubuntu-security/cve/2022/
CVE-2022-3303.html",

"vendorCreatedAt": "Sep 27, 2022, 11:15:00 PM",

"vendorSeverity": "medium",

"vulnerabilityId": "CVE-2022-3303",

"vulnerablePackages": [{

"arch": "X86_64",

"epoch": 0,
"fixedInVersion": "0:5.15.0.1027.31~20.04.16",
"name": "linux-image-aws",

"packageManager": "0S",
"remediation": "apt update && apt install --only-upgrade linux-
image-aws",
"version": "5.15.0.1026.30~20.04.16"
1]
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}I

"remediation": {

"recommendation": {

"text": "None Provided"
}
.
"resources": [{
"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b7ff1a8d69f1lbb35",
"ipV4Addresses": ["172.31.85.212", "44.203.45.27"],
"ipV6Addresses": [],
"launchedAt": "Jan 19, 2023, 7:53:14 PM",
"platform": "UBUNTU_20_04",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

},
"id": "i-0c2a343f1948d5205",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "CVE-2022-3303 - linux-image-aws",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 10:46:15 PM"

Amazon EC2 network reachability finding

"version": "Q@",

"id": "d0384f63-1621-1b75-d014-a5e45628ef3e",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",
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"account": "111122223333",
"time": "2023-01-20T09:17:57Z2",

"region": "us-east-1",
"resources": ["i-0a96278c2206a8e4b"],
"detail": {

"awsAccountId": "111122223333",
"description": "On the instance i-0a96278c2206a8e4b, the port range
22-22 is reachable from the InternetGateway igw-72069c@9 from an attached ENI
eni-0976efe678170408f.",
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 20, 2023, 9:17:57 AM",
"lastObservedAt": "Jan 20, 2023, 9:17:57 AM",
"networkReachabilityDetails": {
"networkPath": {
"steps": [{
"componentId": "igw-72069c@9",
"componentType": "AWS::EC2::InternetGateway"

3, {
"componentId": "acl-91d74eec",
"componentType": "AWS::EC2::NetworkAcl"
[ PE
"componentId": "sg-0Qaaed@af450bd0165",
"componentType": "AWS::EC2::SecurityGroup"
3, {
"componentId": "eni-0976efe678170408f",
"componentType": "AWS::EC2::NetworkInterface"
[ PE
"componentId": "i-0a96278c2206a8e4b",
"componentType": "AWS::EC2::Instance"
]
I
"openPortRange": {
"begin": 22,
"end": 22
I

"protocol": "TCP"
1,
"remediation": {

"recommendation": {

"text": "You can restrict access to your instance by modifying the
Security Groups or ACLs in the network path."

}

},
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"resources": [{

"details": {
"awsEc2Instance": {
"iamInstanceProfileArn": "arn:aws:iam::111122223333:instance-

profile/AmazonSSMRoleForInstancesQuickSetup",
"imageId": "ami-@b5eea76982371e91",
"ipV4Addresses": ["3.89.90.19", "172.31.93.57"],
"ipV6Addresses": [],
"keyName": "example-inspector-test",
"launchedAt": "Jan 19, 2023, 7:25:02 PM",
"platform": "AMAZON_LINUX_2",
"subnetId": "subnet-8213f2a3",
"type": "t2.micro",
"vpcId": "vpc-ab6650d1"

I
"id": "i-0a96278c2206a8e4b",
"partition": "aws",
"region": "us-east-1",
"type": "AWS_EC2_INSTANCE"
1,
"severity": "MEDIUM",
"status": "ACTIVE",
"title": "Port 22 is reachable from an Internet Gateway",
"type": "NETWORK_REACHABILITY",
"updatedAt": "Jan 20, 2023, 9:17:57 AM"

Amazon ECR package vulnerability finding

"version": "Q",

"id": "5b52952e-26df-3a51-6d1l4-4dbe737e58ec",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T21:59:00Z",

"region": "us-east-1",

"resources": [
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"arn:aws:ecr:us-east-1:111122223333:repository/inspector2/
sha256:98f0304b3a3b7c12ce641177a99d1f3be561532473a528fda38d53d519cafb13"”

1,
"detail": {
"awsAccountId": "111122223333",
"description": "libcurl would reuse a previously created connection even

when a TLS or SSHrelated option had been changed that should have prohibited
reuse.libcurl keeps previously used connections in a connection pool for
subsequenttransfers to reuse if one of them matches the setup. However, several TLS
andSSH settings were left out from the configuration match checks, making themmatch
too easily.",
"exploitAvailable": "NO",
"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",
"firstObservedAt": "Jan 19, 2023, 9:59:00 PM",
"fixAvailable": "YES",
"inspectorScore": 7.5,
"inspectorScoreDetails": {
"adjustedCvss": {
"adjustments": [],

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"version": "3.1"

},
"lastObservedAt": "Jan 19, 2023, 9:59:00 PM",
"packageVulnerabilityDetails": {
"cvss": [
{
"baseScore": 5,
"scoringVector": "AV:N/AC:L/Au:N/C:N/I:P/A:N",

"source": "NVD",
"version": "2.0"
.
{
"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:N",
"source": "NVD",
"version": "3.1"
}

]I

"referenceUrls": [
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"https://hackerone.com/reports/1555796",
"https://security.gentoo.org/glsa/202212-01",
"https://lists.debian.org/debian-1ts-announce/2022/08/
msg@0017.html",
"https://www.debian.org/security/2022/dsa-5197"
1,
"relatedVulnerabilities": [],
"source": "NVD",
"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-27782",
"vendorCreatedAt": "Jun 2, 2022, 2:15:00 PM",
"vendorSeverity": "HIGH",
"vendorUpdatedAt": "Jan 5, 2023, 5:51:00 PM",
"vulnerabilityId": "CVE-2022-27782",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.e18_6.3",
"name": "libcurl",
"packageManager": "0S",
"release": "22.el8",
"remediation": "yum update libcurl",
"sourcelLayerHash":
"sha256:38a980f2cc8accf69c23deae6743d42a87eb34a54f02396F3fcfd7c2d06e2c5b",
"version": "7.61.1"
I
{
"arch": "X86_64",
"epoch": 0,
"fixedInVersion": "0:7.61.1-22.e18_6.3",
"name": "curl",
"packageManager": "0S",
"release": "22.el8",
"remediation": "yum update curl",
"sourcelLayerHash":
"sha256:38a980f2cc8accf69c23deae6743d42a87eb34a54f02396F3fcfd7c2d06e2c5b",
"version": "7.61.1"

1,
"remediation": {
"recommendation": {
"text": "None Provided"
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},
"resources": [
{
"details": {
"awsEcrContainerImage": {
"architecture": "amd64",
"imageHash":

"sha256:98f0304b3a3b7cl2ceb641177a99d1f3be561532473a528fda38d53d519¢cafb13",
"imageTags": [
"oz
1,
"platform": "ORACLE_LINUX_8",
"pushedAt": "Jan 19, 2023, 7:38:39 PM",
"registry": "111122223333",
"repositoryName": "inspector2"

},

"id": "arn:aws:ecr:us-east-1:111122223333:repository/inspector2/
sha256:98f0304b3a3b7c12ce641177a99d1f3be56f532473a528fda38d53d519¢catb13",

"partition": "aws",

"region": "us-east-1",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2022-27782 - libcurl, curl",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Jan 19, 2023, 9:59:00 PM"

Lambda package vulnerability finding

"version": "Q",

"id": "@40bb590-3al12-353f-ecbl-05e54b0fbea7",
"detail-type": "Inspector2 Finding",
"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-19T19:20:257",
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"region": "us-east-1",
"resources": [
"arn:aws:lambda:us-east-1:111122223333:function:ExampleFunction:$LATEST"

1,
"detail": {
"awsAccountId": "111122223333",
"description": "Those using Woodstox to parse XML data may be vulnerable to

Denial of Service attacks (DOS) if DTD support is enabled. If the parser is running
on user supplied input, an attacker may supply content that causes the parser to
crash by stackoverflow. This effect may support a denial of service attack.",

"exploitAvailable": "NO",

"findingArn": "arn:aws:inspector2:us-east-1:111122223333:finding/
FINDING_ID",

"firstObservedAt": "Jan 19, 2023, 7:20:25 PM",

"fixAvailable": "YES",

"inspectorScore": 7.5,

"inspectorScoreDetails": {

"adjustedCvss": {

"cvssSource": "NVD",

"score": 7.5,

"scoreSource": '"NVD",

"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"version": "3.1"

},

"lastObservedAt": "Jan 19, 2023, 7:20:25 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 7.5,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H",
"source": "NVD",
"version": "3.1"

iF
"referenceUrls": [
"https://bugs.chromium.org/p/oss-fuzz/issues/detail?id=47434"

15
"relatedVulnerabilities": [],
"source": "NVD",

"sourceUrl": "https://nvd.nist.gov/vuln/detail/CVE-2022-40152",
"vendorCreatedAt": "Sep 16, 2022, 10:15:00 AM",
"vendorSeverity": "HIGH",

"vendorUpdatedAt": "Nov 25, 2022, 11:15:00 AM",
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"vulnerabilityId": "CVE-2022-40152",
"vulnerablePackages": [

{
"epoch": 0,
"filePath": "lib/woodstox-core-6.2.7.jar",
"fixedInVersion": "6.4.0",
"name": "com.fasterxml.woodstox:woodstox-core",
"packageManager": "JAR",
"remediation": "Update woodstox-core to 6.4.0",
"version": "6.2.7"

}

iy
"remediation": {
"recommendation": {

"text": "None Provided"
}
.
"resources": [
{
"details": {
"awsLambdaFunction":
"architectures": [
"X86_64"
1,

"codeSha256": "+EwrOrht2um4fdVCD73gj
+07HJIAUvVUxi8AD@eKHSkc="",

"executionRoleArn": "arn:aws:iam::111122223333
ExampleFunction-ExecutionRole",

"functionName": "Example-function",

"lastModifiedAt": "Nov 7, 2022, 8:29:27 PM",

"packageType": "ZIP",

"runtime": "JAVA_11",

"version": "$LATEST"

}
I
"id": "arn:aws:lambda:us-
east-1:111122223333:function:ExampleFunction:$LATEST",
"partition": "aws",
"region": "us-east-1",
"tags": {
"TargetAlias": "DeploymentStack",
"SoftwareType": "Infrastructure"
I

:role/
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"type": "AWS_LAMBDA_FUNCTION"

1,

"severity": "HIGH",

"status": "ACTIVE",

"title": "CVE-2022-40152 - com.fasterxml.woodstox:woodstox-core",
"type": "PACKAGE_VULNERABILITY",

"updatedAt": "Jan 19, 2023, 7:20:25 PM"

Lambda code vulnerability finding

"version":"Q",
"id":"9df0@lcbl-df24-bc46-5650-085a4087e7aa",
"detail-type":"Inspector2 Finding",
"source":"aws.inspector2",
"account":"111122223333",
"time":"2023-12-07T22:14:457",
"region":"us-east-1",
"resources":[
"arn:aws:lambda:us-east-1:111122223333:function:code-finding:$LATEST"
1,
"detail":({
"awsAccountId":"111122223333",
"codeVulnerabilityDetails": {
"detectorId":"python/lambda-override-reservedevl.Q",
"detectorName":"Override of reserved variable names in a Lambda function",
"detectorTags":[
"availability",
"aws-python-sdk",
"aws-lambda",
"data-integrity",
"maintainability",
"security",
"security-context",
"python"
1)
"filePath":{
"endLine":6,
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"fileName":"lambda_function.py",
"filePath":"lambda_function.py",
"startLine":6
1,
"ruleId":"Rule-434311"
1,
"description":"Overriding environment variables that are reserved by AWS
Lambda might lead to unexpected behavior or failure of the Lambda function.",
"findingArn":"arn:aws:inspector2:us-east-1:111122223333:finding/FINDING_ID",
"firstObservedAt":"Aug 8, 2023, 7:33:58 PM",
"lastObservedAt":"Dec 7, 2023, 10:14:45 PM",
"remediation":{
"recommendation":{
"text":"Your code attempts to override an environment variable that is
reserved by the Lambda runtime environment. This can lead to unexpected behavior
and might break the execution of your Lambda function.\n\n[Learn more](https://

docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-
envvars-runtime)"

}
I
"resources":[
{
"details":{
"awsLambdaFunction": {
"architectures":[
"X86_64"
1,
"codeSha256" : "2mtfH+CqgubesG6NYpb2zEqBja5SWN6FfbH4AAYDUF8RE="",
"executionRoleArn":"arn:aws:iam: :193043430472:r0le/service-role/
code-finding-role-7jgg3wan",
"functionName":"code-finding",
"lastModifiedAt":"Dec 7, 2023, 10:12:48 PM",
"packageType":"ZIP",
"runtime":"PYTHON_3_7",
"version":"$LATEST"

}
1,
"id":"arn:aws:lambda:us-east-1:193043430472:function:code-finding:
$LATEST",
"partition":"aws",
"region":"us-east-1",
"type":"AWS_LAMBDA_FUNCTION"
}
1,
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"severity":"HIGH",

"status":"ACTIVE",

"title":"Overriding environment variables that are reserved by AWS Lambda
might lead to unexpected behavior.",

"type":"CODE_VULNERABILITY",

"updatedAt":"Dec 7, 2023, 10:14:45 PM"

(@ Note
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Amazon EC2 instance initial scan

"version": "Q",
"id": "28a46762-6ac8-6cc4-4f55-bc9ab99af928",
"detail-type": "Inspector2 Scan",
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"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:52:35Z",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": 0,
"TOTAL": 0
},
"instance-id": "i-087d63509b8c97098",
"version": "1.0"
}

Amazon ECR image initial scan

"version": "Q",

"id": "fdaa751a-984c-a709-44f9-9a29da9cd3606",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "111122223333",

"time": "2023-01-20T23:15:182",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:111122223333:repository/inspector2"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-1:111122223333:repository/

inspector2",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": O,
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"TOTAL": @
I
"image-digest":
"sha256:965fbcae990b0467ed5657caceaeclb5018ef44a4d2d46c7cdea80a9dffodlea,
"image-tags": [
"ubuntu22"
1,

"version": "1.0"

Lambda function initial scan

"version": "Q",
"id": "4f290a7c-361b-c442-03c8-a629f6f20d6C",
"detail-type": "Inspector2 Scan",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-02-23T18:06:03Z",
"region": "us-west-2",
"resources": [
"arn:aws:lambda:us-west-2:111122223333:function:lambda-example:$LATEST"
1)
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"finding-severity-counts": {
"CRITICAL": 0,
"HIGH": 0,
"MEDIUM": 0,
"TOTAL": 0
b

"version": "1.0"
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Amazon Inspector AL Y AR N AF—X D Hi

AR &, Amazon Inspector EventBridge 1 X2 RDAXRY RAF—NXDOANL YD OHITT, <D
ARV NIE, UY—A®D Amazon Inspector AF ¥ ANL Y DA EBEE N EZIZERENE T,
L7 14—=)LREANLYZAR NEBBILET,

- detail-type 7 41 —JL Ri& Inspector2 Coverage I[CEREENET,

e ZOdetail A7 T ORI, UY—ADHFLVWAF Y AT—RA%RT scanStatus 7
SIVRDNFEBERTVET,

"version": "Q",
"id": "@00adda5-0fbf-913e-bcle-10f0376412aa",
"detail-type": "Inspector2 Coverage",
"source": "aws.inspector2",
"account": "111122223333",
"time": "2023-01-20T22:51:397",
"region": "us-east-1",
"resources": [
"i-087d63509b8c97098"
1,
"detail": {
"scanStatus": {
"reason": "UNMANAGED_EC2_INSTANCE",
"statusCodeValue": "INACTIVE"
},
"scanType": "PACKAGE",
"eventTimestamp": "2023-01-20T22:51:35.665501Z2",
"version": "1.0"

Amazon Inspector ANL Y ARV N AF—T DBl 86



Amazon Inspector I1—H—HA R

Amazon Inspector AF ¥ > %& CIICD /NA1 7ZA 2V ICHKET
)

Amazon Inspector DAV TFHFAAX—=DAF ¥ &R CICD NATSAVICEEFKHALT, Y7 RhJI
TOREMZEAF YL, ELROBRRICLAR—MNERHETE XTI, Amazon Inspector FEK T B
EEEMELAR—KNICKY, F7O/BIICVAVZRAELTEETSHCENTEET,

Amazon Inspector %Z CI/CD IC#& L =354 . Amazon Inspector SBOM Generator & Amazon
Inspector AF ¥ > APl D#EAEDLEZRALTCOAVTFAX—2DORBEL R— M ERENE
9. Amazon Inspector SBOM Generator &, BtEe Wiz TFHAX—=IJHh SV T NIV I TEH@EE
(SBOM) Z4ERK L. Amazon Inspector AF ¥ > API " Z® SBOM ZAF ¥ > LT, BREE N fES
MOFHESCLR—NEERLET,

Amazon Inspector % CI/CD ICEE& T2 Ik, 2D CI/ICD V) 1—>armitIicERNICERE
n, TNTFIhOIY—TY NTL A ATAFAEEL Amazon Inspector 757 AV 2FHTEE T, &
2VE, BSAF Y UREENARLLTHERTB CEETEET,

N =R/

« TZ53TAVICKDTIEE

- HAZLHRE

« Amazon Inspector CI/CD #iEZ A TR L SICAWS PHI N ERET S

» Amazon Inspector SBOM Generator

- Amazon Inspector AF¥ ¥ ZFALTHARALCICOD NNATZAVREZMBICERT D
« Amazon Inspector Jenkins 7’2594 > #EH T3

« Amazon Inspector TeamCity 7’29 A > 2 EH T3

« Amazon Inspector CycloneDX % & %= &

TSTA KD ES

Amazon Inspector IZl&, HR—RhEhTWB CIICD VYV I1—23 A0 TSTA4 U FAEE AT
£F9, ChsOTZTM402FTNETFNON—TYRNRTLALAANSAVARN=IL, ThsZEFEALT
Amazon Inspector AFx ¥ > &ZNA T SAODEIL RATFY FTELTEBMTEET, 759140

IRATFY T T, BEL A X—2 K L T Amazon Inspector SBOM Generator Z21T7L ., £K
& /= SBOM ICX L T Amazon Inspector AF ¥ > APl 2T L X,
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72594 22k B Amazon Inspector ® CI/CD NDHEENF ED XS ICHEET DD, TOBEZLTIC
R~LET,

1. Amazon Inspector A ¥ 2 APIANDOT VLA AWS PTHO U N ZFATB LRSI ZRELE
9o FIEICOWTIE., "Amazon Inspector ClI/CD fiEZFEAT DL DI AWS PHI 2 NEERE
95 2ZRBLTLEEL,

2. X\—7T Y NTLAADLS Amazon Inspector 7’59144 ARN—=ILLET,

3. Amazon Inspector SBOM Generator /N1 FJ &4 2 AR—=)LUTERELET, FIRICDOWVW T,
T Amazon Inspector SBOM Generator; 2B L T &L,

4. Amazon Inspector AF¥ ¥ % CIICD NA TS24 DEI RRATYZELTEML, AF v &%
ELET,

5 ENRZRFTTDE, 77942V AVTFAX—DZAHELTERRY, TOAX=2ICx
L T Amazon Inspector SBOM Generator Z 317 L T CycloneDX & E# /% % SBOM Z4E K L &£
ED

6. TIAS, T4 IFERE iz SBOM % Amazon Inspector AF ¥ > API DT> RRA > b
WCEBLET, COIYRAASAUNE, & SBOM AVAR—F NOESBEEZFTML ET,

7. Amazon Inspector AF ¥ > APl O L AR Ak, CSV, SBOM, JSON, &V HTML FEX DA
FHELAR—NIZBBRENET, LAR—NICIE, Amazon Inspector AR L =& S b S AE 5514 (Z BF
THRHMHIEENRTVET,

HR—KNEhTWB CI/CDY)1—23Y

Amazon Inspector EIRFE, LTFO CI/ICD YV 1—232 0 HR—KNLTVET, 7ST1 2R
LTCICD e rtEY N7 Y 7I2FMEFIEICOVTE, CICDYU1—23avIlBLETS
TJAVZUATHASEIRL TS EZ L,

« Jenkins 7’594 >

« TeamCity 7’201~

NARLHKE

Amazon Inspector 5 CI/ICD VYD) 1—23a> RO 504 A RFEEATVWAVESIE, Amazon
Inspector SBOM Generator & Amazon Inspector AF ¥ > API Z# & EHE T, MBICHAZRAL

= CICD e ZHERTEE T, DARXLHKA TIE, Amazon Inspector SBOM Generator T F| F A] &
BATS AV aERLTAF Y U 2HARITDZEETEET,
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N AR ALIZK B Amazon Inspector @ CI/ICD NDHEENED LS ICHEET DA, TOBMEELUTICR
LET,

1. Amazon Inspector A ¥ 2 APIANDOT VLA AWS PTHO U N ZFATB LRSI ZRELE
9o FIEICOWTIE., "Amazon Inspector ClI/CD fiEZFEAT DL DI AWS PHI 2 NEERE
TR, ZSRBLTSEZV,

2. Amazon Inspector SBOM Generator N1+ &4 2 AR—=)LUTERELET., FIRIC DV TIE,
T Amazon Inspector SBOM Generatory 2B L T E&E LY,

3. Amazon Inspector SBOM Generator ZfEA L., 27T F A4 X=X L T CycloneDX & E#fitt
N&H> SBOM ZERL £ T,

4. £ E /= SBOM IZ Amazon Inspector AF¥ ¥ > APl #EAL T, MHEMELR—NEERL X
E

DAZLBEEERETDFIBEICOVTIE, TAmazon Inspector AF ¥ > Z#FH L THAZX L CI/CD
NATZAVHeaEMEICIERTS) Z#SRBLTLSEEV,

Amazon Inspector CI/CD S8 Z AT ALK SICAWS 7HI 2 K
EERETD
Amazon Inspector Cl/CD #t& AWS PHO 2 N ZFEATBICE., CHATYTIBIRENHYE

T, IZI&. Amazon Inspector AF ¥ APIANODNA T SA T O A%ZHFTTS IAMO—)L AWS
THOUNDFRBETT,

LTOREYIDOERAVZTETLT, CHATFYTLAWS PHIU N, BEBEI—F—2EK
L. CICDBMERAD IAMO—I)LZRELET,

(® Note

B AT Y7 LTVWBREERIFAWS THIOUR, "L ICAFYTTEXRICIICDAD
FBEODEHDOIAMO—I)LZEZET S,

(N =Ry
s WHATYTITBAWS T HIU N
- BEI]—H—0DER
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« CICDADREEDNLHD IAMO—IILZRETS

AT YT I AWS THI M
NEWBEIEAWS 7HIOUN, XAOFIEZEITLUTHERLET,
AT YTIBICEAWS TAHIU R

1. https://portal.aws.amazon.com/billing/signup ZR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAOTY7TFIEO-RELT, BEFOCHLZZTEY, EFF—/\Y RTHRIEOI—RZAD
TEDRSICRHBSNET,

CHATYTIREAWSTAHIVN, AWSTAHIY RO —KRI—HF—HFEHEIET,
L=RI—HY—=LC&, FHAIRODIXTOAWS DY —ER EVY—ANDT I A#EN
HYVET, EFIVTAORANTZIVTAARELT, EEI—Y—ICEETIELAZEV S
TN hI—Y—TFTIOELANBEBZAVERTITDIHEICOHK, I—NI1—HY—Z&EALT
<EEL,

AWS HA VT Y 7T7OCANETTRE, HPSWREX—INFEFEENET, hitps:/
aws.amazon.com/ QD [F AT RN Z0UYOLT, WOTETHIRNODBREOT VT ETA1%
RRL, PHOUNEZEBIDENTEET,

BEI—Y—DERK

AT YTLIES AWS THOY N, ZREUL AWS PAHIY MOIIL—RI—H—, ZFHIC
L T AWS IAM Identity Center, BERNBZRZAVIC)— NI —ZFALBZVKLSICEEI—Y—
ZERLET,

DEFIVFTAREAWS THIO RO —NI—H—

1. L—KRI1——ZFBRL, A WSTHIRNREX—ITRLAZAALT, PHOVNE
#EAWS Management Console&E LT IZHA A2 LET, KOR—JTNATD—RZAHDLE
T,

N—=RI1—Y—ZFEALTHAA2FTRHFEICODVTE, AWSHA A2 A—H—FHA4 RO
"NW—hI—H—ELTHA A2 TB, 25RLTLEET,

CHAVTYTEDAWS THIV M 90
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https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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2. L—PhI1—Y—DOZEZRFEL (MFA) ZBMICLET,

FIEECOWTR, "TTAMIA—Y—HA R, OAWS 7HDO N TI—hI—Y—0{R4E MFA 7
NARAZBEMCTD (OV=)) 1 ZBRLTLKEZ L,

EEI1-—Y—ZERTS
1. AMPAFTATAEZ—ZBMILET,

FIEZD2WTE., TAWS IAM Identity Center 1—H%'—7# 4 K1 @ TAWS IAM Identity Center®
B3t 2ZRLUTSEZL,

2. AMT7ATFTA4T4E€22—7T, EBI-Y-CEET IV EAEZNELET,

ZEDYV—ARAIAMTATFoTATAEE—FT4LIKN) ELTHERTRIHFEDFI—KNIT
LMZoWTk, TA—H¥—HAR, O "FT7FI)INTIA—H—TIELAIAMTATFTATA
R —F4 LUK EFZRETDAWS IAM Identity Center 1 ZSBL TS &L\,

ERI—Y—-ELTHI12TF2B

IAM7ATFTATAEZ—DI— - LTHA 242 FBICR,. IAMTATT4T4
O E—01—Y—DOERBICEX—ITRLACEFEENEY A2 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE., TAWSHA 1>
A—H—HAR, ODAWS " PIOEAR=ZIINICHA 12 FD, 2#SZRLTLEZ L,

CIICD ANDHFEED=H DO IAMO—I)LZERET S

Amazon Inspector DAF ¥ %Z CIICD /NA 7T TAVIZHRETHICK., V7 NV T T7Emk (SBOM)
% AF ¥ > 93 Amazon Inspector AF ¥ APIANDT UV EAZHFA TS IAMAR) S —%ERKT S
DENFHYVET, RIZ, TORIV—Z IAMO—=)IZTEYFL, PHU2 8D Amazon Inspector
AF Y APl ZRITTEBLSICLET,

1. (294 >4 > AWS Management Console L. https://console.aws.amazon.com/iam/ T IAM 1
V=L EREXRT,

2. IAMOAVY=IILOFES—23a2RA2T, [RUZ—], [RUZ—ZEK] OIRICERLET,

3. RU—IF 1R T[SON] ZERL, UTOARAT—MXVNZBEYFTET,

CIICD ADIHKED-HD IAMO—/LEHRET S 91


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://console.aws.amazon.com/iam/
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": "inspector-scan:ScanSbom",
"Resource": "*"
}
]
}

4. [RN]ZEBIRULET,

5. RUI—ICBETZFFT (HlZF InspectorCICDscan-policy), ZEIZSUTHBEEAADL
ThS, [RUS—0EK] ZBRLET, cORVI—FE, ROFIETERITZO-ILICTRY
FENET,

6. IAMOAVVY—=I)OFES—23a>RA42T, [A—], FLLWO—ILOER] OIEICERRL E
CB

7. BREENEIVFTATAZER T[HAZLGERI>—]ZFRL, UTORU>—ZADL
7,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{ACCOUNT_ID}:root"
.
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

8. [RAN]1ZOVUYILZET,
9. [FFAZEM T, MICERLELERVS—EBRRLTERL, RN 2ERLET,
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10. O—JLICEFIZ T (BIZIE InspectorCICDscan-role ), AEICISU THBZEML
T. Create Role ZEIRLFT,

Amazon Inspector SBOM Generator

Amazon Inspector SBOM Generator (Sbomgen) l&, A>T F A X—2 0OV 7 NI T T EmEK
(SBOM) Z#ERTBD/NAFIY—ILTF, SBOM Ik, >RATAILAVAN=ILENTVBY TN
DITDANRNI)EZRELIZEDTT,

Sbomgen &, 1 AR=)ILENTVBINYT—DICHATRIBHRIEENRTVREDAO>TVWET 7
ANEAX Y FTRDETHELET, chSOT77ALOVTIhANEIADE, Y=ILIE/NY
T=UF, N=23Y, TOMOXEZF—REHMELET, TOR, CONYT—IXEF—2EF
CycloneDX SBOM ([CE#HE hE T,

Sbomgen . CycloneDX SBOM 27 7 A/ JL&E /=l STDOUT E L TIRMI B LHNO AR R7O
OY—=)ELTHERATERT, £, F7OMMNATSA400—HBELTAVTFHFAAXA—D%ZEE
M IZAF ¥ >3 % Amazon Inspector CI/CD FEEND—HE L TEFERAETNE T, FMAICOVTIE.

T Amazon Inspector AF ¥ 2 Z CIICD NA 7 ZA 2 ICHEaT . 2SR LTLIEE L,

BR—RENTVBINYV T X—DFER

BREER Tk, Sbomgen B TONY T—SRATDA RN ZRETEERT,

- Alpine APK

* Debian / Ubuntu DPKG

* Red Hat RPM

« go.mod 8KV go mod cache ZN L& Go Nv I —2

- pom.properties ZJt Lk Java/ NV T —2

« node_modules K ® package.json 77 A4 )& L %= Node.js /\Y 5 —

« NuGet 771 I)LIEBO CHENY T—2
(.deps.json, csproj. Packages.config. packages.lock.json)

« installed.json &V composer.lock Z4 L = PHP

- requirements.txt, Pipfile.lock. poetry.lock, egg/wheel 7 7 A4 )L%Z 4 L /= Python
Ny ==

- Gemfile.lock, .gemspec, BRI O—NILICA VA R=)LEhiz=gem ZNL /= Ruby /\ Y
T=
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« Cargo.lock KT Cargo.toml &4 L = Rust /A\Y o —=2

Sbomgen &, XDAX—DOAVTFAX—IXIZTITAREREYR—NLET,

c OCIM X—=NZT7TAD
* Docker Image Manifest Version 2, Schema 2
* Docker Image Manifest Version 2, Schema 1

» Docker Image Manifest Version 1

/A Important

OAVTFAX=2DOH A AN 5GB 2BADEE., LAV—0N 60 Z2BADEE. Tk
AVARN=ILENTVWBNY T —T A 2,000 2B X 2HE,. Sbomgen A TFHA X—=2
BEAFX YO TEEHA,

Amazon Inspector SBOM Generator @ 1 > A b —)L (Sbomgen)

Sbomgen (&, Linux AL —FT A VI ATATOKFATEERT, AT FAX—DOMICHE
B9 354k, Docker, Podman, containerd ZEN A TFHFH—EANMARN=IILEhTV\D
BENFHYET,

BONT#—X2AZHBZICEF. ATORERON—RIITEREZRBLEITATLLS/NNA T
’é%ﬁ@'%«.t’&d‘o%ﬂ]bbi@'o

* 4x Core CPU
- 8 GB RAM

Sbomgen 24 2 ARN—=ILTBICF
1. FALTVWBRT7—FFTIOFYDELVURLAS Sbomgenzip 774N E2ZIJO0—RLET,

Linux AMD64:

https://amazon-inspector-shomgen.s3.amazonaws.com/latest/linux/
amd64/inspector-shomgen.zip
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Linux ARM64:

https://amazon-inspector-sbomgen.s3.amazonaws.com/latest/linux/

arm64/inspector-sbomgen.zip

2. ROOAXVREZFEALT, ¥V O—RULEzZp 774V EHERLET,

unzip inspector-sbomgen.zip

3. F—HNATUTOTI7AINNBIAFIVILET,

« inspector-sbomgen — SBOM Z4 KT B HICEKRITITBNAFUTT,
« README.txt — Sbomgen OFEAICEATA RFIX NTT,

« LICENSE.txt — D77 A I)LIZIE, Sbomgen DY TR ITIT AV ANEERTVE
9,

« licenses — D7 #)LAIZI&E, Sbomgen A EATBH—RN—FAINVT—20514 >

ABHHAEEIATVET,
« checksums.txt — D7 7 A )Lk Sbomgen N1 FUVDNY > 1&2BEHRLET,
« sbom.json — Sbomgen /N4 7 1J ® CycloneDX SBOM TT,
4, (A72IV)UTOONY REFALT, NMMFUOEEMEBEMERIELET,

sha256sum < inspector-sbomgen

« $#ER% checksums.txt 77 AIILORABELBELET,
5. MToONREFEALT,. NMFUICETHERZNELET,

chmod +x inspector-sbomgen

6. LTOIOX RERITLT, Sbomgen EFEICA VAR =Iehk & z2BRELET,
./inspector-sbomgen --version
RORSBEHNNFRRENET,

Version: 1.X.X

Sbomgen 9%

Sbomgen ZHEAL T, I TF A X—T 0D SBOM ZEKTEX T,

Sbomgen Z A9 %
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SBOM £ DERE. BED 7 7AINERALIZY, V=D AXY 2 FTEINVT—D=ERLIC
WIRBEDATVAVIZRITHARIAARTBEETEERT, CNSNDI—AT—ARET
k. LTFTOON RERITLET,

./inspector-sbomgen list-examples
AT FAX—=20 SBOM 24K L, WREZ77AINICHATSRICE

COBITIE, image:tag ZAX—2 D ID ICBEMA ., output_path. json ZHIDREED/N
ACEEBAET,

./inspector-sbomgen container --image image:tag -o output_path. json

Sbomgen ZFERAL 7 TAR—NLZARNIADRE

T7ZAR—=KNLPANYORIEHREIBETDET, 7T7AR—RNLZANITHRARNEATW

AT FH S5 SBOM ZERTEER T, RaBERIE. F Y Y 1T LFRREHR, 1025074
7 AR, £iE Sbomgen DRTHICHRBERE L TRIIBRERETRHEA 2T IT 1T HRE
E, TSETEBFETRMIBD LN TEEXT,

FrvIa1chiFRiIEHREFER L R ER)

1. Sbomgen &, T—2J I NTRIATBESEES, Fv V21T hiFiEHREFALEISELTE
T cOFETE, FFTATFLDZANVICKRUTERIEZITVET, HlZEF. Docker ZfEH
LTWVWBEFEEEE., BLTF® Docker login AN REFALTLDARNVICH U TRIAIZITS L
NFTEET,

docker login

2. FTOH, 7TAR—BNLZANIAORREICEKHITAE, TOLZANJAOIDTFHAX=D
T Sbomgen ZEATEET, UTOBZERATBHICE, image:tag &, AF YT X—
DOBRBICEERATIEEZY,

./inspector-sbomgen container --image image:tag

AOS99 FT1THARICKDEE

COFETR, I——FBZNTA—RELTEETS L, Sbomgen H SHEICISUTERER
NATD—ROADZEROSNET,. UTOHlZEFERTSICIE. image:tag ZAF Y T4
X—=TOBBICBEEMA, your_username ZZDEBRICT IV ELATED I —H—RICBEH:
AFY,

Sbomgen ZEAL =754 R—KLZAKNUADFREE 96
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./inspector-sbomgen container --image image:tag --username
your_username

¥V RSIT AT HRIC LB

- ZOFEEFEATZIICR. REQOI—HF—FEIFNFrHDD Xt 77 MIIICNAT—RELEFELDA
NROR—=V2 2RETIHBENHVET. TFANTZPANIECE, NAD—RFLEE~N—=T20D
AN 1ITICKEHDSNTVBILENHYET, UTOHIEFEATSICIE,. your_username %&
I—HY—FBICBEMRR. password.txt ZBINATD—RELEEN—=DV2EEBECT7T7AIIICEEHR
Z., image:tag BAF YU TBDAX—DDBEICBERAET,

INSPECTOR_SBOMGEN_USERNAME=your_username\
INSPECTOR_SBOMGEN_PASSWORD="cat password.txt  \
./inspector-sbomgen container --image image:tag

Sbomgen A5 O H 4l

Sbomgen ZFERAL TA AR NUFERENEIDDTFAX—2 0O SBOM OFIZLLTICRLUE
CP

AT F A4 X—=2 O SBOM

"bomFormat": "CycloneDX",
"specVersion": "1.5",
"serialNumber": "urn:uuid:828875ef-8c32-4777-b688-0af96f3cf619",
"version": 1,
"metadata": {
"timestamp": "2023-11-17T21:36:38Z",

"tools": [
{
"vendor": "Amazon Web Services, Inc. (AWS)",
"name": "Amazon Inspector SBOM Generator",
"version": "1.0.0",
"hashes": [
{
"alg": "SHA-256",
"content":

"10ab669cfc99774786301a745165b5957c92ed9562d19972fbf344d4393b5ebl"
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}
1,
"component": {
"bom-ref": "comp-1",
"type": "container",
"name": "fedora:latest",
"properties": [
{
"name": "amazon:inspector:sbom_generator:image_id",
"value":
"sha256:c81c8ae4dda7dedc@711daefe4076d33a88a69a28c398688090cl1141leff17e50"
.
{
"name": "amazon:inspector:sbom_generator:layer_diff_id",
"value":
"sha256:eddd0d48c295dc168d0710f70364581bd84blddabbb386c4asde@bb6lde2f2119"

}

}
.
"components": [
{
"bom-ref": "comp-2",
"type": "library",
"name": "dnf",
"version": "4.18.0",
"purl": "pkg:pypi/dnfe4.18.0",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"
I
{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"
I
{
"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib/python3.12/site-packages/dnf-4.18.0.dist-info/METADATA"
I
{

"name": "amazon:inspector:sbom_generator:is_duplicate_package",
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"value": "true"

1,
{
"name": "amazon:inspector:sbom_generator:duplicate_purl",
"value": "pkg:rpm/fedora/python3-dnfe@4.18.0-2.fc39?
arch=noarch&distro=39&epoch=0"

}

]

},

{
"bom-ref": "comp-3",
"type": "library",
"name": "libcomps",
"version": "0.1.20",

"purl": "pkg:pypi/libcompse0.1.20",
"properties": [

{
"name": "amazon:inspector:sbom_generator:source_file_scanner",
"value": "python-pkg"

.

{
"name": "amazon:inspector:sbom_generator:source_package_collector",
"value": "python-pkg"

.

{

"name": "amazon:inspector:sbom_generator:source_path",
"value": "/usr/lib64/python3.12/site-packages/libcomps-0.1.20-py3.12.egg-
info/PKG-INFO"

},

{
"name": "amazon:inspector:sbom_generator:is_duplicate_package",
"value": "true"

},

{
"name": "amazon:inspector:sbom_generator:duplicate_purl",

"value": "pkg:rpm/fedora/python3-libcomps@@d.1.20-1.fc39?
arch=x86_64&distro=39&epoch=0"

[}
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Amazon Inspector AF ¥ 2 ZFEHAL THARXRALCICDNNA TS 4
UiREERMBICERKT D
CICDXY—97 Y NTLAATAFTZSH41E. Amazon Inspector CI/CD 7’574 > #ERAT 3

CEEBBOLET, MATEZTZTAOVANID2VWTRE, "THR—hZhTWS CI/CD V
Ji1—232, 2ZRLUTLKEET W,

Amazon Inspector 5 CI/ICD YD) 1= 3> A0S0 4 A RBEEATVWAVESIE, Amazon
Inspector SBOM Generator & Amazon Inspector AF ¥ > AP| Z# A EHE T, MBICHAZAL

JZCIICD EZEHTEET. NARALIZKBHAE T, Amazon Inspector SBOM Generator T X
R AT a3 EzFEALTRAF Y EHBAEID_EETEERT,

MEOHAZLKEEZEY NTYTIRICR

1. Amazon Inspector AF¥ ¥ > APINOT7 VA AWS 7HOV N Z2HFTTHELSIC 2FR/RELF
¥, FIEIZDOWTIE., TAmazon Inspector Cl/CD #&%ZERATDELSIC AWS FHU NEER
ETD) ZSRLTLSEZ,

2. Amazon Inspector SBOM Generator /N1 F+ &4 AR —)UTERELE T, FIBEICOVT
l&. T"Amazon Inspector SBOM Generator ® 1 > A ~—)L (Sbomgen); ZZBL T L&,

3. SBOM Generator ZFEAL T, AF Y2 F25OATFAX—=20 SBOM 7 7 1 )L &ZERK
LET, UTOFEFERATDICIK, image:id BEAF YU TRAAXA—DDEBEBE IR
Z. sbom_path.json % SBOM H HZREFEITDEMICEEHBAET,

./inspector-sbomgen container —image image:id -o sbom_path. json

4. inspector-scan APl ZHUO'HL T, EHEh/=SBOM ZAF¥ v+ L., HEELRA—MZR
HMULET, UTOHFZEFERATBICIE. sbom_path. json & CycloneDX E BN H D E M
BSBOM 77 ANAND T TAIINNAICEERRAE T, XIZ. ENDPOINT ZIRIEFREE AWS L —
23 ENTVD OAPIIV RRAVNIEEMR, REGION ZXT R U —2a VI ICEEHR
AET, V=23 eIV RERAMDODUARNMIDOWVWTIE, TAmazon Inspector A5 + 22 AP
DIVRRA Ny ZSRLUTLEZY,

aws inspector-scan scan-sbom --sbom file://sbom _path.json --endpoint
"ENDPOINT" --region REGION
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AP| 1K

Amazon Inspector AF ¥ > API &, AE55M L /R— K %Z CycloneDX 1.5 FXTHITD &
£ . Amazon Inspector R EER JSSON FEXTHAN TR EETEEXRT, 74N --output-
format 75U ZEALTEETEET,

CycloneDX 1.5 F£=\ 0 i 1 4

{
"status": "SBOM parsed successfully, 1 vulnerabilities found",
"sbom": {
"bomFormat": "CycloneDX",
"specVersion": "1.5",

"serialNumber": "urn:uuid:0077b45b-ffle-4dbb-8950-ded11d8242b1",
"metadata": {
"properties": [

{
"name": "amazon:inspector:sbom_scanner:critical_vulnerabilities",
"value": "1"
I
{
"name": "amazon:inspector:sbom_scanner:high_vulnerabilities",
"value": "OQ"
I
{
"name": "amazon:inspector:sbom_scanner:medium_vulnerabilities",
"value": "OQ"
I
{
"name": "amazon:inspector:sbom_scanner:low_vulnerabilities",
"value": "OQ"
}
1,
"tools": [
{
"name": "CycloneDX SBOM API",
"vendor": "Amazon Inspector",
"version": "empty:083c9b00:083c9b00:083c9b00"
}
1,

"timestamp": "2023-06-28T14:15:53.760Z"
I

"components": [
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{
"bom-ref": "comp-1",
"type": "library",
"name": "log4j-core",
"purl": "pkg:maven/org.apache.logging.log4j/log4j-core@2.12.1",
"properties": [
{
"name": "amazon:inspector:sbom_scanner:path",
"value": "/home/dev/foo.jar"

}
1,
"vulnerabilities": [
{
"bom-ref": "vuln-1",
"id": "CVE-2021-44228",
"source": {
"name": "NVD",
"url": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228"
},
"references": [
{
"id": "SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"
}
.
{
"id": "GHSA-jfh8-c2jp-5v3q",
"source": {
"name": "GITHUB",
"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

}
}
1,
"ratings": [
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v3-1/"
.

APl H =

102



Amazon Inspector

Q—H—H1 K

"score": 10.0,

"severity": "critical",

"method": "CVSSv3l",

"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"

},
{
"source": {
"name": "NVD",
"url": "https://www.first.org/cvss/v2/"
.
"score": 9.3,
"severity": "critical",
"method": "CVSSv2",
"vector": "AC:M/Au:N/C:C/I:C/A:C"
},
{
"source": {
"name": "EPSS",
"url": "https://www.first.org/epss/"
.
"score": 0.97565,
"severity": "none",
"method": "other",
"vector": "model:v2023.03.01,date:2023-06-27T00:00:00+0000"
},
{

"source": {
"name": "SNYK",
"url": "https://security.snyk.io/vuln/SNYK-JAVA-
ORGAPACHELOGGINGLOG4J-2314720"

iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",
"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"

"source": {
"name": "GITHUB",

"url": "https://github.com/advisories/GHSA-jfh8-c2jp-5v3q"

iy
"score": 10.0,
"severity": "critical",

"method": "CVSSv31l",
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"vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,
"cwes": [
400,
20,
502

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other JINDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"advisories": [

{
"url": "https://www.intel.com/content/www/us/en/security-center/advisory/
intel-sa-00646.html"
I
{
"url": "https://support.apple.com/kb/HT213189"
},
{
"url": "https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-

cve-2021-44228-apache-log4j2/"

},
{
"url": "https://logging.apache.org/log4j/2.x/security.html”
.
{
"url": "https://www.debian.org/security/2021/dsa-5020"
},
{
"url": "https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf"
.
{
"url": "https://www.oracle.com/security-alerts/alert-cve-2021-44228.html"
},
{
"url": "https://www.oracle.com/security-alerts/cpujan2022.html"
.
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{

"url":
},
{

"url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/"

}I
{

"url":

"url":

"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf"

"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf"

"https://lists.fedoraproject.org/archives/list/package-

announce@lists.fedoraproject.org/message/VU57UIDCFIASI035GC55IMKSRXIMCDFM/™"

}I
{

"url":

"url":

"https://www.oracle.com/security-alerts/cpuapr2022.html"

"https://twitter.com/kurtseifried/status/1469345530182455296"

"https://tools.cisco.com/security/center/content/

CiscoSecurityAdvisory/cisco-sa-apache-log4j-gRuKNEbd"

}I
{

1,

"created":
"updated":
"affects":

{

"ref":

}
]I

"https://lists.debian.org/debian-1ts-announce/2021/12/msg0@00@7 .html"

"https://www.kb.cert.org/vuls/id/930724"

"2021-12-10T10:15:00Z2",
"2023-04-03T20:15:002",
L

Ilcomp_lll

"properties": [

{

"name": "amazon:inspector:sbom_scanner:exploit_available",
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"value": "true"

.

{
"name": "amazon:inspector:sbom_scanner:exploit_last_seen_in_public",
"value": "2023-03-06T00:00:00Z"

.

{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_added",
"value": "2021-12-10T00:00:00Z"

.

{
"name": "amazon:inspector:sbom_scanner:cisa_kev_date_due",
"value": "2021-12-24T00:00:00Z"

.

{
"name": "amazon:inspector:sbom_scanner:fixed_version:comp-1",
"value": "2.15.0"

}

]
}
]
}
}
Inspector 2= D H 11451

{
"status": "SBOM parsed successfully, 1 vulnerability found",

"inspector": {
"messages": [

{
"name": "foo",
"purl": "pkg:maven/foo@l.0.0", // Will not exist in output if missing in sbom
"info": "Component skipped: no rules found."

}

]I

"vulnerability_count": {
"critical": 1,
"high": 0,
"medium": O,
"low": O
1,
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"vulnerabilities": [

{
"id": "CVE-2021-44228",
"severity": "critical",
"source": "https://nvd.nist.gov/vuln/detail/CVE-2021-44228",
"related": [

"SNYK-JAVA-ORGAPACHELOGGINGLOG4J-2314720",
"GHSA-jfh8-c2jp-5v3q"

1,

"description": "Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security
releases 2.12.2, 2.12.3, and 2.3.1) INDI features used in configuration, log messages,
and parameters do not protect against attacker controlled LDAP and other INDI related
endpoints. An attacker who can control log messages or log message parameters can
execute arbitrary code loaded from LDAP servers when message lookup substitution is
enabled. From log4j 2.15.0, this behavior has been disabled by default. From version
2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely
removed. Note that this vulnerability is specific to log4j-core and does not affect
log4net, log4cxx, or other Apache Logging Services projects.",

"references": [

"https://www.intel.com/content/www/us/en/security-center/advisory/intel-
sa-00646.html",
"https://support.apple.com/kb/HT213189",
"https://msrc-blog.microsoft.com/2021/12/11/microsofts-response-to-
cve-2021-44228-apache-log4j2/",
"https://logging.apache.org/log4j/2.x/security.html",
"https://www.debian.org/security/2021/dsa-5020",
"https://cert-portal.siemens.com/productcert/pdf/ssa-479842.pdf",
"https://www.oracle.com/security-alerts/alert-cve-2021-44228.html",
"https://www.oracle.com/security-alerts/cpujan2022.html",
"https://cert-portal.siemens.com/productcert/pdf/ssa-714170.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/M5CSVUNV4HWZZXGOKNSK6L7RPM7BOKIB/",
"https://cert-portal.siemens.com/productcert/pdf/ssa-397453.pdf",
"https://cert-portal.siemens.com/productcert/pdf/ssa-661247.pdf",
"https://lists.fedoraproject.org/archives/list/package-
announce@lists.fedoraproject.org/message/VU57UIDCFIASI0O35GC55IMKSRXIMCDFM/ ",
"https://www.oracle.com/security-alerts/cpuapr2022.html",
"https://twitter.com/kurtseifried/status/1469345530182455296",
"https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-
sa-apache-log4j-qRuKNEbd",
"https://lists.debian.org/debian-1ts-announce/2021/12/msg@0007 .html",
"https://www.kb.cert.org/vuls/id/930724"
1,
"created": "2021-12-10T10:15:00Z",
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"updated": "2023-04-03T20:15:00Z2",

"properties": {
"cisa_kev_date_added": "2021-12-10T00:00:00Z",
"cisa_kev_date_due": "2021-12-24T00:00:00Z",

"cwes": [
400,
20,
502
1,
"cvss": [
{
"source": "NVD",
"severity": "critical",

"cvss3_base_score": 10.0,

"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H",
"cvss2_base_score": 9.3,

"cvss2_base_vector": "AC:M/Au:N/C:C/I:C/A:C"

.
{
"source": "SNYK",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H/E:H"
.
{
"source": "GITHUB",
"severity": "critical",
"cvss3_base_score": 10.0,
"cvss3_base_vector": "AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H"
}
1,

"epss": 0.97565,
"exploit_available": true,
"exploit_last_seen_in_public": "2023-03-06T00:00:00Z"
},
"affects": [
{
"installed_version": "pkg:maven/org.apache.logging.log4j/log4j-
core@2.12.1",
"fixed_version": "2.15.0",
"path": "/home/dev/foo.jar"
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]
}
}

Amazon Inspector Jenkins 7’274 > #EHT S

Z MJenkins7’Z T 4 > I&, Amazon Inspector SBOM Generator /N4 3! & Amazon Inspector A
FYUAPIZERALTEL RORRICHFESELR-—NZERT DS, TT7OSMFICURVZHRE
LTETEXRT,

Amazon Inspector l&, CVE ICEDSWTOAVTHFAA—TZAF Y LTARL—F A VIS AT A
ETOAVSEVIETRNY T—D 0B ERETIMBUEEY —ERATT, CVEs

Amazon Inspector Jenkins 7’5 J' 4 > & L T, Amazon Inspector fE551 A ¥ ¥ > & Jenkins/\N A
T5AVICEBMTEET,

® Note

Amazon Inspector DIEFEEHRAF ¥ Ik, REShERBEOREEREICESVWT, N17
TAVDORTIEEBRELERRBITDLSICHRETEET,

B#/N—> 3> Dlenkins 7T 4 &, https://plugins.jenkins.io/amazon-inspector-image-scanner/
TJenkinsN—7 Y R 7L A ATHRERTEXT,

IXDOFIETIE, Amazon Inspector Jenkins 7704 2 ZFRET D HFEICODVWTHBALET,
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Step 2. Amazon Inspector Jenkins 77294 &2 A4A 2 AN—=ILT B

RDOEIETIE, JenkinsH ¥ = 17R— RA S Amazon Inspector Jenkins 7’594 > A A=) T
BDHEICOVTHBELET,

1. Jenkins &Y > 17R— KA S Jenkins DEE ZiBIRL., 75T/ 0ERER Z&BIRLET,

2. fFRTEE ZBBIRLET,

3. fFMATARER 7 T Amazon Amazon Inspector AF¥ ¥ > Z8EL, 75914021 ARN=I)LLE
£

(FA72a>) AT Y 7 3. Docker RiE#H % (BT S Jenkins

® Note

Docker f X—=I N T SAR—=KNURD NJIZH DB EIZD A, Docker SREIEHRZEML F
T, THEADBZEERE., COFIEZAFYTLTLSEETL,

ROFIETIE, Jenkins® Y = 17R8— Rlenkins 5 (2 Docker SREHEFHRZBINT 2 H3EIC D VW TELA
LE9,

Jenkins &Y< 17R—RA S, Jenkins DEIE, FREEHR. AT L ZBIRLET,
TH—/NILRAEEHR 28R L, FREAER ZE&ML KT,

Kind ©, NAT—R QO1—H%—FZERLET,

20—7 T. YO—/N (Jenkins, /— K., BB, INTOFEAAE ) EBRLET,
iz ALL, OK ZBIRLET,

o K~ w0 Dd =
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ENESHICEBRBEKEIRERBILET,

4. [R7F] 2BRLEXT,

BINA7Z4 > %EHL T Amazon Inspector Jenkins AF ¥ & EJL RIZEMT

[l

N |m}

Jenkins ESENA 754> EHAL T, Amazon Inspector AF¥ ¥ ZEJ) RICEBFLEFHTE
mcEET,

SENATSA40 288N ADO0—-—RTBDICE

|

SBOMGen

Amazon Inspector AF¥ ¥ > ZEJL RIZEMTDIZE. XROBXHZERALET. Amazon
Inspector SBOM Generator 7> O— ROEED OS 7—FF IV F vICETV
T. SBOMGEN_SOURCE % linuxAmd64 F£7=(d linuxArm64 ICBERAET, 7SARX—KN1)

AT Y7 6, Amazon Inspector AF ¥ > ZE )L RIZEMT S 112
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RENVEFERALTWVWEIEEWE. IMAGE_PATH A X—JAD/\NA (alpine:latest R &)
I, IAM_ROLE ZAT Y71 TERELLIAMO—JL® ARN |2, ID %ZDockersPil1E#R ID (Zi&
EMAFET, A72a0THRBEOLEVEZBMICL, EXECEICEZIEETEET,

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step([
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder’,
sbomgenSource: 'SBOMGEN_SOURCE', // this can be linuxAmd64 or linuxArm64
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
credentialld: 'Id', // provide empty string if image not in private

repositories
awsCredentialId: ''AWS ID;',
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countLow: 10,
countMedium: 5,

D

SBOMGen EEBNA T SA2FEHTA I O0—RTBICE

-  Amazon Inspector AF ¥ ZE )L RICEMTSICE, XROBXHIZFERALE
9o SBOMGEN_PATH # AT Y 73 T4 > AKM—JLL %= Amazon Inspector SBOM Generator N\
DINAIZ, IMAGE_PATH A X—IAD/NA (alpine:latest B E)IC, IAM_ROLE Z AT Y
T71TRELEIAMO—=)OARNIC, IDZTTANR—KNURD NIV ZFEALTVRESE
DockerfR7ilfE3R ID ICBEMA T T, 77230 THREEOLEVEZBMICZL, EXEJ LIS
BEZEETEET,

AT Y7 6, Amazon Inspector AF ¥ > ZE )L RIZEMT S 113
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® Note

Jenkins 74 L 2 ~k1JSbomgenlCBIEL ., 7554 > ® Jenkins FA LI NUANDNA (/
opt/folder/arm64/inspector-sbomgen ##) Z#EELET,

pipeline {
agent any
stages {
stage('amazon-inspector-image-scanner') {
steps {

script {
step(L[
$class:

'com.amazon.inspector. jenkins.amazoninspectorbuildstep.AmazonInspectorBuilder',
sbomgenPath: 'SBOMGEN_PATH',
archivePath: 'IMAGE_PATH',
awsRegion: 'REGION',
iamRole: 'IAM ROLE',
awsCredentialld: ''AWS ID;',
credentialld: 'Id;', // provide empty string if image not in private

repositories
awsProfileName: 'Profile Name',
isThresholdEnabled: false,
countCritical: 0,
countHigh: 0,
countLow: 10,
countMedium: 5,

D

AT Y 7 7, Amazon Inspector iE58MEL R— KN Z2XRRT S

1. 72T 79hOHLVEILREZETLET,

2. ELRARTLES, BRASHIERAEZBERLET, HTML ZBRL £BEE. LR—bFD
JSON SBOM F/zlk CSVN—=232#H I O—RIBAT2IVHFHVVET, HTML LR—
NDFlZRIZRLET,

AT Y 7 7, Amazon Inspector i858t L R— N2 RRT S 114
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Inspector Vulnerability Report ( — ) ( Povmiond 6% )

Updated at 11/8/2023, 3:52:55 PM

[ © SBOM parsed successfully, 7 vulnerabilities found.

Information
Image name Image SHA
file:///Users/naveshal/Downloads/alpine.tar sha256:5977be310: daf7’

Vulnerability by severity

Critical High Medium Low

1 4 2

All vulnerabilities (7)

Vulnerability Id Severity Component

CVE-2022-37434 Critical pkg:apk/alpine/zlib@1.2.12-r1 2arch=x86_ 147
CVE-2022-4450 High ine/openssl@1.1.1g-r0?arch=x86_644di 14.7
CVE-2023-0215 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0286 High pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7
CVE-2023-0464 High pkg:apk/alpine/openss|@1.1.1q-r0?arch=x86_64&distro=3.14.7
CVE-2022-4304 Medium ine/openss@1.1.1g-r0' _648distro=3.14.7
CVE-2023-0465 Medium pkg:apk/alpine/openssl@1.1.1g-r0?arch=x86_64&distro=3.14.7

NZTN>a—FT142T

IZ Amazon Inspector AFx ¥ > 7S04 2 FERTREEICRETDUREMENI D —BRNBEIT—%
RIZR L T Jenkins,

PORLIFEME 12l sts PIADO— RICKBLEL I
I5—

InstanceProfileCredentialsProvider(): Failed to load credentials or sts
exception.

VY—2A

AWS 7HJ2 ~h® aws_access_key_id& aws_secret_access_key ZEELET, ~/.aws/
credentials M aws_access_key_id &aws_secret_access_key ZtY K7 Y7L ET,

Inspector-sbomgen /NATLT S —

I>—:

Exception:com.amazon.inspector. jenkins.amazoninspectorbuildstep.exception.Sbomge

There was an issue running inspector-sbomgen, is /opt/inspector/inspector-
sbomgen the correct path?

BRIRZE:
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BEZERIBICIE. ROFIEZRITLET,

1. IEEL\ OS 7—FF Y F ¥ Inspector-sbomgen % Jenkins 4 LYV NUICEBEL £9., I
DWW T &, Amazon Inspector SBOM Generator; ZZBRL T EE V),

2. ROOXVRZEALT, NMMFTUICETARBT IV EAHFAZMFELET: chmod +x
inspector-sbomgen,

3. BE, I7TZUAUICELWenkinsN 2 /NAZIBEL £9 /opt/folder/arm64/
inspector-sbomgen,

4., BEEFRFL. Jenkins>a 7 EZEFTLET,

Amazon Inspector TeamCity 7’574 > RT3

Amazon Inspector TeamCity 7’27 4 > 2 EHA ¥ % &, Amazon Inspector DIEFHEAF v > &
TeamCity NA 75 A VICEMT D ENTEERT, DT ZT 4. Amazon Inspector SBOM
Generator /N4 7 ') & Amazon Inspector AF ¥ > APl Z5FAL T, B ROKEICFEHEMAELKR—K
ZERLULET, chickyY, F7TOSMBICVARAVZRAEBEL TEBIETEERT, £, REEThCEHEM
DHEEREICETVT, NMMTSAVOERTICEIEFLEIXRTEIRSICAF Y U 2RETAH L
£t TEERT,

Amazon Inspector l&, CVE ICEDVWTARL —FT A VI ATALAETAVS IV IEBNYT—D
DEAFORBHEICOVTAVTFAX—2D2AF Y AWS T2, HNEEIIMHEUEEEYT—ER
T9, CVEs Amazon Inspector & CI/CD OFEEOFMIZ DV TIE, TAmazon Inspector AF ¥ >
ZCICDNATZA4VICHETS1 2ZRLTSEE W,

Amazon Inspector 7’5 A4 N Y R—KFTDINYT—2DEAVTFAAXA—DERXOUARNIDOVWT
&, "™WR—KREhTVWBINYT—JEAX—DFERX, 2SRLTLSEETL,

BHN—23> 07554, hitps://plugins.jetbrains.com/plugin/23236-amazon-inspector-
scanner TY—% Y RTeamCity7’'L 1 ATHRTEEX T, L. CORFIXMODELEVD S
>~ DO F|EIZ$E 2> T Amazon Inspector TeamCity 7’55 1 > #REL T,

1. Z#EYRNT7YTLEFTAWS THIU KN,

« Amazon Inspector AF¥ ¥ > APIANDOT V7 EAZFATH IAMO—)L AWS PHO U~ ZE
ALT Z#RXELET, FIEIZDOWTIE., TAmazon Inspector CI/CD & FEH T2 LS IC
AWS PHO U RZRETH 2SRBLTLSEE,

2.  Amazon Inspector TeamCity 7’574 & A4 ARN=)LF %,

TeamCity 7’554 > 116


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner
https://plugins.jetbrains.com/plugin/23236-amazon-inspector-scanner

Amazon Inspector I—H—H1 Kk
a. v a21R—RAHAS, [Administration], [Plugins] DIEIBEL £,
b. [Amazon Inspector Scans] Z#&&EL £,
c. 72042V AVAN—ILET,

3. Amazon Inspector SBOM Generator 21 > AN—I)LTF %,

« Amazon Inspector SBOM Generator /X4 F 1) & Teamcity ¥ —/N\—FT4 L IO KJICA 2 A
R=ILULET, FIEIZDOVWTIE., "Amazon Inspector SBOM Generator D4 > A ~—)L
(Sbomgen)s ZZRL T EE W,

4. Amazon Inspector AF v OEI RATY 72702 T MIEMT %,

a. BMENR—IT, "ELRATYT7, EFTAZO0-ILL., "TELRATFYTZEM, Z&IR
L. Amazon Inspector AF ¥ >, Z&IRLET,

b. TOFMZEANL T, Amazon Inspector AF ¥ OEII RATY T BRELE T,

« ATV R ZEBMLET,

« Amazon Inspector SBOM Generator D1 > AR—I)LFZEELT, BB EFEBH D2 2H5
BRRLET,

« SATALABRT CPUT—FFTOF ¥ICETVWT, Amazon Inspector SBOM Generator
ODEMN—23a>zaBHXVO0—RLET,

« FEHTE., UEICAT>O—RLE/N—2 3> 0O Amazon Inspector SBOM Generator
NDRELBNAZEETIHLENF HYVET,

FAEIC DWW T, Amazon Inspector SBOM Generator T® Amazon Inspector SBOM

Generator (Sbomgen) DA AR —)L 4 ZZBL T<E&E L, Amazon Inspector

« [Imageld] ZANLET, 1 X—2EFEO—AHIL, VE—N, F—HAHATENEEOOLVT
NTENFEVERA., A X—2 & Docker DB BRAICHES BB BV ET, TUVA
R—REhEA X272 MT2EER. FTEREhD tar 77 MIILANONAZIBELE
T AIX=2JIDONADBICOVWTIE, UTZSRL TS EZL,

s O—ANOAVTFEEFVE—NITFDOIFE: NAME[ : TAG| @DIGEST]
- tar 77 1)L DFE: /path/to/image. tar

« IAMO—=J)L]1ICE, FIE1 THRELEZO—-ILDO ARN ZAHLET,

c [AWS U—2 32 ZBRLT, AF+UIIANZRERFBLET,

TeamCity 7’554 > 117


https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html#install-sbomgen
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
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« (F 72 32 ) [Docker Authentication] Tld., [Docker Username] & [Docker Password] %
ABLET, chlE, AVTFAAXA=DHFTFAR—RNIRDRNIICHDBZEIZOHKIT

TL<EEW,

e (AT 3V)AWS BIE D, AWS PO ERAF—ID & AWS ¥—4L Y RF—%EAH
LET, Chix, AWS FIERICEODVWTHIATRIERICOKAETLET,

« (X7 a2)EREZ &I [Vulnerability thresholds] Z1EEL£9, AF ¥ HICEEEL
EBEEADE, AIX—DOEILRGIRBLET, EFrIXNTODHES, ROH 2L

FHEOHMICERE<SEI RIERIILET,
c. [Save] ZEIRLET,
5. Amazon Inspector DESEMHL R— N 2R T S,

a. ZOTVROFHLVEILRZETLET,

b. EIRAETLES, RISASHIEREZIBIRLET, HTML Z58IRL =54, JSON
SBOM £/l CSVNN—>a>nDLR—NE2X O O—R$B2AFT>arrydby)x

¥o HTML LARR—BFDFIZELTICRLET,

Inspector Vulnerability Report
5 PM

Updated at 11/8/2023, 3:52:5!

[ © SBOM parsed successfully, 7 vulnerabilities found.

Information

aaaaaaaaa

uuuuuuuu

All vulnerabilities

Vulnerability Id
CVE-2022-37434
CVE-2022-4450
CVE-2023-0215
CVE-2023-0286
CVE-2023-0464
CVE-2022-4304

CVE-2023-0465

@

ib@1.2.12-r1

aaaaaaaa

1.1.1g-10"

_64&distro=3.14.7

_64&distro=3.14.7

1.1.1g-r0%arch:

tro=3.14.7

1.1.1g-10°

3.14.7

1.1.1g-10"

48distro=3.14.7

1.1.1g-r0%arch

1.1.1g-r0 h: _64&distro=3.

Amazon Inspector CycloneDX % &1 %=

Amazon Inspector (C (&, Amazon Inspector SBOM Generator & Amazon Inspector AF ¥ 22 API (C
KO TERE NS SBOM ICFEA TS D, CycloneDX BRIZEEE7ONT 1 BAFHE A TL
£9., COR—DIZIE., Amazon Inspector ¥V —)LZ A L THERE h iz CycloneDX SBOM @

Amazon Inspector CycloneDX % &1 Z= &

118
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R—FXNIENTERINTOAAZLF—MEZTONT A HAREETATLVET, CycloneDX 7°'0
NTADEOFHHAICODVWTE, 2XRFIX RN ZSZRLTLSEZ L,

amazon:inspector:sbom_scanner ZHIZEE N 5 E

amazon:inspector:sbom_scanner FEIZ /& Amazon Inspector AF ¥ > APl IC& 2> TEAE
nNET, LToZ7ONTAHHYET,

Z7ONT 4 =¥ AR

amazon:inspector:sbom_scann SBOM TRON 2 EERENERGIREED

er:critical_vulnerabilities HE.

amazon:inspector:sbom_scann SBOM TRON 2 EERENSVMEHE DA

er:high_vulnerabilities o

amazon:inspector:sbom_scann SBOM TRON 2 EERENFREEDMTEMH

er :medium_vulnerabilities DB,

amazon:inspector:sbom_scann SBOM TR OA 2 EEXRENRVIEHHEOR

er:low_vulnerabilities o

amazon:inspector:sbom_scann BEODIA—ZXRNODAF YA TFHFAR

er:info ERHELET, fl: "OVR—FX DI AF ¥
vENFLE RBEMEROAYEFHEATL
Vol

amazon:inspector:sbom_scann BEDIVAR—FXRIDNFAF Y EhBEh 21

er:warning BROITHFANZRMHELET, #: T3>
R—=F U RDFRAEFYTENEL I purl A1
ESNTLVEREA

amazon:inspector:sbom_scann BEORSBMEICHLT, BEEALIVR—X

er:fixed_version: component hROBEN—T a3 EREHLET,

_bom_ref

amazon:inspector:sbom_scann BEOMRSEHEICTL T, ToA7O4 MA"FIA

er:exploit_available AEEN ES N ZRLET,

amazon:inspector:sbom_scanner ZHIZEE N 5 & 119


https://github.com/CycloneDX/cyclonedx-property-taxonomy
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pARVAG EAL]
amazon:inspector:sbom_scann BEORBHICKTAZIVATOS M TREIC
er:exploit_last_seen_in_public PNHEENLEREZRILUET,
amazon:inspector:sbom_scann fe55 1 A" CISA @ "Known Exploited Vulnerabi
er:cisa_kev_date_added lities Catalogy [CEEMME Ni-BKFHERLE T,
amazon:inspector:sbom_scann CISA @ "Known Exploited Vulnerabilities
er:cisa_kev_date_due Catalogy Cfit2> T, MESEMOEIERRA VD
THhd@HIZ2RLET,
amazon:inspector:sbom_scann KNV T—BFHEERLET7AILAD/N
er:path Ao

amazon:inspector:sbom_generator ZEIZEE N 0 1&

amazon:inspector:sbom_generator & aIZEIE Amazon Inspector SBOM Generator (& 2 T
FHENET, UTo7ONT 1 HFHYNET,

pARVAG =¥ BR

amazon:inspector:sbom_gener AR NIRROATLDKRARNE,
ator:os_hostname

amazon:inspector:sbom_gener AR RNIRROATLDH—FILB,
ator:kernel_name

amazon:inspector:sbom_gener AR NINROD AT LDH—FILIN—
ator:kernel_version >3az,

amazon:inspector:sbom_gener AR NIRROATLD CPU T —F 7
ator:cpu_architecture JF ¥ (x86_64 1% &),
amazon:inspector:sbom_gener AT FAX—=DORET7AIILDONY S
ator:image_id (A A= IDEEFENET),

amazon:inspector:sbom_generator BHIZEE N 5 120
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ZONT 4

amazon:inspector:sbom_gener
ator:layer_diff_id

amazon:inspector:sbom_gener
ator:source_file_scanner

amazon:inspector:sbom_gener

ator:source_package_collector

amazon:inspector:sbom_gener
ator:source_path

amazon:inspector:sbom_gener
ator:is_duplicate_package

amazon:inspector:sbom_gener
ator:go_toolchain

amazon:inspector:sbom_gener
ator:expires_before

amazon:inspector:sbom_gener
ator:expires_after

amazon:inspector:sbom_gener
ator:is_expired

S

FEMOAVTFAX—SLAY—D/\Y> 2,

NYT—OBBEEC 774N ZERELEZR
* v +—, $l: /var/lib/dpkg/status

BED77AIINDSNYT—28EN—232
ZRELEOLIR—,

HMRNY T—IBBAMEENET7A4ILAD
IN Ao

RNV T—DNEBROT7AINAF ¥ F—IC
o2 THHEEhECEZRLET,

GOEMT77ANOERICERAET AL Go I
NAZ—FRERFRY—=ILFI—"ON—>3al%
R~LET,

SSLELRAEN BMICESEI D B,

SSL REFAENERMIC XD B,

SSLELFAZEDEMHRAYTINTVRILAES L 2
71?3'7‘—)14_50

amazon:inspector:sbom_generator BHIZEE N 5
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Amazon Inspector IC& D EHEN) Y —AAF ¥

Amazon Inspector ® Amazon EC2 AT T—J I RLAARF Y R 7LEI—U)—AHRTT
o AMmazonEC2 I— IV NLAAF v U HEOFEAICIE., TAWS O —ERAZH, OFE 218
("R=E|RETLELI—) ) MBARAENIhET,

Amazon Inspector l&, MBOERAF Yy IO ZFRALTVES, COI DOV, 7—2
A—RORE., VDY—ADOEA, FT—E\NOFET IV AZ5|ERZITIEEOHZDYTIRNIITO
MR A —T XY ND—ONANBEVWA VY —RAZEZR1) I ULET, Amazon Inspector
etz TdE, REBRNIERETIhE T, REBRICE., BBEEOBEICEILODKREICEET
DHEHMHNIEENET, BREFLRIE Amazon 1 > ART 22— —)L & Amazon Inspector AP| % {§
ALUTHERTEET, HMICOWTIE. TAmazon Inspector TORHERNEE  #5BLTLKE
=L,

TOF 47133 E, Amazon Inspector ERREBZDITXTOUY —AZHEHWNIKREL, ThS
DY —ADMENBEAFT ¥ ZHBLET. Amazon Inspector Tlk, Y7 NI I T DEHEEPE
HLBWRY RDO—V0BHENBTWAZEAF ¥ LET, Amazon Inspector l&, FILWF 7 )T —
2aAVRNYTFOA VAR =IBEDARKNIRBUERAF Y ERTLET,

#® T Amazon Inspector 27 VT 14 7L TdE, TFHIVRNEIRNTORF v 24 T ICHEBHHW
ICEBENET, LUTOREY Tk, Amazon Inspector N REIT D AF ¥ 24T ICHTDEHK
B EFMAIC DV TEHBAL £, Amazon Inspector (&, ESEMENEEEZZ T2 VY —ARXATICED
WTCARF YU RAT20ELET, LTOREY 2Tk, Amazon Inspector X AF+> 331 —
A, TNSOVY—ADFHFHLVWAF Yy 2B T2, BROEBVY—AZATOAF ¥ &RE
TBIHEICOVTHBELETD,

N

« Amazon Inspector DAF ¥ 2 X4 T DEE

s AX YV ERATETOVT174LT S

« Amazon Inspector [ &% Amazon EC2 f ARV ADAF ¥

« Amazon Inspector [c&k B Amazon ECR AT FAX—2DAF ¥

« Amazon Inspector ([ & % AWS Lambda B§¥ D AF + >
« AFXF YU RATOIT VT 171

122


https://aws.amazon.com/service-terms/
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Amazon Inspector ZHOTT VT4 7{LT D &, FHI ME Amazon Amazon EC2 AF +

>, Amazon ECR AF ¥ >/, Lambda BEAF Y OFAF Y U XA/ T ICEENICERELE
¥, Lambda J— RAF ¥ & Lambda BBAF Y>> OAT2 3L A Y—T, WOTETITA
JILTEET,

Amazon Inspector D AF ¥ X4 T OEHE

Amazon Inspector IZl&., AWS IRERDHED Y —AZA T ICEREY TILEXRETEXREAF v
BRATHFAREThTVET,

Amazon EC2 AF v >

Amazon EC2 AF¥ ¥ > & T VT 171t 9% &, Amazon Inspector I& Amazon EC2 1 > AZ >
ARZAFYLT, ARL—TFTAVIATLNY T—2ET7AT IV 0FBNY T—2
DESEME., BRVOPRY ND—JFZETREMZHEFEL £9 . Amazon Inspector l& EC2 1 A&
VAEAF Y LT, HBREFEMEESF (CVE) ®RY RD—IJANOELHOBEN L WVWARAN
F¥9 ., Amazon Inspector &, 1 VARV AICA VAR =ILENTVWAHSSMI—2I 2 N%Z
FEATEIN., 1 2AZAD AmazonEBS A+ v 723y haFRALTAF Y Z2ETLE
T Amazon EC2 D AF v > OFFMIC DWTIE. "Amazon Inspector | &k % Amazon EC2 1
ABVADAF v Z#ZRLUTLEEL,

Amazon ECR AF v >

Amazon ECR AF¥ ¥ > & F#C T2 &, Amazon Inspector 7S ARXR—KLZARNJAD TN
TOR=IYDRAFYAVTFTFIRD N ZMENAF Y VICKDILRAF ¥ ICEBRLE
o ey, AT72AVTCOREEA VTV IRBOKRAF Y LY, BEIL—-ILZFERALT
BEDURSRKNVZAF Y LEYTBRSICHRETAHEETEFT, BEXE30 AURICT Y
achlcAX—=2, FEEBEW BUAICTILEALEAX=—2DEFINT, BHAICAF Yy
NET, Amazon Inspector ETF7 #I KNT 0 BEAX—DZEZRZV I ULEGITET. CDFX
EBEWOTELEETEXT, Amazon ECR DAF ¥ OFMIC OV TIEE. "TAmazon Inspector
lC&? Amazon ECR 1T FAX—DDAF v, BSRLTLKEEL,

Lambda BERXF v >

Lambda BHERAF v &2 T 95T 1 7 $5 &, Amazon Inspector E 7 HJ> NA® Lambda B8

HERHEL, I<ICHBUEOAF ¥ 2B L ET., Amazon Inspector &, L L Lambda BS

BELAVY—%2F7TO/MBICAFY L, ThSHAEHEAEEE, FEEFHL VLB

BlF (CVE) FRITENIEEZICBAF ¥ LET, Lambda BEDOAF v > OFFMIC DWW TR,
T Amazon Inspector | &2 AWS Lambda BB D AF ¥ >, ZSBL T EE L,

Amazon Inspector D AF ¥ > X1 7 DHE 123
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Lambda B#AF ¥ > + Lambda 1— RAF v >

COATIA T, Lambda BERAF v & Lambda I—RAF v U Z2HAAEDERENT
ZFE T, Lambda A—RAF Y2 &2TF7 V71471 F%&, Amazon Inspector 7 HV> NAD
Lambda B8& L A Y —&HL, 77U T—>a N 5r—20REBRRICHD I— RO
MZEAF Y LET, Lambda J—RAF ¥ &, Lambda BEBADHARLT 7V Tr—>3>
d—REAF+Y+LT, OD—ROEBUENBVHLATARNETT, cNS2D20RAF v RA4 T EEK
T IOT AT RDHENHYET, FMICDOVTIE, Amazon Inspector Lambda 1— RAF ¥
JEBBLTLEEL,

AF Y RATETIOT171LTS

# L W Amazon Inspector AF ¥ XA T IEWODTETITATITEET, AF Y RAT%ETY
T4 71T B &, Amazon Inspector FTDAF ¥ ZATORREBDI VY —ADAF Y 2ES

ICBIBRLE T, FRUEBAF Y RZATOMEIC OV TR, "Amazon Inspector D AF ¥ > Z A

TOBE, 28BLTILKEEVN, EAF Y ZATOENOTTIT 1T L EBEOEEICOVT
FBELET,

« Amazon EC2 AF ¥ > — 7 HJ> N® Amazon Inspector Amazon EC2 AF¥ ¥ > & T I57 147
{t9F % &. Amazon Inspector 7 NI RHDITNTORRA VARV AZAF Y LT, VY
T OMBEMERY ND—JFETREOBEN ZVATANET, Amazon Inspector SSM 75
TA 2. TXTO SSM YZR—2 RWindowsTRARNICA VAR=)LEnET, FMICOVTIE,

TWindows 1 VARV ADAF v BSBLTLKEETV, €52, Amazon Inspector &7 H™D
> MZR®D SSM BhER T ZERL ET,

* InspectorDistributor-do-not-delete

* InspectorInventoryCollection-do-not-delete
* InspectorLinuxDistributor-do-not-delete

* InvokeInspectorLinuxSsmPlugin-do-not-delete
* InvokeInspectorSsmPlugin-do-not-delete.

« AmazonECRAF ¥ —F7HI RM®D AmazonECR VT FAX—SAF Y 2T OT 171
I2E, TOTHIVRNDTZAR—=KJRD NJ D Amazon ECR AF ¥ > X4 7 Amazon ECR
ICRDEERNBZAF ¥ > A S Amazon Inspector ICKDILRAF ¥ ICEDYET, 0%, BE
0 HUMAILZT Y a1Ehi, FEEIBEW BURICTILEhE, HREKD FTNTOH Amazon
ECROTFHFAX=H, NV T—20BEICODVWTAFrEahET, £5IC. Amazon
ECROBAF ¥ HEEFK, /1 X—207Y21R8ETIIHEHTO BICEREENET,

AF VYU RATEZTITATITS 124



Amazon Inspector I1—H—HA K

« Lambda BEAF Y>> — T HI NT Lambda BEAX Y2 TV T17{Ld3 &, iBX90 H
BICFTHEENEAEFENET AT NAOITNTO Lambda BN AFroah, NvI—
SOMRBENREENET, €52, CloudTrailt—ERIZU > I9EnEF ¥ RIHFTHUUNC
ERENhET,

« Lambda 22 AF ¥ > + Lambda J—RAF ¥ — Ch 5D Lambda BB AF ¥ > 24 T EE
L7 OT147{bEhET, PHUYNTLlambda I—RAF Y ETIT1 7D L, BE 0
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HREOT OT AT ELERKET VT 171k

(® Note

Deep inspection l&. 2023 4 A 17 BB, Amazon Inspector 27 97 A1 X—KNULETH
T2 NTlE, AmazonEC2 AF ¥ ND—RELTHBMWICT VT 1 7{tehFE T,

THIOYNIHU THEHERENTOT 1 7HICE2>TVSRAES K. Amazon Inspector
V=D [FTHI NEEB]R—T D [Amazon EC2 AF¥ ¥ ] 5| THRRETEE T, Hi
BREANTIOTATICBE2TVEWVWEES, COFICE T707 1 7{LEHR GEHERENFET D
TATENELLE)) ERRENET, FIOTAR—IAVOARAT—RAETOT S LTH
29 BICIE. GetEc2DeeplnspectionConfiguration 2 AL £, EHROTHI NDBE
l&. BatchGetMemberEc2DeeplnspectionStatus APl ZfERA L T &L\,

2023 £ 4 B 17 B& V) HiIlZ Amazon Inspector 2 7 7 T4 R— KL EBEE, OV —
JLINF—F =& UpdateEc2DeeplnspectionConfiguration APl Z £ L Tk E %
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TIOTAR—KNTEET, ABIZH LT Amazon Inspector DEFERETHDBE
l&. BatchUpdateMemberEc2DeeplinspectionStatus APl ZRA L T, B EXN—=TFTHI MIC
XU CHMBREET VT 1 7{LTEERT,

UpdateEc2DeeplnspectionConfiguration APl Z A L CRHMREZET VT 1 7Lt TEE T, HBOD
XUN=THIY NIHEREERIFET VT A TILTDERETEERLEA, TORDYIC, ZEEEEE
A" BatchUpdateMemberEc2DeeplnspectionStatus APl ZER L TXN—T HIO U NEFETIT 1
TILTRDRENHYET,

Linux 8] 7 Amazon Inspector SSM 7’55 4 I\ T

Amazon Inspector (& Amazon Inspector SSM 7’55 4 > Z#EA L T Linux 1 > AR > ADFHH
BREZRTLE T, Amazon Inspector SSM 7’5 T A &k, Linux 1 VARV ADROTF 1L D
NUICBEWIZA AR —=ILENET:/opt/aws/inspector/bin RITAIEET 7 4 )L DB Hi &
inspectorssmplugin T9,

® Note

Amazon Inspector |&. Systems Manager Distributor Zf£H L T AmazonEC2 1 > AZ 2 A
7204227704 L%FT, Systems Manager Distributor &, Systems Manager 7j
AR D THR=RENTVWINYVT—DNTFTYRNTA—LET—FTIOF v, IZREHE
ENTVWBRIARL—TFT AT ATLZEYR—BNULET, Amazon Inspector A FFlliRE X
FrYOZEEITTBICWE. AMazon EC2 1 VARV ADARL —FT 1 T2 AT AN Systems
Manager Distributor & Amazon Inspector ICk 2 THR—KRENTVWBREN BV ET,

Amazon Inspector l&, Amazon Inspector SSM 755 A I & » TEHMlKRER FICIREE =T —
REEBIBDLEHIC, ATOT77A4ILTF4LIORN) BERLET,

» /opt/aws/inspector/var/input

» /opt/aws/inspector/var/output

« ZOTF 1L YUKNJD packages.txt . FHRELC R >TREENENY T—A0T7IINA
ZRELET, Amazon Inspector 41 VARV ATRAUNY =2 2 EHEREL EHE., C
DT7ANCRERZONY T —DHARON 2 EBEFAN —BERRENET,

Amazon Inspector &, 7774 > 0O0O% % /var/log/amazon/inspector 4 LU MNUICREL
£,
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Amazon Inspector SSM 72714 OF 4 2 A=)

inspectorssmplugin 7 7 4 JLAER 2> THIBRE N /z;F A, InspectorLinuxDistributor-do-
not-delete SSM BEENF T REXDAF ¥ VBB TTSITAVOBA 2V AN—ILEZHAET,

AMazon EC2 AF YU ZEBMICT D E., 7T AIETNTO Lnux RARNDYSBENICT A4
AR=IllehZFxd,

Amazon Inspector DFHREDHAXRL/INA

Linux Amazon EC2 4 > AR ADFMBREZRTIT S L EICKET D & SIC Amazon Inspector
DHAZLNAZRETEET, Amazon EC2 W AZL/NAZIENT % &, Amazon Inspector &%
DFALIRNIEFOFOIXNTOHTFALINIIZHDNYT—DBAFYLET,

IRTCOTHIORNE, BLDODTHINCEBRE DOHARLNAEERTEEXT, HEBOET
TNEEEENEASE. HEB2AEICERAE NS5 DOEBMNAZEERETCEERT., chnilcky), HE
AOTHIRZEICAFYOENDINDARLNARGETHTHRAR10BICEYET,

Amazon Inspector l&, IXNTOTHIRTCAF Y ENBUTOF7 I MNAICMAT, X
TOAARABLNAZAF Y LET,

« /usxr/1lib

« /usr/1ib64

« /usr/local/lib

» /usr/local/lib64

(® Note

HARLNAGOA—HAILNATHBDRBENH 'Y ET, Amazon Inspector l&, XY KD —7
TFP7ANDATLALA(NFS) XTI MR AmazonS3 77 AL AT AR D R EEDIYEY
TJENERYRNI—ONAZAF ¥ LEH A,

NARLNADT A=Y ~
NDAZRLNAOFERXDOHIZIRIZRLUET, /home/usrl/projectdl

NAZLNAR 256 XFRMEIZTIBEN B ET,
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122DA2VARVAILDE 5,000 BONY T—D&RABY), NYT—242 R NUYRED & KE
BHRIEFE 1509TT. chSOFIRZBIZD IO, DAZLNAZBRIZDCEZHEITIHLERT,

AV —=ILTHARLNAZEREL TLSEETL,
Console

Amazon Inspector DEFENLZEBEHEELTH MM L, UTOFEICHE S THEBOHDAZ A
NAZEMULET,

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector 12V — )L ZFE &
9,

2. R=POAELBLCHD AWS V-3 €L IVF—%ZFEAL T, Lambda BEAF Y%7
V714743023 EBRLET,

3. WARFET—23aUNRILD[EHREKRE] LS, [EC2 AF ¥ URE] ZERLET,

4. MEDOTAINDOAARAZLNA] T [MWE] Z2BRL, BATHI NONAZEML K
T, EECNI-EEEDOBER. MBBOHARLNZ]NZRILT {mE] 2R T, HEX
DIXTDT AT NMIAARZLNAZEMTERY,

5. TFARNRY DALCHAZLINAZAALET,

6. [RTF] ZBIRLULTHARLNAZRFELETT, Amazon Inspector &, RDOFHABREICChS
DINAEEHET,

API

UpdateEc2DeeplnspectionConfiguration AN > RZEITL £ T, packagePaths (Cl&, AF ¥
CIBNAOEIEEELE T,

HR—hEhTWBT7OIS32Y

=R
RA

|

Linux € > AR > ADHE. Amazon Inspector DFFMAREICKY), ARL—FT 1T AT LINY
T—OOSBHICMAT, T7UTr—23>700Z 30BNV T—C OREBREERTER
o Mac XV Windows 1 VARV ADZE, ARL—FTAVIATLANY T—20OR N AF v
VENET,

HR—RNENTWVWBRTOTSZIIERBICOVWTI, TAmazon Inspector QFFIRETHR—KE
NTVWBR 7O 0858 22RBLTLSEE L,
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Amazon Inspector ([C &% Windows EC2 1 AR ADAF ¥ >

® Note

2022 % 8 A 31 H. Amazon Inspector & Amazon EC2 A + > O R & % #E K
L. Windows ZETLTVWB EC2 A VAR AZNRELEL I,

Amazon Inspector l&, HR—KRENTWVWBIFNXT Windows 1 VAZX AZBEEBWICHREL, BND
TO2aAVE LU THENAF Y ICTNSEZEOET, HR—MFROAM AR AQOFMICOVT
&, TAmazon EC2 DAF ¥ THHR—KRENTWVWBIARL —FT 1 VT AT Ly Z5RBLTLKE
=L,

LInuX R—ADA VARV ADAF ¥ EFEMEY), Amazon Inspector (& EHIHYIC Windows A
FrZ2RTLET, Windows 1 VAR ARHEREFICATF Y Eh, TORGEEIEICA
FrYENET, LEL. F72ILNOEFEAOAF v BEREHAEAETT, FHICODVWTE.,

"Windows 1 VARV AARAF YV DHAAZLAT D 1—)LOFEL 25RBL T EE L, Amazon
Inspector A" Windows 4 ARV AZAF Y IR HEICODVTHERIROESY TT,

1. Amazon EC2 AF ¥ A" F7 U7 14 7{LIZ%% &, Amazon Inspector & Windows
)Y —RICKL THL L SSM BEST (7 InspectorDistributor-do-not-
delete, InspectorInventoryCollection-do-not-delete 8 KT
InvokeInspectorSsmPlugin-do-not-delete Z#ERKL £7,

2. InspectorDistributor-do-not-delete SSM BEE At (FIkAWS-
ConfigureAwWSPackage., SSM RF 1 X2 b & AmazonInspector2-
InspectorSsmPlugin SSM Distributor /NY o —2 Z AL T, Windowsq >~ AR > Al
Amazon Inspector SSM 7’5742 A2 AN =)ILLE T, FHHICOVTIEE., O Amazon
Inspector SSM 7'Z 7' 4 2 IZ2WT Windowsy 2B L T EE L,

3. InvokeInspectorSsmPlugin-do-not-delete SSM B8E{F(+lk. Amazon Inspector SSM
T4 EMNICRITLUTA VAR ATF—2ZEL . Amazon Inspector DR HER %
A HLET, F7AINITRE, COERE 6 KHAZETT, L, SSM ZFERAL TEENG
I cron XELE rate RERETDET, CNEHDAZNAATEET, FMAICOVTIE,
TAWS Systems Manager 1—%'—74 Ry @ "7 7 L > A: Systems Manager ® Cron =&
LU rate X1 ZZRL T EE L,
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/distributor.html
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(@ Note
Amazon Inspector l&, EfiE A —7 2V fHHTMESE (OVAL) EE7 714 J)L%Z S3 /N
TY N inspector2-oval-prod-REGION [CAT— 2T LET, O SINTY KMIE
AF Y UILFERAEIAE OVAL EBNEENTHY, EEENBIRNETRDYEFEA, DR
ENFEEENSDE, Amazon Inspector ([E 1)) —ABFICEH LW CVE ZAF ¥ TELLLAZY)
£9,

Windows 4 > A& > M Amazon Inspector AF ¥ > Bt

Windows 41 AR AZAF ¥ 2 F Bk, Amazon Inspector TlEA VAR AN RODEEZ & I-
TRENFHVET,

c AVARVARSSMNZR—S RAVARVATT A VARV AZAF Y RICERET S FIEIC
VT, TSSMAgent DEEEL ZZRLTLKEE L,

c A OARBVAFRL—=TFT AT AT AL, YR—RENTWS Windows XL —F 120>
ATLD1D2TT, YR—FENTVBARL—FT AT ATLAOREBIANIDOVTIE,
FAmazon EC2 DAF ¥+ THIR—RENTVBRARL—FT 1TV AT L) #5BLTLKEE
(AT

o 42 ARAIZIE Amazon Inspector SSM 7S A4 A4 VAR =)L hTWET, Amazon
Inspector l&, MHERFICYNZR—2 R4 AR AH O Amazon Inspector SSM 727 1 2 % B E1#Y
CAVARN=ILLET, Z7FTA4OFMIOVTE, XOMEYIVZESRBLTLIEEL,

® Note

RARNKF AR =Y NIZTUVEATEE Amazon VPC TEIEL TW3HB4A. Windows
AF YT, RARD =320 AmazonS3 T RIRA DV NCT IO ATERDHE
NFHV)ET, Amazon S3 Amazon VPC I RARA 2 NOERERZEICOVTIE. "Amazon
Virtual Private Cloud User Guides ® "Create a gateway endpointy; ZZBL T £&

We Amazon VPC T2 RARA VKRRV —HFAFESINTY MAOT IV AZFIRL TV
PBER. 1VARAZAOFHAICERAE NS OVALERAWS U—>3 > 2RFTS T
Amazon Inspector ' EERTB/NTY MO T IV EAZRBIIHAITIHENHVET, ZON
TYRMEFROEKXIZHEYET, inspector2-oval-prod-REGION
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html#create-gateway-endpoint-s3
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@ Amazon Inspector SSM 7°Z ' 4 2122\ T Windows

Amazon Inspector A*Windows/ > AR > A% AF ¥ >3 B IZI&. Amazon Inspector SSM 7'Z %
AN RBETT, Amazon Inspector SSM 75 J 1 > l& OWindowsHA AR AICEHEMICA >
AR=J)LE hC:\Program Files\Amazon\Inspector, ETAENIFT VT 74 DBHIF T
F InspectorSsmPlugin.exe,

Amazon Inspector SSM 7 Z T A VA IRE T2 TF— R EZRFIT RO, ROT 7 1IN OFERNER
TENET,

« C:\ProgramData\Amazon\Inspector\Input

* C:\ProgramData\Amazon\Inspector\Output
* C:\ProgramData\Amazon\Inspector\Logs

(® Note
77 # )L N Tk, Amazon Inspector SSM 7’Z 7 1/ VR BEDBEERBTRITENET,

Amazon Inspector SSM 7S A>T 4 2 AKN—=

InspectorSsmPlugin.exe 7 7 4 JLARR > THIBRE N /iz3/FE. InspectorDistributor-do-
not-delete SSM BEE(S (T IEIXD Windows AF ¥ ERETTZ7A4ZBAAN=ILE
9. Amazon Inspector SSM 7S A& T4 AN—IT%HEEF. AmazonInspector2-
ConfigureInspectorSsmPlugin RF 1 X NT Uninstall 77> 3> ZFERATEE T,

& 512, Amazon Inspector SSM 7’5 4 2 I E T X TOWindowsT KA KA S BEMIZT A AM—
IENET, Amazon EC2

(® Note

Amazon Inspector ZIET7 VT 1 LT BHIZSSM I—S I RNET VAV AR =L ES
4. Amazon Inspector SSM 7' A > [EWindows7K A M ZF& V) £ F A", Amazon Inspector
SSM 7S04 NICTF—B2Z2EELELSZYNET, FMIZOVWTIEE. "TAmazon Inspector @
FET7OT1471, 2SBLTLEEV,
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Windows € VAR AARAF Y DHAZRLAT D 1—)LORE

SSM %&£ F L T Windows BIE{F 3 ® cron XFE =k rate RERET D &

T, InvokeInspectorSsmPlugin-do-not-delete Amazon EC2 41 ARV AAF ¥ OEMR
BHARIAXTEET, FMICOWTIE., TAWS Systems Manager I—H—HA4 K, O TUT77
L > A: Systems Manager ® Cron R& &V rate Ny 2RI 2D, ROFIEZFEAL TEZ L,

RDI—REIASEIRL, rate RFEEIE cron RZFEHL T Windows 1 VAR ANDAF v EE
ETF7FI)INO6EBEANS 12BEICEELET,

ROBITIE, £VWSBETOBEES TAssociationldlc ZERATIHEN HVY) E
JInvokeInspectorSsmPlugin-do-not-delete, XM~ > RAssociationldZ321TL T,
AWS CLI ZEISTE X T,

$ aws ssm list-associations --association-filter-list
"key=AssociationName,value=InvokeInspectorSsmPlugin-do-not-delete" --region us-east-1

(® Note

Associationld &) —2 3 FITHZ D, TEITZO—EENID 2B ITHIHXENHYET
AWS U—=3a>, 0%, ON RZZETL T, Windows 1 AZADHARLAF ¥
VAT 21— )R ELEVE a3 0AX Y O BHERLTETEET,

Example rate expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "rate(12 hours)"

Example cron expression

$ aws ssm update-association \

--association-id "YourAssociationId" \

--association-name "InvokeInspectorSsmPlugin-do-not-delete" \
--schedule-expression "cron(0 0/12 * * ? *)"
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Amazon Inspector IZ& % Amazon ECR AT F A X—2DAF v

~

S

Amazon Inspector &, Amazon ECR ICRFEENTWVWBR AV TFAAXA—D2AF Y LTY T RNDI
TOMSEEANBVOAZRBAN, NVT— BEOREBEERZERLET, ChSsOBBEICOWTHE
MENDERORATIZDOVWTIE., "Amazon Inspector TO BHERRZA 71 #SRBLTLKEE
Wo

Amazon ECR ® Amazon Inspector AF¥ ¥ > %2 F U7 4 71t 9% &, Amazon Inspector & 75 A
R=KLZARMJDBEAF ¥ UOH—ERELTERELET, cnlZkV), Amazon ECR AR T
BETZTFT7AINOEERNZAF ¥ H. Amazon Inspector Z B U TIREB KB RE h B LR
AF v UICBEEM|DYET,

Amazon Inspector 2T BILRAF ¥ Tlk, ARL—TFT 1T RAFT LN F—277O7
SEVIUEBNYIT—CO0MBEELZARNILARIILTHRBEAF YO TEDLEVSREINHYF
T fLisRAF vy 2FAL THREEhEREZERE. AmazonECR OV =T, 1 X—=20OL
AV —CELCAX—DLRITHERIETEET, T5IC. X AWS Security Hub Amazon & &, B
WAEAF Y U REGERICEFATERVMEDO O —ERT, ChsOBREBERZHERL TRIET
Z E 9 EventBridge, AF ¥ IC&k > ThREHE hiBREHERIE, hitps:/console.aws.amazon.com/
inspector/v2/home M Amazon Inspector AV — )L TRRTEE T, REBROFEOFHICOV
Tlk. TAmazon Inspector TOREFERNDEE ) Z2ZRLTLEEV,

Amazon ECR AF ¥ 27 IOT 1A T BHFIBICOVWTWK, "TAFY o RAT%TO0T14T4F
3, EBBLTLEEL,

Amazon ECR AF ¥ O A¥ v Bk

ECRAF Y EMNOTTIT147L, VRS NUNFBHRERAF Y AICREENTVSH

4. Amazon Inspector I& 30 BELRIZ7'Y 2 a2l k., £EEBEXE90 BURAICTILLEIXNTORR
AX—=2ZBHUET, RIC. Amazon Inspector BT hicA X—22RAF YL, AFY R
T—RA% ICEREL FJactive, Amazon Inspector (&, BX 90 BB (F7 AL KNT) FEEFERE
LEECRBAF Y UHBEARICT YD 1XRERTILENEA X225 EHET-RIVCILET,
HMICOVTIE, "TECRBAF v U HEORE, 28BLTLSEEL,

MR AE ¥ > DFE. Amazon Inspector FIXD KD BRRTAVTFA XA =2 DOF L VIRFEHEA
FrleRBLET,

s FHLWIADTFAX=DHFT v 1EhBi58,
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https://console.aws.amazon.com/inspector/v2/home
https://console.aws.amazon.com/inspector/v2/home
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« Amazon Inspector & F— X —AICH L W B SHHFBF (CVE) EEZEML., O CVE A
TOAVTFTFAX=DICEETRHE (MENAF Y OH)

TYDARAFYUBICURDRNI)ERETDE, AX—DRTYDIRBICOAARAF Y ENET,

ZI/Td"fX—/G)HﬁEE’I'.*..G)Ei%’i‘ﬁEw &, [FHAIDUREBIR=DO[AVTFAX=DIRTH
. EIzlF ListCoverage APl ZfEA L TH#FETE £9 ., Amazon Inspector &, U TD AR NI
U‘C Amazon ECR A X—2 0 [RIEAF Y H] 71— RZEHFLET,

« Amazon Inspector AV TFAXA—D OHIEARAF Y ZET LEEE,

* Amazon Inspector A AV TFHFAX—DZBAF Y2 LELE, Chlk, TOOAVTFHFAX=TILC
FEESZ3%HLVHEMRSMER T (CVE) B A" Amazon Inspector T—X X —AIZEBIE i
72:395_53'0

HR—RKRENTVBRARL—F A VTS ATFALAEXTATEAT

HIR—RENBDARL—F ATV ATFLDOEMIZOVWTIE. TAmazon ECR AF ¥ THHR—K
TENTVWBARL —FT AT AT L) Z2SBLTLSEETV,

Amazon ECR J7RZ N UJ M Amazon Inspector AF ¥ &, Y R—RENTVWREUTOXF 1T RA
TERRELTVWET,

« "application/vnd.docker.distribution.manifest.vl+json"

« "application/vnd.docker.distribution.manifest.vl+prettyjws"

« "application/vnd.oci.image.manifest.v1l+json"

« "application/vnd.docker.distribution.manifest.v2+json"

(@ Note
AVZYF A AXA—2 & DockerV2ListMediaType /1 X—JEHR—KRENTVWEEA,

Amazon ECR DR N QHILERAF ¥ DERE

Amazon ECR 7734 X—< M Amazon Inspector AFX ¥ & T VT 1732 L, 7754 KR—
RLEZARUDAF Y VRENBEETINET, LZPANJVODARF Y RATH, [BEWERAF v ]

HR—RENTVWBFRL—FAVIIATLEXTFATRAT 144
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A5 Amazon Inspector 292 HLRAF ¥ ] ICEEEhEL A, FMICOVTIE. "TAmazon
ECRI—H—HA R, O TAX=DAF v ZBBRLTLKEEL,

ECROURD NULARILTHRAF YV ORELZEEBTEET, VRN OMBEHN AT Y &L
FAVTYVDAIRAF Y O EBIRTEXRT, MENAF YU ICE., ATV 1AF Y EBFHER

FYNEEINET, ATV IRAFY G, BRUINCAX—2727 Y210 EEZEBICOHRAF Y
ThET, £E580F72a>TE, BET7IINEZ—%2FALTAF Y VEEERYALZENTE
£, T7ANBNTRE, IWRAF Y ERAOTT VT 17T E, BREF [TXTOURIS KN &
BMEICAF Y U ICREESNET,

LRAF ¥ OREZTOICK
1. Amazon ECR 12V —JL (https://console.aws.amazon.com/ecr/) ZFE £,

2. R=JOALBIEHZDAWS V—232 L IZ—T, AF+UFBURDNINHBD)—
DareEBBRLET,

3. FEF—3URAVT, [T7TFAR—=RLIZARNL [AFX ¥ V] DIEISERLET,

4, [RAFY2BAT|THERAF Y V]I FBRENATVRCEZBFLET . BEREATLEWES
. HERAF Y] ZBRLET,

F7A)LRTR, [TRTOURS N ZRENICAF Y ) AT2aVNBRENTVET, C
nickY), IXNTOHOURD NJ D Amazon Inspector AF ¥ 2V EHEAA TEICERICKY ET,

5. [TXTOURD N ZREMNICAF v 2] ZBIRMBRL T, EQOVRD N ZBEMNIZAF v >
TN, FERTYDIBICAF YO TRIHLETAINRIILET,

WERAF Y DOREOFHMICOVWTIE, "TAmazon ECR 1—H%'—HA R, @O THERAF v OfE
i ESELTLEE,

ECRBAF v HEOHRE

ECRBAF ¥ HIBEREIE. Amazon Inspector F¥URS NURDO A TFA XA—D 2B ENICEZ
BT FRHBERELET, A X—DNTYVIBREAX=DOTIIBOBAF v HBEZRE
TEFET, ABICEMENEHFLVWT AV REEE, HILLWTHAIRNOTFT7HILNDAF v H
Bk 90 HE T,

AXA=D0O7 Y 1HOHM
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://console.aws.amazon.com/ecr/
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning-enhanced.html#image-scanning-enhanced-enabling

Amazon Inspector I1—H—HA K

A X=207 Y2 1IHOHEIC& 2T, Amazon Inspector A'HREFT O TILBEEICVURS NIICT Y
JATNERIIAX—DER/ENICEZRV I IRHBEARENET, BAF v HBELTUT
ODAT A EFERATEEXT,

- 14 HE

- 30 HE

- 60 H

«c R (F7FILK)

- 180 HE

- BOHE

A X=207)LE OB

A X—=2 07 )L BEIEEAmazon Inspector A"&F DT IILARBICA X—D 2 @ENICEZX U T
THRHEERELET, BAF Y VHBELTUTOAT 3V EERATEET,

- 14 HE

- 30 HE

« 60 H

«c R (F7FILK)

- 180 HE

Amazon Inspector &, BREENLET Y IBRTTINBRICT YD 1EFEETILENTVBRY,
AX=DOEZRVITEBAF YV EBITLET. RESNET YD IB8RTTILARICAX—D
N7V 1ERETILENTVEVES, Amazon Inspector A X—SDEZXR) T &ZFIELE
CI

® Note
Amazon Inspector A X—JDEZRV T ZEFELETRIE, A X—DPAFY U AT—RA
J— R (CE&Einactived i, BHI— R ICEREENETexpired, RIZ, BETS
IXNTOEGREEREIVO—AITDELSICATZ1—-ILET,
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RECREZBAF Y HBEZRELET. fIREF. I X—CZRBICHBEITIHEE. EVAFY
CEREZERLET, BRIC, (I X—D2RBEAITZHEE. FURVAF Y U HIBZERL K
ER

BEEENEEBETHIO RN SEBAXT Y HBZRERET S £, Amazon Inspector [F BRI O X
TOXIN=T AoV BN FREZERALET,

ECRBAF ¥ U HIBZRETSICE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector A2V — )L ZHE &
£

2. FTEF=23URAUHNS, EREE ZIBIRL, ECRAF ¥ UHRE ZiBIRLET,

3. ECRAF VY URE T, ECREBEARAX Y HBE T, RETDAAXA—TYS1HOHBE AN X—
STIHOHEZERLET,

4. [REF]ZBRLET, HiLLRERFRISICEAZIZET.

® Note

7Yy 1RNHEER< 95 &, Amazon Inspector IE G AF v BICRES AU R
SRUADIRTDTITATAF YV BRARX—DICEEZBRALET, EL, kT
DTATBAX=2F, HFLVHBRICT Y21 ULEBATERTITATOERICEYE
£

Amazon Inspector (Z &k % AWS Lambda BB DO AF + >

Amazon Inspector IZ& % AWS Lambda BB DY R—KIZ&KV), Lambda BHEL A vY—DE&F 1)
T A REMERENICEEFMATE £9, Amazon Inspector Tlk, 2 BE D Lambda AF ¥ > %18
HLTVET, ChSODAF YU RATE, BBBZATOMBMHEZRELET,

Amazon Inspector Lambda ZE# X ¥ v >

CNEF7#I) MO Lambda AF ¥ 247 TF, Lambda fEE X+ ¥ &, Lambda BB & *
DLANY—RAOT7)T5—>23a>OREHEEEAF Y LT, NV T—20BEN BZVATN
F9, FHEMICOVWTIEE., "TLambdaBERAF v ZSBLTLIEETL,

AWS Lambda BZdD AF v > 147
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Amazon Inspector Lambda J1— RAF v >/

COARFYRAT &, BEPLAVY—RODARLAT T )r—>3a>1—REAF Y
LT, J—ROMBEEANBVAFAXRET, Lambda BERF Y 2T IT17LTR L
£, Lambda J— RAF ¥ L EEIC Lambda BERF YU 2T VT4 TILTHELETESE
T FHEMICDOVWTIE, TAmazon Inspector Lambda J—RAF v > Z#SBLTSEEV,

Lambda AF ¥ > %2 TF V5474 F3&. Amazon Inspector &7 HT > MMZELT® AWS CloudTrail
H—EBRACU 9N EFYyXRILEERLET,
* cloudtrail:CreateServicelLinkedChannel

e cloudtrail:DeleteServicelLinkedChannel

Amazon Inspector lF NS DF ¥ RIILZEEL, ThSZFEAL TAF ¥ O CloudTrail 1 X2~
BEZRVILET, Y—ERICUVENEFrXILOFMBICOVWTIE, "TAWSCLI Z#HAL
o Y —EAIZ) > CloudTraill EN=F ¥ RIILODKRR) ZSRBLTLSESL,

® Note

Amazon Inspector IZ& 2 THERE N —ERICU V& nF ¥ XL TR, I CloudTrail
BABBIDDRSICT AT MO CloudTrail AR RERRTEXRITHN, THIRDANX
Y RNZEE TS CloudTrail = ICHBED ZEK TR EZHEBHLET,

Lambda BEEBAF Y DT 9T 1 JUUDOFIBEICOWVWTK., "TAF VYo R2AT%#TOT147T5, %
SBRBRLTLSEEL,

Lambda BABRAF ¥ O AF v 2 EiE

Amazon Inspector &7 VT4 X—=>32VFIC, THDMNATIABE 9 BEAICHOEHEhE, £z
FEFHENETNTO Lambda B%iZE AF ¥ > LE T, Amazon Inspector l&, XD KD RN T
Lambda BEBDIEEMEAF v ZFHBL £T,

+ Amazon Inspector /*BEfE M Lambda B2 H L =54,
« #L LV Lambda B# A" Lambda H—E R ICF7'O4 & niHE,

- BiiF0 Lambda BB E -G ZDOLAV—OT 7 U —232 01— RELBKEFERICEFHRNS T
O4Ehizgs,
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« Amazon Inspector A" F—ZXRX—AICHFHL WHBEREEEHFE B F (CVE) IHEEZEML., £O CVE A
BABICBIEL TV B HE,

Amazon Inspector &, & Lambda BN BIBRENDIAAF Y A SBRAECHDIET, TOSAT X
1 LB ZEBLUTCEZRXV I LET,

Lambda BABIDIESHEHE O REER A, [FTHI NEEB]IR—T O [Lambda B 27 A5, &F
7z & ListCoverage APl Z A L TH#FETE £9 . Amazon Inspector &, U TDAXRY NIBUT
Lambda B3% D [REAF YR 71— I)LRZEHLET,

« Amazon Inspector A" Lambda BB OHEAF ¥ > Z5 T LU 1=k,

« Lambda BE% D E# o

« Amazon Inspector A" Lambda B EZBAF v L EE, Chid., TOEKICEETHIHLL
CVE B A" Amazon Inspector *— XX —AIZEMENLZHTT,

BR—RENTVWBRZ U RAMALAERREBDEHK

Amazon Inspector l&, Lambda EHEAF ¥ & Lambda I—RAF Y DEXRTEBT VXM L%
HR—RLTVET, BRAF YU RATTHR—RENTVBRZ UV RALOVARNIDOVWTR, T4
R—KRENTWVWB T XA L: Amazon Inspector Lambda BEAF v, & THR—KEhTWVWDS
>~ 24 Is: Amazon Inspector Lambda 1—RAF ¥ ZSZRL T EZV,

Lambda BIEkA" Amazon Inspector AF ¥ > ORREBDIZE, FURALHFFR—REhTVSECZ
ECMAT, ATOREZBLEIXREN HYET,

- COBHBFBEW BBICHPEENEDL,, FLEEEHFEATVETD,

o ZOBBIE SLATESTICN—IEhTWET,

s COBBEFERTICLEDAF Y ULASHEATATLEEA,

(® Note

B 90 HEICHUOHEhAYZEEE ALY LTV Lambda BEIE, BEINICAF v
NSBAENET., Amazon Inspector &, BERVUHEhizV), Lambda B O— RIZEE
Fmrsnizv)32561C. BENICBRATAEBHRORAX Y ZBEALET,

HR—RENTVBS Y RA LAEBEK 149
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Amazon Inspector Lambda {ZE# X+ ¥ >

Amazon Inspector Lambda Z# X ¥ ¥ > Tlk, Lambda BHOI—R&L A VY—(CE@MLET TV
T=2arNvr—onEBEBRALCHBIVINIVITOMRBEEEZRELE T, L&A, Lambda
EMABHDOMBEEN HB/N—2 3> 0 python-jwt NV T—2 & FERAL TWSBE, Lambda
EAFX v+ FTOBRBOBREREREZERLET,

Amazon Inspector A" Lambda B8O 7 7V —2a o Ny r— OFRAICHESEEZRETS
& . Amazon Inspector (FFEMR/NY T —2 EHEERXA TOREFZEREERLET,

AX VY BAT BT IOTATIATRDFIBIZIOVWTR., "AF v 2472707147192, #5R
LTLEEW,

(® Note

Lambda B2 AF ¥ > Tlk., Lambda T XA LAREKBICT7FILRNTA AR =I)LEhTY
% AWS SDK #fkZB&IE AF v > EhEH A, Amazon Inspector I&, BB I—REEEIC

Ty 70— RENKEFBER, EFLELA VD SBREENIKEBRROKEAF Y LE
ER

(® Note

Amazon Inspector Lambda ZBHERAF ¥ > %#3EF U7 1 7t T3 &, Amazon Inspector
Lambda d— RAF ¥ EFETIT 1 TICEYET,

Lambda E X+ v > H S BERO BRI

BEDOBIRICZYT %1 T, Amazon Inspector Lambda BERAF v A SKBATHZENTEE
To AXRTUDSHEBERNTRE, RITTFARBTI—REHSIENTEET,

Lambda B#(% Lambda BEXAF ¥ A SKRATEICE., BEBICKADF—EEORTEZTFHL
x£9,

« ¥—: InspectorExclusion

- {#: LambdaStandardScanning
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Lambda Z2ERAF v U H SERERNATSIZIE

1. Lambda 2V —)JL (https://console.aws.amazon.com/lambda/) ZB& £ 9,
2. [BA%] ZEIRLFET,

3. BABT—7 A S, Amazon Inspector Lambda ZEAF v A SBRATHEHROZH ZBIRL
X7,

4. [BE)ZERL, XZ1—H5 2T ZEBRLET,

5. [T ZEHE]. WLLWEITZEM OIEICERLET,

6. [¥—]71—J)LRIC "InspectorExclusiony EABL, [fB] 71— KRIC
MLambdaStandardScannings EABULET,

7. [R17F] ZBIRL TRI ZEBIML. Amazon Inspector Lambda 2B XF v+ A SEHRERIAL F
£

Lambda NDRXTOEMIZDOWVWTEFHLLE. TLambda BEHETORITOERL 25RL TLEE L,

Amazon Inspector Lambda J— RAF v >

/A Important

Od—RAF ¥k, Lambda BABASI—RAIRY N EF Y Fr LT, BHETNIREES
MENATANLET, CNSOAZARY NI, N—RIO—REhEFRIABHRTOMD
BRIERD) T L —TFARNTERRENDBENHYET,

Amazon Inspector Lambda 1—RAF ¥ lF, AWS EF21UFT A1 ORARNTZIT 1 RAIZEDV
T. Lambda BEBADHARARALAT 7 U —2a> 01— REAF ¥ LT, J—-ROMEHEEEREL
£¥9, Lambda J— RAF+ > Tk, D—RADA VT ITIV>I2ORME, F—2RH, BEEES
t, FLREBSILOXEZRETEERT, FIATEZ -3 2ICHOVWTER., "TU—T 3 ER#EE
OIFAM, 22RBLTEEL,

Lambda BRERAF v &, BRTEAETNZT7VTr—>3a >Ny 75— 0&kEFBEEREZFMEL T,
HiEMe SRRl F (CVE) 32 WA ZFHE I 5 MEET T, Lambda J— RAF ¥ > % Lambda EEE A
FYOERBICTIOTATITEERT,

Amazon Inspector l&. BE#HBEMMEET ZFERAL T Lambda BHBOT7 7V 5r—>3> 01— Rz
ML, 77U —>3>—RESHLTEENBEEF IV T AT SAT O RAZBRBELE
9o Amazon EDHEBERBOARL T 1 TIX—ICEIVWT, RUS—EREMEBHEEHBELET
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CodeGuru, AEERBEND ARNICDOWTIEF, CodeGuru "FA4F958—54751), #8RBLTL
e L\,

Amazon Inspector A" Lambda BE¥OF7 7V r—> 3> 11— RICHEEEZKRET S £, Amazon
Inspector I&FEM& 11— RIESEH XA/ 7OREERZERLE T, cOBREERZA7ICEK, OI—RK
NOBBEOERSBHM. FMEERTI—RAIRY N, BLUOERBETNZBEAENEENET, #
RBEnDEEICE. TS plug-and-play I— RITEBZMA D LHICERATESZ I—R7OYIH
BFENTVET, chSOOI—REERRE, TOREARICVNITZ—MRHUEI—RBEHAZAIC
MATRBEEIET,

/A Important
O—REERE., BBHEREERAIT—EAZFALTVS L), BERILEESH ) (CHEE
BVWEEFHYET, RATAI—RBERCHIZIERRXI—F—CHYVET. KATS
BIC, DIBERZHEIEL T<SLEEV, O—RABRLUEESYICETEND LS, O—
ROBERDREEN BDEEBDFEENHYET, "EEHZ AR —, 22RBLTSLEE
W

Od—ROMEHEEREERICETZHI—ROBESIL

Lambda J— RAF ¥ 2FEAL - RESHEORBERICEEL TRESAEI—-RAZIRY K
ik, CodeGuru H—ERICL > THREENET., T7AIKTR., CL>TEEEND AWS FiE
F— CodeGuru ZEAL TO— RZES{LL X I A", Amazon Inspector API I[C Kk B EES{LIC XTI E
DHARIY—XZ—TI RF—ZHATEELT, FHIEOVTR., "BREBROI—RORERFOES
by EBBLTEE W,

Lambda d— RAF ¥ &, Lambda BERF v ERABICT 9T 1 JILTEET, AF v 2A47
BT 9T ATIUTBDFBICOVTRK., "AF Y247 28T 07147133, #2BLTLSEET,

Lambda J— RAF ¥ > A S BEE ORI

BEOBEKICEY Z4F T, Amazon Inspector Lambda J— RAF ¥ A SBRATEDENTESE
To AFVYUNSHEBZERATEE, ETFARBT IR EHSZENTERT,

Amazon Inspector /'S5 Lambda B3 Z RN T B2k, Lambda J—RAF ¥ (FBEKICADF—&
EBORTZRITFHFLET,

« F¥—: InspectorCodeExclusion

Lambda J—RAF v 152
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« f#: LambdaCodeScanning

Lambda d— RAF ¥ A SEKRZRNTDICE

1. Lambda J2Y —)JL (https://console.aws.amazon.com/lambda/) lcH 4 >4 > L& T,
2. [BaE ZBRLET,

3. BABT—7 A S, Amazon Inspector Lambda 11— RAF ¥ A SR T 2 BEHE OB 5l & 12IR
LET,

4. [RE]ZEBRL, XZa1—-»5[2T]ZBRLFET,
5. [BT%EH]. [HLLWRIZEMN OIEICERLKXT,

6. [¥—]71—J)LRIZ "InspectorCodeExclusiony EAHBL, [E] 71 —J)L RIC
MLambdaCodeScannings EAHBULET,

7. [R17FE] ZEIRLTRIZEML. Amazon Inspector Lambda 1— RAF ¥ > A S BEEZ BRI L
79,

Lambda NDZ T DEMIZDOVWTEFHLLIE., "Lambda EHTORIDOER, #282BLTLSEETL,

AFYURATOITFTIT 171

¥1L W Amazon Inspector AF ¥ Z AL T IEVWDTEFRTIT A TILTEERT, AF v 2447 %
FT7VT147TDE, TORFY U EATILE 2 TERENERFORBERICETIEART
ERLKBYET, AFVY U RATEBETITA7THE, RKREBLBDVY—ANAF VY&
i, Amazon Inspector "HIL VRHBERZER L FTT. REZRT—RXERERL THL D, F7
DTATUTRHICREFERZIIVAR—RNTEET, FMICOWTIE, TAmazon Inspector #' 5
NABEFERLARA—ROIVAR—br, BSBLTLIEEL,

AFVYIRAT BT IOTATITDE, T ITATIENDAF YO RALTIZELT, FD
AWS 7HI NTHREDEENRETDUREMNI HYET,. CNSOAXFY U RATBIETITA
TJITBDE, ROLSBEENFEUEXET,

e AmazonEC2 AF¥+¥> — 7HTUND Amazon EC2 AF¥ v %3k T VT 17{td3&. Amazon
Inspector A £ 95X D SSM BHE (T A HIBRE N E T,

* InspectorDistributor-do-not-delete
* InspectorInventoryCollection-do-not-delete

* InspectorLinuxDistributor-do-not-delete

AF YU RATDIT T 1471t 153


https://console.aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-tags.html

Amazon Inspector I1—H—HA K

* InvokeInspectorLinuxSsmPlugin-do-not-delete

« InvokeInspectorSsmPlugin-do-not-delete, &5, COBEEMITZBLUTAIA
N—JL& iz Amazon Inspector SSM 7'5 9 4 ik, X TOWindowsFRA KA SHIERE hE
To FHMAICOVWTE., "Windows 1 VAR ADAF v, ZBRBLTLLEEV,

« AMazonECR AF ¥ —FPHI KD AmazonECR AV TFAX—DAF v 2kT VT4
T dE, TOTHT2 MO Amazon ECR AF ¥ > & A 7' A" Amazon Inspector (= & LR A
Fv NS5 Amazon ECRICKDERPBEAF Y ICEDYET,

e Lambda BERAF Y>> — FTHIND Lambda BEAF Y 2FT7VT1474T2E, I—RA
FYOETOTATICHB2TVWNEE Lambda J—RAF Y R@IETIOT 1 TUICHEYET, &5
. AFYUNFEMCB2LEEZICERENE CloudTrail H—E AU 9F v X)L EHIBRE hE
9,

AFYORTIOT 471

THIVRODIXRNTDARAF Y RAT=2FETOT174LTRE, AWSU—JI3VRHDEDTHIY
N ® Amazon Inspector £ T V7 14 TbEnEd FHMIZ DOV TIE. "Amazon Inspector DIET
T474s BSRLTLEE L,

NNVNFTHIDRRETCOFIERTT 521k, Amazon Inspector DEFEE N EBEBEELTY
A4V UIERETUTOFIEZITVERT,

Console
AFY U RFTIVTFATITBICE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector 1YV — )L 2B &
9,

2. R—OALBIZHBDAWS V-3 LI X—%FRALT, AFY&2FTOT 171
ITBHU—2arEBIRLET,

FTES—23URAVT, [THAOVNEER] ZBRLET,

[FPHOURN BT EBRTBDE, THIVRODAF Y AT —RANRTENET,
AFVYEFTIVTATHTDTHIVRNOFIVIRY VRAERBIRLET,
[7o>av]|#B8RU, FETITATNAT>AVAS, (TIT1TILTRAF YR
17 EZERLET,

7. (HB)RAF YU RATHFITIVTATHTEIEANWS =232 T, ChSODATY T %
BV)IELET,

I
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API

EL APL ARL =230 2RTLET, VIVTANIE, RAFY2%2FET7O0T174LT2
THOKNID ZEL., resourceTypes ICDOWTRAF Y 2T IOT147{tT21D
(. EC2, ECR, LAMBDA, F7=(* LAMBDA_CODE ® 1 DLALZEELE T,

AFvTUOFETIT14T1 155
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EC2A2VARVADAZZ—FY NEFIVT 12 F—
(CIS) AF¥ ¥~

T 372> N® Amazon Inspector EC2 AF ¥ > ZHBRIC TS &. Amazon Inspector A" CIS AF +
VEERTELBATD 21— TEDLSIZEY ET, Amazon Inspector CIS AF ¥ >/ IE, Amazon
EC2A2VABRVADARL—TFT AT AT LAERFI—2 LT, Center for Internet Security
R ODTHAUETNIERARNTZ 9T 1 AOKREBEHICH > THRETNTVWRIAESH EBIELE

9, CIS Security Benchmarks 7O Z Alk, AT AZREICRET DO OERELEDRER—
AZAVERARNTZOT4 RA2RBLET, FHICOVTE, "CISBenchmarks £l 25 8L
T<EEV,

Amazon Inspector l&, AF ¥ U RETCERBLEA VARV ARTERF Y AT 1—=)LICETV
T, =Y NAMazonEC2 A VARV AT CISAF Y U 2RITLET, Z—TYRNA VAR
AZ &EIZ, Amazon Inspector &4 VARV ALK UL T—ENDF IV IEZRTLET, EFI VY
Tk, SATLRENSED CISBenchmark L X F—23a>aBELTVWB A ES H =51
LEFT, IXTOFIVIICRCISFIVIIDERARNILABY, TOTZYRNTA—LDCIS
Benchmark L X F—> 3V ICEEBELTVET, AF Y ANARETIRE, #RERRL, *
DIATALATA VAR AN G, KRB, AXYVTENLFIVIERRETERT,

Amazon Inspector CIS AF ¥ D EC2 41 VAR AEH

AVARVATCIS AF ¥ #R1TTSIZIE. Amazon Inspector Tlk, 1 VAR AN ROERE%
BELUTVBBENHYET,

s AVABVAARL—TFT A VI ATALR, CISAF Y THR—RENTVWBIARL—FT 1>
JOATLD1DTT, HR—RENTWVWIARL—FTA VI RATLAOTEEBEVANIDOWVWT
k., "™WAR—BEhTVEIARL—TFTAVIATLCISAF v Z2ZRBLTKEEL,

o 42 AR Al Amazon EC2 Systems Manager (SSM) X Z—2 R4 VAR ATTY, FHMICDL
Tlk, TSSMAgent REMA, #SBLTLEE L,

o 42 AR AIZIE Amazon Inspector SSM 7S A A AR =ILEhTVWE T, Amazon
Inspector l&, SSMYZX— RA VARV ARICZOTSTA4 0 %2B8HNICA AN =ILET,
c AVABRVAIE, SSMAM VAR AREBIDLEODT IV ELAFINERETZIA AR A
Z7A77A4ILE, TEDAARAD CIS AF ¥ &2EITT 5= D Amazon Inspector & V)
£9, chsOT7 OV EAFAZF5TSICIE. Amazoninspector2, AmazonSSMFullAccess, &
& ' Amazoninspector2ManagedCispolicy 2OR) > —%& IAMO—J)LICTF XY F
L. Z0O0O0-NEA AR AT7A77AINELTA VAR AICTRYFLET,

Amazon Inspector CIS AF ¥ > M EC2 1 VAR AE# 156
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AmazonSSMManagedinstanceCore 1 VAR A7A7 7 AN ZERLTTFT 2 Y FI3FIE
Z2WVWT., TAmazon EC2 A—H'—H4A R, @ "IAM O— )LD ZZRLTSEZL,

Amazon EC2

(@ Note
A2VARVATCIS AF ¥ 2179 SHE. Amazon Inspector DT 41 —7 4 2 ARY
JAVEBMITRELERERPHMEAEATREHYELA, FHREEZEMC TS E, Amazon
Inspector 15| Z#&E SSM IT—2 I REAVARN=ILETH, T75TA4FFTEHEh
THBREBEZRITTELBLBYET, 2FVY, PHIONIROBEERTFrFEETD LI
ZV)ETF: InspectorLinuxDistributor-do-not-delete,

CIS AF ¥ DRE1T

CISAF+v+2l, AUFNVRTI1ERTTRIEE, ATP1—)EchEHNBEAFrEL
TRITITDIEETEET, AFVUERTIDICH, ETAF Y URERERLET,

AF Y UORERERTHDEER, 1 VARV AZZ—TYRNITRIRIOF—EEORTZEELE
To 1—HF—AHEBD Amazon Inspector DEFTEBETHBBEE. AFX VY U BRETCEROTHI
NZIEETZE. Amazon Inspector BT NIV RDIEBEENLERTZHFE DA VAR AZRELE
FTo AFYTOCISRUYFI—VLARILZBIRLET, CISIE, ROFIX—UZ&lCLRIL1EL
RIL2O7O774NEHR—RLTVET, chik, EBDRENMNVEBLIDEETELALARIN
DEFIVFAOR—ATAVEZRBEITDLSCHRFETATVET,

CLARLT— B, EOYATFATERETESEANELFIUF A REERELET, Ch50
WEERRETHE, YL AOHMBEEALELEE>E<RELERA, CRESOLIXY
F—3 3 QRN YAFLNDIY MUKRSY NOBERS L, £4H0EY(/N—EF1
FAURTERSTETT,

cLAL2— TR, EXIUTAOBLVERETE, UBEREFIUT A REERBLTVE
T, CROOREERETBIE. ESXANOHEBOURY ERIRICHZS D OHEE B
FUETY, ChEOLIXDF—2aV0BME, REIVTSA T ADERERETH L
<7,

LARIL2E@FLARIL1 ZHERLUET, LRI 2 ZFEIRTSE, Amazon Inspector LRI 1 ELAXIL
2ICHREINDIXNTOREZFIVILETD,

CIS AF ¥ DETT 157
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AFYUONTA—BRZERLES, REDTETRICEITIZD1ERYDODAF Y ELTEITTS
N BHNBAF Y ELTETIDHNZERTEERT., BYVELAF v EF, 8. 88, £FE
BA., FEORAIVIJTRITEET,

® Tip
AF VY ORTHICIATALAICEERZEZDTEMNI REBVAEBEZBIRITZ 2858
LET,

CIS AF ¥ UREZERTDICKE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector AV —)LZHE &
Jo

2. R=JOELBIEHD AWS U—232 LIV X—ZFEAL T, CISAF ¥ ZRTTS AWS
)—>3a>r ##RLET,

3. FTETF—23aNRILOAVTFIVRAF Y T, CISAF ¥ ZBRLET,

4. FULLVARAF ¥ OER ZERLET,

a. AFVYURER ZAANLZFT,

b. Z=T7TYRIVY—RALLRK, AFYVIRAVARADZTDF—EXNRITREZANLE
T AF Y VICBORRTEEH 2B BEETE, F—JEIRAS DOELZEZEET
XY,

c. CISRUYFIN—VLRIL ZBRLET, EXNABEFIVFTARELCKLARIL1, BEX
EFIVFAREICKLARIL2 ZBIRTEEXT,

5. B—YRKTFHIUNT, AFVYUICEDDTHIVRNEBELET, AZRFZAOVTHD
VRFLEFBEBOXN—F., BE2ZERLT, B2OTHINOAF Y UBREZERTESR
9. Amazon Inspector DEFEEEF., IXNTOTHVY M Z2BRLTHBRNOIXNTOTH
DORZER—TYRNITEID, THOONZEBEZBRULTEZ—TYNITBIXN=THO>
ROY7EY NZIEETEET. ZEBEER. THIVNIDSELFORDYIC ZAHL T,
BODTHIRODAXY UREZERTEE T, FMICOVTIEE, AWS AR O Amazon
Inspector CIS AF¥ ¥+ ZEBIBBOERESTEHZSRL TS EEL,

6. AFVY2OATD1—)Z2BRLET, AF VT VREDERNTETITRETSICETENDS 1
BRYDODAF Y2, TLEBHRENDETAT D 1-I)LEhIERBIZRITEND OKEYVIRLA
FroOoVWThAZBRLET,

7. ER ZEBRLT, AF v UREOERZZETLET,
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Amazon Inspector J1—%—AH4R
CIS AF ¥ VREDKRREMmME

BENCATD2 1= )LUEAF Y RV OTERTELRIMETERT,

CISAF Y UREZRTREFWMETDICIE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector 1YV — )L ZFHE T
9,

2. R=JOBALBIHDAWS V-3 ELIVX—ZFEALT, CISAF v U BREZERL I
ZERLETAWS V-3,

FTETF—2a2NRILOFDFIVRAF YD T, CISAF ¥ ZBRLET,
ATD21—=ENEAF Y OREEZRTIDICE, ATP1—-)lehnf 2 BRLEXT,
AF Y UREBINSHBEZBERLT, TOAF Y RENHFBEZFEETT,
(A723V)mEZERLT, CORFYUONTA—2ZEELFT,

2L

CISAF¥ ¥ DHERDERTR
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6. (HB)T7HIVNOBENTZHBRTZ)—23 0T8I, ThSOARATY T ZEVIRL
x99,

API
APl ZFERALTXN=THO NOBEN T ERERBRTDICE

APl FAR L —=2 3> DisassociateMember ZE{TLET, VIITARNT, BENTZHEBRITSDT
HONIDs ZFELET,

Amazon Inspector ZFE N 7= EEE O HIBR

#F L LV Amazon Inspector DEFE N EBEZZ) Y THDRUENHRDEER. BFOEEETILE
B & AWS Organizations ZBBT7HI NE L THIBRTEE T,

FEECILEEBEZHRLTE, TOTHIORNELGHABX/IN—THD> T Amazon
Inspector KT VT 1 TlLEeanFELtA, BBRAOTAINEAR RTOAVT A MCE#HE
N, BEEETNEEBEILL > TEBETNDANDAF Y U REEZFRIBLET,

EEEN-EBEZHIBRTSICE
1. AWS Organizations X7 17> b AWS Management Console ZFERAL T ICcOJ 1> L&
ED

2. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector AV —J)LZHE, &
toELOZ—ZFERALTAWS V=232 | EFEhIEBEZERITZ V-3 zERE
LET,

3. FTETF—2AURAVTIRE]|D [FTHONEE] ZBIRLET,
4. [BEEENEEEBE| O3> TIHIBR &ZERL, 70> ZHRELET,
COERETN-EBEZERLLEZ)—2320T, ChSsOFIEZKEYERLET,

o

#L LV Amazon Inspector ZEEEBEZEBMT D EEF, HBAN—ZHLVWEBETHIMC
FHTHENTILEN HYET, HEBEXN—EHLVEBETHINIEERGFDICE, XD
FIEZERITLET,

XN—ZHLULVERETh-EBELBERTRICE

1. ZEEEEBEZETHDU>2 M AWS Management Console ZFEHAL T ICOJ4A4 > LET,
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2. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector AV — )L ZB &, A
to L9 &2—Z2FALTAWS V=23 | XUN—ZHULVEFERECEER TS —
TarveEEELET,

FTETF—23URAVT[EE|D[THO NEB)| ZERLE T,

4. EEOFIVvIORY VRAZEALT, HBHROVARENATWVWAINTOTHI N EEBRLE
EE

5. [70232XZa1—»56., [(XUN—%ZEMN 2BRLET,

6. XN—ZHLLVERSIhLEBZICEENTRI -3l ChSORTYTZHYIR
LET,
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Amazon Inspector TOFERARAETANDEZXRD T

Amazon Inspector AV —JLE API ARL —2 32 ZEAL T, ZFERADOIREKE T Amazon Inspector
ZEATIHEEOABERNEETFRUTERT, YILFTHT MNRED Amazon Inspector EEETH
niE, RELEOKRIANE, EXN—THIRNODAARNARNI O AZRRTEET,

AV —IERRAZEATS
Amazon Inspector DFERARRE FRIANZOA Y —IHSFHETEEXT,
FERBREFICT IOEATSRICIE

1. https://console.aws.amazon.com/inspector/v2/home T Amazon Inspector 1YV — )L ZHE &£
ER

2. R=JOALBIHZAWS V—23> L I9X—%2FALT, JANEZEZZUVTTS
=232 BRLET,
3. FEF—23RADTHEARREERLET,

[FADYRBIRTCR, [THOYNERE] ICRTENATVS 30 BEOHBICE IS FRMKIR

RARRENEKT, [FRAIANIORTEZRBRIZDE, TOTHAIVRNODAF Y RATHIOE
RAEOARNIRFENKT, COFMI A RITR, TOTAIVYRNTERRNSATILFTOT 4
TICBITVWBRARAFY R/ TEHEATEEXT,

HBIENEBOEEETNEEEETHIERE, BBROBETHI MORIC1ITHARTELE
T, HBROT AV NOBERGFFEREADE, OV —LIZEZOTATMOFRAIARNY
-ELTRFENETT,

[AF ¥ R2ATR 27 12E, BED 30 BEAOEROEARBOARNI AT Y ORA T EICRT
EhET, COBRE. [THIVRB Z2TOFATANOHELCEAETAET,

HBOEEESNEEEEOGEESR. EBRNOETHO NOERARAEERTEET,
CODRTTR., LTOWThAORA > ZREL THEARIKTEZRRTEEXT,
Amazon EC2 AF + >

Amazon Inspector FARRIV YV =)k, I—C I MMR—ADAF ¥ EI—TJIT 2V NLAR
FYORODANIDORAZEBHFLET,
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« 42 AR A (Avg) — Amazon Inspector Ik, H/NL Y DEEZFERALUTEC2 4 AR AR
FYOOFFIY—ABZFAELET, FHE, GtANL YD KEZ 720 KE (30 BE O
BE) TE->LEENTT,

« A/NL Y DK — Amazon EC2 AF ¥ > M35FE . Amazon Inspector 7 17> NHDOE EC2
AVABRVACKRUTTOTA47ANL YD REHLZBE 30 BEOSHIFEARTT, EC2
AVABZRVADEE, DINLYZEBE K. Amazon Inspector A1 AR AZHKEL TAH
5, AIVARVANRTEREREBELENDET, FLEEETICE>TAF Y UL SKRIAEH
BPETOHRETYT (FLLEAVAZAZBREBRTSH. BRAZTZHIBRT S &, Amazon
Inspector AL Y ZZBHEL., TOAAZAOANL Y PHEESIZEHREMEET L E
T )o

CISAVARVAARAENYY —THIODURNADA VAR AICKHULTEITENECIS AEFYOD
BF .
Amazon ECR A+ v >

MEAF+> —BEIOBBICTHIRAOAX—DZPYHTAF ¥ LEGFTEH.

BAF v+ —BE3VBUAILTHIVNAOAAX—DZBAF Y LEAFTER. BAF v
> &lE. Amazon Inspector FBIICAF ¥ ULEECRAX—DICHUTRITENDIAF YT
To ECRURD N ZHEWAF v HICEREL TVWSHEE, Amazon Inspector A 7— XX —
AlCFHLUWHBEMRSGEMER T (CVE) ZEMTHE, BAF Y U ANBEBNICITODNET,

Lambda A¥ ¥ >

Amazon Inspector KRR I Y =)Lk, Lambda BEXAF ¥ > & Lambda I—RAF ¥ DR
DXRNJORAZEBHLET,

« Lambda BB # (15 ) — Amazon Inspector (& H/NL v BB %ZERA L T, Lambda B A
FrOoOFHIBEBHEHELET, FHE. ANLYDHEOEEZ 720 KE (30 BB OB
) TELEENTY,

« INNL Y D BE — Lambda B8ERAF v > D3FS. Amazon Inspector "7V hADE
Lambda EBICRHLTT O T 4 7 ANL Y D2 REL 21BE 30 BEAOEFREKTT. AWS
Lambda B8%IZ DWW TIE., Amazon Inspector B ZREL EHRN S, TOBEBNHIBRE h
B0, AF YN SBRAEThZETOHET, WWKREAFrFTEENET, RAEThLBEBENE
CEENLHETE, TOEBOANL Y PEBEESIEHRENEEAET,
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Amazon Inspector TOFEAIARNDFEREICOVT

Amazon Inspector FIEMTH2TANEEBOIARNTRASREEY THBH 12, AWSBiling O
VY=L OOAARNERELBDZIBENHYET,

Amazon Inspector & "TRER ) R—JTAARNEZFHETHHZEICOVT, ROKICEELTLSEE
Wo

c FAOANCIRBREOY 2320 HFRMENET, AF Y47 EOREEFE AWS U —
TAVICEK2TEBYET, V—2a> e ERBEREZEIRT S 21k, Amazon Inspector
DEE, EBBLTLIEE L,

s FTREHZHERAERINT, REEVRRILCEAZBAEAETATVERT,
- Bk, FRIOANIEEEIhELEA,

« FEHOARARE, AF Y RA72ED 30 BEAOEAHBOESHEETT. 7HV NOEAAK
A 30 BRBEDIHZE S, Amazon Inspector I&, BERMREL>TWVWAHUY—ZAH 30 HEDIKY) O H
BESIZEHMEBEBHENDEOELT, 30 HROIANZFALET,

s AF YU EATZEODAARNE, ATEESVTHEEZNET,

« EC2AFv>: JANIE, B% 30 HREIZ Amazon Inspector DRREBE 2 EC2 AV AR A
DFIHERMRLTVWET,

« ECROYVTFAFY2: JANE, BE30 BEOHEAX—JAF Y EAX—FJBAF Y
DEFFRBRENETT,

e Lambda BEAF v >: JA KM, iB% 30 HEIZ Amazon Inspector M XK & 7% 2 /= Lambda B§
BOEEHBERRLTVWET,

e Lambda J—RAF ¥ >: JANE, B3 30 HEIZ Amazon Inspector DK & 7% 2 /= Lambda
EHOFEIHZERBML TVET,

Amazon Inspector DER N Z A T IIICDOWT

Amazon Inspector DAF Y XA THTFTIOT147LTDE, TOAFYRA4T7 O 15 BED
ERRNSATIICBEHNICERENET, BAF Y OEEICIKE, EC2AF¥ v, ECRAF ¥
>, Lambda ¥ RXF v>, Lambda I—RAF v RE, MAIULEERRNSATINFHYYET,

(® Note
BRRNZATILECISAF v VICEBRENER A,
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BRNZATILIFIIRAF YO RATEZEMITEE, TORFYVRATOBEBRRNZATILE—BE
EEhET, TOHY—ERAZBRIZDE, ERRNFATINBEREHh, TOEBISATILOEY D
BEARMATEDRSICARYET,

Amazon Inspector DERI N Z A 7 ILICDWVT 188
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Amazon Inspector DtEF 21175«

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HELER TS
BOEHGZRBEITLDIIIBEEINLET RV R ERXRYRND—DOTF—FTI0FvHSXIY NEB
5nh&ET,

EFIVFAE, AWS EA—H—DETHEEINZERATY, EEHEETI/ILTRERChZE, 757
ROEFIVTFA4, BLEITZTRATOEFIVT A EHBLTLERT:

c DI RDEF1VFTA4 —AWS I, TAWS H—ERZRITIDAMVTTARNTIOF v ZRE
THRIEFZHAVETAWS VTTR, £, B, BEENLLICFEATED Y —EAXAWS £
MLES, AVTFATAAWS JOJZALAAVTSATA7ATZ L O—RELT, H—K
N—TFT1—QEEFEZFEHNIZLXF1IVT 1 OBWIMEZTANS XTI, Amazon Inspector (2
BAETNDIYTSATYATOTSAORBIIOVTR, TOV7SATYRATOYS LAWS
ICLBDRREEANOY—ERADAVTFATATOTZ Ly ZZRLUTLKEE L,

c VZTJROEFIVTFA —BEROEFR. FATD AWSH—ERICLK>TREWET, £
2. BEERE, T—ROHBM, 2HOEH, BRAEhZEEPHAILE., TOMOERICOVT
LtEFZEVET,

O RFI1 X BNEE, Amazon Inspector DFERARFICETRBEETTFIIFEOISICERAE WD 28
BIBDDICKILEET, UTOREYITR, EF1VTABKRTAVTFA T ALOBNEER
9% &SI Amazon Inspector ZFRET D HEICOVWTRHALE T, £/, Amazon Inspector 1J Y —
ADEZRD) IR REIZKI DO AWS OH—EROFEAFEICOVTEHHALET,

NeEY

« Amazon Inspector I $ (12 F— X RE

« Amazon Inspector M 7= & @ ldentity and Access Management

« Amazon Inspector DE_X ') > J

« Amazon Inspector D 1> 75 A T > AMEE

« Amazon Inspector O FEE M4

« Amazon Inspector DA 7 ZANZOF ¥y F1 )T 4

« Amazon Inspector TDA 272 R A DX IS
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Amazon Inspector - B (T2 TF— X RE

BF AWS £#EE7F)L. Amazon Inspector TOTF—XREICEAETNET, COEFILTHHAET L
TVWBELSIZ, AWSEEIXTOD Z2RITITDTO0-NILA2VTSANSOF v 2 RETDIEEND
WETAWS ITTR, BFER, COAMVTFARSIFYTRAMNENTVWA AT OVICRT
P2EBEMBIDIEEINBYET, £, FRIZAWSOH—EADOEFIVFBRELEER
ARVE1—H—OEFREBYNET, T—R2TTAN—OFMIOVTRE, "F—R2TZA4/\N—0D
F<HRPEM, ZZRLTIKEETV, BNTOF—XRBOFMCIOVTE, AWSEF21UTFT 17
OJICEBEniEE TAWS EFEREEFILSH LV GDPRy ZZHBL TS EE L,

T—RREOBWT, RIABEHREZREEL AWS PHU K. AWS IAM Identity Center F 7z ld AWS
Identity and Access Management (IAM) ZFEAL TELX D 1—HF—ZHRETRD L ZHEHLET,
COFZEICLEKY, ThEIADD I TEZETIDLEHICHAEBEROAN G I —ICHEEhET,
Flh, ROFETT—RZRBEIDEEHEDHLET:

« BT NI NTSHERGE (MFA) ZERALE T,
« SSLITLS ZHEALTAWS VY —REBELET, TLS12RFHETHY TLS13FH#HSHTT,
« TAPIEA—HW—-TIOT4ETAOOTREZREL £J AWS CloudTrail,

« AWSHEES{tYV1—->32E, AOINTOF7ANMNOEFIVUT«O NO-ILZERALE
9 AWS O —E A,

« Amazon Macie BENFERBZBNZ— REF1UF 4 H—ERZFEALET, chsik., Amazon
SBICRBETNTVEIERT—ZORHEREBEEIELET,

« ANV RSAVAVE—TIAAEEFAPIAWS 2N LT ICTOEATS EEIC FIPS 140-2 #
AEEMDEBNED I - BEREEE, FIPSTVRRA U NEFEALET, FATEEL FIPS
TYVRARANOFMIIOVTRE, TEPBEHRUIERE (FIPS) 140-21 ZZRL TS EE L,

BEZRDEX—)ITRLABEDBUELRIBBBRE., 57, FLEEW 71— J/LREEDEAH
EROTHFAR 7= RICEELBEVWCEZBLSBESOLET, chik, I>VY—J, APl, FI
(& SDK % f#f L T Amazon Inspector AWS CLIEK =&t AWS OH—E X 2R T2 H58€EHK
T3, AWSSDKs BRIICEATAEHEROTFARNTIA—ILRRETIZADLET—2E, FE
REMOTICERENBEEN BN ET, ABY—/N— 0O URL 2RHIZEEEF. TOHY—/\—
ADVOTANERIT DO DORAEHRE URL ICEHBEVRSICHSBEOLET,

MY
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- BEFORES

REFOESIL

Amazon Inspector &, F7# ) M TAWSES{Y ) 1—>3 2 ZFAL TREFOT—2ERE

ICRFEL £9, Amazon Inspector l&, AWS Systems Manager ZfFEA L TREE i)Y —ARA1 >
R KU, Amazon ECR A X—I A SBEMENLLVY—RAA RN, EFEehitezf1 )74

BREZREZENDT—RX%, AWS Key Management Service () ® AWS FIEDRES{LF—&EERAL T

E 5L X FTAWS KMS, AWS FREF¥—2 KRR, B, AL LY., TOEAZEELEY TS C
ERFTEFERA, EEL, T2 ZRESILITRZXF—ZRBEIHLOICMASHAOREZTO LY, 70
JoLEEBELEYTIHERISHYELA, FHFMAICOVTEE, TAWSFiEF—, Z283BL TS
(A

Amazon Inspector ZEMICTR E, WEL LA RN EFIVFTF BREZLRZE, Amazon
Inspector M"REFEFLERFRERBITDINTON Y —ANKAICHIBRENET,

BREBROID—ROREFOESY

Amazon Inspector Lambda J1— R AF ¥ > DTS, Amazon Inspector & & 2# CodeGuru L T
O—ROMEFEEZAF Y LET, BEUEIREETID E, BEHEZECTI—ROAZIRY MY
CodeGuru HitH& 11, Amazon Inspector A7 V2 RZ VIO T ARNTRZETTOI— RFIREENE
T F7AINTRE, AWS FIE¥+— CodeGuru ZFRAL THHEE N EI—REES{ELETH, BE
FICHBEOHARII—YZ—T R AWSKMS ¥—%ZFH 9 5 &S IZ Amazon Inspector ZEXE T &
-

RDOT—270—TIlE, Amazon Inspector &, BEL ¥ —ZFALTI—RZES{LTDHE%E
FBALTVET,

1. Amazon Inspector UpdateEncryptionKey APl Z £/ L T Amazon Inspector I AWS KMS F¥—%
EELET,

2. Amazon Inspector &, AWS KMS ¥—ICBI 9218 % ICEE L £9 CodeGuru, (&, FRDME
AoOHICEHR CodeGuru ZREFLET,

3. CodeGuru &, Amazon Inspector TREL IzF— AWSKMS @ 2 S5FFAIZJ VI ANLET,

4. CodeGuru &, ¥F—ASESHENET—2 AWSKMS F—ZHHKL. RELET, COT—X
F—E, LI 2 TREECNATVEIID-RF—ZZBESILIDHICERAZTNET CodeGuru.

5. Amazon Inspector " A— RAF Y A STF—RZJIVITARNTBDLETIC, &ETF > b CodeGuru
ZEALTEStENET—3F—Z2ESLET, TOR., BEOFXF—2Z2FALTTF—XZES
L., B TESDLSICLET,
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Lambda d— RAF ¥ Z2EMCTDE, 52 MY CodeGuru ElkEh, BETZTF—XF—H
HIRENET,

NAZI—IZ—T KF—I2&BT— REELOT VL AHT

ES{LEFERTSICE. AWSKMS 7O 3a> ADOT7 IR EFATSR) > —E, Amazon
Inspector ICENSDT VI EZEZHGF—THEATRH OO CodeGuru 77 EAFTZFETD A
F— XY RFRETT,

THIOVNOBESF—ZRE. EF. LEVEY MTBFEEREF, AWSYER—TJ RAKRUD —:
Amazonlnspector2FullAccess & &£ ® Amazon Inspector EXEER) > —ZFEAITEIHEN HY E

T, T, BSERRELVLTERULAEAF—ICHITIREZERFEFLET—EANST—RAIRY NER
BIPVENfBIHZABVERILI—HY—ICE, ROT IV LAHFAZFETRIXEN HYET,

KMS M35&., RUS—RBUTOT I3V ERITTERLSICTRIRENHYET,

* kms:CreateGrant

* kms:Decrypt

* kms:DescribeKey

* kms:GenerateDataKeyWithoutPlainText
* kms:Encrypt

 kms:RetireGrant

RUS—IZELWAWSKMS 7O AHAANHD & 2L =5, Amazon Inspector & HEEEA1L
ICF—ZFATEDIRDICTDAT—IXA N CodeGuru 27 R Y FIRMBENHWET, LT
RVS—ATFT—RMXURNETRYFLET,

® Note
Region &, Amazon Inspector Lambda J— RAF ¥+ ABRICKZ>TWSD AWS V-3 >
CEEMAET,

{

"Sid": "allow CodeGuru Security to request a grant for a AWS KMS key",
"Effect": "Allow",

"Action": "kms:CreateGrant",
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"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"Encrypt",
"Decrypt",
"RetireGrant",
"DescribeKey"
]
I
"StringEquals": {
"kms:ViaService": [
"codeguru-security.Region.amazonaws.com"

]

}
}I
{

"Sid": "allow Amazon Inspector and CodeGuru Security to use your AWS KMS key",
"Effect": "Allow",
"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"kms:ViaService": [
"inspector2.Region.amazonaws.com",
"codeguru-security.Region.amazonaws.com"

]

}
}
}
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(@ Note
AT—RMXVRZRVD—ICEMTRDEEIL, BXSEWTHAIEZBFELET, R
—F JSONEREFEALET, chld, AT—KMXRNERVD—ICEBMTSERICHLU
T AT—RMXRNOHRBICAVREBINTZHEN HDCEEZERLET, AT—MXY
REBRBDAT—RMXRNELTEMTRIZEERE., BIOAT—MNXY MOAFIEMORERICH
NEZENMULET, RIOAT—MXNELTEMTSD, BFEO 2 DOAT—MX2 b
OREICEMTZIEEE. ARENMORICAINZEMLET,

NAZRI—NZR—I RF—ICLDBEFILORE

NARI—IZ—TI RF—ZFEALTTHI NOBESILERETSICE., DAZI—NYF—IR
F—ICRBDIA—REFSILOT VLA THEET N TVB T U AFFAIZHF D Amazon Inspector
EEETHIVENHYET, 510, REFERERBLU AWS U—23 212 AWSKMS F— |, £
FEXILFV—2320F— FREIZBYET, THOMNAOBRFORMEF—E2FERATHH. AWS
NEZIOXANOY =), £EAWSKMSAPIs ZFAL TRMHAAZY—XZ—T R¥F—Z/ERK
TEET, FHICOVWTR, I—Y—HA4 RO "HFHESL AWS KMS F—0D/ERKR AWS KMS § %
SRLTLEETY,

Amazon Inspector APL ZEA L TSt ZERET S

Amazon Inspector EEBEE L TH A 4> L TVWS & ZIZ Amazon Inspector APl ® Amazon
InspectorUpdateEncryptionKey AR L —> 3> ZBEHLT 2O DF—%2RETDICIE. API D
DTANT, kmsKeyId7 1 —)LRZFEAL T, #£ATS AWSKMS £—®0 ARN ZHEEL &
9, scanType |C CODE %Z, resourceType | AWS_LAMBDA_FUNCTION ZABL&E T,

UpdateEncryptionKey API Z L T, Amazon Inspector AEES{LICERA L TW S AWS KMS F+—
ZHRRTEERY,

(® Note

NARI—IZ—I REF—ZFREL TWARLGetEncryptionKey& E I ZFERAL LS &
D&, ARL—> 3 [FResourceNotFoundExceptionIZ7—ZBULET, ik,
AWS FTIEF—HFIES{LICERAThTVA L ZEKRLET,
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it F—ZHIBRL 1zV). Amazon Inspector NDT V2 AZEBT BRI —%ZEE CodeGuru L
£UTHE, O— ROBBUOREERICT I LA TER<AY, Lambda J— KORF ¥ Y H T
VR TRBLET,

ResetEncryptionKey ZfEH L T, Amazon Inspector DRHERO—I L L THEBEEhAEI—R
ZHESILIRLHIC. AWSFHIEFXF—OFERZBRTEERY,

HRIEP DS

AWS (&, AWS A AT LEMD AWS H—EABTEHEEE QD INTOTF—RZBSLL X
EE

AR NJIREDIFE, Systems Manager &, FFHHi D 728 (Z Transport Layer Security (TLS) TR
BENLEFYRILAWS ZNULTICRETIEEMEDEC2A VARV ANSTLXANITF—2%
IRELET, SSMAEEFOTF—REZESIKLTBAHEIC DOV TR, Systems Manager TOF—2X
B, ESBLTIEEL,

B IZ. Security Hub IZ32{S& 115 Amazon ECR & & ¥ AWS Lambda BEHAF v O HEER
k. TLS TREEhEFrIIILEFERAL TESILEIRET,

Amazon Inspector M /= & @ |dentity and Access Management

AWS Identity and Access Management (IAM) &, BEEEN AWS UV —ANOT IV AZZ£(ZH]

HAWS DHY—ERX T5DICKILD TT, IAMEEEG, #ZRIAL (F1>142) L. 7#IZ Amazon
Inspector VY —ADERZER FFAZNE) 722 ZHBLET, IAMF. EMEE£ELTAWS

NDH—ERAFEATES T,

N=R

- NRE

s FATFUOTATA%ZFERAL R

« RUS—%FERLETIVEANER
« Amazon Inspector & |IAM )&

« Amazon Inspector PA T T AT AR—ADKR)Z—0Hl
« AWS Amazon Inspector ® Y x— RR!) S —
« Amazon Inspector TOH—EAIC) V& nizO0—)LDER
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« Amazon Inspector 7A F> T ATAETIOELADRNT TN 1 —F1424

X RE

AWS Identity and Access Management (IAM) OfERA 75 7ElE. Amazon Inspector TITSHEZEICEL 2T
ERVVERT,

H—ERI1—HY—-237%2R1T921HIC Amazon Inspector Y —ERAZFERATIHEE. EEE
HEMVEBERBIBEREHF AN EZASNET, &5IC%< D Amazon Inspector e = FH L THEX%
T558. BMOFANUBICRDCENHYET, TIVELADE Iiﬁ/fféiiﬁ’ibfib< &, EXE
BICHEHYBHFTRVIIANTE S A TRISEE T, Amazon Inspector DIEEE IC T VA TEEV
BEk. TAmazoninspector PA T/ TATAET I RADRNZ I\ 1—FT4 ‘/'7& ZZHBLT

<EEL,

H—EAEEE - &£A® Amazon Inspector )Y —RAZ2H8BEHL TW3FSIE. Amazon Inspector (Z
WNITEIREBTIVELAENI BB EBRDIhET, Y—EADI—H—HE DO Amazon Inspector D #aE
RNVY—=RIZT IV EATEIHN ERODOIEBRENOHAETT, TOE, AMEBEICUIIARNE
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]
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ABAC (&, SRR IDRRPARI S —EEBNfMAMIIEIRRATRIEET,

RIICESTVTT IV EAZEETSICIE. aws:ResourceTag/key-
name. aws:RequestTag/key-name, £ |t aws:TagKeys OFRHFF—EFEHL T, RUZ—D
FUEEZEZETRITEHREZRMHLET,
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dA—%—&0O—J)LAEI&#E Amazon Inspector A2V — L ZEATEDLSICTDICE, IT>T 4
7 4 |2 Amazon Inspector ConsoleAccess & fzl& ReadOnly AWS BEEBRV S —E£TRYFLE

T, FHMICOVTIE., TIAMI—H—HA R, O TI—HY—AOF I EAFATDEN E2BBLT
<EEL,

BODERDOKRRZI—Y—ICFAITS

COBITE, I—F—TAFoTATAILTERYFENEATA BRI EZR— RRII—DFK
AZEIAM 1—HY—ICEFATHRIV—OERBFEERLET, cORUI—IZE, IVY—=ILT,

FEEAWSCLI £k AWSAPI ZERALT7ATSATCOT VAV ERTI DT IVEAHT
FEFENTVET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
jiam:ListUsers"

]I

"Resource": "*"

g N T D Amazon Inspector UV —AANDZABYWERT IV EAZHFT TS

COBITIE, FXT®D Amazon Inspector VY —AANDHRIMYERT7 VLA ZFAITIRIS —%
~ULET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Describe*",
"inspector2:Get*",
"inspector2:BatchGet*",
"inspector2:List*"

1,

"Resource": "*"

}
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}
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I N T D Amazon Inspector VY —AANDIIINT O AZFHFATS

cOBITIE, TXTD Amazon Inspector VY —AANDTIINT VEAZHFATHIRI—ZRLE

ER

"Version": "2012-10-17",
"Statement": [
{
"Effect":
"Action":
"Resource":

"Allow",

min

"Effect":
"Action":

"Allow",

"Resource": "*",
"Condition": {

"StringlLike": {
"iam:AWSServiceName":

"Effect": "Allow",

"Action": [
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

1,

"Resource": "*"

AWS Amazon Inspector @

"inspector2:*",

"iam:CreateServicelLinkedRole",

"inspector2.amazonaws.com"

EnableAwWSServiceAccess",
RegisterDelegatedAdministrator",
ListDelegatedAdministrators",
ListAWSServiceAccessForOrganization",
DescribeOrganizationalUnit",
DescribeAccount",
DescribeOrganization"
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AWS BERD D —F, L > TERBRVEBEND AR RTOVRIS—TY AWS, AWS
BERVD—GF, Z<O—BUBEI-AT—ALLT IV EAFAERFETHLSCEFFEhTVWS I
O, AI—%— JIL=7. O—-LICT IV tAFTOF ) HTZ2HHBTEEXT,

AWS EERDU S —F, IXNTOAWS BERIEATED LS, BEDI—AT—ALCHL THD
BEOT VAR AZNAELBAVSEENf B ECEBRLTKEEY, A—AT—RABICHAEN—
NER—IRRVI—ZERBLT, NX—IRRUD—ZRVIACEZHEHHLET,

AWS BRI —TERENTVRT IV EAFHTREETEE A, FAWS EERUS —TESR
ENLETOEAHTAWS ZEHTDE, RUZ—HFTRYFERATVWRIXNTOTIUZZ/NILID
(A—Y—. =7, O-I)AEHEINET, . HLWAWS O —ERX 2B hadh. B
BFOF—EATHLWAPIAWS ARL—> 3 FERAAREICKEDE, AWSEEBRUS —Z2EHT
AN REE<EYN XY,

FHEOVTE, TAM A=Y —HA R, O TAWS XZR—I RARD D —; ZZRL T EEL,

AWS Y Zx—2 R7R1J < —: Amazoninspector2FullAccess
AmazonInspector2FullAccess RUZ—E IAMID ICT7 R Y FTEEXT,
DR —I&, Amazon Inspector N\D 7L T VLA ZFATHERHIZNELET,

T U2 ARTA O

CORDVS—IZE, LTOT IV EAFANFrE8EFNATVET,

 inspector2 — Amazon Inspector HEEAND 7T UV AZHFALE T,

« iam— Amazon Inspector A H—EAXU>o0O—-)
AmazonInspector2AgentlessServiceRole ZHEKTED KSICLET, <nld. Amazon
Inspector A", Amazon EC2 4 > AZ > AX° AmazonECR URZ KN, OAVFFAX—=JICET
ZEHMOEME. VPC XY ND—U 004, HBICEETEITHINORBRBEDMEZRITT
DEHICHETT, FHMICOVWTIE. TAmazon Inspector TOH—EZAICU > OchizO—)LD
B EBBLTIEEL,
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{

organizations — BB EI(Z &k AWS OrganizationsD 4\ 0 Amazon Inspector O % 5 7
LE9F., T Amazon Inspector DIEEENET IV ERET VT 4 7169 % & AWS Organizations.
ERENIEEBET VMDA N, HBLBEORELZEEL, BRERRTEEXT,

codeguru-security — B &N Amazon Inspector ZFA L THEHRI—RAZRY NZHE
L. CodeGuru Security ICfREENTVE I—ROBSHREZEETEDLSICLET, FiH
C2WTR., "TBREZAROI—ROREFOESL, 28RLTEEL,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "inspector2:*",

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"codeguru-security:BatchGetFindings",
"codeguru-security:GetAccountConfiguration",
"codeguru-security:UpdateAccountConfiguration"

1,

"Resource": "*"
.

{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "inspector2.amazonaws.com"
}
}
I
{
"Effect": "Allow",

"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization"

’
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"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
}
]
}

AWS Y Zx—Z R7R 1) 2 —: Amazonlnspector2ReadOnlyAccess
AmazonInspector2ReadOnlyAccess RUZ—E IAMID IC TR Y FTEET,
MR —I&, Amazon Inspector N\DFEHIVWERT7 VEAZAEICTIHTZFELET,

T2 ARTA O

CORDVD—IZE, LTFOTI9EAFINrEENTVET,

« inspector2 — Amazon Inspector BEENDFZEAEV) ERAT IV AZFALET,

« organizations — RAO#EME D Amazon Inspector I/XL ¥ = O F¥#l % &R R AWS Organizations T
EBDLDICLET,

« codeguru-security — CodeGuru ¥ 1V F A4 ASO—RAIRY NZREBTEDLSICL
F9, £/, CodeGuru Security ICREENTVR I—ROBERELERRITDEETEE
9,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
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"inspector2:BatchGet*",

"inspector2:List*",

"inspector2:Describe*",

"inspector2:Get*",

"inspector2:Search*",

"codeguru-security:BatchGetFindings",

"codeguru-security:GetAccountConfiguration"
1,

"Resource": "*"
}
]
}

AWS Y Zx—< R7R1) 2 —: Amazoninspector2ManagedCisPolicy

IAM T>5 14 7 4 |Z AmazonInspector2ManagedCisPolicy RV —ZT7 R YFTEET, <D
RI—@F, A VARVADCISAF Y Z2RTITBODT VA %Z Amazon EC2 1 A&
VAL ETRZO0-LNCTRYFIRIHLENHYET, AMO—ILZEALT, EC2AVARVA
TREITEN, AWSCLI FEIFE AWSAPI VO TARNETST7VTr—23 > 0O—BWERAIEHRE
BETEET, chiF, EC2AVARVARNTOT IV EAF—OREFICHBENET, AWS O—
LNEEC2AVARVAIZEINET, TOIXRTOT7IVT—> 3 THEATEDLSICTRICR,
AVABVALLTEYFENLEAVARATAT7ANZERLET A VARXRA7AO774)
ICRO—IHFEEN, EC2CAVARVATRITEND OV T A —HNBFRABRENBTESE
T, HMICOVWTEE, TIAM I—Y—HA R, O "IAMO—=)LZFEHAL T, Amazon EC2 1 A&
VATETENBDTITIVT =23 VT 0 EAFAZFETS Z22RLUTKEZL,

T AR O
CORDVI—IZE, LTOT IV EAFANFr@8ENATVET,

« inspector2 —CIS AF ¥V OETICERAE DT I3 AOT IV AZFALET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Action": [
"inspector2:StartCisSession",
"inspector2:StopCisSession",
"inspector2:SendCisSessionTelemetry"
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"inspector2:SendCisSessionHealth"

1,

"Resource": "*",

AWS Y &x—< R7R1J < —: Amazoninspector2ServiceRolePolicy

IAM I>7 14 7 4 |Z AmazonInspector2ServiceRolePolicy RUS—ZT7RYFITB L
TEEHA. ORI —E, Amazon Inspector A" 1—H—ICRH>TT7 U2 a2 zRTITd L
ZEHATAH—EAVOO-ILNICTRYFENET, FHMIZOVWTIEE. "Amazon Inspector T®D
H—BEAC)OchizO=-)LOFER, 22RBL T EE L,

AWS BIER!) 2 —: Amazonlnspector2AgentlessServiceRolePolicy

IAM T>7 14 5 4 |C AmazonInspector2AgentlessServiceRolePolicy RUZ—Z T XY F
ITRERFTEERA, COARUZ—E, Amazon Inspector A 1—H—ICRb>TTF7oV> 3%k
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Inspector TOH—EAIC) > OEnizO0—)LOFEHA 2SRBLTIEEV,

Amazon Inspector IC& 2 AWS Y Z—2 RARUS—DEFH

Amazon Inspector ® AWS Y Zx—2 RARU—DOEFHICE T 25FME, COY—EANZhs0E
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> — LTEARALT, 12AZVA
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H—EAVOO0-)ILZHYR—NTBMHOH—ERICOVTE, TIAM &EFHTBHAWS OH—E
A1 228U, [Service-linked roles] (T—E AU O0O—)L) OIAT [Yes] (&) &xEBE iz
H—EAZERLTILKEEZV, Y—ERICV 9N EO—-)ICETR RFIX NEY—EATHE
RIBICE, WU IZBRLET,

Amazon Inspector DH—ERAIC) O niO0—=)LDOFT

Amazon Inspector Tl&, AWSServiceRoleForAmazonInspector2 EWSZHOH—ERAIZ
voEnkEO—LZFEALES, cOY—ERICVVVEnO0-)Ik, O—-)I%E|EZF3LT
inspector2.amazonaws.com H—EAZEEL T,

AmazonInspector2ServiceRolePolicy EVWSEROO—LOT7 IV EAFHARI I —IC&
V). Amazon Inspector XD LS BRAVZRITIT B ENFTFATENET,

« Amazon Elastic Compute Cloud (Amazon EC2) O 7 223> & FEAL T, 1V AZVAERY K
D—ONABITHERZEMEBLET,

« AWS Systems Manager 7 7> 3> Z#EAL T AMazonEC2 1 VARV AN SA R N &2
BL, HABRLNALSH—RN—F 14— NV 5—JICHITZEHREMEBELET,

s FUAaAVEFERALT, ZF—TYNAVARVAD CIS AF v 2% AWS Systems Manager
SendCommand®U*H L F T,

« Amazon Elastic Container Registry 7 7> 3> &AL T, AT FA X—JICET2EHRZIE
LET,

« AWS Lambda 79> 3> Z AL T, Lambda BHRICEETHBEHREZMELET,

« AWS Organizations 72> 3> EAL T, BERGFShETHV M ZERARLET,

 CloudWatch 79> 3> zZfRHL T, Lambda BB KZEICHOPHE W EHZICET 3 EHRZEE
LET,

« BIRUALIAM T O3 ZFEALT, Lambda I—RICEFI VT riESEMEZEL B S AT6EE
NDH3IAMAR) > —ICETHEHRZREBLET,

e CodeGuru EF¥1VF14F70>a>aFEALT, Lambda BT I—ROAF v+ &2ETLE
9. Amazon Inspector l&, JX® CodeGuru EF¥ 1V F 14 F o> a> a2FEALET,

« codeguru-security: CreateScan — CodeGuru ¥ 1) T 1 AF¥ v Z2ERKT DT UV AFAZ
5EL%EY,

- codeguru-security: GetScan — CodeGuru ¥ 1T 1 AF ¥ X XF—XZWEITHDTIEA
FAENELERT,

« codeguru-security: ListFindings — CodeGuru Security IC& 2 TERENE/ERZWMET ST O
AFAzeNELERT,
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« codeguru-security: DeleteScansByCategory — Amazon Inspector c &k 2 TRHHAE hiAF v %
HIBRT 27 U AFF A Z CodeGuru ¥ 21U T 1 IZFE5LET, Amazon Inspector

« codeguru-security: BatchGetFindings — CodeGuru Security IC & 2 TERE NEBFEDRERD
NYFEREBITDT IV EAFIZRELET,

« 1EIR U /= Elastic Load Balancing 7 V> 3> &AL T, Elastic Load Balancing 2—%*Y &
N—TO—HTHBDEC2AVARVADRY NIT—DAF v U ZRITLET,

O—)&, ROTIEAHFARIS —2#FALTHREENET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "TirosPolicy",

"Effect": "Allow",

"Action": [
"directconnect:DescribeConnections",
"directconnect:DescribeDirectConnectGatewayAssociations",
"directconnect:DescribeDirectConnectGatewayAttachments",
"directconnect:DescribeDirectConnectGateways",
"directconnect:DescribeVirtualGateways",
"directconnect:DescribeVirtualInterfaces",
"ec2:DescribeAvailabilityZones",

ec2:DescribeCustomerGateways",
"ec2:DescribeInstances",
ec2:DescribelnternetGateways",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePrefixLists",
ec2:DescribeRegions",
"ec2:DescribeRouteTables",
ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnects",
ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayRouteTables",
ec2:DescribeTransitGatewayVpcAttachments",
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ec2:DescribeTransitGateways",
"ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpoints",
"ec2:DescribeVpcPeeringConnections",
ec2:DescribeVpcs",
"ec2:DescribeVpnConnections",
ec2:DescribeVpnGateways",
"ec2:GetManagedPrefixListEntries",
ec2:GetTransitGatewayRouteTablePropagations",
"ec2:SearchTransitGatewayRoutes",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetHealth",
"network-firewall:DescribeFirewall",
"network-firewall:DescribeFirewallPolicy",
"network-firewall:DescribeResourcePolicy",
"network-firewall:DescribeRuleGroup",
"network-firewall:ListFirewallPolicies",
"network-firewall:ListFirewalls",
"network-firewall:ListRuleGroups",
"tiros:CreateQuery",
"tiros:GetQueryAnswer"
1,
"Resource": [
T
]
.
{
"Sid": "PackageVulnerabilityScanning",
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:BatchGetRepositoryScanningConfiguration",
"ecr:DescribeImages",
"ecr:DescribeRegistry",
"ecr:DescribeRepositories",
"ecr:GetAuthorizationToken",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRegistryScanningConfiguration",
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"ecr:ListImages",
"ecr:PutRegistryScanningConfiguration",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"ssm:DescribeAssociation",
"ssm:DescribeAssociationExecutions",
"ssm:DescribeInstanceInformation",
"ssm:ListAssociations",
"ssm:ListResourceDataSync"

1,

"Resource": "*"

},

{
"Sid": "LambdaPackageVulnerabilityScanning",

"Effect": "Allow",
"Action": [
"lambda:ListFunctions",
"lambda:GetFunction",
"lambda:GetLayerVersion",
"cloudwatch:GetMetricData"
1,
"Resource": "*"
I
{
"Sid": "GatherInventory",
"Effect": "Allow",
"Action": [
"ssm:CreateAssociation",
"ssm:StartAssociationsOnce",
"ssm:DeleteAssociation",
"ssm:UpdateAssociation"
1,

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ssm:*:*:document/AmazonInspector2-*",

"arn:aws:ssm:*:*:managed-instance/*",

n
]
},

{
"Sid": "DataSyncCleanup",

"Effect": "Allow",

arn:aws:ssm:*:*:association/*"

arn:aws:ssm:*:*:document/AWS-GatherSoftwareInventory",
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"Action": [

"ssm:CreateResourceDataSync",
"ssm:DeleteResourceDataSync"

1,

"Resource": [

"arn:aws:ssm:*:*:resource-data-sync/InspectorResourceDataSync-do-not-delete"

]
iy
{

"Sid": "ManagedRules",

"Effect": "Allow",
"Action": [
"events:PutRule",

"events:DeleteRule",
"events:DescribeRule",
"events:ListTargetsByRule",

"events:PutTargets'

1
’

"events:RemoveTargets"

]I

"Resource": [

"arn:aws:events:*:*:rule/DO-NOT-DELETE-AmazonInspector*ManagedRule"

]
}I
{

"Sid": "LambdaCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [

"codeguru-security:
:GetAccountConfiguration",
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:
"codeguru-security:

"codeguru-security

]I

"Resource": [
]
I

{

CreateScan",

GetFindings",
GetScan",
ListFindings",
BatchGetFindings",
DeleteScansByCategory"

"Sid": "CodeGuruCodeVulnerabilityScanning",

"Effect": "Allow",
"Action": [
"iam:GetRole",
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iam:GetRolePolicy",
"iam:GetPolicy",

iam:GetPolicyVersion",

iam:ListAttachedRolePolicies",

jam:ListPolicies",

iam:ListPolicyVersions",
"iam:ListRolePolicies",
"lambda:ListVersionsByFunction"

]I

"Resource": [
nan
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"codeguru-security.amazonaws.com"

]

}
iy
{

"Sid": "Ec2DeepInspection",
"Effect": "Allow",
"Action": [
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:DeleteParameter"”
1,
"Resource": [
"arn:aws:ssm:*:*:parameter/inspector-aws/service/inspector-linux-application-paths"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowManagementOfServicelinkedChannel",
"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel"

1,
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"Resource": [

"arn:aws:cloudtrail:*:*:channel/aws-service-channel/inspector2/*"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowlListServicelinkedChannels",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": [

"

1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AllowToRunInvokeCisSpecificDocuments",
"Effect": "Allow",
"Action": [

"ssm:SendCommand",

"ssm:GetCommandInvocation"

]I

"Resource": [

"arn:aws:ssm:*:*:document/AmazonInspector2-InvokeInspectorSsmPluginCIS"

]
}I
{

"Sid": "AllowToRunCisCommandsToSpecificResources",
"Effect": "Allow",
"Action": [
"ssm:SendCommand"
1,
"Resource": [
"arn:aws:ec2:*:*:instance/*"

1,
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"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
.
{
"Sid": "AllowToPutCloudwatchMetricData",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": [

i n

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/Inspector2"
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{Z. Amazon Inspector AR I —LADBESILENLETF—RICTIELATEZRVKLSICILE
T FHMICOWVWTIE. TAmazon Inspector AF ¥ A SDA VAR AN, #SBLT
<fEEL,

AmazonInspector2AgentlessServiceRolePolicy EWSZFHOO—ILOFT I AFEFA R
2 —IZ&k V), Amazon Inspector FIXDE DB R ATV RETITDCENFAENET,

« Amazon Elastic Compute Cloud (Amazon EC2) 7 V> 3> ZfERL T, EC2A VARV A, R
J)i1—A, RAFVT7>ay NCBEITZIBEHREMEBELET,
« Amazon EC2 ORI TV a>#ERAL T, InspectorScan X F—TAF YDA
FTvT7Tav NIRRT ERTET,
« AmazonEC2 DAF Y723y K703 vz ERALTRAFTY 723y NEER
L. InspectorScan 2I9F¥—TRIFFLTHA S, InspectorScan FTF—TRI &
iz AmazonEBS R 1—ALANDAF Y 7> ay NEHIKRLET,
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NiAFvy7>ay h&EESLULET., Amazon Inspector &, AF Y 723y NOBSLICERAE
N Jz KMS #—I(C InspectorEc2Exclusion ATV TWVWBEHEE, RFv7>av NzESL
FtA,

O—Lk. ROTIVEAHFARIS —2FEAL THRESIET,

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "InstanceIdentification",
"Effect": "Allow",

"Action": [

"ec2:DescribeInstances",
"ec2:DescribeVolumes",
"ec2:DescribeSnapshots"

]I

"Resource": "*"

}I
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{
"Sid": "GetSnapshotData",
"Effect": "Allow",
"Action": [
"ebs:ListSnapshotBlocks",
"ebs:GetSnapshotBlock"
1,
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "CreateSnapshotsAnyInstanceOrVolume",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",

"Resource": [
"arn:aws:ec2:*:*:instance/*",
"arn:aws:ec2:*:*:volume/*"

]
},
{

"Sid": "DenyCreateSnapshotsOnExcludedInstances",
"Effect": "Deny",

"Action": "ec2:CreateSnapshots",

"Resource": "arn:aws:ec2:*:*:instance/*",

"Condition": {
"StringEquals": {
"ec2:ResourceTag/InspectorEc2Exclusion": "true"
}
}
I
{
"Sid": "CreateSnapshotsOnAnySnapshotOnlyWithTag",
"Effect": "Allow",
"Action": "ec2:CreateSnapshots",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"Null": {
"aws:TagKeys": "false"
},
"ForAllValues:StringEquals": {
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"aws:TagKeys": "InspectorScan"
}
}
I
{
"Sid": "CreateOnlyInspectorScanTagOnlyUsingCreateSnapshots",
"Effect": "Allow",
"Action": "ec2:CreateTags",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:CreateAction": "CreateSnapshots"
},
"Null": {
"aws:TagKeys": "false"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": "InspectorScan"
}
}
},
{
"Sid": "DeleteOnlySnapshotsTaggedForScanning",
"Effect": "Allow",
"Action": "ec2:DeleteSnapshot",
"Resource": "arn:aws:ec2:*:*:snapshot/*",
"Condition": {
"StringlLike": {
"ec2:ResourceTag/InspectorScan": "*"
}
}
I
{
"Sid": "DenyKmsDecryptForExcludedKeys",
"Effect": "Deny",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/InspectorEc2Exclusion": "true"
}
}
},
{
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"Sid": "DecryptSnapshotBlocksVolContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringlLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "vol-*"
}
}
I

{
"Sid": "DecryptSnapshotBlocksSnapContext",
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
},
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com",
"kms:EncryptionContext:aws:ebs:id": "snap-*"
}
}
},
{

"Sid": "DescribeKeysForEbsOperations",
"Effect": "Allow",

"Action": "kms:DescribeKey",
"Resource": "arn:aws:kms:*:*:key/*",
"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
I
"StringLike": {
"kms:ViaService": "ec2.*.amazonaws.com"
}
}
},
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"Sid": "ListKeyResourceTags",
"Effect": "Allow",

"Action": "kms:ListResourceTags",
"Resource": "arn:aws:kms:*:*:key/*"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "AROA123456789EXAMPLE:akua_mansa",
"arn
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA123456789EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-17T15:22:597",

": "arn:aws:sts::111122223333:assumed-role/Admin/akua_mansa",
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"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-17T16:02:34Z2",
"eventSource": "gamma-inspector-scan.amazonaws.com'",
"eventName": "ScanSbom",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-java/2.20.162 Mac_0S_X/13.5.2 Open]DK_64-
Bit_Server_VM/17.0.8+7-LTS Java/17.0.8 vendor/Amazon.com_Inc. io/sync http/
UrlConnection cfg/retry-mode/legacy",

"requestParameters": {

"sbom": {
"specVersion": "1.5",
"metadata": {
"component": {

"name": "debian",
"type": "operating-system",
"version": "9"
}
I
"components": [
{
"name": "packageOne",
"purl": "pkg:deb/debian/packageOne@l.0.0?arch=x86_64&distro=9",
"type": "application"
}
1,

"bomFormat": "CycloneDX"

iy

"responseElements": null,

"requestID": "f@4la27f-f33e-4f70-b@9b-5fbc5927282a",
"eventID": "abc8dle4-d214-4f0@7-bc56-8a31lbebe36fe",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"SchemaVersion": "2018-10-08",
"Id": "arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/inspector",
"ProductName": "Inspector",

"CompanyName": "Amazon",

"Region": "us-east-1",

"GeneratorId": "AWSInspector",
"AwsAccountId": "123456789012",
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
1,
"FirstObservedAt": "2023-01-31T20:25:38Z",
"LastObservedAt": "2023-05-04T18:18:437",
"CreatedAt": "2023-01-31T20:25:38Z2",
"UpdatedAt": "2023-05-04T18:18:4372",
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"Severity": {
"Label": "HIGH",
"Normalized": 70

I
"Title": "CVE-2022-34918 - kernel",
"Description": "An issue was discovered in the Linux kernel through 5.18.9. A type

confusion bug in nft_set_elem_init (leading to a buffer overflow) could be used by a
local attacker to escalate privileges, a different vulnerability than CVE-2022-32250.
(The attacker can obtain root access, but must start with an unprivileged user
namespace to obtain CAP_NET_ADMIN access.) This can be fixed in nft_setelem_parse_data
in net/netfilter/nf_tables_api.c.",
"Remediation": {
"Recommendation": {

"Text": "Remediation is available. Please refer to the Fixed version in the
vulnerability details section above. For detailed remediation guidance for each of the
affected packages, refer to the vulnerabilities section of the detailed finding JSON."

}
I
"ProductFields": {
"aws/inspector/FindingStatus": "ACTIVE",
"aws/inspector/inspectorScore": "7.8",
"aws/inspector/resources/1l/resourceDetails/awsEc2InstanceDetails/platform":
"AMAZON_LINUX_2",

"aws/inspector/ProductVersion": "2",
"aws/inspector/instanceld": "i-0f1ed287081bdfofb",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/inspector/
arn:aws:inspector2:us-east-1:123456789012:finding/FINDING_ID",
"aws/securityhub/ProductName": "Inspector",
"aws/securityhub/CompanyName": "Amazon"
I
"Resources": [
{

"Type": "AwsEc2Instance",
"Id": "arn:aws:ec2:us-east-1:123456789012:i-0f1ed287081bdfofb",

"Partition": "aws",
"Region": "us-east-1",
"Tags": {

"Patch Group": "SSM",
"Name": "High-SEv-Test"
I
"Details": {
"AwsEc2Instance": {
"Type": "t2.micro",
"ImageId": "ami-@cff7528ff583bf9a",
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"IpV4Addresses":
"52.87.229.97",
"172.31.57.162"

L

1,

"KeyName": "ACloudGuru",

"IamInstanceProfileArn": "arn:aws:iam
AmazonSSMRoleForInstancesQuickSetup",

"VpcId": "vpc-a@c2d7c7",

::123456789012:instance-profile/

"SubnetId": "subnet-9c934cbl",
"LaunchedAt": "2022-07-26T21:49:46Z"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I
"RecordState": "ACTIVE",
"Vulnerabilities": [
{
"Id": "CVE-2022-34918",
"VulnerablePackages": [
{
"Name": "kernel",
"Version": "5.10.118",
"Epoch": "@",
"Release": "111.515.amzn2",
"Architecture": "X86_64",
"PackageManager": "0S",
"FixedInVersion": "0:5.10.130-118.517.amzn2",
"Remediation": "yum update kernel"
}
1,
"Cvss": [
{
"Version": "2.0",
"BaseScore": 7.2,
"BaseVector": "AV:L/AC:L/Au:N/C:C/I:C/A:C",
"Source": "NVD"
},
{
"Version": "3.1",
"BaseScore": 7.8,
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"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD"

"Version": "3.1",
"BaseScore": 7.8,
"BaseVector": "CVSS:3.1/AV:L/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H",
"Source": "NVD",
"Adjustments": []
}
1,
"Vendor": {
"Name": "NVD",
"Url": "https://nvd.nist.gov/vuln/detail/CVE-2022-34918",
"VendorSeverity": "HIGH",
"VendorCreatedAt": "2022-07-04T21:15:00Z",
"VendorUpdatedAt": "2022-10-26T17:05:00Z"
I
"ReferenceUrls": [
"https://git.kernel.org/pub/scm/linux/kernel/git/netdev/net.git/commit/?
id=7e6bclf6cabcd30aba®bl11219d8e0@1b952eachb6",
"https://lore.kernel.org/netfilter-devel/cd9428b6-7ffb-dd22-d949-
d86f4869f452@randorisec. fx/T/",
"https://www.debian.org/security/2022/dsa-5191"
1,
"FixAvailable": "YES"
}
1,
"FindingProviderFields": {
"Severity": {
"Label": "HIGH"
I
"Types": [
"Software and Configuration Checks/Vulnerabilities/CVE"
]
I
"ProcessedAt": "2023-05-05T20:28:38.822Z"
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74—R, APV —F, S4AELVAF—ET1—RBEFEEIET,
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TTHR—KNLTVBRARL—FTA2VITAT AL, TR A, 7°EI'73E“/'7 .=.nn€'7r\b¥3'o ES
7=. Amazon Inspector A RABIFR— KL TWEARL —FT A VIV ATLAE—BERRENTVET
H. TOBRVE—IZEK2THELEENTVET, ROE—HNFARL—FT41 ‘/'7':/7\7_'A0)‘U'7J'3— &
T L&, Amazon Inspector Tk, TDARL —FT 4 VT AT ALK L TRENEYR—bH
LARETEREA,

NEY D

c BR=—RENTVEIARL—TFT 1T AT LA Amazon EC2AF v

s BR—KRENTVBRTOTFI T E5E Amazon EC2 DFlIRE

s YR—BRENTVWBRARL—FTAVISATLCISAF ¥
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L—FT 14 IATLZRLET, AmazonEC2 £, ERVA—OEF1 VT AT RNAHFU®D
V—RE, TEOARL—TFTAVIVATALAZI—I MM —AFTFEFI—2INLADAF ¥
VHEEZEALTAF YO TERDNESHE—EBERTRENE T, AF ¥ AFROFMICOVWTE.

TT—2I O RMR=—ADAF Y ETT—DI RNLAARAF Y ZSRUTLSEZD,

(® Note

Linux ZRL —FT 1 I AT LADOKREE., F7AILNONY T—IIF =T+ —URD N
JTOHYFR—RETHY, Y—RN—FT—=TF7U75—>3>, fLRYFR—NURD K
1) (BYOS RHEL, PAYG RHEL. RHEL for SAP %% & ) . Red Hat Application Streams 7& &
DAT7>IA2VOIURSRNIEEENETEEA,

ARL—FT12 Version
T AT A

AlmaLinux 8
AlmaLinux 9
Amazon Linux AL2
(AL2)

Amazon Linux AL2023
2023 (AL2023)

Bottlerocket 1.7.0 LAf&

CentOS Linux 7
(CentOS)

Debian H—/X— 10
(Buster)
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(Bookworm)

Fedora
Fedora
openSUSE
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(Oracle)

Oracle Linux
(Oracle)

Oracle Linux
(Oracle)

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Red Hat
Enterprise Linux
(RHEL)

Rocky Linux

Rocky Linux
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11

12

38

39
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RHSA
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Ubuntu (Jammy)

Ubuntu (Mantic
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Version

12.4

12.5

15.3

15.4

555

14.04 (ESM)

16.04 (ESM)

18.04 (ESM)

20.04 (LTS)
22.04 (LTS)

23.10

ROB—Dt

F1UF4TFR

IS4

SUSE CVE

SUSE CVE

SUSE CVE

SUSE CVE

SUSE CVE
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USN. Ubuntu
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USN. Ubuntu
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FRL—T 1> Version RIA—D+t I—>I2KL I—>xI>2hk

T AT A F1UF4TFR AAF YT OY R—ADAF ¥
INA R—b OYR—BN

Windows Server 2016 MSKB (ARY-4 (& LY

Windows Server 2019 MSKB (AIAY-4 (&L

Windows Server 2022 MSKB (AIRY-4 =W

macOS (Mojave) 10.14 APPLE-SA ALAY-4 (&L

macOS (H X 10.15 APPLE-SA (AIRY-4 (& Ly

7T)

macOS (E Y v 11 APPLE-SA (AIRY-4 (&L

)

macOS (E> b 12 APPLE-SA (AIRY-4 (& L

L—)

macOS (K> 13 APPLE-SA RIRY- &L

Fi17)

HR—RENTWB 7O 530558 Amazon EC2 OEiliRE

Amazon Inspector (& ¥TE, Amazon EC2Linux 1 VARV AZAF Y LTH—RN—F 1=V 7
ROITPNYT—OMBUHERREITDIEEIL, ROTOTFIVIJERBEZTR—NLTVET,
+ Java

» JavaScript

+ Python
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VEEITITBICE. AmazonEC2 1 VABZ 2V ADARL —T 1 27> AT LN Systems Manager
Distributor & Amazon Inspector IC& 2 THR—RENTVBIUENFHV FT,

® Note
Deep inspection & Bottlerocket AL —F7 1 VI AT ATRYR—REhTVEH A,

BR—KRENTVWEIARL—TFT AT ATL:CISAF Y

IRDOFEIZ, Amazon Inspector & CIS AF ¥ THREYR—NLTWVWBRARL—TFT 1 VI ATLE
TULET, CORIZE., TEOARL—TFTAVIATLAOARAX Y ZRITTRLEHICEAET NS CIS
RUFI=UVN=232EEENTVET,

ARL—TFT AT AT A Version CISRFI—UN—>3>
Amazon Linux 2 AL2 2.0.0
Amazon Linux 2023 AL2023 1.0.0
Windows Server 2019 2.0.0
Windows Server 2022 2.0.0

HR—RENTVBIARL —FT 1 2T > A7 A: Amazon Inspector
(&% Amazon ECR AF v >
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Alpine Linux (Alpine)
Alpine Linux (Alpine)
Alpine Linux (Alpine)
AlmaLinux

AlmaLinux

Amazon Linux (AL2)
Amazon Linux 2023 (AL2023)
CentOS Linux (CentOS)
Debian Server (Buster)
Debian Server (Bullseye)
Debian Server (Bookworm)
Fedora

Fedora

OpenSUSE

Oracle Linux (Oracle)
Oracle Linux (Oracle)
Oracle Linux (Oracle)
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Photon OS

Version

3.17

3.18

3.19

AL2

AL2023

7
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38

39
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Alpine SecDB
Alpine SecDB
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(RHEL)
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FBFARL—FTA VI ATALANBEYR—INIRTIDE, BFEOEFIUTATRNAMPFUER
HIERET7 1 —RASHIBRTEIRVE—EHYET, EREL T, Amazon Inspector IEBEE D CVE
ICBITAREBROERZFEILTBZEEN BV ET, Amazon Inspector FR T LIEARL—F 1>
TOATALAILCODVTER L EREFZERICOVTE, BHREHOAZENE L TITFALSEZ L,

EFIVFADORANTZIFT14AREL T, £ Amazon Inspector OB EIFH & ki T2 =8 (C
L, BEYR—REhTVBIN—2a3a 0OFARL—FTAVIVATAICBITITRD L ZHEHLE
£
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Amazon Linux (AL1)
CentOS Linux (CentOS)
Debian Server (Stretch)
Fedora

Fedora

Fedora

OpenSUSE

openSUSE

OpenSUSE Leap (SUSE
Leap)

Oracle Linux (Oracle)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

SUSE Linux Enterprise Server
(SLES)

Version

2012

8

9

35

36

37

15.3

15.4

15.2

12

12.1

12.2

12.3

15

15.1

N

2021 12 A 31 H
2021 12 A 31 H
2022 6 A 30 H
2022 £12 A 13 H
2023 5 A 16 H
2023 12 A58
2022 % 12 A1H
2023 12 A7H

2021512 A1H

2021 3 A1 H

20197 H1H

20205 A 31 H

2021 £3 A 31 H

2022 6 A 30 H

2019 % 12 A 31 H

20211 H31H
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ARL—=FT A VI AT A Version w7

SUSE Linux Enterprise Server  15.2 2021 £12 A 31 B
(SLES)

Ubuntu (Groovy) 20.10 2021 £7 A 22 H
Ubuntu (Hirsute) 21.04 2022 1 A 20 H
Ubuntu (Impish) 21.10 2022 7 A 31H
Ubuntu (Kinetic) 22.10 July 20, 2023
Ubuntu (Lunar Lobster) 23.04 January 25, 2024
Windows Server 2012 2023 £ 10 A 10 H
Windows Server 2012 R2 2023 £10 A 10 H

BTUEARL—T 12T AT A: Amazon ECR AF v

ARL—TFT AT AT A Version w7

Alpine Linux (Alpine) 3.12 2022 5 A 1H
Alpine Linux (Alpine) 3.13 2022 11 A1 H
Alpine Linux (Alpine) 3.14 May 1, 2023

Alpine Linux (Alpine) 3.15 November 1, 2023
Amazon Linux (AL1) 2012 2021 £12 A 31 B
CentOS Linux (CentOS) 8 2021 £ 12 A 31 H
Debian Server (Stretch) 9 2022 £6 HA30H
Fedora 35 2022 12 A 13 H
Fedora 36 2023 5 H 16 B
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OpenSUSE 15.3 2022 12 A1 H
OpenSUSE 15.4 December 7, 2023
OpenSUSE Leap (SUSE 15.2 2021 £12 A1 H
Leap)

Oracle Linux (Oracle) 6 20213 A1H
SUSE Linux Enterprise Server 12 2019 % 7R 1H
(SLES)

SUSE Linux Enterprise Server  12.1 2020 £5 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.2 2021 €3 A 31 H
(SLES)

SUSE Linux Enterprise Server 12.3 2022 £ 6 A 30 H
(SLES)

SUSE Linux Enterprise Server 15 2019 12 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.1 2021 1 A 31 H
(SLES)

SUSE Linux Enterprise Server  15.2 2021 £12 A 31 B
(SLES)

Ubuntu (Groovy) 20.10 2021 F£7 A 22 H
Ubuntu (Hirsute) 21.04 2022 £ 1 A 20 H
Ubuntu (Impish) 21.10 2022 %7 A 31 H
Ubuntu (Kinetic) 22.10 July 20, 2023
Ubuntu (Lunar Lobster) 23.04 January 25, 2024
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