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IAMT7ATF2TATAEEZ—DI—F—2FERALTHA A2 FTDHFECOVTRE, TAWS
BAA2 A—Y—HAR, O TAWS PO EAR—ZINICHA (42, ZBRLTLKEE L,

CNSDRAVTRE, AWSTAHIUKN EA—H—ZZDT NI MNOEREERTERLET,

EENAR

COFI—RITITE, EHHBEBENDRE, 77—LDRE, EEEROER. BLUVEETH
HENEBBEOEMOFEICODVWTHBALET,

N =R/
BIREH
- EEFIVOEEMLTS
- EEERZERTID
- EEREROBNT V> 3 OER
- EEMRICENBEZEATS
« AWS loT Device Defender EEZ& IAM O—JLDER (A7 32 )
. SNS BHAEEMICTS (A7)
- A7ay)O7REEEMLTS

Bl RR SR AF
SOFI—RUTLERTIBICE. UTHFLETT,

c AWSTHIV K, CheHF>TVWEWEER., BEEZSRLTEEL,

EEFIVvIOZBMLTS

ROFIETE, THADVRBLRETFNAADREERY D —ZF/AXT, EF1UT A WRHNREEh
TWBEZBRLET. cOFI—KNUTILTRE, IXNTOEEFIVIZBMCIISREelLT
WERTH, EREOFIY V2RRTEFRT,

ETREE. 12ABLYOTFTINA A (AWS loT ICEHRENLET V- TFNAR) BV ORET
T LEANST, EEFIVIVZEMRIEBHIBRLTE, COMREZEATIROBADEREICE
HFELEEA,

EEAA K 9


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-setting-up.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

1. AWSloT OV —)ZMAEET, TES—>3aRA2T, [EF21VFa]1ZEBEAL, [12b
O o232 &&RLED,

2. [AWSIloTtFa1UT 1 EEZBE]) ZBRLE T, EEFIVIRBBHNICAICAYE
E

3. [EEE)ZzRMAL., RE]| ZBRULTEEFIVIZRTLET, EEFIVIOREZREIRT S
EEEFIVIQOENICOVTHRTERT, EEFIVIOFEMICO VTR, BEEFT Y
71 BBBLTILEEV,

4., (F72aV)ERALEVO-ILIBICHREER. [H—ERAOT IV AERZER] Zi&RL .
—EHNrSsO-)ZBIRLT, [EF) ZBIRLFET,

EERRERTITD

ROFIETE, EERRERTIBDHFEEZRLET, COFI-RNITIILTR, EETFIVIZEN
It32 F1I—NUTITRETNLEEETFIVIVNEEREREZHILE T,

EERRERTTDCG

1. AWSI0T OV Y- EBEET, FEF—SIVRATT, [RFIUF 1], [BE] OMECEHN
L. &R 2@8RLET,

2. WETHEERTY IO [&H] ZERLET,

3. BEEROFIYI]IO[ER TRE|EARXZERTDE, AT T4 TV AFEROERN KT
ENET, PEETIVIZBRICIDFEOHAAVALLODVTR, "EEFIVIHEE, %
ZRLTEEL,

EEGROBEBNT V> 3> OEK

LLROFIETIE, AWS loT Device Defender Audit Mitigation Action Z#ER L T, AWS loT O &
ZEMCILET, REEFIVIICER. NYEVITENERNT O3> Fd)EYT, chlk, BiE
TREEFIVIRAICERTS [Actontype] (FTO2 32 0EE) CREBLET, FMIEODVTR, &
M7O>3a>#zsBLTLKEEV,

AWS loT OV =) Z2FERALTERMT 7232 2ERTSICE

1. AWSIoT OV Y- ZREXRT, FET—>32RA2T, [EF21UT (], [#&H] OIECEER
L. BET2>3V]Z2BRLET,

2. [Mitigation actions] (JBFF7 V< 3 >) R— T, [Create] (fERK) Z&#IRL £,

EEFERERTTD 10


https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-audit-checks.html
https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-mitigation-actions.html#defender-audit-apply-mitigation-actions.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-mitigation-actions.html#defender-audit-apply-mitigation-actions.html
https://console.aws.amazon.com/iot
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3. FHLLVWEBRT7I3aVZEERTIIR—DO[FTU>aAHE]
2. EnableErrorLoggingAction BEDBEBET V> a>N—EDRZFEAINLET,

4. [FO>3>ZA7]) T, [AWS loT OJREEZEMICTS]) ZiBIRLET,

5. [7UVtA¥ER] T, [O—ILOER] ZiBRLET, [O—ILE]
T. [IoTMitigationActionErrorlLoggingRole] AL ET, LT, [{EK] Z&IRL
7,

6. [/NZX—Z]o [OJ&&OO—)L] T, [IoTMitigationActionErrorLoggingRole] ZiEIR
LET, [ATJLAXRI] T, [Error] ZBRLFET,

7. [Create] (fERK) ZZEIRL £ T,

EEMRCENEEZERTS

ROFIETE, BAT 0232 2EEBRRICBERAIZHEZRLET,
TEHENEEFRZBRNITZICE

1. AWSIloT AV Y- ZREXRT, TET—>32RA2T, [EF21VT /], [EE] DIECRERF
L. R Z28RLET,

2. NMRIHIEELREERLET,

3. BR=EH®IELET,

4. [Start mitigation actions] (JBFT7 V2 3> OBK) ZiBIRLE T,

5 [ATE&EN &M T, UTIZER L BB T 232 EnableErrorLoggingAction Z#ERL
F9. BELCHLTZEHIC, SEEROBRBBRIECHETN BT Va2 &2 BIRTEERT,

6. EHI—RZEBEIRTSZ| T, EEFIVITRENLEHI-REERLET,

7. [BARAVZRK ZBRLET. BRTIVZIVHARTENDIETHILI DB EENBUET,

BT O3Bl L Z2HRI DI

1. AWSIloT A2V —=IOFES—23a>RA2T, [RE] ZBRLET,
2. [H—EROJ]T. [ATJLAXI]H Exrror (least verbosity) THD & ZHRBLET,

EEMRICENEEZERT 2 11


https://console.aws.amazon.com/iot
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AWS loT Device Defender E5& IAM O—JLDERK ( A 7> 3>)

IROFEIETIE. AWS loT A®D AWS loT Device Defender 5 HiY) 7 O 2 AEZIEMH TS AWS loT
Device Defender B52 IAM O— )L Z4ERK L £,

AWS loT Device Defender O —EAO—)LZEKTBICIE (IAM IV =)L)

1.

10.

AWS Management Console (24 >4 > LT, IAM 32V —)L (https:/
console.aws.amazon.com/iam/) Z& £,

IAM 2V —=)OFET—232R42T, [A—J] [A—ILZ2ERK] Z2RRLET,
AWS OH—ERX OO—I)LZA4 72 BRLE T,

[ZFDfMD AWS O —EADI—AT—RA] T, [AWS loT] Z3#IRL . [loT - Device Defender
Audit] Z8RL £,

[Next] ZERL £,

(A723TOELAHAADERERELET, COT RNAREERF, y—EAO—-ITE
RATEERIN, Y—EARALCVZIZnEO-ILTREHYEE A,

[Permissions boundary] (7 7 2 AFAIDIER) V> 3> ZEMAL . [Use a permissions
boundary to control the maximum role permissions] (7 7 EAFTOERZFEAL T, O—ILD
TOELAFAOLRZBRETS) ZERLET, IAMIZE., SBLEZOTHT2 NADO AWS EE
RUS—ENAEIN—BBRIV—QUARNHYNET, TOELAFAORRIZFERATERY
S—%BRTBH, [RUD—ZER] ZBRLTHLVWI SO RT2EE, HILLRDVS—%
TONSERLET, FMICOVTEK, FIAMI—HY—HA Rs ® TIAMAKRUS —DER, &
SBLTILKEEV, RUS—ZERLES, TOXTZHALUTRORTICRY ., POERAFAD
BRELTEATRIRV—ZBIRLET,

[Next] ZERL £,

COO—LOEMNZEBALYXI<KTRIO-IILBEZANLET, O—LBEAWS THD Y
NT7HIVRAT—ETHIBENf HYVET, ANFEPIXFREBEhEEA. flX

(&, PRODROLE & prodrole E WS A—I)BZWMEERTRD R TEELRA, Z<OIY
TATALK)O-IUNSREND Y, ERRICO-IINEBZEETDERFTEEE A,

(F7°2 a3 >) [Description (REE)] ([Cl&k, LLVO—IILOHAZEADLET,

[Step 1: Select trusted entities] (AT Y 7" 1: EEEX LT 1 T 1 OEIR) =& [Step 2: Select
permissions] (AT Y 7" 2: #MRDBIR) 0t o> 3> T [Edit] |wHE) £i#RL, O—I)ILOI1—R
T—AEERZZELET,

AWS loT Device Defender B2 IAM O—JLOER (A 7> 3> ) 12
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M. (FA723)B2T2F—N)1—RTELTTEYFLT, XEXF—R21—F—ICEMLE
T, IAMTORIDOFERAICETAFHFMIOVTR, "IAMI—H—HA R, 0 TIAM DY —X
IC2T %21 2Z8BRLUTLEZV,

12. O—J)L1EHZz/wEL., O—ILDER 2BRLET,

SNS BHIZEMICTD (F7232)

ROFIETIE, Amazon SNS (SNS) BHZEMICL T, EETFEEOVY —ANBEShELE
BELES, COF1—RNUTPILTR, EEFIVIOEZBMELTS F2a—KNUTILTEMCILE
EEFIVIDOBHIEZRELET,

1. FEHRELTLWAWEA., AWS Management Console 2T SNS ADT &

TAZRBITEIRI—ZTRYFLET, chzEITIICE. "IAM 1—H—
HAR, O TIAM A=Y —=TI)N—=TAORIV—DOT RV F 1 OFIEICH>
T. AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction 7R1) > —&3&IRL £ 9,

2. AWSIloT OVV—I)ILZBEXT, TES—2a RA2T, [EF2UT 1], [BEE] OIEICER
L. RE]ZERLET,

3. [Device Defender DEEEREI| R—Z DO TEHPICHD, [SNSTS—MNE2EBMICT D] ZBIRL F
¥,

4. (B BERLET,

5. [FMEY L FLWREY JZER] DIEICERLET. NEY I IoTDDNotifications &
WHSBEIZEM T, [EK] Zi8IRLET, [O—JL]ICIE. TAWS loT Device Defender E5& IAM
AO—)IOER (A7>32 ) s TERLEZO-ILZEIRLET,

6. [Update] (E#7) ZBIRL £,

7. Ops 7Z2YRTA—LTEX—IL®THFANE Amazon SNS BHTEZELLEVEER. "1—
+'—3& 411 Amazon Simple Notification Service ZEH 321 Z2SBL T EE L\,

(F7>ar)OJe&eBMLT S

COFIETIE. AWS IoT A" CloudWatch Logs ICHERZFEERTEDRSICTAIHEICODVTHHALE
T, ChiCkY), BEEFERERTTEERT, OJVRERZEMCTRIE, RENfFRETIEEN BV E
9,

OJREFEEMCTSICE

1. AWSIoT OV V- ZREERT, FET—>3RA2UT[RE] ZEBRLET,

SNS BHEEMCTS (A7 3>) 13
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_attach-policy.html
https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://docs.aws.amazon.com/sns/latest/dg/sns-user-notifications.html
https://console.aws.amazon.com/iot
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2. (A7), [ATnERE] ZERLET,

3. FLLWA-W T, [A—ILoEK]Z20)Y O ULET, O—I)IC AWSIoTLoggingRole £S5
ZREMAT. R ZERLET, RUS—RBEBNICTEYFEIET,

4. [ATLRIL]T, [FNYT (BERAR)] ZBIRLET,

5. [Update] (E#7) 2 BIRL £ T,

ML Detect A R

CORBAEEDTA RTRE., BHEE ML) Z2ZFRAL T, FNAAPSOBEBXRNJIVAT—RICE
SVWTHEEES NDEEDOTTIL ZHEMR T S ML Detect Security Profile Z#ER L £9, ML Detect (Z &
ZMLEFILOERPIC, EBRAZERTEET, MLEFILOBRRE, 77— LZHRENICRTE
BLRUOAEL, BEENLEBEEZENTEET,

ML Detect S I API AN RB KV CLI N ROFEMICOVWTIE, "MLERH, 28HBLTL
EEW,

COEIZEK, UTOEIZIVHFEEFNTVET,
- BIREZH

« 1Y —)L T ML Detect ZfERT 2 5%

« CLI T ML Detect ZEH T2 5%

Bl FR SR

c AWS7HIV K, ChEF >TLWEWEERR. REZSFRLTSEEL,

>y —)L T ML Detect ZER T3 5%

Fai—-KNUTIL

« ML Detect ZEMIL TS

s MLEFIDAT—ZAZEHRTS

* ML Detect 72— LZHEFEITD

s ML75—L%ZHHAETS

s P7—LOEBREEI—VTB

s BESNETFNAADOBBZENTS

ML Detect 1 R 14
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ML Detect ZEM{LT 3

RDFIETIE, 0>V —I)LT ML Detect ZRETRDHEICODVWTHBALET,

1. &9, ETFLORENBERNL—ZDTEEHROLHIC, T/NA4 AN ML Detect DHRNEHXTE
BENTVWRECBILHL2 T, BEEBIRNT—FRAVNEERTDEZ2HALET,
T—RREEEHBICE. EFIVFTATATTAINNFZ—TYN(E/EEEE/ OTIL—T
THIFENHVET) CHRELCTEYFERTVRLSICLET,

2. AWSloT AV =)D+ ES—>3a>RA2 T, [Defend] (B5f) ZEBBEL £, [Detect] (&
H). [Security profiles] (22115« 7’07 7 4 )L, [Create security profile] (¥ 21U F ¢ 7O
77 A4 I)LDOYERK). [Create ML anomaly Detect profile] (ML EE®REZ' O 7 7 14 )L DIERK) DIEIC
BRLET,

3. [Set basic configurations] (BN EEREZME) R—I T, UTZERITLET,

« [Target] (Z—47'Y N) T, =Y RFNARATIN—T%BRLET,

* [Security profile name] (EF*¥ 174 7O77A4I)LR) T, X1V FT47O7 74 OAEH
ZADLET,

« (#7233 2) [Description] (iBH) T, ML7O7 7A ) OB HRPZTLATEE T,

- [Selected metric behaviors in Security Profile] (¥ 2174 707 74 )L TOBERE =X K
DOAQOEE) T, BERITBIXRNIIRAZERLET,

>V —)LT ML Detect ZfE T2 5% 15
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AWS loT Device Defender Detect Security Profiles Create ML Security Profile

Step 1

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Set basic configurations
Step 2 - optional
Security Profile basic configuration

Step 3
Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Entar a unique name containing only: letters, numbers, hyphens,
or underscores. A Secur Ly Profile name canneot contain any

spaces.

Description - eptional

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo
You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥ Add device-side metric ¥

Datapoints

. Datapoints o
. ML Detect required to . MNotification
Metric Type i R required to
confidence trigger £
clear alarm
alarm
Authorizatio
. Cloud-side High 1 1 Suppressed
n failures
Connection
Cloud-side High 1 1 Suppressed
attempts
Disconnects Cloud-side High 1 1 Suppressed
Message
_ < Cleud-side High 1 1 Suppressed
size
Messages
Cloud-side High 1 1 Suppressed
received d i
Messages
cent 9 Cloud-side High 1 1 Suppressed

BTLES, [Next (RN\)] Z:BRL X T,

4. 1VJRZ KD [Set SNS (optional)] (SNS DFEE (F 723 V)R—=DT, FNA AN 70774
ILOEEICERLESENDTS—ALBHO SNS REY U EIEELET, BIRL = SNS hEY
VTRITIDEHICEATZ IAMO-I)LZBRLET,

SNS O— )L ZFEFHF > TV BRWEERF., ROFIEICH ST, LYEEBDEYNET IV AFTL
EEEREZHF O>O-ILZERLET,

>V —)LT ML Detect ZfE T2 5% 16



AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

« [IAM console] IAM A2V =)L) ICAWET, FET—>3 R4 T[A—)] Z8RL 1=
#®., [O—)LOER] ZEBRLET,

c EEENLEIVTATADRATEER] T, [AWS OY—ERX] 2BRLET, TOH%,
[Choose a use case] (1— AT —AMi&EIR) T [loT] Zi#IR L. [Select your use case] (I1—
AT —AMiER) T [loT - Device Defender Mitigation Actions] ZiZIRLET, TTL L
5., [Next: Permissions] (X\: 7 O A Z#IRLE T,

« [Attached permissions policies] (7 Y FENT V2 AFHAR > —)
T. [AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction] AMEIREhTWB Z &
ZHERRL TH S, [Next: Tags] (RN\: ) ZiBIRLF T,
1 ° 3 4

+ Attached permissions policies

The type of role that you selected requires the following policy.

Filter policies Q search Showing 6 results
Policy name « Used as Description
» AWSIloTDeviceDefenderAddThingsToThingGrou..  Permissions policy (1) Provides write access to loT thing groups andr...
» AWSloTDeviceDefenderEnableloTLoggingMitig.. ~ Permissions policy (2) Provides access for enabling loT logging for ex...
» AWSloTDeviceDefenderPublishFindingsToSNS... Provides messages publish access to SNS topi...
» AWSloTDeviceDefenderReplaceDefaultPolicyMi... Provides write access to loT policies for execut...
» AWSloTDeviceDefenderUpdateCACertMitigatio... Provides write access to loT CA certificates for ...
» AWSloTDeviceDefenderUpdateDeviceCertMitig... Provides write access to loT certificates for exe...

» Set permissions boundary

* Required Cancel Previous Next: Tags

- [Add tags (optional)] (Z % MBI (A7 3>) Tk, O—JLICEERTZ T ERMTE S
T T LS, [Next: Review] ZiBIRL E T,

 [Review] (LE21—) T, O—/LICEBZ
7. AWSIloTDeviceDefenderPublishFindingsToSNSMitigationAction A" [Permissions] (7 7 &z
AFFH) OTICRIRE N, AWS service: iot.amazonaws.com A" [Trust relationships] (15 %8 B3 &)

>V —)LT ML Detect ZfE T2 5% 17
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DRICKRRENTVDREEBRLET, KT LES, [Create role] (A—ILDERKR) ZEIRL
S

Identity and Access
Management (IAM) 1

Roles > Sample-SNS-role
Delete role

Dashboard

Access management

Summary

Role ARN

Role description

arn:aws:iam::049832161882:role/Sample-SNS-role fa

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

Groups Instance Profile ARNs [val
Users Path /
Roles Creation time 2020-12-21 1713 PST
Policies Last activity Not accessed in the tracking period
Identity providers Maximum session duration 1 hour Edit
Accolnt seftings Permi Trustr lips Tags Access Advisor Revoke sessions
v Access reports
Aeckas walioe ~ Permissions policies (1 policy applied)
Archive rules © Add inline policy
Analyzers
Settings Policy name ~ Palicy type «
» WP AWSloTDeviceDefenderPublishFindingsToSNSMitigationAction ~ AWS managed policy X

Credential report
Organization activity

Service control policies (SCPs)

Identity and Access
Management (IAM)

4

Dashboard

Access management

» Permissions boundary (not set)

Roles > Sample-SNS-role

Summary

Role ARN

Role description

Delete role

arn:aws:iam::049832161882:role/Sample-SNS-role (7]

Provides AWS |oT Device Defender write access to publish SNS notifications | Edit

Groups Instance Profile ARNs 7]

Users Path /

Roles Creation time 2020-12-21 1713 PST

Policies Last activity Not accessed in the tracking period

Identity providers

Account settings

Access reports

Access analyzer

Maximum session duration

Permissions

Trust relationships

1 hour Edit

Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Archive rules Edit trust relationship
Analyzers Trusted entities Conditions
Settings The following trusted entities can assume this role. The following conditions define how and when trusted entities can

Credential report

Organization activity

Trusted entities

assume the role.

There are no conditions associated with this role.

The identity provider(s) iot.amazonaws.com

Service control policies (SCPs)

Q, Search IAM

5. [Edit Metric behavior] (X M) 0 AQEBEDIRE) R—2 Tk, ML OBMEDREZHARXIA X
TEET,

>V —)LT ML Detect ZfE T2 5%
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AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender

Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Detect Security Profiles

Create ML Security Profile

Edit metric behaviors - optional

Update ML behaviors with behavior name, alarm criteria and notification settings.

Edit metric behaviors

Authorization failures

Behavior name

Authorization_failures_ML_behavior

Datapoints required to
trigger alarm

1

Datapoints required to
clear alarm

1

Metric

Authorization failures

Notifications ML Detect confidence

Suppressed ¥ ‘ ‘ High ¥

Bytes in

Behavior name
Bytes_in_ML_behavior

Datapoints required to

trigger alarm

1

Datapoints required to

clear alarm

1

Metric

Bytes in

Notifications ML Detect confidence

Suppressed ¥ ‘ ‘ High ¥

Connection attempts

Behavior name

Connection_attempts_ML_behavior

Datapoints required to

trigger alarm

6. #TLES, [Next (XN)] ZBIRLE T,

7. [Review configuration] (X E D) R—2 T, HMEE CERT 3 BEZHER

ZERLET,

Datapoints required to

clear alarm

Metric

Connection attempts

Notifications ML Detect confidence

Suppressed ¥ | | High ¥

. [Next] (X~)

>V —)LT ML Detect ZfE T2 5%
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AWS loT Device Defender
Step 1

Set basic configurations

Step 2 - optional

Edit metric behaviors

Step 3

Review configuration

Detect Security Profiles

Review configuration

Edit ML Security Profile

Security Profile basic configuration

Profile name

Smart_lights_ML_Detect_Security_

Profile

Target

All registered things

Description

ML Detect security profile for

monitoring smart lights

Selected metric behaviors in Security Profile

Behavior

name

Authorizatio
n_failures_
ML_behavio
r

Bytes_out_
ML_behavio
r

Connection_

attempts_M
L_behavior

Disconnects
_ML_behavi
<

Metric

Authorizatio

n failures

Bytes out

Connection

attempts

Disconnects

Type

Cloud-side

Device-side

Cloud-side

Cloud-side

ML Detect

confidence

High

High

High

High

Datapoints
required to
trigger
alarm

Datapoints
required to
clear alarm

Sup

Suf

Suf

Sugp

8. EFa1UF«47O77AINOERMKIE. [Security Profiles] (EF¥1UF47O77A4)) R—=T(Z
DAL RNENET, TR, MILKERENEEFIVTATOT7AIIFRTENE

ERD

® Note

MLEFILOMBRL —Z2J &A=
REBTITAETANHZERR,. BETRITZ—LARTENDZENBEEIE

ER

IRXRTIC 14 BELAVWERT, T/NAAL

>V —)LT ML Detect ZfE T2 5%
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MLEFIDAT—RAZERTS

MLEFILAMBRNL-—Z2JHBRNICH2EE. XROFEZRTIDETVOTEEBRRZE

WTEXY,

1. AWS loT AV —=ILOFES—2 a2 RA42 T, [Defend] (FhfH) ZEB L. [Detect] (HRH).

[Security profiles] (EF¥21UF7 47077 4)L) OIEIZERLE T,

2. [Security Profiles] (EF¥1VF«47O77A4IN)R—DT, BRAITBDEFX1VF4707714)L%
BIRLET, TD#E, [Behaviors and ML training] (B1fEE ML RL—Z29) ZB8IRL E 7,

3. [Behaviors and ML training] (B1#fE& ML RL—Z—>9)R—=2 T, MLEFILOKNL—Z2T D

BRREEBLET,

EFILDAT—RAN [Active] (T IT 14 7) I &, ERAMRICEDWT Detect MIRTE % BF

wmLU, BE7O77AILNEZEHLET,

Behaviors and ML training (7)

LowConfidence_MladBehavior_NUM_LISTENING_TCP_P LowConfidence_MladBehavior_NUM_LISTENING_UDP_P
ORTS ORTS
Model status Metric Model status Metric
@ Active Listening TCP port count @ Active Listening UDP port count
Last built Confidence Last built Confidence
March 19, 2021, 09:31:02 Low March 19, 2021, 09:31:02 Low
(UTC-0700) (UTC-0700)
Target Notification Target Notification
RulesToMladProfileUpdatething-  Not suppressed RulesToMladProfileUpdatething-  Not suppressed
group--13d34e0d2cBe139e group--13d34e0d2cBe130e
Datapoints required to trigger alarmDatapoints required to clear alarm Datapoints required to trigger alarmDatapoints required to clear alarm
%, of all training days required % of all training days required

100% 1
%, of all training data required %,of all training data required

LowConfidence_MladBehavior_NUM_ESTABLISHED_TCP
_CONNECTIONS

Model status Metric

@ Active Established TCP connections count
Last built Confidence

March 19, 2021, 09:31:02 Low

(UTC-0700)

Target Notification

RulesToMladProfileUp i Not supp
group—13d34e0d2cBe13%e

Datapoints required to trigger alarmDatapoints required to clear alarm

® Note

EFILABELEERY CEBLEVEER. T/N1AD
BELTEZWL,

ML Detect 7 5 — A=Y

FNEH ERELTVWA R

MLEFIABEE N, F—IHEROEBIES LS, EFINCR>THAEND TS —LZEH

ICRFBLTRAETERY,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

1. AWS loT OV —=)ILOFES—> 3> R4 2T, [Defend] (B51H) ZBBIL . [Detect] (&),
[Alarms] (7 5 —L4) OJEICEIRL E T,

AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

Q 1 (o]
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245-4ffe-8ef7- fden Rulebased Authorization_failures Authorization failures: Unknown
15:50:00 (UTC-0700) b2b52e78975¢ - 0 failure(s)

September 03, 2021, iotconsole-539d0ef0-3504-da9¢-a7al- cen Ao based Authorization failures: -
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81c61d7-9362-4c87- fden Rule-baced Authorization failures: Unknoum
15:50:00 (UTC-0700) ada6-33389147349 0 failure(s)
Septemnber 03, 2021, iotconsole-23e8ec9a-2162-456e- fdsa Rule-based Authorization failures: Unknown
15:50:00 (UTC-0700) 38c2-30238267618 0 failure(s)
September 03, 2021, iotconsole-8520278e-29aa-4554- s e based Ag;ng;‘if;“"”—fa““’es Authorization failures: I
15:50:00 (UTC-0700) b3b6-111b3063228f ’ . 0 failure(s)

2. [History] ((BE) 2T I_BEBHTHE, PTO—LRETREEBLB2EFNAADEMAZRRTDL
£ETEXET,

AWS loT Device Defender Detect Alarms

Alarms i

Show events for: | Last 14 days ¥ | | All Security Profiles ¥

180

o —=
Y “—_../ —e
0 | ) 1§ et
Aug 21 Aug 22 Aug 23 Aug 24 Aug 25 Aug 26 Aug 27 Aug 28 Aug 29 Aug 30 Aug 31 Sep1 Sep2 Sep3

@ natarm ¢ Alarm cleared [l Alarm invalidated

SFMBEWERNB T B2k, [Manage] (BE) T [Things] (/) Zi&RL ., HMERRITDE/ %
#IRL T, [Defender metrics] (Defender X NV R) ICBEILE T, [Active] (FOT147)R7

>V —)LT ML Detect ZfE T2 5% 22
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AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

»5., [Defender metrics graph] (Defender X N O RAT SV ICTOEAL T, 7S5 —LIREEIC
HEDEDINTICKHULTHAEZRITTEET,. COBE, 57X Y E—2H A XDORANA
INRREN, PI—LNFBABENET, TOR, P5—ALNIOVTENiERBERTESE
CP

AWS loT Things smart_light_thing_1

smart_light_thing_1

NO TYPE

Actions ~

Details Metric Time range
Securi Message size - Maxi... ¥ Last 14 days v
Thin u : : : i i
Dimension (optional) Dimension operator
Shadows v
nt
Message size - Maximum
Activit
1000
Reset zoom

. - d— A
Violations 750 T y

i 03/19/2021 12:55 UTC
Defender metrics # Message size - Maximum: 801

500
250 \

»
L,

12:45 12:50 1255 13:00 13:05 1310 1315 13:20

=k~ Message size — Maximum

ML7Z—LZMAETS

ML EFIAFBEE N, F—RXHAOEBIEL LS, EF21UFTF47O07 740 ML BHEERER
FHUTHREEZLETEET, XOFJEIFE., AWSCLI TEF21UF47O7 74O ML BERE
EEHMIDHEERLTVET,

1. AWS IoT AV =IO FES—>3 2 RA42 T, [Defend] (B5f) ZEBAL . [Detect] (# ).
[Security profiles] (EF+21UF 47077 4)L) OIEIZERLE T,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

2. [Security Profiles] (¥ 21 VFT47A77AIN)R—D T, RT3 X217 4707 74D
BILHBDTFIVIRYIREFVICLET, TDOHE, [Actions] (F V3 2), [Edit] (fREE) OB
ICERLET,

Types AWS loT > Device Defender » Detect » Security Profiles
Thing groups

Jobs Edit

12 03 . >
Tunnels Delete
Threshold Metri
b Fleet Hub Security Profile reshor Behaviors etrics Target Creation date Notifications
type retained
» Greengrass
i March 17, 2021, Suppressed
©  smart_lights_ ML Detect_Security_Profile ML 9 c All registered things
» Wireless connectivity ‘ 12:58:14 (UTC-0700) )
March 16, 2021, Suppressed
» Secure .
MyEmptyGorupSP ML 6 EmptyGroup 17:52:01 (UTC-0700) (6)

3. [Set basic configurations] (BEAEHOEE) Tk, EF1VF47A774ILOE—7Y hOE
JOTN—TZRABLIEY, ERITBIXNIVIORAZEELLEYTERT,

>V —)LT ML Detect ZfE T2 5% 24
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AWS 1aT Device Defender

Step 1
Set basic configurations

Step 2 - optional

Stap 3

4., ROWVWTFhAZEEHFHFTSICIE, [Edit metric behaviors] (X MU 2 ADEEDIRE) ICBEIL £

ERD

C TS
C TS
e ML Detect EEL XIL

Detect

Security Profiles Create ML Security Profile

Set basic configurations i«

Select target and metrics that you would like to configure for your ML Security Profile.

Security Profile basic configuration

Target

All registered things 3

Security Profile name

Srart_lights_ML_Detect_Security_Profile

Enter a unique name contakning only: letters
C or underscores. A Secu rity Profile name canneot contain any

Description - eptional

numbers, hyphens,

ML Detect security profile for monitoring smart lightq

Selected metric behaviors in Security Profile (&) nfo

You can assass how your fleet of devices is operating across the following metric behawiors.

Add cloud-side metric ¥

Add device-side metric ¥

Metric

Authorizatio
n failures

Connection
attempts

Disconnects

Message
size

Messages
received

Messages
sent

Type

Cloud-side

Cloud-side

Cloud-side

Cloud-side

Cloud-side

Cloud-side

ML Detect

coinfidence

High

High

High

High

High

High

—LEZRBITRIEOICXERZ ML EFILOTF—RRA K
—LZVITIREOICBEBZMLEFILOF—2RA2 K

ML Detect BHl (FlZ . HFEIE N TVELCA IMHEn)

Datapoints
required to
trigger
alarm

Datapoints
required to
clear alarm

Motification
£

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

Suppressed

>V —)LT ML Detect ZfE T2 5%
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-~
AWS loT Device Defender Detect Security Profiles Edit ML Security Profile
Step 1 . - . .
B Edit metric behaviors - optional i+
Set basic configurations
Update ML behaviors with behavior name, alarm criteria and notification settings.
Step 2 - aptional
ECEIMEtichenalons Edit metric behaviors
Step 3
Authorization failures
Behavior name Metric
Authorization_failures_ML_behavior Authorization failures
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ | | High ¥
1 1
Bytes out
Behavior name Metric
Bytes_out_ML_behavior out
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm Suppressed ¥ ‘ ‘ High ¥
1 1
Connection attempts
Behavior name Metric
Connection_attempts_ML_behavior Connection attempts
Datapoints required to Datapoints required to Notifications ML Detect confidence
trigger alarm clear alarm | | )
B Suppressed ¥ High =

T2 —LDOBBREEZY—TU TS

RADREZREL . TORIREOFHAZADL T, P7—LEN—JLET, chid, BPECHS
DF—LHFRBEITZIHBENDBVNTZ—LAZRETIDICRIUEET,

1. AWSIloT V=IO FES—>3 > RA 2T, [Defend] (B5f) ZEF L. [Detect] ().
[Alarms] (75 —4) QIECERLET, RIEREEI—IFBTS—LEBRLET,

>V —)LT ML Detect ZfE T2 5% 26


https://console.aws.amazon.com/iot/

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender Detect Alarms

Alarms e

All alarms (1/5) info Start mitigation actions

Q 1 ®
-] First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confid¢
September 03, 2021, iotconsole-6f8370bc-c245-4ffe-Bef7- e fulebased Authorization failures  authorization fallures: |

15:50:00 (UTC-0700) b2b52e78975¢ 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢c-a7al- fdsa Rule-based Autharization failures: Unknown
15:50:00 (UTC-0700) be53b472b850 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4c87- Authorization failures Autharization failures:
fdsa Rule-based _behavior ’ Unknown -
15:50:00 (UTC-0700) 3da6-333891f7349 Notificatio 0 failure(s)
September 03, 2021, iotconsole-23e8ec3a-2162-456e- s Rule-based Al‘]‘ép‘:ziifr“""ffai‘“'es Autharization failures: rikoun
15:50:00 (UTC-0700) 8c2-302c38261618 a 0 failure(s)
September 03, 2021, iotconsole-85e0278e-29aa-4554- » Rule-based Authorization failures: .
15:50:00 (UTC-0700) b3b6-111b3063228f - uiebase 0 failure(s) nknown -
< >

2. BRIPREBEN—V TR ZBVET, RIDREE-SFIILIHEET,

3. EYISKRIDREZBRRL ., RIAOHB (A7>32 ) ZAHL., MarkZ B ET, DTV
>avik, BRUETZ—ACKRIDREBEHBAZE HTERT,

Mark verification state X

Select verification state

Providing AWS with information about your alarm verification state helps AWS improve the ML and
Rules Detect features. By marking verification state on an alarm, you agree and instruct that AWS may
use and store your device metric data that triggered the alarm and the related alarm information to
develop and improve Detect in the future.

Unknown a
True positive
False positive

Benign positive

Unknown

>V —)LT ML Detect ZfE T2 5% 27
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BESNLETNAAOBEZENT S

1. (A7 23V)REBROBNT V232V Z2REITDHEIC,. BRLTVARTF NS RAZBEITIRE
TIN—TEZRELEL&S, BEODIVIN—TE2HRATDEETEERT,

2. [Manage] (B®). [Thing groups] (E./ ® %' )L—7"), [Create Thing Group] (E/ DT IL—7"D
ER) DIBICBEBLET, E/OTIIN—TICBEZNFHTET, cOF1—NUTILTRE., £
/DT —7IC Quarantine_group EVWS BB ZFIFTE T, [Thing group] (E/ DT )L—
7). [Security] (F 1T 1) Tld. E/OTN—TCROKUS—EBELET.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "iot:*",
"Resource": "*",
}
]
}

AWS loT X AWS loT Thing groups Create thing group

Monitor
Activity Create Group
» Onboard

¥ Manage
Things Create a Thing Group
Create a group of selected things. You can add and remove things from your group after Create Thing Group
Types creation.
Thing groups
Billing groups

#£ 7T L5, [Create thing group] (E/ DT I —TDER) ZBIRL E T,

3. ®T/DOIIN=TEZERLIEDOT, Po2—LREDT/NA A% Quarantine_group [CBEITS
BT O3> EERLEL &5,

[Defend] (F54) @ [Mitigation actions] (#&MF 2 32) T, [Create] (fERX) ZEIRL £,

>V —)LT ML Detect ZfE T2 5% 28



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

4.

AWS loT x AWS 18T > Device Defende:

Monitor
Mitigation actions (2)

eeeeee d date Action name

» Manage November 03, 2020, 23:21:17
(UTC+0000)

» Greengrass June 08, 2020, 19:04:23

(UTC+0100)

¥ Audit

[Create a new mitigation action] (1L W EF 7

x5

* [Action name] (7 V23 RA):. BMT U2
¥,

arm:aws:loteu-west-1:614743118091:mitlgationaction/Disable_Device

am:aws:loteu-west-1:614743118091:mitigationaction/MitigatePolicy

2232 0EK)R—I T, UToOBERZADL

3 IZ& 80 (fl: Quarantine_action) Z{FFF

* [Actiontype] (703> OEE): 70> a>0EEEREIRL £, [Add things to thing group
(Audit or Detect mitigation)] (E/ O T I —7I1CF ./ 21BN BAEEOEEF L IEBRE)Z1ER

LET,

« [Action execution role] (7 V23> RTO—-)): O—-ILZEXTEH., FRIICERL TVSDIE

BREBEFEOO-INZERLET,

« Parameters (/N\ZX—2&): T/ OJI—7ZBIRLET. HBIICHERL 2

Quarantine_group ZEATEE T,

>V —)LT ML Detect ZfE T2 5%
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Create a new mitigation action

You can use AWS loT Device Defender to mitigate issues that were found during and audit or ongoing detect monitoring. There are predefined
actions for the different audit checks and detect alarms to help you resolve issues quickly.

Action name  Info

Quarantine_action

Action type Info

Add things to thing group (Audit or Detect mitigation) ~

Permissions

Please create or select a role with the following mitigation action type specific permission(s) and trust relationship.

Required permissions: Manage your service permissions [~
» Permissions

» Trust relationships
You can also attach an action specific managed policy to an existing role, or create a new role with the required managed policy attached.

Action execution role  Info

(LU FCNUL LI Managed policy attached + Create Role Select

Parameters

Thing groups  Info

1 thing group(s) selected. Close

Thing groups Summary

Quarantine_group

ETLES, [Save | ZBIRLET, chT, T7—LAREBOF/NSA AZRERKOE/ DT
N=TCBETHIEMT Va2 e, BEDCTFNARAEZRHEITZIENMT I avFEMEE
Lo

5. [Defender]. [Detect] (&), [Alarms] (7 T —AL4L) QJEICBE L £, [Active] (FIT A7) DT
T, P7—LREICBEDTVER TN/ RAZHIBTEET,
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AWS loT Device Defender Detect Alarms

Alarms

All alarms (5) info

a 1o @
First event Thing name Security Profile Behavior type Behavior name Last emitted Verification state Confidence
September 03, 2021, iotconsole-68379bc-c245- 4ffe-8ef7- Authorization failures 1, orization failures
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) b2b52e78975¢ . 0 failure(s)
September 03, 2021, iotconsole-539d0ef0-3504-4a9¢-a7al- Autharization_failures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) be53b472b850 iNotiieation: on) 0 failure(s)
September 03, 2021, iotconsole-81fc61d7-9362-4¢87- Authorization_failures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) ada6-33389147349 Notification: on) 0 failure(s)
September 03, 2021, iotconsole-23eBec9a-2162-456e- Authorization Fallures Authorization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) 38c2-30238267618 Notfication: on) 0 failure(s)
September 03, 2021, iotconsole-8520278e-29aa-4554- Authorization_failures 4, orization failures:
fdsa Rule-based _behavior Unknown
15:50:00 (UTC-0700) b3b6-111b3063228f Notification: on) 0 failure(s)

RERNROITIN—TIBEHTBT/N1 AZEIRL, [Start Mitigation Actions] (M7 23>0
M) 2 BRLET,

6. [Start Mitigation Actions] ({8F7 2> 3 > OBALR) @ [Start Actions] (72> 3> OBME) T, %
FEERLEBMT7 o2 a7 BIRUET, FIZEE, [Quarantine_action] Z&EIRL TH
5, [Start] (FA%R) ZiBIRL £, [Action Tasks] (F VAV RARI)R—=IHNHEET,
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Start mitigation actions X

Select actions for mitigation.

Things effected by the selected alarm(s)
ddml7

Select Actions
The sequence of action excecutions follows the order of selected action(s)

| a

Quarantine_action

| understand that the selected mitigation action(s) may not be reversible.

7. ZhTTF/)NA AN Quarantine_group I[CfREBEiEh, 75 —LZBIERI LU EEAEORKREE
ERETEXRI, FAENETLES, FNARETE/OTIN—=THL5BELEY, E5IZT7 D
2avERFTLEYTEERT,

AWS loT Device Defender Detect Action tasks

Action tasks (1)
1
Date Task ID Action name Action type Action parameter (1) Action parameter (2) Action Executions
Thing group(s):
December 02, 2020, 14:15:57 (UTCZ) 73fad2ea-9bd8-48d0-af3a-3dbc120b91e7 Quarantine_action Add things to thing group Override dynamic groups: false @ Successful

Quarantine_group

CLI T ML Detect ZfEA T % 5%

CLI ZfEHL T ML Detect 258 ET 2 HEZRICRLET,

Fi—KNUTI
* ML Detect ZE%1{t 9%
s MLETFIDAT—RAZERT S

CLI T ML Detect ZfEF 92 5% 32



AWS loT Device Defender AWS IoT Device Defender A0 ¥ /S—7# 1 K
« ML Detect 72— LZMHRITD

c ML7Z2—LZWAETS

« P2—LDOHBFREEI—DVTB

s BEESNEFNAADBEBEZENTS

ML Detect ZE LT3
LLTOFIETIE. AWSCLI T ML Detect ZEMICT B A EZERLET,

1. EFILOBENBERNL—Z T EEFOLEHIC, ML Detect DHR/NEHFTERENATVDELS
IR THBEBDIRNT—ERA N ETNA AN ERTD L 2BRBLET,. T—FPNE=E
EHBICE, EF1VTA7A77ANCTRYFENET/ OTIN—TICE/HNBREICEFEET
BEROICLTLEEL,

2. create-security-profile AN RZFEAL T, MLDetect ¥ 1 UF 470774 %
ERLET. XOHFIT, security-profile-for-smart-lights EWSBEOEF 1)
TA7AO77AINEERLET, cOTOT7AIIE, BEEENEXYE—2D08, &EOX
BOB, EROBTOR, BLTYTHOBEFIVILET. BT, XKJITAA ML
Detect ETFINEFEHTD & ZMI TS -HIZ mlDetectionConfig ZFEAL £,

aws iot create-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"I{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

},
"suppressAlerts": true
},
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"consecutiveDatapointsToAlarm": 1,

CLI T ML Detect ZfEF 92 5% 33
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AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 1 R

"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": true
},
{

"name": "num-connection-attempts-ml-behavior",

"metric": "aws:num-connection-attempts",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

"name": "num-disconnects-ml-behavior",

"metric": "aws:num-disconnects",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

}

},

"suppressAlerts": true

I

&0

"securityProfileName": "security-profile-for-smart-lights",

"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights"

}

3. RIZ, EFAUFA47A7 74N 1 D2FEFEROE/ OJIIN—TICEERGE
¥, attach-security-profile AN RZFAHALT, E/OJIL—TZEF1 V571470
T7A4NICTERYFLET, XOHITIE, ML_Detect_beta_static_group EVWDZRDTE

CLI T ML Detect Z2fEH 92 5%
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JDI)N—T"% security-profile-for-smart-lights E¥1UFT 4707 7 A4 )LICBEE
~HFHET,

aws iot attach-security-profile \

--security-profile-name security-profile-for-smart-lights \
--security-profile-target-arn arn:aws:iot:eu-
west-1:123456789012:.thinggroup/ML_Detect_beta_static_group

H

&L,

4, TEBEFIVT4A7O77A4NEEELES, MLEFIAFNL—-Z2TZFHBELET. ML
EFIONBARNL—ZVTERBENTTIBDETIC 14 BELAYET, 14 BFEBI B L,
TFINAATEREBRTIVTAETANRELEBRE. T7—LFRRENFTT,

MLETFILDAT—RAZERTS

LTOFIETE, MLETFILOETHFON L —Z2 T 2ERTBHEZRLTVERT,

« get-behavior-model-training-summaries AN RZFEAL T, ML EFI/ILOEBHIR
MEXRRLET, ROHITIE, security-profile-for-smart-lights %1740
T77A4ILOMLEFINL—Z2TOEBRROBMEEZRBLET ., modelStatus l&. EFI)L
FRL—Z2VIJZETLES, REOHEOEIL RNFEXEREPTHINZERLET,

aws iot get-behavior-model-training-summaries \
--security-profile-name security-profile-for-smart-lights

A
{
"summaries": [

{
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_sent_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",
"datapointsCollectionPercentage": 29.408,
"lastModelRefreshDate": "2020-12-07T14:35:19.237000-08:00"

.
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{

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Messages_received_ML_behavior",
"modelStatus": "PENDING_BUILD",
"datapointsCollectionPercentage": 0.0

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Authorization_failures_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.464,
"lastModelRefreshDate": "2020-12-07T14:29:44.396000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Message_size_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 29.332,
"lastModelRefreshDate": "2020-12-07T14:30:44.113000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Connection_attempts_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 32.891999999999996,
"lastModelRefreshDate": "2020-12-07T14:29:43.121000-08:00"

"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "Disconnects_ML_behavior",
"trainingDataCollectionStartDate": "2020-11-30T14:00:00-08:00",
"modelStatus": "ACTIVE",

"datapointsCollectionPercentage": 35.46,
"lastModelRefreshDate": "2020-12-07T14:29:55.556000-08:00"
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® Note
EFIFBELLEES Y ICEBLBEVEERE., FNA AN ) EfF ZHRELTVWAIEZE
BEAL T EEL,

ML Detect 7 5 —L%ZMHRT S

MLEFIABEEZ N, F—RXAMAOERBIES 2S5, EFLNCI>THAET DT —LZEHN
ICRRTEET, UTOFIETE, AWSCLI TT S —LZRTRIDHEEZRLET,

c IRNTCOTITATBRTS—LZRERTDICE. list-active-violations AN RZEFEH
L&Y,

aws iot list-active-violations \
--max-results 2

A

"activeViolations": []

Fh@&, list-violation-events ON RZFEAL T, BEOHEFICHREESNEINTO
BRERRITDEETEET, XOHITIE, 2020 F£ 9 A 22 H 5:42:13 GMT A 5 2020 F 10
H 26 H54213GMT £ TDERARNZEZVARNLET,

aws iot list-violation-events \
--start-time 1599500533 \
--end-time 1600796533 \
--max-results 2

H

"violationEvents": [
{
"violationId": "1448be98c@9c3d4ab7cb9b6f3ece65d6",
"thingName": "lightbulb-1",
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"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",

"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel": "HIGH"

},

"suppressAlerts": true
},
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.29

"violationId": "df4537569ef23efblc@29a433ae84b52",
"thingName": "lightbulb-2",
"securityProfileName": "security-profile-for-smart-lights",
"behavior": {
"name": "LowConfidence_MladBehavior_MessagesSent",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

.

"suppressAlerts": true
.
"violationEventType": "alarm-invalidated",
"violationEventTime": 1600780245.281

1,
"nextToken":
"Amo6XIUrsOohsojuIG6TuwSR3X9iUvH20CksBZg6bed2j21VSnD1uP1pfl1xkKX1+a3cvBRSosIBOXxFv4@QkMERYBkNnZ

vxabMe/ZW31Ps/WiZH1r9Wg7R7eEG1i591]/U0iBQ1McP/ht@E2XA2TTIvYeMmKQQPsRj/
eoV9j7P/wveu7skNGepU/mvpV@02Ap7hnV5U+Prx/9+iJA/341va
+pQww7 jpUeHmINOHwW4MqWOyY swORy3w38h0QWEpz2 xwFWAXAARxeIxCxt5¢c37RK/1RZB1hYqoB
+w2PZ74730h8pICGY4gktIxkwHyyRabpSM/G/f5DFrD905v8idkTZzBxW2jrbzSUIdafPtsZHL/
yAMKr3HAKtaABz2nTsOBNre7X2d/jIjjarhon@Dh91+8I9Y5Ey
+DIFBcqFTvhibKAafQt3gs6CUigHdWiCenfJyb8whmDE2qgxvdxGE1GmRb
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+k6kuN5jrZxxw959zfYDgRHv11iEn8h1qZLD@czkIFBpMppHj9cetHPVM
+qffXGAzKi8tL6eQuCdMLXmVE3jbqcIcjk9ItnaYJi5zKDz9FVbrz9qZZPtZJFHp"
}

MLT7Z—LZWAETS

ML EFIIFEREEh, F—RMAOEB/IE>ES, EF21UTA7O7 740 ML BIERE%R
EHLTCHREELETEET, XOFJERF. AWSCLI TEF21UF47O7 74D ML EBHERE
BEHIDHFEEZRLTVET,

c EFIVF«47O774L0OMLBEREZLEETSICIE. update-security-profile
ONV REFERALET. ROBITR, W I2DDEMED confidencelevel ZZEL
T. security-profile-for-smart-lights E¥1)F47O7 74 I OEEZEHL.
TXTOHBEOBHZHFIMBRL ET,

aws iot update-security-profile \
--security-profile-name security-profile-for-smart-lights \
--behaviors \

"[{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",

"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel" : "HIGH"
}
I
"suppressAlerts": false
I
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
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"criteria": {
"mlDetectionConfig": {

"confidencelLevel" : "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel” : "LOW"
}
},
"suppressAlerts": false
I
i A
{
"securityProfileName": "security-profile-for-smart-lights",
"securityProfileArn": "arn:aws:iot:eu-

west-1:123456789012:securityprofile/security-profile-for-smart-lights",

"behaviors": [

{
"name": "num-messages-sent-ml-behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
}
1,
{
"name": "num-authorization-failures-ml-behavior",
"metric": "aws:num-authorization-failures",

"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
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},
{
"name": "num-connection-attempts-ml-behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
},
"suppressAlerts": false
},
{
"name": "num-disconnects-ml-behavior",
"metric": "aws:num-disconnects",
"criteria": {
"mlDetectionConfig": {
"confidencelLevel": "LOW"
}
},
"suppressAlerts": true
}

15

"version": 2,

"creationDate": 1600799559.249,
"lastModifiedDate": 1600800516.856

Fo—LOEBREZN—UTFD
TI—LLRIAT—RAEY—IL T, PI—LOSEPREEOHAELRITIZEN TERT,

o TI5—AILERREBLETOREOFAEZY—ILET, fllF. 75 —LDKRIIREZE False
positive ICERETHLSHIC, XROON REFEALET,

aws iot put-verification-state-on-violation --violation-id 12345 --verification-
state FALSE_POSITIVE --verification-state-description "This is dummy description"
--endpoint https://us-east-1.iot.amazonaws.com --region us-east-1

H

Lo
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1. create-thing-group AN RZFEAL T, BMT7 O3 AOE/ OIIN—TZERKL F
9. XDOHITIE. ThingGroupForDetectMitigationAction E WS FE /DT I —TZ#ERL £,

aws iot create-thing-group —thing-group-name ThingGroupForDetectMitigationAction

o
{
"thingGroupName": "ThingGroupForDetectMitigationAction",
"thingGroupArn": "arn:aws:iot:us-

east-1:123456789012:thinggroup/ThingGroupForDetectMitigationAction",
"thingGroupId": "4139cd61-10fa-4c40-b867-0fc6209dcasd"
}

2. RIZ, create-mitigation-action ANV RZFEHL T, BMT7 Va3 =ERKLE
T, ROPITE, AT O3> EBERAIZDLEHICEAET NS IAMO—)LO ARN Z{E
AL T. detect_mitigation_action EWSEMT7 V> a2 &ERLET. £, To23>
DEATEZXTDTIIAVDODNTXA—BEZERLET, CcOBE. BMNT7 I3V ICK
v). ThingGroupForDetectMitigationAction £ WS HEIICER L EZE/ OTIL—TICE/FBEIL
9,

aws iot create-mitigation-action --action-name detect_mitigation_action \

--role-arn arn:aws:iam::123456789012:role/MitigationActionValidRole \
--action-params \

{
"addThingsToThingGroupParams": {
"thingGroupNames": ["ThingGroupForDetectMitigationAction"],
"overrideDynamicGroups": false
}
}l
7
{
"actionArn": "arn:aws:iot:us-

east-1:123456789012:mitigationaction/detect_mitigation_action",
"actionId": "5939e3a0-bf4c-44bb-a547-1ab59ffe67c3"
}
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3. start-detect-mitigation-actions-task ANV REFEAL T, N7 O 3aVRAI%
B L E£9, task-id, target, B&LY actions FBE/NTX—XTT,

aws iot start-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction \
--target '{ "violationIds" : [ "violationId-1", "violationId-2" 1 }' \
--actions "detect_mitigation_action" \
--include-only-active-violations \
--include-suppressed-alerts

A

"taskId": "taskIdForMitigationAction"

4. (AT2AV)RARVICEENDENTIVAVORTERRTDICE, list-detect-
mitigation-actions-executions AN RZFEALFT,

aws iot list-detect-mitigation-actions-executions \
--task-id taskIdForMitigationAction \
--max-items 5 \
--page-size 4

H

"actionsExecutions": [
{

"taskId": "e56ee95e - f4e7 - 459 c - b60a - 2701784290 af",
"violationId": "214 fe@d92d2lee8112a6c¢cf1724049d80",
"actionName": "underTest_MAThingGroup71232127",
"thingName": "cancelDetectMitigationActionsTaskd143821b",
"executionStartDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"executionEndDate": "Thu Jan 07 18: 35: 21 UTC 2021",
"status": "SUCCESSFUL",
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5. (7> 3a)describe-detect-mitigation-actions-task AN RZFEHATZ &, BEM
TO2aAVRAVICHTRBEREMEBTEET,

aws iot describe-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

H

"taskSummary": {
"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": '"num-messages-sent-ml-behavior"

.

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

b

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{
"name": "detect_mitigation_action",
"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn":

"arn:aws:iam::123456789012:role/MitigatioActionValidRole",
"actionParams": {
"addThingsToThingGroupParams": {
"thingGroupNames": [
"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

1,
"taskStatistics": {
"actionsExecuted": 0,
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"actionsSkipped": 0,
"actionsFailed": 0

6. (AZ72aAV)VBNTOIAVRAVD)ARNERBTBICE,
actions-tasks AN REFEHALET,

aws iot list-detect-mitigation-actions-tasks \
--start-time 1609985315 \
--end-time 1609988915 \
--max-items 5 \
--page-size 4

o

"tasks": [

"taskId": "taskIdForMitigationAction",
"taskStatus": "SUCCESSFUL",
"taskStartTime": 1609988361.224,
"taskEndTime": 1609988362.281,

list-detect-mitigation-

"target": {
"securityProfileName": "security-profile-for-smart-lights",
"behaviorName": "num-messages-sent-ml-behavior"

},

"violationEventOccurrenceRange": {
"startTime": 1609986633.0,
"endTime": 1609987833.0

.

"onlyActiveViolationsIncluded": true,

"suppressedAlertsIncluded": true,

"actionsDefinition": [

{

"name": "detect_mitigation_action",

"id": "5939e3a0@-bf4c-44bb-a547-1ab59ffe67c3",
"roleArn": "arn:aws:iam::123456789012:role/

MitigatioActionValidRole",
"actionParams": {

"addThingsToThingGroupParams": {

"thingGroupNames": [
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"ThingGroupForDetectMitigationAction"
1,

"overrideDynamicGroups": false

}

1,

"taskStatistics": {
"actionsExecuted": 0,
"actionsSkipped": 0,
"actionsFailed": @

}

7. (A72a)VBNMT7 O3 RAVEF YOI TBICIE, cancel-detect-mitigation-
actions-task ANV REFEHALET,

aws iot cancel-detect-mitigation-actions-task \
--task-id taskIdForMitigationAction

A

L,

AWS |oT Device Defender EB#HRZ VWD EDKSICKRTRITHDHL %
NAZIIAARTHD

AWS loT Device Defender BE&E Tk, AWS loT FINA AEDVY—ANFRARNTZIOT 1 AICEEL
TVWBR L ZBBIRLEHIC, EBNCEFIVTAFIVIOZTVET, EFIVIT, EEER
FEESFLRETESICOEEIN, THAEOHESREIVY—IOBEET7AAUNFRTIENET, BAO
BED /A ADKRYBRLEBNITHLEHIC, BEEFMROMEKEZERATIE, ChSOTEEOE
Hz—BKHICELETDENTEXT,

BEDVY—AKLEBTHAIOROEEFIVIZ, H5HALUOROSNEHBLEGTIHTEERT,
MFENEEFIYIVOKRGE., BEATIVEFEEATIVERRIC, IHlEhiziRELT
SEEIhET, COHFLLWATIVR, TEEOBROBEDLSICTI—LZERUA—-LELEA,
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ChiCKY), BHOX D TFTF UV ABMBRELEEEFORTHAATI 1 -)LEhDET, TEHEOEA
ICEDEhBIHELZERSEERT,

FRIR S &

ROEU23a>TR, EBEFROMFHZFEAL T, OV —IE KT CLI TO Device
certificate expiring FI VY UV ZMETHHEICODVTHLLBEHALET, WThHAOTEY
ARL—=232 IS8 E k. Device Defender MRIETEBDKSIC, EFFERMTBEHEZ 2 D
ERTRIRENHYNET,

SIHEEERTDICE. UTEEALET,

TAWS loT Core ROY/N—HA R, O "CAGEFHEDER & B
« CARIRREZRFERAL TOTA T NEHEZER TS AT Y7 3T, days NTX—2% 1 ICERE
LET,

CLI ZEAL TREZER L TWVWERHERE. XOONREZADLET,

openssl x509 -req \
-in device_cert_csr_filename \
-CA root_ca_pem _filename \
-CAkey root_ca_key_filename \
-CAcreateserial \
-out device_cert_pem_filename \
-days 1 -sha256

A=) TEEMRZHAZIAXTS

ROFI—RKUTIILTR, TEHEOEEFIVIZRNIIT—TS, 2 O20KMLEFT/INA AGIREZ
BOT7HIORNEFERALET. COZFUATR, #ROYN—FEEBICHALTEIHL VEEZT A
LTV, BEZEMICLET., RIIASAHICEEMREOMBE ZERL ., KBNE, EEER
FRBEEICBESBVELSICLET,

1. £9., AUFIVREEZRZTLT, kWML EFNAATAEOF I Y INTEEATHD L%
R~LULET,
AWS loT OV =)L T, EflOoHY 1 R/)N—A 5 [Defend] (B54H) ZiZIR L, [Audit] (BEE),

[Results] (& R) D IEIZZEIRL F9, [Audit Results] (BEEHFER) R—2 T, [Create] (fEHK) &R
LET, FILVEEZERTR]| V1 RUNFFAEET, [Create] ZIBIRL KT,
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v Defend
Intro
Audit Non-compliant checks (1 of1)
Results
Schedules Check name Severity Non-compliant resources % Resources Mitigation

Action executions

Finding suppressions (@)

nnnnnn

Device certificate expiring Medium 2 1.03% Device certificate expiring (&)

AUFI ROEEZRAD S, [Device certificate expiring] (72/N 1 AFEBHE OB MHRA I E
F)A2D2OVY—ATFEETHZENDLUET,

2. ZCTR, FROYN—DEBENBZBETHHMEZTARNLTVS 8, [Device certificate
expiring] (/N4 AGIFREDQEBMHRANYINET) OFBEF IV IVBEEEMICLET,

] OTOEROH A RN—15, [EE] Z:B8RL., REERONFH) 2BRLET. [EERE

LLLLLLLL
CAs AWS loT Device Defender Audit Audit Finding Suppressions

Role Aliases

Authorizers Audit finding suppressions (0) info m

v Defend . - o o
Resource identifier Check name Expiration date Description

Intro
Audit Create an audit finding suppression

Schedules

Action execu tions

Finding suppressions

3. EEREROMEZEKTD]I VI RIT, ROXSICANTEIRENF HYET,
« Audit check (BEEF TV V) HFILEVEEF I YU THS, Device certificate
expiring Z®EIRL E I,
e DY —RBH: EEFEREZNHTHIAHEO 1 DOFT/NA AFAEID ZADLET,

« Suppression duration (I F|Hif): Device certificate expiringDEEF I v U ZiIF
LEVWHETHS, 1 week ZIBIRLET,

« BB (FTTAYV) COBBRRENHTIEEEFHBIT DX ERBMLET,
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Create an audit finding suppression X

Suppressing an audit finding on a specified resource means that the finding related
to the resource for the specified audit check will no longer be flagged as non-
compliant.

Audit check

Device certificate expiring v

Resource identifier

Device certificate id

b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88beB8a37d3c84923e74

Suppression duration

1 week v

Description (optional)

Developer updates

s

7A4=)LRICADLES, MER] ZBIRLET, EEFMROMEINMERE NERIC, KIH/NF—
NFRRENET,

4. FIAZEN 1 DICRLTCEEMEZIIERRICLELE, RIC. 2 BB OIIHEOEEME X4 T
DUBENHYVET, ATV I THEALEOERLNGESZZ2ERAITHREETEETTHN., F
ETEANL—23>o0EHIC, BoFEEFEALET,
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B OTOEROT A RN—15, [BEE]ZEBRL., BER)ZEBRLET, BEEER OR—
DT, FHEHEOVY—ANEERZRBIRLET, TR, BEEROFI VI TUY—RAEEIRL
£9, COHITIE, [Device certificate expiring] (7°/N 1 AREBAZE QBRI tInE ) Z1#IR
LET,

5. [FINAABREOENHBRIYVINET] OR—JRHO [EERDORD S —] T, MEIHFBEZRE
BREROBILHZD AT VREZVEBERLULE T, R, [7o2a2RAVYTREI X _1—%
BRL, REERZOHILAVHBEZEBRLET, TR, MOFIAETIT2LEOERLUELD
i1 week ZBIRUET, MIHIZHER] V1> ROUT, WHzEML] Z2BIRLET,

£ OT 135 Qevice Ceruricates non-compuant

Start mitigation actions

Mitigation Suppress Finding

Consult your security best practices for how to proceed. You may want to: 1 week
1. Provision a new certificate and attach it to the device.

2. Verify that the new certificate is valid and the device is able to connect. 1 month
3. Mark the old certificate as "INACTIVE" in the AWS loT system using UpdateCertificate. 2 months
4. Detach the old certificate from the device. (See DetachThingPrincipal).
6 months
Indefinitely

Non-compliant certificate (2)

1

Finding Reason Expiration date Device certificate
Certificate is past March 05, 2020
O  28022a890964991852c79a28a83eb89 SN B[ Senlk 210 €7691e63930ec53d4cb9a9810db34d8d802db9686fd21540422287429ae29b61
its expiration. 10:11:57 (UTC-0600)
dc9b109c705ed7e68588bc54eef86f1c Certificate is past February 27, 2020, b4490bd64c5cf85182f3182f1c03e70017e483f17bc6c88be8a37d3c84923e74
its expiration. 22:03:46 (UTC-0600)

EEMROIMHEAERE MRS, RUINT—HARREINKXT, BE. GHOEEMRREN 18
BiIfFEnTHY ., FROYN—RBEFCH/RTZ OOV )1 -3V ICBHVBATVLERT,

CLI CTEBEFMEZHAZIAARTS

ROF1—KNUTILTR, TEHEOEEFIVIZRN)A—T5, 1 20K%LEF/NA AFEHER
BO2T7HORNEFERALET, COFVATR, FROYN—FREBEICHLTEHL VEEZTA
RLTWB Y, BEEZEMILET, SIHAERICEERMEOMBEIZERL . BERE, EEERN
FHEEICHESBEWVWRSICLET,

RO CLIOX>Y REFEAL XTI,

 create-audit-suppression

 describe-audit-suppression

» update-audit-suppression

» delete-audit-suppression
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* list-audit-suppressions

1. ROOANV RZHEALT, EEZBMICLET,

aws iot update-account-audit-configuration \
--audit-check-configurations "{\"DEVICE_CERTIFICATE_EXPIRING_CHECK\":{\"enabled
\":true}}"

H

Lo

2. XOOX REZFEAL T, DEVICE_CERTIFICATE_EXPIRING_CHECK EEFI v o %EX&KRE
IT2FFN REEZEITLET,

aws iot start-on-demand-audit-task \
--target-check-names DEVICE_CERTIFICATE_EXPIRING_CHECK

A

"taskId": "787ed873b69cb4d6cdbae6ddd0d6996c5"

3. describe-account-audit-configuration AN > R&EFERL T, BEEREZREARL F
F, DEVICE_CERTIFICATE_EXPIRING_CHECK MEEFIVIOEAFA I ICLIECEZHIELE
CP

aws iot describe-account-audit-configuration

ik
{
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",
"auditNotificationTargetConfigurations": {
"SNS": {
"targetArn": "arn:aws:sns:us-east-1:<accountid>:project_sns",
"roleArn": "arn:aws:iam::<accountid>:role/service-role/project",

"enabled": true
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}

.
"auditCheckConfigurations": {

"AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

.

"CA_CERTIFICATE_EXPIRING_CHECK": {
"enabled": false

},

"CA_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

.

"CONFLICTING_CLIENT_IDS_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"enabled": true

.

"DEVICE_CERTIFICATE_KEY_QUALITY_CHECK": {
"enabled": false

},

"DEVICE_CERTIFICATE_SHARED_CHECK": {
"enabled": false

.

"IOT_POLICY_OVERLY_PERMISSIVE_CHECK": {
"enabled": true

},

"IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK": {
"enabled": false

.

"IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK": {
"enabled": false

},

"LOGGING_DISABLED_CHECK": {
"enabled": false

.

"REVOKED_CA_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

},

"REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK": {
"enabled": false

.

"UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK": {
"enabled": false
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DEVICE_CERTIFICATE_EXPIRING_CHECK [Cl& true DEICKE>TVWRETTT,
4. list-audit-task ON> RZFEHAL T, TETLEEEZRAIVZZAILET,

aws iot list-audit-tasks \
--task-status "COMPLETED" \
--start-time 2020-07-31 \
--end-time 2020-08-01

i A
{
"tasks": [
{
"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",
"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK"
}
]
}

ATYT 1 TETUEEZED taskId (k. COMPLETED ® taskStatus ZE > TVWAHEN D
VET,

5. describe-audit-task AN RZFEAL T, BIOATY 7O taskId BHZFEALTET LEESE
DHFMEMBLET, CcOON RIE, EENHMAEZ—ETRRLET,

aws iot describe-audit-task \
--task-id "787ed873b69cb4d6cdbae6ddd06996¢c5"

H

"taskStatus": "COMPLETED",
"taskType": "SCHEDULED_AUDIT_TASK",
"taskStartTime": 1596168096.157,
"taskStatistics": {
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"totalChecks": 1,
"inProgressChecks": 0,
"waitingForDataCollectionChecks": 0,
"compliantChecks": 0,
"nonCompliantChecks": 1,
"failedChecks": 0,
"canceledChecks": @
I
"scheduledAuditName": "AWSIoTDeviceDefenderDailyAudit",
"auditDetails": {
"DEVICE_CERTIFICATE_EXPIRING_CHECK": {
"checkRunStatus": "COMPLETED_NON_COMPLIANT",
"checkCompliant": false,
"totalResourcesCount": 195,
"nonCompliantResourcesCount": 2

6. list-audit-findings N> RZFEAL TFREEOMAE ID ZREL, COUY—RADEETS—
R —BEILETEDELSICLET,

aws iot list-audit-findings \
--start-time 2020-07-31 \
--end-time 2020-08-01

&

"findings": [
{

"findingId": "296ccd39f806bf9d8f8de20ddceb33al",

"taskId": "787ed873b69cb4d6cdbaebdddo6996c5",

"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",

"taskStartTime": 1596168096.157,

"findingTime": 1596168096.651,

"severity": "MEDIUM",

"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {

"deviceCertificateId": "b4490<shortened>"

iy
"additionalInfo": {
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7.

8.

"EXPIRATION_TIME": "1582862626000"

}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false

},
{
"findingId": "37ecb79b7afb53deb328ec78e647631c",
"taskId": "787ed873b69ch4dbcdbae6ddd06996c5",
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"taskStartTime": 1596168096.157,
"findingTime": 1596168096.651,
"severity": "MEDIUM",
"nonCompliantResource": {
"resourceType": "DEVICE_CERTIFICATE",
"resourceldentifier": {
"deviceCertificateId": "c7691<shortened>"
},
"additionalInfo": {
"EXPIRATION_TIME": "1583424717000"
}
},
"reasonForNonCompliance": "Certificate is past its expiration.",
"reasonForNonComplianceCode": "CERTIFICATE_PAST_EXPIRATION",
"isSuppressed": false
}

create-audit-suppression AN > RZFERL T, 2020 # 8 # 20 #ETID

c7691e<shortened> & 27 /N4 AFIBAE M DEVICE_CERTIFICATE_EXPIRING_CHECK B
BEFIVvIOBAZNHLET,

aws iot create-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateld="c7691le<shortened>" \
--no-suppress-indefinitely \
--expiration-date 2020-08-20

list-audit-suppression AN~ RZFEHAL T, EEMNHRELHEEL., MEHOFMHERBLET,
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aws iot list-audit-suppressions

i A
{
"suppressions": [
{
"checkName": "DEVICE_CERTIFICATE_EXPIRING_CHECK",
"resourceldentifier": {
"deviceCertificateId": "c769le<shortened>"
1,
"expirationDate": 1597881600.0,
"suppressIndefinitely": false
}
]
}

9. update-audit-suppression AN RZFEAL T, EEFEROIFHZEHTEEXRT, UTOHIT
l&. expiration-date 208/21/20 ICE#HL F T,

aws iot update-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId=c769le<shortened> \
--no-suppress-indefinitely \
--expiration-date 2020-08-21

10. delete-audit-suppression AN RZFEAL T, BEEZROWFIZHIBRTEE T,

aws iot delete-audit-suppression \
--check-name DEVICE_CERTIFICATE_EXPIRING_CHECK \
--resource-identifier deviceCertificateId="c7691e<shortened>"

HIBR Z FEFR T B IZ Ik, list-audit-suppressions N> REFHAL X,

aws iot list-audit-suppressions

H

{

"suppressions": []
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cOF1—KUFIITE, OA2Y—)L& CLI T Device certificate expiring FI v U %&H]

FIBHEERLELE, EEMROMBOFMIOVTR, EEOFMROMNF 2R LTS
W,

CLI TEEMRENAZIAXTS 57



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

ERE

AWS loT Device Defender DEEE Tk, 7HI Y MR TFNA AICEETRREE RIS —ZFAXNT,
TFIVTAREAREEIATVR L EHRELET, BEEEF., EFIVFTFI1ORANTSVT4
AFERTIVEARID —HDSORBRABREICKILEET (Bl EBBLOTF/NAAICLBELU ID OfE

A, 120FNAALELBDMMOZLOFNAARADT—XDHRHENY) CEEFHZFT TS, RN B
BRI —), BEBEFMXBICINUTERTTRN (TN REE), EFNICETIBDELSIAT

J1=)TEXRT (AT 1-I)ICRBDERE),

AWS loT Device Defender DEEE Tk, — MW BZ 0T EF IV T A1 ORARNTZI9TA1ARAETFNA A
DIRSBEICOVT, BHICEREMEL—EOF IV INFRTEIET, BAICERENLEFIVID
FleLT, BEROTNAADT—R 25 MY ELFEEFIZDT7 IV ELAFTZ2FETSZIARI)S—, ID
EHETDT/INA A (X509 SEAE), AMFELRFEYWBEENENEETIT AT THIIAHEENHY)
S

FEOEEE

FMEOEEER. BESNETEENDEGA AR AICHETZIB2OLARILE, BEETOHER
FEﬁE/j__\l./ij-o

CHOEEENTEEOEETFIVITR, RR0IBENfVERHBENREENET., EESHE
L&V, Z<DFE. SEBHBIREALERLS, 124 F—0OHABPHHBFRALRERERF
BWEBOHDIAYNFTEY NCEECTIOERALEVYFBEITRZZENTEET,

i

COEEENOTAEENEETFIVITR, EELBAICHALL L&, BRERORELBETEN X
Bl ET, EESHECAKLC, RIEFSVEETR, BEROHDIAUHNFTEY NCT D
TALEY, TEY R ZEEIRCENKLKHYET, LAL, RAENSVEER, <05
. EArRETY, HilzY—I, 194 F4—0HH, FLRIBEOEY NTYTHFBER
BEFHYUET,

SFAT A

CHOEEENTEENOEEFIVITR., MENBEEFIVTABROX Y TFAKHO R
ELTEBHNZESBBEZRTLET. RIESFEEOBEICLY, EF1UT 1 HHORD

BEOEEE 58



AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

&

FELLDFHLEVWELEE, ERACEREZREITREMEI BVET, ChsOBERK, EW
TOR=BTEY MOTOEAXHEBZHRLEY, BEEOHZ T3>0 —H2B5ICT
SAREMEEHN KT,

CHOEEENTEENOEEFIVITR, EFIVFTAORANTZIVTAANRFEEES LI
B, FEBNANAENLEZEZRLET, CNSBBRRBIRFICHSOXEZEFIUT A LD
HEERERITIERBYNEEAN, ChoNDANIEBEEDHDIANICL>TERAESND AR
MABYNET, RAEFPEEOBELRKIC, RIAENMBVEETE, #ENSEF1) T«
BRI TFAKFEO—REL TEENBETT,

ROATY T

RITTERIEETFIVIDRATIIOVWTR, "TEEFIVIEE, 22RBLTIKEEZL, EEICE

HEhdH—EROA—Z0OFEMICOWTIE, TService Quotas; ZZBL T EE L,
EEfEFIvPIER
(® Note

FIVORBRMICTRE, F—RPENHEICHBEIAET, WETDTF—EHNTHIK
CREBILHDBHE., FIVIZEMILTIASFIVINKRNMNERENDETICEBFL D
NBDENDYNET,

UToOEEFIY VEENANYR—KFEhTVET,

TOTATRTFNAAAHEOHERDOLHOPE CANRYBEEhELE

RVHEE i CAREREN T IOTATDEETT

« TNAAMAENHBEIILE

7N A AR EOF —RE

- CARIHEDF—mE

FEEE N TWR L Cognito O— )L DERNBEI TS
SEEE Nz Cognito O— )L DERABEI TS

ROATY T 59


https://docs.aws.amazon.com/general/latest/gr/iot-core.html#limits_iot

AWS IoT Device Defender AWS IoT Device Defender RO Y /N\—H A R
« AWS IoT RU S —DERNBEITY

« AWS loT RU—ARB> THBRENTV S AN B

s O—)LIA VT ADIERNBRITTY

s O—ILIAVTFANREAYT—EANOT IV AZHALET

« CASIHAZE O BRI NE T

s MQTT 9547 N ID OFEE

o« TINAAHEQOEBRMERNVINET

s WBENETNAARRREN T7IOTATODEETT

- OJREFNEMTT

TIOTATBFINAAGERAEDERO-OOHE CANVEYYBEEAELE

COFTYOREALT, FHCAERUMBLTEELT T T BRET /N ATXHBETXTH
ELET,

COFIYVIE, CLLERT APIT
INTERMEDIATE_CA_REVOKED_FOR_ACTIVE_DEVICE_CERTIFICATES_CHECK £ELTRREIE
ERD

EEE FESRE
B i
COFIYVIICRYFEENROA22BE. AOEBRI—RAREIET,

+ INTERMEDIATE_CA_REVOKED_BY_ISSUER

EELEMH
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COFIVIICKYTHEED CAREAEBNROA 21288, ROEHI—RABRENET,

« CERTIFICATE_REVOKED_BY_ISSUER

EERXEH

HV)HELUER CAREHER. TNA ARABNDERICEATELLLBZN XTI, RFThLLD, B
VHENETWRMENHYERT. CO CAFIASTERS N EAHEZEAL THLEBMENETN
AAREFIVT A LOBRICBEZHEENHVET,

EIER*

1. UpdateCACertificate Zf#H L T, AWS loT T CAZEBEE % INACTIVE L LTY—YU L & T, &M
To2araERALT, UTZETS52EETEET,
o EEBFER(C UPDATE_CA_CERTIFICATE M7 V> a & BRALT, COEEETVERT,

« Amazon SNS XY E—JICRTBIEEE L THAZLL AR AZEZETHIES
(&. PUBLISH_FINDINGS_TO_SNS #EMF7 o> a>=EBALEY,
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MEFATECEN RS BN ET, CNSORELRAROIARER., FEHITDEIC AWS loT 7
HIOVKNIEBERITDHEN HYVET, AWSIoT k. ChSDIIAEOEREFIC, XOKXDSBEERH
BREREMFIVIZEITLES,

« COFAZEFEMEEXTT,
« COMAZEOEMHEATTY (22X, BHHERIMICATVEREA ),

EEILF—DH A XE, BDEBFRNMNAXEHEZLTVET (RSAF—0HER, 2048 EY ML
LETHRILENHNET ),

CHEEFIVITER, BEEF—0OREBICEITIROEMTANBHRHEAET,

+ CVE-2008-0166 — Debian K—ADARL —F 1 YT AF AT, 09899 WFHO/N—J 3> %
T® OpenSSL 0.9.8¢c-1 ZFEAL TF—HNERENIELESIHZFIVILET, ChsO/N—
32 M OpenSSL Tld, FRAIMREEHEZEXTIEAHBS IXL—EFEAEATVD LD, U
E-MOHREENBEBF—ICRTEDITIN— N7 2 —AHAREBEZHRICTSENTEET,

¢ CVE-2017-15361 - F—H, AV T7AZAHDODKRNSATY RTSYNTA—LFD 1—)L (TPM)
T7—LIDIFTTAVTAZAVHDO RSATA TS 1.02013 IC& 2 TERKEhEAESH %E
FIvOLET, HlAE. 0000000000000422 —4.34 &K V) HID/N—> 3>, 000000000000062b
643 &V HIO/N—> 3, KT 0000000000008521 - 133.33 KW EID/N—2 3 BETT,
CDTZATZVERSAF—DEREREICONETD LS, EENX—TY NEK> LB
EOTHEEREANZALEZREIDCEEBRZICLET, ¥B8Z2Z11270./00—0HleLT
(&, TPM 1.2 Z{EFH L /= BitLocker, YubiKey 4 (4.3.5 LAB] ) ® PGP ¥—4% /K. & KU Chrome
OSOF Yy 11— —F—ROBSLEELZEN B ET,

AWS loT Device Defender &, CchsDTANCKBMU EFE, AIASEIEEMELTHRELET,

COFIYVUE, CLISKRT API T CA_CERTIFICATE_KEY_QUALITY_CHECK &ELTRTRENE
ED

EEE FRERE
B ]

cOFIvVEBE., TACTIVE) £7zi& "PENDING_TRANSFER, IC& 2 T\% CAGIAEICEMA
TNhET,
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COFIYVIIERYFBEEOAAEN ROHN 21258, ROBHAI—RIFREIET,

+ CERTIFICATE_KEY_VULNERABILITY_CVE-2017-15361
+ CERTIFICATE_KEY_VULNERABILITY_CVE-2008-0166

BEELER

COCAREZFEALTERETh, HILLEBMNENETFNAAGEFIVT 1 LOBREICEZEE
FHYNERT,

BIET

1. UpdateCACertificate Zf#H L T, AWS loT T CAZIBEZE% INACTIVE ELTY—I L & T, &M
Fo>arvaERLT, UTEITSEETEEXT,
o EEHERIC UPDATE_CA_CERTIFICATEREMT7 Va2 EBALT, COZEEZITVET,

¢« Amazon SNS XY t—2 LR TR RHEE L THARAEZLL AR AR EEKTHIES
([&. PUBLISH_FINDINGS_TO SNS#EMT7 o> a>z#=EBALET,

FECOVTR, BT 2232, 2ZRLTLSEZL,

2. CAGIFAEZRY ELERBOTF/NA ABAEOERT VT ET 1 2HREL. TOHBICRTE
AN H BT /NA AFERAEOEY BLZRFLET, (CO CARBAEICL > TERE LT
NA AGIBAE % —ERTT D IZ(& ListCertificatesByCA ZERAL £ T, T/\1 ASIAEZHV)ET
\Zl& UpdateCertificate ZEHA L £9).

PREE N TV Cognito O— /L DIERAFBRITT

E

o, &

nIE TV Amazon Cognito ID 77— I)LO—J)LICT7 R Y FE RIS —E, LTOED AWS
TOYAVTERITTER TV EAHFANNEEND 2, FUHEEAN LBED EABENE
3'0

c B/ REBRRLBEETD,
- T/ OEBTF-REHAND,
s T/UNCHETEZT IR VY-RZEET S,

R, TREXBTFNAATUTOAWS 0T 7O 32 #RTITBDT IV EAFANNNEE D I
HTT,
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« MQTT ZHEALTFHNBEAREY I (V¥ ROUFLERDITRITTF—REEC ) ([CEE/RT/ITT
AVSA4TLET,

« APIOX YV RZFEAL TS Y RUKER D ITRITT— R EHRABMBDHNEET D,

—f%IZ. REZREED Amazon Cognito ID 77— )LO—LZFERAL TERIT D TF/NM ALK, E/BED
MQTT NEY VZRITIVTAVZ473%H, APIOXV REFEALTO Y RUFELFD I TR
TR BETRIT/EAEDT— R EHINBD/BRETIREENLET IV EAFTOAMGEL TLKE
=L,

COFIYVIE, CLLERT APIT
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK &L T&RRENET,

EEE: FEERE
B il

COFTYVEEBEDOHE., AWS loT Device Defender &, EEZEMRTHI 31 BEIZ AWS loT XV
-7 O0—-H—ICERITDLEHICERAET T NXTO Amazon Cognito ID 7—I)LZEEL £,
1T 5E O FRREE & F 1= (& REREE Amazon Cognito ID @ 3 X T M Amazon Cognito ID 7' — )L A BEZ I
EHSNET,

COFITYIIZK)TEE DRI Amazon Cognito ID 77— I)LO—=ILA"ROH 2 BE. ROEH
dA—RAFBRENET,

* ALLOWS_ACCESS_TO_IOT_ADMIN_ACTIONS
* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

EELZEH

WAENTVWEVIDAI—Y—IC&K YR hD @BV E®, BBEEE 1z Amazon Cognito ID
KNERBHDICKEVIRVZBERILET, RN TVERVID FREEILEES. EET Y
>aveEFERLT, THADRBREOCEE, VY—ADHIR, BBETF—XNOT I EAZITS AR
FHYVET, EhiF. FNAAREILLEBIZT IV EATED O, THIVRMAOIXNTOFT/N1 A
DY RIEDATIZT IV RLAFTFLRBEET D AN BV ET, TARNI—HY—E&F, TOFTIER
FHEFEALT, 7U—hF2&Z2@ELEY, XYvE—2TDDoS WEBZRBKL 2V) T2 AsEMN
HV)ET,
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EIER*

FREE L TLVR L Amazon Cognito ID 77— J)LA—J)LIZT7 B Y FEahlRU =k, FINA AN E
NTIATERTTBOIMBERBT IV EAFAOKANFELTLKEEV, RORTYTEHRELET,
1. #HLVEEAO-)LZERLET,

2. Amazon Cognito ID 7—JLZ#ERK L., BEO—-ILZT7XYFLET,
B.IDAHMLVWT—ILEERALTAWSIOT ICT IV EATED L ERRALET,

4. BRINZTTLES, FEHEELTIZINREE iz Amazon Cognito ID 7'—)LICEEO—I)L %
TRYFLETD,

BMT7O>a>EALT, ATZIT52CETEXRT,

e AMazonSNS XY tE—J I ICHTRAIREE L THARAELL AR ABEETDIES
(&. PUBLISH_FINDINGS_TO_SNS#EMF7 o> a>z=EBALET,

AMCOVWTR, TEMT7 2232, 28RBULTSEEL,

T/ 2EBELLRIEETS

XD AWS IoTAPI 70232k, T/ 2BBELRFEEITHEOICHERAENET, BTV
L Amazon Cognito ID 7= )L Z N LU TERT I TN ALK, ChsnT70>3a> 2739570
TAHFAEAFESLBEVTSEEZL,

* AddThingToThingGroup

« AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup
* UpdateThing

* UpdateThingGroupsForThing
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CNSDT I3V eRTIBTIERA

., TEHEEHRBENET,

T/ OEET—R%EHANMD

B/ F—ZOmRAE)REEICIE., LTO AWSIoTAPI 7O av i ERENET,
75N Amazon Cognito ID 77— ZN L TEKETITNA ALK, CchsOTF 023 aRTTDT

VEAFAZERABZVTLSEZ L,

* DescribeThing

ListJobExecutionsForThing

ListThingGroupsForThing

ListThingPrincipals

Example

- NHEE:

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",

"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"

]I

"Resource": [

"arn:aws:iot:region:account-id:/thing/MyThing"

]
}
]
}

kY, FNAAGF 1 DOEFE/DARIIRTBDT IV EAFANINEEATVTE, EEES
TOIAVERERTTEDLRDICRYET,

At TW

HTENETHO-LE. B—OUY—REFFZE>TUT

SREEE © T LV Cognito O— )L DERNBEI T3
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T/ UNZEEETS

HREDELD Amazon Cognito ID 7’—I)LZ N L TERIT B TF/NA AR, ChsOtEI> 3> THEAL
IZAWS IoTAPI 7023V BADOT V232 2RTIR T IV EAHFAZAELBVTSEEZV, K
SREM Amazon Cognito ID 7’—)LZ N L TEKITHD T 7T —2a 0 2FHLTT A N E2ER
I3, FNAATHERAETRTVEVEED ID 7—ILEERLET,

MQTT NEY DI T RIS AT IRITTS

MQTT XY =2, AWS loT XY =27 O0—A—RBHATEFEh, ¥ RIRAT—RA®XT 3
TEOTAT—BANDT IV EAREEREDT VAV ERTIBDEOICTFNA ALK EAETIE
Fo MQTT XY =L, RIT. LR Y TRISATIBT7IORAFTETNAAILRET
BRIV —G, UATOXRSICChSsOTIa>vZR/REND)Y—AICHRLET,

E
- NEE:

arn:aws:iot:region:account-id:client/*

DAIRA—R*ZFEATDE, EOFT/NAATE AWS loT ICEHKETERT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M+ —T iot:Connection.Thing.IsAttached & true ICEREETNTVEVERY ., Zhik
BOBOTAILRIA—R* EEAEDRETT,

- BE:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Connect" 1,
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
1,
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }

}
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}
]
}

JY—ADEEIL, BRICEAET D TNAABE—BIZEBNIBELETT, REAT—H
XV RNE, MQTT 9547 NMCK Y ERAENBERESN, EAEShDERIZHOD>ET/ICT
BYTFENLAREE —BIDEZ2BIEIDCLICKY), TOEAFAZESICHIRLF
ER

1T

- FHEE:
arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

iRV, FNAABRHSWRITNAADI ¥ RVEEHTEDLDIZBYNET (*=9IXT
DTINA R)o

arn:aws:iot:region:account-id:topic/$aws/things/*

CchiZKY), FNAARHSWBITF/INAADS ¥ RUZFHEV /EF/HEIRTED RS ICKY)
x9,

- BE:

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Publish" 1],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
1,
}
]
}

VY —ZBARECERETAILRA—RABENATOERTS, BRIZ-OICE/OBFHAERES L
TWATFNAADT ¥ RUEEDREY JICOHK—HLET,
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YITRAOT47

- FHEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ChIlEY, FNAABIXNTOTFNAADFHERS ¥ ROKLEFDITREY VICHT A
V4T TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

BOBERUTIN, # DML RA—REFEALET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADT ¥ RUEHESRTERLSICARYET (+=7
NTDOTFT/INA R)o

- BE:

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,

DY —=ZAGERICEDTAMILRA—RHIEENTVETHY, EEITDEHICE/ OB ERAS L
TVWBFNAADT Y ROUBEEODRNEY VESIAaTEHEODRNEY JICOXA—HLET,
21
- BHE:
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arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShE, YTRIZATIBT7 UV EARTLERH >TVRIREY IR SOIKT/INA AN XY £—
DEZEITRILD, FFAThET,

Y RURERDITF—R2FHHMB/EETS

TFINAAN API T O3V ERTUTCTFNA R Y RORDIATRTTF—RIIT VAT LEREE
ITRTIOEAFTEZNGETI RV —EF., ChsOT7 o023 z2/BEOIY—AICHRLET. API
To2a2vR@ROEHTT,

* DeleteThingShadow

* GetThingShadow

« UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

« StartNextPendingJobExecution

* UpdateJobExecution

Example

- FHEE:
arn:aws:iot:region:account-id:thing/*

chiZkY), FNAANBSWBDE/ TEESNLET IO EERTTEDLSICKYNET,
- BE:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"jot:DeleteThingShadow",
"iot:GetThingShadow",
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"iot:UpdateThingShadow",
"iot:DescribeJobExecution",
"iot:GetPendingJobExecutions",
"iot:StartNextPendingJobExecution",
"iot:UpdateJobExecution"

1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThingl",
"arn:aws:iot:region:account-id:/thing/MyThing2"

CICRY, FINAAN 2 DODODEFE/TORIBEEENLET VAV ERITTEDLISICRYET,

ARl & N7z Cognito A— )L ORI BRI T

alE% & Amazon Cognito ID 77— )LO—JLICT R Y FE RIS —E, LTFO AWS loT 792 3
/’é%ﬂ"(%% VEAFANEEIND S, FHSEF EBED I LR BENET,
s T/ AREBFEFLIEET S,
s T/UACHETRT—EX UV —REEET S,

R, TREXBETFNAATUTO AWS 0T 7O 32 #RTIT2T IV EAFANNEEIS I
HTT,

s T/ NEBTF—RE5AED,

« MQTT Z2FEAL TFHUFARNEY Y v ROUFERDITRITF—R2E2E0) ITER/RETIHTA
V54T F B,

« APIOXR > REFEAL T Y RIFERER DI TETTF—RERANIHEET S,

—f%(Z, FREEE & Amazon Cognito ID 7’—)LO—I)L 2R L TEHRITZDTF/NA A, E/EED
BEF—REHRANMD. T/EEOMQIT NEY VERRITIHYTAVZA4T 9%, £iF APIOTY
REFEALTOY RIVFLEFEDITRTT—RIEEIT DT/ BENT—R 25 MBD/ZEETSR
EENLETIVEAFITOAMFEL T EEZL,
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COFIYVIEE, CLLERT APIT
AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK &L THRRENE T,

EEE FRERE
B

COF Ty VEBEDOHEE. AWS loT Device Defender (&, EEZEMREITHI 31 BB AWS loT X ¥
=27 O0—-—A—ICEHETDLEHICERAE NAETNXTO Amazon Cognito ID 7= )L ZEELF T,
1 5 O FRREE & F 1= 1 R FEEE Amazon Cognito ID ® 9 X T ® Amazon Cognito ID 7°— )L A EEE(C
EHSNET,

COFITYVICKYFTHEENDIRIEEH Amazon Cognito ID 77— IILA—=ILFR2H 2 LBE. ROE
HO—RARENET,
« ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS

* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS
+ ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

EELER

WALENTWD ID AREEChIZEE. EET I3V EEALT, THIVVRREDOEE, VY —
7\0)#][3?\\ BET—E\NOT IV EAZTSHAEEN B ET,

1&1E A %
F2RE% & M Amazon Cognito ID 7= )LO—JLICT R Y FE RIS —IZE, FINA AN ETOD I
TERTIBDDICMBERT VEAFTOKXMELTLKEEV, XORTYTEHRELET,

1. FHLWEBEO-ILEERLET,

2. Amazon Cognito ID 7’—J)LZ KL, BEO—ILETRXYFLET,

3. IDHAFLWT—=ILEFERALTAWSIOT IC 7V EATER 2B LET,

4. RN ZTTLES, FEABELTTZINEESE iz Amazon Cognito ID 77—)LICO—=I)LZ7
2YFLET,

BMT7O>a>eERALT, ATZT528E8TEXRT,

¢« Amazon SNS XY t—C LR TR REE L THARAEZLL AR AR EEKTBIES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>z=EBALET,
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FHECOVWTR, BT V>3, #ZRLTLSEZL,

T/ 2EBELLRIEETD

RO AWS IoTAPI 7 O> 32k, f/Emﬁifﬂ T ETREHICEAETND LD, ChsDOT D
2AVERTIRTIEAHFIE, FREAEE & D Amazon Cognito ID 7’—ILZ N L TEKT 2 T/NA
ALBAELZEVTSEZV,

* AddThingToThingGroup

* AttachThingPrincipal

* CreateThing

* DeleteThing

* DetachThingPrincipal

* ListThings

* ListThingsInThingGroup

* RegisterThing

* RemoveThingFromThingGroup

* UpdateThing

* UpdateThingGroupsForThing

CNSDTIIIAVERTIDTIVEAFTZNETZO0-LE, B—0VY-RLEFAFEFE>TVT
&, THEHEEHBENET,

T/ UNZEETS

FREE% & O Amazon Cognito ID 77— ILZ N L TEKETEDTNA AR, chsotes> 3> THREA
L AWSIoTAPI 792 a>BA0T 023> aRTITBDT I EAFTENGFELEVTIEE L,
S2RE% & M Amazon Cognito ID 7’—I)LZ N L TERTD T 7V T—>3a 0 ZFEALTT AU MNE
BEITDICE. FNAALCKYEAENTVEWEIED ID 7—I)LZEKL T,

T/ OEETF—REHHED

RO AWS IoTAPI 70232k, T/ OTF—REHABMBDEHICERAEIhD S, BIEHAD
Amazon Cognito ID 7’—)ILZ N L TEBRITEDTNA1 AICEBREENLEE/ OEZY N TOHENSDT
V232 RITIBTIVEAFAZNELTSEZ L,
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* DescribeThing

* ListJobExecutionsForThing
* ListThingGroupsForThing

* ListThingPrincipals

- FEE:

arn:aws:iot:region:account-id:thing/*

chiCkY, FNAANHSWBRE/TEEECNLETIIAVERITTEDRRDICKYET,
- HE:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"
1)
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing"
]
}
]
}

chiZkY), FNAADN 1 DODDE/ TORIBEENET VIV ERTTEDLDICBYET,
- BE:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

FRREE N = Cognito O— )L DIERABEITT 78



AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"

1,

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing*"

VY—=ZAB DAL RA—R ) ZEALTHEEEATLVERTY, FAICREOXFIIFFVTHY,
BEENETL7A4YORZHIDBANFVWEET/ OEY "MAOTIVEALCHREND=H, Ch
FEELTVET,

- TEE:

arn:aws:iot:region:account-id:thing/*

chicky), FNAANSSWBE/ TEBEENLET O IAEERTTEDLDICKYNET,
- BE:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals™"
1,
"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThing"
]
}
]
}
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chiZkY, FNAANF 1 DODE/TORIEBEENET VIV ERTTEDRIICBYERT,

- BE:

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iot:DescribeThing",
"iot:ListJobExecutionsForThing",
"iot:ListThingGroupsForThing",
"iot:ListThingPrincipals"

1,

"Resource": [

"arn:aws:iot:region:account-id:/thing/MyThing*"
]
}
]
}

VY= DAL RA—R (*) 2ZEALTEEETATLIRIY, AICREOXFIFFVTHY,
BEESIETL7A4YOREZHIDBRNAFVWEE/ OEY MAOTIEALCHREND2H, Ch
FEELTVET,

MQTT REY DICHT RIS ATIRITTS
MQTT XY t—2 ik, AWSIlIoT XY E—27O—H—RBATEEET N, V¥ ROVATF—2ZA®T 3
TEFAT—RAAND T I E AR EEAE NE T ERT I AV EETITIEHICTF/NA ALY
EARENET, MQTT XY E—J 08, BT, TERYTRISATI2T7 IO RAFTETFTNA
AAETBRUS—F,. LTOLSICChSsOTFToIavaEREOYY —AICEBLET,
2 o)

- TEE:

arn:aws:iot:region:account-id:client/*

DAINRA—R*ZHEAITZE, EOF/NAATE AWS loT ICEKETEXRT,
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arn:aws:iot:region:account-id:client/${iot:ClientId}

%&MH*—T iot:Connection.Thing.IsAttached A" true ICEREET N TVWAWRY, Chid
BOBIOTAIRA—R* EAEDRETT,

- HE:
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
1,
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }
}
}
]
}

VY —ZAARICE, BERICEAENDZTFNAABIL-—BIZERNBENTHY ., ZRHEAT—
RXZ R MQTT 9ZA4 T2 NCKRYERAETNBAAEEYN, FATHZBMEFOE/IC
TRYFENLARABE —BIBDCEZWRBTDEILLRY, POEAFAZESICHRLE

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

chiZ&Y), FNAARHSWBDT/NAADS ¥ RIVZEHTEDRIIZBYET (*=FIAXT
DTINA A)o

arn:aws:iot:region:account-id:topic/$aws/things/*
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ChiZkY, FNAARGHSWBITFNAADY ¥ RUEFHEY /BEFHM/EIRTED LRSIV
£

- BE:

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Publish" ],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/

${iot:Connection.Thing.ThingName}/shadow/*"

1,

}
]

}

VY —ZBRICRE DAL RA—RAEENATVETS, BERIZD-OICE/OBFHFERAESH
TWABTFNAADT ¥ RUBEDREY JICOH—HLET,

YITRO9Z47
- FEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

Shl&Y, FNARABIXRTOTFNAADFHEZERS ¥ ROKEFDITREY VICHTR
V4T TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/#

BOBERBUTTN, # DML RA—REZFEALET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

iRy, FNAABHSWRITNAADT ¥ RVEFHESBTEDLDIIBNET (+=7
NTOT/INA R)o

- BE:
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,
}
]
}

)Y —ZAHABRIZE DAL RA—RAEFTFNTVETH, BHRITHDLEHICE/ OB EHRAES L
TWBFNAADT Y ROUBEEODRNEY VESITEEORNEY JICOXA—HLET,
S H
- BE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

ShE, YTRIZATIBT7 IV EARTLERHE >TVRIREY IR SOIKTINA AN XY —
DERETILH., BEHYIEA

A RIVEERDATTF—REeRHMB/EETS

FINAADN API T O3V ERITULTTFNARD Y ROURDITRFF—RIIT VAT EE
DTV EAFAAZNETEIRII—F, CchsOT7I>3a>EBEDIY—AILHIRLET. API
ToO2avRBROELBYTT,

* DeleteThingShadow
* GetThingShadow

UpdateThingShadow

e DescribeJobExecution

GetPendingJobExecutions
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* StartNextPendingJobExecution

* UpdateJobExecution

arn:aws:iot:region:account-id:thing/*

chnCkY), FNAANHSWBRE/ TRESNET VIV EETTEDRDICEYET,
- HE:

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iot:DeleteThingShadow",
"iot:GetThingShadow",
"iot:UpdateThingShadow",

"iot:DescribeJobExecution",

"iot:GetPendingJobExecutions",

"iot:StartNextPendingJobExecution",

"iot:UpdateJobExecution"

P

"Resource": [
"arn:aws:iot:region:account-id:/thing/MyThingl",
"arn:aws:iot:region:account-id:/thing/MyThing2"

ChIZKY, FNAADN 2 DODE/TOHREEENLET VIV ERITTEDRSICBRYET,
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AWS loT KU S — DIERF BRI T T

AWS [oT RS —TREEND T IV EAFAR, LEITEDD, FIRAFHYEEA, EREXTBETN
AAEDETMATT XY E—D 2 EZFBIDTIVEAFTAEZNETEH, ERETXET/NAAD
Y RIUBKRVDATRITTF—RILT IV ERE LR EET R TV AT ZRELET,

—IZ., FNARAORIVD =, TOFNAAZOHBEEFTFSIATHY ., OFT/NAARICEFE> 1=
<. BB3VREDTHLLAIBERTSNTOVEVWIY—AANDT I LA ZRETIHENHVET, —
HOIARFBYVETH, TORSIBRI—TVY—RAZBETDEDICTAILRA—R (1 BE)
ZERTRE, [KIEDD, FIRABVEHRBENKT,

COFITY U, CLIBKRT API T IOT_POLICY_OVERLY_PERMISSIVE_CHECK &L THRRENE
EE

EZE IR
2
COFIYIICKYIERERD AWS 0T RUS—HFRONBE, ROBRI— RAFIRENET,

* ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

EELZEH

TO AN BREGR) S —%2FDEBAE, Amazon Cognito ID, LT/ DTIL—Tk, BF
ENLEBE, THO N E2EOEF1IVTAICHEEZEXADAREMEN BV ET. KEENf TOLOKE
LEBTVEA#EZEALTINTOFNAADOI Y R, 237, LRI ITRTERIBYE
FRZEETHABEMNBYNET., Tk, XBENRESCILAHEZFEAL. BEEOHZTF/NIA
ICEHRLEY, Y RD—U LT DDoS WEZMKBL LY T UEMNBYET,

{EIE R

T/, B/ OTIN-T, TOMOITAT AT RYFENLEFEEOR) S —ZBETDICE,
LTOATY7T#RITLTLKEE L,

1. RU—DOFHLWVWERN—-23 2 ZHERT B, CreatePolicyVersion ZfERAL &
¥, setAsDefault 750 Z true ICRRELET, (ChICKY, COFHLWN—232EF, R
S—EEATAIIRNTOIVTATATEELET, )

AWS loT RS —DERFBEITY 85


https://docs.aws.amazon.com/iot/latest/apireference/API_CreatePolicyVersion.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

2. R)—OFRYFHROR—Y N GIAE, E/OTIL—)DVANERBL., JIL—TICE
FhTVBRFNA AR, EHICAHPEEZFERATEIT/INA AR TS I2E, ListTargetsForPolicy
ZFEALET,

. BEMITSNTVEDRINTOT/NA AN AWS loT ICIEFTED CEZBIELET, T/NM A
BHETERVE S, SetPolicyVersion ZFALTF7 I MORI S —2BEION—23 (10
A=Y OLT, £5—EHLTLEZL,

BMT7O>a>zERALT, UTZRITTEXRT,

o EEB4ERIC REPLACE_DEFAULT _POLICY_VERSION M7 o> a>zBEALT,. COZEEZTV
£9,

« Amazon SNS XY £—SJ I TBDREE L THAZLL AR ARERTBHIES
(&. PUBLISH_FINDINGS_TO_SNS #EMF7 o> a>=EBALE,

HMICOVWTE., TEMTOIaY, BSRBLTLSEETL,

AWS loT Core R —Z#HEFERAL T, RUZ—RHO AWS loT DY —AZBWICSBLET,

MQTT © 7 2V = AFFHA

MQTT XY =2k, AWSIoT XY E—S 7 O—H—RBHATEEEh, ¥ RUAT—ZAXT 3
TRAARAT—RANDT I EAREEREDT VAV ERITIDEDICTFNA ALK Y FEHEhE
To MQTT XY =22, RIT. FERYTRISATI2T70ARAFTETFNSA AR ET
BZRVI—E, UTOKSICChSsOTIIavEHEEND)Y—RICHRBRLET,

B
- NEE:

arn:aws:iot:region:account-id:client/*

DAL RA—R*ZEATZE, EOF/NAATE AWS loT ICEKETERT,

arn:aws:iot:region:account-id:client/${iot:ClientId}

%M+ —T iot:Connection.Thing.IsAttached & true ICEREETNTVEVREY ., Zhik
BOBOTAIRA—R* EEAEDRETT,

- BE:
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Connect" ],
"Resource": [
"arn:aws:iot:region:account-id:client/${iot:Connection.Thing.ThingName}"
1,
"Condition": {
"Bool": { "iot:Connection.Thing.IsAttached": "true" }
}
}
]
}

Y —ADEEIC, BRICEAT DI TNAABRE—RIBZIEHNEENET, FHEAT—H
XRNE. MQTT9ZAT7 2 MK ERENDEHAEN,. FRASNDBGZFO>T/ICT
BYFENEIAEL —HITBDCEEZERBTDHDEICKY, PFUORAGFAZESSICHIEBL E
T,
BT
- FEE:

arn:aws:iot:region:account-id:topic/$aws/things/*/shadow/update

kY, FNAARGHSWEITNAADS ¥ RUVZEHTEDRSICBYXRT (*=IANT
DTINA X)o

arn:aws:iot:region:account-id:topic/$aws/things/*

ChiCKY), FNAABRHSWBITF/INAADT ¥ RUZFHEV /EFM/EIBRTED RS ICKY)
x5

- BE:

{
"Version": "2012-10-17",

"Statement": [
{
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"Effect": "Allow",
"Action": [ "iot:Publish" ],
"Resource": [
"arn:aws:iot:region:account-id:topic/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
1,

JY—ZAABRIZEDAIL RA—RAFEENTVETH., BRIDLEHICE/ OZaiNERAS L
TWBFNALA A Y RUBEDRKEY JICOKA—BULET,
BYITR9Z547
- TEE:

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

Shl&Y, FNAARIXNTOTFNAADFHERS ¥ ROEKEFDITREY VICHTR
V4T TEET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/*

BOBERUTIN, # DML RA—REFEALET,

arn:aws:iot:region:account-id:topicfilter/$aws/things/+/shadow/update

ChiZkY, FNAARGHSWEITFNAADT Y RUEHEZSRTERLSICARYET (+=7
NTDOTFT/INA R)o

- BE:

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [ "iot:Subscribe" ],
"Resource": [
"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/shadow/*"
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"arn:aws:iot:region:account-id:topicfilter/$aws/things/
${iot:Connection.Thing.ThingName}/jobs/*"
1,
}
]
}

VY —ARIEETAIILRA—RABENTVERTY, BEITDILOICE/ OBFAEAES
TWBTFNAADD v RUBEEDREY VEDITHEEORNEY JICOK—BHLET,
2=

- BE:
arn:aws:iot:region:account-id:topic/$aws/things/*

i, YTRISATIBT IV EAHATER >TVRIREY IR SOHKT/NA AN XY £—
DERETILO. BEHNEEA

Y ROEDIATOT UV RAHA

TFINA AN API T O3V ERTUTTFNA R Y RORDITRTTF—RIT VAT LEREE
TRT IO EAHFAAZNETEIRI—E, ChsOTo2a>EBENO)Y—AICHRLET. API
T3> REROEHBY)TT,

* DeleteThingShadow

* GetThingShadow

+ UpdateThingShadow

* DescribeJobExecution

* GetPendingJobExecutions

+ StartNextPendingJobExecution

* UpdateJobExecution

Bl

- FHEE:

arn:aws:iot:region:account-id:thing/*
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ChICRY, FNAADNHSWBRE/TEEETNLET VAV ERTTEDLSICBYET,

- BE:

{

"Version": "2012-10-17",

"Statement":
{

"Effect":
"Action":
"iot

"iot

"iot

"iot

"iot

"iot

"iot

1,

[

"Allow",
L

:DeleteThingShadow",
:GetThingShadow",
:UpdateThingShadow",
:DescribeJobExecution",
:GetPendingJobExecutions",
:StartNextPendingJobExecution",
:UpdateJobExecution"

"Resource": [

"arn:aws:iot:region:account-id:/thing/MyThingl",
"arn:aws:iot:region:account-id:/thing/MyThing2"

]
}
]
}

CchiZkY, FNAAN2DODE/TORIEEENLET VIV ERTTEDRIICBYERT,

AWS loT R —AB 2 TERE N TVD AIEEN &S

AWS 10T RV —ARB > THEREN TV R AREMNHD CEANBRENKL -, BELCERERD
=RE BOoTUBHRENERVD -G, BERLBEVWDY—ANOFNA ATV EAZFATEIRE

DEFIVFTAAITFUNES|ERITARMEABYET,

AWS lIoT RV —ARB 2> THERE N TVRAREMANHEDIFIV IR, RUZ—Z2EHIBHEIC. =
RULET7I2320#FIFAENTVDCEZBIEITD-ONDEETT,

COFIYUIE, CLISKRT API T IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK &L

TRRENET,

BEXE: #
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COFIYVITAWSIOTRUZ—HFBRO>TRETATVAI AN BB M RHEhD &, AWS
loT FXNERI—RZERLET,

* POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT
* TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS

BEELER

RIS —DREZRDE, BEUAEOT IV EAFANTFNARAICEZSh, BERLBVERICO BN
PHURMABYERT. VY—AANDTIEAZHRL, EF21UT1 LOBREZHLEHIC, KU
- EEIIRNIZEEREOLET,

R —OEBAT—M XY NOBIZ MQTT DAL RA—RAEENATVET

AWS [oT RS —HFBR>THEBREN TV R AREMANBEIF I Y I TR, EBEAT KX NAD
MQTT DA RA—RXF (+ Tz #) ZRELET, VML RA—REAWS loT RUZ—IC&
TUTZILXFHELTROIS IS, RUS—HNBEICHREhDAREl SN ET,

ROFIE, RIS—TMQTT DAL RA—R # AL T, building/control_room (2 B9
BIBDRNEYINOYTRITATRETTZEEZBENELTVET, L. MQTT D4
ILRA—REAWS 10T RV —TRIAI RA—ROEKRZIFLT. /N1 A& building/
control_room/datal ICH T AU SATT&EET,

AWS IoT RV —ABR > THEREN TV D UEMNIHBZIFIVY I TR, ORI —ICEHI—R
POLICY_CONTAINS_MQTT_WILDCARDS_IN_DENY_STATEMENT O 7SI hFrshEd,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
I
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/#"
},
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{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/*"
}
]
}

BT, BEICBRENLZR)D—0HITT, 7/NA/ AIZIE, building/control_room/ OH 7
NEYDILHTRIOSAT 2T U AFAN %L, building/control_room/ DH 7 ~EY &
DPoAYE—DEZETDITIVEAFAN G ELEA,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:region:account-id:topicfilter/building/*"
.
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
b
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/*"
.
{
"Effect": "Deny",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/control_room/*"
}
]
}

DAL RA—ROERZFAAITDEZEBTIDEZBANLIENEY D T14I)LEZ—DH

RORYZ—4HlE, VY —RA building/control_room/* ZEHFT B &KV, building/
control_room [CBSE T B RNEY IANDHYTRISA T #ERTDHEZBANELTVET,
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EEL. FINA A building/# \ICHY T A0S 47 32V 0T ANEZEEL, building/
control_room/datal Z€ ¥ building ICBEETZIXNTOREY IASAYE—TJZETE
£9,

AWS IoT RUZ =R 2 TEBRENTVD ARSI HDF IV ITR, CORIVZ—ICEHRAI-R
TOPIC_FILTERS_INTENDED_TO_DENY_ALLOWED_USING_WILDCARDS O 7 ZJ A5 h&E T,

ROR)S—OBFIC &, building/control_room topics TAY E—TJ&FETRT IV LAF
ANFEENTVET,

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
1,
{

"Effect": "Deny",

"Action": "iot:Subscribe",

"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
.
{

"Effect": "Allow",

"Action": "iot:Receive",

"Resource": "arn:aws:iot:region:account-id:topic/building/*"
}

LT, BEICEBRENER) S —0FITE, 7/N/ AICIE, building/control_room/ O 7
NEYDILHYTRIZA4TI2TOEAFAN %L, building/control_room/ Y7 KEY D
NEXYE—DaBEFEIRTIOERAFINN GVEEA,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/*"
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},
{
"Effect": "Deny",
"Action": "iot:Subscribe",
"Resource": "arn:aws:iot:region:account-id:topicfilter/building/control_room/*"
.
{
"Effect": "Allow",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/*"
},
{
"Effect": "Deny",
"Action": "iot:Receive",
"Resource": "arn:aws:iot:region:account-id:topic/building/control_room/*"
}
]
}
(@ Note
COFIVITR, BRENMBREEThBDFEENHYET, 7ZIHFUTSshEERVD—%T
XNTCFHMEL ., BEENFHZFERAL TRREOVY —AICN— V2 T2 e z2H8HLET,
18IE %

COFIVIICKRY), BOTEBRENTVDABMOSHZ RIS —IZT7Z TN ond -0, BR&
HARETDAEUN DY ET, SBVZINFNUTShBVRSIC, EENHZEAL TERktEZ
?_7 l/ij-o

UTOATYTICR#S>TE/, BE/OTIL—T, TOMOITAT AT RY FENEZFTHEEDR
) —ZBETBHEETEET,

1. RV —OFHLVWERN—2 32 2EKTBICEF. CreatePolicyVersion ZEAL &
¥, setAsDefault 750 Z true ICRRELE T, (ChICKY, COFHFLWN—232 &, R
S EEATBIRNTNDIVT AT A THELET, )

—RNBEI—AT—A@BTO AWS loT RU S —OERBIC DWW TIE, AWS loT Core BAREH A
R TNT VY2 TRAOTSATRIS—0H) 25BLTLSEEL,
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2. BEMITSNTVRIXNTOF/NA AN AWS loT ICEHRTED L ZBALET, TINA AN
BEHRTEAVEBEIE, SetPolicyVersion Z2FEALTF7 AL NORI S —Z B ON—23 21
A—=)INYOLT, £5—EHLTILKEZVL,

BMT7O>a>eERLT, UTZERITTEXRT,

« EEE4ER(C REPLACE_DEFAULT_POLICY_VERSION M7 o> araERALT, COZXEATV
£7,

« Amazon SNS XY E—2ICRTBINEE L THARAZLL AR AZEETRES
&, PUBLISH_FINDINGS_TO_SNS BRMT7O>a v EERALET,

AMCOVWTR., "TEMT7O>32, 28RBULTSEEL,

FTAWS IoT Core FAROY/N—HA R,y @ loT Core RUS —ZHEFERAL T, RUZ—RA® AWS
loT VY —RAEEBWICSBELET,

O—LITAUTADERNBREITTY

AWS loT O—J)LI A UFT Ak, EEETNEFTI/INA AN X509 fSEAE#EML T AWS loT #5235
L. AWSIloT A=/ I A VT ACEEN TS IAM O—)LA SEHEO AWS FREHER % S
TRDLEODOXN_ALERBLET., ChSORABFROT IV EAFTR., RIAIATHFANEH
BEDODT7IVEAR)S —ERALUTCHBEZBRETIHLEN HYVET, RUZ—NELLKEEENT
WEWBE, BEREOIAAL—23VICESETNDARENIBYET, COEBEEFIVIICK
V., AWSIoTO—=)ILIA VT AICE 2 TRES D —BHNERIIBHRNBEICEHERE BV LY
RIAETNET,

COFIVIR, ROVWFhADFRUNROA2IEFECNVA—ENFET,

e CORVY—, COO=ILIAVTRAILE>TBE1FIEAThEIXNTOY—EAILCKT
DEBTVEAHTEZREMLET HIAEF. Tot*s . Tdynamodb:*s . Tiam:*y & &),

c CORVD—F, E/AXAEZTF—RFTOIAVADBIEVT 1A, #IRE iz AWS loT 79 3
IANDT IR, EEEFEAWSI0T F—27L—2F 023 AOREVT IV AZRHLET,

e CORDZ—&, Tiamy . Tcloudtraily . Tguarddutys . Tinspectors . Ttrustedadvisory 7k
EQOEF1VTFAETEY—EANOT IV AZRHLET,

COFIY U, CLISKRT API T IOT_ROLE_ALIAS_OVERLY_PERMISSIVE_CHECK &L TZRT®
TNET,
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EZE: IR
20
COFIY VLY TEED loT RV —HROA21BE, ROBRI—RAFBRENET,

+ ALLOWS_BROAD_ACCESS_TO_USED_SERVICES

+ ALLOWS_ACCESS_TO_SECURITY_AUDITING_SERVICES

+ ALLOWS_BROAD_ACCESS_TO_IOT_THING_ADMIN_READ_ACTIONS
* ALLOWS_ACCESS_TO_IOT_NON_THING_ADMIN_ACTIONS

* ALLOWS_ACCESS_TO_IOT_THING_ADMIN_WRITE_ACTIONS

+ ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS

BEELER

TNAADBEDARL =232 ZRTIBEHICBEZT IV AFAZHRIZDZET, FNAA

NREENLEBEDTAIRDIAVZERTEEXT,

EIER*

T/, B/ OTIIL=T. TOMOIVTATAILTRYFENLEFEEOR) —ZEBETHICE

LTOATYTZ#RTLTLKEE L,

1. rAWS loT Core wunEF$E7 D/\’f'}'l Eﬁﬁﬁ L/_C AWS H— tZ@L%u}UHjbEwunIEJ (D%E

JECH#>T, O—ILIA VT ALK FROBEL VAU —ZBRALET,

BMT7O>a>eERALT, UTZERITTEXRT,

« AMazon SNS XY t—J IR T B L ARV AE L THARRALAT O3  #E2ETB5E
l&. PUBLISH_FINDINGS_TO_SNS BMT7oO>a v zEALET,

FHCOVTR., "TBAT7 O a2, #3RBLTLSEEL,

O—LIA VT ANKRERAY—EANOT I LAZFALEXT

AWS loT O—J)LIT A UT Rk, EHEENIZT/NAAHD X509 ;AAAEZERL T AWS loT #3733
L. AWSIloT O—) I/ VT AICEERFShZ IAM O—/LASEEO AWS FEEERZ S

A=LIAVTANRERY—EANDOT I ERAZHALET
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TREODAN_ALZRELET, ChSOFEABHROT7 7 AFAE, FBAEIVTFANER
ZROT VARV —%2FEALTHBEZRETILEN B ET. RUZ—HELKREENT
WEWEE, BEREBOIANL—>3VICESETND AN BN ET. COEEFIVIILEL
V. AWSloT O—LITA VT AL > TREET D - KN SFAFBEIBEICHFRETAEVI N
RIAENEXT,

SOFIYHE, BEEAWS oT /Y1 ATEAE A TWEVS—ERIE, O—LIAUFRAHTY
EATERHBEICNIA—EhET, fIZF. BE1FHIC AWS loT D&ZEFEALEZO—ILI A
FACDOEnE IAMO=IA®H25HE. BEEFELAR—RNLERITHN, O—=ILICTRY FENLR
1)< —I& "iam:getRole" B &V "dynamodb:PutItem" ICETF V7 EAHAERFELET,

COFIYVIE, CLLERT APIT
IOT_ROLE_ALIAS_ALLOWS_ACCESS_TO_UNUSED_SERVICES_CHECK &L TRRENET,

BEAE: F
2
COFIYIICEYERERD AWS 0T RUS—HFROH 2 £BE. ROBAI—RFBEEhET,

* ALLOWS_ACCESS_TO_UNUSED_SERVICES

BEELER

TNA AN BEOARL =232 2RITIDEHICBEZY—ERAIT IV EAFAZFIRIZI &
T, FNAANREECNIEBZEDTHIVRNODIVARAVZBBTEERT,

EER*

T/, B/ OTIN-T, TOMOITAT AT RYFENLEFEEOR) S —ZBETDICE,
LTOATYTZRITLTLSEEZL,

1. TAWS loT Core BAEEHRZ7ONA X —ZHAL T, AWS H—EAQEENUTHL ZFE, OF
JECH>T, O—ILIAVTALKY)FEROBEL VWA —ZHEALET,

BMT7O>a>eERLT, ATZERITTEXRT,

« Amazon SNS XY tE—JICRTBL AR AELTHARLT V3 aERETIHES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>z=EBALET,

A=LIAVTANRERY—EANDOT I ERAZHALET 97


https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

HMICOVWTRE., TEMTOIaY, #BSBLTLSEEL,

CAGLEAEDBMHRAINET

CARIAEA 30 BUAICAMMRAIND A, BICHNhTLERT,
COFIY U, CLIE KT API T CA_CERTIFICATE_EXPIRING_CHECK &L TRRENET,

EXRE: §
A

cOFIvVEBE. TACTIVE) £7zi& "PENDING_TRANSFER, IC&2T\V% CASIAEICEA
TNET,

COFIVIICKYFEED CAFRIAEN ROA S 2BE. AOEHI—RFMRENET,

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EELER
HIRRYIN CASIRZER. FHLVWFNA AFIHEAOSBSEICFEALBEVTLIEET L,
{BIEHE

MBHECOVWTE, EF1IVTAORANTZSI9T1AESBLTILKEETV, UTETSENT
EET,
1. AWS lIoT [CHTL \\ CASEERE#EF L T,
2. 8LV CARIAEAZFERAL T, FNA AIASICERZTED L EBELET,
3. UpdateCACertificate ZfEHA L T, AWS loT TH ) CAFEBAE % INACTIVE E LTY—2JLF T,
BMT7Oa>aEALT, ROBEZTSEETEET,
o EEHERIC UPDATE_CA_CERTIFICATERRMT7 Va2 EBALT, COZEEZITVET,

« AMazonSNS X v t—ICHTRAIREE L THARAEALL AR ABERETDES
([&. PUBLISH_FINDINGS_TO _SNS#EMF7 o> a>#=EBALET,

FHCOVWTR., "TBAT7 0232, #28RBLTSEEL,
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—_— 33
MQTT V247> N ID OHE

BEROTINAANBLUIZATNID 2ERAL TEELET,

COFITY UK, CLIBKD APl T CONFLICTING_CLIENT_IDS CHECK ELTRRENET,
BEXE: 5
= |

BULYZA4T7MIDZ2EFEALTEROEGN THN, BRICEHKENET/NA AN THENE
T, MQTTAE TR, 94T IDSHEV 1 DOTIOTF AT RELZDOKNFAE DS, BL
D5AT>RNID ZERALTROFT/INA AN EEL Z5E. BIOBEGEASPIEhE T,

FUFIVREEO—HPELTRTENLEEE, COFIVIERR., EEOMBK 31 AMICE
HITBDEDHIC clientiD AN EDRSICFERAEThELAZRANE T, AVPI1—IILETnEEETRE, 0
FIvUEBK, FEEENETENLEERISIOEERESA AR ANBBENEBEEETOT—
RERARNET, FIVIBICIOXRHBEZBNIDATY 7Z2EZTLESEE. BENf R >TVWBIHES
A EYMT B O ICEGEIMA VDTN IEREL TS EEL,

CHOFIVIICKYTHEEN BROA 2184, ROERI—RNMNREIhET,

+ DUPLICATE_CLIENT_ID_ACROSS_CONNECTIONS

COFIYVOEBICK> TIRENDFERICIE, BEICERS N clientiD, 77U /N)L ID, {IEE
BEEENETET, BIFOERNIRUNIC—ERRENET,

BEELER

IDABETET/NA AR, #GEL THFNICBEGEIND LD, XvE—%bnky), N4
AN BHRTERLSBDAEELNHV) T,

chik, FNARARLERETNA ADOFERFHRNEEES NS, DDoS RED—HTHB&Z2RLT
WBDABEMA BN ET, THAIYRTTFNAANFELLKRET ATV VATEEMER, T/V 1 AN
TROEDICN DHIZ) BEBERZRFENLAREEH KT,

{EIE R %

AWS IoT TETFNA AZ—ZEDE/ELTERL, T/ 0RE%ZI95A4AT7>NIDELTHERL TE
BLET, FEEFE. MQTTZNLTTFNA RAZERTZEZICL, 7547 >MIDELTUUID &1
ALET, BM70>a>aEHALT, UTZ2TS5EETEEXT,

MQTT 2247 > N ID OFHE 99
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e Amazon SNS XY t—C LT BDREE UL THARAEZLL AR AREXTHIES
([&. PUBLISH_FINDINGS_TO SNS#EM7 o> a>z=EBALET,

BMACOVTE, TENTUYEY, EBRLTEZL,
TINA ALAEDBMHRATNET

TINA AGEBAE A" 30 BURICAEMBARIINZD A, BRICHThTLRT,

COFITY U, CLIB KT API T DEVICE_CERTIFICATE_EXPIRING_CHECK &ELTRRENE
ER

BEXE: #
=30

cOF Iy VEBE. TACTIVE., £7zl& "PENDING_TRANSFER, 22> TV F/V\1 AGAE
CEAEIET,

COFITYVIICLUTEEDTNAALERENRON 2 BE. AOBEAI—RABREIAET,

+ CERTIFICATE_APPROACHING_EXPIRATION
+ CERTIFICATE_PAST_EXPIRATION

EERER
FINA ASEBRER., BVEHRAYhESERLEVTEEW,
{EIERH*

WMBHECOVTR, EFIVTAORARNTZI9T1RAZ2ZRBLTLKEEWY, UTZTS52EHNT
XY,

1. MLWAIREZ OB a_-_>JL, PFNAAICTRYFLET,
2. FiLWEEABHAN BMT, FNA AN ERITDEOICZTOHAAEEFEATED L EZRRALET,
3. UpdateCertificate Z#EA L T, AWS loT THWEEAEZ INACTIVE E LTN—J L& T, BT
U923 EFERALT, UTZTS52EETEXRT,
- EEBEMRIC UPDATE_DEVICE_CERTIFICATERBM7 V> a2 zEALT, COEEZITVLE
9,

TINA AGLAEOEMHARAIIN KT 100
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« ADD_THINGS_TO_THING_GROUP M7 V> 3a>&ZERAL T, POV IV ZERTTEDTI—
TICFNAAZEBMLULET,

« AMazonSNS X v tE—J I ICHTRAREE L THARAEALLAR ABEETDIES
(&. PUBLISH_FINDINGS_TO_SNS#EMF7 o> a>z=EBALET,

FHHEICOVTER., "TBRM70232, #2RLTLSEZL,
4. FVIEAEZTNA AN S5TRYFULET, ( "DetachThingPrincipal; 2B L T & W),

BVEENLETNA ARABN T IOTATDERERTY
B EE TN RAREN T IT A TOEETT,

COFIY U, CLIH KT API T REVOKED_DEVICE_CERTIFICATE_STILL_ACTIVE_CHECK &
LTRRENET,

EXE: #
B

TINNA AGERAERE., CAOFIHERMIARIEEFNRTVWETH, AWS loT TRELET VT4 5
FXTT,

cOFIvUEBE. TACTIVEL, £7zlE "PENDING_TRANSFER. IZ&>TWVWAF/VN1 AGLAE
CERAEhET,

CHDFIVIICKYTHEEN BROA 2184, ROERI—RNMREIhET,

+ CERTIFICATE_REVOKED_BY_ISSUER

EEREH

TINAALERENR)HENDOE, BERFENLLHTI, IZ7—PREEFELOLSH, AWS loT
TRERVWHEHENATLWEVLAREN HYET,

EER*

TINARAAENRETNATVAEVCEZBIELE T, RESChTVWRHER., EF1UTF1ORA
RTZ0T 1AL TRAEEBRLET. UTZITSENTEET,

1. FNAAOFLWIEREZ7OED 3”2 JLET,



https://docs.aws.amazon.com/iot/latest/apireference/API_DetachThingPrincipal.html
https://en.wikipedia.org/wiki/Certificate_revocation_list
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2. FiLWEERASHAN BMT, FNA AN ERITDEOICZOHAAEEFEATED L EZRBRALET,
3. UpdateCertificate ZfER L T, AWS loT THVIEAE%Z REVOKED ELTN—J L&Y, N7
U923 EFERALT, UTZTS52LETEXT,
« EEEER(C UPDATE_DEVICE_CERTIFICATE M7 0> a2 EALT, COEEETVE
9,
« ADD_THINGS_TO_THING_GROUP M7 V> a>&ERAL T, 7OV 3 ZRTTED I —
TIZTFNA AZEBMLET,
« AMmazon SNS XY =D ICWTRISEE L THARARZALL AR A ERETHHE
(&. PUBLISH_FINDINGS_TO_SNS M7 V>3 Z@EALET,

HICOWTE, "TEHMT O3, #SRLUTLKEZY,
4. HVEEHEZFNA AN ST RYFLET, ( "DetachThingPrincipal; 228 L T E&E ),

OJR&ENEMNTY

Amazon CloudWatch T AWS loT O A EMICBE >TVWERA. VI BRT V2 OJRBEOME =5
mLET,

CcDFIYIIE, CLIB KT APl T LOGGING_DISABLED_CHECK ELTRIRENET,
BEXE: K

EE3

COFIYVVICKYFTHEENROA2EBE, ROBHI—RNMNREINET,

+ LOGGING_DISABLED

EEREH

CloudWatch @ AWS loT A7 Tk, RO KK, FHLBVERPIEHEE (TNAANFREENT
WBlEZRLTVBAIREMN BV ET)., AWS lIoT ATOEMEAN DAV ET,

{EIEH =

CloudWatch T AWS loT O ZEBMICLET, TAWS IoT Core FROAY/N—HA R, © T£E=Z&H1)
O EOTRE) 25BLTLKESV, BRM7 023 &2FHALT, UTZ2TS52EETEEXT,

o EEBER(C ENABLE_IOT_LOGGING M7 V> a> & BRALT, COEEETVET,

OV RSN EMWTT 102


https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateCertificate.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DetachThingPrincipal.html
https://docs.aws.amazon.com/iot/latest/developerguide/security-logging.html
https://docs.aws.amazon.com/iot/latest/developerguide/security-logging.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

e Amazon SNS XY t—C LT BDREE UL THARAEZLL AR AREXTHIES
([&. PUBLISH_FINDINGS_TO SNS#EM7 o> a>z=EBALET,

FHCOVWTR., TBAT7O>a2, 28RBLTLSEEL,

EEONR
EERENEE

THOUNOEEREZITSICIE, UpdateAccountAuditConfiguration ZERALET, <D
NV RzeFERAT?E, EETHERAITZICNSOFIVIBEBEZBMCTS, 7232 0BHERE
T2, TVELAHAZRETDENTEERT,

DescribeAccountAuditConfiguration TChS DEREEERBLET,

EBREZHIBRT BICIE. DeleteAccountAuditConfiguration ZFALET, chiZky), &
XTOF7 A NENERENET, INXTOFIVIEHRETF7AILNTEMICEZODTVD D,
EENfFEERLE/MICBYNET,

UpdateAccountAuditConfiguration

DT NI MO Device Defender BB R EERELTLIBRELE T, HEIW EBBHNIEE
TNDFEEBNELFENSEEFI Y VERBFfrEFENATVET,
=

aws iot wupdate-account-audit-configuration \
[--role-arn <value>] \
[--audit-notification-target-configurations <value>] \
[--audit-check-configurations <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
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"enabled": "boolean"
}
},
"auditCheckConfigurations":
"string": {
"enabled": "boolean"
}
}
}

cli-input-json 7 1—JL R
ZHl

roleArn

auditNotificationTargetConf
igurations

targetArn

roleArn

B

auditCheckConfigurations

{

il

string

& - & K:2048 &/)M:20

map

string

string

< - &§K:2048 &/:20

boolean

map

S

EEEZERTIHEELC, TN
1A, RUZ—, GRS,
NIEE ICBETREHRICT
DLATBTIVEAFA%E
AWS loT It 5925 0—)L0
ARN,

EEBANEEEND R —
TV KNCET2ER.

ETZBANEEEIhDX—
YK~ (SNS REY D) D
ARN,

2—TY NIBHEZERETS
TOEAH#AZ2NET 0O—
JL® ARN,

X—=TY NAOBHAN BN
BEE true,

COTHAIY RTEBE R
EHICBE>TVREEFIY
VEBNfEEENET, B
EBEMCB>TVWRFIVY
HEEELINTOFIVY
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=L

B3

-

4V

boolean

S

VEBDUARNZRTTDIC

l&. DescribeAccountAud

itConfiguration %f#H
LET,

BEOFIYVIBEHZER
ICgd&, —HOF—2IX
ENFI<SICHABENET,
FIVONEMICEDE, T
OFIYvIVEBICEELTC
NETICWEENET—ZN
INTHIBRENE T,

ATS21=)ICKBEREIC
KW ERAENTVREHE,
FIVvUBEEEEMICTE
tETEFERBA, T, AT
T1-)ICLBEENSTFI
Y OIEBZHKRTDH. AT
T1-)IZLBDEEHKRZH
BRIBDUBENHYET,

UpdateAccountAudit
Configuration ORI®
FOHL TR, CO/NFX—
FRIBEATHY, 2BLEE
1 20BMBFIVIEBZ
BETAILENHYNET,

COTHIONTZNESRE
FIVvOBEBBNFrEMCELT
W3 EE I true,

EEREOEE
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Iz—
InvalidRequestException

VOTANDORABLEMNTT,
ThrottlingException

L—bhAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—FEELEXL L,

DescribeAccountAuditConfiguration

C DT HJ> ND Device Defender EERENDEHREZIMEBLET,
EENhTVWET,

FEEBNREGEMNSEETFTY JEEN
B=E

aws iot describe-account-audit-configuration

[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

REICE, EEBHANEFENS

{
}
H
{
"roleArn": "string",
"auditNotificationTargetConfigurations": {
"string": {
"targetArn": "string",
"roleArn": "string",
"enabled": "boolean"
}
1,
"auditCheckConfigurations": {
"string": {
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"enabled": "boolean"

}
}
}

CLIHA7 14— R

=R

roleArn

auditNotificationTargetConf
igurations

targetArn

roleArn

B

auditCheckConfigurations

7

string

& - & K:2048 &/)M:20

map

string

string

<& - &K:2048 &/:20

boolean

map

S

EEEZRTIHEELC, TN
1A, RUZ—, GRS,
fNIEBEICEET3ERICT
DLATBTIVEAFA%E
AWS loT IZff5320—-)L®
ARN,

UpdateAccountAudit
Configuration ®OH¥W®
HOHL TR, CONTX—
RIFHBETT,

EEBHANEEENDZOT
AIVBRDOR=TY NCETY
CREE

ETZBANEEEIhDX—
YK (SNS REYO)®D
ARN,

=Y NCBHAEEETS
TOoEAHFAzRETZHO—
JL® ARN,

B—Y NAOBHAN B
BEE true,

CODTHIRTEMIBRY
BYICBEO>TVWREEFIY
21EH,
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ZHl it =4 B
B% boolean COTFHIRNTCDER

FIYVBEBFBRMCIE ST
U%%é‘lﬁi true,

I7—

ThrottlingException

L—hAHIRZEXATVET,

InternalFailureException

FHLBEVWIZ—RELERL L,

DeleteAccountAuditConfiguration

DT A ND Device Defender DEEDTF 7 # ) MR EZERXTLET, AHWLERETF—ENT
NTHIBgEh, IXTOEEFIVIEANr EMICUEY hEhET,

B=

aws iot delete-account-audit-configuration \
[--delete-scheduled-audits | --no-delete-scheduled-audits] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"deleteScheduledAudits": "boolean"

}
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cli-input-json 7 1 —JL R

=41} il
deleteScheduledAudits boolean
H
L
Iz>—

InvalidRequestException

VOTANORBLEMTT,

ResourceNotFoundException

EEEhEZVDY—-ARFELEREA
ThrottlingException

L—hAHIRZEATVET,

InternalFailureException

FHLBEVWIZ—RELRL L,

EEOART1-)

B8

true MBFE, AT a1—)LIC
EBEBENFTNTYIBRENE
9,

1 D2UEDART D 21— )LICKBEEEZERTHICIE. CreateScheduledAudit ZEALET, =
ODIANV REFERTIE, EBEFICERTIZDFIVIEBEEETEORTHEELZIEETCEEXT,

ListScheduledAudits & DescribeScheduledAudit Z AL TAT D 1—I)LICLDEE%ZE

BLET,

UpdateScheduledAudit ZFEALTBREOARATD 1—-)IICRDEEZZEETS

A, DeleteScheduledAudit ZfAL THIBRLET,

BEEORATI1-)
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CreateScheduledAudit

BEETNLEERTRITEND, ATP1-)LVICLBEEZERLETT,
=

aws iot create-scheduled-audit \
--frequency <value> \
[--day-of-month <value>] \
[--day-of-week <value>] \
--target-check-names <value> \
[--tags <value>] \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
"string"
1,
"tags": [
{
"Key": "string",
"Value": "string"
}
1,
"scheduledAuditName": "string"
}

cli-input-json 7 1—JL R

ZHl i) it BA
frequency string ATD1=)LICLBEEN

Thn35E, "DAILY. .,
"WEEKLY. . T"BIWEEKLY
1+ TMONTHLY, ®oWF'h
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=L

dayOfMonth

dayOfWeek

string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

string

S

PEBRTEET. REEOD
EROBKBAE. AT A
ko TREENET,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

ATT1—)LICRBEENTT

bhdBAOHERMA., "1 A5
31, . £klF TLAST, %=
RTEET, cOT71—JLR

&, frequency N X—%&
A" TMONTHLY, ICEREE h

TWHBEICHETT, 29 ~
31 AfEEEhTVT, 20
BICZOBRMAFZWVEE, E

EFZDADKE (LAST)

TbhZET,

AT 1—)LICLBEEN
THhh3BEH, "SUN. .,
"ON. . TTUE. .
"WED. . "THU. .

"FRIJ . TSAT, oWThh
ICERETEET, DT 1—
JL R, frequency /NS
X—2 A TWEEKLY, £X&
TBIWEEKLY, ICEREE N T
WBEBEICHETT,

BI|3&: SUN | MON | TUE |
WED | THU | FRI | SAT

BEEOATI1-)
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=L

targetCheckNames

27

:\:_
18

scheduledAuditName

o

{

"scheduledAuditArn":

}

pii]

AR

X > )N—: AuditCheckName

AR

X2 /N—: Tag

java class: java.util.List
string

string

string

RE - &K:128 &1

pattern: [a-zA-Z0-9_-]+

"string"

S

AT 1—=)LICRBDEERIC
RTEhdFI v UHEAE,
ThORTFIv VIER
FEVCE D TVBLEND
WET, (BB FIvIE
BZELIXTOFIVY
EHEODUANZZRISIC
& DescribeAccountAud
itConfiguration . &
M L>TWBF I Y VIEE
ZiEIRT S IZ1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATD1—NIr2EEZE
BYRLEHICERATED AR
7__“—90

97‘0)=F_o
2 D&,

AT 1= )ICLBDEEIZE
WHET3E8. (‘RK 128X
)

BEEORATI1-)
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CLIHAZ7 1 —JLR

ZHl i) =5 B
scheduledAuditArn string ATD1—=)IZLDEED
ARN,
I75—

InvalidRequestException

VDOTANODABHENDTT,
ThrottlingException

L—hAHRZEXTVET,

InternalFailureException

FHLBEVWIZS—HFHEELEXL L,

LimitExceededException

FIRRZEBLERL L,

ListScheduledAudits
AT21=)ICLBEEEINT—ERRLET,
BE

aws iot 1list-scheduled-audits \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"nextToken": "string",
"maxResults": "integer"
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cli-input-json 7 1 —JL R

il
string
integer

giF - &K 250 &/ 1

=1
nextToken
maxResults
H
{
"scheduledAudits": [
{
"scheduledAuditName": "string",
"scheduledAuditArn": "string",
"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string"
}
1,
"nextToken": "string"
}

CLULHA7 14— R

=L

scheduledAudits

scheduledAuditName

il

VAR

X > )N—: Scheduled
AuditMetadata

java class: java.util.List
string
RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

S
ROBEREY RODRN—=D 2,

—ECRITEROFRAT. T
7FIBE25TT,

S

ATZ1=)ICRBEEDD
Ak

AT21=)IZRDEENE
Blo

BEEORATI1-)
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ZHl it =4 B

scheduledAuditArn string ATD1—)ICLBDEED
ARN,

frequency string AT 1—=)LICKBDEENTT
Dh3EE,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

dayOfMonth string AT21—)IZLDEE
FRITENDAOBEN
(frequency A" "TMONTHLY
1 DFE). 29 ~ 31 B
EEhTVWT, TOAICED
BEAF WSS, EEEZO
BDOKHE (LAST) b hE
T

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS

dayOfWeek string ATD1—=)ICKBDEENRE
TEN3ER (frequency
A" TWEEKLY. £i&&
TBIWEEKLY ) DiFE).

BI|3&: SUN | MON | TUE |
WED | THU | FRI | SAT

nextToken string ROEREY NOBREICHEAR
TEDN—DU2, Tl
ICRERFBZWVEFEEE null T
CB

I>—
InvalidRequestException

VOTANDORABLEMNTT,
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ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIS—HFEELEXLL,

DescribeScheduledAudit
ATD1=)ICLDEEICEHITZBEHREDNEBLET,
BE

aws iot describe-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{

"scheduledAuditName": "string"

}

cli-input-json 7 1 —JL R

ZHl i) =¥ AR
scheduledAuditName string BHREMBIDATT1-)
ICRBDEEDRF,

R<E - & K128 &/

pattern: [a-zA-Z0-9_-]+

=y

"frequency": "string",
"dayOfMonth": "string",
"dayOfWeek": "string",
"targetCheckNames": [
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"string"

1,
"scheduledAuditName": "string",
"scheduledAuditArn": "string"

CLIHAZ71—JLR

£l e
frequency string
dayOfMonth string

pattern: A([1-9]|[12][0-9]|
3[01])$|"LASTS$

dayOfWeek string

S

ATD1=)ICKBDEEN
Thh34EE, "DAILY. ,
TWEEKLY. . TBIWEEKLY
1+ "MONTHLYJ, ®WTh
ho ZFEEORBORBEZ
. SATAICKDTRESE
hEd,

B 24{8: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

AT 1—=)ICRBDEENTT
bhdBAOAMF. "1 HS
31, , &7 "LAST, %=
RTEEXT, 29 ~ 31 BN EE
EEhTVWT, TOAICED

BRFEVEES, BEEREEO

ADOFKE (LAST) ifibhE

9,

ATT1-)ICRBEEN
THhNEH, "SUN. .,
"MON, . TTUE. .
"WED. . "THU. ,
"FRI; . TSAT, OWFh
o

Bl|3E: SUN | MON | TUE |
WED | THU | FRI | SAT

BEEORATI1-)
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=L

targetCheckNames

scheduledAuditName

scheduledAuditArn

17—

InvalidRequestException

VOTANDOABLEMNTT,

ResourceNotFoundException

pii]

AR

X > )N—: AuditCheckName

string
RE - &K:128 &1
pattern: [a-zA-Z0-9_-]+

string

BEEhLEVY-ARFEELREA

ThrottlingException

L—hAHIRZEXATVET,

InternalFailureException

FHLBEVWIS—HFEELERL L,

S

AT 1—=)LICRBDEERIC
RTEhdFI v UHEAE,
ThORTFIv VIER
FEVCE D TVBLEND
WET, (BB FIvIE
BZELIXTOFIVY
EHEODUANZZRISIC
& DescribeAccountAud
itConfiguration . &
M L>TWBF I Y VIEE
ZiEIRT S IZ1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATD21=)ICLDEEDA
Blo

ATT1-)ICRBEED
ARN,

BEEORATI1-)
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UpdateScheduledAudit

RITENDF IV VEBREEN RTECIIBEERE, ATV1-IIIIDEENEHECIET,

B=

aws iot

[--frequency <value>] \
[--day-of-month <value>] \
[--day-of-week <value>] \

update-scheduled-audit \

[--target-check-names <value>] \

--scheduled-audit-name <value>

[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"f
"d
"d
"t

]I

IIS

requency": "string",
ayOfMonth": "string",
ayOfWeek": "string",
argetCheckNames": [
"string"

cheduledAuditName": "string"

cli-input-json 7 1 —JL R

=R

frequency

string

\

S

AT1-)ICLBEEN
THNBHEE, "DAILY. .
"WEEKLYs . TBIWEEKLY
1+ "MONTHLY, OWT'h
NEEBRTEET, REED
EBEORBRZF. AT A
ICR 2 TREENET,

Bl {@: DAILY | WEEKLY |
BIWEEKLY | MONTHLY

BEEORATI1-)
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=L

dayOfMonth

dayOfWeek

pii]

string

pattern: A([1-9]|[12][0-9]|
3[01])$|*LASTS

string

S

AT 1= NICRBDEENTT

bhdBAOHERM. "1 A5
31, ., £7&F "LAST, %=
RTEET, cOT71—JR

&, frequency /NS X—24&
A TMONTHLY, IZEREE h

TVWBBEEICHETT, 29 ~
31 BFfEEEhTVT, 20D
ACZoBRMAAFZVES, B
EiFTOADKA (LAST) I

THhET,

AT1—=NIZCRBDEEN
THndBEH, "SUN. .
"MON. . TTUE. .
"WED. . "THU. .

"FRI; . TSAT, oWThh
ZERTEXRT, CcOT1—
JL R, frequency /NS
X—&H TWEEKLY, &
FBIWEEKLY IZEREEN T
WBEBEICHETT,

Hl3£4&: SUN | MON | TUE |
WED | THU | FRI | SAT

BEEORATI1-)
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=L

targetCheckNames

scheduledAuditName

5

{
"scheduledAuditArn":

}

CLIEHAZ7 14— R

=L

scheduledAuditArn

pii]

AR

X > )N—: AuditCheckName

string
RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

"string"

string

S

AT 1—=)LICRBDEERIC
RTEhdFI v UHEAE,
ThORTFIv VIER
FEVCE D TVBLEND
WET, (BB FIvIE
BZELIXTOFIVY
EHEODUANZZRISIC
& DescribeAccountAud
itConfiguration . &
M L>TWBF I Y VIEE
ZiEIRT S IZ1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

ATD21=)ICLDEEDA
Blo (BRK 128 XF)

S

ATT1=)ICLDEED
ARN,

BEEORATI1-)
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InvalidRequestException

VOTANORBLEMNTT,

ResourceNotFoundException

BEEShEZVY-ABRFELEEA
ThrottlingException

L—hHHIRZEXZTVET,

InternalFailureException

FHLBEVWIS—HFEELERLL,

DeleteScheduledAudit
AT 1=)ICRDEEZHIKRLET,

B=

aws iot delete-scheduled-audit \
--scheduled-audit-name <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{

"scheduledAuditName": "string"

}

cli-input-json 7 4 —JL R

B8l it =¥ AR
scheduledAuditName string HIBRT D AT 1—)LIC&LD
EENDEHL

RE - &AK:128 &/

pattern: [a-zA-Z0-9_-]+

BEEORATI1-) 122



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

H

L

IZz—
InvalidRequestException

JOTANDABRHEMTY,

ResourceNotFoundException

BEEhLEVY-ARFEELREA
ThrottlingException

L—hAHIRZEXZTVET,

InternalFailureException

FHLBEVWIZS—FHEELERL L,

ZFUFI REEDET

RITIZ2FIVIVEBZEEL, EEOETZISICHBTZICE,

ZEALET,
StartOnDemandAuditTask
7> 7N > RMD Device Defender E&EZRBLE T,

8=

aws iot start-on-demand-audit-task \
--target-check-names <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

{
"targetCheckNames": [
"string"

]

StartOnDemandAuditTask

AU TR REEORT
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}

cli-input-json 7 1—JL R

ZHl i
targetCheckNames AN

X > )N—: AuditCheckName

o

{
"taskId": "string"

}

CLLHA7 14— R

B8l il
taskld string

RE - &A:40 &/

pattern: [a-zA-Z0-9-]+

17—

S

EERICEITENDTFIVY
HEB, EEYISF IV IVEHE
&, ZFHONTEMICE
TVRRENHYET, BN
B 2TWAEWE, BIANF
ELEY, BWBFIVY
BHHEELINTOF IV
JHBOVANZSRTBIC
(& DescribeAccountAud
itConfiguration ., &
MZHEL>TVWBRFIYUIERB
%2R ¥ 3 1F UpdateAcc
ountAuditConfigura
tion ZFEALEY),

StEA

ML A2 7TY REED
IDo

AU TR REEORT

124



AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

InvalidRequestException

VDOIANOABHENTY,
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEVWIZ—ARELRL L,

LimitExceededException

HRZEBLERL .

EEAARVADERE

BEDEBEA AR AICBEITZERZEETSICIE, DescribeAuditTask ZFEALET, 9T
ICETENTVWRES, BRICEEXBMUAEFIVIVBEBBEKRILEFIVIVIER, SATANETT
ERAOEFIVOEB, EENELEETHOSERLEBEGFOFI Y VEBNfNSENET,

BEODHEAICKETENCEEEZRANDICIE, ListAuditTasks ZEALE T,
EITHPOEEZEFEIETSICIE. CancelAuditTask Z2FERALE T,
DescribeAuditTask

Device Defender MEEZEICBI T 2 FHEBMBLE T,

B=E

aws iot describe-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

{
"taskId": "string"

}
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cli-input-json 7 1 —JL R

ZHl i) it BA
taskld string BHREMBIBHEED ID,

R<E - &AR40 &1

pattern: [a-zA-Z0-9-]+

7

"taskStatus": "string",
"taskType": "string",
"taskStartTime": "timestamp",
"taskStatistics": {
"totalChecks": "integer",
"inProgressChecks": "integer",
"waitingForDataCollectionChecks": "integer",
"compliantChecks": "integer",
"nonCompliantChecks": "integer",
"failedChecks": "integer",
"canceledChecks": "integer"
1,
"scheduledAuditName": "string",
"auditDetails": {
"string": {
"checkRunStatus": "string",
"checkCompliant": "boolean",
"totalResourcesCount": "long",
"nonCompliantResourcesCount": "long",
"errorCode": "string",
"message": "string"
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CLIHAZ7 1 —JLR

=L il

%I:I

B

taskStatus string EBODAT—2RA:
"IN_.PROGRESS, . "CcOM
PLETED, . "FAILED, ., T
CANCELED, oWdhnh,

H=5{E: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

taskType string EENODZA47: "TON_DEMAN
D_AUDIT_TASK, &7 'S
CHEDULED_AUDIT_TAS
KJ o

5l%5fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

taskStartTime timestamp EBEOHBREA,
taskStatistics TaskStatistics EEICETBRITER

totalChecks integer COEEOFIVIVEAD
o

inProgressChecks integer HEITHROFIY VEB O,

waitingForDataCollectionChe integer T—RREZFHL TV
cks FIvIUEBOH,

compliantChecks integer HELTWBUY—ANERD
DPO2LEFIVIOEBOR,

nonCompliantChecks integer FEEVY—ANRO2A 21
FIYvUVEBEOH,
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A8
failedChecks

canceledChecks

scheduledAuditName

auditDetails

checkRunStatus

checkCompliant

il
integer

integer

string
RE - & K128 & /1
pattern: [a-zA-Z0-9_-]+

map

string

boolean

EAL]
FIvIEB DO,

EENFyoEIEniid
CETEShBEA2EEFIVD
HE O,

ATTI-LICLBEENE
i (BEHFRATS1-)IC&D
EBEQBEEDH).

CHOEERICRITENLES
FIv UEBICETRFME
o

COFTYVEBDORET
AT—ARA: "IN_PROGR
ESS, . TWAITING_FOR_
DATA_COLLECTION, , T
CANCELED, ., "COMPLET
ED_COMPLIANT, ., "COM
PLETED_NON_COMPLIA
NT, . TFAILED, OWdh
o

B3 1&: IN_PROGRESS |
WAITING_FOR_DATA_C
OLLECTION | CANCELED |
COMPLETED_COMPLIANT
| COMPLETED_NON_COMP
LIANT | FAILED

FIVIOHNFETL, IXNTO
Y —ANFBELTVWB L
Maoh 2 EBEE true,

BEBE(AZANDERE
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ZHl it =4 B

totalResourcesCount long FIv VBN RITEhED
\J_Zo)ﬁﬂo

nonCompliantResourcesCount  long FIVOTTEENREET
Tr: U \J _Z(Diﬂo

errorCode string COEERICCOFIY
VHBZEERTIDBRICRE

LEIZ—0d—K, TIN
SUFFICIENT_PERMISS
IONS, F7=I& "TAUDIT_CHE
CK_DISABLED »

Xyt—3 string COEERCICOFIVIE
. BERTIIMCRELL
el =1 BSAE IS5—CEEMTSAX Y
t_:/“o
I5-

InvalidRequestException

VOTANORBIEMTT,

ResourceNotFoundException

BEEhLEVY-ARFEELREA
ThrottlingException

L—hAHRZEATVET,

InternalFailureException

FHLBEVWIS—HFEELERL L,

ListAuditTasks

BEETNEHEFICEITE 1 iz Device Defender DEEZ —EBERRLET,
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BE

aws iot list-audit-tasks \
--start-time <value> \
--end-time <value> \
[--task-type <value>] \
[--task-status <value>] \
[--next-token <value>] \
[--max-results <value>] \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json X

"startTime": "timestamp",
"endTime": "timestamp",
"taskType": "string",
"taskStatus": "string",
"nextToken": "string",
"maxResults": "integer"

cli-input-json 7 1 —JL R

=] it
startTime timestamp
endTime timestamp
taskType string

S

HEORK, EERRIEES
NI-HABA (180 BH) M KR
BFEhkxd, REEhD A
BLYBIICHRBE—EZD D
TARNTDE, InvalidRe
questException AR
EhET,

HAB DT,

BEEhERATOEELC
HAOZHRIZ T 1ILA:
TON_DEMAND_AUDIT_T

ASKy F7zl& "SCHEDULED_

BEBE(AZANDERE
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A8 i L)
_AUDIT_TASK, &R &N
TEET,

5l=5fE: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

taskStatus string BEENLEETAT—
RAEFOEEICHN
ZFEIRTDT 1IIA:
"IN_.PROGRESS, . "CcOM
PLETED, . "FAILED, ., T
CANCELED, W hh %&
RIBENTEFT,

52 {E: IN_PROGRESS |
COMPLETED | FAILED |

CANCELED
nextToken string ROBEREY RO R—=D >,
maxResults integer —EBICRIBEROZAT. 7

A BE 25 TY,
EiF - &K 250 &/ 1

5

{
"tasks": [
{
"taskId": "string",
"taskStatus": "string",
"taskType": "string"
}
1)

"nextToken": "string"

}
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CLIA7 14— R
=L

tasks

taskld

taskStatus

taskType

nextToken

I5-

il

JAB

X 2 )XN—: AuditTaskMetadata
java class: java.util.List

string

RE - &K:40 &1

pattern: [a-zA-Z0-9-]+

string

string

string

AR

BEEN-HEHRICETESL
EER,

CDEZED ID,

CHEEDAT—RA:
FIN_PROGRESS, . "COM
PLETED, . "FAILED, ., T
CANCELED. oW hnh,

5% 4E&: IN_PROGRESS |
COMPLETED | FAILED |
CANCELED

COEEDRAT:
TON_DEMAND_AUDIT_T
ASK, &7:l& "SCHEDULED_
AUDIT_TASK. o

5l%{E: ON_DEMAND
_AUDIT_TASK | SCHEDULED
_AUDIT_TASK

ROEREY NOEEICER
TEDR—U, RIzFEM
DERABZVWEHEEEF null T
LR

BEBE(AZANDERE
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InvalidRequestException

VOTANODABHEMNTT,
ThrottlingException

L—hAHIRZEZATVET,

InternalFailureException

FHLBEVWIZ—HRELRL L,

CancelAuditTask

ETPOEEZF Y EILET, EERF. ATP1-I)TBEEFVTFIVRICTDREETE
9, EENETHTHEVEEWE, InvalidRequestException A&R4EL X T,

=

aws iot cancel-audit-task \
--task-id <value> \
[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json &

{
"taskId": "string"

}

cli-input-json 7 1—JL R

=1 il
taskld string

R - & K40 &/

pattern: [a-zA-Z0-9-]+

b

B

FYOEILITZIEENDIDT

¥, TIN_PROGRESS,) ME
BEQxFryoEILTRHIEN
TEEXY,

BEBE(AZANDERE
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L

I>—
ResourceNotFoundException

BEEhLEVY-ARFEELREA

InvalidRequestException

VDOTANODABHEMNTT,
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLEWIZ—RELERL L,

EERROFIVY

EE0HERERTRTDICIE, ListAuditFindings Z2FALET, FI v VEEOEE, HENV
V—RA, FEREEORBICI > THRZE7ANZIVITTBHENTEET, COBREEAL
T, RAChI-EEZBRID_ENTEET,

BMT7O>a>eERL., EEOFRRICEATEET, FHICOVTR, "TBR7o>3, 228K
LTLSEEL,

ListAuditFindings

Device Defender DEEEF LR IEET N LHAICRTENEEETEOERZ—EXRTLET. BRI
180 HEARFENET),

=

aws iot list-audit-findings \
[--task-id <value>] \
[--check-name <value>] \
[--resource-identifier <value>] \
[--max-results <value>] \
[--next-token <value>] \
[--start-time <value>] \
[--end-time <value>] \
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[--cli-input-json <value>] \
[--generate-cli-skeleton]

cli-input-json 3

"taskId": "string",
"checkName": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionlId": "string"

}I

"roleAliasArn": "string",
"account": "string"
3,
"maxResults": "integer",
"nextToken": "string",
"startTime": "timestamp",
"endTime": "timestamp"

cli-input-json 7 4 —JLR

=11 ic]
taskld string

RE - BA:40 &1

pattern: [a-zA-Z0-9-]+

S

BEENLIDZEHE>EEICHE
RZHBRTSD 7 1)LX, taskld
F Iz 1& startTime & endTime
DEESHZIEETDILEN
HYERIHN, MAEZEETD

cEFETEFRE A
checkName string EBEEhEEEFIY VIEH
DRERIIEREZHETD 7 1
L&,
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=L

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

roleAliasArn

pii]

Resourceldentifier

string

RE - &RK:64 &/)h:64
pattern: (0x)?[a-fA-F0-9]+
string

RE - &RK:64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+

string

string

PolicyVersionldentifier

string

RE - &AK:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

S

TEEVY—AZHET DB
Ko

VY—ALLTRY FEhIEE
BAE D ID,

ALREZ AT D HICHEMH
T CARLAZED ID,

Amazon Cognito ID 7’—J)L®
IDo

924TF>2 K ID,

VY—ACHEMFShTV
BRIV—ON—32,

7j_\o|) :/_a)%ﬁﬂ_o

VY—ACHEMFShTY
BRIV—ON—23>20
IDo
BELHFBEShLETIS3Y
ZROO-ILIAIUTAD
ARN,

RE - &K 2048 &/ 1

EEFROFIVY
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=1 i)
account string
RE -HBKR 12 &/M:12
pattern: [0-9]+
maxResults integer
#H - &K 250 &/ 1
nextToken string
startTime timestamp
endTime timestamp
)
{
"findings": [
{
"taskId": "string",
"checkName": "string",
"taskStartTime": "timestamp",
"findingTime": "timestamp",

S

)Y —ANBEENFShTL
BTHI N,

_Et:i}g?%%@%k%&o 7__“
7#AIKE25TT,

;ﬂ@%%t‘y |\(D |\—7>o

EEEhIERRERIZRE DN,
ERRICERZHRTD 7 A
JL&, startTime & endTime
Flolk taskld DEBE S H &5
ETRLENBNETH, @
FEEETRDRERETEEE
Ao

EEENEBEZEICRED2A 2
RERICERZFHIRTIZD 7 1
JL&, startTime & endTime
Filk taskld DESE S H &IE
ETRILENBNETH, @
FEEETRDR_ERETEEE
Ao

EEFROFIVY
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"severity": "string",
"nonCompliantResource": {
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",
"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"
1,
"account": "string"
1,
"additionalInfo": {
"string": "string"
}
1,
"relatedResources": [
{
"resourceType": "string",
"resourceldentifier": {
"deviceCertificateId": "string",
"caCertificateId": "string",
"cognitoIdentityPoolId": "string",
"clientId": "string",

"iamRoleArn": "string",

"policyVersionIdentifier": {
"policyName": "string",
"policyVersionId": "string"

}I

"account": "string"

iy
"roleAliasArn": "string",

"additionalInfo": {
"string": "string"

}
]I

"reasonForNonCompliance": "string",

EEFROFIVY
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"reasonForNonComplianceCode": "string"

}
]I

"nextToken": "string"

CLIA7 14— R
=L

findings

taskld

checkName

taskStartTime
findingTime

severity

nonCompliantResource

resourceType

i)

VA

X 27 )N—: AuditFinding
string

RE - BK:40 &1
pattern: [a-zA-Z0-9-]+

string

timestamp
timestamp

string

NonCompliantResource

string

B8

EEOHESR

COBER (FRR) Z2EKL IZE
ED ID,

COBERZERL -EE
FIv IV®EE,
EBTORBEAL,
RBRIBREE IR,
REODEEE,

Bl 34E: CRITICAL | HIGH |
MEDIUM | LOW

EEFIVIOFKER. BEL
TWaARVWZ EAHBELEY
\J_Xo

TEEVY—ADRAT,

52{&: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL

EEFROFIVY
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=L

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

clientld

policyVersionldentifier

policyName

policyVersionld

Resourceldentifier

string

RE - &RK:64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+
string

R&E - &RK:64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+

string

string

PolicyVersionldentifier

string

R&E - &K:128 &)1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

S

| CLIENT_ID | ACCOUNT_S
ETTINGS

TEEVY—AZHET DB
Ko

VY —ALLTRY FEnIEE
BE D ID,

AL Z AR I DO ICHER
T CARLHAED ID,

Amazon Cognito ID 7’—JL ®
IDo

24T K ID,

)Y —AICBEERNFShTL
BRIV—ON—232,

ZRIJ :/_a)%ﬁﬂ_o

VY—ACHEMFShTV
BRVZ—ON—=2320
1D,

EEFROFIVY
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=L

account

additionallnfo

relatedResources

resourceType

resourceldentifier

deviceCertificateld

caCertificateld

cognitoldentityPoolld

i)

string

RE -H&K12 &/M12
pattern: [0-9]+

map

AR
X > )N—: RelatedResource

string

Resourceldentifier

string

R& - ;K64 &&/)0:64
pattern: (Ox)?[a-fA-F0-9]+
string

R& - ;K64 &/)0:64
pattern: (Ox)?[a-fA-F0-9]+

string

S

)Y —ANREENFShTL
BTHI2 N,

FEEVV—AICETEZEOD
b DEHR

BaEUY—ADU AR,

U y_10)947°o

Hl3¢{&: DEVICE_CE
RTIFICATE | CA_CERTIF
ICATE | IOT_POLICY |
COGNITO_IDENTITY_POOL
| CLIENT_ID | ACCOUNT_S
ETTINGS

)Y —RA%zEBT B ER.

DY—ALLTRY FENIEE
BHE D ID,

AAEZARE TR EOICEA
9% CAFLHED ID,

Amazon Cognito ID 7"— )L ®
ID,

EEFROFIVY
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A8
clientld

policyVersionldentifier

iamRoleArn

policyName

policyVersionld

roleAliasArn

account

additionallnfo

reasonForNonCompliance

reasonForNonCompli
anceCode

il

string

PolicyVersionldentifier

string

R& - &RK:2048 &/):20
string

RE - &K:128 &1
pattern: [w+=,.@-]+
string

pattern: [0-9]+

string

R<& - &K: 2048 &/ 1
string

RE -HK12 &/M12
pattern: [0-9]+

map

string

string

S
2Z24F> N IDo

)Y —AICREERNFS ATV
BRIVZ—ON—232,

BECHBRENLETOIIY
Z# 2 IAM O—JL® ARN,

7.|_\°U :/_W%ﬁﬁo

)Y —AICBEENIFShTL
BRIV—ON—=23>20
IDo

BECHRENLETI>IY
ZEFOO-ILIAVTAD
ARN,

)Y —ANREENTFShTL
BT NI Ko

)Y —AICETBZT0MOE
Ko

VY —ANTEELE 2 218
Ho

VY —ANTEEE > A
ZRY9I—R,

EEFROFIVY
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=] it
nextToken string
IZ—

InvalidRequestException

VOTANOHRBENEMNTT,
ThrottlingException

L—hAHIRZEXTVET,

InternalFailureException

FHLBEWIS—HFEELEXL L,

EEOFR O

S

ROEREY NOREICER
TEDN—U, FEEFEM
DERNFBZVEEEF null T
9,

EEEZERTIE, IXNTOFTEERVY—ADHERABEENET, 2FY ., BEELR—NCIE,
BEOCEMCIMVBEATVWEI VY —ADHRE, TARNPTNSAADOKIEBRE, FTEHETHD N

HA>TWBUY—AOHRNFEEINET., EETR. BEOERE

RITTTEENDEETHD Y —

ACBETRIMRNBIEHMELAR—NEND O, LR—NIAESBEBRBIEME D AEEA DV K
c EEFRZIHTAIE, BELLEHE, VY—ANEETIhDZRTORE., FLETARMELL
FRBELETNAACEERFSNEVY—ARICHL T, BHRICARZNIIELEBRATEET,

@ Note

MBI EEBEMRCHLTR, BT I3V ERATERBA, BNT U232 OFM

C2O2WTR, BM70>3> #8BL TSV,

EEMROINH I —2OFMIOVTIE,

2, BBRLTLIEEL,

TAWS loT Device Defender DT> RIRA > NEDT +—

EEOMR QM
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AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

EEMRE OHH 18 &

FHEEOVY—-ARCEEMRONEZERTRIE, EELR—NEBHNOBEN ELRYET,

EELA—BMIE. LR—NIHETS, MHEhEIXNTOMRZ—EXRTIDHLLVEI> 3
UNEENET, BEEFIVINBEETHAINESH ZFTMETZEE. HIFEhEMREEZERENE
tA, ANV RSA2 (4R —T T A4 X (CLI) T describe-audit-task AN R&EFRATI &, FEE
FIvooMEEhE)Y—ABRERENET,

EREATE. EBEFIVINBEETHINESH ZTMMTIES. HHlchimREEEEENE
BA., EIENEDUY—AFIE. AWS loT Device Defender A" Amazon CloudWatch & & 0¥ Amazon
Simple Notification Service (Amazon SNS) ICR1TT 5, FEEF IV IVBHICEEENET,

A2 V= TEEMROMNFZEMT S5 E
EELA-N SOFRENHTDICE
ROFIEG, AWS 0T I2Y — )L TREMROWHEERTBHEERLTVET,

1. AWS loT AV Y—ILOFESF—2 3> RA> T, [Defend] (B54) ZEBL . [Audit] (BEE).
[Results] (£ R) OIEIZEIRL £,

2. WRIBEELFR-—IZBRLET,

AWS loT X
Audit results (10+)
Q 1 >
» Onboard
Name Date
» Manage

July 28, 2020, 14:14:18 (UTC-0700})
» Greengrass <

uly 28, 2020, 11:55:43 (UTC-0700)
» Secure
¥ Defend

July 27, 2020, 05:12:39 (UTC-0700})

1
1l

July 28, 2020, 05:12:39 (UTC-0700)
1
I 20, 05:12:39 (UTC-0700)
L

ily 25, 2020, 05:12:39 (UTC-0700)
July 24, 2020, 05:12:39 (UTC-0700)
Finding suppressions AWSloTDeviceDefenderDailyAudit July 23, 2020, 05:12:39 (UTC-0700)

July 22, 2020, 05:12:39 (UTC-0700)

>B>pBbB>BDBD>OD ¢

July 21, 2020, 05:12:39 (UTC-0700)

3. BEEROFIVOEVIIDO[FIVIRT,. BOOHBIEEFIVIVERRBIRLET,

EEEFT R OHIHI 0 H4E & 144
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS leT Device Defender Audit Audit Results Audit Report

Audit Report

On-demand - July 28, 2020, 14:14:18 (UTC-0700)

Audit findings

Audit rask D

40c1 20447 beBbb0d33682ef35¢ 144231

Started at

July 28, 2020, 141418 (UTC-07001

Non-compliant checks (1 of 14)
Chedck name Severity MNon-compliant resources % Resources Mitigation

Logging disablec Low 1 100%, Logging disabled (@)

Compliant checks (13 of 14)

Chedk name Severity Seanned (1)

Authenticated Cognito role overly

T Cricical (n]
PEMTTHSSIVE
CA certificate key quality Crirical o
CA certifieate reveked but device aia

i = % ¥l Critical o

certificates still active
Device certificate key quality Critical 0
Device certificate shared Crirical 0
loT policies overly permissive Critical v]
Role alias overly permissie Critical 0
Unauthenticated Cognibo role overly Critical 0
permissive
Conflictirsg MOQTT client [Ds High o]
Ch certificates expiring Medium 0
Device certificate expiring Megiim o
Revoked device certificate still active Medium 0
Role alias allows access to unused .

# Medium 0
SEFVICES

4. BEETFTIVIOFMEET, KRRLEKBZVMRI®258E. AROBICH2FT7> 3R

VEBRULET, RIC, [77232] 28R, EERREREITIHBZRRLE T,

(® Note

OVV—=I)lTlk, BEEMEOMEHOEMERE L T, [1 week] (1i18R). [1 month] (1 A
A). [3 months] (3 ' A). [6 months] (6 A*B). FF [Indefinitely] FRHIFR) Z#IRTE

AV TEEMRONFZER IS HE
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9. BEOBEMHEERETZHEEE. CLIXEEAPI TOXABRETEET., EBRT
Bo&ElE, EMHRICAADST, WOTERY BT EETEET,

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings

Logging disabled

1 account non-compliant

Mitigation
Enable Cloudwatch Logs.

Non-compliant account (1) Actions &

Start mitigation actions

Suppress Finding

Finding Reason Account settings 1 week
1 month
[+ ] 417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account. 765219403047
3 months S
6 months
Indefinitely

5. MIHEOFMERIEL TH S, R ZAML] ZBRLET,

Confirm suppression b4

Please verify the details of the audit finding suppression

Check name

Logging disabled

Account settings
765219403047

Expiration period

2 months

Expiration date
2020-10-28T21:25:41.100Z

Cancel Enable suppression

6. EEMROMFZEKTDE, EEMEOIHANMERE N EZ2BBIDNT—HIRFEIE

ED

AV TEEMRONFHZERA TS HE
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@ Audit finding suppression created successfully
The finding related to the resource is suppressed for audit check Logging disabled

AWS loT Device Defender Audit Audit Results Audit Report Audit Findings

Audit Findings
Logging disabled

1 account non-compliant

Mitigation
Enable CloudWatch Logs.

Non-compliant account (1)

Finding Reason

417b2f816eac7a2e40fdb0bc709b01a2 Logging disabled on account

MEEhI-FRZEELR— M TRRTDICE

Account settings

765219403047

1. AWS loT OV —=IOFEST—2 3> RAL2 T, [Defend] (FhfH) ZEBEL . [Audit] (B5E).

[Results] (fER) DIEICEIRLE T,
2. HRIBDEELARA—PFEBRLETD,

3. MFlEhizER| >3 > T, BRUELEEBELAR-PMNRCHHEHENEEEZEREZRRLET,

AV TEEMRONFHZERA TS HE
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

I
|
i AWS loT x FORS, b T Devicn Defender Auadit Auadit Resules Audit Report

Audit Report

| : On-demand - July 28, 2020, 11:55:43 (UTC-0700)
¥ Onboard

Audit findings
| ® Mznage

b Greeigrass hisdfit Lask DO
aaabdSIB394 2055 al463 BBOBL hcefad
b Secune
¥ Defend July 28, 3020, 11:55:43 |UTC-0700]
- t

Resulls Compliant checks (14 of 14)

£l
. Check name Severity Seanned ()
Finding suppressions Avuthenticated Cognito role owely Crithcal
pel s
¢ Detect
A certificare qiialiy Critial
Mitigation E a CA eertificate kay qialin Fita
aktine A, certificare revoked but device Critia
Cricical
eertificabes still active
I DPevice certificate key quality Critial
Device certificate shared Critical
IoT proliches overly permissine Critikal
1
Role alias ouerty permissive Critical
things
Lin ticated Cagnito role overly
pe
) n &
Conflicting MOTT client IDs High
CA certificate expiring Medium
Dervice certificate espiring Medium
Regvoked device oo Me n
Role afisd allows socss ta s
g dabls 1
Suppressed findings (1)
8] 1
Check name Finding Rerson Resource identifier
Loggng deablad 15522791 Afb2a24a80304 PefILEL TG Logging deshled an & count FESITS40E04 T

EEMROMNFHZIANMETDICE

s AWSIoT OAV—=)LOFEST—> 3R, T, [Defend] (BFfH) ZEBA L. [Audit] (BEE).
[Finding suppressions] (FTR Ol OIEICEIRLET,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS loT X AWS loT Device Defender Audit
XoF Audit finding suppressions (1) infe m
vity
» Onboand Resource identifier Check name Expiration date Description
» Manage 765219403047 Logging disabled October 28, 2020, 14:26:53 (UTC-0700)
» Greeng
» Secure
¥ Defend
Audit
Resy
Schedul
ctio
r
Sett
» Act
Tes

EEFMRONGEZRETDICE
1. AWS loT AV —=IOFEST—2 3> RAL42 T, [Defend] (Fhf) ZEBEAL . [Audit] (B5E).
[Finding suppressions] (FTR Ol OIEICERL ET,

2. WETHEEMROMEHOEIIHZ2AT73AVREVEZBERLET., RIC, [F7o232]. [##
E)DMEICERLET,

3. [BEERRONBZRET D] V42 RUT, [MFIHE] Ricld HEA|(A7>32) ZEETER
ER

AV TEEMRONFZER IS HE 149
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

4.

Edit audit finding suppression X
Suppressing an audit finding on a specified resource means that the finding related to

the resource for the specified audit check will no longer be flagged as non-compliant.

Audit check

Resource identifier

Account 1D

The expiration date is October 28, 2020, 14:26:53 (UTC-0700). Select a different duration to change
& months v

Description (optional)

Suppresses “Logging disabled” check because | don't want to enable logging for
NoW.

e

BEZT2125. [RF] Z2BRLEY, [REEROMF] V12 RUFREXRT,

EEMROMFZHIRT S ICE

1.

AWS [oT A2V —=I)LOFET—> 32 RA4 2T, [Defend] (BrfHl) ZEEEL . [Audit] (BEE).

[Finding suppressions] (FTR O] OIEICEIRLET,

HIRRT 2 EEFMEOMEDOEICH S AT a>REZEIRL, [Actions] (F V> 3ar),
[Delete] (HIBR) DIEICEIRLET,
[Delete audit finding suppression] (B2EFT R OIFIDHIBR) 14> RIT, TFARNRKRY JAIC

delete EANL THIERZ#EEL . [Delete] (HIfR) ZRBIRL KT, REBROWH] V12 R
FHEEXRT,
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AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

Delete audit finding suppression b4

If you delete audit finding suppression, the finding on the resource 765215403047 for
audit check Logging disabled will no longer be suppressed.

To delete audit finding suppression, enter delete in the box.

delete

CLI TOEEMROMEOER TG E
ROCLIORY RZFEAL T, EEMROMBIZERELVCEETERT,

» create-audit-suppression

» describe-audit-suppression

update-audit-suppression

delete-audit-suppression

list-audit-suppressions

AT B resource-identifier (&, #RZMHI TS check-name ICK>TERYET, XDOEK
Tk, BF TV IO EERSRCRET D EHICHER resource-identifier OFM%ZRL
TVWET,

® Note

MHIAR REF, EEZATICTDEOTREHY)TEA, BEEEBFSIEHE AWS loT 7/V4(
ATRITEIhET, {1FEF, EEMRICOKBRAETAET,

check-name resource-identifier

AUTHENTICATE_COGNITO_ROLE_O cognitoldentityPoolId
VERLY_PERMISSIVE_CHECK

CLI TOEEMROMEOERS E 151


https://docs.aws.amazon.com/cli/latest/reference/iot/create-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-audit-suppression.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-audit-suppression.html
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AWS |oT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

check-name

CA_CERT_APPROACHING_EXPIRAT
ION_CHECK

CA_CERTIFICATE_KEY_QUALITY_CHECK
CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERT_APPROACHING_EXP
IRATION_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

DEVICE_CERTIFICATE_SHARED_CHECK

IOT_POLICY_OVERLY_PERMISSIV
E_CHECK

IOT_ROLE_ALTAS_ALLOWS_ACCES
S_TO_UNUSED_SERVICES_CHECK

IOT_ROLE_ALTIAS_OVERLY_PERMI
SSIVE_CHECK

LOGGING_DISABLED_CHECK
REVOKED_CA_CERT_CHECK
REVOKED_DEVICE_CERT_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

EEMROMBZERL TERATSICE

resource-identifier

caCertificateld

caCertificateld
clientId

deviceCertificateld

deviceCertificateld

deviceCertificateld

policyVersionIdentifier

roleAliasArn

roleAliasArn

account
caCertificateld
deviceCertificateld

cognitoldentityPoolId

ROFIEF, AWSCLI OV Y= TEEMROIH ZERITZHFEZRLTVET,

CLI TOEEMR OMEI O LA E
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+ create-audit-suppression AN RZFEAL T, EEMREOHHZERLET. XOHIT
l&. [Logging disabled] (AT RBENEMLENELL)OFIVIICETVT, AWS T HY
> N123456789012 OEEFMR OMEIZ/ER L £,

aws iot create-audit-suppression \
--check-name LOGGING_DISABLED_CHECK \
--resource-identifier account=123456789012 \
--client-request-token 28ac32c3-384c-487a-a368-c7bbd4811554 \
--suppress-indefinitely \
--description "Suppresses logging disabled check because I don't want to enable
logging for now."

COOXRVROBARHY) T A

EEMR OHE AP

XD APl ZERAL T, EERROMNFIZERBIOCEETEERT,

» CreateAuditSuppression

* DescribeAuditSuppression

* UpdateAuditSuppression

» DeleteAuditSuppression

» ListAuditSuppressions

BEDEEODMRZ74IEZ) I T 5ICIE, ListAuditFindings APl ZERTE XY,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteAuditSuppression.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditSuppressions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

‘i

AWS loT Device Defender Detect Z AT aE. FNA ADOEEZERTDZEICLY, BREETh
EFNARAZRT AN HP2EEBRHEZRETEXRT. VF7VRADXKNI T A (AWS loT A5
BE) EFNARABOANI TR (TFNAAICAVAN=ILEI-2I O M SHEE) 2ilhEa0E
THEATRE, RO zmREHTEERT,

° ?&ﬁ/\og_\/@ggo
s MAETATVBVIY RRAVMNFLEFRBEES N TVWAVWI RRSA I NEBEITZDT/NA Ao
s AVINDVYREKOFTINNIROFNAARNTTAVYINER—2DOEE,

FHENDZTFNA ABEOERNEEND X 21)FT47A7 71N EERL, 7U—FAOFT/NA
ADTIN—=TFEFEIXNTOTFT/NA AICEIV) HTET, AWS loT Device DefenderDetect l&, <5
NDEF1VF47O07 74V ZEALTEEZKRE L, Amazon CloudWatch X k1) 2 A& Amazon
Simple Notification Service BHIZ N L TTF7 S —LZREELET,

AWS loT Device Defender Detect &, iz hi=F/NA ATHEICRSh» 1 UF 1 LORBE
BBHTEZET,

- BENBEREOHD AN RBIVCOAYMNO-LF¥RILZRY, BHAOEEOHZ IP 7 RLA
RERFHFAEATVEVWIY RRAYRMOFNSAALSDRZT 1Y D,

« TNNA AN DDoS HEIZEAEL TWAZEZRT, PORNIVRRNTTAVYIDANA DI
E, BANBRNZ T4V,

c VE—RTTIVEATEDVE—REBA U ER—TIARER—NEFEIDTNA A,

c FTHAOVRNIERBEND XY E—DBOANAD (FEARF, XY E—HIY OBENBRICK
DAEMED D B IFRIAT/NA AN S).

dA—ART—A:
WEEGEZNETS

AWS loT Device Defender Detect ZEA T2 &, TNA AOKEBFHZAETEET, &
AZFE, XY OR=—VOBREBYY P TV —ERAR—RNZEEOIOFNA AZRBETEET
(R— K 23/2323 TRITE N B telnet T —E A, R—K 22 TEITEhd SSHH—E A, K—k
80/443/8080/8081 TRITE NS HTTP/IS H—ER); FNAATIhSOHY—ERAR—NZFEH
THRELHBEHNI HBBEEHYVETH, HEEXF YD TEEDO) RAVIZK > THEEHO—
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et K< #E)ET, AWS loT Device Defender Detect IC & 2 THEEEHO 7T — M ERKE 1
5, REEFHZH/PRICHNAZ D REAORY ND—OH—ERZBTEICKY), BN
NDFMEZETLTEFIVT A ORBUEZRETSD (EEARF, K<HB/NAD—R, F74)

RONAD—R, SOWNAD—RTERE Nz telnet B E) CENTEEXRT,

tF1VTAORFFERZEAL TN ABEORE DK

AWS loT Device Defender Detect ZFA T2 &, EFXF1UT A REZRITIREMEI D FHLA
WFENAABEX RNV OA (BAVWTVDR—KMO¥, EHEOK, FTHEIHVTVWSR—N F
HLBEWIP T RLAANDOER) ICODVWTOTT—LAZERTEERT, LEAE, TCP EHEOHKY
FHRI)ZL B2 EHE. T/INA AN DDoS HEBICFAETNTVWA CEZRLTVSAHEMENSD
WET, FHENDZR—RNUAOR—KRTIU YA LTVWR7OARK, VE—NEHHOLHIC
NY I RTHFFNAARAZAAN=INENTVDEZRLTVAOEMF HYET, AWS loT
Device Defender Detect ZfEF T2 &, FNA AT7V—FOEEMHZRAN, £*1)57 1 LOH]
REWRTEETFT (EEAE, R—BM23FEE 2323 TUY AL TVBRTF/NA AN BV &),

BHEE ML AR—ADEHBREZEMICLT, BENSERZEINICERBTEET,
EULLEBEENTVWEVWTIFNSA A ZRETS

FINAADNSTHINIEEENZIAYE—2OBFLFIHAAOANAIIF, ELLERES

NTVEBEVWFNARAZRLTVDAEMNI BV ET. TOIDIBTFNA AN HDE, XyvE—D

BUOBEN LREIH UM HYET. BKRIC, BEAEIZ—0ZVTFNAM ALK, BRESH
RV —DNBECBDAEENBYET,

REFEOTNAADEEZEZRI>TTS

AWS |loT Device Defender Detect Tk, AWSIoT L ARNVIZEFEFE N TVWEVWTFNAADEEK
BEEZBANTAIENTEET, UTOVWTIHAOEZ—SY NEATICEABOEF2)FT470O77
AINEERITD_ENTEET,

s IXNTOFNALAA

« BEEADINTOFNAAAWSIoTLZARNURKDE)

s REBEFOIXNTOTFT/NAA

c B/ =TRHROFINAA

tF21VF47O774MNE. FTHOROFHRENDZTFNAAOBEEZERL., BEEMREE L
EEILRTIBTIVIAVERELET, EFXF1VFTAT7O774)E, 20707 74)LICHLT

REFOTNAAOBEZEZRVTTS 155
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AT TNAAZEHDMMA<KHHTEDRSIC, REG2LEEZ—TYRNITEYFIBHZENHY)
£

REBROTNAADBERE., INTOERPANIIZANBUTFNAARELTEDONBLSIC, TN
AADEMBABICDLE>T—EBLEMQIT 9472 MBI FREZE/ DB (TNAAX KUY
AZLR—NTBTNAAR) Z2EEEITIHENFHIET,

/A Important

T/ BICHEXENrEENTVBIES, TEEETE/ BN 128 N1 RO UTF-8 T>1—RX
FERYURWVWEE., FNARILE 2 THEENEXAYE—DRFIEFEEIET,

tF1VF14O1—AT—A

cnto>arTlR, FNAARATI—RNEZEBDP ISXTETEZEHEOREE, ChSsOWREZERTS
EHICEATERDHBEXNV VROV THALET, EF1VT A OREZRAEITHAIHRRELT
ANVIADEEZFEATRICEEZHEBOLETN. XNVJADREOKICEIWTEFIUFT A«
EOBHEERELBEVTEEL,

BEETS—LZAETRICEK. PT7—LOFMZTNAABYE., FNAAXKNIVIAOEBENL >
K. Security Profile XRU OV AOBERNL Y R, AAZLXKNUOA, OB EOTYTFANER
EEERTT, EF2IVTIOEBNBEETINESHZHHLET,

OZRAOI—-—AT—A
Device Defender &, AWS 1oT 25V RBITUTOI—AT—AZERTEXT,
[Z1BY B 7E D 25 ]

HOMEORH#ICIE, CEME, N—RIIT7, VIRNIITHEEOBATRLEELEDMAEE
BBUENEEFINET, FTNAANREBRETRETDCEN KL HYFT, AWM EDZH
&, BEERE. TNAAOEE, FLETNA ANAEOE#H LB EDOFKTRETD N HY)
£, VIV RR—ADHNBEDBHIE, loT VY —ANDERLEBEVT IV EREZHFTT SR
) —ABEITBICELR>TRETDAEMN B ET, loT AU —ZHIEL ., [Audit overly
permissive checks] (RN BEIOF I Y VNERE) ZFICL T, EENBETHI RIS —%
BETDIHENFHYET,

EtFIVFAOI—-RAT—RA 156
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ERITDIARNIVTADER (DFEV, BELCL>TRAEETNDIAA).

consecutiveDatapointsToAlarm

BEECIhIEBOERTZDT—RRANOBECTNAANERLTVRIGEE., 77 —LNRE
LEXT. BEThBL2LBE. T7FIMMER1TT,

consecutiveDatapointsToClear

TZ2—LAREL, AEOT/NAAOBEY, BEESNHROERIZT—FRA MNMIERL
BLBO2EB/E. PT72—LRBRIVTENET, BEETNBA2I2HBE. T7FILMER1TY,

threshold type

EFIYFATOT7 A, MLEEBL—LR—REW2E220LEWVMEZRATOLFh
AEBYET, MLEFIUFATO77 ()L, BEDF—KASEBIBHET, 7U—h
SHOFNAALRLOERS LT EFIUFT A OREEABNCRELET., L—ILR—ROD
LFIUFATOT7ALTR, FNAAOBEEERTDLHICBNL—LEFHTRRTS
BEN B ET.

alarm suppressions

EEBAZ on F£2F suppressed ICREL T, 75— AKRED Amazon SNS BRI ZEETE
£9, T7—LZzHFHLTE, Detect &7/ ABETMOETEZFELLEFE A, Detect FEE
BEERERTZS—LELTT7ZTFGLEFET, £EL, T NETZ—LAK Amazon SNS
BHRIOLESICEHEEENEEA. AWSIoT AV —ILELEE APIASTIVEATEERT,

Rules Detect

dimension

TAXAVZEERL T, BEOSHEEZABTEERT, LA, NEZ—2IC—BT S MQTT
REYOICBIEZBRATZDREY V7 AIINERTFARXIAVEERTEET, EF1VFT47
O77A)NTERATZTAX 3 EEETSICIE. TCreateDimensiony Z#2ZHBLTLKEE
Wo Rules Detect ICOHKBHENET,
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TINA A metric CEULTERICBEL TVR A ES L Z XM 2 FRM,
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® Note

AWS lIoT A2V =) T [F7Z— NZBEH] Z#EIRT S &, AWS loT Device Defender A" 7
NAADBREBEEZRBLAEZIC, Amazon SNS ZEBLU TEHZZ IR N TEF
¥,

comparisonOperator

BIERRDE/ (metric) Z25%H (value £ IE statisticalThreshold) (CBSE T3 5&E
",

Bz {ElE, "less-than", "less-than-equals", "greater-than". "greater-than-equals". "in-cidr-
set", "not-in-cidr-set", "in-port-set", "not-in-port-set" T, IXNTODEETFTZINTOXKN
DATHEATESDDITTREDYEEA, LEAEF., CDREY NRR—KNDEEFEK, Ths
EECANVUDATOXRMERATEET,

value

metric LB T BB, XNV IVAOEEICHLU T, count (fB), cidrs (CIDR DU A
M), ports ((R—=RDUAR) DVWThHAZEDHBDIHENHYET,

statisticalThreshold

BEERNREENDHEETHLEWME, COT71—)LRICIE, LTOERZEETES
statistic 74 —JLRAEENTVET, Tp0s . p0.1s. Tp0.01s. Tpla.
"p101 . "p501 . Tp90.s . Tp99s . Mp99.9, . Tp99.99; ., Ik "p100. »

C O statistic IN—EVRALNZRLET, BENOBEENREET D EICHERENE
T cOEFIVFTATO77AINICEERTSAEIXNTOHBET/NAM AL S, BEShE
i (durationSeconds) ICH W) 1B EX KN AN REEh, TOF—RIZEOTWVWT
N—toRAIIHNHEEhET, TOE., FNAAICKHLTHAENRESh, BUHBBICD L
WERENET, TOTNAADKHROEN, BEEhEN—EVEAMIILICEEFTFSATL
%{E (comparisonOperator) Z LEI> /zV), TE2 1V T3HFBE. T/N1 AKEEICER
LTVWBERBENET, TNUADEE, FNA AGBEDERICAVYET,

N—t>2ZA4)IE, BESFTSNEEZTES, ZREENEIXNTORAENEESEZRLET,
ERE, Tp90s 0 N—t2RA)) ICEEMRTSIIEN 123 THREBEE. INTOAE
ED 90% A" 123 KF\TT o

B
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durationSeconds

BT 1 X332 (NUM_MESSAGES_SENT & &) Z#H D&M ICK L THEN IS h 2 IR
ZEETDICE, chzFHLET, statisticalThreshhold X KUV ADEER T,
hF statisticalThreshold DEZRET D LEHICTNTOT/NA ADBENRNEE h,
LEBICE TR EORED T VZET/INA AN RET D EHOERETT,

ML ¥ &

ML Detect confidence

ML Detect l&, High, Medium, Low EW2 /& 3 DDEEELARILEYR—KNLET, High
NDEEER. EEBETMMECS T IRBENM <., LELETZ—LOBAN DB E

T, Medium DERERFHFEENREZEKRL. Low DEHEEFSRBRETHY ., 77—LOEN
B ET,

ML # H

¥ ¥ B Detect (ML Detect) Tld, FNA ABBTF—RICESVTEFLIZBBNICERNTR L
T, BRFEBEZFEALTRET D TFNAAOBEZZEE IS F1UT+7O7 71 Z2ERKL.
chs7OA77ANETNAADTIIN—TFEET7IV—NAOIXNTOTFNA AICEI)HTET,
Z L T. AWS loT Device Defender FE2E #BBIL ML ETFIILZFEALTTS—ALZRNJH—LE
£

ML Detect DB AEDFEMIC DOV TIE, ML Detect A4 R Z2ZBL TS EE L,

COEICRK, UTOEI>avHFrEEhTVET,

« ML Detect D 1—AT—A

« ML Detect @ t#H

- NEH

- HIFREIR

s PZ2—LTORBREZOMOBRIDREOY—F2 7
c BR—RENBXKUVIR

« Y—ERIVA X

« ML Detect CLI AN > R

* ML Detect API

ML #& 168
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e MLDetect EF¥ 21V T4 7O77 A )N E—RELELEHEKRTS

ML Detect D 1— AT —A

ML Detect ZEA T2 &, BEThDTF/NSA ADEBEZRET D ENRESRFZTSIC. 7U—KTN
A AZERTEET, fIAEFE. IMBOXRNV IR ZERTSIES. FAAUREALEVMEL BTN
SENPRTHEVBEN BV ET, CDFS. MLDetect ZEMIZL T, FNA AN SHEEIEE
BF—RCETVWT, BEBYMXRNVORAT—RRA N ERBETEET,

ML Detect D€5 1 DDI1—AT—AR., KREOEBEEELICBNICENLTET/NA AOBEZER
TB_ETY, MLDetect ld. FNAANSOTF—ENEZ—2OZICEDTVWT, BEThD ENE
FNAABEEEHHNICEZLET, AR, FNAAXYE—D0EEER. FHEBEROBTE
{EL. ML Detect & C DEIN S EBIEZZB L E T,

ML Detect M {14 &

ML Detect ZEA T2 &, 6 ENDITTVRAXRNIVAE THOTNAABX ) DATERAB &
CtEF1VTADEREZRRNIZLHONBEZERTERT, IHEFILNL-Z2THE®R. ML
Detect l&. ##D 14 BEOTF—RICETVWTETFLZBHEHFLET, MLEFILTZIhSOX K
VOADT—RRA RN ZERL, BENMREENDETS-LZRN)HA-LET,

ML Detect l&, BEENBEENUTVEZ —BOTFNA A EFIVFTA7A77AINETRYFT
PHEICRETY, A, —HOTFNAANBEEOEBETEAET I, TOMOFT/NA AN EEFR
THEAENTVREHEE, FNALAOBENZ—2NF 2 O00OTIN—TETRELEBRDIHZENHYE
9., T/V14 A% home-device DE/ DT )L—7 & office-device DE/TIN—TICBEBTEEFT, B
EREZEYNZEOETHIEHICEK, FE/ 0TI —T2@EBID ML Detect ¥ 1) F7470O07 7
ANCTRYFLET,

ML Detect A"#JHAET N 2BEL TVWDIE, ETFI/INZEXTDICE. BED 14 BET, XKUIRA
Hizv) 14 BERE, A2 B<EE 25000 DT—RRA MFBETT, TOER, HDPBEOXL

VOART—BRAV KNI BZETINEZBEEMLET . RNEXIHIZEShBEVIEE, ML Detect &
EFINOERZZRICHTL, HAOLHOEFIOERAZPIETZEIC, XD 30 ABEEEBRET
LERT,

&RNEH

ML Detect DFEATEFILORNL —Z2 T EERD =HIZ. ML Detect XD F/NEHER/ETHED
HVET,
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RNMNL—Z2THE

ANHAETINOBECE 14 BANNET, TOR, TF)INE 14 BHOEHHBOX N I AT —
STBREHECIET,

T—RRA NDOER
MLETFINZBEITDLHICHELET—FRA 2 NORPHEIE, BE14 BEATAXNIIZAH V)
25,000 F—2RA > RNTT, EFILOMENERNL—Z T EEHFOLSHIZ, ML Detect T,
ERRRTFNAADSORNT—RRA VM BETT, ChiF, RORELRFERDETT,
« 60 BDT/NA AN AWS loT £ T45 nERTERLT VT 1ET 1 2R1T
c 40 BDOTINA AL B30 PR TOEL L R1T
c 15 B8NDFINA AICKBD10 PR T DL E 21T
s TEDTFNAARIZKD5 FRERTOEREET

FINARTIN—=TDE—T7Y K~
F—RERETBICE, EFIVFATOT7ANCBFR =YY ROE/ DT IL—TIZF/
FEENTVRIHBENHYET,

DMEFASERENDE, MLEFLRBAEHE 1, 14 BEORGHBIC L5 < &6 25000 O
F—BRAY NFRBEBYET,

HIREE

RDIZIRADX NI IADT A X2 2> T ML Detect ZEATEE T,

- FRAI M KB (aws:num-authorization-failures)

« FELEXYtE—2 (aws:num-messages-received)

o EEETNEXYE—T (aws:num-messages-sent)

« XY t—I4% (X (aws:message-byte-size)

ROXRNYD AL, ML Detect TREHYR—RENTVEEA,
ML Detect THR—RENTWVWEWITTRAIODX KNI VA

« JA{E 7t IP (aws:source-ip-address)

ML Detect THR—RE N TVEVWFNARABOX KN T A:
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« #fE% IP (aws:destination-ip-addresses)
e YUY A9 TCPR—N (aws:listening-tcp-ports)
e )Y A9 % UDP 7R— b (aws:listening-udp-ports)

NABLXNI G AR, BEZATOHESR—NLET,
T7—LATORBRETDMOBRIPREDOY—F2 T

FHEZBUTMLDetect 7o —ANBRETH D CEZBRBLEEESRK. 7o5—ADRKRIEPRER
False positive ICERETEE T, ek, I—H—&1—HY—F—LN, REITIHBEOBEVWTS—
LAZHBETBDIDICKILEET, FLTT7—LAZEE, RMEE, FLEERAELTIN—DVTBEET
EFET,

AWS loT Device DefenderconsoleZ fEF 9 % A, PutVerificationStateoniZ R API 72> 3> & EHL
T. Po2—LEIX—VTDENTEEXT,

BR—RENBXKNUTA

ML Detect Tlk, XRDIZIRBIOXRND) VA ZFEATEEXT,

« A M KB (aws:num-authorization-failures)

« EFHIT (aws:num-connection-attempts)

+ Y1 (aws:num-disconnects)

o Xvt—I% A X (aws:message-byte-size)

s EEENEXY E—T (aws:num-messages-sent)

« BELEXYE—2 (aws:num-messages-received)

ML Detect Tl&, XDFNA ABOX KNI O RAZFEATEET,

o HA/NA NE (aws:all-bytes-out)

« ABINA N (aws:all-bytes-in)

« DAZY TCP R— ¥ (aws:num-listening-tcp-ports)
e YAZ>% UDP ;R— ¥ (aws:num-listening-udp-ports)
« HANT Y N (aws:all-packets-out)

o ABNYY KN (aws:all-packets-in)
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https://docs.aws.amazon.com/iot/latest/developerguide/detect-HowToHowTo.html
https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
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o MM E I/ TCP #EHE (aws:num-established-tcp-connections)

B—ERIA—4X

ML Detect H—EAD T #—R EFIPRICDODWVWTIE, TAWS loT Device Defender DT> RiIR4 > k&
D —3, BSRBRBLTLSEETL,

ML Detect CLI N> R

LTF®OCLIOXY> REMFEAL T ML Detect ZHERB LVEBETEET,

+ create-security-profile

« attach-security-profile

* list-security-profiles

+ describe-security-profile

» update-security-profile

» delete-security-profile

» get-behavior-model-training-summaries

 list-active-violations

» list-violation-events

ML Detect API

ML Detect EF 21V TFT A4 7O7 7AIDEREEEICIE, XD APl ZFEHATEXT,

» CreateSecurityProfile

» AttachSecurityProfile

» ListSecurityProfiles

» DescribeSecurityProfile

» UpdateSecurityProfile

» DeleteSecurityProfile

» GetBehaviorModelTrainingSummaries

» ListActiveViolations

* ListViolationEvents
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https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
https://docs.aws.amazon.com/cli/latest/reference/iot/create-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-security-profiles.html
https://docs.aws.amazon.com/cli/latest/reference/iot/describe-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/update-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/delete-security-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iot/get-behavior-model-training-summaries.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-active-violations.html
https://docs.aws.amazon.com/cli/latest/reference/iot/list-violation-events.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_AttachSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListSecurityProfiles.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteSecurityProfile.html
https://docs.aws.amazon.com/iot/latest/apireference/API_GetBehaviorModelTrainingSummaries.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListActiveViolations.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListViolationEvents.html
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« PutVerificationStateoni& [z

ML Detect E¥ 21T 14 7O7 74 )2 —BEILXIFEIRT S

ML Detect EF 21V T A 7O7 7ML —RKELELTTFNA ABEOERZ —RKWICELEL &

V). MLDetect EX¥1UFT 470774 ZHIBRL TTFNA ABEOERZRPBFELEL -V TEX
9o

OV —=)%ZERALTMLDetect EX21UFT47O7 74— ELETD

O>V—=)ZzZEALTMLDetect EF¥1UT47O7 7)) E2—BELTBICEK, ETEZOE/

DIN—THBETT, ZOE/DIIN—T&2ERKTHICIE. "TAWS IoT Core RO Y /N—7

AR D TE/OBNIIN—T1 Z28BLTIKEEVW, ZOE/ OJIN—T%2ERL EHEE,
ZOE/DOIIN—T% MLDetect X1 UFT47A77AMILOE—7Y NELTRELE T,

(® Note

'tz=\=1 VT4 7O774NOE—7Y h& 30 BARICFNA REZRIDTFNA AT IN—7
RILSRETIZENBVET, COREZTLABVES, EF21VFT470774
)LEEE’E;MK'C%?’G/M

O Y —)L%&EALTMLDetect EFX21UTA47O7 74N %2HIKRTS
TXIUFATOT77AINZHBRTDICE, ROFIEZETLET,

1. AWS loT A2 Y= TH A RN—ICBE L. [Defend] (BitHl) 0> 3> ZBRL KT,

2. [Defend] (Bh#H) T. [Detect] (#&H). [Security Profiles] (LF¥21UF 147077 A4 )L) DJEICE
RUET,

3. HIBRT S MLDetect tF+x21VFT47O7 74 EBIRLET,
4. [Actions] (79> 3a>) &Zi&RL., F7> 32 H 5 [Delete] (HIBR) Z#IRLE T,

(® Note

ML Detect EF¥21UT A 7O7 7 (I ZHIBRTRE, EF1VFTATO7 7ML ZEESR
MELTEBLSBZYET,
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https://docs.aws.amazon.com/iot/latest/apireference/API_PutVerificationStateOnViolation.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
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CLIZfEAL T MLDetect E¥ 2T 4707 74N %E—BEILTS

CLI Z#EALTMLDetect ¥ 1UF47O7 7)) Z2—KELTBICIE. detach-
security-security-profile AN RZFEALE T,

$aws iot detach-security-profile --security-profile-name SecurityProfileName --
security-profile-target-arn arn:aws:iot:us-east-1:123456789012:all/registered-things

@ Note
CDATT AU, AWSCLI TOXMERATEET, IV—I0OD—o70—CE%
o, EF2VFT47O774INDE—=5Y N%& 30 BEARICTNA AZEFE >FT/NA1 AT
IN=—TICRTEIORETRIHVENHYNET, COREZTHLHEVES, EF¥a1VF747
O77 4 E2BEEBWELTEEREA, EFX1UFT«7OQ7 74N 2T NAARTIN—=TICT
RYFFBICIE, attach-security-profile AN REFEALET,

CLIZEALTMLDetect EX¥ 2T 14 7O7 74N EYIKRTS

AR @ delete-security-profile AN RZRTITBET, EF1UFT47O774)%
HIBRTEE T,

delete-security-profile --security-profile-name SecurityProfileName

(@ Note

ML Detect b1 UFT 4 7O7 7)) 2HIRIDE, EF1UTATO7 7ML ZBESR
METERBLSBZYWET,

NAZLXNIT A

AWS loT Device Defender HARLXKND D AZFERATDE, Wi-Fi 7*'— RO T A ICERENLEZFN
LAADE, NYTFTVDORELRIL, AR—KNTZFTOERFAVINEBE, 7V—KNPI1—ART—
ACEBDOARNIOREEZBRVOCE_ZVITEEXRT, DAZLAXNU O ADOEBERK, €2V
TAZ7A77ANTEREENTVET, X1V FT47O077A4ILTRR,. FNAADTIL—T (E/
DTIN—T) DREENDHEZIBELET, 7O —LAZRETD LT, BEZERTEXT, 7
T—LZFERATRE, FTNAAICEBEOBEZREL THISTEET,
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https://docs.aws.amazon.com/cli/latest/reference/iot/attach-security-profile.html

AWS 10T Device Defender AWS I0T Device Defender A0 Y /\—H A k
COEICE, UTOEIZaVHFEENATVET,

e AVV—ILTOHAZLXNU O ADERALE

s CLIASODARRLXRNIVDADERAE

« NAZRLXRNDDACLIONYVR

« DARLXKNUD A API

AV V—=NLTOHAZLAXAND D ADERTE

Fi-KUTIL

AWS loT Device Defender Agent SDK (Python)
AABZLXNVDAZERL, EFI1UT47O077AINICEMTS
NDARLXRNDDAOFHMERTTS
NABLAXRNDOAZEFH TS

AABZLXND DAZHIRT S

AWS loT Device Defender Agent SDK (Python)

FRZRBR T SICIE. AWS loT Device Defender Agent SDK (Python) > 7 )L I — T K&ER D
YO—RLET, IR XARMIIRAZREL, LR—FZRITLET, TNAMABAOX K
DOARERITIDE, WEETNBAXNIITRAZRRLT, PTO—LZRETDLEHOLE VMEZR
ETEET, FNAAI—CINOFREFIEICOWTIE, TAWS loT Device Defender Agent SDK
(Python) Readme ZZBL T &V, FHMICOWTIE., TAWS loT Device Defender Agent SDK
(Python)s ZZBL T EEV,

AAZLXNDDAZERL, EFIVTATO77AILICEMT D
ROFIEE, VY —LTHARLAXRN IV RZER TR HEERLTVET,

1. AWS loT OV —=)ILOFES—> 3> R4 2T, [Defend] (B51H) ZRBIL . [Detect] (&),
[Metrics] (X MU R) OIEICERLET,

2. [Custom metrics] (HARXRALX KNI RA) R—I T, [Create] #ERK) ZiBIRL £,
3. [Create custom metric] (D ARLX KN D RAZER) R—I T, XROBREZITVET,

1. [Name] (BHl) T. DAZLX KNV ADBRZANLE T, DARLXRNI D AZERL I
BIE, COBMEZEETEXREA,

OAVY=ILTOARRLXN) D AOEREE 175


https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://console.aws.amazon.com/iot

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

2. [Display name] (RTRR) (F7232) T, DARLXRNIVZAODAY)RTVWERZANTE
9, B ETHIDVERFLEL, EFRRBRIZEETDCENTEEXRT,

3. [Typel (R4 7) T, ERTEARNVIADRATZBIRLET . XKUTADRATIC
(. string-list, ip-address-list, number-list, & & number "EFENET, X171k, EX
BILEFETDEWFTEEFELEAS

® Note
ML Detect Tld, BUER A 7D AKERTBET T,

4. [Tags] (ZT) T, VY—AILBERITZRTEBIRTEEXT,

ST LS, [Confirm] (FEER) ZiBIRL £ T,

4, HARLXRNVOAZERT S &, [Custom metrics] (HARLX KNI RA) R—=IHFRREN,
FMUSERUIEAAZLXRNI D AZHRFETEET,

5. RIZ, DARLXNVORZEF1)F47A77AINICEMTEIHENHVET, AWS loT
OV —=IOFESF— 3> RA42 T, [Defend] (B5#) ZEBL . [Detect] (#H). [Security
profiles] (EF¥ 1V F47O774)) OJEICERLET,

6. NARLXRNUOAZEMTDEFXF1UT47O77A4ILEERLET,
7. [Actions]. [Edit] ®EIZ#IRL ET,

8. [Additional Metrics to retain] ((RFTHDEMDX RN U I R) ZBIRLTH S, DARLXAKNII A
ZBEIRLE T, [Confirm] (FERR) R—I AN RREND KT, ROEMET [Next] (RN\) Zi#IRL F
T, [Save] (fR7F) & [Continue] (#t1T) ZIBIRLE T DARLARNU VAN EEICEMEND
E,EFIVFATOA77ALNOFMAR—DHARTENET,

® Note

N—t2Z2A4I)FEFHE. XNV ITRAEFEOBEOA RN VALCHLTEATRI LR
TEEXB A

NAZRLXND DADFMERTTS

ROFIETE, DAZLXRNIVVAOFMZ Y - TRRIDHFEERLET,

OAVY=ILTOARRLXN) D AOEREE 176
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1. AWS loT AV —=)OFES—> 3> RA4 2T, [Defend] (BFf) ZEBE L. [Detect] (FrH).
[Metrics] (X MU R) OIEICEIRL ET,

2. FHMERRIDHDARZLARNI I AD [Metricname] (X MU I AR) Z&RLET,

NAZLXND)DRAEEHT S

ROFIEK, AVYV—=ILTHARARLAXRNV O AZEHF I HEERLTVETD,
1. AWS loT AV —=)ILOFES—2 3> R4 T, [Defend] (B5fH) ZEB L. [Detect] (K H).
[Metrics] (X MU R) OIEICEIRL ET,

2. EMTRDHAZRLXNIOADEICHZD AT a2 REEZRBIRLET, TOR. [Actions] (7
2> 32) 7T, [Edit] {RE) ZRBIRLFT,

3. [Update custom metric] (HARALX RNV I ADEHFH) R— T, XRRBEREL LY, 2T =H|
BRELEFEML V) TEEXRT,

4. FETULES. [Update] (E#H) ZEIRL £, [Custom metrics] (HAZRLXKNI D R)R—=2,

NAZRLXRNIY D AZHIRT S

ROFIEF, A2V —=ILTHARLARN) DA ZRIRTIDHEERLTVET,

1. &T., DARLXRNVIORZZBAOEX1IVTA47O7 74N SHIBRLET, DARLX
NUDADEHHR—DT, DARLXRNVIZANEENTWSRD X1 UT47O7 74 ERR
T&EET, AWSloT AV —IDOFES—> 3> RA>2T, [Defend] (Bfl) ZEBEL . [Detect]
(#& ). [Metrics] ( X RU T R) DIEICERLET,

2. HIRTBDHAZLXNIIOAZEBRLET. DARLXKND D AOFEMR— O [Security
Profiles] (¥ 1 UFT 4707 7A)N)DTICVARENTVREF21D)F47O774ILASH
ABZLXANI D AZHIBRLE T,

3. AWSIloT V=)0 FES—>3a>RA2T, [Defend] (BFfH) ZEB L. [Detect] (HrH).
[Metrics] (X MU R) OIEICEIRL ET,

4. BIBRITDNDAZLXNDIADEIZSHD AT A VREZZ2BRUET, TDOE, [Actions] (7
23, 32) T, [Delete] (HIBR) ZiBIRL £ T,

5. [Are you sure you want to delete custom metric?] (A AR ALX N A ZHIBRLTEXRBL VT
TH?) EWS XY E—IHNRRENI=S, [Delete custom metric] (A AR L X KD ZADHIBR)
ZERLET,
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https://console.aws.amazon.com/iot
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/A Warning

NABZLXRNVDAZHIKRITRDE, TOXRNITALCEERTFSATVWEZITXNTOT—
AHFRONET, COBRERBRICRIZENTEREA,

CLIASDAHAZLXND VADERTE

Fai-tUTIL

 AWS IloT Device Defender Agent SDK (Python)

s DARLXRNDORZERL, X1 UT47O077AIICEMNT S
s NARLXRDVADOFHMZERTTS

« DABZLARNVDOA%ZEFHITS

« HABZLXRNVDOAZHIKRTS

AWS loT Device Defender Agent SDK (Python)

FAZRBRT SICIE. AWS loT Device Defender Agent SDK (Python) > 7 )L I — T K&2X D
YO—RULET, I-Cx 2 REXNUIRAZREL, LR—BFERITLET. FNLADOX K
DORERITLES, WEITBDXNIVIAZRRLUT, T2—LZRETHLOOLEVMEZRE
TEFES, FNAAI—IMOREFIEICOWTIEE, TAWS IoT Device Defender Agent SDK
(Python) Readme B L T &V, FMICOWTIE. TAWS loT Device Defender Agent SDK
(Python)s ZZBL T EEV,

NABZLAXRND)DAZERL, EF2UT47O774LICENTS

RDFIETIE, HDAZLAXARNDOAZERL, CLIASEFIVF47O77A4INICEMT S HEIC
DVWTHALET,

1. create-custom-metric AN REFEAL T, DAZLXRNUOAZERLET., XOHT
E. NvTU—QEEZRHETEIHAZLXN)ORAZERLET,

aws iot create-custom-metric \
--metric-name "batteryPercentage" \
--metric-type "number" \
--display-name "Remaining battery percentage." \

CLIASODAARRLXNI Y ADEREE 178


https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python/blob/master/README.rst
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://docs.aws.amazon.com/cli/latest/reference/iot/create-custom-metric.html
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--region us-east-1
--client-request-token "02ccb92b-33e8-4dfa-a@cl-35b181ed26b0" \

o
{
"metricName": "batteryPercentage",
"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage"
}

2. NAZLXRNDORZERL S, update-security-profile ZAL TBEEN 7O
T7PANCHAZLXARND) D AZEMT S A, create-security-profile ZFEAL T
NDABLARNDOAZEMT R EHICHLVWEF2UT 7O 7ML EERTEERT,

C _ T, batteryUsage EWSFLWEFIVF47O774ILZEKL T, FHLL
batteryPercentage NAZRLXKNVIAZEMLET., £/, cellularBandwidth &FEE
1% Rules Detect XKV RAZEMLET,

aws iot create-security-profile \

--security-profile-name batteryUsage \

--security-profile-description "Shows how much battery is left in percentile."
\

--behaviors "[{\"name\":\"great-than-75\",\"metric\":\"batteryPercentage\",
\"criteria\":{\"comparisonOperator\":\"greater-than\",\"value\":{\"number
\":753},\"consecutiveDatapointsToAlarm\":5,\"consecutiveDatapointsToClear
\":13}},{\"name\":\"cellularBandwidth\" ,\"metric\":\"aws:message-byte-size\",
\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]" \

--region us-east-1

H

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",
"securityProfileName": "batteryUsage"
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® Note

N—t2Z2AILFEFE. XNV IRAEFEOBEOX NI VALK L TEATZIERFTE
Tt A

AAZLAXRND) VADFHBERTTD
ROFIEE, CLINSARRLXRNI I AOHMERTT B HEERLTVET,

« list-custom-metrics AN RZFEAL T, IXNTOHARAEZLXRNIOAZRRLET,

aws iot list-custom-metrics \
--region us-east-1

COONYROBABRKUTORSICEY KT,

"metricNames": [
"batteryPercentage"

]

NAAZLX NI AZEHT 2
ROFIEE, CLINASHARLXRNY Y AEZEH T2 HEERLTVET,

update-custom-metric AN REZFERAL T, DARLXNVIDREZEFHFLET, XOHIT
&, display-name ZE#H L £,

aws iot update-custom-metric \
--metric-name batteryPercentage \

--display-name 'remaining battery percentage on device' \
--region us-east-1

COOXY ROBEAGEUTORSICKYET,

"metricName": "batteryPercentage",
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"metricArn": "arn:aws:iot:us-
east-1:1234564789012:custommetric/batteryPercentage",

"metricType": "number",

"displayName": "remaining battery percentage on device",

"creationDate": "2020-11-17T23:01:35.110000-08:00",
"lastModifiedDate": "2020-11-17T23:02:12.879000-08:00"

NAABLXRNI T AZHIBRT S

ROFIEF, CLIASHARLXRNI D AZHIBRTZDHFEZRLTVET,

1. DABRLXRNVORAZEIKRTDICEK, £, 7EYFEOEF2UTA7T7OA77AILISEDH
AZLARNVOAZBIRLULET . BEDHARLANV AN TRYFERTVWD X1 T4
T7O77A4)NERRTBICIE, list-security-profiles N REFAHLET,

2. EXIVTFATATFAIDSHARARLXRND D AZHIBRT S, update-security-
profiles AN RZFEALET. RETZIXNTOBEHREADLET, L. HAZLX
N RFBRALET,

aws iot update-security-profile \

--security-profile-name batteryUsage \

--behaviors "[{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}]1"

COOAXRVROBAGUATORSICBEET,

"behaviors": [{\"name\":\"cellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}],

"securityProfileName": "batteryUsage",

"lastModifiedDate": 2020-11-17T723:02:12.879000-09:00,

"securityProfileDescription": "Shows how much battery is left in percentile.",

"version": 2,

"securityProfileArn": "arn:aws:iot:us-east-1:1234564789012:securityprofile/
batteryUsage",

"creationDate": 2020-11-17T23:02:12.879000-09:00
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3. DAZLXRNDVOANTFRYFEnNES, delete-custom-metric AN RZEFERALTHA
RLOXND O ARHIBRLET,

aws iot delete-custom-metric \
--metric-name batteryPercentage \
--region us-east-1

COOANY ROBARRATOLSICE)ET,

HTTP 200

NAZLXRNI)ZACLIONY R

AToCLIORY RZEALTHAZLX NI VA ZERBIOEETEEXT,

* create-custom-metric

describe-custom-metric

list-custom-metrics

update-custom-metric

delete-custom-metric

list-security-profiles

NAZLXKND DA API

XD APl ZERAL T, DAZLXRND) DRAZERBLVEETERT,

* CreateCustomMetric

DescribeCustomMetric

ListCustomMetrics

UpdateCustomMetric

DeleteCustomMetric

ListSecurityProfiles
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TNAABDODX NI DA

X1V TA7TA77ANEERTRIEZI, 10T FNA ALK D TEREND A NI T ADEEE
LEWMEZRETDET, loT FNAADEEESNDEMEZEBETEXRT. AT, FNAAAD
XRNDOATT, chld, FNAACAVARN I LVEI-JI2 RSB LEXKNIIATTY,

H /814 N8 (aws:all-bytes-out)
—EHENEB T BTN RASDTINNTY RN MK,

—EHERICTNA AN EEITILVEN BT IRNNTIRINZ T4V IVDBREEHRNE (N1 b

BAUTHE) ZBETRICE. COXNIIRZERALET,
REBBMS V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
fE: B THRVER

B NA B

HARS: BT LVER A% EE. 300, 600. 900, 1800, 3600 BT,

Example
{

"name": "TCP outbound traffic",

"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096

b

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold % &/ L /=i

{

TFNAZABOA NI T
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"name": "TCP outbound traffic",

"metric": "aws:all-bytes-out",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p50"

},
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Outbound traffic ML behavior",
"metric": "aws:all-bytes-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

ABINA N (aws:all-bytes-in)
—EHERICETEDTFNAANDAS NI RINA NG

—EHERICTNA AN ZEITIBENBBDA NV RRNTTAVIDBRREERNIE (INMRE
UTRE) ZEETRICRE. COXRMNIIRAZFEALET,

REBBMS V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
&: BETHEVEH

B4 N4 B
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HifE: BTHEVER B {ER. 300, 600, 900, 1800,
Example
{
"name": "TCP inbound traffic",
"metric": "aws:all-bytes-in",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 4096
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP inbound traffic",

"metric": "aws:all-bytes-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"

b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Inbound traffic ML behavior",
"metric": "aws:all-bytes-in",
"criteria": {

3600 T,

AJNA N (aws:all-bytes-in)
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"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

}

) AZ>%Y TCP ;R— M¥ (aws :num-1istening-tcp-poxts)
FINAAF U Y A2 LTWS TCP K— kD,

BETNAANERTILENHD TCP R—MNOBRABZEEITDICE., COXNIITRAZEALE
ERD

REE#MSH V) : Rules Detect | ML Detect

B IS5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: BETHRVEH

B I5—

HIR: BT VR A% E. 300, 600, 900, 1800, 3600 HTT,

Example
{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I
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"suppressAlerts": true

Example statisticalThreshold %/ L /=4l

{
"name": "Max TCP Ports",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},
"suppressAlerts": true
}

Example ML Detect %/ L 7=l

{
"name": "Max TCP Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
.
"suppressAlerts": true
}

I)A_Z>% UDP ;R— N8k (aws :num-listening-udp-ports)
FINA ZAHF YUY A2 LTWSB UDP K— h O,

BETNAANERTDILBEN HS UDP R— N ODRABZEETDICE., COXRNIIRAZEALE
EE
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REE#MSH V) : Rules Detect | ML Detect

B IS5—

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHEVEH

B IS5—

HiIfE: BETHEVER BW&ME. 300, 600, 900, 1800, 3600 ¥ T,

Example

"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example statisticalThreshold &£ L =4l

"name": "Max UDP Ports",
"metric": "aws:num-listening-udp-ports",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I
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"suppressAlerts": true

}

Example ML Detect %/ L 7=l

"name": "Max UPD Port ML behavior",
"metric": "aws:num-listening-tcp-ports",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {

"confidencelLevel”: "HIGH"

}

},

"suppressAlerts": true

}

H /N Y N (aws:all-packets-out)
—EHERCBTBFNAADSDTINNTY KT Y M.

—EHERICTNA AN EEIIBENGBEHTINNTIV RIS T4V IOBRRELERNEZE
EIRICE. COXNIVIRAZEALET,

REEBE#MSH V) : Rules Detect | ML Detect

JEE T less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHRVEH

B NTY S

HE: ATHAVER BB MER. 300, 600. 900, 1800, 3600 #T7T,

Example
{
"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",

"criteria": {
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"comparisonOperator": "less-than-equals",

"value": {

"count": 100
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "TCP outbound traffic",
"metric": "aws:all-packets-out",
"criteria": {

"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect % fFF L 7=l

"name": "Outbound sent ML behavior",
"metric": "aws:all-packets-out",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b

"suppressAlerts": true

HH/NT Y N (aws:all-packets-out)
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ABNT Y K (aws:all-packets-in)

—EHEARLCETDTINAANDA 2 INTY RINTY NG

—EHERICTNA AN REITIVEN BB ANV RRZTAVIDBREERNEZEE
FTBIEFE. COXNIVTRZFERALET,

REBBMSD V) : Rule Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: B THRVEH

BN:NTY S

HiE: 8T VER BB ER>,. 300, 600, 900, 1800, 3600 ¥ T7T,

Example
{

"name": "TCP inbound traffic",

"metric": "aws:all-packets-in",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 100

I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example

statisticalThreshold ZH L =4l

{
"name": "TCP inbound traffic",
"metric": "aws:all-packets-in",
"criteria": {
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"comparisonOperator": "less-than-equals",
"statisticalThreshold": {

"statistic": "p90"
I

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

}

Example ML Detect %/ L 7=l

"name": "Inbound sent ML behavior",
"metric": "aws:all-packets-in",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
}I

"suppressAlerts": true

IZE 5% IP (aws:destination-ip-addresses)
IPIEEEOEY b,

BTINA AN AWS loT ICERTIHEN HD. FLEELEL TREESEV, FFAalE hiz Classless
Inter-Domain Routings (CIDR) @t Y ~ (MBI ARTA RUARNIBEREhLZELTVWE) FEEES
ENECIDROEY N (URBIETSYIVANIBRENLELTVE) ZEETSICE, COXK
VO RAEFERALET,

REB# D V) Rules Detect
JE®E F: in-cidr-set | not-in-cidr-set
f&: CIDR®') A B

B EZHEBL

A{ES IP (aws:destination-ip-addresses) 192
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Example
{

"name": "Denied source IPs",

"metric": "aws:destination-ip-address",

"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]

}

},

"suppressAlerts": true

1)y A9 % TCP ;R— K (aws:listening-tcp-ports)
FINAAF U Y A2 LTWS TCP R— R,

BFNAANBEETIHEN S, TEEESELTEAESKZV, FTEhETCPR—KhDEY b
ARTEAR DA RV ANCERENLEELTVE) FEERIEFENETCPAR—rOEY N (BLETIE T
FYOVANIBREENLELTVE) ZEETSICEK, COXNVIRAEZFEALET,

REBH D V) Rules Detect
JEE ¥ in-port-set | not-in-port-set
B: R—KODUAK

B ZEAL

Example
{
"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 443, 80 ]
}
I

"suppressAlerts": true
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}

1)y A2 9% UDP 7;R— b (aws:listening-udp-ports)
TINA AN Y AL TWS UDP FR— bk,

BETNA AN ERTILVEN B, FLRFEHRLTREBESBEV, FAEiZUDP R—KhOEY K
RENFARTARNVANMIBRENIZELTVE) FEFIETENZ UDP R—hOtY b (AT 7
ZYVVARNIERENLELTVE) ZEETRICEK. COXRNIVIVAZEALRT,

REFEMSD V) Rules Detect
JEE ¥ in-port-set | not-in-port-set
& R—KDURAK
BABEEAL

Example

{

"name": "Listening UDP Ports",
"metric": "aws:listening-udp-ports",
"criteria": {
"comparisonOperator": "in-port-set",
"value": {
"ports": [ 1025, 2000 ]
}
}
}

A & Nz TCP ##4t8X (aws :num-established-tcp-connections)

T INAAD TCP #H5 D,

BETNAANBEETRDTIT AT B TCP BHERORAEFTLEHFRPMBREEETSICE. COXKNY
DAZERLET (FNTD TCP REE),

REB#MSH V) : Rules Detect | ML Detect
JEE F: less-than | less-than-equals | greater-than | greater-than-equals

E: ETHEVEH
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By i

Example
{
"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 3
},

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold % L /=4l

"name": "TCP Connection Count",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
},
"durationSeconds": 900,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML Detect % fEF L 7=l

"name": "Connection count ML behavior",
"metric": "aws:num-established-tcp-connections",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
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"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

}
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RWEH ok
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RVEH y CF RS BEX Y|
bytes_in bi network_s N

tats

bytes_out bo network_s N

tats

packets_in  pi network_s N

tats

packets_o po network_s N
ut tats

Example

XD JSON BETEE, RVWEFZERALET,

{
"header": {
"report_id": 1530304554,
"version": "1.0"
},

"metrics": {
"listening_tcp_ports": {

"ports": [

{
"interface": "etho",
"port": 24800

1,

{
"interface": "etho",
"port": 22

1,

{
"interface": "etho",

24T

HiE

]

4]

H9

TILZX N
Do R,
>=(

TILZX KN
oA,
>=(

TILZ XK
oA,
>=()

TILZX KN
DO A,
>=(

aXZ b
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"port": 53
}
1,
"total": 3
},
"listening_udp_ports": {
"ports": [
{
"interface": "eth@",
"port": 5353
},
{
"interface": "eth@",
"port": 67
}
1,
"total": 2
I

"network_stats": {
"bytes_in": 29358693495,
"bytes_out": 26485035,
"packets_in": 10013573555,
"packets_out": 11382615

.

"tcp_connections": {
"established_connections": {

"connections": [

{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
I
{
"local_interface": "eth@",
"local_port": 80,
"remote_addr": "192.168.0.1:8000"
}
1,
"total": 2
}
}
I

"custom_metrics": {
"MyMetricOfType_Number": [
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{

"number": 1
}
1,

"MyMetricOfType_NumberList":

{
"number_list": [
1,
2,
3

}
]I

"MyMetricOfType_StringlList":

{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"

Example EV\ERIZERAL %> 7)L JSON #BE

"hed": {

"rid": 1530305228,

"v': "1.0"
1,
"met": {

"tp": {

"pts": [
{

FINAAXRN) T ARF IR MOH#R
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Ilifll: "eth@",
"pt": 24800

Ilifll: "eth@",
"pt": 22

"if": "etho",
"pt": 53
}
1,
"t": 3
I
"up": {
"pts": [
{
"if": "etho",
"pt": 5353

"if": "etho",
"pt": 67
}
1,
"t 2
},
"ns": {
"bi": 29359307173,
"bo": 26490711,
"pi": 10014614051,
"po": 11387620
},

Iltcll: {
Ilecll: {
IICSII: [

{

"1i": "etho",

"lp": 80,

"rad": "192.168.0.1:8000"
},
{

"1li": "etho",

"lp": 80,
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"rad": "192.168.0.1:8000"
}

1,
Iltll: 2

}
},
"cmet": {
"MyMetricOfType_Number": [
{
"number": 1
}
1,
"MyMetricOfType_NumberList": [
{
"number_list": [
i,
2,
3

}
1,
"MyMetricOfType_StringlList": [
{
"string_list": [
"value_1",
"value_2"

}
1,
"MyMetricOfType_IpList": [
{
"ip_list": [
"172.0.0.0",
"172.0.0.10"
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TFINAADSESDXRN) I ADIEE

AWS loT Device Defender Detect &, AWS lIoT F/NA ALK 2TERKENEX RN VATF—R %R
£, £5. ERL., BEEBHEZLTVWATFNSARAZRBETEES, cOEII3I>TR, FNA1RA
A5 AWS loT Device Defender ICX N O ABREETDIHEICODVTHBALET,

FINAABUDOXRND)OAZRETSIZIE. AWSIloT ARITY RFNAAFLERFETFNA AT —H
DIAIZCAWSIoTSDK/N—23 20 2 2L BAFETTITOMTRILENHYET, SDKDELEH
JARNGFCE55&EZELSEZTL,

AWS loT Device Client I&., AWS loT Device Defender & AWS loT Device Management Ol 5 (C 77
EI2HEZNN—TRE—DI—DIVRZRMIBDZENS. XNUVTADORITICEATESE
T, choOMEEICIE, a7, EFa1T7KNXU2Y, AWS loT Device Defender X K1) 7 ADH
TBENBYVET,

AWS loT Device Defender A"REH K VFHET B =HIC, FNAABOXKN) Y U% AWS loT OF
HWEANEY JIZABLET,

AWS 10T FINA RIS A T RN EaFERLIEX KD JADET

AWS loT Device Client 24 > AR =)L BIC&, Github ASH DV O—RTEEFET, T/NA AID
F—RZUNETBTFT/V1 AIZ AWS loT Device Client 24 A R—=)LL S, FNARAADODXKNI D
A% AWS loT Device Defender ICIEET B RS ICRET DI MHEN H V) FF, AWS loT Device Client
HEITAI)D device-defender EI2 I3V TRONTA—ZNFBREENTVBREZHERELE
¥,

"device-defender": {
"enabled": true,
"interval-in-seconds": 300

}
/A Warning

et KEBRZ 300 WICKREITIHLENHYET, KEBRZ 300 WREICRET
&, ANUTGARF=EAAOY NI TENDZENBY)ET,

B

REZEHL S, AWS loT Device Defender AV =)L TEF1UF147O7 74N EBERER
LT, FNAANIDTIORIZERITIBDANIIDAREZR) I TEET, AWS loT Core Y —
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JL T, [Defend] (B54). [Detect] (#&H). [Metrics] (X R U T RX) DIEICEBIRT B & T, RiTEhE
XRNVOAZHBAETEET,

P77 RAIODXKNIUDA

LXI1UFATO77AINEERTDEEIC, T FNAAICE 2> TERENBZI AN OAOEEE
LEWMEZRETAHCET, loT FNA ADEES NI EELXIEETCEEXTT, UTE. AWS IoT O X
NRJOATHDIOTZIRABIOXRNI)DATT,

XY =4 4 X (aws:message-byte-size)

XY= 0NA M. FINA AN S AWS loT ICEFENBEX Y E—DORRY A XERNY A
ANANE) ZEBETRICRE. COXRNJVIRAZFEALET,

REBBMS V) : Rules Detect | ML Detect
JEE F: less-than | less-than-equals | greater-than | greater-than-equals
fE: B THERVER

B N4~

Example
{
"name": "Max Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 1024
},

"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

}

Example statisticalThreshold % L /=4l
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"name": "Large Message Size",
"metric": "aws:message-byte-size",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p90"
I
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Message size ML behavior",
"metric": "aws:message-byte-size",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}

1,

"suppressAlerts": true

}

3DONEHETZS5PBEIC. COEFIVUTATAT77AINOEELERETDHEOINTOTF/NA A
D 90% TRAEENEREY A/ ALY ERZEVREY M ADOXY -2 %EETHE. FINM1ATT
T—LNFRELET,

EEE iz XY t—2 (aws:num-messages-sent)
—EHERICTNA AN EBLEXY -2 DO,

—EHEIC AWS 10T EBFNA ADBTEBTERI XY E—PNRARETRNIBEEET D ICE.
COARNIIAZERLET,

REE#MSH V) : Rules Detect | ML Detect
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JEE T less-than | less-than-equals | greater-than | greater-than-equals
fE: B THRVER
B XvEe—2

HE: 8 TEVER 53&EE. 300, 600, 900. 1800, 3600 ¥ T7,

Example
{
"name": "Out bound message count",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 50
1,

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example statisticalThreshold % E/ L /=i

"name": "Out bound message rate",
"metric": "aws:num-messages-sent",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true
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Example ML Detect % &/ L 7=l

{

"name": '"Messages sent ML behavior",
"metric": "aws:num-messages-sent",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

}

ZEL XY tE—2 (aws:num-messages-received)
—EHBAICT/NA AFBELEX Y E—T O,

—EHEIC AWS 10T EBTFNA ADBTEEFETEDI AV E—CORABERNMREEET S ICE,
COXNVOAZEALRT,

REBBMESH V) Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
f&: BETHRVEH

B XyvE—

HE: ATHAVER B ER. 300, 600, 900, 1800, 3600 #T7T,

Example
{

"name": "In bound message count",

"metric": "aws:num-messages-received",

"criteria": {
"comparisonOperator": "less-than-equals",
"value": {

"count": 50

},

"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
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"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example statisticalThreshold % EH L /=4

"name": "In bound message rate",
"metric": "aws:num-messages-received",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p99"
},
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
},

"suppressAlerts": true

Example ML Detect % f£ f L 7= 451

{
"name": "Messages received ML behavior",
"metric": "aws:num-messages-received",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel”: "HIGH"
}
.
"suppressAlerts": true
}

22 Al ) %k By (aws:num-authorization-failures)

—EHERICETNSAACHFBRENBZRAIS—ORABEZEETZICE. COXNIIRAZEAL
Yo TNAAFTDIET IV EAHAAZELBZVRNEY JICRITLEDSELEBERE, TNAAD
5 AWS IoTNDV IV TARFEBETNDERATIT—HFRELET,
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REE#MSH V) : Rules Detect | ML Detect

BipTS5—

N2~

A& 1 less-than | less-than-equals | greater-than | greater-than-equals
f&: BTHRVER

HE: ATHVER WA MER. 300, 600, 900, 1800, 3600 #T7T,

Example
{
"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
.

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1
I

"suppressAlerts": true

Example statisticalThreshold % &/ L /=i

"name": "Authorization Failures",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "p50Q"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
b

"suppressAlerts": true
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Example ML Detect % &/ L 7=l

"name": "Authorization failures ML behavior",
"metric": "aws:num-authorization-failures",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
.

"suppressAlerts": true

IE{E 7T IP (aws:source-ip-address)
TINA AD AWS loTICHEERL EEE DERTIP 7 RL A,

EBTINA AN AWS loT ICERTIHEN HD, FLEEHLEL TREESEV, FFAlE iz Classless
Inter-Domain Routings (CIDR) @t Y ~ (MBI KRTA RUARNIBEREALZELTVE) FELEGES
ENECIDROEY N (RBIETZYIVANIBRENLELTVE) ZEETSICE, COXKN
DO RAFERLET,

REBHMED V) Rules Detect
JE®E F: in-cidr-set | not-in-cidr-set
f&: CDR ®') A B

B EZHEBL

Example
{
"name": "Denied source IPs",
"metric": "aws:source-ip-address",
"criteria": {
"comparisonOperator": "not-in-cidr-set",
"value": {

"cidrs": [ "12.8.0.0/16", "15.102.16.0/24" ]
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}I

"suppressAlerts": true

}

E#E 1T (aws:num-connection-attempts)
—EHBERNICTNA AN ERZHAITT 2 EE.

BETNAADEGRZITEAROBRAERCERMEZEETDICE. COXNIIRAZFEALET, K
BLEBEERMLEBEENTIRENET,

REEB#MSH V) : Rules Detect | ML Detect

JEE F: less-than | less-than-equals | greater-than | greater-than-equals
E: ETEVEH

B4 EEATER

HE: 8 TEVER F3&EE. 300, 600, 900, 1800, 3600 ¥ T7,

Example
{
"name": "Connection Attempts",
"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
1,

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example statisticalThreshold &£ L =4l

{

"name": "Connection Attempts",

BT (aws:num-connection-attempts) 213
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"metric": "aws:num-connection-attempts",
"criteria": {
"comparisonOperator": "less-than-equals",

"statisticalThreshold": {
"statistic": "pl@"

I

"durationSeconds": 300,

"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1

iy

"suppressAlerts": true

Example ML Detect % fEF L 7=l

{
"name": "Connection attempts ML behavior",
"metric": "aws:num-connection-attempts",
"criteria": {
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,
"mlDetectionConfig": {
"confidencelLevel": "HIGH"
}
b
"suppressAlerts": false
}

M (aws:num-disconnects)

—EHERICT/NA XD AWS loT A S{IHE h 2 B,

—EHERIET/INA AN AWS [oT A STIIENDEROFEREXTLEH/MEZEETSICE. <O

XNUDRAZBERALET,

REBBMESH V) Rules Detect | ML Detect

JE & F: less-than | less-than-equals | greater-than | greater-than-equals
B: B THRVEH

B YR EEK

YI#f (aws:num-disconnects)

214



AWS IoT Device Defender

AWS loT Device Defender RO Y /N—H 4 R

HARS: BT VR A% EE. 300, 600. 900, 1800, 3600 BT,

Example
{
"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"value": {
"count": 5
},

"durationSeconds": 600,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

+

"suppressAlerts": true

Example statisticalThreshold %/ L /=i

"name": "Disconnections",
"metric": "aws:num-disconnects",
"criteria": {
"comparisonOperator": "less-than-equals",
"statisticalThreshold": {
"statistic": "ploQ"
b
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

}I

"suppressAlerts": true

Example ML Detect %/ L 7=l

"name": "Disconnects ML behavior",
"metric": "aws:num-disconnects",
"criteria": {

YI#f (aws:num-disconnects)
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"consecutiveDatapointsToAlarm": 1,

"consecutiveDatapointsToClear": 1,

"mlDetectionConfig": {
"confidencelLevel": "HIGH"

}
iy

"suppressAlerts": true

}

LM B (aws:disconnect-duration)
3N A ADEGHEH AWS loT S EIMiE h £ £ IC R B HE,

COARNIDAZERLT, AWS IoT 2S5 T/NA AQEHRAIME N ERRICBZIEREFEZEE
LET,

REBBMD V) Rules Detect
JE®E F: less-than | less-than-equals

&: BTHEVER (5 51)

Example

{

"name": "DisconnectDuration",
"metric": "aws:disconnect-duration",
"criteria": {

"comparisonOperator": "less-than-equals",

"value": {
"count": 5
}
1
"suppressAlerts": true
}

Detect XN ADIT U AR—K

XNVOAOIVAR—NEFERTRE, 75TRA, FNAARAA, FEEHDARLXN) IR %®
AWS loT Device Defender A S TV A R—bM L, BRELEMQTT REY VICRITTEEXRT, O
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BEEICKY), Detect XNV T AD—TFEILIAR—MIPR—KENET, ChiCkY, F—RDL

R—RNEDHHFVDRIEENDETTHELS, JARNEBELXTHYET, MQTT REY V1E. AWS
T L= OEXRWEIMYVIAK NREY VELTERTS LS, MBDO MQTT REY U ZERKL T

TRV AT$BZEETEET, AWS loT Device Defender 1>V —JL, API, £/ Ik CLI &
ALTXRNVOADIVAR—RNERELET, CO#EEIE. AWS loT Device Defender ZRIF T&E
DL AWS U— 3 THRHATRETT,

RO, XRVORZEITVAR—KNT D80 AWS loT Device Defender DEREHEZRL TV
9, RUOOREK, EEAWERYVIAKNEY ITXRNIIDADIVAR—NERETDHEERL
TWET, TOR, TVAR—RENEXRNIIOAZ AWS IoT L—=I)LTHR—REhTWBEFE
TEBREBRICN—TFTAITEXRT, 2EBORIEF,. MQTT REY JILTF—REZRITITHEHD
AWS loT Device Defender 8REFZZRLTVWET, RIC. MQTT 94 TF7 > K&k, TEDOREY D
ICH 7 A9U5 47 L%ETF, Amazon Elastic Container Service, Lambda, E7#=EEL MQTT k'Y
DI TRAOSA47T 9% AmazonEC2 A VARV ADIAVTFHFTMQTIT 94T N ERTTESR
9. AWS loT Device Defender A" F—R&ZRITITBETIC, MQTT 9547 NETF—REZEL
TREBELET, HFHEICOVWTR. "MAQTTOREY V7, Z22RBLTSEZV,
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B AWS Cloud
o AWS loT Device Defender Metric Export

Using Rules Engine
.]T[

AWS loT Device Defender
Security Profile

l

M

$aws/rules/<rule_name>

Basic Ingest Topic

LiLLl u
3%l E AWS I0T topic > 8 >
LI
loT Thing AWS loT loT Rules Engine loTRulesEngine
device gateway destination
(S3, SNS, Kinesis, efc.)
Bl AWS Cloud . .
AWS loT Device Defender Metric Export
Using MQTT Broker
.I
AWS loT Device Defender
SecuritI Profile
M
<MQTT Topic>
MQTT Topic
LLLLL l
31851 E ———AWS 10T topic > @ %
LRI
loT Thing AWS loT (Amazon ECS, Lambda,
device gateway EC2 eic)
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Detect XRU O ADI U AR— BN DO LHEM

TXFIAVFTATO77AMINERETHEERK, TVARAR—RNTBANIVAZEIRL, MQTT b
EYOZBELET, £k, RESNEMQTIT REYIICXYE—DZRITIDLEHICHELRT D
T AFF A& AWS loT Device Defender Detect IZC453 % IAMO—J)LZRELET, AWS loT JL—
JIOEKREVYIAH MQTT REY UV ZF&EEL, TVAR—REhLEXKNI O A% AWS loT JL—=ILA"
R—KRTBREERICEETERT. AWSIoT L= DORELEBEROFIEIC OV T, TAWS loT 7
ROYN—=HA R, O TAWS loT DIL—)L1 &#SBLTLSEETL,

AWS loT Device Defender Detect I, BRESNEZX RNV IADOX NI O AfEZ/NY FHEL, 5%
EEThLZMQTT REY VICEHMHNICRITLET, XVvE—INA M A XEEGFNA ML X &R
E, VOTVRAOXNIDRAGNY FREHEODXRN) O AEZEFLTEFENET, DAZLX
RDDABRETFNAABOX RN D AGETENELA, XVE—INA N A XDBE, TIA
R—NEE/NY FRLEBEORD, &K, 85 /N1 M AXTT, IFEBAOES, T AKR—bK
BRERIXNTOEHFENLETFNA ADYHBEZRENTRLEENDTT, ChiF1BEIEIC, &
o, BRANRNELEBUIMAR MFHDIEE, EREIhET, B EFNARAETLFERS
RNDBE, BREOTT, VZTURABIODXRNIIA, FINAABOXRNI DR, HARLXKNY
D ADFHMIZDOWTIE, TAWS loT Device Defender RO Y /N—FHA R) OUTOREY V2S8R
LTLEEL,

« AAZLARNIDRA
« V7 RAIOXKNIUTA
s TNAABDOXRNITA

NYFREENEXK) DA, AWS IoT L= ZFERALTEBDEEERICIVAR—RNTESR
T, HR—RENTVWREBEDOVARNIOVTE, "TAWSIoT L=IT o3>, #282RLTL
EEW, NV TFREBEEAETIVAR—RMAYE—DROBLZOXRNIIA%ZE, HAR—KRENTVBIE
BRICEETRICE. AWSIloT IL—=ILF7 9> 3 I batchMode A7 3> 2EALET, FLITD
AWS loT JL—)L DIE{fE%IC batchMode HR— KA x LWVEE K, Lambda X Kinesis —X A K1) —
LABEOHRET I Ia>EFERALT, NV TFREEhEXYE—DRTELIOXNI I AZIEETE
-

AXARNDDADIT I AR—KNAF—X

NYFREBENLEXNITADIVAR—RTF—RIZDOVWTRE, ROAF—IZSRLTLEE,

{
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"version": "1.0",

"metrics": [

{

"name": "{metricNamel}",

"thing": "{thingName}",

"value": {

# a list of Classless Inter-Domain Routings (CIDR) specifying metric
# source-ip-address and destination-ip-address

"cidrs": ["string"],

# a single metric value for cloud/device metrics

"count": number,

# a single metric value for custom metric

"number": number,

# a list of numbers for custom metrics

"numbers": [number],

# a list of ports for cloud/device metrics

"ports": [number],

# a list of strings for custom metrics

"strings": ["string"]

I

# In some rare cases we may send multiple values for the same thing, metric and
timestamp.

# When there are multiple values, please use the value with highest version number
# and discard other values.

"version": number,

# For cloud-side metrics, this is the time when AWS IoT Device Defender Detect
aggregates the

# metrics data received from AWS IoT.

# For device-side and custom metrics, this is the time at which the metrics data
# is reported by the devices.

"timestamp": number,

# The dimension parameters are optional. It's set only if

# the metrics are configured with a dimension in the security profile.
"dimension": {

"name": "{dimensionNamel}",
"operator": "{dimensionOperator}"
}

}

]
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Detect XN ODADI O AR—KEE

BELEMQTT REYIIZIOTIRAIODX NI IR, FNAABOXRNI A, FLEEHARLX
RDORZRITLTE, TVAR—RNTOCADCOARATY 7 TRRBESERELELA, EEL.
BOBFIARNIVIOAZFEEOEBEICEETDIUBROATY ITR, =TIV FREEXY £—
Do RGEATAREICKY, BRUAEESZICEDVTIOANBEELEFT, AWS loT Device
Defender &, BEHOTF/NA ADX NI IATF—REEL 1 2OXY =L L TNY FREES i
XRDOR%ZE MQTT REY VIZRITTS S, JANBEBICRIBEET, HEOFMICOVTIE,
FAWS BlE&5tEY — )Ly Z22RBLTEE,

T Ot AFFA
Do 3> Tk, AWS loT Device Defender Detect X RO AD TV AR—NEEET S /-

OICHEZIAMO-LERVY—Z Y RTYTIRHELCOVTHALET, FHICOVT
. IAMI—H—HA REZSRLTSEZ W,

MQTT REY JICH/LTXY =% RITITHT O AFA%Z AWS loT Device
Defender Detect ICIt 5L E T,

CreateSecurityProfile TX KU ADI T AR— KR ZBMCTBER. 2 2ORIZ— (T IO LA
AR —EEGRERV—) ZFE D IAMO-ILZEETIHXEN HVET, PIORAFIARI > —
E. XRUOAZELXAYE—T% MQTT REY VICRITT BT VA% AWS loT Device
Defender ICHELE T, EHEARII —k, YEZO-ILZSIEZTFDT I EAFATZ AWS loT
Device Defender IC¥5L £ 9,

TOEAFARI S —

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"iot:Publish"
1,
"Resource": [
"arn:aws:iot:region:account-id:topic/your-topic-name"
]
}
]
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https://calculator.aws/#/addService
https://docs.aws.amazon.com/IAM/latest/UserGuide/
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}

EERI—

{
"Version": "2012-10-17",
"Statement": [
{
"sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

Pass O— /LR —

ZOEAC, IAMOF I EAFTARY S —% IAM I—H—CFRYFLT, I—H—HFO—IL%EE
ERESCTRIHELEHYET, TAWS Y—ERCO-LEETF I/ EALTEI—H— 257
B, BBRLTLEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::account-id:role/Role_To_Pass"
}
]
}
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AWS lIoT OV —)L T Detect XRJU TV ADIT UV AR—NZEERETS

AVY=LTARNIITADIVAR—REZECHLWEFIUTAT7O7 7ML EHER. KRR, wE
LET,

Bl RS

Detect XRUOTADIVAR—NERETDHIC., XOBREZRGEE®/BLZLTVWAR I E2ERELE
9,

« IAMO—=)L, IAMO—)LOERGEOFEM-CODVWTE., TIAMI—Y—HA R, ® TIAMO—)L
BERTS, BSBLTLSEETL,
« ELVWF U EAHFT &3O AWS Identity and Access Management (IAM) 1—H—& L TH A4
VTED AWS 7HU> M, AWS loT Device Defender Detect O 7 7 AFFAT DO FMIC DV T,
FTAWS loT Core FROAY/N—HA R, O "7 OEAHFA ) 25BLTLSEEL,

XRNVOADIVAR—RNEZBECHLVWEFIUFTATO77AIIOER (T2 YV—
)

ANV ORABET—RELIIVAR—NTRIE, ETAXARNIVITAOIIAR—NEZEC-HOEF2
VT47O077ANERELET, ROFIETE, Detect XMV T ADIIAR—KEBTIL—I
R=ADEFIVTATOATFALNERETDHFECODVWTHLLBHEALET,

AXRNVIDAODIOAR—RNEZECHLWEFIUTATO7 7ML EEKTSICE

1. AWSIloT OV —)ILZBEET, TETS—23a 2 N—7T, [EF2UFT 1], [BHE]. [EF21V
TA7O7 740N DEICERLET,

2. [EF2VF47O07740LEEK] T, DL=ILICESVEREERETO7 7 4 ILZ2EK] 28R
LE9,

3. EFXAVFA47OA77A4INOTONTAZEETRICE., [EF21UT47O77A4ILB1&2AD
L., [R—7 YN T, BEOR—TYNIBDITFNAADTIN—T%BRLET, (7> 3)
AWS DY —=RAICTGRINZFTRDHBERTZEHET, [Next] ZBIRL FT,

4. [ XRNVOA]I T, FNAADEEZERTEDIANIIRZERLET, TN ANEHNOEEE
BWLEERBRVWEEICESEISEEOLEVMEEZERTEET,

5. BMEEENTS—REZEITRICE, [FT7—MEEE XMV IVADOEERZER) i8R
L. [BMER & [FZH ZEBELET, PI—RELTXARNIVIRAZRETSICE, [75—h%E
EELBWVW (VT2 ar XRNITR)] ZBIRLET, [Next] ZBIRLE T,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect-permissions.html
https://console.aws.amazon.com/iot
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6.

AXARVIGADIIAR—RNERETDICE, [(XNVITADIVAR—NZEFVICTB] 2FRL
£

XRNUODATF—22% AWS loT Core ICRITTHE=H0O MQTT REY VZZADLET, IAM
O—)%&BIRLT, BEESNERNEYIICAXAYE—2ERITITZD T O AFET TAWS
loT:Publishy Z AWS loT It ELE T, TTVAR—RNTBIXRNI O ARIEIRL, [RA] ZIEIR
LET,

® Note

MQTT REY OBZANTREZIC, ATV 1%2EAL THEEBRZRLET, Hlx
. $AWS/rules/rule-name/ EFBEL £,

TFINAAD, BESNEHEICERLEEZICAWS OV —=IIICTZ—NEEETSIC
(&. Amazon SNS REY V& IAM O—I)LZBRELZFERL ET, [Next] ZERLE T,

BREEFEL. [RN\] Z2EBRLFT,

tF1UTFATAO77AI)OFMORTERE (A>Y—))

TXFIVFATO77AIINOFMERTIBRITHEETDICE

1.

AWS loT OV Y- ZREXT., FES—>32N—=7T, [EF21UTFT /], [&&H]. [EF2V
TAZ7O7 74 DEICERALET,

XRVIGADIVAR—RNEZEHRDEOIERLIcEF1 VT T7O7 7ML ZEERL, [TD
>3V T[wE] ZBRLET,

[2—4Y N T, RETD2—7Y NFENARTIN—TEBRL, [R\] EBRLET,

XNV AOBERELZRETDICE, [T7—hZE2HT (X NV I ADOEEZESR)] Z:1BIRL .
ANV DADEBEN BTN EEDRHEZEBELXRT, [Next] ZBIRLET,

XRNVODADIVAR—RNREZEATICTDICE, (XNUIADIVAR—RNEFTIZTD] %
BIRLET, [Next] ZiBIRLET,

FINARY, BEShEFHEICERLEEZIZAWS 0T O Y —IICTS—RNEEETIED
(Z Amazon SNS %258 E T3 ICIF., Amazon SNS hEY & IAM O— )L ZBIRE - FERL =

E [NeXt] ZERLET,

REZEL ., [N ZBRLET,
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ARNVOADIVAR—RNZBHICTRDEF1UT 47077 1IILDOER

create-security-profile AN RZFEALTEF1UTA7O7 7ML EHEHKL. XKUY
Z@ngﬁ_hﬁﬁ;‘b(r:bi?o

ARNVIGADIVAR—NZBECEFIVTATO77AINEERTSICE

1. XRNVODADIVAR—RNEZBEMIZL T, Detect &', FMETBDARNIVIOABTIIVAR—NTS
PENHBDHLESHZRTICIE. Behavior & AdditionalMetricsToRetainV2 O AE TE
exportMetric %& true ICEREL F 9,

2. MetricsExportConfig DEZESHET. chlk, XMUITAOI IV AR—NIIHEL MQTT
NEY 2 Amazon )Y —AZX—L (ARN) ZEELE T,

@ Note

AWS loT Device Defender Detect " XY £—2 ZRITTEBD XS IZ mqttTopic 28
HFEFT, O—)LARN IZIE MQTT XY =2 RNBATRIT IV REAFIN B, TDHE
AWS loT Device Defender Detect A" F DO O—JLZ5|IEZ ., 1—H—ICRH>TXVY
- RNHATEET,

aws iot create-security-profile \

--security-profile-name CreateSecurityProfileWithMetricsExport \

--security-profile-description "create security profile with metrics export

enabled" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mqttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

H

"securityProfileName": "CreateSecurityProfileWithMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
CreateSecurityProfileWithMetricsExport"
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}

ANUDADIVAR—RNZEMCTDEOOEF21)FT470O0774)
DOEH (CLI)

update-security-profile AN REFEAL THREO X2 UFT47O7 74 ZEFHL., X
RJOADITVAR—RNZBMICLET,

F1VFA4TAT77ANEZEHFLTIARNIDAOIVAR—NEEMICTSICIE

1. XRNVODADIVAR—RNEZBEMIZL T, Detect &', FMETBDARNIVIOABTIIVAR—NTS
PENHBDHLESHZRTICIE. Behavior & AdditionalMetricsToRetainV2 O A TE
exportMetric %& true ICERELF 9,

2. MetricsExportConfig DEZESHET. chlk, XMUITAOI UV AR—NIHELZ MQTT
NEY 2 Amazon )Y —AZ—L (ARN) ZEELE T,

(® Note

AWS loT Device Defender Detect "X Y £—2 % RITTE DK DI mqttTopic 28
HBET, O—)LARNICIE MQTT XY =2 0HAIR2 T I EAFAN HY, T0OE
AWS loT Device Defender Detect A" O O—J)LZ5|EZ ., 1—H—ICRKH>TXVY
- LNEATEET,

aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileWithMetricsExport \

--security-profile-description "update an existing security profile to enable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":300},\"exportMetric\":true}]" \

--metrics-export-config "{\"mgttTopic\":\"\$aws/rules/metricsExportRule\",\"roleArn
\":\"arn:aws:iam::123456789012:role/iot-test-role\"}" \

--region us-east-1

H
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"securityProfileName": "UpdateSecurityProfileWithMetricsExport",

"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",

"securityProfileDescription": "update an existing security profile to enable
metrics export",

"behaviors": [

{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
.
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1
.
"exportMetric": true
}

1,
"version": 2,
"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T716:20:15.486000-08:00",
"metricsExportConfig": {

"mqttTopic": "$aws/rules/metricsExportRule",

"roleArn": "arn:aws:iam::123456789012:role/iot-test-role"

X1 VFA47O77ANZEHFLULTXRNIDAOIVAR—RNEFTIZ
4% (CLI)

update-security-profile AN RZFEALTRFOELF1VFT4+7O7 7/ ZEFH L, X
NOODADITOAR—RNZEFTICLET,

tF1VFTATO77ANEEHFLTIXRNIIADIVAR—RNEFTIZTBICR

e EFAVFA«4TATTFANZEFHFHL, XKNVITAOIVAR—MREZHIBRTSICE. OV R
--delete-metrics-export-config ZFEAL £,
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aws iot update-security-profile \

--security-profile-name UpdateSecurityProfileToDisableMetricsExport \

--security-profile-description "update an existing security profile to disable

metrics export" \

--behaviors "[{\"name\":\"BehaviorNumAuthz\",\"metric\":\"aws:num-authorization-
failures\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count
\":5}, \"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1,
\"durationSeconds\":3003}}1" \

--delete-metrics-export-config \

--region us-east-1

A

"securityProfileName": "UpdateSecurityProfileToDisableMetricsExport",
"securityProfileArn": "arn:aws:iot:us-east-1:123456789012:securityprofile/
UpdateSecurityProfileWithMetricsExport",
"securityProfileDescription": "update an existing security profile to disable
metrics export",
"behaviors": [
{
"name": "BehaviorNumAuthz",
"metric": "aws:num-authorization-failures",
"criteria": {
"comparisonOperator": "less-than",
"value": {
"count": 5
3,
"durationSeconds": 300,
"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1

1,

"version": 2,

"creationDate": "2023-11-09T16:18:37.183000-08:00",
"lastModifiedDate": "2023-11-09T16:31:16.265000-08:00"

HMICOVWTIE., TAWS loT FAROY/N—HA Ry ® "Detect AN R, #SBLTLSEETL,
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ARNDOAOIVAR—KCLIONZ R

LTOCLIORY RZEFEAL T Detect XNV IV ADIVAR— N 2ERELTEETEERT,

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

ARNJUODAODI O AR—NAPI AXRL—23 >

XD API ARL =232 AL T, Detect XRU D ADITVAR—NEZERBLOERTER
ERD

» CreateSecurityProfile

» UpdateSecurityProfile

» DescribeSecurityProfile

F ARV AVEFALEEFIUFATOTZPALTDOARNIS
AQHEBRE

FAXDAVE, ANVOAETHEICEIZDR)ERET—RZREBIHEHICEFIUT 47O
TJ77A)NTEBTEIEMTT, BREEETDICEK., 7 RELTHERAITZEBELEENE—%
EELET, L&xlE, Tdatabulb/+/activitys B &, BEDEE —HTS MQTT REY ZICD & X
NRUVOREBRATDREY V7 AIINETAA YAV EERTEET, EF21VF4707 74T
FRATEDTAX2a>NERICOVWTIE, CreateDimension 288 L T & L\,

TFAXTAVER. MQTT DML RA—RZHR—KLTVWET, MQTT DA I RA—RZE
BA¥2L, BEONEYIICABICHTAITATTEET, DML RA—RIZE, >2TIIL
RIL(HF) EXILFLRIL (#) O 2BENFHYVET, LEAEF, T4 X223 {E Data/bulb/+/
activity IC& 2T, + EAULARILICFETEDIXRNTOREY JIC—HITBHTAOVTary
ERENET, T4 XTI VERF, MQTT 25472 N ID KRBZEH ${iot:Clientld} £EHR—KL
TVWET,

TOPIC FILTER ZA 7 DOF4 X3 ik, RO—EOIVTZIORAIXNIUIAEEBENFHV)E
9,
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s ZFELEXYE—DOH
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« BEE IP 7 RL A (Rules Detect T M & {# F A &L

AV =LATTFAX 23V 2 ERATIFE
FAXRYTAVEEELTEFIUTATOT 7 AL OBECERTSICR
1./MBbT]>V LEREET, TES—2aURAT, [BFIUT ] [Rit] OIECEE

EF2VF47OT7T7A4IN EEIRLET,

2. [EF2UTFT«47O77ANR=JT, [EF21VTATOT77ANZERK]. DL—ILICEIVE
RERETO774IINEZER] OIEICERLET, £EF, BFEOIL—IIR—AOEF1UT 1
J7A77ANETFAXD a2 2BRIDICE,. EF2UT47O7 704N ZRBRL., [FE) %
BRULET,

3. [EFAVUTA7A77ALOTAONTAZEBETR]IR—IT, EF21UTA7O77M4ILDAH
BIZADLET,

4., BEICODVTR—TYNICTEITFNAADQDTIN—T%2BIRLET,
5. [Next] :&IRLET,

6. [ XRUITABEDRE]|R—ZD[XNIITAZAT|T, 7ZTRAUODXNIIAT 14X 3
OVWThAZERLET,

7. (XRNUDADOEEIT[7Z7—RZEE (XN IADOBEZER) 2FBRL T, FREIhB XK
VOADEEZERLE T,

8. TNAADEELBEEICBEBIZDT7S—h2VWOZEITEINZRBIRLET,
9. [Next] &IRLET,
10. EF2VFTA47O7 74N DOREEREBL., [fEK] ZiBIRLE T,

TZ7—LZRTRITBDICE

1. AWSloT OV Y- ZREXRT, TET—>3RA2T, [EF21UT (], [#&HE] OIECEER
IT7TL]EEBRLULET,

2. [E/OEBRSTE/ZBRISDE, PT7—LORAICEIZBEHARTENETT,

OAVY=ILTTFAXR2 IV ERATRFE 230


https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

TAADDAVERTERVCEFRITDICE

AWS [oT OV =) Z2REXT., FET—>32RADT, [EF21UT 1], [&RH] OJEICER
L. [T4X>>a2] z2BRLET,

TAXAVEBRULTHL S, RE] ZBRLET,
TAXDAVERELTH S, [EH] 2EBRLET,

TAXTAVEHIKRTSICE

AWS loT OV Y= ZREET, TETS—>3RA2DT, [EF21UT (], [#&HE] OIECEER
L. [TF4X>>a2]2BRULET,

TAXVDAVEBBRTDEIC, TOTAXIIAVEZSRIBDAN)IRABEZEHIRTIHE
ABYVET, [EFIVFTA7O7 74N NZEFIYILT, FAXZaVFEFa2UT47
O77ANLETRYFERATVBEWSEZBBLET, T4 X023y FeFa1U747077

ANICTRYFENTWVWREE, EAO [EFIVFATAT7ANR=DERE, FaAXY
AVNTEYFENTVRDEFIVUTATOA7 74N ZHRMELET, KIC. BEDHIBRZEHIT
TEET, BlOTAX a2 EHBRTDIEERE., COEIVZAVOATYTIZRHVET,

3. TAXYTIVEERLTAS, [HIR] ZBRLKT,
4. TAXTIVBEZANDLTHEREL, HIR] 2BRLKT,

AWS CLI TTF4 X a2 ERTBHE

TAXZAVEERLTEFIVTATO7 7ML OBEICERT S ICE

1. EX2VFTA47A77ANICTRYFITBHIC, FTTFAXaw2ERLE
9, CreateDimension AN RZFALTFA X3 ZERLET,

aws iot create-dimension \
--name TopicFilterForAuthMessages \
--type TOPIC_FILTER \
--string-values device/+/auth

COONY ROBABRUTORSICE KT,

{

"arn": "arn:aws:iot:us-west-2:123456789012:dimension/

TopicFilterForAuthMessages",

AWS CLI TFA A3 aERTDHE
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https://console.aws.amazon.com/iot
https://console.aws.amazon.com/iot
https://docs.aws.amazon.com/iot/latest/apireference/API_CreateDimension.html
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"name": "TopicFilterForAuthMessages"

2. UpdateSecurityProfile Z#A L THEFEOEF 1 UTA7O77AINICTFA X223 &ZEBMT S
. CreateSecurityProfile ZFERALTHLVWEF 2 UFTA7AT77AINICTA X2 a2 %EBM
LET. ROHITIE, TopicFilterForAuthMessages NO XY — 4 128 /N4 M KREH
ESHZEFIVIL, IRIAPMEY JICEBENBIXAYVE—HEREITAHLOVEFIUT 4
Z7A77AIINZERLET,

aws iot create-security-profile \
--security-profile-name ProfileForConnectedDevice \
--security-profile-description "Check to see if messages to
TopicFilterForAuthMessages are under 128 bytes and retains the number of messages
sent to non-auth topics." \

--behaviors "[{\"name\":\"CellularBandwidth\",\"metric\":\"aws:message-byte-size
\",\"criteria\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\'"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":13}3}]1" \

--additional-metrics-to-retain-v2 "[{\"metric\": \"aws:num-authorization-failures
\",\"metricDimension\": {\"dimensionName\": \"TopicFilterForAuthMessages\",
\"operator\": \"NOT_IN\"}3}]I"

COONYROBABRUTORSICEY KT,

"securityProfileArn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice",
"securityProfileName": "ProfileForConnectedDevice"

REZENTZLED, NTX—FZAN RTAVNFX—REELTANTEIRDYIC, 77
AINASO—RIBDIEETEERT, FMIOVWTRR, "T774)LHS5 AWSCLINTGX—2%
O—R92, Z22RLTSEETWV, KRIZ, #i5RE N iz JSON X D behavior /NT X —&X %R
LEXY,

"criteria": {
"comparisonOperator": "less-than",
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"consecutiveDatapointsToAlarm": 1,
"consecutiveDatapointsToClear": 1,

"value": {
"count": 128

}
},
"metric": "aws:message-byte-size",
"metricDimension": {

"dimensionName:": "TopicFilterForAuthMessages"
},

"name": "CellularBandwidth"

Tk, ROBIORSICEML TFA4 X223z ERAL T, CreateSecurityProfile Z#A L &
ED

aws iot create-security-profile --security-profile-name ProfileForConnectedDeviceML
\

--security-profile-description “Check to see if messages to
TopicFilterForAuthMessages are abnormal” \

--behaviors “[{\“name\”:\“test1\”,\“metric\”:\”aws:message-byte-size\”,
\“metricDimension\”:{\“dimensionName\”: \“TopicFilterForAuthMessages\”,\“operator
\”: \“IN\”},\“criteria\”:{\”mlDetectionConfig\”:{\“confidenceLevel\” :\“HIGH\"},
\”consecutiveDatapointsToAlarm\“:1,\”“consecutiveDatapointsToClear\“:13}}]1” \

--region us-west-2

TAXDDAVEFTRYFENEFIVTATOT 7ML ERTTRICE

- BEOFAXDIAVHATEREYFENEEFIVUTATATT7AINERTTSIC
l&. ListSecurityProfiles AN > RZFEALE T,

aws iot list-security-profiles \
--dimension-name TopicFilterForAuthMessages

COOANY ROBARRHUATORSICBEYET,

"securityProfileIdentifiers": [

{
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"name": "ProfileForConnectedDevice",
"arn": "arn:aws:iot:us-west-2:1234564789012:securityprofile/
ProfileForConnectedDevice"

}

TAXDDAVEEHTAICE

¢ UpdateDimension AX > REZFRALTFA X223 2EBHLET,

aws iot update-dimension \
--name TopicFilterForAuthMessages \
--string-values device/${iot:ClientId}/auth

COONYROBABRKUTORSICEY KT,

"name": "TopicFilterForAuthMessages",

"lastModifiedDate": 1585866222.317,

"stringValues": [
"device/${iot:ClientId}/auth"

15
"creationDate": 1585854500.474,

"type": "TOPIC_FILTER",
"arn": "arn:aws:iot:us-west-2:1234564789012:dimension/
TopicFilterForAuthMessages"

}

TAXTAVERYBRTBICE

1. FAXIAVEBIRTSICEK, T, FAX2AUNFTRYFEATVWSEFI1UT170
TT7ANDSTAXDIAVETFRYTFLET, BEODTAX DIV TERYFEATVWEE
FADFT47O7 74 ERRTSICIE, ListSecurityProfiles AN > RZEFERALE T,

2. EFIVFA4TAT7T7AINDST 4 X3 zBIBRT S ICIE., UpdateSecurityProfile 1< > R
ZERALE T, RETHDIXNTOBERZAILET, LELTA X2 a2V EFERALET,

aws iot update-security-profile \
--security-profile-name ProfileForConnectedDevice \
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--security-profile-description "Check to see if authorization fails 10 times in 5

minutes or if cellular bandwidth exceeds 128" \

--behaviors "[{\"name\":\"metric\":\"aws:message-byte-size\",\"criteria
\":{\"comparisonOperator\":\"less-than\",\"value\":{\"count\":128},
\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}}, {\"name
\":\"Authorization\",\"metric\":\"aws:num-authorization-failures\",\"criteria\":
{\comparisonOperator\":\"less-than\",\"value\"{\"count\":10},\"durationSeconds
\":300,\"consecutiveDatapointsToAlarm\":1,\"consecutiveDatapointsToClear\":1}3}]1"

COOXRVROBAGUATORSICBEET,

"behaviors": [
{

"metric": "aws:message-byte-size",

"name": "CellularBandwidth",

"criteria": {
"consecutiveDatapointsToClear": 1,
"comparisonOperator": "less-than",
"consecutiveDatapointsToAlarm": 1,
"value": {

"count": 128

"metric": "aws:num-authorization-failures",
"name": "Authorization",
"criteria": {
"durationSeconds": 300,
"comparisonOperator": "less-than",
"consecutiveDatapointsToClear": 1,
"consecutiveDatapointsToAlarm": 1,
"value": {
"count": 10

}
]I

"securityProfileName": "ProfileForConnectedDevice",

"lastModifiedDate": 1585936349.12,

"securityProfileDescription": "Check to see if authorization fails 10 times in 5
minutes or if cellular bandwidth exceeds 128",
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"version": 2,

"securityProfileArn": "arn:aws:iot:us-west-2:123456789012:securityprofile/Preo/
ProfileForConnectedDevice",

"creationDate": 1585846909.127

}

3. FAXaAUEFRYFLIEE, DeleteDimension ANX Y REFERALTTF14 X2 3> wHIk
LET,

aws iot delete-dimension \
--name TopicFilterForAuthMessages

T Ot ARFH

DOt 3> Tk, AWS IoT Device Defender Detect 2B T2 O ICHERZ IAMO—J)LERY
=R YRNTYTITRIREICODVTHBLET, FMICODVTRE., IAMI—Y—H4 RESBL
TLEEY,

AWS |oT Device Defender Detect I, SNS REY JICRLTT T —L%ZH
T9B3TO0EAFATZRAELET,

CreateSecurityProfile T alertTargets N X—XZFERATHHES. 2 DORIV>— (T IO EAFH
AR —EEGRERV—) ZFE D IAMO-IILZEETHIHXEN HGVET, PIOLRAFARD S —
&, SNS REY VICBHZRKITT ST U zAFFAIZ AWS loT Device Defender IZIFELE T, E5
RID—E, DERO-LZ5EZF2T U AFFA%Z AWS loT Device Defender ICf 5L £ T,

TOEAFAR) S —

{
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":[
"sns:Publish"
1,

"Resource": [
"arn:aws:sns:region:account-id:your-topic-name"

]
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}

EERI—

{
"Version": "2012-10-17",
"Statement": [
{
"sid":. "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

Pass O— /LR —

ZOEAC, IAMOF I EAFARY S —% IAM I—H—CFRYFLT, I—H—HFO—IL%EE
ERESCTRHELEHYET, TAWS Y—ERCO-LEETF I EALTEI—H— L4557
B, BBRLTLEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::account-id:role/Role_To_Pass"
}
]
}
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BREIN> R
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Nt 3> Detect AN REMEAL T, ML Detect £/ 1& Rules Detect E¥ 21 U5 1 7°0
T7ANEEREL, FNAANBEENECEEZRBLTVSHEMOH2EFEBEBEEZREDB LY
ERTEET,
DetectMitigation 7 V>3 >N R

Detect EITZ2HABB LRVEET S

CancelDetectMitigationActionsTask

DescribeDetectMitigationActionsTask

ListDetectMitigationActionsTasks

StartDetectMitigationActionsTask

ListDetectMitigationActionsExecutions

a>ro>araI YR

\ll

TAX
TAXDAVRTERBELVCEERTS

CreateDimension

DescribeDimension

ListDimensions

DeleteDimension

UpdateDimension

CustomMetric 72>3> X2 R

CustomMetric DETZHBEB RV EETS

CreateCustomMetric
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CustomMetric DETZHRBRBE LRV EET D

UpdateCustomMetric

DescribeCustomMetric

ListCustomMetrics

DeleteCustomMetric

tF21VF47O7F7A4MNTO32INUR
tFXFIUTFATO77AILNORTERBELVEETS

CreateSecurityProfile

AttachSecurityProfile

DetachSecurityProfile

DeleteSecurityProfile

DescribeSecurityProfile

ListTargetsForSecurityProfile

UpdateSecurityProfile

ValidateSecurityProfileBehaviors

ListSecurityProfilesForTarget

1

TFZ2—LT72>32OX VR

To72—LER—TY NZEETD

ListActiveViolations

ListViolationEvents
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TZ2—LER-TY NZEETD

PutVerificationStateon & x

ML Detect 7 223> QN> R

MLEFILNL-—ZVIF—2%2-—KEXRTID

GetBehaviorModelTrainingSummaries

AWS loT Device Defender Detect ZFEH 9 2 H 3%

1.

227 RAIX N O AR FIZ AWS loT Device Defender Detect 2R TE FIH, T/NA AT
LR—KRENIEXRNVIRAZERITZFENHZE. £ AWSloT ICK > TEEEIET/NAA
FEEFNAAT—RIIAICAWS IoTSDK ZF 701 T2 MBENHVYET, FHHICOWT
&, "FNAADSDODARN) DADIEEL ZSRBLTLKEE,

BEEEELTCTS—LRERTIENIC, FTNAANERTEIXNIIAERRTDLE
BREFLTLKEEZV, AWSIoT Tk, FNA AN SHEEEZIRNETDENTED LD,
TFINAADITIN—=T", FERETHIRNAOIXNTOTFNAAICKHTEI2EEOEEELIFR
EREEERNICEBTEENTEET, CreateSecurityProfile ZFRBLEXTH. BHD
additionalMetricsToRetain MDA IEEL T EE VN, O T behaviors ZIEEL
BOWTLSEEL,

TINAAD - ZEEZBKITZABZHETDICE, AWS loT A2 Y —I)LZEAL TTN
AAXNI) DA ZRLUET,

F21VF47O77ANO—EOBEZERLET, BEICE. FNALTRAOTIL—TF &
THIRAOIRTOTNA ADEEBRBEZEBETDIARNI VAN EENTVET, FHllk
FHBAEHIICOVWTR, TOTVRBIOXRNIOA BRY "FNAABOXARN) DA, 258U
TLEEW, —EOEEZHERL 15, ValidateSecurityProfileBehaviors Z A L TRIITE &
¥,

BENEENDEX1VT 4707 74N ZERTSIZE. CreateSecurityProfile 7 223>
ZEALET, TNA AN BEICERLVEBEICTI—LZX—TY N (SNS hEY D) (T
BBk, alertTargets NTX—XRZFEALET, (SNSZFERALTTZ—LAZEET
2HBE. CNSEAWSTAHIYN OSNS REY IO —RICHLTADY hENBD RITHE
BELTKEEZVY, ERNFMKIBICEMNMTSE, SNS NEY VO —X2%ZBIBITSHAEHEN HY)
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£9, CloudWatch XU OV AZFERAL TERZBREHITDEETERT, FHMICOVTIRE,
TAWS loT Core RO Y /N—H A4 R @ "Amazon CloudWatch Z{ER L = AWS loT 75— LA
EXRNVOADEZZRI T | Z5RBLTLSEEL,

5. AttachSecurityProfile 7 223> ZERAL T, X2V F«47A77ANZETFNAADTIN—7
(E/DTIN—T). PTHIY NAOBBEHAODTNTOE/, REBOIXTOE/, £LET
XNTOFNAAICTRYFLET, AWS loT Device DefenderDetect R EBZBENF IV I %
ML, ASshOBEERIREENESERETI—LREELET, LEAE. THOVND
F/LZPARNJIZBBENTOVEBEVWENSAILTNARER YR T2FEEF,. X2 )F7070
TP7AINERBBODINTOE/ICTRYF IR EEBHMHLET, Z—XICEDET, TN
AADTN—TZEICEBRDBEEY NEEETEXT,

FNARAQTIIN—=7CeF21)T47A77ANETEYFTBILE. TOTFNAAODTIN—7
FEENDTE/ DOIIN—7 0O ARN 2 EEITBDHURENFHVET, T/ OFI)IL—70 ARN OFR
ZUTICRLULETD,

arn:aws:iot:region:account-id:thinggroup/thing-group-name

tFAVTFA7O77A4INEAWS THIY N ADOBREHAODINTOE/ICTRYFIBIC
& (RBEOTE/ ZER), ROEXZEALTARN ZEETILENHY KT,

arn:aws:iot:region:account-id:all/registered-things

tF1VFTAT7O7 7ML ERBEROE/ICTEYFIRICRE. ROEXZ£AL TARN Zi5
ETIHBENHYVET,

arn:aws:iot:region:account-id:all/unregistered-things

EtF2VTATAT7FANETNAALITEYTFIBICRE, ROFEXZEALTARN Z2EEY
DRBENBHYNET,

arn:aws:iot:region:account-id:all/things

6. ListActiveViolations 722 3> AL TERZEBHITDCEETEET, iKY, BHED
X1 )FA47A77ANELEEEZ—TY NTFNAATREBEEMEEREZBIETEDLSICRKY)
x99,
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EELEHERICREENCIEREBR TS0, ListViolationEvents 72> a &AL E
To cnSOBEREK, X 21VFT47077ANEFLERETFNAARICE2TTAINRITTBC
ENTEET,

7. To7—LNKRIPREZNY—IL., TORIPREOHAZAD
L. PutVerificationStateOOnViolationaction Z£E5E T, 77— ADIKRIL. BE, EEZTOE
ANTEEXRT,

8. TNAANEBZENLEEICERTZEEN BTED, FLREThEFEREICESBVWEEE.
BEEREZHRABIDILEN BYET,

9. BELEEFIVUTATO7T7AINEERTROT/INAREHERETSIC
(&, ListSecurityProfiles, ListSecurityProfilesForTarget, & &T' ListTargetsForSecurityProfile 77
V23 EFERALET,

tF1VFT47O77A4IIICETHFHFEMEREB T S(CE. DescribeSecurityProfile 7 93> %
FRALET,

10. EF¥21UFT147O7 74N EEFHITBIZE. UpdateSecurityProfile 72> a>#ERALET, 7
DIOVKNELEGE—TYRNOE/OTIINL=—THD5EF21VT47A77AINETERYFITBIC
l&. DetachSecurityProfile 72> a> & FERLET, X1V FT47O7 74 IIL2HEEEIBRT S
(ZI&. DeleteSecurityProfile 7 2> 3> & FEALET,
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BT O3z

AWS |loT Device Defender ZEH L T, EBEME T/ & Detect 7o —ATREBENEREEZEMT
2EOOT O AV ERTTEET,

® Note

MBI EEEMRCHL TR, BMT IS 3IVRBETEhTEA, EEFMR OGO
C2WTE, "EE0MROIE, 22BLTSEEL,

BT o3 0ERE

AWS loT Device Defender Tld, S X EXREBEF IV IRICERNERTNET Va2 FRHEHE A
£9, ChosOF7o>a>EAMSTHIVNICHREL, —EORKRICEALET., ChoniER
FELLTOEHY)TT,

c EEASOIXRTOER, CcOAT> 3k, AWSIloTOAY—ILTEAWSCLI OFEAICK2T
ERMATEET,

s B2 DBERDIVARN, COATS 3, AWSCLI OFRICEK>TOAFIATEET,
c BEEASTAINRU T ENE—EDOHKR,

RKOREF, EEFIVIORATE, ThEATHR—RNERTVWAIENMT V2320 —ETT,

EEFIvIOLrSEMTOIa > ADIYEDY

EEFIvY HBR—KREhTVBEMT O3>

REVOKED_CA CERT_CHECK PUBLISH_FINDING_TO_SNS, UPDATE_CA
_CERTIFICATE

INTERMEDIATE_CA_REVOKED_FOR PUBLISH_FINDING_TO_SNS, UPDATE_DE

_ACTIVE_DEVICE_CERTIFICATES_CHECK VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP
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EEFIVY

DEVICE_CERTIFICATE_SHARED_CHECK

UNAUTHENTICATED_COGNITO_ROL
E_OVERLY_PERMISSIVE_CHECK

AUTHENTICATED_COGNITO_ROLE_
OVERLY_PERMISSIVE_CHECK

IOT_POLICY_OVERLY_PERMISSIVE_CHECK

IOT_POLICY_POTENTIAL_MISCON

FIGURATION_CHECK

CA_CERTIFICATE_EXPIRING_CHECK

CONFLICTING_CLIENT_IDS_CHECK

DEVICE_CERTIFICATE_EXPIRING_CHECK

REVOKED_DEVICE_CERTIFICATE_
STILL_ACTIVE_CHECK

LOGGING_DISABLED_CHECK

DEVICE_CERTIFICATE_KEY_QUAL
ITY_CHECK

YR—NEhTWBENT O3>

PUBLISH_FINDING_TO_SNS, UPDATE_DE
VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS, REPLACE_D
EFAULT_POLICY_VERSION

PUBLISH_FINDING_TO_SNS, REPLACE_D
EFAULT_POLICY_VERSION

PUBLISH_FINDING_TO_SNS, UPDATE_CA
_CERTIFICATE

PUBLISH_FINDING_TO_SNS

PUBLISH_FINDING_TO_SNS, UPDATE_DE
VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP

PUBLISH_FINDING_TO_SNS, UPDATE_DE
VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP

PUBLISH_FINDING_TO_SNS, ENABLE_IO
T_LOGGING

PUBLISH_FINDING_TO_SNS, UPDATE_DE
VICE_CERTIFICATE, ADD_THINGS_TO_THIN
G_GROUP
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EEFIVY YR—NEhTWBENT O3>

CA_CERTIFICATE_KEY_QUALITY_CHECK PUBLISH_FINDING_TO_SNS, UPDATE_CA
_CERTIFICATE

IOT_ROLE_ALIAS_OVERLY_PERMI PUBLISH_FINDING_TO_SNS

SSIVE_CHECK

IOT_ROLE_ALIAS_ALLOWS_ACCES PUBLISH_FINDING_TO_SNS

S_TO_UNUSED_SERVICES_CHECK

IXNTHOEEFI YU TIE, Amazon SNS \NDEERRORITHNIYR—NED L, BHIHL
THARARLT VAV ERTTEERT, BEXATOEEFIVIOTR, BMOEBNMT V>3 zYy
R—RNTEZET,
REVOKED_CA_CERT_CHECK

- MAEOREEZZEL T, AWSIoT TIT7ITA17ELTN—ILET,
DEVICE_CERTIFICATE_SHARED_CHECK

s FINAAMHEOREEZEL T, AWSIoT THF7IVT147ELTN—IULET,

- TOAREEZEATEITNAREE/OJIL-TICEMLET,
UNAUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK

s BIMITHR—RENTWVWBRTIO I EEA,
AUTHENTICATED_COGNITO_ROLE_OVERLY_PERMISSIVE_CHECK

« BMTHR—RENTWVWBRTOZ a2 EHYERA,
|IOT_POLICY_OVERLY_PERMISSIVE_CHECK

s PTUOEAHFITZHRTAICIE., Z0O AWSIoT RS —N—2a 2 zEMLET,
|IOT_POLICY_POTENTIAL_MISCONFIGURATION_CHECK

« AWS IoT RV — DB ENBREIRAERELET,
CA_CERT_APPROACHING_EXPIRATION_CHECK

- SEAEVREEZEL T, AWSIoT THFPITA7ELTI—ULET,
CONFLICTING_CLIENT_IDS_CHECK

« BIMTHR—RENTVWBRTI> 3 EHYEEA,
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DEVICE_CERT_APPROACHING_EXPIRATION_CHECK
s TFINAAEAEDREZZEL T, AWSIoT THT7IT17ELTIY—ULET,
- TOAAEZEAIZITNARAZE/OTIL—-TICEMLET,
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK
s TFINAAEABDREZZEEL T, AWSIoT THT7IT17ELTIY—ULET,
- TOAAEZEAIZITNARAZE/OTIN—-TICEMLET,
CA_CERTIFICATE_KEY_QUALITY_CHECK

- AEAEDREEZZEL T, AWSIoT TP IVT17ELTN—ILET,

REVOKED_DEVICE_CERT_CHECK

s TFINAAEAEBDREZZEEL T, AWSIoT THT7IT17ELTIY—ULET,
- TOANAEZEATEITNARZE/OJIL-TICEMLET,

LOGGING_DISABLED_CHECK
- OJERZBMLLET,

AWS loT Device Defender Tlt, EBEFFRICBETAUTORA T OBEMT O aFHR—KENT

WEd,

ToavoEs

ADD_THINGS_TO_THING_GROUP

ENABLE_IOT_LOGGING

PUBLISH_FINDING_TO_SNS

REPLACE_DEFAULT_POLICY_VERSION

X2~

TFINAAZREMTBDIIN—T2IEELET, £
e, BE/INBIRDCENTERDTIL—TDERK
BEBIDBE. 1 DURLEOBHNITIL—T DA
OIN=9TBA-N—FARTEIHLESHE
EBELEY,

OJRERLARINLEOQATREOT IV AHFA %2
2O—)L%Z#ELET, DISABLED MO T &
LRINEEBETDCERFTEXREA.

BRORITEEBRDZDNEY VZEBELET,

]

TU7L—hEBEEELET, R —/\—
3

DA EFIAINNEERZZHORIS—IZE

1

BMT7023>0EE
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ToTavnEHE X2 b
EMZET, B, BLANK_POLICY DE®D H
NFHR—REhTVET,

UPDATE_CA_CERTIFICATE CARIFRED#H L WVIREBZEELE T, RE
. DEACTIVATE QEO&HNHR—KETHhTV
9,

UPDATE_DEVICE_CERTIFICATE FINAAGEHEOHL VREERIEELE T, B
1£. DEACTIVATE ODEO KA HR—KREhT
WEY,

EEDICEAEANRON 2 LLEENBETIVIIVERETDCET, ThSOBEIC—ELTHRBT
EXRT, CNSDEREFHOBBNT Va2 ZERATD L, BEZKI)RRICHERL, ABHNIAD
AREMER<SMMRADENTEET,

/A Important

AAENEE, HILLWE/OTIL—TADOE/OENMN, FLERV—OBEEBRRIZTSR
M7PoO>a>zERTRIE, FNARETTVT—23 2V ICREBID UMM BYET, &
EAE, TNA AN BRTEBLLBRIGEENHVET, BNT U3 E, BRATDHIIC,
TOHEBEERBLTIKEEVW, FNAARTTIVT—23 UV ERICHBETERLSICED
B, BMEZMRIZDLOOMOT I IV EZRTIIBEN HBEFENBVET, LR
. B EChIETFNA AR EZRMIDLBEN BRI ZE/IHYET, BAT O3V
ARV ETRERLKHRIZDOICRUEE I, BEANZEBEICHLTD-ONOREREZREL
PUBENBHYET,

FINAAABEOBTIOTATBED—ZBOT I a2k, FHTOAREITTEET, AWS loT
Device Defender IZl&, A NEEMNT7 >3 288NICO-IINY 9T XNDZXLEHY) E
TA,

Detect iEMT7 V> 3>

AWS loT Device Defender Tl&. Detect 7o —ALICETBUTORA T OEMT 7> 3> HR—
REhTWVWERT,

Detect @M o> 3> 247
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ToTarvnEHE X2~

ADD_THINGS_TO_THING_GROUP TFNARAZEBMTBIIN—T2EELET. F
o, BE/INBIRDCENTERDTIL—TDERK
BEBZIDEBEE. 1 DURLEOBHNITIL—T DA
OIN=9TBA-N—FARTEIHLESHE
EBELEY,

BMT O3V EERBIVERETIHE

AWS loT OV —ILE = AWSCLI ZFEAL T, AWST7HIOUN OEMT VAV EERZRB LY
BEETEET,

BEMT O3> OERK

ERIBDEERNTV>32E, BRAERESNETIZIAVERATETATNIBEBEONZA—2D
HAEDETT,

AWS loT OV =L Z2ERALTEMT Va0 2ERTDICIE

1. AWS loT 12V —)L O [Mitigation actions page] (M7 V> 3 ) R—DZHEXT,
2. [Mitigation actions] (JFT7 2> 32) R—2 T, [Create] (1ERK) ZEIRLE T,

3. [Create a new mitigation action] (iR DEMT 7> 3> OHERK) R—Z O [Action name] (T 7
avH) o, BT O a > O—ENRHEANLET,

4. [FO>3a2OEE| T, ERIDTI23I V04T Z2EELET,

5. [Permissions] (7 V7 AM#ER) T, PO AN BREND T IOAERO IAM O—)LZi#IRL
£7,

6. BTV IAVEATE, BBBD—EBONTA—RZVIIANLET, 7U23a20NTXA—2X
BANLET, LEAR, [BE/OTN=TICE/ZEM TV RAT%ERL EHEEE.
BMEYI—7 28R, [Override dynamic groups (BN T IL—T DA —/NN—F 4 R)] 28R F
EEAZICLET,

7. [Create] (fERK) ZZBIRL T, BMT U3 AWS FHO U MIREFELET,

BT 023 EERBIVOERTDIHE 248


https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
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AWSCLI ZFEALTRMT Va2 Z2ERTDICE

CreateMitigationAction AN > RZFERAL T, M7 V>3 ZEHLET, 7o2a2ilHG
2—E0ORAIE, TOT VAV EZEEORKRICEATREZILFEATNET, DHAUXPTLVR
MZERLET,

AWS loT A2V =) ZERLTEMT V>3V ZRTIEBIVCEETDICIE

1. AWS loT 12V —)L ® [Mitigation actions page] BT Va2 ) R—ZS=ZHREE T,

[Mitigation actions] (#8723 ) R—=DICEE, AWSTHIV BN ICHULTERENEIANT
DBEMTOIAVDIVARNRTIENET,

2. BEYTIBENT V320702328V RBRULET,

3. [Edit] {RfE) ZBIRL T, BMT7 V23 ZZELET, BT O3> 0AMIEENICFERE
haieh, BoE2ZEETRI_LRBF>TEFEEA,

4. [Update] (E#T) ZBIRL T, BMT IV 3VICNTRIEEZ AWS THIU N CRELET,

AWSCLI ZER L TEMT7 U232 2—EBERRIDICE

ListMitigationAction AN > RZFERAL T, M7 V>3 Z—EXRRLET. BTV 3%
EEXLIFHIBRTBESE. BAIZXELET,

AWS CLI Z2ERALTEMT Va2 2EHIDICE

BT O3> a2ZETSHICIE, UpdateMitigationAction X > REFERLE T,

AWS loT OV =) Z2EFRALTEMT I 3> zHIKBRTZICIE

1. AWS loT 12V —)L® [Mitigation actions page] BT Va2 ) R—ZSEZHREE T,

[Mitigation actions] (#8FF 223 2)R—=DICEE, AWSTHIV BN ICHULTERENEITANT
DEMT O AVHFRTENET,

2. HIRTBEBEMT V> 3> zERL., [Delete] (HIFR) ZBIRLE T,

3. [Are you sure you want to delete] (&K (CHIBRLETAH) T 12 RUT, [Delete] (HIBR) Z&IRL
X7,

BNT O3> 0ER 249


https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

AWSCLI Z#2ERLTEMT V>3 zHEIBRTSICE

BT O3> a2ZETSHICIE, UpdateMitigationAction X > REFERLET,

AWS loT A2V =)L 2ERALTRMNT O 32 OFMERTIDICE

1. AWS loT 1Y —)L® [Mitigation actions page] (EMT7 V> 3a ) R—JEBHAE XY,

[Mitigation actions] (@M T 7> 32y R—DICE. AWS THIUU KM ICRUTERENETANT
DEMT O AVHFRTENET,

2. RRYBBENT V2320702308V 02 BRUET,

AWSCLI ZFRALTERMT O3> OFMERTTDICE

BT O3> OFMERRT S, DescribeMitigationAction X REFEAL £,

BT o3> nEA

—EOENT Va2V ZERLES, ThSOT VI3V Z2EBEOKRICERATERY, 7723
ZERIRE, EEBNT V3V RAVZRBLET, CORXRAIE, HROEY NeThIZER
TRTIAVICE2>TR, BRTETICHEAIAADZENBYNET, LA, AEREOEFIHIR
AN RBEBTFNAART I HZEE. ThODAAZTEINTEMCTEA, ThSOFTN
AAREZRBIN—TCBBITHIETLKAIDADZEN HBYWET, OJZROBMELEE, tHOT
72323 IERP<KETTEET,

TO2avRTOVARERTL, FEETLTVRBVRITEF YO RILTEXRT, FrotllEch
7023 RTO—FELTEBRICRITENTVBRT7 o> a2v@O-INYIcnFzdA, RO

Y NIEBOT7 O3> a2BBALTWT, 7923201 2FKBLESE,. TORKRICETS

BEOTOAVEAFYTENET (EEL, HOBRICEFERAENE D). BRORXAVDAT—
R AL FAILED T9, RICEALEEZIZ1DULEOT I a2 A kBLEEES. taskStatus
FEABICEREENET, 77232, BEESNEIEFTERENET,

TNENOT I IVRTTE, —BOTIZIVHFE—7Y NCERENET, TOR—7Y K
., BEOUANELREBNSOIRTORBICTB LN TEET,

RORE, 1 DNEENSITRNTORBRZIMEL, TOBRIC—EOT IV ZERATHIEEREN
BAVEERIBDHEZRLTVET, 1ENERITT, 12070231 DOBRICERAETIEK
T, BEEBENT V2322 A0EF, HTOBMEZHALET,
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https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://console.aws.amazon.com/iot/home#/dd/mitigationActionConfigsHub
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html

AWS loT Device Defender RO Y /N—H 1 R

AWS IoT Device Defender

T Mitigation
Actions

Audit Mitigation Action Task

Executions
T - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

RORE, 1 DUENEENSEXYOEROVARNZREBL., TORKRIC-EOT V>3V ZEAT
PEBEBNEAVEZERIZDHAEZRLTVET, 1ENDRITT,. 12077232 H 1 DORKERI
BRAEhET, BEERNT V32 2A7, ZTOBEZHILET,
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T Mitigation
Actions

Audit Mitigation Action Task

Executions
T - Mitigation 4‘\ Findi
T Action |——/ "8

One execution

Outputs

Execution Summary

BT 023>z ERATSICE, AWSIloT O Y —)L&EEF AWSCLI ZFERATEEXT,

AWS loT OV =&AL T, 723 RTERAKRIDETEMT Va2 2EBRTSICE

1. AWS loT 2V —)L® [Audit results] (BEERER) R— %ZHEF T,

2. FUAVEBERIHPIEENREZERLET,
[Start mitigation actions] (#&MT7 7> 3> ORK) ZBRLET, IXTOFI Y VEBENESL
TVWBEBE, CORIVEIFEATEEREA,

3.

252
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https://console.aws.amazon.com/iot/home#/dd/auditResultsHub

AWS IloT Device Defender AWS IoT Device Defender RO Y /N\—H A R

4. [Start a new mitigation action] iR DEM T V> 3 > OR) TR, ZFRATVBRET 72 NTE
EDIZBEYETH, DAURTLVEDICEETEET,

5. EBET1DO2ULEOFRBENERNH>EFIVIOORAT7ZEIC, BATS120ELDT7 D
AVEEBIRTEET, FIVIRATILBENMBT IO 0ORENRRENET,

® Note
AWS PHOUKNIZT 23 #RELTVEVEES, P23 O UARMNIZEICEY)
%9, [Create mitigation action] M7 V> 3> OER) UV &BIRLT, 1 DELE
EBROBENTIaVEERTEET,

6. BATZINTOTII>EEEL . [Start task] (R A9 DBR) ZiBIRL F I,

AWSCLI #EAL T, EEENT7 V>3 0ERT2RB L TENT O3> 2ERT3ICE
1. BEBEOINTORRIZT Va2 BERTDHEE. ListAuditTasks ON REFEAL TR AY
IDZRDHET,

2. BRUELBRICOXT VI3 zEATSHEEWR. ListAuditFindings AN RZFRAL THRR
ID ZEBLE Y,

3. ListMitigationActions AN > RZFERAL T, BAITAIBBMT7 V30BN Z2EEBEHLET,

4. StartAuditMitigationActionsTask AN > RZFEAL T, =T Y NIT >3 ZBALET,
BAVIDZEEEOET, DZEFEALT, 7O IAVERTOREOHER, FHOMER, L&
FYORILETSENTEERT,

AWS loT A2V =) ZERLTTF7 I3 NRTERTFTDICE

1. AWS loT J2V =)L O [Action tasks] (7 VAV RADYR—DEHEXRT,

TO2avRATDIVANIRE, ThThFRRENEBZNEREDAT — AN RTENRK
ER

2. [BEI V>V ZBRLT, RAVOFHMERTLET, FlICRE, ZATICL>THEAEZNST
NTOTO23a>, EOE—T YN, BLRFARAT—EANEEIRET,
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditFindings.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://console.aws.amazon.com/iot/home#/dd/auditTasksHub

AWS |oT Device Defender AWS loT Device Defender RO Y /N—H 1 R

Device Defender > Audit »> Action executions > ff82164a6439e6024e83b4fc104817d7

ff82164a6439e6024e83b4fc104817d7

Details
Status
COMPLETED

Started at
Jun 6, 2019 6:09:07 PM -0700

Completed at
Jun 6, 2019 6:09:09 PM -0700

Check summary

Check name Failed Successful Skipped Canceled Total Executions

loT policies overly

permissive

1
L
\/
™
>t

[Show executions for (R1TZRR)] 71 I X—ZFEALT, PO IOBEXRT D
RBICEETEET,

3. RARAVDOFHMERTRTSIZIE, [Executions (£17)] T [Show (RR)] Zi&IRL £ 7,
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Device Defender > Audit > Action executions > ff82164a6439e6024e83b4fc104817d7 >

ff82164a6439e6024e83b4fc104817d7

loT policies overly permissive

Action executions (4)

Show executions for

All actions v All status v
1-4 of 4
Started at v Status Action Finding
Jun 6, 2019 6:09:08 PM -0700 ® Completed sns_publish 053cff17-1da4-4479-996b-8b...
Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  053cff17-1da4-4479-996b-8b...

Jun 6, 2019 6:09:08 PM -0700 ® Completed replace_default_policy_version  2b966f76-b499-4986-836¢-f8...

AWSCLI ZFERAL T, RBLEZAVE—ERRTDICIE

1.

ListAuditMitigationActionsTasks ZEAL T, BEEBROBNT V3V R AV ZERRLET,

TAINLE—ZHEELTHRRERVIACZENTEET, FRAUVDFHERTIZIHEEE. ZAD
IDZXELTHEXT,

BEQCEEBNT VAV EAVOERTOFHMEZRTTSIC
l&. ListAuditMitigationActionsExecutions Z R L £9,

MBRFICEEENENTX—3BE, ZRAUVOFHZRTTSIC
l&. DescribeAuditMitigationActionsTask Z#ERA L £ 9,

AWS CLI Z2fERAL T, RITHOEEBENT V>3 2AV%ZFv2EILIBICE

1.

ListAuditMitigationActionsTasks AN RZFEAL T, RTZF Y EILTEIRXRATIDRAT ID

ZROTET. 71N E—ZHEELTRRZR)IACZEANTEXRT,

XA ID #fH L T ListDetectMitigationActionsExecutions IN¥ > RZFRA L., EEENT Y
2AVERAEFYOEILET, ETLERAVEF Y I TERRHA, ZRVZF Y+
INTBDE, BYODT O AVREEREShFTEAN, BRICERAEShEENT o3> kO—-I)LNNY
WA (K- cV
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https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html

AWS loT Device Defender AWS IoT Device Defender RO Y /N\—H A R
T oA
] A 5T A]

ERTDIENT V32, TOT V2322 BATHEHICEATZIO-IIZEETIHEN
HV)ERY,

BT 0>3>0OTF 7 A

To>avnER TORAHFARIS =TT
L—bk
UPDATE_DEVICE_CERT
IFICATE {
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"iot:UpdateCertifi
cate"

]I

"Resource":

nin

UPDATE_CA_CERTIFICATE

{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

T O AFHA 256
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ToavoEs

ADD_THINGS_TO_THIN
G_GROUP

FORRAFARY S —F2 T

L—bk

"iot:UpdateCACerti
ficate"

1,

"Resource":

"nn

"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"iot:ListPrincipal
Things",

"iot:AddThingToThi

ngGroup"
1,
"Resource":
[
]
}
]
}

TR AFH
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AWS loT Device Defender RO Y /N—H 4 R

o3 OEE

REPLACE_DEFAULT_PO
LICY_VERSION

TOEAHRARIS =TT

L—b
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action": [

"iot:CreatePolicyV

ersion"
1,
"Resource":
[
]
}
]
}

TR AFH
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AWS loT Device Defender RO Y /N—H 1 R

ToavoEs

ENABLE_IOT_LOGGING

FORRFTRIS—F2 T

L—b
{
"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"iot:SetV2LoggingO

ptions"
1,
"Resource":
[
nxn
]
1,
{
"Effect":
"Allow",
"Action": [

"iam:PassRole"

1,

"Resource":

"<TAM
role ARN used for
setting up logging>"

]

T AFFH
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ToavoEs

FORRAFARY S —F2 T
L—hk

PUBLISH_FINDING_TO_SNS

INTOBBMT 023> 2147,

"Version":"2012-10
-17",
"Statement": [
{
"Effect":
"Allow",
"Action":[

"sns:Publish"

]I

"Resource":

"<The
SNS topic to which the
finding is published> "
]

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {

"aws:SourceArn":

}I

"arn:aws:iot:*:111122223333::*"

ROBER)S—T2TL—hEEALET,

TR AFH
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"StringEquals": {
"aws:SourceAccount":

"111122223333:"

®BMT72>a3>aX 2R

CNSDBEMT7O>a>ARREFALT, BT12ULEOEEMREOEY NCBRTZES —E
DT7OaAEAMWS FTHIUNICERTEET, AN RAFIDVE I 2HYET,

s TUODAVEERBLVERTDLOHICHEATIED,
s BRZEEIDEDIC,. CchsoT70>3>0F77 I T5—>3 2 ZRBHEIVOCERTILEHICHER

IT2EM,

s TO—LZBRHEIZIEHIZ. ShES5OTFTI>3a>0OT7TIT—

EHATRE0,

CreateMitigationAction

DeleteMitigationAction

DescribeMitigationAction

ListMitigationActions

UpdateMitigationAction

Audit RITZ2RBH LTEET
%

CancelAuditMitigationAction

>

IVEFRBBIVCEETRHLEHIC

Detect E1TZHB B LVEE
T3

CancelDetectMitigationActio

sTask

DescribeAuditMitigationActi
onsTask

ListAuditMitigationActionsT
asks

StartAuditMitigationActions
Task

ListAuditMitigationActionsE
xecutions

nsTask

DescribeDetectMitigationAct

ionsTask

ListDetectMitigationActions

Tasks

StartDetectMitigationAction
sTask

ListDetectMitigationActions

Executions

BMT70>3>ARUR
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_CancelDetectMitigationActionsTask4e.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DeleteMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_DescribeMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsTasks.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListMitigationActions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartAuditMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_StartDetectMitigationActionsTask.html
https://docs.aws.amazon.com/iot/latest/apireference/API_UpdateMitigationAction.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListAuditMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html
https://docs.aws.amazon.com/iot/latest/apireference/API_ListDetectMitigationActionsExecutions.html

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender ZEOAWSH —E R EFHAT S

AWS loT Greengrass ZE179 %7 /Y14 AT®H AWS loT Device
Defender @ fiE

AWS loT Greengrass l&. 7/\1 ADOBEZBGEHICER TS -HIZ. AWS loT Device Defender &
NEBERENREZRMLET,

» AWS loT Greengrass V1 & Device Defender Z#&

» AWS loT Greengrass V2 & Device Defender Z#&

FreeRTOSHE & UM #H M IA A #4288 & AWS IoT Device Defender’ £

FreeRTOS /Y4 A TAWS loT Device Defenderz A 3% IZ1F. HEVDFT/NA AIZFreeR
Embedded C SDKE #=l&AWSIoT Device Defender 24 7 ZUN A AR=ILENTVRDZAEHNH
V)£ ¥, FreeRTOS Embedded C SDKI&, AWSIoT Device Defender 4 75 Z#&E&ETF, AWS
loT Device Defenderz FreeRTOS /N4 AIZHET B HEIC2VTR, UTOTFEEZSRLTLE
AN
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EXNFERAENET, ASFFICIE. BEDOY—R, FEEZZTDV YR, BLUOBREBRORE
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TAWS Security Finding 23 (ASFF), 28 B L T &V,
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EESBE

BEITDMQTIT VAT RNID EFNAAMAERETFIVIOBRKRA T, BKUV Detect ®
BrEZ2A7,

Y7RDITEREDTF I Y VMM

ZOMINTO Audt FTY VOBEREAT,

RBRERNEEENDETOLATD—
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AWS loT Device Defender (&, AWS Security Finding Format (ASFF) Z /A L TH R % Security Hub
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"SchemaVersion": "2018-10-08",
"Id": "336757784525/I0T_POLICY/policyexample/1/I0T_POLICY_OVERLY_PERMISSIVE_CHECK/
ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ProductArn": "arn:aws:securityhub:us-west-2::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-west-2",

"GeneratorId": "1928b87ab338ee2f541f6fab8c4lc4f5”,

"AwsAccountId": "123456789012",

"Types": [

"Software and Configuration Check/Vulnerabilities"

1,

"CreatedAt": "2022-11-06T22:11:40.941Z",

"UpdatedAt": "2022-11-06T22:11:40.941Z",

"Severity": {

"Label": "CRITICAL",

"Normalized": 90

.

"Title": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK:
ALLOWS_BROAD_ACCESS_TO_TIOT_DATA_PLANE_ACTIONS",

"Description": "IOT_POLICY policyexample:1 is reported as non-compliant for
IOT_POLICY_OVERLY_PERMISSIVE_CHECK by Audit task 9f71b6e9@0cfb57d4ac671be3a4898e6a.
The non-compliant reason is Policy allows broad access to IoT data plane actions:
[iot:Connect].",

"SourceUrl": "https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/

policy/policyexample",

"ProductFields": {

"CheckName": "IOT_POLICY_OVERLY_PERMISSIVE_CHECK",

"TaskId": "9f71b6e90cfb57d4ac671be3a4898e6a",

"TaskType": "ON_DEMAND_AUDIT_TASK",

"PolicyName": "policyexample",

"IsSuppressed": "false",

"ReasonForNonComplianceCode": "ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"ResourceType": "IOT_POLICY",

"FindingId": "1928b87ab338ee2f541f6fab8c4lc4fs",

"PolicyVersionId": "1",

"ReportType": "AuditFinding",

"TaskStartTime": "1667772700554",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-west-2::product/
aws/iot-device-defender-audit/336757784525/I0T_POLICY/policyexample/1/
IOT_POLICY_OVERLY_PERMISSIVE_CHECK/ALLOWS_BROAD_ACCESS_TO_IOT_DATA_PLANE_ACTIONS",

"aws/securityhub/ProductName": "IoT Device Defender - Audit",

"aws/securityhub/CompanyName": "AWS"

.
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"Resources": [

{
"Type": "AwsIotPolicy",
"Id": "policyexample",
"Partition": "aws",
"Region": "us-west-2",
"Details": {
"Other": {
"PolicyVersionId": "1"
}
}
}
1,
"WorkflowState": "NEW",
"Workflow": {

"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
.
"Types": [
"Software and Configuration Check/Vulnerabilities"

ROFIE, EEFIYIOHIU—IZBETS Security Hub A S DERZERLTVE
9, ProductFields @ ReportType Ik CheckSummary T9,

{

"SchemaVersion": "2018-10-08",

"Id": "615243839755/SCHEDULED_AUDIT_TASK/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-audit",
"ProductName": "IoT Device Defender - Audit",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "f3021945485adf92487c273558fcaa51",
"AwsAccountId": "123456789012",
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"Types": [

"Software and Configuration Check/Vulnerabilities/CVE"

1,

"CreatedAt": "2022-10-18T14:20:13.933Z",

"UpdatedAt": "2022-10-18T14:20:13.933Z",

"Severity": {

"Label": "CRITICAL",
"Normalized": 90

},

"Title": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK Summary: Completed with 2 non-

compliant resources",

"Description": "Task f3021945485adf92487c273558fcaab51 of weekly scheduled Audit
daily_audit_schedule_checks completes. 2 non-cimpliant resources are found for
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK out of 1000 resources in the account. The
percentage of non-compliant resources is 0.2%.",

"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/

audit/results/f3021945485adf92487c273558fcaa51/DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",

"ProductFields": {

"TaskId": "f3021945485adf92487c273558fcaa51",
"TaskType": "SCHEDULED_AUDIT_TASK",
"ScheduledAuditName": "daily_audit_schedule_checks",
"CheckName": "DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"ReportType": "CheckSummary",

"CheckRunStatus": "COMPLETED_NON_COMPLIANT",

"NonComopliantResourcesCount": "2",
"SuppressedNonCompliantResourcesCount": "1",

"TotalResourcesCount": "1000",

"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/

iot-device-defender-audit/615243839755/SCHEDULED/daily_audit_schedule_checks/
DEVICE_CERTIFICATE_KEY_QUALITY_CHECK",
"aws/securityhub/ProductName": "IoT Device Defender - Audit",
"aws/securityhub/CompanyName": "AWS"

},
"Resources": [
{
"Type": "AwsIotAuditTask",
"Id": "f3021945485adf92487c273558fcaa51",
"Region": "us-east-1"
}
1,
"WorkflowState": "NEW",
"Workflow": {
"Status": "NEW"
I
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"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "CRITICAL"
},
"Types": [
"Software and Configuration Check/Vulnerabilities/CVE"

RDOBIE,. AWS loT Device Defender # HiE R X9 % Security Hub A 5 0 — M B HERZ R
LTVET,

{
"SchemaVersion": "2018-10-08",
"Id": "e92a782593c6f5blfc7cb6ass3dclal"”,

"ProductArn": "arn:aws:securityhub:us-east-1::product/aws/iot-device-defender-
detect",

"ProductName": "IoT Device Defender - Detect",

"CompanyName": "AWS",

"Region": "us-east-1",

"GeneratorId": "arn:aws:iot:us-east-1:123456789012:securityprofile/
MySecurityProfile",
"AwsAccountId": "123456789012",
"Types": [
"Unusual Behaviors"
1,
"CreatedAt": "2022-11-09722:45:0072",
"UpdatedAt": "2022-11-09T22:45:00Z2",
"Severity": {
"Label": "MEDIUM",
"Normalized": 40
.
"Title": "Registered thing MyThing is in alarm for STATIC behavior MyBehavior.",
"Description": "Registered thing MyThing violates STATIC behavior MyBehavior of
security profile MySecurityProfile. Violation was triggered because the device did not
conform to aws:num-disconnects less-than 1.",
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-east-1#/dd/
securityProfile/MySecurityProfile?tab=violations",
"ProductFields": {
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"ComparisonOperator": "less-than",

"BehaviorName": "MyBehavior",

"ViolationId": "e92a782593c6f5blfc7cb6a443dclal2”,
"ViolationStartTime": "1668033900000",
"SuppressAlerts": "false",

"ConsecutiveDatapointsToAlarm": "1",
"ConsecutiveDatapointsToClear": "1",
"DurationSeconds": "300",

"Count": "1",

"MetricName": "aws:num-disconnects",

"BehaviorCriteriaType": "STATIC",
"ThingName": "MyThing",
"SecurityProfileName": "MySecurityProfile",
"aws/securityhub/FindingId": "arn:aws:securityhub:us-east-1::product/aws/iot-
device-defender-detect/e92a782593c6f5blfc7cb6as43dclal2",
"aws/securityhub/ProductName": "IoT Device Defender - Detect",
"aws/securityhub/CompanyName": "AWS"
I
"Resources": [
{
"Type": "AwsIotRegisteredThing",
"Id": "MyThing",
"Region": "us-east-1",
"Details": {
"Other": {
"SourceUrl": "https://us-east-1.console.aws.amazon.com/iot/home?region=us-
east-1#/thing/MyThing?tab=violations",
"IsRegisteredThing": "true",
"ThingArn": "arn:aws:iot:us-east-1:123456789012:thing/MyThing"

}
1,
"WorkflowState": "NEW",

"Workflow": {
"Status": "NEW"
},
"RecordState": "ACTIVE",
"FindingProviderFields": {
"Severity": {
"Label": "MEDIUM"
.
"Types": [
"Unusual Behaviors"
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]
}
}

AWS loT Device Defender A#& Hi#& R Z Security Hub ([CIXE T2 D Z =1L
K

Security Hub NDFERDEFEZFILET B ICIE, Security Hub A2V —)LEE APl ZEATEE
T,

FMIC DOV TIE, AWS Security Hub 1—H—744 R T#HErsoBREEREO 7O0—0EMLESR
b (A V=)l Tk THREN SOREFZERO 7 O— 0 &R (Security Hub API, AWS CLI)
ZESRLTLSEEL,

H—EABDRIL ZREORLE

BELULCRERBER, TV EZRTIBDHAZELBZVIDFTAT4H, KYEVEEZED
IVTATAIZEOTIAVORTEZRFTEZEVS EFIUTAEETT. AWS TlE, ¥—
EABTORNITELICL2T, BEALEREBESfr REIZIHEENBVET, Y—EABTOL
WIRLE., 2 —ERXA (FOPHLITY—ER) A, BOY—ERX (ROHLIRY—ER) 2HV
HIEEILRETDARMUAN DY ERT, FOHL Y —EANREETL, ThEBOT IV LAFTZ
FALT, ART IV EAFANNEE NI XNETRERBAVFETHOHLEY—ERAZN L THOES
DIYV—ACHLTBELFRZENF HBYERT, ChEBm<EHIC, AWSIZE, THOVRADY
V—ANDT I AN NEENEY—ERT IO NLTINTOY—EADT—22REITD I
OICRIUDYV—IFBAEETRTVET,

tFIVTF A BEEORILICKYFEZZ(THHEMEDHD2HEEFEN S D AWS IoT Device Defender
TOEAK, BEEODET, EFXF21UF47O77AIIEROSNSEHNNIEE., BHNEENDETN3D
TT, cNSOETI>aIZDO2VWT, aws:SourceArn DERFXDORD THIHREN HVET :

« UpdateAccountAuditConfiguration API (RoleArn J& t£# & T NotificationTarget RoleArn J& f£) TIE
TNV —ADOEFE,. aws:SourceArn & arn:arnPartition:iot:region:accountId:
ZEALT, VDY—ARVI—QOARAODA—TZRVAATELBENFHYET,

- CreateMitigationAction APl (RoleArn Btt) TEEhi)Y—ANDFE. aws:SourceArn X

arn:arnPartition:iot:region:accountId:mitigationaction/mitigationActionName

ZEALT, VY—ARVZ—ORAOA—TZRVIAATHEBEN BN ET,
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« CreateSecurityProfile API (alertTargets %) TEE hizJY—ADIFS. aws:SourceArn &
arn:arnPartition:iot:region:accountId:securityprofile/securityprofileName

ZEALT, VY—RARVI—ORAOA—TZRVIAATHIBEN HYET,

BEAUVEREBELSSREITDLOOREMRNBAZERE, JY—ADTELE ARN ZFEEL
T aws:SourceArn JO—NILEZHEIDTHFARNF—ZFERITHETT, UY—ADES
7% ARN A FERZIZEEX, BHOUY—RAEZEETHHESE. aws:SourceArn JO—/V)L
OAVTFARERHEF—ZFEAL T, ARN OKRABHDZ TSI RA—R (*) TRLET, flx
&, arn:aws:servicename:*:123456789012:* £EEL £,

ROBITIE, AWS IoT Device Defender T aws : SourceArn & & T aws:SourceAccount J 00—
NILEHEITHFAMNF—ZFEAL T, BALLEREBEZERIZDHEZRLET,

{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "iot.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:*:123456789012: :*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012:"
}
}
}
}

R/MFE

I—2I2h70CARCR. REZERTIDLHICHXELRNMROT IV EAHFAOAENELT
<EZEW,
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https://docs.aws.amazon.com/iot/latest/apireference/API_CreateSecurityProfile.html
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BEXNEXAZX A
c I—2 I hME, root MADI—F—E L THRITTRIRBEN HYET,
s I—2I2hRE., TOMBOIIIN—TTEAI—H—ELTETLTLIEEZY,
e I—H—/JIL—=TI2k, XKV AOWRELREEIXELRTRIBNYERAT IV EAFTOHK
V—ATHELTLEZL,
e Bl:HTINI—2T 2 MO Jproc /sys THOFRKENY B,

s POEAFAZFRLTERITITZ7O0CLAZEY NTYTITRHEOHICOVTE, Python
VITNI=—2IVRIIBENTVWREY RNTYTFIEZSRLUTSEZL,

T—2IRN7TOCBREESSICHIR/OBIZDEOOR<HASNTVS Linux XHZXALFEZEHD
WET,

BERXNZXLA

« CGroups

« SELinux

+ Chroot

 Linux BEIZ=E
B O ES %

IT—-2I2h70BRACR, 929210 EURSCKRTLEYLBVLSICTFHLSVEMET
Z—XFADSOREINBETT, J—RE, fIAZENICRETILEN BV, FHEREL
T, FTHIETICRTLESS CATLAOBREBPF v Y FEhBVNABEEDLSD) FEEBMIC
BEBIDIISIICHEETNTVRILENHYET,

= UNOR A LFA

I—IVRNE, TORETTEDRYDHBVREBRE (DFEY., Y—RN—F1—0D35473
) EERATRIHBENHYET. FRAINEMBLEDICSA TSI OERANBYSRES (Transport
Layer Security %% &), K< BEEBENIEKEFERROKLZFEAL. ThSsZHEHOREICROXHT
ALZBILET, EMENEHKERRIC, I—2I 2 MNIKYERAENT, F7FIKNTTD
TATRBBENFEFENTVEEHEE (EEZE, BOTVWBR—KN, RXS/2VYTY R xE), O—
RTEMDCTID, SATSVOBRT7T 7ML EZERALTEMDCLET,
T7OtA0D B
I—2z2oh7OBACE. FNAAXRNDDAQOPREEEZEORTICHEBBEOHKREENT

WBRREANBYET., O RATALATOLAOLETOAYTFELTETLEY, HOSEENT—
AT—ADBEZRRELIZ) TR ERTEFERA, E8IC, IR TOEAR, RXA
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https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://github.com/aws-samples/aws-iot-device-defender-agent-sdk-python
https://en.wikipedia.org/wiki/Cgroups
https://en.wikipedia.org/wiki/Security-Enhanced_Linux
https://en.wikipedia.org/wiki/Chroot
https://en.wikipedia.org/wiki/Linux_namespaces
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JITYRRRY RND)—OH—EAR—RNBEDA VNV RBEZERLBEVLRSICTEIHLE
FHNVET, EHTDE, O—HILNEFERVE-—NTOELASFLBICFHTEDRSICKY, E
EUETBICHEN RSTREENIHYVET,

ATI A%

J7OtAI-2I2hOERIC, TOEHPEFIVT A LOMfEZRTEF1I VT, EZX
V2T, BEBEREDF—D—REGFATRICERTELEREA, ARO—RERZVALDPD—E
DTFNAAZEDTOLABIHRENET, I-PI2MNONAF I BEETDTALIRNY
X, JOEASIBOBFEENOGTRETE, BURAICHSBENFHYVET,

RPROFRAEE

TFNAACTFTAAENBDI—SI O RNT—T 4777 MG, FEFAEHR. TNV ITHEKLT
TYRID=R, AVFA2OAXVRNEERRFIXVRNTTFAIBEOHERRERDD &’
TEFRRBA I-PIVMPRELEXARNITAOY —N—QIOREBOFMP/NY VT R A
TACHEIDFMEIBAREET,

Transport Layer Security

T—REFEAOTLS X 1T7FrRILZHIATSICE. I—C 0 N7OCARERAETF I —:
RRXAANVBRIABEDISAT Y NUIREEZIXTT 7TV T—23 2 LRILT (TF7H4ILKT
BB DTV EBVES)BHEHTIBENF HVET, €512, I—JI2 N, BEE NS
FEENTVT, RESNLIAAERTRICBELTVBIHAENf EENTVWEWIL—NEAER
N7 E2FEATEIHEN HVYET,

Z&BEx7T704
O—ROZ7Y221XEAM, TONAF), YV—AO—R, BE7 7ML (EEEhz)L— NEEEA
EZEU)ZBCIURDNIRE, IXTOI—DI U MF7TOMXDZALR, FFAIEThTV
BOWI—RADIVIIAVRHTAZBLSEDICT IV EAFBENBISBEN HYVET. 77O
AXNZALNZRY ND—VBEICKFLTVRES, BSFEZFAL THEEROFT7OA

—TATTIORNDEBEHZRELET,

FHATE R
« AWS loT Device Defender @t 1 1) 5 1
« AWSIloT tFXF1UTAEFINZEHETS
» Redhat: A Bite of Python
« Python ICHE FR 100 — M BE X1 UT A BHEEThERTDHE

EDBEVSEE AL & BEZTIIUELZEOD, ?

« OWASP Embedded Security Top 10
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https://aws.amazon.com/blogs/iot/understanding-the-aws-iot-security-model/
https://access.redhat.com/blogs/766093/posts/2592591
https://hackernoon.com/10-common-security-gotchas-in-python-and-how-to-avoid-them-e19fbe265e03
https://www.beyondtrust.com/blog/entry/what-is-least-privilege/
https://www.owasp.org/index.php/OWASP_Embedded_Application_Security#tab=Embedded_Top_10_Best_Practices
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*+ OWASRP loT Project
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https://www.owasp.org/index.php/OWASP_Internet_of_Things_Project#tab=Main
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AWS loT Device Defender N7 )N 1 —F 142 0H4 R

© COREY IOBREICSHA<EE L
FHEVEDILTREDIABRIEERITILEEL

2h%
Q: AWS loT Device Defender ZfEA T2 O DRIRZHEH Y FITH?

ATINAATLR—RNENEXNIV O RAZERTDHEREFET. AWS loT ICEHRE N EETNA A
FLERTFNAAT—RNIIA LI NETFTOMTRHBENHVET, TINAAT, —E
LEVDZATRERFREFE/ DB ZEETDIHLENHY KT,

EE

QFIVIVHEBZBEMILRLLEY, EECREREE "E#TFH) EXRFENTVRT, BEIRE
LEDTIA? BRIEWVWDOHEETEXRTA?

AFIVOEBNEMILDE, FT—RRENFISICHBENET, LEL, AV MIWR
KI2T—INKREILHDES B, SIHAE. T/, RUZ—) &, BMILTHASLES<KDOE
FIVIDHERNMERENBVWENHYET,

B’

Q: AWS IoT Device Defender EF¥ 2 )T 4 7O7 7AIINOEETRETZ LEVERKES ThiED
MrYETH?

AZFET, LEVMEDODEKEVEFIVUFTF47O7740LBEZERL. IEITBDTFNA ALY NE2E
CE/OIIN—TICFnETRYFLET, AWS IoT Device Defender ZERL THEDX N
DAERRL, I—AT—AICEHLETTFNAADEEOLE VMELTARIDENTEEXT,

Q BEZERLELLEY,. FREINZBETEERNNIT—CchFLA. BRERZHYETAH?

AFNAAZERTIHIC, BEOFNAAOBHEEEEL T LTV, X, TCP R—h
8888 T1 DNHRY—N—ICOIKIFELHTDEFIVT A AXTHHDBE., tHOFELEETSC

EFHELERA. DXTHBOR—KNTERBRETOESEICTI—MZ2ERTDICEK, ATD
KSICEBEEERLET,
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https://docs.aws.amazon.com/forms/aws-doc-feedback?hidden_service_name=IoT%20Docs&topic_url=http://docs.aws.amazon.com/en_us/iot/latest/developerguide/device-defender-troubleshoot.html
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{

"name": "Listening TCP Ports",
"metric": "aws:listening-tcp-ports",
"criteria": {
"comparisonOperator":
"value": {
"ports": [ 8888 ]
}
}
}

"in-port-set",

AXZH TCPR— K 443 T TCP EFiZ21T 2 1256

 TNARABENDEREREY), TZ—RY
R)A—EhKT,

Q1 OREFEHROBHENERLTVET, ERZVITIBICEESTELVWTIH?

ARELEBETOT7PALTEREETATVBELSIC, FHENIBEICRDIETS—LEY
UFPENET, BETOT7ALE. FNAAOXRNYIAF—RESELLEE LT hE

To TNAAN2BEZBATANIVAZRITLBEVEGEE., BBNICERAAXRY M alarm-
invalidated ICEREEShE T,

QERUEEEZHIBRLELEDN, PTO—RNE2ELETRICEESTHREVVTITA?
A BMEZHIBRTDE, TOEDINTNDERE, TOFHEICHITZTS—IIELEENhET,
NBIOTS—RE, BRIXAAZALDSEICTEIHRENHYET, BIEZHEIRTZDE, THY
ANAOMOINTODERERBUHRE, TOEBEDERKEEN RIFENETT,
FINAAXND) DA

Q:HEICERLTVRCEN DD 2TVBXRNIVALR—RZREELTVETH, ERAND
H—EhELA, AFEELOTLLSH?

A BLTFO MQTT REYVIZHTRISA4T7 L, XRUDALR—RMFEREERTVDEE
FIvoLTLEZL,

$aws/things/THING_NAME/defender/metrics/FORMAT /rejected
$aws/things/THING_NAME/defender/metrics/FORMAT/accepted

CC T, THING_ NAME X RV IR ZHRELTVDE/DBEITHY) ., FORMATIFE/IC&LDT
BEEENBIARNIIALR—PMOERICHLUT Tjsony £i "cbory TY,
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HTROSA4T7 9L, BEENEXRNIIALR—-RIZEILZNSORNEY JICETEIAY
E—272FZ WY ET, rejected XvE—2R, XMUTALR—NOBFENICEEN B2
EZRLTVWET, I57—XVvE—2EF, XMNUVIVALAR—NTIT—ZBIETEDLSICTS
S, AVE—IRAMO—RIZCEEFNTVET, accepted XvtE—2lF, XKUY ALKR—bK
NMEPICETENEEZRLTVETD,
QANIITALR=RTZEOXRN)VRBEEBLESERES B ERTA?

ALR—RFLERFIPTRLAODZOUARNIEIL, MSTEIBECERLTVRERZENE
T, MSIT2BENFERLTVWRIEE, ERFVUTENET,

Q:AWS [oT LZARNVIEBWFNAADXY =P HFFNAAX KRNI TALR—NIEEATVS
DEBEETITN?

120 E0EF2)FT47O77AIUNNIXRNTOE/FLEREREROINTOE/ICTRY FE
nTWBFES, AWS loT Device Defender ICIERBEDE/ASOX RNV VAN EENET, K
BEOT/NSANIIRZBRATEIHEER., IXNTOFNSA ATRELSBEREADITXNTOT
NAAZ7A7 74N ETRYFLET,

QtEFIUTATOA7T7TANERBROIXNTOTFNA AL LR IXNTOFNSAAICERALTE,
REED 1 DULEOTFNA AL SDXY E—IHARRENTLEA, ESTERBRTERIAN?

BR—RERTLBVThAOERZEAL T, BUSEXOX NI IALKR—KZEFELTVL

DEEBELTLSEZY, FHIEODVWTR, TNAAARVIARFIX MOHE 28R

LTLKEZV, REEOTFNAAT—BLEIVZATY NEARNFREFE/ OBRAERENT

WBRIEZHRALET, E/RICHBPXENFr€ENTVRIEE, FLEE/ BN 128N1 8D

UTF-8 I>O— RXFLWERWEE, FNAALL > THREENEXAY E—DREBTEINET,
Q REEOTNAANLZARNIJICEMENTLZSE. FEEERBERAOTNA AN RBERICEZ S I
BREESBYERIN?

ALZARNVICTNA AN EBMELBEBRENEBSEEROIS LAY ET,

- ERDAEREZS|EHRZLHATDE, FNAALCKHLT 2 DOERLDERNIRRENET (1
DREEFREAOE/OBFOT, €51 2FKXEEODIDOT) ZVIDICHTEITIT 17
BERIE 2 BRICERRENAGLSBZYETH, EROBEICERKX 14 BEARRTELET,

QFNAAXNIDALR—=BRMDOID74=)ILRIZCEEDEZRIBETDHEN HYETH?
AEQOBBTRENE, XRUIDALKR—RIEIC—BDEICTIHENFHVET, —BROEF
FELULTUNIXIRY DBRALARAZ J&2ERATEET,

Q: AWS loT Device Defender X KUV ADEH MQTT #EEZ/EKTIHERFH V) EFITH?

A: BIED MQTT EfEZEH VW EE A
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https://en.wikipedia.org/wiki/Unix_time
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QTFNAAX RNV VRAZRITIDLOICERTIEE, EOVTATUNID 2ERATIHLENHY)
xIN?

AWS IoT LZARNVIZHDTNA A (E/) DBER., BEELAOE/ OBRaZFERALE
To AWSIOT LZARUVIZBVWFNA R (E/) DBEAIE, AWS loT ICEHKTIEO—ELEID
BEALET, COTTI9T1AE,. E/OBADEREZ—HEEDIDICRILLEET,

QRBDOIZATNIDZHEIOTFNAADXN) DAZRKITTERITN?

BOE/ICKRDI2>TARNIDAZRHBEATRDENTEET, TOLEDHICEK, TDFNLAD
AWS loT Device Defender T REY JIZX RNV DA ZRITLET, LAWK, Thing-1 EZ D

/B, £ Thing-2 IZRH2>T, XNV IRZRATBDELET, Thing-1 . TOE/
MEOXRKNDOAZIREL, MQTT REY I TRITLET,

$aws/things/Thing-1/defender/metrics/json

Thing-1 (. Thing-2 ASOXRNUSZREBMEL, ThSOXKJUIA%E MQTT hEY I TH
FLET,

$aws/things/Thing-2/defender/metrics/json

Q 7AWV D20EF1VFA47A77AINEBEZRBTERTN?

A: AWS |oT Device Defender T RIRA > R #—2%SBL TS EETL,
Q77— 2=y NOBRBWZEZA—TY NO=—)ILEEDISBEDTIN?

A: AWS IoT Device Defender "7 52— K Z—%'Y N (SNS REY J) TP S— R ZRITTED &K
SIcTd0-)LICE. ATO2 2AMETY,

« EFENIEI>T 1454 &L Tiot.amazonaws.com I8E T EHEEF.

c BEETNESNS REY I TRITTS AWSIoT PO EAHFUZNETEZITRYFENR
:/_o 15“

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": '"<sns-topic-arn>"
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https://docs.aws.amazon.com/general/latest/gr/iot_device_defender.html
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]

}

e PoO—RNZRTIDLEHICHEHAENS SNS NEY 95 EE{Le i NEY O TH D5
. SNS REYVICRITIDLEOOTIVERAFAEEEIC, AWSIoTICESBIC2 D077+
AFAENE5THIHXENHYYET, f:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sns:Publish",
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": '"<sns-topic-arn>"
}
]
}

Q:HDAZLAXRNIDAZA T number ZHEALEX KNIV ITALR—KOEEGRIC, T5—XYt—
< Malformed metrics report ARRJENTERHRLET, AHFBEEBELZOTL &S5H?

A: 247 number EARDELTE—-—OXKNI I RED&K%ZEH) ET A, DeviceMetrics L R— b~
TARNVYOERZEETDEEZERG, BE—DEEZF ODEIELTEITHBRENHYET, XKUITA
EBEEINELTEEFEL VR ZERLET,

RAO—RIZ—:

{"header": {"report_id":12334567,"version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":{"number":0}}}

I —XvtE—2:

{"thingName":"myThing", "status":"REJECTED", "statusDetails":
{"ErrorCode":"InvalidPayload", "ErrorMessage":"Malformed metrics
report"},"timestamp":1635802047699}

IZ—DBEWRAO—R:
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{"header":{"report_id":12334567,"version":"1.0"}, "metrics":{"network_stats":
{"bytes_in":30680, "bytes_out":10652, "packets_in":113, "packets_out":118}}, "custom_metrics":
{"my_custom_metric":[{"number":0}1}}

LARRA

{"thingName":"myThing",b "12334567":1635800375, "status" :"ACCEPTED", "timestamp":1635801636023}
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AWS loT Device Defender ®tF 11757«

AWS TOUZIREFIVTABREBESETT, AWSOI—H—lk, EF1VT A ZHREER
TRHEBOEHZRETLOICBREENET—Z LR XY RND—IOT7—FTIOFvZRATE
x9,

tFIVTAE, AWS EI—H—DEOEERETY, SEEHEETI TR, Chzel TV R0t
FLVTABIRPIZITRAOEFIUTAELTHALTVET,

c DT RODEFIVTA-AWS IE, AWS UTTJR TAWS DH—ERZRITITDA T TAR
SOFvERETHDETZRVET, £, AWSF, I—H—HNLRLILEATESDH—ERALE
BUET, AWSTIYTSA TV ATOYS AgUIAWSIY TS 4 72 AT AT S Llg11g10AWS
AT SATA7O9F ALIGIOO—REL T, Y—RN—FT1—OEENEHWICEFIV T«
NDENMEETAMNS RTRIEL TWET, AWS loT Device Defender ICEBR T2 A T5A4A T A
TO7ZLOFMIIOVWTR., "IVT7FAT7VATOTZLICLDRREBARD AWS O —E
A1 Tl 2z8BLTKEEV,

c VZUVRADEFIVT A4 -1 —0EFRE. FATS AWSOH—ERICWKUTERYET,

Rio, BEER., T—2OHENE, SEROHOEHN, BITEAT I ERESIVURFL,
ZTOMOERICODVWTEEEZAVET,

O RF 21X NE, AWS loT Device Defender ZEA T 5BICEFREEFIINZERA TS HEZE
BIBIOICKRILEET. UTOREYITR, EF1VFTABLCOAVTZAT U AOEBNZEEK
9B 71=%I(Z AWS IoT Device Defender Z5%E T D HEZRLUET, £/, AWS loT Device Defender
DY—AQEZZD) IR RBEIIK/ILD., TOMAWS H—EADFEAFEIC OV TEHHAL

¥o AWS IoT Core DtEF1UT 4 OFMIZ DOV TIE, TAWS IoT Core FAROAY /N—HA Ry Ot
F1VT4ICBETREEZSRLTIKEZV,

NeEY D

« AWS loT Device Defender IZ& 12 T — X R &

« AWS loT Device Defender DS D T AT/ TATABLVOT I EAERE
« AWS loT Device Defender D 1> 754 7 > AREE

« AWS IoT Device Defender DL 21U T2 A
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-security.html
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AWS loT Device Defender & T3 TF—21RE

AWS loT Device Defender I 32 TF—XREICIE., AWS EEHEEEFINFEHEIAhET, COFE
FITHEETNTVDESIC, AWS IZIE, AWS T TR OIXRTERTITZIO0-NILA1>T7F
ARSUOF Y R2REITDIEENBYVET, 1—H—ICF. COAVTSARNSTIFYTHRARNEN
TVWBRIAVTOVICRT2EBEMIFTIDIEEIN BV ET, i?":\ FATD AWS OH—EADOE
FLANVFTARELEBIRAVEI Y —0BEFERYET, T—E2TFANT—OFMIZDOVWTIE,

'F—R37SAN—DEIL< HBDEM Z25RBLTLKEESTV, BMMNTOF—XREOFMCOWVWT
k. TAWS ¥ 1UF 4707, ILEBE iz TAWS EEHREETFILHS LU GDPRy o7 OY%E
EESBLTSEZTL,

T—RERETDLED, AWSTHI N OFRFHEHRZREZEL . AWS IAM Identity Center F 7= (&
AWS Identity and Access Management (IAM) ZFRAL TEXOI1—Y -2y N7V 793l E%
BEOLET, C5FDE, ThENODITEZETIDEDICHERT I LAHFTOA ER 1 —
H—IIHETEET, T, ROFETT— R EZREIDLEBTIHLET,

s BTNV NTHERFRI (MFA) ZFEALET,

« SSLTLS ZFERALTAWS UY—AELBELEXRT, TLS12HFBEATT, TLS1.3NHEREhE
9,

« AWS CloudTrail TAPI £ 1—H—F U741 ETAOF T2 Y NTYTLET,

« AWS DU —EARATF7AINTHD, IXTOEF1IUTAEREICMA,. AWS OEES{LY
)1—23a>&FERLET,

- Amazon Macie BEDFERBIYZ—TJ REF1VTFAH—EAZFEALET, <hs5lE. Amazon
SIICRTFENTLVIMET—XOREEREBEZZIELET,

e ARV RTFAVAVE—=TIAAFXREEFEAPIICKY) AWS ICT O AT S EEIC FIPS 140-2 ¥E5E

BHESILED I —IIIBEBFEERE, FIPSTV RRAV NEFEALET., FAAES FIPS T
YRRARNOFRMIZOVWTE, "EPBEHOERE (FIPS) 140-2, ZZRBL T EE L,

BEEDODEXA=IILT RLABEOHBERY T4 7BRIE., FIXBA71—ILREEDH
HERXO7 1 —)LRICEBELAVCLZE<S<BHAOLET, ik, AWS loT Device Defender T
EE£T2EEX. JI>Y—J). APl, AWSCLI, £LFE AWSSDK ZFEAL TWSZ DD AWS O
B—ERA TEEXIZBEEERTT, BRICEATZIEHRRDTFARNT A —ILRPETIZASD
LiF—2F. REPR2MOJTICERENZHE/HYET, AHBY—/N\—A0O URL 212 T 215
Bl TOHY—N—"ANOVIIANZRIETZDEODRILEHRZ URLICEDHHEVRSIZESBED
LET,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

AWS loT Device Defender AWS loT Device Defender RO Y /N—H 1 R

AWS loT Device Defender O =D T A TFoT AT 1RO T O+
AEE

AWS Identity and Access Management (IAM) &, BEEEN AWS DY —AANDT VA ZRL(IZH]
HIDEHIC’RID AWS ODH—EATT, IAMEEZE(E. AWS loT Device Defender J Y — A D fE
AR (A1) L, BY (PO EAFTZED) TESHI1—HY—ZHHBELET, IAM &, B
BERALSLTHERATESD AWS DY —EATT,

(N =K

- WRE

« PATFUTFATAIZRBDEE

« R—%FFEALET O EAENERE

« AWS IoT Device Defender & IAM O E# 5%

« AWS loT Device Defender D F7 4 F T4 T4 R—ADKR) S —D 4l

« AWS loT Device Defender ID E7 9 E2AD KNS TN a—F145

XRE

AWS loT Device Defender TITS1EEIC K 2 TEAZ S AWS Identity and Access Management (IAM)
DEABZE,

H—ERI1—Y—-23a72RTTSLHIC AWS loT Device Defender t—ERZFEAT 254
&, EEENVERT IV LARTETABERZAZLE T, FEZRTITHLHICESICEZOD
AWS loT Device Defender #eEZFERATH EE, BMOT VEAFUNf REBICBEDBEEN N HYE

TOELANEBRLZEMIDE, EBEEHNSEIBHERZVIVIANTDIDICKRICIEE
9o AWS loT Device Defender D#EBEIC T V2 ATEBZWE S, TAWS loT Device Defender 1D
ETOVERADRZ TN 1—FT4200 1 BSRLTLIEEL,

H—EAEEE - 1A D AWS loT Device Defender Y —AZEBHL TLVRHEE. 8F5< AWS
loT Device Defender ND 7T VAN BHYNET, Y—EADI—HF—A"ED AWS loT Device
Defender #EEX VY —AILT VEATEHN ZRODOIEEENHETT, TNDHE. IAMBEE(IC
DOTARNZEELT, Y—ERI—H—DERZEETIHLEN BDVET, cOR—DOEHRER
BRLUT, IAMOEEABSZERL T<EEV, BELRDELHET AWS loT Device Defender T IAM %
FEATEHEOFEMDOVWTIE, TAWS loT Device Defender & IAM ME#ESE, 2S5BLTLKE
=L,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:username}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"jam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1)

"Resource": "*"

}
]
}
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