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Example /R 1) > —

"Version":

"Statement": [

"2012-10-17",

{
"Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:<region>:<account_id>:topic/*"
},
{
"Effect": "Allow",
"Action": "iotevents:BatchPutMessage",
"Resource": "arn:aws:iotevents:<region>:<account_id>:input/*"
I
{
"Effect": "Allow",
"Action": "iotsitewise:BatchPutAssetPropertyValue",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "dynamodb:PutItem",
"Resource": "arn:aws:dynamodb:<region>:<account_id>:table/*"
I
{
"Effect": "Allow",
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch"
1,
"Resource": "arn:aws:firehose:<region>:<account_id>:deliverystream/*"
I
{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:<region>:<account_id>:function:*"
},
{
"Effect": "Allow",
"Action": "sns:Publish",
"Resource": "arn:aws:sns:<region>:<account_id>:*"
I
{
T2V 6
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"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:<region>:<account_id>:*"
}
]

ABTF—Z2DRE

TATIOERETITHEATDIANT —ENOT IV LA ZHICHATERIN ZRTTIEHNEE
TY, 2N BFHFAZHRLEVY, FATI9FEFINOERELEEFRIFAIEATVWEDI1—
H—FKEGFIVTAT4HNHDHEE. TOA—HF—FLEREITATAADIN—FT12T
EEHIDHFAERNETIHLENHVYET, DFV), iotevents:CreateDetectorModel &
iotevents:UpdateDetectorModel MFFAICHNA T, iotevents:UpdateInputRouting MFF
AENFETRIREN HYET,

Example

RDRY) S —I&, iotevents:UpdateInputRouting OFAIZEMLFT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "updateRoutingPolicy",
"Effect": "Allow",
"Action": [
"iotevents:UpdateInputRouting"
1,
"Resource": "*"
}
]
}

"Resources MDA RA—R T+, ORDYIC, AH Amazon VY —AZ—LAL (ARN) DIJANZE
BELT, COHFTZEBEDADICHFAITRCENTEERT, chlcky), CcOI—Y—FEEFIY
TATALK >TERELREHMENETFATIOREFINEBETDADTF—RIIRELTT VA
FNEEZDENTEET,
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Amazon CloudWatch O &&0O—I)LRJ > —

RORI—RFIXRNE, A AWS loT Events CloudWatch 1—H'—ICRbH > T (ICOJ & E
TEBDEDICTHO-INRI)—EEEARA)—E2RBELET,

O—JLRU> —:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:PutMetricFilter",
"logs:PutRetentionPolicy",
"logs:GetLogEvents",
"logs:DeleteLogStream"
1,
"Resource": [
"arn:aws:logs:*:*:*"

EEAR) > —:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [

"iotevents.amazonaws.com"
]
1,

"Action": "sts:AssumeRole"

Amazon CloudWatch OJ E&O—J)LR) > — 8



AWS loT Events MERENAR

}
]
}

T, ROEKSICLT, IAMOF7OEAFAIR) D —%2 11— —(CTF7RYFLT, 1—¥—»Hr0O—
ILNEEBEEDEIDICTHIHREEHYET, FHMICOVTE., TIAMI—H—HA R, ® " AWS H—FE
AcO—)LZET T O AFA 21— —ICt5T2, 25BLTIEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "",
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,

"Resource": "arn:aws:iam::<account-id>:role/Role_To_Pass"

ROAX > RZEFEAL T, CloudWatch AT DOUY —AR) S —%ZBETEEXTT, ChlZkl),
AWS loT Events 049 4 X2 N %& CloudWatch AR —AIZAND ZENTEEXT,

aws logs put-resource-policy --policy-name ioteventslLoggingPolicy --policy-
document "{ \"Version\": \"2012-10-17\", \"Statement\": [ { \"Sid\":
\"IoTEventsToCloudWatchLogs\", \"Effect\": \"Allow\", \"Principal\": { \"Service\":

[ \"iotevents.amazonaws.com\" ] }, \"Action\":\"logs:PutLogEvents\", \"Resource\": \"*

\"} 11}

OJURBEATIIVERETDICE, UTOIN REFEALET, roleArn &, R LEZOTRE
BO—ITEEMATEET L,

aws iotevents put-logging-options --cli-input-json "{ \"loggingOptions\": {\"roleArn\":
\"arn:aws:iam::123456789012:role/testLoggingRole\", \"level\": \"INFO\", \"enabled\":
true } }"

Amazon CloudWatch OJ E&O—J)LR) > — 9


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
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Amazon SNS Xv&—< 20—l RS —

UTORI—RFIXNE, BERICKH 2T AWS IoT Events 'S SNS XY E—T %iXET
PFUEMAFETHZIO-IRIS—EEBR)—TT,

O—JLAR)Z—:

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:*"
1,
"Effect": "Allow",
"Resource": "arn:aws:sns:us-east-1:123456789012:testAction"
}
]
}

FEAR)S—:

"Version": "2012-10-17",
"Statement": [

{
"Sid":. "",
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
.
"Action": "sts:AssumeRole"
}

Amazon SNS X v t—2 > 0O—)LRU>—
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 BatchPutMessage AR L —>a> & #EALE T,

« TAWS IoT Core, XV tE—2F—R% (CEETBIN—ILIZ 2 OAWS loT Events 72
232 AWS loT L—)LZFERL £9 AWS IoT Events, AN ZBFITHRATIHEN HY) E
Jo
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1. AWS loT Events AV —)LICOJ 4> 3%H. AWS IoT Events FILW P HDU > NEHEKT S
A7 aEEBRUET,

AWS loT Events IV —=I)LOELRBICHBDFES—2a R4 Z2BRUTERBLET,
EOFES—23arRAUT, [AH] ZBRLET,
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RYBMNE, BITARYNERIENET,

CORETR, TFATIZ—NFTOREIZEDD, TORBZRTIZLEVLICL, VR ALZZE
LIEEEBIZTOVAVZRITTEDRANRY N (FNEHN OnEnter, OnExit, OnInput 1R K&
HFEND)DERELET ., 7O>aA2R, AXRVNORHFEF[/ZEOD Y UH true EFHEiE NIZEES
ICOAERITENET,

TATOR—FEFINEEKTSICIE
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RNDTATIZ—DREFERENER LIz, BETDICEFE. XA DWEAR—AT State_1
EVSTRILOFVIZAZERLET,

WRERA T, REFEZ AL LOnEnter, /X MDENM ZFRLET,

3. OnEnter AIXRNDEBMAR—JT, IRVRB EARNEHEZEADLET, COHIT
&, true EABDLT, REICADEEZICARMNNEICHBEND CEZRLET,

4. ANRVNTO23VT, 7UV>a>0EMEREBIRLET,
5. ARYRNTD23a>T, ROFIEEETLET,
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a. TEOREEERLET
b TEARL—2 32 0BAE. EOHLERRLET,
c. TEEL, RETIALOEHEANLET,
d. TEMEBC. B0 (LO) EANLET,
6. [fRH) BERLET,
EELLTEOLSEALE, 7179 8—EFLOEBOARY NTRE (BEEE) TEF

T, TENEZSRTERINR. TATIVF—MREICHEL, ERILIREETLTVWDEL
BTTFO2aA2VRTLERDKTY BIZEFE, ARV NOFRHEFEODY UT),

7. RERAOT, REOEOXZBEIRLT, F4T7I9F—FTFINLY MRV ET,

8. 2BBDTATIUVZR—OREZERTSICIE. T1T7I92—0FFI/NL Y NTREZZREIRL,
XA VDREAR—AILRTYIULET, ChICKY), untitled_state 1 EWVWHDEAKNILD
RESMERENET,

9. RYIDRET—REFEILLET (BE). REOABICKOMNFIRRENET,

10. REIZO2VYOLT, RYODREHLNS 2BBHOREICRTYILET, RIDREN S 2 FEB
DREE (EBBOSRILHAFVTVE) AOERBHIRRENET,
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11.

12.
13.
14.

15.
16.
17.

18.

19.

BEDITEZERLET, BTARIKIRAUT, ARVRNBEARYNNIUA-ODY D AD
LET,

BITARYNRADT, TO2a20EMEERLET,
BITARYRNT O3> 0OBMRAT, TOoa>o0EmMzZRLET,
FO2a>vORRT, JEOKREZERLET,

a. AEARL—3205EE, EOFLZRRLET,
b. AZEEZIC, AZDBMZANLET,

c. EDQEIVEHTIZ, ROXSIBKEZEADLET:
$variable.pressureThresholdBreached + 3

d. [REFE]ZERLET,
2 & H OIREE untitled_state 1 ZiEIRL £,
REENR A TREZEADIL, ATBTARNOEMNZZBIRLET,

OnEnter f X NDEBIR—D T, AIRVRNE EARVYNEH ZADLET, [TV %R
) ZZ#RLET,

TO2a>VOERT, SNS XY E—DDEEFEZERLET,

a. SNS hREYZIZIK, BD® AmazonSNS REY O DE—4"Y N ARN ZAHLET,
b. [R7E] ZBIRLET,
BICARNZEMUZETED,

a. TOnlnput, 1R MDEM ZBRL, ROARYMNEHREZADLTRELET,

Event name: Overpressurized
Event condition: $input.Pressurelnput.sensorData.pressure > 70
Event actions:
Set variable:
Variable operation: Assign value
Variable name: pressureThresholdBreached
Assign value: 3

b. TOninput, /1 X ~rDEM ZFBIRL, ROARY NEHRZADLTREFLET,

Event name: Pressure Okay
Event condition: $input.Pressurelnput.sensorData.pressure <= 70
Event actions:
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Set variable:
Variable operation: Decrement
Variable name: pressureThresholdBreached

c. TOnExit, /1R NMOEM #i#IRL., EFXL = Amazon SNS REY 2D ARN ZFEFAL T
RKDAXRY NEHRZADLTHRELET,

Event name: Normal Pressure Restored
Event condition: true
Event actions:
Send SNS message:
Target arn: arn:aws:sns:us-east-1:123456789012:pressureClearedAction

20. 2 BB DIRRE (BfR) T—BEFLLET, REOABICKMARRENET

21. REDZOVYOLT, 2BEODRELYSHEVDODREIZRTYILET, BEOTRILFFVESR
AR RRENET,

22. BEBEDOITEZERL, BITARYKIRADT, ROBREEALTARY NBEARY MR A —
A2y 0 ABLET,

{

Event name: BackToNormal

Event trigger logic: $input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 0

}

NJA—OP Y T $input fBE $variable EETANTZEADHMII OV TR, T1 T
HR—EFLOHRE SR TOTEEOTAROTY NUESBLT Ex N,

23. AZ—PMREZERLEXT, T7FILITR, CORBRBTATIZ—EFIZERLIEZEELC
ERENELL)y AZ—KRTA4 2 RTT, BEORE (FIAF. BE) 2EBRLKT,

24. RIZ, ABZVYAVFTRERICTATIVR—FETINZEZRELET. ALET, 2FZERLE
ERD

25 FAFOR—EFIOABR—IT, ROFIEERFTLET,

a. FATUR—EFILE. BB, BLOO-LOBHEANLET. TOO—AFERELE
T
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b. —ZENF—NV1-—CEICF1TI9Z2—DERZBRLET, MBOO—I)LZERL TEH
TBICE. OF I EAHFADOETE AWS loT Events DATY ZIC#-T, 22lcO—-J)L&L
TAHBALET,

26. TATOR—ERF—ICE, BICERBLEALOBMED 1 DOFFZRBRLET, T4 T
S—ERF—ELTERIZDEMRE., EXVE—FJADIEETIXENHY, XvE—J&E
BEI2RTNARAEBTHILEN BV ET. cDBITEE., motorid BHEZFEAL TVXRT,

27. (RFLTHET) ZBRLE T,

(® Note

BEODTFATIR—FETFIICHLTHERENZ —BEOTFATI2—0HIE, EEThd AL
XYV E—DICETVTREVET, FTATIX—ETFTINEREhDE, AOBHELASF—
MBRENET, COF—F, EOTFATIR—AVARVAZFERATIHNZRELET,
F—N(COTFATIVR—FEFIT)RBIICSRENLENBVEES, HILLWF1TI5—
AVABRANERENE T, F—HNUBICSBEh L EN HDBEEE. COF—EICH
WEIREOTATIZR—AVARABFERALET,

TATIVR—FEFIERBONY VT Y 7IE—%Z (JSON) R EEREHLTTFATIVX—FEFI)I%Z
LI, TU7L—hELTEALTROT A TIOR—EFTINZERL LY TERT,

chlk, V=L s, FEFROCLI ON RZFALTEITTEEXT, HEICKELUT, T4
FOR—FEFIOEEZ, BOATY T TRBELEEEICEFALEEDE—HTBELIDICEELE
9,

aws iotevents describe-detector-model --detector-model-name motorDetectorModel >
motorDetectorModel. json

chiZ&Y), ROKSBHAEDT 7 1)L (notorDetectorModel. json) FEKENET,

"detectorModel": {
"detectorModelConfiguration": {
"status": "ACTIVE",
"lastUpdateTime": 1552072424.212,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1552072424.212,
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"detectorModelArn": "arn:aws:iotevents:us-
west-2:123456789012:detectorModel/motorDetectorModel",

"key": "motorid",
"detectorModelName": "motorDetectorModel",
"detectorModelVersion": "1"

I

"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":
"$variable.pressureThresholdBreached + 3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70",
"nextState": "Dangerous"
}
1,
"events": []
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "OQ"
}
}

1,
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"condition": "true"
}
]
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "Back to Normal",
"actions": [],
"condition": "$variable.pressureThresholdBreached <= 1
&& $input.Pressurelnput.sensorData.pressure <= 70",
"nextState": "Normal"
}
1,
"events": [
{
"eventName": "Overpressurized",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value": "3"
}
}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
> 70"
I
{
"eventName": "Pressure Okay",
"actions": [
{
"setVariable": {
"variableName":
"pressureThresholdBreached",
"value":

"$variable.pressureThresholdBreached - 1"
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}
1,
"condition": "$input.Pressurelnput.sensorData.pressure
<= 70"
}
]
},
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:MyIoTButtonSNSTopic"
}
}
1,
"condition": "$variable.pressureThresholdBreached > 1"
}
]
I
"onExit": {
"events": [
{
"eventName": "Normal Pressure Restored",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:IoTVirtualButtonTopic"
}
}
1,
"condition": "true"
}
]
}
}
1,
"initialStateName": "Normal"

FATOR—EFLOER
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}
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=712 T1&BRL, =] ZBRLFET,
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(® Note
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s [RN1ZOVYOLEY,

2. ATY 7 2SQAL AT—RM AV RNZRELET, UTOT71—)LRIZEZADLET,
-« SQLON—232 UARNYSENEATS IV EERLET,

« SQL AT7—KX> M, SELECT *, topic(2) as motorid FROM 'motors/+/
status' EAHDLET,

DRA] BBRUET,
3.AFYT3N—ATIYAVETRYFLES, TL—LTI23>, £9330T, BT
ERTLET,
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a. A VARDSHEYEATS IV EBRLET. BOOANFRRENZVEER,
[E#] Z2:BRL X T,

FLULWADZERTDICE, [oT AR MADZERK] ZBIRLET, UTOT71—I)L R
ICEZABLET,

« ABB PressureInput EAALET,
« FHH, ChEF7>3a> T,

« JSSON 774N ET7Y7O—RLET, JSSON 77O IE—TY7O—RLZE
To 774NN BWVEER. COBELOYTLTTFAILADI D INFRRENTE
j-o ]_HL:L;J’X-Fb\“%ini?O

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

s AWEBMZERLET, BUSATS a2 EZERLET,

« BT ChREATS3a2TY,

[ER] ZBIRLE T,

D=z BEICREY . [AHB] 71 —ILRZEHFLET, HERLEFLPVUDOA

HEBERLET,

b. N\YFE—R ChRFAT>3>TT, RAO—RFAYE—OBIIDEERE. ZOF
72avEBRULET,
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LWO—)LEER] ZBRUET,
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4. EROFET—>3AZ1—0O[TANT, IMQTTTARIZA TN 2ZBRLET,
5. [FEYOICRIT| ZBRLET. UTOT7 1 —ILRICEZADLET,

« NEY U8 motors/Fulton-A32/status BEDXY -2 BATHRBEZEAILET,
® )(‘yt_;a)&’rl:l_Ho ;K®$5L:Aj3b$3'o

{
"messageld": 100,
"sensorData": {
"pressure": 39
}
}
(@ Note

FLOWXY =% RTITHEVIC, messageld ZZELE T,

6. FHITDFZIES. REYVIRRAUEXRRICLETHN, RAO—RO® "pressure" &, F1T7I9X—F
FITEELELEWE (85K L) K EXREWVMEICEELEFT,

7. [RT) 2BRLEXY,

ERLIETATOR—A2V AR A, Amazon SNS XY E—DZER L TEBLET, EHLE
WME (COHITE 70) ZBAD LB TEAZIEHAEEEZECXY E—2Z2EBELKETT, T1T7
B—HARL—232LTVBE2HELET,
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RENBEENECERZTRT AMazonSNS XY t—2J 2 ZETHIMENH VY E T, EEREICLES
E, EDREBHAFRZBAD 1 2OXYE—2ICKY), TFATI9X—FRBBREREICEY, TO
REEZRT Amazon SNS X Y E—I A REREETNET,
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TATIVE—ETINEERTRER. FLRBERAFOETFILZEHRITZIES. ILLT 1T
DE—ETNREREHRENETATIR—ETFINXYVE-DOZRBETFATIR—

(AVAZVRA) DEREZRBIBDETICHINMAVERT, TATIX—FETFTIHNEHFEh
EBmE. SO/, MBEION—23 2V ICES<SBENSIZEHRERTENDAREMENI H VY E

EE

REY D

s FNAAT—BREFXFYTFY¥IDLEODANERERLET
s FNAADREERTTATIZ—FEFINEERTD
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TFNAARATF—REXYTFYITRLEODOANZERLET
HlELT, FNAADROBRTX Y t—VERETHELET,

{
"motorid": "Fulton-A32",
"sensorData": {
"pressure": 23,
"temperature": 47
}
}

RO AWS CLI AN RZfEAL T, pressure —4X & motorid (XY E—2ZEFBLEBEDT
NAAEZBRNTE) 2F Y TFYIRLEODANEERTEET,

aws iotevents create-input --cli-input-json file://pressurelnput.json

774 )l pressurelnput.json ICEAXDEDHEENTVET,

{

"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
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"attributes": [
{ "jsonPath": "sensorData.pressure" },
{ "jsonPath": "motorid" }
]
}
}

BMEDOANZERTREER, ZRALT U TIXY -2 FNAAF R 7OEAAS S JSON
J77ALELTRETR L ZTNBVTLSEZV, ThoszEALT, OV =)L izE CLI A
SANEZHEKTEERT,

FNA ADREERT T A TIA—FEFILEERT S

TNAAT—BREFYTFYIRLOODANZERLET TR, E—X—DPSOEITF—2Z2HE
FTHEIXYE—JICESVWT input ZHERLEL I, flEHKEITHEHIC, ChFE—ZFZ—DBEAXR
SRS TEFATFIR—EFILTT,

"Normal, & "Dangerousy O 2 DOREEERLET. ET1TIZ—(AVARVRA) . E
BEFIC "Normal, REEIZHBYWET, 41 AR Ak, key "motoridy O—ENEZIFOANNE
BLEEEIZERENET,

TATIR—AVAR AN TORLEOESBEEZZETSE,. "Dangerous REIZKY), B
HELTAMazon SNS XYy =T EEFELE T, 3ENERANTEAREBNBEE (70 &) ICR
&, TFA4TUX—E "Normal, REIZEVY) . BlO Amazon SNS XY E—2ZFXToOUTFTEL
TEELET,

CODTFATIOERZ—FEFINOHF T, Amazon )Y —AF—L (ARN) & "targetArn":
"arn:aws:sns:us-east-1:123456789012:underPressureAction" kU "targetArn":
"arn:aws:sns:us-east-1:123456789012:pressureClearedAction”" & U TERICRE h
TW% 220D Amazon SNS hEY VZEFR L& ZBIRELTVET,

M DLW TIE. Amazon Simple Notification Service RO Y N—HA4 RESBLTLKEE L, B
RH(Z (. Amazon Simple Notification Service API ) 7 7 L 2 A @ CreateTopic XL —23> 0
RFIXRNESBLTILSEZV,

COBITE, EY IR %3 D AWS Identity and Access Management (IAM) O— )L & 4ERK L T L
BDLEEFRELTVET, COO-ILDARN K, F1TI9X—FFIDEREIC "roleArn":
"arn:aws:iam: :123456789012:role/IoTEventsRole" ELTRENTWVWET, OT UV AFF
A DEXTE AWS loT Events D AT Y ZICH>2TZOO—I)LZERL, O—JILDOARN ZF 4TI 2 —
EFLEROBEYASZHAICIE—LET,
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RO AWSCLI ON Y REFERALT, F1T7I9—FEFINEERTEEXT,

aws iotevents create-detector-model --cli-input-json file://motorDetectorModel. json

774 )L "motorDetectorModel.json" ICEAXDEDHAEENRTVET,

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [

{
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached + 3"
}
}
1,
"nextState": "Dangerous"

TFNAXADREZRTTATIRZ—FETIEERTS
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}
]
}
I
{
"stateName": "Dangerous",
"onEnter": {
"events": [
{
"eventName": "Pressure Threshold Breached",
"condition": "$variable.pressureThresholdBreached > 1",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:underPressureAction"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overpressurized",
"condition": "$input.Pressurelnput.sensorData.pressure > 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "3"
}
}
]
I
{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"

TFNAXADREZRTTATIRZ—FETIEERTS
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}
}
]
}
1,
"transitionEvents": [
{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}
]

iy
"onExit": {
"events": [

{
"eventName": "Normal Pressure Restored",
"condition": "true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:pressureClearedAction”
}
}
]
}
]
}
}
1,
"initialStateName": "Normal"
I
"key" : "motorid",

"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

TATIEZ—ANDARELTAYE—DZEETD

hT, FNAADSEBENDIAXY E—DNDEERT A —ILRZBRTDIANNEREIAE LI
(TNAARAT—BZF ¥ TFYIRIEHDANZERLET 25R). lIOEI> 32 TRE, T—%—
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BEAARY NMIWETS detector model ZHERLELE (TNAADREZRTTATIVEZ—
:ET)LE'T’IEEJZ?'%% ZSR),

BlEaZETITBICE, FNAA(CDBEAEAWSCLIAMVAR=ILEATVWRZIEI—-R)H5D
XV E—DBFATUIR—ADADELTEELET,

(® Note

TATOR—FETFINEERTEH. BEOETFINZEFHIZES. HILLWF1TIX—FF
WREREFENLETFATIR—ETINAYVE—DORBETFATIR— (A1 ARV RA)
DERZRBIBDETICHINMAVET, TATIVXZ—FETILZEHFIDE, COF., BA
D=3V ICEI<BENBIEHRERTE NI BEN HUET,

RO AWSCLI I ON REFEHALT, LEWMEZRBADT—RESCAYE—REBELET,

aws iotevents-data batch-put-message --cli-input-json file://highPressureMessage.json
--cli-binary-format raw-in-base64-out

774 )l ThighPressureMessage.json. I TAEENRTVET,

{
"messages": [
{
"messageld": "0000l1",
"inputName": "PressurelInput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 80
\"temperature\": 39} }"

}
]
}

EEENDEXYE—T 0 messageld ZEETHIHENf HYVET. ZELHBVIEES., AWS loT
Events > AT LR XY £—2 ZEHEHBRL EFT. AWS loT Events i&, BE 5 2AAICEFE Nz
BOXY—2 ERLU messageID ZHPTVBRIFE, XvE—JZEEBHLET,

COBRT, E—F— "Fulton-A32" DARVRNEEZRZIITSRLEODTATIOR— (1A
BDRA)DNERENET, COTFATIR—E, FEEIC "Normal" REICK W KT, £EL, L
EWVMEEZBABPENEZEFEL LS, T<IC "Dangerous" REICBITLET., TOEE, T4 7T
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I3 —I&. ARN A" arn:aws:sns:us-east-1:123456789012:underPressureAction T&H >
Amazon SNS TV RAIRA UV NZAXAYE—DREEFELET,

RO AWSCLIOXRY RZRTLT, EALEWMEZTEHSDT—RZ8C XY -2 2EFELET,

aws iotevents-data batch-put-message --cli-input-json file://normalPressureMessage.json
--cli-binary-format raw-in-base64-out

7 74 )l normalPressureMessage.json ICEXDEDHNEETFNTVET,

{
"messages": [
{
"messageld": "00002",
"inputName": "PressurelInput",

"payload": "{\"motorid\": \"Fulton-A32\", \"sensorData\": {\"pressure\": 60,
\"temperature\": 293} }"

}
]
}

5 7AW BatchPutMessage AN RZHOHTLZTIZ, 774 I)ILKD messageld 2 &
ETR2XENHYNET, XVE—TRSSIC2EEFELET, XVvE—IHN 3EEEFEShE

%, T—%— "Fulton-A32) OFATUVZ— (A2 AR A) HFAmazon SNS T RiRA4 2 ~
"arn:aws:sns:us-east-1:123456789012:pressureClearedAction" IC XY —T &IEE
L. "Normal" REEICRYET,

(® Note

BatchPutMessage 235 &, —EILBBOXYE—DRIEETEERT, LEL, Ch
5NXY E—IFRBEE B IEFRRTEhELA. XY E—T (AN) FIEBCLEEhD
CERERIATDICE. XvE—2F—FEIC1D2FD2EFL. APIAFRTHEENDECICERE
BLARAZEZFEET,

LT, coto>a>THBAIRZTATIEZ—ETLOBICI > TERE NI SNS XY £—IR
AO0—ROHITT,

ARN TEADLZEVEERR
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IoT> {
"eventTime" :1558129816420,
"payload":{

"actionExecutionId":"5d7444df-a655-3587-a609-dbd7a0f55267",

"detector": {

"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00001",
"triggerType":"Message"

1,

"state":{
"stateName":'"Dangerous",
"variables":{

"pressureThresholdBreached":3
.
"timers": {3}
}
1,

"eventName":"Pressure Threshold Breached"

AR TEEOEANEEBLEL

IoT> {
"eventTime" :1558129925568,
"payload":{

"actionExecutionId":"7e25fd38-2533-303d-899f-c979792al12cb",

"detector": {
"detectorModelName" :"motorDetectorModel",
"keyValue":"Fulton-A32",
"detectorModelVersion":"1"

.

"eventTriggerDetails":{
"inputName":"PressureInput",
"messageld":"00004",
"triggerType":"Message"

},

"state":{
"stateName":'"Dangerous",

FATIEZ—ADARELTXY E—D7HEETS
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"variables":{
"pressureThresholdBreached":0
},
"timers":{}
}
I

"eventName":"Normal Pressure Restored"

BAR—ZEBLIZEE, ThOSOREDRERE SNS XY E—IRAMO—RIZERTENET,

XY tE—IRAO—RIEZEF, XVE—IHFEBFENZEE (DFVY., SNSTO I UHNET
TENEE)DTFATIE—(AVAZVRA) OREIZETZIEBRIEENTVET, https:/
docs.aws.amazon.com/iotevents/latest/apireference/AP|_iotevents-data_DescribeDetector.html 7R
L—>3>zZFEALT, F4T7I02—DRECEIDIEAROBEREMBTEET,

FATIOX—FF)OFHEIE & &R
TFATIOR—FTINZERTIRICE. XOREEZEEITD_ENEETT,
actions 71 —J)LROERAFE

actions 71— KiE, AT7IIIROURNTT, BEOATIIIRNER DN TEET
K. AT SIORNTHAENB T I3 VE1D2ETTT,

Example

"actions": [

{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
{
"setVariable": {
"variableName": "temperatureIsTooHigh",
"value": "$variable.temperatureIsTooHigh - 1"
}
}

F47 0 2—EF L OHIRE HR v
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condition 7 1 —J)L ROFEAFE
condition l& transitionEvents [CAETH'Y) ., ThEUNADFEEGE A7 3> T,
condition 7 1 =)L RAEHELBZEVEF AWK, "condition": true LEAZETT,

SUERBOFMERE T —IIETHZIBENFHVET, RN T—IETEVES, false &F
ETHY), actions ZRHAL V), ARV NTEEE N nextState ICBITLEY TR LR
HY)EBA.

AZED A A

TFT7Z)IKRTR, AIRQENFARNIEREENTVWSEEHEE, TOHLWMERFEATEZWVD,
BULITIL—THAOMHDOAR NOZGHEFMIT D EOICEAEThTFEA. FILWVERFERATE
WA, BL onInput, onEnter, £ lk onExit 74 —)ILROARY NEHBETHEAEThEE
Ao

COEEERZETDICE., T1T7I9X—FFIEET evaluationMethod/NTX—REFREL
£9, evaluationMethod #* SERIAL ICEREE N TVBBEE, IENfEFEh, IRV KIHE
BENEIEFTARY REHEFFEEhET, TNUUADIEFES, evaluationMethod A" BATCH
ICRREETNTWAA, F7FIRNTREENATVDE, RERNOTEANEHEh, REFDAAXR
VRRERIXRTOANRY NEGENTFHEENERICOZETENETET,

"Dangerous" JRED onInput 71 —J)L RTR., & FELEhilz&
EBEODAAOEANT0LTDOEZE), "Pressure Okay" 1RV KT
"$variable.pressureThresholdBreached" A" 1 DF VX hEhFET,

{
"eventName": "Pressure Okay",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70",
"actions": [
{
"setVariable": {
"variableName": "pressureThresholdBreached",
"value": "$variable.pressureThresholdBreached - 1"
}
}
]

TFATIE—ETIIOFREHR 44



AWS loT Events MEEHAR

"$variable.pressureThresholdBreached" A" 0 ([ZET B & (D&Y, F1TIX—
HFT0UTO3ID>OEFELU EENAEEZZTE S BE)., T4 TV 5%—IF "Normal"
REICRDVENHV) FET, transitionEvents M "BackToNormal" 41 R~

(&. "$variable.pressureThresholdBreached" A" 1 AR (0 TREBEW) THH & ZTA
ML, &5I(C "$input.Pressurelnput.sensorData.pressure" TEXSh3BEDEN
TOUTTHD L ZBERIALZIThIEZY TR A,

"transitionEvents": [

{
"eventName": "BackToNormal",
"condition": "$input.Pressurelnput.sensorData.pressure <= 70 &&
$variable.pressureThresholdBreached <= 1",
"nextState": "Normal"
}

]

ThUNADEBE, FUENTEDEOHZTANTSZEE, 2 O0DBEOFHHIIEEEFNICHES
BEFHE) EAFHEZBZL, "Normal" REIZRY ET. &HE. siIBALFQEBE hi-
E&(Z "$variable.pressureThresholdBreached" "X S5 hi-fEEZRAXTVET, IZE
NDfElx "Overpressurized" ARV RT3 ICUEY RENFETH, COFLWMERELEED
condition CEFMATEARVCEICERELTLKEZL,

F7#I) 8T, A O—=LH onInput 7 1 =)L RICAB T, condition

l&. onInput TESNETIVIIVICE>TEEENDHIC, AHOMEBOAZ—RNRGOTZE
NDENHKERBTEET, AL EN onEnter & onExit ICEHTEFEYE T, REICAD L
EELFREBERTIDEEICTAEICMASNELEIE, BU onEnter £7/2(& onExit 7 1 —
LIRTEEENMOZETREHFEATEEE A,

TATUVR—ETINEEHRIDELEEDLATI—

TATIOR—FETFINEEH. HIRR, $LTBEKT SHE (UpdateDetectorModel &S 8R), 4K
ENLEIXRTOTFATIE— (A VARV A) FEIREN, FILLWEFIAS T 1T U0 2—0OBEK
ICERAEThDETIC, HIEEOEBENfHYET, chslEk, HILLWF1TIOZ—EFINER
C&Y), ILWAINFBBELERICBEREhET, COBE. ADE, AaioN—23a> o7«
TOB—EFINCR 2> TERENETATIR—ICE>TEERELEBE D A8EMNHY E
T, COHEFR, UFIOFATI9X—ETFIILTERENLET T —NESIEHREZETH ALY
HVET,

TFATIE—ETIIOFREHR 45
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AITF—DAR—A

ANF—CRAR—AZEATETIN, ADBHOERE, F—DENRRTSREINDES
DEAT, F—AQVITFLUVAZNY VI A—RTHRHECBENF SV ET. PIAE. XROLSE
XYV E=IRAO-RAIBBIELFET,

{
"motor id": "A32",
"sensorData" {
"motor pressure": 56,
"motor temperature": 39
}
}
UTZERALTANZEERLET,
{
"inputName": "Pressurelnput",
"inputDescription": "Pressure readings from a motor",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorData. motor pressure " },
{ "jsonPath": " “motor id'" }
]
}
}

FUERRATE, \WWIOIF—heFBALTZDLSIBF—DEELSRIDIBENF HVET,

$input.Pressurelnput.sensorData. motor pressure’

X > MMl HVAC 2 FE #1I4

ROBIO IJSON 77 AIIO—FICIE, IXRHFAVTAVTEENTVD 2, ERA JSON I
BYET, AR BLOZASOFOTELBE/N—23 2, HVAC (ZRFANIZF) OREHE T
AFTEXRY,

db =
B =

COBITE, ROZEZRTTEDY—FEARY MEHETILZRELTVLET,

X hMl: HVAC SR E 4 46
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- BROBEHZEEZRI VBRIV FHTDEHICFEATERDTFATIZ—ETILE 1 DETESR
LEFT TVFPSELTFATIR—AAZANERENT T,

- BHIEBERHOBERO LY —HASBEET—XEMIAKZETT,
« TUTDREREEZEZEELXRT,

« BEBOBENTX—RZREL, 1 VAZVAOERARICCNSONTX—RZ2 )Y NLE
ED

s TUT7HSEVY—ZBNICEMELEHIBRLET,
- TRERENZRBEIDILOOBRNFVEALZEELET,
- BEBEVY—BARMIEZERLET,

s WFhADOEVH—HAREOLEWVMEZRBADELETEZREZHREL LGS, I<ICMEAE
ERAHZTSRSAREEBEZEEERELET,

- EEBHAEBEREANA VERELET,

ANESR

W< DOADEBZHEFENDEEEZE_X) VB LVEHHTZEHICERATESD 1 D2OTFATI3F—
EFIINZERLEVWERVWE T, ETVTICE. BEZRETH2EHROEY—ZEHB N TE
£9. FEIUTICR. TUTHORER4HIZEDICAERRFATICTESD 1 DOMEBE T E 1
DORNBEMUABYET, BIVTRE. 1 DOTFATIR—AVARZVAILE > THBAENET,

EZRVIBLVHBITADEETTELREIHICKEK, CETFELFENTX—REZBEETHEERETE
BEMNHDAEMEN H D, 'seedTemperaturelnput' ZE&EL T, EEEHIZThSOND
X—RERBLET, ChSOAIXYE—TD 1 D% AWS loT Events ICIXfE T2 &, TOHEET
FERATAINIA—REZHEOIFHLVFATIOZ—EFINA VAR AN ERENET, TOAIDER
FXDEHYTT,

CLIOY > R:

aws iotevents create-input --cli-input-json file://seedInput.json

774 )l: seedInput.json

{

"inputName": "seedTemperatureInput",

)
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"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [

{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" },
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangeLow" 3},
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
LARVA:
{

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/
seedTemperatureInput",
"lastUpdateTime": 1557519620.736,
"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

XE

s FILWFATIOR—AVAZVAR, XV E—ITEEENLE—ED 'areald' JEICERE N
£ 9, 'areaDetectorModel' E®D 'key' 71 —J/LRZSBL TS EE,

- FHKBEE, TOHBOBEELIARTENNEETSHIC, 'allowedError' IC&2T
'desiredTemperature' LIFXEBDBEN HYET,

« £2H—4" 'rangeHigh' ZBAPBREZHETDE, TFATIVE—RBFANAMVZHREL, <
ICRHNBEMNZEARZR—RNLET,

« 28— 'rangelow' KFENDEBEZHRETDE, TFATIX—RANAIER/EL., T<ICM
BENZARXR—BNLET,

m
I
i
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« £2H—4" 'anomalousHigh' &V) EF#=lF 'anomalousLow' &V FTOBEZHBREL LBHE.
TATIVEZ—REERRE Y —FABYVEZHRELETY, BEThELREHRANVEZERLE
9,

« 'sensorCount' &, TUZICO2VTHELTLVRE H—0¥EF1TOX—ICBHMLET,
TATI2—, ZEULLESEEAEEBICENBEAMMBESAS CLICKY., TOEFEOFE
EZFELET, CcOLY, F1TI98—RE LD RETINEFEZEBHITIHLEN L, &
CH—DOBRIMEICISUTENICEETEERT, LEL, 20 —HFFT753142I1C8BD L,
TFATIOZ—RnZz@BAELEY, ThzZEELEYLFREA, O —0EGREZT XV
O0FBEHIC, BRICHOTFATIOR—TEFINZERTRD L Z2EHOLET, 2 DOFEHE
TFATIOR—FFIINEERTIE, MAOKRIANERILENET,

« 'noDelay' fElF true £k false ICTBDENTEET, MAFLEHEEBEMNEFICLE
B, BUOELMZREL, BESFHEELITLHIC, " EORPEEAAOFRICLTHLH
ENHVET, 'noDelay' A false ILEREETNTVWBIBE, TFATIR—AVARVARK, B
MENEMBRENZAICTHIHICEEZERFL T, ThoNfM GRPHFERITENDEISICLET,
AZEZFEALTRAN—ZRETERVLEY, BEOBRETFA TIZ—ETFIOERIC/N\—R
dA—F42T0ENTVWET,

"temperaturelnput' &k, Y —F—REFATIR—A VARV AIEBIBEHICHERE
nEX9,

CLI N> R:

aws iotevents create-input --cli-input-json file://temperaturelInput.json

77 A )l: temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
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L AR A:

"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",
"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."

XE

« 'sensorld' &, T —2EEFHELFETEZRIITDIEODDTATIZ—AVARVA
DHITEERAEhERA, ChiF, TFATIVE—AVARDVALL > TEBENZEHNICBHH
ICEBEhET, TIAHAS., BMELTVWAE - BIAE. RESIEEZEHNICEETS Y
H—EHELAFTTVDAREEN N D), ELEEFA 7542 B2 — (FINAAD/\— K
E—REEZRVIJITBEMDTATIOZ—FETIANDADELTHERAETNZES) 2HBETS
EHIZEATERT, 'sensorld' (&, BEEAFHEEHNICERLEZHE, TUTHAOT A+ —
LAYV—2FEED-ILRY—2EBATDOICE/RILBEERT,

« 'areald' &, VU —OF—REZBUBTFATIVEZ—AVARVAICEFETREHICEAET L
F9, TATIVEZ—AVARVAG, XV E—ITEEFEENE—ED 'areald’ JEICERE
£ 9, 'areaDetectorModel' BE®D 'key' 71 —J/LRZSBLTLIEE,

FATIOR—FETFIDESE
'areaDetectorModel' DHICE, OX MNFAUTFATEENTVET,

CLI N> R:

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

7 74 )L: areaDetectorModel. json

{

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {

m
I
i
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"states": [
{
"stateName": "start",
// In the 'start' state we set up the operation parameters of the new detector
instance.
// We get here when the first input message arrives. If that is a
'seedTemperatureInput’
// message, we save the operation parameters, then transition to the 'idle'
state. If
//  the first message is a 'temperaturelInput', we wait here until we get a
// 'seedTemperaturelnput' input to ensure our operation parameters are set.
We can
// also reenter this state using the 'BatchUpdateDetector' API. This enables
us to
// reset the operation parameters without needing to delete the detector
instance.
"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
// initialize 'sensorId' to an invalid value (@) until an actual
sensor reading
// arrives

"variableName": "sensorId",
"value": "OQ"
}
},
{
"setVariable": {
// initialize 'reportedTemperature' to an invalid value (0.1) until
an actual
//  sensor reading arrives
"variableName": "reportedTemperature",
"value": "0Q.1"
}
I
{

"setVariable": {
// When using 'BatchUpdateDetector' to re-enter this state, this
variable should

m
I
i
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// be set to true.

"variableName": "resetMe",
"value": "false"
}
}
]
}
]
},
"onInput": {
"transitionEvents": [
{
"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > 0",
// When a 'seedTemperatureInput' message with a valid 'sensorCount' is
received,
// we use it to set the operational parameters for the area to be
monitored.
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperaturelnput.rangeHigh"
}
},
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperaturelnput.rangelLow"
}
},
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
},
{
"setVariable": {
// Assume we're at the desired temperature when we start.
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I

m
I
gl
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{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"
}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",

// This event is triggered if we have reentered the 'start' state using
the

// 'BatchUpdateDetector' API with 'resetMe' set to true. When we
reenter using

// 'BatchUpdateDetector' we do not automatically continue to the 'idle'
state, but

m
I
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// wait in 'start' until the next input message arrives. This event
enables us to

// transition to 'idle' on the next valid 'temperatureInput' message
that arrives.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,
"nextState": "idle"
}
]
},
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
// Make sure the heating and cooling units are off before entering
'idle'.
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
I
{

"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"

m
I
i

54



AWS loT Events MEEHAR

"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

// By storing the 'sensorId' and the 'temperature' in variables, we make

them

// available in any messages we send out to report anomalies, spikes,

or just
// if needed for debugging.
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureIlnput.sensorData.temperature"

]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=
$variable.desiredTemperature",

// This event enables us to change the desired temperature at any time by
sending a
// 'seedTemperatureInput' message. But note that other operational
parameters are not
// read or changed.
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"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",

// If a valid temperature reading arrives, we use it to update the
average temperature.

// For simplicity, we assume our sensors will be sending updates at
about the same rate,

// so we can calculate an approximate average by giving equal weight to
each reading we receive.

"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
// When an anomalous reading arrives, send an MQTT message, but stay in
the current state.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
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}
1,
"nextState": "idle"
I
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperatureIlnput.sensorData.temperature >

$variable.rangeHigh",

// When even a single temperature reading arrives that is above the
'rangeHigh', take

//  emergency action to begin cooling, and report a high temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
.
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
// This is necessary because we want to set a timer to delay the
shutoff
// of a cooling/heating unit, but we only want to set the timer
when we
// enter that new state initially.
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
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"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

// When even a single temperature reading arrives that is below the
'rangelLow', take

//  emergency action to begin heating, and report a low-temperature

spike.
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
I
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",

// When the average temperature is above the desired temperature plus the
allowed error factor,

// it is time to start cooling. Note that we calculate the average
temperature here again
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// because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coolOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
.
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",

// When the average temperature is below the desired temperature minus
the allowed error factor,

// it is time to start heating. Note that we calculate the average
temperature here again

//  because the value stored in the 'averageTemperature' variable is not
yet available for use

// in our condition.

"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{

"iotTopicPublish": {
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"mqttTopic": "hvac/Heating/On"

}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
}
]
}
},
{
"stateName": "cooling",

"onEnter": {
"events": [
{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
// If the operational parameters specify that there should be a minimum
time that the
// heating and cooling units should be run before being shut off again,

we set
// a timer to ensure the proper operation here.
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
I
{
"setVariable": {
// We use this 'goodToGo' variable to store the status of the timer
expiration
// for use in conditions that also use input variable values. If
// "timeout()' is used in such mixed conditionals, its value is
lost.
"variableName": "goodToGo",
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"value": "false"
}
}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
// If the heating/cooling unit shutoff delay is not used, no need to
wait.
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "enteringNewState",
"value": "false"
}
}
]
}
]
},
"onInput": {
"events": [
// These are events that occur when an input is received (if the condition
is
// satisfied), but don't cause a transition to another state.
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
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"setVariable": {

"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
I
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
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"actions": [

{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,

"transitionEvents": [

// Note that some tests of temperature values (for example, the test for an
anomalous value)

// must be placed here in the 'transitionEvents' because they work
together with the tests

// in the other conditions to ensure that we implement the proper
"if..elseif..else" logic.

// But each transition event must have a destination state ('nextState'),
and even if that

// is actually the current state, the "onEnter" events for this state
will be executed again.

// This is the reason for the 'enteringNewState' variable and related.

{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [
{
"iotTopicPublish": {
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"mqttTopic": "temperatureSensor/spike"
}
}

1,

"nextState": "cooling"
1,
{

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
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"nextState": "heating"

iy

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{

"setVariable": {

m
I
i

65



AWS IoT Events

RREREHA R

"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState
"value": "false"

}

}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput

}

n
’

n
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.sensorId"
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},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
I
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",

m
I
i

67



AWS IoT Events

RREREHA R

"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{

"iotTopicPublish": {
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"mqttTopic": "hvac/Heating/Off"

}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"

iy
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"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"

}
}
1,
"nextState": "idle"
}
]
}
}

1,
"initialStateName": "start"

},
"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

L ARV A:

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector @ 5l

BatchUpdateDetector ARL —> 3 & FRAL T, FATIZ—AV AR AR RZAI—PAE
EEREOBRHOREIZTDZENTEERT, XOHITIE, BatchUpdateDetector ARL—> 3>
C&V), BEOEZRVJEHBANlr1THNTOVWAR T T OBRENTXA—2N VLY REhET,
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DARL—=232ICRY, TATIVE—FTINEHIER, BEKX, FLBEHMIDBL, ChET
STENTEFRT,

CLIONY > R:

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

7 74 )L: areaDM.BUD. json

{
"detectors": [
{
"messageld": "0001",
"detectorModelName": "areaDetectorModel",
"keyValue": "Area5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"
1,
{
"name": "averageTemperature",
"value": "22"
1,
{
"name": "allowedError",
"value": "1.0"
1,
{
"name": "rangeHigh",
"value": "30.0"
},
{
"name": "rangeLow",
"value": "15.0"
},
{
"name": "anomalousHigh",
"value": "60.0"
},
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{
"name": "anomalousLow",
"value": "0.0"

I

{
"name": "sensorCount",
"value": "12"

I

{
"name": "noDelay",
"value": "true"

I

{
"name": "goodToGo",
"value": "true"

I

{
"name": "sensorId",
"value": "OQ"

I

{
"name": "reportedTemperature",
"value": "0.1"

I

{

"name": "resetMe",

// When 'resetMe' is true, our detector model knows that we have reentered
the 'start' state

// to reset operational parameters, and will allow the next valid
temperature sensor

// reading to cause the transition to the 'idle' state.

"value": "true"
}

1,

"timers": [

]

}
}
]

}
LARVA:
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"batchUpdateDetectorErrorEntries": []

BatchPutMessage @ 5l
Example 1

BatchPutMessage ARL—> 32 ZFEAL T, BEHIHSITEZRV I TORED BB OER
ENTAXA—R%EERTET D "seedTemperaturelnput" XY E—J&EELET, HLLW "areald”
ZEFEDAWS loT Events A"ZEL XY =&Y, HFILOWFATIOR—A AR ANERE
nET, 2L, FLLOFATIZ—A VARV ARREE "idle" ICEEE T, #HLVEFHO
"seedTemperatureInput" XV E—IHZEENDET, BEOEZRV T EBREFLEERAE
BNOHBZEREBLET,

CLION> R:

aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

7 74 )l: seedExample. json

{
"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"
}
]
}

LARA:

"BatchPutMessageErrorEntries": []
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Example

2

BatchPutMessage ARL—> 32 Z#EAL T "temperaturelnput" XYy —2J ZEEL. BE
NHBESELVCEZRV JEBICHD T —0BEE Y —F—XFEHELET,

CLIOY > R:

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

774 )l: temperatureExample.json

"messages": [
{
"messageld": "00005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}

LARA:

"BatchPutMessageErrorEntries": []

Example 3

BatchPutMessage AARL —> 3> %R L T "seedTemperatureInput" X ¥ £— % E(E
L. BEOEBOENDBRENEEZZEELET,

CLI ONY > R:

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --
cli-binary-format raw-in-base64-out
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7 74 )l: seedSetDesiredTemp. json

{
"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 23.0}"
}
]
}
LARVA:
{
"BatchPutMessageErrorEntries": []
}

Bl: MQTT XY E£—2 O A &

voH—oE1—FT 420 1)Y—AN "BatchPutMessage" APl ZFHTE XL\, BE MQTT
DSAT > NEFEALTAWS IoT Core XY =7 O—HA—ICF—RZEETEDHEE. AWS
loT Core REY L= ZERL TXY £—F—2% AWS loT Events AAICURALIRNT
EFET, LT, MQTT REY IA S "areald" BKY "sensorId" AH7 4 —I)LRZEHWBL,
XY tE—IRAAO—R "temp" 71 —J)L RH S "sensorData.temperature" 7 1 —JL RZEE
L. 2OF—2X% AWS loT Events "temperatureInput" IZEUVIAT AWS loT Events REY &
L—=ILDE&KTT,

voH—oE1—74201)Y—AAN "BatchPutMessage" APl 2R TE XL\, BE MQTT
DZ5AF > hEFERALTAWS 0T Core XY —2 7 O—H—ICTF—RXZREETEDHEEF. AWS
loT Core REY VL= ZERL TXY £—F—%% AWS loT Events AHICUR AL I RNT
EET, LT, MQTT REY IA S "areald" $ KU "sensorId" AH7 4 —J)L RZEEBL,
XY tE—IRAO—R "temp" 714 —JL RA S "sensorData.temperature" 7 1 —J)L RZHEE
L. cOF—2X% AWS loT Events "temperatureInput" (CHUV) AL AWS loT Events hEY &
I—=ILDEETT,

CLI ONY > K:

aws iot create-topic-rule --cli-input-json file://temperatureTopicRule.json
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774 )l: seedSetDesiredTemp. json

"ruleName": "temperatureTopicRule",
"topicRulePayload": {
"sql": "SELECT topic(3) as areald, topic(4) as sensorld, temp as
sensorData.temperature FROM 'update/temperature/#'",

"description": "Ingest temperature sensor messages into IoT Events",
"actions": [
{
"iotEvents": {
"inputName": "temperaturelnput",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/anotheRole"
}
}
1,

"ruleDisabled": false,
"awsIotSqglVersion": "2016-03-23"

L ARV A [%& L]

oY —AKEY Y "update/temperature/Area51/03" ICET B X Y E—JZRXORAO—R
THEELEBE,

{ "temp": 24.5 }

chiZ&kV), XD "BatchPutMessage" APl =LA ThhihAD LS ICF—2 D AWS loT
Events ICEXVIAENET,

aws iotevents-data batch-put-message --cli-input-json file://spoofExample.json --cli-
binary-format raw-in-base64-out

774 )L: spoofExample. json

{
"messages": [
{
"messageld": "54321",
"inputName": "temperaturelnput",
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"payload": "{\"sensorId\": \"@3\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 24.5%} }"
}

fBl: £ E 1z Amazon SNS X v £—2
LR, "AreaS1l" FAT IR —A VARV ALK >TERENIESNS XYy E—2 00T,

Heating system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{

"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001","triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState":true, "averageTemperature"

{}3}3}, "eventName":"resetHeatCool"}

Cooling system off command> {"eventTime":1557520274729,"payload":
{"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192", "detector":
{"detectorModelName":"areaDetectorModel", "keyValue":"Area51", "detectorModelVersion":"1"}, "event
{"inputName":"seedTemperatureInput", "messageId":"00001", "triggerType":"Message"}, "state":
{"stateName":"start", "variables":

{"sensorCount":10, "rangeHigh":30.0, "resetMe":false, "enteringNewState" :true, "averageTemperature"
{}1}}, "eventName" : "resetHeatCool"}

f5: DescribeDetector API

DescribeDetector ARL —2 322 FEAL T, TATIX—AVAZAOBREDIRE, AL
B, BLRORAN—%HERATEET,

CLIOY> R:

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Areabl
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L AR A:

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274.405,

"state": {
"variables": [

{
"name": "resetMe",
"value": "false"

},

{
"name": "rangeLow",
"value": "15.0"

},

{
"name": "noDelay",
"value": "false"

},

{
"name": "desiredTemperature",
"value": "20.0"

},

{
"name": "anomalousLow",
"value": "0.0"

},

{
"name": "sensorId",
"value": "\"OQ1\""

},

{
"name": "sensorCount",
"value": "10"

},

{
"name": "rangeHigh",
"value": "30.0"

},

{
"name": "enteringNewState",
"value": "false"

},
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{
"name": "averageTemperature",
"value": "19.572"
.
{
"name": "allowedError",
"value": "0.7"
.
{
"name": "anomalousHigh",
"value": "60.0"
.
{
"name": "reportedTemperature",
"value": "15.72"
.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Areab5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

AWS loT Core JL—=ILIT 2> Ol

XDIL—IIE, AWS IoT Core MQTT XY £—2 %S ¥ RUEFHUIIANAYE—DELT
BRITLET, FATIVF—FFILCL>THPE D EEFHOMBENE SHNEMICHLT
AWS IoT Core "ERENTVBH EBELET, <OPITIE. "Area51lHeatingUnit" & KT
"Area51CoolingUnit" EVSEBNDENEZERLEL I,

CLIONY > R:

ER 79
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aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

7 7 4 JLADMShadowCool0ffRule. json

{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [Z]

CLIOY > R:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule. json

7 7 4 )LADMShadowCool0OnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description": "areaDetectorModel mgtt topic publish to cooling unit shadow
request",

"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
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RREHA R

"actions": [

{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:r0le/service-role/ADMShadowRole"
}
}

L AR A [ZE]

CLION > R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

7 7 4 JLADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description'": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [Z]
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CLI ONX > R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

7 7 4 JLADMShadowHeatOnRule. json

{
"ruleName": "ADMShadowHeatOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [ZE]
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HR—RhEhTWB70> 3>

AWS loT Events l&, BEEEThEANRNEERFBITAR N ERHLEEEIZT Va2 &N
H—TEEXT, HABAXKT OV EERXLT, FAN—%=FRALEY), AAIZERELLEY), O
AWS U\J X‘l:_ 9& 1.:.b7"")‘(5¥3'o

® Note

FATIOREFINTTIOAVEERTDEE, NDA—ZIIXZEHF—2BORE=FEH
THIENTEXRT, FHMEICOVWTR., "REL Z28RLTEEL,

AWS loT Events Tld, XA/ N—ZFRAL LY, JEZRELLEYTESRUTOT V3o R—
REhTLET,

« setTimer &, A X—ZEHLET,

« resetTimer &, RAN—ZUEYKLZET,

» clearTimer &, XA X —ZHIBRLE T,

« setVariable l&, AIZZERLET,

AWS loT Events Tlk, AWS OHY—ERAZBETEDUTOT IO IUNFYR—KRETNATVET,

« iotTopicPublish &, MQTT REY JICXYE—D&RKITLET,
« iotEvents I&., AWS IoT Events ICR L TTF—XZANEELTEEFELET,
« iotSiteWise l&., AWS loT SiteWise FO 7Y NZ7ONTAICTF—2ZEELET,

» dynamoDB (&, Amazon DynamoDB 7—7)LICF—RZEELE T,
» dynamoDBv2 l&., Amazon DynamoDB F— 7 )LICF—RZZEFELE T,
 firehose Amazon Data Firehose AN —AILTF—RZXETS o

- lambda l&. AWS Lambda B#ZMHOHL FT,

« snslF, F—RETVIIBHAELTEELET,

* sgskk. AmazonSQS F1—ICF—RZEEFLET,
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AWS loT Events BIREHA K
HAIAKRT V23> OER

AWS loT Events Tld, ZAN—%ZFAL LY, JEERELLEY TESZUTOT I a U FHR—
REhTWET,

« setTimer &, FAN—ZHEKLET,

« resetTimer &, RAN—ZUEYKLZET,
« clearTimer &, BAN—ZHIBRLZE T,

« setVariableld, AZZERLET,

RAI—=T D232 DERE
Set timer action

setTimer 77232 2AT3 L, FERKBNIPEVLORAN—ZERTERT,

More information (2)
BAI—ZEHTRDEER. RONTAXA—RZEETIVENHYYET,
timerName

947_0)%-5"]0

durationExpression
(A7>32) RAI—OHBE (W EN),
HERAOHMEERE., RVEVERIIUYETSIhET., fIRE. 24 Y—%2 60,99 B
RETHE, RAOFHEABRIE 60 WICKEY ET,

SEMICDOWTIE, AWS loT Events API U 7 7 L > A® SetTimerAction 2B L TS E&E L,

RAI—=T0>a>oltey b
Reset timer action

resetTimer 77> a3 aERT3E, URIICFHMET M AHBARBOERICRAN—ERETE
£9,

WHEAKRT Va2 OER 84
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More information (1)
BAN—Z)EYBRLIES, UTOONFX—2ZEETILENFHYVET,
timexrName
2AX—DEH,

AWS IoT Events 24 X—%2UtY NLTH:., FHBERREZETMELEE A,

SHMICDOVWTIE, AWS IoT Events APl 1) 7 7 L > A®M ResetTimerAction Z2B L T &\,

RAIX—TO>3a>eoI7F
Clear timer action

clearTimexr7 0> 3> aEHTDE, BEORXRAN—%ZHIBRTE X,

More information (1)
BAR—Z)EYRNLIES, UTOONTAXA—BZ2EETIHENHVET,
timerName

5"(7—0)%_57]'0

HMICDOWVWTIE, AWS loT Events APl 1) 7 7 L > A®M ClearTimerAction 228 L T &L\,

AZEFTO>3DOERE
Set variable action

setVariable 79> a>aEATSE, BELLETARZRZERTEET,

More information (2)
AZZERTREER. RONTA—BEZEETIVEN HVVET,
variableName

AZOEH,
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value

AEDE

HMICDOWVWTIE, AWS IoT Events APl 1) 7 7 L > A®M SetVariableAction 2B L T &L\,

i AWS H—E AN EHA

AWS loT Events Tlk, AWS OH—ERAZBRETEDUTOT O IV YR—REATVET,

« iotTopicPublish &, MQTT REY JICXYE—D&RITLET,
« iotEvents &, AWS IoT Events ICX L TF—XZANEE L TEEFELET,
« iotSiteWise k. AWS IoT SiteWise O 7Y NZ7ONTAIZTF—2EEELE T,

» dynamoDB (&, Amazon DynamoDB 7— 7 LICF—REZEFELE T,

» dynamoDBv2 l&. Amazon DynamoDB 7—7J)LICF—RZEELE T,
« firehose Amazon Data Firehose AN —AILTF—RZEETS .

- lambda l&. AWS Lambda B#ZMHOHL £,

Csns . F—RETYYIEMELTEELET,

* sgs &, Amazon SQS F1—ICF—RZEERFEL KXY,

/A Important

« & AWS H—EADMA AWS loT Events NMEE TS ICE, RILU AWS U—2 32 %&IR
FTRIUENHYVET, HR—KhEhTWBU—=2a32>0)ARNIDOVWTIEE, TAmazon
Web Services £ D) T7FPL VA1 ® TAWSIoTEvents ® T RIRA U RNETF—R |
ZSBLTLSEETL,

« AWS loT Events 792> 3> 0n AWS DY —RA&ZERTDIEERK, AU AWS U—2 3
VEFERTAIMENHBYET, AWSU—T32azgiYEBEARADE, AWSUY—ZAANDT
DEAICEBEN BB UEMEN HYET,

T7#ILRTR, BEEOT I3 OFRERAO—R%Z JSON T AWS loT Events £ L £,

COTIAVRAO—-RICK, FATIZ—FETFINAVAZVAE, ToaveN)H-LIEA

fftd AWS H—E XD A
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RYNCEITDERELZRLE, BREEBEORTHIIRTEENTVET, 7723 URA(O—R%
RETAICIEE, AT MNKRRZFEALET, FHICOVWTIEE, TAWSIoT Events API U7 7L >
2,0 TER, BV TRAO— K, F—RBESBLTIEE L,

AWS loT Core

loT topic publish action

AWS loT Core 70> a>aFERT2E, XvE—270—-HD—%/HLTMQTT AWS loT X ¥

TP ERITTEET, YR—FEhTVWRU—2320OUARMNIDVWTIE,. "TAmazon Web

Services €8O 7 7L AL O TAWSIoTCore O T RiIRA U hNEDF—2, B#SBLTL
EEV,

AWS loT Xy t—270—H—k. BRITAWSI0TRIOSA T RS TAOSA TS A
TFUORNIXYE—CHREETRETISATRNEEGELET, FMICOWVWTE. TAWSIoT
FRAYIN—HA R O TAWS loTOXY E— T O—H—1 Z23RBLTLEEL,

More information (2)

MQTT XY E—2Z2RITITHDEER., UTONTAXA—FZ2EBETHIHEN BYVET,
mqttTopic
XY t—TJ%FEFETSMQTT REY T,

TATIVREFITERENEARREGADEZEALT, Z22/4 LK MQTT REY S
BEBWICERTERT,

payload

(A723N)FT7ALRORAO—RIZE, FATIREFINAAZARET O3V ER
DH—UEARNCBEIZIBHREF ODOINTOERHEEBORTHIEENET, RA1O—KR%E
NABRIAARTDEETEET, FMIIOVTIE, TAWSIoTEvents API U7 7L A
N "RAO—R) ZSBLTLIEEL,

(@ Note

AWS loT Events Y —EAO—IIICTRY FEhzRU>—A 7Ot RXiot:PublishFF
AZRELTVSCEZBRLET., FMICOVWTIEE. TAWS loT Events Dz D7 A
TUOTATABROT IO LAEER ) 22RLTKEEL,

AWS loT Core 87


https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
https://docs.aws.amazon.com/general/latest/gr/iot-core.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-message-broker.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html

AWS loT Events MEEHAR

MOV TIE, AWS loT Events API 1) 7 7 L > A® lotTopicPublishAction 28 L T K&
(A

AWS loT Events

loT Events action

AWS loT Events 70> a2 & ERTdE, F—XZ AT AWS IoT Events EL T ICEETESE
T, HRh—hEhTWBU—>23> 0O ARMNIDO2WTE. TAmazon Web Services 2D 7 7
L>AL @O TAWSIoTEvents ® T RIRA VI RNETF—52, BBRBLTLSEE,

AWS loT Events 232 &, WBELEETFNAADTU—ROARL =23 OEEPTL
BEZRIVIL, TOLDIBARNRELLEEEIZT O3 ERN)H—TEET, FiHl
CDWTIE, TAWS loT Events FROY/N—HA R, @ T &1& AWS loT Eventsy 258 L T
<EEV,

More information (2)

ICF—RERETDHEEE AWS loT Events, UTONTA—REIKETHIHEN SV ET,

inputName

F—R%EZ(ET S AWS loT Events AT DB HI
payload

(A72aNFT7FILRNORAO—RIZEK, FATIVR—FTFINAVAZRAET Va2V %
NOA—ULEARNCETZIBHRET DOINTOBREBORTHFEENTT, RAO—

REDARIAIAARTDEETEET, FHMI-OVTIE, TAWSIoT EventsAPI U7 7L~
A1 D "RAO—R; ZSRBLTLSEZL,

(® Note

AWS loT Events Y —ERAO—J)ICTRZYFENLRI =D Tot
Aiotevents:BatchPutMessageffAIZEL TWAD L ZHEBLET. FHICOVT

l&. TAWSIoTEvents Db DT ATFUTATABROTIVELAEE ) #5BLTLKE
= U\,

HMICOWVWTIEE, AWS loT Events API 1) 7 7 L > A M lotEventsAction 2B L TS &V,
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AWS loT SiteWise

loT SiteWise action

AWS loT SiteWise 79> a>#EAT2E., OF7EY NTONTAICTF—2%2EETEE

F AWS loT SiteWiseo, Y R—RhEanhTWBU—23 20U ARMNIDWVWTIEE, TAmazon Web
Services D) 7 7L AL ® TAWS [oT SiteWise ® T RIRA U N H+—%, #SRBL
TLEEL,

AWS loT SiteWise l&, EXMBH ST 2 KREREICINE, BE, 2 TEBIIR—IR
H—ERATT, FMICOVWTIE., T AWS loT SiteWise 1—H'—H 4 Ry @ "What is AWS loT
SiteWise ? (& l& ?)y ZSBRLTLSEEL,

More information (11)

OF7 Y NZONTAICTF—RZEETHEE L AWS IoT SiteWise, A TONTX—RZEET
PREBENBHYNET,

/A Important
T—REZETBICIE,. AWS loT SiteWise DBEFEO 7Y N7ONT 1 2R T I HE
FHYVET,

- AWS loT Events IV —I)LZFEATHBEEKE. ZiEEpropertyAliasL TR -4V
N7ty NZ7ONT 1 ZBBTEIRENF HYET,

- ZFERATSEEE AWSCLL, Z2—%'Y "7y N7ONT 1 %28
BlassetIdpropertyIdd 2 ®IZ, propertyAliasEiid & OMAHZIEET D4
ENFHYET,

M DOVWTIEE., TAWS IoT SiteWise 1—%—HA R, O "TEXRATF—FXARNI—LD
Ty N7ONTFAANDIVE>YT ) #SBLTLSEEV,

propertyAlias

(FA72aNTEYRTONTADIAVT R REEBETD_EETEET,
assetIld

(AT IV EEENETONT A EEOTEY RO ID, RBEEEETHEETEET,
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propertyld

(FA723aNTEYyRZ7AONT 1D ID, RBREEETZEETEET,
entryId
(A723a)ZOIVRNIO—ELEBNF, I>N) IDZ2FERATRE, BENFNREL LSS

ICIZ—NOREEBZR>TWARTF—EIVNJZEHTEXRT. T7FIILNE, HLLW-—E0H
AFTT, RAZEEITDIEETERY,

propertyValue

ZONT 1 EQFMZ S U BIEMR,

quality
(A7232) 7Yy NT7ONTAEO@RE, fElk GOOD, BAD, F/=lk UNCERTAIN TH
PDENFHYVET, RREZEETDIIEETEET,

timestamp
(723 BRALAZ VT ERZECHBER, COEZEELZVES. F72I)NE
AR NFZITT,
timeInSeconds

Unix TRY RO 2 ARZ> T (BB, BMEEEEGE 1~31556889864403199
TY9, REAZEEITD__EETEET,

offsetInNanos

(F7°>3>) timeInSeconds A SEENLFT /BAT7EY b, BEMAEHEE 0~
999999999 T¥, RIMZIBEIT D LETEXT,

value

Ty N7AONT 1 EZETBER,

/A Important
BEEniET7tEY N7O/NT 1 M dataType IZ/EL, BEOEHELTXOVWT D
ZEETDHLEN HYVET, FHEICDODWVWTE. AWS loT SiteWise API U7 7 L~
AD AssetProperty ZZ B L TS & LY,
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booleanValue

(A72a )7y N7ONT 1k, 7—ILET, TRUE £/ I& FALSE THIHE
NFHWVET, REEZEEITZCLETEET, XBEEFEATIHE, FHMIBERET—)L
ETHIVENBYET,

doubleValue

(723N TEY NTONTABREATILTT, RBEEETDEETEET, X
REfERIT254. THMEEREATILICEYET,

integerValue

(A723) 7Y NTONTAERERTY, RRZEEIDELETERT, RE
ZEATZIEE. HIRREBHATHILENHY KT,

stringValue

(FA723)TEY NTAONT A EREXFITY, RBEZEETDEETERT, &
ReEAT255E,. HMIERIXFIICEDIHBENHY KT,

(® Note

AWS loT Events Y —EAO—J)LICTRYFEnNARUS—HNF 7ot
Aiotsitewise:BatchPutAssetPropertyValuefFalZft5L TWVWD & 2/HEREL
£, FMICOVTIE, TAWSIoTEvents DEODTATUTATABROTIEAE
B, ZZRBLTSEEV,

HMICDOWVWTIE, AWS loT Events APl 1) 7 7 L > A®M lotSiteWiseAction 2B L T & L\,

Amazon DynamoDB
DynamoDB action

Amazon DynamoDB 793> AL T, DynamoDB T—7 I ICF—RBXETHENT

&% 9, DynamoDB F—7 )LD 1 2DOFE, BEL LTI IAVRAO—RADTRNTOEML
BEORTZZTHYERT, YR—KhEhTWBU =320 UAMIOVWTEE, TAmazon Web
Services £ D) 7 7L > A1 ® "TAmazon DynamoDB DTV RRA U N+ =%, ZZRL
TLEEL,
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Amazon DynamoDB &, 7)Y %Z—2 R NoSQL F—ZXR—AHY—EATHY, >—LL A&
AT—ZEUT A Z @A LERTTFRAELRNT AN AZRMLET, FHHEICODVWTE.,
" Amazon DynamoDB 7RO Y /N\—7#4 K1 ® "DynamoDBE lF ;s ZZBL T L&V,

More information (10)

DynamoDB 7—7 )M 1 DDFICTF—RERXFEITRHER. RONTX—REEEITIHLENH
WERY,

tableName

T—2 % %59 % DynamoDB T— 7 )LMOEHl, tableName fElk. DynamoDB 7—7 /LM
T—TILBE—BIIHENHYNET, RBZEETDI_LETEET,

hashKeyField

N2 1F—(N—F14230F—EEHENET) DBET, hashKeyField &
(k. DynamoDB T—7 I ON—F 14230 F—E—HIDXENHVET, XRRZEEETD
CcEETEFRT,

hashKeyType
(FA7>aINNN\v2a1F—0F—R8, \v21F—R414 7T DOfEIE STRING & /=& NUMBER
THBIVENFHYVET, T7FI)KNESTRING TY, RRZEETDEETEFT,
hashKeyValue

N\NY 2 1%*¥—DfE, hashKeyValue &, BT 7L —hNEFERALET, ChsoT>7
L—KE&, SUVRMLRICTF—EZFRMEENET, RREBEITDEETEET,

rangeKeyField
(A7 ar)EBEF— (V—RNEF—EEFENET) OFHl, rangeKeyField B

l&. DynamoDB 7—7 I DY —rhF—E—HIIMENHYVET, KREBETHEET
EET,

rangeKeyType

(A7 aV)EEF—0F—28, \Vv>1F—24 T OfER STRING F 7=k NUMBER T®H
DHRENHVYVET, T7ZFIBNESTRING TY, RIBRZEEBEITDCEETEEXT,
rangeKeyValue

(A7 3a>) @BEF—0OE, rangeKeyValue ik, BRTV7L—rME2FEALET, <5
NDTTL—KNE, FUVRMLRBICTF—ZNREREIhETET, RAZEETDEETEEXT,
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FARL—23>
(723 RTTEIARL =23 0EE, RREEBEITDHCEETEEFT, AIRL—T3
JMEE, ATOVWThADETHDHLENHYET,

« INSERT - F—2%Z#HLWHEB &L T DynamoDB T—7I)LICEALET, Chid, 7+
I NMETT,

 UPDATE - DynamoDB 7—7 L OBEFNEEZH LV F—XTEHLE T,
* DELETE - DynamoDB 7—7 /LA SBEFNDIEB ZHIBRL £ 9,
payloadField

(A7°2aNTF7o>arRA4O—REZETS DynamoDB DFNOEF. 7 FI KB
payload T9¥, RREEETHEETEET,

payload

(A723aNTFT7ALRORAO—RIZEF, FATIR—FFINAAZRVAET Va0 %
RUA—=ULEARYNIBETIBERER DOIXNTOEBHEFEORTHIEENET, RAO—
REAAZIAARTDEETEXRT, FMI-CDOVWTIE, TAWSIoTEvents API U7 7L >
A1 D "™RAO—KR, ZBRBLTLEEV,

BEENERAO—REATHXFHNOHE, DynamoDBAction &3 JSON F—X % /N A
F U F—2& LT DynamoDB 7 —7JLICEELE T, DynamoDB IV =)k, F—2%
Base64-encoded T+ AN E L THRRLUET, payloadField fEl& payload-field_raw
TY, REEZEETDLETEET,

(® Note
AWS loT Events Y —ERAO—J)LICTRYFEnERUS—HN Tot
Adynamodb:PutItemFA ZFEL TVWD EZMBELET, FMICOVTIRE, TAWS
loT Events DD T AFoTATABLROTILEABEE , #8BLTLEEL,

FMICOVWTIE, TAWS IoT Events API U7 7L > A1 @ "DynamoDBActiony ZZ8BL T2
=L,
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Amazon DynamoDB (v2)
DynamoDBv2 action

Amazon DynamoDB (v2) 79> 3> &AL T, DynamoDB 7—7 LICF—RZ2EEAL L

NFTEET, DynamoDB T—7 L ORDFIFE, EELETIVZaRAAO—RT1O2OEHRE
BORTZZTWMYET, HR—REhTVWBR =230 ARNIDOVWTIEE, "Amazon Web
Services £BD) 77 L A4 ® "Amazon DynamoDB DT RiIRA U K& #—R , #SRL
TLEEL,

Amazon DynamoDB &, 7)Y Z—2 R NoSQL F—ZXXR—AHY—EATHY, >—LLA%E
AT—ZEUT 1 Z2@A 8RB TTFRAELENT #—NX 2 AZRHLET, FHEICOVTRE,
"Amazon DynamoDB F*AXOY /N—H 4 K3 ® "DynamoDBE lF, ZSRBL T EE L,

More information (2)

DynamoDB T—7 L OEBDOFICTF—RZEEFE TR BEER. RONTXA—RZIEETIHEND
VXTI,

tableName

T—R%Z{E9 % DynamoDB T—7 I DB, KREEIEETDELEETEET,

payload
(A7 23N FT7AFILRNORAO—RIZEK, FATIR—FTTFINAVAZRAET V>3V %z
ROA—ULEARYNCETRIBEREF DOINTOBHEBBORTHAEENETT, R10O—

REDARIAARTBDIEELETEEXTT, FHEICOVWTIE, TAWSIoTEvents APIU 7 7L
A1 D ™RAO—R, ZSBLTLKEEV,

/A Important
RAO—REZALTF JSON THRIBENHVWET, RRAZEETDEETEEXRT,

(® Note

AWS loT Events Y —EAO—J)LICTRY FEnRUS—HN 7ot
Adynamodb:PutItemFa ZFE5LTWAE2BRBLET, FHMIICOVWTIE, TAWS
loT Events DD T AT TATABLROTIELAETE, #5BLTLSEEL,
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M OVTIE, TAWS IoT Events API U7 7L > A4 ® "TDynamoDBv2Actiony 238 L TL
e\,

Amazon Data Firehose

Firehose action

Amazon Data Firehose 70> 3> %#ER 9% &, Firehose BMEARN —AILT—RZAXETE
£F9, HR—hEahTWBU—=232 0 AMNIDOWVWTE., T, ® "Amazon Data Firehose T2/
RIRAVRNEDF—%, B#BZBL TL & L Amazon Web Services £ k0 7 7L > A,

Amazon Data Firehose [&. Amazon Simple Storage Service (Amazon Simple Storage

Service), Amazon Redshift, Amazon OpenSearch Service (OpenSearch Service), Splunk & &
DEECITILNERALODAN) IV T F—RZRETILEHOTILNZR—I RY—ERXATT,
M DV TIE, TAmazon Data Firehose RO Y /N\—H 4 K, ® TAmazon Data Firehose &
i EBBLTIEE,

More information (3)

Firchose BLfE AN U —ALAILTF—RZEETREER, ATONTA—SEZEETIHEN BV E
ER

deliveryStreamName

F—REZ(ET D Firechose BIEARN) —LDHEHI

separator

(A7) XFERYPYYXFEFAL T, Firehose MEARN —AILREEET NI EHRT—X
ZEXYBDENTEET, KPYYUXFEOER. '\n' (KFT). '"\t' (7). '"\r\n' (Windows
ORIT), FE ', (AUN) THHDIBENFHYVET,

payload

(A7 23N FT7AFILRNORAO—RIZEK, FATIR—FTFINAVAZRAET V>3V %
RUA—LEARVNIETRDEREF DOINTOEHEBORTHAEEFNET, R1O—
REDAZIAARTDEETEET, M- OVTIE, TAWSIoT EventsAPI U7 7L >
A1 D "™RA4AO—KR, ZSZRLTLEEL,
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® Note

AWS loT Events Y —EAO—J)LIC T RY FEnlRUS—HN 7ot
Afirehose:PutRecordifAlZELTWVWA CEZHRALET, FEMHMICODVWTIE,

FTAWS loT Events DS DT AT TATABROTIOLELAEE ) #5BLTLKESE
(AT

HMICDOWVWTIE, AWS loT Events API 1) 7 7 L > A®M FirehoseAction 2B L T &L\,

AWS Lambda

Lambda action

AWS Lambda 79> 3> %#EHAT2 &, Lambda BB EHVO BT ENTEET, Y R—KE
hTW\way—23> 0 ARMNIDO2WTIEE. TAmazon Web Services 28DV 7 7LV AL @
FAWS Lambda ® T RRA U RNEDF—% ) ZSRBLTLSEEL,

AWS Lambda &, Y—/N—%27 O a - JFHFREEBLAELKTEI—REZZTTER >
Ei1—F4>0Y—EATT, FMICOVWTIE., TAWS Lambda FROY/N—HA R, 0 " &
l& AWS Lambday 28R L T EE L\,

More information (2)

Lambda B Z RO HIERIC, A TONFX—RZEETILENHVET.

functionArn

U9 Lambda B3 ARN,
payload

(F72aNTFT7AILMORAO—RIZE, FATIR—FFINAARAET V3%
ROH—=ULEARNCEITZBHREFT DOINTORBMEBORTHFEENTT, R1O—
REDAZAIAARTDEETEET, FMI-ODVWTIE, TAWSIoT EventsAPI U7 7L~
A1 D "™RA4AO—KR, ZBBLTLSEEZV,
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(@ Note
AWS loT Events Y —EAO—J)LIC T RY FEnlRUS—HN 7ot
Alambda:InvokeFunctionfFAZ{5L TVWA L ZERELET, FHMICODVWTIE,
FAWS IoT Events DS DT AT TATABROT IO ELAER | 2B L TS
(AT

SHMICOVWTIE, AWS IoT Events API 1) 7 7 L > A®M LambdaAction 2B L TS &L,

Amazon Simple Notification Service

SNS action

Amazon SNS REY JDORITT O3> & FEAL T, AmazonSNS XY E—IJ ZRITTER

T, B R—KhEhTWB =232 0D ARMNID2WTWE. "TAmazon Web Services £f&0!') 7 7
L > A4 ® "Amazon Simple Notification Service DT RIRA e F—2 ) Z2ZRBULTLKE
=L,

Amazon Simple Notification Service (Amazon Simple Notification Service) &, Y7 AU 5147 L
TVWBRIVRRAVRNEFEGIZAT MDAV E—DOBEFRLRECZABRSLIVERT
2IVITH—EATY, FHMICOLVTIE, TAmazon Simple Notification Service *AXO Y /N—7j
4Ry ® "TAmazon SNS & iF) Z#SBLTLSEEL,

® Note

Amazon SNS O REY URITF U 32, Amazon SNS FIFO (first in, first out)
EYILERBLULTVERA, L—LIVPVRELICIBENLET—EATHS1-

. Amazon SNS 7V a3V FRBAEhEEEIL, XV E—DHNEBESCEIEFTERR
EThBEVEENFHYET,

More information (2)
Amazon SNS XY —J ZRITIHDEER. UTONTA—RZ2IEETIHENf HVET,
targetArn

XAvE—%${ET S Amazon SNS Z—4"Y KM ARN,
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payload

(723 FT7AILRORAO—RIZEFE, FATIR—FEFINAARVARET Va5
ROH—=—ULEARNCBEITZBEHREE DOINTOEHELEORTAEENET T, RA1O—

REHAZAIAAXTBEETEET, HMICOVWTIEE., TAWSIoTEvents APIU 7 7L >
A1 D "™RAO—R,; ZSBLTLSEEL,

(® Note
AWS loT Events H—EAO—JLICT R Y FE LRI —H 7O Asns: Publishsf
AZRELTVS L ZBRRLET, FMICOVWTIEE. TAWS loT Events Dz D7 A
TUOTATABROT IO LAEER ) 22RLTKEEL,

FHMICOVTIE, AWS IoT Events API J 7 7 L > A® "SNSTopicPublishAction; 28 L T<
ZEW,

Amazon Simple Queue Service

SQS action

Amazon SQS 703> FAL T, AmazonSQS F1—CF— R EEETRENTEE
T, HR—KhEhTWBU—=23a> 0 ANIDOWTIE., TAmazon Web Services £f8MD ') 7 7
L > A1 ® "TAmazon Simple Queue Service DT RIRA U RV F—2, BSRBLTILKEE
(AT

Amazon Simple Queue Service (Amazon SQS) &k, BEV 7 RNV I T ATALAEDVR—F B

ERERRVDBTEDS, RETMAMNHY ., MAFTEERANEF1—ZRHELE T, FiH

IZ22WTIE. TAmazon Simple Queue Service RO Y /N\—H A Ky ® "TAmazon Simple Queue
Service £lF1 ZZRL T EEL,

(® Note
Amazon SQS 722 3 Ik, Amazon SQS FIFO (first in, first out) REY JICH L T
WEBA, LIV VREL2ILOBENEY—EATHB =%, Amazon SQS 7 ¥
DAVHRHBENLEZIL, XVE—INEEETNEIEFTRRENEVEENF HYE
CI
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_Payload.html
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More information (3)

Amazon SQS F 1 —ICF—RZEFEITHEER., RONTA—RZEETIHENF HVET,
queuelrl

F—REZ(ET S Amazon SQS ¥ 1—0 URL,

useBaseb4

(FA7>a>)&2BELEEE, ETF—2% Base64 T+ ANIZ AWS loT Events T J1—R
LEXITRUE, 7 # ) MNIE FALSE T9,

payload

(A723aNTFT7AILRORAO—RIZEF, FATIRX—FFIINAAZRVAET VA%
ROA—=ULEARNCEITZIBHREFT DOINTOBHEEORTHFEENTT, RA1O—

REDARAIAARTDEETEET, FMICOVTIE., TAWSIoT EventsAPI U7 7L~
A1 D "RAO—R; ZSRBLTLSEEL,

(@ Note

AWS loT Events Y —EAO—=J)LICT7RYFENERIS =N T ot
Asqs:SendMessagefFAI 2 5L TVWR L #BRELET, FHMICOVWTIE, TAWS
loT Events EODTATFUTATARBRIETIOELAEE, 28RLTKEZ L,

MOV TIE, AWS IoT Events API 1) 7 7 L > A® "SNSTopicPublishActiony 228 L T<
e\,

Amazon SNS & AWS loT Core L—ILI>2 > = FERAL T BEH%ZE N) H— AWS Lambda §5 &
£TEET, TNICKV), Amazon Connect B EDHDH—ERA®, HROIVEZ—TS4AAXAUY —
ATSVZVUERP) P77V —2a a2 ERATRT7 03 ORITHATREICKEYET,

® Note

KENDTF—RLIA—RZVUTFILZALTIREL TAETFTSIZIE,. Amazon Kinesis BE DD

AWS H—ERZFERTEET, TIHNS, oM ZERETL, BEREZEF1 TIX—\DA
51 AWS loT Events EL T ICEETEEXT,
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xR

AWS loT Events [, F1 T2 —FEFIINEERBLOCEH TR EEICEEZBETDIVS 22D HEZE
ERELET, KBEZFERALTIUTIIIEZIEETSDH. AWS loT Events THRENDEZISET S H]
CRXEFFMTEET,

BX

AWS loT Events RIR Tk, VTFZI), EEF, B, VI77LVA, BRUCEBRTVIL—EME
ATEZXT,

Tz
- BW
- 10 EH

- XF5
- 7—-I)LE

EEF
B
« BE (7—I)L1E): !
- BE (EY NEAL): ~
o XA TR (Efi): -
F 5
- EE 4+
BMADARS Y RIXZFINTHIMBENHYET,. XFINIVTFTIINGE—E5HF () CEHUHE
FHYUETD,
fl: 'my' + 'string' - 'mystring’
BT
- INE: +
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RREHA R

MEDART Y REBETHZIHLEBENHYET,

WE: -
BRE: /

ARZ Y RODBELEE 1 D (RBIRLBEWEBRE) A 10 EETEVRY ., REOREREAOS

NEEBREICEYET,
EHE *

By N (B
« OR: |

f5l: 13 | 5-13

« AND: &

f5]: 13 & 5-5
XOR: A

f5l: 13 A 558
NOT: ~

Bl: ~13 > -14

7—=I)L1&

AR <

AR <=
ZL\V: ==
ZL<BV: 1=

« BAE:>=
« UE:>
* AND: &&
« OR: |]

(® Note

|| ODFLRICKEBZBDTF—ENEENTVIES, TOHPRIE false &ELTHED

nEXY,

S
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EET

FlZEAL T, KRENOBAZFZIIL—TILTEEXT,

B9 %K

#B A IA A B ER

timeout("timer-name")

BEESNERXRAI—IRIBLEBE., true ICFHMlichET, "timer-name,s %, T
LERAN—OBRBZSI ARTHATEEMAET, IRVNTV2IAVTRH, 24X —
EEELTHS, BAN—FEAZ—N, VEY KN, FEREUAIICERZLEZRAN—%&D )
T7TEEXYT, 714—)L R detectorModelDefinition.states.onInput|onEnter|
onExit.events.actions.setTimer.timerName ZZBRL TS &\,

HIRETREENEZAI—EF, HIOREBTSRTERT, RAN—HFSRENTLVIIRE
ICABDTRENC, RAN—ZERLEREBIZT I EARATILBEN BV ET,

BIzE, F14T92—FFI)LIZIE. TemperatureChecked & RecordUpdated @ 2 D MIREEA
& ') EFF, TemperatureChecked IREET X A/ Y —Z4EM L £ L /=, RecordUpdated JREET X
AXR—%EFERAT DI, £ TemperatureChecked RREICT VAT HIHMEN BV ET,

REZRRIDLDIC, FAN—CERETIZLEN H2H/DKEE 60 HTI,

@ Note

timeout() &k, EBODZAN—OEMHRINICKRAICFIVIEALEZICDHK
true ZIRL., TM#& false ZIRLE T,

convert(type, expression)

BEShEBICERES N ERBOEICFHMiE KT, ##4E

(. String, Boolean. Decimal XLEFTHAIMBEN BV ET, ChSsODF—J—ROD 1
D, FERF—V—REBCXFIICFHMMAET DI RBZFEAL T LTV, ROZRO &AL
L., BWBEZERLET,

- 7T-IILE - XFF

"true" £ IF "false" ODXEFEHERL ET,
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- 10 EH - XFF
- XF5H > T—)LE
« XF5 - 10 ER

BETH2NEINIE., 10 EBOBEMBERBTHIMVEN HYET, THITHEVE
&. convert() FXRHBLET,

convert() BB EZRETEWVWES, TON—RFTHI2RBEEWNTT, CORRE
false LEAETHY) ., RENRETDIAARINON—RNEULUTEEE NS actions £ iF
nextState \OBITZRNJH—LEEA,

isNull(expression)

RENF XN ZIRITFE, true EFHEEchET, FIZAE. AL { "a": null } AXY+E—
T true Z2ELEHES. LT isUndefined($input.MyInput.a) EFHliEhET
A, false & MyInput EFHMiiEnE T,

isNull($input.MyInput.a)

isUndefined(expression)

RBANRERDFBE. true EFEETIE T, HIRE. AL MyInput XY E—D { "a":
null } ZZELEHEE,. LT false EFficnETA, isNull($input.MyInput.a)
& true EFHMAENE T,

isUndefined($input.MyInput.a)

triggexrType("type")

###{ElE "Message" F£lE "Timer" ICFTBENTEET, ROFOLSIC, FA/X—D
HIRAINEEHICRTREND AR MEHENTEE N TVBIHEER. true CFHMEEhE
9,

triggerType("Timer")
Tk, AAXYE—D72ZEFELELE,

triggerType("Message")
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currentInput("input")

BEENIEADAYE—DRZELEEDICRTREND AR MNFEN M NATVWSDE
&, true ICFMEEhET, HIZXIE. AB Command A XY +E—= { "value": "Abort" }
EZELEBE. UTWE true EFFEE I E T,

currentInput("Command")

RORBEDESIC, CORBEFEAL T, BEDADANZREE N, ZAIX—DHRINICE
TWEVWESICERHEANTHEEATVR L ZBFELET,

currentInput("Command") && $input.Command.value == "Abort"

XF5REEH
startsWith(expressionl, expression2)
RUNOXFIREAN 2EBBOXFINREATAX—RNEES., true EFMEEhE T, FlAE. A

B MyInput A" XY +t—2 { "status": "offline"} ZFELBE. LUTE true &FF
ich®xzd,

startsWith($input.MyInput.status, "off")

MADRBBINFIMEICFTHMENBDBEN BN ET, WTFNAORBAXFIMEICFTEE hi
WiEE, BRORBRERERTT, EREIRTENEEA,

endsWith(expressionl, expression2)
BUOXFIRBAN 2HFBOXNFIREATHRTIZES, true EFHMEEhET, HIZE. A

A MyInput A" XY +t—2 { "status": "offline" } Z2ZELEHE. UTE true &
i hET,

endsWith($input.MyInput.status, "line")

WA NDRBEXFIMEICTFMENDIBEN HWKRT. WIhHORBENF XFIMEICFHMEE h i
WiEE, BRORBRERERTT . EREIRITENEEA,

contains(expressionl, expression2)
BRIAOXFHREIZ2 BFEOXZIRBNEENTVEHES, true EFHMlchET, HlX

E. ABD MyInput "Xy t— { "status": "offline" } ZZELEBE. UTR
true EFHlic XY,
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contains($input.MyInput.value, "fli")

MAORRFFIMEICTHMMENDIBEN B ET, WIFhD ORBEAN XFIEICFTME s
WSS, BBORBRERERTT, EREIRTEINEEA,

By NEOBEBIRERK
bitor(expressionl, expression2)
BHBKRAOEY NCEOORZFHELET (/N4 F) ORARL =23, BEHONKET

BPEY MCHRULTRITENE D), HIAEFE. AL MyInput A XY +E—2 { "valuel": 13,
"value2": 5 } ZZELEHE,. LTI 13 £ MichET,

bitor($input.MyInput.valuel, $input.MyInput.value2)

MAORRGBEHBEICTHEENDIMLENBYERT. WITNAOREHNBEREICTME hE L5
. BRORBREIARAERTIT, EMERITENEREA,

bitand(expressionl, expression2)

BEHRRBEOEY NEMO AND ZFHEIL E 9 (/N4 F1J AND ARL—> 32 F, BHROXRET
BPEYNMIHUTRITENETT), AR, ABD MyInput XY tE—2 { "valuel": 13,
"value2": 5 } ZZELIGE. UTE 5 &FfichEd,

bitand($input.MyInput.valuel, $input.MyInput.value2)

MAORRGEHEICTHEENDIMLENBYERT. WITNAORBEHNBEREICTMEE hE L5
. BHOBREIARAERTT, TMERITENEEA,

bitxor(expressionl, expressionZ2)

BHKRRAOEY FEMNO XOR ZFHELET (N1 F U XOR AXRL—> 32 (F, BFHoxt
BTBEY MMIRUTRITEIhERT), HIAE. AD MyInput A" XY +E—2 { "valuel":
13, "value2": 5 }ZZELLEBE. UTE 8 &FMAEThE T,

bitxor($input.MyInput.valuel, $input.MyInput.value2)

MAEDRRGEHEICTMENDIXENBYET. WTNAORBHNBEREICTHEE hia L5
B, BHRORBREAERTY, EREERTEhIEEA,
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bitnot(expression)

BERBEOEY NEMO NOT Z5HIELET (/N1 U NOT ARL—2 3V REEHOE Y NC
FHUTERTENES), FIZIE., A MyInput A XY £—2 { "value": 13 } 2ZEL L
BE, UTE -14 E53EEnET,

bitnot($input.MyInput.value)

MAEORRGEHECTMENDILENBYET. WIThAORBEHNBEREICTHMEE hE LB
B, BHRORBREARERTY, EREERTEhIEEA,

D77L>2A
AS
$input.input-name.path-to-data

input-name [&. Createlnput 72> 3a>&FERAL THERTDANTT,

iz \F. inputDefinition.attributes.jsonPath I NUZEZEL &
TemperatureInput EVS BRI D ANN HBIEE. ERFRXOFEARREET 1 —J)LRIZKRTEH
BUREMENBHYNET,

"temperature": 78.5,
"date": "2018-10-03T16:09:09Z"
}

temperature 71 —J)LRDEZJT77LVATSICE., XOON REZFEALET,

$input.Temperaturelnput.temperature

ENEITHDT7 1 —ILROFE, [n] ZEALTEMIUDAXN—2ZVTT7LYATEET, f
A, ROENFrEZ5IhET,

"temperatures": [
78.4,
77.9,
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78.8

1,
"date": "2018-10-03T16:09:092"

}

fE78.8F. RNV RTSHBTEET,

$input.TemperatureInput.temperatures[2]

TE

$variable.variable-name

variable-name l&. CreateDetectorModel 72 3> #FERALTEELEAZETY,

Bl =

&, detectorDefinition.states.onInputEvents.actions.setVariable.variableName
ZEALTERL £ TechnicianID EVSBBIOAEN HHEE. AOON RZFEAL T,
AZICRRICEEEIhE (XF5)EZ2 VT T7LYATEERY,

$variable.TechnicianID

AZNfENE, setVariable 702 3> a2 ERALTOMKRIRETEET, REOUZEICEZEV) Y
THEWRTEXLA, AIEEZRTEHBRIDERFTEXLA, HIAE., Enull 2E)HTS
CERFTEFEA,

(® Note
(ERFKE) NRX—> [a-zA-Z][a-zA-Z20-9_]* ICEDBZVREBFEFERITZSRB TR,
ThsOBBFENY VO 4—K () TAHACSENHYWET, FIZE, _value EVWSFH]
D7 14—)LREED MyInput EVSBEDAINDITFPLUATRE, COT71—)LR%
$input.MyInput. _value' ELTHETIHXENHVYET,

RETUI 7L AZERTZDHERR. UTZ2FI v ILTLSEZ L,

c 1 DULEDEEFTART Y RELTVIZPLVAZEATRHEER. ZRIZINTOTF—5E
ICEEMNIHD e ZBRBLTSEZL,

D77LYR 107
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BIZIE, ROKRBETE, BH 2 == BEEFEL REETFTOMADART Y RTT, 7
RTRICEBREEN BB ZEERTSICIE. $variable.testVariable + 1 &
$variable.testVariable REWFELIF 10EHREZU T 7L ATHIHREN HYET,

Fh,. BR1EF +BEFOARST U RTT, LEN DT, $variable.testVariable [F &K E
FE10EBRZV 7L ATEHEN HVYET,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

- BRICETNZEIHMELTIVIFPLOAZERATZHER. BEASRIZT—XBZYR—-—HNL
TWBCEZB|REBLTSEEL,

BlzE, XD timeout("time-name") BTk, SIREL C=ESIAFEZECXNFINIHURET
T, timer-name EEMV) 7 7L AZERATZHEEE. —EGIARNTHENLENFEINEZSRITS
PBEFHVYET,

timeout("timer-name")

® Note

convert(type, expression) BB DBE. ###EICJT7 7L AZERTRHE. &
BOFEFAERIE String, Decimal, F/(d Boolean THAMUEN HYET,

AWS loT Events &R&R1E, B, 10 EH. XFH, $LVPT—ILF—2BE2HR—-MLET. ROXK
o, BEHOBVELTORTOIANERLET,

BEREOBEWVWRATORT

BH, XF5I

By, 7-ILE

10 ., XF5I

10 E#H, 7—IL&

XFH, T—I)LE

D77LYR 108
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2T 7L —bk

'${expression}’

${} . XFHNZ@BEAEThLEXFHELTEBLET, expression IFEED AWS loT Events

RBEICTRCENTEXRT, ChiCRK, FBEF, B SITFVTFLUANBEENETT,

Bz (X, SetVariableAction 7o 3a>aERALTCAZZEHELEL =, variableName &

SensorID TH'), value lF 10 TF, XOEBBRT V7L —NEERKTEEXT,

BE#TTL—h

'${'Sensor ' + $variable.SensorID}"'

'Sensor ' + '${$variable.SensorID +

1}

'Sensor 10: ${$variable.SensorID ==
10}

"{\"sensor\":\"${$variable.SensorID
+ 1H\"}'

"{\"sensor\":${$variable.SensorID +

13}

KBEDEHR

BRI T

"Sensor 10"

"Sensor 11"

"Sensor 10: true"

"{\"sensor"\:\"11\"}"

"{\"sensor\":11}"

RDFET, FATIVR—FETIDEZEETEXT,

« AWS IoT Events Y =) THR—KRENhTVWBREREZAHDLET,
« RBE/NSAXA—KELTAWS loT Events APl IZEL E£ 9,

KRG, UTZI, BEF, B, 2R, SLTEBRTVTL—NEYR—KMLET,

B®RTVTL—h
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/A Important
REF., BH, 10 &K, XFH, FERET-IIEZVITLOATRIRENHYET,

AWS IoT Events &kILZEEE A&

AWS loT Events RIELDEE AKX ICEIDXDFlIESBL TS EEL,
JTFZ I

DFZIMENEHE. RRICE—ESIABNIEENTVIMENHYET, 7—ILER true £
& false DVWITNATHRIThIERY) EE A,

'123" # Integer

'123.12' # Decimal

'hello" # String

"true' # Boolean
V77L>A

V77LYARE, IEZRERADEOVTIhAZIEETIHEN HET,
« RDANE, 10 K 10.01 ZZBLTLVET,

$input.GreenhouselInput.temperature

« ROAZEIX, XF% Greenhouse Temperature Table ZZ5HBL £,

$variable.TableName
BT L—b

BERTTL—R0BE, ${} ZEAIZILZENHY. TVTL—NE—ESIBFTRTHLEN
HYET BEMTUTL—NIR. UTZI, BEF. BR VIT7LYVA, SLTERTVT
L—hDHEAEDEEEOHDEETEERT,

« RORBOFEMERIEFS 50.018 in Fahrenheit T9,

'${$input.Greenhouselnput.temperature * 9 / 5 + 32} in Fahrenheit'
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« ROKRBOFFAZEREXES {\"sensor_id\":\"Sensor_1\",\"temperature\":
\"50.018\"} T49,

"{\"sensor_id\":\"${$input.GreenhouseInput.sensors[0].sensorl}\",\"temperature\":
\"${$input.GreenhouseInput.temperature*9/5+32}\"}"

XFF|0ERE

NFIDERZICE, + 2EAIZIBENBYET, XFIOEKZICKE, VT, BEF. B
B, VITLVA, BLRUOVBEBRTVTL—MDOEAEDEZEHDIEETEERT,

« ROKRBOA#EREXFF Greenhouse Temperature Table 2000-01-01 T3,

'Greenhouse Temperature Table ' + $input.GreenhouseInput.date
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TATIZ—FEFILOH

COEIZIAVICR, FATIVE—FEFILBLTAIDOHNEERTVET,

N =
. HVAC(
- JL—

e LY —ETTVT—23UICKBARY NEE
« 7/V1 A HeartBeat

« ISATZ7—A

s VTN BTZ—4

T%) OREFH

HVAC (Z'RFAM ) ORE Sl

COBITRE., ROBHEBALBREHHETIL (V—FARZY M) ZRELET,

- BHROBMHEZEZRIIHLVHEBTES, ERLE1DOTFATIEZ—FT)N (T1T0—
AVABZVAGTIVTZEICERENETT, )

c BFATIV—AVARV AR, SHERSIICEEE N EEROEI YD SRET—XZZELE
ERD

c BIVTOHLERE (RERE) FVWOTEEETEET,

s BIUTOBRENTXA—RZERL, ChSDONTA—RZVDTEEETEET,

« TUTFIE>Y—ZEMLEY, TUTPASEY—ZHEIBRLEY TR ZERVWDOTETEET,

c BUZEBEHNSKRETHLHIC, HENMBAS IO ANEVNORNEITEZEEMITRIENTEE
EE

s TATUE—R, BEBREVY—FHAMVEZEEBLTHELET,

- BRROREREEZERTEET. VThLPOEV Y —HNERLELREER) LEEETORE

ZWETHDE, MBXRLBAIMEUAISICEBL, FATIX—HNTOREANAVERELR

ER

COBIE, ROEEZRLTLERT,

HVAC (ZZRFAM I ) OEE &4 112
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c AIRVNFATUVR—EFINZERLET,

ADZERLET,

s TATUVR—FETFINICANZRYIAXET,

NUA—S&HZ2FMEmLET,

XUEORETEZSRL., FHELCKEUTAZOEZERELE T,
FHERNODEZAI—2Z22RL, FEIRUTRAN—ZRELET,

Amazon SNS 8L MQTT XY -2 ZEFETB T V23V E2ETLETD,

ADEE

"seedTemperatureInput" &, TUT7DTFATIR—A VAR AZERL. TOBRE/INT X—

BEERIDLEDICEAETIAET,

ALK CLION> R:

aws iotevents create-input --cli-input-json file://seedInput.json

7 74 )l: seedInput.json

{
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "areald" },
{ "jsonPath": "desiredTemperature" 3},
{ "jsonPath": "allowedError" },
{ "jsonPath": "rangeHigh" },
{ "jsonPath": "rangelLow" },
{ "jsonPath": "anomalousHigh" },
{ "jsonPath": "anomalousLow" },
{ "jsonPath": "sensorCount" },
{ "jsonPath": "noDelay" }
]
}
}
LARVA:

ANER
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"inputConfiguration": {
"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/

seedTemperatureInput",
"lastUpdateTime": 1557519620.736,

"creationTime": 1557519620.736,
"inputName": "seedTemperatureInput",
"inputDescription": "Temperature seed values."

"temperatureInput" &, ABIZBU T, EIVTOEEH—HISEBENBIMBENHYE
CB
fEAL Kz CLIOX > K:

aws iotevents create-input --cli-input-json file://temperaturelnput.json

7 7 4 )L: temperatureInput.json

{
"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data.",
"inputDefinition": {
"attributes": [
{ "jsonPath": "sensorId" },
{ "jsonPath": "areald" },
{ "jsonPath": "sensorData.temperature" }
]
}
}
LARVA:
{

"inputConfiguration": {

"status": "ACTIVE",
"inputArn": "arn:aws:iotevents:us-west-2:123456789012:input/temperaturelnput",

"lastUpdateTime": 1557519707.399,
"creationTime": 1557519707.399,
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"inputName": "temperaturelnput",
"inputDescription": "Temperature sensor unit data."

FATIOR—FETFTIDES

"areaDetectorModel" &, FA41T IR —A VARV AN EDLDICHMETINEZERZLEFT., &

—_

"state machine" 1 AZ AW, BEtE H—0OGKEV)EZEV)IAK, REEZZLZEL T, Z
NSORAIMYEICIHSUTHBAXY E—2BFEELET,

AL CLION> R:

aws iotevents create-detector-model --cli-input-json file://areaDetectorModel. json

7 74 )l: areaDetectorModel. json

"detectorModelName": "areaDetectorModel",
"detectorModelDefinition": {
"states": [

{

"stateName": "start",
"onEnter": {
"events": [

{
"eventName": "prepare",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "OQ"

}

},
{

"setVariable": {
"variableName": "reportedTemperature",
"value": "0.1"

}

},
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{
"setVariable": {
"variableName": "resetMe",
"value": "false"
}
}
]
}
]
.
"onInput": {

"transitionEvents": [

{

"eventName": "initialize",
"condition": "$input.seedTemperatureInput.sensorCount > @",
"actions": [
{
"setVariable": {
"variableName": "rangeHigh",
"value": "$input.seedTemperatureInput.rangeHigh"
}
I
{
"setVariable": {
"variableName": "rangelLow",
"value": "$input.seedTemperatureInput.rangelLow"
}
I
{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "averageTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
I
{
"setVariable": {
"variableName": "allowedError",
"value": "$input.seedTemperatureInput.allowedError"

TATOE—ETIDES
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}
I
{
"setVariable": {
"variableName": "anomalousHigh",
"value": "$input.seedTemperatureInput.anomalousHigh"
}
I
{
"setVariable": {
"variableName": "anomalousLow",
"value": "$input.seedTemperatureInput.anomalouslLow"
}
I
{
"setVariable": {
"variableName": "sensorCount",
"value": "$input.seedTemperatureInput.sensorCount"
}
I
{
"setVariable": {
"variableName": "noDelay",
"value": "$input.seedTemperatureInput.noDelay == true"
}
}
1,
"nextState": "idle"
},
{
"eventName": "reset",
"condition": "($variable.resetMe == true) &&

($input.temperatureInput.sensorData.temperature < $variable.anomalousHigh &&
$input.temperatureInput.sensorData.temperature > $variable.anomalouslLow)",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
1,

"nextState": "idle"
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"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"

"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"

}
]
},
"onExit": {
"events": [
{
"eventName": "resetHeatCool",
"condition": "true",
"actions": [
{
"sns": {
}
I
{
"sns": {
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/Off"
}
}
]
}
]
}
I
{
"stateName": "idle",
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",

"actions": [

TATOE—ETIDES
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{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
1,
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
1,
{
"eventName": "changeDesired",
"condition": "$input.seedTemperaturelnput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperatureInput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelnput.sensorData.temperature >
$variable.anomalousLow",
"actions": [
{
"setVariable": {
"variableName": "averageTemperature",

"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"

}

}
]I

"transitionEvents": [

TATOE—ETIDES
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{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "idle"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"

iy
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"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <
$variable.rangelLow",

"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
1,
{

"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"

}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "heating"
I
{
"eventName": "highTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) >
($variable.desiredTemperature + $variable.allowedError))",
"actions": [

{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{

"iotTopicPublish": {
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"mqttTopic": "hvac/Cooling/On"

}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
I
{
"eventName": "lowTemperatureThreshold",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <
($variable.desiredTemperature - $variable.allowedError))",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
I
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"

}
1,

"nextState": "heating"
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"stateName": "cooling",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{
"setTimer": {
"timerName": "coolingTimer",
"seconds": 180
}
},
{

"setVariable": {
"variableName": "goodToGo",
"value": "false"

}

}
]
},
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
},
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState",
"value": "false"

}

}
]
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}
]
},
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput.sensorId"
}
I
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperatureInput.sensorData.temperature"
}
}
]
I
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureIlnput.desiredTemperature"
}
}
]
},
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{

TATOE—ETIDES
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"setVariable": {

"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
I
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"coolingTimer\"))",
"actions": [
{
"setVariable": {
"variableName": "goodToGo",
"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelInput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "cooling"
1,
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature >

$variable.rangeHigh",
"actions": [
{
"iotTopicPublish": {

TATOE—ETIDES
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"mqttTopic": "temperatureSensor/spike"
}
}

1,

"nextState": "cooling"
1,
{

"eventName": "lowTemperatureSpike",

"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
},
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOn"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"
}
1,
{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/On"
}
},
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,

TATOE—ETIDES

126



AWS loT Events MERENAR

"nextState": "heating"

iy

"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount) <=
($variable.desiredTemperature - $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:cool0ff"
}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0Off"

}
]I

"nextState": "idle"

iy

"stateName": "heating",
"onEnter": {
"events": [

{
"eventName": "delay",
"condition": "!$variable.noDelay && $variable.enteringNewState",
"actions": [
{

"setTimer": {
"timerName": "heatingTimer",
"seconds": 120
}
I
{

"setVariable": {
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"variableName": "goodToGo",
"value": "false"
}
}
]
I
{
"eventName": "dontDelay",
"condition": "$variable.noDelay == true
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
"value": "true"

}

}
]
I
{
"eventName": "beenHere",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "enteringNewState
"value": "false"

}

}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "whatWasInput",
"condition": "true",
"actions": [
{

"setVariable": {
"variableName": "sensorId",
"value": "$input.temperatureInput

}

n
’

n
’

.sensorId"
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},
{
"setVariable": {
"variableName": "reportedTemperature",
"value": "$input.temperaturelnput.sensorData.temperature"
}
}
]
},
{
"eventName": "changeDesired",
"condition": "$input.seedTemperatureInput.desiredTemperature !=

$variable.desiredTemperature",
"actions": [

{
"setVariable": {
"variableName": "desiredTemperature",
"value": "$input.seedTemperatureInput.desiredTemperature"
}
}
]
1,
{
"eventName": "calculateAverage",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.anomalousHigh && $input.temperaturelInput.sensorData.temperature >
$variable.anomalousLow",
"actions": [

{
"setVariable": {
"variableName": "averageTemperature",
"value": "((($variable.averageTemperature * ($variable.sensorCount
- 1)) + $input.temperaturelnput.sensorData.temperature) / $variable.sensorCount)"
}
}
]
},
{
"eventName": "areWeThereYet",
"condition": "(timeout(\"heatingTimer\"))",
"actions": [
{

"setVariable": {
"variableName": "goodToGo",
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"value": "true"
}
}
]
}
1,
"transitionEvents": [
{
"eventName": "anomalousInputArrived",
"condition": "$input.temperaturelnput.sensorData.temperature >=
$variable.anomalousHigh || $input.temperaturelnput.sensorData.temperature <=

$variable.anomalousLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/anomaly"
}
}
1,
"nextState": "heating"
},
{
"eventName": "highTemperatureSpike",
"condition": "$input.temperaturelInput.sensorData.temperature >

$variable.rangeHigh",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"
}
1,
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:coo0lOn"
}
1,
{

"iotTopicPublish": {
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"mqttTopic": "hvac/Heating/Off"

}
},
{
"iotTopicPublish": {
"mqttTopic": "hvac/Cooling/0On"
}
I
{
"setVariable": {
"variableName": "enteringNewState",
"value": "true"
}
}
1,
"nextState": "cooling"
},
{
"eventName": "lowTemperatureSpike",
"condition": "$input.temperaturelnput.sensorData.temperature <

$variable.rangelLow",
"actions": [

{
"iotTopicPublish": {
"mqttTopic": "temperatureSensor/spike"
}
}
1,
"nextState": "heating"
},
{
"eventName": "desiredTemperature",
"condition": "(((($variable.averageTemperature * ($variable.sensorCount

- 1)) + $input.temperatureInput.sensorData.temperature) / $variable.sensorCount) >=
($variable.desiredTemperature + $variable.allowedError)) && $variable.goodToGo ==
true",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-west-2:123456789012:heatOff"

iy
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{
"iotTopicPublish": {
"mqttTopic": "hvac/Heating/Off"
}
}
1,
"nextState": "idle"
}
]
}
}
1,
"initialStateName": "start"

iy

"key": "areald",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole"

L ARV A:

"detectorModelConfiguration": {
"status": "ACTIVATING",
"lastUpdateTime": 1557523491.168,
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"creationTime": 1557523491.168,
"detectorModelArn": "arn:aws:iotevents:us-west-2:123456789012:detectorModel/
areaDetectorModel",
"key": "areald",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchPutMessage @ 4l

DTk, "BatchPutMessage" ZFAL T, TUTOFATIR—A VAR AZEKL.,
HEENTA—REZERZLET,

AL CLION> R:
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aws iotevents-data batch-put-message --cli-input-json file://seedExample.json --cli-
binary-format raw-in-base64-out

77 14)l: seedExample. json

"messages": [
{
"messageld": "00001",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\": 20.0, \"allowedError
\": 0.7, \"rangeHigh\": 30.0, \"rangeLow\": 15.0, \"anomalousHigh\": 60.0,
\"anomalousLow\": 0.0, \"sensorCount\": 10, \"noDelay\": false}"

}

L ARV A:

"BatchPutMessageErrorEntries": []

COBITIE, "BatchPutMessage" ZFAL T, TUT7HO 1 20 H—0DREE>T—0OFk
MEZHRELET,

AL CLION> K:

aws iotevents-data batch-put-message --cli-input-json file://temperatureExample.json --
cli-binary-format raw-in-base64-out

774 )L: temperatureExample. json

"messages": [
{
"messageld": "00005",
"inputName": "temperaturelnput",
"payload": "{\"sensorId\": \"@5\", \"areaId\": \"Area51\", \"sensorData\":
{\"temperature\": 23.12} }"
}
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]
}
L AR A:
{
"BatchPutMessageErrorEntries": []
}

COFITIE, "BatchPutMessage" ZEALTIUTOENOREZZEELE T,

ALK CLION> R:

aws iotevents-data batch-put-message --cli-input-json file://seedSetDesiredTemp.json --

cli-binary-format raw-in-base64-out

7 74 )l: seedSetDesiredTemp. json

{
"messages": [
{
"messageld": "0000l1",
"inputName": "seedTemperatureInput",
"payload": "{\"areaId\": \"Area51\", \"desiredTemperature\":
}
]
}
LARVA:
{
"BatchPutMessageErrorEntries": []
}

23.0}"

AreaSl FAT IR —A VAR AL 2 TEKE Nz Amazon SNS X v 2—= 0 4

Heating system off command> {
"eventTime":1557520274729,
"payload":{

BatchPutMessage M5l
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"actionExecutionId":"f3159081-bac3-38a4-96f7-74af0940d0a4",
"detector":{
"detectorModelName" :"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"
I
"eventTriggerDetails":{
"inputName":"seedTemperatureInput",
"messageld":"00001",
"triggerType":"Message"
},
"state":{
"stateName":"start",
"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalouslLow":0.0,
"sensorId":0
I
"timers":{}
}
},

"eventName":"resetHeatCool"

Cooling system off command> {
"eventTime" :1557520274729,

"payload":{
"actionExecutionId":"98f6alb5-8f40-3cdb-9256-93afd4d66192",
"detector":{

"detectorModelName":"areaDetectorModel",
"keyValue":"Area51",
"detectorModelVersion":"1"
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},

"eventTriggerDetails":{
"inputName":"seedTemperaturelnput",
"messageld":"00001",
"triggerType'":"Message"

.

"state":{

"stateName":"start",

"variables":{
"sensorCount":10,
"rangeHigh":30.0,
"resetMe":false,
"enteringNewState":true,
"averageTemperature":20.0,
"rangelLow":15.0,
"noDelay":false,
"allowedError":0.7,
"desiredTemperature":20.0,
"anomalousHigh":60.0,
"reportedTemperature":0.1,
"anomalousLow":0.0,
"sensorId":0

},

"timers":{}

}
iy

"eventName":"resetHeatCool"

CDHITIE, "DescribeDetector" APl ZERAL T, T4 T IR —A 2V AZ ADBRIEDIREEIZES
ITREHREMBLET,

aws iotevents-data describe-detector --detector-model-name areaDetectorModel --key-
value Area5l

L AR A:

"detector": {
"lastUpdateTime": 1557521572.216,
"creationTime": 1557520274 .405,
"state": {
"variables": [
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iy

Ilnamell .

"value":

Ilnamell .

"value":

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .
"value

Ilnamell .

"value":

"resetMe",
"false"

"rangelLow",
"15.0"

"noDelay",
"false"

"desiredTemperature",
Il2®.®"

"anomalousLow",
IIQ.QII

"sensorId",

Il\ll@l\ll n

"sensorCount",
Il1®ll

"rangeHigh",
"30.0"

"enteringNewState",
"false"

"averageTemperature",
"19.572"

"allowedError",
Il®.7ll

BatchPutMessage M5l
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{
"name": "anomalousHigh",
"value": "60.0"
.
{
"name": "reportedTemperature",
"value": "15.72"
.
{
"name": "goodToGo",
"value": "false"
}
1,
"stateName": "idle",
"timers": [
{
"timestamp": 1557520454.0,
"name": "idleTimer"
}
]
},
"keyValue": "Area5l",
"detectorModelName": "areaDetectorModel",
"detectorModelVersion": "1"

BatchUpdateDetector @ 4

COfITIE, "BatchUpdateDetector" ZFAL T, BMEROTF AT IR —A 2 AR ADEEN

TX—RZZEELEY,
EAL K CLION> R:

aws iotevents-data batch-update-detector --cli-input-json file://areaDM.BUD.json

774 )L: areaDM.BUD. json

"detectors": [

{
"messageId": "0001",

BatchUpdateDetector @ 4l
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"detectorModelName": "areaDetectorModel",
"keyValue": "Areab5l",
"state": {
"stateName": "start",
"variables": [
{
"name": "desiredTemperature",
"value": "22"

"name": "averageTemperature",
Ilvaluell. II22II

"name": "allowedError",
"value": "1.0"

"name": "rangeHigh",
"value": "30.0"

"name": "rangeLow",
"value": "15.0"

"name": "anomalousHigh",
"value": "60.0"

"name": "anomalousLow",
Ilvaluell. Il@ 0"

"name": "sensorCount",
Ilvaluell. II12II

"name": "noDelay",
"value": "true"

"name": "goodToGo",
"value": "true"

BatchUpdateDetector @) 5l 139
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},
{
"name": "sensorId",
"value": "0Q"
},
{
"name": "reportedTemperature",
"value": "0Q.1"
},
{
"name": "resetMe",
"value": "true"
}
1,
"timers": [
]
}
}
]
}
LARVA:
{

An error occurred (InvalidRequestException) when calling the BatchUpdateDetector
operation: Number of variables in the detector exceeds the limit 10

}

AWS loT Core L—=ILIT > 2> OBl

RO —ILIE, AWS IoT Events MQTT XY tE—2 S Y ROUBFIUIVIARMNXYE—2ELTER
TLET, FATFI9F—FTFINICE>THIBPE B ZEEOMEEL & AFNBEAICK L T AWS loT
Core "EEREETNTVWBERELET,

ZOBFITIEE, "Area51HeatingUnit" & KT "Area51CoolingUnit" EWSERNDENEEEL
Fl i,

AL CLION> R:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOffRule.json

7 7 14 )L: ADMShadowCool0ffRule.json

AWS loT Core L—=ILIT > > 0l 140
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{
"ruleName": "ADMShadowCoolOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/Off'",
"description": "areaDetectorModel mqtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [ZE]

AL CLION> K:

aws iot create-topic-rule --cli-input-json file://ADMShadowCoolOnRule.json

7 7 4 )L: ADMShadowCool0OnRule. json

{
"ruleName": "ADMShadowCoolOn",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Cooling/On'",
"description'": "areaDetectorModel mqgtt topic publish to cooling unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}CoolingUnit/shadow/
update",

"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

AWS loT Core L—=ILIT > 04l 141
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L AR A [Z]
FEAL & CLI OV R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOffRule.json

7 7 4 )L: ADMShadowHeatOffRule. json

{
"ruleName": "ADMShadowHeatOff",
"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/Off'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSglVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:ro0le/service-role/ADMShadowRole"
}
}
]
}
}

L AR A [ZE]
fEAL & CLI OV R:

aws iot create-topic-rule --cli-input-json file://ADMShadowHeatOnRule.json

7 7 4 )L: ADMShadowHeatOnRule. json

AWS loT Core L—=ILIT > 04l 142
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{
"ruleName": "ADMShadowHeatOn",

"topicRulePayload": {
"sql": "SELECT topic(3) as state.desired.command FROM 'hvac/Heating/On'",
"description": "areaDetectorModel mqtt topic publish to heating unit shadow
request",
"ruleDisabled": false,
"awsIotSqlVersion": "2016-03-23",
"actions": [
{
"republish": {
"topic": "$$aws/things/${payload.detector.keyValue}HeatingUnit/shadow/
update",
"roleArn": "arn:aws:iam::123456789012:role/service-role/ADMShadowRole"

L AR A [Z]

2L—2

de =
=R

ZLDIL—2OARL—2—, BBOXDTFVAREERBIVESRFRZREL. BYZE
MEN)H—LEVWEZEATVET, BIL—VICRE—Z—HDHVET. T—2—E. EHER
ELETIBHMESECXYE—J (AD) ZEBLET. ARL—F—R&. 2D2OLARILODART
TATIR—2BEELTVET,

c VDL—=2ULARILDARYNTFATOR—
e TR —LARILDARNFATIOR—

E—R—N5DOXYtE— ("craneld" & "motorId" MAFNDXRTF—REEL) ZFEAL T,
FARL—Z—REBNEIIN—FT1 I ZFRALTHAADLARILOAR NTFATIR—RETTER
o AR RNFHNFEhBEE, BAGETS Amazon SNS REY VICEFEE B HEN H V)
T, ARL—F—F, EETIBHINRELBVRDICTFATIR—ETFIERETEET,

COBIE, ROMEZRLTLERT,
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« ANDDAER., FeAEY), EF. HIBR (CRUD),

s ARVRNTFATIOE—FFINETREFTRBN-2I2DARYNTFATIR—DOER, FthEY),
E#. HIER (CRUD),

c 1 DDANEEBRODARNTFATFIR—IZIL—TFT1290LFET,
« FATIOEZ—FFIADAIDELY) A,
s NUH—RHBESATHA40IL4R NOFH,

s FENOREAZEZSRL, FHEICBUTAEDERZ
NOA—TINVII—Z— BLETI

« ER. RE,

RET B M.
3

LF—TANL—232,
« SNSZ—4'Y N&FEAL /= ActionsExecutor TOF7 U< 3> NDEIT,

AN R

#Create Pressure Input

aws iotevents
aws iotevents
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://pressurelnput.json
describe-input --input-name Pressurelnput
update-input --cli-input-json file://pressurelnput.json

list-inputs
delete-input --input-name PressureInput

#Create Temperature Input

aws iotevents
aws iotevents
aws iotevents
aws iotevents
aws iotevents

#Create Motor
aws iotevents
aws iotevents
aws iotevents

create-input --cli-input-json file://temperaturelnput.json
describe-input --input-name TemperaturelInput
update-input --cli-input-json file://temperaturelnput.json

list-inputs
delete-input --input-name TemperatureInput

Event Detector using pressure and temperature input
create-detector-model --cli-input-json file://motorDetectorModel.json
describe-detector-model --detector-model-name motorDetectorModel
update-detector-model --cli-input-json file://

updateMotorDetectorModel. json

aws iotevents
aws iotevents
aws iotevents

#Create Crane
aws iotevents

list-detector-models
list-detector-model-versions --detector-model-name motorDetectorModel
delete-detector-model --detector-model-name motorDetectorModel

Event Detector using temperature input
create-detector-model --cli-input-json file://craneDetectorModel. json

IR R
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aws iotevents describe-detector-model --detector-model-name craneDetectorModel

aws iotevents update-detector-model --cli-input-json file://
updateCraneDetectorModel. json

aws iotevents list-detector-models

aws iotevents list-detector-model-versions --detector-model-name craneDetectorModel
aws iotevents delete-detector-model --detector-model-name craneDetectorModel

#Replace cranelds
sed -i '' "s/100008/100009/g" messages/*

#Replace motorlIds
sed -1 '' "s/200008/200009/g" messages/*

#Send HighPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highPressureMessage.json --cli-binary-format raw-in-base64-out

#Send HighTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
highTemperatureMessage.json --cli-binary-format raw-in-base64-out

#Send LowPressure message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowPressureMessage.json --cli-binary-format raw-in-base64-out

#Send LowTemperature message
aws iotevents-data batch-put-message --cli-input-json file://messages/
lowTemperatureMessage.json --cli-binary-format raw-in-base64-out

F4FHR—FEF)L

7 74 )L: craneDetectorModel. json

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
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"eventName"
"condition"

"actions":

{

: "init",
: "true",

L

"setVariable": {

"variableName": "craneThresholdBreached",
"value": "OQ"
}
}
]
}
]
},
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 35",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
},
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 25",
"actions": [
{

FAFoR—E7)L
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"setVariable": {

"craneThresholdBreached",

"variableName":
"value": "OQ"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
},
"key": "craneid",
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

BEOTFATIOR—EFINEEH TS, 77 4)L: updateCraneDetectorModel

"detectorModelName": "craneDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

.json

"craneThresholdBreached",

"alarmRaised",

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName":
"value": "OQ"
}
},
{
"setVariable": {
"variableName":
"value": "'false'"
}
}

FAFoR—E7)L
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]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated",
"condition": "$input.TemperatureInput.temperature > 30",
"actions": [
{
"setVariable": {
"variableName": "craneThresholdBreached",
"value": "$variable.craneThresholdBreached + 1"
}
}
]
I
{
"eventName": "Crane Threshold Breached",
"condition": "$variable.craneThresholdBreached > 5 &&
$variable.alarmRaised == 'false'",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:CraneSNSTopic"
}
},
{
"setVariable": {
"variableName": "alarmRaised",
"value": "'true'"
}
}
]
},
{
"eventName": "Underheated",
"condition": "$input.TemperatureInput.temperature < 10",
"actions": [
{

"setVariable": {
"variableName": "craneThresholdBreached",
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Ilvaluell: Il@ll

]I

"initialStateName": "Running"

I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

7 7 4 )L: motorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [

{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "OQ"
}
}
]
}
]
.
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
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"condition": "$input.Pressurelnput.pressure > 70 &&
$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
}
]
}
]
}
}
1,
"initialStateName": "Running"
},
"key": "motorid",

"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

BEOTFATIOR—ETINEEHI S, 77 4J)l:updateMotorDetectorModel. json

"detectorModelName": "motorDetectorModel",
"detectorModelDefinition": {
"states": [
{
"stateName": "Running",
"onEnter": {
"events": [
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{
"eventName": "init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "0Q"
}
}
]
}
]
I
"onInput": {
"events": [
{
"eventName": "Overheated And Overpressurized",
"condition": "$input.Pressurelnput.pressure > 70 &&

$input.TemperatureInput.temperature > 30",
"actions": [

{
"setVariable": {
"variableName": "motorThresholdBreached",
"value": "$variable.motorThresholdBreached + 1"
}
}
]
},
{
"eventName": "Motor Threshold Breached",
"condition": "$variable.motorThresholdBreached > 5",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
east-1:123456789012:MotorSNSTopic"
}
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]I

"initialStateName": "Running"

I
"roleArn": "arn:aws:iam::123456789012:role/columboSNSRole"

AT

7 74 )L: pressurelnput.json

{
"inputName": "Pressurelnput",
"inputDescription": "this is a pressure input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "pressure"}
]
}
}

7 74 )l: temperatureInput.json

{
"inputName": "TemperatureInput",
"inputDescription": "this is temperature input description",
"inputDefinition": {
"attributes": [
{"jsonPath": "temperature"}
]
}
}
XY=

7 74 )L: highPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "PressurelInput",
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"payload": "{\"craneid\": \"100009\", \"pressure\": 80, \"motorid\":
\I|200009\I| } 1]

7 74 )l: highTemperatureMessage. json

{
"messages": [
{
"messageId": "2",
"inputName": "Temperaturelnput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 40, \"motorid\":
\nz@@@@g\n } "
}

774 )L: lowPressureMessage. json

{
"messages": [
{
"messageId": "1",
"inputName": "Pressurelnput",

"payload": "{\"craneid\": \"100009\", \"pressure\": 20, \"motorid\":
\||200009\|| } n
}

774 )L: lowTemperatureMessage. json

{
"messages": [
{
"messageId": "2",
"inputName": "TemperatureInput",

"payload": "{\"craneid\": \"100009\", \"temperature\": 20, \"motorid\":
\uz@@@@g\u } n
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}

=TTV T—23VICRBDARY MR

CDTFATIZ—FFIIE. AWSIloT Events AV —ILASKEATESTF>7L—KD 12T,

EELE, CCICBELEY,

"detectorModelName": "EventDetectionSensorsAndApplications",
"detectorModelDefinition": {

"states": [

{
"onInput": {
"transitionEvents": [],
"events": []
},
"stateName": "Device_exception",
"onEnter": {
"events": [
{
"eventName": "Send_mqtt",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "Device_stolen"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {

"transitionEvents": [

{

TOH—ETTVT—2aVICRBARY M
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"eventName": "To_in_use",
"actions": [],
"condition": "$variable.position !=
$input.AWS_IoTEvents_Blueprints_Tracking_DevicelInput.gps_position",
"nextState": "Device_in_use"
}
1,
"events": []
},
"stateName": "Device_idle",

"onEnter": {
"events": [

{
"eventName": "Set_position",
"actions": [
{
"setVariable": {
"variableName": "position",
"value":
"$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.gps_position"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_exception",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_Tracking_UserInput.device_id !=
$input.AWS_IoTEvents_Blueprints_Tracking_DeviceInput.device_id",
"nextState": "Device_exception"

]I

"events": []

TOH—ETTVT—2aVICRBARY M
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iy
"stateName": "Device_in_use",
"onEnter": {

"events": []

},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Device_idle"

7 /\ 14 A HeartBeat

CDTFATIZ—FFIIE. AWSIloT Events AV —ILASKEATESTF>>7L—KD 12T,
EELE, CCICBELEXT,

{
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{
"eventName": "To_normal",
"actions": [],
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")",
"nextState": "Normal"
}

1,
"events": []
.
"stateName": "Offline",
"onEnter": {
"events": [
{
"eventName": "Send_notification",
"actions": [

{
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"sns": {
"targetArn": "sns-topic-arn"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "Go_offline",
"actions": [],
"condition": "timeout(\"awake\")",
"nextState": "Offline"
}
1,
"events": [
{
"eventName": "Reset_timer",
"actions": [
{
"resetTimer": {
"timerName": "awake"
}
}
1,
"condition":
"currentInput(\"AWS_IoTEvents_Blueprints_Heartbeat_Input\")"
}
]
.
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Create_timer",

"actions": [

/N1 A HeartBeat
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{
"setTimer": {
"seconds": 300,
"timerName": "awake"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Heartbeat_Input.value > Q"
}
]
.
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"

ISA 7 Z—A
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EELE, CCICBELEY,

"detectorModelName": "AWS_IoTEvents_Blueprints_ISA_Alarm",
"detectorModelDefinition": {
"states": [

{
"onInput": {
"transitionEvents": [
{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"
.
{

ISAT7Z—LA
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"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"ack\"",

"nextState": "Acknowledged"

},

{
"eventName": "unshelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"unack\"",
"nextState": "Unacknowledged"

},
{

"eventName": "unshelve",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unshelve\" &&
$variable.state == \"normal\"",

"nextState": "Normal"

}

1,

"events": []

iy

"stateName": "Shelved",
"onEnter": {
"events": []
.
"onExit": {
"events": []

}
I
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"
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},

{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",

"nextState": "Normal"

I

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

1,

"events": []
.
"stateName": "RTN_Unacknowledged",
"onEnter": {

"events": [

{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"rtnunack\""
}
}
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1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "abnormal_condition",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value > $variable.higher_threshold ||
$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value < $variable.lower_threshold",
"nextState": "Unacknowledged"

.

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
15
"events": [
{
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"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "lower_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.lower_threshold"
}
},
{
"setVariable": {
"variableName": "higher_threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.higher_threshold"
}
}
1,
"condition": "$variable.lower_threshold !=
$variable.lower_threshold"
}
]
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\'"normal\""
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
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"onInput": {
"transitionEvents": [
{
"eventName": "acknowledge",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"acknowledge\"",
"nextState": "Acknowledged"

},

{
"eventName": "return_to_normal",
"actions": [],
"condition":

"($input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value <= $variable.higher_threshold
&& $input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.value >=
$variable.lower_threshold)",

"nextState": "RTN_Unacknowledged"

.

{
"eventName": "shelve",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

},

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

I

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": []
I
"stateName": "Unacknowledged",

"onEnter": {
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"events": [

{

"eventName": "State Save",

"actions": [

{

"setVariable": {
"variableName":

Ilvaluell: Il\llunack\llll

]I

"condition": "true"

iy
"onExit": {
"events": []

"onInput": {
"transitionEvents": [

{

"eventName": "unsuppression",

"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command ==

$variable.state == \"normal\"",

"nextState": "Normal"

iy
{

"eventName": "unsuppression",

"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command ==

$variable.state == \"unack\"",

"nextState": "Unacknowledged"

iy
{

"eventName": "unsuppression",

"actions": [],
"condition":

"state",

\"unsuppressed\" &&

\"unsuppressed\" &&

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&

$variable.state == \"ack\"",

ISAT7Z—LA
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"nextState": "Acknowledged"

1,

{
"eventName": "unsuppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"unsuppressed\" &&
$variable.state == \"rtnunack\"",
"nextState": "RTN_Unacknowledged"

}
1,
"events": []
},
"stateName": "Suppressed_by_design",

"onEnter": {
"events": []

},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "return_to_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"rtnunack\"",

"nextState": "RTN_Unacknowledged"

I
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"unack\"",

"nextState": "Unacknowledged"

I
{

"eventName": "return_to_service",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"ack\"",

"nextState": "Acknowledged"

},
{

"eventName": "return_to_service",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"add\" && $variable.state
== \"normal\"",

"nextState": "Normal"

}
1,
"events": []
I
"stateName": "Out_of_service",
"onEnter": {
"events": []
I
"onExit": {
"events": []
}
I
{
"onInput": {
"transitionEvents": [
{

"eventName": "re-alarm",

"actions": [],

"condition": "timeout(\"snooze\")",

"nextState": "Unacknowledged"

},
{

"eventName": "return_to_normal",

"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"reset\"",

"nextState": "Normal"

I
{

"eventName": "shelve",

"actions": [],
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"condition":
"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"shelve\"",
"nextState": "Shelved"

I

{
"eventName": "remove_from_service",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"remove\"",

"nextState": "Out_of_service"

},

{
"eventName": "suppression",
"actions": [],
"condition":

"$input.AWS_IoTEvents_Blueprints_ISA_Alarm_Input.command == \"suppressed\"",
"nextState": "Suppressed_by_design"

}
1,
"events": []
},
"stateName": "Acknowledged",

"onEnter": {
"events": [

{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 60,
"timerName": "snooze"
}
}
1,
"condition": "true"
I
{
"eventName": "State Save",
"actions": [
{
"setVariable": {
"variableName": "state",
"value": "\"ack\""
}
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}
1,
"condition": "true"
}
]
.
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
},
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State in accordance to the ISA 18.2.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

SOTNBTT—A

CODTFATIRZ—FFILIE., AWSIloTEvents AV —=I)IASKETEDT>7L—MD1DTT,
EELE, C2ICBBLET,

{
"detectorModelDefinition": {
"states": [
{
"onInput": {
"transitionEvents": [
{
"eventName": "not_fixed",
"actions": [],
"condition": "timeout(\"snoozeTime\")",
"nextState": "Alarming"
},
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
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}
1,
"events": [
{
"eventName": "DND",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "1"
}
}
1,
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"dnd\""
}
]
I
"stateName": "Snooze",
"onEnter": {
"events": [
{
"eventName": "Create Timer",
"actions": [
{
"setTimer": {
"seconds": 120,
"timerName": "snoozeTime"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
"onInput": {
"transitionEvents": [
{
"eventName": "out_of_range",
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"actions": [],

"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.value > $variable.threshold",
"nextState": "Alarming"
}
1,
"events": [
{
"eventName": "Create Config variables",
"actions": [
{
"setVariable": {
"variableName": "threshold",
"value":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.threshold"
}
}
1,
"condition": "$variable.threshold != $variable.threshold"
}
]
I
"stateName": "Normal",
"onEnter": {
"events": [
{
"eventName": "Init",
"actions": [
{
"setVariable": {
"variableName": "dnd_active",
"value": "0Q"
}
}
1,
"condition": "true"
}
]
},
"onExit": {
"events": []
}
},
{
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"onInput": {
"transitionEvents": [
{
"eventName": "reset",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"reset\"",
"nextState": "Normal"
},
{
"eventName": "acknowledge",
"actions": [],
"condition":
"$input.AWS_IoTEvents_Blueprints_Simple_Alarm_Input.command == \"acknowledge\"",
"nextState": "Snooze"
}
1,
"events": [
{
"eventName": "Escalated Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:escalatedAlarmNotification”
}
}
1,
"condition": "timeout(\"unacknowledgeTIme\")"
}
]
I
"stateName": "Alarming",

"onEnter": {
"events": [

{
"eventName": "Alarm Notification",
"actions": [
{
"sns": {
"targetArn": "arn:aws:sns:us-
west-2:123456789012:alarmNotification"
}
I
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{
"setTimer": {
"seconds": 300,
"timerName": "unacknowledgeTIme"
}
}
1,
"condition": "$variable.dnd_active != 1"
}
]
},
"onExit": {
"events": []
}
}
1,
"initialStateName": "Normal"
I
"detectorModelDescription": "This detector model is used to detect if a monitored

device is in an Alarming State.",
"roleArn": "arn:aws:iam::123456789012:role/IoTEventsRole",
"key": "alarmId"

1
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d. (A723a2V)BMOAARZLAXY =210, T7—ANBRHETINBERBFEEN RITTDL
BOHDTOAVEHATIAYE-IZADLET,

8. AVARVAEYZAVTR, COTF—ALAETFINETVWTERENEINTOTS—LTY
AR ACENEREFEMITERT,

9. FMREEV>3>T, ROFIEZXRITLET,
a. BR7O—0FE. BHZEVELEEMITEET,
s BEERTDE, P7—LREBABMLECECBHNEZZTEIY T, 77— LREN
EEICRDHIC, BRZHERIZIBENBYET,

- EMWEBRLEBE, POIAVRTETT, AEENfEESEBEICEDE, Po2—ARH
BNICEEORREICEDYET,

FHCOVWTER, "T70—0#FE, 28BLTEEV,

b. FFAT, XOWFIhADOAFTTa>zBRLET,
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s AWSARD—F7L—KrA8FHLVWO—I)LZERTDE,. AWS loT Events A" B EIH
W IAMO—J)LZ#ERKLET,

c COTTZ—LEFINTOaAEETL, HOAWS UY—RAICTIEATEDLSIC
ITHEBREOIAMO—-)ZFERATEEXT,

SMICOWTIE, TAWS loT Events ®ldentity and Access Management; 238 L T
=L\,

c. BIMOBHAFZEICOVWTI. AWS Lambda B EHmEL TT7 S —L BN EEETEE
9. AWS Lambda BEEDOXO A7 a>oVWTFnh ZBIRLET,

« ¥71L L AWS Lambda B8Z2kZ/ER L £9 - AWS loT Events IE# L L) AWS Lambda B %
ERLET,

« BETF M AWS Lambda BA# = EH 9% - AWS Lambda BIZkE i8R L T, BEFD AWS
Lambda ¥z @EHL £,

AT VYAV OFMICOVTE, MO AWS Y—ERADEA) EBRLTIEEL,

d (FA72AV)REOBRETI>IAVOEE, TO—LAREIBNHULLEEZEICETTS 1D
BLE®D AWS lIoT Events 7922 3>z EBMNMTEET,

10. (A7>3a)XT&2EBMLT, P —LEREEBTEET, FHMICOVTIEE., TAWS IoT Events
)Y —ADRTFHT, #BBRBLTLSEETL,

1. [ERX] 2 BRLE T,

S5 — LANDO TS

BRENE7O—ZBMILESRSE, 77— LAREBIBULEEECBHEZTIYERT, 77—A4AIK
WEITRICE. To7—LzM#E, BHL, AL, VEYy b, FEBAX-ALET,

Z—ALANOX (A2YV =)L)
BLTFIZ, AWS IoTEvents AV —=ILTTF S —ALICISET D HEZRLET,

1. AWS loT Events AV —ILICH LA LET,
2. FTES—23RADT, PT5—ALAETFINZBRLET,
3. Z—TYRNOTZ—LEFINZERLET,
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https://docs.aws.amazon.com/iotevents/latest/developerguide/security-iam.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/tagging-iotevents.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/tagging-iotevents.html
https://docs.aws.amazon.com/iotevents/latest/developerguide/iotevents-alarms.html#acknowledge-flow
https://console.aws.amazon.com/iotevents/
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4. FTS—LOVARNED>3I>T, Z—TYRNTFS—LZERLET,
5. TO23arvhAsROFT7Ta>voVWThhzBIRTERT,

« [Acknowledge] (FEF2) - 7 7 —Ald. ACKNOWLEDGED JREEICED V) E T,
- [Disable] (&%h) - 7 5 —Al&, DISABLED REIZED V) ET,
* [Enable] (B%h) - 77— Alk, NORMAL RREEICED V) E T,
« [Reset] (UtY N)-T7Z—LAlk, NORMAL REICED V) ET,
* [Snooze] (AX—X) ZiERL T, UTZ1T3,
1. AR—ANDREZBIRT DD, DNAZLAX—AODREZAHILET,
2. [RTF] ZEBRLE T,

75— Ak, SNOOZE_DISABLED JREEIC#V) £ T,
To—LREOHEMICOVTE., T70—0HER, 25BLTLSEETL,

T S5—ALANDKG (API)
12 EOT7Z—LICKETDICE. XD AWS loT Events APl AR L —2 3 2 EHTEE Y,

« BatchAcknowledgeAlarm
« BatchDisableAlarm
« BatchEnableAlarm

» BatchResetAlarm

» BatchSnoozeAlarm

To—LBHINOER
AWS loT Events l& Lambda B2 ERAL TT7 5 —LABHANEZEELET, AWS loT Events A2t 9

% Lambda B zEAHTIH. HFLVEBEAKRZERTEXT,

Lambda BEELDERK

AWS loT Events I&, 7o—ALDNEFAXA—IBLY SMS BHZEZETEDLDICTS Lambda B
BERHELET,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchAcknowledgeAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchDisableAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchEnableAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchResetAlarm.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchSnoozeAlarm.html
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EH

7 Z—LA®0 Lambda BB ZERT2EEE. ROEHNfBRAELET,

« PO—LNEX—)LEEE SMS BAZEETSEEE. AWS Lambda A" Amazon SES & &K T
Amazon SNS EEETEDELSICTS IAMO—ILNFBETT,

RS —DHl:

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ses:GetIdentityVerificationAttributes",
"ses:SendEmail",
"ses:VerifyEmailIdentity"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [

"sns:Publish",
"sns:0ptInPhoneNumber",
"sns:CheckIfPhoneNumberIsOptedOut"

1,

"Resource": "*"

1,
{
"Effect": "Deny",
"Action": [
"sns:Publish"
1,
"Resource": "arn:aws:sns:*:*:*"
}
]
}

« AWS loT Events & AWS Lambda OEAICEIL AWS U—2 3> #BIRT B2 HURENF HVET,
R=RhEThTWVWBR =230V ANMIDOWTIE, "Amazon Web Services €D ') 7 7L >
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A1 D TAWSIoTEvents DI RRA U RNET A —R 1 HRU[AWS Lambda DT RARA > K
V=52, Z2ZRLTLEEL,

Lambda B8 D 7704

COF1—RKYFITIE., AWS CloudFormation 77 L—hZ ML T Lambda =77 04
LET, CcOF>7L—BIE. Lambda BaZKA Amazon SES & & TF Amazon SNS L EETEZ LS
C92IAMO—/LZBEMNICERLET,

LA IZ, AWS Command Line Interface (AWS CLI) &£ L T CloudFormation AR Y U 2K T S
FEZRLET,

1. FNAADEHKRT aws --version ZRITL T, AWSCLIAMVAR=ILEhTVBRAES
AEFIVIOLET, FMI-COVWTIEE. TAWS Command Line Interface 1—H'—74 4 K1 @
FAWSCLI DA > AKR—)L1 Z5BRBL TS EEL,

2. aws configure list ZR{TL T, COFI—KNUTILOIXNTOAWS VY —RA%EHED
AWS )—=3 > TAWSCLI 2#BELEAESIH EFIVILET, SFHMAICODVTIE. TAWS
Command Line Interface 1—HY'—7H 4 R, ® TAWS CLI MWEEE) Z25RBL T EEL,

3. CloudFormation 7> 7L — b notificationLambda.template.yaml.zip ZF 7> O—RLUE ¥,

(® Note

774D I>O0—RICEEBENHSFESE. CloudFormation 7 7L —kK TET Y
T7L—rZFEATEET,

4. ATV %EBERL, notificationLambda.template.yaml &L TO—HAIICREFELE
ED

5. FNAATR—ZF)LZBME, notificationLambda.template.yaml 77 /)L ZXZ V>
A—RLEFALIVRNIICBEBLET,

6. CloudFormation AZY JZEKTHICIE, XROIAN RZERITLET,

aws cloudformation create-stack --stack-name notificationLambda-stack --template-
body file://notificationLambda.template.yaml --capabilities CAPABILITY_IAM

Z @ CloudFormation 7> 7L — RN ZZEL T, Lambda BB EFTOEEZHAZXIAATEET,
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https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/general/latest/gr/lambda-service.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
samples/notificationLambda.template.yaml.zip
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® Note

AWS Lambda GBI S —Z 2 EBHEITLET. BRICITNTOEFEERZLETSNDIC

TRBRENBZWVEE, AIXRVNEFI-—ATHRFATRLEHEZI > THRICEFE DT
BEMNBHYVET, ERICMBENBA 2 EARINEFYTFYrI2L5IC. BRICKES
XYy t—TF1— (DLQ) ZRETEE T, FMAICOVTIE, TAWS Lambda #*AXOY /N—
HA Ry O "EFHEFVEL ZSBLTLSEETL,

CloudFormation AV =)L TARY V= ERFELRERETZIEETEET, FMICOVTIEE,
TAWS CloudFormation I—H¥—HA R, ® TAZY J0iglE, #5BLTLEETL,

HAR L Lambda BAEDYERK
Lambda B8# & ERK T2 A . AWS loT Events 23 2B ELEETEET,
HNAZ L Lambda B2 ER T HHEE. ROEHNfBREhET,

« Lambda BN EEE N =TI 3 22T LTAWS UY—RAICTIVEATERLSICTRHT
ZEMULET,

« AWS loT Events #1249 % Lambda Bk ZEA T BE S, &4T Python 3.7 T X1 LAZER
LT EEL,

Lambda B8 o 4

import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses = boto3.client('ses"')
sns = boto3.client('sns')
def check_value(target):

if target:

return True
return False

# Check whether email is verified. Only verified emails are allowed to send emails to
or from.
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
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def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the emails
verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from your
account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages. Phone
number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO. Exception
thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %SH:%M:%S')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'], nep.get('keyValue',
'Singleton'), alarm_state['stateName'], timestamp)
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default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule'][ 'operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3} {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:
from_adr = email.get('from')
to_adrs = email.get('to', [])
cc_adrs = email.get('cc', [1)
bcc_adrs = email.get('bcc', [1)
msg = default_msg + '\n' + email.get('additionalMessage', '')
subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email(Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses': cc_adrs,
'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text': {'Data':
msg}}})

logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
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logger.info('SNS messages have been sent')

HMICOVWTIEE, TAWS Lambda FAROY/N—HA Ry ® TAWS Lambda& iy Z25BL TS EE

(AN
CloudFormation 7> 7°'L— &

X @ CloudFormation 7> 7'L—N%&#EHAL T, Lambda BI&EERL £,

AWSTemplateFormatVersion: '2010-09-09'
Description: 'Notification Lambda for Alarm Model'
Resources:
NotificationLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole

Path: "/"
ManagedPolicyArns:
- 'arn:aws:iam::aws:policy/AWSLambdaExecute'
Policies:
- PolicyName: "NotificationLambda"
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Action:

- "ses:GetIdentityVerificationAttributes"
- "ses:SendEmail"
- "ses:VerifyEmailIdentity"
Resource: "*"
- Effect: "Allow"
Action:
- "sns:Publish"
- "sns:0ptInPhoneNumber"
- "sns:CheckIfPhoneNumberIsOptedOut"
Resource: "*"
- Effect: "Deny"
Action:
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- "sns:Publish"
Resource: "arn:aws:sns:*:*:*"
NotificationLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Role: !GetAtt NotificationLambdaRole.Arn
Runtime: python3.7
Handler: index.lambda_handler
Timeout: 300
MemorySize: 3008
Code:
ZipFile: |
import boto3
import json
import logging
import datetime
logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
ses boto3.client('ses"')
sns boto3.client('sns')
def check_value(target):
if target:
return True
return False

# Check whether email is verified. Only verified emails are allowed to send
emails to or from.
def check_email(email):
if not check_value(email):
return False
result = ses.get_identity_verification_attributes(Identities=[email])
attr = result['VerificationAttributes']
if (email not in attr or attr[email]['VerificationStatus'] != 'Success'):
logging.info('Verification email for {} sent. You must have all the
emails verified before sending email.'.format(email))
ses.verify_email_identity(EmailAddress=email)
return False
return True

# Check whether the phone holder has opted out of receiving SMS messages from
your account
def check_phone_number(phone_number):
try:
result = sns.check_if_phone_number_is_opted_out(phoneNumber=phone_number)
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if (result['isOptedOut']):
logger.info( 'phoneNumber {} is not opt in of receiving SMS messages.
Phone number must be opt in first.'.format(phone_number))
return False
return True
except Exception as e:
logging.error('Your phone number {} must be in E.164 format in SSO.
Exception thrown: {}'.format(phone_number, e))
return False

def check_emails(emails):
result = True
for email in emails:
if not check_email(email):
result = False
return result

def lambda_handler(event, context):
logging.info('Received event: ' + json.dumps(event))
nep = json.loads(event.get('notificationEventPayload'))
alarm_state = nep['alarmState']
default_msg = 'Alarm ' + alarm_state['stateName'] + '\n'
timestamp =
datetime.datetime.utcfromtimestamp(float(nep['stateUpdateTime'])/1000).strftime('%Y-
%m-%d %H:%M:%S"')
alarm_msg = "{} {} {3} at {3} UTC ".format(nep['alarmModelName'],
nep.get('keyValue', 'Singleton'), alarm_state['stateName'], timestamp)
default_msg += 'Sev: ' + str(nep['severity']) + '\n'
if (alarm_state['ruleEvaluation']):
property = alarm_state['ruleEvaluation']['simpleRule']['inputProperty']
default_msg += 'Current Value: ' + str(property) + '\n'
operator = alarm_state['ruleEvaluation']['simpleRule']['operator']
threshold = alarm_state['ruleEvaluation']['simpleRule']['threshold"']
alarm_msg += '({} {3 {})'.format(str(property), operator, str(threshold))
default_msg += alarm_msg + '\n'

emails = event.get('emailConfigurations', [])
logger.info('Start Sending Emails')
for email in emails:

from_adr = email.get('from')

to_adrs = email.get('to', [])

cc_adrs = email.get('cc', [])

bcc_adrs = email.get('bcc', []1)

msg = default_msg + '\n' + email.get('additionalMessage',6 '')
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subject = email.get('subject', alarm_msg)
fa_ver = check_email(from_adr)
tas_ver = check_emails(to_adrs)
ccas_ver = check_emails(cc_adrs)
bccas_ver = check_emails(bcc_adrs)
if (fa_ver and tas_ver and ccas_ver and bccas_ver):
ses.send_email (Source=from_adr,
Destination={'ToAddresses': to_adrs, 'CcAddresses':
cc_adrs, 'BccAddresses': bcc_adrs},
Message={'Subject': {'Data': subject}, 'Body': {'Text':
{'Data': msg}}})
logger.info('Emails have been sent')

logger.info('Start Sending SNS message to SMS')
sns_configs = event.get('smsConfigurations', [])
for sns_config in sns_configs:
sns_msg = default_msg + '\n' + sns_config.get('additionalMessage', '')
phone_numbers = sns_config.get('phoneNumbers', [])
sender_id = sns_config.get('senderId')
for phone_number in phone_numbers:
if check_phone_number(phone_number):
if check_value(sender_id):
sns.publish(PhoneNumber=phone_number, Message=sns_msg,
MessageAttributes={'AWS.SNS.SMS.SenderID':{'DataType': 'String', 'StringValue':
sender_id}})
else:
sns.publish(PhoneNumber=phone_number, Message=sns_msg)
logger.info('SNS messages have been sent')

AWS loT Events N2 9% Lambda BBz EHA T3

AWS loT Events N2 32 Lambda B2 FRAL TCT7 S —LBHZEE T2 58 . ROBEHNE
AEhZxd,

« Amazon Simple Email Service (Amazon SES) T E X—/)LBH%ZZEETS E X—I)LT7 RL A& MR
ITRIBENHYET, FHMICOVWTIE. "Amazon Simple Email Service RXOY/N—HA R, @
TAmazon SES TO E X—)L7 RL AR ZSRL T EE L,

BRIV OZZTW 2125, U2OZIVYIOULTX—=)LTRLAZEELET, ANLT ALY
TRIEX—ILEFIVIITRIEETEEXRT,
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« To—LHN SMS BHZEFEIRERE. BEEESICE164 EREFESN7/ - Y N E2EATY
PYRENFHYVET, cOT7#—X Y MIIE +<country-calling-code><area-code><phone-
number> AEENTLVET,

EFRESOH:
TAEFEES E.164 EXADES
TX)AH 206-555-0100 +12065550100
RE 020-1234-1234 +442012341234
DNT7ZTF 8+601+12345 +37060112345

EESZRDT3I(CIE, countrycode.org I 7 VAL T EE LY,

AWS loT Events /1249 % Lambda B8#id. E.164 ERNEFESEZFEAL TVBIAESH %
FIVIOLET, EEL, ERRBEFTEEREChEFLA,. EEEEEESZEADL LN SMS BHA%E
ZELBL 2 EEEERLEGEE., EBREARICELIDCENTEEXET, FYVTREXY E—
TEJOYIUITRUEMENBYET,

ZEENEE

AWS loT Events &, AWS IAM Identity Center (IAM Identity Center) ZfEHAL T, 75—AZEED
SSOT7VEAZEBEEBLET, 77— LNZEHBILBRZEAETESDLSICTSICE. IAM Identity
Center ZBMICL T, Z{E&% IAM Identity Center AN T IZBIMT D HAEHFHY) FT, FMICOV
TIk. TAWS IAM Identity Center 1—H'—HA R, ® "T1—H—0EMN) ZZRLTEZ L,

/A Important

« AWS loT Events, AWS Lambda, & & T IAM Identity Center (CELU AWS U —> 3> %&i&
RIBDUENFHYET,

- AWS #H#E. —EIZ 1 D0 IAM Identity Center U —2 3> D& EHR—KNLULET,
MD1)—2 32T IAM Identity Center ZRIATE D L SICTHHFERE. KRAICEED IAM
Identity Center 32 EZHIBRT D XEN HV ET, FMICOVTIE, TAWS IAM Identity

ZEENERE 189
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Center 1—H%'—H 4 R, ® TIAM Identity Center D) —> 3> F—%, 28RBLTLKEE
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EEENVEE 190
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AWS loT Events Ot&F1 5«

AWS TR, 75TV RDEFIVFTAHNRBESETY, AWS DEFR, EF1VT A ZHREER
TRHEBOEMZREITLDIICBEENET—E LV ER—ERXRYND—IOT—FTIOFvHSRRZE
EISE OF: -

tFIVTAE, AWS LEEFDOEOEERETY, EEHEETITRE. ChzelFTR0EF2
VT ABELTITTRAOEFIVFTAELTHALTVWET,

« UV ROEFIUTA-AWSIF, AWS YTV RTAWS H—ERZERTIDA(VTFANTY
FrEREIDEFZEVET, £, AWS E, FRIZDH—ERAZZ2ICRHLET, F2
DT 40K, AWS IV T SATVATATIZLD—RELT, Y—RN—FT1—DOEEH
BICK > TEHMHICTANS RTBRIEENTVET, AWSIoT Events ICBAENZ 7547
VAZTOVZLAOFEMICIOVTRE., OV T FAT U ATOT T LARNREEAD AWS DH—EA%
SHBLTLEEV,

c VT RHADEXFIVT A -BEHROEFRFEATD AWSOH—ERICK>TREYET, £
. BEERE, BEEOTF—20MEME, HBO0EH, BRCEATREEES IR LDt
DERICODVTEEFERZHVET,

CORFIXNE, AWSIoTEvents Z RT3 &I, EARERTETINEEBRATI I FEEER

THDIC®IAEET, XKORNEYITR, EF21VFABRTAVTFA T AOENEZERT S I-
HIZ AWS loT Events ZE8E T2 HEZRLET, £/, AWSIoTEvents UY—ADEZZV> Y

ERBEICKRIOMD AWS H—ERADFERFEICOVWTEHRBLET,

NEY D

« AWS IoT Events DO DT AT TATABRET IO EAER
» AWS |oT Events DEZ&X )T

« WAV T Z 4T AKREE AWS loT Events

« AWS loT Events TOTREZ 4

« AWS IoT Events TOA 7 ZARNZOFvEFa1UT4

AWS IoT Events DE®ODT AT T ATABROTIEEAEE

AWS Identity and Access Management (IAM) &, BEEN AWS UV —AANOTFT IV AZZ£(1C]
RO=ILTBEHICK/ILID AWS DY —ERATT, IAMERERG, #HERL 1120, #
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(Z AWS loT Events UY —ADER%ZHA T2 PO LAHFAZ2E -2 2HBLET, IAVMT
k. AWS O —EATEMNMBEERELEEA,

RV D

- XWRE

s PATUTATAZFERAL IFREL

« RUS—ERALET I ELAEDEE
- BHfllEC 55

« AWS loT Events & 1AM Q&R %
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"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/Foobar"
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"Resource": "arn:aws:iotevents:us-east-1:123456789012:detectorModel/*"

VY —RZERTBIHODOT O3> rE, —%O AWS loT Events 77232 ik, BEDUY—A
TREFTTEXREA. COLSIBHFEEF. DML RA—R*ZFEAIZIBENBYET,

"Resource": "*"

—EBMD AWS loT Events API 7223 ICik, BHEOVY—ANBEELET, FlzE
CreateDetectorModel &, &HAT—M X NHDODALZSRID O, 1I—F—ICRALB L
OTFATIO—ETINZEERATRERIVDETT, BHROVY—-RAZE—DAT—MNXVNTEET
IClE, ARNZHITREYET,

"Resource": [
"resourcel",
"resource2"

AWS loT Events UY—RAZATEFDOD ARN DI AR ERRTDICE. IAMI—H—HA4 ROAWS
loT Events TEZE N3 )Y —AZSBLTILKEEV, EOTFO223a>TEIY—AD ARN ZI18E
TEDNIZDOVTIE, AWS IoT Events TEZE N2 F7 03 &2SBLTLSEETL,

Sbhr—

Condition TL XN F£/ECondition 7OV 72 EATRE. AT—MXY N BENEEZLES
BETEET, Condition TIL X NEA T3> TT, A A—IIPUTBREDZHEEF&FER
THRDRBEREEZBELT, VITANMNAILEOH DRV —ORHFIC—BETEDENTEEXT,

AWS loT Events & IAM DB % 200


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsiotevents.html#awsiotevents-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS loT Events MERENAR

1 DNDAT—RMXY MNIER® Condition TL X MNEIBETSHE, £k 1 D0 Condition
ILAVNCEBOX—2IEETHHE. AWSHHREAND EEZFEAL TThSZMEL £7,
B-DRHEF—ICEROEZEETDE, AWSIEORBEREFEFEAL TERHEFMLET. A
T—RM X NDERIFEETNDENICINTOREN BTN BENHYET,

FUZEETIBRICTL—ARILA—ZEREMATERT, LA, I—¥-—BTRINGTE
NTVBRHEEDHK, VIY—ALTIEATE A—H—T IO LAHAZNHETEERT, FHIOL
T, "IAMA—HY—HA R O TIAM ARV —TL AV ~, AIZHBLTERT, 25RBLTLKEZ
W,

AWS loT Events ICIFH—ERABERHGEF—DHYVELAD., W27 0-NILEHEF—DF
A R—REhTOVET, 9XTO AWS JO0—-NILEH/F—O—EF., IAMI—H—FHA RO
FAWS JO0—NILEHEITFANFE—) BSBLTLSEETL,

Bl

AWS IoT Events PA T T AT AR—=ADR) > —0HlzRRTSICIE. AWS loT Events 74 T
OTATAR=ARI—0HleSBLTLIEEL,

AWS loT Events )Y —AXR—AMOR!) > —

AWS loT Events Tlk, VY —AR—ADRI I —RGFHR—RENTVELA, 4 FHlBEDY—
AR—ADRI D —R—=OHlZRTTSICIE, https://docs.aws.amazon.com/lambda/latest/dg/
access-control-resource-based.html 2B L T & L\,

AWS IoT Events Z 7 ICED<FR

X% AWS loT Events DY —AICTRYFITBD_EE, AWSIoTEvents NOV IV TARNTRI %

EBITCEETEFET, FUICETVTT IV EAEHHTSICIE, iotevents:ResourceTag/key-

name. aws:RequestTag/key-name, £l aws:TagKeys OFHFF—EFEHAL T, RV —
DEHEZTRIBERERMBLUET, AWS loT Events UV —AD XTI T DM DV T,
"TAWS loT Events UV —AD TS F1 22RBLTLEEL,

DY —ADRTICEITVTVY—ANDT I A EZGIBRITZDEODTATF T AT AR—ANDRY
—PlERRTDICEK. T ZTICEIT<KAWS 0T Events##DFE Ry Z2SBLTLEEL,

AWS loT Events IAM O—)JL

IAMO—)L &, BEOT IV ELAFAZEFE D, AWST7HINHODIFTAT14TT,

AWS loT Events & IAM DB % 201


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

AWS loT Events MEEHAR

AWS |oT Events TN — B0 REMEHROFEH

TURZURIMEREFEAL T, 7T FL—>3>THA42, IAMO—-)LZ5|EZH%. £k
FOVOATHINO—LZE|EZTAHENTEERT, —HNEEFIV T (FREAREHRERBITS
[CI&. AssumeRoleX® % & @ AWS Security Token Service (AWS STS) APl AR L —> 3> Zz2HTH
L & 9 GetFederationToken,

AWS loT Events @7 RS URIEEBOEAZYR—NLTVWEL A,
H—ERCUOchiz0-)

H—ERAV70-)LEF. AWS H—ERAAMHOY—EADOVY—-ALLTI7EALTHEEHEORDY)
T 0232 RTITREZFALERT, Y—ERIZUZVEhizO—-ILEE IAMT7AHT> AL
KRREN, Y—EALI>THEENET, IAMEEERGZ, Y—ERLCV> 7T izO0-)LOFFH
ERRITEXRIN, MEITDIELRTEREA

AWS loT Events Tl —ERICUVochiO—-)ILz2HR—NLTLVEHA,
H—EAO-)

COBBEICKRY, I —CRDL>TH—EANY—EAO-IZ5|EZFRENFAENET,
coO—LICkY, Y—EANFBERICKD>THROY—ERADOVY—-RAIZTIEAL, 7U>3
VERTIBDENFAENET, Y—EAO-IE, IMMTATY NIRREN, TATU N
KOTHBEENET, 2FY, IAMEEEGZE, COO-IIDOERZEETEET, 21ZL. Thi
KU), Y—EAOEENBBRDONIBEENHYET,

AWS loT Events EH—EAO—)LZ2HR—KNLET,
AWS loT Events 7A 7T AT AXR—AKR) > —DHl

F7A)IRNTR, I—HF—BLOO—)LICIE, AWSIoT Events VY —AZERELRIEETDT Y
T AFAEHY) T A, AWS Management Console, AWS CLI, F7Ik AWSAPI ZHL TR A
VDREETIBDELEETEREA, IAMEEBERG., 1—Y—0O0-IICHEER, EEEhEVY—R
THEREDAPI ARL—2 3 &2RT92#EREI—F—cO—-ILICNHETEZ IAMARD S —%ERT
BPRENFHYVET, EVT, BEBERZTNSOT IV LAFANBELR LY —FLEITIL—-TICFD
RUS—2TRYFLET,

CNSDISONRIS—RFIXKNGIZFERALTIAMDOTAFUTATFAR—ADR) S — %4
RTBEEICOVTIE., FIAMI—H—HA Ry ® "JSON T TORI>—DER, 288BLTL
zEW,

TATFITATAR=—ADRI > —04 202


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS loT Events BIsEH A K
ReEY D

« RUZ—ORANTZIOT14A

« AWS IoT Events AV —ILZFEATS

- B OHAOXRTZEI—H—ICFHFATD

« AWS loT Events AZTICT 2t AT S

« BTICET<AWS IoT Events A 1D &R

RIVS—ORARNTZI9T14R

TATOTATAR—ADRI S —FEREICENTT, PHI2 NAT, AWS loT Events J Y —
AEER., TOEA, FLEBHIRTERIAESHERELET, ChoDT I AV %ERTID
ECAWS PAHIY NCEBMBEN RETDARMAN BRI TATUTATAR—ARID —%
FERUIEWRELIZY) TRBICE, UTOHA RTAEHBERICH > TS

« AWSBEBRI—NFERAEAZ—RNTS -AWS loT Events DFERAZ FTIEX<SAX—RKNTBIC
k. AWS BEEBRVS—ZFEAL T, REBICKMELRTIVLAFITZNFELET, chsnR
D= TAHIDRTITICBMIIBE2>THEY, AWSICEK > TEEBIVEHFENTVET FMIC
2UVTE, IAMA—H—HA RO TAWS YEZF— RRD—ZERALUEHFITOERARZR—N, &
SRLTLSEETY,

c BIVEEENETS - DARLRID—ZEKTREER, FRVERITIBDEOIILERT IO+
AAADARENELERT . BPROFALSAZ—ML, BEICRHBUTEMDOHFATZNELET,
CORERF. ERBEDZFHINSKOT, BEYSEBLILELSETRIRYERETT, FMICOV
TR, IAMIA—Y—HA RO "SI EEZRDZ 1 2ZRLTEE,

s BMEMOFVARL—2IVICMFAZBMICTS -EF 21U T 1283, 1—H—H%
ERREE (MFA) 2 FAL THBREOFVY —AFLEEAPI ARL =23 VLTIV EATRE:E
RHATET, FHEICOVTE, IAM I—%—H414 RO "TAWS TOZEZRFREE (MFA) OFERAL %
SBLTIEEL,

s EMEF1IVTAIIRTRIR)—FH2Z2FEATS - RITUREBEENT, TATF0TATAR—
ARV —=HFVY—RAILT IV EATEDIEXHEERLET, fIAE, BDVITANDREENH
AENDIPPRLANEHEZEET D LOOFXHZRRTEET, EESC N AN ELEKREE
BERTORIIVIARNEHATEIERHBEEZEE, SSLX MFADHERAZERTZCLETEE
T, FHMICOVWTE., IAMIA—H—HA R, ® "IAMJSON RUS —E&H: &4, #5BLTLE
=L\,

FAFUTATAR—ADRI S —0F 203


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS loT Events MEEHAR

AWS loT Events AV —I)L&EH T3

AWS loT Events AV —=)LICT7 VAT BICE. —EOKR/NMROTIVELAFANfZLETT, s
DT IEAHFAICKY), AWSTHT N ® AWS loT Events UY —ANEHMZE ) ARNBRTRRT
ZET, RIPBROMBEBTIVLAFTR)EHBAIBELWTFATFoTATAR—AORI > —ZERK
ITBE, TORVY—2EIIVTA4T74 (A—H—FEO-L)CHLTAVY—=IIFrERL

EBV)ICHBELBLSBVYET,

chsDIVTAT 40 AWS loT Events AV —ILZFEHATESDLSIC, XD AWS EER) S —
EIVTATALCTEYFLET, FHICOVTR, IMMI—H—HA R, O "1T—H—A0OFHA
DEM; Z2ZRBLTLEEL,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"iotevents-data:BatchPutMessage",
"iotevents-data:BatchUpdateDetector",
"iotevents:CreateDetectorModel",
"iotevents:CreateInput",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteInput",
"iotevents-data:DescribeDetector",
"iotevents:DescribeDetectorModel",
"iotevents:DescribeInput",
"iotevents:DescribelLoggingOptions",
"iotevents:ListDetectorModelVersions",
"iotevents:ListDetectorModels",
"iotevents-data:ListDetectors",
"iotevents:ListInputs",
"iotevents:ListTagsForResource",
"iotevents:PutLoggingOptions",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateInput",
"iotevents:UpdateInputRouting"

1,

"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:detectorModel/

${detectorModelName}",
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"Resource": "arn:${Partition}:iotevents:${Region}:${Account}:input/
${inputName}"
}
]
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": [
"arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
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"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{
"Sid":"ListInputsInConsole",
"Effect":"Allow",
"Action":[
"iotevents:ListInputs"
1,
"Resource":"arn:aws:iotevents:::*"
},
{
"Sid":"ViewSpecificInputInfo",
"Effect":"Allow",
"Action":[
"iotevents:DescribeInput"
1,
"Resource":"arn:aws:iotevents:::exampleInput"”
},
{
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"Sid":"ManageInputs",
"Effect":"Allow",
"Action": [

]I

"iotevents:CreatelInput",
"iotevents:DeletelInput",
"iotevents:DescribeInput",
"iotevents:ListInputs",
"iotevents:UpdateInput"

"Resource":"arn:aws:iotevents:::exampleInput/*"
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ListInputsInConsole",
"Effect": "Allow",

"Action": "iotevents:ListInputs",
"Resource": "*"

"Sid": "ViewInputsIfOwner",

"Effect": "Allow",

"Action": "iotevents:ListInputs",
"Resource": "arn:aws:iotevents:*:*:input/*",
"Condition": {

"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
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DEYITRLA, BALULAREBEZELSEAZENHYET, Y—EABTORYIHRLEE, 1
D2OY—ERX (HUOHLAY—ER) A, BOY—ERA (HBOCHULRRY—ER) ZHRPHEITEECHK
EIRARMEANIDVET. FOHL Y —ERAR, ARBESTIVELATIENHFAEThINET

FEVWHEETZTOFAZEAL T, BOBEEOVY —AILKNIINEZRITIDLSICERIEETND

BENBVET, ChZEH<EEH, AWS TR, THATVRNADOIY —ANDT 7 AN NEE
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TVWEVWEEE., MAJ/O-—NILEZEDA D TFARNF—ZFEALTT IV AT T2 FHRTIHLE
HFHYET, BURIVS—AT—RMAV RTINSOV O-NILEHEITFANEF—OmBEZFE
AU, 7H7J>2 K ID (Zaws:SourceArn QEAEENRTVAEWIEE, aws:SourceAccount fE&
aws:SourceArn fEQOHRDT AT NI, RUTAT N ID 2ERATIHEN B ET,
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JOAY—EAOTIEAICIY—A% 1 2EFEENITEVEEE. aws:SourceArn %
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(&, aws:SourceAccount ZEHAL F£9, aws:SourceArn OfElk, sts:AssumeRole ) VT A K
ICBEERFSNTWBRTFATIRETFILNELERTS—AEFITHIBENF HYET,

BEILUVEREBENSREITHDLOOREMEN BT ZEGRE, VY—ANDTELK ARN T
aws:SourceArn JO—NILE&HAVTHF AN F—ZFEHITSZCETT, VDY—ADEEL
ARN A" REZBEX. BBOUY—AZEEITHIESICE. JO0-NLATFANEHGEF—
aws:SourceArn T, ARN ORHF P ERTEDICTAILRA—R (*) ZFEHALET, iz
&, arn:aws:iotevents:*:123456789012:* TT,

ROBIE. AWS loT Events T aws :SourceArn & KT aws:SourceAccount JO—/NIL&H>
THEFANF—ZFAL T, BALLEREBEZH<SHEZERLTVET,

NeEY

c Bl 1. FATOR—FEFIANDTIOEA

c Bl 2. TZ—LETIANDTIEA

c I EELEU-32HOVY—AANDTIEA
- B4 O0FTa

Bl1: FATIOR2—FFINAOTIOEA

RXoO—)LiEk., foo EVWSERIM DetectorModel NOT IV EAICOXKERATEET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

iy
"ArnEquals": {
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"aws:SourceArn": "arn:aws:iotevents:region:account_id:detectorModel/foo"

Bl 2: T52—LETFIANDTIEA

ROO=IE, EEOTZ—LETFIANOT I EAICOKMERTEXT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"iotevents.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

Iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:region:account_id:alarmModel/*"

Bl EBELEV—232ADIY—ANDT VLA

XOPIE, BELE) =23 0 )Y—ARICT7O9ATHEHICERATESO0-IILZRLTVWET,
BN —32F us-east-1 TG,

"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

.

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

iy
"ArnEquals": {
"aws:SourceArn": "arn:aws:iotevents:us-east-l1:account_id:*"

Bla: OTATS 3>
OY8847Y 3> OO—LiE. loT Events DIRTOUY—RLHLTHTI 2 BEHF BV &
T LENF2T, VDWIV=ARATEVIY—=RBICTAILRA—=—R *) Z2FEATILENHYET,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {
"Service": [

"iotevents.amazonaws.com"

]

},

"Action": "sts:AssumeRole",

"Condition": {
"StringEquals": {
"aws:SourceAccount": "account_id"

1,
"ArnEquals": {
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"aws:SourceArn": "arn:aws:iotevents:region:account_id:*"

AWS loT Events Identity and Access D R 721 —F 1424

LT oE#HIE. AWS loT Events & IAM OEAICHE > TRETHUEMN H S — RN EEBEOD X
BEICK’IBEET,

N =R

« AWS loT Events TV 0> 32 2 RTIHHERHEL

« iam:PassRole Z3£1T 9 DHERH 75 L

« BODOAWS 7AHT N BHAOI—H—IZ AWS loT Events UV —AANDT I EAZEFHFATL =)

AWS loT Events T7 0> 3> & ETT2EREN 5V

AWS Management Console 2*'5, 77> 32 ZERTIHIRANBVEBHAETIhEGE, EEEICH
WEDLE, Y R—MEKBIZILENfHYET, BEBFELR, 1——-C1—HF—BENADT—R%E
RELEATT,

ROITZ—PBlE, mateojackson IAM 1—H—HFO2 V- ZFEAL T##ICEATRHMZRRLK
S&ELEN, iotevents:ListInputs FFAIZF > TVWAVEBSICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
iotevents:ListInputs on resource: my-example-input

CMIFE. Mateo EEEEIC, iotevents:ListInput 7P 3> %ERAL Tmy-example-
input VIY—=RICT VEATEDRELSICRIS—ZEFIBDELSICHKELET,

iam:PassRole ZE{TT RN /L)

iam:PassRole 79U a2V aRTTRERIABVEVS IS —HFRRENEEEE. RUS—%E
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"timestamp": "2019-03-15T15:56:29.412Z",
"level”: "DEBUG",

"logMessage": "Summary of message evaluation",
"context": "MessageEvaluation",
"status": "Success",

"messageld": "SensorAggregate_2th846h",
"keyValue": "boiler_1",
"detectorModelName": "BoilerAlarmDetector",
"initialState": "high_temp_alarm",
"initialVariables": {

"high_temp_count": 1,
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"high_pressure_count": 1
iy
"finalState": "no_alarm",

"finalVariables": {
"high_temp_count": 0,
"high_pressure_count": @

},

"message": "{ \"temp\": 34.9, \"pressure\": 84.5}",

"messageType": "CUSTOMER_MESSAGE",

"conditionEvaluationResults": [

{
"result": "True",
"eventName": "alarm_cleared",
"state": "high_temp_alarm",
"lifeCycle": "OnInput",
"hasTransition": true

"result": "Skipped",

"eventName": "alarm_escalated",

"state": "high_temp_alarm",

"lifeCycle": "OnInput",

"hasTransition": true,

"resultDetails": "Skipped due to transition from alarm_cleared event"

"result": "True",

"eventName": "should_recall_technician",
"state": "no_alarm",

"lifeCycle": "OnEnter",

"hasTransition": true
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/bertholt-brecht",
"accountId": "123456789012",
"accessKeyId": "access-key-id",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-08T18:53:58Z"
.
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

}
1,
"eventTime": "2019-02-08T19:02:447",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetector",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-cli/1.15.65 Python/3.7.1 Darwin/16.7.0 botocore/1.10.65",
"requestParameters": {
"detectorModelName": "pressureThresholdEventDetector-brecht",
"keyValue": "1"
1,
"responseElements": null,
"requestID": "00f41283-ea@f-4e85-959f-bee37454627a",
"eventID": "5eb0180d-052b-49d9-a289-0eb8d@8d4c27",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

KXDOBIE, CreateDetectorModel 79> 3> %/R9 CloudTral O I NJ T,

"eventVersion": "1.05",
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"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-Lambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEvents-RoleForIotEvents-

ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABC123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}
.
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreateDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel",
"key": "HIDDEN_DUE_TO_SECURITY_REASONS",

"roleArn": "arn:aws:iam::123456789012:role/events_action_execution_role"

},

"responseElements": null,

"requestID": "cecfbfal-e452-4fa6-b86b-89a89f392b66",
"eventID": "8138d46b-50a3-4af@-9c5e-5af5ef75ea55",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

RDOFIE. CreateInput 79232 %KY CloudTral O I MU T,

AWS CloudTrail ZfE /A L 7= AWS loT Events APIRUO'HL o OF >4

221



AWS IoT Events

RREHA R

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE:IotEvents-Lambda",
"arn
ABC123DEF456/IotEvents-Lambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABC123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABC123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "CreatelInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {

"inputName": "batchputmessagedetectorupdated",

"inputDescription": "batchputmessagedetectorupdated"

},

"responseElements": null,

"requestID": "fb315af4-39e9-4114-94d1-89c9183394cl",
"eventID": "6d8cf67b-2a03-46e6-bbff-ell3a7bdedle",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

KXDOFIE, DeleteDetectorModel 79> 3> %9 CloudTrail O I NJ T,

": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:117Z",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DeleteDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
.
"responseElements": null,
"requestID": "149064cl-4e24-4160-a5b2-1065e63ee2e4",
"eventID": "7669db89-dcc@-4c42-904b-f24b764dd808",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

RDFIE, DeleteInput 79232 %&RT CloudTral O T MU T,

"eventVersion": "1.05",

": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
.
"eventTime": "2019-02-07T23:54:38Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "Deletelnput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {
"inputName": "NoSuchInput"
},
"responseElements": null,
"requestID": "ce6d28ac-5baf-423d-a5c3-afd009c967e3",
"eventID": "be@ef@ld-1c28-48cd-895e-c3ff3172c08e",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

XDOFIE, DescribeDetectorModel 793> %/R9 CloudTrail O I NJUTY,
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
"arn
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AAKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:54:20Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeDetectorModel",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel"
.
"responseElements": null,
"requestID": "18al1l1622-8193-49a9-85cb-1fa6d3929394",
"eventID": "1ad80ff8-3e2b-4073-ac38-9cb3385beb04",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

RDFIE. Describelnput 79> 32 %739 CloudTral A LT KU T,

"eventVersion": "1.05",

": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

AWS CloudTrail ZfE /A L 7= AWS loT Events APIRUO'HL o OF >4

225



AWS IoT Events

RREREHA R

"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AAKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:56:09Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"inputName": "input_createinput"
I
"responseElements": null,
"requestID": "3af64lfa-d8af-41c9-ba77-ac9c6260f8b8",
"eventID": "bc4eb6cc@®-55f7-45c1-b597-ec99aal4c81a”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

XDOPlE, DescribelLoggingOptions 793> %R9 CloudTrail O I NUJUTT,

"eventVersion": "1.05",
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"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
I
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "DescribeloggingOptions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": null,

"responseElements": null,

"requestID": "b624b6c5-aa33-41d8-867b-025ec747ee8f",
"eventID": "9c7ce626-25c8-413a-96e7-92b823d6c850",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

RXOFIE, ListDetectorModels 79> 3> %/R9 CloudTrail O I N T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
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arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:237",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModels",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkZEZXR1Y3RvcklvZGVsM19saXNOZGVOZWNOb3Jtb2R1bHNOZXNOX2V10OWIKZTk1YT",
"maxResults": 3

},

"responseElements": null,

"requestID": "6d70f262-da95-4bb5-94b4-c08369df75bb",

"eventID": "2d@la25c-d5c7-4233-99fe-celb8ec05516",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

ROBIE, ListDetectorModelVersions 793> %Rd CloudTrail OJ I RNUTT,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
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arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:337",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectorModelVersions",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "myDetectorModel",
"maxResults": 2
},
"responseElements": null,
"requestID": "ebecb277-6bd8-44ea-8abd-fbf40ac4sbee",
"eventID": "fc628la2-3fac-4ele-98e@-cab560b8b8be",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

ROFIE. ListDetectors 79> 3a > %#/R9 CloudTrail O I N)TT,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
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ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:547",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListDetectors",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"detectorModelName": "batchputmessagedetectorinstancecreated",
"stateName": "HIDDEN_DUE_TO_SECURITY_REASONS"

},

"responseElements": null,

"requestID": "4783666d-1e87-42a8-85f7-22d43068af94",

"eventID": "@d2b7e9b-afe6-4aef-afd2-a®bble9614a9",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

ROFIE, ListInputs 79> 3> %&3R9 CloudTral AT KU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
},
"eventTime": "2019-02-07T23:53:577",
"eventSource": "iotevents.amazonaws.com",
"eventName": "ListInputs",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",

"requestParameters": {
"nextToken": "CkhjYW5hcnlfdGVzdF9pbnB1ldF9saXN@ZGVOZWNOb3Jtb2R1bHNOZXN@ZDU30GZ",
"maxResults": 3

},

"responseElements": null,

"requestID": "dd6762al-1f24-4e63-a986-5ea3938a03da",

"eventID": "c500f6d8-e271-4366-8f20-da4413752469",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

RDOFIE, PutlLoggingOptions 79> 32 %R¥ CloudTral AT KU T,

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",
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ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-
ABCD123DEF456",
"accountId": "123456789012",
"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
},
"eventTime": "2019-02-07T23:56:437",
"eventSource": "iotevents.amazonaws.com",
"eventName": "PutLoggingOptions",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"loggingOptions": {
"roleArn": "arn:aws:iam::123456789012:r0le/logging__logging_role",
"level": "INFO",
"enabled": false
}
.
"responseElements": null,
"requestID": "df570e50-fbl9-4636-9ec@-el50a94bc52c",
"eventID": "3247f928-26aa-471le-b669-e4a9e6fbcs2c”,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

ROPBIE, UpdateDetectorModel 793> %Rd CloudTral AJ I MU TT,

"eventVersion": "1.05",

arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-
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"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}
}
I
"eventTime": "2019-02-07T23:55:517",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateDetectorModel",

"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"requestParameters": {
"detectorModelName": "myDetectorModel",

"roleArn": "arn:aws:iam::123456789012:role/Events_action_execution_role"

iy

"responseElements": null,

"requestID": "add29860-cl1c5-4091-9917-d2efl3c356cf",
"eventID": "7baa9al4-6a52-47dc-aea®-3cace@5147c3",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

ROFIE. UpdateInput7 o> 32 %7Rd CloudTral A I KNJUTT,

"eventVersion": "1.05",
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"userIdentity": {
"type": "AssumedRole",
"principalld": "AKIAI44QH8DHBEXAMPLE:IotEvents-EventsLambda",

"arn": "arn:aws:sts::123456789012:assumed-role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456/IotEvents-EventsLambda",
"accountId": "123456789012",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-02-07T22:22:30Z"
I
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",

"arn": "arn:aws:iam::123456789012:role/IotEventsLambda-RoleForIotEvents-

ABCD123DEF456",
"accountId": "123456789012",

"userName": "IotEventsLambda-RoleForIotEvents-ABCD123DEF456"

}

}
I
"eventTime": "2019-02-07T23:53:00Z2",
"eventSource": "iotevents.amazonaws.com",
"eventName": "UpdateInput",
"awsRegion": "us-east-1",
"sourceIPAddress": "192.168.0.1",
"userAgent": "aws-internal/3",
"errorCode": "ResourceNotFoundException",
"errorMessage": "Input of name: NoSuchInput not found",

"requestParameters": {

"inputName": "NoSuchInput",

"inputDescription": "this is a description of an input"
I
"responsekElements": null,
"requestID": "58d5d2bb-4110-4c56-896a-ee9156009f41",
"eventID": "c2df24la-fd53-4fd0-936c-ba3@9e5dc62d",
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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AWS loT Events TOA 2 7 ZANZOFv¥EF2 )74

NEZ—Y RY—EATHS AWS loT Events & AWS JO0—NIILZY RD—0+EF1)F 1 TR
BENTVET, AWSEFIUFAH—EREAWSHA U TSARNTIF v 2 RETIHEI
VTR, TAWS VTV REF1VT 4, ZZRBLTIKEEV, 1 VT7TFARNTZOF v+
TADRARNTZO9T 1 AZ2FEALTAWS IREBEZREFTTSHICE. "TEF21UFT 1O - AWS Well-
Architected Frameworky @ "4 > 72 ARZ U0 F v RE L Z2ZRBL T LEEV,

AWS AR API =)L ZERAL T, XY ND—OBHATTIELALET. 94TV NEUTZY
R—RNITDBENFHYERT,
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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« Transport Layer Security (TLS) TLS 1.2 B RV TLS1.3 ZH#HHLET,

« DHE (Ephemeral Diffie-Hellman) X ECDHE (Elliptic Curve Ephemeral Diffie-Hellman) & & ®

Perfect Forward Secrecy (PFS) ZfERA L BT A4 —RNTT, chSOE—RIF, Java7 SAER
E, BRIEQBREAEDDATATHR—RENTVET,

T, VOIARNE, FOEBAF—ID E, IAMTUONILICEERTFSATWSDS—OL Y RNT
DEAX—%Z2FEALTERITDHLENf HVET, £k, AWS Security Token Service (AWS STS)
EHEALT, —BHEEF1 VT RABEREERL. VIIANNIEBREITDEETEET,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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AWS loT Events 0 #—2A

AWS 2DV 77 L2V ABA RIZE, AWS PHU2 h® AWS IoT Events ICHTBF7 4L KD
DA—REHFRBRENTVET, BICEENBVRY, F9F—RFFAWS U—23>TETT, &
MIZOVTEE, "TAWS £V 7 7LV AHA Ry O TAWS loT Events T RIRA > hET F—
B4 BKRYT TAWS Service Quotasy ZZRL T EE W,

Service Quotas MEMZERTBIZIE, HYAR—bEZ—O2VYV—=)ILTHR-—KT—RAZEFELE
T, FHMAICDOWVWTIE., Service Quotas I—H—HA R, O "OF—XE5|ELIFOVIITAM, &
SRLTLEEV,

(® Note

Z—FETNEANDODEBHMBEINTT AT NAT—ETHILENHYVET,
B—EFINHBITEALOERIE. ERBEEITD LRI TEREA,

C FAT

C FAT
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https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/iot-events.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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AWS loT Events UY —ADO X T+

TTIE—EFETFINEANOEBEEBEZEIDLOIC, #7232 T, FTOEATIhsnED
V—ALHBDOX R T—RZ2EVETRENTEERT, COEIZIADTR, ZBTETOEREE
COWTRHALET,

R—=2Y O

RT%EFERTDE, AWSIoTEvents VY —AZ X EBFETHETEEXT, HlxE. BW. I
BE. RERBETT, cnFk, AUBEODY—ANZVEEICKRIBEET, UY—AILEVYHETE
RTCEDIVT, HFEOD Y —REFEXLLEBRITEEXT,

BTEZTNEN, 1 DOF—EFTTAVDOETEREE N, EE5ET1—H—HNERXLET, Hlx
F. ATDORTDOEY RNEERZLT, ChSDANEEEIZDTNAREZATHICERHTEDICK
UTHENTEET, VJY—ADEBEILD_—AXE2E4hbET—ENRIF—%2ERTDILED
BHLET, " EMHOHDRXTF—EYNEFEATRIET, VDY—ADEBNIBRBZICBYET,

AWS loT FAROY/N—HA RDIAM RS —TORITOFERTHET A TWVWR LSIZ, BMELE
BATZRTIICESTVWTVY—AZREB LV 74N E—)> T 0Lk, 22FEALTOANEYD
BHICEBHLEY, 2TZFEALTUY—AANOT VA4 HL =) TEEXT,

FEWRTEOEDHIC, DRTITF 12K, ZFTEERBRTEET S =8N AWS Management
Console DHRDF—EhizBEZREMLET, FHICODVWTE., T 0igE AWS Management
Consoles @ "2 T 74 ZNEIEL Z5RBLTLEEL,

£, AWSCLI 8K AWS loT Events APl ZFAL TR T ZRETHEETEFET, XNOIX
VRT"Tags" 71— RZFEALT, ZTEERTHDEEICL, RTZTATIVR—FETFILE KXY
ADICEENFRENTEET,

* CreateDetectorModel

 Createlnput

LTOOXRY RZFEALT, RIRNFHAYR—RERTVWRIERFEOV Y —ALCHL TR ZEMN, &
B, RERBIRTERT,

« TagResource
 ListTagsForResource
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https://docs.aws.amazon.com/iot/latest/developerguide/tagging-iot-iam.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/tag-editor.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateInput.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_TagResource.html
https://docs.aws.amazon.com/iotevents/latest/apireference/API_ListTagsForResource.html
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« UntagResource

BIOF—EERBRETE, FTRVY—ANSVOTELHIRTEET, ZTDEZZOXFIIICE
ETRERTERIN, RTDEZ null ICERETD LB TEREA BENOVY-AIKDOWVWT
BEORTERUF—ZHEOIRTZ2EMLLBE, TWERH LU WMEICEL > THA-N-F4 REh&
¥ VY—RZHIKRIDE, VY—ALCHERTSNTVRINTORTEHIBRENET,

AWS U {3 (T il TRIMERERATE £ T,
2T OHEIK & FIR

ROR—=2Y VBFRFIZTICERAENET,

« DY—=ABHEEV)DRTDOEKRE -50

« F—OHFRAE -UTF-8 ® 127 Unicode X F

- EOHZEAKE - UTF-8 M 255 Unicode X F

c BTDF—EERAXFENXENKBENET,

s RTDBBELIFEIC "aws:" L7 1y ORZFEALAZVWTLSEEV, ZhiE. AWS TOEA
DEHICFHENTVRLEDTT, COTLTAYIARFEENZRTOZNELFERFRESS
FHIBRTEFERA. COTLT7AVYIREE DRI, VDV—ABLEYORTBOFRIZEHT >
REehEtA,

s BBHOY—EABSITVY—ABTEIFHFAF—XZFEATRIEES. tOY—EATEFTE
NBANFICHRABAENDCENBDIOTIEFES LTV, —RIC, FAETNBXFIK., UTF-8
TRETWREBRXE, AR—A, BFE, BLEROBFKRIXETT: +-=._:/@-

IAM RS —TORTDOEH

AWS loT Events APl 77> 3a IR UTERATS IAMAR) S —T, ZITR—ADVY—ALXRILT
DEAHFNEBHATRZCENTEET, Chlcky), I—H—NHEDVY—REEK, TE, £LE&F
FEATEDDZHELPISEYET,

IAMARD S —OURTOERBEITFARNDF—EEE EEIZ Condition EX (Condition 70O0Y
JEEFREND) ZFALT, VY—ADRTICETVWTI—Y—T IR (T U EAHT) 24#ET
EET,

s BEQORTZHEODVY—AIIHMULTI—H—To02a>affafxkFEETTSIC
[&. aws:ResourceTag/<tag-key>: <tag-value> ZfERAL T,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_UntagResource.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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s RTNFAENTVBDY—RAZERELRFBEETS APIV VI ANEZHERT S5
B BEORITNERAEATVS (FEFE. FATAhTVEV) CEZERTSIC
(&, aws:RequestTag/<tag-key>: <tag-value> ZfERALFXT,

« ZBTNHFAETNTVBVY —RAZERKIEFEETD API U VT AN ZERTDEEIC. BED
—ENRITNFERAETINTVDS (T, FHEATVEY) CEZERTBICIE,. aws:TagKeys:
[<tag-key>, ...] ZERALET,

(@ Note

IAM AR —DORBFEITHFARNDF—EEEF, ZTFTTEER)Y—AD ID HFHE/IND
X—ZTHS AWS IoTEvents 7223 IcOKBEBHENET,

AWS Identity and Access Management 1—H'—H 1 RO T ZFEALET IV EADQFHIHICIE, &
JOERAICETIEMBERNI HVET, TOHA RO [IAM JSON policy reference] (IAM JSON 7R 1)
—=D)T7F7LVA)EVZIAVICE, IAIMTOJSONRD D —DEXR, A€, BLTFHEOD Y V0
BN, HB, BLTBNBREINTVET,

RKDORID—FITRE, RIR—AD 2 DOFWHABEREIATVET, CORUZ—ICK>THIRE
hT\Wad1—4y—

- UY—RIZHY Tenv=pros 1B TEELA (BITE. "aws:RequestTag/env" :
"prod" TEZRBL TS LT

« BEIFDARYT Tenv=prody ZHF DUV —RZEEXLRETIVELATEXREA (HIT
(&, "aws:ResourceTag/env" : "prod" TZZBRL TEEV),

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Action": [
"iotevents:CreateDetectorModel",
"iotevents:CreateAlarmModel",
"iotevents:CreatelInput",
"iotevents:TagResource"

1,

"Resource": "*",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies.html
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RREHA R

"Condition": {
"StringEquals": {

"aws:RequestTag/env": "prod"
}
}
.
{

"Effect": "Deny",

"Action": [
"iotevents:DescribeDetectorModel",
"iotevents:DescribeAlarmModel",
"iotevents:UpdateDetectorModel",
"iotevents:UpdateAlarmModel",
"iotevents:DeleteDetectorModel",
"iotevents:DeleteAlarmModel",
"iotevents:ListDetectorModelVersions",
"iotevents:ListAlarmModelVersions",
"iotevents:UpdateInput",
"iotevents:DescribeInput",
"iotevents:DeleteInput",
"iotevents:ListTagsForResource",
"iotevents:TagResource",
"iotevents:UntagResource",
"iotevents:UpdateInputRouting"

1,

"Resource": "*",

"Condition": {

"StringLike": {
"aws:ResourceTag/env": "prod"
}
}
.
{

"Effect": "Allow",

"Action": [
"iotevents:*"

1,

"Resource": "*"

}

RDESIC, VARTHREGZ LR, BEDRIF—ICEBORTEZIEETDLETEERT,

IAM AR —TORITOER
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"StringEquals" : {
"aws:ResourceTag/env" : ["dev", "test"]

}

(® Note
BRIICESVTUY—RAANOL1—H—OF VA ZHFTXLRBIESTTEEEE,. 1—H—7
BULDY—AICKRLTENSORITZEMELFHIRTIDCEZHATNICERTTS L Zzkk
NTAIXENBYVET, T5LEVE, I —RBZOVYV—ADRTZEETSH_ET,
FIRZEBEL TVY—ARICTIVEZATETCLEVET,
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AWS IoT Events D NS 7N —F7142 9
chsnto>a>oEHzEFERAL T, AWSIoTEvents ICBET2BEBEOD NS I a1—F120k
BRRETVET,

(N =R/

o —H%EY7 AWS loT Events FIRE & R

s PHMEEITLTCTFATFIR—FFINORNT TN 21—F14>20T

— %897 AWS loT Events FERE & R

RKOED2avESRBLT, I7—0ORZ7LN21—FT1420%7T0, OBEEZRRTZDEHDE
ASNBHREZERDITET AWS loT Events,

I75—

s TATUOR—FETIDERIS—

s HIRENETFATIOE—FETILHLSOER

s POAVKNIA—OEE (REZERLTHE)

e P23 VKVA—OEE (LEVMEZBALIER)

s BOoEREBOERE

 BRXYtE—

+ InvalidRequestException X v =—20

* Amazon CloudWatch Logs action.setTimer L7 —

« Amazon CloudWatch R4/ O—RITZ—

- Bt BVWVTF—2H

s NDXY - DIEFICKBLUEL - AWS loT Events

TATIVEZ—ETINOERIZT—
FATOR—EFLEERL &S LT DRIIS—HRELET,
VUEE LD

FAFOR—EFNEERT DBE, ROHREEZEBTIAEN B ET,

—#%E97% AWS loT Events fEE & fSRE 244
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« Haction 74— )LRTHFAE BT O3> @F12EEFTT,

« transitionEvents (Cl& condition A"BETT, OnEnter. OnInput, H KT OnExit 41X
YRTRAT>arTY,

« condition 7 1 —JL RAFZEDIHE. RUEKRAOTHMERE true EEETT,

s ZERBOMMAERE T —IIETHIVENFHYVET, RN T—I)LETEWVES. false &£E
£THY)., actionsZENUH—L V), ARNTEEEN nextState ICBITLEY T
ERFRBHYFEEA,

HECOVTH, TFATUR—EFNOHREHR, EBBLTIEE,
HIRENET ATV Z—FEFTILA S DER

BOMICTATIOE—EFINEZERELRHIBRLELED, MQTT XY =2 KIEE SNS TS —h
ENLTHVWTATIOR—EFIASREOEHRZIMEL TVET,

yi)i—>3ar

TATOR—ETIEEH. BIBR, FLEBERTSES (UpdateDetector "EF)L 1 2SR )., ¢
RNTCODTFATIR—A VAR ANBIBREN, FILLWEFINFEAENDETIOEENBELE T,
COBE., AJRURFON=—2320FATIORZ—FTTFILDA AR ALK > TAREBE hWiklT5
BEMAN DYV ET, UBIOT AT IVZ—EFILTERBENLETT—NEZ5|EHREZFEIIEENIHYE
T, EHZERZETIN., I7—ZH/ETRHIC. 2B 7T 2EFEET,

TO>3arvhNIA—0BEE (RHEEHETES)

RUENFBEENFEES. FATFI98—FTI332>ORNYH—FEFHLVREAOBITICEBKLE
9,

yyi—vay

FATIVEZ—OEZBRBOFTFMMERN T —IIETHD BB LET, BRI T —IILETEVE
4. false EAZETHY) ., actionZRUH—LEY, AR KNTIEEE N nextState ICB1T
LEYTBREREHYELTA. FHICOVTIE., "ZHRBEOEX, Z25BLTSEEL,

To2arvRNIHA—0OEE (LEWMEZEBALBE

RUERBAOAZENEEENILEICELIZSBE, T1TI9X—RBT70232FEEARNBITEZNY
jj‘_l/iﬁ/bo
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_UpdateDetectorModel.html
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y)i—>3ar

onInput, onEnter, E/ (& onExit M setVariable ZE#H T 2HBE. REOLEY (V)&

(IZ condition ZFHME A EEIC., HLUWERFERAEThECRA, RDVIC, BEOHAIIINETT
BPETCROENIFERAENAET, COBER., F1TVF—FEFTIEET evaluationMethod /N7
X—RERETD_ETEETEETT, evaluationMethod A" SERIAL ICEREES N TWBHE.
AZENEHEN, IRV EBENEIEFTARY NEENFFMENET, evaluationMethod
HFBATCH(F7 #ILBN) IZREThTVRIEE, AIENEHEN, IXTOMRY NEHNFFEE L
ERIZODKARY MRTENET,

RO RO ERE

BatchPutMessage ZFAL TANICXY -2 2 EEBELRS5ETRE, FATIVX—HNEE-
REIZEVYET,

Ji—>3ar

BatchPutX ¥ t— AL TEBROXY = Z ADICEETIEE. XV E—JFEFALN
MBENDIEFRERIAEThELGA. EFFTZRIATRICEK., —EIC1 2T 22XV E—TJFEE
L. BatchPutMessage "W ZRZEIT B LLICEFEE T,

By t—>

APl ZHUOHULEVHUOHLEY LESETBHE, ('Connection aborted.', error(54,
'Connection reset by peer')) IZ—HARELET,

yi)i—>3ar

OpenSSL A" TLS 1.1 ABEON—2 a3 #FERA L TEREBIL TVWA L 2BRBLET, hnlk,
FEAED Linux F1ARNIELI—>3 2 F = Windows N\—23a> 7B TETF7 I NCE-
TVWBIEFETTT, macOS DI1—H—Ik, OpenSSL 27 Y 7 IJL—RIZDMBENHIHLELIhEE
Ao

InvalidRequestException XY £—>

& UpdateDetectorModel APIsZ U % S CreateDetectorModel & InvalidRequestException
I3, IRRENET,
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https://docs.aws.amazon.com/iotevents/latest/apireference/API_iotevents-data_BatchPutMessage.html
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y)i—>3ar

BREBEOFRRICEILIDORSIC, U TFZFIVIOLTLKEEZL, FHHlICOWT
l&. CreateDetector "Model; & UpdateDetector "Model; 2B L T &L\,

« SetTimerAction M/NZ X—AR & L T seconds & durationExpression OiF % E R - H
LBEVWKRSITEELTLSEEL,

« durationExpression OXFIRMABHTHD L ZHAL T LEE VW, XFHIKRR
[Zik, BB, IZ ($variable.<variable-name>), i AHBME ($input.<input-
name>.<path-to-datum>) Z8$3 ENTEEXRT,

Amazon CloudWatch Logs action.setTimer 17—

AWS loT Events T4 T IO RX—FTFINA VAR AZRE_ZR) > 3% &SI Amazon CloudWatch
Logs ZERETEET, UTE., ZFEHATSEHSE AWSIloTEventsiZ IC&k 2 TEKE D —EWET
Z—TTdaction.setTimer,

« I5—: <timer-name> EVWSBH DR/ N—DHBRBEREICFMTEETLATLE,
Jyii—>3r
durationExpression O X FHREZHEICERTED L EZBRL LK EEV, 7—IER

EDDTF—RBEIFAEAhTVREA,

« IT5—:<timer-name>&E VWS ZBHINDRAN—OHBRBEOFTIMAERA 31,622,440 Z2BZ TVWE
T, BREEZHMRIZ EHIC. BHHEREAHN 60—31,622,400 DEZSHBL TVWA ZEE2BRELTLE
=L

Jyi—->3ar

BAI—DEFGEERED 31,622,400 WUTTHBZEAZBERL TS LTV, HEOHMEREF. &
EEVERICTYBRTSNET,

« IT5—:<timer-name> EWVWSBENDRAAN—OHBEXRBEOFIMAERIE 60 KETT,. BEZHER
THEHIC, HIEXREN 60—31,622,400 DEZSBL TWVWS & ZERLTLSEZL,

Jyi—>3ar

AR —OFHFEL 60 WU LETHB L 2BFEL TS LTV, HEAOHMEERE. REEVE
BN ETESNET,

Amazon CloudWatch Logs action.setTimer T2 — 247


https://docs.aws.amazon.com/iotevents/latest/apireference/API_CreateDetectorModel.html
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e IT5—:<timer-name>E VWS EBRDRZAI—OHBRB 2 TcEETLEATLE, IZEE. AL
B, BRUOEF—EZANONRZFIVILT, BEOUEEANZSRBLTVS L 2R LTLKE
=L

Jyi—->3ar

XZEHRBABREOUAZEANZSBLTVD L EBRLTLKEETV, XFHREBICIE, BE,
A% ($variable.variable-name), & XRT ALE ($input.input-name.path-to-datum)
EEDDENTEET,

« IT5—:<timer-name>EWVWSHEHDEZAN—ZBRETEETLATLLE, FHEFEORRZF I Y
LT, BEAITLTLKEZL,

Jyi—->3ar

SetTimer7 27> 3a>F79o>3a>u8BLT, ELWNSX—REZIEEL., RAN—%=2ZBEXEL
£¥9,

HMICOVWTIEE., "TF414AWS loT Events T 2—FTFI)L OB FEE(Z Amazon CloudWatch 0% 52 #k
EEMICTS, BSRBBLTLSEETL,

Amazon CloudWatch R4/ O—RIZ—

AWS loT Events T4 T O RX—FFINA VAR ABEEZR ) 2T T3 &SIZ Amazon CloudWatch
Logs ZEXETEE T, UTE. 7UOAURAMO—REBETDEEIC AWS loT Eventsic & 2 T
EREND—BNEBEIS—EEETT,

« IT5— 023> o0XRBEFATELREATLE, LR, ALB. BRUOTF—FIANO/NANE
FEOAZEANEEZSBLTVDZEZERALTLKEEY, £, RAO—ROFA XN, RA
O—ROBRARHFBEHAIATHD 1KBAREBTHAEEZBRLTLEETL,

Jyi—->3ar
ELWAIZEE, ABNE, BLRETF—ENONAZAALTVAR L ZBFELTLKEEY, 7o>3
URAO—RANMKBRYREWHEIZE, COIT— XY E—IHFRRENDENBYET,

« ITZ5—:<action-type> ORAO—ROAVTVYRREFTHTEEFLATLE, ELVEBXT
AT OVYRBAZADLTLEZ,

Amazon CloudWatch R4/ O—RIZ— 248
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Ji—>r3ar
VT UYRRBRICE., XF5 ('string'), AIZE ($variable.variable-name), A&
($input.input-name.path-to-datum), XFIDERE, BLV ${} 28T XFIZEEHB
ENTEET,

c I5— RAO—RRB (##) FEWTT, ERBENERMO—REALTIEISON THB o, X
F5|(IZFFHE AWS IoT Events E N3 R ZEETDIHENF HVUET,

Ji—>3ar

BEETNERAO—REZA7H IJSON OIFE. AWSIoT Events FET . H—EANREXFF
ICEHMATERAESAEFIVILET, HMAFERZ T - EEERFBEICTIEETERTE
Ao BRIINKBUEBE., COIS—HNRETHDAREENHYET,

s BE.-TUOAVEETENELEN, BMRISON ICXHTEHI T o aRAO0—-ROATY
REZMAETEELTRLBATLE, EBENERAMO—REALT71E JSON TT,

Jyi—->3ar

RAO—REAT%# ELTEELEHE. AWSIoT Events ¥ 79> 3a>RA4AO0—ROIAVFY
YR ZEHME JSON ICFHECESD & 2B L TS EEVWISON, AT YREEIE JSON
ICEMETE R VBETE,. AWSIoT Events 749> 3> AWS loT Events Z21TLE T,

HMICOWTIE., TF4AWS loT Events T2 2 —F 7 )L O BFEE(Z Amazon CloudWatch 0%/ 52§
EEMICTS, #SBLTLKEEV,

B\ F—2 1

XvtE—2 BREOZEVTF—XE [<inferred-types>] MNXD KT D <reference> TROHN V)
£ L fz: <expression>

Ji—>3azr
RKOVWThADEBERTIOIS—HNFRETIAREMI HET,

s DI77LVAOFHMEBRIE. RIROMDOART Y REEBREN B EEA,
« BRICETNZSIBMOBEYR—FEhTLVEEA,

RETUI7PLVAZEATZHERR, ATZ2FI Y ILTLKEEZ L,
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c 1 DULEDEREFTART I RELTVUIZPLYAZEATRERRE. ZRIZDZINTOTF—XE
ICEEMN HD e ZBRBLTSEZL,

BIZE, RORBETE, BR2E == EEFL R EETORMEDART > RTT, F
RTVRICEBRENHD L ZHRTSICIE. $variable.testVariable + 1 &
$variable.testVariable WEHE/IE 10 EHZ) T 7LV ATEIHRENHV)ET,

T BR1EG +BEFOARTRTT, LEAN DT, $variable.testVariable (&K E
FE10EBZV 7L ATHDLENHVY)ET,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

« BRICEENZEIBMELTUTI7PLOAZERATZEERE. BBASRIDZTF—R2EEZYR-—NL
TWB I ez#RLTSEEL,

BlzIE, XD timeout("time-name") B TIE, BIREL C=ESIAFZECXNZINIHURET
9, timer-name BV 7 7L AREATEHEE. —ES|AFTEFENENFEINESRTS
RBENFHYET,

timeout("timer-name")

(® Note

convert(type, expression) BEBODBFE, ###EICV 7 7L AZFERATZIES., V)
77LAOFMAERIE String, Decimal, £/ lk Boolean THBIMEHN H V) FT,

FHICOVWTIE, TUTZ7ZL AL Z5RBLTLSEEL,

ADXY =D OEFICEKBUEL 2 AWS loT Events
XY= 0T AR NIXYE—D%FETEFTEATLE
Jyii—>3»

CHDIZT—F, ROBHTRETDIHEEN BV ET,

c ABMAXAYE—JORAO—RIC Input attribute Key AEFEA TV,
« Input attribute Key A"\ AHDERTEETNATLVANOEREL JSON/NA 2V,

ADAY =T DFEFEIZKBLEL = AWS loT Events 250
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c AMXYtE—2F, AWS IoT Events A ATEZRENTVWAAF—TE—HLEFBA,

® Note
HOHF—EADPSOTF—ZFA 2 IANIEEENRELET,

Example

BHIZE, T AWS loT Core. AWS IoT L—=ILEFRDOXY £—=JTRELET, Verify the
Input Attribute key.

CNEBRTDICIE., AADRAMO—RXAYE—IZAF—TH AWS loT Events A D ER (C ZEHL

L. Input attribute KeyBfiA —BHL TWVWB & ZMRELET, FMIZ DOV T, the section
called “FET =23 URAUANDANOER" "1 228U T, AWSIoT Events ANZE&RT DS
EERBRLTLSEEL,

DMERITLTCTFATIR—FEFINONT TN 2—FT127

AWS loT Events l&, 1 TV —EFINICADTF—RZEBRTIC, T4 TIOF—FFILZaHML
TONERZEHNTEET, AWSIoTEvents &, cOEIZ I THRIATI —EODTHZERTL
T, FATIR—FFINEFIVILET, COTRNVARNBRNZ TN a—F1420Y)1—
Tavik, BEEELARILPEFMEAEOSHBEREENTZ LD, T TI0X—EFINOEBEENEEE
ETERKBEDODTTEBETEES, TATI9F—FFILOBHIS—RATEXYE—D0FMICO
WTR, FATIO9X—FETFTINOHHTEDHER Z2ZSRBL T EETL,

AWS loT Events 1Y —JL, API, AWS Command Line Interface (AWS CLI), &7 & AWS SDK %
FRALT, FA1T793—EFILOTHMPSOBHIS— XY EE—2ZRRTEERT,

(® Note

s TATUVER—FETFINERITIBAIC, IXNTOIT—ZBETILENHBYET,

s ABERRBTTATIOR—ETINZERIZHEIC, BEZWEL, BEBRT I3V ERT
TRELZHBHOLET, TO5LABVE, FATIX—FEFIIIFHHESY ICHELEV
AR B RT,

« EFIC RUNNING AT—RATHRARK 10 DOMEITSENTEET,

FATUVER—FEFIORNT TN 1—F142Y 251
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FATOE—EFLOSHIELOVTE, FATIVE—EFLOSH AV Y =)L) FEE FAT
5 8—EFIOHHT (AWS CL) EBBL T L,

NeEY D

s TATUVE—EFINOSMERHIER

s TATUVER—FEFILOGH (AV=I)
s TATUOER—FEFTINDO#H (AWS CLI)

FATIE—FEFIL O EDIIBER
FAFIR—EFLSME. RODEERERELET,

c LRI -DHBEROBEELARIL, EEELARLCETVT, 2FBERIRXO I 2O—RHBEHT
JVICaEEhET,
- B8 (INFO) - BHRBERIF., TATIVZ—ETIDEEBZR 7 A=) RIZEOVTORBHREREL X
T CORATDRREBE, IKOT7 IS 3> ebBELREA

- B4 (WARNING) - BER R, T4 T7I9F—EFI)IICEEZSIERITAEEOHD 71—
RIEEEBELE T, ABRETT(TIVX—TEFI)IN2FERAT?HIIC, BE2BFRAEBEL, 4E
BITEHEEDCEZHEOLET, TH5LABVE, TATIOZ—FFILNFPEFESY ICBEL &
WATBEMEA BV E T,

« IT5— (ERROR) - IZ—HREK, F1T7IV9F—FEFINTRON > LEBBEICODVTEBHLET,
FATIRZ—FFINERKTLEIDOETHHE., AWSIoTEvents kO —ED D iZ BB IZEIT
LET, FATIVX—TETINERTITDEIC, IXNTOIT—ZBETRIHENf HYVET,

s B -TATIVR—FETFIAD, THBERISRIBDTA—IILRZBEITDLHDOEHRT
T, BFICK. BE., REB, BITARYKNE, ARV ME, TUTER (B in state
TemperatureCheck in onEnter in event Init in action setVariable) f&FNh&E
EP

« BAT-MBROEAT . DMEATRE. KTOLRSICHEENET,

« supported-actions -BEENEARNEEREBITAR MBREEhZE, TO23Y
ZHCHET AWS IoT Events CENTEET, #HARAART I IV EZERL T, RAIN—ZFH
Ly, AIZZRELEY, 1O AWS H—ERICF—REREEFELLEYTEET, AWS H—E
AHNFETEER AWS V=232 T, D) AWS H—ERELEETEZI TV A EEETIHE
FHYET,

- service-limits-#IREEMEFNDIH—ERAI A —RIE, AWSTHIO NOHF—ERD
V—ARAFRLERARL =23V OBRABELFRDPETT, FICHRENRTVAVREY, 74—
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ZREV—23DZEICREITVET, EDRARAZ-XIWUT, FATIX—FEFINZEHL
T, HRICEBELBEVELSICTEA, V7F—FDEMEERTERT., —HBOIF—F0EMZ
ERTEXRTY, OV F—RFBMTERL A, FHICOVTR., "77—2, 22RL T
2TV,

« structure- FA TV RX—FEFIE, REBLEOMEBERZZINTHA. AWS loT Events ®
HR—RNITBIBELCRDBETAEBR)ERA, TATIX—FEFILER. 2BLEE 1 DORE
E1DODHRBNIVBETT, ZHFEFE. EEBAARINZRETSDEHICAITF—2ZMLET,
AR NFBREEhDE, TFATIOZ—FEFILEROREICEBITL, 7o2araBUOEHT LN
TEEXT, ChSsDARVBNE, BITARNERENRET, BITARMNE, ROREICAD &K
SICERTIBENBYET,

« expression-syntax - AWS loT Events Tk, F1 TV —ETFIDERS ROEHFICEZE
ETHDFENVKOARABEEATVET, RRATR, VFZI., BEEF, B VI77LVA. &
VBT VTL—hEFEATEET, XEFALTUVTIINEZEETSH. BEDEZEET
ZaIlC X Z 7Tl AWS loT Events TEE T, KRB, DEBBXIIHSHKENF HVET, FMIED
WTik, TEE, #3BLTIEEL,

DTFATIX—FFIRNEE. BEDTF—RXFEIF)Y—A%ZSE AWS loT Events TE X 9,

- data-type - AWS loT Events (&, B, 10 €. XF5, B8RP T—IIF—XBEEHR—
RLET, ROFHEHRIC 1 20F—ZFBOF—2Z50OF—XEIZBHHICEHE AWS loT
Events TE2BE. ChSNTF—RBICEEEMENI HVYET,

(® Note
o BRE10ESIE. AWS IoT EventsTHR—REN TV B HE—OEBRMEDHZT—X
BT,
« AWS loT Events IFEB# %z XFHICEBRTEBEVWEZH AWS loT Events ., FEMA &
M TEEEAS

- referenced-data- F—XZFEATIHIC. TA1TIX—EFITSREINDTF—FEE
ZLTHBLKBENHYET, HlZE, DynamoDB T—7IIICTF—RE2RETIHEEF. RE
($variable.TableName) TAIZZFERHITDHEIIC, T—TILBESRIDALZEERTIHE
FHYNVET,

- referenced-resource - 1 T X—EFINERATEDV Y —ANEHAATETH
BPRENFHYET, VY—REZFEATREIC, VY—RZERTIHENHYVET,
BIZE, BENEBEZET_RJITDEOOTATIVZ—EFILEERTDELE
9, $input.Temperaturelnput.sensorData.temperature ZEAL TEEZJV 7 7L
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VATBENC, AA ($input.Temperaturelnput) ZE&EL T, ADBETF—RET1TY
R—ETFIIEBITIHEN HYET,

ROt 3aveEsRLT, IZ—ORZTIN21—F42T0%7FTV., FATIEZ—FEFILOSHY
S5EZZSNBBREEZR DT TSIEZ L,

FAFUE—EFLIZ—ORNTTAT2I—F142Y

FRORATOIT—E, FA4TI92—FFIICEHTHEMEHRERMEL., ETHAEHEDH S
XV E—JICHWBELET, CNSOXYE—JEHBEINZIBAREFEALT, T4 TI92—FFI)
NIZ—%= TN —FT420 L%,

XY t—2 EfERE

* Location

» supported-actions

» service-limits
» structure
* expression-syntax

- data-type
» referenced-data

« referenced-resource

Location
Location ICEAT3BHESECOMERE., XOIZ—XvE—2ICW/ELET,

s XV E—I - SHBERICEIZIEMBEBIEELATVET, Chik, B8R BE, FLEIZ—
XVvtE—ITHBARMENIHYET,

R AWS loT Events A BREYR—RNLTVWEWT O3> aiEELEBE,. COIT—XY
T—INRRENDENHBYET, YAR—FEIATVWBETI3aOUAMNIDVTIE, HR—
REhTWaT7023a> #8BLTLSEETL,

supported-actions

supported-actions ICE TR FEHMEECOIMBERIE. KOIZ— XYy E—2JIERMIELET,
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« XV E— T O AU EBHHMMMNNHCENBT O 3a VA THIEELET,

R AWS loT Events A BREYR—RNLTVWEVWT O IV EEELERES,. COIT—XY
T—INRRENDENHYVET, YR—REhTVWBETO3a> ) AN VTR, H7R—
RenTWa70>3> #BLTLSEEL,

« Message: DetectorModel definition (Zl& aws-service7 22 a2 F&HYETH, ZDaws-
servicer—E AWk region region-name TEHR—KRENTVEREA,

BRARE . BELETO3a N THR—RMEATWTE AWS loT Events, BEO)—23 > T
FTOTOAVEFEATERVE, COIT— XYV E—INFRRENDENDHYET, hnl&k.
)—2a TRATEBRVWAWS H—ERIZF—RZEBLRSELEEEICRETHHUEMENH
WET, £/, AWSIoT Events &€ AWS FAHL TWAH—EAOEAICEAL D —2 3> z&IRT
BDUENFHYVET,

service-limits
service-limits ICBETRBHRESCOMBERIE. KOIT—XvE—2JICR/EBLET,

s XV =T RAO—RTHASNTVBR AT UOYRBY, RE###D AR Np####DHIR##
#Hnnnn#INA NEBAEL 2,

BRE:TO3avRAO—ROIAVTVYRAN 1,024 NA N E2BRADHEE. COIT—XY
E—PHFRRENDZENBYNET, RAO—ROOAVTUVYRRAOY A XIF., &K 1024 /N1 b
T9,

e XV tE—: FATIOR—FFINERTHATNTVDIREOKS ., #rappnnnnntttttDFIRZ 8
AFLL

BAR. TATIVE—FETINIC 20 ZBADRENHBIHEE, COIT— XY E—INFRREND
CENBNET, TATUVE—FETIICR, BR20 DIREZEHDENTERT,

« XY= BAI - REE. DR EE #1188t D ORE THIHVEN H V) F
9,

AR BAR—FHREBN 60 WRBODBE, COIT— AV E—INRRENBDENHBYF
T, AN —FHFEE 60-31,622400 WICTDEZHHMHLET, R Y—RFHRIKFAORR
ZEEITI L, FRFEORANHMEGEREIFRETVEBRICTVETSNET,

s XV E—=T ARVRNZEWIZFAESNDT OS2I OBY., T 1T 02— TFTINEEDA##R##LHY
###DEIRZEBAEL =
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RRE. ANRVNZI10ZBABDTIIVNFBHBDEE, COTIT— AV E—IHFRTENDIE
FHNVES, TATIX—FETITR, ARVRNZELERI0OT V>3V ERITTEEXRT,

e XV tE—D RECEICHFAETNBDIBITANRY NOBY . 71 T 0 R—FTFTIERD######HHHH
#DHEIBRZEBAEL =0

R JREEIZ 20 ZBA B BITARI M HZBE, COIT— XY E—IHNRRENDZ LN
HYVET, TATIOZ—FTFIIOREZEILRKR 20 DBITARINEEDODCENTEEXT,

« XYV E— RECEICHFAETNDANRY NOBY . T 1T 0 R—FTFINER D ########HD FIR
EHBAEL L,

RRR. RREIZ 20 ZBAB AR NN BHBIBEE, COLT—AVE—INFRRENDENFHY
T FATIVE—EFIORECEICRR20 DARY RERDZENTEET,

s AV E— B—DAHCHEERTRZCEN TEBRTATIEZ—FTFINOERBNFFIRICELT
WD AEEMA H V) ET. AD#asld, suospspsppstttt T AT O RX—TFI)IL—NTHEAENE
9o

AR ANZE 10 ZBABTATIVE—ETINCEBLEIDIETRDE, COBEXYE—INK
RENBHFENFBVET 1 DOFATIVRX—FTFINCHEKR10DERBZTATIVE—FETI)I 28

ENFAZENTEERT,

structure

structure LI 2BHREESLONBERE, XKOIT— XY E—JICHBELET,

e XV tE—=: T o231 D2ORATUDNERENTVERVAIEEEN B V) TITH., ##a#24A
TOFTo0aVNFREIAYELE, BIOT O a2 IcpBLTSEEL,

BRRE: APIARL =23 2FERALTTFATI9R—EFNZERFTEEEHRIDHEICKY, 1D
ND7A=)LRIC2DUEDT IV IaVEEELESE, COIZ— XY E—IHFRREhD L
HFHYVET, Action 7P IV NOEINEERTEERS, FF VIV E@ROATSIIVRNE
LTEZELTVWAEZBRELTLSEETL,

e XY +t—< : transition-event-name TransitionEventld. FEL &V state-name IZ#B1TL
x9,

FRRER : NBITANR N AWS loT Events "SBLUEXRODREZREDHFSshBEVWEHEE, 0T
T XYV E—IHFRRENDENHYVET, ROREBAERBSIhTVDE, BRUEL WVIREE
BEADLECERBBLTLSEETL,
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e Xvt—2 : IZHBIREESR DetectorModelDefinition A&V EL 1=, REOHDEVIRLZED
state-name EO2HMVEL 1=,

BRE: 1 DULEOREICEALCEBRHZFEATRE, COIT— XYV E—IHNRRENDBEEN BV
£, TATIVF—TFTFIOZREIC—ENDRUZENTFRIRSICLTLSEEL, RERIK 1—128
NP THIUBENHYNET, BBENF: az, A-Z, 09, _(FE—AAT). XV -(\17
o

s XY t—2 : T initialStateName ######ld,. ERENEREICRBELTVWELBATL =,

BOREK: VHPREBHAELLKBVWEE, COIT— XV E—INRRENDENBYET, T4
TOZ—FFINE, ABWPBETHDETHH (REZ—RNREBOEETT, AIWNBBETRE,
FATIEZ—FFILREISICROREICBITLET, IHREBNI EZENEREOZETH Y,
ELVWEBEIZADLTVWBCEZERELTLSEETL,

s XV tE—: FATIOR—FFIIERR. RUETOIBLKEE1I DODANEFERATIHEN HYF
g,

BRER: FBETANEZEELBL 2GS, COTIT—NHFRETDAEMENIHYET, PELEE
1 DDRBTOLBLLEET1I DOADNEFERAITIHEN HYVET., ThUANDEES, ZET—XEFE
{fi AWS loT Events EhEt A,

e XVvt—T . TRETZEDDIE., ¥& durationExpression ® 1 D712+ TT SetTimer,

BRRK: R4 Y —IZ seconds & durationExpression DA ZFEAL EBE. COIT—
XV E—INRRENDENHYET, SetTimerAction D/NFX—RE L T seconds &
7=l& durationExpression OWIFNAZFEAL TVWAH EZRBL TS EETL, FMHICOWVWT
. AWSIoTEvents "TAPI U7 7L > A) MSetTimer "70> 3>, #5BLTLSEE,

s XV Y= FATIOR—FFINOT O IVICERTEER A, 7O 3 2HKBITIFRHEERE
LT EEL,

BRER: TATIOZ—FTTFINOTOAVIELETERVEES., AR MNOEHE Tfalse, EFHM
TENET, PO EBECARINOZRBEEFIVILT, TOEREN Ttrues EFHEE= ATV
BEEERELET, AIRXRNOEZHED Ttrues ICFHMAEThTWD E, 7O a2 idERETREICK
VET,

c XV E=I ANBUABRAIATNTVXRIN, ZAN—HDTNECENARREEZASNET,

AR ANBHOER. ROVThANRELLSEECHRAIMD ZENTEEXT,
s FLLVADEZZTE 2 LLEE,

s TFATIVEZ—DRAI—NDHNIZEE,
DHTEER 257
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ADBEY, TOAIOFHFLWEZZTE 2 LEZEICOKDITMENDIEIDICTSRICIE, RICRT X
SIZHMIC triggerType(“Message”) BBANOFTEHLZEHTILEEV,

F 4 74 BR—FF )L TEES O T O KM
if ($input.HeartBeat.status == “OFFLINE”)
RICELULEEDICEYET,
if ( triggexType("MESSAGE") && $input.HeartBeat.status == “OFFLINE”)

ZHTREENEWHEAIOFIC triggerType(“Message”) BBAOHRTHL A KD HE,
COFEEMFEATDHE, triggerType("Message") BBIE Ttruey LT, FLWASD
EzZTHS&HE®BLELET, triggerType BHOFERSEZOFMIZOVWTIEE., TAWS loT
Events BAREHA Ry @ "RE, 92320 triggerType ZREL TS EE L,

c XV E=D: FATIVR—FETIOREBICEETEEREA, BNOREBNOBITEEIERITRN
WL TSEEL,

BRE: TATUVER—ETINOREICIETERZVEE, TOREBNOZERTEZSIERIIHR

frid Tfalses EFHMEENET, TATIX—FETFIAOZOIETEZVRENDOZERITOR
A Ttrues EFFMEEH, BROREBICEETED & EBIEL TS EEL,

s XVt 8AX—HMYInBdE, FHLBEVEOXY E—DFEFEE DAl B ET,
BRE. BAX—NFNNELEHICTFATIOR—EFIINFFHLEVEOXY -2 A ETHER
REECBDOZHSIZE. ROLSIBFATIVEZ—FTFIDOFZMHET triggerType("Message")
EHEANOHCHELEERAT I L EZRFTLTIEE L,

T A TR —FFTI) T A O T &4
if (timeout("awake"))
RICBEUU RS BRBFICEBRENET,

if (triggexType("MESSAGE") && timeout("awake"))

FETRES NEABAD O triggerType(“Message”) BBAOHIH LA KRB B A,
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CHEEICKY, FATIR—TRAI—T I UNHBEDIOERE, XY - NERICHE

BENDDEPBIETERS, FTATIRX—TRAX—T V23 aERITIHFEOFHMIOVT

. {AWSIoT Events BIREHA R, © TEILNA VT O a2 0FERA R—DESBLUTLKE
=L\,

expression-syntax
expression-syntax [CEITREHREZSTCIMERRE. RKOIZ— XYy E—2JIERMIELET,

« XV tE—T:RAO—RRE #A HNEBHTT, ERENIERAO—REATE ISONTHB Iz
®. XFFCFHE AWS loT Events ENh 32X ZEEETIHLEN BV ET,

RE . EBEENERAO—REZATH JSON DIBE. AWS loT Events £, H—EAHNR%E
XZHCFTHETEZAESHAEFIVILET, TMIERE T —IIEXTLEEREICTRILEFTE
FEA. RN LEBEVEES., COTIT—HNELETHAEMENFHYET,

« XY +t—:SetVariableAction.value GRBETHIHVENHV)ET, B "#4#1 OOMICK
BLELE

fRRZE: SetVariableAction ZAL T, name & value TAIZZEERETEE T, value &,
XFH, BE, FhE7—IIEICTRENTEET, value DERBEZBETDLETESE
T, FFMICDOVWTIE, AWSIoTEvents " API U7 7L > ASetVariable; @ "70> 3>, #5 8
LTLKEEL,

« XY +t—<:DynamoDB 7V 3 DEM (#4##) ODRBEZEDHTEEFTLATLE, ELVEXTE
BEADLTLSEZL,

fRRZE: DynamoDBAction BT 7L —RDIXNTONTA—RICKRRZFEATHIHEN H V)
F9, FMICOVTIE., TAWS loT Events API )7 7L > A1 ® "DynamoDBActiony ZZ8RL
TLEZL,

« XY +t—<: DynamoDBv2 79 3> M tableName ORBE DM TEFTHATLE, ELVEX
TRRZADLTLEEZLY,

fRRZE: DynamoDBv2Action M tableName FXFITHBIBEN HY) ET, tableName @
REZFERAITHIMLEN BVET, RREF. UTTII, BEF, B VI7LVA, BLUVE
BT TL—RZ2B2TANET, FHHICOVWTIEE., "TAWSIoTEvents API U7 7L2AL @
"DynamoDBv2Action 1 ZZBRL T<EE V),
s XV tE—: RBEEMWE JSON E L TFHMETEELBATL =, DynamoDBv2 793>
&, JSSONRAO—REXATDOHKZEHR—NLET,
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R DynamoDBv2 DRAO— KRR A7 1& JSON THRIMBEN HVET, N"EME JSONAD
RAO—ROOAVF YR %5l AWS loT Events TE2 & ZERELET, FMAICOVWTIE,
"TAWS loT Events API) 7 7 L > A4 ® "DynamoDBv2Action; ZZBL T EE L,
o XY= ##papttHORAO—RODAV TV RAZIMTEREATLLE, ELVWEXTO
DTOYRBEADLTLEETLY,

BRE: AT YRRICE. XFH ( T#gas#s ). AIZE ($variable ###), AJE (Sinput. ##4.##
#annnt), XFHOEFE, BLRV${} Z28CNFIEEBDRENTEET,

s XV E—J AABIAXENEZRAO—RBIZETHEVZENHYET,

BRRE : TOAVICHAZRLARAO—RZEIRL., AWS loT Events AV —=J)LICO>FY
READLBL2EHBE, COIT—XYVE—INRRENDZENHVY) ET, [Custom payload]
(AAZLRAO—R) ZiBIRL =B AE. [Custom payload] (HAZALRAO—R)OTFIZOVT
DYRBEANTIHEN HVYET, FMICOVWTIEE., "TAWSIoTEvents APIU77L>>AL @
"RAO—R, ZZRBLTLEEL,

s XV Y= BAN— T##pp#) BHEBORE T#appss#t, ODWICKBUEL &,

RRK: RAX—FHFEORRONALERE. 60—31,622,400 DETHAILBEN B EXT. HE
DFHiEREREFE, FEEVBERICTVETSIET,

s XVt —: #pppn#DORB T4, ODWMICKBUEL &

BRE EEENET IV IVORBROBINELKBEVES, COXYE—IHFRRENBIE
FHET, ELVEXTEREANLTVASEERBLTLKEE L, BMIOVTRE, B
X, BBRLTLEEL,

« XYv+t—<: IotSitewiseAction @ fieldName ZPHTEEXRLBATLE, RBETIRELWVWEX
BERITIHENHVY)ET,

BRRZE - D" AWS loT Events O fieldName ZETERBRN 2 EHBE., COLIT—HNRTEND
CENBHY) ETIotSitewiseAction, fieldName 1" AWS loT Events A0 T& 2R\ = FH
LTWVWBCEZBRELTLSEETY, FHlICOVWTIK., API U7 7L > AlotSiteWiseAction® ", %&
SBRLTLKEEL, AWS loT Events

data-type
data-type ICETREHREZSTOIMBERRE., KOIZ— XYy E—2JICRIELET,

e XV E—: BA I —#### R O RB AN ENTT, BEZRIHENFHV) T,
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FRIRZE © AWS loT Events A" XA X —DO#GREARN ZEHREICTFETCE A > 1IBE. COIT—
XY= NRRENDEN B ET, durationExpression ZHEICERTED L& HE
BLTLKEEY, 7TIEZEDMOTF—RBEHR—RENTVELA,

e XYv+t—: KRB condition-expression REMBEHGRBETREHY ELA,

BERZE :© AWS loT Events & %7 —JLficondition-expressionllfHETE A 2 S, C
NDITZ—AYVE—DHARRENDENHYET, 7—)LfEE. TRUE » FALSE DVFhATH
DRENHYET, FURBT—INEBICERTED L EZBBELTLKEETV, RN T —ILET
BWBE, FALSE ERAETHY, 7oA aBUHLEY, ARV NTEEE Mz nextState
ICBITLEYLEEA,

s XV E—I BEMMEOBVT—XB[#HHAN RORBTra#tt AR ODYEL 2, #4
BRR. BRR. TATIVR—ETFLIORAUASNBHRELEAZEOIXNTORAG., GUF—2H
BUTJFPLUVATRDHBENHYET,
ROEHRZEEAL T, BMEZHERLTSEZL,
c 1 DULEDBEEFTARTVRELTUIZLOAZBERATREERE. V7I7LVATEHIANT
NTF—RBICEBRUENHDEEZBRBLTLIEEL,

BIZE, RORBETIE, BR2E == FEFL R BFETOMADART Y RTT, 7
RS RICEBUN BB ZEETSICIE. $variable.testVariable + 1 &
$variable.testVariable GEHRELIE 10 EHZ) T 7LV ATEIHRENHVY)ET,

T BRI +BEFOARTRTT, LEN DT, $variable.testVariable (FEH
FEF10EHRZ) 7L ATHDHREN HYET,

‘$variable.testVariable + 1 == 2 && $variable.testVariable’

« BRICEShZEBELTVI7PLYAZEATZERE, BENFSRIZDT—EBZYR—b
LTVB & Z2MBIELTSIEEL,

BlzIE, RO timeout("time-name") BT, BIBE LT BB E SN TN BRE
T9, timer-name EO) 77 LV AZEATHEEE. ZESIAFTEFIEXFINZSR
FTRIVLENHYVET,

timeout("timer-name")
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® Note

convert(type, expression) BBDIBE. ###EIC)VT7 7LV AZFERTREE.
D7 7L AQOFA#ERE String, Decimal, F£74 Ik Boolean THIMENH V) F
E

FHECOVWTER, "TUZ77L2A, 22RLTLKEZ L,

s XV tE—2 A THERE DI ERMEOBZ VT —XE [#44], ChICKY, FUORALIT—H
RETDARMENBYET,

R BUANBUEREZTED 2 DOXRAHN 2 2OF—2BZVT7FLYALTVSRESR, C
DEEXYE-—IHFRRENDZZENBYNET, AUADBURIREZATEORRN, T1TI752—
EFIORUTF—EEBZU)TIT7LALTVWRD ZEZRRABL TS EZL,

« XV tE—2:BEF [operator] ICAAL F—REB [inferred-types] &, ROKEK & BIRMED
HY)EBA, T##]

PR REN, BETCNLEEFEERMOBRVT—RBZEAEDETVEIEE, COIT—
XYV tE—DHFRRENBDENBYET, HIAE, RORRTR, EET + FEH 10&, &
OXFIOTF—RBEBRMENABYVETH, T-ILTF—RBOART Y REGEBRENH V) FE
Ao

true + false

BHEHFITHERIZT—RBEICERUN HD L 2B IDILEN BT,

« XY= #### TROD 2 ETF—X [####4] R EBRENBL, SURALIT—DIRETS
AREMEAN B ET,

BRR-RUALDBHED 2 DOREAN, RRED OnEnterLifecycle, FEIFIRED
OnInputLifecycle & OnExitLifecycle ®EAED2OOF—RBZU T 7L ALTWS
SZEIC, COIT—AVE—INRRENDEN HYET, OnEnterLifecycle (K
OnInputLifecycle & OnExitLifecycle @WlIA) ORBJEH, T4 T IV X—FFILORIREIC
WUTRUTF—2BZ)T77LALTVWA ZEZBRLTLSEEV,

c XV E—I:RAO—RKRR [##] FBEHTT, RAO—REZATE ISONEXTHB 1=, T~
A LCXFHCTHMMENDRBEZEELET,
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RRE . BELERAO—REZALTHISON TH>TE, TOREXFHICFTM AWS loT
Events TERWEE, COLT—HFRRENDIENDYVET, FHMEERN T —ILEPKETE
B, XFHTHBDEEZ2BRBLTILEZL,

c AVE—D WEETIhERE (#a#} l&, SURALIIEBBELE T —ILEOVWT A ICFHEE h
BPRENFHYVET, TS5LAVE, RAO— KRB #annnnty $T 0 XA LIZEWE JSON £ L
TOWTEEEA,

FORE . PR ENERXEBHE-E 7 —I)LEICFEM AWS loT Events TERA S BE. 2D
IS5 XYV E—INRRENDENHYET, tringkEDOTF—RBEHR—KEhTLWiEW
o, AT ERREBRELZ T —INEICERTEDCEEBABLTLSEETL,

e XY t—: IotSitewiseAction 7 1 —J)L R##DORI|RAA T 1&., ##### 3 AT ELTERE
h, #8434 7TE L THBAENET, EBEBShEZRATEHATNEZATEELUTHZIHED
HVET,

fRRE: TotSitewiseAction @ propertyValue MFREIC, AWS loT Eventslc & 2 THERIE h
ETF—RBERGEBDIFETCERENLET—RENHIEE, COLT—XYE—IHNFRREND
CENFBNET, TATIVR—FETFIOZORADINTOA VARV AICRAUTF—2BZERAL
TVWBEZRBALTLEE L,

e XV t—T:setTimer 7OV aVICERAE DT —XRE [(#44] &, ROKBED Integer (-5l
EhEH A, ##

R HERBEOHEET—XEN BRI LEPETEVES, COIT—XYVE—IHNFRREN
BENHYET, durationExpression ZHEICERTED L EZBRBLTIKEE Y, 7—
IERXZHN R EDMOT—RBRIFHR—RNEhTVER A,

s XV tE—: WBUEEF [######) DART Y RTHERE D TF—2 B [#r#4#] &, RORBETEH
BEABYERA: ##

R TATIOR—FTFTINORHRR (#4) OBEFO#####OHET —XBEN —BLELA. F
RSV REE, FATI9R—FFILOIXRTO MO N— N T—HRITBF—2BETHERAITIHLEND
WVET,

® Tip
convert ZFRAL T, FA4TI9X—FFIORBAODTF—XBEZZETEET, FHICOV
ik, TEEL EBEBLTEE,
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referenced-data

referenced-data ICBI T2 EHRESCOMBERIE. KOIZT— XYy tE—2JICR/BLET,

C XY= ENERA XA REENEL L RS X— N RRTEAEATUETY, B
EERTUELA,

RRE: RETNTVWEVWRAN—Z2FEATRIE, COLIT— XY E—IJHFRRENBDEENHY)
9, KATHEATIHIC, FAN—ZBRETIXLENHYVET, £, ELVWRAN—FRZAD
LTWB e ZBREBLTSEEL,

s XV E—J RNLEAEMREENRL 2 AB##NARBATHEATATLRTY, RETATLE
A,

AR BREENTVWEVAZZFEATRE, COIT— XY E—IHNRTENDEENFHYE
¥, RATHEAIZENIC, ARZRETILEN G ET, ey, ELVWAZERZALLTVSEC
EEBELTSEEL,

c XV =T BN EAENMREEhI LA TEICEZRETSEIIC, RAETHEATATLERT,

FERE: RETRMETEDICE, FAECEICENITOSNTVWIHLENHY KT, EZIETE
L5510, BOEFEATSIEIICAENEZREL TSEEV, i, ELVWAZEREBZALLTVSC
EaBELTSEEL,

referenced-resource

referenced-resource ICE T2 BHRESCOMBEREE., ROIZ— XAV E—2IC®/BULET,

s XV E=I: FATUVE—ETIERIC., FELBEVAINOVTFLYANFEENTVET,

RRARRREEALTHFELBEVALZITITFLYATRE, COIT—XYE-—IHRREN
BFENHVET, RENBEFEOANZYTFLVALTVWRCEZ#FEL, ELVWAOEZASD
LTLKEEW, AN BWVWESRE., RODICADZERLET,

s XV tE—2 FATIUR—EFIIERICEMNE FEETNTVWET InputName: input-name
BRR: TATUOR—ETINICEDBANBNIETNATVEEEG, COLIT— XY E—IHFRRE

NBZEABYET, ELOANBEAILTLEE VN, ANER 1128 XETHBREN V)
T, BWENF: az. AZ 09, (FYE—AOAT). B&KE-(\ 1T )e
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FAFOR—EFNOHH (A V=)L)

RDATY T T, AWSIloTEvents AV =) Z2FEALTF1TI9FZ—FFINZo0HLET,

1. AWSloT Events A2V —=)LIEHAL 242 LEKXT,
2. TET—23URAUT, FATIVR—ETFTINERBRLET,
3. FATUVR—FEFILT, Z—TYRNTFATIORZ—EFIEERLET,
4., FATIR—FEFIOR—TT, EZERLET,
5. ALBT, 2MORTEERLFT,
o7 Events L temperatureDetectorMadel it [T Runanalysis || create input |

+ Detector model palette

Detector models

Inputs - To build a detector model, drag

Alarm models Freview and drop to add states. Draw
& connection arrows on the canvas
o to add transitions between states.
Settings . (O state
9 @ Start
/
) \
TemperatureCheck
2 events

LTIk, AWS loT Events AV =)L TODHEROHBITT,

FATUVR—EFTILOSH (AVV—IL) ”


https://console.aws.amazon.com/iotevents/
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temperatureDetectorModel Eedit Rerun analysis ‘ | Create input ‘ Publish
loT Events X P ' v P
+ Detector model palette
Detector models
Inputs To build a detector model, drag
Alarm models FE— o and drop to add states. Draw
w &l @ Start ‘ p N connection arrows on the canvas
o \ / \ to add transitions between states.
Settings State
9 s | TemperatureCheck O
2 events
c
\‘
Detector model analysis Learn more [2 v
(1) Al ® (0) Error /A (0) Warning @ (1) Information
@ Info: data-type
Message: Inferred data types [Integer] for $variable.temperatureChecked

® Note

AWS loT Events 71 T O RX—FEFINDODMEAZ—RNLTH S, DWMEREWMETHIO
ICHRKR 24 BEALDVYET,

TATIRZ—FEFINDOH5H (AWS CLI)

RDATY T Tk, AWSCLI ZEALTTFA TV E—ETFINETMLET,

1. ROONZ RZRTLT, 2HZeAZ—KLET,

aws iotevents start-detector-model-analysis --cli-input-json file://file-name.json

@ Note
#htine, TATIR—ETINEREZEL T 7AMIILOREICEERAIET,

TFATIE—FETFTILOSH (AWS CLI) 269
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Example 71 T X —ETFILDER

"detectorModelDefinition": {
"states": [

{
"stateName": "TemperatureCheck",
"onInput": {
"events": [
{
"eventName": "Temperature Received",
"condition":

"isNull($input.TemperatureInput.sensorData.temperature)==false",
"actions": [
{
"iotTopicPublish": {
"mqttTopic": "IoTEvents/Output"

1,

"transitionEvents": []

I
"onEnter": {
"events": [

{
"eventName": "Init",
"condition": "true",
"actions": [
{
"setVariable": {
"variableName": "temperatureChecked",
"value": "OQ"
}
}
]
}
]
},
"onExit": {

"events": []

TATIE—ETI DD (AWS CLI) 2o
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}
]I

"initialStateName": "TemperatureCheck"

AWSCLI 2R L TBREDTATIX—FETFINEoMITBIEHEE. BXOVWThAZBIRLT
FATIOR—FETFIOEEREZMBLET,
« AWS loT Events IV — L& ERT2HEE. XOFIEEEITLET,

1. FES—>2a> RA T, FA4ATI93—EFINEBIRLET,

2. FATIOR—FEFIT, Z—4TYRNF1FI92—FFI)IEBIRLET,

B.T7023avhAsTFATIVR—FTFINEIVAR—RNEERLT, F41TI92—FTFILESX
JVO—RLET, FATI7F—FFI)LIEF JSON TREENET,

4. FATI2—FETFIDISON 77 M) EHEXT,

5 BEBZDIF detectorModelDefinition #7P TV RNEWHFTT, UTZHIBRL £,
« R=T EBOZAOHFEM ({)
- detectorModel ##
« detectorModelConfiguration 77T o ~
« R=ITHOZEOHIENM (3)

6. 77 ML EZRFLET,

* AWSCLI ZER T2 BEREE. ROKSICLET,
1. B—XFI)ITROOANY RZEFTLET,

aws iotevents describe-detector-model --detector-model-name detector-model-name

2. #HHHHHHHHHIHE T AT IR —FETIIOBRIICEETMAFT T,

3. detectorModelDefinition #7P IV M ETFARNIF A RXICIE—LE T,
4. detectorModelDefinition MAMAIIC H#EIN ({3) ZEBML E£T,

5. 77 4% JSON TRELET,

Example L AR~ A0l
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"analysisId": "c1133390-14e3-4204-9a66-31efd92as4fed"
}

2. HHASHMIDZIAE—LET,
3. ROIONVRZRITLT, FIMODAT—RAZEMBLET,

aws iotevents describe-detector-model-analysis --analysis-id "analysis-id"

(® Note
analysis-id ZJE—L D ID ICEEWRAET,

Example L AR~ A0l

"status": "COMPLETE"

AT—RAE., ROVWTFhHLADEICKY)ET,

* RUNNING - AWS loT Events T4 792 —FFINZ9HLTVET, cOTOLAK, T
BDFETICEKXK1ODDBEENHYET,

« COMPLETE-AWS IoTEvents l&, F41TI9X—FFINOOMZRTLUERL I,

* FAILED-AWS loT Events i&, T4 T X —ETFINZ M TEERLBATLE. HETES—
ERLTHTLEE L,

4. ROOANVRZEFTLT, FATIR—FTFIO1 DULOSHBERZEEBLET.

@ Note
analysis-id ZE—LEDHID ICBEEWRZET,

aws iotevents get-detector-model-analysis-results --analysis-id "analysis-id"
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Example L AR A D Hl

"analysisResults": [
{
"type": "data-type",
"level": "INFO",
"message": "Inferred data types [Integer] for
$variable.temperatureChecked",
"locations": []

3,
{
"type": "referenced-resource",
"level": "ERROR",
"message": "Detector Model Definition contains reference to Input

'TemperatureInput' that does not exist.",
"locations": [

{
"path": "states[@].onInput.events[0]"

@ Note

AWS loT Events A" 74 TV Z—FETFILDDTHZARZ—RLTHS, FHERZMETHD
ICEB&K 24 BEA DY ET,
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AWS loT Events X > R

COETR, YR—MEhTVWBR DI 7H—EXAZ7O0RINOHYTIVIOITAN, LAKRV A,
IS5—7 &, AWSIoT Events DIXTD APIARL— 3 ICDVWTEHULLEBLET,

AWS loT Events 7 V>3~

AWS loT Events API N> RZFERAL T, ADBKREFATIRX—FFINDOER, FikEY), B
. HIBR, BXRON—23 2 —EORBHNTEET, FHMICOWTIE, AWS loT Events API U7 7
L>ADOAWS lIoT Events THR—RENTWB 7023 eF—28EZSRBLTLSEETL,

AWSCLI ONX>RUZ7L>ADAWS IoT Events 22 3 > 1Cl&k. AWS loT Events O EIE & 24k
ICEHATES AWSCLI OX RAEENTVET,

AWS loT Events &—4&

AWS loT Events F—X API AN RZFEAL T, FATI9X—ICADZEFELEY., FA4ATI0X—
Z—EBRRLEY, FATIOE—DAT—BAEZRTELRFEHLLEYTEETRT, FHHICOVT
(. AWS IloT Events API U7 7L >A®M AWS loT Events F—ZX THR—KREhTWBT7 U< 3
JEF—RAEEBRBLTIEE,

AWS CLIOXY > RUTZ7L>VADM AWS loT Events T—&2 2> 3 (21, AWS loT Events T— &
DREBIZHEATES AWSCLI XY RFEENTLET,
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