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// Instantiate the SDK

final AwsCrypto crypto = new AwsCrypto();
// Set up the KmsMasterKeyProvider backed by the default credentials

final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);

// Do the encryption

final byte[] ciphertext = crypto.encryptData(prov, message);
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final AwsCrypto crypto = new AwsCrypto();
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Decrypt the data
final CryptoResult<byte[], KmsMasterKey> res = crypto.decryptData(prov, ciphertext);
// We need to check the KMS key to ensure that the
// assumed key was used
if (!res.getMasterKeyIds().get(0).equals(keyId)) {
throw new IllegalStateException("Wrong key id!");
}
byte[] plaintext = res.getResult();
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_RequestSyntax
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_ResponseSyntax
https://docs.aws.amazon.com/kms/latest/developerguide/kms-alias.html

AWS Key Management Service AWS KMS B 51t 0 4

MEALET, £EL, BEBESEF—ANOT7I7EAF, KMSF—DT7 ARV —IZK2>THR
TWET, KMS F— 0) SEEDEFAIC D W Tk, AWS Key Management Service RO Y /N—H A R
)] rAWS KMS a)nlbn 7't’.7\:|/ I\I:l )I/J E*EE\L_C<7‘€U

F—ITUTILDAZ2KR—h

AWSKMS ICid, HBK TEAET BB SIUNTUTNEAVR—RNTBDXNDZAXLNFBHYIET,
CreateKey ") THHAETNTVBKSICFTHL CreateKey, % 0riginllFRELTOANY RZME
9% EEXTERNAL, EEE 732 HBK ZB8E B VWE KMS F—AEREhET, BSILITUT
L&, ImportKeyMaterial API A—)LZFERALTAR—KNITBDHBENFHYVET, COBEEZE
ALT, BESXYXTUT7ILOF—DEREMAZHETEET, COBEEZFERATIHEEE. IF
AOREBEICETEZNSOF—DOEYKRVERTHWAKICHEEICEIFETSEZ2HBOLET, £—
RTIUTILOAVR—NCBETRHFMEHREIEIC OV TR, AWS Key Management Service 7
Oy /N—74 R® TImporting key material; ZZBL T EE V),

' H L ImportKeyMaterial

ImportKeyMaterlal DOTANT, HBK ICHBELRBEFSILITUTILN AV KR—K
ENET, BSUITUTILE 256 EY MRKRF—THBDBENf HVET., chlF.
BiED GetParametersForImport DOTARNTRENENTUY OF—%FERHL
T. WrappingAlgorithm THEEE W ETIIIVAXLZER L THES{LTIHENF HVET,

ImportKeyMaterial UOTANIFRD5|EHERY)ET,

{
"EncryptedKeyMaterial": blob,
"ExpirationModel": "string",
"ImportToken": blob,
"KeyId": "string",
"ValidTo": number

EncryptedKeyMaterial

GetParametersForImport UV T ARNTIEENAEZYEIFTIIVXLZFEALT, TO
JDOTARNTRENENT VY OF—THEStE AV R—MNEXRF—ITUT I,

ExpirationModel

F—ITIVTIOEDHERAYINTVBHLESHEEELET., COEN
KEY_MATERIAL_EXPIRES MIF&lk. ValidTo NS X—RICEMEEN VYN EZE®D

F—XTUTILOAVR—K 18


https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GetParametersForImport.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html#API_ImportKeyMaterial_RequestSyntax
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ScheduleKeyDeletion.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPair.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyPairWithoutPlaintext.html
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{
"CiphertextBlob": "blob",
"EncryptionContext": { "string" : "string" }
"GrantTokens": ["string"]
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"KeyId": "string",
"Plaintext": blob
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"CiphertextBlob": "blob",
"DestinationEncryptionContext": { "string" : "string" },
"DestinationKeyId": "string",
"GrantTokens": ["string"],

"SourceKeyId": "string",
"SourceEncryptionContext": { "string" : "string"}
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UhSEHN—3 O HBK CEERESXEBELET,

RICRTDE, BEDOEXTY,

{
"CiphertextBlob": blob,
"DestinationEncryptionAlgorithm": "string",
"KeyId": "string",
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"SourceKeyId": "string"

}
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HLULOWRXAM D F—HEHEN, PFIOTATRAAMOF—ELTIN—VENET, ChiZk,

BEOTOTATF—HFITIOT47ENLF—ICBY, REFVETIT 1T LEchiz=F—
B RXARED SHIRENET,

NEp@EEEF1) T4

H—EARARNEERLIE AWSKMS AL —&2—& HSM OBOOXY > RiF, BELEAEYS 3>
ICRENTVRERBBENEVIIAMXY Y REHSM H—EARRARNZ7ONILZFERAL 2R
YA EVWS 2 DOXANZAALICK > TREEIET,

ERBEBREMNEIN RIE, HSM ARHIZIEELZREF IV T REZ 1 ADFARL —X—HHE
TERBRVERSICERFENATVET, BRBife kY>3 TRITETND IV R, Fasnity—
EAFRL—Z—FETNF KMS F—ICBETHIREZRITTERRSICTAIDICKIEET, BEEK
CNA 2 RENEIXNTORBERIE, A WSA 2V TSANSIOF YR THRETIET,

F—HE

NBBEEZREITDLEHIC, AWSKMS T, 2 DDEBZIF—HIUFEZHEALET. 12
Bl&. T"Recommendation for Pair-Wise Key Establishment Schemes Using Discrete Logarithm
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