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{
"Sid" : "AMBQueryAccessPolicy",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
1,
"Resource": "*"
}
]
}
EOT

aws iam create-policy --policy-name AmazonManagedBlockchainQueryAccess --policy-
document file://$HOME/amb-query-access-policy.json
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XD 1— R % ListTransactions 74 L9 M listTransactions.go® EVWSERDO 7 7 A4 )LIC]
E—bf?o

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"
"time"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
.
1))

client := managedblockchainquery.New(ambQuerySession)

// Inputs for ListTransactions API

ownerAddress := "0Ox00000bf26964af9d7eed9e@3e53415d*******x"
network := managedblockchainquery.QueryNetworkEthereumMainnet
sortOrder := managedblockchainquery.SortOrderAscending
fromTime := time.Date(1971, 1, 1, 1, 1, 1, 1, time.UTC)
toTime := time.Now()

nonFinal := "NONFINAL"

// Call ListTransactions API. Transactions that have reached finality are always
returned
listTransactionRequest, listTransactionResponse :=
client.ListTransactionsRequest(&managedblockchainquery.ListTransactionsInput{
Address: &ownerAddress,
Network: &network,
Sort: &managedblockchainquery.ListTransactionsSort{
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SortOrder: &sortOrder,

1,

FromBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &fromTime,

1,

ToBlockchainInstant: &managedblockchainquery.BlockchainInstant{
Time: &toTime,

iy

ConfirmationStatusFilter: &managedblockchainquery.ConfirmationStatusFilter{
Include: []*string{&nonFinal},

I
b
errors := listTransactionRequest.Send()
if errors == nil {

// handle API response

fmt.Println(listTransactionResponse)
} else {

// handle API errors

fmt.Println(errors)

774 &/{K7FLIZS, ListTransactions /4 LI MUROXOOAN REFEAL TI— RZEITL
¥9, go run listTransactions.go

ROEAFRORSIZEVET,

Transactions: [
{
ConfirmationStatus: "FINAL",
Network: "ETHEREUM_MAINNET",
TransactionHash:
"Q@x12345ea404b45323c@cf458ac755ecc45985fbf2b18e2996af3c8e8693354321",
TransactionTimestamp: 2020-06-01 ©01:59:11 +0000 UTC
.

{
ConfirmationStatus: "FINAL",

Network: "ETHEREUM_MAINNET",
TransactionHash:
"@x1234547c65675d867ebd2935bb7ebe®996e9ec8e432a579a4516c7113bf54321",

Go DRl 12
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TransactionTimestamp: 2021-09-01 20:06:59 +0000 UTC

iy

{
ConfirmationStatus: "NONFINAL",

Network: "ETHEREUM_MAINNET",
TransactionHash:
"@x123459df7clcd42336cdlchbbcae@ebb66@ccfl3ef3al159f05061232a24954321",
TransactionTimestamp: 2024-01-23 17:10:11 +0000 UTC
}

Example — Go Zf#£f L TGetTransactionAPI7 0> 3> %#ET9%

COBITE, BIOEIORNZ o2 a> Ny 1ZEALET, RXROII— R%Z GetTransaction
T4 LY NUGetTransaction.go® EVWSHFDO 7 7AIILICIE—LET,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {

// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
},
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTransaction API

transactionHash :=
"0x123452695a82868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321"

network := managedblockchainquery.QueryNetworkEthereumMainnet

// Call GetTransaction API. This operation will return transaction details for all
// transactions that are con#rmed on the blockchain, even if they have not

Go O f&E Rl 13
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k

// reached #nality.
getTransactionRequest, getTransactionResponse :=

client.GetTransactionRequest(&managedblockchainquery.GetTransactionInput{

Network: &network,
TransactionHash: &transactionHash,

1)

errors := getTransactionRequest.Send()
if errors == nil {
// handle API response
fmt.Println(getTransactionResponse)
} else {
// handle API errors
fmt.Println(errors)

774N %EREFELES, GetTransaction 4 LI NUHRODXOIN> RZEFEAL TI—RZETL

£

go run GetTransaction.go

ROEAFRDRSICEY)ET,

Transaction: {

BlockHash: "0x000005c6a71dlafbc@@5a652b6ceca71cd516d97b@fc514c2alddf2ca3912345",
BlockNumber: "11111111",

CumulativeGasUsed: "5555555",

EffectiveGasPrice: "4444LLLLLLL",

From: "0x9157f4de39ab4c657ad22b9f19997536*****x%*xu

GasUsed: '"22222",

Network: "ETHEREUM_MAINNET",

NumberOfTransactions: 111,

SignatureR: "0x99999894fd2df2d039b3555dab80df66753f84be475069dfafb6c61@3******* !,
SignatureS: "0x77777al1l01e7f37dd2ddobf878b39080d5ecf3bf082cObd4af40de783e*****x**x1
SignatureV: 0,

ConfirmationStatus: "FINAL",

ExecutionStatus: "SUCCEEDED",

To: "@x5555564f282bf135d62168c1e51328Qd******x=*",

TransactionHash:

"0x123452695282868950d9db8f64dfb2f6f0ad79284a6c461d115ede8930754321",

}

TransactionIndex: 11,
TransactionTimestamp: 2022-02-02 01:01:59 +0000 UTC

Go DAl
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}

GetTokenBalance API &, 2R THAIABEFT V> N (ETHBTC) OBRENCKRSZEMET S I-
OICERATEZIRATATR—U (BRVEOA) DESEHEITZHEERHELET,

Example — GetTokenBalanceAPI7 V> 3 ZFRALTGo DRATA 7 =0 DBREEMBL
79,

ROBITIE, ZFEAL T Ethereum Mainnet ® 7 KL A Ether (ETH) % &GetTokenBalanceAPI%
BEBLET, XO— K% GetTokenBalance 71 L ¥ kUGetTokenBalanceEth.go® & VW5H
BO77A4I)ICIE—LET,

package main

import (
"fmt"
"github.com/aws/aws-sdk-go/aws"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-sdk-go/service/managedblockchainquery"

func main() {
// Set up a session
ambQuerySession := session.Must(session.NewSessionWithOptions(session.Options{
Config: aws.Config{
Region: aws.String("us-east-1"),
},
1)

client := managedblockchainquery.New(ambQuerySession)

// inputs for GetTokenBalance API

ownerAddress := "OxBeE510AF9804F3B459C0419826b61225* % ***xxxn
network := managedblockchainquery.QueryNetworkEthereumMainnet
nativeTokenId := "eth" //Ether on Ethereum mainnet

// call GetTokenBalance API
getTokenBalanceRequest, getTokenBalanceResponse :=
client.GetTokenBalanceRequest(&managedblockchainquery.GetTokenBalanceInput{
TokenIdentifier: &managedblockchainquery.TokenIdentifier{
Network: &network,
TokenId: &nativeTokenId,
},

OwnerIdentifier: &managedblockchainquery.OwnerIdentifier{
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Address: &ownerAddress,

1,
1))
errors := getTokenBalanceRequest.Send()
if errors == nil {

// process API response

fmt.Println(getTokenBalanceResponse)
} else {

// process API errors

fmt.Println(errors)

774N Z2®REFELES, GetTokenBalance 4 LIV RUAMXOIANY RZFEAL TI— RERET
LE¥T, go run GetTokenBalanceEth.go

ROBEHAFRDRSICBYET,

{
AtBlockchainInstant: {
Time: 2020-12-05 11:51:01 +0000 UTC
.
Balance: "4343260710",
LastTransactionHash:
"Qx00000ce94398e56641888f94a7d586d51664eb9271bf2b3c48297a50a0711111",
LastTransactionTime: 2023-03-14 18:33:59 +0000 UTC,
OwnerIdentifier: {
Address: "0x12345d31750D727E6A3a7B534255BADd******x %"
},
TokenIdentifier: {
Network: "ETHEREUM_MAINNET",
TokenId: "eth"
}
}

Node.js Zf£ A L T Amazon Managed Blockchain (AMB) 2 T 1J
APIVUODTANZITS

chon/—RHEZERITIBICE., ROMERGFERAENINET,

Node.js O {5 F i 16
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1.

RY U/ —RIN—P 32 X%—T +— (nvm) & Nodejs H' 1 Y AR—LENT VB BEN & V)
£F. 0S DAV ARN—LFIECOWTH, C55%3BLT<LEL,

.node --version X RZHHAL T, Node N\—> 3> 14 U BEFERALTWVWS & Z2HER

£F9, HEICKLU T, nvm install 14 AN RZFEAL, #WVWT nvm use 14 N RZfE
BALTN—23> 147242 ARN=ITEEXT,

CIRIBEE AWS_ACCESS_KEY_IDE 2. FAHDUY MIBEEMFShTVBRRRIBEHBASFEATY

%AWS_SECRET_ACCESS_KEYRAEANHV)ET,

ROV RZFEALT, ChSDEREITAT U RTNFIELTIVAR—RNLET.
TOBRBRRENLEZIAM, I —TAHIVNOBUZEICEERATT,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

® Note

s INTHIREZHBFETETLES, ZNLTEBRENFEV VI ARNEZEEHTTPSL T Amazon
Managed Blockchain (AMB) 2 TUAPIZ~RL—> 3 P2 A L, Nodejs DA F 4
7 https EZ1—I)EZFERALTIVITARNETDENTEET, Tk, BEDH—KR
N—=—FT4—Z4T SV aEFERALTAMBI TN S5F—RAXIOSEZMBTEET,

« ZhS5 NPT Nodejs DY —RN—F 1 —HTTPUSA T N E2FERALTVWETH,
AMB ZEH L TV I )% AWS JavaScript SDKU VT AR TR EETEET,

« ROBIE. Axios AMB & AWS SigV4 DSDKET 1 —)LEEALTIIUAPIV 2 TAN
BITIS5HZEERLTVET,

RDpackage.json7 7 AN Z2O0—HINREOEEXETA LIV KNJICOIE—LET,

{
"name": "amb-query-examples",
"version": "1.0.0",
"description": "",
"main": "index.js",
"scripts": {
"test": "echo \"Error: no test specified\" && exit 1"
.
"author": "",

Node.js O {5 F i 17


https://github.com/nvm-sh/nvm
https://nodejs.org/api/https.html
https://nodejs.org/api/https.html
https://www.npmjs.com/package/axios

Amazon Managed Blockchain Query FAROY/N—HA4 R

"license": "ISC",

"dependencies": {
"@aws-crypto/sha256-js": "74.0.0",
"@aws-sdk/credential-provider-node": "~3.360.0",
"@aws-sdk/protocol-http": "7A3.357.0",
"@aws-sdk/signature-v4": "A3.357.0",
"axios": "Al.4.0"

Example — 2 TU AL T, BEONEBFAET KL A (EOA) AMB A5 h—2 V EE O EE% B
89 % GetTokenBalance API

ZfEAL TGetTokenBalanceAPl, EEXEEXAZN—T 2 (ERC20, . ERC721%& £ERC1155) &
ZATA47 D4 (ETH® B EBTC) DESZMETEXRT, chZFERAL T, BE (Unix B4
LAZRVT - ICESVWTHATKMBET AT N timestamp (EOA) NEENERSEMEBTESE
¥, cOFITIE., ZEFEAL T, Ethereum Mainnet T ERC20 h—% > USDCOT7 RLANT VA
GetTokenBalanceAPIZEIBL £ ¥,

BT ANTBICIEGetTokenBalanceAPl, XOI—R%Z EVWSEBEIO 7 7 A4 )LIZIE—L token-
balance.js. TD77AI)ERUEETA LIRNJIZRELET,

const axios = require('axios').default;

const SHA256 = require('e@aws-crypto/sha256-js').Sha256

const defaultProvider = require('@aws-sdk/credential-provider-node').defaultProvider
const HttpRequest = require('@aws-sdk/protocol-http').HttpRequest

const SignatureV4 = require('eaws-sdk/signature-v4').SignatureV4

// define a signer object with AWS service name, credentials, and region
const signer = new SignatureVa4({

credentials: defaultProvider(),

service: 'managedblockchain-query',

region: 'us-east-1',

sha256: SHA256,
18

const queryRequest = async (path, data) => {

//query endpoint

let queryEndpoint = “https://managedblockchain-query.us-east-1.amazonaws.com/
${path}";

// parse the URL into its component parts (e.g. host, path)
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const url = new URL(queryEndpoint);

// create an HTTP Request object
const req = new HttpRequest({
hostname: url.hostname.toString(),
path: url.pathname.toString(),
body: JSON.stringify(data),
method: 'POST',
headers: {
'Content-Type': 'application/json',
'Accept-Encoding': 'gzip',
host: url.hostname,
}
18

// use AWS SignatureV4 utility to sign the request, extract headers and body
const signedRequest = await signer.sign(req, { signingDate: new Date() });

try {
//make the request using axios
const response = await axios({...signedRequest, url: queryEndpoint, data: data})

console.log(response.data)

} catch (error) {
console.error('Something went wrong: ', error)
throw error

let methodArg = 'get-token-balance';

let dataArg = {
" atBlockchainInstant": {
"time": 1688071493
},
"ownerIdentifier": {
"address": "Oxf3B0073E3a7F747C7A38B36B805247B2*x****%*\" // externally owned
address

}I

"tokenIdentifier": {

Node.js O {5 F i 19
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"contractAddress":"0xA0b86991c6218b36c1d19D4a2e9EbQcE********" = //USDC contract

address
"network" :"ETHEREUM_MAINNET"

}
}

//Run the query request.
queryRequest(methodArg, dataArg);

O—RZRTIBICEK. 77MILERLUTFALINITR-—IFIZRE, ROOX> RZETL
£9,

npm i
node token-balance.js

COOAXRVRIEF, APV R%ZETL, O—RTERENES|E%EEL T, Ethereum Mainnet (2
EQOAUARENTWVWS O ERC20USDCHEEZ ) VTANLET, REBEFXOBOKISICKEYYET,

atBlockchainInstant: { time: 1688076218 1},
balance: '140386693440144',

lastUpdatedTime: { time: 1688074727 1},
ownerIdentifier: { address: '@xf3b0073e3a7f747c7a38b36b805247b2*****x*x*x1 1

tokenIdentifier: {
contractAddress: '©xa@b86991c6218b36c1d19d4a2e9ebce******x*xx1

network: 'ETHEREUM_MAINNET'
}

Python %Z £ L T Amazon Managed Blockchain (AMB) 2 I 1) API

VOTANZEITS

NS0 Python DAIERFT B0, ROFNESFENFERENET,

1. YT IZ Python A4 Y AR—LENTVBBENHYETF. 0S DAV AN—LFIECOVT
. C55FBBLTLKEEL,

2. AWS SDK for Python (Boto3) Z#24  AKR—)LLE T,

BAWSIONVRZAUAVER—TIAARAZA2ARN=)LL, OXY> RZEITL TAccess Key
ID. . Secret Access Key, &LV OZEHaws configureZiZE L ¥FJRegion,
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IXNTHRIRFZHZTTLES, SDK for Python over Z{#H L T AWS Amazon Managed
Blockchain (AMB) 2 TUAPIJ O TARNHTTPSZITD CENTEEXT,

XD Python OBITIE, boto3 PDED 1 —)LZFEAL T, BEK SigVAANYE—HFTRY FEnI:
JOTANZAMBY I ListTransactionEventsAPIARL —> 3 ICEELET. COHBIT

l&. Ethereum Mainnet EOEEDO RS H I AV ICI>THIENZAARCNOUARNEREBL

x9,

RMDlist-transaction-events.py7 74NN ZO—ALREOEEF AL IVNJICOE—-LF
T

import json

from botocore.auth import SigV4Auth

from botocore.awsrequest import AWSRequest

from botocore.session import Session

from botocore.httpsession import URLLib3Session

def signed_request(url, method, params, service, region):

session = Session()

sigv4 = SigV4Auth(session.get_credentials(), service, region)
data = json.dumps(params)

request = AWSRequest(method, url, data=data)
sigv4.add_auth(request)

http_session = URLLib3Session()

response = http_session.send(request.prepare())

return(response)

url = 'https://managedblockchain-query.us-east-1.amazonaws.com/list-transaction-events'
method = 'POST!'

params = {

'network': 'ETHEREUM_MAINNET',

'transactionHash': '0x125714bb4db48757007fff2671b37637bbfd6d47b3a4757ebbd0c52229841905'"

}
service = 'managedblockchain-query'
region = 'us-east-1'

# Call the listTransactionEvents operation. This operation will return transaction
details for

# all transactions that are con#rmed on the blockchain, even if they have not reached

# #nality.

listTransactionEvents = signed_request(url, method, params, service, region)

Python @ F i
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print(json.loads(listTransactionEvents.content.decode('utf-8')))

BTN I—R%E ICRTTBICIEListTransactionEvents, 774 ZHEEF AL I NVICRE
L., ONXN> R Z#E1TLFIpython3 list-transaction-events.pyo c DIN RIFAI VT
NZEE{TL, J—RTEZRE N5 &EEL T, Ethereum Mainnet EDIEEE RS YU 3
DNYDVIICEENTSNEARYNEDIDIARNLET, BBERROBFADOLSICEYET,

{

'events':
[
{
'contractAddress': '0x95ad61b0al50d79219dcf64elebcc@lf***xx*%xxt
'eventType': 'ERC20_TRANSFER',
"from': 'Oxab5801a7d398351b8bellc439e@5c5b3******k*x1
'network': 'ETHEREUM_MAINNET',
'to': 'Oxdead00000000000000004206942Q6942* **** k&%,
'transactionHash':
'0x125714bb4db48757007Fff2671b37637bbfd6d47b3a4757ebbd@c522* ¥ *****x 1,
'value': '410241996771871894771826174755464"

}
]
}

< Amazon Managed Blockchain (AMB) 7 1) AWS Management
Console Z £/ L T GetTokenBalance AR L —< 3> %#R1T9 3

RDOPBIE, T Amazon Managed Blockchain (AMB) 2 ') Z M L T Ethereum Mainnet Th—%2 >
NEEZMBIZDHFEZRLTVET, AWS Management Console

Example

1. T Amazon Managed Blockchain 2V — )L &R & & 9 https://console.aws.amazon.com/
managedblockchain/,

2. VIVED23aVHASIVIVIF12Z2BIRLET,
3. 7O0v9FI—>%Y RND—%2&LTETHEREUM_MAINNET Z3&RL £ 9,
4. O TI')ZA7GetTokenBalancek LT ZBIRL £,
5. N=o>070v9FI—2TRLAZAALET,
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6. =D ORET7RLAZAHNLET,

7. =020 FTIaOMN—UIDEAILET,
8. N—UVEEOHEMNERBIRLET,

9. MN—UUEBOFT>a>on Attime ZAALET,
10. [Run query] (VL' ME1T) ZiBIRLE T,

AMBOIVRGEIITVZRTL, VIVBRIA 2V RIVICERIRTIENET,

ZfER L 7= AWS Management Console 23
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Amazon Managed Blockchain (AMB) 7T U O 1—AT—A

CORNEYITIE AMBQuery DI1—AT—ADVANERELET,

N =R

s REBITBEOR -V EREZR2LET,

s BEOKZ YOI 3IVF—RZRBITS

s HEOTRLADN =V VESZINTHELET,

s RSUHOIAVTRELIEARNZE—EBERTLULET,
s BHICE > TRAESNEN IV EIXNTEHETS

« ZHO—BEZHNBEROIMSE

BESLVBEON -V BREZRELET,

GetTokenBalanceAPl l&, AZFAAET AU N (EOA) OIZN—HILR A LAR> T (Unix R
ALARAZRVT, BEA) Z2FEALT, Y R—KEhTWS k=22 (ERC20, ERC721, ERC1155)
EXAT47 14> (ETH, BTC) DESZHMEL., REFLEBEOREEZEMEBLET, L&x
(&. GetTokenBalance APIARL—23 2 ZFEALT, 41— UTLXA2RY NEDERC20
R—22 (USDC) D7 RLAKSZEBTEE T, APl ARL—>32EFEALT, h—U2EX
ATA47 4D EEZ—FBEEBETEZLETEET, BatchGetTokenBalance

M DLW TIE. Amazon Managed Blockchain (AMB) 2TV VU7 7L AHA RESBLTLKEE
Wo

BEODNZ Y023 F—REZETS

Amazon Managed Blockchain (AMB) 7 T 2R T3 &, A —HUFTLREY NOA 2 BEDNT
Dy OOV IFI—VHASEBEF—R2MBTEERT., COMREICKY, 7OV IFI—20+
LY RTRZOH O avBBREREBLEY., NSO a2 N2 2ICESVTRNS Y
JAVICBETAAVTFAMEBRZREBL VTSI E, SERETELI—ARAT—ANAEICEYE
¥, ListTransactionsAPI AL —2 32 &R L T Ethereum XA XY N ED4FE O NIRRT
B7RLAEOCA) DKRZHO>3a>n ) ANZEEREL, RIC GetTransactionAPl ARL—2 3
CEFEALTUVARNDAS 1 D2ORNT YO ORI H O aAVFERERBTEED,

M DLW TIE,. Amazon Managed Blockchain (AMB) 2TV VU7 7L AHA RESBLTLKEE
Lo

RBEBITBEON -T2V EEZRALET, 24
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BENDT RLADKN—DV 2 BAREZINTHELXT,

ListTokenBalancesAPlI AXRL—> 3> ZFEALT, J#L Y b, I—HY—a2X—

TIAA, web3 1—F A VT A RBREDKSEMETEERT, COAPIARL—3aEF, 1
DOAPIARL—> 3 &FEALT, BEONT VY O7OvYI0FI—2LEDN—=0>

(ERC20. ERC721, ERC1155) EXAF 4 74> (ETH. BTC) Ch 27 RLADLEED U A
REIRLET, LXK, AEBAET RL A (EOA) £XY KD —7% (Ethereum Mainnet) Z18E 3 %
EBBETCAN—VVERATATAMVBRBOVARNEZTMA ENTEET,

M DWW Tk, Amazon Managed Blockchain (AMB) 2TV VU7 7L AHA RESBLTLKEE
Lo

NRSoOHOS a3 TRELEAR N Z—EBERRLET,

ListTransactionEventsAPI AXRL—> 32 ZFALT. BEORNZ OB O3 0BRELT
REFTDAVKRTINARINOVARNE, ZONY 221 (RSO a2 ERIF) THEBIL T
BTEET, &AW, ListTransactionEventsZfEA L T, Ethereum Blockchain £ MERC20
N—=O AR ONOBBEEFRTEIT NSO YOI OR-EREBD ARV N (ERC20OV NS
I RN SDTransferA R MR EHEAAR N3 E ) ZEIETEERT,

S DWW Tk, Amazon Managed Blockchain (AMB) VTV 7 7LV AHA RESBLTLKEE
Wo

LWL >TRITSNEMN =D ZINTHIETS

ListTokenBalancesAPI AXRL —2 a2 Z AT E, ARSI RNFTRLAZALE
LTEBLEEEILOV RN INIK>TRITENE, YR—FEATVBIXNTON—T >
(ERC20, ERC721. ERC1155) DU AR ERT EHF TEET, =& xiE. Ethereum7 O Y &
FI—2 ETERCTUNEZHWEEIZL >TRITENE /770D TIRN—=02 (NFT) ILBBT 2 EH %
APIANRL—2 32 ZFERALTEETEE T, ListTokenBalances

M DWW TIE, Amazon Managed Blockchain (AMB) VTV U7 7L AHA RESBLTLKEE
W,

20 —EEZNFBHROEIE

ListAssetContractsAPI ARL =232 AL T, BEOTF7 RLATFSO/4/E i
ERC-721. ERC-1155, £/ IF ERC-20 O NSV NE—ERRTEEXT, c58IC, I NFIONT

BEOTRLAOMN—IVEGEZINTHELERT, 25
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RLAADHA D TVWBIEES., GetAssetContractAPI AXRL—> 3> #EALT, ARSI
RA7, FT7OAVYTRLA, BETBZN—IXARF—RBEOINZ 2 N0O7ONT 1 2EE
TE&EFY,

M DWW TIE, Amazon Managed Blockchain (AMB) VTV 77 L AHA RESBLTLKEE
W,
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Amazon Managed Blockchain (AMB) 7 TUJ API U7 7L >
A

Amazon Managed Blockchain (AMB) 7 T, HR—KREhTWd 7OV I9FI—229ITVTS
OO API ARL =23V ERBLET, cnlllFE. =02, NS2H¥o2a>, OVRNTFOKN
EOTVITRLEODAPINEENET T, FMAICOVTIE, AMBQuery API U7 7L A%ECEL
=L,

27
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Amazon Managed Blockchain (AMB) 7TV ®OtF¥1) 5 4

AWS T REFIVFTARREBRAEETI., AWSHEEE., FEEFIVT /1 ICHRBEZEABD
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IRV —=ANODT IV EARFBRTEERT, LEAEF, RUD—FHEZLRLT, IXTOVY
TAN%Z ZFERALTEEITZDLDICEETEEISSL, FEFHALT, Y—ERT7OVT 3>
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A%ZHATBEETEET AWS CloudFormation, FEMIC D2WTIE., TIAMI—H¥—HA R
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* 1AM Access Analyzer ZEA L TIAMAR US> —ZRKREEL, B2 THREENBET VAT Z2HERT
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THRIIC, FRERVBEEFEDIAMARY S —ZRIAL EFT ., IAMAccess Analyzer IZ1d, & TH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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AVHAHUOEENDIMFARA ST ZERTBIZIE, RU—ICMFAZHEZEBML £9, 554
C2WTR, TIAMIA—H—HA R, O T Z2FEALLEZEBAPI7 O AMFA, Z25BLTLKE
= U\,

IAM TORART ST 4 AQOFBICOVW T, TAMI—%—H/ Ky ® TIAM TOEF1 )T 1
DRARTSOT 1A, BBRLTLKEE,

BoDERDOKRRZI—Y—ICFHFATS

COPITR, A—F—IDICTREYFENIEATAVELVERBRIS—OXRRZE IAM 1—H—
ICHFATRIRI—ZEHITRDFEERLET, CORUD—ICRK, IV —ILT, £EF AWS
CLIELIF ZHEALTTOJZATIOT VAV ERTIBDT IV EAFANFEENTVET AWS
APl,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

FTATFYTATAR=ADRI S —Df ”


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Resource": "*"
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AMB VITVIZT7 VAL TAPIFOHL Z1T5 2. JTUICRT 2B EIAMT 7R
FFHEF DI —H—FREEIR (AWS_ACCESS_KEY_ID & & T' AWS_SECRET_ACCESS_KEY)
AMB A" % ETT,

Example IAM 3 X T ® Amazon Managed Blockchain (AMB) 2 TUICT7 VAT %R > — APIs

COBITE. OIAMI—HF—ICTXTOAMBII) AWS THIZV N ANDOT I EARZHFALET
APls,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AccessAl1AMBQueryAPIs",
"Effect": "Allow",
"Action": [
"managedblockchain-query:*"
1,
"Resource": "*"
}
]
}

Example IAM Amazon Managed Blockchain (AMB) ¥ T!)ListTransactions& IC7 VAT S 1I-
HDR!)Z — GetTransaction APls

ZOHITE., YIUBETAMBAWS PHIY N ADTF V1A% OIAMI—H—IZ5F
AfListTransactionULE 9, GetTransaction APIs
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® Note

COBIAPISD ZfhD) (CEERZZVIEBMLEZYAPISLT, b0 @G ZhALED ADT
DEAZHFATEETAPIss AMB U T OUARNIDVWTIEAPIs, "Amazon Managed
Blockchain (AMB) 2 TUAPIU 7 7L AHA Ry #283RBLTLKEEL,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AccessAMBQueryAPIs",

"Effect": "Allow",

"Action": [
"managedblockchain-query:ListTransactions",
"managedblockchain-query:GetTransaction"

1,

"Resource": "*"

}
]
}

Amazon Managed Blockchain (AMB) 2TV DTFTA T T4 T4 T IR
DNZTNDa—FT42T

ROE®EE. AMBOVTIUE OFEARICRETD AN 2 — BN EBEODHEBEICKRIEE
FIAM,

NEY D
« AMBOTIVUTFT O3 ZERTITHERNEV

AMB VTVUTTF U232 &RITTDERN LV

| am not authorized to perform an action in Amazon Bedrocky E WS IS —AKRRENEHEE, T
DTV AVERTTEDELDICRVD—ZEHITBDHLEN HYVET,

NSTNa—F42Y 47
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ROBIOITZ—IE, mateojacksonAMIA—H =AYV —IILZFERHL TERZEOmy-
example-widget' )V —ADFMZERRLELSELTVWS A, FZMOmanagedblockchain-
query::GetWidget 7 7 EAFANBVBEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
managedblockchain-query: :GetWidget on resource: my-example-widget

—MiFE ., managedblockchain-query: :GetWidget 790> a>&#ERL T my-example-
widget DV —ANDT UV LAZFATHELSIC, mateojackson I—H—DRU>—Z2EFHTS
BENFHYVET,

HR—MABEZSEEE. AWSEEBELCHSBLELESEEZV, YA/ ERERERMEL 1218
HENEEETT,

NSTNa—F42Y 48
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Amazon T® Amazon Managed Blockchain (AMB) 2 I 1)
API EF X M 1J 2 A CloudWatch

Amazon T® API AR X M) 2 A CloudWatch

Amazon Managed Blockchain (AMB) CloudWatch 7 TUH—EAND I # —XICHIETD LS I
AEhTWB APIEAX RNV IR, FRHENfMNP—ERAIVA—RICESTVWEELEZIZBETEIKRSIC
To—LZBETEET, CloudWatcht —ERATV #—REDHKEOFMIC DWTIEE. Amazon
CloudWatch 1—%'—74 KD "TAWS FHARKREXNUIA1 ZZRLTLSEE L,

AMB Query &, XD API AWS/Usage XNU VA ZH—ERABEEEHICABMZEBICABLE
F, Amazon Managed Blockchain Query

XNUTRA B

CallCount AMB Query A® APl IZX L TITH N =RUH
L O#%. SUM I, EEEL BRI APl IZX
LTIThNEHTELOBBEERLET,

Amazon Managed Blockchain (AMB) 2 T &, AWS/Usagel A TOF 1 X a > OFERAMRRX b
VOAZEZBRMZBICARLET,
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Service AWS VY —RZg8LH—EADAEHL

Amazon Managed Blockchain Query @&
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AT BEEhBIVTATANDRAT . APIEEIC
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Query AP AL —2 32 OEBA DT 1 X
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Service-Quota-Integration.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Operations.html
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https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#bitcoin-enhancement
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#bitcoin-enhancement
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#bitcoin-enhancement
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#bitcoin-enhancement
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/cw-usage-metrics.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/cw-usage-metrics.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/cw-usage-metrics.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_GetTransaction.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#finality
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#finality
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#finality
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#finality
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Transaction.html#API_Transaction_Contents
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Transaction.html#API_Transaction_Contents
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/API_Transaction.html#API_Transaction_Contents
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https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#ambq-considerations
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#ambq-considerations
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/query-usecases.html#query-contract-info
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/AMBQ-APIReference/ListAssetContracts.html
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#ambq-considerations
https://docs.aws.amazon.com/managed-blockchain/latest/ambq-dg/key-concepts.html#ambq-considerations
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