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S—ZFEALT, EEAODY—RAZRELET,

2. REDFTE - AWS Network Security Manager i, #®tHEhiz Y —AZ&ID, ZHTHIXNTO
RV —Z2BEAERNIN—LT, BB T7ATIOA—ILREZFHELET,

3. FHAFEE — AWS Network Security Manager &, BB REZ) Y —ADEBROFREELLRL., @
HAT—2A%ZRHRLET,

4 8B (X7 a)-R)Z—remediationEnabledT ZRETD &, AWS Network Security
Manager out-of-sync) V —AZ BB REICEDLETEBELET,

BEAT—VRFEHTY, VI 70— DFER:

s FTOMDRREVY —AORBIZGELEN HVET,
« ERROFHFLWVWIY—ADERERBEICEELENHVY KT,

c AHAT—RALI M) DLast CheckedZ® A LAAZT7IE, AWS Network Security Manager
FIYV—ReHxBICTHMELEAKZERLET,

BEEIVIY—AODI)—="TF v 7, RUD—LARILOFERETT, policyConfiguration #7
SIVRNDRIS = LIRS —ZRELET,

remediationEnabled
AWS Network Security Manager A" 3FEH DY —AZHEMNICEBETIHNESH ZEELE

T, COREEFMICTDE, AWS Network Security Manager ltout-of-sync!) YV —AZ{EIEL
x£¥9,
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AWS Network Security Manager /", FEICE2EEEICERLEV Y —RAEZHBNICHIKRT S
hESHEBELET, AWS Network Security Manager &, F7° 04 ZHIBRL i &, £k
THIOREREGVY —ANEEANBE 2 LEEICERLETZ7AT O =)L ZHIRLET,
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remediationEnabled & resourcesCleanUpDE B NDEREET 7 # )L N T .false AWS
Network Security Manager &, ChSDREZEMCTRIE T Y —RZBEXLEIV—2TY
7’UEE A, policyConfiguration #7211 U MZlFwafConfig, AWS WAF RS —IZEHA
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EZ EDFEHM%ZEECout-of-syncBHNAESENET, BHIEF, XOATIVICHEEIET,
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« invalidFirewall - 7 7 A 74— )LREFEELEITY. TOREFEMERELRFERYE
I, chil
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incorrectAppendableConfigurationOrder D MEM/NT Y RAEENE
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AWS Network Security Manager l&. BEELUBVREZFTFMMLELA. 71— ILRFFEEIL—-IICEK
RENZEVIEES, AWS Network Security Manager (& BEHFHARICT7 1 —)LREER L E T,
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T, V=232 &lCVY—REF7O1ZERLET,
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AWS Network Security Manager l&, &WSERIO IAM H—ERIZU V& niz0O—
JLAWSServiceRoleForNetworkSecurityManagerZ AL T, I—HY—ICRH>TEHEBD A
N=TFHhORTEHELET, ZOO—)LEnetwork-security-manager.amazonaws.comt —
EAFTVINILEZEELET, NetworkSecurityManagerServiceRolePolicy AWS EER
) —Z2BEALET,

AWS Network Security Manager l&, Y —ERXRZBMC TR EOO-IILZBEBNICERTHDT,
FHEYNTYTREBYELA, COO—JLICKY), AWS Network Security Manager & AWS WAF
& AWS Shield Advanced DREZEE L, Config AWS ZBU TREShEVY—AZREL, 7
AATATURARL =232 ZRITTEERT, FMICDOVTEE, Tthe section called “—E A
>oO=)", #ZBRBLTLEEV,
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AWS Network Security Manager Dty K7 Y 7

AWS Network Security Manager 2R3 &, 2 DOBEBETFITHEETEET, 1 DOTHIY
NTEEERATSA,. AWS Organizations TEAL T, BEOTHV NI REEZEELE
T, EYRNTYTFIERE., BRULEEFILICE>TEAEYET,

NeEY D

- HBETILEERTS

« SVINTADV NERADEOD DY NT YT

« AWS Organizations TOXILFFTHO > SMEADRE

« AWS Network Security Manager B2 &7 HJ > N DYERK

« AWS Network Security Manager Q7 7 AFFAIZ#&F D IAMID Z#ER T %

s F7F)KNTRERICE>TVWD D —23>2TO AWS Network Security Manager O F3

HBETINZEIRTS

ROBEEBETILA SBERLE T,

« VU INT AT~ - AWS Network Security Manager 2R LT, 1 2OF AT RDODIUY—R
ZREBELE T, AWS Organizations EL-FEBETHI NIBEH 'V EFEA. AWS Network
Security Manager D 7 7 AHF A 2D IAMID Z2/ER L. BEEY—EAOERAZRHBLET,
AWS Network Security Manager &, 7HJ 2 NCH—ERIZU & hi-O—)L%Z BEBHIC/ER
LET,

« YIFTFHJ>2 K -0Organizations T AWS AWS Network Security Manager ZfEFA L T, %07
NOURNIDEBDDY—RAERELET, COE— KT, AWS Organizations DFEE. EHEE
NETOEAOEML, EBETHI NOERFBETT,

SOONTHIONEROEODO Oy NTY S

1 D2DF A NT AWS Network Security Manager 2R 33 (Clk, BUBT I EAFTZFED
IAMID Z¥ L., Y—ERAZEEGERZHRHKLET., EBETHIUNEEHITIZERFIHYEE
Ao AWS Network Security Manager l&, Z7HO2 NIH—ERIZUEnizO-)LzN\Nv oI35
I RTEHBWICERL T, "the section called “AWS Network Security Manager @ 7 7 A5 A
ZEDIAMID ZER T 571 NEATLSEEL,
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AWS Organizations TONXILF T HU > MEADERE

BEROTHONTHREEEETDICIE,. HE AWS Organizations X /N—2 Y T EREZREIL
LET,

1. #8# D AWS Network Security Manager EXEZEE UL THERATAT7HI N Z2EBRLULET, Ch
l&. AWS Network Security Manager )Y —AZERBE LVCERIT D LODT NIRRT,

2. MBAN—2v T ORB-BIRUETAHVD MHFELEABOX O N—TEVEEE., SmE
%£9., " Organizatons I—H—HA R, © "HHEBICSMNIZ AWSTHI R EBETH, OF
AR TLEEL, AWS

3. HHBROIXNTOHEEE BERNICZ T S — AWS Organizations (C ik, —FEFERMEEL TN T DAL
EWS 2 DODKEEEY N H Y FET. AWS Network Security Manager ZER T2 ICI1E, IXT
DHEEICTL THEBZEMICTIXEN BV ET, HBF —EBEREACERETATVEEE
l&. AWS T Organizations 1—H#'—H4 Ky O "HBRNOINTOKEEZENICTE, OHAEF
VAR TLEELY,

4. AWS Network Security Manager DESEE N7 7 A ZBHMIZ TS — AWS Organizations @
AWS Network Security Manager DEHE N7 VA ZBMILET, EHEWET VA ZE
ICTBE, AWS Network Security Manager X N—THO > MIH—ERICU V&N
A—J)LZERL. XON=THIRNIRKDO2>TIVY—REZEBTEET,

5. EXEBET NV N 2BRTD - #EIRL 2T HV > M%Z AWS Organizations ® AWS Network
Security Manager DZFEBEEE L TERLUET, Organizations EB7 WO NEFEAL T,
DATYTZRETLET,

A BEESNETIEAEATITDE, ILFFATY NREA BB ET

AWS Organizations ¢ AWS Network Security Manager DEHEE N ET7 I AZF 7
LEBE. FEEEZEEEEET NV MOBREHERL I23BS. AWS Network Security
Manager N ILFTF7HO 2 MNOATD—7EF 704 % DISABLEDIRREIZEREL . BEETHR
BZVV—2TYTULET,

AWS Network Security Manager EX2&7 hJ > N DERK

COATYTE, IIWFTHAORE—RIZCOKBEHENET, AWS Network Security Manager &
BETHIORNZERNTEDOR, HBOEETHIMOAKATT,
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Organizations DY RPYTHFETLES, 7THI ~%&E AWS Network Security Manager B &
ELTEBERLET, ChZIT3IC@E,. AVV—ILEFEE ONRZA A2 Z—T T4 A (AWS
CL)AWS ZERALE T,

BEETHO NEHERTDE, AWS Network Security Manager FEBROITXTOT AT NI
H—ERZUEnicO0-)Lz88BNICERLET, coO—JLICKY) ., AWS Network Security
Manager X2 /N—=F7HOo b0V —AzktiL., REZEELET,

AWS Network Security Manager Z 32 &, HBOT7 74T 04— )LV —AZEETHIEHRD
EREEZRETEFTT, HBNTEROEREZFATSEAE. SEEECERGEKXHZzEA
LT, BEBETEDVY—REEERTEEFT, chlckl), HBHNTELSEEEO-IIZ2E >TEM
FBosh, BRIBETIVEAOFRAZHEBITDIDOICKRIEET, LA, 1 AOBEBENEBEN
(OUs) DY hZ2EBEETEXT, JNEBEER., FEORVS—RSTOHEEETEET,

BHBCECRETEIEREEORARBKCIODVWTR, "T77—%, 2ZRLTSEZL,

® V—>3arE&
AWS Network Security Manager EEBET7HIRZ1 DO AWS U—2 a2V ICBRLUE

9, BiD— 3T AWS Network Security Manager 2R 3% I(CIk, &§U—>3> T
COATYTZZYVIRLET,

A=) ERLTERET NIV N EZERTRICE

1. https://console.aws.amazon.com/network-security-manager/ ¢ AWS Network Security Manager —]
V=N ERHEXRT,

FTETS—23aURAUT[RERE] ZBIRLE T,
EEEDEMN 2BRLET,

THOURNEERL, BREDE(1~10) ZAHLEXT,
EEEDEMZZRL THIELET,

.U":PP’!\’

CLIAWS 2L TEBETNHONEZERTDICIE

PutAdminAccount BEZFVOHELET, BEEE (1~10) ZIEEITDILENf BV ET,
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R®D CLIAWS O FITIE, BEE 1 ® AWS Network Security Manager EBEELTT AT N &%
®LET,

aws network-security-manager put-admin-account \
--account-id 123456789012 \
--priority 1

BROEBET O NEEETE, %h%htlﬁ’&é@ﬁ'ﬁﬂ[ﬁﬁb‘"HHS1’1?3‘0 PHEIZHLUT,
adminScope/ NTX—REEETSD LT, BEBEZBENDTHIVN, OUs, ELEWET77A47F
DA—)LEATICHRTEET,

OAVV—LZERLTERET NI N2HIBRT D ICE

A BEBEZHRIDERILFTHIY MREFEMICES

EBETHI NZHIRT B &, AWS Network Security Manager & X)L FT7HD > NDE
&7 7 04 % DISABLEDREICEREL ., EEITHREZIV-—2TYTLET,

1. https://console.aws.amazon.com/network-security-manager/ ¢ AWS Network Security Manager —]
V=L EREXRT,

FTET—23aURAT[RE] ZBIRLET,
HIBRT 2 EBETHV N ZERLET,

[Remove administrator] (B2 & Z HIBR) Z#IRLE T,
BRTBICE. BEEEOHIBROBEREZBRLET,

S"':b@!\’

AWS Network Security Manager D 7 7 £ AF%2&F D IAMID %
ERLT %

AWS Network Security Manager Zf£HA 3 % (Ck. AWS Network Security Manager AR L —> 3>
EHOCEHITIVEAFTZFE D IAMID (A—Y—F£EO—IL) FRETT., IMMTO>a>i@E7L
74V O ZEALEFInetwork-security-manager,

ROIAM R —DOFICIEE, SDDAT—RMXVRFEENRTVET, RIODAT—MXT R,
g N T D AWS Network Security Manager AR L —2 3 AQOT7ILNT O EAZFALET, 2 HB
DAT—RM X KNE., AWS Network Security Manager A" % E & 9 %IE O AWS Organizations &
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LT AWS WAF 7V AFAIZE5LF9F, AWS Network Security Manager l&, chsn7 9
tAFAEEAL T, BEAOT AV N EEBEN (OUs) ZR&BIL . FEAAES WAF L—ILT
N—TEXZF—RERE—EBERTLET, ChsOT7IEAFTICKY), AWS Network Security
Manager K EEE N7 IV EAZEMIL. EFETh-EEH AWS %Z Organizations ([CE R T S
CEETEET, SBFEBODAT—HM X NE. AWS Network Security Manager A" —EXICU > D
ENEO-I)EZERTEEHICHAEKiam:CreateServicelinkedRole 7V AHF I 2 F 5L &
o ek, SVINTHIORNERLFTHINOEAETHETT,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "network-security-manager:*",

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAccountsForParent",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"wafv2:ListRuleGroups",
"wafv2:ListAvailableManagedRuleGroups",
"wafv2:DescribeAllManagedProducts"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "*"

}
]
}

AEREBRICE., BEZFRNIROTIVEAHFTOHENETHEZ2BBOLET, FMIZODWVWT
. Tthesectioncalled“ID E7 UV AEE", #SBLTLIEETL,
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ATV TEDAWNS THI b

DERZHRBIZICIEAWS, FBETTAWS PHIY b, OEBOFMICOWVWTIEF AWS THY
he TAWSTAHOIURNEB VITFLUAHAAR, O " OFEIKIEAWS THI > by 25RL
TLEE L,

F7 ) NTRERERICE>TWVWSD)—23 2 TOHO AWS Network
Security Manager M {5

F7 AL NTRREMICE>TWVWS U —2 3> T AWS Network Security Manager ZEBA 95 (1, 48
BOEETHT> N&E AWS Network Security Manager B &7 AU NOmEATI—2a>%2HF
M-TRRENFHYVET, F7AILNTREMICE>TVWR -3 EF0EMELAELCOVT
. AWS T 2DV 7 7L A1 OAWS "TU—3 20 0EE ) 28R LTLKEETL,

Y- LE)—avEEMCTAICE

Organizations B2 7 7> M & AWS Network Security Manager EX2&T7 AV NO@EAIZDL
T, AWS "T2BOUT7LVAL O ")=23 2 0FbE: OHAAD ALK TS EEL,
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FHORY ND—DVEF1VT 1 RZEZT70O0/4TS

COF1—KUTITIE. AWS Network Security Manager 1>V —J)LZ AL T AWS WAF J T
7 ACLZF7OA4TRHELCODVTHALET ., AOFIEZERITLET,

1. =L OFER

TUTL—hEEKTS

R —DEK

ADA—TZEKTS

T7O4 ZEKL TRHRTS

BEAT—RAOEZRV>T

2

COFI—KRUTILTR, BIRLIETAHI> M£4T Application Load Balancer Z{RET % AWS
WAF 717 ACL Z#ERBL&F. COT ORI, AWS Network Security Manager THR— K& h
TWBIRTOEFIUFAH—ERET7ATI4—LTEERALTT.

TTERTORFH: N 105

JAN: ZOF1I—MUTITRE, BENFRETHIAEHEOHD AWS H—EREFEALET, BE
DEEICOVTR, AWS U I 7H A FRDAWS "Network Security Manager ®¥l& , #58BL T<L
e\,

AR SR

FIBITRHEIC, ROBHZHB L TVD I EZBIEL TSEEL,

e T, OFBICR-T, EYNTYTFIEZTZTT LEL = AWS Network Security Manager O+ Y ~
7Y,

« AWS Network Security Manager ® 7 2 = AFFA] 2% 2 AWS Identity and Access Management
(IAM) ID,

o TNXNTOEBENEMICHK > TWVWD AWS Organizations #A# &, #EE il AWS Network Security
Manager EBET7 NI N (RILVFTFHODNF7OS4ICHE ),

« AWS Network Security Manager 1>V —ILAOT7 Ut A,
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ATY7 1= Z2ERTS

L=k, EF1VTAERENEBREETT. COATY T Tk, 2 D0 AWS WAF JL—I)L&ZER
LET 12F7FIINROTOIIVERETRILI, €51 ODEARMUREZRETSIL—
LTF. F7AINRNDT Y 3> E VisibilityConfig ld AWS . WAF 7T 7 ACL DM%ET 4 —)L RT
9,

T7AINRNT IV EEKITZICE. ROFIBEICEVET,

1. https://console.aws.amazon.com/network-security-manager/ ¢ AWS Network Security Manager —]
VN EREXRT,

FTET—232RA2T, [BE] ZERLET,

BEXR—2T, L—IOEKREBRLET,

=B, BEODOLAYXRTVERZANDLFImy-default-action-rule,
LWN=ILEEEIZIVOTTATIA—=)LEA47TAWS WAF ZBIRL£T,

Select type of rule T, Configuration ZiEIRL £ 7,

TRERATOEAL BBRL, TFTANRNTIII, BBRLET., JSON IF 1 ZHTF
JALRBETRTENET,

JSON I 74 2T, BlocktEV>a>#&HIBRL., Allowt o2 a>OiZREFLET,
9. L—ILZERK] &BIRLF T,

N o o bk~ w0 DN

o

VisibilityConfig L— L ZEK TR Ik, ROFIEICHVET,

1. TET—23RA42T, [BE] ZBRLET,

BER—DT, L—ILOEKZERLET,

IL=ILBICE., BEDODDLAYRTVWEAZALL EFImy-visibility-config-rule,
LW=ILEREIZIVDOTTATIA—)IRA47TAWS WAF ZBIRLET,

Select type of rule T, Configuration Zi#RL £,

BREXATOEAERIRL, VisibilityConfig #38IRU £ T, JSONIF 1 XA F T4 RRETHE
RENFT,

7. b= EmK] Z8RLET,

o o K~ w0 N
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® AWS CLI &
CLIAWS 2L TI—ILZERTRDEETEET,

aws network-security-manager create-rule \
--rule-name "my-default-action-rule" \
--firewall-type WAF \
--rule-type CONFIGURATION \
--configuration '{"DefaultAction": {"Allow": {}}}' \
--is-published true

aws network-security-manager create-rule \
--rule-name "my-visibility-config-rule" \
--firewall-type WAF \
--rule-type CONFIGURATION \
--configuration '{"VisibilityConfig": {"SampledRequestsEnabled": true,
"CloudWatchMetricsEnabled": true, "MetricName": "my-web-acl-metric"}}' \
--is-published true

ATYT 2707 L—RNZEERTS

FUo7L—RNEE, RUS—ETEANATREHIC1I 2BEDIL—ILETIL—TILET, DA
TYTTR, ATY71OIL—IE2E8ET 7 L—NZEERLET,

1. FETF =3R4 T, BE] ZERLET,

BER—DT, TU07L—MNDERZBEIRLET,

TUTL—RBICEK., BEODAYRPTVETZADL EImy-waf-template,
TT7AT0F—=)IZA7 T, AWSWAF ZiZRL ET,

L=ItEo23a>T IL-IoEmMZERL, ATV 1 THERLEL—ILEZEIRLET,
[T>7L—hE2EK]ZOVYIOLET,

S R S

® AWS CLI 0 E
CLIAWS ZERALTT7L—hZERTDEETERT,

aws network-security-manager create-template \
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--template-name "my-waf-template" \

--firewall-type WAF \

--associated-rule-list '[{"ruleldentifier": "rule-arn-from-step-1"3}1' \
--is-published true

ATYT RIS —ZERT D

RIZ—, TUTL—hNEBEAREZRAEDEERT. COARTYT TR, T0TL—r2ZR
L. BREEZEMCTRRI—ZHERLET,

1.

o & 0D

N

FTESF—23arRA420T, BE)ZERLET,

BIER—DT, RU—DEREBIRLET,
RUS—RBICHAYRTVEE (my-waf-policy BE) ZADLET,
T7PATI#=)INE2A7 T, AWSWAF ZBIRL KT,

RIZ—OBEEERIZ VIR, BFEORVS—EZOBEENRRENET, HLLARD
S—NEAEEZHRILET., ARITIVEN H25ER. BERE71—J)LREZERL., EZ 1F
ERREADEBEEFESICEELERT,

TOT7L—hEL—LEIZaTDT, TUTL—MOEMEERL, ATYT 2 THRELETY
7L—hEERLET,

BB T, B EERLET,
BEEOHARIY—"JIT7 ACL#RRT, BEBXLZRBIRLET,
. [Create policy] (R —DERK) ZBIRLE T,

® AWS CLI DR #E
CLIAWS ZEALTRUS—EERTDLETEET,

aws network-security-manager create-policy \

--policy-name "my-waf-policy" \

--firewall-type WAF \

--priority 1 \

--associated-template-and-rule-1list '[{"templateldentifier": "template-arn-
from-step-2"3}1"' \

--policy-configuration '{"remediationEnabled": true, "resourcesCleanUp":
false, "wafConfig": {"existingCustomerWebACLResolution": "NO_REMEDIATION"}}' \

ATY T 3 RIS —%EHRT S
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--is-published true

ATYT7 4 AO—TZERT S

A=, RENFBAETIhZIEHREERELEF T, CcOATY T TR, 7HU2 MO Application
Load Balancer 22 —4%'Y R TR AOA—7T%#ERLET,

1. TET =23 oRAVT, BE)|ZERLET,

2. IBER—TT, AO—70OERZEERLET,

3. AO—7RICR., BEODLAYRPTVEEZALLEITmy-alb-scope,
4

(AT 2aNTHINEHEBENDEBIRE VS 32T, EBEREZFMEHITSHEERIRTS
T, AWS 2K (IXTDOUs EFHI N OERZRBIRLET, TN THINTT
O14DBEE. COATYTZAFYTLET,

5 VDY—=RE9>3>nl)J—AR4A 7T, Application Load Balancer ZZ#RL £ ¥,
6. [Create scope] (Ad—7 DERK) ZBIRL £,

® AWS CLI 0 &
CLIAWS ZALTAD—7ZERIZEETERT,

aws network-security-manager create-scope \
--scope-name "my-alb-scope" \
--scope-configuration '{
"accountFilter": {"includeAll"™: {3}},
"resourceScopes": {
"AWS: :ElasticlLoadBalancingV2::LoadBalancer::application": {
"includeAll": true
}
}
'\

--is-published true
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ATY7 5 F70O04ZERLTRRETS

F7O4 GRS —2AA—=TICNAMRL, BRAZEMICLET, F7O4ZERLTLETSIC
l&:

1. FES—23oRAUT, BE] ZERLET,

BER—DT, 7014 DEREZRRLET,

T7O/4BICK., BEODALYXRTVWERNZANLEImy-first-deployment,

RIS —E923>T, RUS—OEBMZEERL, ATY 7 3 THERLERV—ZBIRLE

CB

5. TAOA—=7", 923> "AO—70EmMm, 2&RL, ATY 74 TERLERAD—72ER
LET,

6. (77041 DK ZBIRLET,

> w0 b

AWS Network Security Manager l&. JY—2AOREERBOHEAZBEBRLET.,. COTOEARIE
FEHTHY, ETETICESILPBIBENHYVET,

® AWS CLI DR #E
AWS CLI ZERALTF7O1 2 ERLTABRT DL TEERT,

aws network-security-manager create-deployment \
--deployment-name "my-first-deployment" \
--associated-policy-list '[{"policyIdentifier": "policy-arn-from-step-3"3}]"'

--associated-scope-list '[{"scopeldentifier": "scope-arn-from-step-4"3}]1' \

--deployment-configuration '{"enableCrossAccountVisibility": truel}' \
--is-published true

ATV 6 AHAT—RAEETEZRI)T9%

F7O04 2B 9T D&, AWS Network Security Manager (&)Y —AZ#®HL., TOREEZBHL F
To BVYV—ADAT—RAZEZRI T TBICIE:

1. TES—>3RA42 T, [BE] ZBRLEXY,
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2. [F7O41 2T ZEBRLET,
JATYT 5 THERLEF7O/4ZERLET,
4. AR T ZBRLET,
5 8VY—ADEPAT—RAZBIELET,
* IN.SYNC- VUV —ARERF. ERLE-RBEREE—BLET,

« OUT_OF_SYNC - UY—ARKREN—BLEHA. AWS Network Security Manager &, 1&EH"
BWICBE2TVWRE, ChEEBWICEBELETD,

« NOT_APPLICABLE - UV —AREEHNTIA ., COF7O4TRHIFMMTE XA,

® AWS CLI D
AWS CLI TRIHIAT — 2 AERRI B ELETEET,

aws network-security-manager list-resource-synchronization-statuses \
--deployment-identifier "deployment-arn-from-step-5"

ATYVTT:00—="TFVv7T9%

R LEVY—ZANTELCE S HER. FOIEFTHRL TERZEFLEL, SEAOVY—ALS
REZHIRLE T,

CNSOUY—ARHEEZZRID 1O, EOIEFNAEETT, HIRTDEICU Y —ARICBEERT
SNTVRENZEHERTBICIE. TDOJY—AD ARN ListResourceAssociationsZfEAL T
EHCHELET, BEFHFSNESIVY—ADARN E VY —RAZALTZRLET, FHMlICOVT
(&. AWS "Network Security Manager API U7 7L A, ZZBRLTLEEV,

1. FETF—2aoRA42T, BE|ZBRLET, [F7OA/] X7 EZBRLET, 7704 &BIR
L., 70>3a>%&ERL, HIBRZRBIRLET,

2. AOA—7R7T&ERLET, RAOA—T%&BRL., 7OV a2%ERL, HIBRERBRLET,

3. [Policies] 2 7 ZBIRLEF, RUI—%ZBRL, 79U a > &BIRL, HIREBIRLET,

4. [TV7TL—RNRTEBRLET, T7L—REBRL, 7U>3a%ERL, HIBREZRRL
£,

5. [Rules] (JL—=I) BT &BIRLET, JL—ILEBIRL, 70> a3 &BRL., HIBRERIRLET,
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k

® AWS CLI &
VY —RAZHIBRTBEIC, TOBEENTZREL THIRIEFZFEL £,

aws

network-security-manager list-resource-associations \
--resource-arn "resource-arn"

VY —ALCFERERFIFIHDHEERE. ETREFTSALDY —AZHIBRELEHIRRL &
9o
CLIAWS ZERAL TVY—RAZZEDEFTHIBRTEXR T,

aws

aws

aws

aws

aws

network-security-manager delete-deployment \
--deployment-identifier "deployment-arn"

network-security-manager delete-scope \
--scope-identifier "scope-arn"

network-security-manager delete-policy \
--policy-identifier "policy-arn"

network-security-manager delete-template \
--template-identifier "template-arn"

network-security-manager delete-rule \
--rule-identifier "rule-arn"

NOES

ERCTF7TOMENIEOT, ROFEEBRXTRY NI)—JEF1 VT 1 REEZHERLET,

s DDVY—AREFLNETATHA VNI DODVTEHRBAL TT AWS Network Security Manager ® 148

£

e RSTNLAAD—70—%FALT, TENEMCEBDEICAT—I0T90FT, SEMAICOWV
Fthe sectioncalled “RT T NTSA THAOIWNETOTATS5A4AT7HA4 ), #5HBLTL

T,
e L\,
« AFYVT2aY NEERLT, BAOEERZRREEZREBILET, FHMICOVTIE.
called “N—>3_—>J7, 2B LTLEETL,

Mthe section

RO FE
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« Z#MAL TGenerateRuleConfiguration, BARASEOHAL SI—ILZEKLET., FMICD
WTIEk. AWS MNetwork Security Manager APl U7 7L A1 #SBLTLSEE L,

. HEBLMETO AWS WAF & KU AWS Shield Advanced REDEEICODVTHBAL ET, FMICD
WTR, T77A4AT70#4-)etF1VTAH—EANEE, 2ZRLTEET W,
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J7PATIA—etF1VTAH—EANER

AWS Network Security Manager Tlk, BO 77 AT A—-)letF1 T4 H—EAOEF1)
TARVD—ZEFRELTF7O/MLET. —BRUBERFAWS XY NT—IEF1UFT1R-bK
T7HA)FICEENY)ETAH. AWS Network Security Manager A T TR UREN HDEEX/N
T—>32hsWET,

UToH 720232 Tl, YR—RENTVBRY RD—0EF21UFTAH—ERZ LI, 74V
VEREEEOFHFMERZ7OELAOEAOEBNEREFIEICOVTHALET,

AWS WAF ACLs ND'EHE

AWS Network Security Manager Z A2 &, HBRAOT AU M)V —ABTAWS WAF U T
T770tA A=) JUAN(JI7 ACLs) Z—TtHICEREL TF7OA4TEET, AWS WAF
@ AWS Network Security Manager L—I)LZE&L . RET 7L —KNIZTIL—71LL T, AWS
Network Security Manager DR > —& 7704 2BU TABRBICERATEE T,

AWS WAF DO #5;

LToBESE. AWS WAF T® AWS Network Security Manager DERICEENDENDTT, AWS
Network Security Manager Ot & OFMIC DWW TR, "1 2B L TS &L AWS Network
Security Manager M {48 & o

AWS WAF JL—ILZ AT

AWS WAF OFE, L—ILE 22024 70VWThHATT,

s RE-(A—Y—ERL-LNOEIZETENDIL—I) TE
PreProcessFirewallManagerRuleGroups (ZICEfT&
%PostProcessFirewallManagerRuleGroups/)L—I) 2R TR IL—ILTI—TEENEE
nEY,

» CONFIGURATION-B—NJ T 7 ACLBRENEENE T, FRE JSON (LI, HR—hEhTL
BEE
( Description, ., DefaultAction., VisibilityConfig, . . . . TokenDomains, .
BE)IC—HTBDHELEMUF—H 1LoggingConfiguration CaptchaConfig
ChallengeConfig CustomResponseBodies DataProtectionConfig
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AssociationConfig OnSourceDDoSProtectionConfig2EHEEFNTVWBRUENf HVE
I MonetizationConfig,

FEAEDTIT ACLEREIX. AWS WAF CreateWebACLAARL —23a>ONTA—2ICH
BLTVWET, ChoDREETOEEDFMCOVWTIE, AWS TWAFAPIUT77L>VA,
M CreateWebACL, ZZHBL TS EEL,

FlokE, EBICERELoggingConfigurationd® T9, FHMICDWTIE, Tthe section called “O
Jii ) 2SRLTLSEEL,

AWS WAF ;RS —D Y —>
AWS WAF DBE. ERERFRXOVWThADOI—HEEEFERALET,
SingleValue

1 DDEDOHEFICEN TEDRE. BEENZREFEVRV—HFEBEEhET, BEEE
F—EBETHB1H, 220KV —TRALUBEETELRDIEEZERT D LB TEEREA,

AWS Network Security Manager "B AEZHRT D HEOFMCOVWTR., "1 Z5HRL

T L Z& Wthe section called “BEERX—ANDR!I) > ——27, SingleValue ZER T HEE

(&. DefaultAction, ., VisibilityConfig., CaptchaConfig, ChallengeConfig, OnSourceD
H KRV THDescription,

BN (8 & T AppendAndSort)

FTRXTORIZ—=ASOI NI, BEEIEICVANIEMENET,
TokenDomains® & U DataProtectionConfig.DataProtectionsidk, &0
ZEALET, PreProcessFirewallManagerRuleGroups 8LV &, TN

TRV =S II=ILTI—T=Z2EML, BXRETY— KT % AppendAndSort
PostProcessFirewallManagerRuleGroupsZfEA L £d., AWSWAF RIIL—ILTI—T%
JEHEICFHETHNDT, EFEGFEETTY,

Merge (X —2)
IRTORVZ—=HSOIVRIE, BEELERES120EY M-I NFT,

CustomResponseBodies& &Y —AssociationConfig.RequestBodyZfEAL £,

Append, AppendAndSort, Merge #i&lk, EETH T NUZHIBRLET, 2 DDARU—ARL
REZRMTTSHES. AWS Network Security Manager REBEEENOEVWRUZ —HAST KN ZREF
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LET, LENF>T, BREREICKEK., FEE5ERU—EIC1200E—TREEL, TOI N
D1 O20IE—NHNEENET,

BE1FNU I 7 ACL fRR

AWS WAF 7R 1) —® existingCustomerWebACLResolutioni¥EZ AL T, AWS Network
Security Manager ABEICHAZIY—NZR— RUIT ACLZEHEODVY —RZNEBEITDHEEIEEL
£7,

« RETROFIT- BMBERECELETEHEENTII/ACLEZEHLET,

« OVERRIDE_ASSOCIATION — AWS Network Security Manager IC& 2 TEBEND I 7 ACL %
KOWYICDY—RAICEERTET,

« NO_REMEDIATION-JI7 ACLABHEITZDEARFRBELBEVTLIEEL,

NDOI7ACLRNZ74vo0OJ%K

7R1)>—® LoggingConfigurationfEETV I/ ACLOVREHEHML £, AWS Network

Security Manager (& AWS . WAF PutLoggingConfiguration#RL—>3a>&ZERALTZO

REZBEALET, WebACLZEIC 1 DOOVRREZERTER T, FMAICOVTIRE., AWS
T WAF API U 7 7 L > A4 ®PutLoggingConfigurationy B L T &L\,

RUD—HNEEBITDZIXNTORKBEEANNDT I ACLIF, RUZ—HIEELEEEICOTZERFL
£¥9, chickly), BBROTHIY hefTOTRRE—TILTEET, cheALT, V7
ACLs "B EETOMIDRNT 74 v VICHIZFMBRZRMEL T,

BEOTHOME—TWICOJRHETSICE. Amazon S3 /8 Y N FE i I& Amazon Data Firehose
BEAN—ALAICOJZEAFETEET, BEBEZATICREMOREN BDETT, chilk, AWS
Network Security Manager A"&BERD )Y —RAETHI M&4KTAWS WAF OV B EZEE TS
AIICETIRHENHYVET, EELEBIE THEDIHXENHVY) EJaws-waf-logs-,

Amazon Data Firehose

ROBFHEEF OBEAN ) —LZERLET,
« AWS Network Security Manager B 2&7 HV > NEEHAL TEK

- THaEDBAAlaws-waf-logs-. fl: aws-waf-logs-network-security-manager-
central

« PUT Y—2
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« BALTWAU—2 3> TERK. £7-1& Amazon CloudFront DO & F ¥ 7 F ¥ §3HEF XK
EERZ (N—ZF4E) V=23 > TER

BEANJ—LZFERATRHIC, THhETANLT, @BoOJC+02BAL—TY NFHB
EEBABLET, FHIEDWTE. "Amazon Data Firehose AXOY /N—7 4 R, ® "Amazon
Data Firehose FLfEA N U —LDERL 25RL T EE L,

Amazon S3

AWS WAF FAROY/N—HA RO Amazon S3 HAZ A TNT Y R E2ERLET, £
=, OVBGICEEAAEFATDITIVELAFATNTY NERETIHEN HVET, XRON
TYRKRDS—E, ChsOT7o0AFAE2AELET,

{
"Version":"2012-10-17",
"Id": "AWSLogDeliveryForNetworkSecurityManager",
"Statement": [
{
"Sid": "AWSLogDeliveryAclCheckNetworkSecurityManager",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
b
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix"
3,
{
"Sid": "AWSLogDeliveryWriteNetworkSecurityManager",
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
3,
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::aws-waf-logs-bucket-suffix/policy-id/AWSLogs/
xu
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control"
}
}
}
]
}
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bucket-suffix ZBONTY NBEOTF T4V DAICBERA, policy-id &RV —D ID
ICEEBMAET,

@ CloudWatch Logs &> > TINTHO NOERADKZEYR—NLET
BEHOT HD> T AWS Network Security Manager & £/ 9 %354 . Amazon CloudWatch
Logs AJ U N —7 %207 RBEAEELTERATI LR TEFERA, OTFTIL—T, DI
ACLERBUAWS PHOREV =D I3 VIIFETIHVENf®BYVET, NILFTFTHIURF
7’04 0F/EE., KDV IZ Amazon S3 /N7 ¥ M F /2l Amazon Data Firehose Bl A K1) —
LZFERALET,

AWS WAF ® 7 14 v J4ERK

D49 KT, B—OHA RFED—U70—TAWSWAF REZEXZLTF7O4/LFT, 1
2OtEYSAVTOF IO/ ZBLTIIN—IASORELEB VI ACLREEZRETHEER. 7
A4V OEREFERALET,

249 JERTAWS WAF REZEZL TTF7O/4F2ICE. XROFIEZIEHFICEITLET,

RIS —ZERL TREZEMT S ICE

1. https://console.aws.amazon.com/network-security-manager/ ¢ AWS Network Security Manager —]
V=) EeREEXRT,

2. TETF—23URAUT, BE] ZERLET,

BMER—TDOELT, VAV IVERETTOAMZEBRLET, VMY VERBRTF7O4R—
DHBEBORATRRENET,

4. R —DFHRA2 O "EHlL ICRVD—BEZANLET, (FA7232) [BHA] ICHBEZALL
9,

5. REDEBERA VT, FRATD I 7ATIA—INEAT2BIRLET, AWS WAF ZBIRL £
o TUVTL—REL—ILNOBTIRAVHFRREN, L—ILFELETOTL—NEEBMTESE
£

6. L—ILZEMTABICE. L—IIOEMNELEFEBEZRBIRLET, KRENDITARIT, IL—
IWEATDORBBRT, ROVWThAZBIRLET,

« AWSYZX—Y RIL—)-FT—7IICIE, AWS WAF FHR—KNTFTBFXTHAWS YZ—T R
L=ILARRENET,
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c L= -FT—=T7NICE. AWS IXZ—I RIL—ILUADRETS AWS WAF L—ILTIIL—T %
RRENKT,

RID—ICEBMTRDIL—IADTFIYIRY VRAZFVICLET, RIC, L—IL0BEMEERL F
ERD

7. 77L—hZEMTRICR., TOTL—MOEMEZBRLET, XRRENBDTTL—MOD
BNV 14ROT, FRARBTYTL—MT—TILCRTENRET, RU—ICEHZN—
Tareesll, BEBTUTL—MEBRULET, XIZ, TOTL—MOEMEZERLET,

RIS —ZRETBICE

1. 77 L—RNEIL—ILRTBBIRAEEHFZEL E T, Position FIOEBHIF. L—ILEFTVTL—b
OFHMAIEFZRELET, FHMOIDIEFZZE T SICIE., Position T position fEZEIRL £,
KZzFEALTEZEELET, EEZZTANDICE, BREZERLET, EEZRTICRTIC
&, Frv>oEILEZBBIRLET,

2. REDERBRA ORI D—KET. AWS Network Security Manager A" I REEHRN TRITT S
BE)70>a ERELET,
- f&181&. AWS Network Security Manager TEREAE N TWVWH ERNOREE EF 1 U T 1 REN
BHEhTWEVWIY—RIZ, ERENLERVD—ZEALETD,
e DY=ROVV="TY 7, F7O040EIBREhZEeE, FEETHIVRNEEFEUY—AR
HEHEIMIZ > & EIZ, AWS Network Security Manager U Y —ABICERLET7 74T
DA —)LZHIBRLET,

c BFOANAZY— WebACL SERIZKY), BERBLTVWARUS—EBRICTF7TO/ENhTVBRY
S—EOBREEBRTDFENRENET, XZ1—H5, ROVThADFT S 32 2ER
LET,

« JIJ ACLHBRICFEETRVY—ATR. BERAFYTEhIEHA,

- BEMTELEZTDE, BEFEOT I T ACL A" AWS Network Security Manager A" #ERR U 7=
JIJ ACLICEZEBZSNhET,

« Retrofit l&, BEEOE&D I 7 ACLICI—ILZHRBL, UY—RICEE[NFShE=T T ACL
ERELET,

BRIV —DEBEERAVT, BAEZRELET. AWS Network Security Manager (FEEE(C
ROTRIVD—ZFMEL, BREEHRLET, BVWUE BVEYR) OANBEENS<BZYE
T, BEEZRETSICE. NEOEEBIRLET., RIC, REOTESITSH, EZEEAD
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LEIT. BRz2EFEITDICE, MBZBRLEXT, TEZWEITDICE, F v EILZBRLRK
ER

AO—T7ZRETBICEF

1. AOA—7TORERA VT, RU—NFHERAEIhDTEYMOEYMNZEERLET, AO—TEIL
. BRZADLET, (A7>32)[HA] ICHBEZAHDLET,

@ NULFT7AIVRE—RDHK

COARATY TR, IVFTAIVRE-—REOKBERAENEKT . NILFT7HIMNE—R
TR PHAVDVNEEBEUOBRYTIRA D ZHALT, BORELEEBRATEZTHY
YREREFEOUs ZEBRLET, SVIILTAIYRE-—RTR, COHTRA2EOY
V=LERRENABWVWED, COARTYTRERAFYTLET,

THIY NEHBRENDBRYTIRAOT, ROVTIhAOATS 3 %BRLET,
« AWS {2 RIcA0—7LET, ChULOEZIHXEHY EEA.

« AWS B2 EICATI—7TLETH., $$ED OUs, MABENTTIRAETHINYTRA
UNRRENET, BBEMNZERATDICIE, OUs DEBMZBIRL T, &Y —A0EHE
BUZIBEIRL, OUs DEMZRIRLET, BLYOTHIRNERATRIICEK., THUV NDEBE
zBRLUET, BBV V—RNOTHIOMZEIRL, THONOEMZZBIRLET,

« Organization £ ZHNRETINDTIEFEEHLS AWS, BED OUsETHI UV RDALEEDET,
ELU OUs MEM SR THINOEM XNZXLZFERAL T, VESBABENETHDY
NZ2EHFERT,

BNWY—RHTRAVODIVY—ARRAT T, IXNTELZRFEED AWS WAF UY —A B A 7 &BIR
LET. #7232, ROVThAREEERTT,

» Application Load Balancer
* Amazon AP| Gateway REST API

e CloudFront ¥4 ANJE1—>32

@® CloudFront U—> 3> OE#

CloudFront Distribution Y —AZRET D ICIE, KERIP(N—2ZT74IB) V-3
() Z#ERAL X Jus-east-1,
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JA—NILVY—ARA 7 (CloudFront 4 ARUE1I—3 ) K lED—232 )
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® 7> Xx%—< R CloudFront U Y —A
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4. BRUIEVY—AZAT7 2L, ROVThAOMEICHMBNBEFT> a2 2BRULET,
c [TRXTOVY—RZEHB]
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s BEDVY—RZEHRATS

5 BENDVY—AZEHRZRBRLIEBER. ROVWThADOKZATZ2ERL, 2TXLE
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« NOT
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OF7OADYARTAYY NTREEEHCTHERRLET,
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s AITHEA-AIREZIRL—F—EVWSEROF—N—LAV1 2 RIEHREET, 2OV —
ILEFERALTIL—ILZ2TL—2SFETREiRTSDE,. AWS Network Security Manager (& BSE 9
2JSONZIFARTERLET, TOR, £ EI—RZRIEL. HEHEHER, £F,
FERHEBRTZCEEBIRTEET,

6. (F72a)IJSONIL—IEZNTETLES, RTZII—IICBEFHFDIENTEXT, h
£175(CIE. [Add new tag] (Y DBM) ZBRLTAS, F—EATIIVOEEANLET,

7. EBHFETLES, RZTNERFZEBRU KT IVT AT TCFAREBATIIVNERETS
A= ZERLET,

AWS WAF OZEMER 7T OEAR 37



AWS Network Security Manager FROY/IN—HA K

A JI7 ACLEBRKGEHNTT

ERBIZVITACLEBZEETD LRI TEFHA, RUS—OBEZEHLTE,
AWS Network Security Manager (&BEMR ST I 7 ACLEBZEFHFLELEA. AWS
Network Security Manager TRIOBF DT I 7 ACL ZHERTBICIE, HILLWARDS —%
ERTBDRBENHYET,

TU7L—hEERTRICE AV -I)

TO7TL—KE, RUZ—ATHEITR OO ZBEEIRICTETILLET, L—IILRAT
ZEF1VTABEIORQETILN—TIBEBTEERT, &, TREXRBTF—LHABEOERELEARF
WCE2EFIUTAOVMA—LAT—RMAV N EZBETBZEETEERT,

1. BER—ZOBMERAVT, TUTL—NOERZEERLET, T 7L—MNOERR—
T, TU7L—KBEAHDL, 723 0 HBEZADL, T77A4TIF3—=I)IE2AT (ZDHEE
& AWS WAF) Z#ZIRL £,

2. 7T7ATIA=NEATZ2BRIBDE, L—IRAVARTENET, 2 2DIL—ILDEMRER
OVThAZEBRL T, EAAERBIL—IOVARNEZREET. L-ILBOEAICHEDFIY
DRYDREAVIZLT, TV7L—RNCEMLET, L—ILOBEON—T3 2 ZERTBIC
. L=ILON=232T714—)LRZBRLUET, BHRON-2aVHARATREEERE. 4E
BN—232%RRL, BRBEBERLEXT,

3.(A7>a)yTUTL—RMOERTZERLET, TTLES, RZTNORERLERTVTL—
NOERZBRLET. RUS—DERZEHRTIZDICE, TOTL—FOERZRRLET,

-RUD—ZERTBICE (AVVY—))

Shid, RUS—EHETTOM OEBORKAT Y 7 TT,

1. BER—DOBERAT, RUVI—DOERZBRLET, RUS—OEBRR—D T, BEieF
72avORBEANL, T7ATIF=INE2A7 (ZDHEF AWS WAF) ZiBIRL E£7,
2. RUS—DEBEERSAVT, BAEZRELE T, AWS Network Security Manager (& B EE(C

WL TRUSD—ZFMAEL, MEZHRLE T, BVWUE (KVEBE) OFHFBEENE<BEUER
T, BEEZRETDICE, NENEZBERLIXT, RIC, KHNTESITDH, EZEEALL
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RY, BRZWEITHICE, B 2RBRLET, BEZREEIDICE. Fro)Lz2RRLE
ER

3. RV —FRENRA T, AWS Network Security Manager A" N REFEAHN TRITITHEEH T I 3
VERELET,
- f&181&. AWS Network Security Manager TEREAE N TWVWH ERNOREE EF 1 U T 1 REN
BHchTWEVWIY—RIZ, ERENLERUD—ZEALETD,

e DY=ROVV="TY 7, F7O40EIBREhEEE, FEETHIVRNEEFEUY—A
HEHEIMIZ > & EIZ, AWS Network Security Manager AU Y —ABICERLET7 74T
A=) ZHIBRLE T,

« BFDOAAZY— WebACL SERIZKY), BERBLTWVWARUS—EBRICTFTO/ENhTVBRY
S—RBDBEEEHRTDFEENRENET, XZ1—»5, ROVThHAOFTS a2 zER
LET,

« JIJ ACLHFBICFEETRVY—ATR. BERAFYTEhIEHA,

- BEMTELELEZ TR E, BEFEOT I T ACL A" AWS Network Security Manager A" #ER U 7=
JIJ ACLICEZEBRZSNET,

« Retrofit l&, BEEOE&TI I 7 ACLICI—IZHRBRL, UY—RICEE[NFShE=D T ACL
ERELET,

4. ChSOREANRTLES, RUD—CEMIBIL-—ILETVTL—hEBRLET, T
L—hEIL—IRA2T, L=ILOENEERGTTL—rDEBMEZERL TRV —ZADL
£T, E5507OCAE, COEIZIVTHRLEL-LBEBRTOLAEFUSETHET
24 RIZEREERT,

AO—7ZERTHICE (A>VY—I)

1. COARATY 7)., BER—DFLERFY-ILAOHOEED SHBETEERT, A7 OFMRAS
T, AOA=TRBEATIVOHAZANLET,

@ NULFT7AHAIVRE—RDHK

COARATY T, NAVFTFHAORE—RICOKABERAENET, NILFTFTHIME—R
Tl PHOVNEHEBENOBRYIRA DV EZFEALT, EOBDFELEEBBRATZITAHY
YhEEEREOUs BEBRLET, SVILTAHAIVRE—RTR, COYTIRA2EFOY
V=ILIZRREABVWESD, CORTYTRAFYTLET,
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THAHOYNEHEBRERUOBRRA2 T, EEHEFEZHEIZ 3 20FEOVTIL ZERL
ER

« AWS B2 K (IXTDOUs ETNTVURN) ZXHRETD - ChULOERBELEH Y EHE
Ao

« AWS {8 ERNRETEIN, BED OUSETHI N EBRATE -2 DO TIRA KRR
ThET, 1 DRBEBEMLA. €51 2FFTHINATT, OUs MEMOUs DEM V1> K
DERE, BBY )P SHELEBEMZRERIRL, OUsy ZBRLET, BXOT7HIU K
ZEBMTDICE, PFHIOURNGIRAOTTADIMOEMNZIRRL, A8V )—HISTHY
hERBRL, THOMOEMZRBEIRLET,

« Organization £ ZXMRETEINDTRERHES AWS . BED OUs ET7HIVRNDHZEEDHD - [EF
UCHIRAVZFERLT, BIROAT2 a2 THALEDERUXHAZAXLEFED OUs £zl
ThovhzEMULET,

BRIC, VI=AHTRAVTIY—RAZBRLET, VY—ARATDBBRRY VAT, IXT

FERFEBED AWSWAF VY —ARATH&BIRLET, AWSWAF OFE, A7 avixon

TN ELRTNTTT .

» Application Load Balancer
* Amazon AP| Gateway REST API

e CloudFront ¥4 ANJUE1—>32

@® CloudFront U—> 3> 0 EH

CloudFront Distribution JY —AZRE T (ICIE. KERIP(N—>ZF4ZBy V-3
() ZEALFJus-east-1,

® JO0—NILWIYV—ARRAT7TE)=23 2DV —ARAT
JA—NILVY—ARA 7 (CloudFront 4 ANUE1I—3 ) & hFD—23 2l
Y —A R4 7 (Application Load Balancer & Amazon API Gateway REST API) ZiZIRT&
FIN, MAZBIRTIBCERETEFREA, VY—ARZATEZERL R, BEZEHT
% & Z(Z CloudFront Distribution £ J—2 3> DY —RARA TP BABDERFTER
BA,
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® 7> Xx%—< R CloudFront UV —2A
AWS Network Security Manager l&. CloudFront EX8#l&€ 7" > & = I& CloudFront A
T F4ANIELI -3 & FEATS CloudFront ¥4 ANUE1I—-23 %8
BLECA, chsOUY—AREHAICKRRIENET,

4. BIRUEDY—ARAT &I, ROVWThHAOMEICHMMN AT a2 zBRUET,
- [TRTOUY—REEHB]
s BEDUY—AZEDLD
s FEDVYV—RZBRATS
5 BENDVY—AZ2zEHD Z2BRLLEBERE. ROVThAOREA T ZEIRLET,
- BE—O%H
- FRXTDOEMLIZ—3 (AND)
. FEOKHIC—H (OR)
. NOT

6. EXEATE, BE—FEPFERNITEREL ARNs ZHR—KNLTWVWB Lo, T £/ ARNs
NDHEAEDEBEBETEXRT, IXNTOVY—ARATF., FTE ARNDBEREZHR—KNL
TVWET, 2UVEBRULEEEAR., F—ATa>nEEEELET, oI 28l TE
S

7. Application Load Balancer ®3&& ., EBMOFRERUHNRRENET., REATR, 10X —XV
NaEGEREEABOFT>a > a2EALTAF—LAERETEET,

TF7O04ZERTRICE (A Y-

F7OA4 BRI —AD—=TICNAV RL, BREZT7ZITA7HLET, chitky), AWS
Network Security Manager l& WAF AWS L—)LZAO—7HOJY—AICEALE T,

1. IER—DOBERA2T, F7OCMDEREBRLET, V—ILAOHOEFHSSZODATY
TERBIBDEETEET,
2. 770432 RI—ZBERLET,

3. AWS Network Security Manager A7 R > —2BRITZTHIRNEVY—RAEERT DA
ZERLET,
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4. F7O4BICBHZANLET, (A7 32) [HA] ICHAZALLET,

5. (72 a)F7OA4 ZBBAOMOTHO Y NCRRTBICE., COF7O/OVORATHD
ROBRMEEMCTEIEBIRLET,

6. (F72aV)RTZEBMITBICE. HLLWRITZEMERIRL, F—A 72 a>nEnEi:E
HbEEANLET,

7. [Create and deploy] #ERRL TF7'04) Z2BIRLET, F7OAAMR—IHF RIS, AWS
Network Security Manager A"ER L - B OFMZ R TEE T,

A T7OCMICRERBENRETEIEENHYVET
TF7O04TR, XY RMIT—IEF1VFAH—ERZERL., REEhEZVY—-RIZTRY
FLUET., AWS Network Security Manager &, REBEE NV Y —AICHLTHRELET,
EF1VFAH—ERBHNFVY—AZREL, EMBENIRELET, F7O4T5H
(2. AWS Network Security Manager D &£ —> & AWS WAF ORIER—T #EEL TL
e\,

Shield Advanced ® DDoS AWS RENDEIE

AWS Network Security Manager ZfEfA 32 &, HBROTHI> NEDY—ABT AWS Shield
Advanced REZ —TTHICEREL TF7O4 TEEXT, DDoS REARV > —EEZL., AWS
Network Security Manager DR > —& 7704 Z2BU TAKBAEICHERATEE T,

® AWS Network Security Manager & BBIICEREhET

AWS Network Security Manager (& Shield Advanced AWS 7 7 —D—ETREH V) T A,
BEOFMICDOVWTIEE, AWS MNetwork Security Manager ®#t€ 1 $ KTFAWS "Shield
Advanced ORlE£ 1 ZZRL TEE V),

A AWS Shield Advanced 47 A0 1) 7> a>

FOTATBRFTOACNCEOARAD=TICTHIY MFEEATVWSIHES. AWS Network
Security Manager (& E D7 > k% Shield Advanced AWS ICHT AU Z 47 LET,
AWS Network Security Manager l&, 7AD Y NFAO—7z28ns A, 704 ZHIBRL
TEHTROVT>a>eF v E)LLERA. AWS Shield Advanced H 7RO U7 3
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EFYOOEILTDICE. " WAF FROY/N—HA Ry @ "Shield Advanced AWS A\ D
TAO0Z47 1 #8BLTLKEEL, AWS

Shield Advanced AWS O 2 4 ¥ D4R

74 VKT, Shield Advanced AWS REZE&ZL TE—DHA RFED—o70—-ICF70
ALEFT, 120EY>3ITOFTO/4ZBLU TR —H S50 DDoS REZFZET D HEE.
T4V JEREERALET,

4 Y VKT AWS Shield Advanced REZEXL TF7O4T2ICE, XOFIEZIEFICETL
x99,

RIS —ZERL TREZRETSICE

ULTOARATY TZETLET,

1. https://console.aws.amazon.com/network-security-manager/ T AWS Network Security Manager -
V=N ZEREXT,

2. TES—23arRA42T, BE)ZERLET,
J.MBWMER—IT, VA4V IERETTOMZERLET, V4V VERB RO TFTOMR—DHIE

BORATERRENET,

4. RV —DOFMRA T, BEICRUS—BEANLET, (723 [HB] CHAZADLE

9,

5. REDEBRAVT, FHIZT77AT 04247 &BIRLET, AWS Shield Advanced %

BRLET,

6. REDERRA DR —KET., AWS Network Security Manager A" REERN TRITT S

BB 7023 &RELET,

- BB, F 21T 1 REH AWS Network Security Manager A'52i8 32 BRI DIREEE — B L
BVWDY—=RIZ, EBEhERD—ZHERALET,

« DY=RVV="TFv 7, F7OMDEIBRENEEE, FEETHIVNEEGUY—AN
EHEME 2= EIC, AWS Network Security Manager A"1J Y — A B IZ4ER L 7= DDoS &
ZHIBRLET,

« BEOHBERD DDoS fERICKY), ERELTVWBRRII—EBRICTF7O/ENTVWBRY S —
BOBEZEBRIDEENREVET, XZ1—H5, XROVThHIOAT>a > EBRLE
9,
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AWS Network Security Manager FROYN—HA R
« DDoS DDoS REN' T TICHBD VY —RIZHTREERK., BEEZAFYTLELA,
EENTZLEETHE. BEED DDoS REAH AWS Network Security Manager A" #ER L 7=
DDoS REICEZHMASNET,

+ Retrofit I&, BEFMD & DDoS REBEICIL—I)ILZHEL., VY —RAICEENM TS Nz DDoS RE
EHELET,

7. RI—DEBEERSAVT, BAEZRELET. AWS Network Security Manager (& B EE(C
ROTRIVD—ZFML, REEHRLET, BVWUE BVEYR) OANBEENS<BZYE
CB

BAEZREITDICE., MENEZRRLEY, RIS, ROTEZIDH, EZEEANLE
¥, BRZEFVIBICE, WEZBRLEY, EEZRRIDICK, Fro L ZERLET,

AT ZRETBICE

LTOARATYTZRITLET,

1. AA—T7DRERAT, RUS—NFEBEREhZDT7EYRNODEYNEEELET, AO—7FIC
BHEANDLETS, (7> 32) @A ICHBEZAILET,

@ NULFT7AHAIVRE—RDHK

CODARATY TR, NAVFTHAORE—RICOKABERAENET, NILFTFTHIME—R
Tl PHOV N EHEBEMNOBRYIRA DV EZFEALT, EOBDFLEEBRATZITAHY
YhEEEZEOUs BEBRLET, VINLTAIVRE—RTR, COYTIRA2EFOY
V=ILIZRREABVWESD, CORTYTRAFYTLET,

THIYNEHBREUOBRTTIRAUT, ROVWThHPOFATS a2 ZBRLET,
- AWS 2 KICAO -7 LET. ChULOERBZEHYKEA

« Organization £ ZWREL AWS FTH, BHED OUs&ETHI VM EBRALET, ABE
NHTRAVETHAIRNYTIRANFRRENET, BBEMNERNATSICIE, OUs, %=
RUET, Y —THBEMNEZIZIRL, OUs DEMEBIRLET, BXODTHIY NERR
ATBICE, THOVMOEMZBRLUET, HEBYV—AROTHIO NEERL, THOYV

DEMEERLET,
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+ Organization £ ZHNRETINDTIERRELS AWS, BED OUsETHI VKDL EEDHET,
ELU OUs DEMET AT MOBMXAZALZFERAL T, YEZEBBENETHINES
HET,

BNY=AYTRADVY—ARAT T, IXNTELEIEEBED AWS Shield Advanced )Y —A &

A7ZBRLUET, 77232, ROVThAELEFERTT,

» Application Load Balancer

« CloudFront 74 AKNUE1—->3>
+ Classic Load Balancer
* ElasticIP 7 RL A
4. BRUIZVY—RZAT7ZEL, ROVThAOHEICHMEN AT 3 2BIRLET,
¢ [TRXTOVY—RZEEH D]
c HEDUY—RAZEEDHSD
s BEDVY—RZEHRATS

5. BENDVY—AZEHRZRBRLIEBER. ROVWThADOKZATZ2ERL, TR
ARNSs,

- BE—&%H

- TRNTOEMIC— (AND)
c FEDOEMHIC—3 (OR)

. NOT

FRTONY—ARALTICIE, T E ARN DSEEHENHYET, XTEBIRL 8BS
&, F—&AT2a>nEEADLET, ERORT2HBBTEET,

@® CloudFront U—> 3> 0 EH

CloudFront Distribution J Y —AZREIT D2k, KERIP(N—ZFZB) V-3 )
ZFERALEFus-east-1,

RID—ZHBELTTF7TO/TBICRE

ULTOATYTZRITLET,
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1. BRBEFTOMRAVT, FTOMBILENEANLET., (A7 3) BB CHBEEANLE
o 7O QAT UOYNBBAOMDOT AHI MCRRENDIHNESIHZEERTSDICE.
OF7A4ADIVARTHO Y NARMZEMICTEEEIRLET,

2. (A723a) UY—RICERTZEMTBICK, HwLWARITZEMZEIRL, F—&F7>a>
DEOHEAEDLEZAILET,

3.ARVY—EAA—T7%2ERLTF7O493ICE. ERLTTF7O14%ZBIRLET, Z7OEAN
TTTDE, FTOAMR=IDHFERREN, AWS Network Security Manager N ERK L =R BE D
MZMEETEET,

A T7OMCERENF RETIEENBYVET
TF7O04TRE, RYNT—UEF21UT A H—ERZERL. REEILEVY-RALTEY
FULET., AWS Network Security Manager Ik, REBEE VY —-AICHLTRELET,
EF1VFAH—ERBHNFVY—AZREL, BEMBENIRELET, F7OC4T5H
. AWS Network Security Manager @&~ —= & AWS Shield Advanced DRIER— %
BREL T EEL,

Shield Advanced AWS OE#X#ER 7 O A

BEOERZ7OLATE., RUP—, AO—7". F7O4%E D% AWS Shield Advanced 1> 7R—
ZMNEERNCEYNTYTLT, E2BHEBETVET, cOF77O0—F., BRATRELIY
R—ZFRNEERL., REICISUTHASDLEZIESICFERALET,

AWS Shield Advanced RV — > 7T, L=, L=ILITL—T. ToTL—KNEEENE

A, RUT—%BRTSE., AWS Network Security Manager ICEBEROE T AT M2 AWS

Shield Advanced DDoS REZ/EK L £, AWS Network Security Manager @4 & IZ DWW TIlE,
M, 28BL T EE WV AWS Network Security Manager ® 1148 d o

R —ZERTBICE (AVY-I)

LTOARATY TZETLET,

1. AWS Network Security Manager EEBE7 WV M ZFEALTAWS XXX NV =)L
(4> 4> L, https://console.aws.amazon.com/network-security-manager/ T AWS Network
Security Manager AV — )L ZHE X T,
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© BBETHIY NORE

AWS Network Security Manager EEBET HJ > ROREICOVW TR, "1 23RL TL
72& LY AWS Network Security Manager DY K7 Y 7',

2. TES —>2 3> RA T, AWS Network Security Manager ZiZRL, BIEZBIRLE T,

3BMERSAUT, RU—OERZEBRLET, BRIEATIV0OHAZALL, 7747
JF =247 (ZDHBAE AWS Shield Advanced) Z&IRL £ 7,
4. RV —DBAERAVT, BEEZFRELET T, AWS Network Security Manager (& B % E (IC

WL TRUSD—ZFMAEL, MEZHRLE T, BVWUE (KVEBE) OFHFBEENE<BEYUR
ER

BAEZREITDICE., MENEZRRLEY, RIS, RONTEDIDH, EZEEANLE
¥, BRZzEFRIBICE, WEZBRLEY, EEZRRIDICEK, Fro L ZERLET,

5 R —FRENRA T, AWS Network Security Manager A" N REFEHRN TRITIHEEH T U 3
VERELET,
- BB, EEENERDS—%, AWS Network Security Manager A'52i2 32 B DIREL
FA1)TFTARENF —HLBEVIXNTOUY—AICHEHALET,

« DY=RVV="TY 7, F7O040EIBREhLEEE, EFLEETHIVRELEFEUY—AN
EHEMNCE2ZEZIZ, AWS Network Security Manager A"'J Y — AR IZ4ERK L = DDoS R &
ZHIBRLE T,

- BFEOHERD DDoS FRICK ), ERLTVWARUD—ERICTF7O/ENhTVRRYS —
BOBREEMRIDEENREVET, XZ1—H15, ROLVThAOFT> a2 ZERLE
ER

» DDoS DDoS REN I TICHFETRI VY —ALHTZBER. BEZAFYTLEEA,

EENTZLEETHE. BEED DDoS REAH AWS Network Security Manager A" #ER U 7=
DDoS REICEZEHASNET,

+ Retrofit I&, BEFMD & DDoS REBEICIL—IILZHEL., VY —RAICEENM TS Nz DDoS RE
EHELET,
AO—7%ZERTHICE (V=)L)

LTOARATYTZRITLET,
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1. AOA=T7 OFHARA>T, AOA—TRBEFT AV OHRBPEZADLET,

2.
@ NULFT7AIRE—RDHK

CDATY TR, IVFFAIVRE-—RCOKBEAEIES, YILFFHAIYRE—R
T, PAVYNEEBBEMOBRY TIRAVEZFEAL T, EORXRLERBBATITHY
YRR OUsZBIRLET. SVILNTAHIVRE-—RTR, COHTRAEOY
V=LERREABWVWED, COARTYTRERAFYTLET,

TAHOYNEEBRUOBRRA2 T, EEHEFEZHEIZ 3 20FEOVTIL ZBRL
EED

« AWS B2 K (IXTDOUs ETNTVURN) ZXHRETD - ChULOERBZGLEH Y EHE
Ao

« AWS B2 E2TRETEIHN ., BEDOUs ETF NIV RNERATE -2 2OHTIRA DK
RENFET, 1 DFEBEMNA. €51 267 HIMATYT, OUs MEN ZiEIRL T OUs
NDEMD1 RUZFHE, VESESBEMZRIRL, OUs DEM ZBIRLET, B2XOTH
DORNEBMTRICE. "TAIDURNI BTIRAOT "TTADNDEN, EBRL, "TTAH
JhhDEN) ZERLET,

« AWS Organization £ ZRRETEIOTREL, HEDOUs ETHI U RNDAZEDHS - [E
UHTRAVEFERALTOUs EERGETHIRNEBMLET,

LRI, VDI=AHTRADTIY—AZBIRLET, VDY—AZRATDBRARY VAT, IXT
FLEFEFED AWS Shield Advanced VY —A XA 7 &IBIRLET, AWS Shield Advanced D5
B, ATTIAVRIROVTNAELRFINTTT,

» Application Load Balancer
« CloudFront 74 AKNUE1—->3>
+ Classic Load Balancer
* ElasticIP 7 RL A
4. BRUIZVY—RZAT7ZEEL, ROVWThAOHEICHMEN AT >3 2BIRLET,
s [TRXTOVY—RZEEDH D]
c HEDUY—RAZEDHS
s BEDVY—RZEHRNATS
5. BENDVY—AZEHD ZERLIZFZER. ROVWThHIOXRATZBRLET,
- B-&H

Shield Advanced AWS DE#XER 7 O+ A
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. TRTDOEHEIZ—B (AND)
s EEDOEZMHFIC—F (OR)
- NOT

6. BREA7IF. BE—F-EFEHROELEHEL ARNs ZHR—KLTWVWB 0, T EIF ARNs

DHEAEDEEBETETT, INTOVY—REZATR, RJE ARN DEBEEEZTYR—KL
TWET, RTZBRUEBER. F—AT23a20EZEELET. BBOX T ZHBITE
£

@ CloudFront U—> 3> 0 EH

CloudFront Distribution VY —AZRET S IZI1&, KERZI (N—ZTFZH) V-3 )
ZEAL EFJus-east-1o

TF7O04 ZERTRICE (A Y-

TF7O/4MRRID—ZAO—TICNA4> RL, BREZBEMICLET. AWS Network Security
Manager AWS (&, Shield Advanced DDoS REZAI—7HOVY—RAICEALET,

UTOATY T ZEITLET,

1.
2.
3.

BER—JOBERSA T, 77O DERZBERLET,
T7O4F2RID—EBERLET,

AWS Network Security Manager 7R —ZBRTBDTHIVRNE VY —AZERTHAO—7
ZEBRLET,

CTF7OABICBHEANLET, (A7232)) [HBA] CRHBEADLET,
(AT A FTOAM ZBBROMOT AT NIRRT, COF7O/OIOATHY

hARMEZEMICTREERLET,

(FAT2av)BTEMTRICE., FLLWEITZEMZRBRL, F—A 723> 0ECHEKE

HbEZEALLET,

. [Create and deploy] #EEX L T77'04) ZBIRLET, 77O/ R—IHFRREN, AWS

Network Security Manager A"¥ER L =B DFMEHFETEE T,
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A T7OMCEREN RETEIEENBYVET
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DAARATADURNT O ERAZEMCITBRICRE., 2EROTAHIU N, REGROTHI MO IAM I
OTATAa%E, VDI—AR=AORIZ—OTIINILELTERELET, FHICOVWTE, 1AM
A—Y—HARDIAM TOIVOATAI KNI —AT IV EAZZRLUTSEZ W,

AWS Network Security Manager &)Y —AR—ANDR) > —&HR—KLTVWEH A,
AWS Network Security Manager ®R) > —F o> 3>
RUS—T o332 O K-k 5Y

EEEEF JISONAWS RUD—ZFEAL T, AT IO LATERN ZEETEET, O2FVY., &
DT7VINUDEDIY—AICRULTEDEIDIBRBETTTIIAVERTTERZNEVNS LT
CP

JSONRUZ—® Action BERICEARVS—RHNOT IV EAZHFAXLFIEET2EOICFERATES
TooarvhFRREnhExd, CcOTIAVEEENTSNEARL—23 0 2RTITHEOOT D
T AHFNEFETRZR)—CHERAETLET,

AWS Network Security Manager 7 7> 3> OV ANZHEREITDICE. "H—EARAFRAVTI7L >
A1 MAWS "Network Security Manager TEZE N3 70232, 22RLTLKEEV,

AWS Network Security Manager 7RV —F o> a2k, PO Aa2ORIICRODTLT1YIR%E
FRLET,

network-security-manager
B—QAT—RMAVKNTEBOT I3V BEIDICE, 7O 2AITRIYVET,

"Action": [
"network-security-manager:actionl",
"network-security-manager:action2"

]

AWS Network Security Manager l&, DY —ARXAT7L£ETIAM T V23> Z2E&LET, Chi
. L=, 7>7L—hk, RU>—, AO—=7", 704 OEK. FihEY) . EHF. HIER (CRUD)
ARL—>32, RAFvyv7oavh, 20, BB, APRAT—RA, UY—RABEFHFARL —
SAVHNEENET,

AWS Network Security Manager @R > —1J) Y —2X
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EEEE JSONAWS RUS—ZFEAL T, HAMICT I EATEDAZEETERT, 2K, &
DTVINLFED)Y—RACHLTEDRSIBR/HTTT I IV ZRITTERDHEVWSZET
ER

Resource JSSONRUS —BREFET I IAVHNBAET D AT IVRNERBELET, RARNTS
9714 AELT, Amazon Y —AFZ—LA (ARN) ZFEALTIVY—AZEBELEFT, VY—ALAX
LWOTOEAFAZYR—KLABEVWT O3 2058E. AT—RNXRMFIXNTOUY—AICHEHA
TENBEBRTEHIC, DAL RA—R M) ZFEALET,

"Resource": "*"

AWS Network Security Manager ') Y —AX & 4 7°& &M ARNsAWS "Network Security Manager T
ERCNDVY—A1 ZZRLTILKEEY, BUY—ADARN ZIETEDFTU23IcH2WT
l&. AWS [Network Security Manager TEZEE N3 70> 32 BSRLTLKEEL,

AWS Network Security Manager l&, Y —AD IAM UV —AZAL7 )I—=IL. 7>7TL—K, R
)o—, AO—=7, F7A4) &, EVVY—AORFTYT2av g4 7 ) ZE&ZLEJrule-
snapshot. ARN EX(ELLT T

arn:aws:network-security-manager:{region}:{account}:{resource-type}:{resource-id}

RZ7 N ARNsN—2 3 BE (Hl:) Z8M:DRAFTL, AF Y723 Y NARNs BN—2 3 BS
ZEBMULET: 3,

RST7RNEEBIDIAM VY —ARALTTREHYERA. RRDBE., RZTNEHTHEITIT1

THRIVY—AODFELTRDODNET, :DRAFTESHARN 7071 7Y —RICKH LT £25FAT
210, RITNERETDTIOECARFTE, TOTIOTATBVYV—AZBRETZITIORAFANL
SHEENET,

AFTYV7T2aYyNERSTNERERABYET, FERAFTY 723y NEBBED IAM VY —ARATT
HdEHD, N—2aEBHARNIBET7 9T AT VY—ATREBEL, TOARAFY72avy R N)Y—R
XA TICR L TEEZREALET,

AWS Network Security Manager @R > — &4+ —
H—EABBEORI S —FRHEF—OFR—N. H)

EHEEEF JISONAWS KU —%2FERAL T, #AMICTIVEATERZDNZEBETERT, D&FY, &
DTV NLFED)Y—RACHULTEDRSBRUETTT I IVERITTERHEVWSZET
EE
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Condition BER, ERENLEECESIVTAT MY M RITENDIBEHPEEELE T, 1
O—-ILPREZFEDFHEETFZEAL TRHEAZERL T, RUZ—OFRHEVITIANADIEE
—HERRIIENTEERT, IXNTOAWS JO-NILFHF—Z2HEIZICRE. "IAMI—H—7
ARy OAWS TJO-NILEHEIDVTHFARF—1 2ZRLTEET L,

AWS Network Security Manager D%&#4F¥—0 ) AN ZHEETHICE. "H—EAFREAU I 7L
A1 MAWS MNetwork Security Manager D&M+ —, 2R K EEV, 4T —ZFEHATED
T7o>arveED)Y—AICD2VWTIE, AWS MNetwork Security Manager TEEZEE 370> 3>, &
SRLTLSEEL,

AWS Network Security Manager l&. BHEX—ANOTF VA1 ~O—JL (ABAC) TXD AWS &
A—NILE2T&FHBF—ZHR—NLTVET,

« aws:ResourceTag/${TagKey}
« aws:RequestTag/${TagKey}

* aws:TagKeys

BYR—ADRHEF—F, TOFATBUY—ALRFY T3y NCERENET, KSTRU
V—ARRTFFTET, aws:ResourceTag#HZHR—KLTLWEE A,

AWS Network Security Manager ACLs

ACLDHR—N: L

ToOEAOAMO—ILUAN (ACL) &, EQOTVINIL (FTHIYMXYN—, A—HF—, £z
O—)AVY—ARLLTI7ERAIBREHOT IV EAFAZE DA ZHBLET. ACLIF Y —AXR—
ADRIZ—=ICBETVRTH, JSONKRUZ—RFIAXDMNERGFEALELE A,

AWS Network Security Manager &, 72X rRO—J)LUJAKN (ACLsZHR—KLTWEH A,
AWS Network Security Manager T®» ABAC

ABAC ((RUZ—HRDORYT) DHR—K:HY)

BEXR—ADOT VA (ABAC) &, ZTEFENIBEHICESIVTT I AHRAIZERT ST

HETI. AMITATAEAWS UY—RIZRTZTEYFL, Z7UZINILORITHF VY-
DRTE—BIBEELLARL -3V ZFATTDLSICABACRID —ZRFHTEXRT,
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RIICETVWTT IV EAZEETSICIE. aws:ResourceTag/key-
name., aws:RequestTag/key-name, £ |& aws:TagKeys OFHFF—2FEHAL T, KU —
DERUHERTRITEHREZRMLET,

B—EAFITNTOVY—ARLTIZRLT I DORBF—INTZEZYR—NTBRHEE, TOY—
EADEZEHY T, Y—EAN—FOVY—AZLTICHLTDH 3 2OFKHEF—DINTZY
R—KNT25HE, B "Hom. CEYET,

ABAC OFFMICOVWTE, "TIAMI—H%—HA R, O "ABACREA TV VL AHFANZEET S, 7
SHBLTLKEESV, ABACZEY NT7Y IR FIEEBRAIZDF1—NITZINICOVWTE. TIAM
A—Y—HA R, O "EBER—ADOT Ut AHH (ABAC) ZFER T2, 25RL T EEL,

AWS Network Security Manager l&, 3 20 AWS JO—NIL 2T &HbF—IXT2FEAL EEBM
R=ADT VLA MO—LZHR—KLTWET, AWS Network Security Manager 1J Y —AA
DT LA, ThEsOUY—RICTRYFENEZTICESVWTHIRTEET,

AWS Network Security Manager T 0 — By 2 Z2REE 8 O £ A
— BN BREBEHROYR—N HY)

— B RRREIERIE AWS ., DY —ZAANOEHNETIOEAZRML, 7IFL—3a20FEEA
AYFO-IIOEARICEBNICEREINET, RENBETIVERAF—Z2FEATHIRDYIC, — KW
BRAMEREBSNICER AWS §25 L E2BEBOLET, FMICOVTE., TIAM 1I—H—HA R,
D "IAM O —BEHEFREHESR) BRT TAWS O —E A £ IAM EDEE ) Z25BLTLSEEV,

AWS Network Security Manager O 7 QAT —EAXT U NILOT O 2AFH
BETOEAEY> 3> (FAS) DHR—KN: V)

BETIOEAEY> 32 (FAS) k., ZHOCHITUINILOT IV AFATE AWS OF—EX,

BIOVARNI—LY—EXAWS DY —ERXAANOVITIARNZYIVIANTS Z2FEALET. FAS
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W,

AWS Network Security Manager ®t—EAO—JL
H—EAO—ILOYR—K: &)

H—EAO—LER, Y—ERF I —CRD>TF I IV ERTIBEHICEZ TS 1AM
O-)LTF. IAMERER. AMAASY—ERO—LEER. ZE. BIRTEET, SHEICOL
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T, IAMI—H—H4A4 RO AWS DY —EAICHFAZZETIO0-NZFERTZZSRLTEE
W,

/A Warning

H—EAO—ILOFT IV EAHFAZ2ZETSHE, AWS Network Security Manager O BRE D T
BIDAREENHVY) ET, AWS Network Security Manager HFIERT B HEICO &K, H—E
AAQ—-)ZwmELET,

AWS Network Security Manager O —EAICU> & hizO—-)
H—EAVoO0-ILOYR—K HVY)

H—ERACV2EhizO0-)LE, CUZIEhizY—EAO—LO—ETT AWS O —EA,
B—EAR, Y- CRb>TT7I2 32 Z2RTIZO0-IN%ZEERIBENTEXRT, —E
AV DEhizO0-I)LE CRRENAWS PTHOU N | H—ERALL>THAEEIINET, IAME
BEZE, Y—EAVIO0-ILOTIVEAHFAZRRTERIN, MEIZEETEREA,

AWS Network Security Manager l&, H—ERIZU > V&chnzO—-)LZzFEAL T, ABO X /N—
THIORNTEELET, H—ERXEBMICTSD L, AWS Network Security Manager (& 2 T
B—EACUZ7EniO-LFEBNICERENET, COO—-J)LEE. AWS WAF & & T Shield
Advanced VY —AZEBEB T 3T U AFF A %Z AWS Network Security Manager AWS (5L &
I, cOO—=)LIEFE, VY—ABEAD® AWS Config N\OT7 VtARE, VARTHI RARL—> 3
VEERTIBDTIVEAFAEAFELET,

AWS Network Security Manager DY —E AICU V& nzO0— )L DEXKEEEBEOFFMIC OV TR,
M, #28BL TL & Wthe section called “H—E AU > o0O—)L7

AWS Network Security Manager D7 A4 72T A4 T AR—ADR) > —DHl

F7 ) MTR, I—H¥—&O—)LIZIE AWS Network Security Manager )Y —AZERE LI EE
FTRITIVLEAHFTEH Y ERA. IAMEEER, VDY—ATRERZRT I IV ERTIDLODIE
RzEI1I—H—ICHF5T2 IAMAR) S —2ERXTEET,

cnsOYTIDISONRIS—RFIAIXRNEFERHLULTIAM T AT TATAR—ADR
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BVY—ARAL7 DO ARN OFER&ZE, AWS Network Security Manager TEZRE N2 F o> 3>

&

DY —RARATOFMZIOVTRK, "H—EARBAVT77L>AT ®DAWS "Network Security

Manager D7 92> 3>, DJY—A, BRUEHF—, 25BLTLKEELV, ARNs

ReEY D

e RVI—ICBETRIRANTZIVT1A

« AWS Network Security Manager 1>V — )L DO F

- BPDHEROXRTZI—H—ICFHATD

« AWS Network Security Manager N\DF&EVWERT7 I+ A
c L=ILETUTL—PDXEEETD

RIS —ICBETBIRANTSI9F14 A

ID RX—ADRIZ—&, THO NATHADH AWS Network Security Manager 'J Y — A ZERK.
TOtEA, ELEBHIBRTEIDESHZRELET., chS5OTU23a>TRR., AWSTHIVKMIC
ERANRETDEENHVET, TATOTATAR=—ARII—ZERKLEVREL 2V TBBIC
. LTFOHA RTAEHREBFICHE > TIESTL:

AWS BEEBRV —%ZHAL., BRMMEOT I LAHFAICBITITZ - 1—H—D—o0—RICT
VEAHFTOREZREBETIICR,. Z<O—BUEI—RT—AILT 7 EAHFTE2NHETHAWS
EBR)—ZFERALET, chslE TERTEXFITAWS 7HIV K, I—AT—ARICBEED
AWS HARNY—BEBRIS—EERTDCET, TUVLAHAZESICEST L E2HBOLE
T, HMIZOVWTRE, IAMIA—Y—HA R DOAWS YZ—IU RARD I — £k 23 THEEDAWS
VE—IRRDI— #BBLTLKEEV,

RPMGEZERTE - IAMARUD —TT IV EAHFAZRETRHBERE. FRATOERTICHXERF
ADAENELERT, ChZET5ICR. BEORETTRED VY —ALLHLTRITTEDTY
SAVEERLERT, chiFx, BMIET IV EARTEEFENTVRT, IAM ZEAL TFFH
ZERAIZFEOFHFMIOVWTE, IAIMIA—Y—HA RO IAMTOR) > —ET I LA 25
BLTSEZL,

IAM RS —TRBEEALTT IV ERAZESICHIRTS - RUD—C&H#EEEMLT, 7O
2AVRVI—ANOT I EAZHRTERT, fIAF, RV —HZ#ZRAL T, IXTOU
JIANZ SSL ZEALTEFIZDELSICEETERY, ZMHEFERAL T, Y—ERATOZ 3>
FBEOREND ZEUTERAENTVEHEEICAWS DY —ER, Y—ERT I3 ADT Y
tAZHATSHEETEET CloudFormation, FHMICDOW T, IAM I—H%—7i4 R @ 1AM
JSON RU Y —ZEZ:ZH 2ZRL TS EET W,
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c IMM 7 ORAT T4 — Z2FERALTIAMAR US> —ZRIIL, RETHRENSIEREZRRTS -
IAM T OCAT T4 — &, FRBSRUCBREORIS—ZRIALT, RUZ—HNFIAM KIS —
SR (JSON) BELT IAM DRARNTZIOT A AICERTDELSICLET, IAMTIOEARAT 54
H—F 100 ZBABR)—F IV O CRANGHRBEFEEZEHRL, T2 THEENER)D—0
EREHR—NLET, FMICOVWTIE, IAM I—H¥—HA R @ IAM Access Analyzer TR 1)
T—%ZAT D ZSRLTLEEY,

- ZERFE (MFA) ZERYTD -CTIAM1—Y—FLBRILI—RNI—F—ZREETE>FUAND
P2HBEFEAWS TAHIUN, MFAZAICLTEFIVTF 1 28ILLET, APl AXRL—2 3>
FREPEENDEEZICMFA ZRXEICTDICE, RU—IC MFAZGZEMLET, FHAICOV
T, IAMIA—5—HA R OMFAZERLEZEBR API 7O A ZSRL TS EZL,

IAM TORARNT ST 1 ADFEMIZOVTR, AMIA—F—HA RO IAMTOEFIUT 1 OX
ARNTZ0T 1A ZZRBLTSEZL,

AWS Network Security Manager 1>V — )LD EHA

AWS Network Security Manager 1>V —=J)LICT7 VAT IC1E. RDBOTIVEAFTOEY M
PBETT, CNSOTIEAFTICKY), O AWS Network Security Manager 1J Y — AN Efl & —
ERTOLVVRTTERTANS THU U b RPBRYVELFTR)EFHBRIELWVWT AT T4
TAR—ANDRI D ——ERTDE, TORV—Z2FIIVT474 (A——FkEFO-))IC
MLUTOVY—INFERLEESY ICHELFE A,

AWS CLI £zl AWS APl DA ZROHTI—Y—ICE&F. ARGV —-ILT IO AFAZ2HE
TRIBEFHEEBA. KDYIC, RITLESELTVS APIARL -3V IC-HTBTI>3
YORNDT I EANFAENET,

AWS Network Security Manager A2V —J)LICT7 VAT %I, 77U 22 /V)LIC network-
security-manager:List*& & network-security-manager:Get*7 o> aICT I HN
ROT7IVEAFANZETT,

B7DERORRZI—F—ICFHFA TS

COBTRE, A—HF—TATFoTATALCTEYVFENLADTAVERONR—I RRUD—DOF
REIAM A—H—CHAITRIR)—OERGEERLET, cORUZ—CF, IVVY—IT,
F/F AWSCLI £zl AWS API Z#EALT7OJZATIOT VAV EETITDT IV AFHA
FEEIATLET,

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

AWS Network Security Manager ND &V ERT7 7t A

RDORIS—IE, TXTH AWS Network Security Manager )Y —AANDHRIWMEBERT7 IO A %S
DOV NNLICRELET, chid, BEEZMATICRELRAPAT —RAERRIDLEN HDEE
EFELEREZZVJO-ILICKRIABET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"network-security-manager:Get*",
"network-security-manager:List*"

]I

"Resource": "*"

W=NLETUTL—MNDOHZEEETD

RORVS =T, RUY—, RO—7, FTOMANOT I LAEHTL T, TUV /ALK L—
LEFYUTL—NEfER, EH. BIBRTAHCLERTLET, T, £F21UT A REEERTS

A ERZHEHBELEVF—AICRIEERT,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:
"network-security-manager:

1,

"Resource": "*"

CreateRule",

GetRule",

UpdateRule",
DeleteRule",
ListRules",
CreateRuleSnapshot",
ListRuleSnapshots",
CreateTemplate",
GetTemplate",
UpdateTemplate",
DeleteTemplate",
ListTemplates",
CreateTemplateSnapshot",
ListTemplateSnapshots",
TagResource",
UntagResource",
ListTagsForResource"
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AWS Network Security Manager ® ID E7 9 AD KNS T2 —F4>
o

LT OE#HRIE. AWS Network Security Manager & IAM OERFICRKET D AEMN H D —ROKE
BEOZHEBEICRIEET,

NEY D

« AWS Network Security Manager TF7 9> 3 Z RT3 DHERN L

« iam:PassRole ZE1T I 2RI HV) EEA

« B0 UAOI—H—IZ AWS Network Security Manager JY—AAWS FHIO N ADT O+
AZFALEV

AWS Network Security Manager TF7 9> 32 &2R1T9 D HERNF &L

TO2AVERTIBDERIBVEVWSIZ—ARRENEBEERE., TOTIIIVERITTED X
SICRVS—Z2BHIBBENBYET,

ROITZ—PlE, mateojackson IAM 1—H—HFI2YV—)ILZEAL T, % my-example-
widget VDY —AICETRHMBBRERRLID>ELECEEZEEL T, TOBRICHKHER network-
security-manager:GetWidget 7V AFFAZFE > TLWEVEEICRETHENDTY,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
network-security-manager:GetlWidget on resource: my-example-widget

—DFE, network-security-manager:GetWidget 790> a>&#ERL T my-example-
widget DY —ANDT VEAZHFATTH&LSIC, mateojackson I—H—DRUS—ZEH TS
BENFHYVET,

BR—MABEZSEEE. AWSEEBELCHSBVELELSEEZV, YA/ RRIEHwERMEL 1218
HENFEBRETT,

iam:PassRole 21T T2 #ERI BV EHA
iam:PassRole 790> 3 &2 RTITRERIBVEVS IS —HFRRENLEEESE. AWS KU

> —ZE#H L T Network Security Manager ICO—J)LZETENTEDLSICTRIHEN HYE
ClB
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—#D AWS OH—ERXA TR, HILWH—EAO-IILKREFY—ERALCU> VT hiO—-)IZ2ERK
FTHRIRDYIC, TOY—EACRFOO-LZETCENTEXRT, TOLOHICE, Y—EALCO-
NEBEITT IV EAFANBETT,

ROBIOIZ—F, £WS IAMI—Y¥—A3>Y—)LZFEAL T AWS Network Security Manager
marymajor TF I AVERITULRDETRERELET, LEL, COT I3V EY—ERN
KITTDICE, Y—ERO—IDSHAEENET IV EAFANBETT, Mary ICi&k, A—)IL &Y —
ERCET TV EAFANFHYELA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DRV —ZFH L TXF U —IZ iam:PassRole PV 3 ORITEHFA T 3 &%
ENfHYET,

BR—MABEZFERE. AWS BEEEZICHBVELESEEZV, Y1 MV ERBIHRERML 28
UENEEETT,

ﬁ ) 1«)\%0)1 H'—I(Z AWS Network Security Manager VY —AX AWS 7 HJ > b

OTFTHAIY NOI—H—PEBADAN, VIY-ALLTIVELAITZLEHICEATESO-IZEK
TEXT, O-ILD5EZFZEERXID DY —ZEBETEXT., VY—AR—ADRII—FKI

TOEAOMO—)LUJAN (ACL) ZHR—KIBH—EANDBE, ThS5ORUZ—ZFEAL
T VIY—ANDT I EAERETEXRT,

AICOVWTR, UTZZRL TS EE W

« AWS Network Security Manager " NS OBEEZHR— KL TVB A ESH ZHRFETDICE.
F1 &#SBRL T EE VAWS Network Security Manager & 1AM 03E# 5 7%,

s IBEAWS 7AHDOVRNLTWVWD OUY—ANDT IV EAZRMHIZHECOVWTRE, "IAM 11—
H—HAR, O "TFEAWS PAHDK LTVWBEIO O IAMIA—F—ANOTF7 IV ERAZRETS
ZZRBLTLKEZL,

c DY=ANOT IV EARZY—RN=FT A —ICRHITIHEICODVWTEEAWS AT b, 1AM 11—
Y—HA RO "G—RN—FT 1A —HAEITD2 NOT I AZRMHTIZ AWS THU > h,y 28R
LTLSEEL,

c D7IFL—232ENULTITIOEARAZRHIZFELCOVTE, IWMI—H—HA R O AEHT
ALE NI —HF— (D7 IFL =23 NANDOT 7 EADFA 22U T EE L,
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TLSEEL,
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NDHEHA
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O—I)TY, Y—EARICUIEniO—)LiE AWS Network Security Manager lIc& 2 TEHIEZR S
nTsY, Y—EAN I—H—ICRO>THO AWS H—EREZHVPHITEHICHBRINTOT D
EAFAFEENTVET,

H—EACVVEhicO-I)IZ2ERATd L, BDEBTIVLAFTZFETEMTIHXENf 5<LED
7=%. AWS Network Security Manager ®gREAN EHEIC% V) £F, AWS Network Security Manager
. U —ERCV>2EhiO0-ILOT IV EAHAZERLET. BICERENTVIHEERE,
AWS Network Security Manager D& A" F DO —)LZB|EZ TR ENTEERT, EREILFHA
IZi&, EBRERVD—EHFARIS—NEENET, TOTILAFARI —ZMO IAM I T«
TALTRYIFITRD_ERETERFEA,

H—ERCVOENLEO-)L2HBRTEDDOE. BEITDZVY—RAZRAICHIBRL ZBDOAKT
T chIZKY, UY—AANOT I EAFANER > THIBRE B WVWiz®H, AWS Network Security
Manager )Y — AN REENET,

B—ERCU Y IENEO—LEYR—NTBHOT—ERICDOVTE, AWS TIAM LEETS
H—EZ, 28BL. "H—ERICUYIENLEO-), FIT TRV, 2209 —ERERLTLE
TV, Y—ERLCU V&N EO—LICETB RFIXAY NEY—ERATERTDICE. W] U
OEBRLET,

AWS Network Security Manager O —EXICU o nfzO0—-ILOT7 o€
AFFHE

AWS Network Security Manager l&. EWSEBRIOH—EALCU > Vcnlz-O0—-)LZEALE
FAWSServiceRoleForNetworkSecurityManager, c O —ERICU V& hizO-)

l&. network-security-manager.amazonaws.comY—ERZ7D>IN)L&EFEL TO—)L%5]
EZ0HET,
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EVWSBROO—ILT U EAHFTR Z—NetworkSecurityManagerServiceRolePolicyld,
AWS AWS Network Security Manager I8NV —AICKRTB T I IV ERTTED LD
KTB TR—T REUY—TT,

IRDEREMR) > —E, network-security-manager.amazonaws.com—ERA7 U /NILY
O—-)Z51Z2Z I3 a2HFTLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "network-security-manager.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
® Note

B—ERAU 70— OEK. &, HIRZ I AMI>T4T74 (A—%—, JI—7, O—
LBE)ICHATRICET IV EAHRAZRETDILEN B ET. FMICOVWTE., TIAM
A—H—HAR, O TH—ERACUVI9EhEO-ILOT I EAER,) () Z5RL TS EZ
W,

T AR O FFM

AWS Network Security Manager Tlk, 7HVU > MEEBEEDO)Y —AZRBEL TRETZILEHOD
TOEAFTOETIN—THFHBETT, NetworkSecurityManagerServiceRolePolicy BE R
) —k, Y—EARZEILTIL—TIENLEROT IV EAFAZRELET,

« wafv2-"JI7 ACLs, REE VY —AREDT T T ACLsBIEST T & BIER (FfEBR, DT
ACLOVRBREENLN—NIN—TOT7IOEAHFIRI—Z2EBLET, UY—ADXRTFT
BRORTFFHRBRZEITS. AWS Network Security Manager ®J T 7 ACL & JL—LERE % 3L
LET,

« shield - Shield Advanced AWS {REZERK. . —EBEXRR. HIBRL £9, Shield Advanced
AWS 7RV V7> arzERL TRBRLET,
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« elasticloadbalancing — Application Load Balancer £ X (ZDWTEBL £9, Application
Load Balancer T I 7 ACL BE(S T &2ER. BIER. BRTERELET,

cloudfront — Amazon CloudFront 74 ANJE1—>3> BE, FJZBREBLT—EXRT
LET. F1ANIEILI—>3 2017 ACLsBIES I & BE (T #ERBR. VPC AV OFHE
Vo

apigateway — Amazon API Gateway REST APls, A7 —2, XTZFHHAIAKET, API AT —
TTIIT ACLEZRELET,

ec2 — Amazon EC2 Verified Access 1 > AX > AN I 7 ACLs& BB (F &S A ELY) F
9, Shield Advanced REA D AWS ElasticIP 7 RLAICDODWVWTHBEALET,

cognito-idp. apprunner, appsync., amplify. bedrock-agentcore- Amazon Cognito

A—4%—7—)L. AWS App Runner ¥ —E A AWS AppSync . GraphQL APIs, AWS Amplify 7

7°1)r—< 3>, Amazon Bedrock AgentCore 7*— RN I A4 M I 7 ACL BB T ZFRMELY) .
AWS Network Security Manager " REE =) Y —RAEZBRHETEDRSICLET,

config- UY—ARRKEZIEIRL. AWS Network Security Manager "SI REBEAD )Y —A & #&

HIBLEHICEATHIT—ERICU > I&E - AWS Config FREL I—X—Z2BEELET,

organizations — AWS Network Security Manager M #E#£ A TERATED LS, . 77H

Tk, —b, BEBREAL, EETNLEREEHRANI KT,
logs-7I7 ACLOJREOOJEEZER. FHEY ., BEH. HIR, —BEXRRLET,

s3—- BB THED Amazon S3/NNT Y NZNT Y RRUS —%Z2EBEL TEB Eaws-waf-
logs-L. DI7 ACLOVZBETER&LSICLET,

iam - Shield Advanced AWS Config. & &T' AWS WAF AWS FRARBEFTHH—ERICUIEh

zO0—)L%&. iam:AWSServiceNameZHF+F—TAI—7LTHERLET,

XD JSON &, E£%NetworkSecurityManagerServiceRolePolicy7 VAFAIRI > —%

RALTUVWET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LogsGeneral",
"Effect": "Allow",
"Action": [
"logs:ListLogDeliveries",
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
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"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery"
1,

"Resource": "*"

"Sid": "S3LogBucketGeneral",

"Effect": "Allow",

"Action": [
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "arn:aws:s3:::aws-waf-logs-*"

"Sid": "CloudfrontVpcOriginAccess",

"Effect": "Allow",

"Action": [
"cloudfront:GetVpcOrigin"

1,

"Resource": "arn:aws:cloudfront::*:vpcorigin/*"

"Sid": "ConfigUnscoped",

"Effect": "Allow",

"Action": [
"config:SelectResourceConfig"

1,

"Resource": "*"

"Sid": "DescribeOrganizationUnScoped",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListRoots",
"organizations:ListParents",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListAWSServiceAccessForOrganization"

1,

"Resource": "*"
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{

"Sid": "DescribeAccountScoped",

"Effect": "Allow",

"Action": "organizations:DescribeAccount",
"Resource": "arn:aws:organizations::*:account/o-*/*"
"Sid": "DescribeOrganizationUnitScoped",

"Effect": "Allow",

"Action": "organizations:DescribeOrganizationalUnit",
"Resource": "arn:aws:organizations::*:ou/o-*/ou-*"

"Sid": "ListDelegatedAdministratorsScoped",
"Effect": "Allow",

"Action": "organizations:ListDelegatedAdministrators",

"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": [
"network-security-manager.amazonaws.com"

"Sid": "LoadBalancerNonMutationApiAccess",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeWebACLAssociation"

]I

"Resource": "*"

"Sid": "LoadBalancerGetWebACLScoped",
"Effect": "Allow",

"Action": "elasticloadbalancing:GetLoadBalancerWebACL",
"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

"Sid": "CloudFrontDistributionNonMutationApiAccess",

"Effect": "Allow",
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"Action": [
"cloudfront:GetDistribution",
"cloudfront:GetDistributionConfig",
"cloudfront:ListTagsForResource"

]I

"Resource": "arn:aws:cloudfront::*:distribution/*"

"Sid": "ApiGatewayStageNonMutationApiAccess",

"Effect": "Allow",

"Action": "apigateway:GET",

"Resource": [
"arn:aws:apigateway:*::/restapis",

"arn:aws:apigateway:*::/restapis/*/stages",

"arn:aws:apigateway:*::/restapis/*/stages/*",

"arn:aws:apigateway:*::/tags/*"

"Sid": "Wafv2General",
"Effect": "Allow",
"Action": [
"wafv2:TagResource",
"wafv2:ListResourcesForWebACL",
"wafv2:AssociateWebACL",
"wafv2:ListTagsForResource",
"wafv2:UntagResource",
"wafv2:GetWebACL",
"wafv2:DisassociateFirewallManager",
"wafv2:DeleteWebACL",
"wafv2:DisassociateWebACL",
"wafv2:ValidateNetworkSecurityManagerWebACLConfiguration",
"wafv2:ValidateNetworkSecurityManagerRuleConfiguration"
1,

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2WebAclAndRuleGroupMutation",

"Effect": "Allow",

"Action": [
"wafv2:UpdateWebACL",
"wafv2:CreateWebACL",
"wafv2:DeleteFirewallManagerRuleGroups",
"wafv2:PutFirewallManagerRuleGroups"
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"Resource": [
"arn:aws:wafv2:*:*:*/webacl/*",
"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*",

"arn:aws:wafv2:*:*:global/managedruleset/*",
arn:aws:wafv2:*:*:regional/managedruleset/*",

"arn:aws:wafv2:*:*:global/ipset/*",
"arn:aws:wafv2:*:*:regional/ipset/*",

"arn:aws:wafv2:*:*:global/regexpatternset/*",
arn:aws:wafv2:*:*:regional/regexpatternset/*"

"Sid": "Wafv2Logging",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "Wafv2ListlLogging",
"Effect": "Allow",

"Action": "wafv2:ListLoggingConfigurations",

"Resource": "*"

"Sid": "Wafv2ListWebACLs",
"Effect": "Allow",

"Action": "wafv2:ListWebACLs",
"Resource": "*"

"Sid": "Wafv2PermissionPolicy",

"Effect": "Allow",

"Action": [
"wafv2:PutPermissionPolicy",
"wafv2:GetPermissionPolicy",
"wafv2:DeletePermissionPolicy"

1,

"Resource": [
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"arn:aws:wafv2:*:*:global/rulegroup/*",
"arn:aws:wafv2:*:*:regional/rulegroup/*"

"Sid": "Wafv2WebaclDescribe",

"Effect": "Allow",

"Action": "wafv2:GetWebACLForResource",
"Resource": "arn:aws:wafv2:*:*:*/webacl/*"

"Sid": "CloudFrontListDistributions",

"Effect": "Allow",

"Action": [
"cloudfront:ListDistributionsByWebACLId",
"cloudfront:ListDistributions"

iF
"Resource": "*"
"Sid": "CloudFrontDistributionMutation",

"Effect": "Allow",

"Action": [
"cloudfront:AssociateDistributionWebACL",
"cloudfront:DisassociateDistributionWebACL"

1,

"Resource": "arn:aws:cloudfront::*:distribution/*"

"Sid": "ElbWebAclRemediationScoped",

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreateWebACLAssociation",
"elasticloadbalancing:DeleteWebACLAssociation"

]I

"Resource": "arn:aws:elasticloadbalancing:*:*:loadbalancer/app/*/*"

"Sid": "ElbSetWebAcl",

"Effect": "Allow",

"Action": "elasticloadbalancing:SetWebACL",
"Resource": "*"
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"Sid": "ApiGatewayWebAclRemediation",

"Effect": "Allow",

"Action": "apigateway:SetWebACL",

"Resource": "arn:aws:apigateway:*::/restapis/*/stages/*"

"Sid": "CognitoWebAclIntegration",

"Effect": "Allow",

"Action": [
"cognito-idp:GetWebACLForResource",
"cognito-idp:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "AppRunnerWebAclIntegration",

"Effect": "Allow",

"Action": [
"apprunner:DescribeWebAclForService",
"apprunner:ListAssociatedServicesForWebAcl"

iF
"Resource": "*"
"Sid": "VerifiedAccessWebAclIntegration",

"Effect": "Allow",

"Action": [
"ec2:GetVerifiedAccessInstanceWebAcl",
"ec2:DescribeVerifiedAccessInstanceWebAclAssociations"

1,

"Resource": "*"

"Sid": "AppSyncWebAclIntegration",

"Effect": "Allow",

"Action": [
"appsync:GetWebACLForResource",
"appsync:ListResourcesForWebACL"

]I

"Resource": "*"

"Sid": "AmplifyWebAclIntegration",
"Effect": "Allow",
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"Action": [
"amplify:GetWebACLForResource",
"amplify:ListResourcesForWebACL"

1,

"Resource": "*"

"Sid": "ShieldGeneral",

"Effect": "Allow",

"Action": [
"shield:CreateProtection",
"shield:DeleteProtection",
"shield:DescribeProtection",
"shield:ListProtections",
"shield:CreateSubscription",
"shield:DescribeSubscription",
"shield:GetSubscriptionState",
"ec2:DescribeAddresses",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTags"

1,

"Resource": "*"

"Sid": "ShieldSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/shield.amazonaws.com/*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "shield.amazonaws.com"

"Sid": "AllowConfigRecorderlList",
"Effect": "Allow",

"Action": "config:ListConfigurationRecorders",
"Resource": "*"

"Sid": "AllowPutServicelLinkedConfigRecorder",

"Effect": "Allow",

"Action": "config:PutServicelLinkedConfigurationRecorder",
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{

"Resource": "*"

"Sid": "AllowConfigRecorderScopedAccess",

"Effect": "Allow",

"Action": [
"config:DescribeConfigurationRecorders",
"config:DescribeConfigurationRecorderStatus",
"config:DeleteServicelLinkedConfigurationRecorder",
"config:AssociateResourceTypes",
"config:DisassociateResourceTypes"

1,

"Resource": "arn:aws:config:*:*:configuration-recorder/*"

"Sid": "AllowCreateConfigServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/config.amazonaws.com/*",

"Condition": {
"StringEquals": {
"iam:AWSServiceName": "config.amazonaws.com"

"Sid": "AllowListActionsForAgentCoreGateway",

"Effect": "Allow",

"Action": [
"bedrock-agentcore:GatewaylListResourcesForWebACL"

]I

"Resource": "*"

"Sid": "AllowGetActionForAgentCoreGateway",

"Effect": "Allow",

"Action": [
"bedrock-agentcore:GatewayGetWebACLForResource"

]I

"Resource": "arn:aws:bedrock-agentcore:*:*:gateway/*"

"Sid": "WafV2LoggingSlrCreation",
"Effect": "Allow",
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"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/wafv2.amazonaws.com/*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "wafv2.amazonaws.com"
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f: CreatePolicy 4 X ~

ROPBIE, CreatePolicy ARL—>3 20 CloudTral O T KU ZRLTWVWET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEID:my-session",
"arn": "arn:aws:sts::123456789012:assumed-role/AdminRole/my-session",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEID",
"arn": "arn:aws:iam::123456789012:r0le/AdminRole",
"accountId": "123456789012",
"userName": "AdminRole"
},
"attributes": {
"creationDate": "2026-08-10T18:22:417",
"mfaAuthenticated": "false"

1,

"eventTime": "2026-08-10T18:24:03Z",

"eventSource": "network-security-manager.amazonaws.com",
"eventName": "CreatePolicy",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.44",

"userAgent": "aws-cli/2.17.0 Python/3.12.4 Darwin/24.6.0",
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"requestParameters": {
"clientToken": "550e8400-e29b-41d4-a716-446655440001",
"policyName": "production-web-acl-policy",
"firewallType": "WAF",
"priority": 1,
"associatedTemplateAndRulelList": [

{
"templateIdentifier": "arn:aws:network-security-manager:us-
east-1:123456789012:template:tla2b3c4d5”
}

1,
"policyConfiguration": {
"remediationEnabled": true,
"resourcesCleanUp": false,
"wafConfig": {
"existingCustomerWebACLResolution": "RETROFIT",
"conflictResolution": "MERGE_WHERE_APPLICABLE"

1,
"isPublished": true
1,
"responseElements": {
"policyId": "p9z8y7x6bw5v4u3t2",
"policyArn": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6w5v4u3t2",
"policyName": "production-web-acl-policy",
"status": "ACTIVE",
"version": "1"
1,
"requestID": "blc2d3e4-5f67-4890-alb2-c3d4e5f6a7b8",
"eventID": "f@eld2c3-b4a5-4968-8776-5a4b3c2d1edf",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::NetworkSecurityManager: :Policy",
"ARN": "arn:aws:network-security-manager:us-
east-1:123456789012:policy:p9z8y7x6w5v4u3t2"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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