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ping 10.0.3.128

LTREHAFTT,

Pinging 10.0.3.128

Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128
Reply from 10.0.3.128: bytes=32 time=<lms TTL=128

Ping statistics for 10.0.3.128
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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LTREHAFTT,
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Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128
Reply from 172.16.0.130: bytes=32 time=<lms TTL=128

Ping statistics for 172.16.0.130
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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Pinging 10.0.1.5
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Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<lms TTL=128
Reply from 10.0.1.5: bytes=32 time=<1lms TTL=128

Ping statistics for 10.0.1.5
Packets: Sent = 3, Received = 3, Lost = 0 (0% lost)

Approximate round trip time in milliseconds
Minimum = @ms, Maximum = @Oms, Average = 0ms
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&, BEQOT77AT704=)ODY UV RBRTEERT, L, COBEBRAVAXRCAATITION
TN, REBILLENEO AN NOERNATT,

EZRE=ER

s O—AINZRYRND—O42R—T T4 AKARP, BRUC DHCPORINEZHR—KNLET, —
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TIAADOA—3, BSBLTLKEEVW, VPC
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s O—ANFRYRND—=DA4VB—TIAAR, A VARVADTZAIIVZRY ND—D42 =TI
1 AZERATEXE A

« Outposts H—/N\—l&, O—HILRY RND—DA 2 B—T T4 AZFERAL TEBRDEC2A VAR
AZKRANTEERT,
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EC2EILH—N—RHD 4> AR AlE, Outposts H—/N\—AHICTF—2ZAXELTICE
BEBETEET, CcOBEICE, O—NWIINRYRNIT—DAUE—TIAAETLEIZA
TAVIRYND—DAVBEZ—TIAAZRBRBATDIRNTTA YV INEENET,

s O—AILZRY ND—94>2R—T T A Ak, Outposts H—/\—® Outposts 7 XY NTRTEh
TVWBA AR ATOHRMERATEEXT,
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INT#—X A

BAVABZVAYAAOO—HANZRY RD—=0420B2—T7 T4 AlE, ¥E 10 GbE ORI A AR FE
EO—MWERULE T, RORLE, BAVARVAZATORY KID—IONT#—XVAZRLE
ERD

A DABABRALT R—AZ A #wiEiE (Gbps) IN—A N#E1EIE (Gbps)
c6id.large 0.15625 2.5
c6id.xlarge 0.3125 2.5
c6id.2xlarge 0.625 2.5
c6id.4xlarge 1.25 2.5
c6id.8xlarge 2.5 2.5
c6id.12xlarge 3.75 3.75
c6id.16xlarge 5 5
c6id.24xlarge 7.5 7.5
c6id.32xlarge 10 10
c6gd.medium 0.15625 4
c6gd.large 0.3125 4
c6gd.xlarge 0.625 4
cbgd.2xlarge 1.25 4
c6gd.4xlarge 2.5 4
cbgd.8xlarge 4.8 4.8
cbgd.12xlarge 7.5 7.5
cbgd.16xlarge 10 10
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-network-performance-ena.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-network-performance-ena.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-network-interface.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-network-interface.html
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AWS, TAmazon VPCI1—%—H4 K, OAWS TIP 7 RL A&HE, 8KV "1 OAWS Outposts
F"TORKRAVRNEDA—2 BSBLTLKEEVAWS £V 77 LA,

B—N—Z2BRIDIE. ATORY RND—UKR—NEREEXT,

- TCP 443
- UDP 443
- UDP 53

TYTVORE
% Outposts H—/N\—Tlk., AWS U—=2a > AOKNTY T2 VFEE 20 Mops ' UETT,
A—ALNRY RD—=DAB—TIA AV OEH—EAV Y VOFERRICE > TR, &V EEE
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VLAN, PYTARN)—=LRY RD—=IOFNAADIXNTOR—RERTIR—MELTRELE
T, BROMACT RLAZBETDRIICTYTARNI—LRY NT—=UFNAADKR— NERE
LEFT, Y—N—TEEEhDIEAN AR ARFMACT RLAZEALEY, —#OXRY KD—70
TINAAZE, BHOMACT RLAZBETDR—NEZ Y Y RV ITBR—NEF1UT1#
BEABYET,

(® Note

AWS Outposts H—/N—RFVLANKRS 71 v JICRTRFHEEA,. O—HILRY ND—D 4
VR—TIAARZRNTZ U VELTRERETSDERE. OSHVLANRS 71 v DICRT2F0H%
CEEBRIDHVEN HBYNET,

X DBIE, Amazon Linux 2023 TAO—HAILERXY RT—D9 A4 R —T T4 ADOVLANZ JF T2’ ET
2HEERLTVET, B0 Linux T4 ARNJELI—>3> 2 FEALTVWREEE. VLANR T T
DERXEIE TS Linux TA1ANJELI—23a>ORFIAIXINESBLTLSEZL,

f5l: Amazon Linux 2023 & &' Amazon Linux2 TO—AILRY RD—90A4 22 —T7 T4 AOVLANZ
TR EERETDICIE

1. 8021q EZ 21— D—FNICO—RENTVBRELEZERLET, RARAFENTLVEVEES
(&, modprobe AN RZFALTO—RLTLEEL,

modinfo 8021q
modprobe --first-time 8021q

2. VLAN FNAAZERLET, COBITE. ATOESICHE>TVET,

s O—ANRYRNID=DAVE—TILADA 2V R—TIAAZF TI. ensb6
« VLAN ID & 59
* VLAN N4 RIZEI) HTSNi=&HIE TF. ens6.59
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l&. IP192.168.59.205 Z&IV) HTTWVWE T, ¥7 %Y NCIDRIF 192.168.59.0/24 TF,

ip addr add 192.168.59.205/24 brd 192.168.59.255 dev ens6.59
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/best-practices-for-configuring-network-interfaces.html#ec2-net-utils
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DRARNTZ0T 4 ADOFMIDVTRIAM, IAM T I—HF—HA R, O T OEFIVTA1OXRA
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{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": "outposts:GetOutpost",
"Resource": "arn:aws:outposts:region:12345678012:outpost/op-1234567890abcdef0"
}
]
}

LTOHITE, VY—ALRILDOERZEAL T, BETNEY M MNIEIZIFHRZMSIT2H#RE
RELTVERT,

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": "outposts:GetSite",

"Resource": "arn:aws:outposts:region:12345678012:site/os-0abcdef1234567890"
}

]
}
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V—hHE8EN, TOTIVELAHFAR S —ZHOIAMIVTATAILTREYFIBERTEERE
Ao

H—EAU>o0-)k, BETS VY—AZHIBRLERTUABIBRTEREA, cnlZkY) AWS
Outposts , VY —AANDT IV EAHFA 2B > THIRTZERWESD, VY—ANREENET,

DH—EARAICVOEn-O0—-)ILOT U tAFFT AWS Outposts

AWS Outposts & AWSServiceRoleForOutposts_. E WS BRIO Y —ERICU V& hi-O—)L %6
AU EJ0utpostID - Outposts " 1—H—IZRO 2 TTFAR—REHRDO AWS UY—-AICT V&
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CBY, XRYRD—DAVBR—=—TITAANERE N, Y—EA VDO IVRRAVNAVARVA
ICEREIET,

AWSServiceRoleForOutposts_OutpostID H—E AUV hizO—I)iEk., XOY—ER%ZEHE
LTO—-L%Z35EZTET,

* outposts.amazonaws.com

AWSServiceRoleForOutposts_OutpostID H—EAICU o niO0—)LICE, XROKRDZ—HE
FhET,

* AWSOutpostsServiceRolePolicy
+ AWSOutpostsPrivateConnectivityPolicy_OutpostID
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ZORYZ—IZ&V) AWS Outposts . RIEEENEUY—RICRLTROT I3V ERTTES
P

« 772 32:all AWS resources £ T ec2:DescribeNetworkInterfaces
« 7U>32:all AWS resources £ T ec2:DescribeSecurityGroups

« 722 32:all AWS resources LT ec2:CreateSecurityGroup

« 7U>32:all AWS resources £ T ec2:CreateNetworkInterface

AWSOutpostsPrivateConnectivityPolicy_OutpostID 7R') < —Tl& AWS Outposts . FIEEE iz
DY =AU TROT V23V ERITTERT,

« 722 32:all AWS resources that match the following Condition: £T
ec2:AuthorizeSecurityGroupIngress

{ "StringLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourceId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« 722 32:all AWS resources that match the following Condition: £T
ec2:AuthorizeSecurityGroupEgress

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« 7U>32:all AWS resources that match the following Condition: £T
ec2:CreateNetworkInterfacePermission

{ "StringlLike" : { "ec2:ResourceTag/outposts:private-connectivity-resourcelId" :
"OutpostID" }} and { "StringEquals" : { "ec2:Vpc" : "vpcArn" }}

« 7U>32:all AWS resources that match the following Condition: £T
ec2:CreateTags

{ "StringLike" : { "aws:RequestTag/outposts:private-connectivity-resourceId" :
"{{OutpostId}}*"}}
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=L,

AWSServiceRoleForOutposts_ TEAE 1d AWS Outposts J Y —AZHIRT 3 IC Ik 0utpostID
Outpost ZHIBRT B IZIE. AWS IR —T7SAAYR—KNICHBBAVEDESLEEV,

ZEALTY—EARALCV7ENIO-I)ZFBHTHIRRTSICE IAM

H—EAUZZ0-) 69


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

FECOVTE, IAMTA—H—HA R, O "H—ERACUI=hizO0-)LDOHIK, 288U T
<EEEL,

AWS Outposts H—ERICU V& hizO—J)THR—KEhTWdU—-—23>
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TAWS ERENLET IV EAHFTAWS ZEHID L, RUS—HFTERYFEATVERIXNTOT Y
>N ID(A—Y—, JIL=7, O-L)ICHELET, AWSAWS OHF—EXR . HL W A2
BEhndh, LLAPIARL =23V ABREOY —EATRAAEICE 2 LEEIC, AWS YR—
SRRV —ZEHMITRIARMIRESVTT,
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TLEEL,

AWS Y Z— RR1) 2 — 1 AWSOutpostsPrivateConnectivityPolicy

ORI —I&, AWS Outposts A" 1—HF—ICRHL>TTF I3V ERTTEDLSICTHH—KE
AV OENA-NICTRYFENRET, FHICOVTE., "H—EAU20—-)L, 288RL
TLEEL,

AWS Y Z—T RARUZ — 70


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://aws.amazon.com/outposts/rack/faqs/
https://aws.amazon.com/outposts/servers/faqs/
https://aws.amazon.com/outposts/servers/faqs/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Outposts

Outposts F—/N\—D I —H'—H 4 R

AWS Y &x—2 RR 12— : AWSOutpostsAuthorizeServerPolicy

cORVD—ZFEALT, AT LIZIAXRY NTD—CURHD Outposts H—/N—/\— R T 7 ZER

PIEOICHEBRTIVEAFAZNELET,

CORDI—IZE, LTOT IV EAFANFEENATVET,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"outposts:StartConnection",
"outposts:GetConnection"
1,
"Resource": "*"
}
]
}

AWSAWS EER > —DOEH Z Outposts

COY—EANNSOEEDEHZFHKL TH S DO AWS Outposts D AWS X R—T RIRU S —D

EHMICEITRFMERTLET,

£E

AWSOutpostsAuthorizeServerPolicy — ¥
LWRUS—

AWS Outposts A" ZENEHZFHK L F
Lz

B

AWS Outposts l&, #F>7
LIARY RND—UROD
Outposts H—/N\—/\— R T
TZARITDT VAT T Z
FE5ETH RV —ZEMLE
L7,

AWS Outposts & AWS , B
RUD—OEEQEHZHR
LEL L,

SE5)

2023 1 H4H

2019 12 A3 H

AWS Y Z—T RARUZ —

71



AWS Outposts Outposts H—/N—OI1—H—7HA R

DATZANZOFY¥EF 1157 14 AWS Outposts

NEZ—Y RY—EATHS AWS Outposts l&. AWS JO—NILFY NTO—0€F1 )71 TRE
ENTVET, AWSEFIUVTFTAH—ERENFMVTTANTIF ¥ AWS ZRET D FEICD
WTIlk, AWS T Cloud Security ; Z22BLTLKEE VW, 1V T7FARNTZIFYEFIUTAONX
ARTZU0T714A&EALTAWS IREZRETTSICIE.  "Security Pillar AWS Well-Architected
Frameworky @ 'lInfrastructure Protection; 2SR L T EE L\,

XY ND—2U#HB T AWS Outposts IC7 VAT BICIE., AWS LS ZAPIFU'HE L ZFEHALE
To VAT RNEUATEZYR—NTEIHLENHVYET:

« Transport Layer Security (TLS ) o 1.2 A*%ETTLS, 1.3TLS Z2HEHHLET,

« (DHEL7 IXZIUTFATAANIIUPFS) R (TVTTAVIA—TITIXTILTFAT1-N
LIV BE, Be@BT74T—RI—SL Y N ECDHE () 8 2BBAS—h, ChSOE—K
(&, Java7 AR E, BEAEDRFATATHR—RNEATVWET,

T8I, DOIARNE, FORAF—IDETUVIAMI NIILICEERTShTWES—OL Y RNT
DEAFXF—%2FEALTERITDHLEN HVET, £k, AWS Security Token Service (AWS STS)
ZEALT, " HEF1VUT(FREABHREERL., UIVITANIBREITDEETEET,

Outpost TERITENTWVWBEC2A VARV ALEBSR) 1 —AICRBENBD A TFANTIVF Y&
FA)FTAOFEMIOVTEE, "TAmazon DAV T ZARNZIOFvF¥21 1T 1EC2, 25HBL TL
EEW,

VPC Flow Logs &, AWS U—23a> ERUKSICHEELE T, DFV)., N5k CloudWatch
Logs. Amazon S3, £ (0D IZ Amazon ICHKITTEET, GuardDuty Outpost A tIHTIRRE
ICHDBE. TR INSOH—FERICAHATZIEHIC) -3V ICBREENZDIBEN D EH,
CloudWatch £z hD O —EANSERRIEhELA,

ThHOL I A AWS Outposts

SUAMZERERTSLEHIC, . BIO Outposts H—/N\—%&FXL 2 TEEF T, Outpost DERE

Bk, ZAERETOEAZEELTHY, FREZBRRIDIBIEFZAVAZAT7FI—-ICRLT
N+1 DA VARV AZHYR—RNLET, BT IhZDE, AWS EBELDZIRANCEENRKEL
BEICVANI—=ETIAINA=N—%2TREITDED, V3> IoUFTAAIINBETIT)r—23
LT BEMBRERE) ¥ TBHZETT, Amazon CloudWatch F YN F 4 ORAMEX KNI VR
ZERALT, P2—AZRELT, P77V5—>3a>oEEMETE-_X2)>0 0L, BBEIRAT> =

AVT7ZARNZOFyEFIUTA 72


https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/infrastructure-security.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

> B&FRET S CloudWatch 79> 3> Z#EKL ., Outposts DF ¥ /N T 1 ERAEREZHNICEZX
) IJTEET,

Outpost ZER T B EZE IR, AWS V=23 ASTPRASEV T4 =V —2%BRULET, OT
RAZEDTA4—=V—=2F, APIBFEANDISE, Outpost DEZX ' >%, Outpost DEHFHZ E D]
RO=LTL—=ARL—=2320&2YR—KNLET, PRASEVT A=V =N RETIHE LM
BERATRILEHIC, ThENNBLBDITRATEUT 1=V —=2IIZ8EEE h 88O Outposts (7
TVT5—2a3a &8F7O4FT2CENTEET, chickY, F7UTr—2a > 0MEEEEESIC
B, BE—OT7RAFEUT A=V —=2AOKFELZRBTEET, V=23 ETPRATFEUT 14—
V—=2OFMICOWTE, TAWS VO—NILA VT ZARNTZOF v, B#SBLTLSEETL,

Outposts H—N—IZ@EA VARV AARNTR) 2 —LNEENETH. Amazon EBSARJ 1 —AlF
HR—RENTVERBA 1 VARV AARNTRIVI—LLEOTF—RE, 1 VAZAOBEHE
ERBFENETTHN, VARV ADKRTRRBRBEhTEFEA VARV ADFGRZEBATAIVA
RUAARTRIVI—-LAORPF—2E2REFITDICE. F—2% AmazonS3/NT Y R A TL X
ARYRNT=DODFRY NDT—=DARNL—=—DFNAABEDOKBZARNL=JICNY OTFTY FLTLKEE
W

N7 54T > AREE AWS Outposts

AWS DY —ERANFBENCIAVTSATAT7ATSLADERAICHED LN ESH EHERTBIC

. A WS Y —ER "TAVTSATUATAVZALICEBDA—7, 0, 0O T, #2838BL, BL0
HBDAVT AT ATAVZLZBRLET, MW EBERICOVWTE, AWS TV TZA4T7 >
A7O0TZ L #BRBLTIEEL,

BFEALT, Y—RN—TFT1—0EELR—KM2FU>O—RTEEXT AWS Artifact, FEHICDWVWT
. TJ @O AWS Artifacty 2B L TS EEL,

ZHEAIZIBEOEETROAVTZAT U ABREAWS O —ER ., F—2O#EME, 20>
T7ZATABN, BLTBEBRAETIZERERFCL>TREYEY, . AVTFA4TVALK
MOUTOUY—AAWS ZRHEL T,

s BFXIVNVFTAEAVTFAT VADIAY DARZR—RHAR - hsOF7O4H 14 RTE.
T—FTO0F v+ LOEEBBHRICOVTHAL, X 1UFTA OV TFAT U AICERZEVE
R—ATFTAVREAWS Z ICTF7O4TBFIBICOVWTHALET,

« Amazon Web Services HPAA Dt X 1) T A E AV T AT VAN IEODT—FTIOF ¥ - D
RIOA MR=NN—Tlk, EHN AWS Z2FEAL THIPAARRT7 VT —> 3> #ERT D HEIC
DVTHBBALET,

AV TS5 A4 T > AREE 73


https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

® Note

FTARXTHOAWS OH—E A FHIPAARRERZD DT TRERHY)ER A, FHICOVT
&, HIPAA TREH—ERAUT7 7L A Z25RBLTLSESL,

c AWSAVT'ZATVAVI—A-CDI—=0TVvOEHAROOL VIR, BEROERE
O7—23a>ICBRAENDEENFHYVET,

« AWS AR —AVTSAFYAAA K- AV TSA T AOBAAS SHRELBEEFNEERL
F9. CcOHARTRE, HAAMXAEZREL AWSOH—ER, EHOT7L—LD—Y KEEI
EERMFZEAT (NIST ) . Payment Card Industry Security Standards Council (), EBZEZE/(L#E
(1SO) B EPCH DEF1UF A0V RO—LIERYEV T FTREODRARNTSIF A RAEEE S
TVWET,

« AWS Config FROAY/N—HA RO —)LICE D )Y —ADOFHMN — 2 ® AWS Config H—E Ak,
VY —ABREFNEBTZ 9T 1A, ERHAARTAY, BLCRBICEDREENLL TLBH ZFF
MmLET,

« AWS Security Hub — cCk V) AWS OH—EAX, AOEF 1V T REZBENICERTESR
9 AWS, Security Hub Tl&, E¥1UF«0> NO—-JILZEAL TAWS DY —AZFF@L., &
FLUTAERBEERARNTZ9TAACRITBZAVTTATRAEZFIVILET, HR—b
TNTVWAH—EREODMNAO—=ILOUANMIDWVWTIE, SecurityHub @12 ~O—J)L) 77 L 2
ZEBBLTLEE L,

« Amazon GuardDuty - cIC&K Y AWS THOV N, EDLWFIOTAETIAXEZEOHDT Y
FAETFANBVAREETE-RUIIBHIET, . . D—o0—R, OAFF., F—2ICH
THERENLBER AWS O —ER ZHRETEEXRT, GuardDuty &, HFENDIAVTFAT AT
L—LD—UTRBERNTSATVRBRARBEERZHILITETDSS, PCIBEQEEREEAT
VTTAT U ABHICRBTEIDICKRIEET,

« AWS Audit Manager - chiZ&k V) AWS OH—ERX . AWS ERARRZH#ENICEEL, VDAY
ERFICERBEAOIV T SAT U ANEREEHRERILTEEXT,

AV TS5 A4 T > AREE 74


https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

Outposts Y—/N—&FE_ZXU>T 9%

AWS Outposts l&, EZRV I B IOV ERMEZRETIUTOY—ERAEHREETIET,

CloudWatch X KU 2 A

Amazon CloudWatch ZfH L T, Outposts H—/N\—DF—ZKRA > NZETBHETZE. XK
DOA EFENBZRBRINF—ADIEFFITonEY RELTEEBLET, chsOXKNY
DAZRFEALT, DATANERBICERITENTVBR L ZBERTEERT, HFHICOVTE,
MCloudWatch Outposts H—/N\—DX KU O A1 Z#SBLTLEEL,

CloudTrail O%

ZEHAL T AWS CloudTrail . ICH UL TITHONERTHLUICBE T2 MEREF Y 7F YL E

T AWS APIs, CNSORUOHLIEOY 77/4)LELT Amazon S3 ICRETEET, CchsD
CloudTrail OV 2 AL T, EORTHULAThhih, BFUHELTOREETIP 7 RLA, FBY
HUZT 21—, BFUOHBUL TP BREEDEREERRETEET,

CloudTraill OV IZIE, DAPIT V723 AOHOHLUICETZHEHBISENTVET AWS
Outposts, E#. Amazon EC2X> Amazon 7% £ ® Outpost DH—E AN SDAPIT V3> O
CHUICETZBHEBENTVEIEBS, FHMICOVWTR, "Z2FEA L APIEFEOOY R
CloudTraily ZZBL T EEV,

VPC 7O—0O%Y

VPC 7O—AJZEAL T, Outpost EDETEZFEENBDNT 7 4 Y U & Outpost A THERF
BENBRNT 74V VICHATHEMBEREZEF Y 7F Y LET, FHMHICOVTIEE. "Amazon VPC
dA—Y—HA4RVPC, @ "70—07, #5BLTLKEZL,

NZT74vODIZ—)2Y

Traffic Mirroring Z A L T, Outposts H—/N\—AS5tEF 1 VT A BLCEZRZVIT T4

7> Al out-of-bandRY RTJ—O RS 74v 0 IE—LTEELET, S5—UTEhlkk

740k, AVTUOVYRE, BROE®R, FLEENS TN 1—FT 1 JICERTEEXT,

FEMICOVTIE, "TAmazon VPC RS 74V OS5 T4 R, 28RBLTLEEV,
AWS Health Dashboard

IZE. AWS DY —ADREDEIICK > THBRE N3 1FHEBEH AWS Health Dashboard 7%
RENET, BHREFE 2 ODOAETRRENET, IV IR—RIZEFE,. REODARNBLVF
EENTVBRARYRINFATIAVRICOEEATRRENET, Fllz/RMNOTICE, BE
W HBDIXNTDAR MNRRENET, e, U—ERAUD I LOEGEOREICKY)

75


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

ARV NPRBE, IV IR—REARYNOTICERREN, AR MNOJIZ 90 HERY
£9., AWSHealth H—EAD—ETH S k. =Y N7 Y 7% AWS Health Dashboard % &
BT, PHOURTREATNLEIXNTOI—H—HNRRTEET, FMICOVWTE. MGetting
started with the AWS Health Dashboard; ZZBL T &\,

CloudWatch Outposts H—/N\—D X KU T A

AWS Outposts &, Outposts CloudWatch ® 7F—% KR4 > N %Z Amazon IZF1TLEJ., CloudWatch
CHIZRY, NS5O TF—RRABNIETEIHMETE. XMUIRA ERENDIBRINT—XDIERF
FHoshkty FELTEBTEERT, XMV JRARERFBROZER., F—2RA4 2 NIRKEOZBE
EHIIEDDIEBDBEEEADENTEET, LA, BEL EHBICH =2 T Outpost TH|
FATERA VAR ADREZERTEET, ETF—RFRAVKNIRE, BRALRRTE, 723
CORAERNUANBEEFTFSATVWET,

ANVORAZGERALT, DATALADNERBICETENTVDCEZBIETEET, Hlx

(&, ConnectedStatus XU OV AZEZXR 2T TS CloudWatch 77 —ALZERTEET, F
BXRNVOAN &YPEVWEHEE, BEX—ITRLACBHEEETZHREOT V> a2 a2HEAL
CloudWatch TE £ ¥, TND#, Outpost DEAICKEZEAD UM DA TLIRFELRE
TYTVORYND—VDEEZRETEERT, —MOEBBICEK, 774T7 04— )LENATIL—
WCRTBDFAVTLIAORY NTD—URENRENDEE, A1 23—V NEROBBELREN BV E
¥, ConnectedStatus BENREL LBERF. FVTLIARYRND—URALS AWS U—2 3
UADERERIEL, BENMMERLEVEERE YR—MIBAVEDES AWS CLZHBHLE
C

CloudWatch 7 2 —ADERDOFEMIC DOV T, "Amazon CloudWatch 1 —H'—7 4
Ry @ "TAmazon 75 —LNOFER, #22BLTLEE, CloudWatch OFF#IC OV TIE
CloudWatch, "Amazon CloudWatch 1—H—H4 R, #ZBL T EZ L,

AEN

« XRUDRA

« XRVDAF4 X232

 Outposts ' —/\—® CloudWatch XNV A%ZKRRT D

XMUOA

AWS/Outposts BRIZREICIE, KOX KNV IRANEENET,

CloudWatch X k1J 2 X 76


https://docs.aws.amazon.com/health/latest/ug/getting-started-phd.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-phd.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

AWS Outposts Outposts H—/N—OI1—H—7HA R

ConnectedStatus

Outpost DH—EAU Y JEEDAT—R A, FHEBRMEN 1LY NS VBE, BRGBEEZZ
TVWEY,

By @
BRABGE1 2
et REBABMRKETE Average TT,

T4 X232 Qutpostld

CapacityExceptions
BEEENREFTEILS — DO,
By {E
RABBES 2
HREHE: &REBERBHKETERK Maximum 8 KT Minimum T,

T4 X232 InstanceType® KT OutpostId
InstanceFamilyCapacityAvailability

AR VAR ABREDEE. COXKNIUTRAIZE., Outpost ETEEE NIEFKRKAL
NBREBREENETEA,

B N—EV R
BRABERES 5
HEit: REBABMRKEIE Average 8K T pNN.NN (/N\—E> &2 (L)L) TF,

T4 X232 InstanceFamily& & U OutpostId

InstanceFamilyCapacityUtilization

FAFOAN AR ABENEIEG, COXBKMUTRAIZIE, Outpost ETCEHENLEFEERAND
BRERFEENEHA,

B N—t> b
RARBE S 2

XNUTRA 77



AWS Outposts Outposts H—/N—OI1—H—7HA R

it REBRABMHKEIE Average KT pNN.NN (/N\—E> &2 A)L) TF,

T4 X33 2:Account, InstanceFamily, # & TOutpostId
InstanceTypeCapacityAvailability

FIRATEERA VAR ABREDEIEG, COXNUDAICEK, Outpost ETHEERENEFEEFRARN
NERERFEENELA,

B N—t N
BRARBERES 5
HEit: REBRABMRKEIE Average KT pNN.NN (/N\—E> & (L)L) TF,

T4 X232 InstanceType® KT OutpostId

InstanceTypeCapacityUtilization

FEAFOA AR ABENEIG, COXRMUJRIZEE, Outpost ETEHENLFEERAND
BRERFEFENEHA,

B N—E2 N
RAREBES 2
it REBABMRKETIE Average 8K T pNN.NN (/N\—E> & A)L) TF,

T4 X2 32:Account, InstanceType, $&kT0utpostId
UsedInstanceType_Count

Amazon Relational Database Service (Amazon RDS) X* Application Load Balancer Z €D N X —
PRY—EATHERAEND A VAR VAZATRBE, BEERAENATVWBRA VARV AZATD
Bo cOXRNUDRAIZEE, Outpost L CHEBRENLEEERAMNDBREFETFNEE A,

By {E
RABERES 9

T4 X2 32:Account, InstanceType, $&XT0utpostId
AvailableInstanceType_Count

FRTREESA VARV AZAT, COXKNJIAICIFEAvailableReservedInstances >
RAEENET,

XNUTRA 78



AWS Outposts Outposts H—/N—OI1—H—7HA R

FHTEDAVAZADOKZRIETSHIZIE. AvailableReservedInstancesA > KA
SAvailableInstanceType_Count I hZBELET,

Number of instances that you can reserve = AvailableInstanceType_Count
- AvailableReservedInstances

CHOXRNDYORIZIE, Outpost ETERENEEERANDBERFEENELA,
B4 {E
BRABBRES 9

T4 X232 InstanceType& & U OutpostId

AvailableReservedInstances

FANTAFHNEZFEALTFRNENLEOELI—FTA2TF YN TA—\NOEBICEATE
A ARADE,

COXRNYYAIZIE Amazon EC2 UH—T RA VAR AREENEE A,

COXNUDRAICEK, FHTEBDA VAR ADBEEENTEA., FHNTESD
AAZADOE R TSDICE. AvailableReservedInstances > KA
5AvailableInstanceType_CountAD > hNZEBELET,

Number of instances that you can reserve = AvailableInstanceType_Count
- AvailableReservedInstances

B A
RABGBES 9

T4 X232 InstanceType& & U OutpostId

UsedReservedInstances

FYNTAFHN Z2FEALTFNENAEOELI—FT14 20 0F YN TATETENTVD A
ABZVADE. COARNITAIZIE AmazonEC2 VH—T R4V AR AR EEFNETEE A

B {E
BRABERES 9

XNUTRA 79


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

T4 X232 InstanceType& & T OutpostId
TotalReservedInstances
FYNTOTAFHN EFEALTTFRNENEOELI—FA0TF YN T A& > TRMBEENS,

ETHTEBARERA S AZADBE, COXNY Y AIZIE Amazon EC2 UH—T R4 AR
VARFREENEEA,

B4 @

&

KRB

X

5

i

32: InstanceType& & U OutpostId

\’l

1 X

)

XNDOAFA4 X3

Outpost DX KUV RAZTAIINRTBICIE, ROFAXIaV2FEATEET,

TAX>>3aYy B

Account BEZEALTVWARTHI MKRERY—EXR,

InstanceFamily A2VARVATF7IN)—,

InstanceType AVARBRVABRAT,

OutpostId Outpost M 1D,

VolumeType EBS R 1—LRAT,

Virtualln A—ANT—RIIAFRERY—ERAVIRBAVE—TIAA()D
terfaceld IDVIF,

VirtuallIn O—AILT—RNITABBAE—TIA A () DRBAE2—TIAA
terfaceGroupld ' )L—7"® IDVIF,

Outposts #—/Y—® CloudWatch XN O R &ZRRT S

>V =)L %Z#H L T CloudWatch, Outposts #—/\—® CloudWatch X N VA ZRRTEET,

XRNVOATFAX2>aYy 80


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-outposts.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

CloudWatch >V =)L ZFEALTX RNV AZXRRTDICIE

1. T CloudWatch Y —)L &R & & 9 hitps://console.aws.amazon.com/cloudwatch/,
2. FTES—232URAL2T Metrics (X RNJDR) &BIBIRLET,

3. [Outposts] ERIZEZBEIRLE T,
4

(A723)IXRTOTARXRYIIVTANITAZRRITBICEK, RRT7 11— RICEHRZA
ALERY,

ZEALTXRN)OAZRTFTSICIE AWS CLI

FEATREEXRNIOAZRRITDICIE,. XD list-metrics AN REFEALET,

aws cloudwatch list-metrics --namespace AWS/Outposts

ZEALTXRNVJADHKEF ZEET S ICIE AWS CLI

IR D get-metric-statistics AN RZFEAL T, HEE X KJ D A& dimension. CloudWatch
treats DETFA XAV O—EDHIEDLEORIAZEAIDARNIVRAELTEHEBLET, $FICHK
AENTVWERVTFAX DIV ELEEFEALELRHZERB TS CLETEREA, XNUD
AERBICERALAEBUTFAX DAV E2EETIHLEN HYET,

aws cloudwatch get-metric-statistics \

--namespace AWS/Outposts --metric-name InstanceTypeCapacityUtilization \
--statistics Average --period 3600 \

--dimensions Name=QutpostId,Value=o0p-01234567890@abcdef
Name=InstanceType,Value=c5.xlarge \

--start-time 2019-12-01T00:00:00Z --end-time 2019-12-08T00:00:00Z

ZFEHAL EBFEOOY AWS Outposts APIEEE AWS CloudTrail

AWS Outposts &, 1—%'— AWS CloudTrail, A—JL. F & service. CloudTrail captures A" Z 1
R~ AWS Outposts & U TAPIRD T 7 V2 3> DRRZRHETS AWS H—EATH D £HEE
TENTVET, FYTFyEaniMOEBLICIE, AWS Outposts AV —ILASORUOHL & AR
L—>3a>A00—RBUOHULAEENET AWS Outposts APl, IC&k 2 TWNEEh-BREEFERAL
T CloudTrail, LTIz )OI AN AWS Outposts, JITARNTOIP 7PRLA, UOI
ANBR, BRTEMOFHEERTEET,

ZFEAL -APIERE OO 588k CloudTrail 81


https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html

AWS Outposts Outposts H—/N—OI1—H—7HA R

BARYNEEROTIVRNIICR, #PVIIARNEZERLEAEVWSBBIBENE T, 74T
TATAERIE. AT Z2HETRDICRIULERT:

e =R I1—H¥—FERFI1I—HY-RIABHROELESEZFALTIVIIANEEFTEAESD

« DI AKNN IAM Identity Center 1—H'—ICRKD>TITbhiAESH,

s UOIAMO-LELER7IFL—2a3a 01— —0FT RV EEF 1) T 1 RAEREER
LTIIbhlhESH,

c DOTARNN, BIO AWS O —ERICK>TEFEENLHLEDH,

CloudTrail AWS 7 h OV NZ2ERTD E, BT HIURNTFTOT 47127V, CloudTrail 1 X2 ~
BEICEBNICT IV EATEET, CloudTraill AR NEBEIZIE, BEX 90 HE®D TREEhEE
BARYMNOXRTARE, RETE, FVVO—RTEE, BRPAMI1—F 7)) AELIO—RIFRTEN
FTAWS U—>3a>, FEMICOWVWTIE., AWS CloudTrail " A—Y¥—74 R, ® CloudTrail "4~
VREREDREE, ZZRLTLKEETV, IRVNERZRRTSZHO CloudTrail BIEIFREL F
BA,

AWST7HINIBEI BEDANRY NZH#EGEHNICEERT S ICIE, FEBFE K CloudTrail Lake €
RYRNF—RARNTZERLET,

CloudTrail 38K

AEFRIC K V) CloudTrail . EOJ 77 A% Amazon S3/NT Y NIZEETEE T, 2FHL TE
ME NI X TOREHF AWS Management Console X IILF)—23 > T3, AWSCLIZEHA
TR, BE—)—2a FEEFER)—Ca > 0OSEERKTEERT, 7HTUNAWS U—
TAVAHAOIRNTD TTITAETAZXYTFYIRLESH, XAFU—23VEAHzEERT

B zHEBMHOLET, B3 0SB EERTSES. GAHO AWS U—2 3 2 (CREHK
ENLEARNDHAERRTEXR T, sEHOFHAICODVWTE., TAWS CloudTrail 2—H—4A
Ry D TAWS P7HT NDIEHFD/ER ) SRV THEBOIFOER ) 2SBLTLSEEV,

SR ZEER CloudTrail §2 & T, A5 Amazon S3 /N7 Y MCHEITHROEEBA AR MNOIE—
Z1HERHTHETERITAN. Amazon S3ARL—IRENRKELEFT, CloudTrail BE£ D

MIZDOWTIE, AWS CloudTraill "®l&, 288 L T EE L\, Amazon S3 ORI £ (CB 9 % 5

IC2OWTlE, TAmazon S3 ORE, BSBL T EEL,

CloudTrail Lake A1 X R F—RARKNT

CloudTrail Lake Tlk, /R NI L T SQAIR—AD I I #ERTTEEXT, CloudTrail Lake
EEEED AR N ETR—ANISONFER T Apache ORC FERICEHRL EF, ORC Ik, F—2&
ODERRBACHRELENEIEANL—2ERTT, AIRNEARNTF—RARNTICEY

ZFEAL -APIERE OO 588k CloudTrail 82


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/

AWS Outposts Outposts H—/N—OI1—H—7HA R

TNhET, AIRVYNTF—RARNTR, GEBARNELIZZBRAITAREICK>TRIRTS
FHICEWE, ARVYNOAZ1—2T)IEOAL Y232 TT, EOARYNNFFEHEL, 9TV
ICERATEDDH I, IRVYNF—RANTICERTD LIV XAHEMELET., CloudTrail Lake
OFMMIC DOV TR, AWS CloudTrail " 1—%—7H 4 K, ®AWS CloudTrail "Lake OfEA, &5
BLTLSEZL,

CloudTrail Lake A1 R N F—RARNTEVIVICKEIAARRELET, IRV KNTF—RARNT
ZERTRIBRIC., IRVYNTF—RANTILERATREEF T Z2BRLET, BEFT2 3
JICKR2T, ARVYNORYIAKZERFICHANDHEE, BRY, TOANRIINTF—ZANTOTF
73 NEBRORFHEAREY E£T, CloudTrail BE£OFMIC DLV T, AWS CloudTrail

"B ZBRLUTLKEZL,

AWS Outposts D EE A X2 ~ CloudTrail

EEANRVERE, OUVY—ALCHULTRITENDEBARL -3V ICHITRIRHRERELEXT
AWSTAHIU K, ChSDARYKNE, O MAO-LTL—2ARL =232V EEHERET, 7
7#A)ILBRTE, BEEAXRY N%Z CloudTrail AT IZEE&EL £ T,

AWS Outposts l&. §XT® AWS Outposts 1 RO—ILTL—2FARL =230 ZBBARUKE
LTAJICRETELET. AWS Outposts A" ICOJ 58T S Outposts AWS I RO—=I)L7L—27
RL—=23>0)ARMIDWTIE CloudTrail, AWS "Outposts APIU 77 LA, #5BLTLKE

=L\,

AWS Outposts 1 X2 ~ D4l
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:jdoe",
"arn": "arn:aws:sts::111122223333:assumed-role/example/jdoe",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/example",
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"accountId": "111122223333",
"userName": "example"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2020-08-14T16:28:16Z"

}

}
I
"eventTime": "2020-08-14T16:32:237",
"eventSource": "outposts.amazonaws.com",
"eventName": "SetSiteAddress",
"awsRegion": "us-west-2",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": {
"SiteId": "os-123ab4c56789de@l1f",

"Address'": "**x"
I
"responseElements": {

"Address'": "***",

"SiteId": "os-123ab4c56789de@l1f"
I

"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",

"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/outposts/latest/server-userguide/order-outpost-capacity.html#modify-instance-capacity
https://docs.aws.amazon.com/outposts/latest/server-userguide/term-end-server.html
https://docs.aws.amazon.com/outposts/latest/server-userguide/term-end-server.html
https://docs.aws.amazon.com/outposts/index.html
https://docs.aws.amazon.com/outposts/index.html
https://docs.aws.amazon.com/outposts/index.html
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https://docs.aws.amazon.com/outposts/latest/server-userguide/local-network-interface.html
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