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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Overview
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html#Overview.Encryption.Enabling
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html
https://docs.aws.amazon.com/vpc/latest/userguide/infrastructure-security.html

AWS BREHA A A AWS BB EF 1 VT A R—AT( >

WKLD. M EF 21T 14 IIIN—T"%2FERLTEXY ND—OT7 A
ZHIBRT S

EFIVFAIIIN—T2FEALT, EC2A VARV A, RDS F—EZR—R, BRTZFDMDOHR—
RENTVWBDY—AZAANDRNT 74y 0&FBLET, EXF1 VT4 —TF. BETZDIY—A
NHSWBRITIIN—TICBRATEZDREBT7ATIA—)ILELTHEREL, 1ONTURRNZTavDE
TIORNNDIURRS 749 0%2FATRIL—IIE—BELTERLET, IPPRLAER—NICED

KIL=LICmAT, EF2VFT4TIN—TB3MOEF1 VT4 JIL—TICEETDZIVY—ALSD K~
274V 0FFAITBDIIL—LNZHR—RNLTVET, A, F—EXR—AEF1UFT1TIL—TIC
&, P7V5—=23a B —N—tF1)F1TI)IL—TH5ORNZT1YIODOIKEHFTTDIL—I %K
ETEEXT,

TF72LRTE, EF1VTA TN —TRBIXNTOTINNTVRRNZ T4V IZFALETH, A
YINDURRRZT AV ORHAALERA, TUORNTURIS T 1YL=, HIKRTDZEE,
TONNDURRZ T4V DEFRUTANDTDRNZ T4V VZFATIEMIL-INZHRET S
CEETEFRT, EF2UTATIN—TLETINNTY RIL=IABWVEE, A VARANSEE
ENBTIRNNIURRNZ 74V ORFAEhERA, FHICOVWTE, "EF21UT4T)L—7
ZERALTVY—ANDRZ 74V V% HHT S, (Amazon VPC RFIX K ZZRL TS
W,

RDOBITIE, Application Load Balancer A*S Amazon RDS for MySQL F— 2R — A IZ$#E# T 5 EC2
AVABRVANDRNS 74V O REHTD I 2OEFIVFAIIN—THFHYET,

tXa)FaTIN—=T A2INT2RIL—=I FTIORNDRIL=IL
Application Load Balancer ® HEA: ECTAHASTE HTTPS FHE:IXNTORNT 71V I%
EtXIVFATIN—T NZT74v0%FTTS EEDOBZEFTHATS
RA7 . HTTPS BAT . IXTORNZ T4V
Y —X : Anywhere-IPv4 EE % Anywhere-IPv4
(0.0.0.0/0) (0.0.0.0/0)
EC2AVARADOLEF1) A : Application Load FHE:IXNTORNT T4V I%
TATIN—=7 Balancer 5 ® HTTP K5 EEDSEFTHATS

T4V IZFTTS .
BAT . IXTORNZT T4V
RA7 . HTTP

WKLD. 1M 2F 1 UFT A IIN—T2ERBLTT IV EAZFIRT S 22


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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https://aws.amazon.com/blogs/architecture/choosing-your-vpc-endpoint-strategy-for-amazon-s3/
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/gateway-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-bucket-policies-vpc-endpoint.html#example-bucket-policies-restrict-access-vpc
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html#vpc-endpoints-policies-ddb
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://repost.aws/knowledge-center/elb-redirect-http-to-https-using-alb
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https://repost.aws/knowledge-center/redirect-http-https-elb
https://docs.aws.amazon.com/amplify/latest/userguide/custom-domains.html
https://repost.aws/knowledge-center/cloudfront-serve-static-website
https://repost.aws/knowledge-center/cloudfront-serve-static-website
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-security-policy-table.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html#describe-ssl-policies
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html
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https://aws.amazon.com/waf/getting-started/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-getting-started.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/amplify/latest/userguide/getting-started.html
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https://docs.aws.amazon.com/cdk/v2/guide/home.html
https://docs.aws.amazon.com/cdk/v2/guide/home.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/aws-startup-security-baseline.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/acct-08.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/wkld-01.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/wkld-01.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/wkld-01.html
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