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Amazon Web Services (£ %)

2024 F1 A (RF 1 X2 NERE)

BEE, ROXSBEXRETRBETIV/AD—ARY V2 ERATION RN TT,

« Infrastructure as Code (IaC) — HashiCorp Terraform AWS CloudFormation, & &' AWS Cloud
Development Kit (AWS CDK)

« 77— 3B -npm, Gradle, Apache Maven, TypeScript

« 777U —23> 07 7'04 — Amazon Simple Storage Service (Amazon S3), Amazon Elastic
Container Service (Amazon ECS), Amazon Elastic Kubernetes Service (Amazon EKS), & kT
AWS Lambda
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DPA & &

DevOps Pipeline Accelerator (DPA) Ik, 77T —2 3 FERA V7 ZANZOFyOF7 04
DIEHDELEBMEN A TIL -3 EMENT VN — (CICD) N1 754> OBERICKILD
TU7L—KNTHEBRENDVY)1—232TF, cOYD1—>3a>k, FOoEIL—F—&LT—
TtENiEeT o 7L—RNEBELET, BERTF—LR., chs0T70ESL—X—%2FALTT TV
T—232VZCICDICAVR—RTED L, FLREDXABEOHRICERTEET,

ToESL—2—RBBETETT. ELRY—=)L, FTOAATSY R T 4—L, BEF—RL—)L%&
EEBRELET, aCY—ILEFEALT. ChSOBRELETVTINATSA 2kE2BELET,
CNBSONATSAVT IS L—2—RBE, UTO—RNERENAVTIL—3 30 B8RO
BTN U— (CICD) H—EREY—LEHR—KRLTLET,

 AWS CodePipeline

DPA & & 1


https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
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» GitLab CI/CD
» GitHub Actions

e Jenkins

cOVV)a—=2avik, AWSF7OANATZA )T 7L AT—FT0F v (DPRA) TEEE
NTWBARARNTSI9TA1AICETVTVET,

DPA ZFEAT IR

ARiE. DPAFRHITEZIREHLLFITT,

- BELE—BY —BENMESIKETTVT—2a3a 0 NAT542, CICD ET7UT—23 20
F7O0/ 00— Bz LEEET,

- BAAMY -DPARBAATRETCART—Z7ILTT, 77V 5—>3a @, NATSA42H4—7
ANL—232093LOCT7O0IL—E—Z2FALET,

s BE-T7VT—230F—LBNAT7AVBER)EHARICER TR H. £ENEARERE
EXmELET,

s EFIUT A —HIEAKDORES — MK, DevSecOps DRARNTTUF 4 A>T, F704
FOT7VT—23 > zREITDDICKIEXT,

« AT—ZEUT 4 -DPATV7L—NRGRETET, BEICAT—F7I)LTT, Y R—KEhT
W2 CIICD H—ERFLERY—=ILEZNALTF 7O/ ENBDEEORATOT T )r—>3a e
BIZLMETEEY,

DPA AT 2 FIR 2


https://docs.gitlab.com/ee/ci/index.html
https://docs.github.com/en/actions
https://www.jenkins.io/doc/book/
https://pipelines.devops.aws.dev/

AWS REAA A A AWS DevOps Pipeline Accelerator Z A L /= 1aC /N1 75 41 \/?ﬁ_ﬁ

DevOps Pipeline Accelerator O 7 —F 70 F ¥

DevOps Pipeline Accelerator Tld, 77 tJ L —2—RGEBENICERE D3 7odLv>ay
TTo AT, D37 EZERIDBREZNEENET. FED 1aC NI TS/4>ODIV K
DIRAVREERTDEBOZYN—DHBYNVEST, P7IV75r—232@. NMMTTA4ORBRTH
BIVRNIURAVRNEEBELET, TOMNURAVNGE, PFOUTF—BREESETEBRAT I THER
ThET, ROREF, AT—HFFYN—, PIUSF—R, IVRNIRAVRNEEDKSICHEEH
I2HLZRLTVET,

Entry point

Aggregator 1 Aggregator 2

[ Wrapper 1 ] [ Wrapper 2 ] [ Wrapper 3 ]

| [ [ 1 [ |

[ Stage 1 H Stage 2 H Stage 3 H Stage 4 Stage 5 H Stage 6 l

cOtEU>a> TR, RORICRIELSIC, DPAVYII—23 0T —FFTI0FYOBKERICOV
THALET,
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CORE., ROT—Y 70— MEERLTVET,

1.DPAZSARUIAVE—ZI MG, PTUT—Y 3V OBRECEIKEEEERRT—IED T
JEEL—RENENATSA2TT,

2.DPA ., —BEICERAEND 420 CIICD H—EREY—LEFR—RLTWET, o TEH
BNATSA 2V BEENET,

3. NA4754>37 @, CICD H—ERRY—LASHYL BRATELRIUT NEERL
£7,

4. ENAT 24202373, BHEMEOZOICEET S Docker 1 X—J TRITENE T, Amazon
Elastic Container Registry (Amazon ECR) VR KU &, NS ® Docker 1 X— ZRARNLE
E

5.DPAICE, DABNAAXTERHEAIAHDEFI VT4« NO—ILFEBENATVET,

6. NATZA2VR@T7VTr—232>% CF7O04LETAWS VT TR,

7.IVRNIRAVRNE, —ALENIENAT AV 2B ZRTE-DIVTAT14TT. RER.
TO/AD—AREY IDRATICL>TERRBYET,

8.TF7VTr—>a>RBIVKNIURAVRNEAVR—NELEREDET, BTV /OP—AEY I
BRIODIY NJKRLA RERLET,

0.T77Vr—>a>lk, IVRIURAVRNORATICETVTINTIX—RERELET., Chs5D
BRENTX—=BGE. NMTZ42237T0BEEARL -3V EERLET,

FT7U4r—<,3> 0 DPA
RTORE, Java R—ADQT V5= 3a>NAT 54O )T PLOANAT T4 RLTVE
T, FTOMBDAT—JOKREIL, - REAT—JUVIRBEAZBRBEICT7O/TDLEHD Y

J—ANATZA2VICANET,

Initialize required
configs

Download and verify
artifact

Dev deploy

Package artifacts License scanning Publish package i) DAST
application

npm build ” npm lint

npm test Secret detection Evudenc:::.‘r license

Evidence for secret
detection

SAST scan

Evidence security
scans.

SCA scan

Evidence npm tests

F7)r—>3> o DPA
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T7UTr—23a>A0DPADEAICETZEMBERIE. CONA ROBEBEAATYT, FHMICOVT
&, "F7OANATZAVVITFLYAT—FT0F %, 0 " FT7)5—>3NATZ4>, %
ZRLTSEEL,

A7 ZANZOFY7OED3Z2 T 0O DPA

DPAN—232 100 TR, 175 ANSO9FY7’AED a -2 T N17Z 4 > A Dplug-and-
play7 > 7L—hZFEATEEXRT, chsOTU7L—NE, #BAA&OEF1UFTOMNA—
I, BEBF704, N—=23a_2U, P—T14T7 79 NEBIEED DevOps DRANTZ IV T4 A
ICRVET,

OtV 3Tk, DPA ZEMAL T, Infrastructure as Code (laC) Y —JILA®O —ibtE iz
NATSAVF T L—RNERETBHECODVTHBALET, DPA (X, Terraform, AWS

CDK. CloudFormation ZEDELFEAETNTVWS laCY—I)LZHR—NLTVWET, ChsoT>
7'L—NI&, X GitLab CI/CD 7= & ® CI/CD #—E A AWS CodePipeline XY — )L CEEIZFEHT
EFET,

RORIE, 1 T7ZANZOF¥ 7O a _VJODPAT7—FTOF ¥ 2 RLTVWET, CI/ICD
NATS5A40F 7L —REERAL T, Terraform, CodePipeline, & Z2FEALTA 7T AR
SOFvE7OES3a - LET AWS CDK,

AVT7ZANZOFY7OEZ 3= 0 DPA 6


https://pipelines.devops.aws.dev/application-pipeline/index.html
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DevOps Pipeline Accelerator

Entry points
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Standardized pipeline templates (Docker)

@D DD o6 & %

AWS CDK

> -

Reusable Amazon ECR Security Deployment
scripts Docker images controls environments

AWS
CloudFormation

101
<>e—gFF
Configuration Terraform
parameters l
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Y,
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RORIE, Terraform R—ADTFT 7V —23a>QOU T 7L ANAT A &BRLTVET, D
NATZ42k, Terraform T NURA 2 N EBEBLET, 7O/ EBOAT—20FEIC, O—
RFERAT—IVIVRBEARABREICT7O/4MTDEOOV)—ANAT A ICAYET,

Publish Terraform
artifacts

Terraform format 1aC SAST Package artifacts Secret detection Dev terraform plan Dev terraform apply

‘ Terraform init

Dev terratest ’

Evidence for license
scan

Terraform validate tfsec or checkov test

Evidence for secret

terrascan detection

Evidence security
scans.

AVT7ZANZOFYOTAOESIZJICDPA ZERATRHEARE. ROKUTFEELTEEL,

s VDRESRKNUTRETDARVRNDEATE, NATFAOBEICFELET, LEAE,
pullUJIARNF ICVY—RZ7OEED3a U LELAAWS V5T R, &L, pullUVT
ARDIAXA VT SOFILR—DEnde, NMMT7SA42@FVY—-R%Z2 7O a_-_>JLET
AWS V57 R,

« NM 754>k, tfsec, Checkov, Terrascan BEDEFIVT A AF ¥V — L& FER
L T. Terraform N1 7547704 CEECRICEF 2V T MO—J)LZEALE
¥, CloudFormation DFE, N1 74 2k cfn_nag & cin-lint EFEALE T, DHFEE AWS
CDK., N1 754 & cdk-nag EFEAL £7,

- DPA (FEH® Docker 1 X—2 &ER L., AmazonECR VR KUTHRARNLET, chsm
Docker 41 X—< (&, Terraform CLI, AWS CLI Tool AWS CDK kit ZE DY —)LAEFENTVE
To NAT7Z42&, BIRUECIICD V) 1—2aVICBEREL, FURSMALRICChS5DY —
ILEFERALET,

AVT7ZANZOFY7OEZ 3= 0 DPA )


https://aquasecurity.github.io/tfsec/v1.28.4/
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://runterrascan.io/docs/
https://github.com/stelligent/cfn_nag
https://github.com/aws-cloudformation/cfn-lint
https://github.com/cdklabs/cdk-nag
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DevOps Pipeline Accelerator @ {£

DevOps Pipeline Accelerator (DPA) l&, —f&#7%& CI/ICD H—EAEY =)L ZHR—KLTVET,
cDEY>a> TR, LTFOCICD Y—EAEERY—ILZERALTA 7 ANZVF+ 7O
TAZVIONAT A EBEENTRFIREFRERBELE T,

« CodePipeline ZfEf L T Terraform 7> 7'L— bk & CloudFormation > 7L —hZ7F704 9%
e GitLab CI/CD Z#EfH L T Terraform, AWS CDK, CloudFormation 7> 7'L—KZF7 04 9%

CodePipeline ZEH L T Terraform 7> 7L —k &
CloudFormation 7> 7' L—hZ2F7 049 %

DPA Tlk, OBREZE%ZAHL T AWS CodePipeline Terraform & & O CloudFormation laC ® 7 &
tIL—2—%FERLET, COEIVZAVTR, COI—AT—RICDOVTUTICOVWTHBELE
Is

« BENENENATSA8E

- BRATREAT—IE2a7

e EXFI1UFARFYUHAOHEEY -

DPA URZ NUICIF, Terraform & CloudFormation @ 7 # LA EENTVET, oD 7 #
LA, RO2 2O T 7ANENEENTVET,

- pipeline-modules - C D7 # A ZIE, BECENENATSA U BEZTF7O/4TDEHOT—
RASENRTVET,

« shared — Z M 7 # )LA (Z&ready-to-use buildspec 7 7 A LAEENTVET,

IR S

« POTATIEAWS THO N

c laC 77 L—hEFERALTVY—RE7OEED3a_>J 33TV AHFH

« AWS CodeCommit V7R K1) & CodePipeline 1> R—Z > NZERT DT VAT

CodePipeline @ &£ F 9


https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation
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+ cfn-lint I&. CloudFormation YAML E =& JSON 7> 7L — N %Z AWS CloudFormation 'J ¥ — A4t
REBETD linter TF, £, VY—AR7ONT A OBWMBEOEEPRANTZ 9T 1 ANE
FHREEDMBOFIYVHIEETLET,

- cfn_nag k. NZ—>&#KRZEL T CloudFormation 7> 7L — N THEENBZEF 1T 1 HEEH
ETDHF—TY—AY—=ITT,

« Checkov ik, aC DEF1VFAEAVTSAT U ADEREIARZF IV I THEMNI— RO
‘y_)l/-cﬂg-o

« TFLint &, Terraform d— ROBENRB IS —ERARNTZI9TAANODENZF IV VTS
linter T9,

 tfsec l&. Terraform J— R TCHREZADAEMEZEF IV IITRIENI—RIOMY—ILTT,

B
CodeCommit VR N ZEKT B

1. RDOEKSIZ 2 2OEBID CodeCommit IR N Z#ERLET,

« common-repo- COURIKNUIZE, £BZ A7 Z 1, buildspec 77 1)L, IFERENFEE
nTVWERT,

« app-repo-cOURZSKNVUIZE, 1V T7ZANTZOFvZ2F7O49 3D Terraform T
7L — N F =& CloudFormation 7> 7L — R EENTVWET,

FIEICDOWVWTIE, " AWS CodeCommit VIR R OER ) Z2SBL TS EEL,

2. common-repo DR KNUT, EVWSHEBDT )R ZEHKL £ T shared. buildspec 7 7 1)L
% GitHub DPA J7RZ N ® Terraform & 7= 1& CloudFormation BE7 # LEAASFHL W7 #)LX
CIOE—LF9, FIEICOWVWTIE., " AWS CodeCommit VIR KRUAND T 7 A4 )L ODEREIZIE
B, ZSRLTEEL,

3. app-repo URZKNUT, EVSERID 7 #I)IAZEKL EFTentrypoint, GitHub DPA LJ7R
2 N @ Terraform &7z l& CloudFormation T RURA R T7 A UXASFHLVW I A I)LAICT 7
AILEIE—LET, ChSOT77AIINDOFMIODVTIE, M1 #ZBRBLTILKEEVWINUR
A2KJISON 77A)ICDVT,

4. Terraform & /zl& CloudFormation 4> 774 LU M) ZHRBL., <hsSOBIZHE > Tapp-
repo7 AN A ZBENXLET, chsOF 1L U KMJICIE. Amazon Elastic Compute Cloud

V= 10


https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/terraform-linters/tflint
https://github.com/aquasecurity/tfsec
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-repository.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/terraform/shared
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/aws-codepipeline/cloudformation/shared
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-create-file.html
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/terraform/entrypoint/terraform-infrastructure.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/examples/aws_codepipeline/cloudformation/entrypoint/config.json
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/terraform
https://github.com/aws-samples/aws-devops-pipeline-accelerator/tree/main/examples/aws_codepipeline/cloudformation
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(Amazon EC2) 1 > AR > AF fz[& Amazon Simple Storage Service (Amazon S3) N7 Y KZ 5
Z7O432BIHFEENRTVET,

5 RD220E023a>OVThAICEARAET,
c NATZA&ERL., AT—TZEHT S (Terraform)
s NATZA2&ER L., AT—T%EET S (CloudFormation)

NATZA42ZERL., AT—2ZEERT S (Terraform)
1. DevOps Pipeline Accelerator (DPA) VR K1) %& GitHub A5 O—ANT—0ARFT—>3IC
D_\/l/ia-o

2. VO0—>2&nizJRT N T, aws-codepipeline/terraform/pipeline-modules” #JL
HAICBBLET,

3. terraform.tfvars 7 7 4 JL ¢, Terraform R & AWS Identity and Access Management (IAM) O —
LEBEOEHZEHL TRIEL XTI,

4. Docker 1 X—2 &ER UL ET, FIEICDOWTIE, CodeBuild (GitHub) T 2R T2 -6 D
Docker 1 X—2 OER L 2R L T EE WV, GitHub

5. terraform.tfvars 77 A1 )L CEEBE N TV Bbuilder_imageZHZEH L T,

6. XOIAXREAHDLET, ChickV), Terraform ZNUTA VT SARNSOF ¥ FHHE. 7
LExi—, F7O04cnET,

terraform init
terraform plan
terraform apply

7.AWS PHOUNCZHA> 4> LET, CodePipeline AV —ILT, ILWINL T4 D ERE
NTVWBEZERELET,

X BAIDRITH failedREBICHZBER. HORATY TEZRVUEBLET,

8. ¥TL L) CodePipeline /N TS5A N EREND E. AWS CodeBuild DFL W IAM O—)LAEH
HICERENET, COEBBERENEO—I)LOZEIE THRDVY) EFTF-codebuild-role, 1~
T2ARNZO9FYOTF7OANICKEBRT IV EAHFATCCOO-IILEZEHFLET,



https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
https://github.com/aws-samples/aws-devops-pipeline-accelerator/blob/main/shared-docker/docker-images/README.md
https://console.aws.amazon.com/codesuite/codepipeline/home
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NATZA42ZERL, AT—2ZEE T % (CloudFormation)

1. DevOps Pipeline Accelerator (DPA) J7RT K1) %Z GitHub A SO—AIIN D=0 AT—23a Iy
D_> l/ia-o

2. 70—>r&EnkVRI NJT, aws-codepipeline/cloudformation/pipeline-
modules7 # LA ICBBLET,

3. pipeline-cft.yaml CloudFormation 7> 7L —hZ7F70O04 L& T, AT, AV VICETHSE
NFHBIYBEINTAXA—ZTT,
« ArtifactsBucket-BHTBINATSA 2T —T477ORZECVRDNUDEH

« EcrDockerRepository — image X% %Z# 2 Amazon ECR J7RZ K 1) @ Uniform Resource
Identifier (URI)

« CodeCommitAppRepo - T 7 L—hKZETL CodeCommit JRT N DEH
« CodeCommitBaseRepo- B 7 7 1 )LZEL CodeCommit URT N DA
+ CodeCommitRepoBranch — CodeCommit URZ NUT S F DA

« SNSMailAddress - /N1 754 > O AT —R AIZEF % Amazon Simple Notification Service
(Amazon SNS) BHIZZ (THD E X—I)LF7 RL A

FIEIZ DWW T, CloudFormation REFIX KD "AZY IDOFER, 28BLTIEEV,

4. AWS PFHOUNZHAL> 14> LET, CodePipeline AV —ILT, ILWINAL T4 A ERZE
NTVWB xR LET,

5. 37 L \\ CodePipeline N1 754 M ERE D&, AWS CodeBuild ®FEF L W IAM O—J)LA B E

HIZERENET, COEBERENLEEO-)ILOZHIE TKEHV) E£T-codebuild-role, 1
J752ARNZOFYOF7OA ICKHEBERT O ELAFATCOO-ILZEHFLET,

ITRJURAZBNISON 7 7A4IIICDWVT
Terraform T RKRURANT7A)

ChRAXAMVBRETTAILTY, CcOTF7ALTR, AT—JVZAAEIAABICEMLERIZIGE
MUETERT, AT—DZBHILTE, AT—IJRBNATZA4 2D SHIRERLZRZRIRENTEA,
KOWIC, ZUEALRICARAT—IONFAFYTEhET,

{
"build_stage_required" : "true",
"test_stage_required" : "true",
"predeploy_stage_required": "true",

IVRURAZRNISON 77 AI)LIZDWT 12


https://github.com/aws-samples/aws-devops-pipeline-accelerator
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacks.html
https://console.aws.amazon.com/codesuite/codepipeline/home
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#{L,
"deploy_stage_required": "true",
"postdeploy_stage_required": "true",
"destroy_stage_required": "true",
"bucket":"tf-state-dpa", # S3 bucket used for Terraform backend
"key":"terraform_test.tfstate", # S3 key to be used
"region":"us-east-1",
"dynamodb_table":"tf-state-dpa" # DynamoDB Table for Terraform backend

CloudFormation T RUKRA > NTT7A)

ChBAXAMVBETTAILTE, COTFALNTR, AT—TJZNAEINAAL, BHERZEEMDIC
LET. AT—DZE MWL TE, AT—JRNAT 42D SHIREZRGHIBREhELEA, KDV
o NATSAVRBZVRALPICART—DZAFYTLET,

{
"init_stage_required" : "true",
"test_stage_required" : "true",
"createinfra_stage_required": "true",
"envType" : "cloudformation",
"stage_required" : "true",
"cft_s3_bucket" : "pipeline-bucket", #S3 bucket from the destination
account to keep CFT templates
"stack_name" : "aws-cft-poc", #CloudFormation stack name
"account!'" @ MEEFEEERkkEkkEAI #Destination AWS account to
deploy stack
"roleName" : "codestack-poc-cross-account-role", #Cross-account IAM role name
"region" : "us-east-1",
"destroy_stack" : "false" #To destroy the provisioned
stack, set this value to "true"
}

GitLab CI/CD Z=fH L T Terraform. AWS CDK, CloudFormation
Fo7L—hEF7O/14TF5
DPA (ClE, Terraform 27704 32O DEREZEE L THERATS GitLabCI/ICD T 7L —h &

AWS Cloud Development Kit (AWS CDK) CloudFormation laC 11— RA"EENTVET, O+
23T, COI—AT—AILDODVWTHUTICOWTHBALET,

s BE{EhENAT AU BE

GitLab CI/CD O£ 13
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BRATREEAT—2&Ta7
s NATZA4BEIL—I
s EFIVTFAAFYRAOKEY -

BB SR AF

FOTATIEAWS THI K
c aC T 7L—hEFEALTVY—RZ7OED3IZVJ32T7 7 EAHA

« GitLab Cl/ICD #gEZ HR— NI BDEEDRATDZA A7 )—, J7LEIT A, FEEIY
BR—=TSA4AAN—=23>20 Gittab 7 HI > b

« $E®D Docker f XA—2TVATHBRTITBDRDICHKEE N GitLab RET > F—

Y=l
+ cdk_nag . L—ILINY VEBHEDETTTUT =S AVHFRARNTTIT 4 ACELL TV
BHESHEFIVYI AWSCOK $BF—T2Y—AY—=)LTT,

« AWS CloudFormation Linter (cfn-lint) (&, CloudFormation YAML &7 l& JSON 7> 7L — b
%AWS CloudFormation )Y —AHHEEBE TS linter T, £, VY —ATONT 1 OERMK
EOEFBXRRANTZI9T 1A AOEBFBREDHMOF IV IVEERITLET,

« c¢fn_nag &, NZ—>%#KREL T CloudFormation 7> 7’'L—NOEENEEF 1) T BEER
MNTDA—7T2Y—AY—=ILTT,

« Checkov ik, laC DtEF21VF4 AT SA4AT A
‘y_)l/-cﬂg-o

« Infrastructure as Code Secure (KICS) &, BEYA VIORVERETEFI )T« OMEEMHE, O
TOATADEE, A VT ZARNTIFYOREIAERETDIA—TY—AY—=ITT,

 tfsec l&. Terraform J— ROBREZADAEMEZF IV I ITIENI—RIOWMY—ITT,

EIARAZFIVIITHENI— RO

ER
1. gitlab-ci F/4L OV MUZIOE—L, GitLtab BT —TIZKANLET,

2. 7 US—3a > FDPAT7TL—RNEZEE GitLab BTN —TCT O EATESR Z & &S
LE9,

BIRSRAF 14


https://github.com/cdklabs/cdk-nag#readme
https://github.com/aws-cloudformation/cfn-lint
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-resource-specification.html
https://github.com/stelligent/cfn_nag
https://www.checkov.io/1.Welcome/What%20is%20Checkov.html
https://github.com/Checkmarx/kics
https://github.com/aquasecurity/tfsec
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()

pi-¥(4

3.T77VT—=23a> 058, ROKSICNATSAODPABRENDIRNIRA RN EEDE
9,

e Terraform

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/terraform-infrastructure.yml

+ AWS CDK

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cdk-infrastructure.yml

* CloudFormation

include:
- project: <GITLAB_GROUP_PATH/<REPOSITORY_NAME>
ref: main # best practise to create release tag and use the same
file: gitlab-ci/entrypoints/gitlab/cf-infrastructure.yml

4. P74 —>3>Tlk, DEVB KU INTEGRATIONIRETTF 7O/ ZBMICTREHIC, XDE
BeEeEELET,

AWS_REGION: us-east-2 # region where deployment should happen

DEV_AWS_ACCOUNT: 123456789012 # Dev environment AWS account number

DEV_ARN_ROLE: arn:aws:iam::123456789012:ro0le/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Dev

DEV_DEPLOY: "true" # true / false to enable deployment to DEV environment

DEV_ENV: "dev" # Dev environment name

INT_AWS_ACCOUNT: 123456789012 # Integration environment AWS account number
INT_ARN_ROLE: arn:aws:iam::123456789012:role/dpa-gitlab-access-role # IAM role ARN
that will be used to provision resources in Integration

INT_DEPLOY: "true" # true / false to enable deployment to Integration environment
INT_ENV: "int" # Integration environment name

R 15
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LE1—
+ Aarti Rajput, J—KIZHILR K, AWS
TOZANZAT42T

« _TTU_HINZFA4Z—DAbouHarb AWS

F—=HI2T 16



AWS HREHA AR AWS DevOps Pipeline Accelerator Z R L 7z 1aC /N1 754 \/gf—é

RF¥I1 X NER

LTORE., XAOA ROEERZERICOVTHBALEENDTT, SENEMICHAITZIEANZZ(TEH
3BEk,. RSS 74— R B#2HTRIUSATTEEXT,

SEE)

2024 1 A 19H

111}
1’

rE B
RFET —



https://docs.aws.amazon.com/prescriptive-guidance/latest/devops-pipeline-accelerator/devops-pipeline-accelerator.rss
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AWS REHA A ADORHESE
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FA42AVIIBITIT S,

c VTSI RNTA—L(JVTRNTURIUSIAN—TFFTVr—>23>20F 7 RICEBITL, ¥
TUORBEZTAITDLOORBEILLARILEZEALET, fl: BEEOF> 7L ZAD Oracle
TF—RZNRK—RA%Z AWS 7777 R® Oracle AA® Amazon Relational Database Service (Amazon
RDS) [CB1TT %,

- BEBA(RAYTZTURZAVT)—BE, #KOTA VAN S SaaS EFIILICBITLT, 5l
NDHRBIZTYYEZAET, f: BEEBEEREEE (CRM) > AT A% Salesforce.com 8179 %,
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2AVEIVTIRICBITLET, . BEHZOF>TL ZAD Oracle T—XX—RA% AWS ¥
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- BERE (NN—NAF—=LRILOVIRTFTURITRN-FLOWN—RIDITZBALLY,
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D IDRY—ERICH—N—%ZBTLET, #l: Microsoft Hyper-V7Z 7 r—> 3>z (I8
TUET AWS,
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A2A (Agent-to-Agent)
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
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https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
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