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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
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https://aws.amazon.com/identity/data-perimeters-on-aws/
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https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/sagemaker/?id=docs_gateway
https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
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https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::account-id:user/john_stiles"
.
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"

HEBAN—2YTIZVPC VY —AANDT IOEEAZERTS

CEREHBFE<LEEZV, FEZTT—MIEELT, AWSPRAICETSR 71 —RNY I %
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}
]
}

BTOTF—REEZFIRTS AWS U—T 3>
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/regional-services.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/global-services.html

AWS REFHAH A

AWS TZANY—)TFLYAT—FFTUF ¥ (AWSPRA)

{

"Sid": "DenyAllOutsideEU",

"Effect": "Deny",

"NotAction": [
"a4b:*",
"acm:*",
"aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"chime:*",
"cloudfront:*",
"config:*",
"cur:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",
"iam:*",
"importexport:*",
"kms:*",
"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",
"routeb3:*",
"route53domains:*",
"route53-recovery-cluster:*",

"route53-recovery-control-config:

"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",

"s3:ListMultiRegionAccessPoints",

"s3:PutAccountPublic*",
"shield:*",

"sts:*",

"support:*",
"trustedadvisor:*",
"waf-regional:*",
"waf:*",
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"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"
]
},
"ArnNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

$$E D Amazon DynamoDB BHEAD T VA& HFT TS

CEREHFESLEEZV, FEZTT—HFCEELT, AWSPRAICETSZ 71 —RNY D%
RELTEEL,

BB EAT—XZNENS LVOCRENICOBETIHEBICOVTEBI D EEE. AWS Identity
and Access Management (IAM) TZE A BT VA NOA—LLRIZ—ZHR—KTD

AWS ARNL —PH—ERZBRFLTLKEEV, ROTAFUTATAR—ADRII—T
([kUserID, . SignUpTime, BLV BN H%E &LV SEH D Amazon DynamoDB F—7
JlLastLoggedInh SEUE TE £JUsers, HIAEF, COO-ILICEL2BBART—X2EY bAD
TORAZHFATEIRDYIZ, CORVI—ZBHAZI—HBR—KNO—=)ILIZTRYFTEET, <D
ROD—HFEBRAOTZANS—EBATF—2ZREITDHFEOFHMICOVTRF., COHSA RF—X
DEITX MUICERILID AWS O —ERAEH#ED T, 25RLTLEEL,

"Version":"2012-10-17",
"Statement": [
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{
"Effect":"Allow",

"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan",
"dynamodb:TransactGetItems"

1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"
1,
"Condition":{
"ForAllValues:StringEquals": {
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"
]
.
"StringEquals":{
"dynanamodb:Select": [
"SPECIFIC_ATTRIBUTES"
]

VPC RENEEZHIRT S

CEREHBFE<SLEEZV, BFEZTT—HFIEELT, AWSPRAICEISZ 71 —RNY D%
RELTEEL,
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ZUOFrERBRFLTF7O4LES, BEEZBHSIENTEXRT, ROF—EARO NO—ILKRY
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"Version":
"Statement"

{

"Action":

1,

"2012
3 [C

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

"910
Ilg]-O

ec2:

ec2:

-10-17",

[
AttachInternetGateway",
CreateInternetGateway",
AttachEgressOnlyInternetGateway",
CreateVpcPeeringConnection",
AcceptVpcPeeringConnection",
CreateVpc",
CreateSubnet",
CreateRouteTable",
CreateRoute",
AssociateRouteTable",
ModifyVpcAttribute",
*TransitGateway",
*TransitGateway*",
balaccelerator:Create*",
balaccelerator:Update*"

"Resource": "*",
"Effect": "Deny",
"Condition": {
"ArnNotLike": {

"aws:PrincipalARN": [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP"
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

’
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbbl1b8de748felEXAN

F—ZHEATHICIFE AWSKMS BN BETT 50


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-nitro-enclaves

AWS REHA XA AWS 7S ANDI—=DTF7LYAT—FFTUF v (AWSPRA)

"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@®b80a9ae4b159adde479e9f7f512f33e835a0b9023ca51ada®2160QEXAN

"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf4sld3bctaeEXAN

}
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