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https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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Amazon Managed Service for Prometheus 7 —%2 AR —ADERK

D—O AR—AE, Prometheus X NU DV ADRFEVIVICEAETNBDERAOREAR—ATT,
D—OAR—ATIF, BF. —BRT, i8R, HIBR, XNUJAOBVYWIAKEV TV E, EBEE
ZRUTHILEHOZEHHA VT ORI NOA—IHFYR—KhEhEdT, THUVNAOU—=23 >
CEWCT1D2UEDD—DAR—AZEFEDICENTEEXRT,

V=D AR—RZ2tEY NTY 792, ROFIBEICRWVET,

(@ Note

V=D AR—ADEREFERTAREEF T IVOFMIOVTR, "1 Z3RLTKEE
W Amazon Managed Service for Prometheus 7 —2J AR —AZ/ERK T B,

Amazon Managed Service for Prometheus 7 —%9 AR—AZERT DI

1. Amazon Managed Service for Prometheus 112/ —JL (https://console.aws.amazon.com/
prometheus/) ZFRAE £ 9,

2. [WorkSpace TAUTFRA]IC, ILWIO—DAR—ADIA VT AZANLET,

D—DOAR—ATIA VT AR, T—O0AR—ADEBRICRIALDODHAYRTVERTT, chidk—
ETRBRLSTERBVELA, 200V AR—AICAUVIA VT RAZRF TR EETEET, &£
L, 3IXTOI—9 AR—AIZIFE Amazon Managed Service for Prometheus (& 2 THERKE

NE—ZDD—OVAR—AIDNEWHETShFT,

3. (A72aV)BRAIZEEMICRITZEMTRICE., FHLLWAITZEM ZFRLET,
[F-1 B TDERMZANLET, [B] TR, EETRIICEZEMNTEEXT,

AORTZEBMTDICE, FILWAITZEN £BEEBIRLET,
4., [D—DAR—AZEXKT ] ZBIRLFT,
D—DAR—ADFHAR—DHFRRENET, CZIClFE, CODV—DTAR—ADAT—Z

A. ARN, 7—9AR—AID, UE—RNEZAXAEITIVRADIY RRA4> N URLBEDIE
BN RRENET,

BN AT—RAN [ERF] LB AEEN B ET, AT—RAN [TITATICBBDET
Fo2THAS, XMVIADEY)IAHZDFREICEATLSIEZ W,

D= AR—ADER 9
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[TV RBRAV N -UE—REBEA&K URL & [T KRBRAV K- 2T URL ICERE AL URL

ZEEEBOET, ChSOURLIEF, COD—TAR—AIARNVIRAZ)E—RTEZIAL K

5(Z Prometheus H—/N—ZBHTHEEE, TRESOXRNVIJAILITIVZRTITREEICH
BIZBERYET,

) — 2 ANR—AAND Prometheus X 1) 2 ZADELY) JA &

XRNDORAZBVYIACFZED 12k, AR RFO2O Prometheus T—J I N (I—2 I K
E—RTERITENTVS Prometheus 1 VARV RA) ZFALTITAZ—NDS ANV O AZEE
L. Amazon Managed Service for Prometheus I35 U TARNL =S EEZR U T ZITSZET
T cOtEU>3a>TlE, Helm ZEAL T Prometheus T—2 I ROFLWVWA AR A%EEY
N7y 793 &lCkY), Amazon EKS A'S Amazon Managed Service for Prometheus 7 —2 A
R=AANDARNV I AOBMY AKX ZRETDHECODVTBHALET,

XNVORAZRETHDHEPTHAEOSVX NIV RAZERT B HEKE,. Amazon Managed
Service for Prometheus ([C7— X ZEVWIAT O HFEICDWVWTEE., TAmazon Managed Service for
Prometheus J— U AR—AICA RV JAZEWIAT ) 282RBLTKEEV,

(® Note

D=0 AR—ALWMYRAENIX NI VAR, F7#I) KT 150 BEREFE N, TOREH
HICHIBRENE T, CORTFAEAELIZF—F T,

OtV a>OFEICHES &, Amazon Managed Service for Prometheus % AR ICERE L THEE
TR ENTEXRT, J—UVAR—RA ZBRICERLTVWBCEZFRELTVET, 0ty
2 a2 Tk, Amazon EKS 75 A X —IZ# L L) Prometheus H—/N\—%& &Y K7y 7L, FILL
H—N—RBF7FIINEEZFEALTI— T e L THEEL . Amazon Managed Service for
Prometheus ICX N UV AZEFBLET, COFZICRROBRFZEN HYET,

« #L ) Prometheus H—/N—H" X KNU T ZAZRET S Amazon EKS VS AZ—NHETT,

« Amazon EKS 75 AZ—IZl&, Amazon EBS CSI RZA/N=HN A2V AR=IEhTWVWERLEND
V)E T (Helm THE ),

« Helm CLI 3.0 ARRZFERTH2HLEN HVET,

s LTOEIV2IaA>VORATYTZRITTAICIE., Linux TEE MacOS IVE1—R2E2FRTHIHE
FHYVERT,
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ATFY T 1. HLWHemFr¥y—RKURS KN ZEBINT S

ROOARX > RZAHDLT, HFILLHemFYy—RNURDS RN ZBIMLET,. cNSOION RO
IZ2WTIk. THelm Repos ZZRL T &L,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

AT Y 7 2: Prometheus BHIZRZ/EKT B

ROAX>Y RZEAHDL T, Prometheus H—/N—&EFDOMOEZZV T AVR—FX2 NAD
Prometheus BRIZEZERLE T, &2, COBRBEZFBICFER TS B Biprometheus-agent-
namespacelcBEE#AET,

kubectl create namespace prometheus-agent-namespace

ATYT 3 H—EATAIVNOIAMO—I)LZ2RET S

COHEY)IAKTTETIE, Prometheus T—2 T2 MABEL TULS Amazon EKS V5 AX—DH—
THODMOIAMO—I)LZ2FEHATHILEN HVET,

H—ERAT7HAD RO IAMO—=)ZEHATDE, IAM O—)L% Kubernetes Y —E AT HT > NIC
BEMFRENTERT, cOY—ERATHIUNE, TEOH—ERATHVNZFERATSHHRY R
ROOAVTFHIZAWS TOEAHAZRH|TEET, FMIOVTE., "H—ERAT7HTVY MO IAM
O—J)L, 8BBLTIEE L,

CNSOO—)EEFERELTVWAWESIE, "TAmazon EKS VT AR —AS X KN T A%E)
ALEHOY—EAO—I)DOFE) OFIEICH>TO—ILZHZELET, TOELIIAOFIET
&, eksctl 2RI HHEN DY ET, FHMICOVWTIEE. TAmazon Elastic Kubernetes Service
NDRAEAE - eksctly ZZRLU TS EE L,

(® Note

EKS £/l TlEEB<K AWS, FIOEAF—EI—IL Y NF—D&HZEMHEAL T Amazon
Managed Service for Prometheus IZ7 72 A3 %3%&. EKS-IAM-ROLE X—AD Sigv4 %
FRIZDEEFETEREA,

AFY 7 1 HLUWHelm Fy—RURS N EBMNT S 1


https://helm.sh/docs/helm/helm_repo/
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started-eksctl.html
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ATY7T 4 FHLWH—N—ZEY RTYTULTXNIU T ADENV)AHKZEH
HmIB

#L W Prometheus T—2 I h%Z 42 AKR—J)LL. Amazon Managed Service for Prometheus
D—DAR—ALZX NV VRAZEFETDICE, ATOFIELCHVET,

#L W Prometheus T—2 I h%Z 42 AKR—J)LL. Amazon Managed Service for Prometheus
D= AR—ALZARNY I RAZEETRICR

1. TFANIF14R2%EZEAL T, my_prometheus_values_yaml EVSEBD T 7 AL EHER
L. RORBZRERLET,

« TIAM_PROXY_PROMETHEUS_ROLE_ARN &, THERL /= ® ARN (C & & #t X amp-iamproxy-
ingest-role® ¥ Amazon EKS 9 ARX—NASX RN JAZWY) AT OO —EAO—)L D%
Eo

« WORKSPACE_ID (&, Amazon Managed Service for Prometheus 7—J AR—AD ID I[CEZ&E
BAET,

« REGION l&. Amazon Managed Service for Prometheus ®')—2 a2V ICEEHBRA R T,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

ATV T 4 HLWH—N—ZEY RTYTULTARNI RO AKZFHBT S 12
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2. ROOX REAHDL T, Prometheus H—/N\—Z KL £,

« % Prometheus 'J ) —A&prometheus-chart-namelCEERAE T,
« %& Prometheus BHEIZ B O B Biprometheus-agent-namespacell BEEMAE T,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
agent-namespace \
-f my_prometheus_values_yaml

Prometheus X N AIZT2 0T OEST

D= AR=AIILAXA RN AWM AENDRSIZBE2E5, TRASOXRNIIAIZKHLTIIV %
RITTEET, XNVUIJRZIVITV T MW FZEG. Grafana BEDT—ERAZFEALTX KD
DARZDVIVTBETT, cOEU> 3Tk, Amazon Managed Grafana %Z £/ L T Amazon
Managed Service for Prometheus DX KNV OV AZ 0TV TBHEZ2FEBLET,

@ Note
Amazon Managed Service for Prometheus D X KU O A&V T ) 320D 75EX. Amazon
Managed Service for Prometheus APl Z{EA 32 FEIC DV TR, "Prometheus X KU J
ACRHIRIIVTIDETI 28BLTLKEEV,

CcOtI2arTR, D—J0AR—ANBRICERENTHY, TOTV—DAR—AILARI JAZE
WIAATWR CEZBIRELTVET,

TV DEFTICIE, Prometheus DEFEEI T SETHS PromQL ZFEALET, PromQL & TN
X OFMMIZDOVWTIE, Prometheus KF 1 X M® TQuerying Prometheusy 2B L TS &L,

Amazon Managed Grafana l&, Z#—7">Y—A® Grafana @O 7 )X Z— RY—ER T, F—
ToOIV—=ADH—RN=FT 14— I8V, BREF—RY—RAZABRBICRECBERTIM TR EHD
AWS H—EANDEHRZBHRILLET,

Amazon Managed Service for Prometheus Tld, Amazon Managed Grafana Zf#fRA L TO—72
AR—=ARADA RNV DAICOT I RERFTIDENYR—RENTWVWET, Amazon Managed
Grafana 1>V —)L T, BEE® Amazon Managed Service for Prometheus 71> M &#&H L
T. Amazon Managed Service for Prometheus 7— 9 AR—AZF—XY—AE L TEMNTESR

TJIUXRNUDA 13
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9F, Amazon Managed Grafana l&. Amazon Managed Service for Prometheus \IC7 VAT 2 1%
ICHELFTAERNOBREZEEL £9, Amazon Managed Grafana A5 Amazon Managed Service
for Prometheus N\ DEFEHRZEK T B HEDOFMIC DOV TIEE., "Amazon Managed Grafana User
Guides OFIEZSRL TSEE L,

Amazon Managed Service for Prometheus @ 7 2 — k Z Amazon Managed Grafana TRR 9 %
CEETEEXRT, Po2—MEOREZRETAFIRICOVWTR, "7F—bh%& Amazon Managed
Grafana £loldFA—7">2 YV — A Grafana £#HE T2 2SBL TS EE L,

® Note

Amazon Managed Grafana 7 —J AR—AN T TAR—KN VPC ZFEATBHEDICREL T
W3 15E k. Amazon Managed Service for Prometheus @ —J AXR—R%&[E LU VPC IC##
BIBDRBENFHYNET, FHEICOVTE. "T7F4X—KT Amazon Managed Grafana (2
BEidd VPC, Z25RLTKEEL,

JIUXRNUORA


https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
https://docs.aws.amazon.com/grafana/latest/userguide/prometheus-data-source.html
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Amazon Managed Service for Prometheus 7 —9 AXR—2A
NERE

D—9 AR—AlE., Prometheus X NU DV ADRFEVIVICEAETCNDERAOREBAR—ATT,
D—DOAR—ATlE, EFf. —BRR. ©BR. HIER. XMUTAORYA&EOVTURE, EERE
ZRATRLEHOEHHA VT IO LADY NO—IAFYR—rEhET, 7HO>MNAOU—232
CEWCTID2UEDD—DAR—AZFDICENTEEXRT,

Amazon Managed Service for Prometheus 7— 9 AR—AZER L TEBTBICE. Ccoto> 3
COFIEEERALET,

NeEY
« Amazon Managed Service for Prometheus 7—9 AXR—AZER T S
« Amazon Managed Service for Prometheus 7 —90 AXR—A%ZwET 3

« Amazon Managed Service for Prometheus 7— 9V AR—ADFHZERETDICE. UTZEHE
9. ARN

« Amazon Managed Service for Prometheus 7 —29 AXR—AZ HIKR T 3

Amazon Managed Service for Prometheus 77— AR — A & ERK
EK

Amazon Managed Service for Prometheus 7— 20 AR—AZERTDICIE. LTOFIEICHKVE
9, F /=& Amazon Managed Service for Prometheus 1>V — )L ZfERATE X9 AWS CLl,

@ Note

Amazon EKSY S AZ—%E1TL TW3SFEIE. AWS Controllers for Kubernetes ZfEH L T
HLOWO—OAR—AZERTBDEETEET,

ZHEALTID—OAR—RAZEHRTSIZE AWS CLI

1. UTOONYRZAHDLT, D—OAR—AZEBRLET, COHITIE my-first-
workspace EVSBRINDT— IV AR—AZERLETH ., BELCRHUTHOIAUT AZER
TR CEETEET, V= TVAR—AIA VT AR, D=0 AR—ADZBANZZIL DDA XRT
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WEBITT, ChiF—ETBELSTEBVELRA. 2DDTV—VAR—AICKEAUIANVTAZE
HBICENTEEXRTHY, IXTODT—TVAR—ALLEFE—BEDTV—TAR—AHFHVIDs., ChiF
Amazon Managed Service for Prometheus IZ& 2 TERENET,

(A7232V)MBOKMSF—ZFAL TV — IV AR—AICRFENATVEZTF—2Z2HES
tI2ICIE, FHTD AWS KMS F—IZ kmsKeyArn/N\TX—R 2 EHD N TEFE

9, Amazon Managed Service for Prometheus I HARXN—YZ—2 RF—OFERICHL T
RELECAYN, OF—ICHEITRZIANMNRBETIEEN H ETT AWS Key Management
Service, Amazon Managed Service for Prometheus IC& 20— AR—ARNDTF— X DEES
t, FLEFMBOHAAEZI—NZ—I RFEF—DER, EE, FAFZEOFHICOVTR. "RE
FOES{ ZZRLTLSEZ L,

FI([]) ADONFA—=REBEATS3a>THY, IV RICEFENZE2OBEVTEE L,

aws amp create-workspace [--alias my-first-workspace] [--kmsKeyArn arn:aws:aps:us-
west-2:111122223333:workspace/ws-sample-1234-abcd-56ef-7890abcd12ef] [--
tags Status=Secret, Team=My-Team]

COOANY RERDT—RZRLEXT,

« workspaceIld @, CcODIV—TVAR—AD—EZNDID TT, cOID ZEEBHTLIEEL,
carnlk, COIT—TAR—AARND TT,

e status &, T—I9AR—ADBEDAT—RATT, J—JAR—ADERER
CREATING =2 A[gEMEN H V) £,

« kmsKeyArn l&, 7= AR—AF—ZOBESHICEATNDIHAZIN—~NR—I RF—TT
FBEETNTVWEEHE),

(® Note
NAZN—RZR—=I RF-—THERENET D AR—AR, BWIAKFICAWS ¥
F=—URIALIVEZ-—%FEAIDLBTEFLEA,
NDARI—RZ—TIRF—E AWS FIEF—DESSZEEICEATIAN ZERLK
Fo DAZIY—ANR—I RF—ZHEALTERETNED—TAR-AR, BT (R
FZOWT)AWS FIEX—%2FEATHLS ICERTIERTEER A

« tags k., D=V AR—ADRYT (HBDHE)DIJARNZERLET,

D —0 AR—ADER, 16
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2.

create-workspace N> R CREATING AT —ZAZRL EBAE., BTRXOIXY
READNTBDET, VT—VAR—ADEJHIESILAESH ZHRTEET, B my-
workspace-id create-workspace N> RA" IZIR L = fBworkspacelds

aws amp describe-workspace --workspace-id my-workspace-id

describe-workspace N> RA'S status EUT ACTIVE FiREhis, D—JAR—A
EHERAITIERAITETVET,

Amazon Managed Service for Prometheus 2V =)L ZFEAL TV — V0 AR—AZERT B IC1F

1.

T Amazon Managed Service for Prometheus 122V — )L &2 & £ 9 https://
console.aws.amazon.com/prometheus/,

[Create] (fERX) Zi&IRL £ 9,
[WorkSpace TAUT A, ILVWDO—DAR—ADIA VT ARAZAALET,

D—DAR—ATIA VT AR, T—=O0AR—ADEBRICRI DDA TVEETY, chi
—ETHELSTEBVERA 200V —VAR—AIZBRAVUIA VT RAEEHD_ENTEEFT
o IXNTOVD—DTVAR—AIZGE—EBEDT =V AR—A FHV)IDs, ZhlE Amazon Managed
Service for Prometheus Ic &k 2 TEKENE T,

(A7232)MBOKMSF—ZFEAL TV -V AR—AILKRFEINATVDZTF—RZBSILTD
IZl, BES{EREOHAZINA X Z&IRL., FFHTS AWSKMS F—ZBIRLE T (KLEH
LOWF—ZERLET ), RAVYTEIVVARNDYSTHIMOXF—ZEIRT DD, 7O
ATEDEENDF—ARNIC ZAHLFET, Amazon Managed Service for Prometheus (&1 A X
N—A~NF—TVRF—OFEAICHLTRELECADN. OF—ICEETHIANNRETEIES
A&, ') ET AWS Key Management Service,

Amazon Managed Service for Prometheus IC& 2 TV — I AR—ARDTF—XDES{X, BF
BIMBODAZN—XZ— RF—DER, BE, FALZOFHMEICOVTR., "TREFOES
by EBBLTIEE W,

(® Note
NDARY—RZR—TI RF-—THERENLET D AR—AR, BWIAKMICAWS Y R—
JRIALVEZ—%Z#FEATR LRI TEEEA,

D —0 AR—ADER, 17
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NAZRI—NZR—I RF—E AWSFIEF—DELSZBEICFERATI N ZERL K
To HARN—NZR—I RF—ZHAL TERENIZTD—TAR—AR, BT (X
ZTOET)AWS FTEFX—2Z2HEATRLDOICEMTRDELERFTEFRLE A,

5. (A7232)D—VAR—AL12ULEDRTZEMTZICE, FLWERT ZEM 28R K
j-o [=\=_] L:'}'(ﬁ‘a)%_ﬁﬁ’&lj]bgf?o [{IE] -(“Lj:\ 1%%?97‘(1:{@&553”?%??0

ORI ZBMTSICE, FLWRITZEM 2BE&ERLET,
6. [P—UVAR—AZEKT D] ZEIRLET,

V=D AR—ADFMR—IHNRRENET, L), VE-REZLRAKETITUOMEA
URLSICDOWT, COT—TAR—ADAT—RAARN, \ T—UAR—AID, I RKA>V K~
BEDRBARRENKT,

AT—BAE., D=V AR—ADEFE N TEBDCREATINGETRENE T, AT—FAN LK
BDERTHE>TACTIVEL S, XRVIV AWM IAKDREICERETT,

Endpoint- UE—RNE&jA&k URLB KU Endpoint- 7T URLICERTRE N 2E&ZD
URLSET., cNSOURLIK, COT—VAR—AICXRNIUIODARZ)E—RTEZALLSIC
Prometheus H—/N—%Z#BRTDEEE, TNSOXRNVJAILIVIVERITITDEEICHEIC
BTYERT,

D—DAR—=AICXA RNV ORAZWMYYIATCHECDOVWTEE, TDO—T0AR—AAND Prometheus X K1)
DADE)iAH ) Z#SBLTLSEEV,

Amazon Managed Service for Prometheus 7 —9 AR —A & iR
CE)

V=D AR—AZHMELTCIA VT AZEETEERY, AWSCLIZERALTID—JAR—AIA
TAZZETBICE, AKOOAX RZAHLET,

aws amp update-workspace-alias --workspace-id my-workspace-id --alias "new-alias"

Amazon Managed Service for Prometheus 12V =)L ZFEAL TV — V0 AR—AZmET S IC1F

1. T Amazon Managed Service for Prometheus 12V — )L Z B & £ 9 https://
console.aws.amazon.com/prometheus/,

D= AR—ADIRE 18
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2. R—DOELERBICHDXZ1—TAd>ZFRL, [TXTD WorkSpaces] ZERL £,

3. WMETDV—VAR—ANDIT—UVAR—AID ZBIRL, [RE] 2 BRLFT,

4. V=P AR—ADOFHFLVWIAVTRAZAAL, [RTF] ZBRLET,

Amazon Managed Service for Prometheus 7 —2 AR — X O 54
ZREITBICE, UTZ2EOET. ARN

Amazon Managed Service for Prometheus 7— 9 AR—AOFMIZOVTRE, IV —-ILFELEF %
AL TAWS #BFET&E XY AWS CLL,

Console

Amazon Managed Service for Prometheus 12V —J)LZFEAL TV -V AR—ADFHMBZRET
Y

1. T Amazon Managed Service for Prometheus 12 — /L Z & & T https://
console.aws.amazon.com/prometheus/o
2. R—DOELERBICHDXZ1—TAA>ZFRL, [TXTD WorkSpaces] ZERL £,

3. D=OAR=ADTIT—DAR—AID ZERLEXT., chiZ&kl), ROLSIBIT—TAR—
ADFHARTENT T,

s BEDAT—BRA-TITAT BEDT—DAR—ADAT—RANAT—RA OTIC
RRENFTT,

« ARN-J—OTAR—ZAARNIF O TFICRTENETARN,
e D-J—PAR—ADWE, DT—JAR—=AID OTILRRENET,

e URLs-2VY—=I)LIZlE, D—OAR—AANDEZIAART—DAR—ADEOTF—2D
JIVURLSD =D I5E, T—DAR—AURLSOEHD N"RRENET,

® Note

TF7 ) NTE, URLsEEEE iz & IPv4d TIURLs, FATIAZRY U (IPv4 &
KU IPV6ZEHR—N) Z2FEATEIEETEETURLs: cNSEELTTAH, F
7#4IIKRD api.awsTRRELS RXA 2 ICH V) EFamazonaws.com. FIZIF, &
® (URL) IPv4 A" RRENDHE,

D= AR—ADFHMERRT S 19
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https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write

TATILARY 7 (D R—RNZETIPVE) FURL, XDRSICHERTEET,

https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-
ef56-7890-abl2-example/api/vl/remote_write

AWS CLI
BEALTOD—VAR—ADFMEBRETSIZE AWS CLI

KDAR Y RiE, T—OAR—ADFHMERLET, ZBEEBRADMLEN HYVET my-
workspace-id \Z, BN BEBD—DAR—ANDT—IAR—AID 2#EELET,

aws amp describe-workspace --workspace-id my-workspace-id

ChiZ&Y), ROKSIBID—TAR—ADEMNIBENET,

s BEDAT—BRZA-D—DAR—ADAT—R A, HlZEF (& ACTIVEstatusCodeZ’O/NT 4
CIREhFT,

« ARN- D= AR—ZAARNIF arn7ONT A ICIRENET,

« URLs - I&. prometheusEndpointZ’ ANT 1D T—U AR—AURLOAR—RA AWS CLI Z
BRUET,

(® Note

F7 ) MTE, URLIRE NS & IPv4d TIURL, 7 4 KND api.awsTlE&<,
RXAZURLTTFITILAZRY T (IPv4A BRV IPv6ZHR—N) ZFEATHEETE
F Jamazonaws.com, BIZIE, RD (URL) IPv4 FFRTRENBDHEE,

https://aps-workspaces.us-east-1.amazonaws.com/workspaces/ws-abcd1234-
ef56-7890-abl2-example/

FATIAZY Y (DHR—NEESBIPE) RURL. KOES ICERTEET,

D= AR—ADFHMERRT S 20
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https://aps-workspaces.us-east-1.api.aws/workspaces/ws-abcdl1234-ef56-7890-
abl2-example/

D—OAR—AURLSOD U E—REZRAKEV TV RERTDICIE. /api/vl/
queryZTN¥MN /api/vl/remote_writeFEild ZEBML X T,

Amazon Managed Service for Prometheus 7 — % AR — A % Hll B
I3

V=D AR—AZHBRTDE, T—UAR—AICEYIAENETF—EINEIBRENET,

(® Note
Amazon Managed Service for Prometheus 7— 0 AR—AZHIBRL TE, XKNUTRAZRYD
LAETILTID—OAR—AILEEFELTVWS AWS Y X—2 ROL V2 —(F BEAY ICHIBR
ThERA, FHIIOVTR, "TATLAN—0OBEEHIBR) ZZRLTLSEZ L,

BFEALTOD—IAR—AZHIBRT 3 21 AWS CLI

BLToIXY> RzEFERALET,

aws amp delete-workspace --workspace-id my-workspace-id

Amazon Managed Service for Prometheus 2V —J)LZFEAL TV - AR—AZHIBRT S &

1. T Amazon Managed Service for Prometheus 122V — )L Z B & £ 9 https://
console.aws.amazon.com/prometheus/,

2. R=OELBILHZIAZ1—TAA%EIRL, [TXTO WorkSpaces] ZiBIRL £7,
3. HIBRTZDDV—IVAR—ANTIT—UAR—AID ZiBIRL. [HIBR] Z2:BIRLET,
4. FARY JAIZ delete EA DL, [HIBR] Z&IRL F T,



https://console.aws.amazon.com/prometheus/home
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Amazon Managed Service for Prometheus 77— AR—A
IEX BN D AZEV)IAT

XRNVORABROVTIVEREFETZ—KMTBICIEE. Amazon Managed Service for Prometheus 7 —%2 A
R=AZARNVIRAZRMVIACRENF HVET, cOEI>IDTER., T—TJAR=ANDX KNI
ADEV)IAAKAZRETDHEICODVWTHALET,

® Note

D=0 AR—ALWMYRAENIEX NI VAR, F7#I) KT 150 BEREFE N, TOEREH
BICHIBRENE T, CORESEF, ABARBZIF—F LL2THBEENET,

Amazon Managed Service for Prometheus 7—J AR—AICX NV AZEV)IATIZE, 2 DO FEE
FHYERY,

« AWS ¥YX—2 ROL U2 —0O A — Amazon Managed Service for Prometheus [&. Amazon
Elastic Kubernetes Service (Amazon EKS) V9 ZAZ—AS XNV IV AZBEWICAIL A
793, 7IRZ—DIREOI-JIVNLARILAN—ZRELET, RAOLAEVY
l&. Prometheus T RAKRA 2V RASXNU OV RZBBNIZTILLET,

c DAZRX—XZ—YRIOALIVEZ—OFER —EOOL VX —Z2EBITHLHOOFAT IV EEH
HYET, FHTIHBE—MRUWAEIAL VX —0 2 Dk, Prometheus DB DA AR ADA >
A=, I—=2 12 NE—RTOET. £& AWS Distro for O£ T OpenTelemetry, <
NSM22 20T, ROV 3> THLULKHBALETD,

L 2 2 —I& Amazon Managed Service for Prometheus |Z Prometheus @ 1) E— N E & A & #aE
ZEALTANUORZZEELET, MEOT 77U —> 32 KO Prometheus ) E— KEZEIA
HEFEAL T, XN A% Amazon Managed Service for Prometheus (CE#EXETEEXT, U
E-—FNEERHDEEEREVE-—NEELAKFREOFMIOVTIE, "Prometheus RF 1 X
Nt @ Tremote_write; ZZBL T &L,

NeEY S
e AWSNZX—RILIZ—IZEKBDANDDADEV)IAHK
« DAZIX—XZ—IJRILIVZ—

22
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AWS N Z—TU ROALVZ—IZRBDARNUTADH) A H

Amazon Managed Service for Prometheus @ — &7 1— A — A&, Amazon Elastic

Kubernetes Service (Amazon EKS) IC& > TEEE 1% Kubernetes V7 AR —ZEHR TS
Z&T9, Kubernetes 75 AR —X° Amazon EKS A TRITE N3 ZLOTF 75— 3>

l&. Prometheus BEEOD AV L AN—NTIVECLATEDRSICARNIVRAZEEBNICTIVAR—KNL
£9,

(® Note

Kubernetes IRIBETRITENDZL<OT YV /AT 7 VTr—> 3> &, Prometheus Bt
DARNVIAZRHLTVET, TPIEXEBENETNEIVAR—ZFZ—DUJANIDOVWTIRE,
"Prometheus RF 1 X2 b1 ® TExporters and integrations; ZZ8B L T EE L,

Amazon Managed Service for Prometheus [&, T2 XZX—J RBEOI - I NLARILA/N—
(AL OV &—) #RMH L. Prometheus EOX NV AZEHBNWICKRELTEREBLET, I—> 1
RPRAOLAN—ZER, 41 AR—I, NYTFEAR, FLERFIDZEEHV EFHEA. Amazon
Managed Service for Prometheus 1L 2 X —I& Amazon EKS 75 AX—HIC, EEMENEL., &
EMANHY ., JRAMFE<, BENICAT—V2JEhB XNV OAQOAL 723 v ZRBMLUE
9. Amazon Managed Service for Prometheus Y&—> ROL UV X—I&, EC2 ¥ Fargate & & D
Amazon EKS 7 Z AZ—TEHELE T,

Amazon Managed Service for Prometheus L VX —&. RV LA N—OEREICIEEE YT

%Y N &I Elastic Network Interface (ENI) Z#ERLET, ALV X—R SO ENI Zh L TX

NUORZRAOVLAE>T L, remote_write Z>T, VPC I RAKRA > ~MZFEAL T Amazon
Managed Service for Prometheus 7— 9V AR—AICTF—RZ27 Y21 0LET, AVLAEVTEh

ETF—=30, NTIYOAL2 83—V NLEBBTDEREHYERA,

UTFORMEY TR, Amazon EKS V5 A& —T Amazon Managed Service for Prometheus 1L &
2—Z2FERATRHEEE, WEEALEXNITALCODVTEHLLLBHBALET,

N =R

« AWSNX—JRIOLYVEZ—DEHA

« Prometheus E BN HDIX RNV TARAERFREDISBEDTT A,

AWS XR—T ROL V& — 23
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AWS Y Z—2J ROLVZ—DEHA

Amazon Managed Service for Prometheus L V2 —Z A3 % (ZI1&. Amazon EKS V75 AZ—WK
DARNVORAZBRELUTEEBITDARAILAN—ZERTIHBEN HUET,

« Amazon EKS VS AR —%ERKTDEEIC, AVOLAN—%ERKTEET, AL A/N—OERK
ZE®., Amazon EKS 7T AX—DERIZE T B M DV T, "Amazon EKS 1—H—7H 4
Ry ® TAmazon EKS 75 AZ—M1ER L Z2SBL TS EEL,

s WADAILAN—E., AWSAPI £ ZEALT7OTZLATERTEET AWS CLi,

® Note

NAZN—X ZF—2 RF¥E—THERE 11 /= Amazon Managed Service for Prometheus 77— A
R—ATR, AWSNYZR—J ROLIVEZ—ZMVIAKIZERATAIERFTEEZREA,

Amazon Managed Service for Prometheus L 2 Z—I&, Prometheus E E#MEDHBDX KN VA%
A7LAEYTULET, Prometheus BEEX MU O AQFEMIZDOWTEE, Prometheus & EH#EMED
HEARNVDAEFEDRSBENDTITN, 1 BSBRLTLKEEZL,

(® Note
DSAR—NEAXNVIORARBARIVLAETTDE, VJARD—23aV RT3 74V 0RE,
ZFYRND—UDOFEAICKL THENMNRETIIEMNI BV ET, chSOIANERELT
21 20FZFE, IV RKRAVNERE/metricsL T, BEENEXKNU IR (gzip K E)
ZEML, XY RD—OVLTBHIIVLENHDT—RERSTETT, chEITDAHE
. XMV ORZRBEIZTI7VIT =23 FEESATIVICEK>TEARYET, —ZD
SA4TZVEEF7 I NT gzip TY,

LTOREY ITRE, RATOLAN—ZEK, EE. BLOPRETDHEICODVTHALET,

N =R

« RVLAN—DOERKR

« Amazon EKS 9 S AZ—DERE
« R9LAN—OBEHEHIR

« AVLAN—FE

NEZ—YROALYZ—OEA 24
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« ROLAN—RBEORZ TN a1—FT127
« AVLAN—DOHIREIE

ATLAN—DHERK

Amazon Managed Service for Prometheus L 7 Z—I&, Amazon EKS V77 AZ—HS5XKNJT A
ZRELVUTRETZIRAILA/N—TEHENTWVWET, Amazon Managed Service for Prometheus
TREFRIIRD>TAILAN—NEBEIhET, /1VAXVA, I8, RULAN—%
CEETEELALSTE, BEBAT—TEUTA, EF¥F21UT1, FEMEERRATEET,

Amazon EKS T2V =LA 5 Amazon EKS V5 A —Z R TDE, AVLAN—NFBEBWNIZER
ENET, £EL, MRICK2TR, CHEETARAILAN—ZERLEVEEEHDTL LS, iz
&, AWSYZX—I RIOLVZ—%BED Amazon EKS 75 AX—ICEBMT3HBEX., BEENIL
VR—DREEZEETIHERETT,

AWS APl &=l ZFERALTAILAN—ZEKTEET AWS CLI,
BMEDATVLAN—ZERTBICE, WSDO2DPORREZHEANIHYVET.

« Amazon EKS VS AR —NEREZXA THILENHVYET,

« AmazonEKS VAR —k, V95AZ—T 2 RRKRARKTOLAA NOA—=IATZAR—=KT
DHEAZECELSICEREETENTVWRHBRENHYET, TTAR—RNENT VY OREDDENT
EFETHN, TTAR—RNEEHIHBENHYVET,

® Note

PDZAR—&, Amazon VY —AZ—A (ARN) ICK2TRILAN—ICEAEFFFSNET,
VFAZ—%HIBRL, BUBROFLVWISTAZ—&EERKTHE, ARNIEFILVWITRAEZ—
CBAAENET, OO, RAVDLAN—RBFHFLVWITSAZ—OXN) I ADOYREZ & H
F9, ADLAN=R., VFAZ—DHIBREEBICHIBRLE T,

AWS API
AWS APl ZERALTARAILAN—ZHERTBICE

CreateScraper APl AXRL —2 32 ZFEHALTAWSAPI ZEC AV LA N—ZERLET,
ROPITE, us-west-2 V=232 TARAIOLAN—ZERKLET. AWSTHIV KN, D—2
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AR—A, EF¥F21UFT 4, AmazonEKS V7T AZ—DEHRZIMED IDsICEEBRZ, AVL A
N—I_FERTHREEEETIHLEN HYET,

@® Note
EXIVFTATIN—TEHTRYNE, BREDIVSAZR—OEFIVT14TIN—TEYH
TEZYNCRETDIHRENHYWET,
DPBLSEE2DULEDTRATSEVTF A=V —2IEHB 2 2 LOYTRZYRNEEDD
RBENFHYIET,

scrapeConfiguration ik, base64 TI>J— R& /= Prometheus i%E YAML 7 7 A J)LT
9, GetDefaultScraperConfiguration APl ARL —> 3> CRAREEZA IV O—RTE
9, OEROFHEMICDOVWTIE, scrapeConfiguration ") Z28BULTLKEETVWAIL 1 /V—

===

HX}EO

POST /scrapers HTTP/1.1

Content-Length: 415

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: aws-cli/1.18.147 Python/2.7.18 Linux/5.4.58-37.125.amzn2int.x86_64
botocore/1.18.6

"alias": "myScraper",
"destination": {
"ampConfiguration": {
"workspaceArn": "arn:aws:aps:us-west-2:account-id:workspace/
ws-workspace-id"
}
3,
"source": {
"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:account-id:cluster/cluster-name",
"securityGrouplIds": ["sg-security-group-id"],
"subnetIds": ["subnet-subnet-id-1", "subnet-subnet-id-2"1]

.
"scrapeConfiguration": {
"configurationBlob": <base64-encoded-blob>
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}

AWS CLI
ZEALTARAILAN—ZHERKTSICIE AWS CLI

create-scraper N REFERHL T, TARAYULAN—%ZERLET AWSCLl, XDOHIT

&, us-west-2 =232 TRIULAN—ZERKLET, AWSTHIVHN, D—TUAR—
A, BF21UFT 4, AmazonEKS VS AZ—DERZIMED IDsICBEEHBRE, AVLAN—IZE
T2 ELIEETDIHLENBYET,

(® Note
EFIVFATIN—TEHTZRY N, BREDIZAZ—OEF1 VT4 TIL—TCYH
TZRYRNIRETIHENHYET,
DPBELSEE2DULEDTRASEVTF A=V —2ILHB 22U LEOHTRY NEEDHD
RBEFHVVET,

scrape-configuration l&, base64 TI > J— R& iz Prometheus 38E YAML 7 7 A J)LT
¥, get-default-scraper-configuration ON > RZFERL TRAREZAV>O—RT
EFET, OEXOFHFMIC OV TIE, scrape-configuration ") Z8BLTKEETWVWAILA

/\u_gﬁ}io

aws amp create-scraper \

--source eksConfiguration="{clusterArn='arn:aws:eks:us-west-2:account-
id:cluster/cluster-name', securityGrouplds=['sg-security-group-
id'],subnetIds=["'subnet-subnet-id-1', 'subnet-subnet-id-2']3}" \

--scrape-configuration configurationBlob=<base64-encoded-blob> \

--destination ampConfiguration="{workspaceArn="'arn:aws:aps:us-west-2:account-
id:workspace/ws-workspace-id'}"

LTk, AWSAPI THERTEDARAIVLAN—FARL—232OREBVARNTT,

« CreateScraper API ARL —2 a2 ZERALTAIVLAN—&ZERLET,

« ListScrapers APl AR L —> 32 2 FAL T, BFOARAILAN—Z—ERRLET,
« DeleteScraper APl AR L —2 3 >R L TR LA /N—ZHIBRLET,

« DescribeScraper APl AL —2 32 ZFRALTAILAN—OFBZERBLET,
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« GetDefaultScraperConfiguration APl AR L —> 3> ZFERAL TAV LA N—ORAREZEE
£7,

® Note

AV LAE>T 9% Amazon EKS 5 A&Z—I&. Amazon Managed Service for Prometheus
PAXRNVIDALZT O EATERDELDICHREESNTVBLEN BV ET, XONEY ITE.
DZAZR—DFREFZEICODVTHALET,

AROLAN—ERKEDO—RHNETZ—
LT, ILLAILAN—ZHERLELSETREEICRETIRE MRV BEETT,

« BEBEAWS VY —RARBEELEBA., BEEShEEFIVFTFATIL—T ., TRV N, 8K
Amazon EKS 95 AX—NBFEL TLVBIRENHYET,

T RLAEEHATTHTT, CreateScraper API IZETH TRy RZEIIC, Pr<EE 1D
) IP RLAANBETT,

Amazon EKS 9 5 A Z—MERE

Amazon EKS 95 A —l&, AVLAN=—DXANVDRAICTIVELATEDLSICKRETIHLEND
WET, COREICEF22OAT>arFrdyET,

« Amazon EKS 72t AL > N ZEHAL T, Amazon Managed Service for Prometheus 1L &
9_(“-7719 /\a) thE QEEIJL-*IE1 l/ij-o

e YX—TRXKNDOGARAARAILAETAIC AmazonEKS V95 AR —&2FHTHRELE T,

LTOREYOTRR., ChsO&EBICOVWTEHELLLHBALET,
TOEBAIRNDZFEALTAYILAN—T 2 ARBIZ Amazon EKS 258 E T3

Amazon EKS 7Vt AT N)ZEHA TS Z &lE. Amazon Managed Service for Prometheus (=
DSABR—NEXNVODRBARAILAT IR EOOT IV LAZHUITIREBELFETT,

AROLAETETS Amazon EKS VT AX—Ik, APISREIZFAI D LDICERET S
EABHYET, VJTAZ—RIAT—RIF., APIELEFE OVWThAIIERETIHREN BV E
FAPI_AND_CONFIG_MAP, Chik, 95AZ—DFHMOT UV EAFRESR 7 D Amazon EKS O
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V—ITRRTEZXT, FHAICOVWTIE, "Amazon EKS 1—%—HA4 R, ® "Amazon EKS 75
ABZ—O Kubernetes A7 T O MAOT OV A%Z IAMO—)LEEFEI—Y—IZHFAT5, 25HBL
TLEEL,

VAR —DEBBERLEGBERBICAILAN—ZERTEEXT,

« VTAZ—DERK — Amazon EKS OV —J)LZFEHAL T Amazon EKS VS AX—Z KT &
BIL(VTFARAEZ—O—HELTRILAN—ZERTIERICHS2T ), COT I LEAZRETE
£9., TOEAIVNURDD—HFEEBNICERE N, Amazon Managed Service for Prometheus
COSAR—ARNYGRAADOT AN FATENET,

« VSAZ—DEREIC ZBINTS - Amazon EKS VT AR —HF I TICEETZHEIE. RET—
R#& APIE /= [CBREL £9. Amazon Managed Service for Prometheus AP| & 7= I& CLI % £
UL THER LRI L A /N—IZIEAPI_AND_CONFIG_MAP, BEIMICEL WP ORI KUK
—hMERENh, ROLAN—BGITAZ—ICTIOLATEXT,

TOEAIVRNIURDS—HFERENRKLIC

AL A4N—%4ERKL., Amazon Managed Service for Prometheus A’ 7 VAL KUJRD) D —
ZERTEDELDICLTHDE, RORVI—DPEREIhET, PUVEAINUDOFEMAICOWVWT

l&. TAmazon EKS 1—H—74 R, @ "IAM O—)LE 7zlE 1 —H—IC Kubernetes N\OT7 VA%
FHTEL ZBRLTLSEEL,

"rules": [
{
"effect": "allow",
"apiGroups": [

1,

"resources": [
"nodes",
"nodes/proxy",
"nodes/metrics",
"services",
"endpoints",
"pods",
"ingresses",
"configmaps"

1,

"verbs": [
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Q—H—H1 K

AOLAN—T O tARIZ Amazon EKS ZFEITHRET S

ZfE L T kubernetes 75 AX—ANDT Yt Aaws-auth ConfigMapZ#lf s 2HBAET

Ilgetll’
Illistll’
"watch"

"effect": "allow",

"apiGroups": [
"extensions",
"networking.k8s.io"

1,

"resources": [
"ingresses/status",

"ingresses"

1,

"verbs": [
"get",
"list",
"watch"

]

"effect": "allow",
"nonResourceURLs": [

"/metrics"
15
"verbs": [
Ilgetll
]

£, Amazon Managed Service for Prometheus AL A /N—ICX NV I ANDT VL AZFFATE
£9, XROFETIE., Amazon Managed Service for Prometheus lZ Amazon EKS 7 5 AZ—H 5 X

N)DOREARILATIBI-ODOT I AEEZRELET,

NZ—IYROLIVZ—OFER
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® Note

ConfigMap BLUTT7IEAI NUDOEHMICOWTIE, TAmazon EKS 1—H—74 K
O "IAM O—)LE#=ld 11— —I(Z Kubernetes N\OT7 VAR HFAI T2, #SBLTLKEE
(AT

COFIETIE., kubectl&E AWSCLI ZERALET, kubectl A4 AM—=)LOFEMIZ ODVTIE,
FAmazon EKS 1—H—H4 R, ® Tkubectl D4 A=), #SBLTLEE,

IZ—TVRXNUDGDARAILAETAIZ AmazonEKS 95 AR —&2FHTHRETSICIE

1. clusterrole-binding.yml EVWSHEHHD 7 7 AL ZERL ., ROTFANZLRRLET,

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: aps-collector-role
rules:
- apiGroups: [""]
resources: ["nodes", "nodes/proxy", "nodes/metrics", "services", "endpoints",
"pods", "ingresses", "configmaps"]
verbs: ["describe", "get", "list", "watch"]
- apiGroups: ["extensions", "networking.k8s.io"]
resources: ["ingresses/status", "ingresses"]
verbs: ["describe", "get", "list", "watch"]
- nonResourceURLs: ["/metrics"]
verbs: ["get"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: aps-collector-user-role-binding
subjects:
- kind: User
name: aps-collector-user
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: aps-collector-role
apiGroup: rbac.authorization.k8s.io
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2. VZ7AZ—TROOANV RZRTLEXT,

kubectl apply -f clusterrole-binding.yml

ok, 9FRAZR—0OO=INATATEILN=INERENhET, COHITIEK, aps-
collector-role ZO—JL#., aps-collector-user Z1—H—RKELTHEALTVET,

3. ROIAN R, scraper-id EWS IDDAVLAN—ICETIEHRERMLET., i,
HOEY23>0AX Y REFEALTERLEAILAN—TT,

aws amp describe-scraper --scraper-id scraper-id

4. describe-scraper MFERN S roleArn ZIRLET, COFERRBROKXSICHEYET,

arn:aws:iam::account-id:role/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_unique-id

Amazon EKS Tk, <D ARN ICBIOERXANRETT, ROATY T THERATILEHIC, BEh
%5 ARN DR EZFARITDIVLEN HVYVET, CcOFERICEDBETREL TS EEL,

arn:aws:iam::account-id:role/AWSServiceRoleForAmazonPrometheusScraper_unique-id

BlzIE, S0 ARN DIBE.

arn:aws:iam::111122223333:r0le/aws-service-role/scraper.aps.amazonaws.com/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

LTDOLSICERRTDILENHYET,

arn:aws:iam::111122223333:role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-56ef-7

5. BIOATY T TEELE roleArtn &, V9TARZ—BBLPU—23a 0 &2FHALT, 9TAREZ—
ATUTOON REEZITLET,

eksctl create iamidentitymapping --cluster cluster-name --region region-id --
arn roleArn --username aps-collector-user
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chlZ&ky), RULA/N—I& clusterrole-binding.yml 7 7 A J)LICER L EO—)LE&E1—
H—ZFERALTISARX—ICT IV EATEERT,

AL AN—DtH & B

AWS APl £l #@FHALTAWSCLI, FHORNAODARILAN—&E—BRRLEV), BIKRL &
\VTEZEXTY,

@ Note

AWS CLI Rzl SDK DE#FI/N—2 32 2FEALTVWA e ZRRAL TS EE VW, &#FH/N—
23arTR, BFOBERPEFIVTABHFTOJSLZAATEERT, iz, B up-
to-date N> RZA VIV ARDV IV A%1R#T S AWS Cloudshell Z BB ICERL K
ERD

THORNADITXTOAILAN—Z—ERRTBICE, ListScrapers APl AR L —> 3> ZEH
LET,

Fhk., ZFEALTAWSCLIZHUTHLET,

aws amp list-scrapers

ListScrapersid, PHADYMADOIXNTORILAN—&ZRLET, fi:

{
"scrapers": [
{

"scraperId": "s-1234abcd-56ef-7890-abcd-1234ef567890",

"arn": "arn:aws:aps:us-west-2:123456789012:scraper/s-1234abcd-56ef-7890-
abcd-1234ef567890",

"roleArn": "arn:aws:iam::123456789012:role/aws-service-role/
AWSServiceRoleForAmazonPrometheusScraper_1234abcd-2931",

"status": {

"statusCode": "DELETING"

},

"createdAt": "2023-10-12T15:22:19.014000-07:00",

"lastModifiedAt": "2023-10-12T15:55:43.487000-07:00",

"tags": {},

"source": {
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"eksConfiguration": {
"clusterArn": "arn:aws:eks:us-west-2:123456789012:cluster/my-
cluster",
"securityGroupIds": [
"sg-1234abcd5678ef90"
1,
"subnetIds": [
"subnet-abcd1234ef567890",
"subnet-1234abcd5678ab90"

}
I
"destination": {

"ampConfiguration": {

"workspaceArn": "arn:aws:aps:us-west-2:123456789012:workspace/
ws-1234abcd-5678-ef90-abl2-cdef3456a78"

}

}

ATOLAN—2HKRTDICIE, ListScrapersARL—>3a> AL THIBRT BscraperIdA?Y
LA4/N—o 2R D, DeleteScraperARL— 3> =#EHAL THIBRLE T,

FhF, ZFEALTAWSCLIZHUTHLET,

aws amp delete-scraper --scraper-id scraperId

ATLAN—&E

Prometheus B DAV L A N—REZFEAL T, ATILAN—HDANIIRAZKREHLTRETSDH
EEHFHETEERT, fIRE. XNVIRET—VAR—ALLKEEITIERELETEET, BINI
RHIZERALT, XRUTADTRILZEBNICEEMADEETERT, AVLAN-RERF. A
TJLAN—DERD—HTHD YAML 77 AL TT,

FLWRILAN—%ERK LS, API 1—)L T base64 TL>1—R&Eni= YAML 77

AN ZRELTEREEEEL 9, Amazon Managed Service for Prometheus API @
GetDefaultScraperConfiguration ARL—23a> &2 8UARARE7 7ML EA I O—RT
2FT,

ARIOLAN—DOBRECZEETSICE. AVLAN—ZHIBRL., ILLVERETEBERLET,
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BR—NENTVWRIRE

AREBEOHFMBENREECAILAN—BELXOFMICOVTE, Prometheus RF 1 X~
O "FBEIZESZRLTILKEEVW, JO-NIBREAT S 3> & <scrape_config> A7 3>
. ZRE—MBWICHEZFT I RBHEETIATVET,

Amazon EKS G HR—KRENTVIHE—DOH—ERATHDEH, HR—KREhTVEIH—EARKRH
FRIE (<*_sd_config>) [& M & T3 <kubernetes_sd_config>,

HAEINBBREELIZIVOREHEI AN

<global>

» <scrape_config>

» <static_config>

* <relabel_config>

* <metric_relabel_configs>

» <kubernetes_sd_config>

Chosnto2a>AOEIREBERK, YOTILERET77MILOBIC—ERTIENET,
BETT7AILOHI

LT, 30BODARAILA7ERD YAMLEREZ7 7AILOHTILTT,

global:
scrape_interval: 30s
external_labels:
clusterArn: apiserver-test-2
scrape_configs:
- job_name: pod_exporter
kubernetes_sd_configs:
- role: pod
- job_name: cadvisor
scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
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- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- replacement: kubernetes.default.svc:443
target_label: _ address__
- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$1/proxy/metrics/cadvisor
# apiserver metrics
- scheme: https
authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token
job_name: kubernetes-apiservers
kubernetes_sd_configs:
- role: endpoints
relabel_configs:
- action: keep
regex: default;kubernetes;https
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_service_name
- __meta_kubernetes_endpoint_port_name
# kube proxy metrics
- job_name: kube-proxy
honor_labels: true
kubernetes_sd_configs:
- role: pod
relabel_configs:
- action: keep
source_labels:
- __meta_kubernetes_namespace
- __meta_kubernetes_pod_name
separator: '/'
regex: 'kube-system/kube-proxy.+'
- source_labels:
- __address__
action: replace
target_label: __ address__
regex: (.+?2)(\\:\\d+)?
replacement: $1:10249

BT, AWSYZR—J ROLIVEZ—ICEBEOHIRTT,
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« AL A7HER —AILAN—KETKE. 30WKXKBFTORARILATEREIEETCEEEA,

« =4V N —static_config AN RX—5Y NEIPF7RLAELTEETIDHLEN HYET,

- DNS R — X—4"Y NBICBEL T, CORETRERET NI Y —/V\—ZF Kubernetes API H—
IN\— O & TFkubernetes.default.svco MO ITXNTON VB IP 7 RLATEETIHE
FHYVET,

o R -ABHAVEZVGEEEBLET, BELFE, B THRIThIESR S FBearer, 774
) ZI8IMHENH') ET/var/run/secrets/kubernetes.io/serviceaccount/token, 2
xV), EHITDE, BREIIVEFAROKRSICEYET,

authorization:
type: Bearer
credentials_file: /var/run/secrets/kubernetes.io/serviceaccount/token

(® Note
type: Bearer 77 # ) KNTHBH, BB TEEXT,

ARILAN—RBEORS TN 21—FT1427

Amazon Managed Service for Prometheus L 72—k, XNV AOKEEREZBEBHWICTV
£9, LAL, FELEXKNU I AN Amazon Managed Service for Prometheus 77— AR—AIC
RRENBVWEE, EOXRSICRNT TN 1—FT1VITERBTLLSD,

up X MUY RAFERIZY —)LTF, Amazon Managed Service for Prometheus L 7 2 —A"H&H L
EEIVRRAVNIDOVWT, COXKNVDVAREBNICESENET, COXKNJIAICIEK 3D
DREANHY), ILIVZ—ATRELTVBBEORN S IV 21—FT 12 JIIRIEET,

c up FFEELBV —IVRERAZRD up XMV IZAANFELBEWES, L IX—HFIT2 RRA
VhEREHTERBA DI EZERLET,

TVRRANNBEETDCENBELEERE, AVLATREZRABRIDIVLEN HDAEMEN D
VET, BRHEH®D relabel_config ORABNAMVERZFSEHONIE, REICFERAE TS role ICRRE
NHHHEHEHYET,

s Up KEETREND, BIZO—up MEETZIHN0NBEE, ILIVEX—RIVRRAU NERE
TEEXTH. Prometheus BEEOX N VA %ZBRETEEE A,
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CcDBFER, curl IV RARANIRLUTEEIN REETLTHDEVWVLAELNEE

A EALTWVWA ORI (http £ https ). TV RIRAU KN, R—RNEE, FHHENTE
LWCEZERIETEETRT, T RRAMNEMWE200L ARATRHRELTVWDZE, BKRT
Prometheus FERICH 2 TWVWRD CEZBRRITDCEETEEF T, REIC, LARVADAEXLZHK
HARTA AL KRELTRERTEETLEA, ( AWSTYZR— RIOLIEZ—OHIRICOWTIE,
ROEO>a>aSBLTLKEEZYD, )

c up FEEL, 0K KEVW —up A"EEL., PD0&KYKREWVWEE, XKMJYAF Amazon
Managed Service for Prometheus [CEEENTVWET,

Amazon Managed Service for Prometheus (F 7= I& Amazon Managed Grafana s EDREX v
JAR—R)TELWXRNUIRAZBRHLTWVWA L EZBRBLET, cul 2E5—EFHALT, /
metrics TV RARA UV NCFRULEF—ENFHINESHERABTERT, £, RAILAN—
HIEVOIVRRANBBE, OBFRZEA TV RV EEERELTLKEEZY, ZFEAL TX
NUDADOBZBIETSDET, AVLAEVTENDupX NI IALIY RIRA 2 MNOBZEER
T& X Jcount(up),

AL AN—DOHIREE

Amazon Managed Service for Prometheus "R 32 7 I X ZR—J RERAIL A /N—ICRE, W<D
HOFRFHYET,

e )=232 —EKS VTAEZ—, XZX—J RAYL A4/V—, Amazon Managed Service for
Prometheus 77—V AR—ARGINTRERU AWS U= a2V ICHBDDBENF HYVET,

« THIOVKN—EKS VTS AZ—, NZX—J RAVL A /V—, Amazon Managed Service for
Prometheus 7—OJ AR—AFITXTREU AWS PHIO U NIHBIBENHYET,

e ALOR——1)—=23201ThHIHiVY), &K 10 D Amazon Managed Service for
Prometheus AV L A /N—ZRETEEXT,

@ Note
9#—2DEELEFZVITARNTRDIET, COLRZBIELEFRZEANTERT,

¢« XRVUODALARA —FED 120 /metrics TV RRARNIVIIARNDAESDL AR A
DA 50 XH/NA N (MB) ZBAB _ERFTEEREA,

c ROLAN—BEVYVDIVRRA N — AL A/N—EHK 30,000 ® /metrics T RRA >
NEAOLAETTEEXT,
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c RAOLATERE —AILAN—RETRK. I0WKRBORAILATHREEETETEA,

Prometheus E B OHBIA RNV TJAERJFEDEISBEDTT A,

Prometheus X KU D RAZT 75— R AT SARTIOFYHASARILAETILT
Amazon Managed Service for Prometheus TfEH 9% Ik, Prometheus E#® /metrics T K
RA 2 NH S Prometheus BEEOX KN U D RAZA 2V ARNIANUTRBETRIXEN BV ET, 4
BOXNUIRAZEETRENTEXRTHN, XETRESHY EFE A, Kubernetes (Amazon EKS Z&
BYXMOZELDTATZIRH—ERRF, ChSOXRNIIRAEZEERELTVET,

Amazon EKS ® X k1) 2 A% Prometheus BN T RARA VNI VAR—NTRDE, ThE5D
X N1 2 A% Amazon Managed Service for Prometheus L 7 2 —TBHEBWICAILAMET TS
CENTEERT,

FHICOVTR, ROREY IZSZRLTLSEEL,

« XKUY A% Prometheus XMV RAELTIVAR—KTRIEREOSA TSV EH—ERADFH
IOV TIE, "Prometheus RF 1 X M ® TExporters and integrationsy #5B L T &
(A

« Prometheus EEX NV AZMBOI—RASTIVAR—RNTBDHEDOFMICOVWTE,
FPrometheus RF 21 X Ky @ "Writing exporters; 2B L T &V,

« Amazon Managed Service for Prometheus L 7 X —%Z & EL T Amazon EKS 75 AZ—H 5 X
NVOVAZBBNICAILAE T IZFEOFHERICOVWTRE, TAWSYZR—TJ RIOLIEZ—0
B, EBBLTEE L,

NDAZIN—XZR—TYRIOLIZ—

cOto>3IZ&. Prometheus JE—NEEAAKZFEA L T Amazon Managed Service for
Prometheus ICX NV AZEETHMBEBOIAL VX—2Z2RELTF—XZRYIATCHEICETS1E
WAEENRTVET,

MBEOIL Y 2—%#HL T Amazon Managed Service for Prometheus ICX N UV RAZRXET 25
. ARNVIORAZREL, BYVIAX7OCANTAMOZ—XEF L TWSB L z2HRITBZETR
BEZFICLHYET,

BREAEDHARIY—XZ—TYRIOLIEZ—EF. LUTOY—-IOVWThAhZEALET,
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« AWS Distro for OpenTelemetry ( ADOT ) —ADOTIE, E£ICHR—KEh, Z2 T, FER
BIMBLE OF—T2Y—AF1ARNJE1—>3 2 OpenTelemetry THt), I— 1Y
RAXRNVDRZRETEDELSIZLET, ZHEALTAXRNIU Y AADOTZYREL . Amazon
Managed Service for Prometheus 7 — 9 AR—AIZEFETEE T, ADOT AL UV X—OFMICD
WTlk, AWS T Distro for OpenTelemetry, 2B L T &V,

« Prometheus T—> I N —F—7">2Y—A®D Prometheus H—/N\—DIMBEBD A AR A%
EYRTPYTL, I—=IT2RNELTEFTIBETAMNITAZYNEL Amazon Managed
Service for Prometheus 7 — 7 AR—AICEETRDENTEET,

LTOREY ., ChsmAOY—ILOERFECOVWTHAL, MEOILI7X—0OREICET
RO BBH/BEBSATVLET,

NeEY D

« XBUOZADEY AL DRE

« Distro for AWS ZL 2 Z— OpenTelemetry E LTERATS

« Prometheus 1 VAR AZIALVZ—ELTHEATS

- 5 A% 7T —2X A Amazon Managed Service for Prometheus 2t Y K7 Y 7 9%

AXND D ADE) A H D IRE

Amazon Managed Service for Prometheus ICl&. X MU AOEVY AKX ZRETDLEHOFENH
BEEhTLVET,

Amazon Managed Service for Prometheus AWS PrivateLink T® O {EH

Amazon Managed Service for Prometheus ICX K D AZBVIALRY NDO—OKNZ749v 5

. NTVY DAL=V NIV RRAMZHNLT, EFE ZENLUTVPCIY RARA NI
& 2 TEITTEE T AWS PrivateLinke AWS PrivateLink ZFRT2 &, AS5OXRY KTD—U K
Z74YOVPCsH, WTVYOALUE—%Y NERBALTIC AWS XY RD—JHNTREE I E
9, Amazon Managed Service for Prometheus ® T2 KRR A > N Z¥ERK T B IC & AWS PrivateLink
VPC, T, Z28RBRLTKEETVWAE—T I A AVPC I RKRA > ~T®OH Amazon Managed
Service for Prometheus MO,

Aol & 70 A

AWS Identity and Access Management (IAM) Ik, AWS UV —ZAANDOTFT IV AZZ£(ICHIEBTH0
CR’ADVITH—EATT, ZFEALTIAM, #ZRE (H1>1>) L. #HICVY—ADOERAZ

XBNUDADEY)AHDRE 40
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BARITD (TUVLEAFUZRE5T%) »ZFHBL FI. Amazon Managed Service for Prometheus &
EHREETNIAM, F—RORLEHOH#IFIC®’IE5E T, Amazon Managed Service for Prometheus
ZEYRNTYT7TTBEEWE, Prometheus —/N—ASXNU I RAZEY AT HDIAMO—)L

&. Grafana % —/\—#A" Amazon Managed Service for Prometheus 7 —9 AR—AICREFEE N T
WBXARNDIORAZIVIVTERDRSICTHO-NZERTILENF HVET. OFMICOVTR
IAM, TIAMEF ) Z3RLTEZ,

Amazon Managed Service for Prometheus O+ Y K7 Y FIZ&ID2ES 1 20O AWS X1 T 4
AL, AWS BENN—2 32 4 DBER7OEA (AWS SigVd) TF. BEN—T 3> 4, 10k
THEFBENLAWS UV T ANCHABERZEMT S 7OCATIHTTP, EF1 7T 1 LOEHD
5, \OBEAEDVITIANGE, PTUOEBARF—IDEY—VLYRNTIOEAF—TEBRENDT Y
EAF—TEBEBAWS TRUENfHYVET, chsO220F—k, —MPICEF 1T 1 FZRRHER
EMENET, Sigv4 OFMIC DWW TIE, TSignature Version4 NEZ 7O A 25BLTLKEE
(A

Distro for AWS &2 1L U &% — OpenTelemetry EL TEAT S

cOto2a> Tk, Prometheus AWS TEHEIE T 7V Tr—>3> A5 AOLA47L, XK

1) 2 A% Amazon Managed Service for Prometheus (2% 1§ 9 % & S IZ Distro for OpenTelemetry

( ADOT) Collector ZFRETAHEICDODVWTHALEFT, ADOT ALV Z—OFEMIC OV TR, AWS
" Distro for OpenTelemetry; ZZBL T &L,

LTOREY TR, XKUY AN Amazon, Amazon EKS, ECSE /zld Amazon EC214 > A& >

ADVWTFINASRKTVRIHICEIVT, XKNUJADODIOLYX—ADOTELT 2_/ETS 3 ODNE

BAHFECOVTHBALET,

NeEY D

« Amazon Elastic Kubernetes Service AWS 7 A& — OpenTelemetry T Distro for ZfFAL TX b
VDOADHY)IAHZERET D

« Distro for Open Telemetry AWS ECSZER L T Amazon A SDX KNV ANEY) IAXZERET D

c VE—PFEZERGKEFEAL T AMazon EC2ZA VARV AL SDX R VAOWMYIAKZRET S

Amazon Elastic Kubernetes Service AWS 72 A X — OpenTelemetry T Distro for %
FALULTARNIV DD ADRVYIAKZRET S

AWS Distor for OpenTelemetry ( ADOT) L 22 —% AL T, Prometheus TEHRIE T
Dr—2a 8 XNVORZAILAT L, FTEOX KN Y A% Amazon Managed Service for
Prometheus ICEETEE T,
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® Note
ADOT L V2 —mFHMIC DWW Tk, AWS T Distro for OpenTelemetry; 228 L T K&
(A

Prometheus TEHRIE N AT 77U —> 3> OFMICOVTR, "1 28BLTLKES
WPrometheus E B D HBDIX RNV DR ERFEDKDIBEDTITH,

T Prometheus X N O A& INET B IZE. Prometheus L —/Y—. Prometheus Remote Write
Exporter, & & T Sigv4 Authentication Extension @ 3 2 ® OpenTelemetry 1> 7R—% > NADOTA"
PETT,

BE1Z M Prometheus M EXE % £ L T Prometheus Receiver Z#RE L T, T—EARHE X
DOADAILAE> T &ZRTTEET, Prometheus Receiver I&, X ~1J 9 A% Prometheus
PNAERXTAILAE T LET, RILAEVIRKROT T VT—23a I RRAU K

l&. Prometheus VA7 RIATZ ) THBRTBDHLENHY EFT. Prometheus Receiver

(&. Prometheus R¥F 1 X> h® TConfigurationy TEEAE N TS Prometheus DAYV L AE> T
EBIRIMFHOREEZINTHR—RNLTVWET, chSORRER., ADOTOAL VX —REICEE
BB ENTEET,

Prometheus Remote Write Exporter l&. remote_write I RRA > NEFRAL T, AZLAEY
TENEANVORAZEBR—BZINT—DVAR—AICEBLET, F—RXOILIAR—KNHTTPU Y
T AN, AWS Sigv4 Authentication Extension ZfHA L T, Z£4&FO AWS ORI THS
Sigv4 TEBEENE T, FMIZ DOV T, TSignature Version4 NEZ 7Ot A, 25BLTLKEE
(A

OL 2 Z—I& Amazon £® Prometheus X MU AT RiRA > N BEIRIICHREHEKS
L. <kubernetes_sd_config> ICHDEREZFEAL £,

LT @7 EE. Amazon Elastic Kubernetes Service 1zl B2 BB & Kubernetes ZE17LTW% 5
TFAZ—TODHREDHERLTVET, CNSOATYTERTITRICE., 777/ N0ORIE
BFI—2OEBENEAFT2a>ooVTnLH SO AWS REFEBNBETT AWS, FHHlICOWVT

. "Go ® AWS SDK MF&E) 2B LTLKEET VY, COTFETR. 7OLADKETANCER
ENBYOTANTTIVEREALET, COYTIT T IIE. Prometheus V54T NS4 TS

NDRSIZ, /metrics TV RRAVRNTAXRNI O RAZRBEALET,
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d—H—H1 K

EIE=2es

UTORYAKRERT Y 7EBBI BRI, Y—ERFHIY NEEERUS—OIAMO—/L &5
ETHBEFHYET .

B—EATHVY NEGEAR)—OIAMO—ILZRET S ICE

1.

L OFBIZRE>2T, Y—ERAT7HT> MOIAMO—)L Z 4K L £ 9 Amazon EKS 75 AZ—7H

SXARNVIAZR)AC LSO —EAO—IDERE,

ADOT L 78—, XNUIJRZARAIVLAEVJULTIVAR—KNTREECZOO-I)%E

ERALET,

RIZ, BEARV—Z2HEELET, TIAMOY Y —)LZFHE T https://
console.aws.amazon.com/iam/,

EROFET—>3a R4 TO—ILZERL, AT Y 7 1 Tamp-iamproxy-ingest-rolefEf L

I EE'D‘;}-*?O
EREER] 2 7 2 8IRL ., [FEBROREE] 2BRLET,

EREBARAR ) > — TISON, % aws-amplCEBEZ#iX adot-col, FEARVI— OEMEEIRL

i?o EEEI%%E"JKZRIJ :/_Lj:;ﬂa)d-\5(v:7;b) i?o

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.region.amazonaws.com/id/openid"
},
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub":

"system:serviceaccount:adot-col:amp-iamproxy-ingest-service-account"

}
}
}
]
}

ADOT LV &—
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Q—H—H1 K

6. [POERAFHAIZTZBIRL., ROTI+ERA

ARV —=AO-IICTRYFEhTVWRZEZE

HWELET,
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
aps:GetLabels",
"aps:GetMetricMetadata"
1,
"Resource": "*"
}

Prometheus X N 2 AQOIREDE ML

@ Note

Amazon TEBIZEZER T DalertmanagerEEKS, /—RIVAR—Z—EEF7 4 )b
THEIIZZY)ET,

Amazon EKSE /= [& Kubernetes 7 5 A3X—T Prometheus L 223> #EMICTBICIE

1. QURSRNUDLGSHIINTTI)5—>a3>rwz7x—0LTo20O—>2 L EFaws-otel-
community,

RIS, WFOORY RZERITLET,

cd ./sample-apps/prometheus-sample-app
docker build . -t prometheus-sample-app:latest

2. ZMOAX—% Amazon ECR® BEDLARNUIZT Y 1L ET DockerHub,
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3.

KD &SI Kubernetes 38 EZ2 IE—LUCGERAL., Y2 IWNTFFVEOSAZ—IZF7O/4LF
9, prometheus-sample-app.yaml 7 7 A4 J)LA® {{PUBLIC_SAMPLE_APP_IMAGE}} &,
FEETYALEAA—DICEEBRZAET,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/
main/examples/eks/aws-prometheus/prometheus-sample-app.yaml -o prometheus-sample-
app.yaml

kubectl apply -f prometheus-sample-app.yaml

RDAR Y REAADLT, YO TIIWT7TIUNRBLECEZ2BRELET, ONROEH
T. NAME %l|{C prometheus-sample-app A"RREhET,

kubectl get all -n aoc-prometheus-pipeline-demo

Collector ADOT DT 7 A KNA VARV AZEEHLET, ChETSICE, FFROOTXR
Z#ABDLT, ADOTOL 22 —® Kubernetes 5% EZ7ILLE T,

curl https://raw.githubusercontent.com/aws-observability/aws-otel-collector/main/
examples/eks/aws-prometheus/prometheus-daemonset.yaml -o prometheus-daemonset.yaml

RIZ, TUTL—KNT774)2#mEL T, YOUR_ENDPOINT % Amazon Managed Service for
Prometheus 7 —%2 AR —A M remote_write T R7RA > M, YOUR_REGION ZfERAF D) —
DAVICBEERAET, VUV AR—ADFMEMHIRL 1= & E(C Amazon Managed Service for
Prometheus 1>V —JLICRRE 115 remote_write T RARA > REFAL TS EEV,

£ /. Kubernetes [RENDH—E AT HT> N> 3> YOUR_ACCOUNT_ID®D % AWS 7H™
NIDICEETHXENHYET,

COFITIE, ADOTOL VZ—REWRER (scrape=true) ZFEAL T, RILAEVT TS
R—=TYRNIVRRAVNEBELET, ChickV), ADOTOLYVZ—RHY > TINT TV —
2AVIVRRANEIDTARZ—AD kube-system T RARA 2V NEXBITEET, BloH
DTWNTTVERAILAETIBG5EE. ChZEBIRILFTORE, SHIBRTEXT,

ADOTOL7%&#—ZF7043 %2k, ROOANRZAHLET,

kubectl apply -f prometheus-daemonset.yaml

RXOIX > RZEAADLT, ADOTOL O Z—NREL & Z2BRELET, NAMESPACE %IT
adot-col ZIRL T IEE LY,
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kubectl get pods -n adot-col

8. OVIVAR—Z—Z%FALT, NMT A HEEIDZD_CZHRIELET, Y2TILTT
L—RRERICOJIVAR—R—EHMEENTVET, ROOX REAHNLET,

kubectl get pods -A
kubectl logs -n adot-col name_of_your_adot_collector_pod

BYOTIWTTIRSARILAETENIEX NI DAO—EEE, ROBIOKISIZHEY)ET,

Resource labels:
-> service.name: STRING(kubernetes-service-endpoints)
-> host.name: STRING(192.168.16.238)
-> port: STRING(8080)
-> scheme: STRING(http)
InstrumentationLibraryMetrics #0
Metric #0
Descriptor:
-> Name: test_gauge0
-> Description: This is my gauge
-> Unit:
-> DataType: DoubleGauge
DoubleDataPoints #0
StartTime: 0@
Timestamp: 1606511460471000000
Value: 0.000000

9. Amazon Managed Service for Prometheus XX NV RAZZ TE2 A ESHAZTANTBIC
(. awscurl ZFEALET., COV—IILZFEATSHE, AWS Sigv4 FRALZFEALTANU R
SANSHTTPU O I AN ZIEETE S8, Amazon Managed Service for Prometheus #' 5
DIVZRTIBDEHOELWVWTILAFIATAWS RAHEHRZO—NIICERETIHEN HY)
F9, OAAN=IFIEICOWTIkawscurl, Tawscurly 2B LT EEV,

RXOIX > RO AMP_REGION & AMP_ENDPOINT I, Amazon Managed Service for
Prometheus 7— 7 AR—ADBERICBEELRZIE T,

awscurl --service="aps" --region="AMP_REGION" "https://AMP_ENDPOINT/api/v1l/query?
query=adot_test_gauged"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"_name__":"adot_test_gauge@"}, "value":[1606512592.493,"16.87214000011479"1}1}}
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LARVAELTARNVODRZZITRNE, NA T4V ORENF KL, BYTILTTIH
5 Amazon Managed Service for Prometheus ICX N VAN EEICEHRE N ZERKRL
ED

2U=2T7T
COTEZRVIV—"FYT7IBICR. ROOAXREZAHDLET,

kubectl delete namespace aoc-prometheus-pipeline-demo
kubectl delete namespace adot-col

Prometheus Receiver l&, Prometheus KF 1 X2 k@ TConfigurationy THEAET TV
Prometheus DAV L AE T EBIRIGFHTDOEREZEIXNTHR—NLTVET, ChSOERE
. ADOTOL VX —RBREICEZRYNTEIENTEXT,

Prometheus Receiver MEREICIE, H—EARE., RIVLAEITRE, BIRILERENEEIF
3-0 b:/—/\'—wgﬁﬁli7ﬂ®$5l:7&‘)§?o

receivers:
prometheus:
config:
[[Your Prometheus configuration]]

RETTALOBELFICRLET,

receivers:
prometheus:
config:
global:
scrape_interval: 1m
scrape_timeout: 10s

scrape_configs:

- job_name: kubernetes-service-endpoints
sample_limit: 10000
kubernetes_sd_configs:

- role: endpoints
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tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true

bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token

BEF @ Prometheus SREN H D HFEEF. ENRRERTEEMA SN BVLSIC, $XFZ $$ICE
EMADVEBENHV)ET, *Thid. relabel_configurations M replacement DETHICEETT, fl
ZIE, IRD K S relabel_configurations &2 & LE T,

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: ${1}://${23}${3}
target_label: _ param_target

CNERXDEISICEELFET,

relabel_configs:

- source_labels:
[__meta_kubernetes_ingress_scheme,__address_ ,_ meta_kubernetes_ingress_path]
regex: (.+);(.+);(.+)
replacement: $${1}://${23${3}
target_label: _ param_target

Prometheus Remote Write Exporter & Sigv4 Authentication Extension

Prometheus Remote Write Exporter & Sigv4 Authentication Extension D% E (&, Prometheus
Receiver RV) EEETT, NATTAOCOERBETE, BRICXRNUTAFRYIAEFATVT,
M F—2A % Amazon Managed Service for Prometheus IC TV AR— RN TR EFHATETVWET, X
D Hlik. Amazon Managed Service for Prometheus EBIE T2 O DBV ARENHKNEHZRL
TVET,

extensions:
sigv4auth:
service: "aps"
region: "user-region"
exporters:
prometheusremotewrite:

endpoint: "https://aws-managed-prometheus-endpoint/api/vl/remote_write"
auth:
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authenticator: "sigv4auth"

COFERK, F7HIBMDO AWS FRIIEHRF T —> 0 AWS FZEHEHRZFEAL T AWS SigV4 IZ& 2
TERBENIEHTTPSU I ARZEELET ., FMICODVWTE, Configuring the AWS SDK for
Gos ZZRLTLKEEV, Y—EAILKK aps ZHEETIHENF BV ET,

7704 FECEKRE<S, ADOTOAL VX —EF7 20O AWS BIMERF T —VICUARE A

TVWBFAT72a>oVWTnAICT IO EATEDHLENHY) ET., Sigvd Authentication Extension (&
(Z#FL AWS SDK for Go ., ThZfFRAL (FRIMEHRZRBL TRIALEFT. <hs ORILER
(2. Amazon Managed Service for Prometheus D) E— REZIAKT VL AHF TN &5 C & ZHR
TRIBENFHYVET,

Distro for Open Telemetry AWS ECSZ&fEA L T Amazon A5 DX N JJADMEY) A
hZFRET D

Dt 3> Tk, Distro for Open Telemetry (ECS) %Z £ L T Amazon Elastic Container
Service (Amazon ) A5 X KN O AZYREL . Amazon Managed Service for Prometheus AWS (ZHX
VIADFZEICDOWTEHBAL £FADOT, 7. Amazon Managed Grafana TX KUV A RELT
BHECOVTEHALET,

BIRSAF

/A Important

RIRTBHIC. T7AILREED VFAX—, AWS Fargate Amazon Managed Service
for Prometheus 7 —%2 AR—A, # & Amazon Managed Grafana 7 —90 AR—AZ
D Amazon ECSIREANMETYT, 1—H—HAFI>FF+ NV —o0O— K, Amazon Managed
Service for Prometheus, Amazon Managed Grafana IZfBL TWA Z & ZRIBEL TVE
E

FHECOVTER, UTOVY02ZRLTSIEEL,

« F7F)LNERET Fargate 7 5 AZ—I|Z Amazon ECSEREZER T B HFEICOWTIE. TAmazon
FROYN=HAR, O "OFAX—DIERECS,) 2SR L TS EEL,

« Amazon Managed Service for Prometheus 7 — 0 AR—AZERT D FEIC DV TR, TAmazon
Managed Service for Prometheus 1—H%'—H A4 Ry O "D =0 AR—ADERL ZZRLTLKE
=L,
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« Amazon Managed Grafana 7 —9 AR—AZEKT B FEIC DOV T, "Amazon Managed
Grafana User Guides ® "Creating a workspaces ZZBR L TS & L\,

ATYT 1L AARZLADOTOAL V72—V THFAX—DZERT S

ROBET7ANET>7L—RELTHEALT, MEOADOTIL VR —O0TFHAX—DRESR
LET, B my-remote-URL £, my-region endpoint & regionDEZFEALET., RE%E
adot-config.yaml EWS 77 A/ ILICRELE T,

(® Note
CDERETIF. sigvaauth HL5EMEEZ £/ L T Amazon Managed Service for Prometheus
ANODHDPHL ZFIALET., OFREOFMIC OV TiEsigvsauth, @ "Authenticator -
Sigvdy ZZBRL T £& W GitHub,

receivers:
prometheus:
config:
global:
scrape_interval: 15s
scrape_timeout: 10s
scrape_configs:
- job_name: "prometheus"
static_configs:
- targets: [ 0.0.0.0:9090 ]
awsecscontainermetrics:
collection_interval: 10s
pProcessors:
filter:
metrics:
include:
match_type: strict
metric_names:
- ecs.task.memory.utilized
- ecs.task.memory.reserved
- ecs.task.cpu.utilized
- ecs.task.cpu.reserved
- ecs.task.network.rate.rx
- ecs.task.network.rate.tx
- ecs.task.storage.read_bytes
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- ecs.task.storage.write_bytes
exporters:
prometheusremotewrite:
endpoint: my-remote-URL
auth:
authenticator: sigvé4auth
logging:
loglevel: info
extensions:
health_check:
pprof:
endpoint: :1888
zpages:
endpoint: :55679
sigv4auth:
region: my-region
service: aps
service:
extensions: [pprof, zpages, health_check, sigv4auth]
pipelines:
metrics:
receivers: [prometheus]
exporters: [logging, prometheusremotewrite]
metrics/ecs:
receivers: [awsecscontainermetrics]
processors: [filter]
exporters: [logging, prometheusremotewrite]

ATY 7 22.ADOTOAL Y2 =0T FAX—2% Amazon ECRURS NJIZFTYS 192

Dockerfile ZR L TV 7TF+ 4 X—2 % 4EK L. Amazon Elastic Container Registry (ECR) J7/RZ
NJICTY22LET,

1. Dockerfile Z8EL T TFHA A= %21 —L., Docker OTEL 4 X—ZICEBMLE T,

FROM public.ecr.aws/aws-observability/aws-otel-collector:latest
COPY adot-config.yaml /etc/ecs/otel-config.yaml
CMD ["--config=/etc/ecs/otel-config.yaml"]

2. Amazon ECRURZ NUZERLET,

# create repo:
COLLECTOR_REPOSITORY=$(aws ecr create-repository --repository aws-otel-collector \
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--query repository.repositoryUri --output text)

3. AVTFAX—TZHERLET,

# build ADOT collector image:
docker build -t $COLLECTOR_REPOSITORY:ecs .

(® Note
AVTFOEILRE, TEOATFIFRTENDREBECBFURETITS L ZHREL
TVWET, T5THRVEE, 1 X—20OE ) REIC --platform /NS X—Z DA
BEBEICEDENDYET,

4. Amazon ECRURZ NUIZHA A2 LET, B my-region ZB7H DregionfETEEL &
9,

# sign in to repo:
aws ecr get-login-password --region my-region | \
docker login --username AWS --password-stdin $COLLECTOR_REPOSITORY

5. AVTFAX=I%TYZ2I1L&ET,

# push ADOT collector image:
docker push $COLLECTOR_REPOSITORY:ecs

AT ¥ 7" 3: Amazon Managed Service for Prometheus 2 A Y L 4 7° 9% Amazon ECSR AV EE%
ERT S

Amazon Managed Service for Prometheus Z AV L 4 79 % Amazon ECSRX AV ERZERL &
T, RAVERKICIE. adot-collector E VS EENOIATF &, prometheus EVSEREID
AT T80 MBENHVET, prometheus EXRNU I AZ4EMKL ., adot-collector (&
prometheus ZRAVLAETJLET,

(® Note

Amazon Managed Service for Prometheus & —ERE L TETEh, A2 TFHASX KD
DAZPRELET, COBEOITFIE., Prometheus 2T —2 I M E—RTO—AIL
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TEITL. O—AHILDOX KN 2 A% Amazon Managed Service for Prometheus (23215 L &
CB

Bl: AV EE

UToflE, ZAVEBNIEDEISIBEDHNZRLTVWET, cOflzT>7L—hEULTHEH
LT, MEADRRAVESZERTEET, DimagefEz VR NJURLEA X—2 &Y () adot-
collectorlcBZE#X FI$COLLECTOR_REPOSITORY::ecs, adot-collector & prometheus
M region OfEWR, AP D region DEICEZHMAET,

"family": "adot-prom",

"networkMode": "awsvpc",

"containerDefinitions": [

{

"name": "adot-collector",
"image": "account_id.dkr.ecr.region.amazonaws.com/image-tag",
"essential": true,
"logConfiguration": {

"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-adot-collector",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
I
{
"name": "prometheus",
"image": "prom/prometheus:main",
"logConfiguration": {
"logDriver": "awslogs",
"options": {
"awslogs-group": "/ecs/ecs-prom",
"awslogs-region": "my-region",
"awslogs-stream-prefix": "ecs",
"awslogs-create-group": "True"
}
}
}
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1,

"requiresCompatibilities": [
"FARGATE"

1,

"cpu": "1024"

AT Y 7" 4: Amazon Managed Service for Prometheus I 7 VAT 2 LOD TV AFTERRYD
fRET%

ARVLAETENIEX KNP A% Amazon Managed Service for Prometheus ([ZEE 9% (2

(&, Amazon ECSZ AV I ARL—23>2% AWSAPIRUHETEODEL VT IV EAHFAN BET
T, ZARAOO IAMO—)LZ/ER L. AmazonPrometheusRemoteWriteAccess/ R —&T R Y
FIRIRUENHBYWET, COO-NLDERERD—OTRY FOFMICOVWTRE., "ZATHD
IAMO—=JLERU > —DER, 25RBL T EZ L,

IAM O0—)L AmazonPrometheusRemoteWriteAccessic 272X Y FL. TOO—IZRXRAVIC
FEHATSE, Amazon ECSEAIVLAEVTEhizX NJ D A% Amazon Managed Service for
Prometheus ICAETEE T,

AT Y 7 5: Amazon Managed Grafana TX KUV A& /E LT3

/A Important

BRI 2 HIIC. Amazon R AU EZ T Fargate ECSR RV ZRTITBDHLENHYVET, T
L% W&, Amazon Managed Service for Prometheus TX RN O R ZFERTBENTESE
BA,

1. Amazon Managed Grafana 7 — 2V AR—ADFTET—2a R4 T, AWST7AAVDTIC
HdT—RJ—AZEBERLET,

2. [F—RY—RA]Z7 D [Y—ERX] T, [Amazon Managed Service for Prometheus] ZiZRL . [F
7LD —=23 2 ZBRUET,

3. [F—ARY—ARZEMNT D] Z&ERT S,
4. ecs BRY prometheus 7L 74V VREZFEAL T, XRNVIJAOIVI) ERTZEITVET,
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JE—RNEBZAXZFERALTAMazon EC2A VARV AN S DX N U ZADEY) A H
EERETD

cDtU> 3> Tk, Amazon Elastic Compute Cloud (Amazon EC2) 1 VAR ATUE—KNEE

AHxZEFEAL T Prometheus H—/N\—ZETTDHFEICODOVWTHALET., Go TaRRRENETFET
TVT—=2a v hsXNIOAZREL, TS % Amazon Managed Service for Prometheus 7 —
DAR—AICEBFEITDFEICODVTHBALET,

EIE=2es

/A Important

BRI B HEIIC. Prometheus v2.26 LI ZE A AR —)LL TE LI BEN HY E

9, Prometheus, Amazon . Amazon Managed Service for Prometheus ICfFEL TW3 Z &
ZHIIBEC2&E LTWVWE T, Prometheus D1 >~ AM—JLAEIZDWTIE, Prometheus VI 7
H4 ~N® TGetting startedy; 2B L T EE V),

Amazon EC2F 7= l& Amazon Managed Service for Prometheus ICENTWEWVWEHEEFE., FTUTD
EO2AVEFOCEEHBEOLET,

« Amazon Elastic Compute Cloud & &

« Amazon Managed Service for Prometheus & (&

Amazon ® IAMO—)L%Z KT 3 EC2

XRNVORBARNI—=Z2092ICEF, FFTAWSIYEZR—I RARVI—ZFHLTIAMO-I)L %
ERL T 2 HEN B ') £ 3 AmazonPrometheusRemoteWriteAccess, ZN#E, TOO—I)IL&2FED>1 >
AR A% EE L, Amazon Managed Service for Prometheus 7—2 AR—AICX KNJ I AZ A~
)—3X2JTEET,

1. TIAMI2 Y —)L%ZBFE& ¥ 9 htips://console.aws.amazon.com/iam/,
2. FTEF—arRq4T[A-IN] ZBRL, [A—I)Z2EX] ZBIRLET,

3. EEEhEIVTATADERELTAWS DH—ER] #BRLET, 1—AT— Al [EC2]
ZBIRLU £9, [Next: Permissions] (X\: 7V AFFH) Z&IRLE T,

4. [Search] /N\—IZ "AmazonPrometheusRemoteWriteAccess; EA DL ET, RV —F T Z&E
R LU AmazonPrometheusRemoteWriteAccess, RS — 2T X2 Y F ZiBIRL £, [Next:Tags]
(ROATY T 27) ZBRLET,
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5. (A7232)IAMO—I)LOIAMRT ZERLET, (AN LE1I—] ZERLET,
6. O—)ILDOFEEHZAIDLET, [Create policy] ZEBIRL E T,

Amazon EC24 VAR A% REITS

Amazon EC24 VARV A&ZBE T BHICIE, "Linux 4 > A& > AF Amazon Elastic Compute Cloud
I—HY—=HAR, O TAVARAZRE TS, OFIEICRVET,

FETIVT—23 > 0ET

IAM O—)LZ4#EKL, O—IILZFEALTEC2ZA VARV AZBEB LIS, TFETF7VIT5—>32 %R
ITUTEMEZREITE R,

TET7TVT—232ETARMXNI IR ZRITIBICE

1. UTOF 7L—hEFEALT, main.go EVSBEID Go 77 ML EERLET,

package main

import (
"github.com/prometheus/client_golang/prometheus/promhttp"
"net/http"

)

func main() {
http.Handle("/metrics", promhttp.Handlexr())

http.ListenAndServe(":8000", nil)
}

2. ROOAXZV RZERTLT, BUSKFERZA AN -ILET,

sudo yum update -y
sudo yum install -y golang
go get github.com/prometheus/client_golang/prometheus/promhttp

3. TEFTVIT—3a ERITLET,

go run main.go
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FETTVT—232ER—bN 8000 TERITEh, DT TVWSDFTANTO Prometheus X 1)
DABRRLULET, cNSOXNIUIDADHIZLTICRLUET,

curl -s http://localhost:8000/metrics

process_max_fds 4096# HELP process_open_fds Number of open file descriptors.# TYPE
process_open_fds gauge

process_open_fds 10# HELP process_resident_memory_bytes Resident memory size in
bytes.# TYPE process_resident_memory_bytes gauge

process_resident_memory_bytes 1.0657792e+07# HELP process_start_time_seconds Start
time of the process since unix epoch in seconds.# TYPE process_start_time_seconds
gauge

process_start_time_seconds 1.61131955899e+@9# HELP process_virtual_memory_bytes
Virtual memory size in bytes.# TYPE process_virtual_memory_bytes gauge

process_virtual_memory_bytes 7.77281536e+@8# HELP process_virtual_memory_max_bytes
Maximum amount of virtual memory available in bytes.# TYPE
process_virtual_memory_max_bytes gauge

process_virtual_memory_max_bytes -1# HELP
promhttp_metric_handler_requests_in_flight Current number of scrapes being
served.# TYPE promhttp_metric_handler_requests_in_flight gauge
promhttp_metric_handler_requests_in_flight 1# HELP
promhttp_metric_handler_requests_total Total number of scrapes by HTTP status
code.# TYPE promhttp_metric_handler_requests_total counter
promhttp_metric_handler_requests_total{code="200"} 1
promhttp_metric_handler_requests_total{code="500"} 0
promhttp_metric_handler_requests_total{code="503"} 0

Amazon Managed Service for Prometheus 7 — %9 AR—ZANER

Amazon Managed Service for Prometheus 7 — 20 AR—AZ/ER T BIZF. Create a workspace
DFIBICHVET,

Prometheus H—/N\—®MDE1T

1. ROYTIYAML7 74N 2T 7L—RELTHERLT, EVSBHOHLWI 7ML %
YER L £ I prometheus.yaml, OFSFurl, ZEEWMAE T, my-region V=3I fEE
my-workspace-id Amazon Managed Service for Prometheus 4K LT —O AXR—AID %
ABLET, DFEEREregion, ZBEEMWMAET, my-region V=3I OEZEELET,

Bl: YAML 77 1)L
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global:
scrape_interval: 15s
external_labels:
monitor: 'prometheus'

scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:8000']

remote_write:

url: https://aps-workspaces.my-region.amazonaws.com/workspaces/my-workspace-id/
api/vl/remote_write

queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500
sigv4:

region: my-region

2. Prometheus —N—%ZXTL T, FET7VT—23>2 0O XKD A% Amazon Managed
Service for Prometheus 7 — 9 AR—AIZEFELE T,

prometheus --config.file=prometheus.yaml

T, Prometheus Y—N—ICK2>TFET7 VT —23 > 0O X KO AN Amazon Managed
Service for Prometheus 7 —9 AR—AILEFEEhET,

Prometheus 1 VAR AZ AL V92— LTHERATS

IT—21I2ME—R (Prometheus T— I N EHEND) TRITENTVWS Prometheus 1 2 A
2AZFEALT, XKNUORZAYVL A7 L, Amazon Managed Service for Prometheus 7 —%
7\/\°—7\(’:ﬁ1§_@€§?o

LTOREYOTRR, I—2I M E—RTEITENTLVS Prometheus 1 VAR AZXRNI DA
DAL IR —ELTERETHIETEIERFZEICODVTHALET,
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/A Warning
Prometheus T—> IV N EERTIEE,. TOREEX VT T ARBEEROEEERY)
£F9, EF1VT B ZEWMZT B E T, Prometheus AL A7 I RiRA4> h&EN
TV OAR—FY NCABRLBEWLSICLET,

BUXNUOAEY NZEZRU T THEHD Prometheus 1 VAR AZ®Y RTY 7L, Fh
5% 1 D0 Amazon Managed Service for Prometheus 7—J7 AR —AICEEL TR TAKEERRT
3561, EEHRERETIHLEN BV ET, EEHRERETSFIRICKDAVIEES. Amazon
Managed Service for Prometheus IZEEE B ITXTOTF—2 Y2 TN, EEYTILEEDT
RERRICHEVET, BEEHROBRESZEICOVTIE, "TAmazon Managed Service for Prometheus
CEGEENDETHAEXRN) D AOEEHR) 25RBLTSEEZV,

N

« Helm ZfFEMA L £ L LV Prometheus % —/N\—A' S5 OEY) A& DERE

+ T Kubernetes MBEF D Prometheus H—/N\—A S OBV IAKZFRET S EC2

« Fargate £ ® Kubernetes (C % % BE#F D Prometheus —/N\—A' S OBV A& DERTE

Helm Z AL =% L L) Prometheus 4 —/N\—H S OELV) IAHK DERE

cOtEo>a>OFIEIZRES &, Amazon Managed Service for Prometheus % & (CF&E L THEE
TR ENTEEXRT, Amazon EKSU T AX—ICH L LV Prometheus H—/N—%t&Y N7 Y733
E.FHFLVWH—N—EF7 2 )L NEREZ A L T Amazon Managed Service for Prometheus (C X b
DOREZEBFLET. COFEICKROBERUEN BYET,

« 3L L Prometheus —/N\—H X NUJ O AZWNET S Amazon EKSO S AZ—HNFBETT,

« Amazon EKSY S AX—IZl&. Amazon EBSCSIRZ A N—HN A2 AN =ILENTVIHRENH )
T (Helm THE ),

* Hem3.0CLI A ZERATIHLEN HY XTI,

s UTOEI>3IVOFIEEERTIBICE, Linux £EE macOS AVE1I—XZ2FERATIHEND
WERY,
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ATFY T 1 FHLWHem Fry—RKURS KU ZEEBMT S

RKOOARX > RZAHDLT, HFILLWHemFYy—RNURDS RNV ZEBIMLET.,. cnS5OON RO
IC2WTE., "Helm Repos ZZRL T EE W,

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm repo add kube-state-metrics https://kubernetes.github.io/kube-state-metrics
helm repo update

AT Y 7 2: Prometheus BRIZZRE%ZERK T 2

ROIAXY RZEAHDL T, Prometheus H—/N—&EFOMOEZZV T AVKR—FX2 NAD
Prometheus BRIZE %R L £T, B prometheus-namespace CNDABIZEEIZHERBZH]
D,

kubectl create namespace prometheus-namespace

ATYT 3 H—EATHI MOIAMO—ILZRET S

REFEIXNMELTWVWBR A R—FT 42T HFEICDOVTIEE., Prometheus H—/N\—HA" T TV
Amazon EKSY S AZ—NDHY—EARATHI NIIAMO—)Z2ERAT3 S4B HYET,

H—EAT7HOMOIAMO—LZ2ERAT3 L, IAMO—)L% Kubernetes Y —E AT H > N
BENFRENTEET, COY—ERATHINE, TOH—ERATHI NEFERTRIRY R

AOOAVTFHICAWS PO AR ZRMTERT, FHEICOVWTRE. IAMT H—ERAT7HU D
O—J)L, 8BBLTLEE L,

CchsOO—)LZFERELTVEWVWESIE., "Amazon EKS V5 AZ—NAS X KN AZE)
ATTEHDH—EAO—)NEEL OFIBEICH>TO—ILZERELET, TOEIIVOFIET
&, eksctl ZEATHIHENHVYET, FMICODVWTIE. TAmazon Elastic Kubernetes Service
DR AE - eksctly ZZRLUTLKEE L,

@ Note

EKS &zl TRE<SAWS, 7IV9EAF—&—IL Y hF—D&hZEAL T Amazon
Managed Service for Prometheus IC7 VA3 %354, EKS-IAM-ROLE X—A® SigV4 %
FRIZDERFRTEEREA,
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ATYVT 4LV —N—ZEYRTYTLULTXNUOADOEY)IAKZFHBTS

Amazon Managed Service for Prometheus 7— 9V AR—AIICX KD D AZEFETHEHLV
Prometheus Y —/N—Z A AN —=)ILTFBICE. UTOFIBEIZHVET,

Amazon Managed Service for Prometheus 7— 9V AR—AICX KD D AZEFETHEHLV
Prometheus Y —/N—&Z A 2 AN—=)LTBICEF

1.

2.

THFANIF 4 2 %ZFERAL T, my_prometheus_values_yaml EWSBEHD 7 7 1)L &K
L. RORBZRERLET,

« BE# TAM_PROXY_PROMETHEUS_ROLE_ARN Tamp-iamproxy-ingest-rolefEf L 7= ARN @ %
FRALEFTAMazon EKS V5 ARX—NSX KNV O REZRY) AT OO —EAO—)L D&
Eo

« B WORKSPACE_ID % Amazon Managed Service for Prometheus 77— AR—A D ID T
ELEY,

« E# REGION Amazon Managed Service for Prometheus 7—9J AR—AM V— 32,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/prometheus-
community/helm-charts/blob/main/charts/prometheus/values.yaml
##
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}
server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigva4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

ROAX > RZEAHL T, Prometheus H—/N\—&ZERLET,
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« B# prometheus-chart-name Prometheus JIJ—AZ&ZAHILET,
« B prometheus-namespace Prometheus BEIZENDZEIZ AN L ET,

helm install prometheus-chart-name prometheus-community/prometheus -n prometheus-
namespace \
-f my_prometheus_values_yaml

® Note

helm install N RFEEXTEBRHFEZTCHARINAATEEXT, FMHICOVTIE,
THelm RF LI XMy @ THelminstally ZBLTLEE W,

T Kubernetes ®BEE® Prometheus H—/N\—HA S OEV)IAKREERET S EC2

Amazon Managed Service for Prometheus l&, Amazon Z%£1TL TW% U5 AX—EKS& Amazon
TERITENTVBEITIR—T KR Kubernetes 75 AR —A®D Prometheus F—/N\—AS5DX K1)
DAOEVYiARZHR—RNUERTEC2, cOEI> A OFMBEFIERK. Amazon EKSUZ AR —H
@ Prometheus ' —/N—HA T3, Amazon Dt )L 7Y F— R Kubernetes 7 7 AZX—OFIEIERU
EC2TY A", Kubernetes VT ARXR—TH—EAT7 AT hOOIDCTONAH—EIAMO—)LZB %
TRETIDHENHDIRNEBYET,

COEUIAVOFIETIE., Kubernetes NV T —IXZ—2 v —E LT Helm Z2EHALET,

N =Ry
c ATV 1. H—ERAT7AHT NOIAMO—)L%ZRET S
e« AT Y7 2:Helm ZFEHAL TEEZED Prometheus Y—/\N\—% 7Y J4JL—RT>

ATY T L H—EATATY MNOIAMO—ILZRET S

REFIXINMELTWR A R—F 1 T FEICDODWVWTIE, Prometheus H—/N\—A"ETEhTW3
Amazon EKSUV S AR —NDHY—EAT7 AT NIIAMO— )L Z2ERA T2 HENFN HVET, ChE5D
AO—)LEH—EAO-IIEEFRENET,

H—EZ2AO0-)LZFEATHE. IAMO—)L% Kubernetes Y —E AT H T NCBEER TR ZENT
EET, COY—ERTAIY NG, TOH—ERTHYY NEFEATHEROAY KOV FFHC
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TOEAAWS FAIZNETEXRT, FMICODVTE, IAM " H—EXAT7ADO b0 O-), 25
BLTSEZW,

ChsOO-)LZEERELTVWEWEEREE. "AmazonEKS V7 AR—AS A KU T AZE)IA
CEOOY—EAO-IIDERE) OFIEICH>TO—ILZZELET,

AT Y7 2:Helm ZfERA L TEEFE® Prometheus Y—/N—%TF7 v 7SI L —RT3

cOtEIa>OFIEICE., VE—RFEZIAHKE sigv4 Z5%E L T, Amazon Managed Service for
Prometheus 7—J AR—AAND U E—RFEZIAKZEITA D &L SIZ Prometheus H—/N—ZFRILH &
ORATIHEENEENET,

Prometheus /N\—> 3> 2.26.0 UEEFERAL TW3IEE

IN—2 3> 2.26.0 LA ® Prometheus H—/N\—A X—J T Heim Fy— R Z2FERAL TVWRHEE.
UTOFIBICHVET,

Helm ¥ ¥ — K~ ZH L T Prometheus H—/N\—HA 5D E—RNEZEAXERETDICIE
1. HemBE77ANICHLVWUE—REZAAEI 3 EZERLET,

« %, Tamp-iamproxy-ingest-rolefEf L = ARN®
${IAM_PROXY_PROMETHEUS_ROLE_ARNM}ZEBEMAEXTITATY S 1. H—ERATHUU b
DIAMO—=)LZERET D, O—ILOFERXIE ARNTHZSENHV) £Jarn:aws:iam: :your
account ID:role/amp-iamproxy-ingest-role,

« ${WORKSPACE_ID} l&. Amazon Managed Service for Prometheus D) —J AX—XA ID ([C&
EWMAET,

« ${REGION} (&. Amazon Managed Service for Prometheus 7 —J AR—ADI)—2 3>
(us-west-2 B &) ICBEMRET,

## The following is a set of default values for prometheus server helm chart which
enable remoteWrite to AMP
## For the rest of prometheus helm chart values see: https://github.com/
prometheus-community/helm-charts/blob/main/charts/prometheus/values.yaml
#it
serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN?}
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server:
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigv4:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

2. Helm ZfEA L TBEFE®D Prometheus H—/N\—DEBREEHFL XTI,

« prometheus-chart-name (&, Prometheus V) —ABICEEBRAET,

« prometheus-namespace l&. Prometheus #—/N\—A"4 2> AN —)LE hTL % Kubernetes
ZHZEBICBEEMRAET,

« my_prometheus_values_yaml &, Hem BRE7 7 AL O/NAICEEBRAE T,

« current_helm_chart_version l&. Prometheus % —/N\—® Helm ¥ ¥ — M DRED/N—

TAVICBEBRAET, BEOFYy—hO/N—23 2, helmlist ON> REFERAL THRET
EFT,

helm upgrade prometheus-chart-name prometheus-community/prometheus \
-n prometheus-namespace \
-f my_prometheus_values_yaml \
--version current_helm_chart_version

LB D /N—= 3> ® Prometheus 5

2.26.0 K YBID/N—2 3> D Prometheus ZFAL TWVWRBEEK, U TOFIEICHRWVWET, Cns
DATY T TRYA RA—T77O0—F2EFERALET. Chik. REIO/N—2 3> ® Prometheus Tl&
AWS BEN—23 2 4 0BR7OEA (AWS SigV4) I'RA T4 TICHR—RERTVWEWEDH T
9,

CNSNDFIETIE. Prometheus DF7OAIZ Helm Z2FAL TVWDEDERELET,
Prometheus H—/N\—A S5 D) E—REEIAXKZERETDICIE

1. Prometheus ¥ —/\—T, HILWUE—REEIAXBREZERLET., T, HFLLEFHF 774
LEERLET, COT77AIDOABEF % amp_ingest_override_values.yaml. £ LFE T,
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ROEZE YAML 77 A4 J)LICEBILET,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:
eks.amazonaws.com/role-arn:
"${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}"
server:
sidecarContainers:
- name: aws-sigv4-proxy-sidecar
image: public.ecr.aws/aws-observability/aws-sigv4-proxy:1.0
args:

--name

- aps

- --region

- ${REGION}

- --host

- aps-workspaces.${REGION}.amazonaws.com
- --port

: 8005

ports:

- name: aws-sigv4-proxy
containerPort: 8005
statefulSet:
enabled: "true"
remoteWrite:

- url: http://localhost:8005/workspaces/${WORKSPACE_ID}/api/vl/
remote_write

${REGION} l&. Amazon Managed Service for Prometheus 7—J AR—AD ) —TJ 3V ICEE
BAET,

%, Tamp-iamproxy-ingest-rolefEm L 7= ARN®D
${SERVICE_ACCOUNT_IAM_INGEST_ROLE_ARN}ZEZEMAEIT ATV S 1: H—
EAT7ADROIAMO—I)LZEET2. O—ILOFERIE ARNTHIHLENF HY)E
Jarn:aws:iam::your account ID:role/amp-iamproxy-ingest-role,

${WORKSPACE_ID} l&, D—UVAR—AIDICEZEH]AET,
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2. Prometheus Helim ¥F ¥ —KZ7 Y79 L—RLET, £, LTOIOIY RZAHL T Helm
FY—RBZEHRBELET, cOOAN ROHENT, BEIIC prometheus EVWSXFIEED
a—_—\’_l\&%bi?o

helm 1ls --all-namespaces
R, LFOAN RZAALET,

helm upgrade --install prometheus-helm-chart-name prometheus-community/prometheus -
n prometheus-namespace -f ./amp_ingest_override_values.yaml

B prometheus-helm-chart-name %, BINO N> RTIRE 1= Prometheus helm F ¥ —
NOBEICBERZET, B prometheus-namespace ZRMERNDBRIICBEERAET,

Helm F¥—hkO&A D> 0O—R

Helm F+— R ZEXEO—ANICEVO-RLTVWAWESR, XOON REFALTE VY
I:I_ I\“-C“éij-o

helm repo add prometheus-community https://prometheus-community.github.io/helm-charts
helm pull prometheus-community/prometheus --untar

Fargate £ ® Kubernetes |Z & % BEFE® Prometheus H—/\—5A' S OELY) A & DERTE

Amazon Managed Service for Prometheus l&. Fargate E TE#ET % B2 EEE Kubernetes 7

T AX—MA D Prometheus F—/N\—ASDXKNJ DT AOEVY)A&ZHR—KLTWVWET, Fargate
TEITENTLVS Amazon EKSY 5 AZ—® Prometheus H—/N\—A S X KN O AZEVIATIC
[&. amp_ingest_override_values.yaml E WS BRIDEE7 7AILDOT T AL NDBREZRXDEL DI
FEZELEY,

prometheus-node-exporter:
enabled: false

alertmanager:
enabled: false

serviceAccounts:
server:
name: amp-iamproxy-ingest-service-account
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annotations:
eks.amazonaws.com/role-arn: ${IAM_PROXY_PROMETHEUS_ROLE_ARN}

server:
persistentVolume:
enabled: false
remoteWrite:
- url: https://aps-workspaces.${REGION}.amazonaws.com/workspaces/
${WORKSPACE_ID}/api/vl/remote_write
sigvé:
region: ${REGION}
queue_config:
max_samples_per_send: 1000
max_shards: 200
capacity: 2500

RNDAX > RZEERITLT, A—N—F 4 RZEHL T Prometheus Z4 > AM—=)ILLFET,

helm install prometheus-for-amp prometheus-community/prometheus \
-n prometheus \
-f amp_ingest_override_values.yaml

U]

COHem F¥—RDRETKE, /—RIJVAR—ZR—ETZ—MNIR—Dr—ZEPICL., 512

Prometheus H—/N\—OF 7’014 OERTEZEZHIZLTVET,

RODTARNITVDFERITIDE, A VARN—IIZEEITEET,

$ awscurl --region region --service aps "https://aps-
workspaces.region_id.amazonaws.com/workspaces/workspace_id/api/v1l/query?
query=prometheus_api_remote_read_queries"

{"status":"success","data":{"resultType":"vector", "result":[{"metric":
{"__name__":"prometheus_api_remote_read_queries", "instance":"localhost:9090","job":"prometheus"
[1648461236.419,"0"]13}1}321

= 0 A7 — 2 B IC Amazon Managed Service for Prometheus Zt ¥ ~
VA K-
Amazon Managed Service for Prometheus ICTF— X Z%ET2 &, TOTF—RBFU—3 A0

AWS PRASEVUT A=V —2ETEBNICL7UT—hEh, AT7—JEUT 1, AR, &
FAVTAZRUIDIRAMNDITAR—DSRETNET, BEORRICI>TR, cSICAAMK
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ZEOBDTIAMNE—THEZENTDCENLERLVEEN HYET. RECSITA%E—T7T

=

BT —MRNBEHFEF2O2HY KT,

BAUF—R22E B8RO TFHFERERA VAR AN HDEEE. TOF—X%Z Amazon
Managed Service for Prometheus ICIAfEL ., F— X NEBEHRZBBNICITOEZ LN TER
9, chik, F—2A% Amazon Managed Service for Prometheus 77— AR —AICHEEIZEET
BDLEHICKRIBET,

SURAMT—XOEEHBROFMICOWVWTIE., "TAmazon Managed Service for Prometheus (2%
EEn280AMARNIVANEEHR, 28RBLTLEEV,

AWS U= a2V FRIATERBRWEBETET—RILT IV EATESRLSICTRHEERRE. BloU—
2aVO220BDV—VAR—ALARNI TV AZEETEET,

ANVIAF—REZBBDDV— I AR—AILEEITBDFEOFHFMICOVWTR, TJO0ARAU—I3>
7 — 9 AR—A%Z#FH L T Amazon Managed Service for Prometheus TE A A ZEBMT 5, &
ZRLTLSEEV,

(N =Xy

Amazon Managed Service for Prometheus (CIAEE N2 S HAMEX KN 9 AN EEH R

Prometheus (- & % Amazon Managed Service for Prometheus ND S AMET—X DIEE

Prometheus Operator Helm F + — ~ Z £ L T Amazon Managed Service for Prometheus \ D 5
AT -2y NTYTID

Distro for % £/ L T Amazon Managed Service for Prometheus AWS IC B AT — X &IXET
% OpenTelemetry

Prometheus 1= 1 —5 4 Helm F ¥ — hIC &k % Amazon Managed Service for Prometheus \ D &
AT —XDIEE

Amazon Managed Service for Prometheus TO S A AMREICE TS — RO EBANOEZE

PDAA)—=232)—0AR—A%ZHER L T Amazon Managed Service for Prometheus T & A
MHZEMTD

Amazon Managed Service for Prometheus ICIAEE N2 SUAMX N O AOEEH
B

B D Prometheus T—2 I N (I—2 I M E—RTRITENTVS Prometheus 1 AR
A) A5, Amazon Managed Service for Prometheus 7 — 9 AR—RIZTF— R ZEETEE T,
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CNESDA VARV AOVK IANRUX RN VRAZREL TEFLTVSRFEE, F—X0OEH
AMFrBREINET (WThADI-2I 2 M F—RDEFEZFLEL TE, Amazon Managed
Service for Prometheus 7— I AR—ARBID A VAR AN SEEHRETF—XEZEFELET),
72 L. Amazon Managed Service for Prometheus 7—O AXR—A Tk, XMV OV AOEENf BB
ICHIBRREND K DICTBENEFENE T, chiCk, XMNVIVANBERERRENDOEHE,
T—RAVIZIANEARNL—DICH U TEBREREN RETD L ZRBTERT,

Amazon Managed Service for Prometheus THEZ® Prometheus T— I MASOTF—X2ZBE
WICEEHRITZICIEK, EET—ZFERABLTVWBRI—CI VMDY NCE—DISRE—FBE
BWHET, FAVARVAILLTVABZEVETE T, VFAZ—RILKY, IhSDAVARY
ANHREF—RZHF O >EOELTEINENET, LTV AHRICKY) ., Amazon Managed Service for
Prometheus TEX RV ANDY —RA BB TDENTREICEY FT, RENICREENADI AN
DACRIZAZR—FRIHFEENRTITN, LT7VAREENLEVLESD, XNUIJRARBRBE—-DODY—A
HSEBENRTWVWBRLSICRIET,

(® Note

Kubernetes DB EN/N— 3> (1.28 BKRT 1.29) Tk, clusterTNILFAFENHE
DARNVDANEIHENBDBZEN HYET, <nlZ&kV) . Amazon Managed Service for
Prometheus D EEHERICE T A EBEN RET D ARSI BV E T, FHICOVTR, 57
AMFAQZEZRL TSEZ L,

LTFMOKNEY 2Tk, Amazon Managed Service for Prometheus A" F—2 % BB ICEEHERTE
BE3IC, F—R2EFEEL., clusterB &KV __replica_ FRILEZEHDHEERLET,

/A Important

EEHRBRZEREL ZVEE,. Amazon Managed Service for Prometheus ICEEE D 3XT
DF—BY D TIHFRENRICBVET, ChSsOTF—RY2 TN, EETDH T
FEEIRFET,

Prometheus |Z & % Amazon Managed Service for Prometheus \NO S AT —X D
A5

Prometheus TEATRAMBREEZ LY N7Y7I3ICR,. ETARIL—TOIRTOA VAR
ACHATBS NI ZEHL T, Amazon Managed Service for Prometheus TEN S ZEBITE B &
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SITBDHENFNHYET, Prometheus 1V AZVANDI— I N agaAdIIIN—7T0—5E
LTHERTBICE, cluster FRILEFEALET, JIL—7RHOEL 7 AEEBICERNTSIC

&, __replica_ SRINZFEALET, EEHREMEEESICF, __replica__ & cluster
DEAFOSRINEZBERTEIHLEN HYVET,

® Note

_replica__ FARIIE, replica EVWSEEDOHRIC2 DOT A —AAT7RESIMMTVIE
ERXTT,

Fl: I—RAZARY K

RNDI—RAZARY RNTIlE, cluster FARILIE Prometheus 1 AR AOI— I N prom-
teaml ZFBIL . _replica_ IARINIEL 7 JH replical & replica2 Z&FBILE T,

cluster: prom-teaml
_replica__: replical

cluster: prom-teaml
__replica__: replica2

Amazon Managed Service for Prometheus l&, c NS DSXRIILEZFEODOESTAKL VDA SOTF—
BYTINERETIHEE, YOTINEZTANDEEIZ replica FRIILERVYBREET, OF
W, LZ7UAZEILY)—XAREENRZOTREREL, BEOZY—XICHLT11 O V—XI Y
EVIFERENE T, cluster FRIILRBRFEhET,

(® Note

Kubernetes DB EN/N— 3> (1.28 BKRT 1.29) Tk, clusterTNILFAFENHE
DARNVDANEDENBDZEN HYET, <nlZ&kV), Amazon Managed Service for

Prometheus N EEHRICEA T HREBENRET D AIEMN BV ET, FHICOVTE, T
A AMFAQ) Z5BL TSV,

=
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Prometheus Operator Helm F ¥ — ~ & £ A L T Amazon Managed Service for
Prometheus N\OSAAMET—XZEZY N7V T T2

Helm T Prometheus Operator ZAL TETAMREZ Y N7 Y7 95ICIE. Amazon
Managed Service for Prometheus A" BRI TE 2 &SI, ETAREITIL—TOITXNTOA AR
VAICAEBIRINZERIZDISEN HYET, 52, Prometheus Operator Helm F ¥ — KT
replicaExternallLabelName & & U externallabels B ZRETIHEEH V) FT,

Bl: YAMLA Y & —

RDYAMLAY & —Tlk, cluster?” externallLabellliEfnEh, SAAMTI—T
NH—#pE LT Prometheus 1 VARV AT — T MNEREAIL, JIL—TRHROEL TV
HreplicaExternalLabelsZ&AIL £3,

replicaExternallLabelName: _ replica_
externallLabels:
cluster: prom-dev

(® Note

Kubernetes DB END/N— 3> (1.28 BK 1.29) Tk, clusterIRILFAFE DILE
DXRNVIDANEDENBFZENHYET, ChiZk'), Amazon Managed Service for
Prometheus D EEHRICETHEEN RET D AN BV ET, FHFMAICOVTRE. 5
A AMFAQ) ZZRL TS EE L,

Distro for % 8 L T Amazon Managed Service for Prometheus AWS ([C & A7 —
& Z1%1§ 9 % OpenTelemetry

AWS Distro for OpenTelemetry ( ADOT) k. OpenTelemetry 7O I 9 NDZ & TABREICHG
LEFA4ARIELI—232TY, ADOT ICEY—RAAPIs, S475), I-J T RNFAEEH
TWBES, P7VT5r—23 > FZ 202 0RO L—AEXNDORZRETEETT, OFM
[CDWTIXADOT, AWS ' Distro for Open Telemetry Ic DWW T, ZZBL T EE V),

SR AMEREADOTT 2RETHICIE, ADOTILIVZX—O0TFHAX—=2%EEL. ABIXIL
cluster& _ replica__%& AWS Prometheus JE—RNREZIAK TV AR—Z—ICEBATHIHLEN
BYVET, COITVAR—R—F, RILAEVTENIEXRN) A% remote_write T R7R
4 > MNEH T Amazon Managed Service for Prometheus 77— AR—RAIZEEFELET, chsnNT

BAAKT—& 7
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R )L % Remote Write Exporter ICFRET D E, TRLZUNORTHRICEETD XN VAN REE
NdNEHSENTEET, AWS Prometheus ) E—REBERAKT IV AR—X—OFHMICOWVWT
(&. Amazon Managed Service for Prometheus ® Prometheus ') E—RNEZIAK TV AR—ZF —
DRBAEEI EZBLTEEZL,

® Note

Kubernetes DB EN/N— 3> (1.28 BK 1.29) Tk, clusterTRILFGFEDIHEH
DXARNVOANEDENBFZENHYET, ChiZKV) ., Amazon Managed Service for
Prometheus D EERHRICETIBBEANRETD AU BN ET, FHIEODVTR, 'S
AAMFAQ) ZZRBLTLKEEW,

Prometheus X 1 =7 4 Helm F ¥ — (2 &k % Amazon Managed Service for
Prometheus N\ DA AT — X DIEFE

Prometheus X 1=7 4 Helm Fv— N TEITAMREREZEY N7V 79I, aTAKTIL—
TDIRTDA VAR AICHEBSRIL%ZEA L T, Amazon Managed Service for Prometheus T
TNSZRANTEDLSICTRILREN BV ET., AT, Prometheus A1 =75 1 Helm F ¥ —hk
A5 Prometheus ® 1 DDA > AZ > AIZ external_labels ZEBIT25EDHlZRLTVE
C

server:
global:
external_labels:
cluster: monitoring-cluster
__replica__: replica-1

(® Note

BEOLZUNWNFBERZEER, BE2L7VAEZFERALTFy— N 28&HKEF7O047F
PRENHVET, Prometheus IZ1°"F7 4 Helim Fr— Tk, I A—-F—JI)L—
THSEELTVHOHEERXTEE, LTVAEZENICERETD CENTEBRVLEDT
T, replica IR/ ZBEBFRET BICIE. Prometheus Operator Helm F ¥ — KN Z AL &
ED

SEIL ke 72
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® Note

Kubernetes DB EN/N— 3> (1.28 BK 1.29) Tk, clusterTRILFGFEDILEH
DXRNVOANEDENDFZEN BV ET, ChiZKV), Amazon Managed Service for
Prometheus D ERHRICETIBBEANRETD AU BN ET, FHIEODVTR, 'S
AAMFAQ) ZZRBLTLKEEL,

Amazon Managed Service for Prometheus THO S AMEREICRE T 5 — KW EBA
JEES

HOTINRA NEBHFTBICIE, B __replica_ ZBIOTRILICEDZDHBEN BV ETH?

=0 AMERE Tk, Amazon Managed Service for Prometheus l& Prometheus 1 2 AZ AN I S
AZ—HDB8)—RF—%BHITD T, F—EYTIHFEELHEVKRSICLET, V—F—L TV
WA S5OF—2H U TIIOEEN 30 WEELEL =3B 4. Amazon Managed Service for Prometheus
(& BEIEVICBI D Prometheus 1 VAR A2 =S —L 7TV AICREL., RKELET—RZEHT
F—REHFHLVWI—F—DSWMWIAKETT, LEN2T, FAF "TLWLWA, THY, HBEEEhFE
hoe CNEMTOLEBE. ROXSBEENf RETDARHMEN BV ET,

« PromQL Tcount DOV IV AER[TTDE, HLVWU—F—0BHHEBEHIC, BELY)ESVEN
RENBDZENHYET,

e ILWY—F—nBHEABEFICEFD!) —A—AH active series limits (& B &, active
series OBHAEMLET, FMICODVWTIEE, AMP "7 —&, Z2SBLTSEETL,

Kubernetes ICIEFIBE DIV ZAZ—SRILFHY), XMV AOEEHFKRFITHATVEVELS T
T, ESTNECORBBEEBRTEETH,

Kubernetes 1.28 Tlk, clusterFARILFEDHFLVWX RN IANEAE
fiapiserver_storage_size_bytes®E UL = chiZ&kV), clusterFARILICHKFET S Amazon
Managed Service for Prometheus TERHBROBEN RET D AREMEN H V) £, Kubernetes 1.3
Tk, FRILOBFI CEEFENFET storage-cluster_id (1.28 B8R 1.29 O LED/VY
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(Capiserver_storage_size_bytes, XKNU I ADclusterFRINZBIRINFITTEZELEET
XTI,

@ Note

Kubernetes NDZEDEFMIZ DV Tk, Kubernetes 7’ T Y & ® "rename Label cluster
to storage_cluster_id for apiserver_storage_size_bytes metric; ZZBL T &V,
GitHub

JAARAV—23>I7—0AR—A%ZEAL T Amazon Managed Service for
Prometheus TEAAMZENT S

JOAU—=2a>uAlETF—XICEMTSICE. AWS U—2a > BTERODT—0 AR—AICX
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LT, BBBU—2320200V—0AR—AICARND IV AZXETZIHEETRLTVET,

extensions:
sigv4auth:

service: "aps
receivers:
prometheus:
config:
scrape_configs:
- job_name: 'kubernetes-kubelet'
scheme: https
tls_config:
ca_file: /var/run/secrets/kubernetes.io/serviceaccount/ca.crt
insecure_skip_verify: true
bearer_token_file: /var/run/secrets/kubernetes.io/serviceaccount/token
kubernetes_sd_configs:
- role: node
relabel_configs:
- action: labelmap
regex: __meta_kubernetes_node_label_(.+)
- target_label: _ address_
replacement: kubernetes.default.svc.cluster.local:443
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- source_labels: [__meta_kubernetes_node_name]
regex: (.+)
target_label: _ metrics_path__
replacement: /api/vl/nodes/$${1}/proxy/metrics

exporters:
prometheusremotewrite/one:
endpoint: "https://aps-workspaces.workspace_1_region.amazonaws.com/workspaces/
ws-workspace_1_id/api/vl/remote_write"
auth:
authenticator: sigv4auth
prometheusremotewrite/two:
endpoint: "https://aps-workspaces.workspace_2_region.amazonaws.com/workspaces/
ws-workspace_2_id/api/vl/remote_write"
auth:
authenticator: sigvé4auth

service:
extensions: [sigv4auth]
pipelines:
metrics/one:

receivers: [prometheus]

exporters: [prometheusremotewrite/one]
metrics/two:

receivers: [prometheus]

exporters: [prometheusremotewrite/two]
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9, grafana_install_directory Grafana O 4 > AKR—=ILAD/\ X :

grafana_install_directory/bin/grafana-server -v
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Linux

Linux ED AR > RF7O Grafana ' —/\—T Sigv4 Z2BICTBICEFE, KON REAHDLE
£

export AWS_SDK_LOAD_CONFIG=true
export GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

./bin/grafana-server

Windows

Windows E® A& > RO Grafana T SigV4 ZBMIZTSICIE. Windows IR > R7O> 7
NEFERALT, ROON RZEAHDLEFT,

set AWS_SDK_LOAD_CONFIG=true
set GF_AUTH_SIGV4_AUTH_ENABLED=true
cd grafana_install_directory

.\bin\grafana-server.exe
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Sigv4 Auth Details

Authentication Provider @  Access & secret key

Access Key ID
Secret Access Key
Assume Role ARN
External ID

Default Region )  us-west-2
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AT Y 7 2: Grafana |Z Prometheus ¥ —& Y —A%Z BT 3 82



Amazon Managed Service for Prometheus J1—%—AH4R

9. HILLWF—ARY—AICHLTPromQL VI UZFTARNLET,

a. [AE]ZRBIRLEXT,
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serviceAccount:
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annotations:
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"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::account-id:oidc-provider/
oidc.eks.aws_region.amazonaws.com/id/openid"

}I
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"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"oidc.eks.region.amazonaws.com/id/openid:sub": [
"system:serviceaccount:aws-amp:amp-iamproxy-query-service-account",
"system:serviceaccount:grafana-namespace:grafana-service-account-name"

5. [BEARVI—OEH Z2BRLET,

Helm ZA L /= Grafana Y—/\—0O7 v I L —R

COARATY 7T, BIOEYZ 32T amp_query_override_values.yaml 77 1 JLIZEML /=
IKNDZFERTSDKRSIC Grafana H—N—&F7YTFIL—RLET,

LTOOAXYY REEITLUET, Grafana AD Helm F ¥ — KOFFMICOWTIE, MGrafana
Community Kubernetes Helm Charts; 228 L T &L\,

helm repo add grafana https://grafana.github.io/helm-charts

helm upgrade --install grafana grafana/grafana -n grafana_namespace -f ./
amp_query_override_values.yaml

Grafana T® Prometheus ¥—4% Y —AMiE N

UTOFIETIE, Grafana T Prometheus —& Y —AZ5&E L T, Amazon Managed Service for
Prometheus X R VALK TH IV TV Z2ETITHHEEHALET,

Grafana #—/\Y—IZ Prometheus ¥—X Y —AZBMT S IC &

1. Grafana A2V —)IZRHE XY,

2. [RE]|T. [T—2Y—A]Z2BRLET,
3. [F—&Y—RzEMm Z2BRLET,

4. [Prometheus] ZE#IRL £T,

Helm ZfEfA L = Grafana ¥ —/\—0O7 v 7J L —R %


https://grafana.github.io/helm-charts
https://grafana.github.io/helm-charts
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5. HTTP IZIZURL, Amazon Managed Service for Prometheus 1> Y =)L D — 9 AR— A D M
R=DICRFENDIVRRAVN-OITVURLZEELE T,

6. HTTPURL EFEEEL £ T, ([CEBMMEhi/api/vl/queryXFHZHIBRLET, chli
URL, Prometheus ¥—2Y —AICL 2 TEHHWICEBMNMENDEHTT,

7. [RSAE] T. [SigV4 FPRE] D R T E2BIRL TEMICLE T,
O—)LEAID DEIEZFARNT A —)LREZHOXRKRICLET. RIC, [F7FILbDOD—

3] T, Amazon Managed Service for Prometheus 7—J AR—ADH D) —> 3 2 ZER
LET,

8. MRELTTAN ZERLZET,

"Data source is workings EWS XY 2—IHFRTEIET,
9. HLLF—RY—RICHLTPromQL VIV EFTAKNLET,

a. [AE]ZBRLEXY,
b. ROKSBH>T) PromQL VTV ZETLET,

prometheus_tsdb_head_series

Prometheus BE#tZ AL =2 ) APIs

Amazon Managed Grafana BEDY —LZFERALTAXA RNV IRAZRRIB R IV IV T2 REB[EL
FETI A, Amazon Managed Service for Prometheus Tldk, XNU O AD I T UAPISICERTE
O Prometheus EEFR—RNLTVWET, FEATRER TN TO Prometheus BE#: OFFEMIC
DVWTIAPIs, "1 Z#ZZBL T Z& VWPrometheus Bt API,

Prometheus E#: Tk, Prometheus 7 L) S5 PromQL APIsZfEAL T, BRITF—RXERELF
T, PromQL EZDEIXOFMMIC DWW TIE. Prometheus RF 1T X MDD "Prometheus ® 2 T |
BESBLTLSEETL,

ChoZERALTXRNUTAAPIsZIT VT3, VIIANIEEN—-232 AWS4 DEERT
OtATEBREITIHLENHVET, AWS Signature Version4 Y N7 Y732 &, BE7OEA
ZEBRILTEE T, FMICOVWTIE, Taws-sigvd-proxys 2B LTS EE L,

AWS SigV4 7OF 2 ZN L -ERE., ZFEALTEITTEETawscurl, XOKNEY O T
l&. awscurl ZfFH L T Prometheus BNV TAPIsER{TTH LT, ZFEHAL T Sigv4 &
Y N7V Fawscurl AWS 35 F)EZFHBELET,
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N =R
« awscurl ZFH L T Prometheus BN U T ) #R{T9 5 APIs

awscurl Z{E A L T Prometheus E#tM YU T ) #FE1T79 3 APIs

APl Amazon Managed Service for Prometheus ® V2 TAKNE, SigV4 TEEITILENHY) X
¥, awscurl ZEATRE, VIVO7OELAZEHILTEET,

awscurl Z4 2 ARN—=IILTF DI, Python3 & pip NV T—IOXZ—D v —HNFA2AR=ILEhT
WBHRENHVYET,

Linux R—ADA VAR AT, XOIX RTawscurl 24 ARM—=JILLET,

$ pip3 install awscurl

macOS Y>> Tk, XOAN> RT awscurl 24 A= LET,

$ brew install awscurl

ROPlE, > 7 )awscurl VTV TY, ZEBEE# X B Region, Workspace-id &7z, QUERY
A—AT—RAICEBLEEZED AL :

# Define the Prometheus query endpoint URL. This can be found in the Amazon Managed
Service for Prometheus console page
# under the respective workspace.

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace-id/api/v1l/query

# credentials are infered from the default profile
$ awscurl -X POST --region Region \
--service aps "${AMP_QUERY_ENDPOINT}" -d 'query=QUERY' --header
'Content-Type: application/x-www-form-urlencoded'

@ Note
JIVXFSIFE URLII—RENTVWRIHBEN B XT,

D&ES5B VT TlEquery=up, XD BHERNESNET,

awscurl Z2ERAL YTV 88
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{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{

"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus",
"monitor": "monitor"

1,

"value": [
1652452637.636,
nqn

]

.
]
}
}

BELEVUIIARNC awscurl TERTBICIE. BWEZRARHREATOVWThADFETETH
BENfHYEY,

s AMO=-LOT7OEAFXF—DE—VLYNF—ZEELET,. O—LOT IV ARAF—E—D
Ly h+—E&. (ZHV)E T https://console.aws.amazon.com/iam/,

IR

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/
workspaces/Workspace_id/api/v1l/query

$ awscurl -X POST --region <Region> \
--access_key <ACCESS_KEY> \
--secret_key <SECRET_KEY> \
--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

- .aws/credentials KT /aws/config 77 A ICRTFENTVWARRET 7M1 I ESRT
%, FATRD7O77MIIOBRZRETD_EETEFRT, BELBWES, default 77
AN ERENET, Bl

awscurl Z2ERAL YTV 89
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$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.<Region>.amazonaws.com/workspaces/
<Workspace_ID>/api/vl/query
$ awscurl -X POST --region <Region> \

--profile <PROFILE_NAME>

--service aps "$AMP_QUERY_ENDPOINT?query=<QUERY>"

s AIVARVAICEERTSNIZEC2ZA VARV ATO7 74N EFEALET,

awscurl A>T+ 2 ERALEIITVUOITANDENT

BON—=23>2 0 Python M1V AR=)LEnhTVT, BEITZIHREERZEB LT ENTERVES
Gk, AT FEFERAL T awscurl 77U —2 3> e 0 MEREENY T—J{TEET, X
DHITIE, Docker TR A LAZFERALT 27704 LET HFawscurl, OCIERLTVWBE S 24
LEAX—DFHELET,

$ docker pull okigan/awscurl

$ export AMP_QUERY_ENDPOINT=https://aps-workspaces.Region.amazonaws.com/

workspaces/Workspace_id/api/v1l/query

$ docker run --rm -it okigan/awscurl --access_key $AWS_ACCESS_KEY_ID --secret_key
$AWS_SECRET_ACCESS_KEY \ --region Region --service aps "$AMP_QUERY_ENDPOINT?
query=QUERY"

FOIVOOVITIERARRICETSHEAZIWMETS

JIVOREEE, ETEhEIIVALAS I AABICABEN LTIV TILOEHEKRIZESY
CitEEhET, BT EY I EEBH TR EHICT 2 EZBIIVICETIHRTEMEBETE
F9, query FLEEFE OIVITVL ARV AL, VUIABMstats=allic JIUNSX—2%&
OB ETREENLEIVIVS D TIVICETBHAT—RZEHBqueryRangeAPIC E N TE X
¥, samples A7 I U N stats AT T U MIERE N, statsTT—REFL AR ATRE
nEX9,

samples 77 IV NILUTOBEBHETERENET,

B B
totalQueryableSamples MBENEOTIVHTIILOETHR. ChHNBERICER
Eh3BEHRTT,
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. £ i

totalQueryableSamp BATYTTCREBEENEIIVH O TILOE, hnlk,

leslerstep IRYUVRALALRRTE, ZOBEOATY 7 TO—
RENLEHTILOBNSHAEFTOETIE L TERE
7,

HTILOVIIARNE, stats FHRESCL ARV ADFZUTIZRLET,
query Dl
GET

endpoint/api/v1l/query?query=up&time=1652382537&stats=all

LARA
{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {
"__name__": "up",
"instance": "localhost:9090",
"job": "prometheus"
.
"value": [
1652382537,
nqn
]
}
1,
"stats": {

"timings": {
"evalTotalTime": 0.00453349,
"resultSortTime": 0O,
"queryPreparationTime": 0.000019363,
"innerEvalTime": 0.004508405,
"execQueueTime": 0.000008786,

7 TV kEr
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"execTotalTime": 0.004554219
iy
"samples": {
"totalQueryableSamples": 1,

"totalQueryableSamplesPerStep":

L
1652382537,
1

queryRange Ml

GET

L

endpoint/api/vl/query_range?query=sum+%28rate+%28go_gc_duration_seconds_count%5B1m%5D

%29%29&start=1652382537&end=1652384705&step=1000&stats=all

LARA
{
"status": '"success",
"data": {
"resultType": "matrix",
"result": [
{
"metric": {3},
"values": [
[
1652383000,
ngn
1,
[
1652384000,
ngn
]
]
}
1,
I T kE
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"stats": {
"samples": {
"totalQueryableSamples": 8,
"totalQueryableSamplesPerStep": [

[
1652382000,
0

15

[
1652383000,
4

15

[
1652384000,
4

]
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N=IZERALT, BEEHIECXNJIAZEERLEFE-X
)>T9%
Amazon Managed Service for Prometheus IZ&k 2 TEEENEX NV AICETVWTEET S I —

LERETERT, ChSDIIL—IE, XNVIRZEZRZVVTLEY, ZBELEXRNIIALE
TOTHLVWHEEAEX RNV IORZERLIZWTEERT,

Amazon Managed Service for Prometheus (&, EHINICFHEE hd 2 BEOIIL—IILZHR—KL T
WET,

« BRIL—INTRE, BECLXBELILBZZACHEEFTOEVAZERMICFHEL, TOEREZHL VK
RItEY FELTRETERT, Z<NHE. BAICHEECAEBERCHLTIIVZRTIRA
A AOREXERICBARTIZDLINERFINICEETT,

« 72—KMIL—ILTEk, PromQL ELEWMEICEDVWTT7S—MERHBEERTEET, IL—IHL
EVMEZRNUA—T2E, PTO—RMNIZ—2v— [CBRANfEEENET, 72— NIR—2 v —
., L= EEEBITDILSICERET S &£, Amazon Simple Notification Service B E DL > —
N=ZZIDVAN)—LOBHICEETD_EETEET,

Amazon Managed Service for Prometheus TIL—I)LZERT3ICE., L—ILZEETS 1 DL
EDOYAMLIIL—=IL7 714 %&EEKL ET, Amazon Managed Service for Prometheus ®JL—JL
77A4LOFERE. AZ>2 RF7O2 O Prometheus DIL—IL7 7AILERUTT, FMICOVT
(&. Prometheus R¥F 1 X2/ ~® TDefining Recording rulesy & TAlerting rules; 228 L T< K&
(A1

D—DAR—AILREEBOIN—=INTT7ANEEDDENTEET, TNTNOIL—ILT7AIIE.
A2 DBBMZEICHEMENET T, -7 74 2EHRIZTnE, BEFED Prometheus L—ILT7 7 A
NEZELEYREEGLEY TEIMBELEL, TOEFEFV—TJAR—AILAVKR—NTEEXT, Tk, B
BAN=NITIL—TBNZEEICE, BE2RTEFTDENTEXRT,

IL—=ILDIEFF

LW=LT77A4NLATE, L=ILEIL=LITIL—T R MENET, L—-ILT774ILD1 20—
TIL=7A0IL—)ILE, BELLASTIEIEECFHMENET, LENF>T, BRIL-ILTRE. 3
BRIL-LOBREZ, BUL—ILITIL—TICEENRTVREROERIL-INOHERTZ—NIL—ILTHE
ATEEXT, LEL, HYDIL—ILT77TAILDORTIEFRIEETEZVED, HIEHRIL—IILOBR
ZEALTBRIOL—LNIN—TELEREROIL—IILT7FAILADOIL—ILEZHAETEIERETEERLE A,
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N =R

s L=LOFERAICKELZIAMT O EAFAICOWVWT

N=ILT77AIINEEKTS

Amazon Managed Service for Prometheus \IC)L=)LERE7 7 AN ZET7 Y 7O0—KRF 3
N=IBET7AINZHEEFLEEESHAD

W=—ZF—OrZTIINa—-FT1>27

IL—ILOFERICHELR IAM 7 OEAFRAICOWVWT

J—4%—IZ., Amazon Managed Service for Prometheus TIL—I)IL 2 A T2 OO T VA AHA %
NETRIRBENFHVET, UTOT I EAFTZET AWS Identity and Access Management (IAM)
R —%ERL, TORIS—I—H— JI)—7". O=)LICE)HTET,

(® Note

IAM OFF#MIC DWW T, TAmazon Managed Service for Prometheus @ Identity and Access
Management; ZZ8L T<EZ L\,

MW=L ZERIZDLOOT I EAEEZNETEIRI)S—

RORIVD =G, W= Z2FERATROOTILAEEZ, THATVRNAOINTOIUY—-AIL/NEL
x5

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateRuleGroupsNamespace",
"aps: ListRuleGroupsNamespaces",
"aps: DescribeRuleGroupsNamespace",
"aps: PutRuleGroupsNamespace",
"aps: DeleteRuleGroupsNamespace",
1,

"Resource": "*"

PEZIAM T U AR 95
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}

1 2DOBHMZEBICORT IV AEZNETRIRIS —

BEDRIV—ICOKT I LAEERNETEIR)—ZER TR EETEERT, ROV TR
> —k, IBEE iz RuleGroupNamespace ICOK T I AEEZNELET., CORUS—%FH
I B3I, <account>, <region>, <workspace-id>, <namespace-name> %, FHI> KNIC
WU LEBYBEICEERAET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:ListRules",
"aps:ListTagsForResource",
"aps:GetLabels",
"aps:CreateRuleGroupsNamespace",
"aps:ListRuleGroupsNamespaces",
aps:DescribeRuleGroupsNamespace",
"aps:PutRuleGroupsNamespace",
aps:DeleteRuleGroupsNamespace"
1,
"Resource": [
"arn:aws:aps:*:<account>:workspace/*",
"arn:aws:aps:<region>:<account>:rulegroupnamespace/<workspace-
id>/<namespace-name>"
]
}

W=7 7AIN&EEKRTSD

Amazon Managed Service for Prometheus TIL—ILZFERATSICE. L—ILZERTDIL—ILTT
1 IR L FET, Amazon Managed Service for Prometheus DIL—IL7 7 1 ILOFERIE, AR
>~ R7O>® Prometheus DIL—ILT7 7AIILERUTY, FMICDOWTIE, "Defining Recording
rulesy & TAlerting ruless 228 L T EE LY,

W=7 7AINOEENZHFZUATICRLUET,

W=L77A4NErERTSD 96
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groups:
- name: test
rules:
- record: metric:recording_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m]))
- name: alert-test
rules:
- alert: metric:alerting_rule
expr: avg(rate(container_cpu_usage_seconds_total[5m])) > 0@
for: 2m

F—RNIL=ILOFOMDOHIZDOVTIE, TAlerting rule examples; 2B L TS EE L,

@ Note

IL=ILEET7A4)ILEO—HILTHERKL T Amazon Managed Service for Prometheus (27 ¥
70— RT3 Z&E,. Amazon Managed Service for Prometheus 1YV — LA TEEEE %
ER. fm&E. 7Y7O—RTBZEETEFTRT, WThoigEse, U7+ —X Y KNIL—I
FEAEIhES, 774IL0OT7Y 7O0—REFEDFHFMI-COVWTE, "1 Z25RBLTLKES
LW Amazon Managed Service for Prometheus i )L—ILERE7 74N & T Y 70— RT3,

Amazon Managed Service for Prometheus ([CJL—JLERET7 7 1)L
Z27Y70—R9TB

LW=LBE77ANICHBEZIIL—IIADAS15, DVVY—IATEESLTHEETD A, A0V —
WELRG Z2#ALTI7 74N ZTY7O—RTEXRT AWS CLl,

® Note

Amazon EKS 75 AZ—%E{TLTWVW3EEIE. AWS Controllers for Kubernetes Z L
TLN—ILEBET7AINETYITO—RTBIEETEEXT,

Amazon Managed Service for Prometheus A2V —)LZFEAL TIL— I BREZRELT-FEEH
A, BHIZEZERTDICE

1. Amazon Managed Service for Prometheus 122V — )L (https://console.aws.amazon.com/
prometheus/) ZB& X7,

N=LT774NETY7O—RTB 97
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2.

3
4.
5

R=DOELBIZHDXZ_1—TAAZEIRL, [TXTO WorkSpaces] ZEIRL £7,
D—DAR—ADIT—DVAR—AID ZBRL, IL—-IIEB]RTZERLET,
[BRIZEEZEM ZBRLET,

(774 &FR] 2FBRL, L-IILERTT7AINZERLET,

FllE, BREOEE Z1EIRL T, Amazon Managed Service for Prometheus 1>V —JLTJ)L—

LNERT7TAINCEEERBITHBETDIEETEXRT, chilkV), TY7TO— RAICHERESE
FRIHTINDOTTAIRNERBT 7 AIIIERENET,

(A7>3aV)BEZEBICERTZEMTDICE, [HLVWARTZEMN Z2&KRLET,
[F—1ICETOBBEAANLET, [{E] TlE. FETERIICEZENTEET,

BORTZEBMTBICE, FLWEITZEM 2BRLET,

[#:1T] Zi#R L £, Amazon Managed Service for Prometheus &, BIRLEIL—ILT7 714 E
BAUBRMTHLVERZEZERLET,

BEALTT7S—MNIEZ—2y—REZHFLLVRZEBOT—IAR—AAWSCLI 7y 7 O0—R
ERCY ™S

1.

To5—RNIZ—2v—T74I)DOKHNEB% base64 TI>1—RLULET, Linux Tk, XX
REFHTEEXT,

base64 input-file output-file

macOS Tld, XNIANY RZFEATEET.

openssl baseb64 input-file output-file
RTFOVWTNADINY RZAALT, BEZEOERE77AILOTY 70— RETVET,

AWSCLI/N—232 2 TlE, ROKSICABLERT,

aws amp create-rule-groups-namespace --data file://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWSCLIN—=232 1T, RDKRSICAHDLET,

L=L7740N&T7Y7O0—-—RTB 98
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aws amp create-rule-groups-namespace --data fileb://path_to_base_64 output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. 77— RMNIFX—TY—DORENBVNCBZETHUAAVET, AT—FAZMEITSICEF. X
DN REAALET,

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status AMNACTIVE THNE, L—=ILT77AIUFEMCBE>TVET,

W—LRET7AI)N EeHmETZFESHRRD

Amazon Managed Service for Prometheus ICBEIC 7 Y Z7O0—RLTWVWBRIL—=ILT77A4IILDIL—IL%&
ZEITRHEAE,. FILWIL—ILT774)L2T7Yy7O0-RLTBRENREZEERZAZ L, OV —
ITREDREZEEMETEET T, YEIIRLUT, BEOI77AIINZEZVO0—RL, TFARNT
FARTHRELT, FLWN—23&aTFYTO—RTEET,

Amazon Managed Service for Prometheus 1>V —)LZ AL TI—IILBREZRET S CE

1. Amazon Managed Service for Prometheus 12/ — )L (https://console.aws.amazon.com/
prometheus/) ZBE £7,

R=DDELBIZHDAZ1—TFT AV ZBIRL, [TNXTOD WorkSpaces] ZZEIRL E£T,
D—DAR—ADT—DAR—A D ZBIRL, [L-ILEBEB] 2T ZBIRLET,
WMEITDIL—IINBET7AILOZEZEIRLET,

(A7 23 BEOIN—LIBET7AILNZEZZVO0—-RITBEHEEEF. ¥V O—RELEFET
E—Z#RLET,

6. ZE Z2EBRL T, AVV—I)IATREZEERELE T, TTLESREFZERLET,

o ~ w0 DN

Tk, RENEEM|AZBRLT, HILLRET 7ML ZTYTO—RTBDEELTEERT,
TDHEERE. FLLVWIL—IIERT7 7ML Z2ERL, HT72EBRLTT7Y7O—-RLET,
ZEALTIL—LREZ77AI) AWS CLI ZimET DI

1. IL=IL7 74 NDKHRE%E base64 TLT>1—RLET, Linux Tl&k, XOON RZFEHATEE
ER

W=L774)\ZmET> 99
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base64 input-file output-file

macOS Tlk, XNOIAX > REZFEHTEET,

openssl baseb64 input-file output-file
2. LTFOVTFhAOORRZAHDLT, HILWI7ALZTY7O—-RLET,

AWSCLI/N—232 2 TlE, RDOELSICABLERT,

aws amp put-rule-groups-namespace --data file://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

AWSCLIN—=232 1T, RDKRSICAHDLET,

aws amp put-rule-groups-namespace --data fileb://path_to_base_64_output_file --
name namespace-name --workspace-id my-workspace-id --region region

3. L=L77ANNBRBDZRTHYLANET, AT—FAZHERITDICE., ROIN R%E
ABLET,

aws amp describe-rule-groups-namespace --workspace-id workspace_id --
name namespace-name --region region

status A" ACTIVE THNIE, W=7 7AILFEMCE2TVWET, TNETRE., DI —
W7 7ANOUBON—=23a 0 FERBRERICRYET,

VW—=Z—OKNZTNI1—FT142T

CloudWatch O%'lZ & % Amazon Managed Service for Prometheus A X KNDE_ZZ ) T %#FEH
I2E, Po2—RMIZ—y—E)—F—ICHATRIBEONS IV 1—FT 10T %TS5ENTE
F9. cOtVIAVICE, L—F—BEORNSTIN1—FT12IREYINEFATVET,

OJICROIN—F—RBIS—HNEENATVWDIES

"workspaceId": "ws-12345c67-89c0-4d12-345b-f14db70f7a99",

N=Z—DOrZTN21—F12Y 100
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"message": {

"log": "Evaluating rule failed, name=failure,
group=canary_long_running_vl_namespace, namespace=canary_long_running_vl_namespace,
err=found duplicate series for the match group {dimensionl1=\\\"1\\\"} on the right
hand-side of the operation: [{__name__=\\\"fake_metric2\\\", dimensionl1=\\\"1\\

\", dimension2=\\\"b\\\"}, {__name__=\\\"fake_metric2\\\", dimensionl=\\\"1\\\",
dimension2=\\\"a\\\"}];many-to-many matching not allowed: matching labels must be
unique on one side",

"level": "ERROR",

"name": "failure",
"group": "canary_long_running_vl_namespace",
"namespace": "canary_long_running_vl_namespace"
},
"component": "ruler"

[a

ChiE, L=ILORTHEMASADIZ—ARELIECEZRLET,
RITIBITIIY

IZ—XVvtE—2%EALT, L—ILOERTORNS TN 1T 12T ZTVET,
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T Z7—KM{ZX—2 ¥ —IC K% Amazon Managed Service for
Prometheus TOT7 5 — N DEE L #xiX

Amazon Managed Service for Prometheus A"E1T3 27— M-I AFREBTD &, EEFEETILET
Z—RNET7I—RMIZ—Dv—IZ&>TREBENET, 7T Z—Dv—R&. 75— hOEEH
BR, JIL—71t, FOARNI—=LDOLY—N—ADIIL—FT 10T %2TVET, Amazon Managed
Service for Prometheus &, L 2 —/Y—& L T Amazon Simple Notification Service M & %& H7R— ~
L. BU7HD> RO Amazon SNS REY VXY =D& I\N—FT 42T TEERT, 77—KMX
X—Tv—ZFEALT, PT7— M EEFICLEYELELEY TR EETEERT,

T Z—KXZ—2 ¥ —I&. Prometheus @ Alertmanager & B DBEEZIREL £ T,
T2—RMIZR—DFY—ORETTAINEFERTDE., ROBEZBHTEXT,

c JUN—TU-BUIRZTZ—he1 DOBHICEFEDET, ChERIC. ZHROATLICERKIC
EENFREL, KEOTZ7— M EARKICRETDIARMEOH D ABRELZSATLAFLERICRILEER
T, BIAEE. ZRYRD—UVBELCLY, Z<O/—RICAKICEEIr RELELELET, chs5D
BATOTZ—RFTIN=TEnhTVWDE, PT—RMZX—DFy—HFEEITIEHMF 12K
WERT,

TZ2—ROIN—=TUETIL—TIENEBHAORAIV T, PZ—MNIFR—JF¥—RETT7A
LWON—FT A2 TI V=L 2> TERENET, FHICOVWTE., <route>; Z2FRL TS
W

s B -OBEOTS—RFBRICRBL TWREHEEIC, BEOTS—MOBAZMFILET, Hlx
E., 9AZ—ICEETEBRVEVSTS—MEBLTVRHBEIC. TOUVSAZ—ICET S
DINTOTZ—RNEZ1—NTFTBESILTIT—NIF—TJFY—ZBHTEET, chlcky), £
BOBBERFBEROBVTI—RREBILRETDIOEZHS ENTEET, BiEIL—I)LORRA
EOFEMIZOVTIE, T<inhibit_rule>; Z#SBLTLEEV,

s ALV ARA- XD TFFVAOKEFRE, BELEKRELEFT7Z—h2I1—-MLET. FELE
TZ2—RNIRULT, POTATBHALVADIRNTOEMA K PR ERKRI Y Fr—E&—HT
BRESHDFIYVINITOIAET, —BLIEHE, TOTF—NIBEIZBHAEEFENEE
Ao

HALAZERT S, PutAlertManagerSilences APl ZFHALE T, FHMAICOVWTIE.
FPutAlertManagerSilencesy S B L TS EE V),
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Prometheus 7> 7'L—h

Standalone Prometheus . 1/”:]0)7_'/7°I/— R77A4 )N eERLET 7T L—MNERZEYR—KNL
TVWET, T07L—b TR, RBOFER. F—ROT7A—I Y RNE, SEIXHRLEBEZITS LN
TEET,

Amazon Managed Service for Prometheus Tlk, 7L —RNZT7 5 —KIFZ—J v —8BE £[F
U72—MIZF—Dv—BET7TAINCERELET,

NEY D

c PO—KMNIZX—D+—0OFEAICHKEZIAMTIEAFAILOVT

« Amazon Managed Service for Prometheus TP 2 — MY X—J v —FBREZERL T, 75—h %
BEEBEHLUOIN—TFT12T09%

Amazon Managed Service for Prometheus TF7 22— Y RX—2J ¥ —ZFALTTZ—NET T —
NLS—N—I_EBXT D

To2—KNIXZ—2 ¥ —5&E 7 7 4 )L%& Amazon Managed Service for Prometheus (7 Y 7’'00— R
3%

7 2 — KN % Amazon Managed Grafana £ ld7#—7"> Y — X Grafana LS T

CloudWatch Logs ZFR L =75 —KNIZ—2vy—O RSN a—FT420

TPo—NIZ—Y—OFERICHERZIAM T ORAFAICOWVWT

Amazon Managed Service for Prometheus T7 52— KN ZX— v —%2FEHA TR 7V AFT &2 1—
H—INEITRIHBENHYNET. XOT UV EAFAZED AWS Identity and Access Management
(IAM) RU S —ZERL., TORUD—=21—H—, JI—7, £EO-ILICEYNETET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps: CreateAlertManagerDefinition",
"aps: DescribeAlertManagerSilence",
"aps: DescribeAlertManagerDefinition",
"aps: PutAlertManagerDefinition",
"aps: DeleteAlertManagerDefinition",
"aps: ListAlerts",
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aps: ListRules",

"aps: ListAlertManagerReceivers",
"aps: ListAlertManagerSilences",
"aps: ListAlertManagerAlerts",
"aps: ListAlertManagerAlertGroups",
"aps: GetAlertManagerStatus",

"aps: GetAlertManagerSilence",
"aps: PutAlertManagerSilences",
"aps: DeleteAlertManagerSilence",
"aps: CreateAlertManagerAlerts"

]I

"Resource": "*"

Amazon Managed Service for Prometheus TF7 2 — KX X —
DYV —REZERL T, T ZBEBBLPIN—TFT12793

Amazon Managed Service for Prometheus TPV S — KN ZX—2v—&T7207L—MNEFERATSIC
&, 72— MYZ—2+—OFRE YAML 77 1 )LZEK L £F ., Amazon Managed Service for
Prometheus 75 —KhNYZ— ¥ =T 7AI)ICIE, RO 2DODDFEBR LIV AVHFHYET,

- template_files: Ik, LY—N—NDS8EBENEXYE—DILEAENEZTOTL— NS
FNET, FHICOVTE. Prometheus RF 1 X2 h® "Template References & "Template
Exampless ZZB L T<EEV,

- alertmanager_config: ICl&, 77— KNI RX—J v —ORENFEENET. ChiZlEk, AR
R702 ® Prometheus D7 27— MY FX—D ¥ —BE77AIINERUBENERAEThE T, FHLE
2WTIF., Alertmanager KF 1 X2 ~h® TConfiguration; ZZBL T EE W,

® Note

Amazon Managed Service for Prometheus Tl&. L£FE® Prometheus R¥ 1 X2 N TFHEA
ENTLVS repeat_interval FREICEMNOFIRN BV FET, FRShDHRAEERF 5 H

BTd. 5HRWAZWVMEICRELTES AEELTHRDON, 5 HEOHENA BRI S &

BHAFfBEEENET,
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® Note

Amazon Managed Service for Prometheus 12V =)L TRE7 7ML ZBEERET D &
ETEETHN, CCTEELEERICHRSBEN HYVET, REZ77AIILOTY7TO—RE
ERREOHMIIOVTE., ") Z28RBLTIKEEVTII—MNEX—I+—FET7MI)%
Amazon Managed Service for Prometheus ([C 7Y 7’0— K9 %,

Amazon Managed Service for Prometheus D 7 2 — K Y ZX—2 ¥ —BE7 74Tk, YAML 7 7
AILDIL—KMICHSB alertmanager_config F—OHIC, PS—RIZX—TJ v —DRERNBTEIAN
TELIRBENFHYVET,

LT, P2—RIZ—JF—RET7MILOEENEHTT,

alertmanager_config: |
route:
receiver: 'default'
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:123456789012:My-Topic
sigvé:
region: us-east-2
attributes:
key: keyl
value: valuel

REYR—RENTVWBL>—/V—IF. Amazon Simple Notification Service (Amazon SNS) 7=+ T
T, REICHOBEEOLS—N—FEETLATVDEE. TOREFEETEINET,

LTEBOTS—KIZ—2v—BET7AILOHIT, template_files 7OV I &
alertmanager_config 7OY YV OMAZFEAL TVWET,

template_files:
default_template: |
{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}
{{ define "__alertmanager" }}AlertManager{{ end }}
{{ define "__alertmanagerURL" }}{{ .ExternalURL }}/#/alerts?receiver={{ .Receiver

urlquery }3}{{ end }}
alertmanager_config: |
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global:
templates:
- 'default_template'
route:
receiver: default
receivers:
- name: 'default'
sns_configs:
- topic_arn: arn:aws:sns:us-east-2:accountid:My-Topic
sigvé:
region: us-east-2
attributes:
key: severity
value: SEV2

FT7F)L8DO AmazonSNS F> 7' L—K7OvY Y

77 # )L N ® Amazon SNS OFRETIE. ARNICA—N—F4 RLBVRY, ATOT>7L—b
FERENIhET,

{{ define "sns.default.message" }}{{ .CommonAnnotations.SortedPairs.Values | join "
"1}
{{ if gt (len .Alerts.Firing) 0 -}}
Alerts Firing:
{{ template "__text_alert_list" .Alerts.Firing }}
{{- end }}
{{ if gt (len .Alerts.Resolved) 0 -}}
Alerts Resolved:
{{ template "__text_alert_list" .Alerts.Resolved }}
{{- end }}
{{- end }}

Amazon Managed Service for Prometheus TV 2 — MY X —
Dy —ZFERALTTS—ETS—MLY—N—ICEEXTD

TZ2—RML=LVICE2>TTZ—MIRETDE, T7—MIR—Dv—CEBFEIRET, 77— KX
F=Iv—, T7—hOEEHR, XOTFAFOTZ—h0OFELE, BELCIHEUTITIL-T1L

BEDKEEERITLET, RIC, P2—REXYE—JEULTTS—RMEEZE ICEBEALET, AR

L—2—\DOBH., HBKE, TOMOFETTZ—MNIRETEDT7I—MLI—/N—ZRETE
£

To7—KLY—N—%EYNTYTTS 106
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Amazon Managed Service for Prometheus THR—KEhTWVWB 75— KL >—/V—&F. Amazon
Simple Notification Service (Amazon SNS) D& TF ., FMIC DOV T, "TAmazon SNS &l &S5
BLTLKEEV, Amazon SNS ik, E X—JL, SMS, HTTP L RARA > N B EDMND T AT AN
NDEEBE, EXRETEBRFETTS—NIRETIEHICERATEET,

RTOREY U TE, Amazon SNS 75 —hL Y —N—DOEREREICEHETEIRIATICIOVTH
BALET,
N

« Amazon Managed Service for Prometheus TP Z—KL < —/N\—& L THEA TS HEH L L\ Amazon
SNS hEY T DR

*« Amazon SNS REY JICTF =KXV 2—D &FEET D7 VA% Amazon Managed
Service for Prometheus ICt 59 %

* Amazon SNS hEY JICX Y+ =D ZEFEITRDLSICTI— M RX—IJ Y —ZRETD

« Amazon SNS [Z JSON E L TX Y +—DZREEITRLSICTI— M RX—IJ Y —ZRETD
c T7—HhOXYE—DHMODZEFELICIEFETHELSIC Amazon SNS ZERET D

« Amazon SNS XY —I#FEL—I)ILICDO W T

Amazon Managed Service for Prometheus TF7 2 —KL > —/N\—& L THE
A9 %% LW Amazon SNS MEY U DER

BEF M Amazon SNS kE'Y 2% Amazon Managed Service for Prometheus D 72— KL 2 —/N\—¢&
LTEATACEE, ILLNEY I ERERTDCEETEXRT, BE|XAMTONEY I EFERT
PLEBEBOLET, CORAT TR, NEYIHAS EX—)L, SMS, HTTP IC7 5 — N &EIX
TEET,

TPo—RMNIZ—2+v—OL—N—ELTHERATIHL WV Amazon SNS REY VZER T B ICIE
27971 NEY O ZERTZ) OFIBEICHVET, NEVYIDORATELT, 47 [ZX#] &8
RLTLSEETY,

T® Amazon SNS REY VICX Y E—IHARET D ECICEX—ILEZEITRICE. "TATY S
2: NEYOILHTRH T A0V 7> a>aERTE) OFIEICHEVET,

FIRELEBEFED Amazon SNS REY UV ZRFERTEIAESHICHA DI DST, UTORRIVZERETT
%IZl&, Amazon SNS REY U ® Amazon Y —AZX—LA (ARN) A RETT,

Amazon SNS NEY U ZER T 2 107
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Amazon SNS REY VICTS—RK XY E—CBEETHTIOLEAFA%R
Amazon Managed Service for Prometheus I[C{¥ 59 %

Amazon SNS REY JICX Y E—2 #IXE TSIk, Amazon Managed Service for Prometheus (Z
TOEAFAZNETRIHLENHBYNET, RORVZ—RAT—MXVNE, TOT IV AFAZHE
LET, chiZlk, BELUEREBBELCHEN S EXF21VT BEZB<SDIZE®IDConditionA
T—RMXURFEENTVWET, Condition AF— KX K&, Amazon SNS hEY OANDT I+
AZFHPRL, COBENDT HI> NE Amazon Managed Service for Prometheus 7 — %9 AXR—A D
SOANRL—=2320HZFALET, BEALECREBLICBEIZBEOFMICOVWTR, "H—EXAH
TOR DRl RENEDORILE, ZZRBLTEEV,

Amazon SNS REY VICXY E—D %R ET DO DT VAT & Amazon Managed Service for
Prometheus (2453 % (C (&

1. Amazon SNS 2V —)L (https://console.aws.amazon.com/sns/v3/home) ZBI&E £ 9,

2. TEF—>3URA2UT, [FNEYV V] ZERLET,

3. Amazon Managed Service for Prometheus THEAL TVWS REY VDZRTZEIRL T,

4, [fRE) ZBRLET,

5. [FOEARIVD—]ZEBRL, RKORIVZ—AT—RMXV NEZBEORI>—IZEMLET,

"Sid": "Allow_Publish_Alarms",
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com"
.
"Action": [
"sns:Publish",
"sns:GetTopicAttributes"”
1,
"Condition": {
"ArnEquals": {
"aws:SourceArn": "workspace_ARN"
.
"StringEquals": {
"AWS:SourceAccount": "account_id"
}
.

"Resource": "arn:aws:sns:region:account_id:topic_name"
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}

(A7 3] Amazon SNS NEY U —E ARIOBES1L (SSE) A BRICHE 2
TWBEEE. FEYVOBSLICEAE NS AWSKMS F—DF—RUZ—I(C
kms:GenerateDataKey*& KT 7Vt Akms:DecryptHalZEINT S Z & T, Amazon
Managed Service for Prometheus A" DESILE N RNEY VXY E—DZEFETED LS
ICTRRENFHYET,

BIZE, RUS—ICUTZEBMTERT,

{
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "aps.amazonaws.com

}I

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

]
}

HMIICDOWVWTIEE., TSNS REYUICKTBHAWSKMS 7O AHA, #5BLTLEEL,
6. [BEZREF ZBIRLFET,

(® Note

F7 4 )L N TIE. Amazon SNS I AWS:SourceOwner ICRGEZHR/ELET VAR S —
BERLULET, FMICODVWTIEE, "SNST7OHEARI— ) ZSBLTLSEETL,

@ Note

IAM . FEHIEOBRLWVR)>—2ELXTDIL—ILIZHVET, SNS REYZIC. RF2
X NMbEN Amazon SNS RS —7OY O K YEEHEIROELWRDS —70OY 95
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2%BE. NEY IRV —OT IV EAFARINEENETEA, KU —ZFHEL TRAAFFH
TENTVRAZHEIRICE. "RUS—0OFHMiImE, 25RLTSEEL,

H—EABTOR T Bl REBLEORLE

RBILULAREBER, 7230 2RTI2EOOT IV EAHFTEFLEEVIVFAT 48, &KV)

BEOHDIVTATALTIIIAVOERTERBETETCLESHEICELS, EF21UF1LD

BETY, TlEAWS, Y —EABOZYTHELICKY, BELULEREBBENMr BRETH NN H V)
£9, Y—EABTOLKYITELEE, 1 DOY—ERX (BFTHL Y —ER) A, BOHF—EX (FY
HURKY—ER) ZHFCHTEZICRETHIAEMN DY ET, BFOBELTY—E A, xKX%E5
TOBRATRENFUENDINETREBEVHETETOFTEZFEAL T, HoBEHOY Y —AICK
THOIMNBZRITITDEDICBREENDBZENBDYVET, ChZEBHSEHIC, . THIURADY

V=AANOT VEANFFAENTVERH—ERT VO IONILZE DTN TOY—EADTF—XZRE
THDICE’ILDY—I)L AWS ZRRELET,

)Y —AR S —T aws:SourceArn $ KT aws:SourceAccount YO—NILE&BEITFAN
F—% AL T, Amazon Managed Service for Prometheus " Amazon SNS IZf¥59 2 1) Y —AA
DTV AFAZHRITR_EZHEBHLET, MAOTO—NILEZHATFARNF—ZRELURD
S—AT—KMAVRNTERATSHEAE. aws:SourceAccount fBE& ., aws:SourceArn fEICEF N
2T7HORY, AUTHIRMIDZRLTVWRRBENHVET,

aws :SourceArn MO fElL., Amazon Managed Service for Prometheus 7 —%2 AR—A® ARN T
nEBYEREA,

BEALUVEREBELNSHREIDEHOREMRNGEFEGE. VY—ADTL%E ARN ZEEL
T aws:SourceArn JO—NILEHAV THF AN F—ZFERAITSD LTI, VDY—ADESE
% ARN A" FEREIZEX, BHEOVY—RAZEETSDHESE. aws:SourceArn JO—/N)L
AVTHFARNEZHEF—ZFERALT, ARN OKRABDZDAILRA—R (*) TRLET, flx
&, arn:aws:servicename::123456789012:* ML SICEELET,

TAmazon SNS REY JICT7S—KN XY 2—D &IFEET DT VA% Amazon Managed
Service for Prometheus (459 % 4 I[CEEEBE N TWSHRJZ —I&, Amazon Managed Service for
Prometheus T aws:SourceArn 8 KT aws:SourceAccount JO—NIEZHEIVTHFARNF—%
FEALT, BALUERERBEZILETSZFEZRLTVETD,
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Amazon SNS REY JICX Y E—DZEETADRSICTI—MNIER—
Sv—%RETS

(FBRELEBEEFED) ZERZATO Amazon SNS REY VEERLES, P5—RMNIZX—T v —§%

EBILT7Z—KNLY—N—ELTEMTEET, 72— MNIRX—Jv—lF, BEESNETS—NL>—
N—=ILTS—RNEGEATEET, ChETTITSICIE. Amazon SNS REY 2D Amazon VY —XA
Z—A (ARN) ZILEL TV R ZENH V) ET,

Amazon SNS O L > —/N—5REDFMIC DL TIE., Prometheus DBRICBEETD RFIX D
M<sns_configs>) ZZBL T EE L,

YR—NEhzxW7O/NT 1

Amazon Managed Service for Prometheus Tl&, 72— ®OL > —/Y—& L T Amazon SNS A"
R—REhTVET, =L, Y—ERADOHIZKY), AmazonSNS L —N—0IXTH 7O
NTFANFPR—RNRENDDHTREDY)EFEA, LTOZO/NT 1 &, Amazon Managed Service for
Prometheus D7 7 — KN Z—J v —RBRE7 7ML TREATEETE A,

) g ]

« api_url: - api_url & Amazon Managed Service for Prometheus IC&k 2 TEBHICEREE 1D
S, CO7ONT1XERATEXEEA,

« Http_config- cOZ7AONT /. ABT7OFEZBRETEDLSICTHENDTT, Amazon
Managed Service for Prometheus Tld, C D#EERFBHEHR—RNEhTVELR A,

T, SGVARBREICEV =2 a>7ONT 1 ZEHRIRENHYET, V—>23a>7ONT 1 Z2EE
LABWEE, REEVIIARNETS 2O O+ 5B5E,A Amazon Managed Service for Prometheus
ICRHEhEFEA,

Amazon SNS REY UL >—N—ELTT7S5—KNIZ—2v—2EBRTDICE
1. BEOTS—NIZ—Iv—BET7AAEEALTVSBAR, TFARIFARTIOT 7

1IN ZREEXT,

2. receivers 7OY 7IZ Amazon SNS MADBEDL —/N—HH3HEE. ThszH|
BRLET. O AmazonSNS REY %L >—N—ELTERTZICIEK. EhEY O %
receivers 7OY JADMEBIN sns_config 7OY ZICEBMULET,

3. receivers U< 3avICRO YAML 7OY o &EBMLET,

- name: name_of_receiver
sns_configs:
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- sigv4:
region: region
topic_arn: ARN_of_SNS_topic
subject: somesubject
attributes:
key: somekey
value: somevalue

subject ZEELBRWEE, F7FIKNTR, SRILBEEZERATDT72ILNTTL—KD
SHENERENETH, COEEFSNS ICERRIEDAREMI HYVET, HRICEHAE KD TV
L—KREZETBICE, COHARD "Amazon SNS IZ JSON E L TX Y E—J R FEETDHELDIC
To7—RhXZ—v—%ZEETH) Z2SRLTLEEZV,

cDEEF, TSI—MIF—2¥—FE7 7 4 )L%& Amazon Managed Service for Prometheus (7 ¥
T7O—RIBDMBENFHYVET, FHICOVWTR, "PIT—MIZ—TJv—BET 7 1)L%Z Amazon
Managed Service for Prometheus [C7 Y 70— K32, 28RBL TS,

Amazon SNS IZC JSON EL T XY =2 B EETRHELDICT T —RIFR—
DY —ZRETD

77 # )L N Tl&. Amazon Managed Service for Prometheus 72— Y Z—2 ¥ —E 7L —>FF
ARNJARERTAYE—2ZEALET, chid, O —EANFBHRITDIONKVEL WVES
FHYVET, KDYICISONFERTTS—REEEITDRSICTI—RMIR—I v —ZRETEE
9, JSON Z2FEHTS L, AWSLambda FEEDVIT 7Y UZEIY RRA > MT Amazon SNS
DA IVARN)—LDXY E—DZBEIZMEBTEET, 72N MNOTUTL—NEFEATHIRD
IZ, XvtE—20OHRBZ JSON THATDHAZLAT VT L—RMNEERTDE, XTVARN)—
LBEBTOMMANBRRZICEYET,

To5—KRYZ—2%¥—5H5 Amazon SNS [C JSSON XX TX Y E—2JZH DT BICE. P5—KY
Z—T VY —NREEEHL T, template_files L—hEI23aVRICROI—REZEDHET,

default_template: |
{{ define "sns.default.message" }}{{ "{" }}"receiver": "{{ .Receiver }}", "status":

"{{ .Status }}","alerts": [{{ range $alertIndex, $alerts := .Alerts }}{{ if
$alertIndex }}, {{ end 3}3}{{ "{" }}"status": "{{ $alerts.Status }}"{{ if

gt (len $alerts.Labels.SortedPairs) @ -3}3},"labels": {{ "{" }3}{{ range

$index, $label := $alerts.Labels.SortedPairs }}{{ if $index 1}3},

{{ end }}"{{ $label.Name }}": "{{ $label.Value }}"{{ end }}

{{ "3" 3H{{- end }}{{ if gt (len $alerts.Annotations.SortedPairs )

@ -13},"annotations": {{ "{" }}{{ range $index, $annotations :=
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$alerts.Annotations.SortedPairs }}{{ if $index }3}, {{ end }}"{{ $annotations.Name }}":
"{{ $annotations.Value }}"{{ end }}{{ "}" }}{{- end }},"startsAt":

"{{ $alerts.StartsAt }}","endsAt": "{{ $alerts.EndsAt }}","generatorURL":

"{{ $alerts.GeneratorURL }}","fingerprint": "{{ $alerts.Fingerprint }}"{{ "}" }}

{{ end }}1{{ if gt (len .GroupLabels) @ -1}},"groupLabels": {{ "{" }}{{ range

$index, $grouplLabels := .GrouplLabels.SortedPairs }}{{ if $index }},

{{ end }}"{{ $groupLabels.Name }}": "{{ $groupLabels.Value }}"{{ end }}

{{ "3} 33{{- end }3}{{ if gt (len .CommonLabels) @ -1}3},"commonLabels": {{ "{" }3}
{{ range $index, $commonLabels := .CommonLabels.SortedPairs }}{{ if $index 13},

{{ end }}"{{ $commonLabels.Name }}": "{{ $commonLabels.Value }}"{{ end }}{{ "}" }}{{-
end }}{{ if gt (len .CommonAnnotations) @ -}},"commonAnnotations": {{ "{" }}{{ range
$index, $commonAnnotations := .CommonAnnotations.SortedPairs }3}{{ if $index 13},

{{ end }}"{{ $commonAnnotations.Name }1}": "{{ $commonAnnotations.Value }}"{{ end }}
"3 3{{- end 3}{{ "}" 3}{{ end }}

{{ define "sns.default.subject" }}[{{ .Status | toUpper }}{{ if eq .Status
"firing" }}:{{ .Alerts.Firing | len }}{{ end }}1{{ end }}

(® Note

CDTFUTL—KiE, BEHFEF—E2HS IJSON ZERLET. F—RICEEKEIXENEENT
WBIEEE., COTUTL—hE2FERATHICTENSZTI 00— RLTLSEEL,

COTVTL—KNNFEGEBHNTHERENDRSICTSICE, ROKSIC alertmanager_config 7
OvyoTTr7L—h23RLET,

alertmanager_config: |
global:
templates:
- 'default_template'

@ Note
COTVTL—RE, XvtE—2FKX£L4EZ JSON ELTHITREDTT, cOTVT
L—=RIE&Y, XV IR AN LEEETNET, CORBEDTVITL—NEFEATS
BE. XV IR EF—N—FARTDIERTEFELEA, FRTT2LA—N—T4
RiF, 727 L—hrUEBEEIET,

AICOVWTR, UTZ2SRLTSEEL,
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To2—RIZ—Dv—BRE77AIICDOVTIE., TAmazon Managed Service for Prometheus T
TR+ —RBEZERLT, P7—bZ2BEBIPIL—TFT1279%, 28RLTLKE
=0,

s BEZ77ANOTYZ7O—RIZDOVTR, T75—HMIRX—J¥—8RET 74 J)L%Z Amazon
Managed Service for Prometheus 7Y 7’O0—R3 %3 Z5RLTLKEE L,

To—ROXYE—2BMOREELICIEET S ESIC Amazon SNS 58 7E
T3

Amazon Managed Service for Prometheus &, Amazon Simple Notification Service (Amazon

SNS) ICOHKRTT—R XY E—DFREETEET, ChSOAVYE—TJFZEX—), DIT TV

2. Slack, £klF BREDMDI/ETICIEE TS IZIE OpsGenie, TNSNDIY RIKAUBMIXY —
TREFETDERSIZ Amazon SNS ZERETAIHENHYET,

LTo+023a>Tlk, T2—MNEHOREEEICEET S KD IC Amazon SNS ZERET D HEICD
WTHBALET,

N =R

e Email(X—)L)
- DITTVY
+ Slack

* OpsGenie
Email(X—)JL)

EX=)ICXYE—2%2HATDEKDI2 AmazonSNS REY BRI IZIE. YT AU TS 3
VEEBLET. Amazon SNS AV =T, [HTROVT> a2 ] a7z BRLT, [HTAVY

TOAVIVARMR=DERERS, (W7 RIUT2a > 0ER] 28RL., [EX—)L] ZBIRLE

o Amazon SNS A5, BBELEEX—=)IT7 RLAILERX—IFEEEnET, BREZT AN
2, YTRI9SA47ULEREY OH S Amazon SNS BHIZ E X—)ILELTZETEE T, FHMIC
D2WTIE, TAmazon SNS KREY UABTRUS47 3%, 28RBLTLKEEV,

DITTVY

DITJTYIOIVRRAVNIAYE—%2BNTBDESICZ Amazon SNS REY V&2 BR TSI
. 7ROV T a B ERLET. AmazonSNS A Y=L T, [T ROIUT> a3 a7

MOREXRCTZI—NEEETS 114


https://docs.aws.amazon.com/sns/latest/dg/sns-create-subscribe-endpoint-to-topic.html

Amazon Managed Service for Prometheus J1—%—H4R

ZBBRLT, [WTRIVTDaVNVARMR=DEREES, (TR VT2 a2 0ER] &iER
L. [HTTP/HTTPS] 2 BIRLE T, HT7AOUT> 3>z ERL IS, BBFIEILCH>THTA
VTV ERTITATICTRIRENHYET, POT147ICBBE, HTTP IV RAKRA UK

T Amazon SNS BAINZEEhET, FMIZ OV T, "Amazon SNS hEY UAHT A0S
1792, ZBRBLTLKEEV, Slack VI7 7Y VAL TEERETREBEICAYE—D%
RITTDHEDOFHEMIOVWTRK, ™7 7vU%EHAL T Amazon SNS X ¥ £— % Amazon
Chime, Slack, F7= & Microsoft Teams ICRIT TR ICF ESTNIFEFIVTITA?) Z5RBLTLKEE
Wo

Slack

Slack XY t—2%#HANTBKDIZ AmazonSNS REY U ZBR T DI, 2 DDFENHYE
T, Slack "E X—=I)LXYt—2%#ZEL T Slack F¥ RIICEETE 5K 5I2F S Slack email-to-
channel DIEEEHEETB & E, Lambda BI%Z FH L T Amazon SNS Bl % Slack [CEE#]X
BEETEERT, EX—)Z Slack F¥XIWICEETDHEDOFHFMIC OV T, Slack Webhook
D AWSSNS hEYOH TRV UTSa > 0OMR 25BLTLKEE ), Lambda BEZEERL T
Amazon SNS XY 2—> % Slack ICE#T B FEOFMIC ODWTE. "How to integrate Amazon
Managed Service for Prometheus with Slacky ZZBL T EE L,

OpsGenie

XY tE—22BHTDKSIC Amazon SNS REY VZRET D HEICDOVTIR
OpsGenie, "Opsgenie Z&{S Amazon SNS L#ET 21 #SBL T EE L,

Amazon SNS XY t—IRFEINL—ILICDWVWT

Amazon Simple Notification Service (Amazon SNS) Tld, BEDEEZF/LTLHICX Y E—DH
PBETT, chSsOEZEEZBELTVWEVWXYE—DEF, BERICEEENET, 75— XY tE—
Tk, LTOIL—=ILICESVT, ZEICIHEUT Amazon SNS L —/N—IC &k > THREE, Y1YET,
FEREEENET,
« XV E—JIZUTF MADOXENFEENTVBIEE,

« XY t—2& TError - not a valid UTF-8 encoded string.s ICEZ#AZSNET,

o ¥—7" Ttruncateds TEHN Ttrues ODXY E—CBHN 1 DEBMENET,

« ¥—7" "modifieds TEA "Message: Error - not a valid UTF-8 encoded string.; O XY £—2
BHEN 1 2BMENET,

c XV E—INZEDHE
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« XY t—2F TError - Message should not be empty.; ICEZZSHET,

« ¥—7" "modifieds THEH "Message: Error - Message should not be empty.; D XY t—2F
HA 1 DEMENET,

XV E—INfNRTsniEEE,
s XvtE—2JRYIYBRTSNEOTOVICEYET,
« ¥—74 Ttruncated, TED Ttrues DX Y E—BHED 1 DIBMENET,

« ¥—74" "modified; T{EHN "Message: Error - Message has been truncated from X KB, because
it exceeds the 256 KB size limit.; O XY £—BHN 1 DBMENET,

HEZ D" ASCIl TEWIEE,
« #&(& "Error - contains non printable ASCII characters.; ICBZXS5hET,

« £—75" "modifieds T{EA" "Subject: Error - contains non-printable ASCII characters.; ® X v
Tt—UBHN 1 DEBMENET,

HEFNVETSNIZEE,
s BREBYVETSAEZOADTOVIERYET,

« F—A" "modified,; TIEA "Subject: Error - Subject has been truncated from X characters,
because it exceeds the 100 character size limit.; DX Y E—BHEA 1 DEBMENET,

XY tE—OBHOF—/ENFEBMEEE,
« BUHBEXY E-—BHRBHBRENET,

« £—74" "modified; . fEA MessageAttribute ": Error - X of the message attributes have been
removed becasue of invalid MessageAttributeKey or ;1 D XY £—2BMA 1 DIEBMENET
MessageAttributeValue,

XY E—BUMIVETShIEES,
c ROBXY E—UBMEHIBREIET,

« F—74A" "modified; T{EA MessageAttribute : Error - X of the message attributes have been
removed, because it exceeds the 256KB size limit.; O XY —JEHA 1 DEMENET,

-~
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® Note

Amazon EKS V5 AR —%EZTLTVW3HEIE. AWS Controllers for Kubernetes Z{#EH L
CTPo5—MNIZ—2F—RBET7ANETYITO—RIBDEETEET,

Ui
L]

Amazon Managed Service for Prometheus 1>V —J)LZ#ERALTT7 5 —M¥X—
EFELRFEERADICE

REE

]

JY—0 7]

1. Amazon Managed Service for Prometheus 122V —JL (https://console.aws.amazon.com/
prometheus/) ZB&E £7,

2. R—DOELERBICHDXZ1—TAd>ZFRL, [TXTD WorkSpaces] ZERL £,
3. D—DAR—ADT—DVAR—AID ZEBRL, [FTT—MIZ—T+—]| 2T &ZERLET,
4. D—DAR—AILEETS—RNIZ—+—OESNEVESR. [EEEEM ZBIRLET,

@® Note
D—OAR—AICBHRTDTS—NIZF—SV—EZNHD5EE. KbWICEEEZE
RLEY,

5. [774)0) 228K Z2BRL, 77— MR- v—ERT7 7ML ZERL T, [#1T] 2BREX
ER

® Note

Rk, EROERATS IV ZERLT, #iLLWI7 7 ) Z2ERL, OVY—-ITE
BRETDCLEETERT, ChllkY, TYTO-RAICHEET DI TILTT7 4
NERENERENET,

BEALTT7S—NIZ—V—RBREETV—TJAR—AICYOTAWSCLI 7Y 7O—RITBICIE

1. PoO—KNIZ—v—T7A4)DODAB% base64 TLT>I1—RULZET, Linux Tlk., XOIAT>
REGFHTEEXT,

baseb4 input-file output-file
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macOS Tlk., XNIAX > REFEHTEET,

openssl baseb4 input-file output-file
2. LWTFOVTFhADOIONRZAHNLT, 774027y 7O0—RLET,

AWSCLIN—=232 2 TR, RDKSICABLET,

aws amp create-alert-manager-definition --data file://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

AWS CLIN—232 1Tk, RDKISICABLET,

aws amp create-alert-manager-definition --data fileb://path_to_base_64 output_file
--workspace-id my-workspace-id --region region

3. TZ2—RMNIFR—TF¥—DRENBVNCBDIETHEANNET, AT—RAZHEITSICE. X
DN RZAHDLET,

aws amp describe-alert-manager-definition --workspace-id workspace_id --

region region
status A" ACTIVE THhIE, FILLW TP Z—RMIR—T ¥ —DEBFBMCBZ2>TLERT,

EEALTI)—DVAR—ADTZ7—MNIZ—D v —REZHMLULVERE AWS CLI LEZHZDICE

=z
1. Po—KNIZ—2¥v—TF7A4I)DOAR% base64 TLT>>1—RULET, Linux Tk, x0T
REFEHATEEXTD,

baseb4 input-file output-file

macOS Tk, XOIAX > REFHATZEET,

openssl base64 input-file output-file
2. LWTFOVFIADIORRZAALT, 774027y 7O0—RLET,

AWSCLI/N—232 2 TlE, ROKSICABLERT,
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aws amp put-alert-manager-definition --data file://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

AWS CLIN—=232 1 TR, RDKISICABLET,

aws amp put-alert-manager-definition --data fileb://path_to_base_64 output_file --
workspace-id my-workspace-id --region region

3. HMLLFPZ—RMIZX—Dr—ORENFBVCBDIETHIIDPNET, AT —RAZHEIEITSIC
E. ROODIX> RZAHLET,

aws amp describe-alert-manager-definition --workspace-id workspace_id --
region region

status " ACTIVE THNIE, FILLW P S—KNIZR—D Y —OERNS BB >TVET, T
NETR., LBIOTS—RKNIZ—2 Y —ORENFBHBRERICHKYET,

To—h%z Amazon Managed Grafana £lEA4—7>Y—A
Grafana &8

Amazon Managed Service for Prometheus A ® Alertmanager TER L =7 Z—KIL—JL

l&. Amazon Managed Grafana X° Grafana ICERIEL TRRTDCEN TEXRT, cnllkVY, 7
F—RNIL—ILETZ—PZE—DOREICHKETEE T, Amazon Managed Grafana AT, 7Z—hb
I=ILEERENETS—RNERTTEET,

Bl RRSRAF

Amazon Managed Service for Prometheus Z Amazon Managed Grafana ICfE& 32 8IIC. AT O&]
REBNBLENATVIRXENf HYNET,

« Amazon Managed Service for Prometheus AWS 7 HV > N 8K IAM O—)LZ27' 07 5 LATHE
RIBICE, BBFEO K&V IAM FBIERFIVETT,

AWS 7HI N BRY IAM BREEBHRODERDFMICOWVWTIEE, T Z2RBLTILKEESLVEY
7Y 793 AWS,

« Amazon Managed Service for Prometheus 7— OV AR—ZAFH ), ZTIICT—XAWMIIATH
TWBRENHYET, FILWIO—DUAR—RZEELY N7 YT I5IZIE. "Amazon Managed
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Service for Prometheus 7 — T AR—ADER 1 2B L T EE WV, £, Alertmanager X JL—
Z—13E® Prometheus DEIZZEBMBL THEKDBEEHYET, chSOREY JOFEMICOVT
l&. Prometheus D RFIX R ZSRLTLKEE L,

- Amazon Managed Service for Prometheus T, Alertmanager OFREEIL—IL 7 7 A LA BEICEK
ENTVBHENHV) ET, Amazon Managed Service for Prometheus T® Alertmanager M &
HMICOVWTR, "T75—KYZ—2 ¥ —IZ K3 Amazon Managed Service for Prometheus T®D 7
Z—hOEBEEE) ZZRUTKEZV, L—ILOFMHIC VTR, TI—IIlzEALT. EE

RICXRNDVOAZEZBEELREEZZ2V 0921 22RLTLSEEL,
« Amazon Managed Grafana "2y R7 v 7 hTWVWBH, F—7T>2VY—RA/N\—2 3> O Grafana
FERITENTVEIMRENHYET,

« Amazon Managed Grafana 29 %1545, Grafana 72— R ZFEAL TWBAXENf HY &
T, FMICDOWTIE., "Migrating legacy dashboard alerts to Grafana alerting, £ 8BL T &
=L,

o =TV —=AN—23> D Grafana EERATZHEEE. N—23 2 91 LUEEETLTVS
PBEFHVYET,
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Beio/)N—> 3> @ Grafana ZERATD L ETEFEITHN, HET7 Z— b (Grafana
TZ72—BN) HEZBMITHIHLEN HVET, £, Grafana »* S5 Amazon Managed
Service for Prometheus ZMO'H T (C Ik sigvd Z7OF> DY RT Y THBEICEDE
EFHY)ET, FMIZOVTIE, TAmazon Managed Service for Prometheus TR ¢
% Grafana #—7"> Y —AF iz l& Grafana Enterprise Dty N7 v 7, 28RLTLE
L,

« Amazon Managed Grafana (Z (&, Prometheus UV —AICRTBDROT IV EAFANBETT,
chsNFOEAFTIE, hitps://docs.aws.amazon.com/grafana/latest/userguide/AMG-manage-
permissions.html THBAET N TWAH—ERABEEBRI S —EHARII—BBRI—OWThHIC
EBNT2HENBHYNET,

* aps:ListRules

* aps:ListAlertManagerSilences

* aps:ListAlertManagerAlerts

* aps:GetAlertManagerStatus

* aps:ListAlertManagerAlertGroups

* aps:PutAlertManagerSilences
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« aps:DeleteAlertManagerSilence
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BEIZ Amazon Managed Service for Prometheus 1 > ARV ATI—ILETZ—RHFBREE TV
%4 . Amazon Managed Grafana ZENSDT7 7 —RMDEA Y IR—RELTHERATREHDER
l&. 9 XT Amazon Managed Grafana I TE#&EL £

Amazon Managed Grafana Z7 27— DAY 1 R—RELTERTBICE

1. D—DAR—AOD Grafana AV —I)L&eHEET,
2. [RE] T, [T—2RY—A]ZERLET,

3. Prometheus F—2Y —RAZERTBHLBHEET, £/ Prometheus T—X Y —AZEKXEL TL
TWEE., M OVWTIE TAFT Y 7 2: Grafana IZ Prometheus F—&2Y —AZEBMNT 5, %
SHBLTLSEEV,

Prometheus 7—2X Y — AT, [Alertmanager Ul ZFAL TT7>—hZ2EE]) ZEIRLE T,
[TF—RYV—R] M1V E—TIARIRYET,

#F L W Alertmanager 7—2 Y —AZERL £,
Alertmanager 7—2 Y —ADEER—TI T, XOBREZEMLET,

N o g A

« [E3%] & Prometheus ICEREL £ 9,

« [URL] BRZEICIE. Prometheus 7—9J AR—AM URL ZFEAL, D—JAR—2A ID LABE®
NFEEFTXNTHIBRL T, RRIC /alertmanager ZBMLE T, BIZIE., https://aps-
workspaces.us-eastl.amazonaws.com/workspaces/ws-example-1234-5678-
abcd-xyz00000001/alertmanager MK SICEELE T,

« [FREL] T. [SigV4Auth) A4 ICLET, ChiZKY, UIVITARNIAWS FRiALZEAT S &
5IZ Grafana ICEERLE T,

* [SigV4Auth OFM] T, [T7 I BDU—23 2] Prometheus 1 VAR AN =232
ZEELET, HlZE, us-east-1 ZEELFT,

c [FT7FINRN AT 2% true ICRELET,

8. MRELTTAN ZERLZET,
9. <N T, Amazon Managed Service for Prometheus ® 75— N A" Grafana 1 ~ AR > A LE#

ITBLSICEEENEL ., Amazon Managed Service for Prometheus 1 > AR ANDT 5 —

NL=I., PS5—KNIN=T(TIOT4TBTS—rEED), Y1 L AN, Grafana O [7
S—NR=DICRRENDEZHERLET,
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CloudWatch Logs ZEAL TS —KYZ—2v—DORF 7))
>a1—T4Y

CloudWatch O %'IZ & % Amazon Managed Service for Prometheus A X KNDE_ZZ ) T %#FEH
I2E, Po2—RMNIZ—y—E)—F—ICHATRIBEONS IV 1—FT 14200 %T52ENTE
T, COEIVZIAVIIE, TI—MNIZ—v—BEORNT TN 1—F1VTRNEYIHFEEN
TVWET,

N =R

s ZQOOAVTUVICHETRES

« EASCI XFICBTRES

o M key/value ([CBIT B EE

s XV E—JNFRICETIES

e VY=—AR—ADRI I =HFBWVWCEILLKDTT—
« KMS ZHUHIHRAHYREA

ZOIAVTUVICETRES

OJICRDEENEENTVIES

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Message has been modified because the content was empty."
"level": "WARN"
3,
"component": "alertmanager"
}

~

chid, T2—MNIZR=27—FT2TL—KMI&Y, RETZ—MZOXY - ICERENIZC

EEBRLET,
RITIBTIOTaAY

TZ2—RIZ—2%—OTU7L—RNEHRIEL, IXTOLZ—N—ONACENBTVTL—RY
HBD_ELZHAELET,

N
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JEASCII XFICBHTHES

OVICRDBENEENTVEEE

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Subject has been modified because it contains control or non-ASCII
characters."
"level": "WARN"
},
"component": "alertmanager"
}

chid, HFRICEASCIXENFEFEFNATVDRCEEEKRLET,
ET9dT7o0>3a

TOTL—RhOHET A —=ILRNS, EASCIXFEZECTUEMEOHEZTRILANOSRZHIBRRL £
9,

A7 key/value I[CBI T2 EE

OJICROEBENEENTVEESE

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "MessageAttributes has been removed because of invalid key/value,

numberOfRemovedAttributes=1"
"level"™: "WARN"

iy

"component": "alertmanager"

chid, F—XEAEDELO, XV E—DBHO—HABRENLEZEZERLERT,

ELT9dT7oO3a
XYV E—BHOREICFERALTWSRT7L—ME2EBFMEL. BME SNS XY E—2BHICHR
T3 L2BFELET, Amazon SNS REY JICEETA XY E—ORIEOFEMIC DOV T,
TSNS REY VD#FE, 2L TS EETL,
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AV E—JDOFHRICETIES

OJICRDEENEENTVIES

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Message has been truncated because it exceeds size limit,

originSize=266K, truncatedSize=12K"
"level™: "WARN"

+

"component": "alertmanager"

R, XV E—SIHAXO—BHIREITED L EZERLET,

ETITBTFTIAAY
To5—RLY—N—0OXvE—F 0L —N2HBREL, YA XHRICREDLSICEELET,

VY—=AR—=ADRI =BV EILLDIT—

OJCRDIZ—ABERTVWRES

"workspaceId": "ws-abcdl234-ef56-78ab-cd90-1234abcd0000",

"message": {
"log": "Notify for alerts failed, AMP is not authorized to perform: SNS:Publish

on resource: arn:aws:sns:us-west-2:12345:testSnsReceiver because no resource-based
policy allows the SNS:Publish action"
"level": "ERROR"

+

"component": "alertmanager"

i, BEESNESNS NEYVIZTS—RNZEEFETR OO T U AFFA A Amazon Managed
Service for Prometheus ICZ W &2 EHKRLE T,

LT9TdTFoO3a

REY ZIZSNS XY =T &EETDHFITAN. AmazonSNS REY VDT VAR —I(C
& 2 T Amazon Managed Service for Prometheus ICEZ 5 TWVWB e 2HBFELET, T—ER
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aps.amazonaws.com (Amazon Managed Service for Prometheus) {Z Amazon SNS REY JAD T
DtEAZFHT TS Amazon SNS PO AR —ZERLET. SNSTUOEARD S —OFMIZD
WTIE. TAmazon Simple Notification Service ZXOY/N—HA KR, O "POEARI—FFED
FH1 B8R TAmazon SNS 7OV A "NO—II 0Ol 28R L T EEW, Amazon SNS

KMS ZHO'HTHERAIHEEA

OJ1CXD AWSKMS TS —HAEENhTVWBIES

{
"workspaceId": "ws-abcdl1234-ef56-78ab-cd90-1234abcd0000",
"message": {
"log": "Notify for alerts failed, AMP is not authorized to call KMS",
"level": "ERROR"
3,
"component": "alertmanager"
}
ERITIBTOIIY
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« Terraform-Z2OY ) 1—2320VYV—ADERZBELT B EHICERAENET, AWSTH
7> N Amazon Managed Service for Prometheus, Amazon Managed Grafana, 1AM Z4ER
BRVEBETHLOOTIVEAEZFEF D IAMO—-)LZFEALTAWS 7ONA X —EBRET D&

ENHYET, Terraform ® AWS Z7ONA X —%RET D HEDFHMIC ODOWTIE, Terraform R
FI1XYNAWS®D T providers 2B L TS &Y,
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AT ZANZOFFEZRIIOG U TILOER

AWS Observability Accelerator IZI&, & ® Terraform T2 1 —J)L& AL T Amazon EKS 75 A
B—QATH—NEUT 1LY NTYTBRERETRIH O TILT T L—MFAEEATVE

T, cOfllk, AWS Observability Accelerator ZFERALTA V7 ZARNZIOFYOEZRI T %
BRETIHEZERLTVET, COTV7TL—PMOFERETNICEEFNIEMMBEDFEMICOVT

. "1 OAWS "ATH-—NEVTFATIEIL—B—OR—REAVTFARTIVFYTOEZR
DOIR=—DEECBREOIVZAZ—, 2B L T EE V) GitHub,

AVTSARNTZOF¥YEZRI IO Terraform B2 21— )L &2 FERAT3 I

1. 7OV E2HEIZ7FNE—H5, ROOAIXV REFEALTVRZ N ZI7O0-2 L&
ER

git clone https://github.com/aws-observability/terraform-aws-observability-
accelerator.git

2. ROOX> REEITL T Terraform ZFHALL £,

cd examples/existing-cluster-with-base-and-infra

terraform init

3. #LW terraform.tfvars 77 /I Z4ERL. LT OHIEERL £, Amazon EKS V5 A
A—OAWS V=23 EDTAZ—ID 2FERALET,

# (mandatory) AWS Region where your resources will be located
aws_region = "eu-west-1"

# (mandatory) EKS Cluster name
eks_cluster_id = "my-eks-cluster"

4. fEMT % Amazon Managed Grafana 7 — 29 AR—AN B VBEREERLET. HILLDT—T R
R—AZERTBDFEICDOWVWTE., TAmazon Managed Grafana User Guides ® "Create your
first workspaces ZZBL TS EE V),

5. IRV RZAVTHROIOANY REERITL T, Terraform T Grafana 7—J AR—AZFEHA TS 1=
HICHER 2 DO EER L ET., % Grafana 7— AR—Agrafana-workspace-id®
DICBEMIZUENHET,

export TF_VAR_managed_grafana_workspace_id=grafana-workspace-id
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export TF_VAR_grafana_api_key="aws grafana create-workspace-api-key --key-name
"observability-accelerator-$(date +%s)" --key-role ADMIN --seconds-to-live 1200 --
workspace-id $TF_VAR_managed_grafana_workspace_id --query key --output text’

6. (F7> 3] BEE®D Amazon Managed Service for Prometheus 7 —J AR—AZFEH TS IC
&, XOBDOESIZID % terraform.tfvars 77 A JLICIEIIL. % Prometheus 7—%2 &
R—AID ICBZE#Z prometheus-workspace-idE 9, BEENDD—V AR—AZEEL &EV
BEE. #FL LV Prometheus D — 9 AR—ANFBEBWICERENET,

# (optional) Leave it empty for a new workspace to be created
managed_prometheus_workspace_id = "prometheus-workspace-id"

7. ROONVRZEALTYV1I—232%F70/4LFT,

terraform apply -var-file=terraform.tfvars

chickY), UTZECVY—ANAWS THO Y MZERENE T,

« # L L) Amazon Managed Service for Prometheus 7 — O AR—RA (BRFEO T —J AR—AZFERT
BBEERL),

« Prometheus 7—J AR—AADT Z—KMNIFX—TIF¥—OFKRE. 77—k, L=,

« Amazon Managed Grafana OBREDT— I AR—AADHFLVWF—FY —REHA YT 1R—R,
F—RY —Alk aws-observability-accelerator EVWSBHICHEYET, v 1R—RIE
[Observability Accelerator Y 2 17 R—R] D TFIC—EBEXRTENET,

- RHE Nz Amazon EKS U5 A& —IZ AWS Distro for OpenTelemetryBEF A Y N7 v 7'&
f1. Amazon Managed Service for Prometheus 77— AR—AICX NV O AZIEELE T,

FLWAYS 1R—REXRRTSIZIE. Amazon Managed Grafana 7—J AR—ATENRA Y > 1
R—RzZME ET., Amazon Managed Grafana OFEAFEDFMIC DLW T, FAmazon Managed
Grafana User Guides @ "Working in your Grafana workspaces ZZ8B L TS E& L\,

Controllers for Kubernetes ¢ Amazon Managed Service for AWS
Prometheus Z &2 9 %

Amazon Managed Service for Prometheus &, AWS Controllers for Kubernetes (ACK) & &
N, AmazonEKS NI —UVAR—A, P5—KIZ—D+v—, I—F—DVY—AOEBZHR—bH
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https://aws.amazon.com/otel/
https://docs.aws.amazon.com/grafana/latest/userguide/AMG-working-with-Grafana-workspace.html
https://aws-controllers-k8s.github.io/community/docs/community/overview/
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LE¥., AWS Controllers for Kubernetes I AR L)Y —AEZE (CRDs& XA T 1 7 Kubernetes 7
T2 ORNEFERATERT, VFAZ—OABICHBD VY —ARERTIHERFHEE A,

COtU>3a>TEk., BEFEDO Amazon EKS 5 A X —T AWS Controllers for Kubernetes &
Amazon Managed Service for Prometheus Z5XE T2 HFEICODWVWTHBALET,

AWS Controllers for Kubernetes & Amazon Managed Service for Prometheus ® ACK 1> hO—
TN IR 7/ATREEHRLENTEEXT,

Bl RR SR A

AWS Controllers for Kubernetes & Amazon Managed Service for Prometheus Z Amazon EKS 75
AZ—ERETRHIC, ROBRFGNFVETT,

+ Amazon Managed Service for Prometheus AWS 7 AU kN X IAM O—=)LZ 7' 07 5 LA TH
RIDICE, BED BRE TIOELAHFANBETT,

+ OpenlID Connect (OIDC) ZBMIC L BE7F D Amazon EKS V ZAX—HNRHETT,

OIDC A"EMTHEWES., XROOAIX REZFALTEMCTRHENTEE
T YOUR_CLUSTER_NAME & AWS_REGION &, ZAHDO > MU EHBEYBEICEERITLSE
=L,

eksctl utils associate-iam-oidc-provider \
--cluster ${YOUR_CLUSTER_NAME} --region ${AWS_REGION} \
--approve

Amazon EKS T OIDC 2R T2 FEDOFHMIC OV TIE., "TAmazon EKS 1—H'—FHA4 R, D
"OpenID Connect PA F>TATATAONAE DS IVFAEZ—QA—H—%FF T2, & 7
ZAZ—F®OIAMOIDC 7’O/NA Z—D/ERK 1 BSRBLTLIEEV,
« Amazon EKS 75 A& —IC Amazon EBS CSI RTA/N—NDN A2 AR—=ILENhTVBIHLENf HVY E
9,

* AWSCLIAMZAR=ILENTVRHENF HWEXT, AWSCLI k., IR RZA2H 5 AWS H#
RREZNUEHITLEHICEATIAET,

« Kubernetes D/\N\Y 5 —IXZ—2 v —THD Hem DN A2 AR —=ILENTVWBDLENFHVET,

« Amazon EKS 75 AZ—T. Prometheus DA RO—=IL7L— ARV IOAN Y NTYTEN
TVWBUENFHYET,
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
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https://docs.aws.amazon.com/eks/latest/userguide/helm.html
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c FILLWD—DOAR—AN S DT T — M DIEFE % &% Amazon Simple Notification Service
(Amazon SNS) REY VN BEBETT, REYIICXYE—DJREETDEHOT I AFAN
Amazon Managed Service for Prometheus ICF5Eh TV\D & ZHBREBL T EE L,

Amazon EKS V5 AZ—NELLKEBEE NS, kubectl get --raw /metrics ZHUHL
T. Prometheus AIC7 #—X Y RENIEX NV IO AZBETEET, <N T, AWS Controllers for
Kubernetes Y —E A NO—F—Z A4 2 AM—JLL. ThZFEHL T Amazon Managed Service
for Prometheus U Y —RZ 7704 T2 ERIBVEL I,

AWS Controllers for Kubernetes Z2 AL D —O AR—AOF 704

# L LY Amazon Managed Service for Prometheus 7—9 AR—AZF7O4 332k, AWS
Controllers for Kubernetes A hA—Z5—%& A4 2 ARM—)LL., ThZFEALTIT—TAR—AZER
LET,

AWS Controllers for Kubernetes Z £ H L TH L L\ Amazon Managed Service for Prometheus 7 — %
AR—RAZET7O14T 31

1. BTN REZEITL, Helm ZH L T Amazon Managed Service for Prometheus —E' X
A hA—Z5—ZA A= LET, FHICDOVTIE. O Controllers for Kubernetes R 1
X @ AWS TACK Controller 24 > AR—I)LF%, 228U T<E&E W GitHub, region
ICIE, us-east-1%B&E, RAFTAICELEY—2a2 ZFERALTLSEEY,

export SERVICE=prometheusservice

export RELEASE_VERSION='curl -sL https://api.github.com/repos/aws-controllers-k8s/
$SERVICE-controller/releases/latest | grep '"tag_name":' | cut -d'"' -f4°

export ACK_SYSTEM_NAMESPACE=ack-system

export AWS_REGION=region

aws ecr-public get-login-password --region us-east-1 | helm registry login --

username AWS --password-stdin public.ecr.aws

helm install --create-namespace -n $ACK_SYSTEM_NAMESPACE ack-$SERVICE-controller \
oci://public.ecr.aws/aws-controllers-k8s/$SERVICE-chart --version=

$RELEASE_VERSION --set=aws.region=$AWS_REGION

LES<TRE, BUZERTRDESIBL AR AN RTENET,

You are now able to create Amazon Managed Service for Prometheus (AMP) resources!
The controller is running in "cluster" mode.
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The controller is configured to manage AWS resources in region: "us-east-1"

F7°23a>T, ROON > RZEEML T AWS Controllers for Kubernetes 1> NO—Z—AIEE
ICAVAR=ILENLELERRTEET,

helm list --namespace $ACK_SYSTEM_NAMESPACE -o yaml

chiZ&kV), O MA—F— ack-prometheusservice-controller (CEIT 215
(status: deployed & &) NMIRENET,

2. workspace.yaml EVSHEFDO T 7 AN ZEHRKL. ROTFARNERRLET. <hild. X
TRIV—DAR—ADFREELTHEAENET,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: Workspace
metadata:

name: my-amp-workspace
spec:

alias: my-amp-workspace

tags:

ClusterName: EKS-demo

3. ROOANVRZRITLTIV—VAR—AZERLET (COONY RTR, ATYT 1 THREL
Y AT AEBAERENET),

kubectl apply -f workspace.yaml -n $ACK_SYSTEM_NAMESPACE

LIEs<TdE, 7HTY MZ my-amp-workspace EWSHLWI—IAR—AHN RREh
9,

ROIAXY RERFTLT, T—IAR—AIDBEDT—IAR—ADFHME AT —Z AEHER
LE9, £hE. Amazon Managed Service for Prometheus 12V —)LTHL VWD —0 AR —
AZBRITDEETERT,

kubectl describe workspace my-amp-workspace -n $ACK_SYSTEM_NAMESPACE
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https://console.aws.amazon.com/prometheus
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® Note

HLWI—OAR—AZERTEIRDYIC, BFEOT— I AR—AZHEATEIEET
EFXT,

4. Rulegroups MFREELT220FH L Wyaml 77 1)L EERKL ., ROBREZMEAL TXRIC
AlertManager fEE L £ 9,

IXRDEFRXE%Z rulegroup.yaml & UL THRFELET, WORKSPACE-ID &, BIDATY 7 THEZRL
EO—OAR—AIDICBE®RZIET,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: RuleGroupsNamespace
metadata:
name: default-rule
spec:
workspaceID: WORKSPACE-ID
name: default-rule
configuration: |
groups:
- name: example
rules:
- alert: HostHighCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) > 60
for: 5m
labels:
severity: warning
event_type: scale_up
annotations:
summary: Host high CPU load (instance {{ $labels.instance }})
description: "CPU load is > 60%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"
- alert: HostLowCpulLoad
expr: 100 - (avg(rate(node_cpu_seconds_total{mode="idle"}[2m])) * 100) < 30
for: 5m
labels:
severity: warning
event_type: scale_down
annotations:
summary: Host low CPU load (instance {{ $labels.instance }})
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description: "CPU load is < 30%\n VALUE = {{ $value }}\n LABELS =
{{ $labels }}"

IXDFREZ alertmanager.yaml & U THRFL E T, WORKSPACE-ID l&, BIDATY 7T
BRLED—VAR—AIDICBEMRAET, TOPIC-ARN ZBH%#E TS Amazon SNS ~

EY 20 ARN [, REGION ZfERAF D IZEEH|A AWS U—2 32 £9, Amazon Managed
Service for Prometheus |[Z, Amazon SNS REY VAN T VL AFANVETHD 2N
WTLIEEL,

apiVersion: prometheusservice.services.k8s.aws/vlalphal
kind: AlertManagerDefinition
metadata:
name: alert-manager
spec:
workspacelID: WORKSPACE-ID
configuration: |
alertmanager_config: |
route:
receiver: default_receiver
receivers:
- name: default_receiver
sns_configs:
- topic_arn: TOPIC-ARN
sigv4:
region: REGION
message: |
alert_type: {{ .CommonLabels.alertname }}
event_type: {{ .CommonLabels.event_type }}

(@ Note

CNSDRET7AIOFEROFMIZ DOWTIE, RuleGroupsNamespaceData "y & &
O T, 28R L TL & WAlertManagerDefinitionData,

5. KONV REEFTLT, L=IWITIN—TET5—MIZ—2v—DOREEZERLET (Z
7/ RTE, ATYT 1 TRELESATLAEENEAENET),

kubectl apply -f rulegroup.yaml -n $ACK_SYSTEM_NAMESPACE
kubectl apply -f alertmanager.yaml -n $ACK_SYSTEM_NAMESPACE
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https://docs.aws.amazon.com/prometheus/latest/APIReference/yaml-RuleGroupsNamespaceData.html
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LESKTRELEENBMCEYNET,

® Note

)Y —AZERTEOTREBESEFHITAEEE. yaml 77 AL ZE#H L. kubectl
apply ON > RZBERITIDEFTTY,

)Y —AZHIBRTBICIE, ROIN REEFTLETD,

%. . Workspace, AlertManagerDefinition& Xk ZHIBRT DV Y —ADXRA
7’ResourceTypel_ BE# X £ FRuleGroupNamespace, ZHIBRTD VY —ANDE
HIResourceNamelCBE#RAE T,

kubectl delete ResourceType ResourceName -n $ACK_SYSTEM_NAMESPACE

AT, HLWI—JAR—ADTFTOMRETTT. AOEI>3I>TR, COT—TAR—-AIL
AXRNVIRAZIEFEIBELSICIVTAZ— BRI D HEEZHALET,

Amazon Managed Service for Prometheus 7— I AR—AICEZEIAL-®
M Amazon EKS U5 A X — DK

COto>3a>Tlk, Helm Z#EAL T, Amazon EKS 75 AX—TRER{TE TS Prometheus %
BRL., I0EY> 3> THERL = Amazon Managed Service for Prometheus 7 — %2 AR—ZAAD
XRNVOAD)E—RTEEIAAKZITSHEICOVTRHALET,

CHOFIETIE, XRVODAOBYIAKICEATRHEHICERLEZ IAMO—)ILOBBHNFIVETT,
FEERLTVWEVEEEE., "TAmazon EKS VS AZ—HDS ANV O AZEY) A T-HOH—E
AO—I)OFEE, 22RB LT, FHEFIEEZERBLTIKEEV, ChSOFIEICHS &, amp-
iamproxy-ingest-role £W5 IAM O—)ILFERENET,

Amazon EKS 95 AR —%& 1) E—RNEZIAKAICERTSICIE

1. ROOAX REFAL T, 7—UAR—AD prometheusEndpoint ZEEBL &
¥ WORKSPACE-ID &, BIDEIS I THRIELED—VAR—AIDICEEBRAET,

aws amp describe-workspace --workspace-id WORKSPACE-ID

BE N 2&ERICIE prometheusEndpoint A"&FE N, AOKSBERICEYET,
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https://aps-workspaces.us-west-2.amazonaws.com/workspaces/ws-alb2c3d4-al23-b456-
c789-ac1234567890/

BOATYTTHERAIZLEDHIC, COURLZREFLTHEET,

2. ROTHEFANTHLWVW I 7AIZEHKL . prometheus-config.yaml & WS FHjZ
\TE T, account BBDDTHI>KNIDIC, workspaceURL/ &5 F EMFRL 7= URL
IZ, region B ATADBYEAWS V=232 ICBEBRIET,

serviceAccounts:
server:
name: "amp-iamproxy-ingest-service-account"
annotations:

eks.amazonaws.com/role-arn: "arn:aws:iam::account:role/amp-
iamproxy-ingest-role"

server:
remoteWrite:
- url: workspaceURL/api/vl/remote_write
sigv4:

region: region
queue_config:

max_samples_per_send: 1000

max_shards: 200

capacity: 2500

3. XM Helm Y>> RZHEAHL T, Prometheus DF¥—KrE., BRIZEBOZE. F¥yr—rDO/N—
TavEERELED,

helm 1ls --all-namespaces

CCETOFIEICEI<K &, Prometheus FY¥— RN EBFIZBICIEE S S5 E prometheus &L
SERMAFVTVT, Fy—hON—232F15.2.0 D&LSICKYET,

4. BIDATY 7 TPrometheusChartVersiontsaL &=
PrometheusChartName, PrometheusNamespace, 8LV ZFEAL T, KON RZEE
TLET,

helm upgrade PrometheusChartName prometheus-community/prometheus -
n PrometheusNamespace -f prometheus-config.yaml --version PrometheusChartVersion
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BRI, TYTIL—RIBRBMLUECEERTIXYE—INRRENET,

5. #EIZHU T, awscurl &M L T Amazon Managed Service for Prometheus T R7RA >
NZOTVZEREFTLT, XRUVIANERBIZEFBENTVR EZHBFELE T, Region AWS
)—23> #ERAP O IZ, workspaceURLZATY 71 TROFLURLICEZEBRAET,

awscurl --service="aps" --region="Region workspaceURL/api/vl/query?

query=node_cpu_seconds_total"

T, YAML 774 )LZREE L THEAL T, Amazon Managed Service for Prometheus 7 — %
AR—ABERL, TOT—DVAR—AIZ Amazon EKS VS AR —HD SEHTDENTEEL
oo ChSDT77AINREHAZRAL)Y—AEZ (CRD) EFEEFN, Amazon EKS V5 AZ—NICEE
ENhFET, AWS Controllers for Kubernetes 1> NO—Z—%Z A L T, Amazon Managed Service
for Prometheus DI XTD VY —REZIVFAR—HSEEEETEET,

CloudWatch X k1) 2 A & Amazon Managed Service for
Prometheus D#fEE

chlE, IXNTOXRNVIRAZ 1 AFICEET D DICERILBEE T, Amazon Managed Service for
Prometheus (& Amazon CloudWatch X N O Az BEBIIZEV AL EE A, 7272 L. Amazon Data
Firehose & Z £/ L T AWS Lambda Amazon Managed Service for Prometheus (= CloudWatch X
NUORZTYS21TEERT,

cOto< 3Tk, Amazon CloudWatch X KU ZAA KN —L%ZFHAIL. Amazon Data Firehose
& AWS Lambda % L T Amazon Managed Service for Prometheus i X M) 2 A ZHV) AL T
ECODWTHBALET,

AWS Cloud Development Kit (CDK) ZFA L TAZY %ty K7 Y7L, Firehose BIfEA N —
I, Lambda, Amazon S3 /N7 Y hZERL T, 2B TV FERLET,

AVTSANSOF ¥

£T. COLZEDAVTZARNTOF vy NTYTITRRENHYET,

CloudWatch X KU AA RN —=ALTIEE, ANU=ZI2IXRNIIOAF—R2Z HTTP I RARA4 >~
FE Amazon S3 /NI Y N IZERIETEE T,

AT ZARNTIOFYOEYRNT YT, XKD4DOATY T THERENET,

Firehose %Z £ L %= Amazon CloudWatch X K1) 2 X 150


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Metric-Streams.html
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
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- IRZGZEBHTS

« Amazon Managed Service for Prometheus 7 —2 AXR—AZEK T B

- IkEBERESAAN=ILTD

c ARV ORTFTO/4TS

Bl R SR

AWS CLI FIREICA VAR =& h, BEENET,
AWS CDK TypeScript A"IREBEICA A M=)l hTWD,
Node.js & Go A IRIBIZA VAN —/ILEThTWVWD,

AWS #7H#—=/N\EUT 4 CloudWatch X kU2 AT 9 AKR—2%— github URZ K1
(CWMetricsStreamExporter) AAO—ALXZVICVO—2Eh&EL I,

Amazon Managed Service for Prometheus 7 — 20 AR—AZER TS IZ(F

1. OLZEOFET VI — 3>k, Amazon Managed Service for Prometheus £ TE{T&
hET, XROIN RZFEAL T, Amazon Managed Service for Prometheus Workspace 7 —
7ZN_ZE«EEELJ$H-O

aws amp create-workspace --alias prometheus-demo-recipe

2. XROOXRVRZFEALT, D—DAR—ANERE Iz L ZH#FE LTI,

aws amp list-workspaces

Amazon Managed Service for Prometheus O FF#IC DW Tk, "Amazon Managed Service for
Prometheus 1—H—H4 R, ZZRL T EE L,

KEBEREAAN—ILTBICE
1. ERBROAAR—I

aws-olly-recipes URZ KNUDII—KAS, ROOAX RZEFALTFALIKNUZ
CWMetricStreamExporter ICEEL XTI,

cd sandbox/CWMetricStreamExporter
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BETE, COFALIRNIVZVRZNUDIL—NERBLET,
RODIX RZERITLT, TFALIRNIZE /cdk CEEL X T,
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I XNV AANY—LOERK] ZBRLET,
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® Note
HOHELAN [EZRUVT]RTCRRENDELSICBBIETIC, BAT5DEENNS
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T, XKUDAA Amazon A5 Amazon Managed Service for Prometheus CloudWatch (Z A
)—2X2T0&Eh& T,

oY= YT

COPITEALEVY—ADTI—2T Y THRBEIIBRZBENBYUET, UTOFIETRK., TOH
EEHALET, chllkY), ERUIEXNUIAARNI—LAEBELET,

Y =R 0 )—=2"T V73310
1. F9. XOOT> RAEMEAL T CloudFormation A& Y 7 #HIKRL £ T,

cd cdk
cdk destroy

2. Amazon Managed Service for Prometheus 7 —2 AXR—RA & HIBRL £,

aws amp delete-workspace --workspace-id \
“aws amp list-workspaces --alias prometheus-sample-app --query
'workspaces[0@] .workspaceld' --output text®

3. ®m#&IZ. Amazon CloudWatch 1Y —)L Z{E AL T Amazon CloudWatch X K1) 2 A A~
) —L%ZHIBRLET,
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AWS OH—E R, ZZRL T EZL,
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I—H—ICFEEhET, &, ROBETT—RXZREIADELEEHEHOLET:

s BT HONTHEERFI (MFA) Z2FEALE T,

« SSLITLS ZFAL T LBETHAWS VY —ADEAREZRBESENTEERT, 1TLS2 A
MBET, 1.3TLS ZHEOLXT,
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BEZRDEX—I)ITRLABEDBUELFIBBERE., 27, FLEBW 71 —I/LREEDAH
AEROTEFANT7 A —ILRICBELAVCEZE<EHOLET., < hld. Amazon Managed

TR RE 156


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/

Amazon Managed Service for Prometheus J1—%—AH4R

Service for Prometheus £z lF T DD Z2FEATHEEERAKTT. AWSOH—EX IV —
JL. API, AWS CLI, £7l& AWS SDKs, BRIICEATZEHIEROTFART A =L RPRJIC
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(® Note

Amazon Managed Service for Prometheus (&, ZFEAL TREROBS{LZEBNICEMIC
LET. AWST—RZEBTREITDLOHO FIEF—,

EEL. AWSKMS HRARY—TX— K¥—OEACE BerBEAEhET, BE O
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(® Note
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Amazon Managed Service for Prometheus A" TEFR Z £ H 9 % 5 7& AWS KMS

Amazon Managed Service for Prometheus IZl&, DAZN—XR—J RF¥F—ZHATH-HDFT
AN 3 O2HBETT,
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) —%ZETHH, F—Z8WNZTDH., FLEFTZRYEIET, F—ANOT IV EAZHIR
TEET, ChSOTUIaAVERTIDHEIC, TOHERZERBLU THKBENHYET, chilk
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ERLSBEY), KAILKDNDAREEN B ET,
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H—CEFTOEALTLEZERETDIAT I RNFEBERATVET, DAZRY—NZR—I RF¥F—ZEK
TRIRIC, F—RV—ZIEEITDENTEET, FHICODVTR, T, 0 THAEN—NFR—2
REF—ADTIVLADERE, Z5RBL TEEL, AWS Key Management Service RO Y /N\—7
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- GenerateDatakey ZHU'HL T, BE{teniTF—XF—Z4EH L TREFLET, T—2Z
F-RESHIIISICEREAETEABZEVWSASTT,

« Decrypt ZHUOHL T, RETHEBSLT—2F—2FALTHESLT—RICTIOEALE
C

« kms:DescribeKey — HAZN—NX—2 RF—NFMZIEEL . Amazon Managed Service for
Prometheus "+ —ZRIAITEBDLSICLET,

Amazon Managed Service for Prometheus ICIEEINTE DRV —AT— M XV MNOBIZUATICRL
£9,

"Statement" : [

{
"Sid" : "Allow access to Amazon Managed Service for Prometheus principal within
your account",
"Effect" : "Allow",

"Principal" : {
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"AWS™ o "EM
I
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "aps.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

}I
{

"Sid": "Allow access for key administrators - not required for Amazon Managed
Service for Prometheus",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:roo0t"
},

"Action" : [
"kms:*"

1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

}I

<other statements needed for other non-Amazon Managed Service for Prometheus

scenarios>

]
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THLEHIC, BRI TRETDEETEET,

6. EMZBRLT, F—I1—HY—0UAKMIIAMO—)LZEMLET,

Amazon Managed Grafana 77— AXR—A A5 Amazon Managed Service for Prometheus 7—7 A
R=ADTF—BIZTIEATERRSICBYELE, HO1I—H—FEO-ILZzF—1—H—ICE
mLT, o OH—EAN D=V AR—AILTIVEATESRELSICLET,
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Amazon Managed Service for Prometheus BES{t 1> T7F A

%%m: TEFANE, F—RICEITHIEMOITHFANBEBNF SFEhEF—NVI—RTOFT
a0ty NTY,

AWS KMS (&, BMOFEETF—2 & LTSV TFANEFEAL T, FEAEThEESL Y
R—KLET, F—2OBES{LVIIANIES/HIY _=\=7\I\7é’§“&56t AWS KMS &, BB5
LA THFARNEZESILENET—RINAVRLET, F—2Z2ESLIBICE. TOUIIAN
IC (BSKE) ABUBSHIYTFARNZZOERT,

Amazon Managed Service for Prometheus BE&5{t 1> TF A b

Amazon Managed Service for Prometheus [&. 3XTO TRIUVES{LITF AN EFERALET,
AWS KMS BES{tARL —2 3>, ¥—IF aws:amp:arnT, BT —9 AXR—A®M Amazon ')
VJ—AF—/A (ARN) TT,

Example

"encryptionContext": {
"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333:workspace/ws-sample-1234-
abcd-56ef-7890abcdl2ef"

}

EZRVJICBESMIAVTHFANZERATS

WD ARN—ANF—I RF—ZFEAL TV AR—ATF—R2Z2BESLTDEEE. BEELI—R
EOJTHRSHIATEFARNZFEAL T, DAZN—XZ—IRF—HFEDRSICERAEThTVWSD D
ERETDEETEET, BV TFANE, CX2TERENEOTICERTENET,
AWS CloudTrail & /= l& Amazon CloudWatch Logs o

B TFARNZEALTHAZIN—XZX—IJ RF—ADTIEAZHIHTS

EEL I TFARNEF—FRID—E IAMIR) 2 —TfEMconditionsL T, MHEHAZIY—X
Z—V RF—ADTIVELAZHBPTEET, T5THEIC. BB THFANOEWNEFERATEC
EETEET,

Amazon Managed Service for Prometheus &, FFAI TSI TFANFK™ZEAL T, 7AHD

JREERV—2a HONARN—ANZ—IRF—AOTIAZHBLUET, EROFNTE.
ERICK > THFAENBDARL -2 IV THRESNEESILICTEFANZFERATZIHEN B E

ER
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Example

RIZ, BEOBESHKIAVTFARDAAEIN—~NR—I RF—ADT I EAEZNETHIF—RI>—
AT—RMXVROPZRLET. CORVZ—AT—M XD NOZHTRE, ERICESHKITFA
NEEETDES(LITFANINALBETT,

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
1,
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:aps:arn": "arn:aws:aps:us-
west-2:111122223333 :workspace/ws-sample-1234-abcd-56ef-7890abcdl2ef"
}
}

Amazon Managed Service for Prometheus D ES L+ —%& ER

% EH 9 %154 AWS KMS Amazon Managed Service for Prometheus 7—9 AR—AT HAZN—
NEx— RF¥—%FEHTSDE, AWS CloudTrail Amazon Managed Service for Prometheus A" IZ3%
BITBVIIANZENHT B HD £k Amazon CloudWatch Logs AWS KMS.

UT0OHIZRLET, AWS CloudTrail Amazon Managed Service for Prometheus (2 & 2 THUO H &
NEKMSHARL —> 3> &#FZR' > IDescribeKeyl TCreateGrant, AAXN—YZX—I R

FoLR 2> THEBMHMENLET—RITIEATHI-HD, GenerateDataKey, Decrypt, . #&

DAY N,
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CreateGrant

ZHEATHHEE AWSKMS T—IAR—AZBESTRDLHD HAZI—YZR—T R

F—, Amazon Managed Service for Prometheus &, 1—%—ICfAH > T, EEL EKMSF—IC
TOERATHREHD 3 DNOCreateGrant )V TANZZEFEL £9, Amazon Managed Service
for Prometheus NMER T2 A k. ([CEENFTFShEVUY—RICEETT, AWS KMS HAZ
N—NZ—Y R*¥—,

LTOAXRY MITlE CreateGrant ARL —23a &L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

.

"invokedBy": "aps.amazonaws.com"
.
"eventTime": "2021-04-22T17:07:02Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"retiringPrincipal": "aps.region.amazonaws.com",
"operations": [
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"GenerateDataKey",

"Decrypt",
"DescribeKey"
1,

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "aps.region.amazonaws.com"

1,
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddccaleddfcOObce@0dcO00f0000000cObcPa®000aaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

GenerateDataKey

EEMICTRHEE AWSKMS J—J AR—AND HAZY—XFZ— RF¥—, Amazon Managed
Service for Prometheus l&—E N F —Z KL £, GenerateDataKey VI T AKZ I[CEFL
F£9, AWSKMS ZiE8ETS AWSKMSUY =AM HAZIY—XZ—T RF—,

LTOA R MNITIE GenerateDatakKey ARL —2 3 &L TVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"

}I
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"eventTime": "2021-04-22T17:07:02Z2",

"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn': "arn:aws:aps:us-west-2:111122223333:workspace/ws-
sample-1234-abcd-56ef-7890abcdl2ef"
},
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

BEEILENED—DAR—ATIV TN ERE NS &, Amazon Managed Service for
Prometheus |& Decrypt ARL —> 3 ZHUOHL, REThTVEIBES{tEhEZF—2F—%
FRALTESteNET—RICTIOEALET,

UTOARY MITEE Decrypt ARL—2 30 ZEELTVET,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:10:51z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:aps:arn": "arn:aws:aps:us-west-2:111122223333
sample-1234-abcd-56ef-7890abcdl2ef"
I
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

:workspace/ws-
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DescribeKey

Amazon Managed Service for Prometheus l& DescribeKeyZARL—> 3> ZFEAL T, AWS
KMS D—JAR—AILBHEM TSN HDARIY—XRX—JRF—R, THOhED=232
ICFELERT,

LTROARY MNITIE, DescribeKey ARL—2 3> &R L TVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-KEY-ID1",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "TESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "aps.amazonaws.com"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "00ddodb0-0000-0000-ac@0-bOcOOOSAMPLE"
b
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

2
ROUY -, REBOF—ZBESHICOVTOFMERAL TVET.

« DFMAWS Key Management Service DEAREZ ICO2WTE, T, ZRBLTLSEE LV, AWS
Key Management Service RO Y /N—H A R

c DEFIVFTAORARTZIVTAAOFHEMIIOVTIF, T ZBBLTLKEETV., AWS Key
Management Service, "1 ZZBL T<E&E L\, AWS Key Management Service RO Y /N\—7]
1R

Amazon Managed Service for Prometheus @ Identity and Access
Management

AWS Identity and Access Management ( IAM) (&, BEEEN AWS VY —AANDT I EAEZR
2(CHIH AWS O —ER THDICKIULD TT, IAM EEE(E, Amazon Managed Service for
Prometheus VY —AZFERTDLEHDOREE (T4 2) BRERA (T IV EAFTZED) TED
I—H—%HBLET, IAMF. BMPLBLTAWS OF—ER FATESD TF,

N
- XRE
c PAFUTATABFEAL 1585
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« Amazon Managed Service for Prometheus @ 1t#H & IAM
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+ AWS Amazon Managed Service for Prometheus ® Y x— RR1 S —

+ Amazon Managed Service for Prometheus D7 A T TATAET I EAICBETD ST
Ya1=T4>27

XN RE

AWS Identity and Access Management ( IAM) O fEA 5%k . Amazon Managed Service for
Prometheus TITSEEIZK>TERYET,

H#—E A1 —#— - Amazon Managed Service for Prometheus H—E A ZFRAL T3 T2 ERTT
2580, YEZRABRET IV LAFTEZ2EBENAELE T, & 5I12%< O Amazon Managed
Service for Prometheus ##t % L/'CﬂE%’E’ﬁ5%ALi EMOT O EAHFANBEICED L
FHVEST, TVELAOEBFEZE2BHBLTHE, BUIBTILAFTZEEEICUIIARNT
55 A TH/’IB5ET, Amazon Managed Service for Prometheus DBEEIC T VLA TE R WEE
l&. TAmazon Managed Service for Prometheus D7 A 7> T AT A ET I LAICETIBDZRNTTIL
21—T420, #BRLTLEEL,

H—EAEEE - %O Amazon Managed Service for Prometheus VY —AZEBHL TV 35S
l&. ®E. Amazon Managed Service for Prometheus NOD 7 )L T7 VAN EEhE T, H—ER
11 —%—2A" Amazon Managed Service for Prometheus ® EDEEER VY —RAICT VAT D HEN
HINZRETDDIE, T—EAEEBEOHLETT, TOE, IAMEEBEICUIVIAMEEELT,
H—ERAD—H—OT7 IV AFTZ2EETIHXENf HYET. COR—DOFEHREHEEL T, 0E
A EBHEL TSEEVIAM, 24 Amazon Managed Service for Prometheus IAMT Z £/ 9
BDHEEOEMIOVTIEE, "1 #2838 L T & WAmazon Managed Service for Prometheus M 1+
#H & 1AM,

IAM EEE - IAMBEEE DFSIE. Amazon Managed Service for Prometheus NOT7 VA ZEET
BRIV —OERFEDOFHMBEAY) ZEVEENHYET, THEHTE S Amazon Managed Service
for Prometheus 74 7T A TAR—ADRI—OHERTITDICEIAM, "1 Z8RBLTLKEE
W Amazon Managed Service for Prometheus D 7 A F2 T4 T A R—ADR') Z— D,
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TFATFTA4T14%FERL -2REE

REEE., PAFT AT A BB HRAWS ZFEALTICHYM 41> FTBH%ETT, &L T, IAMI—
H—ELTAWS 7HOURNDIIN—RI—H—, £ERIAMO—)LZ5|EF 2T, R (ICY
1242 AWS) ENDHBENH VXD,

IDYV—RAZNLTRBENERIEREEALT, 7TIFL—FT1YRIDAWS &ELTICHA A
“/'C“?-Eﬁ'd'o AWS IAM Identity Center ( IAM Identity Center) 1—%'—, @0 > JI YA 7>

#2RE, Google E/zld Facebook MERFIEHKIE. 7IFL—FT1YRIDOHITI, 7IFL—T4Y
RIDELTHA (TR E, BEBERFUFGICIAMO-)ILZEFEALTID 7IFL—>avetwy ~
TY7LTWELE, 7IFL—23 2 AWS Z2FALTICTIORATS &, BEMNICO—/ILZ5
EZTBREICBYET,

dA—%—0RA 72U T, AWS Management Console £k AWS 7O EAR—ZIILICH A A
VTEERT, NOYA AV OFMICOVWTIE AWS, AWSH A2 (> I—H—HA RO " ANDY
AVAVHEEAMNS THI by Z2Z2RLTLKEEV,

AWS 7OYSAT LTI ERATRHBE. BYTRITFHERKFY N (SDK) EIXY RSA (Y
R—7IAA(CL)AWS ##R#L, RIEREFEALTUVIIANBEELLTEELET, AWS
Y- LEERALEVEAR. B TUIIANCBETRLENHYET, #EEDH5EEEAL
TUSIANEESTERTHAEOHBIIOVTH, IAM I—H—HA KD TUITARDESR
AWS API; #8BL T EE ),

FRITHRIAFEE[MHLT, EMtEF1UT15HOEMHED '7I7\ NEhdBEEHYET, Hi
ZE, TR, 7HOb0OEF1VT 12502 EHICZERRRE (MFA) Z2FHT5 AWS &%
BEOLET, FMI-DOVTE. AWS IAM Identity Center T I—H'—HA K, © "ZBEFIOME
Bl BLY T I—H—HA R, © "2BEFAOEA (MFA) AWS) 2SBL TV, 1AM

AWS 7HOU N II—hI1—%—

ZERTBDEERFAWS THIU R, FATDRADIXNTO E&T JY—AAND AWS O —E
AREBTIEAEZEFE D1 2O A4V IDASHOET, COIDEFAWS THIY N I)L—
NI—Y—BEN, THAOMOERICERALEEX—)LTRLAENADT—RTHA (4>
LTT7O7EALET, BENBRAVICE, -1 —-Z2FALBRVCLZBIBHHLE
T I—RI—Y—0FARHREFIREBEL., - R I1——TLHLPRITTEZRVRRAVZERITIS L
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Identity Center T1—H—&JIIL—7%2ERKL LY, BEOIDY—AROI—HF—TIL—T0
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IAM O—=)Lik, BEOTIVELAFATAWS 7HIO N ZHEDODADID TY, 1I—H—EHTVE
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AWS Y Z—D RRUS—BIVFATAICTEYFLET, FMAICOVTE, T 1—%—HA K,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"
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CORDD—=IZR, ATFTOT7 IV EAHFANFreEhTVET,
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllPrometheusActions",

"Effect": "Allow",

"Action": [

"aps:*"

1,

"Resource": "*"
.
{

"Sid": "DescribeCluster",

"Effect": "Allow",

"Action": [
"eks:DescribeCluster",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"aps.amazonaws.com"

]
}
},
"Resource": "*"
},
{
"Sid": "CreateServicelLinkedRole",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps.amazonaws.com/

AWSServiceRoleForAmazonPrometheusScraper*",
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"Condition": {
"StringEquals": {
"iam:AWSServiceName": "scraper.aps.amazonaws.com"

AmazonPrometheusConsoleFullAccess
AmazonPrometheusConsoleFullAccess RUZ—E IAMID 7R Y FTEET,
T Ot AFFA O

CORID—IZE, ATOTIEARFANEERATVET,

« aps — Amazon Managed Service for Prometheus NO 7 )L 7 VA ZFFALET

« tag— 7" > /)NILA" Amazon Managed Service for Prometheus 1>V — LT X J D&% % R

TEBRSICLET,

{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "TagSuggestions",
"Effect": "Allow",
"Action": [
"tag:GetTagValues",
"tag:GetTagKeys"

]I
"Resource": "*"
}I
{
"Sid": "PrometheusConsoleActions",

"Effect": "Allow",

"Action": [
"aps:CreateWorkspace",
"aps:DescribeWorkspace",
"aps:UpdateWorkspaceAlias",
"aps:DeleteWorkspace",

AWS Y Z—T RARUZ —

191



Amazon Managed Service for Prometheus

Q—H—H1 K

aps:
"aps:
"aps
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:
"aps:

"aps:
1,
"Resou
}
]
}

AmazonPrometheusRemoteWriteAccess

M A AmazonPrometheusRemoteWriteAccessld XD EH V) T,

{
"Vers
"Stat
{
}

]

}

AmazonP

M A A AmazonPrometheusQueryAccessld XD EH V) TT,

ListWorkspaces",

DescribeAlertManagerDefinition",
:DescribeRuleGroupsNamespace",

CreateAlertManagerDefinition",
CreateRuleGroupsNamespace",
DeleteAlertManagerDefinition",
DeleteRuleGroupsNamespace",
ListRuleGroupsNamespaces",
PutAlertManagerDefinition",
PutRuleGroupsNamespace",
TagResource",

UntagResource",

:CreatelLoggingConfiguration",
:UpdatelLoggingConfiguration",
:DeleteloggingConfiguration",

DescribeloggingConfiguration"

Icell: nmen

ion": "2012-10-17",
ement": [
"Action": [
"aps:RemoteWrite"
A,
"Effect": "Allow",
"Resource": "*"
rometheusQueryAccess
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{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"aps:GetLabels",
"aps:GetMetricMetadata",
"aps:GetSeries",
"aps:QueryMetrics"

1,

"Effect": "Allow",

"Resource": "*"

AWS Y x—2 KRR > — : AmazonPrometheusScraperServiceRolePolicy

IAM 27 4 7 14 AmazonPrometheusScraperServiceRolePolicy Ic ZF7 XY F3d_E&@FTEXEE
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DNEXRNVORZAOLAETS2EOO0—-ILOFERA) Z25RBL TS EE L,

DR —I&, Amazon EKS VT AR —H 5 D&k ELY) & Amazon Managed Service for
Prometheus 7—J AR—ANDEEZIAK ZFF AT I HERZFREICAELET,

(® Note

COI—YH—HARE, BEIZER>2>TIORIVD—EFEFERTVEL I,
AmazonPrometheusScraperServicelLinkedRolePolicy
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{

"Version": "2012-10-17",

"Statement": [

{
"Sid": "DeleteSLR",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/scraper.aps

AWSServiceRoleForAmazonPrometheusScraper*"
I
{

"Sid": "NetworkDiscovery",

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

.
{

"Sid": "ENIManagement",

"Effect": "Allow",

"Action": "ec2:CreateNetworkInterface",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMPAgentlessScraper"
]

}
3,
{

"Sid": "TagManagement",
"Effect": "Allow",

.amazonaws.com/
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"Action": "ec2:CreateTags",

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
I
"Null": {
"aws:RequestTag/AMPAgentlessScraper": "false"
}
}
},
{

"Sid": "ENIUpdating",

"Effect": "Allow",

"Action": [
"ec2:DeleteNetworkInterface",
"ec2:ModifyNetworkInterfaceAttribute"

1,
"Resource": "*",
"Condition": {
"Null": {
"ec2:ResourceTag/AMPAgentlessScraper": "false"
}
}
},
{

"Sid": "EKSAccess",

"Effect": "Allow",

"Action": "eks:DescribeCluster",
"Resource": "arn:aws:eks:*:*:cluster/*"

}I

"Sid": "DeleteEKSAccessEntry",
"Effect": "Allow",
"Action": "eks:DeleteAccessEntry",
"Resource": "arn:aws:eks:*:*:access-entry/*/role/*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "${aws:ResourceAccount}"
I
"ArnLike": {
"eks:principalArn": "arn:aws:iam::*:role/aws-service-role/
scraper.aps.amazonaws.com/AWSServiceRoleForAmazonPrometheusScraper*"

}
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}
.
{

"Sid": "APSWriting",

"Effect": "Allow",

"Action":

"aps:RemoteWrite"

’

"Resource": "arn:aws:aps:*:*:workspace/*",

"Condition": {
"StringEquals": {

"aws:PrincipalAccount": "${aws:ResourceAccount}"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"aps:*",
"eks:DescribeCluster",
"eks:ListClusters"
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"Resource": "*"
}
]
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
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I
"webIdFederationData": {

1,

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-11-30T23:39:297"

}
}
.
"eventTime": "2020-11-30T23:43:217",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateWorkspace",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "aws-cli/1.11.167 Python/2.7.10 Darwin/16.7.0 botocore/1.7.25",
"requestParameters": {
"alias": "alias-example",
"clientToken": "12345678-1234-abcd-1234-12345abcdl”
.
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"arn": "arn:aws:aps:us-west-2:123456789012:workspace/ws-abcl23456-
abcd-1234-5678-1234567890",
"status": {
"statusCode": "CREATING"
.
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"
.
"requestID": "890b8639-e51f-11e7-b0®38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

$5 : CreateAlertManagerDefinition

IRDFIE. CreateAlertManagerDefinition 7 2232 %R 9 CloudTral O T M) ZRLTWE
CB
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {

.

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-09-23T20:20:14Z2"

}
}
.
"eventTime": "2021-09-23T20:22:437",
"eventSource": "aps.amazonaws.com",
"eventName": "CreateAlertManagerDefinition",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Boto3/1.17.46 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.46",

"requestParameters": {

"data":
"YWx1cnRtYW5hZ2VyX2NvbmZpZzogfAogIGdsb2IhbDoKICAgIHNtdHBfc21hcnRob3N@0iAnbGYjYWxob3N@0jI1Jwog]

"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"status": {

"statusCode": "CREATING"
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}
I
"requestID": "890b8639-e51f-11e7-b0@38-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"

5l . CreateRuleGroupsNamespace

RDOPBIE, CreateRuleGroupsNamespace 77> 32 %R Y CloudTral O I MU ZRLTVE

EE

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE123EXAMPLE123-1234567890616",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/admin",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"
.
"webIdFederationData": {

I,

"attributes": {
"creationDate": "2021-09-23T20:22:197",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2021-09-23T20:25:08Z2",
"eventSource": "aps.amazonaws.com'",
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"eventName": "CreateRuleGroupsNamespace",
"awsRegion": "us-west-2",
"sourceIPAddress": "34.212.33.165",
"userAgent": "Boto3/1.17.63 Python/3.6.14 Linux/4.14.238-182.422.amzn2.x86_64 exec-
env/AWS_ECS_FARGATE Botocore/1.20.63",
"requestParameters": {
"data":
"Z3JvdXBz0gogIC@gbmFtZTogdGVzdFJ1bGVHcm91cHNOYW11c3BhY2UKICAgIHI1bGVz0gogICAgLSBhbGVydDogdGVzc
"clientToken": "12345678-1234-abcd-1234-12345abcdl",
"name": "exampleRuleGroupsNamespace",
"workspaceId": "ws-12345678-1234-abcd-1234-1234567890"

I
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
trace-id, x-amzn-errormessage, x-amz-apigw-id, date",
"name": "exampleRuleGroupsNamespace",
"arn": "arn:aws:aps:us-west-2:492980759322:rulegroupsnamespace/ws-
ae46a85c-1609-4c22-90a3-2148642c3bb6c/exampleRuleGroupsNamespace”,
"status": {
"statusCode": "CREATING"
},
"tags": {}

1,

"requestID": "890b8639-e51f-11e7-b038-EXAMPLE",
"eventID": "874f89fa-70fc-4798-bc@@-EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "123456789012"
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« iam:CreateRole

« iam:CreatePolicy

« iam:GetRole

« iam:AttachRolePolicy

« iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus NOEIAK D oD —EAO—I)ZZET S IC &

1. createIRSA-AMPIngest.sh EWSBE D77 A I ZEKL. KOAR
ZEARLET, <my_amazon_eks_clustername> &V 5 AZX—0DEHEI
[Z. <my_prometheus_namespace> & Prometheus BRIZEICEZEHRA FT T,

#!/bin/bash -e

CLUSTER_NAME=<my_amazon_eks_clustername>

SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)

OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/*https:\/\///")

SERVICE_ACCOUNT_AMP_INGEST_NAME=amp-iamproxy-ingest-service-account

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE=amp-iamproxy-ingest-role

SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY=AMPIngestPolicy
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#
# Set up a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/
${0IDC_PROVIDER}"
I
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:
${SERVICE_ACCOUNT_NAMESPACE}:${SERVICE_ACCOUNT_AMP_INGEST_NAME}"

# Set up the permission policy that grants ingest (remote write) permissions for
all AMP workspaces
#
cat <<EOF > PermissionPolicyIngest.json
{
"Version": "2012-10-17",
"Statement": [
{"Effect": "Allow",
"Action": [
"aps:RemoteWrite",
"aps:GetSeries",
"aps:GetlLabels",
"aps:GetMetricMetadata"
1,

"Resource": "*"
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EOF

..F

#
#
#
S

i
t

e

unction getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception
if [[ $? -eq @ 1]1; then
echo $OUTPUT
elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) ]1; then

echo ""
else
>&2 echo $OUTPUT
return 1
fi
Create the IAM Role for ingest with the above trust policy
ERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE)
f [ "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN" = "" 7];
hen
#
# Create the IAM role for service account
#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \
--assume-role-policy-document file://TrustPolicy.json \

--query "Role.Arn" --output text)

#

# Create an IAM permission policy

#

SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_INGEST_POLICY \

--policy-document file://PermissionPolicyIngest.json \

--query 'Policy.Arn' --output text)

#

# Attach the required IAM policies to the IAM role created above
#

aws iam attach-role-policy \

--role-name $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE \

--policy-arn $SERVICE_ACCOUNT_IAM_AMP_INGEST_ARN
1se
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echo "$SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN IAM role for ingest already

exists"

fi

echo $SERVICE_ACCOUNT_IAM_AMP_INGEST_ROLE_ARN
#

# EKS cluster hosts an 0IDC provider with a public discovery endpoint.

# Associate this IdP with AWS IAM so that the latter can validate and accept the

0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#

eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

KOOIV RZANLT, AVUTNCHBEBEREZENELET,

chmod +x createIRSA-AMPIngest.sh

AVUTREERTLET,

XNVITADIVT) 2RTIBDLOOY—EATHI MO IAMO-IL®

)
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H—EATAHD MO IAMO-—J)L (F—EAXO—JL) Z5%E L T. Amazon Managed Service for
Prometheus D—J AR—ANS XNV IAD VT ZR{TTEDRDICTRICEFE. ROT IR
AZFEODTAHDNIOATAVTRIRBENF HYVET,

iam:CreateRole
iam:CreatePolicy
iam:GetRole
iam:AttachRolePolicy

iam:GetOpenIDConnectProvider

Amazon Managed Service for Prometheus X NU VANV T ZRT IR OO —EAO—)%Z
RETHICE
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#!/bin/bash -e
CLUSTER_NAME=<my_amazon_eks_clustername>
SERVICE_ACCOUNT_NAMESPACE=<my_prometheus_namespace>
AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
OIDC_PROVIDER=$(aws eks describe-cluster --name $CLUSTER_NAME --query
"cluster.identity.oidc.issuer" --output text | sed -e "s/Ahttps:\/\///")
SERVICE_ACCOUNT_AMP_QUERY_NAME=amp-iamproxy-query-service-account
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE=amp-iamproxy-query-role
SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY=AMPQueryPolicy
#
# Setup a trust policy designed for a specific combination of K8s service account
and namespace to sign in from a Kubernetes cluster which hosts the 0IDC Idp.
#
cat <<EOF > TrustPolicy.json
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::${AWS_ACCOUNT_ID}:o0idc-provider/

${0IDC_PROVIDER}"

.

"Action": "sts:AssumeRoleWithWebIdentity",

"Condition": {

"StringEquals": {
"${0IDC_PROVIDER}:sub": "system:serviceaccount:

${SERVICE_ACCOUNT_NAMESPACE} : ${SERVICE_ACCOUNT_AMP_QUERY_NAME}"

# Set up the permission policy that grants query permissions for all AMP workspaces
#
cat <<EOF > PermissionPolicyQuery.json
{

"Version": "2012-10-17",

"Statement": [

{"Effect": "Allow",
"Action": [
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"aps:QueryMetrics",

"aps:GetSeries",

"aps:GetLabels",

"aps:GetMetricMetadata"
1,

"Resource": "*"

3
EOF

function getRoleArn() {
OUTPUT=$(aws iam get-role --role-name $1 --query 'Role.Arn' --output text 2>&1)

# Check for an expected exception

if [[ $? -eq @ 1]; then
echo $0OUTPUT

elif [[ -n $(grep "NoSuchEntity" <<< $OUTPUT) 1]; then
echo ""

else
>&2 echo $OUTPUT
return 1

fi

#
# Create the IAM Role for query with the above trust policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(getRoleArn
$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE)
if [ "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN" = "" 7];
then
#
# Create the IAM role for service account
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN=$(aws iam create-role \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--assume-role-policy-document file://TrustPolicy.json \
--query "Role.Arn" --output text)
#
# Create an IAM permission policy
#
SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN=$(aws iam create-policy --policy-name
$SERVICE_ACCOUNT_IAM_AMP_QUERY_POLICY \
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--policy-document file://PermissionPolicyQuery.json \
--query 'Policy.Arn' --output text)
#
# Attach the required IAM policies to the IAM role create above
#
aws iam attach-role-policy \
--role-name $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE \
--policy-arn $SERVICE_ACCOUNT_IAM_AMP_QUERY_ARN
else
echo "$SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN IAM role for query already
exists"
fi
echo $SERVICE_ACCOUNT_IAM_AMP_QUERY_ROLE_ARN
#
# EKS cluster hosts an 0IDC provider with a public discovery endpoint.
# Associate this IdP with AWS IAM so that the latter can validate and accept the
0IDC tokens issued by Kubernetes to service accounts.
# Doing this with eksctl is the easier and best approach.
#
eksctl utils associate-iam-oidc-provider --cluster $CLUSTER_NAME --approve

2. RAOONVRZAALT, RVUTRNCRHEBIEREZRNELET,

chmod +x createIRSA-AMPQuery.sh
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonManagedPrometheusPermissions",
"Effect": "Allow",
"Action": [

"aps:DescribeWorkspace",
"aps:DescribeRuleGroupsNamespace",
"aps:ListRuleGroupsNamespace",

"aps:ListWorkspaces"
1,
"Resource": "arn:aws:aps:*:*:/workspaces*",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/PromUser"

ROBIE, BELEZVPC ADEELEIP T RLADSHEFBENLEVIIARNOANRITEELES
ICFATITBRV—ERLTVET, O IPT7RLAASOUITANIKRBLET,

{
"Statement": [
{
"Action": "aps:*",
"Effect": "Allow",
"Principal": "*",
"Resource": "*",

"Condition": {
"IpAddress": {
"aws:VpcSourcelIp": "192.0.2.123"
b
"StringEquals": {
"aws:SourceVpc": "vpc-555555555555"
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Amazon Managed Service for Prometheus T2 —0O K57
Woa—57420

Amazon Managed Service for Prometheus [CB8 S 2BBEORNT TN 1—F 10T &TS 2. M
TOEI>IVHRIEERT,

NEY D

« 429 FERHREBIZ—

s YOTIIHNEELTLS

c YOTIWNBALARZRTICHTBRIS—NHNERREND

c FIRICEBT DI — XV tE—IHNFRREND

« O—AJL Prometheus H—/N\—OH AN HRZBXZTVS

« TR —WARTEhEL

429 ¥z HIREBIT S —

ROBIDOERSH 429 T —HNRREnBDFEE. VT I ABMSD Amazon Managed Service for
Prometheus DBV IAK DI A —RZBATVWET,

ts=2020-10-29T15:34:41.845Z caller=dedupe.go:112 component=remote level=error
remote_name=el3b0c
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429

Too Many Requests: ingestion rate limit (6666.666666666667) exceeded while adding 499
samples and @ metadata

ROBIDEKS75 429 TS —HRRENBDHEEE., U U ILAMAD Amazon Managed Service for
Prometheus DD — DV AR—AB DT VT ATBEARNVDABO U #—2EZBATVWET,

ts=2020-11-05T12:40:33.375Z caller=dedupe.go:112 component=remote level=error
remote_name=aps
url=http://iamproxy-external.prometheus.uswest2-prod.eks:9090/workspaces/workspace_id/
api/vl/remote_write

msg="non-recoverable error" count=500 err="server returned HTTP status 429 Too Many
Requests: user=accountid_workspace_id:
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per-user series limit (local limit: @ global limit: 3000000 actual local limit: 500000)
exceeded

RXOBFIDKD7 429 TS —HNERRENEHBE, VI ITANY Prometheus B APl ZFERL TD—
DAR—AILTF—BZEFETEDL—N(IBHLEVORNZHF IS 32 ) O Amazon Managed
Service for Prometheus RemoteWrite 7 #—X&ZBA TVWET,

ts=2024-03-26T16:50:21.780708811Z caller=dedupe.go:112 component=remote level=error
remote_name=abl23c

url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl1l/
remote_write

msg="non-recoverable error" count=1000 exemplarCount=0 err="server returned HTTP status
429 Too Many Requests: {\"message\":\"Rate exceeded\"}"

RDOBDORSI 400 T —HFRRENLEBE., VIITANET VT 14 7 5BERSO Amazon
Managed Service for Prometheus 7 # —2 2 BATVET, 7IT 1 7 BBEBRINIA—2O0ES
EOFEMIIOVTR, T Z23BULTIKEEWTFTIOTATBI)=ABOT T A K,

ts=2024-03-26T16:50:21.780708811Z caller=push.go:53 level=warn
url=https://aps-workspaces.us-east-1.amazonaws.com/workspaces/workspace_id/api/vl/
remote_write

msg="non-recoverable error" count=500 exemplarCount=0

err="server returned HTTP status 400 Bad Request: maxFailure (quorum) on a given error
family, rpc error: code = Code(400)

desc = addr=10.1.41.23:9095 state=ACTIVE zone=us-east-la, rpc error: code = Code(400)
desc = user=accountid _workspace_id: per-user series limit of 10000000 exceeded,

Capacity from 2,000,000 to 10,000,000 is automatically adjusted based on the last 30
min of usage.

If throttled above 10,000,000 or in case of incoming surges, please contact
administrator to raise it.

(local 1limit: @ global limit: 10000000 actual local limit: 92879)"

Amazon Managed Service for Prometheus D% —E AT # —X OFMIZ OV T, "Amazon
Managed Service for Prometheus DY —EAXA V7 4 —% 1 ZZRL T EE L,
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Prometheus ICIAEc N2 AMX N O ANDEEHKR) 22RBLTSESL,
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* series has too many labels (...) series: '%s'
 the query time range exceeds the limit (query length: xxx, limit: yyy)
 the query hit the max number of chunks limit while fetching chunks from ingesters

+ Limit exceeded. Maximum workspaces per account.
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» DeleteAlertManagerSilence

» GetAlertManagerStatus

+ GetAlertManagerSilence
* GetlLabels
* GetMetricMetadata

+ GetSeries
 ListAlerts
» ListAlertManagerAlerts

» ListAlertManagerAlertGroups

» ListAlertManagerReceivers

» ListAlertManagerSilences
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 ListRules
» PutAlertManagerSilences

* QueryMetrics
 RemoteWrite

CreateAlertManagerAlerts

CreateAlertManagerAlerts ARL—23 2k, D—O0AR—RAICTZ—hZERLET,
Bhis HTTP Bi:

POST
B URI:

/workspaces/workspacelId/alertmanager/api/v2/alerts
URL VTVUNT X—24&:

alerts A7 2TV MOES, EFTZITIONEF120T7Z—h2kLET, 75721
ROBHIZLTICRLUET,

[
{
"startsAt": "2021-09-24T17:14:04.995Z7",
"endsAt": "2021-09-24T17:14:04.9952",
"annotations": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
b,
"labels": {
"additionalPropl": "string",
"additionalProp2": "string",
"additionalProp3": "string"
3,
"generatorURL": "string"
}
]
1) TA KB
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

Content-Length: 203,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

[
{
"labels": {
"alertname": "test-alert"
1,
"annotations": {
"summary": "this is a test alert used for demo purposes"
.
"generatorURL": "https://www.amazon.com/"
}
]
L AR AHl

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

DeleteAlertManagerSilence
DeleteSilence &, 1 2OF7Z—KMH AL AZHIBRLET,
B HTTP BE):

DELETE
B URI;

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URLVITUNTX—&: 5L
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JOITANBI

DELETE /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/
d29d9df3-9125-4441-912c-70b05f861f973 HTTP/1.1

Content-Length: 0O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A5

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: @

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

GetAlertManagerStatus
GetAlertManagerStatus &, 72— KMNZX—J ¥ —DAT—RAICBEITZBHZWMEBLET,
B HTTP B53:
GET
B URI:

/workspaces/workspacelId/alertmanager/api/v2/status
URL VTN X—&: L

VO ITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/status
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0
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L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 941

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"cluster": null,
"config": {
"original": "global:\n resolve_timeout: 5m\n http_config:\n

follow_redirects: true\n smtp_hello: localhost\n smtp_require_tls: true\nroute:

\n receiver: sns-0\n group_by:\n - label\n continue: false\nreceivers:\n-
name: sns-@\n sns_configs:\n - send_resolved: false\n http_config:\n
follow_redirects: true\n sigv4: {3\n topic_arn: arn:aws:sns:us-

west-2:123456789012:test\n subject: '{{ template \"sns.default.subject\" . }}'\n

message: '{{ template \"sns.default.message\" . }}'\n workspace_arn:

arn:aws:aps:us-west-2:123456789012:workspace/ws-58a6a446-5ec4-415b-9052-a449073bbd0a

\ntemplates: []\n"
I,

"uptime": null,
"versionInfo": null

GetAlertManagerSilence
GetAlertManagerSilence &, 1 2OT7Z—hM ALV ACETZEHREZRBLET,
B3 HTTP b

GET
E%h7% URI:

/workspaces/workspaceld/alertmanager/api/v2/silence/silencelID
URLOJIUNTAX—=&:75L

JOTITANBI

GetAlertManagerSilence
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GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silence/

d29d9df3-9125-4441-912c-70b05f86f973 HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AHI

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 310

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
b
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
"endsAt": "2023-07-24T01:05:36.000Z",
"matchers": [
{
"isEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"

15
"startsAt": "2021-10-22T19:32:11.763Z"

GetLabels

GetLabels AXRL—> 32 ik, BRIIICEERFSAhTVWEIINILZEELET,

GetlLabels

266



Amazon Managed Service for Prometheus J1—%—AH4R

BRI HTTP BhFa:

GET, POST
B URI:

/workspaces/workspaceId/api/v1l/labels

/workspaces/workspacelId/api/vl/label/label-name/values —® URI & GET U
TANDHEHFR—RNLET,

URL VTUNZX—A:

match[]=<series_selector> SRINBZHANDI ) —A%ZBRTSD, S)—AELIVZ2—
DiEVIRLEEDEIH. 7> 3,

start=<rfc3339 | unix_timestamp> BBR A LARZR>V T, 7> a2,

end=<rfc3339 | unix_timestamp> & TRALAR>Y T 73> TT,

/workspaces/workspaceld/api/vl/labels OH > FIIVOT AR

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/labels HTTP/1.1
Content-Length: O,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/labels O > 7 L&

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 1435

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{

"status": "success",
"data": [

__name__",
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"access_mode",

"address",

"alertname",

"alertstate",

"apiservice",

"app",
"app_kubernetes_io_instance",
"app_kubernetes_io_managed_by",
"app_kubernetes_io_name",
"area",
"beta_kubernetes_io_arch",
"beta_kubernetes_io_instance_type",
"beta_kubernetes_io_os",
"boot_id",

"branch",

"broadcast",

"buildDate",

/workspaces/workspaceld/api/vl/label/label-name/values O > 7 )L O T AN

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/label/access_mode/values
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

/workspaces/workspaceld/api/vl/label/label-name/values O %> 7' )LIE%&

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 74

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"status": "success",
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"data": [
"ReadWriteOnce"
]
}
GetMetricMetadata

GetMetricMetadata ARL—2 3k, BEZ—TY ML SARILAETEhTVWBEXNUSD
ACBETEIAEZT—REZRBLET, 2—7 Y MEBRERHEEZhFEEA,

DIVBROTF—EE023a2RBATZIVRNTBRENE T, BATZIIVRMOF—RBANIIR
BERL, BICRE, TOXNVIABETLORENATVREEBOXETF—RATOI VRN, IXTO
B—=TYNIDEBVARELTEENET,

BR7% HTTP Bh&d:
GET
B URI:
/workspaces/workspaceId/api/vl/metadata
URL VTVUNT X—24&:
limit=<number> BIETBDX MU T ADHZRKE,

metric=<string> XZF—RZ7ANEZVVITBDXNIIAB, ZOERFRICTDE, INT
DXRNJIAXRF—IFBMBENET,

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/metadata HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AH

HTTP/1.1 200 OK
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
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Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

Transfer-Encoding: chunked

{
"status": '"success",
"data": {
"aggregator_openapi_v2_regeneration_count": [
{
"type": "counter",

"help": "[ALPHA] Counter of OpenAPI v2 spec regeneration count broken
down by causing APIService name and reason.",
"unit":

}
]I

GetSeries
GetSeries ARL —>3a ik, BEOSNILEY NMZI—BHTHI2ERIOVARNZEREBLET,
A HTTP &3A:

GET, POST
B URI:

/workspaces/workspaceld/api/vl/series
URL JTUNTX—A:

match[]=<series_selector> B892 U—X%&ERTD, ZU—AXELIVZ—D#EVIRL
EEUSIH., PB<<EE 1 D0 match[] 5IBEIBETHIHEN HVET,

start=<rfc3339 | unix_timestamp> BB XA LAZR>V T, #7320 TTY,

end=<rfc3339 | unix_timestamp> & TRALRR>V T, #7230 TY,

VO TITANBI
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/series --data-urlencode

'match[]=node_cpu_seconds_total{app="prometheus"}' --data-urlencode

--data-urlencode 'end=1634939100' HTTP/1.1
Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

content-encoding: gzip

'start=1634936400'

{
"status": '"success",
"data": [

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "idle",
"release": "servicesstackprometheuscfl4a6d7"

.

{
"__name__": "node_cpu_seconds_total",
"app": "prometheus",
"app_kubernetes_io_managed_by": "Helm",
"chart": "prometheus-11.12.1",
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"cluster": "cluster-1",
"component": '"node-exporter",
"cpu": "Q",
"heritage": "Helm",
"instance": "10.0.100.36:9100",
"job": "kubernetes-service-endpoints",
"kubernetes_name": "servicesstackprometheuscfl4a6d7-node-exporter",
"kubernetes_namespace": "default",
"kubernetes_node": "ip-10-0-100-36.us-west-2.compute.internal",
"mode": "iowait",
"release": "servicesstackprometheuscfl4a6d7"
.
]
}
ListAlerts

ListAlerts ARL —>3a vk, DT—O9AR—ATCHETITATBRT7S—NEWMEBLET,
B HTTP EhEd:

GET
B7% URI:

/workspaces/workspaceld/api/vl/alerts

VO ITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/alerts HTTP/1.1
Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 386

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
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Content-Type: application/json
Server: amazon
vary: Origin

"status": '"success",
"data": {
"alerts": [

{
"labels": {
"alertname": "test-1.alert",
"severity": "none"

3,
"annotations": {
"message": "message"

1,

"state": "firing",

"activeAt": "2020-12-01T19:37:25.4295659097",
"value": "1e+00"

]
iy

"errorType": 5

"error":

ListAlertManagerAlerts

ListAlertManagerAlerts &, 7—JAR—ADT S —KMNIZ—TJ v —THRERELTVWST
Z—HMIBEITIBEREMBLET,

B HTTP Bh3d:

GET
B7% URI:

/workspaces/workspaceId/alertmanager/api/v2/alerts

DO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts
HTTP/1.1

ListAlertManagerAlerts 273



Amazon Managed Service for Prometheus

d—H—H1 K

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

L AR A

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 354

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"annotations": {
"summary": "this is a test alert used for demo purposes"”
b
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [

{

"name": "sns-0"

1,
"startsAt": "2021-10-21T22:02:31.501Z",
"status": {

"inhibitedBy": [],

"silencedBy": [],

"state": "active"
},
"updatedAt": "2021-10-21T722:02:31.501Z",
"labels": {

"alertname": "test-alert"

ListAlertManagerAlerts

274



Amazon Managed Service for Prometheus J1—%—AH4R

ListAlertManagerAlertGroups

ListAlertManagerAlertGroups ARL—23a2 @, DT—OAR—ADTS—KIZX—I+v—T
BRENATVWBRTS—RNIIL—TOVARNZERIELET,

B HTTP B3
GET
B3 URI:
/workspaces/workspacelId/alertmanager/api/v2/alerts/groups
URL VITUNTX—A:

active 7—I)LfE, true DBE., BENDVANCIRETITFATBTS—MNEENET, T
7AI) BN true T, 73T,

silenced 7 —I)LfE, true DHE. BENDVARNIRFEZTOTS—MNFEENET, F77)
N true T°9, #7732 T9,

inhibited 7 —J)L{&, true MFE. BENDVANIRFBLEETNETS—MNEENET, 7
73BN true T, 7232 TT,

filter XFHDOEI., FI—hETALRIVIFTHIVFT—DURN, #7232 TT,

receiver XF5, P2—KNE7 1RV ITTBDLY—N—C—HBIDERKR, #7723~
T9,

VO ITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/alerts/
groups HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6

HTTP/1.1 200 0K
x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 443
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Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

vary: Origin

[
{
"alerts": [
{
"annotations": {
"summary": "this is a test alert used for demo purposes"”
},
"endsAt": "2021-10-21T22:07:31.501Z2",
"fingerprint": "375eab7b59892505",
"receivers": [
{
"name": "sns-0"
}
1,
"startsAt": "2021-10-21T722:02:31.501Z",
"status": {
"inhibitedBy": [],
"silencedBy": [1,
"state": "unprocessed"
I
"updatedAt": "2021-10-21T22:02:31.501Z",
"generatorURL": "https://www.amazon.com/",
"labels": {
"alertname": "test-alert"
}
}
1,
"labels": {3,
"receiver": {
"name": "sns-0"
}
}
]
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ListAlertManagerReceivers

ListAlertManagerReceivers ARL—>3a2 @, 77— MNIRX—J¥—THBERENTWLWSL
—N—ICHETRIBEREMBLET,

B HTTP B3

GET
B URI;

/workspaces/workspacelId/alertmanager/api/v2/receivers

URL VTUNFX—=%Z: 3L

O TAKNB

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/receivers
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Grafana/8.1.0

L AR AH

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 19

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

"name": "sns-0"
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ListAlertManagerSilences

ListAlertManagerSilences l&, T—JAR—AIZEBHRENTVBRTS—r AL AICETS
BHREMBLET,

B HTTP B3

GET
B URI:

/workspaces/workspacelId/alertmanager/api/v2/silences

VO TITANBI

GET /workspaces/ws-58a6a446-5ec4-415b-9052-a449073bbd0a/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR AB

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 312

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

[
{
"id": "d29d9df3-9125-4441-912c-70b05f861973",
"status": {
"state": "active"
.
"updatedAt": "2021-10-22T19:32:11.763Z",
"comment": "hello-world",
"createdBy": "test-person",
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"endsAt": "2023-07-24T01:05:36.000Z",

"matchers": [

{
"iskEqual": true,
"isRegex": true,
"name": "job",
"value": "hello"
}
1,
"startsAt": "2021-10-22T19:32:11.763Z"
}
]
ListRules

ListRules &, D—JAR—ALERENTWAIIL—IILICEHTRIRBEIEL T,

AZh7s HTTP B53:

GET
B75 URI:

/workspaces/workspaceld/api/vl/rules

VO TITANBI

GET /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/rules HTTP/1.1

Content-Length: 0,
Authorization: AUTHPARAMS
X-Amz-Date: 20201201T193725Z
User-Agent: Grafana/8.1.0

L AR A5l

HTTP/1.1 200 0K

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535

Content-Length: 423

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

ListRules
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vary: Origin

{
"status": '"success",
"data": {
"groups": [
{
"name": "test-1l.rules",
"file": "test-rules",
"rules": [
{
"name": "record:1",
"query": "sum(rate(node_cpu_seconds_total[1@m:1m]))",
"labels": {3,
"health": "ok",
"lastError": "",
"type": "recording",
"lastEvaluation": "2021-10-21T21:22:34.429565909Z7",
"evaluationTime": 0.001005399
}
1,
"interval": 60,
"lastEvaluation": "2021-10-21T21:22:34.4295639927",
"evaluationTime": 0.001010504
}
]
},
"errorType": "",
"error": ""
}

PutAlertManagerSilences

PutAlertManagerSilences ARL—23 2k, $IiLW P Z—RM YA L ADERELEERED

TZ2—RhYALVAOEHZITVET,

B HTTP BhEd:

POST
B URI:

/workspaces/workspaceId/alertmanager/api/v2/silences

PutAlertManagerSilences
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URL VTUNZX—A:

silence YA LV RAEZRIT AT I VN, ERERIZCRLET,

{
"id": "string",
"matchers": [
{
"name": "string",
"value": "string",
"isRegex": Boolean,
"isEqual": Boolean
}
1,
"startsAt": "timestamp",
"endsAt": "timestamp",
"createdBy": "string",
"comment": "string"
}
)0 TA KNI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/alertmanager/api/v2/silences
HTTP/1.1

Content-Length: 281,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

{
"matchers":[

{
"name":"job",
"value":"up",
"isRegex":false,
"isEqual":true

}

1,
"startsAt":"2020-07-23T01:05:36+00:00",
"endsAt":"2023-07-24T01:05:36+00:00",
"createdBy":"test-person",
"comment":"test silence"
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}

L AR AHI

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 53

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin

{
"silenceID": "512860da-74f3-43c9-8833-cec026542b32"
}
QueryMetrics

QueryMetrics ARL—> a2k, BEOBRIZBV T, FLE—EHBICHLE TAIAZU N
IV &EFHELET,
Bxh% HTTP Bh33:
GET, POST
B7% URI:

/workspaces/workspaceId/api/vl/query < ® URI &, BEDHRIRTA 2 AZNITY
ZFMLET,

/workspaces/workspaceId/api/vl/query_range — ® URI &, —EHBICHLE>TAL >
AZRNOTIVZFHELET,
URL VTVUNT X—24&:

query=<string> Prometheus XMV T ) XF%l, query & query_range DA THEAETH
S

time=<rfc3339 | unix_timestamp> (F7>32)query ZEAL THENDRITAI VAR
RNOTVZFMTRH5E. FTHMEORALARYT,

timeout=<duration> (F 7> 3 V)OO XA AT I s F7 4 NE -query.timeout 7
SUDET, COENERIZEYET, query & query_range DEATHERHENET,
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start=<rfc3339 | unix_timestamp> query_range ZfAL T—EHBICHLE>THI IV
ZFMEiT 2B E. BHBRIALRZ T,

end=<rfc3339 | unix_timestamp> query_range ZFRAL T—EHEIChE>TIIV%E
METEEE. RTEALARVT,

step=<duration | float> VLU DMERATY 7'I1& (duration EXEI&E float O
#)o query_range ZFEAL T—EHBICHOE>TOIVEAFMAEITDEEIC, TOUVIT)THE
EENBBEICOKBALET,

duration

Prometheus E#t APl @ duration (Ci&, BEICHETTUTOEMNOVTNAZEELET,

*ms SUR

s ®

«m37

« h KR

d B (1 k% (C 24h £285%)
wiB (1 BEEEIC 7d £EE)
. v E (1 EEEIC 365d LRE)

JOTITANBI

POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/query?
query=sum(node_cpu_seconds_total) HTTP/1.1

Content-Length: 0,

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z

User-Agent: Grafana/8.1.0

L AR A6l

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length: 132

Connection: keep-alive
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Date: Tue, 01 Dec 2020 19:37:25 GMT
Content-Type: application/json
Server: amazon

content-encoding: gzip

{
"status": "success",
"data": {
"resultType": "vector",
"result": [
{
"metric": {3,
"value": [
1634937046.322,
"252590622.81000024"
]
}
]
}
}
RemoteWrite

RemoteWrite AR L —> 3 &, Prometheus H—/N\—AS1JE—KN URL ICX N O A &ZEZEL
TNEFERXTEEIAXET T, BE. COARL—>3 0 2HTHTICIE, Prometheus H—/N\—& &
DEREEOIZAT > NaeFERLET,

B HTTP B5:

POST
B URI:

/workspaces/workspacelId/api/vl/remote_write
URLVIUNFX—A:

L
RemoteWrite TOHIV)AHK L — K& 70,000 4> 7 I)L/#., BV)AH&/IN—A MY A Xl 1,000,000 H
TN TY,

VO TITANBI
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POST /workspaces/ws-b226cc2a-a446-46a9-933a-ac50479a5568/api/vl/remote_write --data-
binary "e@real-dataset.sz" HTTP/1.1

Authorization: AUTHPARAMS

X-Amz-Date: 20201201T193725Z7

User-Agent: Prometheus/2.20.1

Content-Type: application/x-protobuf

Content-Encoding: snappy

X-Prometheus-Remote-Write-Version: 0.1.0

body

(® Note

JOTARNEXOEIIC DV T, https://github.com/prometheus/prometheus/blob/
1¢624c58ca934f618be737b4995e22051f5724c1/prompb/remote.pb.go#L64 O Z7'O0 K )L
NYT7OEEZSRLTLSEEV,

L AR A6

HTTP/1.1 200 OK

x-amzn-RequestId: 12345678-abcd-4442-b8c5-262b45e9b535
Content-Length:0

Connection: keep-alive

Date: Tue, 01 Dec 2020 19:37:25 GMT

Content-Type: application/json

Server: amazon

vary: Origin
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