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2 AWSCLI £zl 2FRALT7AOJZALATIOT V>3 2RITIBDT IV EAFANEEATY
&9 AWS API,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS re:Post Private aAVY—=IEBAA R

ZE W, AWS Management Console, AWS Command Line Interface ( AWS CLI ) ., 7zl& AWS
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"sso:DescribeRegisteredRegions",

"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces",
"repostspace:ListTagsForResource"

1,

"Resource": "*"
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Cl

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount",
"sso:DescribeRegisteredRegions",

"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",

sso:ListProfileAssociations"”,
"sso:CreateManagedApplicationInstance",
"sso:DeleteManagedApplicationInstance",
"sso:AssociateProfile",
"sso:DisassociateProfile",

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant",
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"repostspace:*"

]I

"Resource": "*"
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WERT IV EAZRBLET, Y—EANFFREZEH I, BHLLVARL—>32E)Y—
ADHZHEV)ERAT VAT AWS ZEMLE T, FMEICODVWTRE, "TI—H—HAR, 0"
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[N =R
« AWS YX—2 R7R!) 2 — : AWSRepostSpaceSupportOperationsPolicy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWS Y x—2 RR1) > — . AWSRepostSpaceSupportOperationsPolicy
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UTHERE /- AWS Support T —AZER., BB, BRTEXT,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

AWS Y Z— RAR1) S — : AWSrePostPrivateCloudWatchAccess

CORYS—IZ&YV), re:PostPrivate H—E Ak IZF—2 %A T& £ CloudWatch,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
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https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
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{

"Sid": "RepostSpaceSupportOperations",

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications"”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

(® Note

re:Post Private ® AWS YZ— RARUS—DJANIZIDOVWTR., T, 28RBLTLKEE
WAWS AWS re:Post Private ® YX—> RRD S —,

RUS—ZEHLT, HSTIVEAFAZHIBRTE XY AWS Support,

BT7023VOBRBICOVTR, "™H—ERRRAEVTI7LVALI OUTOREY 725RLTSEE
W

IAM 7R 1) 2 — 0l 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS re:Post Private AVY—LEEHA R
« AWS Support D7 9> 3>, UY—R, &H*x—

« TService Quotas 70> 3>, VY—A, BLUOEHKF—.

s OT V3, VIU—=A, B RLRUV%EHF— AWS Identity and Access Management

IAM O—)LZ24EKT S

CORIVD—ZERLES, IAMO—=)ILEZERL, TOO—IWNICRIS—BTRYFITIHEND
V)& F, re:PostPrivate 1Y —=)ITTZAXK—KrePost ZERTHEEIZ, COO—)LZEIRL
x99,

AWS Support T—ADEREEBAOO—-IILZERT S ICIE

1. (2% 4 24> AWS Management Console L. https:/console.aws.amazon.com/iam/ T IAM 1
V=L EREXRT,

2. FETF—arRq4rTO-)l 2BRLTHS, O—ILZEKTS ZFRLET,

3. [Trusted entity type] (E3EE =TT 14T 14 DX A7) T, [Custom trust policy] (I AR LAESE
RUS—) Z2BRLUET,

4., NAZLEBERIZ—CE. ROKSICAHLET,

{
"Version": "2012-10-17",

"Statement": [
{
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re: Post Private Tlk, AT 70> a>azARRNELTOT77ANICERTEELTT, AWS
Support CloudTrail

* CreateCase

* AddCommunicationToCase

* ResolveCase

BARVIEEGFOJIVNIER, VIIANOERECBEIDRERNEENET, TATFT4
TAREEE, AT Z2HRTIDICRIUEXRT,

« DOTARNY, JL—REREEEEHRE AWS Identity and Access Management (IAM) 11— —EREEE R
NDEES5ZFERL TEBENED,

e DOTAMNO=-ILFELERGR7IFL—FT4Y RI1I—Y—OFURZVAELF1) T 1RiEHRERE
ALTiThbhizhES D,

c DOTARNN, BIO AWS O —ERICK>TEFEENLHLEDH,

M DOVWTIE, TCloudTrail userldentity 2%& , #8BL TS &L,
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NLAIWEE, BELE Amazon S3NNT Y MCAR RZOTT77AIELTERIETEDKSICTS
RETYT, CloudTrail O 7 7A4I)IZIE 1 2EOOJ I NUFEENRET, AIRVNEHSW

BY—ANSODE—QUIVITARERL, DOIANENET O IVICETRER. 702320
HE, VDOIARMNSXA—=RBENEENET, CloudTrail AT 7 7 AILIE/NT U Y U API U H

LOIEFFEFSHEARY ORNL—ATRBEVESD, BEDIEFTRRENDZERFHY FEA,

XOPlE, CloudTrail CreateSpace7 V> a>ZRdOJ I M) ZRLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
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https://docs.aws.amazon.com/awssupport/latest/APIReference/API_CreateCase.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com'",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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ROFIFE. CloudTrail 7o 3a>aRrdAOJ I NJZRLTVWET, RegisterAdmin

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:197",
"mfaAuthenticated": "false"

},
"eventTime": "2023-11-07T21:24:237",
"eventSource": "repostspace.amazonaws.com",
"eventName": "RegisterAdmin",
"awsRegion": "us-west-2",
"sourceIPAddress": "205.251.233.183",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {
"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SPlYNZE-ylQEmAXpmEXAMPLE"

.
"responseElements": {
"Access-Control-Expose-Headers": '"x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amz-apigw-id, date"

iy

"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

ROFIE., CloudTrail 7 o> a>aRdOJ I NJEZRLTVWET, ListSpaces

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-09T22:38:34Z2",

"eventSource": "repostspace.amazonaws.com",

"eventName": "ListSpaces",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c@4f-4eb0-9269-12fee33ae2e3",
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"eventID": "9777da32-545f-44c4-af@Ob-1d9109b8cbc3",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

ROBIE, CloudTrail 723> RIOT I NI ZRLTVE
¥, ResolveCasesourceldentityc MOV IV KNUDEEZMFEAL T, T—AREMRALE1—
H—ZRBETEET,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDIQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"
},
"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"

},
"sourceldentity": "28el17330-10f1-705d-7cba-3a62a6bl0e2e"
}
.
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
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"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbe4-c8d5-4d61-a016-e@76de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html
https://docs.aws.amazon.com/repostprivate/latest/caguide/security-with-iam-managed-policy.html
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