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a. Routeb3 A2V —I)ZREFT,
b. ERIOFETS—>3UASKANY—2EBIRLET,
c. RAAVHRALCZHERENIZRANY—2ZRE, RANY—2IDZOE—-LET,

3. %ZMR<& AWS Certificate Manager . AT OFIEICHE > TRAAL AT 2V IJITANLET,
VYD)1—23a>&aF7O492FEND)—2a VB ZBRBELET,

4. FTET—>3aVHhSAHEE—ERTZERL., SHAEVITIANZEZRZELET, UIVIANE
REBPTHIUENHYET,
AEEAE ID ZEBIRLTU VI AN EZEHEERT,
RXA> £023>2H5, Route53 TLOA—RZHEHKTS 2BRLET, VITANOMEIC
F5 10 2 A AN ET,

7. RSN RTINS, IAEAT—ZAEVZ3aVARNAS 2OE—-LET,

RXA > O¥ERK (GovCloud D )

AWS GovCloud ( KEFEIP) V—>3a 77 04 L TWT, Research and Engineering Studio (=
NARLRXLAVZFERALTVWREERE. ChSORRXRHFOATYTZZRTIBDHEN HYET,

1. NTVYIORANRXAUNERENEBRAN—T 14232 AWS 7HD > NZEEEHE AWS
CloudFormation A2 Y UV #F7O4 L&,

2. Certificate CloudFormation Outputs #*5, & ZBR DFCertificateARNTXEL &
3FPrivateKeySecretARN,

3. GovCloud/N\—F4>3a>FHJ>NT, CertificateARNH D EZEHE D> —IL Y N&E
MLUET, ">—UL Y MBEvdc-gatewaylC POV EZATEBDLSIZARN, HILLW>—TL Y K
EEEZBYH, >—IJLYNC2DOORTEEBMLET,

a. res:ModuleName = virtual-desktop-controller
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4. GovCloud /N—F7 423> FAhHD>NT, PrivateKeySecretArntH HDEZF D> —IL v
NEERLET, F>—UL Y MBEvdc-gatewaylc 7O EATESDKSICARN, FiLWS—2
LYy NEEEZEH, >—ILYNI2O20RTEEBMLET,

a. res:ModuleName = virtual-desktop-controller

b. res:EnvironmentName = [IRIE&] (1 ld res-demo THHOJREMN BV ET )

AR Y —ADRHE

@ Research and Engineering Studio Tl&, 704 BFICXOAR Y —ANFFETD N AWS
HFEhET,

« XY RND—=F2YJ (VPC, NTVYIOHTRYRN, T7TAR—KNGFTRYN)
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JAERITLET,
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® Tip
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AZT7O04 T, ROEI2a>oNBIY—REEKTD T, 28RLTILKEE
(A

AED Y — AR 25


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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FRES,

1. OY—N—RZEMCTRHEICERBEENTVD AT Y ZICHRVEFLDAPS AWS Managed
Microsoft AD., BEIC ZBMICLTVRBEEK., COARATYTEAFY T TEXILDAPS,
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EEA PowerShell E LT ZHZE £,
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FITEES NI - NRAMEERE, RICHHEEZRAVT, AHAEVANEHEET,
AD H—N—ERLUBHDIAELZBRB L CREF (FLFEIVYI)L, TRXRTOEA
VEBRL, 2T VAR—KNLET,

f. Base-64 IT>1— K X.509 (.CER) Zi#EIRL. Next ZEIRL E T,

g TALIRNUZRZBRL, RN Z2BRLET,
3. T¥—ULvY hMEERLET AWS Secrets Manager,

® o 0o T o

Secrets Manager T — VL Y NZERTDEER, >—IJLYNRATTHORAT DS —
LY hEEIRL, TVPEMI—RENLFREZTL—2FTFFANT7 A —LRIZEEY FHE
¥,

4. ARN FERLECEZEZEYH. O DomainTLSCertificateSecretARN/NTX—REL T
ANLETATY 7 1: RHEOEH,
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https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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e 75AR—=RKNVPCTF7TOANTX—RERETD

Amazon X A X—T 2 %ET S (AMIs )

1. KEFEERZFVVO—RLET, BT CF7O/4TBICRVPC, RESI12VT7TARNT D

FANTIVIALB—ZY NTOEAB L THREBREERATEZIXEN BV ET,
2. Amazon S3 ARV ERAT7 U tEAE Amazon EL TEFEE N ID ZFED2IAMO—/)LZERKL =

FEC2,
a. TIAMO2Y —)LZB & & ¥ https://console.aws.amazon.com/iam/,
b. A= A5, O—J)IDEK ZBIRLET,
c. BHEIhEIDTATADERR—IT, ROBREZTVET,
s BEHENEIVDTATA847 T, ZERLETAWS O —E XA,
e H—EADI—AT—ARELRGI—AT—A T, EC2ZERL TR\ Z2ERLET,
d TI7EAFADOEM T, XOTIOEAFAR) D —ZFBRL, R\ ZEBRLET,
* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForlmageBuilder
e. O—J)L& £FHHA Z2EML., O—I)LOEK ZBRLET,

3. EC2Image Builder J>R—%> NZHERLET,

a.

b.

C.

T EC2 Image Builder 1>V —)L Z B & & ¥ https://console.aws.amazon.com/
imagebuilder,

"REENEVY—A, T, AVR—FXU N Z&RL, AVR—XMOER "1 ZER
LET,
OAVR—FRNOERR—DT, XROFMEADLET,

« AVR—FXVKNEBA4T T, EILR ZERLET,
« AVR—ZXVNOFMBICOVTE, ATZERLET,
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-infra-dependencies.tar.gz
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Research and Engineering Studio

Q—H—H1 K
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OAVR—VRE

AVR=—FhON=23Y

S

dA—¥—I> kY
Linux

Amazon Linux 2

RDESBERMEZADLE

9, <research-and-engi
neering-studio-infrastructu
re>

100 M SHEHBD L ZHEDLET,

F72arol—Y%—I2 kK,

d. JAVR—FKVRNOERR—IT, RFAIAXRIVTUVYDER 2BRLET,

. ERRFIXDVNOABZADTSHEIC, targz 77 MIILURIAD 77 AN HBET

T, NMoRtEni-targz 77 4 J)L%& RES Amazon S3 /N7 Y N7 Y 7O—KRL,
NTY N\Z7AONTAURINST77A4I)E2IE—LFT,

i. RDEIICAHLET,

(® Note

AddEnvironmentVariables EA 7> 3> Ty, 41T FZARNTIOF ¥R
ANCHARZLARBEHN VDEBEWVSEFHIBRTEE T,

http_proxy & &V https_proxyRBEZRERETDHEE. 1V AX AN
7O0F> &AL Tlocalhost, 1 VARV AXZTF—RIP T RLA, KV
VPCIYVRRAVNEYR—RNTBIH—EREZIITILABEVKRSICTDICE,

no_proxy/N\SX—Z N URETT,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance
# with the License. A copy of the License is located at

#

TZAR—KNERETSD VPC (AT 3aY)
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# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort

TZAR—KNERETSD VPC (AT 3aY)
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maxAttempts: 3

inp

uts:

commands:

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1},
1}.
1},
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.

.com,secretsmanager.

com, sqs.
com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws
amazonaws.
amazonaws.
amazonaws.

.com,fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.

com,api.ecr.
com, .dkr.ecr.
com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{
{{
{{
{{

e.

4.

a.

AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}.
1}.
1}.

amazonaws
amazonaws.
amazonaws.
amazonaws.

.com, cloudformation.

com,sts.
com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment

[OVR—F2 NZEEK] ZBIRLET,
Image Builder 1 X— L EZERLET,

LEDOERR—DT, ROXSICABLET,

TZAR—KNERETSD VPC (AT 3aY)
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AX—TA)TY

[1 X—=2F]

BE8N—>aZ>od47
>3z

EXT1 LI RNIUNA

d1—%-—-I> KV

res-recipe-linux-x86 % & M
BB ZANLET,

N—=232%AHLET,
BEK1.00 THEWE
ER

F7TaroHfzEEMmL
x93,

YE—T KA X—TEER
L%,

Amazon Linux

949V 0 ARX— K (Amazon
NZ—TR)

Amazon Linux 2 x86

MATERZ&RH D OS /N—
DavEFERALERT,

IARNTCETFTTFIERED
FFICL. NMT7FT4A40F
THFBIRENTWEVEID
SSMI—2 T2 NEHIBRL
TL<EEL,

/root/bootstrap/res_ k17 B9
%
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o3 NFA—=5 d1—%¥—-T> KV
OAVR—F2 b OAVR—F DB UTZiRLTRRLE
ER

« Amazon YX—2 R :
aws-cli-version-2-linux

¢ Amazon YX—2 R ;
amazon-cloudwatch-
agent-linux

- FRE: ABICHERE i
Amazon EC2JR—X
Ko IDAWS PHO
N Ee&#HiE 74—)R
IZAWS U—>3> A B
LEXT,

TARIAVKR=FT K~ ZRBELTERLE T,

« Amazon YX— R :
simple-boot-test-linux

b. [L>EZEKTD] Z2EBRLET,
5. Image Builder 1 7 ZARZ UV F v EREZERLE T,
a. "REENLEUVY—RAL T, "MVT7ZANTIOFvREL 2BRLET,
b. 4127FARNTIVFY¥—BROER 2 8RLET,
c. AV7ZARNZIUFVYREDERR—IT, ROXSIZABLET,

o3y INTAX—24Z Jd1—H%—=I> K8V
=% A8 res-infra-linux-x86 % & 0 i
P5BgaEADLET,
ST A7 a>oHAEEML
9,
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6.

d.

a.

b.

+o>a>

AWS A2 T7ZARNTIF
-v

NFA—=5

IAM O—)L

AVABYAZAT

VPC., Y7 XYk, 8LV
vXaUF4 I

AVTSARNTIOF Y —RBROER 2EIRLET,
# L W EC2 Image Builder /N1 754 > &ZERLE T,

1—H—TI KV

AICHER L IAMO— )L &
BIRULET,

t3.medium ZERL £,

Amazon S3 /NTY A D
A2B2—XYNTIOEA
ET OV EAZFATEDH
72avaEERLET, &
F1VTATN—TZHERK
TRIVENHDZEEE. R
DARNZFEAL T Amazon
EC2OV—IASEKT
EFET,

c VPC: AT ZARNTY
F ¥ RETVPCEME
NTVWBEDOERLUED
ZEBRLET, chIiClE
A=Y NTIOLA
VPCHZETT,

s A2INTRIL=I:

« X4 7:SSH

* [Source]: Custom

- CIDR70Ov J:
0.0.0.0/0

Image pipelines [CBE)L . Create image pipeline Zi#iRL £,
NAT A4 DFMBEBER—I T, XN ZBRLZET,

s WAT AR EFT> 32 DOFHA
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« ELRATZ21-)L TR, ATVI1-IIZRETEH. AMIR—F I TOLAZFH
THBIZEEREFHZRRLET,

c. LYEDERR—IT, BFEOL>EZEAZERL, UaICERLELERZADLE
T, [Next (RN)] ZEBIRLET,

d. EEZVOEADERNR—IT, F7#)LM0OT—070—%ZFRL, R\ ZBRLFT,

e. 1V7ZARNTIVFYFREDERNR—IT, BEOAVTFARNTIF ¥REDER ZIER
L., BBICAERLIEA VT ZARTOFYREDBRMZEAILE T, [Next (RN)] Z=RIRL
£

f. FAANIELI—32BECERR—TJT, BRIECODVTRORKEZEEBLTSEZ L,

« FAVTZARNZIOFYRANA VAR ARESZBYIICEETERD RS, HbA
A—TEFTO/ENERESBEERL U —Ya Y CHETHIRENBYET, H—F
ADTT7 A\ NEERAT S E. Image Builder Y —E AN ERENTVWR V-3 2 ICH
BEC2A X—=T HFERE KT,

« BEO) -3 RESICTFIO/4T2HERE. FILLWF1ANIELI—>3a 2 REERE
EL., TCIC)—23a 2 BMTRCENTEEXT,

g BREHEREL. NMTF5/40ER 2EIRLET,
7. EC2Image Builder /N1 754> ZERTLET,

a. Image pipelines 5, ERLENA T4 ZBRERLU TGERLET,
b. 7023y zBRL, NM7F4DRT ZBIRLET,
NATZA42E, AMIMf X—D OERIZH 45 5H 5 1 BEADBEEN BV ET,

8. EHEhi O AMID ZEZHSHAMI, O InfrastructureHostAMI/NZ X —Z DA HE L THEAL
F Fthe section called “AT Y 7 1: RO,

VPC I RIRA > N DERE

REFRIOKNY TZFTOMRESLTRETRICIE., TTAR—KNGTZYRAOTIEAAWS O
H—EANBETT, RERTIEAEZEBITBLSICVPCIV RRAVNEBETIHENH V)
£F9, T, IVRRAVRNZEILZhSOARATY T & BYRTIHBENHYET,

1. IZRARABIHAUBCRETNTVWEWEERE, A X —T I AAVPCITY RARA > b AWS
NDH—ERAZFEALTIETIEATS CRETATVAFIRICH > TS EZL,

2. 2DODTFRASEUTFA—=V—"2DFNTNT1I 20T TAR—MNYTZYRNEBIRLET,
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AWS O —E A

Application Auto Scaling

AWS CloudFormation

Amazon CloudWatch

Amazon CloudWatch Logs

Amazon DynamoDB

Amazon EC2

Amazon ECR

Amazon Elastic File System

Elastic Load Balancing

Amazon EventBridge

Amazon FSx

AWS Key Management Service

$—ER%

com.amazonaws,
com.amazonaws.
com.amazonawsS.

com.amazonaws,

region.application-autoscaling
regioncloudformation.
region EZ&J) Y

region.logs

Amazon Kinesis Data Streams

AWS Lambda

Amazon S3

com.amazonaws., region.dynamodb (*— R I A I
RRA NARE)

com.amazonaws. regionec2.
com.amazonaws., region.ecr.api
com.amazonaws, region.ecr.dkr
com.amazonaws. regionelasticfilesystems,
com.amazonaws. region.elasticloadbalancing
com.amazonaws, region.events
com.amazonaws., region.fsx
com.amazonaws. regionkms.
com.amazonaws. region.kinesis-streams
com.amazonaws. regionlambda,

com.amazonaws, region.s3 ( TF7 # ) NTHERE 1
B2T—RIJIAITY RRA NFBETT )RES,

PTEHENLERETNTY NZ2JOANI NTBICE.
EBN®O Amazon S3 A 2 —T7 T A ALY RIRA 2 MY
METT, Amazon Simple Storage Service 1 > X —
TJIAATIRRAVRADT IO ECAZSRLTLKES
(A1
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
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https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
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AWS Secrets Manager

Amazon SES

AWS Security Token Service

Amazon SNS
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com.amazonaws., region.sts
com.amazonaws. region.sns
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com.amazonaws, region.ec2 XV t—
com.amazonaws, regionssme

com.amazonaws. regi on.ssmmessages

VPC I RRAVNELT H—EAILERTS

VPC IV RRAREHR—NLTVEWH—ERERETDICRK., ONTVYIOHTZY KNIC
Z7AFH—N—ZFRETEEIVPC, ID 7O/NIH—& L T AWS Identity Center ZfFEAL T
Research and Engineering Studio 7' A4 LA BB F/NROT IV ERZHF >7OF 4 —/N—%4

KTBICIE. ROFIEICHVWET,

1. RESF7OAVPCILEATE ONTUYIOHTZXY NTLnuxAVAZAZBEHLET,

e Linux 7 7 =) — — Amazon Linux 2 £ 7= l& Amazon Linux 3

s P7—FFTUF ¥ —x86

c AVAZRARAT —t2.micro LA&
e EF¥21VUF14J)—7"—0.0.000H50DKR—KN 3128 TCPL
2. AVARVALEHELTOF Y —N—%2RELET,

a. http BEHRZFEEET,

b. BETZIINTOHTRY RASKORXAUAOELREFATLET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
0 ac = - i )
IS Ignore m E \_/_ <G_ ‘_\_/‘ 5 Meeting 9 asana > To Manager J/ =1 Rules (%U_ EHE e S Find A)) C)\
é) é) —> = . Nz - Oom ax
Team Email Dane Onehate I Related ~
p Junk ~ Delete Archive Reply Reply Forward g Mare ~ ) . -% X = Move — Mark Categorize Follow | Translate Read Zoom
S Al t Reply & Delete Create New v [BActions~ | Unead ~  Up~ = B EEme | g
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
L - Repl “ Reply Al — F d
no-reply@verificationemail.com O Reply © Reply orer
To Mon 1071672023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin
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AWS CloudFormation 1> — )L % https://console.aws.amazon.com/cloudformation TH&E &
9.

ABY I DS, TTARNVARY VB LTERLET, L LTKRTRENE T <stack-

name>,

[Update] (BE#T) € FBIRLET,

RBEOTV7L—hZzEEZHAD 2EBRLET,

[TY7L—KNY—=RIT, [TV7L—K774LOFYy7O—-R] ZERLET,
774IL0OERZEERL, FUO0—-RLETVTL—hET7Y7O—RLET,
ARYIDFHMZIEETS T, N ZBRLET, NTA—RXZ2EHI2HERFHYEEA,
ABRYOAXT2AVERETS T, AN Z2BRUET,

10. L E 21— <stack-name> T, T#E, ZBIRL X,

RAFT—N=23 > OEH
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HADTAZARN=)

Research and Engineering Studio (&, F7#=(& AWS Management Console ZfHL T, AWS &&
TTF >4 >2ARN—=)LTEFEF AWS Command Line Interface, < DEFIZ & 2 TERE I = Amazon
Simple Storage Service (Amazon S3) N7 Y NZFBHTHIBRTZILENf HYVET. CORRBR. REF
927 —XE®REL TS HEEshared-storage-security-group . < EnvironmentName>- % B B89 (C
HIBRL £ B A

D {EH AWS Management Console

1. AWS CloudFormation AV —=J)L ICH A4 LET,
2. ARV IR=IT, CORBOAVARN=IAZY V%BIRLET,
3. [HIER] &i&IRLE 9,

D fEH AWS Command Line Interface

AWS Command Line Interface ( AWS CLI) A" IRIZETHERAAEA ESL ZRELET, 1 VAN=I
FIEIZDOWTIE, AWSCLI " I—H¥—H4a4 R, ® " &(& AWS Command Line Interface; 23 8L
TLKEEV, AWSCLIAMEATRET, HEHAFF7O04Ehi)—2a>0EBETHVY MIRE
TENTVWBHCLZBERLES, XROONY RZEERITLET,

$ aws cloudformation delete-stack --stack-name <RES-stack-name>

M HIBR shared-storage-security-group

/A Warning

HmE. ERLBVTF—RBEXHISRETILEDIC, COTFAINATLZTT7AIKT
REFLET, X 1VTATIIN—TEBEETRITI7TAINATLZEIRTDE, ThE5DD
ATLRACRFENTVRTF—RRBIXNTRLICHIKRENET, T—RENYITYTITS
A FHLVWEFIVTATIIN—TICTF—22BEVNETIZ L ZHEBHLET,

1. Y4242 AWS Management Console L, T Amazon https://console.aws.amazon.com/
efs/EFSOV Y — )L EBE £ T,
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k

2.

ICEERTSNTWVWBERIXRTD T ZPAINS AT LZHIBRL E9 <RES-stack-name>-shared-
storage-security-group. £kiFk, chsDI7 7ML ATLZOEX1I VT 1T —
ZICBEETLT, F—REHBFIBHLEETERT,

(Y4 > 14> AWS Management Console L, T Amazon EC21>Y) — )L %& B & & T https:/
console.aws.amazon.com/ec2/,

<RES-stack-name>-shared-storage-security-group ZHIBRL £3,

Amazon S3 /N v KN O HlIkR

COHERBIE, BRUBTFT—2EBELREZH<EHIC AWS CloudFormation AR Y JZHIBRT 2 & &R
ELESE, BERICE>TERENE Amazon SSNTY N (AT N4 =232 ICF7O149 3
BE)EREBITDRSICRECNATVET, BERETVAVAN=ILEE, T—RZRETIHLE
HFEWHEEE., COSINTY NEFHTHIBRTEE T, Amazon S3/NT Y NZEHIBRT S I, X
DFIBEICHVET,

1.

o k~ w0

(44 > 4> AWS Management Console L, T Amazon S3 12/ —)L%Z B & ¥ T hitps:/
console.aws.amazon.com/s3/.

FTEF—23RAVHASNTY NEEBIRLET,

S3INT Y hZERDlfstack-nameE 9,

& Amazon SANT Y hZEBRL, Z ZBRLET, ENTYNEZILTRIHLENHYET,
SINTY hEZBIRL, HiLVT [HIBR] ZBRLET,

EEALTSINTY N2HIBRTAICIE AWSCLI, XOOX REEFTLET,

$ aws s3 rb s3://<bucket-name> --force

(® Note

--force AN Rk, A>TV ONTY NEZICLET,

Amazon S3 /N7 Y N DB
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SREHA K
AX rE

COREHA RTIE., AWS & F T Research and Engineering Studio 2& S ICH AR YA AL TH
EYRFECEITZATFTOMEOFIRICOVWTHALET,

ReEY D

s A=Y - JI—TnEE

« YT RXL T DER

« ACMiEFE ZERT B

* Amazon CloudWatch Logs

« DAZLT VEAHAANRRZHRET D
+ RES-ready Zi%E 9 % AMIs

A—H%—&JdI—TDEE

Research and Engineering Studio (&, = ® SAML 2.0 ##.) ID 7ONA X — %= FERATEE T,
HAEUY—ARESZFEAL TF7'O4 LIZIFEE, £/IE IAM Identity Center ZEA T2 FEDHE
. "1 ZBBLTLEEVIAM Identity Center TO I YA A2 (SSO) 0ty KT v 7,
MB®O SAML2.0 280 ID 7ONA A —HFHDBEEEF. "1 Z28BLTIKEEV TN A0F
VA®ID 7ONA X —DFRE (SSO) »

Nevy o

+ |IAM Identity Center T I YA A2 (SSO) DEY NTF Y S
s IVUNYAUFAVADID 7ONA X —NERE (SSO)

e 1—HY—0/NAT—RDRE

IAM Identity Center TOD> I I YA F> (SSO) DY NT YT

N %—< R Active Directory ICE#H: LTV ID £ Z—NEEBVEEE., IPSBOEITATYS
1. TATOTATAEZ—ZFERET D, YE— KR Active Directory ICEHEL TWATA T T4
TAEER—NBRICHBDEER. PSBOEITATY S 22 TFATUoTATAEZ—CERET S,

A—HY—&JdI—T0ER 57
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® Note

AWS GovCloud ( KEBEZP) V—>23avIZF 7 O4 F%FEEE. Research and Engineering
Studio SSO % AWS GovCloud (US) #7014 LE=N—F 43> FAHIV M- #BELE
ED

ATYVT 1 TATFUOTATAEZ—2ZRETS
IAM Identity Center ® & %1t

1. AWS Identity and Access Management AV =)L ICH A4 LE T,
2. Identity Center ZBEZE £ ¥,

3. [Enable (B%Mt )] ZBIRLF T,

4. THIMIL AWS OrganizationsZi&IRL £,

5. [Continue] ( #t1T ) ZEIRL F T,

(® Note
N %&—< R Active Directory &2 D ERUV—232ICVWB & ZRFELET,

IAM Identity Center & ¥ & —= R Active Directory (CE# 9 %

IAM Identity Center ZBICL =S, UTOEREY NTFTYTATYTZRETLET,
1. FET—>3aURAVT[RE] ZERLET,

Identity source T, Actions Zi#RL . Change identity source ZERL £T,
BEOTFALIKN) T, F4LORMNJEBRLET,

[Next GRAN)] Z&8RLET,

LEZMHFEL., #EERY VAL ACCEPT EABLERT,

[Change identity source] (ID VY —ANZEE) Zi#IRLET,

2

IAM Identity Center SSOTO Y KT v/
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A—H—&JIL—70OIDEEX—NDOEH

TITHNIZEFEIAM Identity Center Z ¥ F—= R Active Directory ICE# 32N TTITHE, BED
BENF—HFRRENET,

1. WBENFT—T., "HARNFEEY NTYTORK BBRLET,

2. BENYEVITDORE NS, RN ZBRLET,

3. A—4%—+t0>3a>7T, ARITRI—HF—ZAHLET,

4. [Bin] Z#IRLET,

5. [Next (XN\)] #&BIRLE T,

6. BEZERALTHS, RENVRE 2 BRLET,

7. BH7OCACEBIANDBENF HVET, BHLTVWEVI—HF—CHITZIBEEXYE—D
FRRENIZBER., AHZEE 2EBRLET,

11— —0FMt

1. XZi—H»s6, 1—H%— Z&RLET,
2. TUERARZEMCTZI—Y— (EHA) 2 BIRLET,
3. A1—H¥—TIOtERAZzEMZITS ZERLET,

ATYVT 2. TFATFUOTATA R Z—IZERTS
IAM Identity Center TOF7 7V r—23a>otwy N7y

1. 1AM Identity Center 12V —)| ZBHE LT,

[Applications] (F 77U —232) Z&RLET,

(770 T—>3>onEm 2FRLET,

EYRNTYTRE T, ZREIRT7IIVIT—>23UFH22BRLET,
F7Vr—>3>847 T, SAML2.0 ZEBRL &,

[Next GRAN\)] ZBIRL E T,

FRATAIRTBENAZADLET,

IAM Identity Center X X5 —2& T, IAMldentity Center SAMLX R F—XRT7 7 A4 )LDV o &1
E—UL&d, Chik, RESFR—ZJLT IAM Identity Center ZFRET D EEICHETT,

©® N o g bk~ w N
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9.

10.

11.

T705—=2a>7aN74 T, P7U5—>3a VBB URLZEADLET, HlAEF. <your-
portal-domain>/sso EEL XY,

T7)r—232 ACSURLT, RESR—ZJIURLASVUAAL IV NZAALET, chERD
T3

a. RIREE T, 2MH[E 2BRLET,

b. DZ7ONAH—2TZBIRLET,

c. YUINHAUFY ICIE, SAMLURAL YN URLYFHYET,
T7)r—23a>SAMLA—F 4 LA T, Amazon Cognito Z A1 L F3FURN,

URL Z/ER T3 IC13

a. RESR—ZIAHS, 2RFBE ZHEXT.
b. ID7ONAE—2TT, - —7T—)LIDZRO2IET.,
c. A—H¥—7—)IIDZEZOXFIIEMLET,

urn:amazon:cognito:sp:<user_pool_id>

12. Amazon Cognito Z AL =SURN, TEE, ZBRLET,

1.

N o o bk~ w DN

©

F7Ur—>a>0BMNYE T DORE

Identity Center 5, ERLET 75— 3> OFMBEBEEXRT,
To>ar zERL, BEYYETORE 2ERLET,

&) IC ${user:email} EA DL FET,

7#—XY K T, ZZIRU XFemailAddress.

FHREMEYYE 0N Z&RLET,

T7)r—23> @ User BHIZ "TEmaily EABLET,

Identity IAM Center D Z DX FHEE FI—HF—BEAODIY T T, ZAHLE
F${user:email},

EX I "TREES EABDLET,
[Save changes] (BREDO®RTF) 20 VY ILET,

IAM Identity Center SSOTO 1Y NTF v 7 60
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IAM Identity Center D F 7' —2 3 A0 11— —0IEN

1. Identity Center 5, ERL T 7V =23 Q&8I ETEX 1Y —%2/E, 1—F—0FE|
WET ZERLET,

2. P7VTr—23> 7 O0tARAZE)ETHI1I—F—2BRLET,

3. [A—H—n&HYIET] Z2BRLET,

RES IBIERX TO IAM Identity Center DY N7 v 7’

1. Research and Engineering Studio IRIED' S, RIEEE TLMRE Z2HEET,
2. ldentity Provider X 7 2B & £ 9,

3. DVINGAUAY T, IRE (RAT—2 A OB 2BRLET,

4. UTOBHRZFEALTTIA—ALICAALET,

a. ZERUFETISAML,
b. ZONAA—RIZ. DAVURPTVEBZEADLET,
Enter metadata document endpoint URLZIZIRL £ 7,
FIZJE—URLL = Z#Z AL EFIAM Identity Center TOF 7' —>3a >0ty N7 Y
7
e. ZANARX—EX—I)LBHEIC TEX—)s EAHLET,
f. [EEZEBRLET,
5 R=DZEHL., AT—ZANBMERTEND L Z2HIELET,

o o

SN AUFAADID 7O/NA A —DOFRE (SSO )

Research and Engineering Studio (&, £Z® SAML 2.0 ID 7’ONAZ—&HEAL T, RESR—AIL
ANI—H—TIOEAZRIALET, chSOATY T TR, @ﬁbT‘ZOIDSAML7D/\’f'}"_

ERETHFIEZETRLET, IAM Identity Center ZFERT2HEER. "1 Z8RLUTKEEVIAM
Identity Center T JINHB A F2 (SSO) DEY KT Y T,

(® Note
A—%—®E X—JLI&k, IDPSAMLT7 % —=, 32 & Active Directory T—HT2LENHY) K
9, ID 7’0/N 1 & —% Active Directory (C#E#L., EHNICI—HY—Z2RHITHIXEN HY)
£,
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N =R

- DZ7ONAE—ZFRETD

- DZ7ONAE—%ZHEATAIRESKSIC ZFRETD

- FEXRBFRETOID 7ONAF—DRE

* |dP SAML O F/\v J

ID 77ONA X —%BRETS

—cDtY> 3> Tk, RESAmazon Cognito 1—H—7—I)LASs0EHRZMEAL TID 7ONA X —
BREITDFIBEICOVTHBALET,

1.RES &, RESAR—ZIILETOZ TV RMOT I EANFAEATVWSI—H—ID %D AD
(AWS YZ— RAD £ EIL 77O 3aZ T AD) BB E2FIRBELTVET, AD %
D H—ERX7ONAZ—ICEHKEL, 1—F— D ZEHLET, AD 2L, 1—H—ID 2[E
HgHHZEC VTR, D7ANM A —DORFIX M ESBLTLSEEZV, flREF, AWS IAM
Identity Center " 1—H'—2 4 R, ® "ID YV —A& L T Active Directory ZFFH 321 22 8L
TLEEL,

2.1D 7O/NAZ— (IdP)REST SAML M 20 P/ U4 —> 3> a#BELET, IdP COBREICE,
RDODNTGXA—ZNFBETT,
+ SAML U A L% h URL— IdP URLA 2.0 SAML L AR REH—EATONAZ—ICREET
DEHICERATS .

(® Note
AP ICK 2> Tk, SAMLUA ALV NOERURLFRBZHZENHYVET,
« 774 —23> URL
« TH—23>r21—I—H%—E X (ACS) URL
« ACSPOST /N1 >F 4 >% URL

ZEETBICIE URL

1. BEEFLE clusteradmin RESEL T ICH A4 LET,
2. REBEE > £MROERE = Identity Provider ICBEILE T,
3. SAMLUAR ALY KM URLZZEIRLET,
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« SAML #A—F 4 I A URI— H—ER7ONAE—HIOSAMLA—F AT ATITAT14D

_»:3:0) |Do
@® Note
IdP IZ&k 2 Tlk, SAMLA—F 1 I ADZBBURINELBZZBEN HYET,
» ClientlD

T7VTr—>3>SAMLA—T 4 IV A

« SPI>FT47 41D

ANERODERTEELEY,
urn:amazon:cognito:sp:user-pool-id

SAML A—F 4 I AZBETSIZIE URI

1. BEBEFELWE clusteradmin RESEL T ICH A4 LET,
2. REBEE - £MROERE = Identity Provider ICBBEILE T,
3. 1—H%—7—)LIDEERLZET,
3 ICKBBENESAMLT Y —232 i, ROT714—I)LR/IOL—LHFI—HF—DEX—)ILFTRLA
ICEREETNTWVWBRESHEN HY)ET,
« SAML Subject F =& NamelD
« SAMLE X—)L
4. 1dP &, BREICETVTSAMLZ Y —>3 Il 71— R/IVL—AZEBMLET, RESICIEChn
SOT7A—=)IRFVBETT, GEALEOD7ONAA =, F7AIRNThsDT71—)LRZEH
BHNICADLET. RETEIVENHDEEEF. ROTI—I)LRADEEZSRLTEZL,

- =

« AudienceRestriction — & ([CEZE L £ Jurn:amazon:cognito:sp:user-pool-id, Eit
user-pool-id Amazon Cognito 1—H'—7"—)L® ID,

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id

® D 7’ON4 & —n0E&E SSO 63
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</saml:AudienceRestriction>

« LARA —InResponseTo%Z ICEEEL £Thttps://user-pool-domain/saml2/
idpresponse, BE# user-pool-domain Amazon Cognito 1—H—7"—)LO RXA &,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454fT04184"
IssueInstant="Date-time stamp"
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

- SubjectConfirmationData — 1—4'—7"—)Lsaml2/idpresponseL > RRA >
NInResponseTo& JtMSAMLY U TA KN IDRecipientlCfELE T,

<saml2:SubjectConfirmationData
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"
Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement — Z XD KX DICEHRELEF T,

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>
</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML 77U —23a>ICOJdT7JRURL7 1 =)L RABHBHBER., ICEREL T <domain-
url>/saml2/logout,

RXA2&2EETSICIE URL

1. BEEHEXEWE clusteradmin RESEL T ICHAS A4 LET,

®ID 770/ 4 X —DFEE SSO
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2. REBEE - £MROERE = Identity Provider ICBEILE T,
3. RXAZ URLZZBIRLZET,

6. IdP A" Amazon Cognito E DIEEEZMIU TR HICBERIAAEEZ T ANDBEEE. Amazon
Cognito BEfIHEEZA V> O—KRL., IdP IC7Y7O—RL&ET,

ERMABEHEIDICE

1. OB AL T Amazon Cognito IV — )L ZHE &I, AWS Management Console

2. A—4—T7—)Z2BRLET, I—F—T—I)LF THIVENHYE
Jres-<environment name>-user-pool,

3. HAVAVIVARVIVARTEBRLET,

4, 7IFL—TFT4Yy RID7ONAEZ—DOH A2 42102320 T, BEIAABEORT ZER
LET,

Cognito user pool sign-in info
Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive

Email

Federated identity provider sign-in (1) info @ ( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q. Search identity providers by name ) 1 ()
Identity provider A | Identity provider type v | Created time v | Last updated time v

O  idc SAML 2 weeks ago 3 hours ago

COIAEZMFEAL T, Active Directory ZtY N7 Y 7°LIDP, %ZEMLrelying party
trust, COKEFEHEESAMLICH T A HAR—RNZEMICTRENTEET,

(@ Note
—hld Keycloak & ICIFEAEhEHAIDC,

5. T7VTr—>3>o0wy NTFPYTHFRETLES, 20SAML 77U —2 32 XX F— XML
FhF EAVO—RULETURL, XOEIVZIVTHERALET,

® ID 7ONM A —DFKE SSO 65
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ID 7ONA R —%FEATAHRESKDIC Z2BETS

Q—H—H1 K

DTN AFUERERETT IT5IC1E RES
1. BEEZELWE clusteradmin RESEL T ICHS A4 LET,

2. REBEE - £ NDERE = Identity Provider ICBBIL £,
Environment Settings

Environment Name AWS Region

us-east-1

$3 Bucket

res-gaenvl v1-cluster-us-eas

General Network Identity Provider Directory Service Analytics Metrics CloudWatch Logs

Identity Provider

Provider Name
cognito-idp

Managers Group Name
managers-cluster-group

User Pool Id

Domain URL
https://res-gaenv1-9d4688cf-5c14-48d0-850f-

ce96d346a24c.auth.us-east-1.amazoncognito.com

Single Sign-On

SAML Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-930f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

Status

Administrators Group Name
administrators-cluster-group

Provider URL
3 https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsmB8SE

0IDC Redirect URL

3 https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. DUUNBAUAY T, AT—RAAVIT—BOEILHIWETA I 2&RLT, 227

WHADFRER—DZHEXT,

®ID 770/ 4 X —DFEE SSO
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

a. Identity Provider ®3%& 1. ZERL £9SAML,
b. Z7ONAFZ—F ZF. D7ANAFA—D—EDBRZAILET,
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® Note
RDBEREERATEEE A,

» Cognito
* IdentityCenter

C. XBF—ZRFIXVRNY—ART, BYBAT>Ia2ZEBRL, XXTF—EZXMLRF 1 X
YRETYZ7O—RTBH, ID7ONAH—URLDY S ZHEELET,

d Z7AONAFT—EX—)ILEBEH CE., TFANE ZADLEFTemail,
e. [EE]ZERLZET,
RERER—JZBEO—RLET, BRENELVEE, 0TI YAFFBMCEY KT,

FARFRRETO ID 7ONAF—DRE

BEHEEIALEAB) Y —AZFERAL CEEABREZEKLRES, 7470714 T7470NA(F—&L
T IAM Identity Center Z58E L =B &k, Okta BEDBID ID Z7ANA A —2RETHEETE
£9, RESSSO BEMLT7 #—ALTE. XKD I DOBRENTA—FEZERLET,

1. 7ONA 8 —8 —ZETEREA
2. ABTF—ZRFIAIAXDVNKIZE URL — ZEETRE
3. 7AONAA—E X—)LEY —ZEETRE

XBF—=ZRFIXDNETONAET—EX—I)IEUZEETSICE. ATZERTLET,

1.

2
3.
4

Amazon Cognito AV —JLICBELE T,
FTeEF—>3arhs, A—H—7—)I 2BRLET,
A—4—7—)LzBRLT, I—H—T—I)LOBE 2RRELET,

BAVAVIVARDVIVART NS, 7LFL—FTAY RTFAFUTAT47ANAE— DY
AAVICBBL, REENETATFUTATATANAME—ZREXT,

BE. X2T—2%2ZEL, BEYYEV T ZEBETICH<KBENHYET, BEYYEDT
ZEFIRICEK, MEZBRLET, XXTF—RZRFIXVN ZEFHIZICE, "XEZF—X
ZBEMAD, ZBRLET,
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. BEYYEIZHEL -BAE., DynamoDB M<environment name>.cluster-
settingsT—7 I ZEHTBIHBENHYET,
a. DynamoDB A V—/)LZ@&, FES—>3arhsT7—7IzERLET,

b. <environment name>.cluster-settings 7—7 ) ZBREL TERL, 7oV a X
T1—-HASHEHBZERR ZBIRLET,

c. AFTYUFREBFIIVER T, 74U E—ICBEBL. RONFX—ZRZAHLET,

- BMR —key
« f —identity-provider.cognito.sso_idp_provider_email_attribute
d. [Run] (E17) Z&#IRL £,

7. BREhEB TXFIZzwFEidentity-
provider.cognito.sso_idp_provider_email_attributel . #fR& ZZERL
T. Amazon Cognito DEEICEDETXFEIEZZEELE T,
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I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection

[ Table - res-jan19.cluster-settings v ] [ All attributes v ]

v Filters | §

Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

A 4
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

|dP SAML B0 T /XY T

SAML-tracer — C D ILRMEEE Chrome 75O THEAL T, SAMLUS T ANZEHHL, SAMLT
H—2a EERRETEET, FHMICOVWTIEE, Chrome VI 7ARNF® SAML-tracer 288 L T
<L,

SAML BHEY —J)l —SAMLI>O—REhizfEZ71—RL, SAML7H—> 3> OM%ET 1 —
LMREFIVIITBEHICERATESY—)L OneLogin ZRHEL T, FHMICDOWTIE, Onelogin
JIJHARND "Base 64 F1— R + ik, #SBLTLSEEL,
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon CloudWatch Logs — RESO %/ T CloudWatch TS —X & %2R TEET, OJEF., &V
SBEOOTIIN—TICHV) £Fres-environment-name/cluster-manager,

Amazon Cognito R¥F 1 X2 b — Amazon Cognito £ SAMLD KA DFEMIZ DWW Tk, Amazon
Cognito RAYN—HA Ry @ "I—H—T7—)LAD SAMLID Z7ONAM A —DENM) Z2ZRL T
<EEV,

A—Y—0O/NAT— ROKE

1. AWS Directory Service AV =LA 5, EERULERAZY VOF1L IO N)ZEBIRLET,
2. FU2ayAZa1—7, I—H—-NAD—ROUEY N 2ZBRLET,

3. A—H¥—%Z&RL, ILLNAD—RZAHLET,

4. NAT—ROUEY N 2BRLET,

U7 RXA2 DR

NABLRXAVZFERALTVRHER, VJITER—ZIIVDIO—FHEZHR—RTRLSICHT K
XAV ERETIHVENFHYNET,

@ Note

AWS GovCloud ( KEFEZB) V—23avIcF7O4 3256, RXANTVYOKRARN
V=2 BZKRANTBZEAN—FTA23VTFTAIRNTIITTTIr—>3> VDY T R
XAV EBELET,

1. Route 53 AV —)l ZHE XY,
ERLIZRXAZ2BREL, LO—ROER ZEBRLET,
M)z 7, Z#LO—RE ELTAHALET,
LOd—RAZA4A7CNAMEE L T Z&IRLF T,

BEICE. ZHMOEX—ILNICRELEVVZADLET,
[LO—RZ4EK] Z2BRLET,
OLO—RZEKRTSICEVDC, NLB7 RLAZEBLET,

N o a &~ b

a. AWS CloudFormation AV —)lZHR&E X9,

I—H—ONAD— ROBERE 71


https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation
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b. [<environment-name>-vdc] ZiBRL ET,
c. DY—AR%EERL., ZMHEEJ<environmentname>-vdc-external-nlb,
d. A SDNSEHIZIE—L EINLB,

8. Route532V—) ZHEET,

9. RXAVEHKRRL., LO—ROER 2BIRLET,

10. LO—RZB IC EABLE T vdco

1. LOA—REA4T T, %&ERL XICNAME,

12. [CNLB, Z A B L £¥IDNS,

13. [Create record] (L. J— RZ4ERK) ZiBIRL £,

ACM SEEHEZERK T %

F7 ) NTRE, & RXA > amazonaws.com AL TT7 SV r—>a>O0—RNZH—T
JIJR—ZINERESTKANLET, MEORXASAVEFHTZICK, I—H—1EMITD, £
l& AWS Certificate Manager ) A S UV T AREni=/NT U Y USSLTLSIAEZRET D HLEND
WEFTACM, ZFERATRIHEEACM, 9S4 F U RNEDITH—ERRARNEOD SSLTLS Fr X%
EFLTDEODNTX—BRELTEETIVLENf D AWS VY —AZZ2Z TV FT,

® Tip
ABIY—AFENYT—22F 70149258, CABVY—RREY V77O
{ PortalDomainName ¥ B EEIZ, BIRULERXADZ CADTRIREN HYETIHIBY
\J_Z&VE&?%)O

NAZLRXAZ DAAEZEKT D2

1. dA>Y—=)H 5 AWS Certificate Manager2BZ, /N7 Uy ViAEZ VIV I ARNLET,
( AWS GovCloud KEFEZB) IC7T7'O4 FBFSE. GovCloud N\—F 423> FHIUKNIC
AEAERERLET,

2. NTVUYOBEE Z#UOTAN Z8IRL, "IN ZBIRLE T,

3. RXA & T, *.PortalDomainName& OMEADIBHEZIVITANLE
F PortalDomainName,

4. HFEEXY Y R T, DNStRil Z2IRL £7,

ACM fEBAE Z{ERR T % 72


https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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[VDOTARN ZBIRLET,
Certificates JARA S, UOTARNEhIIAEZHAEE T, FABHEICK, AT—FAREL
THREFOBRIENHVYET,

@ Note
ALAZEARFENBEVERE, VARNZEHMLET,

ROWTFhAZTVET,

- BRTF7OA
JOTARNESNI-BABAESOERAENEFEMA S, Route 53 TLO—REZ/EK TS &i&IRL
£9, LAEOARAT—RARFRITEAR ICEETHILEN HVET,
GovCloud F7°01 :

( AWS GovCloud KE#ES) 7701 T3HS1k. CNAMEF—&EZIE—LET, 7

BAN—FT423a>FhAO Rhs, BEFERALTINT VY ORARNY—=2ICHLVWL O—

REERLET, SIHEOAT—RARRITER CEETHIHENHVYET,
FUWAEBAEZ IE—ARNL T, O NTX—ZRELTAHLEF

FACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio l&, 4 > A K—)JL CloudWatch RIZXOAOT T IN—7"% ICERKL

9. T7FLRORFICOVTRE, XOXRESFHRLTSEEL,

CloudWatch OJ JIL—7° Retention
/aws/lambda/ <installation-stack- EMHIREL
name>-cluster-endpoints

/aws/lambda/ <installation-stack- BRHEREL
name>-cluster-manager-scheduled-

ad-sync

/aws/lambda/ <installation-stack- BRHEREL

name>-cluster-settings

Amazon CloudWatch Logs
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CloudWatch A J I —7° Retention

/aws/lambda/ <installation-stack- BRHEREL
name>-oauth-credentials

/aws/lambda/ <installation-stack- BEMHEREL
name>-self-signed-certificate

/aws/lambda/ <installation-stack- BMHRE L
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- EMHREL
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- BMHREL

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/ 3N AM
cluster-manager

/<installation-stack-name> /vdc/ 3N AME
controller
/<installation-stack-name> /vdc/ 3INAE

dcv-broker

/<installation-stack-name> /vdc/ 3N AE
dcv-connection-gateway

O —70F 7)) NOREZZEETZHEE. CloudWatch 1Y —)LICBEL.,
CloudWatch O TOJ F— 2 REFEZZEFTHRRICE > TS EEL,

NDAZLT 7 EAFADRRZRET D

2024 F 4 BBRE, AT VAV THARARLAT VEAHFAOERZT XY FRESTAH_ET, IZK2T
ERENEO—ILZEETEET, NARALATVEAFTDOERE. IAMPermissionBoundary/\Z
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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X=BO—HPELTT IV EAFTOERZIEET S < & TARN, RES AWS CloudFormation 1 > A
R=ILO—BELTERTEET, cONTA—ZREZOEFXRICLEFE, EORESO—ILICET
DEAFUTOBEREBREECNEEA, AT, RESO—II N EETHILEHICHELET I a2 D)
AT, FRATZFEDTVEAFADERDN ., XOT >3 ZHARNICHFAILTVS L =
A ULET,

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
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"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",
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"forecast:*",
"fox:i*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mq:**",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
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"resource-groups:*",
"route53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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RES-ready Z&%E 9 % AMIs

E{FRESHE D #= Amazon XA XA—2 (AMIs) 2R3 L, RETFRAINYTAAEZVA
(VDIs) DRESIKFRERENDAZL ICTLA VAR =)L TEETAMIs, RES-ready ZFEHT S &,
BRENTERAAAX—DZFEATBVDIA AR AOREBREEAAMIsEREE hE I, EC2Image
Builder 235 &, ZFHLWYTRIJITAZRY JAMIsE L THEBEL TRRTEET, Image
Builder ®E¥#HIC DWW TIk, Mmage Builder 1—%—H4 R, #8BLTLEZV,

R DRI, OFEMN—232%T7TOA/RESTRIHBEN HVET,

ReEY D

« RESHRIRICT IV EAITBIAMO—LZ#EIT S
« EC2Image Builder A R—F 2 N EERT D

« EC2Image Builder L E&Z %9 3

« EC2Image Builder 1 > 75 ARNZ IV F ¥ DFRE
+ Image Builder 1 X—=NNA 754 2 DERTE

« Image Builder 1 X=J N1 7542 DREIT

« THLWYTRNIVITARY J%ZBRYS RES

RESEBEBICTIVEATAIAMO—-I)L 2 %({ET 3

EC2 Image Builder #* SRESIREH —EAICT VAT SHICIE. RES- £EVWSIAMO— )L ZERFE
EREETIHENH V) E T EC2InstanceProfileForimageBuilder, Image Builder TfEH 9 %1AM
A—JLOREIC DWW T, Image Builder 21— —74 4 R® AWS Identity and Access Management
(IAM) 2B LTV,

O—)LICREATABETT,

s EEENEBRICIE, Amazon EC2H—E AN EENET,

A mazonSSMManagedInstanceCore & &k T' EC2InstanceProfileForimageBuilderR 1J < —,

« 7704 € n=RESIEREA N DynamoDB & & T Amazon S3 7 7 L AN #IRE i h A X ARES
7.R U :/_o

(CORVD—F, DAZI—EBRV—RFIXVNELERADARAEI—A2F42RID—R
FAIXRNOVTNDICTRDENTEXT, )
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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FEESALEVL—23 Iy TIVTFAT4

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

RES 7R —:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb: {AWS-Region}:{AWS-Account-ID}:table/{RES-

EnvironmentName}.cluster-settings",
"Condition": {

"ForAllValues:StringlLike": {
"dynamodb:LeadingKeys":
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"vdc.host_modules.*"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [

L

"arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-Account-

ID}/idea/vdc/res-ready-install-script-packages/*",

RESRIEFEICT VAT RIAMO— )L Z%HET
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"arn:aws:s3:::research-engineering-studio-{AWS-Region}/host_modules/*"

EC2 Image Builder > R—% > NEEKT S

Image Builder 1—%—2 4 R® "lmage Builder >V =)L) ZFEALTIVAR—FX 2 M EERT
BDFIEICH>TEEL,

OAVR—F NOFMZEANLET,

1. 247 0HEE, EILR ZBRLUKT,

2. Image ARL—T 1 2T AT L (0S) DFEWE. Linux £zl Windows DWW hh ZBIRL &
9,

3. AVAR—FURNEB LR, BEDEKROHDERZ AN L LI research-and-engineering-
studio-vdi-<operating-system>,

4. AVR=—FRVBNON—232BEBSZANL, 7232 THAZEMLET,

5, BEBEBRFIXMNIZRK, KOERTVTAINZEADLET, T7—HNRELEFS, YAMLT 7 A
WEAR—AICHBTHY, REAREOSVERERETT,

Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-linux

description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string
description: RES Environment Name

RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
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- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-windows

EC2 Image Builder A R—%> N &EKT 2
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description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3
inputs:
commands:

EC2 Image Builder A R—% > N EEKT S 84



Research and Engineering Studio I—%—HA KR

- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. A723ORTEERL, AVR—F2 MOER Z2BIRLET,

EC2 Image Builder L > E % #1459 %

EC2 Image Builder L ElE, ILWAX—DZERTHILEHOOEHRRKELTHEATEIR—AS X—
T, AXR—DEADAZIIAALTINTHFES Y ICHEETDZI L ERIITA-HICEMNT ST
VIR—ZBRMDOEY RN EERLET, LVEZERFLRFBEEL T, XEBRESY 7 NI ITHKE
BERAMIZZHE DX —TY NZBREITDIXENfHYET, LVEOFMAICODVWTE, "LEDOEE,
BSRBLTLKEEL,

RES ., RDAX—=IARL—TFTA2VIIATLEYR—NLTVET,

« Amazon Linux 2 (x86 & & T* ARM64 )
- Ubuntu 22.04.3 (x86)

- RHEL 8 (x86). 9 (x86)

- Windows 2019, 2022 (x86)

Create a new recipe

1. T EC2Image Builder 1>V — )L Z B & & ¥ https://console.aws.amazon.com/imagebuilder,
2. REFEFHRAIVI—AT, AX=JLIE ZBRLET,

3. [MAXA=JLIEDER] ZERLET,

4. —EBOBMEN—DIVBESEZANLET,

5, THR—RENATVWEIR—AAMX—DZERLEFTRES,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
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6. 12ARVARE T, I—/I/I\b‘ 'J4>7\I\—)Léh'CL\7ZIL\*%A(I SSMI—>T
YREAVARN=ILET, Y —F—RBLVCZTORHOXELI—HY—F—RICEHRE
ABLET,

® Note
SSMI—YIVRNEAVAN=ILTIFEICOVTR, UTESBLTLSEETL,
e Linux DEC2A VAR VAIZSSMI—SI RN Z2FHTA AN —=ILET,

« Windows Server DEC24 >V AZ >V AICSSMI—>I R E2FETAARN—I
BLROCTAVAN—=ILET,

7. Linux R—ADOLIEDHE. Amazon FEEF Daws-cli-version-2-linuxE)JL R
VIR—ZFUBMNELVEICEMULES, RESAI VAN —=IATIUTNEAWS CLI ZEAL
T. DynamoDB I 5 AZ —REDREMBVDIND T IVt AZBHL £9, Windows Tlk,
NDAVKR—ZNEIBEHYEEA,

8. Linux E7z & Windows RIEIZ/ER E 11 /z EC2 Image Builder 32
R—FhZEBML, BEBNFX—REZADLET, AHLCE
AWSAccountlD, ., RESEnvNameRESEnvRegion, #A"#%4E T 9 RESEnvReleaseVersion,

/A Important

Linux BBE Tlk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFYIZED
LERET, ChenAVR—FMNEZEMTIHBENHVYET,

9. (#%R)Amazon FEE I Ssimple-boot-test-<linux-or-windows>7T A KNI R—
XZhZEMLT, ZERBAMITES CCZBRBLET. ChBRNMNROERSETT, &
HEBEITHMOTARNIVAR—ZXNERBIRTEET,

10. BEICWKSUTEENOEIZ 32 ZRETL, HOKEZIDVR—F hEEML, LZEDOE
B Z2BRLET,
Modify a recipe

BE7F D EC2 Image Builder L EAN®2FZEE, ROAVR—X N EZEMLTHERATEET,

1. Linux R—ANDLIEDOIHE. Amazon FEE T Saws-cli-version-2-linuxE)L R
OVR—ZFRhNE2LEICEBMULET, RESA VAN =AU NG Z2FERAL T AWS
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CLI . DynamoDB ¥ 5 AR —RENRKEMBVDINDT VA ZRMHL £F, Windows TlE.
COAVR—ZXV NIBEHY)EEA,

2. Linux £7z{& Windows RIEI(Z/ERKE /= EC2 Image Builder 32/

R—ZRNZEML, BDEBNFXA—REBZAILET., AHICE,
AWSAccountlD, . RESEnvNameRESEnvRegion, #A"#%4E T 9 RESEnvReleaseVersion,

/A Important

Linux IRE Tlk, aws-cli-version-2-1linuxEJ ROAVR—F2 N EFHIED
LERRET, ChesndVAR—FXNEEBMTRIHEN HVYET,

3. REICLRUTEENEY>I>VZETL, MOMKELEIR—FXNZEMNML, LOEDOE
K ZZEIRLET,

EC2 Image Builder 1 > 72 ARNZ UV F ¥ DERE

AT ZARNTOF v EREZMEAL T, Image Builder A" Image Builder 1 X— OBEETF AN

AT Amazon EC2A V77 ARNT IV F v Z2IEETEXY, THEATSICERES, HiLLWA>2 7

FJARNZUOF+RBREZENTEH., BFEOREEZFAITIHN ZERTEET,

s HILWAVTSARSIUVFVREZRERNTDICEK. "1V T7TARNTZIOFYEREDERK 25 RL
TLEZL,

s BEOA2TZANZOFFREEZEATRIICR, A VT7FANTIOFYRE ZEHMLET,

Image Builder 1 > 7 Z2ARNZ O F Y Z2RETDICE :

1. IAMO—=)L (C&, TUBICERELAEO—)ILZAANLEIRESREICTIVEATHIAMO—)L %
BT 5,

2. AVABRVAZRAT Tlr, PBLKEEA4CB OXE) ZEFE >RA47&BIRL., BIRLER—A
AMI7—FFIOF v ZHR—NLET, AMazonEC2 f VARV ABRA T #SRBLTILEE
(AN

3. VPC, Y7y KN, EF21VFA4TN—TTlk, YVIRNIITNYT—2%2AT700—RTS
EHICAVE—RYNTORAZHATIHZENHV)ET, RESTRED cluster-settings
DynamoDB 7—7J)L& Amazon S3 V5 AZR—N\NT Y RADT IV LAEHUTIHLEN HY) &
CB
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
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Image Builder 1 X—NNA 754 2 DFRE

Image Builder 1 X—SNA 7542k, R—AAX—=2, BEETFTAMNAOOVR—FUN A
VITARTUOFARERE. TAANIELI—2 3 RBEZHBMITET, RES-ready AICA X—2
NATSA 2 ZBRETDICIEAMIs, FILWNATSA 2 2ERKTBD. BEONA TS 4 2FEH
LET. FMIZOVTE, Image Builder 1—%—HA4 ROAMI "I X NAT A4 DEREE
. EBBLTSEEL,

Create a new Image Builder pipeline

1. T Image Builder 12V — )L %Z B & & 9 https://console.aws.amazon.com/imagebuilder.

2. FTEF=23aURAUDS, AX=DNATT4 2BRLET,

3. BBNATZA40EK ZBIRLET,

4. —EBOBE., A7 V0OHA, AT7P1—), HEZAILT, NMMTF4 0 0FMzE
ELET,

5. LEDER T, BBFOLEZFER 28RL. TEREhELIEZERLUETEC2
Image Builder LEZ#E{ET%, LVEOFHFHAAELWC EZERBLET,

6. AIX—JERZTOLANDERE T, I—ART—ALCKBUTF7AINRNELERGHRELT—Y
7O0—%BRLET, BEAEDEE., F7AILNOT—070—T+HTY, FHFMICOW
Tlk., EC2 "Image Builder N\A 7 ZA 2 DAX—=2D)—0 70— %8ET 51 22RBLTL
EEW,

7. AV7ZARNTZUOFYREDEE T, BMEOA VI SARNZIVF vREDER ZFERL,
THERENEAVTSARNS UV F v RREZIEIRLU EITEC2 Image Builder 1 > 75 AKNZ Y
FYDEE AVT7TARTIVFYOFMNAELV EEERLET,

8. TAANIELI—3VRENER T, Y—EATF7#IbM Z2#ALTFIANIELI—
JAVREEENTD ZEBRLET, HHAMX—2R, RESREAWS U—23> £FU
ICBEETRDHENHYET, T—EAODF 7)) NZEFEAT S E, Image Builder A"ERAE 1
TVWBR =23V A= ERENnET,

9. NATZA4DFMERIEL, NMTZ4 2 0EKR ZERLET,

Modify an existing Image Builder pipeline

1. BBFEONAT A4 2ERTHICRK., TEREhELIEZFERTALSICHEHMEELEELE
9 EC2 Image Builder L EZ#{ET 5,

2. [Save changes] (BEEDOR7F) 22V Y I LET,
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
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https://console.aws.amazon.com/imagebuilder
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Image Builder 1 X—NA 7542 DERT

BREESNEENAX—DZERTDICE, AX—DNATSAEZBRIDBENHYNET, 41 X—

DLPEOOVR—RMRICK>TR, BETOLALCEXR 1 BEAI/ L DEENFHYET,

AAX=DNAT A ERTITBDICE -

1. Image pipelines #*5, THERENIZ/NA T T4 2 &BIRL £ JImage Builder 1 X =2 )N4 75
1 DERE,

2. Toarvhrs, NMMTT7A40RT 2ERLET,

THLWY T RIITARY V%5 E85%9 5 RES

1. 1 OFERICHE> Tthe sectioncalled “ V7 R JITAZY T (AMIs )", V7 RNITITARY Y
ZRHBELET,

2. AMIID 2, ICHAIAENRTVBIHEIDAM X—20 AMIID &2 A DL E 9 Image Builder 4 X—<
NATZ4 2 DET,

Image Builder 1 X—INA 754 > DR1T 89
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BEEHAR

COEBEHA RTIE., AWS &M D Research and Engineering Studio 2& SICHAZXI A AL T
METHHEICOVT, BN ERKRERITOEMOFIEZHAL ET,

N =R

- =YLV DEE

« JANDEZRV T LI
- LV aLERE

- REEE

=LY RNDER

Research and Engineering Studio Tl&, ZFAL TRXO>—IL Y MHREE N FE T AWS Secrets
Manager. RES &, REDERFRIC—IL Y NZ2BBWICERLETT. REOERPICEEREN
ABLED—=DLY NENTX—RELTADEIET,

—OLYRNER B RES & B % & ADEhEEEE

<envname> -sso- REOITILYA v

client-secret > ZA > 0OAuth29 5 4
FToR—=0OLY BN

<envhame> -vdc- vdc ClientSecret v

client-secret

<envnhame> -vdc- vdc Clientld v

client-id

<envname> - RXADBEZESR V4

vdc-gateway- AREETZAR—B

certificate-pr F—

ivate-key

<envname> - RXAODBECER v

vdc-gateway- AEERE

=LYy NDER 90
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—OLYbRhE

certificate-ce
rtificate

<envname>
-cluster-

manager-c

lient-secret

<envname>
-cluster-

manager-c

lient-id

<envname> -
external-
private-key

<envname> -
external-
certificate

<envname> -
internal-
private-key

<envhame> -
internal-
certificate

<envname>
-director
yservice-
ServiceAc
countUserDN

SHI:I

B

ISAR—IZ—T
¥ — ClientSecret

IS AR—IZ—D
¥ — Clientld

RXAODBECESR
SEESSAR—bN
;\:_

RXAOBEEES
AL E

RXAOBEBESR
AAET A R—b
:\:_

SEPLEEEE
T E

ServiceAccount 11—
H—n#HEIE (DN) B
%,

RES 4 5% &

ABEn-EEE

—ULYNDER
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DynamoDB ® <envname>-cluster-settingsT—7JLICIE, RO —U L Y NARNEANEEN

TVERT,

:\:_
identity-provider.cognito.sso_client_secret

vdc.dcv_connection_gateway.certifica
te.certificate_secret_arn

vdc.dcv_connection_gateway.certifica
te.private_key_secret_arn

cluster.load_balancers.internal_alb.
certificates.private_key_secret_arn

directoryservice.root_username_secret_arn
vdc.client_secret

cluster.load_balancers.external_alb.
certificates.certificate_secret_arn

cluster.load_balancers.internal_alb.
certificates.certificate_secret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id

cluster.load_balancers.external_alb.
certificates.private_key_secret_arn

cluster-manager.client_secret

U—=A

ARV Y

AR Y

AR Y

AR Y

AEY Y

AR Y

AEY Y

—ULYNDER
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OdAARNDEZZRI T & HIfH

(® Note

Research and Engineering Studio 7’002 T U kO N O BEE(S T AWS Budgets &, TlEH
R—RhENTLVEEA AWS GovCloud (US),

Cost AWS Cost Explorerz2fERL TTFEZ KL, JARNZERIRI L Z2HEHHLET, BERBE
BENBENBYET, FHIIOVTRE, & OREIVITIR—TJESRL T EE Wihe section
called “AWS COHEEO H—ER",

JANBHEXETALHIC, RESTOV IV NE RCHRE NEFECHENF TR ENTEE
¥ AWS Budgets. £F, BRIANRSRTHNOBERT T IT A TLTIBENHYET,

1. %4242 AWS Management Console L, T AWS Billing J> Y —J)L%Z B & & ¥ https:/
console.aws.amazon.com/billing/.

2. JAREHRT Z2BRLET,
3. res:Project &Y res:EnvironmentName X/ ZHREL TRERIRLF T,
4. [FOT1471]) Z2BRLET,

Billing X
Cost allocation tags ..
Home Cost allocation tags activated: 3
v Billing

User-defined cost allocation tags AWS generated cost allocation tags
Bills
Payments \:4/
Credits User-defined cost allocation tags (2/47) info
Purchase orders

‘ Q Find cost allocation tags 11 matches

Cost & usage reports
Cost categories Clear filters iaisle

Costallocation tags (19

Free tier ] Tag key A Status v Last updated date v Last used month v
Billing Conductor [ (] res:BackupPlan ® Inactive - November 2023
¥ Cost Management a res:ClusterName @® Inactive - November 2023
Cost explorer [3 —
P z O res:DCVSessionUUID ® Inactive - November 2023
Budgets
J res:EndpointName Inactive - November 2023
Budgets reports Y P ®
Savings Plans [4 res:EnvirenmentName N 3 y ® Inactive - November 2023
v Preferences ] res:Moduleld @® Inactive - November 2023
Billing preferences O res:ModuleName ® Inactive - November 2023
Payment preferences
(]} res:ModuleVersion ® Inactive - November 2023
Consolidated billing [4
Tax settings a res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

e p—— |
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® Note

T7O/4RICRESR TN RRENDETIIRAR 1 BANDBENBYET,

RESUY—ADFEERERTDICIE :

1. BRIAVY-IAS, FE ZBRLET,
2. TEOER ZBRLET,

3 X E) T, [Customize (advanced)] (HAZN A1 X (BE)) Z&RLET,
4. FEERA7 T, JANTE-#HR 2 BRLET,

5. [Next (XN\)] #&IRL XY,

. [Budget setup] (FE D

Billing b

Home

¥ Billing
Bills
Payments
Credits
Purchase orders
Cost & usage reports
Cost categories
Cost allocation tags
Free tier

Billing Conductor [4

¥ Cost Management
Cost explorer [
Budgets | 1
o
Budgets reports

Savings Plans [

¥ Preferences
Billing preferences
Payment preferences
Consolidated billing [2

Tax settings

¥ Permissions

Affected policies [A

Step 1

Choose budget type ChOOSE bUdgEt type Info

S5 Budget setup

Set your budget 3
L

Step 3 () Use a template (simplified) © Customize (advanced)

Configure alerts Use the recommended configuraticns. You can Customize a budget to set parameters specific

change some configuration options after the
budget is created.

to your use case. You can customize the time
period, the start month, and specific accounts.

Step 4 - Optional
Attach actions

Budget types

Step 5
Review

© Cost budget - Recommended \ﬂ-/

member accounts.

Monitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
yeu can set a cost budget for a business unit and then add additional parameters such as the associated

) Usage budget

Amazon §3.

Manitor your usage of one ar more specified usage types or usage type groups and receive alerts when your
user-defined threshalds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and

) Savings Plans budget

underutilized.

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or

) Reservation budget

ElastiCache, and Amazon Elasticsearch reservations.

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon

\§/ Cancel Next

6. I, THOOMOMOFELXATZDEHIC, FEOERNDHDFEZEADLET, fi
ZIE. <EnvironmentName>-<ProjectName>-<BudgetName> EEL F T,

7. "FHEERETZL T, TOPIIVNCFEENEESEEANLET,

JARDOEZRVZ T EHIH
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8. Budget scope T, Filter specific AWS cost dimensions Z#IRL £ 9,
9. [Add filter] (7 4 LB —%&&M) ZBIRLET,

10. F4X>>3> T, 27 Z2ERLET,

11. XY T, res:Project Zi&RL £7,

® Note

BT EENERATRICEZDETICRR2 ANAZBEN BV ET. 7O TV NEHE
RAREICE 2125, FEZERTEEXT,

12. BT, 7O TV RNBEEIRLET,
13. Apply filter Z3BIRL T, 7O T IR 71U EZ—ZFEICTREYFLET,
14. [Next (XN\)] ZiBIRL £,

JARDEZRV T & HI4H 95
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

JARNDEZRIUZ T &I 96
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15. (F7>3a)FPS5—RNLEWEZEBMLET,

16. [Next (RA)] ZERLE T,

17. (A723 ) P5—MFREETNATVBRBEER., P7EYFTFOIIvzERALT, 75—NTH
WOTo>3a>veERELET,

18. [Next (X)) ZiBIRL £,

19. TEREZEREL, BMOFENTX—RZ TELWRINFBREENTVSR L EZRRELET,

20. [FEZER)Z2VIYILET,

FENERE S, 7O IV NOFEEZEMCTEERYT, 7O I IV NOFEEEMICTSIC
k. "1 Z28BLTLKEE Whesectioncalled “ VO IV N ERmETD, FEEBALES, RE
FRONYZToREEFTOYIENET, TRAIVNY TOREPICFEEZBAILBEES. TAINY TS
FEIEHmEBELE T,

RES Environment Management

Projects

Environment Project Management

Title Project Code Status Budgets Groups Updated On

* DemoUsers

Actual Spend for budget: REST-F 11-Budget1
project! project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Limit: 500.00 USD,

SD, Forecasted: 3945.34 USD * ProductUsers

FEZZEITHILEN HZHRR. AVV-IINICR>TTFEHZRELET. EEN ATAMICE
DETICRKRIEDHNDBENHYEIRES, &k, 7ODI VN EZHmELTFEZEMNICITS
CEETEXRT,

tvarEe

YA vERBR, BV ERRBRETANTDEODOFRTAURTIT A7 BRRERZREY
LET, EBI—H—ELT, 7O T I RNBERNTA RS I9T1 7y a> skl LU0EE
THEZI—H—IZHETEEXT,

=R

« AV 1R—R

e v 3

« V7RNDVDITARXY U (AMIs)
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XY 1R=R

Research and Engineering Studio

2)

v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)

Permission Profiles

res-stage (us-west-

<
Virtual Desktop Dashboard

Instance Types (1

Summary of all virtual desktop sessions by instance types.

méa.large
Debug
Settings
& B méa.large
» Envir M

Base0S (3

Summary of all virtual desktop sessions by Base OS.

Windows

Amazon Linu...

W Amazon Linux2 [ Windows

Availability Zones (5

Summary of all virtual desktop sessions by Availability Zone.

us-west-2a

W us-west-2a

L & demoadmin1 Vv

Session State (2

Summary of all virtual desktop sessions by state.

STOPPING !

) STOPPING

Project (4

Summary of all virtual desktop sessions by Project Code

project1 !

W projectl

Software Stacks (6

Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

N}

W Sessions

Ay a1R—R
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Y2 atEBRAYIAR—REF, EEEFEIUTICEITZ Vv IEI—ZRELET,

1L AVAEVADRAT
vy arnirgE

N—A OS

70Uk
TRAZEUT A=Y=
V7RNIDITARY Y

o ok~ w N

TSIC, BEBEQPROZENTERT,

7. 892 21R—REFEHFLTEREEHFLET,
8. v a oRREBIRLTEYZIVIZBHLET,

tyv>3ar
v < 3> ICik, Research and Engineering Studio I THERE NI XNTORETFRAI NY THE
RENET, BV aoR=IHs5, €v>a BHRETANZVTULTERRLEY, FILLEY
2avEERLEYTEERT,

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions Gal Desktops.

>

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On

[ demoadminiami21 5 demoadmin1 Amazon Linux 2 méa.large @® Stopped projectl 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin1 Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM

1. XZ1—2FALT, EEE N ERBEERNICERFTLEEHEh Yy a > TRREREZ71LA
DT ULET,

2. v arvEBRL, 7U23 X Z1—%2FALTUTZITVET,
a.tv>arvzBERATD (BHT)
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b. FIE/MKIEEY S 3> (B8 )
c. MEFEIE/MRIEEY >3 (BHT)
d EY2a> o7 (EHT)
e. MHEKRTEY> a2 (BHWT)
f. 2Yy>3a>oOANILA (B )
9. V7RI ITAEY U DK
3. vl I oEREERLTHLLVEY S IV ZERLET,
4. BHTEYZIAVEREL, REBEARL—FTAVIATALATTANRZIITILET,
5 v arvHzBIRTd L. FHNFrRRENET,

Y>3 EERTS

1. Ev2a>oeR 2BRUET. HILWREBTAIRNY TORBE-XILIHEXT,
2. FLLWEY>a>oFlZEANLET,

3. (A72aAN)HTRYRNIDRDCVEYZIAVRATBEQBNOFMEZIEETDICE, FHilA
72avnRREFVICLET,

4. [EE] ZBIRLET,

vty 3 101
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r

___Storage Size (GB)
EP% 4

Launch New Virtual Desktop X

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

Enter the storage size for your virtual desktop in GBs

& )
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vy ar ot

v avARNYS, Y2 aVBEBERLTEY a0 ERRLET,

RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >

Session Details

RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Session Type Hibernation Enabled Created On

VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On

9/29/2023, 11:01:20 PM

YU7RNIDITARY T (AMIs)

® Note
TRMHEND CentSO7T VI RIVITARY U &REITTSBICIE AWS GovCloud (US), U T

ENEEETHD > N AWS Marketplace ZFEAL TAMIAT 2T A0S5S4 T THHEN
HVET,

Software Stacks R—Z A5, Amazon N> A4 X—2 (AMIs) ZFREL 2V, EFEOAX—D 2R
LEVYTEERT,

Y7RNITITAZY T (AMls) 103
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Software Stacks (AMIs)

Software Stacks

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On

2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM

1. BEOVYIRNIITARY VERETBICE, ARL—TFTAVISATLAOROAY TH I ZE
ALTOSTZ74ILEIVITLET,

2.7 RIJITARY VDB ZRIRL T, ARXRYIVDFHEMZERRLET,

B YIRIVITAEY VEBRLIES, TUOYIUXZ1—%2FRALTARY VZ2imEL. ARV
V702TONCEIVETEY,

4 VITRNIITAEZY VDEFGRE2FERTIRE, HLLWARY VZERTERT,
1. TVI7RIDITAREZYOIDOBRFE, 2BRLET,

2. ILWITRIITARY VOFMEADLET,
3. DEfEl EEBRLET,
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r 3
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

Cal s [H (] H b L £l Lo 4 L
\J7 '\"jITZ‘%‘Tbt(RMEISLGUIC 'JI UJCLL.: TUT LTS SUTLVWAT © oldach 105
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JOPIONIVIRIITARY D& HTS

FLWIYTRIITRARY VRERTRIEER, RV VETOSIVNCENSTHIENTESE
T, BYIOERBICARYIETOSIINCEMTZHXENFHDESE. UTERITLET,

@ Note
V7RDITARY 7@, BN XN—TH37OCIINCOKEHE TR ENTE
£

1. Software Stacks R—T A5, F7OZ IV NIEBMTIVYIRNRIITARAEY VZBRLET,
[7o2av]|zZERLET,

[fmEE) 2 BIRLE T,

ZOZIOMRAY 7RIV ZFERALT7 O IO N EZERLET,

DR 2 BIRLE T,

o & w0 DN

AZYVDFMR—IHABYTRIITARY VERETDIEETERT,

Y7RNITITAZY T (AMls) 106
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

VIRDVITAEZY VDFHERTTS

Software Stacks ') A M » 5 Software Stack Name ZiZIRLU THMBERTLET, FHEAR—TH
5, WEEZBIRULTYIRNIITARY VERETDEETEET,

TINY T

FNYINZILIZE., REFRAINYTICEENFOSNEXYE—RT T AV INRTIENET,
CONZRLEFERALT, RANBOTITAET A ZERTEET, VDHost RTICIEA AR A
BEOT7IOTA1ETAFRREN, VD Sessions Z7ICIETHOEY I VT IOTAETFAHFERR
chEd,

FNv T 107
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s and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions .
"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) "port” : [

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

TFAIRNY TERE

FRINY TERER—DZFAL T, REFRIMNYTICEERSTFSNEVY —RZRETEE
T, Server 7 Tk, KOKXDBEREIZTIVLELATEET,

DCVEY>3aZTF7ARILZALT TN
DCV Y2 azsABENICIIMENDETORE, ChilkY), FRAINYTEY S a2 ORE
BREEEIT, DCVISATURNELERITITTZOHASEY I3V 0HAMUShET,
TARILEALTINDES

TARLNVEBENF VAT NCRHETNDITORE,
CPU EREOL & WM ME

TARINERBENDCPUFERE,
dA—Y—kYoFacshikttyar
Be2D1—H—HIF—ElCED>CEANTERVDIEYZIAVOH, 1——NFOEZFETHE

A% &, My Virtual Desktops R—IASFHL WY a2 ZRBEBTERELSIZY ET, Sessions
R=IH5tyv>aeRBHIrHER. COEICLIEEZZTEEA,

RARIL—KRVI—-LFAX

REFAIORNYTEY>a2OIL—rRVI—-LOTTFI T AKX,
AAETNDA VAR VARAT

CORESRIRTRETED A ARVATITFIV—EHAADIAR, A VARV ATT X
V—EAVARD A A ADEAEDEOEAENZHFTANSIhET, flREFE. "mr7a) &8
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ETDE. MMa77I)—DIXNTOHAAANVDIEY I ELTRERBTEDRSICRYE
T, 'm7a.24xlarge’' ZIEE TS &£, m7a.24xlarge DHAVDIEY IV ELTRETEE T, C
DIVANE, REAOIXNTOTOSIVNIRELET,

res-beta08 (us-east-2) <

Virtual Desktop Settings

sssssssssssssssssssss

RIEEE

DIRFEBEL I IAVAHASRES, EBIA—H—RB. HRBICIVSZTFVI7O02 TV MNAL

PHMENTEREZERNSLIVERTEET, CchSOREICKEK, OAEI—FT12TVY—A, AbB
L—2, TOMOBELDAVR—F M IXNTLLBRENCETNDHEEN BV ET, 1—F—
k. 7O TV RNOBENERERBLEITRISICCNSOREEZERES RV NAZINAATED LD,
O7OP TV RNPRRBICEEZEAD LB, YVI1—23V0ERR, TAN, REZGHREICT
SCENTEFRT,

N =R

« RIBAT—2XA

- RIBRTE

« [I=%—]

« JIL—=7

7O

TOAFARI S —

J7ANAT A

AFv7ay hER

Amazon S3 /N7 Y k
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RIRAT—FA

REAT—ZAR=TJIZE, BERRNICF7O/MENEV TRV ITERANRRENET, ZhiC
k. Y7hD2IT7N=232, ED21-I)E, TO/HOATLABRIEENETT,

Research and Engineering Studio 4 | & demoadmind v

= RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10 @Stack @© Deployed © Not Applicable o default
Directory Service directoryservice 2023.10 @Stack © Deployed © Not Applicable o default
Identity Provider identity-provider 2023.10 @Stack @© Deployed © Not Applicable ¢ default
Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default
Shared Storage shared-storage 2023.10 @Stack @© Deployed © Not Applicable o default
Cluster Manager cluster-manager 2023.10 @App @© Deployed @© Healthy ¢ default
evDI vdc 2023.10 @APP @© Deployed @© Healthy o default
Bastion Host bastion-host 2023.10 @ stack @© Deployed © Not Applicable * default

Infrastructure Hosts @

Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |
res-demo2-bastion-host bastion-host @Iﬂfra 2023.10 mb.large us-east-2a @© Running 10.1.3.148 3.145.1¢
res-demo2-vdc-controller vdc @App 2023.10 mb5.large us-east-2a @© Running 10.1.129.105
res-demo2-vdc-broker vdc @Iﬂfra 2023.10 mb5.large us-east-2b @© Running 10.1.149.12
res-demo2-cluster-manager cluster-manager @App 2023.10 mb.large us-east-2b @ Running 10.1.155.249
res-demo2-vdc-gateway vdc ® Infra 2023.10 mb5.large us-east-2b ® Running 10.1.153.135

IRIRRRE
RERER—V IR, ROLS>EHBREOHMARREET,

- 2%
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SRE7OES3a - I LE1—YY—0E8EBEI Y —BXEX-IIBEDEHRERTLET,
DITJR=BRILDEZA NILEBEETFANEZRETEET,

- ID7ANAE—

UOINBA VAV AT —RABEDERERRLET,
« XY RKND—Y

TOtADsADOVPCID, 7L74YOAVARNEZERRLET,
* Directory Service

I—H—BENAT—RARNOTITATFALIRNIREES—ERTAI NI =LY
RYZF—Sv—%RRLET,

14—

FOFATFALINIASABENETRTOI—F—k, 1I—H—~KR—JICEREhET,
1-—H—i. BEOBRENCISAZ—EEBEI-—F— &> TABEET, OPI—H—BED
HECOVTR, T EBBLTIKEEVEEACK,

® Note
ERER, TOTATBI-F—0ty IV OREERTEST, FT7ALRTH, TA
TOI—H—RERBELT AV THETET VT A TRECBEVET, 1—H—13
FOTATOBEE, YT AVERRT IR A VA THLS CHELET,
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- Research and Engineering Studio 4 | & demoadmin4 v
— RES Environment Management @
Users O 02}
Environment user management Set as Admin User
c Qs Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers

* DemoAdmins

(@) demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
O pmtuser02 8001 6001 pmtuser02@demo. No user No © Enabled e ProductUsers

A=Y —R=IH5, ROZEHNTEXT,

1. A—Y—ZKRELKT,
2. 1—Y—RBZERLEBERE. 7723 XT1—Z2#ALTROBEZTVLET,

a. BEHEI—HY-ELLTRETS
b. 1—HY—%&MCTS
gIN—7

TFOTATTFALIORNIDPSEABRENLIRNTOTIL—TE., TIL—TR=JIICRREhET, 7
W=7 ORELEEOFMCOVTR, ") 2ZRLTKETVERESNA R,
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- Research and Engineering Studio PaN & demoadmind v
= RES Environment Management Groups (6)
Groups @ Actions & ) 9
Environment user group management Disable Group
a Q Search 1
Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«

¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers

¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers

TIN—TR=IH5, ROZENTERT,

1. I—¥—FIL—TERRLET,

2. A—H—YL—THFBERENTVBBER, PIS3IVAT1—2BALTIIL—TEEHE:
BEMCLET,

3. 1—H—YJL—T%ERTHE, BETBOI—H—RAVERBLT. FL—T01—H¥—%
RRTEET,

70T 0h8

J7OIORE, REFAINY S, F—L, FEOEREFRLET, 7O IV N EERTDE
Tk, BEl. A, REZELEDREZEHZELET, 7O I 7N, 88, O —F1>
TIY—=ADBATEHAX, YVIRNTIITAEY Y, ZYRID—O9BERE, 7OCITINOBE
DEHEBETESICHARAEIINAATED 1 DU LOBENSENET,

N=X7

s JODIVNERRTD

e JOI OV NEERTS

s JODIVNERETS

AR ErN N 113



Research and Engineering Studio I—H—H4 K
« Z7O2 IV MADOZT DEBME K IFHIBR

« O IORNCBEENTSNETZZALNSATLERTTS

- BBTUIL—KEEBNTS

JOI V9 NERRTD

Research and Engineering Studio L & demoadmin4 v

RES Environment Management Projects

®
.
Pro’ects @ Actions & ) Create Project
nvironment Project Management e Edit Project e
0 Q Search Disable Project

Update Tags

1

Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

7O 7Ry aR—RICE, RAATREZ7OSIIROYARFRRENET, Projects XY
JAR—RHLS, RODZENTEXT,
1. BRR71—)ILRZEALTTOP I VN ERETEERT,
2. 7O02TVRZERTDE, PUO2AVARZ1—2FEALTROIENTEERT,
a. ZOP IV NZEwmETD
b. 7O TV NDEMLE B
c. 7AP IV NRITZEHID
3. 7O IV NDERZERBIRLT, ILLW IO IV NEZEKTERT,

J7OTI O NEERTS

1. [77O2TONEER] Z2BRLET,
2. ZOIVRNOFEMEEANLET,
70T 8D}, TOANESDZEWNRTRDLEHICEATES )Y —AXTTF AWS Cost

Explorer Service, F#ICOVWTk, "1—HY—EEOIARNESRXTOTIT 171 2SR
LTLKEEL,

AR ErN N 114
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/A Important
ERRIZZOPIINIDZEETDERTEXE A,

HMATS Y OFMBICOVTR, Ty ZZRULTIKETVWEST 7L ZENT S,

(A723 70T I7MOFEZENCLET, FEOFMICOVTR, "1 22RBL T
EEVWIANODEZRD T L FIH,

R—=—LTALIRNITTFANDATALR, RBER—LTFANLNIATL(F7 2L
N ) EFS, . Lustre, FSx NetApp ONTAP, F#ZEBSRKRU 1 —ALAAKNL—JFSxOVWThh %

ERATEXRY,

FSx Lustre DEBR—ALATZPAINATLAEFSB LV &, EHOTOP I IS LU BTHE
FSx NetApp ONTAPTE 3 Z & ICEBL T H&EWWDIs, £# L, EBSKUI—LRAKNL—
A7232TE,. VDIZFOZ7OSIZROTRTO IZ, 50 VDIs 7O T NETHE
ENBEWHBOR—LATFALINIUNBETT,

Create new Project
Project Definition

Title
Enter a user friendly project title
Project 1D

Do you want to enable budgets for this project?

e

Resource Configurations

Storage resources
Add file systems and/or 53 buckets to the project.

[

] ©

Home directory filesystem

Select the filesystem that will be used to create the user home directories on Linux desktops

[ Shared Storage - Home [efs]

] ©

» Advanced Options

AR ErN N
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I—¥—%( K

5, A—Y—FLRIJIL-TCENEO-IL("7AP T I MXYN—1 &F "702 T B
Z,)ZB)HETET, BO-NANRITTEDT V23V T7A#INNOTIOELAHAZTOT77 A

LEDWTR, T EBBLTLEEL,
6. [DEE]EBRLET.

Create new Project
Project Definition

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems
Select applicable file systems for the Project

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the grou

[ group_1 v ] [ Project Member

Add group

sers
Select applicable users for the Project Choose a role for the user

u
[ user v ] [ Project Member

TAOSI VRN ZmETS

1. 7A2TI7RMVARNTZOP IO ZERLET,

2. To2avXZa—ps5, TJAOPIVMNORE 2BRLET,
3. EHZANLEY., FEZEMCIZHBERE. JAMOEZRZVJLHME ", 282RLTLKE

TV, FRATI D OFAICOVTIE,
2o

4. [PxEE] ZBRULET,

T ZZRULTIKEEVWESHT VT L—hZENT

PARPZE S AN
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Edit Project
Project Definition

Title
Enter a

user friendly project title

( Project1 J

Project ID

Enter a project-id

rease alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

( ] ©

Add Security Groups

Select applicable security groups for the Project
( ) ©

» Linux

» Windows

Team Configurations

Groups Role

Select applicable Idap groups for the Project Choose a role for the group
emove group
{ group_1 v ] { Project Member v ]
Add group

Users

Role
Select applicable users for the Project

00se a role for the user
Remove user
M ]

[ user1 v ] [ Project Member

(o) €D

7020 MORYT OBINE - HIBR

J7OTIORNETE., TO7O0 I ORMNTHERENEINTOA D AZ AR T 2E|V)YTET,
1. 7O >ITO2KRNVARNTZ7O IO NEZBEIRLET,

ToasXZa1—Hns, FTOEH BBIRLET,

XITDEM ZBIRL, F— DEEZAILET,

RTZHIBRTBICE, HIRTZDRITDEICHDHIBREIBIRLET,

w0 D
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J7ODIORNCHERGSNETTAINATLZRTTS

7O EBRIBE, BEATHOTT7ANIATLARAZVZREALT, 70210 NMCEERS
FShiE77ANSATLEZRTITEERT,

Projects ©)

Environment Project Management

Q Search
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e |DEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

BT 7L—hZENTS

7OI VRN ZERELIFETSEER. 7OV IV RRERNOT RNVANAT a2 Z&AL
TEEBTV7L—rEZEBMTEET, BBT7L—KE, EF2UFT4TI)L—7" IAMIR) > —,
BEBAVV7NEEQEBMOEREZ7OIIMNNOINTOVDIA AR AICRELET,

RS —mIEM

ZOPIORMOTIETF7OMENIEINTOA VAR AOVDIT 7 AZFIHT BIAMRY > —%
EBMTEXRT, RUS—ZFAVR—RITBICE, RUZ—CRDF—CEORTZEZRITFIFLET,

res:Resource/vdi-host-policy

IAM O—=J)LOFFMICOWVWTE, T, 0 TR —ETOEAHFAIAM] Z2BLTLSEEV,

X2 F4TI)—TDIEM

XAV F4JIN—T7%2BNMLT, ZOPI IV NADIXNTOVDIA VAR AOHAY F—R &
WTEET, EFXF21VTATIN—T%2F2R—RITBICE., EF1VTATIL—=TICXOF—EED
RT7%EZTFHFLET,

VAR RS AN 118
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res:Resource/vdi-security-group

LFI1VFATIN—TOFMZIOVTIE., "Amazon VPCI1—H—HA RAWS , ® T=F21F 4
IN—T=FERALTVI—AANDODRNT T4V 0 FHTE, 2SBLTLIEETL,

BEAZUTNDOEMN

7AO2I V0 MNAOINTOVDILEY >3V THETDRBAIVT N EZEBMTEET. RES
(&, Linux & & T Windows D AT U7 NRABEYR—RNLET, AVUTRORKICRK. XOVT
hAZEBIRTEXRT,

VDI BFHFICAVVT N 2RTTS

COATavE, RESEREFERFRAAN=IERTITRHEIC, VDIA 2V AZ ADEBAICA
)7 NERBLET,
VDI ARREESNTVBRBEICRAIV T NEETTS

COAT3AVE, RESREN T ITRDERIVT RN ERHBLET,

ATVVTRNEROATS a2 #HR—RNLTVWET,

AV VTRERE B

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/Y > 7°)L
A—AL774) file:///user/scripts/example.sh

SIBICE. AR TRYS s HZEEELRT,
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 )
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' } [ 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

7a2 T hREDH
TOEARFAIRD S —

Research and Engineering Studio (RES) Z A 3% &, EEEI—H—&k, BRLELI—Y—I(C,
BB IA 7O I VN EERTILONOEMOT VAT T ENFETEIHARLAT VLAHFA
AO77A N ZERTEEXT, F7OPIIRMNIR, F7OMRICHARIAATES 770215
RXUN—L ET7OPIONMEEL O2O0F7FINNOTOELAFAZAT77AINNFHYE
ED

R, BEER. POEART7O77ALEEALT 2 207V EARTIL Y3V ER/ET
7,
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1. BEShEI—Y—N 7O I OMNIMOI—H =TI —7T2EBMELFHIBRTEDRSICT
2 "7ADIORNAVUN=2VYTOEH, £, BEENEI—S-AT7TOPI VN EBNERLRE
BUICTEDRDICTS "J7OCIIMNAT—RADOEH ) TEREND 7O IV NEBT D
A,

2. VDI EEETAEI—Y—NF7O0IONATYDIEY 3V RERTEDLSICTS TV 3y
DERL &, BEECAEI-Y—HF7O02IO0MNATHOI—HF -0ty > araERETLRE
TTEDELDICTS MO 1——0tv>a>0ERMKTL TEBREND Y3 EBT D
A,

Chickty), EEEEF. REANOIEEEBEICTOS IV M —-—ADT IV ELAFAT2EETEEXT,

N =R

- 7O IO NEBOT UV EAHH

c DIty a2 EBOT VAT
TOERAHFAAZOZ7AILDE

« F7AILBNOTOEAFAZO774)

- RIFHER

« FROVKNYZHETO774)

Z7OI YV NEBOT U AFA
TOSIORXYN— Y TREH TS

COTIEAFAICKY), #ERZFASE N ECEBREUNOI—Y -G, 7OV S51—
B—RERIIN—T2EBMBLPHIRTERT, &, PIOERAFTTO7 7ML EREL
FO7O02I0MOMBOINTOI—H—ETIL—TDOF '7‘|Z7\I/\)LE/3EE©“%>¢_t%'C?—E$
9o
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Team Configurations

Groups  Info Permission profile Info

| group_1 ¥ | | Project Owner v ( Remove )

A Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a

different permission profile

| group_2 v | |ije[1 Member v ( memove )

|:’ Add group ‘

Mo users attached. Click 'Add user’ below to get started

| Add user |

(o) D

J7OIVRNDAT—RAZEFHTS

COTOERBTC &), HEENSENEEREUNOI—F—E. 7ODIIRR—TOF
538 ARV EFEALITOY I NEEMELREDCTEET,

Research and Engineering Studio

RES

v Desktops
My Virtual Desktops

Shared Desktops

File Browser
SSH Access Instructions
O project2 Project2 © Enabled - group_2  usert 7/15/2024, 11:45:22 AM
" * group_1
v Environment Management O  project3 Project3 @ Enabled — - 7/15/2024, 8:05:20 AM
Up_-
Projects

VDI tY > a > EBOT VAT
v aEERTS

11— —2A" My Virtual Desktops R— A SHBEOVDIEY S I ZRETEZHAESHEFHIHEL
£9, BEEUNOI—H—AMBEOVDILEY S IV ERBTEAVLSICTSRICE. CNDRE
BEMICLET, I—F—REFVOTEESOVDIEY S I E2EFELEBLTKRTTEET,

EREUNO I —HN Y2 a2 eERKITRT IO EAHTZHE >TLWEVESR, ROKLSIC,
HLUWREBTAINY TZBBREZ N EMCEY) KT,
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Virtual Desktops

test2 © Connec t

©@Ready Windows t3.medium @ No Schedule

1:05

Tuesday, August 6

HOI1—H—Nty>a> EaEERERFKRTTD

EBEEZEUNO I —HDNERMOFET—23RAHDPS5EYZIAVR=DIZTILATED X
SICLET. chsnI1—HY—R&, COTIVEAFANFN NG 7O IV NTHOI—YF—
OVDIEY > 3> ZRBETERT,

EREUANOI—H -1 -0ty arzRBI57 AT I $%8EE. EAO
TET—232RAVICE, RDKSICEYZIVEROEY IV INRTENTT,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

v Session Management

Sessions
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EEEUNAOI—H—ICOI1I—H -0ty aLEERTDITIELAFANI EVES. EAO
FESF—2aoRAVICE., ROEDSICEYSIVEBIRRENETE A,

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

FOEAFAZ7O7 71 OER
RES BEBEW, KOTFIYIAVERTUTCTIVEAFATO7 7L EEBTEERT,
TORAFATO7 7ML E—BRTRTS

Research and Engineering Studio >V —IR—2 T, EAOFES—>3aRA(UTTFI1
AFA7O7 74N ERBRLET, COR—=DHS, POLRABFAT7O7 714 I 2EK. FH.
—BRT. k7R, HIRTEET,
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| Research and Engineering Studio PN & admin1 v

RES RES Perm| (6]

Permission Profiles ©)

v Desktops
P Create and manage permission profiles.

My Virtual Desktops
Shared Desktops

File Browser

Profile name Description Creation date Latest update Affected projects

SSH Access Instructions

(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2

(@] UpdateStatus test 3 weeks ago 3 days ago 1

4

Session Management
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions

Software Stacks

Desktop Shared Settings

Debugging

Desktop Settings

v Envir
Projects
Users
Groups
File Systems
S3 Buckets

Permission Profiles

TOERAHFHATO77AINERTTS

1. XM2VOFORAFATOAT7FAIMR=—IT, RRIDTIVEAHATOT7 7ML OEF ZER
LEXT. COR=DHS, BRUETIVEAHATO7 7 AN ZREXRIZBFHIBRTEEXT,
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ES Per n Profiles Projec

Project Owner

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status

@ Enabled
@ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

@ Enabled

2. HBEeZWR70O02I0M27 28 RI2E, RETVEAHFA7TO7 74 ) 2ERALTVWS Y
OJIVMFRRENET,

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

TOEARFAR) S — 126



Research and Engineering Studio I—%—HA KR

TORAFA7O7 7 AN EHEKTS

1. XA2OFOEAHFAZTOAT7ANNR=2T, JO7 7AIILNOEREERLTTF IV AFA7O
774N ZERLET,

2. TOERAHAAZ7O77AIIOEBREHRAZALL, COTOAT7AINICEVETED I —F I
FIN—TNEITRTIOEAFAZBRLET,

Per on Profiles Create Profile

Create permission profile

Permission profile definition

Profile name

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project
(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
c Create/Terminate another user's session within a project

ste a session within a project ea
(0 ] (@ ]

TOERAHFAATOT77AINEwRETS

« XADVOTIVERAFATAO77FAIR=TT, TO#EOAZIVYILTTOT 7 M) EER
L. 79232 Z8RL, 7O7 7MLV EZmEZBRLTCZOT7IOEAFATO77AILEE
FLET,
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Edit Project Member

Permission profile definition

Profile name
Assien a name to the p

[ Project Member

Profile description

Default Permission Profile for Project Member

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status

o ' o )

VDI session management permissions

Create session Create/Terminate other's session

sessions with or withou O
©

TORAFA7O7 7 AN ZHIRT S

Save changes

« XAVTORAFATAO7FAIR=TJT, ZO77AINOEICHZDAEIUYyoLT7O77
MIEBRL, 70232 28R, 7O77AMLOHIKR 2B8RLET, BBFO7O0I I K

TEAETNZTIVEAHFATO77MIILEHIBRTERE A,
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4| Research and Engineering Studio

RES @© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES

4

Desktops

My Virtual Desktops Permission Profiles

Shared Desktops

Create and manage permission profiles.

File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
. (@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2

Software Stacks
Desktop Shared Settings
Debugging

Desktop Settings

Environmen t Status

Snapshot Management

TF7AILNNOT O CAFAZ7O7 74

INXNTORESZTOP T I NIE, JO-NILEBENRETED 2 20T 7 AILNOT I AFHA
Z7O77ALAFHBLTVET, (512, JO-NILEBEZZ7OD I IMOHFLVT I ERAHT
J7O77 AN ZERBRCEETEET, ) RORGE, F7AILNOTIOERAFATZ7O7 740
7O IO RAYN—1 LT 7O TV MNEE) CHLTHAETNDTIOEAFTEZRLT
WET, TORAFAZ7O774)L, BLT7OP T VMO —2BRIZDHICHAEEIBDT
TJEAHAR., ThENBIZ7ODIIVNIOKBERAEIhET, JO-NILEBERZ, IXTOT
OJIJRTUTOINTOT IV EAHFAZFE OA-N-I1—H—-T7,

T O AFA B 70T RX ZARBZESIN N}
> IN— BE

ty>a o HEOEYIS X X
BX vERERLE

¥, 1—H—

k. CO7ot

AFAnEE

ChhHsT,

WOTEHBED

v arzE
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Q—H—H1 K

T O AR

o1 —%—n
v aaE
R/ T T

70T ORMX
IN—YvTD
B

J7O0I0K8A
T—RADEFH

S

EHRTERTT
EFT,

70T RA
THRIOI1—HY—
NDtyv>ae
ERELEFRT
LET,

7O TORNIC
BEE s h
r1—Y%—-&J
N—TZ%ZFHL
£9,

70T K%
BWELEED
ICLET,

70T O0RMX
> IN—

ZARPZESsN N}
"E

REORACKY, EBEQFIINTOI—H—-CR/LTIO-NLICENCEZDT IV AHFAZRE
TEEY, CchlllF. 774N T SO T IORARTFRAINY T T IO RAFABEDT VAFAH

BENET,
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. .
Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the
environment boundaries can be modified in roles and profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'

v File browser permissions (enabled 1/1)

O Access data
File br in the navigation menu and access data via web portal.

v Desktop permissions (enabled 12/12)
@ pisplay @ Keyboard @D clipboard Copy
Receive visual data from the NICE DCV server nput from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dlient clipboard

@ Pointer @O Keyhoard sAS @ clipboard Paste

rRequires K ard p ons as wel
Mouse File Upload
p
nput from Upload files to the session storage

m the client mouse to the NICE DCV server O Screenshot
Save a screenshot of the

@ Audio Out @D File Download
Receive audio from the NICE DCV server to the client Download files from the session storage

v Desktop advanced settings (enabled 8/8)

@ Audio In @ use @D Web camera

Send audio from the dient to the NICE DOV server Use USBE devices from the client Use the Web Camera connected to a client device in a session

@ Printer @O smartcard @ Touch
Create PDFs or XPS files from the NICE DCV server to the client Read

j the smart card from the client Use native touch events from the client device

O stylus @D Gamepad
nput from specialized USB devices, such as 3D point ng aevices Use gamepads connected 1o a ient computer in a session

T77ANT SO T ORADRE

EBERF. 77A4NTZOYOTORAHT TTIERATF—REFVELREAT7ICONYERASD L
HFTEET, Access T—ENF 72> TVWBBE., 1—H—WFEV T 7R—2)LIC File Browser F
ES—>arzRRET. JO—NILTT7ALSATALAICTRYFENLET—22TY7TO—RE
ERERAIO—RTEEEA, Access T—REBMICTR E, 1—H—WEETITTR—ZILD File

Browser 7 E'—2 a2 T O1ATE, JO—NLT7ANDATALILTRYFENETF—2%
7Y 7O—RELEFFEIO—RTEET,

TORATF—BBEN A IIB2THSATIETRE, VI7R—FLCHEICOTILTVWEI—
H—F, WRITIR—TJIHIHFEETE, 77ALETYTO-—RKLERFI IO RTERLIEZY)
RT. TOIC. R=TDVEZEHIDETET 23X T1—RBHEHART,

TRAIONY T T O AHADRKRE

EEEE, FRAINYTOTOCAFARAETEFATICYWEZ T, IXTOREEDOVDI#EE
Z#JO-NINICEEBTEEXET, ChSOTIVEAFAOINT, £LEFY 7Y N2FEALT, TA
ONYTHEZO7 74N EERL., TFRAIRNY THARBEEATVWR I —H—HNRITTED TV
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VERETERT. TAVNYTTUOEAHANEMCZ>TVWBREHEE, FAINYTHETOT 7
M) OXMEITRDT IV LAFTEEHBNICEDCEYET, ChS5OT I EAFAICE "JO0-NIL
&, EVSTRIINFFHTSNET, EEENFCOTFRAINY T T IO EAFAZBERMICILT
t, EEENSFETHENCIZET, FRAUNYTHETOV7ALOT O AHATREDORRIC
BYET,

FRONYZ/HEZ7O0774)

EEEZEFHLVO77AMILEERL., DAZIAATEETET, chSO7O77AILNICETNT
NDI1—Y—HFTIOEATE, Ev2a>rarol—Y—CHEITZIRICERAENET, Chsn7O
T77A4ILATHEEIABZTIOEAHFAORAIKIE. JO—NILICEHFAEhDTFAIONY T T OEAFH
AZBADERETEELERRA,

77077 4L OERK

EEEZE. 7O77MLOEREZBRLTHLVWIO7 7ML EZERTEET, RIC, 7O7 71
B, 7O77A4ILDOFHA ZANL, BEZTIELAFTEREL., EEEZREFTEEXT,

Project roles Desktop sharing profiles
-
Desktop sharing profiles © Create prafile
Manage your desktop sharing profiles
[ Q, search ] 1 &
Desktop sharing profile ID Title Description Created On
(@] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
O observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 F
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r Profile definition 1

Profile name
Assign a name to the profile.

[ )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description - optional
Optionally add more details to describe the specific profile.

[ )

Permissions

Permissions granted to this sharing profile. Te enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ pisplay @D Keyboard @D clipboard Copy

Receive visual data from the NICE DOV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @D Keyboard sAS @ clipboard Paste

View NICE DCV server mouse pasition events and pointer shapes Use the secure attention sequence (CTRL+Alt=Del). Note: Copy data to the NICE DCV server fram the client clipboard

Requires Keybeard permissions as wel

@ Mouse @ File Upload
Input from the client mouse to the NICE DCV server O Screenshot Upload files to the session storage
Save a screenshot of the remote desktop
@ Audio out @D File Download
Receive audio from the NICE DCV server to the client Download files from the session storage

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

ZT7O7 74 0wE
TO77AIIN 2RETHICE :

BERO7O0774 )2 8RLET,

2. To2av zBRL., MEZBRLTTOV7 7ML EZEELET,
3. BEIIBUTTIVEAHFTZRAELET,

4. [Save changes] (BEEOREF) 20UV ILET,

-_—

ZT7O77A4INICMAShEZEERR,. REOA—7T> v aVICESICERAENET,
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Project roles Desktop sharing profiles

Desktop sharing profiles ©
Manage your desktop sharing profiles.

[ Q. search ] <1 @
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1
4 3

1

r Profile definition

Profile name
Assign a name to the profile.

[ testProfile_1 ]

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[ ]

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay @O Keyboard (® clipboard Copy

Receive visual data from the NICE DCV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @ Keyboard SAS (O clipboard Paste

View NICE DCV server mouse pasition events and pointer shapes Use the secure atrention sequence (CTRL=Alt+Del). Note: Copy data to the MICE DCV server from the client clipboard

Requires Keyboard permissions as wel
@ Mouse @ File upload
Input from the client mouse ta the NICE DCV server @ screenshot Upload files to the session starage
Save a screenshot of the remote de:

@ Audio Out @ File Download

Receive audio from the NICE DCV server to the client Download files from the session storage

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)
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774N AT A

RES Environment Management File Systemr
File Systems

Create and manage file systems for Virtual Desktops

Q 1

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

T77ANATLR=IDS, ROCENTEET,

1. T7ANATLZBELET,

2. T7ANATLZEBIRLES, 723X _1—%2FEALTUTZITVET,
a. 77ANATLAZ7OIVNCEMNLET,
b. ZOSIORDIST7AINATLZEHIKRTS

3. FLWIT7PAINZATLZFR—RLET,

4. TFANATLZERLET,

5. 77ANATLZERTDE, BEHFHORAVERALTI 7ML ATLAOFHMBERRT
XY,

hEY D
« Z7ANATLZEKTS
« 7PANZATLDFAVR—R

T77ANDATLZEKTS

1. [77ALATLDER] ZBIRLET,
2. HLWITALNSATLOFMEANLET,

3. IDsHSHTZYRNEELEITVPC, Ik, REBE>HRE>RXYNI—I9XTIDsICHY) F
9,
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4, [EfE] ZBRLEY,
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r ~
Create new File System X

Title
Enter a user friendly file system title

[ )

Eg. EFS 01

Name
Enter a file system name

[ )

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

(s )

Projects
Select applicable project

[ v
©

Subnet ID 1
Enter subnet id to create mount target

[ )

Subnet ID 2

Enter second subnet to create mount target

[ )

Subnet ID 1 and Subnet ID 2 should be in two different AZs
77 AN AT A 137

Mount Directory
Enter directory to mount the file system

V. -
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774N ATLADAZR—R

1. FVR=RIFAINATL ZBRLET,

2. RAYTRIUASTTANDATLAZERLET, T—FI/)IE. EMOFHATI N TRERBEE
nE¥9,
r 3

Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

3. T7ANIATLDOHMEAALET,

(® Note

T7#)LRNTR, EEELTOP IV MNMEBEER. HILLW I ODIVRNERRTRIEE
WCR—LTTFANSATLZEBRTERT, ChEBRTHREIZ LR TEREA,
70T ROKR—LTALIRNIELTERAIDTI7ALIATLR. XTI RTA
LONUNARZ CRELTAVAR—T AT ITRIHBENHV)ET /home, chiZkV),
R—=LTFALIRNIDTFPANSATLAOROAY TR IV AT S AVICHA D R=FT 1>
TENLETTFANDATLNANEHET, COMEER., 7O T MNIEENITSH
E1—Y—0O&H ZNLTTFANSATAILTIOERATES LS, 7O0I VNS
TT— 320l THKDICRIEETVDIs, VDIs &k, 77 AN AT LDF Y R—
TAVITRIBRENIER DN RANCTTANIATLEIDTDRNLET,

4, [AfE] 2BRLEY,
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

4

T7ANAT A
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AFv7ay NER

AFv72ay hNERR, REBMTT—REREFHLVBITIZTOLAEH[RILL., " EMHECER
MERRLET, AFVT72avhefAT2E. RIEBREZREFL. BUREBOHL VIREICBIT
TZEET,

RES Environment Management

Snapshot Management

2
1
Created Snapshots T © C=y
Snapshots created from the environment
[ Q, Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records
4

N 4

Applied Snapshots ©

Snapshots applied to the environment

[ Q, Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

AFVT23y NEBR—=INS, ADENTEET,

1. ERENIEIRTORF YTV REFTDAT—RAZRTLET,

2. AF VY7 IV RNEERLET, AFVY 723V NEERTZEIC, BYBETIOEAHFATZ2ED
INTY NEERTHAHENHVY)ET,

BBRAENEIXNTOARAFTYT2IaVINEFTFOAT—RAZRRLET,
4. AFv7ay NEBRLET,

hEY D
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« AFv 723y NEEKTS
« AFVT7 T3V hZEAYTD

AFTv72ay NeEERTS

ATV 723y NEERTIHIC. BDEXRTVEAHFATZ Amazon S3NT Y NMIRETIHEN D
WET. NTYROERICOVWTRE, "N Y hNEERTD, 28BLTILKEEV, N Y RN—
SAZVTEY—N—TUOEAOVREEEMCIZ L 2HEBHLET,. ChSNHREK., 7OE
SAZVTBINTY NOTONTARTHSEMIITEET,

(® Note

D Amazon SSNTY RDZAT7HA40IIEFE. ERATEEEIhELEA. NTYRDTA
T7HA40IEAYV—IIHISERBTILENHVYET,

NTY NCTOEAFAZEMTSICE :

1. NTYRNJUARNDSERLENTY R EERLET,
TORAHFART ZERLET,
INTY RRUZ—] T [fmEE] ZBRLE T,

NTY RRID—CRDAT—M XV RNZEMLET, U TOEZEDOEICEEMATSLEE
W,

w0 N

+ AWS_ACCOUNT_ID

+ RES_ENVIRONMENT_NAME
+ AWS_REGION

+ S3_BUCKET_NAME

/A Important

THR—RENATVRIREN—INFINFHY)ET AWS, FiH
ICDOWT, Thttps://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmly ZZ8B L TS &L\,

AFv7Tav NEE 141


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

Research and Engineering Studio
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam: :{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -

cluster-manager-role-{AWS_REGION}}"

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3 BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",
"Action": "s3:*",
"Effect": "Deny",
"Resource": [

"arn:aws:s3:::{S3 _BUCKET_NAME}",

"arn:aws:s3:::{S3_BUCKET_NAME}/*"
1,
"Condition": {

"Bool": {

"aws:SecureTransport": "false"

iy

"Principal": "*"

AFv7Tav hER
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AFTv7Tay NEERTDICE

1. [ARFYv72ay NOEK] ZBRLET,
2. ERL 7%= Amazon S3INNT Y NOBEIZADLET,

3. NTYRNAHICAFTY TSIy RNEZ2RETEINAZADLET, flZIE. october2023/23 &35
ELET,

4. [EfE] ZEBRLET,

r 3
Create New Snapshot X
S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.
S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).
Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.
Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (*), single
quotes ('), parentheses (), and hyphens (-).
A 4

5. 5~10 0%, AF v 723y NR—ITEHZEBRLTAT—RAZERLET, AFVY
7oav ik, AF—2 AN IN PROGRESS /'S ICEHLDETEMTRERHYEEA
COMPLETED,

AFv 73y NzERT

REODRAFTY 723y hNEERLES, TOAFTY T 23y hEHLVRRICEAL TF—2281T
TEET, RENATYTOIYRERIINDELSIC, NTYRNIHLWRUS —ZEBMTDHE
AHWEY,
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Research and Engineering Studio I—%—HA KR

AFTv7av heEERATd E, I —TORAFHA. 7O 0K, V7RI ITARY

. TOERABFAT7OT77AIN, 77ANDATLBREOTF—RNFHLVREREICEEMR TS
F9, 1 H—tv2a R@BLTIUIT—rEhFBA. ATV T3y MFERENSDE,
BZEVY—ALO—ROEFREREFIVILT, TORAFTY T2y MNBRCHERETRIHE
SHe¥MLET, EELI—ROBE, ATV 72avy NEHFLVRETOUY —RERZE
AFYTLET, BEiPF—ZHEITRIRE, QLS5 LO—RT, tHOEERHZYY —
ABEBMAELZEER., RORAZFEAL T, EEEhEFHEF—THLWLO—RZE

ML FET, RecordName_SnapshotRESVersion_ApplySnapshotIDEZ A LARR> T
DApplySnapshotID&SICRAB S, AFT VY72 av hEEHRALELSETHRLETICEBBENE
EP

ATV 7oavy R NFPFVr—>ardm, RAFv 723y DY —AOTRAEZFIVYIOLET. #
LVRETRATEEVWIY—AREREhELA. KEVY—REFODVY—-ADEE, AF+Y7
23y NRFIEBEVY—AOTMAMZFIVILET, KEVY—ANFATELZVEE, KEFJY—
ABLTXA )Y —ANERENET,

FLLREAMABEES Y ICBEVBEXRKRML BEIE. CloudWatch OJ JII—7"TR2H» > =0
Y /res-<env-name>/cluster-managerDFMZMETE X T, &FOJ (& [apply snapshot] &
IHhHYNET, AFv 723y Ne2BALES, thesectioncalled “AF Y 7’23y NEER—=IH
STNDAT—RAZHRATEELT,

NTY NCTOEAFAZEMNTSICE :

1. NTYRJUAMYSHERLENT Y RZBRULET,
2. TUOEAHARTZERLET,
3. [NTYbhRUZ—]T[RE] ZBRLEXT,
4. NTYRRVZ—CRODAT—MXVNZEMLET. UTOEZBETOEICEERATILE
Wo
- AWS_ACCOUNT_ID
- RES_ENVIRONMENT_NAME
- AWS_REGION
- S3_BUCKET_NAME

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -
cluster-manager-role-{AWS_REGION}}"

},

"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
1,
"Principal": "*"

AFTv7ayv NEERATDICE

1. ATy 723y NoER 2&8KRLET,

> W D

AFTYv7TavRhEEL AmazonS3/NTY RDOEBRIZANLET,
NTY NADOARFTY T3y NADT7AININAZADLET,
[EE] ZBIRLE T,

AFv7Tav hER
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~100%. AFT v 723y NEEBR—ITEFREBIRLTCAT—RIAEEELET,

Amazon S3 /N VY N

Research and Engineering Studio (RES) I&. Linux Virtual Desktop Infrastructure (VDI) 4 > AZ > A
AD Amazon S3NNTY RONYI N ZEHR—KMLTVWET, RES EEEIFRES, REEE O S3
NTYRERTT, SSNTYREICAVAR—RLEY, Z7OPIIRNITRYFLEY, RELZRE
LW, NT7Y NZHIBRLIZVW TEET,

SSNTYRFEYZAR=RIZIE, RAARBEFVR—RSINTY ROUARNFRRENET, S3
NTYREYZAR—RAS, ROZENTEERT,
1.NTY hOEBMZEALT, SSNTY M2 ICF2R—RUEXRIRES,
2.83NTYREBRRL, 703X Z1—%2FRALTUTZITVERT,
s NTYRNERETS
« NTY NEHIRRT D
B.RBRRT7A—IREEHALTINTY RETRREL, AOR—RENLSINTY M EeRELET,
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RES Environment Management

S3 buckets

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

LToto23a>Tlk, RES7OP IV NTAmazon S3/NT Y REZBEB TR HEICOVWTHBAL F
9o

Ny

- PBVPCT 7’04 M Amazon S3 /NT Y M DREIREH
« Amazon S3/NNT Y NZEMNT S

« Amazon S3NT Y hNZwmET D

- Amazon S3 /N Y M ZHIRT B

- T—258

« JORATHIORNTYRTFOEA

* 7AR=—PTOF—RRHOBIE VPC

s NSTNZa—TF12Y

- DFEXMIL CloudTrail

S BEEVPCT 7’04 ® Amazon S3 /N Y N DO EIEESRH

2 BEE 1z [ Research and Engineering Studio 277’ 04 %358 EVPC, U TOFIEICH >
T. RESAWS 7HI Y MNMZF7AOA4 L ERIC lambda BRENTFAXA—ZZEFHLE T,

1. Research and Engineering Studio A"Z7’ 014 TW% AWS 7AHJ> R® Lambda 32 —
LZad14>LEY,

2. EVSEHED Lambda BBz B DT TBE L £ 9 <RES-EnvironmentName>-vdc-custom-
credential-broker-lambda,

3. BIBORERTEEBRLET,
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4. EfIT, REZHEZRBRLTZOEIZ a2 ERFLET,
5. WEZZRL., XROFLVWRREHZ BRICEML XTI,

‘ @ This function belongs to an application. Click here to manage it.

¥ Function overview s

Diagram Template )

Related functions:

(__Export to Application Composer ) (

Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

‘ | select a function v
Last modified
s ‘ 17 hours ago
‘ £3 Layers (0)
E— Function ARN
( + Add destination )
m API Gateway @ B
(_+ Add trigger ) Application
Function URL info
Code | Test | Monitor | Configuration | Aliases
General configuration Environment variables (16) Edit
Triggers The environment variables below are encrypted at rest with the default Lambda service key.
| @ Find enviranment variabtes 12>
Permissions
Destinations Key Value
AWS_STS_REGIONAL_ENDPOINTS regional
Function URL
CLUSTER_NAME
Environment variables
CLUSTER_SETTINGS _TABLE_NAME
Tags
DCV_HOST_DB_HASH_KEY instance_id
vpe

DCV_HOST_DB_IDEA_SESSION_ID_KEY

RDS databases

DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

Monitoring and operations
tools MODULE_ID

Concurrency and recursion
detection

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

Asynchronous invocation

OBJECT_STORAGE_NO_CUSTOM_PREFIX

Code signing
File systems.

State machines

* F—: AWS_STS_REGIONAL_ENDPOINTS

. {#: regional
6. [Save] ZiBIRL £,

Amazon S3/NT Y NZBMT 3

RESIRIBEICSINTY NZEMT S :

OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX

1. [Add bucket (/N7 Y K®IED)] ZBIRLF T,
2. NTYBRA., . ARNNTURRA 2V RNBEEONTY NOFMZADLET,

/A Important

idea_session_id

idea_session_owner

vde

PROJECT_NAME_AND_USERNAME_PREFIX

PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

6

« EEHENTYNARN, YT KRRAUKN, BRUOET—REF, ERRBICEETSC
EFxTEXEA,

Amazon S3 /AT Y K

148



Research and Engineering Studio I—%—HA KR

s NTYRIRE, AVR—RENIEZSSNTYRNEEZOTLT7AYIRIIDBTRTL
T4V IAZEHDBDARNC ENTEET,

3. NTYREHAVR—RIBE-—RZERLET,

/A Important

c BEDE-—RTOTF—XDBICBEEITZIFMCOVWTR, T—F58 T, 25RLT
<EEL,

4. FHMHAFATTar Tk, VORTHIRNTORARBIENTY &I D> NARNT BIAMO—)L
EEETEET., OFIBILH>TIAARATAINNTY NTOEA, JORTHINT O+
Al HEBEZIAMO—IILZERLFT,

5. (A7 2a )Ny hz7O2 IO NCEERTET, 7O IV NEETEETEXT, [
EL, SSA\TYy R 27O IO MNOBEEOVDIEY S IVICNIRNTBERFTEERE A
7O T ORI NTY NCBEESHsShERICEBEhEEYS IO NTYNEIDU N
LET,

6. [DEfE] ZBIRLET,
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RES Envir

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from AWS 532 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or copy stored data

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix
Enable the system to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with the following projects. To add a new project, go to Create Project.

| ] ©

(o) DD

Amazon S3/\T Y NZRET S

1. SSNTYRUVARNTSINTY NZ2EBRLET,
2. 77:/3>)(:1_/J‘5\ IE% Eigﬁl/ssjo
3. EHEANLET,

/A Important

e J7OITOMESINTY NZBEEMITRE, Ny N NE7O2 T NOBEEFEORE
FRIONYTAVTSARSIF ¥ (VD) A VARV AICIY D hEhEBA, N
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TYRE, NMTYRFZEOT7OPIVNCHERTSNTVRERICOXK, 7021
NTEBEhEVWDIEYSIICIYIDRNENET,

« SSNTYRASTOZIVNOBEENRTZHERLTE, SSNTY NADT—RIZE
FELELBAN, FTRAONYTA—H—RBZOTF—RIT IV EATERBRLIBYET,

4. NTY MREORE Z2BRLET,

RES Environment M zement

Edit S3 Bucket

Bucket setup
Bu k td pl y ame
Type e to display

53 Bucket

Project association

Projects - optional
Choose the projects to associate to the buc

| default X |
| default

[ cancel ) Save bucket setup

Amazon S3 /N7 Y N&ZHIBRT B

1. SANTYRNDVARNTSINTY h&EEIRLET,
2. ToUTasXZTi—Hhs5, THIEK, ZBIRLET,

/A Important

« TF. NTYRASIRTOTOP IV NBERTZHIBRTIZBEN HYET,

« HIgANRL =23k, SSNNTY MAOTF—RICEFELEFRA. S3NNTYRD &
D EEN F DO K ZEHIBRL £ IRES,

« NTY REHIBRTZE, TOVDIEY AT ORIMEROENHRI I LES (# 1
BE) IC. BFEOEY 2 a2 NfToNTY N\ORBRICT '7t7\'6€-372:<72w$‘¢0
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F— R

ICS3NTYRNEEBMTBERES, NTY NADOTF—RERENTOPIINRI—H—IC58TS
7230 BHYVET, NTY MOBIR—T T, HABYVER R) FLEHH M) EEEZRAHK (R/
W) DE—RZERTEEXT,

B ELY) A

Read Only (R) ZEBIRULEBE. NTYRNDOTL 714 Y 2 AARN (Amazon J Y —AxR—L)
CESVTF—RoBNERENET, flxEF, EBEN RESEFEAL TICNAT Y NEE
ARNarn:aws:s3:::bucket-name/example-data/L., CONTY NE7OIVMNAETO
DIVNBICEEMITRE, JOPIVOMNAETOPIINBAVDIsASEERTAHZI—H—F, /N
A bucket-nameD TICHD ICHBDT—ZDHEFZHED CEN TEET /example-data, TD/\
ANDTF—RIZ@ETIOEATEEFBA. NTYRNIZTL T4V AN EBME N TLVEWEESARN,
NTY hEEEThICEERFSN 7O IO NTHERAAREICAYET,

FHEL) EEEAH

Read and Write (R/W) ZZBIRLU IJIETE, BIRDELSICARN, NTY M OTLT714v ORI
BEOSWTTF—2pENEEHEhET, COT—RICE, BEEN SINTY NMCAEBR—ADTL
TAVORERBTEDLSICTRIEMA S>> FHY)ET, Read and Write (R/W) ZiER
T2E, DARALATL 74V ORI avFRATEICKZY., LToA7>arveegs ROy TR
DX _1—NRRENET,

« DAZRLTLT714YORABL
* /%p
* /%p/%u
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RES Envirol nt Management 53 buckets

Add bucket

(@ Currently only available for Linux desktops

Bucket setup
Bucket display name
Type a user friendly name to

— )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

Mount point
Type the directory path where the bucket will be mounted

( )

Mode
(O Read only (R)
Allow user only to read or

Crea
Projects - optional

Associate the bucket with the following projects. To add 2 new project, go to Create Project

( ) ©

NAZRLT—R7EEL

No custom prefix HAZALTL 74V IRIC BBIRTDE, NTYRNBHARLATF—2 08
BZLUTEMENRET, ChickY, NTY NMCBEEMTSNEITXRTOZ7O T MIHAERY)
BRVEBZIAKT VAN AREICBEYET, flAE, BEEEN ARN arn:aws:s3:: :bucket-
name No custom prefix RESEfRL T ICNT Y hZEEML, CONTY hE7ODIY
NAETOPIVRNBICEEMNITRE, 7OIONAETOP IV NBAVDISASEETS
I—H—IZ&. NTY NMOEHROFANY S RVEZIAKT VAN FITENET,

TODIIORNRILCEDTF—E2 DB

$p HAZRLTL 714V ORICZBRTDE, NTYMAOTF—2EE, N7y NMIBEERITS
NEBEOTOPIVRNIEILDBEECIhETET, Sp EHEFE 70T IR I—RZRLET, Hlx
&, BEEN C/NTY NZEBML. ARNarn:aws:s3:::bucket-name& MY I NRA
NA/%piBIRENTVD RESEFERHITBHEETT, /bucket, BLT &, CONT Y N&27O
DIVNAETOPIVNBILEEMNTRE, JOPIVNAQOI—HY—-ARIZT7T7AI)%E
EZAUCENTEET, /bucket, Z7ZOPIVMNADOI—HY—BIllE, I—HY—ANEE
RAARETZPAINERTENET, /bucket, L, I—¥—BHF7OTVKNBVDIT %
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EBEL., /bucket, T—REFE7OCIVRNIL>THEETIhD LD, I—HF— ANEZAAE
T7ANNRRENERA, I—HV—ANFEBERAALETTAINGE. 7LT7AYIADSINTY
NZ®HVYET/ProjectAd. 1——B 7O T I KNBVDISASDT77AINEFERTS/
ProjectBBAICOAT IV EATEET,

7OV NEf, - —BUOT—X 08k

/%p/%SU NABLTL 74V ORI ZERTBE, NTY MNAOTF—RIE, TO7O IV
ICEERTSNEREN7OD I VNI Y —ICHBEIhET, sp ZEHR 7000 -
RekRlL, I—HF—FBERLET, HIRE. BEEN CNTY NZEML., &/%p/%ui#
JRU 7= ARN arn:aws:s3:::bucket-name & DN RNRA NTRES ZFALE T, /
bucket, CONTY NEZ7OPTIONAETOPIVRMNBICEERTSNTVEY, 7ODT
IONADI—HY—ARICTT7TAINZEZLALENTEET, /bucket, %p DEED & D LLET
NDIFIVAERERY, COBENI—HY—BIZEF., O7OIINATI—H—ANEZIA
ARETTANFRRENER A, /bucket, T—RRE 7O I IORNEI—H—OEAIZKD2T
PEEND D, I H—ANBEIAALETT7AIINE, T7LT7A4VYDOADSINTY NIHY)
£9/ProjectA/UserAN, 1—H—B 7O TN AVDIsT ZFEAL TVWS /ProjectA/
UserBIZBEICOAKRT I EATEET,

DOATAHAIVNNTY NTOEA

RES . NTY NCBEBYBT IV EAHAN HBEBEE, O AWS TAIURASNTY KEITY
RTEXT, ROZFTIATE, PTHOUNADORESRENFTHIRNBICSINTY NEXDY
RLEVWEEZTVWET,

ATY 7 1 ICTF7TOMRESENTVAR T AV NMIIAMO—)LZERKTD (chE@ETHIUMNAL
FEhET ),

1. SSNTYRN(THIUVNA LT IERTEIHUENHBDRESTHIV MDD AWS XRZD X R
I=NWCHA 42 LET,
2. IAMOVVY—-ILZHEEXT,
a. IAMAYZ1R—RIZBEBLET,
b. TEZF—23sRq42T, RUI— 2BRLET,
3. RUZ—0DERK :
a. [Create policy] Zi&RL £7,
b. [JSON]| 27 %&RLET,
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c. RMDISONRVZ—ZBE)RFEFERT (THIOIBICHSD S3/NTY NOBBI<BUCKET-
NAME>ICBEMAET ),

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AbortMultipartUpload"
1,

"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:: :<BUCKET-NAME>/*"

}

d. [Next 0xA\)] Z&IRLET.
4. RO —ZHBLTERLET,

a. RUI—0BEIZEELET (Bl : "S3AccessPolicys ) o
b. RU—OEMNEHBAITZIEHOATIa>OFHAZEMLET,
c. RUZ—Z®RAL., RUZ—0EKR 2RBRLET,
5. IAMO2VY—)LzZREXT,
a. IAMAYZ1R—RICBEILETD,
b. TE#—23>AR4>2TRoles(d—J)l) Z&RLET,
6. O—I)ZEKTS :

a. [A—I)LDEK] ZBIRLFT,
b. EEENEIFATADEATELTHARAEZLEE RIS —%#EBRLET,
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c. IRMISONRUZ —ZBEV)FTFET (<ACCOUNT_ID>ZTHIVNADEBOTHIZ K

ID. REST7'O4 ®<ENVIRONMENT _NAME>IRER, V—>3 2 AWSRESHF7’'O/4&
TW3 <REGION>ICEBZEHBAET ),

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :<ACCOUNT_ID>:role/<ENVIRONMENT_NAME>-
custom-credential-broker-lambda-role-<REGION>"

}I

"Action": "sts:AssumeRole"

}

d. [Next (RN\)] ZZEIRLET,
7. TORAFARVS—OTRYF .

a. BICERUERVUS—ZRELULTERLET,
b. [Next (XRAN\)] ZZERLET,
8. O—IIoRJFH, LEaI—, K :

a. O—JL% ( "S3AccessRole; &) ZAHNLET,
b. ATY7 3 TRIDENM ZERL, XOF—EEZAILET,

« ¥—:res:Resource
- {&: s3-bucket-iam-role
c. O—)z#BL. O—IILDEK ZFBIRLET,
9. TIAMO—J)LZERLEXIRES,

a. ARNERL ZIAMO—)LZJE—LE T,

b. RESOAYVY—/)LIcAJA4>LET,

c. ERIOFES—23RA2T, SSNTY N ZBIRLET,

d. N7y hzEMmZBRL, JOATHIVRNSINTY N TT7A—LZAILETARN,
e. FHRE-AT7T3aCoOROYITIIVEERLET,
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f. O—JLARN7 4 —)L RIZIAMO—JLARNZ A B L ET,
g NTYybhoEMZBRLET,

ATYT22FAITVRNBTNTY hRUS—ZEETSD

1. PADVRBOAWSNRIX NIV =)LV A2 42 LET,
2. S3AVY—-I)IZHEXT,

a. S3AYVIIR—RIEBEBILET,
b. TOERAZHAITEINTY hZBRLKXT,
3. NTYBRRUI—ZwmELET,

a. POERAHARTZBRL. NT7Y R RV — ZBRLET,

b. RDARVI—ZEMLT, PADRNADISNTY MAOT OV EAZIAMO—=)LIZFELF
T (BEEHAD <AccountA_ID>THIVKNADEBOFTHDNID & <BUCKET-NAME>
SINTY NOBEZED):

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountA_ID:role/S3AccessRole"
.
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AbortMultipartUpload"
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:::<BUCKET-NAME>/*"
]
}
]
}
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c. [Save] ZBRLET,

TZAR—=—RNTOTF—2HREDOHLE VPC

A—Y—HFEELBESINTYRLSTHINAOGHBD S3NTY MCF—RZRHELBEWVWLRSI(IC
TR, VPCIVRRAVRNETERYFLTITTAR—K ZRELEXIVPC, ROFIERE, 77
TRADSINTY MDT I ERAEYR—KRTSD S3H—EADVPCIY RRA NEHKTS
FEE, JOARATADORNNTY NEFODEBMOTHIY N EEKT B HEEZRLTVET,

1. Amazon VPCOA2V —I)ZHZEZET,

a. AWSXERIXRIOAVY—=NICHAL A4 LET,
b. T Amazon https://console.aws.amazon.com/vpc/NPCA> YV —ILZBHE X T,
2. S3MDVPCLIYRRAVNZEERTS :

a. EOFES—2a RAVT[IVRRA N ZERLET,
b. [Create Endpoint] (L RRA > hDERK) ZIBIRL T,

c. [Service category] (F—ERAHDTI) T, [AWS services] (AWS OH—ERX) H&IREh T
WBZEaMALET,

d HU—ERH 74—JLRIC, TS31 EAHULET com.amazonaws.<region>.s3 ( AWS
|)—2 3 <region>ICBEMRAET ),

e. UANDBS S3H—EAZEBIRLET,
3. I2VRARARNEBENDKE :

a. TRVPC, IVRIKRANEERTS VPC 2 BIRLET,
b. 7Y b 0OBE, FTOSMEFICVDIYTRY NCEREhZTSAR—MYFTZY NOME
FEEBERLET,

c. Enable DNSname M3BE., F723aUVHFFIVIEThTVBEZRALET, chllk
V), 75A4R—KDNSTFKARNBZI YV RRAVINZYRND—=DA 2 Z—T I A AICHERT
EET,
4. TOEAERFRITBDRSICRI—EERELET,

a. RI>—T, HAZL &BBRLET,

b. RUI—TITFART, THIKNELERFBEOTHIDNAD )Y —ANOT I A%H
BRIBDRIV—ZADLET, RU—OHF (BEEMRZ D mybucket S3NNT Y REB HKXV
111122223333 &=, 444455556666 7V AIDsT 2B AWS PHOU KNZEFED ),
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"444455556666" // Another Account ID

}
5. IVRRAVRNEERLET,
a. REZWHELET,

b. [T RAKRANDER] ZBIRLET,
6. IRERARNZERIETS :

a. IVRRAVRNZERLES, VPCOAYVY—IDIV RRAZ M EIZIVIIBELE
EE

b. #MULSHERLEIVRRSANEBERLET,

c. RENERAARTHI_EZBILET.,

CHSQATYTICRS T, AV NKLEBRERENLETAINIDAOY Y —RICHRE h i
S3T7 U tEAZHATAHVPCIY RRA Y NEERLET,
NZTNZa1—F12Y

NTYRF IO RENBWAES L 2RI S 5% VDI
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NTY RN LRI RNTERVWHEBVDl, I5—%2FIVITEBRGANAIVK IOABYET, UTD
ATYTICRHRVWET,

1. VDIOJ=z®#EBLET,

a.

AWS YR X RO Y—=)LICOTA2V LET,
EC2OVV—IZRE, 1 VARXRAICBEBLET,
REIL VDA AR AZEBIRLET,

Session Manager VDIZ "L T ICIEHLFE T,
LTOORY RZEERFTLET,

sudo su
cd ~/bootstrap/logs

CCTR., 7T—RNARNZYTOT2HATEET, BEOFHMIEF configure.log.
{time} 774 NICHYIFT,

TSI, FHMIZOVWTIE/etc/messageA T #RERBL TS &LV,

2. HDAZRLRIMEHR 7 O—H—0 Lambda CloudWatch 0% #5329 %

AWS YXZRIXRNOY=)LIcO4>LET,
CloudWatch >V —J)L%z2F&E. OJJIL—7 ICBHLET,

OJ5)—7 %#8%L £ /aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda,

ROICERAAREEOTIIIN—T2f/N, OVAOIZ—ZRO20XT, CchsoOdJ (i
&, SSNTYREIDURTBIOO—BHNENARLFAFRERETIEENSHE
ICBT3FMABTENETT,

3. HARLFEIEHR7O—H—APIY— KN T A4 CloudWatch O% DO#EER :

AWS Y ZRO X NIOY—=)LicOTdA4>LET,
CloudWatch >V —J)L%2RE. OJJIL—7 ICBHL T,
OJ9)—7 ##%L &£ 9 <stack-name>-vdc-custom-credential-broker-

lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>,
SANCEATEEOJTIIIL-7T2f/NX, OJANCIZ—2R20H%Ed, chsoOJIC
. SSNTY ROIY VY NCBEBRDARLFRIFERD APl Gateway NOJ I TAKNEL

_'42\'_"—553:6%%5 'S
Amazon S3 /XY T /N V= AT °
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Q—H—H1 K

FUR=FTATRINTY NOIAMO—)LBREZwRET 2 F

1. AWS DynamoDB A2 V=)L 24242 L&ET,

2. T—

a.
b.

3. T—
a.

b.

T =EBRLET,

EQOFES—>3arRA2T, [T—7II] ZBRLET,
ZBREL TRIRL £9<stack-name>.cluster-settings,
TINEAFYLET,

[T—7 LT AT LOREK] 2BRLET,
AF VT UNEBRENATVR L ZHFELE T,

4. TAINEZ—ZEMTS :

a.

b.

TJANE—ZBRLTT7AIINE—IONIEIZ > ZHERT,
F—E—HIBDLSCT1IILE—ZRELET,

- BEF—ZANLET,
« Rt T THESL ZERLET,

- {8 : shared-storage.<filesystem_id>.s3_bucket.iam_role_arnEZ#H X Z A

B <filesystem id>BETIUENHDTT7 AN AT LDIE,

5, AF V¥ #ERITLEXT,

Run 2 BIRL T, 71 I E2—%2FHALTAF Y Z2E2TLET,
6. EZMIBLET,

IVRNUAEETRHEE. ELVWAMO-) TEAELSKRESATVS L ZRRELET
ARN,

IVRNUARELEVES

a.

b.

BB Z1EK] ZBIRLF T,
HEOFMEZEADLET,
s F—EBMHICEF. EAHLETshared-
storage.<filesystem_ _id>.s3_bucket.iam_role_arn,

« ELWAMO—)L ZEML £FTARN,

— ¢ REEZERLTEHEBZEMLFT.,

Amazon S3 /NT Y ~
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https://console.aws.amazon.com/dynamodbv2/home
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7. VDIA2AZAZBEBLET,

AVARVAZBREHLT, BO2LIAMO—LOKEZZ (T2 VDIs Y BENT> NARNE T
WD L ZHRBLET,

DB %H1t CloudTrail

CloudTrail A>Y =) %ZERBL T 7A> ~ CloudTrall T ZEMIZT 32k, AWS CloudTrail
F1—H%—HA4 Ry @ " CloudTrail AV —)LZFERAL IZEEHOI/ER L OFIBEICHE > T EEV,
CloudTrail &, 727t ALEIAMO—=)LZE&E L TSINTY MOTIOEAZREHRLET, Ch
., 7O IO EEERI—Y -V I9ENEAVARAIDICUUTEERT,

Amazon S3 /NT Y ~ 162


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html

Research and Engineering Studio I—%—HA KR

HmZERTD

cOtU2arTlR, REFRAINY 72FEALTHOI—Y—EAZKRL -3 F2BROHIE
DAERMBLET,

N =R

« SSHT7VtA

« REFAIRYT
« HEFAIKYT
« 77ANTZOY

SSH77tA

SSH Z2EAL THRAAKRANITIEATSICE :

1. RESXZ1—A5, SSH7V7tRX ZERL %7,
2. TOERAICSSHELIF PUTTY ZHEATZICIE. BEHOERICEVET,

REFAINY S

REFRINYTAVR—TIAAND) ED1—)LEEATHE, 1—H—IF T Windows k&
Linux (REBTFRAINY TEERBLVCBEEBTEEXRT AWS, 1—H—F, BRICAYDODY—=ILETT
Dr—>23a> x5 T)ALARN=)LLUTEEL TAMazon EC24 VAR AR BETEET,

BR—NENBDFARL—TFT AT AT A

RESIRE., . ROARL—FT A VI ATALAZFERALVLERETAINY 7OREBZHYR—KNLT
WEd,

« Amazon Linux 2 (x86 & &k T* ARM64 )

+ Ubuntu 22.04.03 (x86)

+ RHEL 8 (x86). 9 (x86)

* Windows 2019, 2022 (x86)

New o

SSH7VtA 163
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« FILLFRUVNYTEZEBHTD

s FRAONYTICTVEARTS

« FRUNYTOREZFIHTS

c REFRINYTOEE

- Y aVIEHRORE

c RETFRAINYTZATZ1-)LTB

c RETFRAINYTAUEZ—TIAAOBEBHEL

MLWTFRORNYTZRHTS

1. XZ1—H»5. My Virtual Desktops ZiEIRL £ 7,
2. ILWRETFRIKNY T OREE ZBIRLET,

o TR oo o

3. HLLVFRIONYTOFMHEEADLET,
4. [EFE] ZBRLET,

FAIONY TBHREZECHLVI—RAISICRREN, FRINYTF 10~15 B URICFEATE
BDELOICHEYET, EEFER. BIRLEAX—DICEK>TERYET, RESEFEGPUAM AR A
ZREL. BEITDIRZAN—%EA4AAN=ILET,

FLOWFRIKNY T Z2BBTS 164
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FRIONYTICTOERATS

BREFRINYTIZTOERTBICEG, FAINYTOH—REERL, VI 7FLEEBEDCVISA
ToRzERALTERELET,

Web connection
DITTSIOHNSTFRINY S ILT IV EATH2ON REB[ERERAETT,

Connect ZiBIRT 2N, YAZXAIINZBIRLTT SOOI SEETFAINYTICT VAL
x99,

MyDesktop3-windows (2 Connect

(avcvseiomric )( @) .

DCV connection

DCVIZATY MEHTTAIRNYTICTOEATRE, ZFEONT A —XVANBShET,
BATICTIEATSICIEDCV .

FRONY T LT OE2ATS 165
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1. DCVEY2 32 7740 2BRLT.dev7 74N EX DO O0—-RLET, ZATAICDCV
VAT RNEA2VARN=ILNTILENHYET,

RES Home Virtual Desktops

Virtual Desktops — e © G v | )

rhel9 ¢ Connect

2. AVARN=ILFIRIZOVTE, ? P4V ZBRLET,

FRONY T LT OE2ATS 166



Research and Engineering Studio I—H—H4A KR

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

TAIRNY TOREZFET S
FAY N YT OREEHHT DI -

1. [FPOY3aV]%8RLET,

FAINY T OREZHET S 167
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ual Desktops

RES Home Virtua es
Virtual Desktops g o ETTRETT

2. Virtual Desktop State Zi#IRL E£TF., XD 4 DOREN SBIRTEET,

* [Stop] (fF1k)
FLELEEYZADTRTF—EN DB @ BL, FELEEYZAVEVOTEEBRT
gFY,

- BiEH

REOtY>a>zBREBLET,
S

By AV EKBHICKRTLET, —BANL—JEEALTLSHE. £y 3V ERTT
BEF—ANRDNDTEMABYET, KRTTBHIC. F—REREST 7 ALY AT ALK
RY DT Y TIBREN S ET,

« fRkiE

TFAIRNYTOREBEIXFEVCREELET, TAIVNY T ZHBRBITRE, 77UT—23
VRBREEATIN, VE—MEEIRDIBAREMI BV ET. IXTOA AR AN
EZHYR—RLTVBIDITREL, COATZIVRAVAZVAOERFPICEMICEST
WIEBEILDAERATEER T, A VARV ANFCOREZYR—RNLTVBAES H R
BICE, TREDOBIREEMAF) 25RLTEE L,

FRAUNY T OREEZHETS 168


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html
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RETFATIRNYTOEE

BRETFAIRNYTON—RIITZEFHIDH, BV aVE2LTETERT,
1. AVAEDAYA X ZEEIDHEIC, BV EZFELETIHBENBYET,

a. [7o>3a2]z&RLEY,

irtual Desktops

RES Home Virtua
Virtual Desktops Dpe o ©) G v | )

b. Virtual Desktop State Zi&IRL £,
c. [Stop] (L) ZZEIRLET,

(® Note
KIEREOEYSAVOTFRAINYTHA X EEHID LR TEEREA,

2. TFRAUNYTHAELELECEZBELES, 70232 28R, Ev2 a2 0E#H 2FRL
x9,

3. Y aAVHREEETIN, BEBTAINYTHAAXZERLET,
4. [P&EE] ZBRULERT,
5. AVARVANE#ENLS, FRAUKNY T Z2BREBLET,

a. [70>3a2]z&8RLEY,

REFRAIRNY TOEE 169
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b. Virtual Desktop State Zi&RL £7,
c. [FAwR] ZEBRLET,

Yy a RFHROEIS

1. [79232]2&8RLET.

- | ) @

2. BHROKRTR ZBRRLET,

BETFAONYTZAT21-)9%

F7AILRNTR, REFRAIONYTICBRARTD1=I)1%<, Y2 a2 2B LELRERTIBET
TOTATODERRILBRYET, b, FRAINYTRBETA RIVRETEFLEL, B>THELELEV
EDIZLET, 7A RIVRREE, 7OT 1 T HEHEN B, 15 5B E 15% KEOCPUERRRIC
EO2TREVNET, FRAIONY T2 BHNICHBB RTEFEIETEIRSICAT D 1)L ZBRETESE
E

1. [7923a2]2&8RLET,

v avigHRoaE 170
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RES » Home ) Virtual Desktops

Virtual Desktops D e mnsmniesge O I wondows T e )

rhel9 [ Connect

@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. [ART21-)l] Z2ZERLET,
3. BIEWKATZ1—-IIERELET,
4. [Save] ZBIRLE T,

REFRAOVNYTZATS1-)9% 171
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day

BREFRAONYTZRAT21-)LT% 172
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RETFAINYTAVR—TIAAOBEEFL

EEEE. 74 RIVREDOVDISFLERZFRTEZHTIDILIICKET D LN TELRT,
RERERF42HYVET,

E/]

kg

1. 7ARILEALT IR CPUERRALEWMEZTE>TWREYZIAVERAALTINLET,

2.CPURARLEWME: 122702308, COLEWMERBOEY >3 @ET A RILIRE
ERBENFET, ChZOICKRETDE, Y23 B T7A RIVREBERABEINERA,

. BITRE: TARILZRALTIRNE, Y23 @G ORE BLEFERLFRT)ICBITLET,

4. A7 1—=)lOEF: BRTDE, A4 RIVREOLEOHICELEEh LY IV ZBHOAT
J1—)TBHETEET,

VDI BEfZLE 173
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

CNSDREE., Y—N—ZBTOFRIRNYTRER—DIZLHYET, BHICHOTEREEZEHL
5, ¥ EEIVVYILTRHREEZREFELET, HILLWEY S I TR, EFEhERENFHEIAET
A, BEOEYSa TR, BBRBICEAL TVAERENSIEHEFAT D ZEICEELTLEE
Wo

VDI BEfZLE
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RALTIORNTRDE, Va3 R@EEBREICEIVTKRTISH, STOPPED_IDLE REEICEITLE
T, 1—H—I(F Ul A SSTOPPED_IDLEtE Y 3> #BHIETEET,

HETFRAIONYT

HEEFRINY T TR, REThEFRINY TZHERETEET, TRAIMNY FICELRTSICIE,
A—Y—HNEBEELERMEETHEVRY, Y a MBELELRSNTVAHENf HY)ET,

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

v aoRBHIC, ASRL—EF2—OTF IV EAHFAZRETEET, flxE, IZRL—>3>
LTVWBF—ALXA NCHEARYVERT7 IO AZRETEET,

KNeew o

s FRAUOKNY T2 HETS

« REFAOIKNYTIZTOERATS

TAORNY T ZHEBTS

1. FROKNY TRy arps, 79232 #&ERLET,

tETFAONY S 175
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Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

2. Y2 ar FoEAHT 2BIRLET,
3. A—HY—ETIEARAFALRILEZBIRLET, BNHRERETSDEETEET,
4. [Save] ZBIRLE T,

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules Add User

[Q demoadmin1 XJ [Owner Profile A ] [2023/10/22

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile

This profile grants the same access as the v
Session Owner on the DCV Session

FAONYTEHETS 176
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TOEAHFAOFEMZDOVWTI, ") #2838 L T EE Lthe section called “7 7 AFFA[7R 1)

~
~

o

HEFRAONYTIETOEARTS

HETFRAIONYTHS, HEETNTVWBRTFAINYTZRRL, 1 VARV AICEHTEXT, JI
T7750HEREEFE TSMTEEIDCV, BETHICEK., T OERICEVEITTFAIRNY TIZTY
A9,

J77ANT Z0%

T7ANT SO EERTRIE, VDITR—FIIHDST7PAINATALAILTIOELATEET, EBL
BBRTTFANDATATT IO EARATRD T IO EAFAZE OINTCOFNAAREBR T 7AINZEETEE
T, NYVIOITYRANL—2 (Amazon EFS) &, §XTO Linux /— RTERATEEXT, Linux /—
R& Windows /— RTlE, FSx ® ONTAP ZATEEX T, RETAINY T LEOT7 7ML OEH
E. Z—ZFNFEFVITIR=-ADT7ANT SO ENLET7AILOEFHFERBLUTT,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ® root / home / demouserl

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= 8 Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
NEY D

« 77AILOTY7O—R (EEHT)
77 A DHIBR (EEA)
BRICAWVZEETD

774\ OiRE

774\ DEIE

HEFRIKNY TS ICTOEATS 177
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77A4ILOFTY7O—R (EHA)

1. 774)LOF7Yy70—R ZBRULET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. 77ANEHBRTBS. FYTO-KTBTPALESBLET,
3. FYZ7O—K () 774)L #BRLET,
7714 OHIBR (BT )

1. BIRT2774) (BEW) 2BRLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. [70>3a2]Z&8RLET,
3. 77ALDHIR ZFRLET,

774LOT Y 7O—R (BT ) 178
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TR, FEOTVT7ANFLERT7ANEZH7IYIOL, 77A4LDORIKR 2BRIBDEETER
ER

BRIAWEEETD

BEBT77AINET7 AN ZEETDICIE. BRICAYICEMLET,

1. 77ALNEERT7 AT ZERLET,

RES Home File Browser

File Browser

My Files Favorites File Transfer
1 ™ root / home / demouser 1
Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

2. BRICAY ZBRLET,
R, FEOTV7ALNFLERT7AINEZH7IYIL, B8KICAY ZBRLET,

(® Note

BRICANBO—DLTSTHFCRFEAET, 75U EEELEY, Fyvy> 1D
TLEWTZHER., BKRICAVEZBEVEOIIHBENHY KT,

T77A4I)DOIRE

DITJR—BILADTFFEFANR—ADTI7AIINDOAV TV #RETEET,

1. BEFIBRTV7ALNEEBRLET, E—HIFRE, 77M1ILORABHIRTENET,

BRICANZEETS 179
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. E#FeTV. ORE ZBRLEXT,

7714 DOERiE

T77ANEGEZFERALT, A7 T7AINEGET 7 I T—2322FALTTI 7ML ZGEELET, X
DT 7V r—>3a2hs5BRL, BEOERICHE>TTITAINZEETEERT,

 FileZilla (Windows. MacOS, Linux)

 BERISCP (Windows)

» AWS Transfer for FTP (Amazon EFS )

774\ Ok 180
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

77 AL O Y
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NN a—F7420

CDEV>ADTE, SATLEZEZZRIVTJTDHEE, RETDAEMOHIBEOEEORNS
TN aA—FAVTHEICODVWTHEBALET,

[N =R/

s —RMBTFNYTEEZRUYT

+ &% RunBooks

o BEHIDRERE

AHMERNE

s —WNEBTNVYITEEZ_RI T
s ERBEOIBLTARY NERY—A
« IRIE Amazon EC2A VAR A0OT774)L
« CloudFormation A&X Y ¥
 BEBICLDI AT AEE L Amazon EC2 Auto Scaling Group 77T 1 ET A1 ICRBREND
« —f#EI7% Amazon EC2 OV —)L D HE
s AT ZARZIUOF¥ERAD
c AVIFARNTUOFYRAMEREBTFRIOKNY S
« BRTREOKRAK
« SBRIZ@ERI7 Active Directory (AD) BSEM Y > R
+ Windows DCV 7*/\v &
« Amazon DCV/N\—2 a VBEHROKBRE
+ & RunBooks
c AVAM—IORERE
s AVAR—INBIEHARZLRXA >V ZEY N7 Y 7T LEVRES
« AWS CloudFormation A& Y JlF, TEELEXEKL XY —IWaitCondition 1 £V 5
XY= THERICEBRLUET, TF7— :JREE, TaskFailed "
s AZYONEEICHERE & IC AWS CloudFormation E X—JLIBHIZZEL LV
s AVARZVADYA VN ERLE vdc A NO—F—NFEKKL LIREE
c KEATS TV NI T —IC KV ERIE CloudFormation A2 Y U A BIRRICKK T B
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s REBOERFICCIDRZOY INTXA—BZTIS—HARELELE
+ CloudFormation IRIFEKF D AR Y JEREK
« AdDomainAdminNode CREATE_ THF U YV =R (TFE) AZ Y U DERAN KT D FAILED
- ID EENOEE
o iam ZETIRERN H V) FB A, PassRole

cs BZ®O AWS PAHD Y RAADOI—H—IC1)Y =AM AWS Research and Engineering Studio
ANDT O EAZFAL LV

s REICOJA429%E, 3<KKKATAR=DICRNET,
s OJAVETKRO "I —HFEO2AVFELAIL ITF5—
« Active Directory [CIEEMEhizd, ASKXELTWVWSI—H—RES
s YA oERRICERATESRVI—H—
s YA XHRA CloudWatch 7 ZAZ—NXZX—Jvy—OJOIZ—ZBBLELI
« AL—=2
« ZBUTT77ALNSATLZERLELERESH, VDIRANICEY U hEhFEEA
s BEBUTTT7ANSATLEFYR—T 12 UIZRESH, VDIIRAKICNTY hEhEW
« VDIFRARASHEHEETERL
s POLAFAREBEOI—RT—ANDH

« /5 Amazon FSx for NetApp ONTAP Z4ERK L £ELZRESA, RXAICEMLUELATL
/o

« AFv7¥avh
c ATV TSIV RNOAT—RAN TERBL

c AFVT72aVv bR, ToTNEA VR PTERBADLCEEZRIATLLECERAETLE
A

c AVIZARNTOF ¥
s ERBAVAZVAOBEWVWO—RNZ ==Y NTI—7
+ Virtual Desktops M2 &)
s DRICHELTVERBTFRAINY TR ERBICERTERSBYELL
s 5ONRBTFRINYTLAEBTERV
« FAU MY 7 Windows E£ORATE "#HEABEAUShELE, TV AR—RIZ— T,
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REFRONYTAVR—F N
e Amazon EC2A VARV AN AV =)L TR T = FEV)IEBLERRLTVD

« AD IS NTZE RV IZ vde-controller 1 AR AN AL TWVWET /eVDl T 21—
JLICKBMUEAPINILAFIY ONFNRRENTVET

» Software Stack ZfREL TEMITD EEIC, 7O IV TIINITIICKRRENEW

e DT AR—NZ— ¥ —O Amazon CloudWatch O (Zl&. T <user-home-init> 7HJ >~
FELEFATEEFRA, I——ORBEF>TVET, (THIU DI —BNHES)
AERRENET,

s OJ A4 ETEED Windows TAIRNY W2 TPHIO MHNEMCHEYYELE) ERRENE
T, BEEEICSBBEVEDLELSEEZV,

« DHCP A\Z/EEE D AD SR EICE T2 A>3 ORERE
* Firefox T2 — MOZILLA_PKIX_ ERROR_REQUIREDTLS FEATURE_MISSING
Env HlB&

+ res-xxx-cluster A2 Y 2 A'DELETE " _FAILED, RET, "TO—I)LANEXMTHDH., BETE
BV, IZ—OEOFHTHIRTE RV

- OJ DU

- VDO oS> O0—R

Linux EC2A VAR AAS0O7 0RO O—R

Windows EC24 Y ARV AASOOJOA I O—KR

+ WaitCondition T2 —MECSOJ M YRE

TERE

s DZ7ONAE—ANORAMIIVTIANZLAEBEITZIROTEREOITA IS —

- BEAERE 2024.x

- BEAERE 2024.x

+ (2024.08) IREF AT RNY THIN—KNTY NARNEARZLATL 74 OAEFERALT
Amazon S3/NT Y FOFAEVY) /EEIAKREI I RNTERZWN

(2024.06) AD T )L — T ZICAR—ANEENTVREE, AF Y73y hOBEARAKT
%

(2024.04-2024.04.02) IMMVDIA 2 AZ 2 AQO—I)ICT RY FEATVWEVWT O AFFAE
REeRH

(2024.04 & &£ T 2024.04.01) TRES D ¥l % B GovCloud
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« (2024.04 - 2024.04.02) Linux RAEF AT K ¥ 7 A BEREEICRESUMING ") AF—XATHE
IELTVWBAEMN HYET

. (2024.04.02 LL#T) SAMAccountName B IC AN FE =B EHRIFENEENTVS AD 1—
H—ORHEICEKBLUEL =

. (2024.04.02 BLBT) BHAKANCT I ERATBEHDTSA K— N F—ABHTT
. (2024.06 LA#i) AD FIHIRESHIZ ICRHBE N TVWAVWIIL—FT XN —

« (2024.06 LABT) CVE-2024-6387, RegreSSHion, RHEL9# & ¥ Ubuntu D+ 1 U F « 555
1 VDlIs

— BTNV TEETEZ_Z2U T
COtIT AT TR, NOBEOBAIC OV THAL FTRES,

s ERBEOTBLTAR NERY—A

« IR¥E Amazon EC2A VAR AQOJ774)

« CloudFormation A&X Y ¥

s BREICLDI AT LABEE E Amazon EC2 Auto Scaling Group 7V T 1 ET 1 ICRBEND
« —f#&H% Amazon EC2 OV =)L D&

s AT ZARTZIUFY¥ERAD

s AVIZARNTIOFYRANERETARAINY T

s BRTRREBOKRAN

« SBRIZEF% Active Directory (AD) BSEND Y > R
+ Windows DCV 7*/\v &
« Amazon DCVN\—2 3V BEHROBRE

BEREOTBSLRTAXRY MEHRY —A
RSTINDA—FAVTREZRZIITORAR TSR TEDREETNTVAERREIETEETETT,
IRIE Amazon EC2A4 AR A0OT7774)

OJ774)&k. HAFERALTVLWS Amazon EC24 2 AZ > AICEREL £TRES, SSM Session
Manager 2L T, ChSDT7AINERBRDLEDICA VARV ALY IV ERALKZENT
EET,

—BOBETFNYTEEZRI Y 185
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DZAZ—RZ=—IJF¥—Xvdc AV NOA—F—BEDA VT FARNTIFY A2 AR ATR,

ZTT—=23arr0007 BROBFRICHYIET,

+ /opt/idea/app/logs/application.log
* /root/bootstrap/logs/

 /var/log/

* /var/log/ssd/
 /var/log/messages

* /var/log/user-data.log

+ /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux REBFAI MY 7Tk, ATOEREOT 7 7AILFEENTVET,
 /var/log/dcv/

+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows (RETFAI KNY AV AR AOOT &, THEIETEET,

« PS C:\ProgramData\nice\dcv\log

* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows Tlk, —ZO7 7V r—>3a> o007 8REROEBFmICHYET,

* PS C:\Program Files\NICEDCV\Server\bin

Windows Tl&., NICEDCVREBHE 7 7AIILEUTICHY ET,

« C:\Windows\System32\config\systemprofile\AppData\Local\NICEdcv\

Amazon CloudWatch O Z')L—7

7

BERBEOTVBRTARY MEHRY —A
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Amazon EC2& AWS Lambda J>E1—FT 14 2T )Y —ZA0OOJ1E#HkIE Amazon CloudWatch Log
Groups lICEEBRENE T, TOHFOOTI NI, BENEBBEORNS TN 1—FT1 200X —K
NEBERICERAEERZREMHELET,

CNSDTL—TOERMFRXODEHY)TT,

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

OJJN—7ZRARXBEER, ROKSIBAXFENMNFOXFIHEERLTT7AILEITTDE
BERTY, chiCKY), BBETNEXFIEZECAYE-—J0HAHNEIET,

?"ERROR" ?"error"

BMEZERITZIES 1 D20F%EE., BRHOTF—RERRTDIV14ITY N%EEDL Amazon
CloudWatch Dashboards Z4E T2 & T,

BleL TR, XFIIZ—0REEZHNT2 NERRORL, |ELTIZ7LTDV 12T Y NZEER
LET. COFEICKY, NE—VEENFRELLECEZTRTEENCRABECPERNOREZFEICHK
HTEXT,

AT, AVT7ARNTZIOFYERAND OBITT, chZzFERATHICE. JTVTEERZL.
<envname> S K <region> BHZEVXEICEEMRAET,

{
"widgets": [
{
"type": "log",
"x": 0,
"y": Q,
"width": 24,
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"height": 6,
"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
stats count() by bin(30s)",
"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",
"stacked": false

AV AR—ROBZRICRLET,

CloudWatch » Dashboards » res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)

res-stage2-errors-lines v v ‘ o) ‘ ‘ th 3h  12h  1d  3d 1w Custom E | UTCtimezone V¥ H C I v H b4 H Actions v ‘ Save

infrastructure hosts

40.00 : @ 1. count()
30.00
20.00
10.00

. ;0—2821:11:408 = - walaaaaa s
19:00 20:00 — zrou  2z:00

23:.00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 0800 09:00 10:00 11:00 12:00 13:00 14:00 1500 16:00 17:00  18:00

CloudFormation A XY %

REBEOERPICERE 17z CloudFormation AZ Y JIZIk, REOREICBEETDIIY—A, /1R
N, HOBBHIEENET,

ABY O, ARV, UY—R, HHETE#SRLT, A2V VICEIZIBERERITESE
ERD

RES AZvY U :

» <envname>-bootstrap

* <envname>-cluster
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+ <envhame>-metrics

« <envhame>-directoryservice
« <envname>-identity-provider
« <envnhame>-shared-storage
« <envname>-cluster-manager
« <envhame>-vdc

* <envnhame>-bastion-host

TERBAZY V7 (TFEREZTF7O/4/LTVT, ChsOARD Y —RAZRATEZVEERE.
AWS BRI E1I—FT AU LEZFERALTTFEREOVY —RAZERTEET, )

« <envname>

+ <envname>-Networking

» <envname>-DirectoryService
+ <envname>-Storage

+ <envname>-WindowsManagementHost

BEIC KD AT ABEEE Amazon EC2 Auto Scaling Group 72T 1 ET 4 [C R
ns

AY—N—IF—RESUIsZRLTWVWRHBE, RRRT7UT—>32VYT7RNIJITREOMOEE
THDAREEN BN ET,

BAVTZARNTIVF ¥ O Amazon EC24 VAR AOBBAT—U 2 TJJ)I—7 (ASGs) ICl&. 1
VARV ADAT =) T IOTAETAORKICRIADTITAETARTHNEENRTVET, Ul
R=DIZIZ—NHBDEFEXRTIVEATERZRWVEEWEE. Amazon EC2O2 Y — )L TEBOKRTL -
AAZR AL, BEET S O Auto Scaling Group Activity X7 %#F T ¥ VASGL T. Amazon
EC2A VARV AN RBIRL TVWBAESHZHEIBLET,

FTNHERF., 1 VAR ADOBEET S Amazon CloudWatch AJ I —7%#FERAL T, BEOERER%Z
TIAEMOHDITIS—HNFOTICRBBREATVILNESH EERELET, SSM Y 3>y —
LWE2FERALT, TORATORTFDOA VARV AICEY 3V ERE, 1 VAZVANEREELT
N—0&h, [CKX2THRTEIDHEIC, VAR AOOQT 7 7AINZAXNTRERZEET S &
£ TEEXTASG,
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CORMBEARELEBE, ASCIVY—ILERANES BT ITAETAHFRTENDEN BY)
£7.

EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )
EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details
Instance Types
Launch Templates
Spot Requests Target type Protocol : Port Protocol version VPC
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer
1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.
v Elastic Block Store

Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

Security Groups

‘ Q Filter targets 1 [o]
Elastic IPs
Placement Groups O instance I v | Name v | port v | zone v | Health status v | Health status details
Key Pairs
[m] 1-0ba5d508631£20043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

—f&H %% Amazon EC2 1>V — )L DO HLER

cOto>a>TlR, EERTERBERETHEL VBRI ATLAODAY -3y hERLET,
AT ZANZOFYERARN

Amazon EC2O2 V=)L, FRAIKNYTHETENATVEVEES, BERORS BREICAKYE

To RRENDA VARV AWK, AMazon EC2RARNDRESA V7 SARNTIOF¥TT, A1 VAR
ABNTLT714Yv O AFRESERERZ T,

EC2 Dashboard x Instances (5) nfo
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances

O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances

O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ Q mb5.large
Instance Types

O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller -08800976c757717e6 ® Running @ Q mb.large
savings Plans O res-stage2-bastion-host 1-0523e5480f434581a ® Running @ e mb5.large
Reserved Instances (] res-stage2-vdc-gateway 1-00773bc97ccle841d  Running @ Q mb5.large

Dedicated Hosts

Capacity Reservations
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AT ZARNTOF¥RANERBTFRAINY T

Amazon EC2O2 YV =)L T, REFAIVRNY THFRITENTVDRE, ROKSIZHBEYET, &

NEE. BETFAIVNYTERETCRENET, 1 VAZVARABOY T4V DARGE, FRAUOKNYS
ZERLEI—H—TT, FROFBHIG., BEBRICREES ALY 32 ETHY ., F74ILKN
MyDesktop 1 £ I1I—H—ABRELERBEITT,

EC2 Dashboard X Instances (7) info
ECZ Global View | Q Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 | X | | Instance state = running | X ‘ | Clear filters
¥ Instances
O Name / A | Instance ID | Instance state v | Instance type Vv
Instances
O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large
Launch Templates
res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 Runnin méa.large
Spot Requests O [ 9 v P j © g @ g
Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large
Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large
Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large
Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images
AMIs
AMI Catalog

RTREOKRAN

Amazon EC2O YV —=)IICRTULEAV AR AN RREND E, BERKRTLETFRAINY TRA
NoBYWEST, Y — )LL_,%%TH(M@{/777\I\7'7?’v7k7xl\75‘ FhTVWBEE, HICEU
BATDNEEHDEERF. DATLAOBEN ETPFTHH AN B ET,

RKORE, BTUVLETFAINYTAVAZRAZRLTVET,
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Instances (10) info

EC2 Dashboard X
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

S BB IZ{E X% Active Directory (AD) BEN Y > R

AD FREBEBHRERTIDEDICAVTZARTZIVFYRANCANTE S [dap BEENIY > R
DHIZRICRLUET, FATD RXLPZOHONTX—RIF, REOERKICADENLZNT
X—B2ERRIIBENFHYNET,

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV F/\v &
Windows AV KNy 7’Tlk, UTZ2FEAL T, BEITZ Y a E2—HEXRXRRTEEXT,

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV 7/\v & 192
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Amazon DCV/N\—2 a3 EHROEBE

Amazon DCV REFRAIKNY Ty a2 IlERAENET, AWS Amazon DCV, XDHlE, 1>
AR=ILENTVWBDCVY 7 RIJITON—23 > %#BRET2HEERLTVET,

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

B2 RunBooks

ROEI232TR, RETDTRMEOHDEE, REGE BAEOHRFECEIZIRRICOVT
HBALET,

s AVAM = DOREE
s AVARN=INBICHAARARLRXAZEY N7 Y7LV RES
» AWS CloudFormation AR Y Jl&, "TZELEKREL XY t—IWaitCondition 5 £ WVD X Y
I THERICKBLET, T5— : JREE, TaskFailed "
o AZYVIONEEICERE 1% IZ AWS CloudFormation E X—)LBHIZ ZEL &V
s AVARVADYA V)N EiE vdc I RO—=F—D" kKL IIREE

Amazon DCVN\—2 a U EHROBER 193
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Research and Engineering Studio I—Y—HA K
s MEAT DTV NI F—IZKWIRE CloudFormation AR Y U A HIBRICKEKT B
« REQERRICCIDRZOY INFXA—RTIZ—ARELELL
+ CloudFormation FRIZ/EKF D AR Y JERK KK
« AdDomainAdminNode CREATE_ THZH U YV =R (TE) A Y U DERAN KRBT D FAILED
« ID EE DA
s lam ZE1T IR ERN H V) FE A, PassRole
B0 AWS PHO 2 NAADOI—H—IC1) Y —ANH AWS Research and Engineering Studio \
DTV EARZHFALEW
REICOJA95E, I<ICOTAR=DICEYVET,
s OJAVEITHEO "J—Y%—HNRO2AVEEAL IT5—
« Active Directory ICIBMIE hizh". ASKRELTWVWSHI—H—RES
Yy a oERBICERATEAVI—H—
o YA XHRA CloudWatch 7 ZAZ—XZX—Jvy—OJOIZ—ZBBLELLE
s AL—2
s ZBUT77ANATLZERLUELUERESH, VDIIRAKNICENTREhERBA
s BBUTTZ7ANSATLEFA Y R—FT 142U LERESH, VDIFIRAKIZIYTI hEhiL
s VDIRARASETHEAEETERLL
s POLAFAREOI—ART—ADH
+ 55 Amazon FSx for NetApp ONTAP Z4ERK L EL IERESH ., RXAICSMUELBATL 1=
« AFVT7Eavh
« ATV T IAYBROARAT—RAN TKEL
c ATV T IV, TN EAVR—RTERA 2 ECEERIOJELLICHEAThEE
Ao
s AVIZANTZIOTF ¥
s EEBAVAZVAOBRVO—RNG ==Y NTIL—TF
+ Virtual Desktops M2 B}
s UAICEEL TV ERETFAIVNY TRERCERTEA<BYELE
« 5ODRETFAVRNY TLAREBTE R
« AV KNY 7 Windows ##HOHTIE "#EHRABALUShELE, RSV AR—KIZ—T,
« VWDIs 7O a_-_UJIRETAZY D
« VDIs BBIRICIS—REICED
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s RETFAVKNYZOAVR—FUHN
* Amazon EC2A VARV AN AV I TR TZBVIBRLKXRLTWVD

s AD IS NTE WA IZ vde-controller £ > AR AN A V)L TWET /eVDI EZ2—)L
CKRBUEAPINILAF IV IONRRENTVET

» Software Stack ZHREL TEMTD EZEIC, 7O T IR TILEFIICRRENEZED

o DT AR—NZ— ¥ —® Amazon CloudWatch O (Zl&, T <user-home-init> 7> M
FEMATEFRLA, I—Y—ORPES > TVET, (THU N I—HY—BDHFE) &k
~ENFET,

s OU A4 ETEED Windows TAIRY T2 TFPHIO RN EMCEYYELE) ERRENE
T, BEEEICBSBEVEDLELSEE W,

« DHCP A\ZH/EEE D AD SR EICBE T2 A>3 OREE
* Firefox T7— MOZILLA_PKIX_ERROR_REQUIREDTLS FEATURE_MISSING
. Env Y

» res-xxx-cluster AZ Y 2 A'DELETE "_FAILED, JREET, "O— LN EXMTHDH. BETER
W) I5—DEOFETHIBRTE &L

- OJoUE&E
- VDIOJ ORI O—R
¢ LINuXEC2A VARV AASOOJT DAY O—R
« Windows EC2A VAR A 5007 0d o> O—R
 WaitCondition TZ—QECSOY DU
« FEEE
s DZ7ANAE—ANQORHEVIVIANZLETIBROTFEREOSTA IS —

12 A=) OERE

N =R

s AVAR—INBIZHARZLRXAVZEY N7 Y7 LEVRES

« AWS CloudFormation AZY J1&, "ZELEKKL XY E—TWaitCondition 5 EWVD XY
Tt THERICKBMUET, IT5— : REE, TaskFailed "

s AZYOUNEEICHERE & IC AWS CloudFormation E X—JLIBHIZZEL LV

s AVABRVADYA I ERLWE vdc I hO—F—A" KRB U 12 IREE

c EATT IV MIS—ICKVWIRE CloudFormation AR Y I A BIRRICKEKT D
(AR LOmE 19
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« REOERPICCIDR7AOYINTAXA—RTIS—HFEELELL

* CloudFormation J3BERP D AR Y JER KN

« AdDomainAdminNode CREATE_ THAZU Y =X (T5F) AZ Y J DERN XM T BFAILED

AVAN=NBIEAARAZBLRXAVZEY NT YT L2V RES

® Note

ﬁu?zsﬁzﬁ'- CNSDATY T ZETISHEIC, SEBAE & PrivateKey W& % Secrets Manager
— LY NIREITIDHVENFHVET,

H

DITJOTSATNCIREZEBMT S
1. external-alb O—RNZH—OVAFT—ICTRY FENARAEZEFHFLET,

a. > Load Balancing EC2 > Load Balancer AWS ® 1>V — )L TRESAZO— RNZ > H—I(C
BEILET,

b. WERA IZH>TA—RNFH—ZKREL ETT<env-name>-external-alb,

c. O—RNFUH—-ICT7RYFENTVWBRIUARAFT—ZHRELET,

d. FUVEIREOFHMATRY FENLT T 2 )L NSSLTLSEEFREZFH DU RFT—ZEHL &
9,

e. BEZREFELET,

2. VSAZ—BRET—TILT:

a. DynamoDB -> Tables -> TU T AR—RET—7 N ER DI E T <env-name>.cluster-
settings,

b. BETHEEEZRRLT71ILRI>T TS —name "key. . type "stringy
condition Mcontains. . value "external_alb. [CBEIL £,

c. True cluster.load_balancers.external_alb.certificates.providedIZE&EL

£,

d OEZEHLE
Jcluster.load_balancers.external_alb.certificates.custom_dns_name,
VI 1YY —AVE—TIAADAHARRZRLRXA VBT,
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3.

e. DEZEHFLE

Jcluster.load_balancers.external_alb.certificates.acm_certificate_arn.

—hld. Amazon Certificate Manager (ARN) ICfRTFEE TV B X T B EEEAE O Amazon
Y —RAZ—L () TFACM.
DITVSAT Y NAICERL EXET S Routes3 7 RXA L I—REZEFHF L T, A
Ab OA—RNZ > — DNSOERIZIEE L £9<env-name>-external-alb,
N RETERICEREENTWVWSIHEASSOR., RESY I TR—RIDOLREZE > Identity Provider >

Single Sign On > Status > Edit RZ> A5, HRAICFERALIEADERUANLSSOTHEEL T
£

(CFEFAEZEMNT S VDIs

1.

3.

ROBRTHE—LY NCEMLT, —2L Y ML T GetSecret AR L —> 3> #FE(T
IRT7 IV EAHFAZREST 7V r—23a Il 5LET,

* res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller
DZAR—RET—7TILT:

a. DynamoDB ->Tables -> TU T ARXR—BRET— 7N ER DI E T <env-name>.cluster-
settings,

b. BETEREZRELT7 IR T TS —name "key, . type "strings .
condition "contains, . value Mdcv_connection_gateway, [CBEIL £9,

)

c. True vdc.dcv_connection_gateway.certificate.providedICEREL E¥ T,

d OEZEHFLE
Fvdc.dcv_connection_gateway.certificate.custom_dns_name., < niEVDI7
DEAAODDAZRLRXLA BT,

e. DEZEHLE
JFvdc.dcv_connection_gateway.certificate.certificate_secret_arn, <t
. SEAEODHAREZRIFEITS>—YL Y NARND T,

f. ODEZEHLE

Fvdc.dcv_connection_gateway.certificate.private_key_secret_arn., <t
&, 7TAR—KF—OABZHRETSH>—IL Y NARND TT,

T—RIIAAVABRVALERAEhBEBT 7L —NEEHLET,
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a.

AWS 1>V —JL T, Auto ScalingEC2, ®Auto Scaling Auto Scaling 7' )L—7"1 ZB& &
CB

RESIRIBEICHISTRT— RN IIAOBBAT— VI —T72BRLET, BRIEwE
FA IZRVWE T <env-name>-vdc-gateway-asgo

FHHtEO a TREBTUOITL M ERRLTHEERT,

HM>TO02a >TUTL—MOEE FHLWN-23 2 0EK) ZBRLET,
M ETRAIO-LEIVLET,

B FHBETAZO0-)LL, -4 —F—2 CBBLXT,

B ECERTIFICATE_SECRET_ARNE Z#RU R IPRIVATE_KEY_SECRET_ARN, Ch5D{E
%, AAB (AT YT 2c ZBR) BRUETTAR—KF—(ATY T 2d 25R) ONE%Z
REFITH—UL Y MIARNSEEEE Nz TEFHLET,

Auto Scaling 7' )L—7'#" (Auto Scaling I —7R—=IH 5) RiAFEREn BT 7L —
RON—232ZEATRIEISCREENTVWR L ZBAELET,

4. REFRAINYTRIZERL E=XETS Route53 U7 RXA L O—RZEHL T, A nlb
O—R/NZ>H—DNSO BRI 21 EL £ 9 <env-name>-external-nlb,

5. BEfF® dcv-gateway 1 > AR A%# T <env-name>-vdc-gatewaylL, FILVWA AR A
NFAEVTYTIT20ZEFEET,

AWS CloudFormation AZX Y Jk. TZEL KL =X Y t—>WaitCondition 4 &
WAIXYE—ITERICKBMUET, T5— : WREE, TaskFailed

BEEEETSICE. VS BETO Amazon CloudWatch OJ J I —7 N E I <stack-
name>-InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>, [g
CRRIOOJIIIN—THEEHDEEE. RAICERATEZO7J7IL—728BX%F3, OJAOT
T=XYVvtE—TCR. BECHEIIFHFMBENI RTENET,

(@ Note
INTFX—BZEILAR—ANF BV EZ2H#BLET,
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AZY ONEEIERE Ni-RIZ AWS CloudFormation E X—)LBHIZZEL & L)

AWS CloudFormation AZ Y INEEICERETNERBICEX—IOBEFESELELN > EBEERE.
LUT#®ERELET,

1. EX=LFTRLANGX—=ZHFELKADENRTVWREZRABLET,

EX=IT7RLANFELLBEVWA, PUOEATELZVEEIE., Research and Engineering Studio
REZHRLTBF7O0/LET,

2. Amazon EC2O2VY—NTA VARV ADHY A7) OERZHBL T,

<envname> 7L 74V OAN ELTHRTREN, HILLVEC2ZA VARV AICEERA SIS
Amazon 1 VARV AN HBHE,. XY MDD —U F7zIE Active Directory DERE ICEIEN & 5 A
BEMEFHYVET,

3. High AWS Performance Compute L EZF7'O4 LTATU Y —REERL BE
k. . VPCTZAR—RNYTRYRNENT VY IHTZRY N, BROETOMORBIRL ZND
X=BHFABY DICE>THERENEEEZRRELET,
NFXA=ZOVWTNANELLBEWVWEESIE., RESIREZHIRL TEF7O/4T2XEN HD5
ENBYET, FHICOVTR, "#REOTUAVAR =L, #BRLTLIEEL,

4, MEOARVY—AZFEALTERETF 7O/ LEBEE. XY NDJ—2 & Active Directory A
FRENDIBEE—BLTVD L EBRELET,

AVTSZARNTIF ¥ A2 ARZ AN Active Directory ICIEEICSMU L ZBRBIT DL
NEETT, DATY 7 %&Hthe section called “4 VAR ADY A V)L FEl=lF vde I hO—
T—NRBLULRE L TRBEEBRALET,

AVABVADY A 7N EZE vde A2 hO—F—HKRBU IREE

COBMBOREAREMEOSVERII, VY —AN Active Directory ICIEftE L ESMTE RV LT
T (BB ),

BEZERITDICE

1. ARV RZA4 A5, vdc-controller DEITHDA AR ASSMT v 23> aMBLET,
2. sudo su - ZE{TLET,
3. systemctl status sssd ZETLET,
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AT—RANIFTOT 147, KB, FEROTICIS—NRRENDEBEE. 1A AR Active
Directory ICZMTEELATL I,

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSMIZ—A7J
BEZHERT DI :

« RBRUONRSAVAVARANS, cat /root/bootstrap/logs/userdata.log &£
LA ZR/AELET,

COBEIZRE, BASND I D2OREKEROVT AN HBAREMEN HYET,
BARE 1: FIEK Idap EHROFMANSADEThELL

OJ%2REBELET, XROENERERYIBEENhDE, 12 AR Al Active Directory IZSINTE
FHATL L,

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds !

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34
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+ (( ATTEMPT_COUNT++ ))

RES AZY VDERFIC, XKONTA—ZEHAELKAIENTVWBDEZBERLET,

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

+ directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice.computers.ou

* directoryservice.name

DynamoDB 7—7 )L MR- 2 E#HLET. T—7 LIk, 7—7 )L ® DynamoDB IV —
WCHYWET, T—TILERE THRIBENH'V) T <stack name>.cluster-settings.
T—7IILEEFHLES, BEREASA VAR A%ERITL TV cluster-manager & vdc-

controller ZHIBRL E£F. BBAT—1 > &, DynamoDB T—7 I OFRHEZFEHAL THL LV
AVARAEBRBLET,

BARE 2: 8282 7= ServiceAccount 1—H—ZHN A DT hEL =

OJ A 2R THEInsufficient permissions to modify computer account, AZY I ®
ERBFIC A U = ServiceAccount BRIATIEL < B VATBEMAN" BV F T,

1.
2.

AWS 1>V —)L A S Secrets Manager ZB& £ 9,
directoryserviceServiceAccountUsername Z#RELET, >—IL Y NE THDLE

NHV) E£9<stack name>-directoryservice-ServiceAccountUsername,

=LY NeRVTHElR—DZRRLET, 2—IJLYNET, 2—OJL Y NMEOEE %
BIRL, 7L—2TFAN ZEBRLET,

BEAEFHFENEEEE. BERITHORED cluster-manager 1 > AX > A & vde-controller 4

VAR AZHBIBRLET. BEIAT—1 T E, Secrets Manager DHRFEZFEAL THL VA
VAR A'BABLET,

BARER 3: A& 2 /= ServiceAccount /NAT—RAADENEL

OJ1 ERRENDFESInvalid credentials. AR Y I OEREIC AL = ServiceAccount
INATD—RAELL BWTAREMENFHYET,
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1. AWS 2V —JLA S Secrets Manager ZB & £,
2. directoryserviceServiceAccountPassword ZBRELET, >—IL Y NI THRIHE

A&V EJ<stack name>-directoryservice-ServiceAccountPassword,

3. —ULYPZERVWTHEER—ZZXRRLET, >—IJLYRNET, 2—JL Y NMEOEIE 7
BIRL, ZL—FTF AN 2BRLET,

4. NAT—RZZNEBER. ABUVENATD—RAELVWAESHDASKEVEE, Active
Directory & Secrets Manager T/NXATJ—RZU+LEY NTEET,

a. TNAT—R#ZEUEY NT5IZIF AWS Managed Microsoft AD :

. AWS O V-—J)LzBE, IZBEHL £9 AWS Directory Service,
i. RESTFALIRNUODFALOUKNY)IDZZBRL, 7UO>3a2 ZBRLET,
ji. I—Y—NAD—ROUEY N ZBRLET,
iv. ServiceAccount I—H—ZZADLET,
v. HILWANRD—RZAHDL, NAD—ROUEY N ZBRLET,
b. Secrets Manager T/NAD—RzZzUtEY NTBICIE :

i. AWS 1> VY—JL%ZBME, Secrets Manager ICBEL £,

i. directoryserviceServiceAccountPassword Z# &L ET, >—7
LY NE THRIUENHVY) £F<stack name>-directoryservice-
ServiceAccountPassword,

jii. =LY RNERVTHFMAR—DZERRLET, >—JLYNMET, >—ULYHNE
DG ZBRL, TL—2TFAM ZEBRLET,

iv. [fmE] ZBIRLET,
v. ServiceAccount I—H—0DHLWVW/NATD—REZREL. R7E 21 8RLET,

5. EEEHL EBEE. BERTHFOIRED cluster-manager 4 > AR > A & vdc-controller 1 >
ARV AZHBRLET, BBAT—V TR, EFOEZFERALTHLVWA 2 AZ AZHBAL
7,
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WMEATZ T I RNIZ—IC& V) IRE CloudFormation AR Y I HIRICKKT S

BEDKEATS T O NIS—HNRE T<env-name>-vdc CloudFormation AZ Y 7 O HIRA KB L
=& vdedevhostsecuritygroup, AV =)L &AL TRESAWS MERL BT XY NEE
FEF1VUFA4TIIN—TICREBENE Amazon EC2A VAR AN RETH 2 AgeEr H Y £,

REZERATDICE. COFETREENLETIANTO AmazonEC24 VAR A% BRELTHKRTL
£9, TO%, REOHIKEBRETEEXT.,

REQOERFICCIDRZOY INFA—RTIZ—HFRELELLE

REZERTRDE, LARVART—RAN | OCIDR7OY INTA—RILIS—HFRRENET
FAILED,

ITo5—n4H -

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

COHREEBRRTDICIE. xxx.024 £-E xxx032 DFERNEEEIhET,

CloudFormation IRIBEEKFPD AR Y VER KK

REOERICE. —EOVY—RAERARL - I HFBETT, —F0)—23> TR, Fv/ND
T4 ORBENELEL., CloudFormation AZ Y I DERN KRBT D AIEEEAH V) £T,

CDFE, BBZHIRL, EREZBHATLET., &R, HlOU—23 2 THEREZBHATIAZEE
TEXT,

AdDomainAdminNode CREATE_ THEI Y —RA (FE) AZY VDERNF KKT S
FAILED

TERBEARY VDEBRNIROIS—TRBLEBE, 1 VAZXAOEBHZROZOEDa - JH
[ Amazon EC2 /Ny FHERAAN FHEFREL Lol HYET,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

BEEORRZHETSICE :

1. SSMAT—KNIYZ—2%—7T, NYFHRANRETIhTVWELES DL, BRFIXNTOS VA
BUAICKHUTREREENTVRIHLAESHZBERELET,

2. SSM RunCommand/Automation D RITEET, /N\Y FEABEENDSSMRF IXY NORTH A
VARV ADOEBE—HITINESHERAELET,

3. RE®D Amazon EC2A VARV AOOAT 7 7A4I)NT, O—AINA VAR AOOY & Z R
LT, ZAES I ZVIJRICA VARV ANBREBLENESH ZBEBLE T,

NYFERANRETEENrREL LSRR, BELSDBEE 15 FRICRESA VARV AD/NY
FEAZESEET,

ID EE D RERE

SONHATAY (SSO) & D BEEDEE AL ORIER.
DHRECOVTIR., UTFESBLTLEEL,

EIANRETRELEXT, SSO K

AN
Xa

+ the section called “IAM Identity Center SSOTO Y K7 Y 7™
+ the section called “® ID 7’0/ 4 A — D E&E SSO”

ID ERBICBEETZTOMOBEZRNS /I 21—FT14 200321, UTFTONZ TN a1—F1>
TJREYOZSRLTLKEE,

NEY D

o lam 21T IR ERN H V) FE A, PassRole

B0 AWS FHU 2 MBSO I —H—IC1) Y —A M AWS Research and Engineering Studio N\ ®
TFORAZFALEV

REICOJA95E, I<ICOTAR=DICEYVET,

OJA42ETRO " I—Y—HFREI2AVEELAL IT5—

Active Directory ICIEEME hizh, PSKXELTVSI—H—RES

Y3 OERBICERATE RV —Y—

ID EEDERE 204



Research and Engineering Studio I—%—HA KR

o A4 XHIBRA CloudWatch V9T ARZ—XZ—v—O7 0I5 —%BBLEL

iam ZRITIDERN H') FHB A, PassRole

iam:PassRole action Z 21T T 2RI BVEVSTIS—HARRENEEESE., CO-IEETE
NTEDERDICRV—ZEFHITIHLENH V) ETRES,

—ZD AWS H—E ATk, ILWH—ERAO—-IIEEEY—ERIZU9EniO—-I)LZ2ERTS
KHWIZ, TOH—FERICBREFEOO-INEZETENTEXET, TOLEHIZEFE, Y—ERICO-I)I%
ETHERNIBETT,

ROITZ—BlE, Marymajor EWS BROIAMI—HY—HFIV—)IZ2FEALT TFIIIvER
TLERSETHERELEIRES, L, COT U2 IVEH—EANRITITSICE., T—EXA
A=A SHEENLEERAIIYUETT, XTU—IZEF, O—IIZd—EAICEITHIANIrGUEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DR —%EH L Tiam:PassRole 7V 3V ZRITTED RS ICTIHEN D
WET, YAR—MIBELZFEEF. AWSEEBEZILCHSBEVADELSEETV, Y1414 U RIIEREZR
HULESEENEEETT,

B2 ® AWS 7HI2 NSO I—F—I21)Y—AD AWS Research and Engineering
Studio NOF VzAZFFAL 1=\

OTHI NOI—F—PEBAOAY, VI—ALTIELAIZLEHICEATEDO-ILZERK
TEXT, O-IDEEZFZEERXIZI Y —ZEETEERT, VY—AR—ADRII—F L&
TOEAD>MO—J)LJAN (ACLs) ZHR—KNTDH—EATRE, chsORVZ—Z&EAL T,
VY—=ANDT It AZ1—Y—ICHATEXT,

AAICOWVWTR, UTZ2SRLTSEEL,

- FIALTVR AWSTAUY REATUY—ANOT I AEZREITZHFEICOVTIE, IAM T 11—
H—HA R, O TFHBELTVREDOAWS PHIY RDIAMI—H—NOTF7 I A%ZRHKTD ., %
ZRLTLIEE L,
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c VDY—=AANDTI7EARAZY—RN—FTA—AWS TAHINIRHETZIFEICIODVT
&, IAM T I—H—HA R, O "5 —RN—FT A —HFFHETDAWS THI DT IEADE
EJ E?lﬂﬁbt<7:éb\o

-m71?b—>a>ﬁﬁb110tZEEﬁ?6EEEOUTm\MMJ—ﬁ—ﬁ4H®r%%
Al NE1——\NOT7 IV AZRETZ (D 7TFL—232 ) 1 Z5RLTLSEZL,
« JOARATHIVRTOEAICZO—NLNEIY —AR—ADR) > —%FRTDHFEDEVNCOVT

FE. IAM T A—H—=HA Ry OIAM "TO—)LEVY—AR—ADR)Z—DEV, ZZRLTLE
=L,

REBIZOVA29%E, 3<ICATAR=DICRVE T,

COREER. SSOMEDHREN ME->TVRERICRELET, AEBZRETSICE, O hO—
T—AVARAOQTEFIVIOL, IT—HFBVWHIREZEIALET,

OV Z2w#R I3 :

1. CloudWatch AV —)l #HA&E £ 9,

2. OJIINL—=7Hhs., EVWSBEIOTIN—T2RDTET/<environment-name>/cluster-
manager,

3. OYIJIN—7%#REWVWT, OJARNI—LDIT—Z®RELET,

REZHRTAICIE :

1. DynamoDB 1V — )L &R <

2. T Hh5., EVSBEHOT—TINERDFET<environment-name>.cluster-
settings,

3. —7 )\ &@E. T—7I)EB 2RER 2BRLET,
4. TANZ—EUZaVEREAL, ROEHEZAILET,

BiEE - F—
- X -%BT
+ {E -sso
5. [Run] (£17) ZEIRL E T,
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6. BRENENFHT, SSOREMAELWVWCEZBIBELET., ELLS<EWESF. sso_enabled
F—OE% False “ZELET,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. RESA—H—A2VR—-—T7I/4AILRY., ZBRELXISSO,

OJA42ETKO "I —HFREOPVEEALI I5—

I—H—HRESAY R—TIAALOTA Y L&SELEEEL TI—H—HFE2ASHLN, EW
S5IZ—%%Z Y, TOI1—H—7 Active Directory IZEET 35S :

s I—H—NICFEELTHSIRES, READ [CI—H—%EBML EHE

e A—Y—HFE AP TVEVAEMENHY EITRES, RES F 1 HEZEICAMTS 12
., ROBRPRICI—HY—NFEMENLEZEEZFHL TERRIDIVENHIEENBYET,
I<ICRBTRICE. "1 ORTY FICHRWE T Active Directory ICIEEIE N izh, ASKE
LTWs1—%—RES,

« I—Y—H ICEETHHE/RES:

1. BHEIXYEIHNELKBREENTVWR L ZBRALE T, FHIEDVTR., T2 JI54
CAVAOID Z7ONAH—DFRE (SSO ) 1 2L T EE Y,

2. SAML#HHBE SAMLE X—J)LOWABAI—HY—DEX—ITRLALIVEZTEhTLS
CEEMRELET,
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Active Directory ICIEMIE hizA, HSXKELTVWDI1—H— RES

Active Directory [ 1—H'—ZEBMLEEOD, ([CI—HF—HABVEHEERES, ADEHZERN) H—T
DHENDHVYET, ADEHIE. ADIT>VNJZRESKREICA > R—KNT S Lambda BBHICK 2 T 1
BECEICERTEAET, FEICEL 2> TR, ILLWI—Y—FLEGEITI—T2EML ZRICXDEH
T7OEANRTENDETEETD &N DH Y EFT. Amazon Simple Queue Service H* S FETIRE
HzRBRTEXRT,

RB7OtAZFHTHHELET,

1. Amazon SQS>V—)l ZEHEFXT,

2. ¥F1—H5, ZERLFEFI<environment-name>-cluster-manager-tasks.fifoo
3. XvtE—CnEFEREFE] ZBRLET,
4, XV E—IJAXRXICE, ROKXSICAHDLET,

{ "name": "adsync.sync-from-ad", "payload": {3} }
XV E—20)—=71IDICE, RDKSICAHLET, adsync.sync-from-ad

6. XVtE—TJEEHRIDICE. FUFLBREBFXNFIEANLET, COIVRJE, BXES
DURCTONEIXNTOFPHLERREBDIBENFf ®VET. TS5LHVE, UIJITANZE
WENKT,

Yy IV OERKICERATERVI—H—

v avEERTHIEEEN. v 32 OERKIC Active Directory IZEL TWB 1—H—A"F
ATZEBRVESRE, 1—Y—N O TOATA 2V IBMEN HIHEENBYET, Evav@ET7o
TATBRI—HY—ICRHULTORMERTEET, 7OT 178 1—H—F, Pi<<eE 1 EREICO
TJAVTRRENHYET,

B A XHIBRA" CloudWatch V7 2 AR —XZX—Jvy—OJ DI —ZBBLELI

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}
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CloudWatch 9 S AR —YZ— ¥ —OJTCCNDIT—HRRENLES, dap BETREhiz1—
HF—LI—RNFZSTEDZAERENS BYVET, COBBEZIEETSICIE. IDPD Idap BERE RO IR
ZEXLET,

AL—2

NeEY D

« ZBBLUT77ANATLZERLELERESH ., VDIRAKICEIY VD RENELBA

s BBUTTIZPANSATLEZEA Y R—FT 142U LERESH, VDIFRAKIIY I hEhE

« VDIRARDSHEAEETERL

« 55 Amazon FSx for NetApp ONTAP Z4ERK L EL IERESH ., RXAICSMUELBATL 2

ZBUTTT7ANDATLEZERLELLZRESH, VDIIRARNIRENY T hEh&EE
A

T77ANATALR, VDIIRARTNY D RNTBEIC "TRIATRER ) RETHIBLENHVY)ET, U
TOATYTIZW®2T, F77ANAT LN VBARETHD L EZEELET,

Amazon EFS

1. Amazon EFSO>YV =)L ICBHLE T,
2. 77 AN AT LAOREN EAURETH D 2B LET,
3. T77ANATLAORENEATETHEWVESE. VDIRARNZEEFHTHEICHEFESEE L,

Amazon FSx ONTAP

1. Amazon FSx>V—)L ICBEBL £,
2. AT—BRANEAARETHD L EBRBLET,
3. AT—ZAN THWIESIE. VDIIKANEZRETHDETELEET,
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ZBUTTI7ANSATLZAVIR—T 12T LIERESH, VDIRARNIN T M
niz\y

CAR—RENDTTFANDATLICK, VDIRARY T PANIATLEZITRTEDLS
o, BEBEFIVFTATIL—TIL—IIHFREENTVBRESBEN HET. chsnT774)
SATALRE ODAFTHEREND-HRES, RESEHEETZEF1UTAJII—TI—IZ2EEBL&E
BA,

AVR=—RENLETFANDATALACHBEG TSN EEFIVTATIL—TRB. ROANIVRE
74V RHATILENHYET,

« NFS Linux VDCRARAS D RS 7 4 v 5 (K— k: 2049)
« SMB Windows VDCTRARDSDKNZ T 1Y U (R—: 445)

VDI RARASEHEABETERZL

ONTAP [FUNIX, RJ1—AL®D , NTFS, LV MIXED EF 1V F 1 ARSI ZEHR—KNLET,
EXFIVTARZAING, TF—RT 7 AOHHONTAPIZERATAT IV EAHFAORATE, Ch
SOT I EAHAAZEETER VAT URNEATERELET,

BIRE, RUI—LAUNXEFIVT A AZMIINZEALTVWBHEETE, SMBYZA T RE O
RILF7ORINOMELE, F—RITIVEARTDIENTEXRT (LEL, 95472 MNEEYIIC
ALB RV FERTIHBENHYET ) ONTAP, L. &, RAT 17V —)LZEFERL TUNIXD
FATNOIHNEETEDUNIXT VEAFFAIONTAPZERAL £,

TOEAHFARNEBO I —AT—ADHI
Linux 7—2 00— RTOUNIXAZ A IR 1 —LOFER

TOEAHT, O1—H—0 sudoer ICK > TRETEET, HIXE, AT TR, /<project-
name>7 14 LI NJICK T B<group-ID>TEBFHAENV) /EEIAAT IV EZAFADINTOX Y
/\‘_L:{:J-Eénijo

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux 3 & T Windows 7—2 00— RTONTFSARAILAR) 1 —LDFEH
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HETVLAFARE, HEO7ANFZORET7ONT A Z2EALTRETEX T, HIAEFE. 1—
H—user_01& 7 #)LF ZIEET D Emyfolder, Full Control, Change, ki 07U+ A
FFHRead% AllowF =ik ([CRRETE £ 9 Deny,
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I—¥—H1K

4_

Documents Properties X

”

\I\
<

>

E:[] ~ Permissions for Documents

Share Pemissions

GHMHJHFUEEFHEWEEZ

Everyone

e

 folder

folder

Pemissions for Everyone

Full Control
Change
Read

folder

folder

folder

folder

folder

folder

folder
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RJI1—AL%ZLinux 74T & Windows 774 T7> NOBATREATZEREF. [CEANYE
VURBETIHVENHYVET, SYIMChIZKY), §XTO Linux I—HF—FZRALUI—F—FIC
domain\username @ NetBIOS RX A HEXICBEEMNTET., ik, Linux 1—H—& Windows
I—H—OETERITZIEHICHETT, FMICODWVWTIE, "Amazon FSx for TOXIILF ORI
ILO—20—ROEML NetApp ONTAP, ZSBL TS EE L,

H*5 Amazon FSx for NetApp ONTAP Z4ERK L E L IZRESH. RXAICSMLEHE
ATLI

I|{E, RESO> Y —ILH S Amazon FSx for NetApp ONTAP 2R TR E, 77 AN AT LR

O a > JdEnEITH., RXMIZSMLULERA, FEFBRUZONTAP7 7 4L AT L%ESVMR
XA ICEETBICIE,. "Microsoft Active Directory SVMs A\ MO 241, #Z8BL., Amazon FSx>/

V= OFEICH>TLEEV, BEZT I EAFFAA AD O Amazon FSx Service Account (2 &

FEhTVWRCEZBRABLET, FRAXAMVICERICSYMBEEL 2S5, SWMBIE > T RKRSA VB
> SMBDNSE#l [CBEL, RTHEICKDI-HDNSEZIE—LET,

RXAICEALES, 9T AZ—F&E DynamoDB SMBDNS 7—7 )L TREF—%2MmEL £ 7,

1. Amazon DynamoDB 1>V — /)L ICBEL £,
2. 7—7) &&IRL., ZBIRLFI<stack-name>-cluster-settings,
3. T—7)NEE ERE T MI)IE— 2REAL. ROT 1)\ EZ—ZAALET,
- BiER - F—
« REF-IZELL
 {E - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BEh-EHBZERL, RIZTOV>3>, HEORE 2ERLET,
5 BICOE—LU/=SMBDNSEH CEZEFHMLET,
6. (RFLTHU®] ZBIRLE T,

TSI, 774N ATALAICEERFShEEFIVFTATIN—=TH, Amazon TOT 7 AL A
FTLAT A MO—)LVPCTHRERENTWVWAB RS 714V 0 EFALTVWBR L E2BREBLET,
T77ANMNSATLZERTEHLVDIKRARNE, RXSSMSVMB RO T 7ML AT LEND
VRTEBDERSICHEYELL,
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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F/zl&. RESOnboard File System #aZFAL TRXASVICBEICSMULTVBRBREO T 7AMILD A
TLAZFAVR—RITBEETEERT, REEEN S File Systems ., Onboard File System ZiER L
S

AFv7ayv i

KEY D
« AFYVTT3aVvYRNDAT—RAN TRE
« AFVTTavhG, T—TINEAR—RTERA>EECEEZRIOTEEEICERAELEE

AFTYVT23Y ROARAT—RAN TR

RES RF Y723y AR—=IT, RAFY T3V NOAT—RAN Failed DIFE, TF5—HFREL
BB, 95AX—IFZ—> ¥ —0 Amazon CloudWatch A I —7 BB THETREAZEE
TEET,

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AFv72av NG, TTIINEAVR—RNTERBA 2 LLCEEZRIOTELEIE
HAEhFRt A
UE D env A SHBLERTY T3y MLV env ICEAThBWVWEER, VSRR X—

2 ¥ —® CloudWatch OV Z/AXTHBEZRBELET. ABTRELT—TILITIRNF1VR—K
TNBVCENERENATVREHERR., AF VT3 Y B BRETHIEZRIELET,

1. metadata.json 77 /)L &EA T O—RL, EEEEET—7 )L ExportStatus ® D AT—X A
N THD L ZBEBLEICOMPLETED, EEEE&T—7I)LIC ExportManifest7 4 —JL
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RAREENTVR L ZHAELET., LROT7 1 —ILREY NFROASBWVWESE, ATV T
>3y NGEDSRETHY), ATy 723y NOBERBETREEATEREA,

2. AT v 7oay NoERZERBLES, RFY T3V NOAT—RAN COMPLETEDT (27352
TWB &R LUEIRES, ATV 723y NOERTOCAICEEKRS~10 2D ET,
AFTv72ay NEER—DZBO—REFLFBRRALT, ATV 723y MFEEICERE N
EleZBRBLET, chickY, ERENERFTY 723y MBI BREICEYET,

12T TANZIF Y

NeEY S
c EBBAVAZCADBEVWO— RN Y —2—45'y NTI)I—7

EEBAAZRADEVWO—RNZ Y —2—5y NTIL—7

B—N—I5—XYt—IBEDHMBEN Ul ICRRE Y, FRAUKNYTEY S IVFERTER
WBE. AVT7FARNTIF YD Amazon EC2A VARV AICEBEN H B AN BV T,

BMEORKZHEETSHZERK. £9 AmazonEC2O YV —I)L T, #@VIRLETL., :TLVWEC21 >
ABZVAICLBEBASNTVABAERDICRAS Amazon 1 VAR AN B VWA ZERTHETT,
TDF A, Amazon CloudWatch O 2 F I vV L TRRERZRBETEE T,

£5120FFRF. DATLAOO—RNZ Y —ZHFEIBZETT, JATLICEHEN AR
MHFHDEZRIDE, Amazon EC2O2V Y —ITROD 2 2O0—RNZH—IC, BRENEE
BRAVAZVAFRRENBEVEESTY,

BEOABOHZRZRLETS,
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EC2 Dashboard X ( EC2 > Targetgroups » res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

¥ Instances

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version VPC
Spot Requests Els

Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10chse [2
Savings Plans
Reserved Instances 1P address type Load balancer

1Pva res-bicfn3-external-alb [3

Dedicated Hosts

Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v images 1 @1 ®0 0 o 0

AMIs

AMI Catalog » Distribution of targets by Availability Zone (AZ)
elect values in this table to see corresponding filters applied to the Registered targets table below.
¥ Elastic Block Store

Volumes

snapshots Targets Monitoring Health checks Attributes Tags

Lifecycle Manager

v Network & Security Registered targets (1) Register targets

Security Groups
‘ Q Filter targets 1 [o]

Elastic IPs

Placement Groups O Instance D v | Name v | Port v | zone v | Health status v | Health status details

Key Pairs
[m] 1-0ba5d508631f20043 res-bicfn3-cluster-manager 8443 eu-central-1c @© healthy
Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

Healthy T NUN 0 OFE, VIOIANELRETE S Amazon EC24 VARV AN BV E&ERL
x£¥79,

Unhealthy T KU A 0 A DB EIE,. Amazon EC24 VARV AN BRL TVS WREMN H V) &
o chld, A1 VARN=NLNENLETTIT—23 VT RIITHIANLARAFIYVIICEKBLTOAEWD
CENRETHDAEMEN HYET,

Healthy T> M) & Unhealthy T> NUDOEEN 0 DIFBE. XY RT—UDOBREZADAgEMEZ T
LET, fIzF. NTVYIHTRYRNRETSAR=RNYTRY NZERIETS AEWEENH Y
FITAZs, COFRBANRELIEFBE. RYNT—IVRENFFETAEEZRTEMOTFANF Y
V=ILICRRENDZENBHYET,

Virtual Desktops M #2 &

NEY D

s UBICHELTVWEREBTFRAINY TR ERBICERTEASAYELE

5 DNREFAVRNY UL EBTER

TAYVKNY 7 Windows EHORTIE "#ERIBALUShELL, RFUAR—RIZ— T,
VDIs Z7OES aZ JRETAEY Y

VDIs 2B & IC TS —IREICKD
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BETCBEL TV ERBTFRAINY TRERBCERTEASBZYELE

FARUKNY TEENBALU LY, BETERL<BE2-YTDE, EBEES Amazon EC24 AR
ANKBU Y, Amazon EC24 2 AR AN RESIREATR TELREELEE LY TEHENERER
TRBENRETHUEMN GVET, BEE U AT—RAR, SIEHRZTEBETREERTIT SIS
ENFHYETH., Bzl ATELRRLET,

Amazon EC2OV V=) ZFEAL T, 1 VARV AN R TEERELEENELESH ZHMTIHLE
FHYET, FLELEZEE., €5 —ERBLTHTLKEETV, RENMr R TLESESE. BIOTRY
Ny 7RERTDVLENHYET, I—H—OFR—LTFALINIIIRFEATVET—XRIE, #L
WAV AR ADREFICSIZHEFRATEET,

BANCKRBLEA ARV AN ERE U ICRERTENATVRIHER, EBEE VI ZEALTRT
TRVENHBIEFENHYVET,

5 DDRBTAINY TUARETEEL

A——HFEBBTEDRETFAINYTOFT7AILNOFHRIES T, Chld. AKOLKSICEEE
U ZERALTEBENEETERT,

« FAUNYTRE CBEBLET,

-« Server 3 7 ZBIRLFT,

« DCVEY2arUNFRILT, BRIOGETAA =20 VYILET,

s A—H—HiYOFaEhicEy>a>nlEz, FEITHDHLULWMEICEELET,
- [EE ZBRLET,

« R=TEEHLT, HLOBRENFr BEENTVREERRELET,

FAY NY 7 Windows E&HEDOETE "#EHENMBELUSNELE, RTAR—RNI
Z>— T,

Windows AT NY JHEHEN U TS5 —CTERBLESHEE T#EHEEBALShELE, RSUAR—RTI
S5— T, . EEEF. Windows 1 AR ATHOIABHAEDERICEETZDCVY—/N—YVY T NDIT
DREEICHDAEEMELN HVY) ET,
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Amazon CloudWatch AJ )L —7' &, KOEXDIBXY t—D TERRTIS—2OJICREET
%<envname>/vdc/dcv-connection-gatewayB e H VY E T,

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

— MFE. SSMSession Manager ZfEF L T Windows 1 2~ AR ANDIEHRZRHE, XD 2 DOFE
BEBEV7AIEHRTDENBRENDBEN HYET,

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

774V EBNICBERE N, BEOEEA RN IZAESEL BT,

COFETHBEEBAL., Windows TRV MY 7OFHLVWEBTCEAUIS—NFRELEHEEE. VY
TFROITAZY OOER BEEFEAL T, BERESINEIARET 7 E2FEALT, BESAA
BADFHLW Windows V7RI ITARY VZERLET,. chllkl), EEREBEERICHE
FAT&E% Windows Y 7 NJITARY INERENET,
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VDIs 7O 3a = JRETARY Y

TFAIKNY TRBA AdminUIl O7OEZIZVTREOELETHIHE. VDIV OEHNEZS
nEXY,

FERZHBETDICEE,. FAIONYTA AR A0O7 774 2R/ANX, BEOEREZE>TWVWSTH
BEMOHBDITIT—ZRLET, cORFIX NI, EA% CloudWatch O B K1 X MNMEER
V=R EVWSIRIIAFAFVEEID IV OBRERFHREZECOI 774/ E Amazon AT T IL—70
DARNFEENTVWET,

COBBEBORENZRRIROELY TT,

s FRAENIZIDAMIGBY 7R IITAZY JELTERENTVERTS, TRERYR—BREIhTLE
# ARES,

Amazon XA X— (AMD) ICAEBRREFTFEEY - SWES, 7—NANZY 77O
SAZVITAVVTRERTTEEREATLUL, LNuX AV ARVARE, A1 ARV A /root/
bootstrap/logs/OOT 77 A4)ICIE. ChICEIZEALBHRISEFEATVEIEEN HYE
T AMIs AWS Marketplace " SEUEL /= ID l&, RESTAUIRNY TA VAR ATIFHEL 5V
BENBHYNET, HR—RENTVRIHLESHEBRTSICE, TAMBETT,

« A—H—F—RAT VT NE., Windows RETFARAIRNYTA VARV AN NAZL HSEEE O
EEEICRITENIREAAML

F7AILRNTR, = —F—R AV U7 NE Amazon EC24 VAR AN BB E iz &I 1
EXRTENET. BFEOREFAINYTA AR AAMIN S Z#ERTBEEE., ICVYTH
DITARY VD RERL, COVYTRIITAZY IVTHOREFAIRNY TZRBBLEISETS
AMIE, A—H—F—RATVT7NEHULWMREBTFRAIRNYTA AR ATRETENEE A

BEEBARATDICE. DEKICEALETORETFAINY 742 AR AT PowerShell Y >
R4 > R % Administrator & U TBHEAMI, XOIX > REEFTLET,

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

R, AZVAZRVAAMIDSHFHLW ZHEBLET, HILW Z2FEALTAMIV 7 RO ITFAZY Y
ZERL, BETHLWRETFRAINY TZBBTEERT, &/, 7OEZIZVITREORROA
VARVATEAUIONY RZRITL, A VARV AZBREBL TRETFAINY 7Y > 3>z
EFR_EETERIN, REZIAD P SHOREBTAIRNY TZEBTHE, AUBENBE
KITENEXTAMI,

Virtual Desktops 0 {2 &) 219



Research and Engineering Studio I—%—HA KR

VDIs BE#&IC TS —IREEICHK D

EZASNBDEBE1LR—LTTANLDATALICEK, BBBPOSIXTVEAFAIZHE > I—HY—0F1
LONUNFBYET,
chlE, RODF VAN Y TR EIBEAICEAD I BAETHH UM B ET,
1. 7704 T NRES/N—2 3 1% 2024.01 LA T,
2. RES AR Y VDOF7OA4FIZ, O BMN (CF&EEnableLdapIDMapping€ E L £True,
3. RES A& Y 97704 RIHEEE NIF—LT 7 4 LS AT Lk, 2024.01 RES & V0
N—23a> RSN, % EnableLdapIDMapping ICEREL THUBINRBETHEAET NE
L %zFalse,
BRATY T T7PANATLOI—H—F1LIRN)ZHIBRLET,
1.SSMZIVTSAR—IXZ—TJ ¥ —FRANIEELET,
2. cd /home.

3. 1s-&, . .admin2. BEQI1—H—BIZ—HITDTF1LINIEBEE>TF«4LIN
)adminlZ —EBRRIDVLENHY KT,

4. F4 LUK ZHIBRLUETsudo rm -r 'dir_name'. ssm-user & &V ec2-user 1 L U
NUZHIBRLBEWTLSEE L,

5. I—H—AFTTICHLV env ICABENATVWEHEEK, 1——0DDBT—7 I A5 1—H—
N ZHIBRL £ (clusteradmin Z< ),

6. AD RIHADBIE - V5 ARX—XX— ¥ — Amazon sudo /opt/idea/python/3.9.16/
bin/resctl ldap sync-from-adT324TLUEITEC2,

7. RESTVI/R—=IHS ErrorREEDVDIA VAR AZBREEBLET, /' 20 5 T Readylk
RBVDILBITITD ez LET,

BRETFAORNYTAVR—F K~

NEY D
« Amazon EC2A VARV AN AV =)L TR T &IEVIRULKRRLTWS
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s ADICSINTER WA IZ vde-controller 1 2 AR AN YA I LTVWET /eVDI EZ a1 —)LIC
KBULEAPINILATFIY ONFRRENTVET

» Software Stack ZfREL TEMTHD EEIC, 7O I VR TIVT I ICKRRE N

o DTS ARZ—NZ—2 ¥ —® Amazon CloudWatch O IZl&. T <user-home-init> 7HO > MNEE
EREATEEFLA, I——ORPEF > TVET ) (THIRINFI—HY—BDFE) NRRE
hET,

s O 4 ETEED Windows TAIRKY S TPHIONNEMCHEYYELE) ERRENET,
EEEICBEVEDESEETV

+ DHCP A\E}/BEZE D AD SR EICB T2 A>3 &
. Firefox TS5 — MOZILLA_PKIX_ERROR_REQUIREDTLS FEATURE_MISSING

Amazon EC2A VARV AN AV =)L TR TZEVIBRLERRLTVWS

AVTTANTIOFVYA AR AN Amazon EC2O YV — )L TR T ERVYVIBRLRTRENZ5E
FREZOHREICREETIHEEN HY., 1V TFARTIFYAAZRVADRATIZL2>TERY)
£9, UTR., EREHBETSDHETT,

Amazon EC2O2V—)Tvdc AV NA—F—A VARV ANERTREN BRI RENBDIFEE. Chid
=LY RBRINFELLBVAREMENHYET, ICK>THBFTENDS—IL Y MRESIZE, 1
VI7TZARNTOF Y Amazon EC2A VARV AILT RAY FENLIAMT VA NO—ILRD > —

—ZELTERAE D ZINHY) F£T, vdc-controller A4 2 J)LLTWT, CloudWatch Q95
N—=TIEROIS—HARRENEEES., >— LY M ELLEZIFHFENRTOVAVTAEMEAHVY X
T, —ULYKNCIRK, RORTZFGZIUEN BB EICFEFBELTLIEEL,

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

C DI Z—® Amazon CloudWatch O XY —2 IO EDICHEY E T,

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
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arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv
because no identity-based policy allows the secretsmanager:GetSecretValue action

Amazon EC2A VAR AN R T #FIvIOL, ERBOVARNE—HBITBHEE2EAELET,

AD IS INTZE W8 IZ vde-controller 1 AR AN YA I LTWVWET /eVDIl E
DA—=)LICKBMUKEAPINILAFIY INFRRENTVET

eVDI EZ A —IHFANAF IV VICKRBUIERE, REAT—FAERIIIVICUATARRELE
ER

Modules ©

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings - @C:mfg @® Deployed ( Not Applicable

Cluster cluster 2023.10b1 ®5tec< ® Deployed © Not Applicable » default
Metrics & Monitoring metrics 2023.10b1 @St;m ® Deployed (© Not Applicable ¢ default
Directory Service directoryservice 2023.10b1 ®5tec< © Deployed © Not Applicable « default
Identity Provider identity-provider 2023.10b1 ®5tec< @ Deployed (® Not Applicable s default
Analytics analytics 2023.10b1 @5t€C< ® Deployed © Not Applicable o default
Shared Storage shared-storage 2023.10b1 @Stec< ® Deployed (© Not Applicable = default
Cluster Manager cluster-manager 2023.10b1 @ADD ®@ Deployed © Healthy ¢ default
evDI vdc 2023.10b1 @ADD ® Deployed ®) Failed o default
Bastion Host bastion-host 2023.10b1 ® Stem @® Deployed © Not Applicable s default

COFE. TNYTO—MNBNARK, VF7AR—NZ—T ¥ —CloudWatchOJ ZF{AXB & T
T, (£VSBEOOT T I —T%ZH L £9 <env-name>/cluster-manager, )

EASNDHEE :

s OJICTFANFEENTWVWSHE AR Insufficient permissions, res AZ Y I OIERKEFIC
FEEE iz ServiceAccount I—H—BAELLK ARILENATVR L EBRL T EEV,
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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O7Z4> 044 :

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

Q00020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data @, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 3@ seconds

« SecretsManager 1>V —)L #*S5, REST7'O4 HIZIREE 1z ServiceAccount 1—H—H (I
TOEATEEXT, Secrets Manager TRHTSD—IL Y NZEREL, 7L—2FTFANDOE
BEBERLET, I —BHAELLBVEERE. MEZBRLT—ILY MEZEMLE
T BEDIVFAZR—ANZR—IV—A2VARVAEVAdc AV NOA—F—A VARV AZRKRTL
F9. ILLAV AR ARLRELILREICAVYET,

s BUEILEAT VY —AARY I ICE>THERENEDY—RAZFERALTWSES, 1—H—
Z & ServiceAccount ") THEMBENHYWET, OF7OAHIZ DisableADIoin/NTF X —&
' False ICEREET N TWBBAIERES, ServiceAccount "y 1—H—IC AD TAVE1—%A7
SIVNEERTDTIVEAHFAN BB EZHELET,

s FALEI—Y—8BNELVWY, OJICTFAN FEFEFIRhTVWSESInvalid credentials,
ABUVENAD—RAEE>TWS A, BRI TVWSAEEEN HY ET,

O7Z4> 044 :

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« env DERPICABDLE/INAT—RIE, Secrets Manager 1YV —JL IC/NATD—R
EREFIRB—VLYNITIVEALTHAMBD CENTEET, 2—UL YN (&
E<env_name>directoryserviceServiceAccountPassword) Z&IRL., 7L—2FF R
NOEE ZFBIRLET,

« =LY RNONAD—RAFELLBWVWERR, MEZERLT—IJLY MDEZEHLE
T BEDIVTAR—XZX—IV—A2VARAEVvAdc AV NOA—F—A 2 ARV AZKRTL
T HLVWA AR AREFMENLENAT—RZERAL., ZELEREICBZWYERT,

« NATD—RHNELWVEE, E#iE i Active Directory TNAT— ROBMHFRN TN TVWS T
BEMAN" BV ET, £ Active Directory TNAT—RZUEZY MLTAS, >—UL Y NEEH
FTHEIMLENBHV) ET, Directory Service 1V —)J)L H»* S Active Directory T1—H—ND/NAT—
ReUEY RTEET,
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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1. BY)&TF4L O K ID ZBIRL XTI,
2. 70>3ary #2#&RL, - —NAD—RzUEy hLTHS, I—HF—F
(ServiceAccount "1 B E) EFILWINAD—RZT7A—ALICABLET,
JHUKBREULENAT—RAUBONADT—RERBDIFERF. T
9% Secret Manager >— VLY K (BE)DNAT—RZEFHFLE
F<env_name>directoryserviceServiceAccountPassword,

4 BEDIZARZ—RZ—SF—AVAZVAEvdc AV MA—F—A VARV AEZKRTLE
o MILLWA AR ARBREL EREICRY KT,

Software Stack Z#REL TEMTD EZEIC, 7O T IO TILNEA D ICRRES NG
L

COBBERK, 1——THIoNEAD ORBICEETZROBBEICEEL TVWHAgEMN HY) £
T, COBBENRRENLEFERF. VFARX—IZX— ¥ —0O Amazon CloudWatch OJ ¥ )L—7
TI7—<user-home-init> account not available yet. waiting for user to be
synced ", ZFIvOLT, EERABAUAPBEELTVWA L ZHILET,

D5 AR—NZ—T ¥ —O Amazon CloudWatch O (2 &, T <user-home-init> 77
IDORNFEERMATERRA, I—F—ORAZF > TVET, (FHI I 1—
H—BDHE) FRRENET,

HTSQSARIVZAN—&, I—H—TFTHIVRNCTIOEATERV LS, EZS—REICHKY), &R
LW—=7CHLRAOSIhET, cOI—RE, I—HF—0FPHPICI—HF—DOKR—LTTAILZAT LA
ZEBLEISETRENVH—ETNET,

A—H—TFHIVNCTIEATEAEVERE. FATO AD ICHULTELLHRE
RESENTULWHERVABEMEAN BV ET, Hle L TIE, BIRESIREDERTHERAE 1
J=ServiceAccountCredentialsSecretArn/N\oX—RXOEHNELLBVWEENFHYET,
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O 4 > HTREO Windows FRAIRNY T2 TPHI MHEMICEYELE, &R
RrehExzET, EEZICHBEVEDELSEETL,

CORP\adminT

Your account has been disabled. Please see your system administrator.

A—¥—AFOvIVEn-EEICBEOJA > TERVGEE, BHTERICY M2 14 2RESL 24,
ICEREETNTWVWS AD TA—H—HEMLTNTVRAgMENSH V) £ISSO,

AD TA—H—THIY MFEMICE>TVBRHE, SSOOTIBREBMLET,

REFRONY Z7AVR—F K 225
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DHCP A\ E}/BE D AD FREICBET R A 7> 3> D&

%% B O Active Directory "The connection has been closed. Transport error" CFEMAT
% &£ EIZ Windows IREF AV KNY 7REST EWS T —HFH4EL 2FSE. Amazon CloudWatch
04T dcv-connection-gateway XD & SR E DN WA REFRL T EE L,

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket

connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

WMB®ODHCP A7 32ICAD RXA4>O MO—F—ZEALTWAHEREVPC, UATZTS
BEFHYNET,

1. %2220 RX4A4 > MO—Z— AmazonProvidedDNSIZEHL & T IPs,

2. RXA4>&%& ec2.internal ICERELET,

CClchBlERLET, CcORENBEVEES, Windows TAIKNY TR NSV AR—RNIS— &i#
LET, chik, RES/DCV # ip-10-0-x-xx.ec2.internal hostname Z# XT3 -H T,

Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox TZ — MOZILLA_PKIX_ERROR_REQUIREDTLS_FEATURE_MISSING

Firefox VI 77204 EEATRE, REFAINY TILERLESETRE, I5—XVvE—2
24 7 MOZILLA_PKIX_ERRORREQUIRED_TLS_FEATURE_MISSINGA®RRENBD N HY F
EE

REFRVKNY 7TIVR—FU N 226
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FEEIE, RESTI7H—/V—A"TLS + StaplingOn TtY N7 Y FENTWB A", Stapling
Validation TR&EL TV W & TT (hitps://support.mozilla.org/en-US/questions/1372483,

—hid. https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing M 38§ RICHE 2
TEBIETEET,

Env HllB&

[N =Xy
» res-xxx-cluster AR Y JA'DELETE " _FAILED, REET., "O—I)INENTHDH. BETELR
W, IS—0LEOFHTHIBRTE W

- OJ0IRE

- VDIOJOSEVO—R

« Linux EC2A VARV AAS OO OE I O—R

« Windows EC2A VAR AN s0O07 &0 O—R
« WaitCondition TZ—®ECSOY OIR&E

res-xxx-cluster AX Y 2 ADELETE " _FAILED, JR&ET. "O—)LAEMTH DD,
HMETERV, IS—0OEOFETHIBRTE KW

res-xxx-cluster '; XX Y 2 A'DELETE " _FAILED, RETH '), FETHIRTZREVEFES., XOF
|E%#E1TL THIBRTEE T,

ARY UHNDELETE "_FAILED, MREICHDHEIFE. FITFETHIRL THTLEE VY, Delete
Stack BRI DA AT OATNFRRENDFEN HYET, [HIBR]) ZRBIRLET,
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

BRICLI2TR, BEBARAEZYIVY—RAZINTHIRLTE, RETDVY-RAZERIZI XY
t—OHFRRENDCEN BN ET, TOHERR. REIBZVY-RELTINTOD Y —AZER
L. THIBR, ZBIRLET,

ROEDIBIT—HNRRENDEEN HET, Role: arn:aws:iam::... is Invalid or
cannot be assumed

Env HIBR 228



Research and Engineering Studio I—H—H4A KR

[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

DXV, ARV IDHIRICLAEZO—LY, AZYVORICKRAICHIBRENEZEZERLET, C
hzOET2ICE, O-LOBEMZIE—LERT, IAIMOY-ILICBEL, RONTX—2%ZE
ALT, Z0HEOO—ILZERLET,

c EHETERIVTATARATDERRE. AWSH—ER ZBRLET,

e« 1—A—A MFEIE. Use cases for other AWS services ZZEIRL F
F CloudFormation,

Select trusted entity o

Trusted entity type

[Next GRAN\)] Zi#IRLFEF, O—)JL 'AWSCloudFormationFullAccess' &
'AdministratorAccess D7V EAHFTEZFEL TVWB L ZHALTILKEEY, LE1—R—
SEROXSIZEYET,
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Name, review, and create

Role details

Role name

173289361

loudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities

2 "Version" : "2012-10-17",

Step 2: Add permissions

Permissions policy summary

licy name ' Type

Tags

XIZ. CloudFormation AV —JLICRY), AZY U &HIBRLET, O—IIL&EERL &, HIBRTE
BDEAHICBYELE, FEIC, IAMOY—=I)LICEBEBL., ERLEO—I)LZHIBRLET,

mEHORVES
EC2O2Y—IHNSECZA VARV AILOATA2 TS

* Linux EC2A ARV AICOTA2FBICE, ROFIEICHVET,

« Windows EC2A4 AR AICOTA>TDICE,. XOFIEICHWET, RIZ
PowerShell , Windows 2B\ TN REEITLET,

Infrastructure 7R A RO O YRE

1. DZAR—XNZR—DV— ROBADLSVTZAZ—IZ—Jr+—OOTZWMEL, FTYRNIT
2YFLEY,
a. OJJIN—7 OFXTOH CloudWatch O <env-name>/cluster-manager,
b. <env-name>-cluster-manager EC2 1 > AR > A®M /root/bootstrap/logs 4L U
RIIZHDITXTOAY, CcOEIVZIAVOEBICHDEC2 "AVY—IHSEC2HA VAR
ACOTA2F2, PSS ICUDIENEFIRIIR ST, A ARACOJAVLET,
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2. Vdc-controller: ;X D3ZATH S vdc-controller DAT ZEEBL. FIUY NCT7EYFLET,
a. AJ I I —7 OFNXTD CloudWatch 0% <env-name>/vdc-controller,

b. <env-name>-vdc-controller EC2 41 > AR AM /root/bootstrap/logs 1L U b
DIZHBDINTOOT, CcOEIZIVORBICHDEC2 "AVY—IHISEC2ZA VARV A
CATA2F21 PSS ICVIOENEFIBIZH ST, 41 AZAICATA2LET,

OJZBEICEETBHED 1 D, LNuXEC2ZA VAR VAN SOOI O—REo2a>
DFBEICHSETT, EZ1-NBRAAZVARICREYNET,

vDIOZ O UE
XI5 9D Amazon EC24 VARV A= EBET S

A—HY—NFtvy<a>FZVDIT Z£FHL =HEVDI1, Amazon EC2OV—ILEDA VAR
ADORIETBEHE IZ5V) £FF<env-name>-VDI1l-<user name>,

Linux VDIO Y M Y&

Amazon EC2> VYV —I)LA 5%I59F % Amazon EC24 VARV AIZOTA 2T 3ICIE, oty
JAVOBHEICHBIEC2 "AVY—IDSEC2ZAVARAICOTA2TD, 0 ", VD&
NEFIEICK > TLSEEZLV, VDI Amazon EC24 2 AZ > AD /root/bootstrap/logs&H KT
/var/log/dcv/ T4 LI NUTIXNTOOTZEELET,

O #WMEBIT2AZEN12E@. OF%Zs3IC7Yy7O—RL, FIASEIO0—RTBET
T TOLEHICEK, UTOFBEICE>T12O0F4L I NUASTXTOOTERMBL, 7V
I:I_I{l.lij-o

1. /root/bootstrap/logs FA LIV KNUDTIC dev OJZ2IE—FBICIE, ROFIEIZHREL
9,

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. R, KOO aVICRBETATVSBFEICH#TVDIOJ0A D O0—ROTE2X T
D_Hbij—o
Windows VDI % M UXE&E

Amazon EC2O YV =LA 5% T S Amazon EC2A VAR AICOTA>93ICIk, D
O3> OBHEICHBDEC2 "AY—IHDSEC2ZA VAR AICOTA>T%, 0 T, IC
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D OENEFIBICH > TLEE LV, VDIEC2 1 AR AD $env:SystemDrive\Users
\Administrator\RES\Bootstrap\Log\ 1 LI NUTINTOOJZBBLET,

AOJzBET25HZ0 12, OJZS3ICFTY7O—RL, TEIASHIAO—RTBET

T ChZETSICE, XROEI>3> T, R TVBIATY FERVEITVDIOT DA
>|:I_I<o

VDl O oA > >O—KR

1. S3T7UVEARZFATAHKRSICVDIEC2A VARV AIAMO—)LZ2EHLE T,

2. EC2OV—I)LICBEL, VDIf AR AZEIRLET,

3. FEALTWAIAMO—I)LZREIRLET,

4. FOEAFUOEMROY F7ZIOA_1—OTF VEAFAR)S—€9>3>T, RUZ—0O
T2y F&ZIRL., AmazonS3FullAccess RS —&BIRLET,
TOEAFAZzEMZRRLT, TORIV—ZTEYFLET,

6. TOHE, VWDIZAZICETVWTATOFEICH>TAOTZF I O—-RLET, EDP1-ILEE
AVAZRVABIEBYET,

o

a. LINUXEC2AVAZVANSOOTJ DA O— R Linux A,
b. Windows EC24 VAR AN SOOI DA > O0— KR Windows .
7. E#IC. O—J)&4#HEL TAmazonS3FullAccess R —&HIBRLE T,

@ Note
INT RAUIAMAO—)LVDIsZFERL &9, <env-name>-vdc-host-role-<region>

Linux EC2A VARV AN 500700 O0—KR

O O0—RTBEC2AVARVAICOTA L, XOOAX > REZFTLTIXNTOOT %
s3SN\TYNIZCF7Y7O—RLET,

sudo su -
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ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

D%, S3 A2V —ILICEE)<environment_name>-cluster-<region>-
<aws_account_number>L ., BEIA N7 Y N&BIRL, UEIICT7 Y 7O—R&Eh
f=<module_name>_logs.tar.gz7 74N ZEX D O—RL&ET,

Windows EC24 ARV AAS50OO DA O—R

OJ%#30O—RTBEC2A VAZACOTA4 L, ROOAIX > REEFTLTINTOOV %
SINNTY N7y Z7O—RLET,

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

0%, S3 AV —)LICEBE<environment_name>-cluster-<region>-
<aws_account_number>L, BEIA" NI Y RZ&RL., UEICT7Y7O—R&Eh
f=<module_name>_logs.zip7 ZA I &ZX D O—RLET,
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WaitCondition TZ—®ECSO YT O YXE

1. TTOAENEEAZY JICBBL, VY—RARTE2BRLET,

2. Deploy - ResearchAndEngineeringStudio — Installer -~ Tasks — CreateTaskDef —
CreateContainer -~ Z EB L LogGroup, A7 7 )L—7"%i&IR L T CloudWatch OJ ZF & &
ER

3. coOdIIIN—ThsmFOOJEBBELET,

N =Ry
e D7ONAFT ATV IVIANZREBTZIROFEREOTA IS —

ID 7ONAH—AQOFAV IV IANZLAETIBROTEREOSTA I —
8

ID Z7ANAZ—ADORIAV IV IARNENEBITZDEEICOTALESELTFHULBEVWIS—HH
£LEBE. NATD—ROBMBRAYINTVWSAEEN B ET, chid, eLTAOJFI L&
S5ELTWVWAI—H—0/VAD— RELEWE Active Directory U —EATHIT ROWFNA T,

AR

1. Directory T —EADAV YV =)l TA—H—EH—ERTHINONAT—RZUEY MLE
CIP

2. Secrets Manager TH—EAT7HIRONAT—REZEHF LT, ERBTAILEFHFLW/NA
D—RE—HETEERT,

- Keycloak A& Y U MFE: PasswordSecret-...RESExternal--...DirectoryService--..., FiBA:
Microsoft Active Directory ® /N A7 — R

- for RES: res-ServiceAccountPassword-... with Description: Active Directory Service 7 170>/
RONADT—R
3. EC2OAVY—IIICBEL, VTFAR—XZ—SF—A2V AR AZKTULUET, Auto Scaling
L=ILE, FLLVAAZAOF 7O/ ZBBNICN)A—-LET,

: 1 234
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BEA o B

- BRA D ERE 2024.x

. (2024.08) REBF AT N Y ZHIL—RIXT Y NARNEARRLTL 74 Y 9 AEBALT
Amazon S3/N\NT Y NDFHEHEY /EEIAXEX DV RNTERV

+ (2024.06) AD I —TBICAR—ANEEFNTVWDREHE., RAFYv72avy NOBERAFLAKTS

+ (2024.04-2024.04.02) IAMVDIA 2 ARX > AQOO—=)LICTRY FENTWVWEWT I AFUER
ZRM

+ (2024.04.02 LAI) ap-southeast-2 (2 R Z—) ® Windows NVIDIAA > AR AN RBEL %5\

. (2024.04 § & T 2024.04.01) TRESD B 5% B GovCloud

. (2024.04 - 2024.04.02) Linux fRIEEF R b v 7'/ BB ICRESUMING Ty AF—RATHEL
LTVRAEMAHYET

- (2024.04.02 LA#1) SAMAccountName BH K AN FEE FBHIFZAEEN TV AD I—H—
DERMICKBLELE

. (2024.04.02 L) BHARKANCT IERTDEODTSARK—KNEF—NEDTT

+ (2024.06 LAET) AD BHARESHI(C ICRENTVWEWTIL—T X2 /)N —

* (2024.06 LAHT) CVE-2024-6387. RegreSSHion. RHEL9& KT Ubuntu ®tEF 1 U T 1 5t
VDIs

BEAN 0 ERE 2024 .x

(2024.08) RIEF ATV RY THFIL—KNTY NRARNEHDARBZLTL 714V O A%EER
LT Amazon S3 /N7 Y NDFRAEVY) /BEIAKEI DT NTERZV
INY DR EA

Research and Engineering Studio 2024.08 &, JL—RNXTY N (D&Y, VD) EARRLTL T4V
DA(ZOPIVRNBRFRLR7ODIORMBREI Y —R) ZFEATRIES. RETFTAINYTAY
7Z5ARNZUF ¥ ARN (arn:aws:s3:::example-bucket) 1 VAR AL AE) /EEIAH S3
NTYREIDRNTEEE A

COBBOHEEZTBVONT Y RBREICKEUTHFEENET,

A O ERE 235
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« HRABWEANTY K

s NTYROD—FHELTTLTAYDUA(DFY, arn:aws:s3:::example-bucket/example-
folder-prefix) EAARRALATL74YPAARN (AP IV RMNEELRF 7O I ONEED—
H—R)ZEC/NTY NOZRKEY /EEIAH

« WL=RMNT YN ZRIOHNARN, DAZLTLT74Y TANBVNTY NOFTHEV) /[EEIAH

VDI VAR AZ7OEDa_-_>J0LE#E, TOSINTY MNIEBEENEIIDNTFALIRNY
WCENTY MR RENREBA, OXNIVNTFALIONJBERFELEIVDIN, F4ALIKNUE
ZICBY, NTYRNOBREOABREFEFIhELA, I —ZIFIINEFEALTFTALINIICT7AILE
&AL, IT5—Permission denied, unable to write a fileAAO—&h, 774J
ODARERISTS SINTY NITYZTO—REhFHA,

HEEZTAIN—>3Y
2024 F 8 A

R

1. WNYFRVVTFNENYFTT7A4) (patch.py & s3_mount_custom_prefix_fix.patch)
ZADO—RTBICE, KON REETL, NV FRIOVFINENYFT7AINEZ T
A— R3 B<output-directory>7 4 L U M ERESIRED A Fi<environment-name>|_ &
EMAET,

a. /NYFIF 202408 RES ICOABRAENET,
b. NYFAIUT NI AWS CLIv2, Python 3.9.16 LA, & KT Boto3 N"UETT,

c. RESAF7O0/4ENTVBRTAHIRNEY—=2320 %/ EL AWSCLLL, 12k 2 THERK
ENENTY MIEZEIAL Amazon S3 7V AHFAN H D & 2B L EFTRES,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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FOAN RZRITLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. IR Virtual Desktop Controller (vdc-controller) 1 Y AR A &K T Tk, XROIN R%E

KITLET, (FRIDATY T Tlk, ENVIRONMENT_NAMEZH ZRESIREDZFIICBEIC

=N

ax &

TVWEY, )

INSTANCE_ID=$(aws ec2 describe-instances \

aws

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

ec2 terminate-instances --instance-ids ${INSTANCE_ID}

Note

TZAR—=KNVPCEY RTYTDIFE, FET>TVEVESWEE, <RES-
EnvironmentName>-vdc-custom-credential-broker-lambdaBaZ(C &
BIAWS_STS_REGIONAL_ENDPOINTS & fE Environment variable Z# > ZEML T
<7IE&Wregional, FHMICOW TR, "ZBEVPCTZ'OA4 D Amazon S3/N7T Y kD
BIEERMFL ZZRLUTLEE L,

4. BEITHEDZ—YY NI —T<RES-EnvironmentName>-vdc-ext N EEICKE 215,
IL—=KNTY SARNEDAZRLAT LT AV IOANELLKI T RENEHRAEY) /EEAH S3
NTY RZEIDHFLW ZEFHVDIsTIHLENf HVET,

(2024.06) AD FIL—TBICAR—ANEENTVWBREE, AFTv 723y NoEAR

AMT D

Bl

BEAN O R 2024.x
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2. NYFROVFNENYFIFAUNTIO-—REABTFTALINICBBHLET, RO/NY
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RESAD JI—7DEBFICAR—ANEENTWVWBIFEE, 2024.06 FAGON—232ORFTY T
>3y hOBEAICKRMLET,

95 AR —X Z— ¥ — CloudWatch 0% (<environment-name>/cluster-managerd%' %
L=70OT) Ik, ADEABHRICAOIZ—HFEENET,

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

CDIZ—E, ROBEH/ERI-TIIN—TEBRESOAEZTAND LR D TRELET,

« NNXFERXFASCI, BF, Zv>12(-), EUFR(), PYE—AOAT7 () DHEFEATES
EE

c AV () BHRADONFELTERATEREA
« AR—RAZEHDERFTEXEA,

HEEZTAIN—>3Y
2024 F 6 A

R

1. NYFROVFTRNENYFT7A) (patch.py & groupname_regex.patch) ZX > O—R¥
BICEE, ROOAX RZEFTL., 2774 ) Z2BET ®<output-directory>F1 LI K1)
I, ZRESIREOMZHI<environment-name>IZBEZE|IE T,

a. /NYFIF2024.06 RES ICOABRAENET
b. NYFAIZUT NI AWS CLIv2, Python 3.9.16 LA, & KT Boto3 A"UETT,

c. RESHAF7O0/4ENTVBRTHIRNEY—=2320 %/ EL AWSCLL, 12k 2 THERK
ENENTY NMIEZIAL S3T7 VAT HD & E2HEFELEFITRES,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. NYFROVFNENYFIFAUNTTIO—RENBTFTALINICBBLET, RO/NY
FIAN RZERITLET,

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. IRIED Cluster Manager 1 VAR AZBEHIDICE. KON RZEITLET, Amazon
EC2NZRIXVRAVY—IIDEA VAR AZRTITBDEETEFET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
CONYFTRE, ADTI—THBICNXFERXFASCI, BF, Fv1(-), EUFR (),
TUOHA—AOAT7 () BLP1~30 DAR—AZEHBDENTEET,

(2024.04-2024.04.02) IAMVDIA 2 AZ 2V AQOO—=)IICTZY FEhTVWEVWTFT I+
AFFAER ZRHE

8

REFRONY T2y 2 a0 7OP IO NOT IV EAFAERREZEDICHEAL TLEVL, Ch
l&. IAMPermissionBoundary/ A7 X—ZRICK 2 TEZEENLET IV LAFAOERN, TO7/O0>
ORNOERPICTOZ TV NMIBYICEI)ETSNBA 2 EHRTT,

EEEZFAIN—T3a
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2024.04 - 2024.04.02
AR

VDIs A 7O TV NCEWETSNET IV EAFIORERZEICHETDICE. ROFIRICHEWV
x9,

1. NYFROUTRNENYFT 74 (patch.py B KT
vdi_host_role_permission_boundary.patch ) Z# 70— R¥BICE,. ROON Y RZETL,
Z77A4I)N2RETSO—HILFT 1L U MU<output-directory>ICEZERAE T,

a. /\Y F (& 2024.04.02RES ICOKBARAETNE T, /N—232 2024.04 F=l& 2024.04.01 ZfE
ALTWRHEERE, XAF—N—23V0EHMICEIZ/NTIYIRFIXVNICEHE M
TVAFIEICH > T, RIEZ 2024.04.02 ICEHTEFR T,

b. NYFATUT NIk AWS CLIv2 ), Python 3.9.16 LABE, # & T Boto3 N"HETT,

c. RESATF7O4ENTVWBTHIRNED) =320 ZF/EL AWSCLIL, IC& 2> THERE
NEENTYRNCEERACSITIVEAHAN B 2 & 2B L EIRES,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. NYFARIVTFRNENYFTI7AINNETOO0—RENBDFALINJICBELET, XDO/\NY
FOAX > RZFETL. ZRESIEEOMOAAI<environment-name>lICEZEHRZXE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. ZAREOAFI<environment-name>CBEHRA T, OV RZETLTRESIREAND
cluster-manager 1 VAR AZBEEBLEFT, Amazon EC2RX XX NV Y —=IHE514 >
ABRVABRKRTETDEETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
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--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHT) ap-southeast-2 (> RZ—) ® Windows NVIDIAA > A Z > AN 2B
LW

[E1E

Amazon X A4 X—2 (AMIs) &, BEDREREST TRETFARAIKNY T (VDIs) ZRE> T Y 7

FTRLEHILFEAETIhET, SAMIICEK, V=23 EICEBBS IDAEERITSNTVET, ap-

southeast-2 (> RZ—) T Windows Nvidia 1 > AZ 2 AZREREST DL DIZ TEHESE iz AMIID
FEREELLDHYEFHA,

AMICDRA T DAV AR A& Eami-0e190f8939a996caf® -ID (&, ap-southeast-2 (> R_Z—)
RO TUARENTOVET, AMIRD Y IZ ID ami-027cf6e7le2est2fLEFRTIHEN B
£7,

FT7AINRND TAOARAZ A ZBELEISETDE, ROIT—HIFRELE
Fami-0e190f8939a996cafAMI,

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

REZ7AN0ObzEC. NTZ2BRIZFIE:

- ap-southeast-2 ) — 3 VRESICFZ7O4LE T,

« Windows NVIDIAF7 28ROV 7 RNDITFTAXY Y (AMIID) BEEALTAVAZRA=ZREHL
FJami-0e190f8939a996caf,

HEEZTAIN—>3Y

2024.04.02 LBIDINTORESN—2 I AN ELEEZTET
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BAME
RES /N\—2 32 2024.01.01 Tk, LA TOBMENF TAREIATVET,

c ROBETHLWIYTIRNIITARY VZBRTS
* AMI ID: ami-027cf6e71le2e442f4
« ARL—TFT 42T AT A Windows
- GPU #i&J7T: NVIDIA
« &M ANL—2% 414X (GB): 30
- &’ RAM (GB): 4
c ZOYTRNIIFTAZY V&AL T Windows-NVIDIA f VAR A%ZRENTS

(2024.04 # £ T 2024.04.01) TRES ® lBk % B GovCloud
P

RES HIBg7—% 70—, UnprotectCognitoUserPoollLambda l&# THIBRE 115 Cognito
A—H—7T—I)LOHIBRREEZIFET VT 1 7ILLET, Lambda DERTIE., IC&K> THEEhE
FInstallerStateMachine,

BRI —>3>2& GovCloud U—2a>TRRTF 72RO AWS CLIN—2 3N EBED 1
&, Lambda Qupdate_user_pool™MU'H U I& GovCloud U—2 3> TREMLET,

GovCloud 'V —> 3 REST ZHIBRL LD ETDE, OIS —HFRELET,

Parameter validation failed: Unknown parameter in input: \"DeletionProtection

\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

NT#BRIZFIE:

« GovCloud V—> 3> RESIZF 7O/ %
« RES AZY VU %HIKTS
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EEEZTBIN—>3Y

RES /N\—2 32 2024.04 # & U 2024.04.01
BAE
RES /N\—232 2024.04 Tk, U TOBERMEN TARENTVWET,

« UnprotectCognitoUserPool Lambda & <
« B MBI <env-name>-InstallerTasksUnprotectCognitoUserPool-...
s TUBRALRE > RE > T34 Python 3.11-> R%F ZBRLFET,
« ZF & ¥9 CloudFormation,
« RESAZY VZHIKRTD > 12 AN—F VY —RAZREFTS UNCHECKED -> ZHIBRT S,

(2024.04 - 2024.04.02) Linux RBEF AT v Y 7HABEBKICRESUMING ") AT—X
ATELELTVSIREMN B ET

8

Linux (REFARAIRY 7R, FRRLERIATZ1-)IEenEFLEEICBEDHTS
&, RESUMING ") AT —RATELITDAEMEA B KT,

AVARABREHTDE, AWS Systems Manager EFH L WDCVEY 3> #ERTS
EHOUE—RNINY REZRTET, XOOT XY —2#H vde-controller CloudWatch 0%/
(<environment-name>/vdc/controller CloudWatch A7) —7"OTF) ICXEL TVWET,

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

HEEZTAIN—>3Y

2024.04 - 2024.04.02

BAME

RESUMING ") RETAZY VL TVWBRRETFAIVNY TZEIHBTSICE :

1. SSHEC2OYVY—IASEEA AR AILBELET,
2. AVAZRVATROONY RZEITLET,
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sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. AVARVANBEBIDIDZFEXRT,

FLUWREBTFAIVRNY THARBUBBETERTECABEVLSICTRICE

1. NYFROUTRNENYFT74)L (patch.py 8 KT vdi_stuck_in_resuming_status.patch
)ZR VD O—RIBDICE. ROOAN RZRTL, Z77AILZBRETSDTALIU K
|)<output-directory>ICEZE#AET,

(@ Note

« /XY F & 2024.04.02RES ICOKBERAEThET,
« NYFRAIUT NIZIE AWS CLIv2, Python 3.9.16 LAF%, # & T Boto3 "% ETT,

« RESATF7O4ENTVWBTAHIREU—=232 0O ZFREL AWSCLI, IZ&2T
FERENEENTY NCEEIAU S3 TV EAHFAN 5 & 2B L FIRES,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. NYFARIVTFRENYFTI7AIINEDO0—RENBDFALINJICBEBLET, XD/\NY
FOAX REETL. ZRESEEODHZRI<environment-name>CEZE# X, RES #7704
LAEU—2 3 <aws-region>ICBEBRAET,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>
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3. IRED VDC Controller 1 VAR A=BRETHICE, ROV RZEITL. ZRESKRE®D
Zai<environment-name>ICBEHAE T,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAHT) SAMAccountName BH#EIC AN FER LR FHRXFNFEENTVS
AD 1—HY—0ORBICKBULUEL £

il

RES SSOlF, A< &€ 2 B/ (AD By LN 2E) REENDE, AD I—F—0EH
BERBLET, VT AZ—NF— ¥ — CloudWatch 0% (<environment-name>/cluster-
managerOJJIIL—7"0OTF) ICi&, AD AHFICKDIS—HNEENET,

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
. DAL 1{2) [a-20-9. _1+(?<![_.1)$

CNIT—IE., ROEH%ZHITSAMAccount I —H —BRESOAZEZITAND ZEICK 2 TREL
x99,

« NXZFASCIH, B=ZF, EVUAR (), PFUOE—AROA7 () NDIHEEHD_ENTEET,

s BEUARFERETUOAF—AOATR., BHEERIEROXFELTHEATEERE A,

c 2DDEHEVFARELEZTUA—ARAAT (v . . _BE)EEDHDERETEXEA,
EEEZ(TBRN—3

2024.04.02 B8y
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B

1. NYFROVFTNENYFT74)L (patch.py & samaccountname_regex.patch ) ZH >
A—RIBICE. XOON REEITL, Z7 7ML ZERETST 1L U K~ <output-
directory>lICBE#AET,

® Note

« J\Y Fik 2024.04.02 RES IO HKBEHENET,
« NYFRAUUTNIIE AWS CLI v2, Python 3.9.16 LAf&, # & T Boto3 A" HETT,

« RESAF7O4ENTVWBTAHIRE)—=232 0O ZREL AWSCLIL, IZ&2T
FERENENTY MCEEIAU S3T IV EAHFAN $ B & 2L FIRES,

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. NYFARIVTFRENYFTI7Z7AINNDNETOO0—RENBDFALINJICBELET, XDO/\NY
FOAX > RZEFEITL. ZRESEREOMAFI<environment-name>lICEEBRXE T,

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. IRIKO Cluster Manager 1 VAR AZBEEBTSICE. ROON RZETL. ZRESKRE
D& Hi<environment-name>ll BEZEMZ EF T, Amazon EC2RX XXV ROV =LA SE5A4 >
AR VABRKRTIDEELETEET,

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

BEAN O R 2024.x 246


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Research and Engineering Studio I—%—HA KR

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 LAwT) A BRANCTIVEATRDLEOOTTAR—NE—HNFBEITT
il

A—H—HNTZA4R—rF—2Fd TV 2O—RLTRESVITR—FIHSHEABRANIT LA
TRE, F—DOT7F—XY MNFEIICENET, BEROTHA1TELTHIO-—RENB I

O, F—HFEYPCEVET, FTVVO-RLEF—ZFALTHEIAERANITIEALELSETS
ELRDIZ—HARFENKT,

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

HEEZTAIN—T3Y
2024.04.02 LART
RAR

COTTIOHRIEELEZTREVED, Chrome ZFRALTHF—%2A T O—RITBZELZHEHLE
9,

FhE, OBICHLWITZERL ----- BEGIN PRIVATE KEY----- . DEFICHOITZERT S
CET, F—T7A4NDT7A— XY RN ELEETHEETEETT----- END PRIVATE KEY----- o

(2024.06 LAAT) AD AHIRESHIC [CABE hTVWEWIIIL—F X /)N—
)

SHI:I

BA
GroupOU A" UserOU £ £ HRESES., JI—7TAUN—R (CEHICEA#HEhELE A, UserOU

RESAD ) —7As81—H—%ZRHLEIS5ETDE, (& Idapsearch 7 1 L2 —ZERLET,
WEDT7 1I)LZ—E, UserOUNTX—ZDAHV)IZ UserOU N XA —RZE>THERALE T,
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GroupOU ZTDHER, RRFI—H—EEBIENTEETLA, COEIMEIK., UsersOU & GroupOU
NEBBZIEEICOXFEELET,

EEERFAIN—T3

COREERF., TXTORES/N—2 32 2024.06 ARIIZHELET,
BAR

BEZEBRIZICE., ROFIBEICHVET,

1. patch.py A2 1) 7’k & group_member_sync_bug_fix.patch 77 4 )L Z2&A 7> 00— RF B I,
ROARXY RERFTL, 27740220 0—R9B<output-directory>O0—HIL T4
LOKNVICEE#RZ, Z2N\YTFZERATSD O/N—>2 3 <res_version>ICBEZE#ZXIRESE
¥,

® Note

s WY FAVUT NZIEAWS CLI, v2, Python 3.9.16 LABE, KXY Boto3 HFHET
Jo

« RESAF7O/4ENhTVWBTHIRNEU—23 20 ZREL AWSCLI, IC&K2T
ERENINT Y MCEERAU SI TV EAFAN B & 2B L £IRES,

« NV FIERES/N—2 3> 2024.04.02 £ 2024.06 DhEHR—KNLET, 2024.04 &
1z1& 2024.04.01 Z2FEALTVWRFERF. "1 CRBTNTVARFIEICH>TNA
FT=N=—230FEH., NV FzERAITHEICIRREZ 2024.04.02 [CEHTEEXT,

« RES /\—2 3 >: RES 2024.04.02

INYFAIO0—RU>2: 2024.04.02_group_member_sync_bug_fix.patch
« RES /N\—2 32/: RES 2024.06

INYFAI>O0—RU>2: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. NYFARIVTFRENYFTI7AINDNEOO0—RENBDFALINJICBEBLET, XDO/\NY
FOAX > RZEEITL. ZRESEEOMORAAI<environment-name>lICEZEHBRZXE T,

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PwWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. RO cluster-manager 1 VAR AZBEHITAICE., XOOAN REERITLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 LAE]) CVE-2024-6387. RegreSSHion, RHEL9# & U Ubuntu OtF 1 1)
T 1 Re551% VDIs
NCLEL:

CVE-2024-6387 E®(Eh, OpenSSH H—/N—T&iBlregreSSHionE E L = C DABEEMEIC K
W, VDE—ROFRAEATVEVHEZEFX—TY NF—N—THEEOI—RZETIHENT
Z, Open SSHZFAL TREBBEEZITOVATLILERB VAV ZE15LET,

NDIZERES, BERERFRBEAABRANELZAL TREBFAINY TSSHICAY, BHAAKRARNEZ
DESBHEOFEEZZITEEA, L, ALLRES /N\—2 32T RHEL9® &K U Ubuntu2024 AMI (1R
BTFAINYTAVTIZARNSOFv) ICRMTSBF7 2 )L KN VDIs (Amazon X224 X—2) &,
TFIVTADOBRICHL THETSE OpenSSHN—2 3> #FEHLET,
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2FV), BiIFO RHEL9E Ubuntu2024 VDIsIEF BERAE ND AIgEMN H V) XTI, WEBEFBEAAKRA
MADT I EANZEICENETT,

BEOFMICOVTI, ZZHBLTLIEZL,

EEEZTBIN—>3Y
COBER, IXTORES/N—232 2024.06 AHIICHELE T,
BAME

RHEL9 & Ubuntu @15 A" OpenSSH O/NY FZ2)J—AL, EF21 VT 1 ORBEHEZEELEL
o B, 7Y N7 F—LOFTNTFNRONYT—IXNZ—2y—2ERALTTILTEET,

BE7F D RHEL9ZE /= 1& Ubuntu A" &% % 1B & & VDIs, AT OPATCHEXISTINGVDIsFEIC#E > T< &
W S0 ICNY FZ2ERTSICEVDIs, PATCHFUTUREVDISEATOFEICHS C&Z2HEHL
£F9. chSOFIETR., RAVVTRNZERITLTETZYRNTA—LOEHEZBEATSHEICDOL
THAL LI VDIs,

PATCH EXISTING VDIs
1. BRFOTANXTO Ubuntu & RHELY IZNY FZEATHROIAN RZETLEIVDIs,

a. NYFRUVT KNI AWS CLIV2 A"RETT,

b. RESATF7OM4ENTWVWATAHIRNED)—23 20 ZFREL AWS CLI, AWS Systems
Manager Run Command %3159 % Systems Manager D7 V AN &5 & ZHERR
£7,

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. RunCommand R—J TARAIUT NN EEBILRTENEEEZERTEEXET, OV RBEAXT
Z#OUYOL, RFOIONRID &&RL, IXTOAARX AICSUCCESSX Y £—2IDs
NHdEZHEIELET,
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PATCH FUTURE VDIs

1. NYFROVFNENYFT7A) (patch.py & update_openssh.patch ) ZX V> O—K¥ 3
IZi&, Z2774)0N 22XV 0—RFBFT4L Y KNU<output-directory>lC, ZRESERE®D
ZHl<environment-name>IZEEMA T, XNDION REEITLET,

® Note

« JNY FIE 2024.06 RES ICOAKBEAHAENET,

« NYFRIUTNIZIEAWS CLIv2 ), Python 3.9.16 LABE, & KT Boto3 N"HET
9o

« RESAF7A4ENTVWBRTHIRNEY—=23 20O AWS CLIOOE—ZFREL,
R ITHERENIENTY MCEERAE STV EAHFAN BB EZHABLET
RES,

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. XRONYFIIY RZEFTLET,

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch

3. XOOXRRZEZFEAL T, BIEOD VDC Controller 1 VAR AZBREBLET,

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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Research and Engineering Studio I—H—H4A KR

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
INY FERORKVDIslE, RES/N—2 3> 2024.06 LETHH Y R—REhTVE
T 2024.06 &V BEID/N—> 3> OVDISRESIEETREKD ICNY F2BEBRAITZICE. £
NDFIEZFEAL TRESIRE%Z 2024.06 7Y 7 IL—RLEITAD Y —/N—2 3 DEH,
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