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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
AppRegistry application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
o9

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

S Resilience Hub @ {148 o

you have checks in place to assess resilience
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T7)r—>3>2R—%2 N (AppComponent) &, 1 DOI1ZY RELTEHEBS LV LK
THIEEAWS VY —RADIIN—7"TF, flalF, 7ZAXVF—ER—-RELTVHTF—Z
R—=ANBHBDHE, MEDTFT—XR—AKER LU AppComponent. AWS Resilience Hub has JL—JL
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* AWS: :EKS::Deployment
 AWS::EKS::ReplicaSet
* AWS: :EKS: :Pod
* AWS::Lambda: :Function
* AWS::StepFunctions::StateMachine

« AWS::ResilienceHub: :DatabaseAppComponent
* AWS::DocDB: :DBCluster
* AWS::DynamoDB: :Table
* AWS::RDS::DBCluster
 AWS::RDS::DBInstance

* AWS::ResilienceHub: :NetworkingAppComponent
* AWS::EC2::NatGateway
« AWS::ElasticlLoadBalancing::LoadBalancer
* AWS::ElasticLoadBalancingV2::LoadBalancer
* AWS::Route53::RecordSet

* AWS:ResilienceHub: :NotificationAppComponent
« AWS::SNS::Topic

* AWS::ResilienceHub: :QueueAppComponent
* AWS::SQS: :Queue

* AWS::ResilienceHub: :StorageAppComponent
* AWS: :Backup: :BackupPlan
* AWS::EC2::Volume
* AWS::EFS::FileSystem
* AWS::FSx::FileSystem

(@ Note

/7. | Amazon FSx for Windows File Server @ & AWS Resilience Hub 4% 78— KN L
TVWEY,

FFOMS SESSo R BuckeEE
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NET7AINRITTBICIE,. BFE AppComponentsiRY J ANMEIZH D ROY THA
IXZ1—Nh5 TUREICIEREZH L ZBIRLE T,




AWS L UTI>YANT I—H—H4 K
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a. [N=23218277T, [REODVI—RIAT—RAOT 7TV Tr—>3N—23 2 EERL
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b. [VY—R]&XT=#BRLET,

)Y —RA&EV) HTSIZIF AppComponent
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TF705—=>a>ofFLWN—23a>anfBlLiEs, ILLVEEMETMEL RAR—NE2E2T0LT, 77
=23 N EELDVIVY—RS—2FELTVWB L EZERTHEaBEOLET, 5T
HDOETICOVWTIE, TEZE AWS Resilience Hub TiMEFHE N ETEEE ) #SBLTLSEET L,

FTXTH AWS Resilience Hub 7 7 ) —>a o N—>3a>nxkRR

TF7)5—>2a3a> 0BEE2EBHLYXTILKTREHIC, . TERE W EESAIASOT T —23
O EIN/N—2 3> AWS Resilience Hub &&= L £ 9 AWS Resilience Hub,

T70Tr—23a>03XTON—232eRRTDICE

1. FEF—=23a RADT, [F7VT5—23 V] Z8RUET,

2. [P7VT—23a | R=T, P7U5—23 08 %8RUET,

3. [FFVT—>3a @i 272 BRLET,

4., TFT7V)T—23a>0Ren0ON—23 I3 XNTRRITDICE, IXTON—23 2RI HH
IC7ZARE (+) ZBRLET, &, RTFTRNIJV—RART—RAERITVI)—ARAT—RA
BEEThEhFERALT, 7705 —23>0ORST7MN—2a egREV—ASnikE/N—23
>~ AWS Resilience Hub Z RLET, 77U Tr—>a3a>0FEON—23a > %Z&ERLT, 0V
V—2A, ABY—RA AppComponent, 8LV TDMDOEEFEHRERTITEEXT,

FT7Vr—23a >y N—23a>0RR 52



AWS L UTI>YANT I—H—H4 K

TSI, ROAT2Aa2OVWThHEFEALTIVARNETAILNRI TSR IEETEERT,

c IN=23VETRYVIAC|-BEIZANTRE, FTIVT—2320N—-2 3V FTREIMK

VIARNE T,

- [BRERBEOERICED7AINRIT-COT7 1)V E—2EATDICE, ALOA—TA

O zBRLU, ATOAT723a>o0VTnhZ2BRL T, KESERAIC-—HIZ2HERTRIIAA
£

- MEXEE] - ERATRESTT> 3 E 1 DBRL T [ERA] Z2ERLET,
[NARIA XEHE] A7 32 Z2BRULBERE, BZAD]RY JRACHEZASD

L. [BREEM] ROYTEIOVUARNY SEYSREEMZERL T, [BEA] 28R E
ER

- MEAXERE]- ANERZOEREZEETSICE.,. RERHERTRZZEEL., [ER]ZE
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« JV—AT>7L—BN-AWS FIS 2B N5t % & AWS CloudFormation A X ¥ 2 M Amazon
)Y —AZ—LA (ARN) Z82H L £ 7,

AL SHRENLERREBITITDICE

EAOFES—>3>XZ1—7T, [T7VT—>32 ] 28RLET,

(FP7VT—=23 7= AsT7TITr—23 >z BRUET,
T7VTr—232RRIBDICE. [PTIVT—23V 8RR RY VAT T r—2a> 8%
ABLET,

[Pl 7 2 BRLE T,

[EEM ] XRTE, UTORRZEAL TRMEZBETERT,
« [BHET] - ERBFICREL ZFHEO B A,
* [AT—RA]-HEDRTREZRLET,

c [AVTZAT U AARAT—RA] - A BEMUER ) S —ICELLTVWRIAESHZERLE
ERD

WEIARBRERTTS 89



AWS L UTI>YANT I—H—H4 K

c BEEMERVINAT—RA|-FT7UT—23 20 FeiBORKRN L EFHEA SBBEL A ES
NZERLET,

c [F7UN=232-F7TVT5r—23>0N—->32,
s [FUOHLEA]-FMEZFOCEHLEZO—-IILZRLET,
- [FAHRZ] - M OBBRKZZERLET,
o RTRZ]-FMMORTHAUZRLET,
« [ARN] - il Amazon IJ Y —A%—LA (ARN),

4, [EEMMETM &K, STMEBRLET,

5. [ERLO#REEE 272 E8RLET,

6. [HEEARR] 27 ZBRLET,

(74— A22T02aVRRTVTL—M OXRTRE, ATOEREFEAL THERERT AN
DVTHLLKERBTERY,

« [BHI] - #HERTANDER,

« [HAI-TAMDBNZHALET,

s RE]-TANDOREDRFREZRLET,

COSIZE, ROVWThLDENFRRENET,
« [BERBRM -TAMTTIT—23VICREENTVWAEEZRLET,

c [REE]|-TARNTTIVT—23 2V ERXEEATVWEVDL, BERATVWEWVWIEZTRLE
ER

s BRA-TARNFTT7VT—>32h5BRAENTVBREEZTRLET,

c kTIOTAT —FARMF CF7OC4ETNTVSHN AWSFIS, 8% 30 BEICETEhTW
BWCEERLET,

c [BR]-RRITI2LENOHI2REFOBHROKEFRRIBHILESI L ZRLET,
c [BAT7-TANDEEZRLET,

« AppComponent— COTANICEEMITFSNTWAT 7V Tr—>3a> 0 KR—
%> b (AppComponents) ZRLET, HR—KEhTVD OFMAICOVTIE
AppComponents, " TO Y —ANJ)L—71t AppComponent; ZZBL T &V,

c [VAI]-TAMKBOVAIVLARILEZRLEXY, "Hi. "Hi1., "B OUAILARIL
&, ThTN[E] [F]. K] TRENET,
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« Y7 7L>AID— ® AWS CloudFormation AR Y AR NOREBEZBBFERLET AWS
CloudFormation,

« LOX>F—2 3> ID— @ AWS CloudFormation AR Y I )Y —ADOHREZBBFERLE
3 AWS CloudFormation,

Amazon Fault Injection Service DREBEAXB/AT—RAFI VYD

AWS Resilience Hub Tl&, FHLUIERBROAT—RAZEBHTEXRT, FMICOVTE, the
section called “BfEFAERBRERT TR O "HREERZTMASKRITDICE, OFIEESRBLT
<EEV,

NEY D
- Systems Manager Z £ L 7= AWS FISAWS EERE{TO D47

« AWS FIS Amazon Elastic Kubernetes Service 7 7 AR —TZET&E N TWS Kubernetes RY R®
TARNPIZC ERNI AT S

Systems Manager Z £/ L 7= AWS FISAWS REEITO 07

AWS FIS 2B % 21TL =%, Systems Manager T AWS R{TOFMlZRRTEET,

1. CloudTrail Ty >AIXRVKNEBE ICBELET,
2. ERDEFERALTI—Y—FBTAIRINETAIINZUILET,

3. StartAutomationExecution T N ZXRRLET, VDIITANIDIE SSMA—KX—23> D
T9,

4. AWS AT L XR—TF¥—>F—KX—23ICHEAKET,

5. SSMFA—KX—=23a2VIDZFERALTRITIDTI7ALNRIZTL, =M X=232 0%
R®RRLET,

£17lk. Systems Manager DENDF—KX—2 I3 TEPMTEEXRT, FMAIICODVTRE,
F1—H%—H4 R, ®» TAWS Systems Manager Automationy 2B L TS EE WV, RITAHAN
FXA—RE, RITHEMDO "AONTAXA—=F, U2 a2 ICEKkREh, AWSFIS ERICRTEh
BWATSavNTA—=ENFEENETT,

RITATYTHORBREDATYTICRUINAITDE, ATYVYTAT—R2AXRTOMOAT Y
TOFMIETIBHRNIRTIENET,
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K< HDKHM

AL R—NORITHFICRET DI RO BEZTIAOEHTT,

« TANSOP EBRARITENDEIC, PTI—ALATV7L—MFF7O1/EnhELBATLE, ChiC

&V, BERMMLAT Y THICIZT— XY EE—IHFRTENET,

- EEXY+Ht—2:The following parameters were not found: [/ResilienceHub/
Alarm/3dee49al-9877-452a-bb@c-a958479a8ef2/nat-gw-alarm-bytes-out-
to-source-2020-09-21_nat-02ad9bc4fbd4e6135]. Make sure all the SSM
parameters in automation document are created in SSM Parameter Store.

s BET7A—INAVTZIVIVEREBETIDHIC,. XTHETZTZ—LzLF)Y
JU, BROTV7L—bZEF7O/LTLKEETV,

« ETO-NLICHERIBVEEA, COIT— XV E—DRF, BEULETO-ILICERS BEVES

CREL, ATYTOFHICRRENET,

« EEXY+t—2:An error occurred (Unauthorized Operation) when calling
the DescribelInstanceStatus operation: You are not authorized to perform
this operation. Please Refer to Automation Service Troubleshooting
Guide for more diagnosis details.

«c BE:ELVERTO-NZEELEEZBRLTILKEEV, ChHFETLES, REBERZ
EBML TRHMEZBRITLTSEZ L,

« RITERBLELEN, BFULEBRICEBVEREATLUE, Sk, NIX—ZFHFELLEZV

A, REPEBLORENf RRTY,

s RBEXYE—2: RITERBILIELES, IZ7— XV E—JRBEKRRENFRA,

c BE: EYOATYTTTFEETNDALDZHANDHIC. AWSFIS "REREITOS5H L TIHA
ENTVRRSIC, ABNTA—RZHREL, RITENLEATY T Z2#BLET,

AWS FIS Amazon Elastic Kubernetes Service 7 5 AX—TZE{TEhTW3
Kubernetes RY ROTARNARIZ ERNFIKKTS

Amazon EKS 7 5 AZ—TR{ITEhTW5 Kubernetes RY ROFTANFBIZFKLET S Amazon
Elastic Kubernetes Service (Amazon EKS) DEZEF XD EH Y T,

« AWS FIS 2ERFE /=& Kubernetes H—E AT HI MO IAMO—J)LOKENELLS BV FB A,

- EEXY -3
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« Error resolving targets. Kubernetes API returned ApiException with
error code 401.

* Error resolving targets. Kubernetes API returned ApiException with
error code 403.
* Unable to inject AWS FIS Pod: Kubernetes API returned status code 403.
Check Amazon EKS logs for more details
« BIE: LT 2B L T EE L,
- TAWSFISaws:eks:pod7 023 %z ERATH1 OERICH>TVDR L ZBRELTLSLEE

(AT
« BEX RBACHREIELVWERIZER%ZIED Kubernetes U —ERAT7HT KN EERL TEHREL
o aBERLTLSEZL,

- BtE i IAM O—)L (7 ABM® AWS CloudFormation AX Y VDH N &S R) %
Kubernetes 1—H'—ICXYE I LTVWB CEZ2ERELET,
« AWSFISRY RZRBEITEFRBA: KBLUEYA RA—DVTFTORBARKICELELE, ChiEFE
B XFBUNYA RA—OAVTFTERTITZDICTOTHEVEEIZ AWSFISHELE T,
« BEEXY+t—<:Unable to heartbeat FIS Pod: Max failed sidecar containers
reached,
s BE COIS—%2EEIZDHEND1 D, FATEBXTIELIFCPUICEDLETEEZSNR
RETHF3ZETT,
s ERORBIFICTSI—LT7Y =23 NKBULELE, COIT—E., BETDTT—LICT—XR
RAVKDFBVEDHICERELET,
- BEXY+t—: Assertion failed for the following alarms. 7H—>3a A %kH
LEIXRNTOT7S—LE—ERRLET,
 {&18: Container Insights 75 —ALRICELLK AV ARN=)LEn, PEI—LNFFICE2>TVWE
L\ (ALARM OAREEICZ D TWD) CEZHRLET,

EEMEADT OEE

CDEOVIIAVTER, NFEXRETREPMFTUFALSTITUIT—23 2 OEBIRRE AWS
Resilience Hub EE2{t 32 AEICODVWTEHBELE T,
AWS Resilience Hub &, 77U —2a> OBEEMEAS 2R IEEMMEAITZRHLET,

OAIAT’., PTUT—Sav AT TUT—2 a2 OBEMMRY S —, FS5—LA, EEERFIE
(SOPs ). BEUTANER T -HORBEEICEORELENMLTVHAERBRLTVET, 77
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Dr—2a A ERTIVY—ADRALTICETVT, &, 75—L4A, SOPs, BLVEHWRAT
OD—EDT AN AWS Resilience Hub #®E L £ 9,

EEMUEORSAITIE 100 R4 NTY, TREARYVEEOAROATRELENY AT EBSIC
&, P75 =23 IC3XTOHRTS—LAL, SOPs, BRETANZEEITIHLEN HYET,
BIZE., E120FS5—LE1D2D ZEL 1 2OFT AN AWS Resilience Hub ##22L % 3 SOP,
TARNDRITEN, PT7—LNFRESHh, BETS FRABKRENEFISOP, TANNEEICETE
n, F7VT=2a3a A LPVI VAR —2EELTOWAE, 100 R4 > MIIEVEEmMM4ER]
THEZSNhET,

EOOFMZERTLULEE, &, ERLOHEBEBEBET VS5 —>3 hsBRATEATS a2 AWS
Resilience Hub ZH»M L £ T, BMAETh A ERSENBEMERAOTICERADHXEZERTHICE.
FLVTHMEZERTDIXENHYET, LEL. RAShIEHEREEEZT S VT—23 I8 T,
FLVWFAZRERTIADCERVDOTERARETT, 77—A4A, . BLRUOTFARNLIOXF—23a>na
SEBRADFEMIZIOVTIESOP, T, #8BL TL & Wthe section called ‘B ED#HREEEZ S
H2FELERBRATS,

T70r5r—>3a>0BEMERAITAOTIEA

FEF— VRTINS B YT IR— R EER [FTUT— 3] 28R BE, 77U
r—3 3  OBEMEAITERRTERT,

AV AR—RASEEMUERADTICTIEATS

1. EfOFET—232XZ1—7T, [FY221R—R]ZERLET,

2. REOBBICHST7VIT—3a20BEMUEAIDTT, BRA4DOTFT7VT—32 %R
WRROYTHIVIDARNAS 1 D2ULEOT 7V Tr—232> 2 BRLET,

3. EEMMEARAOT7IFr—HNIR. BRLEIXNTOTTUT—2 32 0REMEAITHARTE
nEXY,

F7OTr—>a>psBEMEAITAOTIEA

1. EROFET—>32XZ1—7T, [T7VT—>32V] 2&8RLET,
2. [P7VT—232]1T, F7UT5r—>3> 2 EBRLET,

3. BEZERLZEY,

REMERADATIZ 7R, F7UTr—>3a>0REMERADT7OMERFIFZEK 1 FHARTE
nEJ, K. UTZEALT, TRERYBRADEEMERATITZRESLPERTS L

T7VT—2 3> OREMERAITAOT IR 94
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HICKHRTILENHDT V3 VER, BEMER) D —ER, EF LO#HREEE AWS
Resilience Hub "R REhET,

- BEEMHEAITZAELZRY S, EXITDIEHDICETIZDISLEOHDTOIAVTATL%R
BERTDICE, [7O02a0TATALIR7TEBIRLET, BIRTD L., LT AWS Resilience
Hub "R REh&ErT,

« RTORPO-F7 7V Tr—3> OBREMUERIS —DEREBARITDIEHICEBETIZEN
HBEIAKE (RTO/RPOs) DHZERLET, EZERTDE, T7UT—> 3> 0OFMAEL
R—BNIC RTO/RPO OFMARTENET,

« PO—=L-T7V5—>3 2 ICRETHIHLENDHDHE Amazon CloudWatch 75 —LD
WERLET, EZBIRTDE, BEHNBER Amazon CloudWatch 75— AN T 7)o —
2aVOFAELR—KNIRRENET,

« SOPs-F77VTr—23VIZERKSOPsTRIHLENHHHR OBETRLET, EZERTS
&, BENBER SOPsHAT7UT—23a2 OFMEL R—MNIRRENET,

* FIS - 7707232V ICREIBIBENGIHERTANOBZRLET, EZRRTS
& BENFBEBTANFT7TIT—>3 2 OfMAL R—MNIRTERET,

- BEMMEADTICREITZEIAVR—FXMNOAOTERRTDICIE,. [RIOT7 O] Zi#R
LEd, BIRTSBE, AWS Resilience Hub ICIFIXODHBNIRRENET,

« RTORPO AV T ZAT VA -F7Vr—>3>20KR—%> b~ (AppComponents) A, #
EJ—VO—REHEEEBE, P7UT5—23 > 0BEEMUERY S —TERETATVS EESE
HEEEENDEEELL TVWEIHLIZRLET, EZEBRITDE, 77UT5—23a > o0FbEL
R— K IZ RTO/RPO #EANRTRENEK T,

« EREINETS—L — FREE I Amazon CloudWatch 75 —LNEBROFE5EE, 77
Dgy—2a OBEMEATDT7ICRITZIEANOFTEELZLXRLET, EEERTZ L, £
& fz Amazon CloudWatch 75 —AN T 75— 3> 0L R— RN CRRENET,

- SOPs implemented - E&xE hiz- OXBOFEEEL, 77U 75— 3> 0BEMEAITIC
WTEIHZANDHFEESOPsZERLE T, EZERTBDE, P7UT—>3a > 0fHiiL R—K
SOPSICEEENTWVWS AFRRENET,

+ FISEEENERB -RESNETANORBOFTEEE, 77UT—2 3 OEEMER
AFICHTIBRAOETEEERLET, BEERTDE, BREIETAN TIUT—
2 avOFMEL R— MIRRENET,

- BEMMRYS—BREERLOHEREBERTIBICE. ARAOEBRLT [RUS—ER
CERALOHREE VIV ERBBALET. BT D E. BT AWS Resilience Hub A%
RENET,
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- BEEMER)—EBR)—TF7V5—23a > 0BEMERIS—IZERLTVWE TV
F—2a>vAVR—ZMNOBERLET, RTORPO DEICHZEZBIRTDE, 77U
T—=2avoOfMELR—MNOEEMEICEITIHREER T ICHEANfrRTENET,

c (BRLOHREE) — [RuEB]| X7 RN ETEERALT, P7UT5—23 > 0BEM
HESORILEHICEEFTFLEFETENTVEVERLOHREEEZRLET, EFLOHRE
BEICEK, FATHATVEBVHEREHREREREINTVEVEREBNINTEENET,

RENVEZERLOHREEEZEIEITDICE. [RuB]| 27 2BRLET, BRITD L,
LA AWS Resilience Hub "R R&EhE T,

« Po—AL-FEEITHIVLENDHDHE Amazon CloudWatch 75 —LOHERLE T,
« SOPs - 2%.SOPsTAMNENHDHRE OBERLET,
s FIS-ERETIUNENGIDHBETANOBETRLET,

T7UT5—2a3a> 0 5BRAEHTVZERLOHRBEEERRITDICE, BRI 27 &2ER
LET, BIRTSE. LT AWS Resilience Hub AR RENET,

s Po—L-T7Vr—23a>hsKRINE NS #HE Amazon CloudWatch 75— A D %ZE R
LET,

« SOPs-F77UT—23a > h5KRINSOPsE NB#HRE OB ERLET,
s FIS-F7V)5—>a3a h5BRAETEhBDHBTANOEERLET,

EEMEADT OFE

cDEVIAVORTR, FELOAXF—23 2 RAT7OARAT7 I AVR—F I NET TV —
2aAVOBEMEAIT ZRET S AWS Resilience Hub =& (I A"EATAHRNICOVTHALE

T ELAXF—=2a320BA7OARAT7 VI AVR—FNET 75— 3a > OBREmMEAT
7 AWS Resilience HUb IC DOV T IZEK 2 TREETNDRERBEIEINT, HREEWVWRSA U MNIAHS
nNET, fIZE. 3D20FS—LD>52 2ERELBE. AT 13.33 (2/3) * 20) KA > ~
CBYET, COEBR 13RS NIMEBEAETIhET, RAOHEXIELATVWE T I A NOF
#IZDWTIE, the section called “ AppComponents & R A T DEXR” 0> 3 &S RL
TLEEL,

—HOAAFT) T IAVR—%> K&, ScoringComponentResiliencyScore
ZNLTOHEIESTEERTAPL, O OFMICOVTE, API T Z5RL TS
LScoringComponentResiliencyScore,

F—7
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« BURREATOAOATI OOV R—FNEFHETEX

- EEMEADT OFHER

« AppComponents 8LV FMiIZA 7 OBEMERITZHE TSR

ROEKRFE, FELOAXF—=23FA4A70AAT7 I F A R—%>2 N&5TE T % AWS Resilience
Hub =® I M"EAT X ZRLTVET,

BUERZATOAOATIIAVR—ZF N EFHETEH

AAF7V>Y B FHEX £l

dVR—%>

N

FARNAN AWS Resilience Hub #2® T = ((Total number 20 #d AWS

Ly (T) TANDEBENDSSE, EE of tests implement Resilience Hub #

CEEENETAMNERI  ed) + (Total number BTFARDS5 10
ENETAMNOBICETY  of tests excluded) HzEEEL, 5%

TEREENEZATDT (0~ ) / (Total number ZBRILEBE.
100 R4 > B)o of tests recommend FANANLYD
ed) ERD&LSICFE
© Note HEXO—BERROESY SNET
EEMEADT Z <7, T =(10 + 5) /
HEITRICE,. N 20
EasxLE BT « REENETANDEST
AWS Resilience ¥ — AWS CloudForm 2FVY., T = .75
Hub /=& (C. #32 aton 77 L—KAH or 75 points
ThaFANNB AWS CloudFormation -]
£ 30 HEICEREIC V=L THERB LD
ETEhT\DH% T7Yy7Z7O—R&EnkeE
ENAHVET, ICRREETIhETANDE
B ERLET,

- HRENDTANDRKRE
—TF770r=>3az
Y —A AWS Resilience
Hub ICESWT AR
IB5TANERLET,
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A7V T
OAVR—%>
b

SL HE £ I

s BRAEThIZTANDO#K
B —TF7ITr—>3>
DPESBRAEShIZHRT A
NOBZRLET,
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A7V T
OAVR—%>
b

TZ—LAN
Ly (A

S

AWS Resilience Hub #t22
& 1% Amazon CloudWatc
h7o2—LOBBDSSE,
ERBICEEBRUBRIIAET O
7= Amazon CloudWatch 7
S—LDBIZE I ERIL
Eh=A7 (0~100 KA
B

® Note
FEEMMEAOT7 %
FETRICE.
AWS Resilience
Hub A REFH &
AIBBEBBDRLDIC,
WRTZ—LNE
figse TAREEIZ x>
TLVBDHRENFHY)
7,

ATER

A = ((Total number
of alarms implement
ed) + (Total number
of alarms excluded)
) / (Total number
of alarms recommend
ed)

FIEXO—HRFROESY

7,

s BMESNETZ—LALD
¥ — AWS CloudForm
ation 77 L—R2

AWS CloudFormation —

Y — L THERS & T
Fy7O—R&ehi&

Z(CEREE Nz Amazon

CloudWatch 72 —L4L®
WERLETD,

s HRENBTS—A
D —T7)Tr—
>a2l)Y—AAWS

Resilience Hub ICE 3\

T HH#E2E T S Amazon
CloudWatch 72— A%
RUET,

s BRAEIhETZ—LD
Wy —T7705—>3
UHSBHRAL LR
Amazon CloudWatch 77
Z—LDOHERLET,

Bl

20 @ d AWS
Resilience Hub
#E22 Amazon
CloudWatch 7
Z—LD>55 10
fAzxREL. 5
@@ Amazon
CloudWatch 7
Z—LEBRIL
=34 . Amazon

CloudWatch 75—

LDAONL YR
RDESICFEE
nEd,

A=(10+5)/
20

XY, A=.75
or 75 points
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AAF7V>Y B FHEX £l
dAVR—%>
N
SOP #/NL Y  AWS Resilience Hub #2 S = ((Total number 20 A D HEEE SOPs
2(S) Th ORBDSS5, E of SOPs implement D55 10 AWS
BICEEBRTKRIASOPs  ed) + (Total number Resilience Hub 1@
Ehi OBICEILKER of SOPs excluded) ZEEL, 51E
ftEn#=AJF7 (0~1007R ) / (Total number ZRRINL =B ES
14> K~ ) SOPs, of SOPs recommend OPs., SOPA/N
ed) LYZRIRXROKS
ICEtEEhET,
FEXO—FHEFROESY)
T, S=(10+5)/
20

« SOPs BREE NIz DR
¥ — AWS CloudForm 2KV, S = .75
aton 77 L— KA or 75 points
AWS CloudFormation
V=L THERB LD
Ty 7O—R&EhiE&E
ICSOPsEREE iz D#E
BaeRLET,
- SOPs & hd O
BM—T7VTr—>3>
1)V —A AWS Resilienc
eHub CETWVWT A
SOPs#tRT D ZRL &
ER

« SOPs BRINE iz DI
B—T7VTr—>3>r
H SBRIASOPsL I-#2E
DWERLET,
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AAFV>T B FEX il
dVR—%>
N
RTO/RPO ] T7Ur—>a>hHBEEM P = Total weights T70r—>3>y
VTTATY MRUVI—Z®BELTVS  of disruption OEEMmMERD
A (P) CEICESI<KEE LT H types meeting the S—HFTRASE
AT (0~100 RA > application's DF4—=y—=2
N)o resiliency policy / AZ) E€1 TR
Total weights of all KZIF ¥ O
disruption types . BRATDOHRETEI-

TIHEE, BEMM
RUZ—AOT (P)
FRXDKSICFE
TNhET,

- )=23 Y RTO
& RPOZ—T'Y
RZEREL TV
;6. PRX
DESICFTEE
nEkI,

P = (20 +
30)/ 100

2KV, P =.5
or 50 points
« V=232 jl

X—4"v KRRTO
& RPOR—7TY
NZEREL TV
TWEE. PR
RDESIZFHE
TENET,
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AOaAF7V>T @A FTEX Bl

AVR—F>

N
P = (22.22 +
33.33)/ 99.9
DFY, P
= .55 or 55
points

RORE, P7V5—>23a>2E0BEMERATT Z25TE T AWS Resilience Hub =8 (2 A EH
ITHRXERLTVWET,

BEEMMEAIDT OFER

A7V T
OAVR—%>
N

T7)r—
SAVOEE
mWERI7
(RS)

S

T7Vr—=>arvFEnRE
EMMERIS—Z/ELT
WBZEICETL, E#(y
ENEEEMEADT (0
~100 R1 > N)o 77V
F—ar I EnEEMm
MAOT7E. IXTOHERE
RATOMEFEETY,
DFV:RS = Weighted
Average (T, A, S, P)

FTER

F7Ur—2a>yZEnE
EMEAOT R, ROR%Z
FRALTEEENET:RS
= (T * Weight(T) +

A * Weight(A) +

(]

* Weight(S) +

e

* Weight(P)) /

(Weight(T)

+ Weight(A)

+ Weight(S) +
Weight(P))

Bl

EHEZATRD
NRBEEHET
BREFROESY
7,

* Test coverage
(T) = .75

« Alarms (A)
= .75

* SOPs (S)
= .75

* Meeting
resiliency
policy (P)
= .5
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Q—H—H1 K

A7V T
OAVR—%>
b

B2

ATER

Bl

T7Ir—>ay
CEDEEMMEAR
AT7REROKSIC
FTEEIhET,

RS = ((.75

* .2) + (.75
* . 2) + (.75
* .2) + (.5
*.4)) /(.2
+ .2 + .2

+ .4)

DXV, RS = .65
or 65 points

ROKRFE, P7VT5—23>Q0R—%>2 N (AppComponents) EFI X4 7 OEEMHERAIT &5t
B 9% AWS Resilience Hub 7= IC FFEATE X ZRLTVET, L. AppComponents & &
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CERALOHBEEZT UT—23 2 ICKEaT S AWS
CloudFormation

MEALO#REE ) K— T CloudFormation "> 7L —KN®O#ERK AWS Resilience Hub 4 % i#
RIBDE, BTP7VT—230BEOT T —A, BERBEFIE(SOP ), £k AWSFIS 5%
iR 9 % AWS CloudFormation 7> 7L — K Z#ERKL E£F., AWS CloudFormation 7> 7L — Kk I&F
Amazon S3NT Y MIRBFEEN, ERLOHREER—SOTUTL—NOFHEET T 7L —
RAD SI/NAZHERTEET,

BIZIE, ATOVARNE, [CK2TLURITENiTI—LLIOXF—=2a 28R T
% JSONF.X M AWS CloudFormation 7> 7L — KN %& R L TWE T AWS Resilience Hub, <
l&. Employees &W> DynamoDB F—7 /DAY RAOY NUYITTS—ATT,

T 7L—K® Resources £33 Tk, DynamoDB T—7 I MOF&EY AOY NLAXRY K
DEN 1 2B EEEICTIT 14712783 AWS: :CloudWatch: :Alartm D7 T — A DWW T
LTWVWET, £, 2 DOAWS: :SSM: :Parameter VY —RAlk, KEBOT 7 UT5—>3a> 2 AF v
3%’ < AWS Resilience Hub . A1V ARN—ILEHVY—RAERBFNTEDLSIZTEXR
T—REEERLET,

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
+

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm" :
{
"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-
DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
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"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
1,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,

"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"
.
"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {
"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"
}
}

iy

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn

{
"Type" : "AWS::SSM: :Parameter",
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"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl9aa73/
dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.

"Description" : "SSM Parameter for identifying installed resources."

AWS CloudFormation 7> 7'L— M NDZE®E

To—AL, . TFEEAWSFISVDY—REXA T 75—V IChed5REBEBEEE
SOP, 77V —>3a>sro7L—hERBRIZTT7L—NIHOVY—RAELTEMTSE L
T9, LT D JSONFERD 7 7 A LIk, DynamoDB 7—7 JLA AWS CloudFormation 7> 7L —
TEDESICRRBRE BN OERNBEBMEEZRMLET, BEOTIVIr—>32ilE@F, EmMor—
TIUBE, ESICVLKIDDOVY—ANEETNDARESENI BV ET,

"AWSTemplateFormatVersion": "2010-09-09T00:00:00.000Z",
"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}

1,
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [

{
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"AttributeName": "USER_ID",
"AttributeType": "S"

},
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,

"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
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1,
"GlobalSecondaryIndexes": [

{

"IndexName": "resiliencehub-index-1",

"KeySchema": [

{
"AttributeName": "USER_ID",

"KeyType": "HASH"

1,
"Projection": {
"ProjectionType": "ALL"

TZ2—LVIY—RE2T77)T5r—232ces6ICF7O4TERLSICTRICRE. N\—RO—F127
ENEVY—RETTVT—2320ARY VOBNSRICEEMADIHLEN BT,

Z T, AWS::CloudWatch::Alarm DY —AERTUTZEEL TS EEV,
"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCI9"
RKDESIZEELET,
"Value" : {"Ref": "Employees"}
AWS: :SSM: :Parameter DY —AEETUTZEELET,

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarn

\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":

[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

RDESICEELET,
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"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPs 8 & U AWS FIS 8 M AWS CloudFormation 7> 7L — KN Z2ZE$3HEE5E. /\—ROI—R
ENESBIDs%E, N—ROUITHEEENERESIEHRZEMETIENESRICEZEHRZ, LT
TO—F=2HYET,

DynamoDB F—7 ILANDSBEFEAT DL, AWS CloudFormation TR DIREERITTEET,

« £, F—ER—ATF—TIEZERLET,
s ERETNLEVY—ADEBOIDZT7Z—ALATEICHERAL, AWS CloudFormation A") Y — A% &
EMADIDVEN DGR TS —LEZBNICEHRLET,

@ Note

AEZYITDZRARREDAZY IOV —-AHIDOSREE, T AWS CloudFormation
T7VTr—>232 )Y —AzEBIRHORSEBRFEEZRERTEET, AWS
CloudFormation(727Z L, LOXF—2 3 ARV I BXA 2V AZY VERGBICLTHE -
WEEE. 2 20ARY VBTHEREETHEERETHIHLENf HYVET, )

ES8IC, IZ&D Terraform B EDH—RN—F 1=V —)LZFERAL T

HashiCorp. Infrastructure as Code (1aC) 27’ O 3" J 35 EETEET,
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ZEAL = AWS Resilience Hub APIs7 74— 3> mOid
REETE

AWS Resilience Hub IV =)L ZFEALTT7 7V T—> a3 28 RB RV EBEITIEHOREFZE
&L T, AWSResilience Hub 232 &, ZFERALTT77UT—23a 2R RBLVERBTE
£ 9 AWS Resilience Hub APIs, cDETIk, ZFEALTT77VITr—>3 2 ERTDFEICOV
THAL £F AWS Resilience Hub APls, £z, ZER{ITTRUEN B> —T > AAPIs&, EY%K
BIZIEETIHUEN BBI/NTA—REEEELFT, HHICOVTE, ROMNEYIZSRBLTLE
=L\,

+ the section called “7 7’V —< 3> O %(E"
 the sectioncalled “7 7’V —2 3> OERTEDTH
 the sectioncalled “7 7’U4o—< 3> OIEIE”

27 YT TV =23 Ok

T7Ur—2a> 728 EG32lk, £IFT77U5—>a3a %2R0, BEMERUS—EE)HTT
BE. ABY—ARSTTUT =33 UY—REA K- NS BBENBYES, FTUT—3 3
COEFICERAETND OFMIC DOV TIE AWS Resilience Hub APIs, U TOREY %258 L TL
EEW,

« the section called “F7 7’ ) —< 3> OER

+ the section called “BEEMHER) > —DHER"

« the sectioncalled “Z 7V —>3> ) —ADAVR—RNEAVR—NAT—RADER”

« the sectioncalled “7 7)o —>a > ORITEBEEMHUER) S —OE|V) HT”

T70Tr—>3> RT3

THLWFZ 7 UTr—2 3 24K T 3 Ik AWS Resilience Hub, ZMFUFH LCreateAppAPl, — &
DT 7TVT—2a VB Z2BETIHLENf BYVET, <O OFMICOVWTIEE, API T, 22RBLTLKE
& LMhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_CreateApp.html,

ROBlE, AWS Resilience Hub Z A L T CreateApp newApp TH L WP SV —> 3> #ERK
I35 RLTVWETAPL
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
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DOITAK

aws resiliencehub create-app --name newApp

L ARV A

Ilappll: {
"appArn": "<App_ARN>",

"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,

"tags": {3},
"assessmentSchedule": "Disabled"

[EEMERD S —OERK

T7Ur—2arzERLES, Z2ERALTTZ7UT—2a3a 2  0EEMEGRGIZERTES X
SICTHIEEMUERIS —ZERTBILENHV) FJICreateResiliencyPolicyAPl, <D O
SEMICOVWTIE., API T, #3H L TL & Lhttps://docs.aws.amazon.com/resilience-hub/latest/

APIReference/API_CreateResiliencyPolicy.html,

RDFIE. AWS Resilience Hub ZFAL T TP 7 U4 —> 3 newPolicyAIC
CreateResiliencyPolicy Z#R T2 HEZRL TWETAPIL

DOITABN

aws resiliencehub create-resiliency-policy \
--policy-name newPolicy --tier NonCritical \
--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \

"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"

L AR A

"policy": {

EEMMERY S —0ER
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"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnylLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
}I
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {3}

ABV=ADEDVI—ADAVIR—RNEAVR—RNAT—RADER

AWS Resilience Hub Tlk, WY —ARAPIsZET7 7T =23 ICA2VR—NTBEHIC, LTIHAAE
ThTVET,

« ImportResourcesToDraftAppVersion-API ChiZ&kY), TXTEBADY—AHLSTS
DT—>32ORSTIRN=23 VY —RZAVR—RTEERT, <O OFHEICOVT
. API ") 2B L T £ & Lhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ImportResourcesToDraftAppVersion.html,

« PublishAppVersion-ChiZ&kl), BHENIZAPI EEEICT TV T—23>0HmLWN—
TavHFuBEENET AppComponentse < ® DFFMICOWVWTIE, API T, Z5BL T K
L https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html,

« DescribeDraftAppVersionResourcesImportStatus —APlI Chilc&kty), P7Usr—>a>
N=23ADNYV—ADAVR—NAT—RAZEZRVIJTEERT, O OFMIIOVT
l&. API ") &#ZBB L T & Lhttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeDraftAppVersionResourcesImportStatus.html,
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XDBIE. AWS Resilience Hub ZFEAL T OTF 7 UT—23a2 LUV —RAZA2R—NT B HEE
ZR L TVWET ImportResourcesToDraftAppVersionAPl,

DOIAK

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \

--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

L AR A

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],
"status": "Pending",
"terraformSources": [

{

"s3StateFileUrl": <S3_URI>

RDOPBIE, AWS Resilience Hub Zff L T CreateAppVersionResource TP 7 U —> 3> iC
DY —AZFETEMTEHEZEZRL TVWETAPL

DOITAK

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

L AR A

"appArn": "<App_ARN>",
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"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
.
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
.

"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

IXRDOFIE., AWS Resilience Hub Z AL T TUY—ADAVR—RNAT—RAZETEZRV>TT
dhHZEZRLTWEIDescribeDraftAppVersionResourcesImportStatusAPl,

DOITAK

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

L AR A

{
"appArn": "<App_ARN>",
"appVersion": "draft",
"status": "Success",

"statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
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TTUT—Y A ORI N—Y 3L ORTEBERERY S — 0B
e

AMEZRITIDEINC, KITTTVT—2320ORTFTINN=2322RTL, VU—AREhiz/NN—
A oOT7TVT—2avICEEMERIS —2EWETI2HENHYET,

77

1.

=23 ORZTINN=23ERTL, BEMUERDS —2F)HTAICE

T7V5r—>3>0ORZ7MN—=23 & HBTSICIE, PublishAppVersion ZfEAL &
FAPlL, <O OFMICOVTIE, API "y ZZ8 L T & L https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/AP|_PublishAppVersion.html,

XOPlE, AWS Resilience Hub ZFERL T T7 7T —>3a> ORI T IN—=2 32 2R
I5hHEZ2 "L TWETPublishAppVersionAPl,

DOTAbB

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

L AR A

"appArn": "<App_ARN>",
"appVersion": "release"

}

ZEALT, P7UT—2320) ) —AFHN—-J3VICEEMERY S —ZEA
L EJUpdateAppAPl, C0O OFFMBICDOV TR, API T 2B L T & Lhtips://
docs.aws.amazon.com/resilience-hub/latest/APIReference/AP|_UpdateApp.html,

RDOBIE, AWS Resilience Hub 2R LT OF7 75— 3a>n ) )—RAFH/IN—23 2 |(C
EEMUERIS—Z2ERATSHEZRL TLWETUpdateAppAPl,

DOTAbB

o
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--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

LARVA
{
||app||: {
"appArn": "<App_ARN>",
"name": "newApp",

"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",

"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {

"resourceArn": "<App_ARN>"
b
"assessmentSchedule": "Disabled"

AT Y 7 2: AWS Resilience Hub BEM M N ETE EE

T70r—2a3a>oHsLWN—232&2RRBLES, ILLEEMETMERITL. BRESHL
T, FP7UTr—23a>f#ED—I0—RRTOZKEZLRPO, BEMMRIS —TEREIATVS
BEED—OO—REF/ZLTVR L ZRTBIIHLEN HYVET, COFHMETR. FT77UTr—>3
PAVR—ZFMREERIV—EHBL, TZ—LA, SOP, TANDHERERZERL KT,

FHICOWTER, XROREY IZZRBLTSEEV,

« the section called “FEE i M5l D E1T & B4R
« the section called “FEEER) S —OER”

AWS Resilience Hub FEE MM 0 E1T & BER

TREEM4FMZ3E1TL AWS ResilienceHub, TDAT—RAZE_XRVTTBICE. XD %
FEHTIHEN D' ETAPIs,
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« StartAppAssessment — ChIZkY, P7UT—23>0H L WFEHBEAPIFEREhET, C
D DFEMICOWVWTIE, API T, 258 L T & L https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_StartAppAssessment.html,

- DescribeAppAssessment — 77U —2 3> OFMBEAPIC DWTERBAL ., FHME DR
TAT—BAZRLET. <O OFMAICOVWTE., API T, 228U TS EE Lhttps:/
docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_DescribeAppAssessment.html,

ROFIE., ZFEAL T T AWS Resilience Hub iU WA O RTZBBR TS HZEZZRLTVE
9 StartAppAssessmentAPl,

DOITAK

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

L AR A

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},
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"Software": {
"rtoInSecs": 172800,

"rpoInSecs": 86400

},
"tags": {}

RDOBIE, AWS Resilience Hub Z £ L T DescribeAppAssessment TEHMEIND AT —RX A%ZEZ
BRI TBHEERLUTVETAPI, assessmentStatusBHA SFMAND AT —RXAZMHTE

-
JOTAbB

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

L AR A

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"
},
"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38
}
.
"compliance": {
"AZ": |

"achievableRtoInSecs": 0,
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"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @

},

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": 0

.

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": 0@

}
.
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
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}I
"tags": {}

AT 45 SR D FERR
FMEAERICETLES, RO 2EAL THAKRERRBTE X TAPIs.

« DescribeAppAssessment —API ChiZkV), BEMHERIS—ICBSLTTF7UT—23
VOBREDAT—RAZEHTEXRT, €512, complianceStatus EHA SV TS47
VAART—RAEMEL V), resiliencyScore BEN SEHRMRA T OEEMERIT &
BMELEYTRIEETEET, O OFMICOVTI. API T, Z5BL T E& Lhttps:/
docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html,

« ListAlarmRecommendations — APl Chi(Z&kV), FHE® Amazon )Y — AR — L (ARN)
ZEALTTS—LOLOAXF—23AVZRMBTEERT., O OFMEICOVTEAPL,

M, #258B L T & Lihttps://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_ListAlarmRecommendations.html,

(® Note

SOP 8LV FISTANDHREFZEE T SICIE, ListSopRecommendationsd & T
ListTestRecommendations ZfE AL £ 9 APIs,

ROFIE., ZEAL TEHMED Amazon )Y — A% —LA (ARN) ListAlarmRecommendations Zf
RAUTTZ—ALLOXTF—2a MBI EEERLTVETAPL

@ Note

SOP BLUFFISTANDHRBEEZEEB TSIk, % ListSopRecommendationsE i i
ICEZEMA FIListTestRecommendations,

DOITAK

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>
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L AR A

{
"alarmRecommendations": [
{
"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referenceId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourceId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\nMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

I
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

+
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{
"recommendationId": "0@9f340cd-3427-4f66-8923-7f289d4a3216",
"referenceId": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when volume
failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\">docs</a>).\n* Make sure that

you've configured “log_group_name’ in "/etc/amazon/efs/efs-utils.conf’, for example:

“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name ™ in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

.

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceId": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

EEMMERY S —0ER
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"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",

"description": "Reports when database free storage is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

}
]
},
{
"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceld": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceId": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",

"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false
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}
]
},
{
"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",
"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "fb30cb91-1f0@9-4abd-bd2e-9e8ee8550eb0d",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",
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"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceld": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:

(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."
}

ROBIE, ZEALTHREDHREE REOEEMEZALEEZFEICETIHRER) 2HE
955" TWETListAppComponentRecommendationsAPl,

DOITAK

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>
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L ARA
{
"componentRecommendations": [
{
"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
.
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes.

backups™"

cluster with volumes.

backups"

cluster with volumes.

backups™"

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
.
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

(Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the

EEMMERY S —0ER
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},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
.
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups"

}I

"optimizationType": "LeastChange",
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"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

I

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Based on the frequency of the
backups™"

iy
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"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon
EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [
"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."
.
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",
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"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
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snapshot. (Estimates
estimate).",

schedule. (Estimates
vary)."

snapshot. (Estimates

estimate).",

schedule. (Estimates
vary)."

"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from
are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

},

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

are averages based on size, real time may vary greatly from

"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Estimate based on the backup
are calculated from backup schedule, real time restore may

}

},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

},

{

"cost": {

"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"

},
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
DAZTE
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",

"expectedRpoInSecs": 0,
"expectedRpoDescription": "Aurora data is automatically

replicated across multiple Availability Zones in a Region."

iy

EEMMERY S —0ER

135



AWS L UTI>YANT I—H—HA K

"Hardware": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time to promote a

secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 900,

"expectedRtoDescription": "Estimate time to backtrack to a

stable state.",
"expectedRpoInSecs": 300,

"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,
"haArchitecture": "WarmStandby",
"referenceId": "rds:config:aurora-backtracking"
}
]
1,
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
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"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {

"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"

},

"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"

I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"
1,
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
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"expectedRtoInSecs": 0,

"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
1,
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
I

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from
backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,
"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
I

"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",
"suggestedChanges": [

"Add additional availability zone"

iF
"haArchitecture": "MultiSite",
"referenceIld": "efs:config:with_backups:2020-04-01"

ATV 3 T7TVTr—>3>%2ZETD

AWS Resilience Hub Tld, 77U —>3a>O RS T7MN—=23a>#EEL, HLL (DRSS L)
N=23VIEBZRNETBRDET, P7VT5—232 )Y —AZZETEEXET, AWS Resilience
Hub &, e i)Y —A 280770 r—>a3a>0rBN—2arzFERA0 T, BEEmMSETMME
ZRITLET,
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FHICOVWTER, XROREY IZZRBLTSEEL,

« the section called “1) Y — A O FHiE "
» the sectioncalled “ )Y —RA% 1 DOF 7 )—>3a> A R—F> NI IIL—T71
+ the section called “»* 5 M ') V) — AN BRI AppComponent”

JY—=ADT 75— 3a > A0FFHEM

JY—=ANAAYV—=AO—FELTF7OCMENTVEVE S, AWS Resilience Hub Z A L
TFEBTVY—REZT7TIVT—23 2 ICIEBMTE EJCreateAppVersionResourceAPl, <D @
HMICOVTIEAPL, T, 25 H L TL & Lhttps://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_CreateAppVersionResource.html,

COICEE, RONTFA—RZEETILENH KTAPI,

T7)r—23>® Amazon )Y —AZ—LA (ARN)
)Y —ZADORER % 1D,

)Y —ADOYE ID

AWS CloudFormation & 1 7°

ROPBIE, AWS Resilience Hub Zff L T CreateAppVersionResource TP 7 U —> 3> iC
)Y —REFETEMTZDHEERLTVETAPL

DOITAK

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
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"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
"type": "Arn"
},
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}

JY—RZ 1 20T 7V5r—>3a>qA R—F2NZIIL—T1

T7)r—23a>02R—%2 N (AppComponent) i&, 1 DOI1ZY N L TEES KT LK T SE
BEAWS DY—AQOTIN—TTTF, flalE, RZNAF7O4 L TEREhDIO0A)—->23>
D—O00—RFHBHBE. L&, EOAWS VY —AFEDRATDICETERD N ERETDIL—

JL AWS Resilience Hub #"& ') & 9 AppComponent, AWS Resilience Hub Tl&, XD Y —AERE
AppComponent ZEFAL T, VY—R%Z 120 ICJI)I—7{tTEEFTAPIs,

« UpdateAppVersionResource— chiZ&kV), P7UT—>3>0) Y —AQOFMNAPIEHE
NET, CO OFMIOVTIE, API "1 ZZB L T & L\UpdateAppVersionResources

- DeleteAppVersionAppComponent - ChiZ &), 771U —=<, 3> AppComponent
S NAPIHIBRENET, Z0 OFMICDOVTRAPL, "1 23BLTLKEE
L DeleteAppVersionAppComponent,

RDOBIE, AWS Resilience Hub ZFERAL T TF77UT5r—>3a> 0 )Y —AOFHMBEEHIT B 5%
ZRLTVWEIDeleteAppVersionAppComponentAPl,

DOITAK

aws resiliencehub delete-app-version-app-component \
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--app-arn <App_ARN> \
--id new-app-component

L AR A
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub: :StorageAppComponent",
"id": "new-app-component"

ROBIE, AWS Resilience Hub Zf A L T, BIMO 6T AppComponent ¥ERK L #=Z=
UpdateAppVersionResource ZHIBRT 5 5EZRL TVWETAPL

DOITAK

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

L AR A
{

"appArn": "<App_ARN>",

"appVersion": "draft",

"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

50V —ADERI AppComponent

AWS Resilience Hub Tk, UpdateAppVersionResource ZFHL TFAEA S )Y —AZKRAT
ZEFETAPlL, cnSOUY—AWE, F7UTr—2 3> 0EEMEZTETIRICEZEEhEL A,
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O OFMICOVTR, API T, ZZB L TL & L\https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_UpdateAppVersionResource.html,

® Note
ARV =ARSAVR—RENLED)Y —ADHERATEEXT,

RDOFIE., AWS Resilience Hub Z AL T TP 7UT—>3 >0V —RAZBRATHHEERL
TW&E JUpdateAppVersionResourceAPl,

DOIAB

aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \

--resource-name "ec2instance-nvz" \

--excluded

L AR A

"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {

"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
},

"physicalResourceId": {
"identifier": "i-@b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
},
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}
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9 AWS API,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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{
"Version": "2012-10-17",
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"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:ListApps"
1,

"Resource": [

"
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A—Y—-ICHFELERT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version": "2012-10-17",
"Statement": [
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{

"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"resiliencehub:DeleteAppAssessment"”

1,

"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [

"resiliencehub:CreateRecommendationTemplate"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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"Version": "2012-10-17",
"Statement": [
{
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}
]
}
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"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [

"resiliencehub:DeleteRecommendationTemplate"

1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

]
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{

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "PolicyExample",

"Effect": "Allow",

"Action": [

"resiliencehub:UpdateApp"

1,

"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

1,

"Condition": {
"StringlLike" :

{ "resiliencehub:policyArn

west-2:111122223333:resiliency-policy/*" }

}

]
}

}
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s O—IR—ADTI7EA-ZCOO-INEREDTHINTEREh, EFAThET, AWS
Resilience Hub I, 77U —>23a> 0 )Y —RAITFO0EAT2EHICCOO—-I) 25 EZTE
9,

O—IR=—ADT IV EAZRETIICE. O-LERDEDHABTENRTVWILRENHY KT,

« VDY—REFHZHANBDI-HDFTAIMYEBERT V= AFFA (AWS Resilience Hub
AWSResilienceHubAsssessmentExecutionPolicyNZ— RARUS —DERAEHE ),

« ZOO-I)%5EZFRLEHOOEFEERIS—, ZhiZkV), AWS Resilience Hub H—E A7V

DIV COO-I)NZSEZFRENTEERT, PHORNIZOXRSBEO-IINBREES h

TWEWEE., AWS Resilience Hub @ Z0O—/LZERTZFIEZRRLET, FHMICOVT
(&, Tthe sectioncalled “AT Y 7' 6: PO ELAFFANEE"1 Z5RBLTLEEL,

(® Note

HOHLO—IILBOAEEEL, VDY—ANBOTHO NMCHBDHFE. AWS Resilience
Hub Q7 AT MO COO—IIBZFEALTIOOARATHI NIV —=RIZT IR

LET, 77232 T, BFTHLO-LBORDYICEAENBIARNSHEOT AV O
O—)ZRETEXRT,

s WEDIAMI1—%—F 2+ A - AWS Resilience Hub &, BEDIAM1—Y—%#FEHALTT 7Y
=23 )I=AICTIOEALET, VDIY—ANBOTHO> NCHBHES. AWS Resilience
Hub Y —RICTIOEATREHICXAODIAMO—I)LZ25|ZZFET,

« WEOTHU> NTO AwsResilienceHubAdminAccountRole
c DT HD NTDH AwsResilienceHubExecutorAccountRole

TSI, AFPa—=)enfHii2:kETSHE. AWS Resilience Hub
AAwsResilienceHubPeriodicAssessmentRoled—J)L%Z5|ZEZFE T, LIEL.
O—IETVLAFAZFETRETDHLEN HY), —HOMEE (RV 7 NBA 1K)

AwsResilienceHubPeriodicAssessmentRole A HiFEB Y ICEBEL B VAIREMN H D -8,
NDEAKBSBOLEEA.

AWS Resilience Hub O 7 A F T A TAETIRAD KNS TN 1—FT 4
v

LT O1E#HRIE. AWS Resilience Hub & OERAFICRKET D ABEEMEN H D — RN BERABEOZH L&
FIZ&IBEETIAM,

NSTNZa—Fa42Y

167



AWS LS UTYRNT I—H—HA K
N =R

« AWS Resilience Hub TF7 92 3 ZRTTRHERN &L

- iam ZER1TTRDERN BV EFE A, PassRole

« B ®O UHDOI—H—IZ AWS Resilience Hub JY—RAAWS ZHIO N AQOT O EAZHFAL
=W

AWS Resilience Hub TF7 90> 3> & E{T92EREN &L

I am not authorized to perform an action in Amazon Bedrocky E WS I —NFRRENIZHEES, €
DTV IAVERITTEDLDICRV—ZEHIBIHBENHYET,

ROBIDOIZ—IF. mateojacksonAMIA—H—A" A2V —)LZEAL TRZEDOmy-example-
widget DV —ADFMZRTLELSELTWVWSN, EZEDresiliencehub:GetWidgetT7 VA
AN BEVEEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

CM3FE., resiliencehub:GetWidget 72> 32 &EAL Tmy-example-widget') VY —AAN
DTV EAZHTTDELSIC, mateojackson I—H—DRIS—ZEFHITIHENHVYET,

BR—MBEZFERE. AWS BEEZICHBVELESEEV, Y12 14 UFRIEHRERAL 128
HENEEETT,

iam 21T T DERIH V) FHB A, PassRole

iam:PassRole 79U a2 2RI TR ERIABVEVSTIS—HFRTRENEEESE. RUS—%2FE
L T Resilience HUb AWS ICO— )L Z BT CENTEBRRSICTRUENHYET,

—#D AWS H—ERA TR, HILWH—ERAO—ILKRERFY—ERALCUIEnO0—-IZERT
2D, TOY—EACBRFEOO-IINZEIENTEXRT, TOLHICKEK, Y—EARCO-I
EEIHERIBETT,

ROBDIZ—EF., EVWSIAMIA—H—A"T02 Y —)LZFEAL T AWS Resilience marymajor Hub
TTFO23VERTLESTRBEICRELET, LEL, COTI2IVEH—EANETITBIC
&, Y —EAO—IASHEENLEERIAYVETT, XTU—ICE., O—-LZY—ERICEITFFAL
HYEEA,
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DRV —ZFH L TXFT U —IZ iam:PassRole PV 3 ORITEHFA T 3 &%
ENfHYVET,

BR—MABEZSEEE. AWSEEBELCLHSBVELESEEV, YA/ RIEHRERMEL 1218
HENEEETT,

Bo90O UAOT1—%—(C AWS Resilience Hub UY—RAAWS PHOU KN ADT O ®
AL =W

OTHI NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-IDEIEZFFZEERXID DY —ZEETEXRT, VY—AR—ADRII—FLE
TOEAOMO—I)LJAN (ACLs) ZHR—KT2H—EATR, ChsORVZ—Z2FEAL T,
A—H4—CVY—ANDT IV ERA%ZFATEXRT,

AAICOVWTR, UTZ2SRLTSEEL,

« AWS Resilience Hub " Ch S DEEEHR—KNL TVWB A ESHZHERTDICIE. T, 2S5ERL
T<L & VWAWS Resilience Hub & OE#E % IAM,

s FIELTWD QOUY—AANOTIVEAZRBITZIHFEICOVTE, AWSTFHIVN T 1—H—
HARL O "FREAWS 7HADOK LTVBEIO OIAMI—H—AOT7 IV AZRETHIAM, %=
SBLTLSEEV,

c UY—=ZAANDT I EAEZY—RN—FT 14— CREITDHELCODVTIEFAWS 7HT U K, IAM
A—H—HARO "™H—RN—FA—AWS THIKNHFRETEZ NOT7 UV AZRHATSZ, &
SHBLTLSEEV,

-ID7I?b—iﬂ>EﬁUT77tZEE&?%ﬁ&EDDTM\MMl—ﬁ—ﬁ4H®r%%

RAlENEI—H—ANOT7IVEAORB (D 7TFL—232 )1 Z5RLTLKEEY,
« VJARTHIVKNTFOEATOO=NEVY—AR—ADORIS —OFEADEWVICOWVWTI,

FP1—H—HA R, O " TOVOARATHI NI —AT IV EAIAMIAM, 258 LTS EE
W

AWS Resilience Hub 7O AFRUT7 7L A

AWS Identity and Access Management ( IAM) ZERALTTF7UT—23 2 )Y —ZANDT VA%
FEL, 1—Y—., JI—7. FLEAO-ILICEAETIhDIAMR) > —Z2EKTEEXT,
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FNXT D AWS Resilience Hub 7 7°U 4 —< 3 2 &. the section called “FE* i L O —)L” IAMO—
W) ZERATEH, REDOIAMIA—Y—T IV €AFA (VART AT RELTAT1—)LEehi
TFMEAOERERENEO-—LNOEY N ZFEATRIRSICRETEET, cOO—I TR, Mo
DY—AEEFT7Vr—>3>2 AWS UY—RIZT U1 A AWS Resilience Hub §5 =& IC X B/
TOELAHFTZERTDRI—ZTRYFTEERT, BFOEHLO—/LICIE., AWS Resilience Hub
H—ERATVINIICEMENLEZEER) S —HIFBETT,

T7V5—2a>0EREEET S ICIE. the section called “AWS Y Z—2 RIRD S —"%FEHRT S

CEEBHOLET, ChSOBEBERUI B, MEEEETICERATHIENTEFRT, £k, C
NSZRICLTHBOHIRAR) S —ZIERTRDEETEET, RUT—TR, FEOEMRHEME
ALT, eFEEFEBET7I2AVICRIBZDI—H—0OT7 IV AFATRIVY—ALRITHRTEET,

T70T5r—232> ) —ANRBBTHIVN (BEAVHEITATIVRNEVI—=ATATIV N EH
BBERE. T7VTr—232 )Y —RE2B8EETAINIHLVO-IILERETIHBEN BV E
ER

NEY D

« the section called “IAM O— )L O ER”
« the section called “BEDIAM1—HY—TF7 O Ao OER"

IAM O—)LDOEA

AWS Resilience Hub &, BRIEHZE N EBREOIAMO—-I)Z2ERAL T, 754X VT7HORNEE
EEh BV —=ATHIRNO)I—=AICTIOEALES, ChEUY—RICTIOEATS I
HDOHERERT S>> T,

(N =R/

« the section called “FEO'H L O—)L”
« the section called “JOAAWS PHOUKNTFOECADILEODERZRDZTHO ~oO—=)L”

FoHELO—-)L

AWS Resilience Hub FP L O—J)Li&k, FAWS H—EREVYV—RAICTIVEATHLEHICEERF
(7% AWS ldentity and Access Management AWS Resilience Hub (IAM) O—JL T3, #lZ&E. CFN
TUoTL—hEEOTUTL—MFERTBDIY—ALCLT I EZRATRL-HDOT '7‘|Z7\n‘F_I"<E¥—ir’Jﬂ?O
HUO—LZERTEET, cOR—DTR, P7UTr—23a > BELO-IILZER. ZR. &
CEBIBHECODVTHALET,
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T7Dr—>3a>vaERTdEER. FOELO-)LZEELEFT. AWS Resilience Hub &, 1)
V—REAVR—RMLEYFMEZRBLAEY TR EEIC, COO—-ILZESIEZTTIV-AILT VL
ALET, EFELO-ILZELICSE Z T AWS Resilience Hub %21k, O—)LOEEKR) > —
T AWS Resilience Hub 1 —E X 7°1) > 2 /N)L (resiliencehub.amazonaws.com) ZE#E hi-H—E
AELUTEETDILENHYET,

T70Tr—23a>0R0HLO-ILEZRRTBICE, TES—23a2RAVAS [TT7VT—232]
ZERL, [P7VT—23UIR=JQ[F7>3aIXZ1—H15 HEROEH 2FBRLET,

HRE, 7705 —>a> BoHLO-ILASVWOTEEMELGHIBRTEET, BloO0—)LE2EA
L7V T5—>23a ) Y—RICTFIOEARATREETEEXT,
(N =R/

« the section called “IAM >V —=)LTOFROHL O—I)L OER”
* the section called “ZfEAL =O—)LOEE IAM API”
« the section called “JSON 7 7 A/ )L ZFERAL EEBRIS —DER"

IAM >V =)L TORTHELO—)LOERK

AWS Resilience Hub A" AWS H—ERXE VYV —RAICTIVEATEDLSICTSICE, IAMO Y —
LNEFERLTTSAIVTADNCHECHLO-IILZERTISLEN HVYET, AMI V=)
ZEALEO-LOEROFMCOVTE, "AWS H—EZAOO—)LOER (DAY= )1 &5
BLTLSEEL,

IAM OV —=LZBRALTTZAXVTADNTHROCHLO-LZERTZICE

1. IAM 2V —)JL (https://console.aws.amazon.com/iam/) ZHAE X T,

2. FTETF—=arRa4aUH5 [A-I] ZFBRL, [A—ILOERK] ZRBRLET,

3. [NAZLBEARVI—]ZERL, [DARLBEARVD—] T4 RIICROR) S —2IE—
LT, RN\] ZBIRLET,

@ Note
VY—ANBBBITAIVRMNCHZBFEE., ThSOTAVY ~ZECO—-IZER
L. EOT7 AT RNCREAEVTATDNOEERIS —2ERAIZIZEN HYE
EE
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "resiliencehub.amazonaws.com"

+

"Action": "sts:AssumeRole"
}
]
}

4. [FERROEM R— O #ERRV—]Eo>a>7T, [7ANTAFE
FRV—BTRIVD—ZR)iALR, ToE—F—ZHF)HRY VAL
AWSResilienceHubAsssessmentExecutionPolicy ZA L E T,

5. RUZ—ZERL., [R\] Z2BRLFET,

6. [A—LOFEM O3>0 O—-LE]RY VAL, —EOO-ILA
(AWSResilienceHubAssessmentRole & &) ZA DL E T,

COT7A=ILRICERERFL '+=,.@-_/' XFEDHZEAATEFXRT,
7. (A723V)BAIRY VRICURSN)OHRBEADLET,
8. [A—ILOEK] ZBRLET,
A—AT—ALEREZRETZICRE. ATYT 6T, [ATYT 1. BB ITAT1DE

R 0232 LER [ATY 7T 22 #ROEBM 7232080153 K] A2 ZERL
S

FOHLAO-LEYY—AO—) (BETHER) EERLES, ChSOO—LEEATHESE
FIUT—YaVERETERT,

® Note
T7DT5—23>zERELREHF TR EER, REOIAMI—Y—/O—-)LICHE*HLO—
WCXTD PO tzAiam:passRoleFF AN BETT, LEL, FTHMEZRTITDOICZDIER
FHEHYEEA,

AWS Resilience Hub 7 7V ZABFRAU 7 7LV A 172



AWS L UTI>YANT I—H—H4 K

ZHEALZO0—-/ILOEE IAM AP

O—LOEEAR)—TE, BELEZUINIC, O—-I)LESIEZH2-H0OHFAEZFELE
¥, AWS Command Line Interface (AWS CLI) ZfEAL TA—/)LZERTBICIE. create-role
ONVREFEHALET, COONREFEHATDIEEIL, EEARV—A VT4V REETDICLES
TEFET, XOBFK, O—IL%E5EZF27) > /N)LEFA%Z AWS Resilience Hub H—E A ICfF 5
IT2HEZRLTVET,

(® Note

JSON XFHADEIARF (' ') ZIAT—TIREHE. ZIILON—J3VICK>2TER
DHEENBYVET,

%> 7’ )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{
"Version": "2012-10-17","Statement":

[
{
"Effect": "Allow",
"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"
}
]
} 1

JSON 774N ZEALLEEBERI—DER

BlDJISON 774N ZEALTO—ILOFEER)S>—2ZE&HKL., create-role AN
REERTTEET, XOBFITIEE, trust-policy.json FEEDTFALIKNVICHZE
MRV —ZECT77A4ILTT, ORI —E, create-role N RZETT
ceETO—NICTEYFENET, create-role AN ROBHEFH > FILHAICR
ENTVWET, O—J)ICTIEAFTZEMT SI(CE, attach-policy-to-role X > R%&
FALET, £9. AWSResilienceHubAsssessmentExecutionPolicy¥x—< R
RIS —ZEBMLET, CONZR—J RRD—OBERICOVTIE, "the section called
“AWSResilienceHubAsssessmentExecutionPolicy” ; 2B L T &L\,

#> 7 JLtrust-policy.json
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"
1]
}
#> 7 )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

H7 ) EAH
{
"Role": {
IlPathll: II/II’
"RoleName": "AWSResilienceHubAssessmentRole",

"RoleId": "AROAQFOXMPL6TZG6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
"CreateDate": "2020-01-17T723:19:127",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
.
"Action": "sts:AssumeRole"

]

#> 7 )Lattach-policy-to-role
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aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy

JOAAWS PHOY RT O EAROERZRDTAHI OO -F7>3>

DY) —AN AR —ATHINCHBBEER., Chang&T7AHU>MNMO—I)LZ4ERL
T. AWS Resilience Hub A" 7 7’0 —2 3> 2 EEICFHATED KD ICTEIHENHY)ET, O—
IOERFIEE, EEAV—OREZRVT, FUHLO—-)ILOER7OLAEUTVET,

(® Note
VY —ANBETEDEAVEITHORTO-ILZERTILENF HUET,

(N =Xy

« the section called “IAM AV —=)ILTOEARX IV —AFTAHD NOO—)LOER
- the section called “Z A L =0— )L DEE IAM AP’
« the section called “JSON 7 7 A/ )L ZFERAL =EB RIS —DER"

IAM OV =ILTOEAZRIIVY—=ATAT> hOO—ILOERK

AWS Resilience Hub 2"t6® AWS 7HO 2 RO AWS H—EREVUY —RAICTIOEATEDLDIC
FTBHICE, CheOBET7HINIO-IZERTIHENF HVYET,

IAM OV —=)LZ2FERALTEAVEIIIY—ATAHI OO ZIAMOY V=)L TERTSIC
(&

1. IAM J2Y =)L (https://console.aws.amazon.com/iam/) ZAE X T,

2. FETF—arRa4UHA5 AN ZBRL, [A—ILOEK] ZBIRLET,

3. [NAZLBHERID—]ZERL, [NAZLABERIZ -] T4 RIICROR) S —%2IE—
LT, [RN\] ZBRLZET,
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® Note

VIY—ANEBBTHAIVRNCHIBERE., ThSOTAHAIY NI ECO-ILZEEK
L. #OTHAIRNIREAEVTAT NOBEERIS —2FERAIZIBENBYE
EE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
},

"Action": "sts:AssumeRole"
}
]
}

4. [HEROEM R—Z O HERRV—Eo>a>7T, [7ANTAEE
FRV—BTRIV—ZRYiAAR, TOZ—F—ZHF|RY VAL
AWSResilienceHubAsssessmentExecutionPolicy ZANLET,

5. RUZ—ZERL., [R\] Z2BRLET,

6. [A—ILOF#E a0 @A-LBRY VAL, —E0OO-IA
(AWSResilienceHubAssessmentRole & &) ZA DL E T,

7. (A72aV)[RBREIARYTAICURSKN)OFHAZADLET,

8. [A—ILDO¥EHK] ZFIRLET,

I—RAT—AELHERZHFEETSICIE. ATYT 6T, [ATYVT 1. EEEAIT1T71 D&

R EI2a>FELEG[ATY T 2. EROEM £I>3a>0E0ICHS HRE] AR Z2FIRL
x9,

TSI, BHLO—J)LIZ sts:assumeRole #ERZEML T, ARV THIRNTEOO-I
ZE|EZSHOSNDELDICTHIHLEEHVET,
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FERLEEEAZ)O-ILOFRFHLO—ILICROR) S —ZEMLET,

"Effect": "Allow",

"Resource": [
"arn:aws:iam: :secondary_account_id_1l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",

15
"Action": [

"sts:AssumeRole"

]

ZEALLZO-)LOEE IAM AP

O—=)ILOEEARIS—TR, BELEZVIONIILIC, O=-IIL%Z5|2Z 12 -00FTE2FE5LF
¥, AWS Command Line Interface (AWS CLI) ZEAL TA—/)LZERTBICIE. create-role
O REGERALET, COOANVREFHTZEZIC, EERIS—AVTAVERBETD LS
TEET, ROBIK, O—ILZ5EZTHT IV EAFTZ AWS Resilience Hub H—ERAT U</
MMFETBHEERLTVET,

(® Note

JSON XZFFIHOEI AR (" ") EIAT—7I2EHEF, TION—232VICL>TER
DHEENBVET,

%> 7’ )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow","Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]}'

BlOJISON 774/ ) Z2FERALTAO—-IILOEERIS—ZEERTDCEETEXRT, XDHIT
(&, trust-policy.json FBEEDFALIKNVICHDT7AILTT,
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JSON 77 M) ZEAL-BEERV—DER

AlOJISON 774N ZEALTO—ILOFEER)S—ZE&KL., create-role AN
RERTTEET, XOFITEE, trust-policy.json FEEDTFALIKNVICHZE
MRV —ZELT77A4ILTT, ORI —E, create-role IN > RZETTS

CETO—NICTRYFENET, create-role AN ROBHRKH > FILHADICTK

ThTVET, O—J)LICT IV AFAZEMT S, attach-policy-to-role AN > R%&
FEALET, £9. AWSResilienceHubAsssessmentExecutionPolicy¥x— R
R —ZEBMLET, CONZR—J RRDZ—OFBRICOVTIE, Tthe section called

“AWSResilienceHubAsssessmentExecutionPolicy’; ZZBRL T<E& L\,

H#> 7 )Ltrust-policy.json

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :primary_account_id:role/InvokerRoleName"
]
},
"Action": "sts:AssumeRole"
}

%> 7 )lcreate-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document file://trust-policy.json

H27 ) E A
{
"Role": {
IlPathll: II/II’
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDJIMLG6EVQRG",
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"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"
]
},

"Action": "sts:AssumeRole"

#> 7 )Lattach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

BEQCIAMI—Y—T Ut AFFADOEA

REQIAMI—Y—T7 Ot AFT AL TFHMAEZERB ITRITITDHERR. COFEEEALE
9, AWSResilienceHubAsssessmentExecutionPolicy BEARU I —F, IAMI—Y—F &
A—H—ICBEhEN TSN EO—I)LICTRYFTEXRT,

B=ThOYVNDORE

LROBEAUS—EHATHE, IIMI—F—ERUFATY NCEBEATVWEST 7 U — 3
S THiERTT AN T2 TT,

AT 1-)IEnFHEORE

AWS Resilience Hub A" AT 21— )L E N E=HMENEER AV ZRTTEDELDICTDICIE, HLWL
O—JL AwsResilienceHubPeriodicAssessmentRole ZERTHIHBEN HVET,
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® Note

s O—IR—ADT VA FBIROFTHLO—-IIZER) 2FATRHEE. CORATY TR

~ETY,
e O—J)ZA7l&. AwsResilienceHubPeriodicAssessmentRole THA A HUEN H V)
9,

AWS Resilience Hub A AT 21— )LEn A ERX ATV B ETTEDLDICTRICIE

1. AWSResilienceHubAsssessmentExecutionPolicy BERI I —ZO—IICTRYFLE
ElS

2. RORDI—%EBMLET, < T, primary_account_id G777V —>arFEEEh
TWBAWS THIRTHY, FHMEZETLET, e8I, AP 1—-)lchifiioO—
JLICBSE T s =58R! > — (AwsResilienceHubPeriodicAssessmentRole) & BN
FTRIMBENFHYET, <hlZkV)., AWS Resilience Hub Y —EAN AT 2 1 —)L & h il D
A—-)ILZ5EZF2T IV EAFANFEEIhET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
1,
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam: :primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"
]
}
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]
}

ATTZ1=)lenl-o0—-)LICETREERI>—
(AwsResilienceHubPeriodicAssessmentRole)

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com

iy

"Action": "sts:AssumeRole"

}
]
}

VOATAHI> NDRE

BEOTHD> T AWS Resilience Hub 2L TVW3 B &, ROIAMT V2 AFRAR) Z—4H
BETT, PHIOURZ LWL, I—AT—ARIBUTERD TV LAHFAN VEICKED AWS HFED
HYET, VORTHI> NT O EAAIZ AWS Resilience Hub Z58ET 2B, U TOTHI ME
A—J)AFERENET,

« T7SARVIVTHIVN —AWS 77— 3>z ER L TFHHMEZRITITRHTHI > M,

c EAVEV/IVY—=ATAHIUN (BEA ) - VY —ANBMEENTVD AWS THI Y N (BE
CIDES

@ Note

s O—IR—ADT VA (BIRONTEHLO—-ILZER) 2ERATRHE. CORTY TR
AETY,
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« Amazon Elastic Kubernetes Service I 7 72 A T3 DT 7 AERDEREDFEMIC D

W Tk, the section called “Amazon EKSY 5 A X — AWS Resilience Hub A7 72 AD
BuaitE#SBLTLSEEL,

TZARVT AT NDORE

754 F NI MAwsResilienceHubAdminAccountRole TH L WO—I)LZEKL. TD
A—)LZ5|& Z (1% AWS Resilience Hub 77 ERAZBMICTRIMXENF HYVET, cOO—ILIE.

V)Y —REEOAWS 7HOMAOBIOO—=IICT VAT EDICERAENET, UY—A%EHR
HFENBDERN B> TREEBYEEA,

® Note

« O—J)LZA47l&. AwsResilienceHubAdminAccountRole TH A HEN H)ET,
« T7SARVIVTHIRNTERTDIBEN HVET,
BEOIAMI—Y—/O-I)ICE, CoO—-)I%z51&2Z}3 77t Aiam:assumeRoleFF Al

FRBRETT,
- secondary_account_id_1/2/... ZBEEITBD A XVTHI 2 NEBRIFICEEHBRZ
79,

RORIVD =&, THAODROROO-ILOVY—ALT I EATRDHOOITEF1E2-—TIOEA
AFAZO0—)LICRELET AWS,

{
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",

1,
"Action": [
"sts:AssumeRole"

]
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}
]
}

EE#EO—)L (AwsResilienceHubAdminAccountRole) DERERI S —FROEH VY T,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},

{
"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
Iy
"Action": "sts:AssumeRole"

TAVREIIDYI—=AT ATV NORE

cOO-I)ZB|EZZHBICE. EEHAVEFIUTHIURNT
AwsResilienceHubExecutorAccountRole Z#HREKR L., LR THERL -EBEO—-IZEM
ICTBRBENFHYNVET, cOO—NE ICK>TT7TVIT—>3>21)Y—AD AWS Resilience Hub
AF¥F v EFMAEICERAET NS LY, BUBTIVEAFTEHSETT,

=7 L. AWSResilienceHubAsssessmentExecutionPolicy BRI —&ZO—IICTRY F
L. BTEO-IIRIS—ZTRYFITRIUEN HYET,
FITEO-LNOFERIS—RFROESYTT,

{

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"

}I

"Action": "sts:AssumeRole"

AWS O Y x— RR1J S — AWS Resilience Hub

AWS BRI —E, ICK2>TERBITFBEEENZDAZRT7ORIS—TF AWS, AWS
EER)—F, ZLKO—BUBEI—AT—AICKRTEI T IO ELAFAZNFETEILISICEFTFTSATY
0, 1—H%—, JI—7. O=IAOT I EAHFATOE|) Y TZHRKBTEET,

AWS BRI —lk, IXTO AWS BEENFRATES S, BENDI—AT—AICKL THRI
BEOT VAT TERELBAVEEN D EITEFELTLKEEY, I—RAT—ABICHART—
NEZ—TYRARVD—BERLT, NEX—TJ RARUD—ZRKIADCZEEZH#MOLET,

AWS EEBRV S —TERENTVWR TV LAFAREETEREA. NNAWS EERVS —TESR
ENETIOEAHTAWS ZEFHITHE, RUZ—HATRYFEATVWRINTOT U2 /NILID
(A—Y—, =7, O-II)FEHFENET, AWSH—ER K., HLLAWS FigBEshi-&
E, FLREBERFEOY—EATHLUVAPIARL -2 3 A ERAEICE 2 ZEEIC, AWS EERD
S—EEMID UM BREGSBEYNET,

FHCOVWTER, "TI—Y—HAR, 0 TAWS EERIZ—IAMI ZZRLTSEZL,

AWSResilienceHubAsssessmentExecutionPolicy

ID AWSResilienceHubAsssessmentExecutionPolicyll IAM ZF7 XY FTEXRT, DR
—i&k, FHMEOETHIC, FMMERTIDLOOT IV LAFAZMD AWS H—ERICRAELET,

T AR O

MR > —I&, Amazon Simple Storage Service (Amazon S3) /N7TY MICT7Z—/A AWSFIS &
SOPT V7 L—NZ2RITITHLOOEYET VAT TZRMLUET, Amazon S3NT Y hEDE
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Hlkaws-resilience-hub-artifacts-ICTRHENHV)ET, BlO Amazon S3 /N7 Y MCH
T9%5BAk. CreateRecommendationTemplate ZU'HT L EICKITTE X TAPI, FMICD
WTk., "1 ZZBRL T & VW CreateRecommendationTemplate,

CORIYD—=ICE, ATOERFEENTVET,

« Amazon CloudWatch ( CloudWatch)- 7 7°U4s —> 3> #FEZAZX ') > % CloudWatch
T2 Amazon TRELEIXNTOREZHATSI—LZWMBLET, &5IC,
cloudwatch:PutMetricDataZ AL T, ResilienceHubBRIZEEAOFT 7 UT—>3a>n
BEEMMERAIT O CloudWatch X N A& LBALET,

 Amazon Data Lifecycle Manager - AWS 7 7170 > MM BEES (7 5 11 TW S Amazon Data Lifecycle
Manager 'J Y —AMDescribe7 7 AHFAZMEL TRHLET,

« Amazon DevOpsGuru — AWS 71> MCBEN TS 1 TL S Amazon DevOpsGuru 'J YV — A
MDDescribe7 V7t AFFAZz—EBRRL TRMHLET,

« Amazon DocumentDB - 717> b AWS ([CBE 175 1 TL % Amazon DocumentDB 'J YV — A
MDDescribe7 V7t AFFAZz—EBRRLU TIRMHLET,

« Amazon DynamoDB (DynamoDB) — AWS 7 #1702 MMZBEEER 75 1 TW % Amazon DynamoDB
1)V —AMDescribetEfRZ —BRRL TRMHULFT,

- Amazon ElastiCache ( ElastiCache) - AWS 7 HJ > NMZEER TSN TWS ElastiCache )Y —
AMDescribe7 V7 AF T RELET,

 Amazon Elastic Compute Cloud (Amazon EC2) - 7> b AWS ([CBE(S TS 1 TL S Amazon
EC21)Y —AMDescribe 7Vt AFA 2 —BRRL TRMHLET,

« Amazon Elastic Container Registry (Amazon ECR) -AWS 7 A NZBEER TS hTWS
Amazon ECRYJ Y —A®MDescribe 7 VL AH A ZRHEL £ T,

« Amazon Elastic Container Service (Amazon ECS) -AWS 7H > MNCEEMN TS TV
Amazon ECS1) Y —A®MDescribe 7 7V AHF A ZRHEL £,

« Amazon Elastic File System (Amazon EFS) - AWS 7 AV MCBE TS 1 TL % Amazon EFS
)Y —ADDescribe7 7 AFFAZRMHL E£T,

« Amazon Elastic Kubernetes Service (Amazon EKS) - 7> N AWS ICEERITSshTWVWS
Amazon EKS!JY —AMDescribe7 V7t AFFAZ—EBERTLTRHLET,

« Amazon EC2 Auto Scaling — AWS 7 H 7> MNMZEEE (75 TWS Amazon EC2 Auto Scaling )
V—AMDescribe7 7t AFFAZz—EBRRL TRHBHELET,

« Amazon EC2 Systems Manager (SSM) -AWS 7 h > MCBEEMNF TS TVWSSSMU Y —2R
MDDescribe7 7 AFHZRMHL ET,
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« Amazon Fault Injection Service (AWS FIS) —AWS 7 h > NCBEEFFShTWVWS AWSFIS £
BREERRTTL—PMDDescribe7 VAFAZ—EBERTLTRMLET,

« Amazon FSx for Windows File Server (Amazon FSx) - 7 A7~ b AWS IZBE[N TS hTWD
Amazon FSx!JY —AMDescribe 7 VL AFAZ—EXRTL TRHELET,

« Amazon RDS -AWS 7 A2 MCEER TS N TWS Amazon RDSY Y —AMDescribe7 U+
A z—ERTLU TREHALET,

« Amazon Route 53 (Route 53) — AWS 7 A7 NZBEER TSN TWS Route 53 Y —AD
Describe #RZ —EBEXRRL TRMHLE T,

« Amazon Route 53 Resolver - AWS 7 hJ > NZBEEST 5 1 TL % Amazon Route 53 Resolver
)Y —AMDescribe 7V AF T Z —ERRL TRELFT,

« Amazon Simple Notification Service (Amazon SNS) - 7 A > N AWS I[CEER TS hTWD
Amazon SNS!IJY —AMDescribe7 VA Z—8BRRL TRHLET,

« Amazon Simple Queue Service (Amazon SQS) - 7> N AWS IZEER T 5 hTWS Amazon
SQSYUY—AMDescribe7 7 AF T Z—EBEXRTL TRHULEFT,

« Amazon Simple Storage Service (Amazon S3) - 7 A~ b AWS (ZBEf I 5 TS Amazon
S3 1Y —AMDescribe7 7t AFHZ—EXRTL TRMHLEFT,

@ Note
TMEOERITHIC, BERI—DSEFHIDIVLENHDITIVELAFANfr TRELTVSE
4. AWS Resilience Hub & s3:GetBucketLogging permission Z £ L Tl & E&IC %
TUERT, L. AWSResilience Hub I, FRELTWAT7 VAT TEZ—EBRTITS
BEXYE—DZRRL, ThZEMT2ETFHEZRALET., BESh LB TFHER
ICFRRLTVWABTOEAFTZEMLEWVWE, FHEREXBRLET,

« AWS Backup - AWS 7> MMZEEN S TWS Amazon EC2 Auto Scaling )V —A
MDDescribe7 V7t AFFAIZ2—EBERRLTHEBLET,

« AWS CloudFormation - 7 A7~ NZBES I 5 1 TW 3 AWS CloudFormation AZY 2 ED 1)
V—AMDescribe 7V AFFAIZ—ERRL TEHELET AWS,

« AWS DataSync - AWS 7 HJ > NZEER TSN TWS AWS DataSync 'J Y —AMDescribe”
VtEAFAZz—ERRLUTRERBALET,

« AWS Directory Service - AWS 7 h > NMZEEEN TS TWS AWS Directory Service )V — XA
MDDescribe7 7 AFHZ—EBEXRRLTRMHELET,

- AWS Elastic Disaster Recovery (Elastic Disaster Recovery) - AWS 7Hh D> MCBEEMS TS ATV
% Elastic Disaster Recovery |JY —AMDescribe7 7 AFTEZRHLF T,
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AWS Lambda (Lambda) - 7HA D> b AWS I[ZBEER TS5 TWS Lambda J Y —2A
MDDescribe7 V7 AFFAZ—EBRRL TRMHULFT,

AWS Resource Groups ( VY —ATIN—7)—THo> b AWS IZBEE[ TS5 hTWS Resource
Groups Y —AMDescribe 7 7V AHFAZ —EXRRLTRHELET,

AWS Service Catalog (Service Catalog) — 7 HhJ > b AWS IZBEEER TS5 hTWS Service
Catalog 'V Y —AMDescribe7 7 AF A2 —EXR L TRHELET,

AWS Step Functions - AWS 7 A7~ NZBEES TS5 TWS AWS Step Functions 1)V —A
MDDescribe7 7V AFFAZ—EBRRL TRMHLFT,

Elastic Load Balancing — AWS 7 h7 > MMZEEE 75 1 TWS Elastic Load Balancing J Y —A&
MDDescribe7 7t AFFAZz—EBRRLU TRMHLET,

ssm:GetParametersByPath—- CcOTF7 IV AFAK, 77U r—>a > BICRES M
CloudWatch 75 —A, TAK, £E SOPs ZEEBITHHICEAETNET,

AHADRTRICF—LDLS AWS DY —ERALLT IV EATRLEHICABEBRT IV LAFAZRNETS
A—%—, A—Y—JIL—7, O—LOTI7EA#ATZ AWS 7HI Y MIEMTZICE, RDIAM
RO —HFRBETT,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSResilienceHubFullResourceStatement",

"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
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"datasync:ListTasks",

"devops-guru:ListMonitoredResources",
"dlm:
"dlm:

GetLifecyclePolicies",
GetLifecyclePolicy",

"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",

"docdb-elastic

"docdb-elastic:ListTagsForResource",

"drs:
"drs:
"drs:

DescribeJobs",
DescribeSourceServers",
GetReplicationConfiguration",

"ds:DescribeDirectories",

"dynamodb:

"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

"ec2

"ecr:

"ecs:

"ecs:

"ecs:

"eks:

"eks:

ec2:
"ec2:
ec2:

ecs:

ecs:

ecs:

ecs:

eks:

"eks:
eks:

DescribeAvailabilityZones",
DescribeFastSnapshotRestores",
DescribeFleets",
DescribeHosts",
DescribeInstances",
DescribeNatGateways",
DescribePlacementGroups",
DescribeRegions",
DescribeSnapshots",

:DescribeSubnets"”,
ec2:
"ec2:
ec2:

DescribeTags",
DescribeVolumes",
DescribeVpcEndpoints",
DescribeRegistry",
DescribeCapacityProviders",
DescribeClusters",
DescribeContainerInstances",
DescribeServices",
DescribeTaskDefinition",
ListContainerInstances",
ListServices",
DescribeCluster",
DescribeFargateProfile",
DescribeNodegroup",
ListFargateProfiles",
ListNodegroups",

:ListClusterSnapshots",

DescribeContinuousBackups",
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"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"fis:GetExperimentTemplate",
"fis:ListExperimentTemplates",
"fis:ListExperiments",

"fsx:DescribeFileSystems",
"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",
"rds:DescribeDBClusterSnapshots",
"rds:DescribeDBClusters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeDBInstances",

"rds:DescribeDBProxies",
"rds:DescribeDBProxyTargets",
"rds:DescribeDBSnapshots",
"rds:DescribeGlobalClusters",
"rds:ListTagsForResource",
"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",
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iy

"route53resolver:ListResolverEndpointIpAddresses",

"s3:ListBucket",
"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",
"sns:GetSubscriptionAttributes",
"sns:GetTopicAttributes"”,
"sns:ListSubscriptionsByTopic",
"sqs:GetQueueAttributes"”,
"sqgs:GetQueueUrl",
"ssm:DescribeAutomationExecutions",
"states:DescribeStateMachine",
"states:ListStateMachineVersions",
"states:ListStateMachineAliases",
"tag:GetResources"

]I

"Resource": "*"

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

"Sid": "AWSResilienceHubS3ArtifactStatement",
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:PutObject",
"s3:GetObject"
1,

"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
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{

"Sid": "AWSResilienceHubS3AccessStatement",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"

]I

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"
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}

AWS Resilience HUbAWS BER) S —OEH

COY—EANCNhSOEENEIZRIE L = AWS Resilience Hub LLFE®D @ AWS ¥EZ—< RRU
S—DEFHICHIZHMERTLET, COR—ZDOLEREICEITHIHEHTS—MNEZITEBICE.
AWS Resilience Hub RF 1 X NBEXR—JMORSST7 A4 —RICHTRISA4TLET,

TE

AWSResilienceHubAs
ssessmentExecutionPolicy —

rE

AWSResilienceHubAs
ssessmentExecutionPolicy —

ZE

AWSResilienceHubAs
ssessmentExecutionPolicy —

rE

B8

AWS Resilience Hub
[XAWSResilienceHubAs
ssessmentExecution
Policy . FHMBIDELT
AWS Lambda # = Amazon
DocumentDB ., Elastic Load
Balancing . &&T O 1)
V—AEREICT 1A
TEBLDICTDTIOE
ADescribeff A Z2 57
BDEOSICEFENEL L,
Elastic Load Balancing

AWS Resilience Hub
[&AWSResilienceHubAs
ssessmentExecution
Policy . fMEMDRITHIC
Amazon FSx for Windows File
Server DFREZFTHAED - &
MDDescribe7 VAT %z
FEITRESICEFHFENEL
o

AWS Resilience Hub (&
AWSResilienceHubAs
ssessmentExecution

Policy ZE#L. iHE®

B

2024 8 A1 H

2024 3 A 26 B

2023 £10 A 30 H
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ZE B =ER]
RITHICHREZFAIND 12
b MDDescribe7 Ut AFFHA

AWSResilienceHubAs

5L EL = AWS Step
Functions .

AWS Resilience Hub

ssessmentExecutionPolicy — [XAWSResilienceHubAs
£E ssessmentExecution

2023 10 A5 H

Policy . #Mf@i®2E4TRDSH
[ Amazon VYV —RAIZT U
TATESRLRDICTSRT It
ADescribeffA 259 %
LSICEFHENEL I,

Z M AWS Resilience Hub 7R 2023 6 A 26 H
) —&k, fHMiizRTIT5 1
LD AWS H—E ZAAND

TOERAZRBLET,

AWSResilienceHubAs
ssessmentExecutionPolicy —

R

AWS Resilience Hub " AWS 202346 A 15 H
=Y RKRUS—OEED

B EREBLEL .

AWS Resilience Hub XZE M
EFZRABLEL =

AWS Resilience Hub RIJLY FEIAMT7 O AHFTDO ) 77 LA

AWSResilienceHubAsssessmentExecutionPolicy AWS BEBARUI —EXOWVWTFNADORIL
VFEEBDR S — AWS Resilience Hub ZEFAL T, OBREICKERZRILY FICT U 2ZAIAMEFA
ENETEET, AWSEEBRUS—OFMICOVWTIEE, "1 258 L T & Lihe section called
‘AWSResilienceHubAsssessmentExecutionPolicy”,

ICE2>TREETNBIARILYF DR — AWS Resilience Hub :

c I AMA VT SARNZOFATTVT—23RZ—Dv—RIVVFTO T OEAFHFA
 IAMEDRAMEMENRZ—2 7V —RIVWVFTO T OEAFHFA

c IAMTPZ VT =23 REBEERILVYTO T I EAHA

« IAMBRABWERT7 IV ERERETR OO T EAHT

AWS Resilience Hub R)LY FEIAMT V2 ABFADO U7 7LV A 193



AWS L UTI>YANT I—H—H4 K

IAMAYTSARKNSOFYTFTTI)F—2aUIEx—2v—RILYVFO FOEASET

RORUS—@, AV TFARNTIF¥TTUT—2 3V IR—T ¥ —RLYF CRBET V£ RFH
AENHELET.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",
"Action": [

1,

"Resource":

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:DeleteAppInputSource",
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:PublishAppVersion",
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:UntagResource",
"resiliencehub:
"resiliencehub:
"resiliencehub:

"resiliencehub

"resiliencehub

"resiliencehub

min

AddDraftAppVersionResourceMappings",
CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",
DeleteAppAssessment",

DeleteAppVersionAppComponent",
DeleteAppVersionResource",
DeleteRecommendationTemplate",
Describe*",

List*",

PutDraftAppVersionTemplate",
RemoveDraftAppVersionResourceMappings",
ResolveAppVersionResources",
StartAppAssessment",

TagResource",

UpdateAppVersion",
UpdateAppVersionAppComponent",
UpdateAppVersionResource"

IAM ES ZAMEMIZT—2 ¥ —RILVYFTO TOLEAHFA

RORD)D—lE, ESZAMEMENZ =¥ —RIWVFICBEBT IV EAFITZRELET,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow",

"Action": [
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

IAM 77U —2 3V RBERILY T O 7O 2R

RORID—&, PTVT—230BERIVVFTCREBT VAT ZRELET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ApplicationOwner",

"Effect": "Allow",

"Action": [
"resiliencehub:AddDraftAppVersionResourceMappings",
"resiliencehub:BatchUpdateRecommendationStatus",
"resiliencehub:CreateApp",
"resiliencehub:CreateAppVersionAppComponent",
"resiliencehub:CreateAppVersionResource",
"resiliencehub:CreateRecommendationTemplate",
"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteApp",
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IAM Bh B ERT IV EAZRNETR OO0 7O AT

ROR) D —IF,

"resiliencehub:DeleteAppAssessment",
"resiliencehub:DeleteAppInputSource",

"resiliencehub:DeleteAppVersionAppComponent",

"resiliencehub:DeleteAppVersionResource",

"resiliencehub:DeleteRecommendationTemplate",

"resiliencehub:DeleteResiliencyPolicy",
"resiliencehub:Describe*",

"resiliencehub:ImportResourcesToDraftAppVersion",

"resiliencehub:List*",
"resiliencehub:PublishAppVersion",
"resiliencehub:PutDraftAppVersionTemplate",

"resiliencehub:RemoveDraftAppVersionResourceMappings",

"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",

"resiliencehub:UpdateAppVersionAppComponent",

"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{

"Sid": "ReadOnly",

"Effect": "Allow",

"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

S ERAT IV EACBERT IV EAFAZRELET,
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}
]
}

Terraform MREET7 7 A IL D ND A > 7R— N AWS Resilience Hub

AWS Resilience Hub (&, Amazon Simple Storage Service ¥ X—< RF — (-SSE-S3SSE) /= l&
AWS Key Management Service Y x—2 RF¥— (1) L&D B —N—BIOESIL () ZEHAL TESIL
ENhiz Terraform RET 7 AL DA 2 R— b ZHKR— KU EITSSEKMS, Terraform IRET 7 1)L
., BEENFAELCES{L*— (SSEC) ZFAL THES{LtEhTVWSEHBE., ZH#ALTAVR—
NFDZ&FETEEXRHEA AWS Resilience Hub,

Terraform RET7 7 A% A VFKR—NTFTBDIZE, RET 7 AILOFFRIZISU T T OIAMARY > —
AWS Resilience Hub " X ETT,

TS5AR V)T AT NZHD Amazon S3 /N T Y KMH S Terraform AT— K77 4)
BAR—NTD

TZARIITHI MO Amazon S3 /NI Y NZ&H B Terraform JREET 7 4 LA D AWS Resilience
Hub 5t EY 7O AR T2IZIE. XD Amazon S3/NT Y MIAMARY S —ERD S —HNFBET
EIS

e NTYRRKRD——TSARVTHIRNCHBDZE—5Y N Amazon S3NT Y RONT Y KRR
) —, HMICOVWTE, XoflzsBLTSEETL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
b
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{

"Effect": "Allow",
"Principal": {
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"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-

role>"

},

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::<s3-bucket-name>"

}
]

}

c DRVS——COFTVT—2aVICEREATVAROELO-I, £EE7Z4IU AWS
ThHo> RO AWS BEDOIAMO—)LIZBESR (TS5 1 iz ID AWS Resilience Hub 7R S —, EE4HIC
D2VWTR., XOflESBL TS EEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
b
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
(® Note
AWSResilienceHubAsssessmentExecutionPolicyBEBARU> —ZFEHALTVSH
4. ListBucket#EREFHEHV EE A,
(® Note

Terraform REET 7 A )L ZFEAL THES{ILE N TV BB EIFKMS, XOkms:Decrypt”
VEAFAZEMTEIHENF HYET,

{
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"Effect": "Allow",
"Action": [

"kms:Decrypt",
15

"Resource": "<arn_of_kms_key>"

T HRIFTHI MNMZCHD Amazon S3 /NT Y RH S Terraform ATF—RK774)
BAVIR—KNTD

s NTYRKRIS——120CAVEITAINIHBDR—T Y N Amazon S3/NTY RD/N
TYRRID—, FHIZOVTE, ROBIZSEBLTSEEZWL,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
1,
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
1,
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
1,
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}

s IDARUS—-T7S5AIVTHI> N AWS Resilience Hub TEITENhTLVWD AWS 7HU > hO—
JLICBER TS hiE AWSIDARU S —, FHMIZDOVWTIEE, ROBIZSBEL TS EEL,
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
I
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
I
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
I
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
(® Note
AWSResilienceHubAsssessmentExecutionPolicyBEBRUI —ZFERAL TV
&. ListBucket#ERIIHEH 'V EE A,
(@ Note

Terraform REET7 7 A LA ZFEAL TESILE N TVBIFEIFEKMS, XDkms:Decrypt”
VEAFAZEMTEIHENF HYET,

"Effect": "Allow",
"Action": [
"kms:Decrypt",
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]I

"Resource": "<arn_of_kms_key>"

Amazon Elastic Kubernetes Service 7 5 A& — AWS Resilience Hub \N®
T O ADEBERL

AWS Resilience Hub &, Amazon 95 AX—DA 7 ZANZ U F ¥ &7 #H L T Amazon Elastic
Kubernetes Service (Amazon EKS) EKST ZAX—DTHEEMZFTFML £9, &, Kubernetes O—
IR—AOTI7+EAD> hO—)L (RBAC) 5% AWS Resilience Hub Z A L T. Amazon EKS
DZAR—O—ZWELTF7TOAET B0 Kubernetes (K8) 7—OO— REFMHL F£F., AWS
Resilience Hub A" — 20— RO ZHFEFMD = IZ Amazon EKSUTAZ—IZO TV ZRTTS
IClE, ATERTITRIHENHYET,

« Amazon EKSY ZAZ—&RUTHV > N TBF® AWS Identity and Access Management ( IAM)
A—-)IZERELEFEALET,

« Amazon EKSY S AZ—ADIAMI—%—O—-I)ILOT7OEAEZEMIZL. Amazon EKSY S A
B—HNO K8s VY —RAIZEMOZEAMYBERAT VAT ZFELEFT. Amazon EKST T A
A—ADQIAMI—HY—EO—IIOT 7 EAZBNCTZHEOFHMIIOVTE., "I9FTAZ—0D
IAMI1—H—&EO—=)LOT 7 AZEM-TS - Amazon EKS; 2B L T EEV,

IAMI>T 4T 4% AL 2 Amazon EKSYZAX—ADOT 7t Ak, Amazon AWS IAM 12 ~
O—)L7L—>TE{T& 15 Authenticator for Kubernetes IC&k > TEMICHR Y EF., EKSA—1E
TAT—2—k, TOREEHRZ aws-auth ConfigMap A SHEBLET,

(® Note
« X TMDaws-auth ConfigMapBEDNFHMICOVTE. "1 0 "7IIEEFRXL 2R
LT EE W GitHub,
c ERTEHIDOFMIOVTE., IABM T I—H—HA R, © "ID(A—Y—., TIL—7",
O—J)L) 1 ZRLTLKEEV, IAM
 Kubernetes O—ILR—AN T I+ AT> NO—)L (RBAC) FREDFHMICOWT
&, RBAC "IN FEAL 2R LTLEEV,
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AWS Resilience Hub l&. 7A7J> h® IAMO—)LZfEAL T Amazon EKSUV ZAZ—HOUY—A
Z#OT'JLET, AWS Resilience Hub #* Amazon EKSO S AR —KDO VY —RAICTIVEATBIC
&, AMEAITBIAMO—ILZ. Amazon EKSTVZAZ—AD) Y —AICK T+ 0 BEFHEHAEERT
It AHFT %D Kubernetes 7' )L—7°ICX Y B4 AWS Resilience Hub $2AENH V) £9,

AWS Resilience Hub &, XOWIThADIAMO—ILA7> 3> %#FERAL T, Amazon EKSY S A
B—=Y)—=AANDOT VA %ZHFALET,

T7VT5—2a 0 DY—=ZAANOT 7 AICO—IR—ADT I EAZERATEIELSICEKEES
TWBHE., 775 —>3 > OEREIC (2 AWS Resilience Hub AR HLO—I)LE i
FEHEUTHDNO-)IE., §HMERIZ Amazon EKSOSAZ—ADT IV EAICFERAEILE
9,

ROB2RE, 770T5r—232>FO0-IR—AOT7VT—232ELTRECNATVRHEIC
7" Amazon EKSY 5 A& — AWS Resilience Hub IC7 VAT 2 HFEERLTVWET,
Primary account Secondary account

AWS Resilience Hub
& AssumeRole using Service Principal

Customer RoA
Describe-Instance .
L3 N
’ K_A
Describe-Instance oS @ Describe-Instance > Em3| e
'3 o IE i
e
@

eca AWSResilienceHubServiceRole EKS API

‘ ——bw EKS

AWS Resilience Hub
C'Ij AssumeRole using Service Principal @ Describe-Instance
Scheduler EKS API

AWSResilienceHub
ServiceRole

AssumeRole

s F7VT—=23a> VY —ANOT IV LAICREDIAMI—Y—%2FERT
BESICEREETNTVWSEHEWE. AmazonEKST S AZ—ERLUTHT Y
NAwsResilienceHubAssessmentEKSAccessRoleT £ WS ZROHFH L WIAMO—I)LZERT
DRENHYET, TOH, ZOIAMO—)LIE Amazon EKST AR —ADT I tAICFERAEE
CP

ROBERE., Z7V5—>a3a A BEQOIAMI—Y—TF7 O A A2FEATAILSICHRES
NTVWBBEIL, T7S2AXRVUTAHDNZF7OA4 &N Amazon EKST S AZ—IZ A AWS
Resilience Hub 79t AT % FEZZ "L TVET,
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Primary account

2 D 2 > (@
Lagin Current |AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

ROBERE., F7UT5—2 3> ABEDOIAMI—YY—TF O AHFAA2FERTILSICEES
hTWVWBFEIZ, EAAUTAHDY NMIF7OA4 &N Amazon EKSO T AZ—IZ A AWS
Resilience Hub 7 VAT 5 HFZEZ "L TVWET,

Bl Primary account Secondary account

A——na—8 a —A— a—8——no @

Lagin Current 1AM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub
AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

Amazon EKSO S AZ—K®O!')Y —A AWS Resilience Hub NOF7 7t ADEFTA

AWS Resilience Hub T, #ER T IV AFAZHREL TVWSHPPRY ., Amazon EKSU T AX—ICH
DVIV—AITIOEATEET,

Amazon EKSY S AZ—HNO )Y —AZHEE K5l AWS Resilience Hub §2 = ICHKRERT D
TAHFA%E CAETBICE

1. AmMazon EKSOZAZ—IZT VAT DELSIC IAMO—I)LZRELE T,

A—IIAR—ADT VA ZEALTT7VT—23 2B ELEEERE. COATYTZER
FYTLUTCARATY T 2 1Lk, F7VT—2a3a > 0ERICERAL EO—IILZ2EHATEET, H
O—JL AWS Resilience Hub 2RI 2 EDFMIC OV TR, IAM T, 23R T ZE Wihe
section called “AWS Resilience Hub & DiE#E % IAM”,

REDIAM1—Y—TF7 O AFTZ2FERALTTI7VTr—23 > &5

ELEHEE., Amazon EKSYVZAZ—nO—=)ILERLT7AHI N
(ZAwsResilienceHubAssessmentEKSAccessRolelAMO— /)L ZER T D HEN H V) ET,
TN#E., COIAMO—)LIE Amazon EKSU T AR —ICT VAT HEEICERAETIET,

T7)r—23>o4 2 R—NefHEFIC, IAMO—JL AWS Resilience Hub ZfEFA L T
Amazon EKSOZARXR—HD Y —AICTFTI9E2ALET, cOO—)LIE Amazon EKSTY S A
R—ERBUTHINTHERTEIHEN S, Amazon EKSTY T AZ—DFHAICHERT A
%&£ Kubernetes ' )L—7" AWS Resilience Hub TYY E>JEhET,
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Amazon EKST 5 A X —7A" AWS Resilience Hub B H UL ITO T HIO > RERUT IV NI
3BEEF. XOIAMEERVS—ZFEALTO—-IILEZERTIHEN HYET. CDIAMEFER
1) —Tl&, caller_IAM_rolelBEDT NI NTAPIsO ZFHRVOHEITLEHICERAEAET
AWS Resilience Hub,

(® Note
caller_IAM_role l&. AWS 1—H—F7HU > MNCEEMTFSAhTVWAO—-ITT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
}
]
}

Amazon EKST ZAX—A"VOATHJ> ~ (AWS Resilience Hub MU' L st ®
THIRNEREBDTHIN ILHZHEK., ROIAMERER) S —=2EHAL
TAwsResilienceHubAssessmentEKSAccessRolelAMO— )L ZER T I HEN HV)ET,

(® Note

BIIEEMHE LT, AWS Resilience Hub I—HY—0OF7 hO U NEWRGREBDTHI NI
F7OA4ENTWVWSD AMazonEKSYV S AR —IC T VAT DICE, XIWFTHIRNT
DEABRETIHLENHVYET, HHICODVTE., UTESBLTLSEZL,

{
"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
},
"Action": "sts:AssumeRole"

]
}

}

2. AWS Resilience Hub 77’14 —> 3> ® ClusterRole&B KV ClusterRoleBinding (F 7=
(& RoleBinding) O—J)L&ZER L £ T,

ClusterRole & Z/EMR T B &ClusterRoleBinding, Amazon EKSUZAZX—ANDEENH
HZEEO—HTHB )Y —REDHTE RV AWS Resilience Hub 9% 7= 8 ([C A E R FthELY)
BATVEAFAN CREEhFET,

AWS Resilience Hub TlE, XOWIThAZZTT T2 LT, BEMETMELERTHE-HNDHE
BZEAANDT IO A%Z&IRTEEXT,

a. IXNTHOBAZEZENOGEKAEY) 79 A% AWS Resilience Hub 77U —>a 5L
£9,

A" Amazon EKST7ZAZ—ANOITXNTOHOZHZEBN ) Y —ADTHEEM %= 514\
9% AWS Resilience Hub IZl&, JX® ClusterRole& ZERTIHLEN HV)E
JClusterRoleBinding,

resilience-hub-eks-access-cluster-role (ClusterRole) — Amazon EKS%
Z AR —&FHE § 5 AWS Resilience Hub 7= I "R BETET IV LAFAZERZLF
9o

resilience-hub-eks-access-cluster-role-binding (ClusterRoleBinding)
— Amazon EKSY 5 A& —resilience-hub-eks-access-groupT &E WS BRI DT
W—T%ZE&RL, TOIA—H—IC, TREEMUETMERTIBLOICHXERT VAR
A& {+5 L £9 AWS Resilience Hub,

TR TORBUZERBOTFTARY) 71 A%Z AWS Resilience Hub 77U —>a > Ic{59%
Fo7L—MNEXROESBY T,

cat << EOF | kubectl apply -f -
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
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- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF
b. #BENRBIZM AWS Resilience Hub 25 & BB =D T7 VA AFaAE2FELET,

ZEALT, BEORUZE-MEY NADOUY—AANDOT Ut A AWS Resilience Hub % %R
T& EFRoleBinding, ChERBEITBIZIE. XOO—INEERTIHEN B ET,

« ClusterRole - # Amazon EKSOZAZ—HNDEFENDBZBUZEBO Y —RICTIE A
L. TOEEMmMM %M 32 AWS Resilience Hub (Z1&. RMDClusterRoled— /)L % E
RTBDBENHYET,

 resilience-hub-eks-access-cluster-role
T2 -OICHERERZEELET,

BEDRBZEHAD) Y —RA%
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« resilience-hub-eks-access-global-cluster-role - Amazon EKS clusters I
NHENDBAZBEICHERFSNATVWEVWISAEZ—AT—7T0VY—RAZ2HliT5 1=
HICMHEBRTIEAHFAZEELEFT, AWS Resilience Hub (&, Amazon EKST 2 A
B—OIVZARX—AA—TOVYV—A(/—RBEYIZTIVRALTTF 7V r—>3>
NDMHEEHZFTM I LOOT IV LAFAZHEELET,

ClusterRoled— L& ERTDEHDOTFTL—KNEXOESY TT,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
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verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
EOF
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« RoleBindingrole—- CcOO—/LIF. BEOBBZEBAO Y —AICTIEATEH
(CHEBBZT U1 AFFTA AWS Resilience Hub Z ICIELE T, 2FY ., FEEORHE
ZEAOVY—RIZTIELATEDKSICTBICIE AWS Resilience Hub . FHHIZEH
[CRoleBindingA— I Z#EKTIHLENf HVET,

® Note

ClusterAutoscalerZBEB AT -V JIZFERATSHEEEF. kube-systemll
JENTRoleBindingZ KT B HEN BV ET, ik, kube-systemBZHIZE
BH—ETHSClusterAutoscaler 25l T2 HICHKETT,

—hiZ&kV), Amazon EKSY T AR —DFHii# IZkube-systemB HIZEA D 1)
Y — A% 5l 95 AWS Resilience Hub =S IC A BB T IV AFNE2FELE
¥,

RoleBindingOd—I)L&ZER TR LODTTL—RNEROEBY T,

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:

kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBindingrole—- COO—J)LIF, V7 AX—AROA—7TOVY—-RICTI+EA
THLEHICHERT VAT AWS Resilience Hub Z ICIFELE T,
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ClusterRoleBindingd—IILZERK TR HDOTTL—KERXOEBVY T,

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: resilience-hub-eks-access-global-cluster-role-binding
subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. ZE#raws-auth ConfigMaplL T. %Z& Amazon EKSUZAXR—ADT IV EAICERAE IS
IAMO—JLresilience-hub-eks-access-grouplcXYEJLET,

CDATYTTER., ATFY71TEALEIAMO—-ILE, AT Y7 2 TERL = Kubernetes &'
IL—T7REDOIVETEZERLET, cOIYE>YIE., Amazon EKSUSAX—AD) Y —X
TP OtEARTRDEOOT O EAFAZIAMO—-)LIZSFELET,

(® Note

« ROLE-NAME l&, Amazon EKSYV ZARX—ADQOT IV EAILEAEnBIAMO—)LZEL
x£9,

s F7VT—=23a A= IR—ADTILAZFERATDILDICREETNTVWSE
&, O=)k, Z77V5r—> 3> 0K AWS Resilience Hub B IZEE 2 U H
LO—WLNFEEFEEAZVTHDNO=—ILOVTIHATHIHENF HV)ET,

« F7VT—=23a>sop)Y—AZAANOT IV EAICBEDIAMI—H —
BFERATAHIELDIIEREECNTVSHEIE. THRIHVENHYF
FAwsResilienceHubAssessmentEKSAccessRole,
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¢ ACCOUNT-ID i Amazon EKSOZAX—DO AWS FHO KN ID THDIUENHYE
9,

ROVWTNHADFET aws-auth ConfigMap ZHERTEET,
« eksctl OfEMA

RDOIAX Y REZEITL T aws-auth ConfigMap ZEH L £ 9,

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

- FHT ZMETSICE. ConfigMapD 7 X —F—X M mapRolestzV < 32 ICIAM
O— )L O #flaws-authConfigMapZ ML ET, XROIN RZFEAL T, aws-auth
ConfigMap Z#REL £,

kubectl edit -n kube-system configmap/aws-auth

mapRoles £ IVRRDODNTA—XTEEENET,
« rolearn-EMTSIAMO—IL® Amazon ')V —AF— /I (ARN )

« ARN#3X - arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>,
« username - IAMO—JLIZXY Y E>J & 1% Kubernetes AD 11— —H

(AwsResilienceHubAssessmentEKSAccessRole ) o
« groups— JIN—7BGEATY 7 2 (resilience-hub-eks-access-group) TERL =
IIN—TRBE—HTIUENFHYVET,

@ Note
mapRolest o2 3V HFFELBEVEER., COEIZIVEFHTEMTZDIHSLEN
HYET,
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ROTTL—RZERAL T, ConfigMap7 & —F—2R M mapRolest o> 3 IZIAM
O—JLOFMZEMLET,

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

AWS Resilience Hub Z & %1(Z L T Amazon Simple Notification Service k
EY IICRKITTS

cOtU>3a>Tlk, AWS Resilience Hub "7 7"V —< 3> (ICB 9 %E%%Z Amazon Simple
Notification Service (Amazon SNS) REY VICRITTEDKSICTRDHEICODVTHBALE

o Amazon SNSREY JICBHIZ Y2 193IC1F. UTHAHDEZmRBELET,

« 7975 477 AWS Resilience Hub 77U r—> 3>,

- NBH%IEE AWS Resilience Hub §2 % EN & S BE1FE D Amazon SNSKE'Y 2, Amazon SNS
REY ODOEROEFMICDOVWTIE, "TAmazon REY U DERSNS) Z23RBL TS EEL,

AWS Resilience Hub A" Amazon SNShE'Y JICBHZRITTED LD ICTBIZIE. Amazon SNS b~
EYODTIOERARI)S —ZEXOLDICEFHITINENHVYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {

"Service": "resiliencehub.amazonaws.com"
}
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
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® Note

AWS Resilience Hub ZFERA L TA T ~hA ) =23 ps, F7 2L KNTEMIC
B2TWVWB)—=—23VICHdRNEYIILXY =% RKTTHHSIE. Amazon SNS
REY VRICERENLEDY—ARVS —2ZEFTRIXENHYET, T7UIN
JDOfE%Z resiliencehub.amazonaws.com 'S resiliencehub.<opt-in-
region>.amazonaws.com ICEEL £ T,

Server Side Encrypted (SSE) Amazon SNShEY VZFEAL TVSFBEIE. (I Amazon SNSEES1L
F—A D Decryptd & GenerateDataKey* 77 A AWS Resilience Hub #"#% % C & Z#E:R
PRENHYET,

Decrypt & GenerateDataKey* AN T Ut AZRMT S Z(E AWS Resilience Hub, 7 AR
1) 2 —IZR® AWS Key Management Service 7 7 L AT A ZEHD2HENHVY ET,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowResilienceHubDecrypt",

"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

3,

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

]I

"Resource": "arn:aws:kms:region:account-id:key/key-id"

AWS Resilience Hub L X > F—2 3 2803 FEEBRATEIL-HDOT
2t AFFA O FIR
AWS Resilience Hub Tlt, 77U —23a>lEllLOXF—2a 2 E02BRATEZTH

EAHAEHBTEET., ROAMEERUS—2FALT, P7US—2a>TeicLaXY
F—YAVEEHBIBATINOT U LAHALHBTEET, COAMERRYS—TE.
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caller_IAM_role (AWS 1—H—7 WO NCBEERITSNTVWR) FREOTHD NTHER
Eh., APIs ® ZHTH L £9 AWS Resilience Hub,

{
"Version": "2012-10-17",

"Statement": [

{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}

DAVTZANTZOF¥tE+11)F7T 14 AWS Resilience Hub

NEZ—Y RY—ERATHS AWS Resilience Hub &, ;574 hAR—/Y— "Amazon Web Services: &
F1VFATOCLAOBE, CEBEThTVWS AWSJO—NILEZY ND—OEF1UF1DOFIET
RETIhTVWET,

A AWS N U EZAPIRUDH L ZFEAL T, XY M —72 AWS Resilience Hub BT IC7 AL
£, 774 F > Ni& Transport Layer Security (TLS) 1.2 AEZHR—NTD2MBENH V) ET, 1.3
TLS AR ZH#SOLET, VF4 T Mk, IT7 T XZ)L Diffie-Hellman (PFS) X 5H MR LT 7 T X
Z )L Diffie-Hellman () % £ DL B HFWEM (DHE) 2 DB AA/ —RNEHR—KNITIHEN HY)
FIECDHE, chSDE—RIF, Java7 UARBEE, BEAEDRIHZ ATATHR—KREAhTVE
9,

ESIIC, UVITANE, IMMZTUIONLICEERFSNETIVEAF—IDES—ILY RNTOL
AF—ZFERALTEBRITDMLEN BV ET, £k, AWS Security Token Service (AWS STS) & fiE
ALT., —BEX1UT1FERZERL, VIOIARNCEBREIBLEETEET,
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AWS H—EADMEZEEF I Y U

COETE, P7U5—23a>0MEEHAFHICHFEN REBZVRSIC, YR—FEhTVS AWS
O H—E A AWS Resilience Hub ICH U T ICK 2 TERITENBD S TSI ETLMESHETFT T Vv U OFF M
ICDOVWTHBLET, chsoFIvoTld, BEEIBERB (RTO) tBEEERARR (&2, 77
)r—>3a>q2KR—F2 N (RPO) DTHEEMRIS —TERENTVSEERSLEDE THE
L £9 AppComponent, §HilClE, 77V Tr—23a>, 4 VT75ARNTIFYOEE, AZDELE,
)= OBEERE, SERTXRBERATOHRMNFEENET T, LEL, ChSOFIVIEERTT
2. VY—AANDOT O tEA%ET AWS Resilience Hub 9% =% 2, ([CBHETS 7V AIAM
FAZRETIXENfBVET, COBETHA VY—RIZTFTILAL, LPUVIVAFIVIZRET
TBHICHERT U AIAMEFT AWS Resilience Hub OFFMICOVTIK, "1 EZBLTLKEE
WAWS ¢ ¥ &x—2 RR1J 2 — AWS Resilience Hub,

AWS #—EA

* Amazon Elastic File System

» Amazon Relational Database Service & Amazon Aurora

* Amazon Simple Storage Service

* Amazon DynamoDB

* Amazon Elastic Compute Cloud
« Amazon EBS
« AWS Lambda

* Amazon Elastic Kubernetes Service

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service

+ Elastic Load Balancing

* Amazon API Gateway

* Amazon DocumentDB
s NATS'—hDITA

* Amazon Route 53

* Amazon Route 53 Application Recovery Controller
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* Amazon FSx for Windows File Server

« AWS Step Functions

Amazon Elastic File System

Ot Y3 3Tk, Amazon Elastic File System ICEBNDIXNTHOLZUIVAF IV O LHREE
IEE_E Z]__\l/ig-o

Amazon Elastic File System ®&E#(C DL\ TIE, Amazon Elastic File System RF 1 X~y 2SR
LTLEEL,

TJ7PANSATLRAT

AWS Resilience Hub l&. 77 AN AT LARATHA) =23 FE@F1YV—2ThHhd e z2HEREL
TS, 77ANSATALARAT W, AVT7FARNTIOFYEEEG AZ OFWMAREL EHESOMES
HICHKEBLES, 774N ATALARATOFMCOVWTIK, "Amazon EFS 77 A I AT LD
AAMEMAM, 23RBLTLIEEL,

TPANATLDODINY DT YT

AWS Resilience Hub l&., 7’04 &7 7 4> AT LI AWS Backup STEINEZENTLSH
ESHEBIELET, 512, Cross-ReqionN\Y I T YT AT IaUFEMCHE2TVBAES
NZRIEL., BERV—THREZBSIC)—2avVIRILOFHZREICHAN-LET,

TF—R2LTVr—>3Y

AWS Resilience Hub i&. F7’O4ENZT7T7TAINIATALICY =23V AREZEIORY =23
~® Amazon EFS F—&XL 7V =23 A ERENTVR A ESH 2R L ET. Amazon EFS
F—R2L7VT—=>3a2E, RPRO7Z7UT—2a> RTO, A1V T7FANZOF v, AZ, V=23
VIRILTOHEEHEZERETDDICKRILEET, c5IC, F7UTr—>3a oL EBEIC
T77ANATLAOEEEZEMIZTS AWS Backup =8I, FU—23a> Ao EHE&EDH AWS
Resilience Hub €N TWB A ESH EEFRELET,

Amazon Relational Database Service & Amazon Aurora

CDto 3> Tk, Amazon Relational Database Service & Amazon Aurora ICEEDIXTOL
DVIVAFIVOELOXF—2a20&2—E8XRRLET,
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Amazon Relational Database Service & Amazon Aurora QEE#HIC D W Tk, TAmazon Amazon
Relational Database Service® RF¥F I X~ ZSRBLTLSEETL,

>N AZF7OaA4

AWS Resilience Hub &, F—ZX—ZAN 1 DDA AR AELTTF7OMENTVWABAESH %
BIEL., RESNEBEE, EAFVAAZAE)—=RL7)AERBR—NLTVWEVWZ R
~LET,

NILFAZF70OA

AWS Resilience Hub l&, F—ZXR—AN LAV BZVA AR AEREEU—RLFUATTF7OA4
ENTVRLESHEERLET, T—ER—ANV—=RLFTVATF7O/EhTVWBEHE, &
BlOAZ ICF7O/4E N TVWBH ESH AWS Resilience Hub ZREEL ., AZ FFHILEBEICT T
AINA—=—N—%ZFIJLET,

NYOTFTYS

AWS Resilience Hub l&. F7’O/4ENEF—EIR—AA VARV AIWROINY VT v THEEN ER
ThTVBAESHZRBIELET,
- AWS Backup BEBINNY VT Y 7AF 7> arzERALE 752

« AWS Backup AR —RU I —TRERBERF, JORU—-23Nv o7y 7IE—2&R
LTFIETS

s Y= RN=FTA—ONYITYTIATLOFHAFTYT>3av s

JOA)—=>23> 74N F—=)N—

AWS Resilience Hub &, V=3 > 0N SEETSEHIC, BEEMHERIS —TERENA TV
5 RTOERPOZ—Y R EFIVILET, 512, K&k, V=23 0FMICHIETREHIC, R
OOVAQA)—=23>F—F7TUF v 24 E AWS Resilience Hub TE X7,

« VARV —=232AFvy72avy NodE—=28C V-2 ANV ITYS

« Blo—a>ol)—RL7UA

e Blo)—aicteho AU SIS AR —%3ED Amazon Aurora FO—N )L F—EZR—A

s D=3 ICAY RLAEHA R OFTAR—%%D Amazon Aurora JO—NILTF—E2Z XK —
A
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V=232 A7 ITANF—-N—DFRE(L

AWS Resilience Hub ERTO, 1735 ARTIF ¥ &2k AZ DHFHHICEEMER) S —TESR
Ehic ERPOR—TYREFIVILET, E8IC. &, F7UTr—>3>, 4A2T7FANSY
Fyv. AZOHRWIEAN—TFBIUTO) -3 2AT—FTUF ¥ Z4%E AWS Resilience Hub TE
x9,

s V=3 RuNYIOTYT

c BlOAZD)—RLFTUR

c BIOAZIZVU—RLZ7UDNHB Aurora V5 AZ—

« Amazon Relational Database Service (Amazon RDS) NI FAZ A 2V ARV A

« AmazonRDS YN F AZ VT AZ—

e Blo AZ®D')—RL 7V HRDS%Z#HD Amazon DE—DA 2 ARXV A

Amazon Simple Storage Service

cDtU> 3> Tk, Amazon Simple Storage Service (Amazon S3) ICEEDINXNTOLZUI VA
FIVOEHRERZ-ERTLET,

Amazon S3 DFAIC OWTIE, Amazon SARF 1 XU~y B#SBLTLKEZTL,

N—oaz>y

AWS Resilience Hub l&. Amazon S3/NT Y RTN—=23aZ 0N BMICE>TVWBR A ES H 2R
L%,

ATV 1= )EnNkENvoOTY S

AWS Resilience Hub &, 77°'04 & i/ Amazon Simple Storage Service (Amazon S3) /XY NIC
XL T AWS Backup 7o A EZE N TVWBAESHERERELET., =51, RUS—TU—23
JILRILOBWIZHTEIANLY DHABEAESHE, JOARD =23 NVOTYTHAT AN
BB DTVWBRIHLESHZRRBLET,
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P oint-in-time 'J A/\V)

F—RLTUT— a3y

AWS Resilience Hub 7’04 & /= Amazon S3 /Ny NICEAL U —>a>r L 7Ugy—>3y
(SRR) £VOAU—23a> L7V —>3> (CRR)NEEENTWSESE, Amazon S3

Amazon S3 F—XRL 7UT—> 3 ERTO, F7UTr—23> AV7J3ARNZOF v, AZ, U—
TAVIRITHED—IVO—REHEDT—IVO—RERERPOLET, €512, A7 T UK
N—=2a2OHIBREZ—7Y N Amazon S3NT Y ML 7UT—KehizV\WEd, 7720980
YMEBERBHIBRA SERBENET, 512, BEMUERVS—TERENTVBARTOXR—TY NI
HEJIVWT, AmazonS3 L7V —23> 244 A0 NA—JL (S3RTC) ZBMICTBH ESH AWS
Resilience Hub ZF I Y VL& T, CcOFERITELMEERE, 15 7URNICLTVT—MTNTY NF
T72IORM99.99% ZL7TVT—KLET,

- AWS Backup BEINNY O 7Y 7H7>arzERALE 75

« AWS Backup HAZN—RUI—TREBZFEE, JORD—23aoNv o7y 7IE—%2 A
LTEFETS

s Y—RN=FA—ONYITYTIRATLAOFHRFY S av N

Amazon DynamoDB

cOtEY> 32T, Amazon DynamoDB ICEIENDINTOLZUIVAFIV IO EHREEREZ —
BERXRLETD,

Amazon DynamoDB O FF#C DWW Tk, "Amazon DynamoDB RF 1 X by #SBLTLKEE
(A1

AT 1= )EnkENYoOTFTY S
AWS Resilience Hub l&,. F7O/4&ENE=TF—TIWICNY OT Y THBRICERET N TVRHLESH %

BEALET, €8I0, V=23V ARILOTKENN—TFTIBENHBZBEIC. RUZ—ICI7OAR
=23 NV IOT VT ERETIHLENHBBINESHERBELET,

P oint-in-time 'J A1/\V)

AWS Resilience Hub (&, BEEM%R) S —ORPOXR—5Y N2 T point-in-time 18 (PITR) A
PDEAESHERRBELET, LEEL, JOARV=23a 2NV IOTF7 Y7k TRYR—KFEhTVERE
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APITR, LEN ST, JORAV=23a NV OTFYTATa> 28N LEREORT 1)
E iz AWS Backup sTEIZERATA A, HILVWGTEZERLET.

JO-NL7—=7)

Amazon Elastic Compute Cloud

Ot 3> Tlk, Amazon Elastic Compute Cloud ICEBENDIXNTOLDVIVAFI VI LH
ﬁ'—%glﬁﬁ_i Z]__\Llij-o

Amazon Elastic Compute Cloud ®F#IZ DWW TIE., "Amazon Elastic Compute Cloud ® KF 1 X~/
h1 ZZRLUTLSEZL,

AT—=KTZINAZV AR A

AWS Resilience Hub &, XOWIThAODEENB/EENEHBE. Amazon EC24 AR A% A
FT—R7INAARAELTEBILET,

s COAVABRVAILTRYFENTWAB AL EE 1 DD Amazon Elastic Block Store (Amazon
EBS) /R 1 —A® DeleteOnTermination B false ICRREET N TV B HE,

« Amazon Data Lifecycle Manager & /=& AWS Backup 7°Z > A" Amazon EC24 2 ARV A& Izl&
Pi<<EEH 1 D0 Amazon EBSRY 1 —AILTEY FENTWBES,

« AWS Elastic Disaster Recovery Z A L T Amazon EC24 VARV AARNL—YR) 1—AL%ZL
ZTUTr—RN9TBBE

(@ Note

Amazon EC2A VAR AN EEBOVWTIhOEEEF L TVWEVEES., BThEZAT—H
L A Amazon EC24 2> A&X > A& L T AWS Resilience Hub R\ E ¥,

" Auto Scaling 7 IL—7"

AWS Resilience Hub @ AF— KL A Amazon EC24 VARV ADTIN—T%2FIvIOLET, &
HEniHalk., YILF AZ i&E T Auto Scaling 7 )IL—7" (ASG) 2 #EAL TEAL 24— ANL—
23R EEZHEOLET,
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BEONMEEENDE, ASGREBROTRASEVT A=Y —=2ICEEN 2> TERESENTVSARH
HESHZBELET. AKRY M Amazon EC2A VARV ANHKZFERAL TASGEERZENTVS
BEk, BEEMEZRLEEDEHIC, 7Y R Amazon EC24 VAR ATRERIKRT S
CEZBEBHLET,

ARY N Amazon EC24 VARV AN ERHTE R VIEES,
Amazon EC2 71—

AWS Resilience Hub & Amazon EC2 71 —KZEBFIL., YIFAZBEEELTERSNATVWAHE
S5h., BKTARY N Amazon EC24 VARV ANAKAEFRAL TWVWBR LA ESH ZEIELE T,

Amazon EC2 7 —KRZNIIFAZBMEELTERTDE, AZNFFHL EBESOMESEA @ LEL
£9,

FUTFIVRAZVAR AT AmazonEC2 7 — K~ ZHRTD &, ARY RA VAR ANERT
ERVEEOMEEES M ELERT.

Amazon EBS

COEU>a>TR, Amazon ICEBEDIXRTOLUIVAFIVOELIOXAYF—2ava—8
KRUETEBS,

Amazon DFMAIC ODWTIFEBS, "TAmazonEBSRF 1 XU~y B#SBLTLSEETL,

AT a1—)LEnkENvYOTYv S

AWS Resilience Hub I&. Amazon EBS7RU 21— ALK L TXOVWTFhA T EFEAN ERZET ATV
DHLESHEEELET,

« Amazon EC24 VARV AIZT &Y FENLHED Amazon EBSRKRY 1 —LDONY ITFT Y 7L —
o

« Amazon AMIEC24 > A& > AIZ Amazon EBS-backed Z#ERT2/NY O T Y 7 IL—I)L,

« Y—RN=—FTA—ONYITYTIATLADFHRAFTY TSIV K,

TSI, RUS—T)—=2a3 U LRIILNOFWICHISTEIHRENF HDHE,. BNV IT7YTIL—=ILT
DOARAU—=23a> NV IOTFY7AT2arFEMCE D TULS AWS Resilience Hub A €S H # R
LE9,

Amazon EC2 7 1) — b 222
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F—=2ONYOTYTEeELT V=23

AWS Resilience Hub &, XOWIThA ODEENBEE N EHBEIC. Amazon EBSRY 1 —AH R
FT—R7IARVI—-—LERBENDEEZRAILET,
« Z® Amazon EBS7R!1) 1 — /L@ DeleteOnTermination BEA false ICEREE N TWVWBHEE,

« Amazon Data Lifecycle Manager & 7= l& AWS Backup 7°Z > Z ® Amazon EBS7R!) 1 —AF -
E7Z2YFENTWSD Amazon EC24 VARV AICBEEF TS TWBIEE,

« AWS Elastic Disaster Recovery Z A L T Amazon EC24 VARV AARNL =R 1—AL%L
TUT—RNTB5E

AWS Lambda

COEOV>a>TE., CEEOIXNTOLDUIVAFIVOELIOXTF—2arE—&8RRL
£ 9 AWS Lambda.,

DFMMIZ DOV T AWS Lambda, " AWS Lambda RF I X Ky ZSBLTLSEEL,

HAZN— Amazon VPC 7Ot A

AWS Resilience Hub I&. BZ& ([C#E&iE n iz AWS Lambda B# % BIL £TVPC, 7% Amazon
AZsDH 7 ZY N AWS Lambda IZ##:9 3 EVPC, AZ A'HlfL mi8E ICBEBOBREMENF BSOS NE
9,

7y RL&R—F1—

AWS Resilience Hub &, KBULEVI9IARNZREFETS=HIC, AWS Lambda BEICTY RL
X—F1— (DLQATERYFEhTWLWBH ESHNEHEELET, AWS Lambda BEEDLQIZ &7
RYFITDE, BWUIIARNDT—RBEREHE, KBMULEVIVIANZEORBETRELELS &
TEET,

Amazon Elastic Kubernetes Service

cDtEU> 3> Tk, Amazon Elastic Kubernetes Service (Amazon ) ICEEDIXNTOL UL
AFIVOELHERSEEZ -BERTLUETEKS,

Amazon DFMAIC DWTIFEKS, TAmazon EKSRF 1 XU~ #ZBLTLSEETL,

F=RONYOTYTELTUT—3aY 223


https://docs.aws.amazon.com/lambda/
https://docs.aws.amazon.com/eks/

AWS L UTI>YANT I—H—H4 K

RIUVF Az 7704

AWS Resilience Hub I&, RY RFZ7OANERD OBHROD—H— /) —RTETEATVEHES
A AL ETAZs,

)= a> CTRENRELLESESICEEMER) S —TCAHNL Y DHABREZRFESE. BI)—>3>
(ZEIND Amazon EKSYS AR —HAMETT, COEIMD Amazon EKSTSAR—IE. E¥HO OE
BMOD—H—/—REBICPEENZRY RFFTOSICOVWTERIIE hETAZS,

77°04 & ReplicaSet

AWS Resilience Hub &, 77’04 X hOADH V) IZ ReplicaSets £zl RY RAT T O NEFEA
LTWVWBAESHEREIELET, ReplicaSets £l ARY RATS I VRN EFTOAMNICBERRS
E.RYROEFAVIRNIITOHFLON— a2 ICBRLE N, TOMOERSBENFr€ENT
WET,

TF7OA4ADX TR

AWS Resilience Hub &, 7O ICKDRARNT ST 41 AN ERAE N TVWBRIAESH ZHERLE
9,

« Pod Disruption Budget (PDB) @£/ - PDBZEA T2 &, VWO TEHMiE B AIGEMHDH DT —
JO0—RADRY RBICHBRZRETZ LT, TARERLEEDZENTEET,

c LITIZ—TU RB/—RT)—7% Amazon EKSNZR—Y RE /) —RIIIL—TICBEBRZ S -
CHOBEBRICKY, XOTFVAROT—N—/—RAX—OEFHHFEEICBEYNET,

s F7OACEDENI IV ITARNCPUEXEV DI ARNDYR—KN —ChsOUIITAN
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