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& & AWS SDK for Rust

Rust &, &M, BEE, ARRTEVS I DOBRCERZIATEAR-JILIZ—DBEWVWI A
TLATOTZIVIERETT,

AWS SDK for Rust ( SDK) l&. Amazon Web Services 1 > 75 AR TSIV F v H—ERX &%V EY)
APIsT % =% ® Rust ZRMH L F9, ZH TS E&SDK, Amazon S3, Amazon, DynamoDB EC2
BEQLIZT7Vr—23 > aBETEXT,

KeY

- SDK MBS ZE

e SDK XD v —N=23 2 OXITFHFIAREHR—K
« BMUY—XA

SDK OB A+

ZHHTHEATRHEEESDK, ") ZHRECEDPSHODICEZHBOLEIOFEAZRKITD
AWS SDK for Ruste

ANDVIOTIARNZTOIEOOH—ERISAT N EERBLRORET D HERE, BREEEY M
TYTIZDOVWTIEAWS OB —E R, T, Z5BLTLKETVWEERET S AWS SDK for Rust,

SDK OfEARICD2W\WTI., TAEFEHTS AWS SDK for Rusty 5B L T &L\,

Rust I—REIDFTELBZVANIOVTE, "1 ZZRLTLKEZVWI—RDOHI,

SDK XD ¥ —=N—=23>2 DA TFAEHR—bK

SDK X+ —N—23 X DREBEBDIREFEBROXDTFVAEHYR-—RNIOVTR, AWS
SDKs " LY —IIT 7LV AHA R OUTZZRL TS EZ L,

* AWSSDKs LY =)L XV TFU AR —
« AWSSDKs 8 LT YV —=ILNN—=J 32 HKR—KIKUY TR

EmMJY—2A

COHARICMAT, ATO SDKRAREDIZODEEBRF T4 VY —-REHVET,

SDK MBS & 1


https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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«s AWSSDKs BV Y —ILUTF7LAHA R: 38E. HeE, TOM—MBNBELBSNEENT
W& 9 AWS SDKs.

« Rust 7O 3V J 88V 794 b

« AWS SDK for Rust API U7 7L >A

« AWS ROV N=Y—=)L70F

« MAWS SDK for Rust Y —A— R GitHub
« AWS O—RHY 7 IAHEOT

By —=2 2


https://docs.aws.amazon.com/sdkref/latest/guide/
https://rust-lang.org/
https://awslabs.github.io/aws-sdk-rust/
https://aws.amazon.com/blogs/developer/
https://github.com/awslabs/aws-sdk-rust
https://docs.aws.amazon.com/code-samples/latest/catalog/
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DERZRE TS AWS SDK for Rust

BAVARN=II., EY N7V, BLCFEHASDKL T, AWS UY—RIC7TOFSLTTIOEATS
Rust 777U —2a> & ERTDHEICODVTHBELED,

N =R

« SDK |Z &k B FZEE AWS

« @ Hello 71—k 7 )L AWS SDK for Rust
- BB

SDK (Z &k B FFFE AWS

THAWS 92354, J— RY TRAT NI D EEZHRUTILEN HYVET AWS OH—ERA,
AWS VY —=ZAANDTOTVZLICLDT VAR, REPHATEZE AWS PO EALLKUTERE
RBFETHRETEXT,

PSRRI EZIBIRL., BICERETSICESDK, "TAWS SDKsB LY —ILU T 7LV AHA R,
TEREEET Ot A, BSBLTLKEEL,

O—AILTHESRT,. ERENSREIAAEN EASNTVWAVHLVWI-—HY—E&., ZREITD L
ZHENSO L ET AWS IAM Identity Centere cDFZEICIEK, REZRBICAWSCLI T2, &
U AWS 77‘&7\7]'\"—’}’)1,(,:%,355’9‘,:"1‘4‘/4‘/3'67‘.:29’)0) DAVARN=IHFEENET, COF
EEBIRUIEEBE, "AWSSDKsBRTY—=I)LUT7L2AHA R1 @ IAM Identity Center F25ED
FIEZZTTLIE#E, RECXOERNIEENTVIHEN HYET,

« PTVT—2322RTIBHNCAWS TOEAR—FILEY> 32 ZRE AWS CLITZ 129 (C
EAT2

- SDKASSRTEDREM/NEY NEED [default] Z7O7 7 AU HBHE AWSconfig
T74Ne COTT7ANDOEFRERRTDICIE. TAWS SDKsB KOV —=ILUT 7LV AKA
R, "HEBET7 740G, #SBLTLSEETL,

HE config 77 M) reqion MEZHRELE T, ChIZkY, AWS =232 HFFAWS 1
QIZI\SDKLEFHTJ'%>7'71)LI\7§‘ SEENET, cOU—Tarvk, FATRI—232T
BEENTWEVWSDKY—EAV I ITANCFEAEIhET,

. SDK(Z»" WCUOIAMNZEETHHEIC, 7O774IILDOSSO—0 2 7ONAZ—BEZFERAL
ELEERZENB L E T AWS, sso_role_name {El&. IAMIdentity Center 7 VAT Y ~

SDK (C & B FEFE AWS 3


https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
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(CEHEAEZ IAMO—LTHY), P7VT—>3 2 TAWS O —ERXAFRAEATVNS ANOT D
TAZFALERT,

ROY > T )configZ7 7 4 )Lk, SSO I\—'7“/7°I:l/\"f'}'l'—§ﬁm FREENEFT7AIILNO7O
T77A4INERLTVWET, 7O7 74D sso_session FRER., BES N sso-session =
923 %SBUET, sso-session I IVICE, AWS FOEAR—ZIEYZa>%2H
BRIBDLEHORENEETFNATVETD,

[default]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

SDK for Rust Tl&. IAMIdentity Center FREEZER TR -HIC, F7UTr—a>ICE@MO/NY 77—
3 (SSOX 5 E'SS00IDC) ZBMT B BB HER A,

AWS 7O EAR—ZNty> a2 zeRKETS

CFOERTRZT7IVT—230%2FTIHHIC AWS OH—E A, A" IAM Identity Center 2%
FAL CRIMEREBRSDKT R OO T IT AT AWS POEAR—ZIILEY I UHFNBRET
T, RELEEYZAORESICRHUT, POV ARREKWICHRYINICEY), SDKTRRIAL LIS —
PRELET, AWSTIVEAR—ZIINICHA2A42FTBICE., TROOAN RZEEFTLET AWS
CLl,

$ aws sso login

HBAX ALKV, F7AIILNOTOT77AILERELTWSEEE, --profile # 7> a2 &
ELTOANY REFHUVHIMSEEH VY EFEA, SSO N—0 20 7ONAMA—RETRANLESOT 7
M EEALTVWSEES, X Rk TFaws sso login --profile named-profile,

TOTATRBEYSIAVUNFITTICHZDNESHEATSIaVTTFANTBICIE. RO AWS CLI X
VRZEEITLULERT,

AWS 7V EAR—ZI\NtEY a2 ZHKRTS 4


https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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$ aws sts get-caller-identity

Y2 a A TIOTATREBE. COON RADL ARV A, HBconfig7 7ML TRREES 1
7= IAM Identity Center 7AD > NET OV AHATEY NEBELET,

(® Note
BICTOTA7BRAWS PORAR—ZINtEYy>arrdHy), #E2TLTVWSESKaws
sso login, WALFEHREZEETIHERFHFEA,
HBAATORAICKY, F—RAWSCLINOT VA ZHATHLDICKROSND 5
EN®HY)ET, AWS CLI Ik SDK for Python LICBEEhTWVWS LS, PUOEAHFITAY
t—2IZ@FbotocoreBAIND/NU I —>3aUAE8FEnTVS T b’IE/J‘ZF)Uia“o

A AAFERE B R

ABOI—Y—&i&, BIBABID EHEN, A, BEE, #ROY/N—, ARL—F—, KT
T7V)r—23a>00021—X—%ZELET, AWSIREBET7UT—>23 > ICTIoEATSIC
&, DARBETT, HBOXN—TH2ABOI—Y—, 2FV, 1—HF—PHAREGFE. 7—7
T3 —ATAFUTAT1ERENRETT,

TORABIC—BHNERIEREFEAL T AWS, — B AERIMEREREEIZIO0-IL25|2F

F32&T, ABOI—Y—0 D 7ONAX—ZFEALTAWS, FHDU MO T7 I FL—23
VTV AERMTERTS, —ANBETIVEAEEZTSICE. AWS IAM Identity Center ( IAM

Identity Center) ZFEAL T, THIRMANOTIVAE, TENSOTHINANOT VAFA%Z
EBTR_EZHEBOLET, TOMHORFBRIZIODVTR., UTZZRBLTEEL,

« RANTZUV9T4AQOFHMIZIOVWTE., TIAMIA—Y—HA R, O " OEFIVTAOXRANT
ZO9T1AIAM) Z2ZRBLTLSEEL,

o SoHR AWS SREIEHRZEERTAICIEF. TIAMI—HY—HA R, O T—BWNASEF1) 57 15
Hi Z2ZRLUTSEZL,

o for Rust THR—RENTVBMORIABEHR7ONA X —ICOVW T, " AWS SDKsHB KUY —
IWDT77LYAHARSDKy O "EZEEENERIEER7ONAT—1 ZSZRL T EEL,

FHBFRALE R 5


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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® Hello F21— M7 )L AWS SDK for Rust

IR 3
ZERATSIC1F AWS SDK for Rust, Rust & Cargo 1 VAR —=ILENTVBRRBENHYET,

« RustV—=)LFI—>2M4 2 AKN—)L: https://www.rust-lang.org/tools/install

« AN R%Z3E1TL T cargo-component Y —J)LZ4 2 AKR—JLLUET, cargo install
cargo-component

HREEhZDY—) :
ROAT>a>rYy—=)Lz ICAAN=JLIDELT, O—RBRERNTTINZ2A—FATIZERITS
CENTEEXT,

« rust-analyzer 3LER¥EBE(Z DLWV T Ik, Visual Studio Code ® "Rusty; ZZBL T EE L,

« Amazon Q Developer IC2WTI&. " T® Amazon Q Developer #LE#EEE /=l 755 4 ~ IDED
AVAN=I1 ZZRLTLEZT,

R DSDKT 7' 2R T B

COF)IETIE, DynamoDB T—7 )L & —EXRRTDHA D SDKforRust 77— 3> #ERL
£9,

1. —XFALNFEROAY=ILDTARIT, PTVT—232Z24ERTH I EI—X EOBR
CBBLET,

2. ROON> R%EETL Thello_worldF/4 LI KNUEERL., ATI K Rust 7O T N
EAHLET,

$ cargo new hello_world --bin

3. hello world F4LOZRMVICEHL., XOOX RZFEAL THERKEFEEREZT )T —
>azvICEMULET,

$ cargo add aws-config aws-sdk-dynamodb tokio --features tokio/full

Hello F1—KU7IL 6


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
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NS DKEFERICIE. EEAH IO ARL—>a > nRECERAETHSD USDKL— MK
E., DynamoDB DO EMEEE HR— KN ZRMHIBZD VL — M EENET T, tokio

(® Note

Tokio tokio/full &S BMeEEEFERA L BZVEE, ERHBHZ XM ALARREHEAEE
Ao SDK for Rust ICIEIERIHEIZ > R A LN RETT,

4. srcTFA4LIBMUmain.rs® ZEHL T, XOI—REEHET,

use aws_config::meta::region::RegionProviderChain;
use aws_config::BehaviorVersion;
use aws_sdk_dynamodb::{Client, Error};

/// Lists your DynamoDB tables in the default Region or us-east-1 if a default
Region isn't set.
#[tokio: :main]
async fn main() -> Result<(), Error> {
let region_provider = RegionProviderChain::default_provider().or_else("us-
east-1");
let config = aws_config::defaults(BehaviorVersion::latest())
.region(region_provider)
.load()
.await;
let client = Client::new(&config);

let resp = client.list_tables().send().await?;
println!("Tables:");
let names = resp.table_names();
for name in names {
println!(" {}", name);
println!();

println!("Found {3} tables", names.len());

0k(())

BHIOSDKT 7 ) # ek T % 7


https://crates.io/crates/tokio
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® Note

COBITRE, BROBRIDR—ZDHERTLET, BROR—ZOBERZVNETDH
EICDWVWTIE, the section called “Pagination (R—2 R &) T, ZZRBL TS EE L,

5. 7O LZERTLET,
$ cargo run

T—7ILEBDOVARFRRENET,

i
il FR SR

ZERATSIC1E AWS SDK for Rust, Rust & Cargo 1 VAR —=ILENTVBIHBENHET,

* RustV—=)IFI—>042AK—)L: https://www.rust-lang.org/tools/install

« AN R%ZRE1TL T cargo-component Y —J)LZ4 > AKR—JLUET, cargo install
cargo-component

HREY—)
ROAT>a>rYy—)ILz ICAAN=JLIDELT, O—RBRERNTTINZ2—FA4TIZERITS
CENTEET,

+ rust-analyzer 3LER¥EREIC DLV T Ik, Visual Studio Code ® "Rusty 2B L TS EE L,

» Amazon Q Developer [ D2WTIk., " T® Amazon Q Developer L5REEBEE i=lx 759 4 ~IDED
A2VARN=)1 ZBBLTLKEEV,

Rust O &1

LTI, Rust 7O Z 3V JER/OEAZVWK 2P RLET, FHHICOVW TR, "Rust 7077 =2
VIS #ZRLTLSEE W,

EHi 8


https://www.rust-lang.org/tools/install
https://github.com/bytecodealliance/cargo-component
https://code.visualstudio.com/docs/languages/rust
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/q-in-IDE-setup.html
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
https://doc.rust-lang.org/book/title-page.html#the-rust-programming-language
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« Cargo.toml FEED Rust 7O IV RBRET 74U THY, 7O T VMBI HKREFERE
XBF—BFEENRTVET, Rust Y— A7 7 ALICE . 1s7 7 A LILRFA S ET. "Hello,
Cargoly ZZRL TS,

« F7O77A4INTHARIY A XCargo.tomlTEET, "UV—ATO77A4I)NEFERLEEI
ROADAZIAA BSBLTILKEESV, 2hsn70O0774)k. 8 AWS config7 7 4
IAOZ7O77ANOFEREFTE2>E<SEBEBFZEAWSTHY, MILTWVWET,

s FATSVOKEBRETOSIIORNEZOT7AIICEMT S — BB FER. Z2FATS
Z&T9cargo add. "cargo-addy ZZBLTLEEL,
* Rust CERRDIS BEXRNBEBBEN BV ET. let F—J—REEHEZESL. KA (5 &
HAEDBRDZENTEET, ORICFZATEZEELZVWEElet, AVNAZRE AT ZERL
F9, "EBEZI1—FEVT 1, ZZRLUTLEZ,

fn main() {
let w = "world";
println!("Hello {3}!", w);
}

- ARNBE x ZROERZETIZLHICT, Rust BB ZHEALEIx: T, F—%238, 25
BLTSEZL,

. struct X {} BHLLWRAST ZEBLETX. XYY R, DARLBEER AT CREEh
ETX RATDRAYY RXlE, F—T—ROTL 74y IAFRVERRTOY I TEEEhE
Fimpl, BETOYIHT., BXYY RAFGHE N BEEOA > AR RselfE3HBL &
Fo F—T—RimpleE XYY KOEIESBL T EE L,

c BEG (T ) FERESEELERERFCHELOLSCRIZEDCRSES. I—REYI0
EESELEHCHLTVET, YUOESBLTLEE L,

« Rust Clk, EEFRAEELALIS —Epanic! YV 0OICK2TERENET, 7O T LN (Cpanic! &
BIdE, RITHFELEL, KXY E—ZHRIL, BRL, A2V 02O U—2TFTYT7LT, #
TLET, NICEBEERABERT T —panic! ) ZSBLTLIEETL,

 Rustld, 7OV ITEBOLSICEERIS AN S OBEDHEETR—KNLTUVEE

Ao Rusttraits A XYY ROF—N—O—REZRHITZHETT, FHERE. BISHWICA 52—

TIARAILTVBREEZDCENTEET, EIEL, BHLEEDA UV EZ—T I/ AICRKEVS S

V., Z2<0BE, RFI7TOEATEELDFETEAThET, "B HEHF0EE, 23R

LT EEL,

« ZREEF, TRENEEBICERTDEBL, BROTF—XBOMEEEYR—NTZI—RT
T, Rust &, FI%E M4, D1V VIEBUTSEHEYR-—KNLTVWET, 2472 A
TLELTOMMAE,, & T—REFELTOM#ME,, Z5RLTSEETV,
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s Rust @XEVICOVWTHEICHRHNTT, AN—RNRAUR TREARAVADESICEIMET ST —
ABETITHN, BMOARTF—REBEEHET,, "AXN—KRAVZ, 2SBLTILKESE
Wo

« XA 7 Cowlk, clone-on-writeXEBICISUTREBICAXATMBEEGLETEDAN—MRAY
RXTF, TEnum std::borrow::Cows ZSBLTLEE,

« BATArclEk, BIWHTSNEAVAZRVARABRBNIRNTDTRIEVIOVTITLYAADTRNA
N—KRRA2RTTF, FStruct std::sync::Arcy BSBLTSEZL,

« SDKforRust l&., EMEHEEBETZIEHICENT—NEZ—2%BEIEALET,

AWS SDK for Rust K58 O &

- SDKforRust 74 72Uk, ThThEBZTATIVIL—NIDEEhET AWS O —E
Ao 5D L — NI https://docs.rs/ TAFTEEXT,

« AWS OH—ER UL —KNlkaws-sdk-[servicename]. aws-sdk-s3X¥® Z&ED OiZRAIIC
£ VWV E 9 aws-sdk-dynamodb,

« SDK for Rust #EED 'S A XU AT UL — K& TFaws-config, ik, REHS
MMz RETDEH, FEAEDTODIIRNIEENTVET,
s chZ AWS O —ERX EEFNDS ERBEILBEVWTLSEE L AWS Confige g —EAT
HdEH, EEORAUCHKY, EFEFENFETaws-sdk-configo

JE & Fi

Ka
S

ZBETZEHO7O IV RNRE AWS O —E R
c AWSOH—ERA TV —2a>THEATIE OO I VRNIAREENTE2HEN HVE
g,

- YL—hEEBMITZDHRESEEcargo add [crateName]., BE® #RTLT, 7O I UK
ODTFALIVNIOANY RTA 2 Z2EATHIETTcargo add aws-sdk-s3,

« ZhlZ&kY), MCargo.toml FOZAOZ IV R®D ICTAEBIE NET [dependencies]s
s F7AIBRTR., ChIZKYBEBHFN—23a>oREHNF 7O T IRMNIEBNENET,

« Y=RATT7AILT, useAT—KMAVRNEFERALT, JL— P SEEZAD—7HICEH)AK
£9, Rust 7O SIISEEFIITHARND "HEBN Y —20ER) #28BLTLEEV,

s RKEBENAT7THEND CEN KLSHYWFEFTH, ERICAKBEZFERATIE, N\ 17T
A—AATICEBRENETT, HlIXE, aws-configZL—KNEEI—RuseATF—KXU KT &
LTERENhEFuse aws_confige
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s REFEMEBENEYVTY, RERFRI—RTEETOD), REZBFLEEIRET7 7ML THAIHTE
ETEET, FHMICOVWTIE, TREAT 3, 285RBLTLSEETL,

« AR EAZSDKO—RTDE, FEAEDEREICEEBNAEF7AINNHD -, 2T%2EILLT
RO ICEMBENI OTICERENEST, OJBREZEMCITEIHEICOVTE., T, 258
LTLEZEVWAWS SDK forRust J— ROOTREFEZEZBHMICT S,

c BEAEDREBERERET7AIERER. 7O L0HEBRIC1EO—RENET, ED
EFE, 7O LEBEHIDIETERRENELE A,

RERT32A A

« Tokio I&. SDKforRust 7OJ SV JERNIRBPS AL LTHY), asyncFAVEERTL
%9, tokio.rs # KT docs.rs/tokio ZZFL T IZE L,

« SDKforRust ICIEIERHAZS > R A AN MBETT, JOP IV NIROAREEZEMNT D2 HE
HLFET,

$ cargo add tokio --features=full

« tokio::main BN IO, ZOJSALNQERHX A VIV RNIRA O N EERLET, O
RO7O0%ZEATBICE. RICRTERDIZ, mainXV Y ROBIOTICEMLULET,

#[tokio: :main]
async fn main() -> Result<(), Error> {
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HERTET D AWS SDK for Rust

AWS SDK for RustZf%E T2 FEICDVWTHALE T, THRAWS B & &L, O—RA TRREL
TNDFEZBUTILENHYNET AWS DY —ER, AWS U—232 ERTD ERET DL
BENfHYERY,

AWS SDKs LY =)L) T 7LV AHARICIEK., OZLICHBITZERE. e, TOMOELXRR
BESEEENTVET AWS SDKs,

Ny

s Y —ERIVZAT N NEERTS
s BEN—D3 Y

- RIABEHRZONAE—

« AWS U—2 32 &R

- BREAT>3Y

« 9SATRIVRRAV B

« HTTP

s AVE—tTER—

« AT7H—NEUT 12 FERATD
s DZATRNDAI DOARL—2 I VERERLEZTD
- BT

« BRALTIH

B—ERATZAT> NEERTSD

ICUIITAREZFTSICRAWS O —ER, FTTOY—EADIZATUREA ARV ALLE
o RALTIN, V74T, BATRERE, Y—EAHTTPOZ A4 7> NOHBREZBK
TEET,

BH—ERIZATURNIE, AWS U= a3y ERABEHR7ONA X —HNBETT, SDK K,
hSsnEZFERALT, VY—AOELWU—=23 2 ICUOTARNEEEL, ELVRIERTU I T
ARNCBELET, ChosnfEk, Z7OJSATI—RTEETDICLE, BEASHBMNICO—R
TBDCEETEERT,
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® Note
H—ERAISATRNEIBEICIOARNNIDLBEEHFHY . —MBUICHEETREEERL
TVWET, ChZERBICTDEHIC, IXTOCLientBiEME Z#E%EL £9Clone,

SDK IZlF, RENEZERODTREHICFIVITRZ—EOEM(FLEEY—R)FHYET,

1. J—RFERFH—ERIFAT7NBEICREENTVSHATRWARRER. HORELYEEL
EThET,

2. RIEZEH
s REZHOREDFMICOVWTIE, "TAWSSDKsBLUTY—ILUT77LAHA KR, © " IRE

ZHL 2RLTEE,

3. B config 8KV credentials 77 1)L

c CNSOT7AINDERENDFHFM-IOVT, MconfigBrTY—ILUT7LUVAHA R, ®
"#7E credentials 774I)LE 774)1 28R LTLEEV, AWS SDKs
4. SDKY—AO— REFICE > TRHBE BT 71 NMENRBICERAENET,

c V=23 rE0—HOT7ONTAICETF7 AR BYERA, O— R, BRFE, L&
HBconfig7 7ML THARNICEET D ZEN BV ERT, NYEZREZMBRSDKTE R VIS
B, RITRICAPIV T A NN KR I B AEEA BV KT,

BEAENDRELHEHREL configB KT credentials 77 AR ERK., —ELEEEDLEDHIC
BHO AWS SDKs B8RV V—)LIZ& > THEETNE T, FREZBILRIBET7TAILHL SR
SDKTZBIRTHOBRELEERIBICE. T HLOFY—ILUTT7LYRAIK, O TBEUT 7L
VAL BSRBLTLSEELV, AWS SDKs

RENSTVZATNERET S

REYV—ARETITIAT U MNEERTSICIE, aws-configfl L —FOBHUXYY REFEHALE
¥,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);



https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
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CDHETIZAT N2HERTSE, Amazon Elastic Compute Cloud TEITT 2 HBAX° AWS
Lambda, Y—EAXAV AT NOBREZRENSEENATEDZTOMOOA TFANTEIITITS
BEICEFNTT, chllkl, O—RAFARTHFORELSYYBEEh, I—RZZEAWS V-2 3
DHFIETTIVT—23a 2BHO ILTFTOMTBENBRICBYET,

BEOQOZ7ONT A ZHTHICLEEETERT, ATHNERER., RITREN SERENLERELUE
BREIhET, AOPITR, WEHASHREZO—RLETH, ARHIC Z2LEEELERT AWS U—
>aZ,

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

(® Note
FTRTCOEREEBHNIERBEICOTAT NI > THEEhDDIITEHYEEA, —BWE
7 2t AF—* IAM Ildentity Center 3R E& £ DRIIEHRBEENRERF., V547> N &FEH
LTUOIARNZITSEEIL, RBIABHB7ONAA—LAV—IC&>2>TT IV EAEhET,

BIOHIBehaviorVersion: :latest()ICRTI— Rk, F7 4L NSDKIZERTS o/N—2 3>
Z#RLTVWET, BehaviorVersion::latest()iFk. EBEAENZEESICHEL TVWET, FMICHO
WT., TEMEN—232 ) Z28BLTLSEZTL,

Y—EABEBOREICELT—NE—22FRATS

BEODY—ERIVSATUVREALATTORIRETEZ AT ANV 20HYET, £EL, FEE
AEDZE, RENSBEOATs»ZO—RL, HICEMAT IV ZEMTIHENf HYVET, E
INE—=NZ—2F., AWS SDKforRust 7L —RADO—BABENRX—2TF, ZFERALT—REBEZ
O— KULaws_config::defaults., RIC fromXV Vv REFEAL T, EELTLWBH—EADEIL
A—ICZDREEZO—RLET, TOE, TOY—EAO—ZNREMEEREL., EHUPHEI L

NFTEEIbuilde REIC., VAT VNI DEFRDOREN SERENET,

// Call a static method on aws-config that sources default config values.
let config = aws_config::defaults(BehaviorVersion::latest())
.load()

H—ERAEBAOREICELA—NZ—22ERATS 14
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.await;

// Use the Builder for S3 to create service-specific config from the default config.
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.accelerate(true) // Set an S3-only configuration option

.build();

// Create the client.
let s3 = aws_sdk_s3::Client::from_conf(s3_config);

BEDRATOH—ERIVZATNTHEATEDIENMOSFEZZ2KRETS 1 2OFEREK. O K&,
APIRFIXV N EFEATSH & TTaws_sdk_s3::config::Builder,

SEBZHRNEIZA T2 MERE

RENSHEZO—RIBZRDYICHENEZFERALTH—ERITZA T NERETDICE, KIS
RTEDIC, 94T MonfigE/LA—TIRETEEXRT,

let conf = aws_sdk_s3::Config::buildex()
.region("us-east-1")
.endpoint_resolver(my_endpoint_resolver)
.build();

let s3 = aws_sdk_s3::Client::from_conf(conf);

TH—EAREZERT S Eaws_sdk_s3::Config::builder(). F7 # )L NRER
O—REhFLA, F7FIIME. CEDVTREERERTIHEEICOAO—RENE
Jaws_config::defaults,

BENDY—ERISATUREATTOIRBRETED AT I AV I2DHBYNET, BIDH
l&. Amazon S3 V54 7> N T endpoint_resolverB#HZ2FRAL T, COHlZRLTVWET,

BHEN—Ta

AWS SDK for Rust FROY/N—Ik, SBETOETERSATSIUNERHIZIBRETTREELEE
ZHEL, THICKELTVWET, SDKforRust 2R T2 TFROY /N—HFHFE 2 EEZEE
TEBDRSICTBICE. VAT RREIC ZEHBDMLENHY) £IBehaviorVersion, &, 7
7 # )L NSDKA' FHiE hd O/N— 32 BehaviorVersionZEELE T, chlckl), FEEOD
BBEEEIZSDKELL., HILVWEEIZEDETIRANTSZ V9T RZ2EEL, 77U r—>3>
NDEMECTFHULBVEHXEEEZ D e B<H#EEYR—NLET,
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/A Warning

ZHARNICEERTIC ZRELLEY, 94T NSDKEERKL LS ETD
&BehaviorVersion, A KZ Y & panic.

BIZIE, FILWIN—=2320 SDKAFLWF 7L MNOBERETRUS—TI) ) —REahiELE
T, 77U —>3a>rh OLEINO/N— 3> BehaviorVersionk —3%92 #FAL TVW3IES
SDK, TOLUBIDFRENHFHLWFI7FIRNEREORDY IZEAEHET,

SDK for Rust O# L VWBIMEN—23a ) —RENBTIC, BID BehaviorVersion (&
SDK for Rust deprecated B TY—2&h, ILWN—=2 3 ABMENET, ChiZKY),
ONAILFICESARELETSY. ThUAOBEREILRZEELESYICHRITTEET,
BehaviorVersion::latest( )& EHch, ILWN—23 2 0F 7 )L NBENF REIET,

(® Note

FEAENHE, J— KRBehaviorVersion: :latest()T ZfMAI% A, Cargo.toml
T 7AI)NDOKBEET 5 Fbehavior-version-latestZEATIHEN HVYET, HNERZS
BILDOHx, BEON—2AVICBEETRILE2BEOLET,

TEMEN—>23 2 ZFKET S Cargo.toml

T7ANTEBNBHET ST 2EDDaws-sdk-iamZ & T, SDKBE &KV aws-sdk-s3X ZED
BH2OED1—IOBEN—T 3 ZEETEEICargo.toml, BRI T, latest®/N\—> 3
YDOHN THR—KRSDKENhTWE T Cargo.toml,

[dependencies]
aws-config = { version = "1", features = ["behavior-version-latest"] }
aws-sdk-s3 = { version = "1", features = ["behavior-version-latest"] }

O— RTEMEN—> 32 Z2RETS

O—RE, SDKELERIZAT R EZRETHIEEILEET S LT, LELCRHUTHEN—-D 3
VEEETERT,

let config = aws_config::load_defaults(BehaviorVersion::v2023_11_09()).await;

TEMEN—2 32 ZRET S Cargo.toml 16
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COBHITIE, REZFALT ZRETIRELRMERL FITSDKA'., BehaviorVersionZ IZF&E
LEFTVv2023_11_09(),

eELEEHR 7 O/INA X —

AWS ZFHALTICUIIARNERERITITRHEHIC AWSSDK forRust, IE Ik 2 THRITENEES
EBRTEFIBHRSDKEFEAL T AWS, ETRIC. FEROSBHAEF I Y IL TRIMBEHRORE
BSDKZEBL £,

BB L E=EREICAWS IAM Identity Center T\ A AT O ABRENEENTVBRES.
SDKI& IAM Identity Center EE#L T, UV T ABMCHEATZ —BHNAFEIEHRZIMEL T AWS
a)ﬂ_EXo

BBLLEREC —BHERIIEBRNIeENTVSI5E. SDKEEhSZFERALTAWS O —ER
HFOHLZITVERT, —RNERAERE. 7V/EAF—EcEY a2V N—00TBRENET,

[CRBFBAEAWS &, I—RR—AATRETEERT, WlFHR7 7 ONA A —F T —>SDKZFEAL
T, KE2TELORRIAEZHBNICKRE, A, EFTEXY,

ZJ7OIORMD AWS FREEZFRIB TR EODHA RFEFTSIICOVWTIEE, T AWS SDKsH &
CY—=)L)TFPLUOAHAR, O TRBIAETOEA) #5BLTLKEEW,

reallF®R 7’ ONA A —F T —>

VAT NOBERICERIER7ONA X —ZHRWIZEEL K VEE. SDK for Rust IEFREEE
BIONAF—FI—22FAL T, RAFHREZRETEZ —FEOBHMEHERLET, Nchsni
FTOWT D TREAMBEHRSDKZERE TR E, RREEFLELET, V5472 NOBEOFEMAICOV
TR, " Z28BULTIKEETVWY—ERIZAT U hZERT S,

ROBITRE, J— RISEERH7ONA X —Z2EBELTVWEE A, SDK F, FRRHFE®R7O/N1 A —
FI—2Z2FEALT, RATAVVRBETHRESNLRAZKREL ., TOFRMZFRTHLUICEALE
9 AWS O —EA,

let config = aws_config::defaults(BehaviorVersion::latest()).load().await;
let s3 = aws_sdk_s3::Client::new(&config);

SR ER OIS IEF

Al ERZTANAFA—F I -2, ROBRERE NS — T AZFEAL TRABHREZRRL K
ERD
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1. F—RBEZHICTIELATS

[&. AWS_ACCESS_KEY_ID& AWS_SECRET_ACCESS_KEY. & & U'AWS_SESSION_TOKENIRIZEZ
WhSRIEHREO— RSDKLELD ELE T,

2. #B AWS config 77 1)L & credentials 77 1)L

&, £%E AWS config 774 )L & credentials 77 A AD [default]l7O7 74
P SREAERZO— RSDKL KIS ELET, AWS_PROFILE REXZHZFERAL T, Z2FEAT
BZRHDYIC TO—RSDKIBFRAFETAOT77 AN ZBIRTE EF [default], config
B RV credentials7 7 M)k, TEETEZX AWSSDKs BRTY—IILTHEETNE T,
CNSDT77AILNOFEHMIOVTE, TconfigBL OV —ILUT7Z7LVAHAR, @ T#
Bceredentials 774, & Ty ZBBLTLKEE L, AWS SDKs

IAM Identity Center ZfEFA L TERALT %/ S, SDKfor Rust AN R Z321TL T AWS CLI
Y RNTYTENLES D INBA A N—D 2 ZFERATBHEHEETTaws sso login, &, IAM

TFATOTATAEE—NFEMBERN—0 2 ERBL E—RFNRFRIERSDKEFEHAL £

T, SDKIRIZ, BHUPHUKIC—BNERIERZEALET AWS O —ERX, cO7O0EAR

DFMICODVTRE, "TAWSSDKsBERTY—I)IUT7F7LVAHA R O " OSDKFHELEHAFR

AWS DH—EAZBBTS, Z2SRLTIEEL,

« COTONAMX—DEREICETDHAAAILDOVTIR., TAWS SDKsERTY—ILUT 7L
VABARI ODIAM "PATFUTAT AL 2—FG, 2ZZRBLTEZ L,

« ZO7ONAZ—SDKOREZO/NT 1 OFMICOVTIE, "TAWSSDKsBRTY—=)LUT 7
L>AHA Ry ®IAM T Identity Center FREFEHRZ7ONAZ—1 Z23RBL T EEV,

3. AWSSTS oI/ ID

TORABRBETDENANT TVT—230FERI9TZAT O NR=ADIIT T T )T —

> arEERTBEHE AWS, AWS Security Token Service (AWS STS) ik, /N7 Uy 2 1D 7O
NAX—(1dP) ZN L TRAE N7 T FL—TFT 1Y RI—F—0—KWEEF 1) T 1 FEHER
NDEY MZRLET,

s JO77AINThEEETDE, SDKELE Y —ILIk AssumeRoleWithWebIdentityAPI
XYY RZFEAL TAWS STS —IFHBFEAMEHROBBZHAET T, CcOBFZEOFMIIOVWT
l&. T AWS Security Token Service API) 7 7 L 22 A1 ®AssumeRoleWithWebldentity 4 %&
ZRLTLEZV,

s ZO7ONAE—OREICETIHAAAIZDOWTIE., TAWSSDKsB LY —ILUT 7L
VAHARI O "ITTID E/E OpenlD Connect ED 7 ITFL—>32 ) 28RBLTILKEE
Lo
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e ZO7ONAZF—SDKOREZONT A OFEMICDOVTIEE., "TAWS SDKsBKTY—ILY T 7
L>AAHA R, O "O—)LBER7ONAF —%5|2Z (15, 25BLTLSEETL,
4. Amazon ECS® & ' Amazon EKSO > 77 O RALER

Amazon Elastic Container Service X A7 & Kubernetes Y—EAT7HV 2 MNCE, IAMO—IL %
BEEN IR CENTEET, IAMO—ILTREENDTIOLAFAR. RY ROXRAVELED
VTFTEATENATVR AT FHICEK>TEEZTSNET, cOO—JLICKY), SDK for Rust
F7)—2a>]—R(AVTFHLE) X0 2FEATEDRSICAYNET AWS OH—E A,

[&. AWS_CONTAINER_CREDENTIALS_ RELATIVE_URIZE =l
AWS_CONTAINER_CREDENTIALS_FULL_URIRIBZEHA SHIEHRZEZBNBSDKL LD ELET,
—hix. Amazon ECSH & Amazon IC&k > TEHHWICERETE £ TEKS,

« Amazon O Z OO—)L DFREDFMIZ DV TIKECS, "Amazon Elastic Container Service 7/
OY/N—74 K1 ® "Amazon ECSZAZIAMO—)Ly Z2Z2BLTSEEL,

« Amazon EKSOtY R 7Y 7BHICOWVW T, "Amazon I—H—7 4 R ® "Amazon EKS
Pod Identity Agent Dt Y R 7Y 7, 2Z2BL T EEV, EKS

« CO7ONAZ—SDKOREZO/NT 1 OFMICOVTIE, "TAWSSDKsBRTY—=)LUT 7
LY>AHA R O "AFTFHRIEHR7TONAT—1 BSRBLTLSEETL,

5.Amazon EC2 /1 VARV AXZF—RH—ER

IAMO—)LZERKL, 1 VAZAILTEYFLEST, 1 AX>ALD SDK for Rust 771
T=232, A=K > TREHEETNEFRIEBREANAZVAXEZT—ZLASHEBELLD E
LET,

« SDK forRust Il ®&ZHR—KN L ETIMDSV2,

e COO-IDREEAZTF—ROFEAOEMI-DOVWTIE., IAM "Amazon I—%—HA4 R, @
TAmazon DO —J)LEC2) BV T4 VARV AAXZT—2DiEE) 25RBL T EEL,
EC2

« CO7ONAZ—SDKOREZO/NT 1 OFMICOVTIE, "TAWSSDKsBRTY—=)LUT 7
L>ARAA R OIMDS " BEFEHR7ONA A —, Z25BL T EEL,

6. COBRTRIBHRNIRLERBRENBEWVEEGIE., FRL—2 32 panics TLT7—NRELET,

AWS IR ONA A —DOREDFHFMICIOVW T, TAWS SDKsHBRTY —ILUT 7L AAHA
Ry O "EECEMEFRIABERZONAE— ZZRBL T EE L,
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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AR EFRRERE®R 7’ O/ N1 X —

RABHR I ONASFA—FI—2EALTRALZZRHEIZDRDYIZ, HSDKEAT
PREEORIABHRIONAZT—ZEETEET, 2FAL T—RNEREEO—RT 5
&Gaws_config: :defaults, RICRITEDIZ, DARXARMBEHRZONA X —RIBETEET,

let config = aws_config::defaults(BehaviorVersion::latest())
.credentials_provider(MyCredentialsProvider: :new())
.load()
.await;

ProvideCredentials ¥ ZEE TS T, MEOFBER7ONA X —E2RETEET,

IDF¥Fyv 2

SDK &, FRIAMEHMESSON—U U BEDMDID ZATZFXF YY1 LET, T74ILNTR,

. RMOVITANKFICFEAFEHRZO—RL, F+v>210LTHS, BEHHRAEVEOUIIA
NRICRABEBROEHERADELET vV 1RKSDKEFEALET., AU P SHERENEITA
7> hSdkConfiglk, ZHABL FJIdentityCache,

AWS I)—> 3> &R

EEALT, BEDME AWS DY —ER THETS LTIV EATEET AWS U= 3>, Th
., TEME, F—RXFTUT—2asF1—Y—Eed1—H—HF I LRS BEFRIAEL TET
ENBESIHBTRLEDICERIEET, U—Ta > OERASEOEMCOVTE, TAWS U—
T3 UAWS SDKsB LY —ILUT 7LV RAAA K, O T, £BRLTIEE L,

/A Important
BEAEDD)Y—ARKBED CFELAWS U—232 | ZHERATREERFVY—AILE
LWD—2 32 ZEETRHENHY) FTSDK,

AWS )— 3> 77ONAE—F I —>

ROy OTY 770 AR, RTRELSH—ERITATVNOBREZO—RTBEECHEASE
h&XY, SOKIKREBEREY NORIDER, V74T NORETERAEIhET, Y —ERIFA
T NOEBROFHMBICIOWVWTR., "1 ZBZRULTIKETVRENSITA TV RNERET B,
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https://docs.rs/aws-credential-types/latest/aws_credential_types/provider/trait.ProvideCredentials.html
https://docs.rs/aws-smithy-runtime/latest/aws_smithy_runtime/client/identity/struct.IdentityCache.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
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1. 7O ZALATREREENZARNE) -3,
2. AWS_REGION BSRZEHMABRENE T,
« AWS Lambda Y —ERAZFERAL TWVW3HE, CORBEHIE AWS Lambda A2 TFHIC&K2T
BEBWICREENET,
HE AWS config7 ZA LD regionZ7ANT A HFF IV VEIhET,

« AWS_CONFIG_FILE RIEZHZFEAL T, HBconfig7 7ML DOEFEEETEEXT, D
T77ANOREFESFMOFMIOVTE, T configBr OV —I)LUT77LAHA R, O TH
B T77A4)E credentials 774 DEM, #25BL TS, AWS SDKs

« AWS_PROFILE REZHZFEAL T, F7AIIMORDYICBBFNETOT77AMI) 28RTE
T, TESTFELHTOAT7AINOREDFMIOVTRE, " configB UV —IUT77L >
AHA R, O "®HE 774)LE credentials 774 )1 #ZBLTLEEL, AWS SDKs

4. |&. Amazon EC2 Instance Metadata Service ZfEA L T, BEETH D Amazon EC24 2 AZ >
AN =23 & RESDKLES ELET,

* & AWS SDK for Rust ® & ZH7R— K L £3IMDSv2,

BREATI

ZL<OFREFI—RONBTRIETETRT, FEALEDRTER. REZHRELTRETSCLE, F
NDHE AWS config7 PAIILTRET D CEETEET, HBconfig7 74, 7077414
ERFNZERDOERELY NZH#HIFL, BELP2REXTANIELZDIREZREHBTEET,

REZBEHBconfig7 7ML RERFEENLE N, BRI V—)LETAWSSDKsHEBEh, &
TRBEEFTBELIHEZYR—NLET,

;nb®XV1hEﬁmbL}7U7 aAVOEREE., FEVOASDKEREDFHMAICOVWTIE,
) BKRTAWSSDKs "W —=)LUT77LVAFAA R Z5BLTLKEETV, HER—=JICIEXDOK
SBEDHNFHVY)ET,

« B config 77 4L & credentials 774N -TA77A4INECNSORET 741 IILOER
L’D\,\'Cnﬁ’,ﬂﬁbia'o

« 8 774 )lconfig& credentials 77 AIIDFH - nSDT7AILOTT 4 NDFATE
EEH%LOvTa%bi?O

s REZHOYR—N -REZHOREICOVTHALFET,
« DI77LVADMRE -IXTOIVOASDKEREN) 77 L > AE#H,
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https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html
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DFAT>RNIV RIRA B

7" & AWS SDK for Rust FUO'HH T & & AWS O —E R, HZHDOATY 7D 12, UJIAN%ZE
N—TFTAVISBRIEMERETDETT, COTOEARGIY RRAV MNEREBIENET,

H—ERAISAT N EERTBHSDKEZEIC, DI RIRA D NRRERETEET, I RRA
VREBARAOT 7 AN INEBETCEEERELH Y ETEAN, F7AINNEEELEEITHIERHRIVLS I2ADH
WET, 2 20ERHOHZLUTICRLET,

« Y—ERAOTLVV—AN=232 K@Y —EAOO—-AILF7OCMCVITARNZTSICR,
s TREETFIMETNRTVEVEEDY —EAKEICT VAT SICIFSDK,

/A Warning
IV RARAY MERFIEEBZSDKREY I TY, TF7FINIRNREZEETHE, J— RIHK
BIDVRAINBNET. T7AIIPIRER, FBREOBFLALDI—HY—ICHEHATLE
ER

AAZLIY RRAVKNE, IXTOHY—EAVIIANCERAEND LS ICTO-NIICHKET S
CEE, BED ICHABLAIYV RRAV KN EZRETDEETERT AWS O —ER,

NDAZLLIY RRAV NE, REZBELEEFEHB AWS config7 7/ IILOREZFERAL TERE
TEET, COTTO—FOFMIOVTIE, TAWSSDKsBLTEY—ILUTF7LUAHA R,

O "H—EABREDTI > RRA N, BSBLTLKEETV, IXTO OHBconfig7 7AMILEKEL
REZBOTLBVJANIDOVWTIRKAWS O —E AR, "H—ERABEOIT RKRA > ~DEEIF
BSBLTLSEETL,

£, ROEIVIAVERTESE, CONREIAAXET-—RTRETHELTERT,
NAZLRKRE

HB—ERAISATURNOIY RRAVNEREF, V9FAT 2 NOBERFICFEATED 2 DODNDHET
NDARIAATEET,
1. endpoint_url(url: Into<String>)

2. endpoint_resolver(resolver: impl crate::config::endpoint::ResolveEndpoint
+ “static)
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.aws.amazon.com/sdkref/latest/guide/ss-endpoints-table.html
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MEO7ONT A ERETEET, £EL, BEAELDHE, 1 DETEBELET, —BRUGERAD
EHIZ, endpoint_urldREBEIZHAZIAARENET,

I RKRA2NDEE URL

NEZFZEendpoint_urlL T, Y—EAD "R—R, FANBZEBETEET, LKL, CDIE
&2 Z 47> NDResolveEndpointf VARV AICNTA—RELTEEND L, RKXETED
WEBA, TDHE, ResolveEndpointREFZTNHEEZREL TEEL., BRERHNEIV RARSAUNE
RETEET,

IV RRAZBNUYILN—DRE

H—ERDVZA4T > MDResolveEndpointERICE>T, FMBENVVIIARNSDKIZFEAT S &
ROBEBRELAIY RRAIREVET, Y—ERIFATURE. IXTOUVIITANIHL
T resolve_endpoint XV VY REETHL, UVIN—HISRE N/=EndpointFuturel& % £ A
LET, ThULDZEERFHY EEA,

ROBlIE, AT—IDTRREBEEREBRE, AT—JZEILEBDIY RRA2 N 2#HRT S Amazon
SBUZATURCARRLTIY RRAV KNI VYIIN-—REZRHBIBZDFEZRLTVET,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug)]
struct StageResolver { stage: String }
impl ResolveEndpoint for StageResolver {
fn resolve_endpoint(&self, params: &Params) -> EndpointFuture<'_> {
let stage = &self.stage;
EndpointFuture: :ready(Ok(Endpoint: :builder().url(format!
("{stage}.myservice.com")).build()))
}
}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let resolver = StageResolver { stage: std::env::var("STAGE").unwrap() };
let s3_config = aws_sdk_s3::config::Builder::from(&config)

.endpoint_resolver(resolver)
.build();
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/endpoint/struct.EndpointFuture.html

AWS SDK for Rust FROYN—HA R

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

(® Note

TV RRANDYIIN—, E5IZIFResolveEndpointFHRFEH—ERICEETH S 1=
b, Y—ERIVSA T RNERETHIKIRETEET, —HURL, TV RKRAU N, HBEE
E(FCHSMELEIXNTOY—ERICHEHA) 2FATEH. BEOT—EAICHL TEE
TEEY,

ResolveEndpoint /N5 X —#&

resolve_endpoint XV Y Rig, IV RARA 2V MNERTHEAThZ7ONT1 22 —ERAEE
DINTA—REZITANETT,

INTOH—ERALCR., ROEXRTONTAHAEENTVET,

=L it B

region XF5 D5AT RO AWS V=23

endpoint X 75 DIEL Y M DX FIFRR endpointUrl

use_fips 7 —I)L{E D5AT > NDERETFIPSTIY RiIRA > KA
BUMZBEL2TVRAESH

use_dual_stack 7—IL{&E DZATVRORETTITILAZY VTV R

RAVKFBHIBSDTVWRDLESH

AWS DH—E R Tk, fRIZHVEZEMOZ7ONT A ZIEETEET, HlAEF. Amazon S3 T
VRIRARNINTA—=ZIZIE, NT Y h&BE Amazon S3-specificBEERREN WK DA EEN TV E
T BIAEE., force_path_styleZ’ONT A1k, (RERARNTFRLAEEZFEATEIHNESHZE
RELEXRT,

MBO7ONA A —"RETREHEE, IV RRAKNNTA—ROMBDA AR A%&E
RITBDBEEHYEBA, SDKIF,. FVIVIANOZ7ONT 1 ZEHL, OEEICELE
Jresolve_endpoint,
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https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
https://docs.rs/aws-sdk-s3/latest/aws_sdk_s3/config/endpoint/struct.Params.html
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D fEAendpoint_urlE OFEADLLLE endpoint_resolver

ZFEAT DR Eendpoint_urle ZFEATIRED 2 24, BEOIY RKRA 2 NERBETO S
147> hendpoint_resolverNOTZ4A KT D CEEZBEIDI_ENEETT,

use aws_sdk_s3::config::endpoint::{ResolveEndpoint, EndpointFuture, Params, Endpoint};

#[derive(Debug, Default)]
struct CustomResolver;
impl ResolveEndpoint for CustomResolver {
fn resolve_endpoint(&self, _params: &Params) -> EndpointFuture<'_> {
EndpointFuture: :ready(Ok(Endpoint::buildexr().url("https://
endpoint.example").build()))

}

}

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// use endpoint url

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_url("https://endpoint.example")
.build();

// Use endpoint resolver

aws_sdk_s3::config: :Builder: :from(&config)
.endpoint_resolver(CustomResolver: :default())
.build();

ERETDIVTAT2NURLIE, TV RRANERO—FBELTEETES (7)) 7ON
A X —ICEBENDR—RAendpoint_urlZEELET,

BERETDITATME, Amazon S3 V547> NURLY R T2 &K
endpoint_resolverZEEL T,

Bl

AABLIY RRAV K, Z<OBFETANIEAETINRT, V7T RR-AOHY—ERAZHUH
FTRDOYIC, BFEELEO—AILICKRAREN, PZaL—bFEhhEY—ERCIL—FT12TEN&K
T COERSIBATZIVEF2I2HYUET,
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« DynamoDB local - Amazon DynamoDB #—EAOO—HIN—23 2,
« LocalStack-O—ANXI>>OAVTFHTRITENBDIVTZIRY—ERIZIL—5K,

ROBIE, SRS 2DODTARNATIVEFERAIDNARLAIV RRAVNEIEETS2O00E
BAREZRLTVWET,

DynamoDB local Z 1— RN TEZEFEHRT S

HOEI>a > THALEKSIC, 21— RTendpoint_urlE#EEREL T, O—7HJL DynamoDB
H—N—ZREBITELSICEERIVRRA I NELEETEXRT, J—RTRE., ROBEEZITVLET,

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();

let client = aws_sdk_dynamodb::Client::from_conf(dynamodb_local_config);

ZEZHICOVTE., "1 Z23RL TEE W GitHub,

config 7 7 4 )l LocalStack 2L T #FHT >

HE AWS config7 AL TH—ERABEOIV RRA VKN EZRETEERT, ROREZ7OT7 74
JiEkendpoint_url, R— b localhostT ICEKT B LRSI ZFREL £94566, LocalStack 7%
EOFHMICOVWTIE, RFIXINIITHA RO T T RARA N LocalStack ZH LET VA
URL, 238 L T<&\, LocalStack

[profile localstack]
region=us-east-1
endpoint_url = http://localhost:4566

SDK &, #£Bconfig7 7L I OEEZEEL. localstackZ7’O7 74N ZERHT S & EIZSDKY
AT NIEBALET, cOT770—FE2FERATSDE, D—RIZIVRRAIVMNDOSRBZEDS
PBENFBL, ROKSIZBYYET,

// set the environment variable “AWS_PROFILE=localstack’™ when running
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBLocal.html
https://github.com/localstack/localstack
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/dynamodb/src/bin/list-tables-local.rs
https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
https://docs.localstack.cloud/references/network-troubleshooting/endpoint-url/
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// the application to source ‘endpoint_url® and point the SDK at the
// localstack instance
let config = aws_config::defaults(BehaviorVersion::latest()).load().await;

let s3_config = aws_sdk_s3::config::Builder::from(&config)
.force_path_style(true)
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_config);

ZE2BHFICOVTE, T Z2ZRL TEE L GitHub,

HTTP

for Rust AWS SDKIZ &, AT®O HTTPESEDEREN HVY E T,
N =
» Hyper 1.x

Hyper 1.x

(@ Note

AWS SDK for Rust &, ZEL &= 1.0/N\—> 3> &hyper ) —AT3HICEAREhEL
o SDKBAE. EF7ALKTV014/N—T 3> 0 £EBLTWEThyper.

hyper & Rust AO TR LRI OHTTPZ 475U T, TH—EZXAPIFU'H L AWS SDK for
Rust ZT5 &N TEET, COIL—RODUTT7LUYARFIXYNZOVWTR., [ hyper
-Rust; Z2BLT<EEW, F7#)NTE., SDKforRust l& v0.14 /X—23>®
hyper&CryptoMode:RingZ’ONA Z—%&FERALET,

hyper 1.0 24 R—KTB VT4 7> Mdaws-smithy-experimental, JL—KICHV KT,

BS70ONM A —22RT B

%#iZIR L CryptoProvider, aws-smithy-experimental?V L —hNTHEZEEEEZEMICT I
ENFHVNET,
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/localstack
https://docs.rs/hyper/latest/hyper/
https://docs.rs/hyper/latest/hyper/
https://crates.io/crates/aws-smithy-experimental
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R DOCryptoProviderE— REFEATEET,

« CryptoMode:AwslLc - ICEJI<KBEHIL7O/NA X —aws-1c-rs. <k, Google Boring AWS
SSL7OY T KNAWS & OpenSSL 7O T2 MO I—RICET VT, Cryptography F—AA
ETDEREOEHICEEITZIAABRSLNSATSUTT,

- HEE MU ET T crypto-aws-1co
« CryptoMode:AwsLcFips - ICE T FIPSEHMOBEEL7O/NA X —aws-1c-1s,
- HEBE YU ET I crypto-aws-1lc-fips,

(® Note

ChiZE, OAVNAILTEZEMOEIL RY —IHFBEICEDBFENHY) T, FMIC
2VWTE, aws-1lc-rsURDZRNUEEII RFIEZSRL TSEE L,

« CryptoMode:Ring - IZEJI<KEES{H7ONA A —ring, <hiF "Rust ZFEAL EZETHIE,
/J\éf&H%%J T"j—o

o HEE MY ETJcrypto-ring,

@ Note
Zhik, SDKforRust 77 #JL KD v0.14 hyper V54T NTERATS BEILS
ANA X —T9,

REOHEZRMICIDHE

ROFIE, 77O TV N0 aws-smithy-experimental OKRFEIC crypto-aws-1c#rEZBMNT
%hHE&ERLTWETCargo. toml,

[dependencies]
aws-smithy-experimental = { version = "0.1.3", features = ["crypto-aws-1c"] }

FhEF, 7O 780 7ANEOOAN RO RTROOAN Y RERITTEET,
$ cargo add aws-smithy-experimental -F crypto-aws-1c

FHMICDOVWTIE, TThe Cargo Books @ "Featuresy 2L T &\,
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https://github.com/aws/aws-lc-rs
https://github.com/aws/aws-lc-rs
https://github.com/aws/aws-lc-rs
https://github.com/briansmith/ring
https://doc.rust-lang.org/cargo/reference/features.html
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1.0 hypex V547> h&EKL., THERTS SDK

hyper 1.0 95472 N Z2ERTBDICE. 7O T MO [Caws-smithy-experimental KR
fCargo.tomlZEML £, HyperClientBuilder Tlk, ZBIRIZIMLENHVYF
JCryptoProvider, BIOEY> 3> Tk, Z7AONAF—0FERE, JL—MOBESHEEOHEED
1 aws-smithy-experimental DZBMIC TS HEICOVWTHALET,

XD 1— RTlE., Amazon Simple Storage Service (Amazon S3) 4 —EAHTTPO 54 7> KT
BA9% hyper 1.0 V547> MOBS{L7O/NA4 X —CryptoMode: :AwsLc& LT ZFEAL &

T Amazon S3 CDHITIE., 7O T U D Cargo.tomliZ AWS OH—EANDKFE £t EHBIHE
AHV) £Fdaws-sdk-s3,

use aws-smithy-experimental::hyper_1_0::{ CryptoMode, HyperClientBuilder };
use aws_smithy_runtime_api::client::behavior_version: :BehaviorVersion;

let http_client = HyperClientBuilder::new()
.crypto_mode(CryptoMode: :AwsLc) // Choose a crypto provider.
.build_https();

let config = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client) // Set the http_client on the shared config struct.
.load()

.await;

let s3 = aws_sdk_s3::Client::new(&config);

HTTP V247> N, #E config BEAREXERFBENO Y —EADREBERTHRETEXT,

1283—t7 52—

A28—t72—2FALT, APIVITARNELARVADRITICTIYITEET, 1 2—+7
B—k, VOIANLARZADZATHAVILNIBHEZRATS-HICERL /20— RZSDKH
CHTF—T IV RANZALTT, ChlilkY, LBHROUITANOEE, UIJTANED
TFNRNYT, IZ2—ORRBERTIENTEFT,

ROBIE, BETIL—TICADEICITIRNTOREEIIIANAYA—ZBMTDI O TINEA>
R—t T Z—"RLTVWET,

use std::borrow: :Cow;
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use aws_smithy_runtime_api::client::interceptors::{
Intercept,
context: :BeforeTransmitInterceptorContextMut,
I
use aws_smithy_runtime_api::client::runtime_components: :RuntimeComponents;
use aws_smithy_types::config_bag::ConfigBag;
use aws_smithy_runtime_api::box_error::BoxError;

#[derive(Debug)]

struct AddHeaderInterceptor {
key: Cow<'static, str>,
value: Cow<'static, str>,

impl AddHeaderInterceptor {
fn new(key: &'static str, value: &'static str) -> Self {
Self {
key: Cow::Borrowed(key),
value: Cow: :Borrowed(value),

impl Intercept for AddHeaderInterceptor {
fn name(&self) -> &'static str {
"AddHeader"

fn modify_before_retry_loop(
&self,
context: &mut BeforeTransmitInterceptorContextMut<'_>,
_runtime_components: &RuntimeComponents,
_cfg: &mut ConfigBag,

) -> Result<(), BoxError> {
let headers = context.request_mut().headers_mut();
headers.insert(self.key.clone(), self.value.clone());

0k(())

FHEFEATREEA D R—ET2—T7Y 0 20VTR., 41V F—t7MNIEESRLTSEE,
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https://docs.rs/aws-smithy-runtime-api/latest/aws_smithy_runtime_api/client/interceptors/trait.Intercept.html
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1B —tT2—2&

A23—t7 82—, Y—ERIVZATUNZBEITZEE, FLRBBEOARL -3 ORE
ZLEEIRLEILRBLET, TOERRE, 12—t TR—Z20FATRODIXNTOARL —
SAVICERATRIN. BEODARL—32OKICEATEINICI2TERYERT,

B—ERIVZATRNEDIXNTOARL—23 2O R—ETR—

DFAT 2 REEDA U R—ET2—%2BRITHICEF. Buildert/NZ—2ZFERALTA2—17
Z—ZEMLET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

// All service operations invoked using 's3' will have the header added.

let s3_conf = aws_sdk_s3::config::Builder::from(&config)
.interceptor(AddHeaderInterceptor: :new("x-foo-version", "2.7"))
.build();

let s3 = aws_sdk_s3::Client::from_conf(s3_conf);

BEDARL—2320HDAR—ET 52—

1 D2DARL =23 20RDAEZ—1T R —2BBITBICIE,. customizelliRMEEZFERAL X
To COBFEEFALT, ARL—3 0 ZEDIARILTH—ERITSA T NREZLEETESE
To NARIARABEBRARL =23 OFMIOWVWTR, T Z23RBLTIKEEVWITATURD
1 D2NARL—23aVKERLEZTD,

// Only the list_buckets operation will have the header added.
s3.1list_buckets()
.customize()
.interceptor(AddHeaderInterceptor: :new("x-bar-version", "3.7"))
.send()
.await?;

AT HF—NEUT (i EERTS

FTH—NEVT 1, PRATLOREOREEZ, ThAEITET—2NSHAUTEZIHEET
Fo HHETNBTF—RE, —MBNICTLANIEFRERET,
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KNew o
« AWS SDK forRust I—ROOJEEEZ2EBMIZTS

AWS SDK for Rust J— RO OJEFEZ2EMICTS

&, ORI NL—AT7L—ATD—% AWS SDK for Rust ZER L £,

1. 7O O9RNFA4LORNVOOARR7OFRNT, NL=AYTAVSA4T VL —MN2K1EE
FHELTEMLET,

$ cargo add tracing-subscriber --features tracing-subscriber/env-filter

_hlZ&kV), Cargo.toml 77 A1) ® [dependencies]EV > avIZKFBENFEMENET,

2. HTRUSAN—=HLLET, BE. Chid for SDKRust ARL —> 3> #FHOHETH
(Cmain, BEABOERVRETITHOhNE T,

use aws_config: :BehaviorVersion;
type BoxError = Box<dyn Error + Send + Sync>;

#[tokio: :main]
async fn main() -> Result<(), BoxError> {
tracing_subscriber::fmt::init(); // Initialize the subscriber.

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let _resp = s3.list_buckets()
.send()
.await?;

ok(())
}

3. RUST_LOGREZHZFEALTOJEREEMICLET, OJBEBROXRRZEMICTSICIE,
X RZ7OV7MNT, RUST_LOGIRBEZHZOT AV ITBLARIICEKELET, XOHIT
&, OJi&% debugL RILICERELE T,

OJ e 32


http://tracing.rs/
https://crates.io/crates/tracing-subscriber

AWS SDK for Rust FROYN—HA R

Linux/macOS
$ RUST_LOG=debug

Windows

ZHEAL TWBIHEVSCode, R—ZFIINT4 2 RUODF 7 2 )L ME TF PowerShell, £
LTWa 707 h0RA4T72HBLET,

C:\> set RUST_LOG=debug
PowerShell
PS C:\> $ENV:RUST_LOG="debug"
4. 7O7ZLEZETLET,
$ cargo run

AV —=LFEREZ—ZFILTARTCEMDEHANRRENET,

FMICOWTIE, tracing-subscriber RFIXND "REZHZEFEALLEAR DT 1)
2T #BRLTLEEV,

OJ H O 0#R

BOEIZAVOFRICH>TOJVREZEMCITSE, F7AIINTEMOOT BRI EELDIC
HOEhFRT,

F7AILNOOTHAFER (FL—AFZ 21—/ Tk Tully EFENET) Z2ERALTVWSREE. O
THACRRENBZDBERIEXDRSICEVYET,

2024-06-25T16:10:12.367482Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:lazy_load_identity:
aws_smithy_runtime::client::identity::cache::lazy: identity cache miss occurred;
added new identity (took 480.892ms) new_expiration=2024-06-25T23:07:59Z
valid_for=25066.632521s partition=IdentityCachePartition(7)
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2024-06-25T16:10:12.367602Z DEBUG invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try op:try_attempt:
aws_smithy_runtime::client::identity::cache::lazy: loaded identity
2024-06-25T16:10:12.367643Z TRACE invoke{service=s3 operation=ListBuckets
sdk_invocation_id=3434933}:try_op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: resolved identity identity=Identity
{ data: Credentials {... }, expiration: Some(SystemTime { tv_sec: 1719356879, tv_nsec:

231}
2024-06-25T16:10:12.367695Z TRACE invoke{service=s3 operation=ListBuckets

sdk_invocation_id=3434933}:try op:try_attempt:
aws_smithy_runtime::client::orchestrator::auth: signing request

BEIVRVICRUTHFEERET,

s OJIVRNUDRALAZR T,
s IMNUOOJLARI, Chlk, INFO, . DEBUGHK E M EEET I TRACE,

c OYIYRNUFERENEZARENEZNOEY h, OOV (=) TRYShET, hick
. OIVRUDOY—REBRITEET,

s OJIVRNUZERLEO—RZEC Rust E2 1 —)L/N A,
s OJXYE—IFF AN,

RL—REDZ1-I)IOBEHHERXE. ANSITAT—7I—RZFALTHIZEBSTLET, H
HEe7 ANV DTEEGBRRTDEZER, ChSODIRT—T7T—T2VACEFELTLSEZL,

@ Note

ZARNENE—ENOA/NKHsdk_invocation_ idlicRRE D &, OFXvE— % BE
FHSDKB DI ICKR 2 TERENE—ZOIDIVZAT7NITT, chilk, PSOLA
ROATROA2EVIOIANID ERFBEEHY)EEA AWS OH—E R,

OJRRLARILZHAETS

BEOREBET7AINRIIJ2YR—NTE2REEFEATSHESEtracing_subscriber, 21—
JlZelcOfnFlEZHHIHETEERT,

ITARXNTOED21-I)ITRALAOTREELARILEZEEMICTEE T, UTRE, IXTOEZ21-)loOJe
B|LARI)%Z trace ICERELE T,
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$ RUST_LOG=trace cargo run

BEODEZ1I—IORNL—ALRILOOTEREEMICTERT, XOHITE, 5007 0&KN
trace LRI TE{Saws_smithy_runtimeE hE T,

$ RUST_LOG=aws_smithy_runtime=trace

BHEOED1-IINICERZOTLARILZEBETDICE., AVNTEYYET, XROBITE.,
aws_configE> 1— )L ZtracelL RIOF >V TICEREL., aws_smithy_runtimeE®Z 1-—)L
Zdebugl X)ILOFJICRELET,

$ RUST_LOG=aws_config=trace,aws_smithy_runtime=debug cargo run

ROKE, OFXYv =207 4N RVTCERATERED 1-IILO—FHERLTVET,

Prefix A

aws_smithy_runtime DOTANELARARAODDA YO
aws_config FRLEHROO— R

aws_sigvé4 JOTARBZEEERVIIAN

OJHADCEHIBENGBBIEDI-INERETS 1 205ERF. ETFINTZOTICERL., K
CHEZBROOTEATAREREZR DTS ETT, TOR, ThICWUTRREREREL, 7
O LAZBERITTERY,

DZAT2RDAI DOARL—>IVEEZLEEETS

HY—ERVFATU R EEHTRE, BRERAZI1—RTINICEY, JBOITXTOARL—23 Y
CEAZhET, CORKRTREREZEETEEREAN, ARL -3 LI LEBETERT,

BARL—23VELNA—ICE, BFEORENHEY DIE—% EEE CustomizableOperationT
EDELDIC, ZHERTREDDcustomizeXV Y RFBYET, TOITA T NREREEETh
FtA,

ROBIE, 2 2OARL—>3 > ZFHVOPHET Amazon S3 9S4 T7 > NODERERLTVET, 2F
BOARL—32E@BIO ICEETRIERSICLEEZESNETIT AWS U—23 2, Amazon S3 DI AN

ARL—=23VBEELEETD 35
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TOAFATDIONROBELIEK, EEEhE 2EAT2LS ICAPIRCHE U BARNICLEZE T NS5
E%KRE, us-east-1V—2aaEFEALETFus-west-2,

use aws_config::{BehaviorVersion, Region};

let config = aws_config::defaults(BehaviorVersion::latest())
.region("us-east-1")
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

// Request will be sent to "us-east-1"
s3.1list_buckets()

.send()

.await?;

// Unset fields default to using the original config value
let modified = aws_sdk_s3::Config::builder()
.region(Region::from_static("us-west-2"));

// Request will be sent to "us-west-2"
s3.1list_buckets()

// Creates a CustomizableOperation
.customize()
.config_override(modified)

.send()
.await?;

(® Note

B DHlE Amazon S3 ATTH, MR IXNTOARL -3V TRAILTT. HBEODANXR
L—>3>Tlk, TEMOXYY RFHBDBEHNH') FICustomizeableOperation,

1EIOARL—23a>T &2FERALTA 2 Z2—E72—2EBMTBHIZDOVTIE, customize M) %&
SHELULTILKETEVEEOARL—2300H0A4 02— 32—,
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o
BT

AWS SDK forRust IZl&, 7 2 I NOBREITEHEENAZIA XAERREA T a vy FHEES L
TVWET, 2FHUHTE, FEHLULBEWHAN RAWS OH—ER Ehd e HY)ET, FUOHL
EBETIRE, AOYKNUITR—BHRBRIZS—RE, BEODRXRATOIZS—HNFERINT S aREMD
HYET,

BETEERE. RESHRELFREE AWS config7 74N DOREEZFEA LTI/ O-NILICKRETE
£9, COT77O-FOFEM-OVTRE, "BLROY—=ILVT7LVAHA R, O "BRITEE,
ZZRLUTLKEEV, AWSSDKs £z, BRTHEBOERICE I FMERE. ExDHEZER
TRHEELEBENATVET,

T UTOEIYAVERTLSE, ChEOATY 3V E0—RTRETHLEETERT,
T7 A NOBHETHRE

IXNTOY—ERIZA T NE, F7FI)MTRetryConfig BEAEZBLU TRMHET
bstandardBRATHEREICREENE T, 774 NTR, FUOHLE IEHETENET (&Y
DETE2EOBHEIT). 512, FEBEHTR. BETAMN —LZEBITZLEHIC. BEVWS ALK
REAEBELERT. cORAK, BEAEDI—AT—RIZELTVWETH, BAIL—TY NIRRT LA
BEOBEDRATREEEAVEEN HYET,

Tk, —HORATOIT—DHANBRAITARE REENEISDKs, BRATARBEIZ—DHIEIR
DEHYTT,

« UTYRNZALT IR

- Y—ERBOAROY NUVT

« XXHTTP LARVABED—RKHNBEH—EATS—

LT oflEBRATIREGEREEAETEA,

s NTA=BHFBVWHEMNTT
c RA/EFIVTAIS—
« REZIADHIN

standard BRTHEZHDARXINAATSICIE. FARTEH, BELH, NV IATEHERE
LET,
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I—ROBABITEHRZEHAZIIAAXATDICIE, BEL L & RetryConfiglciBEL &
Jaws_config::defaults,

const CUSTOM_MAX_ATTEMPTS: u32 = 5;

let retry_config = RetryConfig::standard()
// Set max attempts. When max_attempts is 1, there are no retries.
// This value MUST be greater than zero.
// Defaults to 3.

.with_max_attempts(CUSTOM_MAX_ATTEMPTS);

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
.load()

.await;

BREE/)NY O AT

BRETHIMBERZRBE, T7FILNOBETHREREORATZITSMICHRLET, BYOBHATO
BEFNEVWTITHN, BOBHATTREHEHNICEBNLET, FREZEERF, RELZYTELZV
KD ICHIRENET,

FUHALTDYR—E, IXNTOHETEOEEICERAEIAET, DVvE—EF. BETAN—LAZSZEE
CTNEMDHDIARELE TV —NOFEEEBIDIDICRIEET, TVARIXIIYILNY OF
TESYR—OFMIIOVTIER, AWST7—FF70F+7000 "TOARZRI YNV IFTE
YR —, BBRBLTLSEZ,

O—ROEBEFREZHDAZINAATSICIE, EEL L Z RetryConfiglliEEL &
Jaws_config::defaults, XNI—RF, RYOBHRITZHRAK 100 S VUMESEDI LS ICEE
L, BRETEHORAEEE ST,

let retry_config = RetryConfig::standard()
// Defaults to 1 second.
.with_initial_backoff(Duration::from_millis(100))
// Defaults to 20 seconds.
.with_max_backoff(Duration::from_secs(5));

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(retry_config)
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.load()
.await;

TEA7T147BRTE—R

standard T— RBERTHEORD VY IZ, adaptiveT— RBRATHEGE., AOY KNIV IJITS—%
BPRICIHNZAZEOOEBENGEVIVIANL—NEROZIEELET7O—F T,

® Note
TAT7T47BRTREESBRETE—RTY, COEBEFEATI I L. BESEHD
LERA. TBLPY—ILUTFLUAAA R, O TBRTFEHE, 28RLTIEETV,
AWS SDKs

TEATT47BETICE,. EEBHTOINTOBENEENET, Chilky), ROV KNUY
TNTVBEWUIITARNERRLAERAOY N TENEVIIANODL—NERESTRZISA4T >
REIODL—KRUZYR—HFEBMENET, £, RSZTAYINRELBFEBRAICEEETDRSFIR
L. AOY RNUIIS—HNRETDIONEBENTT,

L—hE, BILTEDIH—EARLEPRZ T AV INR=2ICVTILEALTHEBL, TRICKEUT
NZT74YOL—REBRBIBDAREIHYET, VT AL, L-NIZIVE—EKT
74V IODEZVWTFIUFTORIOFETZESERAREMN HYETT,

O— RTadaptiveBRATHEZBIRTSICE, BEL L ZIEL ETRetryConfige

let config = aws_config::defaults(BehaviorVersion::latest())
.retry_config(RetryConfig: :adaptive())
.load()
.await;

ZALT B

AWS SDK for Rust iZl&. UITARNDEALTIREFBUELIET—RAN)—LZEBTD-OHD
WKDOADRENABEIATVET, Cholk, RYRND—ITFHLAVEERPREENREL 1215
BET7VTr—>3 A RECBHETZIOICRIUEET,
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APl ZA4 LTIk

JOTIARORTCHEAIDDLZ, FLEEEL2ICABTZIARMOHZ —BHHNEEEN HDBEE.
T70Tr—2a>FRRICABMUTREBEICBHETERLSIC, RALTVRNERABLTIRETS L
AEETT, RKBMLEVIIARNE, &> TEBNICBRAITTEXRISDK, Bc0HAITEVIT
ARNZEDEIALT IR ERETDEEZHBHOLET,

SDKforRustl&, VIVITANDEGZEUTDIEOOTTIAILNDRALT IR ZRHLET, I
k., VOTARNOFEITERLERVIIARNLEEOL AR AZZEFEITRLEHDT T # )L N OBRKRFHE
BIIBRESDKENTVERE A, RDRAALATIRATZ IV ZFERATERT,

N X—24 F7 %) NME i

BHREAALTIN 3.1 BHRZERITD2NEF O>RAEM,
FRL—>32 %4 % U] IXTOEHAITZEL., SDKforRust A5 L
LT Ib ARV AZZETDETORAEFHEEFRE,
ARL—23 2T [%& U] 1 BOHTTPRTZRFH T IR ARE™[. T0
RALT I #%. APIRUOHE L ZBETTEET,

TR RA LT [%& U] DOTARNFBABENTHSL AR AOKH]
N DINA NEFRHAED ETORKSHEEFR,

ROBIE, NABLRALTINMEZRED AmazonS3 V74T hOREZRLTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.timeout_config(

TimeoutConfig: :builder()
.operation_timeout(Duration::from_secs(5))
.operation_attempt_timeout(Duration::from_millis(1500))
.build()

)
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
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FARL =232 BALTIRNERTEALTIONOMAEZ—#EICERATRE, BRATOINTOHRAIT
CEPEThZEBEEIC/\— RERAIREENE T, &/, AO—HTTPUIIARNTIIAILT 7
ARNTBELSCEMYDIIVIARNEZRELRY,

IXTOARL =232V ICHULTH—ERIZA T RTINESDRA LTI NMEZRET S0
. B—QUITIAN CRULTEREELR LEETEET,

/A Important

SDK for Rust "L ARV AZBR L IERIEEEC D AN) -2 TF—RICE, 7
RL=23VBALTIRNERATREALTINIEBRE T EA, HIZE. LAKRY
AByteStreamD X N—A5NTF—REHELTE, ARL—2320FA LT ITNEH
£LFEEA,

AN —LREBEOFL

SDK for Rust l&, BFLEULEARN—LDKREICEETZIHNOEXOZA LT VN ERBLET, &
LEUEARN—LAR, RECAEBEFEEEZBIATCTF—REERLBEVTY O—RAN)—AFE
FADO—RARNI—ATE, chlokY, FTUTGT—=2a o gEBRICN L, #7392 L
ANELSBYET,

ANV—LORBHIFELTZDE, ANV-LFHFBRPEZEATT M RIREBICEDETIF—HFRE
nEXY,

F7#)NTlE, SDKforRust &7 Y7’ O—REAVO—ROMETELEAN)—LDOREEZE
ML, BFHELF 2000, 2ELEEINAINBOTITAETAEZRLULET,

ROBIE, 7Yy 70— RRBEEZEMWCIL, TOTAETAFRVETHEZ 10 WICE
¥EStalledStreamProtectionConfigg @ HARN A A& iz ZRLTVET,

let config = aws_config::defaults(BehaviorVersion::latest())
.stalled_stream_protection(
StalledStreamProtectionConfig: :enabled()

.upload_enabled(false)
.grace_period(Duration::from_secs(10))
.build()

)

.load()

.await;
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/A Warning
ARN)—LREBEOELEF. BEBREAFSSITT, cNSOERE, 77UT5—23aok

FBBBNT NV AZXEETRIHEP, HOBEZSIEELTVRIBEICOHKE
EI2_2B8HHLERT,

FLEUEAN)—LDOREBEZEMCTS

ROBNE, FLEULEARN)-—LARBEZZEICEMCITZHEEZRLTLRT,

let config = aws_config::defaults(BehaviorVersion::latest())

.stalled_stream_protection(StalledStreamProtectionConfig: :disabled())
.load()

.await;

ARV —LREOEL
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ZFEHT 2 AWS SDK for Rust

ZEAL TAWS H—E R AWS SDK for Rust ZIRET2 — M B G EEHEBEND HEICOVWTER
BALEY,

Ny o

« VOTANZRITID

« RANTZO9T14R

- ERET

- IZ7—E

« Lambda BB EERR T %

e R=THE

- BENE 2RI S URLs
« 1ZY RTABK

« JIAZ—

VOTARNEHITTS

CVIIAREFTSICEAWS OH—ER, T —ERITAT U L EERTIRENBYET,
AWS OH—ERX J—RAFAFEATRI LTI, MAOAFE TN ZRETSLlientH DB DK
AHWEY,

&, T—ERICL2TClient2HENBAPIARL =232 Z&IC1D2OXYY RZ2RNBEALET,
ChSsOBEXYY RORVER fluent builders THY), ELF—FEXOBEKOI-ILFI—2IC
EO2TICEBDANNEMENAPIRT, H—EAD XYY REFFHL %, send() 2HY
HLUT, HAOARIIFuturedd £hld ZEB L £ISdkError, SdkError MFMIC DL TR,
FrTo—0E, ZZSREEV,

XOBIE, Amazon S3 ZERAL T ICNT Y NEERTHIEERWBEARL—23 2 &ZRLTVE
Jus-west-2AWS U—>3 2,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);
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let result = s3.create_bucket()
// Set some of the inputs for the operation.
.bucket("my-bucket")
.create_bucket_configuration(
CreateBucketConfiguration::builder()
.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :UsWest2)

.build()
)
// send() returns a Future that does nothing until awaited.
.send()
.await;

BEY—ERAIL—KNCIRE., ROXSBAPIAAICEAZTNZEMDED 1 —-IILABYET,

« types EZ1—LICR, KVBMBBENMEHREZRHIIBEAILEFIERIHYET,

» primitives E231—J)LICIk. BREP/NAFTUBLOBRBREDT—RERTILOHDLY I TILE
RATHHYNET,

KV BT ARBOABEBRICOVTRE, Y—EAKRFEOAPIVUTZ7LVARFIXNEZSRLT
<fEEWV, #lzlE, Amazon Simple Storage Service aws-sdk-s3 OARFEICFEHOED 1 —)LA"H
WET, TOSEM2 D2, ROEHBVY)TT,

* aws_sdk_s3::types

* aws_sdk_s3::primitives

RANTZO0T14RA
U, EEATIEHORARNT ST 1 ATT AWS SDK for Rust,
ARERIBEEIESDKYVZA T N 2BRATS

SDKOZATNOBEFEZL>TR, ILWISATUONEERTDE, KITAT 2 M
BOHTTPEGR 7 —I. DX YV 1B EZHBEIZREENHYET, JANOAND )Y —RERK
DFA—=NN—AY RZ#(TD-HSdkConfig, V54T NaHEBETEH, PBIEEHETE L
ZHEHLET. IXTOSDKITATURE, BE—OF NIV ISRBRBOEFHClone& LT ZX
=LET,
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APl ZA LTI NERET S

. BEIALTIRRITY REALTIRRE, —BORALTIRNAT>I>0OF7 4L
ESDKZRHL X TA, APIFOHL ZA AT TR PEY DAPIFOHLUETIC OV TRREHL XL
Ao XDHETEVITIARNEERDRAALAT INERETDCELEZRBEOLET. ChiC&kY, UY
IARNDETERTOREAIr RS BEZLSB-—RNZEEP, BHHNERY NDO—JLOBENREL
SR, P7)Tr—2a A RESFETARICKRIZDRSICAENET,

FARL =232 2L LTITROREOFHFAICOVWTR, T ZZRLTKEEZWVW ZEALT TN,

R RAT

FERFETHHEZIEMAL AWS SDK for Rust EB AN, 1—H—FIHBED Z2RETZHE-HNDZLD
F7arhFsIET,

i

COXFBICHEIDIAZRFRIALYX I, WKO2ADOAZER., st LhlcnfiazRkL TVWELE
A/ ZLACBITVET, COHARTR, ATZERLEXT,

« BRV:TAVZLNRTIZDERTRITITR, FLERBRTETIDERTRITZAHKD "EXREM,

« =TIV AVELI—T AT BROZA VN IBEEICERITENDEE,

s ARIVELI-—FTAVT BRORAVNFERIZHETRITETNDEE

- ARERTH AVEI-XNEROZAVEZEEDIEFTTT I3 #EE.

s NIUFERAV:AVEI-ZFEBORRAD ZFEEICRITTE 2 #EE

c L—AZRMH: FAVOBEBREPRXAIOABIZANDEEICESVTIOTSLOEBEN EDS

B4,

« BA-HFYUY—ZAADTIEADELS, 2 DU LEORRAIARRBICUY—RAICTI2EAT2E
E. TOIY—A "HEH, IZBYET,

e FYROYVY: ChBEHETTERVRE, ChEFEE. 2 2O0FXAIFEVOUY—AZEEL
WA, EE5Q0RAVEMBD) Y —ANERATEICEDIET)Y—AZBHRLUBEVESHICRE
LET. FYROVIICKY, 7O LD HBONELRIZTLICHELELSZYET,

API BL LTI NZHRET S 45



AWS SDK for Rust FAROY N—HA R
SRR

BUOOHIE, =Y I)TOTSALATT, 2OHITE., BFRTEMZFERALTIOI—REZE
BELET, #06ITlEk. ELbuild_client_and_list_objects_to_download()XVY Y R%ZH
FMAL., ATEEZTVWEImain(),

RDORRADHITIE, Amazon Simple Storage Service NTY RADIXTOT77AI)NEX D O—R
LET,

1. £9, IXTDT77AINE—ERRLET, F—E2VANIRELET,
2. UANZEV)IRL, E7 74N Z2EBI-XDOO0—RTS

const EXAMPLE_BUCKET: &str = "<an-example-bucket>";

// This initialization function won't be reproduced in
// examples following this one, in order to save space.
async fn build_client_and_list_objects_to_download() {
let cfg = aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let client = Client::new(&cfg);
let objects_to_download: Vec<_> = client
.list_objects_v2()
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("listing objects succeeds")
.contents()
.into_iter()
.flat_map(aws_sdk_s3::types::0bject: :key)
.map(ToString::to_string)
.collect();

(client, objects_to_download)

#[tokio: :main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;

for object in objects_to_download {
let res = client
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.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("reading body
succeeds").into_bytes();
std::fs::write(object, body).expect("write succeeds");

}

(® Note

chsnflTik, IZ7—RBFoBeshd, YOTINTY NIRRT 7AILNADLSBF—%
BOATSI ORI BOVERELET, LEN 2T, TAREREFALINIDOERICD
WTIEEY) EFEEA

BHOIVEI—BOT—FTI0F VLKLY, COTOTZLZEEHRAT, BRIHNICHRNICZTS
CENTEERT, ChIZOVTE, BOBITHALETH, £F. V<22 OBEZFEBLEL &
So

MEHEES1I—2E) T4

Rust DEEICIE 1 DOMBEN BV ET. FIEENEENCEDE, MIEENfMBEITZDIINTDE
LHIBRENE T, FTEER. BEAND12ULEO/Z1—RTIIEBSBELEF 1 D201 —2T )%
SBOVThAZIEBETEERT, Rust ANA Tk, SBNFTOFMEEZLESHEVKRSICTEE
ENFHYVET,

BEORAVABUIY—ACAZENICT IV EAITZBEN HDHEE. BMOFTE LRI MBET
o =T IF)AVEI—FTAITR, BFAVRIBFICRTEND LD, BiEITD i<
BUVY—RAZAZENICT IV EATERT, LEL, BRIVE1I—T42ITR, RATREED
JEF TEKICRITTERY, LN 2T, BEROXREARZSEANTAETHD (FiF. EEARE
BEZBARELEBERAPBLEEITVI19R) 2OV NAZICARATRILEDHIC, E5I1CF
KOCEZRETIDZENHYNET,

Rust BESA7ZVICE, CheRRITBIDOICKRIDZSOY—IINFABRETNTVET, 2hs
ODREY VOFMCIOVTE, "Rust 7OJZZVJFE O "EHEZ1-—FEVT 116
O TAHBEEICOVT, Z2ZRLTLEE,
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https://doc.rust-lang.org/book/ch03-01-variables-and-mutability.html
https://doc.rust-lang.org/book/ch04-00-understanding-ownership.html
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T DD HGE

LTI, TEBRFA72z IO OUVARNERLET, chslE, AVNAZHFREKETIOTTAI
KOTHBEHEOL I ESNBVIEZRETDILOICHELRY—ITT,

BESATSVRABATII O :

s A ARN—LRHBCOEERSA VR, T—EN TV TEehdEArc, BEODHMEENEZR
BAICHIBRT DL ZODEB TR ERL, BHICHETEE T, COEZKRTE. EOFMEHERE TH
BlICBYEST, AOERII—ZFTINAICICTBRZERTERTEAN, A 1—2TI)IIZTS
CENTEET,

e &KV)EE: EROALY RFMEEICTOVSLADRA > NCEETZINZEF>THS, INT—
BICRTESETLET,

« Condvar; IR NODEEZF O TVBEICALY REJTOY U T5#EERIR#T S Cond ition Var
iable,

e Mutex: —BIZRARK1D2DAL Y R —ZBOF—RICTIELATEDRSICTHDHERAXHDZX

Lo —REMIZ, MutexOY 2R IO—RAD 1 20O .await RA 2V MCEEN > THREFLBEVWTLE
=L,

Tokio BEA 7T UK -

l& async-runtime-agnostic AWS SDKsZ B E L TVETAH, BEDT —ATldtokioRAEF T
SIVNEFERATREEBBOLET,

e Mutex: BES A 7SO ICETVEITHAMutex, JARDIDIFHLICELSBZYET, BED LEFE
TV Mutex, chiFI—RAEAD 120 .await R4V NCEEN > THREFTEET,

- Sempahore: EHEDRAVICE > THEVY—ANOT VA ZHBITZ-HICEAE D EH.
Bl k) IERNICEEMRAD (VT ILAL Y REKRET)

ROEEENHITIE, futures_util::future::join_all%ZfEMA L TALLget_objectU
TAMNZEBFICETLET,

#[tokio::main]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
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https://doc.rust-lang.org/std/sync/index.html
https://doc.rust-lang.org/reference/interior-mutability.html
https://doc.rust-lang.org/std/sync/struct.Barrier.html
https://doc.rust-lang.org/std/sync/struct.Condvar.html
https://doc.rust-lang.org/std/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/index.html
https://docs.rs/tokio/latest/tokio/sync/struct.Mutex.html
https://docs.rs/tokio/latest/tokio/sync/struct.Semaphore.html
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let get_object_futures = objects_to_download.into_iter().map(|object]| {
let req = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET);

async {
let res = req
.send()
.await

.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
// Note that we MUST use the async runtime's preferred way
// of writing files. Otherwise, this call would block,
// potentially causing a deadlock.
tokio::fs::write(object, body).await.expect("write succeeds");

1)

futures_util::future::join_all(get_object_futures).await;

chiF, ARRITOXVY N 2ERTRIRE[ELFETTN,. —ELTHSAHATEVEEAN WD
AHBYNERT,

1. IXNTOVITANALZRRICERLET, TNTDget_object VITANALZRETS
DICTDBEXTINFBEWEE, out-of-memory ", BIYHETIS—HFRELEFET,

2. INTORKRZFRICHERL THEET, Amazon S3 &, —EICATIVO—RLKESETREH
NEIEDEVIIANERELEY,

ChoNEBEBOMAZBETRICE., —ELEFIZDZVIIANDEZFRIDIBEN HVVET. C
NZT5CE. tokioEN 7 A ZFERALET,

const CONCURRENCY_LIMIT: usize = 50;

#[tokio: :main(flavor = "current_thread")]
async fn main() {
let (client, objects_to_download) =
build_client_and_list_objects_to_download().await;
let concurrency_semaphore = Arc::new(Semaphore: :new(CONCURRENCY_LIMIT));
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let get_object_futures = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone
// the Arc'd semaphore before passing it in.
let semaphore = concurrency_semaphore.clone();
// We also need to clone the client so each task has its own handle.
let client = client.clone();
async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);

1)

futures_util::future::join_all(get_object_futures).await;

DOTANDERZ async7OY VICBE TSR LT, BENBEXTUFERAEOBEZBELEL
2o CHICKY), UDITARNREBIDETHEHENE A,

(® Note
XEUNHBDEEE. IXNTOVIIAMADZ—EICERL., EEOEFBNI TEDETX
TUICREITZDANNENTT, ChERITICEE. VITANADOERE async7OY Y
OASICHEBLET,

Fro. BEFOVIIANE ICHIRTZDCET, —BILEBIDVIIAMMSIEIMEZBLE
L & L 72CONCURRENCY_LIMIT,
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® Note

DB YD/ fEIECONCURRENCY_LIMIT, 7O IV RZEILERYET, BEOVIIANE
ERL TEET2HER. AOYRNUIIS—ARELBEVESIC, TERLETELHE
LTLKEEY, ABETHROFRE,. U—ERNREEITIRIIL AR AEAOY NUVY
LARAOERICETVTEHNICEFRTEETHN, TOEMEHASZOHA ROFRAT

ER

Bl k) NERNICEERAD (NILFAL Y REIFEIT)

BHD2206ITE, VIIANZAKICETLELEZ, ChBEPNICRTIZDRYEMNENTT
A NILFALY REFERATEICET, FYMEBHNIZENET, TThZET5ICEtokio, TS %
BRIDEZAVELTAR—FTRIRENFHYNET,

(® Note

COBITE, RIWFALY RtokioZV BZA LZERTILBEN BN ET. cOFUEA LA
(& rt-multi-thread#BENERTY —hEhET, k., £€55A, YILFOATIZUT
TO7ZLZERTITILENHYVET,

// Set this based on the amount of cores your target machine has.
const THREADS: usize = 8;

#[tokio:

:main(flavor = "multi_thread")]

async fn main() {

let

let

let

(client, objects_to_download) =
build_client_and_list_objects_to_download().await;
concurrency_semaphore = Arc::new(Semaphore::new(THREADS));

get_object_task_handles = objects_to_download.into_iter().map(|object]| {
// Since each future needs to acquire a permit, we need to clone

// the Arc'd semaphore before passing it in.

let semaphore = concurrency_semaphore.clone();

// We also need to clone the client so each task has its own handle.

let client = client.clone();

// Note this difference! We're using “tokio::task::spawn’ to
// immediately begin running these requests.
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tokio: :task::spawn(async move {
let permit = semaphore
.acquire()
.await
.expect("we'll get a permit if we wait long enough");
let res = client
.get_object()
.key(&object)
.bucket (EXAMPLE_BUCKET)
.send()
.await
.expect("get_object succeeds");
let body = res.body.collect().await.expect("body succeeds").into_bytes();
tokio::fs::write(object, body).await.expect("write succeeds");
std: :mem: :drop(permit);
1)
1);

futures_util::future::join_all(get_object_task_handles).await;

EEERAVICHEITDORERICEDIBEENHYET, BE, IOAH/EH) ORTRER7/OVIE
nNET, U1 ALE, REBETEADIRIAVO_—ALEREEITENDZZAIO_—ADO/INS
VABLDDICEFITEIARMNBYET, EOTURALEBRLTE, FEEZAVICHETS
BEMNENBFECEITIHREEELTERALSEETV, tokio TR/ LAQOHRBEEICOVT

&, TEZ1—)ltokio::tasky ZSBLTLEEL,

RWVFALY RFT7UT—>32>0F7F Ny T

BRFICERTEND2RXRAVIE, FEQIEFTEITEET, TOLS, ARET7O7L007 %5
KD ENFEEICHLVEEN BV ET, SDKforRust Tlk, tracingdJ BRI AT LAZEH
TRLZBHOLET, ETPTH>TE, FEOXAITOTZIINL—TITEET, 41X
AlLDWVWTIE, TAWS SDK forRust J—ROOJVEHFZEMN-TH, ESRBLTLEETL,

OV OTFYTENERAVZRBANTDEODOIFECENEY—IEF TF, hnlEtokio-
console, EH Rust 7OV ZLADBMBE KT FNY ITY—=ITT, 7OTTLZFHAL TERT
L. tokio-console77’UAERITTD L, 7OTJSLNETHFORRIDTATEI—HFRREh
£9, COEI—IZE@F, ZAINFHBUVY—-AOBRBEGOOICAN 2 EEE®, R—UJEni
RESEDEREBHRISEENET,
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https://docs.rs/tokio/latest/tokio/task/index.html
https://github.com/tokio-rs/console
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T -3

EEALTEREOT7 V-3 2 BEI3ICE@E, A I5—202E8NDLSIC AWS SDK for
Rust RIA 2B IDCENEETITSDK, LTOEI> 3> TE, TRETHAREEOHZDEE
TEBRIT—SDKE, ThsZBYICAEBITEIHECODVWTHALET,

FTRTOARL =232, TT—ResultRAT7TH ICREE NI AT ZIRL £ SdkError<E,
R = HttpResponse>, SdkErrorlkk, NUT72VKNEFEFND VS DADAGERR A T &2 D53
BTY,

H—E AT —

IS5—DEE—MHNEZATE TFSdkError: :ServiceErrore cDIS—lk., AS5OIS—L
ARVAERLET AWS O —E R, fIZEF. BELAVWATZ T NE Amazon S3 A SEIBL
£5EFTBDE, AmazonS3 IS —L AR AZBRLET,

A HAETBDSdkError: :ServiceErrore, VDOITANF ICEEICEEENELE AWS OH—FE
AN, WEBTERL 2 EEEZERLET, chik, VITARNDODNTGA—RICEETENDIS—F
FERY—ERABORENERTT,

I5—LARAOFHME., ITZ5—NUTFT2RNCEENTVET, X0pllE, EELE
dServiceErrot/ NV 7 N ZERICHBL, SEXTERIS—IT—AZNEBITDHZEERLTWV
x99,

// Needed to access the '.code()' function on the error type:
use aws_sdk_s3::error: :ProvideErrorMetadata;

let result = s3.get_object()
.bucket("my-bucket")
key("my-key")
.send()
.await;

match result {
Ok(_output) => { /* Success. Do something with the output. */ }
Err(err) => match err.into_service_error() {
GetObjectError::InvalidObjectState(value) => {
println!("invalid object state: {:?}", value);
}
GetObjectError: :NoSuchKey(_) => {
println!("object didn't exist");
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}
// err.code() returns the raw error code from the service and can be
// used as a last resort for handling unmodeled service errors.
err if err.code() == Some("SomeUnmodeledError") => {}
err => return Err(err.into())
}
};
I —XEZF—2X

INTOY—ERIZ—ICRF, Y—EABBOREZAR—KIBETTIEATESEND X
BTF=BHFBYVET,

« <service>::error::ProvideErrorMetadata &Mk, H—EANSEE N3 FAAEELE
BEBDEDIS—OA—REIT—AYVE—IADTIOEEAZRHELET,

« Amazon S3 MIF{E. CDHHlE TJaws _sdk_s3::error::ProvideErrorMetadata,

Y—EAIZ—ORZ TN 1—FT AT IRIDERENBIBDEETEET,

« <service>::operation::RequestId M. T—EAICK > TERENLEZ—EDAWS VY
TANIDZEB TR LHDOILERXY Y RZEMULE T,

« Amazon S3 MIFE., D4 E TJaws_sdk_s3::operation::RequestId,

« ML A KMl&<service>::operation::RequestIdExt, extended_request_id()XVY VY R
ZEMLT, LRUIVIANID ZEMULET,

« =D H—ERATOHBPR—REIhTVET,
« Amazon S3 MIFE., C D4 F TJaws_sdk_s3::operation::RequestIdExt,

ZERAL 55 T > —HR DisplayErrorContext
NDIS—SDKRBE, KOLSE—ENBENRERETT.

1. ARV ENIZ—2RULUIEESH, VIVIARMDTAANY FIZKRBU XL I,
2. BEABEHZ7AONA S — NI —ZRL IS, ORIV RGEIZ—ZRLEL I,

. WABHM7ONAR—H H—ERAZHTHL, TOH—EAN IS —Z2RLELSH, IT5—HFK
ThEL L,

4. FBABHIU VIANIELVREAAFZVES, Y—EALSIZ—HFREhEXL I,
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TF72)IRTR, COIT—ORRE "NYFREL 0hZHALET, il IT7—DOKT7
W 1—F A TICRIADEFMI HY) EB A, SDKforRust IZlE, EWSI T IBEIS—LKR—
X—HNRAEENTVWEIDisplayErrorContext,

- <service>::error::DisplayErrorContext &k, T£AXIZ—ATFANZEHLT
DMz EBMLET,

« Amazon S3 MiFE, CDEEKIE TJaws_sdk_s3::error::DisplayErrorContext,

I5—%22Y7LTERRL, BHT2E., BROKSBRYFMABZEXAY &—
DisplayErrorContextZE#HL £,

dispatch failure: other: Session token not found or invalid.
DispatchFailure(
DispatchFailure {
source: ConnectorError {
kind: Other(None),
source: ProviderError(
ProviderError {
source: ProviderError(
ProviderError {
source: ServiceError(
ServiceError {
source: UnauthorizedException(
UnauthorizedException {
message: Some("Session token not found or
invalid"),
meta: ErrorMetadata {
code: Some("UnauthorizedException"),
message: Some("Session token not found
or invalid"),

extras: Some({"aws_request_id":
"1b6d7476-f5ec-4al6-9890-7684ccee7d01"})

),
raw: Response {
status: StatusCode(401),
headers: Headers {
headers: {

"date": HeaderValue { _private:
HO("Thu, 04 Jul 2024 ©7:41:21 GMT") 1,
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HO("application/json") 3},

{ _private: HO("114") 3},

"content-type": HeaderValue { _private:
"content-length": HeaderValue

"access-control-expose-headers":

HeaderValue { _private: H@O("RequestId") },

"access-control-expose-headers":

HeaderValue { _private: H@("x-amzn-RequestId") 3},

"requestid": HeaderValue { _private:

HO("1b6d7476-f5ec-4a16-9890-7684ccee7d01") 1},

HO("AWS SSO0") 1,

"server": HeaderValue { _private:

"x-amzn-requestid": HeaderValue

{ _private: HO("1b6d7476-f5ec-4al6-9890-7684ccee7d0l") }

found or invalid\",

)I

connection: Unknown

}

},
body: SdkBody {

inner: Once(
Some (
bll{

\"message\":\"Session token not

\"_type\" :
\'"com.amazonaws.switchboard.portal#UnauthorizedException\"}"

)
),

retryable: true

iy

extensions: Extensions {

extensions_02x:
extensions_1x:

Extensions,
Extensions

AL s I>—HR DisplayErrorContext
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Lambda E#ZzERL T 2

ZMEAL 2 AWS Lambda BIZNOBRFICEBE T 555 RF 2 X2 MZ DWW T AWS SDK for Rust,
AWS Lambda RO Y /N—HA4 R® "Rust ZfFEA L 7= Lambda B DBEE ) £25RBL TS EE L,
CORFIXRNTR, ATEFERITZHFEICOVTHBALET,

« J7HEERA® RustLambda SR A LDTZAT > NIL—B., aws-lambda-rust-runtime,

« Cargo Lambda Z L T Rust B8%/\4 > ) % Lambda [CF 7O/ 92 EHDHEBIATN RS A
y‘y_)bo

AWS Lambda RO Y /N—HA ROHA RFEHICMA T, ODAWS SDKOA—REI AR N T
Lambda 5T&EY — )L OHIE EH TE £ 9 GitHub,

R—T9E

Z<DAWS ARL =232, RAO—RFREIETTI1EDLARVATEREZWVWESIC, €1V
BTShIE/BRZRLET, KDWIC, Y—EART—20O—HP& h—U2%2EBL, XOEEOEY
RZ2EBELET, CONE—2RBR—JFEEFRENKT,

AWS SDK for Rust Ik, ERZBHNIIR—D DB T -HICFERATE Sinto_paginator#
RL=232VELA—DIRXYV Y RFEENTVET, BREZLEITSI—REZERT
BEFTEARAET. INTOR—JHEARL—3aVELT—ICR. BRER—DH
ZlPaginationStream<Item>9 % Z 2B TS into_paginator() XV Y RAFHYWET,

« Amazon S3 Tl&, TO—HIA" T
Faws_sdk_s3::operation::list_objects_v2::builders::ListObjectsV2FluentBuilder:

RDOFITIE, Amazon Simple Storage Service ZFEAAL TWE T, LEL. #B&EF. R—TIpEEh
A1 2 EHB Y —EATERU TTAPIs,

ROI—RABlE, try collect DXV Y RZFERAL TIR—DDEICNEIXNTOHERZ ICINET
PREEELHFlERL TLVERIVec,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;
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let s3 = aws_sdk_s3::Client::new(&config);

let all_objects = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
.send()
.try_collect()
.await?
.into_iter()
.flat_map(|o| o.contents.unwrap_or_default())
.collect::<Vec<_>>();

R=DTEVFRICHEBL, IXTZ—EECXETVCRYRAEZEVWLRSIZLEVEENFHYE
T, ROBITRF., ThALEBELBZZETAmazon SANTY NADA TSIV M 2REBLELET,

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let mut paginator = s3.list_objects_v2()
.bucket("my-bucket")
.into_paginator()
// customize the page size (max results per/response)
.page_size(10)
.send();

println!("Objects in bucket:");

while let Some(result) = paginator.next().await {
let resp = result?;
for obj in resp.contents() {
println!("\t{:?}", obj);
}

BENE Z#EHK TS URLs

—HOARL—23 20O AWSAPIVOTANCEREBRZLT, HOREEN B ORIEERZRT
BFICETVIIANEFERATEDELDICTRENTEET,
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=& ZIE, Jane A" Amazon Simple Storage Service (Amazon S3) A7 IV NIZT UV +EAT
E3H, Algjandro EF TSI VRNT IV ERAZ—HHNICHBLEVWELET, Jane &, BAF
ZGetObject VI T ARNZAERL T Alejandro ERETE B 128, Jane DFRFIFHRADT IV EAX
BEORIAFHROMBEMBERFICAT DI VN EZAIVO—RTEET, BENE FEARATS
RREEIRURLIE, 21 —0 ZERLEAWS 1—H—TH 2, 21— 0O TIURL,

Amazon S3 URLSTOERFE DOFEMIC DL\ Tk, Amazon Simple Storage Service 1—H'—71 4
R "EFFE OFEAURLsy ZZRL T EE L, Amazon S3

EEZOEXR

AWS SDK for Rust &, EEFEUIITANOEREBICFERTE 5 FRL —2 32 fluent-builder
MOpresigned( )XV Y RZEHLE T,

ROFITIE, Amazon S3 DEE B F&EGetObject UV T AN EERLET, VITANIERER S5 2
BEMTT,

use std::time::Duration;
use aws_config::BehaviorVersion;
use aws_sdk_s3::presigning: :PresigningConfig;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;

let s3 = aws_sdk_s3::Client::new(&config);

let presigned = s3.get_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(6@ * 5))
.build()
.expect("less than one week")

)

.await?;

presigned() XV v RiF Z1BLU £9Result<PresignedRequest, SdkError<E, R>>,

IR&E 1% PresignedRequestlllE, XYY R, | BLROPEEOAYR—ZET URHTTPUY I A
ROOAVKR—ZFRTEHETIXAVY RAEENTVET, VIIARNEZEAMCITRICE, chs
XNTHFETIESRT—ERAICEFITIHXENf HYVET, LEL, ZLOBRFEVIIARNE
URIZHTRTCENTEET,
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B XU POSTPUT) VT ANDERER

EFNEEBTREEZS<OARL—232EFE O&ZEBEELURL, HTTPGETU VI ANELTEFETS
PDENFBHYVET, EEL, —HOARL—2IDVEFEAXZRY, ZBEICRI2>TRAYA—EEEI(C
HTTPPOSTE /2l HTTPPUTU Y TARNE L TEFIIHBEN BV ET. chSOUIITANDER
BAGGETUIIANDOEFHBRERLUTIN, BEREVIIANOFTEHLEEF LY EMETT,

AT &, Amazon S3 PutObject UV TARNICEGERL., BIRUELHTTPOSA TN ZEFERALT
EfEhttp: :request::RequestTE 2 ILE#TZHITT,

into_http_1x_request() XV v RZEATSHICIE, Cargo.toml”7 7 A4 )L Daws-sdk-s37
L—KNIC http-1xi#eEZBML F T,

aws-sdk-s3 = { version = "1", features = ["http-1x"] }
JY—A774) :

let presigned = s3.put_object()
.presigned(
PresigningConfig: :builder()
.expires_in(Duration::from_secs(60 * 5))
.build()
.expect("less than one week")

)

.await?;

let body = "Hello AWS SDK for Rust";
let http_req = presigned.into_http_1x_request(body);

AR RF7OVEEE

(® Note
CNEEERZRILI—AT—ATYT, BEAEDI—H—ICEMBETEHRTEH ) EEA,

SDKforRust A TFANDAHLTEEZENEV IV IANZERTIMEN DI —AT—AHN WL
DHABHYVET, TOLSD, aws-sigvs ERFRBICAKRFBEEMBEATE FISDK,

LT, EXNEERZRIMATYT, HMEICODVWTR, KEORFIXVRNZZRLTSEZL,
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aws-sigv4 8K http VL —bM%& Cargo.toml 77 A JLICEEMLET,

[dependencies]
aws-sigv4 = "1"
http = "1"

Y—ART774):

use aws_smithy_runtime_api::client::identity::Identity;

use aws_sigv4::http_request::{sign, SigningSettings, SigningParams, SignableRequest};
use aws_sigv4::sign::vé4;

use std::time::SystemTime;

// Set up information and settings for the signing.
// You can obtain credentials from 'SdkConfig'.
let identity = Credentials: :new(
"AKIDEXAMPLE",
"wJlalrXUtnFEMI/K7MDENG+bPxRfiCYEXAMPLEKEY",
None,
None,
"hardcoded-credentials").into();

let settings = SigningSettings::default();

let params = v4::SigningParams::builder()
.identity(&identity)
.region("us-east-1")
.name("service")
.time(SystemTime: :now())
.settings(settings)
.build()?
.into();

// Convert the HTTP request into a signable request.
let signable = SignableRequest: :new(
"GET",
"https://some-endpoint.some-region.amazonaws.com",
std::iter::empty(),
SignableBody: :UnsignedPayload

)?;

// Sign and then apply the signature to the request.
let (signing_instructions, _signature) = sign(signable, &params)?.into_parts();

AR RTOVEEE
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let mut my_req = http::Request::new("...");
signing_instructions.apply_to_request_httplx(&mut my_req);

A=y M TAB

AWS SDK forRust 7O TV NMZAZY RTARNZRET I FERZBBH Y ETH. W<D2Hh DA
EEREBOLERT,

« mockall Z L —Kautomockh s Z#FERAL T, TANZERBLVTETLET,

« AWS Smithy &4 LM StaticReplayClientZ AL T, BEE N'FEHTI2EEHTTPY S
ATRORDYIZEATED T IAIHTTPOZA T RN Z2ERLET AWS OHF—ER, D
DAT 2 RNE, FYRMND—OBHATH—ERLEBEITZIOTREL, BELEHTTPL AR A
ZRLET, ChiZkY, TANITANEBWTRAOTF—2ZMBLET,

EYIOF—IIEFERALTEY VZ2EBBNICERKTS

mockall L —h automock®—f&xM7%i Z#FEAL T, TANCHXEREY VREO Ao ZHEW
CERTEET,

cODBITE, EVDISHARARZALAXYY ReaTARMLETdetermine_prefix_file_size()., <
DAY Y RiE, Amazon S3 ZHUVOHITHARX Alist_objects()TY/N—XVYY REFUHL
£¥9, AmazonS3 ZEY UV FBH_& Tlist_objects(). Amazon S3 ICERRICERKR TR L
<determine_prefix_file_size() XYY RETARKNTEZET,

1. 70T RMF4LO2MNVOOXY ROV MNT, KEBHKEL TmockallRFEZEML £
9,

$ cargo add mockall
ZhIZkV), Cargo.toml 77 A )LD [dependencies]tE V> aVIZKRFEHFEBMENET,
2. mockall RFEA SautomockEZ 1—I)LZEHET,

FTANAWS DH—ERA §5 ICEETRZMHOTA TS, CNDFEEE AmazonS3 EEHE
T

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
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use mockall: :automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

3. RIC, 77U —>3>20O Amazon S3SYN—BED 2 DORENDSBEENEFRTIH &R
ETSI—REEBMLET,

« XY RND—UHTAMazonS3 ICT7 VAT B ELDHICHBRENEEEOED,
s IR P2THERENIETY UFE%mockall,

COHBITIE, BIRLE I EVSBRIATHSNTVETSI, BIRIE., test BHICETVWTE
HFETT,

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

4. S3Impl B\iEMKE, ERICICVIITANZEETS Amazon S3 Y /N—BENDREETT
AWS,

s TARDEMCHBE>TVWSREE, VDIVIARNIEYVICEEE N, EYIICEEEAEVE
H, COO—REFEFEAETNELA AWS, dead_code B, S3ImplR A TAEHAE T
BUOBEICHABEZERELBEVERSIC linter ICEERLET,

 ZHBERE X, TAREBRICE2>TVWSIES, automock BEERETHIHEND
%#[cfg_attr(test, automock)]c&ZRLET, chld, EVSHEBO OEY I ZHE
9 Bmockallk S IZ3ERS3Impl L £ I MockS3Implo

« ZOHITIE, list_objects()XVY Y REEYIVITIHUOHL TTF, automockl: BEIRYIC
expect_list_objects()XVY REERLET,

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,

}

#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
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Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

5. EVWSHAMDEZ1-I)ITTANEREZERL T test,

 ZBEMAE E, test BEN OBFE. FTANED1—-I)ILZEEmockallTHHENDH
#[cfg(test)]c&ZRLETtrue,

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1)
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.build())
1)

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

1)
.set_next_continuation_token(Some("next".to_string()))
.build())
18
mock.expect_list_objects()
.with(
eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
1)
.build())
1);
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// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

« BT ANTIElet mut mock = MockS3Impl::default();. ZFEHAL T ®mockfA VA
R ABERL EIFMockS3Impl,

« EY UM expect_list_objects() XYY R (IC&X> TEHBWICHERE hizautomock) &
FALT, J-RADOBDOBFAATlist_objects( )XY Y RFEAEhELEDHFEID
BREBRELET,

- HIFENBIUEhDE, ChsZFERALT ZHCELTEHZTANLE
Jdetermine_prefix_file_size(), BREhifEldk, 7H—>a>z#FHALTELVCE
BERTDEHICFIVITIhET,

6. determine_prefix_file_size() B8%E Amazon S3 Y /N—&FERLTFL71Yv IR
T7AINOH A XEWMBLET,

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back

for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
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next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;
}

}
Ok(total_size_bytes)

RA7S3E, HTTPU YV I AKNZ{TSMockS3ImplEEIZ S3ImplE OEAEYR—KTBDKLSIC,
Sv &Nl SDK for Rust B E RO HITEHICHERAETNET, TARNEBRIZE > TVWBIES,
LR 2TBHENICERENETY T ABMKBmockallZHEL T,

chsnfloTLEI—RiF, THFETEXRT GitHub,

BNBEZEALTHTTPRZ 71 v 0%>2a2L—bhTD

aws-smithy-runtime JL—KMICRK, EVSTFARI—FTAVTAIOSANFEENTLVE
¥StaticReplayCliente COHTTPUZA TR I Z A, AWS OH—ERA A7 I UMDk
BEICTF7AINOHTTPOS AT RORDVYICIEETEET,

ZH LT B & EFStaticReplayClient, HTTPU I AREL AR ADRT DU A~
%ReplayEvent A7 IV RNELTHELET, TARNDRTHIC, FHTTPU VI AN RBHE
n, 94T MEARY N ARNReplayEventDRD IZHBDIRXROHTTPL AR RAZHTTPY 5
ATVROLARAELTIRLET, chllklY), RYRND—VEGEELTCHRAOOTF—2Z2FEAL
TTANZRITTEERYT,

BIWBLEOEA

BNBLEZEATRICR. FYN—Z2FRTIXERHYELBA. RDYIZ, TANTEATEZT—
RICHTBEIEBORY NT—I RS TAVINEDLSICRAZD M ZHBL, MAWS OH—EX
DZAT RN S )OI ANSDKERITT B - ICStaticReplayClient, TEOKRZT 74 Y U F—
S CRHLET,

® Note

FRENBDRYRNDT—IURNZTT14Y02RETBHICE. AWSCLI ®PZHOZRY NT—T b
Z74V 0T T4 — NTYRAZYT77=Y=)IBE VWSOPDTENBHYET,
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« FHRENBHTTPUIVIARNEREND L AR ARIEET BReplayEventF 7SI RDU A
NZERLET,

s BIOATY TTHERUIEHTTPRNZ #9232 1) A NStaticReplayClientZ AL T Z4ERK
LET,

AWS VS A TV RNDREAT TV NEERL., ZConfigAT7TIIRD
StaticReplayClient& U THEEL F¥Fdhttp_client,

BDATY TTERLEREEZFEALT, AWSOHY—ER IZATURNATI IO NEERL
9,

EERATRELSICREENEY—EAAT DIV EFERALT, TANTBARL—2 3V ERT
L& dStaticReplayCliento. A" APIJ YU T AKNSDKZZEFET S -TIC AWS, UARNKDRD
LARANFEAETNET,

(® Note

BEEENLEU I IANNReplayEvent A7 IO RMNORIRNILOV T AN E—BL %
WBETE, VANADKRDL AR ARGEICRENET,

s REBVIOTARNIXNTERITENES,
StaticReplayClient.assert_requests_match()BZZHTHEHL T, IC&2>TEEFEE
1) TARNANReplayEvent A7 TV RNDUARNDU IV ITARNSDKE—HTHEE2BRELE
9,

B

OB TE LUdetermine_prefix_file_size()BEBDTARZRTHEL &SN, EYIVDOKD
VICEBRNBEZFERALET,

1. 7Z7A2TO9MF4LIRNJVOOANY RZ7OV7NT, KFBEFKEEL Taws-smithy-runtimeR
FBEEBMLET,

$ cargo add aws-smithy-runtime --features test-util

_hlZkV), Cargo.toml 77 A1) ® [dependencies]EV > avIZKRFBEHFEMENET,
2. Y—RT7F7AI)IC, #Eiaws_smithy_runtimeZ A 7ZEHFET,

use aws_smithy_runtime::client::http::test_util::{ReplayEvent, StaticReplayClient};
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use aws_smithy_types: :body: :SdkBody;

3. FARNEK, TANFILETIIHENHDIEHTTPRNSZ O H U 3> 2K FReplayEventiBia
DERD SEENET, FARU NI, HTTPUIVIARNATZ IV hE, HFAWS O —E
ABERETIHERERTHTITPLARVAF TSI IR EENET,. chsOARY NI,
ANOHETHLUICEEhEITStaticReplayClient: :new()o

let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?list-
type=2&prefix=test-prefix")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_1.xml")))
.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix&continuation-token=next")
.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/
response_multi_2.xml")))
.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);

ERIE ICRTFEENETreplay_client, ek, HTTPISA T ROBRETEETD &
T. SDKforRust CEATES V547 hEXRLET,

4. AmazonS3 VTZAT U REZERTBICIE. 94T NIFZAD from_conf()BEEE U H
LT, REATSITONZFERALTISAT7RNEERLET,

let client: s3::Client = s3::Client::from_conf(
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s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);

REATDIIRNEIEILZ—® http_client( DXV Y REFEAL TEES h, RIAEHRE
credentials_provider() XV Y RZEFEHLTEEETNET, RIABERIE. BORIERE
%IRRT make_s3_test_credentials()EWVWSEHEFEAL TEREINET,

fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

ChS OFMERIEERICFEBENBVESD, BVWTHIHBERH)EEA AWS,

5. TANYUELR BREFVTHULTTANERITLET, COHITR., TOBEBOZRIFE T
Jdetermine_prefix_file_size(). RAID/NTX—ZRK, UIOITANICHERHTS Amazon
S3UTATURNATDIIORNTT, LEN 2T, Z#FEALTERENEVSA T NEEE
EStaticReplayClientlL, UIITARNZRY NRD—URBRATEEFEENZIOTREL, TNDY
AT NI ER > TOEBENDEIDICLET,

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);

O H Ldetermine_prefix_file_size()A"ETId&, 7H—hZFEAL T, &
ENEENrEEEE—HITDHEEZRERELET, XRIC, StaticReplayClientXY v
Rassert_requests_match()BEHNAHOPEHEIhETRT, COBEKEE., BJREALHTTPUI T
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ARERAFY L, BEIZAT 2 NOERBICRME hizReplayEvent A7 T 9 NDOEL S|
THREENEVIIANEITNT—HITRHEEZHELET,

chsnflozezI—RIFE, THEIEBTEXRT GitHub.

VIAR—

JI—X—k, BROREIZETSIET, FLEVY—ANEWNOREICBITLAVEHIE LD
£FT, VDIV—AZR=VITBLEHICERAENDZITAT7 2 NMIOMKRILTT, ik, Amazon
Simple Storage Service X EDERBESMH D H S H—E AX, Amazon Elastic Compute Cloud %
EDVVY—AZFERBNICERT IV —ERZFERATIEEO BN ERXRAITT, VDY—ADA
T—RAZMENICAR—D T33O0V 0 %2RRTHE, AHEATIS—HFRELRPIKBYET,
DI—X—OBER, COEFENAIN—I—RHIS ICBETRH_ETT, <O IF AWS SDK for
Rust, AWS ARL —232 024X 7 OAEICETZRVABZEFE >TVET,

AWS DH—ERXA JIAZ—%HYR—KNTS IClE, <service>::waitersTEZ 1—ILHNEEILE

9,

« <service>::client::Waiters LA KN, 947 RDIVI—32—XVYY RERHLF
T XYY RE Client BEMAICEEENET, IXTOII—ZF—XVYY RIFE, OEZEXEDHGSR
BANCHEWE T, wait_until_<Condition>
« Amazon S3 MIFBE. ZD4HIE TFaws_sdk_s3::client::Waiters,

ROBITE, Amazon S3 EEALTVET, LEL, BEE. 1 DUEDTI—K— AWS OH—
ERAEBEATVD TERLUTT,

ROA—REIE, EREBICNTY R FETDOZFOR—IUITODY VEZRBRTEIRDYIC,
VI—3—BREeERATIHEERLTVERT,

use std::time: :Duration;

use aws_config::BehaviorVersion;

// Import Waiters trait to get ‘wait_until_<Condition>" methods on Client.
use aws_sdk_s3::client::Waiters;

let config = aws_config::defaults(BehaviorVersion::latest())
.load()
.await;
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let s3 = aws_sdk_s3::Client::new(&config);

// This initiates creating an S3 bucket and potentially returns before the bucket
exists.

s3.create_bucket()
.bucket("my-bucket")
.send()
.await?;

// When this function returns, the bucket either exists or an error is propagated.
s3.wait_until_bucket_exists()

.bucket("my-bucket")

.wait(Duration::from_secs(5))

.await?;

// The bucket now exists.

(@ Note

B1EM XY Y RResult<FinalPoll<...>, WaiterError<...>> k. BHOKHEEE
FIS—ICELEBEORRLERICIEIZLHICHERATES 2 RLET, FHICOVT
l&. Rust APIRF 1 X KRWaiterError@FinalPoll ") & & T, #2ZBLTLSEET L,
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SDK for Rust _1— R4l

COREYODI—REHIE, TforRust ZEAT S AWS SDKIFEZRL TWET AWS,
EXGF, EEBZARL—23 02 H—FEANTETITSHZEZERTI—RHEITT,

TO2aVRINREZTOI LD SOOA—ROERTHY, AVTFANATERITITIZEN S
WS, 702323 EOY—EAREZFRTHIFEZZRLTVXRIAN, ATFANADT Y
>avik, BETEZSFUATHEIETERT,

3T A DO —EARN S, KD AWS O —EREBAEDE TEROBEHZ
FOHL., BENDRAVZRITIDHEERTI—REITT,

—HOY—ERALCR, T—ERACEBEOSA7ZVELRIEREERAISHEER"TEMO ATV
DHNFEENTVET,

H—ER

« APISDKforRust ZFRAL LT —KrV I 14 D4

* APISDK for Rust ZEAL 25— RV I 4 EEAPID B

+ SDK for Rust Z £ L 7= Application Auto Scaling ® 4l

+ SDK for Rust Z £/ L 7= Aurora 04l

» SDK for Rust Z £ L /= Auto Scaling ® 4l

+ SDK for Rust ZffH L 7= Amazon Bedrock > 2 4 LDl

+ SDK for Rust Z £ L 7= Amazon Cognito ID 7'0/N 14 X — D 4l
+ SDK for Rust Z A L 7= Amazon Cognito Sync @ 4

* SDK for Rust Z £ L %= Firehose ® 4l

« SDK for Rust %Z f#f L 7= Amazon DocumentDB 0 4

+ SDK for Rust Z £/ L 7= DynamoDB 0 i

« SDK for Rust Z £/ L %= Amazon EBS D4l

+ SDK for Rust Z £ L #= Amazon EC2® i

+ SDK for Rust Z £ L 7= Amazon ECR® 4
» SDK for Rust Z A L 7= Amazon ECS® 5l
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SDK for Rust Z £/ L 7z Amazon EKS M i

AWS Glue SDK for Rust Z £ L = @4l

IAM SDK for Rust ZfEA L = 04l

AWS loT SDK for Rust ZfEA L &= D4l

SDK for Rust %Z £/ L %= Kinesis ® 4l

AWS KMS SDK for Rust Z{ER L 7= O Al

SDK for Rust Z £/ L %= Lambda @i

MediaLive SDK for Rust Z & L 7= D4
MediaPackage SDK for Rust Z L = 04l

SDK for Rust Z 8 L 7= Amazon Polly @ 4l

QLDB SDK for Rust Z A L 7= O #l

SDK for Rust Z £/ L = Amazon RDS M 4l

SDK for Rust Z £/ L = Amazon RDS Data Service Ml
SDK for Rust Z £ L 7= Amazon Rekognition @4l
SDK for Rust Z £/ L 7= Route 53 M4

SDK for Rust Z £/ L 7= Amazon S3 0Ol
SageMaker SDK for Rust Z A L 7= Al 04l

SDK for Rust % £ L /= Secrets Manager ® 4l
SDK for Rust SES API Z £ L = Amazon v2 ® 4l
SDK for Rust Z £/ L %= Amazon SNS® 4l

SDK for Rust Z £/ L 7= Amazon SQS D 4l

AWS STS SDK for Rust ZfER L 7= O 4l

SDK for Rust Z £ L /= Systems Manager 0 {5l
SDK for Rust Z £/ L 7= Amazon Transcribe @ i

AP| SDK for Rust 2 AL =T — D T 14 DAl

ROO— RPIE, for Rust with APl Gateway ZERAL TF7 023> 2ER4TL, AWS SDK—#RHY 7%
SFTIARRETDAEZRLTVET,

APl F—hRhD T A
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To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 702323 EYOY—EAREZFCHIFEZRLTVRTY, AVTFANRADOT Y
>avik, BETEZZFTUATHIETERY,
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async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {
println!("ID: {}", api.id().unwrap_or_default());
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println!("Name: {}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {}", api.version().unwrap_or_default());
println!(
"Created: {1,
api.created_date().unwrap().to_chrono_utc()?
);
println!();
}
0k(())
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async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob: :new(data))

.send()
.await?;

0k(())

}

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

I

let shared_config = aws_config::from_env().region(region_provider).load().await;

let api_management_config = config::Builder: :from(&shared_config)
.endpoint_url(endpoint_url)
.build();

let client = Client::from_conf(api_management_config);
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async fn show_policies(client: &Client) -> Result<(), Error> {
let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace: :Ec2)
.send()
.await?;
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println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

« API FFMHIC DWW T, AWS SDKRust APIJ 7 7 L > AMDescribeScalingPolicies "1 @ T, &
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use

aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {

}

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std:

write!(f, "{}", self.0)

impl std::error::Error for Error {}

#[tokio: :main]
async fn main() -> Result<(), Error> {

tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;

println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()

:fmt: :Result {

for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");

println!("\tDatabase: {name}",);
println!("\t Engine: {engine}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);

}
0k(())
}
« APIFE#HIC DWW T, AWS SDK "TRustAPIU 7 7L > A1 ® " @ DescribeDBClusters) %5
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Aurora > FUFADOTFUFEEOBEBEECS AT 3,

use phf::{phf_set, Set};
use secrecy::SecretString;
use std::{collections::HashMap, fmt::Display, time::Duration};

use aws_sdk_rds::{
error: :ProvideErrorMetadata,

operation::create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
types::{DbCluster, DbClusterParameterGroup, DbClusterSnapshot, DbInstance,

Parameter},

};

use sdk_examples_test_utils::waiter::Waiter;

use tracing::{info, trace, warn};
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const DB_ENGINE: &str = "aurora-mysql";
const DB_CLUSTER_PARAMETER_GROUP_NAME: &str = "RustSDKCodeExamplesDBParameterGroup";
const DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION: &str =
"Parameter Group created by Rust SDK Code Example";
const DB_CLUSTER_IDENTIFIER: &str = "RustSDKCodeExamplesDBCluster";
const DB_INSTANCE_IDENTIFIER: &str = "RustSDKCodeExamplesDBInstance";

static FILTER_PARAMETER_NAMES: Set<&'static str> = phf_set! {
"auto_increment_offset",
"auto_increment_increment",

};

#[derive(Debug, PartialEq, Eq)]
struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(String::from),
code: err.code().map(String::from),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({codel})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
i
write!(f, "{display}")

#[derive(Debug, PartialEq, Eq)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,
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}

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {
ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl std::error::Error for ScenarioError {}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{}: {}", self.message, c),
None => write!(f, "{}", self.message),

// Parse the ParameterName, Description, and AllowedValues values and display them.
#[derive(Debug)]
pub struct AuroraScenarioParameter {

name: String,

allowed_values: String,

current_value: String,

impl Display for AuroraScenarioParameter {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(
T,
"{}: {3 (allowed: {})",

self.name, self.current_value, self.allowed_values
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}

impl From<aws_sdk_rds::types::Parameter> for AuroraScenarioParameter {
fn from(value: aws_sdk_xrds::types::Parameter) -> Self {
AuroraScenarioParameter {
name: value.parameter_name.unwrap_or_default(),
allowed_values: value.allowed_values.unwrap_or_default(),
current_value: value.parameter_value.unwrap_or_default(),

pub struct AuroraScenario {
rds: crate::rds::Rds,
engine_family: Option<String>,
engine_version: Option<String>,
instance_class: Option<String>,
db_cluster_parameter_group: Option<DbClusterParameterGroup>,
db_cluster_identifier: Option<String>,
db_instance_identifier: Option<String>,
username: Option<String>,
password: Option<SecretString>,

impl AuroraScenario {
pub fn new(client: crate::rds::Rds) -> Self {

AuroraScenario {
rds: client,
engine_family: None,
engine_version: None,
instance_class: None,
db_cluster_parameter_group: None,
db_cluster_identifier: None,
db_instance_identifier: None,
username: None,
password: None,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {
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let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
i

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_or_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,
},
)
.for_each(|(family, version)]|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()
.expect("engine version for db instance options")
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.as_str(),

)

.await;

describe_orderable_db_instance_options_items
.map( |options| {
options

.iter()
.filter(|o| o.storage_type() == Some("aurora"))
.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()

)

.map_err(|err| ScenarioError::new("Could not get available instance

classes", &err))

}

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b = {
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
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return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",

&error,
));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub fn set_instance_class(&mut self, instance_class: Option<String>) {
self.instance_class = instance_class;

pub fn set_login(&mut self, username: Option<String>, password:
Option<SecretString>) {
self.username = username;
self.password = password;

pub async fn connection_string(&self) -> Result<String, ScenarioError> {
let cluster = self.get_cluster().await?;
let endpoint = cluster.endpoint().unwrap_or_default();
let port = cluster.port().unwrap_or_default();
let username = cluster.master_username().unwrap_or_default();
Ok(format!("mysql -h {endpoint} -P {port} -u {username} -p"))

pub async fn get_cluster(&self) -> Result<DbCluster, ScenarioError> {
let describe_db_clusters_output = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_ref()
.expect("cluster identifier")
.as_str(),
)
.await;
if let Err(err) = describe_db_clusters_output {
return Err(ScenarioError::new("Failed to get cluster", &err));
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let db_cluster = describe_db_clusters_output
.unwrap()
.db_clusters
.and_then(|output| output.first().cloned());

db_cluster.ok_or_else(|| ScenarioError::with("Did not find the cluster"))

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output

.unwrap()

.into_iter()

.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)
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// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()

.parameter_name("auto_increment_offset")
.parameter_value(format!("{offset}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format! (" {increment}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod: :Immediate)
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

ok(())

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.
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// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {

return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
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"Started a db cluster: {}",

self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;
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let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));
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if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.
pub async fn snapshot(&self, name: &str) -> Result<DbClusterSnapshot,
ScenarioError> {
let id = self.db_cluster_identifier.as_deref().unwrap_or_default();
let snapshot = self
.xds
.snapshot_cluster(id, format!("{id}_{name}").as_str())
.await;
match snapshot {
Ok(output) => match output.db_cluster_snapshot {
Some(snapshot) => Ok(snapshot),
None => Err(ScenarioError::with("Missing Snapshot")),

}I

Err(err) => Err(ScenarioError::new("Failed to create snapshot", &err)),

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
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let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.rds
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.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");
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continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {
Err(clean_up_errors)
}
}
}
#[cfg(test)]

pub mod tests;
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RDS V547 RSZYN—ORABICA—RNEY VEFERALTSATSVETANLET,

use crate::rds::MockRdsImpl;
use super::*;
use std::io::{Error, ErrorKind};

use assert_matches::assert_matches;
use aws_sdk_rds::{
error: :SdkError,
operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group::CreateDBClusterParameterGroupError,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput]},
create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::DeleteDbClusterOutput,
delete_db_cluster_parameter_group: :DeleteDbClusterParameterGroupOutput,
delete_db_instance: :DeleteDbInstanceOutput,
describe_db_cluster_endpoints::DescribeDbClusterEndpointsOutput,
describe_db_cluster_parameters::{

DescribeDBClusterParameterskError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{
DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,
.
describe_db_instances: :{DescribeDBInstancesError,
DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,
modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,
},
.
types::{
error: :DbParameterGroupAlreadyExistsFault, DbClusterEndpoint,
DbEngineVersion,
OrderableDbInstanceOption,
},
i

use aws_smithy_runtime_api::http::{Response, StatusCode};
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use aws_smithy_types: :body: :SdkBody;
use mockall::predicate::eq;
use secrecy::ExposeSecret;

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_rds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

#[tokio: :test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()

withf(|_, _, _]| true)
.return_once(|_, _, _| {
Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

#[tokio: :test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_engine_versions()

.with(eq("aurora-mysql"))

.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()

.db_engine_versions(
DbEngineVersion: :builder()
.db_parameter_group_family("f1")

100
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.engine_version("fla")
.build(),

)

.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :builder()
.db_parameter_group_family("f2")
.engine_version("f2a")

.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1)

let scenario = AuroraScenario::new(mock_rds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "fl1b".into()]),
("f2".into(), vec!["f2a".into()])
D)
I

#[tokio: :test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_describe_db_engine_versions()

.with(eq("aurora-mysql"))

.return_once(|_]| {

Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe_db_engine_versions error",

E-WiN 101



AWS SDK for Rust FROYN—HA R

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

)
1)

let scenario = AuroraScenario::new(mock_rds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")

.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
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.build(),
OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),
D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

=98 103



AWS SDK for Rust FRAOYN—HA R

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

#[tokio::test]
async fn test_scenario_get_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().build())
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let cluster = scenario.get_cluster().await;

assert!(cluster.is_ok());
#[tokio: :test]

async fn test_scenario_get_cluster_missing_cluster() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

mock_xrds
.expect_describe_db_clusters()
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.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| Ok(DescribeDbClustersOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Did not find the cluster");
}

#[tokio::test]
async fn test_scenario_get_cluster_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_clusters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_xrds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let cluster = scenario.get_cluster().await;

assert_matches!(cluster, Err(ScenarioError { message, context: _ }) if message
== "Failed to get cluster");
}
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#[tokio::test]
async fn test_scenario_connection_string() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(
DbCluster::builder()
.endpoint("test_endpoint")
.port(3306)
.master_username("test_username")
.build(),
)
.build())

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let connection_string = scenario.connection_string().await;

assert_eq!(
connection_string,
Ok("mysgl -h test_endpoint -P 3306 -u test_username -p".into())

);

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_describe_db_cluster_parameters()

.with(eq("RustSDKCodeExamplesDBParameterGroup"))

.return_once(|_]| {

Ok(vec![DescribeDbClusterParametersOutput: :buildex()

.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
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.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :builder()
.parameter_name("auto_increment_increment")
.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()1)

1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Err(SdkError: :service_error(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());
let params = scenario.cluster_parameters().await;
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assert_matches!(params, Err(ScenarioError { message, context: _ }) if message
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}

#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")

.apply_method(aws_sdk_rds: :types: :ApplyMethod: :Immediate)

.build(),

Parameter: :builder()
.parameter_name("auto_increment_increment")
.parameter_value("20")

.apply_method(aws_sdk_xrds::types: :ApplyMethod: :Immediate)

.build(),

)i
true
1)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :buildexr().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError: :service_erroxr(
ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_rds

.expect_create_db_instance()
.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
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assert_eq!(name, "RustSDKCodeExamplesDBInstance");

assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {

=¥



AWS SDK for Rust FROYN—HA R

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",

),
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Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version

Some("aurora-mysql8.0".into());
Some("m5.1large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

scenario.instance_class

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.wit

1)

.ret

1)

mock_xrds
.exp
wit

1)

.ret

1)

mock_xrds
.exp
wit

hf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");

assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");

assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");
true

urn_once(|id, _, _, _, _, _| {

Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

ect_create_db_instance()

hf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");

assert_eq!(engine, "aurora-mysql");

true

urn_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

ect_describe_db_clusters()
h(eq("RustSDKCodeExamplesDBCluster"))

.times(1)

.ret

urning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)
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tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
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Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
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}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
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.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
1)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody
))
1);

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),

);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erx());
let errs = clean_up.unwrap_err();

srempty()),
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assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_snapshot() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Ok(CreateDbClusterSnapshotOutput: :builder()
.db_cluster_snapshot(

DbClusterSnapshot: :builder()
.db_cluster_identifier("MockCluster")
.db_cluster_snapshot_identifier("MockCluster_MockSnapshot")
.build(),

)
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("MockCluster".into());
let create_snapshot = scenario.snapshot("MockSnapshot").await;
assert!(create_snapshot.is_ok());
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#[tokio: :test]
async fn test_scenario_snapshot_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterSnapshotError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create snapshot error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Failed to create snapshot");

}

#[tokio::test]
async fn test_scenario_snapshot_invalid() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_snapshot_cluster()
.with(eq("MockCluster"), eq("MockCluster_MockSnapshot"))
.times(1)
.return_once(|_, _| Ok(CreateDbClusterSnapshotOutput::builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("MockCluster".into());

let create_snapshot = scenario.snapshot("MockSnapshot").await;

assert_matches!(create_snapshot, Err(ScenarioError { message, context: _}) if
message == "Missing Snapshot");

}
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EHDNAF ),

use std::fmt::Display;

use anyhow: :anyhow;

use aurora_code_examples::{
aurora_scenario: : {AuroraScenario, ScenarioError},
rds::Rds as RdsClient,

};

use aws_sdk_rds::Client;

use inquire::{validator::StringValidator, CustomUserError};

use secrecy::SecretString;

use tracing::warn;

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
fn new() -> Self {
Warnings(Vec: :with_capacity(5))

fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;
}
0k(())

::Result {
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}

fn select(
prompt: &str,
choices: Vec<String>,
error_message: &str,
) -> Result<String, anyhow::Error> {
inquire::Select::new(prompt, choices)
.prompt()
.map_err(|error| anyhow!("{error_message}: {error}"))

// Prepare the Aurora Scenario. Prompt for several settings that are optional to the
Scenario, but that the user should choose for the demo.
// This includes the engine, engine version, and instance class.
async fn prepare_scenario(rds: RdsClient) -> Result<AuroraScenario, anyhow::Error> {
let mut scenario = AuroraScenario::new(rds);

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

let available_engines = scenario.get_engines().await;

if let Err(error) = available_engines {

return Err(anyhow!("Failed to get available engines: {}", error));
}

let available_engines = available_engines.unwrap();

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
let engine = select(
"Select an Aurora engine family",
available_engines.keys().cloned().collect::<Vec<String>>(),
"Invalid engine selection",

)?;

let version = select(
format!("Select an Aurora engine version for {engine}").as_str(),
available_engines.get(&engine).cloned().unwrap_or_default(),
"Invalid engine version selection",

)?;

let set_engine = scenario.set_engine(engine.as_str(), version.as_str()).await;
if let Err(error) = set_engine {
return Err(anyhow!("Could not set engine: {}", error));
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}

let instance_classes = scenario.get_instance_classes().await;
match instance_classes {
Ok(classes) => {
let instance_class = select(
format!("Select an Aurora instance class for {engine}").as_str(),
classes,
"Invalid instance class selection",

)?;
scenario.set_instance_class(Some(instance_class))
}
Err(err) => return Err(anyhow!("Failed to get instance classes for engine:
{err}")),
}
Ok(scenario)

// Prepare the cluster, creating a custom parameter group overriding some group

parameters based on user input.
async fn prepare_cluster(scenario: &mut AuroraScenario, warnings: &mut Warnings) ->

Result<(), ()> {
show_parameters(scenario, warnings).await;

let offset = prompt_number_or_default(warnings, "auto_increment_offset", 5);
let increment = prompt_number_or_default(warnings, "auto_increment_increment",

3);

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

let update_auto_increment = scenario.update_auto_increment(offset,

increment).await;

if let Err(error) = update_auto_increment {
warnings.push("Failed to update auto increment", error);

return Erx(());

// Get and display the updated parameters. Specify Source of 'user' to get just
the modified parameters. rds.DescribeDbClusterParameters(Source='user')
show_parameters(scenario, warnings).await;
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let username = inquire::Text::new("Username for the database (default
'testuser')")
.with_default("testuser")
.with_initial_value("testuser")
.prompt();

if let Err(error) = username {
warnings.push(
"Failed to get username, using default",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);
return Exr(());

}

let username = username.unwrap();

let password = inquire::Text::new("Password for the database (minimum 8
characters)")
.with_validator(|i: &str| {

if i.len() >= 8 {
Ok(inquire::validator::Validation::Valid)

} else {
Ok(inquire::validator::Validation::Invalid(

"Password must be at least 8 characters".into(),

)

1)
-prompt();

let password: Option<SecretString> = match password {
Ok(password) => Some(SecretString::from(password)),
Err(error) => {
warnings.push(
"Failed to get password, using none (and not starting a DB)",
ScenarioError: :with(format!("Error from inquirer: {error}")),
);

return Erx(());
13
scenario.set_login(Some(username), password);

0k(())
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// Start a single instance in the cluster,
async fn run_instance(scenario: &mut AuroraScenario) -> Result<(), ScenarioError> {
// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.
// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.
scenario.start_cluster_and_instance().await?;

let connection_string = scenario.connection_string().await?;
println!("Database ready: {connection_string}",);

let _ = inquire::Text::new("Use the database with the connection string. When
you're finished, press enter key to continue.").prompt();

// Create a snapshot of the DB cluster. rds.CreateDbClusterSnapshot.
// Wait for the snapshot to create. rds.DescribeDbClusterSnapshots until Status
== 'available'.

let snapshot_name = inquire::Text::new("Provide a name for the snapshot")
.prompt()
.unwrap_or(String::from("ScenarioRun"));

let snapshot = scenario.snapshot(snapshot_name.as_str()).await?;

println!(
"Snapshot is available: {}",
snapshot.db_cluster_snapshot_arn().unwrap_or("Missing ARN")

);

ok(())

#[tokio::main]

async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);
let rds = RdsClient::new(client);
let mut scenario = prepare_scenario(rds).await?;

// At this point, the scenario has things in AWS and needs to get cleaned up.
let mut warnings = Warnings::new();

if prepare_cluster(&mut scenario, &mut warnings).await.is_ok() {
println!("Configured database cluster, starting an instance.");
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if let Err(err) = run_instance(&mut scenario).await {
warnings.push("Problem running instance", err);

// Clean up the instance, cluster, and parameter group, waiting for the instance
and cluster to delete before moving on.
let clean_up = scenario.clean_up().await;
if let Err(errors) = clean_up {
for error in errors {
warnings.push("Problem cleaning up scenario", error);

}

}

if warnings.is_empty() {
0k(())

} else {

println!("There were problems running the scenario:");
println!("{warnings}");
Err(anyhow! ("There were problems running the scenario"))

#[derive(Clone)]
struct U8Validator {}
impl StringValidator for U8Validator {
fn validate(&self, input: &str) -> Result<inquire::validator::Validation,
CustomUserError> {
if input.parse::<u8>().is_err() {
Ok(inquire::validator::Validation::Invalid(
"Can't parse input as number".into(),
))
} else {
Ok(inquire::validator::Validation::Valid)

async fn show_parameters(scenario: &AuroraScenario, warnings: &mut Warnings) {
let parameters = scenario.cluster_parameters().await;

match parameters {
Ok(parameters) => {
println!("Current parameters");
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for parameter in parameters {
println!("\t{parameterl}");

}

Err(error) => warnings.push("Could not find cluster parameters", error),

fn prompt_number_or_default(warnings: &mut Warnings, name: &str, default: u8) -> u8
{
let input = inquire::Text::new(format!("Updated {name}:").as_str())
.with_validator(U8Validator {3})
.prompt();

match input {
Ok(increment) => match increment.parse::<u8>() {
Ok(increment) => increment,
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError: :with(format!("{error}")),
);
default

.
Err(error) => {
warnings.push(
format!("Invalid updated {name} (using {default}
instead)").as_str(),
ScenarioError::with(format!("{error}")),
);
default

TANOBEBEY V%595 Amazon RDSH—EANDT v /\—,

use aws_sdk_rds::{
error: :SdkError,
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operation::{

create_db_cluster::{CreateDBClusterError, CreateDbClusterOutput},
create_db_cluster_parameter_group::CreateDBClusterParameterGroupError,
create_db_cluster_parameter_group::CreateDbClusterParameterGroupOutput,
create_db_cluster_snapshot::{CreateDBClusterSnapshotError,

CreateDbClusterSnapshotOutput},

create_db_instance::{CreateDBInstanceError, CreateDbInstanceOutput},
delete_db_cluster::{DeleteDBClusterError, DeleteDbClusterOutput},
delete_db_cluster_parameter_group::{

DeleteDBClusterParameterGroupError, DeleteDbClusterParameterGroupOutput,
},
delete_db_instance::{DeleteDBInstanceError, DeleteDbInstanceOQutput},
describe_db_cluster_endpoints::{

DescribeDBClusterEndpointsError, DescribeDbClusterEndpointsOutput,
},
describe_db_cluster_parameters::{

DescribeDBClusterParametersError, DescribeDbClusterParametersOutput,
.
describe_db_clusters::{DescribeDBClustersError, DescribeDbClustersOutput},
describe_db_engine_versions::{

DescribeDBEngineVersionsError, DescribeDbEngineVersionsOutput,

iy

describe_db_instances: :{DescribeDBInstancesError,

DescribeDbInstancesOutput},

describe_orderable_db_instance_options: :DescribeOrderableDBInstanceOptionsError,

iy

modify_db_cluster_parameter_group::{
ModifyDBClusterParameterGroupError, ModifyDbClusterParameterGroupOutput,

}I

types::{OrderableDbInstanceOption, Parameter},
Client as RdsClient,

i

use secrecy::{ExposeSecret, SecretString};

#[cfg(test)]
use mockall: :automock;

#[cfg(test)]

pub use MockRdsImpl as Rds;
#[cfg(not(test))]

pub use RdsImpl as Rds;

pub struct RdsImpl {
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pub inner: RdsClient,

#[cfg_attr(test, automock)]
impl RdsImpl {
pub fn new(inner: RdsClient) -> Self {
RdsImpl { inner }

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
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) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner
.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>
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{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
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.await

pub async fn describe_db_instance(
&self,
instance_identifier: &str,
) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner
.describe_db_instances()
.db_instance_identifier(instance_identifier)
.send()
.await

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

pub async fn describe_db_cluster_endpoints(
&self,
cluster_identifier: &str,
) -> Result<DescribeDbClusterEndpointsOutput,
SdkError<DescribeDBClusterEndpointsError>> {
self.inner
.describe_db_cluster_endpoints()
.db_cluster_identifier(cluster_identifier)
.send()
.await
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}

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster(
&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {
self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

cOIFIATHEAL EKFBEHEZET Cargo.toml,
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[package]
name = "aurora-code-examples"
authors = [
"David Souther <dpsouth@amazon.com>",

]
edition = "2021"
version = "0.1.0"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

anyhow = "1.0.75"

assert_matches = "1.5.0"

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime-api = { version = "1.0.1" }

aws-sdk-rds = { version = "1.3.0" }

inquire = "0.6.2"

mockall = "@.11.4"

phf = { version = "0.11.2", features = ["std", "macros"] }
sdk-examples-test-utils = { path = "../../test-utils" }

secrecy = "0.8.0"

tokio = { version = "1.20.1", features = ["full", "test-util"] }
tracing = "0.1.37"

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
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« D escribeDBClusterAF+ Y 73 v K

DescribeDBClusters

D escribeDBEngine/\—2 3 >/

DescribeDBInstances

DescribeOrderableDBInstanceOptions

ModifyDBClusterParameterGroup

FTo>a
CreateDBCluster
RDBIE, CreateDBCluster ZFATHHEZHBALTVET,

SDK Rust @

(® Note

EMICOVWTIE., T ZBLTLEEV GitHub, BAl—E%Z#&ZEL., AWS J— R4FU
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",
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));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
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self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,

)

.await;

if let Err(err) = create_db_instance {

return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
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"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
Jiter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_cluster(
&self,
name: &str,

139
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parameter_group: &str,

engine: &str,

version: &str,

username: &str,

password: SecretString,

) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {

self.inner
.create_db_cluster()
.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)
.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
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assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_xrds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_rds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()
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.db_cluster_endpoints(DbClusterEndpoint::builder().status("available").build())

1)

let mut

scenario
scenario
scenario
scenario

.build())

scenario = AuroraScenario::new(mock_rds);

.engine_version = Some("aurora-mysql8.0".into());
.instance_class = Some('"m5.large".into());

.username = Some("test username".into());

.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let asse
let
asse
asse

asse

);
1)

rtions = tokio::spawn(async move {

create = scenario.start_cluster_and_instance().await;
rt!(create.is_ok());

rt!(scenario

.password

.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()

.expose_secret()

.is_empty());

rt_eq!/(

scenario.db_cluster_identifier,

Some("RustSDKCodeExamplesDBCluster".into())

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ =

assertions.await;

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.exp
.ret

ect_create_db_cluster()
urn_once(|_, _, _, —, —_, _| £
Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

srempty()),

N
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)
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
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assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");

assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
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assert_eq!(id, "RustSDKCodeExamplesDBCluster");

assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");

assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");

assert_eq! (username, "test username");

assert_eq! (password.expose_secret(), "test password");

true
1)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {

Err(SdkError: :service_error(

DescribeDBClustersError: :unhandled(Box: :new(Error: :new(

ErrorKind: :0ther,
"describe cluster error",
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))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)
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tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

« APIEEMIIC DWW TIE, AWSSDK "TRustAPIU 7 7L A3 ® ", ® "CreateDBClustery 2%
BLTLSEETW,

CreateDBClusterParameterGroup

RO 1— RPIE, CreateDBClusterParameterGroup ZEH T2 HEEZRLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&FL., AWS J— R4F|D
RIKN)TOREERITOREZHIEL TSEEL,

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,
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) =>{
return Err(ScenarioError::with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>

{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();
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mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq! (Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq!(Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio::test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _|

Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_xrds);
let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());
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#[tokio: :test]
async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {

Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),

),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))
1)
let mut scenario = AuroraScenario::new(mock_xrds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-mysql8.0").await;

assert!(set_engine.is_err());

« API EE#IC DWW Tk, TRust U7 7 L > AreateDBClusterParameterGroupy @ "C, #SHL
T<LEELV, AWS SDK API

CreateDBClusterSnapshot

RO 1— Rk, CreateDBClusterSnapshot ZFEH T2 HEZRLTVET,
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(® Note
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.rds

.create_db_clustexr(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString::new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster
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.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
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.expect("cluster identifier"),

)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",
&err,

));
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}

let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_cluster(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()
.await

#[tokio: :test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true
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)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
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.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)

.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
);
1)
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio::time: :resume();
let _ = assertions.await;

#[tokio: :test]
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async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

~
N\
w
X

158



AWS SDK for Rust FRAOYN—HA R

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
D)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
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.build())
1)

mock_rds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);

mock_rds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(
DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1)
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();

let _ = assertions.await;

o APIE¥#IZ DWW T, TRustreateDBClusterJ 7 7L AL O T O CAFY7avh, &
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// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.
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// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysqgl', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_clustex(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {

return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}

info!(
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"Started a db cluster: {}",

self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")

);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;
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let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));
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if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
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1)

mock_xrds
.expect_create_db_instance()
.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");

assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :builder()
.db_instance(

DbInstance: :builder()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {

Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())
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1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

Some("test username".into());

Some(SecretString: :new("test password".into()));

scenario.username
scenario.password

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
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.return_once(|_, _, _, _, —_, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==
"Failed to create DB Cluster with cluster group")

}

#[tokio::test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}
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#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}
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#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
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.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),

))

)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)

.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APIEF#IZ DLV TIE, AWSSDK "TRustAPIU 7 7L A1 ® ") @ "CreateDBInstance) %&
SBLTLEEL,

DeleteDBCluster

RDOBIE, DeleteDBCluster ZFEATH A EEFHBALTVET,

SDK Rust @

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#&ZEL, AWS J— R4EJV
RN TOREERITOFEZEEL TSEEL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),

.await;
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if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}
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// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.

rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.

let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;

N
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}
match db_clusters.first().unwrap().status() {

Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.

let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_cluster(
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&self,
cluster_identifier: &str,
) -> Result<DeleteDbClusterOutput, SdkError<DeleteDBClusterError>> {

self.inner
.delete_db_cluster()
.db_cluster_identifier(cluster_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
D)
with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
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.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

});

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe

Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_rds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
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.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I
tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1)
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}

« APIFE#HIC DWW TIX, AWSSDK "TRustAPIU 7 7L > A1 ® " @ DeleteDBClustery Z#58L
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pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];
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// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;

}

match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
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Some(status) => {

info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(

~
N\
w
X

182



AWS SDK for Rust FRAOYN—HA R

"Failed to check cluster state during deletion",
&err,

));

break;

}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
-map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
)
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",
&error,

)
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}

if clean_up_errors.is_empty() {
ok(())

} else {

Err(clean_up_errors)

pub async fn delete_db_cluster_parameter_group(
&self,
name: &str,
) -> Result<DeleteDbClusterParameterGroupOutput,
SdkError<DeleteDBClusterParameterGroupError>>

{
self.inner
.delete_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.send()
.await
}

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
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b

.with()

.times(1)

.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
D)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();
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let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
.with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
1)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
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DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);
mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));
mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(
DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),
)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)
mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_xrds);

scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));

scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_erx());
let errs = clean_up.unwrap_erxr();
assert_eq!(errs.len(), 2);

assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

first Describe

second Describe

first Describe

second Describe

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if
message == "Failed to check cluster state during deletion");
1);
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Instances
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Cluster
tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for
Cluster
tokio: :time: :resume();
let _ = assertions.await;
}

« APIEEMIIZ DWW TIE, AWS SDK "RustAPIU 7 7L > A,
@M "DeleteDBClusterParameterGroups B L TS EE L,

DeleteDBInstance

RDBIE, DeleteDBInstance ZFEHATHHEZFHBALTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.rds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");

clean_up_errors.push(ScenarioError::new(message, &err));
} else {

// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",

&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()

.db_instances()
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.iter()

.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)

.cloned()

.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_clustex(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.

~
N\
w
X

190



AWS SDK for Rust FRAOYN—HA R

let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}

// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group

-map(|g| {
g.db_cluster_parameter_group_name
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.unwrap_or_else(| |
DB_CLUSTER_PARAMETER_GROUP_NAME.to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn delete_db_instance(
&self,
instance_identifier: &str,
) -> Result<DeleteDbInstanceOutput, SdkError<DeleteDBInstanceError>> {
self.inner
.delete_db_instance()
.db_instance_identifier(instance_identifier)
.skip_final_snapshot(true)
.send()
.await

#[tokio::test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
1)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();

let _ = assertions.await;
}

#[tokio: :test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
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DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")

.build(),
)
.build())
)
.with()
.times(1)

.returning(]| {
Err(SdkError: :service_error(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
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"describe db clusters error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody:

))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|

Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);

zempty()),

assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context
message == "Failed to check cluster state during deletion");
1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first

Instances
tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for second Describe

: _}) if

Describe

Instances

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster

tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio::time: :resume();

let _ = assertions.await;
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« APIEEMHIZ DWW TIE, AWS SDK "TRustAPIV 7 7L A, ® T M DeleteDBInstance &5
LTLEETW,

DescribeDBClusterParameters
ROPBIE. DescribeDBClusterParameters ZFHA T3 A EEHBALTVET,

SDK Rust @

® Note

FHHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL, AWS J— R4EID
RN TOREERITOFEZEEL TSEE,

// Get the parameter group. rds.DescribeDbClusterParameterGroups
// Get parameters in the group. This is a long list so you will have to
paginate. Find the auto_increment_offset and auto_increment_increment parameters
(by ParameterName). rds.DescribeDbClusterParameters
// Parse the ParameterName, Description, and AllowedValues values and display
them.
pub async fn cluster_parameters(&self) -> Result<Vec<AuroraScenarioParameter>,
ScenarioError> {
let parameters_output = self
.xds
.describe_db_cluster_parameters(DB_CLUSTER_PARAMETER_GROUP_NAME)
.await;

if let Err(err) = parameters_output {
return Err(ScenarioError: :new(
format!("Failed to retrieve parameters for
{DB_CLUSTER_PARAMETER_GROUP_NAME}"),
&err,

));

let parameters = parameters_output
.unwrap()
.into_iter()
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.flat_map(|p| p.parameters.unwrap_or_default().into_iter())

filter(|p]|
FILTER_PARAMETER_NAMES.contains(p.parameter_name().unwrap_or_default()))

.map(AuroraScenarioParameter: :from)

.collect::<Vec<_>>();

Ok(parameters)

pub async fn describe_db_cluster_parameters(
&self,
name: &str,
) -> Result<Vec<DescribeDbClusterParametersOutput>,
SdkError<DescribeDBClusterParametersError>>

{
self.inner

.describe_db_cluster_parameters()
.db_cluster_parameter_group_name(name)
.into_paginator()
.send()
.try_collect()
.await

}

#[tokio: :test]
async fn test_scenario_cluster_parameters() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Ok(vec![DescribeDbClusterParametersOutput: :buildex()
.parameters(Parameter: :builder().parameter_name("a").build())
.parameters(Parameter: :builder().parameter_name("b").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.build(),
)
.parameters(Parameter: :builder().parameter_name("c").build())
.parameters(
Parameter: :buildexr()
.parameter_name("auto_increment_increment")
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.build(),
)
.parameters(Parameter: :builder().parameter_name("d").build())
.build()])
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await.expect("cluster params");
let names: Vec<String> = params.into_iter().map(|p| p.name).collect();
assert_eq!(

names,

vec!["auto_increment_offset", "auto_increment_increment"]

);

#[tokio::test]
async fn test_scenario_cluster_parameters_error() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_cluster_parameters()
.with(eq("RustSDKCodeExamplesDBParameterGroup"))
.return_once(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClusterParametersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_db_cluster_parameters_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);

scenario.db_cluster_identifier = Some("RustSDKCodeExamplesDBCluster".into());

let params = scenario.cluster_parameters().await;

assert_matches!(params, Err(ScenarioError { message, context: _ }) if message ==
"Failed to retrieve parameters for RustSDKCodeExamplesDBParameterGroup");

}
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o APIEFMIIC DWW TIE, AWSSDK "RustAPIU 7 7L A3 ® " ® D escribeDBCluster/\Z
XA—2, Z#SRBRLTLSEEL,

DescribeDBClusters

ROI— RHIIE, DescribeDBClusters #FEAT A AHEERLTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J—RHIU
RIKNUTOREERITOFEZEIEL TSEEL,

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql database
and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine and engine
version. rds.DescribeOrderableDbInstanceOptions(Engine='mysql', EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check for
DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(), ScenarioError>

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
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self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));
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self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",

&err,
));
}
let instances_available = instance
.unwrap()
.db_instances()
Litex()
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.all(|instance| instance.db_instance_status() == Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

}
}
Err(ScenarioError::with("timed out waiting for cluster"))
}
pub async fn describe_db_clusters(
&self,
id: &str,

) -> Result<DescribeDbClustersOutput, SdkError<DescribeDBClustersError>> {
self.inner
.describe_db_clusters()
.db_cluster_identifier(id)
.send()
.await

#[tokio: :test]
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async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1);
mock_xrds

.expect_create_db_instance()

.withf(|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput: :buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1)
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
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.return_once(|id]| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
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.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",

))),

Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody

))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;

srempty()),

assert_matches!(create, Err(ScenarioError { message, context: _}) if message ==

"Failed to create DB Cluster with cluster group")

}

#[tokio: :test]

async fn test_start_cluster_and_instance_cluster_create_missing_id() {

let mut mock_rds = MockRdsImpl::default();

mock_xrds
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.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :buildexr().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message ==
"Created DB Cluster missing Identifier");

}

#[tokio: :test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(

~
N\
w
X

207



AWS SDK for Rust FROYN—HA R

ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message ==
"Failed to create Instance in DB Cluster")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");

true
)
.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput: :builder()
.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)
mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
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assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true
1)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))

b
.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)
.returning(|id| {

Ok(DescribeDbClustersOutput: :builder()
.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())

1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
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)
.build())
});
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

« APIEEMIIZ DV TIE., AWSSDK "TRustAPIU 7 7L A1 ® T ® DescribeDBClustersy &3
BLTLSEZL,

DescribeDBEngineVersions

RO 1— RPlIE, DescribeDBEngineVersions A T2 HEERLTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

// Get available engine families for Aurora MySql.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql') and build a set of the
'DBParameterGroupFamily' field values. I get {aurora-mysql8.0, aurora-mysql5.7}.

pub async fn get_engines(&self) -> Result<HashMap<String, Vec<String>>,
ScenarioError> {

let describe_db_engine_versions =
self.rds.describe_db_engine_versions(DB_ENGINE).await;
trace!(versions=?describe_db_engine_versions, "full list of versions");

if let Err(err) = describe_db_engine_versions {
return Err(ScenarioError: :new(
"Failed to retrieve DB Engine Versions",
&err,
));
I

let version_count = describe_db_engine_versions
.as_ref()
.map(|o| o.db_engine_versions().len())
.unwrap_oxr_default();

info!(version_count, "got list of versions");

// Create a map of engine families to their available versions.
let mut versions = HashMap::<String, Vec<String>>::new();
describe_db_engine_versions
.unwrap()
.db_engine_versions()
.iter()
.filter_map(
|[v] match (&v.db_parameter_group_family, &v.engine_version) {
(Some(family), Some(version)) => Some((family.clone(),
version.clone())),
_ => None,

+
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)
.for_each(|(family, version)|
versions.entry(family).or_default().push(version));

Ok(versions)

pub async fn describe_db_engine_versions(
&self,
engine: &str,
) -> Result<DescribeDbEngineVersionsOutput,
SdkError<DescribeDBEngineVersionsError>> {
self.inner
.describe_db_engine_versions()
.engine(engine)
.send()
.await

#[tokio::test]
async fn test_scenario_get_engines() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Ok (DescribeDbEngineVersionsOutput: :builder()
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("fla")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildexr()
.db_parameter_group_family("f1")
.engine_version("flb")

.build(),
)
.db_engine_versions(

DbEngineVersion: :buildex()
.db_parameter_group_family("f2")
.engine_version("f2a")
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.build(),
)
.db_engine_versions(DbEngineVersion: :builder().build())
.build())
1);

let scenario = AuroraScenario::new(mock_xrds);
let versions_map = scenario.get_engines().await;

assert_eq!(
versions_map,
Ok(HashMap: : from([
("f1".into(), vec!["fla".into(), "flb".into()]),
("f2".into(), vec!["f2a".into()])
1))
);

#[tokio::test]
async fn test_scenario_get_engines_failed() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_describe_db_engine_versions()
.with(eq("aurora-mysql"))
.return_once(|_]| {
Err(SdkError: :service_error(
DescribeDBEngineVersionsError: :unhandled(Box: :new(Erroxr: :new(
ErrorKind: :0ther,
"describe_db_engine_versions error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let versions_map = scenario.get_engines().await;
assert_matches!(
versions_map,
Err(ScenarioError { message, context: _ }) if message == "Failed to retrieve
DB Engine Versions"

);
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}

« APIEFIIC DOV Tk, "Rust U7 7L A, @ " M D escribeDBEngine/\—> 3>, #38BL
T<LEELVW, AWS SDK API

DescribeDBInstances

XD 1— RHIE, DescribeDBInstances ZFHA T2 A EZRLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&%FL., AWS J— R4E|D
AR TOREERTOREZHRL TSEEZL,

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance. rds.DeleteDbInstance.
let delete_db_instance = self
.xds
.delete_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = delete_db_instance {
let identifier = self
.db_instance_identifier
.as_deref()
.unwrap_or("Missing Instance Identifier");
let message = format!("failed to delete db instance {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance to delete
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
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let describe_db_instances = self.rds.describe_db_instances().await;
if let Err(err) = describe_db_instances {
clean_up_errors.push(ScenarioError: :new(
"Failed to check instance state during deletion",
&err,
));
break;
}
let db_instances = describe_db_instances
.unwrap()
.db_instances()
.iter()
.filter(|instance| instance.db_cluster_identifier ==
self.db_cluster_identifier)
.cloned()
.collect::<Vec<DbInstance>>();

if db_instances.is_empty() {
trace!("Delete Instance waited and no instances were found");
break;
}
match db_instances.first().unwrap().db_instance_status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but instances is in {status}");

continue;

}

None => {
warn!("No status for DB instance");
break;

}

// Delete the DB cluster. rds.DeleteDbCluster.
let delete_db_cluster = self
.xds
.delete_db_cluster(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

.await;
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if let Err(err) = delete_db_cluster {
let identifier = self
.db_cluster_identifier
.as_deref()
.unwrap_or("Missing DB Cluster Identifier");
let message = format!("failed to delete db cluster {identifier}");
clean_up_errors.push(ScenarioError: :new(message, &err));
} else {
// Wait for the instance and cluster to fully delete.
rds.DescribeDbInstances and rds.DescribeDbClusters until both are not found.
let waiter = Waiter::default();
while waiter.sleep().await.is_ok() {
let describe_db_clusters = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)
.await;
if let Err(err) = describe_db_clusters {
clean_up_errors.push(ScenarioError: :new(
"Failed to check cluster state during deletion",
&err,
));
break;
}
let describe_db_clusters = describe_db_clusters.unwrap();
let db_clusters = describe_db_clusters.db_clusters();
if db_clusters.is_empty() {
trace!("Delete cluster waited and no clusters were found");
break;
}
match db_clusters.first().unwrap().status() {
Some("Deleting") => continue,
Some(status) => {
info!("Attempting to delete but clusters is in {status}");

continue;

}

None => {
warn!("No status for DB cluster");
break;

}
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// Delete the DB cluster parameter group. rds.DeleteDbClusterParameterGroup.
let delete_db_cluster_parameter_group = self
.xds
.delete_db_cluster_parameter_group(
self.db_cluster_parameter_group
.map(|g| {
g.db_cluster_parameter_group_name
.unwrap_or_else(]|
DB_CLUSTER_PARAMETER_GROUP_NAME. to_string())
b
.as_deref()
.expect("cluster parameter group name"),
)
.await;
if let Err(error) = delete_db_cluster_parameter_group {
clean_up_errors.push(ScenarioError: :new(
"Failed to delete the db cluster parameter group",

&error,
))
}
if clean_up_errors.is_empty() {
0k(())
} else {

Err(clean_up_errors)

pub async fn describe_db_instances(
&self,

) -> Result<DescribeDbInstancesOutput, SdkError<DescribeDBInstancesError>> {
self.inner.describe_db_instances().send().await

#[tokio: :test]
async fn test_scenario_clean_up() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_delete_db_instance()
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.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceQOutput::builder().build()));

mock_rds
.expect_describe_db_instances()
.with()
.times(1)
.returning(]| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| Ok(DescribeDbInstancesOutput::builder().build()));

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::buildexr().build()));

mock_xrds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()
.db_clusters(

DbCluster::builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)
.build())
)
.with(eq("MockCluster"))
.times(1)
.returning(|_| Ok(DescribeDbClustersOQutput::builder().build()));
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mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
I

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_ok());

1)
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances
tokio::time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
tokio::time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster
tokio::time: :resume();
let _ = assertions.await;
}

#[tokio::test]
async fn test_scenario_clean_up_errors() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_delete_db_instance()
.with(eq("MockInstance"))
.return_once(|_| Ok(DeleteDbInstanceOutput::builder().build()));

mock_xrds
.expect_describe_db_instances()
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with()
.times(1)
.returning(|| {
Ok(DescribeDbInstancesOutput::builder()
.db_instances(

DbInstance: :buildex()
.db_cluster_identifier("MockCluster")
.db_instance_status("Deleting")
.build(),

)
.build())
)
.with()
.times(1)
.returning(|| {
Err(SdkError: :service_erroxr(
DescribeDBInstancesError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db instances error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

mock_xrds
.expect_delete_db_cluster()
.with(eq("MockCluster"))
.return_once(|_| Ok(DeleteDbClusterOutput::builder().build()));

mock_rds
.expect_describe_db_clusters()
.with(eq("MockCluster"))
.times(1)
.returning(|id]| {
Ok(DescribeDbClustersOutput: :builder()
.db_clusters(

DbCluster: :builder()
.db_cluster_identifier(id)
.status("Deleting")
.build(),

)

.build())
)
.with(eq("MockCluster"))
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.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe db clusters error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1)

mock_xrds
.expect_delete_db_cluster_parameter_group()
.with(eq("MockParamGroup"))
.return_once(|_]|
Ok(DeleteDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);
scenario.db_cluster_identifier = Some(String::from("MockCluster"));
scenario.db_instance_identifier = Some(String::from("MockInstance"));
scenario.db_cluster_parameter_group = Some(
DbClusterParameterGroup: :builder()
.db_cluster_parameter_group_name("MockParamGroup")
.build(),
);

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let clean_up = scenario.clean_up().await;
assert!(clean_up.is_err());
let errs = clean_up.unwrap_err();
assert_eq!(errs.len(), 2);
assert_matches!(errs.first(), Some(ScenarioError {message, context: _}) if

message == "Failed to check instance state during deletion");
assert_matches!(errs.get(1l), Some(ScenarioError {message, context: _}) if

message == "Failed to check cluster state during deletion");

1);

tokio: :time::advance(Duration::from_secs(1l)).await; // Wait for first Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Instances

tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for first Describe
Cluster
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tokio: :time: :advance(Duration::from_secs(1l)).await; // Wait for second Describe
Cluster

tokio: :time: :resume();
let _ = assertions.await;

« APIEEHHIZ DWW TIE., AWS SDK "Rust APIJ 7 7L > A1 M "DescribeDBInstances, &38R
LTLEETL,

DescribeOrderableDBInstanceOptions

KD HIE, DescribeOrderableDBInstanceOptions ZAT2HEEHBALTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&FL., AWS J— R4F|D
AR TOREERTOREZHRL TSEEZL,

pub async fn get_instance_classes(&self) -> Result<Vec<String>, ScenarioError> {
let describe_orderable_db_instance_options_items = self
.xds
.describe_orderable_db_instance_options(
DB_ENGINE,
self.engine_version
.as_ref()

.expect("engine version for db instance options")
.as_str(),

)

.await;

describe_orderable_db_instance_options_items
.map( |options| {
options
.iter()
.filter(|o| o.storage_type() == Some("aurora"))

.map(|o| o.db_instance_class().unwrap_or_default().to_string())
.collect::<Vec<String>>()
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1)

.map_err(|err| ScenarioError::new("Could not get available instance
classes", &err))

}

pub async fn describe_orderable_db_instance_options(
&self,
engine: &str,
engine_version: &str,
) -> Result<Vec<OrderableDbInstanceOption>,
SdkError<DescribeOrderableDBInstanceOptionsError>>
{
self.inner
.describe_orderable_db_instance_options()
.engine(engine)
.engine_version(engine_version)
.into_paginator()
Litems()
.send()
.try_collect()
.await

#[tokio::test]
async fn test_scenario_get_instance_classes() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster_parameter_group()
.return_once(|_, _, _| {

Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
});

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Ok(vec![
OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora")
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.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t1l")
.storage_type("aurora-ioptl")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t2")
.storage_type("aurora")
.build(),

OrderableDbInstanceOption: :buildex()
.db_instance_class("t3")
.storage_type("aurora")
.build(),

D
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario
.set_engine("aurora-mysql", "aurora-mysql8.0")
.await
.expect("set engine");

let instance_classes = scenario.get_instance_classes().await;

assert_eq!(
instance_classes,
Ok(vec!["t1".into(), "t2".into(), "t3".into()])

);

#[tokio: :test]
async fn test_scenario_get_instance_classes_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_describe_orderable_db_instance_options()
.with(eq("aurora-mysql"), eq("aurora-mysql8.0"))
.return_once(|_, _| {
Err(SdkError: :service_error(

DescribeOrderableDBInstanceOptionsError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe_orderable_db_instance_options_error",

),
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Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_family = Some("aurora-mysql".into());
scenario.engine_version = Some("aurora-mysql8.0".into());

let instance_classes = scenario.get_instance_classes().await;

assert_matches!(
instance_classes,
Err(ScenarioError {message, context: _}) if message == "Could not get
available instance classes"

);

« APIEEMIIC DV TIE. AWS SDKRustAPIV 7 7L > A
@M DescribeOrderableDBInstanceOptions T4 ® T, B L T EE L\,

ModifyDBClusterParametexGroup

RO, ModifyDBClusterParameterGroup ZA T2 HEEHBELTVET,

SDK Rust @

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#&ZEL., AWS J— REIV
RN TOREERITOFEZEEL TSEEL,

// Modify both the auto_increment_offset and auto_increment_increment parameters
in one call in the custom parameter group. Set their ParameterValue fields to a new
allowable value. rds.ModifyDbClusterParameterGroup.

pub async fn update_auto_increment(

&self,
offset: u8,
increment: u8,
) -> Result<(), ScenarioError> {
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let modify_db_cluster_parameter_group = self
.xds
.modify_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value(format!("{offset}"))
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value(format!("{increment}"))
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

1,
)

.await;

if let Err(error) = modify_db_cluster_parameter_group {
return Err(ScenarioError: :new(
"Failed to modify cluster parameter group",
&error,

));

ok(())

pub async fn modify_db_cluster_parameter_group(
&self,
name: &str,
parameters: Vec<Parameter>,
) -> Result<ModifyDbClusterParameterGroupOutput,
SdkError<ModifyDBClusterParameterGroupError>>

{
self.inner

.modify_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.set_parameters(Some(parameters))
.send()
.await

}

::Immediate)

::Immediate)
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#[tokio: :test]
async fn test_scenario_update_auto_increment() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.withf(|name, params| {
assert_eq!(name, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(
params,
&vec![

Parameter: :buildexr()
.parameter_name("auto_increment_offset")
.parameter_value("10")
.apply_method(aws_sdk_rds: :types: :ApplyMethod
.build(),

Parameter: :buildexr()
.parameter_name("auto_increment_increment")
.parameter_value("20")
.apply_method(aws_sdk_xrds: :types: :ApplyMethod
.build(),

)i
true
1)
.return_once(|_, _|
Ok(ModifyDbClusterParameterGroupOutput: :buildexr().build()));

let scenario = AuroraScenario::new(mock_xrds);

scenario
.update_auto_increment (10, 20)
.await
.expect("update auto increment");

#[tokio: :test]
async fn test_scenario_update_auto_increment_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_modify_db_cluster_parameter_group()
.return_once(|_, _| {

Err(SdkError::service_error(

::Immediate)

::Immediate)
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ModifyDBClusterParameterGroupError: :unhandled(Box: :new(Error: : new(
ErrorKind: :0ther,
"modify_db_cluster_parameter_group_error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(), SdkBody::empty()),
))
1);

let scenario = AuroraScenario::new(mock_xrds);

let update = scenario.update_auto_increment(10, 20).await;
assert_matches!(update, Err(ScenarioError { message, context: _}) if message ==
"Failed to modify cluster parameter group");

}

o APIFF#IC DWW T, AWSSDK "TRustAPIVU 7 7L>A 1 O™ ®
ModifyDBClusterParameterGroupy 2B L T E&E V),

SDK for Rust % fEf L 7= Auto Scaling ® 4l

RO 1— RPIE, Auto Scaling T forRust ZFEALTF7 V23> &EITL, AWS SDK—HE F
VAZRETDHEZRLTVET,

EXRG, BEEBARL -3V Y —EARNTEITIDFEZRTI—RHITT,
TO2AVRKI)RELTOI LN SOOA—ROERTHY, AV TFANATRITITZIZEN S
WEY, 7OV EYOY—EARBZFROHIFEZRLTVRIS, ITFANADOT Y
>avik, BETRSFIUATHIETERT,
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CAlZBIE. Auto Scaling
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SDK Rust @

® Note

EMICOVWTIE., Ty Z3BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITORZEEEIELTLEEL,

async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();

println!("Found {} group(s)", groups.len());

0k(())

« API ZFHIC DV Tk, AWS SDKRust APIJ 7 7 L > A®MDescribeAutoScalingGroups "1 @
F Z8RBLTLSEZL,
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B2

BAEEF

ROOA—RY TG, UTOREREEZRLTVET,

s BTV L—RNETRASEDT 14—V —2%EHL T Amazon EC2 Auto Scaling J)L—7 %
ER L., RTHFOA VARV AICBEITZHEREMBLET,

« Amazon CloudWatch X KU O ZAPREZBFMICLE T,

s TIN—TDOHFLETZIFYNTAZEHL, A VAR ANEBHTEIOZFEET,

s TIL—THOREFTVA AR AZHIBRLET,

s A—H—QUIIARNRPF YN TADOEBEILISUTRETDAT TV ITFTIOT1ET1%2—HE
K*RLET,

 CloudWatch X NU VA #EFTZBWMBL, VDY—RZ2VJ—"2TFYTLET,

SDK Rust
® Note

EMICOVWTIE., Ty Z83BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FV
RERNUTHREERITOAEEEIELTLEEL,

[package]
name = "autoscaling-code-examples"
version = "0.1.0"

authors = ["Doug Schwartz <dougsch@amazon.com>", "David Souther
<dpsouth@amazon.com>"]
edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-autoscaling = { version = "1.3.0" }

aws-sdk-ec2 = { version = "1.3.0" }

aws-types = { version = "1.0.1" }

tokio = { version = "1.20.1", features = ["full"] }
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clap = { version = "4.4", features = ["derive"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
anyhow = "1.0.75"

tracing = "0.1.37"

tokio-stream = "0.1.14"

use std::{collections::BTreeSet, fmt::Display};

use anyhow: :anyhow;
use autoscaling_code_examples::scenario::{AutoScalingScenario, ScenarioError};
use tracing::{info, warn};

async fn show_scenario_description(scenario: &AutoScalingScenario, event: &str) {
let description = scenario.describe_scenario().await;
info!("DescribeAutoScalingInstances: {event}\n{description}");

#[derive(Default, Debug)]
struct Warnings(Vec<String>);

impl Warnings {
pub fn push(&mut self, warning: &str, error: ScenarioError) {
let formatted = format!("{warning}: {error}");
warn! ("{formatted}");
self.@.push(formatted);

pub fn is_empty(&self) -> bool {
self.0.is_empty()

impl Display for Warnings {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
writeln!(f, "Warnings:")?;
for warning in &self.0 {
writeln!(f, "{: >4}- {warning}", "")?;
}
0k(())

#[tokio: :main]
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async fn main() -> Result<(), anyhow::Error> {
tracing_subscriber::fmt::init();

let shared_config = aws_config::from_env().load().await;
let mut warnings = Warnings::default();

// 1. Create an EC2 launch template that you'll use to create an auto scaling
group. Bonus: use SDK with EC2.CreateLaunchTemplate to create the launch template.

// 2. CreateAutoScalingGroup: pass it the launch template you created in step 0.
Give it min/max of 1 instance.

// 4. EnableMetricsCollection: enable all metrics or a subset.

let scenario = match AutoScalingScenario::prepare_scenario(&shared_config).await

Ok(scenario) => scenario,
Err(errs) => {
let err_str = errs
.into_iter()
.map(|e| e.to_string())
.collect::<Vec<String>>()
.join(", ");
return Err(anyhow!("Failed to initialize scenario: {err_str}"));

I
info!("Prepared autoscaling scenario:\n{scenario}");

let stable = scenario.wait_for_stable(1l).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 3. DescribeAutoScalingInstances: show that one instance has launched.
show_scenario_description(

&scenario,

"show that the group was created and one instance has launched",

)

.await;

// 5. UpdateAutoScalingGroup: update max size to 3.
let scale_max_size = scenario.scale_max_size(3).await;
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if let Err(err) = scale_max_size {
warnings.push("There was a problem scaling max size", err);

// 6. DescribeAutoScalingGroups: the current state of the group
show_scenario_description(

&scenario,

"show the current state of the group after setting max size",

)

.await;

// 7. SetDesiredCapacity: set desired capacity to 2.
let scale_desired_capacity = scenario.scale_desired_capacity(2).await;
if let Err(err) = scale_desired_capacity {

warnings.push("There was a problem setting desired capacity", err);

// Wait for a second instance to launch.
let stable = scenario.wait_for_stable(2).await;
if let Err(err) = stable {
warnings.push(
"There was a problem while waiting for group to be stable",
err,

);

// 8. DescribeAutoScalingInstances: show that two instances are launched.
show_scenario_description(

&scenario,

"show that two instances are launched after setting desired capacity",

)

.await;

let ids_before = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

// 9. TerminateInstanceInAutoScalingGroup: terminate one of the instances in the
group.
let terminate_some_instance = scenario.terminate_some_instance().await;
if let Err(err) = terminate_some_instance {
warnings.push("There was a problem replacing an instance", err);
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}

let wait_after_terminate = scenario.wait_for_stable(1l).await;
if let Err(err) = wait_after_terminate {
warnings.push(
"There was a problem waiting after terminating an instance",
err,

);

let wait_scale_up_after_terminate = scenario.wait_for_stable(2).await;
if let Err(err) = wait_scale_up_after_terminate {
warnings.push(
"There was a problem waiting for scale up after terminating an
instance",
err,

);

let ids_after = scenario
.list_instances()
.await
.map(|v] v.into_iter().collect::<BTreeSet<_>>())
.unwrap_or_default();

let difference = ids_after.intersection(&ids_before).count();
if !(difference == 1 && ids_before.len() == 2 && ids_after.len() == 2) {
warnings.push(
"Before and after set not different",
ScenarioError: :with(format!("{differencel}")),

);

// 1@. DescribeScalingActivities: list the scaling activities that have occurred
for the group so far.
show_scenario_description(
&scenario,
"list the scaling activities that have occurred for the group so far",

)

.await;

// 11. DisableMetricsCollection
let scale_group = scenario.scale_group_to_zero().await;
if let Err(err) = scale_group {
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warnings.push("There was a problem scaling the group to 0", err);

}

show_scenario_description(&scenario, "Scenario scaled to 0").await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all instances):
// 13. Delete LaunchTemplate.
let clean_scenario = scenario.clean_scenario().await;
if let Err(errs) = clean_scenario {
for err in errs {
warnings.push("There was a problem cleaning the scenario", err);

}
} else {
info!("The scenario has been cleaned up!");
}
if warnings.is_empty() {
0k(())
} else {

Err(anyhow!(
"There were warnings during scenario execution:\n{warnings}"

)

pub mod scenario;

use std::{
error::Error,
fmt::{Debug, Display},
time: :{Duration, SystemTime},

};

use anyhow: :anyhow;

use aws_config: :SdkConfig;

use aws_sdk_autoscaling::{
error::{DisplayErrorContext, ProvideErrorMetadata},
types::{Activity, AutoScalingGroup, LaunchTemplateSpecification},

};

use aws_sdk_ec2::types::RequestLaunchTemplateData;

use tracing::trace;

const LAUNCH_TEMPLATE_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_template_from_Rust_SDK";
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const AUTOSCALING_GROUP_NAME: &str =
"SDK_Code_Examples_EC2_Autoscaling_Group_from_Rust_SDK";

const MAX_WAIT: Duration = Duration::from_secs(5 * 60); // Wait at most 25 seconds.

const WAIT_TIME: Duration = Duration::from_millis(500); // Wait half a second at a
time.

struct Waiter {
start: SystemTime,
max: Duration,

impl Waiter {
fn new() -> Self {
Waiter {
start: SystemTime: :now(),
max: MAX_WAIT,

async fn sleep(&self) -> Result<(), ScenarioError> {
if SystemTime: :now()
.duration_since(self.start)
.unwrap_oxr(Duration: :MAX)
> self.max

{
Err(ScenarioError: :with(
"Exceeded maximum wait duration for stable group",
))
} else {
tokio::time: :sleep(WAIT_TIME).await;
0k(())
}

pub struct AutoScalingScenario {
ec2: aws_sdk_ec2::Client,
autoscaling: aws_sdk_autoscaling::Client,
launch_template_arn: String,
auto_scaling_group_name: String,

impl Display for AutoScalingScenario {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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f.write_fmt(format_args!(
"\tLaunch Template ID: {}\n",
self.launch_template_arn

Dy

f.write_fmt(format_args!(
"\tScaling Group Name: {}\n",
self.auto_scaling_group_name

))?;

0k(())

pub struct AutoScalingScenarioDescription {
group: Result<Vec<String>, ScenarioError>,
instances: Result<Vec<String>, anyhow::Error>,
activities: Result<Vec<Activity>, anyhow::Error>,

impl Display for AutoScalingScenarioDescription {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt
writeln!(f, "\t Group status:")?;
match &self.group {
Ok(groups) => {
for status in groups {
writeln!(f, "\t\t- {statusl}")?;

}
}
Err(e) => writeln!(f, "\t\t! - {el}")?,
}
writeln!(f, "\t Instances:")?;

match &self.instances {
Ok(instances) => {
for instance in instances {
writeln!(f, "\t\t- {instance}")?;

}
}
Err(e) => writeln!(f, "\t\t! {el}")?,
}
writeln!(f, "\t Activities:")?;

match &self.activities {
Ok(activities) => {
for activity in activities {

::Result {
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writeln!(
T,
"\t\t- {3} Progress: {}% Status: {:?} End: {:?}",
activity.cause().unwrap_or("Unknown"),
activity.progress.unwrap_or(-1),
activity.status_code(),
// activity.status_message().unwrap_or_default()
activity.end_time(),

)?;
}
}
Err(e) => writeln!(f, "\t\t! {e}")?,
}
0k(())
}
}
#[derive(Debug)]

struct MetadataError {
message: Option<String>,
code: Option<String>,

impl MetadataError {
fn from(err: &dyn ProvideErrorMetadata) -> Self {
MetadataError {
message: err.message().map(|s| s.to_string()),
code: err.code().map(]|s| s.to_string()),

impl Display for MetadataError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
let display = match (&self.message, &self.code) {
(None, None) => "Unknown".to_string(),
(None, Some(code)) => format!("({code})"),
(Some(message), None) => message.to_string(),
(Some(message), Some(code)) => format!("{message} ({code})"),
};
write!(f, "{displayl}")
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#[derive(Debug)]
pub struct ScenarioError {
message: String,
context: Option<MetadataError>,

impl ScenarioError {
pub fn with(message: impl Into<String>) -> Self {
ScenarioError {
message: message.into(),
context: None,

pub fn new(message: impl Into<String>, err: &dyn ProvideErrorMetadata) -> Self {

ScenarioError {
message: message.into(),
context: Some(MetadataError::from(err)),

impl Error for ScenarioError {
// While ‘Error’ can capture “source’ information about the underlying error,
for this example
// the ScenarioError captures the underlying information in MetadataError and
treats it as a
// single Error from this Crate. In other contexts, it may be appropriate to
model the error
// as including the SdkError as its source.
}
impl Display for ScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.context {
Some(c) => write!(f, "{3}: {}", self.message, c),
None => write!(f, "{}", self.message),

impl AutoScalingScenario {
pub async fn prepare_scenario(sdk_config: &SdkConfig) -> Result<Self,
Vec<ScenarioError>> {
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let ec2 = aws_sdk_ec2::Client: :new(sdk_config);
let autoscaling = aws_sdk_autoscaling::Client::new(sdk_config);

let auto_scaling_group_name = String::from(AUTOSCALING_GROUP_NAME);

// Before creating any resources, prepare the list of AZs
let availablity_zones = ec2.describe_availability_zones().send().await;
if let Err(err) = availablity_zones {

return Err(vec![ScenarioError::new("Failed to find AZs", &err)]);

let availability_zones: Vec<String> = availablity_zones
.unwrap()
.availability_zones
.unwrap_or_default()
.iter()
.take(3)
.map(|z]| z.zone_name.clone().unwrap())
.collect();

// 1. Create an EC2 launch template that you'll use to create an auto
scaling group. Bonus: use SDK with EC2.CreatelLaunchTemplate to create the launch
template.

// * Recommended: InstanceType='tl.micro', ImagelId='ami-@ca285d4c2cda3300'

let create_launch_template = ec2

.create_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.launch_template_data(

RequestLaunchTemplateData: :builder()
.instance_type(aws_sdk_ec2::types::InstanceType::T1lMicro)
.image_id("ami-0@ca285d4c2cda3300")

.build(),
)
.send()
.await
.map_err(|err| vec![ScenarioError::new("Failed to create launch
template", &err)])?;

let launch_template_arn = match create_launch_template.launch_template {
Some(launch_template) =>
launch_template.launch_template_id.unwrap_or_default(),
None => {
// Try to delete the launch template
let _ = ec2

E-WiN 240



AWS SDK for Rust FROYN—HA R

.delete_launch_template()
.launch_template_name(LAUNCH_TEMPLATE_NAME)
.send()
.await;
return Err(vec![ScenarioError::with("Failed to load launch
template")]);
}
i

// 2. CreateAutoScalingGroup: pass it the launch template you created in
step @. Give it min/max of 1 instance.
// You can use EC2.describe_availability_zones() to get a list of AZs (you
have to specify an AZ when you create the group).
// Wait for instance to launch. Use a waiter if you have one, otherwise
DescribeAutoScalingInstances until LifecycleState='InService'
if let Err(err) = autoscaling
.create_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.launch_template(

LaunchTemplateSpecification: :buildex()
.launch_template_id(launch_template_arn.clone())
.version("$Latest")

.build(),

.max_size(1l)

.min_size(1)
.set_availability_zones(Some(availability_zones))
.send()

.await

let mut errs = vec![ScenarioError: :new(
"Failed to create autoscaling group",
&err,

)1;

if let Err(err) = autoscaling
.delete_auto_scaling_group()
.auto_scaling_group_name(auto_scaling_group_name.as_str())
.send()
.await

errs.push(ScenarioError: :new(
"Failed to clean up autoscaling group",
&err,
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));

if let Err(err) = ec2
.delete_launch_template()
.launch_template_id(launch_template_arn.clone())

.send()
.await
{
errs.push(ScenarioError: :new(
"Failed to clean up launch template",
&err,
));
}

return Err(errs);

let scenario = AutoScalingScenario {
ec2,
autoscaling: autoscaling.clone(), // Clients are cheap so cloning here

to prevent a move is ok.

auto_scaling_group_name: auto_scaling_group_name.clone(),
launch_template_azn,

};

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1))

.send()

.await;

match enable_metrics_collection {
0k(_) => Ok(scenario),
Err(err) => {
scenario.clean_scenario().await?;
Err(vec![ScenarioError: :new(
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"Failed to enable metrics collections for group",

&err,
)1
}
}
}
pub async fn clean_scenario(self) -> Result<(), Vec<ScenarioError>> {
let _ = self.wait_for_no_scaling().await;
let delete_group = self
.autoscaling

.delete_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 14. Delete LaunchTemplate.

let delete_launch_template = self
.ec2
.delete_launch_template()
.launch_template_id(self.launch_template_arn.clone())
.send()
.await;

let early_exit = match (delete_group, delete_launch_template) {
(Ok(_), Ok(_)) => 0k(()),
(0k(_), Errx(e)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the launch template",
&e,
)1),
(Err(e), 0Ok(_)) => Err(vec![ScenarioError: :new(
"There was an error cleaning the scale group",
&e,
)1),
(Err(el), Err(e2)) => Err(vec![
ScenarioError: :new("Multiple error cleaning the scenario Scale
Group", &el),
ScenarioError: :new("Multiple error cleaning the scenario Launch
Template", &e2),
D,
};

if early_exit.is_err() {
early_exit
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} else {
// Wait for delete_group to finish
let waiter = Waiter::new();
let mut errors = Vec::<ScenarioError>::new();
while errors.len() < 3 {
if let Err(e) = waiter.sleep().await {
errors.push(e);

continue;

}

let describe_group = self
.autoscaling

.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;
match describe_group {
Ok(group) => match group.auto_scaling_groups().first() {
Some(group) => {
if group.status() != Some("Delete in progress") {
errors.push(ScenarioError: :with(format!(
"Group in an unknown state while deleting: {}",
group.status().unwrap_or("unknown error")
)));

return Err(errors);

}
None => return 0k(()),
I
Err(err) => {
errors.push(ScenarioError: :new("Failed to describe
autoscaling group during cleanup 3 times, last error", &err));
}
}
if errors.len() > 3 {
return Err(errors);

}

Err(vec![ScenarioError: :with(

"Exited cleanup wait loop without retuning success or failing after
three rounds",

)1)
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pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
.map(|s| {
s.auto_scaling_groups()
.iter()
-map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
)
.collect::<Vec<String>>()
)

.map_err(|e| {
ScenarioError: :new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {el}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.
// Bonus: use CloudWatch API to get and show some metrics collected for

the group.
//  CW.ListMetrics with Namespace='AWS/AutoScaling' and
Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]

// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginatoxr()
.items()
.send()
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.collect::<Result<Vec<_>, _>>()
.await
.map_err(|e]| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {
group,
instances,
activities,

async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format! (
"Failed to get status of autoscaling group {1}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
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self.auto_scaling_group_name.clone()

)));

Ok (auto_scaling_group.unwrap().clone())

pub async fn wait_for_no_scaling(&self) -> Result<(), ScenarioError> {
let waiter = Waiter::new();
let mut scaling = true;
while scaling {
waiter.sleep().await?;
let describe_activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await
.map_err(|e]| {
ScenarioError::new("Failed to get autoscaling activities for

group", &e)
DS
let activities = describe_activities.activities();
trace!/(
"Waiting for no scaling found {3} activities",
activities.len()
);
scaling = activities.iter().any(|a]| a.progress() < Some(100));
}
0k(())

pub async fn wait_for_stable(&self, size: usize) -> Result<(), ScenarioError> {
self.wait_for_no_scaling().await?;

let mut group = self.get_group().await?;
let mut count = count_group_instances(&group);

let waiter = Waiter::new();
while count != size {
trace!("Waiting for stable {size} (current: {count})");
waiter.sleep().await?;
group = self.get_group().await?;
count = count_group_instances(&group);
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ok(())

pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

Litems()

.send()

.try_collect()

.await

.map(|items| {

items
.into_iter()
filter (i {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())

1)

.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()
1)
.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

pub async fn scale_min_size(&self, size: i32) -> Result<(), ScenarioError> {
let update_group = self

.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(size)
.send()
.await;
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if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failer to update group to min size ({size}))").as_str(),
&err,
));
}
0k(())

pub async fn scale_max_size(&self, size: i32) -> Result<(), ScenarioError> {
// 5. UpdateAutoScalingGroup: update max size to 3.
let update_group = self
.autoscaling
.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.max_size(size)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to max size ({size})").as_str(),
&err,
));
}
0k(())

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_stx(),
&err,

));
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}

0k(())

pub async fn scale_group_to_zero(&self) -> Result<(), ScenarioError> {
// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _

= self

.autoscaling

.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()

.await;

// 12. DeleteAutoScalingGroup (to delete the group you must stop all

instances):

//
let

UpdateAutoScalingGroup with MinSize=0

update_group = self

.autoscaling

.update_auto_scaling_group()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.min_size(0)

.desired_capacity(0)

.send()

.await;

if let Err(err) = update_group {

let

return Err(ScenarioError: :new(
"Failed to update group for scaling down&",
&err,

));

stable = self.wait_for_stable(Q).await;

if let Err(err) = stable {

return Err(ScenarioError::with(format!(
"Error while waiting for group to be stable on scale down: {err}"

)));

0k(())

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
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let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// 0r use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
I
let termination = self
.ec?2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))

fn count_group_instances(group: &AutoScalingGroup) -> usize {
group.instances.as_ref().map(|i| i.len()).unwrap_oxr(0)

« API FMIICDOWVWTIE, AWS SDKRustAPIV 7 7LV AN OUTOREY VZZRLTLSEE
W

» CreateAutoScalingGroup

DeleteAutoScalingGroup

» DescribeAutoScalingGroups

DescribeAutoScalinglnstances
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» DescribeScalingActivities

* DisableMetricsCollection

EnableMetricsCollection

SetDesiredCapacity

TerminatelnstancelnAutoScalingGroup

UpdateAutoScalingGroup

To>rar
CreateAutoScalingGroup
RDPlE, CreateAutoScalingGroup 2R TIHEZRBEL TVET,

SDK Rust @

(@ Note

FHMCOVTE, Ty ZZRLTSEE ) GitHub, ABI—BZ#KREREL. AWS J— R4
RN TOREERITOFEZHEEL T LEE L,

async fn create_group(client: &Client, name: &str, id: &str) -> Result<(), Error> {
client
.create_auto_scaling_group()
.auto_scaling_group_name(name)
.instance_id(id)
.min_size(1)
.max_size(5)
.send()
.await?;

println!("Created AutoScaling group");

ok(())

« API EE#IC DWW T, AWS SDKRust API) 7 7 L > A® CreateAutoScalingGroup "5 @ T
BSBLTLSEETL,
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DeleteAutoScalingGroup

ROk, DeleteAutoScalingGroup ZFEAT2HEEHBALTVET,

SDK Rust @

(@ Note

FHMCOVTRE, Ty ZZRBLTLSEE V) GitHub, ABI—BEZ#KREREL. AWS J— R4
AR TOREERTOFEEZRRAL TSEEZL,

async fn delete_group(client: &Client, name: &str, force: bool) -> Result<(), Error>

{

client
.delete_auto_scaling_group()
.auto_scaling_group_name(name)
.set_force_delete(if force { Some(true) } else { None })
.send()
.await?;

println!("Deleted Auto Scaling group");

0k(())

}

« API ZFHIC DV Tk, AWS SDKRust APIJ 7 7 L > AMDeleteAutoScalingGroup "1 @ Ty %&
SHBRLTLSEETLY,

DescribeAutoScalingGroups

RO 11— RPHIE, DescribeAutoScalingGroups 2R T2 HZ%Z RLTVWET,

SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#%FEL., AWS J— R4AID
RN TOREERITOFEEZHEEL T EE L,
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async fn list_groups(client: &Client) -> Result<(), Error> {
let resp = client.describe_auto_scaling_groups().send().await?;

println!("Groups:");
let groups = resp.auto_scaling_groups();

for group in groups {

println!(
"Name: {}",
group.auto_scaling_group_name().unwrap_oxr("Unknown")
);
println!(
"Arn: {1",
group.auto_scaling_group_arn().unwrap_or("unknown"),
);

println!("Zones: {:?3}", group.availability_zones(),);
println!();
}

println!("Found {} group(s)", groups.len());

0k(())

« API ZFHIC DV Tk, AWS SDKRust APIJ 7 7 L > A®MDescribeAutoScalingGroups "1 @
M1 Z2RLTLKEZV,

DescribeAutoScalingInstances

RO 11— RPIE, DescribeAutoScalingInstances ZfH T2 522 RLTVWET,

SDK Rust @

(® Note

FHMCOVTE, Ty ZZRULTLEE V) GitHub, ABI—BZ#KREREL. AWS J— R4
RN TOREERITOREZHEL T LEEL,
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pub async fn list_instances(&self) -> Result<Vec<String>, ScenarioError> {

// The direct way to list instances is by using DescribeAutoScalingGroup's
instances property. However, this returns a Vec<Instance>, as opposed to a
Vec<AutoScalingInstanceDetails>.

// Ok(self.get_group().await?.instances.unwrap_or_default().map(|i]
i.instance_id.clone().unwrap_or_default()).filter(|id| !id.is_empty()).collect())

// Alternatively, and for the sake of example, DescribeAutoScalingInstances
returns a list that can be filtered by the client.
self.autoscaling
.describe_auto_scaling_instances()
.into_paginator()

Litems()
.send()
.try_collect()
.await
.map(|items| {
items

.into_iter()
Filter(i] {
i.auto_scaling_group_name.as_deref()
== Some(self.auto_scaling_group_name.as_str())
1)
.map(|i] i.instance_id.unwrap_or_default())
filter(|id]| !'id.is_empty())
.collect::<Vec<String>>()
1)
.map_err(|err| ScenarioError::new("Failed to get list of auto scaling
instances", &err))

}

« APIZFHIC DV Tk, AWS SDKRust APIJ 7 7 L > A®MDescribeAutoScalinglnstances "1 @
M1 Z2RLTLKEZV,

DescribeScalingActivities

RO1— RPIE, DescribeScalingActivities ZFAT2HZ%Z RLTVWET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

pub async fn describe_scenario(&self) -> AutoScalingScenarioDescription {
let group = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())

.send()
.await
-map(|s| {
s.auto_scaling_groups()
.iter()
.map(|s| {
format!(
{3 {3,
s.auto_scaling_group_name().unwrap_or("Unknown"),
s.status().unwrap_or("Unknown")
)
1)
.collect::<Vec<String>>()
1)

.map_err(|e]| {
ScenarioError::new("Failed to describe auto scaling groups for
scenario", &e)

1)

let instances = self
.list_instances()
.await
.map_err(|e| anyhow!("There was an error listing instances: {e}",));

// 1@. DescribeScalingActivities: list the scaling activities that have
occurred for the group so far.

// Bonus: use CloudWatch API to get and show some metrics collected for
the group.
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// CW.ListMetrics with Namespace='AWS/AutoScaling' and

Dimensions=[{'Name': 'AutoScalingGroupName', 'Value': }]
// CW.GetMetricStatistics with Statistics='Sum'. Start and End times must
be in UTC!

let activities = self
.autoscaling
.describe_scaling_activities()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.into_paginator()
Litems()
.send()
.collect::<Result<Vec<_>, _>>()
.await
.map_err(|e| {
anyhow! (
"There was an error retrieving scaling activities: {}",
DisplayErrorContext(&e)

1)

AutoScalingScenarioDescription {

group,
instances,
activities,

« API FFHIIC DWW T, AWS SDKRust APIJ 7 7 L > AMDescribeScalingActivities "5 @ T
BSRLTLSEEZL,

DisableMetricsCollection

RO— RHIE, DisableMetricsCollection #EHTAAEZRLTVET,

SDK Rust @

® Note
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// If this fails it's fine, just means there are extra cloudwatch metrics
events for the scale-down.

let _ = self
.autoscaling
.disable_metrics_collection()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.send()
.await;

« API EEMHIZ DWW TIE, AWS SDKRust APIJ 7 7 L > AMDisableMetricsCollection "3, @ T, %&
SHBLTLSEETL,

EnableMetricsCollection

XD 1— RHlE. EnableMetricsCollection ZFEHATAHEZRLTVET,

SDK Rust @

(® Note

FHMCOVTE, Ty ZZRLUTLSEE ) GitHub, ABI—EZ#KREREL. AWS J— R4
AR TOREERTOIEZHRL TS EEZL,

let enable_metrics_collection = autoscaling

.enable_metrics_collection()

.auto_scaling_group_name(auto_scaling_group_name.as_str())

.granularity("1Minute")

.set_metrics(Some(vec![
String::from("GroupMinSize"),
String::from("GroupMaxSize"),
String::from("GroupDesiredCapacity"),
String::from("GroupInServiceInstances"),
String::from("GroupTotalInstances"),

1)

.send()

.await;
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o API E¥#HIZ DWW Tk, AWS SDKRust API 7 7 L > AMEnableMetricsCollection "3 @ T, %

ZRLTSEEL,

SetDesiredCapacity

RO, SetDesiredCapacity ZFEA T2 HEZHBALTVWET,

SDK Rust @

® Note

FHMCOVTE., Ty ZZRLTLSEE V) GitHub, ABI—EZ#KREREL. AWS J— R4

RN TOREERITOFEZEIEL TSEEL,

pub async fn scale_desired_capacity(&self, capacity: i32) -> Result<(),
ScenarioError> {
// 7. SetDesiredCapacity: set desired capacity to 2.
// Wait for a second instance to launch.
let update_group = self
.autoscaling
.set_desired_capacity()
.auto_scaling_group_name(self.auto_scaling_group_name.clone())
.desired_capacity(capacity)
.send()
.await;
if let Err(err) = update_group {
return Err(ScenarioError: :new(
format!("Failed to update group to desired capacity
({capacity}))").as_str(),
&err,
));
}
0k(())

« APIF¥MIC DV TIE, AWS SDKRust API) 7 7 L > AMSetDesiredCapacity ", @ T, %

LTLSEEL,
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TerminateInstanceInAutoScalingGroup
RDOPBIE, TerminateInstanceInAutoScalingGroup ZFERA T2 HEEHRBEL TVWET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J— R4
RN TOREERITOFEZEIEL TSEE,

pub async fn terminate_some_instance(&self) -> Result<(), ScenarioError> {
// Retrieve a list of instances in the auto scaling group.
let auto_scaling_group = self.get_group().await?;
let instances = auto_scaling_group.instances();
// 0r use other logic to find an instance to terminate.
let instance = instances.first();
if let Some(instance) = instance {
let instance_id = if let Some(instance_id) = instance.instance_id() {
instance_id
} else {
return Err(ScenarioError::with("Missing instance id"));
i
let termination = self
.ec?2
.terminate_instances()
.instance_ids(instance_id)
.send()
.await;
if let Err(err) = termination {
Err(ScenarioError: :new(
"There was a problem terminating an instance",

&err,
))
} else {
0k(())
}
} else {

Err(ScenarioError: :with("There was no instance to terminate"))
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async fn get_group(&self) -> Result<AutoScalingGroup, ScenarioError> {
let describe_auto_scaling_groups = self
.autoscaling
.describe_auto_scaling_groups()
.auto_scaling_group_names(self.auto_scaling_group_name.clone())
.send()
.await;

if let Err(err) = describe_auto_scaling_groups {
return Err(ScenarioError: :new(

format! (
"Failed to get status of autoscaling group {1}",
self.auto_scaling_group_name.clone()

)

.as_str(),

&err,

));

let describe_auto_scaling_groups_output =
describe_auto_scaling_groups.unwrap();

let auto_scaling_groups =
describe_auto_scaling_groups_output.auto_scaling_groups();

let auto_scaling_group = auto_scaling_groups.first();

if auto_scaling_group.is_none() {
return Err(ScenarioError::with(format!(
"Could not find autoscaling group {}",
self.auto_scaling_group_name.clone()

)));

Ok (auto_scaling_group.unwrap().clone())

« APl FFHIC DWW TIE, AWS SDKRustAPIV 7 7L > A
M TerminatelnstancelnAutoScalingGroup "1 @ T, ZZBL T EE L,

UpdateAutoScalingGroup

RO 11— RHIE, UpdateAutoScalingGroup ZERA T2 HEERLTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn update_group(client: &Client, name: &str, size: i32) -> Result<(), Error> {
client
.update_auto_scaling_group()
.auto_scaling_group_name(name)
.max_size(size)
.send()
.await?;

println!("Updated AutoScaling group");

0k(())

« API Z#HIC DWW TIE, AWS SDKRust APIY) 7 7 L > A®UpdateAutoScalingGroup "1 ® T
BSRBLTLSEETL,

SDK for Rust Z#f# A L = Amazon Bedrock 5> X 1 LDl

RO — RHIE., Amazon Bedrock 52 A4 AT forRust ZFALTF7 223> &2ETL., AWS
SDK— B> F ) A ZRET B HEZRLTVERT,

BHIZE, T2BY—AO—RAOUZVINEEATHY, TIHASOAVTHFAMIBHFRDI—RO
REFEERTHAECODVTIOFIEZHFTEERT,
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Anthropic Claude
Converse

RXO— RPIE. Bedrock M Converse Z A L T Anthropic Claude ICTFARXY =T ZREEFT
7% RLTVERTAPIL,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#%FEL . AWS J— RA|D
RN TOREERTOREZHBLTLEE W,

Bedrock @ Converse Z L T, Anthropic Claude ICTFARX Y — &FEEFEL ETAPL

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text(USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

match response {
Ok(output) => {
let text = get_converse_output_text(output)?;
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println!("{}", text);
0k(())
}
Err(e) => Err(e
.as_service_error()
.map(BedrockConverseError: :from)
.unwrap_or_else(|| BedrockConverseError("Unknown service
error".into()))),

}

fn get_converse_output_text(output: ConverseOutput) -> Result<String,
BedrockConverseError> {
let text = output
.output()
.ok_or("no output")?
.as_message()
.map_err(|_| "output not a message")?
.content()
first()
.ok_or("no content in message")?
.as_text()
.map_err(|_| "content is not text")?
.to_string();
Ok(text)

AT—MXUBN IZ-d—FT14UT7T41, EHZEFEALEXT,

use aws_config: :BehaviorVersion;

use aws_sdk_bedrockruntime: :{
operation::converse::{ConverseError, ConverseOutput},
types::{ContentBlock, ConversationRole, Message},
Client,

};

// Set the model ID, e.g., Claude 3 Haiku.

const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";

const CLAUDE_REGION: &str = "us-east-1";

// Start a conversation with the user message.
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const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseError(String);
impl std::fmt::Display for BedrockConverseError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.0)

}
impl std::error::Error for BedrockConverseError {}
impl From<&str> for BedrockConverseError {
fn from(value: &str) -> Self {
BedrockConverseError(value.to_string())

}
impl From<&ConverseError> for BedrockConverseError {
fn from(value: &ConverseError) -> Self {
BedrockConverseError: :from(match value {
ConverseError: :ModelTimeoutException(_) => "Model took too long",
ConverseError: :ModelNotReadyException(_) => "Model is not ready",
_ => "Unknown",

1)

« APIEFMIZ DWW TIE, AWSSDK "TRustAPI U7 7L >AM, ® "Converseiny Z2Z8BL TL
e\,

ConverseStream

XD 1— RHlE. Bedrock M Converse Zf#M L T Anthropic Claude ICTFARNX Y £—D & EE
APIb LARAARNY—LZVTILRALTRETEDHEZERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 28BLTLKEEV GitHub, Afl—EZ#&%FEL. AWS J— R4E|D
AR TOREERTOREZHRL TSEZWL,
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Bedrock ® ZfEH L T, Anthropic Claude ICTFARX Y E—D&EEFEL, BREN—UVVZARN

I)—=>% L %9 ConverseStream API,

#[tokio: :main]
async fn main() -> Result<(), BedrockConverseStreamError> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let response = client
.converse_stream()
.model_id(MODEL_ID)
.messages(

Message: :builder()
.role(ConversationRole: :User)
.content(ContentBlock: :Text (USER_MESSAGE.to_string()))
.build()

.map_err(|_| "failed to build message")?,
)
.send()
.await;

let mut stream = match response {
Ok(output) => Ok(output.stream),
Err(e) => Err(BedrockConverseStreamError: :from(
e.as_service_error().unwrap(),
)),
}?;

loop {
let token = stream.recv().await;
match token {
Ok(Some(text)) => {
let next = get_converse_output_text(text)?;
print!("{}", next);
0k(())
}
Ok(None) => break,
Err(e) => Err(e
.as_service_error()
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.map(BedrockConverseStreamError: :from)
.unwrap_or(BedrockConverseStreamErroxr(
"Unknown error receiving stream".into(),
))),
}?

println!();

0k(())

fn get_converse_output_text(
output: ConverseStreamOutputType,
) -> Result<String, BedrockConverseStreamError> {
Ok(match output {
ConverseStreamOutputType: :ContentBlockDelta(event) => match event.delta() {

Some(delta) => delta.as_text().cloned().unwrap_or_else(|_]| "".into()),
None => "".into(),

I

_=> ""_into(),

1)

AT—MXUBN IZ-d—FT14UT7T41, EHZEFEALEXT,

use aws_config: :BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :ProvideErrorMetadata,
operation::converse_stream::ConverseStreamError,
types::{
error::ConverseStreamOutputError, ContentBlock, ConversationRole,
ConverseStreamOutput as ConverseStreamOutputType, Message,
},
Client,
};

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";
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// Start a conversation with the user message.
const USER_MESSAGE: &str = "Describe the purpose of a 'hello world' program in one
line.";

#[derive(Debug)]
struct BedrockConverseStreamError(String);
impl std::fmt::Display for BedrockConverseStreamError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Can't invoke '{}'. Reason: {}", MODEL_ID, self.Q)

}

impl std::error::Error for BedrockConverseStreamError {3}
impl From<&str> for BedrockConverseStreamError {
fn from(value: &str) -> Self {
BedrockConverseStreamError(value.into())

impl From<&ConverseStreamError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamError) -> Self {
BedrockConverseStreamError/(
match value {
ConverseStreamError: :ModelTimeoutException(_) => "Model took too

long",
ConverseStreamError: :ModelNotReadyException(_) => "Model is not
ready",
_ => "Unknown",
}
.into(),
)
}
}

impl From<&ConverseStreamQutputError> for BedrockConverseStreamError {
fn from(value: &ConverseStreamOutputError) -> Self {
match value {
ConverseStreamOutputError::ValidationException(ve) =>
BedrockConverseStreamError(
ve.message().unwrap_or("Unknown ValidationException").into(),
),
ConverseStreamOutputError: :ThrottlingException(te) =>
BedrockConverseStreamError(
te.message().unwrap_or("Unknown ThrottlingException").into(),

),
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value => BedrockConverseStreamError(
value
.message()
.unwrap_or("Unknown StreamOutput exception")
.into(),

),

o API E¥#HIZ DWW TIE., AWS SDKRust APILJ 7 7L > AMConverseStream ", ® T, Z3BL
TLEEL,

< F 1) 7 Converse TOY —)LDOER API

ROIA—RBIE, T7UT—232 £ERAIEFI, BREAEY-LBEO—BRABA 2D
SAVEBETDIHE, T A EARRBEBOA R0 32 ZHNAPIsTEHEZRL TV
I, IMIRRZ APIAI EFTIIICERETHHZFEALT, I—F—AHCESVTUTILEALD
[REBFEHERETESDLSICLET,

SDK Rust @

(® Note

FHMCOVTR, Ty ZZRULTLSEE V) GitHub, AfI—EZ&KERL. AWS JI— R4
RIKN)TOREERITOREZEIEL TEEL,

FEOTZAIVIF)AEODY D, ChiZky), 1—H—. Amazon Bedrock Converse
APl, BLRUORRY —IBOLKEN A—TANL—>3 & hET,

#[derive(Debug)]
#[allow(dead_code)]
struct InvokeToolResult(String, ToolResultBlock);
struct ToolUseScenario {
client: Client,
conversation: Vec<Message>,
system_prompt: SystemContentBlock,
tool_config: ToolConfiguration,
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impl ToolUseScenario {
fn new(client: Client) -> Self {
let system_prompt = SystemContentBlock::Text(SYSTEM_PROMPT.into());
let tool_config = ToolConfiguration::builder()
.tools(Tool: :ToolSpec(
ToolSpecification: :buildex()
.name( TOOL_NAME)
.description(TOOL_DESCRIPTION)
.input_schema(ToolInputSchema: :Json(make_tool_schema()))
.build()
.unwrap(),
))
.build()
.unwrap();

ToolUseScenario {
client,
conversation: vec![],
system_prompt,
tool_config,

async fn run(&mut self) -> Result<(), ToolUseScenarioError> {
loop {
let input = get_input().await?;
if input.is_none() {

break;
}
let message = Message::builder()
.role(User)
.content(ContentBlock: :Text(input.unwrap()))
Lbuild()

.map_err(ToolUseScenarioError::from)?;
self.conversation.push(message);

let response = self.send_to_bedrock().await?;

self.process_model_response(response).await?;

ok(())

Anthropic Claude
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}

async fn send_to_bedrock(&mut self) -> Result<ConverseOutput,
ToolUseScenarioError> {

debug! ("Sending conversation to bedrock");

self.client
.converse()
.model_id(MODEL_ID)
.set_messages(Some(self.conversation.clone()))
.system(self.system_prompt.clone())
.tool_config(self.tool_config.clone())
.send()
.await
.map_err(ToolUseScenarioError: :from)

async fn process_model_response(
&mut self,
mut response: ConverseQOutput,

) -> Result<(), ToolUseScenarioError> {
let mut iteration = 0;

while iteration < MAX_RECURSIONS {
iteration += 1;
let message = if let Some(ref output) = response.output {
if output.is_message() {
Ok (output.as_message().unwrap().clone())
} else {
Err(ToolUseScenarioError(
"Converse OQutput is not a message".into(),
))

}
} else {
Err(ToolUseScenarioError("Missing Converse Output".into()))

b
self.conversation.push(message.clone());

match response.stop_reason {
StopReason: :ToolUse => {
response = self.handle_tool_use(&message).await?;
}
StopReason: :EndTurn => {
print_model_response(&message.content[0])?;
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return 0k(());

}
- = Q,

Err(ToolUseScenarioError(
"Exceeded MAX_ITERATIONS when calling tools".into(),

)

async fn handle_tool_use(
&mut self,
message: &Message,

) -> Result<ConverseOutput, ToolUseScenarioError> {
let mut tool_results: Vec<ContentBlock> = vec![];

for block in &message.content {
match block {
ContentBlock: :Text(_) => print_model_response(block)?,
ContentBlock: :ToolUse(tool) => {
let tool_response = self.invoke_tool(tool).await?;
tool_results.push(ContentBlock: :ToolResult(tool_response.l));

}
_=>0),
I
}
let message = Message::builder()
.role(User)
.set_content(Some(tool_results))
.build()?;

self.conversation.push(message);

self.send_to_bedrock().await

async fn invoke_tool(
&mut self,
tool: &ToolUseBlock,
) -> Result<InvokeToolResult, ToolUseScenarioError> {
match tool.name() {
TOOL_NAME => {
println!(
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"\x1b[0@;90mExecuting tool: {TOOL_NAME} with input: {:?}...
\x1b[@m",
tool.input()
I
let content = fetch_weather_data(tool).await?;
println!(
"\x1b[@;90mTool responded with {:?}\x1b[@m",
content.content()
);
Ok(InvokeToolResult(tool.tool_use_id.clone(), content))

_ => Err(ToolUseScenarioError(format!(
"The requested tool with name {} does not exist",
tool.name()

))),

#[tokio::main]
async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::defaults(BehaviorVersion::latest())
.region(CLAUDE_REGION)
.load()
.await;
let client = Client::new(&sdk_config);

let mut scenario = ToolUseScenario::new(client);

header();
if let Err(err) = scenario.run().await {
println!("There was an error running the scenario! {}", err.0)

}
footer();

TFTETHEAEThDIKRRY =, CORTUTRNEY—ILE#E%ZEEZL. Open-Meteo H*'S ZfEH
LTRETF—IFZMBITHO0Y VEEELETAPL

const ENDPOINT: &str = "https://api.open-meteo.com/vl/forecast";
async fn fetch_weather_data(
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tool_use: &ToolUseBlock,
) -> Result<ToolResultBlock, ToolUseScenarioError> {
let input = tool_use.input();

let latitude = input

.as_object()
.unwrap()
.get("latitude")
.unwrap()
.as_string()
.unwrap();

let longitude = input

.as_object()
.unwrap()
.get("longitude")
.unwrap()
.as_string()
.unwrap();

let params = [

1;

debug!("Calling {ENDPOINT} with {params:?}");

let response = reqwest::Client::new()
.get (ENDPOINT)
.query(&params)
.send()
.await

("latitude", latitude),
("longitude", longitude),
("current_weather",

{e:?}")))?

.error_for_status()
.map_err(|e| ToolUseScenarioError(format!("Failed to request weather:

{e:?3")))7;

debug! ("Response: {response:?}");

let bytes = response

.bytes()
.await
.map_err(|e| ToolUseScenarioError(format!("Error reading response:

{e:?3")))7;

.map_err(|e| ToolUseScenarioError(format!("Error requesting weather:
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let result = String::from_utf8(bytes.to_vec())
.map_err(|_| ToolUseScenarioError("Response was not utf8".into()))?;

Ok(ToolResultBlock: :buildexr()
.tool_use_id(tool_use.tool_use_id())
.content(ToolResultContentBlock: :Text(result))
.build()?)

Xvtw—O 7oV 7O0v oA 1—F1UT 4,

fn print_model_response(block: &ContentBlock) -> Result<(), ToolUseScenarioError> {
if block.is_text() {
let text = block.as_text().unwrap();
println!("\x1b[0;90mThe model's response:\xlb[@m\n{text}");
0k(())
} else {
Err(ToolUseScenarioError(format!(
"Content block is not text ({block:?})"
)))

AT—RMXUN IZ—1—TFT14UT4, EBRZFEALET,
use std::{collections::HashMap, io::stdin};

use aws_config::BehaviorVersion;
use aws_sdk_bedrockruntime: :{
error: :{BuildError, SdkError},
operation::converse: :{ConverseError, ConverseOutput},
types::{
ContentBlock, ConversationRole::User, Message, StopReason,
SystemContentBlock, Tool,
ToolConfiguration, ToolInputSchema, ToolResultBlock, ToolResultContentBlock,
ToolSpecification, ToolUseBlock,
},
Client,
};
use aws_smithy_runtime_api::http::Response;
use aws_smithy_types::Document;
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use tracing: :debug;

// Set the model ID, e.g., Claude 3 Haiku.
const MODEL_ID: &str = "anthropic.claude-3-haiku-20240307-v1:0";
const CLAUDE_REGION: &str = "us-east-1";

const SYSTEM_PROMPT: &str = "You are a weather assistant that provides current
weather data for user-specified locations using only

the Weather_Tool, which expects latitude and longitude. Infer the coordinates from
the location yourself.

If the user provides coordinates, infer the approximate location and refer to it in
your response.

To use the tool, you strictly apply the provided tool specification.

- Explain your step-by-step process, and give brief updates before each step.
- Only use the Weather_Tool for data. Never guess or make up information.
- Repeat the tool use for subsequent requests if necessary.
- If the tool errors, apologize, explain weather is unavailable, and suggest other
options.
- Report temperatures in °C (°F) and wind in km/h (mph). Keep weather reports
concise. Sparingly use

emojis where appropriate.
- Only respond to weather queries. Remind off-topic users of your purpose.
- Never claim to search online, access external data, or use tools besides
Weather_Tool.
- Complete the entire process until you have all required data before sending the
complete response.

LLE
’

// The maximum number of recursive calls allowed in the tool_use_demo function.
// This helps prevent infinite loops and potential performance issues.
const MAX_RECURSIONS: i8 = 5;

const TOOL_NAME: &str = "Weather_Tool";
const TOOL_DESCRIPTION: &str =
"Get the current weather for a given location, based on its WGS84 coordinates.";
fn make_tool_schema() -> Document {
Document: :0bject(HashMap: :<String, Document>::from([
("type".into(), Document::String("object".into())),
(
"properties".into(),
Document: :0bject(HashMap: :from([
(
"latitude".into(),

Anthropic Claude 276



AWS SDK for Rust FRAOYN—HA R

Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),
(
"description".into(),
Document: :String("Geographical WGS84 latitude of the
location.".into()),
),
1)),

"longitude".into(),
Document: :0bject(HashMap: :from([
("type".into(), Document::String("string".into())),

(
"description".into(),
Document: :String(
"Geographical WGS84 longitude of the
location.".into(),
),
),
1)),
),
1)),
),
(
"required".into(),
Document: :Array(vec![
Document::String("latitude".into()),
Document: :String("longitude".into()),
1,
),
1))
}
#[derive(Debug)]

struct ToolUseScenarioError(String);
impl std::fmt::Display for ToolUseScenarioError {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "Tool use error with '{}'. Reason: {}", MODEL_ID, self.0Q)

}

impl From<&str> for ToolUseScenarioError {
fn from(value: &str) -> Self {
ToolUseScenarioError(value.into())
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}

}

impl From<BuildError> for ToolUseScenarioError {
fn from(value: BuildError) -> Self {
ToolUseScenarioError(value.to_string().clone())
}
}

impl From<SdkError<ConverseError, Response>> for ToolUseScenarioError {
fn from(value: SdkError<ConverseError, Response>) -> Self {
ToolUseScenarioError(match value.as_service_error() {
Some(value) => value.meta().message().unwrap_or("Unknown").into(),
None => "Unknown".into(),

1)

« APIEFHHIZ DWW TIlX, AWSSDK "TRustAPI W7 7L >AM, ® "Converseiny #58BL T<L
W,

SDK for Rust % i L 7= Amazon Cognito ID 7’0/ 1 X — D 4l

XD — REillE, Amazon Cognito ID 7’O/NA X —T forRust ZFEAL TT7 V23 &EETL,
AWS SDK—RMI B2 AR RET D HEERLTVWET,

To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIIHENH
WEY, 70232 EYOY—EARBZFOHIFEZRLTVRIYS, IVTFANADT Y
>avik, BETEZSFUATHIETERY,

BHIZE, T2BY—AO—RAOUZVINEEATHY, TIHASOAVTHFAMIBHFRZI—RO
REFEERTHAECODVTIOFIEZHFTEET,

KNew o

s 7O>a
Fo>az
ListUsexPools

RXOPBIE, ListUserPools ZEA T2 HEZHRBALTVWET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client.list_user_pools().max_results(10).send().await?;
let pools = response.user_pools();
println!("User pools:");
for pool in pools {

println!(" 1ID: {3", pool.id().unwrap_or_default());
println!(" Name: {3}", pool.name().unwrap_or_default());
println!(" Lambda Config: {:?}", pool.lambda_config().unwrap());
println!(

Last modified: {1",
pool.last_modified_date().unwrap().to_chrono_utc()?

);
println!(
" Creation date: {:?3}",
pool.creation_date().unwrap().to_chrono_utc()
);

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

0k(())

« APIEE#IZ DLV TIE. AWS SDKRust APIY) 77 L > AMListUserPools "1 @ Ty Z238BL T
<EEV,

SDK for Rust % f£f L #= Amazon Cognito Sync @ 4l

RO 1— RFlIE, Amazon Cognito Sync T for Rust 2 FAL T7 9> 3> %#E{TL., AWS SDK—
BB F ) FA2RETDHEERLTVET,
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To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WEY, 70232V EYOY—EARBZFOHRIFEZRLTVRIYS, ITFANADT Y
>avik, BETEZZFTUATHIETERY,

FHICE, B2BY—AO—RADQVVIAFEEATEY, TIHSAVTFANMIKEFSI-RD
REFFEERTFECODVTOFIEZBETEE T,

N =R
s 7O>3Y
ro>ar
ListIdentityPoolUsage
ROD— RPlE, ListIdentityPoolUsage ZRA T2 5%2%Z RLTVWET,
SDK Rust @
(® Note

FHMCOVTE, Ty ZZRULTLSEE ) GitHub, AfI—BZ#KREREL. AWS J— R4
RN TOREERITOREZHEL T LEEL,

async fn show_pools(client: &Client) -> Result<(), Error> {
let response = client
.list_identity_pool_usage()
.max_results(10)
.send()
.await?;

let pools = response.identity_pool_usages();
println!("Identity pools:");

for pool in pools {

println!(
" Identity pool ID: {",
pool.identity_pool_id().unwrap_or_default()
I
println!(
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" Data storage: {1,
pool.data_storage().unwrap_or_default()
);
println!(
" Sync sessions count: {}",
pool.sync_sessions_count().unwrap_or_default()
);
println!(
" Last modified: {1,
pool.last_modified_date().unwrap().to_chrono_utc()?
);

println!();
}

println!("Next token: {}", response.next_token().unwrap_or_default());

ok(())

« API ZE#IC DV Tk, AWS SDKRust APIJ 7 7 L > AMListldentityPoolUsage "3 @ "y &5
BLTLSEEL,

SDK for Rust Zf#H L /= Firehose Ml

RO — RHIE, for Rust with Firehose ZFEALT7 223> &#321T7L. AWS SDK—RHI& F
)AREEKITDHEERLTVET,

TO2aVRINRELTOI LN SODA—ROERTHY, AVTFANATRITITZIZEN S
WET. 702323 EXOY—EAREZROCHIFEZRLTVRTSY, AVTFAMNNOT Y
>avik, BETRSFUATHIETERT,

BHIZE, B2BY—AOA—RAOQOUZVINFEEATHEY, TCHASOAVTEFAMNIBHFRI—RO
RERFEERTHECODVWTOFIEZHEETEET,

=Ry

s FOT3A

Firehose 281


https://docs.rs/aws-sdk-cognitosync/latest/aws_sdk_cognitosync/client/struct.Client.html#method.list_identity_pool_usage

AWS SDK for Rust FROYN—HA R

Fo>3az

PutRecordBatch
RO— RHIEF, PutRecordBatch #EH T2 AHEZRLTVET,

SDK Rust @

® Note

FHCOVTR, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL, AWS J— R4EJD
RN TOREERITOFEZEEL TSEE,

async fn put_record_batch(
client: &Client,
stream: &str,
data: Vec<Record>,
) -> Result<PutRecordBatchOutput, SdkError<PutRecordBatchError>> {
client
.put_record_batch()
.delivery_stream_name(stream)
.set_records(Some(data))
.send()
.await

« APIFE#HIZ DWTIX, AWS SDKRust APIJ 7 7 L > AMPutRecordBatch ", @ T, #58RL
TLEETL,

SDK for Rust & A L 7= Amazon DocumentDB @) 45l

RO I— RHIIE. Amazon DocumentDB T for Rust ZEA L T7 o> 3> %#ETL., AWS SDK—
BB F ) F2RETZHEERLTVWET,

BHICE, BF2BY—AOA—RAOUZIFEEATHY ., TIHSOVTFAMNIEFZI—RD
BREFEERTHEECODVTOFIREERETEERT,

New o
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e Y=N—LRAH T

H—N—LAHG>7)
Amazon DocumentDB K) ZJ—#H»' S Lambda BBz O 9

ROI—REIE, DocumentDBZEEA RN —LASLI—RZZETDEICK>TRIA—Th
P2ARNEZETS Lambda BB ZEREKTH HEZRLTVWET, BEIEIE DocumentDB R4 O—
REEREBL., LO—-ROANBEOIRRELET,

SDK Rust @

(® Note

FHECOVTE, T Z82RBLTKEEWV GitHube Y—/N\—LAHTILURIKNUT
TeBhlEREL, RESFFRTOIEZRERL TS EEZWL,

Rust Zf#H L T Lambda T Amazon DocumentDB 1 X NDHE,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event::documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"
async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);
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let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

ok(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

0k(())

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())
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SDK for Rust % £/ L 7= DynamoDB @ 4

RO 1— R, DynamoDB T for Rust Z2fERA L TF7 V> a>&2ETL. AWS SDK—#MES 7
VAZEETDHEZRLTVET,

TO2aYRINRELTOIZLNSOOA—ROERTHY, AVTFANATRITIZZEN S
WET. 702323 EXOY—EAREZFRCHIFEZRLTVRTSY, AVTFANNDOT Y
>avik, BETEZSFUATHEIETERT,

"FIFL A DO —EARN S, RGO AWS O —EREBAEDLE TEROBEHRZ
FOHL, BENDRAVZRTIDHEERTI—REITT,

AWS X1 ”-FT A4 \OEHEIEF. BHOF—LNERL., #EFELTWVWSBHTT AWS, 71 —R/\Y
VRRBEHTDICE, VDI NEVRSNUTREEATVERIXND AL EFERHALET,

ZHICE, BT2BY—ARAOA—RANQUINFEETATHY), TCASOAVTHFANCIEFA2O—RD
REBZEERTAEICODVWTOFIEZHERTEEXT,

KNew o

s 7O a

« FUF

e HY—N—LAH>7I)L

« A WS OZ1Z57 1 ANOEM

FTo>a
CreateTable

RXDBIE, CreateTable ZFEHAITHHEEHBALTVET,

SDK Rust ®
(® Note
HMICOVWTIE., T, ZBBLTLEEV GitHub, AHl—E%##&EL., AWS J— R4
RN TOREERTOREEERLTLSEZL,

pub async fn create_table(
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client: &Client,
table: &str,

key:

&str,

) -> Result<CreateTableOutput, Error> {

let
let

let

let

let

let

a_name: String = key.into();
table_name: String = table.into();

ad = AttributeDefinition::buildex()
.attribute_name(&a_name)
.attribute_type(ScalarAttributeType::S)
.build()

.map_err(Error::BuildError)?;

ks = KeySchemaElement::buildexr()
.attribute_name(&a_name)
.key_type(KeyType: :Hash)
.build()
.map_err(Error::BuildError)?;

pt = ProvisionedThroughput::builder()
.read_capacity_units(10)
.write_capacity_units(5)

.build()
.map_err(Error::BuildError)?;

create_table_response = client
.create_table()
.table_name(table_name)
.key_schema(ks)
.attribute_definitions(ad)
.provisioned_throughput(pt)
.send()

.await;

match create_table_response {

Ok(out) => {
println!("Added table {} with key {}", table, key);
Ok (out)

}

Err(e) => {
eprintln!("Got an error creating table:");
eprintln!("{}", e);
Err(Error: :unhandled(e))

}
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}

« APIE¥#IZ DL TIE, AWS SDKRust APIY) 77 L > AMCreateTable ", @ T, Z258BL TL

2EW,

Deleteltem

RO— RHIE, Deleteltem ZFEATHAEERLTVWET,

SDK Rust @

® Note

EMICOVWTIE., T, Z283BLTLSEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4V

RN TOREERITOFEZHEL TSEEL,

pub async fn delete_item(
client: &Client,
table: &str,
key: &str,
value: &str,
) -> Result<DeleteItemOutput, Error> {
match client
.delete_item()
.table_name(table)
.key(key, AttributeValue::S(value.into()))
.send()
.await

Ok(out) => {
println!("Deleted item from table");
Ok(out)

}

Err(e) => Err(Error::unhandled(e)),

Foav
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« APl E¥4#BIC DWW TIE. AWS SDKRust APIYJ 7 7L > A®MDeleteltem T, ® T, #5BLTL
= U\,

DeleteTable

XDPBIE, DeleteTable ZFEATHAHEZFHBAL TVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

pub async fn delete_table(client: &Client, table: &str) -> Result<DeleteTableOutput,
Error> {

let resp = client.delete_table().table_name(table).send().await;

match resp {

Ok(out) => {
println!("Deleted table");
Ok (out)

}

Err(e) => Err(Error::Unhandled(e.into())),

« APIFE#HIC DWW TIX, AWS SDKRust APIJ 7 7L > A®DeleteTable "3 @ T, #5BRL TL
zEW,

ListTables

ROD— RHIE, ListTables Z2FERAT2AHEEZRLTVWET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

pub async fn list_tables(client: &Client) -> Result<Vec<String>, Error> {
let paginator = client.list_tables().into_paginator().items().send();
let table_names = paginator.collect::<Result<Vec<_>, _>>().await?;

println!("Tables:");
for name in &table_names {

println!(" {3}", name);

println!("Found {} tables", table_names.len());
Ok(table_names)

T—7IANBFETEINESHZRIALET,

pub async fn table_exists(client: &Client, table: &str) -> Result<bool, Error> {
debug! ("Checking for table: {table}");
let table_list = client.list_tables().send().await;

match table_list {
Ok(list) => Ok(list.table_names().contains(&table.into())),
Err(e) => Err(e.into()),

« API FFMICDWTIF. AWS SDKRust APIV 7 7 L > AMListTables ", @ ") 28R T
=W,
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PutItem
ROBIE, PutItem ZFEATIHZEZHBALTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J— R4
RN TOREERITOFEZEIEL TSEE,

pub async fn add_item(client: &Client, item: Item, table: &String) ->
Result<ItemOut, Error> {

let user_av = AttributeValue::S(item.username);

let type_av = AttributeValue::S(item.p_type);

let age_av = AttributeValue::S(item.age);

let first_av = AttributeValue::S(item.first);

let last_av AttributeValue::S(item.last);

let request = client
.put_item()
.table_name(table)
.item("username", user_av)
.item("account_type", type_av)
.item("age", age_av)
.item("first_name", first_av)
.item("last_name", last_av);

println!("Executing request [{request:?}] to add item...");
let resp = request.send().await?;
let attributes = resp.attributes().unwrap();

let username = attributes.get("username").cloned();

let first_name = attributes.get("first_name").cloned();
let last_name = attributes.get("last_name").cloned();
let age = attributes.get("age").cloned();

let p_type = attributes.get("p_type").cloned();

println!(
"Added user {:?3}, {:?} {:?}, age {:?} as {:?} user",
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username, first_name, last_name, age, p_type

);

Ok(ItemOut {
p_type,
age,
username,
first_name,
last_name,

1)

« APIEEMBIC DWW TIE, AWS SDKRustAPIV) 7 7L > AMPutltem ", ® T, #28BLTLKEE
(A
Query
ROFIE. Query ZFERTBHEEHRBALTVET,

SDK Rust @

(® Note

FHECOVTER, ") 288U TKEEV GitHub, Afl—EZ#&%FL., AWS J— R4AID
RN TOREERITOFEZHEEL T EE L,

BELEFICESNEEZRELET,

pub async fn movies_in_year(
client: &Client,
table_name: &str,
year: ul6,
) -> Result<Vec<Movie>, MovieError> {
let results = client
-query()
.table_name(table_name)
.key_condition_expression("#yr = :yyyy")
.expression_attribute_names("#yr", "year")
.expression_attribute_values(":yyyy", AttributeValue::N(year.to_string()))
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.send()
.await?;

if let Some(items) = results.items {
let movies = items.iter().map(|v| v.into()).collect();
Ok(movies)

} else {
Ok(vec![1)

}

« APIFFMICDOWTIE, AWSSDK "RustAPIV 7 7L2AD OOUT) ) 25RLTLKEEL,

Scan
XOBIE, Scan ZERT 3 HEERBAL TVET,

SDK Rust @

® Note

EMICOVWTIE., Ty Z83BLTLSEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4V
RERNUTHREERITOAZEEEIELTLEEL,

pub async fn list_items(client: &Client, table: &str, page_size: Option<i32>) ->
Result<(), Error> {
let page_size = page_size.unwrap_or(1l0);
let items: Result<Vec<_>, _> = client
.scan()
.table_name(table)
.limit(page_size)
.into_paginator()
Litems()
.send()
.collect()
.await;

println!("Items in table (up to {page_size}):");
for item in items? {
println! (" {:?}", item);
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}

ok(())

« APIEEHHIC DWW T, AWSSDK "RustAPIV 7 7L AD DAF v #SRBLTLSEE
Wo

SFUHA
O—ANA2V AR AICERT S

ROA—RBlE, T RRA> hE EEZURLL T DynamoDB & OO—AIIBART 7O/ ICERT
5KZF&ZR~LTVWET AWS SDK,

SEMICDOVWTIE, "DynamoDB Localy 2B L TS EE L\,

SDK Rust A ®

(® Note

HMICOWTIE., T, ZBBLTLEE WV GitHub, AHl—E%#&ZEL., AWS J— R4
ﬁﬂ/f\U'CGT“H"tEEﬁ‘ fﬂfﬁﬁﬁw»b?f<ttékﬂo

/// Lists your tables from a local DynamoDB instance by setting the SDK Config's
/// endpoint_url and test_credentials.
#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

let config = aws_config::defaults(aws_config::BehaviorVersion::latest())
.test_credentials()
// DynamoDB run locally uses port 8000 by default.
.endpoint_url("http://localhost:8000")
.load()
.await;

let dynamodb_local_config =

aws_sdk_dynamodb: :config: :Builder: :from(&config).build();
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let client = aws_sdk_dynamodb::Client: :from_conf(dynamodb_local_config);

let list_resp = client.list_tables().send().await;
match list_resp {
Ok(resp) => {
println!("Found {3} tables", resp.table_names().len());
for name in resp.table_names() {
println!(" {3}", name);
}

}
Err(err) => eprintln!("Failed to list local dynamodb tables: {err:?}"),

B—N—LAT77TIVT—>3> 2R L TEENEE

RODA—RPITRE, I—HF—HFIRILZEALTEEZERTERY—N—LAT7TUTr—>3a %
ERTBFECODVTRLTVET,
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PartiQL ZFEAL TT—7 IR LTIV ZETTS

ROA—RY TG, UTORELREEZRLTVET,

* SELECT AT—hMXY R ZR{ITLTHEBZRMEBLEY,
* INSERT AT —hXY RN ZR{ITLTHBZEMLRT,

« UPDATE AT —RXV N Z2ETLTHBZEHLET,
* DELETE AT —hM XY hZR{ITLTHEBZHIBRLEX T,

SDK Rust A ®

(® Note

FHMCOVTE, Ty ZZRULTLSEE ) GitHub, AfI—BZ#KREREL. AWS J— R4EIY
RIKN)TOREERITOREZHIEL T LEEL,

async fn make_table(
client: &Client,
table: &str,
key: &str,
) -> Result<(), SdkError<CreateTableError>> {
let ad = AttributeDefinition::builder()
.attribute_name(key)
.attribute_type(ScalarAttributeType::S)
.build()
.expect("creating AttributeDefinition");

let ks = KeySchemaElement::builder()
.attribute_name(key)
.key_type(KeyType: :Hash)
.build()
.expect("creating KeySchemaElement");

let pt = ProvisionedThroughput::buildex()
.read_capacity_units(10)
.write_capacity_units(5)
.build()
.expect("creating ProvisionedThroughput");
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match client
.create_table()
.table_name(table)
.key_schema(ks)
.attribute_definitions(ad)
.provisioned_throughput(pt)

.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn add_item(client: &Client, item: Item) -> Result<(),
SdkError<ExecuteStatementError>> {
match client
.execute_statement()
.statement(format!(
r#"INSERT INTO "{}" VALUE {{

Il{}ll: ?’
"acount_type": ?,
uageu: ?’

"first_name": ?,
"last_name": ?

1 "#,
item.table, item.key

))

.set_parameters(Some(vec![
AttributeValue::S(item.utype),
AttributeValue::S(item.age),
AttributeValue::S(item.first_name),
AttributeValue: :S(item.last_name),

1))
.send()
.await
{
Ok(_) => 0k(()),
Err(e) => Err(e),
}

async fn query_item(client: &Client, item: Item) -> bool {
match client
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.execute_statement()

.statement(format!(
r#"SELECT * FROM "{}" WHERE "{}" = ?"#,
item.table, item.key

))
.set_parameters(Some(vec![AttributeValue::S(item.value)]))
.send()
.await
{
Ok(resp) => {
if lresp.items().is_empty() {
println!("Found a matching entry in the table:");
println!("{:?}", resp.items.unwrap_or_default().pop());
true
} else {
println!("Did not find a match.");
false
}
}
Err(e) => {
println!("Got an error querying table:");
println!("{}", e);
process::exit(1);
}
}

async fn remove_item(client: &Client, table: &str, key: &str, value: String) ->
Result<(), Error> {

client
.execute_statement()
.statement(format! (r#"DELETE FROM "{table}" WHERE "{keyl}" = ?"#))
.set_parameters(Some(vec![AttributeValue::S(value)]))
.send()

.await?;
println!("Deleted item.");
0k(())

async fn remove_table(client: &Client, table: &str) -> Result<(), Error> {
client.delete_table().table_name(table).send().await?;
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ok(())

« APISF#HIZ DWW TIX. AWS SDKRust APIJ 7 7 L > AMExecuteStatement 4 @ T, #S 8
LTLEETL,

EXIF 8 RV T OO A X—JFEHRERET S
ROD—RYTILE. LTOBREFEZRLTVERT,

« JPG, JPEG., £FEWEFEPNG 77A4IIALSEXIFIEEHRZEREBLET,

« Amazon SANT Y NZAX=DT7 740N ZETY7O0—RLET,

« Amazon Rekognition ZEAL T, 77A4ILAD 3 DO LNUEM (TRIL) ZHELET,
« 1)=—23 > ® Amazon DynamoDB 7—7 LI EXIFE KT SRILIEHREZEBMLE T,

SDK Rust A ®

JPG, . JPEGELIE PNG 77 A I SEXIFIEHRZEEL. 41 X—>7 7 14 )L%Z Amazon S3
Ny M7 Y 7’0— R LU, Amazon Rekognition Z2FEFALT7 74D 3 DO LUEH
(Amazon Rekognition D X)) ZFEBIL . EXIF 8 KT SRIIEHRZ ) —2 3 > O Amazon
DynamoDB 7— 7 JLICEML £,

FEZ/Y—AOD—RE, EYRTPYTERTOFIRICOVTE., ") OFMELSHEZESRBLTSE
& L\GitHub,

COBTEAETNTVED T —ER

* DynamoDB

* Amazon Rekognition
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®

Rust Z 5 L T Lambda T DynamoDB /1 X RN ZFIHL £,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};

Note

FHHECOVTRE, "1 Z282RBLTLKEZV GitHube Y—/N—L AV TILURZKNUT

TR ERBEL, RESFIFRTOIEZHRL TS EEZWL,

use aws_lambda_events::{

//

event: :dynamodb: : {Event, EventRecord},

i

Built with the following dependencies:

//lambda_runtime = "0.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features

[Ilfmtll] }
//aws_lambda_events = "0.15.0"

false, features =

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);
tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())
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}

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

0k(())

}

#[tokio::main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

0k(())

DynamoDB N #j—7T Lambda BE¥BONY FT7 A T LD KK ZELKR—KT D

RO 1— RPlIE, DynamoDB AR —AA S AR NZEZ{ET S Lambda BEICHB DB &/NY FL
ARVAZREITDFHEZRLTVET, COBHIEE., LARCAELTINYFT7ATLDORKZHK
HL, RROXYE—T 2R THREITTSLS Lambda IZIEAE T,

SDK Rust A ®
@ Note

EMICOVWTIE., Ty #Z8BLTLSEEV GitHub, Y—N—L AH T IJLURDS NUT
TeBHEREL, RESICETOHEERIALTLIEEL,

Rust Z{#f L T Lambda T DynamoDB ®/NY F7 A4 TLAKRBDOLR—K,
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use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},
}i2

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Process the stream record
fn process_record(record: &EventRecord) -> Result<(), Error> {
let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {
let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

}i2
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
if process_record(record).is_err() {
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response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),

1)

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS 15714 NNOEM
HB—N—LAT77V5—23a>0BEETAN

RO 11— RFlIE, Lambda & DynamoDB T API Gateway 2L TH—N—L A7V s5—>3a>
EBEBLVVTANTZDHEEZRLTVET,

SDK Rust A ®

Rust Zf# A L T, Lambda & DynamoDB Zfg&x = API #*— NI 4 THERENDH—/N\—L A
T7Vr5r—>32BRUTTANTBHEEZRLEFTSDK,
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T2BY—AOD—RE, EYRTPYTERTOFIRICOVWTE., ") OFMESFESRL T
& L\GitHub,

COBITHEAEATVASH—EX
« APl #— KR IA

* DynamoDB

* Lambda

SDK for Rust = L = Amazon EBS® 4

ROI— RHIE, Amazon T forRust ZFEALTF7 o2 3> &#ETL., AWS SDK—HES 1) A
BEEITDHEERLTVWETEBS,

TO2aVRINRELTOI LN SOOA—ROERTHY, AVTFANATRITITIZEN S
WEY. 77232 EYOY—EARBZFOHIHEZRLTVERIYS, ITFANADT Y
>avik, BETRSFTIUATHRETERT,

BEHICE, T2BY—AROA—RAQUVIFEERTHY, ZIASAVTFAMIEFAI—RO
BRERFEERTHECODVWTOFIEZRETEET,

NEY D

s FOA

Torar
CompleteSnapshot
RDOBlE, CompleteSnapshot ZFEATHHEEHALTVET,

SDK Rust A ®

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4AID
RN TOREERTOREZHBLTLEET W,

async fn finish(client: &Client, id: &str) -> Result<(), Error> {
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client
.complete_snapshot()
.changed_blocks_count(2)
.snapshot_id(id)
.send()
.await?;

println!("Snapshot ID {}", id);

println!("The state is 'completed' when all of the modified blocks have been
transferred to Amazon S3.");

println!("Use the get-snapshot-state code example to get the state of the
snapshot.");

0k(())

« APIZFHIIC DV TIE, AWS SDKRust APIJ 7 7 L > A®MCompleteSnapshot "1 @ Ty Z58&
LTLEEL,

PutSnapshotBlock

RO 1— RPIE, PutSnapshotBlock ZEHA T2 AHEERLTVET,

SDK Rust A ®

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&%FL ., AWS J— R4E|D
RN TOREERTOREZHBLTLEE W,

async fn add_block(
client: &Client,
id: &str,
idx: usize,
block: Vec<u8>,
checksum: &str,
) -> Result<(), Error> {
client
.put_snapshot_block()
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.snapshot_id(id)

.block_index(idx as i32)

.block_data(ByteStream::from(block))

.checksum(checksum)

.checksum_algorithm(ChecksumAlgorithm: :ChecksumAlgorithmSha256)
.data_length(EBS_BLOCK_SIZE as i32)

.send()

.await?;

0k(())

« APIZFHIC DV Tk, AWS SDKRust APIJ 7 7 L > AMPutSnapshotBlock "3 @ T, 258
LTLKEEL,

StartSnapshot

ROD— RPlE, StartSnapshot AT 2 HEERLTVET,

SDK Rust A ®

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#%ZEL., AWS J— R4E|D
RIKN)TOREERITOREZHEL T EEL,

async fn start(client: &Client, description: &str) -> Result<String, Error> {
let snapshot = client
.start_snapshot()
.description(description)
.encrypted(false)
.volume_size(1)
.send()
.await?;

Ok(snapshot.snapshot_id.unwrap())
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« APIE¥MHIC DWW TIE, AWS SDKRust API) 7 7 L > A®MStartSnapshot "1 ® "1 #5BL T
<EEL,

SDK for Rust Z 8 L = Amazon EC20 4l

ROI— RHIE, Amazon T forRust ZFERALTF7 o> 3a>&2E1TL. AWS SDK—HIBZZF1)F
BERITDHEERLTVWETEC2,

EXGE, EEBARL -3 —EARNTRITIZHEZRII—RHITT,

To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WET. 702323 EYOY—EAREZFCHIFEZRLTVRTSY, AVTFANADT Y
>avik, BETEZSFUATHIETERY,

BHIZE, T2BY—AO—RAOUZVIANEEATEHY, ZTIHASOAVTHFAMIBTFADI—RD
BRERFEERTHECODVWTOFIEZRETEET,

R =Y
Amazon N&S ¥ EC2

ROD—RHIE, Amazon DERAZRK TS HEEZRL TWETEC2,

SDK Rust A ®
(® Note
FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&FL., AWS J— R4AID
RN TOREERITOREZEIEL T EEL,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)
{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
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for group in output.security_groups() {
println!(
"Found Security Group {} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_or("(none)")
);
}
}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_oxr("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

« APIF#IC DV TIE, AWS SDKRust APIJ) 7 7 L > AMDescribeSecurityGroups ", @ T, %&
SHBRLTLSEETL,

NEY
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EREZF
ROTD— RFT L, UTORESEEFLTUET,

« FRTEEFIVFAIIL-THERLET,
« Amazon XA X—=2 (AMI) EEBMDBH DA VARV AZATEBIRL, 41 VAR A%ER
LET,

c ARV AEELEL, BEBLET,
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ZEALTA AR AILEHELUSSH, VY —R&2JU—2TFTYTLET,

SDK Rust A ®

(® Note

FHMICOWTIE, T, Z5BL TS EEV GitHub, Afl—EZ#&REL. AWS J1— R0
7]‘“/ N1 —C“a)_nﬁtgglfa)ﬁ/fféﬁﬁwu\l/f<t:é (AN

EC2InstanceScenario £ I(_ &, fleEE2ERT IO Y INEENTVET,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute
Cloud

//' (Amazon EC2) to do the following:

//!

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2 instances
to

//! control incoming and outgoing traffic.

//' * Find an Amazon Machine Image (AMI) and a compatible instance type.

//! * Create an instance that is created from the instance type and AMI you select,
and

//! is configured to use the security group and key pair created in this example.

//! * Stop and restart the instance.

//! * Create an Elastic IP address and associate it as a consistent IP address for
your instance.

//! * Connect to your instance with SSH, using both its public IP address and your
Elastic IP

//! address.

//' * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;

use crate::{
ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,
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use aws_sdk_ssm: :types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,

security_group: :SecurityGroupManager,
util::ScenarioImage,

i

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {

Ec2I

nstanceScenario {

ec2,

ssm,

util,

key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {

/// 1. Creates an RSA key pair and saves its private key

secure

self.
self.

self

self.
self.
self.

ok ((

create_and_list_key_pairs().await?;
create_security_group().await?;
.create_instance().await?;
stop_and_start_instance().await?;

associate_elastic_ip().await?;
stop_and_start_instance().await?;
))

data as a .pem file in
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/// temporary storage. The private key data is deleted after the example
completes.
/// 2. Optionally, lists the first five key pairs for the current account.
pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {
println!( "Let's create an RSA key pair that you can be use to securely
connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_pair()

.key_name()

.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

0k(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.
/// 3. Displays information about the security group.
///
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/// This function uses <http://checkip.amazonaws.com> to get the current public
IP
/// address of the computer that is running the example. This method works in
most
/// cases. However, depending on how your computer connects to the internet, you
/// might have to manually add your public IP address to the security group by
using
/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e]| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
D

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)
.await
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Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:

{err:?}"),
}
}
println!("{3}", self.security_group_manager);
0k(())
}
/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager. Specifying
the
/// '/aws/service/ami-amazon-linux-latest' path returns only the latest AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected AMI
and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self

.ec2

.list_instance_types(&ami.0)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of
the image.",

ami.Q
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in {:?}",
ami.0)))?
);

let instance_type = self.util.select_instance_type(instance_types)?;

println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
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&self.ec2,
ami.Q
.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
.map(|sg| vec![sgl)
.ok_or_else(|| EC2Error::new("Could not find security group"))?,
)
.await
.map_err(|e| e.add_message("Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)

.await
{
println!("{err}");
if lself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

0k(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {

let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available

images"))?

.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec?2
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.list_images(params)

.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is
associated

// with the instance, the IP address stays consistent when the instance stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {

println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP address
changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance, you
can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
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"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
i
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager

.key_paiz()

.key_name()

.unwrap_or("(unknown key pair)")
);
println!(
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"\tSecurity group: {}",
self.security_group_manager.group_name()

);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {

if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln!("{erx}")

}

if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln! ("{erx}")

}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await {
eprintln!("{err}");

}

if let Err(err) = self.key_pair_manager.delete(&self.ec2,

&self.util).await {

eprintln!("{err}");

}
} else {
println!("0Ok, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
(s ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

);

println!

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!
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scenario.clean_up().await;

println!("Thanks for running!");
println!

EC2Impl BEXKEFITANBOA—REY VRA 2 NEL THEEL, T DBEEIXEC2SDKFETH L
®#SY7TULET,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error::ProvideErrorMetadata,
operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
},
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
b
Client as EC2Client,
b7
use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall::automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

E-WiN 317



AWS SDK for Rust FROYN—HA R

}

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {name}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
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tracing::info!("Creating security group {name}");
let create_output = self

.client

.create_security_group()

.group_name(name)

.description(description)

.send()

.await

.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();
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match groups.len() {
® => 0k(None),
1 => Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :builderx()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())

.build()
1)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {
tracing::info!("Deleting security group {group_id}");
self.client
.delete_security_group()
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.group_id(group_id)
.send()
.await?;

0k(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok (images)

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
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.client

.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()

.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;
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if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
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"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

17;

Ok(instance.clone())

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;

tracing::info!("Started instance.");

ok(())
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}

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
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)),

_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error::from)
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}

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())
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pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0Q))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {3,

value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {3}
impl std::fmt::Display for EC2Error {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

SSMBEEKIETANAOA—-RNEY ORAMNEL THEEEL, TOBEKIISSMSDKRETHL %
Y 7TLET,

use aws_sdk_ssm::{types: :Parameter, Client};
use aws_smithy_async::future::pagination_stream::TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall: :automock;
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#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap::new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

CDIFIATIEE, BEHO "Managery AZAMIOBEEXZFERAL T, >FIVFALETERS &
VHIBRENEDY—ZAANOTI9EAZREBLET,

use aws_sdk_ec2::operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
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i
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

3
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

0k(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))
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pub

use std:

use aws_

async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

ok(())

:fmt: :Display;

sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};

use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {

pub

fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {

if let Some(instance) = &self.instance {
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if let Some(tag) = instance.tags().iter().find(|e| e.key() ==

Some("Name")) {

pub

pub

///
///
pub

if let Some(value) = tag.value() {
return value;

}

"Unknown"

fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

Create an EC2 instance with the given ID on a given type, using a
generated KeyPair and applying a list of security groups.

async fn create(

&mut self,

ec2: &EC2,

image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

///
pub

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

Start the managed EC2 instance, if present.
async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
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ec2.start_instance(self.instance_id()).await?;

}
ok(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {

writeln!(f, "\tID: {}", instance.instance_id().unwrap_or("(Unknown)"))?;

writeln!(
f,
"\tImage ID: {}",
instance.image_id().unwrap_oxr("(Unknown)")

VE?

writeln!(
T,
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"\tInstance type: {}",
instance
.instance_type()
.map(|it] format!("{itl}"))
.unwrap_or("(Unknown)".to_string())
VE?
writeln!(
T,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
)?;
writeln!(f, "\tVPC ID: {}", instance.vpc_id().unwrap_or("(Unknown)"))?;
writeln!(
T,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")
)?;
let instance_state = instance
.state
.as_ref()
-map(|is| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
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/// written to, if it's been created.

#[derive(Debug)]

pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be

retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

})?;
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let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if

write_secure fails.

pub

pub

self.key_file_path = Some(path.clone());
self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
0k(())

async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {

use std:

KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

:net::Ipv4Addr;

use aws_sdk_ec2::types::SecurityGroup;

=¥

336



AWS SDK for Rust FRAOYN—HA R

use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

0k(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

};

0k(())
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pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

};

0k(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(

f,
"Security group: {}",
sg.group_name().unwrap_or("(unknown group)")

VE?

writeln!(f, "\tID: {}", sg.group_id().unwrap_or("(unknown group
id)"))?;

writeln!(f, "\tVPC: {}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;

if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
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ok(())
}

None => writeln!(f, "No security group loaded."),

SFIVADEBRIVNIRAT K,

use ec2_code_examples::{
ec2::EC2,
getting_started::{

};

iy

scenario::{run, Ec2InstanceScenario},
util::UtilImpl,

ssm: :SSM,

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt::init();

« API
W

let
let
let
let
let

sdk_config = aws_config::load_from_env().await;

ec? EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
ssm = SSM: :new(aws_sdk_ssm: :Client: :new(&sdk_config));
util = UtilImpl {3;

scenario = Ec2InstanceScenario::new(ec2, ssm, util);

run(scenario).await;

FMICOVWTIE, AWSSDKRustAPIVZ7 7LV AN OUTOREY VZ2ZRBLTLSEE

* AllocateAddress

* AssociateAddress

» AuthorizeSecurityGrouplngress

* CreateKeyPair

» CreateSecurityGroup

» DeleteKeyPair

=¥

339


https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.allocate_address
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.associate_address
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.authorize_security_group_ingress
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.create_key_pair
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.create_security_group
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.delete_key_pair

AWS SDK for Rust

FROYN—=HA R

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

Fo>3az

AllocateAddress

RDPIE., AllocateAddress #FERTHHE%R

SDK Rust A ®

® Note

EMICOVWTIEE., T Z283BLTLEEV GitHub, Afl—&E%Z#&ZEL., AWS JO— R4FY
RN TOREEEZTORZEEEBIELTLSEETL,

HALTLET,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client

.allocate_address()
.domain(DomainType: :Vpc)

.send()
.await

.map_err(EC2Error: :from)
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}

« API B DL TIE, AllocateAddress "1 MAWS SDK "RustAPIV 7 7L A, #8BLT
<EEV,

AssociateAddress

ROI— RHIE, AssociateAddress ZFEHATHAHEERLTVET,

SDK Rust A ®

@ Note

FHICOWTER, T, 2B LTLKEEV GitHub, ABI—EZ&EEL, AWS J—R4IU
RIKN)TOREERITOREZHIEL T LEEL,

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

o APIE¥#HIZ DWW TIE., AWS SDKRust APILU 7 7 L > AMAssociateAddress T, @ Ty #SBL
TLEEL,

AuthorizeSecurityGroupIngress

R DOFIE, AuthorizeSecurityGroupIngress ZHAT2HEEHBALTVET,
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SDK Rust A ®

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
1)
.collect(),
))
.send()
.await?;
0k(())

« API ZEHIC DV Tk, AWS SDKRust APIJ 7 7 L > A M AuthorizeSecurityGrouplngress 1 @
M1 ZBRBLTLSEZV,
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CreateKeyPair

RDOFIE, CreateKeyPair 2R T2 HEEZRBEAL TVET,

SDK Rust A ®

@ Note

EMICOVWTIEE., T, Z83BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4F|D
RN TOREEEZTORZEEEIELTLIEZL,

EC2 V547> MO create_key _pair ZHHL, RENENTUTINZHET S Rust ik,

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key material"))?;
Ok((info, material))

create_key impl ZFEUH L, PEM7 24 RXR— K F—Z2Z2ICRTFTHEE

/// Creates a key pair that can be used to securely connect to an EC2 instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
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key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

« API FEfHIC DWW TIE., AWS SDKRust APIJ 7 7 L > AMCreateKeyPair ", @ T, %
<EZEL,

%
’(_
~

CreateSecurityGroup

RDOPlE, CreateSecurityGroup ZEATHHEEHBALTVET,

SDK Rust A ®

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL, AWS J— RE|D
RN TOREERITOFEZEEL TSEEL,

pub async fn create_security_group(
&self,
name: &str,
description: &str,
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) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {namel}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
1)?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

« API ZE#IZ DWW Tk, AWS SDKRust APIJ 7 7 L > AM CreateSecurityGroup "y @ T, &5
BLTLSEEL,

CreateTags

ROD— RPlE, CreateTags ZFEATHHEERLTVET,
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SDK Rust A ®

@ Note

FHMCOVTE, Ty ZZRULTLSEE ) GitHub, ABI—BZ#KREREL. AWS J— R4
AR TOREERTOREZHRL TSEZ L,

CODBITIE, 1 AZADEREIC Name T2 BAHALE,

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));
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let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

}
tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« APIFEHILIC DWW TIE, AWS SDKRust APIYJ 7 7 L > AMDCreateTags "1 @ "1 258U T
EEL,

DeleteKeyPair

RO1— RPIE, DeleteKeyPair ZFEATHHEERLTVET,

SDK Rust A ®

® Note

EMICOVWTIE., T, #283BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITORZEEEIELTLSEEL,
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NYFITTZAR—KNF—ELHIBRT B delete_PEMkey D Z ¥ /N\—,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");
}
}
}
0k(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

« APIFMIC DOV TIE, AWS SDKRust API) 7 7 L > AMDeleteKeyPair ", @ T, #58BL T
<EEV,

DeleteSecurityGroup

RDO1— RPIE, DeleteSecurityGroup ZEHA TR HEEZRLTVET,

SDK Rust A ®

(® Note

FHMCOVTE, Ty ZZRULTLSEE W GitHub, AfI—BZ#KREREL., AWS J— REIY
RIKN)TOREERITOREZHIEL T LEEL,
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pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

« APIEMIC DV TIE, AWS SDKRust API) 7 7 L > AMDeleteSecurityGroup "3 ® ", 25
BLTLSESL,

DeleteSnapshot

RO1— RHIE, DeleteSnapshot ZFHT3HEZ RLTVWET,

SDK Rust A ®

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ&FEL. AWS J— R4A|D
RIKN)TOREERITOREZHIEL T LEEL,

async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())

« API ZE#IC DV Tk, AWS SDKRust APIJ 7 7 L > AMDeleteSnapshot "5 @ T, S8 L
TLEEL,
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DescribeImages
RO 1— RPlIE, DescribeImages 2R T3HEZZERLTVWET,

SDK Rust A ®

@ Note

FHMCOVTE, Ty ZZRLTLSEE V) GitHub, ABI—EZ#KREREL. AWS J— R4

RN TOREERITOREZHIEL T LEE L,

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok (images)

T list_images B#ZFEAL TSSM, REBIZETWT ZHIBRLET. OFFMIZD
WTSSM, https://docs.aws.amazon.com/systems-manager/latest/userguide/
example "_ssm_GetParameters_section.htmly ZZ8B L T< &\,

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {
let params: Vec<Parameter> = self
.ssm
.list_path("/aws/service/ami-amazon-linux-latest")
.await
.map_err(|e| e.add_message("Could not find parameters for available
images"))?

FTorar
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.into_iter()
.filter(|param| param.name().is_some_and(|name| name.contains("amzn2")))
.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await
.map_err(|e| e.add_message("Could not find images"))?
.into_iter()
.map(ScenarioImage: :from)
.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

« API ZE#IC DV Tk, AWS SDKRust API) 7 7 L > AMDescribelmages ", @ ", ZZ8L
TLEEL,

DescribeInstanceStatus
XD, DescribeInstanceStatus ZFEHA T2 A EZHBALTVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&%FL ., AWS J— R4E|D
AR TOREERTOREZHRL TSEEZL,

async fn show_all_events(client: &Client) -> Result<(), Error> {
let resp = client.describe_regions().send().await.unwrap();

for region in resp.regions.unwrap_or_default() {
let reg: &'static str = Box::leak(Box::from(region.region_name().unwrap()));
let region_provider = RegionProviderChain::default_provider().or_else(reqg);
let config = aws_config::from_env().region(region_provider).load().await;
let new_client = Client::new(&config);

351

~
N\
w
X


https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.describe_images
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples

AWS SDK for Rust FRAOYN—HA R

let resp = new_client.describe_instance_status().send().await;

println!("Instances in region {}:", reg);
println!();

for status in resp.unwrap().instance_statuses() {
println!(
" Events scheduled for instance ID: {}",
status.instance_id().unwrap_or_default()

I
for event in status.events() {
println! (" Event ID: {31",
event.instance_event_id().unwrap());
println! (" Description: {}", event.description().unwrap());
println! (" Event code: {}", event.code().unwrap().as_ref());
println!();
}
}
}
0k(())

« API FE#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > AMDescribelnstanceStatus ", @ T, #
SRBRLTLEEL,

DescribeInstanceTypes

RO I— RHIE, DescribeInstanceTypes ZFAT2HEZRLTVET,

SDK Rust @

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL, AWS J— RE|D
RN TOREERITOFEZEEL TSEEL,

/// List instance types that match an image's architecture and are free tier
eligible.
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pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {

let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(

"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

« API ZE#IC DV Tk, AWS SDKRust APIJ 7 7 L > AMDescribelnstanceTypes "1 @ T, %
SRLTLSEEL,

DescribeInstances

RDOFIE, Describelnstances ZFEHA T2 5 EZHBALTVET,
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SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4AID
AR TOREERTOREZRERAL TSEZL,

EC2A ARV ADFHMERELET,

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

First()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(||

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

Iy

Ok(instance.clone())

EC2A VARV AZERLIES, TOFMZIEL TRELERT,

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(

&mut self,

ec2: &EC2,
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image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

« APIEEMIZ DWW TIE. AWS SDKRust API) 7 7 L > A®MDescribelnstances "1 @ T, #38
LTLEEL,
DescribeKeyPairs

RXDlE. DescribeKeyPairs ZFA T2 HEZHMAL TVET,

SDK Rust @

® Note

EMICOVWTIE., T, Z283BLTLSEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOAZEEEIELTLEEL,

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

« APIF#IC DV TIE., AWS SDKRust API) 7 7 L > AMDescribeKeyPairs "1 ® T, 25 8RL
TLEEL,
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DescribeRegions

RXDlE. DescribeRegions ZFEATHHEEHBALTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

async fn show_regions(client: &Client) -> Result<(), Error> {
let rsp = client.describe_regions().send().await?;

println!("Regions:");
for region in rsp.regions() {
println!(" {3}", region.region_name().unwrap());

}

0k(())

« API ZFHIC DWW Tk, AWS SDKRust APIJ 7 7 L > AMDescribeRegions "1 @ "y ZZ8&L
TLEEL,

DescribeSecurityGroups

RDOPIE, DescribeSecurityGroups ZHEATDAHEEHBAL TVET,

SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4AID
RIKN)TOREERITOREZEIEL T EEL,
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async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids: Vec<String>)

{
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;
match response {
Ok(output) => {
for group in output.security_groups() {
println!(
"Found Security Group {3} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")
);
}
}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");
}
}
}

« API ZF#IC DV Tk, AWS SDKRust APIJ 7 7 L > AMDescribeSecurityGroups "5 @ T, %
SRLTLSEEL,

DescribeSnapshots

RDOPBIE, DescribeSnapshots ZFEA TS HEEFHBAL TVET,
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SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&FL., AWS J— R4AID
AR TOREERTOREZRERL TSEZL,

AFv7oav hoREBERRLET,

async fn show_state(client: &Client, id: &str) -> Result<(), Error> {
let resp = client
.describe_snapshots()
.filters(Filter::builder().name("snapshot-id").values(id).build())

.send()
.await?;
println!(
"State: {}",
resp.snapshots().first().unwrap().state().unwrap().as_ref()
);
0k(())

async fn show_snapshots(client: &Client) -> Result<(), Error> {
// "self" represents your account ID.
// You can list the snapshots for any account by replacing
// "self" with that account ID.
let resp = client.describe_snapshots().owner_ids("self").send().await?;
let snapshots = resp.snapshots();
let length = snapshots.len();

for snapshot in snapshots {

println!(
"ID: {3,
snapshot.snapshot_id().unwrap_or_default()
I
println!(

"Description: {}",
snapshot.description().unwrap_or_default()
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)5
println!("State: {}", snapshot.state().unwrap().as_ref());
println!();

}

println!();
println!("Found {} snapshot(s)", length);
println!();

0k(())

« API F##IC DWW Tk, AWS SDKRust APIJ 7 7 L > AMDescribeSnapshots ", ® T, &8
LTLKEEL,

DisassociateAddress
RDPIE, DisassociateAddress ZFEHATH A EEFHBALTVET,

SDK Rust ®

® Note

EMICOVWTIE., T ZBLTLSEEV GitHub, Afl—E%#&ZEL., AWS J— R4FIU
RERNUTHREERITORZEEEIELTLSEEL,

pub async fn disassociate_ip_address(&self, association_id: &str) -> Result<(),
EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)
.send()
.await?;

0k(())

« API FF#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > AMDisassociateAddress Ty @ T, &5
LTz,
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RebootInstances

ROI— RHIE. RebootInstances ZFEATHAHEERLTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())

Waiters Z2FHAL T, 1 VARV AN EHERES LU ERBE TREICKEZD VI —X2—APl, JI—
X—APIZFERTSICIE. rust 77 4L T Taws_sdk_ec2::client:Waiters, ZFER T2 HEN D
VET,
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/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)7?;
0k(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)7?;
0k(())
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o APIE¥#IZ DL\ Tk, AWS SDKRust APIY) 7 7 L > AMRebootlnstances "1 ® T, ZSBL
TLEETL,

ReleaseAddress
RXDOPFIE, ReleaseAddress ZERAT 2 HEEHBL TUVET,

SDK Rust @

(@ Note

EMICOVWTIE., T ZBLTLEEV GitHub, BAl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEBEELTLEEL,

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

ok(())

« APIFE#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > AMReleaseAddress ", ® T, Z5 8L
TLEEL,

RunInstances
XDOBIE, RunInstances ZEATHHEZHRBALTVWET,

SDK Rust @

(® Note

FHMCOVTE, Ty ZZRULTLSEE ) GitHub, ABI—EZ#KRZREL. AWS J— R4
RN TOREERITOREZHIEL T LEEL,
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pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
Jiter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()
.key("Name")
.value("From SDK Examples")
.build(),

~
N\
w
X

363



AWS SDK for Rust FROYN—HA R

)
.send()
.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

}
tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« APIEE#HIC DWW TIX. AWS SDKRust APIJ 7 7L > AMRuninstances ", ® T, #38BL T
<EEV,

StartInstances

ROI— RHIE, StartInstances ZFEATHAHEERLTVET,

SDK Rust @

® Note

EMICOVWTIE., T #BLTLSEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEIELTLEEL,

A2VAZVAIDEC2 TA VAR A%ZEBELET,

pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Starting instance {instance_id}");

self.client
.start_instances()
.instance_ids(instance_id)
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.send()
.await?;

tracing::info!("Started instance.");

0k(())

Waiters ZFEHL T, 1 VARXR VAN ERBETIREB LRV AT —F A ok REICBEDIETHEET
APl, DI—Z—APIZERATSICE. rust 77 4I)L T Taws_sdk_ec2::client::Waitersy ZFEH T
DREANHVYET,

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start."
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
hE7
0k(())

« APIEEMBIC DWW TIE, AWS SDKRustAPIY) 7 7L > AMStartinstances ", @ T, #288BL T
<EEV,

StopInstances

RDOPBIE, StopInstances ZFERATHHEZHBALTLVET,
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SDK Rust @

® Note

FHCOWTER, T, 22RBLTLKEE LV GitHub, ABI—EZ&EEL, AWS J— R4
RN TOREERITOFEZEIEL TSEEL,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

ok(())

Waiters Z2FHAL T, 1 VAR AN ELHREICBEZDETEHEESEITAPL, JI—X2—APIZEAT
BICF. rust 77 4)L T Taws_sdk_ec2::client::Waiters; ZERA TR UENF HVET,

pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error> {
tracing::info!("Stopping instance {instance_id}");

self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;

self.wait_for_instance_stopped(instance_id, None).await?;
tracing::info!("Stopped instance.");

ok(())
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}

« AP| F¥HIC DWW TIX, AWS SDKRust API'J 7 7 L > AMStoplnstances T, @ T, #88BL T
<EEV,

TerminateInstances

ROBIE, TerminateInstances ZFEHA T2 HEZHBALTVET,

SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, BAl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEIELTLSEEL,

pub async fn delete_instance(&self, instance_id: &str) -> Result<(), EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

Waiters ZFEHAL T, 1V AZV AN K TREIZCEDETHEEETAPI, JI—X—APIZFERAT
AIC. rust 77 4)L T Taws_sdk_ec2::client::Waiters; ZERA T2 HENF BV ET,

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
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.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),

),
_ => EC2Error::from(err),
1)7?;
0k(())

« APIEE#HIZ DWW TIE. AWS SDKRust APIJ 7 7 L > AMTerminatelnstances ", ® T, #3588
LTLEETL,

SDK for Rust Z 8 L = Amazon ECR® 4

ROI— RHIE, Amazon T forRust ZFEALTF7 o223 > &#3E1TL. AWS SDK—HZET 1) F
BERKITBHHEEZRLTVWERTECR,

To2avRLNRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHENH
WET. 702323 EYOY—EAREZFCHIFEZRLTVRTY, AVTFANADT Y
>avik, BETEZSFTUATHIETERY,

BHIZE, T2BY—AD—RAOUZVINFEEATHY, TIHASAVTHFAMIBHFRZI—RO
REFEERTHECOVWTOFIEZHETEERT,

N =R

- 7032
o3z
DescribeRepositories

RO I1— RAIE, DescribeRepositories ZFHAT2HEERLTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(), aws_sdk_ecr::Error>

{
let rsp = client.describe_repositories().send().await?;
let repos = rsp.repositories();
println!("Found {} repositories:", repos.len());
for repo in repos {
println!(" ARN: {}", repo.repository_arn().unwrap());
println!(" Name: {3}", repo.repository_name().unwrap());

}

ok(())

« API F#IC DV TIE, AWS SDKRust API') 7 7 L > AMDescribeRepositories ", @ Ty &S
BLTLSEZL,

ListImages

ROD—RPIE, ListImages AT HHEERLTVET,

SDK Rust @

(@ Note

EMICOVWTIE., Ty Z3BLTLEEV GitHub, BAl—E%#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,
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async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {3} images", images.len());

for image in images {
println!(
"image: {}:{}",
image.image_tag().unwrap(),
image.image_digest().unwrap()
);
}

0k(())

« APIFFHRIZDW Tk, AWS SDKRust APIYJ 7 7L > ADListimages ", @ T, 28BL T
=L

SDK for Rust Z A L = Amazon ECS® 4l

ROI— RHIE, Amazon T forRust ZFEALTF7 023> &2ETL. AWS SDK—HET 1) F
BEEITDHEZRLTVWETECS,

To2avRLNREBZTOATZLNSOO—ROERTHY), AVTFANATRITIZILENH
WEY, POV EYOY—EARBZFOHIHEZRL VRIS, ITFANADT Y
>avik, BETRSFUATHEIETERT,

BHIZE, T2BY—AO—RAOUZVINFEEATHY, TIHASAVTHFAMIBHFRDI—RO
REFEERTHAECODVTIOFIEZHFTEERT,
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s FUTA

FTo>a
CreateCluster
ROBIE, CreateCluster ZFEA T2 HEZHBALTVWET,

SDK Rust @

(® Note

FHECOVTR, ") 28RBLTKEEV GitHub, Afl—EBZ#&ZEL., AWS J— R4EJV
RN TOREERITOFEZEEL TSEEL,

async fn make_cluster(client: &aws_sdk_ecs::Client, name: &str) -> Result<(),
aws_sdk_ecs: :Error> {
let cluster = client.create_cluster().cluster_name(name).send().await?;
println!("cluster created: {:?}", cluster);

ok(())

« API FF#IC DWW TIX, AWS SDKRust APIJ 7 7 L > A®MCreateCluster "3 @ T, #288BL T
<EEV,

DeleteCluster
ROI— RHIIE, DeleteCluster #FEAT A HEERLTVET,

SDK Rust @

(® Note

FHMCOVTE, Ty ZZRULTLSEE ) GitHub, AfI—BZ#KREREL. AWS J— R4
RIKN)TOREERITOREZHIEL T EEL,
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async fn remove_cluster(
client: &aws_sdk_ecs::Client,
name: &str,
) -> Result<(), aws_sdk_ecs::Error> {
let cluster_deleted = client.delete_cluster().cluster(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

o APIE¥#IZ DL\ TIE. AWS SDKRust APIY) 77 L > A®MDeleteCluster T, @ T, #Z3BL TL
W,

DescribeClusters
XD 1— RHIE, DescribeClusters ZFHATA A EERLTVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&FL., AWS J— R4E|D
AR TOREERTOREZHRL TS EZL,

async fn show_clusters(client: &aws_sdk_ecs::Client) -> Result<(),
aws_sdk_ecs: :Error> {
let resp = client.list_clusters().send().await?;

let cluster_arns = resp.cluster_arns();
println!("Found {} clusters:", cluster_arns.len());

let clusters = client
.describe_clusters()
.set_clusters(Some(cluster_arns.into()))
.send()
.await?;

for cluster in clusters.clusters() {
println!(" ARN: {3}", cluster.cluster_arn().unwrap());

~
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println!(" Name: {}", cluster.cluster_name().unwrap());

}

0k(())

« APIEEHHIZ DWW TIX. AWS SDKRust APIJ 7 7 L > AMDescribeClusters ", ® T, #5 8L
TLEETL,

SDK for Rust Z /A L = Amazon EKS ) 4l

ROI— RHIE, Amazon T forRust ZfEALTF7 o223 &#3E1TL. AWS SDK—HZET 1) F
BERKITBHHEZRL TVWERTEKS,

To2avRLNRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 702323 EYOY—EAREZFOCHIFEZRLTVRTYN, AVTFANRADOT Y
>avik, BETEZSFTUATHETERY,

BHIZE, T2BY—AO—RAOUZVINFEEATHY, TIHASOAVTHFAMIBHFRZI—RO
REFEERTHECOVWTOFIEZHETEERT,

KNew o

s 7O a
FTo>a
CreateCluster

ROD— RHIFE, CreateCluster Z2FEATZHAZEERLTVET,

SDK Rust @

® Note

EMICOVWTIE., T, Z283BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITORZEEEIELTLSEEL,
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async fn make_clustexr(
client: &aws_sdk_eks::Client,
name: &str,
arn: &str,
subnet_ids: Vec<String>,
) -> Result<(), aws_sdk_eks::Error> {
let cluster = client
.create_cluster()
.name(name)
.role_arn(arn)
.resources_vpc_config(
VpcConfigRequest: :builder()
.set_subnet_ids(Some(subnet_ids))
.build(),
)
.send()
.await?;
println!("cluster created: {:?}", cluster);

ok(())

« API SF#HIZ DWW Tk, AWS SDKRust APIJ 77 L > AMCreateCluster ", ® T, #88BL T
<fZzE L\,

DeleteCluster
ROD— RHIF, DeleteCluster ZFEA TR AZEERLTVET,

SDK Rust @

(® Note

FHECOVTR, "1 282BL TKEEV GitHub, Afl—EZ#&%FL. AWS J— R4EID
RN TOREERTOREZHBLTLEET W,

async fn remove_cluster(
client: &aws_sdk_eks::Client,
name: &str,
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) -> Result<(), aws_sdk_eks::Error> {
let cluster_deleted = client.delete_cluster().name(name).send().await?;
println!("cluster deleted: {:?}", cluster_deleted);

ok(())

« API FE#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > A®MDeleteCluster "3 @ Ty, 288 L TL
zEEW,

AWS Glue SDK for Rust ZfERA L 7= O 4|

ROI—RPIE, TforRust 2EALTT7 V>3 &ETL., AWSSDK—MMNBESF U A ZRE
§25EZRLTVWET AWS Glue,

EXEF, BEEBZARL 232 —EARNTETIZHEZRII—RHITT,

To2arvRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 702323 EYOY—EAREZFCHIFEZRLTVRTY, AVTFANRADT Y
>avik, BETEZSFTUATHIETERY,

BHIZE, T2BY—AO—RAOUZVINEEATHY, TIHASOAVTHFAMIBHFRZI—RO
REFEERTHECOVWTOFIEZHETEERT,

FR T &
CAIZE AWS Glueld
ROD—RPIE, AWS GlueDERZBRKB I 27 EZRLTVWERT,

SDK Rust @

(® Note

FHCOVTR, ") 282BLTKEEV GitHub, Afl—EBZ#&ZEL., AWS J— R4AID
AR TOREERTOFEZRERL TSEZWL,

let mut list_jobs = glue.list_jobs().into_paginator().send();
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while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« APIFFHIZDWTIE, AWS SDKRust APIJ 7 7L > ADListlobs ", @ T, 28R L T IEE
W

=Ry
« EXX

s FOT3A

A

BAERS

ROTD—RYUT LG, UFORESEERLTUET,

+ N7y Amazon S3 /N7y hEYO—LL, CSVERDXRF—RDF—AR—ABERT
50-5—EERLET.

s DTF—ZR—AET—TINICHETRHEHRE —BERRLFET AWS Glue Data Catalog.

+ S3NT Y RASCSVF—REHEL, F—REZML T, JSONERXOHAERD S3 /547 v ~
CAO—K¥2TaTE2ERLET,

© VATRACHTIEHRE—EERRL . BRENEF—RERRLTUY—REIU—VT VTS
%,

M OVWTIE. "Fa—KUT)L: AWS Glue Studio MBI A EL ZSBLTLSEEV,
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SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#%ZFL., AWS J— RA|D
RIKN)TOREERITOREZHIEL TS LEEL,

JN7') ¥ 2 Amazon Simple Storage Service (Amazon S3) /N7y R&E2O—J)LL, BoA2 &
CSVERDTF—REZRRITIARXTF—ZTF—IR—RAZ2ERKTHI7O0—FZERLTERITLE
C

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {
info!("Using existing crawler");
0k(())

}
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}
Ok(_) => 0k(()),
}?;

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
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Ok(_) => 0k(()),
Err(err) => {

let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {

aws_sdk_glue: :Error::CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

DTF—ER—AET—TIICET 2 1E®RE —ERRL ET AWS Glue Data Catalogs

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

let tables = glue
.get_tables()
.database_name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

V—A Amazon S3 /NI Y RASCSVF—2EZHMHEL., 71—l RZHIRBLRVOCBREZEZLZEL T
L., JSONERXOEAHZBD® Amazon S3/NT Y MICO— R3S 3aJE2ERLTETLE
9,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
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. command(
JobCommand: :builder()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

TFTEILIIDTERENLEIXNTOI) Y —AZHIBRL XY,

glue.delete_job()

=98 379



AWS SDK for Rust

FROYN—=HA R
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for

glue

glue

W

.job_name(self.job())

.send()

.await
.map_err(GlueMvpError::from_glue_sdk)?;

t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()
.await

.map_err(GlueMvpError::from_glue_sdk)?;

.delete_database()
.name(self.database())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

.delete_crawler()

.name(self.crawler())

.send()

.await

.map_err(GlueMvpError: :from_glue_sdk)?;

CreateCrawler

CreateJob

DeleteCrawler

DeleteDatabase

Deletedob

DeleteTable
GetCrawler

GetDatabase

GetDatabases

GetJob

FMICDOVWTIE, AWS SDKRUustAPIV 7 7LV AD OUTORNEY VZ2ZRLUTLKEE

=¥
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« GetJobRun
« GetJobRuns
« GetTables
* ListJobs

« StartCrawler
« StartJobRun

FTo>a
CreateCrawler
RDFIE, CreateCrawler ZFEA T2 HEEHBLTVET,

SDK Rust @

(® Note

EMICOVWTIE., T ZBLTLEEV GitHub, BAl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEERELTLEEL,

let create_crawler = glue
.create_crawler()
.name(self.crawler())
.database_name(self.database())
.role(self.iam_role.expose_secret())
.targets(

CrawlerTargets::buildex()
.s3_targets(S3Target::builder().path(CRAWLER_TARGET).build())
.build(),

)
.send()
.await;

match create_crawler {
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error::AlreadyExistsException(_) => {

Foav 381


https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.get_job_run
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.get_job_runs
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.get_tables
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.list_jobs
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.start_crawler
https://docs.rs/aws-sdk-glue/latest/aws_sdk_glue/client/struct.Client.html#method.start_job_run
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/glue#code-examples

AWS SDK for Rust FROYN—HA R

info!("Using existing crawler");

0k(())
}
_ => Err(GlueMvpError::GlueSdk(glue_err)),
}
}
Ok(_) => 0k(()),

}?;

« API FE#HIC DWW TIX, AWS SDKRust APILU 7 7L > AMCreateCrawler ", ® T, #28HBL T
<EEV,

Createlob

ROI—RHIE, Createlob ZFEATHAHEERLTVET,

SDK Rust @

® Note

FHHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#&ZEL, AWS J— RE|D
RN TOREERITOFEZEEL TSEE,

let create_job = glue
.create_job()
.name(self.job())
.role(self.iam_role.expose_secret())
.command(
JobCommand: :buildex()
.name("glueetl")
.python_version("3")
.script_location(format!("s3://{}/job.py", self.bucket()))

.build(),
)
.glue_version("3.0")
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;
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let job_name = create_job.name().ok_or_else(]|]| {
GlueMvpError: :Unknown("Did not get job name after creating job".into())

})?;

« APIFF#HIC DWW TIX, AWS SDKRustAPIJ 7 7L > AMCreateJob ", @O T, 5B L TLKE
=L\,

DeleteCrawler

ROD— RHIF, DeleteCrawler ZFEATAHZEERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4E|D
RIKN)TOREERITOREZEIEL T LEEL,

glue.delete_crawler()
.name(self.crawler())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« APIEEHHIZ DWTIE. AWS SDKRust APIJ 7 7 L > A®MDeleteCrawler ", @ ", #58BL T
<EEV,

DeleteDatabase

RXDOBIE, DeleteDatabase ZFERA TS HEEHBL TUVET,
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SDK Rust @

® Note

EMICOVWTIE., Ty Z83BLTLSEEV GitHub, Afl—E%#&ZEL., AWS J— R4V
RERNUTHREERITOAZEEEIELTLEEL,

glue.delete_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

« APIE#IZ DL TIE. AWS SDKRust APIY) 77 L > AMDeleteDatabase ", @ T, #58BL
TLEEL,

Deletelob

RDFIE, Deletelob ZFERIT B HEEMHAL TVWET,

SDK Rust @

(@ Note

EMICOVWTIEE., T #BLTLEEV GitHub, BAl—E%#&ZEL., AWS J— R4FU
RERNUTHREERITOREEBEELTLEEL,

glue.delete_job()
.job_name(self.job())
.send()
.await
.map_err(GlueMvpError::from_glue_sdk)?;

« API FF#HIC DWW TIX, AWS SDKRustAPIU 7 7L > A®DeleteJob "3 @ T, #5RBLTLKE
= U\,
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DeleteTable

RXDBIE, DeleteTable ZFEHAIT A HEEHBALTVET,

SDK Rust @

® Note

EMICOVWTIE., T #3BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— RfFIU
RERNUTHREERITOREEEIELTLEEL,

for t in &self.tables {
glue.delete_table()
.name(t.name())
.database_name(self.database())
.send()

.await
.map_err(GlueMvpError: :from _glue_sdk)?;

« APIEMIZ DV TIE. AWS SDKRust APIY) 77 L > AMDeleteTable "3 @ T, #25BL TL
e\,

GetCrawler

RDOBIE, GetCrawler ZFERHIT B HEEMBAL TVWET,

SDK Rust @

@ Note

EMICOVWTIEE., T Z83BLTL<EEV GitHub, Afl—&EZ#&ZEL., AWS JO— R4F|D
RN TOREEEZTORZEEREBIBELTLIEZL,

let tmp_crawler = glue
.get_crawler()
.name(self.crawler())
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.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?;

o APIFF#HIC DWW TIX, AWS SDKRustAPIU 7 7L > AMGetCrawler "3 ® Ty 2B L TLE

=V,

GetDatabase

ROD— RHIE, GetDatabase ZFEA T AZEZERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4E|D

J
RIKN)TOREERITOREZEIEL T LEEL,

let database = glue
.get_database()
.name(self.database())
.send()
.await
.map_err(GlueMvpError::from _glue_sdk)?
.to_owned();
let database = database
.database()
.ok_or_else(|| GlueMvpError::Unknown("Could not find
database".into()))?;

« APIEEHHIZ DWTIlE., AWS SDKRustAPIJ 77 L > AMGetDatabase ", ® T, #58BL T<L

ZEW,

GetJobRun

RDOBIE, GetJobRun ZFERIT B HEZFHHAL TVWET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

let get_job_run = || async {
Ok: :<JobRun, GlueMvpError>(
glue.get_job_xrun()
.job_name(self.job())
.run_id(job_run_id.to_string())
.send()
.await
.map_err(GlueMvpError: :from_glue_sdk)?
.job_run()
.ok_or_else(|| GlueMvpError::Unknown("Failed to get
job_run".into()))?
.to_owned(),

I

let mut job_run = get_job_run().await?;
let mut state =
job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

while matches!(
state,
JobRunState::Starting | JobRunState::Stopping | JobRunState::Running
) {
info!(?state, "Waiting for job to finish");
tokio::time::sleep(self.wait_delay).await;

job_run = get_job_run().await?;
state = job_run.job_run_state().unwrap_or(&unknown_state).to_owned();

O

« APIFFHILIC DWW TIX, AWS SDKRust APIU 7 7L > AMGetJobRun "3 @ ') 2R L T
=W,

~
N\
w
X
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GetTables

RDI—RHIE, GetTables ZFEATHHEZRLTVET,

SDK Rust @

® Note

EMICOVWTIE., T #3BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— RfFIU
RERNUTHREERITOREEEIELTLEEL,

let tables = glue
.get_tables()
.database_name(self.database())
.send()

.await
.map_err(GlueMvpError: :from_glue_sdk)?;

let tables = tables.table_list();

o APIE##BIC DWW TIE. AWS SDKRustAPI) 7 7L > AMGetTables T, @ T, #8RBLTLE
=L\,
ListJobs
ROI—RHIE, ListIobs Z2FERATHHEEZRLTVWET,

SDK Rust @

@ Note

EMICOVWTIEE., T Z83BLTL<EEV GitHub, Afl—&EZ#&ZEL., AWS JO— R4F|D
RN TOREEEZTORZEEREBIBELTLIEZL,

let mut list_jobs = glue.list_jobs().into_paginator().send();
while let Some(list_jobs_output) = list_jobs.next().await {
match list_jobs_output {
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Ok(list_jobs) => {
let names = list_jobs.job_names();
info!(?names, "Found these jobs")

}

Err(err) => return Err(GlueMvpError::from_glue_sdk(err)),

« APIFFHICDWTIE, AWS SDKRust APIJ 7 7L > ADListlobs ", @ T, 25U T IEE
W

StartCrawler

RO— RAIF, StartCrawler ZFEA T HZEERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4E|D
RIZRITOREERITOREEZHEEL T EE L,

let start_crawler = glue.start_crawler().name(self.crawler()).send().await;

match start_crawler {
Ok(_) => 0k(()),
Err(err) => {
let glue_err: aws_sdk_glue::Error = err.into();
match glue_err {
aws_sdk_glue: :Error: :CrawlerRunningException(_) => 0k(()),
_ => Err(GlueMvpError::GlueSdk(glue_err)),

}?;

o APIE#HIZ DWW TIE., AWS SDKRust APIU 7 7L > AMStartCrawler "5, @ T, #8BL TL
EEV,
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StartJobRun

ROD— RHIEF, StartJobRun ZFERATAAZEERLTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

let job_run_output = glue
.start_job_run()
.job_name(self.job())
.arguments("--input_database", self.database())
.arguments(
"--input_table",
self.tables
first()
.ok_or_else(|| GlueMvpError::Unknown("Missing crawler
table".into()))?

.name(),
)
.arguments("--output_bucket_url", self.bucket())
.send()
.await

.map_err(GlueMvpError: :from_glue_sdk)?;

let job = job_run_output
.job_run_id()
.ok_or_else(|| GlueMvpError::Unknown("Missing run id from just started
job".into()))?
.to_string();

« APIFFHIZ DWW Tk, AWS SDKRust APIYJ 7 7 L > AMStartJobRun ", @ T, 258 L T
ZE W,
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ROI—RBIE, TforRust Z2FALTT7OVaE2ETL., AWS SDK—RHIES U AZEE
T52HEZRLTVETIAM,

EXEG, BEEBZARL -3V —EARTETIZHEZRII—RHITT,
To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WET. 7702323 EYOY—EAREZFCHIFEZRL VRIS, AVTFANRADOT Y
>avik, BETEZSFUATHIETERY,

BHIZE, T2BY—AO—RAOUZVINEEATHEY, TIHASOAVTFAMNIBHFRI—RO
REREERTHELCODVTOFIEZ#ETEET,

FRIATT %
Hello IAM

ROI—RBIE, IAM OERZREBTDHEEZRLTVET,

SDK Rust @

(@ Note

FHCOVTR, ") 282RBLTLKEEV GitHub, Afl—EBZ#&ZEL, AWS J— R4EJV
RN TOREERITOFEZEEL TSEE,

src/bin/hello.rs A 5,

use aws_sdk_iam::error::SdkError;
use aws_sdk_iam: :operation::list_policies::ListPoliciesError;
use clap::Parser;

const PATH_PREFIX_HELP: &str = "The path prefix for filtering the results.";

#[derive(Debug, clap::Parser)]
#[ command(about)]
struct HelloScenarioArgs {

#[arg(long, default_value="/", help=PATH_PREFIX_HELP)]
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pub path_prefix: String,

#[tokio: :main]

async fn main() -> Result<(), SdkError<ListPoliciesError>> {
let sdk_config = aws_config::load_from_env().await;
let client = aws_sdk_iam::Client::new(&sdk_config);

let args = HelloScenarioArgs::parse();
iam_service::list_policies(client, args.path_prefix).await?;

ok(())

src/iam-service-lib.rs »* 5,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
Litems()
.send()
.try_collect()
.await?;

let policy_names = list_policies
.into_iter()

-map(|p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
)
.collect();
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Ok(policy_names)

« APIZFHIIC DV Tk, AWS SDKRust APIJ 7 7 L > ADListPolicies "1 @ Ty 28R ULTLKE
=L,

KNeew o
- EX
s VU A

B
ERERF

ROIA—RY TG, I—Y—2ERLTO—-LZENHTEHEEZRLTVRT,

/A Warning

tFXF1VTAVAVZEETDES, EAVINVITOREEFREBROTF—XOFERAK
o, BREECIAMI—HY—Z2FEALEZVTLSEEW, KD YIZ, AWS IAM Identity Center 7 &
OID7ONAA—EDT7ITFL—2a>vzFERALTIEEL,

EROBZWI—H—ZERLEXT,
EELETHIYRMC Amazon S3NNT Y RADT I AEREAS5T2O0-ILEERLET,
A—Y—CO—-J)Zz5EXFEcERIRI—ZEMLET,

O—J)z5l&2 . —HNRFEAEREEALTSINTY hZ2—BERXRRLUY—ARZI )2
TYT7TL&ET,

SDK Rust ®

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ%FL. AWS J— R4A|D
AR TOREERTOREZHRL TSEZ L,
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use aws_config::meta::region::RegionProviderChain;

use aws_sdk_iam::Error as iamError;

use aws_sdk_iam::{config::Credentials as iamCredentials, config::Region, Client as
iamClient};

use aws_sdk_s3::Client as s3Client;

use aws_sdk_sts::Client as stsClient;

use tokio::time::{sleep, Duration};

use uuid::Uuid;

#[tokio: :main]
async fn main() -> Result<(), iamError> {
let (client, uuid, list_all_buckets_policy_document, inline_policy_document) =
initialize_variables().await;

if let Err(e) = run_iam_operations(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

.await

{
println!("{:?3}", e);

I

0k(())

async fn initialize_variables() -> (iamClient, String, String, String) {
let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));

let shared_config = aws_config::from_env().region(region_provider).load().await
let client = iamClient::new(&shared_config);
let uuid = Uuid::new_v4().to_string();

let list_all_buckets_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \"s3:ListAllMyBuckets\",
\"Resource\": \"arn:aws:s3:::*\"}]

.
4
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.to_string();
let inline_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Action\": \'"sts:AssumeRole\",
\"Resource\": \"{I\"}]

}Il

.to_string();

(
client,
uuid,
list_all_buckets_policy_document,
inline_policy_document,

)

async fn run_iam_operations(
client: iamClient,
uuid: String,
list_all_buckets_policy_document: String,
inline_policy_document: String,

) -> Result<(), iamError> {

let user = iam_service::create_user(&client, &format!("{}{}",

uuid)).await?;

println!("Created the user with the name: {}", user.user_name());

"iam_demo_user_",

let key = iam_service::create_access_key(&client, user.user_name()).await?;

let assume_role_policy_document = "{
\"Version\": \"2012-10-17\",
\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{3\"3},
\"Action\": \"sts:AssumeRole\"
1]
3"
.to_string()
.replace("{}", user.arn());

let assume_role_role = iam_service::create_role(
&client,
&format! ("{}{}", "iam_demo_role_", uuid),
&assume_role_policy_document,
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)

.await?;
println!("Created the role with the ARN: {}", assume_role_role.arn());

let list_all_buckets_policy = iam_service::create_policy(
&client,
&format! ("{}{}", "iam_demo_policy_", uuid),
&list_all_buckets_policy_document,

)
.await?;
println!(
"Created policy: {}",
list_all_buckets_policy.policy_name.as_ref().unwrap()
I

let attach_role_policy_result =
iam_service::attach_role_policy(&client, &assume_role_role,
&list_all_buckets_policy)
.await?;
println!(
"Attached the policy to the role: {:?}",
attach_role_policy_result

);

let inline_policy_name = format!("{}{}", "iam_demo_inline_policy_", uuid);
let inline_policy_document = inline_policy_document.replace("{}",
assume_role_role.arn());
iam_service::create_user_policy(&client, &user, &inline_policy_name,
&inline_policy_document)
.await?;
println!("Created inline policy.");

//First, fail to list the buckets with the user.
let creds = iamCredentials::from_keys(key.access_key_id(),
key.secret_access_key(), None);
let fail_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
println!("Fail config: {:?}", fail_config);
let fail_client: s3Client = s3Client::new(&fail_config);
match fail_client.list_buckets().send().await {
Ok(e) => {
println!("This should not run. {:?}", e);
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}
Err(e) => {

println!("Successfully failed with error: {:?3}", e)
}

let sts_config = aws_config::from_env()
.credentials_provider(creds.clone())
.load()
.await;
let sts_client: stsClient = stsClient::new(&sts_config);
sleep(Duration::from_secs(10)).await;
let assumed_role = sts_client
.assume_role()
.role_arn(assume_role_role.arn())
.role_session_name(format! ("iam_demo_assumerole_session_{uuid}"))
.send()
.await;
println!("Assumed role: {:?}", assumed_role);
sleep(Duration::from_secs(10)).await;

let assumed_credentials = iamCredentials::from_keys(
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.access_key_id(),
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.secret_access_key(),
Some (
assumed_role
.as_ref()
.unwrap()
.credentials
.as_ref()
.unwrap()
.session_token
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.clone(),
)
)5

let succeed_config = aws_config::from_env()
.credentials_provider(assumed_credentials)
.load()
.await;
println!("succeed config: {:?3}", succeed_config);
let succeed_client: s3Client = s3Client::new(&succeed_config);
sleep(Duration::from_secs(10)).await;
match succeed_client.list_buckets().send().await {
Ok(_) => {
println!("This should now run successfully.")

}
Err(e) => {
println!("This should not run. {:?}", e);
panic!()
}
}
//Clean up.
iam_service::detach_role_policy(
&client,
assume_role_role.role_name(),
list_all_buckets_policy.arn().unwrap_or_default(),
)
.await?;

iam_service::delete_policy(&client, list_all_buckets_policy).await?;
iam_service::delete_role(&client, &assume_role_role).await?;
println!("Deleted role {}", assume_role_role.role_name());
iam_service::delete_access_key(&client, &user, &key).await?;
println!("Deleted key for {}", key.user_name());
iam_service::delete_user_policy(&client, &user, &inline_policy_name).await?;
println!("Deleted inline user policy: {}", inline_policy_name);
iam_service::delete_user(&client, &user).await?;

println!("Deleted user {}", user.user_name());

ok(())
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B DOV TIE, AWS SDKRustAPIV 7 7L AN OUTOREY V2SR T EE

« AP
(A
* AttachRolePolicy

» CreateAccessKey

+ CreatePolicy
* CreateRole

» CreateUser
* DeleteAccessKey

» DeletePolicy
* DeleteRole

* DeleteUser

* DeleteUserPolicy

» DetachRolePolicy

* PutUserPolicy

To>rar
AttachRolePolicy
R DFE. AttachRolePolicy ZFR T2 HEZRMBAL TVET,

SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITORZEEEELTLEEL,

pub async fn attach_role_policy(
client: &iamClient,
role: &Role,
policy: &Policy,
) -> Result<AttachRolePolicyOutput, SdkError<AttachRolePolicyError>> {
client
.attach_role_policy()
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.role_name(role.role_name())

.policy_arn(policy.arn().unwrap_or_default())
.send()

.await

« API FF#IC DV Tk, AWS SDKRust APIJ) 7 7 L > AMAttachRolePolicy "3 @ T3, #58RL
TLEEL,

AttachUserPolicy

RDOFIE. AttachUserPolicy 2R T2 HEZRBAL TVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4E|D
RIKN)TOREERITOREZHIEL T LEEL,

pub async fn attach_user_policy(
client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.attach_user_policy()
.user_name(user_name)
.policy_arn(policy_arn)
.send()
.await?;

ok(())

« API F#IC DV TIE, AWS SDKRust API) 7 7 L > AMAttachUserPolicy "1 @ T, #58BL
TLEEW,
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CreateAccessKey

RDFIE. CreateAccessKey ZFERATHHEEHBALTVET,

SDK Rust @

® Note

FHMCOVTE, Ty ZZRLTLSEE V) GitHub, ABI—EZ#KREREL. AWS J— R4

RN TOREERITOFEZEIEL TSEEL,

pub async fn create_access_key(client: &iamClient, user_name: &str) ->

Result<AccessKey, iamError> {
let mut tries: i32 = 0Q;
let max_tries: i32 = 10;

let response: Result<CreateAccessKeyOutput, SdkError<CreateAccessKeyError>>

loop {

match client.create_access_key().user_name(user_name).send().await {

Ok(inner_response) => {
break Ok(inner_response);

}
Err(e) => {

tries += 1;

if tries > max_tries {

break Err(e);

}

sleep(Duration::from_secs(2)).await;
}

iy

Ok(response.unwrap().access_key.unwrap())

« APIFMIC DV TIE, AWS SDKRust API) 7 7 L > AMCreateAccesskey "1 @ T, Z5BL
TLEEL,
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CreatePolicy

ROD— RPlE, CreatePolicy ZFEATRIHEERLTVET,

SDK Rust @

(@ Note

FHMCOVTRE, Ty ZZRBLTLSEE V) GitHub, ABI—BEZ#KREREL. AWS J— R4
AR TOREERTOFEEZRRAL TSEEZL,

pub async fn create_policy(
client: &iamClient,
policy_name: &str,
policy_document: &str,
) -> Result<Policy, iamError> {
let policy = client
.create_policy()
.policy_name(policy_name)
.policy_document(policy_document)
.send()
.await?;
Ok(policy.policy.unwrap())

}
« API F#MHICDWTIF. AWS SDKRust APIJ 7 7 L > AMCreatePolicy "1 @ T, 258U T
Tl._é k/\o
CreateRole

ROI— RAHIE, CreateRole ZFERAT2HEEZRLTVWET,

SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#%FEL., AWS J— R4AID
RN TOREERITOFEEZHEEL T EE L,
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pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

I

Ok(response.role.unwrap())

o APIE¥#IZ DWW Tk, AWS SDKRustAPIY) 77 L > AMCreateRole T, @ T, #8BLTLKE
= U\,

CreateServicelLinkedRole

XD 1— RPllE. CreateServicelLinkedRole #FEH T3 A EZRLTVET,

SDK Rust @

(® Note

FHECOVTR, "1 282BL TKEEV GitHub, Afl—EZ#&%FL. AWS J— R4EID
AR TOREERTOREZHRL TSEZL,

pub async fn create_service_linked_role(
client: &iamClient,
aws_service_name: String,
custom_suffix: Option<String>,
description: Option<String>,

~
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) -> Result<CreateServicelLinkedRoleOutput, SdkError<CreateServicelLinkedRoleError>> {
let response = client
.create_service_linked_role()
.aws_service_name(aws_service_name)
.set_custom_suffix(custom_suffix)
.set_description(description)
.send()
.await?;

Ok(response)

« API F##HIC DWW TIX, AWS SDKRust APIJ 7 7 L > AMCreateServiceLinkedRole "5 @ T
ESHBLTLSEETV,

CreateUser

RODI— RPIIE, CreateUser #FEATHHEERLTVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#%ZEL., AWS J— R4E|D
RIKN)TOREERITOREZHEL T EEL,

pub async fn create_user(client: &iamClient, user_name: &str) -> Result<User,
iamError> {
let response = client.create_user().user_name(user_name).send().await?;

Ok(response.user.unwrap())

o APIEEMIZ DV TIE., AWS SDKRustAPIY) 77 L > AMCreateUser "1 @ T, #5BL TL
EEV,
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DeleteAccessKey

RDFIE. DeleteAccessKey ZFERATHHEEHBALTVET,

SDK Rust @

® Note

FHMCOVTE, Ty ZZRLTLSEE V) GitHub, ABI—EZ#KREREL. AWS J— R4

RN TOREERITOFEZEIEL TSEEL,

pub async fn delete_access_key(
client: &iamClient,
user: &User,
key: &AccessKey,
) -> Result<(), iamError> {
loop {
match client
.delete_access_key()
.user_name(user.user_name())
.access_key_id(key.access_key_id())
.send()
.await

Ok(_) => {
break;

}

Err(e) => {
println!("Can't delete the access key: {:?}", e);
sleep(Duration::from_secs(2)).await;

}
}
ok(())

« APIZFHIC DV Tk, AWS SDKRust API) 7 7 L > AMDeleteAccessKey ", @ T, ZZBL

TLEE L,

E— @A\
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DeletePolicy

RDFIE., DeletePolicy ZFEATHHEEZHBALTVET,

SDK Rust @

® Note

FHMCOVTR, Ty ZZRLTLSEE V) GitHub, ABI—EZ#KREREL. AWS J— R4
AR TOREERTOHFEEZRRAL TSEEL,

pub async fn delete_policy(client: &iamClient, policy: Policy) -> Result<(),
iamError> {

client
.delete_policy()
.policy_arn(policy.arn.unwrap())
.send()
.await?;

ok(())

« API F#BIC DWW Tk, AWS SDKRust APIL) 7 7 L > AMDeletePolicy "1 @ Ty 288 L T
EE L,

DeleteRole

RXDPBlE., DeleteRole ZEATHHEZHRMBAL TVERT,

SDK Rust @

(® Note

FHCOVTR, ") 282BLTKEEV GitHub, Afl—EBZ#&ZEL., AWS J— R4AID
RN TOREERITOFEEHEEL T EE L,

pub async fn delete_role(client: &iamClient, role: &Role) -> Result<(), iamError> {
let role = role.clone();
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while client
.delete_role()
.role_name(role.role_name())

.send()

.await

.is_erx()
{

sleep(Duration::from_secs(2)).await;
}
0k(())

« APIEE#HIC DWW TIX, AWS SDKRustAPIU 7 7L > A®DeleteRole ", @ T #Z5BLTLE
= U\

O

DeleteServicelLinkedRole

ROPBIE. DeleteServicelinkedRole ZFEA T3 A EZHMALTVWET,

SDK Rust @

® Note

FHECOVTRE, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL., AWS J— R4E|V
RN TOREERITOFEZEEL TSEEL,

pub async fn delete_service_linked_role(
client: &iamClient,
role_name: &str,
) -> Result<(), iamError> {
client
.delete_service_linked_role()
.role_name(role_name)

.send()
.await?;
ok(())
}
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« APIEEMIZ DWW TIE. AWS SDKRust API'Y) 7 7 L > A®MDeleteServiceLinkedRole "3 @ T

ZZRLTLSEZL,

DeleteUser
RDI— RPIE, DeleteUser #FEATHAHEERLTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J—RHIU

RIKNUTOREERITOFEZEIEL TSEEL,

pub async fn delete_user(client: &iamClient, user: &User) -> Result<(),
SdkError<DeleteUserError>> {

let user = user.clone();

let mut tries: i32 = 0;

let max_tries: i32 = 10;

let response: Result<(), SdkError<DeleteUserError>> = loop {
match client
.delete_user()
.user_name(user.user_name())
.send()
.await

Ok(_) => {
break 0k(());

}
Err(e) => {
tries += 1;
if tries > max_tries {
break Err(e);
}

sleep(Duration::from_secs(2)).await;

i

response
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}

« APIFF#HIC DWW TIX, AWS SDKRustAPIU 7 7L > A®DeleteUser "3 @ T, #5RBLTLKE
=L\,

DeleteUserPolicy

RO1— RPlIE, DeleteUserPolicy ZEATRHEERLTVET,

SDK Rust @

@ Note

FHICOWTER, T, 2B LTLKEEV GitHub, ABI—EZ&EEL, AWS J—R4IU
RIKN)TOREERITOREZHIEL T LEEL,

pub async fn delete_user_policy(
client: &iamClient,
user: &User,
policy_name: &str,
) -> Result<(), SdkError<DeleteUserPolicyError>> {
client
.delete_user_policy()
.user_name(user.user_name())
.policy_name(policy_name)
.send()
.await?;

ok(())

« API E##IC DWW Tk, AWS SDKRust API'J 7 7 L > A®MDeleteUserPolicy ", @ T, #5 8L
TLEEL,

DetachRolePolicy

RO 11— RPIE, DetachRolePolicy ZEHA T2 AHEERLTVET,
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SDK Rust @

® Note

EMICOVWTIE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITOREEEIELTLEEL,

pub async fn detach_role_policy(
client: &iamClient,
role_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_role_policy()
.role_name(role_name)
.policy_arn(policy_arn)
.send()
.await?;

ok(())

« APIZFHIC DV TIE, AWS SDKRust API) 7 7 L > AMDetachRolePolicy "1 @ "y Z#Z8RL
TLEEL,

DetachUserPolicy

R DFllE, DetachUserPolicy 2R T2 HEZHBAL TLVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4AID
RIKR)TOREERITOREZEIEL TSEEL,

pub async fn detach_user_policy(
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client: &iamClient,
user_name: &str,
policy_arn: &str,
) -> Result<(), iamError> {
client
.detach_user_policy()
.user_name(user_name)
.policy_arn(policy_azrn)
.send()
.await?;

0k(())

« API ZF#IC DV Tk, AWS SDKRust APIJ 7 7 L > AMDetachUserPolicy ", @ T, #&8L
TLEEL,

GetAccountPasswordPolicy

ROk, GetAccountPasswordPolicy ZFEH T2 HEZHBAL TVET,

SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#&ZEL., AWS J— R4E|D
AR TOREERTOREZHRL TSEEZL,

pub async fn get_account_password_policy(
client: &iamClient,
) -> Result<GetAccountPasswordPolicyOutput, SdkError<GetAccountPasswordPolicyError>>

{

let response = client.get_account_password_policy().send().await?;

Ok(response)
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« API ZEHIC DV Tk, AWS SDKRust API) 7 7 L > AM GetAccountPasswordPolicy "1 @
M, Z28BLTLKEEV,

GetRole

RXDBIE, GetRole ZFEATH A EZFHBAL TVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

pub async fn get_role(
client: &iamClient,
role_name: String,
) -> Result<GetRoleOutput, SdkError<GetRoleError>> {

let response = client.get_role().role_name(role_name).send().await?;
Ok(response)

« APIEEMIZ DWW TIE, AWS SDKRustAPI) 7 7L AMGetRole ", @ T, #Z5BLTLKEE
(AT

ListAttachedRolePolicies

ROPIE. ListAttachedRolePolicies ZERAT A AEEHBALTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
RN TOREERITOFEZEEL TSEEL,
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pub async fn list_attached_role_policies(

client: &iamClient,
role_name: String,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,

) -> Result<ListAttachedRolePoliciesOutput, SdkError<ListAttachedRolePoliciesError>>

{
let response = client
.list_attached_role_policies()
.role_name(role_name)
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)
}
« API FE#IC DWW TIX, AWS SDKRust APIJ 7 7 L > A®ListAttachedRolePolicies "1 @ T, %&
SRLTLSEETL,
ListGroups

XD 1— RHIE, ListGroups 2RI S A EZRLTVET,

SDK Rust @

®

pub

Note

FHECOVTR, "1 282BL TKEEV GitHub, Afl—EZ#&%FL. AWS J— R4EID
AR TOREERTOREZHRL TSEZL,

async fn list_groups(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,

N
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) -> Result<ListGroupsOutput, SdkError<ListGroupsError>> {
let response = client
.list_groups()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;

Ok(response)

« APIZFHRIZ DWW Tk, AWS SDKRust APIYJ 7 7 L > ADListGroups "1 @ T, 28BL T
=L

ListPolicies

XD 1— RAIE, ListPolicies #ZFHATAH A EZERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ#&%FL., AWS J— R4E|D
AR TOREERTOREZHRL TSEEZL,

pub async fn list_policies(
client: iamClient,
path_prefix: String,
) -> Result<Vec<String>, SdkError<ListPoliciesError>> {
let list_policies = client
.list_policies()
.path_prefix(path_prefix)
.scope(PolicyScopeType::Local)
.into_paginator()
Litems()
.send()
.try_collect()
.await?;
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let policy_names = list_policies
.into_iter()

.map([p| {
let name = p
.policy_name
.unwrap_or_else(|| "Missing Policy Name".to_string());
println!("{}", name);
name
1)
.collect();

Ok(policy_names)

\

« APIFEMIZ DWW T, AWS SDKRust APIJ 7 7 L > ADListPolicies "1 @ Ty 228U T
=L,

ListRolePolicies

ROI— RHIF, ListRolePolicies #EAT A AHEERLTVET,

SDK Rust @

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL, AWS J— R4EID
RN TOREERITOFEZEEL TSEEL,

pub async fn list_role_policies(
client: &iamClient,
role_name: &str,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolePoliciesOutput, SdkError<ListRolePoliciesError>> {
let response = client
.list_role_policies()
.role_name(role_name)
.set_marker(marker)
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.set_max_items(max_items)
.send()
.await?;

Ok(response)

« API EFfIZ DWW TIE, AWS SDKRust APIJ 7 7 L > A®DListRolePolicies ", ® T, %&
<EEV,

o
%.
~

ListRoles

XDPBIE, ListRoles ZFAT A HEZHBAL TVET,

SDK Rust @

® Note

EMICOVWTIE., T, Z283BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITOAZEEEIELTLEEL,

pub async fn list_roles(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListRolesOutput, SdkError<ListRolesError>> {
let response = client
.list_roles()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)

.send()
.await?;
Ok(response)
}
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« APIFEMILIC DWW TIE, AWS SDKRust APIYJ 7 7L > AMDListRoles "1 @ ") 288U T
=W,

ListSAMLProviders

ROD— RHIEF, ListSAMLProviders Z2FEAT5 A EZRLTVWET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

pub async fn list_saml_providers(
client: &Client,

) -> Result<ListSamlProvidersOutput, SdkError<ListSAMLProvidersError>> {
let response = client.list_saml_providers().send().await?;

Ok(response)

« APIFEMIZDW T, Rust U7 7L >AD " O ListSAMLProvidersy ZZ8R L TS &L\,
AWS SDK API

ListUsers

RXDBIE, ListUsers ZFATHHEZHBALTVERT,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
RN TOREERITOFEZEEL TSEEL,
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pub async fn list_users(
client: &iamClient,
path_prefix: Option<String>,
marker: Option<String>,
max_items: Option<i32>,
) -> Result<ListUsersOutput, SdkError<ListUsersError>> {
let response = client
.list_users()
.set_path_prefix(path_prefix)
.set_marker(marker)
.set_max_items(max_items)
.send()
.await?;
Ok(response)

« APIFF#HIC DWW TIX, AWS SDKRustAPIU 7 7L > ADListUsers T, @ T, 28BL LK
=L\,

AWS loT SDK for Rust ZE AL 7= O 4l

RDI—REFlE, TforRust 2EALTFIV>3a>%#RTL., AWS SDK—IRHZ> F U FZ2RE
T2HEZRLTVERT AWS loT,

To2avRLNREZTOATZLNSOO—ROERTHY), AVTFANATRITIZDIHLENH
WS, 77232 EYOY—EAREZFRTHIFEZRLTVERIAN, ATFANADT Y
>avik, BETEIZFUATHEIETEET,

B, T2BY—AD—RAOUZVIANEEATEHY, TIHASAVTHFAMIBTAI—RD
BERFEERTHECODVWTOFIEZRETEET,

N =R

« U3
rTo>ar
DescribeEndpoint

RO 11— RPlE, DescribeEndpoint ZFEHA T2 AHEERLTVET,
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SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#&ZFL., AWS J— R4AID
RO TOREERITOREEZHEEL T EE L,

async fn show_address(client: &Client, endpoint_type: &str) -> Result<(), Error> {
let resp = client
.describe_endpoint()
.endpoint_type(endpoint_type)
.send()
.await?;

println!("Endpoint address: {3}", resp.endpoint_address.unwrap());
println!();

ok(())

« API F##IC DV Tk, AWS SDKRust API) 7 7 L > AMDescribeEndpoint "3 @ Ty #S58RL
TLEEL,

ListThings

ROD— RPlE, ListThings Z2FEATHHZEERLTVET,

SDK Rust ®

(® Note

FHMCOVTR, Ty ZZRBULTLSEE V) GitHub, ABI—EZKREREL. AWS J— R4
ﬂ‘/h')f@'“*tiﬁd)jili’éﬁﬁ LTLEZL,

async fn show_things(client: &Client) -> Result<(), Error> {
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let resp = client.list_things().send().await?;
println!("Things:");

for thing in resp.things.unwrap() {

println!(
" Name: {}",
thing.thing_name.as_deref().unwrap_or_default()
);
println!(
" Type: {}",
thing.thing_type_name.as_deref().unwrap_or_default()
);
println!(
" ARN: {1",
thing.thing_arn.as_deref().unwrap_or_default()
);

println!();
}

println!();

ok(())

« APIFFHRIZDW Tk, AWS SDKRust APIYJ 7 7 L > ADListThings "1 @ "1 ZZRUL T E
=W

SDK for Rust Zf# M L = Kinesis O 4l

RO I— RHIE, Kinesis TforRust 2 AL TF7 o3> &2ETL., AWS SDK—MES F1) 7
BEEITDIHEERLTVET,

To2a iWREZTOTSLLSOO—ROEBRTHY, AVTFANKNTETITIHEND
WET, 7Oa e —EABEEZHTHTHEERLTVETHN, ITFANKROT D
a2k, BEETIIFUAFTHERTEET,

EHICE, T2BY—AROA—RAQUVIFEERTHY, ZIASAVTFAMIEFAI—RO
BERFEERTHECODVWTOFIEZRETEET,
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s FUTA

e Y=N—LRAH T

FTo>a
CreateStream

ROD— RHIF, CreateStream ZFEA TR HZEERLTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J— R4
RN TOREERITOFEZEIEL TSEE,

async fn make_stream(client: &Client, stream: &str) -> Result<(), Error> {
client
.create_stream()
.stream_name(stream)
.shard_count(4)
.send()
.await?;

println!("Created stream");

ok(())

« API FF#HIC DWW TIX, AWS SDKRust APIU 7 7L > AMCreateStream ", ® T, 288U T
<EEV,

DeleteStream

RDFIE, DeleteStream ZEA T2 HEEHBLTVET,

Torar 421


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kinesis#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kinesis#code-examples
https://docs.rs/aws-sdk-kinesis/latest/aws_sdk_kinesis/client/struct.Client.html#method.create_stream

AWS SDK for Rust FROYN—HA R

SDK Rust @

® Note

EMICOVWTIE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITOREEEIELTLEEL,

async fn remove_stream(client: &Client, stream: &str) -> Result<(), Error> {
client.delete_stream().stream_name(stream).send().await?;

println!("Deleted stream.");

ok(())

o APIE#HIC DWW T, DeleteStream T, MAWS SDK "RustAPIU 7 7L AL #83BLTL
EELV,

DescribeStream
RDOBIE, DescribeStream ZFERAT 2 HEEHBALTVET,

SDK Rust @

® Note

FHCOWTE, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J— R4
RN TOREERITOFEZEIEL TSEE,

async fn show_stream(client: &Client, stream: &str) -> Result<(), Error> {
let resp client.describe_stream().stream_name(stream).send().await?;

let desc = resp.stream_description.unwrap();

println!("Stream description:");
println!(" Name: {}:", desc.stream_name());
println!(" Status: {:?}", desc.stream_status());
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println!(" Open shards: {:?}", desc.shards.len());

println!(" Retention (hours): {}", desc.retention_period_hours());
println!(" Encryption: {:?}", desc.encryption_type.unwrap());
0k(())

« APIEEMIZ DLV TIE. AWS SDKRust APIY) 7 7 L > A®MDescribeStream ", @ T, #38BL
TLEEW,
ListStreams

ROI—RHIE, ListStreams ZFEATHHEZRLTVET,

SDK Rust @

(® Note

FHECOVTER, ") 288U TKEEV GitHub, Afl—EZ#%FEL. AWS J— R4F|D
RN TOREERITOFEEZHEEL T EE L,

async fn show_streams(client: &Client) -> Result<(), Error> {
let resp = client.list_streams().send().await?;

println!("Stream names:");
let streams = resp.stream_names;
for stream in &streams {

println!(" {3}", stream);
}

println!("Found {3} stream(s)", streams.len());

0k(())

« APIFFHRIC DWW TIE, AWS SDKRustAPI) 7 7L > ADListStreams ", @ Ty, 258 L T
EEW,
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PutRecord
RXDPBIE, PutRecord ZFATH A EZHBALTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J—RHIU
RN TOREERITOFEZEEL TSEE,

async fn add_record(client: &Client, stream: &str, key: &str, data: &str) ->
Result<(), Error> {
let blob = Blob::new(data);

client
.put_record()
.data(blob)
.partition_key(key)
.stream_name(stream)
.send()
.await?;

println!("Put data into stream.");

ok(())

« APIEEHHIZ DWW TIE., AWS SDKRustAPIU 7 7L > AMPutRecord ", @ T, #8BL T
=L
H—N—LAH>7)
Kinesis N —M 5 Lambda BBz H T
RKOI— REITE., Kinesis AN —ALAANASLO—REZZEITDCEICEL2>TRNIA—hBDARY

N%Z%(TED. Lambda BBOEEFZERLTVWET, OB Kinesis RAO—RZHEL.
Th#% Base64 "57F1—RLT, TOLI—ROREZOVREHRLET,
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SDK Rust @

@ Note

FHHECOVTRE, "1 Z282RBLTLKEZV GitHube Y—/N—L AV TILURZKNUT
TR ERBEL, RESFIFRTOIEZHRL TS EEZWL,

Rust ZfEH L /= Lambda T® Kinesis 1 X2 N DHEE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{3}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}

1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);
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ok(())

}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

Kinesis NUZ—% AL /= Lambda B TONY FT7ATLDOKBOLAR— K

LTFTOO— REITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda O =60, oW
NYFLARADEESEZZRLTVET, COBEHKIE. LARAELTINYFTFATLDORHK
EREL, WROXY -2 7EBTHERITIAHES Lambda IR E T,

SDK Rust @

® Note

FHHECOVTRE, "1 282RBLTLKEEV GitHube Y —N—L AV TIILURZ NUT
TEBHEREL, REBLTRTOFTEZHERL TSEZL,

Rust ZfE A L /= Lambda T® Kinesis NY F7 A T LRKBOLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::kinesis::KinesisEvent,
kinesis: :KinesisEventRecord,
streams: :{KinesisBatchItemFailure, KinesisEventResponse},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

)5
Ok(response)
fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {}", err);
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return Err(Error::from(err));

}
let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

AWS KMS SDK for Rust Z#{ER L 1= 04l

ROI—RPlE, TforRust 2ALTT V>3 2RTL., AWS SDK—RHAZ FUFERE
I25HEERLTVERT AWSKMS,

TO2aVRINRELTOI LN SODA—ROERTHY, AVTFANATRITITZIZEN S
WET. 702323 EXOY—EAREZROCHIFEZRLTVRTSY, AVTFAMNNOT Y
>avik, BETRSFIUATHIETERT,

EZHICE, BT2BY—AOA—RADQIUINEENTHEY ., TIASAVTHFAMIBFA2I—RD
RERZEERTAZEICIODVWTINFIEZERTEEXT,
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Fo>3az

CreateKey

ROD— RPlE, CreateKey ZFEAITBAHZEZRLTVET,

SDK Rust @

® Note

FHCOWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
ROKNUTOREERITOFEZEIEL TSEE,

async fn make_key(client: &Client) -> Result<(), Error> {
let resp = client.create_key().send().await?;

let id = resp.key_metadata.as_ref().unwrap().key_id();
println!("Key: {}", id);

ok(())

« APIEEHILIC DWTIE, CreateKey "1 MAWS SDK "RustAPIV 7 7LV Ay ZZRBLTLKEE
(AT

Decrypt

ROD— RPlE, Decrypt ZFERATHHEZRLTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEE VY GitHub, ABl—EZ&EL, AWS J—RHIU
RIKNUTOREERITOFEZEIEL TSEE,

PEY, 429


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kms#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kms#code-examples
https://docs.rs/aws-sdk-kms/latest/aws_sdk_kms/client/struct.Client.html#method.create_key
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kms#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/kms#code-examples

AWS SDK for Rust FROYN—HA R

async fn decrypt_key(client: &Client, key: &str, filename: &str) -> Result<(),
Error> {
// Open input text file and get contents as a string
// input is a base-64 encoded string, so decode it:
let data = fs::read_to_string(filename)
.map(|input] {
baseb4: :decode(input).expect("Input file does not contain valid base 64
characters.")
1)
.map(Blob: :new);

let resp = client
.decrypt()
.key_id(key)
.ciphertext_blob(data.unwrap())

.send()

.await?;
let inner = resp.plaintext.unwrap();
let bytes = inner.as_ref();

let s = String::from_utf8(bytes.to_vec()).expect("Could not convert to UTF-8");
println!();

println!("Decoded string:");

println!("{}", s);

ok(())

« APIFFMICDWTIE. AWSSDK "RustAPIV 7 7L AD OESIL) 25RLTLKEEL,

Encrypt

ROBIE, Encrypt ZFEAITZDFEZHALTVET,
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SDK Rust @

® Note

HMICOVTRE., Ty 2B LTLKEETV GitHub, Afl—EBZ®EL., AWS 1—RHID
2 9% I\U'CG)_“""'tiﬁo)E/f’EﬁEwa<72:2_“ (AT

async fn encrypt_string(
verbose: bool,
client: &Client,
text: &str,
key: &str,
out_file: &str,
) -> Result<(), Error> {
let blob = Blob::new(text.as_bytes());

let resp = client.encrypt().key_id(key).plaintext(blob).send().await?;
// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

let mut ofile = File::create(out_file).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {:?}", out_file);
println!("{}", s);

ok(())

« APIFFHILIC DWW T, AWSSDK "RustAPIV 7 7LV AD QRS 25RLTSEZ L,
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GenerateDataKey

RO1— RBIE, GenerateDataKey ZEHA T2 HEZERLTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

« APIE#IC DV TIE, AWS SDKRust API) 7 7 L > AMGenerateDataKey ", @ ", ZZ 8L
TLEEL,

GenerateDataKeyWithoutPlaintext

RDOPIE, GenerateDataKeyWithoutPlaintext ZFA T2 HEZHBAL TVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn make_key(client: &Client, key: &str) -> Result<(), Error> {
let resp = client
.generate_data_key_without_plaintext()
.key_id(key)
.key_spec(DataKeySpec: :Aes256)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = baseb4::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

0k(())

« API FFHHIC DWW TIE, AWS SDKRustAPIU 7 7L > A
M GenerateDataKeyWithoutPlaintext "3 @ T, ZZRL T EE L,
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ROD— RHIF, GenerateRandom ZFEHTAHFEZRLTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn make_string(client: &Client, length: i32) -> Result<(), Error> {
let resp = client
.generate_random()
.number_of_bytes(length)
.send()
.await?;

// Did we get an encrypted blob?

let blob = resp.plaintext.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s = base64::encode(bytes);

println!();

println!("Data key:");

println!("{}", s);

ok(())

« APIEEHHIZ DWW TIX. AWS SDKRust APIJ 7 7 L > AMGenerateRandom T, @ T, #SBL
TLEEL,
ListKeys

ROD— RPIE, ListKeys ZHEATRIHEZRLTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn show_keys(client: &Client) -> Result<(), Error> {
let resp = client.list_keys().send().await?;

let keys resp.keys.unwrap_or_default();
let len = keys.len();
for key in keys {
println!("Key ARN: {1}", key.key_arn.as_deref().unwrap_or_default());
}

println!();
println!("Found {} keys", len);

0k(())
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async fn reencrypt_string(

verbose: bool,
client: &Client,
input_file: &str,
output_file: &str,
first_key: &str,
new_key: &str,

) -> Result<(), Error> {

// Get blob from input file

// Open input text file and get contents as a string

// input is a base-64 encoded string, so decode it:

let data = fs::read_to_string(input_file)
.map(|input_file| baseb64::decode(input_file).expect("invalid base 64"))
.map(Blob: :new);

let resp = client
.re_encrypt()
.ciphertext_blob(data.unwrap())
.source_key_id(first_key)
.destination_key_id(new_key)
.send()
.await?;

// Did we get an encrypted blob?
let blob = resp.ciphertext_blob.expect("Could not get encrypted text");
let bytes = blob.as_ref();

let s
let o

base64: :encode(bytes);
&output_file;

let mut ofile = File::create(o).expect("unable to create file");
ofile.write_all(s.as_bytes()).expect("unable to write");

if verbose {
println!("Wrote the following to {}:", output_file);
println!("{}", s);

} else {
println!("Wrote base64-encoded output to {}", output_file);

0k(())
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cOIFIATHEAL EKFEFEZET Cargo.toml,

[package]
name = "lambda-code-examples"
version = "0.1.0"

edition = "2021"

# See more keys and their definitions at https://doc.rust-lang.org/cargo/reference/
manifest.html

[dependencies]

aws-config = { version = "1.0.1", features = ["behavior-version-latest"] }
aws-sdk-ec2 = { version = "1.3.0" }

aws-sdk-iam = { version = "1.3.0" }

aws-sdk-lambda = { version = "1.3.0" }

aws-sdk-s3 = { version = "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }
tracing = "0.1.37"

serde_json = "1.0.94"

anyhow = "1.0.71"

uuid = { version = "1.3.3", features = ["v4"] }

lambda_runtime = "0.8.0"

serde = "1.0.164"
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use
use

anyhow: :anyhow;
aws_sdk_iam: :operation::{create_role::CreateRoleError,

delete_role: :DeleteRoleOQutput};

use

use

aws_sdk_lambda: : {

operation::{
delete_function: :DeleteFunctionOQutput, get_function::GetFunctionOutput,
invoke: :InvokeOutput, list_functions::ListFunctionsOutput,
update_function_code: :UpdateFunctionCodeOutput,
update_function_configuration::UpdateFunctionConfigurationOutput,

b

primitives::ByteStream,

types::{Environment, FunctionCode, LastUpdateStatus, State},

aws_sdk_s3::{
error: :ErrorMetadata,
operation::{delete_bucket::DeleteBucketOutput,

delete_object::DeleteObjectOutput},

};

use
use
use
use

types: :CreateBucketConfiguration,

aws_smithy_types::Blob;

serde::{ser::SerializeMap, Serialize};

std::{fmt::Display, path::PathBuf, str::FromStr, time::Duration};
tracing::{debug, info, warn};

/* Operation describes */
#[derive(Clone, Copy, Debug, Serialize)]

pub

enum Operation {

#[serde(rename = "plus")]

Plus,

#[serde(rename = "minus")]
Minus,

#t[serde(rename = "times")]
Times,

#[serde(rename = "divided-by")]
DividedBy,
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impl FromStr for Operation {
type Err = anyhow::Error;

fn from_str(s: &str) -> Result<Self, Self::Err> {
match s {
"plus" => Ok(Operation::Plus),
"minus" => Ok(Operation::Minus),
"times" => Ok(Operation::Times),
"divided-by" => Ok(Operation::DividedBy),
_ => Err(anyhow! ("Unknown operation {s}")),

impl Display for Operation {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match self {
Operation::Plus => write!(f, "plus"),
Operation: :Minus => write!(f, "minus"),
Operation::Times => write!(f, "times"),
Operation::DividedBy => write!(f, "divided-by"),

/**
* InvokeArgs will be serialized as JSON and sent to the AWS Lambda handler.
*/
#[derive(Debug)]
pub enum InvokeArgs {
Increment(i32),
Arithmetic(Operation, i32, i32),

impl Serialize for InvokeArgs {
fn serialize<S>(&self, serializer: S) -> Result<S::0k, S::Error>
where
S: serde::Serializer,

match self {
InvokeArgs::Increment(i) => serializer.serialize_i32(*i),
InvokeArgs: :Arithmetic(o, i, j) => {
let mut map: S::SerializeMap = serializer.serialize_map(Some(3))?;
map.serialize_key(&"op".to_string())?;
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map.serialize_value(&o.to_string())?;
map.serialize_key(&"i".to_string())?;
map.serialize_value(&i)?;
map.serialize_key(&"j".to_string())?;
map.serialize_value(&j)?;

map.end()

/** A policy document allowing Lambda to execute this function on the account's
behalf. */
const ROLE_POLICY_DOCUMENT: &str = r#"{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "Service": "lambda.amazonaws.com" },
"Action": "sts:AssumeRole"

]
I#;

/**
* A LambdaManager gathers all the resources necessary to run the Lambda example
scenario.
* This includes instantiated aws_sdk clients and details of resource names.
*/
pub struct LambdaManager {
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: String,
role_name: String,
bucket: String,
own_bucket: bool,

// These unit type structs provide nominal typing on top of String parameters for
LambdaManager: : new

pub struct LambdaName(pub String);

pub struct RoleName(pub String);

pub struct Bucket(pub String);
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pub struct OwnBucket(pub bool);

impl LambdaManager {
pub fn new(
iam_client: aws_sdk_iam::Client,
lambda_client: aws_sdk_lambda::Client,
s3_client: aws_sdk_s3::Client,
lambda_name: LambdaName,
role_name: RoleName,
bucket: Bucket,
own_bucket: OwnBucket,
) -> Self {
Self {
iam_client,
lambda_client,
s3_client,
lambda_name: lambda_name.0,
role_name: role_name.OQ,
bucket: bucket.0,
own_bucket: own_bucket.,

/**
* Load the AWS configuration from the environment.
* Look up lambda_name and bucket if none are given, or generate a random name
if not present in the environment.
* If the bucket name is provided, the caller needs to have created the bucket.
* If the bucket name is generated, it will be created.

*/
pub async fn load_from_env(lambda_name: Option<String>, bucket: Option<String>)
-> Self {

let sdk_config = aws_config::load_from_env().await;
let lambda_name = LambdaName(lambda_name.unwrap_or_else(|| {
std::env::var("LAMBDA_NAME").unwrap_or_else(|_]|
"rust_lambda_example".to_string())
1)
let role_name = RoleName(format!("{}_role", lambda_name.Q));
let (bucket, own_bucket) =
match bucket {
Some(bucket) => (Bucket(bucket), false),
None => (
Bucket(std::env::var("LAMBDA_BUCKET").unwrap_or_else(|_| {
format!("rust-lambda-example-{}", uuid::Uuid::new_v4())
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1),

true,

)I
};

let s3_client = aws_sdk_s3::Client::new(&sdk_config);

if own_bucket {
info!("Creating bucket for demo: {3}", bucket.Q);
s3_client
.create_bucket()
.bucket(bucket.®.clone())
.create_bucket_configuration(
CreateBucketConfiguration::builder()

.location_constraint(aws_sdk_s3::types::BucketLocationConstraint: :from(
sdk_config.region().unwrap().as_ref(),

))
.build(),
)
.send()
.await
.unwrap();

}

Self: :new(
aws_sdk_iam: :Client: :new(&sdk_config),
aws_sdk_lambda: :Client: :new(&sdk_config),
s3_client,
lambda_name,
role_name,
bucket,

OwnBucket(own_bucket),

)

}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
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zip_file: PathBuf,
key: Option<String>,

) -> Result<FunctionCode, anyhow::Error> {

/**

let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

* Create a function, uploading from a zip file.

*/

pub

anyhow:

async fn create_function(&self, zip_file: PathBuf) -> Result<String,
tError> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
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.runtime(aws_sdk_lambda: :types::Runtime: :Providedal2)
.handler("_unused")

.send()

.await

.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok (key)
}
/**

* Create an IAM execution role for the managed Lambda function.
* If the role already exists, use that instead.
*/

async fn create_role(&self) -> Result<aws_sdk_iam::types::Role, CreateRoleError>

info!("Creating execution role for function");
let get_role = self

.iam_client

.get_role()

.role_name(self.role_name.clone())

.send()

.await;
if let Ok(get_role) = get_role {

if let Some(role) = get_role.role {

return Ok(role);

let create_role = self
.iam_client
.create_role()
.role_name(self.role_name.clone())
.assume_role_policy_document(ROLE_POLICY_DOCUMENT)
.send()
.await;
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match create_role {
Ok(create_role) => match create_role.role {
Some(role) => Ok(role),
None => Err(CreateRoleError::generic(
ErrorMetadata: :buildexr()
.message("CreateRole returned empty success")
.build(),
)),
},

Err(err) => Err(err.into_service_error()),

/**
* Poll “is_function_ready’ with a 1l-second delay. It returns when the function
is ready or when there's an error checking the function's state.
*/
pub async fn wait_for_function_ready(&self) -> Result<(), anyhow::Error> {
info!("Waiting for function");
while !self.is_function_ready(None).await? {
info!("Function is not ready, sleeping 1s");
tokio::time: :sleep(Duration::from_secs(1l)).await;
}
0k(())

/**
* Check if a Lambda function is ready to be invoked.
* A Lambda function is ready for this scenario when its state is active and its
LastUpdateStatus is Successful.
* Additionally, if a sha256 is provided, the function must have that as its
current code hash.
* Any missing properties or failed requests will be reported as an Err.
*/
async fn is_function_ready(
&self,
expected_code_sha256: Option<&str>,
) -> Result<bool, anyhow::Error> {
match self.get_function().await {
Ok(func) => {
if let Some(config) = func.configuration() {
if let Some(state) = config.state() {
info!(?state, "Checking if function is active");
if !matches!(state, State::Active) {
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return Ok(false);

}
match config.last_update_status() {
Some(last_update_status) => {
info!(?last_update_status, "Checking if function is
ready");
match last_update_status {
LastUpdateStatus: :Successful => {
// continue
}
LastUpdateStatus::Failed |
LastUpdateStatus::InProgress => {
return Ok(false);

}
unknown => {
warn!(
status_variant = unknown.as_str(),
"LastUpdateStatus unknown"
I
return Err(anyhow! (
"Unknown LastUpdateStatus, fn config is
{config:?}"
));
}
}
}
None => {
warn!("Missing last update status");
return Ok(false);
}

i
if expected_code_sha256.is_none() {
return Ok(true);

}
if let Some(code_sha256) = config.code_sha256() {

return Ok(code_sha256 ==
expected_code_sha256.unwrap_or_default());

}
}
}
Err(e) => {
warn!(?e, "Could not get function while waiting");
}
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}
Ok(false)

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from)

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Exrror::from)

/** Invoke the lambda function using calculator InvokeArgs. */
pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {3}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Error: :from)

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
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&self,
zip_file: PathBuf,
key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOQutput, anyhow::Error> {
info!(
?environment,
"Updating environment for {}", self.lambda_name
);
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Error::from)?;

self.wait_for_function_ready().await?;

Ok(updated)
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/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,
Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some (
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Exrror::from),
)
} else {
info!(?location, "Skipping delete object");
None
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i

(delete_function, delete_role, delete_object)
}
pub async fn cleanup(

&self,

location: Option<String>,
) > (

(

Result<DeleteFunctionOutput, anyhow::Error>,

Result<DeleteRoleOutput, anyhow::Error>,

Option<Result<DeleteObjectOutput, anyhow::Error>>,
),

Option<Result<DeleteBucketOutput, anyhow::Error>>,

) {

let delete_function = self.delete_function(location).await;

let delete_bucket = if self.own_bucket {
info!("Deleting bucket {}", self.bucket);
if delete_function.2.is_none() ||
delete_function.2.as_ref().unwrap().is_ok() {
Some (
self.s3_client
.delete_bucket()
.bucket(self.bucket.clone())

.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
None
}
} else {
info!("No bucket to clean up");
None
};
(delete_function, delete_bucket)
}
}
/**
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* Testing occurs primarily as an integration test running the “scenario” bin
successfully.
* Each action relies deeply on the internal workings and state of Amazon Simple
Storage Service (Amazon S3), Lambda, and IAM working together.
* It is therefore infeasible to mock the clients to test the individual actions.
*/
#[cfg(test)]
mod test {
use super::{InvokeArgs, Operation};
use serde_json::json;

/** Make sure that the JSON output of serializing InvokeArgs is what's expected
by the calculator. */
#[test]
fn test_serialize() {
assert_eq!(json!(InvokeArgs::Increment(5)), 5);
assert_eq!(
json!(InvokeArgs::Arithmetic(Operation::Plus, 5, 7)).to_string(),
r#"{"op":"plus","i":5,"j":7}"#.to_string(),
);

AN RSAV 75T %2FERALT—HBOEREZFHL, >F VA ERIDNSKRETTEITIS I
HONAF), COT7AINIETL—NAD src/bin/scenario.rs T,

/-k

## Service actions

Service actions wrap the SDK call, taking a client and any specific parameters
necessary for the call.

* CreateFunction

* GetFunction

* ListFunctions

* Invoke

* UpdateFunctionCode

* UpdateFunctionConfiguration
* DeleteFunction

## Scenario
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A scenario runs at a command prompt and prints output to the user on the result
of each service action. A scenario can run in one of two ways: straight through,
printing out progress as it goes, or as an interactive question/answer script.

## Getting started with functions

Use an SDK to manage AWS Lambda functions: create a function, invoke it, update its
code, invoke it again, view its output and logs, and delete it.

This scenario uses two Lambda handlers:
_Note: Handlers don't use AWS SDK API calls._

The increment handler is straightforward:

1. It accepts a number, increments it, and returns the new value.
2. It performs simple logging of the result.

The arithmetic handler is more complex:
1. It accepts a set of actions ['plus', 'minus', 'times', 'divided-by'] and two
numbers, and returns the result of the calculation.
2. It uses an environment variable to control log level (such as DEBUG, INFO,
WARNING, ERROR).
It logs a few things at different levels, such as:
* DEBUG: Full event data.
* INFO: The calculation result.
* WARN~ING~: When a divide by zero error occurs.
* This will be the typical "RUST_LOG" variable.

The steps of the scenario are:

1. Create an AWS Identity and Access Management (IAM) role that meets the following
requirements:
* Has an assume_role policy that grants 'lambda.amazonaws.com' the
'sts:AssumeRole' action.
* Attaches the 'arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole' managed role.
* _You must wait for ~10 seconds after the role is created before you can use
it!_
2. Create a function (CreateFunction) for the increment handler by packaging it as a
zip and doing one of the following:
* Adding it with CreateFunction Code.ZipFile.
* --0r--
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* Uploading it to Amazon Simple Storage Service (Amazon S3) and adding it with
CreateFunction Code.S3Bucket/S3Key.
* _Note: Zipping the file does not have to be done in code._
* If you have a waiter, use it to wait until the function is active. Otherwise,
call GetFunction until State is Active.
3. Invoke the function with a number and print the result.
4. Update the function (UpdateFunctionCode) to the arithmetic handler by packaging
it as a zip and doing one of the following:
* Adding it with UpdateFunctionCode ZipFile.

* --0r--
* Uploading it to Amazon S3 and adding it with UpdateFunctionCode S3Bucket/
S3Key.
5. Call GetFunction until Configuration.LastUpdateStatus is 'Successful' (or
'Failed').

6. Update the environment variable by calling UpdateFunctionConfiguration and pass
it a log level, such as:

* Environment={'Variables': {'RUST_LOG': 'TRACE'}}

7. Invoke the function with an action from the list and a couple of values. Include
LogType='Tail' to get logs in the result. Print the result of the calculation and
the log.

8. [Optional] Invoke the function to provoke a divide-by-zero error and show the log
result.

9. List all functions for the account, using pagination (ListFunctions).

10. Delete the function (DeleteFunction).

11. Delete the role.

Each step should use the function created in Service Actions to abstract calling the
SDK.

*/

use aws_sdk_lambda: :{operation::invoke: :InvokeOutput, types::Environment};
use clap::Parser;

use std::{collections::HashMap, path::PathBuf};

use tracing::{debug, info, warn};

use tracing_subscriber::EnvFilter;

use lambda_code_examples::actions::{
InvokeArgs::{Arithmetic, Increment},
LambdaManager, Operation,

};

#[derive(Debug, Parser)]
pub struct Opt {
/// The AWS Region.

E-WiN 454



AWS SDK for Rust

FROYN—=HA R

#[structopt(short, long)]
pub region: Option<String>,

// The bucket to use for the FunctionCode.
#[structopt(short, long)]
pub bucket: Option<String>,

// The name of the Lambda function.
#[structopt(short, long)]
pub lambda_name: Option<String>,

// The number to increment.
#[structopt(short, long, default_value = "12")]
pub inc: i32,

// The left operand.

#[structopt(long, default_value = "19")]
pub num_a: i32,

// The right operand.

#[structopt(long, default_value = "23")]

pub num_b: i32,

// The arithmetic operation.
#[structopt(short, long, default_value = "plus")]
pub operation: Operation,

#[structopt(long)]
pub cleanup: Option<bool>,

#[structopt(long)]
pub no_cleanup: Option<bool>,

fn code_path(lambda: &str) -> PathBuf {

PathBuf::from(format!("../target/lambda/{lambda}/bootstrap.zip"))

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {

if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);

} else {
info!("Could not extract payload")
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}
if let Some(logs) = invoke.log_result() {

debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

async fn main_block(
opt: &Opt,
manager: &LambdaManager,
code_location: String,
) -> Result<(), anyhow::Error> {
let invoke = manager.invoke(Increment(opt.inc)).await?;
log_invoke_output(&invoke, "Invoked function configured as increment");

let update_code = manager
.update_function_code(code_path("arithmetic"), code_location.clone())
.await?;

let code_sha256 = update_code.code_sha256().unwrap_or("Unknown SHA");
info!(?code_sha256, "Updated function code with arithmetic.zip");

let arithmetic_args = Arithmetic(opt.operation, opt.num_a, opt.num_b);
let invoke = manager.invoke(arithmetic_args).await?;
log_invoke_output(&invoke, "Invoked function configured as arithmetic");

let update = manager
.update_function_configuration(
Environment: :builder()
.set_variables(Some(HashMap: :from([(
"RUST_LOG".to_string(),
"trace".to_string(),
)1)))
.build(),
)
.await?;
let updated_environment = update.environment();
info!(?updated_environment, "Updated function configuration");

let invoke = manager
.invoke(Arithmetic(opt.operation, opt.num_a, opt.num_b))
.await?;

log_invoke_output(
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&invoke,
"Invoked function configured as arithmetic with increased logging",

);

let invoke = manager
.invoke(Arithmetic(Operation::DividedBy, opt.num_a, 0))
.await?;
log_invoke_output(
&invoke,
"Invoked function configured as arithmetic with divide by zero",

);

Ok::<(), anyhow::Error>(())

#[tokio: :main]
async fn main() {
tracing_subscriber::fmt()

.without_time()
.with_file(true)
.with_line_number(true)
.with_env_filter(EnvFilter::from_default_env())
.init();

let opt = Opt::parse();
let manager = LambdaManager: :load_from_env(opt.lambda_name.clone(),
opt.bucket.clone()).await;

let key = match manager.create_function(code_path("increment")).await {

Ok(init) => {
info!(?init, "Created function, initially with increment.zip");
let run_block = main_block(&opt, &manager, init.clone()).await;
info!(?run_block, "Finished running example, cleaning up");
Some(init)

}

Err(err) => {
warn!(?err, "Error happened when initializing function");

None
}
I
if Some(false) == opt.cleanup || Some(true) == opt.no_cleanup {
info! ("Skipping cleanup")
} else {
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let delete = manager.cleanup(key).await;
info!(?delete, "Deleted function & cleaned up resources");

« APIEFHICDWTIE, AWS SDKRuUstAPIU 7 7L AD OUTOREY VZZBL TS
W

* CreateFunction

* DeleteFunction

* GetFunction
* |nvoke
* ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration

FTo>a
CreateFunction
RDFlE, CreateFunction ZFEA T2 HEZHBAL TLET,

SDK Rust @

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#%FL., AWS J— R4AID
RN TOREERITOREEZHEEL T EE L,

/**
* Create a function, uploading from a zip file.
*/
pub async fn create_function(&self, zip_file: PathBuf) -> Result<String,
anyhow: :Error> {
let code = self.prepare_function(zip_file, None).await?;

let key = code.s3_key().unwrap().to_string();
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let role = self.create_role().await.map_err(|e| anyhow!(e))?;

info!("Created iam role, waiting 15s for it to become active");
tokio::time: :sleep(Duration::from_secs(15)).await;

info!("Creating lambda function {}", self.lambda_name);
let _ = self
.lambda_client
.create_function()
.function_name(self.lambda_name.clone())
.code(code)
.role(role.arn())
.runtime(aws_sdk_lambda: :types::Runtime: :Providedal?2)
.handler("_unused")
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;
self.lambda_client

.publish_version()
.function_name(self.lambda_name.clone())

.send()
.await?;
Ok(key)
}
/**

* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));
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info!("Uploading function code to s3://{}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;

Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« APIEEMHIC DWW TIE., AWS SDKRust APIY) 7 7 L > AMCreateFunction "1 ® T, #5BL T
<EEV,

DeleteFunction

RO— RHIE, DeleteFunction #FEHTAAHEZRLTVET,

SDK Rust @

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#&ZEL., AWS J— REIV
RN TOREERITOFEZEEL TSEEL,

/** Delete a function and its role, and if possible or necessary, its associated
code object and bucket. */
pub async fn delete_function(
&self,
location: Option<String>,
) > (
Result<DeleteFunctionOutput, anyhow::Error>,
Result<DeleteRoleOutput, anyhow::Error>,

~
N\
w
X

460


https://docs.rs/aws-sdk-lambda/latest/aws_sdk_lambda/client/struct.Client.html#method.create_function
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/lambda#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/lambda#code-examples

AWS SDK for Rust FRAOYN—HA R

Option<Result<DeleteObjectOutput, anyhow::Error>>,
) {
info!("Deleting lambda function {}", self.lambda_name);
let delete_function = self
.lambda_client
.delete_function()
.function_name(self.lambda_name.clone())
.send()
.await
.map_err(anyhow: :Error::from);

info!("Deleting iam role {}", self.role_name);
let delete_role = self

.iam_client

.delete_role()

.role_name(self.role_name.clone())

.send()

.await

.map_err(anyhow: :Error::from);

let delete_object: Option<Result<DeleteObjectOutput, anyhow::Error>> =
if let Some(location) = location {
info!("Deleting object {location}");
Some(
self.s3_client
.delete_object()
.bucket(self.bucket.clone())

.key(location)
.send()
.await
.map_err(anyhow: :Error::from),
)
} else {
info!(?location, "Skipping delete object");
None

};

(delete_function, delete_role, delete_object)

« APIEEHHIZ DWW TIX. AWS SDKRust APIJ 7 7 L > AMDeleteFunction ", @ T, #38L T
<EEV,
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GetFunction

RO— RHIF, GetFunction ZFERATAHZEERLTVET,

SDK Rust @

® Note

EMICOVWTIE., T #3BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— RfFIU
RERNUTHREERITOREEEIELTLEEL,

/** Get the Lambda function with this Manager's name. */
pub async fn get_function(&self) -> Result<GetFunctionOutput, anyhow::Error> {
info!("Getting lambda function");
self.lambda_client
.get_function()
.function_name(self.lambda_name.clone())
.send()
.await

.map_err(anyhow: :Error::from)

« APIEEHHIZ DWW TIE. AWS SDKRust APIU 7 7 L > AMGetFunction T, @ T, #5 8L TL
EEW,
Invoke
RXDBIE, Invoke ZFEHAITHHEEHBALTVET,

SDK Rust @

@ Note

EMICHOVWTIEE., T, Z283BLTL<EEV GitHub, Afl—&E%Z#&ZEL., AWS JO— R4F|V
RN TOREEEZTORZEEREBIBELTLIEZL,

/** Invoke the lambda function using calculator InvokeArgs. */
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pub async fn invoke(&self, args: InvokeArgs) -> Result<InvokeOutput,
anyhow: :Error> {
info!(?args, "Invoking {}", self.lambda_name);
let payload = serde_json::to_string(&args)?;
debug! (?payload, "Sending payload");
self.lambda_client
.invoke()
.function_name(self.lambda_name.clone())
.payload(Blob: :new(payload))
.send()
.await
.map_err(anyhow: :Exrror::from)

fn log_invoke_output(invoke: &InvokeOutput, message: &str) {
if let Some(payload) = invoke.payload().cloned() {
let payload = String::from_utf8(payload.into_inner());
info!(?payload, message);
} else {
info!("Could not extract payload")
}
if let Some(logs) = invoke.log_result() {
debug!(?logs, "Invoked function logs")
} else {
debug! ("Invoked function had no logs")

« APIFFMICDOWTIF. AWSSDK "RustAPI U7 7L2VADE®HIC THUOHT ) 22RLTL
ZE W,

ListFunctions

RXDBE, ListFunctions ZEHA T2 HEEHBALTVET,
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SDK Rust @

® Note

HMICOVTE., Ty 2B LTLKEETV GitHub, Af—EBZ®EL., AWS J1—RHID
9% I\U'CG)'”""'tiﬁd)F/fEﬁEwa<72:?_“ (AT

/** List all Lambda functions in the current Region. */
pub async fn list_functions(&self) -> Result<ListFunctionsOutput, anyhow::Error>

info!("Listing lambda functions");
self.lambda_client
.list_functions()
.send()
.await
.map_err(anyhow: :Error::from)

« APIFHHRIC DWW TIE, AWS SDKRustAPI) 7 7 L > ADListFunctions "4, @ T, 258 L TL
EEV,
UpdateFunctionCode
RO 1— RPIE, UpdateFunctionCode ZFA T2 522 RLTVWET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#%ZFL., AWS J— R4AID
RIZRKITOREERITOREEZHEEL TSV,

/** Given a Path to a zip file, update the function's code and wait for the
update to finish. */
pub async fn update_function_code(
&self,
zip_file: PathBuf,
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key: String,
) -> Result<UpdateFunctionCodeOutput, anyhow::Error> {
let function_code = self.prepare_function(zip_file, Some(key)).await?;

info!("Updating code for {}", self.lambda_name);

let update = self
.lambda_client
.update_function_code()
.function_name(self.lambda_name.clone())
.s3_bucket(self.bucket.clone())
.s3_key(function_code.s3_key().unwrap().to_string())
.send()
.await
.map_err(anyhow: :Exrror::from)?;

self.wait_for_function_ready().await?;

Ok(update)

/**
* Upload function code from a path to a zip file.
* The zip file must have an AL2 Linux-compatible binary called “bootstrap’.
* The easiest way to create such a zip is to use ‘cargo lambda build --output-
format Zip .
*/
async fn prepare_function(
&self,
zip_file: PathBuf,
key: Option<String>,
) -> Result<FunctionCode, anyhow::Error> {
let body = ByteStream::from_path(zip_file).await?;

let key = key.unwrap_or_else(]|| format!("{}_code", self.lambda_name));

info!("Uploading function code to s3://{3}/{3}", self.bucket, key);
let _ = self

.s3_client

.put_object()

.bucket(self.bucket.clone())

.key(key.clone())

.body(body)

.send()

.await?;
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Ok(FunctionCode: :buildex()
.s3_bucket(self.bucket.clone())
.s3_key(key)

.build())

« API ZF#IC DV Tk, AWS SDKRust API) 7 7 L > AMUpdateFunctionCode "3 @ " &%
BLTLSEZL,

UpdateFunctionConfiguration

RO I— RHIE, UpdateFunctionConfiguration Z2EA T2 A EZZRLTVET,

SDK Rust @

® Note

FHHECOVTE, ") 22RBLTLKEEV GitHub, Afl—EZ#KZEL, AWS J— R4E|D
RN TOREERITOFEZEEL TSEE,

/** Update the environment for a function. */
pub async fn update_function_configuration(
&self,
environment: Environment,
) -> Result<UpdateFunctionConfigurationOutput, anyhow::Error> {
info!/(
?environment,
"Updating environment for {}", self.lambda_name
I
let updated = self
.lambda_client
.update_function_configuration()
.function_name(self.lambda_name.clone())
.environment(environment)
.send()
.await
.map_err(anyhow: :Exrror::from)?;
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self.wait_for_function_ready().await?;

Ok(updated)

« API ZE#IC DV Tk, AWS SDKRust APIJ 7 7 L > A®MUpdateFunctionConfiguration "5 @

M Z2RLTLSEZL,

SFUHA

B—N—LAT77TIVT—>3 2R L TEENEE

RODA—RPITRE, I —HFIRILZEALTEREZEETERY—N—LAT7TVTr—>3>%
ERTBHFECODVTRLTVET,

SDK Rust @

Amazon Rekognition ZEA L TEHEADSRIILZREL, RFELTETERETESDLSIZTSHE
BE7tvY NEBT77VS—23a > 0RREEETRLET,

STE2BY—AD—RE, EYRNTPYTERTOFIEICOVTR, T, OFMELEHZESREBLTLSE
= L GitHub,

COBIDOY—AICDOVWTEHLLIK, AWS OdZ1=Z5F4 700 BESBLTLSEETY,

COBITEAZNATVE Y —ER

API T—hRDxA
DynamoDB

Lambda

Amazon Rekognition
Amazon S3

Amazon SNS
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B—N—LAG>T)

Lambda

XD I—

BEZk(.

BT ®M Amazon RDS F— XX — AN ND#EL

REJIE, RDS F—RAAR—AICELH TS Lambda B EERETHHFEZERLTVET, 0D
DOTNBTF—ER—AUIOTIANEETL, H#REZERLET,

SDK Rust @

®

Note

HHECOVTE, T Z82RBLTKEEWVW GitHube Y—/N\—LAHVTILURIKNUT
TeBhlEREL, REBFTRTOIEZRERL TS EEZWL,

Rust Z A L T Lambda B§#t® Amazon RDS F—ZAX—AICE#HT .

use
use
use

iF

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider::ProvideCredentials;

aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},
sign: :v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion::v2024_03_28()).await;

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
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.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();
signing_settings.expires_in = Some(Duration::from_secs(900));
signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;

let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username
I
let signable_request =
SignableRequest::new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))

.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
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async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions: :new()
.host(&db_host)
.port(db_port)
.username(&db_user_name)
.password(&token)
.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqlx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqlx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({
"statusCode": 200,
"content-type": "text/plain",
"body": format!("The selected sum is: {result}")

1))
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Kinesis N1JZ—A'S Lambda ¥z RO H T

RKOI— REITE. Kinesis AN —ALAASLO—REZZEITDCEICEI2>TRNIA—hBDARY
NZZ(1H 3. Lambda BB O EEFZEZRLTVET, OB Kinesis RA1O—RZHEL.
Th#% Base64 "5F1—RLT, TOLI—RONEZOVREHRLET,

SDK Rust @

® Note

FHHECOVTRE, "1 282RBLTLKEEV GitHube Y—N—L AV TIILURZ NUT
TEBHEREL, RESLTRTOFEZHERAL TSEZL,

Rust ZfE A L /= Lambda T® Kinesis 1 X NDHE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::kinesis: :KinesisEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) -> Result<(), Error> {
if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

event.payload.records.iter().for_each(|record| {
tracing::info!("EventId:
{}",record.event_id.as_deref().unwrap_or_default());

let record_data = std::str::from_utf8(&record.kinesis.data);

match record_data {
Ok(data) => {
// log the record data
tracing::info!("Data: {}", data);

}
Err(e) => {

tracing::error!("Error: {}", e);
}
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1)

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

0k(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB k1) A—#A'S Lambda B2 O T

ROD— RPBlE, DynamoDB AR —ALAASLOI—RZZFEITDEICE>TRIH—E2hBD 4K
VRhEZETS Lambda B ERE TSI HEERLTVWET, BEE DynamoDB R4 O— RZHE
L. LIO—RORBZZOTRELET,

SDK Rust @
(® Note

FHECOVTER, ") Z28BLTKEZV GitHub, Y—N—L AV TIILUKRZNUT
TeBhlEREL, RESFTRTOIEZRERL TSEEZWL,

Rust Zf M L T Lambda T DynamoDB /1 X N ZFHAL & T,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
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use aws_lambda_events::{
event: :dynamodb: : {Event, EventRecord},

i

// Built with the following dependencies:
//lambda_runtime = "0.11.1"
//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }

//tracing = { version = "0.1", features = ["log"] }

//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmt"] }

//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<Event>) ->Result<(), Error> {

let records = &event.payload.records;
tracing::info!("event payload: {:?}",records);
if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_dynamo_dbrecord(record);

tracing::info!("Dynamo db records processed");

// Prepare the response

ok(())

fn log_dynamo_dbrecord(record: &EventRecord)-> Result<(), Error>{
tracing::info!("EventId: {3}", record.event_id);
tracing::info!("EventName: {}", record.event_name);
tracing::info!("DynamoDB Record: {:?}", record.change );

ok(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
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tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)

.without_time()

.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;

ok(())

Amazon DocumentDB N) ZJ—A»* S Lambda BBz RO H 9

RXOI— REIE, DocumentDB ZEEA RN —ANSLIO—REZFEITDHCEICK2TRNI—Eh
BPARNZZETSD Lambda B ZRET S HEZRL TVWET, BEE DocumentDB R4 O—
RzZEBL, LO—ROABZOTEELET,

SDK Rust @

(® Note
FHCOVTER, ") 28BLTLKEZV GitHub, Y—N—L AV TIILUKRINUT
TEBHERRL, REBFIVPRTOFEZRIEL TLEE L,

Rust Z A L T Lambda T Amazon DocumentDB 1 X2 NDEE,

use lambda_runtime::{service_fn, tracing, Error, LambdaEvent};
use aws_lambda_events::{
event: :documentdb: : {DocumentDbEvent, DocumentDbInnerEvent},

};

// Built with the following dependencies:
//lambda_runtime = "0@.11.1"

//serde_json = "1.0"

//tokio = { version = "1", features = ["macros"] }
//tracing = { version = "0.1", features = ["log"] }
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//tracing-subscriber = { version = "0.3", default-features = false, features =
[Ilfmtll] }
//aws_lambda_events = "0.15.0"

async fn function_handler(event: LambdaEvent<DocumentDbEvent>) ->Result<(), Error> {

tracing::info!("Event Source ARN: {:?}", event.payload.event_source_arn);
tracing::info!("Event Source: {:?}", event.payload.event_source);

let records = &event.payload.events;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return 0k(());

for record in records{
log_document_db_event(record);

tracing::info!("Document db records processed");

// Prepare the response

0k(())

fn log_document_db_event(record: &DocumentDbInnerEvent)-> Result<(), Error>{
tracing::info!("Change Event: {:?}", record.event);

ok(())

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

let func = service_fn(function_handler);
lambda_runtime: :run(func).await?;
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ok(())

Amazon S3 R —A S Lambda B2 RO H T

RODA—RBIE, SSNTYRNIATZITIORNETYTO—RIBEILLELI>TRIA—ETNDAAR
U NEFZ(TED Lambda B ZEE TS HZEZRLTVWET, BEIE. IXRKNNTX—2H5 S3
NTYRBEATSIORF—FZHWBL., Amazon S3API ZHUOHEL AT o N T

247 EREBELTOTICRELET,

SDK Rust ®

® Note

FHHECOVTR, "1 282RBLTLKEZV GitHube Y—N—L AV TIILURZ NUT
TEBHEREL, REBLTRTOFEZHRL TSEZL,

Rust ZH L T Lambda TS3 AR NEHELET,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::event::s3::S3Event;
use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function

#[tokio: :main]

async fn main() -> Result<(), Error> {

tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);
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let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info!("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[0@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;

match s3_get_object_result {
Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),
Err(_) => tracing::info!("Failure with S3 Get Object request")

0k(())
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Amazon SNSK U —H» 5 Lambda BE#z RO H T

ROIA—RBIFE, SNSREY IASKAYE—TZZEFEIDEILL2TRIA—ENB AR B
Z%{59% Lambda BB ERKITBDHEERLTVET, COBREBARIRMNTAXA—=EFHSXY
E—CZWMEL, BXYE-CORBERELET,

SDK Rust @

® Note

FHHECOVTRE, "1 282RBLTLKEEV GitHube Y—N—L AV TIILURZ NUT
TEBHEREL, RESLTRTOFEZHERAL TSEZL,

Rust ZfEA L /= Lambda TOSNSA AR NDHEE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
for event in event.payload.records {
process_record(&event)?;

ok(())

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);
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// Implement your record handling code here.

0k(())

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

Amazon SQS KU —7A'5 Lambda B2 HO'H T

ROI—RBIFE, SQSFI1—HESXYE—DZREFEITRELL2>TRIA—ETNDARY N EFR
59 % Lambda B ZREIT D FEZRLTVET, COBKRRARYRNTX=—ELEXY -
TEMBL, BXAVE-DORBERRLET,

SDK Rust @

(® Note

FHCOVTER, ") 28BLTKEZV GitHub, Y—N—L AV TIILUKRINUT
TeBHlEREL, RESFTRTOIEZRERL TSEEZWL,

Rust 2 L /= Lambda TMOSQSAAXR> NDEE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
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tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)

ok(())
}

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.

.without_time()
.init();

run(service_fn(function_handler)).await

Kinesis NUZ—%@RAL /= Lambda B TONY FT7ATLDOKBDOLAR— K

LTFTOO— REITIE. Kinesis ANU—LAS AR NEZ(TEHS Lambda O =60, oW
NYFLARADERESEZZRLTVET, COBEHKIE. LARAELTINYFTFATLDERHK
EREL, WROXY -2 7EBTHERITIAHES Lambda IR E T,

SDK Rust
® Note

FHHECOVTR, "1 282RBLTLKEEV GitHube Y—N—L AV TIILURZNUT
TEBHEREL, REBLTRTOFEZHERL TSEZL,

Rust ZfE A L /= Lambda T® Kinesis NY FT7 A4 T LRKBOLR—K,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{

event::kinesis::KinesisEvent,

kinesis: :KinesisEventRecord,
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streams: :{KinesisBatchItemFailure, KinesisEventResponse},
13

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<KinesisEvent>) ->
Result<KinesisEventResponse, Error> {
let mut response = KinesisEventResponse {
batch_item_failures: vec![],

i

if event.payload.records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in &event.payload.records {
tracing::info!(
"EventId: {}",
record.event_id.as_deref().unwrap_or_default()

);
let record_processing_result = process_record(record);

if record_processing_result.is_err() {
response.batch_item_failures.push(KinesisBatchItemFailure {
item_identifier: record.kinesis.sequence_number.clone(),

1);

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!(
"Successfully processed {} records",
event.payload.records.len()

);

Ok(response)

fn process_record(record: &KinesisEventRecord) -> Result<(), Error> {
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let record_data = std::str::from_utf8(record.kinesis.data.as_slice());

if let Some(err) = record_data.err() {
tracing::error!("Error: {1}", err);
return Err(Error::from(err));

}
let record_data = record_data.unwrap_or_default();

// do something interesting with the data
tracing::info!("Data: {}", record_data);

ok(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

DynamoDB N #j—7T Lambda BB ONY FT7 A T LD KK ZELR—KT D

RO 1— RHlE, DynamoDB AR =LA S A R N%Z{5F % Lambda BBEICZB o9& /NY FL
ARVAZERTDHEZRLTVET, COBBE. LARVAELTINYFFTATLORKRZR
HLU, ROXYE—TJZBTHRAITID LS Lambda IZIEAET,

SDK Rust ®
(@ Note

FHCOVTR, "1 282BLTLKEZV GitHub, Y—N—L AV TIILUKRZNUT
TeBhlEREL, RESFTRTOHFEZRERL TSEEL,
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Rust Z#£f L T Lambda T DynamoDB ®/NY FF7 A T AKRBOLKR—K,

use

i

use

/17

aws_lambda_events:: {
event: :dynamodb: : {Event, EventRecord, StreamRecord},
streams: : {DynamoDbBatchItemFailure, DynamoDbEventResponse},

lambda_runtime: :{run, service_fn, Error, LambdaEvent};

Process the stream record

fn process_record(record: &EventRecord) -> Result<(), Error> {

let stream_record: &StreamRecord = &record.change;

// process your stream record here...
tracing::info!("Data: {:?}", stream_record);

ok(())

/// Main Lambda handler here...
async fn function_handler(event: LambdaEvent<Event>) ->
Result<DynamoDbEventResponse, Error> {

let mut response = DynamoDbEventResponse {
batch_item_failures: vec![],

i
let records = &event.payload.records;

if records.is_empty() {
tracing::info!("No records found. Exiting.");
return Ok(response);

for record in records {
tracing::info!("EventId: {}", record.event_id);

// Couldn't find a sequence number
if record.change.sequence_number.is_none() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: Some("".to_string()),

1)

return Ok(response);

// Process your record here...
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if process_record(record).is_err() {
response.batch_item_failures.push(DynamoDbBatchItemFailure {
item_identifier: record.change.sequence_number.clone(),

1)

/* Since we are working with streams, we can return the failed item
immediately.

Lambda will immediately begin to retry processing from this failed item
onwards. */

return Ok(response);

tracing::info!("Successfully processed {} record(s)", records.len());

Ok(response)

#[tokio::main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()

.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)
// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

Amazon SQS KU H—%ZEAL /= Lambda BEONY FT7 A TLERBOLR—K

RXDI—REHIE, SQSFI1—DSARNEFZETS Lambda BBICEH DA B/NY FL AR A%
ERITDIHEZERLTVET, COBEBE, LARCAELTNYFT7ATLOKRBEREL., IR
DAY E—27BTBRITISDELDS Lambda ICIEEZRF T,
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SDK Rust @

@ Note

FHHECOVTRE, "1 Z282RBLTLKEZV GitHube Y—/N—L AV TILURZKNUT
TR ERBEL, RESFIFRTOIEZHRL TS EEZWL,

Rust ZfEH L T Lambda TSQSNNY FT7 A4 F LD KK ZHRET 3,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqsEvent},
sqs::{BatchItemFailure, SqsMessage},
I

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),

Ok(SgsBatchResponse {
batch_item_failures,

1)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await
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AWS JZ1="F7 14 \OEM
HB—N—LAT77UT5r—>3a > 0BEETAN

RO 1— RPlE, Lambda & DynamoDB T API Gateway 2L TH—/N—L A7V s5—>3>
ERBESIXVCTAMNTDFEZERLTVET,

SDK Rust @

Rust ZfH L T, Lambda & DynamoDB ZfgX 7= APl #*— RN I 4 THERE DY —/"N—L A
T7D5—23a>zBELTTANTSAEZRLEITSDK,

FE2BY—AO—RE, EYRNTPYTERTOFIRICOVTE., ") OFMELSFlesRLTE
é \/\GitHUbo

COBITEAZNATVE Y —ER

« APIT—hKDxIA
* DynamoDB
« Lambda

MediaLive SDK for Rust Z{#EH L 1= ® 44l

TOI—RBIE., TforRust ZEALTTF I3 EETL. AWS SDK—IES 1) A% £
B hHZEZ L TWET MediaLive,

ToO2aVRINRELTOI LD SOOA—ROERTHY, AVTFANATERITITIZEN S
WS, 772323 EYOY—EAREZFRTHIFEZRLTVXRIAN, ATFANADT Y
>avik, BETRSFUATHIETERT,

BHIZE, T2BY—AD—RAOUZVINFEEATHY, TIASOAVTHFAMIBTFRI—RO
REFEERTHECOVWTOFIEZHEETEERT,

N =Ry

s FOA
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Fo>3az

ListInputs

ROI— RBlE, ListInputs ZERATEHEERLTVETD,

SDK Rust @

® Note

FHCOWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
ROKNUTOREERITOFEZEIEL TSEE,

1) —<> 3> MediaLive DA Bh& & ARNs Z—ERRLE T,

async fn show_inputs(client: &Client) -> Result<(), Error> {
let input_list = client.list_inputs().send().await?;

for i in input_list.inputs() {
let input_arn = i.arn().unwrap_or_default();
let input_name = i.name().unwrap_or_default();

println!("Input Name : {}", input_name);
println!("Input ARN : {}", input_arn);
println!();

}

ok(())

« API FFMICDWTIF. AWS SDKRust APIV 7 7 L > A®Listinputs "3 @ Ty ZZRL T E
=W,

MediaPackage SDK for Rust Z /A L = 04l

ROD—RPlE, TlorRust Z2EALTT7 U3 ZERTL, AWS SDK—EINAS 1) F & ERK
I 2R E%Z R LTVWET MediaPackage,
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To2avRLWRERTOTZLNSOO—ROERTHY), AVTFANATRITIZIHLENH
WEY, 70232V EYOY—EARBZFOHRIFEZRLTVRIYS, ITFANADT Y
>avik, BETEZZFTUATHIETERY,

BHIZE, B2BY—AO—RAOUZVINFEEATEY, TCHASOAVTEFAMNIBHFRI—RO
RERFEERTHECODVWTOFIEZREETEET,

=R
s 7O A
FTo>ar
ListChannels
RXDBE, ListChannels ZFHA T2 HEZ2HBALTVWET,
SDK Rust @
@ Note

FHCOWTER, T, Z2RBLTLKEEV GitHub, ABI—EZ&EEL, AWS J— R4
RIKN)TOREERITOREZHIEL T EEL,

F ¥ ZXILARNsE BB Z —BERRLKXT,

async fn show_channels(client: &Client) -> Result<(), Error> {
let list_channels = client.list_channels().send().await?;

println!("Channels:");

for c in list_channels.channels() {
let description = c.description().unwrap_or_default();
let arn = c.arn().unwrap_or_default();

println!(" Description : {}", description);
println!(" ARN : {}", arn);
println!();
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ok(())

o APIE¥#IZ DL TIE. AWS SDKRust APIY) 77 L > AMListChannels "1 @ T, 2B L TL
EEW,

ListOriginEndpoints

ROFIE, ListOriginEndpoints ZAT 2 HEEHBELTVET,

SDK Rust @

® Note

EMICOVWTIE., T, Z283BLTLSEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4V
RERNUTHREERITOAZEEEIELTLEEL,

IVRRAMOBAE 2 —ERTLEFTURLs,

async fn show_endpoints(client: &Client) -> Result<(), Error> {
let or_endpoints = client.list_origin_endpoints().send().await?;

println!("Endpoints:");

for e in or_endpoints.origin_endpoints() {
let endpoint_url = e.url().unwrap_or_default();
let endpoint_description = e.description().unwrap_or_default();
println!(" Description: {}", endpoint_description);
println!(" URL : {}", endpoint_url);
println!();
}

ok(())

« APIFMIC DV TIE, AWS SDKRust API) 7 7 L > AMListOriginEndpoints "4 ® T, 25 8&
LTLKEEV,
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SDK for Rust Z i L 7= Amazon Polly @ 4

RO J— RAlIE, Amazon Polly T for Rust ZRA L T7 023> &2xR1TL. AWS SDK—E%%>
FTOAZREITDHEZRLTVET,

To2a2RINREZTOI LN SOOA—ROERTHY, AVTFANATRITITIZEN S
WEY, 77232 EYOY—EARBZHROHIHEZRLTVXRIY, ITFANADOT Y
>avik, BETRSFUATHIETERT,

FF0)F, I, 12O —EARA S, LMD AWS O —EREHAEDE TEROEKE
HUOHL, BEDRAVZRTITDFEZ2RITI1—RHITT,

ZHICE, B2BY—AOA—RAQUINEENTBY ., TIASAVTHFANIBEFA2O—ROD
BREREEERTAEIODVWTOFIEZERTEEXT,

NEY D

e U A

e F A

Foaz
DescribeVoices
RDBIE, DescribeVoices ZFRATHHEZFHBALTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
RN TOREERITOFEZEIEL TSEEL,

async fn list_voices(client: &Client) -> Result<(), Error> {
let resp = client.describe_voices().send().await?;

println!("Voices:");

let voices = resp.voices();
for voice in voices {
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println!(" Name: {}", voice.name().unwrap_or("No name!"));
println!(

" Language: {}",

voice.language_name().unwrap_or("No language!")

);

println!();
}

println!("Found {} voices", voices.len());

0k(())

« APIFE#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > A®MDescribeVoices "1 ® Ty Z228BL T
<EEV,

ListLexicons

RXDBIE, ListLexicons ZFEHATHHEZHBALTVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&%FL ., AWS J— R4E|D
RIKN)TOREERITOREZHIEL T LEEL,

async fn show_lexicons(client: &Client) -> Result<(), Error> {
let resp = client.list_lexicons().send().await?;

println!("Lexicons:");
let lexicons = resp.lexicons();
for lexicon in lexicons {
println!(" Name: {}", lexicon.name().unwrap_or_default());

println!(
" Language: {:?}\n",
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lexicon
.attributes()
.as_ref()
.map(|attrib| attrib
.language_code
.as_ref()
.expect("languages must have language codes"))
.expect("languages must have attributes")

);

println!();
println!("Found {3} lexicons.", lexicons.len());
println!();

0k(())

o APl E¥#IZ DWW TIE., AWS SDKRust APILU 7 7L > AMListLexicons T4 @ T
eV,
PutLexicon

XDPBIE, PutLexicon ZFEHATHHEZHBEL TVET,

SDK Rust @

(® Note
FMCOVTER., T Z2RLTLKEE W GitHub, AfI—EZ&&KRL., AWS 11—

ZSRLTL

N

RN TOREERITOFEZHEEL T EE L,

async fn make_lexicon(client: &Client, name: &str, from: &str, to: &str) ->
Result<(), Error> {
let content = format!("<?xml version=\"1.0\" encoding=\"UTF-8\"7?>

<lexicon version=\"1.0\" xmlns=\"http://www.w3.01rg/2005/01/pronunciation-lexicon

\" xmlns:xsi=\"http://www.w3.0rg/2001/XMLSchema-instance\"

xsi:schemaLocation=\"http://www.w3.0rg/2005/01/pronunciation-lexicon http://

www.w3.0rg/TR/2007/CR-pronunciation-lexicon-20071212/pls.xsd\"

~
)
\I

=
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alphabet=\"ipa\" xml:lang=\"en-US\">
<lexeme><grapheme>{}</grapheme><alias>{}</alias></lexeme>
</lexicon>", from, to);

client
.put_lexicon()
.name(name)
.content(content)
.send()
.await?;

println!("Added lexicon");

0k(())

« APIFHMIC DWW TIE, AWS SDKRust API) 77 L > AMPutLexicon "1 ® ") #ZBL T
=L\,
SynthesizeSpeech
RDOFE, SynthesizeSpeech RT3 HEZHRBEL TLVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&%FL ., AWS J— R4E|D
RIKN)TOREERITOREZHIEL TEEL,

async fn synthesize(client: &Client, filename: &str) -> Result<(), Error> {
let content = fs::read_to_string(filename);

let resp = client
.synthesize_speech()
.output_format(OutputFormat: :Mp3)
.text(content.unwrap())
.voice_id(VoiceId: :Joanna)
.send()
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.await?;

// Get MP3 data from response and save it
let mut blob = resp

.audio_stream

.collect()

.await

.expect("failed to read data");

let parts: Vec<&str> = filename.split('.').collect();
let out_file = format!("{}{3}", String::from(parts[@]), ".mp3");

let mut file = tokio::fs::File::create(out_file)
.await
.expect("failed to create file");

file.write_all_buf(&mut blob)
.await
.expect("failed to write to file");

ok(())

« API E##IC DWW Tk, AWS SDKRust API'J 7 7 L > AMSynthesizeSpeech ", ® T, 58
LTLEEL,

S UF
THFANEZEEICERL, TFANIRT
ROA—RYBTI)IE, LATOBRERAZZRLTVET,

« Amazon Polly Z2BAL T, Z’L—2TFAKN (UTF-8) ARAT7 ZANEA—FTAAT7AILICERK
LET,

« Amazon SANT Y NCEET7 740N ET7Y7O—RLET,

« Amazon Transcribe ZERAL T, EE 774N ETFANCEBRLET,

« TEFARNZERRLET,
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SDK Rust @

Amazon Polly Z2BAL T, 7’L—2FTF AN (UTF-8) AR T7 Z7ANEA—FAAT7AILIZERK
L. 7A—F1F774)L% Amazon S3 /N7 Y NIZF7 Y 70— R L. Amazon Transcribe % &
LTEOHA—FAFT7ANETFANIERL, TFANERTRLET,

T2BY—AOD—RE, BYRTPYTERTOFIRICOVWTE., ") OFMESFESRL T
& L\GitHub,

COBITEAZNATVE Y —ER

* Amazon Polly
« Amazon S3

« Amazon Transcribe

QLDB SDK for Rust Z{#EH L = 04l

RODI—RHlE, TforRust Z2EALTT V3> EEITL., AWS SDK—HEMIES 1) A% %
IBH5ZERLTVWETQLDB,

To2a @I RERTOTSLIPSOOA—ROE[RTHY), AVTFANATEITITZDIHEND
WET, 7232 RFEYOY—EABEEZFRVOEITHEZERLTVETA, ATFANKRAOT Y
avigk, BEITZIFUSFTHERTEET,

BEHICE, T2BY—ARODA—RAQUVIFEELTHY, ZIASAVTFAMIEFAI—ROD
BERFEERTHECODVWTOFIEZRIETEET,

=R
s FO3aA
ro>r3az

CreatelLedger

RDOFIE, CreateLedger 2R T2 HEZHBALTVET,
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SDK Rust @

® Note

EMICOVWTIE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITOREEEIELTLEEL,

async fn make_ledger(client: &Client, ledger: &str) -> Result<(), Error> {
let result = client
.create_ledger()
.name(ledger)
.permissions_mode(PermissionsMode: :AllowAll)
.send()
.await?;

println!("ARN: {}", result.arn().unwrap());

ok(())

« APIE#IC DV TIE, AWS SDKRust API) 7 7 L > AMCreateLedger "3 ® T, Z5BL T
<EEL,

ListLedgers
ROI—RPlE, ListLedgers Z#FRA T3 HZZRLTVWET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#%ZFL., AWS J— R4
RIKR)TOREERITOREZEIEL TSEEL,

async fn show_ledgers(client: &QLDBClient) -> Result<(), Error> {
let mut pages = client.list_ledgers().into_paginator().page_size(2).send();
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while let Some(page) = pages.next().await {
println!("* {:?}", page); //Prints an entire page of ledgers.
for ledger in page.unwrap().ledgers() {
println!("* {:?}", ledger); //Prints the LedgerSummary of a single

ledger.
}
}

ok(())

« API F#BIC DWW TIk, AWS SDKRust API) 7 7 L > AMListLedgers "1 @ T3 288 L T
EE U,

SDK for Rust Z A L = Amazon RDS ) 4l

RDI— RHIE, Amazon TforRust 2 AL TF7 O3> #E2TL. AWS SDK—E &+ U7
BERITSHHEERLTLVEITRDS,

ZHICE, BT2BY—RAOA—RAQUINEENATBY), TIASOAVTHFANISEFA2O—RD
RERFEEERTHELCODVWTOFIEZERETEET,

N =Ry

e Y—N—LAH>T)

H—N—LAHG>7I)
Lambda B8 T ® Amazon RDS F— Z X — A\ D =5k

RDO—RPIFE, RDS F—EAAR—AIZEH TS Lambda BB EEEITZ 2 HFZERLTVET, 20O
Bk, 207N BTF—EIR—AVIOTIANEETL, HBREERLET,

SDK Rust ®
(® Note

FHHCOVTE., T Z2RBLTKEEW GitHube Y—/N\—LAH >V TILURIKNUT
TEBHEREL, REBLTRTOFEZRRL TSEEL,
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Rust Z £ L T Lambda B8k ® Amazon RDS F—ZXR—AICE#HT D,

use
use
use

use
use
use
use
use

aws_config: :BehaviorVersion;
aws_credential_types::provider: :ProvideCredentials;
aws_sigv4::{

http_request::{sign, SignableBody, SignableRequest, SigningSettings},

sign::v4,

lambda_runtime: :{run, service_fn, Error, LambdaEvent};
serde_json::{json, Value};

sqlx: :postgres: :PgConnectOptions;

std: :env;

std::time::{Duration, SystemTime};

const RDS_CERTS: &[u8] = include_bytes!("global-bundle.pem");

async fn generate_rds_iam_token(

db_hostname: &str,
port: ul6,
db_username: &str,

) -> Result<String, Error> {

let config = aws_config::load_defaults(BehaviorVersion

let credentials = config
.credentials_provider()
.expect("no credentials provider found")
.provide_credentials()
.await
.expect("unable to load credentials");
let identity = credentials.into();
let region = config.region().unwrap().to_string();

let mut signing_settings = SigningSettings::default();

1:v2024_03_28()) .await;

signing_settings.expires_in = Some(Duration::from_secs(900));

signing_settings.signature_location =

aws_sigv4: :http_request::SignaturelLocation: :QueryParams;

let signing_params = v4::SigningParams: :builder()
.identity(&identity)
.region(&region)
.name("rds-db")
.time(SystemTime: :now())
.settings(signing_settings)
.build()?;
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let url = format!(
"https://{db_hostname}: {port}/?Action=connect&DBUser={db_user}",
db_hostname = db_hostname,
port = port,
db_user = db_username

);

let signable_request =
SignableRequest: :new("GET", &url, std::iter::empty(),
SignableBody: :Bytes(&[]))
.expect("signable request");

let (signing_instructions, _signature) =
sign(signable_request, &signing_params.into())?.into_parts();

let mut url = url::Url::parse(&url).unwrap();
for (name, value) in signing_instructions.params() {
url.query_pairs_mut().append_pair(name, &value);

let response = url.to_string().split_off("https://".len());

Ok(response)

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(handler)).await

async fn handler(_event: LambdaEvent<Value>) -> Result<Value, Error> {
let db_host = env::var("DB_HOSTNAME").expect("DB_HOSTNAME must be set");
let db_port = env::var("DB_PORT")
.expect("DB_PORT must be set")
.parse::<ul6>()
.expect("PORT must be a valid number");
let db_name = env::var("DB_NAME").expect("DB_NAME must be set");
let db_user_name = env::var("DB_USERNAME").expect("DB_USERNAME must be set");

let token = generate_rds_iam_token(&db_host, db_port, &db_user_name).await?;

let opts = PgConnectOptions::new()
.host(&db_host)
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.port(db_port)

.username(&db_user_name)

.password(&token)

.database(&db_name)
.ssl_root_cert_from_pem(RDS_CERTS.to_vec())
.ssl_mode(sqglx::postgres: :PgSslMode: :Require);

let pool = sqlx::postgres::PgPoolOptions: :new()
.connect_with(opts)
.await?;

let result: i32 = sqglx::query_scalar("SELECT $1 + $2")
.bind(3)
.bind(2)
.fetch_one(&pool)
.await?;

println!("Result: {:?}", result);

Ok(json!({

"statusCode": 200,

"content-type": "text/plain",

"body": format!("The selected sum is: {result}")
1))

SDK for Rust Z A L = Amazon RDS Data Service @ 45l

RO — RHIIE. Amazon RDS Data Service T for Rust AL T7 o> 3> &#E{TL. AWS
SDK—M 7> F ) A ZREKITBHEZTRLTVET,

To2a> &WREZTOTSLLSOO—ROFEHRTHY), AVTFANKNTRERIITIHNEND
WET, O3 2O —EAMELZNHTHITHEEZRLTVETHN, ITFANKRNOT D
2aAviEk, BETHIFUATHERTEET,

ZHICE, B2BY—ARODA—RAQOUIONEENTEY., TCHASAVTHFANCHBFAO—ROD
BRERFZEEERTHECODVWVTOFIEZERTEEXT,

=Ry

s FO3A

Amazon RDS Data Service 500



AWS SDK for Rust FROYN—HA R

Fo>3az

ExecuteStatement

RDPIE., ExecuteStatement ZFEHATH A EEFHBALTVET,

SDK Rust @

® Note

FHCOWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
ROKNUTOREERITOFEZEIEL TSEE,

async fn query_cluster(
client: &Client,
cluster_arn: &str,
query: &str,
secret_arn: &str,
) -> Result<(), Error> {
let st = client
.execute_statement()
.resource_arn(cluster_arn)
.database("postgres") // Do not confuse this with db instance name
.sql(query)
.secret_arn(secret_arn);

let result = st.send().await?;

println!("{:?}", result);
println!();

0k(())

« APIEEMIZ DWW TIE. AWS SDKRust API) 7 7 L > AMExecuteStatement ', ® T, %&
LTLEETW,
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"FUF A DOY—EARA S, KL MEO AWS O —ERAEHEIEDE TEROBEHZ
FOHL., BENDRAVZRITIDHEERTI—REITT,

ZHICIE, R2BY—RAT—RAQUVIHFEENTHY, TIASIAVTFFANCHEEFBI—RO
WEFARERTAECOVTOFIEERRTEET,
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ERTBFECODVTRLTVET,
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Amazon Rekognition ZEA L TEHEANDIXRIILZHREL, RELTETRETEDLSIZTSHE
BE7HY NEBT7VT—23a>0BRAEEZERLET,

FE2BY—AO—RE, Y RNTPYTERTOFIEICOVTR, ) OFMEBflzesBL TE
éb\ GitHub,

COBDOY—AICDOVWTEHLLIK, AWS OdZ1=-5F4T7O07BBESBLTLSEEZL,
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« API =K1 A
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* Amazon Rekognition

« Amazon S3
« Amazon SNS
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T2BY—AOD—RE, EYRTPYTERTOFIRICOVWTE., ") OFMESFESRL T
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async fn show_host_info(client: &aws_sdk_route53::Client) -> Result<(),
aws_sdk_route53: :Error> {
let hosted_zone_count = client.get_hosted_zone_count().send().await?;

println!(
"Number of hosted zones in region : {}",
hosted_zone_count.hosted_zone_count(),

)E
let hosted_zones = client.list_hosted_zones().send().await?;
println!("Zones:");
for hz in hosted_zones.hosted_zones() {
let zone_name = hz.name();
let zone_id = hz.id();
println!(" ID : {}", zone_id);
println!(" Name : {}", zone_name);
println!();

}

0k(())

« APIE#IZ DLV TIE. AWS SDKRust APIY) 7 7 L > AMListHostedZones ", @ T, #Z 8L
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Hello Amazon S3
ROD— RBlE, Amazon S3 DERAZMABT A HEERLTVET,

SDK Rust @

(® Note

HMICOVWTIE., T, ZBBLTLEE WV GitHub, AHl—E%#&ZEL., AWS J— R4
RIRNUTOREERTOAEEREL TSEEL,

/// S3 Hello World Example using the AWS SDK for Rust.

///

/// This example lists the objects in a bucket, uploads an object to that bucket,
/// and then retrieves the object and prints some S3 information about the object.
/// This shows a number of S3 features, including how to use built-in paginators
/// for large data sets.

///

/// # Arguments

///

/// * “client® - an S3 client configured appropriately for the environment.

/// * “bucket® - the bucket name that the object will be uploaded to. Must be
present in the region the “client’ is configured to use.

/// * “filename®™ - a reference to a path that will be read and uploaded to S3.
/// * “key' - the string key that the object will be uploaded as inside the bucket.
async fn list_bucket_and_upload_object(

client: &aws_sdk_s3::Client,

bucket: &str,

filepath: &Path,

key: &str,
) -> Result<(), S3ExampleError> {

// List the buckets in this account

let mut objects = client

.list_objects_v2()
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.bucket(bucket)
.into_paginatoxr()
.send();

println!("key\tetag\tlast_modified\tstorage_class");
while let Some(Ok(object)) = objects.next().await {
for item in object.contents() {
println!(
IR EANS R ANS R AN S
item.key().unwrap_or_default(),
item.e_tag().unwrap_or_default(),
item.last_modified()
.map(|1m| format!("{1m}"))
.unwrap_or_default(),
item.storage_class()
.map(|sc| format!("{sc}"))
.unwrap_or_default()

);
}
}
// Prepare a ByteStream around the file, and upload the object using that
ByteStream.
let body = aws_sdk_s3::primitives: :ByteStream: :from_path(filepath)
.await

.map_err(|err| {

S3ExampleError: :new(format!(
"Failed to create bytestream for {filepath:?} ({err:?})"

))

D

let resp = client

.put_object()

.bucket(bucket)

.key(key)

.body(body)

.send()

.await?;

println!(
"Upload success. Version: {:?}",
resp.version_id()
.expect("S3 Object upload missing version ID")

);
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// Retrieve the just-uploaded object.

let resp = client.get_object().bucket(bucket).key(key).send().await?;
println!("etag: {}", resp.e_tag().unwrap_or("(missing)"));
println!("version: {}", resp.version_id().unwrap_or("(missing)"));

0k(())

S3ExampleError utilities,

/// S3ExampleError provides a From<T: ProvideErrorMetadata> impl to extract
/// client-specific error details. This serves as a consistent backup to handling
/// specific service errors, depending on what is needed by the scenario.
/// It is used throughout the code examples for the AWS SDK for Rust.
#[derive(Debug)]
pub struct S3ExampleError(String);
impl S3ExampleError {

pub fn new(value: impl Into<String>) -> Self {

S3ExampleError(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
S3ExampleError(format!("{}: {}", message.into(), self.0Q))

impl<T: aws_sdk_s3::error::ProvideErrorMetadata> From<T> for S3ExampleError {
fn from(value: T) -> Self {
S3ExampleError(format!(
{3 {3,
value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)
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impl std::error::Error for S3ExampleError {3}

impl std::fmt::Display for S3ExampleError {

fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {

write!(f, "{}", self.0)
}
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SFIARRTIBINAFTVIL—FbDO—R,

#1[allow(clippy::result_large_err)]

//! Purpose

//! Shows how to use the AWS SDK for Rust to get started using

//!' Amazon Simple Storage Service (Amazon S3). Create a bucket, move objects into
and out of it,

//! and delete all resources at the end of the demo.

//!

//!' This example follows the steps in "Getting started with Amazon S3" in the
Amazon S3

//! user guide.

//' - https://docs.aws.amazon.com/AmazonS3/latest/userguide/GetStartedWithS3.html

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::{config::Region, Client};

use s3_code_examples::error::S3ExampleError;

use uuid::Uuid;

#[tokio: :main]
async fn main() -> Result<(), S3ExampleError> {

let
let
let
let
let
let
let
let

region_provider = RegionProviderChain::first_try(Region: :new("us-west-2"));
region = region_provider.region().await.unwrap();

shared_config = aws_config::from_env().region(region_provider).load().await;

’

client = Client::new(&shared_config);

bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());
file_name = "s3/testfile.txt".to_string();

key = "test file key name".to_string();

target_key = "target_key".to_string();

if let Err(e) = run_s3_operations(region, client, bucket_name, file_name, key,
target_key).await

{

eprintln!("{:?}", e);
};
0k(())

async fn run_s3_operations(

region: Region,
client: Client,

=¥
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bucket_name: String,
file_name: String,
key: String,
target_key: String,
) -> Result<(), S3ExampleError> {
s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;
let run_example: Result<(), S3ExampleError> = (async {
s3_code_examples: :upload_object(&client, &bucket_name, &file_name,
&key).await?;
let _object = s3_code_examples::download_object(&client, &bucket_name,
&key).await;
s3_code_examples: :copy_object(&client, &bucket_name, &bucket_name, &key,
&target_key)
.await?;
s3_code_examples::list_objects(&client, &bucket_name).await?;
s3_code_examples::clear_bucket(&client, &bucket_name).await?;
0k(())
1)
.await;
if let Err(err) = run_example {
eprintln!("Failed to complete getting-started example: {err:?}");
}

s3_code_examples: :delete_bucket(&client, &bucket_name).await?;

ok(())

SFTIUATHERAESND —BRNBET I3,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types: :BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :builder()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
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.create_bucket_configuration(cfg)
.bucket(bucket_name)

.send()

.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.
create.map(Some).or_else(|err| {
if err
.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

1)

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)

pub async fn download_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
key: &str,
) -> Result<aws_sdk_s3::operation::get_object::GetObjectOutput, S3ExampleError> {
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client
.get_object()
.bucket(bucket_name)
.key(key)
.send()
.await
.map_err(S3ExampleError: :from)

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(||
aws_sdk_s3::types: :CopyObjectResult: :builder().build())
.e_tag()
.unwrap_or("missing")
I
0k(())

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
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.max_keys(10) // In this example, go 10 at a time.

.into_paginatoxr()
.send();

while let Some(result) = response.next().await {

match result {
Ok(output) => {

for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}
Err(err) => {
eprintln!("{err:?}")

0k(())

/// Given a bucket, remove all objects in the bucket, and then ensure no objects

/// remain in the bucket.

pub async fn clear_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,

) -> Result<Vec<String>, S3ExampleError> {

let objects = client.list_objects_v2().bucket(bucket_name).send().await?;

// delete_objects no longer needs to be mutable.

let objects_to_delete: Vec<String> = objects
.contents()
.iter()
.filter_map(|obj| obj.key())
.map(String::from)
.collect();

if objects_to_delete.is_empty() {
return Ok(vec![]);

let return_keys = objects_to_delete.clone();

delete_objects(client, bucket_name, objects_to_delete).await?;
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let objects = client.list_objects_v2().bucket(bucket_name).send().await?;
eprintln!("{objects:?}");

match objects.key_count {
Some(@) => Ok(return_keys),
_ => Err(S3ExampleError: :new(
"There were still objects left in the bucket.",
)),

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

{

0k(())
} else {

Err(S3ExampleError: :from(err))
}

« API I DWW T, AWS SDKRustAPIU 7 7L2AD OUTOREY VZSRBLTLKEE
Wo

+ CopyObiject

CreateBucket

DeleteBucket

DeleteObjects

GetObject
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 ListObjectsV2
 PutObject

To>rar
CompleteMultipartUpload
RDOPlE, CompleteMultipartUpload ZFH T2 HEZHRBLTVET,

SDK Rust @

® Note

EMICOVWTIEE., Ty ZBLTLEEV GitHub, Afl—E%#&ZEL., AWS JO— R4FU

RN TOREERITOFEZEEL TSEE,

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to

// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
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.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
I

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

%

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length: :Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);
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« API ZE#IC DV Tk, AWS SDKRust APIJ 7 7 L > A®MCompleteMultipartUpload "3 @ T,
ZSRLTLSEEV,

CopyObject
RO I— RAlE, CopyObject ZFERATEHEERLTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J—RHIU
RIKNUTOREERITOFEZEIEL TSEEL,

/// Copy an object from one bucket to another.
pub async fn copy_object(
client: &aws_sdk_s3::Client,
source_bucket: &str,
destination_bucket: &str,
source_object: &str,
destination_object: &str,
) -> Result<(), S3ExampleError> {
let source_key = format!("{source_bucket}/{source_object}");
let response = client
.copy_object()
.copy_source(&source_key)
.bucket(destination_bucket)
.key(destination_object)
.send()
.await?;

println!(
"Copied from {source_key} to {destination_bucket}/{destination_object} with
etag {}",
response
.copy_object_result
.unwrap_or_else(| |
aws_sdk_s3::types: :CopyObjectResult: :buildexr().build())
.e_tag()
.unwrap_or("missing")

);
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ok(())

« APIFHILIC DWW TIE, AWS SDKRust APIYJ 7 7 L > AMCopyObject "4 @ ") 258 L T
ZE W,

CreateBucket

ROD— RHIE, CreateBucket ZFEA T AZEERLTVET,

SDK Rust @

® Note

FHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#&ZEL., AWS J— R4EJD
RN TOREERITOFEZEEL TSEE,

pub async fn create_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
region: &aws_config::Region,
) -> Result<Option<aws_sdk_s3::operation::create_bucket::CreateBucketOutput>,
S3ExampleError> {
let constraint =
aws_sdk_s3::types::BucketLocationConstraint::from(region.to_string().as_str());
let cfg = aws_sdk_s3::types::CreateBucketConfiguration: :buildex()
.location_constraint(constraint)
.build();
let create = client
.create_bucket()
.create_bucket_configuration(cfg)
.bucket(bucket_name)
.send()
.await;

// BucketAlreadyExists and BucketAlreadyOwnedByYou are not problems for this
task.

create.map(Some).or_else(|err| {
if err
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.as_service_error()
.map(|se| se.is_bucket_already_exists() ||
se.is_bucket_already_owned_by_you())

== Some(true)
{

Ok (None)
} else {

Err(S3ExampleError: :from(err))
}

1)

« APIEEMRIC DWW TIE, AWS SDKRustAPIY 7 7L > AMCreateBucket 3 @ T #83BL TL
EE L,

CreateMultipartUpload
RO I—RAlE, CreateMultipartUpload ZEHT2HEERLTVET,

SDK Rust @

® Note

FHECOVTRE, ") 28RBLTLKEEV GitHub, Afl—EBZ#KZEL., AWS J— R4E|V
RN TOREERITOFEZEEL TSEEL,

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;
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let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in 0..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart::builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildex()
.set_parts(Some(upload_parts))
.build();
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let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

« API ZHHIC DV Tk, AWS SDKRust APIJ 7 7 L > A®MCreateMultipartUpload "4 @ T, &
BLTLSEZL,

DeleteBucket

RDBIE, DeleteBucket ZFEHITHHEEHBALTVET,

SDK Rust @

® Note

FHHECOVTE, ") 28RBLTLKEEV GitHub, Afl—EBZ#&ZEL, AWS J— RE|D
RN TOREERITOFEZEEL TSEE,

pub async fn delete_bucket(
client: &aws_sdk_s3::Client,
bucket_name: &str,
) -> Result<(), S3ExampleError> {
let resp = client.delete_bucket().bucket(bucket_name).send().await;
match resp {
Ok(_) => 0k(()),
Err(err) => {
if err
.as_service_error()
.and_then(aws_sdk_s3::error: :ProvideErrorMetadata: :code)
== Some("NoSuchBucket")

0k(())
} else {
Err(S3ExampleError: :from(err))
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o APIEH#HIZ DWW TIE., AWS SDKRust APIU 7 7L > AMDeleteBucket ', @ T, #8BL TL
EEV,

DeleteObject

RDFIE., DeleteObject ZFERAITHHEZHBALTVET,

SDK Rust @

® Note

EMICOVWTIE., Ty #283BLTLSEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4V
RERNUTHREERITOAZEEEIELTLEEL,

/// Delete an object from a bucket.
pub async fn remove_object(
client: &aws_sdk_s3::Client,
bucket: &str,
key: &str,
) -> Result<(), S3ExampleError> {
client
.delete_object()
.bucket(bucket)
.key(key)
.send()
.await?;

// There are no modeled errors to handle when deleting an object.

ok(())
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« API FMHIC DWW TIF. AWS SDKRust APILJ 7 7 L > AMDeleteObject "1 @ "1 #25HRL TL
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DeleteObjects
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/// Delete the objects in a bucket.
pub async fn delete_objects(
client: &aws_sdk_s3::Client,
bucket_name: &str,
objects_to_delete: Vec<String>,
) -> Result<(), S3ExampleError> {
// Push into a mut vector to use '?° early return errors while building object
keys.
let mut delete_object_ids: Vec<aws_sdk_s3::types::0bjectIdentifier> = vec![];
for obj in objects_to_delete {
let obj_id = aws_sdk_s3::types::0bjectIdentifier::buildexr()
.key(obj)
.build()
.map_err(|err| {
S3ExampleError: :new(format!("Failed to build key for delete_object:
{err:?3}"))
1)7?;
delete_object_ids.push(obj_id);

client
.delete_objects()
.bucket(bucket_name)
.delete(
aws_sdk_s3::types::Delete: :buildex()
.set_objects(Some(delete_object_ids))
.build()
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.map_err(|err| {
S3ExampleError: :new(format!("Failed to build delete_object input
{err:?1}"))
IEr
)
.send()
.await?;

0k(())

. API E#IC DLW Tk, AWS SDKRust APIJ 7 7 L > A®DeleteObjects "4 @ T, #BHBL T
<IEEV,

GetBucketLocation

ROPBIE. GetBucketLocation ZFEHATAHEEHBLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTLKEEV GitHub, Afl—EZ#&%FL., AWS J— R4A|D
RN TOREERTOREZHBLTLEET L,

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketlLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;
while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client
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.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()

.await?;

if r.location_constraint() == Some(&region) {
println!("{}", bucket.name().unwrap_or_default());
in_region += 1;
}
} else {
println!("{}", bucket.name().unwrap_or_default());

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);

0k(())

« APIFF#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > AMGetBucketLocation "3 @ ) S8R
LTLEETW,

GetObject

RO I— RBlE, GetObject ZHEATHAEZRLTVET,
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SDK Rust @

® Note

EMICOVWTIEE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU
RERNUTHREERITOREEEELTLEEL,

async fn get_object(client: Client, opt: Opt) -> Result<usize, S3ExampleError> {
trace! ("bucket: {3}", opt.bucket);
trace!("object: {3}", opt.object);
trace!("destination: {}", opt.destination.display());

let mut file = File::create(opt.destination.clone()).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to initialize file for saving S3 download: {err:?}"
))
1)7?;

let mut object = client
.get_object()
.bucket(opt.bucket)
.key(opt.object)
.send()
.await?;

let mut byte_count = @_usize;
while let Some(bytes) = object.body.try_next().await.map_err(|err| {
S3ExampleError: :new(format!("Failed to read from S3 download stream:
{err:?1}"))
2 {
let bytes_len = bytes.len();
file.write_all(&bytes).map_err(|err| {
S3ExampleError: :new(format!(
"Failed to write from S3 download stream to local file: {err:?}"
))
)%y
trace!("Intermediate write of {bytes_len}");
byte_count += bytes_len;

Ok (byte_count)
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}

« APIFFHRIZ DWW Tk, AWS SDKRust APIJ 7 7 L2 AMGetObject ", @ T, 28U T
=L\,

ListBuckets

ROI— RPIE, ListBuckets ZFEHATHAHEERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&%FL., AWS J— R4E|D
RIKN)TOREERITOREZHIEL T EEL,

async fn show_buckets(
strict: bool,
client: &Client,
region: BucketlLocationConstraint,
) -> Result<(), S3ExampleError> {
let mut buckets = client.list_buckets().into_paginator().send();

let mut num_buckets = 0;
let mut in_region = 0;

while let Some(Ok(output)) = buckets.next().await {
for bucket in output.buckets() {
num_buckets += 1;
if strict {
let r = client

.get_bucket_location()
.bucket(bucket.name().unwrap_or_default())
.send()
.await?;

if r.location_constraint() == Some(&region) {
println!("{3}", bucket.name().unwrap_or_default());
in_region += 1;
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}
} else {
println!("{}", bucket.name().unwrap_or_default());

}

}

println!();
if strict {
println!(
"Found {3} buckets in the {} region out of a total of {} buckets.",
in_region, region, num_buckets
);
} else {
println!("Found {} buckets in all regions.", num_buckets);

}

0k(())

« APIFFHRIZ DWW Tk, AWS SDKRust APIYJ 7 7 L > ADListBuckets "4 @ Ty #Z8L T
ZEV,

ListObjectVersions

ROD— RPlE, ListObjectVersions Z#FHAT2HZZ RLTVWET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#&%FL. AWS J— R4F|D
RIKN)TOREERITOREZHIEL TLEEL,

async fn show_versions(client: &Client, bucket: &str) -> Result<(), Error> {
let resp = client.list_object_versions().bucket(bucket).send().await?;

for version in resp.versions() {
println!("{}", version.key().unwrap_or_default());
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println!(" version ID: {}", version.version_id().unwrap_or_default());
println!();
}

ok(())

« APIFEHIZ DWW T, AWS SDKRust APIJ 7 7 L > ADListObjectVersions "4 @ T, %&
LTLEZL,

%
I

ListObjectsV2

XOPlE, ListObjectsV2 ZFEATHHEZHBALTVET,

SDK Rust @

® Note

FHHECOVTE, ") 22RBLTLKEEV GitHub, Afl—EZ#KZEL, AWS J— R4E|D
RN TOREERITOFEZEEL TSEE,

pub async fn list_objects(client: &aws_sdk_s3::Client, bucket: &str) -> Result<(),
S3ExampleError> {
let mut response = client
.list_objects_v2()
.bucket(bucket.to_owned())
.max_keys(10) // In this example, go 10 at a time.
.into_paginatoxr()
.send();

while let Some(result) = response.next().await {
match result {

Ok(output) => {

for object in output.contents() {
println!(" - {}", object.key().unwrap_or("Unknown"));

}

}

Err(err) => {
eprintln! ("{err:?3}")
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}

ok(())

« APIFFHIZDWTIE, AWSSDK "RustAPIV 7 7L 2R3 @ T O ListObjectsV2, ZZ8L T
<EEW,

PutObject
ROD— RPlIE, PutObject ZFEAT B AHZEERLTVET,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#%ZFL., AWS J— R4AID
RN TOREERITOREEZHEEL T EE L,

pub async fn upload_object(
client: &aws_sdk_s3::Client,
bucket_name: &str,
file_name: &str,

key: &str,
) -> Result<aws_sdk_s3::operation::put_object::PutObjectOutput, S3ExampleError> {
let body =
aws_sdk_s3::primitives: :ByteStream: :from_path(std::path::Path::new(file_name)).await;
client

.put_object()
.bucket(bucket_name)

.key(key)

.body(body.unwrap())

.send()

.await
.map_err(S3ExampleError: :from)
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« APIFFH#IZ DWW Tk, AWS SDKRust APIU 7 7 L > AMPutObject "4 @ T, #Z8WL T
=L,
UploadPart
ROFIE. UploadPart ZFEHAT S HEZHMAL TLVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J—RHIU
RIKNUTOREERITOFEZEIEL TSEEL,

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

i

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_pazrt()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;
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upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

\

« API FFMICDWTIF. AWS SDKRust APIV 7 7 L > A®MUploadPart "1 @ Ty 258U T E
=W,
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THFANZEFICERL, TFANIRY

ROOA— R TIE. ATOREREEZRLTVET,

 Amazon Polly ZEAL T, 7L—2FTF AN (UTF8) ABT7 7 AN EF—FT A AT 7 AILICEMK
LET,

« Amazon S3NT Y NZBEE7 740N &2F7Y7O—RLET,

« Amazon Transcribe ZFEAL T, BFE77AINETFANIERLET,

« TFAMNERTRLET,

SDK Rust @

Amazon Polly ZEHAL T, 77L—>2FTF AN (UTF-8) AR 7 7ANEA—FTA AT 7AILICERK
L. 7A—F1F774)L% Amazon S3 /N7 Y NIZF7 Y 7’0— R L. Amazon Transcribe % &
LTEOA—FAFT7ANETFANIERL, TFANERTRLET,

T2BY—AOA—RE, BYRTPYTERTOFIRICOVWTE, ") OFMESHFESRL T
& WGitHub,

COBITEAZNATVE Y —ER

+ Amazon Polly

« Amazon S3

 Amazon Transcribe

FBANE ZFRT S URL

RO I— RABIE, Amazon SSURLDEBEFNZ Z#ERL., A7 IO NET7YTO—RIBZHEER
LTVWET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ%FL. AWS J— R4A|D
AR TOREERTOREZHRL TSEZ L,
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GETS3 A7 IOV MNADEMEBRVIIANEZERLET,

/// Generate a URL for a presigned GET request.
async fn get_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub64,
) -> Result<(), Box<dyn Error>> {
let expires_in = Duration::from_secs(expires_in);
let presigned_request = client
.get_object()
.bucket(bucket)
.key(object)
.presigned(PresigningConfig::expires_in(expires_in)?)
.await?;

println!("Object URI: {}", presigned_request.uri());
let valid_until = chrono::offset::Local::now() + expires_in;
println!("Valid until: {valid_untill}");

ok(())

PUTS3 A7 IO RMADEBRVIIANZERLET,

async fn put_object(
client: &Client,
bucket: &str,
object: &str,
expires_in: ub4,
) -> Result<String, S3ExampleError> {
let expires_in: std::time::Duration =
std::time: :Duration::from_secs(expires_in);
let expires_in: aws_sdk_s3::presigning: :PresigningConfig =
PresigningConfig::expires_in(expires_in).map_err(|err| {
S3ExampleError: :new(format!(

"Failed to convert expiration to PresigningConfig: {err:?}"

))
1)7?;
let presigned_request = client
.put_object()
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.bucket(bucket)
.key(object)
.presigned(expires_in)
.await?;

Ok(presigned_request.uri().into())

B—N—LAT7VT—232 2B LTEENER

ROIA—RHITRE, I——DIRILEEALTEEZEETEDY-—N—LAT7TUT—>3 %
ERTBDHFEICODVTRLTVET,

SDK Rust @

Amazon Rekognition ZF AL TEHEHERNDSRIILZREL, RELTETHETED&LSILTDE
BE7twYy NEBT7UT—2a>0BREEERLET,

FE2BY—AO—RE, Y RNTYTERTOFIEICOVTR, 1 OFMEBflzesRBLTE
é \/\ GitHub,

COBDOY—AICDOVWTEHLLIK, AWS OdZ1=ZF4 700 BESHBLTLSEEY,

COBITEAZNTVER Y —ER

API T—RDoxIA
DynamoDB

Lambda

Amazon Rekognition
Amazon S3

Amazon SNS

AX—DHNDOBEZRELET

ROA—RY TG, UTOREREEZRLTVET,

e A XA—2% Amazon S3NT Y MICRELET,
« Amazon Rekognition ZEAL T, FwfE. %5, BiF (KELE) BEQHEOFMERELET,
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« CNSDOFMERTLET,

SDK Rust @

TY7O—R 7L 74YOR&HF, Amazon S3/NT Y RATA X—T & ®R1EL . Amazon
Rekogniton ZfEAL T, F&HE. MHl. BiF (REL L) BEDHDOHMERLEL. ThSDF
MERRLETD,

T2V —AD—RE, Y RNTPYTERTOFIEICOVTR, T, OFMELEHZESREBLTLE
= LGitHub,

COPITEAENATVWER T —ER
* Amazon Rekognition

« Amazon S3

N7y NFEBENTWRHRE, NTY RPN SATITONERBTS

ROOA—RBIFE, SSNTY NADATZITINDSTF—REHmIMBEEERLTVET,
L. TONTY M BTEOBRERZINEICEEE N TOWEVESICRY T,

SDK Rust @

@ Note

HMICOVWTIEE., T, Z83BLTLSEEV GitHub, Afl—&E%Z#&ZEL., AWS JO— R4F|V
RN TOREEEZTORZEEBIBELTLLEZL,

use aws_sdk_s3::{
error: :SdkError,
primitives::{ByteStream, DateTime, DateTimeFormat},
Client,

i

use s3_code_examples::error::S3ExampleError;

use tracing::{error, warn};

const KEY: &str = "key";
const BODY: &str = "Hello, world!";

/// Demonstrate how “if-modified-since’ reports that matching objects haven't
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/// changed.

///

/// # Steps

/// - Create a bucket.

/// - Put an object in the bucket.

/// - Get the bucket headers.

/// - Get the bucket headers again but only if modified.

/// - Delete the bucket.

#[tokio: :main]

async fn main() -> Result<(), S3ExampleError> {
tracing_subscriber::fmt::init();

// Get a new UUID to use when creating a unique bucket name.
let uuid = uuid::Uuid::new_v4();

// Load the AWS configuration from the environment.
let client = Client::new(&aws_config::load_from_env().await);

// Generate a unique bucket name using the previously generated UUID.
// Then create a new bucket with that name.
let bucket_name = format!("if-modified-since-{uuid}");
client
.create_bucket()
.bucket(bucket_name.clone())
.send()
.await?;

// Create a new object in the bucket whose name is 'KEY  and whose
// contents are "BODY .
let put_object_output = client

.put_object()

.bucket(bucket_name.as_str())

.key(KEY)

.body(ByteStream: :from_static(BODY.as_bytes()))

.send()

.await;

// If the "PutObject’ succeeded, get the eTag string from it. Otherwise,
// report an error and return an empty string.
let e_tag_1 = match put_object_output {
Ok(put_object) => put_object.e_tag.unwrap(),
Err(err) => {
error!("{err:?}");
String::new()
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};

// Request the object's headers.
let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.send()
.await;

// If the "HeadObject® request succeeded, create a tuple containing the
// values of the headers “last-modified® and “etag’ . If the request
// failed, return the error in a tuple instead.
let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok (head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => (Err(err), String::new()),

i

warn!("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and first GetObject had differing eTags"
);

println!("First value of last_modified: {last_modified:?}");
println!("First tag: {}\n", e_tag_1);

// Send a second ‘HeadObject  request. This time, the “if_modified_since"
// option is specified, giving the “last_modified® value returned by the
// first call to "HeadObject'.

//

// Since the object hasn't been changed, and there are no other objects in
// the bucket, there should be no matching objects.

let head_object_output = client
.head_object()
.bucket(bucket_name.as_str())
.key(KEY)
.if_modified_since(last_modified.unwrap())
.send()
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.await;

// If the 'HeadObject® request succeeded, the result is a typle containing
// the “last_modified® and ‘e_tag_1l" properties. This is _not_ the expected
// result.

//

// The _expected_ result of the second call to ‘HeadObject® is an

// "SdkError::ServiceError' containing the HTTP error response. If that's
// the case and the HTTP status is 304 (not modified), the output is a

// tuple containing the values of the HTTP "last-modified’ and ‘etag’

// headers.

//

// If any other HTTP error occurred, the error is returned as an

// "SdkError::ServiceError'.

let (last_modified, e_tag_2) = match head_object_output {
Ok(head_object) => (
Ok(head_object.last_modified().cloned().unwrap()),
head_object.e_tag.unwrap(),
),
Err(err) => match err {
SdkError::ServiceError(err) => {
// Get the raw HTTP response. If its status is 304, the
// object has not changed. This is the expected code path.
let http = err.raw();
match http.status().as_ul6() {
// If the HTTP status is 304: Not Modified, return a
// tuple containing the values of the HTTP
// “last-modified® and “etag’ headers.
304 => (
Ok(DateTime: :from_stxr(
http.headers().get("last-modified").unwrap(),
DateTimeFormat: :HttpDate,
)
.unwrap()),
http.headers().get("etag").map(|t| t.into()).unwrap(),
),
// Any other HTTP status code is returned as an
// "SdkError::ServiceError".
_ => (Err(SdkError::ServiceError(err)), String::new()),

}
// Any other kind of error is returned in a tuple containing the
// error and an empty string.
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_ => (Err(err), String::new()),
iy
};

warn!("last modified: {last_modified:?}");
assert_eq!(

e_tag_1, e_tag_2,

"PutObject and second HeadObject had different eTags"
);

println!("Second value of last modified: {last_modified:?}");
println!("Second tag: {}", e_tag_2);

// Clean up by deleting the object and the bucket.
client

.delete_object()

.bucket(bucket_name.as_str())

.key(KEY)

.send()

.await?;

client
.delete_bucket()
.bucket(bucket_name.as_str())
.send()
.await?;

0k(())

« APIFFHRIZDW Tk, AWS SDKRustAPIJ 7 7L > AMGetObject ", @ T, 258U T
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EXIFBRUOTDOMDA X—DERERETS
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« JPG, JPEG, £ PNG 774 ILASEXIFIEHREZBREBELET,
« Amazon SANT Y NCAX—=2T7 74027 Yy 77O0—RLULET,
« Amazon Rekognition ZFEAL T, 77A4IILAD 3 DO LNUEM (TRIL) ZHELET,
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Cargo.toml T ARG FTIATTY,

[package]

name = "testing-examples"

version = "0.1.0"

authors = [
"John Disanti <jdisanti@amazon.com>",
"Doug Schwartz <dougscheamazon.com>",

]
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edition = "2021"

[dependencies]

async-trait = "0.1.51"

aws-config = { version "1.0.1", features = ["behavior-version-latest"] }
aws-credential-types = { version = "1.0.1", features = [ "hardcoded-
credentials", ] }

aws-sdk-s3 = { version "1.4.0" }

aws-smithy-types = { version = "1.0.1" }

aws-smithy-runtime = { version = "1.0.1", features = ["test-util"] }
aws-smithy-runtime-api = { version = "1.0.1", features = ["test-util"] }
aws-types = { version = "1.0.1" }

clap = { version = "4.4", features = ["derive"] }

http = "0.2.9"

mockall = "@.11.4"

serde_json = "1"

tokio = { version = "1.20.1", features = ["full"] }

tracing-subscriber = { version = "0.3.15", features = ["env-filter"] }

[[bin]]
name = "main"
path = "src/main.rs"

F—REYVIVES—EARTYN—Z2&E>1ZY NTAMDOBI,

use aws_sdk_s3 as s3;
#[allow(unused_imports)]
use mockall::automock;

use s3::operation::list_objects_v2::{ListObjectsV2Error, ListObjectsV20utput};

#[cfg(test)]

pub use MockS3Impl as S3;
#[cfg(not(test))]

pub use S3Impl as S3;

#[allow(dead_code)]
pub struct S3Impl {
inner: s3::Client,
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#[cfg_attr(test, automock)]
impl S3Impl {
#[allow(dead_code)]
pub fn new(inner: s3::Client) -> Self {
Self { inner }

#[allow(dead_code)]
pub async fn list_objects(
&self,
bucket: &str,
prefix: &str,
continuation_token: Option<String>,
) -> Result<ListObjectsV20utput, s3::error::SdkError<ListObjectsV2Error>> {
self.inner
.list_objects_v2()
.bucket(bucket)
.prefix(prefix)
.set_continuation_token(continuation_token)
.send()
.await

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
// Now we take a reference to our trait object instead of the S3 client
// s3_list: ListObjectsService,
s3_list: S3,
bucket: &str,
prefix: &str,
) -> Result<usize, s3::Error> {
let mut next_token: Option<String> = None;
let mut total_size_bytes = 0;
loop {
let result = s3_list
.list_objects(bucket, prefix, next_token.take())
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;
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// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[cfg(test)]
mod test {
use super::*;
use mockall::predicate::eq;

#[tokio: :test]
async fn test_single_page() {
let mut mock = MockS3Impl::default();
mock .expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::builder()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),
1))
.build())
18

// Run the code we want to test with it

let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);

#[tokio: :test]
async fn test_multiple_pages() {
// Create the Mock instance with two pages of objects now
let mut mock = MockS3Impl::default();
mock.expect_list_objects()
.with(eq("test-bucket"), eq("test-prefix"), eq(None))
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.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(5).build(),
s3::types::0bject::builder().size(2).build(),

D)
.set_next_continuation_token(Some("next".to_string()))
.build())
1)
mock.expect_list_objects()
.with(

eq("test-bucket"),
eq("test-prefix"),
eq(Some("next".to_string())),
)
.return_once(|_, _, _| {
Ok(ListObjectsV20utput::buildexr()
.set_contents(Some(vec![
// Mock content for ListObjectsV2 response
s3::types::0bject::builder().size(3).build(),
s3::types::0bject::builder().size(9).build(),
D)
.build())
1);

// Run the code we want to test with it
let size = determine_prefix_file_size(mock, "test-bucket", "test-prefix")
.await

.unwrap();

assert_eq! (19, size);

ZEAL HEET A N DB StaticReplayClient.

use aws_sdk_s3 as s3;

#[allow(dead_code)]
pub async fn determine_prefix_file_size(
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// Now we take a reference to our trait object instead of the S3 client

// s3_list: ListObjectsService,

s3: s3::Client,

bucket: &str,

prefix: &str,

) -> Result<usize, s3::Error> {

let mut next_token: Option<String> = None;

let mut total_size_bytes = 0;

loop {

let result = s3

.list_objects_v2()
.prefix(prefix)
.bucket(bucket)
.set_continuation_token(next_token.take())
.send()
.await?;

// Add up the file sizes we got back
for object in result.contents() {
total_size_bytes += object.size().unwrap_or(@) as usize;

// Handle pagination, and break the loop if there are no more pages
next_token = result.next_continuation_token.clone();
if next_token.is_none() {

break;

}
Ok(total_size_bytes)

#[allow(dead_code)]
fn make_s3_test_credentials() -> s3::config::Credentials {
s3::config::Credentials: :new(
"ATESTCLIENT",
"astestsecretkey",
Some("atestsessiontoken".to_string()),
None,

mnn
’

#[cfg(test)]
mod test {

>FUF 547



AWS SDK for Rust FRAOYN—HA R

use super::*;

use aws_config::BehaviorVersion;

use aws_sdk_s3 as s3;

use aws_smithy_runtime::client::http::test_util::{ReplayEvent,
StaticReplayClient};

use aws_smithy_types: :body: :SdkBody;

#[tokio: :test]
async fn test_single_page() {
let page_1 = ReplayEvent::new(
http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-
type=2&prefix=test-prefix")

.body(SdkBody: :empty())

.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/response_1l.xml")))
.unwrap(),

);
let replay_client = StaticReplayClient::new(vec![page_1]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),
);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

// Verify we got the correct total size back
assert_eq!(7, size);
replay_client.assert_requests_match(&[]);

#[tokio::test]
async fn test_multiple_pages() {
let page_1 = ReplayEvent::new(
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http::Request::builder()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-

type=2&prefix=test-prefix")

.body(SdkBody: :empty())
.unwrap(),
http::Response: :builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/

response_multi_1.xml")))

.unwrap(),
);
let page_2 = ReplayEvent: :new(
http::Request::buildexr()
.method("GET")
.uri("https://test-bucket.s3.us-east-1.amazonaws.com/?1list-

type=2&prefix=test-prefix&continuation-token=next")

.body(SdkBody: :empty())
.unwrap(),
http::Response::builder()
.status(200)
.body(SdkBody: :from(include_str!("./testing/

response_multi_2.xml")))

.unwrap(),
);
let replay_client = StaticReplayClient::new(vec![page_1, page_2]);
let client: s3::Client = s3::Client::from_conf(
s3::Config::builder()
.behavior_version(BehaviorVersion::latest())
.credentials_provider(make_s3_test_credentials())
.region(s3::config::Region::new("us-east-1"))
.http_client(replay_client.clone())
.build(),

);

// Run the code we want to test with it

let size = determine_prefix_file_size(client, "test-bucket", "test-prefix")
.await
.unwrap();

assert_eq! (19, size);

replay_client.assert_requests_match(&[]);
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}
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use std::fs::File;
use std::io::prelude::*;
use std::path::Path;

use aws_config::meta::region::RegionProviderChain;

use aws_sdk_s3::error::DisplayErrorContext;

use aws_sdk_s3::operation::{
create_multipart_upload::CreateMultipartUploadOutput,

get_object: :GetObjectOutput,

I

use aws_sdk_s3::types::{CompletedMultipartUpload, CompletedPart};

use aws_sdk_s3::{config::Region, Client as S3Client};

use aws_smithy_types::byte_stream::{ByteStream, Length};

use rand::distributions::Alphanumeric;

use rand::{thread_rng, Rng};

use s3_code_examples::error::S3ExampleError;

use std::process;

use uuid::Uuid;

//In bytes, minimum chunk size of 5MB. Increase CHUNK_SIZE to send larger chunks.
const CHUNK_SIZE: u64 = 1024 * 1024 * 5;
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const MAX_CHUNKS: u64 = 10000;

#[tokio: :main]
pub async fn main() {

if let Err(err) = run_example().await {
eprintln!("Error: {}", DisplayErrorContext(err));
process::exit(1);

async fn run_example() -> Result<(), S3ExampleError> {

let shared_config = aws_config::load_from_env().await;
let client = S3Client::new(&shared_config);

let bucket_name = format!("amzn-s3-demo-bucket-{}", Uuid::new_v4());

let region_provider = RegionProviderChain::first_try(Region::new("us-west-2"));
let region = region_provider.region().await.unwrap();

s3_code_examples: :create_bucket(&client, &bucket_name, &region).await?;

let key = "sample.txt".to_string();
// Create a multipart upload. Use UploadPart and CompleteMultipartUpload to
// upload the file.
let multipart_upload_res: CreateMultipartUploadOutput = client
.create_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.send()
.await?;

let upload_id = multipart_upload_res.upload_id().ok_or(S3ExampleError: :new(
"Missing upload_id after CreateMultipartUpload",
))?;

//Create a file of random characters for the upload.
let mut file = File::create(&key).expect("Could not create sample file.");
// Loop until the file is 5 chunks.
while file.metadata().unwrap().len() <= CHUNK_SIZE * 4 {
let rand_string: String = thread_xrng()
.sample_iter(&Alphanumeric)

.take(256)
.map(char::from)
.collect();
let return_string: String = "\n".to_string();

file.write_all(rand_string.as_ref())
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.expect("Error writing to file.");
file.write_all(return_string.as_ref())
.expect("Error writing to file.");

let path Path: :new(&key);

let file_size = tokio::fs::metadata(path)
.await
.expect("it exists I swear")
.len();

let mut chunk_count = (file_size / CHUNK_SIZE) + 1;
let mut size_of_last_chunk = file_size % CHUNK_SIZE;
if size_of_last_chunk == 0 {

size_of_last_chunk = CHUNK_SIZE;

chunk_count -= 1;

if file_size == 0 {
return Err(S3ExampleError::new("Bad file size."));
}
if chunk_count > MAX_CHUNKS {
return Err(S3ExampleError: :new(
"Too many chunks! Try increasing your chunk size.",

));

let mut upload_parts: Vec<aws_sdk_s3::types::CompletedPart> = Vec::new();

for chunk_index in @..chunk_count {

let this_chunk = if chunk_count - 1 == chunk_index {
size_of_last_chunk

} else {
CHUNK_SIZE

};

let stream = ByteStream::read_from()
.path(path)
.offset(chunk_index * CHUNK_SIZE)
.length(Length::Exact(this_chunk))
.build()
.await
.unwrap();

// Chunk index needs to start at @, but part numbers start at 1.
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let part_number = (chunk_index as i32) + 1;
let upload_part_res = client

.upload_part()

.key(&key)

.bucket(&bucket_name)

.upload_id(upload_id)

.body(stream)

.part_number(part_number)

.send()

.await?;

upload_parts.push(

CompletedPart: :builder()
.e_tag(upload_part_res.e_tag.unwrap_or_default())
.part_number(part_number)

.build(),
);

// upload_parts: Vec<aws_sdk_s3::types::CompletedPart>
let completed_multipart_upload: CompletedMultipartUpload =
CompletedMultipartUpload: :buildexr()
.set_parts(Some(upload_parts))
.build();

let _complete_multipart_upload_res = client
.complete_multipart_upload()
.bucket(&bucket_name)
.key(&key)
.multipart_upload(completed_multipart_upload)
.upload_id(upload_id)
.send()
.await?;

let data: GetObjectOutput =
s3_code_examples: :download_object(&client, &bucket_name, &key).await?;
let data_length: u64 = data
.content_length()
.unwrap_or_default()
.try_into()
.unwrap();
if file.metadata().unwrap().len() == data_length {
println!("Data lengths match.");
} else {
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println!("The data was not the same size!");

}

s3_code_examples::clear_bucket(&client, &bucket_name)
.await
.expect("Error emptying bucket.");
s3_code_examples: :delete_bucket(&client, &bucket_name)
.await
.expect("Error deleting bucket.");

ok(())

H—N—LAH>27)L
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// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::s3::S3Event;

use aws_sdk_s3::{Client};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

/// Main function
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#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

// Initialize the AWS SDK for Rust
let config = aws_config::load_from_env().await;
let s3_client = Client::new(&config);

let res = run(service_fn(|request: LambdaEvent<S3Event>| {
function_handler(&s3_client, request)
})).await;

res

async fn function_handlex(

s3_client: &Client,

evt: LambdaEvent<S3Event>
) -> Result<(), Error> {

tracing::info!(records = ?evt.payload.records.len(), "Received request from
SQs");

if evt.payload.records.len() == 0 {
tracing::info! ("Empty S3 event received");

let bucket = evt.payload.records[@].s3.bucket.name.as_ref().expect("Bucket name
to exist");

let key = evt.payload.records[@].s3.object.key.as_ref().expect("Object key to
exist");

tracing::info!("Request is for {} and object {}", bucket, key);

let s3_get_object_result = s3_client
.get_object()
.bucket(bucket)
.key(key)
.send()
.await;
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match s3_get_object_result {

Ok(_) => tracing::info!("S3 Get Object success, the s3GetObjectResult
contains a 'body' property of type ByteStream"),

Err(_) => tracing::info!("Failure with S3 Get Object request")
}

ok(())
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async fn show_instances(client: &Client) -> Result<(), Error> {
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let notebooks = client.list_notebook_instances().send().await?;
println!("Notebooks:");

for n in notebooks.notebook_instances() {
let n_instance_type = n.instance_type().unwrap();
let n_status = n.notebook_instance_status().unwrap();
let n_name = n.notebook_instance_name();

println!(" Name : {3", n_name.unwrap_or("Unknown"));
println!(" Status : {}", n_status.as_ref());
println!(" 1Instance Type : {}", n_instance_type.as_ref());
println!();
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async fn show_jobs(client: &Client) -> Result<(), Error> {
let job_details = client.list_training_jobs().send().await?;

println!("Jobs:");

for j in job_details.training_job_summaries() {
let name = j.training_job_name().unwrap_or("Unknown");
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let creation_time = j.creation_time().expect("creation
time").to_chrono_utc()?;
let training_end_time = j
.training_end_time()
.expect("Training end time")
.to_chrono_utc()?;

let status = j.training_job_status().expect("training status");
let duration = training_end_time - creation_time;

println!(" Name: {}", name);
println!(
" Creation date/time: {}",
creation_time.format("%Y-%m-%d@%H:%M:%S")

)5
println!(" Duration (seconds): {}", duration.num_seconds());
println!(" Status: {:?}", status);

println!();
}
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async fn show_secret(client: &Client, name: &str) -> Result<(), Error> {
let resp = client.get_secret_value().secret_id(name).send().await?;

println!("Value: {}", resp.secret_string().unwrap_or("No value!"));
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BHIZE, T2BY—AO—RAOUZVINEEATHY, TIHASOAVTHFAMIBHFRZI—RO
REFEERTHECOVWTOFIEZHETEERT,

KNew o
s 7O a

c YFUS

FTo>a
CreateContact

RDBIE, CreateContact ZFEHATHHEEHBALTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, Afl—EZ&EEL, AWS J—R4IU
ROKNUTOREERITOFEZEIEL TSEEL,

async fn add_contact(client: &Client, list: &str, email: &str) -> Result<(), Error>
{
client
.create_contact()
.contact_list_name(list)
.email_address(email)
.send()
.await?;

println!("Created contact");

ok(())

o APIE¥#HIZ DWW TIE., AWS SDKRust APILU 7 7L > AMCreateContact ", @ T, 258BL T
<EEV,
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CreateContactlList

ROPIE. CreateContactlList ZFEHATAHAEEHBALTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

async fn make_list(client: &Client, contact_list: &str) -> Result<(), Error> {
client

.create_contact_list()
.contact_list_name(contact_list)
.send()

.await?;

println!("Created contact list.");

ok(())

o API EE#HIZ DWW TIE, AWS SDKRust APILU 7 7 L > AMCreateContactList T, @ T, #SBEL
TLEEL,

CreateEmaillIdentity

RO1— RPIE, CreateEmailldentity Z2FEA T2 HZEERLTVET,

SDK Rust @

® Note

FHCOVWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EL, AWS J— R4
RN TOREERITOFEZEEL TSEEL,
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match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailIldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {}", e)),
.
}

o

~
P
Z
>

« API ZFHIC DWW Tk, AWS SDKRust APIJ 7 7 L > AMCreateEmailldentity "3 @ Ty %&
LTLEZL,

CreateEmailTemplate
RDPlE, CreateEmailTemplate ZFEA T2 HEEHBALTVET,

SDK Rust @

® Note

EMICOVWTIE., T #BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4V
RERNUTHREERITOREEEIELTLEEL,

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
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.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
},
}

« APIF#IC DV TIE, AWS SDKRust API) 7 7 L > AMCreateEmailTemplate ", ® T, &5
BLTLSEEL,

o

DeleteContactList

ROPIE. DeleteContactlist ZFEHTAAEEHBALTVET,
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SDK Rust @

® Note

EMICOVWTIE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITOREEEIELTLEEL,

match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}

« API FF#HIC DWW TIX, AWS SDKRust APIJ 7 7 L > A®MDeleteContactList T4, @ T, #58BL
TLEEL,

DeleteEmailIldentity
RDOPIE, DeleteEmailldentity ZEATHHEEHBAL TVET,

SDK Rust @

(® Note

FHECOVTER, ") 282BLTKEEV GitHub, Afl—EZ#%ZFL., AWS J— R4AID
RIKN)TOREERITOREZEIEL TS EEL,

match self
.client
.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()
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.await
{
Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

}
}
« APIF#IC DOV TIE, AWS SDKRust API) 7 7 L > AMDeleteEmailldentity ", @ Ty &S8R
LTLEEL,
DeleteEmailTemplate

RDBlE, DeleteEmailTemplate ZFEA T2 HEEHBLTVET,

SDK Rust @

(® Note

FHECOVTER, ") 288U TKEEV GitHub, Afl—EZ#%FEL. AWS J— R4F|D
AR TOREERTOREZHRL TSEEZL,

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« API FHHIC DWW TIE. AWS SDKRust APIJ 7 7 L > AMDeleteEmailTemplate "4 @ T, %
BLTLSEZL,
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GetEmailIdentity

ROD— RPIE, GetEmailldentity ZFEHA T2 HEERLTVET,

SDK Rust @

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEEL,

EX—IT7 RLAFRIAENIEAESHZHELET,

async fn is_verified(client: &Client, email: &str) -> Result<(), Error> {
let resp = client
.get_email_identity()
.email_identity(email)
.send()
.await?;

if resp.verified_for_sending_status() {
println!("The address is verified");
} else {

println!("The address is not verified");

}

ok(())

« APIFMIC DV TIE, AWS SDKRust API) 7 7 L > AMGetEmailldentity "4 ® T, #58RL
TLEEL,

ListContactLists

ROD— RHIF, ListContactLists ZFEATAAEZRLTVET,
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SDK Rust @

® Note

EMICOVWTIE., T ZBLTLEEV GitHub, Afl—E%Z#&ZEL., AWS JO— R4FU
RERNUTHREERITOREEEIELTLEEL,

async fn show_lists(client: &Client) -> Result<(), Error> {
let resp = client.list_contact_lists().send().await?;

println!("Contact lists:");
for list in resp.contact_lists() {
println!(" {3}", list.contact_list_name().unwrap_or_default());

}

ok(())

o API E¥#HIZ DWW Tk, AWS SDKRust APILU 7 7 L > AMListContactLists T, @ T, #88BL T
<z,

ListContacts
XOBIE, ListContacts ZFEATEHEZHRBALTVWET,

SDK Rust @

® Note

FHCOVWTE, T, 22RBLTLKEEV GitHub, Afl—EZ&EL, AWS J—R4IU
RN TOREERITOFEZEIEL TSEE,

async fn show_contacts(client: &Client, list: &str) -> Result<(), Error> {
let resp = client
.list_contacts()
.contact_list_name(list)
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.send()
.await?;

println!("Contacts:");

for contact in resp.contacts() {

println!(" {3}", contact.email_address().unwrap_or_default());

}

0k(())

« APIFF#HIC DWW TIX, AWS SDKRust APIJ 7 7L > A®DListContacts T, @ T, #5BL TL

2EW,

SendEmail

ROI— RHIE, SendEmail Z2ERAT2HEEZRLTVWET,

SDK Rust @

(® Note

FHECOVTR, "1 288U TKEEV GitHub, Afl—EZ#&%FEL ., AWS J— RA|D

J
RN TOREERITOREZHIEL T EEL,

EREVARDIXNTOXN—IZXY - ZREBELET,

async fn send_message(
client: &Client,
list: &str,
from: &str,
subject: &str,
message: &str,
) -> Result<(), Error> {
// Get list of email addresses from contact list.
let resp = client
.list_contacts()
.contact_list_name(list)
.send()
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.await?;

let contacts = resp.contacts();

let cs: Vec<String> = contacts

Jiter()
.map(|i] i.email_address().unwrap_or_default().to_string())
.collect();

let mut dest: Destination = Destination::builder().build();
dest.to_addresses = Some(cs);
let subject_content = Content::builder()
.data(subject)
.charset("UTF-8")
.build()
.expect("building Content");
let body_content = Content::builder()
.data(message)
.charset("UTF-8")
.build()
.expect("building Content");
let body = Body::builder().text(body_content).build();

let msg = Message::builder()
.subject(subject_content)
.body(body)
.build();

let email_content = EmailContent::builder().simple(msg).build();

client
.send_email()
.from_email_address(from)
.destination(dest)
.content(email_content)
.send()
.await?;

println!("Email sent to list");

ok(())
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TU7L—hEFALT, BEEEVARDODAYN—2EBLIXY E—JZREELET,

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :buildexr()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)
.template_data(coupons)
.build(),

)
Lbuild();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}
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« APIF#HIC DWW TIE, AWS SDKRustAPIU 7 7L > AMSendEmail ", ® T, #25RL T
=L\,
SFUA
—_1—AL&Z—0—2o 70—

RD— REFlE, Amazonv2 SESAPI Z1—ALAR—D—0 70— XTI HEZRLTLE
EE

SDK Rust @

@ Note

FHCOWTE, T, Z22RBLTLKEEV GitHub, ABI—EZ&EEL, AWS J— R4
RN TOREERITOREZHIEL T LEEL,

match self
.client
.create_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list created successfully.")?,
Err(e) => match e.into_service_error() {
CreateContactListError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Contact list already exists, skipping creation."
VE?
}
e => return Err(anyhow!("Error creating contact list: {}", e)),
},
}
match self
.client
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.create_contact()
.contact_list_name(CONTACT_LIST_NAME)
.email_address(email.clone())

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact created for {}", email)?,
Err(e) => match e.into_service_error() {
CreateContactError::AlreadyExistsException(_) => writeln!(
self.stdout,
"Contact already exists for {}, skipping creation.",
email
IE
e => return Err(anyhow!("Error creating contact for {}: {}",
email, e)),
.
}

let contacts: Vec<Contact> = match self
.client
.list_contacts()
.contact_list_name(CONTACT_LIST_NAME)
.send()
.await

Ok(list_contacts_output) => {
list_contacts_output.contacts.unwrap().into_iter().collect()
}
Err(e) => {
return Err(anyhow!(
"Error retrieving contact 1list {}: {}",
CONTACT_LIST_NAME,
e

)

};

let coupons = std::fs::read_to_string("../resources/newsletter/
sample_coupons.json")

.unwrap_or_else(|_| r#"{"coupons":[]1}"#.to_string());
let email_content = EmailContent: :buildexr()
.template(

Template: :builder()
.template_name(TEMPLATE_NAME)

>FUF
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.template_data(coupons)
.build(),

)
.build();

match self
.client
.send_email()
.from_email_address(self.verified_email.clone())

.destination(Destination: :builder().to_addresses(email.clone()).build())
.content(email_content)
.list_management_options(
ListManagementOptions: :buildexr()

.contact_list_name(CONTACT_LIST_NAME)
.build()?z,

)

.send()

.await

Ok(output) => {
if let Some(message_id) = output.message_id {
writeln!(
self.stdout,
"Newsletter sent to {} with message ID {}",
email, message_id
)?;
} else
writeln!(self.stdout, "Newsletter sent to {}", email)?;

}
Err(e) => return Err(anyhow! ("Error sending newsletter to {}: {}",
email, e)),

}

match self
.client
.create_email_identity()
.email_identity(self.verified_email.clone())
.send()
.await

Ok(_) => writeln!(self.stdout, "Email identity created successfully.")?,
Err(e) => match e.into_service_error() {
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CreateEmailIldentityError::AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email identity already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email identity: {}", e)),

iy

let template_html =
std::fs::read_to_string("../resources/newsletter/coupon-
newsletter.html")
.unwrap_or_else(|_| "Missing coupon-newsletter.html".to_string());
let template_text =
std::fs::read_to_string("../resources/newsletter/coupon-newsletter.txt")
.unwrap_or_else(|_| "Missing coupon-newsletter.txt".to_string());

// Create the email template

let template_content = EmailTemplateContent::builder()
.subject("Weekly Coupons Newsletter")
.html(template_html)
.text(template_text)
.build();

match self
.client
.create_email_template()
.template_name(TEMPLATE_NAME)
.template_content(template_content)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template created successfully.")?,
Err(e) => match e.into_service_error() {
CreateEmailTemplateError: :AlreadyExistsException(_) => {
writeln!(
self.stdout,
"Email template already exists, skipping creation."
)?;
}
e => return Err(anyhow!("Error creating email template: {}", e)),
},
}
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match self
.client
.delete_contact_list()
.contact_list_name(CONTACT_LIST_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Contact list deleted successfully.")?,
Err(e) => return Err(anyhow! ("Error deleting contact list: {e}")),
}
match self
.client

.delete_email_identity()
.email_identity(self.verified_email.clone())
.send()

.await

Ok(_) => writeln!(self.stdout, "Email identity deleted
successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email identity: {3}", e));

match self
.client
.delete_email_template()
.template_name(TEMPLATE_NAME)

.send()
.await
{
Ok(_) => writeln!(self.stdout, "Email template deleted successfully.")?,
Err(e) => {
return Err(anyhow!("Error deleting email template: {el}"));
}
}

« APIFEHILIC DWW T, AWS SDKRustAPIU 7 7L2AD OUTOREY VZSRBLTLKEE
Wo

* CreateContact
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» CreateContactList

» CreateEmailldentity

» CreateEmailTemplate

» DeleteContactList

» DeleteEmailldentity

» DeleteEmailTemplate

» ListContacts

» SendEmail.simple

» SendEmail.template

SDK for Rust Z 8 L 7= Amazon SNS® 4

RDOI— RHIE, Amazon TforRust ZFEHALTF7 o3> #E2TL. AWS SDK—E&T U F
BEEITDHEERLTVWETSNS,

To2a2RINREZRTOI LD SOOA—ROERTHY, AVTFANATRITITIZEN S
WEY, 77232 EYOY—EARBZHROHIHEZRLTVERIYS, ITFANADT Y
>avik, BETEZSFUATHEIETERT,

"FUF A DOY—EARNA S, KR MEO AWS O —ERAEHIEDE TEROBEHKZ
HOHL, BENRAVZRTIZDHEZRII-RHATY,

ZHICKE, B2BY—AOA—RAQUVIONFEENTHEY, TIHSOAVTFANIBTFAO—RO
BREFEERTHECODVTOFIEZHETEET,
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CreateTopic

RO I— RAlE, CreateTopic EFEATDHEERLTVWET,
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SDK Rust @

(® Note

FHMCOVTR, Ty ZZRULTLSEE VW GitHub, AfI—BEZ&KERL. AWS JI— KR4I
RIKN)TOREERITOREZEIEL TEEL,

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",

resp.topic_arn().unwrap_or_default()

);

0k(())

« APIZ¥MRIC DWW TIE, AWS SDKRust API) 7 7 L > AMCreateTopic "1 ® T, &#5BL TL
EEV,
ListTopics
ROI—RBlE, ListTopics ZFEHATE2HEERLTVET,

SDK Rust @

(@ Note

FHMCOVTE, Ty ZZRULTLSEE V) GitHub, ABI—BZ#KREREL. AWS J— R4
RIKN)TOREERITOREZHIEL T LEEL,

async fn show_topics(client: &Client) -> Result<(), Error> {
let resp = client.list_topics().send().await?;

println!("Topic ARNs:");
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for topic in resp.topics() {
println!("{}", topic.topic_arn().unwrap_or_default());
}

0k(())

« APIFFHRIZ DWW Tk, AWS SDKRust APIYJ 7 7 L > ADListTopics ", @ T, 258U T
=L

Publish

ROPBIE, Publish ZEM T2 HEZHBLTLEXRT,

SDK Rust @

(® Note

FHECOVTR, ") 282BLTKEEV GitHub, Afl—EZ#&%FL., AWS J— R4A|D
RIKN)TOREERITOREZHIEL TSEEL,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{} ", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
.await?;

println!("Added a subscription: {:?}", rsp);
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let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

0k(())

« APIFFHILIC DWW T, AWS SDK "TRust APIV 7 7 L AM THITY ZZRLTLKEEWV,

Subscribe
XDPBIE, Subscribe ZFEAT A HEZFHBAL TVET,

SDK Rust A ®

® Note

FHCOVWTER, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J— R4
RN TOREERITOFEZHEL TEEL,

EX—ILT7RLAZRNEY VICHTRAOZTATLET,

async fn subscribe_and_publish(
client: &Client,
topic_arn: &str,
email_address: &str,
) -> Result<(), Error> {
println!("Receiving on topic with ARN: “{}'", topic_arn);

let rsp = client
.subscribe()
.topic_arn(topic_arn)
.protocol("email")
.endpoint(email_address)
.send()
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.await?;
println!("Added a subscription: {:?}", rsp);

let rsp = client
.publish()
.topic_arn(topic_arn)
.message("hello sns!")
.send()
.await?;

println!("Published message: {:?}", rsp);

0k(())

« APIEEMBIC DWW TIE, AWSSDK "TRustAPIV 7 7L AD YT A0T47 ) #8BLTL
EEW,

S UF
HB—N—LAT77V5—>3a> %KL TEENDER

RODA—RPITRE, I—H—HFIRILZEALTEEZERTERY—N—LAT7TUTr—>3a %
ERTBDFECODVTRLTVET,
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Amazon Rekognition ZEA L TEHERNDSRILZHREL, RFELTETHETESLSILTSHE
BE7EY NEBT7VT—23a>0BRAEEZERLET,

TELY—AOA—RE, EY RNTYTERTOFIRICOVTRE, ") OFMESHZSRLTE
& L) GitHub,

COPIDOY—AICODVWTFHLLKE, AWS X1 ZF4T/OVRBESBLTLSEE L,

COBITEAZNATVE Y —ER

« API7—hDIA
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* Lambda

* Amazon Rekognition
« Amazon S3

* Amazon SNS

H—N—LAH>7)L
Amazon SNSK U #H—»5 Lambda B¥zE RO HT

ROI—RElE, SNSREY IASAXYE—TZZFEIBD LI 2TRIA—ENBDAIRV N
Z¥{59% Lambda B ZRETEDHEEZRLTVET, COBEBBARYRMNFAX—EHASE XY
t—CZRMEBL, BXYVE—COABRERERLET,

SDK Rust A ®
® Note

FHHECOVTRE, "1 282RBLTLKEZV GitHube Y —N—L AV TIILURZ NUT
TEBHEREL, BREBLTRTOFEZHRAL TSEZL,

Rust ZfEA L /= Lambda TOSNSA AR NDHEE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sns::SnsEvent;

use aws_lambda_events::sns::SnsRecord;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

use tracing::info;

// Built with the following dependencies:

// aws_lambda_events = { version = "0.10.0", default-features = false, features =
["sns"] }

// lambda_runtime = "0.8.1"

// tokio = { version = "1", features = ["macros"] }

// tracing = { version = "0.1", features = ["log"] }

// tracing-subscriber = { version = "0.3", default-features = false, features =
["fmt"] }

async fn function_handler(event: LambdaEvent<SnsEvent>) -> Result<(), Error> {
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for event in event.payload.records {
process_record(&event)?;

}

ok(())
}

fn process_record(record: &SnsRecord) -> Result<(), Error> {
info!("Processing SNS Message: {}", record.sns.message);

// Implement your record handling code here.

ok(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
.with_target(false)
.without_time()
.init();

run(service_fn(function_handler)).await

SDK for Rust Zf#H L 7= Amazon SQS® 4l

ROI— RAIE, Amazon T forRust ZfEALTF7 o223 &2ETL. AWS SDK—HZE 1) F
BEEITDHDHEZRLTVETSQS,

To2a iV REZTOTZLIPSOO—ROE¥RTHY), AVTFANNTRITIZDIHEND
WET, O3 2O —EAMEEZHTHITHEEZRLTVETHN, ITFANKROT D
2aAviEk, BETRIFUATHERTEET,

ZHIZE, TFE2BY—AROA—RAQUINEENTHY ., FCHSOAVTFFANMNCHBHFA2O—ROD
BERZEERTAHZECODOVWVTOFIERERETEEXT,

N =X

e 7OZa
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Fo>3az

ListQueues

RODI—RHIE, ListQueues ZFEHAT B HEZRLTVET,

SDK Rust A ®

® Note

FHECOVTRE, ") 22RBLTKEEV GitHub, Afl—EBZ#KZEL., AWS J— R4E|V
AR TOREERTOHFEEZRRBL TSEEL,

=232 ICVARENATVEHEHAD Amazon SQSF1—ZHELFT,

async fn find_first_queue(client: &Client) -> Result<String, Error> {
let queues = client.list_queues().send().await?;
let queue_urls = queues.queue_urls();
Ok(queue_urls
first()
.expect("No queues in this account and Region. Create a queue to proceed.")
.to_string())

« APIEE#HIZ DWTIX., AWS SDKRustAPIU 7 7L > A®DListQueues ", ® T, Z25BLTLE
=L\,

ReceiveMessage

RO 1— RFlE, ReceiveMessage ZFAT2HE2%Z RLTVWET,

SDK Rust A ®

(® Note

FHECOVTR, ") 28BLTLKEEV GitHub, Afl—EZ#&%FEL. AWS J— R4E|D
RN TOREERITOFEEZHEEL T EE L,
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async fn receive(client: &Client, queue_url: &String) -> Result<(), Error> {
let rcv_message_output =
client.receive_message().queue_url(queue_url).send().await?;
println!("Messages from queue with url: {}", queue_url);
for message in rcv_message_output.messages.unwrap_or_default() {

println!("Got the message: {:#?}", message);

0k(())

« API FEfHIC DWW TIE. AWS SDKRust API'J 7 7 L > AMReceiveMessage ", ® ", %

TLEE L,

SendMessage
RDOBlE, SendMessage ZFEATHHZEZFHALTVET,

SDK Rust A ®

® Note

EMICOVWTIE., Ty, #3BLTLEEV GitHub, Afl—E%Z#&ZEL., AWS J— R4FU

L

RN TOREERITOFEZEEL TSEEL,

async fn send(client: &Client, queue_url: &String, message: &SQSMessage) ->
Result<(), Error> {
println!("Sending message to queue with URL: {}", queue_url);

let rsp = client
.send_message()
.queue_url(queue_url)
.message_body(&message.body)
// If the queue is FIFO, you need to set .message_deduplication_id
// and message_group_id or configure the queue for
ContentBasedDeduplication.
.send()

~
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w
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.await?;
println!("Send message to the queue: {:#?}", rsp);

ok(())

« API ZE#IC DWW Tk, AWS SDKRustAPIJ 77 L > AMSendMessage ", ® ", 288U T
<EEEL,

H—N—LAH>7)
Amazon SQS KU H—A'S Lambda B2 HO'H T

ROI—RBIE, SQSFI1—HAESXYE—D2REFEITREILEL>TRIH—ETNBDARINEFR
59 % Lambda B ZRET D HEZRLTVERT, COBKRRFARYRNFX—FLESXY 22—
TEMBL, BXAVE-—DORBERHRLET,

SDK Rust A ®

@ Note

HMICHOVWTIE., Ty Z8BLTLSEEVGitHube HY—N—L A TIILURIS NUT
TE2BHERZEL, REBLVOETOREZERL TS EETL,

Rust ZfE A L 7= Lambda TOSQSA AR KDHE,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

use aws_lambda_events::event::sqs::SqsEvent;

use lambda_runtime::{run, service_fn, Error, LambdaEvent};

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<(), Error> {
event.payload.records.iter().for_each(|record| {
// process the record
tracing::info!("Message body: {}",
record.body.as_deref().unwrap_or_default())

1)
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0k(())
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
tracing_subscriber::fmt()
.with_max_level(tracing::Level::INFO)
// disable printing the name of the module in every log line.
.with_target(false)

// disabling time is handy because CloudWatch will add the ingestion time.
.without_time()
.init();

run(service_fn(function_handler)).await

Amazon SQS KU H—%ZEAL /= Lambda BEONY FT7 A TLERBOLR—K

RXDI—REHIE, SQSFI1—HLSA R NEFZETS Lambda BBICE DA B/NY FL AR A%
EEITDIHEZRLTVET, COBEBIE., LARCAELTNYFT7ATLOKRBEREL., IR
DAY -2 7B TBRITISDELS Lambda ICIEEZRF T,

SDK Rust A ®

(® Note

FHCOVTER, ") 28BLTKEZV GitHub, Y—N—L AV TIILUKRINUT
TeBHlEREL, RESFTRTOIEZRERL TSEEZWL,

Rust Zf# B L T Lambda TSQSNY FT7 A TLO KK ZHRET S,

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_lambda_events::{
event::sqgs::{SqsBatchResponse, SqgsEvent},
sqgs::{BatchItemFailure, SqsMessage},
};

use lambda_runtime::{run, service_fn, Error, LambdaEvent};
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async fn process_record(_: &SgsMessage) -> Result<(), Error> {
Err(Error::from("Error processing message"))

}

async fn function_handler(event: LambdaEvent<SqsEvent>) -> Result<SqsBatchResponse,
Error> {
let mut batch_item_failures = Vec::new();
for record in event.payload.records {
match process_record(&record).await {
Ok(_) => (),
Err(_) => batch_item_failures.push(BatchItemFailure {
item_identifier: record.message_id.unwrap(),

1),
}

Ok(SgsBatchResponse {
batch_item_failures,
)
}

#[tokio: :main]
async fn main() -> Result<(), Error> {
run(service_fn(function_handler)).await

}

AWS STS SDK for Rust ZfEA L = Ol

ROI—RHIE, TforRust Z2FEHLTT O 3a>aEETL, AWS SDK—ES F U F %2 EHRK
I5HEER~LTVET AWS STS,

To2a> &WREZTOTSLLSOO—ROFEHRTHY), AVTFANKNTRERIITIHNEND
WET, O3 2O —EAMELZNHTHITHEEZRLTVETHN, ITFANKRNOT D
2aAviEk, BETHIFUATHERTEET,

ZHICE, B2BY—ARODA—RAQOUIONEENTEY., TCHASAVTHFANCHBFAO—ROD
RMEREEERTHELCOVTOFIEZERETEET,

=Ry
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AssumeRole
XDBIE, AssumeRole ZFEAT B HEZHBAL TVET,

SDK Rust A ®

(® Note

FHECOVTR, ") 288U TKEEV GitHub, Afl—EZ#&ZEL., AWS J— R4AID
AR TOREERTOREZRRL TSEZWL,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()

.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {}", e.user_id().unwrap_or_default());
println!("Account: {3}", e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());

}

Err(e) => println!("{:?}", e),

« APIFFHRIC DWW TIE, AWS SDKRustAPIU 7 7L > AMAssumeRole ", @ T, 258 L TL
EEV,
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FROY N—HA K

IROD— RBIE, Systems Manager T for Rust ZfFERALTF V> 3> &2ERTL. AWS SDK—HRH
BOFTIAZRETDIHEZERLTVET,

To2aYRINREZTOI LN SOOA—ROERTHY, AVTFANATERITTIZEN S
WEY, 77232 EYOY—EARBZFORIHEZRLTVERIYS, ITFANADT Y
>avik, BETRSFUATHIETERT,

EHICE, T2BY—ARODA—RAQUVIFEERTHY, ZIASAVTFAMIEFAI—ROD
BERFEERTHECODVWTOFIEZRETEET,

=Ry

s FOT3A
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DescribeParameters

RO — RHIF, DescribeParameters A T2 HEZRLTVWET,

SDK Rust A ®

(® Note

FHCOVTR, ") 288U TKEEV GitHub, Afl—EZ#&ZEL., AWS J— R4EID
R TOREERITOREEZHEEL T EE L,

async fn show_parameters(client: &Client) -> Result<(), Error> {
let resp = client.describe_parameters().send().await?;

for param in resp.parameters() {
println!(" {3}", param.name().unwrap_or_default());

}

ok(())
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« APIEEMIZ DLW TIE. AWS SDKRust APIY) 7 7 L > A®MDescribeParameters "', @ T, &5
BLTLSEETL,

GetParameter

RO— RHIF, GetParameter ZFEATAHAZEERLTVET,

SDK Rust A ®

® Note

FHICOWTE, T, Z2RBLTLKEEV GitHub, ABl—EZ&EEL, AWS J— R4
ROKNUTOREERITOFEZEIEL TSEEL,

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error> {
let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

« APIEMIZ DLW TIE. AWS SDKRust APIY) 77 L > AMGetParameter "3 @ T, #3BL T
<EEV,

PutParameter

RO— RHIF, PutParameter ZFEA T3 522 RLTVET,
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SDK Rust A ®

(® Note

FHMCOVTE, Ty ZZRLUTLSEE ) GitHub, AfI—BZ®REREL. AWS J— R4
RIKN)TOREERITOREZHIEL T LEEL,

async fn make_parametexr(
client: &Client,
name: &str,
value: &str,
description: &str,
) -> Result<(), Error> {
let resp = client
.put_parameter()
.overwrite(true)
.r#type(ParameterType: :String)
.name(name)
.value(value)
.description(description)
.send()
.await?;

println!("Success! Parameter now has version: {}", resp.version());

0k(())

« APIEF#HIZ DWW Tk, AWS SDKRust APIJ 7 7 L > AMPutParameter ", @ T, #88BL T
<2z L\,

SDK for Rust %Z f#H L 7= Amazon Transcribe @ 4l

RO I— RHIIE. Amazon Transcribe T forRust ZFH L TF7 223> %#E21TL. AWS SDK—H#XHY
BOFUAREETDHEERLTVET,

"FUF A DOY—EARA S, RERFMEO AWS O —ERAEHBIEDE TEROBEHZ
FOHL., BENRAVZRITIBHEERTI—REITT,
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« Amazon Polly Z2BAL T, 7’L—2TFAKN (UTF-8) ART7 Z7ANEA—FAAT7AILIZERK
LET,

« Amazon S3ANT Y NCEET7 740N ET7 Y 7O—RLET,

« Amazon Transcribe ZERAL T, BEE 7 7ML EZTFANCEBRLET,

s TFANEZERIRLET,
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Amazon Polly 2B L T, 7’L—2FTF AN (UTF-8) AR T7 Z7ANEA—FAAT7AILIZERK
L. 7A—F1F774)L%& Amazon S3 /N7 Y NIZF7 Y 7’O— R L. Amazon Transcribe % &
LTEOHA—FAFT7ANETFANIERL, TFANERTLET,
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CHOAWSHmILFH—EAOEFIVT 4

227 REF11)F 41F Amazon Web Services (AWS) DREXEETT, AWS DBERIE, -
F1UTARFEEICERTZEBOEHE R EBILSICBEENLET—EEIR—EXYRND—Y
T—FTO0F¥—HSFREBET, EF21UT &, AWS EHEEHKOETOEERETY, EiE
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OHEE, HEBOEH, BRAFREEEPRHEAZEDTOMOERICKI > TREWET,

COAWS HREFLRFT—ERR., TR—KNTBDHEED Amazon Web Services (AWS) H—E A Z &
UTEEREETILIERVET, AWSH—ERXAtEF1UF1BHRICOVTE. AWS "H—EZ+
FAVDTARFIXIN I R=JEAWS, AVTFATATOTZLICELD AWS AV TFAT
CANE)EIDOTREZEDH—ERAZSRBLTSEEL,
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pub async fn connect_via_tls_13() -> Result<(), Error> {
println!("Attempting to connect to KMS using TLS 1.3: ");

// Let webpki load the Mozilla root certificates.
let mut root_store = RootCertStore::empty();
root_store.add_server_trust_anchors(webpki_roots::TLS_SERVER_ROOTS.0Q.itexr().map(|
tal {
rustls: :OwnedTrustAnchor: :from_subject_spki_name_constraints(
ta.subject,
ta.spki,
ta.name_constraints,
)
1)

// The .with_protocol_versions call is where we set TLS1.3. You can add
rustls::version::TLS12 or replace them both with rustls::ALL_VERSIONS

let config = rustls::ClientConfig::builder()
.with_safe_default_cipher_suites()
.with_safe_default_kx_groups()
.with_protocol_versions(&[&rustls::version::TLS13])
.expect("It looks like your system doesn't support TLS1.3")
.with_root_certificates(root_store)
.with_no_client_auth();
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// Finish setup of the rustls connector.
let rustls_connector = hyper_rustls::HttpsConnectorBuilder: :new()
.with_tls_config(config)
.https_only()
.enable_httpl()
.enable_http2()
.build();

// See https://github.com/awslabs/smithy-rs/discussions/3022 for the
HyperClientBuilder
let http_client

HyperClientBuilder: :new().build(rustls_connector);

let shared_conf = aws_config::defaults(BehaviorVersion::latest())
.http_client(http_client)
.load()
.await;

let kms_client = aws_sdk_kms::Client: :new(&shared_conf);
let response = kms_client.list_keys().send().await?;

println!("{:?}", response);

ok(())

RNTLSN—2 a2 zEBATS 598



AWS SDK for Rust FROYN—HA R

T&: THEAE N3 KFEDSDKEE

CORBRICE., THEATHAZABICEIZFHMABREHRASETNTVET AWS SDK for Rust, Z il
&k, £ATS Smithy AVR—F2 b, BEOEILRRATEATILEN D T7L—bF., TOMhO
BHIBENET,

AZTF14UL—hk

AWS SDK for Rust [, F&AED EREIC Smithy ICETWTVWET AWS SDKs, Smithy I, #°
RUTZT—SBEEHARZELRTDLOICEAETNDIFTETISDK, ChsSOEFIE., SDKAHK
DBRICRIUBET,

SDK forRust 7L —hDO/N—2 32 £ 0 Smithy IkEBRON—2 32 2HRITHEE,. cns50
IDL—KNEIXRTEEOENVTAVIN—DaVESHITEFEALTWVWREEH>THL EEF
T9,

Rust @ Smithy 7L — M OFMICDOWVWTIE., "Smithy Rust Designy ZZRB L TS EE L\,

SDK for Rust CEAE N3 K5E

LR 2 TRITENL Smithy VL —MREZBH VY ET AWS, chSOHICIEF, Rust I—H—SDKIC
BRETZENEHNE, ZROFMTHR2ENDEH KT,

aws-smithy-async

FEFIHAMEEIC Tokio ZFEAL TVAR VSRR, CORBEEEHET,
aws-smithy-runtime

INTO ICHEBBRERNBENET AWS SDKs,
aws-smithy-runtime-api

THERAEThDERELD A2 2—T T4 ASDK,
aws-smithy-types

o ASBIVAR—KRENERALT AWS SDKs, EHD 2#ERHITHESE. ChEaFEHALE
9 SDKs,

aws-smithy-types-convert

CHAN TSN —FT 1) T 1 BBaws-smithy-types,

AZTFA4T7L—h 599


https://smithy.io/
https://semver.org/
https://smithy-lang.github.io/smithy-rs/design/

AWS SDK for Rust

FROY N—HA K

TOHOHIL—b

RDVL—RNEFELETH, TSIV TAEHZIBEEHY)ELE A,

Rust 1—%'—SDKIC& 2 TARERZR Y —N—EEDOIL—b :

aws-smithy-http-server

aws-smithy-http-server-python

SDK A—H%—NEHATI3HENZVWI— RZE under-the-hood K55 :

aws-smithy-checksum-callbacks
aws-smithy-eventstream
aws-smithy-http
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