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AWS SDKs U 77 L > AHA4 R

Z<MSDK &V =)L, HBERFARFLERESATZVEBLUT, V<2POHBEMEEZHRS
LTVWERT,

COHARICEATICETAERFIEENTVET,
« B - HEB configHB &V credentials 77 MINFKLERFRBEEHZFEAL TAWS SDKs& Y —

)L’ci'“"'"@'%ﬂ':'/z*:o

AL E T VA -Z2FEALTHRERAWS $2 &I, O—RXERY—ILH THRIAITSHEEHE
MUERT AWS O —EA,

c REVIZ7LVA-FBEAEREICEATEDIINTOREERENITIFLVA,

« AWS Common Runtime (CRT) 5475 - EEFTNXTD SDKs THEATEDHE AWS HES >
RAL(CRT) Z47 7 OBE,

« AWSSDKsXVTF VAR — I, ENAILBRTE/ DA RX—FY K (IoT) SDK &8
£ AWS Software Development Kit (SDK) &YV =)L DX FF ARV —eEN—=2a 2T
SDKs, BRTEFNSOEBEBBKFERICOVTHALET, SDKs loT

O AWS SDKsB LY =)LV T 7LV AHA Rk, BBD SDKs KLY —ILICERE N2 15H
NEBEBDILZANELTVERT, CCICRESATLVRBHWICMAT, EALTVS SDK K
SRV —LEBOHA REEALTLSEEY, COHA RTOEROBEEEIZ IV EET SDK &
V=ILERDERY T,

REFERAL TWSIES: COHA ROBEEEYSIVIF, LTOESY)
T9,
« EEMSDK Y —I AWS SDKSX > T+ AR S —

« AWS Cloud Development Kit (AWS CDK) & &8

~OY N=HA K
. . —_ FVL: n th
» AWS Serverless Application Model 7=/ [ ¥
N—=FHAR AWS SDKSX > TF >V ARD > —

« AWS Toolkit for Eclipse 1—H#'—7# 4 R
« AWS Toolkit for JetBrains 1—H¥—H 41 R
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https://docs.aws.amazon.com/cdk/latest/guide/
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RaeFEALTVSEE: COHA ROBEEIIVE, UTOESY)
T9,
« AWS Toolkit for Visual Studio 1—%—4 4
E
« AWS Toolkit for Visual Studio Code 1 —H'—
AR
« AWS Command Line Interface 1—H¥—H4 B
I\“
N : FEETIER
« AWS SDK for C++ RO Y /N—HA R
« AWS SDK for Go &*AXOY/N\—HA R BREVUIJ7LA

« AWS SDK for Java RO Y /\—=74 R
« AWS SDK for JavaScript ZXO Y /N—7H A

AWS Common Runtime (CRT) 54 75 1)

< AWS SDKsX > T+ AR S —
P LSSl d ol AWS SDKs& W —JLO/N—2 3 v HR— KTk
- AWS SDK for NET #AO Y /S—H 1 K Dy 52

« AWS SDK for PHP RO Y /N\—H A R

« AWS SDK for Python (Boto3) M Bi#A 5 5%
« AWS SDK for Ruby RO Y /\—=7i4 R
« AWS SDK for Rust

 AWS SDK for Swift

« AWS Tools for Windows PowerShell Z1—
H—H4 K

FRAYN=UY—=A

TOT7VT—23a20RBICKRIDY-ILOBEICOVTIE AWS, " THEETS Y —)L AWS,
ZZRLUTLKEEV, YR-—NIEITIR®HE. TAWS FLYZEIE—, ZFRLTSEEL,

Amazon Q Developer l&, £ Al ZFA L L2FERTARXNT, AWST7Ur—>3a> o
iR, B, R, ERICRKRISEET, TOEILREZIMNETS=HIC AWS, Amazon Q 258t I5E
T, KRYEETEANE, SRENDIEZZERTIEREN AWS AT YN KERENT

FROYN=DUY—=R 2


https://docs.aws.amazon.com/AWSToolkitVS/latest/UserGuide/
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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WET, FMICOVWTE., "TAmazon Q FROY/N—I1—%—HA4 R, ® "TAmazon Q RO Y /N\—
ElFy ZSRBLTLSEETL,

YV=ILFY MTLXAKNVEA

AWS HEBREIE (IDE) Y —ILF Y MNE, IDEAS AWS OH—EAANDT IV EAZTREICTEDS
S9A4 > EHIRMEET T, & IDE Toolkit DFFMAIC OV TIE, BINORD Toolkit 1—H'—HA RESR
LTLEESW,

AWS IDE Toolkits &, £ % ® AWS Toolkit U —RICE TR RELEBEBHNTZEHIC, 9TA4ATFT N
AIOTFLARN)TF—RZREL TREITZIEEN HYET, WEENETF—XIE. AWS Toolkit ®
FRHEZEEILLET,

FNXTD AWS IDE Toolkit TRREENZTL XN F—2OFMIC DOV T, aws-toolkit-
commonGithub J7R< K J @ commonDefinitions.json RFIX RESRBL TS EE L,

% AWS IDE Toolkit IC k2 TRET N ETLXANUF—ROFMICDOWVWTIE, XD AWS Toolkits D
Github VAR KNVICHBD VY —ARFIXINESBLTLSESL,
 AWS Toolkit for Visual Studio

 AWS Toolkit for Visual Studio Code
 AWS Toolkit for JetBrains

AWS Toolkit TPV ATEDRED AWS H—EARATE., BEMOIZA T MNMIOTLXKN)F—
AHFPEENBEENHVET, XD AWS H—ERICL > TREE MBI TF—XOEEOFMIZD
WT, BLUODOBHIBEDH—EADAWS RFIXVKMRNEYIZZRLTLSEZV,

Y=)FY hTFTLXKNUBA 3


https://docs.aws.amazon.com/amazonq/latest/aws-builder-use-ug/what-is.html
https://github.com/aws/aws-toolkit-common/blob/main/telemetry/definitions/commonDefinitions.json
https://github.com/aws/aws-toolkit-visual-studio/blob/main/Telemetry/vs-telemetry-definitions.json
https://github.com/aws/aws-toolkit-vscode/blob/master/packages/core/src/shared/telemetry/vscodeTelemetry.json
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B

AWS SDK % AWS Command Line Interface (AWS CLI) AWS R E DM DOREREY —IILE2FERT S
E, AWSH—ERXAPI ZBRETEEXT, LEL, TORIC, ERENEBEZRITIDLOICHKE
BIEHRZ SDK RE@EY —I)LICRETHIHEN BV ET,

CORBICEATOTATLNEENET,

« API OO H L Tt B A T 2525158, serlldHiE, Y —N—NOUIITARNZEETILTE=HIC
FRENET, AWSAWS COBEHRZFEAL TEAAERZTV., TIIZBEETZ T I EAERK
) —BRBTEET, X2, EOXSBTIV IV EETTEDIL ZHHTEET,

s UOTARNDOREBRZE, VDOITARNDEELR (AWS H—ERIY RKRA KN, AWSCLI 8KV
LAR ADBRELFIRTIAEZZELEIE SDK ICERADEOICHERATZZOMOEZEEETR.

HESDKRERY -G, HEBFIAFTHRERERBEHRCITDILOICHEATEZIRBOY—RAZY
R=RLTLVET, V—AQOFIZE SDK XY —IIZHBDENEHD -, TOHEOERAFED
FHCOVTE, TOY—)ILEZEFE SDKORFIX N ZZRIDBENF BT,

EREL, BEAED AWSSDK £V =Lk, (O—RBEUAD) XD 2 DOEERY —ALSNOH
BREZYR—MLTVET,

« AWS HERET7AINERIMBEHRT7 74 —AWS SDK @Y —ILICRIAELREZRET S
RE M AEERK, configeredentialsEB 7 7AMILETF7FAINTT, ChsDT77( )%z
FRALT, Y=IXTTVTr—>a 0 ERATESREERTFELET, B config 774 )L &
credentials 77 /I HNOREFXBEN7O7 7 M IILICEER TS NET, EHO7O7 714
ZEALT, TERTFELREBREERL TERTETHBIFTVFICEATEET, AWSY—)L%Z
FALTONY REFFHELEY, SDKZFERALTAWS APl ZHUHLIZY $25BE,. TO7
O923AVICERTRTO77A4L, 2FVEOBRBREEZFEAITIHN EZEETEERT, A7 A
LD 128 default 7O 7AINELTHEE N, FATH7O7 7ML EZHARWICEELEWV
BEICBEBNICERAEAhET, CNSOT77AIICRETEZRER. COUTT7TLUVAHA RIC
REENTVET,

- RIEZH - —WOBRER. ARL—TFT A VI ATLOREZERICRETDELEETEET, R
BZHE—EIC1E2Y NULABRICTERRAN, 7O75LOETXEHOZ(LICISU TEE
CZEETRDDEIEETT,

cotEvTaATOEOMHORNEY D
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« HE config 77 A I)LE KXY credentials 77 1)L

« B config 77 14L& HB credentials 7 7 1)L DFBFR

- REZBOHR—b

« WM ATALAZONTA—OYR—hK

HH config 77 1 )LB KT credentials 77 1)L

HH AWS config 77 /)L & credentials 77 AI)NICk. —EOT7O77AUAEEIATVE
I, 70774 J)LIE. (AWS Command Line Interface AWS CLI ) . AWS SDKs, 8LV Z DD
V=) THEAEhDF—EEORTO—EDERETT, 7O 7SI EFEATSHEEICSDK/ Y —
LO—BERETRLEHIC, REEAZ7O77ANCHFTEIRET, ChsOT7 7). ENF 11—
Y—OO-ANBRRCHDINTOTTVT—>32, 7O0EA, KB SDKICHEITHEVWSR
T T®HE, ThZET,

#%8 config 774 )L & credentials 77/ I)LIxEE5E ASCII XF (UTF-8 TI>O—R&h
E)YDKREBLCTL—2FTFFARNT7A4LTT, chsSBE—BRICINIZ77AI)LEFEFEFNDERXEEY
£7,

7O0774)

#%B config 77 M) & credentials 77/ I)IADOREFBEN 7O 74 IILICEENF TS NE
T, 7Z7A4IATEBOT7O77AIILEZERL T, EXPHRRRICEATIELDREREZER
TEEXRT,

[default] Z7O77A4I)NICE. BEOBBMFE7A77AIINBEETNRTVEVESIC SDK £z
EY—=IARL =23 TCHEAShIENf SENETT, BRI CHTRNICSRTESRBIOZ7O0774
ILNERERTRCEETEERT, FE7OA7 74N, F7UT5r—23a 202 F AU TELRSDHRE
EZFEHATEET,

(® Note
[default] BEICHEFOAZAWVWIO77A4IILTT, cOZTAT7 7L, 1—H—H
ZA77A4I)Z2EELAEVESIC SDKAERTSF 74N NO7O7 74 THS I
&, default DFFANTFSATVET, AT LEFT7AIILNMEZMOTOT 7 AILICHE
A9dEl@HYERA, [default] 7O 7ML TAALZREL., BAFETOT77 A
ITRELBEVES, BRENET7O7 7ML E2ERT25E. EFRREETNEFLEA,

#5 config 8KV credentials 77 4L 5


https://wikipedia.org/wiki/INI_file
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BHNETO77AINERETS

[default] Z7O7 7AIINEEEHOZRGNAETO77AI)E. BUT77AMINARICFEETEXRT, X

NEREEZFEAL T, J—ROERTHICSDKFLERKY =N ERATZTO77MIOREZRBIRLE
T, Z7O7 74 I—RATERTDCELE, ZRETREEICOVNRIEICERTSB LS
T&F9 AWS CLl,

ROWETNAZREL T, COBREERELET.

AWS_PROFILE - RIEZLH

CORREBZBNNETOATFANKER "F7F)I b, ICRETDE, IXTO SDK I—
REAWSCLIOX Y REZEOZ7O7 7ML OREZFEALET,

Linux/macOS AN RSA VICKDREZHODEREDH ZELULTICRLET,
export AWS_PROFILE="my_default_profile_name";
Windows D AN RZA VIZKBDREZBOBREDHZUTICRLET,

setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM > AF A7 ONT 4

JVM @ SDK for Kotlin & SDK for Java 2.x Tl&, aws.profile> AT A7 O/NT 14 ZH/RETE
F9. SDKF, Y—ERIZATUNEERTHDEEIL, O—RTHRENF LBEEThEVREY,
ZHNEZ7O77AINOERERFEALET, SDKforJava1x k. COZATFALATONT 1 &Y
R—KNLTVEHA,

RE/7AILDOER

config 774 I)IEk, 0923 VICEREHSNTVWET, U2 a2, REORFMNGEIL V> =
THY., OV IVEREDITHIREEhDETHREE T,

config 774 I)LiF. ROFAEEATZITL—2FTFARNTI7AILTY,

« EUOIAVAHADOINTOIY MK, setting-name=value O —fRWRFERICEY) £,
s TOXRBICNYZI1RT (#) 2D E, TEIAXRNRTIRNRTEET,

REZ7AINOER 6
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w3 RAF

O aVERGE, REQIL I IVICEMERNTRITTI, £V VERTOARERERZA
T[] T, WAMAIKCR, B2 R(TRBFERIZADVONAZLEBN B ET, EX
FOBFENAT2(-), PTUE—RAAT7 () BEATELRTH, AR—AREATEEEA,

9> 3>247: default
v

1

> avEZRITOH : [default]
[default] &, profilet V> a> B FEHXBELAVE—OZ7O7 74T,

[default] 7O7 74N DOHBDEK config 77 A ILOBIELATICRLUET, region ZRELE
T, BlOEIAVEEBNBONDET, COTICHESINTORERK., o707 7/4I)ILO—FHT
ED

[default]
#Full line comment, this text is ignored.
region = us-east-2

92328247 profile
O aVERTOH : [profile dev]

profile £V 3V EH TR, TETEHMESTUAHATE S RNNEREIL—TTT,
BRI ZEZ7O77A4IICODVWTOEBEZRDZICIE, siotwo>23a>o "7O0774), #2838BLT
<kEEL,

ROBlE, profiletz V23 VERITE EVSHEBMOTOT7 7ML EHFE Dconfig7 7ML ZERL
TVWETfoo. BIOEIZAVEBNIRONBDET, COTILESINTORER. COBRFFES
A77A4)ILO—ETT,

[profile foo]
...settings...

ROBIO s3 BERHTRELRE, —HORECFIMBOGTREIIN—THFRXRARNEATVET,
BTREEZ 1 DELRBEBROAR—ATA VTV RNLTIL-TICHERTET,

[profile test]
region = us-west-2

REZ7AINOER 7
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s3 =
max_concurrent_requests=10
max_queue_size=1000

232347 sso-session

Ui

vy
02 a ERTNH : [sso-session my-sso]

sso-session BV aVERTICEK., EFEAL TAWS RIMEHRZEHER IS LSIC7O07 74
ERETIRICEATIREOTIINL—TICHTNF TSN ET AWS IAM Identity Centero 2T )L
HA A RBIADREDFM-DOWVWTIE, TIAM Identity Center 525y 2B LT EEV, 7O
T77A4NIE, F—EEDRTIZE?T sso-session o> avicyrv&EhExd, 2T, sso-
session [dF—. sso-session VIV DOBBIFIETT ( sso-session = <name-of-sso-
session-section> X&),

ROBITIE. "my-AWSssos D R—F 2 EEAL T, 1111222233331 FHIY RO
SampleRole ") IAM O— )L O EHFAERZMEITAH 7O/ 7ML EZRELET. "my-

ssoy sso-session £ 3k, profile €923 MO T sso-session F—ZFAL THE
HTSRENET,

[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

9232 RA47: services
O 3aVERTOH : [services dev]
(@ Note

services U a3 H—ERABBOIY RIRAVNDAAREIIA X 2HR—NLTH
V), COBEZEU SDKEY =) TOXMEATEET, HFEVD SDK T OEEENFEAT
ERINESHEERITDICEK., "H—ERBENIY RAKRASA My ® AWS SDKs& O HifitE
ZSRBRLTLSEETY,

REZ7AINOER 8



AWS SDKs& Y —)L D77L>AAAR
services BV aVERMTICEK., AWSOH—ER UIITARNDHAZRLLY RIRA 2 NERE
TRIREDTIN—TICBEINFHsnEST, 7O7 7MLk, F—EBORTICK 2T services
vO>avic U oEhET, CC T, services EF—. services tUTIVDOEKHIKETT

( services = <name-of-services-section>%&& ),

services £V 3V E&E SIC<SERVICE> = Tl el TwU>arvicnEEhEzd, 2T,
<SERVICE>lE AWS OB —E R BEIFF—TT. AWS OH—ERX #BIFlE. INXTHOAR—A%Z
POA—AATICBEEHRA, INTOXNFENMNFICEER;Aserviceldd & T, API EFIL®D
ICESWTWVWET, services Va3V THEATIINTOH—ERBRFF—DOUARKNIDOWV
Tk, " —EZABEBOIV RRANOFHEAFi1 ZSBLTLKEEV, U —ERARBBFF—D&IC
E. RARENERE (TRhETAN1TIEHY, 2DODAR—ATA TR EATVS) FEE
CP

ROFITIE, services EEZMAL T, Amazon DynamoDB H—E ALK L TIThhizU oI
ANZOHAERATELSICI RRAV N EFRELTVWET, "local-dynamodb" services &
923avE, profile 923> OF T services F—2FRAL TR TSRENET, AWS D
H—E R BBl FF—I& TIdynamodb, Amazon DynamoDB H—EAH 7o a ik TEAS
BEYETdynamodb = . BEEDA VT RENEFTRIRNTEOH T EI>3aVICEEN, TD
H—ERCEAENET,

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

NAZRLIY RRAV NOREDFHMICOVWTRE, "H—EABEEBOIV RKRA b, 25RLTL
2EW,

POl lFER 7 7 1 L DR

ZT7A77ANEV I N EEE profile TRESHBVZEEZBRIFIE., credentials 774D
L=ILE—MMIC config 77 ML DI—IILERLUTT, AFENOBICE. 7O77/IILEBHED
AEFALTLSEEY, RO, EVWSBEO7O7 74120232 %D credentials
774N %ZRLTVWE T foo,

[foo]
...credential settings...

REALBEH 7 7 1L OFERX 9
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T77A4INICRETEDDORE. "O—0JL Y bl FEREBFRERLZET NI EcredentialsD
T, aws_access_key_id, aws_secret_access_key, B KT aws_session_token,
CNSDREFHRBcoNfig7 7ANICHETADCEETEETY . ChSOBEER R
Dcredentials 7 7AIINICREBIT B CEZHBFOLET, chilkyY, BEIIRUTTI 7SI L
ICEBIOT VAT Z2EAD ENTEET,

[default] Z7O77A4INDOHBDEAX credentials 77 AILDBIZELTICRLET, ChiZ&k
V)aws_access_key_id, . aws_secret_access_key, $ XU aws_session_token ' O0—/\
ILBRENREENET,

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

credentials 77 4 )Lldefault THEBNETO77AINZEFERATEH., ", 2FEATHIHICH D
b5¥. CCTORER. BU7O77ANEBEEATHconfig7 7ALOBRELRAEDE S
F£9, AUBRZRETD7O77AIINOBMEDOT7 7 AILICRIAEHRN H D56, BABHRI 71
NDF—HNBEETIhFET,

HE config 77 1)L & HE credentials 7 7 1 )L DIGFR

HHB AWS config 77 M )L & credentials 7 7 ALk, AWS SDKs& Y — )L DREBHREZRIET
PTL—2TFART7AILTY, 77ANRBRERNICO—AHILICELEL, SDK I—RFEFELERFRE
TRITTHAWSCLI ONV RICK>TEBNICFERAEShE T, HIZE, MEOIE1I—XT, &
7=l& Amazon Elastic Compute Cloud 1 > AR > ATHK TR HEABELETT,

SDK RV —IZRTTDE, CchsOT77AILNEFIYIL, ERAAUESERKREZO—RL
Y, 77TAUFEEFELBEWVGEER, SDKERLERY —LICE>TEENE 7 7 AL BB
ERENET,

T7FILRTRE, 774 homeER el I—H—T7 #)NFICEBEE iz .aws EVSEROT # )L
FIZHYVET,

ARL—TFT AT AT A 774N DOF7FIINDOBREZH
Linux 3 & ' macOS ~/.aws/config

~/.aws/credentials

®HET7 AN DB 10
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ARL—TFTA VI AT A J77ANDOT7 #) NDFRERE
Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\ .aws\credentials

R—LTFALT NI DREE
~@. R—AFALINUORRCIOZERENET,

« NAZRHBLET,

s BRIC/FERTSY RN T7F—LBEBEOXYY) XENHEET, Windows Tlk, ~/ & ~\DOHEHA
NER—LTALIRNJIZBRENET,

R—LTALIRNIEBRETDEEIL, ROZBBANFIVIETIET,

« (£72Y M7 #—LA)HOME IREZH
( Windows 72 ¥ N7 #—/ ) USERPROFILE I:REZHK

 (Windows 7' ¥ N7 # —/) HOMEDRIVE £ HOMEPATHIREZH & #E ($HOMEDRIVE
$HOMEPATH )
(SDKELEREY—INZEDAT>32 )SDK £@EY —ILBEEOKR—L/NABREBEELETHR

AgEBBEERE. NAOEBRIZI—F—OKR—LTFALINIFBEETIATVRIES
(#l: ~username/ ). ERE N1 —BOKR—LFT1LIKNY (Hl: /home/
username/.aws/config ) ICfERENE T,

CNhSODT77ALNDT7AINDEMEEETS

ROVWTFNAZFEAL T, SDKELERY —ILICR2TZINSOT77AIIUNFO—RENDFHELE
ETEET,

REZHEFEALET,

LTORBEZERERELT, ChSDT7AILDBRRCEBRZT 7 ZIINMEASHARLEICE
BETEXRY,

« config 77 A )L DIRFZEER : AWS_CONFIG_FILE

AL A LT N ORBE 11
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« credentials 77 AL DIRFEZE : AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux £k macOS TRO[LZ UV AR—R AN REEFTLT, BIOBFRZEEETEXRT,

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows
Windows TIR® [setx] AN RZERTL T, BIOBHAZEETEEXT,

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

REZHEEALTOATLAZRET D AEDFHFMICOVTR., ") ZBZRLTIKETVREZHD
-'j-ZI_\o_I\o
VM AT LA7ONT 1 2RI

JVM TETE TV SDK for Kotlin & SDK for Java 2.x Tlk, XD JVM AT A7 ONT 1 &%
ELT, CnsOT77AINOEMELGBZT 7 AILIMDSHARLEBEICEETEET,

« config 774 ) JVM 2 A7 L7 O/NT 1 : aws.configFile

« credentials 77 4L DIREZLE : aws.sharedCredentialsFile

JVM P AFAZONTAZBETRHEICOVTR, T #3B L TL & Lthe section called
“OVM 2 AT L7 ONT 1 DERESE s SDKfordJavalx k., chsOATFLAZTONT 1 &HR—
RLTWEEA,

RBEZEHOYR— b

REZHEGERATRE, BIOBFETREA 7D IV ETABREEETEET, COEH, ATV
TR, FRNETO77ALNE—BHNICT7AILNELTRETRIERICERNTT, BFEAL

REBLH 12


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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MO SDK THR—RENTVWRRRZEHOUANIDVWTR, "TREZHO—B, 2R TKEE
W

F7> a2 OBEIEN

- REZHEFHL CHREZEEL 254, AWS config & credentials #8774/ RNO 7O
774D S5O—RENEEBEFELEEEEIET,

« AWSCLIOXY RISV TNTX—EZHALTRELZRELLEE. IR ITIREEH, £
BEREZ7AILOTOT 7LD SOENLEEEINET,

RIREBORES A

ROBITE, F7FNBOI—H—ORBERERETDHEZERLET,

Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWl0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2

REZRZRETDE, ItV I ORTRET, FLEEEHICHDEZRETSHET,
FRITZENEEENET, ERESIINDAR—KNTYTARAVIVTRNTRET S LT, B
BChASsOEYSIIDTKRENICTDENTEERT,

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk
C:\> setx AWS_REGION us-west-2

set ZEALTREZRERETD . REQOIONVRZ7OV7 Y30 THET, &
EREBEROEICRETDET, FHITIENFEEENET, setx ZFEAL TREZKZR
ETdE, BEOION VROV EY2avBLCIOAVY REFTRICERTZIXNTOION
ROV a>THEATIENBEENE T, child, IV RETHICT TICET
ThTVAHBOOAY U RIIINICEEEERIFLEE A,

RRZEBORER E 13


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:

\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401
PS C:\> $Env:AWS_REGION="us-west-2"

BIOBICRT &S IC PowerShell 7OV 7 N TIRIBEZEHEZREL LHER. BEOEY> 32O
HEE TENMREENET, PowerShell BRTIAN ROV MY a v ETREZHZ K
FRICERETAICE, [ MO=INFIL DO [ZATALIT7Vr—>a3a> &2 A0 TEHER
BLET, £, E?&E PowerShell Z7O7 7 A I)LIZEMT D L., TOERESEDINTD
PowerShell EY >3V ICRETEET. REZHORERXTIhZ LY I VB TKENICHET

BFHMIZOVWTIE,. "PowerShell documentationy (PowerShell RF¥F 1 X2 N Z3BL TS EE
W

H—N—L AIRELTHETE

RELCH—N—LAT—FTIFvZHEATZHE. REZVBEREIZLOOMBOFTS a2 EdH
WEY, AVTFHICK2TR, FEIVTIVRBRBERKIC, TOAVTFTEITEAZI-—RICXLT
RBEDHEEZFEALTREERERRLEYTIORALEN TR ZENTEFRT,

EZXIE, AWS Lambda CRIREBZHZBEERETEEXT, FMICODVWTIEE., TAWS Lambda 7
XOY/N—HA R, ® TAWS Lambda IREZHOFEH, #2BLTLEETL,

H—N—LAT7L—LD—UTR, REBZEOTO7ONAF—F—OT D serverless.yml 77
AI)IZ SDKIRIBERZEHRETED EN KL< HYWET, D serverless.yml 77 AJ)LIZDW
THFULLE, ™ —N—LAT7L—LT—01 RFIXhO "—HREHHEE, 2ZRLTKEE
(A

AV TTRBEBOREICEDANZALZFERTZIA LI ADST, AT FEEL2TFHNELT
WBRENEHNET, LEAR, Lambda® "ERFHT XA LREZH, THHAETATVDE
NBEETT, REZBOLETECFHROBEICOVWTE, FALTVAOYTFOAKXRFIXY
NEXFHIEL TEE L,

H—N—L ARBEZHEEE 14


https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
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JVM 2 AF L7 ONT 14 —OHR—bK

JVM AT ALATONTAIZIE, JVM ETRERITENS SDK (XA E ) DREA T3> R EHR%E
BETDED1 DOAENHY)ET, AWS SDK for Java AWS SDK for KotlinSDK THR— K& h
TWD IVM P ATLZTONTA—O—BICDOV\WTIE, "T8REVIZ77LVAL Z25BLTLIEETL,

F7> 3> OBEIEN

s WMPATAZ7ONT 1 Z2FALTHREZEETS L. REZHICHSE, TLEHE AWS
config BRT 7740 7A7 74D SO—RENLENF LEEENET, credentials

- REZHZFEHALTREZEETSDE. #£B AWS config credentials 8L 774070
T77A4IhS5O0—RENEEIYEBEENET,

JVM AT L7 ONT 1 DERERE

VWM AT AZONT A —EVW DA D HFETRETEE T,

AN RZA42T

javaRA Y FEFEALTOAN Y REHUVEIEZIL, AN RSATIVM P RATALAZTONT 1 —

ZRELET, -DUTOONRIF, J—RHDEZBARNICA—/N—F 4 RLEVWERY., AWS

)—23> IXNTOH—ERIZATMNIRLTZIO-NIICERELET,

java -Daws.region=us-east-1 -jar <your_application.jar> <other_arguments>

BHEOIVM D ATLTONT A —Z2RETIHLEN HBHER. -DASM Y FEEHREEEL TSE
=L,

REZHERATS,

ANV RSAVICTIVEALTIVM ZRTHL T 7T —2 a0 2 RTTERVEES

(&. JAVA_TOOL_OPTIONSIREZHZFERA L TIN RIS AT IV 2R/ ETEERT, DA
&k, Java AWS Lambda 5> 2 A4 LATEBZRITLEY), fAkiAdk JVM TOA—RZEFTLEY T
BPEEICRIBEET,

ROBITE, D—RADEZARHICT—N—F4 RLAVRY, AWS U—=232 §XTOY—
ERXOZATNIRLTZIO-NILICKRELET,

JVM S RAFA7ANT 4 15


https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

REZWEREITDEERAIZENEEET N, TOERF I EYSIVFRTIRIN, T
ZHICHDENREENDETENTY, BREZINDAZ—RNTYTAVITRNTRETS
CET, ERECNADSOEY S IAVTRENICTDENTEET,

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1

set EEALTRELEHERETSHE. BEOIVY ROV 7Ry aVORTRET, &
EREHENOECREToET, BATHIEANEEENET, setx £EAL TRESHESR
ETdE, BEOIOR ROV MY 23BN REFTRICER TS IXNTOIX
Y RZOYT Ry YL THEATHIEAEEEET, Chid, OV REFEE T TR
ENTLVBHOITY KRS TR FBERELE A,

ROPIUZRFT RS, System.setPropertyXV Y REFEAL T, TEBICI—RATIVM R
TLAZ7ONTA—ZBRETDEETEFRT,

System.setProperty("aws.region", "us-east-1");
/A Important

SDK Y —ERITA T NI TRRICIVM O ATALAZTONT A —ZRELTLLEE
Wo Z5LBVWE, Y—ERIVZATUNIMEDEZFERTDAIEELS B KXY,

JVM AT A7ANT 1 OFRESZE 16


https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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PRLET T A

AWS OH—ERX ZFEAL THEIZBRICKKE., AWSICKRYI—RFEDRSICHLT DI ZHILT
6%%#5”?3} RIEBEEFATAESZE AWS OT VEALZIEUT, AWS UY—AADO7OTZ AIC
TOEARGERERBEHIETRETEXRT,

g Il

O—7J) (AWS HETRAV) TRITE B I—ROFBIAAT> 3>

« 1AM Identity Center BEEEF 1 VT 1 ODRARNTZ U714 A& L T, AWS Organizations & |IAM
Identity Center ZFERAL T, IXNTOAWS THIU RN ICDEDTTF IV LAZER IR EZEH
gHLET, AWS IAM Identity Center TL1—H—Z/EHK T B A, Microsoft Active Directory % f§
AY%A, SAML2.0ID 7ONA S — (IdP) ZEA T3 A, Tzl IdP Z AWS PHU 2V N ICE
BIC7IFL—23209BENTEXRT, BELDOU—23 25 IAM Identity Center Z H7R—
RLTWVWBAESH ZRERT SICIE,. Amazon Web Services £fxD1) 77 LA © TAWS IAM
Identity Center T RARA 2V RETA—3, ZSRBL T EEL,

« IAM Roles Anywhere — IAM Roles Anywhere Z A3 &, H—/N\—, > FTF. 77°')'7'—>EI
VRRE, AWS DABTERITENDDV—IVO0—RICATH—RKNAEEF1) T 1 RAEHRZ.
THB IR eNEET, IAMRoles Anywhere ZEA T2 ICIEk, 7—20— R T X.509 nIEHHEE
FERTDIBENHYET,

s O—J)LDEIVET-IAMO—I)LZE|ZEZTT, BOBFETET IV ELATELEVWTREMEDH S AWS
Y —RIC—BEBHICTOEATEEZT,

c AWST7IVEAFxF— —HFEYERTEDL LY, AWSDY—AOEF1VT1 VAV RBREH
Y TBHEMHOHZT0OMOATS I,

AWSf_iRW'Ciﬁéﬂ%] I\o)wunIE7.r7/3/

« Amazon EC2 A VAZVAD IAMO—)LOFEHR —IAM O—)LZEHAL T, AmazonEC2 1 >V A
BROATT 7V —2a 2822 llE2TLET,

* 1AM Identity Center AWS 2R LT OIS LN SBRETIHZERFRODEBY TY,
« A2V —=I)LAS AWSCLI ONX > RERITITBHEIC "TAWS CloudShelly, ZFEALET,

« AWS VY —A %A LHKEHRIEE (IDE) Z# AWS THEALTTAVZ IV 2HKBTIEE
IZ TAWS Cloud9, %##ERLET,

s VIRNIJITHREF—LBFOIVZIRR=—AOISRL—2a 2 AR—AZRATICE
FAmazon CodeCatalyst; OZEAZKREIEE L,



https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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DITR—=ADT 4%>?4?4—7uﬂ4§—c$6%ﬁ-%N4»¥t@7547>h&—xw
DIJTFTU—=3Y

AWS ANDT IV ERAEBBETRIENANTTVT—230F B ITAT U RMR—ADIITT
TVr—23>zERI25BEE. VI ID7IFL—23VEFEALTAWS — R sEFa
T A RAEBREENICERTDIRSICTTVEBEL TS EZ W,

JI7JID7IFL—>arvEFERTRE, DAZRLYA A O—REERLEYVBBEOI—H—
IDZBELEVITRIHEBRIEHYEEA. TORDYIZ, PFTVOI1—H—E&, K<Hs5hTW?
S\EID 7’0/ 4 A — (IdP) (fl: Login with Amazon, Facebook, Google 7% & @ OpenlD Connect
(OIDC) Bt IdP) ZEAL THA A2 TR ENTEERT, RIAM—VZZTH2 /25, D
N—D2&BAWSTHIUNOVY—RAZFERATRLOOT IV EAFAZHFD IAM O— )LL? v E
VUL, AWS O—RH X1 )T (1 FRABRICERTDENTEET,

SDK @Y —IARETIHEICOVWTR., "I T7A4F 0T 47 4FkE OpenlDIXY b
ERT7IFL—>32 ) 2BRLTLKEE,

ENALTFTVr—23a I L T, Amazon Cognito DfERZH#1® L EF. Amazon Cognito
& ID70—HA—&ELTHEL, I—H—0RDYICB<DOTIFL—2a EEETVET, FHil
IC2WTE., TIAM 1—HY—HA R, ® "ENAILT 7 JICK T S Amazon Cognito DEA L 2SR
LTLEEL,

TOEAEEICEY 2 FMER

NIAM A—H—HA Ry ZE. AWS UY—RILT I EATREODOT IV L AFAZLZL2ICHETS
EODUT OFMBERABYIET,
« AMID(A—%—, A—%—J)—7. O—-))-AWS D7 A FoT AT 1 EXZEBRELET,

c IAMIZEFREFIVTADODRARNTZI9TAA—TEEZEETIL, CH>TAWS TV
T2V EREITIBICHSINEEF1UT 1 LOKREIE,

Amazon Web Services € RO U7 7LV A 12k, A TICET2ERANBZEREBNI HVET,

« AWS FREIBHOEBHELEWE — AV —ILTOAET7OATZLAT VL AOBAICEBTEZT7 O
AF¥F—FA72a EEERBTSU9T1 A,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
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AWS EJLS— ID

ITTICAMBLTVS, FLERERLEVWAWS 7HI N ZAWS ELSA—ID THELET, AWS
THIN BERTD AWS UY—AQATFELTH#EL, ThosOUY—ARICEF21UT4
BREZRTZDOICHL, AWSEILX—ID I—H—E@AZRLET.,. AWSEILFX—IDZFEALT
424> L, Amazon CodeWhisperer¥? Amazon CodeCatalyst’x £ DR EY — LT —EAICLT
DHEATEET,

e AWSHA A2 I—YH—HARTO "TAWSEIILZ—IDIZ&LDHA1M14>1 —AWS EIILA—
ID DER A EEFER AL, Builder ID OBEBEIC DVWTEATLSEEL,

« CodeWhisperer & AWS Toolkit -Builder ID (& 2525F1 — "CodeWhisperer 1—H'—H 4 K
T MBuilder ID — CodeWhisperer AWS EJLX— ID RT3 HEICOVTHALET,

« CodeCatalyst ®#}=: - Amazon CodeCatalyst 1—H'—7 4 RTOHAWS EJLA— ID -
CodeCatalyst TMH AWS EJLA— ID OFERAFEICOWTHALET,

if

IAM Identity Center &2

AWS IAM Identity Center I&, AWS OE1—FT 14 VT UADG—EATHRETDHEEIC AWS
MERERMIDERSETT, LA, ChRRO—DILOBERRENLSBENDTT, Amazon
Elastic Compute Cloud (Amazon EC2) X %2 &M AWS Y —ATHE T 2B 4 & AWS Cloud9, £
DYICEOG—EAN SFAMERZEEBITD L ZHEOHLET,

COF1—KUTILTRE., IAM Identity Center 7 V2 AZHIL, AWS PO EAR—ZII & ZFEH
LT SDK &Y —ILAICERELET AWS CLl,

« AWS 7OV tEAR—Z)LIE, IAM Identity Center ICFBITH A A>T TVI TN
FITd, URL M7 #—< ¥ M d-xxxxxxxxxx.awsapps.com/start, ik
your_subdomain.awsapps.com/start T9. AWS 7O ERAR—ZRIIZHA A4 TFB L,
FTOL1—H—ICHREENEZO-NLNAWS PHIN EA-LNZRRTEET, COFIETE.
AWS PO EAR—Z )N Z2EAL T, SDK/Y—IIRA7OCLAICKEZRREEBEREBLET,

« AWS CLI [F., d— RIZ&K > TIT 1z API J—JLIC IAM Identity Center FRiL 2 AT B LS (C
SDK 1RV —ILZRETHIEOICEAETNET, CO1TERYOTOEATE., £E AWS
config7 7AW AEFHE N, - RORITHIC SDK KLBFEY —IILICK 2> THEAZTIET,

AWS EJLA— ID 19


https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
https://docs.aws.amazon.com/codewhisperer/latest/userguide/codewhisperer-auth.html#codewhisperer-auth-builder-id
https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
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IAM Identity Center ZFFEAA L T O T ALICLD T IV EAZRELET

ATYVT 1 TORAZWUL, BYBTIVEAFATEY h2BRLET

IAM Identity Center ZEXEBRICLTWEVWEESE, " 1—H—7H 4 K1 ® "IAM Identity Center
DAWS IAM Identity Center Bty ZZRL T EE L,

AWS FREEERICT VA TR ICE,. ROVWThADHFEZBIRLET,

IAM Identity Center BED T VL AZBIL TVELEA

1. AWS IAM Identity Center 1—H'—H 4 ROF 7 # )L~ ® IAM Identity Center 4 L O h ) Z{F
ALTIA—Y—TIOtEAZBREITRFIREICH T, I—H—zEML., EEEERZEML F
EP

2. T UtAAdministratorAccessF#HAtY M, BEOBERICEFEALBZVTSEZL, KD
VIZ, BAENAZCOBHNOEHIZHAR LPowerUserAccess7 7 EAHFAIEY M&EERL TV
BUVRY, BERIERCIhETIVELAFTEY NEFRATH L E2HEBHOLET,

BUTF7#I) KO IAM Identity Center A LI N TI1—H—T IO AZHZEITDFIRZEBE
EITLEITH., SEHEROBEZITVLETD,

o Admin team IIN—7%ZERKTBRKHVYIZ, Dev teamTIN—T%4EKL. TNDE, Ch%E
FIEICEEH®AETT,

s BEOI—YH—%EFERATEERTYN., TOI—HY—%2FHL VWev teamZI—7ICEMTED2HE
FHY)ET,

T Ot AAdministratorAccessgFAl Y NEERTDIRDYIC, 7o E
APowerUserAccessiFAlY RZERL, TORE, BRTLhEEEBRAET,

TTITLES, RDEODHNKVETT,
« Dev teamJI—7",
« Dev team I —T T 2 Y FE hi-PowerUserAccess7 7 ARt Y K,

« 1—H¥—H"Dev team JIL—7ICEMENEL =,

3. R—ZIERTL. BEYA>14>L T, AdministratorEzhiE O AWST7HTOU KN BKY

F7>a2 &L ETPowerUserAccess, Y —JL/SDK Z{# 9 dPowerUserAccess& &
- ZBRLET,

IAM Identity Center ZFEFAL T OV S AICKD TV ELAZRELET 20


https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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ERENEEBITSD7IFL—FT 1Y RID 70O/V1 A — (Microsoft Entra X* Okta 7% &) AWS 2B LU T
CBEICT7OEALTWVS

ID 77ANA A —DOR—ZIL AWS A5 [CHA 142 LET, Cloud Administrator A" 1—H—
PowerUserAccess (AR E) ICT7 V7 EAFAZFELTVRIHFEE. '7‘|Z7\'C?-3%> AWS 7H™
N ETUOEAFAEY RIRRENET, PORAFTEY NOBRRTOHEIC, TOEAFHT
Y NEFERALTTAHI U NCFBEER7AOISATTIVEARATR AT >3 //J‘i'éa_?é nEd,

NAZRLRETE, TUVELAHAEY REFEBZDBE, I’77\/\'JI/7\/J‘§7&%>1%A7§‘5>U$
T, EOT IV EAFTEY hEEATAERIVADASBVEER., ITF—ALSBALVEDELE
=V,

BRAXHNEETE AWS TIOEAR—FI AWS »5 ICBRIC TV EATES
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ESBLTLKEE Y, EEL, &YBHBAFTSaELT, SDKAYR—KLTVRHERK, R
H V) I Amazon EKS Pod Identities ZRAT A & Z2HE#MOLET,

ATYZ7 1 ID7ONA A —E IAMO—I)LZERET S

AP H—EREDTIFL—23a ERETSHICE. IAMO ID 7O/NA A —ZEKL., HEB

dP EZDREICOVWTAWS ICBHLET, ChiZKVY, AWSTHIU N LS IdP OO T
¥, NMEUESIhES, RAOEDICTVITID =DV 2FERATDESIC SDK ZRETDHEIC, F
FID7ONAE—(dP) &, TNICTIVEATRZLEHD IAMO—ILEZRETIHEN HYET, =
NSsERETSICE. "IAMI—H¥—FHA4 R, ® "2 17 OpenlD Connect 7 TFL—>3aHAD
A—J)LOER (AV—=)L)1 ZSRLTLEZV,

ATY 7 2.SDK EFREY—ILERET S

RALCEALEDITIDN—0> % FERATAESIZSDKELIFEY—I)L%Z AWSSTS ASHREL
9,

ChaZ7O77ALTEETDE, SDKELEARFRY—ILEEFNICHEET S AWS
STSAssumeRoleWithWebIdentity API d—J)LZ{TWET, VI7/ ID 7IFL—>3a>zERL
T—RNSRREREZESE. FHATZICE. AWSconfig EBEZ7O7 74 TUTOREEZIEE
LET, chSOREDFMCOVWTR, "O-LFHERIONAFT—%2512ZHET, 288U
TLEZL,
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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e« role_arn-AFY 71 THEREhE= IAMO—)
« web_identity_token_file-#\& IdP A5

« (#7°>3>)duration_seconds

s (7> 32) role_session_name

JI7 IDEFEALTO—-IL%251E2 T3 config EBET77AIILBREDH ZXRICRLET,

[profile web-identity]
role_arn=arn:aws:iam::123456789012:role/my-role-name
web_identity_token_file=/path/to/a/token

@ Note

ENAIINT 7V —23a 2% L Tk, Amazon Cognito DEFAZ HE&H L £F, Amazon
Cognito l& ID 7O—H—& LU THEEL., 1—HF—0RDVICZK DT IFL—aE#E
ZTWET, L. Amazon Cognito ID Z7A/NA A —&, 42D ID Z7ANAFA—D K5I
SDK XY —=I)LOAT7 A7 VICRREENTLVEE A, Amazon Cognito API ICT7 VAT
B2k, SDKELERFY—=ILOEI REREZEFSZ A4 7S 1IZ Amazon Cognito H—EAT T AT
VhEEHTLEE LV, AWSSDK TOFABEICDOWTIE, "Amazon Cognito BIFE 7
AR, O TO—RAl, ZBRLTLEEL,

INTOEZZFO-ILOFAEBTR7ONA A —OREOHMICOVTRK, COHAM RO "TO—)LF
AEHRZ7ONA A —%5|E2FFET, ZZRLTEETL,

AWS 7V AF¥—
R ORISR EERALEY

YA HEORVAT a3 2EATSICIE. IAM Identity Center Z25F Z AT 5 K S (C SDK
FERY I ERETEILEZHEOLET,

122U, SDK R2@EY =)L —KEIRIEHRZ EFRRE IS HEICOVTRE, "EHOEEREZ &
AU LRERE) ZZRL T EE L,

AWS 7O A+ — 32


https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
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RHAFRELIE 2R D £ F

/A Warning
EF1VFAVRIZBGAD D, BAVINIITORRPEROTFT—REZRSEE
. IAM 1—H—ZREEICEALAVTSEE VL, KD IZ, AWS IAM Identity Center 7 &
OID7ANAMF—ENT7IFL—>a zEFEALTLSEEL,

EEROT I EAZEETD AWS THI N

TFIVFTADORANTTOFT 14 REL T, IAM Identity Center AWS Organizations T Z R L
T, INTOANDT I LARAZEBITRCEZHBOLETAWS THUV b FHHICOVTR,
NAM 1—H—HA R O "TIAMTOEFIVFARARNTZIOTA AL ZSRLUTLKEE L,

IAM Identity Center T1—H—%4#EK T . Microsoft Active Directory ZfEH 92, SAML2.0ID 7°
ONAS—(IdP) AT, £EFIP & CEBIC7IFL—Y 32BN TEET AWS
THOVKe ChsO770—FOVThhrZFERALT, I—H—IC2TILBAFVOITANR
DIVAZRHTEETT, £, ZERF (MFA) Z8%IL. AWST7HIU N 7O EARIC—BH
BEREIEHREFATRICEETEET, ChiFIAMI—HY—ERFERYET, IAM 1—H—F, #
BETCEHRENLGRIABHRTHY) ., AWSUY—RAICHITBDEFIVTAVRINFBEDTELEND
WET,

B RRYOAREBEERAD IAM 11— —%2EKT S

ZHHTHEATZERE AWS, TANIAM I—H—Z2#EKL., ThEEALTFI—-KNITIZE
TL. "EHIDAWS ENZFANDENTEXRT, XEPRECOENERBREZFEALTELH
BHNEREAN, YO RRY VARRUATREERAL BV EZEAHLET,

UTO1—AT—ATR., TIAMI-—Y—0OFERAZRHBEIDDNBICAB D> TVWIEENHY KT
AWS,

« AWSSDK &Y —IDOEAZRKL. AWS DU —ERX H2 RRY VARBT 2RELE
ER

« FEO-RELT, ABELBDTFA VAV T7TOAZYR—MLEBV, ATD1-)LEnlzATV
7h, 237, TOMOBEHTOERAZETT S,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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chSDI—ART—AUATIAM 1I—HY—ZFEALTVWEEHEEIE. AWSTHIUU N TEDLETER
< IAM Identity Center ICB1TT %A, ID 7ONA X —Z IC7IFL—23 2L TLKEETV, FHA
2VWTR., TAWSTOID 7IFL—>3>2, 28RLTKEE L,

IAM A—HY—DT7 9t AF—%REITS

IAMA—H—OT VEAF—RBEHNICEHRIZILEN HVET, "TAMI—Y—HA ko0 7
TEAF—DEH I OHAX VARSI TLKEEZV, IIMIA—HY—OT7 IV EAF—2R>THEL
EEBDNBIFEE, TOEAF—ZEHMLTSEEL,

IAM 1—H—FOtAFx—F, O—HIIZ 2 OHE AWS credentials 7 7 A IIICHREFETIHLE
FHYVEST, I AMI—H—OF7 I EAF—%21—RICRELBVTLSESZY, IAM1—Y—0OTF 7

TPAF—ZEBCRET7T7MIILE, WThOY—ATJ—REBYTRIITICEEDHEVTIEEL,
F—=72V—A7AOTITT MO git-secrets BEDHBY —)LZEATHE, BWEBFHRER > TGtV
RORNVICOAZYRTBREEZBSENTEET, FHHEICOVTE, TIAMI1I—Y—HA R1 O

"AMT7ATFTA4T74 (A—Y—, A—H—J)L—7, O—))s 28RBLTIEE,

FUDICIAMI—H—ZRETDICEF, " RHFAEHRZEAL LR 25RLTSEEL,

R ORI HRZ A L 12585

Y2 a HBORWVWAT S 32 T IAM Identity Center 25F ZEAT ARSI SDK £V —IL %

BRETDCLZHHOLET, £EL, AWSTIUVEAR—ZILICH D —FHEFRIEHRZ IE—L
THERATREETEET, AMHERIYINES, HLVLFEAMERZOIE—923HENHVET, —
Rr A9 75 FREEIE 3R 7°|:|774)L'c“{§%a“é:ta SATATONT A XREZHOEE L THER
TBDEETEERT,

AWS 7O EAR—=ZII A SEEL L EMRIIRHREEAL TRABR7 7ML EZRELET

1. WABWMOEBE7 7 AN DEK.

2. RWIEBRI7ANIE. EERO—BRIBERERBRIBET, ROTL—AKRLA—FF AN
BB HTET,

[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
aws_session_token=<value from AWS access portal>
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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3.

T77A4)N%ERELET, CNT, ~/.aws/credentials 774 EO—HIOERS AT A
ICEELTVWRRTTT, COT77AILICK., BEORFFNETOTZAIUNEBEESATOEAEL
BEICSDKELERY—INEATS [F 72N 7O77A4ILDNFEENRTVET,

AWS 7O EAR—=ZINICHAVLALET,

FETOFRABEHREHDLEDIC, ROFIEICHK>T, AWS PO EAR—FILHLS IAM O—JLFE
iEHEIE—LET,

a. UVIERDFIEOATY S 4T, AR_-Z—AXICE2ETIOEAZHFTT2 IAMO—ILDZ
HZEBRLET, BE. COO—JLICIE PowerUserAccess X° Developer % & M & &1 A 1 L)
TVWET,

b. VZURDFIEODATY 7 7T, [AWSRBABHIZ 7ANICTO7 7 ()L ZFBHTEM 7F
72arvEERL, AFZEIE-LET,

O — LU EBiEHRZO—A) credentials 77 AIICEBEY FTE T, default 70774
ILNaFEATREHEES. ERENETO77A4IINBREIMVEHYYECLA. 774N ATOLSICHEY)
x99,

[default]
aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC

credentials 77 M) Z®RELET,

SDK I, H—ERIVSATURNEERTDEEIC, NSO —BNESEEERICTIVEALTU Y
TARNSEICHERALET, ATY7 5a TCEBIRLEIAMO—I)LOEREICKY), —ENEEREEROE
MEIEAREY ET, ZAHBEE 12E-—TT,

— RN BRAEROBNHERIYINLS, ATV T 4~7TZ2RVVIRLET,

EEHWL»HIE F*EEEFH L7 Elb\Fl.I-.E

/A Warning

EF1VFAVRIZEGR IO, BAVINIITORRPEROTFT—RZRSEE
. IAM 1—H—ZRFICEALAVTLSEET VL, KD IZ, AWS IAM Identity Center 7 &
OID7ANAMF—ENT7IFL—>a EFEALTLSEEL,
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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IAM 1—Y—Z#ALTIO—RZ2RTIRHEE. ARIRED SDK Y —ILik. £H AWS
credentials 7 7 /)L CRHEIMNA IAM 1—H—fRAIEHREFERA L CRIALET. TIAM REY IO
EFIVTAORANTSOT 1A, ZHEREL., TESEFEL IAM Identity Center £ & Z Dtk
O—RNEFRIEBRICBITLTISEZL,

AR RICEIDERBRBHEAAI A
RAER-CET2EE
+ BEVOTATY MOL—NBEBREEALTAWS VY —RLT I EALBVTEE Y, T

NS OFRABHRSIBEFROT NI NTIOEAZREHEL, ) EITOLFRHETT,

c F7VT—=232T7F7ANCITILT O AF—XHEARBREREL ZVWTSEEV, ChEfT
S NTUYOURIRNIVICTODIIORNETY T7O—-RITBIRE, B> THRIABRF 0BT
BPVAUVNFRELET,

- 7O IV MNEEICFEABRESC 7 7TALZEHBVTLEE W,

« 5 AWS credentials 7 Z7ANICREFEE N TVBRRIEBTREIXNTTL—2TFANTRES
N3 EIICEFELTLSEZL,

AL FREZZRICEEIZLONEMDAAH A

AWS FRIIEHZ L ICEB ISR HEO—BWEHBICOWVWTE., T, OAWS "TP7IOEAF—%F
BEBEOONRARNT ST 1A BSRBLTLKEEVAWS 2077 L AR, FEZTOHAIC
MAT, U TORZZELTLSEETL,

- Amazon Elastic Container Service (Amazon ECS) X AV T, ZAVA® IAMO—)LZFEAL &
C

« AMazonEC2 A VARV ATETHROT U IT—>av il T, IAIMO—I)LZFEALET,

BIRFZMH: AWS THIY N ZEKT S

IAM 1—H—%2FEHALTAWS H—ERICT7IEATBICIE. AWS 7HDU > MNE AWS FREEHERD
MHETT,

1. THIVNZHEKT S,

AWS 7HOV M EERTSIZIE,. T AWS Account Management J 7 7L AHA R, © "B
WHE HOHTOHOAWS 1—H—TTH 2?23 Z2ZZRBLTLEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
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2. BEEI-—Y-ZERLET,

RNEZAVRNOAVY=ILEY—EARANDOT 7 EAIZE., root 1—F—THo> N (fERXL 7=#1H8
ThHOURMN ZFERLEVWTLSEEZVL, DY, TIAMI—Y—HaA R, 0 "EBI1—H—%
ERT 21 THEETNTWDRESIC, EBI—HY—THIONEERLET,

EEI—Y-—THAONERLTOJVA 2 OFMAZREL LS, -1 —THI KDY
SHBEICHATINL, EBETHAINEERLTBEYAM 412 LET,

CHASDTAIYRNEVWTFIE, TORR® TOTT7UIT—>32ORTAWS ICRBELTVWEE
AAWS, ZO1HICEK., ChSORAVICEL DY —, 7OERAFTEY bERIZEY— I:7\
O—LZERITBDHBENFHYVET, FHICOVTE. "IAMI—H—HA R, O "HNEET
AFAZEATS ) Z2ZZRLTSEEL,

ATYT7 2 IAM 1—H—ZERTS

. "IAM 1—H%—HA4 R, © "IAM I—Y%—0ER (DAY =)L) OFIEICHE>TIAM 1—H—
EERLET, IAMI1—H—%EKTIES :

« ANDI1—HY—T U tA%ZRMT S AWS Management Console 2RI DL 2HEHLFE
T, chnlcky), ZEOY O#EER AWS CloudTrail ¥ Amazon Simple Storage Service N\ @
77A4LOF7Y7O—-RBEE, EZAITIRETEGTLTVAO—RAWS O —ER (CH
ETD ZRRTEFERT, chld, O—REZEFNVIITRHEEICRIEFTT,
TOERAHFUORE - TV RAFAAT723> T, COA—HY—ICTFOEAFAZE)HT
BHEICODVTE, RUS—ZEETEYFIS Z2EIRLET,

c FEAED TEBAEL SDKFI—KNUTFI T, Amazon S3 H—E R &fHl& L THER
LTVWET, 77U —>3 2 Amazon SINDO 7N T O A ZEBHETBICE. 11—
H—IC T 2YF 93 AmazonS3FullAccess R —%&BIRLET,

s POLAFUDERFLFRTOREICETS, TOFIEOATIVATYTEERTES
ER

ATYVT 22TV EAFXF—EWMEBETS
1 IAMOYY—LOFES =2 3 U RAY T [A—F—] BRL. UHCERLLI—F—0
User name ZERL £,

2. A—H—OR—J7T, [EF1UFA BB AR—SEBRLET, RIC, [TIEAF—| T
[7 0 2AF—DHER] ZBRLET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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3. [TOEARF—ZERATY 7T, [AXNY RZAVAVR—T I A A (CLNELFO—AIL
O—R]ZBRUET, E550F7>32E, AWSCLI & SDKsOEATHEATZINDERLU R
A170F—ZEHLET,

4. [FOEBAF—OERATY T 21T, A723a>nR2TE2ADLT RN ZBRLET,

5. [PVRAF—OERATY T 3] T, [csv 77 A )N EF V> O—R] ZERL, IAMI—H—0
TORBAF—E—VLYRNTIOEAF—ZBC .csvITANERELET. CORRIET
BBICKEYET,

/A Warning
BYBEXF1IUT 4 WK EZBUTCChSOFRIEBEHRELZLEICREL TSEEL,

6. [ET]ZBRLET,

AFTY 7 3:credentials HE77AINEEHT3

1. #*%B AWS credentials 77 M) ZERTEH., HEET, COT 7ML, ~/.aws/
credentialsLinuxd &K ¥macOS> AT L, & KU%SUSERPROFILE%\ . aws
\credentialsWindows EICH VW E T, FHMICODWTIE, THIEBEHR7I7AINDER, =25R
LTLKEEL,

2. B credentials 774 INICKROTHFANEZEIMLET, IDEOHIEF—EDHIZ, XA
DO0—RUE .csvVZ7AIINDEICEZBRAET,

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

3. 774N EREFELET,

Eﬁ'ﬁﬁ&ﬁﬁ?éﬂ%% B F AR credentials #E7 74 TT, CchSREREZEHEL

BRETRDCEETEERT, AWSTIUEAF— @f_iﬁ%{ﬁﬁﬁ*ﬁgbf<7"éb‘o chiFtEe s i
&bm?,f'ca“;b‘ IAM Identity Center X° Z DD — B A FRALIEMICTED LT RS BITTBR L &
BEOHLFET, RBFIAFEROFEAL SBITL LR, &4F credentials RET77MIIA SN
S DERIFEHRZHIBRL T EEV,

RIFRELE R 38


https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
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Amazon EC2 A 2 AZ>2AM IAM O—)L O E A

COPITE. AmazonEC2 A VARV AILTF7AAME N T 7 U r—> 3> TEMAT % Amazon S3
T Ut A#E%$F D AWS Identity and Access Management A—J)L&Z Y NP Y 7§23 H5EICDOVTE
BALET,

Amazon Elastic Compute Cloud 1 > AZ > ADBE, IAMO—)LZEL., TOO-ILADOT
Ot A% AmazonEC2 A VARV AICEHFALET, FHMICOVWTE., "Linux 1 AR ARHD
Amazon EC2 1—%'—H4 K, ® "Amazon EC2 ® IAM O—)L 4 F#IlE "Windows 1 > AR A
BH® Amazon EC2 1—H¥—HA4 Ry ® "TAmazonEC2 ® IAMO—)L, ZSBLTSEEL,

IAM O—)L OER

Amazon S3 ICFEAY BERAT7 VA ENGETS IAMO—)LEERKLET,

1. AWS Management Console [Z ¥4 24> L T, IAM 12V =)L (https://
console.aws.amazon.com/iam/) ZBZE £ 9,

2. FET—=3arR4T @A [B-LZEK] OIECERLET,

3. (EHENEIVTATARAT|TCEREENEIVTATA2BRIT510, [AWS OH—
EX | &2BRLET,

4. [Use case] (1—A4Y—RA) T [Amazon EC2] Zi#R L., [Next] GXN) Zi#IRL E£7,
5. [#EPRDEM] Tk, RUZ—UANDS [Amazon S3 A BERTIVERA] OF I Y IRY
DAZEBIRL, [AN] ZEBRLET,

6. O—ILOBRZADL, [O—IOEK] ZBRLEXT, COEFIF AmazonEC2 1 VARV A
ZEBIDEELHLEILIZD LD, BRBEVRSICLTSEEL,

Amazon EC2 1 2V AZX > AZzEHLTIAMO—I/LZEELEXT

IAM O—J)L T Amazon EC2 4/ VAR A& T SIZIE. AmazonEC2 OV —I)L&EEHALET,

BMICOVWTIEE, TLinux 41 AR ABA® Amazon EC2 1—H'—H 4 Ry F£i=lF "Windows 1 >
AR AFADOAMazon EC2 1—H—HA R, ZSBLTLSEEL,

[Review Instance Launch (4 > A& > AEFR D TERR) R—T 2B\ 25, [Edit instance details (1 >
A2V ADEEOMRE)] £BRUET. [IAM role] (AM O—JL) T. BCHERL = IAM O—JL &38R
LET. BRICLEN>TFIEZZETLERT,

Amazon EC2 41 AZ > A®M IAM O—)L 39


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/iam-roles-for-amazon-ec2.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/launching-instance.html
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® Note

TOAVARVAILERTDICE, EXFAVFTATIN—TEXF—RTEERTDH., T
BEOENEFERATIHLENHYET,

ZDIAM & AmazonEC2 DY N7 Y 7T, AmazonEC2 A VARV AICF 75— a3 a5
TOA4ATBDENTEET, ChiZKkY), Amazon S3 H—EAADFHARY 7 IO EANftEEhFE
9,

EC2 4 2 AR AN Dk

EC2AVABRVAILEBRTZRCET, YOTIWTTIVT—232%F0A2ARACEEL T,
T7VTr—>32%RTTERLSICLET, T, IVARXVAORBIZFEALEF—RTOTZ
AR—KEBPDZBET 74N, IBHODEPEM 7 7TAILEHXETT,

Linux 4 > AR > A ® Amazon EC2 1—HY—74 RFELIE Windows € > AR > AA®D Amazon
EC21—H—HA ROBEBEFIEICHDS CETINZETDSCENTERT, EHITHIRE., ARYI
DEAVAZRVAILT PAINBEETEDRDICERL TS EETL,

Windows T AWS Toolkit ZEA L TW35EE. Tookit ZERALTA VARV AILERTSZ LS
TEET, FHIEOVTR. ZFAZNTVS Toolkit DRFENI—H—HA R2ISHBIEE L,

EC2A2VARVATOY L TINT7Ir—32 DRIT
1. O—HLKRSATHSA VARV AT T U —2a> 7740 %IE—LET,

HMICOVWTIE, TLinux 41 AR ABA® Amazon EC2 1—H'—HA Ry F£iIF T Windows
AAR AR DAMazon EC2 1—H—HA4 R, ZSBLTLSEETL,

2. TU—=2a3a aEREL, RN VERBURTHEENBSND L 2BRALET,

3. (#773>)77U7—y3>T IAM O—=)LICK > TREES N TV IRAEEBN EHE 1
TWBEZBRELET,

a. AWS Management Console (%4 >4 2L, Amazon EC2 11>V —)JL (https://
console.aws.amazon.com/ec2/) ZHE £,

b. 42AXA%ZERL, [Actions] (722 32), [Instance Settings] (1 > AR > ADERE).
[Attach/Replace IAM Role] (IAM O— )L O 7 fH/EH#) 2FEALTIAMO—-I)LZFRY FLE
T,

EC2 42 AR AN\ Dk 40


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstances.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html#AccessingInstancesWindowsFileTransfer
https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/

AWS SDKs& Y —JL D77LYAHAAR

c. T7UT—>3vaBERTLT, BULT—HNBEENDCZBELET,

EC2AVARVATOH Y TINT IV r—2 3> NRT 41



AWS SDKs& Y —JL V77LYAAHAR

EREVUIJ7LA

SDKs, MDSEEED APIs ZIHLET AWS O —E R, FRBiE. BETEERE, APl JI-I)L%

EECTS>EDICHESEEBELZD—BRENSICEK>TREBENAET, TOLEHIZ, SDKIZE

DOTANCERATZRABERONE, EH—EATHEAITZIRENERE, JO-NILREICFERT
PEOMEBEV D EREBEHENHYET,

REDFMCOWTE, AToEI>3a>z2RLTSEZL,

« AWS SDKsiR#E L E N EFRREEHR 7 O/NA4 X — — 88O SDK THRELE NI HBOFRAER7 O
/\"f g‘_o

« AWS SDKstRZE(L & h /- HEREE - BB D SDK THRE/N T W HBEREE,

B—ERVZAT>2 NOERK

7O SLTTIOERATREHIZAWS O —ER, SDKs BB ICIVTZATUNISARIATDT

IOREFERALETAWS OH—ER, EEXE, FFUT—23 2 AmazonEC2 IC7 VAT

PBENHZBEE, F7IT5—230R@F0H—EREA R —T I (A% ES AmazonEC2 754

TFORNATSIORNEBHERLET, RIC, Y—ERIZATRNEFERLT, TO AWS ODH—E R
ICRHLTUIIARNERITLET, EFEAED SDKs Tk, Y—ERISAFTUORNATZS T VNG

AZ1—RTINTHDEH, VIIARNETS>EY—EREL, BRZ2EEEFEALTHLUY—ERIC
DOTARNEITSHLVWISA TN ERERTEIHEN HYET,

AE OB STlEf

SO—-NILBEER. BEAED SDK THR—RNEN, AWS OF—ER2AKICIEL BT DM
. BEIBHTONAT—, BLOETOMOBEERELET, TATOSDK ISk, YO—/VLE
EOEERDHBEOO—ENBH (£FY—R ) FHYET, BERROBEIELBIOESY
<7,

1. = RFLERY—ERIZAT7NEBEICKRESNTVIHRNERER., MORELY EEL
TNET,

c —HWOBRERANRL—2IVIEIIHETE, BUEHITARL -2 a3 EIHEIRUTE

BETEET, AWSCLI £hIF OFEE AWS Tools for PowerShell, Ch S8 @EIOAX RTAIC

ABLEARL—=23 2 ZEONTA—2OFKICEY) EFT, SDK DIFEE. BARNEZ)HT

H—ERITAT > NDERK 42



AWS SDKs& Y —JL V77LYAAHAR

k. AWSDH—ERX ITA TV NELERBREATZIVRNEA ARV ALTREE, &I
FEEZDAPI ZHOHTEEILRELENTGX—ROEREEDZENTEFRT,

2. Java/Kotlin D é: BRED JVM AT AZTONT AN FIVIENET, RESNTLVBRHEEIE.
TNEZFEALTIOTAT U MNREETNET,

3. RIREBAWREENE T, RECATVWRIHERR, TOEZEZEALTIZATYMREETIE
ER

4. SDK &, H£Bcredentials7 7 A I T RELZHELET, RESTNTVBRHEE, 95476
FEThaEERALET,

5. REOHBconfig7 7 ()L, BENBETBBE. SDKRTOREEEALET,

« AWS_PROFILE RIEBZEHELIE aws.profile VM AT AZONT 1 ZFEAL T, SDK A
O—RI27O7 7ML EEBETEET,

6. SDK YV —AO— RAKIZ L >TREE BT 7 A MEFRRICEAETIET,

(® Note

SDK Y —J)LICK 2T, FIYIDIEFRNEBDBZEN BV ET, £/, SDK»Y—JL
DOFICIEE, MOBFETNSAXA—RZREFZLEVBRBLEYTERDREDEHYYET, HIRIE,
& SDK ART7 EVWSEMDOY —A AWS SDK for NET ZHR—KNLTVWE T, SDK £ (&
V=)ICOKTFEETZ7ANAA—ICOVTHEHLLLEF, FALTVS SDKFEREFEY—ILD
BEODHA RZSRBL T EE L,

JEFICK2T, EOXVY RFBEEN, HIOXVYY REF—N—F A RTIIHNFREVET, &
ZE, BB config 77A4INIC7A7 7ML EZRELEBE. TOZ7AO77A4I)LIE SDKEEY —
I RACMOFZFRZRZEL LRICOAGHE A, FAENET, DFVY, credentials 774)L
ICREZANTRE, config 77 M IILICHBIBREORDY ICETORENEAETNET, RIREHIC
RELMEERETDE, credentials & config 77 M IILOAEDREN F—/N—F 4 R&EhF
T, FREIC, ALOARL—232 (AWSCLI AN RFAUNFX—=REEF APINTX—&)
FEEI-—RAOKRERK., TO1 20N ROMOINTOEZF—/N—F4 RLET,

Config 77 A J)LEEEIJ A B

RORICRIHRERF. LB AWS config7 AL TEIN HTHEANTEXRT., chsEFI/O0-N
LT, IXNTOAWS D —ERICEELET, SDKs&V—)LiF, —BEORELREZEHRE Y R—

Config 77 A IZEV A 43


https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/sdk-store.html

AWS SDKs& Y —JL D7F7LYAAAR

RLTWRBENHBYET, YD SDKKRERFRY —ILTOHYR—NENATVIRELRRENZ
BETDICE, TORED SDK LRV —ILHAM RESBLTSEEZWL,

RER EE
api_versions —XERE
aws_acces AWS 7Ot A% —
s_key_id

aws_secre AWS 7Ot A% —

t_access_key

aws_sessi AWS 7Ot AF—

on_token

ca_bundle — X ER TE

credentia JTOtARIER 7 O/NA A —

1_process

credentia O—I)LREBEHR7ONM X —%&5|EZTET
1_source

defaults_mode AN—RBRETF 72 K

disable_r DOTANES

equest_co

mpression

duration_ O—JLREHER 7 ONAF —%5|Z2FTET
seconds

ec2_metad IMDS FREFEHR 7’ O/N 1 X —

ata_servi

ce_endpoint

ec2_metad IMDS FREFEHR 7’ O/N 1 X —
ata_servi

Config 77 A IUEREV A 44



AWS SDKs& Y —JL

D7F7LYAAAR

spe s

ce_endpoi
nt_mode

ec2_metad
ata_vl_di
sabled

endpoint_
discovery
_enabled

endpoint_url
external_id

ignore_co
nfigured_
endpoint_urls

max_attempts

metadata_
service_n
um_attempts

metadata_
service_t
imeout

mfa_serial
output

parameter
_validation

region

]

IMDS DILHIETE*E7 D/\'fﬁ—

T RKRA Mg

H—EAEBODIY RKRA K

O—)FEAEHRZ7ONAE—%Z5|EZHERT

H—EABEBODIY RRAU K
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config ¥4 credentials 77 A IICHEREZRETZDHZUTICRLET,

[default]

aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJlalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWlOgQs8IZZaIv2BXIa2R401gk

Linux'macOS WX RSA VI D BREEZHOREDH ZLULTIZRLET,

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

Windows DX Y RTA VIZKDREZHOBREDH ZLLTIZRLET,

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

setx

AWS_SESSION_TOKEN AQoEXAMPLEH4ao0AHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk
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W
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SDK for Go V2 (1.x) (&
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AWS 77t AF— 58


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK for JavaScript 3.x

SDK for JavaScript 2.x
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SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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SDK H EEFELEFAER
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O—)L@BAEEHR7ANA X —%Z5|EZHET

O—I) Tk, MOAETCERT7IEATEZVWAWS UY—ZAANDOT7IEAIC, —BZEFIUT 1
RAIEHRO Y NEFRITAIMLEN HHELET, cSO—BFHNEREHRIE. 7I9EAF—
ID, —OLYRNTFIOEAF—, BKLOPEF1UFTFA N—=0TBETATVET,

A=) ZB|EZFRRSICSDKELRFY—IILZRETSICE. FT5EZHH20LELHOEE
NDO—ILEZEREEFBETIHLENHYET, IAIMO—)LIE, O—J)L (Amazon VY —AZR—A
(TARN, )T—EICBRENET, O—-LBROI>TA 71 EOEEBRERILET, O—)
EEATRIEEENLEIVOTATAEAWS OY—ERX, | BIO AWS 7HDU N, 717 1D7O
NAZA—F=IEOIDC, EEWEFESAML 7T FL—23> T,

IAM O—JLABEETIhDE, TOO-IASEHEENTVIHEE., TOO-IICL>THEESH
THERZFERATEIEIDICSDKEFLERFY I ZRETEEXTT, cNETDICE, ROON REFEH
LET,

CNSORENDEAZRBITZDEODHAA AL ODVWTR, COHA RO "O—-J)LOEEHT, &
ZRLTEEL,

O—J)FREEHR7ONA R —%26|Z2ZTET
COMEEERTETDICEK. UTOLSICEALET,
credential_source - &8 AWS config” 7 1 JLEXE

Amazon EC2 A4 > A& > AE /=l Amazon Elastic Container Service D A>T FHNTHERE
N, role arn NoAXA—RTHRELEO—I)IN%25|ZZ2 (T2 -OICEHAT IR EHR%E SDK £
EY—=IHNRBETEDHEFFEEELET,
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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« Environment — SDK iz l&Y — L IRIEZ T AWS_ACCESS_KEY_ID &
AWS_SECRET_ACCESS_KEY 8 Y —ARRILEHZEBID L Z2EELE T,

« Ec2InstanceMetadata — SDK £z &Y —I)LA EC2A VARV ATOAT7AIIZT ZY FEh
ZIAMO—=)ZFEALTY —ARIAEHRENEITAD L ZEBELERT,

 EcsContainer —- SDK £z &Y —IIAECS AT FICTFRYFEN IAMO—)LZFERAL T
V—AFRAMERZNBID L ZBELET,

credential_source & source_profile @A ZRBLUZ7O77AITIRETD EEFTESE
HA,

RELEERZ Amazon EC2 A SEB TR MEN HBDEZRTIEHIZ, config 77 A IICh%E
RETBHZUTICRLET,

credential_source = Ec2InstanceMetadata
role_arn = arn:aws:iam::123456789012:role/my-role-name

duration_seconds - & AWS config7 7 1 JLE&E
O—-)lty>a>osEXRBABeRELTEELET,
CORER., 7O77A4LFO-IILO#EZEEL TVRIHEEICOABERAEIET,
374 )LNME : 3600 B (1 /) TF

BMEE : COMEE00H (155) AsO—IL0BAtY > a > BEHEE (LRE 43200, T4
HBE120E) FTOHEBAZBETEE T, FMHICODVWTRE., "TTAMI—H%—HaA R, 0 "TO-)L
NEAEY I VHEREERTTR. ESRLTIEE,

config 77 A IIICChZRETBHIZUTICRLET,
duration_seconds = 43200

external_id - 58 AWS config”7 7 1 JLERE

BEROTAIRTH—RN—FTA—AO-IIZ5ERI2-HOCEAETIZIMADOREF%
EELEXT,

CORERF., 7O77AINFBREEFEZFAELSICEELTVT, ZOREOEBERIS—T
Externalld QENUEBRFZEICOKBEBRENET, COER. 7O77A4IINFO-IZ2EET
% & ZEI(Z AssumeRole BEICEE 1D Externalld /NTX—RICIVYTEhET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
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77 # )L MME : NONE,

BMBE: "IAMIA—YHY—HAR, ODAWS T VY —ZAANDT I AZE=FBINETDHEEIC
NEBID ZFERTEHE BSBLTLSESTL,

config 77 A IIICChZRETBHIZUTICRLET,
external_id = unique_value_assigned_by_3rd_party

mfa_serial - £8 AWS config”7 7 1/ JLERE

O—)LZ25|2Z T2 CEIERATILEN HBDZERFDGA (MFA) TNAADDELLREZUT
INBESZEELEY,

O—LOEERVS—IC MFARIZHEETARMFEEATVRIO-IIZSIERTREEIC
MBETT,

T7FINE: &L,

BE: EBIZE. N—RODITFNAADTUT I+ )N— (GAHT123456787%% &) £I= 1R
¥ MFA FINA A (8 E) ® Amazon )Y —RAZ—LAL (ARN) DWFNAIBETEET, MFA OFf
MIZOVWTEE, TIAMI—H—HA R, O "MFAREAPI 7O ANKRE, #SBLTLKESE
W,

config 77 M IICChERETDPZUTICRLET,
mfa_serial = arn:aws:iam::123456789012:mfa/my-user-name

role_arn- #£58 AWS config” 7 1 JLEXE, AWS_IAM_ROLE_ARN - I:REZ %, aws.roleAxn -
JVM 2 A7 A7°0/NT 1 Java/Kotlin @ &

CO7O7 74N EFEALTIVIOIARNENEREORTICERTS IAMO—I)L® Amazon )
V—AZ—AL (ARN) ZEEEL XTI,

T7FINE: &L,

BERBAE : Bk, LAT® arn:aws:iam: :account-id:role/role-name FEX® IAM O—JL
D ARN THBIHENHYET,

TSI, ATOREOVThL ZEETILENHYET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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« source_profile —ZFN7O7 7ML TENREZ5|ZZ TR HERZHF ORABERERET
PEHICFERATRZRO7O7 7/ 2#HBITS,

« credential_source —IRENRBEZEHTHEIET NBFEFEHR,. FoE AmazonEC2 1 > A
AOA7O77AINICHRRFENTVSEREEIER,. £ AmazonECS AV TFA VARV A
ZERT S,

« web_identity_token_file —ENAINEER VI T 77— a0 cRieni-l1—
H—I(Z/N7' 1) ¥ 2 0penID Connect (OIDC) BE#® ID 7ONA Z—%ERAT 5,

role_session_name - & AWS config” 7 1 JLE&E, AWS_IAM_ROLE_SESSION_NAME - IREZ
¥, aws.roleSessionName - JVM 2 A7 A 7'0O/\NTF 4 : Java/Kotlin @ &

O—IItEYy>a ItPRYFIBRUERELET, CORFK. COEYIIa>ICEERTS
hi=IT>NJ® AWS CloudTrail Y ICRRENE T,

T7AINE: 7232 NIAX—8, COEZEELEWVES, BV a2 EREBNICERK
ThET,

BM{E : AWS CLI £/zl& AWS API A" 1—H—(ZfXH > T AssumeRole ARL—> 32 (F
Tk ARL—2 3B ED AssumeRoleWithWebIdentity ARL—>32) EHUPHEIT E X
RoleSessionName/ NT X —RIZRHEhE T, EFE, JIUTEDS 2 O0-/)L1—H—
® Amazon Y —RAE—L (ARN) D—BIZBY . COTOT 7 AL &> THREEE hd AR
L—>3>® CloudTrail O I RO —FELTRTRENET,

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config 77 M IICChERET AP ZUTICRLET,

role_session_name = my-role-session-name

source_profile - 8 AWS config”7 7 1 JLEXE

TTOZ7O77AI)AD role_arn RETEESNEO—IILZHETILEHICHEHE N DERIER
ORIOZ7O7 74 E2EELET. £EF AWS conflg 77A4) & credentials 77 AL TS
A77AIILFEDRSICERAETNZDLICOVTE., "1 ZZRUTILKEETVWHE config KT
credentials 7714 ),

O—L5IZ2Z2F7O77A4NTEHRDTO7 7ML EEETSE, RABBITLICHEREND
KO, EO-LFIEFICSIZMNINET, SOKARAEERZECTO77MILICEET D &,
COFI—2EEFELELET, O—-LFI—2EF. AWSCLI EEIE AWSAPIO-)ItEYv> 3z
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BAX1REICHRL, 51 ELEFR R TERRA. FAICOLVTR., TIAMI—Y—HA R,
O "O-I0EBAFEEHZ ZZRLUTSEZL,

77 # )L MME : NONE,

BWMBME . config BRY credentials 77 AN TERENTVWRTO7 7ML OERITHER
ENBTFANEFH, BEOZ7OT77AILD role_arn LRI BEEIEETIHEN HVE
Jo

credential_source & source_profile DA ZELU7O7 7AITEETDERFTERE
A,

RET77AINTIhZEHmET 6

[profile A]
source_profile = B
role_arn = arn:aws:iam::123456789012:r0le/RoleA

[profile B]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3JpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONGS

BOBITE, AZO77A4LNEB7O7 74 I)LAORAEREZEEALTVWET, SDKEZREY —
IAAZO7 74N EERTEZIEISICEETDE, SDKELERFY—IIREI>IEhizB 07O
774 ORAEHRZEBNICHREL, ThSsZFERAL T, BEENEZ IAMO—)LO—EHNE
RALEHRZEV IV TIANLET, SDK EE@EY—ILIE, XY T Z7>2 RT sts:AssumeRole AR
L—23a>zFERALTINERBRLET, chsO—RFREREERIE. AWS UY—AICT Y
EATRLEHICTO—RICK>TEAETNET, EEShEZO-LICE., ONXRP API XYY R
BE, VDOITARNENEOD—ROEFTZHATTS AWS O —E R IAM 7 I 2AFRAIRU S —H
TREYFENTWVWBRENHYET,

web_identity_token_file - 8& AWS config7 7 1 JLERRE,

AWS_WEB_IDENTITY_TOKEN_FILE - IRIZEZ %, aws.webIdentityTokenFile - JVM SATLT

O/\NF 4 : Java/Kotlin @ &

%59 % OAuth 2.0 7’O0/N 1 X — E£/=lk. OpenlD Connect ID EBIEHR7ONAF—H5DOTF
DEAN—=DBECTT7AINNODNAZEELET,

COFREICKY) ., TGoogles . FMFacebooky . MAmazony BEOZHOVIT/IDT7IF
L—>3a> 7ONA 83— FERALTRAZTSICENTEEXT, SDK TEEFHEREY—IEC
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://wikipedia.org/wiki/List_of_OAuth_providers
https://openid.net/developers/certified/
https://developers.google.com/identity/protocols/OAuth2
https://developers.facebook.com/docs/facebook-login/overview
https://login.amazon.com/
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ND77A4INOABFZO—RL, I—%—I(Zf1H > T AssumeRoleWithWebIdentity AL —
2a>EFUHT EEIC WebIdentityToken 5IEE L TELE T,

77 # )L MME : NONE,

BMEE: COBINAET7ALNBETHEINERYEEA. 770)LICE, RBEBHRONA
S—hosiRtEnD. OAuth2.0 7V EARM—2U2&7zF OpenID ConnectID h—O 2 HFEFA
TOBFRERY T A, BXENRE, TOEAOELT ALY NSRRI LEER/SREL
TIRONET,
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UTDOSDK i, COREY VTHATIWELREEYR—NLET, BINEHNF BN,
FRTRBETATVET, VM P RATATONT 1 REKE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—RENTWVWERT,

SDK H FEFELEFAER
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AWS CLI v2 (=
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SDK for C++ credential_source W@FHR—KREThTLVEE
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B A. mfa_serial REHR—KREhTLWEHA,

SDK for Go V2 (1.x) %3
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SDK for Go 1.x (V1) & HBE config 77 M IILEREZFEATSICE,. RET7AILD
VW SOFEAIARZBMICTIMHEN HYVET, v 3
ESBLTLSESTV,
SDK for Java 2.x 8 mfa_serial WBWHAR—KREhTWEBA. AWS_ROLE_
2 ARN ORDVYIC ZFEHALETITAWS_IAM_R
B OLE_ARN ., AWS_ROLE_SESSION_NAME ®OfbHV)IZ &#fF

AU XIAWS_TIAM_ROLE_SESSION_NAME
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

MY —)l PowerShell
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ERF LB

mfa_serial BFHR—KREhTVWEEA, VM ATLT
ONTAREYR—MENTLVEEA,

credential_source W@FHR—KREThTVWERA,

AWS _ROLE_ARN ®OfXH V) IZ Z#FEAL ETAWS_IAM R
OLE_ARN . AWS_ROLE_SESSION_NAME ®ORbVIC &fE
AL ZEJAWS_IAM_ROLE_SESSION_NAME
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https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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AT FREABEBR7ONAA—, SEEOATHILENET 7V r—2 32 OFRAMEHRZIE
LET, CORIFEHRZO/V1 A —IE. Amazon Elastic Container Service (Amazon ECS) & & T
Amazon Elastic Kubernetes Service (Amazon EKS) Z CFIF OB EFKICKIEE T, SDK & GET
DIANZBUTEEENIEHTTP I RKRA U MY SRRIEHRZO—RLET,

Amazon ECS ZFF T 2B 6. FRABHRO DB, R, EEVREMZHETHILHIC,. ZRD
IAMO—=)Z2FEATREZ2B#MOLET. Amazon ECS ZERET B &, SDK &Y — LA RELEER
EHBITDLEHICEHEHR TS AWS_CONTAINER_CREDENTIALS_RELATIVE_URI REBZEHBNREE h
9, COMEEAIC Amazon ECS Z5RET S ICIE. "Amazon Elastic Container Service X0 Y
N=HAR, O TZAVIAMO—)L, 28BLTLEEL,

Amazon EKS 2R 9 254k, RIBEHRO 0B, FH/DISHE, EETREM, ML A
RL—=23>, BRAY, BRUOART—FEUT 1 Z2RETS=HIC. Amazon EKS Pod

Identity ZFIF T2 & Z2HBOLET, Ry REIAMO—J)LOEERK, 77— 3
CAICRAIESRZEEE TS 0IC Kubernetess H—E AT AU NMCBEEMNHFShTVE

9. Amazon EKS Pod Identity ®FF#HIZ DW Tk, TAmazon EKS 1—H'—H 4 K1 ® "TAmazon
EKS Pod Identities; #2288 L T &\, Amazon EKS Z58ET D &, SDK &V — LN
REAMEREZEB TS HICHEH TS AWS_CONTAINER_CREDENTIALS_FULL_URI &V
AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE REZEBNBREECNETT, Y N7V T O
[C2WTIE, Amazon EKS 1—H—7 4 R® "Amazon EKS Pod Identity Agent DY N7 Y 7', &
ik AWS 7O 0T 744 N® "Amazon EKS Pod Identity (& Amazon EKS V5 AZ—EDO TS
DT—=232 0 IAM T O AFAZERELET, 28BLTLEEV,

COMEZRETDICE., UTOXRIICEALET,
AWS_CONTAINER_CREDENTIALS_FULL_URI - IRIFZH

SDK A'RAEEHRZV VTIARN TR EEILEA IS I HTTPURL I RARA 2 M 2EEEL X
T CNICRAF—LERANOEANEENET,

T7AINE: BL,
BHMME : B3 URL,

EE . COEREX AWS_CONTAINER _CREDENTIALS RELATIVE URI DRRETH
V). AWS_CONTAINER_CREDENTIALS_ RELATIVE_URI NRREETNTUVARWVWEHEICOKfERET
*x9,

Linux/macOS WX RTA VICLBDBEZHOZREDHZUTICRLET,
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-id-agent-setup.html
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
https://aws.amazon.com/blogs/aws/amazon-eks-pod-identity-simplifies-iam-permissions-for-applications-on-amazon-eks-clusters/
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export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credentials
=/l =S
export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost:8080/get-credentials

AWS_CONTAINER_CREDENTIALS_RELATIVE_URI - BRIEZH

SDK ASRFIEHRE ) VTIANTREEICHERATHIHETHTTPURL T RARA > N ERRELE
T, fBlk. 7 F)MD Amazon ECS RA MR 169.254.170.2 IZffthEhE T,

F7#)ME: [ L]
BMEE  BMEHER URI,
Linux'macOS WX RTA VIZKRDREEHROEREDH ZUTIZRLET,

export AWS_CONTAINER_CREDENTIALS_RELATIVE_URI=/get-credentials?a=1

AWS_CONTAINER_AUTHORIZATION_TOKEN - IRIZEZ

WARN—O2ZTL—2TFARNTEELET., COZRBNIBEENTWVWSIHE, SDK I HTTP

VDOTIANDORIAAY X —ICREBEEBOEZRELET.
T7AINE: BL,
BME: XF5,.

EE  COERE AWS_CONTAINER _AUTHORIZATION_TOKEN_FILE ODRXETH

V). AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE NEREETNTUVRWVWEHEICOKfERAET

£9,
Linux'macOS WX RTA VIZKRBDREEZHOREDH ZLUTIZRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN=Basic abcd

AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE - IREZLH
TL—FTFFANORARN—TEZECTT7ANANDERT7AIINNAZBELET,
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BMEE : XF5,

LinuxmacOS WX RSA VICKDREZHOD

REDHZULTICRLET,

export AWS_CONTAINER_CREDENTIALS_FULL_URI=http://localhost/get-credential
export AWS_CONTAINER_AUTHORIZATION_TOKEN_FILE=/path/to/token
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
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SDK for Kotlin (&
L
SDK for .NET 3.x (&
R
SDK for PHP 3.x (&
R
SDK for Python (Boto3) (&
R
SDK for Ruby 3.x (&
L
SDK for Rust (&
L
M) —)L PowerShell (&
L

IAM Identity Center 5RREEE®R 7' O/N 1 A —

CDFBIEX A ZX LlE AWS IAM Identity Center . d— RADI T I YA F2 (SSO) TU A%
BBIT2LEHICFERAENET, AWSOH—ER

(® Note

AWS SDKAPI RF 21X NTE, IAMID £ 2—OBIEHR7O/NA4 X —IF SSO RIHE
HF7ONA A —EFHENRTVET,
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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IAM Identity Center ZBICL1ZS, HET774I)ILAOKREAO7O7 74 I Z2EHXLET, AWS
configc ®Z7'O7 7 A4 )LI& IAM Identity Center 7 7 EAR—RIIAQEHICFERAEhET, 1—
H'—7#" IAM Identity Center TIEEICRME D &, R—FIILEFETOI1—HY—ICEENFFS I IAM
O—) OEMRAEHREZIRLET, SDKAWS OH—E R AREH S — KRR BEREEEL
DOTANIFEATRIFEICODVTR, 28R L T & VIAM Identity Center 52 Jt’&ﬁﬁﬁ?%

config 774 )L Z#EH L T IAM Identity Center ZFRET D ICIE 2 DOFEN BV FT,

« SSO MN—=U 27 ONAA—DOFRE (HR)— v a HEOER.,
s BENIAAOLAS—BHR —EBESHEOEYSa 2FRHALET,

EES5DBETE, BV 3a>v0AMBRNINNCSBEY A AVTIRMENHYET,

NAZLEYZAVHBEZERETSICE. SSO MN—OV7TONAM X —BREZFEATILEN HYE
ERD

KD 2 D2OHA RIZIE, 1AM Identity Center B8 T2 BMBEHRNASENRTUVET,

« AWS IAM Identity Center 1—H'—H 4 K
« AWS IAM Identity Center R—ZJL API ) 77 L 2 A

BIiR SR

&4 IAM Identity Center ZBRICL THLKBENF BV ET IAIMTATFoTAT14E2X—DFR
MEBNCTDHEOFMCOWVWTIEE, TAWS IAM Identity Center 1—H'—H 4 Ry @ TEHES
E ESBLTLEE W,

Fzl&, TIAM Identity Center F25f. CDHA ROBRIZH>TLKEEV, CchSOFIERK. IAM T
ATFOTATAEZ—OBEMWEL S, UTOMBERZRHKE config 77MIIRENETET, 28
W HARZ D AERY)ET,

SSO h—o 27 ONAH —&E

(® Note

AWSCLI ZFEAL T DEBRZERT D HFEICODVWTIEF, ® Taws configure ssoJ 4
H—RICEKDTO77A4IINDOEEL Z5RLTLEE L AWS CLI,
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SSO =0 7ONAZ—BREZFERATHE, AWSSDKFERY—IIBGEREhiztEYS> a3 H
BETEYAVZEHEBNCERLE T, BV a2V BBALKERARBICOVTHFLLE, 1% —7
1RO TAWS POt AR—2Z)L & |IAM Identity Center FEET7 7V —a> oty a AR
E1 Z2ZRLTLEE L, AWS IAM Identity Center

sso-sessionconfig7 7 AN DEI> 3k, SSOFIVEARN—U > EZWMBITZHLEODOREELEHK
EIN—TT2EbICEAEh, ThEFEAL CRIIBEREMEBTEET, AWS config 774
ILAOEI>IA2OTA—XY NOFMBICODVWTR, BREZ77AILOEXZSRBL TS EE,

sso-session V23V EERXRL A7 7AINICEENTFET, sso_region &
sso_start_url & sso-session VAV RHICRETIHLEN HYVET, BF
l&sso_account_id, SDK sso_role_name profile AWS A'FREIEHRZE VIV ITARNTEDKDIC
OV TRETDIHEN HYET,

@ Note

SDK &YV —IUANCOBRZEFEAL CRBEREFASRVCEHR T B HZOFMIC OV TR,
"IAM Identity Center 3R Z BB T D1 ZSRL TS EEV,

RDOFITIE, 1AM Identity Center FRREEHRZ ) VI ARNTHKSIC SDK ZRELET. =D D
BBEHEHR—NLTVET,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

sso-session BRIFEHO7O7 7 A I TEHRAHATEEXT,

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
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[profile prod]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRoleZ2

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

sso_account_id & sso_role_name & SSO R—OVERENDIXNTOFUFTHEEVND
DUTEDVEREA, AWSOHY—ERTFTFVT—2 3 o fRTSRIAZYR—NTBRAD
hEFEALTWVWREER. AWS #ROFIAFRHREXEHELEA KT FZ—FREERK., RT7Z—
R=02ERENDZEFIUTAN—D2ZFERTD HTTP BREAF—LTT, COZFUFT
(&, sso_account_id & sso_role_name BHETREHVEFEBA, RT7Z—N—U G EY
R—RLTWBAESHE. BRIOHA RESBLTLSEEL, AWSDOH—ER

BBRAD—T1& sso-session D—HWELTHREETIhET, AOD—T7R, I—H—0T7HIUKIC
KNEBDT7VT—23>0F 0 A%&IBRTSD OAuth2.0 DXHAZXALATE, F7FUr—23aiE 1
DREQAODA—TZDVIOITARNTE, PF7VT5—23VICRITENLETIVERAN=—V VB FEE N
AA—TICREENE T, chSOAOD—T k., BRENLOIDC VAT RNFIDVIARNTE
BTUORAFTFAE, VAT MBREBITDTILAN—VEERLET, YR—FEhTVBT
DEAARDA—=70OA7T>a2IZ2\W T, TAWS IAM Identity Center T—H'—74 R, O "7 0+
AAD—71 ZZRLTILKEEZVY, XOBITRE, PHONEO—LZ—EBRTRITDT IV AZF
AITSH&LSIC sso_registration_scopes ZFREL TVWET,

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

RER—TI2F, Y23 RBICEDVWET7AMIILBZFERAL T, ~/.aws/sso/cache T4 LT~
JOTOTFARIICF YV 1chET,

EHFRAOL A — B

N—oYOEBEFHR. EFFTOLHY —RETHEIR—REhTVERA, KDVYIC, SSO
N—O U TONAE—BE OERESBHHLET,

EHTAAOLAY—BEZFEATAIICR. Z7O77MIILATROBREZEETIHLEN HYVET,
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* sso_start_url
* sso_region
* sso_account_id

* sso_role_name

Z7A774IN0O1—H—R—KJIE, sso_start_url 8LV sso_region REZFEHL TEEL
£9, PUOEAHFAE sso_account_id 8KV sso_role_name RETIEEL X T,

ROPITIE, config 77 AIIC 4 DDMBBEERZEERELET,

[profile my-sso-profile]

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

AN —9 Ik, sso_start_url CESVWETZ7 74N EEZFEAL T, ~/.aws/sso/cache F1 L
TJRIDTOTFARIICF Yy 1ENET,

IAM Identity Center FREEEHR 7' O/N 1 X —DFRE
COBEERFUTZERALTERELET,
sso_start_url-#£87 7 4 JLE&E AWS config

D IAM Identity Center 7 7 2 A R—X )L Z$ET URL. IAM Identity Center 7 7 ZAR—%
JLOEMIZDOVWTIE, AWS IAM Identity Center I—H'—H 4 RD " AWS 7O AR—R )LD E
Al #BBLTILKEEV,

COEERERTSICE. 1AM Identity Center 1V —)L &#F&E, [AY 2 1KR—R]ZRXRRL
T, AWS [PV EAR—Z) URL]ZHKRELFT,

sso_region- AWS config #B7 7 1 )LE&E

IAMID £ Z—R—B)LAZAK, D&V IAMID £ Z—E2EBMCIBHICBRRLIED—D 3>
ERMTHED, AWS U—T 3 AWS ChiFF7 AL ROU—T a2 EFRILTEY, &R
BHBALHET,

AWS =232 £Z2OI—ROFMEEVANIOVWTR, © TU—I3F TV RKRAV b
228 L T<IEE L, Amazon Web Services 28D 7 7L AZDEZRET 2. IAM
Identity Centerd >V —)LZBAVT[Z Y 2 1KR—R1ZRRL, [U—23 V)1 ZRLET,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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sso_account_id- AWS config £E7 7 1 )LERE

AWS 7 A2 N AWS Organizations FREICEA TR EHICH—ERAZBEB L TEME W -OBIE
ID,

FEHAREZRT AT NOUANEERTSICIE. IAM Identity Center IV —)LICBEIL
TAWS 7HIOV MR—=DZBEF T, AWS IAM Identity Center R—ZXJLAPI U7 7L AD
ListAccountsAPI XV v RZFERAL T, FRTREET AUV ROV AN EERITEIEETESR
T, EXWE, list-accounts AWS CLI XYY REBUTHTENTEEXT,

sso_role_name-#{HE7 7 1 JLE&E AWS config

A—Y—OTF7 0t AFAZzERIT IAMO-)LEL 7O a - den=7otA
FotY ROBR. AWSTAHIUNO—I)EGEEENZ by ICFETRILENHYE

9sso_account_ide A—J)L® Amazon VY —AZ—A (ARN) TlEA&L, O—JIBEEALT
<EEL,

TOERAHFAEY MR IAM RS —EARBLT VEAFARIS =T EYFEATEY),
A—Y—CE)IETSNEAWS THIY NINEEhDZTIVEALRILZEELEY,

FHRTRESEREY NOUARNEZRRETSIZE AWS PHT> K, IAM Identity Center AWS 77
AORAVV=)ICBELTINR—DZ2HEET, AWSTHIV KN RICKRREATVWSBIEL
WHERtEY RBZBIRL T EE LV, AWS IAM Identity Center R—XJLAPI U7 7L AD
ListAccountRolesAPI XV v RZFEAL T, EAAESEREY NOUANEZERITZEET
EBET, LEAE, AWSCLI XV Y REFTHT C &ATE EJlist-account-roles,

sso_registration_scopes- AWS config 57 7 1 JLERE

sso-session [CEFAITRAOA—T7OAVXEXYV DU ARNTT, AOA—7"F, IAM Identity

Center R7Z—R—U 2 THERBENLELI RRAVMOT IV AZFTLET, IAM Identity

Center Y—E AN SEHFH N—U 2B ITSICIE. sso:account:access DREENDRAI—7

ENETZIMHENHYET, YR—REATVRITFTIVEARI-7OXEHICOVWTIE, TAWS

IAM Identity Center 1—H—HA R, @ "TPOEAAT—7"1 25RBLTLKEE VY, COFRE

L?." FEHTERVRROREICEFEAENEFEA, LA—EBREFEAL TRITENEN—D Y
B (Csso:account:access A—7ICHIREhET,

AWS SDK & O B #i%

LLTF®DSDK Ik, cOREY OTHBETIMEELREZTR—NLET, BoVBFHANFHGIE, T
XNTCREBTNATVET, IXTHO IVM P ATFTLTONT15REK. AWS SDK for Java & TH &
R—REhhET, AWS SDK for Kotlin
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SDK

AWS CLI v2
SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x JavaScript M SDK

2.x JavaScript F ® SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

LTOiZdnY—)
PowerShell

+
i

Yes
Yes

Yes

Yes

No
Yes

Yes

ERF LB

HE config 77MIIBEZFERATAICE. BREZ7AILD
SOHAMAAEEMITIXEN HYET, v a,
ZSBLTLEEV,

HE@IEcredentials 77 I TEHR—KREhTVE
9,

EHMAADOLHS —RED Ho
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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IMDS FEREE# 7 O0/N 1 X —

AVAR DV AXBRTF—RZ Y —EAX (IMDS) &, 1 VAR AILBETETF—RT, RITHOA AR
VARBRERLGEBEITAILOICEALET, MATELETF—XOFMIC OV TR, Linux 1>
ARV AR Amazon EC2 1—H—HA KR, O "M VAV AXZTF—REI—HY—F—%, . I
(& "Windows 4 > AR > AH Amazon EC2 1—H—HA R, O "MV ARV AXEZF—RET—
H—F—32, BSBLTLKEE VY, AmazonEC2 Tk, 1 VARV AT T £ BEHREZRHETE
BO—NILNIVRRAVRNEA VAR ATHARARETT, A AXAICO—LUANTERYFENT
WBEBEE., TOO—-I)ICEMNERIEEHROEY NYERATEET, SDKIFZFOI RARA U NE
FALT, 77FI)LBORIAEHRZAONA S —FI—2 00— L THIABERZEBRTEXT, 'f/
ARV AARF—RH—ER/N—J 3> 2 (IMDSV2) it. IMDS Q& W E2B/N—T 3> THY . 7
TJALNTHERENET, BRITTEHLVEM (HTTP TS5—1— K 403, 404, 405) A EETH
BLEBAE, IMDSVI A7 +—ILNYy VELTERENET,

COHEEERTETAICIE. LTOLSICHEALET,
AWS_EC2_METADATA_DISABLED - TRIZEZ

RIEROEEIC Amazon EC2 4 Y AR Y AX BF—RH—E Z (IMDS) AT H E S A,
77 # )L ME: falses

BME:
* true - wunﬁﬁiﬁiﬂy ?67 ®(Z IMDS Eﬁﬁﬁ L/gs'ti-/b
i false—mnl_l:fiiﬁ’iﬂi 3-67- ®(Z IMDS Eﬁﬁﬁbi?o

ec2_metadata_vl_disabled - & AWS config” 7 1 JLEZE,
AWS_EC2_METADATA_V1_DISABLED - B35 Z %, aws.disableEc2MetadataVl - VM > AT LT

O/\7 4 : Java/Kotlin @ &

IMDSV2 A"k B L 1=3Z & (. Instance Metadata Service Version 1 (IMDSv1) 27 #—JL\Y U &
LTERTEINESH,

@ Note

#FL LV SDK & IMDSv1 ZHR—KRLTVWAVEY, CORERYR—KFEhTLWEE
ho FHIICOVTIF, R AWS SDKsE DEH#iME ZSRBL TSEE L\,

F7 # )L ME: false,
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BME:
« true-IMDSV1 Z7 #—)LNY O ELTHEALEE A,
- false—-IMDSV1 27 #—)LNY D ELTHERLET,

ec2_metadata_service_endpoint - £8 AWS config” 7 1 L& E,
AWS_EC2_METADATA_SERVICE_ENDPOINT - JRIZEZ %, aws.ec2MetadataServiceEndpoint -
JVM 2 A7 A7°'0/NF 1 : Java/Kotlin ® &

IMDS O RARA > K,

T 7 # ) NME : ec2_metadata_service_endpoint_mode A" IPv4 I

ZLWVWEE, F7F)IBMI RKRAME http://169.254.169.254 T

9, ec2_metadata_service_endpoint_mode A" IPv6 ICEL VWHE, F7FIKNDODIVR
R4 NE http://[fd00:ec2::254] T,

BR734E : B URL,

ec2_metadata_service_endpoint_mode - & AWS config”7 7
1 JLERE, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - :REZH,
aws.ec2MetadataServiceEndpointMode - JVM 2 A7 A7 O/\NF 1 : Java/Kotlin @ &

IMDS DI RIRA > R E—R,
F7 # )L NME : IPv4,

B’ {E . IPv4, IPV6,

(® Note

wmsmﬁﬁﬁ7uﬂ4ﬁ & REEHR7ANAE—FI—2 O—FHTTF, =L, IMDS
RIABHR7ONASF—F, CO—ETHBOVSI2ADTONAMET—DRIZOKFIVIE
NET, TOLY, 7OJFALTZO7ONAZ—ORAEHREFEATIEERK. BREHNS
HOEMSERIEBER7ONA A —ZHIBRT2H, BIO7O7 74N EERITIHEN HYE
T, HBVIE, BB/ ONAAFI—2ICE>TEO7ONA Z N EMERRAIEHRZIR
THZEBNICRETZRDYIC, O—RATIMDS SREHEHR7ONA A OEREREEL T
<EEVW, Y—ERISATURNEERTRDEEIC, FIAFERY—AZEEBEETEET,
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IMDS FEREEHR O+ 21 U T 1

F7 ) NTIE., AWS SDK ICEMBEREAIEHMARES N TV EVWIES,. SDK & Amazon EC2 1
VARV AART—Z Y —ERA (IMDS) ZFEAL TAWS O—ILORIAEBERERBLEISELET,
COEEIX. AWS_EC2_METADATA_DISABLED IBIEZH % true ICRETHETEMICTEE
T chlckV), FUREBZYRNI—IOTFTIOF1ETANBFLEEN, AmazonEC2 41 VAR A X
RTF—BH—EANBEENZUEENI BB ERTERVRYRNRD)—I0EF 1) T4 hBILENE
¥,

@ Note
AWS BB RBABMTHREE N SDK IVTA T ME, ChSs DOREICEFEEL, IMDS
ZHEAL TRABHRZMEL X AL

Amazon EC2 IMDS FREEEER O £ 0 EXL

CORBEBORERZERE. FAFOARL—TFTAVIIATLE, BEZREENICLEZVAES D
ICR>TEBWET,

Linux & &' macOS

Linux £l macOS Z2FEAL TLSBEFEHKEF. XOONV REZFEAL T, CORBELHERETE
x99,

$ export AWS_EC2_METADATA_DISABLED=true

COREEEHOIIINEYS IR ATLAOBREHEBEHEFIL ZVES

([&. .bash_profile., .zsh_profile, .profile BENMLEREOIRVREZZIIIFO774)
J77A)ICEMNTEEXRT,

Windows

Windows ZERAL TLV2HEEKE. XROONV RZFERAL T, COREBELEHERETEXT,

$ set AWS_EC2_METADATA_DISABLED=true

COREEEHOIILEY S IVPIATAOBRBEEMELLVBER, KbV ICUTOIT
Y REEATEET,

IMDS 7’O/N A & — 79
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$ setx AWS_EC2_METADATA_DISABLED=true

@ Note
setx ANV RRBEOD I Y IVICEZBEALEVESD, ZEZEMICITSICES T
ILZVUVO—RIZIHVBEHASBEN HYET,

AWS SDKs & ) F #ift

LTFDSDKIE, cOREY U THBETHIMELREZYR—NLET, BOWBEHAN HNE,
IAXNTREETNTVET, VM ATALAZ7ONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK H EEFLFFAER
+
N
AWS CLI v2 (=
W
SDK for C++ =
L
SDK for Go V2 (1.x) (&
W
SDK for Go 1.x (V1) & /\ﬁ config 77 A I BREZFERATBICE,. BEZ7 7 AILAH
L n}b&ﬁ&&ﬁﬁ‘u?%%gb‘ab)i?o v 3y
E%ﬂﬁbf<té (A
SDK for Java 2.x =
W
SDK for Java 1.x = IVM AT A7'O/NT 4: com.amazonaws . sdk.
4 disableEc2MetadataVl ®Of{H ) I aws.ec2Me
M tadataServiceEndpoint %ML aws.disab
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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SDK

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

MY — )L PowerShell

Y EERFRLEEEFAER

7R

N
leEc2MetadataVl . aws.ec2MetadataSer
viceEndpointMode HR—RENTVWEHA,

(=

W

&

L

& IMDSV1 7#—INY OZFEALEEA,
W

(A

(A

(&
L

(A

& IMDSV1 74— )Ny O%ZFERALEEA,
W

& ZFEALT. O—RTIMDSv1 7 #—)L/\Y U %#8RHY
WV ICERICTE LI [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true o

7OtARRRER 7 ONA X —

SDK I, WAZLD—AT—AILELETERIAER7ONA T —F I —2 ZHRT D HEDHEE

AHYVEY,

7OER7ONAHE
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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IAM Roles Anywhere &, A TRITENDT—IV0—REFLBF7OLAO—KHNERIEFERZIRE
THRHLEERMLET, AWSCORRICEDE T credential_process ZRETSICE. 1AM
Roles Anywhere ZZ8B L TS &V,

/A Warning

LTRTE. ASB7O0ANSRIAIEREREBS IS HEICOVWTHALET. ChiFBRkE
ENHBDIEH, FELTEHTLKEE Y, JETHIE, tHORIABER7ONAZ—0F A
ZHEBANOLET, COFTavzFERATEIHRR. FALTVSRARL—TFT1 VI AT
LADOEF1IVTALEORARNTZIOTARAILHE2T, config 77 A I)IATESEFOY D
TENTVREEBRBIDHEN B ET. DARXALRIERY — LI #ZER%E StdErr
ICEZAFTFBEVLRSHERLTLKEE VY, SDKE KT AWSCLI A 2D LS5 BEREF v

FYLTAOJICRREL, FEI—Y—ICEHRELRITDAEMN HDEHTT,

COMBEEZERETDICE. UTOXRSICHEALET,
credential_process- AWS config 57 7 1 JLERE

FRATHIFHARRZEXDDVEEB IR HIC I—F—ICRKDL>TSDK £V —ILHET
TRNAEOIN REEELET, CORETRK., SDKAFTHIZTOJZ LN ROEH
ZEELET, SDKAVOLRAZHTHTE, TOEAHN JSON F*—& % stdout ICEEIAD
DZEFEET. NAZLTONAZ -, BEOHEXTHEREZRIVEN HVET. COBERIC
&, SDKEEGEY—IIAF1—H—ZFAITHLHICEATERIRIABHRIr TN TVET,

® Note

ZTOtARIER7ONA A —F RAEER7ONAA—FT—> O—FHTI, L. 7
OARIABER7ONAM A —k, CcOZ)—ZADMOVK2AO7ONAZ—DEICDOHK
FIVIENET, TOEO, 7OJZATZO7AONAE—ORIEHREEATIES
k. RESSMHOEMERIMER7ONAZ—2HBRIT2H, BOo7O7 7/ )L EFERTS
PBENFHYVET, DV, RIABEHRZ7ONA T —FI—2VICE>TEOTONAA—NE
MERIEREERIAZEHNICKRETZRDYIC, Z7O0LAREERONA X —OFEH
Z1—RTEELTLKEEVY, Y—ERIVTZFAT N EERTHEEIC, RBIEHRY —A%Z
BEEETEERT,

Z7O0t2R7ON4 & 82
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FEMBEHR7OT S LAND/INADIEE

REOMEF, SDK FEFARY —IAF1I—HF— KD >TETITRTATTLANODNAZELNF
5T,

« NRETT7ALRBRICK, A~Z, a~z, 0~9, N4 7> (), PE—=AROT7 (). EVUFK ().
TJ73#ID—RAZYv22 () NVIARTYZI1 (), AR—ADIKZFERATEXT,

s NAFRERTZ7ALBICAR—ADNEETNTVIEERR, T2BNARET7AMIINBE_ESBF ("
" TEHET.

e NIXA—BBFERINTA—ZREBEICAR—ANEENTVSIHEEE. TOEXRZ_E5A/F""
THAET, HLOWE, BREERFEOHKATHY), TOXRTTREHYYEEA,

s XFEHICREBZRHZESOHBEVTSEETV, HlxE, $HOME £/ l& SUSERPROFILES ZE8H B &
ETEFXFHA,

s R—LT7A)NFE~ELTEELBVWTLSEESTV, *TINAFLERIR—AT7AIBZIEETS
BEFBHYVET, R—AT7ANBNFH 35S, DATALAF PATHREZRTEES T 2L
A—ATTOTZLE2BRELELD>ELET,

ROFIE, Linux/macOSE® config £B 7 7 A4 JLIC credential_process ZFRET D HEZRL
TVET,

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

RDOBIE, Windows E® config 87 7 4 JLIC credential_process Z5&ET 2 HiEZRL TL
9,

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"

Al B 7O Z L0 S DEMEHS
SDK7O77 AL THEEENELS IOV RERTL, RICBEEHAN STF—RERKIBY &

FTo ROVTRNTHIHINAFT V=7 OFLTHDHIICEDLST, IETSHIANRIFE, UTORE
NE—3TS IJSON Hh%Z STDOUT ICEKT A HENHVY)ET,

"Version": 1,

7OER7ONAHE 83
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"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire"
}
(® Note

ANEDHERKITE, Version F—lF 1 ICHRETIXENHYET, BENENLT S
O, REORBEHICEA TV AIEEN B KRT,

Expiration ¥—I&, RFC3339 XERD R A L AR T TT, Expiration F—»FY—)LOHBIC
BZWEE, SDKFECOFRABHIEFE B VRHOFEHRTHD EHMLET. ThUADE
AR IE — BRI RE R h, EMHRAYINSEIIC credential_process ZHREITL
TEBNICEHRENET,

@ Note

SDK &, AR Ot ADORAREHREZO—I25EZTHLSBRIAFTRELTF YV 2L
FtA, FYTYIINBEBRFZERE, IMT7OCLANTRETDILEN B KT,

AR7OLAREOMRADOY Z—20—RZRL T, FEARBOMERICIS—FRELEZEETR
FTENTEERT,

AWS SDK & ) B #utt

LUFOD SDK i, COREY UTHATIMBELREZYR—MLET, BoNSHATrHNE, T
NTREETNTVET, INTO WM RATALATANT 4 RER. AWS SDK for Java & TDH &4
AR—REh&ET, AWS SDK for Kotlin

SDK B EEFEFEAEIR
7R
N

AWS CLI v2 Yes

SDK for C++ Yes

Z7O0t2R7ON4 & 84


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
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SDK

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x A JavaScript SDK

2.x JavaScript M SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

A —)JL PowerShell

Yes

Yes

ERF LB

HE config 77 M IBREZFERATSHICE.
SNRAAAREENCTIHENHYET,
BSRBLTLSEEL,

AWS SDKsEZREL & h Iz #aE

BETTAILDY
vy 3,

Z<OHEERF., —BLET7FILBNCEENRKZEZNTEY ., Z<OSDKTERUKSICEMELFT,
CHO—BMICKRY, BHOSDKEOI—FA T DEEMEBEREA G LELET. INTORER
O—RATEEETERY, FHAICOVTEE, BED SDKAPI ZZRL TS EZ L,

BELE N HEE
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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/A Important

FTNXTO SDKAITXNTOMEZYR—MLTVEIDITTREELS, BERNOINTORIEZ
HR—MLTVRDEFTEH)EEBA,

ReEY D

s P7VT—=>321D

* Amazon EC2 A VARV AXZTF—&

« Amazon S3 7V EARA > bk

* Amazon S3XINFI—=32FIOEARAV K
« AWS =23

« AWS STS #il{fbtEch T RARA U~

s FATIARZYDEFIPSTIV RARALAU N
« IV RKRAY Mg

. —RERIE

« IMDS 9Z4T7 b

- BETEE

« UOTANESR

« F—ERABENOIV RKRAU b

« AXN—bhEETZ7#I)L b

TF70—>3> D

B—0 ZBBONARI—T7I)5—>3a>THERALT, ZHVETAWS THIU N CENT
BEETAWSOHY—ER, 77U5—>3> D EERATHE, BREE 2FALT—EOFVPHL Z
T2EV—AT7V5—23> 8 ETCEETAWS 7HIU N, AWSSDKs & H—E R, BE
BEICRRIDEHICUACCOEEFERELEIBRLELA, HIZE. COEZERAE X—IL®
&% % AWS Health Dashboard Z & T, BHICEENTSATWAT7Uyr—>a>x—=1C#
BTEXT,

COMEEREITDICE. ATORSIZEALET,

FT7Vr—>3>ID 86
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sdk_ua_app_id - 28 AWS config” 7 1 JLEXE, AWS_SDK_UA_APP_ID - IRIFELH,
aws.userAgentAppId - JVM > A7 A7 O/\NF 1 : Java/Kotlin @ &

CORER. BEO AOEDGT7VTr—2a>8F 2R AWS THO N HIAZ#BITS /-
OICT7VT—232 I8N ET2—ROXFITT AWS,

77 # )L ME: None

BIBME . JRAKRAD 50 DXFH, XF, BF. BITROBKNFEZEATERT:

o * N
!\ $/0\&\+\\_o\ 7> —_ > |\ ~o

config 77 A INICCDEZBRET AP ZUTICRLET,

[default]
sdk_ua_app_id=ABCDEF

LinuxmacOS WX RTA VICLKDREZHOZEDHZUTICRLET,

export AWS_SDK_UA_APP_ID=ABCDEF
export AWS_SDK_UA_APP_ID="ABC DEF"

Windows DN RTZA VICKDREBEROREDHZUTICRLET,

setx AWS_SDK_UA_APP_ID ABCDEF
setx AWS_SDK_UA_APP_ID="ABC DEF"

ERTHYINICEREERER DNEESH2 8. VEICHSLUTEEIRT—7LET,
AWS SDKs& O B #att
LTDOSDK Ik, COREY U THBATHIMELBREEHR—NLET, BOWEHAN &N,

IAXNTREETNTVET, VM PATALAZONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin D& THHR—REhTVET,

F7)r—>3a> b 57
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V77LYAAA

k

SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 3.x

Y EERFRLEEFAER

N

=S T <

N <

(A

W
W

(A

(&
L

HE config 774 IILEHR—BREhTLWEH A,

HBconfig7 7AIIRERHR—FEhTLWERBA, REZE
BEHR—REhTLWEREA,

REZHEYR—RENTLEREA,

FT7Vr—>3>ID
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK B FEFRLEFMAER
#
K
SDK for PHP 3.x (&
L
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
SDK for Rust (&
R
M) —)L PowerShell L
L
4

Amazon EC2 1 VARV AX X F—2A

Amazon EC2 Tk, 1 VARV AXZTF—ZH—E A (IMDS) E FENBDH—E AN 1 AR
ATHEATEERT, COY—ERQOFHMAICOVWTIEE, TLinux 1> AKX > AH Amazon EC2 1—
H—HA R O TAVARVAXEZTF—REI—H—F—&, ., £zlE "Windows 1 AR AH
Amazon EC2 1—H—HA Ry O "A VARV AARTF—REI—HF—FT—2, Z5RBLTLKEE
We IABMO—)LTEREE /- Amazon EC2 1 VARV ATRIAEHBOMEZHTIDE, 1 VAR
VAXB T =B —EANQEGF BEAEICENET,

COHEEREITDICE. ATORSIZEALET,

) ) ]

metadata_service_num_attempts- AWS config £#E7 7 1)L TE,
AWS_METADATA_SERVICE_NUM_ATTEMPTS - IRIEZH

CORERE, AVARVARXRETF =B —EANST—IDOEEBZREITIRLEE, FLTEIET
ICHITIMEHEEELERT,

F7F)INE: 1

Amazon EC2 41 V AZR 2V AXZF—A 89


https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html
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BME: 1 A EOE,

metadata_service_timeout- AWS config £E7 7 1 JLE&E,
AWS_METADATA_SERVICE_TIMEOUT - IRIEZH

AVABRDV AR R TF =Y —EANSTF—FOMBEHATIBEEILRAILATINTZERTOR

WERE,
F7F)NE: 1

EWMAE 1 A E0E,

config 77 A )LICRDEZRETBHZUTICRLET,

[default]
metadata_service_num_attempts=10
metadata_service_timeout=10

Linux/macOS WX RSA VICKBDREZHOREDH ZUATICRLET,

export AWS_METADATA_SERVICE_NUM_ATTEMPTS=10
export AWS_METADATA_SERVICE_TIMEOUT=10

Windows DX Y RTA VICKRDREZEHOREDH ZLLTIZRLET,

setx AWS_METADATA_SERVICE_NUM_ATTEMPTS 10
setx AWS_METADATA_SERVICE_TIMEOUT 10

AWS SDK & () B #utt

LD SDK Ik, COREY U THRIBITDIBELREEYR—NLET, oUW EFHANI HGNE, T
NCRHEETIATVET, IXTOIVM P ATALAZONT 15&EE. AWS SDK for Java & THO &

R—KREhET, AWS SDK for Kotlin

SDK # EEFLEFHAER
-
N

AWS CLI v2 Yes

Amazon EC2 41 V AZR 2V AXZF—A

90


https://docs.aws.amazon.com/cli/latest/userguide/
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SDK

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x JavaScript H® SDK

2.x JavaScript M SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

LTORZdnY—)
PowerShell

B EEF L EFEER
N

No

No

metadata_service_num_attempts

=P
7 WEEA,
By

Yes
No
No

No

Amazon S3 7 7t ARA >~

FEHR—KEhT

Amazon S3 H—E ATk, Amazon S3INT Y N Z2BETIRBFZELTTIEARA Y NN E
BATEET, TOCRBARABNZIE, NTY MNCEETREHEL, " BEORVS—LEEXRBHATE
F£9, AWSSDKs Tlk, NIy NBZBARNICEETSIRDYIC, NTYRT1—=ILROTIOEA

Amazon S3 77t ARA >~
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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R4 > N Amazon JY —AZ—LA (ARNs%Z APl ARL —2aVICERATEERT, 7IORARA U~
ARN & GetObject ZBERALTNT Y "ASATDIORNERMBLEY, TUOEARAZ N ARN

& PutObject ZBALTNT Y NIAT DTV RNEZEMLEZY TBLE, BEORELCFEAELE
9,

Amazon S3 Access Points & ARN OF#MIC D2V T, "TAmazon S3 1—H%—HA R, O "7+
ARARNDOER) 25BLTLSEETL,

COBBEZRETDICE. ATORSICHEALET,

s3_use_arn_region - 8 AWS config”7 7 1 L5, AWS_S3_USE_ARN_REGION - IREZ ¥,
aws.s3UseArnRegion - JVM 2 AT A7 O/NT 1 : Java/Kotlin D, 1— RN TEZBERET S
IZIk, AL TV SDK ICEZBAVEhEBTIEEL,

COREF. SDKATIELARAZ N ARN ZEALTUVIIARNDI =232 T RIRA2 B
AWS V=232 ZRBETINESHEZHBLET, SDKAWS U—232 &, ARNA' IS4
ToROREERU AWSN—TFT 1423 VICK>TREBENATVWA I EZRIEAWS U—2 3
L. BEAEDHZERMIDN—FTA2a>EHOFVHLZERERT, BEHERL LHSE. O—
RTHRESNEZEDOHFBEETh, RICRBEZEBRENM RERT,

T 7 # )L ME: false

RBIE:

« true-SDKEF. 94T MARELE TEREL, IVRRSANEBETS AWS U—
23> EEICARND ZFALERTAWS U—232, IS VTAFT RO AWS U—2 3>
A FIPS ICREETNTVRHERRFEAWS V=232 ARND &E—HIBDHBEN BV ET AWS
=232, #5LB80VE, IT—HRELEXT,

- false-SDK Ik, IV RRAVNEBETDIEEIL, VTFATVRTREES N ORDYIC
ARN O AWS V—> 3> ZERALET,

AWS SDKs & ) F #i 4

LLTF®DSDKIE, COREY U THBETHIMMELRELZYR—MNLET, BOMWBHNAD & NIE,
IAXRNTRHREETNTVET, VM ATAZONT 15&EF. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

Amazon S3 7V EARA >~ 92


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-access-points.html
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SDK B AEERFLEFHMABR
#
K
AWS CLI v2 &
L)
SDK for C++ (&
L)
SDK for Go V2 (1.x) (&
L
SDK for Go 1.x (V1) (& /\ﬁ conflg T7AINEEZFERTRICE. BET7T7A4ILD
" &JA&EE%L?%%E#&U*?Q v a3z
E%Eﬁb'(<7i:"é A
SDK for Java 2.x (&
L)
SDK for Java 1.x & JWMZATFALAZONTARERYR—RERhTOVWELRA,
L)
SDK for JavaScript 3.x (&
L)
SDK for JavaScript 2.x (&
L
SDK for Kotlin (&
L
SDK for .NET 3.x & EBEEOBLEMICERVELA., £E config 77 1L DE
W AREZBLVEBEEIET,
SDK for PHP 3.x &
L)

Amazon S3 77t ARA >~ 93


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK B ARFLEFHMABR
7
I\
SDK for Python (Boto3) (&
L
SDK for Ruby 3.x (&
L
SDK for Rust L
L
z
MY — )L PowerShell & EBEEOBEEMICERVERLA., £E config 77 1L DE

VW A REZHRLVEBETNET,

Amazon SSYXNFU—>23 T ORARA B

Amazon S3XNFV =23 T IO RARAV NeBATRE, P7VT—2 30 EHEO AWS
=232 ICHBAmazon SSNTY RASODU VI ANERITIZEOICEATESD/O-NILT
YRRAVNEERTERT, NILFIV—23 2T IOEARA VM EERALT, B—OU—232T
ERAENDQOERLT—FTIOFYTCILAFI—2320F7V)T5—>3 2 BEL, #RAHOECT
ECNSOTTVT—232RITIBDENTEERT,

NIWFV)=23a>TFoORARA NOFMICOVWTIE., "TAmazon S3 A—H—HA R, 0 T
Amazon S3 DY INF V=230 TF ORARA Ny Z5BLTLSESL,

RLVFI—=232TFOEARA 2 RO Amazon )Y —RAF—LA (ARN) OBEEEDFEMIZ DV T,
"TAmazon S3 1—H—HA R, O "IIINFV—23 0T OCARA O NEFERULEVIOTIAN, &
SHBLTLSEEV,

RILVFI=232 T OARAY MEBEOFMIZIOVWTE, "Amazon S3 1—H—HA R, 0 T X
WF)=232T O ARABNDOER, 2ZRLTEE L,

SigVAA I JdV XA, JO—NIL) =232 D) OTARNODEBRICFERAENZBERRETT, 0
FIILd) XA, AWS Common Runtime (CRT) 54751 NOKEFEEZ%ZEL T SDK IC& 2> TH
BEhET,

Amazon S3 Y INFV—23a> T IORARA U~ 94


https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequests.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ManagingMultiRegionAccessPoints.html
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COMEEZRETDICE. UTOLSICEALET,

s3_disable_multiregion_access_points- AWS config £E7 7 A

JUEXE, AWS_S3_DISABLE_MULTIREGION_ACCESS_POINTS - IR3BZH,
aws.s3DisableMultiRegionAccessPoints-JVM > A7 A7'0/VF 1 :Java/Kotlin ®d, 1— R
NTEZEZERETDICE. FALTVS SDK ZEEFANTSEEZV,

DRERF. SDKAVOARAN =232V IOTARN 2HADARENBZIHLESH ZHBLET,
@?&E%Lff'*%m\ O—RTHRESNEEONEBEE I, RICRREHRENHREXT,

77 # )L ME: false

BRhE:
s true-J0ARAV—23a UOTANODERAZEFELELET,

« false-NAFV—23 T O RARAV N2EALEIORAY =232 )OI ANEEMC
LEY,

AWS SDK & ) B#fif

LLTF®DSDKIE, cOREY UTHBETHIMEELRELZYR—NLET, BoVBHANF LK, T
NTCRESNTVET, IXTHOIVM P ATLZTONT 158EE. AWS SDK for Java & TH &Y
R—KREhET, AWS SDK for Kotlin

SDK Y OERFLEFEER
R
k

AWS CLI v2 Yes

SDK for C++ Yes

SDK for Go V2 (1.x) Yes

SDK for Go 1.x (V1) No

SDK for Java 2.x Yes

SDK for Java 1.x No

Amazon S3 Y INFV—23a> T IORARA U~ 95


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK B EEFLEFFMEER
e
I\
3.x A JavaScript SDK Yes
2.x JavaScript M SDK No
SDK for Kotlin Yes
SDK for .NET 3.x Yes
SDK for PHP 3.x Yes
SDK for Python (Boto3) Yes
SDK for Ruby 3.x Yes
SDK for Rust Yes
A —)L PowerShell Yes

AWS V—>3 >
AWS U—232 AWS DH—ERZRSBICERL THEKNEEREHETT,

ZERAIZEAWS V-3, AWS O —ERA BEDCHENEEICHENCFEITZIRRICT Y
TATEET, Chix, YT I ELRIBIEMOELSTOTF—RET TV T—3 2V DRT%E
WEIDLEHICAMTY, V-3 TRMEFEEPTERI BRfteh, LATVI—2EBITZC
EETEFRT, Tl V=2 0BREOHEZZITTICANATEDIRARY Y —AZEKTE
x5

AWS DH—EARBEAEDI)IVITANIBEDOHIFICBEITDENTT, HD—3a 2 TERL -
)Y —AlE., AWS DY —EATRHE DL TVT—>a oMtz BlARNICEALBEVWAEY, b
NDI—=2aVIlEETRERFRHYELA, HEXIE, Amazon S3 & Amazon EC2 IV OA ) —
2a oL7Ur—>23araHYR—KNLTVET, IAMBED—FOH—ERICE, V=232
V—ANHYWEEA.

AWS £ U7 7LV A I, ATOBHBIEEATVET,
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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c V=32 EIVRRAVNOBEREZEHEL, BFOV—232IVRRAAODVANERTT
BICEF. TAWSH—EARIVRARAU by ZFRLTSEEL,

« YR—RENTVWRRU—DAVETIVRRAVNOEMIVANZEETZICE AWS O —E
A, H—ERIVRARAbETF—5, ZZRLTSEE L,

BY—ERIZA4T> NDER

SDKRZ7OTZTLNSTIEARTZEDIZAWS O —ER, TNENITSATUNITARIAT
SIVNEFERALET, AWSOHYH—EREEZEF, F7UT—>3 2N AmazonEC2 ICT7 UV EA
TRIBENHDZEES, 77V5—23a2 @ T0OH—EAEXRVYELY) % AmazonEC2 V547> b
TSI ORNEBERLET,

DFAT 2 NC)=2Da2 0 M ARHNICEEES N TVERWVWES, 9547 MNEF7 I RNTUTO

region METREENEV -3 a2FALET, EEL. 94T NOTOFT4T =23y
FEYDIZATURNATSIONICHERNICRETEET, COFETOU—a 2 0ORER, B
EDOH—ERAIZATNOITO-NILEBER)EBEEIETT, REV—23 2@, 9F4T7 06
DA VAR ALEIZ SDK ICEBICEEEENET BBFED SDK 4 RELEE SDK DI—RR—2A
EHRLTLEETV),

COHEERETDICE. ATORSIZEALET,

region AWS config-2£8 7 7 1 JLEXTE, AWS_REGION - IRIEZH, aws.region-JVM ' AT A7 O
INT 4 :Java/Kotlin @ &

AWS V=232 DOTANIEATZDT 74N NE2EELET, AWSZnU—T3a2 i, £
RA92)—23a FEEEnTVWEVSDKY—ERAVIIANIERENET,

T7#)NME : NONE, COERBARHICEETIHLEN HY XTI,

RBIE:

e TAWS £V T77L2VAL O TAWS H—EAT RKRA M, ICEBBEETNRTVWARSIC, &#
RUEY—EATHEATERDEN) -3 I—RTEEBETEET, LEARK, AWS U —
23V COEIER>TIVRRAY MEKRERE (/N—2ZF 1) us-east-1 IZBREENE
9,

« aws-global() X> Amazon Simple Storage Service AWS Security Token Service (Amazon S3
AWS STS) B END =23 FI)IIT 2V RRAMNIMAT, BRIOJO—NILIY RRANZE
HR—NTBDH—EAOTO—NILIVRRANZEELE T,
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https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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config 77 M IIICCDEZRETRHZUTICRLET,

[default]
region = us-west-2

Linux'macOS WX RTA VIZKRDREEHROEREDH ZUTIZRLET,

export AWS_REGION=us-west-2

Windows DX > RSA VICKBDREZHOEREDH ZLULTICRLET,

setx AWS_REGION us-west-2

FEEAEDSDKICKE, 77V —>3a>d—RANSTFIAILRNI—3a 2 aRETRIEHD TR
Bl ATDIVORBYET, FHICOVTIE, BED AWSSDKFEREHA RESBLTLKEE
Wo

AWS SDK & O B it

LLTF®DSDK Ik, cOREY OTHBETIMMELREZYR—NLET, BN HGIE, T
NTCREBEIATVET, IXTOIVM P ATLAZONT15&EE. AWS SDK for Java & TOH &
R—KR&EhnEzT, AWS SDK for Kotlin

SDK B EERELFFHAER
7K
N
AWS CLI v2 Yes AWS CLIv2 Tl&. in AWS_REGION ®DEDBIIC in DEE

DIEZFEAL T AWS_DEFAULT_REGION (FHDEHH
FIVvIENhET),

N

AWS CLI v1 Yes AWS CLIv1 Tlk. AWS_DEFAULT_REGION COHH®DZ®
ICBERTSNIEREERZEALET,

SDK for C++ Yes

SDK for Go V2 (1.x) Yes
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
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SDK

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x JavaScript Fi M SDK

2.x JavaScript F ® SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

LTOiZdnY—)
PowerShell

Yes

Yes
Yes
Yes

Yes

_<
¢
n

ERF LB

HE config 77 MILBREZFERATHICE. BET 74D
SNFHEHIIAKLZEMCTILEN HYET, Y3

ZZRLTKEZL,

C?SDK &, CHOBEMDI=®IC AWS_DEFAULT_REGION
EENTOSNERREREERALET,

AWS STS #iigi{ftE=hi=IT> RAKRA 2~

F7 )L NTlk., AWS Security Token Service (AWS STS) FJO—NILH—ERELTHEATE,
AWS STS IXNTODUIITARNIEED 1 https://sts.amazonaws.com D2NDTLT 2 RRA > MNIE
BEnEd, JO-NIVIITARNEIKERIS (N—2ZT7F) V=232 IV TENET,
AWS AWS STS JO—NIL IV RRAVMORDYICU—=23aFIINIV RRA M E2FERATR L

AWS STS ttilgifbtE T RRA K
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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EHBLET, AWSSTS IV RKRA Y ROFMICOVWTR, APILUTZ7LYAD TITY RARA >
N 1 AWS Security Token Service 22 8B L TS &L\,

COMEEREITDICE. ATORSIZEALET,

sts_regional_endpoints-£& 7 7 1 JLERE AWS config, AWS_STS_REGIONAL_ENDPOINTS -
RIEZH

CDERETIE, SDK FFY — LA AWS Security Token Service (AWS STS) AWS OH—E X
ENBEICEATAIIVRRAIVNERETDHEEZEELET,

77 # )L NME: legacy

@ Note

2022 £ 7 BEARRICD ) —AENBINTOSDK XD v—N—23a>@FE, F7F)IKNT
regional ICEREENE T, HFLWSDK XD ¥ —N—2 3> Tk, COFRENHIRE
N, reqgional BENEA T A AREMEN BV ET, COZBEICLIDNRNEEZEZRS
T, AEBBEFET 7V — 32 T regional OFERAZBEBITZI_L2HEHDL
X7,

BMB{E . (#R{E : regional)

* legacy—,,,,,sts.amazonaws.com,,,,ap-northeast-1,,,,ap-south-1,ap-
southeast-1,ap-southeast-2,aws-global,ca-central-1,eu-central-1,eu-
north-1, eu-west-1 eu-west-2 eu-west-3 sa-east-1 us-east-1us-east-2us-
west-1, AWS STSAWS B RTDE)—2a>oJO0— NIV RRA M a2EALETus-
west-2, EOITXTON =232 Tk, ThEhOU—2a>IV RRA N EENICHE
HEh&xd,

- regional—SDK @Y —I)LIEEIC, AWSSTS REREENTLWAU—23a> NIV R
RAVKNEFERALET, LEARE, V4T ERATRRSICREETNTVWSHESuUs-
west-2, AWS STS sts.us-west-2.amazonaws.comsts.amazonaws.com\ DU H
LEIXTITO—NILIVRARSANTRRBELS =23 FI)II 2 RRAMIHLTITDA
F9, CORENBIEEEICTO—NILIVRRANIVIIANZEETSDICIE, V—
23> % aws-global ICEREL £ 9,

config 77 A )LICRDIEZRETBHZUTICRLET,

[default]

AWS STS #hfgift e hi=T> RRA 2~ 100


https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
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sts_regional_endpoints = regional

Linux/macOS O IN Y RSA VICKBDREZHBOBREDH ZUATICRLUET,
export AWS_STS_REGIONAL_ENDPOINTS=regional

Windows DN RZA VICKRDREZBOREDHZUATICRLET,

setx AWS_STS_REGIONAL_ENDPOINTS regional

AWS SDK & O Bt

LT®DSDKIE, CcOREY UTHBEITHIMMEELRELZYR—NLET, BoEFHANHGIEE, T
XNTCRHBETIATVET, IXTOIVM P ATALAZONT 15%EE. AWS SDK for Java & TH &
R—KRh&ENhET, AWS SDK for Kotlin

SDK B EEFLFFEER
Vi
~
AWS CLI v2 & 77 #J)NMER regional TT,
ﬁJ\
iy
SDK for C++ B RIBEERE config 77 M BRERYR—REhTLEEA
%2 o SDK Ik regional BRETRITLET,
iR
SDK for Go V2 (1.x) Yes
SDK for Go 1.x (V1) Yes 8 config 77 M IBREZFEATRICE. BREZ7AILD
SOFZHAAEEMCITBDHEN HYVET, "vrar,
ZSRLTLEZY,
SDK for Java 2.x Yes
SDK for Java 1.x Yes
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
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SDK B EEF L EFEER
e
N

3.x JavaScript F| ® SDK Yes

2.x JavaScript M SDK Yes

SDK for Kotlin No
SDK for .NET 3.x Yes
SDK for PHP 3.x Yes
SDK for Python (Boto3) Yes
SDK for Ruby 3.x Yes
SDK for Rust Yes
UATokHny =)L Yes
PowerShell

FATINARYOIEFIPS T RRA K
COMEEZRETDICE. UTOLSICEALET,

use_dualstack_endpoint- AWS config #8577 14 )L E, AWS_USE_DUALSTACK_ENDPOINT
- IRIBELZH, aws.useDualstackEndpoint-JVM = A5 A7 O/NT 4 :Java/Kotlin @ &

SDK AT ATINAZY IDLIY RRAVNIVIIARNZIEET AN ESH EAFAVELEREATIC
LET, IPVAEIPV6 OREDORT T4V IZHYR—RNTBDTFATILARYIIVRKRAND
M DOV TIE, TAmazon Simple Storage Service 1—%—H 4 Ry ® TAmazon S3 17 )L
ABZYOLVRKRAVNOERA) 28RBLTILKEEV, FATILARAZRYIOILY RIRA 2 N,
—HO) =23 TR —IBOTG—EATRATEET,

77 # )L ME: false

BRE:
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/dual-stack-endpoints.html

AWS SDKs& Y —)L D77L>AAAR
« true-SDK XLV =&, FATILAZRYIOIVRRAVNZEZFERALTRY ND—TU D
TARNZITESERAFTFT, HU—EAR AWS V=23V ICFATILAZRY VI RERAU K
FEELBEVES, UJIAMNIEXBMLET,
- false-SDK £V —IILE, XY RD—DUIITARNZETSLEOIZTFITILAZRY VIR
RAVRNZFERALELEA,
use_fips_endpoint AWS config-H& 7 7 1 JLEXE, AWS_USE_FIPS_ENDPOINT - IRIZEZH,
aws.useFipsEndpoint-JVM > A5 A7 O/\NT 4 :Java/Kotlin @ &

SDK E@GEY—INFIPSEHODTIY RARA VNIV IIARNEREETINESIHEFVEE
FA7ICLET, EFFRUEEZELE (FIPS) F. F—RETORBESHICBETARKEBFOEF 1
DT 1 BHREREHLEENDTT, KB, N\—hF—, BLUTEHFBRFEONGIZHFLTS
., FIPSHA RSA 2V ZETFITRDHENf HVET, AWSEEDIV RRSAVNERFRES
W, FIPSTY RARA NEFIPS 1402 ICERTD TLISVYIRNIITZAT SV EFERLET,
CORENFBMCEL2TVT, TOH—ERICFIPS I RKRA 2 MABRELBEVES, HY
HURRKRITHOEEMEN HYET, AWS U =232 AWSH—ERABEBENODIT RAKRA 2 ~--
endpoint-url AWS Command Line Interface CDFREZA—N—F 4 RFTB2F 7> a>E£H )
79,

FIPSTY RRAVNERBETDHOLEICOVTHLLIEAWS V=23, TH—ERRIO
FIPS T RIRA> hy #28BL TLEE L, Amazon Elastic Compute Cloud H—E AN I R
RANOFMAICOWVWTIEE., "TAmazon EC2API U7 7LVAL O "TFATIAZY T (IPv4 &
IPv6 ) TV RRA 2 by ZZRLTLKEEZ L,

77 # )L ME: false

BRE:
« true-SDK £/ E@EY—I N FIPSEHMODI RIRANCVITANEZREELET,
« false-SDK £HWEY— LA FIPS EMOT Y RIRAVNIZUIOIANEEELEE A,

SDK & D Bt AWS
UT0OSDK ., COREY UTHATIREEREEYR—NLET, BANBHAF G, T

RTERMENTLET, TRTO VM S AFATO/NF < BEG. AWS SDK for Java & TOHY
R—Kh&EhEFT, AWS SDK for Kotlin
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Using_Endpoints.html#ipv6
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SDK

AWS CLI v2
SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x JavaScript F| ® SDK

2.x JavaScript M SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

LTokdonY—)L
PowerShell

.Ij.

Yes
Yes

Yes

Yes

No
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

ERF LB

HE config 77 M IIBEZFERATHICE.
S5NHMAKEEMCTEIHEN BV ET,
ZSBLTLEEV,

BETTAILDY
vya,

FATILARY DEFIPS T2 RRAU K

104


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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I RKRAZ MRHEH

SDKsld, I RKRAMaHZEFEALTH—ERAI RRSA VBN (EEETEBRUY—-AIKLTY
TATBEHD URLS) ICTIVEALETHN, FMPBEICRDUTURLSZEEAWS TB-HNDF
BHEFEFENET, ChiCkY, O—REFLLVIVRRSA O NZEBBNICKRETEET, —
BOH—EAICREELIY RRA U NEHYFEEA. RDYIC, RIMICI RRANEZIWEBT
BESICVITARNTRIET, FURAALICHAAELAI RRANZRBLET, EAA
BEBR IV RARA R ERBLES, O—REZOIRRANEFEAL THOBEICTIEAR
LET, &XE, Amazon Timestream O3FE. SDK FFIAFAELZIY RRA NEEBTS
DescribeEndpoints U I AKRZEITV, ThSODIV RKRA MEEAL T CreateDatabase
X* CreateTable BEDHENREZRITLET,

COHOMEEZRETDICE. UTOLSICEALET,

endpoint_discovery_enabled - H AWS config”7 7 1 JLERRE,
AWS_ENABLE_ENDPOINT_DISCOVERY - IRIEZ ¥, aws.endpointDiscoveryEnabled - JVM > A
T L7 O/NT 4 Java/Kotlin D, J—RATHEZEFERETSICE,. AL TLVS SDK ICEHEREL
BhETSEE L,

DynamoDB O I RRA > MEREZBMELEEMILET,

Timestream TldE L RARA 2 MREARET, Amazon DynamoDB TlEA 7> 3> T3, C
NERER}, T—EANF IV RRA 2 MNREZEMVBETIHES Hfalsell 5L T, F7 AN
T trueFkFE OVTIhAICKYET, Timestream JITANDT 7 # )L MME true, Amazon
DynamoDB UV T ARDFT 7 # )L & Tdfalse,

BE:

« true- IV RRAD MEHIFT2 32 THBIT—EADHE, SDKEIV RKRA MNZH
BNICHRELISETRILEN BT,

« false- T2V RARAY MEEAFT 232 THIY—EADIFE, SDKEIV RRA NEH
BHNICREHLKIDS ETRHREN B EEA,

AWS SDKs& O H#fi it

LLTF®DSDKIE, COREY U THBETHIMMELRELZYR—NLET, BOMWBHINAD G NIE,
FANTCRBEENTVET, VM ZATFALAZ7ONT15%EWE. AWS SDK for Java & AWS SDK for
Kotlin D& THR—KRENTVWET,

IV RRAY Mg 105
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

.'j.
i
k

%3
W

%3
W

(&
R

(&
L

o A

<

(&

L)

L)

L)

ERF LB

HE config 77MIIBEZFERATAICE. BEZ7A4ILD
SNFHIIAKLZEMCTISLEN HYET, v a3,
ZZRLTLSEEL,

SDK for Java 2.x &, IRIBZELZAWS_ENDPOINT_DISCO
VERY_ENABLED I ZEAL %X,

JVM AT L7ONT 1B HR—FEhTLWEE A,

I RARAY MEH
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
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SDK

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

MY —)l PowerShell

—ARERTE

SDK & SDK O & #k#y iz B %

# EEFRFFAER
e
N

=3
R

%3
R

Z  Timestream TH &P R—KhEhE T,

ﬁj\

;1)

=
L

NETH-RBEO—BEFR—NLET,

COHOMEEZRETDICE. UTOLSICEALET,

api_versions- AWS config £B7 7 1 JLE&E

AWS —EDOH—EATlE, TUNEBRMEEYR—KNITZDLHICERDO APIN—2a 0 2EEBL

TVWET, F7F)BTRE, SDK & AWSCLI ARL =23 R@FHHO APINN—2 3> ZFEH
LET, VITANIBEODAPIN—2a aFERATRCEEZERTSICE. 70774
api_versions fREZEHTLEE V),

T7#AINE: BL, (SDK TREHD APIN—I3AERAEAET, )

BWBEINERANENLZRET, TORICETNTN1AWS DOY—EREERTS AP
N=23AVERITAVTURENLTN 1 D2UEREXRT, EOAPIN—23 FFATEN I
PVWTRE, AWSH—EADRFIXINZZRLTSEEL,

COBITE. 2AWS DOH—ERADHED APl config N\—23 227 7AILICRELTVE
T, chSOAPIN—232, COREZEBCTO77AINTEITIZIAN RICOKERE
hEJ, TOMOY—EADINY RIE, TOY—EAD API OFEHFN—a2ZEALET.
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https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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api_versions =
ec2 = 2015-03-01
cloudfront = 2015-09-017

ca_bundle- AWS config X857 7 4 JLEXE, AWS_CA_BUNDLE - IRIEZ

SSUTLS #Ki 2 U TDEEICEAIT D NAZLLAZ/NY RIL HERF .pem DT 7 AI)L) AND
INAZEELERT,

F7HI)INME: BBL

BMBME : 7FIWNARKEIR—ATFALNBEZEBELE T R—RAT7AMIINEFHDBE. A
T AR PATH REBEZERTREEENE7 ANFA—ATTOTSLEZRRELEISELET,

config 77 A INICCDEZRETBDHIZUTICRLET,

[default]
ca_bundle = dev/apps/ca-certs/cabundle-2019mar05.pem

Linux/macOS NN RSA VICLDREZHOBREDHZUTIZRLET,
export AWS_CA_BUNDLE=/dev/apps/ca-certs/cabundle-2019mar05. pem

Windows PN RTA VIZKDRIBEZEBOREDHF ZATICRLET,
setx AWS_CA_BUNDLE C:\dev\apps\ca-certs\cabundle-2019mar05.pem

output- AWS config 57 7 1 LERE
AWS CLI B LT Z DD AWS SDK XY —ILTOHBRD 7+ —X Y NAEZIEELE T,
77 # )L MME: json
BME:
« json- MOk JSON XFFHELTT7A—XY hERET,
« yaml - A YAML XFHELTT7#—X Y hEIFET,

* https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-
output- HAGARNU—LEh, YAML XFIELTTF—IYRENET, ANU—ZDT
L&Y, REBF—REZATONEBZSRHRILTEET,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#json-output
https://json.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-output
https://yaml.org/
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#yaml-stream-output
https://yaml.org/
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- text-HARK., BHRITOXTXOPYOXFIEELTTIF—IY RENET, Ch
l&. grep, sed. ¥ awk BEDTFARN 7OV HICHIZETOICKRIEET,

« table- AR, T—7INELTTA—I Y hEh, XFO "+-1 ZEALTEILORREZRK
BLET, BE, FREMCOEXI)EZRAPTV ThAYPTV,, FXTRREIAKTTH,
ZT7OJZLELTRRIBEEEA,

parameter_validation-%8& 7 7 1 JLEXE AWS config

AWS H—ERAIY RRAV NIEFETRHENIC, SDKRLEFY —IFIN RTAINTX—&
DIRALZHATI BN ES L ZEBELET,

F7 # )L ME: tTue

BE:

« true-F7 F) b, SDK KLY —ILIEF, ARV RZANTA—=EDOIZA4T > Miltgilz
RITLERT, ChiCKVY, SDKERERFY—IILRBNFX—2—NFEMTHDcZ2i#REL., I
T—ZBRETEET, SDKELRFY -, AWSH—ERIVRRAIUNIUIIANER
FEI3HIC. BMTBEWIIITARNZERTEXRT,

« false— SDK &/izEY—J)LiF. AWS ANV RZAUNFX =R ZH—EATIY RKA VK
(DEFEITRRIICHKRIALEREA. AWSH—ERIV RRAUNE, IXTOUITANERKREL
L. BITEVWUITIARNZERIZEENHBYUET,

SDK & M E#itf AWS

LTOSDKIE, COREY UTHATIMELREZYR—NLET, BINBHANHGNE, T
NTERHEENTVET, INTDIVM P ATATONT 1 BRER, AWS SDK for Java & TH &
R—KR&EhFEF, AWS SDK for Kotlin

SDK H EEELFFAER
+
~
AWS CLI v2 Z8 api_versions BFHR—KRENTLWEREA,
ﬁj\
i)
SDK for C++ Yes
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#text-output
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-output-format.html#table-output
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDKs& Y —JL

D7F7LYAAAR

SDK

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x JavaScript H® SDK

2.x JavaScript ® SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

LTOZdnY—)
PowerShell

IMDS 2247~k

.|j.

No

Yes

No

No

Yes
Yes
No

No

ERF LB

api_versions & & T parameter_validation @4
R—REhTVWELBA,

api_versions & &Y parameter_validation (@4
R—REhTVEBA, HE config 77 M IILREZFERT
B, BRETTAILDPSOFRAIAXZBVMICTIHLENS
WET, "v>ar, 22RBLTLKEZL,

SDK I, v > a2 Al VI AN EZERALTA VAR AXERTF—RY—EAON—232 2
(IMDSV2) V54T > REERRKLET, IMDSv2 OFFMIC DOV T, MLinux 4> A& > A Amazon

IMDS V247>~
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https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
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EC2 1—H—HA R, ® "IMDSv2 OfER ) £k "Windows 4 > A X > A Amazon EC2 1 —
Y—HA R O TIMDSv2 DER, 22BLTLEE VW, IMDS 295472 Mk, SDK OJ— RXR—A
CHBDIVTATUREREAT DI ONEFERALTRETEET,

COBEEZRTETDICE. UTOKSICEALET,

retries - VATV RBREAT DTV RMXYN—
JOTARDKREL EHZEOEMBEHATOEL,
T7#)NE: 3

BsfE : 0 &V KEVEIE,
port - VSA T RBEFTZT UM N—

IRERABMDR—K,
F7#)LNME: 80

BWRE . BE,
token_ttl- 95 A T RBREATZSITORMNXN—

I\_7>® TTL,
77 #)LNE : 21,600 ¥ (6 BEE. ElV HTShiz&XEE).

BhisfE . BE,
endpoint - VSA 7V RREAT DT IO RMXN—

IMDS O RARA > K,

77 # )L ME : endpoint_mode & IPV4 ICHELWEBE, F7AILRNIY RERAUMNE
http://169.254.169.254 T9, endpoint_mode A" IPv6 ICZL WBE., F7AIKMDI
> RARA>2 MNE http://[fdO0:ec2::254] T,

BB . BB URL

K¥D SDK TRUTOARL =23 VAYPR—REAhTVERYT, FHICOVTE., HED SDK
O—RR—-RAZZRLTEE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/configuring-instance-metadata-service.html
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endpoint_mode - VA 7V REREAT DT UMY N—

IMDS DI RIRA > R E—R,
F7 # )L ME: IPV4

B/ {E:IPv4, IPVE|
http_open_timeout - VA 7V RREFAT DI IO MX Y N— (BRI ERLEDBENFHYET)

BEHEFE<0ES OV,
F7AINME: 18,

BiE 0 &) KEVEE,
http_read_timeout - VS AT REREAT DI I RMAUN— (B ERLBDIHEN B ET)

12057 — g?"’/?b\mb&ﬂys*‘-%i—C@*g\;&o
T7AINE: 18,

BHEE : 0 &KV KEVEE,
http_debug_output - V547U RBREATZ IV MNAUN— (BHIEREDHZENHYET)

TNV TROHNARN)—LZRELRT,
T7FINE: &L,

BMME : STDOUT OLSBEMBE /IO AN —L4A,
backoff - VSA T RBREAT IV RNAUN— (BRI EBDBEN HYET)

VRZABEREEBSERNABELENY VA TVBERERTHIRTOBICA-TI2RH. C
nE, T7ALRNOIVARRIYIINY VA TEREFERTIISBEEBAET,

T7FIME: H—ERAIZL>TEEYXT,

BWMBIE: SDKICK2>TEBYWET, BETE, NAZLBHROFVOPHLTENTVEE A,

SDK AWS & O B #itt

LLTF®DSDK Ik, cOREY OTHBETIMMELREZTR—NLET, BoEFHANFHGIIEE, T
NTCREBENATVET, IXTOIVM P ATALAZONT15REE. AWS SDK for Java & THO &Y
R—REhZEFT, AWS SDK for Kotlin
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SDK

AWS CLI v2

SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x A JavaScript SDK

2.x JavaScript H® SDK

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

A —JL PowerShell

BRITEMF

.lj.

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

ERF LB

IMDSV2 EAETHHBERENE T, IMDS FRALEHR 7 O/ A

A— #BBLTLEE,

BREITEMEICE, SDKA AWS O —EANDUIIARNIIZEELSOEEZREADHNICET

BDRENBENET,
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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COMEEZRETDICE. UTOLSICEALET,

max_attempts - £5H AWS config” 7 1 JLEXE, AWS_MAX_ATTEMPTS - IRIFELH,
aws.maxAttempts - JVM > A7 A7'0/\NF 4 : Java/Kotlin @ &

1EOUIITANTISRARBITERZEELE T,
F7AILNE : COEIMBEENTVEVEES., 772 NE retry_mode DFRENEIC K 2
TEBYET,

« retry_mode & legacy DIFE -SDKEBDF7 # ) MEZFEAL FT (max_attempts 7
ZFILBMCOVWTR, BED SDK HA4 RELEF SDK D I— RR—AZHERL T EEV ),

« retry_mode A" standard ®BE -3 ERATLET,
- retry_mode A" adaptive ®HBE -3 ERATLET,

BEE : 0 &V KEVEYE,

retry_mode - 8 AWS config” 7 1 L5 E, AWS_RETRY_MODE - IRIZEZ L, aws.retryMode -
JVM 2 A7 A7'0/NF 4 : Java/Kotlin @ &

SDK RLRAREY —IAFBRATEHAKDHFEEZEELET,

TF7 A NE: legacy BF7 2 MOBEITHETT,

BRE:
« legacy - ZfEA® SDK ICEE (BED SDK HA RELIE SDK 01— RR—AZEREL TL
EEW),

« standard - AWS SDKs 240 BHEITIL—ILOEZEELEY K, COT—RIZIK, BRITEhDE
ETIS—tY NEBRTIA—ZOYR—MNFEENET, max_attempts NERHNICEKRES
NTVWEWRY, COT—RTOF7FINOERETEHIE 3ETT,

- adaptive-EBEET—ROMEZEX BN S, VF4T7MNMIOBBHAOY NIV TZELE
BOBEBHRTE—R, COT—REZREBETHD 10, NRNICEBENSZTEET NS AREMEY
HYET,

standard B TE— R&adaptiveBRITE— RDEIR

DEADN CLRYBLTVWAZENEETHEVRY, standardBHTE—RZFEATRI L Z2HE
L EJadaptive,
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® Note
adaptive E— R, NV IVIVRY—EANFVIIANZAOY NUTTB AT
CESWTOTSAT7RET7=ILTVBRCERRBELTVET, ChiEiThBEVWE, @
FOVY—AIZRAULIZZAT > NZEFERALTVREE, 1 2OVY—A0AOY MU TIC
&2T, BMEARBVY—AQOVIITIANNEBETDARENIr HYET,

B TETT147
TF7Ur—2a3a>01—AT—A: $XT, F7Ur—>a3a>0l1—AT—RA:

1. LATVY—DEEEZTEREA,

2. 94T RNGE-OVY—-AIZOXT V&
ALERT, Tk, TI/EARET B —EX
JI—=RICK2TOTAT M E@BRICT —
L3200V UV RELERT,

SDK AMELHICBRATIZ0ZHB< S, SDK AMELHICBRATIZ0ZHB<ES, E
B7L—U%YR—KLET, B7L—V%YR—KLET,

BERERICDOVR—ENLEIVARRI Y BWNY IATHEZERALT, LAT22—
WINY DX T #FERALET, AIEMT DAl EMmAIIC, KBLEVD
TANOHEHPRICHWZZD LS ICHAXT,

RYODVITANOHATZELET D EF%E ROV IANATZAOY NUZ TR
<. BRTOAZITVET, BEZEZENTEXRT,

adaptive T—RZFEATDEE. 77UIT5—>32R@AAY NI TENBA8EHEOH B K

V—AEBHRONCERFAENLEITAT U N EBETDIHEN BYET, COFEE, VY—AREF, &I
DVWTEZADLYEMA<KAZREINET AWS OH—ER, &, VIJIAMOAROY NUZTIZHEE
BY2EMOTFAXA>AVE2FEDAWS O —ERA ZENTEFET, Amazon DynamoDB H#—E
AEHlELTERALEL &5, DynamoDB &, AWS U—23a> &F7 U0 AEhdT—7 I\ 2 6EH
LTUIIANZERELET, 2FY, J—RAT7IEALTVWRT—TILDO 12K, thOFT—7
LEYEAOQY N TEhTVBABEMNI BV ET, J—RFEALIFA T RZEALTINT
DTF—TIWZTI9EAL, Th5OTF—T7ILD 1 DAQOVIIARNNAOY NUTEhEBE,
TRAT7T47BRATE-—RTRIRNTOT—TILOUITANL—IFETLET, I—KRIE. R
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egion-and-table R7Z &1 DDV TA T R EEHE DRSS ICHRETTAIHEN H VY E T, adaptive
E—ROFEAFICFHLBEVLAATOO—HFRELEBESE. FALTLVAH—ERADOEFEDN AWS
REIXDRNAARESRLTLSEZL,

BRITE— ROREOFH
LA, standard & adaptive BRTE—ROBEHEOREA BB I—RTT,

MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)

BUOUO—RTEATSADIR—F NOFEHIFROESY) T,
GetSendToken:

N=D2NT Y ~N&E adaptive URTAE—RTOKERENEXT., =IO NTYRTR, UD
TANZHBRTDLEDICRN I ZRABLTHBLKBEN HD1-O, VITARNL—RMIRKRICEY)
£¥Y, SDKITZAT7 M. VIOIANZRRICEKKBEED A, N—OUHFERTREICBEDETT
AYJ9BLDICHETEERT,

774_’7 NIDOL—KFIRIE. K, A=V DHFBREZLRETIEEDL—KTUIIARN

BEETEDELDILTRDFTINIVAALTT, L, AQY NI TENEL AR AN BEE NS
E. 94T N rate-of-request EENICISUTHIBRENET, £, BEOZENERICKTT
&, TNICWUTAN =T OFBRENEMLET,

TET7T147L—NbIRZEFEATAHE, SDKs & OBREZKX)BEYICHISTAHLHIC, UIITAK
NDEEREEZE<STRENTEXRT AWS DY —EXR,
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SendHTTPRequest:

FEAED AWSSDKs (&, K7 —ILZ2ERTDHTTP A7 UEFERALT, HTTPUYIA KN
EISLECBEOEGEEBENATESDLSICLET, B, AOYRNUIIS—HARERTUII
ANEBHRHITIZL., BEREBIARAEhET, —BNSIS—HFRERTEBRITLTE, UUVIARNR
BAFEhELA,

RequestBookkeeping:

DOTARNNERBICKRTLES, BRETIVA—RZEFHIDHLENHVYET, adaptive BEIT
F—RODIBEDHK, maxsendrate REZHIIZEL EBEOBEEICE SV TEHRENET,

Retryable:
COARATYT TR, ATEESVTIREZHRA{TTER N ESHEZHMLE T,

« HTTP A7 —2Ad—R,

s B—EANSRBRENIZIZ——KR,

c RIS &, SDKAZRBLEIZ—OHRT, Y—EAL SO HTTP BENZEEThBELVIAX
TOIZ—%ZELET,

—BNBEIZ— (HTTP A7—X A0— R 400, 408, 500, 502, 503, 504 ) £ AOY NUVJT
Z— (HTTP AT —%A0— R 400, 403, 429, 502, 503, 509 ) F I NTHHATET D AaEHL
HV)ET, SDK OBRTEERE, IZ—A—RFLFHF—EADLSOZOMOT—REHAEDE
TREENET,

MAX_ATTEMPTS:
config 77 A BREXR LR REZRICK > THEEEINET,
HasRetryQuota

COATYT TR, N—02BHATIA—ENTY NTHEATERLSIZTRET, BRATVD
TARZAOY RILLET, UNZAOF7—BNTY MG, ERBICKRTIZAREIMEVERHTZR
SEODANZALTT, chSDIF—RE SDKIZEKIFEL, ZKDBEITA T2 MMIAKIFEL,
BRICELODTRY—ERAIVRRAVMNIEKEFELET, MAAREERATIA—2h—02 &, &
FEEBEBATIUIIARKRRID LHIBREN, RBITBEHREIAET, h—I2HB<ED
&, BRETIL—TRBERTLET,

ExponentialBackoff
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BROITEAIS—0BE. BRTBERAFAETIIARR I YINY IAT&2ERLTHEE 1
T, SDKRTY ZR—[{HEQYWRTHIVARZI YNV IATEERALES, ROTI
TUZRLE, i UITANCRTZBEOKIEEE (DEML ) FEDLSICESEENTVEAERL
TVET,

seconds_to_sleep_i = min(b*r~i, MAX_BACKOFF)

RO TIIVALTR. UTOENEAEIET,

b

random number within the range of: @ <= b <=1
r =2

F&EAED SDK Tl MAX_BACKOFF = 20 seconds T, RN ®H, $¥ED SDK H4A4 REL
FY—AOD—RZSBLTLSEETV,

AWS SDKs& O B #i%

LT®OSDKIE, COREY U THIPTHIMELREZYR—NLET, BN EFAN BN,
FANTCRBEENTVET, VM ATFALAZ7ONT 15REWE. AWS SDK for Java & AWS SDK for
Kotlin TO&HR—KREhET,

SDK B FEFRLEFMAER
#
K
AWS CLI v2 &
L
SDK for C++ (&
L
SDK for Go V2 (1.x) (&
R
SDK for Go 1.x (V1) L
L
4
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
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SDK

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

DY —)l PowerShell

i

(A

(W)

(A

(A
(A

(A

(W)

(A

(&

(W)

(A

(A

(&
L

ERF LB

JVM > A7 ALA7'0/VF 1 : com.amazonaws . sdk.
maxAttempts ®ORHV)IC ZFEMA L aws.maxAttempts .
com.amazonaws.sdk.retryMode ®OfbVIC ZFEAL
FJdaws.retryMode .

RABRITER, DVR—ZHESITIARRIZYILNY D
Z7. BRATGNY IATDHAARLXYY ROFT> a2 %
BR—RLET,

BRTEME
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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VO TANEHE

AWS SDK Y —)Li&, EffE N IERAO—RZZEFEIBZIHVR-—FMCVIITARZERFIDEEIC,
RAO—RZEBNICEMTERT. AWSOY—ERA B —ERIEFEIZIRICTIZA T ATR
A1O0—RZEMIZE, Y—EALTF—RZEBIDLHICHLELR ) VTANDOKRKE FHIREN
V., RAO—RP A XICHTEH—EADFIRZEHRELTEARTD VI IANE RS TREEN B
WET. EfiTEE. SDK XY -k, Y—EAE SDKOMBICL2THR—KrEhBI>J—
FTAVTTPLIVXLZBRLUE T, £EL, AREIII—FTA I OREDJ AN gzip D&
THBEENATVERTY, FRNICHIERE D AEENBY) T,

DOTARNERE, 77U —23a>H Amazon 2R L TVWBBEICHEICEFRTI CloudWatch,
CloudWatch l&, EZZVIJF—REBAT—2200. XKUY TR, ARVRNEVSETRE
ITRIE_RIIBREATHF—NEVFTAH—ERATT, EfEYR—NTIDH—ERAFRL —
23a>n—H#Hl& L T, PutMetricDataAPl CloudWatch XYY RA'&H V) £,

COHOMEEZRETDICE. UTOLSICEALET,

disable_request_compression- AWS config #8577 1 JLE&XE,
AWS_DISABLE_REQUEST_COMPRESSION - IRIZEZ %, aws.disableRequestCompression-JVM
2 AF L7°O/NTF 4 :Java/Kotlin @

FUREFFZICLT, SDKXLERY—IAVIIARNZEFITRIRICRAO—RZEREIZDH
ESHERELET,

77 # )L MME: false

BEME:
c true-VIOITANEHEZEATICLET,
« false-A[RERBERFE VI T ANEHEFRALET,

request_min_compression_size_bytes AWS config-XE7 7 1
JLE&TE, AWS_REQUEST_MIN_COMPRESSION_SIZE_BYTES - IRIELH,
aws.requestMinCompressionSizeBytes-JVM > A7 A7 O/\T 4 :Java/Kotlin @ &

SDK R1RY—INFERIZIBEN BBV IITANEKXOGZNM A X (INM ) ZRELE T,
PEBRAO—REERIZDERSBIARMUN BD O, EMERTIBD LN EERTHD
TRAFELET, COEBEREIFENTHY ., COBBREOUITIAN A AGEMENET,

77 # )L NME: 10,240 /N1 b~
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
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BX7%{E: 0~10,485,760 /N1 N DEHIE,

AWS SDK & O B #ift

LT®OSDKIFE, COREY U THIEATIHELREZYR—NLET, BoNBEHAAFGNIE,
NTCRHEETIATVET, IXTOIVM S ATALAZONT 15&EE. AWS SDK for Java & THO &
R—KREhEFT, AWS SDK for Kotlin

SDK Y OEEFR LG FAER
R
k
AWS CLI v2 Yes
SDK for C++ Yes
SDK for Go V2 (1.x) Yes
SDK for Go 1.x (V1) No
SDK for Java 2.x Yes
SDK for Java 1.x No
3.x A JavaScript SDK Yes
2.x JavaScript F ® SDK No
SDK for Kotlin Yes
SDK for .NET 3.x Yes
SDK for PHP 3.x Yes
SDK for Python (Boto3) Yes
SDK for Ruby 3.x Yes
SDK for Rust No
A —)L PowerShell Yes



https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDKs& Y — )L Y77 LYAAALK
H—EABEOIY RKA K

B—EABEBDOIY RRAKREILELY, APLUIIANIEEDOIV RRAU NEEATED AT
arvhsshn, COBRBIFHELET. ChSOREICKY, O—HIIVRRSAZ M VPCI
YRRAVBN LY —RN—FT1OO—H)L AWS BRBERZRHKICHR—INTEERT, TAL
RBECABREBECGELSDIVRRANEZHEATEER T, I RARA2 M URL B{ERID AWS O
H—EACEETERT,

COMBEZRETAICE. UTOLSICEALET,

endpoint_url - 48 AWS config” 7 1 JLEXTE, AWS_ENDPOINT_URL - IREFEZH,
aws.endpointUrl - JVM > A7 A7 O/\NT 1 : Java/Kotlin M

ZO77A)NTEEEETSH. REZRELTEELLGE, CORERFINTOY—ER
VDOTIANIHERAEhDIVRRAMNEEELET, COIVRRSAVKNE, REEATVS
B—EABEBDIY RRAKNIL>TLEEEETNET,

HET774)0 servicestV> 3> AWS configI T DREEFEAL T, BEOH—ER
DHAARBLIY RRAV N EBRETDEETEXRT, servicess AOHY T2 3> THEH

FBINTOY—ERABRFF—OURNCOVTE, TH—EREBENIY REA > hO#E
Fi1 ZZRLTLEZL,

77 # )L ME: none

B#BE: TVRRAVMNDAF—LERARNZEED URL, URL I&, HEICISUT1 2B LED

NAELTA D RNZECNADAVR—F O RNEEHDDENTEXT,
AWS_ENDPOINT_URL_<SERVICE> IRIEZH, aws.endpointUrl<SexrviceName> - JVM > AT A
Z°'0/NT 4 : Java/Kotlin @ &

AWS_ENDPOINT_URL_<SERVICE>lE AWS Ot —E R BB F<SERVICE>TH '), FEDH—
EAODARZRLATIY RRAVNEZRELET, Y—EABEORBEZHO ANCIDOVWTIE,
My —EABEEOILIY RIRA NOEAFi ZSBLTLSEETL,

CHY—EABENI> RAKRA > MNE, AWS_ENDPOINT_URL ICEREEThTWA5O-NILIY
RIRAVBNKVEBEENET,

77 # )L ME: none

BUBE: IVRRAVNDAF—LEFRARNZET URL, URL F, BEICHLUT128LED
NAEITXV NEZECNAODAVR—ZRKNEEBHBENTEET,
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ignore_configured_endpoint_urls - & AWS config”7 7
4 JLEXXE, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - :RiEZH,
aws.ignoreConfiguredEndpointUrls - JVM > A7 A7'0/\F 1 : Java/Kotlin M &

COBEE. TRTOARRALALY RS NBEEERTHLOICEAEhET,

O—REFLERY—ERISATNEBRICREECNTVSIATRNEI RRAMNE, CORE
ICRRBLSFEAETNDEICERELTLSEEZY, #lZREF, --endpoint-url OV RIZC AWS
CLIONY RZAUNTGXA—BEEDEY, IVRRAVNURLEZIZATRNIAVARNT IR
ICELEYTRE, BICBMICRYXRT,

7 # )L ME: false

BRhE:

« true —SDK FERGEY—IEF, IVRKRANURLZRETDEHD configRBET7 7ML
RREBZBD SHARLAREA T3V aGHMDEEH)EREA,

« false —SDK £V —IIE, config RET7 7ML EFLERREZHA SI—H—HRMHEL
EIVRRARNZIXNTHEALETD,

REZHEFEALLEIY RRA MORE

ITRXTOH—EAODVITIANEDARLTI RIRANURLICIL—TF 14209321,
AWS_ENDPOINT_URL JO—NIILIRBEHERELET,

export AWS_ENDPOINT_URL=http://localhost:4567

BEDDVIVIANENDARLIY RARA M URLAWS O —E R ICIL—FT 1>
9321k, AWS_ENDPOINT_URL_<SERVICE>REZHZFEHLET, O Amazon
DynamoDB (& serviceId ¥ DynamoDB, cDH—EADI RAKRA > N URL REZHK
(& AWS_ENDPOINT_URL_DYNAMODB T9, DI RKRA U NE, COH—ERDLEHIC
AWS_ENDPOINT_URL ICEREE N TVWBRIO—NILIV RRAV MKW EBEENET,

export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

BloflE LT, (Clk serviceId® AWS Elastic Beanstalk A& V) & 9Elastic Beanstalke
AWS O —E X BRIFIE, IXTOAR—AZT U A—AATICEZEHRZ., TINXTONEZANFE
[CserviceIld92C&T, APIEFILD ICESVWTVWET, COH—FERAIZIV RRLANEZERE
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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THEHNO, WMIETHEIEZHIE AWS_ENDPOINT_URL_ELASTIC BEANSTALK T9., H—E ABEHE
DIRBZHOVANIOVWTR., "™H—FEABEEOIY RKRA NOEAF1 Z2SBLTLIEETL,

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

config RE7 74N ZFERALTI RKRA VN ERELET
config #E7 7ML Tk, endpoint_url AEXRETETBBATE T ETLMBEICFERAEINET,

« profile N T endpoint_url ZE#EEETZ L. TOIY RRAMITO-/NIIY RRA
MR ET,

« services V2 a>ROHY—ERID F—OTIC endpoint_url ZRARNTDE, TOIUR
RAVKNFZFOH—ERAICHRLTITONEV IV ITANIOKBERAENET, B config 77 4
LD services EUVaVOERICOVTEHLLKEK, "TBRE77A4IL0OERX) 25BLTLKE
= L\,

ROBITIE, services EEZFEAL T Amazon S3 ICERAENZ LD HY—ERAEENI R
RAVBNURL E, HHOITXNTOH—ERICERAENDEERBRDIHAARLTO-NILIY RIRA >
NRZERELET,

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

1207O77AILTEROY—EADI RKRAVNERETEET, ZOHITIEE. Amazon S3
& AWS Elastic Beanstalk DY —EXABENOI RAKRA M URLs ZRILUZ7O7 7 A IIICERET S
FEZRLULET, ICI&E serviceId® AWS Elastic Beanstalk A& V) ¥FElastic Beanstalk,
Amazon S3 AWS OH—E R #EIF& API EFILD ICET VW TserviceIldB ), IXTHDAR—
AETUA—AATICBERA, IXNTONFEPNNFICBERAET, LEN>T, H—EAID
F—I& elastic_beanstalk [C%&VY), COH—EADEKEW: elastic_beanstalk = D1TH
SHBmENET, services BV aVTHERATIINTOH—ERBIFF—DUARNIDOWVWT
&, "H—EABEEOIY RKRAROFEEF1 ZSRBLTLSEET,

[services testing-s3-and-eb]
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

AWS SDKs& Y —JL D7F7LYAAAR

s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

H—ERRELIAaVEEROTOT77AITERATEES, L&A, 220707 74IILHE
UES services Z2FEAL., O7O77AN7TONT A BEETBDENTEET,

[services testing-s3]
s3 =
endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

O—IIR—AQFIAEHREZFEALTZTO77AMILHAOI RRA RN ZRELET
7’07 7 4 )LIZ IAM Assume Role #BED source_profile NTX—RICK>THREEShEO-)
R—ADRIBERN HBHE. SDKFIEES N E7O77MILOY—ERARENDHZFERALET,
A—J)lFI—&Ehni” E|77'()Hiﬁﬁﬁ'c‘51’tiﬁ/bo BIZE, ROERE config 771 I\ %ZFEHA

LET,

[profile A]
credential_source = Ec2InstanceMetadata
endpoint_url = https://profile-a-endpoint.aws/

[profile B]

source_profile = A

role_arn = arn:aws:iam::123456789012:role/roleB
services = profileB

[services profileB]
ec2 =
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endpoint_url = https://profile-b-ec2-endpoint.aws

Z7O774) BEFEALTI—RAT Amazon EC2 MU' T &, T2 RAKRA > N https://
profile-b-ec2-endpoint.aws E L THRENET, I— RO —ERAICVU I ITANZEE
LiEBE., IVRRANOBREIAAZLAOSY VICREVERA,. IVRRANFEZ7O774
LMATERZENLEIO-NILIVRRANIGBRENEEA, JO-NILIVRKRANZEB
ZO77A4NICRLTEMICTSICE., 7O0774) B ATER endpoint_url ZRET D HEN
H')ETF, source_profile FREDFHFMICOVWTE., O—LFTERZ7ONA A —%Z25ZZHET
BSRBLTLSEZL,

REDELIEN

CHBBENHRERERICEATEETN. 1 DOH—FEARAICD2ZE 1 DOENf BEENET, BED
L L TThni API O—ILDOBE AWS O —E A, EOBRICEXDIEFNFEHENET,

1. = RFLEBY—ERIZFATYNERICRES N TVSIHRNERERF, HORER) EEE
ENET,

« MOFE AWSCLI, ZhidF--endpoint-url ANV RSAUNTXA—RICE > TRHEIZET
9. SDK DFE, HRNEILETE., AWSOH—ER IVSAT U NELRREATD IV
REA VARV AL TREEILRELENTX—ROERELEDENTEET,

2.  —EABEE DOIREZEH (AWS_ENDPOINT_URL_DYNAMODB & &) IZ&k 2 TRt B3 fE,
3. AWS_ENDPOINT_URL JA—NI I RRA 2 MNREZRICK > TR B E,

4. endpoint_url BEIC L > THESNBER, configHBET77AI)D services UV a>HD
H—EADF—OTICRANEIET,

5 %8 config 774D profile N TEEEEE Nz endpoint_url REICK2THESNIB
&,

6. TNTNDF7AIRNDIY RBAL N URLAWS OH—ERA A HREICEAEhET,
AWS SDKs& ) Btk
LT®OSDK I, COREY I THETHIHEEBREEYR—NLET, BOUEHAANF HNIE.

IARNTCREETNTVET, VM ATALAZ7ONT 15%EF. AWS SDK for Java & AWS SDK for
Kotlin TO & R—KREhET,
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SDK B EEF L EFEER
N

AWS CLI v2 3
(A

SDK for C++ )

SDK for Go V2 (1.x) (&

SDK for Go 1.x (V1)

N <

SDK for Java 2.x HBconfig7 7AIIRERHR—FEhTLWERBA, REZE

BREHR—RERTLVEEA,

= 8

SDK for Java 1.x

N © <

SDK for JavaScript 3.x (&
R

SDK for JavaScript 2.x A

SDK for Kotlin =

SDK for .NET 3.x %3
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK B EEF L EFEER
N

SDK for PHP 3.x 3
(A

SDK for Python (Boto3) (&
L)

SDK for Ruby 3.x (&
L

SDK for Rust W
L

—

A

M) — ) PowerShell (&
L

B—EABEBDOIY RRA > ~OEEBIF

RORDBRFOEAFEEERASARICOVTR, "T—EABEEDOIY RRA> by Z3RL TL
ZEW,
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https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
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serviceld

AccessAnalyzer

Account
ACM
ACM PCA

Alexa For Business

amp
Amplify

AmplifyBackend

AmplifyUIBuilder

H
7~

4 N3N MG S

at
1

dal(
dal

dal

ar
al

ar
cl

ar

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_ACCESSANALYZER

AWS_ENDPOINT_URL_ACCOUNT
AWS_ENDPOINT_URL_ACM

AWS_ENDPOINT_URL_ACM_PCA

- AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS

AWS_ENDPOINT_URL_AMP
AWS_ENDPOINT_URL_AMPLIFY

AWS_ENDPOINT_URL_AMPLIFYBACKEND

AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
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serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

> ot

A

4 N3N MG S

aj
a\

al

yI
n

al
y\

aj

al

d:

al

al

aj
ar

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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serviceld

Application Auto
Scaling

Application Insights

ApplicationCostPro
filer

App Mesh

AppRunner

AppStream

AppSync

> ot

A

4 N3N MG S

aj

al

aj

aj

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING

AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER

AWS_ENDPOINT_URL_APP_MESH

AWS_ENDPOINT_URL_APPRUNNER

AWS_ENDPOINT_URL_APPSTREAM

AWS_ENDPOINT_URL_APPSYNC
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serviceld

ARC Zonal Shift

Artifact
Athena

AuditManager

Auto Scaling

Auto Scaling Plans

b2bi

Backup

Backup Gateway

H
7~

a

dal
g¢

al
il

al
il

b:

b:
te

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT

: AWS_ENDPOINT_URL_ARTIFACT

AWS_ENDPOINT_URL_ATHENA

AWS_ENDPOINT_URL_AUDITMANAGER

AWS_ENDPOINT_URL_AUTO_SCALING

AWS_ENDPOINT_URL_AUTO_SCALING_PLANS

. AWS_ENDPOINT_URL_B2BI

AWS_ENDPOINT_URL_BACKUP

AWS_ENDPOINT_URL_BACKUP_GATEWAY
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serviceld

BackupStorage

Batch

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

H
7~

4 N3N MG S

b:
T

b:

b«

b¢

b¢
gt

b¢

gt
ir

b¢
ut

ne

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR
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serviceld

Braket
Budgets

Cost Explorer

chatbot
Chime

Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings

H
7~

C(

cl

cl

cl

P

cl

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS
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serviceld

Chime SDK Messaging

Chime SDK Voice

CleanRooms

CleanRoomsML

Cloud9

CloudControl

CloudDirectory

CloudFormation

H
7~

I«

C1

ar

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING

AWS_ENDPOINT_URL_CHIME_SDK_VOICE

- AWS_ENDPOINT_URL_CLEANROOMS

- AWS_ENDPOINT_URL_CLEANROOMSML

- AWS_ENDPOINT_URL_CLOUDS

- AWS_ENDPOINT_URL_CLOUDCONTROL

- AWS_ENDPOINT_URL_CLOUDDIRECTORY

- AWS_ENDPOINT_URL_CLOUDFORMATION
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serviceld

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

CloudSearch

CloudSearch Domain

CloudTrail

H
7~

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

c. AWS_ENDPOINT_URL_CLOUDHSM_V2

cl

cl

- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

- AWS_ENDPOINT_URL_CLOUDTRAIL
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serviceld

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer

H
7~

C(
dal

C(

C(

Y

C(

C(

C(
Ie¢

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER
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serviceld

CodeGuru Security

CodeGuruProfiler

CodePipeline

CodeStar

CodeStar connections

codestar notificat
ions

Cognito Identity

> ot

C(
I«

C(
il

C(

C(
n:

C(
ne
ic

Cl(
d¢

AWS_ENDPOINT_URL_<SERVICE> IRIEZLH

AWS_ENDPOINT_URL_CODEGURU_SECURITY

AWS_ENDPOINT_URL_CODEGURUPROFILER

AWS_ENDPOINT_URL_CODEPIPELINE

AWS_ENDPOINT_URL_CODESTAR

AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS

AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS

AWS_ENDPOINT_URL_COGNITO_IDENTITY
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serviceld

Cognito Identity
Provider

Cognito Sync

Comprehend

ComprehendMedical

Compute Optimizer

Config Service

Connect

> ot

C(
Yyi

C(

Cl
dr

C(
p?
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