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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3_ MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/sexrvice-role/
AmazonSecuritylakeMetaStoreManager"

B 2
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ARL—2O0FAIEBITLET, OB Linux, macOS, £ Unix AIC7#—X Y RENTH
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}1}}]1' \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/
AmazonSecuritylakeMetaStoreManager"
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AT Y 7 2: Amazon Security Lake ZEMIZ T2


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
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ATV 3 V—RAERETD

Security Lake &, EEETEBY—ANS, AWSTHIU KN BV AWS U= areEhs0Y
EARINTF—REZRELE T, ATOFIEICH > T, Security Lake ICIREE B VWF—RZHE
LTLEEW, ChSOFER, AT ATICHR—RENTWVWE AWSH—ER ZY—RELT
EMI32B5EICOMMEATEERT, HARLAY—RADOEMIZDOVWTIR, DAZLY—ANSDOT—2
INE ZZRBLTLSEEV,

ZTAJZATADOUEOOL V23>V —AZEETSICIE. Security Lake @
CreateAwsLogSource AR L —> 3V ZFEALETAPI, Y—AZ &2, sourceName/NT X—&I(Z
WIHEEDEZEELET, 723 >TEMONTX—2—2FRALT, V-—ANHBEZEBENT
N2 N (accounts) RERBEN/N—2 32 (sourceVersion) ICHEREL E T,

® Note

DOTARNIATZI>ONTA—R2Z2EHEVES, Security Lake &, BRINTD/NT X —
RICWHUT, BEENLEY—AQOIXNTOTHINELEFINTON—23ICVIIA
NEBALET, LEAlE. HHEBMODEEE Nz Security Lake BEEE N accounts/VZ

X—RZRINL 12354, Security Lake [V VTARNZBABROITXNTOT AT NMIEAL
F9, AKIC, sourceVersion/N\TX—RZRINT B &, Security Lake FIEEE NV —
ADINTON—23 VIV OIANEERLET,

Security Lake ZBMICLTWEWI =232 20T ARNTEETDE, I7—DFRELET,
NDIZ—ICRdBICIE, regionsF L 1 IC Security Lake ZBEMICL V=232 NAEIBETS
KDL TLKEE W, £k, U—>3 2 T Security Lake ZBRICLTHA SV IV IT AN EBERE
FTRD_EETEZEXT,

7> KT Security Lake Z#HSHTEMICTD E, BRLUAEIXNTOOTY—REARVYNY—A
15 HEOENAABBICEENE T, FABROFMEICO VTR, "FARREEEIANDRE
F,EBBLTLEE,

ATYT7 4 ANL—PRBREEOQA-MNTYTV—2aZBETS (AT
>3z

Security Lake ICT— X ZR7FTS Amazon S3 ARL—C VT AEFOHBZEETEEX T, O—
LTy T7)—=23a BBELT, BHOV—23a 07— 3 ZRETDIEETEET, chslEF

ATYT 3 YV—RERETD 17


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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T2AVDOATYTTT, FHMMICOVWTIE, Security LakeD T4 74 V) EE, #58BL TL
ZEV,

Security Lake ZBEMICT B EZICTATSALATE—TY NBBEZERT S ICIE. Security Lake O
CreateDatalLake AR L —> 3> ZEMH L £ IAPI, Security Lake ZEEICHMICLTWT, 2—4'Y
NEEBZEHTZHAE. UpdateDataLakeARL —> 3> Tld7%x < CreateDataLakexARL —
>aveEFEALERT,

WIFhOBRETE, YR—FENTVWAINIX—R2EFEAL THEBREZEELET,

s O—=IT7Y7T)—=23a FEETSICE,. region71—J)LREFEHALT, O—=ILT7vy7F)—23
JICTF—RERHIDZ V-3 EEELET, replicationConfiguration #7210 b~
NDregionsE3<T, EO—-INF7v7)—a3a>o)—oa>y]1—ReEBELES, V=23
O—ROUVARNIDOVTE., TAWS &0 1) 77 L > A1 @ "Amazon Security Lake T2 KRR A
Tk EBBLTLEEL,

s T—RORTFHREEEETSHICE, lifecycleConfiguration/NTX—XZFEALET,

« transitionsliZi&, BE® Amazon S3 ANL—2 YT A (storageClass ) 2 S3 A7
I NEREFETDEFTAE (days) ZEEELF T,

- expirationlCld, AT IV RNERENTHAS, FEODARNL—D VT AEFERALT
Amazon S3ICAT DIV N ZRETZIEHABEZLEELET.,. CORBHEBIKRT TR L, 7#
7T NSHIRYINICAKY), Amazon S3 EZEhSs ZHIBRLET,

Security Lake (&, EENERIFHREZ configurations A7 T I MDD region 714 —JLR
TEELEV—23aVICEALEY,

BIZEFE, XROOAX R, O=ILF v 71— 3ap-northeast-2&E LT Z#FEALTF—XL A
DBRERLET, us-east-1J—23 Ik, FDap-northeast-2)—23avIcF—XERHEHL
£F9. cOBITR., FT—RLAVICEBMENEATS IO NOEMEREZ 10 HEFZELE T,

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":103}}}1"' \

--meta-store-managex-role-axn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"

ATY T 4 ANL—IREEO-NATYTI—230%2RETD (7232 18


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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T, F—ZLAIONFERENEL =, Security Lake O ListDataLakesARL —> 3> & FEAL T
APIl, &!)—2 3> T Security Lake £EF—X L A4 VRENBMICHE>TVWB 2B LET,

F—RLAVDERBICEABEELGEIS—HFREL £HEF. ListDataLakeExceptionsA R L — 3
VEEALTHADIARNERRL, CreateDatalLakeExceptionSubscription AR L —2 3 > THl4k
Z1—H—ICBHATEET, FMHICOVTR., "F—ERLAVAT—RAORZ TN a1—F1>
51 EBBLTLEE,

ATY7 5 MEOT—RERRFLTIIVIS

F—RL AU ZERL =S, Amazon Athena £ REEHEOY—EAZEAL T, AWS Lake
Formation *—ZRXR—ART—T A S5T—RERTIBREIV T TEET, Security Lake Z 7'
TJZLATEMCTRE, F—ER—AELI—OT7VEAFTREBNICAEEhERA, OF—X
LAOBEBETHI NG, BETZTF—IR—RAET—TIILOIIVICERTZIAMO—ILICT
2t ASELECTEF A Z 45 AWS Lake Formation $2%ENfHVET. O—ILIC@E D& EE Data
Analyst ERABETT, POV ERAFITLARILOFMZOVW T, "Lake Formation X)LV F 4 &
SIAM " T7OEAFAT )T 7L A Z5RLUTLKEE VY, SELECTHERZFSITHFIEICOVWT
l&. TAWS Lake Formation BREHA Ry © "BRIFEJUY—AXY Y RZ{#A L iz Data Catalog
EEONE), Z2ZRLTLSEZ L,

ATYVT 6 HTRITAN—ZEHRTS

F—RLAVRERLES, F—R2FEATRIHTRAITAN—2ZEBMTEET, YT RIZF4/\—
l&. Amazon S3NT Y NADAT DIV RNIBET VEATSEN., F—EFLAVICOTVRETT
BLETT—REFERTEET, YT AISAN—OFMCOWTIE, TAmazon Security Lake (=
BUHBIZYTRAOVZAN—EE, 25BLTLEETV,

AFY 75 MENDTF—RERRELTIIVTS 19


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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ZEALEBBROT AT NOEE AWS Organizations

Amazon Security Lake ZFEFAL T, B8O AWS FHO U RAhSsEF21VFT4OTEARVMNE
IRETEET, BBOTHINOEBZEBLE LT SELT B, Security Lake ZAWS
OrganizationsEHETH L ZE<S<BEFOLET,

HETE., EBOERICEATZITHIVNIEEBT NV NEBENET T, Security Lake Z
Organizations ERETBICE, EEBTHV Y M EBOEEE iz Security Lake EBET H D
NEIEETIHENBHYET,

Z1F & h iz Security Lake BE & &, Security Lake ZAMICL., X2 /N— FHT> M® Security
Lake REZEHTEERT, EFThLEEERF. AWS U— 32 Security Lake AFBERIC& 2 TV
2INXNTO T, EAB£E0O0T AR NERETERT (REFALTVWR ) —23 2T RRA
YRNIEEELS ), ZEEEEER. HLLVEBT AV MOOTEARY NTF—RXZBEBNICINET
B & SIC Security Lake ZFRET A EETEEXT,

FEE h /- Security Lake BB E ., BEMSGFSNEXN=TFHONOOTBRTA R K
TF—RIZFTIOEATEEY, LIEN2T, BEIBDXN—THIVNETEZTF—RZ2RET
5 & SIC Security Lake ZHRTE X T, £, BEFTFSNEXN—THINABETEDT—
REFRAITIEREYTRITAN—INETEZIEETEET,

HBBROBBOT NV NT Security Lake ZBRMICTSICIE. ETHEBOBEET HU 2 NFER
DEFEE Nz Security Lake EEET WV N ZBETRILENfHYVET, CNTEEESHEEESE
(&, #A#D Security Lake ZBEMILL TRRETEE T,

/A Important

Security Lake ® RegisterDatal.akeDelegatedAdministrator API Z £ L T, Security Lake
IZ Organization NOTF7 V2 A%ZFFA L, Organizations DEFE N EEBEZERLET,
Organizations APIs Z#AL TEEEh -EEEZ BRI S &. Organizations DH—E
AV OENEO-—INEBCERENBEVEENF HYVET, TLBHBEEHERTSIC
l&. Security Lake APIsZfERAL £,

Organizations DY R 7Y 7 IZDWVW Tk, TAWS Organizations 1—H—H 4 K1 @ THBOIEK
EEE, 2ZRLTLSEEL,

20


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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Z{EE Iz Security Lake BEEICEIT2EELREZEBEE

Security Lake TEEENEBBEN EDORSICHETIHNEERTDIRNDERICEEL TS
(A

EZEERERINTOV -3 TEH-TY,

FAEBEEEERTDE. TOEEEEEN Security Lake ZEMICTH2IXNTOI—23 >0
EEEEBEHICKY XD,

OJF7—HAATTHI> K% Security Lake ZEEEEEEL L TRET DL EHEHLET,

OJF7—HhATTFTHIVRNEAWS THIU R, IXTOEFIUT(BEEOJTOEYIAKE

T—HAT7TERAD TS, BE, COTFHIVROTIEAR, AVTSA T ABAEETS

EZEAREXFIVFTAF—LBE, PBOI—HY—ICBREENET, LogArchive 7HI >V %
Security Lake DZEFEBEHEE L TREL T, AVTFANOYYEBEZZHKRPRICHNZTEFID
TABEDPOTEARRNERRTEDRDICTDCLEZHEOLET,

F=. LogArchive PHOV NZEBET IV EATEDOREIROI—HF—0OHKICTHEZH
BOLET, COBIRTIL—TUUINT, Security Lake FWRET 2 F—RICI—HF—HNTILAT
DHENHDEEF. TOI1—Y—% Security Lake Y 7RIV S/ /N—ELTEMTEET, ¥
TRAOSAN—%BMTBDHEICDOWVWTIE,. "Amazon Security Lake 2B T2 TRV Z 4 /N—
BE, ESBLTILEE,

AWS Control Tower H—ERAZFERALEWVEEE. O T —HA T T HO 2 M B VAREMED
HY)ETF, LogArchive PHO U MIDWTEHLLKE, X1V FAUTFLYAT—FT7
F v ® "Security OU — Log Archive 7H U by ZZRL TS EEV, AWS

BB, BEETNLEEBEZ 1 BETEODZENTEERT,

Security Lake EE &, #HBHLV) 1 BOAKTT,
HBEBT7HI N 2REEEBEICTDERFTEEXEEA.

AWS EX I VTFADRARNTSIVTFAAERBMHEORRAICEIVT, HBEBT7HVU U ME
EREEBEICITDERFETEEFEA,

FEESIEBEBER., 7TOT1A7BHEBICELTVDIHXENHYET,
ABZHIR TR E, BEESNIEEEET NI ME Security Lake ZBBTEBL LY E T, Al

NDEBOEXEREZIEET SN, HBO—IPTRBEVAZ RFOYFHJ> NT Security
Lake ZFER TR HENf BV ET,

FEE h - Security Lake BB E (BT EELEEEIE 21


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html

ZERENLEBEEZEEITRICE IAMFANVETT

F{EE 1z Security Lake EEEZIBEE T HIFS. Security Lake ZERICL, XRDRVZ—AT—K
X MNCREHEHENTVWSHEED AWS Organizations APl AR L —> 3> 2RI EHOT IR
HFUNMBETT,

AWS Identity and Access Management (IAM) RUS —DOREBICKDAT—RM X hZEML T,
NSOT IV EAFAZRETEERT,

"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"

FEE /= Security Lake EEEZIEEL, XON—THOUK%Z
EMLET,

TOEAREZBIRL T, BEBOEMEE Nz Security Lake BEEETH I NEEBELE T, HBE
BP7HORNO&KY, HBOREENL-EEBET NI RNZEETEETT, HBOEBTHUME
HBOZEEBETHINITRIERFRTEREA,

(® Note

- HEBEBT HU > M, Security Lake @
RegisterDatalakeDelegatedAdministrator ARL —> 3> #FEHAL T, EEEh
7= Security Hub BB ET HI >V N E2IBETIHENH V) £9, Organizations ZBEL TE
f£& h iz Security Lake EBEDEERF T R—hEhTLVERE A,

RECIEBEBEEZEETDICE IAMBFANBETT 22



Amazon Security Lake d1—H¥—HA R

c MBOEFEETNIEEBREZLEEIZHER. FIEEDEEC I LEEEZHRIDIME
FHNVET, TOR, HILKEREEThELEBEZEETERY,

Console

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,

EBNEET NI NORERLEREZFEAL TH A2 412 LET,

2. « Security Lake A"EEBMICHE > TV EVEEEF, "TRUHIC, ZFBIRL, Security Lake
EEMICTSD, R—T T Security Lake DEFEBEZEEL X,

- Security Lake A" T TIZBMIZHE > TWBBER, RER—I TEEE hizSecurity Lake®
HEZEELET,

3. BEBZNOTHIKNICEE T, O AWS EF 1) T4 H—EAOZEEBEEE L TELIC
BEELTWBRTHI U RNZBIRUET (R ), Lk, EFEES N Security Lake EEE &
LTEEITZDTHIVNDOD 12O AWS THINIDZAALET,

4. [EF) ZBIRLULET, Security Lake M ELEBMICBE>TVBRVEEEF, EFEhE-EEE
ZEETHDE, BEQI—232TEOT AU MIXL T Security Lake ABRICE V) K
9o

API

EEENEEBEZT7OTJ T ATIEETSICIE. Security Lake APl @
RegisterDatalakeDelegatedAdministratorA R L —>3a > AL £9, HABEBETHI MY
5 FARL—2 3V EaRVPHIXLENHYET, ZFEALTVWSRESIE AWSCLI, EBEET S
7> NA 5 register-data-lake-delegated-administrator IN¥ > RZRITLET, UIITARNTE.
accountId NS X—2ZFEAL T, ABOZEEEETHINELTAWS 7HIV N BE
IT52D1R2MOTHINIDZEELET,

BIZIE, XOAWSCLI OX > REEFEENEEEBEZBELE T, < OHIE Linux, macOS,
FEE Unix BIC 74— Y RENTHY, BAPTEEA LS HBEHI/NY IR Y1 ()
DITHEXEZEFERALTVET,

$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012

FEFE N/ Security Lake BEEEZIBEL., XON—THI R ZEMLET, 23


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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ZEEEEGE. FLWEBTHIOMO AWS OJEARY NTF—RONEZBELTDEE
TEET, COFRETR. PHI MY OEBICEMEND &, :ILWFHT2 NT Security
Lake A" BEBHIICE IR Y) £3 AWS Organizations. ZEEEEH & L T, Security Lake APl @
CreateDatalakeOrganizationConfiguration AR L —> 3> & FERT5 A, AWSCLI ZFEAL TV
%354 & create-data-lake-organization-configuration X > RZRTL T, COREEEMICT
BET, UIVITARNTR, ILLWTFAHIONOBEDREZBETSDCLEETEERT,

BlZIE, RO AWS CLI X > Ri&, Security Lake &, L W7 5> M ® Amazon Route
53 UYVILN—2I 0%, #H AWS Security Hub #& 8. & & ¥ Amazon Virtual Private Cloud
(Amazon VPC) 7O—O7 OREZBEBMICEMCLET, ZOAIE Linux, macOS, £
Unix BIC7 2 —X Y REhTHY, AR TETZEESEDILEHICNYIRATYS 1 (\) OITHE
mXFEEALTVET,

$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}]1}]1"

HBEBT NI RN EEEILEEEEEETD L, BEEFEBICK L T Security Lake ZBX
ICLUTEHTEDRSICARYET, ChiZE, BBROBYOT7HV RO AWS OTEARY K

F—REIRET DK SIZ Security Lake ZEMICL TRETDCEHNEENE T, FHMAICOVTIE,
TAsDT—2PEAWS H—E A1 ZSRBL TS EEL,

GetDatal.akeOrganizationConfiguration AR L —> 3> & FEAL T, ILWXN=THDU > KDl
BOBENDREICHEITZIHMERMBTEET,

ZEE 7= Security Lake EEEEZHIBRT S,

HBEBTHI > NO&KY, BBOEMEE N Security Lake EBEZHIBRTEE T, ABOETE
BEZ2ZLZEITREEE. BENVZEIEEEZHIRL, ILLEFEBEEZIEBELET,

/A Important

ZEE N i=Security Lake BB EZHIBRT D &, T—RZL A INHIBRE h, HEBROTHD >
N @ Security Lake " EMIZE V) £,

Security Lake AV — )L ZFEALTEFE N EBEZEEFFTLEHIR TSI CL@ETEERRA,
NSRRIV 7O ALATOHRETTEERT,

F{E&E h /= Security Lake BEEEZHIRT 2, 24


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
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EREh-EBEZ7OJ T ALATHIBRT S, Security Lake APl @
DeregisterDatalakeDelegatedAdministrator AR L —2 3 > &AL E T, ABEBT7HI KL S
ARL—2 3 2HRPEHIMXENf HYVET, 2FALTVEHEEE AWSCLI, ABEETHI> b
A5 deregister-data-lake-delegated-administrator AN > R&ZRTLE T,

BlZE, XD AWS CLI X > RIFFEFEE I iz Security Lake EEEZHIBRLE T,

$ aws securitylake deregister-data-lake-delegated-administrator

EEECIhEEBEOEEZREFL. HILWXN=THIORNOBHREZZEETSHICIE. Security
Lake APl ® DeleteDatal akeOrganizationConfigurationZRL—>a> &2 RT3 A, ZFEAL TV
%354 & delete-data-lake-organization-configuration N> KR AWS CLIZEAL £9, O hsS
NEREZEETEDDR. EEETNEEEEOKTT,

BIZIE, RO AWS CLI OAX > R, BICSMITEDFHL VWX N=THI> KD S D Security
Hub DREFBROBBHNREZEFLLET, ZEEEEENf COARL -3 ZHOPHEL LR,
LWXIN=TF A MiE Security Hub DREBERZT—XL A VICRHLEEA, COHlE
Linux, macOS., £k Unix AIC74A—XY RENTHY, iR ITETZRALEEDLEHICNY D
AZY21 () OTHEXFZFERALTVET,

$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"

Security Lake D{EFETED T IV A

#8#D Security Lake ZERET D & . AWS Organizations BEE T 1> K& Security Lake & D155
ENLETIOELAZBEMITEERT, EEENETIVEAZFATS &, Security Lake (& IAM —E
AV oEhizO-)Z2ERKL, BB LPTOTHIRNTRAVERTIBDEZREBTE
TTEET, HHMICDOVWTIE, AWS Organizations 1—H'— A4 KD "o AWS —E AT AWS
Organizations ZF|H 9%, #SBL T EE L,

HBEBTHI MOI1—Y—I&, AWS Organizations® Security Lake I 25 n 7T
DEAREBMCTRCENTEXT, EETEDZTIVEAZEMCITZFIEICOVWTIEE., FAWS
Organizations 1—H— HA Ry O "EETED T VL AZENELFEMICTEDHZE] BSRLT
<EEL,

ZESNLEZEBEDO AWS PHUY N A —KELE, 28, FLEFAHSTATVWIHESRE, SHEh
ETOEARZENIITREZ2HBOLET,

Security Lake DE3ETEB T VA 25


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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J—3a>nER

Amazon Security Lake &, T —ERXZBMICLEAWS V=23 24 TEFaVTO07EMX
VREPRETEERT, V—>3> &, F—REFEELD Amazon S3NT Y MZRTFEIET,
)=23 ZEIlBBRT—RLAVRE (EEAE, BBDY—RALRERE) ZIBETEXT, 1
2REOO-LTY7TV)—-23V&2FERELT, BROV—23 0F—REZRETDEETESR
ED

)—>3a> AT—RADFIVYD

Security Lakeld @D AWS ) —2 3V ZIRETEERT, T— XL A VOREZEHITBICE. &
)= a3 HFBREEDRSICHREETNTVRLN ZIREBLTIHK EEBRTY, FLEITDTIEAFEZE
BRL, ROFIEICHL-TIV—2a 2 0BREOAT—RAZEEBLET,

Console
)= 3 DAT—RARERITDICE

1. T Security Lake 2V —)L % B & R T https://console.aws.amazon.com/securitylake/o

2. FETF—23sRAOTI—23V])ZERLET, V-3 R-JHBEE. Security
Lake M REBMCBZ>TWBR -3V OBENRTENET,

3. V—23arzERL, K] 2EBRITZDE, TOU—2a 2 0FlNIRTENETT,

API

REOV—23a> 007 REOAT—RXAZEEBTSICIE. Security Lake O
GetDataLakeSourcesARL —> a2 AL ETAPI, ZFAL TVBIHFEIE AWS CLI, get-
data-lake-sources AN RZRITLE T, accounts NTX—&RIZIEF, VARELT1 28 LD
AWS PHOKNIDs ZELET. VIITARMNEKIIT S &, Security Lake . Security Lake
FTF—RZPRELTVDE AWS V—AXREY —ADAT—RARE, BEOU—23>ROTH
TJURNDAFY T3y NEEBULET, accounts NTX—R2E2EHBVEE, LARVAIC
(&, Security Lake ABRED)—2 a2 TREREECATVWRIXNTOTHV > MOOTIREDAT—
BANBENET,

BIZIE, XOAWSCLI AR RiF, BEQU =23 TRESNETHADAOOTIRER
F—RAERBLET., COPHIE Linux, macOS, £ilF Unix BIC7#—I Y REhTHY),
RARTEZEMEETEBZLHICNYIARAT YD () DITHEXFZFEALTVET,

V=232 AT—RADFIVY 26


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

XD AWSCLI ONXN > R, BELEU—=2a3a 2 AOINTOT A NEEMEY—A0OY
INEAT—ZAZ—EXRRLET., COHlE Linux, macOS, £&E Unix A7 #—<I Y k&
nNTHY, AR TETE@MEESEIEHICNYIARAT YD1 () DTHEXFEFEALTVET,

$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--query 'datalLakeSources[].[account,sourceName]'

1)—<> 3> T Security Lake ZBXICL TVWB A ESH &R T D ICIE, ListDataLakes AR
L—>3a>zEALET. 2FEALTVRIHEEF AWSCLI, list-data-lakes IV RZEEITL &
T, regions NFX—Z—ICl&F, V—23>n)—23> A—REBELERT. EEXEF, XK
BRI (N—ZF4F) V=23 > 0BE us-east-1 T, U—23a2J—ROUAKICD
WTIlE, AWS £ 1) 7 7 L > A® "Amazon Security Lake T RARA 2~y #SBLUTLKE
W\, ListDatalLakesAARL—>32ik, VDOIANTEELEZE)—232>07F—2L470
BEZRLET, V=232 ziBELAKWES. Security Lake l&, Security Lake A" %I A Al g%
=23 0F—RLATVDAT—RAEBRBREZRLET,

BIZE., XD AWSCLI OY > Rk, eu-central-1U—23a>OF—ZRLATVDAT—RALE
REERRLET., COPHIE Linux, macOS, £ Unix AIC 74— Y RENTHY) ., 5
RFEZEEMETSEBZILEHICNYIARAT YD I () DITHEXFZFERALTVET,

$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"

)= aVRENEE

HhDFEZRIRL, XOFEICH>T12UREOAWS U—23 2 0F—Z LAV DREZERM
LEY,

Console
1. T Security Lake 122V —)L %Z R & & 9 https://console.aws.amazon.com/securitylake/,
2. FTEF—23aRAT[I—23V]ZEBRLET,
3. V—23arzERL, wE) 2BRLET,
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API

4. <)=232>OINXNTDTAIVRDI—RAZLBEETRFIVI RYIVAREZFICLT,
CCTOERNCOV—2a>OR0BREA—N—FARIDZEZHIELET,

5. [ANL=20ZRAZBR|TIMNZ> 23 zEMm 28R, F—2AOHFLVWANL—
SUOTAEEBMLET,

6. [ZT]ICEF, BEBICIEUTU—=23a 202 T ZE)ETEYRELEYLET, 2TE. &
END)—=23a> AWSTHIVN O OF—RLAVBRERE, BEDRAT O AWS UV —
AZERLUTEHETRZENTEDTRILTY, FMICOVWTIEE. TAmazon Security
Lake VY —ADRTF T ZSBLTLEEL,

7. V=23 zO-)F7vy7 V=23 vIZEETSICEK., TETY—ar RqrT@A-NL
Ty 7 V=23V (BBRE]OTF) ZBIRLUET, [Modify 1BIE) ZBRLET, "O—ILTV
Z7V=232 0BR, >3 T, "O-ILTy7U—>23a>zEM Z2BRUET, B
BRTB1)—23 2 &BIRL, Security Lake ICEBD ) —2 a3V ICF—2%Z2ERTHERZA
L&Y, FTLES, [Save] ZEIRL T, EEZREFLE T,

T—RLAOD)—aAVEREETATTATEH TSI, Security Lake @
UpdateDataLake AR L —>3 > ZFERALETAPl, ZFEAL TVWSBEE AWS CLI, update-

data-lake AN RZETLE T, region NZX—X—IZF. REZZEETRH—23>nl)—

23y d—REEELET, L&A, KERB(N—2ZT74F) V-3 0FEE us-
east-1T9, V—2a>A—ROUARNIDOVTE, AWS BT 7L >AD TAmazon
Security Lake T RARA 2 by ZBRBLTLEEV,

EBMONZX—2Z2FAL T, BEITIRECEICHLULWMEZEBELE T, t&alf, BS1L
F— (encryptionConfiguration) XRZF&RE (lifecycleConfiguration) T9,

BIZE, XOAWSCLI OY > R, us-east-1U—23>0OF—20EMEREANL—DD
FSANBITREZEHFULULET, <Ol Linux, macOS, £ Unix BIC7 =YY hanT
BY), AT ETZMETHEDILEHICNVIAT YD1 () DITHGEXFEERALTVET,

$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"
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O—ILT7Yy7V—2320KRE

O—L7y70)—=232@F, 1 20EOFEE)—23>0F—22R&aLET. O—-ILTYTU—
JAVEEETRIE, V=23V OOAVTTAT U AEHICERLPISAYNET,

/A Important

NARLY —AZERLUIEBEE. DALY —ATF—ROREEXRICELLLTVT—KrEh

5k5I(C, Security Lake TlE, "HARARLYV—AOBMYAKICETEIRANTZI9T 1R,

THESNTVBIRARNTSI9TARAIIRS L ZHEOHLET, R—ITHBATNATWLS

&SI, SSN—"TFT423F—EINAERCRDLBEVF—RICH/LTILTUVT—23 &R
T9DCEFETEXREA,

A—LF7y7U—23>zEBMT 8. 9 AWS Identity and Access Management () T2 DD E
BBAIO-INZERTEIHEN BV ETIAM,

c IAMTF—XRL7)—>3a> o O0—)
« IAMAWS Glue /N\—F 123> =%E92 0O0—)L

@ Note

Security Lake IV — )L ZEHAT B & Z 2, Security Lake Ik h s DIAMO—)LZHEKT S
A, A—¥—IRb>THREOO—-IIEFERALET, =L, Security Lake APIE = IE Z
AY258Rk. ChsoO—ILZERTIHLENHV)ET AWS CLI,

IAM F—ZXL7U5—>3>o d-—)

COIAMO—=)LIE, V—AOQTEAMRNEZEBOU—23 LTIV T -T2 T ORAE%
Amazon S3 ICf¥5L £ 9,

cNSOTVEAFAZRETSICE. L7141V OX THES IAMO—)LZER
LSecurityLake, XROY 7RIS —ZO—)IZTRYFLET, Security Lake TAO—ILT ¥V
TU—arvEEKTRZEEEF. O—I)LO Amazon VY —AZ—A (ARN) ' %ETT, ZOKRY
2 —Tl&. sourceRegions F&EEI—2 32, destinationRegions O—II7 Y7 )—2 3
~TY,
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,
"Condition": {
"StringEquals": {
"s3:ResourceAccount": [

IAM F*—&L7Us—>3a>o a-—-)
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"{{bucketOwnerAccountId}}"

ROEBARV—ZO—-I)LICTRYFLT, Amazon S3 A O—I)LZ5|ER TR EZHFALET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

AWS Key Management Service ( AWS KMS) D HAZN—XZX—2 RF¥—&FEMA L T Security Lake
T—RL AV ZBSTBEER., T—RLTVT—23 2RIV —OTF VEAFAICMAT, RO
TORAHAZNETIVENHBYET,

"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"
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}

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",
]
}
.
"Resource": [
"{destinationRegionKmsKeyArn}"
]
}

L7V —2a>O—-)LoFEMIC DWW T, "Amazon Simple Storage Service 1—H'—H 4 K
O "TOLAHFADOERE) 2ZSRLTLEE L,

IAM AWS Glue N\—7 1> 3> %=%E9% 0O0—)L

ZOIAMO—)LIE, Security Lake A" —a o ASL TS —RENESIATSIIOND
AWS Glue N\—T 1> 30 2B BRIBDLEHICERATEI/N—FT1>3>F VY 77F—X— AWS Lambda
BEBOT IV EAFAZNELET, coO-zERLEVE, HTRIFZAN—RGEIhSOFT
SIVRDESDARYNETVTIITEXREA

s DERZNETSICIE, AmazonSecuritylakeMetaStoreManager (Security Lake N M %
FEICCOO—LNZITICERLTVREENHYET) EVSHKTOO—-IILEZERLET, 27
LRV —ZEE, COO-LOFERICOVTRE., "TATYZ7 1L IAMO—)LZEKTS1 25RBL
TLEEL,
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F/z. Lake Formation A2V —I T, ROFIEIZH>TTF—XL A IVEEED

AmazonSecuritylLakeMetaStoreManager #RZ 5T 2 HENH V) ET,

1. T Lake Formation 112V —JL %Z & & 9 https://console.aws.amazon.com/lakeformation/,

2. BEI—Y—-ELTHA12T%

3. [Lake Formaton NKSZE] V142 RIUNFKRTRENLES, RATY T 1 TERELFZERL L
JI—Y¥—%2FRL, FHBITD]) ZEBRLET,

4. [Lake Formation NKS CEF] V4V RUNFRTENBVIEEGEK., UTOFIEZREITL T Lake
Formation BB EZRELF T,

1. FEF =3R40 [FA TIEBO-NERZRARI]|ZBRLET, AV —IR—D0D

[F—BLAVERE €U 3T, [EREEER £BRUET,

2. F—RLAVEBEOEEAATOJRY VADIAMI—H—&O—)LT, ERXL
7=AmazonSecurityLakeMetaStoreManagerlAMO— /)L Z3&RL. OREFEZRBIRLET,

F—RLAOVEBEDERZEOFEMIC DOWVWTIE., TAWS Lake Formation RO Y /N—HA R @

(S VEBEDER ESBLTIEE L,

O—II7y7U—>3a>0EMN

BFHOT VAR EZERL, ROFBICE>TAO—ILTY T3 ZEBMLET,

(@ Note
120)—=232VREHOO-NTY T3V CF—RZRH[UTEXRT, LEL, 2
O—LT7Yy7)—=232>z300-)LT7y7)—-2320F5)—232IC3352ERTE
A

Console

1. T Security Lake 12V — )L &R & ¥ 9 hitps://console.aws.amazon.com/securitylake/,
FTEF—=23asRADORRE] T, [A=LT7yT7T)—232]) ZBRUET,
[ZE]) Z2&RL, (O—-LT7y7FU—23 2 0EM Z2ERULET,

A 0D

BMT258EF. CORATYTZ2EVERLET,

O—-LT7y7)—232>eHFEE5)-2322BELET, #ROO-ILTYT)—>32 %

AO—=)L7y7U)—23a>nEm
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5. O—LTF7y7V—23a>zdloTEMTZERE. Y—EAT VLA THLLVO-ILZER

IBH. Security Lake ICEBBD ) —2 3 ICF—RELTIVIT—NTBT IO AFIZNE
ITHIRFEOIAMO—-ILZFEALET, |IAM

6. BTLES, &RTF 2BRLFET,

Security Lake N AV R—F A VO RICO—INT YT -3 0 ZEBMTREETEXRT, 7
#IZDWTIE, TAmazon Security Lake OB A EL 2SBL TS EE L,

API

7O Z4ATO-ILTY7U—23 > &EBMTSICE, Security Lake ® UpdateDatalLake AR
L—>3>zZFEALETAPIL, Z2FAL TVBIHFEF AWS CLI, update-data-lake AN > RZE
TLET, VIIARNTWE, region71—=J)LREFHALT, O—=ILTF7Y V=237 —23
ERETZ V-3 EBELET, replicationConfiguration /NS X—& Mregionskt
e, gO—-LTF7ySI)—=2a>ro)—2a>I1—RaEEELET, V=232 1—ROVAKN
C2VWTIE, TAWS 2D 7 7L > A1 ® "Amazon Security Lake T RARA4 U K| SR
LTLKEEL,

BIZEFE, ROOAXV RIF 2O0-)F7 v 7)—>3 2 ap-northeast-2&E UL TEREL T, us-
east-1)—23 2k, FMap-northeast-2U—2 3 ICF—2&2RELET, D
Tk, T—E2LAVICEBMENEAT DTV MNOBEMIR%Z 365 BRARELET. C0fllE
Linux, macOS, £EE@E Unix AICT7#—NY RENTEY, SRARPITETZOMLETEDLHIC/NNY
DATZYS1 () OITREXFEEALTVET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™:

{"days":365}}}1"

Security Lake NOF > R—F 4 I RKICO—ILT YT ) =23 2 BMITBEETER

T chEITSICIE, CreateDatalakeARL—> a3 ZFEALET (ZFERATIHEEFE AWS
Cllcreate-data-lake AN R ) o AVAR—=FA 2 TJHFOO—=IT Y7 )—23 2 OREDFEMIC
2VT., ") #8BL TL & WAmazon Security Lake D BITA %o
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O—IT7Y7)—23>OEMELIEHIER

BFIOTIVEABEEEZERL, XOFIBIZHE 2 T Security Lake DO—I)LT7 Y 7 —3> #EH
FEEHIBRLET,

Console

1. T Security Lake 32V — )L Z B & & 7 hitps://console.aws.amazon.com/securitylake/o

2. FTET—23URAVORERE]|T. [A—LTy7I—232] ZERLET,

3. [EE]|ZERLZET,

4. O—-LF7y7U—=23>0Y R NIE1I—232)—23 2ZEITBICE. O—-ILT7Y 7
=23 oFICEHRENEINIELI—23 2 )—23a 0 ZEBELET,

5. O—LAF7y7V—=232ZHKRIHICE. O-IILTY7)—232 07T [HIRR] Z2#RUE
Jo

6. BILES, RE 2BRLET,

API

A—=J)7vy7)—23>z2707 5 ATRETSICIE. Security Lake O UpdateDataLake 7R
L—>3a>zERALETAPIL, ZFEAL TVSEEE AWS CLI, update-data-lake AN > RZER
TLET, VIIARTR, HR—KREhTWANSIX—RZFEALTO-LT Y TRELEE
LET,

- HEHE)—23%7ZEBMTBICE. region71—)LRZFEALTEMTZR)—23>n)—
2arv1—REEELET, replicationConfigurationF#7< T KNMregions7L A
T, FTRERBIZEO-INTY7I)—=>23> 0 )—2ar]1—RaEBELES, V-2
A—ROUARMIDOWTRE., TAWS 2D 7 7L > A1 ® "Amazon Security Lake T2/
RARA b, ZBRLTLSEZL,

« FEY)— 3> RHIBRTSICIE, region 74 —)LREFERAL THIBRTZU—>3a>nl)—
23> 1—REBELET, replicationConfiguration NTX—XICKEZEEL &L
TLEEV,

B2, ROOANY REF. us-east-1& OWFZHFE)—T 3 us-east-2&E LTRHREL &
T MAD—2 3 Hap-northeast-3O0— L7y 7 )—2aVIlF—RZRMLET, <D
ik Linux, macOS, £kF Unix BIC7#—X Y RENTHY, RAXTETE[LETED D
WCNYOARZYZ 1 () OITHEXFZ2EALTVET,
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration”": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylLakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration™:

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]1"
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Amazon Security Lake TODY —AEE

V=R, =729 A4N—tF1 VT 1 AF—~NTL—LT—7 (OCSFHIRAF—XDRFED A X
VROTGARE—BTB1 DO ATLLSERENDOT EAR2 NTT, Amazon Security Lake
F. RATATICHR—PFENTVBY—ARY—RN—FT 1 OHARLY—ABE, AWS H—E
AEFRETERY—AASATRAR NZRETEERT,

Security Lake (&, £OYV—AF—ZRIZKL THE, ., O—R (ETL) a7 ZXTL, F—25
Apache Parquet FEXX & OCSF AF—TICEH|L T, WEHE, Security Lake &, TF—XHNEHKE
Nz AWS V=32 O AWS 7HJ 2 N WO Amazon Simple Storage Service (Amazon S3) /\
TYRIYV—ARAF—2E2RELET, Security Lake &, H—EREEBMICTR -3 &
27% Amazon S3NTY R ZERLET, BEY—ARR SINTY MCHEBIOTL 74 v VA ZEE
L. Security Lake &Y —AD S DOF—R % Bl%Z ODAWS Lake FormationT—7 )Lty NCEBEBL &
ED

N =Ry
c S5O T—XNE AWS H—E R
« HAZLY—ADLS5DTF—RINE

N5OTF—RIRNE AWS H—E A

Amazon Security Lake Tld, AWS H—EARA T4 JICHR—FhEhTLWBASOT ARV
ZNETEERT,

« AWS CloudTrail EBA X NEF—R A X~ (S3, Lambda)

« Amazon Elastic Kubernetes Service (Amazon EKS) EE& O

 Amazon Route 53 Resolver 2 T A%

« AWS Security Hub #& HH#E %

* Amazon Virtual Private Cloud (Amazon VPC) Flow Logs

« AWS WAFv2 O%

Security Lake &, COF—2% A—T A N—tFI1)F1AF—XTL—L"D—% (OCSF) &
& U Apache Parquet XX ICEBIMNICEBRLET,
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® Tip

LD 1 2B EOH—E A% Security Lake DOJYV—AELTEMTSIZIE, CloudTrail
BEARVNZRE, ChsOY—EAOOJREREZERICRETIHERFRHYELA, <
NSO —EATOF T ZBRELTVWSEEE. OUREZZEL T Security Lake O
TJY—AELTEMTRDHBERFEH V) FB A, Security Lake &, JMIIA RV NARKI—ALLE
BARVRNARN)—ATTF—RZEENELET,

AR : 7O AFH

% Security Lake DY —AAWS H—E R £ELTEMTBDICEK, BEBTIELAFANFSLETT,
V—ANQEBMICERTZ O—ILICT R Y F& hiz AWS Identity and Access Management (IAM) 7R 1)
D=IZ. ROT O3V ERITIDT IV ELAFAN BB e 2BFBELET,

* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase
* glue:GetTable
* glue:UpdateTable

« iam:CreateServicelLinkedRole
* s3:GetObject
* s3:PutObject

O—LICE. BRT 7O tAs3:PutObjectFADATDHRHEFS3 getObjecte VY —AEHZ R
ETHCLZHBMOLET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUpdatingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject"

1,
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"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

ChSOTI>3avICLY), PSOTEARYNZREAWS H—ERX L, EL L AWS Glue T—
BR—AET—TINIEETEET,

F—R2LA DY —N—AIOES{LIC AWSKMS ¥F—Z2FEATEIEEE. OT I EAFAEHSET
9 kms:DescribeKey,

CloudTrail 1 X> ~kOY

AWS CloudTrail l&, . SDK, Y~ RZ 41 >Y—JL AWS Management Console, $FE®D AWS
H—EREFEAL TITHONE AWSAPI O=)LAE, PFHDOV RO API J-I)ILOBERZRHBLET,
CloudTrail £/, Tk, ZHYR—KNFTBH—EAD AWSAPIs ZHVOHL 1Y —&ETFTHIU K
CloudTrail, FOHLTOY—RAIP P RLA, BLRECHTHULIRELEARBERETDLEET
ZFEF, AWS SDKs FHMIIC DWW TIE, TAWS CloudTrail I—%—74 R, #SBL TS,

Security Lake l&. S3 & & T Lambda. CloudTrail management € X2/ k., S3 CloudTrail *—&X 4 X
Kk, BXY Lambda F—Z A X N CloudTrail DEBAXRY RS RVPF—RAR NCBEETS
OJ%ZRETEET, CNhs5sOOYJ I, Security Lake ® S3 DNELZDY—ATT, TOH/KR,
nsoWIhhrZzEYIAKOT V—AELTEMTSE, sourceName DEANEREVYVET, BE
ARVENE, ORNA=LTL—2ARVNEEHENR, AODY—ATRITEIBZIEBEARL —
2AVICHTRAIHA NERMLUET AWS PHU U ~, CloudTrail F—R AR NE, F—&7
L—>ARL—=23a>vEE®RENR, AODVY—ATETENLIY—AFRL—23 20 &2KRTLE
TAWS THIUV b, cnSORER, Z2<DBE. BRVI—LOTIVT1ETATY,

Security Lake T CloudTrail EEBA X M ZRETBICIE, FZHEY ERVPEEIAHK CloudTrail I
ARYNZRETBIILF)—>3 /%ﬁﬁﬁ@iﬂ%b‘9‘7&< &% 1 CloudTrail D%ETT, NLAIILD
AF BB P> TVWBRHBENf HYWET, O —EATOF U JZR/ELTVRIESRE. O
FUUREZLZEL T Security Lake DOTY—AELTEMITBDALERGFHY) FH A, Security Lake
F. MIAARRNARNI—LAEEBAIRNARN—ATTF—REZEENEBLET,

CloudTrail 1 X> kO 39


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName

Amazon Security Lake d1—H¥—HA R

NILFU—=23 2 N, BH o) —2 325 5 E—0 Amazon Simple Storage Service (Amazon
SHYYNTY NZATT77PAINEAAWS FHIRDOD)—2 a3 TEIELET. CloudTrail d>
V=ILELE TEBENTVWBIILFU—23 2 OFEHN T TIZH BB EIE AWS Control Tower,
TAULEOT O3 VR BEHY)ERA,

c ICKRDIAFOEREEEOFMIZ DWVWTIE CloudTrail, " AWS CloudTrail 1—%—H4 R, @
MEBOIEHTDER 1 Z25BL TS EEL,
o ICKDIATFNDEREEEDOFMIZ DOWVWTIE AWS Control Tower, T 1—H—HA R, O T IC&?D
To<a> o078 AWS Control TowerAWS CloudTraily 22 B L T &L\, AWS Control
Tower

CloudTraill f X R&EY—AE L TEMT S &, Security Lake &3 <12 CloudTrail 1 X2 hOY
OUNEZHBLET, CloudTrail EBARYNETF—FARY N, ARV NOMILUEEBEAS
I)— /s CloudTrail 2L T A SEEEEENET,

Security Lake (& CloudTrail 1 X N ZEEL 121), BEF® CloudTrail REICEEZEA YL EE
Ao CloudTraill A R MADT VAL REZEEEETSICE. CloudTraill H—EAXO VYV —)L
ErEAPI B ERTRHENHYET, A OV T, T AWS CloudTrall I—H—#4 K,
AN NERZED CloudTrall AR RDRFRL ZSRLTLSEE L,

XDV AKNE, Security Lake & CloudTrail 1 X N% OCSF ICIER{t T2 HEICETRHIIVESY
)7 7L2AAD GitHub VRS KD U O ZRLTVET,

GitHub CloudTrail 1 X2 k@ OCSF URZ K1)

« Y=AN—=232 1 (v1.0.0-rc.2)
« V—AN—>3> 2 (v1.1.0)

Amazon EKS EE&E[Q 4

Amazon EKS BEEO Y %Y — A& L TENMT S &, Security Lake (&, Elastic Kubernetes Service
(EKS) VT ARX—TRITENTWVS Kubernetes )Y —ATRITENTVDRTIT1ETAICETS
HHETBERONEZFBL £, EKS EEOY . Amazon Elastic Kubernetes Service A M EKS ¥
TAZ—HNOBENICREDLWTFITAET A Z2RETDDICRIEET,

Security Lake (&, BEEOJOMI L EEEARNI—LAZN LT, AmazonEKS O hO—=J)L7L—
YOOJREMEEN SEEEKS BEEOV AR NZ2FRALET, CO7OERAR, EmMotY ~

Amazon EKS EE&OY 40


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/CloudTrail

Amazon Security Lake d1—H¥—HA R

Ty 7aMpBEELT, BEFED AmazonEKS I hO—IIL7L—20O0O7 KR EICKEEZEZXD &
SICERFENTVET, FHICOVWTIE, Amazon EKS 1—H%—7H 4 R® Amazon EKS 75 A& —
O hO—=)IL7L—o07%#8BLTLSESL,

Amazon EKS EE&EO V(& OCSF v1.1.0 TO&HR—REhTWET, Security Lake A" EKS EE&O
TARY N%Z OCSF ICEERILT B HFEICDOWVWTIE, GitHub Amazon EKS EEEO T A X2 K (v1.1.0)
D OCSF VAR RUDOIYEVTVTFLYAZSZRLTLSEZL,

Route 53 Resolver 7 T O%

Route 53 UV I)L/N—2 TV OJ &, Amazon Virtual Private Cloud (Amazon VPC) D 1J Y — &I
EO2TETENEDNS VI VEEBHLET, chickY), FFUS—2a > 08ERREIRIEL,
EFXFI1VTA LOERBERRS CENTEET,

Route 53 UV J)L/N\—2 T V) O %& Security Lake DY —AE L TEMT S &, Security Lake (&3 <
o, MIULEEELEARYMARNI—LAZBELUT Route 53 ASEEVYVILN—02T VO ZIRE
LBESHET,

Security Lake (& Route 53 OJ Z2EEB L V), BEIFEOUVIN—IIVAFXF >V IJREICEEZEA
WEdERRHYEREBA, VDYIN—IOTVOTZEETSHICE. Route 53 H—EROV Y- %
FRITIHENHY)ET, FHMICDOVTIE, Amazon Route 53 RO Y /N—HA RO "JYV)L/)N—
DTVOJERENERE, 25RBLTLEEL,

ROV AN, Security Lake " Route 53 A7/ %& OCSF ICEERILT A FEICEATAINYE T
77LYAAND GitHub YRZ KD UV 02 RLTVET,

GitHub Route 53 O M OCSF URZ N1

« Y=AN—232 1 (v1.0.0-rc.2)
« V—AN—>3>2 2 (v1.1.0)

Security Hub O iR

Security Hub D& EFERE., OEF1UT 1 AFIZEHEL AWS, EF1 VT A ERBEEERAD
T50TAACBSLTREETFIVITBDICKRILEET, Security Hub &, D & DFEA.
H—RN—F 1 —HROHKEE AWS H—E R, Security Hub I MO—=J)LICRITRZF IV IORKE, &
FEERY AN SHERZIEL F9, Security Hub Ik, AWS Security Finding Format (ASFF) &
FENDEEFRTHEREZLEBLET,

Route 53 Resolver 7 T4 41


https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53

Amazon Security Lake d1—H¥—HA R

Security Hub O #E R % Security Lake @Y —A & L TEMT S &, Security Lake &3 <, JHiL
LEBEBELEARNARN)—LAZEL T Security Hub " S BEERAEFRZNELBOET,
7=. Security LakeldFAERERZ ASFF 2S5 7—T7 A N—tF1 VT 1 AF—~XTL—LD—7
(OCSF) (OCSF) iCZ# L £,

Security Lake (&Security Hub &R Z2&E L 7z V), Security Hub ODFREICEEZEX YL EHE

Ao Security Hub DR HEFERZEE TSI, Security Hub H—ERI>Y—J)L, APl, ¥itlF &
ERTHLENHYET AWS CLI, M DL TIE. AWS Security Hub T—4H— H 4 Kd TAWS
Security HUbO LR R 2ZRBL T EEV,

ROV A&, Security Lake A Security Hub ®#& iR Z OCSF ICERILT S HFEICEATINIYE
OV TF7LYAAND GitHub URZ KU U O&ZRLTVERT,

GitHub Security Hub O#&H#ER D OCSF URI K1)

« J—AN—=2321(v1.0.0-rc.2)
« V—AN—>3> 2 (v1.1.0)

VPC Flow Logs

Amazon VPC @ VPC Flow Logs##El:, IRERNDRY RD—JA 2V E—T I A AEDETERZEFEE
NBIPRZT7TAYIICEIZEHMEFYTFYLET,

Security Lake @Y —A & L T VPC Flow LogsZiEB MY % &, Security Lakeld 9 <'(Z VPC Flow Logs
NDIREZRKRLET, 7O-OJOMUILEER/BANI—LZNL T, Amazon VPC # SE#: VPC
70—-A7%ZH&ELETY,

Security Lakeld VPC Flow LogsZ & L /zV), Amazon VPC OREICHEZ2E5A ) L EH
Ao Flow LogsZBEE TS I(CIE. Amazon VPC H—E AV V=) &2 ERTIHEN BV ET., il
IZ2WTIE. Amazon VPC FARAY/N—HA R @ "Flow LogsDE{E ZZRL T EE V),

ROV ARNE, Security Lake #* VPC 7O—0O%9 % OCSF ICEERILT B HFEZOIYETVTT7L
VAAND GitHub URZ RU U O ZRLTVET,

GitHub VPC 7O—0A% ® OCSF VR K1)

« YV=AN—232 1 (v1.0.0-rc.2)
« V—AN—>3> 2 !V‘I.‘I.O[

VPC Flow Logs 42


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs

Amazon Security Lake d1—H¥—HA R

AWS WAF O

Security Lake @AYV —A AWS WAF &L T ZEMNT S &, Security Lake FI<IZOTDOPREZ
MBLET, . IVRI—Y—HFTFTT7VIT5—23VICEEITRIVITVIOIANEEZZIT
L. AT IYANOT IV ERAEZHB TR EOICERTERZ DI T T IVT—>3 20T 7 AT 04—
JL AWS WAF T, OJICRBFEEhEBERICE. FIVY—ANS AWS VI T UITARNE AWS
WAF ZEL K-, VIOTANIBEITZFHFMEER. SLOCVIIAMM —HLUEZIL-IICETEEF
HAEENET,

Security Lake (&, MM U AEE L AWSWAF OJARNY—AL AWSWAF ZN LT ASEEOY
ZHEBELET, CcO7OEARAE. By N7y T 20EEET, BEFED AWS WAF SREICSE
BEEZBVELSICERFTENTVET, AWSWAF 2 FRALTF7 7 UT—23a > )Y —R &2 RETD
FEOFEMICOVWTE., TAWSWAF #ROY/N—HA R, ® " AWS WAF O{t#E &1 Z2S5BL T
<EEL,

/A Important

DY —ARA7ELT Amazon CloudFront 4 ANUE1—>3a &AL TVRBER
AWS WAF, XKERZ (/N—>Z74tEB) 2FIRL T, Security Lake (CJ'O—/N)LOYJ ZE)
ACRHENHYET,

AWS WAF O7'& OCSFv1.1.0 TO&HYR—RNENTWE T, Security Lake A" AWS WAF O A
R N%Z OCSF ICERILT B FEICDWTIE, GitHub OCSF VR KU M AWS WAF O DN Y
EOV77LA V1.0 ZZRLUTSEZL,

ZY—AAWS H—ER ELTEMTS

ZY—AAWS H—ER &L TEMTSE, Security Lake EEF1VFAOTEARY A SDOU
EZ2BBNICHABLET, ChSOFIETE., XM T4 7IZHR—RNEN TS % Security Lake ®
V—AAWS H—ERA ELTEMTIFEICODVTHALET, DAZRLAY—AZEMTSFIEIC
DVWTE, DAZLY—ANSOTF—RPEZSRHBLTEETL,

Console
AWS OJY—RZEMTSICE (A>V—=I)

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ZBI& £ 9,
2. FTETF—23aURAVT[V—A] ZEBRLET,

AWS WAF O% 43


https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/

Amazon Security Lake d1—H¥—HA R

3. TF—REWREAWS H—ERX 5 Z2FRL., ORE Z2ERLZET,

4. V—ARE £0232T, V-RZBML, F—2OMYAXIZERATZT—2Y—AD
N=232BRUET, TF7FIRTRE, EFHN—2320F—%Y —Ak Security Lake
LR 2 THIWRAENFTT,

/A Important
EELEU—23a>THLWOWN—23 20 AWS OJYV—RZEMICT B LHICH
ExO-IIT AT 5 VEEE. Security Lake EBEICSBVEDELSEE
W FICOVWTR, "O-IOTI7EAHADOERH 25RBLTSEEL,

HTRIOSAN—DBRLEN—2320F—FY—RE2RYRADICEK, YTRAI54
N—RBREEEFHITIVLEBENHYNET, YT RIVTAN—2RETDHEOFHMICOVWT
l&. "Amazon Security Lake TOH T AV A N—EE #SBLTSEE L,

F723a2>T, RFN—23a00KERMYAK, T—RA VT ITANIEALEHSBIOY —
AN=232 @I NTEMIITEZEETEXT,
5. V=232 +0>3a>rv7T, V-AOF—2z2RETH -3z BRUET, Security
Lake &, BIRLIEU—2320FXTOTHIVRIDSY—ADSTF—RZRELET,
6. [Enable (%Mt )] ZEIRLET,

API
AWS O4Y —A%EBMNT S 21 (API)

ZY—AAWS H—ER &ELT7OTZATEMTSICIE. Security Lake API 0
CreateAwsLogSource AR L —> 3> 2 FEALET. AWS Command Line Interface ( AWS CLI)
ZERALTVWSHEIE, create-aws-log-source AN REER{TLE T, sourceName B KXT
regions NSX—ZNYBETT, 723> T, V—AQOEHBEZHED accountsT LI 4FE
D IZHIPRTE EJsourceVersion,

/A Important
IR RTNTGAXA—RZBELZEVIES., Security Lake @ XZEL TVWB/NTX—2H
Y N2 @K ZZRBLTVBERBLET, HIREF. accounts NTX—FZEELAZW
BE., ANV REREBROTHO MOy hEFICEHAEOhET,

ZY—AAWS H—ERX ELTEMTS 44


https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html

Amazon Security Lake d1—H¥—HA R

ROBITE., BEENETHO O RNEDD—2a32 0V —AELTVPC 7O0—0O7%2EMLE
T COPIE Linux, macOS, £EEE Unix AIC7A—I Y RENTHY ., AP TEcE@LEE
BRLEHICNYIARZ Y1 (\) DIT#HEXFEEFEALTVWET,

(® Note
Security Lake ZERMICLTVWEWD =23 VIZZOUIIANZEATSE, I5—
FRELET, COIZ—E. TDU—32 T Security Lake ZERICT B,
regions/N\TX—XZ AL T Security Lake ZBMICLEU—23 0 0AhEEETSC
ETHRRTEET,

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

O—LOT7 7 tAFFAIOER

T—=2Y—ADHFLWN=23 A STF—RZRY)IACEH ICXEZO-IILOT 7 EAFAR DY —
A, DEYHFL VW AWS Lambda B§# & Amazon Simple Queue Service (Amazon SQS) F 1 — A%
WiE & . AmazonSecuritylLakeMetaStoreManagerV2O—)ILOF7 VAFTZEHL. FHLL
J)Y—AtY NZHERLTY—AHLSOT—REMEBITEIHENHYET,

EEOHFEZERL, BERCE>TO-LOTIEAFAZEHL. FLLUY—-RAZEKL T, &
ELEY—2320AWS O Y —-AOHLWN—23 2008507 —22REBLET, chik, 77
EAFAEVY—AN/KOT—R2Y—AV I —AICEBNICERAZ WSS, 1ERYVOT7I> 3
7TY,

Console
A—IILOF7OAHFATZEHIBICE (V- )

1. Security Lake 11>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 9,

FEE Nz Security Lake EEE ORI HRZFEALTHA 212 LET,
2. FTES—2 32 ~RA 2T [Settings] O [General] Zi#IRL £7,
. O=ILOT77tAFAOEH Z2FRLFT,
4. HY—ERTIEAE223>T, ROVWThAZERTLET,

A—=ILO7 o tAFAOEH 45


https://console.aws.amazon.com/securitylake/

Amazon Security Lake d1—H¥—HA R

s FLWH—EAO—)LZERL THEMAT S — Security Lake ICk 2 TERE iz
AmazonSecurityLakeMetaStoreManagerV2 O— )L ZERTE X7,

- BFEOY—EAO-LZERATE —Y—EAO-LBUVARN SBRFOY—EAO—
LNEBRTERT,
5. [BA] Z2&8RLZ%XT.

API

O—-LOF I EAHTEEHT 32 (API)

TORAFTEZ7OTSLATEFHTBICIE. Security Lake API @ UpdateDatalLake AR L —< =
CEFRALET, EFALTT IO LAFAZEHTSICME AWS CLI, update-data-lake AN R
ZEITLET,

O—=IOFT O tAHFTZ2EHTSI21E. AmazonSecurityLakeMetastoreManager/RJ > —%& [OQ—
WMTEYFSRIHBENHYYET,

AmazonSecurityLakeMetaStoreManager 0 —JL @ Bl Bx

/A Important

A—=LOTF7 U tAFATZ ICE#H L /=5 AmazonSecuritylakeMetaStoreManagerV2, &
WAmazonSecuritylLakeMetaStoreManagerO— /)L ZHIBR T D HIICT—XRL A VA EL L
BETHIEEZRHABLET, O—/)LZHIBRTSEIIC, DB EELABEFIO_LEEZHEHL
9,

O—I)LZHIBRTSDEHEEK. £ »SAnazonSecuritylakeMetaStoreManagerA— /L ZHIBRT 2
PHENHV)ET AWS Lake Formation,

Lake Formation 1>V —JLA* 5 AmazonSecuritylLakeMetaStoreManagerO— )L ZHIBRT B (C
. ROFIBEICHWVWET,

1.

(Y4 2142 L AWS Management Console, https://console.aws.amazon.com/lakeformation/ T
Lake Formation A2V — )L ZBHE X T,

Lake Formation A2V =)L OFES—2 3 R4 T, EBO-IINERZAY ZBRLET,
#&1)—2 a2 AmazonSecuritylLakeMetaStoreManager» 5 ZHIBRL £ 9,

AmazonSecurityLakeMetaStoreManager 01— )L @ Hll Bk 46


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/lakeformation/

Amazon Security Lake 1—H—HA R
V—AAWS H—ERX &L TO DOHIBR

TOEAFEERBRL, UTOFIEICH > T, Security Lake V—AAWS H—E A ELTRAT A
TIZHR—RENTWS ZHIRLET, 1 2LV -3 0V —RZHIBRTEET, YV—A%
HIBR T % &, Security Lake FIEEE NV —23 2 ETHIRTEOY—ANSTF—XZREL
BV, MRABERY AL SHLLWTF—RZEZFEATELRSBZYET, L. RAERG Security
Lake A HIBRAIICY — AP SPREL ETF— 2 25| EHEMATEERT, ChSOFIERE, V—RXAWS
H—ERAELTRATATICHR—RENATVS OHIRICOKXMERATEET, DALY —ADHI
BRICOWVWTR, DAZLY—ANSDTF—2PEZSRBLTLIEE,

Console

1. Security Lake 1>V —JL https://console.aws.amazon.com/securitylake/ZB& £ 9,

2. FTETF—23aURAVT[V—A]ZEBRLET,

3. V—RZERL, [EML] 2BRLET,

4. ZOV—ADLSOTF—RPNEZFELELLEVbEZ 1 DERLBFEBEIRL £, Security Lake
. BRRLEV—2320IXNTOTHIVRDPSOYV—ADLSOF—ZREZEFLLE
Jo

API

ZY—AAWS H—ER £ LT7’OJ S5 ATHIBRT Ik, Security Lake APl
DeleteAwsLogSource AR L —> 3> ZFEALEF, AWS Command Line Interface ( AWS CLI)
ZERALTVSHEE, delete-aws-log-source N> REEITLUET, sourceName KT
regions NTX—ZNFYBETT, BEICHUT, HIBROEHEZIFED accountsETEFBED
[Z#IBR T & £ sourceVersion,

/A Important
IR RTNTGAXA—RZBELZEVIES., Security Lake @ XZEL TWB/NTX—2H
Y N2 ZZRBLTVBERBLET, HIREF. accounts NTX—FZEELAZW
BE., ANV REREBROTHO MOy hEFICEHAEOhET,

ROBITE, BEENLETHODREV—2320OY—ARELTVPC 7O0—0O7 ZHIBRL &
EE

$ aws securitylake delete-aws-log-source \

Y—AAWS H—EZ £LTO OHIE 47


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html

Amazon Security Lake d1—H¥—HA R

--sources sourceName=VPC_FLOW,accounts='["123456789012",
"111122223333"]"',regions="'["us-east-1", '"us-east-2"]',sourceVersion="2.0"

ROBITE, BEENLETHORED)—=232 DY —AEL T Route 53 ZHIFRL E T,

$ aws securitylake delete-aws-log-source \
--sources sourceName=ROUTE53,accounts='["123456789012"]"',regions="["us-east-1", '"us-
east-2"]"',sourceVersion="2.0"

BHROFIE Linux, macOS, EEE Unix A7 #—X Y REhTHY ., 5ZAXRITLLTHEHIC
NYDOAZYv21 () DITEREXEZEFEALTVET,

V—AROALI232OAT—2ADEE

TORAFZEZBRL, FIRCH>T, BEOV—23a>TOJRENFEHCBE>TWVWARTAIU K
EV—ANDARFTY T3y hERBLET,
Console

REQU—>23a> 007 BREOAT—2AZRETHICE

1. Security Lake 1>V —JL https://console.aws.amazon.com/securitylake/ ZB& £ 7,

2. FTETF=232RAVT, THOU K 2BRLET,

3. V—RIDBESICH—VIZEELERE, BRULETADNTEOOIHFBEMICHE>TY
PDANRRIENKT,

API

REQU—23a>o00REOAT—XAZEEBTSICIE,. Security Lake APl @
GetDataLakeSources AR L —2 3> & FEALET, ZHEAL TWBIHEEF AWS CLI, get-data-
lake-sources AN > RZRITLE T, accounts NTX—R Tk, 1 D2UEDAWS THD K
IDsZ ) ANELTEETEET, UIVTARNHINT B &, Security Lake l&, Security Lake
AF—BZRZPRELTVWD AWS VY —AXREY—ADAT—RABE, BEQOV—23a>HAOTH
DORNDODRAFTY T3y NEIBLULET, accounts NFX—RZEHEVEE. LARVAIIC

l&. Security Lake AREND—2 3V TEREECNATVWRIXNTOTHI MOOTIREDAT—
BANEENET,

V—AOAL O3>V OART—XADEE 48


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html

Amazon Security Lake d1—H¥—HA R

BIZIE, XOAWSCLI OX > R, BEND) —>2a>THEESNETHOMNOOTIRER
F—RAEWBLET, COFIE Linux, macOS, £k Unix BIC7#—I Y RENTHY),
AT EZEEEERLEHICNYIRT YT (\) DITHEXFZFEALTVET,

$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"

NAZLI—=ARSDOT—RIRE

Amazon Security Lake EH— RN—F 1 OHARXRLY —ANSATEAR NZRETEE
9, Security Lake @ NAZLY —AZEIZUTZ OELET,

« Amazon S3NTY KDY —ARIC—EBETL 71V VANFFHshEd,

« AWS Identity and Access Management (IAM) I, HARLY —ANTF—RLAVICTF—R2EE
A ZFUTHO0-NZERLET, cOO—NOTIEAFATNERK, &£VW5 AWS Y
Z—=U RARVI—ICK>TEREENETAnazonSecuritylakePermissionsBoundary.,

« AWS Lake Formation 7—7 JLZ#ERL T, Y —AN Security Lake [CEZAL AT IV RNEE
BLERT,

« V=AF—ZREN—TFT1423{T2EHND AWS Glue VO—F—%{ELFEFT, V7O0—F—

(. AWS Glue Data Catalog \= T—7 )L ZADLET, £k, HFLLWY—RAF—XZHBNICK
HU, AF—YERZHHELET,

Security Lake ICHAZR LAY —RAEZEBMTSICE, XOBEHER/ELTVWRIHENHYET,

1. BB —NDAZLY =AW, V—AILEWHETSNETLTAYIRDOTICSIATZIORND
Y NeLTF—2% Security Lake ICEZABCEN TEZHENHYET, EHOHTFIVD
F—REETY—ADHE. —ENF Open Cybersecurity Schema Framework (OCSF) 4 X2 ~
D7AZERNOY —ARELTEETIHLENHV) ET, Security Lake l&. HARLY —AAH S3
NTY NADOEEENESICEEAC L ZHTTS IAMO—I)LEERLET,

(® Note

OCSF #%ilfY —I)LZFERAL T, DAZLY—AN EEBRUNI HIHESHEBIELE
FOCSF Schema 1.1,
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https://schema.ocsf.io/classes?extensions=
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2. 7A=Y BN —HABLY—ANSPREENE S3 AT TV ME, Apache Parquet 77 1)L
ELTT7F—RYKNTBIBENFHYXT,

3. AF—Y -Parquet EXO A7 TV RMNAOEZL I—RIZIE, BUOCSFARY NI TS AZERAY
PDRENFDYVET,

NABZLY—ADBY)IAZDRARNTZIT 4 A

MEABT—RUVBEIT I ERZICTDIHIC, Security Lake ICHARLY —AZEMTDEE
BUTORARNTZI9TAAICRS e Z2HEBHLET,

N—F1>3>
FT7ZITORNK, YV—ADER, AWS U—>3>, AWST7AHDUY NERNTN—F142 a1t
FTRIMLENHYNET,
« N=F 423 F—INAOERE TT,

bucket-name/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

YT IWN—FT 142323 TT, aws-security-data-lake-us-west-2-1ake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/

« V=AN=23a2aEAAZLY—RAIZEBMLEZE, N—FT123>F—2)NARG OEXIC%E
WET,

bucket-name/ext/custom-source-name/custom-source-version/region=us-
west-2/accountld=123456789012/eventDay=20230428/

V—AN=23arvzgtH 7 INN—FT14> 32 TFaws-security-data-lake-us-
west-2-lake-uid/ext/custom-source-name/custom-source-version/
region=us-west-2/accountld=123456789012/eventDay=20230428/,

ROVARNE, N—FT1423a>TERAEhZ/NSIX—FEZRLTVWET,

« bucket-name— EF1UFT A LA INHARLY —ATF—R%ZREFT S Amazon S3 /N7 vV
NOELIR

 source-location—S3NTY ROHAZRLY—ADT L7 1Y R, Security Lake &, 45
EDY—ADIRTDS3ATIIIVRNEZOTLTAVYIAOTICHRMLET, LT 1Y
DARBENDY —ARICEBBENENTT,
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e source-version—- HAXLY—ADY—AN—>32,
e region-F—RNEZIAFTFNSD AWS U—2 32 3,
« accountId-Y—AN—FT 423 >ROLI—RNIEERTSD AWNS 7HTU> KN ID.

« eventDay— 8 XFEMNXEH| () YYYYMMDD £ LT 7 #—X Y hEhi, /I RVRINFRELER
o

ATOIOROHAREL—K

Security Lake ICIEEE N2 77 A I)NIEE, 58NS 1 ARV NEBOBTES TEEITIHLEN HY)
9. 774N DOHF A XN 256MB ZBADHBE. BEZRESIULET 7ML EEFETEET,
FTOTORNEY A XOEHREFE, JTIUNT =XV AD=8HIZ Security Lake Z&iE{LT S C
ETT, HAZLY —RAEBEHIZEDBEVE, Security Lake /N7 #—X 2 AICEET D et D
HV)ET,

= —]

Parquet®&xE

EXI1VTALA U Parquet DN—2 32 1x E2x BHYR—BLET, F—ER—TOHA
AlF 1 MB GEEM) ICHIRIZIBENFHYNET, TIIL—T 04 A X & 256 MB (E#E) AT TH
FhExYELA. Parquet 77 TV NNOEMIC K, zstandard A#EREhET,

J—bh

Parquet ERXDEAT IO RNATRR, F—Z2ZOOITVIANZIANEEIBTD=HIC, L
d— I\’EEI%F'?N[ELJ]E’\%%E?’J‘&U%@“O

NAZLY —RAZENYT S - DERFMH

HAZLY —A%ZBINT S &, Security Lake (&, YV—ANFT—RL A IANDIEL WVGBFTIC
T—REEEACEZHTTS IAMO—I)LZERLET. O—IIL0BEIE OFKICHL
F¥T, < < TAmazonSecuritylLake-Provider-{name of the custom source}-
{region}. regionEHARLY—AZEMTS AWS U—>32 TT, Security Lake

&, =LA INDOT IV ERAZFATHR)—ZO0—-ILICTRYFLET, HAX
N—NZ—Y RAWSKMS ¥F—TF—RL AV ZBESILL TWBIESE, Security Lake I&
kms:Decrypt® KT kms:GenerateDataKey FFA/ &2 2R U —EO—)LICFTRYFLE
To cOO-NDOTIVEAFADERE, EVS AWSTYER—IJ RARVI—ICK>THREETNE
F AmazonSecuritylakePermissionsBoundary,

N =Ry
« PO AHFT DR
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 Security Lake NT Y NDBIAINDEEZIAKT VAZFATAHIAMO— )L ZERT S (API HXT
AWS CLIOD&D AT Y 7 )

T U AFFE O#ERE

NAABLY—AZEBMIBHEIC, ADT I3V ERTIDTIEAHANI B & 2B LTLKE
=L

TOEAFAZEEITHICE., IAMZEAL T, IAMID IZ7&2Y FEhTVBIAMARD 2 —Z2 L

T, R, ChsORIZ—DOFEHRE, NAZLYV—AZENTREHICRTEHATILEN
HIRDTIAVOI)ANEEBRLET,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

« iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

7023 sicky), hAZLY—AALrsO00 AR MEIEL, EL LV AWS Glue ¥—
BR—AET—TIICEEL T, Amazon S3 ICREFTEEXT,

TF—2L A0 —N—RlIOES{IZ AWSKMS ¥—2FEHT35E
&, kms:CreateGrant, . kms:DescribeKey& R OF IV EAHFTEMSET
9 kms:GenerateDataKey,

/A Important

Security Lake AV —ILZFEALTHARLAY —RAZEMTBHEE. ROATYTEA
FYTLUTICERFTTHARZRLY —ADIEM, Security Lake IV —)Lid. BT S
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NDEBENE7TOEAZREHL, YEZIXTOIAMO—I)LZEKTDH. I—F—IK
Lo TERFEOO-IILZFEALET,

Security Lake APIE =& ZFEA L THARXRALAY—AAWSCLI ZEBMT3HEKE. KDA
TV 7K, Security Lake /NT Y NDIFFANODEERAKAT VL AZFATS IAMO—)L
ZHERLET,

Security Lake /NTY NDBFIANDEEIAAT VL AZFAT2IAMO— )L ZEKT S
(API 8 KO AWS CLIOHD AT Y ")

Security Lake APIE =k ZFAL THARXAY—AAWSCLI ZEMT2HEEFE. COIAMO—)L%
EmMLT, AAZLAY—AF—RZ70—-IL, F—2RON—FT 123> %Z#BIT5 AWS Glue
TORAFTEZRELET, ChsO/N—FT123a>ik, F—X%EEL, Data Catalog DT —
TILZERBLUOCEH TR LEHICHETT,

COIAMO—)LZERL B, DAZLY—AZEMNTSICE. O—I)L®O Amazon )YV —AZX—A
(ARN) F BET T,

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS BEEBRUS —% T
XY FIRIBENHYVET,

DERTIOEAHFTEZFETSICE, O—NLICROATAVRID—ZERL TEHIAK, AWS
Glue 7OA—Z5— N HAZLY—ADSTF—RT 7 A4 )L ZFHEHEL > T AWS Glue Data Catalog O T —
TILEERIEHFTEDLDICTIHLENHYET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]

]
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}

ROBERVY—ZTRYFAWS THIN LT, ABID ICETVTO-ILZ5EZHFR &N
TED ZFFALEY,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

NAZLY—RZEBMTDU—2320 SANTY N HDARN—BED THE{LENTVWEEES
& AWS KMS key, O—J)LEKMSF =R —ICIRDRV S —ETRYFITEIMBENF HYET,

"Effect": "Allow",
"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"
1,
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"
]
}
},

"Resource": [
"{{ARN of customer managed key}}"
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NAZLY —ADIEMN

AWS Glue 7O0—Z— 2RO HTIAMO—)LZERL 5. LTOFIEICHE > T Security Lake (25
ABRLY—AZEBMLET,

Console

1.
2.

API

T Security Lake 11>V — )L %Z B & & 9 https://console.aws.amazon.com/securitylake/o

R=DELRBIZHD AWS V=232 2L IVEZ—ZFEALT. hARLY—AZERTS
)—2a>zBIRLET,

FTEF—23URAVT[HARLY—A] ZEBRLTH S, [HARLY —ADERK] ZiER
LET,

PHARLY—AOFEM €023, DAZLAY—AOTJO—NILIZ—EDOBEIZAND
LET, RIC, DAZALY—AN Security Lake ICEETETF—RXNDR A 7 #5EARTS0CSF
ARVNISAZBIRLET,

T—BNEEAKRMEREZHFODAWS THIV N DFE. T—RLA2ICOTEARVNEE
ERAECNARL Y —ADAWS THIKNID EAZID ZALDLET,

H—ERATIOEADEFEERE., HILLWIH—EX O—-JIZERL TERTSH. Security Lake
IC AWS GlueZF O HIT 7 IV AFAZNETH REO Y —EA O—-I)IZFEALET,

[Create] (fEFX) ZEIRL £ T,

7OV ZALTHARAZRLAY—REEMTSIZIE, Security Lake ® CreateCustomLogSource AR
L—>3>ZzZFERALETAPI, DARLY—RAZEKTD AWS U—>23> TARL—I 3
ZEALFET, AWS Command Line Interface ( AWS CLI) Z#ERA L TW3FEE, create-
custom-log-source AN RZETLET,

JOITARTR, YR—PENATVWAINFX—BRZFEALTHARLY —ADBEREEZEEL
£

« sourceName - V—ADEHZEELET, Bk HH—BETHIXENf HYVET,
« eventClasses — Y —RAAN Security Lake ICEE T2 T—2NDRA T %2ERTS 1 2ELED

OCSFARY NI ZAZBEL £9, Security Lake TY—ARELTHR—RENTLWBOCSF
ARNIDZAD) ANIDWVWTIE, "Open Cybersecurity Schema Framework (OCSF ) 4 %
SRLTLEEV,
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« sourceVersion-ZA7> 3> T, OJREZRBEON—2 A2 ONAZLY —AT—RICH]
RIZBEZEELET,

« crawlerConfiguration- 70— —Z®HO'H 3 AWS Glue =& (ZEK L ZIAMO—)L O
Amazon VY —AX—L (ARN) ZEEELE T, IAMO—J)LZERTIFMEFIRICOVT
&, "THAZLYV—AZEMTREOORIRENF) 2SBLTLKEETV,

« providerIdentity - V—AANOATEARVRNETF—RLAVICEZACLEHICERATS
AWSID EAEBID ZIBELE T,

ROBITE, DARLY—A%, BEShEU—23> oEEsnO770NAF—=TFHho>
NMcOJY—ARELTEMLET, ZOHIE Linux, macOS, £&E Unix BIC74+—X Y &
NTHY, AR ITETEZMESEDZILEHICNYIARAT Y1 () DITHEXFEERALTVET,

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

THAZRLY —ATF—RZ2EHT S AWS Glue

Security Lake ICHAZR ALY —RA&ZEIMT S &, Security Lake l& AWS Glue 7O—F &ZERL T,
JO-Z—RBHAAZLY —AILEKEL., T—EBEEZREL. AWSGlue F—Z2AZXOJICT—7
NZABLET,

HABLY —AAF—TEBHOREIZRSE. Athena X ZTDM/D I TV H—EADOU T HEE%R i
B33, JO0—F—&2FETETITHEEZBEOLET, B, DAZRLY—ADAIT—
2y MIUTOWTIhAOEEN AU EBEE. JO0—F—2RTIT2HENHYVET,

c COF=ZEYRNIE., 1 2REOHFLVELENINHY)ET,

e F—RtY NI, structF—REDOIIZ 1 DREDHFLWVW T A —ILRABHYET,

JO0—-Z—0OXRTFEIEDOVTE. " FROAWSGlue Y /N—F4 Ry ® AWS Glue "Z20—5—
DATZ 1)L 2ZRLTIEEL,
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Security Lake Tl&k, Z7HI 2V MNAOBREFEO IV O—F—ZHIRELEEHTI L ETEEREA.
AZLY—RAZHIBRL 2858, future BUBBINHARALY —REZERT D FEN HBEHESE. BEE
ITHIOO0-F—ZHIBRTBD_EZ2EHHLET,

AAZ LY —ADHIBR

NDAZLY —AZHIBRL T, Y—AND S Security Lake NDF—REEZFILELET,

Console

1. T Security Lake 1>V — )L & B & & 9 https://console.aws.amazon.com/securitylake/o
2. R=POBLBIIHBDAWS V=232 ELIVZ—ZFEALT. DAZLY—AZHIBRT S
)—23>zBRLET,
. FTEZ—>23 R4 2T, [Custom source] (HARLY—R) ZBIRLET,
4. HIBRT D HARLY—RX ZBRLET,
[(DARLY —ADOEZHEER] 2FBIRL ., [HIBR) ZBRLTT O3 VERELETD,

API

NARLY—AR%E7OUZALTHIBRT S, Security Lake M DeleteCustomlLogSource 7R
L—>3a>##ERALETAPI, AWS Command Line Interface (AWS CLI) Z2#EAL TW3 54
l&. delete-custom-log-source AN RZEFTLET, HARL V—AZHIBRTS AWS 1) —
>ar NoREEEALET,

DO TANTIE, sourceName/N\TX—R&ZFERAL THIBRT D HARLY —ADOZHZEELE
T Tk, DAZLY—ADOBHIZIEEL., sourceVersion/N\TX—2—%FHL THIBR®
HHRHZEDAZLY—ADBEON—230F—20OHKM_EHIRLET,

ROFITIE, Security Lake A S HARLOY Y —AZHIBRLE T,

Z Ol Linux, macOS., £ Unix AIC 7A=Y Y RENTHY ., ZhXTEcr@mLEED
EHICNYIAZYS 1 () OT#EXFEERLTVET,

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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Amazon Security Lake [C&B T2 H T AT T4 N—EE

Amazon X 1VFT A LA IOHTAOTAN—&, EF1VFALAOH50OTEARY NESE
ALET, JANZEMZR, RDERTIELADRARNT ST 1 AZIBFITDEHIC, YTAIS
AN—ICV—AZELTF—ENOTIEAZFFALET, sources DFMIZDOVWTIE., TAmazon
Security Lake TOY —AEE | Z2ZRBL TEE L\,

Security Lake l&, 2 BEOH T AIVZAN—%Z2HR—KFLTVET,

« F=RFTOEA—FTD T RNN Security Lake T—RL A VICEEAEThBE, Y—ADHFHL
WAmazon S3 A7 IV NI YT RITAN—ICBHENE T, YT AU F4/V—I&. Amazon
Simple Queue Service (Amazon SQS) ¥ 1 —%KR—1)>TJFBET, S3ATD TV NIEET
AL, FILWAT DI VORNOBEHNEZTMB CENTEEXRT, COYTRAIVTa>rEzA7
l& CreateSubscriberAPI S3 accessTypes D/NTSX—RX TEBIENET,

« DIUTOEA—HYTAUS54/)N—IF. Amazon Athena BEDH—E A% FEHL T S3 AWS
Lake Formation N7 Y NADT—TIASY—AF—2Z0ITJULET, COYTRIVT> 3
>~ R4 7°l& CreateSubscriberAPl LAKEFORMATION accessTypes D/NTX—X THRBIEhET,

BTRAROZAN—&, YTRAIOZAN—ZERLEEECBRLEDY —ATF—RIZOKTIEA
TEET, AWSU—23Y HTRIVZAN—DNEBDO)—23>0F—RITIEATESD LS
LT3, YTRIVZAN—ZERLEEV—232 207y 7)—232ELTEEL, O
=23V ITF—RERBLTESSZENTEERT, O—-LT7Y T3 cEERIU—2320
FHECOVTR, V=23 nEBEZZRLTSEEL,

/A Important

Security Lake A" T RIS AN—1 AHEVIZEMTES Y —AOKEAREF 10 T,
AWS V—RAEHNAZRLY —ADBAZEDLDETELETVEL A,

NEY D
 Security Lake Y 7RIV SAN—DOTF—RT IV EANER
« Security Lake Y 7RIV ZAN—DQIOIVTFT IV EANER
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
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Security Lake Y 7 AV A N—OF—RXT7 O ADEE

Amazon Security Lake DY —ATF—ZANDT—R T I RAEEZF OV TRAISAN—-IC&F, T7—2&
HSINTYRMIEZAEFNDE, V-ADHLVWAT DI IR BHNEIhET, T74ILNTR,
BITROZAN—. BRHIDHTTIPS IV RRAVRZBLUTHLWAT DT I NIV TEAE
hEJ, £/, Amazon Simple Queue Service (Amazon SQS) ¥ 1 —%R—U>JF5 2T, ¥
TROZAN=ICHLOWATD IO NMIDVWTEAEZZTHD CEETEET,

T—RICT O RATER YT RAIVZAN—ZERT D - DRIREZH

Security Lake TTF—RICT IV EATEDHTAITAN—%2EKTHHIC. XROVEZHZERBLET
RENFHV)ET,

NeY
o PO LA DOHER
« YTRIVZAN—OAFID ZBBLET,
- EventBridge API A fEAZFH VO H T IAMO—)LZERKTS APIBLTF AWSCLIOHDATY )

T 7 ARF A ORERE

ERZHIETSICE. IAMZFEALTIAMID KRfEhTVWD IAMARD 2 —Z2@BFEL TSEEL,
RIS, TNSORVD—0OE#RE, T—RLAVIZHLVWF—INEEAETENLEE YT RITA
N—ICBHRITILBENHDRD ER) 70320V ANEHRLET,

LTOT7023a>0RTICEFANFBETT,

« iam:CreateRole

« iam:DeleteRolePolicy

+ iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

* lakeformation:RegisterResource

« lakeformation:RevokePermissions
* ram:GetResourceShareAssociations

 ram:GetResourceShares
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« ram:UpdateResourceShare

LRROUVANCMAT, UWTFOT7 0232 2RTIBHAELLETT,

events:
events:

events:

events

events:
events:

events:

CreateApiDestination
CreateConnection

DescribeRule

:ListApiDestinations

ListConnections
PutRule
PutTargets

s3:GetBucketNotification

s3:PutBucketNotification

sqs:CreateQueue

sqs:DeleteQueue

sqs:GetQueueAttributes

sqs:GetQueuelrl

sqgs:SetQueueAttributes

HTA9SAN—ONAEID ZEBLET,

BITRAOSAN—BERTBIZE, YTRAITZAN—DOAWS 7HIKNID EFEBIC, A& ID £H
BIZBENHYNET, ABID K, YTRAIVTAN—HNREIZIEEFDOHESF T, Security Lake
&, ERLEHTAI9ZAN—IAMO=)LIZAZ ID 28U ET, A ID (&, Security Lake I

V=), AP, £z X AWSCLIZBERALTHTRITANZEKITDEECHEALET,

AZIDs IAMA—H—HA R, O "TAWS UV —ZANDT I AZE=ZEICNEITD L EICHAIID
ZHERAIRDFHE ESRLUTLKEE,

/A Important
Security Lake AV —I)LEFERALTHTRISAN—EEMTDFEN HDEEE. XD

FIEZAFYTLT F—RILT IV EATERHTRITAN—% KT %,

CEBZ N

TZFET, Security Lake AV =) T, XEZITXNTOIAMO—-)LZzERL Y, 1—

F—RILTIVRATERYTRAITAN—%2 KT B O ORIREMS
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H—IIRD>THREOO-IIEFERLEYTESD LD, FLHEHZEHOTOEANEEEL

EhTVWET,

Security Lake APl E£7zl& ZF#ERALTHY T AV Z4/N\— AWS CLI ZEMT BHEEF. XRDOA
TV 7ICHH&, EventBridge API EEAZHOET IAMO—ILZERLET,

EventBridge API X E k2 H T IAM O— )L Z4EK T B (APl & KTV AWS CLID &
DATYT)

APl £zl 2N L T Security Lake ZFA L TV 1545 AWS CLI, AWS Identity and Access
Management (IAM) TO—J)LZER L. API ZEEEFVOPHL AT TV NBAZIEL VW HTTPS
T RRA > MNZIEE T % EventBridge 7 7 2 AFF A Z Amazon ICF5LF T,

COIAMO=)LOERFETLES, YTRIVSAN—%2ERTDEHICETOO—ILO Amazon

)Y —RAF—AL (ARN ) A"REBIZEYET, T AU 54/V—5H" Amazon Simple Queue Service
(Amazon SQS) ¥ 1 —HAS5F—XZR—1U T F3HE. £iIE AWS Lake Formationh* 57— %
BEIIVIDEE., COIAMO—ILEHSHEHEFEA, COBODTF—RTIOEAFE(TIOEAZ
A7) OFMZOVTIE, "Security Lake Y T AVSAN—DOTITF I EANER, 2838 TL
EEV,

ROR)Y—Z IAMO—IIZHFRENTEERT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"
]
}
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ROEER)—%Z IAMO—JLICTRYFL T, EventBridge fO—/)LZ5|EZ (IR & ZFTL
S

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
.
"Action": "sts:AssumeRole"
}
]
}

Security Lake l&, Y7 RAISA NN TF—ZFL A INST—R2EHIMBDEZFT TS IAM
A—-)ILZBEBNICERNLET (T, HREThDIBHSETHNIEFE AmazonSQS F1—H 54
RYRNZER=DVTEB), cOO—IEE, EVWDS AWSTYZR—I RRUI—TREBEEhTLE
F AmazonSecuritylakePermissionsBoundary,

F—RILTIEATEBYTRIS A N—EERT B,

ROWTNADOT I LEAFEEZBIRLT, BRED OF—RICTFTILATERDHTRISAN—%k
RLUETAWS U—3 2,

Console

1. Security Lake 71>V —JL https://console.aws.amazon.com/securitylake/ ZB& &7,
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ETUY—AD#EEL, 28, BRBICERIUBET, FHMICOWVWTEE, TAmazon Security Lake
DY—=ADRTFF1 22RBLTLEE,

[ERX] ZBIRLE T,

TOUSLTTF—3T IO CARER OV T AV A N—%2EKTBIZ1F. Security Lake API O
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ROBITRE, V—ADBEENEYTAO9SAN—IDOBEEDAWS U—>3>0F—RICT Y
TATEBDHYTAIOTAN—%ERLET AWS,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, souxrceVersion: 2.03}}] \
--subscriber-name subscriber name \

--access-types S3

B 2

ROBITE, DAZLY—ADEEENEYTRAI9SA4N—IDORED AWS V-3 OF—
RICTIOCATERDYTRIVTAN—&2ERLET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{customLogSource: {sourceName: custom-source-name, sourceVersion: 2.0}}]
\

--subscribexr-name subscriber name

--access-types S3

BIRDOFIE Linux, macOS., £EEE Unix AIC7 A=Y Y REhTHY), ZAX TS E@mLEESE
BPEHICNYIAZYS I () DITEHEXFEFEALTVET,

(A7 23N BTAITAN—%EKL =5, CreateSubscriberiBHIARL —>a > &2 FERAL
T, YTRIVSAN—CTIOERARESEEVWY—ADTF—RZLAJICHLWTF—INEEIAENE
EBIHTRUZAN—ICBRTDHEE2EELET, AWS Command Line Interface ( AWS
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$ aws securitylake create-subscriber-notification \
--subscribexr-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.$2.securitylake.aws.dev/

vl/datalake"}
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"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [

"arn:aws:s3:::example-bucket"
1,
"detail": {

"bucket": {

"name": "example-bucket"

}I
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"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
1,
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

}
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$ aws securitylake update-subscriber --subscriber-id subscriber ID
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$ aws securitylake list-subscribers
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DIVT O RAEZZFE DY TRV S 4 /N—IF. Security Lake N'RETZTF—REIITVTEET,
chsDHYTRAIZ4/8—I&. Amazon Athena BEDH—EREZFERAL TSI /NT Y NAD AWS
Lake Formation 7—7)LZE#E I T LE T, Security Lake DEBX VT Tk Athena T
I A, AWS Glue Data Catalog& & & 11 iz Amazon Redshift Spectrum X Spark SQL 7% & D b ®
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FECOVWTHALET, HEDTF—ZLAVICHLTIIV ZRTIBFEILCOVTIE,
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 iam:CreateRole

« iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

« lakeformation:RegisterResource

* lakeformation:RevokePermissions
* ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare
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5. YTRIVSAN—OFMIE, YTAITAN—BEATAVOHEBAEZEADLET,
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6. [AJEARYMDY—RA]TlE., VIVERZRT & ZIZ Security Lake ICESH WY —A%E
BIRULET,

7. [F—2T U tAHE] TlE. [Lake Formation] Z2BIRLTH T AISAN—DOIOIVT O+
AEERLET,
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ELET,
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BT, BEDZRATDOAWS VY —AZEEBLTCEHTBENTEDIRILTT, &
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TOUSALATOIVTORAERE DY T RITAN—%ERTBIZIE. Security Lake APl ®
CreateSubscriberA R L —> 3> ZFEALET, AWS Command Line Interface ( AWS CLI) &
FALTWBBAIE, create-subscriber XN RERITLET,

JOTIARTR, ChSONFX—22FERALTHTRITAN—CROBREZEELET,

« accessTypes M4, LAKEFORMATION Z3EL £,

« sourcesTlk, JIUHKRZIRT L EIC Security Lake ICEHEVWY —AZFTNFIhEELE
9,

« (ZlksubscriberIdentity, Y7 RIS AN—=HNV—AF—RXOVITVICERATS AWS ID
ENAEBID ZEELET .

ROBITIE, BEENEYTAIOZAN—IDORED AWS V-3V ICOT T OEAERR
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nNTHY, ZmHIXRTECZALESERDLEHICNYIRAT YD 1 (\) OITREXFZFERALTVWET,

$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{awsLogSource: {sourceName: VPC_FLOW, souxrceVersion: 2.0}}] \
--subscribex-name subscriber name \

--access-types LAKEFORMATION
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V—IILZERTBEE) £izld AWS Glue (API/AWS CLIZ E 3 3 154) T HE Lake Formation
T—=TIANDOVI—RA VD IOBERTIRBENFHYVET, COVY—RAVD DG, HTRVSA
N=—OFHIONEHRET—TIICFEELET. ROVTIADT I ERAGEZRBIRLET,

e OAY=LEICDOWTIEAWSCLI, "FROYN—HA R, O "HEF—2H200957—7
IANDUY =) O DRI Z28BL T EEV, AWS Lake Formation

- APl O35E1F. AWS Glue CreateTable APl 2RO LET, YT RITA4N—. UY—2RV
OT—TINERETSDEHIC CreateDatabase API ZFEAL T—ENTF—XIR—RAEEK TS
CEEBEOHLET,

3. HEF—7 )&V I TS — Amazon Athena BEDH—E R T—T I ZEESRET
Z ., Security Lake AAREL EHLWTF—2ZBBNICOTVICFERATESD RS IZRYET, VT
DIBTRAISAN—0 TEITENAWS THIUN, JIVICK2TRELEIANEIY TR
DFAN—IZERENhET, B D Security Lake THI RDUY—ANDFRIWY T O A%
sl cEET,

JORATHOY MEROFEICODWTEFHELLIE, TAWS Lake Formation RO Y /N\—HA K, @
MLake Formation TOYVOAT NI R TF—2HE, Z28BLTLEEL,

DITUT O RAREEROUYTRAIVZAN—DFRE

Security Lake Tk, JTUT7 9 ARERERZF OHTAITAN—OmEN P R—hEhET,
TROZAN—0&H, 5B, AZLID, T7UINIL(AWS THI N ID), BKEHT RIS A
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https://docs.aws.amazon.com/lake-formation/latest/dg/accepting-ram-invite.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_GetResourceShareInvitations.html
https://docs.aws.amazon.com/ram/latest/APIReference/API_AcceptResourceShareInvitation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-resource-link-table.html
https://docs.aws.amazon.com/lake-formation/latest/dg/create-resource-link-table.html
https://docs.aws.amazon.com/glue/latest/webapi/API_CreateTable.html
https://docs.aws.amazon.com/glue/latest/webapi/API_CreateDatabase.html
https://docs.aws.amazon.com/lake-formation/latest/dg/cross-account-permissions.html
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N—HFERATEZOTYV-RAEZHMETERT, FLEOHEZBRL, ATYTICR> THED AWS
)—=2a>TOI) FORAEER OV TRAIVZANEHRELET,

® Note

X1 F 4L AU, Lake Formation DV OAT HI 2 N F—REBEN—T3 1 24
R—KRLTWEH A, Lake Formation DV OAT HIO N F—2HFEN—23> 2 F k-
BN—232 3ICEHIDIMLENHYET, AWS Lake Formation IV —ILFE k= E AWS
CLIZERALTYVAARTAHIDNN—DAaAVHREZEHIBDFIREICOVTE, " FxOY
IN—=FHAR, O TFHLOWN=23 20 28MCTDICE 22RBLUTLSEEL, AWS Lake
Formation

Console
WRELEVWEHAICEOWT, TOT7 023 VIL0ARBEENTVBRATY FICH>TLSEEL,
HTRAIOSAN—BERETSICE

1. Security Lake 11>V —JLhttps://console.aws.amazon.com/securitylake/ZF & £,

EEEBETHAINIHAAVLET,

2. R—SOALEBIZHZD AWS V-3 wLOR—%FRALT, YTRISAN—DF
HMEiwRETH)—2a % BRULET,

. EQOFES =3I RAVT YT AITAN—] 2BIRLET,
4. HYTRAOSAN—R—2T, SZARR D EFERALUTUHRETIH T AT A4/N—&ZIRL
£9, BIRULEYTRIZANDF—RT U tAREE LAKEFORMATION TH T hid
BYEEA,

[(fmEE] ZBIRLE T,
HLOWBTROSAN—FBZANL., [R7F] ZBRLET,
BTRIOZAN—ORBERET S I21EF

1. Security Lake J1>Y —JL https://console.aws.amazon.com/securitylake/Z B & £ 9,

EXEEBETHIRNIHAA4VLET,

2. R=TZOELBICHDAWS V-3 L IR—ZFERALT, YT RIFAN—%1R
95— EBRLET,
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https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html#version-update-steps
https://console.aws.amazon.com/securitylake/
https://console.aws.amazon.com/securitylake/
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3.
4.

EQOFTET—23 RAVT[HTRAITAN-] EERLET,

BITRITGAN—R=DT, SOFAREZZFRALTURETHDHTRAITA/N—%ERL
£29, BIRULEYTRI9SANDODTF—RT Ut AFZEE LAKEFORMATION T& I hid
TY)EEA,

[fmEE] Z:BIRL X9,
BTRIOZAN—OFHFLWHAZADL, [RTF] ZBRLET,

SERID ZimET B IC I

1.

Security Lake 127V — )Lhttps://console.aws.amazon.com/securitylake/ ZB & £,

EREEBETHIORNIHAA42LET,

R—VOELBILHD AWS U= 3> 2L I2—&EALT, Y7 RITAN—0FF
MERETDU—T 3 EBRLET,

EQOFTET—23 RAVT[HTRAITAN-] EERLET,

BITRITGAN—R=DT, SOFAREZZFRALTURETHDHTRAITA/N—%ERL
£9, BIRULEYTRI9ZSANDODTF—RT UVt AFZEIE LAKEFORMATION T& i hiE
TY)EEA,

[fmEE] Z:BIRL X7,
MAEFRELLFHLU VAR ID ZA 8L, [Save] ZBIRL KT,

FLWAE ID Z2RETHE., LETIO AWSRAM DY —AHEENBENICHIBREh, Y7
ARIOTAN—OFLWDY —AHRENfERENET,

BYTROZAN—R., JORATHONT—TILHEELYNTYT (BTAIZA4N—=A
TYDVDATY T AR I THLWIY A IT2ZEFANBBENHYVET, 7
AT T4 N—OFMICREREND Amazon )Y —AZ—L (ARN) & Lake Formation

DV=)ERUTHZEEZBRELTLKESV, HET—TIANOVY—=AVIR@FED
FERDILED, YTRIZAN—EFHLVWIY—RAV DV RERTIHLERFIHYEHA,

TN (AWS TAHT 2 N ID) ZiRET DI

1.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZFHE £,

EREEBETHIORNIHAA42LET,

DIVTVRAEER OV T RITAN—DRE 75


https://console.aws.amazon.com/securitylake/
https://console.aws.amazon.com/securitylake/

Amazon Security Lake d1—H¥—HA R

2.

R—VOELBIHD AWS U= 3> L I2—&EALT, Y7 RIS1N—0FF
MERETDU—T 3 EBRLET,

EQOFTES—23 RAVT[HTRIZAN—] BRLET,
BTRITAN—R=DT, SOFARE2FERALTHRETIHTRITAN—%=ERL

£9, BIRULEYTRIZANDF—RT Ut AR EE LAKEFORMATION TH T hid
BZYEEA,

[(fmEE] ZBIRLE T,
BTROZAN—DOFHFLWAWS PHOU N IDZABL, [Save] ZBIRLET,

FLLWZ7AHOURNIDZRETRE, GIOTVIONILMAFOTY—REARRNY—A%E
HEBETERWVWKRSIZ, 51O AWSRAM DY —ZAHENF BEWICHIBRE hE T, Security
Lake FFTL WU Y —ARBZERLET,

HTRAO9ZAN—k, FILLZUI NI OREREFEALT, HFLWIY—AHEE
ZHAN, EET—TILAOVY—AV VO ZERTIBENHYET, ChiCKY,
LUTUSSNLREEYY—RCT I RRATEET, RAFY7CO0TH, 202
THIRNT—=TINEEEY NTFYT (BTRAITAN—ATY )1 DATY T1E2%
SRULTLKEEV, YTRITAN—OFMICRRE 1D ARN A" Lake Formation I~
V=ILICEKRRENS ARN LRIUTHBD & ZERL TS EEL,

OJY—REARYNY—AEZWETDICE

1.

Security Lake 122V — )L https://console.aws.amazon.com/securitylake/ ZF& £7,

EREEBETHIORNIHAA42LET,

R—VOELBISHD AWS U= 3> L I2—#EALT, Y7 RAIS1N— 0
MERETDU—T 3 EBRLET,

EQOFTES—23a RAVT[HTRAITAN—] 2&RLET,
BTRIOTAN—R=—DT, SOAREZEFRALTURETHDHTARAITAN—%ERL
£9, BIRULEYTRIZANDF—RT Ut AR EE LAKEFORMATION TH T hidE
BYEEA,

fRE] ZBIRLET,

BEOY —A%ZBIRERITZDH, BINTEHDY—RAZBIRLET, V—AZBIRMERTS
&, BIMOT7O a2 3EBEH)EBA., V—AZEMNMTEEZBIRLEHES. #iL
WY —ZAHBEANOBEFRERENEL A, L, Security Lake Ik, B hiY—
ACEJIVWTHELake Formation T—7 I Z2E#HLET, YT ARAITAN—F., YV—RA
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https://console.aws.amazon.com/securitylake/
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TF—REIVITITERDRSIC, BHEERET—TILANOV YRV IV =ERT BN
ENBYVET, ATVTICOVWTR., "TJOATAI U RT—TIHEELY N7 YT (B
TAVZAN—ATY ) OATY T 228RBLTLEEL,

7. RTFZEBRLET,

API

DIVT O ARE IV TRAISAN—27 005 LATHRET S, Security Lake APl
UpdateSubscriberA R L —23a > ZFAL ETF, AWS Command Line Interface ( AWS CLI) &
FALTVWSHEIE, update-subscriber AN RER{TLET, VIVIANTR, HR—KEh
TVWBNTX—BZFERALT, YTRITAN—DRDOBEEZEELET,

« subscriberNamellld, FILWHTRIVSAN—BEZEELET,
« subscriberDescriptioniZid, LU VWHBAZEEL X,

« (ZlksubscriberIdentity, Y 7RI ZAN—NFYV—AF—XOIOITVIZERATZI T I >
NIL(AWS FHOKNID) EAFID ZEELET. 77UV ID EASBID OlAE ZIEE
FTRIMBENFHYVET, chSOEOVTIAAZELUERRICLTIHELVEEGR., BEOEZE
LTLEEW,

s ANBDDOKOEFH —ZOFT VIV IFEEIO AWSRAM UY —AHBZHIBRL, 7R
DSAN—RAOFLVWIY —AHREZERLET, YTRAITAN—k, JOATHTIU K
T—TIIWHEEEYRNT YT B TARAIVSAN=ATYT)VDATY T 1ICH2THLWI Y —
AVITEZFANDBENHYET, HET—TILANOVY—-AVVIEZTOEERD -
b, YTRAIZAN—REHFLOWIY—RAU DI ZERTIHEBERIHY EB A,

s TVINIOKEDEFH -COT02a>Tlk, siIOZ7UINILAFOQTY—REAMRY K
V—RAEHBTERVKRSIC, 51O AWSRAM VY —AHEZHIBRL £9, Security Lake
BFELWUY—RAHEEZERLET, YT RAITAN—., FLWT U NI OIS
HEFALT, HLLUY—AZEEFEZF AN, #ET—TILANOVY—-AV D I EERT
DRENBHYVET, ChilCkY), FLLWITUINILEREBIY—-RIZTIVEATEERT,
ATYZICOVWTE, "JOAT7HIRNT—TILHEEYNTY T HBTRIFA4AN—-A
TY V1 DRATY T 12 725BLTLIEEL,

ABIDETVINIILNEZEFH TR, VORATHINT—TIHBEEYRNTYT (BT A
DTAN=ATYT)VDATY T 1 E2ICH2TLIEEV,

« sourcesiClk, BEFDOYV—AZHIBRT DA, BEMTRYV—RZEELET., V—AZHIKRT
P56, BMOTOIaAVREM4EHYELHA, V—ARAZEMLTE, HILLDY—ZAHEEA
NDRBFRFERENERA, 1L, Security Lake ik, BiEhiY —RICETWTHALake
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber.html
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Formation 7T—7 )L Z2E#HLET, YT RITAN—E&F., V—RATF—R2EIVITVTED LS
2. EFENLE/ET—TIIUANOVY—RAV DV ERTRIBENf HVET, ATV TIZDOV
Tk, "VORT7HAIRT—TIUHREEYRNTY T (B TRISAN—ATY )1 OATY
T2%7SBLTLSEEY,

DIVT O EAERFEOYTRAIZAN—DimE 78
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Security Lake 2 1)

Security Lake A" AWS Lake Formation F—ZRXR—RAET—TIICRETEITF—RXE VT TESE
¥, Security Lake IV —JL, APl, £LIE AWSCLITH—RN—F 1 DY T RO T4 /N—%EK
THEETEET, Y—RN—TF1OHBTRIZA4N—F. EEL LY —AH S Lake Formation
TF—RZ2DVITV)ITBDEETEFRT,

Lake Formation *—ZX L 4 VBB EEK, F—XZ0ITVJITSIAMIDIC, BEITEZF—IR—AL
T—7 NI T BSELECTHERZFETIHENf HVET, £, F—XE VT T BHEIC Security
Lake ICH T RAIOTAN—2RERTIVENHYET, VI TIORAEE DY T RIS A /NEEK
ITHHEDOFHMIOVTIE, TSecurity Lake Y TRV ZAN—OOTVT O ANER, 258U
TLEEL,

N =R
« AWS Y—RA/N\—3> 1 M Security Lake 2 T 1) (OCSF 1.0.0-rc.2)
« AWS V—A/N—232 2 (OCSF 1.1.0) ® Security Lake 2 T 1)

AWS YV —A/N—> 32 1 @ Security Lake 2 ') (OCSF 1.0.0-
rc.2)

RDED> 3> T, Security Lake A SDF—RD VT VICETEIHA A AZRHL, 4T 4
TIZHR—RENTVWE AWS V—AD I I VHlZVWKDARLET, chSOUVIVR., BED
NTF—REMBITBDRSICHEFIAENTVWERTAWS V=232, S OFITIE us-east-1 CRER
N—ZTAF) Z2EALTVERT, 512, HOTIILIITUTREAR2540L - RZR
FLIMIT 25N X—RZFEALTVET, CONTA—F—REBRTDEE, FHAICHUTHE
ITBREETEFRT, TOMOHIIZDOWVWTIE, "Amazon Security Lake OCSF 2 T 1) GitHub 71 L
KU, Z2ZRBLTLKEZEV,

OJY—A7—7)L

Security Lake *—2RZ VT B &, F—XNFHET S Lake Formation T—7 )L DEBFZE®H
PHENHVYVET,

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
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https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

OJY—ART—7 L O—BHBEICEXDISIBEDNHYET,

« cloud_trail_mgmt_1_0 — AWS CloudTrail EEBA X~

« lambda_execution_1_0 - Lambda CloudTrail D T7F—X A X2 N

+ s3_data_1l _0-S3 CloudTrail DF—X A X2~

« route53_1_0 - Amazon Route 53 Resolver 7T U074

« sh_findings_1_0 - AWS Security Hub #& H#& 58

« vpc_flow_1_0 - Amazon Virtual Private Cloud (Amazon VPC) 7O—0O%

fil:us-east-1 V—>3 > OF—7 )Lsh_findings_1_0R M 9 X T D Security Hub #E 52

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

F—RR—A)—TaY

Security Lake —X2 & VIV TR EER. T—ROIITVROT—EIR—AV—23a 0 0ORE2E
HBIUENHV)ET, Security Lake N BREFA AL TF—EIR—AV =23 202 ARNID2WT
(&. TAmazon Security Lake T RARA >~y ZSBL T EE,

Bl: V=R IP 5D AWS CloudTraill 79T A ET 1 &#—BXRRTD

RXOBITE,. 20230301 (2023 F£3H1 H) LARg(Z588& & /= CloudTrail Y —A IP 192.0.2.1
PESOTITAET 1%, us-east-1 M cloud_trail_mgmt_1_0 T—7TIIIC—EBERRLE
9 DB_Region,

T—ER—AV—=T3> 80


https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_]1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

N—F14> 3> HM

F—REN—TFT4232FBET, EIVTVICK > TARAF Y EhBDTF—X2DEZHIR
TEBDERSICBBEH, NTA—XANFELEL, JARNBIEENET, Security Lake
l[FeventDay., region, accountid/N\ZX—2ZBLU T, N\—FT414>3_-_2J%KELET,
eventDay/N\—7 423> TIREYYYYMMDDER ZEAL £9,

_tlfeventDay/N\—T 1> a2 & E2LIOTIDOHITT,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDay® — MBI XDEY) TT,
BEAFBICRELEARV D

> cast(date_format(current_timestamp - INTERVAL 'l' year, 'S%Y%m%d%H') as
varchar)

BEADAACRELEARY B

> cast(date_format(current_timestamp - INTERVAL '1l' month, '%Y%m%d%H')
as varchar)

BE30 BBEICRELEARY K

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

N—=T1>3>AaH 81
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BE12EBEICRELEARD K

Q—H—H1 K

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

BES TBEICRELIEAXRY B

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7~ 14 BEIICHREL ARV B

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, 'S%Y

%$H') as varchar) and cast(date_format(current_timestamp - INTERVAL
day, '%Y%m%d%H') as varchar)

BEOQDBNURBRICHRETDARY N

>= '20230301"'

51: 2023 £ 3 A 1192.0.2.1BUBOY—AIPASOITANTO CloudTrail 7OV T1ETA DA
N cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: T—7 I ND192.0.2.11BE 30 HREADY—AIPAS5DITXTO CloudTrail 7P7TF1ET 14D
1) AN cloud_trail_mgmt_1_0

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day,
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

0 0 0
%Y%m%d
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ORDER BY time desc
LIMIT 25

CloudTrail —ZX 922 OH

AWS CloudTrail I&. OI1—H—TF9F1ETF1E APIOERARREEHFLET AWS H—E R, #
T A5 4/N—& CloudTrail ¥—&2%Z20TVJU LT, XORAT7DEREFETEEXT,

F—=2OTOH%ZERIZRLET CloudTrail o

BE7 HEOAWS HY—ER LTI FEZRT

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.1 BE7 HEOY—XIPASDOTXTO CloudTrail 72T 1ETA4D) AR

SELECT
api.request.uid,
time,
api.service.name,

CloudTrail F—& 322 I Ol 83
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api.operation,
cloud.region,
actor.user.uuid,
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '127.0.0.1.'
ORDER BY time desc
LIMIT 25

BE7 HAEOIXNTOIAMTIOTAETADUAR

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFRFEBHAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX7 HEOKBKL = CloudTrail Ld—ROU A K

CloudTrail F—& 322 I Ol 84
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SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 Resolver 7T U O Mo T4l

Amazon Route 53 UV I)ILNN—O 2T ) OY &, Amazon VPC MDY —AIZ&k 2 TiTHh = DNS
JTVEBHLET., FIAERE Route 53 DY IIN—OoIT IO IITILT, XOBEOE#R%E
HETEEXT,

Route 53 Resolver 7T O 0l N DAZEITFET,

CloudTrail i8B% 7 HE® # SO DNS JITUDJ A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

B%x 7 BREICs3.amazonaws.com&E—HLAEDNS VTUDOU AN

SELECT
time,

Route 53 Resolver 7T OY 0 T 1)l 85
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src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

BE7 BECHBAESNBASDEZDNS VITUDJAL

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '
cast(date_format(current_timestamp - INTERVAL 'Q' day, '
LIMIT 25

o\°

Y%m%d%H') as varchar) and
Y%m%d%H') as varchar)

o\°
o\°

BX7 HEIC192.0.2. 1ICERENAZDNS VTUD I A

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0
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CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub DR HERICEATS IO T

Security Hub l&, OtF1UFREBZSENICEEBAWS LU, EF1UT 1 EREEERARNT
ZUOTAACBSLTREZTFIVITDDICHKZILEERT, Security Hub kEF1 VT4 FIVIH
NERZERL, Y—RN—FT 1 OH—EANSHERZZTEY FT,

Security Hub AEZRD I TV OHIFRODESB Y TT,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREBEFER

SELECT
time,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND severity_id >= 3
AND state_id =1
ORDER BY time DESC
LIMIT 25

BE7 HENDERIT2RHEER

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d

%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '@' day, '%Y%m%d%H')
as varchar)

GROUP BY finding.uid

LIMIT 25

BE7 BEOFEREEUADIXNTORERR

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

)Y —AN Amazon S3/NT Y R THZBE DR (BEFIRZL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A 1 (RRE&IRAL) A LOBEHER

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

— iR e 551 & F& i (CVE)CVE-0000-0000 |[“% =9 &R (BFEGIRZL)

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

B 7 BEIZSecurity Hub A" SR ZEFE L EHRB O

SELECT
metadata.product.feature.name,
count(*)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC
LIMIT 25

BE7 HEOERIIEEFNDUY—AZATOH

SELECT
count(*),
resource.type

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type

LIMIT 25

BE7 HEOREERL SBSNERSEE/NY T2

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null
LIMIT 25

BE7 BBEICEEENLEHAERER
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SELECT

finding.uid,

finding.created_time,

finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC 7O—0O5 02 T4l

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADRY RD—D 412X —T I A AEDET
EZEEChD PN 714V OICBIRFHMERHELET,

Amazon VPC 70O0—0O7 00T VUDBIIOEHY) TT,

BE7 BEORED AWS U—23> ORNZF 74V

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOREETIP192.0.2.1 EREEXTR—R220T7I9TAETFADIARN,

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
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AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 BEO@ERDIEE IP T RLADEK

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

BE7 BEIZ 198.51.100.0/24 A SHRELIZNZ 71V D

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'.
2)="'51"
LIMIT 25

, 1)="198'AND split_part(src_endpoint.ip,'."',

BE7 AEBOIXTOHTTPS NZ 719D

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
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dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

B 7 AEOR—Na43TOEGO/NT Y MR

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BE7HED®IP192.0.2.1 £ 192.0.2.2 D INTDORZ T4V D

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1"'
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AND dst_endpoint.ip = '192.0.2.2")
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

BE7 AERAOIXTODAINDRRNZ T4V D

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

BE7HEOIXNTOTIRNTRINZTAYD

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'
LIMIT 25

BEX7 BEICHERENEIRNTORNT 74V

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

Amazon VPC 7O—0O5 0o 1)l 93



Amazon Security Lake d1—H¥—HA R

AWS VY —A/N—2 32 2 (OCSF 1.1.0) ® Security Lake 7 T 1)

Security Lake A" AWS Lake Formation F—2ZR—AET—TIIICRETEZITF—XEIITITEZE
9, Security Lake IV —JL, APl, £k AWSCLITH—RN—=F 1 OHTRITAN—%ER
$TREETERT, Y—RN—F1OHTRIZ4N—F, EEL Y —AAH S Lake Formation
F—REIVIVTDELEETEXT,

Lake Formation *—X L 4 VEBEE, F—2Z2 0TV FTSIAMIDIC, BETHTF—IR—AL
T—7 IR T BSELECTHERZNFETIHEN HVET, £, F—2E VT T SHIIC Security
Lake ICH T RAIOTAN—%RERTIVENBHYET, VIV TIORAEE DY T RIS A4 /N ZEK
ITBHEEDOFEMCOVTIE, TSecurity Lake YT RAVZAN—O VT T IO ANER, 258U
TLEEL,

RDEDU2 3Tk, Security Lake A SDF—ZO VT VICETBHA A AZEHL, 4T 4
TICHR—=KRENTVE AWS V—AD VT VHlEVWK DOARLET, chsO VI UR, HED
NTF—REMBITIESICRFAETNTVWET AWS V-3, Ch S OFITIEE us-east-1 CKER
BN—=ZT74F) Z2EALTVET, &5IC, YOOI UTREXR25540L - K2R
FLIMIT 25/N\TX—RZFEALTVET, CONTA—Z—RERTDEE, HFHIZHUTHE
TREETEET, TOMOBIZOVWTIE, "Amazon Security Lake OCSF ¥ T 1) GitHub 74 L
b1 ZZRLUTLKEZL,

OJY—A7—=7)

Security Lake —X%Z VT $D & F, T—XN1FET S Lake Formation T—7 )L DEF ZE®H
BPRENFHYVET,

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

OY—AT—7ILO—BHBEICEIDLSBEON HYET,

e cloud_trail_mgmt_2_0 — AWS CloudTrail EEBA X ~

« lambda_execution_2_0 - Lambda CloudTrail D T7F—X A4 X2~
« s3_data_2_0-S3 CloudTrail DTF—X A4 X2~

« route53_2_0 - Amazon Route 53 Resolver 2 T ') O%
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« sh_findings_2_0 - AWS Security Hub # iR
« vpc_flow_2_0 - Amazon Virtual Private Cloud (Amazon VPC) 7 O—0O%'

« eks_audit_2_0 - Amazon Elastic Kubernetes Service (Amazon EKS) EE& [
« waf_2_0-AWS WAFv2 O

fl:us-east-1 U—>3 > OF—7 )Lsh_findings_2_0R M 9§ X T M Security Hub &R

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

F—BAR—AY—T 3

Security Lake —RZVITVTBDEER, F—E2OIV TV RDTF—EIR—A—2J3A2ORFEZEE
HEIVENBHV)ET, Security Lake M BREFIAAREETF—EIXR—AV—=23202LJARNIDOWVWT
l&. TAmazon Security Lake T RARA >~y ZBRL T EEL,

fBl: V) — A IP A5 Amazon Virtual Private Cloud 79571 ET 1 % —&8XRRT >

ROBITIE, 20230301 (2023 # 3 # 1 #) #########a## IP 192.0.2.1 5D FTXNT
M Amazon VPC 79T 1 ET 1 %, us-west-2 DT—7 ) vpc_flow 2 0 IZ—BRRLE
9 DB_Region,

SELECT *
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc
LIMIT 25

N—F14> 3> HM

F—REN—TFT4232FBET, BIVTVILK > TARAF Y EhDTF—Z2NDEZHRTESD X
SICBDES, N7#—X2ANFEMEL, JARNNFHIRBE NhET, Security Lake 2.0 Tlk. Security
Lake 1.0 EN—FT 12 I3 OEENETERVY ET, Security Lake &, time_dt, . region® &k
P ILKRBIN—TFT12a_20TBERITDHELSICKVYEL accountido —J. Security Lake 1.0 T
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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l&. eventDay. . regionB LT accountid/N\ZX—ZRIZKBDN—F1>3a_Jz2zRKLEL
/oS

VIV ZRERTIRHE time_dt SSASBENICAFN—FT 1> 3> FERE N, Athena DEED K
BR—ADT7 1 —J)LREBFKICIT ZRITTEET,

hik, 2023 F time_dt3 A1 HUBRIC N—Fs>araERALTOJZ20ITVT20I) OHl
T9,

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dt D —iRMBEIEXDBEY T,
BEA1FEBICRELEAR B

WHERE time_dt > CURRENT_TIMESTAMP
BEAASRICRELIEAR B

INTERVAL '1' YEAR

WHERE time_dt > CURRENT_TIMESTAMP
BE 30 BECRELEZARY B

INTERVAL '1' MONTH

WHERE time_dt > CURRENT_TIMESTAMP
BE12EBEICHKELELART B

INTERVAL '30' DAY

WHERE time_dt > CURRENT_TIMESTAMP
BES DEICRELIZAXRY B

INTERVAL '12' HOUR

WHERE time_dt > CURRENT_TIMESTAMP
7~ 14 BREICRELLZAXRV B

INTERVAL '5' MINUTE

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

BEOBNUBRICRETDIAR b

WHERE time_dt >= TIMESTAMP '2023-03-01'
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f51: 2023 £ 3 H1192.0.2.1BLLBOY—RAIPASOITNTO CloudTrail FOFA1EF1 DI A
N cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Bl: =7 I HND192.0.2.18BX 30 HEDY—RAIPASDITNTH CloudTrail 77T A ET 14D
IJ AN cloud_trail_mgmt_1_0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake 7Y —=N7 )0 oI

F7H—NNEVUT 11&, Security Lake 2.0 TRIAAIBEICE > 1o ¥ MEET T, AT H—NT AT DI
IR, AIRVRNDBLDOEATRON > -HEBRESCERY NEETY, #7HF—NEVUT A
Z2O0ITVTRE, Y —RBF—2EY h2EASHELRILOEFIVFTFAAOY AN ZRIETER
EE

FATH—NEVTFI HOBENEZEZIIN TR ET, F—E2EY NEREOI—Y—K., UY—
A UDs, IPs, /\Y> 1, Z20O#0 I10C X4 7OEBREEICHIRTEET,

chix, #A7HF—NTI)LEHEEALTVPC 7O—& IP {E'172.01.02.03' 21 Route53 7 —7
ILeEoOT7 20T VT2 0T)OHTT,

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),
b as
(SELECT
time_dt,
observable.name,
observable.value
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"
AND observable.name='src_endpoint.ip')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail *—X 0O 2o I)

AWS CloudTrail I&. OI1—H—TF9F1ETF1 & APIOERARREEIHFLET AWS H—E R, #
T A5 4/N—& CloudTrall F—&2%Z20TJUL T, XORAT7DEREFETEEXT,

F=RICRFTBDIITDHZRICRL ET CloudTrail o

BE7 HEO AWS H—ER (CXT 2N EZFIT

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

192.0.2.1BE7 BEOY—AIPASOINTO CloudTraill 77T 1ETADJAL

SELECT

api.request.uid,

time_dt,

api.service.name,

api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1.'
ORDER BY time desc
LIMIT 25

BE7BEOIXTOIAMTITAETADOUAN

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

iB% 7 AIDACKCEVSQ6C2EXAMPLE BB ICFREEEHRAEAES N EA AR A

SELECT
actor.user.uid,
actor.user.uid_alt,
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actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

BX7 BHEOKBKL = CloudTrail Ld—RO U A K

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

Route 53 UV I)IN—2oTuOQosoo IV

Amazon Route 53 UV I)ILNN—O 2T ) O &. Amazon VPC MDY —AIZ&k 2 TiTHh = DNS
JTVEEBHLET., FIAERE Route 53 DY IIN—O2IT IO IVITILT, XOBEOE#HR%E
HRETEEXT,

Route 53 Reesolver 7TUOJ OO T UHIZEXIZRLET,

CloudTrail iBx% 7 HEI®O SO DNSZ2ITVUDOJ AR

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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ORDER BY time DESC
LIMIT 25

iB% 7 HEICs3.amazonaws.com& —H LA DNS VT UDJ AR~

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

BET7 BEICHERENBEA2/ZDNS JTUDU A K

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

BX7 HEIC192.0.2. 1ICERENAZDNS VTUD I A

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
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src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",
UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub O HHERO U T

Security Hub I&, OtEF1UTFREZEENICIEEAWS L, EF 1T EREEERARNT
SUOTAACBSLTREZFIVIITDDICKILEE T, Security Hub FEF1UF71FIT v IH
NIEREERL., Y—RN—FT1OH—EANSHEREZ TR ET,

Security Hub DR EFZERICH TR VI OHZRIZRALET,

BE 7 BEOMEDIUMERBEN TN LOFHFLVKREFER

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

BE7 BENDER T2 RHEER

SELECT
finding_info.uid,
MAX(time_dt) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding_info) AS finding,
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ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

BE7 BEOBEREEUADIXNTORERR

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25

)Y —AN Amazon S3/NT Y R THBZBEDHER (BEFIPRZL)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

Common Vulnerability Scoring System (CVSS) A7 A" 1 (BEEHIREL) A LoBEBER

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
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AND vulnerabilities is NOT NULL
LIMIT 25

— B REES1E & B (CVE)CVE-0000-0000 (-5 2R R (BRESIRE L)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

iBZ% 7 AEIZSecurity Hub " SERZEFE L EHB O

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

BE7 BEOERIIEEFND VY —AZATOH

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

BE7 BEOREERD SBSNEMRBENY T2

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

BE7 BECEEE N -RERER

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Amazon VPC 7O0—0O7 00T

Amazon Virtual Private Cloud (Amazon VPC) &, VPC ADRY RD—D 412X —T I A AEDET
EEEENDIPRT 74V IICHETRHMERBELET,

Amazon VPC 7O0—0O7 00T OHlERICRLET,

BE7 HEAORED AWS U—23> ORZ 714970

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

BE7 BEOKEFETIP192.0.2.1 EXFERAR—R220T7 7T 1 ETA1DUARN,

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

BE7 AEOEBIDEEL IP 7 RL ADEK

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

BX7 HEIC 198.51.100.0/24 A SRELIERNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"

LIMIT 25

B%7 BEOIXTOHTTPS k571 Y

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

B 7 BEOR— M43 TOEGDO/NT Y MR

SELECT
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traffic.packets,

dst_endpoint.ip
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY

traffic.packets,

dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

BXE7 HEM®IP192.0.2.1 £ 192.0.2.2 AOIXNTORNTT 1YY

SELECT

start_time_dt,

end_time_dt,

src_endpoint.interface_uid,

connection_info.direction,

src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip
AND dst_endpoint.ip
OR (

src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

'192.0.2.1"
'192.0.2.2")

BE7HERAOIXTOANDRRNZ T4V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND connection_info.direction = 'Inbound'
LIMIT 25

BE7BHBEOIXNTOTIRNTRINZTAYD

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'QOutbound'

LIMIT 25

BE7 BBICERENEINTORNT 74V D

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND action = 'Denied'

LIMIT 25

Amazon EKS E&EOJ o T

Amazon EKS O7'&. O NO—IL7L—20OF7 VT4 ET 4 ZEHL, Amazon EKS > hO—

LWTL—=2A8TAHI2 MO CloudWatch OV ICEEREEOJ LZWOJZRHLET, ChsnO
JEERTIE, VSAR—DORBEERTHRBILBYET, YTRIVSAN—GFEKSOV %O T

LT, RORATDEREFBETEET,

Amazon EKS EE&EOJ OO T Oz RICRLET,

BE7 BHEORED URLANODUIT AN

SELECT
time_dt,
actor.user.name,
http_request.url.path,
activity_name
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
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and http_request.url.path = '/apis/coordination.k8s.io/v1l/'
LIMIT 25

BE7 HE® 710.0.97.1671 PSUIVIARNZEFHTS

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

BX7 BHE®'YY—XA Tkube-controller-managers CBEEETZVIITANEL AR A

SELECT

activity_name,

time_dt,

api.request,

api.response,

resource.name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0",

UNNEST(resources) AS t(resource)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'
LIMIT 25

AWS WAFv2 OJ Do TV

AWSWAF [, I RI—HY—HFTF7IV5—3 I CREETHIIVITIIOIANEETEZRY Y
L. ATYANOT A Z4HITREHICFERATER DI 7V 5= 7ATF04—=)
T9,

AWSWAFV2 O OO T OHleaW< 2ARLET,
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BE7 HEOREDY—AIPHSOVITANERTITS

SELECT
time_dt,
activity_name
src_endpoint
http_request.
http_request.
http_request.
http_request.

FROM

"amazon_security

’

.ip,

url.path,
url.hostname,
http_method,
http_headers

_lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.
AND activity_name
LIMIT 25

ip = '100.123.123.123"'
= 'Post'

BE7THBIC77A4T O A4—I)LE2 47 MANAGED_RULE_GROUP IZ—®% L VI IAK

SELECT
time_dt,
activity_name
src_endpoint.
http_request.
http_request.
http_request.

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM
"amazon_security

ip,

url.path,
url.hostname,
http_method,
uid,

type,
condition,
match_location,
match_details,
rate_limit

lake_glue_db_us_east_1"

."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

BE7BBEIET77AT7I0F—)LIL—)ITREGEX IC—HLEVIITAN

SELECT
time_dt,

AWSWAFv2 O Do T

110



Amazon Security Lake d1—H¥—HA R

activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall _rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.condition = 'REGEX'
LIMIT 25

BHEROVIIANOREBEZEEBLERLL

oy
52

B%7 BEIC AWS WAF JL—)LZ M) A—L 1z AWS

SELECT

time_dt,

activity_name,

action,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

BE7BEICEZ &I IIL—T{tE iz AWS BHRODVIVIANERETS

oy
151

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
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http_request.url.path,
http_request.url.hostname,
http_request.http_method
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'
AND http_request.url.path = '/.aws/credentials'
GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security LakeD Z A4 734 V) EE

Security Lake ZHARXI A AL T, AWS U—23> FLEITIBBETTF—XZRETEET, T
A7HAONERBEGE, SETEBAVT AT ABEHANOERIZEKIEET,

RIGEE

T—REJARN MBI RETEDLIDICERBITRICKK, T—RXOREFREZITVE T, Security
Lake & T—2X%Z A7 T ~&L T Amazon Simple Storage Service (Amazon S3) /N Y N ZRTE
T, REERERK Amazon S T4/ 7H A VIIBREICHISLET. ChSOREETS LT,
FLETD Amazon S3 ANL—TUFSRE, SSATDIVRMNBIOANL—O0FRAICBITELE
BEWHRAVNDEICEDARNL—D VT AICEEDHEEEETEET, Amazon S3 T4 7H A
VI EREDFMIC DLW T, Amazon Simple Storage Service 1—%—HA RO "AKL—2547
HAOILDOEE, 25RBL T EEL,

Security Lake Tk, U—2 3V LRI THREZREZEELE T, LEAF, AWSU—232 BE
NDIRTDSIFATSIIVRNETF—RLAVICEEAENTHAS 30 HEICSIEEIAARNL—22
SALBITITDRDIEBIRTEEXT, 74 MO Amazon S3 ANL—2 U5 Al S3 Standard T
9,

/A Important
Security Lake (& Amazon S3 Object Lock ZHR—KLTVWEEB A, T—ZLAIONT Y K
MFERE B E, S30bject Lock T 7 F I NTEMICBEYERT, F7AIILNREE—RT

S3ATDIVORNOAY I ZBMICTRE, F—RLAIANOERILE O F—ROBED
RHiENE T,

Security Lake ZBMIC T 2B ORERELZITVET,

Security Lake ICA >V R—FT 12T FBEEL, UTOFEICH>T1 2REQOU—23a2 OKRE
REEITVET, REREZTHLABWVIEE, Security Lake & Amazon S3 54 7H A VILEREDT
7ALBREZFEALET, D2FV., S3StandardANL—2 VT RAZFEALTTF— X ZEHRICK
FLET,

Console

1. Security Lake 1127V — JLhttps://console.aws.amazon.com/securitylake/ ZB & £ 9,
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://console.aws.amazon.com/securitylake/
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2. "ATVT 2 AVR—F4TD—-—0OT70—0OHEHEEESZ, ICRELES, TANL—DS
ZADREIR, T TBITEREM BBRULET, RIC. S3ATP IV MEHITTS Amazon
S3ARNL—COTARAZEBIRLET, (JARENTVWEBEVFTIAIILNOANL—2 95 A
S3StandardT9, ) E o, TOANL—DO0FRAOREHE (B ZEELE T, ThUR
AT DT ORNERBIOARNL—20FRAICHITT B2, [Add transition] ZIBIRL, XD A
NL—2O0ZAEREHBEOREZADLET,

3. S3ATCIVNOEMBREIETSICIE. [Add transition] ZIBIRL F£9, KIZ, [AB
L—20Z A2 [HIREYIN] Z28RUET . REHEICEK, 772209 MNEREhTH
5, FEODARNL—S9SA%FEALT Amazon S3 AT IO N ERETZE5TBH%E
AALET, COHBNIrKRTIDE, AT TV NEHRTINIZEY, Amazon S3 FThs
ZHIBRLE T,

4. BTULES. RN ZERLET,

TEE, UBIOAR—FT 42T AT Y 7T Security Lake ZEMICLEIXNTO)—T3 I
BARAEZIhERT,
API

Security Lake NDOFA U R—F 14 VT RICRBFREZ7OT S LTHERT B ICIE, Security Lake
API CreateDataLake DBREZFEAL TKEE VW, ZFEALTVWSEEEFE AWSCLI, ANV K%
ETULET, create-data-lakelifecycleConfiguration%ERZRREREZUTOKRSIC/INT
X—=RICEELET,

- transitionsiZi&, BE® Amazon S3 ANL—2 YT A (storageClass ) IZS3A7ox
UNZERTFISEETEE (days) ZEELE T,

- expirationiClk, A7 IV NN ERENTHAS, FEODANL—TUFRAEFEALT
Amazon S3ICA T DIV N ZRETHDEHARZEEELET. CcOHBENIrRTIDE, 77
TSI NIHRTINICAY), Amazon S3 kTN S ZHIBRL F 9,

Security Lake l&. configurations# 72 I Y h®Dregion7 1 —)LRTEELLV—232I(C
REZHERALET,

FEREF, us-east-1ATOON REV—23a>oeF21 )T LA 0Z2BRICLET,
CO)—=23a>TR, A7 TV NE 365 BRICHRINIZKY, #7219 Nk 60 BEIC
ONEZONE_IAS3 ARL—2O9FRAICHBITLET. < DHlIF Linux, macOS, Fi=IF Unix AIZ
73— Y RENTEY, B TEEMEE I EDICNAYIRS Y1 () OFRELTEME
BALTWETD,

Security Lake ZEMICTRBROREREZITVET, 114


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

RIFERE D EF

Security Lake ZB#ICL =S, UTOFIREICHE>T1 2REOV—2a>oREFREZEHL TL
EEW,

Console

1. Security Lake 11>V —JLhttps://console.aws.amazon.com/securitylake/ZFA & £ .

2. FEF—23URA2T, V=232V Z2BRLET,

3. V—23arvzERL, wE] 2BRLET,

4, [ANL—=20ZADER| 20232 T, BEBREZANLET, ANL—DOUFA
T, S3ATP IV NEEETDAMazon SSAKNL—TU 9T AEEBIRLET, (JARENT
WEWFT7Z2I)ILMNDARNL—2 95 A S3 Standard T, ) RIFHPEICIK, TOAKNL—
SOTFACKRMIDBREADLET.,. BRORNZ D23V ZEETERY,
S3ATDIVRZEVWOHRTUNIZTIAEERETSICE. ANL—T0FR0 HRTIN]
ZEBRLULET, X, REHEICE. 7729 MERENTHLS, FEOARNL—
ZAZFEALTAMazon S3IZAT IV N ERBETDEFTEBEADLET, COHBEN
RTIDE, ATDT O NIBREYINICAY), Amazon S3 TN S ZHIBRLE T,

5, BTILES, RE 2BRLET,

API

REFEZTOAT T LTEFH T 5I(Z1F Security Lake API UpdateDataLake Dig{EZ £
L., ZFEALTVWAHEIEEINV REETLET, AWS CLlupdate-data-lake' ) J TAKNT
l&. lifecycleConfiguration/NZX—2ZFERAL THLWREZEELE T,
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- BITREZZETDICIE, transitions/ N\SX—Z&ZFEAL T, HED Amazon S3 AMNL —
29 Z A (storageClass ) ICS3 AT IO NEZRETZIHL VERZ B (days) BT
BELET,

s 2EROREHEEZETDICE., expiration/N\TX—2ZFEAL T, A7 TV M ERE
nThrs, FENVANL—CU9SRZFEALTSI AT I VN EZRETIAFAREEEL
F9., CcORBHBEANIKRTITRE, AT I I NIHRTINICAY) ., Amazon S3 EEh S & H
BRLE T,

Security Lake l&. configurations# 72 IV KNMregion7 1 —)LRTEEL LV =23 IC
REZHERALET,

EZIE., AWSCLlus-east-1J XOOX Y REFEU—=2a3a 2 0F—2BEREEE AN L —
DBAREEEHLES, CcOU—232 TR, 77TV NI 500 BRICHRINIZE

V. A7 IO K& 30 B&IC ONEZONE_IAS3 ARNL—2O9ZAILBITLET, bl
Linux, macOS, FklFE Unix AIC7#—X Y REIhTHEY, R ITETEQ LTI EHIC/NY
VATV () DITHEXFZEEALTVWET,

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration™:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

O—=IIL7y7U—3>
O—IL7y7U—>3>Ek, 1 20E0F5) 23> 0F—2&8KaLET, Chid, wisoF—
BRAVTSAT O ABHICENTDIDICEZILIEETT,

O—L7Y7)—=2320REFECODVTR, 22RLTKEEY, O-ILT7YTU—-23 20K
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F—T o AN—"tF21VFT 1 AF—~NTL—LD—D
(OCSF)

OCSFE [FfATT A

Open Cybersecurity Schema Framework (OCSF) &, Y4 N—tEF1 VT 1 EZRIZETD AWS H &L
CEEBN—RFF—IC&D, HAOF—T2V—-—AOBMYEATT, OCSF &, — &L+
TAAR NOBEAF X EZRHL, AF—NOENZRBICTDIN-—DIZJEEEZERL.
tF1VTFTAOJOEREEFAEERNRELI-BESER7OCRAZBEHRIAATVET, OCSF O
INT VY OY—ZAT0—RlF THERAMNE NETGitHub,

Security Lake l&, ZAT A 7ICHR—REhhTVD ASEEBLAEAOJEARYNAWS H—ER %
OCSF AF—NICBEWICEHL ET., OCSF ICEHT S &, Security Lake [&F—XZ O Amazon
Simple Storage Service (Amazon S3) NXT Y N (&1 2ONTY M AWS U—232) ICRTF
LEFTAWS THIU R HDAZRLAY—ADSEFIVFALAVICEZAETNZOT MRV N
l&. OCSF AF—Y & Apache Parquet FER ICERL TWBRBENHVET, YT RIS 14/N—,
OJ&EANRNZERRA® Parquet L1—RELTIRS C&E, OCSF AF—NXDARKNITA%E
BALTLO—RIZEENZBHRELYEBICEBIRIZCEETEET,

OCSF /1 XNV T A

FED Security Lake YV —AASOOT EA RV MNE. OCSF TERZBENEHBEDAARNIT AL
—BULET, OCSFOANRKNITZ AL, DNST7OF1ETA4, SSH7POVT1ET 1, REEBE
FHNVET, BEOY—ANEDARINITAE—HTBIHEZBETEEXT,

OCSFY —AM# 5l

OCSF &, EEETEFLBTA—IIRZFALT, BEOOATRARNORERTZRETHOICEKIL
5%7, cns5ldk, SecurityLake DY—RELTERATATICHR—REATVWS AWS H—E X
DEHE7 1 —I)ILRDIETT,

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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Security Lake & O#HE

Amazon Security Lake (&, i AWS H—E A BRUFH—RN—FT 1 —HBEREEhTVET,
RETIE, Y—A&EL T Security Lake Ic7F—R&EEFEL Y, YT AU 54 /N—& L T Security
Lake DF—XZFIAL Y TEET, LTFTORNEY U Tk, Security Lake £EEET S AWS H—E
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N =R

« AWS H—E'R Security Lake & D&

« Security Lake E DY — R/N—FT 1 —KE

AWS H—FE R Security Lake & D&

Amazon Security Lake &) EHMEETNTVET AWS H—E R, H—EREF., V—RAKE. H7
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BPRO7ONT A HFHY)ET, AWS Lake Formation

ROEU 3 TIE, AWS H—E X Security Lake A'ED LHEE N2 D, BREEFHEDOTEK
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AWS AppFabric l&, Software as a Service (SaaS) 7 77U —2 3> # B ECERITSH / —1—
RY—EATT, TOLD, ITF—LEEFIUTAF—LAR, BEAF—NERRURDNIZ
ERALTT77UT—2 30 2EBELUPRETEET,
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HEHA R O "% E LT Amazon S3 #iEIRT 2, #SRBL T EE L,

AppFabric #£ R % Security Lake A5 9%

FEROFIREZMG %X T L =%IC Security Lake = AppFabric BEEOJ 2EET2ICE. mMAEOH—E
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dA—%—&O—J)LA Security Lake A2V — )2 EATEDLSICITRICE, AV Y-ILTIOEAR%
RHEITDIAMARI S —ZERLET, FHICODVWTRE, T I—¥—7F4 K, OIAM " IDIAM, 228
LTL<EZL,

JI—H¥—FEO—)LIC Security Lake AV =) OFEAZFA TSI RIS —ZEKTBDEERK. T
NDIA—Y—FLRFRAO-NUAAVV=IILTTIEATIHEOHBD )Y —AIIRITREYNET I3
BRI —ICHFTEHET, TS5LEVE, OVVY-IILTERSOVY—RAICBEBLEY, VDY—RA
DFMZEZRRLIZV TR ENTELBLLBZYET,

eEaE, AVY-ILEZFEALTHARAZLY —ARAZEMTRICE, I—F—ICUTOT7I>3a>0nx
TEHATITDIHBENHYNET,

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

* iam:PutRolePolicy

« iam:DeleteRolePolicy

+ iam:PassRole

* lakeformation:RegisterResource

* lakeformation:GrantPermissions

* s3:ListBucket

* s3:PutObject

Pl: I—HF—ICTNTNOT IV EAERORTZFFATS

COBITE, IAIMA—H—HNFI1—H—IDICTRYFENTVDRA U TA RIS —EEBR) D —
EBRRCEDLIICTIRUI—ZERTDHEZRLET, cORVI—IZR, AVY—ILT, &
2 AWSCLI £/ 2FALT7 OV ZALATIOT V>3 2RITIBDT IV EAFANEEATY
9 AWS API,

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Pl EBEERT AV NIRRT I-EEEDEE L HIBRZETT

ZOPITIE. AWS Organizations EE T H V> MO 1—H—HFEBEOEEE iz Security Lake B
EEEBELTCHIRTZCEEZFTTDRIS—2EKTDHEERLET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

]I
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"Resource": "arn:aws:securitylake:*:*:*"

Bl: RTICESVWTA—H—FB5iEELE1I—T20EHATD
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Ak, YT AV Z4/X0 Owner ZTOENF 1I—HF—0I1—H—-ETHRHBEICOHMFEEIET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
},
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}
]
}
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(A—H—, JI—7. A=) FEFHFEIhET, . FLVLAWSH—ERX FEFBHEThiEE, &£
FEEBEFOH—EATHLWAPIAWS AXRL =3 UAERAEICE e EIC, AWS EEKRD
D—ZEHI AU REE<BYET,

FHECOVTE, "TIAMI—Y—HA R, O TAWS EERU S — ZZRBLTLKEEZL,

AWS Y x— RR1J<— : AmazonSecurityLakeMetastoreManager

Amazon Security Lake (&, AWS Lambda BB ZFEAL TTF—ZFL A VRO XRTF—RZ2EEL &
T, COBEBEFATS & T, Security Lake FF—REF—RT 7 1)L Z2E T Amazon Simple
Storage Service (Amazon S3) /N\—7 4 < 3 > % AWS Glue Data Catalog 7—7)LIZA > 7Y U A1k
TEET, COBFBRII—ICE, SSN—TFT1232EeF—2T74)% AWS Glue T—7I)LIZA
VTFYVIORATRIEHD Lambda BBODIXNTOT IV EAFANrEFTFNATVET,

AT Al DA
CORDVD—IZE, UTOFAFrE8ENATVET,
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« sqs— 7 U NN)LA Amazon SQS F 1 —ICH UL THEDHIIY B RPEZAKLT VA%
LEL. F—BLAITATII I N EMELE R EFREN L EIC AR NBAERETED &

SIELERT,

« S3—TJUININHNTF—REEL Amazon S3/NT Y MR L THEHEDTHARY) S RVPEEAHK
TFOaA U BEETTEDLDICLET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"
1,

"Resource": [

"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

}

"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [
"glue:CreatePartition",

"glue:BatchCreatePartition",

"glue:GetTable",
"glue:UpdateTable"
1,

"Resource": [

"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
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"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:catalog"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"

1,

"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

AWS Y XZx—2 RR1) 2 — . AmazonSecurityLakePermissionsBoundary

Amazon Security Lake &, —RN—FT 1 DHAZLY —ANF—RLAVICTF—22EEIAT
EHDEDE, Y—RN—TFT A DHARLYTRIZAN—HNTF—RLAINST—REHET
50 IAMO—ILEERL., TOBRICCORVS—%ZFAL THEROEREERZELET, D
RV —BFERATIEHIC. BEENRTIDVLEN D703 @b ELA, T—RLAY
FHAZRI—YFZ—Y RAWS KMS F—TEES{LENTVSIHES, kms:DecryptB LT 7ot
Akms:GenerateDataKeysF A A BINIE hE T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowActionsForSecuritylLake",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
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sgs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sgs:ListQueues"

1,

"Resource": "*"

"Sid": "DenyActionsForSecuritylake",

"Effect": "Deny",

"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sgs:ListQueues"

1,

"Resource": "*"

I
{

"Sid": "DenyActionsNotOnSecuritylakeBucket",

"Effect": "Deny",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation"

]I

"NotResource": [
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}I
{

"arn:aws:s3:::aws-security-data-lake*"

]

"Sid": "DenyActionsNotOnSecuritylakeSQS",
"Effect": "Deny",
"Action": [
"sgs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sgs:ListQueues"”

]I

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylLakeKMSS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*,.amazonaws.com",
"sqgs.*.amazonaws.com"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1.
"Resource": "*",
"Condition": {

"Null": {
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"kms:EncryptionContext:aws:s3:arn": "false"
1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylakeKMSForS3SQS",
"Effect": "Deny",
"Action": [

"kms:Decrypt",

"kms:GenerateDataKey"

1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
1,

"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqs:arn": [
"arn:aws:sqs:*:*:AmazonSecuritylake*"

AWS BEHER!) > — : AmazonSecurityLakeAdministrator

7 A2~ NT Amazon Security Lake ZBMIZT B E1IC, U NILIC
AmazonSecuritylLakeAdministrator RUZ—ZTF7RYFTEERT, cORUZ—IZKY), TV
> NNLH Security Lake DX TDOT IV AVICRRILT IV EATRENFTEND, EEEN
AN EEhET, TOE, 77U /VLIE Security Lake [CA > R—F 14> L, Security Lake T
V—AEBTRAUVSAN—BBRETEET,

MRS —IZIE. Security Lake BE & Security Lake ZEL THED AWS H—E RICK L TEIT
TEBTUVAVHEFIRTVET,
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Z MAmazonSecuritylakeAdministrator/Rl) > —&. Security Lake A" Amazon S3 VO A —
2avL7Ir—23a>oEE, TOHLLF—ZN—T 123> OBHEAWS Glue, TARL
V—AICEBMENETF—RICRTS Glue VO—ZOEIT, ELEEHLLVF—20O HTTPS T KRR
ARG TRISAN—AOBHHERI-—T AT AO-LOEREYR—RNLTVERA. T
nsoO—)Lik, "Amazon Security Lake DB GE ) THREATNTVD RS ICERICHERTEE
Jo

AmazonSecuritylakeAdministrator BRI —ICHA T, Security Lake 2k 7>
R—F 4T EREMBEND =D lakeformation:PutDatalakeSettings #ERNIBRET

9, PutDatalLakeSettings ik, 7AT2 NADIXTO)—>3 2 D Lake Formation ')
V—ANDBEBEELTIAMTZ U INLZRETEET, <OO—J)LICEF iam:CreateRole
permission & AmazonSecuritylakeAdministrator MR U —AFTMFE N TVWIHEN H V)
£7,

Lake Formation B¥# (& Lake Formation AV —IADT7IINT IV AEEZHFS, T — X%
EET IV LAERZHMETE ET, Security Lake Ik, Security Lake ZBMIZCTD 7V I NILE
AmazonSecuritylakeMetaStoreManager O— /)L (Fi-R@FZDMOIEEE hizO—)L) Z Lake
Formation BEBEE L TEVWETET, chicky), BEEFT—TLOER. T—TILAF—TOD
B, HLOUN—FT 123> 0EF, 7—7IINICHTRHEROBREZTOEN TEEXET, Security
Lake BEBEI—H—FLEO—IIORII—ICE, ROT IO CAHFUZEHILENHYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
]
}
T O AFFA OFFH
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CORID—IZE, ATOT I EAFANEEATVET,

 securitylake - ¥XT O Security Lake 7 V> IVADTELEBZT I AZ7T V)2 NILIZEFAL
9,

« organizations — 7" </ /N)LA AWS Organizations A S#EBRND T H O MCBET 2 1EH%E
MEBTEBDEDICLET, PTHIURMBEBICELTWSREE., ChS ORI, Security Lake
A=A TAHAHIVRBETHI N ESZERTTD L ZFALET,

« iam- 71U > /N)LA Security Lake, . AWS Lake Formation& KT OH—ERAICU V& hi
O—)L%& Amazon EventBridge, c NS5 NDH—EAZBMIC TR LEHICHEBRATY T L THERK
TEDEDICLET, £, YTRIZAN—O—-ILEARRLY—AO=ILORI S —EERS
LUOMETEET, chsOAO—-IILD#ERIE. AmazonSecuritylakePermissionsBoundary
RUS—THITENTVWIEDICREECNET,

« ram- 7122 /)N)LA Security Lake Y —AANDY T AU Z 4 )]N—IZ &k B Lake FormationX— A M
DIVT IV EAZBRETEDRSICLET,

« s3— 72 NLH Security Lake NT Y NZERB LVOCEEL, TNhSONTY NORBZR
AEBDEZHFALET,

« lambda- 7"V NI, AWS Y —RBEELEVOAV—>a> L7y —>a>glcs—7I)L
IN—FT 14232 &FH T3 Lambda AWS Glue =HICFERAE N3 2BETEDLSICLET,

« glue — 7> /N)LA" Security Lake D TF—ER—RAET—T I EERBLRVEBRTED&LSIC
LET,

« lakeformation — Security Lake 7— 7 )L M Lake Formation 7 7 t A O 2 EHE TR &%
D NILICEFRILET,

« events — 7' /N)LA Security Lake Y —ARDOFHLWVWF—REHTAISAN—ICBHTS
EHDII—IEEBTEDLSICLET,

« sqs — Security Lake YV —ADFH L WTF—REH T RAOVSAN—ICBHMITZHICERTS
Amazon SQS F 1 —ZERB LVEBTH 2TV INILICHFILET,

o kms — 72 )NILA Security Lake ICEEREEBEFXF—ZFRALTTF—RZ2EZALLHOOTIEA
EENETEDLSICLET,

« secretsmanager — U /NILA HTTPS I RARA > NMEH T, Security Lake Y — AR D
FLOWF—R2Z2HTRI9SAN—ICEBANTHLEODICERAEND—IL Y NE2BETEDLSICL
79,

AWS Y Z—T RARUZ — 176



Amazon

Security Lake

d—H—H1 K

{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowActionsWithAnyResource",
"Effect": "Allow",
"Action": [
"securitylake:*",
"organizations:DescribeOrganization",

"organizations:ListDelegatedServicesForAccount",

"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",

"Effect": "Allow",

"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

"Sid": "AllowManagingSecuritylakeS3Buckets",

com
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"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",
"Effect": "Allow",
"Action": [

"lambda:AddPermission"

1,
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"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
I
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"
}
}
},
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"
1,
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
},
{

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
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"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [

"arn:aws:events:*:*:rule/AmazonSecuritylLake*",

arn:aws:events:*:*:rule/SecuritylLake*",

"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",

1,
"Condition": {
"ForAnyValue:StringEquals": {

arn:aws:events:*:*:connection/AmazonSecuritylake*"

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [

"sqs:CreateQueue",
"sqs:SetQueueAttributes"”,
"sqs:GetQueueURL",
"sqs:AddPermission",
"sqgs:GetQueueAttributes",
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

"Sid": "AllowKmsCmkGrantForSecuritylLake",
"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

com
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"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
3,

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringQueryBasedSubscribers",

"Effect": "Allow",

"Action": [
"ram:UpdateResourceShare",
"ram:GetResourceShares",
"ram:DisassociateResourceShare",
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"ram:DeleteResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"ram:ResourceShareName": "LakeFormation*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:*:*:secret:events!connection/
AmazonSecuritylake-*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": "lambda.amazonaws.com"
I
"StringLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
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}I
{

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

1
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole"

"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
"Effect": "Allow",
"Action": "iam:PassRole",

"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole"

"Condition": {
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"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
1,
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {

"iam:PassedToService": "glue.amazonaws.com"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowPassRoleForSubscriberNotificationSeclLakeArn",

"Effect": "Allow",
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"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringLike": {
"jam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/
AwWSServiceRoleForAmazonEventBridgeApiDestinations™"
1,
"Condition": {
"StringLike": {
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"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylLakePermissionsBoundary"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [

"iam:PutRolePolicy",

"iam:GetRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",

"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

}
iy

{
"Sid": "AllowIAMActionsByResource",
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"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,

"Resource": "arn:aws:s3:::aws-security-data-lake-*"

"Sid": "S3ReadAccessToSecuritylLakeMetastoreObject",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion"

1,

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets™"

1,

"Resource": "*"
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BRTACEZHFALET, £/, Security Lake FEEE ALV Y —AICHULTRORSBERAY
ARRITTEDBLRSICBYET,
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"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [

"organizations:ListAccounts",
"organizations:DescribeOrganization"

]I

"Resource": [

"

]

"Sid": "DescribeOrgAccounts",
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lake/*"

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount"

1,

"Resource": [
"arn:aws:organizations::*:account/o-*/*"

"Sid": "AllowManagementOfServicelinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

]I

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-

"Sid": "AllowListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

1,

"Resource": "*"

"Sid": "DescribeAnyVpc",

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "ListDelegatedAdmins",

"Effect": "Allow",

"Action": [
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Condition": {
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security-lak

"StringEquals": {

"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,

"Resource": "*",

"Condition": {
"ArnLike": {

"wafv2:LogDestinationResource": "arn:aws:s3

e-*"

}

"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [

"wafv2:ListWebACLs"
1,

"Resource": "*"

:::aws-waf-logs-
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"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"wafv2.amazonaws.com"

]
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"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleRole"}
"Action": [
"kms:CreateGrant",
"kms:DescribeKey",
"kms:GenerateDataKey"
1,
"Resource": "*"

}
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FX—BBEOBHBRIEENET, CloudTrail AT 77 Ak, NTVY U API I—LOEFRFHS
NEAZYORL—ATRBEVESD, BEDIEFTERTENEE A,

ROFIE. GetSubscriber72<3a>® CloudTrail O IR ERLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
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"type": "Role",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
iy
"webIdFederationData": {
iy

"attributes": {
"creationDate": "2023-05-30T13:27:192",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f0f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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Amazon Security Lake )Y —AD X T F

2Tk, BEDZ AT D Amazon Security Lake AWS UY =A% E, UY—RAZEHLTEVWHT
BENTEDATIOIRILTYT, 2TE. BHW., FiEE. RE, TOMOEELRE, XY
FRAFETIY—RAZHE. 28, EEIDDOICRUEET, Leald, 2T2FEALT, RUZ—
OEA, VY—AORXE, BEQIAV T AT AEHRD—0 70— &Y R—KTBDVY—ADH
BEITSZENTEET,

Security Lake YUY —AIZlE, YT RAISAN—ERBLZDAWS THIVKN O OF—RL A IHRED
RTZENV)HETHBENTEETAWS V-3,

N

- RTFHTOEK

« IAMARUS —TRITZFERTS

« Amazon EF1UTALA VY —ANDEZT DEM

« Amazon Security Lake JY—ADOXJ DL E1—

« Amazon Security Lake UV —ANR T ZiwET S

« Amazon Security Lake ')V —AH S5 O R J D HIER

2T OEK

JY—AIZRE, BRSOBEDRTZEHDENTEERT, RTRFTIAETIh, 1 DOMBERTF—&
A72320D1 2ORTETEBEENATEY), ESS5EHBFRANFERBLET, 2TF—R. &)

EHNBRTEOATIVEL THETE —BNBEIRILTT, ZTER. 2TF—0RRBRFELT
BWEEL XY,

e, SETFEBRE (VI RF—RAEAVTLIAF—RAOHYTRIZAN—1tY M)
DEFIVTATF—REPMIDHTRAISAN—EEBMITBEHEER, ThSOHTRAISA4/N—
(CEnvironment X I F—%&ZE|V)HTBENTEEXRT, BEITDZIXTEEF. "S5OTF—XZ0HT
2HTRAUVZ4/N—CloudDHZAIE AWS H—E R, TOMND R {EON-PremisesDHBEIE THD
BENFHYET,

Amazon Security Lake VYV —RICZTZEEL TEIHTHE, UTORICEELTSEEL,

« BUVY—AKER, ZFER0ENRTZHRETEERT,
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c DY—RZEE, BRIV F—RB—ETHIVEN DY, ZTER 1 DEFHEOIZENTEET,

c BTDF—CETR., ANFEPMFARXBENAET, RANTFIT1RELT, BT ZARX
FILT2HMBEERL., TOHEKE )Y - A2ART-—EBLTERIDCLEZHHHLET,

« RTF—([FHK 128 XF (UTF-8) TF, XTEICIFHZR K 256 XFD UTF-8 XFEEHDENT
BET, XFICRK, XF, BF, AR—A, FLERRORSEZFERHATETRT:. _, /=+-@

caws: FL714V IR, HEATERELSICTFHNEIATVET AWS, ERLEEDRTF—%
BICEFEATEERA, ESIC, COTLT7AYVIREFERAT DRI —F-REEZLEEELE
HIBRT DLW TEEFEBA COTLTAVIREFERATEZRIGE, VI—ABLEYDRITHD
9 —X GO E) ICEHTVRERTFEA,

« BWETERTRE, AWSTATIY N BLVEIVHTEAWS V=232 TOXKMEATEERT,

- Security Lake ZFEAL TV Y —RICXTZE) HTBHEE, RTEEIETHAWS U—23 >
@M Security Lake ICEERFENTVAUY—-RICOKBEBAHAENET, chs5ld. Security Lake
D AWS Y —E X THER. . FLEERETS. BETZHR—K VY —-RICRKERE
NEBA, EEAR, F—RLAVICETZEINVETEERE. RTJBEEE V-3 20
Security Lake AN T—RXL A VREICOABERAEIAET, OT R AR M TF—RHFREFEA TV
% Amazon Simple Storage Service (Amazon S3) N7 Y NMZIFERAEhEFE A, BENFTS I
)Y —AICERT #E| ) HTBIZIE, AWS Resource Groups £k Y—A AWS H—E R %
RETD 2FEATEET, HlXE. SAMazonS3S3BETT, BEETZ VY —RICKXT#E) Y
THE, F—RLAVZEYR—KITBVY—-RAZHELRXIKBYET,

« DY—RAZHIKRIRDE, TOUY—ALLENHTSATVRRTEHIRENET,

TOMOFR, N, RANTSI9FTA4RAZD2VTRK, "TAWS VY —ZA0Z2TFT1——HA
Ry DAWS T DY—A0ORTFH1 #SRBLTLSEETL,

/A Important

BERET—IXTOMOBBRT—RZZTICRELBEVTEEZVN, 2T ICE AWS H—E
A, BEUZL DO HMS5T UV EATEET AWS Billing and Cost Management, Zh 5 kw7
F—RICFERITZIEZEMELTVERA,

Security Lake VY —AND R T ZEBME RTEE T BICIE. Security Lake 1Y — )L E f= & Security
Lake APl ZEATE XY,
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IAMARU > —TRIT%2FERATD

DY—AQORTHFHZRBLER, RIR—ADIYV—ALRILOTFT U tAFFA%Z AWS Identity and
Access Management (IAM) R —TERTEEXR T, cOFETRIZFEATHE, AOENDT—
H—eO—LUHFVY—ADERERTFTHOT O CAFTAWS PHOV N 2#2FSE, £01—H—
EO—IAKY —MBICETZENM. RE. BIRIZDT IV EAFAZE N ZEHMAKHBETEE
T, RTICESVTT IV EARZHHTZICE,. IAMAKRUS —DOEBEEETERIBEEOREF—%E
ATEET,

EEAE, UY—A® Owner X TA—H—FNEEEThTVEHEES, 1—F—CITXTO
Amazon Security Lake JY —AAND 7N T 7t AZ2FATH RIS —2EHTEET,

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}

BTENR—AICLTVY—ALRILTT IV EAFAZEEZLLBE. TOT 7 EAFATREEICR
MEhET, 2FY, VY—AFEREhDEISICVY-AORLHANEL, HILLUY—-RICX
TOERAZI<SICEBETERRSICANET, UY—ALRNILOT 7 AFAZEAL T, LWL
V—RAREBREOVY-AL, EQRTF—CEZRERNTINZHEIDLETERT, FMICD
WTE., "IAMIA—HY—HA R, O "2TZFERALIEAWS VY —ZAANDOT 7 ADFIH, 228RL
TLEEV,

Amazon EF 1V FTAL AT JY—=ANDZRT DIEBN

Amazon EF 1T A LAV VY—AICRTZEMTSICIE, EF1VF4LA0AV=IEERE
EX¥1U)F4L AU API BFEATEEXT,
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/A Important
DY —RAICRTZEMTRDE, VDIY—ANDT IV EAILEEEZEAD UMl HYET, U
V—AILRTZEMTBEIC, 2TZEALTIY—ANOT I AZHETAHAELEDSH
% AWS Identity and Access Management (IAM) 7R > — &R L TS EE V),

Console

? Security Lake ZBMICTD AWS V=232 ', YT RIVSAN—%EKT S &, Security
Lake IV =)k, V=23 Fh@EHTRIZAN—DOF—RLAIVBREREDZRT &)
V—AICEBMTREHOFTaINRRENAET, VY—AZERLES, VYV —ILDOETR
LTIV —RICRTZEMLET,

Security Lake AV =)L ZFEAL T, BFEOVY—RAIZ1 2UREOZTZEMTBHICE. AT
ATYTIZRVET,

VY —AICRTZEMNT S

1. Security Hub 2V —)L https://console.aws.amazon.com/securitylake/ ZH& £,
2. RTZEMTBDVY—ADZATICHRLUT, ROVThAZEITLET,

C F_ALAIBREOBEE. FEF—SIURAVT(I—T AL EBRLET. K.
r)y—a>r, F—=7ITTU=23a3>r, 2 8RLET,

s YT RIOZAN—DOFEE., TETF—2aRADT[HTRAITAN—] ZBRLET,
RIZ, "My subscribers; T—7ILTHT AT A N—2BIRLET,

BTROZAN—NT—TILCRRENBVERRF. R—ZOHLEEBO AWS V-3
tLOVZ—#FEALT, YTRIZAN—ZERLEEV—23 2V ZBRUET, RICE,
REQV—23aVIIEALTOKOBEFEOH T AITAN—DENRRENET,

3. [WmE] ZEBRLET,

4. ROV E0232ZREALET, cOEIZIAVIZE, VDY—ARICHEEYHTShTVLS
IRXTCORITHF—BERRENET,

5. Inthe Tags section, choose Add new tag.

6. Key RYIRIZ, VY—ARICEMTBDRTDRTF*F—2AHLET, RIZ. "EIARYIRA
2. FETF—ORTEZAHDLET,
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BRTFXF—ILERRK 128 XFEEHDENTEET, XTERIBRK256 XFEZZEHD N
TEET, XFICF, XZF, BF. AR—A, FLERRORBEZFEATEET: _, /=+-
@

7. DY—=RICHNRTZEBIMTSICIE, [Add new tag] ZiBIRL ., BIOATY T &EVIEL F
T 120UV —AILIE, ZRRS0BEORTZEN) HTBENTEET,
8. RXTMEMZZET LS, [Save (IRTF)] ZiBIRL F T,

API

DY—REERLT12ULEDRTZ2TOTSALATEMTSICIE, ERTRDIVY—ADRATIC

WL CreateBEZFEALE T,

« F—ARL A UKE - CreateDataLakeARL —>3a> & EHATSH. AWS Command Line
Interface ( AWS CLI) ZFAL TWVW3B Ak, create-data-lake AN REETLE T,

« Y7 A5 4 )\— - CreateSubscriberANL—> 3> #EHT5H. 2#2FEALTVRESE
create-subscriber ¥ > R AWS CLIZZETLE T,

DOTARNTR, tagsN\ZX—RZFEAL T, VDY—ARICEMTRERTIDERTF— (key) &F
7’23 nRYIE (value) ZELET, tags NTX—RE, A7 IO NOEIEZEELE
T BATPIONIEZTF—ETNIHEETRZIRITEEZEELET,

BFEOVY—AIL 12U E0RT =BT SIZIE. Security Lake APl O TagResource AR
L—>3a>zEAY%H. Z2FALTVSHEER tagresource Y > R AWS CLIZZE4TL
£9, UVITARNTR., 2IZEMTSH)Y—AD Amazon )Y —AF—LA (ARN) ZiEEL
£, tags/N\FXA—RZFEAL T, EMTEIERIDRTF— (key) EFT>a>nRIE
(value) ZHELF T, CreateRER IV ROBELEKIC, tags/N\TX—REFEATZ T
RO, DEWERZITF—ETNICEETDZIRIBICADOAFATDIIORNEEELEY,

BIZIE, XD AWSCLI OX > RiF, BEENEYTAITA4/N—ICEnvironment X JEZ D
Cloud 27 F—%ZEBMLET, ZOHE Linux, macOS, £LE Unix AIC7+#—X Y hEnT
1), BAPTEERLEEBEHICNYIRTYS 1 () OFREXTEERALTUVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

DY—AIZ BT ZEBMT S 215


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html

Amazon Security Lake d1—H¥—HA R

O—ROFEARATOESY) T,

- resource-arnXJZBMITEZ YT AUT4/N\—D ARN ZIEEL £,
« EnvironmentY 7 AUV TAN—ICEBMTBRIDEITF—TT,
e Cloud &, BEEN=RY F— (Environment) DR ITETT,

ROBITE, AR REYTRIZAN—ICEBOZT2EMLET,

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe

tagsBIADBE AT T U N, keyvalueE DEIBOMEAN BETT, L. valued]
BOEBREREOXFINETDENTEERT, XTEZRXRTF—ICEEMRTEVES. values]
BOEZBELBEVWTSEEV, LEAEFE., UTFTOONY RE, BEFGFSsShEZTEEZEETR
WownerXJF+—ZEMLET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

BTG ARL =23 HNEEICKRITENLBEEWR Security Lake IEZE M HTTP 200 L AR A
ZIRULET, ThUADEE, Security Lake I& HTTP 4xx EEEARL =2 3a VA KBLU B H
ZRYT 500 LARAZIRLET,

Amazon Security Lake VY —ANDZT DL E1—

Amazon Security Lake J Y —AD XY (RTF—E X JEDOMA) &, Security Lake IV —ILE L
(& Security Lake APl ZfEA L THRFETEEXT,

Console

Security Lake AV —)LZFEALTVY—ADOR T ZHRETSICE. ROFIBEICHVET,
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JY—ADRTZ2HEBIBHICE

1. Security Hub 102V —JL https://console.aws.amazon.com/securitylake/Z R & £ 7,
2. BRUZEHMBIBDVIY—ADRATICHLUT, ROVTFhADU U ZETLET,

s F=RLAUVRBREDEZEE., TES—2a3aRAOD[V—=2a V] BBRULET, U—
TarvF—=7IIT)—=23a &EBIRL, RE)ZBRLET, RIZ, (21923 %E
BEALET,

« YT RAIOSAN—DOBEE., TES—23a RAVT[HTRIZAN—] 2 BRLET,
RIZ, "My subscribersy T—7 LT, YT7RAIZAN—DOBFZBRLET,

HITROSAN—HBT—TINICRRENBVERRE. R—0/HLEEBOAWS V-3
ELOR—%FEHALT, Y7 RAI9SAN—%ERLEUV—>23 02 BRUET, RICE.
WEND—>3aVICELTORDOBEEOY T AVSAN—QORENRRENET,

Tags o> avillEk, BEVY-AICEWHTSNATVRIXNTORIN —EBERRENET,
API
BEOVY—AORT 27O ZLTEEL THRZET S, Security Lake APl O

ListTagsForResource AR L —> a2 AL ET, VI T ARNT, resourceArn/\T X—X %
FALT, DY—AD® Amazon JY—AX—LA (ARN) ZIEELFT,

AWS Command Line Interface ( AWS CLI) ZfEA L TW335&(F. list-tags-for-resource AN >
RZEITL., resource-arn/NZX—ZZFEALTUVY—AD ARN ZIEELET, fi:

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

HOBITIE, arn: aws: Security Lake: us-east-1:1289012:
subscriber/12abcd-12ab-34ab-34ab-34ab-34cd-56eb-12ab-34cd-56ablEBkEn %7
AO9Z4/N—D ARN TT,

ARL—2 3 UHNEEICERITE hEHE K Security Lake (dtagsE I ERLET, BEIRNOEA
TOTORE, BEVY—RICEYHETSNTWRERYT (RIF—EXJTEOMEE) 2EELE
j-o ﬁu

utagsu: [
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{
"key": "Environment",
"value": "Cloud"

.

{
"key": "CostCenter",
"value": "12345"

.

{
"key": "Owner",
"value": ""

}

< C TEnvironment, CostCenter, Ownerld, DY —ARICEIV)HTs5hBDRT

F—T9, Cloudlk, Environment X F¥—ICEENF TSN TVWRRXIETT,

12345(%, CostCenterZ U F—ICHENFITSNTVWARIETT, OwnerX T F¥—ICI&, BEE
ITRRTEEHY)ERA,

Amazon Security Lake VY —AND R T ZiwmET

Amazon Security Lake Y —RADRYT (RTF—FL@E X JE) Z2fwmETHICEFE. EFaVF7aL 4
21>V =)L FE =& Security Lake APl ZfEATE £ 9,

/A Important
JDY—ADRTZ2mETDE, VDI—ANOT IV EACEZETDHUEENIHYET, VY —
ADBTF—F R EZHFETDEIC. 2T Z2FEALTIY—AANOTFT IR ZHETHA
BEME D & D AWS Identity and Access Management (IAM) /R 2 — &L TS EE V),

Console

Security Lake AV =)L ZFEAL TV Y —ADR T ZHmETSICEFE. UTORTY FICRVE
9,

VY—ADRTZ2mETSICIE

1. Security Hub 12/ Y — )L https://console.aws.amazon.com/securitylake/ ZB & £ 7,
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2. BUZEREITRDVI-AOZATIIHUT, ROVThAOBREZITVLET,

C F_ALAIBREOBEE. FEF—SIURAID[U—T IV EBRLET. K.
r)y—ar, F—=7ITTU=23a3>r, 2 8RLET,

s YT RIOZAN—DOFEE., TETF—2aRADT[HTRAITAN—] ZBRLET,
RIZ, "My subscribers; T—7ILTHT AT A N—2BIRLET,

BTRIOZAN—HNT—TILCRRENBVERRF. R—ZOHLEEBO AWS V-3
tLOR—ZBEALT. YTRITAN—ZHEELEV—23 2V ZBRLET, RICE.
REQV—2a>VICEALTOKOBEFEOH T AITAN—DENRRENET,

3. [MmE] ZEBRLZFET.

4. [BT1E€02aVEREALET, Tags 7232 IClk, BEVY—RICEVUIHTSNTVS
IRXNTORIN —BERRENET,

5. ROVWThHZRITLET,
c BFEORTF—ICRTEZEMTRICEK,. RTF—DHEICHD Value RY JAICEZAD
LET,

c BREORTF—ZZEITRHICRE.,. ZTOEICHS [HIR] ZBIRLUET, R, FLLA
TJZEMZIIYILET, RREABDF—RY TR, MILLEITF—ZAHNLE
T, BRY VAL, BELCKUTHEETZRIEZANLET,

« BFORJVEZZEEIRICE, EZ220 "E) RY VAT X ZBRLE T, RIC, [Value]
RY DACHLWRITEZANLET,

- BFEORJEZHIBRIZICE, TOEZEC E) RYTAT "Xy Z2BRLET,

c BEORT (BUF—L2TEOME) ZRIKRTSICE. ZTDHEICHS [HIBR] ZRIRL K
ER

DY —ZIZE, BRSO EDETEEDBENTEET, FTF—ICHIEKX 128 NF%EE
HBENTEET, FTERIBEKAK26 XFZEHDDENTEXT, XFICKK, XF, I
F,AR—A, FERRORBSZFERATEXRT: _, (/=+-@

6. XTDBWMENTETLIES, [RIF] ZBIRLET,

API

VIY—ADRT 27077 LTHRETDE, BFOXTINFHLWMETLEEEEAET, LA
T, BV ERETHIHRELRFZERG., RIF—FLRRJTEZHRETION, FLETORAEZHRE
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EIDDONICEL2TERBYNEY, RUVF—Z2HmEIZICE. BEOEITZHKRLT, HILLWET
ZEMLET,

RTF—ICHEERMTSNTVERTEOK ERETIFHIBRT B2, Security Lake API

O TagResource ARL —> 3> ZEAL TBRTFOEZ EEELE I, AWS Command Line
Interface (AWS CLI) Z#EA L TW3HE. tag-resource AN RZEITLET, UVIAN
T, RTEZREFTZEHIBRTSD )Y —AD Amazon VY —AZ—LA (ARN) 28 ELE T,

SRTEZRETDICE, tagsNTX—REZFALT, RTEZZEELEVRTF—ZEELE
T F—OHLLVRITEEEELET, fIRE, RO AWSCLI OX Y RiF, BEEhEYTA
DTAN—IZE) ¥ TE5NhEEZ YT F—0n-Premises®Environment X J €% Cloudh 5 IZ &
BELET, COHlE Linux, macOS, £ Unix AIC7 A=Y Y RENTHY, s ITEE
BEEEZLEHICNYIATYS 1 () DITHEXFZFEALTVET,

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

O—ROFEAFRATOESY T,

« resource-arnlk, Y7 A5 4/XD ARN ZIEEL X7,
« Environmentld, ZE TR X JTEICEEM ITONTVWRRITF—TT,
* On-Premisesld, ¥EL XY F*— (Environment) \ZERAITZHLVWEITETT,

BRTX—NSRTEZHIBRTDICIE, tags/NTA—X—DF—Dvalues|BHDEZEELHZWVT
<EEV, fi:

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

FARL =23 UNEEICRTENEBEE,. Security Lake [EZ= M HTTP 200 L AR A%RL
£9, ThEUUNDIBE S, Security Lake (& HTTP 4xx £l ARL =23 FAKBUEERERT
500 LARAZBRLET,
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Amazon Security Lake U Y —2ZXH 5 0O X T O HIBR

Amazon EF1UFT AL AV VY—ANSEZTREIBRTDIZE, EF21UF1LA40O0Y—IEE
FtEF21)T4LA0API ZERTEET,

/A Important
JY—AN SR TZHIBRTDE, VY—AANDT IV EAILEKEEEZ 0NN B ET,
RTEHIBRTDHIC, RTEFERALTIYV—ANOT VA% HHT S UEEDH S AWS
Identity and Access Management (IAM) 7R & —ZHEERL TS E&E L\,

Console

Security Lake A2V —J)LZFEAL T, VDY—AAS 1 2REDORTZHIBRTBICE. UTOR
TYTICRHVWET,

VY —ANS5RTZ2HIKRT S

1. Security Hub J12/Y — )L https://console.aws.amazon.com/securitylake/Z B & £ 7,
2. RUTEBBRITIDVY—ADZATIZIEUT, ROVWThHLERITLET,

s F=RLAURBREDEEIE., TES—2aRAOT[V—2aV ] ZBRULET, RIC,

r)—a>r, F—=7IT "TU—=23r, 28RUET,

« YT RAIOSAN—DOBEE., TES—23aRAVT[HTRITZTAN—-] ZBRLET,
RIZ, "My subscribersy T—7INTHTAITAN—%2BRLET,
HTRAOZAN=—HFT—TILICRRENBEVEEE. R—P0HLBOAWS V-3
vLOZ—%FERALT, YT AISAN—"ERLEV—2a 2 BIRUET, RICIE,
BEQU—2aVICBLTOROBRBEOY T RAITAN—DOIZNRRENET,

. [MRE] ZBRLET,
4. [BRONVEV232ZRBALET, Tags I a2VICkEk, BEVY-AKLHUIHTSATVS
INTORITNF—BERRENET,
5. ROVWThHZRITLET,

c RTDRTEOHKZHIRTDICE, HIRIZEZESE ] RAY VAT X ZBRLET,

c BTDRITF—ERTEOMEZ (RTT)HIRIZICE. BIRTDRITDEICHS [HIER]
ZBRLET,
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https://console.aws.amazon.com/securitylake/
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6. DY—ANSEMORTZHKRTSICE, BIRIZDXTZEMT B ECICEOFIEZZEY IR
LEXrT,
7. RTOHIBRERTLES, [Save (R7F)] ZERLFT,

API

Z7OUZLTYY—ANS 1 2EDORTZHIBRT B IZIE. Security Lake API @
UntagResource AR L —2 32> ZFERALET, VI I ARNT, resourceArn/NFX—X—%Z1f&E
ALT, 2T ZHIBRT DY —AD Amazon VY —AZR—LA (ARN) ZEEL E£T, tagKeys/\
TX—ZZFERALT, HIRTRZRITDZITX—ZEELET. BEHOXTZHIKRTBICE.
HIBRT B &R T Dtagkeys NTXA—X—E5|8ETVINH 2R (&) TRY>TEMLET
(ffl:tagKeys=keyl&tagKeys=key2)e UV —ADLSHEDRTE (ZTF—TEEV) D& ZH|
BRIBICIE, RTZHBRTBDIRDYICZTZRERELE T,

AWS Command Line Interface ( AWS CLI) ZfEA L TV % F &k, untag-resource Y > R
ZREITLT, VDY—ADNLS 1 2REDORTZHIBRLE T, resource-arn/N\ZX—&RICIF, X
JEHIBRTD VY —AND ARN ZIEELET, tag-keys/\TAXA—RZFEAL T, HIBETDZR
TDRITF—%IBELET, LEAE, KOOAXURE, BELEYTRITAN—H5RY
(EnvironmentRJ*¥—E X JEOMEE) ZHIBRLE T,

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

CC T, resource-arn RRJTZHIBRT B BT AU 5 4/XD ARN ZI5EL ., HIRTZ 2T DR
7‘ q=__cﬂj-o

DY —ANSEEORT ZHIBRTZICIE, BMOZERT ¥—% tag-keys NTX—Z—D5|H
cELTEMLET, Hi:

$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner

ARL =23 N EEICRITENEF S, Security Lake (20 HTTP 200 L AR A%ZRL
F9, ThEUUNDIEZEE, Security Lake (& HTTP 4xx £ ARL =2 a o AFRBUEEBHEZERT
500 LARAZRLET,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/untag-resource.html
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Amazon Security Lake D NZ T IIN 1 —F 1Y

Security Lake OFERIC#E > TRENMNRELEHERE. UTOREY IESBLTLSEEL,

T—RLAVDAT—BAODRNZTIIN>a1—FT142Y

Security Lake A2V —)LOBBER—J I, =2 LA VICEEZEA TV 2REOBREN KRS
nEJ, HIAE. D CloudTrail FEFFZER L TWRWEE. Security Lake & AWS CloudTrail
EBARNOOJREZBMICTEELA, BER—DIZE. BE14 BEACREL CEAENRT
TNET, SEBEOBRPEHREINDBEFIEERRTEET,

BEAOBEIC7OTSALATT VAT SICIE. Security Lake @ ListDatalLakeExceptions AR L —
2aAvEFEHATEERTAPIL, Z2FEAL TVSEEE AWS CLI, list-data-lake-exceptions 1Y > R
ZRITLET, regions NFX—RIZE, KERE (/N—2ZFdtus-east-18) V—23 > &
EMDOBUEQOU—232>0—RZEBELT, T8O —2avVIlEETHHBEZRAETESR
T, regions NTX—REEHHEWVEE, INTOV—2aVICHEITHIHEN BREINET, U—
2aVIA—ROUVANIDOVTE., TAWS £201) 77 L A1 ® "Amazon Security Lake T R
KA b ZBRLUTLKEZL,

BIZIE, RO AWS CLI O RiE, us-east-18KT eu-west-3U—>avicgEarE52TVY
PEEE—ERRLET, COHIE Linux, macOS., £ Unix AIC 7A=Y R&ahTHY)., 5
ARTEEMLERBEDICNYHIRT YL () OFRELZEEALTOVET,

$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

BREEIE T Z—% Security Lake 1—H—I(C@HA TS (CF. Security Lake @
CreateDatalakeExceptionSubscriptionZAR L —> 3> ZFEALETAPI, 1—F—IC&F, E X—
JL. Amazon Simple Queue Service (Amazon SQS) ¥ 1 —ADEE. AWS Lambda BEHA O E.
FLERYR—RNENTVBBO7O0RNINZELUTEBHAEZZTRMA ENTEERT,

Bz X, XD AWS CLI OY > RiZ, Security Lake BISAADBEHEIEEENETHT > NMZSMSHE S
TEEFELET, COPHIE Linux, macOS, £EEF Unix BIC7 27 —X Y RETHY, AT %E
BLEEEZEHICNYIART YL () OTFHENFEFEALTVET,

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lake-exceptions.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
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--subscription-protocol "sms"

BIAGT AoV T>a> 0 lERRTSICIE, GetDatalLakeExceptionSubscription 7
RL—=2a>VEFERTEET, IS TRAOVT2 a2 2EHITDICE.
UpdateDatalakeExceptionSubscription AR L —> 3> #EATEET, fINT T ROV T a %
HIBRL TEHNZEIETBICIE,. DeleteDatalakeExceptionSubscripton AR L —> 3> #FEHATE
ED

Lake Formation BRED NS TN 1 —F142 9

X D&, Security Lake & & U AWS Lake Formation F— XX —AELIET—7 )L O ERAEIC

REFTHARMN D — B EEEOLHEBEICKRILEET, Lake Formaton DS 7)1 —

TATICETRTOMORNEY JICDOVWTIE, TAWS Lake Formation RO Y /N—HA K, @
CRSTN1—F420, 023> uz8BLTLSEEY,

FT—=7IHNEI2h5EL

BTRIVTAN—%ZHEBLESETRE, COIT—HRRENDENFBYUET,

COIT—ZRRTBICEF., V=23 ICV—AZBICEMLTWS & Z2EFBLE T, Security
Lake H—EADQ7LEI—DV)—ABICY—RAZEMLEHEEE. YTRAISAN—%2ERTSH
Y —RAZBEEMTZIHENHYET, V—ADEBMICOVWTOFEME. "Amazon Security Lake
THJ—AEE, 2ZZRLTLEEL,

400 AccessDenied

NAZLY—AZENMLT ZHOHTE, COTIT—HARRENDENHYE
JCreateCustomLogSourceAPl,

CcOIZ—ZfARTBDICIE. Lake Formation DHERZEFZEL TS LV, ZHTEHTIAMO—)L
IZ1&. Security Lake TF—ZR—ADT—TIIERT UV AFAAPINBET T, FHMICODVTIE.
TAWS Lake Formation BEFE&EH A R4 ® TLake Formation IV —J)LEZRIFE )Y —A XYY
REFALET—ER—ATILAFIOFE, #SBLTLIEEL,

SYNTAX_ERROR: 1:8 17TH: SELECT * FABmWD L —> 32 S EFFAIE
nE¥tA

Lake Formation THIHTY—AT—7INZE VT VITREEIL, COIT—HNRRENDENH Y
9,

Lake Formation IO NS 7)1 —F 129 224


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/troubleshooting.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-database-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-database-permissions.html
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CHIT—ZMRITDIZE, [CHA A LEEEIZEALTVWAIAMO—)LIC 7O 2 ASELECT®H
AZFELET AWS THU N, SELECTHRZNFETSDHEICDODWTE. TAWS Lake Formation
FREHA Ry ® TLake Formation IV —J)LEBRIFE VY —ZAXVY REFEALET—7I)LE
[R5, 22RBLTEEL,

Security Lake &, O L tD 7)) > 2 /VJLARN%Z Lake Formation 57—
XLAVEBEICEMTERVATLE, BEOTF—ERLAUVBTEEIIC
. EFRPEELBEVENETIIONIINFEENTVSIEEN B E
ER

COIT—I&, Security Lake ZBEMICTD EE, £k 2OV —-AAWS H—ERX & LTEMTY
BDEEIIRETRENHYET,

COIZ—ZRRIBDICE. UTOFIEZERITLET,
1. T Lake Formation 32V — )L & R & ¥ 9 hitps://console.aws.amazon.com/lakeformation/,
EBI—Y—-&LTHA21209%

2

3. FEF—2a RADO[FA|TERBO-INEZARAY]ZBRLET,
4. [F—R2LAVEBE]| V23> T, [EEEZER ZERLET,
5
6

Not found in IAM, EWVWSSRILOFVETD I NILEOVTL, "T®RELD Z2IBRLET,
Security Lakel@EZ £S5 —EH L T EE L,

Security Lake CreateSubscriber with Lake Formation &, Z T A NS -HD
FiLLWRAMU Y —AHBOREFZERLBEA O L

Security Lake T Lake Formation Y 7 A9V 54 N—%&ER T S H1IZ, Lake Formation /\—= 3> 2
FLEEIN=23V3OVOARATADRTF—EHEBTIVY—-RAZHELTVESRE, COIT—N
RRENDEN B ET, Chid, Lake Formation N\—2 3> 2 BKEN—23 2 3OV0ORT
WOV RNEEN, BROOVORTHI N7 IOLAFAIOFEERZ 1 AWSRAM DD )Y —AHEI(C
RYvETTB2eT, VDY—AHRBOH AWS RAMZREILTH1-HTT,

Y —ABRBRICHTAISAN—OERBICIEELEAID AHY ., UY—AHRE
A'CreateSubscriberL A7R AARN®D ARNE — BT B & #HBERLTLEEL,

Security Lake &, MOHLTD 7)< /V)LARN%Z Lake Formation F—& L 1 7 &1 225
thT REQF—RL %E%Lu EFPEELEVEMET YN

FHIET.

Z


https://docs.aws.amazon.com/lake-formation/latest/dg/granting-table-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-table-permissions.html
https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html
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Amazon Athena TOOIUO KNS TN 1—Fa42T

RDEHRZEMEAL T, Security Lake S3/NT Y MCRFEENATVWEF T2 T K% Athena &£
LTOTIVITHBRICRETDAEMOH D — BN EEBEEZDML TEELE T, Athena DT

N1 —FTA4VTILETRDREOMONEY JIZDOVWTIE, TAmazon Athena 1—H—HA R, @
FAthena TORZ TN 1—F42001 0232 28RBLTLIEEL,

JTVEEITLTE, F—RLAIAOFHFLVWATZ IO NFRENEY
Ao

Security Lake @ S3NT Y NMZEFNSOAT IV RNEENTVTE, Athena VTR F—XL
A9ADFHFLVWAT DIV RNEREBVEEN HYET, Chik. Security Lake ZEMIZL TH S
BEAMIILESAICRETDENHYET, TOH/ER., AWSGlue N\—F 1> 3 @EHLVWF
TOITORNEBNICERLAVAIREEN HY ET,

COIT—ZMRTBDICE, LTOFIEZRITLET,

1. T AWS Lambda 2V —JLZ R & ¥ 9 https://console.aws.amazon.com/lambda/,

2. FEF—>23arN—0)—23> L UXT, Security Lake A"ERICE > TWB D IZ Athena
VTVNFBEREZREEVWI 23 2BRULET,

3. FTETF—3asRAUHS BB EERL, V-AN—DIVIRKUTROVARNDS BEZERE
RUET,

* Source version 1 (OCSF 1.0.0-rc.2) -
SecurityLake_Glue_Partition_Updater_Lambda_#region> B§#{,

* Source version 2 (OCSF 1.1.0) - AmazonSecurityLakeMetastoreManager_#region>
B9 &K
4. [BE]RT T, [NUAH-]ZEBRLET,
5. BBOBMIHBAT7>3a>zBRL, [RE] ZERLET.

6. [FMUA—ZBMY] ZBIRL., RTF] ZEBRLET, ChiCRV), HEORES [BUICEDY)
£ I

AWS Glue T—7 NI T OEATE KV

DIVFTOEAYT AU T 4/)N—&, Security Lake F—2%EE8 AWS Glue T—7ILICT VAT
ERVEENHYET,
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https://docs.aws.amazon.com/athena/latest/ug/troubleshooting-athena.html
https://console.aws.amazon.com/lambda/

Amazon Security Lake d1—H¥—HA R

£, JOATHIRT—TINHRBEEY RNTYT (BT AVZAN-—ATY 7)THRAEATVWSF
JEZRTLTVWRD e Z2BEBLET,

BRENFRLETIVEATERVEER., ROFIELCH > TSEEL,

1. T AWS Glue Y —)L%Z B & & 9 https://console.aws.amazon.com/glue/,
2. FTEF—=23AURALUT, [F—RAXOT] £ [HROTRE] 2BRLET,

3. UY—AR—ADOR) > —%FRALTAWSGlue T—7INICT O AT HHAZY T RIS A
N—=ICFELET, VDY—AR—=ADORI) S —OERIZDOWVWTIE., AWS Glue RO Y /N—F 4
RD TAWS GlueD )Y —AR—ADRI) S —0fl, #2SBLTLEEV,

Organizations DEED NS TN 1 —FT142 9

X DIER . Security Lake & & U AWS OrganizationsZEA T2 & EICRET D HREMDH D — i
WAREORIMEIEEICRISEET, Organizations RS 7N 1—F 4 JICBATRTOMO N
EY 21C2VWTk., TAWS Organizations 1—H¥—HA R, ® "hZ7I)IN>a—F7420, o3
CESBLTLSEZY,

CreateDataLake ZRL —2 3> ZHUOEBETEEICT IV EAEEIS—HFE
HSLELETHONE, HBOZEEEEETHIRNELEFAZRT
OT7HORNTHDBENFHV)ET,

FEENEEBETHIORNFBLTVEEABZHIBRL, TOT7HV MZEAL T Security Lake

OV =)L E k& ZEHL T Security Lake CreateDatalake 2t Y RFYFLKSETRDE, 2D
IZS—NRRENDENHVY)ETAPL

COIZ—ZBRIDICE, HOBBOEREREET NI NKERAZ RTPOYTHI NEE
ALTLSEZEL,

Amazon Security Lake PA 7T AT A ETIVRAORNSTIL
S1-=FT42T

RDOERIE. Security Lake & OFERARKFICKETHUEMEN HD — BN EBBEOZHEIMEIEICKIS
FTIAM,

Organizations DEBEDO NZ TN 1—F 129 227


https://console.aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/security_iam_resource-based-policy-examples.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_troubleshoot.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
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Security Lake TP V23V ZRTIBD BRI hATOAY

NTOa>zRTTHHERNBZVE AWS Management Console BEIL =541k, BEEICEHKL
THR—NEZHKBEIIDILENHYVET, BEEEG, RAFREEDICEBELEAYTT,

ROBIOITZ—IE, mateojacksonAMIL—H—A" A2V —)LZ2FEAL TRZED OFHZERRL &
S5&ELTWBsubscriber, Z 0 Securitylake:GetSubscriber 7 UV AFAIN K WVEE
ICHRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
YOURSERVICEPREFIX:GetWidget on resource: my-example-widget

—MFE. Mateo &, Securitylake:GetSubscriber 79> 3> %ZERAL T subscriber 15k
TORANFAENBRSIC, EBEBEICRV—OEHZHELET,

iam ZE1TITSERN H'V) FB A, PassRole

iam:PassRole 7923 aRT I3 ERIBVEVS IS —HNFRRENEGZEE. RU—%F
1L T Security Lake ICO—J)LEETCENTEDRSICTRIHEN HYET,

—#D AWS H—ERX T, HILWH—EAO-ILREFY—ERALCUVEnEO0-IZEKRT
B2RDVIC, ZTOY—EACBRFEOO—LZEIEANTEXRT, TOLHICEK, Y—EARICO-L
EEITHERNIBETT,

ROPIOITZ—F., EVWSIAMI—Y -T2V —I)LZEAL T Security Lake marymajor TF7 ¥
2AVERTLEIDITEIEEICRELES, EEL, cOT702areEY—EANERITITDICIE,
H—EAOQ—IDSHEEhIEERIBETT, XTU—IZE, O-ILZzb—ERITEIHFITF V)
Ft A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DRV —ZFH L TXFT U —IZ iam:PassRole PV 3V ORITEHFA T 5 &%
ENfHYVET,

BR—MABEZSZEE. AWSEBELCHSBLVELELSEEZV, YA/ FRRIEHRERMEL 1218
HENEEETT,

Security Lake TT7 V23 Z2RITITBHENMRBAETLERLY 228



Amazon Security Lake I—H%—Ha4 K
B9 0O BAOI1—%—IC Security Lake UV —AAWS 7HIU N ADT
JEAEFAIL LW

HOT AT NOI—HF—XHEBAOAN, VDI—ALCTIOEATHLHICEATEDO-I)LZEK
TEET, O—IIDEIEZTEZERT A1 —ZEBETEET, VY—AR—AORIVZ—F LG

TOEAOD>MO—J)LJUADN (ACLs) ZHR—KNTBDH—EATRE, chsORVZ—Z&EAL T,
A—H—CVY—ANDT IV EAZFATEXT,

A OVTR, LTZZRLTSEZ L,

« Security Lake T NS DKEEN Y R—RE DL ESH EERTBICIE. "Amazon Security
Lake & MEEFE IAM ZZRL TS EEV,

s IBLTVD OVY—ZANDOT 7 AZRMIBZHFELCOVTE., AWSTHD N T I—H—
HARL O "FRIBEAWS 7HO KR LTVDEIO OIAMIA——\NOT7 IVt A%ZRETEHIAM, Z
ZRLTLSEELY,

« UY—ZAANDTIEAEH—RN—F1—0O ICEHBITBHFEICOVTREAWS THIU N,
F1—H—HA R, O "H—RN—F A —AWS THI KN FFIETE \OT IV AREHT
BIAMy ZZRBLTLEE,

c D7IFL—23arvZBUTT7I9ARAZEHTIZHFZEICOVTE., IAMI—H—H4 RO "4
WalE N 1= —ANOT7IVEAORB (D 7TFL—32 ) 1 Z5RLTLEEY,

« JARTZHI U KNTOEATOOA-NEVY—AR—ADORI —OFERADEWVIC DOV TR,
A—H—HARO " TOOOARAT AT KNIV —AT I EAIAMIAM, ZZRL T EE L,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Security Lake D i #& O RE 15 7&

Amazon Security Lake Offit&lk, F—RXEJIAKETF—ZEBROD 2 DNDTFAXTIAVICETVT
W&E T, Security Lake FftiD AWS H—ERX L BELTTF—RERESIVCHXEFEITI LD, Chs
DT ITAETAIZREBIEREN DN BDBEENBYIET,

Security Lake A" R—KN AWS U—232 2 AWS 7HIU N O THIHTOTREZEMICTS
E. TOTHI NEEEMIZ Security Lake @ 15 BEDER NS A TIICEEEhET, ERN
FATILHE, O —ERADSREN RETDAREEN BV ET,

Security Lake ORI EHRZEMRTHICEE. XOBEZ B ZE W, Amazon Security Lake M}
£k

T —XH) 1A &

CNSOIIARNE, BUYIAEN T AWS CloudTrail O Z 00 AWS H—E X OJ&EA4X
>~ b (Amazon Route 53 UV )L/N—O Y T OY . AWS Security Hub #& H#&R. Amazon VPC
Flow Logs) DEN SHELET,

T — R
cnSOIARNE, Security Lake " FA—7 B A N—tEF1UFTA1AF—XTL—LD—7

(OCSF)AF—XICERILL ., Apache Parquet ERICE#T D AWS H—ERAOTEAMXR RO
ENSEHEIET,

BEY—EANDIA K

EFIVFTATF—BLAVIET—RAWS Y—ERA ZRESIOCHEEITILHIC, 1D HSHE
THARMENDHZ IARNZRICALET,

« Amazon S3 — Security Lake 7> M® Amazon S3/NT Y KD#HBZEB LV EFADT—X
DREFE, BLRTEF1UFT1ETOEAONA=ILONTY NOFHIEEZZD >IN SE
HEhxd, FMICOVTE., "TAmazon S3 DEE #SRBLTLKEET L,

« Amazon SQS - NS NOIAANREK, XY E—TBERAD Amazon SQSF 1 —DEKD SFHEL
£9, FHMHICOVWTIE., "Amazon MSQSEE, #28HBLTLIEEL,

« Amazon EventBridge - Ch SO A KN, Amazon A" YT Ao V723> Ty RRA NI
F72 19 NEX EventBridge ZIAE T2 ENSKRELET, FHEMICOVTIEE., "Amazon
EventBridge D#l&, 2B L T EE L\,

230


https://www.youtube.com/embed/CbzLCntmgiY
https://www.youtube.com/embed/CbzLCntmgiY
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/eventbridge/pricing/
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Security Lake # 57 —2& VT VUL, VIVRRZRFEIBDETHTRISAN—HNEIETZE
B, Y7 AO9SAN—0BBERYET,

WY —EADRELAVANIDVWTIE, "Security Lake D€, 28BL T EEL,

Security LakeDERARAEHEIA N ZHERT

Amazon Security Lake A2V —)L®O "ERRREI R—D Tk, FRED Security Lake O FEARRE
FTh<, FROEARREDANODREE Y 2HFETEXT, BE1S BEOEBNSATILICS
MUTWBEE, RZATILHROERARRE. BRSNS A TILOKTRIC Security Lake ZEHAT S
BOOARNZRBEEDNDICRIBET, Security Lake DRENBEIZ OV TR, Z2SBLTILKKEE
WSecurity Lake D& DRE L. FHMBHRE JAMOHIZ OWTIE. "Amazon Security Lake ®
e, BBBLTLEE W,

Security Lake Tl&, HEMFHAIARNEXRRILTLA—KNL, BEOAWS V=23V IZ0&ER
ThET, JANE, HBROIXTOFT IV MIKD Security Lake DEAZXRE L, Open
Cybersecurity Schema Framework (OCSF) & & Uf Apache Parquet EXANDEBAFEEFNET, I
2L, FROABMICIEE., Amazon Simple Storage Service (Amazon S3) X° AWS Glue’x £, Security
Lake NMEETHMOH—EAOTIARNEIEENTLVEE A,

FRARRR—2 TR, FARREIDANDTF—RE2RRIZDHEERERLET, F72/ILNOHBE
BE1EBEHTYT., JANFAEHERTSICIE, Security Lake DERABEN 1 BULEH DI HBEN H Y F
9,

R=OLEEIZE, IXTOTHIROFATARNNFRRENET, hid, BIRL ZBEEER
NEBOFEAEICEITVNT, SEIIOEBEABAWS V-3 (LB ITDRED TFRIE 15 Security
Lake JARNTY, XBEOFEAEC FRIANIEG, BBROINTOTHIY MM RBENET,

R=IDEVOBI TR, FARBEIARNDT—ZANRD2O2ORICTANTVET,

s V—ABIOFERAELEIAN —F—ZY—ABIDOBRIED Security Lake DEARNE, BIRL /-5
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