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5l 2: 1 A BA&H=V) 3,000 EDEE

« 100 7HI2 M, 1 U=232

s PADOUKNV—=232/AHIZY) 30 B0EE

« §5T3JA N 134.86 USD/H

$—pR

AWS Systems Manager
Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda- VI AN

5l& %7

ATYT: ~4 ATY T x
3,000 E M &8 x 0.002 USD =
24.00 USD

HARS: 10 # x 3,000 E OIE1E x
0.00003 USD =0.90 USD

FRFNRY—EADEAZL

3,000 E M 1&78 x 0.000002
USD = 0.006 USD

0.006 USD x 0.03 = 0.00018
usSD

3,000 I DEE x6 DI I T
AN =18,000 DU VI A K

0.20 USD x 1,000,000 #® 1)
T AK=0.20USD

BE R & [USD]

0.30 USD

21.17 USD

A#ERE [USD]

24.90 USD

$0

<0.01 USD

0.20 USD

#HEofl (AH)
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$—E 2

AWS Lambda - Eif&

AWS Step Functions

Amazon EventBridge JL—/L
AWS Key Management

Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - X N1J
9 A

Amazon CloudWatch - & ¥
> aAR—R

5l& X7

256M: 1.875 GB # x 3,000
[ @ &8 x 0.000167 USD =
0.09375 USD

17 BEIOIRFEEF 1T x 3,000 @ D
&8 = 51,000

0.025 USD x (51,000 + 1,000)
B OIREERAT = 1.275 USD

=L ORE G ER

120F—x100DFHhI>
hx1J—>32 x1USD=
100 USD

2.00 USD x 1,000,000 B0 &k
HIAHRE LT EEIAHK =2.00
uSD

0.40 USD x 1,000,000 o 1)
T AN =0.40USD

0.50 USD x 1,000,000 #40 &
Hl=0.50 USD

0.30USD X7 DDAHARLX
NJJA=210USD

0.01 USD x (3000 x 3 + 1,000)
O put XKUOAAPI O—=)L
=0.09 USD

3.00USDx12OA Y1
7R— KR =3.00 USD

B &€ [USD]

0.09 USD

1.28 USD

$0

100 USD

2.00 USD

0.40 USD

0.50 USD

2.19 USD

3.00 USD

#HEofl (AH)
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AWS TORBftEhizEF1 )T 1AW

$—E 2

Amazon CloudWatch - 75—

5l& X7

0.10USDx3 27 Z—A =
0.30 USD

Bl 3:1 2 A&HI=t) 30,000 EDIEE

« 1,000 7HhO b, 1 U=232

s PADOUKNV—=232/AHIZY) 30 B0EE

- &5F3A K 1,281.01 USD/A

$—pR

AWS Systems Manager
Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda- VI AN

5l& %7

ATYT: ~4 ATY T x
30,000 E M &€ x 0.002 USD
=240.00 USD

HAME: 10 # x 30,000 EH D &E
x 0.00003 USD =9.00 USD

FRFNRY—EADEAZL

30,000 [E D &8 x 0.000002
USD = 0.06 USD

0.06 USD x 0.03 = 0.0018
usSD

30,000 EIDEE x6 DY
TAN=180,000 6400
Ak

0.20 USD x 1,000,000 #® 1)
T AK=0.20USD

BE R & [USD]

0.30 USD

134.86 USD

A#ERE [USD]

249.00 USD

$0

<0.01 USD

0.20 USD

#HEofl (AH)
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$—E 2

AWS Lambda - Eif&

AWS Step Functions

Amazon EventBridge JL—/L
AWS Key Management

Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - X N1J
9 A

Amazon CloudWatch - & ¥
> aAR—R

5l& X7

256M: 1.875 GB # x 30,000
[E ¢ {£18 x 0.000,167 USD =
0.9375 USD

17 BEIOIRFEEF 1T x 30,000 [@
N {&1& = 510,000

0.025 USD x (510,000+1,000)
B OIREERAT = 12.75 USD

=L ORE G ER

1 20F—x1,000 DFHI>
hx1J—>32 x1USD=
1,000 USD

0.000002 USD x 1,000,000 [l
DHRAALB LT EERAHK =
2.00 USD

0.000004 USD x 1,000,000 4
DJIITAKN=040USD

0.000005 USD x 1,000,000 #
Mi@E% =0.50 USD

0.30USD x6 DDOHAZRLX
NJZJA=180USD

0.01 USD x (30,000 x 3 +
1,000) ® put X hJ T A API
d—J)L =0.90 USD

3.00USDx12OA Y1
7R— KR =3.00 USD

B &€ [USD]

0.94 USD

12.75 USD

$0

1,000 USD

2.00 USD

0.40 USD

0.50 USD

2.70 USD

3.00 USD

#HEofl (AH)
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$—E 2

Amazon CloudWatch - 75—
N

Amazon CloudWatch -
Application Insights

i
b= 111]]
=

F7°S 3> e

COEUa>TR, CcOYDI—=23>oAT 3 Bl

ER

5l& X7

0.10USDXx2 D2DTF7 Z—ALA =
0.20 USD

0.10 USD x 40 75— LA (&
X) = 4.00 USD

0.53USDx 10 GB @AY 57—
2 (#3E)=5.30 USD

0.00267 USD x 5 Opsltems
(#7E) = ~0.01 USD

EMIR S

@{& 1= CloudWatch X KU O A

B &€ [USD]

0.20 USD

9.31USD

1,281.01 USD

BAEIHEMIAANIDOVWTEHEAL X

BEARY V%T 704 9% & &2 EnableEnhancedCloudWatchMetrics /N T X —&(Z yes %3&iR
LESE, YVI1—23a2 @2 MAO—=ILIDZEL2DOHNARLXRNIDRAE1 DT 5 —AL%
ERLET,. JARNE, BEITZ2IRNO-)LIDOBKICE>TERYET, XROKRTE., JARD
FRZRETDLEHIC, 1P ADHLEY I DOELBZDINO—IILIDZINTEETS I CLzRHRE

LTWVWERT,

H—ER

Amazon CloudWatch - X N1J
79X

5l& X7

%6 NDIDx2=192 DHAZLA
XNUORA

0.30 USD x 192 D H AR L X
N O A =57.60USD

B EE# <€ [USD]

57.60 USD

A7 aVHEEOBMIOA N
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$—E 2

Amazon CloudWatch - 75—

CloudTrail 72> 3> 0%

5l& X7

%6 NDIDx2=192 DHAZLA
XNUDA

0.10USDx 9% M7 Z—LA =
9.60 USD

BE R & [USD]

9.60 USD

67.20 USD

ToO2avOTMERBMIITEIEXN—THIRT, YDI1—23 0@ IRXTOEZIAKER
AR NZOJICEET S CloudTrail EEFFZER L E 9, Lambda B%kiE, YV 1—> a3 I(CBEEL
BOWARRNZBRALET, DFY, YD1 —=23 2 CBEEBELBEVWARY NESIEHRELRFICK 2T
Fvy S FrEh, Lambda BBBICK > TREBE DS, JANETHINOEBARY NOEET

BICBELTVWET,

RDORTE, TADVRT1HAASHIKZY) 150,000 FOERA AR A 2Z2BELTVET, REOIA
NE. TADYRORBOEBARIRNTITAETAILR2TERYET,

$—pR

AWS CloudTrail

Lambda

5l& %7

150,000 x 2.00 USD +
100,000 = 3.00 USD

150,000 x 0.2 x 0.125 = 3,750
GB ®

3,750 x 0.0000166667 USD =
0.0625 USD OFtEEE I A
N

0.15x0.20 USD = 0.03 USD
DUIVITARIAB

A#ERE [USD]

3.00 USD

0.0925 USD

A7 aVHEEOBMIOA N
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H—ER 5l &2 (T B &€ [USD]

0.0625 USD + 0.03 USD =
Lambda ®&& A K 0.0952

usD
At XINN=THO KBV
3.09 USD
t¥a1)574

AWS AV T TZARTIFFYTIATLZIBETDE, BEKRE AWS OBETEF2IUT 1 LOERE

FoEEAERT, COEERXEETFTINICRY ., AWS HRARNFRL—FT 1 VTS AT LERBIL

AY—HASH—EANERATATLWIHERONENZEFIVTACEZRTOIVR—RNZE
A, B8, 8rUVHHEITZLSD, SEROEALOABBZERREIZDOICKIEET, AWS 21 1)

TADFAIOVWTR, AWS OZTRDEFIVTAZZRBLTLKEZL,

IAM O—)

AWS Identity and Access Management (IAM) O—J)LZFERATHE, AWS VTV ROY—ERET—
H—IRUTTIEARARIS =T IO AFAZEDHA BN LE TR ENTEXRT, DY
)1—23>TR, Y)I1—30B8ERIC. FBECEEOT7I7EAFAOKRVEREOEY b
NTET VAV ZERTIBDEOOT IV EAEZNETD IAMO—I)LZEKLET,

BEEET > MO Step Function &, SO0111-SHARR-Orchestrator-Admin d—JLICE|V) HT 5 Hh
£9, cOO—=IIDO&N, FXIN—=FHJ> ~NT SO0111-Orchestrator-Member Z5| & Z (13 Z
ENTEERT, XN—O—)LIF, &EEO—ILIZ& 2T AWS Systems Manager H—E AICEE
n, BENBES VTV IERRITTEET, BEO—-ILBK SO0111 THEY ., TORICEBES >
TYODBBE—HTDHANHRE LT, HlAE,. SO0111-RemoveVPCDefaultSecurityGroupRules
(&. ASR-RemoveVPCDefaultSecurityGroupRules 88> > 7YV OO—I)LTY,

HR—KREhTWB AWS U—>2 3>

)—23a>H )—>3>]—R
KEERI (F/\1F) us-east-2

X174 27


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
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J—23a>F

KERE (N— ZF4LER)
KREAZ LDV T #ILZT)
KEAEI (FLIY)
T7Vh(T—75272)
TOTINDT 40 (BE)

TN T 4V 7 (NATZIN—R)

N
\’l

~
\

STIND T4V (v¥HILR)

CTINS T 49D (XILRILY)

~
\ll

~
\

STINT 49D (LVINA)

7

TINDT 49D (KER)

\!

]

7

1

STINDT 1499 (VJI)

Ui

7

STINDT4Y 0 (2HR=I)

U

7

STINTTA4v D (3 RI-)

TOTIRT 499 (RE)

I-Ov/S (25 )

RRM (/N1

)—>3>—R
us-east-1
us-west-1
us-west-2
af-south-1
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1

eu-west-3

HR—KREhTWB AWS U— 3>
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V—>3ar# )—>3a>J—R
BRM (ARA ) eu-south-2
B (AR Y ORILLA) eu-north-1
B (Fa—UvE) eu-central-2
FER(N—L—2) me-south-1
FER (7> 7 EREES) me-central-1
EAR (J>/N\v0) sa-east-1
AWS GovCloud (K E R Ef) us-gov-east-1
AWS GovCloud (X E 7 &B) us-gov-east-2
FE (dER) cn-north-1
FE (EE) cn-northwest-1
I*—23

H—EATA—XR (FIREERENET) I, AWSTHIKROH—ERAVY—AELEEFARL—
IAVOHERRETT,

OV 1—>232A0 AWS H—EAD T #—=&

cDVII=23VICRETATVBREY—EALT IR I —RNHBD e 2B|ALTSEEV,
FECOVWTE, TAWS H—ERVF—%, ZZRLTLEZL,

ROV OZFEALT, TOH—EAOR—=JIZBHLET, R—TZPYBEZXITIC, RFIXDBN
ADOFTXNTH AWS H—E AD Service Quotas 2XRRTDICIE, PDFO "H—E AT RAKRA b
EDA—Z | R=DDEHRESRBL TS EEL,

AWS CloudFormation ® %9 # — 4

CERAD AWS T H 2 MIE AWS CloudFormation @9 # —& A%V, CcOV)1—>3>
TAERY VZRBIDIRICEIETIHBENHVET. chEoDIA—REZBEIBET, DY

A R 29


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
#_Step_2:_Launch

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

J)1—23 BEEICT7TO/4MTERLED, HIRICKD IS —Z2BETEET, FMICOVTI.
TAWS CloudFormation 1—%—74 K1 ® TAWS CloudFormation M9 #—% Z#ZBL T EE
(AW

Amazon EventBridge JL—IL DU #—2*&

AWS PHIUNCEK, YV1—23>TF7OATRTLATVIOEBRTDEEICEEIANE

Amazon EventBridge L—=ILD U # =2 HYVET, FTLAT7v Ui, BETESINO—

JZ &I EventBridge L—ILZERLET, BEROTLAT7 vV EF7O149F35E, -0

DF—RIETHAREN HYET, FMICOWVWTIEE. "TAmazon EventBridge 1—H'—H 4 Ry @
FAmazon EventBridge ¥ # —% 1, #8BL T &V,

AWS Security Hub ®F7°' 04

AWS Security Hub O 77’04 £ERREE. OV D) 1—>23>ORIEZHETT, AWS Security Hub
ERETDHEDFHMIOVTIE., TAWS Security Hub I—4—H 4 R, ® TAWS Security Hub
NEEL ZZRLTLEEY,

Yt 754X VT AT NTEHET S Security Hub ZERETIHENHYWET, DY
J1—3 32, Security Hb 754X UTAIY RERUTATY M (BETAWS J—T3Y)
77’04 TEET, Security Hub D7 SAX VT HIDNERARIUTHDRNZEIWI, Y
1)1 —3,3 >0 AWS Step Functions (= AssumeRole 7V A A 25T X N—F>7TL—K
Z7F7O040LT, PHIOURNTBES VTV IV RRTITIHEN HYET,

AR Y4 & StackSets D F 7 OA O LEE

AZY Oty NTlk, 1 D0 AWS CloudFormation 7> 7L —KNZ#EAL T, %0 AWS ) —2 =
OAWS THIOURNIAZRY DRERTERT, N—23a2 14808, coV)i—->3aE, 7
TOAMBMERFECEITVTIY —AE2PETEZETARAEY VY NOF7O/4%EHR—KNLE
T XIWFTHINOHBEFEHK. 452 AWS Organizations ZFEAL TWABFHFE. Z<DTAHD
VNCERENBDFTAAMNICAZY VY N EFERATRCEILE 2> TRRT Y RNZEBSIhET,
&Y, YUI—=23 DA VAN ERTFICHERF HEHIRTE EXT, StackSets DEFEMAIC D
WTIEk. TAWS CloudFormation StackSets MfEH 1 ZSBL TS EE L\,

Amazon EventBridge L—IL DU #—%& 30


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-quota.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

V)1—>3a>&F7049%

/A Important
Security Hub THEEn O hO— L OBREERBEN BUICE > TVREE (ChiEH
LOWF7O4TREF7Z2ILRTY), cOVYD1—>32z2F7O0/4FHEEICOHEFI
7432 RO=)L (CS) 7FLATYOEBMCLET, COBENBHICE>TVARWE
&%, Security Hb TEMICH > TVWBEFIVT A BEDTLATYIDXEBMCILE
T, BMOTLATYOEBMITSHE, EventBridge L—IL DU #—XZET S AIREMEN
HERT,

MY )a1—23ariEk, AWS CloudFormation 7 7L —hEAZY VZERLTTF7O4 ZBE1L
LE 9, CloudFormation 7> 7L —Ki&k, COYVI1I—=23aVICEEND AWS UY—REFTDT

AT 1 ZEEL £9, CloudFormation AR Y V&, 7 7L —KICERBENATVWB DY —RA&7

A>a”->JL%Fd,

V1= 3VHEETRICE. 320T7TL—NEFTOMTRIRBENHBYVET, &, 727
L—hZ2F70O04F25MEREL. RICTVTL—KNEFTO/4TD2HEERELET,
COBETR. 7V7L—bh&, TUTL—RETFTOM4TREMERTEERETDHEICODVTH
BALET, ROEIZIVTR, BREYIEARY J&IzF StackSet £ L TT7'O4 ¥ 35K
FIEIZCOVWTHBALET,

BARY O BRTITOA4ATRDEMERET S

3DODFTL—RNERODBEITSRBEN, XOVY—ANEENET,

« BEBEARY V. F—TARNL—F—ATYTEK, ARV KIL—=), &KX Security Hub HAX
LT3z,

« XUN—AZY:SSM Automation R¥FI X NEEELEXT,

« XUN—O—-ILAZY O 8EHO IAMO—),

BEEAZY IR, ADOT7AHINE1D2O)—=2aVIC1BF7O/4TR2REN HYVET,
ik, BBO Security Hub DBREFZEROENEE L TRELETHD MU —=2a2icF#7OA
TEIVENHYET,

BARY VEFTOATHBHERET D 31


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

AWS TOEBtEhilztF1UT 1S ESiY)

54
V') 1—>3F Security Hub DREFERTEET D8, Security Hub EBET HIUVNE
)—2a > ThREBREENTBDEISICTHIVNELERU—2DarvABRESCATVEVES, BE
DTHIRE)—2320REBEREZRIETD LR TEEE A,

-

BIZIE, BEBICE) —232 us-east-1 BKY us-west-2 TEASTNTWVWBTHIRIHY),
1)—2 3> us-east-1 ® Security Hub ZEBTEEHEELTTF AT N 111111111111 FH Y F T,
TAHDON 222222222222 $ &V 333333333333 (&, ZEEEETHV> M 111111111111 @
Security Hub X N—=T NIV RTHBBENFHVET, ID2DTFTHIVMNEFTANT, us-west-2
NS us-east-1 ICREBRZENIDLSICRETIHXEN BDVET, EEEARY JF. us-
east-1OF7AHT> N 111111111111 ICF7OA4 TR REN H VYV ET,

REZEROEHNOFHMII OV TIE, Security Hub 0 "EEEBETHDU by & TOORU—=23 2
£ ORFIXNZSRLUTSEZL,

ERBEAZY VG XUN=THAIVRDSNTTHAIOU N EEEREERTEDLSIC, XV
N=—AEZYVZTF7O/4SBRICTTOMZRT IIBENBYVET,

XUN=AZYIIF, REBEREBEITZIXNTOTHAINE)=2aVIlF7O/4TRHEND
WET, ChiZlE, HUFIC ASREBEARZY V%7704 L I Security Hub ZFEBET HD > N
ZEHBDENTEET, SSM Automation DERFARLZFEATHICEKE, —~X—3 2 RF2
XURDIAN=T AR TETENTVWBRRENF HYET,

HOBZFERALT, IXTOTHIRED—2a>0REEREZBETIESE. XON—ARY
D3 D2OFT NI NTANT (111111111111, 222222222222, 333333333333) &AM ) —
232 (us-east-1 BKXY us-west-2) ICTFTOMTIHENHVET,

XN—A—ILAZY JRIXNTOFTAINITFTOATRIRENHYVEITHN, THIOURIE
C1EO&F7O/4TERITO-NILIVY—A(AMO—)L) FEENTVWET, XN—O—-J)LRA
2YOETFTAOAID -3V BREBREVED, DHURTIK IR LEHIC, EBERAZY INTT
O/42hTVWBOERALD -3 ICF7TO/32 e zH8HLET,

BOFZEFERAL T, XON—O—ILAZY J% us-east-1 D3 D2DTHIKRITANT
(111111111111, 222222222222, B &V 333333333333) ICT VA TR EZHEBHLET,

BARY IDTTOAREZRET S
ARV VEFTOC4TREHOATSAVRROESY TT,

« CloudFormation StackSet ()L 7 X Z—2 RE O T U2 AFM)

BARAEYVDOTTOA FEERET D 32


https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html

AWS TOEBbE hi=tF1UT 1S EERIHAR
+ CloudFormation StackSet (W —EABEBE O T U & AFFT)
« CloudFormation AR Y &

H—EAEBAEOT UVt AFAIZ# D StackSets I, MBEOO—IL 27704 T2LEFE<,
BROFLWTADNCHBNICTF7O/MTESR LY, HREERTT., BELHN S, COXYYR

EHEARY DEXVN—AZY VOMATHEAIDRARNENLEARAZY JZYR—KFLTVLER
BA, COFETTF7TOAMTERARY Ik, XUN—O—-LAZYIDOHKTT,

BE2ECT7O/492586, AREERTHIMEEBEATVEVLES, HBEETHVY FOK
HEREZEBEIZBEERE. COTAVYRNIERICT7OCTIBENBYET,

XUN=ABZYORIXNTOTAHIRNE) =23V ICFTO(TRHENFHYETH, FAREH
EARY ONFEEFATVWD O, Y—EABEBREOT VAT %Z1FD StackSets ZFAL TF7
A4 T3 CERFRTERRA, LENF 2T, CORRYIVZEINTIZ—IREBOTVEAFAZED
StackSets ZFERAL TCF7O/ T2 L ZHBAOLET,

EEEAZYVIOF1BOATFITO(MENDED, 1 2OF7HI )= (7 L—2
CloudFormation AR Y 2 &L T, iT‘LEHZ)L777 —J RBOTOEAFHFZFD StackSet &L T
F7OA4ATEET,

eSO MO—-ILOBREER

HBRADOT AT ME, Security Hub OfEEE NI NO—I)IL OB BEREEEZGMEIFEIMIC
BETEET, TAWS Security Hub 1—H—FHA K, @ "THEEh O O—ILOBREER, &
ZRLTLSEEL,

/A Important
BMILESZE, YUI1—2320 V200 UEREZFERATIHEN HYWET, =512,
'SCy &lF "2V F+«O A1 BEDOLEHIZ, EBEBEXN—DOHEFDX
ARENEAZRY VZTFTOAATIRBEN HYET, ChiCkY, COMEEEN T2
TVWBEEILERENEHREINO—IL ID TEATSHZA—RMX—2a 2 RF1XNE
EventBridge L—ILA"F 7O/ h&E T, COMEZFRATIHE. BHENEE (AWS FSBP
BE)VICRUTEBERLERAN—DRARNENEAZY VETFTOCMTIRHEFRHY E
BA,

mEENEIO MO OKRERER 33


https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
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AWS CloudFormation 7L — K

Giew templata

aws-sharr-deploy.template - CO 7> 7L —hZFEAL T, AWS TOBEBLEhizEFIUT 14X
WYV1—=232EREBLET, T7L—KNE, YVI1—-2320OAF7IVR—F2 M, AWS
Step Functions A DX AR ENEARY D, FOTA7UT2 X1 VT BEIEIC1D20X
ARNENLEARAZYDZA2AMN—=ILET,

FREThDH—EXIZIE. Amazon Simple Notification Service, AWS Key Management
Service, AWS Identity and Access Management, AWS Lambda, AWS Step Functions, Amazon
CloudWatch Logs. Amazon S3, AWS Systems Manager B ENFH V) £,

EBETHO MDY R—K

RFOT>7L—ME, Y R—KT2EF1 VT BEZHMICT S HIC AWS Security Hub B
BTNIRNIAVARN=IENET, aws-sharr-deploy.template DA ARN—JLEFIZA >
AR=LTBDTUTL—RZEUTHSBIRTEET,

aws-sharr-orchestrator-log.template - 77— A KL —2—2X 7Y 7B ® CloudWatch OJ 7 )L—7
ZHERLET,

AFSBPStack.template - AWS QOEAXWBEEFIVT A ORARNTZIOFT 14 AVv1.0.0J)L—)l,
CIS120Stack.template - CIS Amazon Web Services Foundations Benchmark, v1.2.0 JL—JL,
CIS140Stack.template - CIS Amazon Web Services Foundations Benchmark, v1.4.0 JL—JL,
PCI321Stack.template - PCI-DSS v3.2.1 JL—JL,

NISTStack.template - X E E M R ZEFZ MTAFZEAT (NIST), v5.0.0 L—IL,

SCStack.template - SC v2.0.0 JL—JL,

XIN=T ATV

Gf_iew templata

aws-sharr-member.template - A7V ) 1—2 3> &(ELER, COTV7L—NEFERAL
T. AWS Systems Manager Automation 5> 7 v 2 £ F7 V£ A %% AWS Security Hub X >

AWS CloudFormation 7> 7L — K~ 34


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

N=THIVN (BEBETHAIVREBU)CAVAN—ILET, COTVTL—h2FERATS
EAVAN=LTREFIVTABETLAT Y VZBIRTEFT,

aws-sharr-member.template &, BIRABICESVWTROTVTL—hE2A 2 ARN=J)LLE
9,

aws-sharr-remediations.template - 1 DA LD EF 1) T BETHERAE 1D —BRWKEEI— K,

AFSBPMemberStack.template - AWS OEANBZEF 1 VF 1 ORARNTZIFT 1 A v1.0.0 DE%
B, POEAHT, BRTBEEZ TV 0,

CIS120MemberStack.template - CIS Amazon Web Services Foundations Benchmark, /N\—> 3>/
120 DFRE., 7O LAHT, SLTFBEZ>TV D,

CIS140MemberStack.template - CIS Amazon Web Services Foundations Benchmark, /N\—> 3>
1.40 DF/RE. TOLAFHA., BRUOBES VTV U,

PCI321MemberStack.template - PCI-DSS v3.2.1 MF&EE. 7V AT, BLOBES T v U,

NISTMemberStack.template - K E E R ER M FEFT (NIST), v5.0.0 DFRE. 7 I AFA., BE
Z27Tv 0,

SCMemberStack.template - EF¥ 1 )74 2 NO—LOKE, 7O LAFA. BLTBES VTV
T

XN—0O-)

@iew templata

aws-sharr-member-roles.template - & AWS Security Hub X N—7 AT NCHEREEOD—)IL%
EELET,

FTYRNATLRE
ROVTNADTYTL—NEEALT. FIy hEFYRTLERALET,

Giew templata

JiraBlueprintStack.template - Jira ZF 47 Y RBITIATALAELTHERALTVWREERFT7O/LE
CB

X N—0O0-) 35


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

@iew templat@

ServiceNowBlueprintStack.template - ServiceNow ZF 47 Y RRITZATALAELTHEALTVWSHE
FF7014LFY,

BIOABFTY NATLZKETRHEER. ChSOAREYIOVWThAZTI—TIVRELT
EALT, MADHARLREEZREIDHEZEBTERT,

BE 77 04 - StackSets

(® Note
StackSets ZFEAL TTF7OM T2 ZzH#OLET, LEL, E—FHIXhOF7O
1. TANKERFHMAEDBENDHZERL., AZYIOTTOA AT IV ERFALTLLESE
W

VD1—>3a>zBRTHIIC. COHA RICEHENATVWBRT7—F7To0F v, YU1—>3>qY
K=, EF1VT 4, FFICEIZIEZERSHEZEIAL KEEY, COEIZIVORTYT
NAARATYTOFIBICH>T, YD) 1—>32%5%EL T AWS Organizations [C 77’04 L& T,

F7°0O04 BR: StackSet /NTX—ZRIZIHELU T, PHIONHEYH 30 9.
IR ax

AWS Organizations &, NIFT7HI MO AWS RES LTV Y —AO—anBBERTHNFUA
#XELUFET, StackSets l& AWS Organizations THREBEICEEL £

BElC, 2oVYJU1—23a>ovi3xREe7 704 L EC e 256, BEOY ) 1—-23
DETUAVARN=ILTRIRBENBHYET, FHICOVTE, "VJI1-—23V2FHIZ) 28R
LTLEEL,

cOY)1—23>aF7OA4F D8, AWS Security Hub D F 7 04 ZREREL TS &L,

« AWS Organization (= (& Z{E Security Hub BXEET7 HV > M RETT,

« Security Hub [&, V—2 3V EATREBRZENID LIS ICRETIHLEN BYET, FHICOW
Tk, AWS Security Hub 1—H%—H4 R "TU—2 3V EOKREERZEN TS, 22RL TL
EEV,

« AWS ZFERLTVWREU—23> T, B0 Security Hub ZEXIC T D BB HV ET,

B®77° 041 - StackSets 36


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

COFJETIE. AWS Organizations ZEFA T D EBRDOT LI NN H V). AWS Organizations EIE &
THo>NE AWS Security Hub BEBET WO R ERELTVB ZEZRIRBELTVET,

704 DBE

(® Note

—c®OVY')1—23> 0 StackSets 7' O4 Tk, Y —EANZF—I RBEE)ITIZR—I R
# @) StackSets DA EDLEEFEALFET, )L 7YX —2 RE StackSets I, H—E AN
Z—2 RE StackSets TRRELHR—FENTVWEREVRARNE iz StackSets ZFEA T3 1=
., BECAITIHLENf HYVET,

AWS Organizations DZEEEEET N hH S StackSets Z77O1 L ET,

HE

StackSets ZHAL T7O/ I, XRO7#—LZFEALET, T—RZ2EEL., F7O/CMFICE
ZOE—LTRYNWIRT,

AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

4

’

4

’

AWS Organizations OUs (comma-separated list):

4

’

4

’

(AZ72ANATY T 0 FTIY MEBBEEARAEZ Y VT 7049 S

o FTVY MEBRMEEEFERTEEEE. FTFTY MEBRKE AR Y U % Security Hub BEEEET H
JNCF7O/4MLET,

F704 OHE 37


https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html

AWS TOEBtEhilztF1UT 1S RRAAR

« COAZYUHS Lambda B#HEZIE—L, BEEEARY INDABDELTEELERT (ATY
71 22 R).

AT Y 7 1. B4 Security Hub EBET WO R TEBERZYV VEZREH TS

« )7 F—2 RE! StackSet Z A L T, Security Hub BEEEERL ') —> 3 > 0O AWS Security
Hub B &7 HJ> NZ aws-sharr-deploy.template AWS CloudFormation 7> 7L — k%
BEBLET, COTVTL—HMERANENLEAZY OV EFEALET,

c AVAMN=ILTREFIVFTAEEEZRBIRLET, T7FIRNTEE, SCOANBIRENET (3
®),

c FRTZBEEOA—TARNL—Z2—0O7JIN—T7%2BRLET, LBIOA AR =ILASD
S00111-SHARR- Orchestrator NEEICTFEHET BB EIE. Yes ZiBIRLF T,

I T7XZ—2 RED StackSets OFMIC DLV TIE., TAWS CloudFormation 1—H'—7HA4 R @
T ) 7N Z—D RBOT7 IO AFAZFETSD ) 2SBLTSESL,

AT Y 7 2. % AWS Security Hub X NN=FHD > NCEBO—)LZEAAN=ILTB

ATYT20T7TL—RNEATY 71 TERENLZIAMO—-ILEZSRIDH., ATYT1TTF
7O ETITRETHEET,

« H—EANYZR— RE! StackSet ZfEA L T, AWS Organizations DEF7HI KD 1 DD —
< 3> T aws-sharr-member-roles.template AWS CloudFormation 7> 7L — KN ZE&L
E S

s FILLTAHDY MBI MD212EEIC, COTVTL—MZEBNICAAR IR LR
BRLET,

« AWS Security Hub EEBET7 WOV RNODTHIONIDZAALET,

AT Y 7 3. & AWS Security Hub X N=TFHDORED) =3 VTAIN—AREY VO ZEHTS

« )L 7N F—2 RE! StackSets Z AL T, aws-sharr-member.template AWS
CloudFormation 7> 7°'L— k%, EL Security Hub BB EIC & > TEEE hd AWS
Organization DT XTDFTHIV NZAWS VY —ANHBIXTOI -3 TREBLET,

F7O04 OHME 38


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

@® Note
H—EAVEZR—2 RE StackSets Y ZTARENEARY OV EFR—NTBETRE. EBZIC
SMETAHFLVTHIVRNCH UL TCCOARATY TH2RITTRIHENFHVET,

s AVAN=INLNTRDEFIVFTAEBETLATY I ZBRLET,
 CloudTrail AL —70OHEFZEELET (—HOBETHEAETIET),
« AWS Security Hub EEBET7 DIV RNODTHINIDZASALET,

(A7) ATYT 0 FTYRDATLREARAZY VEREITS

1. FT7Y NERZEERATZBEERE. EFTTNThOREARY IV ZEBLET,

2. Jira £7/z(& ServiceNow AICIREHEE N TVIHEARAZ Y VRRBIRT S D, MBODHARLKZEER
BIT2EHOTIN—TIVRELTEALET,

Jira AZY V7704 F DI

a. AZYIBZEANLET,

b. Jira 1 AR AL URI ZIEL T,

c. FUYRNERERETAIraZ7OPIIVMO7TOD IV F—ZEELET,

d. Jira Username & Password ZRETH2HMLVF—EENO—2U L Y M% Secrets Manager
ERLET,

(@ Note

Jd—4%—%& % Username &L T, APl ¥—% Password E LTIEETD T, VA
D—RORKDV)IC JiraAPl F—ZFERITDEZBIRTEET,

e. cD¥—TJLYRDARNZARY INDADELTEMLET,

(AT23NATYT O FTY RN ATLAREBARZY VERETS 39
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22,/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

| )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy )

ServiceNow A& Y V7704331

a. AZYIBZEANLET,

b. ServiceNow 1 AR AM URI ZHEEL T,

ServiceNow T—7 /LB ZEELFT,

d. EERAREDT TN EEETHT VAR Z&FD APl F¥—% ServiceNow ICHER L £ T,

e. ¥— API_Key ZfEf L T Secrets Manager T—2 L Y R&EERL., TO—IL Y MO
ARN ZRAZY UANDADELTRHBLET,

o

(AT23NATYT O FTY RN ATLAREBARZY VERETS

40
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceMow instance. For |'x.|r||pl|': https: Jimy-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be ereated.

l incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

(O )

NAZRLBZEARRY VERERTDICEF: V) 1—>3 > F—5 AL —2— Step Functions H&1E
CEIHOHTENTES Lambda B ZEHFE T, Lambda B8%E. Step Functions H* 512
HEhEADZZHEY, FTYRMRITIDATLAOBHICH > TRAO—RZEBEL, AT A
CFTYRNDERZEVIIARNTIREN HYET,

ATY 7 1. B4 Security Hub EEBET HU 2 N TEBEAZRY IV ZERT
2

1. Security Hub EEEET7HI > N 2EAL T, EEHEAZY Y, aws-sharr-deploy.template
ZREBLET, BE. 1 20V—23a 0EBIEIC1DOTT, COARZYVRERARNENER
BYOERFERATIED, COTUTL—FEEILTIZ—2 REO StackSet £ LTF7’A4 T
PRENFHYVET,

AT Y7 1. EF Security Hub EEBET H IV NTEBEARY VERB TS 41


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

StackSet #7723V ZRET S

2. [PHOUREB]/INTAXA—2IZ, AWS Security Hub BEBET HIKNOTAHONIDZEABIL
79,

3. [V=23 nEE]INTX—2T, Security Hub BB ENBMICHE2TVWBR -3 0hER
RUET. CORTYTHARTITRETHE2>TNS, ATV T 2 IEXET,

AT Y7 2: % AWS Security Hub X2 N—=TFAHD > NMZBEEO—-ILZ1 >
AN=ITSB

H—EANZR—2 RA StackSets ZFAL T, X/N—O—J)L7>7L—b, aws-sharr-
member-roles.template 27704 L& 9, <® StackSet l&, X/N—=TFHDOKZ&IC12D
ND)—23avIcF7O4 32 BENHYYET. SHARRFA—TARNL—ZF—RAT7Y7EHASOHIO
ATPHADNAPI =) zfF09570-N)IO—-ILZ2E&ELET,

1. HEBORID—ICR- T, HlE24 (BF) FLEEBEMICT7O/LET,

AT Y7 2: % AWS Security Hub X N—=T AV NZEBEO—-ILEA 2 ARN=ILTD 42


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template

AWS TOEBtEhilztF1UT 1S RRAAR

2.  AWS Organizations DFL W7 ATV "R ChSsOT I AT Z2Z T2 &5(C, BEF7O
A1 Z2BMZLET,

3. [U—23a> oEEINZX—2T, 120)—23 2B RLET, IAMO—-/LEIO0-NILT
T, O StackSet DF7OAHIC, ATY T IICECZENTEET,
Specify StackSet details

StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.

StackSet description

You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount
Admin account number

517786501051 ]

cancet [ previons | [ESHD

StackSet NFFZIEET S

AT Y 7 3: % AWS Security Hub X2 N—TFHo e =23 > TXY
N—=ARY VRIS
XN=ABZY JRZRARENLEARY VZFERATREH, EILT7IXR—T RE O StackSet &L T

F7OM4TR2HBENHYET, <hlk. AWS Organization DFLWTFTHT Y NAOBEBF7O14 %
ﬂﬁ—hbfb\fﬁho

NTZA—=&

LogGroup F%%: CloudTrail Y 2 ZE92507 7N —7%28RLET. BELBEVEE, £k
BFOTITN=TDTHIRNIEICEBDEERE. EREEEZBRLEST., 7HU NEEE

AT Y7 3: % AWS Security Hub X N—=T AU RNEU =23 TXUN—RRY VERETS 43


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
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l&. CloudTrail @4 ® CloudWatch Logs 7' )L—7 Z#ERK L 1=#. Systems Manager — Parameter
Store /Solutions/SO0111/Metrics_LogGroupName NT X —X ZEHTHDHENf HVVET, Ch
&, APIO—=)ILTXRNVIOATS—LZERNTREEICHLETT,

BEXN=THINIO—RIBDBEEZBIRLET, chlZ&KV), AWS Systems Manager Z
VTV IODORNAVARN=ILNENFET, EF1UT A BEFEMICEYELA,

SecHubAdminAccount: Y 1—> 3> OEBET 7L —KMZEA4 2 AM—)LL 7z AWS Security
Hub EBETHONOTHONIDZAALET,

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

FHIY N
FIOA%: THIY NESFLREBECOUANEIEETE ST,
U—T 3> DEE: REBREBETIINTON—VIVEBRLET, FTOMFTT 3G,

FAYIYREU—T 3V ORCBUTHRTE ST, U—T a3 ORBETELFICTHEN TE
£7,

BEF704 - AZY D

® Note
INFT7HIRNOBEEDZEE., StackSets ZFEAL TF 7O/ TR 2R BEFD
LErT,

BEF70O40 - A%Y Y 44



AWS TOEBILE hictF 1T 1 RS RHEHA K
V)1—=232ZRBIDEIC,. COHA RICBHEEIATVWART7—FF7I0F v, YV1-—->3>Y
K=K, EF21UT1, RFCEIZERBHZEIL KEEV, COEIZIVORTYT
NAATYTOFIRICHST, YJI1—-23VERELITAINITFTOMLET,

7704 KRS 49 30 %

BN

ZOYU1—33aVEFTOC4TBHIC. AWS Security Hub A7 SAIUTHIV REeEAVA
FHIVRERUAWS U—2 32 iHhB e 2RALTLKEEV, UFCCOYY1—2 3 ETF

7O40LECEN BB HEER. BEOVVI—23VETUVAVARN—ILTRIREN BV ET, Fill
C2WTR, "YD1—2327zE#HI2 2FRLTKEEL,

704 DBE

ROFEZEALT, COVYJ1—232& AWSICF7OCMLET,

(A72aNATYT0:FTYRATLAREARRY V% RET D

o FTY MEBRMEEEFERTREEE. ETFTY MEBRKE AR Y U % Security Hub EEEET H
JNCF7TO/4MLET,

c COAREY NS Lambda B#HEZIE—L, EBEBEAZY INOADELTEELET (ATVY
71 %2358),

ATV 1. EBEARY VZRBTS

« aws-sharr-deploy.template AWS CloudFormation 7> 7L — k& AWS Security Hub &%
BTN NIEBLET,

c A VAN=INTBEFIVTFAEEEZBRLET,
s FRIZBEFEOA—TARNL—2—OJJIL—T%2BRLET RETOAARN=IHLS5D
S00111-SHARR-Orchestrator N"BEICERE T BHESIE Yes BIRLET),

AT Y 7 2. & AWS Security Hub X N=TF A NCEEO—LZAAR=ILTB

c XUN=THIORNZEICT1DM)—>23 2T aws-sharr-member-roles.template AWS
CloudFormation 7> 7L — N ZEEL £ 9,

« AWS Security Hub EXBET WO MDD 12 OTHONIGZANLET,

BIRSRAF 45
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ATYVT I XYIN=ARRY V) %ZEHTS

« CIS3.1~3.14 8ETHEMA T % CloudWatch Logs FIL—7 DEH#EELET, _h
(&, CloudTrail 07 % %{§9 % CloudWatch Logs AU I I —7 DEETHIHBENHV)ET,

s BEO-NZAZVAR—IINTRIAESHZERLET, ChsOO-IE, PTHORZEKR 1
BOHA2ARN=ILLET,

s A VARN=ILNTBTLATYUERBIRLET,
« AWS Security Hub EBET7 AV ROT7HDONIDZASILET,

ATYVT7 4 (A7) ERARESIEEZRETS

c XUN=TFTAIRZEBEZERLET. COFIEFERAETI,

(A7) ATV T 0 FTYRDATLREARAZY VEREITS

1. F7Y NEREZEERATRBERE. FTTNThOMEARY IV ZEBLET,

2. Jira £7z(& ServiceNow AICIREHEE N TVIHEARZ Y IV RRBIRT S D, MBODHARLKZEER
BIT2EHOTIN—TIVRELTEALET,

Jira AZY V7704 F DI

a. AZYVIBZEANLET,

b. Jira 1 AR AL URI ZIELET,

c. FUYRNEREREFETAIraZ7OPIIVMO7OP IV F—2EELET,

d. Jira Username & Password ZRETH2HMLVF—EENO—2U L Y M% Secrets Manager
ERLET,

(@ Note

d—4%—%& % Username &L T, APl ¥—% Password E LTIEETZ T, VA
D—RORKDV)IC JiraAPl F—ZFERITBHEZBIRTEET,

e. cD¥—TJLYRDARNZARY INDADELTEMLET,

(AT23NATYT O FTY RN ATLAREBARZY VERETS 46
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22,/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey
The key of your Jira project where tickets will be created.

| )

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

gy )

ServiceNow A& Y V7704331

a. AZYIBZEANLET,

b. ServiceNow 1 AR AM URI ZHEEL T,

ServiceNow T—7 /LB ZEELFT,

d. EERAREDT TN EEETHT VAR Z&FD APl F¥—% ServiceNow ICHER L £ T,

e. ¥— API_Key ZfEf L T Secrets Manager T—2 L Y R&EERL., TO—IL Y MO
ARN ZRAZY UANDADELTRHBLET,

o

(AT23NATYT O FTY RN ATLAREBARZY VERETS
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Specify stack details

Provide a stack name

Stack name

[ ASR-5erviceNowstack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceMow instance. For example: ht tps: Jimy-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com I
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be ereated.

[ incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

(O )

NDAZLBREARRY VEERTDICIE: V) 1—>3 2 F—5 AL —%Z— Step Functions H1&1E
CEIHOHTENTES Lambda B ZEHFE T, Lambda B8%E. Step Functions H* 512
HEhEADZZHEY, FTYRMRITIDATLAOBHICH > TRAO—RZEBEL, AT A
FTYRNDERZV IO IARNTEIHENHYET,

ATV 1. BEBEARY VRRLE TS

/A Important
cOV)a1—=2aviClk, BEBILEhEERXKNJIORAZ AWS ICEETDAF S avhNeE
FhTVET, cOF—ZEZFALT, I—H¥—HFZ0VJi1—23a0BLV0EEY—E
ARHBEEDEISICERALTVWAL I ERY K<EBHELET, COTFT—NTREENLE
F—REAWS IFFIELET, T—RWEICIE., AWS T4\ —BHRNfBRAEIhET,
COMBEZEMCTSICE, T7L—rE2XD>O0— KL, AWS CloudFormation ¥ ¥ E
V1023 EZELTH S, AWS CloudFormation AV —IIL&F>TTF 7L —K%E

ATYT 1. EBERRZY VERETS 48


https://aws.amazon.com/privacy/

AWS TOEBLEh=tF 1 UT 1 WS ERHAAR

7y7O—KL, YU1—-232EF7O/LET, FHICOVTE. COHA kD TESE
fLEnEF—SIRE, £ 3V E8RLTEE W,

Z O B#t AWS CloudFormation 7> 7'L— Kk, AWS TO BBt hitEFa21UTF 4 R/IEAY
1)1—23>& AWS 9D RIZF7O4MLET, AXY UV ZERETHHEIIC Security Hub ZHEXIC
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Faws-sharr-member.template&redirectId=ImplementationGuide
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https://console.aws.amazon.com/cloudformation/home
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Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack
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Description
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manage all your resources for the solution

Overview Resources Instances Compliance Monitering Opsltems Logs Runbooks Cost
Insights and Alarms info Cost
Manitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)

Application Manager DV ) 1—2 32 ARXY Y
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View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. [1—Y—&TJ#BM R—J T, Tconfirmy, EAHL, [I—F—KTEEM #BRLET,

FOFAR—YAVTOLAFRT LT, RIF—BHRFENBETURA U BBEH N B LN
BUET.

V)1—-23VICEEITRZIAARANEG R T ZTIOT 171D

cOY)I—>3VICEHEYTRZ AN 2R LS. ARG R T#T 7747LLT )
Jai— /E/WJZFE?I/7¢6ME#5U$?O]th TRT &, HBOEET ATV
PSOXKTITATILTEET,

U133 MBI IANR T ERRT B =


https://console.aws.amazon.com/systems-manager

AWS TOEBLEh=tF 1 UT 1 WS ERHAAR

OAARNBD 2T &7 0714 71LT2ICE:

1. AWS Billing and Cost Management AV —)LICHY AL 242 LET,

2. TETF—23URA2T, [AAMED 2T ZBIRLET,

3. [AANBDRI) R—2 T, AppManagerCFNStackKey T &> TT7 1 )LZ—L, XRRENE
RBRERNMSRTZEBERLET,

4. [Bab) Z2BIRLET,

AWS Cost Explorer

T7U5—>23a>ernd0R— 2 MNIBEETZIIANDOBEE, AWS Cost Explorer £ DS %
BLU T, Application Manager 1Y — LN THFETE £ J, Cost Explorer Tld, AWS UY—A®M
AANEFRARARZRRITRRTDET, JANZEETEET,

1. AWS Cost Management AV —)LIZH A2 A4 LET,

2. TEZ—> 32 XZ1—T [CostExplorer] Zi#IRL., YUI1—>3 20 OZFNEIANEFEAR
MERRLET,

AWS Cost Explorer 63


https://console.aws.amazon.com/billing/home
https://console.aws.amazon.com/cost-management/home
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Amazon CloudWatch Y < 2 R—RTYJ1—>3>0F
RL—2a>2FEZRITT

MDY Ja1—>3IZiEk, Amazon CloudWatch Y < 1 R— RIZRRENDHDAZLX NI O AR E
To—LKFEENET,

CloudWatch &Y 2 1 R—RETS—ALR, VJ1—>3a>0ARL—3>azEZRI)TIL, &
ENBEENRELEBEICTS—NE2EELET,

CloudWatch X NU O R, F5—A, AV 1R—ROBML

CloudWatch #8ElZ & 4 D® CloudFormation 7> 7L — KNS X—ZNFHYVET,

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms
Create CloudWatch Alarms for gathered metrics

(e )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(w0 >

1. UseCloudWatchMetrics - C & yes ICBRET D E, ARL =23 XNV T AQOIREN AEEIC
By, ZhsOXN) O A%ERRTS CloudWatch Y 2 17R— RAERE N E T,

2. UseCloudWatchAlarms - —h & yes ICERET D E, YU 1—2320FT73INNTS—LHNFEWN
IC&VWET,

3. RemediationFailureAlarmThreshold - 7 5 —AZREE 2 BRI KK BEDEE,

4. EnableEnhancedCloudWatchMetrics - cD/NT X—&%& yes ICEREL T, O MAO—-J)LIDZ &
CEXDOXRN)ORAZRELE T, T7FI)ILITR, CONTX—Z@FE no IZREETIhTVS -
., IXTOOMO—I)L D IEDLL2BEOEFHRICETZIXNIIAOA N REENET, O
MO=)LIDZEDBLTDARNIDRETS—AICE., EMBEAFrBELET,

CloudWatch X NU DR, 7Z—A, &Y 1KR—ROBEL 64
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CloudWatch v < 17R— RO EH

XY AR—RERRTDICIE:

1. Amazon CloudWatch ICBEIL., RIC[FY 2 1R—R]IZBBLET,
2. TASR-Remediation-Metrics-Dashboard; £ WS BaINOA Y 1R—REZEIRLET,

CloudWatch &Y 2 27 R— RIZIE, LTI aUAEEATVET,

1. RBULEBEOET — YU 1—23 I & 2 TEEICEBEE iz Security Hub DR R DK
(BT B A N ZERHBLET,

2. BELH — KB BEOHKE, AEN—TETF—2OmMATRL, XBOREZRLET,
KEOBAZVWHEERF. YVII-—23VIEMNBRAEN HDEZ2RRLTVS AN &

vV, HEICRAETIXENBYET,

3. MO IDICKBDEBEORMEKR - F7OCMKICILRX NV IAZEMCLESE., <0
0232 MO-)L IDBIOBEZKRN —BERTEhET, BEXBEIZ 322460
ICEVABBARTIENATVWRES, COEI>IVICE, KBFE<0d>MO—-)IL IDICHE
ENTVBAESH, FERFBEOCIMO—ILIDOAENFLXBLTVWEIINRTENETT,

4. 27y o0-LosEZHORE -V )1—2a> X N—A—=IFMVAMN=ILEhTVE
WPHDY NTEBENFBRITEhEEDICRELELXBROBZTRLET,. O—-IILOFENERTH
BEEOHTIBRYERLAKR TR E, FEZDANRELET, COBMBEZBRBITHICE, E
BIR3THIRNIXN—O—I)LAZRY JZA2VAN=ILTBDH, YJI1—232IC&K2TE
R&E N2 d X T O EventBridge JL— /L ZEICF B A, Security Hub T7H U M DEEN T &
BRERLET,

5. ASR IZ& % Cloud Trail EEB7 V> 3> - 77°04 &I EnableCloudTrailForASRActionLog /N5
X=R2FEALTT7 a2 A7 Z8MILEITXRTOXN=THO OV ) 21— 32 F|
NEBT7V3AVE—BRRLET, WITNHADAWS THINTFHLEVWIY—-ANOEE
FRELEZE, COTA4DIYRNE, DY—ANFVYD I3V CR2>TEEENEAES D
EEMBIDIDICRIEET,

CloudWatch &Y > 2 7R— RIZIEk., — BB ARL -3 0I5 —2B8ET2ERERENET o —
LEMRBELTVET,

1. 24 5T 1,000 2BA D AT— MYV ET,

a. BERTORBE., IXVNL-IIFERLEL)EHBECHABEATWVWEREZRLTVS
AREMEA B KT,

CloudWatch & v < 1 7R— RO 65


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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b. L& WElE CloudFormation N X—2ZFERALTCEETEEXT,
2. 24 7B 0OEE %K = NOREMEDIATION > 0

a. ASRICEFENTVAVBEICHL TBENFRITENATVERT, Chix, IRV RNIL-IHIEE
T, BRUVLENEOBENEEFATVBICEZRLTVA ARSI HYET,

3.7y oO—I)LElEHERKE >0

a. VY )1—=23 A BYCTF 7O/ TVEVWT AT RELERGR) =232 L TEEDNS
TENATVET, chld, IRVRNL=IIFEEEH, BERLERLEOTAHI RN EEND
KDICBE2LECEEZRLTVDABEEN BV ET,

IXTOTZ—LLEVER, B<OF 7014/ Z—AICEDETEETEERT,

Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Period override 1 hour (auto)
ASR: iation-Metrics-D: dv 7 | 1h 3h 12h 1d 3d 1w  Custom ‘Lo:aLtlmezune v H c | v ‘@‘ Actions ¥ -
State Machine Executions : Remediation Outcomes H Remediation Failures by Type H Remediation Failures by Type

This widget displays the frequency of different remediation outcomes.

Count 329 23
00 Remediations starked >= 1000 for 1 datapoints within 1440 minut... /\ If there Is an increase in NOREMEDIATION results, this indicates that
remediations are being attempted for remediations not currently included
a2
S0 /\

In ASR. You should verify that this Is not caused by a modified automatic

166
remediation rule.

.
. NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)

7 _— 2 T— . 213 12/15 12/17 12/19
1213 125 1217 12019 1213 12715 2 271 oL - TACTVE @ on
@ Remediations started ® FAILURE @ SUCCESS ® STANDARDNOTENABLED
Remediation Scheduling Queue Length @ Maximum Remediation Delay : Remediation Scheduling Widgets
Count: Seconds These widgets are related to scheduling of remediatians.
200 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue Length represents the number of triggered remediations that
o050 2600 are walting to be scheduled.
The maximum delay is how far out, in seconds, that the scheduling Lambda
N o . has scheduled a remediation for execution.
1213 1215 127 12019 23 215 27 219
® Queve Length ® Delay
Runbook Assume Role Failures i Runbook Assume Role Failures

“This widget displays the frequency of the remediation lambda failing to

25
/\ assume the role necessary to remediate on a different account.

This may indicate that ASR is attempting to remediate on a spoke account

. that does not have ASR installed,

, _Runbook Assume Role Failures >= 1 for 1 ints within 1440 ...

1213 1215 12417 1219

@ Runbook Assume Rale Failures

TZ2—LLEVMEDOEE

1. [Amazon CloudWatch] -> [P Z—A] -> [TXTO T Z—AL] ICBBLET,
2. BEIBRTZ—LZEBERL, [TU23aV]->[RE ZERLET,

TZ—LLEWMENEE 66
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CloudWatch w | CloudWatch > Alarms
Favorites and recents » Alarms (3) [ Hide Auto Scaling alarms Create alarm
Dashboards ‘ Q ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Anyactions... ¥ 1 ©
ASR-Remediation-Metrics-
Dashboard O Name v | state v | Last state update v | conditions | Actions v
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
Ae©O O [m] ASR-NoRemediation @ oKk 2023-12-25 15:36:25 day P @ Actions enabled
In alarm

Runbook Assume Role Failures >= 1 for 1
All alarms (] ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day

Billin,
9 ExecutionsStarted >= 10 for 1 datapoints within
[ ASR-StateMachineExecutions ©ok 2023-12-15 16:47:41 *hour @ Actions enabled
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

v Metrics

B.LEVMEZRENEICEEL TRELET,

TZ5—LLEWMEOEE 67
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

Step 4 - optional
Preview and create

4. CloudWatch & ¥ < 2;R—RIZEBEBL T, #HILL

a. XMpgdI4

Specify metric and conditions - optional

Metric

Graph

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

~w

IV

b4
Count Namespace
AWS/States
1,000
1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

ROELICHZDEMESZRRLET,

b. [(#mE] 2 EBRL X7,

BEICELETFY—MZEZEELET,

TZ—LLEWMEDEE

68
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C. [AT7aVIRTICEELET,

d. FLLVREILEDETTZ—LEREZEELET,

State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v -
Count
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation

T2—LBRIHTRAIZ479%

EEBETHOVRNT, BBARY VK2 TERE Llz Amazon SNS REY &7 SO0111-
ASR_Alarm_Topic 2H 7 AV T4 T LET, ChiZkY, PT—AN ALARM REEICKE S EBAME
nEX9,

7

S—LBRICYTRITA4T792
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VI )1—>3>aEHITS

vid KRYEION—23aohrs0T7 Yy SI9L—R

BEIC vIAX KRYBIOV D 1—-232&ZF 7O/ LECEN BB HERE. T4 ARM=ILLTH
SHEHN—232 A2V AM=ILLET,

1. BEicF7’O40key)i1—>3>az287>42AM=)LLET, Uninstall the solutiony &2
BLT< &,

2. BFOTUTL—NEREBULET, "Deploythe solutiony ZZBL T EE L,

® Note

v121 BLEIA S VIS0 BBRICT Y I L —RIB2HEE. BIEOF—TANL—F—
OJJ)\N—7%ERA9T2] % No ICERELET, VISO0LUBEBA VAN —ILT25HE
&, COFT>3>0 VYes ZBIRTEFRT, CcOAT>AVEFERHIDE, —T AN
L —&— Step Functions DRILOJ I —7 L5 EHEOT 2R TEE T,

VIAUELNSOTYTIL—R

VIAXDSTYTIL—RITZEBEERE. ROELSIZITXKTOAZY UV E & StackSets ZEFHL =
9,

1. BFOT7L—KZERAL T, Security Hub EBET WO RMNDARY VEEHLET,
2. BAUN=THDODUKNT, BFOT>T7L—MDSTOELAHFAZEHRLET,

3. REF7OMEATVRIXNTOV—TJ32DEAXYN=THIUKT, &FOTVTL—KAH
SBAYN—AZY D=EFHLET,

V20X D50 TF7Y 7L —R

V20X DB TYTIL—RITBEHEEE. v2A2LURICT Y7L —RLET, CloudFormation T
v21.0-V2A A NDEFIFERBMLET,

vid &YEION—2arhsoT7y 79 —R 70


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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NZTNDa1—F127T

BAIOBEFRRIZE, BNOIS—2BEIZDFIENCBHENTVET, ChSOFIETHEENFR
LBEWVWEESIK., TAWS HR—KhAOBEVWEDLE, T, 2OYJ1—-23>20 AWS HR— KT —
ADERFIEZRBL TSEEL,

JVi)ai—>3a>gyd

OV IVICEK, COVYUI=23 ORIV 1 —FT1OTBBIFrEENRTVET, NEY
IOEFES—>3a>rzsBLTLSESTL,

V') 1—>3 Ik, AWS Systems Manager TRITENW2EEZ Ty IohsHDEREL.,
NDHFER % AWS Security Hub EEBE T HJ > KD CloudWatch 0%/ JL—7 S00111-SHARR (Z 528
LET, AMA-LZEC1HBEY 1 DODARNI—LNFBYET,

Orchestrator Step Functions (&, AWS Security Hub B¥E& 7 H> > N® S00111-SHARR-
Orchestrator CloudWatch O JIL—7ADIXTOARATY TBTEREELET., Oy

(&, Step Functions DA 2 AR ADRERITZRHR TS O DEEIIFTI, Step Functions M
RITZEC1DPOOTAN)—LFBHYET,

WMAEDOOATTIN—T1&. AWSKMS HAXN—EEF— (CMK) ZHEAL THES{LEhET,

RORNZTIND1—FT 1 TJBEH/TIE, S00111-SHARR OJJIIN—72#FHLET, coOy
&. AWS Systems Manager Automation 1>V —)J)L, B8{L3E4TAY . Step Function 2V —
J., Lambda O ZFEAL T, BMEOKNS TN 1—FT 120 ZTVET,

BEICLEBTDE, ROELSBEAXYHE—TH S00111-SHARR O, > NO—)J)L, BOOT A
NU—LAIRREENET, 4l CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

CCTRLTVRAXYE—IT, ES5ICHLLKEBTERY, CcOHIE, EF1 VT RELOY
RO—=)L®SHARR Z> 7Y UHhS50DENDTT, fil: SHARR-CIS_1.2.0_2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :

Viyi—>3arnay 71
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{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.

COE®EF. KBERLET. CcOBE. XON=—THIVKRTRITEIATVSFEHILTT, <
DEBEORNZ TN 1—FT 4T RIS, XIN—=FHI> MO AWS Management Console (=
Q4L (ERBOXYtE—2H5), AWS Systems Manager (CBEL TEEMLICEBEL, E£TID
eecdef79-9111-4532-921a-e098549f525 VO H H 2R T HILEN HVYET,

BEH 0D R REfif R

- BE: VU1 —>32 0F7O48 KB, UY—AH Amazon CloudWatch TEEICFIETJEETH
BLEERTIT—NRREND,

fRZK: CloudFormation DY —R/A X NEO2a>T, QFIIN—THNBEICEFEETDIEZR
TIS— XAV tE—2BRELET, SHARRFZ7OAA4T7L—h2EATD L. BBFEOOTT
N—T7%2BRATEET, BRAAN BIRENATVWRCEZERELET,

- [RE: EventBridge L—ILDERICERTDI T LA TYIDRARNENERZY VT, YI)1—
AVHFIZ—TF7Oq&EnEV

fERZE: EventBridge L= DU #—ZRIZEL., LAY OVOBNFF7O/4E TV AR
FHYVET, ChEEBTSICE, Security Hub iz hO—)LOBEEREZDY
)1—23>0OSCTLATYVIOERKEDETHERATIN, ERAITHIEEROTLATYIDA
ZF70O49%H, EventBridge L—ILO#—2DE| &€ LIFZV IV ITANLET,

s BERUT7HINOEHRD'))—2 32 T Security Hub ZETLTVWET, cOYJ1—>3 >
EEBO)—avicF7O4/LEVNTT,

R Security Hub BB EBEELRU T AT RNED =D a2V ICBBEARY VEZTF7TO/4LE
T o Security Hub X NN—ABREETNTVBRET WO NE) =23 A N—=FT2TL—~%E
A2 AR=I)LUET, Security Hub TEHNZBHMILET,

- R&&: SO0111-SHARR-Orchestrator Z BB L ZZE#®(C. Get Automation Document State
TREL, UTO502 TZ7—N"RELET, "KMSTIUVLANEBE /%, Lambda
NREZHEESTEEFLATLLE BHO KMS F—REZBWRL TLKEE L, KMS ®
f5l4h: UnrecognizedClientExceptionKMS X v £—: U T ANICEEFND X1 FT 4
N—ONEITT, (P—EAR: AWSLambda, AT—XA]1—R:502, T5—11—K:
KMSAccessDeniedException, J O ITA KN ID: ...

BEAN O AR R 72
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BRR EEZRTIBRENIC, YV1—232 2N 10 0BRETERT. AENIMERLEVES

&, YR—BFT Y h&EE GitHub DREEZRE XY,
- BB REBREBELEISELELLEY, AERIVEEBATLL,

FRRE: MEBEROXEICBECNEY D LEEHABVAEREL T EEV, —BRNEREE. &

HERICEBSEN EVWCETT, BRATE., XTUAOBEN M FELEVWESIC, 1—F—

CEEJI —RNYOEBHTZHZEEHYEBA, YV 1—a Od#BELET, OV —
JL T CloudWatch O #BZ £9, SO0111-SHARR CloudWatch O% JI)I—7%#8B&EL X9, 1)
ARNEY—RNLT, REEFECNEARN—LANRAICKRRENDEDICLET, RITeRHAIRE

ROOTANI—LZBRLET, TCLIZ—HAHBYVET, ARORRICE., REZROI>

I\

O—)LEBEINO-ILOF—H, JOARTAHIY MEER (REYR—FEThTLARELY), &
RABRICEEETNTVREBREN BN ET, XUOEBERAZBETEZVESE, OJZRELT

HR—KFTY NERVTLSEE L,
- BB EEZRABL =&, Security Hub IV =IO AT—RANEFEIATVWEREA,

fRRR: Security Hub AV —JLIXBEBNICEFHEhFELA. BEOEI—Z2FHLET, £BROD
AT—BZANEFEIhET, REERNINKBD SHBICBITIADETICHEBL L IBEEN HYF
¥, REFERIEF. AWS Config B E DD H—EAH S AWS Security Hub IZEEE /X2~
F—EZDSEREIhET, IL—IINFBFMAEThD2ETOERE, BERELDIH—EFRAILK>TELR
WET, ThTEBENMMRRALEVESR., BIROMBRE REFREZEELISELELLEN,

AERVWERBATLEL Z5RLTLKEE,

- BE: A—TARNL—2—ATY 7TEHKN "Get Automation Document State: AssumeRole Z#F R
L—>3a>zHUOHTEZIZITS— (AccessDenied) FRELEL ) TREBLET,

BRE: SHARR "RHEBRDIBEERATVWBIXN=THIRNCXN=FT27L—MNA
VAN =ILENTVERA, XON=FT27L—KOF7O1DFIEICHRVET,

« BB LIS —FLEREF v RASBRCHEETS 0, Configd 27 Y I HRELET,
AR AWS Config SREZETER<SFTANT, Config N ELKREETNTWVWBR L EBERLET,
BEEETE. BEAICK2TEREEFED AWS Config [REZBETEEE A,

- BRE: BEIERIIL =A". "No output available yet because the step is not
successfully executed." XY E—JHFREND

BRE: Chid, REDBES VT Y INLARVAZREBVZOV Y —AOBRAOEETT,
BEZ Ty ORBYICAKML, BELZWESICYV1—-23 2 ICBHMLET,

- BB BRENKBML, REZYIRL—AFEEBEELELL,

BRI R RE R IR
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BRAR. T2 —REBEREIZIH2ZRL, I7— XV E-—IJTRERBELARYIRL—-AK2BH
B2LENBYET, NL—ARATF—EPSEBEORNT TN 1—FT AT EREET, YR— MY
ERBERF. YR—KFTYRERHEEXT,

- B HARABLT V232 )JY—ATVII0AEZY VDOHIRRICKBLEL L,

BREK. EBET VT L—NOHIBRE. DARLAT VA2V OHIKRTERBRIZ LN HBUET, C
nF, KOV —ATEBEENZBHAOBETT, ChANRELIZBES, UTZRITLET,

1. AWS Security Hub X RO X2 ROV =ILIEH A2 42 LET,
2. EBETAHIUNT, [RE|CBBLET.
B [(NMABRLT V3V BT ZERLET,
4. > K1) Remediate with SHARR Z FEI CHIBRL £ 7,
5 ARV UV ZzBEHIBRLET,
- BE EBEARY VZBET7O401EE. AT Y 7TEBHN AssumeRole TERHELTVET,

BRR. EBEARYIVEBT7O/49%L, EBETHINOEBEO-INEXN=THD
PROXUN—O-ILEDEDERERIIMENETT, IXNTOXN=THAIZBNIXN—
O—ILAZY OZBTF7O1TIHBENFHVET,

- FEIRE: CIS 3.x MEEA" 24 B LA L PASSED Z&RRL W,
RE: Chilk, XN—TFAHDJ>BMIZ S00111-SHARR _LocalAlarmNotification SNS k
EY OO TRV T2 as A BVGEEICE<BELET,

BEDKEICET 5 REE

SetSSLBucketPolicy A" AccessDenied T2 —TXkMT S

B§E95> hO—JL: AWS FSBP v1.0.0 S3.5, PCIv3.2.1 PCI.S3.5, CISv1.4.02.1.2, SCv2.0.0
S3.5

EIRE: SetSSLBucketPolicy & AccessDenied T —TkHBL £ T,

PutBucketPolicy AR L —2a > O H T & EIC TS5 — (AccessDenied) "BELELE: TIEA
FERENEL L,

NTY MCFHULTNT VY OFTO0RATOY VRENEMICE>TWEEE. NTUYIOTIOAR%E
HATEIARAT—MARNZEOCNT YRR —DEBEZRADE, COTIT—TERBLET, O

BENEEICEHT 2 EE =7


https://console.aws.amazon.com/securityhub/home

AWS TOEBLEh=tF 1 UT 1 WS ERAAR

REEE, CHOEDIBATF—MAVRZECNTY RNRVS—ZFBEL, TONTYNONT VY OTF
OEATOYIEEMCTARETELUET,

ConfigureS3BucketPublicAccessBlock D118 (B8 E 9% 1> hO—)L: AWS FSBP v1.0.0 S3.2, PCI
v3.2.1 PCI.S83.2, CISv1.4.02.1.5.2, SCv2.0.0S3.2) k. N7 Y RRUS—aBELFIC/NTUY
OTFO0EATOY IVREERRETD O, NTYRNREZOREIZTDZEETEET,

SetSSLBucketPolicy l&, SSL Z2FALBVWI VT ARNERERTDIAT—RXNENT Y KR

S CBMLET, RUS—RORBDRT— XY NGEEEhmWid, NTUYITIEREH
ATR2AT—RMXRIHBDEHEE, BERE, ThSOAT KXV RMEEEFATVREEENLE
NTY RRVD—OEBEEZH K. KBLET,
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FrEE2ICEHLE iz EventBridge L—ILZ AL Q) 8EZBHATE XY,

s BEOZECHLTIO FO—INFEMCBE>TVEILA EL ZDMMALKBHEHITZILHIC, BED
BRARENEAZYVIZE, AV NO=LZ0T7 v 0%2F7O/4F2EODONTX—2NFHYF
T AVKNO—=IONTX—Z% TEFART, OEICERELT, TOINA-ILZTYIDOTF
704 ZHEBRLUET,

EEZENELFEMCTZLEHD SSM/NTX—A:

c EEARY O, EEEEARY JI&>TFTOMENE SSM /NS A—K2ENLTEMICA >
TUWBEELHLTOX (NRAZLT I 3V %2 ICEBELE A EventBridge L—IL &
ALT) EaEEmBTEET,

o EEREZEMICTDICIE. /NAD T/Solutions/SO0111/<standard_name>/<standard_version>/
status;] ® SSM/N\ZX—2NEEZ "LWWR, IZERELET,

SNS &1 D 4l

EENRBENLEE

{
"severity": "INFO",

"message'": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
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"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}

BEFKILILBE

"severity": "INFQ",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/

finding/22222222-2222-2222-2222-222222222222"
}

BENF KM ILBE

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",
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"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
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