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4., IVRRAVEIMRXLY T, TVRRAVNRA/ZOE-LE T,

CcODFI—KRUTLTR, TVRRAKRDODRXALAIE "my-ava-
app.edge-la2b3c4d5e6f7g.vai-la2b3c4d5e6f7g.prod.verified-access.us-
west-2.amazonaws.comy &V ET,

DNS 7’ONA4 X —TCNAMEL J— RZHERL £T,

LOd—R#A AT (]

www.myapp.example.com CNAME my-ava-app.edge-1a
2b3c4d5e6f7g.vai-1
a2b3c4d5e6f7g.prod.verified-
access.us-west-2.amazonaws
.com

AT Y 7 8: Verified Access ICIBIML =7 77U —2 3 AN DO #E#:
TANTD

CNT, P7UT—23 0AN0ERETARNTEEXT, 77VT5—3 0O RXABEIIT TS
JHIZABDLET, Verified Access RUZ—DOF 7 )L NBETIE, IXTOUIITARNNERE
NET, HENTIVELATEDRELSICTDRIV—ZFXREFELTVEVESD, IXTOUIIAN
FIEFEhBEITTT,

I> RARA2 NDNSOREZHEKT S "
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AT Y 7 9: Verified Access TIL—TLRILOTFT VAR>S —%
MET D

LTOFIEIZ{E > T Verified Access TN —T7TZZEL, T7UT—3aANQOEGZHATEIT D
ARV —ZRELE T, RU—OFHMIE. IAMIdentity Center TRREES A TWVWR I1—H—&J

IW=TICK>TEBYET, RU—OERDEFMICOWTIE, "Verified Access R — ) &S
BLTLSEEL,

Verified Access I —7"%2ZETDI_IE

1. Amazon VPCFHET —2 3> RA 2T, Verified Access JIL—7 ZBRLE T,
2. UL—TEEBRUET,

3. [79Y> 3], [Verified Access TIL—TR)—DEE] #BIRLET,

4. RIZ—ZAHDLET,

5. [ Verified Access FIL—7RV —DEFE] ZBIRLEFT,

AT Y 7 10: Verified Access \ICIBIML 77U —>a > A0
EBTANTS
GIN—TRIS—PEB/EENEOT, PTI5—23 T IORATEES, 77U5—>3>0R

XAVBEVITTZVHFECADLET, VITIARHAEh, P77V T5—23>CUSALI S
TNBETTT,

ERL U 7= Verified Access UV —R 20 U—>2TFv7d53
TANNERTLES, UTOFIEICHE > THERENEUY —XZHIBRLE T,
CHDF1—KRUFTITHERL 7= Verified Access UV —A&ZBIBRTSICE

1. Amazon VPCFHES'—> 32 RA T, Verified Access T RRA U N #BIRLET, HIBRT
BIVRKRANERBIRLET, [FU> 3], [Verified Access T RR A > N DHIKR] %3&R
LET,

2. FTES—232ARA2T, [Verified Access TIL—71 ZBIRLE T, HIBRT ST I —7&ER
LET, [7U> 3], [ Verified Access T IL—7" DHIER] ZiBIRLET, F-ITRRAMD
HIRMEBA T T IR ETHONM DB BEN HYVET,

TN—=TLRILOT VAR —%EETS 12
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3. Amazon VPCFHE#S—> 3> ~RA 2T, Verified Access 1 VARV A ZiBRLET, <D
FiI-—KNUTILACERLEA AR AZEBRLVUET, [FU2 3], [ Verified Access {538
T7ONA X —%=4V)ET) ZBRLET, ROAVIEIOUAMNSERE7ONAZ—%ER
L. [ Verified Access E87’O/NA X —Z4V) 8T ZBIRLE T,

4. Amazon VPCFHE#HS —> 3> R4 T, Verified Access EE7ONA T — ZBRLET, <D
F1—NUTILTHERLEEE7ONAA—ZBIRLE T, [7 U 3], [ Verified Access 1§
F7ONAMZ—DOHIR] ZBRLET,

5. Amazon VPCFHES—> 3> ~RA 2T, Verified Access 1 VAR A ZBRLET, <D
F1—RNUTILAICHERLEA AR AZBIRLET, [7U2 3], [Verified Acess 1 > A
R ADHIRR] ZiBIRLET,

T9I)=2TFvTS
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Verified Access 1 AR A

AWS Verified Access 1 > AR > Ak, FE7O/N1 XA —& Verified Access J )L —7 DEEIZE&IL
DAWS UY—RATT, AVARVART 7V T—232 V0T ANEFEL., EF1UT 1 EHH
MIEENEBEICORT IV EAZHFALET,

N =R/

« Verified Access 1 VARV ADEREEE

« Verified Access 1 > AR > ADHIEk

« Verified Access & L& TS AWS WAF

+ FIPS Verified Access ® AT SAT VA

Verified Access 1 VAR ADER EEE

Verified Access 1 VAR AZFEAL T, E87°'0/V1 X —& Verified Access T —7 &2 EBEBL
£9, LTOFIEZHFEHL T Verified Access 1 AR AZERL., EFE70O/V(4F —% Verified
Access ICT7 R Y F9 3N, Verified Access A SERE7ONAM AT —%2TRYFLET,

N =R

- Verified Access 4 ~ AR > ADERK

« Verified Access 1 VARV AICERZ7ONA X —%ZTR2YFT3

- Verified Access 1 VARV AN SEE7ONAE—%E2TEYTF IS

Verified Access 4 > AR > ADYERK
LLTFDOFIEIZHE > T Verified Access 1V AZ > A%BERLE T,
Verified Access 1 AR AZERT S ICIE

1. T Amazon VPCI2Y —)L%Z & & 9 htips://console.aws.amazon.com/vpc/s

2. FTES—232ARA T Verified Access 1 > AR A] Zi#IRL ., [ Verified Access 1 > AR
VADER] ZBRLET,

. (AT 3 V)[R & [BEEA] IZ. Verified Access 1 Y AR ADBBEHBPEADLET,
4. (A7 32) Verified Access ICERTZUENHBHEE. EBBFHR7 O ABRE (FIPS)
FIPS 0Bt ZBRLET,

Verified Access 1 > AZ > ANER & EE 14
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5. (A7 aY)MEE7’O/NAHF—] TlEx. Verified Access 1 VAR AICHRNTBEE T ONA
A—ZBIRLE T,

6. (AF7>3aV)rJTZEMIBICE. FLLWARITZENM ZBRL, TORTOF—ELEZANL
£

7. [ Verified Access 1 VAR ADERK] ZZBRL XY,

Verified Access 1 VAR AICEB7ONAM T —&TEAYFI3
LR OFEIZHE 2 T Verified Access 1 VARV AICEB7ONA T —2R/ILET,
Verified Access € VARV AICEB7ONA T —2 R FTBICE

1. T Amazon VPCOX Y —)L%Z R & % ¥ https://console.aws.amazon.com/vpc/e
FTES =232 RA2T, [Verified Access 1 VARV A ZERLE T,
AR AZERLET,

[7 22 32]. [Verified Access EE7ONAH — &R ZBRLET,

[ Verified Access fE7’'ONA A —] Tk, FE7ONAF—ZBRL XY,
[ Verified Access 537 O0/N14 X —&F) Z&RLE T,

2

Verified Access 1 VARV AN SEBB7ONAFT—2FRYF I3
LTFOFEIZHE> T, Verified Access 1 VAR AN SEBB7ONA T —%2V) BT LET,
Verified Access € VARV AN SEBB7ONAFT—=2)V) BT ICEF

1. T Amazon VPCOX Y —)L%Z R & % ¥ https://console.aws.amazon.com/vpc/e
FTES =232 RA2T, [Verified Access 1 VARV A ZERLE T,
AVABZAZERLET,

[7 22 32]. [Verified Access ERR7ONA A —Z) ) BET] ZiBIRLE T,
[ Verified Access B 7 ONA X —] T, EE7ONA X —ZBRL T,

[ Verified Access fE7’'ONAZ—zZ V) 89 ZBRLF T,

2

Verified Access 1 VARV AILEB7OANA R —2TREYFI3 15


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

AWS Verified Access I1—H—HA K

Verified Access 4 > A3 > A D Bl

FB (275 2 7= Verified Access €1 VAR A, BIBRTDENTEEXERT, 1 VAR A%ZHIBRT S
B, BEMNFSNhTVWAEREO/NA X —F=1E Verified Access I —7 2T X THIKRTIHE
FHYET,

Verified Access € > AR > A& HIRT 5 IC &

1. T Amazon VPCI2 YV —)L 2B & & 7 https://console.aws.amazon.com/vpc/.
2. FTEZF—232RA2T, [Verified Access 1 VARV A] Zi&IRLE T,

3. Verified Access 1 AR A& BIRLET,

4. [P 3], [Verified Acess 1 AR ADHIKR] ZiBIRLET,

5. BEEROSNES, Tdeletes EABNLTHS, [HIR] ZBIRLET,

Verified Access & & #4895 AWS WAF

Verified Access IC& 2 THEHAETNZRIEINL—ILEFAREIL—IICMA T, RUX—Z2REZEHAT
BPHEEEHYNET, kY, FFUT—2a 2 OERBHI)SREITDENTEET, Ch
i, Verified Access T7°'0A4 AWS WAF ICIEE T B & TRIBTEET, AWS WAF &, REZ
NEDTT7T7TIT—23a )Y —RAICEEEND HTTPS) UV ITANEEZR U ITESD I
TTP77V5—2a> 7 7A4F74—=)LTT, OFM-OVTIE AWS WAF, " AWS WAF ROV
N—HA4 RAWSWAF, @ T, Z28BL TSV,

AWSWAF DT 770+ Ad> ~O—JLJ AN (ACL) % Verified Access 1 > AR > AIZBEEM T2
— & T, Verified Access AWS WAF EfRETEERT, JIJACLIE, REES N/l AWS WAF UV —
ANBETDIINTOHTTPS) VITVIIARNZZ DA HBTEDZ VY —ATT, AWS
WAF BEEN TR EBEEMTHBRU IV TANDODREBRIZ, 1V ARV AIZT R Y F&E hiz Verified
Access TV RRAVRNDAT—RAN ELTHRRENEFupdating, JITARNNTET TR E,
AT—H2 Al active CRWET. AT—X Ak, AWS Management Console &7zl& TI > RR
A1 NZRRTDETRRITEETRT AWS CL,

(® Note

AWSWAF >V —=I)IFEE 2FEHAL TAPI, COREERITIDEETEET, Verified
Access 1 AR AD Amazon ') Y —AZR—L (ARN) A BEICEVERT, nlE,

Verified Access 1 > AR > A D HIBR 16
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ROFERXARNZFERAL TEBETEET: arn:${Partition}:ec2:${Region}:
${Account}:verified-access-instance/${VerifiedAccessInstanceld},

N =R

* |AM Verified Access % EETDEOICHKELR T U EAFFT AWS WAF
- AWS WAF U T 7% B§E{}+% ACL

- AWS WAF B DAT—RAEHRIT D

- AWS WAF VT 7 OBIER &2 #EBRT S ACL

IAM Verified Access % LG TR EHICHELR 7O EAEFT AWS WAF

Verified Access AWS WAF EDEAICIE. APIARL =2 a2V ICEENISLEVWT I AHFTO
DT O2AVHFEENET, ChsDOToU>aVICDO2VWTE, T[permission only] IZ&%
AWS Identity and Access Management ' —EAFFV 7 7LV AL ICEBEhTVWET, "H—E
ARBEEVZ7T7LVAL O "TAmazon 70232, DY—A, BRUEHF—EC2, 28RBLTLKE

=V,

17 &#FERATBICIEACL, AWS Identity and Access Management 77U > NILIZROT oA
HOUNDETT,

* ec2:AssociateVerifiedAccessInstanceWebAcl
 ec2:DisassociateVerifiedAccessInstanceWebAcl

e ec2:DescribeVerifiedAccessInstanceWebAclAssociations

ec2:GetVerifiedAccessInstanceWebAcl

AWS WAF DT 7 %#E8E+5 ACL

ROFIEF, ZFEALTAWSWAF DT 77o2€A0> MO—)LYJ A K (ACL) % Verified Access
AVARVAICEENSTAHEZERL TVWET AWS Management Console,

IAM Verified Access & LA T B LEOICHKER 7O AKT AWS WAF 17
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® Tip
LTOFIEACLEZTTAICE. BEF0O AWSWAF DI JAMBETT, JI7OEFMICDOL
Tk, TAWSWAF #ROYN—HA R, O "™Ox770A0> ~O—)L'") AKRACLs,
ESBLTLSEEL,

AWS WAF 7 T 7 % ACL Verified Access 1 AR > AIZBHEMN T2 121

1. T Amazon VPCO2Y —)L % B & ¥ T https://console.aws.amazon.com/vpc/e
FTES—2 32 RA2T, [Verified Access 1 VAR A ZBIRLEF T,

Verified Access 1 AR AZBRLE T,

el 27 2BRLET,

Tooary 2&RL, V17 2EEFTETACL,

JI7 ACLT, BREOD I 7 ZiBIRULACL, VI7 OBEENITZIRIRL EFTACL,

2

AWS Management Console ® ZfA L TAWSWAF, CORARAVERTIDELETEET,
MIZOVWTR., "TFROYN—HARL O "TAWSUY—RACLEDT T 7 QOBEE T F i FBEN
(T#ERRL ZSBLTLKEE LV, AWS WAF

AWS WAF SiIED AT —RA%HRTS

ZEALT, AWSWAF DI 77Ot A0> MO—J)LYJ AR (ACL) &' Verified Access 1 > AR A
ICBEM TSN TVWE L ES D ZHERTE £F AWS Management Console,

Verified Access 4 VAR A& AWS WAF DIEENDAT—RAZRRTDICIE

1. T Amazon VPCO2Y —)L % B & ¥ J https://console.aws.amazon.com/vpc/e
2. FTESF—232URA2T, [Verified Access 1 > AR A] Zi&IRL F T,

3. Verified Access 1 VARV AZBRLET,

4. [HE| 27 =2BRLET,
5

WAF EEAT—RAICVARENTVRHMZERLET, AT—F2AR. BEREDES.
DIJACLEBFEEEICEE £ EBEERZL ELTRRENET,

AWS WAF EEDAT—RAZHRT D 18
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AWS WAF 7 T 7 OBE(T T2 #BRT S ACL

KOFEF, ZFEALTAWSWAF DI/ 7oA MA—JLJ AN (ACL) & Verified Access
A VA AOBER T ZHERT B HEZRL TLWET AWS Management Console,

Verified Access € > AZ > AACLAY S AWS WAF DT 7 OBEENTZ#HEBRITHICIE

T Amazon VPCI2Y —)L & B & & 7 hitps://console.aws.amazon.com/vpc/e
FTES =232 RA 2T, [Verified Access 1 VAR A ZBIRLE T,
Verified Access 1 AR AZBIRLET,

el 272 BRLE T,

Foary #BRU, V17 ORENTEMBERL ETACL,

V17 OBEER T EBRACLEZRL THELET,

I

AWS Management Console ® ZEBALTAWSWAF, CORATERITITDELEETEET, 5
MmMcovwTr, "TFROYN—HAKR, ® "AWSUY—ZAACLE DV T 7 OBEE T F /- BEES
(THEBR ZZBRL TS EE W, AWS WAF

FIPS Verified Access ® A 754 T A

ERERNIERE FIPS) (&, BEBEREREBEIIHREHMED 1 -0 EF1 VT 1 BEHE2EET
PREBLTHFTETBEROBRIETT, &, FIPSTHIITY 140-2 ICERT DRSS ICIREZRET D F
7’3 3> AWS Verified Access &2t L £3, FIPS Verified Access ® A7 SA T Ak, XD
AWS )= 3> THRIATEE T,

« KERS(F/NAF)

o RERI (N—2 Z74E)

« RKEAEI LAV THILZT)
- KE®EH (FLIY)

o WFE (HE)

« AWS GovCloud (US) FaXp

« AWS GovCloud (US) ERZp

COR—T TR, FIREZIFBEED Verified Access IRIBZFIPSEMMT D LS ICHRET D HEERL
£,

AWS WAF 7 T 7 O BSER (T # kR T 5 ACL 19
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[N =R
« FIPSOAV 7 ZAT AN E=®HIZBETED Verified Access IRIBEZERET S
e FIPS A7 AT AN EHIZHFH L W Verified Access IREZRET S

FIPS A7 5AT > AD =S IZBEFE®D Verified Access IRIBEZERET D

BE1F @ Verified Access IRIEN H V). FIPSETD LS ICRET BRI, FIPSOAV TSA T A%
BMCTREHIC—HBD)Y —AZHIBRL TBERITD2BEN HYET,

BE17 ® AWS Verified Access IRIBZFIPSHEH TR LS ICERETAICIE. UTOFIEICHWVWET,

1. 7LD Verified Access T RIRA VN, TI—T, 41 VARV AZHIBKRLET, BRELLEEO
NAA—EBRATEET,

2. Verified Access 1 VAR AZER L., EREICEBEFER7OCAZEE FIPS) Z2XFHEMICL
£, £, EREIC, FH TS [Verified Access ER7ANA A —] 2 ROAYTHATIUARND
SERLTHRILET,

3. Verified Access J )L — 7 ZERLE T, JIL—7TOERK. ERL IEA V) O Verified Access
VABRVAILEDIN—TEEERTET,

4.1 DBLE® Verified Access T RARA 2 N ZERLET, T RAKRA 2 MNOEREIC, BIOA
FYTTHERLULEIIL—TICI RRA N 2BEMITET,

FIPS O 7' SAT > ADESHIZEFH L LV Verified Access IRIBEEZEERET S
FIPS #3819 % 7L L\ AWS Verified Access IRIBZRETDICIE. U TOATY TIZRHVET,

1. GE7ONAZ—Z2H{HELET, XBIZHLUT, I—Y—IDEE7ONAA—, (F7>3a>
T)TFINAAR—AD E@ET7ONA A —ZERTIHLENHYET,

2. Verified Access 1 AR A BER L. 7OLAFICEFHER O RAEZEE (FIPS ) 24T HER
WCLUET, o, ERFIC. BIOATY 7 THERL Iz Verified Access EREZ7O/NA X — & RO Y
TEIV)ARNDSEBIRLUTHRMFLET,

3. Verified Access JIIL—7"ZERLE T, JIL—7TOERK. ERL IEH V) O Verified Access
VABRVAILEOIN—TEEENSTET,

4.1 DLLE® Verified Access T RARA 2 N ZERLET, T RAKRA NOEREIC, BIOA
FYTTHERLEIIL—TICI RRA N 2BEBEMITET,

BREORE 20
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Verified Access S8 7'0/N1 & —

FE7AONA -, 1——&FNAAICETHEHRZ (CIEETHH—EATT AWS Verified
Access, CcDEHRIENZARNIVTFANEHRENET, ChiZlF, X—=)L7RLAX "E2%,
BOXN—BEDI—H—IDICEIKEHR. 1 VARN=ILBFHOEFIVFTANYFRIALI)
ARMBITRDITON=23a 0 BEDTNAABEBBEBRFISENDIHZENHYYET,

Verified Access &, ATOAFIVOERE7ONAE—%2HR—KNLET,
c I—H—ID— 1—H—OFTRNTFAFEF AT A 2 RESLCBETS ID 70/N 15— (IdP)
-U-_EXO

s FNAREE —SYv TRy, BTLY BN, AN—KNT7 22 BEDTFNAAROTINA AEERS
AT Lo

AR
« Verified Access D 1—H— ID E@E 7’ O/N/M X —
- Verified Access DT /NA AXR—AQEREZ7ONA A —

Verified Access O 1—H%— ID EE7O0/N (4 X —

AWS IAM Identity Center & 7= I& OpenID Connect B0 1—H— ID EEZ7’ONAM A —OV\WIThh %
FFEHTEXT,

AEN
« IAM Identity Center ZE87ONAF—ELTERTS
« OpenlD Connect EE7ONAZ—ZFEATS

IAM Identity Center ZE87ANA A —ELTHEATS

AWS Verified Access Tl&, 1—%'— ID 587 0/V1 5 — AWS IAM Identity Center & L T ZfEH
TEET,

AiRRM & EEEE

« |AM Identity Center € > A X > Al& AWS Organizations 1 VARV ATHBDZBVENFHYVET, A
KX RT7OY AWS 7HJ>2 N® IAM Identity Center 1 > AR AEHEEL FH A

Jd—%—1D 21
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« |IAM Identity Center € > A& > Al., Verified Access ER7ONA A —ZERTRD V-3 EE
UAWS U—2 3> THEMICTIHRENF HVET,

ERETFEBAVAZRVARATOFMICOVTRE, T I—H—FHA KR OIAM "PAFT4T4
OB —DEBA AR AET ANV AR ANDERE ) Z2RLUTLKEE VL, AWS IAM
Identity Center

IAM Identity Center S8’ ONAH —Z KT S

AWS 77> NT IAM Identity Center ZB®ICL =S, XOFIEZERL T, Verified Access DS
|7'O/NM A —&L T IAM Identity Center 258 ETE XY,

IAM Identity Center S8 7’'ONA X —ZERTBICIE (AWS I V=)L)

1. T Amazon VPCI2Y — )L %Z & & 9 htips://console.aws.amazon.com/vpc/.

2. FTESF—23a3RA42T, T Verified Access 537" O0/N1 X —1 %iBIRL ., [ Verified Access

EE7ONMZ—0ER] ZEIRLET,

(A7 ar)[EuxJI e BAIIC, EBE7ONA A —OBREBRBEAILET,
[RUZ—ZBEBICRK, BTRV—I)—I)zRATH EEICFERATRIRABNFEZALLET,

(EE7AONAMZ0RA(7 T, [1—YY—EGE7O0NAZF—] 2 BRLE T,
FM1—Y—E@E7AONAE =247 T, IMM "TPAFoTF4T7141205%—, Z8RLET,

(723 RTZEMTBHICE. HLVWEITZEM Z&RL, TORITOF—EEZANL
9,

8. [ Verified Access S8 7 O/N1 X —DER] ZBIRLET,

N o 0o ko

IAM Identity Center {538 7°0/V1 & — % EK T % (21 (AWS CLI )

- create-verified-access-trustZ’0/V 1 & — (AWS CLI )

IAM Identity Center S8 7' O/NA & —ZHIBRT S

FEE7ONAE—ZHIBRIZEC, EE7ONA T —DAFHEhTVWRI A AZVAASINTOT
YRRAVRNETN—TREZRHRTIHLENBYET,

IAM Identity Center E87’'ONA X —%ZHIBRT S IZ1F (AWS O V=)L)

1. T Amazon VPCI2Y — )L %Z & & 9 https://console.aws.amazon.com/vpc/.

IAMT7ATTATAEYE— 22
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2. FTEJ—232 AT Verified Access 57 O/V14 X —] 28R L . [ Verified Access 558
Z7ONAA—]) CHIRTZERE7ONA X —ZBRLFET,

3. P23~ , . T Verified Access (87 O/N1 Z DOHIER, OIEIZEIRLET,
4. FFHFANRYORAIC Tdeletes EAHDLTHIBREREELET,
5. [HIBR] Zi8IRLE,

IAM Identity Center {5388 7' 0/N1 & — & ¥l % (1 (AWS CLI )

- delete-verified-access-trustZ’ /Y14 & — (AWS CLI )

OpenlD Connect E7ONA A —ZFEATS

AWS Verified Access I&. ZZ® OpenlD Connect (OIDC) XV Y REFHTS ID 7ONA X —%
HR— KL FE T, Verified Access Tld, OIDCE#M4DHZ7’ONA A —=21—%— IDEE7ON
AA—ELTHERTEET, LEL, BENRODCTANAA—NFSHEETDH. AWS i
Verified Access £ DZOIDCIHEEZETARNTEEREE A,

Verified Access &, OIDC7Z’'AONA A —0 A SFHliE B EET—X2ZHE L £JUserInfo
Endpoint. @ Scope NTX—RlE, BRIBDRNTARNTF—RDOEY NERETDLEHICFERE
NEd, NSANTF—REZ{ETDE, Verified Access RS —AZFDF—RICK L AT hE
g,

(® Note

Verified Access &, Verified Access R —&FHli§ 2BRIC, OIDC7'O/NA A —ASID
tokenEfFEEhiz A SOEET—XZFEALEFE A, UserInfo Endpoint ASDKRFA
RF—BOIENR)—ICBS LT NhET,

K&

- OIDC EEZ7ONAE—%ERT DO DEIREH
- OIDC BEZ7ONAZ—ZERTS

- OIDC BEZ7ONAEZ—ZZETS

- OIDC EEZ7ONAZ—%HIBRTS

OIDC 7' AN/ & — 23
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Q—H—H1 K

OIDC EEE7ONA X —%ERT DO DEIIRSH
EETONAA—H—EAN SROBEREBENETIHEN SV ET,

* Issuer

« WALV RKRAZBN

« N=O2I2VREKRAUB
 Userinfo T R7RA > ~

« 924F7>KID

« DZATUR—=DOLY N
« AO0-7

OIDC EE7’ONA X —%ERTS
EW7ONAA—0IDCELT ZERTHICIF. XOFIBICRVET,

OIDC EE7ONAE—ZERTHICIEF (AWS A2V —)L)

1. T Amazon VPC2 YV —)L%Z B & & ¥ https://console.aws.amazon.com/vpc/.
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BEICWHUTIVRRSAVNOFHBEZEELE T,

[Verified Access T RRA 2 NODEE] ZEIRLET,

2 T

Verified Access T RARA > KRR —DE

Verified Access T RARA U RDRVD—ZZETHICIE. XROFIBICHEVET, ZENEMCKE
DETICEOILHIVET,

Verified Access T RIRA 2 NARUS —2ZEFTBICIE

1. T Amazon VPCI2Y —)L%ZB & & 9 https://console.aws.amazon.com/vpc/.
FTES =23 RA 2T, [Verified Access T RIRA 2 N Z&IRLE T,
IVRERANZERLET,

[7 < 3], [Verified Access T RARA 2 RNRUD—DEE] Z2BIRLE T,
(A7 232y BECKHUTRIVD—0BMLEF D EEEAT7ICLET,

(FA7>a2)RIUT— I, IV RKRA NIBERAT S Verified Access RS —Z AL F
CB

7. [Verified Access T RIRA 2 RRUZ—OEE|ZBRLET,

I

Verified Access T R7RA > N D HIER

FEIZKE27VPCAccess T RIRA U KNIE, HIBRT B ENTEET,
Verified Access T R7RA > N ZHIBRT 2 ICI&E

1. T Amazon VPCO2V — )L &R & ¥ T hitps://console.aws.amazon.com/vpc/e
2. FTESF—232RA2T, [Verified Access T RIRA > N ZiBIRLET,
3. IVRARAKNZEBRLET,

Verified Access T RARA 2V KRRV —DEE 36
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4. [T 3], [Verified Access T RRA > NDOHIR] Z8RLE T,
5. WREROSHIES, delete&E AHL., [HIKR] ZBIRLET,

Verified Access T RRA > N D HIBR
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EBE7’O/N1 X —H S Verified Access IZIEEE B EGE
TF—3

EET—2F DA EETNDTF—XTT AWS Verified Access EE7ONAE—HL5E5D , EET—2
&, "1—H—OL—Ly Tk "EREIVTEFAN EEFEFRETT, F—RICEBE, 1—Y—
FLERETFNAAICETRIEHRNISEENET T, EET—ROHICE. I—HF—E X=J, FI—TX
IN=29T FNAADARL—TFTA VI ATLON=23, FNAADEF 1T 1 RER
ENBYVET, BEChZIBRIESEITONAA—ILL>TERD LD, EE7ONAF—DORF2
X RNTEET—RAOREN DEHENLEVANESBIDZBEN HYET,

=72 L. Verified Access DOJREFHMEZFATNE, EE7ONAA—DSEDISBERNTARN
T—RANEFENTVINZRFETDCEETEETRT, chldk, P7UT—>23UANOTFT IV AZR
ARLRFIESTRIRIS —Z2ERTHESICERNTT. OJICRZANIVTEFARNEZEEH D HEIC
DWW Tk, Verified Access BRIV TFANZENEFLFEMICTS 2B LTILEEL,

cOtEI2aAVICR., RUD—0ORRBREFRBIZDOICRIDERT RO TIEFANEEATY
TT, CCICREENTLRERE. SIRZ2ANETZENT, ERXBZLT77LVATRERHYFRE
Ao

AE

* Verified Access BT —2XNDT7 ANV TEFAD

« AWS IAM Identity Center Verified Access BT —Z N1 TF AN

- Verified Access ElT— DY —RN—FT 1 —GE7ONAF - TFAL
« Verified Access TOA1—H—JL—LDZHTEL EEE DKL

Verified Access EETF—XOF7#)8AFTF AN

AWS Verified Access ICld, BREENTWAEE7ONAFZ—ICEFEEKRL, IXTO Cedar FHHEICH
FEOHTTPU VI ARNICETEIVK DADERN T 7 AN TEEFRATVET, RU—FFHEEh
% &, Verified Access FBEDHTTPU VI ANCIETEITF—2% O Cedar I TFHFANIIEDE

Jcontext.http_request key, ZEBIZIEU T, F—RICHLTFHMEZEITSRI S —&ERTE

£9, ANDISONAF—NF., FHMEICEFNDTF—RZRLTVET,

"title": "HTTP Request data included by Verified Access",
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"type": "object",
"properties": {
"user_agent": {
"type": "string",
"description": "The value of the User-Agent request header"
.
"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header"
.
"http_method": {
"type": "string",
"description": "The HTTP Method provided (e.g. GET or POST)"
.
"hostname": {
"type": "string",

"description": "The value of the Host request header"
I
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
I

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

L&, HTTPUIARF—RICHL T ZFHET RIS —0HITT,

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

¥

AWS IAM ldentity Center Verified Access E7—2 N1 TF A
~

R —HFFHMEiEhdE&EIC, AWS IAM Identity Center S8 7" 0/N A X —& LT, AWS Verified
Access l&, EE7ONAA—FRET TRV —DT7PLYAEZ, ELTEELEF—NDT D Cedar
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OVFFEANCEBRF—2EEHET, XBLHLUT, NIARF—REHLTHET 3RS —%
ERTEET,

@ Note
FREZ7ONAX—0OAVTFANF—F. BEZ7ANA X —OERKICEEL RS —L
T77LVABASEBENET, L&xE@F, RUS—L77L2A%Z Tidp123, &FREL L
e, A TFARNF—E Tcontext.idp123, & VWET, RUS—ZERTIEIE, EL
WIAVTFARF—ZFEALTVBD CEZBRELTLSEZ L,

RDISONAF—XF, FHAEICEENZDT—RXERLTVET,

"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
},
"user_name": {
"type": "string",

"description": "username provided in the directory"
1,
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
I
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"
}
}
}
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},
"groups": {

"type": "object",

"description": "A list of groups the user is a member of",

"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1238$": {

"type": "object",

"description": "The Group ID of the group",

"properties": {

"group_name": {

"type": "string",
"description": "The customer-provided name of the group"

UTE, KR >TRMEEIDZEEF—RIIHLT 2FHlITHRIS—0HITT, AWS IAM Identity
Center.

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID

&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
};

(® Note

IIN—TRIEETZ 3%, IAMIdentity Center kT IL—7"ID Z#FERALTITIL—T %238
LET, chilklY), JIL—T0RFEEETIRICAV—AT—MX NFHESNDD
ZH<ENTEEXT,
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AWS Verified Access J1—%—AH4R
Verified Access BT — 2O — RN—F 1 —BE7ONAM X —
dATF AN

COtEIa> TR, CEHEEKDEBEBF—XRICOVWTEHHALET, AWS Verified Access — R
N—=—FT1—OEE7ONAMFT—I&D,

(@ Note
BEZ7ONAX—0OATFANF—GF. BEZ7ANA X —OERKICEELER)>—L
T7LVABASEBENET, LEAE, RUS—LT77L2A% Tidp1231 £RELE
ma. AVTFARNF—E Tcontext.idp123, & WET, RUS—ZERTIEIE, EL
WIAVTFARF—ZEFERALTVWD CEZBERLTLSEEL,

P
. 7T

o Jamf

* CrowdStrike
+ JumpCloud

VATAPAE N -

FNAADEBEITFARNETIVEARI S —(CHFB}ATHEEIE. AWS Verified Access 704
JLERMEE, FLEEBRION—NF—0OT S UYHLR#EEE, Verified Access l&. FTE Google Chrome &
Mozilla Firefox 7 5 JH#&HR—KLTWET,

WTE. Jamf (macOS 7/N1 A%ZHHR—K ). CrowdStrike (Windows 11 & & T Windows 10 7*/\ 1
A%ZHHR—K ), JumpCloud (Windows & MacOS DEAEZEHR—K) D 3 DOF/NA AEE7O/N
A4 —Z2HR—RMLTVWET,

« RU—TJlamf EETF—FEZFEALTVWDEE, 1—H—R 2802 O0—RLTA A=)
THIMBENHVYET, AWS Verified Access Chrome U T J AN T E#=l& Firefox 7 RA 4 ~
D7 ZIHIREEE,

« 7R1) 2 —TCrowdStrikeEFETF—XZFAL TVW2HEEF, FTI1—H—HF 24 AN=ILTB
MREABHVET, AWS Verified Access ZAT A T XY —I D FKRARN (BEEXD>O—RYY
D)o cOAVR—FVRME, I—HY—OFNAATRITENTLS CrowdStrike T— T2 KA
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https://d3p8dc6667u8pq.cloudfront.net/WPF/latest/AWS_Verified_Access_Native_Messaging_Host.msi

AWS Verified Access dA—%—HA R
SEETF—RXENBIILOICHETT, X, 2OAVKR—ZFNEBSLA AN =) LEE, 1—
H—lF BAARN—IITBDHRENFHYET, AWS Verified Access Chrome DT T ARNT Ei=IF
Firefox 7 RA >S4 =D T T YRR,

« ZFEAL TVW3FEJumpCloud, 1—H—I& Chrome VI JARNT &L Firefox 7 RAH A ~
@ JumpCloud 7 Z U HILRBEEZ T NA AICA 2V ARN—ILTRRENHVYET,

Jamf

Jamf FH— RN—F 1 —GE7ONAEZ—TTF, RUD =Nl DB, Jamf 2EFEE7O/NA
A—ELTEERTSE, Verified Access Ik, BRZONAA—RBRET "TRU—LT77LVAA,
ELTEETSDF—OTOCedar AVTFHFARNNDORSTARNTF—REEHET, HEICISUT, b
SARTF—RICHLTFHAEITZI RIS —BERTEETT, XNDISONAF—Y &, FHAICEEND
F—mERLTVET,

Verified Access T Jamf ZFEA T2 FEDOFMICOWVWTIEE, Jamf DT 7H 4 K® integrating AWS
Verified Access with Jamf Device Identityy ZZBL T &,

{
"title": "Jamf device data specification",
"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
},
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"
I
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
},
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
I
"groups": {
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https://docs.jamf.com/technical-papers/jamf-security/aws-verified-access/index.html
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Iltypell: "aIIay",

"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"
}
.
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"Low",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
},
"osv'": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple
version number format (https://support.apple.com/en-us/HT201260)"
}

LT, Jamf AREITDRTARNTF—ZICH L TFHMEZITS RIS —0OHITT,

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};

Cedar ICIE, Jamf OV AV AT B EDOHIER ZFERHTHBRICKIL DER contains() #aeD
HVET,

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)

};

CrowdStrike

CrowdStrike FEH—RN—FT 1 —OEE7ONAFA—TF, RUT—Niichd &, &2EEO
/N4 & — CrowdStrike & LU TE& T 5 &, Verified Access I, EE7ONASA—RET TRUS—
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BEE, ELTHEELEF—OTO Cedar IV TFANCEEF—2E2EHET. LELHUT,
RSARF—RICRUTIET B K Y —EERTEET. KOISONAF—T . FHECEENS
F—RERLTWET,

Verified Access CrowdStrike T ZEH T2 5 EZDFEFMIC DOV TIE, T CrowdStrike & IC&k2 754
R—KNT77T5—>a>nRE, 2B LTL<EE V., AWS Verified Access GitHub DT 744 ~
D,

{
"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
},
"os": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"
.
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"

o
"version": {
"type": "string",

"description": "The version of the scoring algorithm being used"
}

}
},
"cid": {

"type": "string",

"description": "Customer ID (CID) unique to the customer's environemnt"
},
"exp": {

"type": "integer",
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"description": "unixtime, The expiration time of the token"
.
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
.
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
.
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
},

"serial number": {
Iltypell: "String",

"description": "The serial number of the device derived by unique system
information"
.
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
.
"typ": {
"type": "string",
"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other
type"
}

AT, CE2TREEIZEET—ZIIXNL T 2FHET SR> —0HITI CrowdStrike,

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

Iy

JumpCloud

JumpCloud EH—RN—F 1 —OEFEE7ONAZF—TF, RUZ—HFEchad &, £87ON
A A — JumpCloud £ LT Z#E&T 5 &, Verified Access &, SE7ONA X —RET TRUP—
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V77L2VAE ELTEELEF—O Cedar AV THFANNBRT—REZEBHET, BEICKHL
T, FZARNTF—RIZHLTFHAIT DRI —ZERTEE T, RNDISONAF—X &, FAICER
n37F—RZRLTVERT,

JumpCloud T ZFEA T2 HZEDOFHMICOVTE, T, 283BLTLKEEV, AWS Verified
Access, [lIntegrating JumpCloud and AWS JumpCloud 7 T 7% 4 K ® Verified Access,

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {

"type": "object",

"description": "Properties of the device",

"properties": {

"is_managed": {
"type": "boolean",

"description": "Boolean to indicate if the device is under management"
}
}
1,
"exp": {
"type": "integer",
"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
"type": "string",
"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
3,
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
3,
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
3,
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
3,
"sub": {
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Iltypell: "String",

"description": "Subject. The managed JumpCloud user ID on the device."
1,
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}
}

}
AT, CR>TREMENBZEEIACTEFANMIRLT 25T SR S —0OHITF JumpCloud,

permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier'

};

Verified Access TO1—H—O L —LDZ(TEL & BZ DR

M #% AWS Verified Access 1 VARV AR I—HY—ZEEICFREEL. AP ASZELEI—H—
L — A% Verified Access T RARA 2V NCEBLET, I—H—IL—Alk, 77U5—2ary
EZERIL, UL —AN Verified Access IC& 2 TREEBEETNECLEBREITDENTEDLSIC
BREENET, COTOEARIC, XROHTTPAYRZ—AEMENET,

X-amzn-ava-user-context

COAYHA—IZIE, JSSONDIT =02 (WT) EROI—H—IL—LANFEENET., IWT ERX
[Cl&, base64 TURLIYA—REhEAYE— RAO—R, BENFEENET, Verified Access
(& ES384 (ECDSA SHA-384 \NYv 2 1 F7)dVAXLEERATZIERT7IOAVAXL) Z#FERL TIWTE
BEERLET,

T7VTr—23a>@Bns0IL—LZN—VFF4APETOHOI—HF—BEEOIIVARUIVA
CEATEERT, 77UTr—>3a>FROYN—R, A ID 7ONA X —H S RHE B KD
L—LD—BMERADLARILCOVTTDICEBL THBENF XTI, —MRIC, subIL—
Al BEOL—F—EHATBREOFETT,

P

« fl: OIDC A—HY—JL—LIWTDEH

« #l: IAM Identity Center 1—%'—20 L —AJWTDER

1—%—JL—L0O5EEL 48
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« NTVYOF—
o Bl BETO— R IWT

#l: OIDC A—H¥—O L —LAIWTOER

ROBIFE, OIDCA—F—IL—LDAYR—ERAO—RAIWTERXTEDLSICRTREND D
ZRLTVERT,

ANYFZ—DH

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",

"iss": "OIDC Issuer URL",

exp": "expiration" (120 secs)
}
RAO—KROH :
{
"sub": "xyzsubject",
"email": "xxx@amazon.com",
"email_verified": true,
"groups": [
"Engineering",
"finance"
]
}

f5: IAM Identity Center 1—H'—29 L —AJWTDESR

RDOBIE, IAMIdentity Center 1—H'—J L —LADAY R —ERAO—RFIWT EXTEDKSIC
RRENDHLPZRLTVET,

(® Note
IAM Identity Center Tlk, I—H—1BHO AN VL —LIZEEFNET,

JWTOIDC I—%—2JL—L0D 49
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ANYE—DH -

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",
"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-
abcl23xzy321a2b3c",
"exp": "expiration" (120 secs)
}
RAO—ROH :
{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {
"address": "testEamazon.com",
"verified": false
}
}
}

INT VDY o%—

Verified Access 1 VARV AR 1—H—U L —LZBS{LEVESD., ZFEHRT S KSIC Verified

Access IV RRA UV NERETH L Z2BHOLUEITHTTPS, ZFEH T S &K S I Verified Access

IVRRAVNZRETZDHERRFHTTIP, X1 UT 4 JIN—T2FERALTI RRAMNDORT
T4V OMLFTHELTLSEE,

EFIVTF12BRITDICE, JL—AICETVTRAZTSRMICEREZRIEL., JWTAYHA—O
signer”7 4 — )L RIZHIFFE N B Verified Access 1 VARV ANEBENTVDR L ZRRBTHIHE
H&H ') EFARN,

NTIYOXF—ZBBETRICE., IWTAYA—AS5F— D ZEEBL, ThEEALTIY KRR
RASNTUY OF—EBRELET,

BEOIVRRANAWS V=232 BRDODEHYTY,

https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>

NTUY HF— 50
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fFl: B EFI—R IJWT

RDD—RIE, Python 3.9 TH+—ID, RNEF—., BRUORAO—RZWMBIBZHEEZRLTLE
ER

import jwt
import requests
import base64
import json

# Step 1: Validate the signer
expected_verified_access_instance_arn = 'arn:aws:ec2:region-code:account-id:verified-
access-instance/verified-access-instance-id'

encoded_jwt
jwt_headers = encoded_jwt.split('."')[0]

decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)
received_verified_access_instance_arn = decoded_json['signer']

headers.dict['x-amzn-ava-user-context']

assert expected_verified_access_instance_arn == received_verified_access_instance_arn,
"Invalid Signer"

# Step 2: Get the key id from IWT headers (the kid field)
kid = decoded_json['kid"']

# Step 3: Get the public key from regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 4: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])
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Verified Access 7R ') < —

AWS Verified Access R —Tlk, THRARNEIATWVWBRT7UT—>23 2 ICT7O9EATS -
HBDOIL—IEEETEEFT, AWS, Ch5lk Cedar, AWS KU —F5E, Cedar 2EHA TS

&. Verified Access THEATRIXKSICHRETS ID TEETFNAAR—AOEEIONAFT—H 53
BENERSANTF—RIZEDVWTTHMEE DRIV —ZERTEET,

Cedar RS —EZBOFMICOVTIE., Cedar V7 7L VAHA R, #CELIEE,

Verified Access ¥ )L —7" % ER T B85, F -l Verified Access T RARA 2 N EERT D, F7°
23> & LT Verified Access RIS — B EZETEE T, Verified Access RS —2E&HLBLTEH
IN—TELEREIVRRAVNEZERTEXRTN, RUD—ZERTDETCINTOT IV ERERE
OV I&EhET, £k, EREBICEEFED Verified Access I —7ELIEI> RRA > NTRY
S EBMFELIFEETEET,

cOto>a> Tk, Verified Access RUZ—DEE, WE, EBHFEICODVWTHAL, flzV<
2HARLET,

AE

« Verified Access RU S —RAT— XV NEE

Verified Access 7R L) & — @ FHil

Verified Access R ) — D HIAKEE F

Verified Access R —DAX ~

Verified Access R —O2 Y oD 3a—hH—F v b

Verified Access 7R 1) 2 — 0

Verified Access R —T S AR~

Verified Access R —AT— R X NEIE

cDtEU> 3> Tk, AWS Verified Access RIS —ATF—KR X NEFOFEAEE. OEDD
Verified Access RS —ICEBD AT —RM X NZRETEE T, Verified Access R > —DEE
&, A TORDEY TTY,
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effect permit

[ principal,
scope action,
resource |

when {
condition context.device.location =="US" &&
clause context.authn == “MFA”

RUD—ICE, ROEBAHFEENET,

« MR —KRVI—AF—HFM X2 MY permit (Allow) A forbid (Deny) A ZEEL £,

- NREHE — WRZHERITDTVINIL, o232, DIY—Rz2EELET. BEOTV VD
NI, 7o>ar, FERVYV—RAZHEELBEVCZET, Cedar ODHNREEZARERZNDEFICLT
BLENTEXT (BIDHZESR), COB/E. RUZ—RBGIXTOTIUINIL, Fo2az,
DY —AICERAEIET,

o FUGH — WRNFERAEHNDZAVTFANZEELET,

/A Important

Verified Access Tld, RUBFHICEEFNDINTARNT—REZSBIBDE TR —NELIC
REEhET, RU—OXREHEIFE, BICARERZDETEICLTBSKMBEN HYET, TOD
B, ZBEHICEEND D EFNAAODRN AR TFANZFRALTIT VA ZEET

EFXY,

EEAER)S—0BH

permit(principal, action, resource)

when{
context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

};

AOHITE, QEEFEFEALT1I DORV—AT—M AV NIEROXHEZFEATESC
EICTEEBLSEEV, Cedar DRV —SFEFESE, DAZLTEHHABILEHEICHIZDR
D—AT—RMAVRNEERTEIRANNBSNET, TOMOHICOVTIE, "Verified Access 7R
)2 —nfl, ZZRL T EE L,
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AWS Verified Access I1—H—HA K

Verified Access 7R 1) < — @5

RVI—RFIAIXNFE1D2ULEDRID—ATF—KM XN (permit £ forbid A7—K XY
M DOtEY RTT, RUZ—K, &4E (when AT—K X2 M) A true THRBEICERAETNET,
RV —RFIAIXKNNTOERREFATSICE, RFIXINHAODBELSEE 1 DOFAIRY
D—NEAEhTVWRIZENHY, BIERVD—2BATRZICERFTEREA, FARU—HIHER
ENBEVWEER, 1 DREOBIERVSD—FERAEhTVIES., RUS—RFIXINETIEAR
#IEBLE T, Verified Access J')L—7"& Verified Access T RARA > NOEAICERE iR
S—RFIXRIIBRDEE, MEORFIXIRNTIOCRAZHFATITIHENHV) ET, Verified
Access TV RRAVENDRIVD—RFIXNZERBLTVEVESR. TIORREHFAUTIHE
&% D& Verified Access TIL—TRD>—DHATT,

(® Note

AWS Verified Access ERU > —DERRFICEXZRIEL XIH. REFICADLET—Z
FRIEL TR A

Verified Access R > —DH A IAKRTEE F

NDIAVTFANZEERT BB E AWS Verified Access ") THATNTVWDRKRSIZ, TR EXLBEH
ZERT S RS —TlFVerified Access R —AT— KM XU MNEE, QEBEETFEMFEAL TEH%E
BMTEET, RUS—RHFICESSICRBAZMADEHICEATEIEIL N VEEFRMICES
BHYET, SRAICINTOEILNA VEEFETRICRLET,

BEF RATEAFA—=N—O—R Bz
! Boolean — Boolean WEAE.
== any - any Effi, RAT7HF—BLBLT

&, WFhADRLAT D5
THRELET, EB224M47
DEAEVICEFELLLZSDZL
FEHWEEA,

E any - any &M, EMOERT (LiES
)

Nj]O
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Q—H—H1 K

BET

&&

.exists()

has

24 7&F—N—0O—R
(long, long) -~ Boolean
(long, long) -~ Boolean
(long, long) -~ Boolean

(long, long) -~ Boolean

(entity, entity) — Boolean

(entity, set(entity)) - Boolean

(Boolean, Boolean) -~ Boolean
(Boolean, Boolean) -~ Boolean
entity -~ Boolean

(entity, attribute) - Boolean

Sk
Long integer less-than.
B less-than-or-equal-tos
Long integer greater-than.

B ¥ greater-than-or-equal-
too

EEXN—v T (BRI
ADAREICNYIL—),

BEX>/N—v 7 (Aand
B) || (Ain C) || T&NiE Alin
B.C .JERY)L—. YK~
IZ non-entity A2FEhTW3
BERIZ—ICBYET,

Logical and (short-circuiting).
Logical or (short-circuiting).
Entity existence.

REEEF, e has fL
dA—RFEZEIFTFA4T1IC
eBEFNONAFT12T
N&HBINESHETARNLE
T, e "FELBEVAD, e D
FELTEEMEf 240
BEWE false Z RLET, B
MBI FEEFIXEH T
FZILELTRATEZERT,

Verified Access 7R 1) 2 — D KIAKEE T
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BET 247 EEF—N—0O—R B

like (string, string) - Boolean FEEEY, t like pTF
ANtANER—2 p E—HT
PHLESHZERIELET. N\
A—2ICF, 0 AR EDOXF
E—HBITDIVAIRA—RX
FrHFEENDHEENHYE
T, t DUTTINARX—XF
E—HEEBICIE. p TEK
BIAT—7TXFI—TVA
\* ZEHATEET,

.contains() (set, any) - Boolean XN=29 T BHNFADCE
BHESH)ZRELET,

.containsAll() (set, set) - Boolean EYMNALLEYRSBODOIANT
NEENFEENTVEIHLES
NETANLET,

.containsAny() (set, set) - Boolean EYNAICEYSNBOEZED
WIFnAAFEEhTVE AL
SNZETANLET,

Verified Access R —O Xk

COXRAT—RMX RN EZEDBZENTEET, AWS Verified Access R —, IX Kk
. // THEVRITTERDLZITELTERENET,

ROBIE, RIZ—HAOIXY RAT—KMXYRNERLTVWET,

// this policy grants access to users in a given domain with trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

Verified Access R —NDIA > K 56



AWS Verified Access I1—H—HA K

i

Verified Access R —O> vy o0 a—k Y —Fv K

BEZEAULZENTEET, AWS Verified Access BEND AV TFANCEETZIHEELEEFELE
WBENHZT—22HAT2 RV —, BEELBEVIVTFANNOT—R%2SBITd L, =
RICE#%E<L, Cedar @I —%&#ERL, RUS—TT I EANERTETNDLS5FAELET, Flx

(&, fake_provider & bogus_key OOV THFARNTREELLEVLEY, BRENICERE 1
7,

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

i

CNEOBRAZERETZICIE. hasBEFZFALTF—NHNBEETIHLEDIH EEIATEE
T, has BE FH false ZIRT &, BEHAT—MNX MDD S5B2FHAEFFELEL, Cedar FFEELE
WVIEHODSBERAADCEICKDIT—Z2ERFRLEBA.

permit(principal, action, resource) when {
context.identity.user has "some_key" && context.identity.user.some_key > 42

};
chik, 2 0N ERLZEEVONAA—ESRIDAR)—ZEEITIESICREEBATY,

permit(principal, action, resource) when {
// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(
(
// if CrowdStrike data is present,
// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)
N
(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable
context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)
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)
};

Verified Access 7R < — @ 45l

5l 1: IAM Identity Center ®7R1J > — D IERK

@ Note
IIN—TRBIEETZ S8, IAMIdentity Center EFIL—7"ID Z#FERALTIIL—T %2358
LET. chiZklY), JIL—TT0EFEEETIRICARVS—AT—MX NFHESNDD
EHSENTEET,

LTRSS —FITE, 1—%—2» finance JIL—7"(JI—7"1D &
c242c5b0-6081-1845-6Ta8-6e0d9513c107) ICB L. KRIALBFAX—ILT RLAZFE >TLVS5
BILOKRT IO LAZHFALET,

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true

};

5l 1b: IAM Identity Center DRV —AT— KX NCRZRHBZEMNT S
LTRSS —FITE, 1—%—2» finance JIL—7"(JI—7"1ID &

c242c5b0-6081-1845-6Ta8-6e0d9513c107) ICBL . RIDBEA X =T RLAZFE>TL
T, Jamf FINA AV RV AATH LOW DBEICOKT I AZHATLET,

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513¢c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

il 2: y— RN—F 4 —O0IDC7ANA X —DRLKRI > —
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ROR)D—FITE, == "B#, JIL—T7 01— —T, RIEHD E X—)LT7 RLAAH
&), Jamf FINA AV AV AATH ODFRIZOKT I AZFHFALXTLOW,

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

};

5 3: @ fEF CrowdStrike

RORI)S—BITRE, 2EFMOATTH 50 ZBRABET IV EANFAEINERT,

permit(principal,action, resource)
when {
context.crwd.assessment.overall > 50

};

Bl 4 BHRXFOEH

ROBITE, AVTFARTOANT ARV —FFOFHNXFTHS : (EXTJ0OY) Z2FALT
WBBEDRI—DRRGEZERLTVET,

permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")

};

5 BEDIPT RLADHF

LT, BEDIPTRLAOKZHATEIRIZ—OHITT,

permit(principal, action, resource)
when {

context.http_request.client_ip == "192.0.2.1"
i

Blsa: 8 BEQOIPF7RLAOTOY Y

LT, HREOIPTRLAZTOYITRRIS—0FITT,

Verified Access R < — D4l
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forbid(principal,action, resource)

when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
1

Verified Access R —T AR N

Verified Access RUS—TFT 2 ARV NE, RUS—OF AN ERARICHERTE S Verified Access ]
V= NICEENDY—=ILTT, IVRRANRIS—, TII—=TRI>—, BXONFANIY
TFAMN 1 OOBEHEICKRREN, TITARIV—ETANLEYRELEVYTEET,
RSARIDAVTFARNOERFEREE7ONAFT - EIZEKB Y, Verified Access EBEIEEBENE
M7ONAZ—OEATHIERBERZHMNSBVEEN BYVET, TOLEH., TARNPHEOEMN
T, BEIOVTFANETIN—TRII—ETIVRRARNRIV—OEEZ 1 AP THEIRTES
EFEICERTT,

LKToto>3a>Tl, RUS—IF12—%ZHAIZS5ATOELAEEEZHALET,
RARY

c ATYV7 1L UV—RZEETS

« ATV7 2RV —ZTARBLVIRET S

c ATV7 3 BEZHRLTERATS

ATV 1: UY—R%EEETS

RIVS—=TLAEZ NOBAIIOR—2 T, EFAT S Verified Access T RIRA > N EIEELET,
Fhe, I—Y— E X=)ILT RLATER) 2EEL, #7231 —0RBRY/FLET
NAAIDZEELET. 7 RNTR., FBEL 21— —0 Verified Access AT H S HF DERE
RENFMEBENET, 772320 T, RFOFUELFETOREZ EANICBIRTEEXT,
BEIC, FSARIVTHFAN BIEERE,. IVRKRARRID—, BROTINL—TRIZ—HT
XNTAROBEEICRTENET,

RI—=TIABVRNERVTVY—RAZEETSICE

1. T Amazon VPCI2Y —)L%ZB & & 9 https://console.aws.amazon.com/vpc/.

2. FE&—232RA2 T [Verified Access 1 VARV A] ZiBRL, BETDAAZVAD
[Verified Access 1 AR A D27 JYOLET,

RUS—=TIAR K~ 60
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3. [RUD—FIREVNEEE 2BIRLET,

4. [A—HY—OEX—=IFTRLAIT, I—H—OX—=)LT7RLRAZAALET,

5. [Verified Access T RIRA 2 R Tk, RU—ZmMELTTARNTB I RARA 2 M&EERL
9,

6. (FA7>av)[Eulll, I—F—0OBHZADLET,

7. (723N [FNARBRIFIC, " BEOFNAABRFEEELET,

8. (A7 23V FAKERI TR, EAITIEMOFTABEROBEEZERLET., 774 NTE,
R OBABERNIERAET KT,

9. [RN]ZEBRLZFT.

AFYT 2 RIS —EFAND LORET B

COR—=DIZIE, RTHEETDIEHOBEHRIERTRENET,

s EEVONAA—NI—H—E (AT VT)AOATY T TEELETFNAADEHIZERFL
ENZANITFARN,

c BIOATY 7T TIEEE N 1= Verified Access T RIRA > KD Cedar R —,

« T RRA> NNET S Verified Access ' )L—7° M Cedar R > —,

Verified Access T RIRA > RNETI—7 0 Cedar RIS — I COR—J THRETEEZIHN., NS
ARITHFANEIBWNTT, COR—DZFEAL T, Cedar RUT—E—BIZNZARNIVTFHFA
RERRTEDEISICHEVYYEL

[RUSD—Z2T AN REDZEBERLT, NZARIYTFANIHL, RUS—ZTARNTRE, &
ARRNEEICKRRENETT, BELCKHUTCOTOLAZRVIETZET, RUS—Z2HFELTE
BFZ2BTARNTEERT,

RS —OEBICBREF B TIE. [RA] EEBRLTRYS—FY ALY NOROBEECERET,
ATV 3 BELEHEREL CGERATS

RIS—=TIAEZYRNOBEOR—J TR, RUS—ICMAEZEENBRRTESh, BHREICEFETE
T, T, EEARZHRRICHEREL., EEZBR]) 2EBRLTEEZRETEERT,

T, [AIN] ZEBRUTHOR—DIZRD D, [Fr2EIL] ZEBRLTRIS—TI AR Nexs
ICF Y EILTBEETERT,

AFYT 2RI —ETANBLVHRET D 61



AWS Verified Access d1—H¥—HA R

Verfied Access D&+ 1157«

DIZIREFIVFTAHNREBESEHEAWS T, BEFREEAWS, EF1VT 1 2HEERT M
BOEHZRLEILOICBEENET R EVR—ERYND—DOT—FTIOFYHASXIY NER
5h&EY,

EFIVTAE, AWS EA—H—DOETHESCIZIERETY, EEHEETITRE. ChEeo>D
ROEFIVTARBITITTVRADEFIVT A EFHBALTLRT,

c UZIJRDEF1IVTM4 —AWS I, TAWSH—ERZERTIRDATTARNTIF v 2R
BIDETZHVETAWS ITTR, £, . BEENLL2ICFEATESDY—EAAWS &
RBHELET, AT SATAAMNS JOJSALAAVTSATATOTS L O—REL T,
H—RN—FT 1 —DEEZFIEPNICEFIVT 1 OB ZT AN LU BRI, AWS Verified
Access ICERAEND AT SA T A7OTZLAOFEMICOWTE, TAVTS4F7>A707
SLHAWS ICEBDRREBENDODY—EAAVTZATATOT 5L Z25BLTLSEE,

c VT RODEFIVTA —BEHROEFE. FATS AWS H—EAICK 2> TREWET, &
. BEEE, T—R0MEM, SHOEH. HRAE KD EEPHRIGE, TOMOERICOVT
LEFEZEVET,

CORFIXNE, Verified Access ZFRTRRICEETRETTINEZBR TS5 E22EBTDD
CIRIEET, UTOREYOITIR., EF1UFABRCAVTSAT U AOBNEERTDEHIC
Verified Access ZFXET D HEZRLET, £, Verified Access JY—ADEZRI TR RE
(CI&I DD AWS OH—EADFERAEIC OVWTERBALET,

AES

- Verified Access TOT—XRE

« Verified Access DID B RV T IV AEE
- Verified Access DAV 754 T > ARREE
- Verified Access = & (72 THEE 4

Verified Access TN TF— X IRE

-AWS EFHEETFIL ., TOF—XREIERAENET, AWS Verified Access, < DETILTER
BENTVBESE, AWS B, TRTO ERTTHIO—/AYTFARTIF v 2 RETS
BEENFHYVET, AWSITTTR, BFRE, COAMVTTARNZIFY¥THRARNEATVEZ Y

TF—2RE 62
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https://aws.amazon.com/compliance/services-in-scope/
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TOYDNHBPEHBIAEEN HYET. T, OEFIVFIARELEBRZAIVICOVWTEHLER
Z2BVET, AWSOHY—ERXAFERTSE ., T—27TFAN—0OFMICOVWTRK, "F—ZT T4
N —FAQ) ZZRLTLKEE VY, BRNTOF—2RBOFMICOVTRE., T, 28BLTLLEE
We AWS OEEHEEETILEGDPR7OJREEAWS X1 UFT 4707,

T—2REBEOENT, ZREIHDELZHEHOLET, AWS THU 2 b FEHEHRE Z2FEAL
THEYDI1I—Y—%tYy NT7Y 795 AWS IAM Identity Center F 7= & AWS Identity and Access
Management (IAM) . COFEICKY), TNhENOD I TEZRTIDLEHICHEREROKNF
A—HY—IIHEEIhET, &, AOFETTF—FZ2REITHDLEELEHHOHLET:

« BTNV NTHEZRFEL (MFA) Z2ERL XTI,

« SSLTLS ZEAL T EBETH AWS VY —RADEAREZRBEDENTEET, 1TLS.2 A
PET, 13TLS ZH#AOLET,

« TAPILA—Y—TOT14ET1OOTZHREZRET S AWS CloudTrail, CloudTrail FE#F % {5 F
LTEF+Y+TFY¥IR2HECOVTR., "1 2SBLTLKEEY, AWST7OF14ETA4, T, D
FEF CloudTrail IO ER, #5BLTL<EF&E WV, AWS CloudTrail I—%'—H4A R,

c FRATATLAAWSESHKYV1I-32E AOIXNTOF7AIILMNOEFI VT« MO—
JL AWS o —EA.

+ Amazon Macie BEDFEBNZ— REF1UF A H—ERZFEALEFT, sk, Amazon
SIICREFEENTVERHEZRT—XORBRBEREZZELEY,

« 7O AR FIPS 140-3 EDEXDES(LED 1 —IIABERZIFE AWS ON R4 (4>
B—TIAAEIF ZHNLUTAPI, FIPSTY RRA > hEFEALET. FMARERZFIPSIY KRR
A2 NOFMICOVTR., TENFHROEHE (FIPS) 140-31 Z22RL T EE W,

BEEROEX—I)ITRLABEOBBE ZRIBEEREE. FJ. FLEBEHW 71 —I)ILREEDEH
ERXOTFARN 71 —=ILRICBELBAVCEZBSBHOLET, hik, Verified Access F 1=l
TOMD ZEAITZIBEEERETT,. AWSOH—ER IV =)L, API, AWS CLI, £ AWS
SDKs, BRICEATAHERZROTFARNT7 A=) RPEATICADLEF—XE., RE&X2HOT
ICEAETNZEENHYET, URL ZABH—N—ICBETIEESE., TOH—/N—ADJIIR
NZRIIURLT 2O ICERRIMERZ ICEORBRVW L ZEB<BHOLET,

BRIEPDOES

Verified Access &, Transport Layer Security (TLS) 1.2 LABEZFEAL T, 12— Y MNEHATI
RI1—H—75H S Verified Access T RRA 2V MIEEENDINTOTF—RZRBSILLET,
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FYRND=OBRZT7AYIODT AN —

Verified Access ZFXEL T, ADRBEDIY—ANDT IV EAZHRTEEIVPC, 1—H—~X—
ADRBIADZE, IVRRAVNIT IV RRATDZI—H—JIL—TICETVWT, ZYRT—UD—
BADT I ELAEHBRTDEETEXRT, FHMICOWVWTIE, MVerified Access R > —, S8
LTLKEEL,

DIREFOTF—REEE{, AWS Verified Access

AWS Verified Access l&, 72 )L RT Z2FEALTREFOTF—REZBESILLET, AWS FIEKMS
F—o FTHFIINTREFOT—REBSHITDE, BETF—FORBEICESERLOF—/N—AY
RREMEEBRBTEERT, ARIC, BSCOOAVTSA T ALRHOERBEERHZRLT, T2
BTP7TVT—230BEITREETEERT, UTORIS 3> TRk, Verified Access A REH
DT —AEEHICKMSF —Z2 AT 2 HENFMEZHAL T,

AE

- Verified Access & KMSF —

- BAZHETEDER

« TN EF? AWS Verified Access & TRFRIZ AL £9 AWS KMS

- Verified Access THARXN—NZX—TJ RF—ZFHATS

- Verified Access JY—ANDHAZIY—XZX—I RF—ZEETS

« AWS Verified Access B St 1 TF A K

- ODESIF—DOEZX > AWS Verified Access

Verified Access &£ KMSF—
AWS FrE¥—

Verified Access FKMSF—ZFEAL T, AAZBETEDRER () ZEHNICESILLETPI, Ch
ETF7FIBNTREL, AWSFIEFXF—OERAZES TRE, BB, /. FLEEEITSZELERT

EFEHBA, LEL, F—RZRESLIRZF—2REITHDLHOTIVIVORBPTOATILDE

BZIOBEBEREHNERBA, FHICOVTR., ") ZZRLUTSEZVWAWS O FIEF— AWS Key
Management Service RO Y /N\—H 4 R,

COBEBHLAV—2EEMLEY, REOBEHZATZBIRLEYYTRDERFTEETEAN, B
EOIC22BOBEILLSAV—2EBIMTZEET, AWS Verified Access UV —ADERBFICHAR
V—NEZ—RF+F—#BIRLT, ’EITZIES{LF—.

XY RNI—OBRS JAY DTSN — 64
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NARI—X %~ RF—

Verified Access Tlk, BEFRIMERL TEEITAIRMAAZII—~NZR—I RF—ZHAL T, B
DF7 AL BNOESHKIZ 2 BEOBSILLAV—ZEBMTDENTEERT, COBSLAV—
FI1I—HY—HZELICHETED LD, ROKDIBRATVERTTEEXRT,

« F—RUI—DOEELMHRE

« IAM RS —EFFRAI DR &R

- F—RUI—OBEMEEML

- F-ESHEIXTUTILOO-FT—>3>

- T DEM

s F—TAVTADERK

« F—HIBROARAT D 1—I)LEE

FHCOVWTE, T 0 THAEY—NXFR—TJRF—, 22RLTKEEL, AWS Key
Management Service XA Y /N\—HA K,

® Note

Verified Access Ik, ZFAL TREROESILZEBNICEMNICLET. AWS BAZKE
TERT—REBERTREIZD OO IEF—,

2L, AWSKMS HARARNY—XZX—TI R¥—ZEAT2HE. BEeEfEREhET. B
SOFMEICOVTE., T, ZZBLTLSEZL, AWS Key Management Service MO ¥t&

BAZHETESER

IRDIRIE, Verified Access ' ERATREAZIETEDHER (PIl) ETOESILEEEREHLZED
T,

F—2H AWS FrEF—DEES1L HAZI—IXZ—Y RF¥E—D
e (F7°>3a)

Trust provider (user- % a%

type)

REFOT—RXESL 65


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/

AWS Verified Access

Q—H—H1 K

F— 5 AWS FiE*— DRt

A—H—RATOEET
O/N 4 & —IZ (& Authoriza
tionEndpoint, . UserinfoE
ndpoint Clientld, ClientSec
ret, REDOIDCAT>a Y
FEENTHY, ChsiE &
RBEEhEIPI,

Trust provider 5%
(device-type)
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"Statement" : [

{

"Sid" : "Allow access to principals authorized to use Verified Access",

"Effect" : "Allow",

"Principal" : {
"AWS'" o M

},

"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey"
"kms:Decrypt"

1,

"Resource" : "*",

"Condition" : {
"StringEquals" : {

"kms:ViaService" :

"kms:CallerAccount" :

’

"verified-access.region.amazonaws.com",
"111122223333"
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{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:root"
},
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource" : "*"
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"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Verified Access Z )L —7°

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"
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Verified Access T RiRA4 > N

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
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"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

iy
"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:41:427Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",

"constraints": {
"encryptionContextSubset": {

"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
}
1,
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
1,
"responseElements": {
"grantId":

"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4ad6dldfO7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61lee87104dae"
I
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdag",
"readOnly": false,
"resources": [
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{

"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-61ee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant

Verified Access Tlk, VY —AZHIBRT D EEIZ, RetireGrant ARL—> 3> #FEHALTY
S NEZHIBRLET,

BLTFOARY MllE, RetireGrant ARL —> 3 &8 LEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:42:337",
"mfaAuthenticated": "false"

}I

"invokedBy": "verified-access.amazonaws.com"
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"eventTime": "2023-09-11T16:47:537",

"eventSource": "kms.amazonaws.com",

"eventName": "RetireGrant",

"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"

I
"additionalEventData": {
"grantId":
"b35e66f9bacbh266cec2l4fcaa353¢c9cf750785e28773e61babf434d8c5¢c7632F"
I

"requestID": "7d4a31lc2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

Verified Access &, REFENTVBBESILT—XF—Z2FAL TSN ETF—XRICTIEA
I5EHIC Decrypt ARL—2 3 EZFHTFHLET,
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSriBgNucODUBYhyZ3h1MuYYJz9x7CwQWZw=="
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified Access l& DescribeKey AR L —>a>&FEAL T, UY—AICHER TS NTWVWSE N
ARI—IX—T RE—HFTHIY NS LBU—T 3V CBETBAESHERBLET .

LTROARY Mk, DescribeKey AXRL—> 3> &REBELEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T17:46:48Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
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"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
},

"responseElements": null,

"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

UTOAXRY MMllE, GenerateDatakKey ARL —2 a2 ZE&LEEDTT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw=="
I
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
I
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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RXRNZEBINTDIHEN HYVET,

{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"

}

@ Note

verified-access:AllowVerifiedAccess 792> 3a>N&NRE T
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Verified Access 1 VAR ABERTDEODORIS —0OFl, COFITEE, 1234567890121F T
T, AWST7HORNES B us-east-1lF TTFAWS -3,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"
},
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
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Tz IE AWS APL

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

Verified Access 7A F o TATAETORAICBETA NS> —F1
2o

LT OE#HIE. Verified Access B R DEABICRETDARUENI HZD — BN EEBEOZHESE
&I B5ETIAM,

RERE
 Verified Access TP P> a2 ETTHHERIZV
o jam BETITHDHERNI H') EH A, PassRole
« BOO UAOI—H—IZFFAIL =W AWS 7> N Verified Access VY —AICT VAT

Verified Access TP 0> 3 &ETTHHERNF 5L

"I am not authorized to perform an action in Amazon Bedrocky E WS IS —AKRRENEHEE, T
TOYAVERTTEDRLSICRIS —ZEHITBIHEN HYVET,

ROBIOILTZ—IF. mateojacksonlAMA—H—A A2V —)L&ZFERAL THRZEDmy-example-
widget' V)V —ADFMERTLEISELTWVWSEN, BZEDec2:GetWidgetT V7 AFAN K VN5
BICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget
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CDIF/BE. ec2:GetWidget T3 EAL Tmy-example-widget' )V —ANDT VA%
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¥1LU T Verified Access ICO— )L Z BT CEN TEDRDICTRIHEN HYET,
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O—)LZEIHERIVETY,

ROBIOITZ—F, EVWSIAMIA—H—A2Y—)LZEAL T Verified Access marymajor T7
923V BERFTLEIDITRIHEERICRELET, £EL, COTFTI23aVEY—EANERTITDICE,
H—EAO-LDSHEENIIERNIBETT, XTU—ICE, O—LEed—ERACEITFANF HY)
T A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFBE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7U> 3 NRTEHFIUT B4
ENHYERT,

HR—MBEZFERE., CHEVEDESEZV., AWS EEE, 4214 FRABERERMEL
EHEIAENEEETI,

B0 UAOI——IZFFAL WV AWS 7HJ > N Verified Access ')V —AICT D
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OTHI NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-ILDEIEZFZEZERXIDI T —ZEETEXRT, VY—AR—ADRII—FLE
TOEAOMO—I)LJAN (ACLs) ZHR—KF2H—EATR, ChsORVZ—Z2FAL T,
A—H4—CVY—ANDT IV EA%ZFATEXRT,

AICOVWTR, UTZ2SRLTSEEL,

« Verified Access T NS DEEBEN HR— RSB L ESH EEFETSICE. "Verified Access &
DEERE IAM) 288BLTL 72_ =L,
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rMAIJN—=oa>oEH, RAYTED U ARD S [ocsf-1.0.0-rc.2] ZiBIRL EF T,
6. [FZARIDVTFARNZEDB]| EAFVICLET,
7. [Verified Access 1 VAR ADOF VIR ENEE] 2iBIRLE T,

o

% fEA L T Verified Access AV ICEEITFARNZEHSICIE AWS CLI

modify-verified-access-instance-logging-configuration AN > RZFEHL £ 9,

RSANITFHFANZEMNZTS
OJICEEITHFARNZEOBRLSBE2EHEEF. XOFIEZETLU THIBRTEET,
OV =)L Z#ERL T Verified Access A AS R ZARNRIAVTHFARNZHIBRTZICIE

1. T Amazon VPCO2Y —)L % B & ¥ T https://console.aws.amazon.com/vpc/e
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3. iEY07% Verified Access 1 Y AR AZIBIRL E T,
4
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OCSF Verified Access ®/N\—=3 > 0.1 AT Ol

772 ) NOOTREEROCSFN—23 > 01 Z2FEAL LY IO ZRICRLET,

il

s THEENETVEAOIDC

c OIDCHELY THEENDT VX JAMF

« OIDC BXY THEE T YA CrowdStrike
« Cookie DXEICLKDT IV LADER

c R)I—ILKDTUVERER

s FHZOJI KV

THEENEZF77EA0IDC

coOgI>RN)OFITIE. Verified Access FOIDC1I—H—EB7ONAE—%2FHALTI RAKR
ARNOT O EAZHFALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
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},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

iy

"http_response": {
"code": 200

iy

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
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"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
.
"start_time": "1668580194340",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

OIDC $ LT TRHEENDT IR JAMF

coOJI>RN)DOHBITIE, Verified Access I OIDCE JAMF /N4 AEB7’ONA( X —0ls %
BOIVRRARMANDTOLEAZHFAILET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": O,

"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
.
"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {

"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
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"scheme": "h2",
"text": "https://hello.app.example.com:443/"

iy
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},

"http_response": {
"code": 304

.

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,

OCSF /X\—2 3> 01 o7 npl

114



AWS Verified Access

Q—H—H1 K

"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

OIDC LV TRHEE =7t A CrowdStrike

CoOOJI>RN)DOBITIE, Verified Access l& OIDCE CrowdStrike /N4 AEE7ONA X — DOl

FEBFDIDIVRRA D RMANDT IV EAZHFALET,

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.173.3",
"os": {

"name": "Windows 11",

"type": "Windows",

"type_id": 100
.
"type": "Unknown",
"type_id": 0O,
"uid": "122978434f65093aee5dfbdc@EXAMPLE",
"hw_info": {

"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"
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}

I

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
Ilpathll: II/II,
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

I
"http_response": {
"code": 304
},
"identity": {
"authorizations": [
{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
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"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-19T00:10:20.84229572",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706
.
"start_time": "1668816620814",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null

Cookie DXEICLKD T IOEANDIER

COOJIVRN)DOHBITIE, FPEE Cookie D IEIZ &K V) Verified Access ' 7O AZEEFLE T,

"activity": "Access Denied",
"activity_id": "2",

"category_name": "Application Activity",
"category_uid": "8",

"class_name": "Access Logs",
"class_uid": "208001",

"device": null,

"duration": "0.0",
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"end_time": "1668593568259",

"time": "1668593568259",

"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"

}I

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",

"version": "HTTP/2.0"

iy

"http_response": {
"code": 302

iy

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-5cf1lc832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"

}I

"start_time": "1668593568258",

"status_code": "200",

"status_details": "Authentication Denied",
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"status_id": "2",

"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",

"unmapped": null

RID—ICRBDTIVEARES

CcoOJIVRNUDOHITE, BEShEVIOIARNTIOEAR) S —THATATOVEWE
& . Verified Access RNV IO TARNZEEFLE T,

"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
.
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

1,

"http_response": {
"code": 401

I,
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"identity": {
"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoeeexample.com",
"uuid": "0@el281ad3580aEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T04:40:30.97873272",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
iy
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null
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}

FEZOTI> KN

COOJIVRN)DOFHITIE, Verified Access TRREEZHBROTINUZERTERVWESD, TEL
OJIKUAEDERET, ChICKY, IXRTOVIIARTOERAOTICRRENZ LN

RIEENET,
{
"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",

"class_uid": "208001",

"device": null,

"duration": "0.004",

"end_time": "1668580207898",

"time": "1668580207898",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"

.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
"identity": null,
"message": "",

"metadata": {

"uid": "Root=1-435eb955-6b5al1d529343f5adaEXAMPLE",

"logged_time": 1668580579147,

"version": "0.1",

"product": {
"name": "Verified Access",
"vendor_name": "AWS"
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}
I
"ref_time": "2022-11-16T06:30:07.8983447Z",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"

}I

"start_time": "1668580207893",

"status_code": "000",

"status_details": "Unknown",
"status_id": "0Q",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null
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"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
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"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
I
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
I
"session": {}
I
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",
"text": "https://hello.app.example.com:443/"
},
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
I
"http_response": {
"code": 200
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"metadata": {

"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,

"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

.

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,

"preferred_username": "johndoe-user@test.

"profile": "http://www.example.com",

com
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"locale": "US",
"nickname": "Tester",
"email": "johndoe-user@test.com"
.
"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"port": "80",
"hostname": "hostname.net"

NZARNIVTHFANZEBL T VAT

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
b
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoeeexample.com",
"uuid": "@Ou6bwj481bxTAEXAMPLE"
b
"session": {3}
b
"category_name": "Audit Activity",

OCSF /N\—23> 1.0.0-rc.2 DO fl 125



AWS Verified Access d1—H¥—HA R

"category_uid": "3",
"class_name": "Access Activity",
"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
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"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

"start_time": "1668580194340",

"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "300601",

"type_name": "Access Activity: Access Grant",
"data": null
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK4O0OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
},
"eventTime": "2022-11-18T20:44:042",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {
"Description": "",
"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

},
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",
"verifiedAccessInstanceId": "vai-0d79d91875542c549",
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"verifiedAccessTrustProviderSet": ""

1,
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791ded9"

},

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

CloudTrail LO—ROABOFEMZDVWTIE., "1 OCloudTrail "LOI—RORE, 2BLTLE
=L\, AWS CloudTrail 1—Y¥—#H4 R,

AR~ 130


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

AWS Verified Access I1—H—HA K

DU #—32 AWS Verified Access

IClk, C&lC, RBTAWS 7HO BN BHEIRERENRTVETF7AILNO I A—2FHYET AWS
DH—E R, BICHARETNATVEVWRY, 77— F#iBEETT,

AWS 7HOY RLARILDYU #—2

(Zl&. Verified Access ICBEETAUTODIF—RXAWS THIONHFHYET,

B8l F7xI b 5lE £ it BA
e

Verified Access 1 > AR 5 =40 BEERNFRED) -3 THEKT

2 & % Verified Access 1 VAR A
DHR K,

Verified Access 7' )L —7° 10 [=4%) BEENBREDOY—23 2 THEKT
& % Verified Access 7 )L —7 D&
R,

Verified Access 58 7°'0/Y 15 [=4%) BEENBREDOY -3 THEKRT

45— & % Verified Access 8 7°'0/\ 1
9‘_®EE§j(ﬁo

Verified Access T KRR/ 50 =39 BERIFREDY -3 THERT

kK & % Verified Access T RiRA >
N D& KX,

HTTP A Y & —

HTTP AY S —0H A XFIRIFXDEH ) TY,

=11 T7#xI) b 51& £ HARE
DO TITANT 16 K ZL

B_AYA— 16 K L

131


https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-17A8BD20
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-3829BC77
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-AF309E5E
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-5D439CF7

AWS Verified Access

Q—H—H1 K

=11
LARYAODAY X—24k

JDOTARNDAY X—24K

ODC 7L—LHYA4X

OIDC 7L —LH A ADOEHRFRDESY) T,

=L

oibC VL —LHAX

T7A)LB
32K

64 K

F7xI) B

11 K

51& £ HBE
L

L

5l1& L AIse

L

132



AWS Verified Access

d—H—H1 K

"Verified Access I—H'—HA R, O RFIXD NERE

NOE. =N

rE

AWS Y ZR—I RARV—DE

FIPS A7 ZAT > ADY
R— K

BEZOJREE

AWS Y ZR—I RARV—DE

#

GAVU—A

Z7LeEa—-D)—=A

B8

Verified Access @ AWS Y
Z— RIAMZAR) > — % EH#H
LEL Lo

AWS Verified Access &, 7
7 # )L N T AWS FTEKMS
F—ZFEALTRERDOT—
2EBESItLET,

FIPS A7 ZAT7 AN
(Z Verified Access 258 EL E
9,

OJICRNZARNIYTFAR
ZEMTZOVEEENE
hne

Verified Access @ AWS Y
Z— RIAMZAR) > — % EH#
LEL Lo

MVerified Access 1—%—7j
AR, ODGAJIJ)—RA, AWS
WAF i ZEATVET,

MVerified Access 1—%—7j
AR, O7LE2I—=))—=A

MVerified Accesst D RFIXI KNV —AOHBZFEDLEEDNDTT,

SEE)

2023 11 A 17 H

2023 9 A 28 H

2023 9 A 26 H

20236 A19H

2023 5 H 31 H

2023 4 427 H

2022 F£11 A 29 H

133


https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/encryption-at-rest.html
https://docs.aws.amazon.com/verified-access/latest/ug/fips-compliance.html
https://docs.aws.amazon.com/verified-access/latest/ug/fips-compliance.html
https://docs.aws.amazon.com/verified-access/latest/ug/include-trust-context.html
https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/waf-integration.html
https://docs.aws.amazon.com/verified-access/latest/ug/waf-integration.html

AWS Verified Access d1—H¥—HA R

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

CXXXiV



	AWS Verified Access
	Table of Contents
	とは AWS Verified Access
	Verified Access の利点
	Verified Access へのアクセス
	料金

	Verified Access のしくみ
	Verified Access の主要コンポーネント

	チュートリアル: Verified Access の使用を開始する
	Verified Access チュートリアルの前提条件
	ステップ 1： Verified Access インスタンスを作成する
	ステップ 2: Verified Access 信頼プロバイダーを設定する
	ステップ 3: Verified Access インスタンスに信頼プロバイダーをアタッチする
	ステップ 4: Verified Access グループを作成する
	ステップ 5: を使用して Verified Access グループを共有する AWS Resource Access Manager
	ステップ 6: Verified Access エンドポイントを作成してアプリケーションを追加する
	ステップ 7: Verified Access エンドポイントDNSの設定を構成する
	ステップ 8: Verified Access に追加したアプリケーションへの接続をテストする
	ステップ 9: Verified Access グループレベルのアクセスポリシーを設定する
	ステップ 10: Verified Access に追加したアプリケーションへの接続を再テストする
	作成した Verified Access リソースをクリーンアップする

	Verified Access インスタンス
	Verified Access インスタンスの作成と管理
	Verified Access インスタンスの作成
	Verified Access インスタンスに信頼プロバイダーをアタッチする
	Verified Access インスタンスから信頼プロバイダーをデタッチする

	Verified Access インスタンスの削除
	Verified Access を と統合する AWS WAF
	IAM Verified Access を と統合するために必要な アクセス許可 AWS WAF
	AWS WAF ウェブを関連付ける ACL
	AWS WAF 統合のステータスを確認する
	AWS WAF ウェブの関連付けを解除する ACL

	FIPS Verified Access の コンプライアンス
	FIPS コンプライアンスのために既存の Verified Access 環境を設定する
	FIPS コンプライアンスのために新しい Verified Access 環境を設定する


	Verified Access 信頼プロバイダー
	Verified Access のユーザー ID 信頼プロバイダー
	IAM Identity Center を信頼プロバイダーとして使用する
	前提条件と考慮事項
	IAM Identity Center 信頼プロバイダーを作成する
	IAM Identity Center 信頼プロバイダーを削除する

	OpenID Connect 信頼プロバイダーを使用する
	OIDC 信頼プロバイダーを作成するための前提条件
	OIDC 信頼プロバイダーを作成する
	OIDC 信頼プロバイダーを変更する
	OIDC 信頼プロバイダーを削除する


	Verified Access 用のデバイスベースの信頼プロバイダー
	サポートされているデバイス信頼プロバイダー
	デバイスベースの信頼プロバイダーの作成
	デバイスベースの信頼プロバイダーの変更
	デバイスベースの信頼プロバイダーの削除


	Verified Access グループ
	Verified Access グループの作成
	Verified Access グループポリシーの変更
	Verified Access グループを削除する

	Verified Access エンドポイント
	Verified Access エンドポイントタイプ
	Verified Access が共有サブネットVPCsとサブネットと連携する方法
	Verified Access 用のロードバランサーエンドポイントを作成する
	Verified Access のネットワークインターフェイスのエンドポイントを作成する
	Verified Access エンドポイントから発信されるトラフィックを許可する
	Verified Access エンドポイントの変更
	Verified Access エンドポイントポリシーの変更
	Verified Access エンドポイントの削除

	信頼プロバイダーから Verified Access に送信される信頼データ
	Verified Access 信頼データのデフォルトコンテキスト
	AWS IAM Identity Center Verified Access 信頼データのコンテキスト
	Verified Access 信頼データのサードパーティー信頼プロバイダーコンテキスト
	ブラウザ拡張
	Jamf
	CrowdStrike
	JumpCloud

	Verified Access でのユーザークレームの受け渡しと署名の検証
	例: OIDC ユーザークレームJWTの署名
	例: IAM Identity Center ユーザークレームJWTの署名
	パブリックキー
	例: 取得とデコード JWT


	Verified Access ポリシー
	Verified Access ポリシーステートメント構造
	Verified Access ポリシーの評価
	Verified Access ポリシーの組み込み演算子
	Verified Access ポリシーのコメント
	Verified Access ポリシーロジックのショートサーキット
	Verified Access ポリシーの例
	Verified Access ポリシーアシスタント
	ステップ 1: リソースを指定する
	ステップ 2: ポリシーをテストおよび編集する
	ステップ 3: 変更を確認して適用する


	Verfied Access のセキュリティ
	Verified Access でのデータ保護
	転送中の暗号化
	ネットワーク間トラフィックのプライバシー
	の保管中のデータ暗号化 AWS Verified Access
	Verified Access とKMSキー
	個人を特定できる情報
	その方法は? AWS Verified Access は で許可を使用します AWS KMS
	Verified Access でカスタマーマネージドキーを使用する
	Verified Access リソースのカスタマーマネージドキーを指定する
	AWS Verified Access 暗号化コンテキスト
	の暗号化キーのモニタリング AWS Verified Access


	Verified Access のID およびアクセス管理
	対象者
	アイデンティティを使用した認証
	AWS アカウント ルートユーザー
	フェデレーティッドアイデンティティ
	IAM ユーザーとグループ
	IAM ロール

	ポリシーを使用したアクセスの管理
	アイデンティティベースのポリシー
	リソースベースのポリシー
	アクセスコントロールリスト (ACLs）
	その他のポリシータイプ
	複数のポリシータイプ

	Verified Access と の連携方法 IAM
	Verified Access のアイデンティティベースのポリシー
	Verified Access のアイデンティティベースポリシーの例

	Verified Access 内のリソースベースのポリシー
	Verified Access のポリシーアクション
	Verified Access のポリシーリソース
	Verified Access の条件キー
	ACLs Verified Access の
	ABAC Verified Access を使用する
	Verified Access での一時的認証情報の使用
	Verified Access のクロスサービスプリンシパル許可
	Verified Access のサービスロール
	Verified Access 用のサービスにリンクされたロール

	Verified Access のアイデンティティベースポリシーの例
	ポリシーのベストプラクティス
	Verified Access インスタンスを作成するためのポリシー
	自分の権限の表示をユーザーに許可する

	Verified Access アイデンティティとアクセスに関するトラブルシューティング
	Verified Access でアクションを実行する権限がない
	iam を実行する権限がありません。PassRole
	自分の 以外のユーザーに許可したい AWS アカウント Verified Access リソースにアクセスする

	Verified Access のサービスにリンクされたロールを使用する
	Verified Access のためのサービスにリンクされたロールの許可
	Verified Access のサービスにリンクされたロールを作成する
	Verified Access のサービスにリンクされたロールを編集する
	Verified Access のサービスにリンクされたロールを削除する
	Verified Access サービスにリンクされたロールをサポートするリージョン

	AWS Verified Access の マネージドポリシー
	AWS マネージドポリシー: AWSVPCVerifiedAccessServiceRolePolicy
	AWS マネージドポリシーに対する Verified Access の更新


	Verified Access のコンプライアンス検証
	Verified Access における耐障害性
	高可用性対応の複数のサブネット


	モニタリング AWS Verified Access
	Verified Access ログ
	Verified Access のログ記録バージョン
	

	Verified Access ログ記録のアクセス許可
	Verified Access ログを有効または無効にする
	アクセスログの有効化
	アクセスログの無効化

	Verified Access 信頼コンテキストを有効または無効にする
	トラストコンテキストを有効にする
	トラストコンテキストを無効にする

	OCSF Verified Access のバージョン 0.1 ログの例
	で付与されたアクセス OIDC
	OIDC および で付与されるアクセス JAMF
	OIDC および で付与されたアクセス CrowdStrike
	Cookie の欠落によるアクセスの拒否
	ポリシーによるアクセス拒否
	不明なログエントリ

	OCSF Verified Access のバージョン 1.0.0-rc.2 ログの例
	トラストコンテキストを含むアクセス許可
	トラストコンテキストを省略したアクセス許可


	を使用した Verified Access APIコールのログ記録 AWS CloudTrail
	Verified Access 管理イベント
	Verified Access イベントの例


	のクォータ AWS Verified Access
	「Verified Access ユーザーガイド」のドキュメント履歴
	

