aws
VPC ET7 > T4

Amazon Virtual Private Cloud

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Virtual Private Cloud VPC ET7 > Tk

Amazon Virtual Private Cloud: VPC E7 V) > T 124

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEEERNL—RRL A, Amazon UAORBRFELFH—ERAEOBREICSEVT, BEF
(DRELZBUVWEY) ., Amazon DBEF I EAZRETIELOBRAFETHEATICLEFTEEE
Ao Amazon HFFELBVEOBEE INTZAThOMEECRELEY, FIEEELTLE

Amazon & DIREXEENHZIDITTREHELA. £, Amazon DXEEZHFTVD ERFHLEY)
Tt A,




Amazon Virtual Private Cloud VPC ET7 > Tk

Table of Contents

VP C B T B B & I oottt ettt e, 1
VPC BT 1) B DB oo ettt ettt 2
VPC BT U MBI oo e ettt ettt 3
VPC ET D) TIEEED T A T A T Il e e et 3
FETUD VPC BTV T BB oo e ettt ettt e, 5
VPC BT 1) T DBIBRIEETE ...ttt ettt ettt en s 6
VP C B T 1 S 0 A oottt ettt ettt ettt 9
BB ettt ettt ettt e, 9
BB A ettt ettt ettt 10
BULZ7HIOROELY—23 0% VPC ZERALTERTD oo, 10
BU7HIORNDEBZRD)—23ICHD VPC EBEALTERTD oo 11
BRBZTHIVRNORLD =232 IC$H2 VPC ZHERALTHERTD oo, 11
BRBZTHIVRNDODERD -3 ICHD VPC ZEALTERTD oo, 12
ARV RSAVEFERALEVPC ET ) TERRDVER oo 12
oo = o ) PSP 13

B T e ettt ettt ettt et 14

B L ettt ettt e ettt 15

I N T T DD BRI oottt 15
B R 2 ) T AT )= DB BB e, 18
BB EN DT A ) T AT = B BT B oo 20
BT I T AT = = IR E T B oo 21

B T T 7 S T MZETE oottt ettt 22
VPC ET7 1) THE4550 DNS IR E B NI T D oo 23

Bl BER ettt ettt ettt ettt et e et e ettt e et e et et e et en et een s 24

N D T L T A T e e e, 25
P C B T B B ) B T .. oottt et ettt ettt ettt 26
VPC CIDR T LY TAD I T A 2 e, 26

2 DD VPC A RAEICE T L) S T8 oo, 26

1 DD VPC A 2 DD VPC EET VU TEEET oo 28

3 DD VPC A RBENCETT ) T BT oottt 32
ZED VPC DHEIZE T U TIEET oo, 34
BT D T R L A D T A S e et 44

1 DD VPCILHBRIBEDHTRYNITIERTD 2 DD VPC .o, 44
12O VPCICHBBEBFED CIDR 7AYIIZTIVEARATE 2 DD VPC e, 47




Amazon Virtual Private Cloud VPC ET7 > Tk

200 VPCILBBIBEDHTRYRNITIEATE 1 DD VPC oo 48
20D VPCIZHBIBEDA VARV AILTIVEARATS, 1 DO VPCIZHBDAI VAR

ettt ettt ettt ettt ettt n e 51

BREOTL7AVYIOAO—HEFEALT 22O VPCICTIEARTS 12O VPC................ 52

DB VP C BB oottt ettt ettt 54

VPC BT V) IR D S T 1) T e e e et 58

BEOVPC ZET VI IEEL TIY—=AILTILT IEAT S e, 58

12O VPCILETUIJEHELT—REBEBENATVWA DY —ARILTIERATS 59

ID B R T T ABIE oottt et ettt 60

VP C B T e B T B oo ettt e, 60

VP C B T ) T e TR T B oottt ettt 61

VPC BT 1) T B BIBR T D oot 63

BETED T I T N D R oo 63

OV =ILTDO VPC ET ) U THEBEDBEIR oot 64

D T o R e e e e 66

N R N <=} OSSR 67




Amazon Virtual Private Cloud VPC ET7 > Tk

VPC ET7 #ee & (&

RETZAR—NIZIR(VPC) &, AWS PHI NERADORERZRY NDO—9T9, VPC
. AWS V57 ROMEDIREZRY RD—OhSHEMICYYEEEZNTVWET, VPC HIC
. AmazonEC2 /1 VAR ABED AWS VY —AZRBETEET,

VPCETVT#EEE., 75ARX—NIPv4 PRLAEEKIPV6 PRLAZFEHRALT2 D0 VPC
BTN T4V IBRIN—TFTATITBDERTEICTIRY ND—VEEHTT, £E550 VPCOA
VDARVAE, AURY ND—TJRICEELTVSRHADOLSIC, HEICEETEEXRT, VPCET U
VOERE., BFEEO VPC BX, 1O AWS 7HI RO VPC EOBEICERKTEE T, VPC (38
BORBD)—DaAVIIFEETEERT (ChiEV—2a> B VPCETVJEREEFENETT),

@ Subnet .— @ Subnet

F VPC peering F
[ [

AWS Tk VPC OB EDA V7 SARNZOF v 2 ERALTVPCET ) JEGZERLTVET,
ChETS—RIJIATEVPNERETELEL, BEOYBN—RIITICKETZIEOTEHY EE
h, BENE—BEIPHFHENRNLZY VEEELEE A,

VPCETUJHEEZERATDE, T—ROEENF BB AN ET. SIAE. BEO AWS THY
PR BBFE. ChSOTAIVRNEATVPCZETUTJL, 77A4LHERY NDO—UZEH
TEFET, £z, VPCETERZFEAL T, 2O VPCASHEHROVThAD VPC ICEETSD Y
J—ANDT IV EAZHATEIEETERT,

RBEBAWS U—232ICHB VPCEATOET VY JBRZEIUTZIHE. RBEHAWS U—T3
JICHBVPCAD)Y—RA (EC2 4122 AR AN Lambda B#BZ &) &, 7—hT T A, VPN #

. FLRRYRND—IOTTZA4TRZEALETIC. 7TA4RXR—NIPP7RLAZEALTHEL
BETEET, NZTAVIRTZARX—NIPTRLAZEICEYNET, IXTOU—I3>EhH
Z74V7RES{tEh, BE—BELKFTLEFHEBEORNLRY JREFEELERA. NFT71Y D
. BICIO-NILAWS NY IR=ViCe &R, NTVYIA422—%FY N2BBTD N

BWES, —BRHUBZIVATOACA NP DDoS HEBRENDBRHERS T EN TEXRT, £z, U—
/EI/F'?IVPCI:TU/ﬁE’FﬂE%UFH?bt SUTLTEARNMROBVEEICKY, V=23
BTUY—REeHELEY, #HEBENBEAREOLOICTF—RELTIUT—NLEYTEEXT,




Amazon Virtual Private Cloud VPC E7 ) > J##k
VPCET7 V> JE#EORE

VPCET U ITEGOBIUICBEEA DY EREA, PTRATFEVFTF 1=V —2RTHEEHLS VPC
E7VJEGERBETOT—REKEF, BBE3T7HIONETH > TEINTERTT, EHOTAX
AZE)VTA—=V—28)—=232ICEKENDVPCET ) DV JEGBATOT—XEEICEEEN
BELET, HMICOVTIE, Amazon EC2 DRl& #SBL TS EE L,

VPCET7 VT ERORE 2


https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer

Amazon Virtual Private Cloud VPC ET7 > Tk

VPCETZ7ZU>ITOEZXR
VPCETUTEGREEINTAICE. XOBEEITVET,

1. VOITAZVPC DFREZENTOE7ZVPC OFIEZEICUVIARNEZRELT, VPCET VY
Bz ERLET, 7O 7XVPCEZMAETEDNDWR, 11— —FLREMOAWS FTHIRNT
T, £, PUVETRVPCRUIVIAZVPCOCIDR7OY I EEETS CIDR7OY V%R
Bk TEXEA,

2. TO®7 2 VPC OFiEERF. VPCET UV ITE BV IVTIANERRLTVPCET ) JHEk%
BMILET,

3. 7S5AR—KNIPP7RLAZFEALTVPCREATORS 714 v ODORNEBRMICTSICE. VPCE
T TEHEDSE VPC OFIEEN ., 60 VPC(ET7 VPC) D IP 7 RL AER%ZEIETI—N%E 1
D2UEDOVPCIL—RNTF—TINICFEITEMTAAEN HVET,

4. BEIZBUT, EF7VPC EDRBTERBENDIRNT 71V INERENDZZEDBVELS
2. EC2AV ARV AICEER TS NTVWAEFI VT A JL—TDOIL—IIZEHLET, WA
D VPCARBLY—23a2IlH3ERE. EF1VTATIN—TOA NI RIL—ILEIEET D
RNDYRIL=IMOEBRELREFEREELT, EFVPCOEFIVFTATIN—TZSRTER
ER

5. 772 I NOVPCETVIEEAT> 3> TRk, VPCETVJEHEOVT A DORID EC2
AVARBRANNT )YV DNSHKRARNBZFEALTHEILT RLAEBETSHEE. FANER
EC2AVARVAONT VYU IPFRLACHERENE T, COBEZZETSICIE. VPCE
Bl U T DNSRARNBRRZEMICLET, DNSTRANBHERZEMICL &, VPCET
VOEGEOmAIO EC2A VAR AN NT )Y IO DNSKANEBZFEAL THEICT RLAEE
T2HE, RARBREC2A VARV ADTZAR—RKNIPT7RLAILEBRENET,

AMICOWTEE, TVPCET7ERZRIEIZS, 2ZRLTEZ L,

VPCET U TGOS A 7540

VPCETUVTEEE., UIOT AN BEBENLEEDNSBEHETEETRAT—ITHEAETIAE
T TNTNOAT—ITEITAERT V23 UNFHY., TOZA7HA4OILDOHEET., VPCET
> 8%k Amazon VPC OV —)LE APl £ OANXN Y RSAHAIL—EHBERTENET,

VPCET IV ITEEDZ AT A7) 3



Amazon Virtual Private Cloud VPCET UV Tk

Initlatlng- pendlng-
request amptanm

* [Initiating-request]: VPC ET7 U JEHD VUV TA M BHBREhE L, COAT—I TR, ET
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CP

- [Active]: VPC EF UV T EBENTIT AT THY, NST4YIEVPCREFNDENTESE
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« VPCID(ZOE7R)):VPCET VI JERZERTEIREOVPC O ID ZALLET,

BERBDZTHIONODELZED ) -3 IcH? VPC #FEHLTHERT

BBBTHIVRNOERBRD)—23VIIHBDVPCEDVPCET I JHEGEZVIVIANTDICE

1.

2
3.
4

Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
FES—2 32 RA2 T, [Peering Connections] (ET7 U > T 20 UYL ET,
[Create Peering Connection] (E7 ) > JE#HEDOER) 20 )Y O LET,
ROESICHEBREREL, TTLES [ETEROERK] Z1BIRUET,

« [BEI #7332 TVPCET UV JEBRICENERNTRZEN TEERT, chiZk
V. Name EWSF—ERELLEZBURINMERENET, CORTREI—HY—ICDOHE
RENEXT, E7 VPC OFIEER. VPCET VU JEEOMBDR T ZERTEERT,

*« VPCID (WO IAR):VPCET VY JEBZERTDTNHI MO VPC ZBIRLKXT,

+ [Account]: [Another account] Z3iZRL £9,

c [FHDVNIDETOE7ZVPC OFFIEEDAWS 7HIOVKNIDZABLET,

c V=232 BEIo)—23V]ZBRL, TOETRVPCAHD -3 2BRUET,
« [VPCID (PP +£7R):VPCETF UL I EEEZERTHHNENO VPC O ID EAHNLET,

ARV RSAVZFERALIZVPCET U TEGEDERK

RDIANY REFEALTVPCET UV TEBZERTEER T,

« create-vpc-peering-connection ( ) AWS CLI

* New-EC2VpcPeeringConnection ( ) AWS Tools for Windows PowerShell 4
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcPeeringConnection.html
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VPC ET U JEGERT S

pending-acceptance JREICH B VPC ET#E#HilE. B ndT7 o127 X VPC OFIEEN &

WTRDRENHVET, Deleted ETEFRBOFMICOVWTE, TVPCETUIJEREOS A7
B4, ZSRBLUTLKEEV, IO AWS THOUNIEFLEVPCET U JE GV VI ARN

ZEARITD_ERFTEEFREA, BUAWS THU U RTVPCET U JEGZIERTSEEE. U

DIANZEDTHERUEARTBISEN BYWERT,

VPC A EBORBEZ V-3V IIHDH5E8. VITANEITIETRVPCO) -2 3> THEKTS
BEABHVNET,

/A Important

THREBZAWS THIURASDO VPCET VY THEEREFELZVTSEETV, BEEOHD
A—Y—AVPCETVVTEEIVIVIARNZEFL T, VPC ICHLTARERRY KD—7
TORAEZITRSIBENBVET. chik, ET7 71492 TERENETET, AWS THD
YREREBVPCIEODVWTOBWICUIIAZRNTIOEATZVAIBLT, FEZKVPCE
TOVIERVOIARNECLZL2ICERTER Y, FHICOVTR, T, Z23RBLTSES
WPCETDN > JEEZHEERTD VIVIANZEBRL TEMHRAINZD20E2FOLE
TEXRY, T7#)BTR, 7TERICVITANOHABRIYINET,

VPCET U J#EHKRERBLES, LI—hT—7ILICIVNUZEBMLT, E7 VPCHEICKNZ
T4V IONFFBENDLSICTRIHEN KT, FMICOVWTR., "VPCET UV ITEEDI—
hT—7II2EFHT21 2ZRLTEE,

VPCET U JEGZEARTSICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. V=>2avElLyRzeEALT, TOE7RVPCOU—23 0 2BRLET,

3. FEH—23>2ARA T, [Peering Connections] (ET7 U T &) 20V Y ILET,
4

REBFOVPCET) T (AT—R A pending-acceptance) Z&RL ., [70> 3
VITIWIOIANOERE ZBRLET. EFUVTEROTA 794 JI)IVIREBOFEMIZOWVWT
&, "VPCETV IEGEOZA T4 0 Z5RLTLEEZV,
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® Tip
REHROVPCET UV TEHENED2ASHEVERERE., U—2a > aBRALET, U—
SIVEETUSTUITIARNE, POETRVPCOU—S I THRETILREN S
VWVET,

5. WRERHSNLS, [VIITANDAERK] 2FRLKT,

6. NW—hT—7NEST<EE]ZEBRLTVPCIL—RT—TILEIL—rZEEMTDE, ETV
VUEBRENUVUTRT T4V I REZETEDRSICRYET, FMBICOVWTE., TVPCET
D JBEEDIN—RT—TIINZ2EHIT21 2SRLTEEL,

ON RZAEEF API ZEALTVPCET U JHEEZEATSICE

» accept-vpc-peering-connection () AWS CLI

» Approve-EC2VpcPeeringConnection ( ) AWS Tools for Windows PowerShell 4

« AcceptVpcPeeringConnection (Amazon EC2 Query API)

VPCET U TEGZIERTS

ZELEVPCETHEL) UV IANT pending-acceptance REICH D ENEIERTEET, B8
TEDBRHDAWS FTHOUN SO VPCETEROAZERFETDLSICLTSEZL, FELK
DIANFERBTEET, Rejected ETERREBOFMIIOVWTRE., "VPCET U JEREDS

A7H40)) #2RLTLKEZ,

VPCET U JHERZERTZICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. FTES—23>2ARA 2T, [Peering Connections] (ET7 U J#EEH) 20Uy ILET,
3. VPCETVUITEGZEERL, [FUV>3aV]|TUVIIANZER) ZBRLET,

4., WRERHBIZAXAYE—IHFRRENLES, [VIVITANEER] ZERLET,

ANV RZAVEEF API ZFEALTVPCET VY JHEGZERTTDICE

* reject-vpc-peering-connection () AWS CLI,

» Deny-EC2VpcPeeringConnection () AWS Tools for Windows PowerShell 4



https://docs.aws.amazon.com/cli/latest/reference/ec2/accept-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Approve-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-AcceptVpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/reject-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Deny-EC2VpcPeeringConnection.html
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» RejectVpcPeeringConnection (Amazon EC2 Query API)

VPCET U JEGZRRTS

Amazon VPC Y —=)LTIXNTD VPCET VU JEGZRFETEET, T74IIKNTRE. RIEH
BRELRFEBRENLEENEEUC TS TETETHREBILHZDINTOVPCET U JEEN VY —ILIC
RRENET, VPCET VI EOZA 7 A VI OFEMIIOVWTIE, "VPCET ) JELED
FATHA 0 BSRBLTLIEE L,

VPC ET U JHEEZzHEI2ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
2. FTE&—23>ARA T, [Peering Connections] (ET7 U TR 20V Y OLET,

3. IXNTOVPCETVYVITEEN —BERFENET. REN—DOT7 I\ 2Z2EAL THERZRY
ARET,

AN RZAVEERF API ZEALTVPCET U JEGEZZERTSICE

« describe-vpc-peering-connections ( ) AWS CLI4

+ Get-EC2VpcPeeringConnections ( ) AWS Tools for Windows PowerShell

» DescribeVpcPeeringConnections (Amazon EC2 Query API)

VPCET U TEHEDOIL—RT—TILZEHFHTS

ETEEESLEVPCHADA VA ABDTSAR—NIPVA RS T4V OZBMCTBICE. BAD
AVABRVAOYTZY NCBEEFFShEL—PMNT—TIIICIIL—REEMTIHENHYET,
NDIL—MOEEFEEF, EZVPC O CIDR7OY Y (£ CIDR7OYIDO—) THY), Z—T'Y
NEVPCET U J#EHZED ID TY, FMICOVWTE., TAmazon VPC 1—H—HA R, @ T)L—
NTF—T7IDERL Z5RBLTSEE L,

RIZ, 2 DOET#EESE VPC(VPCA EVPCB) DA VAR ABDBEEZTREICTIIL—TF—7
LoOFlERLET, FT—7ILICK, O—ALIL—~E, EPVPCOKRNZT71v 0% VPCET
VIOBBRICEFEITRIL—MIHYYET,



https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-RejectVpcPeeringConnection.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnections.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeVpcPeeringConnections.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html
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L—hT=T) EER 2=7Tv b
VPC A VPC A CIDR a—A

VPC B CIDR pcx-11112222
VPC B VPC B CIDR O—7A)

VPC A CIDR pcx-11112222

B#IC. VPCET U J#HED VPC ICBHEN TSN TWS IPV6 CIDR 70O0Y V4 H 35 &, Pv6
ENLEET7 VPC LOBRFEZTAREICTIZI—NZEMTERT,

VPCET U ITEGETHR—RENTVRIL—T—T7IILOZFOMHOBERICOVWTIK, "TVPCET
HEENRTE, ZSRBLTLSEEL,

ZREH

« IPVACIDR7OY VN EEEERFE—BITHERD VPC ICET VU JEHKE iz VPC I H B3 HE
k. BPDVPCHSEIE>LVPCILLARV ARG 7140 FEELBEVKSICIL— T—T
INFBEENTVRCEEZBERELET, AWSKHE, NTY NDREERTIP Z#BELTUT A
NTY NEBREERICIN—TFTa420951_F+ ANJ/N—A/NAEI% (URPF) Z2 VPC ET U J
BEHETHER—RNLTVWERA, HFMICOVWTE., TLARCARTZTAVYIOOIN—TFT4>200, %5
BLTLSEEL,

c PHIVNIRBIL—RT—=TILEICBMTERI O MNIBICOZ—2 DB ET, VPC O VPC
ETVTEGEN 1 DOL—RT—TIILOILN—RT—TILI NI F—RZBABEEE.
FTNEFNNDAZLIL—RT—TIIICEERTShEEROYTZY NOFERAERIFLTLSEE
(A

« pending-acceptance REICH D VPCET VU JE GO —NZEMTEEXT, £LEL, IL—

NIZIE blackhole REEA"®H V), VPCET DV JH#EN active MEBICKEDETEMICAY EE
Ao

VPCET U J#EGIC IPv4 )L— RN ZENTSICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTEH—23ARA2T, [Routetables] L—hF—7)) #BIRLE T,
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https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://console.aws.amazon.com/vpc/
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3.

AVARANBFETDHTRY NCEEFTSNEL— R T—TILOBIHZFIVIRY Y
ARZAVICLET,

H7ZY NEBARNICEENS TS EL—RNT—=T I BEWVWEE, VPC XAV II—KT—T)
FERHNICZEOYTZY NMCBEE[MITONET,

[F7223a>]. [RUS—0RE OIEICBRLET,

[Add Rule (JL— k ®&M)] £ ZBIRLET,

[Destination] I, VPCET7 U JEHEORY ND—O KT T4V I EFETILEDH S IPv4
TFRLADEHEANLET, EF7 VPC O IPv4CIDR 7OV U444k, ¥EOEHH, £iFEE
TDAVARAEZVADIP TRLAODKS BEBID IPv4 7 RLAZIBETEET, fl2E, ET
VPC ® CIDR70Y U4 10.0.0.0/16 DFE, 10.0.0.0/24 O, EEFHEBED IP TR
LX10.0.0.7/32 2#IEETEET,

[R—7'Y NICVPCETD > T#EZERLET,
[Save changes] (BREDR7TF) 20UV ILET,

E7 VPC OFiEEWR. VPCETEHKEZENLTVPCICNS 71V IZRTEODIL—KNZEMNT S
EOIC, ChSDATYTEZRTIDHBENHYET,

BHEOAWS V=232 (ICIPV6 7T RLAZERATD VY —ANH35EEE. V-3 EETUY
TERZERTERT, TOR, VDY—ABOBERICIPV6 L—KZEBNTEXT,

VPCET ) J#EGIC IPv6 L—hZEMNT S ICIE

1.
2.
3.

Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,
FE4S—> 3> RA> T, [Route tables] JL—hF—7)L) #BIRL £ T,

AVARVANBES DY T2Y NCBERTSnEL— RN F—TLOBIEHEDFIY IRY S
AEAVIZLET,

® Note

TOHTERY MIBEERTFShIEL—RT—T LA BEVEEE. VPCOXA 2 I)L—h
T—7ILEBRLET, Y 7RV NI COL—RNEFT7AINTEATHEHTT,

[722ar], [RUZ—0OmE] OIRICERLET,
[Add Rule (JL— h DEM)] ZFIRL KT,
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6. [Destination] I=. E7 VPC ® IPv6 7 RL AEEZ AN L E£F, ET VPC ® IPv6 CIDR 7O v
Ve, BEOERE, FLEEMEADIPV6 7 RLAZBETEET, flxld. 7 VPC ® CIDR
70OY9h 2001:db8:1234:1a00: : /56 MBS, 2001:db8:1234:1300: : /64 DIEPH. £
FEREEDIP7RLA2001:db8:1234:1a00::123/128 #IEETE X T,

7. [B=YBNICVPCETVUTEGERRBIRLETD,

8. [Save changes] (EEORE)ZIVYILET,

M DOWTIE, Amazon VPC 1—H—HARD T)L—hT—T )1 2B LTLSEZL,

ANV RZAEREEAPI Z2EALTIL— M ZEMRZFERT S ICE

 create-route ( AWS CLI )

New-EC2Route ( AWS Tools for Windows PowerShell )

CreateRoute (Amazon EC2 Query API)

+ replace-route ( AWS CLI )
Set-EC2Route ( AWS Tools for Windows PowerShell )

ReplaceRoute (Amazon EC2 Query API)

X 1VTATIN—TOEHEETEFIVTATIN—TDSR

VPCEF1UTATN=TOANITYRL=AEEEGTINNT RIL—-ILZEHLT, ETV
VOEBEVPCOEFIVT AN —TZSRTEXRT, chilkY, NTFT71YIRET VPC D
ZRENDEFIVTATLN-—TILRERTSNIEA AR ACHAYTEERT,

B

«c EZVPCWRERTHIVRDVPC ETBH, BIODAWSTHIRNDVPC EFTBDENTEE
o IO AWS THIORNOEFIUTATIN—T7T2SBTBICIE, [Source] (GEET) £&
[Destination] GEfE%) 7 1 — )L RICT A RES (123456789012/sg-1a2b3cad B E) & ®
£9,

e D=3 ICHBdET VPCOEF1IVTAIIN—TEFSBTEEEA. KDYIC, EF VPC
OCDR7OVU%FERALET,

c EF7VPC TEFIUTAIIN—T2SRBRITBICIE. VPCET U TELEDIREN active TH
DRENHVYET,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-CreateRoute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-route.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Set-EC2Route.html
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s SRAWVRY VAT TZATVARAENULTEBDHTRYNAD 2 DDAV ARV ABO KRS
TAVIREETDELESCIN—NERETRIICR. WADA VAR AOEF1UTATI)I—7
TAVAZRVABORNZ 74V IR TO—TERLDICTRUENHYET, 1V AZVAD
tFIVFTATIN-TE& OAARADTZFAR—KNIPTRLA, LBREOSARY
AZBUCYT7ZRYNDOCIDREHZEXERELTSRIDIBEN S ET, HOA ARV ADE
FAVTATIN-TZ2EEBERELTZRIDER. A VAXRVABORZ 74 Y JREHFAEhEE
Ao

OA2V=LZ2BRALTEFIVTATIIL-TIL-IIZ2EFIZIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. FTEF—23aRAUT[EFIVTATN-T120)YILEFET,

3. EFXIVFATILN—TZBRL, 1 ONVROILN—INZEETRHERR [TV IV]|TA4Y
NIOVROILN=-IINZHEE Z. TORNIDROILN—IINZEETDERRF (7023 T[TY
RNDYROILN—IINZHE] ZBRLET,

4. JL—=IZEMTBICE, JL—ILDEM ZF#IRL., 247, 7O, R—bEHEZIEEL
F9, [EERI(A VNI ROIL=INOBE) FEE [EEE](TIMNIROIL=ILDEE)
I, EZ VPCARILU =23 IlH3BEAEETVPCOEFIVUTFATIL—70ID %, 5l
ND)—23aVICH3BERETVPCOCIDR7OY 2 EZABDLET,

@® Note
E7VPCOtEF1 VT4 J)—7BFEEBNICRRENELA,

5. BBEOIL—IINZHmETSICE. E(V—APHALE) Z2EZELET,
6. IL—IZHKRITDICE., L—ILOBEICHS [HIR] Z2BRLET,
7. [Save Rules] JL—ILDOR7F) ZBIRLE T,

AR RZA2ZERALTAVNTD RV EEFIBICE

« authorize-security-group-ingress (AWS CLI)

» Grant-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

» Revoke-EC2SecurityGrouplngress (AWS Tools for Windows PowerShell)

 revoke-security-group-ingress (AWS CLI)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/revoke-security-group-ingress.html
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ARV RZA2ZERALTTIORNDY RIL-ILEEFIBICE

« authorize-security-group-egress (AWS CLI)
» Grant-EC2SecurityGroupEgress (AWS Tools for Windows PowerShell)
* Revoke-EC2SecurityGroupEgress (AWS Tools for Windows PowerShell)

» revoke-security-group-egress (AWS CLI)

BlZE, EF21VFT14T)—7 sg-aaaallll ZEHL T, ET VPC IZH B sg-bbbb2222 A5
HTTP ZAL ANV RT7OVAZFATRICIE, RO AWSCLI OX Y REFEHATEEXT,

aws ec2 authorize-security-group-ingress --group-id sg-aaaallill --protocol tcp --
port 80 --source-group sg-bbbb2222

EFIVFTATIN—TI—ILEEF L S, describe-security-groups AN RZEFE>T, =+ 1)
TAITN=TIN=ITSRBENBDEX1VT1TIL—T2HEELET,

ZRENDEXFIVTATIN—TZHEITS

EFIVTATIN-THETVPCOEFIUTATIL—TDIL—ITSRENTVIAESH &
BIBIFE, THIVRO1 2UEQEFIVFTATIL—7IERHLT, ROVFhADIN R%E
FEALET,

» describe-security-group-references (AWS CLI)

» Get-EC2SecurityGroupReference (AWS Tools for Windows PowerShell)

* DescribeSecurityGroupReferences (Amazon EC2 Query API)

RoOFlITE, BEEEF2I VT4 TIN—7 sg-bbbb2222 A VPC OEF 15« IN—7 vpc-
aaaaaaaa CSREThTLVWBEERLET,

aws ec2 describe-security-group-references --group-id sg-bbbb2222

{
"SecurityGroupsReferenceSet": [
{
"ReferencingVpcId": "vpc-aaaaaaaa",
"GroupId": "sg-bbbb2222",
"VpcPeeringConnectionId": "pcx-b@4deed9"
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https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupEgress.html
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}
]
}

VPC ET UV TEENHIBRE =D, £LEBET VPC OFEBEEN, 2REnlzEF21VT1T)—
TZBIBRLIEBE, EFAVTATL—TIIL—ILBESZYET,

FVWEFIVFTFATIIN—T NI Z2RETS

aWEF1VTFATII—TI)—)L&&k, BU VPC £R@EET VPC NOHEIBREhiztEF1 )T
TN—T%ZRITBI—I., FLEFEVPCET U ITERIBIRENLET VPCOEFIVT 1T
W=T%ZZRIBDIL-IOETT, EF1VFTATIN—TIIN-IIBEELZE>TE, EF2VFT17
W=THrSBBNICHIBRENTEA. FETHIRIDLEN BV ET, VPC ETEBNHIRE iz
EOICEFIVTATIN=TIN—IFE<BZE2123%5E,. BLU VPC THL LV VPC ETHERZERT
BE, TON—INRBELBE2LER—DVENBLIBZYERT,

Amazon VPC OV —)LZEAL T, VPC OELK B2 tF 1 UT A TIN—TIN—ILZRXRTELD
HIBRTE LT,

HELB2EEFIUTATN—TIL—ILEZRTELVHKRTDICE

Amazon VPC 2Y — )L (https://console.aws.amazon.com/vpc/) ZBEE £,
FTES—2 3 RA42 T, [Security Groups] (EF¥F1UT 14 JI—7) BBIRLET,
[Action] (7 22 32), [Manage stale rules] (FWIL—ILOEE) OIEIZEIRL £,
VPC THWIL—ILZH#HD VPC ZEIRLF T,

[Edit] ZZIRLE T,

HIBRT 2L —ILDHEIZH B [Delete] (HIRR) KRR EBRLET, [EEOTLEI-] [IL—ILOD
RfF] ZBRLET,

o a0~ 0w =

ARV RZAVERERAPI ZEALTHEVEF IV T AT - Z2RRTHICE

+ describe-stale-security-groups (AWS CLI)
+ Get-EC2StaleSecurityGroup (AWS Tools for Windows PowerShell)
* DescribeStaleSecurityGroups (Amazon EC2 Query API)

ROPITIE, VPC A (vpc-aaaaaaaa) BRU VPC B AET#EEiE h, VPC ET G HIBRE h
TVWET, VPCANDEF1UFT 1Y) —7 sg-aaaallll i& VPC B M sg-bbbb2222 #Z38BL &
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https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DescribeStaleSecurityGroups.html
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Fo VPC ICXL T describe-stale-security-groups N> REEITTD L, BETR, &
F1UF14J)—7 sg-aaaallll [Z, sg-bbbb2222 2RI D EHLK B2/ SSHIIL—IHFHB
ENFTRENET,

aws ec2 describe-stale-security-groups --vpc-id vpc-aaaaaaaa

{
"StaleSecurityGroupSet": [
{
"VpcId": "vpc-aaaaaaaa",
"StaleIpPermissionsEgress": [],
"GroupName": "Accessl",
"StaleIpPermissions": [
{
"ToPort": 22,
"FromPort": 22,
"UserIdGroupPairs": [
{
"VpcId": "vpc-bbbbbbbb",
"PeeringStatus": "deleted",
"UserId": "123456789101",
"GroupName": "Prodl",
"VpcPeeringConnectionId": "pcx-b@4deed9",
"GroupId": "sg-bbbb2222"
}
1,
"IpProtocol": "tcp"
}
1,
"GroupId": "sg-aaaallll",
"Description": "Reference remote SG"
}
]
}

AL<B2EEFIVTATIN=TI—=IZHEL =%, revoke-security-group-ingress AN~ RE =
l& revoke-security-group-egress AN RZFEAL TENS DI —IILZHIBRTE X T,
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c EPVPCODA VAR AAS VIV HRETLEEEZEIC, NTUY Y IPVADNS FRARNEBHN TS5 4
R—KNIPv4 7 RLAICEHERENDELSIZVPC Z2EMICZLET, SFHMICOVWTE., TVPCET U
UL DNS REEMICTR ZSRBLTLSEEL,

VPC ET7 )2 J##%i? DNS fERZBMICT

EF7VPCOAVAZRVANSOTUARETLEEEIC, NTUY 2 IPVADNS RARNEBA TS A
R—RKNIPVAT7RLACEBRENDLSICVPC 2B%ICT2ICE,. BEOETU JEGEZTET
DRENHYET,

AN VPC %, DNS T RARNEBEH KUV DNS FRIZH L THMICTIHBEN BV ET,

MULLETERZEKRTDEEIL, DNSHEROYR—NZAMICTZIZLRFTEXRE A, active
RECHIBRFOETELRICHL TDNS RO R— KN ZEZBEMICTEEXT,

T U J#EED DNS SREBMICTBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

FES—2 3> RA2T, [Peering Connections] (EF7 > J#E#) 20Uy I LET,
VPCET VU JEGEZIBIRL, [PV 3] T[DNS RENRE] ZiBIRLE T,
E7VPCASOIUIIAO—HAILVPC DT TAR—KNIPTRLAICHEREND C & ZFHER
TBHICEF. EPVPCASOYVIVIZDOWTDNS BREZEMICTZD AT 3>z BRLET,
cOATIAVE, VPCHVIOITARVPC THDNH, PUOETRXRVPC THIHNICKHLU T,

[Requester DNS resolution (1) 2 T A& DNS f##iR)] & /= (& [Accepter DNS resolution (7 77
2 DNS f##R)] T9,

5. E7 VPCHREIL AWS THUZ N ILHBBE, ETEEDOEA D VPC ICXL T DNS fER2H
MIZTEFRT,

6. [Save changes] (BEEORTE)ZIVYILET,

7. ETVPCHFEBDAWS FHIURCHBA, BlOU—I3 v ICH5BE’. ET VPC OFF
BENVPC AVY—LILHA U1 L, AT YT 2~4 8RTL T, [BREOREF] £BRTS
DEHHET,

R

AN RSAVEEFEAPI ZFEAL TDNS BAZEMICTSICE

« modify-vpc-peering-connection-options (AWS CLI)

» Edit-EC2VpcPeeringConnectionOption (AWS Tools for Windows PowerShell)
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-peering-connection-options.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcPeeringConnectionOption.html
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» ModifyVpcPeeringConnectionOptions (Amazon EC2 Query API)

VPCETVTEHEDD) OV IARTHADHEEFVIIARAZROVPCET ) JE#GEOA T a2 %2k
BEI2MBENfHYVET, £, VPCET V2 IEGOT VT RTHBEERE. TOE2720 VPC
ETVIEGEOATS I 2 EETIHEN B ET. describe-vpc-peering-connections X >/
R & 7z l& Get-EC2VpcPeeringConnections AN > RZFEAL T, VPCET U JEROT V7 X
BROVIIAZTHS VPC Z2HEBTEET, V-3 BETIJEETRE, VIOITAX VPC
ND)—23 aEFERAULTVIIAZRVPCET IV JEGA T3> 2ZEL, TOETXVPC D
)—2a zEALTTIOE7RVPCET I JEGEAT IV 2EETIHEN HYET,

COBITE, VPCETVTEBOIIIARTHD IO, ROKLSICAWSCLI Z2FEALTET D
VUBEOAT IV EEELET,

aws ec2 modify-vpc-peering-connection-options --vpc-peering-connection-id pcx-aaaabbbb
--requester-peering-connection-options AllowDnsResolutionFromRemoteVpc=true

VPCETF) > J#EGZHIBRT S

ETVTEEENTVS VPC OFIEERK, £E55E VPCET U JEREVOTEHIRTEE
T, UUVIANLE®TEE pending-acceptance JREEICH 2 VPC ETEHZEHIBRTEE T,

VPC ET7##H rejected REMEE ., VPCETERZHIBRTEEEA. BENICEGENHIBR
ENERT,

TOTA7EVPCET U JEED—E L > TWS Amazon VPC 1Y —)L® VPC ZHIBRT 3
E. FOVPCETVTVEBEHIBRENE T, BIOTHINIHB VPCEDVPCET )T
mEVIOIANLT, HOHEEEN TOVIIANEZRRTDHICED O VPC ZHIBRL 58,
TOVPCETVTEBEHIBRENE T, BIOFTHV> MO VPC 50 pending-acceptance
DOTARNNHBHEEE. VPC ZHIBRTZEER A, RUICVPCETERVIIANZIERTHIHE
FHWEY,

BTV TEGEZHRTDE, AT—F AN Deleting I, TD#% Deleted ICEREENET,
BZHBRTR E, ETVVTEGOERR, S, MENTELRLLBYET, ETUVITERHNEDRE
EOHBRTRENDINICOVWT, HLLKIE "WVPCET U IEEDZAT7H40) 1 28RBLTL
EEV,

VPC E7 K ZHIFRRT 2 IC1F

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-ModifyVpcPeeringConnectionOptions.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-peering-connections.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2VpcPeeringConnections.html
https://console.aws.amazon.com/vpc/
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2. FTE#—23>2ARA T, [Peering Connections] (ET7 VT &) 20V Y ILET,
VPCET7 UV TERZBERLET,

[Actions] (7 72 3~), [Delete peering connection] (EE7 ') > J#Z#: & BIBR) 28RL£9,
HEREROSNI=S, delete&E ABL., [HIER] Z&IRLET,

o bk~ ©

AN RZAVEEF API ZFEALTVPCET U JEGEZHIBRT S ICE

+ delete-vpc-peering-connection () AWS CLI,

+ Remove-EC2VpcPeeringConnectiony ( AWS Tools for Windows PowerShell )

» DeleteVpcPeeringConnection (Amazon EC2 Query API)

VPCET I IBEORNS T2 —F14209

E7VPCOUY—AASVPCHD Y —AILERTERVEREF, ROFIEZRTLTIES
o

« ZFVPCRHDBIY—RIZOWVWT, Y7ZXYRDIL—KTF—=TIIC, EPVPCEBTDORT T 1Y
JEVPCETUVIEBRGICEETRIL—RMEENTVWRZEEZRERLET, FMEICODVTE,
")—hT—7ILOEH BSBLTLILEEL,

c EC2AVABRYADEERF, EC2A VARV ADEFIVFAIIN—THEFT VPCHASDOKRS
TAVIOEHATHEEBELET, FMICOVTR, "ET7EF1VUFTATIN—TDSE, %
SRLTLEEL,

« EVPCAHDEVY—RAILDOWVWT, YTXYRDRY RD—U ACLFET VPCHASDKRT T4V
JEHAITDEE#HAELET,

Reachability Analyzer 2L T, L—hFT—T ), EF21VF4TJ)IN—7, XY D—U ACL &
ENREOEENHDAVR—RVNERBETBEETERT, FMICOVTE, MReachability
Analyzer Guide (BIZERBEMET FZA4F—HA R) ZSZRBL T EE L,
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2VpcPeeringConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-DeleteVpcPeeringConnection.html
https://docs.aws.amazon.com/vpc/latest/reachability/
https://docs.aws.amazon.com/vpc/latest/reachability/
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VPC E7 #BEN R E
UTORFIXIRNTR, XS EBRZRATOVPCETUIH/EICOVWTHBALTVWET,

Configurations

« VPC2HICIN—FT1>TJ325VPCET:

VPC &I )IN—FT 12095 VPCET) TRE

IL—KF—=T7ILICEFT VPC O CIDR 7OY V£HEANOT VAN EENDLSIC. VPCETEHR%Z
RETEERT. BEDVPCET VUV JERRENBEICBZDARMEI D FTIVFTOFMIOVT
& "VPCET U JEBED>FT)F ) 25RLTLKEEV, VPCET UV TEEZERL THEXT
DHEDFHMIIOVTRE, "VPCETERZRIETD, 25RLTSEEL,

L=—RT—7IILOEHOFEMIOVTR., "VPCETUVIEHFOIL—RT—TIZ2EHTH, &
ZRLTLSEEL,

Configurations

« 2DOMOVPCAMEICET D> J#E

« 12D VPC A 220D VPC EET U TR
« 32O VPCAMEICET D> J#E

« ZWO VPC FHEEICET > JHE#

2 D20 VPC AHREICET ) > T8

CDERETIE, VPCA & VPCB (pcx-11112222) EORBICET U TEHEN HVY) £9, VPC &,
BLUAWS 7HINIZEFEEL, CDR7OYIREELTVER A,

__r

YPC peering
connection
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HEODUY—AANOT I ERAEREE TS VPC H 2 055 BA. COREEREATECENHY
£9, HlAEF, SFERAD VPCA, BBEFRHAOVPCBZEY NTY 7L, chs5DO% VPCH
HRZLTHEDVPC DY —AICTIEATERRSICTRIHMEN HBDHEETT,

% —® VPC CIDR

E7VPCOCIDR7OYIDKRS74Y 0% VPCETI IR GICEETSIL—NT, FVPC O
I—KRTF—TILEEFHFLET,

I—=hT=7) EfER =TV K
VPC A VPC A CIDR O—2)
VPC B CIDR pcx-11112222
VPC B VPC B CIDR O—A
VPC A CIDR pcx-11112222

B# O IPv4 VPC CIDR

VPCA & VPCB IZ#8® IPv4 CIDR 70 Y VA BEMN TS hTWABEEE, ET VPC O IPv4
CDR7OYVD—BMREBINTOIL—KEFEALT, EVPCOL—KT—TILEZEHTER
9o

IL—hT=7 EfER =TV K
VPC A VPC A CIDR 1 O—2
VPC A CIDR 2 O—A)
VPC B CIDR 1 pcx-11112222
VPC B CIDR 2 pcx-11112222
VPC B VPC B CIDR 1 O—A)
VPC B CIDR 2 O—A
VPC A CIDR 1 pcx-11112222
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L—=—r7—=7

IPv4 8 & T IPv6 VPC CIDR

EEx

VPC A CIDR 2

2—=Tv b

pcx-11112222

VPCA & VPCBIZ IPv6 CIDR 7 OY VN EERITSNhTVWSRERIK. E7 VPC @ IPv4 CIDR 7
OYy2&IP6CIDR7OYIOEAEDIL—RZFEALT, EVPCOIIL—KNT—TIINEZEHTEE

EE

L—hT=7)

VPC A

VPC B

12D VPCH 220 VPC &ET TG

EEE

VPC

VPC

VPC

VPC

VPC

VPC

VPC

VPC

A IPv4

A IPv6

B IPv4

B IPv6

B IPv4

B IPv6

A IPv4

A IPvé6

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

B2—=TY K
A—AJ
AO—xA
pcx-11112222
pcx-11112222
AO—xA
A—AJ
pcx-11112222

pcx-11112222

CDRETIE, FRVPC (VPCA), VPCA £ VPCB L DBOET ) > Tk
(pcx-12121212), VPCA £ VPCC EDEOET ) > J## (pcx-23232323) A"HVET. Ch
5320 VPCIERALU AWS 7HDUVNIZEEL, CDR7AOYVREELTVEE A,

120 VPC A 220 VPC EET Tk
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N\

VPG peering A PC peering

connection connection

VPCETF U T REBHBEETVJZFR—NLTWELVE®, VPCB & VPCC Ik VPC A Z#&
ALUTHELCEERNS 71V IZEXBEITRERTEEXRREA, "3 DO VPCHHEEICETU T
i1 ICRTKRSIC, VPCB EVPCC OMIZVPCET UV TEREERTEET, Y R—KEhk
WETVUTEHEOSFIAOFEMIC OV T, Tthe section called “VPC E7 ) > J O HIBREIE"
ZZRLUTSEZL,

B—EADURDRNIDLSIZ, kD VPCHT I EATZIBENDHD )Y —ANHRVPC ICFFHE
TRHEEIC. COREEZEAIDZENHBYET, O VPC R, EVDOVY—-RALLT 7RI
ENfe)EREA FRVPCOVY—AILRTEIT IV ELADHANBETT,

VPCZEIC1D2OCIDR7OY VU ZFEALTZINHRERERETZICE. EVPCOIL—NT—T)L
EROLSICEHLET,

IL—K7=7) EE% 2—=7v b
VPC A VPC A CIDR A—xAl
VPC B CIDR pcx-12121212
VPC C CIDR pcx-23232323
VPC B VPC B CIDR A—Al
VPC A CIDR pcx-12121212
VPC C VPC C CIDR A—AJ
VPC A CIDR pcx-23232323
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COFREFEMD VPC ICHILRTE X T, HlZRIE. VPCA &, IPv4 CIDR & IPv6 CIDR Oili 5 % i
AUTVPCB~VPCG &EET UV THEELTVERTH, 20 VPC BHEICET U J#EL TV

FEA. CORTE. MEVPCET U JEHEZRLTVWET,

ROERSIIN—RNT—TIEEHFLET,
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EE%
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VPC C
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VPC F

VPC G

320 VPC HFHEEICET U TR

CNHRETI. BCAWS 7HIUNRHIC3IDOVPC AHY)., CDR7OYIRGREELTLVEYE
Ao VPCRIXODESICTIAYS aTETITJENET,

EER
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VPC A
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« VPCA [ VPC ET > ##: pcx-aaaabbbb IC& V) VPCB ICET U JE#EHELTWVWET,
7 7

« VPCA W VPCE

1) > 4%t pcx-aaaacccc &kt VPCC IZE

VD TEELTVET,
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\ VPC peering
connection

VPG peering A PC peering

connection connection

CORER., VPCETHIRAL THEICVY —RZHEIILVENHIERICEATEERT, Iz
E. 774 HBATLDIFZEETT,
COREERETBICE, BVPCOIL—KFT—TLEZRDLSICEFHLET,
L—=rT=7) AR5 2—=Tv K
VPC A VPC A CIDR Aa—AJ
VPC B CIDR pcx-aaaabbbb
VPC C CIDR pcx-aaaaccce
VPC B VPC B CIDR AO—AJ
VPC A CIDR pcx-aaaabbbb
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CIDR70OY N BWHEE, KOXSICIL—hT—TILEEHLET., VPCAE VPCB O Y —
Ak, VPCETU D TEHEEZNLTIPV6e BEATEETEE T, L VPCC &, IPv6 ZBHAL T
£, VPCAEERFVPCBOWThEELBETEXTEA,
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CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

2= Kk
O—Alb
a—7A)
pcx-aaaabbbb
pcx-aaaabbbb
pCx-aaaacccc
pcx-aaaacccc
pcx-aaaadddd
pcx-aaaadddd
pcx-aaaaeeee
pcx-aaaaeeee
pcx-aaaaffff

pcx-aaaaffff
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pcx-aaaagggg
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-7
pcx-aaaabbbb
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pcx-bbbbcccce
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L—=—r7—=7

VPC C

EEx
VPC C
VPC D
VPC D
VPC E
VPC E
VPC F
VPC F
VPC G
VPC G
VPC C
VPC C
VPC A
VPC A
VPC B
VPC B
VPC D
VPC D
VPC E
VPC E

VPC F

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4

CIDR
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CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

=Tk~
pcx-bbbbcccce
pcx-bbbbdddd
pcx-bbbbdddd
pcx-bbbbeeee
pcx-bbbbeeee
pcx-bbbbffff
pcx-bbbbffff
pcx-bbbbgggg
pcx-bbbbgggg
A—A
-7
pcx-aaaacccc
pCx-aaaacccc
pcx-bbbbcccce
pcx-bbbbccce
pcx-cccedddd
pcx-ccccdddd
pcx-cccceeee
pcx-cccceeee

pcx-ccccffff
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L—=—r7—=7

VPC D

VPC E

EEE
VPC F
VPC G
VPC G
VPC D
VPC D
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C
VPC E
VPC E
VPC F
VPC F
VPC G
VPC G
VPC E
VPC E

VPC A

IPv6

IPv4

IPv6

IPv4

IPv6

IPv4
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IPv6
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CIDR

CIDR

=Tk~
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pcx-ccccggygg
pcx-ccccggygg
-2
-7
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pcx-aaaadddd
pcx-bbbbdddd
pcx-bbbbdddd
pcx-cccedddd
pcx-cccedddd
pcx-ddddeeee
pcx-ddddeeee
pcx-ddddffff
pcx-ddddffff
pcx-ddddgggg
pcx-ddddgggag
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A—AJ
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L—=—r7—=7

VPC F

EEx
VPC A
VPC B
VPC B
VPC C
VPC C
VPC D
VPC D
VPC F
VPC F
VPC G
VPC G
VPC F
VPC F
VPC A
VPC A
VPC B
VPC B
VPC C
VPC C

VPC D
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=Tk~
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pcx-bbbbeeee
pcx-bbbbeeee
pCx-cccceeee
pcx-cccceeee
pcx-ddddeeee
pcx-ddddeeee
pcx-eeeeffff

pcx-eeeeffff

pcx-eeeegggg
pcx-eeeegggg
Aa—AJb
A—AJ
pcx-aaaaffff
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pcx-bbbbffff
pcx-bbbbffff
pcx-ccccffff
pcx-ccccffff

pcx-ddddffff
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L—=—r7—=7

VPC G

VPC E

VPC G

VPC G

VPC G

VPC G

VPC A

VPC A

VPC B

VPC B

VPC C

VPC C

VPC D

VPC D

VPC E

VPC E

VPC F

VPC F

IPv6

IPv4

IPv6

IPv4
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IPv6
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IPv4
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IPv6
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CIDR
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2—=7Y bk
pcx-ddddffff
pcx-eeeeffff

pcx-eeeeffff

pex-ffffgggg
pcx-ffffgggg
O—Al
A—Al
pcx-aaaagggyg

pcx-aaaagggg

pcx-bbbbgggg
pcx-bbbbgggg
pcx-ccccggygyg

pcx-cccecggag
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pcx-ddddgggg
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BEDI—NEFERATD VPCETVITRERE

VPCETVUVIE#HEOII—rT—7IE. 7Yy NCIDR7OY Y., HE® CIDR 7OY U (VPC
ICEHO CIDR 7Oy 947 H35H8), FERET7 VPCRICEETIHENDIVY—ANDTIEA%E
FIRTDESICRETEE T, cOFITEH, PRVPCIEIEELLECDR7OYINFHBPELEE

22D VPCIZET U JERENET,

BEDVPCET ) JEERENVEILEDAREMENI &2 FVAOHICOVWTE, TVPCETY
DIEEOFT VA, EZRULTLKEEZW, VPCET U JE#BOBRERECODVWTR, TVPCE
TEEZRETZ ) ZS5RLTKEEV, L—MTF—T7LOEFOFMCOVTE, "VPCETY
COERDIL—NT TV ZEEHID1 ES5RLTEEL,

Configurations

c 12O VPCILHBDBENHTXYNITIVEATS 220 VPC

12O VPC IZHBBFEMCIDR 7OV VICTFTIE2ATS 2 D0 VPC

2 OO VPC ILHDBENHTRY KT IERATS 1 20 VPC

20D VPCICHBDBRENPAVAZRVAILTIEATS, 1 DOVPCICHBIA ARV A
BREO7L7A4VIORAO—HEFEALT2 OO VPCIZFIEATS 120 VPC

% E VPC & E

12D VPCILHABEENYTZYNCTIEATS 2 D0 VPC

COBRETIE., 2 20T XY REE DK VPC (VPCA). VPCA & VPCB £ DE® VPC EF U
> J$##%: (pcx-aaaabbbb), VPCA & VPCC EMEDOET > J4E#: (pcx-aaaaccce) AH V)
¥, EVPCIE VPCARD 1 2OHTRY NHOUY—RIZOKT IV EATREIHENHYET,
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Subnet 1 Subnet 2

H7ZY N1 OIL—hT—T I, VPCET > JHE# pcx-aaaabbbb ZHL TVPCB ®
CDR7OYIU&EKIZTIEALET, VPCB DI)IL—KT—T )&, pcx-aaaabbbb ZAL T
VPCAILHBHTZYRM1OCDRTOYIILTIEALET, HT7RXYR2DIL—RT—=T)
&, VPC E7 > J##: pcx-aaaacccc ZFEALTVPCC O CIDR7OY V£EKICFTIVEALE
¥, VPCC DI—hF—7)LIE, pcx-aaaacccc ZFALTVPCAILHDHT XY N2 D CIDR
7OvOILT7I9EALET,

IL—K7=7) EE% 2—=7v b
H7%Y N1(VPCA) VPC A CIDR aO—AJl

VPC B CIDR pcx-aaaabbbb
H7%Y N 2(VPCA) VPC A CIDR O—AJl

VPC C CIDR pcx-aaaacccec
VPC B VPC B CIDR A—A

##### 1 CIDR pcx-aaaabbbb
VPC C VPC C CIDR A—xAl
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VPC E7 > JHkk

L—=—r7—=7 EEx

#u### 2 CIDR

=7V K

pCXx-aaaaccccC

COREFEHO CIDR 7OV VICHRTEE T, VPCA & VPCBB IC IPV4CIDR 7OV UV &

IPv6 CIDR 7O Y Y OWAA®HY . $7%Y M 11L& IPv6 CIDR 70O VA BEER TS hTWR &
LET, VPCET U IEEEZFERLT, IPV6 ZNLTVPCADH T XY K 1E VPCB ENERE
EEMCTEET, chEFTSIEE. VPCADL—bT—=TILICVPCB D IPv6 CIDR 7O Y 7D
EEI—KZEBML, VPCB OIL—KT—TILICVPCA OHTZY K10 IPv6 CIDR O5E5EIL—

NEEMLET,
IL—KF—T) EEx
VPCA DY TZY N VPC A IPv4
1
VPC A IPv6
VPC B IPv4
VPC B IPv6

VPCA DY T XY K VPC A IPv4

2
VPC A IPv6

VPC C IPv4

VPC B VPC B IPv4

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

CIDR

=TV K
O—7)

A—xl

pcx-aaaabbbb

pcx-aaaabbbb

A—7A)L

A=Al

pCXx-aaaacccc

A=Al

XE

VPC W ® IPv6 B
XL TEHEICEDN
ch30—AlI)—
RTT,

VPC B ® IPv6 CIDR
709 9ADIL—k
T,

VPC A ® IPv6 &SI
Xt L TEEMICE M
Tha0—AlI—
NT9,

120D VPCICHBDBENHTRY NITUEATS 220 VPC
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L—=—r7—=7

VPC C

VPC B IPv6 CIDR

##### 1 1IPv4
CIDR

#Hr### 2 IPv4
CIDR

VPC C IPv4 CIDR

#Hu### 2 IPv4
CIDR

=7V K

A=Al

pcx-aaaabbbb

pcx-aaaabbbb

A—Al

pCXx-aaaacccc

XE

VPC RO IPv6 BIE I
XL TEBHICED
Tha0—-AlIIL—
NTY,

VPC A @ IPv6 CIDR
JOvo9AD)—K
T9,

12D VPCILHDEENDCIDR7OYIICTIEATS 2 D0 VPC

ZORETE., BHRVPC (VPCA). VPCA & VPCB EDEOE T2 T (pex-
aaaabbbb), VPCA & VPCC £ OEOET ) > T4k (pcx-aaaacccc) "HVET., VPCA IF,
E7UCIBHEIEICCIDR7AOY V%21 285% 7,

L—r7—=7

VPC A

VPC B

EEE

VPC A CIDR

VPC A CIDR

VPC B CIDR

VPC C CIDR

VPC B CIDR

VPC A CIDR

2—=Tv K
-7
AO—Al
pcx-aaaabbbb
pcx-aaaaccce
-7

pcx-aaaabbbb

12O VPCIZHBDHBEDNCIDR 7OV IIZTU12ATS 2 D0 VPC

47



Amazon Virtual Private Cloud VPCET UV Tk

L—rT=7) AE%E 2—=TY K
VPC C VPC C CIDR Aa—AJ
VPC A CIDR 2 pcx-aaaacccec

2 OMDVPC ICHBDBEDOYTZYNITFTIOEATS 120D VPC

CORETE, 1 20HTXY NEZEDHR VPC (VPCA), VPCA &£ VPCB EDEOET >

' $E# (pcx-aaaabbbb), VPCA & VPCC EDEOET ) > J##R (pcx-aaaaccce) AdH VY &
¥, VPCBEVPCCIZF, TENTh2O>OHTXYRNNFHYET, VPCAEVPCB ENDEOET
) JEHETE, VPCBRICHZDHTZY D551 2EGEERALET, VPCAEVPCC ED
BoET7U J#ETE, VPCCRHICHDHTZXYRDSE512EFEEALET,

I&] subnet1 | & subnet2 5] subnet
L I
0 || O
/
/
@

Active Directory H—E ALK E, D VPC AT VAT EIHEOHBDE—DIY—AtY hzFEOF
RVPCHHBIFEIC. COBREZFEALET, FRVPCR., E7 UV TEKENIZVPCIZTILT
VLATRIHLERFHEEA,
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VPCADI—rT—=7 ). E7VTEGEEZERALT, E7 VU JERENEZ VPC AOBEDY
TZYRNIORTIELALET, H7XY N1 DI—T—TILE VPCA LEOET IV JEG%E
AUTVPCARDHTRYNZTIEALET, Y7XYRN2DIIL—NF—7I)LIEF VPCA LDOE
T EHEEFERALUTVPCARYTRY NCTUVEALETT,

IL—KhT=7) AE%E 2=Tv K~
VPC A VPC A CIDR A—AJ
##### 1 CIDR pcx-aaaabbbb
#####E 2 CIDR pcXx-aaaacccc
H#7%vY N1 (VPCB) VPC B CIDR O—AJ
VPC A CIDR ###### pcx-aaaabbbb
H7%Y N2 (VPCC) VPC C CIDR O—AJ
VPC A CIDR ###### pcx-aaaacccc

LARARNZTAYIODOIL—FT127

CDR7OYIVNEEFEFLRF—HLTVRIERD VPC ICET UV JEKENE VPC HFHDHEE.
IL—=RT—=TILHVPCHAESDLARVARNS T4V U %BE>VPCICEABLEBEVWKRSICRES
NTVWBHCEZBRELET, AWSO VPCETUIJEETRE, NTYRDY—XIP Z2fEFRL TV
TZ2ANTYRNEY—=RICIN—FT 42T _F¥ANIN—ANREGEZHR—NLTVEDE
Ao

A, VPCAW VPCB & VPCCICET UV I iEnET, VPCB & VPCC & CIDR 7
OvoF—8L, TOHT7ZY NECIDR7OY N —HBLTVWET, VPCBOHTZY K20
I—=KF—=T k. VPCADOHTZRY NZTItATS VPC ET T4 pcx-aaaabbbb
#BLET, VPCADI—KRF—T )&, VPCCIDRED RS T 14 v O BRET ) > JHE pcx-
333aCCCCC ICREETALDIIEREETNTVET,

L—=—r7—=7 EEE =7k

H7%vY N 2(VPCB) VPC B CIDR O—All
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IL—KhT—=7)L EE% 2—=Tv K
VPC A CIDR ###### pcx-aaaabbbb
VPC A VPC A CIDR A—xAl
VPC C CIDR pcx-aaaacccc

VPCB DY TRYRN2DA VARV AN, VPC ETF > J$##: pcx-aaaabbbb ZFHAL T VPC A
® Active Directory Y —/N—IC"NTZT7 1V UV ZIEFEITDELET, VPCARLARYARNTT714v Y
% Active Directory H—/N—IZEELET, L, VPCAIIL—KFT—T )Lk, VPC CIDR EHR
DIXNTORNTT1YvO%, VPCET )V T#EE pcx-aaaacccc ICEBETARSBREETNTVE
T, VPCCOHTXYRN2IZVPCBOHTRYRNR2HADA VARV AERBUIP 7 RLAZE DA
VARV ANHBHE, VPCANSLARVARNST 74y 0 %2ZELET, VPCBOYTERY K2
&, VPCAANDUIIARNCIRITDLARCAZZELEE A

ChaEB<IZIE, EE%XZ VPCBOYTXZY K20 CIDR, X—4"Y N%& pcx-aaaabbbb &L T
BEDI—KRZEVPCADI—FT—TILICEMTEET, HILLWI—NEEKYEAKHNTHD D,
H7ZYN2CIDREDKNS 7 4 Y Uk VPC ET 1) > J##k pcx-aaaabbbb IC)L—F 1 > J&h
79,

T, ROBIT, VPCAIL—FT—=TILIZE, FVPCETVVIJEHEOEY 7Y NRADIL—K
HFHYET, VPCAlFE, VPCBOHTZXYRBBRVPVPCCOHTRYRNALBETEET, C
N F VA, VPCBB LV VPCC ERAILT7 RLAEERAICHS, BIOHTZxY NEDRID VPC
BTV JEGEZBMTIMLENHZEEILENTT, TORENHTZY NAILLBOIL—NZEMN
TBHEFTY,

TATAR—>32 2—=T7v bk
VPC A CIDR AO—xAl
#a### 2 CIDR pcx-aaaabbbb
##### 1 CIDR pcx-aaaacccec
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FhFk, I—AT—ALCKBUT, VPCBOHED IP 7 RLAANDIIL—KZHEXL T, NZT71Y 7D
AELWH—N—ICRENBELSICLET JL—hT—TITR, L7141 Y VAGR—BZFEAL
T IIL—NOBRIBEAREENET),

TATAR—>32 2—T7v bk
VPC A CIDR A—xAl
RA##E 2 ##HHE IP #E## pcx-aaaabbbb
VPC B CIDR pcx-aaaacccec

2 ONDVPCICHBDBEDAAZAIWLTIOEATS, 1 2O VPC IZdh
BAVARA

CHRETR, 1 2OY TRy N&2EODHRVPC (VPCA), VPCA & VPCB EOBEOET)

' ##: (pcx-aaaabbbb), VPCA & VPCC ENBEOET ) > J###4k (pcx-aaaaccce) AH V) F
T, VPCA LI, EFVUVIERIEICI DDA VARV ARBEOHTXY NIHYET, BED
AVABRVAILRTRDET RS 714V U EFIRTDBERIC, COREEFERATEET,

2DODOVPCILHBPBENDAVARVALT IV ERATS, 1 DOVPCIZHBD A VARV A 51
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ZEVPCOIL—KRT—TI)E, EZPVPCOE—DQIPTRLADEUVBEDAVAZVA)ICT 71

AFTBZEITBVPCET U THEEZELET.

IL—KhT=7) EE% 2—=Tv K
VPC A VPC A CIDR A—Al
Hiu##E 3 # IP #### pcx-aaaabbbb
HEHHAHAH 4 # IP H##HH pcx-aaaacccc
VPC B VPC B CIDR A—Al
#AR#ARE 1 # IP #### pcx-aaaabbbb
VPC C VPC C CIDR O—Alb
HARRAHE 2 # IP #H### pcx-aaaacccc

BERO7L7A4VIORAO—HZHFERALT2 DO VPCICT7OVEATSD 12D
M VPC

NEERET, 1 2OYT XY N&EDHHRVPC (VPCA), VPCA & VPCB EOBEOET
/7?%%@ (pcx-aaaabbbb), VPCA & VPCC EDBOET ) > J##t (pcx-aaaaccce) i'H
WET, VPCBBIVVPCC O CIDR7AOY IA—HLTVWET, VPC ET > T pcx-
aaaabbbb ZFALTVPCA & VPCBRICHEETAIRENDA VAR AEDBICHEITANT
74V 90&)L—T142JLET, VPCBEVPCCICK2>THEET NS CIDR 7 RL REHAIZIEE
ENBDTOMORNST T 1Y UIFITNT, pcx-aaaacccc ZBBHLULTVPCCICIL—FT a1 T0&EhE
¥,

BREOTL7AVIORO—HEHERALT220OVPCIZFIEATS 120 VPC
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@ Subnet?2 @l Subnet3
{ F &
In5;;11nTt;\a-\){ L_]D L—]D L_]D

Subnet 1
I

VPC DI—hT=T IR, T7L714v OAGR-BE®ALT. BHNOVPCET UV JEETHRE
BN EIIL—RZBRLET, TOMOIXNTORNST 71 YTk, RIC—HTBI—H, SEDOBEE
l& VPC E7 U J##: pcx-aaaacccc ZRBALTIL—FT1 I LET,

L—r7—=7 EEE

VPC A VPC A CIDR ####
Ho###t# X # IP ####
VPC C CIDR ####

VPC B VPC B CIDR ####
VPC A CIDR ####

VPC C VPC C CIDR ####

2—=Tv K
A—AJ
pcx-aaaabbbb
pCx-aaaacccc
a—7AJ
pcx-aaaabbbb

A=Al

BROTL74YIAO—BZERALT2 2O VPCIZTIE2ATS 120 VPC
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L=rT=7 EEE 2—=7Y bk
VPC A CIDR #### pcx-aaaacccc
/A Important

VPCBRDA VARV AXBADA VARV AN VPCAILRZ 74V U RZEETHE, L
ARVART T AV IHVPCB ORDYICVPCCILIL—TFT A TENDAEMEN BV E
T, FHICODVWTR., "TLARVARNZ 74V 00N —T1207, 28RLTEEV,

%E VPC R E

CORETE. FRVPC (VPCA) FAR—TRETEHBD VPC EET VD THEEENTVERT,
T, 3D2OVPC(VPCX, Y, ) A 7IUXYZAZETET IV JHELEATVET,

VPCD IZI&, VPCX ED VPCET )V TEHREREENTVWET (pcx-ddddxxxx)e VPCA &
VPCX & CIDR7OY INEELTVET, chik, VPCAEVPCD EDEOETUVI KT
74V O VPCD ADBENHTZY N (HTZY RN ICHREATVWRZEZEKRLET, .h
IC&kV, VPCD A VPCAFEE VPCXASUITARNEZ TR 12HB4,. ELWVPC IZL AR
VARTZTAVIONRENET, AWS D VPCETUTEKGTE. NTYRNDY—RIP ZHEL
TOTSANTY RN B —RAN—TFT 1420 F2I_F Y ANIN—ANAREEXEEHR—NLTVE
BA., HMIICOVWTE., "LARVARNT 74V IODIN—FT14207 1 2SBLTLSEETL,

BE#IIC. VPCD & VPCZ X CIDR7OY VN EELTVET, VPCD & VPCX DEOET RS
74V VPCDDHTEZYN2ICHIBREHh, VPCX &EVPCZODBEOET RS 7 14vY Uk VPCZ
NDHTZY N ICHRBENET, Chik, VPCXHF VPCD EEWEVPCZASET RS T4V O %
FHB2LEBEIC, ELVWVPCICLARYART 74V IEZENRTRSICTRDLEHTT,
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- Fjif =) |
=

n ,
-

VPCB, C. E. F, GOI—KrF—7 )&, VPCADCIDR7OY ILKICT IV EATRIZYETS
E7VOEEEELET. VPCADIL—KT—7 I, VPCB, C, E. F, G Zh¥ho CIDR
TOvO£EICT IO EATRRETDIET ) JERERELET. ET ) JE# pcx-aaaadddd
NH\EE. VPCADIL—FT—T7IIIE VPCD DHTZXYMNICHTBIRNRT T4V IDREIL—TFT 1
JU, VPCDOHYT7ZYRM1DOI—FT—TI)IEVPCADCIDR7OY V£4&ZELET,

VPCY DI—KF—7IIEVPCX EVPCZDO CIDR7OY ULKICTIEARATRZZYTHET Y
VOERERRL, VPCZOIIL—RT—7IIIEVPCY O CIDR7OY VEKICT IV ERATEIZYTS
BTV G ERELET, VPCZOHTZXY M1 DII—RT—TIIIEVPCY D CIDR7OY V%
EWICT O ERATRZUTRIET I TERERLET, VPCXDIIL—KRT—TIIIEVPCD OH 7
ZXYKN2EVPCZOHTRYMNIILTIEATRZZUTIET I GEELET,

IL—KT=7) EER 2—Tv bk

VPC A VPC A CIDR A—xAl
VPC B CIDR pcx-aaaabbbb
VPC C CIDR pcx-aaaacccec
VPC D ###### 1 CIDR pcx-aaaadddd
VPC E CIDR pcx-aaaaeeee
VPC F CIDR pcx-aaaaffff

% E VPC RE 55



Amazon Virtual Private Cloud

VPC E7 > JHkk

L—=—r7—=7

VPC B
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W< 2HADERT, BFEOVPC ORBIIC, ETEEIBFZHEORETS VPC £BIOD AWS 7HDO N
DVPC EDRBICVPCETU TG ARETDEN BDEICRDEEN HYET, ATOIFU
Tk, EORENRY ND—VEBHICREHIHITAINDICKRIEET,

F)F

« BBOVPC ZET U T#HELTI)Y—AICTIILNT OEATS

c 1 DO VPCICETV JEGELUT—REBEEBENTWVWB DY —-AICTIEATS

BEOVPC 2ET IV TEBGELTVY—ALTIILNTIEATS

COTFIATR, EFIUVEBELTINTO VPCRETIY —RAZ2RLICHETEDLSICLE
WVPC I'EHBHYET, RIZHZVSDARLET,

- 2HTHBHMFIAD VPC &, 2FHPADRO VPC Z2FAL TWET ., MBIk 25HEBFIIC
HBIINTOVY—ALT IV EATILEN BV, KFHFIRHBHMACHDZINTOUY—-AILC
TOCATRILEBEANHET,

o 2T AN ERHY) . ThERSMBDO VPC ZFAELTVET, AU AWS THUY NIE
BEENTVBVPCEHNIE, EBXDAWS THIYNIBEENATVWD VPCEHWET, TN
TOVPCZETVVJHEHELT, FITHFASEVOVY—ARILTILTIOEATESDLSICTS
BEANBHVNET,

COFIARIZVPCETEHRELN—RNTF—TIINERETHDHEDEMIOVWTIE, UTORF2
X NESBLTLEEL,

« 2DOMVPCAMEIZET) > J k%

« 32N VPCAMEIZET) > Tk

« O VPCHFHREICET > T

Amazon VPC VY —)LTVPCET VU JEHEZERL TEXETHHFEOFMICOWTE., TVPC
ETEGERIETD 2ZRBLTKEEZV,
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12D VPCIZET U JEHLULT—REBENTVWSR U Y —AL
TOEATS
COZFIATRE, O VPC EHBEITBIVY—RAZ2HF IHFRVPCHAFELTVET, FRVPC &

E7 VPCICNTRDTINT IV EARERHI T/ ERA2HEEL, BHIC. ET VPC EHR VPC (C
NEDTNT I CARERHST IV EAZBEELERT, RICHAZVSDOHARLET,

s 2O ITHMAANFT77AILHEERAD VPC ZREFLTVET, TOFRRVPC I VPC ZET D
VUBRTAIXENHYETH, (O VPCHAMBEICRS 71V UV ZEEITIHLERHYELEA,

« 2O VPC ZEEBRELEHBELTVET, BRI TNETIhEEO VPC EDO VPCET UV JEGZE
RTEETH, ET7VTEGEENTVWDBMEOVPCICRZ 74V I ZIN—TFTA42TFDERT
Y, OBEOIL—KEFEBLEEA,

« R VPC % Active Directory Y —EATHEAL TVWET, ET7 VPC DBEDA AR AN
Active Directory H—/N\—IZU T ANZEEFEL. FRVPC (,_5(]‘3'67% DL AZHEEL TV
TF9. PRVPCRETVPCICHTRDIINT VAR ZXBELEBA, BEDA AR AILL
ARVARNTZ 74V 0 BIN—TAVITTRUEN®HBDEFTTT,

Amazon VPC OV —)LTVPCET ) JEHZZERL TEET B HAEOFEMIC DLW T, TVPC
ET7ERZRIETD ) 2ZRBLTEEL,
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VPC EF7 )22 ® Identity and Access Management

TF7AINRTRE, I——RB VPCETERZFEXANTLZEETD LR TEXREA, VPCET
DOV =AANDOT 7 AFAZRETRICE. WM TPAFT474 (OB E) ICIAM R
=T RYFLET,

B

« Bl VPC ET ) > T HEG DMK

« Bl: VPC ET ) > T E O AFR
E7 )2 JEEDHIBR

« fl: VPC
s Bl BEDT NI NTORE
Gl: AV —=)LZ2ERALEVPCETY T GOERE

Amazon VPC 792> 3a> OV ARNE, ET7 0232 THR—RENTVWBR DY —-RAERBEF—IC
2VWTl, ™—ERRBIHEVTI7LUAL O TAmazonEC2 7 o> 3>, UY—A, BLrUEHE
F— ZSRBRLTLSEETV,

fl: VPC ET V) > T 1K D YERK

RDOR) S —Tlk, Purpose=Peering EWVWSXIHFFVTVS VPC DA EFERAL T

VPCET U JEGEVDIVIANEZERTAT I/ EAFTZI—HF—ICNHELTVET, &
HADOAT—RMXY NTlE, %#F— (ec2:ResourceTag) #" VPC VY —RICEHAEhFE

9, CreateVpcPeeringConnection 72> 3>® VPC VY —Alk, BICUJIAXRVPC TH
BEWCFEEBELTLEEZL,

2BEBDAT—RMAURNTR, VPCET VU TEE Y —AZERTZIEHOOT IV EAFA 21—
H—CEAET, COLH, BEOVY—ADOKDYIZTAIILRA—R*HAFERAETIET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",

"Condition": {
"StringEquals": {
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"ec2:ResourceTag/Purpose": "Peering"
}

}
1,
{

"Effect": "Allow",

"Action": "ec2:CreateVpcPeeringConnection",

"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*"
}

]
}

ROR)S—TlE, BEDAWS PHIROI—H—IC, BEO) -3 HAOEED VPC &F
HALULTVPCETVUJE#EGEZERTHDT IV AT Z2AFELTVWET, EEL, E7UT#i%E
ZHAND VPCHABEENETHIRNOEED VPC THHBEEICRYET,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc/*"
3,
{
"Effect": "Allow",
"Action": "ec2:CreateVpcPeeringConnection",
"Resource'": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id-2:vpc/vpc-id"
}
}
}

f5l: VPC ET 1 > T 12455 0 &G

RDRI)S =T, BEDAWS THIOVRASVPCET U TEBIIIVIANZZETANDT
VEAFAZI—H—CR/ELTVERT, ChiZ&LY, FHBZTHI> ML S VPC ET#E
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DIARNZZBITAND CLEZH<SCENTEET, AT—KMXVPNTR., ChZBEATDLEHIC
ec2:RequesterVpc £ F—NFEHAELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id-1:vpc-peering-connection/*",
"Condition": {
"ArnEquals": {
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id-2:vpc/*"
}
}
}
]
}

RDORS—TlE, VPC IZ Purpose=Peering EWS IV TWVWBHBEICVPCETUIITA
NEZFANDTIVEAFAZI-—Y—ICEAET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:AcceptVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/Purpose": "Peering"
}
}
}
]
}
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RORIS—TR, BEOTHONOI—Y—IZ, @UTAHTNADIEEE N VPC #FEAT
BVPCETVVVEBERSINTOVPCET VY JEEZHIKRTZ T IO EAFAZREL T
£9, CORVZ—TIE, ec2:AccepterVpc &#F—& ec2:RequesterVpc &HF—NMEL %
BELTWET, chlEk, VPCHAVIIARXRVPC THBDH, TtO VPCETV D JEZEVIIAM
NOET VPC THHAIEMN BB HTT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": "ec2:DeleteVpcPeeringConnection",
"Resource": "arn:aws:ec2:region:account-id:vpc-peering-connection/*",
"Condition": {
"ArnNotEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id",
"ec2:RequesterVpc": "arn:aws:ec2:region:account-id:vpc/vpc-id"
}
}
}
]
}

Bl: GEDT HI> N TORIE

RDRISD =Tk, BEOTHIRNATVPCET I JEGZRETDIT IV EAFAZI—Y—
CRELTVET, -k, VPCET U ITERORT, . ZFAN, B, BHIBRZRT
TEET (TNSOEFBHAIXNTAWS THUY NADERTHDHEE).

BYDAT—RXVRNTR, IXTOVPCET UV VEGZERRIBD T IO AT 21— —ICF
HELTVWET, CDIFE., Resource TLXYRNTRIAMIRA—R*FREICAYVET, BRFR
Tk, D API 72> 3> (DescribeVpcPeeringConnections) A", DY—ALXRILOTIVtA
ERZHR—NLTVWEVLEHTT,

2BEDAT—IXYRNTR, VPCET U TERZERL., LBETHNE, BEDTHI A
NDIXTOVPCAT I EATIHAZI-—HF—ICHELTLET,
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BFEEDAT—HMAVRTR, IXTOVPCET VU ITEET VIV OHFATENETEILESH

(2. Action ILXY RO —MELTIAILRA—R*HAEAEATVERT, FHEF—IC&2T. 7
AIOVRO—ETHS VPC 2FATD VPCET U THEBEILHLTOAR, 7OV 2RTITS
CENTEFRT, BIAE, POETRVPCEERUIIARARVPCOESSHANBIOTHI NC
B92%E8. 1R VPCETUVIERZRIRTEEREA, I—H—&, BOTHIUKIE
T2 VPCZHEALTVPCET U TEEZERTICERFTEREA,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "ec2:DescribeVpcPeeringConnections",
"Resource": "*"

I

{

"Effect": "Allow",
"Action": ["ec2:CreateVpcPeeringConnection", "ec2:AcceptVpcPeeringConnection"],

"Resource": "arn:aws:ec2:*:account-id:vpc/*"
},
{
"Effect": "Allow",
"Action": "ec2:*VpcPeeringConnection",
"Resource": "arn:aws:ec2:*:account-id:vpc-peering-connection/*",

"Condition": {
"ArnEquals": {
"ec2:AccepterVpc": "arn:aws:ec2:*:account-id:vpc/*",
"ec2:RequesterVpc": "arn:aws:ec2:*:account-id:vpc/*"

Bl: AV —-I)Z2ERLEZVPCET U JEGEDER

Amazon VPC 2V —J)LAD VPCET VU JHEEZRTRITBICE, I—H—IC
ec2:DescribeVpcPeeringConnections 79> 3> 2ERATR T VL AERNIBET

¥, [Create Peering Connection (E7 ) > J#EDER) R—2 #FEATDICE, I—HY—I
ec2:DescribeVpcs 7OV a2 FERTHHANMUETT, chickl), VPC ZRTH RTEIR
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ITREODT IV EAHFANYEENET, ec2:DescribeVpcPeeringConnections ZBR< X
T D ec2:*PeeringConnection 77> 3 IC, DY—ALRILOT IV A#ERZERATEET,

RORI)D—TE, VPCET U JEFEERTL, [Create VPC Peering Connection] (VPC E7 1)
VIOEROER) RATATRY VAT, BEODVIIAZOVPC DAhEFEALTVPCETU Y
BHRE2ER TR T7 0 RAFAN I—H—ICF5EhET, I—HF—DBOUVIITANTO VPC &
HALTVPCETEHZKZERLESETRDE, VDIVTARNIEKBLET,

"Version": "2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action": [
"ec2:DescribeVpcPeeringConnections", "ec2:DescribeVpcs"
1,
"Resource": "*"
}
{
"Effect":"Allow",
"Action": "ec2:CreateVpcPeeringConnection",

"Resource": [
"arn:aws:ec2:*:*:vpc/vpc-id",
"arn:aws:ec2:*:*:vpc-peering-connection/*"
]
}
]
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