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6. [Create VPC ( VPC M1ERK )] Zi&IRL £ 7,

ATYVT 2 AVARAZBETS

BOATY TTHERLEVPC Z#EALT,. NTVYIOHTRY NOBHRERANETSAR—KY
TZYRNDA VAR AERELET,

CIE== 33

« pem BREZFEAL TF—RTZEKRLET. BAARANEA VAR AOEAEZREBITDEE
I, SOF—RTZERIDILENHVET,

+ JVEI1-ZOCDR7AYIASODAYNIVRSSH R 74V VEFATDEFIVT 1Y
LW—T%, BHREKRANERLET,

c BHABRANODEFIVTATIN—THESDA2NIRSSHKNZ 74V O ZFATHEFIY
TAIN—T%, AVAZVACHERLET,

ATFYT 1. TRy NEED VPC 2ERT S 10
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c IAMA AR ATAO7 714 I &ERL,. CloudWatchReadOnly7 7t ARIS —%TF
CP

BEHhARANEZER TSI

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
(1A A%z Z2FRLET,

[Name] (B8I) IC. BHABRANDBHZADLET,
TF7A2LRDAX=DBRPA VAR ARATEZ#HBTLET,

[Key pair] (F—AR7T) T, F—RT7ZERLET,

[Network settings] (Y N —28E) T, XOBREZITVET,

-

a. [VPC]T. 1—H—®M VPC Z#&IRL £,
b. [Subnet] (M 7Y KN) T, NTVYIOHTZY NEBIRLET,

2YFLE

c. [Auto-assign public IP] (/N7U Y 2 IP ® BEIEIV) HT) T, [Enable] (Bak) ZBIRL &

ED

d. [Firewall] (7 7 4 72 #—)JL) T [Select existing security group] BEEOEF1UFT 1T )L —

T70ER) ZBRLTH S, BHRERAROEF1UTATIL—TZERLET,
7. MYAZA%ZE] Z&RLET,

AVAZRVAZRBETDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZFEE £ T,
[12AR AZ2RE] Z2FRLET,

[Name] (BHEI) IC. 1 VAR ADBRZANLET,
TF7A2LRDAX=DBRPA VARV ARATZHBTLET,

[Key pair] (F—ART) T, F—RT7Z2EBRLET,

[Network settings] (Y N —28RE) T, XOBREZITVET,

2

a. [VPC] T, 1—H¥—0 VPC #&RLET,
b. [Subnet] (17 %Y KN) T, Z7ZA4AR— NG TZY NEBIRLET,

c. [Auto-assign public IP] (/N7VU Y 2 IP O BEIE|V) X T) T, [Disable] (BXL) iR L £

ER

ATV T 2 AVARVAZRE TS
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d. [Firewall] (7 7 4 72 #—)JL) T [Select existing security group] BEEOF1UFT 1T )L —
T0OER) ZBRLTAS, 1 VAZVAOEF1IUTATIN—TZ2ERLET,

7. [Advanced Details] (EE&5#l) ZEML £3, [IAM instance profile] (IAM 4 > AZ > A 70O
TJ7A4) T, IAMA VAR AZ7A7 74N ZEERLET,

8. [MYARVAZEH] ZERLET,

AT Y7 3:CloudWatch 7O AZTARNTS

ROFIEZFEALT, 1 ARXRVAN T OEATERZVW E &R LET CloudWatch, <& 1T
Sk, DOFEHMEN)EHR AWS CLI ONXY > RZEFEHAL £9 CloudWatch,

CloudWatch 77 tAZTARNTBICE

1. AE1—2158, ROOAR 2V REFEALTF—RT7ZSSHI— I NIEBMNLET,
T. key.pemlE.pem 77 A I)DBETT,

ssh-add ./key.pem

—RTOT 7 EAFANFARLIETVDIVSIT—HARRENEHEERF. AOIN RER
LTAHS, IR RZBAITLTLSEZ L,

a1 A4

chmod 400 ./key.pem

2. AVE1I—ZNSEHRERANIERELES, -AFT>a2, A VAR AI—Y—F (f:
ec2-user), BLVPBEEHARARNDONT VYO IPTRLAZEETDIHLEN HVET,

ssh -A ec2-user@bastion-public-ip-address

3. BIABRAMDSAVAZVAILEHRLET, A1 VAR AI—H—F (fl: ec2-user) &AM >
ABRVADTZANR—KNIPFTRLAZEETDILEN BV ET,

ssh ec2-user@instance-private-ip-address

4. ROEXSIZA AR AT CloudWatch list-metrics AN RZRTLET, --region 7
>3>T, VPCZ#ERLIZV—23 & EBELET,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

AT Y7 3:CloudWatch 77 EA%ZTAKNT S 12


https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html

Amazon Virtual Private Cloud AWS PrivateLink

5. Bo#&, ANV RERALTINLET, child, BEDVPCEREDA AR A
CloudWatch '8 ICF7 V9 tEATERBZVWCEZRLTVET,

Connect timeout on endpoint URL: https://monitoring.us-east-1.amazonaws.com/

6. 1VARANDEHREZMHIZLET, VPCIV RRA NEERLES, D list-metrics I
VREES—EHLET,

ATFYVT 4 TOEATBDVPCI RRANEERTS
CloudWatch

ICEHETDVPC I RRANZERTDICIE. XOFIEIZHEVET CloudWatch,
AR &R

NDRZ 74V IEHATBVPC IV RRANODEFIVTATIN—TZERLET
CloudWatch, flZ (&, VPCCIDR 7O0Y A SO HTTPS RS 74 v UV &FA TSI —I)LZEEML
S

D VPC I RRA > NEERT B IZIE CloudWatch

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

FTES—2 3 RA42 T, [Endpoints] (T RARA > N) ZiBIRLE T,

[T RRA NOER] ZBIRLET,

[Name tag] (BRIZ ) IC. TV RKRANOBRBEAILET,

[Service category] (M—EAATI)) T, AWS OH—E X ZERLET,

[Service] (f—E A) T, com.amazonaws.region.monitoring Zi&RL £ 7,

[VPC] T, B9 ® VPC Z&RLF T,

[Subnets] (M 7Y N) T, PRASEVFTA—=V—2ZBRLTHN S, TTAMR—K G TXRY

NzE#EIRLET,

9. [Security group] (EF 21 VFT 4N —7)T, VPCIVRRA U NOEFIVTATIL—T%8
RUET,

10. [Policy] (R1) 2 —) T [Full access] (7L TV ERA) ZFBRL T, IXTOUY—-AICHTSH TN
TOTVINIICRBD VPC I RRAV MEHOINTOARL—2 3 Z2FALET,

M. (A7232)RT2EMTBICE. FLLWEITZEM ZERL, T0RITOF—ELEZADL

£9,

© N o 0o bk~ 0D =

ATYVT 4: TFTOEATS VPC I RRA > NZEHERT S CloudWatch 13
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12. [TV RIRA 2 NOER] ZBIRLET, IHAT—X AR, Pending TF, XROATY TICHED
B, AT—ZR AN Available ICB2ETHFHELET, CchiEFBor LD e HYFT,

ATYTE5EVPCIVRKRAZNETANTSD

VPCIVRIRARNIAVAZRADNS ICUIOTARNEEELTVDCEZBELET
CloudWatch,

VPC IV RRANETANTBICE

AVABRVATROIAN Y RER{TLET, --region 7> 3> T, VPC IV RARA 2 NEER
LEU—>3a> zZEELET,

aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1

ETOHERODLARATH>TE, LARVANRENEZEWEK. CloudWatch Z A L T (23
 E 9 AWS PrivateLinko

UnauthorizedOperation IZ—ARELEHFEE. 1V AZVAILANOT IV ERAEZFHATS
IAM O—)LA"®%H % C & 2 FEL T &L CloudWatch,

VOTARDNBALTIRNLIESER, ROKEBIEL TEEL,

s TVRRAVKNOEFIVTATIN—-TE, "\ORZ7 1Y U%FALET CloudWatch,
e --region #7232 T, VPCIYV RRAVNZERLEU—D3UHFEEENATVS,

ATYVT6:OU—"Tv79%

COFI—RITILNTHERLUIEBRERANEA VAR ANFTEICBE D ILEER., BTETEBZ L
FTEXRY,

AVAZRVAEKRTIDICE

1. Amazon EC2 12V —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

2. FTETF—23aURAVT, [M1VAZVA] ZBRLET,

3. WMADTANAVARVAZRBIRL, [MVAZADRE] [41 AR ADKT] DJEICER
LET,

4. WBFEERHBIAYE—IHFRRENES, KT ZBRLET,

AFYT 5 VPCIY REARNETFANTSD 14
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VPC IV RRAUIMNDFREICKEDIBEE. HIRTEEXT,
VPC I RIRA 2 NZHIBRTS I

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. FTES—23URA2T, [Endpoints] (L RARA>KN) Z&IRLET,

3. VPCIVRRAVMNZERLET,

4. [Actions] (722 3>), [Delete VPC endpoints] (VPC I RRA > M & HIER) OIEICEIRL &
E

5. WREROSHIES, delete&E AHL., [HIKR] ZBIRLET,

ATYT 6 IV—2TYTTB
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AWS OH—ER ZL =7 71t A AWS PrivateLink

TIVRRANAWS OH—ERX ZFERALTICTI9ERALET, F7FI)ILMOH—ERAIY RKRA
YRNENTVY DALV BR—TIAATHD D, 1 VX —FXYNTF—KNIJITA4%Z VPCIZIEEML T,
NSTAYINVPCAHS AWS DH—ERICEETEDXRSICTRDHLEN HYET, COREN
ZYRND—=OtEF21 )T EHEEELBEVEEEF. AWS PrivateLink Z2#HL T, /12 —XVY
RS —KNDIA2FERETIC. VPCHIZHD AWS DH—EA DA DEKSIZVPC % I[CIELTEE
¥,

VPC I RiRA > N AWS PrivateLink ZEFAL T, EHEAWS DY —ER 93 ICT7TMR—K
7 I9EATEET, AVEXZ—FXYNF—NDIARERETIC, F7V5—23 2 ARXY IO ITN
TOLAY—Z2BESLVCEERTEEXT,

A2VB—TILAVPCIY RRAVRHFEBTRATEUT A=Y —=2T7OEZIZTENS 1

BECEICREESNET, T, BTN ETF—RXOGB ZEICRETNET, FHICOVTIE,
TAWS PrivateLink D#l&  #5BLTSEEL,

AFS

- BE

« DNS/KRAKH

« DNS fi#R

« 724 ~X—K DNS

s H7XYRNETRASEDTA=V—=2

c IP7RLAORAT

« AWS O —E R £#ET S AWS PrivateLink

e AVR—TIAAVPCIVRARABNAWS OH—EX ZFERALTICTIOEARTS
s AVEB—TIAARAIVRRAVNERETD

e AVE—TIAARIVRRAVNARVYNOT - EZ TR
c AVB—7I—RIVRRANEHIKRTS

« F=RIJIAIVRARAU b
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BE

NTVYIOH—EAIVRRLANAWS OH—ER ZNLTICTIEARATSDH., AWS OH—FE
AZFEALTHR—RNENTVDS ICEEHETE ETT AWS PrivateLinke cDBIETIE, ChsnDiA%E
EHBULET,

NTVYOH—ERTIY RRAY NERTT I EATS

RO, A VAR ANNT VY OH—ERATIRRANAWS DY —ER ZNLTICT I
ATDHEEERLTVET, NTUYIHTRXRYRNDAV AR AAWNS D —EZA NS ADKT
T4V, VPCODA U BR—Y NF—RIIAIN—F140T0&h, TOEICIL—FT100%
NETAWS O —E R, T7ZAR=—KNYTRXYRDA VARV ANS AWS DHF—ERADKNT
74V, NATH—KRDJIA, VPCOEDICAVEZ—FY RS —RDTIA4, AWS DH—E R
DIECIL—TFT12TENET, CORNTFTAVIRFAER—FKY NS —RNIJIA/ZBBLETH,
AWS XY RD—DU%2BND @BV ELA,

______________________________ A A
Availability Zone Availability Zone
@) Public subnet @l Public subnet
= T
4
= T, S—

X TEEL T D AWS PrivateLink

= 17
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KOBRE, 1 VARZRVAN AWS DHF—ERX ZNLTICTIVEATEDHEEERLTVET AWS
PrivateLinke £9', /1 > Z—T7IAAVPCIY RRA 2 NEERLET, ChickV), VPCAHD
H7ZY N BOERN, RYRND—DARZ—TIALA AAWS DY —ER ZFAL TRIEhE
T, BTCORNT T4V I AWS OH—E R F, DNSZFEALTIV RRA 2V RNRY RD—=D14 >
B—T I ADTTAR—=KNIP 7 RLAILEREN, VPC I RRA 2 e BDELK AWS OH—
ERXEEALTICEEEIhET AWS O —E A,

Availability Zone Availability Zone

Private subnet Private subnet

=]

AWS DY —ERA BEHVITANZBEENICZTANET, Y—EAR., VPCIVRKRAVNE
NUTVY—AANDOUIIANZRKRITD LRI TEEREA,

DNS ;R ARNE

BEAED AWS DY —ER F., ROBXEFONT VYO )—23a>T U RRAINERBLE
ERD

protocol://service_code.region_code.amazonaws.com

Bl Z &, us-east-2 CloudWatch ® Amazon ®/N7 VYOI RIRANGRRDEBY T,

https://monitoring.us-east-2.amazonaws.com
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Tld AWS PrivateLink, 7ZAX—KNI2V RRAVNEFEALTRZ 71V 0 —EALCEELE
Fo AVE—TIAAVPCIY RRAV NEHEKTDE, VPCAWS DH—ER AS5D LEDREE
ICEATERD ) —232HBLTY—2 DNS BEHfEENET,

A2VB—TILAVPCIY RRAZRDI—23 2 LARILODNS HEOBXFRADEHYTY,

endpoint_id.service_id.region.vpce.amazonaws.com

J—=2LAXIIDODNS EDOBIIEXDELY) T,

endpoint_id-az_name.service_id.region.vpce.amazonaws.com

DAVRA—TIALAVPC IV RIRANEERTDEEICAWS O —E R, 7’Z 4 X—hK DNS
ZEAMITEET, 7TA/X—KNDNS Tk, 1 Z—TIAAVPCIVRRA U RNENLETZ
AR—NERETALENFS, NTUYIIVRKRANODNS BEFEALTH—EZRAOUIT
ARNZB|EHRETSOENTEET, FHMIZDOVWTIE, Tthe section called “DNS R, #SHBL
TLEEL,

IR @ describe-vpc-endpoints AN Rk, 1 VX —T7 T4 ATV RKRA2 RO DNS T N ZERR
LET,

aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries

TZANR—KDNS BHFEMCH2TWVWS Amazon DAV EZ—TIA ALY RIRA NOH I
CloudWatch ZRIZCRLET. RIDI KU, V=23V LRILOTFAR—=KNIV RRSA K
TTo RD3ID2OIVKNIE, V=2LARILDTZAR—=KRIVRRANTT, REOI KD
. BhETSAR=—RNERARNY=HASDEDT, NTUYIIURRAVNIRTBUIIAR
Z, IVRRAVRDRY ND—=DA 2V B—TILADTSAR—=NIP P RLAICHERLET,

{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"
I
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
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"HostedZoneId": "ZC8PGOKIFKBRI"
I
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"
1,
{
"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

.

{
"DnsName": "monitoring.us-east-2.amazonaws.com",
"HostedZoneId": "Z06320943MMOWYG6MAVLI"

}

DNS fi#R

AR —TILAVPCIY RRANBIZEREND DNS LOA—RIINTVYITT, LEN
T. NSO DNS ZBFENT VY DICHRAIGEET T, =L, VPCAFEASOHODNS UVI AR
FEIZEHEIRRAMNDRYND—=DAVBR—TIAADTZAR—NIPT7RLAZERT I
, VPCICTIVEATERZRVRY, ChsOIP7RLAZEALTI RRA N Y—ERICT
tATBERETELEE A,

724 ~X— K DNS

AR —TILAVPCIVRRANTTSARK—KDNS ZBMIZL. VPC TDNS RAKRZ &

DNS fEROEAFBMICE 2 TWVWBIEHEE, FERTRO AWSYZR—I RTTFAR—RKFKARNY =2 H

ERENET, RARY—VICEY—EROF7AI)ILNODNS BOLI—REY RAEEINTSH

W, VPCOIVRRAVKRDRYRND—DABR—TILADTZAR—KIP TP RLAILHERE
F9, LEN2T, NTVv O )—2a> IV RRAVVMNAWS OB —ER 2FRALTICUIIA
NZREBITBBREOTTIT—23 20053868, ThSOUIIANEIIVRRSAVRNRY KD —
DAVE—TIAAZBRIZDEDICEY), ThSOTT7VT—2a3a ICEBEEMAZHEEHY) E
A,

DNS f#R 20
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DVPCIVRERAZVRDTZARX—KNDNS BZBMNCITRD L ZHBOLET AWS O —E
Ao chIZKY, AWSSDK ZN L TITHO NIV IO ITARGRE, NTUYIOH—ERIY RKRA >
NEERATBIUIIARNVPCIY RRAUNIHERENET,

Amazon &, TRoute 53 Resolver; EFFiEN 2 VPC AA®D DNS H—/N\—%EHL TLWE T, Route
53 Resolver l&, 7ZAXR—KRFKARY—=20OO—HI VPC RXA B ELI— RZ BB ICHER
LET, L. VPC DAEBH S Route 53 Resolver ZFATH R TEELEA, AT L IR
XY RNID—=IONSVPCIYRRAVNITUVEALEWEEF. Route 53 Resolver T RRA >
N& Resolver L—)LZFERATEET, FHFMICOWTIEE, " AWS Transit Gateway & DS AWS
PrivateLink ;1 ZZBR L T< & L) Amazon Route 53 Resolver,

TRV RNETRAZEVT A=V =2

TFRASEUT A=Y =21 2072V NEFEALTVPC IV RRA N ERETESE
T H7ZXYRNADOVPCIVRRAVNABAILIVRRAIRNZRY RD—=DA4 2 R—T7 T4 A%EK
LEFT, VPCIVRRAVRNDIPFRLAZATICETVWT, HTXY RHASEIV RRA B
XYRND—DAVEB—TIAAICIPTRLAZEVVETET, IVRRAVNDRY ND—D4 >
B—TILADIP T RLAK, VPCIV RARA U NOEHHBEFRIEEEhE A,

AERETR, BLVITAMLEMEEMZRRIZICEK. ATZHEHHLET,

c VPCIVRRAVRIELDBLLEE2DDTRATEYTA—V—2EREL, ChES5DOTAN
AZEUTA—V—=2AWS O —ERA D LTI ERATRIHLEN BB VY —RAZETF7OMLET
AWS ,

« VPCIVRARARNDTSAR—KNDNS BEHRELET,

e NTUYHTURRAVRNEEEENDU—3DNSEAWS ODH—ER ZFALTICTY
EALET,

RXOEE, B—OT7RAFEVFA =V —=VICTIVRRAIRNZRYRND—=DA4BZ—=TI( R
CloudWatch #3 > Amazon ® VPC I RARA 2 R ZRLTVWET, VPCROHTZY hHAOWVT
NHAOUY—=ANNT VYOI RKRA> N&EFERL T Amazon CloudWatch IC7 VAT &,
RST7A4YVIORBIVRRAVRNFRYRD—DAEB—TIALAADIPT7RLAICHERENET, _h
Lk, OTFRASEVTA—=V—2AOHTRYRASORT T4V INEENRET, £EL,
TRASGEUT A=V =21 ICEENfNBELESE, FTRATZEVUTFA—=V—=2200Y—A
Amazon [CF7 V7t AT& &<’V E T CloudWatch,

HTRY NETRASEVFA—=V—2 21
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CloudWatch

..............................................................................

RORIE, 2 D2OTFRAFZEVFA—V—=2VICTVRRAVRNZRYND—=DA4 2 R—TIAA
CloudWatch Z3# > Amazon ® VPC I RRA 2V M ERLTVWET, VPCAHDOHTZY NAD L
ThAOIY—ANNT VYOI RIKA > N CloudWatch ZFHL T Amazon IC7 VAT 315
&, 2RO FZILIDVALZFEALTENS OB TREICEETIEEBRI RRANRY
RO—DAVB—TITARAZEBRLET, RIC, BIRULEIVRRAVNRYND—=D420R—TX
AADIPT7RLANDODNZ 714V O RBARLET,

BTZRYNETRATEVTF A=Y= 22
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(Q

CloudWatch

Availability 7

e 1

............................

.........................................

A—AT—ACHELTWRFEER., BUTRATEVTA—V—2ADIY RRAKRZRY ND—D

AV8—T7IAAZFEALT, VY—ANS AWS DH—ERICRZT7 1Y U ZXEE

TEFT, T

DEDHIZE, T7TAR—RNI=VIVRRAINEERIVRRAVRRY RND =042 R—T 14
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VPC endpoint CloudWatch

..............................................................................

.....................................................

IP7RLADZRAT

AWS DY —ER &, NTUYITIURRLAVKNENLTIPVE ZHR—KMLTVWERWEETE, 7
FZAR—RIZVRRANENLTIPVE ZHR—KRTEXRT, IPv6 ZHR—KTBDI RRSA B
. AAAALO—RZFEALTDNS JTUICRETEERT,

AVR—TIA AT RRANAICIPv6 ZBEMICTH-HOEH

s Ik, H—ERAIVRARA N2 IPV6 BATHRATREIZ AWS DY —ER TRMBENFHVYVET, §
MIZCDOWTIE, Tthe section called “IPv6 HR— R Z2RRT 2", ZSBLTLSEEV,

e AVE—TIALAAIVRERAVRDIPTZRLADZRAT &, RICHBATEDELDIC, 1 02—TI
AAIVRRANOYTZRY NEBBEN HDIHBENF HV)ET,
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* IPV4] —IPV4A P RLAZIVRRAVRNDRY RD—DA U R—T T4 AICEIVETET,
OFA7avik, BRULEIXNTOYTZRY MIIPVA 7 RLABENHRDHBEICOETR—
ETNhET,

« [IPV6] —IPv6 PRLAZIVRERARNODRY RD—=DA 2 BR—TIAAICEIV)HTET,
NDAT>avF, BIRLEIRTOYTZYRNIPV6 DHDHTZY NTHDBEEICDHKY
R—KREnET,

« [Dualstack] — IPv4 & IPv6 DEEDT RLAZIV RRAKNDRY NT—9A4 B —T 14

ALEYETET, COAT>aF, BIRULEIRTOYT XY NZIPv4 & IPv6 QA D
TFRLAGEHENM HD2HEICOAETR—RNENET,

AB—=TIAAVPCIY RERA NN IPv4 ZHR—KLTVWBESE, IVRRAMOXRY K
D—OA 2 R—TILAARFIPVAT7RLAZEEEET, 1V X—TIALAAVPCIY RAKRA KD
IPv6 ZHR—KLTWBHE, TVRRAIVRNODRYRNDT—IAB—T T4 AR IPv6 7 RLA%E
?—:5?3“0 IVRRAVNDRY ND=DA 2 BR—=TILADIPV6 T RLAIZ, 12X —%Y "D
TOBEATEDEWTEEREA, IV RRAVNODRY ND—=D AR —TIA A% IPv6 7 RL
ZTEEL@'%%’%H\ denyAllIgwTraffic AERICHK 2> TWVWAZEICEEL TLKEEL,

AWS O —E A £#E 9 % AWS PrivateLink

LUTRA & AWS OH—E R EENTLVET AWS PrivateLinke VPC T2 RRA > M &ERKL T,
WEH®O VPC TRITENTVRADKSIC, ChSOY—EARILTTAR—NIERTIENTE
9,

AWS DH—ERA DI U %ZBIRTDE, EHRETED H—EAORFIXMNNFRRENET
AWS PrivateLinke H—EAZBHIIZIE, 1> RX—TIAAVPC I RIRA NOERBEIZIEEEL =
H—EABHNFEENRTVDD, Y—EAN IV RRA VN EZEEBITDHEERLET,

AWS O —E A H—ERXR

Access Analyzer com.amazonaws.region.access-analyzer
AWS Account Management com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api
AWS AppConfig com.amazonaws.region.appconfig
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https://docs.aws.amazon.com/accounts/latest/reference/security-privatelink.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-private-apis.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-security.html#vpc-interface-endpoints

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS App Mesh

AWS App Runner

AWS App Runner H—E A

Application Auto Scaling

AWS 77— a BT —ERX

Amazon AppStream 2.0

AWS AppSync

Amazon Athena

AWS Audit Manager

Amazon Aurora

AWS Auto Scaling

AWS B2B ¥ — X X

AWS Backup

AWS Batch

Amazon Bedrock

H—ERE
com.amazonaws.region.appconfigdata
com.amazonaws.region.appmesh
com.amazonaws.region.appmesh-envoy-management
com.amazonaws.region.apprunner
com.amazonaws.region.apprunner.requests
com.amazonaws.region.application-autoscaling
com.amazonaws.region.mgn
com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming
com.amazonaws.region.appsync-api
com.amazonaws.region.athena
com.amazonaws.region.auditmanager
com.amazonaws.region.rds
com.amazonaws.region.autoscaling-plans
com.amazonaws.region.b2bi
com.amazonaws.region.backup
com.amazonaws.region.backup-gateway
com.amazonaws.region.batch
com.amazonaws.region.bedrock

com.amazonaws.region.bedrock-agent
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https://docs.aws.amazon.com/app-mesh/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/apprunner/latest/dg/security-vpce.html
https://docs.aws.amazon.com/apprunner/latest/dg/network-pl.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/mgn/latest/ug/AWS-Related-FAQ.html#mgn-and-vpc
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appsync/latest/devguide/using-private-apis.html
https://docs.aws.amazon.com/athena/latest/ug/interface-vpc-endpoint.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/scaling-plan-vpc-endpoints.html
https://docs.aws.amazon.com/b2bi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/backup-privatelink.html
https://docs.aws.amazon.com/batch/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/bedrock/latest/userguide/usingVPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

AWS Billing Conductor

Amazon Braket

AWS 7)) =2 )L—LA

AWS 7 —>)L—4L ML

AWS Cloud Control API

Amazon Cloud Directory

AWS CloudFormation

AWS CloudHSM

AWS Cloud Map

AWS CloudTrail

Amazon CloudWatch

H—ERE
com.amazonaws.region.bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime
com.amazonaws.region.billingconductor
com.amazonaws.region.braket
com.amazonaws.region.cleanrooms
com.amazonaws.region. cleanrooms-mi
com.amazonaws.region.cloudcontrolapi
com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
com.amazonaws.region.cloudformation
com.amazonaws.region.cloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips
com.amazonaws.region.data-servicediscovery
com.amazonaws.region.data-servicediscovery-fips
com.amazonaws.region.cloudtrail
com.amazonaws.region.evidently
com.amazonaws.region.evidently-dataplane
com.amazonaws.region.monitoring

com.amazonaws.region.rum
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https://docs.aws.amazon.com/braket/latest/developerguide/braket-privatelink.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/clouddirectory/latest/developerguide/getting_started_using_vpc_endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/cloudhsm/latest/userguide/cloudhsm-vpc-endpoint.html
https://docs.aws.amazon.com/cloud-map/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink
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Amazon CloudWatch Logs

Amazon CloudWatch Network
Monitor

AWS CodeArtifact

AWS CodeBuild

AWS CodeCommit

AWS CodeConnections

AWS CodeDeploy

Amazon CodeGuru Profiler

Amazon CodeGuru Reviewer

AWS CodePipeline

Amazon CodeWhisperer

H—ERE
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics
com.amazonaws.region.logs

com.amazonaws.region. networkmonitor

com.amazonaws.region.codeartifact.api
com.amazonaws.region.codeartifact.repositories
com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonaws.region.git-codecommit
com.amazonaws.region.git-codecommit-fips
com.amazonaws.region .codeconnections.api
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codedeploy
com.amazonaws.region.codedeploy-commands-secure
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline

com.amazonaws.region.codewhisperer
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/codewhisperer/latest/userguide/vpc-interface-endpoints.html
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Amazon Comprehend

Amazon Comprehend Medical

AWS Config

Amazon Connect

AWS Connector Service

AWS Control Catalog

AWS Data Exchange

Amazon Data Firehose

AWS Database Migration Service

AWS DataSync

Amazon DataZone

AWS Deadline Cloud

Amazon DevOpsGuru

H—ERH
com.amazonaws.region.comprehend
com.amazonaws.region.comprehendmedical
com.amazonaws.region.config
com.amazonaws.region.app-integrations
com.amazonaws.region.cases
com.amazonaws.region.connect-campaigns
com.amazonaws.region.profile
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector
com.amazonaws.region. controlcatalog
com.amazonaws.region.dataexchange
com.amazonaws.region.kinesis-firehose
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
com.amazonaws.region.deadline.management
com.amazonaws.region .deadline.scheduling

com.amazonaws.region.devops-guru
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https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
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AWS PrivateLink
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AWS Directory Service

Amazon DynamoDB

Amazon EBS XA L 7 ~ API

TAmazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Amazon Elastic Inference

Elastic Load Balancing

H—ERE

com.amazonaws.region.ds
com.amazonaws.region.dynamodb
com.amazonaws.region.ebs
com.amazonaws.region.ec2
com.amazonaws.region.autoscaling
com.amazonaws.region.imagebuilder
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonaws.region.ecs-telemetry
com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticbeanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elastic-inference.runtime

com.amazonaws.region.elasticloadbalancing
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-and-vpc.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elastic-inference/latest/developerguide/setting-up-ei.html#eia-privatelink
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
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Amazon ElastiCache

AWS Elemental MediaConnect

Amazon EMR

Amazon EMR on EKS

Amazon EMR Serverless

Amazon EMR WAL

AWS Entity Resolution

Amazon EventBridge

AWS Fault Injection Service

Amazon FinSpace

Amazon Forecast

Amazon Fraud Detector

Amazon FSx

H—ERE
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips
com.amazonaws.region.mediaconnect
com.amazonaws.region.elasticmapreduce
com.amazonaws.region.emr-containers
com.amazonaws.region.emr-serverless
com.amazonaws.region .emrwal.prod
com.amazonaws.region.entityresolution
com.amazonaws.region.events
com.amazonaws.region .pipes-data
com.amazonaws.region.fis
com.amazonaws.region.finspace
com.amazonaws.region.finspace-api
com.amazonaws.region.forecast
com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips
com.amazonaws.region.frauddetector
com.amazonaws.region.fsx

com.amazonaws.region.fsx-fips
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https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA
AWS Glue

AWS Glue DataBrew

Amazon Managed Grafana

AWS Ground Station

Amazon GuardDuty

AWS Healthimaging

AWS HealthLake

AWS HealthOmics

IAMT7 AT TATAER—

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

H—ERH

com.amazonaws.region.glue
com.amazonaws.region.databrew
com.amazonaws.region.grafana
com.amazonaws.region.grafana-workspace
com.amazonaws.region.groundstation
com.amazonaws.region.guardduty-data
com.amazonaws.region.guardduty-data-fips
com.amazonaws.region .dicom- Medical-imaging
com.amazonaws.region.medical-imaging
com.amazonaws.region.runtime-medical-imaging
com.amazonaws.region.healthlake
com.amazonaws.region.analytics-omics
com.amazonaws.region.control-storage-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.workflows-omics
com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2

com.amazonaws.region.iot.data
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https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS O —EA

AWS loT Core Device Advisor

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces (Apache
Cassandra 6] iF)

Amazon Kinesis Data Streams

H—ERE
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api
com.amazonaws.region.deviceadvisor.iot
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups
com.amazonaws.region.lorawan.Ins
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips

com.amazonaws.region.kinesis-streams
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https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html
https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

AWS Lake Formation

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for
Prometheus

Amazon Managed Workflows for

Apache Airflow

H—ERE
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda
com.amazonaws.region.models-v2-lex
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager
com.amazonaws.region.license-manager-fips

com.amazonaws.region.license-manager-user-subsc
riptions

com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces

com.amazonaws.region.airflow.api
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https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
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com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.ops

AWS Management Console com.amazonaws.region.console

com.amazonaws.region.signin

Amazon MemoryDB for Redis com.amazonaws.region.memory-db

com.amazonaws.region.memorydb-fips

AWS Migration Hub Orchestrator com.amazonaws.region.migrationhub-orchestrator

AWS Migration Hub Refactor Spaces  com.amazonaws.region.refactor-spaces

Migration Hub B I X>7—<3  com.amazonaws.region.migrationhub-strategy
~

Amazon Neptune Analytics com.amazonaws.region.neptune-graph

Amazon Nimble Studio com.amazonaws.region.nimble

Amazon OpenSearch % —E X CNSOIVRRAVNEIH—EREBETIATVET
AWS Organizations com.amazonaws.region.organizations

com.amazonaws.region .organizations-fips

AWS Outposts com.amazonaws.region .outposts

AWS Panorama com.amazonaws.region.panorama

AWS Payment Cryptography com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS OB —ER

Amazon Personalize

AWS Supply Chain

Amazon Pinpoint

Amazon Polly

AWS 754 R—h 5G

AWS Private Certificate Authority

AWS Proton

Amazon Q Business

Amazon QLDB

Amazon QuickSight

Amazon RDS

Amazon RDS Data API

AWSre: 754 R—ND&T

Amazon Redshift

Amazon Redshift Data API

H—ER%
com.amazonaws.region.personalize
com.amazonaws.region.personalize-events
com.amazonaws.region.personalize-runtime
com.amazonaws.region .scn

com.amazonaws.region.pinpoint

com.amazonaws.region.pinpoint-sms-voice-v2

com.amazonaws.region.polly
com.amazonaws.region.private-networks
com.amazonaws.region.acm-pca
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.proton
aws.api.region. gbusiness
com.amazonaws.region.qldb.session
com.amazonaws.region. quicksight-website
com.amazonaws.region.rds
com.amazonaws.region.rds-data
com.amazonaws.region.repostspace
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips

com.amazonaws.region.redshift-data
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https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/redshift/latest/mgmt/security-private-link.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint

Amazon Virtual Private Cloud AWS PrivateLink

AWS O —EA H—ERX&
com.amazonaws.region .redshift-data-fips

Amazon Rekognition com.amazonaws.region.rekognition

com.amazonaws.region.rekognition-fips
com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips

AWS RoboMaker com.amazonaws.region.robomaker

Amazon S3 com.amazonaws.region.s3

Amazon S3 Y IILF—23 27+t  com.amazonaws.s3-global.accesspoint
ARA B

Amazon S3 on Outposts com.amazonaws.region.s3-outposts

Amazon SageMaker aws.sagemaker.region.notebook

aws.sagemaker.region.studio
com.amazonaws.region.sagemaker.api

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime

com.amazonaws.region.sagemaker.runtime-fips

AWS Secrets Manager com.amazonaws.region.secretsmanager
AWS Security Hub com.amazonaws.region.securityhub
AWS Security Token Service com.amazonaws.region.sts
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https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
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AWS O —EA

Service Catalog

Amazon SES

AWS SimSpace Weaver

AWS Snow Device Management
Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Systems Manager

AWS BERY ND—JEILX—

Amazon Textract

H—ERH
com.amazonaws.region.servicecatalog
com.amazonaws.region.servicecatalog-appregistry
com.amazonaws.region.email-smtp
com.amazonaws.region.simspaceweaver
com.amazonaws.region.snow-device-management
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.swf
com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract

com.amazonaws.region.textract-fips

meEvA™H—ER
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https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
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AWS OB —ER

Amazon Timestream

InfluxDB A ® Amazon Timestream

Amazon Transcribe

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

Amazon Verified Permissions

Amazon VPC Lattice

Amazon WorkSpaces

Amazon WorkSpaces > >V 54T

bk

AWS X-Ray

H—ERE
com.amazonaws.region.timestream.ingest-cel 1
com.amazonaws.region.timestream.query-cel 1
com.amazonaws.region .timestream-infuxdb
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer
com.amazonaws.region.transfer.server
com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor
com.amazonaws.region.verifiedpermissions
com.amazonaws.region.vpc-lattice
com.amazonaws.region.workspaces

com.amazonaws.region .thinclient.api

com.amazonaws.region.xray

EAFEES AWS DY —EX OERIZRTRTS

describe-vpc-endpoint-services Y > RZFEHAL T, VPC IV RAKRA 2 N EHR—KNTEHH—ER

BERRTELRY,

ERATREZ AWS DY —EX ODBFIZRTT S
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https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html
https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/infrastructure-security.html#interface-vpc-endpoint
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/vpc-interface-endpoints.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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ROBITRE, BELED—232TAUE—TIAALY REKRA2NAWS O —ER B#HKR—K
95 ZRRLET, --query 7> arik, HhEHY—ERBICHRBLET

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query ServiceNames

HAOBlZERICARLUET,

aws.api.us-east-1l.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
""com.amazonaws.us-east-1.access-analyzer",
"com.amazonaws.us-east-1.account",

BH—EACEITZERERTITS

H—EABZHEBL 5. describe-vpc-endpoint-services AN RZEFHAL T, EL RERAU B
H—ERAICHETRHMABERZEZRTTEET,

ROBITIE, BEL ) —23> 0 Amazon CloudWatch 1 X —7 I A AL RARANCETS
BHRERTLET,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

H 6% RICRLUET . VpcEndpointPolicySupported &, I RARA 2 hARD I —HFHR—K
TENTVWBRAESH%ZRL, SupportedIpAddressTypes &, EDIP 7 RLAZRA THAHR—K
EhTLVWBHhZERLET,

"ServiceDetails": [

{

"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
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"ServiceType": [

{

"ServiceType": "Interface"

1,

"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-1le",
"us-east-1f"

1,

"Owner": "amazon",

"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [

"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [1],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [
Ilipv4ll
]

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

IVRRARRIS—DYR—RNERTTS

H—EAN LV RRAVRR)D—ZHFR—RLTWVWBR A ESH ZEIET S ICIE. describe-vpc-
endpoint-services 1Y > RZF ' H L T VpcEndpointPolicySupported MEZF I Y UL F
T, BETESEWR true B&LY false TT,

IO REA Y NRUS—OFR—NERRT B N


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html
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ROBITE, BELEY—ERANFBELEU—23>ROIY RRA VMR —2HR—KLTY
BPLESHEFIVILET, --query 7> 3k, HH% VpcEndpointPolicySupported
DIEICHRLET,

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

LTREHAFTT,

True

ROBITE, BEENLEU—DAVTIVRRAIVRNRIS—AWS O —ERX 2HR—KTB %
—ERRNLULET, --query A7 >arik, HHEH—ERZBICHPRLFET Windows AN R7°O
V7R EFEALTZOON Y REERTIDICE., VIVXFINEZEOC—ES|AFEZHIBRL., 1T#EEX
FE\DLSAICEELET,

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true’].ServiceName'

LTREEAIBTY,

aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
com.amazonaws.s3-global.accesspoint",
com.amazonaws.us-east-1.access-analyzer",
com.amazonaws.us-east-1.account",

ROBITEAWS OHF—ERA, BEESNE)—230TIY RRA MRS —ZHR—KNL TV

BVWE-EBRRLUET, --query 77232, HHzEH—ERZICHRL FT Windows AN

RZ7O7RNE2FEALTCOONY REERFTIRICE,. VIVXFHERG—ESIAFEHIBRL, 17
MENFZ\DNSAMICEELET,

IO REA Y NRUS—OFR—NERRT B ”
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aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="false ].ServiceName'

LTREHAFTT,

""com.amazonaws.us-east-1.appmesh-envoy-management",
"com.amazonaws.us-east-1.apprunner.requests",
""com.amazonaws.us-east-1.appstream.api",
""com.amazonaws.us-east-1.appstream.streaming",
""com.amazonaws.us-east-1.awsconnector",
""com.amazonaws.us-east-1.cleanrooms",
""com.amazonaws.us-east-1.cleanrooms-ml",
""com.amazonaws.us-east-1.cloudtrail",
"com.amazonaws.us-east-1.codeguru-profiler",
""com.amazonaws.us-east-1.codeguru-reviewer",
""com.amazonaws.us-east-1.codepipeline",
""com.amazonaws.us-east-1.codewhisperer",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.datazone",
""com.amazonaws.us-east-1.deadline.management",
"com.amazonaws.us-east-1.deadline.scheduling",
""com.amazonaws.us-east-1.deviceadvisor.iot",
""com.amazonaws.us-east-1.eks",
"com.amazonaws.us-east-1.elastic-inference.runtime",
""com.amazonaws.us-east-1.email-smtp",
"com.amazonaws.us-east-1.grafana-workspace",
""com.amazonaws.us-east-1.iot.credentials",
""com.amazonaws.us-east-1.iot.data",
""com.amazonaws.us-east-1.iotwireless.api",
""com.amazonaws.us-east-1.lorawan.cups",
""com.amazonaws.us-east-1.lorawan.lns",
"'com.amazonaws.us-east-1.macie2",
""com.amazonaws.us-east-1.neptune-graph",
""com.amazonaws.us-east-1.nimble",
""com.amazonaws.us-east-1.organizations",
""com.amazonaws.us-east-1.outposts",
""com.amazonaws.us-east-1.pipes-data",
"com.amazonaws.us-east-1.redshift-data",
"com.amazonaws.us-east-1.redshift-data-fips",
""com.amazonaws.us-east-1.refactor-spaces",
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com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

IPv6 H7R—hZ2RRTS

sagemaker.runtime-fips",
storagegateway",

transfer",

transfer.server",
verifiedpermissions"

XD describe-vpc-endpoint-services AX > RZFEAL T, EELIZU—232 0 IPv6 Z2HT AWS

NDH—ERATIELATED Z2RRTEEXT, --query A7 > a2k, HHZEH—ERBRICHRL

£

aws ec2 describe-vpc-endpoint-services \

--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \
--region us-east-1 \
--query ServiceNames

HABZERICARLUET,

"aws.

aws.

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

api.us-east-1l.kendra-ranking",
api.us-east-1.gbusiness",

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1
us-east-1
us-east-1
us-east-1.
us-east-1.
us-east-1.

athena",

data-servicediscovery",
data-servicediscovery-fips",

eks-auth",
glue",

.lakeformation",
.quicksight-website",
.s3-outposts"”,
servicediscovery",
servicediscovery-fips",
timestream-influxdb"

IPv6 Y R—KNERRTD
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A22—TIALAVPCIY RKRAZNAWS O —ERX ZFEAL
TIETI7EATS

ABZ—T7IALAAVPC I RKRA> NEERL T AWS PrivateLink, Z< D Z88 O —E RIC
BEHETEEFTAWS OH—E R, BIEIC DV T, the section called “#i2" RV 7O A AWS O
H—EAZSRBRLTLSEETV,

VPC A SEELEEYTRY NAILIVRRAVNORY ND—DA4 2V B—T T4 RAZERL. Y
7ZYRNTRLABEASTSAR—KNIPT7RLAZEVETET, IVRRAVEADODFRY R —
DAVE2=TIAAR, VDIITAZIZR—IRRYNDT=DA2EZ—=TIAATT, AWSTHD>
RTRRTEXRTHN, BSBEEITRERFTEXREA,

REREVOEARESETF—FLBHENREEIhET, FHRICODVTIR, "TAE2—TI(/ATY
RRA hDORE Z2ZZRLTSEEL,

A

)

k

B4
« VPC I RKRA NDER
- YT XY N

aa
=]

BB SR AF

c VPC O IZTIEATDVY—AAWS DY —ERX ZF7O/4LET,

+ 754 ~X—K DNS #fMTBICK. VPC O DNS KA NE & DNS HREEHICT 2 BEN )
£9, FMICOVTE., "Amazon VPC 1—H'—HA R, O "DNSEMHORREEFH I 258U
TLEEL,

c AUB—TIAATIRKRARNTIPVG ZBRICTDICIE. N IPv6e BRHOTIVEAZHR—K
AWS DH—EA L TVWBUENHYET, FMICOVWTIE, Tthe section called “IP 7 RL A®D
AT, #SBLTLSEEL,

* VPCHDVY—ALSODFRENBDRNT T AV IV EHAAIDIIVRKRAVKRRY NDT—T4>
B—TIAADEFIVTATIN—TZERLET, fIZE. AHTTPS UVIANZE (ZIEE
AWSCLI TER&LSICTBICRAWS O —ER, EF21VFT 1 TIN—THA4>2I/NT>2 R HTTPS
RZT74Y D EHATILBENHET,
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s DY—ANRYRD—U ACLZE DY TIXY MIHBHER. XY NT—D ACL N VPCHD Y

Y—RETIY RKAVRZY RD— 94V R—TIAABD RS 74 v U &HTLTVB L &R
BLET,

AWS PrivateLink UY —AICE T A —2FHYET, FHMICOWVWTIE. TAWS PrivateLink 7 # —
2, EBBLTLEE,

VPC I RRA > NDYERK

ROFIEZFERALT, AWS DY —EAILEKITD A X—T I A AVPC I RARA MNEERKL
£

DAVE—TIAALIY RRAVNEERTDICE AWS O —ER

o b w0 bnd =

o

Amazon VPC 2V — )L (https://console.aws.amazon.com/vpc/) ZBEE £,

FTES—2 3 RA2T, [Endpoints] (L RARA > N) ZIBIRLE T,

[T RRA NOER] ZBIRLET,

[Service category] (fM—EAATI)) T, AWS OH—E X ZERLET,

[Service name] (M—EAR) T, Y—ERAZBRLET, FMICDOVWTE. the section called
‘METAH—ER) Z22RLTKEEV,

[VPC] T. AWS OH—ERICTY+£ATS VPC #BIRLET,

ATY 7 5TAmazon S3 DY —EREZERL., "7TAX—KDNS HR—h, ZFETS
Zalk. (BMEEE]. [DNS BZEAMICTH]) 2BRLET., COBREITSE, BENIC [1>
NIVRIVRERALA D RNTOHRTTARX—KN DNS 2ERICT D] NMBIREnET, Amazon S3
NDAVE—TIALA AT RIKRANIDHK, 412/NJ> R Resolver L RRA 2 NTT 54
R—KNDNS ZFRETEE T, Amazon S3 DY — KNI IA LY RRA 2 MHEL, [A1ND>
RIVRRANCIRLTORTSAR—KNDNS 2EMICTB] #BRLEBE. COFIED
BEDATY T Z2RABDETIT—HNRRENET,

AT Y7 5T Amazon S3 BADH—EADH—ERZZEIRL =56, [EIERE] ® [DNS
BEEMCTRINFBRIGBIRENATVET, F7FIIN N EHIFTTDICLEE2HEBOLET, chiZ
&V, AWSSDKZNLTITOLNEVIITARNGE, NTVYIOH—EAIV RRSA 2 NESE
BI2UVO0IARNNVPC IV RKRAY NIBRENET,

[Subnets] (7 %Y N) T, AWS DH—ERICTIVERTRTRASEDF4Y—2TEIC1
2OYTZYNEBRLET, BUTRATEVTA—V—UQSEBHOYT XY NEBIRT
BLERFTEELEA, FMICODVTIE, Tthe sectioncalled “H 7R Y RETARASEDF 4 —
V=2 BSRLTLSEEY,

VPC I RARA > NOER 46
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10.

11.

12.

13.

BRUEBHTRXYRTIVRRAVNZYND—=DAR—TIARZERLET, 77
RTE, Y7ZY RO IP7RLAEEASIP7RLAZRBIRL, TVRRAMODEZRY ND—
DAVR—TI—AILBINETET, TVRRAVIMNRYRND—DA 2 BZ—TI—ADIP TR
LAZEIRTBICE. [PT7RLADIEE] ZBRL, HYT7XY NP RLAEHAS IPv4 7 RL
ABANLET, IVRRARNY—EZAN IPv6 ZHR—RNLTVWRBARK., YTRXY KT R
LAZEHEAAS IPV6 PRLAZANTBEETEET, Y7XYRNCIDR7OY VDOBHID 4
DHOIPTRLALEBEDIPTRLAGABEADLEDIZFHEATVWD D, TV RKRSIUB
FYRND—OA4VB—TI(RAICEETDLRFTEZEEA,

[IP address type] (IP 7 RLADZRAT) T, ROATIa2HASBRLET,

« IPVv4] —IPVA PRLAZEIVRRAVRDZRY RD—O 42 B—T T4 AICEYHTET,
COATIAVE, BIRLEIRNTOHTZYNZIPVAOT RLAEBEN HY), H—ERAD
IPva UOTIARNEZSFANBDBEECOZYR—RNEhET,

* IPV6] —IPv6 7 RLAZIV RRAUKNDRY RD—DA 2 R—T T4 AICEIVHTET,
AT AVE, BRULEIXNTOHTZY RN IPV6 DHOYTZY NT, H—EAN
IPv6 UV IARNZZFANDBEICOEAYR—RNEIET,

- [Dualstack] — IPv4 & IPv6 DA DT RLAZIY RRAVRORY RD—9 4> B—TT
AACEYETES, COFTYa v, BRULEIRTOHTZY NI IPv4 & IPv6 OF
FOT RLAEENF HY), T—EANIPVAVIOTANE PG VVTANOEEZZTAN
2HBEICNDAEPR—RNENET,

[EF212VFA4TIL—T1T, VPCIVRRAVKRDIVRRA I RNZRY ND—=D (42 R—T T

A AICEERTZDEF2VTATIN—T2BRLET, T74IBNTRE., VPCOFT7FI)I Kt

F1VFT14TIL—THFBEERFTSIhET,

[Policy] (7R1J > —) T [Full access] (7T UV tR) ZiBRL T, IXTOVY—-AICHRTHITN
TOTVINIICRBD VPC I RRAV MEHOINTOARL—2 3 Z2FALET,
ThUUADBER, [Custom] (HARL) ZBIRL T, VPC IV RRAV NEEHTUY—RICHK
LTTFTO23 aERTTREbICTVINIANEOHAZFETS VPC I RRA4 2 MR

TRYFLET, COATTIavik, H—ERANVPC IV RRAV RNRUD—%HR—
RULTWRBEAICOKFERATEE T, FMICOVTR, "ITURKRAKKRD)—, B#SBLT
<EzEL,

(A7>av)rTzEMTBICE. HLVLWERITZEN ZBRL, TORTOF—ELEZALL
x9,

[T RARA 2 hDER] ZBIRLET,
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Amazon Virtual Private Cloud AWS PrivateLink

ARV RZAVEFERALTAVER—TIAAIY RRAV N EERTBICIE

 create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell )

#HEH TRV N

HOEREENTWBHYTRYNTVPC IV RRSANEERK. A, TF., £-EHIKRTBZE
FTEEEA, L, VPCIVRRAVNEFERATZERETEET,

AVB—TIA AT RKRKAVNERETS
AYB—7IAAVPC IV RRAYNEERLES, TOREEEHTEET,

RARD

« Y7 XY NOEME L FHIBR

s EX1VTATIN—TZBENTS

« VPCIVRKRAV KRR —%2imETS
« 7Z7AX—KNDNS BEZEMICTS

- BTDER

T7 Y NOEMEZEHEHIBR

AVB—TIA ATV RRAVRNOTRASGEVTAV—=2ZEIC1DOHTRY NEBIRTESE
T U7XV RNZEBMTRE, HTXRYNIIVRERAIMNDRY ND—=D 42 Z—T T4 ANERK
Th, H7XYRDIP7RLAEENSTSARK—RKNIPT7RLAFEYHTSNET, YTXY N
ZHIBRTDE, TOIVRRAVERNDRY RD—DA 2 BR—TITAAEHIBRENET, FHHIZOWVWT
l&. Tthe sectioncalled “B7ZY NRETRATZET4—U—2") BBBLTLKEEV,

VY=L ZERALTHTRY NEEETSICR

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 9,

2. FTES—23URA2T, [Endpoints] (L RARA>KN) ZBIRLET,

3. AVER—TIAARAIVRRAVNEBIRLET,

4. [Actions] (7% 3>), [Manage subnets] (17 %Y NZEE) OJEICEIRLET,
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5. BEBIIDRUTTIRATEVT A=V -2 BRFLFBRBRLUET, PTRATFEVT1—V—
el Y7ZxYyRNE1DBRLET, 772N TRE, Y7XY MO IPT7 RLAEED S
IP7RLAZBIRL, IVRKRAVKRDRYNDT—DA 2R =TI —ARICEINETET, T
RRARNZRYRD—=DA 2 R—=—TI—ADQOIPT7RLAZBRTDICE, [IPT7 RLADEE]
ZBBRL, Y7 XY RNTRLAEEANS IPVA T RLAZADLET, TV RRA M HF—ER
HIPve ZHR—KNLTVBREHEEE, YTXY KNP RLRAEHBEAS IPV6 PRLAZANTSC
EETEZEY,

COVPCIVRARAVERNDIVRIRAVRZRYND)—= DAV EZ—T I—ANTTICERETSDY
TZYRNDIPT7RLAZEETDE, IVRKRAVRNODRY N4 R —T I —ANFHFHL
<BEEDHYWET, COT7OLRARICKY), YTRYNEVPC IV RRA Y NE—RRICEIHTE
nEx9,

6. [Modify subnets] (17 %Y hEZFE) Z&IRL £,

ARV RZAVEFERALTHTRY N2 EETRICE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

tF1UTFATIN—TZEENTS

AVE=—TIARATI RRAVNRBIERY RD =042 2= T4 ACEERFSATWA X2
VT4 TN—T2ZBETEET, EF1VT4TI—T VPCOVY—AHNSIY RKRAZ D
FYRND=TAVB—TILACRLTHAETNTVBR R 74V U ZFIHLET,

A2V —LZERALTEFIVTATIN—TZ2EETRICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
FTES =232 RA42T, [Endpoints] (L RARA > N) ZiBIRLET,
AVBR—TIAATY RRANEEBRLET,

[Actions]. [Manage security groups] D JIEIZEIRL £7,

BECISUT, EF1VT 10N —TZ2EBRELGERBERLET,

[Modify security groups] (¥ 31U T 1 JI—T%2EE) 2 BRLF T,

2
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ARV RZAVEFERALTEFIVTATIN—TZEETRICE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

VPC IV RIRAVKNRIS —ZiRETS

ALY RRAZRNRISZ—AWS O —ER ZHR—MLTWRHEEE, IV RRAMOIVR
RAVRNRID —ZmWETEXRT, IVRRAV IRV —ZEHML R, BESBHMICEBZETI
BOoHDBDBENHYNET, FHEICOVWTR, "IV RKRAVRRIS—, 2FRLTLKEE,

AV =L ZERLTIVRRABNRIVS—ZEETDICE

Amazon VPC 2V — )L (https://console.aws.amazon.com/vpc/) ZBEE £,
FTESF—2 3 RA42T, [Endpoints] (T RARA > N) ZBIRLE T,
AVB—TIAATIV RRAVNZBRLET,

[Actions] (¥ 23 3~), [Manage policy] (R > —% &) OJEICEIRLET,

[Full Access] (LT U tR) ZBRLULTH—EARANOTILT VEAZFAT SN, [Custom] (77
AL ZBRUTHAZRLRIS —%ZTRYFLETD,

6. [RfF] ZBIRLKXY,

o > oD~

ARV RZA2ZFEALTIV RRA MRS —ZEETBICE

« modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

72AX—KNDNS BZBMICTD

DVPCIVRRAERNDTSAR—KNDNS BEZEMICTREE2HHOLET AWS OH—F
Ao ChIZKY), AWSSDK ZNLTITONEVIIARNGE, NTVYIOH—ERAIY RIRA>
NREFERITZIUIOITARN VPC I RIRAV NCERENET,

T75AR—KNDNSBZMEATSIZIE, VPC O DNSFAKREZE DNS fEROMAZEMICTEIHE
FHWVET, 75A4RXR—KNDNSBEEMICLER, T7TAR—=KNIPT7RLANEHTEICEDE
TP DBEENDYVET. 7TAR—KNDNSBEEMICLEEZIZERENZ DNS L O—
RETSAR=KRTT, TOESD, T7TARXR—=KDNS BRENT VY VILERAETEH Y EH A,
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A=) EERALTTTAR—RNDNS EAT> a2 LEITBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FEH—23RA42T, [Endpoints] (T RARA M) Z&RLET,

3. AVEB—TIAALIVRRAVNZERLET,
4

[Actions] (77 23 3 ), [Modify private DNS name] (7724 X— K DNS ZENZEE) O JEICERL
£7,

5. SE(ZJSLU T, [Enable for this endpoint] (CD I RRA 2 N EBERICT D) ZBIRF - (FER
RERLET,

6. H—E AN Amazon S3 NIFE, BIDATY T T[COIY RRAVNIBMICTS]) 2iBIRTS
ECMAVINDURIZVRERAVNIRUTOAKTZAX—KDNS Z2EMICTR] LB REIE
T BEDTSAX—NDNS a2 ERITREEE. [NV RIVRERSA I RNTORKTS
AR—KNDNS ZEMIZTBR]|ZA7ICLET, AmazonS3 DA U RX—T I A ALY RRA K
[CINA T Amazon S3 DT — KRV IA LT RKRA M BEL, [A2VINT RIV RRA MNTH
LTDOHRTZA4X—K DNS ZBMICTR]| ZBRTDE, ROARTY T TEEEZRIFIDEE
ICIZ—ARRENET, FMICOVWTIE, Tthe section called “7"Z 4 X— K DNS”; 258
LTLEEW

7. [BREORE] ZERLET,

ANV RZA2VZFEALTTZAR—RNDNS BEOAT> IV 2EETHICE

» modify-vpc-endpoint (AWS CLI)

« Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

2T NERE

AVEB—TIL AT RRAV NIRRT /T, BRILPISLEY, BBOZ-XCKUTHE
LizW) TEXRT,

AV 2ERLTRIZEETSICE

1. Amazon VPC 12Y —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,
2. FTES—232ARA2T, [Endpoints] (L RARA > N) ZiBIRLET,

3. AVBR—TIAARAIVRRAVNEBIRLET,

4. [Actions] (723 3>), [Manage tags] (XY NDE®E) #BIRLET,
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5. BMFRRT &I, [Add newtag] L WER T ZEM) Z:BRL, 8TF—ER2TEZANL
£

6. RTZEHIKRTZIZE., RTDF—ELEDOAMAIZH S [Remove] (HIBR) ZBIRL £ T,
7. REFE]ZEBIRLET,

ARV RZA2VEFERAL TRV ZEETRICE

« create-tags & & U delete-tags (AWS CLI)
« New-EC2Tag # & T Remove-EC2Tag (Tools for Windows PowerShell )

AVE—=—TIAATIY RRAMNAR DT Z—NEZITES

BAIZERLT, AVE—TIA ATV RRANIBEEITIHBENDARNCETZTI—hes%
BTEXRY, HIAR. BRUIVIAN BHREREBTENELEICLEX—)ZZETEFRT,
RARY

- SNS BHIZERT S

« TOERARVI—%EBMNTS

« FoRU—ZEM

SNS BHZHEXT S

ROFEZFERAL T, BHNAD Amazon SNS REY J&4ERK L. NEYVICHTRAIS/47LE
9,

AV =L ZERLTAR—TIA ALY RRAV NOBHAZERT B ICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,
FTES—2 3 RA42 T, [Endpoints] (T RARA > N) ZiBIRLE T,
AVB—TILATY RRANEBRLET,

[Notifications] (@%01) X 7 T, [Create notification] (BEIDIERK) ZiBIRL £7,
[Notification ARN] (&1 ARN) T. ¥R L7 SNS REY 2 M ARN 2 ZIRLUE T,
AR NEBEYTRUTA4TFBICIE, [Events] (AR N ASBBIRLET,

o o bk~ w0 DN

AVR—TIA ALY RRAUNARYNDTZ—N2Z(THLD 52


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink
« [Connect] (#E#t) - H—EARADA>1—~NX—HFAR—TIA ALV RRAV N ZEERLEL
oo ClE, BREVIVIANZY—ERZ7ONAEZ—ICEELET,
* [Accept] (&) - H—EAT7ONAZ—HNEHRVIIANEZTFTANEL I,
- [Reject] #ER) - —ERA7ONA X —NFERVIOTANZEBLEL L,
- [Delete] (HIfR) —H—EROAV 21 —X—HFA2VEZ—TIAATY RRA NEHIBRLEL
1z
7. [BAZER] ZBRLET,

ARV RZAVEFERALTAVE—TIAAIY RRAV NOBAZERT S ICIE

« create-vpc-endpoint-connection-notification (AWS CLI)

» New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell )

TOEARIS—=ZEMTS

Amazon SNS REY JIZT VARV —ZEML T, F1—H—-ICROL>TROXSBEHZ
1T AWS PrivateLink TE2 &K SICLET, FHMICOWVWTIEF. "Amazon SNS hEY VDT VA
R —ZmETBICHESThEFIVNTTA?) ZBSBLTLKEEV, aws:SourceArn KT
aws:SourceAccount JO—NIL&#F—ZFEAL T, BALLEREBRBECKLUTRELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
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}
]

}

F—R)>—%EM

EE{tE NSNS REY OZFERAL TWAEE, KMS F—0) Y —ARD > —F AWS KMS API
ARL—23> BT ET AWS PrivateLink =0 ZEHITIHENF HVYVET, UTE. F—7RU
:/_0)1&]-(“3-0

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"Service": "vpce.amazonaws.com"

},

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:region:account-id:key/key-id",

"Condition": {
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
.
"StringEquals": {
"aws:SourceAccount": "account-id"

}

}

A22—TI—ATY RKRAV N ZHIBRT S

FEIZBI2IZVPC IV RRAV NG, BIRTBDCENTEET, I VR—TIA ATV RRATU b
ZHIBRTDE, TOIVRRAVNDRY NT—IUA4 2B —T T4 REHIBRENET,
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AV =)L ZERALTAUE—TIA ALY RRAV NZHIRT D ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FEH—232RA2T, [Endpoints] (T RERA M) Z&8RLET,

3. AVEB—TIAALVRRAVNZEBRLET,
4

[Actions] (7 73 3~), [Delete VPC endpoints] (VPC T RiRA > N ZHIBR) DIEICEIRL £
ER

BEERODSNTES, delete BV UY O LZET,
6. [HIBR] ZiBIRLET,

o

ARV RZAZVEZFERLTAR—TIAALIY RRA Y N Z2HIBRT B I

+ delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell )

T—RIJIAIT RIKRAZ B

P—RJIAVPCIYVRRAVNE, VPCIZA 2V B—Y R —RIDI A% NAT TN RAELE
EBFIC, Amazon S3 & KT DynamoDB NDEREMOFVERZRHELET, F'— NI4TV
RRANE, fHORALTDVPC I RIRA > NEFRAEY) AWS PrivateLink, ZFEALEH A,

Amazon S3 & DynamoDB &, *— RN JIA IV RRA I RNEAVE—TIA AL RKRAND
mEZHYR—RNLET, 7723 0EBRIZOVTR, UTESRBLTLSEEL,

« AmazonS3 D VPC IV RAKRAVNDRAT
« Amazon DynamoDB @) VPC T RARA U NDRA T

e
PF—RIIAIVRRANIEMBELBE L THEATEET,
A

- BE

e —F 14T

- EFIYTA

EINCEPE DAY PPN %
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s Amazon S3 DY —KRIJIA T RIKRA 2K
« Amazon DynamoDB Q%' — R JIA TV RAKRA U~

BE

Amazon S3 & DynamoDB (Zl&, N7V Y IOH—ERIV RRA U NELERFT—RIIAIY RAR
AVRNZBUTTIOELATEXRT, COBETIE, ChsORFEELEBRLET,

A3V KNT—RNIVIA(RBATTIELATD

RORIE, A VARVANNT VY OB —ERAIY RARA 2 M%ZBELU T Amazon S3 8 KT
DynamoDB IC7 VAT B AZEERLTVWET, NTVYIHTIXYRNDAV ARV AL S
Amazon S3 £7z(& DynamoDB AND KT 7 1Y Ik, VPC DI=HICA 2 RX—FRY NTF—KD I A
WCIL—F10&h, TORICH—ERIZIL—TFT12009EhET, ExL, T/ R— NFTXY
NCREAVER—FKY RNTF—RIDIANDIL—KHFBVESD, TTAR—KNFTZYRNDAI AR
Al Amazon S3 ¥ DynamoDB ICR T 7 41 Y UV ZEEFETE R A, T7TAR—KNFTRYNDA >
AR AN Amazon S3 £zl DynamoDB ICN T 7 41 Y VB EEFETEDRSICTBICE. NTUY
IHTZY NMCNAT FINARZEBML, T75AR—RNFTRYRDORZT 1Y % NAT FNA4 A
CIL—F A TTBHBENHET, Amazon S3 £/lE DynamoDB ND KT T 4 Y I KA1 R —
XYRNTF—RNIVIA(ZBBITDEEFE. AWSRY RT—UZBhEEA,

F Reqgion

fay (-1 ]

B Fublic subnet
I n)
D—’C\ 5]

Private subnet
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RORE, A VARVANT—RDIAITY RKRA2 NZ2BLU T Amazon S3 & & T DynamoDB (2
TOEATBDFEZRLTVET, VPC A5 Amazon S3 £7zlk DynamoDB ANDKZ 7 1 v U &,
F—RIIAIVRRANILN—TFTa2T0EnFET, EHTZXYRNIL—rT=TILICE, Y—ERA
NDTLT7AVvIRAVARNEFEALT, Y—ERABTORSTAYIET—RNIIALAITY RKRAVNIC
EEITBDIN—IIBETT, FMHICOWTEE., "Amazon VPC 1—H—HA Ry ® TAWSY Z—2
RZLZAVOAVANOEH ZZRLTLEE L,

@) 18]
&

uly
9

IN—FT 14>

P—RIIAIVRRAVNEERTDEER, BUCITRDHTRY RO VPCIIL—hT—TI)L%E
RUET, ROIL—KME, BRUEZEL-NT—T7LICEBNICEBNEIET, RELRF FAET
B2Y—EAOTLT7AYIAVARNTHY AWS, 2—TY NET—RIIAIV RKRAVRTT,

TATAR—>32 2—=7Y b
prefix_list_id gateway_endpoint_id
ZEREIH

s L=hFT—=TNICEBMENLELIY RRANL—NEBRBTEXITN, BEXLGHIBRTEXE
Ao TVRRAVKNIL—REIL—RT—=TIICEBNTRICE, ThES—RIISAIV RRIV B
CBERHET. L—hNT—TLET—RIVIAIY RRAY NOBEER T Z#EBRTEH. T—b
DIAIY RRANZHIBRTDE, I RRAY NL—RAHIBRE KT,
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s F—RIIALIV RRANIBEEFFSNEIL—bTFT—TIIICEERHFSNEYTZY ROTAX
TDA VARV AR, =N IIAIV RRA VN EFERALTH—EARICTI9E2ALET, <5
DIL—RTF—=TILICBEEFTSATVWEVWVTTRXRY NADAS VAR A, —RIJIAIY RAR
AN TRBEINTVY OB —ERAIRRA O NEFERALET,

e L=—hT—=TIIZIE, Amazon S3ANDI> RARA > ~)L—hk & DynamoDB AN I RRA >~
I—PROHEFZEDDENTEEXT, AU —E R (Amazon S3 F /=& DynamoDB) ND I >
RRARNIL—REEBOIIL—RT—TILICEDDENTEET, 1 2DIL—KF—TILICEAL
H—E A (Amazon S3 £ /=& DynamoDB) NOBHO I RRA >V MIL—KNZHFODERFTESR
ﬁ/./o

« B, N7V IE—BIBZREEENEBIL—NEFEALT, N7V 9 ZIL—FT12TF
PHEERELET (BRRIL71YIA—H) IVRRANIL—NOBHZIL—NT—T LD
B, CNRRXODZEZERLET,

c IRNTDAVER—FXYRNRT T4V (00000 A E2—FXY NSF—RIIAIZEETS
IL—KDFH3HE, BEND—23 2 OH—E R (Amazon S3 E =& DynamoDB) 8T D k>
TAVIOTIVRRAVNIL—RHFBEENET, BIOBWTORNT T4V IR, 120F—FY
RT—KRJIAAWS O —ER ZFEALET,

c TL74YOAVARNGI—=2aVICEBTHSEH, Hlo)—23 >0 —E XA (Amazon S3
F/2(d DynamoDB) BTCDKRZ 74 Y VA VB —FXY NTF—KRIJIAICEFBENET,

- ALV—23 2 ICH—EXR (Amazon S3 £7=(& DynamoDB) O IEME S IP 7 RL REHEEEET
PIL—RMFBBHBEE. TOIL—RDIIURERAUBNIL—RNEKYEBERENET,

tF21UT4

AVDABVANT—RIIAITY RIRA 2 hZSH LT Amazon S3 £/=(d DynamoDB IZ7 VAT
PHE AVAZRVARNT VYOI RRAVNEFRALTY—ERICTIVE2ALET, 2hs
DAVAZRADEF I VTATI)IN—T&, Y —ERAEOBORNZ 714V UV ZFUITRILENHY)
9. LT, POMNIVRIL=ILOFITT, Y—EADTLT7AYIAJANDID ZZRLE
ED

TATAZR—>3> ZON3dl R— NEE

prefix_list_id TCP 443

CNESDAVARVADHTRY MIBITBRYRNIT—T ACLTE, H—EREDOBDORNT 714 v
VEFATHDHENHYVET. UTE., FONNDURIL=ILOBITT, ZY NIT—2 ACLIIL—)
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TTLT7AYVIARVARNESRBIBDERTELRRAN, T7LT7AYIRAVARNDSH—EAD IP
T RLAHHEEEBFTEEXRT,

TATAR—>32 ZOK3)L R— &
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443

Amazon SS D' —RNIJIAIT RKRA B

P—KRIJIAVPCIVRIKRANZFEALT, VPCHS Amazon S IC T IV EATEET, ¥ —
ROIATIVRKRANEERLES, TOIRKRAVNEIIL—RNTF—TIRAOEZ—TYRNEL
T. VPC A5 Amazon S3 ICEEETNB NS 74y VRICEBIMTEET,

T—RIIAIVRRANEEMBEELTEATERY,

Amazon S3 &, FY—RNIJIA IV RRAVNEAVER—TIA ALY RRA 2 NOEEZEHR—
RULTWET, Y—NIIAIVRRANZEFERALT, VPCADA 2V Z—FY RF—RJT A%
NAT FNA RAEVEBELEET, VPCHS Amazon S ICT VAR TRENTEET, L, ¥'—
RIJIAIVRRANE, AOTLIZARY ND—=D, 0O AWS D=2 3> OETERELE
VPCs, @GNS YRNTF—RIITADSOTIVERAZFALERA, COXRSBIFUAT
&, BIMBEETHNRTERAVR—TIA AL RRAVNEFERTIHENHYET, FHEMICOL
Tk, "Amazon S3 1—H—HA R, ® "Amazon S3 ICHFB VPC IV RERA I NDRAT ) &
SRLTLSEEY,

A

af o}

BEE

« 724~X—h DNS

c =RV IATIRRANZHERTS

c NTYRRUS—ZFALTIT IV EAZHBETS
c LI=bT—TIILEEERTS

« VPCIVRARAVRRIUS—ZHEETS

« F—RVIAT RARANZEHIBRT S
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ZREHE

« F—RIJIAIVRRAVRNE, ThEERLEV—23TORMATERT, 4T S3INTY
RERALU—Y 3V —RIIAIY REAY REERL T EE L,

« Amazon DNS H—/N\—ZFERAL TW3HEEIE. VPC O DNS RAKBZ E DNS RO AEZBIMIC
ITRIVENHYET, WMEODNS H—N—ZFEHAL TVWBEEIFE. AmazonS3SANOU I T AN
AAWSIZE > THEBENTVS IP7RLAICELLKEBREND CEZERLTLSEETL,

e F—RNIDIATIVRIKRANZELUT AMazon S3ICT7 IV EATBDAAEZADEFI) T4
TJIN—=7"DI—=)IE. AmazonS3 EDBD R 71 Y UV %HFATIMLENHV)ET, Amazon S3
DTLTAYVIOAVANIDE, EF21VF4TIN—TI—ITSRBTEET,

« F—RIJIAIVRRANEBLUT AMazon S3ICT7 I EATBDA VAR ADYTZY RO
XY RNID—UACLIE, AmazonS3 EDBDKRZ 74 Y UV ZFATIHEN HYWET., XY ND—
OACLIL=ILTTLT7AYDORIARNESRIBD_ERFTEFERLAN, AmazonS3 D IP 7 RL
AEEIE Amazon S3 DT LT AV IR ARNDASEEBTEET,

« SSNTYRMANDTIEAAWS O —ER Z2HEETSD ZFALTVRIHAESHZRIBLET,
BIRE, T—EANOTT77AINEZECNTY MOT I LAZHEETRHEER. RTAN—F
ERI-2JIVNZECCAVAZRVALEDVO—RIZDVENHIEENHBYNET, TOHE
k. I RRABNRVS—TAWS OHF—ERX KizlE UY—AH s3:GetObjectT7 o> a2 %
FALTZIhSONTY NMCTI7RATRCEZFALTVA L Z/HALET,

« VPCIVRARANEBEIBTSD Amazon S3AND I IITARNTR, PFAFTA4T 4R
S—BRENTY RRUS—T aws:Sourcelp ZHEFEAITHLFTEEEA, KDYIC
aws:VpcSourcelp £ EFEAL TKEE W, IL—hT—7 I EFEHL T, VPCIY RKRAV K
NS5 Amazon S3IC TV EATEB EC2A VARV AZHHT D EETEET,

c F—=RIDIAIVRKRAVNE, IPVARTTAYIDHEYR—NLET,

« Amazon S3 IC& 2 TEEE D, FEEZ T DHTXYRNDAVAZVANSDY—AIPVAT
RLAK, NTUY DO IPv4TRLADSVPC DT TZAR—KNIPv4A T RLAICEEENET, T
YRERAVNERY RNDO—=U)—hEYYVEZ, BLVTWS TCP ERZTHLET, NTUY D
IPvda 7 RLAZBEAL U OEKEBRAENELA, IV RRANOERELFEER, E
ERRAIVNRITHATHREVEZILTSLEZHHOLET, L&, BROBERIC, VT RNTI
ThH Amazon S3 ICHEBNICBERTEDCLEETANTZELES>SBHOLET,

c IVRKRAVNOESEE, VPCHSERTDERTEEEA, VPNER., VPCET U JHE

. NSO YRNST—RNTITA, £iF VPC A® AWS Direct Connect &t D REID ) Y — A
. Y—MNIJIAIRRA N EFERALT Amazon S3 L BET S CERFTEEEA
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« FTHOUKNCZRE, V=232&izY) 20 OT—RIIAIV RERAVRNOTFT AT 3 =K
H'), FAEAETT., o, VPCHEVWDT—RITIAITY RARAT MOEIF 255 ICHIRENT
WET,

724 ~X— K~ DNS

Amazon S3 DT —KRIJIA IV RRA I NEAVE—TIA AT RRAVNOWMBZHEKT B &
EIZ, 774X—HFDNS ZRELTCIOANEZRENLTEET,

Route 53 Resolver

Amazon l&. TRoute 53 Resolvery EFEEN 2 VPC D DNS H—/N\—%#E#H L TLWE T, Route
53 Resolver l&, 772 AR—KRKARNY—=2OO—HAIVPC RXAZBELI—REZBEBWICHE
RUET, L. VPC OAEBH S Route 53 Resolver 2R T2 & TEEHB A, Route 53
(&, VPC ®4H S Route 53 Resolver ZEATE S XS, Resolver T R7R4 > ~ & Resolver
L= ZRELET, 1/NJ> RResolver T RARA > NE, DNSOVIVZFAVTLIAXRY K
T —72 H 5 Route 53 Resolver ICEziEL ET ., 7 K/N U2 R Resolver T KR4 > &, Route
53 Resolver S DNS VT URF VT LIZAZRY ND—JICEELE T,

Amazon S3 DAV RA—TIA ATV RKRA U NEA2)ND R Resolver T RRA NZDOHT
SAR—KNDNS ZFEATDILDICHRETDE, 1/VJ> R Resolver T RiIRA > MAFERE
NET, 1/NJ2 RResolver L RIRA >V NE, 27T LI AN S D Amazon S3 A DNS U
TVEAVE—TIA AT RRAVRNDTTAR—=KNIPFTRLAIZEBRLET, £/, Route
53 Resolver ® ALIAS L J— R% Amazon S3 D/NT U Y URARY—2IZEML T, VPCHASD
DNS T UA Amazon S3 /N7 VY U IP P RLAILEREN, NTTAVINF—RIDITAITY
RRANCIL—FT120ENBDELS5ICLET,

7’24 ~X—K DNS

Amazon S3 DAV BZ—TIA AT RKRA DV NIWETZA4R—KDNS Z5%EL, 12 /NTVRD

Resolver T RIRAV NCODHTTARX—KDNS 2RELBEWVES, AT LIARZYND—D L
VPCOEBFASDIIIANE, A1 VFZ—TITAALRKRANZEAL T Amazon S3IZT7 ¥

TALET, TOLH, EMBREELTT—NITIA IV RRAMNE2ERTHIZRDYIC, VPC H

SORNTZTAVIICEAVE—TIA ALV RRAVNEZFERAITZD-OREN RELET,
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On-premises

data center

Gateway endpoint
D\ L 53 bucket
i) /

i 29

VPN connection Interface endpoint

A4>INJ> RResolver T RIRA> NERAD7Z4~X—KN DNS

A4>2VINJ> RD Resolver T RRA 2V RNDKIZTSAX—KNDNS 2RETDHEE. AT LZA
ZYRD—=IODSOVITANGAVE—TIAAI RRA NEFERLT Amazon S3 ICT7 V1
AL, VPCHSOUIIARNIS —RNIIAIT RRALANEFEHL T Amazon S3 IC 7 VAL
F9, TOLEH, Y'—RIIA IV RRAVNEFEATEBRVRNRT T4V IICORAE—TIARA
IVRRAMNOEARZEZILSOT, JANERELTEET,

On-premises Region

data center

Private subnet @H\
Gateway endpoint >@
53 bucket

(]
™ /
& ~@)

VPN connection Interface endpoint

754 ~X—N DNS OFERE

Amazon S3 DA VR —TIA ALY RRA U NDTZ5 A4 XK—N DNS &, EREFELIFEREZICE
ETEET, FHMICOVTIE. Tthe section called “VPC T R7RA > N DER" PERHICERE)
FzlE Tthe section called “7’Z A X—K DNS BZEMICT D" (ERRICEE) ZSRLU TS
(A1
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T—RIIAIY RRAD NEERT D

ROFIEZFEHAL T, Amazon S3 ICEHKETH T —NIIA I RRA N EERLE T,
AV —=)La2ERALTY—RNIIAI RRA N EERTSICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBEE £,
2. FEH—23RA42T, [Endpoints] (T RARA M) Z&RLET,

3. [TVRARANDOER] ZERLET,

4. [Service category] (M—EABDTIV) T, AWS ODH—E R ZBIRL E T,

5

H—EA T, 714)R—247 =Gateway ZEML, com.amazonaws.region .s3 Zi#IRL &
9,

[VPC] T, IV RKRANZERTBED VPC ZRIRLFT,

7. [Routetables] JL—hT—7 )T, IVRRANTHERATZIIL—NTF—TILEBIRLET,
H—EABTORSTAVIEBIVRRAVRNDRY ND—IDA 2V BZ—TIAAICRANTD
=K BEBNICEMENET,

8. [Policy] (7R < —) T [Full access] (7T OV tR) ZEIRL T, IXTOVY—-RIZHTBHITAN
TOTIINIICEB VPC I RARA YV MBHOIXTOARL =23V ZFILET,
FTNUADIZE . [Custom] (HARL) ZBIRL T, VPC IV RRAMERTU Y —RAICH
LTT 023 FRTIBREDICTICIONINEOHFAZ2HMETS VPC I RAKRA MR
=" TRYFLET,

9. (A7 Tav)xTzEMTBICE. FHLLWERITZEM ZBRL, TOXTOFXF—ELEZAAL
7,

10. [T RAKRA > NOEK] ZBIRLET,

o

ARV RZA2VEZFERALTT—NIIAIV RRAV N ZERTDICE

« create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell )

NTY RRUS—ZERLTT7 7 EAZHBETS

NTY RRIVD—ZEALT, BEDIZ RRAZ M, VPCs, B8R BSNTY MANDOT VLA
ZHEHETEXRTAWS THIU K, chsDhITR, I—AT—ALBERT IV EAZFA TR
—AT—RMAVRNIHBI I EZABRELTVET,
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Example fl: END I RRA MO T IO ELAEZFHRETS

aws:sourceVpce ZHF—ZFEAL T, BEDIY RIRA MO T I ARAEFIRTZ/NT Y KR
—BERTEET, RORVI—F, BEEThETS—RNIJIA IV RRA NN EREhEEE%:
BRE, BEShET I3 VTOEENTY NMAOTUVEARAEEBLET, CORII—F, BEE
NETF7 <32 T0O AWS Management ConsoleZ /M U IBENT Y NMAOTIVEREZ7OY VT3
CEICEEBELTLSEETL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}

Example fl: 4 E®D VPC \NOT7 VA% 4R T3

aws:sourceVpc ZEF—ZFAL T, BED VPCADT IV EAZFIRTZINT Y RAKRU—% 4k
RTEET, chik, AU VPC TEEOIV RRAVNEREZATHIEEICEFNTT, XD
RUD—F, VIIARMBEENLEVPCHSOENTHZIHEERE, BEEEhETV>3aY
TORENTY MOT IV EAZREBTLET, CORVI—E, BEESHETI 32 TOHOAWS
Management ConsoleZ T U IBENT Y NMADOT IV ERAZ7TOY VTR EITEBRL T EE L,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
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"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpc": "vpc-111bbb22"

Example #: FED IP 7 RL AEEANOT VA ZHIR TS

aws:VpcSourcelp ZHF—2HFAL T, BED IP PRLABEBEANOT IV EAZFRTZRI S —
ZERTEERT. XRORVI—F, VIOITARNNFEEENLZIPTRLANSOENDTHSDBEEZR
B, BEENLETIOAVTOEENTY MOTIUVEAZEBLET, CORUI—E, EEEh
=T 023> T0HO AWS Management ConsoleZ T L Z38ENT Y RADT OV EAZT7OYIVT3C
EWFEBELTLSEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}
]
}
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Example f5l: %D ONTY NAOT UV AZFIRTSD AWS THU b

s3:ResourceAccount ZH#F—ZFERAL T, BEDAWS THIUKN O SINTY NAODT VA
BHEIRTDR)—ZERTEET, KORVI—F, BETEAEAWS 7HI U MZIK2TS3IN
TYRIABEENTVRESERE, BEENWET O3 2TOSINTY MOTIVEAZERL
x99,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-bucket-in-specific-account",
"Effect": "Deny",
"Principal”: "*",
"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],
"Resource": "arn:aws:s3:::*",
"Condition": {
"StringNotEquals": {
"s3:ResourceAccount": "111122223333"
}
}
}
]
}

LW—=hT—7 L ZEENTS

JF—RIIAIVRRAVNIEERFSNTVRIL— R T—TILZEETEELET, L—rT—T
ZHEMNTRE, Y—ERARTORNTTAYIZIVRRAVNDRY RND—DA42 =T TA4AIC
RAVKRNTRIL—RAFBEBWICEMENE T, L-rT—7IIOBERTEHERTDE, T2 RKRA
YRNL=KREIL—RT=TIASBBNICHIBRENET,

OV L EZEALTIL—RT—7 I Z2BEENFITZICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBEE £,
2. FTES—23URA2T, [Endpoints] (L RARA >N Z&BIRLET,

3. T—KNIVIAIVRRANEERTS

4. [Actions], [Manage route tables] D JEIZEIRL £7,

5. BEIZBUT, L—hTF—7 I ZBIRFI-ZFBRFBRLET,
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6. [Modify route tables] JL— R FT—7I)LEZEE) ZBIRLE T,

ANV R4V EZFERALTIL—bT—T L ZBER TS ICE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

VPC IV RIRAV KRR —%IRETS

TF—RIIATIVRKRANDIV RIRA MRS —%EHEEL T, VPC A5 Amazon S3ANNO T
VRRAVNBHOT O EAZHHTEET, FT7FIINKNRID =T, ZITIOERAZHFALE
T FHMAICOVTEE., TIVRKRANRID—, #SBLTLSEETL,

A= )LEERLTIVRRANRIUS—ZZEETDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FES—232RA2T, [Endpoints] (T RERA M) Z&8RLET,

3. F—RIVIAIVRRANZERTS

4. [Actions] (792 3>), [Manage policy] (R —%EE) OIEIZERLET,
5

[Full Access] (ZILT7 OV tR) ZBIRLTH—ERANOTILT VAZFRATSHH, [Custom] (7
AZL) BBIRUTCHAZRLRIS —ETRYFLET,

[REF] ZBIRLE T,

o

Amazon S3 ICT IV EARTB LSOOI RRA ORI —DOFIIFXDEHY TT,
Example Bl: H#EDONT Y RADT OV EAZ4IRT S

BEDSINTY MOTIEAZERIZIRI—ZERTEELT, ChiEk, VPCAWS OH—E
ARNZSINTY NEFERTHIMO F'HBHEICERTT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
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"Action": [

"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"

]

}
]
}

Example fl: Z5E®0 IAM O—ILAOT7 VA Z IR TS

BEOIAMO—IANOT IO AZHRIZR)S—ZERTEERT, aws:PrincipalArn ZEH
LTTVINNMADT O AZHFANTIHLENHYET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example #: EDTHI U RODI—H—AOFT VA& HIRTS

BEDTAIRADTIELAZHRIZDRIS —ZERTEEXT,

{
"Version": "2012-10-17",
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"Statement": [
{

"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:PrincipalAccount": "111122223333"

T—RIJIAIY RKRAY NZHIBRT S

FEICBA2LET—RIIAIVRRAVMNE, BIRTDCEANTERT VY= RNIVIAIY RIRAY
NzHIlRTDE, IV RRAVRNIL—MFYTRY NL—RT—T LA SHIBREhET,

754 K—KDNS AEMCBE 1 BE, F—RITAIY RRAV NEHIRT B EETESY
Ao

A2V =L Z2EALTY—RNIIAIY RKRA2 NZRIBRT B ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,
2. FEH—232RA2T, [Endpoints] (T RERA M) Z&8RLET,

3. —MNIJIAIVRRAMNZEIRTS
4

[Actions] (7 73 3~), [Delete VPC endpoints] (VPC I RiRA > N ZHIBR) DIEICEIRL £
¥,

BREROSNTZS, delete BV UY U LZET,
6. [HIBR] ZiBIRLE I,

o

ARV RZA2VEFERALTT—RNIIAIY RRAY NZHIRT D ICE

 delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell )
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Amazon DynamoDB O — NI AT RKRA 2~

JF—KRDOIA4VPCIVRKRANEEAL T, VPC A5 Amazon DynamoDB IC 7 VA TEE
To '—NIIAIVRRAVNEBERLES, TOIYRRANEIL—FT—=TILRHAODR—45"Y
N& LT, VPC A5 DynamoDB ICEEE D NS 74 Y VRAICEBMNTEE T,

T—RIIAIVRRAVNEEMBEEL TEATEXT,

DynamoDB &, — RN JIA IV RARA 2V NEAVE—T IA ALY RRA 2 NOEBFZHR—bB
LET. '—NIIAIVRRANEFERTDE, VPCICA U EZ—Y M=KD IAX NAT 7
NAREBBEELEFIC, VPC A5 DynamoDB IC 7V EATE, BMOAARNEADNYEBA, EE
L. —KNIJIAIVRRAVRNRE, AVTLIARY NT—0, 0O AWS U—2 32 OET#ER
TN VPCs, EFLERENZUDYRNT—RNIVIADSOT IV EAZHFALEEA. CODLKDBETF
AT, EMBETHNRATERANVEZ—TIA ATV RRA VN EFERTIHENHYET, FMIC
2WTIk. TAmazon DynamoDB F*AXOY /N—7 4 K1 @ "DynamoDB ® VPC T RARA 2 b D
BA7 1 #BBLTLEE, DynamoDB

nE

- EREE

c F—hIVIAIVRKRAV N EERTS

s IAMARYS—ZFEALTIT I EAZFIHEITS
c L—bhT—T N ZBEENTS

« VPCIVRKRAV KRR —%iRETS

c T—hIVIAIVRRLA NZHIRT S

ZREHE

c F—RNRDIAIVRRAVNE, TNZERLE) D3I TOXRMBEHRTEERT, &7
DynamoDB 7—7 )L EBU U =23 IS —RNIDIA I RERA M EERLTLSEED,

« Amazon DNS H—N"N—%ZFEHAL TLVW3HEIE. VPC ® DNS7RAKHFZ & DNS ROMEZEBMIZ
THRIMBENFHYET, MBEDODNS H—N—ZFAL TLVWBE S, DynamoDB ANDOJ I T A K
AAWSICE > THIFENTVWBIP7RLAICELLKBREND CEZERLTLSEZL,

c F—RIDIAIYRRANEBUT DynamoDB IC7 VAT B A VAR AOEF 1T 4
TIN—7"0)—)Li&., DynamoDB EDEDKRZ 7 14 Y UV ZFATBDHENH ') £, DynamoDB
NDT7LTAVOARAVARIDR, EX21VF14TIIL—TI—ILTSRTEET,
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« F—RIJIAIVRERARNZE LT DynamoDB IC TV ERT B A VARV ADHTZRY KD
XY RNDJ—2 ACL I&. DynamoDB EDED KT 7 4V VZFATEIHLEN HVET, XY NI —
OACLIL=INTTL7A4VYIORVARNEZSRID_EFTELRLEAN, DynamoDB O IP 7 RL
A& & DynamoDB O 7' L 741 Y DAV ARDSEISTE R,

« AWS CloudTrail Zff L T DynamoDB ARL —>3a>&#0OJICEBETHHEE. OJ 77 1)IC
&, H—ERAO>21—~X—VPCHDEC2A VARV ADTZAR—KNIPFPRLAE, TR
RAVKRENLULTRITENBVITIARNDT—RNIIAIVRRARNDIDAEENET,

c F—=RIIAIVRRAVNE, IPVARTTAYIDHREYR—RLET,

c HEEZIDHTRYNDAVARVADNSDY—AIPvA T RLAK, NTUY T IPv4 T R
LANS VPC DT FAR—=KNIPV4T7RLAICEEENES, TV RRANERY RD—D
IL—hZFYEZ, BLUTVS TCP ERZIMLET, NTUY U IPv4a T RLAZERAL N
AOEREBREEAERA, Y'—KNIIA IV RRAVNOERELGEER. EELHZAIN
KTPFTHRVEEBILTOI L ZHEHOLET, L., BENMUMENEEZESICVYTIRNIITH
DynamoDB ([C BB ICBEMR TED CEEERTIEDICTAMNLTLLEETY,

e TVRIRANDEHEEZ, VPCHSERTDCEFTEEEA, VPN EHK. VPCET U T
. NSO YRNST—RNTIA, £/IE VPC A®D AWS Direct Connect E#H DO REID ) Y —A
&, Y—MNIJIAIVRARA NZFERAL T DynamoDB EBE TR EWFETEEFR A,

c FHAOUKNCZR, V=232>&i2Y) 20 OT—RIIAIV RERARNDTFT AT #—2H
H'), ARAUAETT, e, VPCHEVWDT—RITITATY RARA2 MOEIF 255 ICHIRENT
WEd,

F—KRIDIATI RRA NEERTS
ROFIEZERAL T, DynamoDB IC#E## T2 — NI IA T RERA 2 N EHERLET,
V=) &2ERALTY—RNIIA I RRANEERTDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTEY—23URA2T, [Endpoints] (L RARA>KN) ZBIRLET,

3. [TVRARANDOER] ZERLET,

4. [Service category] (H—EAHD7TI)) T, AWS OH—E X Z&IRLE T,

5

H—ERAT, 7140V E2—B347 =—~JITA/4%ZEBML. comamazonaws.region
.dynamodb ZE#IRL £,

6. [VPC] T, IV RARIVNEERTH%ED VPC £-IRLET,
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7. [Routetables] L—hT—TI) T, TV RRANTHEATEIIL—NT—TILZERLET,
H—EABTORSTAVIEIVRRAVRNDRY ND—IOA4 2 BZ—TIAAIZRARNTD
IL—RKABEHNICEMNENET,

8. [Policy] (R < —) T [Full access] (7T OV tR) ZEIRL T, IXTOVY—-RIZHTBHITAN
TOTIINIICEBVPC I RARA YV NBHOIXNTOARL =23V ZFILET,
TNUADIZEF. [Custom] (WARL) ZBIRL T, VPC IV RRAMERTU Y —RAICH
L7023 2292 EHICTI I NIILNFEOHAZHMHTS VPC I RKRA > MR
S—BETRYFLET,

9. (A72aL)RITZEMTAICE. FHLLVWAITZEM ZEIRL, TORITOF—ELEZANL
79,

10. [TV RARA 2 NOER] ZBIRLET,

ANV RZA2ZFEALTT NI IAI RRAV N EERTBICE

+ create-vpc-endpoint (AWS CLI)
* New-EC2VpcEndpoint (Tools for Windows PowerShell )

IAMRD) S —%FERALTT7 oA Z&fHT2

IAM RS —ZERL T, BEDVPC I RKRA> hEFEHAL T DynamoDB T—7ILICT 9 A
TEBDIAMZTUINILZHETEERT,

Example fl: DI RRA MO T IO LRAEFHIERTS

aws:sourceVpce ZHF—ZFEAL T, BEDVPC IV RRAIMOT IR ZHIRT DR
—BRERTEXRT, XORVD—F, BEENEVPC I RRAMEAESATVEWERY,
THDo2 KD DynamoDB T—7IADT IV EAZEBLET., COPITIR, I—ART—AICHEXE
TOLAZFATEIRI—AT—KRMA N HBDERBBELTVET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
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"StringNotEquals" : {
"aws:sourceVpce": "vpce-11laa22bb"

}

Example fl: 30 IAM O—I)LASOTFT VR &EHFT TS

BEOIAMO-I)ILZEALTT7 IV ERAZHAITEIRIS—ZERTEERT, AORIVZ—F, BE
TN IAMO-ILICNTEIT IO EAEZRELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*'",
"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:ro0le/role_name"
}
}
}
]
}

Example fl: DT DI MDSOT UV EAZHFATS

BEDTAIVRESOT I EADHKEFATEIRIS—ZERXTERT, RORKI—TR, BE
TNETAD RO —ICHTEIT IV EAEZNELEXT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
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"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {

"StringEquals": {
"aws:PrincipalAccount": "111122223333"

W—=hT—TIILZEENITS

F—RIIAIVRRAVNCEERTSNTVRIL— R T—TILEEETEET, IL—hT—T)
ZHEMNTRE, Y—ERRTORNTTAYIZIVRRAVNDRY RD—D42VB2—T T A4AIC
RAVKNTRIL—RAFEBWICEMENE T, L-hT—7IIOBERTEHERTDE, T2 RKRA
YRL—RNEIL—RFT—=T LS BBNICHIRENET,

OV L ZEALTIL— R T—7 I 2BES T2 IR

o 0 K~ w Db =

Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ 7,
FTES =232 RA2T, [Endpoints] (L RARA > KN) ZBIRLUET,
T—RNIIAIVRRA NEEIRT S

[Actions]. [Manage route tables] D JEIZEIRL £9,

BEIZISUT, =TT N ZBRFLFBREBRLE T,

[Modify route tables] JL— N TF—7 L2 ZE) ZBRLE T,

ARV RSV =2ERALTL—MT—7 L ZEER TS ICE

+ modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

VPC IV RIRAVRNR)S—%IRETS

T—KRIIAIVRRARNOIV RRANRID —Z{mEL T, VPC A5 DynamoDB AND I
RRANBHOT IV EARFHTEERT, F7FINNRKIV—TR, ZIT7IOEAEFALET,
I OWTEE, "TITURKRAVRRID—, BSBRLUTLSEEL,
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A= )LEERALTIVRRARNRIUS—Z2ZEETRICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
2. FTES—23URA2T, [Endpoints] (T RARA > KN) Z&IRLET,

3. F—KNIVIAIVRRANEERTS

4. [Actions] (7 22 3>), [Manage policy] (R —%EE) QOIEICERLET,
5

[Full Access] (ZILT7 UV tR) ZBIRLTH—ERANOTILT VEAZFRATSHH, [Custom] (77
ARL) ZBBIRUTHARLRIS—2TRYFLET,

6. [REF ZEBRLZET.

ARV RZA2VEFERALTT—RNIIAIVRRAVNZEETDICE

» modify-vpc-endpoint (AWS CLI)

» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )

DynamoDB IC7 VAT B LEODIY RRARNORIZ—OHIFRDOESY) TT,
Example fl: 5tV ERT IV AZHFA TS

TOEAZHZMMYBERT O EAILHIRTZI RIS —2ERXTEET, ADKRD S —
(&, DynamoDB T—7 /L —ERTRBLVOHETD LOOFTENELET,

{
"Statement": [
{
"Sid": "ReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"
1,
"Resource": "*"
}
]
}
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Example fil: #EDT—7TILANDOT VA0 FIR

HED DynamoDB T—7INADT VL AZHIRT BRI —ZERTEET. RORDVI—F., &
E&E N DynamoDB T—7INADT UV ERZHFALET,

{
"Statement": [

{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,
"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"

}
]
}

T—RIIAIY RKRAY NZHIBRT S

FBEILB2IET—RIIATIV RRANE, BIRSBDZENTERT, Y—RNIITAITY RKRA>
NZHIlRT2E, IV RRAVRNIL—MFHTRY NL—RT—T LA SHIBREhET,

A2V =)L Z2ERALTT—RNIIAIY RRAY NZHIRT D ICE

1. Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,
2. FEH—23RA2T, [Endpoints] (T RARA M) Z&RLET,

3. T—PMNIIAIVRRAVNZEBIRTSD
4

[Actions] (7 2> 32), [Delete VPC endpoints] (VPC I RiRA > N & HIBR) OIEIZEIRL £
E

BREROSNTZS, delete BTV UY U LZET,
6. [HIBR] Zi&IRL £7,

o

DynamoDB M I RAKRA > K 76


https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

ARV RZA2VEFERALTT—RNIIAIY RRAY NZHIBRT D ICE

» delete-vpc-endpoints (AWS CLI)

* Remove-EC2VpcEndpoint (Tools for Windows PowerShell )
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BHT SaaS ®mICT7 VAT S AWS PrivateLink

Z{EHA T 5 & AWS PrivateLink, B ® VPC TEITENTVWRIHADEKSIZ, SaaSHRBICT T4
R—=NIZCTOEATEZEXT,

AR

. BE

c AB—TIAATY RIRA NDER

BEE

AWS PrivateLink ZBLU T Z#H L /- SaaS HmZkH, BA, 7OEZ 3" JTEET AWS
Marketplace., F¥#C DWW Tk, T: AWS Marketplace- PrivateLinky ZZBL T &V,

AWS /N\— N7 — AWS PrivateLink ' 5 Z# 8L - SaaSHRBERODFA £ TEET, FMICD
WTIlk. TAWS PrivateLink /N\—hF—1 Z2ZBLTLEEL,

RORIFE, VPCIVRARA N EFERAL T SaaS BRICERIT B HZEZERLTVET, Y—ERT
ONAA—R@GIY RRA N G—ERAZERL, BEEFRICI RRA N F—EANOT VA
ERELET, H—ERAI>>1—<Y—¢LT, VPCAD 1 D2REDHTRY REIV RRAU KN
H—EABOERERITEIA 2 RX—TIAAVPC I RRA NZERLET,
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Region

VPC endpoint Metwork Load
Balancer

A2R2—=TIA ALY RIRAZ NDERK

ROFIEEEAL T, SaaS BRICEHTSAVX—7 T4 AVPC IV KRS NEERLET,
EJ0

Y—EREHTRAYSATLET,
N=RF—H—ERADA Y R—T T4 ALY KRS NEERT B

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,
2. FTEY—23UARA2T, [Endpoints] (L RARAKN) ZBIRLET,

3. [TV RARANOER] ZEBRLET,

4. HsH—EREEAL LBEE AWS Marketplace, XDBEZTVET,

a. [Service category] (fM—EAHAFT ) T, [AWS Marketplace services] (D H—E R) &i#iR
LET,

b. ¥y—EADEBRZANLET,
5. AWS Service Ready EETH—ERZHTAVTA4 7 LIEBER., ROBEZITVET,
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a. H—EARAHDFTI T, PrivateLink 27 /N—hF—H—EX ZBIRLE T,
b. H—EADBRIZAHDL. [Verify service] (M —E A& ZiBIRL £,

6. [VPC] T, HRICTIVEATS VPC ZEIRLET,

7. [Subnets](B7ZxY N T, BRBIZTIVIELATETRAZEVTAY—2ZEEIC1 20T XY
Nz#ERLET,

8. [Security group] (EF*1VT 4 TJIN—7)T, TVRRAVRNIRYRND—DA4 22 =T ITAAIC
EENMTZ X1 UTAIIN—TZ2BRLUET, X1V T4TIL—TDIL—)LIE. VPCHD
DY—RETIVRRAVRNDRY ND—VAVEB—TIAABORNT 714V VZHFATDHEN
HV)ET,

9. (A72aV)RITZEMTAICE., HLLVWARITZEM ZEIRL, TORITOF—EEZANL
7,

10. [T RARA Y NOER] 2BIRLET,

AVE—TIA AT RRAVNZERETDICIE

AVE—TIA AT RRAVBMDEREIZDOWVWTIE., Tthe sectioncalled ‘4 > Z—7 T A AT R
RAVKNERETD ) ZSRBLTLSEEL,

A2 B—TITAALY RRA> NOER 80
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BEATIRET TZAT 2 AICT O212A9 S AWS PrivateLink

Gateway Load Balancer 2 AL T, XY ND—VRBT7TSAT 2 ADTI—KNIRNZ 71499
ERBTEERT, PTZATVAR, EF1VFA4RE, AVTZATVA, RO —HlH, &
CEOHDERY ND—OH—ERACFEATEET, VPCIVRRA VN F—ERZERTDEE
=, Gateway Load Balancer Z3§EL £ 9., i AWS 7°1J > /V)LIE. Gateway Load Balancer T
YRRAVRNEERTBEICKY, IV RRA NG —ERIZTIVEALET,

Gateway Load Balancer T RIRA 2 RFETFRATEVF 14—V —2T7AOED3aZ JdEhns 1
REZEICREEIhET., L. BTN ETF—RXOGB ZEICREENETT, FMAIICOVTRE,
TAWS PrivateLink D#l&, Z2Z8BL T EEV,

c IP7RLAODEAT

c V=TT

« BB AT L% Gateway Load Balancer T R7RA4 2 Y —EAELTHERT S
- Gateway Load Balancer T RARA VR ZFEAL TREATALAICTIEARTS

SEMICDOVWTIE, TGateway Load Balancer MBAG %) £ SBLSEE L,

BEE

RO, 77VT5—23a o —N—N 2N LTEFIVFTATITSAT AT IOEARATDEE
ZRLTWET AWS PrivateLink, 77U Tr—>3a>#%—N—, ¥—ERTJ>>1—-Y—0 VPC
DHTZRY NTRITENET, AL VPC DBIOY T XY NT Gateway Load Balancer T KRR A >
REERLET, 1 F—FXY KM —RNIVIAZBALTH—EATD>>1—Y—VPCICADTNX
TORZ74v 0k, £, BREDLHIZ Gateway Load Balancer T RARA > NZIL—F 12T
Th, TR, BEAY 7Y NIIL—TF10&EnhEdT, BRIC, FTVIT—2arH—N—»5
HA2IXTORT 71V U, REDLHIC Gateway Load Balancer T RIRA > NZIL—FT 1>
JEh, TORICAVE—FRYRNTF—RNIIAZBLEL—TFTA2TICE>TRIET,
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Region l
— e’ —
=

™\ 3| s
— = \ 4 1 |
. = i i i
9 « _@ 2| l e =

Application servers Gateway Load Balancer '

endpoint i Gateway Load Security appliances '

Subnet Subnet — Balancer :

Endpoint service

AB—YNDSESTTVT—23a> 0 —N=NOKZFT7 1Y 0 (FBVLVXH):

1. KZ7490@, AVEZ—FXYNT—RFNIIAZNLTH—EROD>>21—X—VPCIZAWYZE
£

2. N7 499k, L—hT—7IILDOFREICE I VT Gateway Load Balancer T RARA > M2
BEh®xrT,

3. KNTT74v O, EXF1VFTATTZATAZN L THREDIZ®IC Gateway Load Balancer (2
EEENET,

4. BE%., NZ 7 1Y Uk Gateway Load Balancer T RARA4 > NZREhET,
5. NS 749k, =N TF—T7ILOREICEIVTT7UTr—>3a>s—N—ICREEENhET,

T7)5—2a> H—N=—NHIE54 =Y NORNZ T4V (FLOZDXH):
1. 8257490k, I—hFT—7IDOFREICE DTN T Gateway Load Balancer T R7RA > NI
BEh®xrd,

2. NZT74v 0@, EXF1VTATTZATAZNH L TREDZ®IC Gateway Load Balancer (2
EEENET,

3. B&E®., N7 4 YUk Gateway Load Balancer T RARA4 > NIZREhET,
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4. NZT749 0@, L—=hT—TILORELEIVTA U E—FKY NF— RIS ICEBEhE
ER

5. NZ 74V ORBAE—FYNIIL—TFT12TEh& T,

IP7RLADRAT

H—ERAZ7ONA S =G, BHOEFIUTATTSAT AN IPv4A DHEHR—KNLTVWBIEE
TE, IPv4, IPV6, L IPv4 EIPV6 DEFZENLTH—ERAIS1—X—HIFH—ERAIR

RAVKNEFERATEDELSICTBCENTEET, dualstack YR—hZBAMICTHDE, BEFEOOY
21—N—WEs5|lZHZE IPVAEFERALTH—ERICTIVEATE, HILVWID > 21— —F IPv6 &

FALTH—EARICTIOEATEEXT,

Gateway Load Balancer T R7RA > M IPv4 ZHR—KMLTVWRHE, IV RKRAIVMOZRY K
D=4 —TIAAKIPv4 7 RLA%ZEFESEE T, Gateway Load Balancer T RiRA > M A
IPv6 ZHR—KLTWBHBE, IVRRAKNORYRNT—IA4VE—T I A IPv6 7 RL A%
B5F9, IVRRAVMNORYRND—DA 2 EZ—TIAADIPV6 FRLAIL, 18—V KD
STV EATR LR TEFEEA, IVRRAVNORYND—DOA R —TIA A%Z IPVv6 7 RL
ATRRTBIFEEE, denyAllIgwTraffic ABRICHE > TVWBR ZEICERELTLKEE L,

TIRRANY—ERAICIP6 ZERICTD-O0EHK
e IVRRAVNY—EADVPC EHT XY NI, IPV6CIDR 7OY 7 BEEMF TS TVD 44
ENfHYET,

« I RKRA > MNF—EA®D Gateway Load Balancer l&, dualstack IP 7 RLAZRA T2 ERAT D%
ENHYET, EFIVFATTSATARARIPGO RZ 714V 0B R—NTRIHLERHEE
Ao

Gateway Load Balancer T R7R4 > N T IPv6 ZBRICT B HDEH

c TVRRAVRNF—EARICKEK, IPV6O U R—KRZELIP7RLADRA THIMBETT,
« Gateway Load Balancer T RRA MDD IP 7 RLADRATF., RICHBATE&LS
=, Gateway Load Balancer T RARA > NOY T XY NEEBRUN HIBEN HVET,
. [IPV4]—IPv4 7 RLAEIY RRAVRORY RT—9 4V B—TIARICEYSTES, C
DATZ AV, BRUEIXTOYTRY NZIPvA T RL AEEAN HBHEICO AT R—K
ThET,
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« [IPV6] —IPv6 PRLAZIVRERARNODRY RD—=DA 2 B—TIAAICEIV)HTET,
NDAT>aviE, BIRULEITRTOYTZYRNIPV6 DHDHTZY NTHDBEIZDHY
R—KREhxET,

« [Dualstack] — IPv4 & IPv6 DEEDT RLAZIV RRAVKNDRY NIT—9A4B—T 14
ALEYETET, COAT>avF, BIRULEITRTOYT XY NZIPv4 & IPv6 QA D
TFRLAEGHNNM HZDHEICOAETR—RNENET,

« H—ERO>>1—~X—VPCOBTZXYRNDIL—RTF—TILEIPV6 RS T AV IEI—FT 14>

TTBMBENHY., ChosOHTZXYRDZRYRND—TACLIEIPYE RTT7 4y U%FRT 4%

ENfHYET,

IL—F14>4

NZT74Vv 0TI RRANG—ERIZIL—FT12T7FBICEF. DO ID ZFEAL T Gateway
Load Balancer T RIRA > R EIL—KRF—TILTER—45 Y NELTEELE T, ERTE., XD
SIIL—RE)L—RF—TIIZEML £, dualstack DRECEF IPV6 L—RFEEIATVET,

A=Y NF—RNITADIL—KT—T)

COIL—KRF=TIIE, FTUT5—>a3a>3—N—BTOKNZF 7 1Y Y% Gateway Load Balancer
TVRRAVBNCEFBIDIL—MHFBRETT,

TATAR—23 2 2—=7v K

VPC IPv4 CIDR O—Alb

VPC IPv6 CIDR A—AJ
#uuan#n#n#dn## IPv4 CIDR vpc-endpoint-id
Hutu#n#n#n## IPv6 CIDR vpc-endpoint-id

T7OTr—>3a> H—N—%Erl97xYy hOIL—rT—T)

cOI—=KT=TNICE, FTIT5—=23a>H—N—HDS5OIFTXTOKNZT 1Y Y% Gateway Load
Balancer T RARA U NZEETIIL—NHFBETT,
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TATAR—>3Y 2—=Tv K

VPC IPv4 CIDR A—Al

VPC IPv6 CIDR A—xA

0.0.0.0/0 vpc-endpoint-id
/0 vpc-endpoint-id

Gateway Load Balancer T RRA >V REELHTZY hOIIL—FT—T )L

COIL—RTF—TIIE. RELSBENDRT T4V IV EBRBKRNBEREICEETIVNEN HYWET,
A=Y RNDSRBEENLENTT14YvIDOHFEE, O—HNIL—KNEEFORZ T4V OETT
F—2a H—N—IIEELET,. P7UTr—23a 09— N—%2BRETRRT T4V 01200 T
E. IXNTORNTTAVIBRAVE—FY R —RIVIAICEFETDIL—NZEMLET,

TATAR—>32 =7 v b

VPC IPv4 CIDR A—xAl

VPC IPv6 CIDR O—AJ

0.0.0.0/0 internet-gateway-id
::/0 internet-gateway-id

BES AT L% Gateway Load Balancer T R7RA4 > M —EX
ELTERT S
IVRRA M F—ER EFIEND AWS PrivateLink, ZFEAT2HMBENO Y —ERAZERTESE

T, BERRIY—ERAT7ONAZ—THY ., T—EANOELREZHERTS AWS 77U NILIFH—
EAO2>31—-X—T7,

I RERA M —ERICIE,. Network Load Balancer % 7= l& Gateway Load Balancer ® L\ 1L A
HFYBETY, CNDEFA. Gateway Load Balancer ZFFH LTI RRA >V MY —ERAEZERL F

Gateway Load Balancer T RRA > N —EAZERT S 85
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9, Network Load Balancer 2 LTI RARA > MY —ERAZERT D HEDOFHMICOVWTIE,
TTORRARNY—ERAZERTD ) Z25RBLTLEEL,

ks

+ ERBH

- BURSM

« IVRKRAV MY —EREERT D

+ IVRRAVRY—EREFERATEDLSICTS

ZREH

« IV RRAVRNY—ERRF, TOY—ERZERLIZU—-23 2 THATEEXRT,

s Y—EROVY1—X—HFIVRRAV NS —ERICETIEREZRETD L. Y—ER7ONAS
A—eHBIDTRAZEVTAV—2DOHIARRENET, Y—EATONA T —H—ER
A2 1—RXR—NFERBITAHIVNLHBEHE, us-east-1a BEDTRAZFEUT AV F
E. EAWS THIVRNDEBIYBTRATEVTAU—2VIIXYEDTENBD AU HY
¥, AZID ZEALT, Y—EAOTRAFEVFTA Y- —BLTHBTEXRT, FMIZOL
TlE. Amazon EC2 1—¥%—7j4 RIDsy Z2ZRL T<EE L,

« AWS PrivateLink UY —RIZE O #—ZNFHV)ET, FHICOVWTIE., TAWS PrivateLink &7 # —
B, EBRLTLEEV,

Bl R SR A

« Y—EREFERATEICTITRATEVTAV—VIC220L0Y TRy NEHODH—ER7O
NAF—VPC 2R LET, 1 2OHVTRY NFEFLIVFATTSATVAAV ARV AR
T, £©5 1 D& Gateway Load Balancer HT 9,

-« H—ER7'O/N4 A — VPC T Gateway Load Balancer Z# R L E£d., I RKRA > NF—EART
IPv6 7 R— KN ZEMIZT BF Ak, Gateway Load Balancer T dualstack D HR—KNZ2HMIZT S
BENFBHYET, FMICOWVWTIE, TGateway Load Balancer WEM G %1 2T SBEE W,

s H—ERZ7ONAZ—O VPC TEFIVFTATTSATAZREEL, O—RNZF U H—0DZ—
TFYRNITIN—=TICBBELET,

ERSHE 86
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I2RKRA MY —ERAZERT S

Gateway Load Balancer ZfFA LTI RRA M —ERZEKTSICEF. ROFIEZFEAL
CB

A= )LEFERALTIVRRA M Y—ERZERTDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,

2. FTES—23>2A~RA 2T, [Endpoint Services] (L RARA > hH—ER) ZBIRLE T,
3. [Create endpoint service]] (L RAKRA > M F—EADEK) ZBRLET,

4. [Load balancer type] (A— RNZ>H—D R A7) T, [Gateway] ZIBIRL £,

5

[Available load balancers] (BEARIgEA&O— R/NT > H—) T, $FEL\0D Gateway Load Balancer
ZERLET,

6. IVRRAVMY—EANOERV IV IAMM FHTEREENABTIELZSBVKRSICITELED
(2. [Require acceptance for endpoint] (L R7R A > ~ D&EFEZ ER) T, [Acceptance required]
(BB VE) ZBRLET, TUADOBE., ChSOUIIANIEHNICZTANSHhE
E

7. [Supported IP address types] (W R—RENTWBIPP7RLADRAT) T, XROVThHERE
TLET,

c IPV4] ZBIR -T2 RRARNGF—EANIPVAVIIARNEZTAND CENTEDLSIC

LET,
. [IPv6] ZBIR - TV RRAV NG —ERN IPV6 UV TARNEZFANDENTEBLSIC
LET,
. [IPv4] & [IPv6] 383K - T RRA Y RY—E RN IPv4 & IPv6 DEADU I TANEZ (1}
ANBCENTEDESICLET,

8. (A7¥aU)yxrJzEMIBICE. (FLLWARIJZENM ZBRL, ZTORTOF—ELEZALL
x9,

9. [MEm] ZBIRLZET.

ARV RZA2VEFERALTIV RRAV MY —ERZERTDICE

 create-vpc-endpoint-service-configuration (AWS CLI)

* New-EC2VpcEndpointServiceConfiguration (Tools for Windows PowerShell )
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IVRRAZ N Y —ERXZFERATEDELSICTS

B—EA7ONAE—F. BHEOY—ERZY—EADY 21X —HFEATEDLSICTRILEH
. ROZEZTOVBENHBYVET,

s BEH—ERAO 22 —X—NIVRRANY—ERAICEHTEDLSICTHHFAZEMLET,
FHMICDOVWTIE, Tthe section called ‘SR ZEE 95" 2SRBL TS EETL,

s H—ERADBEEHR—RENTVWBRTRAZE T4V =Y —ERD>1—~X—ICER.
H—EAICEETIEDICAVE—TIA AT RRA N EERTEDLDICLET, EMICD
WT, LTOFIEEZESBLTLSEEL,

e H—EROAV>1—X—DPSOIVREARAVNERIVIVIARNZZTANET T, FHICOVWTIE,
Fthe section called “#E# ) VT AN ZRFEEICIFER TS Z5RBLTLEEL,

AWS 7> N)LIE, Gateway Load Balancer T RIRA > N EZERTD LT, T RERAU B
H—ERAZTTAR—RNIERTEERT, FMICOVTEK, "Gateway Load Balancer T RiRA
NZERTR1 ZZRLUTSEZL,

Gateway Load Balancer T RARA > R ZFEAL TRES AT AL
TOEATS

T—KhOIA4 O—RNZUH— T2 RRANZHERL T, AWS PrivateLinkZF A 32T KRR
ARG —ERACERTEET,

VPC A SEELEEHTRY NAILIVRRLA I NODRY RD—D4 2 R2—T T4 A&ERL. B
T7ZYRNTPRLAEBENSTZARK—KNIPFTRLAZEVYETET, IVRKRKARNZRY RND—D
AVB—=—TIA A, VOIAZNEBIBZRXRYND—IVAVRZ—TILATYF, TRRCTEFXT
ANAWS THIOUN, BOTEEBIRZR_ERFTEREA,

REAEVNOFEARESE T —RVEBRENfFrREENET, FMICOVWTIE, Gateway Load Balancer T
VRRAVNOEEZESBLTLSEZL,

&
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s W—TAVTEERETD

- RTNER

« Gateway Load Balancer T RiRA4 > N HIBRT 2

ZREHE

« Y—EROQ221—Y—VPC TRIRTEDTFRASEVFTAV—2RE1D2EFTT, 2OHT
XYRNEBRTEETDLWEFTEEL A, BlOY T XY NT Gateway Load Balancer T R7R
A NEERATBICIE,. FHL LV Gateway Load Balancer T RARA > N EERTIHBEN H V) T
£

« H—EARAZEIWL12OT7RATEUT4Y—=2IZDWTE—D Gateway Load Balancer T2 KR
1> NEERTEET, Gateway Load Balancer A" R—KNFBTFRASEUTF A V-2 2BRT
BPRENFHYVET, Y—ERTONA A —EHY—EROV D1 —X—NEBBITHINIHZE5
&, us-east-1a BEDTRATZEVTFAV—2FR, EAWSTHUVNOEBDIYET A
ZEUTAV—2IERVEDTEND ANl HY)ET. AZID ZFEALT, Y—EADTRAZ
EUTF4V—2Z—EBLTRBTEET, FMICOVTE., Amazon EC2 1—H—7 1 RIDs, %
SRLTLEEL,

c IVRRAVNY—ERZFEATIHEIC, Y—ERATONA X —RBEHRVITANZZTAND M
ENBYVET, Y—EARK, VPCIVRRAKNENLTVPCHDD) Y —ZAANDIIITANZR
BTEFERLEA, IVRKRAVKE, VPCHDOV Y —RICL 2 THRBENERZ 74V JICRLT
DIHRLARAZBRLET,

- % Gateway Load Balancer T RARA U K&, PRAZEUTAV—2H 72V &K 10 Gbps O
HigxEHR—KL, &K 100 Gbps ETEHHNICAT—ITYTLET,

« IV RRAY NF—ERNEHD Gateway Load Balancer ([ZBEE( TS5 hTUVWB5E. Gateway
Load Balancer T RARA > KNE, PRAZEUTAV—2Z&EIC1200—-RNZH—DHhE
DEHREBILET,

s AUTRAZEVTAV—2RHICRT 74V IOZBBETBICE. NZT71VYIDEBEEELDE
TRASET 14Y—2IC Gateway Load Balancer T RARA 2V N EERTD L 2HBMHOLE
ED

« X—%4"vY KA Network Load Balancer EEIU VPC &> TE., RS T74 Vv IONS—RKNDJxT 40—
RNG OB =TI RRARNENLTIL—TFT 12T nB5FE. Network Load Balancer D9 5 A
ToMNIPOREFEYR—NEhELA,

« AWS PrivateLink VY —RIZ@E IV A —2FHVET, FMICOVWTIEK, TAWS PrivateLink 7 # —
2, BBRLTLIEED,
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- E
CIEE S

s H—BERICTIVEATEITRASEVTAV—2IDBLEE 220 TRY MNEFEO>Y—EXA
0>21—X—VPC ZERLET. 1 DOHTXY NETFVTr—>3 % —N—HA7T, £€5 1
D& Gateway Load Balancer T KRR/ > NATY,

c IVRRAVNGF—EATHR—RENTVWBTRASEUTAV—VZRFEITHICE. VY —
JLE 12(& describe-vpc-endpoint-services AN RZFEAL TIY RRA 2 M F—ERAZRERL £
T,

c UY—ANZYRNI—U ACLEZHEODHTRY NCHBHEEEF., RYRNT—UACLAIY RKRA>
RORYRND—DAVEZ—TIAAEVPCHDODY—ABORNZ 74 Y U ZFALTWAILE
BEBLET,

I RIRAZ NDERK

ROFIEZFEAL T, REZATLADIY RARA 2 MY —ERIZEL T % Gateway Load Balancer
IVRARAMNEERLET,

>V —I)L%#BL T Gateway Load Balancer T>> RARA4 > N EHEKT B IZ(1E

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTES—23URA2T, [Endpoints] (L RAKRA KN ZBIRLET,

3. [TV RARANOEK] ZBIRLET,
4

[Service category] (f—E XA 7)) T, [Other endpoint services] (ZNMND T RKRA >~
H—ERX) ZBRLULET,

5. [Service name] (F—EAR) ICH—EADHBZ AHDL, [Verify service] (f—E A Z#&REE) Z &
RLET,

6. [VPC] T, IVRRANEEKTSED VPC ZBIRLE T,
7. [Subnets] (M7 ZxY N T, IVRRAUNEZERTEIHTZY NEBIRLET,
8. [IP addresstype] (IP 7 RLADZRAT) T, ROATIaVHASBERLET,

c [IPv4] —IPVA PRLAZIVRERAVNDRY RD—=D A2 BZ—TIAAICEIV) HTET,
COATIVIAVIR, BRUETRTOHTZYRNICIPVA T RLAEBENAHDEESICO&KY
R—KhEhxzd,
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« [IPV6] —IPv6 PRLAZIVRERAVNDRY RD—D A2 BZ—TIAAICE)HTET,
COATIIAVE, BIRLETRTOHTZY R IPV6 DHADHTZY NTHIEBESICNDHK
HR—REhET,

« [Dualstack] — IPv4 & IPv6 DEADT RLAZI RRANDRY ND—9O 405 —T I
AAICE)YTET, cOATTavE, BRULEINTOYTZY NI IPv4 & IPve O
FOT RLAEEN HBBEICOAYTR—NENET,

9. (A7¥aU)rTEEMIBICE. FLLWARTZEM ZBRL, TORTOF—ELEZANL
£

10. [TV RRA 2 NOER] ZBIRLET, AT —X AW, pending acceptance TT,

X RS 4> %EHAL T Gateway Load Balancer T RARA > N EERT B IZIE

« create-vpc-endpoint (AWS CLI)

* New-EC2VpcEndpoint (Tools for Windows PowerShell )

W—TFTA2TERETS

ROFEEZFEALT, Y—EROY 21— —VPCOIL—RT—TLEBRELET, ThiZkY),
YFXIAVFATTSAT AR, FFIT5—23 03 —=—N—BTOA NI RRZ T4 v 2ICRL
TEFIVTF A REZETTEERT, FHHICOVTIEE., Tthesectioncalled “‘JL—FT 120", 2R
LTLKEEL,

AV =L Z2EALTIIL—T1 T Z2RETHICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTES—232RA2T, [Route Tables] ZiEIRL £T,
3. AVEA—ZXYRNS—RIIADI—FT—TIIZBIRL, UTFERTLET,

a. [7o>3av], [RUS—0OmE] DIEICEIRLET,

b. IPv4 ZHR—KLTW3HEEE, [Add route] JL— BN ZIBHN) Zi#IR L F 9, [Destination]
FEEEX)IC. PTVT—23 03— N—0HBT7ZY MO IPV4CIDR7AOY VZAHLE
T, [Target] (F—%Y M) T, VPCIVRRALANEBIRLET,

c. IPv6 ZHR—KLTWBEHEEIE. [Add route] JL— N &IEHN) ZiBIRL F9, [Destination]
FEEEX)IC. PTVT—23 03— N—0OHT7ZY MO IPV6CIDR7AOY VZAHLE
T, [Target] (F—7Y M) T, VPCIVRRALANEBIRLET,
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d ZEEOREI Z27VYILET,
4. FT7VT—=2asH—-—N—%8CHTXYRMDIL—RT—TILEERL. UTZETLET,

a. [7o23ar], [RU>—OHmEE] DIEICERLET,

b. IPv4 ZHR—KNLTW3EAE. [Addroute] JL—hZEBMN) £BIRLET, [EEE]IC
'0.0.0.0/0, EABLET, [Target] (R—7'Y N) T, VPC IV RAKRA > M ZBRLE
E

c. IPv6 ZHAR—KLTWBEHEEIE. [Addroute] JL—bM&EE) ZBIRLFET, EFEE]IC
Fe:/0 EABLET, [Target] (R—4'Y N) T, VPC IV RAKRA M EBIRLET,

d. [BEEORF|ZIVYILET,

5. Gateway Load Balancer T R RA >V RN&2EFEOHTZY NDOII—hT—T )L &BIRL, UTER
1ITLET,
a. [7o>3av], [RUS—0OHmE] DIEICEIRLET,

b. IPv4d ZHR—KNLTW3BEAEE. [Addroute] JL—KZEBM) ZBIRLE T, [EEE]IC
'0.0.0.0/0, EASLLET, [Target] (R—T' YN T, A1 VEFZ—XYNT—KDVIA%
BIRLE T,

c. IPv6 EHR—RNLTWVWBEEE. [Addroute] JL—hZiBHN) ZRBIRL £ T, [EEX] I
Fi:/0 EABULET, [Target] (Z—T'Y N) T, /1 VZ—FY MNSF—KNDITA&BERL
7,

d [EEOREZ27UYILFET,

ARV RZA2VZFEALTIL—FT AT 2RETHICE
+ create-route ( AWS CLI )
+ New-EC2Route (Tools for Windows PowerShell )

2TDER

Gateway Load Balancer T~ RRA U NIRRT ZFHT, BAILP T LY, HBOZ—-XIZIBLU
THELEYTEET,
AV zERALTERITZ2EBITHICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBEE £,
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2. FTES—23UARA2T, [Endpoints] (T RARA > KN) Z&BIRLET,

AVB—TIAATI RRAVNZBRLET,

[Actions] (7 72 32), [Manage tags] (X7 N EE) ZiBIRLET,

BNFBRT &I, [Add new tag] (ML W T ZEM) Z2:BRL, 8TF—ER2TEZALL
x9,

RTZHIBRTBICE. RTOF—EEOEMRIZH S [Remove] (HIBR) ZZBIRLET,
7. [REFE]ZEBIRLET,

o bk~ ©

o

ARV RZA2VEFERAL TRV ZEETRICE

« create-tags & & U delete-tags (AWS CLI)
« New-EC2Tag # & T Remove-EC2Tag (Tools for Windows PowerShell )

Gateway Load Balancer T R/RA4 > K& HIBRT S

REICB>EIVRRAVNE, HIBRTD N TEET, Gateway Load Balancer T R7RA > K
ZHIBRT D E, TVRRAVRDRY RD—DA 2V B—TIAAREHBRENET, TV RRAUME
RAVKTBIL—RT—TINICIL— R HFHBFHEE. Gateway Load Balancer T KRR A > NG HIBRT
EEXEA,

Gateway Load Balancer T RRA > N ZHIBRT 3 IZ &

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. FTES—232UNRA2T, [Endpoints] ZiBIRL, TV RKRANEBIRLET,
3. [Actions]. [Delete Endpoint] ®JEIZiEIRL £F,

4 SEME T, [Yes, Delete] Zi#IRL £7,

Gateway Load Balancer T RRA4 > N ZHIBRT 3 IZ &

 delete-vpc-endpoints (AWS CLI)
* Remove-EC2VpcEndpoint (AWS Tools for Windows PowerShell)
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ZBEBUTH—EAZHEBE IS AWS PrivateLink

TV RRAVMY—ER EHFENSIME O AWS PrivateLink H—E X ZFRARNL, 1D ® AWS &
BEREHBETEET,

AES

- B2

« DNS /KA KA

- 7Z24~X—hK DNS

c IP7RLAODEAT

« ICKDHY—EADHER AWS PrivateLink

c IVRRAV NG —ERZRETS

« VPCIVRARAVRNY—EANDDNS £ZEETD

« IVRRAV MY —ERARVNOTS—NEZ TR
« IVRRAV NG —ERZHIBRTS

BE

RXDEIE, THRARNEATVEH—ERZMDO AWS OBEFRAWS EHBEITIHZEE, ThE5OS
BHEIMY—ERAIERIDFEZRLTVET, Y—EA7ONAZ—EL T, ¥—EAO7OV K
T2 R&LTVPC T Network Load Balancer Z#HEH L & T, TD&E, VPC I RIRA 2V M F—ER
NDREERERTHDEZEIC, COO—RNFUOH—ZBRLET, BEODAWS TUINILICT O
AFUENAFELT, Y—EALCEHETEDLSICLET, Y—ERO>21—X—E LT, BEKRE
AVR—TIAAVPCIV RRAVKNEERLET, ChiZ&kVY, VPCHASEBIRLEHTZRY hE
IVRRA MY —ERABOEGAEIEAET, O—RNFOH—E, ¥—EXAODV>21—-<T—7N
SYUOTARNZZITW 2> TH—EREZERATAILTVWBRE—SY NZIL—FT 12T LET,
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Region

VPC endpoint Metwork Load
Balancer

BLATO—EaTRAMEBRILOIC, 2BLEE2DDTRATEYTA—V—-2TH—ER
EEAARICTAIEEZHEOLET,

DNS ;R ANH

B—EA7ONA A =N VPC IV RRA Y MY —ERZEKTRE., BY—EAOIV RRLT B
EHEDDNS RANE AWS ZERLET, CNSDBFOBXEROEHVTT,

endpoint_service_id.region.vpce.amazonaws.com

us-east-2 ) —>3a>OVPC IV RRAV MY —EADDNS FARNBZDOHIZXRICRLET,

vpce-svc-071afff70666e61ed.us-east-2.vpce.amazonaws.com

B—ERAOY21—-XR—HNA1VE—TIAAVPCIV RRAV NEEKTDE, Y—ERTOY
AN —NFIVRERAVNY—ERAEBEIDLEHICEATEDZ V-3V ILRILBIOPY—2L
RO DNS EANERENET, V-3V LARILOBFHOBIERODESY) T,

endpoint_id.endpoint_service_id.region.vpce.amazonaws.com
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V=2 LRILOBEOBNIFROEH Y T,

endpoint_id-zone.endpoint_service_id.region.vpce.amazonaws.com

754 ~X— K~ DNS

H—ERAZ7ONAM A=k, TV RRA RN Y—ERIZTSARXR—NDNS BZBENITHELETE
F9, CchiZ&Y, Y—ERXOQAV 1 —N—RBEFODNS BZFEAL T ERET—ERIZIT VL
ATEET, Y—ERTONA AN TSARXR—NDNSBEIY RIRA N —ERICBEERF
EBEe. Y—EROVY1—X—BGAVE—TIA ATV RRA 2 NDODTZAX—KNDNS E%H
MCTEET, H—ERZ7ONAEZ—HNTZA4RX—KDNS £2E#ICLTVWEVWES, Y—E RO
21— —@VPCIVRRANY—EZABIZNTUY I DNS BEFERITDESICT ST —
JAVEEHITRIMEN HBIEENHYVET, FHHEICOVTE., 'DNSEZEETD, Z2ZRBL T
<EEW,

IP7RLADZRAT

H—ERA7ONA A=k, NV OLI RY—=—N=H1Pv4 D& ZEHR—KNLTVBHET

£, IPv4, IPv6, EzlE IPv4 & IPv6 DEBFZNHNLTH—EARAIY RRA NZEHF—ERTDY
JA1—X—NEATEDELDICTRCENTEEXT, dualstack T R—RNZHEMICTH &, BEFEOO
o2 1—N—RE5EHEIPUAZEALTH—ERICTIOEATE, HILLWI 1 —X—IF IPv6
EFERALTH—ERICTIOEATEET,

AVR—TIAAVPCI YV RRA RN IPVAZHR—RLTVBDEE, IVRRSAMNODXRY K
D=4V —TIA ARG IPVAT RLAZEEET, 1 VFZ—T7IAAVPCIY RRARY
IPv6 ZHR—KLTWBEBE, IVRRAVKNORY RT—I42E—T T4 AR IPv6 7 RLA%E
B5&9, IVRRAVNORYRND—=DA4 2 B—TIAADIPV6 FTRLAIL, 18—V KD
STUOLRATBRDCERFRTEEFELRA, TVRRAVNORYNT—DAZ—T T4 A%Z IPv6 7 RL
ATERRTBHEEF. denyAllIgwTraffic ABMICHE>TVWBR I EICEELTLSEEL,

ITRRARY—ERBIZIPV6 ZBMICTHEHOEHK

« IVRRAVNF—EAD VPC EH T XY NI, IPV6CIDR 7OY U FBEEM TSN T WD 4%
ENFHVET,

« TV RKRA MY —EADTNTOH Network Load Balancers I&. dualstack IP 7 RLADZRA T
EFEATIVLENHYNET, X—TYRNEIPV6 NTF T4V IRYR—RNIBDHEEHY)FTEA,
H—EZANF7O0F27O0RIUN=—2320 2AYZ—OYV—ARAIPT7RLAZAETDHES. IPV6
TRLAZWNEBIDVENF HYVET,
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AVB—TIAATIY RRAVNAICIPV6 ZBMIC TR I-HDEH

« IVRRAV NG —EARE IPV6 UITARNEHR—NTIBENHYET,

c AVE—TILAIVRRAVKRDIPTRLADZA T, RICHATEELSIC, 1>&8—7z
AAIVRRAVRNOHTRY NEEBRUENF HDMBENF HYVET,

« [IPv4] —IPVA PRLAZIVRERARNDRY RD—=DA 2 B—TIAAICEIV)HTET,
DA7>avE, BIRUEIRNTOYTRY NCIPVA 7 RLAEEN HBBEEICOKTR—K
chEd,

« [IPV6] —IPv6 PRLAZIVRERARNDRY RD—=DA 2 B—TIAAICEIV)HTET,
NDAT>avF, BIRLEITRTOYTZY RN IPV6 DHDYTZY NTHDBEEICDHKY
R—KRENET,

« [Dualstack] — IPv4 & IPv6 DEADT RLAZIRRANDRY ND—9 (4202 =T 14
ALEYETET, COAT>avF, BIRULEITRTOYT XY NZIPv4 & IPv6 QA D
TFRLAGEHNM HZD2HEICOATR—RNENET,

AVE—TIAATIVRRARNODNSLO—-RIP7RLAORAT

AVE—TIAATIY RRANFHR—RNTBHDNSLOA—RDIPP7RLADRATIZL2T,
BB DNS LO—RAREWET, 1 VX—TIA ATV RRANODNS LO—RDIP TR
LADERA T, RICHATBIELSIC, A VEF—TILAAIVRKRAVRDIPTRLAORAT &
BN HBIBEN HYET,

« [IPV4] — 7 ZAR—=K, U=232LARIL, V=2LRIDODNSEDALI—RZERLF
o IPT7RLADRA 7 & [IPv4] /=& [Dualstack] THIBEN HVET,

« [IPV6] — 7' ZAR—K, U=232LARI, YV=2LAXR)ILDODNS ED AAAA L I—RZERL F
. IPF7RLADRA 7 & [IPvE] £/l [Dualstack] THIBEN BV ET,

. [Dualstack] — 7’54 RK—K, U= 3 LA, Y=Y LARILODNS ED A BT AAAA L
Od—REZERLET, IPT7 RLADRA 7 & [Dualstack] THEHEN HYET,

(XD H—EADERK AWS PrivateLink

IVRRARY—ER EFREND AWS PrivateLink, ZFERA T2 MO —EAEERTEE
T, BEZRRFH—ERA7ONAFT—THY), BEEOH—EANOEREERTD AWS U
IMEH—ERA]>>1—NY—TT9,
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I RARA2 M —ERICIE, Network Load Balancer & 7= (& Gateway Load Balancer ® L\ g h A A
PBETT, O—RNFUH—E, Y—ERODV>21—~X—HDSVIITANZZITEH>TH—ERAIC
N—F 142U LFET, CNDBA. Network Load Balancer Z#FEA LTI RRA > MY —EREHER
L &9, Gateway Load Balancer ZFERA LTI RRA 2 N —ERZERT D HEOFHMIZOVT
&, "MRETTIZATAICTIOEATE 2ZRLTLEE L,

A

a0
o

£

R

« IVRRAV MY —ERZERTS

c Y—EROAVZ AN —HFIVRKRKAVIY—ERZFEATEDLSICTS

=
Fi

ZREHE

c IVRIKRAVNY—ERR, TOHY—ERZEXLIZV—23 2 THEATEERT, VPCET U
JEERLT, O U—2a NS IV RRA NG —ERICTIVEATEET,

c TVRKRAVNY—EARGF, TCPEHADOKNZ 714V IDAEHR—NLET,

« H—ERAOV21—X—NIVRRAMNG—ERICETZIBEHRZHETZ L, H—ERTONS
A—EHBITEITRATFEVTAV—2OINRRENET, Y—EXA7OANM A —EH—ER
A2 1—X—NDNEBBTHIVNCHBDEE. us-east-1laBEDTRATEDVTA1Y—2F
. FAWSTHINODEBBIYEBTRATEVTAV—2IRVYETENDAEMN BV F
I, AZIDZFEALT, Y—EAOTRAZEVTAV—2Z—EBLTHRBITEE T, FMALCOV
TlE. Amazon EC2 1—%'—7#4 RIDs) 2L T<EE&E L\,

e Y—EROAV 2 1—~N—DPAVE—TIA AL RRA 2 RNENLTRNT T 1Yy O —EAICE
BI28BE. PT7Vr—23a il e ndY—AIPT7RLAR, Y—ERO>>1—X—0IP
7 RLATELZLS, O—RNFoH—/—ROTFAR—=KNIPF7RLATYT, O—RNZH—
T7OFT7ORILZEMICTRE, 7OF>7ORINAYE—HAS5H—ERDV P 1—X—
NDT7RLAEAVR—=TIAARAIRRANDID ZREBETEE T, FMIZ DOV T, Network
Load Balancer 1—%'—7# 4 R® "Proxy Protocoly #ZBL TS EE L,

« IV RRAY MY —E AN EERD Network Load Balancer IZEEMNITShTWRHE, EL R
RAVKZRYRND—=DA 2 Z—=TIA A1 2OO0—RNZ OB —ICEENSFShET, T
RRAVRNJRYND—=DA U BR—TIAADSORIOEFERNSHABRENDE, TV RERA N
ZXYRND—=DAVB—TIALAAERUTRATEVT 4 =V—=2ICHBD VT hH D Network Load
Balancer "Z A LAICBIREhFT, COIVRRAVRNRYND—=DA 2 BR—TIALAHNSD
DBOIXNTOEKZEIVIIANE, COBREAEO—RNZOH—2FALET, EOO—R/N
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FUG—HFERENTEIAD 1NN IVRRA N GF—ERZERICFERATESDLSIC, T
VRERAVMY—ERAOIXTOA—RNTZ O H—ICAVUAFT—EXR—TY NTIL—THREZRE
R332 ZzhEabLET,

« AWS PrivateLink UY —RIZE O #—ZNFHY)ET, FHICOVWTIE., TAWS PrivateLink &7 # —
2, BBBLTLEEL,

Bl FR SR

s H—EREZFRAARICTARTRAISEUTAY—2ICdBLEE1 2O TRy NEFE DI
RIRA MY —EARIC VPC ZERLE T,
H—EAOA21—X—NHNIVRRANY—ERBICIPV6 412 —T7 T4 AVPC I RKRA
VRNEERTEDELSICTSICE., VPCEHTZRY NI IPVGCIDR 7OY VFBEEMNHFSATY
BDRENHYET,

« VPC TNetwork Load Balancer Z# KL & T, H—EARAD> 1 —~N—@IFICH—ERAZFERATEE
ICFTBDTRATGEUTAV—=2ZEI 120 TRy NEBRLET, BLATVI—ET7 73—
INNLZAQESHIC, V=230 0SB EE2DOTRAZEVFTF 4=V —2TH—FE
AZEHUEEICTDEZ2HEHLET,

* Network Load Balancer ICtEF 1 UT 1 IIN—THFHB5EE. 94T MO IPFTRLAAS
DAVINIUVRRNTZTAVIOZHATIVENHBYVET, EE, BRAORNZ 717014 N
DOREFIVFATIN=TI—IOFHAEZENICT D &€ TEET AWS PrivateLink, FEHHIC
DWTIE, "Network Load Balancer 1—H%'—HA4 R, @ "tFa1)F74T)—7", 28RBL TL
e\,

s IVRRAVKINY—EAN IPVE VITARZEZITAND CENTEDKRSICTBICIE. Network
Load Balancers & dualstack IP 7 RLADRA T Z2ERATEIHENHYVET, X—7 Y N IPv6
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* New-EC2VpcEndpoint (Tools for Windows PowerShell )
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5

B3R Z&IC, [Add newtag] (FTL WX T ZEM) Z&8IRL, ZTF—ERXTEZADL
-

6. RTZHIBRTZICE., RTDF—ELEOAAIZH S [Remove] (HIBR) ZBIRLE T,
7. [REF)ZEBIRLET,

2T DER 109


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint-service-configuration.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpointServiceConfiguration.html
https://console.aws.amazon.com/vpc/
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A=) ZERALTIVRRAVNEREORTZERTRICE

1.
2.
3.

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,
FTES—2 3> R4 2T, [Endpoint Services] (L RARA4 > " H—ER) ZBIRLE T,

VPC I RRA > M—ER%&IEIRL ., [Endpoint connections] (L RRA > NERE) X T %18
RLET,

T RARA > MNERHZIEIRE., [Actions] (7 2 32), [Manage tags] (2T ZEE) OJEIZER
LET,

BNFBRT &I, [Add new tag] (ML W T ZEM) Z:BRL, 8TF—ER2TEZALL
£

RTZHIBRTBICE. RTOF—EEOEMRIZH S [Remove] (HIBR) ZZBIRLET,
[R7F] ZiBIRLE T,

AV =)L EFERALTIVRRAV NS —EAOHFATDRT 2EETBHICIE

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,
FTES—2 3> R4 2T, [Endpoint Services] (L RARA4 > hH—ER) ZBIRLE T,

VPC I RARA MY —ER%EZBEIRL., [Allow principals] (Z'VU >N &25F0) 27 #BIRL £
9,

TV NI ZZEIRL ., [Actions] (722 32), [Manage tags] (27 Z &) OIEIZERL F
¥,

BNFBRT &I, [Add new tag] (ML W T ZEM) Z2:BRL, 8TF—ER2TEZALL
x9,

RTZHIBRTBICE. RTOF—EEOEMRIZH S [Remove] (HIBR) ZBIRLET,
[R7F] ZiBIRLE T,

ARV RZA2VEZFERALTRITZENS LOHIBRT D ICE

« create-tags & & U delete-tags (AWS CLI)
« New-EC2Tag # & T Remove-EC2Tag (Tools for Windows PowerShell )
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2Tag.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2Tag.html
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VPC IV RIRAZNY—EADDNS BZEETS

H—ERAZ7ONAEZ =, TV RRA M Y—EADTSARXR—KNDNS BERETEET, ¥—F
A7ONAZ DIV RRA M HF—EADTSAR—KNDNSBELTEFEN/NT )Y U DNS &
ZEATZHES. Y—EXT>>1—X—E&F. BEONTUY I DNS BEFEATD T UI—>3
VEEETIVEEHYERA IV RRANY—EADTSARX—KNDNS BZBRETDHIIC,
RXASDOFBHEORKRIIF IV VZERTLT, RXSAEMELTVSR L ZAIATIMEN BV E
£

ZREHE

c IVRRAVKNY—EAETZARX—KNDNS BZE 1 DIEFEOIENTEERT,

« Y—EROV>1—X—0OVPCHOH—N—DO&HFT7FTAX—K DNS BZ2ERTEDLSICT
DL, T7TARXR—NDNSEBDALI—RZERLBEVTLSEZV,

« 754 ~X—K DNS &k, Gateway Load Balancer T RARA > R TlRHYKR—KREhEEA,

« RXAVERIETDICE, NTVUYORARNE, £EEF/NTUY O DNS 7ONAZ—HNRBET
9,

« HTRXLAZDDODRAAVERIITEET T, & ZIE, aexample.com Tl <, example.com”%
RILTEEXRT, FDNS SRILFEBERKRBIXLFT, RASVBLENEET 255 XFZBAB VLS
ICTRDHENHYET,

BMOYT RXAEZBMTZHEEAK., YT RXSVELEF RXAVERIETIHEN HYET,
ez, a.example.ccom A& V), example.com ZRIEL EELET, RIZ, b.example.com %&
T7T7ARXR—KNDNSBELTEMTDELET, Y—EADAVZI1—~NX—HNFZOREFEFERHTESD
KDIZTBIZIE. example.com E = ld b.example.com ZHRIET DI HEHN H V) F T,

RXA 2 DR EHEDKEL

BERORXAZE, DNS7ONAFA—EN L TEETE —EDORXA >V FX—LY—ERX(DNS) L
O—RICEENISINET, TXTLO—RE., RXAVICHETIEMNEREZRMHITZ—EDDNS L
O—RTY, BRIEEASEBRENET, RAETOLAO-RELT, NTUY I RXAL> D DNS
B—N—CTXTLO—RZEMIZDHBENHVET,

FTOTXTLO—RARXA>ODNSEERNICHBDCENMREETNhDE, RXASOFRBEDRIE
T T,

Ld—RZEMLAES, Amazon VPC 2V =)L Z AL T RXAVRIEVOEAOAT—2 A%
WETEET, FES—> 3 RA T, [Endpoint Services] (L R7R4A4 > R —ER) #i&IRL

DNS 52 EETS 111
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F9, IV RRA MY —ERZRIRL, [Details] (£#H) X 7 T [Domain verification status] (K X A
BRAEAT—RRA) DEZERBLET ., RAM VKRN REPOBER. BORF > THSEHEZEH
LTLKEEVW, BEIZRBUT, RIZTOLAZFBHTHBRTEET, [Actions] (77> 32) Z&R
L. [Verify domain ownership for private DNS name] (72 4 X— K DNS &M R X 1 > FiE#E % &3L)
ZERLET,

754 ~RX—KDNS Bk, BRIEIERAT—R AN [verified] (RIEFHK) ICADE, H—ERAODV P21 —Y—
ICRBDEANTREERYET, RIERT—ZANEEENLEEES, HILLVERKVIIANIERES O
FIN, BEOERICEFELELA,

BREEAT—R AN [failed] (KH) DiFEE. the section called “R XA DRIFICEIT2MEEE S
TN 1—FT142009%", 25RBLTLIEEL,

BHEEZRETS

TXTLO—RTHEATRIEREENRBEIAET T, FIAE. B8®IF AWS Management Console T
AFTEET, IVRRAMNF—ERZBRL, T2 RKRAS 2 M —EAD [Details] (F#ll) 2 7
T. [Domain verification name] (R X 4 >/ #&&EH) & [Domain verification value] ( R X 1 > 1&R5iEfE) %
B L E£9. XD describe-vpc-endpoint-service-configurations AWS CLI X > REFEAL T, EBE
ENETIVRRARNGF—EADTZARX—NDNS BNREICHITZEHREMETSD_LEETESE
E

aws ec2 describe-vpc-endpoint-service-configurations \
--service-ids vpce-svc-071afff70666e61ed \
--query ServiceConfigurations[*].PrivateDnsNameConfiguration

LTREHABTT, TXTLO—RZEKTDEEIC Value & Name ZFEHLET,

[
{
"State": "pendingVerification",
"Type": "TXT",
"Value": "vpce:16p@ERx1Tt45jevFwOCp",
"Name": "_6e86v84tqgqubxbwiilm"
}
]

BIZIE, RXA>ED example.com T, Value & Name ABIRDHAFICRENTWVWRDELET,
ROT—7 )&k, TXTLIO—REEDHITY,

BRICEZEETS 112


https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-service-configurations.html
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=4 247 B
_6e86v84tqgqubxbwi TXT vpce:l6p0E RxITt45jevFwOCp

iTm.example.com

R=ARXAVENBRICERAENTVDAEEN HD -0, LO—RYTRXALEL T Name &
A3 zb88OLET, 2L, DNSZ7ONA A=A DNS LO—RBILTA—AIAT7 %S
HBZEEHFTLTVEVESIE, T_6e86v84tqgqubxbwiiimy Z&EBEL . B(Z Texample.com, %
TXTLO—RTEATEXRT.

I _6e86v84tqgqubxbwiiim.example.comy Z#FEL =5, Y—ERI> 21—~ —&F
Fexample.comy kY7 RX A2 ( Tservice.example.coms ¥ "my.service.example.com &
EYZFERATEET,

RXAZ®DNS H—/N—IZ TXT LO—RZEMNTS

RXAODNS H—/NN—IC TXTLO—RZEBMTSDFIEEDNS 7ONA A —ICLK>TERYE
9., DNS 7’O/V1 A —lk. Amazon Route 53 £ @ BID RX AV BLSARNS THAAREEN H V)
x99,

Amazon Route 53
NTVYORARNY—=2OLD—REERLET,. ATOEZEALET,

« LO—REATT, [TXT] ZBIRLET,

« [TTL (seconds)] (TTL (¥)) (C 1800 E AHL L E T,

s NW—TFAIRV—T, [T NIN—TFT120T] 2BRLET,
 [Record name] (L1—RB) T, RAAVELERY T RXLEADLET,

- [Value/Route trafficto] fB/RZ 7 4 Y VDI —T 12T %k)IZE. RXSVIRIIDEZADLE
£

FMICDOVWTIE. "TAmazon Route 53 F*AXOY /N\—H 4 R, ® TCreate records using the console
AV —LZFERALTLIO—RZEKTD) 2SR T EEL,

—iRAY7E F IR

DNS 7’ONAZ—O I T 7 HA NIBEBL, THIORNIHAA42LET, RXLAODNS L
O—REFEHIBDR—TSERODHET, EECNEZHEETTIXTLO—RZEMLET, DNS L

RXA>®ODNS H—N—ICTXT LOI—R%ZEBMNTS 113


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
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O—ROEFHFEMCEDICIE., RRASKEBANDZEN BYETH. ZL<DFEETIh&LYEKXKIF
CE<S<EBEMICHEYET,

KV EEHNBEEECODVWTRE, DNS7ONAF—DRFIX NESRLTLKEEV, ROT—7
LWZRE, WOADEEZTONAF—ICBEIBRFIXMNAOUVINRBHEEATVET, 2O
VARG, BENTHRZCEZBERENLEENTREELS, ChSNEENMRUIZIRRILEY—E
ADHRZENELLEEDOTEHY)EEBA,

DNS/RAT 4 > 770N A REIXZBDUZD

a —

GoDaddy TXT LO—RZENTS

Dreamhost HAZLDNS LIO—ROEM

Cloudflare DNS LO—RZEETS

HostGator HostGator/eNom ©DNS L J—RZEE T

Namecheap RXA > ® TXT/SPF/DKIM/DMARC L 11— RZEBMNT D H%E
Names.co.uk RXA>®DNS RENEE

Wix Wix PTHDO RO TXT LI—ROEMELIFEFH

TXT LO—RARITEIATVEI L 2HETS

ROATYTZERLT, 774 R—h DNS & RXA > O BH#EORKRIE TXT L J— K74" DNS
H—N—ICELKRITENTVRIHLESHZRIAETEE T, Windows B KT Linux THEATE D
nslookup AN RZEITLET,

RXAICH—ER&ZRM TS DNS H—/N—IZIE RX A > up-to-date DERFERNEENTVD 1=
H, cnNsOY—N—ICOITVEREFTLET, RXAMEHN MO DNS H—N—ICEEENBDET
CIEEBEBADAYET,

TXTLO—RA'DNS H—N—IC2ARATIhTVWB 2R T DI

1. ROOANY RZHEALT, RXMVOR—LY—N—ZRDO20HXT,

TXT LO—RARTENTVEIHERERTS 114


https://www.godaddy.com/help/add-a-txt-record-19232
https://help.dreamhost.com/hc/en-us/articles/360035516812-Adding-custom-DNS-records
https://developers.cloudflare.com/dns/manage-dns-records/how-to/create-dns-records/
https://www.hostgator.com/help/article/manage-dns-records-with-hostgatorenom
https://www.namecheap.com/support/knowledgebase/article.aspx/317/2237/how-do-i-add-txtspfdkimdmarc-records-for-my-domain/
https://www.names.co.uk/support/articles/changing-your-domains-dns-settings/
https://support.wix.com/en/article/adding-or-updating-txt-records-in-your-wix-account
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nslookup -type=NS example.com

HAE, RXMVIEH—ERZRELTVBIR—LY—N—HFTREhET, ROARATYTT, &
nsoY—N—0oVWFhrZIITULET,

2. XROOAXRVRZFEALT, TXTLO—RAELLBRITENATVWDRCEEERLET, <
T. name_server &, BIOFB/TCROFEZ—LY—/N\—D1DTT,

nslookup -type=TXT _6e86v84tqgqubxbwiilm.example.com name_server
3. HIDATYZTOHAT, text = CHRSNFIN TXTEE—HTBDELZHIELET,

COBITE, LA—RAELSETENTVREE, HACRRAIEELET,

_6e86v84tqgqubxbwiilm.example.com text = "vpce:16p@ERx1Tt45jevFwOCp"

RXA2OHBIAECBETHIEAEZNZ TN 1—TFT142T9%

RAAOBRIETOELAN RBML EEE, XAOBREIEEZNS TN 1—FT 1420 0F20ICKRIULS
£7.

« DNS 7ONA A —HF TXT LOA—RBETT A —AATZFHALTVRIHL ESH ZRRBL K EE
We DNS 7ONA A —HNT A —AAT7ZFITL TV EVESE. TXTLO—RAS RX A k&
SR (B : T_6e86v84tqgqubxbwiilim, ) ZEBETE X T,

s DNS 7ONAE =N TXTLOA—ROKRBIZERX AV BZEBMLIZAESH ZHIEBLET, —FO
DNS 7ONA &k, TXTLO—ROBUBICRXABZHBNICEMLET. RXAVEDC
NEBEZBITZ1-OHIC, TXTLO—ROERKIZRXSIEBOREBICEVFRZEMLET.,
hig, RXA2UEZ IXTLO—RICEMIZDHBERZBZWVWZEZ DNS 7ONAME—ICIEAET,

« DNS 7’ONAF—H, MNFOHEFEHAITDLSICDNS LIO—ROEZZELTVEVWAES
HEBIELET, BESChEELELIC—HBIZ2EHELZZIORIIL J—RAIHIHEICHHK, R
XAV BERBIELET, DNS 7ONAF =N TXTLI—ROEZNXZDHEFRATEILDICEE
LEHEE, TODNS 7ONAM X —ICBRVEDELSEE L,

c BEROV—23a2KREFERO AWS THIY R EHR-NLTVR I8, RXA 2 2EHEHER
TRIRENHZIEENHYET, DNS TONAF—HABFAUEBHBOERO TXTLI—RZEZFH D
EZFALTVWEWESR., DNS 7ONA A=A, BU TXT LO-RIZEHROEHEZEVHT

KXV OKRIECETZEMEENT /I 1—FT12T9% 115
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BERFALTVRLESHZREILTLEETV, HlZIE. DNS A" Amazon Route 53 IC& 2T
EEBENTVWREE, XOFEZFEHRATEET,

1. Route 53 AV =T, IOV -3 O RXA VR IAELIEEEICHERL 2 TXT LO—R
ZEBRLET,

2. [Value] (fE) T, BIFOEBEMHEOREICBEHL, Enter F—Z#HLET,
JEMOV—aroREEZEML, LO—REY NERELET,

HBEKRODNS 7ONA KX —T, AU TXT LO—RICEBOEZE ) H TR EANFAEATY
BWEEE., XTLO—ROEMEDET 10, BEBL SHIRENLETEE RX MV ZKEE
FTRDENTEXRT, EEL, BURXAE 2EEXTHRIETERT,

IVRRAMY—ERAMNRNDOTZ—N2Z TS

BHAIZERLT, IVRERAV NS —EALCHETZIRENDAARYNCEITEZ TS - EZEFETER
T PIAEE, BRIV IAN BERLERFETENELEEICEX—)LZ2ZETEFXT,

RARY

- SNS BHIZERT S

« TOERARI—%EBMNT S

« FoRU—ZEM

SNS BHZHEKT S

ROFIEZFEHAL T, BHAAD Amazon SNS REY U &4ERL. NEYIICHTRISA47LZE
9,

AV —LZ2ERALTIV RRA N —ERAOBHZERTSICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. FE&—23>~RA 2T, [Endpoint Services] (L RARA > N —ER) ZBIRLE T,
3. IVRRAVMNY—ERZBRLZET,

4. [Notifications] (B4&l) & 7 T. [Create notification] (BHIDER) ZiBIRL £7,

5

6

[Notification ARN] (341 ARN) T. #EFL %= SNS RE'Y D ARN ZBRL £ 7,
AR NEYTROTA4TFBICIE, [Events] (AR N ASBBIRLET,

IVRRARNG—ERARNODTZ—NEZ TS 116


https://console.aws.amazon.com/vpc/
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« [Connect] (#E#t) - H—EARADA>1—~NX—HFAR—TIA ALV RRAV N ZEERLEL
oo ClE, BREVIVIANZY—ERZ7ONAEZ—ICEELET,
* [Accept] (&) - H—EAT7ONAZ—HNEHRVIIANEZTFTANEL I,
- [Reject] #ER) - —ERA7ONA X —NFERVIOTANZEBLEL L,
- [Delete] (HIfR) —H—EROAV 21 —X—HFA2VEZ—TIAATY RRA NEHIBRLEL
1z
7. [BAZER] ZBRLET,

ARV RZA2VEFERALTIV RRAV NS —EAOBAZERT S ICIE

« create-vpc-endpoint-connection-notification (AWS CLI)

» New-EC2VpcEndpointConnectionNotification (Tools for Windows PowerShell )

TOEARIS—=ZEMTS

SNS REYJICTOVEARD D —ZEMLT, A1—HF—ICRD>2>TROKLSBBHNZHRIT

AWS PrivateLink TE€3XSICLFET, FMIZOV T, "Amazon SNS hEY VDT U+ AR
)2 —ZmETRDICEESTNELVWTIA?, ZZRLTLKEE, aws:SourceArn 8 KTV
aws:SourceAccount JO—NIL&#F—ZFEAL T, BALLEREBRBECKLUTRELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
I
"StringEquals": {
"aws:SourceAccount": "account-id"

}

TORARVZ—ZEMT S 117


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy/
https://repost.aws/knowledge-center/sns-edit-topic-access-policy/
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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}

F—RU>—ZEM

E5tEhi=SNS REY UV ZFRALTVWAEES, KMS F—0 U Y —AKRZ—I(F AWS KMS API
ARL—2 3> &FECET AWS PrivateLink =6 C ZEBEITDUENHYET, AT, F—HRU
:/—(Dﬁu_f‘jo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1)
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
b
"StringEquals": {
"aws:SourceAccount": "account-id"

F—RU—%EM 118
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I RRA N —ERZHIBRT S

FREICB2EIVRRAV MY —EARE, HIBRTDZENTEET, available £/ F pending-
acceptance REDI Y RRA U M F—ERAIZE RN TVBI I RRA M HBHFE, IR
RAVRNG—ERZHRTIDERFTEEE A,

IVRRA RN —ERAZHKRLTE, BEFITSNTVWAO-RNZ Y —RBHERELT, O—K
NZoH—0O8—TY NITL=TICBERENTVWAR T TV T—>23> - N—CEEELEEA,

AV =)L ZERLTIY RRA MY —ERAZHIBRTZICE

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ 7,
FES— 32 RA42 T, [Endpoint Services] (L RARA > MY —ER) ZBRLET,
IV RRA N GF—ERZRRLET,

(70232, [TV RRA MY —ERAZHIR] OIEICERLET,
WEREROSNI=S, delete&E ABL., [HIRR] ZBIRLET,

o M w0 Dhd =

ARV RZA2VEFERALTIV RRAY MY —ERZHIBRT 2L

+ delete-vpc-endpoint-service-configurations (AWS CLI)

+ Remove-EC2EndpointServiceConfiguration (Tools for Windows PowerShell )

IV RS> NF—ERZHRT S -


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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@ Identity and Access Management AWS PrivateLink

AWS Identity and Access Management (IAM) &, BEEA AWS UV —ANDOT IV AZZ£(TH]
HAWS OH—ERXA TBH5DICK’ID TT, IAMBEBEK, HERRE (F1>12) L., FIZ AWS
PrivateLink VY —ADERZERI D (FTIVEAHAZAETS) A Z2HBLET. IAM &, B
€L TAWS OB —E A FERATES T,

RS

- NREF

s FATFUOTATA%ZFERAL A

« RV—BFERALET IV LANERE

« A" 1AM & AWS PrivateLink 29 2 5 3%

s DTATUTATAR—ADR!)Z—0 | AWS PrivateLink

« IVRARAVRNRV—FALTVPC IV RRLAVMOT IV ELAEFHHTS

X RE

AWS Identity and Access Management (IAM) OfERAF A, TITSEZEICL>TERYET AWS
PrivateLinko

H—ERAI1—H— - AWS PrivateLink H—EAZFEAL TP a T2 XTITEHEE, EEENSHER
B RET IV EAF AN EZSNET, 5I12F< D AWS PrivateLink #eex2 R L THEEEIT

SHEAE, BMOT7 IV EAFUNVBICBDZENHBYVET, TVEAOEBHEZEZEBHBL THL

&, BBEICHYABHFATZVIIANTEDSATRIEET,

H—EAEEE - A O AWS PrivateLink U Y —XZ#EBHL TVWRHEER. BE. \O7ILT77t
AN®BVY)ET AWS PrivateLink, H—E AT —H—HE O AWS PrivateLink #gEX )Y —AICT7 o7+
ATRIHNZRODDIEEENHETT, TOR, AMEEZEIZUIIANZEEFELT, Y—EXA
I—H—OEREZEITDHENHYNET, COR—DDEHRERIBRL T, IAM OERR S = EfF
LTLEEL,

IAM BIEE - EEEZEX., AWS PrivateLinNk\NDT7 VA ZEEBTI RIS —OEZIAKRGEDFFMIC
DVTHRIIEZEEN HYET,

TRE 120
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TATT AT 1% ERL LB

FOALE IE, ID FRAEEM AWS ZEAL T ICH A2 A2 FDHETT, LT, IAMIA—H—&LT
AWS 7 73'7/ ROIL—RI—H— FEFIAMO—-)Z25EZFTFEE (K112 AWS) &
hBPBENFHYET,

DY—RENULTREBEE W FEAEHREFEALT, 7TFL—TFT1YRIDAWS &L TICHA A
“/'C“?—E?@'o AWS IAM Identity Center ( IAM Identity Center) 1—%'—, @0 > JIYA4 273>
#25E. Google F7=l& Facebook OFRFEEHIE., 7T FL—FT1Y RIDOHTT, 7IFL—FT1 Y
RPAFUOTFATA1ELTHA 40T EE, IAMO—-)ILZFEALT, BIE2>TEREICKY ID
J7IFL—23UFREENTVET, 7IFL—232 AWS ZFRALTICTIORATSDE. B
ENICO-)ILZ5EZ2Hd 2 EICBRVET,

I—H¥—0OXRA4 72U T, AWS Management Console £ l& AWS PO AR—ZI)ICH A >
AVTEET, \OYAUAVOFEMIOVWTIEAWS, "TI—H—HA RO " ANOHA 4
AWS THOVNAFEAWS A4 4 ZBRLTLSEZ L,

AWS 7O S LT ICT VAT SHBE,. (& Software Development Kit (SDK) E N> RT A4 24

VR —T7I4A(CLI)AWS ZiR# L, RIAERZFEAL TV IIANIBETERBLET, AWS

V=I)LZFERALBEWVWESE., VIIANIEBITERIDHLEN HYET, BRI HEEFER

LTUOIANEZEDTERITDHFEOFMICOVTR., IAMI—H—HA RO APIAWS U O T A
KrDBEESBL T EE L,

FATARAFEZRDLT, EMEF1 VT EROREEZVIIARNENBZFZEEHET,
BlZE, AWS Tk, ZEXRFR (MFA) Z2FALTT7 AV MoEF21 T zEmEEER L
EHEBOLET, FMICOVTIE, TAWS IAM Identity Center 1—H'—7H 4 Ka ® TMulti-factor
authentication (ZERFREL) &R TIAM 1—H—HA Ry O TAWSIZSH T2 ZERFTEE (MFA) O
AL 28RLTEEL,

AWS 7HOU N L—hI1—YH—
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DR —TF 4% 3> AWS PrivateLink

RUS—=To023a>vICRTBHR—b =4n

EEEEF AWSISON RIS —2FEAL T, #AMICTIVEATERINZEBETEXRT, D&Y, &
DTIVINABFEAB)Y—ARAICEABFHETT VA2V ERTTERLEVNSZETT,

JSON R —DActionBEIZIEFK, RU—RHAOT IV A EHUTELIIER T EHICERATES

ToTarvhRREhEsd, RU—TFU>a>0BukEE. BEMNSITSNhE AWS APl AL —
a2 ERUTYT, —HITDAPIARL =232 0OBWVEROKOT O a2ikzE, W D2Hh0H

ANFBYNET, T, RUS—ICEBRT IV IAVHFBEBRARL—23EHYVET, ChS5DEM
Toavik, EFIIY EHENRET,

COFTOaAVE, BERNTSINEARL -3V E2RTIDEOOHERENSTEI RIS —THEA
ThET,

AWS PrivateLink & APl BR1ZEfE % AmazonEC2 £ HBLET, ORI —TF o> aiFk, 7o
2aA>ORICROTL T4 Y 2 A AWS PrivateLink ZEH L £ 9,

ec2

BE—DAT—MXVRNTEBROTIIAVEEEITDICRE. TU23a2#AVITRYY XD,
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"Action": [
"ec2:actionl",
"ec2:action2"

DAILRA—R M ZEALTERT V3 EZEBETEE T, HlAEF. Describe E VS EFETH
FR2IXNTOTIVIIVEBEETDICEK,. ROT7U>azEHET,
"Action": "ec2:Describe*"

AWS PrivateLink 723> OV ARNZERTSICIE. AmazonEC2API U7 7L A, ® T AWS
PrivateLink 7 223> Z5BRBL TS EEV, FHHICOVWTIEE, "™H—ERREIEVTZLVAI D
FTAmazon EC2 TEZE 3703 #ZRBLTLIEETL,

DR —1)Y—Z AWS PrivateLink

RUD—DY—ALCHTEIHR—b (=40

EHEEF AWSISON RIS —%2FERAL T, #AMICTIVEATERIDNZEETERT, DFY, &
DTVINUBFEDI I —RAIZEDRSIBRHYETT VIV ERTTEDHEVS LTI,

Resource JSSONRUS—BRE, POV AN ERENZD AT I IOMNEEELES, AT—hH
X MCZWE, Resource £/zlE NotResourceERZEHIMBENf HYWET, RANTTIT 1AL
LT, Amazon VY —AFZ—LAL (ARN) ZFEAL TV Y —AZEELET, cnlx, VY—ALAXI
NEREFBFENBIBEDVY —ARATZHR—KNTBD T3 ICRHUTRITTEERT,

ARL—=2320UAMLBE, DY—ALRILOERZYR—KNLABEVT IS 32 0BEE. A
T—RXVRFIXRTOVY—ALCERAEND ZEZRTLHIC, DML RA—R () Z2FALE
ED

"Resource'": "*"

DR S —% 8+ — AWS PrivateLink

B—EABBEORI S —FHF—DOHR—b (=40
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EEEE AWSISONRUS —Z2FEAL T, HHAMICT I EATEDZAZEETERT, 2K, &
DTVINUBFEAB)Y—RAICEABFRHETT VA2V ERTTERLEVSZETT,

Condition B# (FLl& Condition 7AVY V) ZERATR E, AT—MAV N B ERGZEE
TEET, Condition BREF AT 232 TT, 1 A-IPREBHRED FHEEF 2FEAL THEMHL
RNEERTBDET, RUD—OKBEVIIANADEEZ—BEEBBIENTEXT,

1 DDAT—BMXY NIEHBO Condition ERZEET SN, 1 D0 Condition ERICEHOD
F—Z2EETHE,. AWS I AND REBEEFEZFALTETNSZTFMLET. 1 DOFRLF—ICE
BOEZIEETHE, FREORARL—2aVEFEALTEHEAWS ZFHELET. AT—HM X2
NDERANTEEhDFICITIRNTORGN B LEENDIBEN HYET,

FNEEEIDIRICTL—ARILA—ZEBEFERATEXRT, HIAE IAM I—H—IZ, IAM D1—%—
BNRTRIENTVRBEDHR Y —ALT IV ELATERHRENETDEN TEXRT., M
C2o2VWTR., TIAMI—H—HA Ry O "IAM AR —DER: ZHELVET ) 2ZRBL T ES
W,

AWS &, JO0-NILEHFF—EHY—ERABEOERHEF—ZHR—KNLET, IXTHOAWS JO0—
NILEHF—2®RITDICE. "IAMI—%—HA R, OAWS " J0O0-NILEBEDTF AN
F—, BSBLTLEEL,

UTo&MHF—& (ZEE TI AWS PrivateLink,

* ec2:VpceServiceName
* ec2:VpceServiceOwner

* ec2:VpceServicePrivateDnsName

EQOT02arvBRrOVY —AERHEF—2FERATESZHNICOVWTIEE., "Amazon EC2 TEZE
270>3a #SRBLTLSESL,

ACLs AWS PrivateLink

ACL ®H#R—b No

ToOEAOAYMO—ILJUAN (ACL) &, EQOTVZNIL(FHOYMXYN—, A—HF—, &Iz
O—=J)HFVY—-ARLT IV EATZ1-ODERZEZFE DN ZFMHLE T, ACLIEFVY—AXR—ADRKY
=BTV ERTA, JSONKRUS—RFIXD MERBGEALEE A
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T®O ABAC AWS PrivateLink

ABAC DHR— K (KU —HDRY) FL8

BER—AOT I tAH M (ABAC) (&, BHICESWTT7 IV EAHFNEERT DT U AFHER
T9, TlEAWS, ChSsOEMERERY EHENET, ZTE. IAMI>T1474 (A—Y—F 1k
FO=))BRPZBLDAWS VY —RAIZTRYFTEET, IOTATAEVI—ADORITFH
k. ABAC DRANDFIETT, TNDHE., T7UINILOERINTIEALEXSELTWRIUY—AD
RTE—BUEBEAICBREERFITIDELSICABACRI D —%ERFTLET,

ABAC (&, SRR IDTRIRPAR) S —EEBNfMAMICEDIRRATRIEET,

RTICETVTT IO EAZEETSICIE. aws:ResourceTag/key-
name. aws:RequestTag/key-name, £l aws:TagKeys OFRHF—EFEHAL T, RUZ—0
FHEZRTRITERERBLET,

H—EAFITXTOVY—RAZALTIZH LTI DOFHFF—IXTEYR—NTBEE, TOH—
EADERKEVWTT, Y—EAN—HBOVY—-ARSTIHLTDOH I DOFRBEF—DINTZEY
R—KNT25HE, B "Hom. CEYET,

ABAC OFFMICOWTIE, TIAM 1—%—744 Ry @ TABAC &£ id?, #5BL T &V, ABAC
ZEYRNTYTIRATYTZHAITHFI—NITILICOVTE., TIAM I—H—HA K1 O
TEBMICEILKTUEAORO—)L (ABAC) #EHA T2, #SRBLTLIEEL,

TN —RFH R EREEEHR O A AWS PrivateLink

_HngwuniEriiﬁa)ﬂ/-k |\ (& L

—E0 F, —BHNEREEREFEALTHA A THEHMEAWS OH—E A LEEA. —BH
BREREHESR AWS OH—E R 2FEAT2 BEQFHMIDVWTIEE, IAMI—HY—HA4 ROAWS O H—
EA TIAM &EE#ETS , 25BLTLSEEL,

J—H—RKE/NAT— RS D AWS Management Console 53T ICH A2 A>T 2BE. —BH
BREMEREEALET. HlxiE. 240 Single Sign-On (SSO) U4 AWS 2FERLT K79t
ATBE, TOTOCAICK > T—HNERIERNIBBNICERENET, L, 1—H—&LT
OAV=IICHA14LThsO- )zt BEADEEE. " RNSFRIABERF BBNICEREh
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Y. O—LOYEXICEIZFHFMIOVTE, "IAMI—Y—HA R, 0 "O-)LANOTWE
A (V=) 2ZRLTLEZL,

— B FRREERIE. AWSCLI £k AWSAPI Z2FAL TFHTERTEE T, TOHER., <hs
O —ENEEEEREFEAL T . AWS recommends ICF I EATEET AWS, COE, RENET
DEAF—Z2FEATHIRDYIC, —EHNGRIMEREZHNICERTEIEEZHEOLET, FMICO
WTlk, TIAM O—BERtEF1 )74 FiHER 25RBLTSEEV,

OOOAY—EAT7) 22 )V)LEFR] AWS PrivateLink

TJHAI—RTHOEZAEY S I (FAS) 2HR—  @FEL
N

IAM I—H—F@O-)LZFALT TTI2IVERTIDEAWS, TUINILERBENE
T, —HMOY—ERZFERATIRIC, 70232 %2RTIBET, HlOY—EADROT7TI> 3
DHFRNIVA—EhBENBYET, FASEE, ZHVHITIINILOT 7 AFHTZE AWS O
B—ERA, ZOVAN)—LY—EZXAWS OY—EZXAANOUIITARNIIIANIIIANE
AEDETEALET, FASUVIANE, H—EANF MO AWS O —ER FLBEFVY—-ALD
YR ZZETIRIHLEN BBV IIANEZTR 2 EHBEICOKITOIET, COBE, WHOT
V23VERTIBDIEOOT IV EAHFANVETT, FASUVIARNZTSBROR) S —OFFMIC
2WTR., "@iET7I0AtEv2 3>, #82RLTLKEEV,

O H—E AO—)L AWS PrivateLink

H—EAO—-ILOHYR—K WwWhz

L ZAO—LEl), Y—ERF I—H—CRD>TF IV IV ERFTHEHIEEZHS 1AM
O-LTF, IAMEBRER, IAMBASH—ERAO—LEAERK. TE, BBRTEET, AL
T, TIAM I—H—F4 K, O TAWS OH—ERICF YL AFTEEATHO-L0OER, 25
BLTHEE W,

DH—EAIC) O n=0O—)L AWS PrivateLink

H—ERCV>VEnzO0-)ILOHKR—bK Wiz
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H—ERACD2EnizO0-)LE, LU hizY—EAO-LO—ETT AWS O —EXA,
H—EAR, I —ICRb2TT7I2 32 2RTI2O0-IN%ZEERIBDENTEXRT, ¥—E
ATV DEnEO0-IILE CRRENAWS THOU N | H—EARALL>THAEEINET, IAME
BEGE Y—ERACVIZNEO-I)OERZRRITERIN, MEIZDERETEREA,

DTATTATAR—=ANDRY) S —OH| AWS PrivateLink

F72)IMTR, I—HY—8BXTFA—-ILIZEFE. AWS PrivateLink Y —AZERET LR EET
HEREHYEHA. £, . AWS Command Line Interface ( AWS CLI ) AWS Management
Console, E7zld AWSAPI ZHEALTRAVZERTID LW TEXREA. IAMEERER, VY—
ATHEBERTIVDAVERTIZDEOOERZI—H—ICF5T2 IAMARUS —ZERTEET,
TO®E, EBERFO-INICIAMARD > —ZzEML, 1—HY—RBFO—-IZ5EZHFHENTESR
ED

CheHYUTIIDOISONRYS —RFIXDNEFEALT, IMTPATUTATAR—ANDRY
S—ERTBIFELCOVWTE., TIAMI—Y—7HA4 Ry ® "IAM RIS —DERK L 2R T
Z2EW,

BUY—AZA4 7D ARN OFRX%Z E AWS PrivateLink, TEZEE 370> 3> eEVY—RABA4T
DEFMIZOVWTIE, "H—EARIEVT77LAL OAmazonEC2 070> 3>, VY—A, &
U%HEF+F—, 22BLTLSEEL, ARNs

i

« VPCIVRARAVNOFERAZEFHIHETS

s Y—ERAFEZICEILKVPCIVRRAVMNOEREHHETS

« VPCIVRARAVRNY—ERICEETED 7T A X—h DNS ZDHIH
c VPCIVRARAV RN G—ERIZEETEDH—EALDOFH/H

VPC I RKRAZ NOERAZFIHT S

TF7#LRTR, I—H—CRIVRRAVNEFERIZDEOOT I RAERI B EEA, TV
RRA2 NZER, BE, HHA. SLVHBRIZFAT 21— —ICNETD, FATTATAR—
ADR) —ZERTEET, RIZHlERLET,

{
"Version": "2012-10-17",

"Statement": [
{

FTAFYTATAR—ARIZ—0DH -
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"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"

VPCIVRARAMNZFERALEY—EAANOT IOEAHMIC OWTIE, Tthe section called “T> R

RAVBRRID—", ZZRLUTLEZ L,

H—EAMBEBICEIK VPCIVRARA NOERZEIHTS

ec2:VpceServiceOwner &#F*¥—ZFEAL T, Y—EADOFEHE (amazon, aws-
marketplace, £ T7HIUKNID)ICESVWT, ERTESD VPC IV RARAV NEFIITEE
T ROBITRE, BEENEY—ERAFEETCVPC I RRA VN EERTZDT IV EAFTERE
LET, COBlZERATDICE. V=232, PHAIUNID, BRTH—EAMBEZEEHRAE

EED

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [

"arn:aws:ec2:region:account-id:

"arn:aws:ec2:region:account-id:

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [

"arn:aws:ec2:region:account-id:

1,
"Condition": {
"StringEquals": {

"ec2:VpceServiceOwner":

"amazon"

]

arn:aws:ec2:region:account-id:

arn:aws:ec2:region:account-id:

vpc/*",
security-group/*",
subnet/*",
route-table/*"

vpc-endpoint/*"

H—EAMBEICEI<K VPC IV RRAY NOERZFHIEHTS
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}

VPC IV RARANY—ERICIEETED T4 X—N DNS D #lH

ec2:VpceServicePrivateDnsName &4+ —&FEAL T, VPC I RARA 2 NF—ERIZEE
RFHFSNET7ZAX—KNDNS BICETWT, BEEFLFERTESD VPC IV RRAY MY —ER
ZEIHTEET, XOHITE, BEETETTARXR—KNDNSEZTVPCIY RRAM N Y—ER%E
ERTBDT IV EAFTZRELET, COflZEARATRICRK. V=232, THOUVKMID, &V
T7T7A4X—KNDNS BEZBEMRAET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"

1,

"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"

1)

"Condition": {

"StringEquals": {
"ec2:VpceServicePrivateDnsName": [

"example.com"

]

}

}
}
]
}

VPC IV RRAV MY —ERICEETESZ Y —ERAEZDOHIMH

ec2:VpceServiceName &#4F—%2 AL T, VPC IV RRA 2V MY —ERBICETVTHERT
EBDVPCIVRRAUNZHBTEET, XOBITE, BEENLH—ERAELETVPC I RKRA

VPC IV RARAV N Y—ERICIEETESD ST 414 X—K DNS B D FHH 136
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VhEERIBTIOEAHRAZANELET, COfle®ATRICE. V—>3>2, TADYKID,
BROY—ERABZEEHBRAETT,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource":
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

]

},
{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource":
"arn:aws:ec2:region:account-id:vpc-endpoint/*"

1,

"Condition": {

"StringEquals": {
"ec2:VpceServiceName": [

""com.amazonaws.region.s3"

]

}

}
}
]
}

IVRRABRNRIS—ZFERALULTVPCIY RRARANDT Y

tAZHETS

IV RRAYRRUS—@, VPC IV RFAYRMETRYFLT, IV KRAY NEFALT T
JRATED AWS 77UV NLESBTEY Y —AR—ZADRUS—TF AWS DH—E R,

IVRRAVRRID =&, PFATUOTATAR=ADR) =RV —AR—ANDR) > —% L&
E.ETEEFEBEBRAERA., HlIAIE. Amazon S3 ICEHKT A EDICAVEZ—TIA AT RKRA >

I REASRRUS—
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NEFERT2EE. AmazonS3I/NT Y MRV —%2FEAL T, BEDIV RRANELERFBED
VPCASDONTY RMADOT IO AZFHITHI_EETEET,

A

)

£

« F7FIBNDIVRRA RS —

c AVER—TIAARAIVRRABNOR) D —
c F=RIDIATIVRERA DTV NI
« VPCIVRARAVBNKRII—%ZEHITD

aift
i

ZREHE

c ITVRKRAVKNRIZ—EF, IAIMARDS—FFEEZFEATSHISONRIS—RFIXNTT, I
VRRAVKRRID—=Z@, TV NILEBERZEDDVENHYET, TV RRSA MR —
DY A Xk 20,480 XF (ZEEEE) EBAB LR TEER AL

s DAVE—TIAARAELEFT—NIIAIRRAMNEERTZIHEESAWS O —ER, TV
RRAKNZ1IDOIV RRAV KRRV —Z2TRYFTEERT, WOTEL RAKRA KK
S—DEFHNTEERT, TVRRAVRNRIVD—ZTEYFLEVEES, 7LD IT RKRA
YRRV —=HTEYFENET,

s IXNTD N IVRRANRIS—AWS OH—ERX ZHR—NLTWBDEFTREHYEE A,
AWS DH—ERA NIV RRAVRNRUS—ZHR—NLTVEVEERE, Y —EADEENOIY
RRARANDTINT O EAZFATLET, FMICDOVTIE, Mthe section called “T> R4 >
RARD—OHR—hZEERTTD") ZZRLTLKEEL,

« AWS OH—ER BADIY KRS MY —ERD VPC IV KAAY NEERTBE, I KK
AV RADTAT I LA HETE hET,

TT7AIRNDIY RIRAZ RRUS —

TF7FZLRDIVRRAVRNRIS =T, IVRRAMANOTILT VEANFFAENTVET,

"Statement": [

{
"Effect": "Allow",

"Principal": "*",
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IlActionll: II*II’
"Resource": "*"

A22—TILAAL RIRAVNDRI>—

DIVRERARNRDS—OBHIZODVTIEE AWS OH—E R, T, #FHL TL & Lthe section
called ‘BT H—ER, ROFADHIIZIF. & ® AWS PrivateLink RF I X MAOUINE
FNTVETAWS O —ER, IV RERANRIS—AWS O —ER ZHR—KLTWBE
B, TORFIXVNIBIVREASANRUD —DOBIAEENTVET,

T—RIDIAIRRANOTIZNI

TF—RIIAITY RRAVRNTlE, PrincipalBRZ ICRETIHEN HYWERT*, TUINL
ZEETSICIE. aws:Principal ArnEHF¥F—2EALET,

"Condition": {
"StringEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:user/endpointuser"

}
TN EROEARTEETDE, FTHIRDIXRNTOI—H—EO—I)LTEEL, AWS T
HIORDODIL—KRI1I—H— OHKCT IV EAFAINFTETIhETS,
"AWS": "account_id"

T—RIIAIVRERAZRDIZ RRAZRRDS—OBICOVWTE, RESRLTSEEL,

« Amazon S3ICBEFBR T RKRA U~
« DynamoDB DT RARA 2 K

VPC IV RRAZVRNRUS—ZEHTS

ROFIEZERALT, AWS DY —EA DIV RRARNRIVS—ZEHMLET, T2 RKRA B
RIS —ZEHLER, BEENBWIBDETICHRSADNRDEENHIET,

AVE—TIL ALY RRAVRORY > — 139
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A= )LEERALTIVRRARNRIUS—Z2ZEETRICE

Amazon VPC 2V —)L (https://console.aws.amazon.com/vpc/) ZHE £ T,
FTES =232 RA42T, [Endpoints] (L RARA > N) ZiBIRLET,

VPC IV RRAVNEERLET,

[Actions] (7 V33 >), [Manage policy] (7R > —%EE) OIEICERLET,

[Full Access] (ZILT7 OV tR) ZBIRLTH—ERANOTILT VAZFRATSHH, [Custom] (77
AZL) ZBBIRUTHARLRISD—2TRYFLET,

6. [REF ZEBRLZET.

o ~ w0 bh =

ARV RZAVEFERALTIVRRAVNRISY—ZZEETDICE

» modify-vpc-endpoint (AWS CLI)
» Edit-EC2VpcEndpoint (Tools for Windows PowerShell )
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AWS PrivateLink @ CloudWatch X N1 2 A

AWS PrivateLink &, 41 > X—7 I 4 ALY RRA4 > N, Gateway Load Balancer T KRR A

b, BRIV RRAV N YF—EADT—RKRA > M% Amazon CloudWatch IC3ITL F

¥, CloudWatch Tlk, ThSDF—RRA U NIOVTOFKEHZ, BEFFHShERBRIF—20
EYRNXNIVOREBEND) ELTHEBTEET, XMNVIJARERARROZEH, F—XKRA>
NEBEREOZBEHRICEDDZIERDELERDENTEET, EF—XRAU MR, RMLRZ
V7E, ATOAVORERNANBEERTSATVET,

ARNDORAZFEHALT, SATANERBICETENTVRCEZBRETEET, LEARF, XKMNUD
ANHFBERNCBRDIHES,. CloudWatch 7o —LZERL T, BEENIEARNJUIAZERL, 7
223V EX=ILTRLAICEBANEEETDIRE) ZHBRIDENTEEXT,

IRXTDA R —TIAALY RARA N, Gateway Load Balancer T RiARA U Kk, BRI R
RAVKY—ERICETEIXARNIDANBITENET, '—FITA I RRABNCETEIXRD
DARGRITENEFEA, T7A4ILNT, AWS PrivateLink & X KJ O A% 1 2Bk T CloudWatch (C
EEL, ChiZEmMBEEIAYEEA,

HMICDOWVWTIE, Amazon CloudWatch 1—H'—H 4 RZSRBLTLSEE L,

AE

s ITVRKRAVRDARNVGRETFAX T3

« IVRRAVRNY—ERADXRNVIREFAX DAY
« INXTD CloudWatch XKDV AZRTTD
 #H8&IAH Contributor Insights L—)LZFEH T 2

TIRKRANDODANIVDRETFAX 23>
AWS/PrivatelLinkEndpoints BEIZREICEE, 12X —T7 I A4 AL RRA > k& Gateway Load
Balancer T RRA 2V NCBETRDUTOX NI IANEENET,

XNUORA . BA

ActiveConnections TOT 47 REBEGOR, ChiZlk,. SYN SENT REEL
ESTABLISHED REEDEHZN EENET,
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XNUORA

BytesProcessed

EA:L]
LIR—REZHE: IRRA M1 PRBEOHBERNICNS 714 v 05
L 1=,

REHE: REERBHEHEE Average, Maximum, & Minimum
T9,
FAX>a

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
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IVRERAVRNETIY RRA MY —EAOBTRIBENL/NA B
BMmArEzEEN), chlE, IV RRSA NOMBEICHENFS
ENBNAMHTT, BFREICEK. COEHN GB BUTRRENE
9o

LA—REHE: I RRAD 1 2EOBEBRICNZ 714V 0%F
EL %,
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TAX>3Y

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id
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INTONTY NROYTZF Y TFYLBEVEEN HYVET. B
NiEME, TORRANEER IV RRA MY —EANEET
FBEWCEERLTVDAEEN BV FKT,

LR—REH TV RRA M1 DBEOBMBRICNT 71V 0%
1E lJTCo
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EL 1=,
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EE

TAX>3Y

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

CNSDOXRNVORZT71NRIVTTBRICE. UWTOTFA X2 avzEALET,

TAX3D

Endpoint Type

Service Name
Subnet Id
VPC Endpoint Id

VPC Id

S

I RKRAMNRAT (Interface |GatewayLoadBalancer )T
XNVOAF—BETAIINRIITIULET,

B—EABTARNIVIARATF—REZT1INEZIVVTLET,
BTRXRYRTARNIVIARTF—RZT 1RV ILET,
VPC IV RRAVRNTRXNIVIARATF—RETAIINEZIITLET,

VPC TXRNVIOARATF—R%Z2T4ANEIVITLET,

IVRARAVBMY—EADXRNI)JRETFA X223y

AWS/PrivateLinkServices BEIZEICEK. T RRA M G—ERAIZETZIUTOXRNI) IR

FEEFIhTLET,
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nections BMOBAE., E0EME., O—RNSZOH—IZZ2—45Y NZEBINT S %

ENfHBDZRLTVDAREMEANDHYET,

LAR—R&EH I RRAV MY —ERALCERENLEIY RRA R
SEOHERNICNZ 71 v V&EEFL I,

fREHE: ZREBRBHKFEI Average B KX T Maximum T,

Ui

TAX>3ay

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id

BytesProcessed TVRRAVMH—ERETIVRRAMEDBETRBEENLZ/NA MK
(%),

LR—R&HE IV RRAV MY —EBERALCEGENLEIY RRA M1
PEAOHBRNICNZ 7 1Y JEXEL I,

REHE: REBRABHKETEIE Average, Sum, B KT Maximum TF,
TAX>3y

e Service Id

* Az, Service Id

Load Balancer Arn, Service Id
e Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id
EndpointsCount TVRRAVM Y —ERICERENATVDI I RRSA MO,

LAR—K&H: 5 7EOHMBEARNICEOUADOEN HSB.
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TAX>23ay
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NewConnections IRRAMNEHTREILENEDSAT O RNDSEZ—=Y NADFL
WEHROR, E0EME, O—RNSOH—ICZ—5"Y NE2EBINT 5%
ENHBDEERLTVDAEEMELN B ET,

LAR—RNEH: I RRA MY —EAICBHEENETI RIRA M1
PEOHBRNICNS 71 v O%KEEFL L,

REHE: REBERABHKEERE Average, Sum, &Y Maximum TT,

=

\ll

TAXY

* Service Id

* Az, Service Id

Load Balancer Arn, Service Id
* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id
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I KRAY R —ERF I KRAS MCEEL L RST V7Y RO
B, EQEME,. ERTRBEVE—TY M EFETZIEZRLTVS
THMH BV ET .
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SEOHERNICNZ 71 Y J&EEFL I,
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TAXT3Y

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

CNSOXRNVIREZTANZIVTITRICE, ATOFA X232 z2EALET,

Load Balancer
Arn

Service Id

VPC Endpoint Id

S

TRAZEUTA—=V=2RIICAXRNDORATF—RZTAIINEIVITLE
ER

O—RNZUH—TXNVIRATF—RZETAIINEZIITLET,

IVRERAVRF—EARATARNIIRTF—REZTAINEIVTLET,

VPC IV RRAVRNTAXNIVIARATF—RZETAIINEZIITLET,

FANTO CloudWatch XK O AZKRRT S
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Amazon VPC IV =)L ZEALTX KNI OV A%ZXRRTS

1. Amazon VPCI> Y —)L(https://console.aws.amazon.com/vpc/)Z & £,

2. FTES—23URA2T, [Endpoints] (L RIRA M) ZBIRLET, T KRS MNEER
LTAH S, [Monitoring] (EZXU>J) X7 &BIRLET,

3. FE&—23>2ARA T, [Endpoint Services] (L RARA > N F—ERX) £#BIRLET, TR
KA MY —EREZRLTH S, [Monitoring] (EZRVY)RT#BIRLET,

CloudWatch AV —)LZFERALTX RNV RAZRRTDICIE

1. CloudWatch 1>V —JL (https://console.aws.amazon.com/cloudwatch/) ZB & £ 7,
FTES—2 32 RA2 T [Metrics] (XRMNDOVR) ZBIRLULET,
[AWS/PrivateLinkEndpoints] BRI Z=E Zi#IRL £ 7,

[AWS/PrivateLinkServices] BRI ZZEZiBIRL £ 7,

w0 N

AWSCLI ZFALTX RNV I RAZRTTS

AR O list-metrics AN RZFEAL T, 128 —7 T4 ALY RRA > b & Gateway Load
Balancer T RRA 2V NCFATEB XNV OAZJVARMLET,

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints

LT D list-metrics AN RZFEAL T, IV RRA MY —ERAICHEATEDZIXARNIIOAZI) AR
LEd,

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

# & IAH& Contributor Insights L—ILZ AT S

AWS PrivateLink &, EOILY RRA 2V M HBR—RENTVBIEXRNJIAOFGARKI NJE1—
B—THBNELRETEDLSIC. TV RRAY MNF—ERAADEHMIAHK Contributor Insights

= ERELET, FHMICOWVWTIEE., "Amazon CloudWatch 1—H—74 R, ® "Contributor
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 VpcEndpointService-ActiveConnectionsByEndpointId-vl -7 97 1 7 BEHOKTI
VRRARNESZVOFTFLET,

« VpcEndpointService-BytesByEndpointId-vl -EBEhiz/NA NEATI RRA U hES
VO LET,

 VpcEndpointService-NewConnectionsByEndpointId-vl - #L WEHKEOHRTIY RKRA >
NEZORIFLET,

« VpcEndpointService-RstPacketsByEndpointId-vl - T RiRA > NIZIEFEE i RST /N
TYRDBTIVRRANEZVIFFLET,

HAHAKIN—INZFERATRHEIC, TNZEMCTIRENHYERT, L-IIlzBMCTSE, OV
NJE1I—R—F—Z2OWNEHNFEBE ET, Contributor Insights DEEIZDWTIE, "Amazon
CloudWatch O£, 2ZRBLT<EE V),

Contributor Insights Z#EA 3% IClE. XOFANBETT,

« cloudwatch:DeleteInsightRules — Contributor Insights ®)L—ILZHIERT B i= &,
« cloudwatch:DisableInsightRules — Contributor Insights JL—)L ZEMNICT B =&,
« cloudwatch:GetInsightRuleReport - F—X MBI 2o,

« cloudwatch:ListManagedInsightRules - £ AJ8E%& Contributor Insights L — )L & —E& &R
TR,

« cloudwatch:PutManagedInsightRules — Contributor Insights ®JL—ILZBMIC TS =&,

2AY

« Contributor Insights ®J)L—)L &2 B%ICF B
- Contributor Insights ®JL— )L Z &I TS
« Contributor Insights ® )L — )L % Bl 3 %

Contributor Insights D JL—)L Z&%*1ICF 3
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L= Z2EBEMM TBICE. ROFIEZFEALET,
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[Contributor Insights] 27 T, [Enable] (B*1lC %) #BIRL £ T,

(FA723aNFT7F2IRTRE, IXTOL—=IFEMZBE>TVET, FEDOIL—ILDIKEER
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9o --resource-arn A7’ >avIlik, TV RKRLA M F—EAD ARN ZIEELET,
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AWS CLI %Z{#H L T AWS PrivateLink @ Contributor Insights JL—JL % Bl 3 3 (Z (&
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ZHl F72)  BlELEF OXUk
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)—23a>asizyor—>s 20 FL VPC ZEICHRKR 255 DT —RhD I A
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