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IKE /N—>3 2>
VPN R ZLTHAEND IKEN—232, 1 DUEDFT7 A NMEZEETEERT,

7 #* ) ikevl, ikev2
N> ZJLAEB IPv4 CIDR

VPN R ZILORAEZE (RER) IPv4 7 RL ADOEETT, 169.254.0.0/16 EEH, S D14 X /30
OCIDR7OYVEEETEET, CDR7OY V., AURETSAR—KNTF—RNIIT A %(E
B9 %9 N TO Site-to-Site VPN & CH > T—ETHIHRENHYET,

@ Note
CDR7OY V., RSUZYRNTF—RNRIIA LOIRNTOERICDIE>T—ETHI
BERHVWELBA, L, —BETREVHEERE, NAZI—T—KNIJIATHENFRETS
AREMENrHYET, NF2DY N — KT I A L0 Site-to-Site VPN ## TR LU CIDR 7
Ay o zBERAT3EE8K.,. EEICEHTILEEL,

LT CDR7OYVEFHNEXATHERATEELEEA,

* 169.254.0.0/30
* 169.254.1.0/30
* 169.254.2.0/30
* 169.254.3.0/30
* 169.254.4.0/30
* 169.254.5.0/30

* 169.254.169.252/30

F7#4)8:169.254.0.0/16 BEHA SDOH A X /30 ® IPv4 CIDR 70O ¥,

N> ZIJLHER IPv6 CIDR
(IPv6 VPN #E# D &) VPN MR OAEB (FNEB) IPv6 7 KL ADEE, O—HJ)L fdoo: :/8 &
BAANrSOH AL X /126 D CIDR 7OV UV &IETEEXT, CDR7OY V., AEUNZZY N
F—KNDIT A %BFERTDTXTO Site-to-Site VPN BEICH > T—ETHBDENMRETT,

F7 AN O—H) £doo: : /8 HEANSOH A X /126 ® IPv6 CIDR 7O Y 7,

VPN R ZILAT 3> 9
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A—AJ IPv4 XY KJ—7% CIDR

(IPv4 VPN ##iD &) VPN R RV ZN L EBENFATEND, DARN—T— DI A (A7
L =)l IPv4 CIDR £,

77 #J)LK~:0.0.0.0/0
)E—K IPv4 XY kJ—7% CIDR

(IPv4 VPN 8D &) VPN k> 2L EN L TEETE S AWS 0 IPv4 CIDR .,

77 #J)L 5:0.0.0.0/0
A—AJ) IPve XY NDJ—7% CIDR

(IPv6 VPN 88D &) VPN R R ZN L IEBEIFIEND, DARI—T—KDIA (A7
L = X) filo IPv6 CIDR [,

F7A) K20
JE—KN IPv6 XY NJ—% CIDR

(IPv6 VPN D &) VPN R XL E N L TBETE 2 AWS 0 IPv6 CIDR #H,

T7xI) K0
7 T —X 1 Diffie-Hellman (DH) TJIN—T&FS

7I—X1IKEZXJ>IT—>3>2TVPN M FRILICKL TEHATE h b Diffie-Hellman JIL—7 &
S, 1 2ULEOTFT7 A MEZIEETEET,

F7#)N:2, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
7 T—X 2 Diffie-Hellman (DH) Y )L —7"&%&

7I—X2IKEXJ>IT—>3>TVPN MFRILICKL TEHATE h 5 Diffie-Hellman JIL—7&
S 1 2UEOTFT7 A MEZBETEET,

T7xI) b2, 5, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24
7I—X1BSETIIVALA

7I—AX1IKEXIJI—>32TVPN RORILTHAEhZBESHTILIOV AL, 1 DUED
F7AINMERIEETEET,

T 7 %)L h: AES128, AES256, AES128-GCM-16, AES256-GCM-16

VPN N ZRILAT> a3 10
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7I—-R2BSETIIVXLA

7I—AX2IKEXIJI—>3>TVPN RZRILTHAEChZBESHLTII)V AL, 1 DUED
F7FIINEZIBETEET,
F7 # )L ~N: AES128, AES256, AES128-GCM-16. AES256-GCM-16
JI—X1EEHET7IIVXA
7I—X1IKEXOD>I—232TVPN RORILTHAENBDEEHETIOV XL, 1 2UED
F7FI) NMEZIEETEET,
77 # )L N: SHA-1, SHA2-256, SHA2-384, SHA2-512
TJTI—X2BEMTILIVXA
7I—A2IKEXIJI—>32TVPN MR THAEThZEEETIIOV AL, 1 D2UE®D
F7AINERIEETEET,
F7 # )L ~N: SHA-1, SHA2-256. SHA2-384, SHA2-512
TI—A1T547834 1A

(® Note

AWS &, 7T =XM1 AT EZALTA=)IRETI=X2F4TRA L7 41 —)LRTH
BEENLERAZVTEEZEALTE—OEHNEZRBLET, CORIBITATRALNXR
Jd2TI—RENENYRIIAVEERBZHE, NORILERITHEhDTREDN S
WEY.

7I—X1IKERISI—>320547 844 ®). fEIE 900 A5 28,800 FTHEETER
EE
77 # )L ~: 28,800 (8 B¥E)

7I—X2T5478%4 A

(® Note

AWS . 7I—X1SATRALTA—IRETI—R254TRALT 1 —)LKTH
EENERASVIEEERALTEF—OEHERBLET. COLSBIA TR LFX

VPN R ZILAT 3> 11
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OdSI—RENENVRIIAVEERBDHE,. NUIIERFPEE D TSNS
WET,

7I—AX2IKERXRI>I—2320F74 734 L (¥, fElF 900 A S 3,600 ETHEETEERT,
EETRERE. 7I—-X 1054724 LOBELNENELKTIXRENHYET,

77 # )L N: 3,600 (1 BRE)
=B+ — (PSK)

B=TYRTF—RIVIAENDAZRN—T— DI ABIZEAD Internet Key Exchange (IKE)
Security Association % ¥ % = D ERIEEF— (PSK).

PSKiE, 8 ~ 64 XFDRTICTZIHLENHY, EO0) L SHOD LR TEXREA, EAT
EBRXNFF, BHF, EUFR (), BRTTHE () T,

FT7AIN: 32 XFEOEBFEDLF,
F—BERTT7X

F—BHERBEANZ A LICEBREND, F—BERIVAVRI (F—BERN—D VKRR
KO2TREE NS ) DEIE,

0~ 100 DN—t>Y NMEZEETEEXT,

77 )L 5100
F—BERON—223FA A

J7I—A1BLRVTI—R20F4 724 LFBARVNIZBZETON—D VKB (BEMN), C
OE. VPN #&50 AWS filA" IKE F—BERZERITLET,

B0NSTI—X2DTATRALVDEOEFETOREZIEETEEXT,
F—BEROEREZEBEE, F—BER 77 AQEICETVTTVAALICEREIET,

37 7 )L N: 270 (4.5 %)
BEDVDAVRIOYAANTY N

IKEB&E 14> RORADNT Y N
64 A5 2048 ETHEZIBETEET,

77 7 ) ~:1024

VPN R ZILAT 3> 12
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w7 o>ay

VPN EZEHDO N XN EBIUTDEEICETIRT I3, UATEEBETDCENTEET,
« Start: AWS A IKE RO I -3 2RBLTIN I RILZRBETSD HDAEZN—S—KDI
AN IPFRLATHREENTVREGIZOATR—RENET,

« Add: HABRN—T—RNIIAFNA AN KERDII—-2 a2 ZBAL TN RILEFHBT
%

HMICOVWTIE, TSite-to-Site VPN M RILBEIBA T3>, #SRBLTLSEETL,

7 #) b~ Add
ROZRILIVRIKRANDTA THA4TILEH

ROZRLIZVRERADNDTATHAONLNHEHBICRY), T RKRKANOEERAATZ1—)L
ZHETEXRT,

FHCOVWTR, "ThURILIZVRRARDTAT7HA7)GEH) 2ZBL T EEL,

77 &)~ Off
Site-to-Site VPN ##DERBIC R RILA T2 a > 2EETSH. BBED VPN #HO N> XILA
T2aVEEETEERT, FMICOVTEE, RORMEYIZSRBLTLSEETL,

e« AT Y7 5 VPN ZZERT S
+ Site-to-Site VPN R RIWF 723> &2ZETS

Site-to-Site VPN N> RILERREA 7> 3 >

EHAEF—E-GIEEEFEAL T, Site-to-Site VPN RV RILIY KRS NEBITEET,
ERHREX—

ENREF—E. FTALNORIATS I TT,

EAHEF—IF. Site-to-Site VPN M RILDEREIZIEETE %, Site-to-Site VPN R XL F 7
>3a>7T9Y,

BRHEF B, DAEI—T—RITATFNAAEZRETDEEILANTEIXNFITY, XFH%Z
BEELBEWEER, XFIFEBNICERETIhET, FHICOVWTR, "THARAEYX—T—hVIAF
NAAS ZZBULTSEE,

VPN N RILREEAT> 3> 13
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NS5 DT 54 R—NEEBHE AWS Private Certificate Authority

EadEF—Z2FEALBEVBAE,. AWS Private Certificate Authority A S D75 4 X— NIBAE %
#FALTVPN 2385 TEET,

AWS Private Certificate Authority (AWS Private CA) 2L T, FTL CAA ST T4 R—NiIAE
ZERTRDHBENF HVYVET, ACM T CAICERTSDEHIC, ACMIL— b CA EIFHEB CA ZE
BATEET, 74 RXR—NIAEDERDEEMIZ DOV TIE, AWS Private Certificate Authority 1 —
H—HARD "TSAXR—K CADEREEE ) ZZRLTLSEEL,

Site-to-Site VPN R ZILIT Y RAERA 2 MO AWS IOFEAERERK L THERATZICIE, H—ER
OO—)EERTIHENF HYET, SFHMICOVWTIEK. Tthe section called “—E A > o 0O—
L1 ZBBRLUTLSEZV,

TZAR—NAZEEZER LIS, DARN—T—RNII A OERRFICEIAEEZEEL. DARN—
T—RIOTATFNAACERALET,

NARI—H—RIIAFNAAD PP RLAZEELAWMBE, IP7 RLAGEREhELA.
COARL—2 3k, VPN EREBERETB LB, DARI—F—RITAFNA A%
BOIP7RLRACEBBTEET,

Site-to-Site VPN N> X)L BEBA 73>

T7AINRTR, DAZI—T—KNIITAFNA A, 8FT7 1Y 2% L T Internet Key
Exchange (IKE) ®d>IT—>3> 7Ot AZMKRT S & T, Site-to-Site VPN D N> X)L 2B
BMIBDMBENFHYVET, VPN MU RILZFRELT, RDYIZ A IKEXRI>I—>3a>7O0tA%H
WBELITBES AWS TBXLENHBELSICEETEET,

VPN N> X)L IKE @A 7> 3>

UTOIKERBATS a2 2FERATEET, Site-to-Site VPN EHDO N RO —F £ FEA ICK
LT 1 2FEREADATIVERETERT, CNSOREPTO/DONRILAT S IVE
EOFMIIOWVWTE., "VPN h2ZILAT> 32 25RLTLKEEL,

c BT 0232 FMBRREEEEES N VPN EHEO VPN RO R ZBIUTHEEILRITIDT Y
32, FT7AIRTR., DAERIY—T—KRIDIAFNA AN IKERISI—->32T70OER%E
FIHL TR RILZRBLET, KDY, AMIKERIOPI—-232>7O0AZHBAWS %
BENFBHDELIICEETERT,

NS5 DT T4 X—NEEBHE AWS Private Certificate Authority 14


https://docs.aws.amazon.com/privateca/latest/userguide/creating-managing.html
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* DPD ZALTORTO>32: 7Y RET7HE (DPD) R4 AT IRFRELERICEITIZD TV
>332, F7AIRTR, KEEYZa2UHELEL, RORIANFFEELT, L—MHIBRENE
T, DPD ZBA LT IRARELIZEZIC AN IKERYZ AV ZEREBAWS THLIICEETSC
EE,. DPD RA LT IRNFRELIEEEICAWS T I3V ZERTLBVLSICEETS L
ETEET,

IL—IL & HIBR

LToIL—IIEFRIBAENET,

¢ IKEXD2I—>3a> B TBICE. DARI—YT—RNITAFNAADONT VYO IPTR
LAAWS A"URETT, VPN ZLHICEIAER—ADERLEEZEL. THAEY—Y—KDIA
DY —ABZERLEEZICIPT7RLAZEELBEN D EHEIEF AWS, FILLWAARIY—F—K
DIAZERL, IPTRLAZEETDIHVDENf HVET, TOE, VPNEHREZZEL, :ILLA
ABII—T—RNIDIAZEBELET, HFMICOVWTIE, TSite-to-Site VPN EHD HAZI—9 —
NOIAZZETD, 2SRLTLEETL,

« VPN ##0 AWS IS0 IKE Bt (BEBIT7V232) . IKEV2 TOATR—KRENTVET,

« VPN #Z#H:0 AWS A S IKE IR EFERA TS558, XM ALATIVRNREFEENEE A, EHRNE
YENDET, #GEL TEGEIEAONETT, 512, VPN EZLHDO AWS fllik, hAEZRY—9—
ROIAHAS SADHIBRAY E—2%2ZET2E, KEXDIVI—>3a>zBRALET,

s HARIY—T—RIDIAFNAANZRY ND—OF RLAZH (NAT) 2R ITBD T 7 AT I A4 —
NELEFZOMOT/NAADERICHDIEEE., ID(IDr) ZRRETIHEN HV) FT, IDr O
IC2WTI., RFC 7296 2 BBL TS T,

VPN > ZJ)LD AWS fllA S IKE B ZREE I, VPNEHRTT M4 RILKE @BEREREICISUT
10 ARETDE, FORIUNFTTOTRAREMENI HYVET,. COBBAIRELBEVRSIZ, XV
RO—OFZRVIY—=)INEFEALTF—TT 547 ping BERXTEET,

VPN R ZIIBEBA TS a2 0ER

VPN R ZILBBATSa>oFEAOEMIC O VTR, LTOREY OEZSBLTLSEETL,

« LW VPN #EHZERL. VPN NORIRABA >3 &BEETDICE: AT Y 7 5: VPN #4:
ZIERT B

« BEED VPN ##£0 VPN N ZXIIBBRATSa>a2ZTETSICIE: Site-to-Site VPN M Z AT
A EEBETD

=)L EFIR 15


https://datatracker.ietf.org/doc/html/rfc7296
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Site-to-Site VPN R R I RRA 2 MO EHR

Site-to-Site VPN #Z#ilk. TEMOEHIZ2 DO VPN RO TERENET, AWSH RN IRILOD
EHEERTITHEE, TG VPN EGZZEETHEZEIC, VPN N ZRILIVRRANOD—FF =
EHAENBEBRZISNDCENHYET, NRILIVRRAMNOEBEPIC, FILLWIM O ZRILIY
RRARNA7OED3aZ2T0ENhTVBE, ORIV ENLEEGHATHEhD e HY)ET,
[N =R

s BERICLKDIVRRAVNDEERZ

s AWSYEZ—IRODIVRAAVNDEZHRZ

s RORINIVRIRARNDZA 7940 )FIH

BERICLDIVRRAINDEERR

VPN EEOUT OOV R—2Y NEEETHE, RN RLIY KRSV NO—FEEEAAHEE
MISNET,

£E API 7O 3> NRILLAVIND B

VPN 0 Z—4%'Y hJ'—bK  ModifyVpnConnection FLLRRILIY RKRA >

VIAZEETD KA 7O a=Z>Jd&EhT
WBER, E5508FIL
EFERATEREAS

VPN #H D HARXI—49'—K  ModifyVpnConnection FLLRNRILIY RKRAY

DIA%EETD KNA"Z7’OEZa->Jd&EnT
WBER, £E5508FIL
EFEATEREAS

VPN ##:A4 73> %ZEYF  ModifyVpnConnectionOptions  FILWK > RILI> RRA >

3 NAZOEY A=Y PEhT
WBER, £E5508FIL
ELEFERTEEREAS

VPN RZINAFTS3%Z  ModifyVpnTunnelOptions BEFPE, BEEENEM X

B93> IZ2ERATEEFRE A,

IVRRAVNOER 16


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnection.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnConnectionOptions.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_ModifyVpnTunnelOptions.html
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AWS YXZR—IJ ROIVRAKRANODEERZ

AWS Site-to-Site VPN @ Y X — REIY—EATHY) . EMMIC VPN R RILTY RRAVKNCE
MEZBEALET. ChoNEME, UTORSIBESERIFTGEATRELET,

- Ny F, BEMOALE, TotoEERtsE, —BNETYTIL-REZERTZLH

« BREBDBN—RIVITEIZATIDILS

* VPN R ZRLIVRRAVMAFFERTHDENBHEZRV >V TICL > THIE W EES

AWS I, ROZRILIVRAANOEFZ—EICVPNEHED 1 DO ZXIIICERALET, M
ZILIVRRANOEFH, VPN EHEOTRENMERBEADODNS JREMEN HYET, LN
T. SAMEZRBETZLEHIC, VPNERTHADRN RN EZRETEIENEETT,

RRILWIZVRRANDZATH A7)

ROZRILIZVRRADNDTATHAONLNHFHBIZRY), T RKRANOBEEBRA AT 1—)LZ ]
ML, AWSNZR—IRORVRILIVRRANOEEBRAFICHS T2 EEOPHZFT/NRICHME
BLENTEERY, COMREEFEATRE, EDSRALREBZRZAIVITRRILIVRRAU B
ANDAWS YR—I REFZZTANDLSICBERTERT, COMBER., BHNEESRXAZ-X
AHBBEX, VPN BEHECEIC1 QORI RILDAYR—RNTEDZBEICFEALET,

® Note

EN. RRILIVRRANDZAT7H A VI HIHEEABICE>TVWTE, AWS
BREEZEMERN RILIVRRAVNIESICEATZEEHYET,

N =R

« RYRILIVRRAVNOZATH A7) HIHOLHEK

c RYRILIVRRAVNOZATHA VN GHEZENICTS

« RRILIVRERAVRDFATHATLBHABHCBE2TWVWRIAESHZHETS
- MATREEEMEHT TS

c XOTFABHEZFAND

c RRILIVRRAVNOZATHA VN GEHEATICTS

AWSYZ—J ROIVRKRAVNDEBEEHRZ 17
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RZRIWIDYRIKAZNDZATH AT FIEHD L4 H

VPN #Z#HERADOET DR ZILICRUTRN I RILI RRANOTA 794 7)== T30
LET, VPN DERBFICEMICTSA. BEOVPNEGZEORN XN AT 3 2EETHETEH
MCTBDENTEET,

\/ \’

FLVIVRRARDZATHAVNFHHEBMNICTDE, RD2O2DFETSEODRN R
7—_

~
X VAARY N LY FRICEETERT,

p
m

j_
DRIV RRANDOEBEERZICEET S AWS Health BRI BE E T,
rh

. 1] DAVTFUVADAT—BRA, AT AZEHBNICERTZALAZR Y THERTER
BAVTFOAZBEBRTD R4 LAAR 7 EHIC AWS Management Console THERTEE T, £
f=l&. get-vpn-tunnel-replacement-status AWS CLI AN > RZFEHL THRRBTEET,

% HY

&

RZRILIVRKRAZRDADTFHFANRAARBEEES, BELEX T AZBBNICERT
BEALAZVTDHEIC, BEDRWRA IV TEHEZTANDIBLNHYET,

AXVTFAZEBNICERIZENORIICEHRZEALZVES., AWS ., BEODXVTFUA
BEFHA7ILO-RELT, FURILIVRRAPNOEEMAZHABNICEITLET,

RRILIZRRANDZATHATILNEHEBENCTS

COBEEZEBMICTSICIE, AWS Management Console E7 1k AWS CLI 2R L £,

(@ Note
TF7F)IRTRE, COMBEEZBEED VPN EHRTEMICTDE, RORILIVRRAND
BEEMANRECHABEIAET, COBEEZEMILTE, FRILIVRRANDEE
BAEI<SICHBLABEVESE. [NRILDODBEBRAZAFY AT a3 aERTESR
9,

Existing VPN connection

UTOFIERE, BBFOVPNEE TR RILIZVRRANOTATHA7IILEHHERTNICTS
FEZRLTVWET,

RYFRILIVRRANDSATHAU) 18


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/get-vpn-tunnel-replacement-status.html
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AWS Management Console ZFRA L TR RILIV RRA 2 NOTA 754 DI EHEHZEBMIC
IBICF

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,
ERlOFES— 3R, T, [Site-to-Site VPN $##t] ZiBIRL £,

[VPN ##t] TEYSERZERLET,

[72>32], VPN RO ZRIILAT> 32 2ZE] OMEICERLET,

BYAIP 7 RLAADG VPN R X)) ZBIRL, EEITBH RN XL ZBRLET,

[NRILIVRRANDZATHATILEE T, (B FIYIRY TRZFICL
x9,

(A723V)[NRIINODEEBRAZAFTY T ZERLET,
8. [EEOREFZ2VIYILET,

o g K~ w N

~

AWSCLI ZERAL TRV RIIVRRANDTAT7H A VILFHEEBDCTRICE

modify-vpn-tunnel-options AN > RZFEAL T, FYRILIZVRRANOT A TH A4 T )LGHEIH
ZEAMIILET,

New VPN connection

LTOFIER, #F:LW VPN EEGEOERKICKR D RILI RRANOZTAT7H A VI HHZEE
MCITBHEEZRLTVET,

AWS Management Console Z B L THL W\ VPN #HEOERBFICNXILI RRA MDD
A7 5140\ EEEZBEMCTRICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. FE&—23>ARA T, [Site-to-Site VPN Connections] (Site-to-Site VPN $##t) Z3&IRL &
CB

3. [Create VPN connection] (VPN ZE£DER) Z8RLE T,

4. [FRIL1OATZarwoZa> e [RNFRIL20FTa | wo2a>o xR
IVRRANOZTA 7540 )EME] T, [(BL] ZBRLET,

5. [VPN #Z#HE0EK] ZBIRLET,

AWSCLI ZFEAL THL LV VPN EHEOERBICKR VZRILIRRLAINDS A TH A )L
EEAMCTBICIE

Ko ZILIY RRA S NDSA 7T 19


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-vpn-tunnel-options.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN I1—H—HA K

create-vpn-connection AN RZFEAL T, RRILIVRRANOTA 7 A4 UL EHZER
MZLET,

RRILIZRIRAZNDZATHATIIHEHEABRMICE>TVWD A ES D &R
%

AWS Management Console £7zl& CLI ZFEAL T, RURILIVRRANDOT A T7H A4 7 )LHIE
FEEFED VPN R R TEMICBE > TWVWIHLAESHERRETEET,

AWS Management Console ZFERL TR RILI RRANOZA 7 A4 VIILEHEHI EMICE2
TLWRAESH ZHETBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ T,

2. EfloFES—> 32 RA 2T, [Site-to-Site VPN ##E] ZiBIRLE T,

3. [VPN ] TEOSESEEZZRLET,

4. [FRILOFME 27 2BRLET,
5

RORILDFMT, [FRILIVRRANDZAT7HADILFH] 28R, COHEED [BH]
B2 TVRA, B ICE2TVEIH ZHEFELET,

AWSCLI ZFERAL TR RILIVRRANDZATHAOIIFENFr EMNCBE>TVWEIHLESH %
BETBICE

describe-vpn-connections AN > RZFEAL T, FURILIVRERANOSA 74 OIILFBENE
MICBE2TVBRILESHL ERHERLET,

MAAREEMZHITTD

RFRILIVRRANDZATHA VI HIHEEZEMIC TS E, AWS Management Console &
2R CLIZEALT VPN BROX > TFH O AEFHNFFATAGEA ESH ZHEBTEET,

AWS Management Console ZfE L THRIARELEH 2HZEIT D ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE X T,
2. EAloFES—> 3> RA 2T, [Site-to-Site VPN ##:] ZiBIRL E£ 9,

3. [VPN ##t] CEUSEGEZERLET,

4. [FNORILOFM 2T EERLET,

Ko ZILIY RRA S NDSA 7T 20


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-vpn-connections.html
https://console.aws.amazon.com/vpc/
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5. MREFOXTFUAISNZRELET. AT—2AR [FMATE] FLE [EL]OVWTIDLT
ER

AWS CLI ZER L TRIAARESEFH 2R T B IC1F

get-vpn-tunnel-replacement-status AX > RZFEAL T, FAARELERI HIHES L ZRFELE
CB

AVTFTVABFHZRZTAND

XTI AEHNFAARETH D5 E. AWS Management Console £/l CLI Z AL TEH =
ZBHANDENTEFXT,

AWS Management Console ZfERA L TRIRAREBX >V TFTF U AEFHZZ T ANDICE

1. Amazon VPC 12 —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
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=4 RFC Xk

(BWICI—FT1>J&h RFC3706 Dead Peer Detection 2925 &, VPN /N1 A
7= VPN $##%) IPsec Dead F. IYRD—VDREICEK A RZ—FY RTO/N
Peer Detection Z B9 TYRBEENHHFSNTWVWE L EZTIERLKKBETE
% £9, cOBE. F'—hIVITARGEF2IVFATVD

I—>3a> %KL, ILLWPYSI—> 3> zER
L&HELET, CO7OAR, AgETHNhE, K
HY) D IPsec ORI ERAENET,

(BHNICIIL—TFTa T ZL FINA A, IPsec RN ZREBAZ—TI(A
N7z VPN ##) > XIL CNA RTEDVENHYVET, WEBAX—TI
EWEBAR—TIAA A ALK, RETZARX—=KNTF—KDJIT A4 \DBGP
NA2RTD (JL—h ET7EGEZERIITDIEHICERAENS IP 7 RLAY
R—2Z D VPN) EENTVET, CORBAEZ—TIT (AR, B

DAH7 I (EEXE, GRE, IPinIP) #E1TL %
WTLEE W, A2 R—7 TARE, 1399 /X1 kO

BRIEGEENM (MTU) ICERETIHEN HYERT,

(BWICIL—F 1> &nh RFC4271 BGP k. HAZI—4—KRIIAF/N\A{ AL BGP %

J= VPN ##4t) BGP E7 FEATRITNAADBRBTZAR—RNT— NI T A

Biiet®iITa TIL—PERBITBDEHICERAETIhET, IXNTO
BGP KT 7 14 ¥ U&, IPsec Security Association &

 Bor | BUTHES{LE h, REEhET. BGP &, AHO

F—BRJITAH IPsec SA #BLU CTEERRER IP 7L
TAVIRERBTDEHICHETT,
AWS VPN #5512 /V A MTU % (RFC 1191) 24 R— R L TLER A,

NABI—=T—KRIDIATFNAREAVE—FY NBILTFAT IO AN H25EEF. 15—
FYBRERAAREI—T—RIDIATFNARABD I TATIF—I)LDOFRE, ZZBLTLEZL,

NABI—=T—=RVDIATFNAADRANT ZI0T4 X

IKEV2 Zf£EH T %

AABRI—TF—RIIAFNARADRANT 5T57 4 A =
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AWS Site-to-Site VPN I1—H—HA K

Site-to-Site VPN ##tICIE IKEV2 ZEATAHCEZR<BEFOLET, IKEV2 [F. IKEVI & EZ Y
ZIUTBETRELEJORNILTT, HAEN—T—RNIITAFNA AN IKEVI ZFATIHEN
HV)ET. IKEV2IKEVT & IKEV2 DEVOFMAIC DOV T, RFC7296 DT A ZZRL TS EE

W

NTYRD[7ZTXMLLBEV 7572 EYNTS

—EWONTY NZE, 79X MELEW (DF) EREND 7T HY. NTYRNFTZITX
MEENBVRSICERTDENTEXRT, NTYRMITTIAREENATLVAE, F—hDIA
(& ICMP Path MTU Exceeded XY =2 ZHR L ET. BEICL 2T, ChSOICMP XY t&—
DELEBL, BNTYRTEBEIZT—XNOEZHETD -OOBURGAEKA T TV ITr—>3>
ICED>TVEREA, —#D VPN FNAATR, BEICWUTDF 7572 —-N\—F4RL, &
FUETNTYRNZETZIXRNETEER T, DARN—T—KRIIATFNA A OBREN HZ5HE
k., BECHUTCOREZHERIZ L2880 LET, FMICOVWTE TRFC 7911 25RL T
<EEL,

SR IPNTY RZET7 50X METD

Site-to-Site VPN ##Z N L T ICEEET B /NT Y R MTU HA XEBXDHEEE. 75T XK
LTBDUBENFHYVET, NTF—XAOEBRTEBITDEH. NTY NFBES{LENDEICTSY
XVMELENBESICHARN =T —RNIIATFNAAERRET DL E2HHHLET, Site-to-Site
VPN &, 759X MEENENTY NZEROBEICEETIRICETE>TILL, AWS XV
) — 2 &H O packet-per-second 7O0—%@ EEHFE T, FMICDOVWTIE TRFC 4459, 25 BRL T
<EEL,

EEERYRNT—VONTY NFAXHF MTU ZBRXBVELSICTS

Site-to-Site VPN [&. XDEELICEETIHICHAZIN—T—RNIIATFNA AL SZELET
SOAVNMEENTENTY NEBRBETDI O, BHBE, RICChsONTY NEREEATSiE
BEZXYRNIT—=OTRENTY RHAZXMTU ICEET2ZEBEEN HDEEN HY) £9F AWS Direct
Connect,

FEARFOTILIAVALICH>TMIUB LV MSS HA A %=H/ETS

ZLDB\E, TCPNNTY MME IPsec RO RIIBTRE—BRWERATO/NTY T, Site-to-Site
VPN It 1446 /S ROBAEEIZY h (MTU) & 1406 /51 RORETBBALI XY M4 X
(MSS) ZHHK—RLETF, ££L. BEATLIUZLACREEEERAYA—FLXF B,
CNhSDBAREZERNTERVAREENBYVET, 779 XT3 ZEE L THER/NT £ —
IVAEB3ICE, FATAZTIIAVXALICETVTMIUE MSS 2R ETHEE2HEHLE
E

AABRI—TF—RIIAFNARADRANT 5T57 4 A =
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ROREEALT, 729X T7—2322E88L, FEBNTA—IVAZRRTBLSIC MTU/
MSS ZEREL X T

EsL7ILd NYZ1%R NAT KT MTU MSS (IPv4) MSS (IPv6-
AL TILAVXL  N—=H) in-IPv4)
AES-GCM-16 &34 L 3] 1446 1406 1386
AES-GCM-16  Z37%&L B3 1438 1398 1378
AES-CBC SHA1/SHA2  #3) 1438 1398 1378
-256
AES-CBC SHA1/SHA2 &% 1422 1382 1362
-256
AES-CBC SHA2-384 i3 1422 1382 1362
AES-CBC SHA2-384 B 1422 1382 1362
AES-CBC SHA2-512 i3 1422 1382 1362
AES-CBC SHA2-512 B 1406 1366 1346
(® Note

AES-GCM ZILJdUV X ARGEELERIEOmMAEZD/N—T DS, MTU ICRKETHHELR
HET7ILTVAXLDBRIEH Y EB A,

IKE —Z 0 IDs

—BDAAEI—T—RIITATFNA AR, RURILBEZEICHERT1207T—X1EF2l)
TAEENIAFEETDLSICTRIREZYR—MLTVWET, COREICKY), VPNETEHT
7I—X2DRENFFEIDAEMIBYVET, DAZII—T—RNITATFNA AN OREZY
R—RLTVBRBEE. BUICIZLz2H8OLET,

AABRI—TF—RIIAFNARADRANT 5T57 4 A =
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Q—H—H1 K

A223—YNEDAZII=T—NIITATFNAABDT7AT

DA —)LDE’E

NABI—T—RIDIATNAREZLY RRAY NMIEHRT S IPsec RVRILODIY RRA M E
LTEATZENIP 7 RLANBETT, AWS Site-to-Site VPN 77 4 7T #F—)LA AWS & HA
BI—=T—RIDIATFNAADOEICHBHFEE, IPsec NRILEBUTD=HIC, XOKRDIL—I
EREITIHENHYVET. AWSHEID IP 7RLABREREZ7ALIEHYET,

A2NITVRAVEZ=RY NDS)

ABIL=IL 11

[Source IP] (£{E 7T IP)
EEEIP

[Z’OK3L]
V—ZAR—hk

EEE

ABIL—=IL 12

[Source IP] (£{E 7T IP)
EEEIP

[Z’OK3L]
V—ZAR—hk
RELXR—bB
ABIL=IL 13

[Source IP] (Z{E 7T IP)
EEEIP

[Z’O R3]

Tunnel1 A58 IP

NARI = —KITA
UDP

500

500

Tunnel2 A58 1P
NARI—=F—KDTA
UDP

500

500

Tunnel1 5538 IP
NDARI—=F—KDIA

IP 50 (ESP)

77ATI7F=ILIL—)
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AHBIL—=I 14
[Source IP] (Z{E 7T IP)
EEL P

[Z’O 3]

TORNNDURAZRZ—=FY MN)

HHIL—JL O1
[Source IP] (£{E 7T IP)
EELIP
[Z’OK3L]
V—AR—h
REXR—bB
HHIL—JL 02
[Source IP] (£{E 7T IP)
EELIP
[Z’OK3L]
V—AR—h
REXR—bB
HHI—)L O3
[Source IP] (£{E 7T IP)
EELIP

[Z’O R3]

Tunnel2 5538 IP
NDARI—F—KDIA

IP 50 (ESP)

NARI—=J—hrITA
Tunnel1 A58 1P

UDP

500

500

NARI—=J—hrITA
Tunnel2 A58 IP

UDP

500

500

NDARI——KDIA
Tunnel1 5538 IP

IP 50 (ESP)

77ATI7F=ILIL—)
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HHIL—)L 04

[Source IP] (Z{E 7T IP) NDARI——KDITA
EEEIP Tunnel2 448 IP

(7O R3] IP 50 (ESP)

IL=IL11, 12, O1. BRUOO2Ek., IKENTYRNODEEZBEMCLET, IL—JL I3, 14, 03, B&
P04, BEIENEZYRND—IRST14v9BEL IPsec/NTY NOREEZEMICLET,

® Note

TINA AT NAT RZNN—H)L (NAT-T) ZFERAL TWSFEEE, R—b 4500 ® UDP 5
TAYOEZRY NJ—2 & AWS Site-to-Site VPN T RARA > NETEBBTE 3 Z & 21D
LTLEEV, FNAANFNAT-TZT7 RNZALAALTLVRHLESH ERIBELET,

B VPN ##Hi>FUF

RIZCADUEDHAARI =T —RNIIATFNA AZERAL TEHD VPN B2 ERTH T F
ZRULET,

BUAARY—T—RIIATNARAZEAL 2EHD VPN i

BUNDAZN—T =RV ITATFNARAZFERAL T, V7L IADFHA SHO VPC IZEMD VPN
BREZEKRTETT, ThSO VPNERCEILAUNDAEY—T—KRIJIA IP 7 RLAZBRA
TZEET,

2BBHODHARN—S—RNIDIATFNAAEEHAL TR VPN &5

NARIY =T —RNDIATFNA AN FERATERBRLL B 2EGEICERIN KON 0EB<SEHIC, 2F
BOAARARI—S—KRIDIATFNAARAEZFERL T, 2EFB O VPN ERZRETEERT, FHMICOW
Tk, TTLE% Site-to-Site VPN ##HZ2 AL TT7 IAIINA—N—%ZRIHETD, 25RBL TS
Wo 1 DOBFIICTRBEHARII =T —RNIIATNAAZREIL EHEE, MAOTFNAANEL
P EEZT RNZAXTBDRBENFHYET,

BE—QRETZAR—RNTF—RIVIANOEBOHAZRI—T—RNDITA4F /N4 X (AWS VPN
CloudHub )

B0 VPN #5217 62
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BEOHWARI—=T—RIDIATNA AN S, BE—ODRETFAR—=—KF—KRDIAIZHL T,
BHO VPN BEREZBITEERT, chllkl), EHOOT7—232% AWSVPN ICEHKTERT
CloudHub, F##HIC DWW Tk, TVPN CloudHub ZfEA L TZE€EH 4 NEBEZRET S, 258
LTLKEEV, BROBEBHOT—>3 VICHAEII—=T—RNIITAINA AN HDEE. EFNA
A, OT—>3a>ICEEO—ELZIPEHBAOEY NET7 RNZA AXTBILENHY)ET,

NAZI—=T—RIDIATFNAADIN—FT 12T

AWS T, RETSAR—RNTS—RNIIADIN—TFTATRECEEEZEZZ-HIC, $3END BGP
I—RETRNZAXTBELZHRBLTVET, BEVOTFNSAABEOIR > RIZODVTIEE, X
UA—OIZATILESBLTLSEZY,

BEO VPN R Z2ERTIE, RETSAR—RNTF—RNIVIAEBOICEYHETshiE)IL—MERFE
A9%H. BGPL—KTP7RNZA XZ2EAL T, BYE VPN ERICRY NTD—O KRS T 1Y D%
BLET, EE55DIIN—NZFEATEINIE. VPNERGNIEOLISICRREETNTVBINICK > TARE
WET, RETSAR—RKNS—KRIIASIZA—DI—MHFEFEELTVSRESEK, BGP T7 RNZA
ARENBII—FEYE, BHICEYHETShEIL—ROANFBELTWVWET, BGP 7 RNXA/ X%
A95F723a0%BRLUTVREER., BNIL—MNEEETEEXREA,

L—F 12T OBEEOFBIOVTE, TL—KRF—FILEVPNL—F A>T OERE, 2S8R
LT EE W,

BONN—TFTATDOAAZRI—=T =NV T ATF/INAAREDHI

N =R

« REZT7AILDHI

s BON—TFTATOA—YHY—AVE—TIAAFIE
« Cisco 7/N14 ADEMELR

* TAKL

REZ7AIL0BH

Site-to-Site VPN EHRREICEENEEZEC Y TIARET 74N EA D O—RTBIC
l&. Amazon VPC J>V =)L, AWS ON >V RS A >, £l lk AmazonEC2 APl ZFERAL &9, 5
MICOVWTER, "TATYT 6 RBET7A4INEE D O0—RTS, 2BLTLSEETL,

NARI=T—RIDITATFNAADIN—T 12T 63
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F /=, Site-to-Site VPN EZHREICEBBNEBESEBRVART AV IIN—TFT 1 JHORNARE Y
A1ILOFEAIVO—RTDEETEET, static-routing-examples.zip

chsO774)0E,. —HOOAVR—FXVNITL—ARIA—BZEALET, LEXE, UT %
ERALET,
« VPNE# ID, HAZXY—T—KRIJIAIDBLPREBTTAR—KT—KTIAIDDEDH

c UE—KN AN IPTRLAAWS TV RRA > NDTL—AKRILE — (AWS_ENDPOINT_1 & KTV
AWS_ENDPOINT_2)

c NAZI—T—RNIVIATFNAADA 2V Z—FRY NL—TFT AT ARBAFA > ER—TIAAD
P7RLADZTL—AKRILE— (your-cgw-ip-address)

- ERIREF—EOTL—AKRILY (BRIHLEF—)

s FORILORTIPT7 RLADEDH,

« MTU REDED B,

(® Note

HOZNADT74F1L—23 20T 7AILTREE A TVS MTU RERK., flIICTEFE
Ao MRICIHULHKER MTUEBOREICODWVWTR., "THAZN—T—KIJIATNAAD
/\XI\777T’(XJ E%;\Iﬁbr<t_é\/\o

TL—ARINS —EZIBETDEICMAT, 774LTR. BEAEDAWS V-3 T
AES128, SHA1, # & ¥ Diffie-Hellman /' )L —7" 2 @ Site-to-Site VPN ##:, UV —> 3> T AES128,
SHA2, & & ¥ Diffie-Hellman Z')L—7" 14 O &N EHZIEEL £ AWS GovCloud, K7z, LA
NEFHREF—ELBELET, EMOtEF1)F717)L0JU XA, Diffie-Hellman JI)L—7, 754
R—RNEEAE, IPVv6 NZ 71V U ZFERATRICEK, YOTIILNBRET7AINZEETHIHENf BV E
ER

RORE, DAZI—T—KRIIATFNAACREENTVWRERERBZOAVR—F NOFEZ R
LTVWET, chillE, RYRILAMZEZ—TILAADIPT RLADCEDFNFEENET,

REZT7AINDH 64


samples/static-routing-examples.zip

AWS Site-to-Site VPN I1—H—HA K

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

BOIN—TFT12 01— —A22—T T4 AFIE

LT, I—Y—A22—T AR (ERAELEER) ZEALTHARN—T—KIIAFNARA
ZRETDFIEOHTT,

Check Point

LT, 7N AN R77.10 A L% E1T7L TW % Check Point Security Gateway /N1 A T&H %
BEIC, Gaia ARL—FT 1 T AT AL Check Point ZFERA L THAZRN——KJ T4 7N
A AZF’ET S FIETT SmartDashboard, Check Point Support Center @ Check Point Security
Gateway IPsec VPN to Amazon Web Services VPC Dt EBESRTEE T,

RRIWADE—TIARAERETDICKE

BADATY 7&, VPN R ZXILZERL, ENRILBAOHARI =T —NII A ERETS
AR=NF—=KRIDIADTSAR—N(RF)IPT7RLAZRHBTDIZETT, RO XL
BERTDICE, BEZ77A4)LO IPSec Tunnel #1 023> TEMThZEHREFALE

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 65


https://support.checkpoint.com/results/sk/sk100726
https://support.checkpoint.com/results/sk/sk100726

AWS Site-to-Site VPN
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T, 2BBDORN RN EERTDIZIE, RET77A4I)LD IPSec Tunnel #2 93 3> TRt
h3EEFEALET,

1.
2.
3.

4.

5.

Check Point Security Gateway 7°/\1 AM Gaia R—ZX I ZBHEE T,
[Network Interfaces], [Add]. [VPN tunnel] ®JEIZEIRL £,
AATATRY DATROEISICEREL, FTLES [OK] ZEIRLET,

[VPN Tunnel ID] (CiE, 1 B E—BNEEADLET,

[Peer] IZl&. AWS_VPC_Tunnel_1 E7 (& AWS_VPC_Tunnel_2 & &, RXIADOD—E
NDBEBMZANLET,

[Numbered] A" BIRENTWB & #RRZL T, [Local Address (A—ALT RL R)] (5%
E77A4ILDOCGW Tunnel IP TIEEIATWVWS IP 7 RL A (fl: 169.254.44.234) &
ABLET,

[Remote Address] IZ &, REZ7 7 AL DO VGW Tunnel IPICEEEEhi IP 7 RL XA (Hi:
169.254.44.233) ZEANL =T,

Type: 5® VPM-Tunnel
Enabie Fi
Comment
VPH Tunnel
VP Tunnel D 1 =
Peer AWS_VPC_Tunnel_1
VPN Tunnel Type
@ Numberad Unnumbered

Local Address 169, 254 , dd 234

Remole Address: 169 254 44 213

SSHTEF21UTATF—RNIIAICEHGELET, T7FIILNAAOI T ) ZFEHALTVWSE
Bk, ROOX REEZTLT, clish ICEELET, clish

RZRIL1DOBERE. ROOYV REXTLET,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE
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6.

set interface vpntl mtu 1436

RZIL2DFBERE, ROOINY RERITLET,

set interface vpnt2 mtu 1436

2EEHORN RN ZERTDICIE., [RET77A4I)L O IPSec Tunnel #2 223> AOER
BERALT, ATV &2 EVVRLET,

BRNIL—NZERETDICE

CODATYT T, BNZRITVPCOHTZRY NMAOENII—NEEEL, NZT71v 0%
ROZINAE—TIAARBRHATEETEDLDICLET, 2FBHORN O FRILICKY), RO
VERIICEBNFHDBEDTIAINA—N—DHEICEYET, BEIraEES D&, KU —

N —

ADBHIL—NFIN—T 12 IT—TILHSHIKREN, 2BBEOIL—"FEMLENET,

R, RRILDES —HFDOIRIC ping 25, RRILABBLTVWRIAESH ZHIEBITZ O

.

1.

2
3.
4

o

Check Point ' — RV I A 2 BMIC TR HBEN BV ET,

Gaia R—%& )L T, [IPv4 Static Routes]. [Add] DJEIZEIRL £,
H7%Y ND CIDR (#l: 10.28.13.0/24) Z#IEEL £3,
[Add Gateway]. [IP Address] M JEIZZEIRL £,

BEZT7AILDVGW Tunnel IPICIEEENEIP 7 RL A (Hl: 169.254.44.233) ZA N
L. BEIEMNZ 1ICLET,

[Ping] Zi&IRL E 9,

2D0HDORRINICHLT, BREZ77A4ILDO VGW Tunnel IP Y23 IC®H s IPSec
Tunnel #2 DEZFALTATY T 3HLV 4 %#BVVIRLET, BEIEMNZ2ICLET,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 67
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I—¥—%( K

7.

Edit Destination Route: 10.28.13.0/24 —
Destination: 10.26.13.0/24
Nieod Hop Type: Normal ¥

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.
Black Hole: Drop packets, but don't send unreachable messages

Ranic

5,
w

Local Scope:
Comment:
Add Gateway
Fing:
Add Gateway = | Eqnt ezt

189,254 44 233 1
169.254 44.5 2

[REF] ZBIRLE T,

DZAR—ZFEALTVRHEE. V7AZ—DHOXN—TLEROATY TZKEVIELE

ERD

HLLRYRD—OATDITONEERTRICE

COARATYT TR, BRETZAR=KNT—RNITAONTVY D ANEH)IPTRLAEZEETS
CETEVPN NORILAOZRY RND—O0AFTS IO RNEERLET, T, VPNIZ 15«
DHTIART—RIIAELTINSOATDIIORNEBMUET, £/, VPN RXA2 DT

L—ARILA—E L THETIEIIN—TZERTILENFHYET,

1.
2.

FIvIOKRA N ZBE X SmartDashboard,

[Groups] Tlk. AVTFARXZ21—%ZBZE., [Groups]. [Simple Group] DJEIZEIRL £

T BRYRNID—OATDTONIRUTEALTIIIN-TZEATEET,

[Network Objects] Tl&k, AVTFARNXZ1— (VU YY) ZFE. [New]. [Interoperable

Device] MIEIZEIRL £,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE
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4. [Name (BHI)] ICE. RRILAICEEL ZRE (B AWS_VPC_Tunnel_1 Fi(&
AWS_VPC_Tunnel_2) ZAHLFET,

5. [IPv4 Address] IClEk, BRET7 7 AL TREE QB RETZFAR—M S —RNIIT A OAIBIP T
RL A (fl: 54.84.169.196) ZANLET. BREZRFEL T, COFAATOATRY VA%
BUEY,

Interoperable Device -AWS_VPC_Tunnel 1 [ .

m Intereperable Devics - General Propesiies
Topakogy
- IFSac VPN Machine

Hame AWS_VPL_Tunnel_1 Color: | Beack
Fud Address 54 B4 163136 Flanzhva b Hara Dymarmic Address

P feikeas

Comment

Pesducis

[ Corfigre Sarvan

6. TY—KNTJIA70O/NT 4 %B& SmartDashboard, AT IURAL > TRAROD ZBIRL F
9,

7. AVE—T7IAAREZIWMETSICIF. [Get Topology] ZiEIRL £,

8. [VPN Domain (VPN RXA )] 9> 32T, [Manually defined (FBITERE) ZZEIRL., A
TYT2THERULEZEDS VTN B ITIN—T%28B U TRRLET, OK|ZIUYILZE
9,

(® Note
BREZFHDEEFED VPN RXA D EREFETEEXET, =L, BFIC VPN RXAUHH
BHICHEBEATVDESE. FTILVW VPN EZHETEATEFREBEE D RXAM2 &
RARDFEFD VPN RXSATESETNTOVEVCEZHERELTSESL,

9. 2BBHDRYND—OATZITORNEERTRIZIE. FREZ7A4IIL D IPSec Tunnel #2
92a>HOEREFEALT, ATV T EEYYRLET,

BOIL—FTA2J01—Y—A2V2—T T4 AFIE 69
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® Note

VZA—ZEALTVRHER. MRODP—ZH/ELTA UV ER—TIA AREITAR—
AVE—TIAAELTERLET, REV7AIINTHEEETEIPT7RLAZEALR
EE

VPNIOI21Z7 4, IKE. 8LV IPsec FRENIERK ERE

CDATY T T, Check Point *— N IAIZVPNIZ2ZFT 1 &2ERL, TZILEMN XL
NEXY ND—=0FTTON HEERAT/INAA) ZEMLET, £/, Internet Key Exchange
(IKE) 8KV IPsec ZREL £,

1.
2.
3.

F—NJzq4070NF14h5, AhTFDd)—RA> D [IPSec VPN] ZBIRL £ 7,
[Communities]. [New], [Star Community] D JEIZZEIRL £7,

X257 14 OAFH (Bl: AWS_VPN_Star) ZEEEL., ATIJ—RA 2D [Center
Gateways] ZZIRL £ T,

[Add] Z2BIRL T, T'— NI IAKLERBRIZFAE—ZSMT—RITADOV)ANIEML X
EE

H7d1)—~RA T, [Satellite Gateways]. [Add GEHN)] DIEIZEIRL, FTICERL EHEE
A7 /N4 A (AWS_VPC_Tunnel_1 & &V AWS_VPC_Tunnel_2) &M —RhJIT A DA
NCEMULET,

A7) —~RA 2T, [Encryption] Zi#IRL £, [Encryption Method] 0> 3>
T. [IKEv1 only] Z3#iRL £ 9, [Encryption Suite] 22 3> T, [Custom], [Custom
Encryption] ®JEIZZEIRL £T,

SATATRY DATROESICESH7ONT 1 ZREL, TTLES [OK] ZERL F
Jo
- IKE Security Association (7 T—X 1) ® 7O/NT 1
» Perform key exchange encryption with: AES-128
» Perform data integrity with: SHA-1
« |IPsec Security Association (7 T—X 2) ®7'0/NF 1
» Perform IPsec data encryption with: AES-128
» Perform data integrity with: SHA-1
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8. AT —ARA > T [Tunnel Management] ZiER L £, [Set Permanent Tunnels], [On
all tunnels in the community] ® JEIZEIR L £ F, [VPN Tunnel Sharing] 22> 3> T, [One
VPN tunnel per Gateway pair] Z3&RL £ 7,

9. AFd—~R4 > T [Advanced Settings] ZEBIL . [Shared Secret] Z&IRL £,

10. RO RIOETEZIBEIRL, [Edit (W) ZiBIRL T, BREZ7 7 1JILD IPSec
Tunnel #1 923> THRETNTVWAERNHEF—ZAHNLET,

11. 2BEO RV ZLOETEERRL. [Edit (FE)] ZBRL T, BET 7 1L O IPSec
Tunnel #2 923 TERETNTVWAERHEF—ZAHNLET,

Star Community Properties - AWS_VPN_Star >
é a Shunred Sedrel
Certer Cateways
L e G w
dotelibe Gatrsays o Line oy Fhared Sect for ol el meeebany
Encryplian
Tl weun gt Each Extemal memter wil harve e olowrg
- dwt—:‘.-rﬁr« secret with &l riemal members N e ComEUnE

Riguting
H- Mulipis Erir
Echuded Services
| Shared Secret
[
L]

Amd

23]

i3
|

Corcal

12. & 51Z [Advanced Settings (FF 43X E)] 777" T [Advanced VPN Properties (F#7 VPN

Z7ONT )] ZBRL, 7ONTAZROKRSICEREL T, ETLES [OK] ZEIRLET,
« IKE(7T—X1):

+ Use Diffie-Hellman group: Group 2

* Renegotiate IKE security associations every 480 minutes
* IPsec (7 T—X 2):

« [Use Perfect Forward Secrecy] ZiZIRL £,

+ Use Diffie-Hellman group: Group 2

* Renegotiate IPsec security associations every 3600 seconds
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T77AT2A=NIL—IIZERTDICE

COARTYTTR, 77A4TFT0A=)IL—ILEFaALOZaFIIIYFI—ILZEAL, VPC &

O—ALZRY NT—OBTOBEZHITTAIRI—ZBRELET, TOH, ¥Y—RKIIAIIAR

) —%ZA2ARN=ILET,

1. T SmartDashboard, #— VT4 OJO—-NIL7ONT 4« ZERLET, HhT7Fd)—RA
~T[VPN] ZRB L. [Advanced] Zi&IRL £7,

2. [Enable VPN Directional Match in VPN Column] Zi2RL ., EEZRELE T,

3. T SmartDashboard, 77 A7V #—)L Z#RL, XDOII—)IZFEAL TRI>—ZE/HL

x5

* VPCH7 XY MIHUTHATORNILBHTOO—NILRY RD—JLDBEZFAYT
%o

c O—ALZRY NTD—JICHULTHEZORNILZERTO VPC H TRy NEDBEZFHT
EECE

4. VPNIOELODODTHFAMXZ21—ZBRWT, [EditCel] ZEBRLEXT,

[VPN Match Conditions] &4 7OJ R Y 2 AT, [Match traffic in this direction only] ZiZE1R
LET, TAENT A ZERLTFALIIFIAIYFIL-ILZHERL, ETLES
[OK] ZiBRL £ T,

« internal_clear>VPNIX1Z5 4 (kICERLZ VPN AZ—OX1"5F 1, fi:
AWS_VPN_Star)

« VPNIX21Z574>VPNIX1Z5 4
« VPNIX1Z5 4 >internal_clear

6. T SmartDashboard, RU>— | 1 2 AR—)L ZEBRLET,

7. BATATRY VATT—RIITAZBRL, [OK] ZBRLTARVZ—ZA2ARN—ILE
ER

tunnel_keepalive_method Z’O/NT 1 ZZE 33 C I

Check Point 7*— R T A4 Tlk., IKE OBE FAELEL fz & Z (Z Dead Peer Detection (DPD)
EEALTHEBITEET, kKENRIICDPD 2R ET D ICIE, K> )L %ZE AWS VPN
SAZTATRETIVENfBVET (RATVYT 828R ),

TF7F) KT, VPN —KRDIAO tunnel_keepalive_method Z’O0/NF 1 &
tunnel_test ICEREENE T, CcDEZ dpd ICEEITHHENHVYET, DPD EZRV Y
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FRBREZVPNIZIZFTAHADEVPNT—RIITAF, Y—RN—F1—RVPNT—hKDI
4 Z&%. tunnel_keepalive_method 7ONT 1 TRETDMHENfHYVET, AL —K
TIAICHUTEBDEZRIIXNZALZRET D LFTEXRE A,

GuiDBedit WV —)LZfEH L T tunnel_keepalive_method 7O/NT 1 ZEFHTEEXT,

1.

©® N o o

10.

11.
12.
13.

14.

Check Point Z B & SmartDashboard, Security Management Server , Domain Management
Server ZEIRL £ T,

[File]. [Database Revision Control...] DJEIZERL, VEZ I DA FT Y723y NZEER
LET,

. SmartDashboard SmartView k2 Y A—, SmartView EZX—ZEDITNXNTOD
SmartConsole V14 > ROZFALUE T,

GuiBDedit W — /)L ZRE L T, FFMIC DWW TIE. Check Point 7 R— Kkt &2 —® Check
Point Database Tool; EWSEEEZSHBL TLKEEL,

[Security Management Server], [Domain Management Server] D JEIZEIRL £ 9,
EEDOARA T, [Table]. [Network Objects]. [network_objects] ®JEIZEIRL £,
HLORA T, BET S [Security Gateway], [Cluster] 772 T NZ&IRLET,

Ctr+F ¥ —%3#FH ., [Search) XZ1—%&#FRAL TUTZERELE
9, tunnel_keepalive_method

TOARA T, [tunnel_keepalive_method] DI THFARNAZ1—%BZ., [Edit... ({&
£.)] ZBIRLE T, [dpd] Z:#IRL, [OK] ZBIRL E T,

AWSVPN IX1ZFT4D—HBTHDET—RIITAICHMLT, ATY T 7~9 Z#VIRL
£9,

[File]. [Save Alll ®IEIZIBIRL E£7,
GuiDBedit Y —J)LZBALU £ 9,

Check Point Z B & SmartDashboard, Security Management Server , Domain Management
Server ZEBRL £ T,

B9E 9 % [Security Gateway], [Cluster] #7 TV NZRD S —&2 4 ARN—=)LLET,

MBI DWW TIE. Check Point Support Center ® "New VPN features in R77.105 E WS iE%2S
BLTLSEEZL,
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TCPMSS 75> 7 &2B%ICTBICE

TCPMSS 922 7R@ TCPNTY ROBEREI XY MY A XZ/NEKLTNT Y MR LZERE
x9,

1. ROFALIKMNIICBEILET, C:\Program Files (x86)\CheckPoint
\SmartConsole\R77.10\PROGRAM\

2. GuiDBEdit.exe 7 7 4 JL%Z31TL T Check Point Database Tool ZF& £7,

3. [Table]. [Global Properties]. [properties] DJEIZERL E£T,

4. fw_clamp_tcp_mss T, [Edit] ZBIRLET, {EZ true ICEEL, [OK] ZEIRLFT,

RRILDAT—ZAZERETBICIE

IFAN—RE—ROOYXZVRZAY=IASKOIANY RZRITLT, MR OREZHE
MCEERT,

vpn tunnelutil

RRENEAT2a2 T, IKEBENRTZERIETSICIE[1] 2. IPsec BENFERIET S IZIE
[2] ZBIRLE T,

F /=, Check Point Smart Tracker Log Z#AL T, B#EAONT Y MBES{EEhTVWDR L %E
RIETEFRT, LEAFROOTE, VPCADONTY MR ZRIL 1 BEHTEEE N, BELE
hTWadEeERLEY,
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Product BH Securily Action 2 Encrypl
GatewayManagamean Rusle "
Date 4Nov2015 Current Rule Number 4-Standard
Time DazZ0 Ruls Hame —
Humber 21254 User —
Type E Log .
Origin cPOW-997695 oo |
' . Rule WD {0AA18015-FFTB-4650-BOCE-
e —————————| SS65Escecros
Source & management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice Methods (group 2)
Protocol e icmp VPN Peer Gateway  AWS_VPC_Tunnel_1
54.84,169.196
Interface [= eth0 P ﬁﬂw L
bproduct M
Source Port -
VPN
2] Metwork
Policy Hame Standard Information service_id icmp-profo
Policy Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
ICMP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL

RDFIETIE, SonicOS BEEA > RXA—T7 I 4 A%MEAL T SonicWALL 7/V41 AIZ VPN K> X%
I ERETHDHEEHRALET,

NORIWNZRETDICIE

1. SonicWALL SonicOS B/ > X—T7 I A A&HEEXT,

2. ERIORA T, [VPN]. [Settings] DIEIZZIRL £9. [VPN Policies] ® T, [Add..] &3
RUET,

3. [Genera] 27D VPNARIUS—T4>2 RIT, ROBEHREAHDLET,

+ [Policy Type: [Tunnel Interface] ZiZIRL £,
* [Authentication Method]: [IKE using Preshared Secret] ZiZiRL £9,

« [Name]: VPN ARUZ —DBEBZEADLET, REZ7 7 A IILICEBEENTLWSHEY, VPNID
BEFERTHI_EZHEHOLET,

+ |IPsec Primary Gateway Name or Address: BRE7 7 1 JLICRREEhTWVWDEY ., RETSS
AR=KNTF—=RIDIADIPTRLAHI:72.21.209.193) ZAHLLET,

+ IPsec Secondary Gateway Name or Address: 7 #JLNMEDFEFXICLF T,
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« Shared Secret: B2RE7 7 A I)LICEE ST TVRBEY ICEFIHEF—& ADE. [Confirm
Shared Secret] TBAHDL XTI,

- Local IKE ID: #AR I —%"— K™ I A (SonicWALL /N1 R) D IPv4 7 KLAZEAALE
£

« PeerIKEID: fRETSARKR—RNTF—RIIADIPV4TRLAZADLET,
4. [Network] 27T, XOEHRZEAHNLET,

« [Local Networks] T, [Any address] Zi&RLET, cOAT>avaEALT, O—AHl
XY RND—VEGOBEZB<S L ZHHOLET,

« [Remote Networks] T, [Choose a destination network from list] Zi&RL £d, AWSHIZ
VPC O CIDR 227 RLAFTID T O RNEERLET,

5. [Proposals (fRR)] 27 T. XOBHREADLET,

* [IKE (Phase 1) Proposal] T, UTOE£ZITVET,
« Exchange: [Main Mode] Z3&RL £ 9,
« DH Group: Diffie-Hellman Group ®1{& (fl: 2) Z AL E T,
« Encryption: [AES-128] £ /=& [AES-256] Zi&RL £ 7,
« Authentication: [SHA1] £ 7= l& [SHA256] Zi#IRL £ T,
« Life Time: 28800 E AL F T,
+ [IKE (Phase 2) Proposal] T, A TOEZEZITVET,
« Protocol: [ESP] Zi&RL £ 7,
« Encryption: [AES-128] & = I& [AES-256] Zi#IRL £9,
« Authentication: [SHA1] £ 7= & [SHA256] Zi#IRL £

* [Enable Perfect Forward Secrecy] ¥ T Y 7Ry U A% 7#>/IC L., Diffie-Hellman group
ZERLET,

« Life Time: 3600 EABZLE T,

/A Important

BRETZAR—RNF—RIVIAZERLEZON 2015 F 10 ALY EIDOHBERF. @
5 @7 T —XT Diffie-Hellman group 2, AES-128, SHA1 ZEET B HEN H VY &
T,

6. [Advanced] 27 T, XDEHREAHDLET,
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+ [Enable Keep Alive] Z3&RL £,
« [Enable Phase2 Dead Peer Detection] Z1#IRL ., XROKSICAHDLET,

« [Dead Peer Detection Interval] {Z, 6@ (SonicWALL 7/« AT AN WREA&R/ME) & A
HLET,

« [Failure Trigger Level] T, 3 EAHALFT,

« [VPN Policy bound to] T, [Interface X1] ZiBRLET, NIV YT IP 7 RL AT—HKE
EEENIEAE—TIAATT,
7. [OK|Z2UYOUET, [Settings] R— T, MR D [Enable] FITY IRY DAZT
J7HZILRNTHAUVICLET, HOREFE, RORILFFBLTVDEZRLET,

Cisco /N1 ADEINEH

—ER M Cisco ASA ‘Ctd: DTATIAZNAE—ROENPR—RENTVET, ZhsSD Cisco
ASA 2T %15 TFOTATBERN D ZNE—EBIC1EAOKAMBETEEFT, BIO KXY
MARTICE 21215 .:.li\ EDRARNA RN ZIDNTOTATILBYEST, CORRILTE., &
CVWTFhADR R ZEHLTVPC ANDERZRIETIHREN HVY)ET,

N—=32 971D CiscoASA X, POFT 1T I17OTF14TE—REYR—KLET, Ch5D
Cisco ASA Z#ERHTZEE. MADO N RN EZRBICTITATILTBDENTEXET, CORT
RILTR, BCLVINHLADORN RN EZRZAL T VPCANDEGZRIFTIHREN HVYET,

Cisco N1 ADFEEE. ROEEEZTOIMVEN HYET,

s ANEBA 2V R—TIARAERELET,
« Crypto ISAKMP Policy Sequence DBEN —BETHD L ZHRBLF T,
« Crypto List Policy Sequence DBEN' —ETH D 2BFELET,

« Crypto IPsec Transform Set & & T* Crypto ISAKMP Policy Sequence &, T/ AILEREE hi-fit
DINTD IPsec FURILDBEUIBRENTVEEEZEAELET,

s SLAEZRVVUVBEN —BETHB L 2HFELERY,

c NAZRI—T—RIDIATFNAREO—ALRY ND—DVEDETRZ 74 Y V28N TREIL—
TAVTEINTHRELET,

Cisco 7/V 1 AD BB R 7
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TARK

Site-to-Site VPN #8507 A M DFMIC D W TIE, TSite-to-Site VPN ##i 2 T AR T2, Z2ZRL
TL<EEL,

BRI —FT 12T (BGP) DAARZN—T—KRIVIAFT/NAAKRE
L]

NEY D

« RETZT7AILDH

s BNIN—T 4001 —YF—AEZ—T7 T4 AFIE
« Cisco T /N4 ADEMER

o Juniper /N1 AN B MER

* TAK

BREZ7AILOH

Site-to-Site VPN &R EICEBDEZSCH  TINRET7 74N 2Ed D O0—RTBIC
l&. AmazonVPC J>V =)L, AWS N>V RS A2, £l AmazonEC2 APl ZFEAL £9, &
MICOVWTE, "TATYT 6 RBET7A4INEEA T O0—RTS, 25BLTLSEETL,

F /=, Site-to-Site VPN ERREICEBOEEZEXTBEVAAFIVIIN—TFTAITROARARET 7
AINOBZEATO—RFTBEETEETRT, dynamic-routing-examples.zip

chsO774)0E. —HOIAVR—FXVNITL—ARILA—BZEALET, LEAE, UT%
EALEXT,

« VPNE&ID. HAZIY—YT—KRIJIAIDBELTEFEETSARK—KNTF—RTI A ID OEDH

s VDE—FM AN IPFTRLAAWS TV RRA 2 MDOTL—AKRILE— (AWS_ENDPOINT_1 X
AWS_ENDPOINT_2)

« HAZI—F—KRDIATFNAADA 2V EZ—RY NL—TFT AV ITARBARA 2 Z2—TIT1AD
IP7RLADTL—AKRILNA— (your-cgw-ip-address)

- BRI HRHEF—EOTL—AKRILE (BEHHEF)

s RRILOWEBIP T RL ADEDHI,

- MTU EREDEDHI,

F AR 8


samples/dynamic-routing-examples.zip

AWS Site-to-Site VPN

Q—H—H1 K

® Note

BN AT74F21L—23 0774 TREHEZHTVS MTU
A, WRICWKUEEKEE MTU EDORREIC DOV TIE.

RER, BIICTERE

"AABI =T —HhIVIATFNAAD

RARTZ9T 14 A1 Z5RLTLEE,

TL—ARINA—EZIEBETDEICMAT, 774LTR., BEAEDAWS V-3 T
AES128, SHA1, & & ¥ Diffie-Hellman /' )JL—7" 2 @ Site-to-Site VPN £, UV —> 3> T AES128,
SHA2, & & ¥ Diffie-Hellman Z')L—7" 14 O&/NEHZIEEL £ AWS GovCloud, Kz, LA
NDEFMHBEF—ELEELET, BMOotF21 )74 7I)NdU XA, Difie-Hellman FI—7", 754
R—RNEEAE, IPV6 NZT7 1Y O RFERATBICEK, YOTILBRET7AINEZEETIHENf HVE

EED

RORE, DAZI—T—KRIIATFNAACREENTVWREREEBZIAR—F NOFEZ TR
LTVWET, chillE, FRILAMVE—TILADIPT RLADEOHASENET,

Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE

IKE security
association

Tunnel 1 interface
Remote IP; 72.21.209.1593
Inside IP: 169.254.255.1

Tunnel 2 interface

Remote |P; 72.21.209.225
Inside IP; 169.254.255.5

IKE security
association

L

IPsec security
association

q

BGP peering
Peer: 169.254.255.2
Remote ASN: 7224

IPsec tunnel

N

IPsec security
association

BGP peering
Peer: 169.254.255.6
Remote ASMN: 7224

IPsec tunnel

\/

Internal-facing interface
IP: Your local network address

Customer gateway device

BREZ7AILOH
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BNIL—FT12 01— —A22—T T4 AFIE

LT, I—Y—A22—T (AR (ERAESEER) ZEALTHARIN—T—KIIAFNAA
ERETDFIEOHTTY,

Check Point

LT, Gaia 7T 7R—&)L& Check Point Z£A L T, R77.10 A EZETL TW% Check
Point Security Gateway 7/X 1 AZ&E ¥ % FIETJ SmartDashboard, F 7=, Check Point
Support Center @ Amazon Web Services (AWS) VPN BGP MFEEE£SHBL TS EE L,

RRNAE—TIAAZRETDICE

BUOATY 7k, VPN R RIILZEHRL, ERNVRILAOHARI—T—RNIIAERETS
AR=RNTF=RNRDIADTFAR—N(RF)IPT7RLAZBHTSZETT, HRIDOK XL
EERTDICE, BREZ7 74D IPSec Tunnel #1 0> a3 TREET NI BEHREFAL £
T, 2ZBDORN RN EERTDICIE. BET77A4ID IPSec Tunnel #2 9> 3> TiEftx
nBEZFEALET,

1. SSHTEFIVFTFAT—RNIIAIZEHELET, F7FIINNUNO T ZFEALTVWSSE
Gk, ROOXREZTLT, clish CZEELET, clish

2. ROOXVRZEFTLT, DAZRY—S—RTIA ASN(HARI—T—KND T AN THER
ThiEEICRBEE N ASNAWS) ZFRELE T,

set as 65000

3. BET77AID IPSec Tunnel #1 03> TEMHZNTV2EHREFERAL T, YD
ROZRILWADORN D ZINA D R—T I A ARAZERLET, AWS_VPC_Tunnel_1 KB E, M X
)I/L:_gma)gﬁfjﬁjtjijc

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on

set interface vpntl mtu 1436

4. 2BBEOBMN RN EERTDICEK, SREZ77AILD IPSec Tunnel #2 9> 3> TREE
hTLWBEHRZFEAL T, O REBYVIRLET, AWS_VPC_Tunnel 2 & ¥, R XI
C—ENRBBZDTET,
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add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on

set interface vpnt2 mtu 1436

5. RBTZAXR—KRT—hJITAASNZRELXT,

set bgp external remote-as 7224 on

6. BUDKNZRIDBGP %, BRE77A4I)LD IPSec Tunnel #1 0> 3> TREET W Z1E
WMEFEALTHRELET.

set bgp external remote-as 7224 peer 169.254.44.233 on
set bgp external remote-as 7224 peer 169.254.44.233 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.233 keepalive 10

7. 2BBORNRIDOBGP %, FRE77A4I) M IPSec Tunnel #2 €0 3> TiRtEh>3
EHEFEHALUTHRELET,

set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

8. REZRFLZETY,

save config

BGP R —ZEKTBICIE

R, AWSICK 2> TP RNBAXENZIL—MDAVR—NEFHT TS BGP R —ZERL
FT. R, O—HANIL—KE AWSIZT RNZAXTBESICHAEN—T— NI I A ZRE
LET,

1. Gaia WebUI T, [Advanced Routing]. [Inbound Route Filters] Zi#RL £ ¥, [Add] ZiER
L. [Add BGP Policy (Based on AS)] Zi#RL £ 7,

2. [Add BGP Policy (BGP R —®MEM) OFRMDT 4 —)L RT 512 1S 1024 ETHEHED
EBEBERL, 2BBO7 1 =)L RICEBTSAR—KNF—KD I A ASN (fl: 7224) EA AL
79,
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3.

[RTF] Z:BRLE T,

O—ALIL—KhZT RNZAXTBICE

RDATY 7, O—HANAVEZ—TIAAIL—RNEFHTBEHOEDNDTT, £z, BHIL—
TATR, BWIIL—FT4207ORINICE2TESNEIIN—TFT120TB8E, SREEHY—
ANSDOII—NE2BEFETEET, FMICOVWTIE., Gaia Advanced Routing R77 Versions
Administration Guides ZZBL T<EZ L\,

1.

Gaia WebUI T, [Advanced Routing]. [Routing Redistribution] @ JEIZ#IRL £F, [Add
Redistribution From], [Interface (f > Z—7 T4 A) OJEIZZERL £T,

[To Protocol] T, RIETZ A R—K5—KJ I 4 ASN; (Bl: 7224) ZBIRLE T,
[Interface] TREANIPA > RX—T T4 AZBIRLET, [REF] ZBIRLEXT,

HLLRYRD—OFTDIVRNEERTRICE

KIS, AR T ZAR=RT—=RNIDTAONT YD &) IPFTRLAZIBELT, VPN K>
FLAOXRY ND—OATSI O EERLET, T, VPNII21ZF1OHFTZA KNTF—K
TIAELTINSDOATDIIORNEBMLET, £, VPN RXAOTL—AFRILA—EL
THETDZTI—TERERTILEN HVET,

1.
2.

FIvORA N Z2BEET SmartDashboard,

[Groups] Tk, AVTFARXZ21—%BZE., [Groups]. [Simple Group] DJEIZEIRL £
T BRYRND—VATZIONIHLTEALIN—T2FERATEET,

[Network Objects] Tlk, AVTFARMXZ21—(HIZ UV D) ZFEE. [New]. [Interoperable
Device] MIEIZEIRL £7,

[Name (BN ICl&, ATY 71 TR RIAICEEL AH (l: AWS_VPC_Tunnel_1 &
f=l& AWS_VPC_Tunnel_2) ZAHDULET,

[IPv4 Address] ICl&, BRET7 7 AL TRBEENDZRETSARK—NS—KNITIALAONEIP T
RL R (fl: 54.84.169.196) ZANLET. REZREFEL T, COFAATATRY VA%
BLUET,
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Interoperable Device -AWS_VPC_Tunnel 1 [+ .

m Inleeperable Device - Genenal Fropesies
Topckogy

& IFSes VPN Machine
Mame AWS_VPC_Tunnel_1 Coior | Biack
Fod Addess ' B4 163136 Fianchve “er Harra Dymarmec Sddress
b feitkeas
Commant
Pexiucis:
[ Corfigre Senvan

6. EOATI)—RA>2T, [Topology] ZiBIRL ET,

7. [VPN Domain (VPN R XA )] 0> 32T, [Manually defined (FBITESR) ZERL., A
TYT2THERLULEZOS D TIINBIIN—T%25BL GERLET, OK|ZIVYILE
CP

8. 2BBNDRYKND—VUATIVNEZERTDICIE, RETZ77AILD IPSec Tunnel #2 &
U923 AOEREFEALT, ATV T EBYVIELET,

9. Y—MNIIARYRND—IATSIONIBBLTS—RNIIAELERISAE—FT>T
2 N%BIZE. [Topology] ZiBIRL £¥,

10. [VPN Domain (VPN RXA )] £9> 3> T, [Manually defined (FEI TESR)] ZiBIRL, A
TYT2THERULEZEDS D TABIIN—TZSRUTERLET, [OK| 27UV ILE
E

(® Note
REFHDEEFD VPN RXAVRFRIFGTEXRT, £1ZL. BHIZ VPN RXA2HH
BHICHEBENTVREEE. MLV VPN ERTEAFTFLERMEEhDI RX12&
RARNDZED VPN RXAVTEFTENATVAVCEZHREL TS EE L,

(® Note
V7AZ—%2FERALTVEEHEERE. MROD—ZmELTA 2 E—TIAREIVTAE—
A2B3—TIARELTERLET, RE77AITEESNLEIP 7 RLAZEAL R
ER
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VPNIOIZ21Z7 4, IKE. 8LV IPsec FRENIERK ERE

RIZ. Check Point —RJIAIC VPN IZ1ZF 1 Z#EKL, TIILERRILORY KD —
OFTION MBEERTFT/INAR) ZBMLUET, £, Internet Key Exchange (IKE) & & T
IPsec ZELE T,

1.
2.
3.

JF—KNozq4070NFT14h5, AhTFDdV—RA> D [IPSec VPN] ZiBIRL £7,
[Communities], [New]. [Star Community] D JEIZZ#IRL £9,

X274 OAFHE (Bl: AWS_VPN_Star) ZEEEL, A7) —RA >0 [Center
Gateways] ZERL £,

[Add] Z3BIRL T, TRV IA KRG ITAZ—ZZMT—RIIADJARNIEML X
ERD

HF A1) —~RA T, [Satellite Gateways]. [Add (EHN)] DIEIZEIRL, FEICERL -HEEIE
A7 N4 A (AWS_VPC_Tunnel_1 KT AWS_VPC_Tunnel_2) &MY — KR IT A4 DJRA
NEEMLET,

HF7d1)—~RA 2T, [Encryption] Zi&IRL £, [Encryption Method] 202 3> T,
[IKEv1 for IPv4 and IKEv2 for IPv6] Zi#iR L £, [Encryption Suite] 20> 3> T,
[Custom]. [Custom Encryption] ®JEIZEIRL £F,

® Note
IKEv1 #8E® [IKEV1 for IPv4 and IKEV2 for IPv6] #7'> 3> %&RL £ T,

BAATOATRY DATROESICESL7ONT 1 2REL, TETLES [OK] ZBIRL £
Jo
« IKE Security Association (7 T—X 1) ®7°'0/NT «
» Perform key exchange encryption with: AES-128
+ Perform data integrity with: SHA-1
« |Psec Security Association (7 T—X 2) ®7°0O/NT 14
» Perform IPsec data encryption with: AES-128
» Perform data integrity with: SHA-1

$H57 ') —~RA 2T [Tunnel Management] %3&IR L £ 9, [Set Permanent Tunnels], [On
all tunnels in the community] ® JIEIZZEIR L £ 3. [VPN Tunnel Sharing] 22> 32T, [One
VPN tunnel per Gateway pair] Zi2RL £,

HF ') —~R A>T [Advanced Settings] ZEBI L. [Shared Secret] Zi#IRL £7,
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10. RO RIIOETEZIBEIRL, [Edit (W) ZiBIRL T, BREZ7 7 1ILD IPSec
Tunnel #1 923> TERETNTVWAERNHEF—ZAHNLET,

11. 2BEO RV ZILOETEERRL. [Edit (FE)] ZBRL T, BET 7 1L O IPSec
Tunnel #2 923 TERETENTVWAERHEF—ZAHNLET,

Star Community Properties - AWS_VPN_Star >
: o Shusied Secrel
Certer Cateways
5 e Gimtem
Satelte Gatmems W L iy Tsened T ol Extera mee gy
Encryplian
W,
!_rw:l a-'_wﬂ Each Extemal memper wil have T folcwrg
= Advanoed Setings seoret with al miemal members n T ComEUNEy

VPN Rioutrg
MEF (Mullgsie Erir
Eclded Services
| Shared Secre
[
'.'.l'r I"’{'\}"'

Amd

23]

i3
|

12. & 51(C [Advanced Settings (F#F%E)] 777 0"') T [Advanced VPN Properties (F#%& VPN

Z7AONT )] ZBIRL, Z7ONTAZRDEDICHKELT, ETLES [OK] ZiBIRLE T,
« IKE(7T—X1):

» Use Diffie-Hellman group: Group 2 (1024 bit)

* Renegotiate IKE security associations every 480 minutes
* IPsec (7 T—X 2):

« [Use Perfect Forward Secrecy] ZiZIRL £,

 Use Diffie-Hellman group: Group 2 (1024 bit)

* Renegotiate IPsec security associations every 3600 seconds

T77AT 74— —IEERTDICE

R, T7ATIF=NIN=NLEFALIZIFIIIYFI-IIZERL, VPCEO-NILERY
RO—ORBTOBEZHAITAIRI—2RELET, TOHER, T'—hIIA LRI —Z2(>
AR=ILLET,

BUIL—FTA2 01—V 2—T T4 AFIE 85




AWS Site-to-Site VPN I1—H—HA K

1. T SmartDashboard, *— KD T4 0O O-NIN7ONT14&2ERLET, ATIdU—RA
~T[VPN] ZRBBIL. [Advanced] Zi#IRL £7,

2. [Enable VPN Directional Match in VPN Column] Zi#iR L., [OK] ZiZIRL £ T,
3. T SmartDashboard, 77 A7 #—)L Z&RL., XOIL—ILTRIZ—ZERLET,

« VPCH 7 XY MIMULTHAAZTORILZATOO—NILZRY NRD—JEDBEZHTT
D,

c O—ALZRY ND—JICHULTHEZORNILZERTO VPC H TRy NEDBEZFHT
EECE
4. VPNIOEILODODTHFAMXZI—ZBRWT, [EditCel] ZEIRLET,

5. [VPN Match Conditions] &' 4 7OJ 7R Y 2 AT, [Match traffic in this direction only] ZiZIR L
£F9, TNENT [AdD (BM)] ZBIRLUTUTOFAL I3 FIINYFI—IL&ZERL.
FETLES [OK] ZBIRLET,

« internal_clear>VPNIX1Z5 4 (kICERLEZ VPN AZ—OX1"5F 1, fi:
AWS_VPN_Star)
« VPNIZX1”-574>VPNI1X1_-54
« VPN IX1Z5 4 >internal_clear
6. T SmartDashboard, RU>—, 12 AR—)l ZEIRLET,

7. SA4TATRY DATT—RIITA%ZERL, [OK] ZERLTRUS—ZAVARN—ILE
EE

tunnel_keepalive_method Z’O/NT 1 ZZE TS C &

Check Point 7*— VI 4 Tl&, IKE OBIESSFAYZLLL 7z & E (C Dead Peer Detection (DPD)
ZEALTHBITEERT, kN>R O DPD ZRETBHICIE, K> %ZE AWS VPN T
S1ZTATRETDIHLEN HYVET,

F72)KNTE, VPN —RTIA® tunnel_keepalive_method 7’O0/NF 1 &
tunnel_test ICEREETNE T, COEZ dpd ICEETHIHENHVYET, DPD EZXV Y
FYUEZVPNIZIZTFARHOZ VPN —KDIAF, Y —RN—F1—&HVPNT—KDI
1 %Z&®%, tunnel_keepalive_method 7O/NT 1 THRETHDHEN HYET, LS —bH
DIAICKRUTEBRIEZRIVIAXAN_ALERET D _ERFTEEFE A,

GuiDBedit WV —)LZfEH L T tunnel_keepalive_method 7O/NT 1 ZEFHTEEXT,
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1.

© N o O

10.

11.
12.
13.

14.

Check Point & & SmartDashboard, Security Management Server , Domain Management
Server ZEBIRL &7,

[File]. [Database Revision Control...] DJEIZERL., VEZI>ORAFTY 723y NZEER
LET,

. SmartDashboard SmartView N2 Y 51—, SmartView EZX—BZEDITANTOD
SmartConsole V1> ROZBRALUET,

GuiBDedit W —I)LZR£EL £, FMIC DV TIE., Check Point H7R— Kt Z—® "Check
Point Database Tooly EWSiEEZSHBL TLSEEL,

[Security Management Server], [Domain Management Server] QJEIZERL £7,
EEDONRA T, [Table]. [Network Objects]. [network_objects] D IEIZZEIRL £,
BLEORA T, BET S [Security Gateway], [Cluster] 77 T U M EBIRLE T,

Ctri+F ¥—% 33 AH ., [Search) XZ1—&FRALTUTZRELF
9, tunnel_keepalive_method

TORA 2T, [tunnel_keepalive_method] DAV TFTFARXZ1—%ZFEE., [Edit..] Z
EIRUE T, [dpd]. [OK] DIEICEIRL £,

AWSVPN JZ1ZFT 1 D—HTHIET—RIIAIIRLT, ATV T 7~9 Z#&VIERL
£9,

[File]. [Save Alll ®JEIZZIRLET,
GuiDBedit Y —J)LZBLU &9,

Check Point & & SmartDashboard, Security Management Server , Domain Management
Server ZBIRL &7,

B9iE 9 % [Security Gateway], [Cluster] Z7 IO NCAKRUZ—E A ARN=ILLET,

FE4BIC DWW TIE, Check Point Support Center ® "New VPN features in R77.10, EWSRE%Z2S
BLTLSEEL,

TCPMSS 25> 7% B8%IZT3ICIE

TCPMSS V227 TCP NTY ROJBREI XY MY A X NEKULTNTY ML ERRE
x5

1.

2.

ROTFTALIRMIICBEHLET, C:\Program Files (x86)\CheckPoint
\SmartConsole\R77.10\PROGRAM\

GuiDBEdit.exe 7 7 4 )L %2317 L T Check Point Database Tool ZB& £,
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3. [Table]. [Global Properties], [properties] M JEIZERL £T,
4. fw_clamp_tcp_mss T, [Edit] ZBIRLET, {EZ true ICEEL, [OK] ZBIRLFT,

RORILDAT—RAZHETBICE

IFAN—RE—ROOYVRZAVY=IASKOIANY RZRITLT, MR OREZHE

M CEXRTY,

vpn tunnelutil

RARENEFAT> 32T, IKE BENITZ#R

2] ZBIRLE T,

AT BRI [1] &, IPsec BE T ZRIET B IC(E

F /=, Check Point Smart Tracker Log ZEAL T, BHEAONT Y RAFBES{tEhTWB L ZE
BRIETEFRT, tEA@FXROOTE, VPCADONTY MR XL 1 BEHTEESE N, BELE

hTt\WaceZzRrLET,
Product =1 Security
GatewayManagament
Date ANov2015
Time o420
Number 21254
Type B Log
Origin Ccpow-997605
Source B Management_PC
(192.168.1.116)
Destination B 10281328
Sarvice B
Protocol MR jiemp
Interface [= atho
Source Port -
Policy Name Standard
Policy Date Tue Mov 03 11;33:45 2015

Policy Management cpgw-907695

Action
Rule

<) Encrypt
4

Current Rule Number 4-Standard

Rule Name
User

Rule LD

Community
Encryption Scheme
Data Encryption

Methods

VPN Peer Gateway

VPN Fealure
Product Family

{0AA18012-FF FE-4620-BOCE-
J080EGSBCFO4}

AWS_VPN_Star

[&ElIKE

ESP. AES-128 + SHA1 « PFS
(group 2)
AWS_VPC_Tunnel_1

(54,84 160,108)

O veN

VPN
4] Metwork

sendce_id: icmp-proto
ICMP: Echo Requesi
ICHMP Type. 8

ICMP Code: 0
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SonicWALL

SonicOS BB A VR —T7 I A4 A%ZMEMAL T SonicWALL /N1 AERETEET, NORILDEE
ERZOFMICOVWTR, "BHIL—TFTA 2901 H—A2VE—TI4AFIE, 288BL TL
ZEV,

Z OSonicOS BEA Y A—T7IAAEEALT., F/NA{ADBGP #RETHEQTEEY
ho RDVIC, BEZ7AILBIO BGPl EWSEIS IO TEHBIAXY K54 > FIREEH
LY.

Cisco T/ 1 ADIEINE#H

—ED Cisco ASA TR T IVT A TIAZYNAE—ROINHYR—RENRTWVWET, 5D Cisco
ASA ZERT2HBAR., TIOTA7BRN XL E—EC1HOKAMETEET, RIDO M XY
FARAICE > EBEE. MDA ZNA KNI TIOTATICRBYET, CORRILTR, &
CVWTFIhADRRILZEHL TVPC ANDERZRIETIHEN HVYET,

IN—=232 971 L&D CiscoASA k., POT AT IPOTFATE—REYR—NLET, Ch5D
Cisco ASA £EAT2HBAKR., AHORNVRLERBICTIT AT ICTBENTEET, COR
BETR. BCLOUThADOR YR ERAL T VPC \DERERETIBEN BV ET,

Cisco /N1 ADBER., ROEXREITSBENBYVET,

s ABAR—TIAAZHRELET,
« Crypto ISAKMP Policy Sequence D¥EN —ETHD L ZHRLE T,
« Crypto List Policy Sequence D¥EN —EBETHD & 2HFAELE T,

« Crypto IPsec Transform Set & & T* Crypto ISAKMP Policy Sequence &, 7/\4 RAIZERESE iz fik
DINTD IPsec RV RIIDEEUNBREATVDIZEZHIELET,

s SLAEZRVVIUVBESN —BETHB L 2HFELERY,
« NAZI—=T—KRIDIATFNAAREOA—ANRY ND—DEDETRZ 7 1Y J%BHTREIL—

TATEINXNTERELET,
Juniper 7/N 4 A DB INEH

XOIEIE. Juniperd D —AB LY SRXHARAEII—T—KRIVIATFNAADRET 714 ILOAIC
BRAENET,

Cisco 7/V 1 AD BB R 89
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s NEA 2 R—T I A AW ge-0/0/0.0 EFRENE T,

s RRIWVAVEA—TIAAIDE st0.1 BXT st0.2 EBFENET,

s YTV IAVE—TIAADEFIVFTAV—2VEBRECRELET BREBBRTRET 74
NY—>® 'untrust' ZFEHLE ),

s UEA U R—TIAAOEFIVT 4V —22BRIIEBELRT REBBTRET7AILNY—2
D 'trust' ZFEALET),

TABM

Site-to-Site VPN #ZHND T A N DFEMIZ DWW TIE, TSite-to-Site VPN #E#: 2 T AN T2, 25 BL
TLEEL,

Windows Server D HAZRN—T—KRIDIAF/NA AELTORE

Windows Server 2217925 H—/\—% VPC DHAZI—T—KRIJIAFNA AELTERETEE

¥, Windows Server # VPC AM EC2 1V ARXR 2V ATEAILTVWA A MBOH—/N—TETLTWV
DAICEADST., xo7O0AZFERALET, KXOFJEE. Windows Server 2012 R2 LA ICEBAE
nExd,

AE

« Windows 4 > AR ADRE

e ATY7 1. VPN £ ZERKL. VPC ZEXET D

« ATV 2 VPNEROREI7ANZEZFZ I O0-—RID
« AT Y 7 3: Windows Server Z5%E 9 %

« ATY7 4. VPN N ZRILZRETD

s ATV 5. FLELTVWABY—RMIJI/OREEBMICTS
s ATV 7 6: VPN EfiiZTAKNT D

Windows € > AR > ADEEIE

Windows AMI A S#2E L = EC2 4 2> A& > AT Windows Server 258 E 2548k, XOF|IEEE
TLET,

s A VARV ANKEET/EEAFIVIEZEMCLET,

F AR %
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1. Amazon EC2 12V — )L (https://console.aws.amazon.com/ec2/) ZFEE £ ¥,

2. Windows Server 4 > A X > A%Z1#IR L T, [Actions]. [Networking], [Change source/
destination check] £iZIR L £9, [Stop] Zi&IRL TH S, [Save] ZBIRL £,

s DA ARV ADNSESRNT T AV IBEIN—TFT AT TEDLDIC, FTRATRAORELZEFHLET,
1. Windows 4 VAR AICELHELET, FHMAICOVTIEE, "Windows 41 VAR AND#EL, &
SRLTLSEETY,
2. A AO—INFIL] ZBE, [TFNAAIZF—Dr— ] Z2BBHLET,
B [RYKND—IOTFTHTR—] /—REBHALET,
4. XY RD—=DTFRATR (A VAR AZATIZIHEU T, Amazon Elastic XY RO —9 TR TR E
7= Intel 82599 {RAEBI%R) &R L. [Action]. [ Properties] ®IEIZIRIRL £7,
5. [F¥#IEXE] X 7 T. [IPv4 Checksum Offload], [TCP Checksum Offload (IPv4)], & & T [UDP
Checksum Offload (IPv4)] & 7' O/NT 1 ZEMIZL., [OK] ZBIRL E T,
« Elastic P 7PRLAZTHIV NCEIWHTT, 1 VAZVAICBEERTET, FHEHICOVTE,
MElastic IP 7 RLADRE) ZZRLTLKEEVY, COTRLAGFEEZEHTHEXT, VPC T
NDABRY—T—RNIIAZERTDEEICHEICRYET,

s AVARVAOEFIAVFATIN=TDIL—=ILTTINNIRD IPsec NZT 1Y ONFAE
NTVWBRZEEERLES, 72 RTRE, EF21UFTATIN—T&, IXTOFTIRNTIUR
NST74v0RFILES, £EEL, EXF2VFTATIL—=TOT7IRNTY RIL=IHTOREDL
SEEENATWBEEE, IPsec NZT7AYIRICTIORNND ROADAZRALAZONIILIL—I (IP
Z’OKR3J)L 50, IP 77O RJL 51, UDP 500) #ERT B2 HEN HY) T,

Windows 1 Y ARV AN BRBENTVWEZRY hJ—2 ) CIDR #H (172.31.0.0/16 5 &) £ &
BHET,

AT Y7 1: VPN ##i24EL L. VPC Z2RET S
VPC #'5 VPN BBEERT 2. ROFIEERFTLET,

1. RETSAR—KNF—KRDIT A/ ZERL., VPCIZTEYFLET, FHAICOVWTRK., TRETS
ANR—=RKT—RNIDITADERL ZSRBLTSEEZL,

2. VPN R EFHLWAHARRN -SRIV IA2ERLET, DAEZIN—T—KRTVIADH
4. Windows Server /N7 DY U IP 7 RLAZBELET. VPN EHDESE. B#H
N—TFT 12T %BRL. Windows Server AFFLEE N TWVWB XY NTJ—U 0 CIDR &H (fi:

172.31.0.0/16) ZAHLET, FHICOVWTR., "TATY 7 5 VPN EHZzERTS. 28R
LTLEEL,

AT Y7 1: VPN 5 EERL, VPC ZRET D 91


https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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VPN 52 ER L 15, VPN EHEZN L EBEZBMICTBLSICVPC ZRELE T,

VPC ZERET D Ik

« Windows Server EBET2 AV ARZVAZRETDLEODTTAR— T XY N% VPC TH
MUET (T, BWEE), HMICOVWTE, "VPCTHT XY NZ2HERTD, 25RBLTLKE
=L\,

@® Note
TTAR—KNGTRY NG, A V2—FXYKNTF—RNITIANDI—KFBEVHTZYRNT
To cOHTZYRDIL—FTA4TIZD2\VTR. ROEBTHBELET,

« VPN EHDIL—RT—TILZEFLET,

s RETSAR—RKNTF—RNTIA(Z2Z—5Y NIIEEL. Windows Server D&Y kJ—% (CIDR
g Z2HREICEELT, 7ZAR—MFTZYRNOIL—FT—TIINICI—KZEMLET,
FMEICOVWTE., "Amazon VPC 1—H—HA R, O "IL—rT=T7IADII—KDEMEH]
By ESELTEE,

c RETZAR—KNT—RIIADIL—MEEZBEMCLET, FHICOVTR, TUREZTZA
RN=KT—=RIIA)I—brT—TILTI—rEEEENCTE ZSRLTEEL,

« VPC XY RD—VBOBEEZHTTSR, A VARVAOEFIVT AT —T2ERLET,

« KYRNDT—=IOHSDAV/INTRRDP £ SSHT7 IV EAZHAT2IIL—ILEZBMLET,
chUZRY, RYRND—IDSVPC DA VARV AILERTEERT, L&A, RYND—D
OAVEI—ZNVPCAHAD Linux 1 VARV AICT OEATESRDESICTSHICIE, SSHARA
T704NI RIL=ILZEKL, V—AZZXY ND—20 CIDR &H (fl: 172.31.0.0/16)
ICERELET., I OVWTIE., Amazon VPC 1—H'—HA R®D "VPC OEF21)F 14T )L—
71 EBBLTILKEEV,

c KYRKND—IONSDANTVRICMP 77 EAZFATRIL—ILZEMLET, ChiZk
V). Windows Server /'S5 VPC AN A 2 AR AAND ping ZXR1TL T, VPN EiZTARNTE
£7,

ATY T 22VPNE#ELEORET7 74N 2D O0—RT3

Amazon VPC >V —)L&EAL T, VPN ##H D Windows Server sB8E7 7 M) ZA D> O—R
TEXT,

A7 V7 2. VPN BRORE/ 7 A LEH 70— K95 %


https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
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REZ7ANEXIO0—-RTBICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,

2. FTES—2 32 ~RA 2T, [Site-to-Site VPN Connections (Site-to-Site VPN $##t)] Zi&IR L £
ED

3. VPNHEHEZEBRLTAHS, RENVATIVO—R] ZBRLET,

4, RURA—& LT [Microsoftl, 772 Y N7 #—LAL& LT [Windows Server], Y7 RhJIF7&ELT
[2012R2] ZBIRLFT, [XVO—R] ZBRLET, 774N ZHE<HIRETEEXT,

RETZ7ANICE, ROBOESBEHROEIZAVHIEENRTVET, COBRIE. R E
1 EFD2ERTENET,

vgw-1a2b3c4d Tunnell

Local Tunnel Endpoint: 203.0.113.1

Remote Tunnel Endpoint: 203.83.222.237

Endpoint 1: [Your_Static_Route_IP_Prefix]
Endpoint 2: [Your_VPC_CIDR_Block]

Preshared key: xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

Local Tunnel Endpoint

VPN B#HDERBEICHAZIN—T— NI I/ AICEELEZIPT7 RLATT,

Remote Tunnel Endpoint

B0 AWS il T VPN R 2R T ITBRETSAR—KNTF—KRIIAD2D2DIP7RLAOV
Fhh,

Endpoint 1

VPN ##5iZ2ERL L EICBNIIL—RNELTEELEIPIL 74 Y OATY, VPN EZnaEH
LTVPCIZCT7OVEARATRHEZFHFAShE, RYND—TUDIPF7RLATY,

Endpoint 2

RETSAR—=KNT—=RIDIAICTRYFEniZVPC O IP 7 RL A& (CIDR 7O 27) (4l
10.0.0.0/16) T¥,

A7 V7 2. VPN BRORE/ 7 A LEH 70— K95 %
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Preshared key

Local Tunnel Endpoint & Remote Tunnel Endpoint & MM T IPsec VPN E4 &N
PEHICERAENIEBEIREF—TT,

MAEDKZRILZ VPN ERO—HELTRETDIEZHHOLET, 2RI, VPN E#HD
Amazon flICHZ@EBIDO VPN A2 ML —RICEHLET. —EIC1 2O RILLHIBELE
BAN., BHIORRIAHFE D FRE, 2BBORN D RILBBBNICEIEAET, TRN R
EEATRIE, TNAABENREL LSS TERENETAMIBRENET T, —EICEATES
RZILEAIDETTHDH, TOADORRILAFLELIEZCEADN VPC OV Y —ILICRREH
XTo CcRIFTFHEATLVIEEFEDLYD, BEEIREZTOILEGHYEEA,

20D RINERETDE, ATTNAABEEN REL £HBS AWS, VPN #E 2 LRICR
HTSAR—RNTF—RNIIADO2FBON ZRIILNICEEBNIC 7 TANA—-—N—LET, HAXI—
T—=—RIIATFNAAEZRETRDEZER, MAON R EZRETHDCENEETT,

® Note
. BRTZAR—RNT—NIVIATEHMNGEX T A%BE AWS RITLET., 20
AVTFVAILKY, VPNER D2 2O R RILDS5 1 DNERBEMNCEDEND
WET. COAYTFTAORTH. VPN ERFEBNIC2EBBOR RLICTIAILA—
N—=LZFT,

Internet Key Exchange (IKE) & & T¥ IPsec Security Associations (SA) C D2 W T OEMERAS, X
YO—RUEREZ7AIILICEBRENTVET,

MainModeSecMethods: DHGroup2-AES128-SHA1

MainModeKeyLifetime: 480min, @sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SA AOES{tBELORIAEDTIIVAXALTT, chsik, VPN EGAOHRERE
& . Windows Server IPsec VPN #&HRHOTF 7 # )L NERETT,

A7 V7 2. VPN BRORE/ 7 A LEH 70— K95 o
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MainModeKeyLifetime

IKE SA ¥F— O BB TT, nid VPN EHZAOHERETH ). Windows Server IPsec
VPN #EHERDOT 7 A ) RNERET,

QuickModeSecMethods

IPsec SA HOBESALB RTRIAOTILIVAXALTT, sk, VPN EFfEHAOHRERE
& . Windows Server IPsec VPN #&HODTF 7 # )L NERETT,

QuickModePFS

IPsec ¥ < 32 ICIF N AZ—F— PFS (Perfect Forward Secrecy) ZER T2 & ZHRL &
EE

AT Y 7 3: Windows Server 232 E 9 %

VPN R X)L ZRET DI, Windows Server TIL—T A JEVE—RNTIOEAY—EREZA>
AN=ILUTERETDHLENHYET, chicky), VE—RI—F—IBEEOXRYND—TLD
Y —RAICTOEBATEDLRDSICBYET,

NWN—=—TFTAITBROVE—RNTIOEAY—EARAZA AN =ILTBICIE

1. Windows Server (COJ A LE T,
2. [Star) XZ1—ICBEIL. [Server Manager] Z3&IRL £,
3. LW—"TFTAVIBLPVE—RNTIEAY—ERZAAN—ILET,

a. [Manage]X_—1—7'5. [Add Roles and Features] Zi&RL £ 9,

b. [Before You Begin)| R— T, ¥—N—NBIRFZHZE L TVWD & ZHEFEL. [Next] Z
ERLET,

c. [Role-based or feature-based installation] ZiZR L, &XIZ [Next] ZiBIRL £,

d. [Select a server from the server pool] ZER L . Windows Server &R L T [Next] Zi#iR
LEXrT,

e. 1)ANT [Network Policy and Access Services] ZIBRL E T, RRENBDFAT7OTKRY
2 AT, [Add Features] ZiIRL T OO—JLICHERKMEEEZERLET,

f. AUVARNT, [UE—KNTIER] [AN]DIEIZERLET,
[Select features] (HEE %= EIR) R— T, [Next] (AN) ZiBIRLE T,
[Network Policy and Access Services] XK—< T, [Next] ZZIRL £,
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i. [Remote Access] R—> T, [Next] ZZERLET, XOXR—TT, DirectAccess & VPN
(RAS) ZBIRLET, RRENB A A FTAOJKRY U AT, [Add Features] ZEIRL T
ODO—IY—EARACHKEZHEEZHEELET, @UJANT, [Routing] ZFIRL ., KRIZ
[Next] ZZ#IRLET,

j. [Web Server Role (IIS)] R—Z T, [Next] ZiBIRLET, 77 MOBIROEERL T,
[Next] Z:BIRL£7,

k. [nstall] (41 >>AR=)) ZBRLET, 1 AR—IHFTTLES, [Close] ZFEIRLET,

WN=—TFA2ITBROVE—RNT7 I EAY—N—ZRELTAMCTSICE

1. A9 1K—KT. [Notifications] (757 DT A T>) 2BRLET. FTOAROBEEST
TRLEODRAINBEICEDIFEN HY) FT, [Open the Getting Started Wizard] 1) > U % &
RLULET,

2. [Deploy VPN only] ZiZRL £,

3. [Routing and Remote Access] ¥4 7OJRY VAT, H—N—FZBRLET, 51 [TV
23] &i&IR L T [Configure and Enable Routing and Remote Access (Routing and Remote
Access DERE L BIL) ZBIRLET,

[Routing and Remote Access Server Setup Wizard] D& D R— T, [Next] ZBIRULET,
B R—D T, [WAZLBK]. (RN DIEICERLET,
[LAN L—=F 12 J], [RAN]. [RT]OIEICERLET,

[Routing and Remote Access] XA 7OATRY JAICXY E—I A RRE NS, [Start service]
ZERLET,

N o g &

ATY 7 4VPN RV RINEBRETD

AI9O—RULERE77Z7AINICEENTVS netsh AU NZ2ET95H. Windows Server M
A—YH—AR—TIAAZERAL T, VPN N RILEZRETEET,

/A Important

IPsec Y2 AVICERNAR—F—ORLBIHWEM (PFS) ZFEATH L Z2HEHL
FT, netsh AVUTRNERITTBEEEE. PFS() ZAMCTBANTX—INEENTE

9 gmpfs=dhgroup2, Windows D 1—H'—4A 2 2—7 T4 AZFEALTPFS ZHB%ICTS
CERTEERA, ONVRZAVZFERALTEMITAIXEN BV ET,
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F7>ay
e A>3 1:netsh AV N&EETTS
« 73> 2: Windows Server 1—H'—A X —7 I A A%ZFERTS

F77>31inetsh AU NE2ETTS

AIOVO—RULEREZ7AILAS netsh AV U7 h2IE—L, EREEEHAETRT. ATUT b
OBIERIZRLUET,

netsh advfirewall consec add rule Name="vgw-la2b3c4d Tunnel 1" A

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server_Private_IP_address "
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix »
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearOut ~
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb *
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

[Name]: #3B& h /=B 8 (vgw-1a2b3c4d Tunnel 1)) ZiBIRU -BHTEBEBRADENTESE
9,

LocalTunnel L RIRA > N : XY NDJ—%2 £ ® Windows Server D75 A RX—KIPF7RLAZASD
LE9,

[Endpoint1]: Windows Server A"ZE32 %Y NDJ—2®O CIDR70OvY Y (& x
&, 172.31.0.0/16) T9, CDEZ_E5I AR (") THKET,

[Endpoint2]: VPC £z lF VPC OH 7 XY RO CIDR7AOY Y (L&A, 10.0.0.0/16) TY, <
DEZ —E5I AR (") TEH&FT,

FFHLLERDVUT & Windows Server D AN ROV TRV A 2 RITEITLET, (P 2FERAT
&, OAXRVRATHYERLTFARNOEIYERY EBEYRFIATEFT), <O VPN #ZEHIC 2 FH
D VPN RZRIILEBRETDICRK. REZ77ANICHZ 2FEB D netsh AV V7 M a2FALTZOY
AtAZ&VIELET,

EENFERTLES, "Windows 77 AT 74— )LZ2RETD ) 2ZRLTLEZL,

netsh /NS X—Z OFMIZ DWW TIE, Microsoft TechNet Library @ "Netsh AdvFirewall Consec 1Y
VR EZRLTLSEZW,
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#A7°> 3> 2: Windows Server 1—H'—A 2 —7 14 AFEHT

Windows Server 1—H'—A X —T7 I A AZFERALTVPN RO RIILERETDEETEET,

/A Important

Windows Server 1—H'—4 > X—7 I 4 AZFEAL TYAX—F— PFS (Perfect Forward
Secrecy) ZEMICT R LFTEERLA, PFSEZAMICTSICIE. "YAX—F—PFS
(Perfect Forward Secrecy) ZEBMICT 21 THHETATVAKRSIC, AN RTAVEFED
PBENFHYVET,

BARYD

« VPN R ZIAOEFIUTAIIN—IILZRETS

c RRINDBEZHRTD

« Y AX—F— PFS (Perfect Forward Secrecy) ZHMIC T3
* Windows 77 AT VA=) %Z{RETS

VPN RZILAOEFIVTAIN—IZRETS

cOtEo<a> Tk, Windows Server DtEF 1) 74 )Ll—)LZRELTVPN N XILEZERLE
9,

VPN R ZRILADEFIVTAIIN—ILZRETDICE

1. Server Manager Zf & . [Tools] Z#EIRL . [Windows Defender Firewall with Advanced
Security] ZZEIRL £,

2. [Connection Security Rules] ZiZR L, [Action] Zi#IRL T [New Rule] Zi&IRL £7,

3. [New Connection Security Rule] 7 4 #'— R ® [Rule Type] K—< T, [Tunnel] ZiER L. [Next]
ZERLET,

4. [Tunnel Type] R—< M [What type of tunnel would you like to create] T, [Custom
Configuration] ZiEiR L £9, [Would you like to exempt IPsec-protected connections from
this tunnel] T, 77 #JL MEZIEIRL 1=FF ([No. Send all network traffic that matches this
connection security rule through the tunnel]) I L T, [Next] Zi#RL £,

5. TEf I R=IT, "AONVVREROFRAZERTS, ZBRLET, 7IRNTD RER
DRVFRILEZBUBTIC, RN ZBIRLET,
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6. [Tunnel Endpoints (k>R I RRA > M) R—Z O [Which computers are in Endpoint 1
(Endpoint 1 @1 E1—2)] T, [Add (&) ZBIRLET, XY NT—72 (Windows Server 77
AZI—=T—RNIIATFNAADEERICHD) O CIDR & (172.31.0.0/16 &) ZAHL,
[OK] ZBIRLET, CcOERICENDAZN—T—RNITATFNAADIPFTRLAZEDHD L
NFTEEXRT,

7. [What is the local tunnel endpoint (closest to computer in Endpoint 1)] T, [Edit] Zi&RL £,
[IPv4 address] 7 4 —J)L RIZ Windows Server D 7S A RX—KNIP 7 RLAZAHBL, [OK] &i&
RLUFET,

8. [What is the remote tunnel endpoint (closest to computers in Endpoint 2)] T, [Edit] Zi&RL &
T, [IPv4 address] 71 =)L RIC, BRET77AINICHBD R FRIL 1 ORETSA K=K =K
JIALADIPT7RLA("Remote Tunnel Endpoint, #5H) Z AHL. [OK] ZiBIRL £
9o

/A Important

RZIL2IEHLTCOFIEZRYBRIBERE. PURIL2OIY RRA MERRL
TLEE L,

9. [Which computers are in Endpoint 2] T, [Add] Zi#IRL £9, [This IP address or subnet field]
IZVPC O CIDR7AOYV%ZAHNLT, [OK ZEIRLET,

/A Important
[Which computers are in Endpoint 2] A R RENDETHATOTRY VXAZ2Ao0-)
LET. CORTYTHETITBDET, [Next] ZBRLBVWT LV, H—/N—(T#
MTELBLLBZYET,
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i New Connection Security Rule Wizard [
Tunnel Endpoints

Specify the endpoirds for the IPsec tunnel defined by this rue

Sieps: Which computers are in Endpoint 17 A
& Fue Type 172310018 Add...

p Turnel Type

& Reguirements

@ Turnel Endpoints

& Authenticaton Metho

wihertication Methed ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile
IFv4 address: |1?:.r.3' 1336 Edit._
@ Name

|PvE address: |

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewall with Advanced Security Properies.

What is the remote tunnel endpoint (closest to computers

in Endpaint 2)?
IPvd address: 54240204 89 ' Edt...

|PvE address |

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

10. BELEIXNTORENELVWC E &L, [RN] ZEIRLE T,
1. [RREEAE] R—2 T, [FHMERE]. [DAZNAX] OJEISERLET,
12. [First authentication methods] T, [Add] Z3&IRL £ 7,

13. [Preshared key (BaIHEF—) ZBRL., BET77AMINICHZDEGHEF—DEZADL T,
[OK] ZZEIRL F T,

/A Important
RRIL2IEHULTCOFIEZRYRETHEEGRE. MR 2OEHABFF—2ERLT
<EEL,

14. [First authentication is optional] AMEBIREh TV W & 2B L. [OK] ZEIRLFT,
15. [RN\]1 &2V YOLZEY,
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16. [F7OA77ANIR=DT, [RXAU) [TTFAR=K] INTVYIID3D2OFITYIRY IR
BINXNTHANICLUET, (N1 20UV OLZET,

17. [Name] R—> T, #EHIIL—ILOEZH (VPN to Tunnel 1A E)ZEADL, [ET] ZBRLE
ER

FROFIEZZEIEL, RETT7ANCHD I RIL2O0F—2ZEELET,

TTTHE. VPNERIZ2 DO RILFBEENET,

N> IV DR E & HERR

R ZRIDREZERTDICE

1. Server Manager ZB& . [Tools] ZER L T, [Windows Firewall with Advanced Security] & 1R

L £ 9, XIZ [Connection Security Rules] Zi#RL £,
2. MADKRRIICODVTRODEBEEERLET,

* [Enabled] & Yes.,
« [Endpoint1] &%y NTJ—2 0O CIDR70OY Y TY,
« [Endpoint 2] I& VPC ® CIDR 7OY U T¥,
e BEEE— R (& Require inbound and clear outbound TF
+ [Authentication method] (& Custom,
 [Endpoint 1 port] I& Any.,
* [Endpoint 2 port] & Any.
* [Protocol] & Any.
3. BRI —I)L%&IRL., [Properties] ZiZIRL £,

4. [Authentication (F3EE)] X 7 @ [Method (J573%)] T. [Customize (BARAERIARX)] Z&RLET,
[First authentication methods (&1 M &2 nEJ'J"/:E)] 2. BRE77ANICHBD N RILOEL VER
HEXF—HFEETIATVER I ZREL, [OK] &2 ?Rbﬁ@“o

5. [Advanced] # 7 T, [Domain]. [Private], & & [Public] ¥ IXTEIRENhTVWBZ EEZBEEL
-

6. [IPsec tunneling] ® [Customize] ZEIRL £F, IPsec RRUITHFRODELSICREE N TV
BLEHRELUTOK ZRBIRLET, BE[OK] ZEBRLTEA7ORY VRZFALUET,

« [Use IPsec tunneling] A iBIR&E TV 3,
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« [Local tunnel endpoint (closest to Endpoint 1)] I, Windows Server ® IP 7 RL AN ZEE 1
TV, DARI—P—RIVIATFNAANEC2CA VARV ATHDEE, chiEFA1V AR
VADTZANR—=KNIPTRLATT,

« [Remote tunnel endpoint (closest to Endpoint 2)] I, O R FRILDERE TS A R—KTF—K
JIAMDIPT7RLANFBZREEN TV,

7. 2BBORRILOTONTAZHEET, CORVRIIIRULTATY T A4DS5 7 £TEH
WIRLE T,

N AR —F— PFS (Perfect Forward Secrecy) ZBICT 3

N AR —F— PFS (Perfect Forward Secrecy) ZBXMICTDICEIN RSA 2V ZFERATEXT,
I Y-V R—TIA AEBEALTCOMEEENTHo LB TE R A,

Y AR —F— PFS (Perfect Forward Secrecy) ZB%IC T3 (&

1. Windows Server T, fTLWINX > ROV RNIJA4 2 ROZBHEET,
2. XOOAXRVRZANDLET, rule_name EHZRADEFEHEIL—ILICEEL BBICEETRAET,

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. 2BEHDKIURINCATY T 2% BVELET, SEE rule_name Z 2 HFE OEHKIL—ILIC
BELULEBAIICEEBRAET,

Windows 77 A7 04— )L Z&ET D

H—N—0OEF1VFA4I)—IIZRELLEE, RETSAR—RKNTF—RNIIAEEFHTRHLDICER
7% IPsec BREZITVWE T,

Windows 77 A7 04— )L ZRETDICIE

1. Server Manager ZB &, [Tools] Zi&R L T [Windows Defender Firewall with Advanced
Security] Zi2IRL £, XIZ [Properties] ZZRL £ 9,

2. [IPsec Settings] X7 ® [IPsec exemptions] T. [Exempt ICMP from IPsec] & [No (default)] (2
BO2TWVWBE&ZBELE T, [IPsec tunnel authorization] A" [None] TH 2 & #BEL £ T,

3. [IPsec defaults] ® [Customize] ZiEIRL £ T,
4. [Key exchange (Main Mode)] ® [Advanced] Zi#iR L, [Customize] ZiEIRL £,
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5. [Customize Advanced Key Exchange Settings (F —X O FHFRE D HAZ N 1 X)] O [Security
Method (EF 21 UT A XYY R T, BHIOIRNJVICXROTF7 ) MENERAEhTWVWE L
ZWFELET,
- E5M: SHA
- BE51t: AES-CBC 128
—X 7 )L 1) X A: Diffie-Hellman Group 2
* [Key lifetimes] T, [Minutes] /" 480 T [Sessions] /" 0 THh3 & ZHRLET,

REF, BEZ7AILOROIMIICHBLET,

chso

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. [Key exchange options] ® [Use Diffie-Hellman for enhanced security] Zi2R L, [OK] Zi&RL
79,
7. [Data protection (Quick Mode)] @ [Advanced] Zi®iR L, [Customize] ZiZIRL £,

8. [Require encryption for all connection security rules that use these settings] ZiERL £ 7,
9. [Data integrity and encryption ] XD XS IZFT7 A ) MEDERICLET,

- ZOK3JL:ESP

- BS54 SHA-1

- BES1L: AES-CBC 128

- B2HAR: 60 &

CNSDERREZ7TAILOUTOI MNIICRISLET,

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. [OK] Z3iZIRL T [IPsec DRENHARXIA X ZATOATRY 2 AIZRY ., BE[OK] %8R
THREZRELET,
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ATV 5 FLELTVWAY—RNUVI /M OBREZBRICTS

R, T—=RIVIANFERATEBRL B 2LES5KRETADELIICTCP ZRELET, TN, LA
N 1) — HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters ZZEL £ 7,
COARATY TR, Ch&VYFAIOEIZIVEZETLTIASEFTLTILKEZY, LPANIF—DOEE
B, U—-N—ZBEBIDILENHBVET,

FLELTVWRY— NI I/ 2BETSICE

1. Windows Server 51X > R7’O 7 NEfzI& PowerShell Y 23> &#EE L. regedit & A
ALTLPZANVIF1 2 Z2R2BLET,

2. HKEY_LOCAL_MACHINE ZRB L., SYSTEM ZREBIL . CurrentControlSet % &R
L. Services Z &R L. Tcpip Z&FML . Parameters ZREAL £3,

3. [Edi] X= 21— [New] %#583R L. [DWORD (32-bit) Value] %8R L £ 7,
4. EnableDeadGWDetect £ VS BHIZ AN L F T,

5. EnableDeadGWDetect ZiZRL . k. L& ZFERLE T,

6. [Valuedata] IZ "1, &ABL. [OK] ZZEIRLET,

7. LZANVIF14 22K TL, Y—N—ZBEBLET,

SEMIZ DV TIE. Microsoft Library ®EnableDeadGWDetect; 8B L T &L\, TechNet
ATY 7 6: VPN EHRZTARNTS

VPN BN EEICEEL TVWAETARNTRICEK, 1 ARXAZ VPCATEHL, 12—
IYBNMIERENTVEVZLEZRRBELET, 1V AXAZREL 2%, Windows Server 57
FAR—RKNIP7RLAICFML T ping ZERITLET, VPN RO XRILEF, DAEY—T—KDIATF
NAADSRNTZ T AV INERENDEEICHABENET, LA DT, ping IN > RE VPN it
ZRABLET,

VPN ##HE2TARNTBATYFIZDOVWTIE., TSite-to-Site VPN 42T ANT 2, 28RBLTLE
=L

ping I RFAKL -BE, ROBERERBLET.

« VPCHDA VARV ALK U TICMP AEFREND K5I, EFa1UFTA4TIN—=T0I)L—ILH
BREETNTWVWA LR LET, Windows Server ¥ EC2 A VARV ATHDEARK. £F2
DFATIN—=TDFIRNNTIRIL=ILTIPsec RZ T4V INFTENTVWBDEEBRELE
T, FMICOVTEE, "Windows 1 AR ADHRE) Z2FRL T EEL,
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s ping RDA VARV ADARL—FT A VT ATLN ICMP ICRETBELSICREENTVS
CEEBFELET, Amazon Linux AMI OWI hhZFERTH 28O LET,

s ping RO A AR AN Windows 1 VARV ATHIHEE. TOA AR AILEL
L. Windows 77 A4 70 A—=)LTA>/)\J> RICMPv4 ZB%ICLET,

e VPCEERYTZYRNDIL—RNTF—TIIHNELLKBEETNTVBREEZERELET, FHICOV
Tk, "TATY 7 1: VPN #&2ERL, VPC ZRETH ) ZSRBL TS EEL,

s AARN—YT—RNIDIATFNAANEC2A VARV ATHDEBEEEF. 1 VAR AICKH U TEE
AR FIY IONEBIICHE >TVWBREZHALET, FHMAICOVTIE, "Windows 41 A&
VANERE, BSRBRLTLSEETL,

Amazon VPC 11>V —)JL® [VPN Connections] R—> T, AL TV VPN EHGEEZBIRLET, 1
EZEBEORN U RINEEBRETT, 2BFEBORNXRILE, RIORN RN ELETIETHEATIELE
AN, BEFHVETY, BEILENERNRILEBITDDICHEIANDEN HYET,

NAZI—=T—RNIDIAFNAAORNZ TN 1—FT127T

ROREY O, DARI—=T—KRIIATFNAADELROBEONS TN 1—FT12TJICRIUS
x9,

—mNBETARNOHAIZ DV TR, (Site-to-Site VPN iz T AR T2, Z2FRL T EZ L,

cOtEOa>oREY JEAICE, AWS Site-to-Site VPN OJ ZFEAT D &, VPN EHRORBED
RTINS 1—FT AV IRERIIRADBEN B ET,

NEY D

s R—H—45—KNDIAZ7O0RDLEFERIZDEEOERONT TN 2 —FT142Y

c R=F—4—KJTAZ7ORINEFEALEVERONS L1 —F12T

+ CiscO ASA HARABX—S—KNDVIAFNAROERONZ TN 1 —FT142Y

+ Ciscol0S HARIY—S—KNDIATFNARQOEEO T IIINa—FT142Y

s A= —— D470 JILEREZFERALAEWV Cisco I0OS HARY—T—KDIATNARA
NDRZTINZa—F120

* Juniper JunOS ARZXY—S—KDVIAFNAROEHRONZ TN 1 —F142T

+ Juniper Screen0S WAZN =S —KRIVIATFNAARAQERONS TN 21 —FT127

« Yamaha O AZI—T—RVIAFNAAOERORZ TN 2 —F12Y
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EBmyY—A

« Amazon VPC 7 #—35 A

« Amazon VPC A®M VPN R RI)LIEHGORBREZ RS TN 1 —TFT 40 F2ICEESThERVNT
FThH?

R—HA——KNJIA7ORINEFERTZIEEOEEONTTIL 21—
T4

RORERE, R—H—5—RII(7OKIJL (BGP) EEATBHAXI—F—RIIAF/\A
AERNSTNSI—F 42535, —BOEFIEERLTVET, £, F/NAADF/NY THEEE

BMCTREZ2BBHOLET, FHMICODVWTE, =R IITATFNA AR A —=ICEVEDET
<EEV,
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IKE IKE Security Association X FET AL ESH ZHRLET,

IKE Security Association (&, IPsec Security Association ZHX 32 = HICFEHAE N
P2F—ORMWUIMSETT,

IKE Security Association A% WBA &k, IKEREZBRELE T, RE7 7 ALK
ThTW3, BE51L, REE. Perfect Forward Secrecy, 8 KRFE—RD/NTX—&
ERETIHLENHYVET,

IKE Security Association A" FE T 25 Ak, "IPsec [CHEKAET,
IPsec IPsec Security Association (SA) ' FET AL ESH ZHRELET,

IPsec SA R RILBETT, DAEN—S—KRIITAFNAARICOT) &BET
L. IPsecSANTITATHESHERRBLET, RET7AILICRENTVS,
BE51{t. FBEL. Perfect Forward Secrecy, S RTE—ROD/NTX—XABEE N T
WBLzBRELET,

IPsec SA A EHE LB VFEE., IPsec SREEEIRLET,
IPsec SA N EHETRHEEEK. "hoXRILL ICERAET,

RN BEOTTATIA=INIIL—LIFEYRNTYTERhTVWREZRRALET (JL—
LOVARNCO2WTR, T4 22—V BNEAAERI—T—KDIATNAABD
J7AT7F#—)\DHREL &ZR). EY RTYTEhTVRHEEEF, RICEXAFT

[o]

RRIERD IPEEIHDHESH ZHBLET,

RORILODZNEFNORIC, BRETFALTEEEQLIP 7 RLANFEERET,
RETZAR—RNT—RNIITAFTRLAR, BGP XA /N—F RLAELTHEAE
hET, NARI—T—RNIIAFNAALS, COT RLAILLKTS ping ZX
TL. PR T4V INELKBESIBLTCESHKENATVRIAESH ZHIBLE
EE

ping "KM L IBERE, FORILAVE—TIAAREZHIEL. ELVWIPTRL
ANBEENTVWR L ZHRBLET,

ping AR L 2B &k, "BGP. ICHEXET,
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BGP BGPET U Ty avHTFTITATHESHEERELET,
ERNRINICOVT, ULTFEEITLET,

* HARI =T —RTDITAFTNA AT, BGP AT —RAN Active izl
Established TH®HAESH WAL ET. BGPETHTITATILBDFE
THIOBDLABDBENFHBYET,

¢« NAZI—T—RNIVITATNAAFBRBTZAR—RNT—RITIA\NDTT*)L
NJL—K (0.0.0.0/0) 27 RNZAAXL TV ZREBLET,

RRILAZOREICEWVWESE, BGP REZHIEL T,

BGP ET7 AU E n=FERF., TL74YIRERTIY, TLT7 1Y IARETR
NEALALT, RYRILHNELLKBEENET,. GHADRNRILAZORETHS
CEEMRBLET,

R—FX—=T—KI7T47OJNZEALBEVERONZ T2 —FT 4

>

ROREFREF, K—F—4—KRII47ORIIL (BGP) EEALBEVHRARZI—F— I I AFN
ARENSTNYI=F 42T FB, —BUBFIEERLTVET, £, F/NAAOF/NY T #8E

ZEMITRELEZBBOLET, FHIC OV, "RV TATFNA ARV E—ICEHVEDE
TLEE L,
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC
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IKE IKE Security Association X FET AL ESH ZHRLET,

IKE Security Association (&, IPsec Security Association ZHX 32 = HICFEHAE N
P2F—ORMWUIMSETT,

IKE Security Association A% WBA &k, IKEREZBRELE T, RE7 7 ALK
ThTW3, BE51L, REE. Perfect Forward Secrecy, 8 KRFE—RD/NTX—&
ERETIHLENHYVET,

IKE Security Association A" FE T 25 Ak, "IPsec [CHEKAET,
IPsec IPsec Security Association (SA) ' FET AL ESH ZHRELET,

IPsec SA R RILBETT, DAEN—S—KRIITAFNAARICOT) &BET
L. IPsecSANTITATHESHERRBLET, RET7AILICRENTVS,
BE51{t. FBEL. Perfect Forward Secrecy, S RTE—ROD/NTX—XABEE N T
WBLzBRELET,

IPsec SA A EHE LB VFEE., IPsec SREEEIRLET,
IPsec SA N EHETRHEEEK. "hoXRILL ICERAET,

RN BEOTTATIA=INIIL—LIFEYRNTYTERhTVWREZRRALET (JL—
LOVARNCO2WTR, T4 22—V BNEAAERI—T—KDIATNAABD
J7AT7F#—)\DHREL &ZR). EY RTYTEhTVRHEEEF, RICEXAFT

[o]

RRIERD IPEEIHDHESH ZHBLET,

RORILODZNEFNORIC, BRETFALTEEEQLIP 7 RLANFEERET,
RETZAR—RNT—RNIITAFTRLAR, BGP XA /N—F RLAELTHEAE
hET, NARI—T—RNIIAFNAALS, COT RLAILLKTS ping ZX
TL. PR T4V INELKBESIBLTCESHKENATVRIAESH ZHIBLE
EE

ping "KM L IBERE, FORILAVE—TIAAREZHIEL. ELVWIPTRL
ANBEENTVWR L ZHRBLET,

ping AARKIN L 2B E k., T#MIL—h. ICEXFT,
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BHL— BFRILECOVWT, UTZETLET,

k
« RYRILTROKRY 7ELTVPCCIDRADENIL—RNFEMEhTWVWEEE

HEELET,

e Amazon VPC OV —/)LTEBHNI—KFEMEATVWD ZZ2HEFEL. KNS
74V IFABRY NT—D LN —TFT 12T FTBELSIRBTZAR—KF—b
JIAICERLET,

RRILAZOREBICBEWVWEERE., TN AREZHBALET,
RRILAWTNEZDRETHD L Z2HBLIES, BTTY,

Cisco ASA HARY——KNIDIAFNAADEHORNTTIN>1—F 4
g
Cisco DHAZI—T—KRIDIAFNAADEZEEZRNSTIN1—F 1200384

ik, IKE. IPsec, L—FT 1T 2ZBLET, chSOEFBEFEQIEFTINZ TN 21 —F1>
JTEEIN. IKEAS (RYRIT—TAEZYIDOTHAS)BALTLICELZEZHEOHLET,

/A Important

—3ED CiscoASA TR T IT A TIAZYINAE—ROZAHR—RERhTVWET, h
50 Cisco ASA 2 T2BEE. TIOTA 7B ZLEZ—EIC1HAOKRIETESE
o RO RIAFARAICE2IZBEICOR, MEDARINA N RILHFT D
TATIBYET, RZVNA BRI, O T77AIILTROIS—2ERKTRDEED
HYERTHN, COIT—RFEHRTEEFT, Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

IKE

LTOOXRY RZEALET. COLARVAR, KEFEULKBEENLEAAEIN—T—KTIA
TNAARZERLTWET,

ciscoasa# show crypto isakmp sa
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Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type . L2L Role : initiator
Rekey . no State : MM_ACTIVE

ROZRIHNTEEENEUE—RNT—RNIJIAD srcfEZEL 1 DULEDITHARRENE

¥, state l& MM_ACTIVE, status l& ACTIVE &RV ET, TORNUAFBWNEES, EEEINY
HFRIOREEICEZ S TVWRIEESE., IKEAELLKBEENATVWAVWCEERLTVET,
ESIENTTNDa—F 120 F3EE. ROOY REERTLTEHEBEREREMHITAZOT XY
Tt—EBRMICLET,

router# term mon
router# debug crypto isakmp

TN TEMCTBICE, ROV REZEALEY,

router# no debug crypto isakmp

IPsec

UTOOXY RZFEALET. COLARVAR, IPsec FELKBEENLEHAARN—T—KTI
1 TNAAZRLTVERT,

ciscoasa# show crypto ipsec sa

interface: outside
Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101

access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/0)
current_peer: integ-ppel

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0
#pkts compressed: 0, #pkts decompressed: 0
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#pkts not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#tsend errors: @, #recv errors: 0

local crypto endpt.: 172.25.50.101, remote crypto endpt.: AWS_ENDPOINT_1

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: 6D9F8D3B
current inbound spi : 48B456A6

inbound esp sas:
spi: Ox48B456A6 (1219778214)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: Ox6D9F8D3B (1839172923)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

BRFRILABE—=T ITALAIZKL T, inbound esp sas & outbound esp sas AFLVFhERXR
TENEFT, cnld, SANFTEN (Bl: spi: 0x48B456A6), IPsec NELLKEREENTVWD L%
BIIRELTVWET,

Cisco ASA TlE, IPsec ik, RREBDRT T4V Y (BEILTIHENHDRNT T 1Y 9) FEE
ENEBEICOKRRENET, IPsec ZEICTITA7ICTBICE., SLAEZX—%Z2RETSC
LEBEBOHLET, SLATZX—F, RREBLBRNST TV U ES|EHREEEFEL., IPsec ZEICT Y
TA7ICLET,

T, RO ping ARV REFALT, RO I—>3a a2BALTLICBEH TS &% IPsec (Ci#
HITBDEETEFET,
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ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128
Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = O@ms, Maximum = @ms, Average = 0ms

ESILRNTTND1—FT42TF256R. ROOXV REFERALTIFNY T ZBMICLET,
router# debug crypto ipsec
TINY T2 BEHCTRHICE. AOON RZFEALET,

router# no debug crypto ipsec

N—F1>27

hYRADES—HOWT ping ERITLET, MEELTLBBAR, IPsec ERYT BBEN )
T, MELTULEVEAR, 7ORAUANERRAL. 50 IPsec Y3 E8RLET,

AVAZDALEETERVEEE, ROBHREBIEL XTI,

1. POERAVARNY, BESEXYTICHERTSAERNS 74 Y D ZHTITRLSICREENTL
P ERALET,

ChZzT3lE, XOONY RZRITLET,

ciscoasa# show run crypto

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name 1 set pfs

crypto map VPN_crypto_map_name 1 set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2
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crypto map VPN_crypto_map_name 1 set transform-set transform-amzn
crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600

2. ROONVRZHERALT, 7TOVRAVANZ2H#RELET,

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. TUVEAVARNNFELWZEZHBRALET, ROTIVEAVANITR, VPCHT XY K
10.0.0.0/16 NDIXTORAFLRNZ 714V JZFALTVWET,

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

4. Cisco ASA 7*/N14 AN S traceroute ZE1TL, Amazon JL—&— (L& X
&, AWS_ENDPOINT_1/AWS_ENDPOINT_2) \I_EET I A ESH ZHEBLEFT,

ZhAH Amazon )L—Z—I(CEBEL =5, Amazon VPC OV — )L TEMU E#ENIL—NE, 45
ENDAVAZRADEF1)TA4T)N—T7%28RE LET,
5, E8ICNTTIN2a—TF14200F2EE . REEHERELET,

Cisco I0S HARN =T — R IIATFNAAQOEEONT T 1—T 4

>

Cisco DHAZI =4S —RIIAFNA ADEEERS TN 1—FT 12 IT25E

Ik, IKE, IPsec, h>XJ)., BGPD 4 DNEXRZEBLFET, ChSOEHEFZEDIEFTRT T
Lo1—FAVITEETH. IKEAS (RYRIT—UARXYIOTAS)BBLTLEICEE %
BEHLET,

IKE

LTOORY RZFEALERT. cOLARV AR, KEAEULKEREENEAAZIN—T—KDIA
TNARAZRLTVERT,

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA
dst e state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ® ACTIVE
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192.168.37.160 72.21.209.225 QM_IDLE 2002 @ ACTIVE

ROZRIANTEEENREUE—RNS—RIJIADsicBEZEL 1 DULEDITHARRENE
¥, state [ QM_IDLE., status & ACTIVE &EBWET, T RNUNFBVWEE, FEEINUD
BlORREIZCE > TVWBRHBEE., IKENAELLKEREETENTVWAEWZCEZRLTVET,

ESIERNTTND1—FT 142009356 R. ROOANY REZXTLIZHERZRMITZOT XY
t_yﬁﬁ;{\j”v:bﬁjo

router# term mon
router# debug crypto isakmp

FNY T #ENCTBICE, ROOAI REFALET,

router# no debug crypto isakmp

IPsec

LTOORY RZFEALET. CcOLARV AR, IPsec NELKREENIEAAIN—T—KhDI
1 TINARZERLTVWET,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0@

#pkts not compressed: @, #pkts compr. failed: 0

#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors @, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)
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inbound esp sas:

spi: @x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi: 0xB8357C22(3090512930)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface:
Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

Tunnel?2

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0
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local crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi: 0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

BRRINLAE—TIAAIZKL T, inbound esp sas & outbound esp sas AFVWFhER
TENET, SANREN (f: spi: O0xFI5D2F3C), Status A" ACTIVE &% 2 TWhIF, IPsec i
EULLKBREENATVET,

ESICNT TN 2—TFT120T325EE. ROOIREFALTFENY T ZEMICLET,
router# debug crypto ipsec

ROIANY RZEEALT, FNYIT2EMICLET,
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router# no debug crypto ipsec

NxIL

BUIC, BEBTFATIA=INIL—INHDEZ2®IBLET, FMHMCO VTR, "T18—%Y
NEAARBRY =T —RIDIATFNAABOTI7FATIF—I)IDOEEL ZZRLUTEZL,

TPATIA—NL—AFELL Y 7Y TEhEBER, KOOIV RTRITLYI—F 12
JEMELET,

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate 0@ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

line protocol A"RITEhTVWB L ZERLET. FURILDY—AIPFTRLA, V—RARAL>
B—TIAA, BLRUOBENFTNEFN, IPTRLAABOHDAZII—T—RITATFNAA, 1~
B—TIAA, BLTPIPPRLAABOBREBTZAR—KT—RIIA DR RILFREICHDLTS
CEEBRELUET, Tunnel protection via IPSec Nf"BEHETDCEZMIBELET, MAD KN
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FNAVE—TIAATION D RZRITLET, BEZHRTDICE, REZHEL, DARI—
T—RIOITATFNAANOYENBZERZHEELET,

T, ROON RZFEAL T, 169.254.255.1 Z{RBTSAR—KNF—RITITLA(ORZFIP 7 R
LATEZEM®RAET,

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

5EDBEFFRRENET,
ESICRNTTND1—FT10TT2HER. REEEIALET,
BGP

LT REEHALET,

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000

BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory
1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 @ 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

MADRAN—DRRENET, TLETNIIXHL T, 1 O State/PfxRed EANRRENET,
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BGPET7 U IHAEEBLTWABERE., DAERI—T—RIIAFTNA AN VPCADT T #)L K
JL—K (0.0.0.0/0) 27 RNZAAXLTWVWB & ZREBLET,

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 0 7224 i

Total number of prefixes 1

TSI, VPCICRISTRTL 7 AV I REBRBTZAR—KT—RIIAHSZFRo>TWAZ L
ZHELET,

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20

ESIERNSTILYI—F 425280, BEERRBLET,
R=A—=—KDITA7ORIELEZFEAL &L Cisco I0S HAZRAN—
F—=RIDITAFNAADRNZ TN —F12T

Cisco DHAZI—T—KRITAFNAAOERERNZ TN 1—FT12 T 5256

iE. IKE, IPsec, RYRIDIDNEXEZEBLET., ChSDOEFZEEDIEFTRS T
SA-—TFTAVITERIN, IKEDLS (RYRT—TJARYIDTHS)RBRLTLECEDLIEEZS
EOLET,

IKE

LTOORY RZFEALET. CcOLARV AR, KEAEULKEREENEAARAZII—T—HhDIA
TNARZRLTVERT,
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router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
174.78.144.73 205.251.233.121 QM_IDLE 2001 © ACTIVE
174.78.144.73 205.251.233.122 QM_IDLE 2002 ® ACTIVE

ROZRILATEEENEVE—RNS—RNIIA D stcBEZED 1 DULEDITARRENE
9, state [ QM_IDLE, status & ACTIVE AW ET, T RNUABWEES, FEEINUA
BIOREICE>TVWEBEEIERF. IKENELLKEREENATVWAEVWCEZRLTVWET,

ESICNTTIIND1—F 4203356, ROOXYY REZRTLTIOMEREZRMHIZOT XY
D2 BMILET,

router# term mon
router# debug crypto isakmp

TINY TEMCTRICE, ROV REERLET,

router# no debug crypto isakmp

IPsec

UTFOOYY REFEALET., COLAKRY AR, IPsec FELKREENEHARRII—F—RII
£FNAAERLTVET,

router# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.225 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 149, #pkts encrypt: 149, #pkts digest: 149
#pkts decaps: 146, #pkts decrypt: 146, #pkts verify: 146
#pkts compressed: 0, #pkts decompressed: 0@

#pkts not compressed: @, #pkts compr. failed: 0
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#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors @, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:

spi: @x6ADB173(112046451)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:
outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
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#pkts
#pkts
#pkts
#pkts
#send

local

decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: @, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet0
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

ERRILAVE—TIAARIZHLT, 41 2/NJ2RD esp sas EFIR/NT2 RD esp sas
FOWTNERTRENET, chid. SAHNFREN (Bl: spi: 0x48B456A6), AT—R AN ACTIVE
T, IPsec FELKBREENTVWR L ZRRELTVET,

ESIERNTZTIND1—TFT12T7F%5HEEF. ROOAXV RZ2FEALTTFNY T Z2BHICLET,
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router# debug crypto ipsec

TNV T ZEBCITBICE, AOOARY REFEALET,
router# no debug crypto ipsec

NZxIL

B, BEBTFATIA=INIL—INHD 2B LET, FMCO VTR, "T18—%Y
NEAARBRRX =T =RV IATFNAARABOTI7FATOA-I)DOFEEL 2ZRLTLEEL,

T7AT A= LL—LFELL Y NP Y TEnEBEE. ROIIYKRTRS TS 1—F 4>
JEMELET,

router# show interfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.249.18/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 205.251.233.121
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
407 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

BGP 7% L @ Cisco 10S 126



AWS Site-to-Site VPN I1—H—HA K

line protocol AFRTENTVWR L ZBFRELET, RRILDY—AIPFTRLA, V—ARSEZ—

TJ7IAAR, BRUVBBENF TNEN, IPTRLAABODARI—T—RIIATFNAAR, 412 3—

TIMAA, BREIPT7RLAABOREBTSAR—KNTF—RIIA DR RIILBRELCRBTD L
WL E T, Tunnel protection through IPSec AFEETZD L EBWRELET. AN
ZNAVE—TIAATAR RZRITLET, BEZHRITBICE. BREEZERL, hAXIY—

F—RIIAFNAANOY BN ERZEALET,

T, ROONX RZFEAL T, 169.254.249.18 Z{REBTTANR—KNTF—RNIITLA(ORZFIP 7
RLATEBE®RIET,

router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

S5EDBREFFRRENET,
N—F1>27
BOIL—RNT—T7 L ZRRTDICE, XOON REFEALET,

router# sh ip route static

1.0.0.0/8 is variably subnetted
S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

mMEORNZILEZBHL = VPCCIDR OEMIL—IMNFFEELTVWSR L ZERLET, FELEWV
BEEE. RICRTESICEBNIL—NEZEMLET,

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

SLA EZZ— DR

router# show ip sla statistics 100
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IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes DfElE, SLAETZZ—ANEEICEY RTYTEnEAESHZRLET,
ESICRNTTND21—F 1409288, REZWIELET,

Juniper JunOS HARI = —KRIIATFNAAOEHZEONT T I 1—
TAT

Juniper DHARI =S —KNIDIATFNAAQOEHKZNZTIN1—T 1200256

l&. IKE. IPsec. R, BGP D4 DNEXZEZEBLET, ChSNEFHEFEEDIEFTRS Y
NoA—FT AT TEETN, IKEAS (RYRNT—DRAZYIDTHAS)HBRLTLEIZEDZ L%
HEHLFERT,

IKE

LTOOXRY RZFEALET. COLARVAR, KEFEULKBEENLEAAEZIN—T—KTIA
TNARAZRLTVERT,

user@router> show security ike security-associations
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Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 up b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

ROZRILATEEENEVE—NS —RFIIAOVE—RT7RLAZELC 1 DU LOINARREQ
F9, State FUP IZB2TVBRENFHYVET,. TOMIUFBVEE, EFLEI NI BIOWR
BICE2>TVWSEHEE DOWNAE) IFE, IKENANELKEREENTVEWCEZRLTVET,
ESICNTTND2A—TFT12TF25EEF. RE77AILOHITHREEATVWSDERSIC, IKE ML —
AFT2arvaBAMIVLET, RIZ, UTOIAN RER[TITDE, SFTFRETFNYIXYE—D
FEEICKRTRENET,

user@router> monitor start kmd

ABRARNA S, KOOI RTAOT 7 7ML EHZRMEBTEERT,

scp username@router.hostname:/var/log/kmd

IPsec

BLTFOOXR REFRALET. COL AR AWK, IPsec NELLKEREESNEAAEZY—S—KDI
1 TFNAAERLTVET,

user@router> show security ipsec security-associations

Total active tunnels: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0
<131074 72.21.209.193 500 ESP:aes-128/shal ddl6c453 300/ unlim - 0
>131074 72.21.209.193 500 ESP:aes-128/shal cle@eb29 300/ unlim - 0

BHNCE, (VE—RM—RFIIACHRHEITR)T—RNIIATRLAZEIC 2TRENRRE
hET, BITORBRICHDIF LY N (<>) . BEDINIDOKRZ T4V IDFHZERL TL
Y, ALK, I ONIVRRNZ T4V (RETFAR—RNF—RIIAHASIDHARN—
T—=RIIAFNAANDRT T4V D, T<) TRENKT)BRETINNTIRRIZ T4V D
(> TRENF)ABLDITELTEENTT,

Juniper JunOS 129



AWS Site-to-Site VPN I1—H—HA K

ESIERTZTINDA—TFT12T7F%HERF. KEORL—RFATZ3a22FHIILET FHEICOV
Tk, IKEICBT 2R NOEIZ3IVZEZRLTSEEZV),

NI

BRI, BEBTTFATIA—NII—IIFHBDEEZ2E5 —ERRBLET, L—IILOVAKCID L\'C
FE. MUYV RNEAAREI—T—RIVIATFNARBDIFATIF—INDRE 2SR
<EZEL,

TPATIA—LL—AFELL Y 7Y TEhEBER, ROIIYRTRITLII—F 1>
JEMELET,

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Security: Zone AMIELVWC & ZFRL., Local D7 RLANDAERIY =T —KRDIAF/NA1AD
ROZRILRFBOT RLAE—HITDEERRELET,

RIZ, LTFOOXR RZEFEHAL T, 169.254.255.1 IR T SAR—KNTF—RKNIDITALAORZBIP T
RLATEZEVRAET, KILRTEIDIBLARV AN ERELTRENET,

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

ESICNTTIIND1—FT120TF%5E6E. REEHEIELET,
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BGP

LTOOXY>Y RZRITLET,

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending

inet.0 2 1 0 0 0 0

Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|

#Active/Received/Accepted/Damped...

169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0

169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0

ESIENTTNaA—FT 4209286, ROON REFEHAL T, 169.254.255.1 Z#{R4E7

FAR—RNT—RIIAORAEFIP 7FRLATEE|ZAET,

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>

Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0

Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: 0

BFD: disabled, down

Local Interface: st0.1

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120

Stale routes from peer are kept for: 300

Restart time requested by this peer: 120

NLRI that peer supports restart for: inet-unicast
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NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.@ Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582
Output Queuel[Q]: ©

B O R B R

— _Tlk, Received prefixes $ & Advertised prefixes " EFhEFN1ICBE2>TVERT,
chld, Table inet.0 o> a>AICHYET,

State A" Established TH&WH Ak, Last State 8KV Last Error ##EEL. BEDOELE
CHEBREZHFLLERLET,

BGPET7 U IAEEBLTWABER., DAERIY—T—RIIAFTNA AN VPCADT T #)L K
JL—h (0.0.0.0/0) 27 RNZAAXLTWVWB & ZREBLET,

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 0.0.0.0/0 Self I

TSI, VPCICRIETBDTL 74 Y ORZRETSAR—RNTF—RIIAMASZTH>TWA L
EHERLET,

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
* 10.110.0.0/16 169.254.255.1 100 7224 1
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Juniper Screen0S NARN =T —KR I I A TFNA ADEHEDONTT I
>a1—FT42Y7

Juniper ScreenOS R—ANHARZXI—T— KNI IATFNARAQOEHRENZ TN 1—FT1420TFD
BZBEalk. IKE, IPsec. FXIL, BGP N4 DNERZZEBLE T, chSOEEZEENIEFTH
ZTNDA—FT AT TEETHN, IKEAS (RYKNID—VAREZYIDTHAS)HALTLICEDC
EZBEHLET,

IKE & IPsec

LTOORY RZFEALET. cOLARV AR, KEAEULKBREENEAARAZIN—T—KDIA
TNARAZERLTWET,

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002< 72.21.209.225 500 esp:al28/shal 8004l1cas4 3385 unlim A/- -1 0
00000002>  72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -10
00000001< 72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -1 0
00000001>  72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -10

RYFRILATEEENIEZVE-—RNT—RNIIAMDOUVE—RNTRLAZEC 1 2ULOITHFRTREN
£¥9, StafElk A/-. SPI & 00000000 SAAD 16 ERIZBE>TVBIMREN HYET, TOMDIK
ROTIRNJE, IKEAELKREENTWEWIEZRLTVERY,

ESICRNTITND1—TFT1VTT2HER. RET77ALOBTHERENATVEIKRSIC, IKE ML —
AFT2 a2V #BHILET,
NI

BRI, BEBTTATIA—NIIL—IIFHD 2t 5—ERABLET, L—ILOVAKMIDO2WVWT
., M2 —XFRYDENAEI—T—RIVIATNARABDIFATIF—INDHREL 25RL T
<EZW,

77ATIA—LL—AFEL< &Y NPYTENLBER. ROAIYRTRSTLY1—F 14>
JEMBELET,

ssg5-serial-> get interface tunnel.l
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Interface tunnel.l:
description tunnel.l
number 20, if_info 1768, if_index 1, mode route
link ready
vsys Root, zone Trust, vr trust-vr
admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled
PIM: not configured IGMP not configured
NHRP disabled
bandwidth: physical @kbps, configured egress [gbw @kbps mbw Q@kbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

link:ready #*&kR"EN, IPPRLAFDARN—T—KRIVIAFNAADKRIRILOAZTHOT R
LAE—HITDEzBRLET,
HIZ, MTOOX Y REFAL T, 169.254.255.1 ZRETSAR—K S —RNIJI A OAZMIP 7
RLATEEMATT, RICRTEOBL ARV AN HERELTRENET,

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

YERE

éﬁéééss Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms
ESILRNTTND1—FT420TF256E. REEBRELET,
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BGP

BLTOIXYY RZERITLET,

ssg5-serial-> get vrouter trust-vr protocol bgp neighborx

Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1 169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5 169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

WAED BGP ET7 MOIREEN ESTABLISH THAMREBEANH VW ET, Chidk, RETSAR—KTF—K
JIAANDBGP EHZNTIVT 1T THBDEERERLET,

ESICRNTTN1a—F 12093 EEF. XOOX REZFEAL T, 169.254.255.1 %#{R4E7’
FAR—=—KNF—=RIILAORFLIP PRLATEZELRZAET,

ssg5-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s

configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:

Route refresh: advertised and received

Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
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update messages to peer: 6, from peer: 4

Tx queue length @, Tx queue HWM: 1

route-refresh messages to peer: @, from peer: 0

last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)

number of total successful connections: 4

connected: 2 minutes 6 seconds

Elapsed time since last update: 2 minutes 6 seconds

BGPET U IJHARBEL TWRHEERF. NARI—T—RNITIAFNAAN VPCANDT T #)L K
JL— K (0.0.0.0/0) 27 RNZAAXLTWBH L ZRFELE T, COIN RIF, Screen0S /N—2 3
> 620 MBRICEAENET,

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>i 0.0.0.0/0 0.0.0.0 32768 100 @ IGP
Total IPv4 routes advertised: 1

ESIC, VPCIZHRBTDTL 74V IO RZBRETSAR—KNF—RNIIADSZBITH>TVWD L
EEFLET., COIOT RIE. ScreenOS /N—2 32 620 IBRICEATNE T,

ssg5-serial-> get vr trust-vr protocol bgp rib neighbox 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 IGP 7224
Total IPv4 routes received: 1

Yamaha HARXN—T—RNDIAFNAAQEGEORNSTIN>a1—F«
s

Yamaha DHAZI—T—RNITIAFNAAOELEEZ NS TIN1—F1 20358

(k. IKE, IPsec, R>XZJ),. BGP M4 DNEZRZEBLET, ChoNEHEEENDIEFTRT T
W2 A—FATTEETHN,. IKELS (RYRNT—TOARZRYIDTHS)BHBLTLEICED R
SHMHLET,
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® Note

IKE®D7 T—X2 TEAETNS proxy IDEXEWR. Yamaha L—X—TREF7 )L N TE
MIZBE2TWVWET, ChlZkV), Site-to-Site VPN NDIZZTRABEN RKET D AREHEN B V)
F9, MI—F—TREENTLVEWESproxy IDIE, Yamaha IEELLKERET S = HIC
AWSHRITEBRE7 7ML OB ZSEL T EZ L,

IKE

AFOIYY REEFLET. COLAKRY AR, KEFELKBEENEDRAZI—F—RIIA
FNA RAERLTVET,

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 i:2 s:1 r:1

ROZIATEEENEUE—RNT—RKNDJI A0 remote-id BEEECITHFRRENET, NI
ESHEEKTDE, TN TN Security Association (SA) ZRRTEE T,

ESICRNTTIIND1—FT420F2HEF. ROOX RERTL T, LHEHRZRHE TS DEBUG
LARLATXY =2 FHICLET,

# syslog debug on
# ipsec ike log message-info payload-info key-info

OJICRFENLEBEREZF YL IBHICE. ROONV RZEITLET,

# no ipsec ike log
# no syslog debug on

IPsec

LTOORYV RZRITLET. cOLARV AR, IPsec NELKBREENIZAARXIN—T—KhDI
1 TINARZERLTVWET,

# show ipsec sa gateway 1 detail
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SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 0c f3 87 52 4a 87 6e 77
Key: k% %% %% %%k %% (confidential) k% %% %% %%k %%
SA[2] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: k% %% %% %% %% (confidential) k% %% %% %%k %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 1024bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: k% %% %% %%k %% (confidential) k% %% %% %%k %%

BERRINABRA—TITA AL T, receive sas & send sas YOWIFNERRENET,
ESICRSTND1—F 14092 EEF. XROOX REZFALTFENY T 2BMICLET,

# syslog debug on
# ipsec ike log message-info payload-info key-info
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ROOAR RZRFTLT, FNYITZEMILET,

# no ipsec ike log
# no syslog debug on

NxRIL

B, BEBTTFATIA=NLN—IIFGHDEZHELET., L—ILOVANIDOVWTE, T4
VE—RYBNENAZII—T—NIIAFNARABRI7FAT VA —INDRE, €ZRLTLEE
W,

TPAT A= LL—LFELL Y RPYTENEBEE. ROIIYKRTRSTAS1—F 4>
JEMELET,

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

current status BN A5 4 > T Interface type & IPsec ICBE 2 TWVWBH & ZHRELET,
WMADKRYRILAVE—TIAATOAN RZRTIBDCEZHWRALET, CCTINTOBEZH
RIDBICE. BREZHBLET,

BGP
BLTOIXY RZERITLET,

# show status bgp neighbor

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
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BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

MAEDZRAN—ARRENET, ThENICXHL T, Active O BGP state EARRENET,

BGPET VUV IHAEEHLTWEHERE., HAERY—T—RNIIAFTNA AN VPCADT T #)L K
JL— K (0.0.0.0/0) 27 RNEZAAXLTWAH L ZRELE T,

# show status bgp neighbor 169.254.255.1 advertised-routes

Total routes: 1
*: valid route

Network Next Hop Metric LocPrf Path
* default 0.0.0.0 0 IGP

TSI, VPCICRISTBRTL I AV VRZRBTZAR—RT—RITAHDSZFW2TWAZ L

ZHELET,

# show ip route

Destination Gateway Interface Kind Additional Info.
default IRk BIRIES Rt RIRIES LAN3 (DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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Site-to-Site VPN ZFEH 9 3

Amazon VPC J> YV —)LE & AWS CLI ZfEH L T, Site-to-Site VPN UV —RA&ZRETEEXT,

AEN

« AWS Cloud WAN FI ® Site-to-Site VPN 7R Y FX N EERT D
RSUOYRNT—RDIAVPNTRYFXRNEERTD

+ Site-to-Site VPN #E#HiZ T AN TS

+ Site-to-Site VPN E#: Z HIER T 2

+ Site-to-Site VPN #EHDEZ—T Y NT—KNVI A ZEETD

« Site-to-Site VPN #4723V 2 LETD

« Site-to-Site VPN >R AT 32 EETD

+ Site-to-Site VPN E##HEDENIIL— N ZiwmET S

+ Site-to-Site VPN #EH D HAZI—T—KNIVIA(ZLETD

+ Site-to-Site VPN #Z#HDORBL LFIAIEHREEEHRAD

« Site-to-Site VPN R RILITY RARSAV NEEAEZO—T—>329 %
« ZERAL 754 X—K IP VPN AWS Direct Connect

AWS Cloud WAN F ® Site-to-Site VPN 7 XY F X NZEKT S

AWS Cloud WAN A ® Site-to-Site VPN 72 Y FX N EERTDIZIE. XOFIBEIZHEWVWET,
a2V —)L&FERALTAWS Cloud WAN @O VPN 7R Y FX NZ2EKRTDICIE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTES—232~RA 2T, [Site-to-Site VPN $#:] ZiBIRL £ T,

3. [Create VPN connection] (VPN Z&DER) Z8RL £,
4

(F723V)[BEIRTICE, BEOBHZADLET, ChlCkV, Name EVWSF—EEE
LEfEZzBC 2T NMERENhET,

5. [2—=TYRNSF—RDIARA4T7] T, [Notassociated] (BAEFHFSNTUVWELA) ZBIRL F
ED

6. [NAEI—T—KRIVIA]T. LTOVWTIhAZETLET,
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BEOHAZI—T—RIIA(2ERATRICE. BEF 2BRLTHAS, HAEIY—T—b
VIAZERLET,

NDARI—F—RDIA%ZERT DI, [New (F#8)] Zi8IRL £9, [IP address] (IP 7 R
LR)IC, BNT VYO IPTRLAZEAADLET, [Certificate ARN (REBIE ARN)] T.
TTANR—KNIEAZE M ARN ZiBIRLE T GIAER—ANRAZFEAL TVS54E), [BGP
ASNIIC, WABN—T—KRIJIADOR—F—T—rJT470O83J) (BGP) BEZ AT A
ES (ASN) ZABDLET, FHICOVWTR., "THAZY—T—KJIAOFT 32, %
SHBLTLSEETL,

7. W—=—TFTA4T0AF7723a>]| 7T, BN E[BHNOESSEFERATINERIRLET,

8. [FERIAWFD IP/N—23 2] T, [IPv4] £k [IPv6] ZiBIRL £,

9. (A7 3ar)[Enable acceleration] (7 7S5 L—>3a>0BML) T, FIVIRYIAREFY
CLTT77EIL—23228MCLET, FMICOVTE, "5FE VPN &, 28R L T
e\,

TOEZL—23a2B8MITSE, VPNERTERAEND T IO L—F2—H4 2 2EEh
£9, BRBENDHAVET,

10. (F7°2 3 2) [Local IPv4 network CIDR] (A—A)JL IPv4 XY KJ—% CIDR) T, VPN > X)L
ENULEBREFIITDNAEIN—T—KNIIA4 (7L ZR) 0O IPv4 CIDR €EE ZEE L
£F9, 774N H:0.0.0.0/0,

JE—NIPv4 XY hDJ—2 CIDR IZIF., VPN R R ZNLUIEBENFFITENTLS AWS
® IPv4 CIDR €l ZEEL T, 77/ MF0.0.0.0/0 T,

IP/N\—2>3> AT IPv6 for Tunnel 21 8EL EHBEE. VPN RO RIILZNLEBEEN TS
TVWBRHAZII—Y—RFDIT1/l& AWS I IPv6 CIDR €I ZiEELE£9., MAOEHDT
7A)IBNE /0 T,

M. (F723V)[NRLAT2IV| TR, hORILZELRDEREEETEET,
« NORIAZIPvA 7 RLAD 169.254.0.0/16 &EN SH 4 X /30 @ IPv4 CIDR 70O Y
To

c [NRILATIP/N—23 2] TPVE]) ZEELLBEE. RRILAIBIPVG 7 RLA®D
fdoo: :/8 & A S /126 @ IPv6 CIDR 70Y ¥,
« IKE EHiH#£EF— (PSK)o IKEV1 £ IKEV2 N—2 3 U HFHR—REhTVET,
s NORIOFHBAT a2 Z2mETHICE., [FNRILOATS a2 zmETSH]) 2 BRLE
To FFMICOVWTR, "VPN o ZRILAT 3, Z5RBLTLKEEY,
12. [Create VPN connection] (VPN $##tDERK) Zi&IRL £7,
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OX > RS A FIE API ZEH L T Site-to-Site VPN &t Z2ER TS IC &

- CreateVpni%#t (Amazon EC2 7 ') API)

+ create-vpn-connection (AWS CLI)

NZZYRNT—RIDIAVPNTRYFXNEERT S

RSUDYRNTF—RIILTVPNTRYFXNEERTBICEK, NSOV RNTF—RNDIAERD
ABRI—T—RNVIAZEETIHENf HVET, COFIEZETIDEIC, NFZDY RTF—b
DIABERTIYVENHVY) ET, Transit Gateway DIER D EFHIZ D LTIk, Amazon VPC Transit
Gateway® "Transit Gateway, 2B L TS E&E L\,

A2V =L Z2ERALTRZIZYRNT—RIIATVPNTRYFXY N EZERTDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FEH—I 32 RAT, [Site-to-Site VPN 5] ZZIRL £ T,

3. [Create VPN connection] (VPN #E##NDER) ZiBIRLE T,
4

(F723V)[BEIRTICE, BEOBHZADLET, ChlCKkV, Name EVWSF—EBE
LEfEZBCRINMERENhET,

5. [R—7YRF—RITALRAT] T, [NFUIY R —RITA] EBRLTHS, hSVTY
NP —RUIAEERLET,

6. [NAEI—T—KRTIA]T. LTOVWThAZRITLET,

« BBEOHAZRI—T—RIIAZFEATHICIE, BIFE ZRBRLTHS, DARXI—T—K
DIAZBIRLET,

NDARI =T —KNITITAHF NAT 8Z/N—H)L (NAT-T) AFBMCHE>TVWBRXRY ND—2
7 RLAZH# (NAT) ORAICH B BEE. NATFNAAONT VYO IP 7 RLAZER
L. UDPR—K 450027 OY O LBVERSICTZFATIOA—=)II—ILZRBELET,

NABI—=F—RIIAZERTBICIE. [New (H)] ZBRLF T, [IP Address (IP 7 K
LA, BANT VYO IPF7RLAZEADLET, [Certificate ARN (FEEFE ARN)] T,
TZ7AR—RNIEAED ARN ZBIRLUE T FIAEBR—ADEZFEAL TLSEE). [BGP
ASN] IZ, HABN—T—KRIDIADOR—F—T—~NDJIT470OK3) (BGP) BREZ AT A
ES (ASN) ZAHLET, FHICOVTR, "THARAERY—S—hDVIAOATI, %
SBLTLEE,

7. W=TFT420F7>32|7T, BN & [BHNIOEESSZHEATIHNZERLET,
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8.

10.

11.

12.

[INRIAZBIPN—23 2] T, VPN RN IPvA RT T 1Y DY R—KTBH, IPV6
RST74v0BYR—NTINEBELET, IPv6 N> 7 1Y &, Transit Gateway @ VPN
BETORYR—RNENET,

(7F7°2 3 2) [Enable acceleration] (F 725 L —>3a>0BMIL) T, FIVIRY IRAEFY

CLTT7O7ESL—>a2Z28MILET, FMEICOVWTE, "TEE VPN #i, 228RL T
2TV,

ToEZL—23a2z2BMIITRE, VPNERTERAEZhDZTIOEIL -8 2 2FEEh
£, R BENDPHLVVET,

(7 7°> 3 2) [Local IPv4 network CIDR] (H—AJL IPv4 &Y NJ—% CIDR) T, VPN k> X)L
ENUVEBEEHUTRIHAZIN—T—RIIA4 (FAVTLIZRA) A0 IPv4 CIDR S ZIEEL
£F9., 74N KEF0.0.0.0/0 T,

[VE—HKIPv4 %Y kD=7 CIDR] T, VPN R RILZN L I-BEZFFAT S AWS D IPv4
CIDR€EFHZEELET. 777 HME0.0.0.0/0 TT,

[NZRIANEIP N—232] TIPv6] ZEEEL LBERE. DAEIY—T—KhT T/l AWS
BT, VPN R RN ZNLIZBEZHFAT TS IPV6 CIDREHZEEL LT, MADOEHRDT
JFIBNE /0 TY,

(A723V) [NV FT2A2V]I TR, RORILZELCROBHBEEETEXRT,
« NORIAZIPvA 7 RLAD 169.254.0.0/16 &#EN S5H 4 X /30 ® IPv4 CIDR 7O Y
T

s [NRILRZBIP/N—23 2] TPVE] ZEELEBZEE. MRILHZBIPVG 7 RLAD
fdoo::/8 EFEA S /126 ® IPv6 CIDR 7O 7,

. IKE BRI HAEF— (PSK)o IKEV1 -l IKEV2 N—T 3 A R—KREhTLVET,

« NORILNOFHERBAT S A2 Z2HmETHICR. [NRILOFT A2 Z2HmEETS]) Z2BRLE
T FHMICOVTIE., "VPN 2 ZRILAT>3>, #25RLTLSEEL,

[Create VPN connection] (VPN $Z#tDERK) Zi&IRL £,

AWSCLI ZFEALTVPN 7R Y FAY NEERTDICIE

create-vpn-connection X > RZHHL T, --transit-gateway-id #7>3a>o k3202 v KN

7“_

RJIAIDZEELEXY,
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Site-to-Site VPN ##E#iZ T AN T3

AWS Site-to-Site VPN E#HZER L THARIN—T— KNI IA/ ZRELES, 1 VARV AZER
L. 1VAZV A ping ZEELTERZETANTEET,

I B, AT ZHIEL TV,

ping JITANIZIHETS AMI Z#2FEAL £9, Amazon Linux AMI ODWThAZFERTEI &%
EBMHLET,

c AVNTVVRBRTTIRNNTROICMP RZ74Y VEZFATRILEOHIC, A VAR AND

NZT74Y0%T74NEIVTIBEFIVTATIN—T&EEZRY KNT—7 ACL Z VPC RIC
BELET, chllLl), 1AV AF ping JIVTARNEZETEDRDICBYET,

« ZHEADA AR AT Windows Server ZR1TLTWVW2SBE, 41 VAR AAND ping BR{TT

BICE. AARVAILELL, Windows 77 AT A—IITA2 NV RICMPv4 ZBRICT
PUEBENBYNET,

c BON—TFTA2T)NHAEI—=T—RITITATNAAICVPC \NOBEHNIL—RIFHY), VPN EHIC

BRNIL—RBY, RZTAVIFNARII—T—RNIIATFNAAIRND 2R LET,

c (BN—TFTA2I)NAEI—T—RIIAFNAADBGP AT —RANBIETNhTWD L%

BELET, BGPET Y IVHFBAIThBIETICHNIOWLAVET, RTFT1YIHFHA
BAI—T—KRIIARBDZENTEDKSIC, - BGP ZEALTELLKT RNZAXE
N, B7XYRNL—FTF—TILNCRTENDEZHRELET, MADRNRILA BGP IL—FT 1
VORBERALTRECNATVD L ZRABLET,

* VPN EHDOYTRY NL—KRT—TLTIL—TFTAVINFRETNTVSR L 2BALET,

ERZeTARNTDICE

—

> WD

o

Amazon EC2 112 —)L (https://console.aws.amazon.com/ec2/) ZBEE £,

Ay 1R—RT, [Launch Instance (1 AR AN E)] ZiBIRL £,
(A72a)[BHNIC. AIVAZVAODHI YR TVERFZALLET,
(77VT5—23>8KT0OS A1 X—2 (Amazon X VA X—D) T, [VA4YVAZ—RN] Zi&
RU, 1VABVADARL—TFTA VI ATLEEBRLET,

[F—RTRE]| T, BEOF—RTZEATZH., ILLFRTEZERTEIHNZERLET,
[RYRD—URE]|TEIFOELFIVTATIL—T0ER] ZERLTHS, REZADOLEF1
T4 TN —T2BRULET,

[Summary] (¥ < 1J—) /N\ZJL T, [Launchinstance] (£ > AZ > ADEEE) #&RLET,

VPN E#HZ2TARNTD
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8.

10.

ADVARD AN RITHRIZB S22, TOTZAR—KNIPTRLA (I&AF 10.0.04) ZEEL
£J. Amazon EC2 A2V Y —)IICA VARV ADFMO—FELTT RLANKRRENETT,
FYRND=TOTHABI—T—KRIVIATFNAADBERICHZDIAVEI—EHS5, 1 2AZVA
DTZAR—RNIPF7RLAZEEL Tping AN RZERTLET,

ping 10.0.0.4
EEBREBFERERRDOLSIZENET,

Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = @ms, Maximum = Oms, Average = Oms

RZRLWTIANF-—N—2TARNTBLEH, DAZI—T—RIITATFNAADRRILD 1
DE—RHICEMILL, CORATYTERIETENTERT., VPN EHEDO AWS IO K>
FINEBEDLTRD L TEXREA,

NEFAVTLIARY NT—U AWS \NDEHZTARNTSICIE, SSH E-IF RDP 2FEAL T
XYRD—=IODSAVABRVAIERTERT, RIC, Y RND)—JROBOIELI—2DT
FSAR—KNIPT7RLAZFEAL T ping AN REETL, BHEORBITUVIIANERHEASD
KUOFETEDEERIELET,

Linux 4 VAR AICELT D HZEOFMICOVWTIE, "TAmazon EC2 1—H'—HA K, @
"Linux 41 VAR AT S 2#5RBLTLKEETV, Amazon EC2 Windows 1 > AR A
ICERTDHEOFM-DOVWTIK., "TAmazon EC2 1—H—HA R, ® "Windows 4 > A X~
AlCEHTH, 25BLTLEE WV, Amazon EC2

Site-to-Site VPN E#EZ HIR T3

AWS Site-to-Site VPN #EZHEN T EICKE 2 HFEIF. HIBRTEE I, Site-to-Site VPN Z#H & HIBR L 7=

Ba

. Site-to-Site VPN G ICEAEN TSN TVWEADAREZI =T —RN I I AR FRETZAR—KNT—

VPN ##Z HIBR 5 2 146
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RIIARHBRENTEBA, DAERIY—T—RIIAERBTFAR—NF— R I ITAHFRELCHE>
2&ER. ThSZHIRTEET,

/A Warning

Site-to-Site VPN #Z# & HIBRL TASHFHL LV VPN &5 %2 ERTHEEE. FILVWERET 7 A
NWEZD2O—RLT, HDARN—T—RNIIATFNA ACBRETIHEN HVYVET,

RARD

« VPN i ZHIFiRT 2

c DAY= -V I/ %ZHIKRTS

c RETFAR—KTF—RVIAETRYTELTHIRTS

VPN ##Z HIBRT 2

Site-to-Site VPN ##: &2 HIBR T2 &, LIFS< DB, deleted DIRENRRENLETRICHEY, *
N&, TNV BHNICHIBRENET,

OV —)L%&FERAL T VPN ZHEE2HIBRTSICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZBE £ T,
2. FTES—232ARA 2T, [Site-to-Site VPN #E#:] ZiBIRLE T,

3. VPNEHRZEIRL, [7U>32]. [VPN ERZHIBR] OIEICERLET,

4. WBREROSNES, deleteb ABL., [HIBR] ZiBIRLE T,

AR RZA KRG API ZEAL T VPN i ZHIBR T 2 IC&

« DeleteVpniZ# (Amazon EC2 7 ') API)
+ delete-vpn-connection (AWS CLI)
+ Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)

NARI—T—RDVIT A ZHIBRT S

FEIZB2IZAABZI—T =NV I A FHIBRTE £J, Site-to-Site VPN #EHETHEAETNTVWEIHA
AI—T—KRIIAZBRIDERTEREA
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AV =)L EFERALTHAERN—T—RNII A ZHIRTDICE

1. FET—=23URA2DT, [NARAEZI—T—hIVIA(]2BRLEXY,

2. HIBRTBNDAZI—T—RNIITAZERL, [TUOZIV[NAEZI—T—RIIT A ZHR &
RULFET,

3. HREROSHIES, delete&E AHL., [HIKR] ZBIRLET,

ONRSAVEEGAPI ZFEALTHAZRI =T — NI I A ZHIRTDIZIE

« DeleteCustomer7"— K7 I 4 (Amazon EC2 7 T ') API)

+ delete-customer-gateway (AWS CLI)

* Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)

BEBTZAR—KT—RNIVIAZTRY FELTHIKRTS

VPC ADRBTZAR—KF— RV IAHFFEILB2LFEEICRF. VPCHLSThETFRYFTESR
ED

AV =LZBRALTRBTSAR—KNT—RNIJIA/ETEYTFITBICR

1. FES—2aRAVTURETSAR—MNS—RNIIA/] ZBRLET,
2. RETSAR—=NS—KNDIA%BIRL, [Actions],[Detach from VPC] Zi#IRL £,
3. RETZFAR—=KNTF—RIIADOFTRYF]|ZEBRLET,

TEYFULIERBTZAR—RT—RNITAHFFEICE212B5EE. BHIRTDEHNTESR

T, VPCILT7RYFENTVWRREBTZAR—KTS—RIV IS ZHIBRTZDERFTEFEA, RE
TZAR—KNT—RIIA(ZHIBRTRDE, LES<KDORE. deleted DIREIRTENEETERY)
£¥I, 7Uv0TBE, IVNJBRBEBBNICHIBRENET,

AV =L Z2ERALTRETZAR—NTF— NI I A ZHIRT D ICE

1. FEF=23URAVTHRBTZAR—RNT—RhIIA] ZBRLET,

2. BIBTBRETSAR—RNF—RITAERBRL, (P23 VLUREBTSAR—RF—RIT
£ OUIKR] BBRLET,

3. BMEEROBSNES, deletek AHL., [HIR] ZBIRLET,
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ARV RZAVEEFAPI ZEALTREBTSAR—KNF—RNIJI(ZTFEYFITRICE

 DetachVpn7*— bk I 4 (Amazon EC2 ¥ 1) API)
+ detach-vpn-gateway (AWS CLI)
* Dismount-EC2VpnGateway (AWS Tools for Windows PowerShell)

ONRSAVEEGAPI ZEALTRETSSAR—KNT—RNII A ZHIBRTBICIEF

* DeleteVpn7'— k7 I 4 (Amazon EC2 7 ') API)
» delete-vpn-gateway (AWS CLI)
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections"
1,
"Resource": [
"arn:aws:ec2:us-west-2:123456789012:vpn-connection/vpn-04d5cc9b88example”,
"arn:aws:ec2:us-west-2:123456789012:vpn-connection/vpn-903004f88example"
]
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpnConnections",
"ec2:DescribeVpnGateways",
"ec2:DescribeCustomerGateways",
"ec2:CreateCustomerGateway",
ec2:CreateVpnGateway",
"ec2:CreateVpnConnection"
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"Resource": [

i n

]
I
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/s2svpn.amazonaws.com/

AWSServiceRoleForVPCS2SVPNInternal",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"s2svpn.amazonaws.com"
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
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RFC I T/ VABE—HETEIEEBTRR
SAZBALET

BEQORYBENDZRISI—>3a>IT—IC&
V). E7 & CHILD SA Z#EM TEFHEATL
oo

EPAREZRRNT 74y 0L IVRBEELR
XAVERBLE L, ET7R. B—OELWV
CIDR THREJ P LEN BN KT,

E7 & IKE_LAUTH XY £—2 RBAORRFEIC K
WETZFBATETEA

WMEDIKEETZICREUSEGREXF—%2RETD
RENFHVYET,

E7FRISI—32EHTVWEVED,
AW TWS IKE_SA ZHIBRL TVWET

IKEET7ICKRELVRRZRETILEN HD
CEZBAYTD, "EBRENMBREIATVLERE
At EWDSTT—AXYE—IAETEHTRRE
nEXI,

7I—X1 (BB, \v>21, DHYIL—7)
NDEZEhEEMIE AWS ., VPN I RKRA >
RTlRYR—KhEhTVWEEB A, fl: 3DES
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Q—H—H1 K

IKEV2 2> I—>a s xXvte—<

Xyvt—2

AWS CREATE_CHILD_SA ® > X )LALEE)
DT ABD (id=xxx)

AWS K2 X J)LAH CREATE_CHILD_SA O L A
RO A (id=xxx) ZEEFELTVET

AWS N2 X JLA CREATE_CHILD_SA ® )2
TARZEFELTVET (id=xxx)

AWS CREATE_CHILD SA O M RILALEL
AR A (id=xxx)

Sk

AWS A" CGW » 5 CREATE_CHILD SA U2
ITANEZEZELELE

AWS (& CREATE_CHILD_SA L AR A %&
CGW ICIEELTVET

AWS (& CREATE_CHILD SAJUJIAKN%
CGW IZEELTVWET

AWS A" CREATE_CHILD_SA L ARV A
7#—LCGW ZZEFELRL I

Logs IZH1T9 % =% @ |IAM CloudWatch 4

OJMEENEL<SBMETRDEHICIE, BEDEREICEAENATVSIAMZUINILICTEZY FE
N IAMARU S —I2, PBLSEEUTOT IV EAFANEENTVDLEN HYET, FMICOW

Tlk, TAmazonlogs 1—H—HA4 KR, O "HED AWS H—EAASOOJTEEFOEMIL, €5
avICERHEETNTVWET, CloudWatch
{

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

i n

1,
"Effect": "Allow",

"Sid": "S2SVPNLogging"

Logs (ZF1T9 % /=8 @ 1AM CloudWatch B
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1,
{
"Sid": "S2SVPNLoggingCWwL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelLogGroups"”
1,
"Resource": [

i n

1,
"Effect": "Allow"
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BREORNRIIOTRFRELERTITSICE

1.
2.

Amazon VPC 12V — )L (https://console.aws.amazon.com/vpc/) ZBEE £,

FTES—2 3> R4 2T, [Site-to-Site VPN Connections] (Site-to-Site VPN $##t) Zi#R L &
ED

RRT S VPN $Z#&: % [VPN connections] (VPN ##:) VA RN SBIRLET,

[Tunnel details] (b > RILOFM) 2 7 ZBIRLF T,

[Tunnel 1 options] (K> FI 1 A7 3>2) 9> 32 & [Tunnel 2 options] (K> RIL 2 F7
2aytev2avaERERBALT, IXNTORMNRIILFREFHEZRRILET,
AJVREREENRENDAT—RARK, X VPNOY TERRTE, OJJIN—7 THRER
7 CloudWatch& T\ % CloudWatch AT J I —7 (FET3EE) ZRRCEEXT,

AWS O RS A E - APl Z{EH L T Site-to-Site VPN #EHDOBRED N R OJCREBES
RRITDICIE

« DescribeVpniZ#t (Amazon EC2 2 ') API)

 describe-vpn-connections (AWS CLI)
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AWS Site-to-Site VPN I1—H—HA K

Site-to-Site VPN O 2 E#lC T3

(@ Note

BETZD VPN ##5: N > %)L T Site-to-Site VPN OJ 2 BRICTBEE. TORFILENL
EEFEN BRI BRI E NI Ml HYET, L, & VPN EREGISTHAEZRRTS
EHIZ220RRILZREHBLTVE S, —EIC1 20X/ TcOJRBEEEMICL,
ZELTVWBEVLRRILZEN L TERZERFTEET, FHAEICODVTE, Site-to-Site VPN
RORILIVRAAVNDER, ZZRLTLEE L,

#1L L Site-to-Site VPN £ 0O/ERHIC VPN OJREBEKEZEMICTSICIE

T OFIEICRVET. ATY T 5. VPN ERZERTZDZATY IO TR ORILATS3, T
&, MADRVRILTHEATZINTOAT>a> (VPNOJTREF TSI E2ED) BIEETESE
To CNSONTX—XOFMZDOVTIE, TSite-to-Site VPN EHD N XN AT 3>, 258
LTLKEEL,

AWS N> RZ A& 1zlk APl ZEA L TH L L Site-to-Site VPN ##t T R XL OTRREZEM
ICF2ICE

- CreateVpniZ#i (Amazon EC2 7 L) API)

+ create-vpn-connection (AWS CLI)

BE1F D Site-to-Site VPN ##:D N> XL OJRBEREZEBMICTDICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZF&E £ 7,

2. FEH—2 32 ARA T, [Site-to-Site VPN Connections] (Site-to-Site VPN $##t) %8R L &
9,
ZEF 3 VPN #E#: & [VPN connections] (VPN ##:) VA RN SBIRLET,

4. [Actions] (7 2% 3>), [Modify VPN tunnel options] (VPN K> XL AT a2 2ZE) OJEICE
RUET,

5. [VPN tunnel outside IP address] (IP 7 RL A% ® VPN R X)) UARNASEIZIP 7 RLA
ZERL, ZETH N RILZEBIRLET,

6. [Tunnel activity log] (N> &I T 25 4 EF 4« O%) T. [Enable] (BZL) ZBIRL E T,
7. Amazon CloudWatch 0% %' )L—7" T, CloudWatch 0% %#%{E9 % Amazon O I —7 %
BIRLET,
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8. (F7>3aZ)[Outputformat] (HHFX) T, FEITH AT EHIOER (json TFLEFETFAN) Z
ERULET,

9. [Save Changes] (EEZR#E) ZERLET,
10. (A7 23N BEBIZBUT, ORI RILICHUTATY 7 49 Z#V)IRLET,

AWS X RS A E=k APl ZERA L TEEFE® Site-to-Site VPN EBH TR XL OT R ZEZ B
I BICE

« ModifyVpnTunnelOptions (Amazon EC2 2 I ) API)

» modify-vpn-tunnel-options (AWS CLI)

Site-to-Site VPN O 7 2 &% IC 95
Site-to-Site VPN $##H:0 N> X)L O RBFREEMICT D ICE

1. Amazon VPC 12V —)L (https://console.aws.amazon.com/vpc/) ZB&E £ T,

2. FTES—2 32 ~RA 2T, [Site-to-Site VPN Connections] (Site-to-Site VPN ###t) Zi&IR L £
ED

3. ZEF3 VPN ##:% [VPN connections] (VPN $##) U ARD SBIRL E T,

4. [Actions] (7 22 3>), [Modify VPN tunnel options] (VPN R R A7 a2 2ZE) OJEICE
RUET,

5. [VPN tunnel outside IP address] (IP 7 RL A D VPN R RJL) VARDSEYZIP 7 RLA
ZERL, EETSD M RILZERLET,

6. [Tunnel activity log] (K> FILT 274 EFT10O%Y) T, [Enable] (BM1L) Z:&IRLFT,
7. [Save Changes] (EEZR#%E) ZERL E T,
8. (A72AVMBEIIRLUT, O RILICHULTATY 7 47 ZRVIEBRLET,

AWS X RS A E=k APl ZFERA L T Site-to-Site VPN ##H: D N> X)) OTBFREEMCT S
(A = ¢

 ModifyVpnTunnelOptions (Amazon EC2 2 ) API)

» modify-vpn-tunnel-options (AWS CLI)
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Amazon ZER L= VPN R ZRILOEZ=ZX') >4 CloudWatch

ZEALUTVPN NORILEEZRVITEEXRT, ChiZKV) CloudWatch, VPN H—E AN S
raw 7—RZNEL, BIEVTILZALOFEHEY AEEXRNIJAICMITEET, hs 0K
k15 M AERFEEND L, BEERICTIEALTIITT7FVT—23aroeH—EA0EEE
KYNRBICHEIETEER T, VPN XKNU I AF—RIE, FIATEEICES & BEIRIC CloudWatch (Z3%
BEhfxrd,

M OWTIE., "Amazon 1—H—7 4 R CloudWatch 4 2B L TSEEL,

NE

« VPNODXKUOREFAX 3

« VPN CloudWatch X k2 ZAM KT

« VPN > RIILZEZRV T T % CloudWatch 7 5 —LDER

VPNOX KD DRAEFA4 X3

Site-to-Site VPN #Z#: Tl&. X ® CloudWatch XNU O A& FEHTEEXT,

XKNUTRA B7L)

TunnelState NI DIREE, K VPN OIFE. 0 &
DOWN ZRL, 1 UP ZRLET, BGP
VPN 354, 1 (& ESTABLISHED #7RL. 0
FHBOIXNTORREICERAENET, €550
RALTDVPNTE, 0~1DER, PBELLEE
1 D2ORRILF UPRETIEAZVZEZRL
x£7,

B 005 1ETOLEE

TunnelDataln T HABRY—T—KRIJIAHS VPN N XRI%Z
L TELFKEO AWS AITEEL NS M. &
XRNJDOADT—RRAV MNE, BIOTF—XR
A RNABRICZEENRENAMNOBZERLET
o ZEBERICZREENLENA NORKZRT
TBICE Sum HETZFEALET,
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XNUORA

TunnelDataOut ¥

S

COXRND)OARF, BELOROT—2%ZHT
YhULET,

Bf: N4~

VPN R RILZL TEED AWS flA S5
AN =T =R ITAEFENTINA ML
BXARNVIADT—RRAV N, BIOT—X
KA NURBRISEFENLENANOBERLE
¥, ZEMBPCEFENL/NA NOBBZER
RYBICE Sum KT EERAL XY,

COXRND)OARF, BEHXORNDT—2%ZH7
YhLET,

BA:NA B

TCNSDOXRNUTAR, RRILHFFTILTVWRIHEETE, XY NIV —UFEARRELR—KT
EFXT. chiF, FURILTEBNBAT—RAFIVIONRERTENh, NV ITTT2RARPHE K

OBGP UIVIARDEHTT,

XNVODAF—RETANRI VTSR EDIUTOFA X >3 aFERALET,

TAX3Y

VpnId

TunnelIpAddress

VPN CloudWatch X KN 2 AN KRR

Site-to-Site VPN #%£: ID TX NU O RAF—R&E T4 INRIV T

BRETZAR=KNT—RIIADORYZILDIPTRLATX N
VDOARTF—B&2T71INEZIVILET,

Site-to-Site VPN #E#tZ21ER T3 &, VPN H—E RAIE VPN #&HEICEATA XN O AN RIAATEE
B2k EEIZ CloudWatchlCIEELET. XDEDIC, VPNELHDXA RNV OAEBRRTEET,

VPN CloudWatch X M) 2 AM KRR
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CloudWatch >V =)L ZFEALTX RNV AZXRRTDICIE

XNUDAREFTH—ERAOFRZBI EICTIL—TbEeh, RICEBAZEAOEETETETET M X
varvofsehbEl el TIIL—TtEnET,

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch >V — )L ZB&E £ F,

2. FTETF—23aURAVTXMNI)TR|ZERLET,

3. [Allmetrics] T, [VPN] XKDV O ABHIZE%ZEIRLET,

4

XNVDRAZRRIBDANIDVATFAXS32 (VPN RRIXRND DA &) 2 BRL &K
EE

(® Note

VPN BHIZREIE., RRLTWVWS AWS |)J—2 3> T Site-to-Site VPN BN MERKET D ET
CloudWatch >V —=JLICRREenhEzE A,

ZERALTXRN)ORAZRTTSICIE AWS CLI
O R7AO7RT, ROONY RZEALEY,

aws cloudwatch list-metrics --namespace "AWS/VPN"

VPN N>R ZEZR> 9% CloudWatch 7 5 —ALDER

CloudWatch 7S —ANRENZEENLEZIC Amazon SNS XY E— R REETH TS —L%E
BRTEET, 7oO—LREBEENLEHEBICODE>TE—OXRNI)IRAZEZZ) T, EHOH™M
CHhEVEENDLEWVMEICEETSZIXRN) IV AEICEIVWT Amazon SNS REY JICBHZIXEL
x£9,

BIZE. 1 DOVPN R RILODREZEZZVTL, 15 BRAICIDOF—FRARTHRI X
IWAR D REIEB D EECBAZEFEITDELOIBTZ—LZERTERT,

1 2ORRIVREDT Z—LZERTBICIE

1. hitps://console.aws.amazon.com/cloudwatch/ © CloudWatch >V —J)LZH&E 7,
2. FEF—23URADT, [T7—AlZEBHAL., [IXTOTT—L]ZERLET,
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3. [7Z7—LDERK] ZFBRL., [ XMUTADER] ZBRLEXT.
4. [VPN] ZZRL, [VPN R ZRILDOXRNI TR ZBRLET,

5. TunnelState XKRU O RERUTT, BRORZILDOIP 7P RLAZBIRLET, (XMJUTA
DER) Z2BIRLET,

6. Whenever TunnelState A... DFEEE. " T3, Z&RL, ABDT71—I)LRIC "1, EAS
LE9,

7. [BMWERE]T. [77—ANROT—FRAMNELT 3205353, ERELET,
8. [RN1ZVUYIULET,

9. [BHZILLT®SNS hEY VIZIEFE] T, BEOBAANZERTZDH, iLLWIAKNZER
LET,

10. [R\] 20V YIOL&ET,
M. P2—LDOBRZAILET, [N\ 27UV ILET,
12. P2—LDREEZHEREL. [T7—LDEK]ZVIVYILET,

Site-to-Site VPN 8t DIREZERTD T Z—LZERTERT, HIAE. 1 DFRLEFEAEOM X
WOE DT REN 508 (1 DOHME) ESL LEEICBHZEEIZTI7—LZERTEERT,

Site-to-Site VPN #Z£VIRED T S —LZER T B IZ &

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZBE& £,
2. FETF—=23URAVT, [TZ—L]ZREL., [IXTOTZ—L] ZERLET,
3. [7Z7—LDHERK] ZFRL., [ XNUITADER] Z2BRLET,

4. [VPN] ZERL., [VPNEHEDOX NUIR] Z-IRLET,
5

Site-to-Site VPN #Z#t & TunnelState X N VA& BIRLE T, [ X NJ T ADREIR] 2 BRL F
C8

6. [#FT] T, [RK] ZEELEXT,

FhE, MAORNRILHFTY T LB K5I Site-to-Site VPN i ZREL TVWB B A,
[&D] OHETZIBEL., PBLEE1IDORN RN B I ERB D LEECBRIZEETDCL
NFTEET,

7. [Whenever] (X DB) T, [Lower/Equal (<=)] AT (<=)) ZiBIRL., 0 EA DL ET (T,

PBELELE1DDRYZAFAIVLTVBBAER 05 EADLES). [RA]EIUYILE
7,
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8. [SNS hEY VDER] T, BEIFOBAIARNZERIZL, HLVWIUARN Z20UYILTHL
WURANEZHEBLET, (AN 27UV ILFET,

9. TZ7—LDBEMERBZANLET, [RN\]ZIVUYILET,
10. Po2—LDREZHEREL. [T7—LDEK]ZIVYILET,

VPN R ZRIWIZHAWTEIRTTAVIDERBEETEZR VT TBDTI—LZERTAHEETESR
T, LEAE, ROTZ—LERYRIT—ODS5 VPN RIRIVCABDRZ T4V IDEZEZR)
JOUL, 15 D OHBEHIZ/NA MBALEWVED 5,000,000 IZELZEEICBHZEEFELET,

BERYND—ORNZ T4V IORADTZ—LEZERTRICE

1. https://console.aws.amazon.com/cloudwatch/ T CloudWatch A2V — )L ZB&E £ T,
2. FTETF—23RADT, [TZ7—L]ZREAL. [TXTOTZ—LAL]ZERLZET,
3. [7Z7—LDEMK] ZFRL., [ XRMUTADER] ZERLET,

4. [VPN] ZZRL, [VPN R ZRILDOX RNV R] ZBRLET,
5

VPN R>ZJIL D IP 7 RLAE TunnelDatain XMV AZBIRLET, [ XNV T ADEIR] &
BIRLET,

[#5t] T, [BFT] ZEBELX T,
7. [HAE] T. 15 2] ZBIRLE T,

8. [Whenever] (XD EF) T, [Greater/Equal(>=)] (AL (>=)) ZiEIRL . 5000000 EA DL ET, X
AN]ZOVYOLET,

9. [SNS REYVMER) T, BEFEOBHIJANEZERTSZHL., ILLWUANZIVUYOLTHL
WURARNEERLET, [N\ 22UV OLET,

10. 72—LDEBRMEBRBEZADLET, [RN\]ZTUYILET,
M. P2—LDREZHERL. [T7—LDEK]ZVIVYILET,

o

RDTZ—LALE, VPN R RILASZEY ND—DICHBARNZ 74V IODEZEZRZYVTIL, 155
OB FIC/NA MEA 1,000,000 &) DBLBDEBHZEEFELET,
REXYRND—IRNZTAVYIROTZ—LZEKTZICE

1. hitps://console.aws.amazon.com/cloudwatch/ © CloudWatch >V —J)LZH&E 7,
2. FET—=23URADT, [TT7—ALlZRAL., [IXTOT7T—L]ZERLET,
3. [77—LDEKR] ZERL., (XMJVITADER] ZRRLET,
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4. [VPN] Z58IRL., [VPN RV ZRILOXKNUOR] EBIRLET,

5. VPN h2ZILDIP 7 RLAE TunnelDataOut X M)V RAZBIRLET, [XNJTADIER] &
BRLET,

6. [#MF]T. [GFH1ZEELET,

7. [HAE) T. [15 2] ZBIRLFE T,

8. DROE]T. BT (<=)] ZBRL. 71000000, & ANLET. RN ETUY I LET,

9. [SNS hEY I MEIR]) T, BBIFOBHVANZERTSZH,, FILVWUARN ZOUYILTHL
WURARZERLET, [AN]Z0VYILET,

10. 7 LDBRIEHAZAILET, [AN] 20UV ILET,

M. PT2—LOREZWHIEL., [T7—LOER]Z7VYILET,

T5—LEROZFOMOHIZOVTIEE., "TAmazon 1—H%—7H4 R, ® "Amazon CloudWatch 7

Z—LOERI 25RLTLEE, CloudWatch

AWS Health /1 X N EFERAL = VPN EZ2HEOEZZ2U T

AWS Site-to-Site VPN (&, AWS Health API AWS AWS Health DashboardZ £/ 9 % (PHD) (C3&4A]
ZEHEBNICEELET, COFYIIR—RBEYRNTYTEZRBEEET, RIS hi AWS 1—

H—(CERATEZIRETT, AWS Health DashboardZFERAL T, AR NEHIZKISL TERDT
D23VERETERT

AWS Health Dashboard (Zl&, VPN #Z#EICBIT 2RO ZA T OBHNAEETIhTVET,

ROZRILTY RIRAD NREEA
« B—KN>X)L VPN BH

NZRILIZD RIRA 2 D REEA

VPN ##® VPN R ZRILTI 2V RERA 2 NO—FFEEAAENEERZASND E, PRIV RAR
ANDODBERZBAN ICBEEXT. AWS Health Dashboard N> RIL I RARA 2 Nk, AWS
FRURILOEFHZRTIHEE, ELEFEVPNERZZEELLEEZICRBENETT, FHICOVT
l&. TSite-to-Site VPN R ZIL TV RRAV OB, ZZRBLTLEEV,

RORINIVREAANODEBRITTTRDE, BARNEBUTCA RILIVRRANDER
BHI AWS ZXELE£J. AWS Health Dashboard
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BE—RM2XJ VPN BAH

Q—H—H1 K

Site-to-Site VPN ##tldk, TRMEDLEHIC2 DOV RIILTERENTVET, MAO KN IRILOTA
FAMtESHRIEIORETHICLERM<S<BHOLET, VPNERT1 DO IRILBFTYZTLTVS

H.,ES1 21 BIC1EBEUEATILTWSHBEE. AWS Health Dashboard 1 X N Z&EL
TEA, VPN E— RO BHANEEEINET, COAMRVNE, FILL VPN EFEFE—N X

LELTREEhDEBREN SN, BRAKBBREGEENET, BAFLVWARI M EREh, C
NICE2TE-RNRILELTHRHETENABLSBE 2L VPN EGNAIXNTOUTENET,
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Q—H—H1 K

Site-to-Site VPN O 0 # — 24

AWS 7HD> MCZIE, Site-to-Site VPN IZBSET 2, AR FIREFENTVWELTO Y # —&2 4
HYWET, BICHAZEZNATVEWVWRY, V47 —2G#iEEETT. —HOI+—RIZOVWTEEIEL
FZVOITARTEXRTHN, TOMDIA—RIIOVTREIELEFRERFRTEXREA,

FEOAEB I A—RICDOVWT, 74—20D5|ELFRVITIANT I, [Adjustable] (FIZETTAE)
FService Quotas 1—H¥—HA R, O TOx—4&

HIT [Yes] (lFW) ZBIRLUET, FHFHAICDOWVWTIE,

DEIELEFDOVITAR ) ZZRLUTLSEE L,

Site-to-Site VPN U Y —X

=L

V=232 BEYVDHAEII—T—KIITAD
#

=23 HEV)DREBTZAR—KT—BN
DI DO

IJ—=3 > & /=) O Site-to-Site VPN 5t D 3K

RETSAR—KTF—RNIITAHI=V) D Site-
to-Site VPN & O I

)—2 3> & V) DEIE(L Site-to-Site VPN 3
AL

D=3 iy oBEBERFSsShTOEW
Site-to-Site VPN & D K

® Note

T7 AL

50

50

10

10

51& £ ARE

=39

[Yes (l& V)]

[Yes (l& )]

BELERERBENT STV AEVEROmBA, -2 3> &2t O Site-to-Site VPN ##

BOBHBIINIRNENET,
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—EBIZVPCIZTRYFTEBRBTZAXR—KNT—RVIAE1D2TT, EU Site-to-Site VPN #=
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