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« Governance in the AWS 22 R: The Right Balance Between Agility and Safety (AWS 2257 R
DHNTV A BBEEELRLEMEDONT DV AZESD)

« ANFURARL VARY, AV T Z4F A (GRC) & i&

BB EhiE:
+ AWS Management and Governance: Configuration, Compliance, and Audit - AWS Online Tech
Talks (AWS QBB EANFT A RE, AT ZA T A, BEE - AWS Online Tech Talks)

« AWS re:Inforce 2019: Governance for the Cloud Age (DEM12-R1) (AWS re:Inforce 2019: V5 7J R
R DA /NF > A (DEM12-R1))

* AWS re:Invent 2020: Achieve compliance as code using AWS Config(AWS re:Invent 2020: AWS
Config 2 AL TCO—RELTOIAVTSAT U A%ZRET D)

* AWS re:Invent 2020: Agile governance on AWS GovCloud (US)(AWS re:Invent 2020: AWS
GovCloud (US) & T2 BB H/NF > R)

BE ¥ 2 fi:

« AWS Config @ 7 #—=X 2V ANV T D4l

BEH—EXA:

+ AWS Config
+ AWS Organizations - Y —E A RO—J)LR) > —

OPS01-BP03 #/NF > AEH =5l I % 11


https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
https://aws.amazon.com/what-is/grc/
https://www.youtube.com/watch?v=79ud1ZAaoj0
https://www.youtube.com/watch?v=79ud1ZAaoj0
https://www.youtube.com/watch?v=y3WmHnavuN8
https://www.youtube.com/watch?v=m8vTwvbzOfw
https://www.youtube.com/watch?v=hv6B17eriHQ
https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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D—OORREBLD>TVRHN, J—VO—REILDY NA—RF—RZESKETICRAFELTV
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s VIRNDJITHREET—FTIUMY, BBFfBFINEDATSAT VAT L—LD—=VII%F
WTLWisL,

« &R M Systems and Organizations Control (SOC2) Type Il BEENEL Thh2 A, I ~O—-)
PEREENTVDIEERIITERY,

CORARNTZ VT 1A RAEERATEIXIY N

« D—O0—RICEBAENZAVTFA T AERZFMEL, BETZ T, EDXAMEZRR
TREHICEDRSIBBEIENTIENINELNZHDZENTEXRT,

« AT AT VAT L—LD—J 8T 2 BB BAPEMEBRLET,

- AJEEMERLETO—IJ0—RERFHTDE, AVTFATVARATL—LD—V%EFLTVS
CEEAATEERT,

CORARNT ST A ANBIALENTOVEVEEOUAILARIL: &
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CORANTSOTAARZRETDET, AT AT AERZ2T7—FTFO0Fv&570RAIC
HMAIRARET, F—AXN—RBYSBEBATSATOATL—LD—0%RBFHLET, 7L—A
D—OICR>2TCAVT AT AZRIELET,

BEEEH

AnyCompany Retail &, BEDIL DY FA—REBEHFRZREFLTVET, h—RANL—JF—A
DORAFREWE, PCI-DSS 7L —AD—JILENTEIMEN D Z2BHBELTVET, JLDY K
N—REIHA PCI-DSS 7L —ALAT—VICHR > TEEIRTFE RO T IERAETNTVSR L ZRIET
PFIEEEATETCVES, BF, X1V TFT4F—LEHAILT, AVTSAT U AZBKRIEL TV
£,

EEFIE

—

EFIVFAF—LRHANTAF—LEWHALT, D—O0—RAERLBThEBESBEWNWE
", R\l EBABOATSA T ATL—LD—02BELET, VT FATATL—
LAD—0&D)—U0—RICHMAKZET,

a. AWS Compute Optimizer > AWS Security Hub & ENH—ERAZFERAL T, AWS DY —XA
OGN T AT AZKRIAELET,

2. F—ALXUN=NAVT ATV ABHICR>TI)—VO0—RZEASITELLTEDLSIC,
AT AT ABRZHELET, AVTZATVAEHR, T—FT7I0F v Mz ERT
DBRICEHDMBENHYET,

BAVTFATVAT7L—LD—DIC&>2TR, BEEFLZFAVT ATV ALR—NEEHRT S

PDEAFHYET, HBEHBIOILT, COTOELREZTEDLETEBLLET,

a. AWS Audit Manager DR SBH—EREZFERL T, DVTF7A4 T AZKRIL. BEELKR—K
ZHERLET,

b. AWS Artifact 2 EFAL T AWS OEF1UFT A AV TSAT U AILETE I RFIX N ES
'j\/l:l_ H_Géia-o

REMHEICXEZIBLARIIN: B, DAVTFATVATL—LD—VOREERENF ZVEEFHY)
T, BEELAR-—NMPOAVTFATVARFIXV N EZERTBDEETSIZEMICBYET,

)YU—=A
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
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« SECO1-BPO3 EEEEAZBERLVRIITA - X1 VT4 BEEERF, AT SAT ALK
CBT2EERZRHSTT,

« SECO01-BPO6 N4 754> DEF1)F4ANAO—IILDOTANERIZHELTD -NA4T75
A>O—%ELT, EF1VF BEERIELET, HILLVEBICHIZ A T4 T7ARF2
X RNEERTDEETEET,

« SEC07-BP02 F—RREIAKRO—IIEEETZ -ZE<OAVT AT AT7L—LT—U &,
F—RMEBSELVOANL—DICETEIRIS—AR—ATT,

« SEC10-BP03 7 #L v UeeREA 3 - 7Ly Ui}k, BEEOO IS4 T AT
FRTEDENDHDYET,

BETDRFIXD:

« AWS Compliance Center (AWS A 7S A T At X —)

AWS OV T ZATADIY—A

AWS Risk and Compliance Whitepaper (Amazon Web Services J AV E AT SA T AKRDA
AAR—/V—)

AWS SEHREEFIL

AT AT A7A0 S ALICRDHREERRND AWS OH—E X

B BpH:

* AWS re:Invent 2020: Achieve compliance as code using AWS Compute Optimizer(AWS re:Invent
2020: AWS Config ZFERALTI—RELTOOAV T AT AZ2RETB)

« AWS re:Invent 2021 - Cloud compliance, assurance, and auditing (AWS re:Invent 2021 - 75 R
NDIAVT ATV A, R, EH)

+ AWS Summit ATL 2022 - Implementing compliance, assurance, and auditing on AWS (COP202)
(AWS Summit ATL 2022 - AWS IZ& 1D 2754 T2 A, REE. EED R (COP202))

B8E 9 2 i

+ AWS T® PCI DSS & & ' AWS Foundational Security Best Practices

REY—EA:

+ AWS Artifact
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_test_validate_pipeline.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://aws.amazon.com/financial-services/security-compliance/compliance-center/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://www.youtube.com/watch?v=m8vTwvbzOfw
https://www.youtube.com/watch?v=pdrYGVgb08Y
https://www.youtube.com/watch?v=i7XrWimhqew
https://aws.amazon.com/solutions/partners/compliance-pci-fsbp-remediation/
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
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« AWS Audit Manager
« AWS Compute Optimizer
« AWS Security Hub

OPS01-BP04 &R DR 2l 3 %
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Well-Architected 7L —AT—J %8, AE. ABLERKRZEVTVWEY, T—FTIVF v %2
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9. AWS A9 3 AWS Well-Architected Tool &, FROT77O—F, XEHZE@oOD—2
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FTIOFYORARNTZOTAAEHBRLT, D—V0—ROLBENBAT—RRAZEZ_RXI>Y
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T IVE—TSAAYR—NOBERIF. VTV RTOERANOT7O-FICERFZF v 704
EZXEBIBDLSKRFAECNLEEALEI —ZZ TR ENTEET,

CNSOLEI-OF-—ABTOEER. J—J0-REF-LAOREIOEINOERSEICET D
HEEMEZBIITDIOICRIEET, LEI-ZBUTHEENZ _—A. BRIELZRETZDD
ICRIEET,

AWS Trusted Advisor &, RBILEZHERTIHFONEFIVIOEY MOT IV EAZRHBTEIY —
ILTHY), BEIEMNOREICKRIEET, EZZABLVO IV EZ—T 74 AYR—rNOBERIE, B
RIBMNOREIZESICEIUD, EF21UT«1, FEME. N7F—XVA, JANOREBENLXICERZE
WEEBIMOFIVIILTIOEATERT,

HEFEhdaHER:

- Well-Architected & Trusted Advisor i H 2 EHIRIICHERRL., CHIZEDVWTHIST S
H—EADBRHFONY FAT—RA%ZIEETS

BHOBHEOVAV EEEZEHL, BENKTS

KRECISUTENEKEZERT S

TooaveBEREREELAD
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/plans/
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— RO T FNE—"
- BHBERIEEWN—-2320VYT7RNIITSA4TSVERALTVET, LK, 7—70—K
CERULABVEEZRETAEEOHDBEICOVT, S47SVDEF1UTAEHRIFNBERS

ZHHBLTLWEEA,

- RIE, BEMELE. HBEORACHIZIBEELSOETROZICHLTIHAON—a3 2%
J—ALXLE, &BLE. ChSOBRHNOBBEORRICOVTEEIBMLNTZIT>TVWERRA,

- RFELB/EF, ZRFATSA T ABHZEFLTVEVEEOEEZERLTEEL L, &N
WOAV T ATV ARHANORISICBEIBEUI T TSNTVEREA,

CORARNTSUTAAEERTBAUY b BBET—VO— KRNI BBAEREL TERT D
CET, HRTNEBE, TOELE, WUCABRYY-REHUFLPT<BYET,

CORARNTSOTA AN BEBIETNTVWEVEESD ) ATLAR)L: A

EEOHAA A

s BROMROFHE: EPZAICKHITZER (e, EDSXAVAVEEE, ERAVRY., BHt
FAVTAOEBRELBE) ZFHMAL, EREEHZAETARICTOEEZRY)IADDIEISICLET,
« AWS ¥ 2 1T 1R

 AWS Trusted Advisor

s BRETINOHR:: BENEEBRE., fTEABIUPERENLEENER, TLT0BLEZRETZER
EFINE#IUL, HELET, BRES M FUONELTHRIZDER, ThOoDA TR
SEEIZDLEHNDIAN, RENTFREIIDIEE, BLTThSOAIFU RN EB<ELONIAR
he#ERELEXT, BRETIORNBOZEEICHS T, BRIELZEELFT,

)Yy —A
BETIRANTTZITAA:
« SECO1-BPO7 ERETINZ2FEAL TERZRZEL., BMEOEBEIBENZF TS

BETD RFIXN:

« AWS VSO RAVTI AT
« AWS ¥ 1T 1 EHK
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https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/compliance/
https://aws.amazon.com/security/security-bulletins/
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* AWS Trusted Advisor

B iE B

» AWS re:Inforce 2023 - A tool to help improve your threat modeling
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AWS (&, AWS EZDH—ERICDVTF—LZHEBEL, BRALEDLSICT—VO—RICEEE
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AAWS FLYSHEYE—, AWS F4RAv> a2 74—/, AWS Support 2 Z—) ¥ AWS
RFIXVNEFEALET., cSICERNFHDHEE. AWS Support ETHRIVEDELSEE L,
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TE&ZET,
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B, BEREDEREZRF OERZADRKRE, ZEASIZIEERENVELARILICHATIEREZXETIL
BEOHENBETENTVERT, CcOTL—LT—ITR, MUDBERGTE, BRRINET—X, 7
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https://aws.amazon.com/premiumsupport/trustedadvisor/
https://youtu.be/CaYCsmjuiHg?si=e_CXPGqRF4WeBr1u
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://forums.aws.amazon.com/index.jspa
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
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REFIE
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a. FREFEBOEIREL, ERIBEOEBREDNZVAZE KT,
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MERATTORE, EF¥1UT 1, FEME. NT7F-X2A, JAREENHYVET,

c. VAVIZRTAD XY NOFiie +oBBERICEIKEBRE EDXRA, BR, ERZELE
ZHEREOERE,. Z—X, BEEMNLCESVTXUYREVRVDEEBERELET, XUV
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_threat_landscape.html
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« Amazon ® 1 HEQOX/tNEX | ESmETEELREEZTT
« 9FIRHNF VR

« Management & Governance Cloud Environment

» Governance in the Cloud and in the Digital Age: Parts One & Two

B iE B i

» Podcast | Jeff Bezos | On how to make decisions

BSiE 3 % fl:

» Make informed decisions using data (The DevOps Sagas)

» Using development value stream mapping to identify constraints to DevOps outcomes

ERETI

F—LREDZRAOKREZERTZIIATOREZEBIDLENHET, F-LARMBOF—A
FRIITBZODTNTNOREZEREL, BOLEOF—LAKD TR EHOHOTF—LDKREZ
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A, BR, ERAF-LEOBICBVEELERNIBNE, ESXARREIERLPI<BEYNET,
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https://aws.amazon.com/executive-insights/content/how-amazon-defines-and-operationalizes-a-day-1-culture/
https://aws.amazon.com/cloudops/cloud-governance/
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html?did=wp_card&trk=wp_card
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controls with AWS Config and AWS Organizations

« AWS Security 7 0% - Extend your pre-commit hooks with AWS CloudFormation Guard
+ AWS DevOps 7 % - Integrating AWS CloudFormation Guard into CI/CD pipelines
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+ AWS Workshop - Tagging

BE T 2 fi:

« AWS Config JL—JL - Amazon EC2 with required tags and valid values

BEH—EXA:

» AWS Config JL—JL - required-tags

* AWS Organizations

OPS02-BP02 7Ot AL FIBI_EBEDMBEN FETS

B2O7OCLAEFIEOERZHNFELTVSRL, BEOTOELAEFIENfrfFAENTVRER,
BROTOAMEENFEIZEHZERLET. BREOTOLALFIENERAENZERZERTS
CET, AEDHRZRBHD_ENTEERT,

HEETNIHR ABCHVT, ERRRAIOLEHO—EQO7OCALFIENrHAEICERES O, #iF
ENTVET, 7TOCRAEFIER—TWICREE N, F—LXN—HFRATEET, 7OLAREF
JEE, FREENBRRRICEIY HToh, HELCEHETLET, TREBEEE. AI9UT K T7L—
My =R X=23 2 RFIXDRIAFID-RELTRRENET,

EEMEEFTEE 34


https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_contacts.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/aws/amazon-q-business-now-generally-available-helps-boost-workforce-productivity-with-generative-ai/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/tagging/
https://github.com/awslabs/aws-config-rules/blob/master/python/ec2_require_tags_with_valid_values.py
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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+ AWS 25 R Operations & Migrations 77 %' - Build a Cloud Automation Practice for Operational
Excellence: Best Practices from AWS Managed Services

« AWS 25 R Operations & Migrations 7 % - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

« AWS Security 7% - Extend your pre-commit hooks with AWS CloudFormation Guard
+ AWS DevOps 7 0% - Integrating AWS CloudFormation Guard into CI/CD pipelines
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+ AWS Well-Architected Operational Excellence Workshop
+ AWS Workshop - Tagging
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* How to automate IT Operations on AWS

* AWS re:Invent 2020 - Automate anything with AWS Systems Manager

* AWS re:Inforce 2022 - Automating patch management and compliance using AWS (NIS306)

* AWS Supports You - Diving Deep into AWS Systems Manager
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+ AWS Systems Manager Automation

* AWS Service Management Connector
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https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/well-architected-operational-excellence/en-US/
https://catalog.workshops.aws/tagging/
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=AaI2xkW85yE
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https://aws.amazon.com/service-management-connector/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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+ AWS 257 R Operations & Migrations 7 %' | Build a Cloud Automation Practice for Operational
Excellence: Best Practices from AWS Managed Services

+ AWS Workshop - Tagging

+ AWS Service Management Connector
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+ AWS Knowledge Center Live | Tagging AWS Resources

* AWS re:Invent 2020 | Automate anything with AWS Systems Manager

« AWS re:Inforce 2022 | Automating patch management and compliance using AWS (NIS306)

* AWS Supports You | Diving Deep into AWS Systems Manager
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* AWS Well-Architected Operational Excellence Workshop
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https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://catalog.workshops.aws/tagging/
https://aws.amazon.com/service-management-connector/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html

EALOEFEORE AWS Well-Architected Framework

OPS03-BPO3 TAANL —>3a U HFHERE ATV

==y 71, BRBEAIERNIVARAIICESEh, BFEChBIEENf BT\ el

NEBELT—LAAVN—NEEPBRESEEHZ LULARNIILOBEREREERPAT—IFRILFE—ICITAN
L—>3292L538MLET. ChBEBANXMLOBHERY, HS5WBLARILTHEENETT,
VAVEBEL, 1TV RNOREZH<SEO, TAAL—32 @k, BEF DBERICRTIDL
ENBYVET, V-9 7 BEZIANL—>3VULEEAZKETRICERHY)EEA,

HEFEhBHR: B8eAChrY), BAR, BEZEROLULANILOY) -2V TICIAR
L—232 33 llHERAABNEEA, F—LAVABIBETH > TERLLTIAAL—>3
VTERRILEVSHFGEZ, VA —vT7RERNADERNCEILTVET, HABRORL
RIWTEBZIAAL =232 FRANZALABITENTVET, REEBNFNNZ—JF¥—(CITAN
L—>3>9258, HELARILEHAEBZIAAL—>232INERNESHZEEL TRELET,
REBNFTANL -3 Z2RKRTRIICE,. BECHATEI-OOHERENDEXTEZSHIZE
FHNVET, EROV—EF -2V THERAL)—IZT oAV RIERBVES, HENOVRIH
TAAL—23VICEITRDEREITIREERF. NYTLRILOUV-F—VTICHEZRETS &
SEMENET,

—RNBETFNE—2:

s TTEIFTA4T)—H—29TlEk, V5V RRNSVARATA—X—2a>7TOVSLOAT—X
AS—TA42JHIC, +HBEBRZLTHEST, BEPEENIfr RELTVR2EMZERRETS L
FTEFEBA, AT—ZFAELTRHBREOKANRBRRENET, VHABDIRENFEEEIT
£, CEORZ7OJZALNRBMLTVWREHMTS -0, BREEHRENDHZEREKL VL CIO H'H
ELkEEDTT,

« UDVORERIVIZTH. HILLWFLYSEBATANT TV T—2320F—ALICK2TA
<EATIhTWAVWZEILRIEELE, COBETER, COHFLVWIFLYDERBIRATAILHE
B USD #28#/EL., 1 FEAFTRELELE, LAL, FoARKAREL TS 7y o&2O—N
ITHERL, B8O IO REETHELTVWS D, YR—KFENTVEZD—YJ0O—RICEET
PFTLYSERRETDIONINREEEZ>TVET, COVATLAZBMGENICFER TS L TEBME
ZOLETEDLESH, VZOREARAIVZT7IE, COHICOVT—XR—=297ICHRELEKSEL
F9, TLYDEBATLADERRZFEITRDTALIZ—IZZOHICODVTHREALESS, 2O
BECRBREN BERENDEVSERT, FALIZ—RBIZVRERAIVZTZHKELE
C

s AVE1I—FT42T VY- AN ZHBETREHREFIVTAF—LARF., VY—AZERFRET
JI)—RAF BB, EC2AVARVANZLEICRBEENATVR L ZHBBIDLEHICHELLRD
AF Y2 A1 —FTA VI F—ALANRTITIVENHDTOCAEZEATDIEERELE

OPS03-BP03 TAAL—>arH#EREhTVLS 57



EALOEFEORE AWS Well-Architected Framework

Lize ChIZRY, VY—ADOTTOM N NETRY) 1 BEELEL, SLAICERTDZEICHE
WET, AVE1—TFT 420 F—LR. TREFIVT 8L VP OFFHIN B BBR & ZBEL
T, COBBIEODVWTIVTZTVREBIDOVPICIAAL—232 32 Z2EELTVET,

CODERSBRANTSIVTARERITDEDRA:

BHEEEPEAZEEN, EDSXALLKEEZRETHICHLENETT, BREEHNMERLET,
DAONZPRICHMASNE T, BEZHERIDIE, F-LANR)BEHICEY, GERZERI DX
SICBEWERT,

CORANTZUTAANFBIEATVEVBEDURILARIL: &
RREOHAZ X
BROBSPILARLTHEICIANL -3V I2BREENE, BBELOERTHY, ER

MERL—Z20, U=S—2v 7003127 —>32, BHERE. BB2E0H5903 L)L
TOXNZALDT7O/4ZRBLUT, BERNICRESEIZXENf HYVET,

REFIE

1. BBORIS—, BE HEIINIRNBEERELET,

1. RIS —, BT h3NE, EEZEL<EKAL., BT TVREZ2BFELET.

2. BENFIZEnBVEE, R DQBELIAAL -3V T5L5REEZE ML, SL—
“20%TV, EREABELET,

. RN DHBEILIANL -2V FRENRANTTIVTAATH D EVSHEBNERBEH®E
VULET. TAAL =32V LERBHFERTRBVEHBIZBEN BB, BRTIAN
L=>32 U B0W ek 2TA I TF RN ZHLET IR ZRT RN EA DT N 2ELET
PEENBOSNBIFINIHFRLVEVWS L ZZITANET T,

a. TAAL—>3a ol &azB8ELET (T RIZATLBE),

b. LAAL—=232ZWD2EDLSICTINEERTDFIEZXENLLET,

C. TV AVERTRIEBARIDACZERIRCERELE T, £, FAT—IRILT—DE
BREDB|MEEML T,

4. TAAL=232Fabnigse. V—X—2vTHRETR—EOT I IR URIN
BRENCZEF—LAXVN—HFRBODIET, TAAL—232Z2HTI2BENFHIET,

a. TAAL—Y3aVICEUTZEDRXEN BV ET,
i. RABRTVATOHEDFHEA
i. RADEERE

OPS03-BP03 TAAL—>arH#EREhTVLS 58


https://aws.amazon.com/solutions/implementations/virtual-andon-on-aws/

ERALOBESFSHEOR AWS Well-Architected Framework
iii. ENFRIALXPEE
iv. EEOHE
v. FENFRELLEBADEEN
vi. ERE NBROFREBANETE

b. TAAL—2 32 T2R¥EEZRBLET,. MUZTOBVERREZERP AT —IRILE—

EBUITUICIAAL =230 LEF—ALXN—2RETEIPSHEIT DRI —ZBITLE
To CAAFRELTVBAESHZEHREL, BUICHIETEIXHD - ALAZREAET,

5. BN EAETINTOEDIZ, MENBEREO 71— RNV IIIL—TZE) AnD L ERA
LEFT, 71 —RNYIIN—TRBEFENOBHBETIAHNL—>3 & UTHEL, TANL—
SAVHIBEBRVBETEREOHRAZRETET T, RENERBOXLIEF, HEN KV ER
NICTEITD e x2HLEDET,

6. V—F—97k, RU—, BE XHZAXALA, HBEET D EOBRWVWA—T U BRIANL—
JAVERENBETA—RNYIIIN—TEZRMIBDEZEHNICKRYYBRLAFINETT,

REFTEICHERTHLARIL: &
YU —=A
BETIRANTSIT 1 A

- OPS02-BPO5 &N, ZE, BMAZV ITIARNTRXHNZALIEFETS

BAETS RFIX I
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» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board

* Andon Cord in LEAN Manufacturing
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://aws.amazon.com/security/security-bulletins/

ERALOBESFSHEOR AWS Well-Architected Framework

b. RENDROLTEDIRBEEZRMUIZ: BBAOTF—LAAXN-—DORBENE LT YENS L2 ZH
RIBARV—AV MO ZRITLET. T—AXIN—R@., REZZNTICPYERY T
ERRENBYNET, F—ALAXUN—HRETRLUTED L, IVT—I XD NEEESENT
LI2AEMNE<EYNET., HBOSKUNEC L, BEEREED. YR—IHRNOERE
ARKNET, F—LADXUN—HFZRLLTHBHICERZHL, BEZEAVTES5AB Lz
E92L, BEBA VYA N EHBIZ AU GEVRT (XN—TT10 7082, 7Ot
SEVTAOZ-X, REHAOTHZEEI XN, BEROFREET A TOEVWIRIZLE),

C. F—LXUN—HALEMNICSMTER LS ICEMITZ: REENITNTOXKREEDOT I T 1
ETAC2ENCSMIZEOICLER)Y -AZRHULET, BYOREICETBISF—A
XUN—R, COLRSBREZEBIZDSIATOAFILEZEFIINTTVET, COLSICHH
CHRARBLEAFILLE, HBLECXREZNRZELESLET., BEZRABEZITVEBASTF—LXY
N—ZHR—KRTRDIET, AN—DOEBHISBESIBFRINEKRLET,

)Y—=A

BETAIRANTZIT 1A

OPS03-BPO1 T EITATARI Y= v T2 RHMHTS
OPS07-BP03 57 v VAL TFIEEZEITTS
OPS07-BP04 7L A7 v VAL THEEZRETD

BAETS RFIX I

Bd

AWS JOVRE | 8N7 A —XVABRTISYAIIBBRETHO O ZEVTFAETI N =X K
FHETT

AWS Executive Insights | B#E TRBEL A/ R—=23 DV QPIREZS | TIAL Y R —
X=

AWS % 1) 7 1Rk

Open CVE
AWS Support App in Slack to Manage Support Cases

Manage AWS resources in your Slack channels with AWS Chatbot
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
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https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management/
https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management/
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
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BEITDRFIXUN:
* An Inside Look at the Amazon Culture: Experimentation, Failure, and Customer Obsession
(Amazon XAt D EMfl: &, KB BEEE—IR)

« Best practices for creating and managing sandbox accounts in AWS(AWS TOH > RARY VAT H
IONDEREBEBICBFRIRANTZIT1RA)
+ Create a Culture of Experimentation Enabled by the Cloud (¥ 27 R THHEIZ 7% % RE LD EE)

* Enabling experimentation and innovation in the cloud at SulAmérica Seguros (SulAmérica Seguros
CHBITBDIVTITRTOERRBRES /R—23 2 DORR)

« Experiment More, Fail Less (EBRAFZVRFEXKMIDELED)

+ Organizing Your AWS Environment Using Multiple Accounts - Sandbox OU (88O F Ho > N & fE
AUz AWS IREQHBABIL - 2 RKRY I X OU)

+ Using AWS AppConfig Feature Flags (AWS AppConfig DieE7 ST 2 EHA T 3)
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+ AWS On Air ft. Amazon CloudWatch Evidently | AWS Events (AWS On Air: Amazon CloudWatch
Evidently 458 | AWS 1 X N)

* AWS On Air San Fran Summit 2022 ft. AWS AppConfig Feature Flags integration with Jira (AWS
On Air San Fran Summit 2022: Jira Z £ L 7= AWS AppConfig #EE7 5T DHEE)

* AWS re:Invent 2022 - A deployment is not a release: Control your launches w/feature flags
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» Programmatically Create an AWS 7 71772 ~ with AWS Control Tower(AWS Control Tower % £
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« Set Up a Multi-Account AWS Environment that Uses Best Practices for AWS Organizations(AWS
Organizations DRARN T TV T 1 AZ2EATBIILFT V2 N AWS RIEDERE)
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* AWS Innovation Sandbox
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https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/
https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
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« AWS Control Tower
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https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/training/
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https://aws.amazon.com/training/teams/aws-skills-guild/
https://repost.aws/
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* Investing in continuous learning to grow your organization's future
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https://aws.amazon.com/repost-private/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/publicsector/investing-continuous-learning-grow-organizations-future/
https://aws.amazon.com/training/teams/aws-skills-guild/
https://aws.amazon.com/training/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/compliance/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
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« AWS Well-Architected 7R

« Amazon Builders’ Library
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« AWS re:lnvent 2023 | Reskilling at the speed of cloud: Turning employees into entrepreneurs

« WS re:Invent 2023 | Building a culture of curiosity through gamification
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https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
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https://aws-observability.github.io/observability-best-practices/guides/operational/business/monitoring-for-business-outcomes/
https://docs.aws.amazon.com/Amazon/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dependency_telemetry.html
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https://aws-observability.github.io/observability-best-practices/
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https://docs.aws.amazon.com/Amazon/latest/monitoring/WhatIs.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://aws.amazon.com/about-aws/whats-new/management-and-governance/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23amazon-cloudwatch
https://aws.amazon.com/about-aws/whats-new/developer-tools/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23aws-x-ray
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https://catalog.workshops.aws/observability
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PRUEBENHDAVT AT UARHNFT VAOEHEHYNEITH, J—RBETANERETS
BENFHYYETH. TAMETLUERBICBAN DEZOKHETTH?
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VIRNIITT—TATT7IORNIKHUTETTES, TANOEBEEOEETEDVANMESE
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https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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c. AWS CodeBuild Z2FAL T, V7RI ITFFP—TFTA4 77 IORNIRUTANZEERETEET,
d. AWS CodePipeline &, Y7 RNIDIFTTFARNENATSAVICHA A ENTEET,

)Y—A

BEITIRANTZIT1A:

« OPS05-BPO1 N—> 3> EBAEFEHATS

+ OPS05-BP06 :REHEEZHE TS

« OPS05-BP07 I— RBENB LD EDICTSIT 1A ABEETS
« OPS05-BP10 AL TF7 0O/ 22 BEILTS

RETDRFIXN:

* Adopt a test-driven development approach

» Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

» Shift-Left Workload, leveraging Al for Test Creation

» Amazon Q Developer 22 X —
» Amazon CodeWhisperer TP 7 —2 a2 L VIRSEETS 10 DHE
+ Amazon CodeWhisperer T1—RANL Y D%k%Z RS

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Automated AWS CloudFormation Testing Pipeline with TaskCat and CodePipeline

+ Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST, and DAST
tools

» Getting started with testing serverless applications

* My CI/CD pipeline is my release captain
« AWS TO#MBENA > TIL -3 ERENTUND—DOERE (K74 hR—/N—)

B BpH:
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
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* Implement an API with Amazon Q Developer Agent for Software Development

+ Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

» Mastering the art of Amazon CodeWhisperer - YouTube playlist

* AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS
* AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development
» Testing Your Infrastructure as Code with AWS CDK

BEDY—A:

« Amazon CodeWhisperer D4R Al Z#FERL T 75— 3> OEE

* Amazon CodeWhisperer Workshop

c AWS F7OANAT AV I I P LA —FTOFY -F7)5—3>
+ AWS Kubernetes DevSecOps /N1 754 >

« Policy as Code 7—923v 7 - FANKEBER

* Run unit tests for a Node.js application from GitHub by using AWS CodeBuild

* Use Serverspec for test-driven development of infrastructure code

BEH—EXA:

Amazon Q Developer

Amazon CodeGuru Reviewer
AWS CodeBuild
AWS CodePipeline
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REZXEL, EEZENCHRIDICKE, BUEESATAZEALEXT, chSOIATARK, F
B7OCALCK > TRETRIS—&, EEZEBATRFHERSLET,

BHNEEBHEETR, 173/ LZBUT—EXZHE IR RFEND )Y —A0OHHLE
ICEZRELET, cOT—ADOFELT, 1 VARV ALOT 7V 5= 3 Y —N—Fk@EoI
TH—N—FAZRETHHEE®P. AWS Management Console & #zld AWS CLI Z47 L T AWS
H—EANEREZERTDEENZEITSIhET,
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https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://aws-solutions-library-samples.github.io/app-development/developing-applications-using-generative-ai-with-amazon-codewhisperer.html
https://catalog.us-east-1.prod.workshops.aws/workshops/6838a1a5-4516-4153-90ce-ac49ca8e1357/en-US
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://catalog.us-east-1.prod.workshops.aws/workshops/9da471a0-266a-4d36-8596-e5934aeedd1f/en-US/pac-tools/cfn-guard/tdd
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/awsconsolehelpdocs/index.html
https://aws.amazon.com/cli/
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codestar/
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JESRAEBHBETFUNI—NATZA4VICETVT, BREEBEY - ZBIRLET,

4. BOEBRICIDEEZF/IPRICMAZEHIC. BREZXBICEETHESWE. canary 7704
BREOMEF7O4 ZRFTLET,

5. BRREEZ CICDINNA 7 A4 ICHEELET,
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BETD RFIXT N

* AWS Control Tower

« AWS Landing Zone Accelerator
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
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+ AWS Config
« AWS Config & [&?

« AWS AppConfig
« AWS CloudFormation & &
« AWS *XROvY/N—Y—)L

BSEE B

« AWS re:invent 2022 - AWS D—VO—ROJAF VT AT BANFT VD AEAVTZAT VA
« AWS re:Invent 2020: AWS Config ZFEALTI—RELTNDIOAVTZFAT U AZERTD
« AWS AppConfig ZERLTT7 7 UT—23a OREZEBELTCTF 70495
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codestar/
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AWS CloudS AWS AWS AWS CodeBuild AWS : AWS  Amazon  Amazon

AWSY—LFw b f codeCommit  CodeArtifact i H CodeDeploy Cloudwatch  DevOps
AWS SDK H : Guru
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AWS Cloud Development Kit (AWS AWS H—){—L A7V

EFIL E—Tb AWS CloudFormation @CDK)\ AWS CDK for Kubernetes. @ a3 VEFI
AWS CDK for Terraform & (AWS SAM)

AWS CodePipeline £ BiEH—EXZfEMAL /= CI/CD 2B TS

1. AWS CodeCommit EERLT. 7Y~k (KFI1XT N, Y=RO—K, XA FUTT7AILEE)
ODN—TaER, R, EEEFVET.

OPS05-BP04 BEB LV T 7O BRI ATLAZERTS 98



ERALOBESFSHEOR AWS Well-Architected Framework
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s AWS ROV /N—=Y—)L
AWS CodeCommit & &
AWS CodeBuild & &
AWS CodeBuild

AWS CodeDeploy & (&
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» AWSre\: Invent 2022 - AWS @ DevOps [6] ¥ AWS Well-Architected RAKN TS0 T 14 A
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
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https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html

EALOEFEORE AWS Well-Architected Framework

c BRCBENSEZEOTFMMEHEEICODVWVTOBAZZTT, IXTORRICFHTNY FZ2EH
TRILEN DD,

CORARNTZI9TARAZFATEIAVY M NY TFERAOEERRBELEKICDOIEDEAHERLE,
NYFEBTOCLAZBITEET, NYFLRILOAT—ILELR—MNMEERAERRLET, ch
Lk, EF21VFTANYFOERANRIEE A, ERENATVWIEBEHADEEDAT —F A ZHREICHE
BTEERT, ChiCkl), LESHEOEA, BEORESHFR, BENTHNTANDESFHE
BLEY, N\VTFEBATLLEHBLZREL T, N\ FZF7O/32F5HE2ERL. FHH7'O
TACEERIZIZ—OREZNHLTT,

CORARNTZOTAAZFRALBEVWEED)ARAILARI: AEE
EEOHAZA A

BREDEE, FEITIHECEIOEE. HNFTUARVD =PRI A —OYR— NEHEA O ELLK
METOEDICBIATLAZNY FLET, EEFARBEIATATRE, BEBEERRZEKTDZD
CEYAENY FEEALTTF7O/LET, NV TFEBXN_ALZBBLTD T, NV FEA
DEBRE. FRVOELANRETRETSZIIS—, NV FICEIZFHERRETEET,

EXRFIR
Amazon EC2 Image Builder ®i54:

1. Amazon EC2 Image Builder ZfEFIL T, RONA T4 OFHZEELE T,
a. AX=—INAT A4V DERERS
b. NATZAVODAT D 1—=)IERALY—2DER
c. IXNTOKFHERDERE
2. ROLEZZBIRLET,
a. BFEOL>EZEBIRTDD. HILLLEZERLET
b. A X—S0ORA7T&EBRLET
c. LYEIZRBRZFTTIN—2aveaRfHET
d R—AAMX=DZBBRLET
e. EJROAVAR—FhZEMLT, 2—7TYRLPZARNJICEMLET
3.AT723Y -AVIZARZITFrOREZEERLET,
4. 723 -BEEZERLET,
5. REZHBILET,

OPS05-BP05 /Ny FEB%#E1TT 3 101



ERELOBESFHOE

AWS Well-Architected Framework

6. LZEONAD -2 ZEBMNICEELET,

Systems Manager Patch Manager D% &

1. INYFR=AZAVEZERLET,

2. NAREREFEZBRRLET,

B AVTZAT VALR—KRERF Y ZBMIILET,
)=

BEEITBIRANTZIVT1A:

« OPS06-BP04 TAREO=INY U ZBELTD

BHEITDRFIAXD b

* Amazon EC2 Image Builder & (&

» Amazon EC2 Image Builder AL TAX—NA 754 BERT D

s AVTFAX=NAT A EERT D
* AWS Systems Manager Patch Manager

+ Patch Manager M ##4E
s N FAVT AT VALR—NDOEH
« AWS ROV /N—Y—)L

S BERE TR

s AWS OH—N—LAF77U4s—>3a>Bn Cl/ICD
+ Ops ZZEBICANTERETTS

BE T % fi:
» Well-Architected 7R - A R NUBKV/\NY FEE
« AWS Systems Manager Patch Manager ¥F1—K U7 )L

OPS05-BP05 /\Y FEEZEITT S

102


https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools
https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
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https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
https://github.com/aws-samples/aws-service-catalog-reference-architectures
https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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« OPS05-BP06 Rt EEZHLETS

BETDRFIXD:

* Adopt a test-driven development approach

» Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

« Shift-Left Workload, leveraging Al for Test Creation

» Amazon Q Developer 22 X —
» Amazon CodeWhisperer TP 7 ) —2 3%k V)RS EE TS 10 D HE
+ Amazon CodeWhisperer T1—RANL Y D% RS

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Agile Software Guide

* My CI/CD pipeline is my release captain

* Automate code reviews with Amazon CodeGuru Reviewer

* Adopt a test-driven development approach

* How DevFactory builds better applications with Amazon CodeGuru

* On Pair Programming
« RS L > HICH D Amazon CodeGuru 22> 21— RLEI1—DBEEL

* The Art of Agile Development: Test-Driven Development

* Why code reviews matter (and actually save time!)

BEEE:
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://martinfowler.com/agile.html
https://aws.amazon.com/builders-library/cicd-pipeline/
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
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* Implement an API with Amazon Q Developer Agent for Software Development

+ Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

» Mastering the art of Amazon CodeWhisperer - YouTube playlist

* AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

*« AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

BEH—EX:

* Amazon Q Developer

* Amazon CodeGuru Reviewer

* Amazon CodeGuru Profiler

+ AWS Cloud9
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https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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* AWS T® Instance Scheduler
« AWS CloudFormation & (&
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://www.youtube.com/watch?v=Keo6zWMQqS8
https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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# Runbook Title

## Runbook Info

| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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| RUNGQ1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps

1. Step one

2. Step two
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html

ERLOESFSHEOR AWS Well-Architected Framework

* AWS Well-Architected Framework: Concepts: Runbook development

Achieving Operational Excellence using automated playbook and runbook

AWS Systems Manager: Working with runbooks

Migration playbook for AWS large migrations - Task 4: Improving your migration runbooks

Use AWS Systems Manager Automation runbooks to resolve operational tasks

RO B H:

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response

* How to automate IT Operations on AWS | Amazon Web Services

* Integrate Scripts into AWS Systems Manager
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« Well-Architected ZR: 7’LA TV OESOTYvDICLDARL—3OEHEL

« AWS 7' O4#% % Build a Cloud Automation Practice for Operational Excellence: Best Practices
from AWS Managed Services

« AWS Systems Manager: 74—k X—32F1—KUTI)
« AWS Systems Manager: &RFIDAFT Y 72av STV IONSI—bhRUI—LZEETTD
» Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake

e Gitlab-Z>7 v

* Rubix - A Python library for building runbooks in Jupyter Notebooks
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+ AWS Systems Manager Automation
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https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|---- - |---- - |---- - |---- - |---- - |---- - |---- - |---- - |---- - |
| RUN@GQL | What is this playbook for? What incident is it used for? | Tools |

Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps

1. Step one

2. Step two
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+ AWS Well-Architected Framework: Concepts: Playbook development

» Achieving Operational Excellence using automated playbook and runbook

+ AWS Systems Manager: Working with runbooks

* Use AWS Systems Manager Automation runbooks to resolve operational tasks

BEEE:

* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)

* AWS Systems Manager Incident Manager - AWS Virtual Workshops

* Integrate Scripts into AWS Systems Manager

BEiE T 5 i

* AWS Customer Playbook Framework
« AWS Systems Manager: 74— X—32F1—KUTI)

* Building an AWS incident response runbook using Jupyter notebooks and CloudTrail Lake

* Rubix — A Python library for building runbooks in Jupyter Notebooks
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=KNOc0DxuBSY
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://github.com/aws-samples/aws-customer-playbook-framework
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://catalog.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
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« AWS Systems Manager Automation

« AWS Systems Manager Incident Manager
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/query_with_cloudwatch-metrics-insights.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-console-servicemap.html#xray-console-servicemap-view
https://docs.aws.amazon.com/Amazon/latest/monitoring/servicelens_service_map.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Synthetics_Canaries_tracing.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-RUM.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/servicelens_troubleshooting.html#servicelens_troubleshooting_Nologs
https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
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https://docs.aws.amazon.com/Amazon/latest/monitoring/ServiceLens.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-analytics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-insights.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Synthetics_Canaries.html
https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://catalog.workshops.aws/observability/en-US/intro
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform

EALOEFEORE AWS Well-Architected Framework

— RO T FNE—"

« BEATRBVWTZ—RESZSHRELIET, 77— MENZSIEEIL TV,

« P7—NICKPIZESKBEBUMHZT>TVWEVEY, MENfERCREIZEZIERETE
IC<<BZE2TWSB,

- REREAANOX L ZZS>TWB S, BUBELCODVWTRYEBRLTZ—MERFEEN B,

CORARNTSOTARAZFRAITDXIY

- ERNTHEMOEVTZ—MIERZELKZIET, P2—MNEFZERBRLET,

- BEZBRICKRELTERTZ LT, DATLAOEBRBEEEMA MLELET,

s —MRNBTZ—RNY =PI 1Z7—2320VY-)LeR/ETHZET, F—LOITRL—>3
L, BEZREICHRTERT,

ZORANTZUT A AFBIENTOVBEWEEOURILARIL: &
RREOHAZ A

MRABTZ—MAXNZALZBETBICE., KPIHCES<KHERNFVARAVICESEATVRHEEXE
EFREENEBERCTZTZUTAXRNIIA, O, NL—ATF—RZHEATRIEHNEET
ERD

REFIE

1. TEEETMBERZ KPI) ORE: T7VT—>3 O KPI ZHBELET, ERICEB\NOFEEZR
MIBICEE, PTI—RZ2DES5KE KPI IZBEEMNFITDHENHY KT,
2. EERHEDRE:
« Amazon CloudWatch EE#® H O #A: Amazon CloudWatch EF#&HZREL T, EEH/N
X—2ZBEBNICKRETEESICTRHE, EHBEECHLTOKATTI—MEREND LD
IC&V)ERT,

« AWS X-Ray Insights O fFF:

a. X-Ray Insights 288 €L T, RL—AF—Z2DEEZRELET,

b. BENfMMREENELEICTS—MEZ TS K5 ICX-Ray Insights DB ZRELE T,
« Amazon DevOps Guru & DA

a. Amazon DevOps Guru DM FEHEEZFAL T, BBIEOTF—20ERALOEREEZRELF
£

OPS08-BP04 REM BT Z— N ZEKT 2 153


https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
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https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/Amazon/latest/logs/MonitoringLogData.html
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https://docs.aws.amazon.com/Amazon/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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https://docs.aws.amazon.com/Amazon/latest/monitoring/create_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/Amazon/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_custom_widget_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_custom_widget_dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Dashboards.html
https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
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https://docs.aws.amazon.com/quicksight/latest/user/kpi.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/solutions/app-development/data-operations
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/config/
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https://aws.amazon.com/systems-manager/features/#OpsCenter
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
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https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/aws-countdown/
https://aws.amazon.com/premiumsupport/aws-countdown/
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AWS Incident Detection and Response

AWS Cloud Adoption Framework: Operations Perspective - Incident and problem management
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* Top incident response tips from AWS

* AWS re:Invent 2022 - The Amazon Builders' Library: 25 yrs of Amazon operational excellence

* AWS re:Invent 2022 - AWS Incident Detection and Response (SUP201)

* Introducing Incident Manager from AWS Systems Manager

BEE T 5 i

«c AWS Z7OF7 V9T ATH—ER-AVFVRNERD—H3vT

* How to Automate Incident Response with PagerDuty and AWS Systems Manager Incident
Manager

* Engage Incident Responders with the On-Call Schedules in AWS Systems Manager Incident
Manager

» Improve the Visibility and Collaboration during Incident Handling in AWS Systems Manager
Incident Manager

* Incident reports and service requests in AMS
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
https://www.pagerduty.com/resources/learn/what-is-incident-management/
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=DSRhgBd_gtw
https://www.youtube.com/watch?v=IbSgM4IP9IE
https://www.youtube.com/watch?v=I6lScgh4qds
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/managedservices/latest/userguide/support-experience.html

EALOEFEORE AWS Well-Architected Framework

« Amazon EventBridge

OPS10-BP02 75— KR EIZ7Z7OCAZHAETS

MROD DVBEOBA TR EBISVTR, YATLAAOTZ—RZECHBERTOELAZE
BLULTIBKENEETY, TD3TRET, INTOTT7—NIHUTEANEXNEZ T<ICITE
CBI AN TE, EROGERELSESEI BELET,

HMBEINIRR: IXTOTZ—MIHL T, BARICERSNECEFNENISHRNF RRICBE A
T, AREBIGEE. TEEZHRICL., TAAL—23a @ REERL T, X ZBBLLET., 7
Z—REEFOFLYIZR-RALZVZIENATVWR YD, EOFRL—ZX—TE-ELTHRBICH
WTEXRT, WA EENICRET-ELTHY, EFOMREFHEEAN B LELET,

— R BET > FNE—2

—NERETOELANBHERBENATVEVESD, ZTOHFELOEORSREROENIC DY

hNBZICBY, EEZTZ—MFRBIEhD,
NOFBHEEENBETEVED, T7—FOREBIZ-BHENF T,

‘d‘d@)“d
0\"

CORARNTZ T 1 AEFRATEIAIY N
s WUAEBTZ—MDOAZREEEDET, P7—MNEFHFBRENET,
- ER LOBEOFGFARGE MTTR) BT hET,
- FERERE MTTI) A"EEESh. MTTR OEREIC DBV ET,
s EREOXNISOART—ZEUTA4AALELET,
s ERARVMNuBO-—BEMHEEEMI@ELET,

CORANTZOTA4RZFRALBVHEEOD)RAILARIL: &
EEOHAZA A
FS—RTELT7OLAEZAZETRICE. §75—MNIML THEANBHEZEEL ., TaELES

FEXRZEEELLET, £, BEALEOT7 A —RNAYIRENTZIEHICETVT, chso70Ot
AERERICHELTVERT,

OPS10-BP02 72— KRZ &I 7OLAZAETS 170


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
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» AWS Service Quotas
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» Create Automation Runbooks with AWS Systems Manager

* How to automate IT Operations on AWS

* AWS Security Hub automation rules

+ Start your software project fast with Amazon CodeCatalyst blueprints
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* Amazon CodeCatalyst Tutorial: Creating a project with the Modern three-tier web application

blueprint
+ One Observabilty D—2> 3 v/

» Respond to incidents using Incident Manager
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https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://www.youtube.com/watch?v=fQ_KahCPBeU
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https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US
https://catalog.workshops.aws/getting-started-with-com/en-US/operations-management/incident-manager

ERALOBESFSHEOR AWS Well-Architected Framework

EAL

EHEF, BEZA T THREZRY BITERNEYAIILTY, ERTIVTAETAHSZEALHI
CESVWT, HEICELUDNEREFEFEREL, WEBTNESEEORYETMLET,

RENICERAZENLTEIICE, UTOCELZRTIZBENHBYET,

(N =Ry

- 2B HE K&

FH., #£7. &A=&

ERNICEREBODH, RBOSTH., R, AEOLHOKEZRAEIZ LN TARTT., XK
LIEBEIC, F—AEWTELS, KYARREBZIDZTUJOI1Z2714TE, ThSOKXHK
NEOFBETEDRDILITRHBENHNET, RMZDIML T, HIZRHEL., AELZFTETILEN
HYET, FALEHINEZEHNICMOF—LERIREL, 1Y/ NERIATIVENHVET,

RANTZO9T14 A

« OPS11-BPO1 i XEN 7O LA ZAET S

* OPS11-BPO2 A V> FU N ED DM ERTITS

« OPS11-BPO3 74— RNV IUIN—T%ZEETS

« OPS11-BP04 F LY EBZEMKT S

« OPS11-BP05 EDHEZERZERT S

« OPS11-BP06 1 > H 4 hZRiL T %

« OPS11-BPO7 ANRL =23 XKNUJADLEI—%ETITS
« OPS11-BP08 #ill 2 XELLTHETS

« OPS11-BP09 XEZTS L HDEEZE) HTS

OPS11-BPO1 &N RED 7 OELAZHET S

D—O0—REHAADT —FTIFYORARNTZ T4 ACKHLU AL T, BEH DERM
BI)—OO0—RLEI-ZXRELET, V7 RNIITHRETAVIIOFTHENHLZEBESHICL
£9,

HEFEhdHER:

2EH, HB %E 188



ERLOESHEOR AWS Well-Architected Framework
e T—FFTIOFYTORANTZIVTAAICKLTOD—o 00— RZHEICOHMLET,
s V7RMDVITHRE7OLRAIZSEVWT, FBEORRETZTORLICRABENELEIENZSAET,

— RO T FNE—2

« D—OJ0—RZHEFMCTFTOMNLTUR, 7—FFTI9FFLEI-ZFELTLEL,
- HEOHLOBEIBUANMEL., FHELERL T, ChSOBIBFRBEORITH S,
« HBORARNTZ9T 41 ACHRTRIEEOREICOVTEEN T,

CORARNTSOTAAZFRAITDXIY

« D—UO—RAT—FTIOFYORANTZO0T 4 AIZERL LBFTOREICRLENET,
c D—U0—RZERZHF > TENHNESEDIENTEET,

« HBORARNTZO0T1AZFALT, IXTOT—VO—RERETEEXT,

s DIABXUY NN RENLBEFEZELSL, SFRMEOPLEICDBENYVET,

CORARNTZI9TAANBAENATVEWEEDVRATLARIL: &
REDHAX A

J—O0—ROBENLEI-ZRBEICEELET. HRAORARNTZ VT RAZEALTT—7
O—RZFAL. AEOHEKERELRT, V7RI ITHEYAVILOFTHREORLZBELEIR
ICLERT,

EEFIE

EECIIEHET, XEBDV—I0—-ROEHN BT —FTFIOFrLEI—E2EELET, AWS

BEEORANTZV9T A ARECNEEnEEBEREZFERALET,

a. chsOLELI—ICEF, HARTERENEEEZFERALET. HREENBTVHBEEF. AWS
Well-Architected 7L —ALAD—0%FEHAL £,

b. AWS Well-Architected Tool ZFEA L THARARNTSIT A ADHDARLL > XAEERKL .
T—FTO0F v LE1—%2FEHRELET,
c. AWSYULI—>3> F7—FTIORNEERTIVZHANTHIO MIZ—2 v —(CEHKLT, D—
20— ROHA R{FE Well-Architected Framework LE 1 —%2FEHEL £9 .
2. LEA—HICBEThLERERL2E, V7NV ITHRR7OCAOFTEASTHEICERELET,

1.

OPS11-BPO1 iV REN 7O RAZAET S 189



ERALOBESFSHEOR AWS Well-Architected Framework

REFTEICHEZRIHLARI: K, AWS Well-Architected 7L —AD—0ZFERALTEROT—FT
77_‘\7 I/tﬂl_Eiﬁﬁ_c‘é*j—o

)Y—=A

BEFTIRANTSIOT 1A

« OPS11-BP02 1 > F > RED DT EETT S
« OPS11-BP08 #il& X&KL THETS
« OPS04 ATH—NEDT 1 %2EETS

BHEITDRFIAXD b

« AWS Well-Architected Tool - H AR ALL VX
« AWS Well-Architected "4 kR—/N—-LE1—7'O€A

+ Customize Well-Architected Reviews using Custom Lenses and the AWS Well-Architected Tool

* Implementing the AWS Well-Architected Custom Lens lifecycle in your organization

B IE Bpid:

* Well-Architected Labs - Level 100: Custom Lenses on AWS Well-Architected Tool
* AWS re:Invent 2023 - Scaling AWS Well-Architected best practices across your organization

B8E 9 5 i

* AWS Well-Architected Tool

OPS11-BP02 1 2> F R ED M ZERITTS

BEIIREEEADAR N 2H#FEL, FEIZEREFHEBEZRELET. CcOBHREHEAL
T, BREZHRILCIEBIZLHOENREZRAAELT T, RETHRNENBOLODFIEZFZE
LET. IREICEDETHBE LWL, FERFEREREZLEICKUTEART,

HEFEhdaHER:

c AVITFUNEOSMERCA VI T NERTORANBUETLET,
s AIRVNIETRZF—RERETHOOATH—NEVTAFHENIEBVET,

OPS11-BP02 1 > 27> hED ST ZRTIT 2 190


https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_share_lessons_learned.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_process_cont_imp.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/the-review-process.html
https://aws.amazon.com/blogs/mt/customize-well-architected-reviews-using-custom-lenses-and-the-aws-well-architected-tool/
https://aws.amazon.com/blogs/architecture/implementing-the-aws-well-architected-custom-lens-lifecycle-in-your-organization/
https://www.wellarchitectedlabs.com/well-architectedtool/100_labs/100_custom_lenses_on_watool/
https://youtu.be/UXtZCoE9qfQ?si=OPATCOY2YAwiF2TS
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html

EALOEFEORE AWS Well-Architected Framework

c AT NEOTHT7TOLAZRABDANIVAZEBEL, RETEET,
s AVITFURESEY, TORODERDELICODBEFIZEANTERT,

— RO T FNE—2

s P77V —=2arH—)N— Eﬁfibfb\i? W23 S5 D Ell, IXNTOTIT1Tk
Y2 avARTULET, B, 77V5—23a b —N—TANrBBEZEOIZHELLS L
LELE, B, C_*Uﬁ‘"?yl\'j VOBEBETHDURMENI HDIEZRZ>TLVETH, XV
RO—OF—LNMLTETHR—NZRBETEAWVLEY, YRXF—LHLSHIHEBZDENTE
FtA, BBEICEK, YR—KEZET, AINFBIPDTVEIL ZHMITBZCHICHERBRENET
PEHOERMEREALTOCANF HYERH A,

s HBIEFE, JT—UVO0—RHATTF—RZEX>TLEVELE, CORSBEBIRELEDEFE N

FERAOTHY), El@%S#TH&UﬁﬁA HBIzlF., F—REBENTED LD, ChHFEE
TREVEHHLTVWET, F—2BXRE, BREICEEIDIFLEOFVHEETHRELBHET, &
oo iRV, Kb ETF—2OERTICELT, EMOERLOBHEERELTT,

CORARNTSOTAARAZFRAITDXIY

s AVIVTFURNODEREB D EIDAVAR—F N, &, 70232, ARVNERETDEIEERS
NE7O0EAEZFEDOET, AEODHMASEIRIETEEXT,

s AVVTFURNEODMDTF—REREICRITET,

CORARNTZOTA AN BALENTVWEVBEED ) ATLARNIL: B
EEOHAZA A

Z7OtAZFEALT, FE5ELELERZHHLET. BEICHEEZEADZINTOAVIOFUNERE
HBLET, 1V FUNMNEFELEERZEBELTRFIXMETZEHOO7OEAZAELT
BE, BRENHELEHLETIBNFRE, DETHRNENEFIEZERTESLSICLTHESE
To IVFURNOBERRZBEGEL., GAZHFICEDLETEAFEZRARLET, #lzEE
NTLESHBLET,

REFIE

1. 7704 DEE, BREE. 12TV NORBRZ. T7—LABZ., I>7—I X2 MR,
BRI, 12T MNERBABEDXA NI VAZRELTT,

2. BALTAV LTEEBRRREZBEL., 1TV RNORIERROANR N 2BELET,

OPS11-BP02 1 > 7 NED D ZERTT S 191



EA EOBEEOR AWS Well-Architected Framework
3. RDEBICOVTHREFLET,

a BMEFETOREZEMTERTA?

b. XRUDRETZ—LIEDVT, 12 FURNOBREZRDDI-ONDHRERREH V) ETIH?

c. PMETHOREEZEMTERTA?

d. XBFTERTAAL - 3a2FEICOVT, BYIEXMSEIEZR) E<BEESERLHOX
ERREHVETAH?

e. BMETOREZEMTERIA?
f. ZVTVIORTLATYOICEBMELRRETERFIREH)EITH?
9. SBOAITURNOREEZHETERTAH?
4. FIYVDOVANET O3V ERLET, IXNTOTIZIVZEEBHL, RITLET,

REFTEICHESTHLARIL:
V=R
BEITIRANTZIOT 1A

« OPS11-BPO1 ##HMEN 7O AZHAET S
e OPS4-ATH—-NEUT A1 2EETD

BIETS RFIX b

» Performing a post-incident analysis in Incident Manager

» Operational Readiness Review
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