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AWS Service Quotas (IH#lE " —EADHIR. )

AWS Trusted Advisor RARN T ZOTARAFIVIOVAN("H—ERADOFHIR, €03 &S R)
AWS Answers @ AWS Limit Monitor

Amazon EC2 #—E XD #IR
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
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 Service Quotas & &

s VDA—BOEELFOVIOIARNE®E

s Y—ERIVRRADETF—X

 Service Quotas 1—H—H A K

c AWS DI #—RE_X—

« AWS Fault Isolation Boundaries (AWS DREE 75 BiiER)

+ Availability with redundancy (TR %% & X /= 7] A )

s T—ZDIiHDH AWS

s MERNATIL—32ER

. MERNTIUN—EF

s APNN—HhF— BREEEBEEZXETEDZ/N—hF—

« Managing the account lifecycle in account-per-tenant SaaS environments on AWS(AWS O 7+ 2/
RBIZ7HD N SaaSIRIETTHINDTA T HA VN ZEERT D)

+ Managing and monitoring API throttling in your workloads (7—20—RKR® API AOY NU T D
BEBEEZRUY)

* View AWS Trusted Advisor recommendations at scale with AWS Organizations(AWS
Organizations T AWS Trusted Advisor D#REIFZ AREICKRRT D)

» Automating Service Limit Increases and Enterprise Support with AWS Control Tower(AWS Control
Tower TH—EAHROBMETLV Z—TSA AYR—NZEHEILT D)

 Actions, Resources, and Condition Keys for Service Quotas Services (AWS H—EADOT U< 3
V. DY—=A, BLRTEHEF—)

RO Epid:

« AWS Live re:Inforce 2019 - Service Quotas

+ View and Manage Quotas for AWS Services Using Service Quotas (Service Quotas Z# AL T
AWS DH—EANI #—REZRREKLVEETS)

« AWS IAM Quotas Demo (AWS IAM @ U # —Z DO F*E)

+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small (AWS re:lnvent 2018: L—7 &2V O— AL TRERICHIS: B4 XZfH T, AT LZHIH
I25%E)
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https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://aws.amazon.com/data/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://partners.amazonaws.com/search/partners?keyword=Configuration+Management&ref=wellarchitected
https://aws.amazon.com/blogs/mt/managing-the-account-lifecycle-in-account-per-tenant-saas-environments-on-aws/
https://aws.amazon.com/blogs/mt/managing-monitoring-api-throttling-in-workloads/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://youtu.be/O9R5dWgtrVo
https://www.youtube.com/watch?v=ZTwfIIf35Wc
https://www.youtube.com/watch?v=srJ4jr6M9YQ
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
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+ AWS CodeDeploy
* AWS CloudTrail
* Amazon CloudWatch

* Amazon EventBridge

* Amazon DevOps Guru
+ AWS Config

* AWS Trusted Advisor
+ AWS CDK

+ AWS Systems Manager
* AWS Marketplace
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P7RLAR—ADZRY NI)—DZ2ERATEIATLZRETIRE, FTHThIEEFEZREBLT
FYRD—=UKRKRODETRLAEEZEZERBL., ESICHRORREMDIATLARRY NT—D L
METERIRMERLTIBLKKSICFHETEIHVEN BV ET,

Amazon Virtual Private Cloud (Amazon VPC) Tlk, AWS V5 RO T T4 R—NThREEhizt&D

Yarve7Oe>azZroTcE, REXRYRNID)—IJTAWS VY —RAZRETEET,

RANTSOFT14A
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https://aws.amazon.com/codedeploy/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/cdk/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/marketplace/search/results?searchTerms=CMDB
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D—O0—RONTVYIOIVRRANIETAKRY ND—VBREBETDI L. BREOEXIC
KBDAVBRALEZEBRBL, D—VO0—ROAAKE SLAZRALETEXRT, ChZRBETBICE.

AAMOEVWDNS, OAVFUYERERY NT—7., APIT—hTI4, EESH. KEEUN-A
7O0x>E#ERALET,

HEEhI2RRNTVYIIVRRAVNOBTRAMRY NDO—J B ZFE. B%E, EALITS
CENBETY, BENARDNIELEOICT—I0—RIETIVEATERLSB2BE,. 7—70—R
ARITPTHRAAETH > TE, BERZATLANTTIVLTVWAERBLET, 7—70—RON
TUYOIVRRAVNIRNTRARAMEREDNCBNEIRY NDO—0#KE, 7—O0—RBHKO
BEIDHDT—FTIVF vV EEAEDERET, AREBERYBRSLARILOTAKEY —EALAX
N ZBEICREATERT,

AWS Global Accelerator, Amazon CloudFront, Amazon APl Gateway, AWS Lambda B§#K

URL., AWS AppSync API. Elastic Load Balancing (ELB) k9T, SE0AMO/NT VY VT RKR
AR ERMUET, AmazonRoute 53 l&. RX AV EBFRRDO-HDOSAAM DNS H—ERAZ 1Rt
L. NTUYIOTIVRRAVRNTRLAEBRTED L ERRTEET,

T, O—RNZ2227&7OFRBOEHIC, AWS Marketplace DY T NI I FFTF4AT
VAZFTMMITBREETEET,

—RNBETFINE—2:

- SUAMICEIFTDNS £XY ND—VELZHEET. STAET—IO—RERFTT,

c FRIOA VARV AEER AT FTNT VY IAL2—Y NTRLAZEAL, DNSEHT
ThSOT7 RLANDEGEZEET S,

s H—EANDKRRIC, RXAVBETREL, IPT7RLAZEAT S,

s WTUYIOITURRAY MNOEGENIRDODNDZIFUFETANLTVEL,

c XY RND—=DAN—=TYROZ—XEFBNZ—2ZFHLTVEL,

« D—O0O—RONTVYOIVRERLAIMADAVEZ—FY NIBTFDRY NDO—JEGEN Dlf
NBAEHZZEBLESFTUAZTARSLUEFTEL TLWEV,

- REEGHBREGBICIO T OV (VITIR=, BT EY N, FEEXTFAT774)) &8
MU, VT OVBRERY ND—0ZFERALAEV,

« Y —ERIER (DDoS) MEICfEA -5tEZ L TV, DDoS WEK, EHEERNZ 71V 0%
EL, I—YY—0RAMZRTEEDIVRINBYVET,
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CORARNTZOTAAZFERATBDXAVY N TABERENICEBNRERY ND—VEEZRTTS
cET, A= —o0—RICT7IVEALTHRATEET,

CORARNTZI9TAANBAENTVEWEEDVRATLARIL: &
REDOHARX A

NTVY DTV RRAMOBTRAKRY ND—VBREBETIROFRKELDDN . T
TZAVYION—FTA2TTE, NTZTAVINFIRKRAVNCEETED L ZHRITBICIE, R
XA BZDNS TR IPTRLAICHEBRIDCENTEBHREN HYVET, RXAL2 0O DNS
LO—REZEETSICIE, Amazon Route 53 BENBAAMN DAT—FTIB RAXA 2 ZT— L
AT L (DNS) Z2fEAL £9. Amazon Route 53 F'RRETBIAILAF IV VERATEXRT, ANILA
FIVvOR, P7UT—2a 0 FEEREEN DRATEET, #EELTVB e Z2BERLET. AILA
FIVIRE, JITR=IPEBEDURL ZERITZBENDI—H—0BEZEMIDRSICRET
EFET, BENARELEEHS., Amazon Route 53 I DNS BRIV TANICISEL, NTT71v 0%
FEBIVRRSANOKMIEEL FF, Amazon Route 53 NRET B MUEESR DNS SRV L 1T
O R=AN—TFT AV ITBRENDFERERFNTH_EETEFRT,

D—O0—REAOTHMEN BV &EZMHFRT S ICIE. Elastic Load Balancing (ELB) Z#R L £

9o AmazonRoute 53 l&. RS 71 YUZRELBICER—TYRNETRLEHICEATEEXRT, ELB &,
CORNTZ 74V 0%, =Y NOIAELI—FTAITAAZAICDBLET, Y—/N—L AY
1)1 —>3(ZI&, Amazon APl Gateway & AWS Lambda Z#&Eah B THERATEET, £k, &
BOAWS V=232 TO—YJO—RERTIDEETEET, NILFHANOTOTATITY
TATNE—2%FERATRE, J—VO0—RBREHROV—23a2ASORNT T4V VRMEBTES
T NIUFHARNOTOTATINVSTNE=208E, D—0O0—RETFOTa47)—=2a2h
SORZ 714V 0FMEBL, F—R@EEHFV)—=232 LT VT—KeEn, 754D 10—
TAVTEENRELESEICTIOTATICBYET, TNDE, Route 53 DAJILAF I Y V% FEH
LT, 754XV —=23>0FEEOIRRAVMASEAAI =232 0T RRA 2 MA
ODNS 7IANA—N—%HBLT, D—20O—RAFBEAETHY, I—F—HFFATED L
EHEREITDENTEERT,

Amazon CloudFront i, tRFOI YO —>3>0FXY NI)—V%FEALTIVIIANZNE
TREILKRY, BLATOY—PO2B8F—REFERETIAVTOVEERETS. 227 AP
ZRMLET, AVTOVERERY NT—2&, 1—Y—0OmE#ICEVOT—232ICH% 0,
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F9, ChickY, ATV OERNIY—/N—HS CloudFront D TY 2O —> I AEBET
DS, T7UG—2arouAtEntEtLES, IvoOy—>3a>e)—2a>oIyvodFyy
21k, FREOESICOTOVOFYy Y2 1AE—%2REFETH D, D—O0— ROEEBHN AR
itL., BhEMREMETAMA M ELET,
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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I—HY—HFHEBHRIC2ELTWST—20— R0OBE, AWS Global Accelerator T2 &, 7
TVT—2a ouAMENT A= A%ZE ETEET, AWS Global Accelerator &, 1 DEEE
BHOAWS V=232 THRANENTWVWABT7UT—2a AOBEINJURAMEL THE
BBTATI_—FVYARNENIPTRLAZEBLET, chilkY, NRZFT74vOH1—H—ICTE
BEFIEVAWS JO—NILRY RD—=DIZABENTE, D—O0—ROBEMEM & ATAMD
[ LU %EF., AWS Global Accelerator 2 T2 &, TCP, HTTP, B&K T HTTPSAILARFI VY
EEALT, P7V5—23a> IV RRAVNORBEHEETZRIITEET, TORKRAUN
NDEEMFLEREICEENELDE, EEBEIVRRAMMOI—YF—RNZTavIODOVEA
LOKARNIA—ETh, GEONT7F—XAEAA¥N I —ICREFEEhET, 512, AWS
Global Accelerator (FFEEEZ 7B T ARSI THY, MILERY RD—OV—=2IC&DT
REENZ22O0FBMWIPVA 7 RLAZERALT, 77U5—>3a>onAtzmELET,

DDoS WEN S DRE L L T, AWS (&, AWS Shield Standard Z12#t L TLW&E 7, Shield Standard
FEBNICAMCEIATEY ., SYNNUDP 75 Y REEXUTL IV aVRERED —KRNEA
VITARNSIOFY (LAV—3BRT4) HEASKHEL, AWS LOT7TUT—23>0FdH
MEHR—BNLET, KEETRKAELZRE (UDP 75 Y RRER L), State-Exhaustion IE
(TCPSYN 73 Y RIZE) IZHTHEMDRE. XU Amazon Elastic Compute Cloud (Amazon
EC2), Elastic Load Balancing (ELB), Amazon CloudFront, AWS Global Accelerator, Route 53 £
TRITENDT7UT5—23a>0FREICIE., AWS Shield Advanced DERAZRETTEE T, HTTP
POSTX GET 72V RREBELHREQT7VT—23 2 LAV —KELSOREICIE. AWS WAF %
EALET, AWSWAF ZEAT2 &, IPF7RLA, HTTPAY A —, HTTPRF 4, URI XF
B, SQLA 21023y, JARYA RNRIV VT T4 0&GaERLT, VOIANE7OY
VIBDNHATRINZERETEET,

REFIE

. B A A D DNS MOERE: Amazon Route 53 l&, BAIAMLN DARAT—FTINBRAA DV Z—LT A
7 /s (DNS) VI 7H—E AT, Route 53 I&, AWS ELE AV T L IATRITE DM 32—
FYRNTPZVT—=232ICA—H—VIITANEERLET, FMICOVTE, "DNS H—EXR
& L T®H Amazon Route 53 NFRES ZSRBL T LEE W,

2. AN)LAFIYIUDERE: Route 53 ZFEATR5E. EEBX—TY NOANBRALETHD &

ZHELET, Route SBANAFIY IDEREDNS 7T AN A—N—DREHN SHHET,

ANNAFIVIZRETIRIZE., UTZEBITHENEETT,

a. Amazon Route 53 TALAFIVIDEEMZEHMTEEE

b. NLAFIYIDER., BHF. HIR

CALNAFIVIART—RAOEZRIVJEBHOZE

d. Amazon Route 53 DNS DRXAKNTZ 0T 14 A

-
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https://aws.amazon.com/route53/what-is-dns/
https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
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3.DNSH—ERZT> RKRANIEHELET,

a. Elastic Load Balancing 2 N2 7 4 Y VDX —7'Y & LTHEAT SHEE. Amazon Route 53
ZERALTO—RNZOH—OU—2a I RRANEETIAV T AL I—RZEERL
F9, TAUT7ALI— ROERFIZ, [Evaluate Target Health (X —4" Y N @ IE & M 0 FF4)]
F7ari [Yes (B ICRELE T,

b. y—N—LRAD—IV0—REEFTFTAR—NAPIIZDWVWTIE, APl Gateway 29 %15
4. Route 53 ZEFEHALTKRT 714 Y 0% APl Gateway ICIL—F 1 T LET,

4. AT IOVBERY ND—0ZRELET,
a. 1—Y¥—lC EVWIv>Osy—>a aEAL T TV EEE TSI, CloudFront A"
TOVEBETDIHLEEEBBIDELNSHOET,
b. f ¥ 7% CloudFront ¥4 ARVE1I—23 2 OFERAALSHBOET, <hiZ&kt), CloudFront
. AFVYORERE. AT VERENEHS IV EEAFEICE TS FMEREBTES
T, CloudFront D71 ANJE1—>23a 20 Z8ETHBRICEK,. UTOAEZEHZL T, EET
BDLENEETYT,

i. CloudFront TY2O7—>32TOF+ v 104iEA

i. CloudFront ¥+ Y2 1A SEERMBENDVITAMNOEE (Frv2a1EY NE)OEEL
iii. Amazon CloudFront Origin Shield @ & F3

iv. CloudFront ZUS > 7 I AN F—N—IC LD A A DO RENL

5, 77)r—>3> LA V—REDRTE: AWS WAF &, TAMET. EF1UT1DRE, UY—
ANBEEEE W2, BB DITOIVATO/4RMPRY NYASKRELE T, FHEEE
TBICIE, TAWS WAF Oft#Edk, ZFRBL, 77U —23> LAY —0 HTTP POST 8 & T
GET 72 Y REUEBASORELZERETHEMHIE>1S5, "TAWS WAF OB SE) HEELT
<K&V, AWS WAF & CloudFront LA ED B THER TR CEETEET, RFIXRMIID
WTlk, TAWS WAF & Amazon CloudFront ML MiE#E | #SBL TS EEV,

6. I/ DDoS REDFEE: 7 AL KT, IXNTHOAWS OBEHNEBMBEAELT, DI
THARRT T VT—232 23— Y NTH2—BRAUTHREBREICRETIZRYNDT—Y
BHE RV NTAR—KNED DDoS WMEICX T S AWS Shield Standard ZfEA L -RE%
ZFTWERT, Amazon EC2, Elastic Load Balancing, Amazon CloudFront, AWS Global
Accelerator, Amazon Route 53 TETENTWVR A U EZ—XY NERET7VIT—>a > 0RESR
1L g (1. AWS Shield Advanced Z#&5FL. "DDoS I[CXT2EENNI SV T —FTIF v
Dfl, ZBBLTLKEEY, DJ—I0O0—RENTUYITIY RRA2 N%E DDoS WEH SRET

%2k, TAWS Shield Advanced MBI A E) ZHERL TS EE W,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
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)Y—=A

BETIRANTZIT1A:

REL10-BPO1 B OBFICD—VO—REF7O49 3

REL10-BPO2 X)L FOT—> 3 F 704 BOEYEFDEIR

REL11-BP04 EIHF I rO—LTL—2TRELF—ETL—%2FAT
REL11-BP06 A RV MY ATAMICHET D HEICBHNEREETS

BETDRFIXD:

APN N—hF— XY RND—V DG EZXZXETED/N—hF—

AWS Marketplace for Network Infrastructure (XY RO —9 A4 275 ARNZ I F ¥ @it AWS
Marketplace)

What Is AWS Global Accelerator? (AWS Global Accelerator & (&)

Amazon CloudFront & [FfAITF A ?

Amazon Route 53 & iF ?

Elastic Load Balancing & (&?

Network Connectivity capability - Establishing Your Cloud Foundations (& ¥ kD — 2 #E#iage - &
T REBROHEL)

Amazon AP| Gateway & (I TT A ?

AWS WAF, AWS Shield, AWS Firewall Manager & &

What is Amazon Route 53 Application Recovery Controller? (Amazon Route 53 Application
Recovery Controller & &)

Amazon Route 53 AL AF I Y IDERE DNS 7T A ) A—/N\—D&E

BEIE B E:

* AWS re:Invent 2022 - Improve performance and availability with AWS Global Accelerator(AWS

re:Invent 2022 - AWS Global Accelerator ZfERL T/N7 #—X > AL AAtZ@M LT D)

* AWS re:Invent 2020: Global traffic management with Amazon Route 53 (AWS re:Invent 2020:

Amazon Route 53 ZFEAL =7 O-NILKNZ 7 1 v UERE)

« AWS re:Invent 2022 - Operating highly available Multi-AZ applications (AWS re:Invent 2022 - & ]

RMONILFAZT7)T—23 > 0OER)

REL02-BPO1 D—2O—RONTUYOIVRRANIETRAERY NDO—VEGEERTS

45


https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/Amazon/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
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« AWS re:lnvent 2022 - Dive deep on AWS networking infrastructure (AWS re:Invent 2022 - AWS
XY KND—=DA2TZANZOF ¥ DFH)

« AWS re:Invent 2022 - Building resilient networks (AWS re:Invent 2022 - BIE H O H B ZFY KD —2
OF -9

B8E 3 2Bl

» Disaster Recovery with Amazon Route 53 Application Recovery Controller (ARC) (Amazon Route
53 Application Recovery Controller (ARC) ZfEAL 74 HFAX 1 AH/\V))
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« AWS Global Accelerator J—o <3 v/
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https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://wellarchitectedlabs.com/reliability/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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« AWS Direct Connect Resiliency Toolkit Zf#EH L THBLET,
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« AWS Direct Connect D EIfE1# (CBI T 3 HRE1E

Using Redundant Site-to-Site VPN Connections to Provide Failover

e W—TFTA2TRIV—EBGPOZI1ZT 4

» Active/Active and Active/Passive Configurations in AWS Direct Connect
c APNN—KhFT— XY RD—JDFHEZXETED/N—hF—

« AWS Marketplace for Network Infrastructure (Y RO —9 A4 275 ANZ I F ¥ @ AWS
Marketplace)

* Amazon Virtual Private Cloud Connectivity Options Whitepaper

» Building a Scalable and Secure Multi-VPC AWS Network Infrastructure (A —Z 7 I T&LZ2 BT
FVPCAWS XY ND—U A4V TSARNTITF ¥ DEE)

* Using redundant Site-to-Site VPN connections to provide failover

» Using the AWS Direct Connect Resiliency Toolkit to get started
* VPC Endpoints and VPC Endpoint Services (AWS PrivateLink)
* What Is Amazon VPC?
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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« What is a transit gateway?

 What is AWS Site-to-Site VPN?

» Working with Direct Connect gateways

R THR

» AWS re:lnvent 2018: Advanced VPC Design and New Capabilities for Amazon VPC

« AWS re:lnvent 2019: AWS Transit Gateway reference architectures for many VPCs
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
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« Amazon Virtual Private Cloud DA 7> 3> ERDA4 hAR—/)\N—

» Multiple data center HA network connectivity
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* Amazon VPC & [&?

« AWS O IPv6

VD7F7LAT—FTIF ¥ D IPv6

Amazon Elastic Kubernetes Service launches IPv6 support

B BpH:

* AWS re:Invent 2018: Advanced VPC Design and New Capabilities for Amazon VPC (NET303)
* AWS re:Invent 2019: AWS Transit Gateway reference architectures for many VPCs (NET406-R1)

* AWS re:Invent 2023: AWS Ready for what's next? Designing networks for growth and flexibility
(NET310)
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https://aws.amazon.com/vpc/ipv6/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=FkWOhTZSfdA
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 Building a global network using AWS Transit Gateway Inter-Region peering

» Amazon Virtual Private Cloud Connectivity Options
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/partners/find/results/?keyword=network
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« AWS Marketplace for Network Infrastructure
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« AWS re:lnvent 2023 - AWS networking foundations

« AWS re:lnvent 2023 - Advanced VPC designs and new capabilities
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https://aws.amazon.com/marketplace/b/2649366011
https://www.youtube.com/watch?v=8nNurTFy-h4
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
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« AWS X-Ray

» Amazon Simple Storage Service (Amazon S3)

« Amazon Elastic File System (Amazon EFS)

* Amazon FSx for Lustre

» AWS Step Functions

« AWS Batch
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https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://aws.amazon.com/batch/
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Amazon Simple Queue Service EC2 A~ 2T~

R4 F1—A2VTATLRO—RNZ O —BEOKEBRRNRBEEETATVET,

Amazon SQS ¥ 1 — & Elastic Load Balancing l&. BREEOFEL AV —ZEMTEDFZENDSED

22T EFEHA, IRV RNBEHET—FFTUF ¥k, Amazon EventBridge ZFEFAL TAWS 75
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SUTZATNARYN7OF1—Y—) ZHEHTS &N TEEXT, Amazon Simple Notification
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HEFENDIRR RESOMIFRRERETSD LT, BEORENfN RSAEEZDR—V MLAX
LWETRPRICHWAD CENTE, BEOBMEMRICRIEET, Kk, BEYFAVIILLIERLE
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RIICKEYET,
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s DIOTANDT7 ZANA-N—PIRBREZITSI R TEZVRET, 7—J0—-REBTE
B APl ZHUH T,

« HETF—RZHALLERZE. BREBERNDIATLATR, HEF—ER—APMHOETHEEESE L
T—RARNL—2ZNULEF—ROREERBITIBENf HDVET, TO5LETF—SHEIBEEZ
BE5idd, AT—SEVT A 2B TH AN B ET,

s NVIOTLYIY—%EETH, VJ—OV0—RICE, AVR—FV M EUVERETT—XZLET
ERVERIC, T—20RFEEZESHELYFELELEY TRHENF VETT,

CORARTZIOTAAZRUTEIA)Y M BRERRE, DAVAR—FX NOBEZTIICKEFT D4
NDAVR—ZFU MNP SDBETIDICRKRIUSE, BOAMERBEZEDHET. 1 DOV R—FKNOE
ERMEOIVR— A STHEhET,

CORARNTZI9TAANBAENATVEWEEDOVRATLARIL: &
REDOHAAX A

REEDREBRRERRLET, RBEEOT 7TV T—2 3V 2RBEIZLHODOEREREY ) 1—
2AVHABHYERT, 7RI REOFI—, BEMENED—TT70—. AR BAOX

5. APl BEZRKTRH—EAN CAICHEZYETAH, WTFhE, OR—I2 MNOBEZMEDT
VIR—ZRVKNDPSTBMIBIDICRIUSE, HAMERBMUEZSOHET,

« AIRYRNRBEBRT—FFTUF v EBET S: Amazon EventBridge Tld, BRIEESAN D20HED A X
VREBRT T OFYEBETEET,

s PEHEIATALIZF 1 —%FEETS: Amazon Simple Queue Service (Amazon SQS) Z AL T,
PREATLAEZRES RV TEET,

e AVR—ZFXUMNENA VO —ERELTAVTHUET D F—LARNA 27O —EAZFAL
T, PEBPILEDAVR—FRNTEBRENZD TS UT5—23 0 2BETE, Thsndy
R—FVNE, BEICEERENE API 27 L TEELET. Amazon Elastic Container Service
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
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(Amazon ECS) X* Amazon Elastic Kubernetes Service (Amazon EKS) AL T, T+ N&
AZI<ICHBODENTEXT,

+ Step Functions TO—2 7O—% & ¥ %: Step Functions Tlk, EEHD AWS H—E R & FHE
L. REBD—O070-ICFKEHDENTEEXT,

s NTVYSA/BTAIT47 (publsub) XY = 9 F—FF0F v &5FHAT %: Amazon
Simple Notification Service(Amazon SNS) i, N7 U Y vy —phSsHTRAIZAN— (ZF7OF1—
-2 1—X—EFEIFEEHD)\NOXYE—DBEZTVET,

REFIE

c ARV RNBBET—FF0F v OOAVR—Z R, ARV RNC&>THBRERET, 1RV K
. I—Y—FHA—RNCEREBMIBHE, SATLARNTHRET SBT3V TY, Fovay
FEBIEFENDE, YAFAORDIALR—2Y NERBTHARY NFERENET,

* Building Event-driven Applications with Amazon EventBridge

* AWS re:Invent 2022 - Designing Event-Driven Integrations using Amazon EventBridge
s PEHBXYE—DVIDATALR, F1-—XR—-AOT7—FTIOFvZRAUTHLHICEIC3I D
DR EREITIHBENHIVET. chillF, 7RHBEATLAOIAVR—FRU N, FEBOLDIC
#RT3F1— (Amazon SQS H—N—ETHHENB), FI—HOXY E—IHFZLLET,
— BB ATALALLE, F1—AOXYE—DREZFAKIZ7O0TF1—H—&, F1—15
XV E—DZEFEFEITRA1—~N—HDHNVET, F1—EF. TRUEZRRITZLHIC. BHO
Amazon SQS H—/N—ICX v tE—J#BMLE T,

* Basic Amazon SQS architecture

» Send Messages Between Distributed Applications with Amazon Simple Queue Service

s NA VA —ERZSEKFATE, RESOAVR—FX 2 M MIULEF—AICE > TEES
ndrd, RFUERT—FEVTAHAALELET, . BENMNBEICZ>TE, BEZDBE
L. B—0AVR—FVNIRETEET,
« AWS TONA VA —EANDEE

» Let's Architect! Architecting microservices with containers

+ AWS Step Functions Tld, Z8ET77Ur—2a>0BE, 7O0LRA0EEHL, Y410 —E
ADFA—TANL =23V BERFTSENTEERT, BHROIDVR—FKNEF—TANL—
>3a>LT1207—070—&LTHEEY, BELTRZET, F7UT—23a 2 AOKES
REDBMTEET,

» Create a Serverless Workflow with AWS Step Functions and AWS Lambda

« AWS Step Functions ® B 5%
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
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BETD RFIXU

* Amazon EC2: Ensuring ldempotency

+ The Amazon Builders' Library: 283 AT LD RRE

» The Amazon Builders' Library: S8, BEQM#tE. —H0I—E—
* Amazon EventBridge & &

* What Is Amazon Simple Queue Service?

» Break up with your monolith

» Orchestrate Queue-based Microservices with AWS Step Functions and Amazon SQS

» Basic Amazon SQS architecture

s FANR-ADTF—FTIF¥

B BpH:

*+ AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

* AWS re:Invent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda (AP1304)

+ AWS re:Invent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda

+ AWS re:Invent 2022 - Designing event-driven integrations using Amazon EventBridge

+ AWS re:Invent 2017: Elastic Load Balancing Deep Dive and Best Practices
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BEARBIIRESENRTDE, DATLEENREITDZCENBUET, fIAF., 7—JO—RT
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RELO04-BPO03 #k#Ei1EZ 175 78


https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://youtu.be/2rikdPIFc_Q
https://youtu.be/2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
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 The Amazon Builders' Library: 381, BfEQ##E. —FOI1—E—

« AWS re:lnvent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 JL—7"ZFL, BEZH< KPS FETFELIATLEZANO-LTBDEHE)
ARC337 (##BEZ 2 L)

+ 100,000 DY —N—ZEZ_ZVIJI2REIZMZATLADOHDHE., MPREFEREROEK
ICERELS, RAO—RYA AN —EBILBBDLSIC, 7—IVO—RZEFFLET,

)Y —A
BETDRFIXN:

« Amazon EC2: X & Z 4 DR
« The Amazon Builders' Library: 28 AT LA D FRE
 The Amazon Builders' Library: 381, B{EO##FE. —F0I1—E—
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
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*+ AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge
(MAD205) (A X NEKBY R 7 —F 7T U F ¥ — & Amazon EventBridge AF9)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 JL—7'ZFL, BEZH< KPS ETFELIATLAZOA NO—ILTBDHHE)
ARC337 (#t#iBfEZ2 2 0)

+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 JL—7'%#BU, REZR< KPEFLFEBIATLAZIAY MO-LTBFHE)
ARC337 (RR¥EE. MEEE, BNEEMZEL)

« AWS re:Invent 2019: Moving to event-driven architectures (SVS308) (A X NEKBIR 7 —F 7T
F ¥ ANDOBIT)
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https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://youtu.be/h46IquqjF3E
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« Amazon EC2: EEM DR
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* Amazon EC2: Ensuring Ildempotency

« The Amazon Builders' Library: 282 AT L DERE
+ The Amazon Builders' Library: S8, EBEQM#E. —H0I—E—

B9 B

* AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)
+ AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (BR¥EE. MEEE, BHNEEMZET)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_throttle_requests.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_mitigate_interaction_failure_graceful_degradation.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-functions-logs.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/ServerLogs.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mon-scripts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
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https://wellarchitectedlabs.com/operational-excellence/100_labs/100_dependency_monitoring/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventrbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/data-streams/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/sns/faqs/
https://aws.amazon.com/s3/
https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
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+ AWS re:Invent 2022 - Observability best practices at Amazon
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https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://aws.amazon.com/blogs/opensource/the-wheel/
https://aws.amazon.com/blogs/opensource/the-wheel/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=UxWU9mrSbmA
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https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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» Use AWS CodePipeline with AWS CodeBuild to test code and run builds
« AWS CodeBuild TOOJRBEEE_X) T
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https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/codebuild/latest/userguide/logging-monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/indicators-for-functional-testing.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/disaster-recovery/
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MABHNS, DATLOMBEMZRRETEERT, MHOHMBEREIC, AWS Fault Injection Service
BREDH—ERZFEAL T, ERBFBRETHHEAEEE Z21L—23 202270 T, RFEIRE
7704 F3FICKRIAZETVET,

)Y—=A
BeETS RFIX I

» Experiment with failure using resilience testing to build recovery preparedness

» Continually assessing application resilience with AWS Resilience Hub and AWS CodePipeline

» Disaster recovery (DR) architecture on AWS, part 1: Strategies for recovery in the cloud

» Verify the resilience of your workloads using Chaos Engineering

* Principles of Chaos Engineering

* Chaos Engineering Workshop

B9 B

* AWS re:Invent 2020: Testing Resilience using Chaos Engineering

» Improve Application Resilience with AWS Fault Injection Service

* Prepare & Protect Your Applications From Disruption With AWS Resilience Hub
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https://aws.amazon.com/fis/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/qa.nt.6-experiment-with-failure-using-resilience-testing-to-build-recovery-preparedness.html
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/verify-the-resilience-of-your-workloads-using-chaos-engineering/
https://principlesofchaos.org/
https://disaster-recovery.workshop.aws/en/intro/concepts/chaos-engineering.html
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=N0aZZVVZiUw
https://www.youtube.com/watch?v=xa4BVl4N1Gw
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/in-place-deployments.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/prebaking-vs.-bootstrapping-amis.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
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* Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank
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https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
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» Implementing an alarm to automatically detect drift in AWS CloudFormation stacks
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« AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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tutorials; ZZBL T E&E LY,

YU —=A
BETIRANTSUT 1 A:

« OPS05-BP04 BEH LV TF7OA BB AT LZFEHRATS
« OPS05-BP10 & & TF7 014 22 BEILT S
« OPS06-BP02 7’014 %2TAKNTSD

REL08-BP05 #A— K X—> 3V FEALTEEEZT 7O/ % 145


https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
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« OPS06-BP04 TAMEO—INY VZBEELTS

BETDRFIXD:

* Continuous Delivery of Nested AWS CloudFormation Stacks Using AWS CodePipeline

+ Complete CI/CD with AWS CodeCommit, AWS CodeBuild, AWS CodeDeploy, and AWS
CodePipeline

« APN N=hF— BELEhEF7O0/4V VI3V OEREZETEDN—hF—

+ AWS Marketplace: products that can be used to automate your deployments

« Webhook ZFERALTF¥ Y NXYVE—HBHEMLT S

» The Amazon Builders' Library: 7O/ BICEFZ2O0-ILNY VDO REHOER

» The Amazon Builders' Library: #&cfy 7 1) /N —(C & B &EIL

« AWS CodePipeline & I&

« CodeDeploy & I&

+ AWS Systems Manager Patch Manager

* Amazon SES & [&

» Amazon Simple Notification Service & (&

BEIE B H:

* AWS Summit 2019: CI/CD on AWS
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline
https://aws.amazon.com/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
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https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
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https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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« What Is AWS Backup? (AWS Backup & (&)

» What is AWS DataSync? (AWS DataSync & (&)
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« AWS Marketplace: products that can be used for backup (AWS Marketplace: /\Y 27 v 7'\ EH
TE3EM)

« AmazonEBS A+ v 7> 3av k

+ Backing Up Amazon EFS (Amazon EFS @/NY 07 v 7))

s NV OT v 7O - Amazon FSx for Windows File Server

« ElastiCache for Redis ®/N\Y 97 v 7EER

+ Creating a DB Cluster Snapshot in Neptune (Neptune TO DB VS AR —AF v 7> a3y KO
FX)

« DBRAF Y73y bOER

 Creating an EventBridge Rule That Triggers on a Schedule (A7 1 —=)LICH 2 TRV H—TF %
Amazon EventBridge JL—J)L D)

+ Cross-Region Replication with Amazon S3 (Amazon S3 2R L o O0A =23 LU —
>3av)

+ EFS-to-EFS AWS Backup (AWS @ EFS-to-EFS /\Y 97 v 7))

« Amazon S3ANOOJF—RDI IV AKR—h
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« DynamoDB ORA > A2 XA L) AN

» Amazon OpenSearch Service TDA VTV JAAFTY 723y NOERK

RELO9-BPO1 NV U7 Y THARBEBRINTOTF—REHEL. N\VITYTT%, £LREVY—-AHS 151
T—2%ZBHID


https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/Amazon/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
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« What is AWS Elastic Disaster Recovery? (AWS Elastic Disaster Recovery & (&)

B E B
+ AWS re:Invent 2021 - Backup, disaster recovery, and ransomware protection with AWS (AWS
rezinvent 2021 - AWS ZERLIENY O 7Y 7. FAHARVAND, ZUH LT ITRE)

« AWS Backup Demo: Cross-Account and Cross-Region Backup (AWS Backup &E: VOAT7H™
YRBRTOORN=23 NV OT YY)
* AWS re:Invent 2019: Deep dive on AWS Backup, ft.Rackspace (STG341)

BEE 9 % i
» Well-Architected Lab - Implementing Bi-Directional Cross-Region Replication (CRR) for Amazon S3
(Well-Architected Z 7R - Amazon S3 ORFEVOAR) =232 L7 Ur—> 32 (CRR) DEEK)
« Well-Architected Lab - Testing Backup and Restore of Data (Well-Architected Z7R - F*—Z D /\ Y
DTV TEBRODTAN)
+ Well-Architected Lab - Backup and Restore with Failback for Analytics Workload (Well-Architected
FR-PHIT—VO—ROTIAINY VICRBDNY OTFT YT EER)

« Well-Architected Lab - Disaster Recovery - Backup and Restore (Well-Architected Z 7R - 7 4 A
RUAND -NYOTF YT EER)
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https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_backup_restore_failback_analytics/
https://wellarchitectedlabs.com/reliability/disaster-recovery/workshop_1/
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
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https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://youtu.be/av8DpL0uFjc
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/dynamodb/
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancer-getting-started.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancer-getting-started.html
https://aws.amazon.com/blogs/containers/amazon-ecs-availability-best-practices/
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EEEOR AWS Well-Architected Framework

a.

NILFAZ OARAMNT—ERICI > TEHEHNICERHE NS Amazon S3 7—20— RNDEFESF.
NINF)=2a3arF7O4BERZRBEEE,. YILFV—>23>0F70ARSA M eREIL TL
e L\,

i. Amazon S3 DX IIF)—23a> T IOEARA N

NILFAZ O AMEAN Y —EAICE > TEBWIZRMHE D DynamoDB T—7 L DH4E. BiE

NDT—7LZIJO0-—NILT—TILICBBICERLT, BHRI—2a>0RNIAEENTENT

EFET,

i. —1)—=3> Amazon DynamoDB 77—/ )& JO—NILT—7 LTS

7 —2 00— R®O#ETIC Application Load Balancers ¥ 7= I& Network Load Balancer #"& %154 I

l&. AWS Global Accelerator ZfEA L, EEBRILIY KRR/ NEZEATVREHOD -3

CNTZ74v0z2@I3dceT, P7UTr—23>0nAEZEHET,

i. AWS Global Accelerator IC 12 EET OV FL—8—HI RKRA2 b - AWS Global
Accelerator (amazon.com)

. AWS EventBridge 2R 277U r—23a>ngs, VJOAV—=23 0 NAILK2TAIRY

RaE, BIRLUEEADD =23 IlEETDIEZBRFTLTIEEL,
i. Amazon EventBridge 1 X hD AWS U—2 3 BTHEZE

. Amazon Aurora T—2ZXR—ANHE., EHO AWS U—23 2 IIZFK=HAS Aurora 7 0O—/N)L

T—ER—AZRFLTLKEET VY, BEOIVFAZ—ZZELT, HILWU—-T32EEMT
EFXT,

i. Amazon Aurora JO—NILTF—2ZX—ADOHBHZE

J—% O0— RIZ AWS Key Management Service (AWS KMS) BEE{LF¥F—HNEFEF 258K, Y
WF)=23> F =TTV T5—23a (i CBYAESAZZERBLTLSEEL,

i. AWSKMS OXIILFU—23>2F—

L EOMO AWS H—EAOBEEICOWTR., Co7O072U—X0AWS DY —ERICLBYT

WF)=>23>F77V75—232 0K ) —XZ2ZBLTLSEEL,

EEMMEOIHLANIL: F~F

)Y—=A

BAETS RFIX b

« AWS DH—ERICKBIINFI—23>FTVT—23V0EE ) —XZSRLTEEL,

REL10-BP02 XIILFOT —> 3> F7' 04 B OEL KSR OER 171


https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://aws.amazon.com/blogs/aws/new-convert-your-single-region-amazon-dynamodb-tables-to-global-tables/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/about-aws/global-infrastructure
https://aws.amazon.com/about-aws/global-infrastructure/localzones/faqs/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-is-different-in-the-cloud.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://www.youtube.com/watch?v=vGywoYc_sA8
https://www.youtube.com/watch?v=vGywoYc_sA8
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/solutions/case-studies/DTCC/
https://aws.amazon.com/solutions/case-studies/expedia/
https://aws.amazon.com/solutions/case-studies/expedia/
https://eng.uber.com/kafka/
https://netflixtechblog.com/active-active-for-multi-regional-resiliency-c47719f6685b
https://www.atlassian.com/engineering/how-we-build-data-residency-for-atlassian-cloud
https://www.youtube.com/watch?v=286XyWx5xdQ
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
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https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
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https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html

FEMEOE AWS Well-Architected Framework
REL11-BPO2 IEERZ VY —AICT7 ITANA—-N—T

DY —ABEORERIC, EEAVY—ANBIEHEEUIIANIRBLET, OF—YavRE
(PRASEDT A=Y= AWS U—T 3> & &) CRL TR, BEOAVOT— 32 OES
BUY—ALTIANA-—N—F B AFLERAELET,

H—EREZRFATRIEER, VYA, FRAZEVTA—=V—=2, £ERV—23a2VIIE8RZETH
LET. TR, HcOVY—-ADEERE, BYDEEZRVY-AILRNZT14Y 02T RTDC
ELR>TEATEFRT, BERERICH—EANEDRS CREEQ, L—TFT12TEnB L2k
ALTLKEZL,

EEEHZSHEICEVTH—EAZRFTLET, AWS Tk, BEHLSOERRKBET—INOEE
ZRPRIZHADT—EREZRIALTVET, SO —EAGELCTF—RXANTZEALTHEY.,
DOTARARBIBENDOR, V=23 0HAOEROL TV ALCDEYF—2FKGEHNICRFEE N
#BTI, ChsOY—ERR., CLENOSBHEETRATEVTA—V—2VIZKYREREIhZEEY
VAT ZZERTALSICEBRENATVET, ik, ERLOFIEOZLS TEELEZRBLASFERALT
WET, £, AL SHRICEIRTZLHIC, BEREBEBHOMEZRZREBILL TVWET,
T7IANA—N—ZARICTEINER—2EFHFA U, AWSTSY RT3 —LAY—ERAIEICER
WET, AWS XA TAXZR—IRY—ERADZB G, RAT1TICBBOTRAZE) T 14—
Y —2 (Lambda % API Gateway & &) ICXIEL TVWET, 1D AWS H—E X (EC2 X° EKS & &)
Tk, AZRBTOVY—RELERTF—ZARNL =207 ITAMIINA—N—ZHR—KTELHOOEED
RARNTZOT 1 ARFHYBETT,

EZRUTIE, 7ZA4NFA—N—VYV—ANEETHDEEZHAL, UY—ADTIAIA—
N—OETRRZEHFL T, EDZATOLAQCEREZEZZV TR LEHICEETILEN HY)
£9,

MEFENBIHR: DATLAR, HILLWDY-RAZBABREEFETEALTINTI A X ADETH
S5BATEERT,

—RNBETFINE—2:

- BEZBELLFEYN, FFEEERFORBEICEEATLEL,

« RTO & RPO A" EnhTLA&W,

s EZRVVIHNFTHT, BEFRELTVR VY —AZRETERL,

- BERXA > OEL R,

s NWFV=2320T7TANF-—N—HFEBELTLE,

c TIANA-N—ZRETIEOEZRHEHOBENETES, FLEBRTH D,

REL11-BPO2 EERZ VY —RIZT7 ITAINFA—-N—-F 2 183



EEMOR AWS Well-Architected Framework

s T7IANA—N—FOTARNPRKRILZT2>TLEV,

« A—RE—U2VITDOA—RNX—=232&RTLEN, E—UVINBEEENLERFBALE
W,

s ST IANUNY ITB0ZEMH<EHOOREHBEZ +2ICREFITLAEWL,

CORANTZOTAAZFRATD AV Y M EYICHEERTL, DRICEETSIET, BERLE
BTEEEMEHIETIME =1’ﬂ50)ﬁb\/7\71x7i1‘§§§15$?o

CORANTZOTFAREEFALBVEEOVRILARIL: &
ROHAA2 A

AWS O H—E R ( Elastic Load Balancing & & T' Amazon EC2 Auto Scaling) &, BN Y—AH
KOTRAZEVTA—V—ANOEFHRICKRILEET, TOLY, B2ODVY—-A(EC2A4VA
BOABE)DEEXR, TRAZEUTA—V—20BEZ, BYVOEEBRIVY—AICNT 71495
BOTRTBDEICK>TEMTEET,

NILFIV—=23>07—00—ROBE, FREFTRESICEMTT, LealF, 7O0RU—232)—
RLZUDZFERATRE, F—RZEBOAWS V=23 > CF7O4TEET, L, U—R
L7VAETSARVICEEEE, NTT714V0ZFHLVIRRANIEMEFRICE,. PR TT
ANFA—=N—HFHETT, Amazon Route 53, Route 53 Route 53 ARC. CloudFront, AWS Global
Accelerator IEEBEDO AWS V=232 AODRNZ 74V IDOIN—TFT 42 TICRIEET,

Amazon S3, Lambda. APl Gateway. Amazon SQS, Amazon SNS, Amazon SES. Amazon
Pinpoint, Amazon ECR, AWS Certificate Manager, EventBridge, Amazon DynamoDB 7& & ®
AWS H—E Ak, AWS ICL > TEBOTFRAZEDV T4 =V —2VICEBNICTF 7O/ nET,
EENFFREL L E'A\ NSO AWS H—ERRRNZ 74V OZEEROT—>32ICBEBNICIL—
TAVILET, T—RRFREROTRATE) T4 =V —=2ICAERNICREFES L, FRURESRER
HELETD,

Amazon RDS, Amazon Aurora, Amazon Redshift, Amazon EKS, F Ik Amazon ECS NiF4&.
NINFAZEREREAT>3>TY, 74N FA=—N—NFHRABEhDE, AWSEKE KNS TV IREE
BAVARVAWLEETEERT, COTIAINA—N=To23a2viFE,. AWSHITS52&H, BEIC
ISUTHBERNERTIDEETEET,

Amazon EC2 4 > A& > A, Amazon Redshift, Amazon ECS # A%, F£7= & Amazon EKS R Y
ROBE, F7O14KDTRATZE) T4 =V —2BIBIRULET, —EPOERETDIHFE. Elastic Load
Balancing EE2EBYV—2DA VAR AZEBREL, EERYV—VICNZ 74V 0L —TFT1420T07F

REL11-BPO2 EERZ VY —RIZT7 ITAINFA—-N—-F 2 184


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html

EEEOR AWS Well-Architected Framework

3Y)1—>23a>aEMUET, Elastic Load Balancing &, #>7’'L T AOF—2tE>2—0>
R—XVKNIRNZTAVIEN—FTATFTBDEETEET,

INWFIV=23 RS T4V 0TIANFA=N—DFE, BIL—T 1> Tl Amazon

Route 53, Route 53 ARC., AWS Global Accelerator, Route 53 Private DNS for VPCs, I |&
CloudFront Z5FAAL T, 12 —XYRNRAAVEEEREL, ANNAFIVIBEDIN—T12T
RV —REBYHET, NFT7AVIOREERBR)—2IVIIN—FT12 T TEERT, AWS Global
Accelerator l&, 77U T—2 3 AOBEIVRNIRA 2 NELTHETHERN IP 7 RL AZEM
L, 18—y hOKRDYICAWS JO-NILZRY RD—DZFEALTEEOAWS V=232 O
IVRRAVRNCN—TA42TFBET, N7TA—XAELEEEZRLEEET,

KREFIE

C FRTCOBIRT T UT—2 AV EH—ERDT TANA—N—FitEhRLET, ET—FF7
FrOUA—2Y RNESBL. 8O0 K—%> RO RTO & RPO LT 7 T4 LA—/N\—5it
EHERLET.

s TJ7IANA—N=TZVIHEBRIXNTOY—ERZFEAL T, THURE FARREXPTAMNRE
BE) ZBEHEUET, Infrastructure as Code (1aC) ZEALTY U 1—>3a>=7F70O40L, BE
HEBRRLET,

s J7IANA—N—FFZRELTTARNTBZEDHIZ, 22B0 U230 EQEIBY A MNERE
LET. BELHEUT, FANAOUY—RZ—BHICREL T, BMIANEMIBZENTE
£

s EQTIANAFA—N=T72% AWS TEELTD A, EOTITAINA—/N—TF> % DevOps 7
OtATEBILTERD, EOTIAIINF-—N-TZ22FHTISHZHHLET, FF—ER
M RTO & RPO Z2X&E{LL TRIEL XTI,

c F7IANFA—N=TLATYV%&EHKRL., BRUVY—R, TTVT—23>2, ¥—EREZTIAI)
F—N—TF2-ODIXNTOFIEZEHET,

c TTAAMNYOTLATY V=EHL, RUY—R, PTVT—>3>2 5—EREZTTAILNY
VIBIODINTOFIEZ (FAZITELEEL)BHET,

c TLATYOZRBLTIN—HFILITRLOOHEZYTET, 1L -3V ENFATAL
ZEALT, T7LAT7YOOFIREEBILETANLET,

c OT—23a2VEE(TRAZEVTA—=V=2RAWS V=232 BE) ICHLTE., BEEORZL
O7—>3a>OEEBRIVY—ALTIAINFA—N—TF2ZATLZABLET, 7IM4I)IF—/N—
TAKNDHIZ, 7#4—%, BBAT—U2IDOLARIL, RITHFOUY—RAZREBL TEEL,

REL11-BPO2 EERZ VY —RIZT7 ITAINFA—-N—-F 2 185



FREEOE

AWS Well-Architected Framework

)Y—=A

B8E 9 % Well-Architected DRARNTSIF 1 A

REL13- 14 AKX U AN OFE
REL10- BEH D ZHYBML TIO—IVO—RZREITS

RETDRFIXD:

RTO & RPO M BEDRE

T707—>3>O0—RNZ2H—IZ&K% Route 53 ARC DFRFE

Route 53 MBI —T A JZERALE7ITAIINAF—/N—

DR & Route 53 ARC

BEAT—UJHEENE EC2

EC2 7704 -RILF AZ

ECS #7004 -XLF AZ

Route 53 ARC ZFALIRNZ 71V JDHWEX

Application Load Balancer £ 7 T /)L A —/Y—IC &% Lambda
ACMLZUr—>3>&7TA4)NF—/N—
NIAXA=—BARNTOLZVT—2327 T4 A—/N—
ECROZOARV—=23>L7UT—>32E7T4)F—/N—
Y=OLYRIZR=IJF—QOVOARA)—=232LTVT—320OFE
EFSE7IANF—N—DIOR)=23 > L7VT—>3 > 0F5ML
EFS 2O0ARU—=23> L7V 5—232>E7T4)0NF—)N—

XY KNIDT—=D7TAINF-)N—

MRAP ZFALES3IV RRANTITAINA—/N—
S3MUORN—=23>L7VTr—>32 OEK

Route 53 ARC &% !)—23 20 APl Gateway D 7 T A )L A—/\—
RILVFI)=23>o00-NLT7o0EIL—2— L&D 7T F—/N—

DRS C&kBDT7TAI)A—/N\—
Amazon Route 53 ZERA L =T A AR H/IN) XD Z X LADER

REL11-BPO2 EERZ VY —RIZT7 ITAINFA—-N—-F 2

186


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
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https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjat_TNvev_AhVLlokEHaUeDSUQFnoECAYQAQ&url=https%3A%2F%2Fd1.awsstatic.com%2Fsolutions%2Fguidance%2Farchitecture-diagrams%2Fcross-region-failover-and-graceful-failback-on-aws.pdf&usg=AOvVaw0czthdzWiGlN9I-Dt0lAu3&opi=89978449
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://amazon.awsapps.com/workdocs/index.html#/document/2501b1ab648225c2d50ab420c4626ef143834fd0d646978629e5ea4e9b8f014b
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https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html

EEEOE AWS Well-Architected Framework
» AWS Auto Scaling @ 1E#8 &
+ Amazon EC2 BE)fEIH

* Amazon Elastic Block Store (Amazon EBS)

* Amazon Elastic File System (Amazon EFS)

» Amazon FSx for Lustre & (&?

» Amazon FSx for Windows File Server & ([&?

« AWS OpsWorks: BEBIE—D >0 ZFEAL T, BEOHDA VAR AZBERAD
» AWS Step Functions & ([&?

* AWS Lambda & [&?

» Amazon EventBridge & [&?

« Amazon CloudWatch 75 —ANDER
« Amazon RDS 7 T A4 J)LFA—/\—

+ SSM - Systems Manager AA— Kk X—23 >
s BEIDOHBT—FTIFVYORANTZIO9T1 A

BEIEEpH:

« OpenSearch Service DEBZ7 O IZJERT—UY
« Amazon RDS DEBH 7 T AL A —/\—

BE ¥ 2 fi:

 Auto Scaling ICBIg2D—0>3v 7
« AmazonRDS Z I AN A—N—DD—0>3v7

BEEY —)L:

* CloudWatch
* CloudWatch X-Ray

REL11-BP03 §XTOL A VY —D8EZBEELT S 190


https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
https://catalog.workshops.aws/general-immersionday/en-US/advanced-modules/compute/auto-scaling
https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html

EEEOR AWS Well-Architected Framework

REL11-BP04 #IHHE > hO—-ILT7L—2TRELTF—ETL -2 ZF
RA9%

O MO-LT7TL—=2BVY—AOER, FthEY, iR, Eff. Bk, —ERR (CRUDL) ([CHEA
TNBEEAPI ZRMHL, F—2TL—2BBYXOG—EARNZ 71V I ZREBLET, BEDIC
HEZEEADURMEDOHDI AR MMOBAERLZIBERXNSERETIEER. Y—EADOEE,
BAT—U2J, Bx. BE, LR 74 FA-N—C&PRODANO-LTL—2OFRL—
SAVEFERATAICELEREYTTILKEZVL, ChsONT#—XVADEBETARY MR, T—
BTL—=2OF 023N EDTITAETALRVEBEENDETTY,

ERE, HLLVIAVELI-TFTAVIAVAZVADOREE, 7O0YVANL—20RE, F1—H—
EA0RRZ LR, IXTAMNO-ILTL—20F70232 T, AVEA—FTA VTV AREY
AZEBER, I>MO-ILTL—2R, FEOHDPERANOKRE, XRYRNT—JA(422—T1—
AQEEHT, O—AN7OYIARNL—2R) 1 —L0O%ERE, FEABEROER., EF1UT1I)IL—
LOEMEE, BRORAVERTIDLBEN HYVET, A NO-IILTL—2VRBEMREF—T AL
L—>32>EBYNs5TY,

HMBEhIRR: VY -—ALEENFrRETDE, YATLR, RZTAVIZEEOHD )Y —AN
SEERVY—AICBITIZDZET, BHREEFHTEETEEXRT,
— RO T FNE—"

c NZT714VOZEBIL—TA42TFB1-HDODNS LOA—ROEEANDKTF,
« DY—AQ7AEDIZVINFT T a3, BEARELLEIDAR—XMOXBZI NO—
LWTL—=20ORT—) 2 TRECKE,

- H5WRATIVOERELEZBETZ O, RERICOLEDZNIILFH—ER, YILFAPIOV K
O—L7L—=2TF02 3> IC#gkF,

CORARTZOTAARZERTEA)Y M HEEEORNRNE<ED &, FHEIRREN EHE
ch, D—J0—-ROATAMEABEELERT,

CORARNTZ 9T A RAZFALBVEEOVRAILARIL: FREE: REODEEOY—ERAEKTT
&, A O-LTL—2AFEEZTET, A NO-LTL—2Z2LEHICEAL TEBETS
&, EIRKE (RTO) & FHEIAKE (MTTR) AR BB AREMEA BV E T,

REOHAXVA

T—RTL—=20OF 023 aEHRIBDICE,. Y —EAOERICKAELT I3V ICO2WTEY—E
AZFHEL E T,

REL11-BP04 EIHFE O NO—=IL7L—2TRELF—RTL—2%2FATS 191



EEEOR AWS Well-Architected Framework

Amazon Route 53 Application Recovery Controller Z7EFUTDNS RZ71v 0227 RMLET,
CNSOHEEICKRY), BEASEERTADT7UIT—>3a>OBeEzRENICEZ2)>T0L, B850
AWS =232, PRAZGEVTFA—=V—2, BREFA VT LIALEENF >TTFTTVT5r—>3>
NDEEEZEEBTEET,

Route 53 )L—F 4 IRV =TI NO-ILTL—2Z2FATZ -, BEIHOLSHIZOT N
AO—L7L—2IC&ELBEVTSEEV, Route 53 F—X7L—2Ik, DNS VT UICKEL. A
AFIVvOZERTLT, fFMELET. JO-NILICaEEh, 100% OATAEY—EALXILTY
J—X> b (SLA) ELTEEFENRTVET, .

Route 53 M )Y —A%ZERK., E#H. HIBR T2 Route 53 EE API B XTIV —I)Lik, O O—

LWTL—2TEATLET, A MO—=II7L—2I1EF. DNSOEBICHELZB I —BHEMAME

BERTDELDICHFAENTVET, chZzERITHEHIC. I O-ILTL—EBFE—D)—2 3
V. RERIB(N—2ZT74F) KRB TVET, EES5O0VATALIEICEVEEMETESRE

ENRTVWETH, O>bO—-I7L—2ESLAICEEENEFEA. ENiC, F—X27L—0EE
ARETC K> TAAMZHEFTEDLETE, OO TL—2TREFTHEVEENHY F

To TAFRRVANVBLROETIANA—N—"XAZXALICOVWTR, F—E2TL—2 gz E
ALT, AR REOEEMZRMHL TILEZV,

Amazon EC2 ICD VW Tk, BNZERZFEALTCONO-ILTL—20T7 0> 3> &FIBRLT

KEEW, O>MO=L7TL—=20F70>3a2ick, VDY—AZ@EIC, FizEAuto Scaling 7' )L—
7 (ASG) ZFEALTAT =T VT ITBENEETFNET, AEMHERARICEDDICE. 714

WA—N—ICERTRDIVTAZ—IC+RBBREZ7OEDa 0L TLKEEY, COBTEOLEV
BEFHRTISLENHDHEK, TVRY—IROSATALALEIZAOY NLEREL T, RSt
EUYV—AILEETERT T4V IVDOEHEZEREICHIBRL TS EEV,

Amazon DynamoDB. Amazon API Gateway, d— R/NZ 2% —, AWS Lambda #—/N\—L A& &

DY —ERATRE., chsOY—EAZFERITRIET—RTL—2ZFRATEES, £EL, LYV

A%, O—RNZH—, APIS—KDI 4, £iEDynamoDB T—7 I OEKEEI NO—I)L7

L=>07923>THY), ARYNOEJ/RPIIANA—N-T02>3>0)N\=H)LelLT, N
T7A—XVABTORICETLUTHEKBENHYET, AmazonRDS Tk, F—XTL—>20OTF Y

2AVRTF—ENOT I EAZHAEICLET,

TF—27L—>, AV NA-LTL—2, R AWS FETRAMERERCTEOICT—ERAZR
HIBDFEDFHMIODVWTRR, FRAFEVTA—V -2 FERALEBNEZEMZZRLTSES
W,

T—27L—ToERE, OMNO-LTL—2TOERZEBELET,

REL11-BP04 EIHFE O NO—=IL7L—2TRELF—RTL—2%2FATS 192


https://aws.amazon.com/route53/sla/
https://aws.amazon.com/route53/sla/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/measuring-availability.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/solutions/guidance/cell-based-architecture-on-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
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https://en.wikipedia.org/wiki/Five_whys
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https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://aws.amazon.com/builders-library/amazon-approach-to-failing-successfully/
https://www.youtube.com/watch?v=7MrD4VSLC_w
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/marketplace/solutions/devops/software-test-automation
https://aws.amazon.com/partners/find/results/?keyword=Continuous+Integration
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/marketplace/search/results?searchTerms=Continuous+integration
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://aws.amazon.com/marketplace/solutions/devops/software-test-automation
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://github.com/apache/jmeter?ref=wellarchitected
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://github.com/apache/jmeter?ref=wellarchitected
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