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* AWS Customer Compliance Guides
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+ AWS re:Invent 2023 - Manage resource lifecycle events at scale with AWS Health
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
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* Organizing Your AWS Environment Using Multiple Accounts

BE 3 5 fi:
» Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,

and AWS Lambda

» Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager
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* AWS CloudFormation Guard

* Landing Zone Accelerator on AWS
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
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https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
https://github.com/adamshostack/4QuestionFrame
https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
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https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
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* AWS Summit ANZ 2022 - Scaling security — Optimise for fast and secure delivery
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» Threat modeling the right way for builders — AWS Skill Builder virtual self-paced training

+ Threat modeling the right way for builders - AWS D—9> 3 v
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
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https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
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https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc

tFIVTI0OH AWS Well-Architected Framework
SEC02-BP02 — BV FRREIEHZ A T 5

S A DFRRLZITSR, FRELER|A R > THER, #A, BHINLUBREDOUR Y ZEBE 2 IFHER
TBICE. RENFABERTEES — BN EFRARBREEDS CENMERENET,

MBFEh2HR: RENFBABTHROVAVEERIZICKE. ANBIOEBEEO IDICTESLET

— RN SRABREEATILSICLEY, RENFRABEHRZEAIZE, Z<OVAINELR

T LERE NTUYIr GltHub VRS KNVICO—RTTFYTO—RIBDENTEET, —F
WERIEHREES CLC&hV), RABHBIRETNDVAIFRRBICHILET,

— RO T FNE—"

c BAREN., J7IFL—3 %F>TCL AS—BNERIBERENETZINOTIREL,
users P S OERHINAB T IV EAFXF—%2FEHT S,

- ARENNI-—RICRENT IV EAF—Z2EHIAAT, TOA—RENTUY I Gt URD NUIC
TYy7O—R3%,

- AREN, ENAILTTIVICRBNT OELAF—ZEBHIAAT, TTUARTTRHT S,

s A -ARENT7IOEAF 201 —%—, FLERRXRECHBL, RENT7IVEAF—%FH
BLERFERT S,

- —IKFNRAIEHREZFEATESDDIC, YNV DICRULTRENBET IV EAF—2FERAT S,

CORARNTZOTAANBALENTVWEVBEED ) ATLARNIL: B
EEOHAZA A

FNTOHOAWSAPI ECLIVVTAMI®RLT, RENRIERTEAES —BENEEFI )T 158
BHREFEALET. AWS H—ERICHTSD API SRV CLI VI T AR, ﬁthtw%A'AWS
TOELAF—ZF>TERITIHLENHYET, ChSOUITANDOERBICEATHFBRIE.
—BNTERANTELEVEEA. RENZIAFER (RENT IV EAF—) ZEAINEE—DOR
W, AM I—H—FKEFEAWS PHOV N - I —ZFEALTVRHETT, AWS ICX
LT7IFL—2320%T5H, FEEMOFEICKY IAMO—)L2EB554, —BHWRILERY
ERENET, B A4 REEHRZEFE > T AWS Management Console I 7 7tEAL TE, AWS
H—EAANOID—I)LZ1T5 I — B &R nEF*ﬁ/J‘Eﬁkéhi_d'o RHEWFRRHERN R ERRRE
FEAERLS, —BHBRIBHRTIEEAEDRAVEZFITTEEXRT,

—BNERAEHREELEL CTRENASRIBHROFERAZEREIZ ., 7IFL—>32 & IAM
O—)ZBELTIAMI—H—OERAZRITEIEEE —HLTVWEFAERYEBA. IAM

SEC02-BP02 —BH & RIMEHRZEFEAT S 39


https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
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Eﬁ ZENDIRRE. AOBEEERTZI T IVIT—23a > 0RAERELZLEICEEIDIAN_ALER
x93

e D—UO0—RIZBEB—IJLYRNERETS,

- REWFRIMFREZ SHMNRIEREBEMA D (THEABE) XY ZTOHBERS T,

« REBARNL—T &, BYOREVFAERROBB LN O—T—>3 0 2HIUTD,

« DJ—U0—RICEETDZ—IVLYMOTILAZEETS,

s AR7OLAR, V—AD—RICAHIAENEI—IL Y RFBVWC EZRENICERT S,
WALEHRN B> THREND AN ZRS T,

—RNETFNE—2

AR EO—T—>3> L&V,
e V—AO—RFLERFRBRET7T7AINI_REHNEIERERE
RIlERZERESLETICRET

CORANTZIOTAAREFERATEIAIY

ll

—JLY RN, REBERERICESLENS,
AERANDT VAN, API GREALEHRO BBRCHEEZZ D) BEATT —MLEhd,
BEADT VLA (FGAHLEEEAK) FEEHIVCOTERE NS,

SEHODE: FEAFEROO—T -3, 7—FTI0Fv0OMOBIHSoBTES RO
R— Z/I\L&O'C%ﬁéhia“o
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https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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— LY RNE, V7RO IT7IVR—F2NIRLULTHAFIY Y RTEAE A, RO —> =
TO—T—23aUNfRET D,

RELEBRANDT VAL, EEICZDHHXHICHBTEET,

X

oy

CORARNTZOTAANBIALENTOVEVEBEEOURAILARIL: &
EROHIAVA

WK, T—ER—ARHY—RN=FT4—DAPI, b—=T2VBEDFREICERTRFRABRHREF. V—A
O—RPBRT7AINICBORAETNATVREEN HY XL, AWS F. ChS DOFRRIFEREZZ2I(IC
REL, HBNICO—T—>32L, TOHAZEEIDIXN_ALZEHRHLTLET,

—OLYNEBIHNIRIREDOT7O—F &, HIR, B, O—T—2320HAEVALRSC
ETY, BERL2BFRABHIE. RE. B, LENfTEZEDTY, malBFHICI>TE, 7—7
O—ROBEICES>TAREEL 22, Z2ICHIRTEZENDEHY XTI,

D—UV0—ROEESHEICHKAE U THESRFTRARBRICOVTIR, REERIEREZ —BHXRE
FRANSFEAEREERT IR HIPELNFTRA, LEAF, AWSZ—JL Y RTOEAR
F—Z/N\N—ROA—F12TF2K0YIZ, IAMO—)LZ2 > TRANZIAIERE —RNFRIERE
BRI LTHTLSLEEL,

FHRHBEAORVW —IJL Y RNIK2TE., HIREEBRETERVEDON BDYVET, chsn>—7
L v ~&., AWS Secrets Manager BENDH—ERAIZREL T, —nWICRE, BEL LY, EHH
CA—T7T—>32LENTRENTEET,

D—O0—ROV—AO—REBRET7TANDOEEEZITOSE, EEXRTEBRA T ORABERHNIAS H
CBRBARMABYNET, ROKEGE., —BROZZATOFZABREZRRS LOOEREREOIZE
NDTY,

Credential type Description Suggested strategy

IAM access keys AWS |IAM access and secret Replace: Use IAM 11— )L
keys used to assume |IAM assigned to the compute
roles inside of a workload instances (such as Amazon

EC2 or AWS Lambda) instead.
For interoperability with third
parties that require access

to resources in your AWS 7
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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Credential type

SSH keys

Application and database
credentials

Amazon RDS and Aurora
Admin Database credentials

Description

Secure Shell private keys
used to log into Linux EC2
instances, manually or as part
of an automated process

Passwords — plain text string

Passwords — plain text string

Suggested strategy

HJ >~ ask if they support
AWS JOARTHONTOE
A. For mobile apps, consider
using temporary credentials
through Amazon Cognito ID
77— (ZIFL—FT 1Y
R7ATF>T 14T 1) For
workloads running outside

of AWS, consider IAM Roles
Anywhere or AWS Systems
Manager N1 7)Y R7 O T
ANR—>3 2,

Replace: Use AWS
Systems Manager or EC2

Instance Connect to provide
programmatic and human
access to EC2 instances using
IAM roles.

Rotate: Store credentials in
AWS Secrets Manager and
establish automated rotation if
possible.

Replace: Use the Amazon
RDS & @) Secrets Manager
#4& or Amazon Aurora. In

addition, some RDS database
types can use IAM roles
instead of passwords for some
use cases (for more detail, see
IAM 7*— XX — AFZE).
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https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
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Credential type Description Suggested strategy
OAuth tokens Secret tokens — plain text Rotate: Store tokens in
string AWS Secrets Manager and

configure automated rotation.

API tokens and keys Secret tokens — plain text Rotate: Store in AWS Secrets
string Manager and establish

automated rotation if possible.

—RABTOFINEZ—=, V—AOA—R, BE7 74N, FEEENAILTZ7UAICIAMT O+

AF—ZBHALETT, IAMTIEAF—NFAWS H—ERLBEITIHEN HIHE. — BN
EEHN) EF 1 VT4 FAERZFEALET.,. chSsORBNEFEIHERIE. EC2 41 AXAH

@ IAM O—)L, Lambda BBEOETO—IL, ENAINI—HF =T O AD =% D Cognito IAM 00—

. BLT 0T F/NAAAD IoT Core R —ZBULTRETEE T, Y—RN—FT 1 —@TDIE
Ak, IAM 1—H#—%H—N—LT, ¥—RN—F1—=CF0I1—H¥—@mEHFD>—IL Y NToL

AF—BREEITDRNE, PTHIVRNOVY—ANOMBBET IV LAEZFE D IAMO—)LIZT O+

AZLEIDFEZBELET,

J—o0—RIC, BOHT—EAR VY —-ALOHBEERICKELRS—IJLY NORENVELERD
T—ANZEH V) ET, AWS Secrets Manager l&, NS DOFRIABHRNDZLLEEE, =52 API
K=0>, NAD—R, BRTCZTOMOFABEHRORE, £H. O—7—>3ERATT,

AWS Secrets Manager &, BZMHOFVFEIIEREZEEN DLLICHKRE L THURS 26 O E 5 H#EE
Z5O2BHLTVET: REKOBESL. BEXFORESH. RENEEE, EOMEXHIBETIEART
vhO—=)., BRCILEAESFIEEHROO—FT—3 2 AWS/N—KF—IZ&LDTOMHDO—D
LYy NEEY—EA, FLEELCOBEPRIIZEHITZIO—DILTHRE A EZY U138
HATZEEY,

ERF|E
1. Amazon CodeGuru ZEDBEMLY —IILZFEHAL T, N\—RI—R{tEh=FRiEHRESsC 11—
RNAZHBELEXRT,

« Amazon CodeGuru 2> T, d—RURIZKNVZAF ¥ LET, LEI—HNETLL
. CodeGuru T Type=Secrets 27 1 J)LZ—L T, BBEOHZ I—RDITEREZHET,

2. HIRFELRERTEZDFAEBRERELE T,
a. TTICAERFRIFERZREL T, HIRALCN—JILET,
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://aws.amazon.com/codeguru/features/

EF1UTF1OK AWS Well-Architected Framework
b. V—AA—RICEBOIAETFNIEZAWS >—IL Y RF—ICO2VWTE, BV Y—AICEER
FohzIAMO—)LEBBRLET, 70— RO—FHF AWS ATHBICEL P DST

AWS VY —RIZTF VAT % IAM RIFERN BEABZ S, |1AM Roles Anywhere £ EAWS
Systems Manager /N1 7Y R7 VT AR—=23 0 BBREFLTLSEZL,
3 O—T—2a HRBREFEAINEZTOMHOY—RN—FT1—, EREBORVW—JL Y NID
WT Ik, Secrets Manager 21— RIZHEEL T, FURAALICY—RN—=F1—O—UL VYK
ZRMEBLETD,

a. CodeGuru A2V =)Lk, #®EE h=FRALFE#HZ £ > T Secrets Manager ZHERTE X T,
b. Secrets Manager A 5BBLE—UL Y hET7Vr—23 > 0—RIZKELET,
« ¥—/N—L A Lambda BB# Tk, SEHEICHKFEL KV Lambda fLskFZFERATE X T,

s EC2AVARVAERERFROTFICHL T, AWS HFEBOILKFERAETNZ 7O
'S8 T, Secrets Manager 5> —JL Y RNERBIZDEODIZAT NII—ROHI
ZRMELTVET,
4. EHHNICI—RR—RAZLEI—-LTHBARAF Y952 T, I—RICHFEES—IL Y NfE
mEnTVWEWIEEERELET,
« gitsecrets BEDY —)L&FE>T, YV—AO—RURZKNIJEFHFLLW>—IL Y RAFOZY B
ThB3DZEMHETEICEEZRFLTLSEZL,
5. FRENADOER, PHEYES—DOLY MADOTIEA, EF—IL Y NOBIRETHEVHE
57, Secrets Manager 79T AETAZEZ_RJTJLET,
6. RABRI_HITZANBREEZ RIS EET, COBMICELLEIAMO—JLICKT 2 RIIEHR%E
AhHL, ETAK, BRUOEEITZLEHOTIVEAZHRL, —HBOERI—H—ICOHK, ¥
NEEZEBSODOT IV EAZRHLET,

YU —=A
BETIRANTSUT 1A

« SEC02-BP02 —FFM B FRALEHZEA TS
« SEC02-BP05 EHAM ICFRIEHRZEEH LV O—T—>329D

BETD RFIXT N

« Getting started with AWS Secrets Manager (AWS > —2 L Y R Z—2 ¥ — OB FE)
- DZ7ONAZ—=ET7IFL—>3aY

SEC02-BP03 >—J L v hNZLRLZILHRELTHERATS 46


https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
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« Amazon CodeGuru Introduces Secrets Detector (Amazon CodeGuru > —JL Y RF14F IO Z—
Z R

« How AWS Secrets Manager uses AWS Key Management Service (AWS Secrets Manager A" AWS
Key Management Service ZER T2 HEICDWT)

+ Secret encryption and decryption in Secrets Manager (Secrets Manager Ic$& (15> —2 L v NEE
St & BF1L)

+ Secrets Manager 7OJ T K1)

» Amazon RDS & AWS Secrets Manager D#i & & K&k

BEE EhiE:
 Best Practices for Managing, Retrieving, and Rotating Secrets at Scale (>—7 L Y & KREICE
B, BB, BEIDLOODRANTZIVT1RA)

» Find Hard-Coded Secrets Using Amazon CodeGuru Secrets Detector (Amazon CodeGuru
Reviewer Secrets Detector Zff> T/\— ROA— Rtk hi>—OL Y 2RO 5)

» Securing Secrets for Hybrid Workloads Using AWS Secrets Manager (AWS re:Inforce 2022 - AWS
Secrets Manager Z2FAL N/ 7 VY RO—2O0—ROZ—UL Y hDORE)

BED— >3y

« Store, retrieve, and manage sensitive credentials in AWS Secrets Manager (AWS Secrets Manager
THEHOSVRAIEHRZRE. BE. EETD)
« AWS Systems Manager N1 7)Y RPOFT4R=23>

SEC02-BP04 —mitEe iz ID 7ONA A —ZRAT S

V=07 #—A1—%— D (REELZWHE) DHS, DEZ—TEETES D 7ONAF—%ZF
RLET. —DOEMASEROER, EWIHT, B8, BWUHEL., EEZITS L. BBOTT
T—23VBROPTATAILREN BDERZHNRNICEETERT,

HEFEEhIER: —wibehi D 7ONA A —%2FERAL T, D=9 7 #—RA1—H%—, IR

S — (BEEFE (MFA) OEXRBE), SATART 7V =23 A0ERRB (A—HF—0JIL—7X
UN=D Y TREHRICEDILKTIOEADE ) ETHEE) ZE—TEBLET, V—0 7 +—AR1—H—
F—mitEnkz D 7ONA A —=ICHA 42U, AT TVT—2a3a>eNBTF77Ir—232lc
7IFL—23> @ IS4 0F )Y LET, chilckY, I—F—EFERORIAEEHRZERT
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https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/497b4908-169f-4e6f-b80d-ef10be3038d3/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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BLBENBLBYNET, DTANAF—RBAE HR) ZATLALHREENATVWE O, AZSLOE
BEFRID7ONAMA—ELBEBNICRABENET, PR, MLrEBE#NZBE, 7TI7L—>3
DENLETTIVT—23200ATAAWS ZBE) NOT IV EAZBBNICIYBETCENTER
¥, ID7ONAA—THASEEOJZAMICL, ChsnoOJTI—Y—0EERTEHA TV
ERLET,

— RO BET > FNE—2

« 7IFL—23 eI VINYA AV EERLEY, D=0 T7A—ARD—H—1 BHROTT
T—23VRIATATHEBOI—Y—TH T2 NEFERHREERT S,

s D7AONAE—Z ANEZATLIKETRRE, D=0 7#—ARA—HF—OTATFUTATAD
4794070 8BLLTVWEY, I-—Y—rfzsni), REZZEELLYLEBELC,
BROT7TIVT—232 AT ALAOLI—REZFHOTOLATHREZZEEHRT S,

CORANTZOTAAREEFRTAAVY M. —nfbtEen ID 7ONAZ—%2FERATBH LT,

D=0 7 F—A1—H—OFAFoT4T1ERID—% 1 PATCERBTE, 1—H—JIL—7
T 7VT—23a>A0OF VA EZEYETEY), I Y—0O9 A AT OT1ET1RERL
EWTEET, ABHR)DATALALEHKETSH LT, 1—H—ORENEEENEHEEREK, s
OEEN ID 7ONAF—c@BEn, I—H—ICEYHETSNET U= 3> EERSI BB
CEHFEhET, 118z L., TOI—Y—OT7A4F>T14T714F ID7ONA A —
THEWICEMICEY, 7J7IFL—2a3277)5—2a3a B8R RATANOT O REN BV E
EhFET,

CORANTZOT14RZFRALBVHEEOD)RAILARIL: &
EEOHAZA A
AWS ICTOHERTBIT—9T74+—A1—H—HHFOHAE VA

HBROREEPZNHEBRENDT—U 7 #—A1—H—l&, AWS Management Console & 7= i
AWS Command Line Interface (AWS CLI) 2> T Z2ZTI5LH, AWSADOT I AEE Y
BLIBIHEENBYET, — b hi D 7ONAMA—HAS 2 DDLARILTAWS IZT7 TFL—
3a0FBET, D—9U7F—ARI1—HF—IC AWSADT IV ELAEEZRETEET, 1 2EE
AWSTHIUKNAQEETIFL—>32, €51 20 AWSHBROBEROTHIMADT T
TL—>3>7T9,

« V=07 #—RAA1—Y—ZFTNhThOAWS THOVN EEETIFL—>32FT3ICRE. — T
ftenfzID7AONAE—ZFERAL T, TOFT AT MO AWS Identity and Access Management
C7IFL—>3>TEET, IAMOFREMICKY), SAML 2.0 £/ Open ID Connect (OIDC)
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
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EWSHEIZO D 7AONAAX—ZFEAWS FHON TEMILT, 7OoEAO NO—LIZE
71FL—2ar 1Y —-EREFERATRIENTEERT, V-V 77—A1—H¥—R@Fox177
ZoHEFEAL, RIEBR (NAT—RX® MFA k=92 0—RAE)ZAALTID 7O0NM X —
1442 L&ET, ID7ANAM X —IE, AWS Management Console D441 > 1 > URL IZ3EfE
Thd SAML 7H—>3a>a1—HY—07ZI7HICRITLT, IAMO—/L%25|EZ 12 _ET,
11— AWS Management Console [ >IN YA A TEDRSICLET, I—H—F. ID
Z7ONAZ—HAS5OSAML 7H—>3>#ZEALT, AWSO—)LZ5|ZZFH2&T, AWS
CLI ® AWS X AWS STS SDK THERA TS — i/ IAMAPI ZGlEH7Z ST B CEETEE
E

« D=9 7F—RD—H—% AWS BEROEBDTHIVNCTIFL—2 30 F3I0E. AWS
IAM Identity Center ZfEFAL T, AWS PAHO U KN X TF 7V T5r—23>A00—0 7 #—A1—
H—DT7 IV tARE—REETEET, HBOTAFoT14 714 X—ZFMIL, IDVY—RA
ZERELE T, IAM Identity Center I&, 1—H—TI)I—TOEBICEATEDT7FILNDID
V—AFALON)ERBEHELUET, £k, SAML20 ZAL T HAE ID 7O/N1 X — L #E#
L. SCMZzEALTI—¥—&JI—T7% 88BNIC7OEZ3aZ>T093H, £izlF AWS
Directory Service % £/ L T Microsoft AD Directory (#9255 & T, AEPID Y —AZERT
L TEET, DY—RZRELLES, TOLRAFALEY NTRMERRU>—ZERL
T A—HY—&TIL—TICAWS THINANOT O AEZ E|VETBHENTEEFT, T—
D7 A—A1—H—F— 751lﬂéh7°‘ ID 7AONA A —ZzBLU CRAEZTV., AWS TIOEAR—X
LA 142 LT, BAKEWETSNEAWS THIUN E9TZORTTVTr—232 Ity
JIONFAALET, I—HEAWSCLIV2 ZRREL T, PATF T4 T4 2—TRilz
TV, AWSCLION> RZRITIBD O ORIABTHERBTEXRT, FTATT1T7122—
Tlk. AWS 774 —< 3> ( Amazon SageMaker Studio ¥ AWS loT Sitewise Monitor 78 — %
IWANDTORALESVINGAAVEFERATEET, o

BROHAA A AILRESE, D=0 T7A—RA1—H—FAWS TOUO—VO—RE2EEBEITIH, BE
DFRET IAMusers B8RV TIN—T2FERATIHLENBLBZYET, fDVIC, I—HY—-—&TI)I—
7l AWS ABTERBE N, 1——R@G7I1FL—>32IDELTAWS UY—RIZTIVEATE
£¥¥, 7IFL—232IDTR, — e ID 7ONAE—TERE N LTI IN—T2HEALE
To AWSTHUV N THREICKZ 2L IAM JI)L—7". IAM users, & & K& 11— —FRALEER
(NAD—RETIVEAF—) ZHBEL THRIDMENF HYVET, £ 2. IAMEIEERLA—KZ
FALT, XMEAORIEBEREREL T, ZH T2 IAMusers ® IAM UL —T&HIBrTEET,
BC T —EXO> R O—IARUZ— (SCP) ZHEAL T, HL LV IAM users ¥ JI)IL—7HFEHRE iz
WE3IZL, 7IFL—>3 2 IDZENLEAWS AT IO AEBETEEXT,

T70r—>a>ol—Y—mFAA48>A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
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https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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» Getting started with IAM Identity Center delegated administration
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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» Attribute-based access control (ABAC)
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+ AWS IAM policy conditions (AWS IAM 7R ') 2 —Z&4F)
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« How to control access to AWS resources based on AWS 7172 K, OU, or organization (AWS 7
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+ |dentify, arrange, and manage secrets easily using enhanced search in AWS Secrets Manager
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+ Become an IAM Policy Master in 60 Minutes or Less (60 0 SAHIC IAM 7R S —X A Z—I(275%)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://youtu.be/3H0i7VyTu70
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https://www.youtube.com/watch?v=3qK0b1UkaE8
https://www.youtube.com/watch?v=3qK0b1UkaE8
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
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+ Techniques for writing least privilege IAM policies (BR/NSHED IAM R S —ZERT DT IO Y
)

* |IAM Access Analyzer makes it easier to implement least privilege permissions by generating IAM

policies based on access activity (IAM Access Analyzer &, 7O E2AT VT 1ETAICEDVWT
IAMRU S —ZERTD LR, RIMFEDT UV EAFANDREERZICTS)
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s BTV EAEREFEALE AWS OT7 JAFADOFE

*c IAMTORVS —BATEERTDRR

c IAMARVSY=2ZaL—8—%ZFALEIAMARIS—DTAD

« AWS Control Tower DH—RL =)L

 Zero Trust architectures: An AWS perspective (EORNZART—F T F ¥: AWS OEK)

* How to implement the principle of least privilege with CloudFormation StackSets (CloudFormation

StackSets ZfFA L THR/MFIEDRRAZERKT D H L)
» Attribute-based access control (ABAC)
c AW -—TIOTAETAZBEL TR —OHEZEIRT S
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s XU EFERAL UREZEEBELTHVRED T 1 Z{RE
« AWS O X T {3 1T BB
« AWS VY —RAD XTI
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+ Next-generation permissions management (Rt D7 U & AFF A EIE)

« Zero Trust: An AWS perspective (EO M Z A M: AWS DRR)
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VEAFAOERZEALTIAMI—Y—EcO-I)IL0EEZREL ., EROAKREHSIZEES
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https://docs.aws.amazon.com/latest/UserGuide/best-practices.html?ref=wellarchitected#grant-least-privilege
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/id_roles_manage_delete.html?ref=wellarchitected#roles-delete_prerequisites
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html?ref=wellarchitected
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/?ref=wellarchitected
https://aws.amazon.com/premiumsupport/knowledge-center/quicksight-iam-identity-center/
https://www.youtube.com/watch?v=8vsD_aTtuTo
https://www.youtube.com/watch?v=1p5G1-4s1r0
https://www.youtube.com/watch?v=omwq3r7poek
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» AWS customer playbook framework

« AWS incident response playbook samples
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
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https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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* Manage your identity source
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» AWS Identity and Access Management Access Analyzer Z 9 %
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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https://github.com/aws-samples/aws-sts-network-query-tool
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
https://www.youtube.com/watch?v=V7XwbPPjXSY
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https://www.snowflake.com/en/data-cloud/workloads/cybersecurity/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
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https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html

tFIUFADOR AWS Well-Architected Framework

BE T 2 fi:

» Aggregating, searching, and visualizing log data from distributed sources with Amazon Athena and
Amazon QuickSight

* How to visualize Amazon Security Lake findings with Amazon QuickSight

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Studio and
Amazon Bedrock

+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker

* Ingest, transform, and deliver events published by Amazon Security Lake to Amazon OpenSearch
Service
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BEEY —)L:

* Amazon Security Lake

» Amazon Security Lake /N\— N F—#&

* Open Cybersecurity Schema Framework (OCSF)

* Amazon Athena

* Amazon QuickSight

« Amazon Bedrock

SEC04-BPO3 X1 UTAT7Z5—hZ2HEBNITTREEZES

FHLBEWTITAETAARAECND E, SREEBY AN EBROEFIVTATIT—NEEK
IRHEENHYNET, WREZLICEBIZICE, ThoZHELCHBESIT TERZRR (I VY
FAXURN) EERBENHYVET, EF1VTAT5—FOMEBEFIEIVUYFX NZEHBLT
BLET, AVITFUVRNOBEENISELV) ERICITADRIICKEY KT,

HBEhDIHER. TIOTAETAILE2>TIT—OO—RXPBREATERETEBTI— M EKENID
E, BAXAZALNTF—2Z2HBNT,. TOF—REHREZHBELET. COMVEBOSH T T,
ARBMIDVWTHULLKIBETEDRSICEY, AEERAXRVNOEEEY, EX X ZE4EL
FTRA VT URTHINESHEHMTERT, chlCkY, BERF—LALHAEF—LOEENE
BWMUET,

—RNBETFNE—2:

SEC04-BPO3 ¥ 1UT A 75— h2MHBENTTREREES 101


https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/pm/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
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https://aws.amazon.com/detective
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
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* How to enrich AWS Security Hub findings with account metadata

* How to use AWS Security Hub and Amazon OpenSearch Service for SIEM
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
https://aws.amazon.com/detective/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/athena/
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» Access container applications privately on Amazon ECS by using AWS Fargate, AWS PrivatelLink,
and a Network Load Balancer
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_layered.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/inspector/v1/userguide/inspector_introduction.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/index.html
https://docs.aws.amazon.com/codeguru/detector-library/index.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://aws.amazon.com/inspector/
https://owasp.org/www-project-dependency-check/
https://snyk.io/product/open-source-security-management/
https://www.openvas.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS--Security.pdf
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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» Cryptographic Signing for Containers
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» Signing and Validating OCI Artifacts with AWS Signer

BEEY —)L:
* AWS Lambda

» AWS Signer
AWS Certificate Manager

AWS Key Management Service
AWS CodeArtifact
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/eks/

EFI1VTF1OR AWS Well-Architected Framework

CORSBFHURFIOEFEAIC, AVELI—FT ATV Y—-AORENKETEEBLEZERTE
£9, —flE LT, AWS Security Hub Tl NIST 800-53 Rev. 5 BEANBHENTVETH, h
(IZI& T[EC2.8] EC2 instances should use Instance Metadata Service Version 2 (IMDSv2) & & ®
FIVINFEENTVET, IMDSV2 kY2 3aVEBAOFEZFEAL T, X-Forwarded-For HTTP
ANYA——ECVOIANE7TOYIL, RYRTD—UTILZ1ICRELT, EC2A VARV AIC
BEIAFEMEMBIPABY—ARKEBEORNT T4V I &EFLELET, EC2 412 AZ 2 AN IMDSV1
ZEALTVSEAIE, Security Hb IO ZDF IV IOTEDOEN BRHAEh, BEESEEZRKBTE
£¥9. BBRACEEOHEMICDOVWTEE., "SEC04-BP04 FEH DY —ANBEZHKEITZ, 2S5
BLTS LWL,

REFIE

1. EC2 Image Builder ZFRAL T, & TAVTZA T AICERL, N\—RZ2T L AMI O
REBEEHLLET. BERDAWS 1 X—T® APN/N—KF—A X—T A5, Center for Internet
Security (CIS) X2 F X —% E Iz l& Security Technical Implementation Guide (STIG) 2% 0 ###l %
HHBAALEAX—DZERTEERT,

2. BEBZEBLLET, BREBOY—EA®Y—)z2ES5cT, OE2a—FT12J)
V—ATZE2MHOEVERZEBNICEABLUBRIELE T,
a. AWS Config ZEAL -BREEO BB
b. AWS Security Hub ZFERAL EF 1 UT A BSRTAVTSA T AGHOEE O BEL

3. Amazon Elastic Compute Cloud (Amazon EC2) 1 Y ARV ADO/NY FEAFEEXBEBELL
£ 9, AWS Systems Manager Patch Manager l&, E¥ 21U T 1 BEEOEHEMDO R A T OEH
OEFEFEALT, YXR—J RAVAZVACLNYF2ERATZ7OAZHELLE T, Patch
Manager ZAL T, ARL—FTA VI ATALAET 75— 3 2 0mAICNY F2ERATE
7,

a. AWS Systems Manager Patch Manager

4. HBMEFEMERBF (CVE) ZRATHLHOAVEI—T AT VY —AOAF ¥ ZBELL,
EFIVTARF YY) I3V FZELRNATSAVICERDIARET,

a. Amazon Inspector
b. ECRAX—=DJAF ¥

5. JILVITEERZBEBNICRALTOAVEI—FTA TV Y—RA2RETHH. Amazon
GuardDuty O Z#&5 L £ 9. GuardDuty [&. AWS Lambda B§EA" AWS IRIERATHUO HZ h
EEEWL, BENLGRHEEZERETZZEETEERT,

a. Amazon GuardDuty

SEC06-BP05 O E1—F 4 JREZBEHILT S 135


https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
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+ Get the full benefits of IMDSv2 and disable IMDSv1 across your AWS infrastructure
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» Security best practices for the Amazon EC2 instance metadata service
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
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» How to protect sensitive data for its entire lifecycle in AWS

 Build data lineage for data lakes using AWS Glue, Amazon Neptune, and Spline
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« AWS Identity and Access Management Access Analyzer
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https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
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https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
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https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
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* How to secure an enterprise scale ACM Private CA hierarchy for automotive and manufacturing

» Private CA best practices

* How to use AWS RAM to share your ACM Private CA cross-account
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+ Activating AWS Certificate Manager Private CA (D0 —2> 3 v 7))
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* Plugin to Kubernetes cert-manager to use AWS Private CA
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ERENLEBSHCEAZERALE T, BET—XZRBT A R—KT7F7T R (VPC) DINERICERE
IRHEEE. BSLEn7OR IO EERALET. BELETSE, T—RXAGHETERL
FYRND—DZEBEFE, T-RAORBRZRIFETERT,

HEENDRE: TRXTOF -2, REATLS 7ORILEBSAA— N EEAL TEEFICES
LIDLBENBVET: T—ENODAEBTIVEAZERIDLEDICE, VI-REAR—FY
REOXRYRND—ORZT T4V VZBEILTRIUVENHYVET, AT AWSRERNIZO&HD XY K
D—OKRST714v 0k, TREBBEEICTLS 2E > THEE(LIHDHREN HV)ET. AWS HZERY K
D—OBTF 72 KNTES{LEN, VPCRHDIRY ND—OKZT74v 0k, 574V %9 (Amazon
EC2 A2 AR A, Amazon ECS OV TFH B E) ZEKL TVWBD U Y —AICHERDBEVWALNT
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https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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RSAF*—, B8RV RC4EES) ZEAT S,

s N7V omF )Y —REOBTESKEATVEWY (HTTP) RS 7 1Y U ZFAT S,
« X509GRABZE-RV> UL, HIRAYNZDEIICKEL W,
- TLSICECB® X509 ffAEZEAT 5.
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AWS OH—EAICIE, BEICTLS ZFEAL. AWSAPI L OBEEOBRICEEFTF—XOBEEL
ZFRATES, HTTPS IV RARA VM AEBEENTVE T, HTTP REZLTHVWONIL

&, EF*21VF4 )T EALTVPC TEESITF/OVYITEET, HTTPUYV I AN

l&. Amazon CloudFront E =& Application Load Balancer THTTPS ICE#MICUA AL I KT B
CEETEFEY, AVEI—FTA2TJ VYV —-RAZ2R2ICHBL T, Y—ERXAL2EICEEFTF—2O
EELERETEET, £, AEBRY ND—UFIF AWS Direct Connect A 5B FELD VPC IC
VPN TEHEL T, NFT71YVDORESILERETEERT, V54T M AWS API IZEFFEN 15
BRIC, RIETE TLS12 ZFEAL TVWA ZE ZRRBL TS EE W, AWS (&, 2023 F6 AIC TLS 1.0
EN1NDFEREREILEFETT, BRBEGHN HDESE. AWS Marketplace TH— R/N\—F 1 —0
Y)1—-23a> &2 AFTEET,

REFIE

- EEFIIESLEEATS BSLOERE, BFOBEERARNTZIVT1AICETE, £24%
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ELET,

s TYDH—EATELAB7ORNINZERET S: HTTPS % Amazon CloudFront £3EL T, BS
DEF1VFAHFEPI—AT—AICEBLE X2 )F47O07 74 ) 2EALET,

o HNEREEGEIC VPN ZEA T2 RA 2 MY —RA 2 REEP R Y N D — U E#E#iZ IPsec VPN TR
BL, T—ROT AN —LEEMOMBZRBID L ERFTLTSEZ L,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
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Balancer | HTTPS U AT+ —%Z/ERL £ 7,

+ Amazon Redshift TZ£&7ORN N ZERETSD: U5 AZF—T Secure Socket Layer (SSL) F 7=
l& Transport Layer Security (TLS) EHEANEBEEBLDIOBELE T,

s Z2RT7ORINERETD . AWS H—EADORFIXVNZLELI—-L T, BEROBS{LHE
BEERELET,
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FHTEDIRIY 474X%9£%§E%ﬁ?6g&#?€$?0
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)Y—=A
BIETD RFIXT N

« AWS RFI1 XU b
+ Using HTTPS with CloudFront (CloudFront T HTTPS Z{£5)

» Connect your VPC to remote networks using AWS Virtual Private Network (AWS Virtual Private
Network Z AL TVPC ZUE—RRY RD—V LT D)

+ Create an HTTPS listener for your Application Load Balancer (7 7°U4 —>a>O—RNZ 25—
O HTTPS URF—Z /KT D)

e« F1—KN1YTF)L: Amazon Linux 2 T SSL/TLS ZEXET >

» Using SSL/TLS to encrypt a connection to a DB instance (SSL/TLS Zf#ERAL DB 41 2 AR AN
DEHEDESL)

« Configuring security options for connections (E#HDO X1 UT A XTSIV ZRET D)
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Transport Layer Security (TLS) X IPsec & &, RilZHR—rT2 7O Z2FEAL T, BED
ID Z#FEELE T,
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
https://docs.aws.amazon.com/index.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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Private CA) TRITTZ £9, Amazon AP| Gateway X AWS App Mesh ZENDH—ER&ZFERHL

T, 7—70—REBEFLEFT—I7O0-—RAOBRFETMILS BAZTSIEN TEEXRT, mTLS &
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B#(Z. OAuth 2.0 & OpenlID Connect (OIDC) ® 2 2@ 7OKRJ)LIK, I—H—HFH—ERADT
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JO0—RTHBTEET, OAUth2 DAD—TZEAXRMNBEFRRAENDY —AELTHERTERTH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
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c EFIVFTAT)N—TZ#FEALT, VY—-ABOTF—270—%ZMHiI, E&. #RLET,

« AWS —ER&H— R/N—F 14 —O AWS PrivateLink XY —EADOEAE & DBFEIC. AWS
PrivateLink ZR T2 & ZHRETL TS E&E L, AWS PrivateLink 1 X —7 T4 AL RR
AR ENLTEEENDTF—REF, AWWSEKYRD—IONYIOR—AICEEEY, NEA
22—V hEZBLELEA,

« D—OJ0—ROY—EREAKICFHAE AR ZRETS: V—IVO—RORNZ T4 v U T7O— %585
BROBEHITZDLEHICHFEZ—ED AWS H—ERXZBIRL TEZ L,

« Amazon VPC Lattice TH—EABBEOEF 1) T 1 2B RIDEEZRFLTLKESE
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tAZFHTEET,

- MTLS ZHEATH T —EABEE T, APl Gateway 7=l App Mesh Z#&EFL T £
Wo AWS Private CA ZfEA L T, mTLS THEATHIAHAEEZRITHEL T T/ RXK—N CAKRE
BN TEET,

« OAuth2.0 £k OIDC #FATHH—EREHEETREHEIE. APl Gateway TIWT A—VY T
AH—%EFEATHEERFLTLIEETL,

e D—O0O—RE IOT FNAABOBEICOVWTIE., AWS IoT Core Z#5FL T E&E L, loT
Coreld, Y ND—ORT T4V IODOBEILERIMDAT>a> a2V DA RBLET,

s RE7VEAZERIZ BERLBEVEBEF v RIL, REECHEVY-ALTI7EALLSETS
FFERDTIINIL, TORORBELNET I EANE—2 ZRIENICERLET,
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
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s H—EZAANDOT IV AOERIZ VPC Lattice ZfEA 355 a (k. VPC Lattice 7V AOT % E
MICL, BERTBR L ERFLTLKEETV, chso7otAOVICEK, VIVIAMNTOIY
TATAIETRIHER, V—AEX—TYRNDVPCHBRENDERY RD—U1EH/, VIITARDA
BF—INREBREIATVET,

. VPC JO0-O7ZBMILT, XY RID—O70—DOAEF—RZF+7FvL,. EEHFEV

EHNICER TS EEZRFTLTLSEEL,

s EFIVFTAAVIFURNDOEE, Y1l -3, /RICETRFHMEAAZAICDOW
Tk, TAWS X1 UTAA 2 F U MRISHA Ry $KRT TAWS Well-Architected 7 L — A
D—0,0 "EF21VFT140F 0O "AOF RS, Y923V ESBLTLIEEL,

JYV—=A
BETIRANTZIT 1A

« SEC03-BPO7 N7 VY OBICVAARTHI NTIOEADDH
« SEC02-BP02 —BFH RSB HRE AT 2
+ SEC01-BPO7 ERETINEZFEAL TCEBRBZREL.,. BNFOELIBENZF TS

BHEITDRFIAXD b

Evaluating access control methods to secure Amazon API Gateway APls

REST APl O#HE TLS FRELDERE

How to secure API Gateway HTTP endpoints with JWT authorizer

AWS IoT Core REEEHRZ7ONA A —ZFAL T, AWS H—EXNQOEEFVHL 2575
AWS X1 UTAAIFMRBAAR

B IE Bpid:

* AWS re:invent 2022: Introducing VPC Lattice
* AWS re:invent 2020: Serverless APl authentication for HTTP APls on AWS

B8E 9 5 i

* Amazon VPC Lattice Workshop

» Zero-Trust Episode 1 — The Phantom Service Perimeter workshop
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
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* AWS Security Incident Response Guide - Develop Forensics Capabilities

* AWS Security Incident Response Guide - Forensics Resources

- Forensic investigation environment strategies in the AWS 7257 R

* How to automate forensic disk collection in AWS

+ AWS Prescriptive Guidance - Automate incident response and forensics

E8iE 9 5 fl:

* Automated Incident Response and Forensics Framework
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https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
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» Automated Forensics Orchestrator for Amazon EC2
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https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/visibility-and-alerting.html
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» Framework for Incident Response Playbooks

» Develop your own Incident Response Playbooks

* Incident Response Playbook Samples

» Building an AWS incident response runbook using Jupyter playbooks and CloudTrail Lake
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
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https://docs.aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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« Managing temporary elevated access to your AWS environment (AWS IREBEADT Ut AN —EH
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» AWS Security Incident Response Guide (AWS ¥ 1) 574 4 > AN SIC RN

+ AWS Elastic Disaster Recovery

* AWS Systems Manager Incident Manager
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 Configuring Cross-Account Access with MFA (MFA ZRAL VO AT DO KNT O ADRE)
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
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https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
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BIETD RFIXT b

« AWS RL—Z29 ERE

« How to think about cloud security governance (777 ROEF 1 VT 1 HNFRAZEDLSICE
ABDND)

« How to approach threat modeling (BB EF V> JICT7 7O0—F 9§55 %)

- Accelerating training — The AWS Skills Guild (kL —Z2> 7 ® tni&1t, — AWS Skills Guild)

B8 E B i

« Proactive security: Considerations and approaches (A7 7714 7 tF¥1) 57«4 ZERBEBHEET
70—7)

BiE 9 5 Hi:

« Workshop on threat modeling (BREETF ) > JIC2\WTHDO—o> 3 v
« Industry awareness for developers (BF & [ (T O ¥R 5H)

HEHY—EXA:

» AWS CloudFormation
» AWS Cloud Development Kit (AWS CDK) (AWS CDK) Constructs

» Service Catalog

+ AWS BugBust

SEC11-BPO2 BIRB LT U—RTA 7H 1 VL 24 BUTT
ANEEBILTS

RABIFVI—AZATHA( VN 26FZBLT, EF1VT BEOTANZABLLET, BF
LIC&Y, VDU—RRICY 7 RV IT7ORBENEEEZ —BELTRVELEREITDCENETHCEY
£F9., chilkl), REEhDY IRV ITEHETFR2EFIVT A BEOVARAIANBIET,

HBEEhBHR: BBCLTANOBRR. FROMNBEREIC, ELEKOEERERAZI 71U %
EBLT, BENGCHEZRATZ 7O LZ2FEALEFREZRHBTRZETT, VLY 3>
TANZEBLTRE, ITETARNBERADY T RNIITICEEZMALRE, TOYTRNIITH
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https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/what-is-aws-bugbust.html
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HBEB)ICHETDI L ZHATILOOHET AN LV IEMET ANZRITTEET, HaE
TUVWEVWRREL, FEEFRRLTVBFEAE, " BRNBREIARZFIVIITRLOOEFIUT 1
I-YRNTANEEETRE, AR7OCLAOHHBICChSOBEZRBILIBEETEERT,

TANOBEEETE, T7VT5r—232 0B/ HFE D BERICES WL, 77UTr—>3>

BRIADEWNBTANT —AZEALET. HELTANORBRE, ERHETNETARNERETNICH
BIDBMBENIHEROLRICETE, 2B86NBTARNZA 7Y AV ERELET., VUIL v 3
PTARNRIZY RTARALA—RNEEDTANFER, BBMLEKREBELTVET, EF21UT 4
BHEOTANEZBEBLTZ LT, ELF—RBEFIVTALEI-ZF 2B, BBLENE
J7A4—RNYVREBRZENTEERY, BNFLREBNEI-RIOMOEXOEBLTANE, d—
RmBEZHREL., BRZAT7HA VL OMBPTORENZY 7RIV I T7OBEOKRAICRIEERT,

—RBETFINE—2:

s TART—ABLVBARELTANOBEROII2IZT—>3>0RHM,
« VU—RERO&TOEEBILTANDREE,

c MELEETNDEHCEIZIEBULTANT —A,

s EFIAIVFTATANOBERANOROFEICBETZHAE T AD KR,

CORARNTZIOTAAREFERATEIAXIY

« DATLADEF IV T A BEHETETETF—LANOKFOKRE.

s BBOT—VARN)—LICDED—BELUEREZRICLZ—EMHOBE L,

s AEBY T RIUITTOEFIUT 1A BEORER

«c V7RNIITOBEZRHICRATICEICKY), RANSEBEXTORREZERE.

« DATLNBEME, FLERFEHROD—IVAN)—LLCHE>THRVEBEEQZEEOATBREDE LIC
KV, A TOREZRE,

CORANTZOTA AN BAIETATVWEVREED ) ATLAR)L: A
EEOHAFTUR
VI7RNDIT7%BEITIRE. 77U5—23 0D RAODY VICEDVE#ENESGE, 77

Vr—>aofffEE. N7F—X2VA, EF21UTFALT7#—HAUFEENEGOMBSZET A
RTD, YVIRIITTARNDEXREEBANZALZRALET,
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BONT77UT—>3>EF1UT4TANGAST) &, V—AO—ROEEZEFIUT 1 NEZ—2
ZoML., REMEOHZI—RZRALET., SASTRERTXLBRAOEFIVT FHEOT AN
ICHEWVWT, RFIXT N (BHMLER RGFIXE, ZGHER) P77V T5r—23>0Y—-—A0—RBE
D, BNBA2TY NMIEELET, BNI—R7FI54 Y-, KBESI—ROLEZDITICKR
UE5XT, NISTOREITINL—T. NMARI—RAF T F—PNAFVI—RAF Y FT—OF—7
DI=AY =LV BV —AO—REFIVTATF A —OEBREREZRHELTVET,

BENETFHLTVWEVEMEZRA TS LD, RTPOTTVIT—>23 0 TTFANEZRRET S, BN
PHEFIVTATAN DAST) ICK > TEBNTARNZHTELET. BNTANE. BRI TRER
HMTERVEBENGBEORACFEATERT, I—RURDKNI, ELR, NMTSAART—2
TTARNERETZ LT, - RALHIECETEBRATORENBBEEZTFIVITREN
T&F 9, Amazon CodeWhisperer I&, EJLA—®D IDENT, EF¥F21VF1AF ¥ 2858 1—R

DLOAVF—23a>wRHULET, Amazon CodeGuru Reviewer &, 77U —>a > BEEBD

BEABBE, X171 OBE, RANFELVNITZ2EHIIL, J-RREOHEOLEHOLIXY
F—2AVERHMULET,

BRECLOOEFIVFT 4T3V 7Tk, SAST & DAST DTAKNFEZECUU—AN
17254 BE{LD =D AWS CodeBuild, AWS CodeCommit, AWS CodePipeline #& & ® AWS
RREY—IZEALET,

SDLC Z#®HBHT, EFX 1T A F—LE—BIEBHNABET7Ur—>3> LE1—28CRET
OtERAZWILET, V)-ARERLELI—DO—FELT, ChsnotF21UF(LEI-THL
TA—RNY IR UKL ET, chsOLEI—IZKY, P7UT—23 2 0BEEEF1 Y
TAZHIUTE, BENSBAECHATZEHDORITARZ 7 A — RNV JZELS—ICRHETESR
ED

KREFIR

c X2V F4TANEEDL, —ELAEIDE, J—RLE21—, CICDY—I)I&EERELET,

« BILBENfVELBEEEZELA—ILEADOTEREL, SDLCOECTNATS4>0&270Y 907
2O EYHEZEBLET,

c AREQLEOOEFIVTAT—023 VTR, VU—ANATZ4TOENESLTBNT AN
NDHREDHZRHELET,

- BRE®D IDE £HFEAEE iz Amazon CodeWhisperer, XY hO1— RAF ¥ > FH® Amazon
CodeGuru Reviewer BEDQBELY —ILZFERALETARNELEI—RSTOERER., BHIE X
AZVITENA—ICTA—RNY IV EREITDIDICKRIEET,

« AWS Lambda ZfEA L =% Tk, Amazon Inspector ZFEH L THERNO T 75— 3> 10—
REAFYTEEXT,
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https://www.nist.gov/itl/ssd/software-quality-group
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/about-aws/whats-new/2023/02/code-scans-lambda-functions-amazon-inspector-preview/
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« AWSCIICD 7—9>3v 71k, AWSTOCICONAT7ZA 2 BEOHRRERHLET,

s BELTARNZCICDNATZAVICEDRBRE., YVIRNIITOREORAMEMEEZENTS
FTry N ATLZERALET,

- REBREZERTDEFIVTATARTR, BEOHAEAZIIVTBDET, ELF—D
d—RBEOHEZZELET,

s HEMEY —IIDSOBREEHNICML., XROEBE, ELF—KNL—-Z27, BREBOEL
JEAZAS FICRILTE TS

JU—=A
BETD RFIXT N

« MEMTUN)—ERENET70O4

« AWS DevOps A EFT S —/N\—KF—
s F7VT—>3rvEeF1UF4OANWS X1 UFAOVET Y —/N—hF—
+ Choosing a Well-Architected CI/CD approach (Well-Architected CI/CD 7 7'0—F MOi#E1R)

* Monitoring CodeCommit events in Amazon EventBridge and Amazon CloudWatch Events (Amazon
EventBridge & Amazon CloudWatch Events T® CodeCommit 4 X2 N M) E51])

+ Secrets detection in Amazon CodeGuru Review (Amazon CodeGuru Review T —2o L v M &
)

+ Accelerate deployments on AWS with effective governance (MR H/NF > AICKD AWS TD
7704 O IiE)

c AWS TRZREBNAAT7F7O4 X MO EEL

SBE 0 TR

+ Hands-off: Automating continuous delivery pipelines at Amazon (/\>> X7 7: Amazon T O #EEH
TUND—=NNATZ4 >0 BEML)
+ Automating cross-account CI/CD pipelines (VOAFT D> N CIICD INA 754 > ®OBEL)

E8iE 9 5 fl:

+ Industry awareness for developers (BIF & 6 (T O E R TH)
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https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codecommit/latest/userguide/monitoring-events.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://owasp.org/www-project-top-ten/
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« AWS CodePipeline Governance (AWS CodePipeline 7j/\F+ > X) (GitHub)
« Security for Developers workshop (AREO OO X1V T1D—02 3 v 7))
- AWS CI/CD Workshop (AWS CI/CD 7—%43 3 v 7)

SEC11-BP03 EEINICRZRNL -3 FTANZXET S

EHNICYTIRIITORZRINL—23VTANERELET, COXNZXALR, BBt hIET
ARNRFHOI-RLEI-—TRBRATEZV, YVIRNIVITOEENSEEZER TS5 TRIL
5&F, T, RENIMO-ILOMRIIOVTRETZSATEANTT, XX NL—232F
ARTR, RETILENBZT—RZ0FHITD, FEEFHLEIWELREET IV EAFATZNE
IRIRE, YVIRNIVITZTFHULBVWEETRITTERI L ES Y DB ZRAETT,

MEFEENBIERARRXNL—232FANE, P7UT—2320teF1 )71 BHEOKRA, BIE,
BRALICERAENE T, YVIRNDVITHEREZA 7Y A7)l (SDLC) D—# &L T, EHHIA DFTEIRIC
REMNL=232VFTARNEEBLET, RRXML—232FANTORBERE. V7T T70N
J—ABCRRNTRIBEN BN ET, KX =232 TFTARNTORBERZDML., BEMEICK
TRATEIBEN BILESHERBILET . TOTATBITA—RNYIXNZALZRBE, E
HNTREAREBRZNL -3V TARNERETEZET, ELX—ANOHAHAAORHEPY T
ROIT7mEOELICKRIEERT,

—BIBT S FNR—:

C BAOEFIUT A OME, FLRE<KRELTVBEFIUT A OBMBECHLTOARKNL—
SaAVTARNERRET S,

C BETBY—KN—T A V=R TATSUERVTT S U —2 3V ORI AL—2 2V F AN
ERIET 5.

e ERTNEEDZAODY VEFMECTIC, NV T—2EF1VTAOBBEOXKICDOVTARERN
L—>3a>TFANERRET S,

CORARNTSOTAAEFERATIXAIY

e JU=ABOVI7RNIITOEFIVFTAHBHICOVTOEEEDE L,

s WELWFPTVT—2a s NE—22BRlT58ez2RHTREIlRD, VIRNIITOESE
P2mEOMEL,

s FERYAIVIORBIC, VIMNIITOEFIVT A BMHERETDEOOEHLPEMORNL —
ZO0RBTRZ T A —RNYIIN—T DL,
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https://github.com/awslabs/aws-codepipeline-governance
https://catalog.us-east-1.prod.workshops.aws/workshops/66275888-6bab-4872-8c6e-ed2fe132a362/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/

EFI1VTF1OR AWS Well-Architected Framework

CORARNTZ 9T A AU A TVWBEWEEOUAILARIL: &

REOHAHA

RENL—=232FARNE, FTEEhEEFIVTARASFTIUFZRGTLT, EF21 T4
NO—J)LZ#&4H, EE, AT, BEILEhEEFIVFTATANTT, RXML—232FR
NE, F7UT—2 32 0REORAETOREBRRICEIVTITF—RZNEITIHEN SHEVE
o EFIVTACRBULEBREENLETARN S FUAO—BENFERENRREEhET, Cho5DT
AMNODEZBRNE, BREANOEBERLBEVTIEART—ZAORET IV ELAICEREhZAEMOH
2, F77)5—=230tF1 VT A OBBEZRETDETT, MLLMEZD U —AL LY, #
BEPREMNEEROREREELET 7V T—>3 2V ICMA LY TR, BFRRML—232VFTRA
NeXRfITIBENHYNET,

RENL=23DTFARNZRBETIDICHKEERARET A 7TV A VILOAT—P2HELERT. DT
ARG, SATLOHEN) )AL+ ICEL, TSICEBEDBIEI 2% FEZRERTE 2 R
ICITSBEANBYET,

KREFIR

s AVTFHFANEHBETAEHIE, ERETFILNCEIVT, RXMNL—232FTAMOARO-TER
EI2BENENETOERAERILET,

« REML=23VFTANORBICHEBEZRRZA 7V AVLOBEBERELET, chid. 77V
T—2AVTREBEENFECNATHEST, BEOBELCTIBREAZEARTEIRPTHIL
BENFHUET,

* RERML—232FAR SHBETHIREBR, SICHAEOBELCEITZHBHROMEICOV
T, ELF—ANDODRL—ZVTZRBLET,

« —BH., FLEEREVNETANZEBLTZEHOY—ILZEALT, RXML—232FTARNT
OtANEBEZEMEL XTI,

« RENL—=23VFTANTOREBREZSMLU T ATLANBEFIU T OBEZBEIL., O
T—REFEALTEMNOBRILT AN EHENBELT —HBICRITET,

)J—A

BIETAIRANTZIT 1A

« SEC11-BPO1 77 )7 —>3>0tF1VT1ICBIBRL—ZVTZEHITS
« SEC11-BPO2 ARB LTV Y —RFAT7H (VN2 hZBLUTTANZHEILTS
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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BIETD RFIXT b

« AWSARERNL—23VTABRNTR, AWS TORZXRNL—232FTANOFHEBHARX D Az
HLTWET,

« Accelerate deployments on AWS with effective governance (MRS H/NF 2 AL D AWS TD
7704 O i)

c AWWStFa21VF4OETI—/N\—bhF—

« Modernize your penetration testing architecture on AWS Fargate (AWS Fargate TONXZX~NL —
AVFARNT—FTFTIOFYOERAFAE—23Y)

« AWS Fault injection Simulator

BSiE 3 3 f:

« Automate API testing with AWS CodePipeline (AWS CodePipeline T® APl 7 A k) BE1t)
(GitHub)

- Automated security helper (£F 21 1) 7 1 AJL/N—® BE1L) (GitHub)

SEC11-BP04 FEIOI1—RLE1—

ERTBDYT7RIITICOVT, FHOOA—RLE1—Z2ERLET, cOTOEAK, O—RZ:
RUEAYY, - ROBEZHFEIZIHE-—OI——TRVWIEZRIAETEIIATRIEET,
HBEETHIHER BRCFHOI-—RLEI-ATYTZEHDET, BEPOVYTIRIITOM
BEZRELLEY, BROZXVT—AXN—QOAFILTYT2XELIZY, BBLZEATEZEE
ZRERBILIEYIBCENTERT, FHOO-—RLEI—R, BEMLY—ILPTANIK2 THR—
REBDENTERXRT,

—RNBETFINE—2:

« F7O4RICO—RLEI—ZEELTLWEL,

s J—ROERELELI—ZRUEBHEN1T>TVS,

« d—RLE1I—OXEELRABECEBILZFEAL TLEL,

« d—RLE2I—OFIC, P7UT—232+EF210)T714C20WTEILA—ZRL—Z2TJ0LTVE
W

CORARNTSOTAAZFRTDXIY
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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- J—RmEBEOEL,

s HBOT770—-FOBIAICKDI—REARO—EMHO@E L,

« RENL=23VFARMNPEIBICSVTHRAE D BEEHOER.

s F-LARNTOHBEDOBEORE,

CORARNTZOT A AN BIALENRTVWEVWBEED) AVLA): #
TOHAAA

2HENEI—-—REBE7O—O—FHELT, LEI—ATYTZRELET, FHME. 2. 7
DOTAN, N—2THERATRT77O0—FICEL2TERBYET, ThS5OT77O—FTlE AWS
CodeCommit, &7 (& GitHub, GitLab, Bitbucket D& SEH—RN—F Y1) 1— ‘/EDE{E}%?

PBENDYET, FATHIFECA»PDST, 7OLAZABREREICT7O14TSHIC,
TADLEI—NDBETHDICEEZRBIDCENEETT, AmazonCodeGuruRewewert;c‘:ﬂ)
V=) &FERATRE, - RLEI—7O0CtAEEEICAEITDIENTEERT,

REFIE

- O-KEE7O-0-HELTFHOLEI-—RFy 7EREL, REELHCCOLE 1%
HBLET,

« J—RLEI1—OEBEZED I Amazon CodeGuru Reviewer D ERZREFTL £9

« J—REZRXRDAT—IICHDBBICI—RLEI—ORTZHEETIEAR/O—EERELET,
s FEOO—RLEI-—TRRSIN-BEZAINICRAITZTOLANF ZVAEELET.

s A—REARTZI9TA AR >TFHOI-—RLEI—-ZHKELET,

JU—=A
BETIRARNTTITAR:

« SEC11-BPO2 AREB LTV U —ARFAT7H (VI 24hZBLUTTANZHELTS

BeETS RFIX I

« Working with pull requests in AWS CodeCommit repositories (AWS CodeCommit TO 7' )L U T
ANDOER)
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
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« Working with approval rule templates in AWS CodeCommit (AWS CodeCommit T HEFZIL—ILT
7 L—KhDER)
« About pull requests in GitHub (GitHub TO 7’ )L P TAKNIZDWLT)

« Automate code reviews with Amazon CodeGuru Reviewer (Amazon CodeGuru Reviewer Z £/ L
d—RLE21—0OBEL)

» Automating detection of security vulnerabilities and bugs in CI/CD pipelines using Amazon
CodeGuru Reviewer CLI (Amazon CodeGuru Reviewer CLI ZEFA L 7= CIICD/ N4 754> Th+
F1UTABBEEE/NT ORAOBEL)

B iE B i

« Continuous improvement of code quality with Amazon CodeGuru (Amazon CodeGuru Z R L 1=

O— RmE MG % E)

BSiE 3 % fl:

« Security for Developers workshop (AREO OO LEXF1VT1D—02 3 v 7))

SEC11-BPO5S NV T—>2 Lk EFBEBRDO Y —E A Z—tk 95

ELS—F—LICHLT, YIRIDITNYT—2L20MOKFEKRENEBIDOO—T{tEh
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ARRICENET, e, CHIREBTEARPOVYINIITZIMITDLEODT—RY—ARERBYFR
ER

HEFEENZIRR: V78D IT7R, ERENEO—RE, —BOMOY T RIITNYT—DIC&K2
TBRENET, O, JSSONN—H—ESHKTATSVBEDRYRLERAE N BEELZR
PBILRRTDCENTEET, chsONYVT—20YV—AEKFEREREBENIC—TILITD L
T, NV T—=IHNERENDEIC, TONYT—207ONTAZRIETDIEDODXAN_AL%Z®
FIAVFTAF—ALIIRBREIZCENTEET, FLCOTTO—FICL>2T, BEONYIT—20
ZEICEDFHLBEVEEDIVRAI®, /1 E2—ZXY NEOEZEONY T2 A —F—LNE
A33CEIlKDURAVEBRTEE T, COT77O0—F2FHSLVCERLeNETFAN7O—L
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https://docs.aws.amazon.com/codecommit/latest/userguide/approval-rule-templates.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
https://catalog.workshops.aws/sec4devs
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https://aws.amazon.com/codeartifact/
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BETAIRANTTIT1RA:

« SEC11-BP02 BREB LV VI —RFAT7H A7)\ hZBUITANZEHILTS

BETDRFIXD I

+ Accelerate deployments on AWS with effective governance (IR H/NF > AICKD AWS TD
7704 O k)

« Tighten your package security with CodeArtifact Package Origin Control toolkit (CodeArtifact
Package Origin Control Y —J)LF¥ Y hZFEAL TNYT—20EF1VT125H D)

» Detecting security issues in logging with Amazon CodeGuru Reviewer (Amazon CodeGuru
Reviewer ZFAL TEF 1 VT 1 OBEZOJ THRAITS)

+ Supply chain Levels for Software Artifacts (SLSA) (V7 RNV I TFT7—TA4 T 7O OB TS 4
Fr—2LARI)

B EE E:

+ Proactive security: Considerations and approaches (ZAF7 974 7 xtF¥1 )54 ZEEEELT
70-7)

+ The AWS Philosophy of Security (re:Invent 2017) (AWS Ot F 1 U7 1 HZ, re:lnvent 2017)

« When security, safety, and urgency all matter: Handling Log4Shell (¥ 21 ) 71, &£, BE3H
NDIXNTHEIC#E D & Z: LogdShell N DR )

BET 26l
« Multi Region Package Publishing Pipeline (X ILFV =3 o NY =S RBINA T 54 2)
(GitHub)

 Publishing Node.js Modules on AWS CodeAtrtifact using AWS CodePipeline (AWS CodePipeline %&
AL 7z Node.js EZ 21— )L M AWS CodeAtrtifact N\ D 2F) (GitHub)

« AWS CDK Java CodeArtifact Pipeline Sample (AWS CDK Java CodeAtrtifact /N1 7°Z 1 > ® 1)
(GitHub)

« Distribute private .NET NuGet packages with AWS CodeArtifact (AWS CodeArtifact ZfEFA L =7
Z 4 RX—K .NET NuGet /N Y 57— O EL ) (GitHub)
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https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://aws.amazon.com/blogs/devops/detecting-security-issues-in-logging-with-amazon-codeguru-reviewer/
https://slsa.dev/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
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FALTTF7O4/2RELET, REBEBEOT—2X% AWS Systems Manager Parameter Store 7%
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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EDHEBY —ANSEBEITRDEDICTIVT—2a 0 &2FFHUET, TARRICNYT—DICER
L. 7O/ HICCNSOBREZRIALET, 77UT5r—232>0—RE7Y2135K5ICCIICD
NATSA%EREL, Canary ZFRALTF7’O014 ORI EHEREL F£ I, AWS CloudFormation &
EFEAWSCDK B EDY =)L ZFERLTA 2 T7ZANTZOF v ZEEZL., AWS CodeBuild & AWS
CodePipeline ZEAL T CI/ICD DARL—>3 >V ZRTLET,

KREFIE

- BRICERBSNECICODNATZA 2 ZBELT, TTOMTOERAZEEHELET,

+ AWS CodeBuild & AWS Code Pipeline 2 AL T, NA7SA4A\OEF1 )T 1 TANDFKEE
ZR5\29F% CIICD #EEZRMHLE T,

« R4 MAR—/\N— TOrganizing Your AWS Environment Using Multiple Accounts (8807 HD >
NEMFERALEZAWS IREOHERBL) ) THRALTVIREOSHEICEITIDHA A AILRVET,

s KRBTV —IVO—RARITEATVEIRENOEGRNBEANT IV AN BV ZBRELET,
s BRT—RXONEBILEYR—KNTDELSTTUT—23a &R itLET,

s IN—17)=F7O4EFINEFERLEF 704 ZRFELET,

e Canary ZRELTY 7 NI ITOF7AO1 ORI ZWRIAIL T,

« AWS Signer Ezld AWS Key Management Service (AWS KMS) & EDEESLY —)LZFEAL T,
TF7O4TBDVTRIITNY T DFBEERIAZITVET,

JY—A
BETBIRANTSIT 1A

« SEC11-BPO2 BER IV I —ARFA7H A VN 2BFZBLUTTANZHBLTS

BETD RFIXN:

« AWS CI/CD Workshop (AWS CI/CD 7 —%2> 3 v )

+ Accelerate deployments on AWS with effective governance (IR H/NF > AICKD AWS TD
3704 O E)

s REBN\AAT7F7O/4X MO BB

» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys (AWS Certificate Manager Private CA & & U' AWS Key Management Service 3F
MNHF—Z2FAL I - ROESR)
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https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
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« Code Signing, a Trust and Integrity Control for AWS Lambda (d1— K&%&., AWS Lambda D EEM
BRUCESHEOO MO

B iE B

- Hands-off: Automating continuous delivery pipelines at Amazon (/\>2 A7 7: Amazon T O k& #9
TUND—=NNAT 54> 0 BE1L)

BSE ¥ B fi:

- Blue/Green deployments with AWS Fargate (AWS Fargate ZFR L =7 I)—/JJ)—>F7'04)
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https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US
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BRAYTDE, EF1UT A ORENTEREBEFHEZHMIDOICRIELRT. AWS F7OMNATZ
AVIVIFLYAT—FT0FviICRS52 &R, CICDREMBEORVEREBRYET, N1T7Z
1VOREZEHNICLEI—-L, FHLEVBEOOVZIMITRE, Y7RIITOF7OA4T
ERAEATVWANATSA 2 OERANE—VOBBRICRIEERT,

KREFIE

c AWS F7OANATZA )T T LUVAT—FTOF v 2RRAELET,

« AWSIAM Access Analyzer ZFR LT, 7O ZLNICNA T4 OB&NFED IAM KR S —
EERTDEZBREILET,

s FHLBEWTIOTAETAREERTIVTAETAZRATRILEHIC, EREBEZNA1TT4
VICEELET. AWS ONFR—Y RY—EATHS Amazon EventBridge 2R T2 &, AWS
Lambda ¥ Amazon Simple Notification Service (Amazon SNS) & EN X —4T'Y NCF—X %)L —
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+ AWS Deployment Pipelines Reference Architecture (AWS 7’04 NA 7S A VT 7LV AT —
*TUOFv)
+ Monitoring AWS CodePipeline (AWS CodePipeline D E_X 1) > )

+ Security best practices for AWS CodePipeline (AWS CodePipeline DtF 1) 71 ODRANTS D
TARA)
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https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/lambda/
https://aws.amazon.com/sns/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-best-practices.html
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» DevOps monitoring dashboard (DevOps E_X 1J > J X v < 1 78— R) (GitHub)
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https://github.com/aws-solutions/aws-devops-monitoring-dashboard
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« SEC11-BPO2 BEB LTV I —ARFAT7H (VN eh%ZBLTTANZHELTS

BETDRFIXD:

 How to approach threat modeling (BEEF V> JICT7 7O0—F 9§35 %)

 How to think about cloud security governance (727 ROEF 1 VT 1 HNF 2 RAZEDLSICE
ABN)

BEIEEpH:

+ Proactive security: Considerations and approaches (A7 97 4 7BxtF¥1 )5 1. EEBELET
7’0—F)
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://www.youtube.com/watch?v=CBrUE6Qwfag
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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://aws.amazon.com/architecture/
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