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3.

[AWS Trusted Advisor] £ < 3> T [ Trusted Advisora 7 77 1 71t 93] ZBIRL F T,

Account |Ds - optional
Type the IDs of the AWS accounts your workload spans across

111122223333

A

Specify up to 100 unigue account 1Ds separated by commas
Application - optional Info
An application s a custom collection of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource
Wame [ARN] is 2 unigue identifier for an AWS resource, which ks maintained by AppRegistry.

arn:aws:servicecatalogius-west-2: 111122223333 fapplication/######H#E ¥ |
Architectural design - aptional
A link e your architectural design
The URL can be up ta 2048 characters and must begin with one of the follow protocals: [http, https, fopl. 2048 characters remaining
Industry type - optional
The industry that your workload Is associztad with
| Choose an industry type v |

Industry - optional
The category within your industry that your workload Is assoclated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisar |nfo

Trusted Advisor uses infarmation from your AWS Reglons and account 105 entered above to ald workload reviews, provid ng you autaomated context fior supportad

guestions.

Activate Trusted Advisar

Resource definition
Choose how resources are selected for Trusted Advisor checks.

AppReglstry

d

Additional setup needed
To pull Trusted Advisor data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

View AWS documentation [4 |

Trusted Advisor checks X

AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted
Advisor evaluates your account by
using checks. These checks identify
ways to optimize your AWS
infrastructure, improve security
and performance, reduce costs, and
manitor service quotas. You can
then follow the recommendations
to optimize your services and
resources. Activating Trusted
Advisor support aids worklead
reviews by providing automated
context for supparted questions.

Trusted Advisor decumentation E

IAM Trusted Advisor H—E AO—=I)ILAERE D EVWSEHEE., D—20—RANDTT D
TATHENIEEEICRRENET, [FUZRR ZERITZE, AMO=-ILOTIEAHT

HARRENET, JSON A IAM TEHEBERLEZO—-ILE., TOVEAHFIB L EEBEZEZHE

TEET, O—INFERE NS, Trusted Advisor 27 9T 1 JIT2EENDT—UO—RT
&, [BIIOEY RT7YTHAMBETIT] EVSBHANRRENET,

"Y—AEE, ROAYTH I TR,

M) —J0—RXRXF—Z2, £llF "9XT, &ZBRT

ZE T, AppRegistryl) YV —RAEZDEIRTIE, Well-Architected AWS WA Tool DR AKNTZ Y
TARAIRBLTEDT—VO—RLEI—OAT—RAFIVIZITSILEHICEDT—RZRET

hZE&ELET, Trusted Advisor

7

7

7—_

14 X—<, 32 Trusted Advisor
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AWS Identity and Access Management (IAM) TOO—)LEROFMIC DWW TR, FIAM 1—H—7%
4Ky D TAWS H—EZOO—LOER (> Y—)L)) BBLT L,

IAM Trusted Advisor TOJ)—OJO—ROTF7OTFA4NR—>3>

(® Note
J—O0—ROMEER., 7—70—RZERTHEIC, BDDT HD 2 b0 Discovery H
R—RNZ2EMLITEIHENSHVY) ET, Trusted Advisor [Discovery HR— K DERIL] Z58R
IBE, D—V0—RABEBICKMEZRO-IINIERENET, HOITXNTOREETHIV B
ik, UTOFIEZFERALTSEZL,

BWbEnizTO—20—ROBETHI> NOF—F—I&,. IAM Trusted Advisor Trusted Advisor T
O—)LZERKL TEREEREITHDHEN HVET, AWS WA Tool

IAM AWS WA Tool TIERZEEBE T2 -HNO—I)LZ/EKT B ZIE Trusted Advisor

T U F 4 R—=< 3> Trusted Advisor
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1. AWS Management Console IZH 4> 4> L, TIAMIO2 YV —)LZRHE X T, https://
console.aws.amazon.com/iam/

2. IAMO2VY=ILOFET—23RA2T, [A—)) [A—)LZEK] OIEICERLET,
3. MBHENIEIVTATADRAT]|T, [NARLEERIY—]ZBRLET,

4. RORICRTEDIZ, XKOARZLEFERI—2IE—-LTIAM O Y —=)L® JSON 7 1 —
JLRIZBEV) (T E T, WORKLOAD _OWNER_ACCOUNT _ID 2 —%4oO—REFBEEDOFTHINID
CEBEH!R, [RN\] ZBIRLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"
},
"ArnEquals": {
"aws:SourceArn":
"arn:aws:wellarchitected: * : WORKLOAD_OWNER_ACCOUNT_ID:workload/*"
}
}
}
]
}

T U F 4 R—=< 3> Trusted Advisor 9
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I—¥—%( K

Custom trust policy

Create a custom trust policy to enable others to perform actions in this aceount

db < K8

2 "Version": "2012-1@-17",
3~ "Statement": [

4 - {

5 "Effect": "Allow",
6~ "Principal”: {

7

8

"Service": "wellarchitected.amazonaws.com"
13
9 "Action": "sts:AssumeRole”,
1@ - "Condition": {
11~ "StringEquals”: {
“aws:SourceAccount”: "111122223333"
13 13
14 - "ArnEquals": {
15 “aws:SourceArn”: "arn:aws:wellarchitected:®:111122223333:workload/*"
16 }
17 }
18 1
LK 1
20 3

<+ Add new statement

JSON Ln12,Col 3

(® Note

Remove

Edit statement

1. Add actions for STS

Q|

All actions (sts:*)

Access level - read or write

AssumeRale gy
AssumeRoleWithSAML €
AssumeRoleWithWebldentity €}
DecodeAuthorizationMessage €)
GetAccessKeyinfo ¢€)
GetCalleridentity €y
GetFederationToken €}
GetServiceBearerToken €)
GetSessionToken )
SetSourceldentity €

2. Add a principal

3. Add a condition (optional) Add

Preview external access

Cancel

aws:SourceArnEIRN A AR LAFEER ) —OKH/HETOY IICHD "
l&"arn:aws:wellarchitected: * : WORKLOAD_OWNER_ACCOUNT_ID:workload/
MO ZOO—)LZEZTD—J0—RABEEODINTOD—IJO—RICEATEDELZRT
— MR BEEHETT, AWSWATool I272L, POEARZHENT—IO— R ARN £1z
FE—ENTD—JO—RARNICRYALZCENTEEXRT, BHO ARN ZIEET B (C I,
ROEER)—DHlESRL TS EE L,

"Version":
"Statement": [
{
"Effect":
"Principal": {
"Service":
},
"Action":
"Condition": {

"2012-10-17",

"Allow",

"wellarchitected.amazonaws.

"sts:AssumeRole",

"StringEquals": {

com"

7

7

7—_

14 X—<, 32 Trusted Advisor
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"aws:SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"

1,
"ArnEquals": {
"aws:SourceArn": [

"arn:aws:wellarchitected:REGION:WORKLOAD_OWNER_ACCOUNT_ID:workload/
WORKLOAD_ID_1",

"arn:aws:wellarchitected:REGION:WORKLOAD_OWNER_ACCOUNT_ID:workload/
WORKLOAD_ID 2"

]

5. THEROEM) R—Z0O T AWS WA Tool PO EARERRIS—, T, "TRUS—0ER,) &i&
RUTTF—ROHZAIMYIERZFESLET, Trusted Advisor[/RJ > —DEK] Zi8IRT S &,
FLODA 2 RIONFEEET,

(® Note
TSI, O-LEEFPRBT IV EAFTOERZERL., O—LOERRICAZ TR
) —ZERTRCEETERT, O—INERICERETNIEEZRIXAYE—IT
[O—)&R7] &ERL., [FOCAHFA X707V AFATOEM ROY T7XI>
BESMMYTARID—DER] ZBRLET,

6. UTOFIEAHFTRIS—%IE—L T, [JSON] 7 1 —JL RICBEV {413 £ F. Resource
ARN T, YOUR_ACCOUNT_ID #BHD DT HIKNIDICEEH#:A, V=23 FEETAZY
AV (*) ZEBELT, (RN 2T ZBRLET,

ARN FEXXDFFMIC OV TR, TAWS O—f U7 7L AHA Ry ® "Amazon VYV —2A
Z—AL (ARN)y ZZBRLTLEEV,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

T U F 4 R—=< 3> Trusted Advisor 11
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"trustedadvisor:DescribeCheckRefreshStatuses",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeRiskResources",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeRisk",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeRisks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [

"arn:aws:trustedadvisor:*:YOUR_ACCOUNT_ID:checks/*"

7. Trusted Advisor X7 —2 00— RIZHL TEMLEh, UY—AERHN "9XT, AppRegistryll
BREENTWVWAEE, AppRegistry 7J—JO—RICTRYFENLET V=23 >AO )Y —
AEMETZIXNTOTHI MNE. Trusted Advisor LT DIERZO— )L DIERKR D > —I2E
MT2%ENHYET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DiscoveryPermissions",

"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"tag:GetResources",
"servicecatalog:GetApplication",
"resource-groups:ListGroupResources",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources"

1,

"Resource": "*"

}
]
}

8. (A72aU)RIJTEZEBMLET, (AN LE1I—-]ZBRLET,
9. RUZ—AELVWCEZHELLLS, BRZENTT, [RUZ—0EK] Z2RBRLET,

T U F 4 R—=< 3> Trusted Advisor 12
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10. =IO [7I7EAFAOEM R—IT, ERLERVD—BZEBRL, [RN] ZBRLE T,

11. WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER_ACCOUNT_ID M#E3IZ
BR2O—)LB8ZANL, [A—IZ/EK] ZiBIRL FTI, WORKLOAD_OWNER_ACCOUNT_ID %
JD— 00— RAAEEOTHINIDICEEHBRAET,

R=I EEICO—ILAEEICERShECEZHSERIAYE—INFRRENET,

12. O—)LEBETRDTIOELAFUIRIS—2RRITDICE. T4
DFETF—>2arRA20O [TOEAEE] T [O—)l] Zi&IR
L. WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER_ACCOUNT_ID M & &I
EBRELET, O—JIOBEZRBRLT, [FTOEAFU & [EEBARINAELVWCEZBEBLE
9,

Trusted Advisor J—2O—RDET I T 1 71k
J—%4~ 00— R® Trusted Advisor 23T V7T 1 7T BICIE

J—2 00— R%&E#wE L T [Activate] Trusted Advisor AWS WA Tool ZiZIRERT D LT, HS5ED
JD—OO—RTEIFTIT1TITEELET, Trusted Advisor7—2 00— RDRECE T 2 M.
Mthe section called “J—2 00— RDfRE") 2SRBL TS EEL,

Trusted Advisor AWS WA Tool ' 83EF7 V7 4 7L LTE, IAM THERES N i-O—)LIFHIBREhEH
Ao IAMASO—=)LZHIERTDICE, BIOO)—"TYTFEFRNIMBETT, J—I0—ROMESE
FEEEETDZTHINOMEEIE. Trusted Advisor TIET VT 14 TlbE e EIZERE N
IAM O— )L % Bl 9 A AWS WA Tool. AWS WA Tool Trusted Advisor 7—2 0 — RO F—RUNE
ZELETIHLENHYET,

IAM T WellArchitectedRoleForTrustedAdvisor ZHIKT 3 ICIF

1. AWS Management Console ICH 14> 4> L, TIAMO2 V=) ZRHE KT, https://
console.aws.amazon.com/iam/

2. IAMOV=IOFES—>23a>oRA42T, [O—I)] &ZBRLET,

3. WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER_ACCOUNT_ID Z##ZEL
T, O—)ILB&EIRLET,

4. [HIBR] ZBIRLET, RYTTFYTI142RUT, O—LBZADLTHIRZERLES, £5
—E [HIBR] ZiBIRL E 9,

T U F 4 R—=< 3> Trusted Advisor 13
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IAM A S O—)LZHIBRT S FEDFHMCOVWTIE, TIAMI—H—HHA4 Ry ® "TIAM O—)L 0 EI B
(A>VY—=)s ZZRLTLEEV,

D—70—RODER

ROFIETE, 7—IV0—RZ2ERLET,

D—O0—RZERTZICE

1.

7.

AWS Management Console (24 >4 22 L, https://console.aws.amazon.com/wellarchitected/
AWS Well-Architected Tool IC& 3V =)L ZBHEET,

NOTEATZHEE AWS WA Tool, Y—EADEEZENTIR—IHFRRENKT, [T—
JO0—RZERIZ| I3V T[V—VO0-ROEE] 2BRLET,

H3dVE, EAlOFES—> 3 RA4 2T, [Workloads (77— 0— R)]. [Define workload
(7—20—ROER) OIEICERLET,

AWS D—OO—RF—ZOFERFEDHFMCOVWTIE., "TAWS COF—ZXNVELEBREME
BARAZl ZBRLTLSEZL,
[Name (B RY VAL, DJ—YVO—ROBEIZADLET,

(® Note

BAIE 3 ~ 100 XFICLET, IXFUEEZAR—RALZLBVWTSEEY, D—070—
REF—BICLTLKEEZVY, —BELESIHZBFITIEERF, AR—AERNFRFER
TNET,

[Description (FBA)] RY VAL, D—YVO0—ROFBAZADLET, Ak 3 ~ 250 XFICL
TLEEL,

[Review owner (LE 21— FiE®&) RY VRIC, D—20—ROLEI—-7OCLAZMETS
T7Z2ARVIN—TELEBBEAOEZR, EX—)ILTRLA, FLEEBNFEADLET,

RE)RY VAT, J—U0—RORBEEBRLET,

[Production] (AEHE) - 7 —70— REFABZRERETETEINET,

[Pre-production] (AEHZ@a) - V— 70— REAFBERBERHIRETCEITEIED,
[V—>32]&923>7T, D—00-ROV—232%ZBRLET,
« AWS =232 _AWSU—23Y D—U0—REXETITDHEMZE 1 DT 2BRLET,

J—Y0—ROER 14


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#roles-managingrole-deleting-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#roles-managingrole-deleting-console
https://console.aws.amazon.com/wellarchitected/
https://console.aws.amazon.com/wellarchitected/
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10.

11.
12.
13.

14.

AWS JEU—232 —AWS D—J 00— RAER[TENTVIERUAOU -3 0Ba%E
ABLET, 5 D2FXTO—EO)—23 "2 A I TRY>TEETEEXT,

D—OJ0—-RICEKZHITZDHERF. MAOATS IV EfEALET,

(A7 3>)[Account IDS] (FHAT N ID)RY VA, D—o0O—RICEENITShTWVS
AWS 7HIUKN DIDEZADLET, BRK100BEO—ZENOTHIKNIDEHAITREI2T
BETEET,

ZEMCTRDE, EELETHAVDNIDFTF—2ORBICFERAE E T Trusted Advisor,
Trusted Advisor IAM AWS Trusted AdvisorAWS WA ToolTrusted Advisor AT 1—H—(ZH 2
CTF— B ZREI2LOOTIVEAERZARETRICE. "O—20—-ROT7IOT4X—=>3
1 ZZRLTLSEZL,

(A7 2aN[TFT7TVTr—2321R Y VA, AWS Service Catalog AppRegistry A5 20—
J0—RICEAENFGFZTITVr—>3>oF7 7 )5—>3a> ARNZAALET, &ED0—o0—
RICIEETZS ARN RO EDEWT, PF7Vr—>3a>e&0—o0—RE, ALV—23>7T
HIVENFHYET,

(F7°2 3 >) [ Architectural design (F—F T O F ¥ EEHDI RY VAL, T—F TV F v RO
URLZAHNLET,

(F 723 2) [Industry type (ER) RY VAT, D—V0O0—RICEAETHEREZRBIRLET,
(7> 32) [Industry (EB) RY VAT, 7—IV0—RICKRE—HIHDEBZBERLET,

(F 7> 3 2) [Trusted Advisor] 29> 3> T, D—20— RICX L T [ Trusted Advisor O F T v
J1%&FAICU, [Trusted Advisor2 7 V7 4 7t 93] ZBRLE T, 7—IO—RICEETS
THIRIE, BMOFRENDEBRIZFENHV) ET, the section called “FIOTAXR—=>3 >
Trusted Advisor” AWS WA Tool Trusted Advisor 1—H'—ICXD > TF—XZBBITHLHDT
D AERZFETSICEESRBL TSEEV, AWS WA Tool Trusted Advisor F IV I DR
TILERATZ VY —RAEEET S ICIEAppRegistry, [J—IO—RXZF—R|FEF [VY—A
EE|O [T ZBBIRLET,

(A7 ar)diratwo>a>rT, 7—70—ROT—20—RLARILO Jira BEREZEBRIC
TR, [THIVMLRILEZRED LEZ|ZERLET, 7—IVO—RICEAETBTHIB
ICik, BMORENVEBRZEN BV ET, AWS Well-Architected Tool 1Z T X D FRTE & K
ZREBIDICE, Jra ORI 2, B5RBLTLKESV, [D—20—REZRHLAEV], [D—
J0—RZEH -FH), BLVP[V—70—RZzEH-BF HSEBRL, 773> TRABTS
JraZ7O0>T O ¥—ZADLZET,

J—Y0—ROER 15
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15.

16.

17.

18.

® Note

TAODVKRLRILOREZLEEELBEWVWES, D—JO0—RETF7AILRNTTHIU N
L XD Jira BHIRREICEY KT,

(7> ar)([Tags] (B2Y)&o2a>T, D—I0—RICEESFZRTEZEMLET,

ZTOFEHZOVTEE, TAWS WA Tool UV —ADETfF1 25RLTEEL,
[RN\] 20Uy ILET,

RARY VAN ZHDBE, FLEFEELLENENEZBEER. KT I2AICEEZEET DL
ENHYUEY,

(A72aN[7TO774IN0ER T, BEOTO7 74N 2&RT2H, JO77/4I\E%%
RIDN, [ZTO77A4IINOER] ZBRLTTO7 74 ) 2ERL, 7O7 74N 20— 0—
RICBAEFRITET, (N1 Z2P2UYOLFET,

COT—70—RICEATALVAZERLET., 7—I70—-RICEFZK20EOL > XZEM
TEET, XALAOFHBIC2LWTRF, "LUX, Z2FRLTSEEL, AWS

LR, HAZLLV X (B THERLEL D AEEEHBELELXAWS THO 2 M),

YAAEZOT (AWS IXTOI—H—HFFATESZ LKL > X). i?"(&"%@lﬁﬁb‘b@?ﬁfé

x9,

® Note

HABLL Y AREZERL TWBEWEER, DARLLAZHBELTLVEWVWES, [HA
BLLVA VD AVICEAERTENREE A

® RESFH
OI—H—F LB TAIYMERLVIEAARRLLRICTORALEZY, AWS
OI—H—FL@ETAIY MERLIEAARRLL XA ZBRALIZVY TR ET,
AWS B 1 —H—AER L THBELEHARLL Y AN BEZNTEREN TV E
ZEEOADTUYTHBIEZRDEEDEHRBENET,

19. [P—70—ROER] 2FBRL XTI,

7—o0—RKROEH 16



AWS Well-Architected Tool d1—H¥—HA R

RARY VAN ZADBE., FLEFBEELLENENEZBEEE. V—IV0—RZERTHAICH
BZEBEITILENF BT,

T—J0—RORFIXD MY

D—J0—REZERLIES., TOREZ RFIXMELET,

D—J0—ROREZ RFIXD MLTBICE

1.

BAIICD—V0—REE&RTDE, V7—VO0—ROBEOFHMEERIR—IHFRRENET,
[Start reviewing (L E 1 — D B#R)] ZZBIRL THBLET,

ThUADOBEE. EROFEST—2 32 RA 2T [Workloads (7—20— R)] Z:&IRL TH
5, D—V0—ROBEIZBRL T, D—U0O— REHR—2ZFEE £9, [Continue reviewing
(R ZHTT) ZBIRLE T,

(A723a)7a774LF7—o0—-RICEEFISAhTVWRESR, EflloFES—>3aR
A2, 7—20—-RLE1I-—T7OtLRAZMETZLEHICEATEZIEEENSVD—I0O0—
RLELI—OERBJ) AR RRIENET,

RYIOERNFRRENET, BEFAZEIC, UTOFIEZEITLET,
a. BEZZHA, BEANFfrI7—J0-RICHTRIRZIHLESHZHHLET,
TOMDAAHAAZDOVWTR, [BH] ZBRT D&, ANTNARILICEBIRTENE

9o

BEAND—IO0—RICHTEERSEVIEFESEE. [Question does not apply to this
workload (BRI D T—4 00— RICHTRES AV ZBRLET,

TNUNADFZERE., VARDPSRHEMR D TWAIRARNTZ VT 1 RAZERLET,

REEODRARNTZ 9T 1 RAIZER 2> TOWEWEEIE, [None of these (ZH7% L)) Zi&
RUET,

FEOEBICHEITZTOMOAA A AL D2VTR, 1B 2BRTDE. ALTNRILIEC
BHRARTENET,

b. (F723aN12REORARNTZ V9T A AN DT—o0O0—RICEAEhEZEVESE, [Mark
best practice(s) that don't apply to this workload] (C DD —2 O0— RICEAENBEVWRARNTS

D—O0—RORFIXZ MY 17
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ZOTAREX—V) BB RLET, BRUERARNTZIV9T1AZEL, #7232 TR
MZRRL, BMOFHZEETERT,

c. (A723aV)EBERICHIZBERERLRIDICE. [OXVNRYIRZEALET,

EEARE, BRFETRESBVERZHALLEY, BRUERARNTZITA1RAICETS
EmMOFRAZRELEYTERT,

d. XOBERBICEDICIE [Next (RAN)] ZiBIRLET,

BEREOERZEICCNhSOFIEZERLET,

3. EEZRFL, 7—70—RORFIXVMZ-—REFELTEZEERK, VWDTE [Save and exit
RELTET) 2BIRLET,

BEEICRICE., 7—70— RFHAR—JIZBEB L. [Continue reviewing (L E 1 —0#:1T)] ZER
LET,

[D—Y0—ROLEI—]R=

[7—Y0—ROLEI-]|R—JICE. 32ORIUHFBYET,

[P—20—kRoLE1I-]R=D 18
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¥ Prioritized new  (EREH

REL 1 - prioritized o
How de you design you

workload to adapt to changes
in demand?

SEC 1 - prioritized
How do you incorporate and
wvalidate the security
properties of applications
throughout the design,
development, and
deplayment lifecyele?

@ REL 2 - prioritized

How do you back up data?

@ €OST 1 - prioritized
How do you implement cloud

financial management?

£ PERF 1 - prioritizad
How do you evolve your
workload to take advantage
of new releases?

SEC 2 - prioritized
How do you classify your
data?

L c0sT 2 - prioritized
How do you decommission

resources?

SEC 3 - prioritized
How do you detect and

investigate security events?

REL 3 - prioritized
How do you use fault
solation to protect your

workload?

Well-Architected Tool > Workloads » Workload » AWS Well-Architected Framework > Review workload

AWS Well-Architected Framework 9

Add a link to your architectural design

(@ The answer has been updated based on lens or profile changes. X

Question Trusted Advisor checks

PERF 1. How do you evolve your workload to take advantage of new releases? Info

Ask an expert [2

When architecting workloads, there are finite oplions that you can choose from. However, over time, new technologies and approaches

become available that could improve the performance of your workload.

(D Question does not apply to this workload Info

Select from the following

nfo

Evolve workload performance over time  Info

Infa

None of these  |nfo

P Mark best practice(s) that don't apply to this workload

Notes - optional

Helpful resources

Ask an expert [2

o

ch Talks YouTube Channel

ts YouTube Channel

Stay up-te-date on new resources and
services

Evaluate ways to improve performance as new
services, design patterns, and product offerings
become available. Determine which of these could
imprave perfarmance or increase the efficiency of
the workload through evaluation, internal
discussion, or external analysis.

Evolve workload performance over time
As an organization, use the infarmation gathered
through the evaluation process to actively drive
adaption of new services or resaurces when thay

become available.

Define a process to improve workload
performance

Define a process to evaluate new services, design
patterns, resource types, and configurations as they
become available. For example, run existing
performance tests on new instance offerings to

determine their potential to improve your workload

None of these

Choose this if your workload does not follow these
best practices.

This question dees not apply to this
workload

Disable this question if you have a business

justification.

1. EROFES—SIRAVICE, SRICETDERARTENET, EEL BB [Done]
(£T) EETRENET, SROBZEE N EFERORRIEOETOBIIEREAET,

OEOEBICBEITZICE., TOFOENZERLTHSEEITZERZRRLERT,

(723N 7A77A4LF7—o0—RICEER TS TWSREERE., AWS WA Tool 700
774 AOEHRZFEAL T, 7—YV90—RLEI—OENERODEEEN GVWD, TLTED
BEAN 1I——OEDXALCEZILAVOAL ZHHLET, EAOFES—23RA2T, &
SENBVEREFEATS I ED—VO0—RLELI—7OCAZMETEET, EXENSVERM

DIUANCHULSEMEMLEEBFORICE, BHAT7AAHFRRIENEXT,

2. FRORAVICIEH, BEOERBNRRENET, 2 TVWBIRARNTZFIV9T1 A%ZBIRLET,
BRICEBTREHMECRARNTS 974 RAZAFTSICIE, [Info (1BH)] Z2BIRLET, "ITFA
N—HNICE<L ) #i8IRL T, Well-Architected EH® AWS re: Post A1 ”"574ICF7O1AL

TLHEEW, AWS AWS re: POST R 7 # —SAILKD D REY YR—ANDTII1IZF 4T,

question-and-answer AWS re: POST Tl&, BIE&Z®REL LY., EBICEZLLEY, JIL—TICS
milYy, ARORNEYVZ74#0—-0LEY, BKICAYOEBXEZFICKELLYTEET,

[D—20-ROLEI-|~R—D
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(A7 231 2ULEORANTZ 0T 1 AZFBBRELTIN—UFBICR, [CHOT—YO—R
BRAENBWARARNTZ9T 14 RA%EXY—7]28RL T, BRAENBWARARNT ST 1 A%&E

RLFET,

CORAVDTHICHZDREZFEAL T, XOEBICED A, GIOEBICRE?HD. ZERNE%®
RELTRTLETD,

CBRIORAUIC, FHERIDVY—ANRRENET,

TTHFRAN-NICELSI ZERL

T. Well-Architected EH® AWS re: Post A1 -FTA4ICFOEALTLEE LV, AWSC D

174 TR, AWSOD—O0O—RDERET, #BE, F704, ERICHIZIERETI &N

TEEXT,

Trusted Advisor F T v %

Trusted Advisor 7—2 0— RTHAEBRICE > TWBEFEEIE. Question Trusted Advisor D (C
FIVIRTHARTRENET, RAN: T3I9T1ALRETRZTFIVIONHRHER. BEEOER
ND#IZ. Trusted Advisor RIAARERF I Y UNFHBDEVSBHRINRRENE T, [FI Y UZERF]
%8RI B L&, [Trusted Advisor DF T Y I R TICBEHLET,

V.

usage?

COST 3. How do you moenitor
usage and cost?

COST 4. How do you
decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

Question Trusted Advisor checks
COST 5. How do you evaluate cost when you select services? info Ask an expert [

Amazon EC2, Amazon EBS, and Amazon S3 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cest. For example, using managed services, you can reduce or remove much of your administrative and
operational overhead, freeing you to work on applications and business-related activities.

(P Question does not apply to this workload |nfo

Select from the following

[ Identify organization requirements for cost |nfo

["] Analyze all components of this worklead Info

[] perform a thorough analysis of each component |nfo

[] select software with cost effective licensing Info

[C] select components of this workload to optimize cost in line with organization priorities Info
[[] perform cost analysis for different usage over time Info

[_] None of these |nfo

Trusted Advisor checks available

To help you answer the guestion, we have automated checks that will give you more context on
what you have in your account.

Helpful resources X

Ask an expert [1

@ Cloud products
[ Amazon 53 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Identify organization requirements for cost
Work with team members to define the balance
between cost optimization and other pillars, such as
performance and reliability, for this workload.

Analyze all components of this workload

Ensure every workload component is analyzed,
regardless of current size or current costs. Review
effort should reflect potential benefit, such as
current and projected costs.

Perform a thorough analysis of each
component

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
espedially when using managed services. Review
effort should reflect potential benefit: for example,
time spent analyzing is proportional to component
cost.

Select software with cost effective licensing

Open source software will eliminate software

[Trusted Advisor F T Y ] 27 Tk, RANTSI9TAAOF IV UICEITIHMBRERREL -

v) Trusted Advisor, [AJL7°1JY —2R] Trusted Advisor R4 D RFIAXRNADD VU ERRLE

Trusted Advisor ERARNTZI9T A ADFIVIEARAT—RADLER—KNECSV 7 7A4ILT
RBETHZFIVIOOFEMERA I O—RLEYTEET,

Trusted Advisor F T v &
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decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

AWS Well-Architected Framework

Add a link to your architectural design

Question Trusted Advisor checks

Best Practice: Select components of this workload to optimize
cost in line with organization priorities
Last fetched: Oct 26, 2022 1:29 AM UTC-5

¥ Download check details

© savings Plan  Info
Account statuses (&) 2

@ Amazon ElastiCache Reserved Node Optimization  |nfo

Account statuses (&) 2

(©) Amazon EC2 Reserved Instances Optimization  Info

Account statuses (&) 2

@ Amazon OpenSearch Service Reserved Instance Optimization |nfo

Account statuses (&) 2

Amazon Redshift Reserved Node X
Optimization

A Investigation recommended

Checks your usage of Redshift and provides
recommendations on purchase of Reserved Nodes to
help reduce costs incurred from using Redshift On-
Demand. AWS generates these recommendations by
analyzing your On-Demand usage for the past 30
days. We then simulate every combination of
reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
savings. This check cavers recommendations based
on partial upfront payment option with 1-year or 3-
year commitment. This check is not available to
accounts linked in Consolidated Billing.
Recommendations are only available for the Paying
Account.

Trusted Advisor checks reference [
Account statuses
A\ 1 Investigation recommended

© 1 No problems detected

/A Amazon Redshift Reserved Node Optimization  Info
Accountstatuses A 1 @1

b Sustainability @

@ Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses () 2

Trusted Advisor DF T Y VAT JVREBREOTA IV TREREN, ETFAIAOEOBRFFZD
AT—BRADTHI> "NZRLTVWERT,

« RT3 (5R)— Trusted Advisor FI Y VDT O a2 w#HEBLET,

- FAEHR (HB)—Trusted Advisor FI Y UV TRETHAGEMOHHBEEEZRELET,

s BEEFEREHEENAELATLE (&) Trusted Advisor — F IV VDR REBDIBBIBREEhELA
TL 7,

c BERTOER (JL)—FIVIOTERIDVY—ABE, BRIABEBNIH2FIY IO

Trusted Advisor RftE 2 FIT v JICODWTEFHEL <K, TAWS Support I—H'—74 Ry @
'FIvOhTd)—%KRTD1 Z2SRLTIEETL,

Trusted Advisor EF IV IV DEICH S "FHy VUV ZBRITDE, TOFIVIICETSIER
HANLTVY—=ARAVICRRENET, FMHICOVWTIE., "TAWS Support I—H'—HA K, @
TAWS Trusted Advisor ODF T Y JICBETD VT 7L A #5BLTLKEEL,

Trusted Advisor F T v & 21
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RNANAR—=2ORTEF

RANAR=2RBVWOTEREFETERT, NAIILAR =R, D—J0—-—ROBEDAT—FZAY
RRENET,

RANAN—2ZRETDICE

1. D—20— REFEMR—> T, [Save milestone (NAIILARN—2DR17F)] ZBRLET,
2. [Milestone name (NAIILAR—2B)RY VA, ITILARN—2DOBFEEADLET,

(® Note

BRI 3 ~ 100 XFICLET, IXFUEZAR—ALZLBVWTEZEY, D—00—
RCEENTSNANALARN—2BBR—RICLTLKEZV, —BAESH ZHIETD
EERR, AR—AEARNFRERENET,

3. [REFE] ZEIRLET,

RANAR—2ZREFLERE, TORAIINARN—2VICRFEEIED—IVO—RTF—2Z2ZLETDC
ERFTEXREA,

FHCOVTR, "NAILAR—2, ZBRLTLSEEL,

NAINAN—="OF/RE 22
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Fi—cUTIL

COF 21— K1) T TIE AWS Well-Architected Tool ., ZFERAL T —o0—RZXENL., BET
BDHECODVTHBALET, COHITR, PMee AN—ARAIVITHARNOD—OO0—REZEELT
RFIXNLTDEEZIEZEB> THBALET,

Nevy o

- FIE1:D—V0—REEETD

- FIE2:D—V0—ROREZEXEITD
- FIE3: XEHFBEZLEI—TD

- FIE4: XEZT>TEHZTETS

FIE1: D—YV0—REEKXRTS

9. VJ—V0—REERLET,. 7—IVO0—REEZXRTDICE2DODOFENHYVET. <D
Fi1—KNUFILTRE, LE2—FT27L—MA5D—00—RZEEEXELFEFRA, LE2Z—FT2TFL—
RASD—VO—REERTDHEDFHM-OVWTIE, Tthe section called “D—V 00— RDEFH"
ZZRLTLSEETY,

D—V0—REZERTDICE

1.  AWS Management Console (2t 4 >4 22 L, https://console.aws.amazon.com/wellarchitected/
AWS Well-Architected Tool DAYV — )L ZHEE T,

(® Note

D—O0—ROREZNEHXI DI Y&, AWSWATooNDTLET T A5
HZRELTVRIHLENFHYET,

2. [P—V0—RZEXITD]|EI>3>T, [V—V0—ROEX] ZERLET,

3. [BENARY VAL, 7—YV0O—RLZLEL T Retail Website - North America EANLFE
T

4. [Description ()] ARY VR, D—V0—ROFRBPZAHDLET,

5. [LE2—0OmBEZRIRY VAL, 7—V0—ROLEI—7OLANEHEEZZAILET,

6. RI||ARY VAT, 7J—VO—RHFFEAREICHDZEEZRLET,

FIE1:D—O0—-RZEERTS 23
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7. REBEOT—V0—RE, AWSHAEO—AILTF—RERZ—OEATRITEATVXRT,

a. [AWS U—23a2]ZzERL., 7—V0—RAFARTEIBIKRD2 20— 3>zERL
£9,
b. F7/. TAWS Non-#-regiony ZERL, O—HWILF—REEZ2—OBBZANLET,

8. [FHIUNIDRYVARAT>3>Td, COD—IO0—RICE EOAWS THIN £H
EAEFEVWTEEW,

9. [FTUT—23aV|RYIARATS3>TTF, COT—PO—RICTTUS— 3> ARN &
AALBVTLEZEED,

10. [7—FTIO9F YR ARYVRRAT>a>TF, cOTD—IVO0—RIZT—FTI0F v RZBEEN
VT EEL,

11. [Industry type (BE¥ X A7) RY VA& [Industry (EE)| RY VARRAT>3a>T, c0I—2
A—RIZEEEENTVWEEA,

12. Trusted Advisor 20232 A7 3> T, 2OD—I0O—RICXML T, Trusted Advisor
R—RZEMELLBEVWTLSEEV,

13. Jirat€923>@3F723>2TY, cOD—V0—ROJrato>3>0OTFHIRNLRILD
BREZLEZELBVTIEEL,

14. 2OfITRE, D—70—RICEZTZERLTVERA, [RN]1Z0UYILET,

15. (A7 74N OHER FIBEREAT7>3 > T, COD—IO0—RICZTO7 74N Z2ERALEVT
SEZV, (N1 Z2I7UYOLZEY,

16. COFITIE., BFHICIEIRE 1D AWS Well-Architected Framework L > X ZBHAL £9,
[Define workload (7—2 00— RDEXK)] ZBIRL T, ChsSOEZREFL. 7—J0—REES
LET,

17. D—00—RZE&EL 5, [Startreviewing (L E 1 —0BR)] ZiBIRL TO—UV 00— ROIRRE
DRFIXNMEERBLET,

FIE2: D—0V0—ROREZNENLTS

D—O0— ROREZNENTB=HIC. AWS Well-Architected Framework D TH 3 AL —
af)- TOELVA, EFa1UFT«4, G5, NT73—X2AME, JANREL, s
ICEET2ERNRRENET,

BRZEIZ, RRENBDVARNSHBERAMU D TVBIRARNTZ 9T 1 AZEBRLET, RAKNT
ZUOT1AACBEITRIFHMHYIBEZZEE, [Info (1) 2BIRTD L., AAONRILICEEE )Y —
ANRRENKT,

FIE2: 7—o0—ROREZXENLTS 24
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FTHFAN—RNICE< ) #i#IRL T, Well-Architected EF® AWSre: Post DS 1 =547 9%

ALTLEZV, AWSCOOZ1Z57 4Tk, AWSOD—270—RD

ICBT2EBETRENTEERT,

¥ Operational Excellence

OPS 1. How do you
determine what your
priorities are?

OPS 2. How do you structure
your arganization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business
outcomes?

OPS 4, How do you design
your workload so that you
can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6, Haw do you mitigate
diployment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

QPS5 8, How do you
understand the health of
your workload?

OP5 9. How do you
understand the health of
your operations?

OPS 10, How da you manage
workload and operations
events?

OPS 11. How do you avolve
opearations?

Well-Architected Tool Warkloads Retail Website

Review workload

AWS Well-Architected Framework

Add a link to your architectural design

OPS 1. How do you determine what your priorities are? info

AWS Well-Architected Framework

Ask an expert [3

Everyone needs to understand their part in enabling business success. Have shared goals in order to set

priorities for resources. This will maximize the benefits of your efforts.

B Question does not apply to this worklesd Infa

Select frem the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |nfo
Evaluate governance raguirements  |nfo
Evaluate compliance requirements Info
Evaluate threat landscape Info
Evaluate tradeoffs Info

Manage benefits and risks info

None of these Info

* Mark best practice(s) that don't apply to this workload

Motes - optional

B0@4 char

bers remaining

A

Save and exit m

RRET. BE, T70O4. ER

Helpful resources *®

Ask an expert [4

5 AWS Support
% AWS Cloud Compliance

Evaluate external customer needs

Involve key stakeholders, including business,
development, and operations teams, to determine
where to focus efforts on external customer needs.
This will ensure that you have a thorough
understanding of the operations support that is
required to achieve your desired business outcomes.

Evaluate internal customer needs

Involve key stakeholders, including business,
development, and operations teams, whan
determining where to focus efforts on intermal
customer needs, This will ensure that you have a
thorough wnderstanding of the operations support
that is required to achieve business outcomes,

Evaluate governance requirements

Emsure that you are aware of guidelines or
ohligations defined by your organization that may
mandate or emphasize specific focus. Evaluate
internal factors, such as organization policy,

standards, and requirerments, Val

ate that you have
mechanisms to identify changes to governance, If no
governance requirements are identified, ansure that

wou ha ipplied due diligence to this

determination,

Evaluate compliance requirements

Evaluate external factors, such as regulatory

compliance requirements and ine
ansure that you are aware of guidelines or

ohligations that may mandate or emphasize specific

stry standards, to

focus, If no compliance requirements are identified,
ansure that you apply due diligence to this

determination,

Evaluate threat landscape

Evaluate threats to the business (for axample,
T e

on, business risk and liabilities, operational
Fisks, : formatian security threats) and maintain

rurrent infarmatinn in a risk ranistre. Includs the

1. ROBERBICETICE [Next (AN)] ZBRLUET. ERAONRIILZEAL T, ABUEORIOE

B, RLEEHNOECEBICBBTEERT,

2. "TEBRRZOT—J70—RICEHTRERFERSAHVI R TENICEHTRESEV, 28R
HERF. AWS ZOEHZXERICKRATRIEEZBTITHLET, ChSOOAXKNET—2
O—RLA—BPO—FHELTEEN, S&, V—J0-RICEEZMADEEILCRIUDCEND

WERT,

FIE2: D—OV0-ROREZXELTS
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(@ Note
A7232T, A1 2ULOBLYORARNTZV9T4 AZ2EALBEVEQOELTNY—UT
Z £, [Mark best practice(s) that don't apply to this workload] (C ® D —20O— RIZiE
AENBWRARNTZI9T 14 A%2X—7) ZBRL, BRAEhBUVURANTSI9T1R
ZERLET, #7320 THAZERL, BNMOFHZEALTEERT, BAZLELV
RARNTZOTFAAZEILChEBYRLET,

None of these Info

¥ Mark best practice(s) that don't apply to this workload
If one of the best practices within this question does not apply to your workload,

you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info

FIE2: D—OV0-ROREZXELTS 26
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® Note

COWMIBIE, [Save and exit] ZIBIRL TWOTE—BEILETEET, RTERITSIC
. AWSWA Tool A2V —)IZRWTERBOFET— 3> R4 2T [Workloads] %
BIRLET,

. 7—V0—-ROBHZBRRLT, D—I0—ROFEER—DZHEET,
4. [Continue reviewing (LE 1 —%4#t(1%) ZBIRT D &, FML EBFAICBEILET,

INTOERBETRTITDE, J—IVO0—ROBER—INFRRENET, ST NS DOFM%E
LE1I—T&Ed, k. BTEAOFES —2 a2 RA2 T [Workloads (7—270—R)] %
BIRL, D—V0—RB|EBRL THEHRICBBTEE T,

T—O0—ROREZDNOTRFIXMULLER, NAILARN—2ZRFELTI—I0—RLKR—
NEeERTIBENBHYNET,

NALARN=2ICRT7—I70—-ROBEOREHNRRE N2, REFEICESVTIEEZMAR
FoEBRN M TERT.

[D—00—ROFMH R—DHS:
[D—20—ROBE)| 023> T, [NM1ILAMN—2ZRE]RZERBIRLET,
NAILNARM—=2FEL T Version 1.0 - initial review E AHLFET,

1
2.
3. [REFE] ZERLET,
4

J—OO0—RLAR—RNZERTDICIE, BHOL X EIBIRLET, [Generate report (LR— K~
NER) ZBIRTDE, PDF 77 AIIHFERENET, cOT77AI)LICE, D—20—ROIR
B BEENEVRAIVOE, HEREADBUESODUARMEENTVET,

FIE3: ETREZLELI—TD

BIRULERANTSO9F 14 AICETWVWT, AWS Well-Architected Framework AWS WA Tool LensiZ
BSLTEUARVERURIDEEZRFELET,

WEHEZELE1I—F2ICE:

1. BEIR—O LA Y23 T, [AWS Well-Architected 7L —AD—0] ZBIRL £,
2. RIZ, [Improvement plan (& &THE)] ZiBIRLE T,

FE3: hEFEZLE1I -T2 >
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COEBEDT—oO—RHITIE. AWS Well-Architected Framework Lensic & 2 T3D2OFJ AV
BE1OO0ORURIVOBENrFEEhEL

Well-Architected Tool Workloads Retail Website - North America AWS Well-Architected Framework Lens

AWS Well-Architected Framework Lens

Overview Improvement plan

Improvement plan overview

Risks
(®) High risk 3
/A Medium risk 1

Improvement items

D—O0—ROFAEAT—RAZEHLT, 7—IV0—-RANOHAENRERBETATLWEV L Z
BAHLET,

[REAT—ZA Z2EETBICE:

1. HEFHEHLS, R=DEFONLKFVANCHZT—IO—ROABH (Retail Website -
North America) 20U Y UL &ET,

2. [ZAONTA12T=2OVUYOLET,

3. [P—70—ROART—ZA V23> ICBEBL, ROV IR I ARNT [RKERK] ZFRL &
9.

FE3: hEFEZLE1I -T2 28
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Workload status

Improvement status
Choose the status of your workload improvements.

Not Started A

None

Not Started Qﬂ

In Progress Not Started

Complete

Risk Acknowledged

4, BIE) 272V OLT[Z7ONTAIZTICEY., [LYX] 223> 0O AWS Well-
Architected 7L—ALD—2U 0% 01UV OLET, RIC, R=JLZHO [REFHE]| 2T 2D
DYy OL&ET,

[Improvement items (REEB)] 0> 3V IClE, DT—JO0—RTHEETNCEBRESEANI RRE
nNEJ, BERR. RELEEEEICESVTEREZSK, TRV AVOBBEN. RIZRVAID
BENFRTENET,

BREANDRARNT ST 14 A% KRRTBIZIE,. [Recommended improvement items (#RKEIEEH)] &
BRELET, HRHBET7 V233 ThTh, BESNEVAVZHRIZINMDEBELSEEBRTDD
L&D, IFAN—RMDSOFMBAHATAIC) 2 OEAhTVET,

ZO77A4MLNF7—O0—RICEENFTSNTWVWRHEER. BEEOSVWI AT OHY [REFEOD
BE| 023V ICkRmEh, [TO77AMNCRZEARE]) ZBRTBDCET [XEEB|OVARE
J7A4INETEEXRT, ABFHEEDOUANIR, [BEE] FRILAKRRENETT,

FIE4: REZT> TEBZHMET S

COHREHEO—RELT, VAIOEVEEMN1DIC, CloudWatch AWS Auto Scaling Amazon&

HR—KED—VO—RICEMTDETRHOLEL I,

[REEEH V>IN S:

1. BEOHIEMEZBRL, ZEZRMIDIXSICBIRUAERARNTZI9T A AZEFHFLET, &
ERZEZRITDAENEMENET,

2. RIZMRELTERTI ZBRLTO)—IV0—ROREBEEHLET,

FIE 4 HEZT> TEBZFMTS 29
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3. EEZMAI-RWE [Improvement plan (REFTE)] ICREY . ThSOZEENTV—IO—RICEX
EREEWMRTEEFT, COFITRE, ChsDT7oIAVICKYVAOVZT7OAT77AILNREE
nh, BUAVOBEN 325 12IC@BAPLEL =,

Well-Architected Tool Workloads Retail Website - North America
Retail Website - North America Delete workload
Review Improvement plan Milestones Properties

Improvement plan overview

Risks

(¥) High risk
/A Medium risk 2

—

COBRTIYNSMINARN—"%FFREFELTH S [Milestones (XA ILAR=) ICBEL, D—20O—RA
EDXRSICHEESNIEDEZERTEET,

FlE 4: HEZT > TEBZFMIT 2 30
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J—o0—k

J—oO—ReEE, ESZAMEEZELSTUY—RED—R (BEAGT7UTSr—23a >Ny
IVR7OCARBE)DEENOZETT,

D—20—RE,. 1 D2OAWS 7AHIRNAOIUY—AOHTEY NTEBREhTWRHEEEHN
. BEOAWS PFHIYNCEENZDEHOVY —ADESICBE2>TVWRIHEEHYET, F/h1
ETlR., BAOKD—IO—RICKED—FH, REETE.,. HTFO—I0O0—-RICEBRENDYE
CP

EAOFES—>23ashs8TIOEATES [Workloads (7—20— R R—=T 2k, IXTOHT—7
O—RICBTREHRE, HEShETD—IO0—RIFIRRENET,

D—J0—RIEILEUTOBEBIRRENET,
=E]

U_OD_ H@%ﬁﬁo
E#E

JD—J0O—REFMETD AWS 7HO > KNID,
EZEENi-ERH

BEFENZERO,
[High risks (& 1J A 9)]

BESNEEU AT OREE (HRI) O,
[Medium risks (FR1) A )]

BEENEHYRYOEE (MRI) O,
[Improvement status (& AT — X A)]

D—UV0—RIEHULTHRELEREAT R Ao
- L

- RBEAH

- EITH

- =7

« Risk Acknowledged (') A U F2&)
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RAEHH

D—J0—RAIRRICEHRESNEBE,

JARAST—UO0—RZERLES, ROBEZTVLRT,

« D—J0—ROFMZELE1I—FBICIE., [View details (RO X R)] ZiBIRLE T,
« D—00—RO7ANT 1 Z2EZETBICIE, [Edit (fRE)] ZBIRLET,

« D AWS 7AHI N, 1—H%—, AWS Organizations & 7= & #HEEEFI (OU) LD —oO— R
EZEBBIRICE. [FHERT] HE)DIECERLET,

c J—U0—REFOITXNTDONAINARN—2"ZHIBRT B IZE. [Delete (HIFR)] ZZBRLET, T—
JO—ROFMEEOKN CNEBBRTEET,

/A Warning

HIRL 12D —J0—RZRICERICERRTEFEREA, D—70—-RICEERFSNATVS
IRNTOTF—ENHBRENET,

&) AY ORE HRI) £ UAY ORERE (MR)

AWS Well-Architected Tool THEE i SUATOREE (HRI) Ik, EPZXAICEAGEFEZREF
TAREMN HDE AWS FRRELE., T—F T O0F B RERA LB RILTYT, HRI &, HAEDE
A, BE. BACREZRIEIIIEEI HBYVET, PURAVORBE (MR) EEDRAICEREZR
FITAEEMENDYETH., TOREFEENE<S<EYVEFT, chsOBEIKE. AWS Well-Architected
Tool DEFICETVWTVET, HISTEIRANTTIT 1A, AWS BLT AWS OB EFRKICIEL
BRAEhET, CCTORANTSIT 1AL, AWS Well-Architected 7L —AD—2 &L VX
LK 2TEBENDHAEA AT,

(® Note
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RICLVAZEBMUEL 238E. T—2FEREhET,

D—OO0—RADOL > ADIE
D—O0O—RIZLAZEMTSICIE

1. YA 24> AWS Management Console L, https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool A2V —JLZBE XY,

2. ERlOFET—232RA2T[D—IV0—R]ZEBRLEY,
. BROD—70—RZBRULIZS, [FliEeRR] 2EBRLET,
4. EBMTBLUAZBRL., [REF] ZBRLET,

L>ZX. [HAZLLYVX] [LYZXAEOT]. £EETOEAENSERTEET,

DJ—O0—RICEZER20BOL > AZEMNTEET,

L>ZXmi&m 45
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AWS L>AAROTOFEFMIC DOV TIE, AWS T Well-Architected L > A1 #SBLTLKEE WV, T
XNTOLYADKRTA MR=N=DFL U AAZOTIZLAELTREEATVSDITTREHY EE
Ao

® REEHE
BlOAWS I—H—F LB TAIVNCK D TERENIZAARARLL YV AIZT VEAB KU
FLERBEATRCEILLKRY, HOI—HF—ICL>TEEEh, BRERBENEAARLL
PAH. AWS HRRN—TITU—XVRTERENTVWBRHY—RN—FT 11—V FTVYT
HDEEARBLET,

D—O0—RASOLADHIER

D—O0—RAPSLVAZHIKRTSICE

1. Y42 4> AWS Management Console L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool A2V —JLZBE XY,

2. EAOFET—>3aRAT[V—70—R]ZBRLET,

3. BHOT—70—RZzBRULES, FlHllzRR] ZEBRLET,

4. HIBRTBL > XAZEIRFHEBRL . [Save] (RTF) ZBIRLET,

AWS Well-Architected Framework L > A& D — 2V O— RASHIBRTD EFETEXEE A,

L>ACEETETF— R RFEIET, LVAXZD—IVO0-RIRTE, TF—RHFERETNET,

PPNOES

LY XOBEERTTBIE, LOXEERLET,

[BE] 27

[Overview (BE)] %7 i, BEEhCERORREE, LY XICET 2 —ROSHEENRRE nE

Jo CORTHSHETT, D—U0—-ROBER, LR—KDER, LYVAXEDREEZTSCEHNT
EET,

L > X o HiIkk 46
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[Improvement Plan] (tREEHE) % 7

[Improvement Plan (REFTEN] 27 ICE, D—J0—REREITHLEHICHBE DT o> a>nl)
ARARRENET, VAVERICESVTHESER® 7ML A0NEBTEET,

[Shares] (£8) 27

NARLL > ADHE, [Shares] (B) X7 ICEk, TOLVAFEBEEATVS IAM TN
DIVARNNFRRENET,

HAZLLVX

MBOKE, B, RARNTZI9T4 A, WEFEEEAL T, DAZLLVAZERTEET,
AWS FRHMIBLCAERBULSIC, DARLLYAZD—O0—RICEALET, £z, BFY
ERUIEAABRLL Y XZHO AWS THIOV NEHRBLEY, MOANFETRDZHARLL VX%
BOEHBLEYTEEXT,

AAZLLADOERE, BREOTV . /O—ICRELEY, BBROAHNF Y AZ—XICHBL 1=
V). Well-Architected 7L —LT7—0% AWS L A TRMENDHAF D AZILRL VY TED L
SICHARIAATEFET, BEOLVAEBEKIC, NAILAN—2ZERL TRENZETRRIEZ
EBHFL, LR—MNZERL TEPHNBAT —RAZRHETERT,

REY D

« DAZLLADERT

« WAZLL Y XDER

« HAZLLADOT7LEI1—

« HAZLL > AORAIDLEH

« HAZLLAOEFHOLH

« WAZLLADHE

« NABRLLVAICRTZEBNT S

s DAZLL > XDHIB

« LXK DL

[Improvement Plan] (XETE) X 7 47
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NAZLL > ADRR

BAAMBLTVWRHARALALYRE, BOEHBENTVWEIHAZLLADFHFMERTTESR
ED

L>XZRTTDICE

1. Y4 24> AWS Management Console L, https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —)LZBHE £ T,

2. EROFET—>3URAVT[HARLLVX] ZERLET,

(® Note

NAAZRLL Y XEZHEELTOWEBEWEER, DAZLLXZHEL TVWEWES, [HA
BLLVA D AVICEAMERTENEE A

3. RRTBPHAZLLVAZERLET,
« [Owned by me] (B2 FE)- BONMERLEDAZLL X ZRRLET,
« [Sharedwithme] (BB EHA)-BAEHBENTVWEIHARALLVAZERRLET,
4. BTOWThADEET, RRTDHDARLLAZBIRLET,
L>AnEmZRIRLET,
« L2X&EZBIRL S, [View details] (FFlDRR) ZBIRLET,

LY ADFH] R—DHFRRENET,
[Custom lenses] (HAZRLL VX)) R=JIZEUTOT7 1 —I)LRAIHYET,
B8l
L>AXDEHE,
[FrE&E]
DABRLLVAZFAETS AWS 7HI N ID,
AT—ZA

[PUBLISHED] (BBE &) EWDS AT —R AR, DARALL VAN NEEART, 7—I0—RICHE
RAULEVMO AWS FTHO REHBLEYTERZELEZEKRLET,

HAZLL > ADERR 48
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[DRAFT] (TEE) DAT—RAR., DARLLYZANERENEEOD, REARHETATLAEL
CEEBERLET, DARALLVAR, 7—70—-RIECBEAFRLIHETZHIC. 2ETIHE
FHYNET,

Version

AABLLYAXON—=23 2%,
RASERH

AABLL VAN REBEICEHFENIZBR,

NARLL 2V ADER

NARLL D AZERTBICIE

1. 2% 424> AWS Management Console L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool IV —I)LZRAZE &9,

2. ENFES—>32RA2T[Customlenses] (HARXRALL VX)) #&RLET,

3. [Create custom lens] (B AR LL >V ADER) Z&IRLET,

4. JSSONFTUTL—KRT774)NERXI>2O—RTSBIZIE, [Download file] (7 7 A I OA D> O—
R) Z&IRL £,

5. FEOTHFARNIFARATISONTVTL—RKT7 74N ERE, hARLLAODT—R2%E
MULET, COF—RICE., &, BRA, RANTSI9T1 A, AEFEVINEENET,

FHECOVWTR, "TLOAEA0LER) 22RBLTKEEV, AAZALVADOH A X 500
KB ZBA2_ERFTEEEA,

6. [774)%&FER] Z2FRL., JSSON T 7 AL ZERLET,
7. (F72an)(gJ1twv>3a>T, J—OO0-RLVACEERTRZRTZEBMLET,

8. DEEE7TLE1I-]ZBRLTHARLLYAZTLE1I—-F2A0%E] Z2BRLT, 7L
E1—8FICHRARLLYAXZEELET,

EEETLE1I-]ZBRLUTHARZLLYAZTLELI—-LTEETREER. [RN] ZER
THE, LYADTLEI-CBEHTEERT, [LEI—DORT]ZBIRIZE, [NAZALL
YAICRhET,

BALICKBRL 123581, JSON 7 7ML ZwREL T, DAZLLVAZBEEBL THTLSEEL,
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A" JSON 77 4 )L AWS WA Tool ZH&RFET B E, HABRLLY AN HARLLY X CRRENE
ER

NABZLLY AN EREND &, [DRAFT(FEE) AT—RALLBYET, LAZD—o70—RIC
BRALEYMED AWS THOREHBLEY IR, LUAZRHIDIBENHIET,

AWS PHIV KT R 15 BOHARLL Y XZEKTEERT,

G RESE
NAZRLLVARICIY RI—Y—FLERTOMOBEAZBETEDBHR (PI) 2DV, B
AZLLVAXZERAL TS EZRELLEY LEBEVTLEEW, BPOAAZRLLVX, &
BESPOTHIRNTHERALTVWRHEHEENEARAZALALVXRICPINEEND, FLEEC
NSZNLTPIANREETNDEES. BEFERE. BFEND PIFBERZEICHE > TAEBEThD
cE, BYUBTZANY—BHZITS>CE, BLRUOYURT—ZFE20BIILEHICHEZFE
EBBEILEREZEVET,

NAZRLLADT7LE1—

NARLLVAZT7LE1I—FBICIE

1. %4 >4 > AWS Management Console L., https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —J)LZBE & T,

2. EROFTET—>3URAVT[HAZRLLV R ZERLET,

3. 7LELI—TEZERNR[FEEIARAT—RAODLVAETTY, BHO[FEE]HDARLLY
A, [ZFLEI-TIOARVIVA]QIEICERLET,

4, [IN]ZZBRLT, LYAOTLE1I—ZHELET,

5. (A72aV)7FLEI—OEZRERRORARNTZIOT 14 RAZBIRL, [AZICESVWVTEHT ]
ZBRULTVAVOADY IV RTARNTD LT, [HEFE] ZERETEXT, TENfMNVELRBES
&, 2FBICJSON T 7L—MAD [VAVIL—I] ZBEHLET,

6. [TLE1I—Z2KT]IZBRLTHARLLYALRYET,
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® Note

NABLL D ADERKIC, (AEETLEI—-]1ZBRLTE, HDARXRLLVAXETL
EJ—T“%??O

HAZLL Y XOBRAO R

NAZLL AR ZERNBETBICE

1. (2% 4 24> AWS Management Console L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —J)LZBE & T,

2. EOFES—2 32 RA> T [Customlenses] (HARALL>VX) Z&IRLET,

3. BHOHARLLAXZEIRL, [Publishlens] (L XAz ) Z&IRLET,

4. [Version name] (/N\—23VR)RY VAL, N—2 3 EEBEQOLEOO—EOHNFZANLE
T, COERRAI2XNET, RRFEEUAR(TL)DXAEFERATEET,

5. [Publish custom lens] (D AR LL > X&H) 2 BIRLE T,

NABLLYANRITEND E, [RITBHR AT —RAZBIET,

SNT, DRARLLYXET—20O—RICERAL Y, 0 AWS PHIY N @ 1—Y—% 3%
HTERLSLBYET,

NAZLL Y XOBEFH O R

BEOAARLL > AOEHZHTBICE

1. (2% 4 24> AWS Management Console L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —J)LZBE & T,

2. EOFES—2 32 RA> T [Customlenses] (HARALL>VX) Z&IRLET,

3. BHOARRLLYAZZBEIRL, [Edit] {wE) ZEBIRLET,

4, BHENLISON 77 A I OEFHTETVWEWESIE, [Download file] (7 7 A I &EX T
O—K)ZZRLT, BEOHARXALYAQOOE—%#49>O0—-RLET, A9>O—KRLE
JSON 7 7MLV EFREDOTFARNITAITHREL, BDEBLEEZMAET,
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5.

[7 7 4 L&BIR] £ BRU TEH A/ JSON 77 A)LL. EEETLE 1] EBRLTHR
SLLYXETLE1I—F2A, [EE] ZBRLT, 7LEI—EFENRRALYXEREL
®7,

NABZLLYADH A XIE500KB ZHBADERTEERRA,

H"JSON 77 4 )L AWS WA Tool ZREETD &, DARLLYAFAARLLVAIZRT T
NAT—RATRRFENET,

BEAAZLL > X&ZIRL, [Publishlens] (L X% 2F) ZBIRLET,

[Review changes before publish] (ABRIICZERN R Z ) ZRIRTDE, HAZLLVXICM
AEZEENELWAESHZRETEET, chlllE, ROBBEFEENET,

« HAZLLVADEH

- EOEH

- FIRER. EF. HIBREhI-EH

RN EOUY I LET,
N—oa v EBOBEEEELET.
ATv—N—Da>

LA REBEENAMASNIECEEZRLET . NAZLLVADERICKEEZEZDE
BICEALET,

LO>ZAFERENEZDT—I0—RICE., DARARLLYZAOHFLWN—=23 AFATETH
BLENBHENET,

N=23a2OREBREER, LVAZEALTVRT—J70—-RICEBBNICEAEhEE
Ao

RAF—N—T 3y

LYRCNEBEENMASNIZCEZEZRLET, TFANDEER URL UV IV DOEH%E
E, NEBEEICHEALET,

N=232VOPNEBEER, DARLLAZFEALTVWRD—o0—- RICEBBNICERE
nEXY,

R\ 20V Y L&,

LY ADOE#HDLNE 52
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9. [Versionname] (/N\—23aR)RYTVAIL, N—2a EBEQOLEOO—ZEDREBFZAILE
T COEBRRREARI2NET, ZBEFEEUAR(TL)DHEFEATEET,

10. [Publish custom lens] (D AR ALL > X &2 H) ZBIRLEF T,

NABLLYANRITEND E, [RITBR AT —RALBYIET,

ShT, BHENEARRLLYAED—VO—-KICEALEY., 0 AWS THIY K »1—
—ERELIEYTEET,

BEHAN—I3OREBEETHBHEE. BN—23VOLVANFBEAEATVST—o0—RIC
. FLWN=23 A FAARTHD CENBHEh, TYTIL—ROFTIIVHFRRENSK
ED

N=2320PhEBEHE, BASLTEINICERENEY,

NABLLYADN—a>id, &K 100 \—2 3V ETERTEET,
NAZRLLYADOHE

NABLL VX, 1D AWS PHOU > b, 11— — AWS Organizations, fEBENMN (OUs& HEBET
EFET,

NABLLXEMOI—H—AWS PHDI N 11— HEITBICE

1. YA > 4> AWS Management Console L, https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool A2V —JLZBE XY,

2. EOFES—2 32 RA2T[Customlenses] (DARALL VX)) Z&RLET,

3. HEITBDHAZLLVAZERL 25, [View details] GO RT) ZBIRLE T,

4. [LOAOFHIR—D 7T, B ZEBRLET. RIC. fEKX]. [1—F—FLEETHIMAD
HEZER) OIEISERL, LOAHRBOBEFEZERLET,

5. DAZRALLVAZHEBEITZDI—H—D12HOAWS FHINIDEEIFEARNZADLET,

6. ERZBRLT, BELEAWS TAVYN KERI—F—LCLVAHBEOBEFEEZERFBLE
9o

NAZLLY A, R I00AWS PHI N ADI—H—EHBETEET,

L>AHBOBEN 7 BURNICEFE QB VWSS, BEEEBNICHRINICEY) ET,
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/A Important

HDABLL VX EEBE - IFEBERF (OU) & XEBT BRI, AWS Organizations 77t A
EEMELTRDREN HYET,

NABLL X ZEBEZF OU EHETRICE

1. YA 24> AWS Management Console L, hitps://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool A2V —ILZBE X,

2. ERIOFET—>3URAVT[HARLLVX] ZERLET,
3. HBETBZHARLLVAZBRLET,

4. [LAQFHH] R—D T, B ZBIRLET, KIZ, fEK] & [Organizations N0 X E D EK]
ZIBIRLZET,

5. [NAZLLVAHBZER] R—D T, TV LAFITZEB£AKIINETZI0ON. 1 2HUED
OUILRET20hrZ2ZBIRLET,

6. [ER] ZBIRUTHARARLLYXZHEBELET,

NABZRLLANORET IV LAZEOANEBRTSICE. L ADOFMAR— T [Shares] (£5H)
ZIBIRLET,

O RESH
NABZLLAEMO EHBFITDETAWS THAIV N, AWS A ZEhSDOTHI >
RTHARLLVAZFERATEDRSICTH L ZBALET, ChsotOoT7HI> b
. DARAZLLAZI1—Y—BEHISHIRRLEY, ZBTLEVYLTE, HEHARALL
DACEEHRETIOEAAWS PHI N LTHEATRZENBYNETAWS THIZ b,

AAZRLLVXICBRTZ2EMNT S
NARLLYRERT RBMT B0

1. (2% 4 24> AWS Management Console L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —IILZBRE XY,

2. EROFET—>3URAVT[HARLLVX] ZERLET,
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3. BHIBNARLLYAZBRLET,

4. [BT1EO>3>T, 2V ZEE] ZBRLET,

5. LWARITDEM 2B RL, EMTEIRRZIC[F—]HIVO[fE] ZADLET,

6. [REF ZBRLZET.

2T ZHRTBICE. HIRIZZTORICHD[HIR Z2RRLET,

NARLL > XDOHIBR

NARLL >V AZHIBRTSICE

1. %4 24> AWS Management Console L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —JLZBE & T,

2. EOFES—2 a2 RA> T [Customlenses] (HARALL VX)) Z&IRLET,

3. HIRTBDHAZLLVAZZERL 125, [Delete] (HIFR) ZiBIRL E T,

4. [HIBR) Z#IRLET,

LYANEARAENEBREOD—JO0—RICE. DAZLLVANHIREhizCEFBAEAET
A, BlEHREMATERT, MLLVD—JO—RIECHDAZLLVAZEATERSBZYELI,

O REEHE
NARLL A%z E-XBETBZETAWS THIN, AWSHAZEFhSOMOT HI
RTCHAZRLLVAZFERATEDELSICTDEZBWRELET, chsonF7AHDI N
. DAZLLVAXZ1—H—BEHNSHIBRLEY, ZRTLEYLTE, EEHARAZAL
VAICBIEBRETIOEAAMNWS FHIURN LTHERATEIENBYETAWS THIV K,

L > AEK DL

LY>ARRED JSSON ERXZHEALTERENE T, DAZLLADKERZRBIDHRIC., T
7L—KhDJISON 77 AN EEIO—RIBDAT2IaVHAHVET, cOTF7AIILTH, EHE.
RARNTZI9T14A, BROBETFBEOERBEEZERT DO, CNENAZLLADOEREL
THEATEXT,

L > X o HiIkk 55
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[Lens] (LX) 023>

COtEo23arTR, AARLLABHFOEMZERLET. Al BEICHANEENEK
ER

« schemaVersion: AT NAZLL Y AAF—XON—232, 7oL —NMCK>TRES
nNET, ZELREVTLSEETL,

« name: L>ADHER, BRIFHEK 128 XFTT,

« description: LY ADHBEAN, COTFFARNE., 7—I0O0—ROEREICEMTSL X %R
RIBDEE, FEEEATHRTFOV—IO0—RICEATILVAZEBRITDEEICRTRENE T, &
BE R K 2,048 XFETT,

"schemaVersion": "2021-11-01",

"name": "Company Policy ABC",

"description": "This lens provides a set of specific questions to assess compliance
with company policy ABC-2021 as revised on 2021/09/01.",

[Pillars] () o> 3>

SNt AVTIR., HDAZLLVAICHET2REZEELET., B % AWS Well-Architected 7
L—AD—00ORICIVESILEY, BMEOREESLEY, TEEZOMAETSIENTESE
g,

NABLLYVXIZEHEKR 10 DEEZERTEET,

* id: HD D, D& 3 ~ 128 XFT, RPFETUVA—AAT ("1 ) DAFEATEERY, HICHE
AEN2 DRE—ETHhPBENFHYET,
BEERZ7L—LD—J0ORIINYETITREER, XOIDZFERALET,
« operationalExcellence
* security
 reliability
» performance
* costOptimization
* sustainability
« name: ENOEF, BHEIFHEK 128 XF T,
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"pillars": [
{
"id": "company_Privacy",
"name": "Privacy Excellence",
},
{
"id": "company_Security",
"name": "Security",
}
]

[Questions] (Bf) 20> 3>
cOtEV2aA>TR, HICHETHEREZEERLET,
NABLLYADRIZERK 20 DERZEXRTEET,

c id: BEED ID, ID Ik 3~128 XFT, RRFELETUOA—AAT (" 1) DIKFERTEET, BRIC
FRENDIDE—ETHIVENHYET,

« title: EREAOXA N, XA MNILEHRK 128 XFTT,

« description: EEICDOVWTHULLKBHHALET, BARETZK 2,048 XFTT,

« helpfulResource displayText: A7°'> 3>, ERICEIZERALBEHRERHIZ>TFAN,
THFANIERAK 2,048 XFETT, helpfulResource url ZEETIHEEARSTEELET,

« helpfulResource url: #7232, BEZKLYFMICBEATS URL JY—RA, URL
l&. http:// €& https:// THEDDLEN HYET,

(® Note
HAZLL>AXD—o0—R%Z Jira lICRAATS L., BRIICKEER® MNidy & Ttitley OEAH
RRENET,
JiraFT VY NTHEAESNBERIEFE TI[ QuestionID ] QuestionTitles
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"questions": [
{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels
only and be audited regularly for compliance.",
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquest0l_help.html"
1,

1,
{
"id": "privacyo2?",
"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does

not disclose customer data to third parties either individually or in aggregate.",
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquestd2_help.html"
3,

[Choice] (BiRfX) 0> 3>
cOtEoU2a>TR, BERICHENTSNTVA2EBREZEELE T,
NAZRLLADEBIZIEHRAK 15 DBRFEEZTEET,

e id:BIRFEDO ID, ID I 3~128 XFT, RPEFETUA—RAAT7 (" L) DAXEATEET, BN
DBRFECEICEED ID ZEBETHAIHEN HYVET, Y71V TAN _no OBRFEZEMT S
E. BRI TIE None of these MEIRFEL THRHNIET,

e title: BIREODZA KN, R4 NILEHTEK 128 XFETT,

- helpfulResource displayText: #7232, BRIFRICEIZEALEHRERERHATSZTFA
Ro TFANEEREK 2,048 XFETT, helpfulResource url Z2IEETIHEARIMLTEDET,
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« helpfulResource url: #7232, BRFEZKYFMICHHATS URL JY—A, URL
&, http:// =& https:// THREDIDLENHYET,

- improvementPlan displayText: BIRFEOHEHFZZHRATEDTF AN, TFARNIEK
2,048 XFTY, None of these MEBREZRE., FEIRFICIE improvementPlan A"RBET
9,

 improvementPlan url: #7232, HEBEICKID URL VY —RA, URL &, http:// FizliF
https:// CHREDIBENHYVET,

+ additionalResources type: #7°> 3>, BMUY—ADEAT, COER
HELPFUL_RESOURCE & /=& IMPROVEMENT_PLAN &% V) & T,

« additionalResources content: #7232, BMJY—AICHL T, displayText 8KV
url NEZBELEF T, BRFICEK., RIDEMIY—-RZHAR52E, BMOREFTEEE %2
52FXTEETEET,

- displayText: 7> 3>, RICADVY—AFXLERREZHEEHAITSEITF AN, TFAR
FEK 2,048 XFTT, url ZIBEIT A HEERMSITEOERT,

curl: A7 32, JICAUDVY—ARHEFTED URL VY —R, URL &, http:// £ii&
https:// CHREDMBENF HVET,

(@ Note

NAZLLVAD—920—R%Z Jira ICEABT25HE. BIRFICEFEREBEBRREO Tidy &,
BIRBEO Ttitle, "RERENET,
FRENSERIE TI[ QuestionID | ChoiceID ] ChoiceTitle,

"choices": [
{

"id": "choice_1",

"title": "Option 1",

"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0l_help.html"

},

"improvementPlan": {
"displayText": "This is text that will be shown for improvement of

this choice.",

"url": "https://example.com/popt@l_iplan.html"

}
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},
{
"id": "choice_2",
"title": "Option 2",
"helpfulResource": {
"displayText": "This is
"url": "https://example
I
"improvementPlan": {
"displayText": "This is

this choice.",
"url": "https://example

helpful text for the second choice",
.com/hr_manual_CORP_1.pdf"

text that will be shown for improvement of

.com/popt@2_iplan_01.html"

},
"additionalResources":[
{
"type": "HELPFUL_RESOURCE",
"content": [
{
"displayText": "This is the second set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_country.html"
I
{
"displayText": "This is the third set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_city.html"
}
]
},
{
"type": "IMPROVEMENT_PLAN",
"content": [
{
"displayText": "This is additional text that will be shown for
improvement of this choice.",
"url": "https://example.com/popt02_iplan_@2.html"
},
{
"displayText": "This is the third piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@3.html"
}
{
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"displayText": "This is the fourth piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@4.html"
}
]
}
]
.
{
"id": "option_no",
"title": "None of these",
"helpfulResource": {
"displayText": "Choose this if your workload does not follow these best
practices.",
"url": "https://example.com/popt0@2 _iplan_none.html"
}
}

[Risk Rules] (VW AZIIL—I)o>3a>

cotv2arclk, BRUEBREFVRAILARILERETDHEEZEERLET,
BECELELFEAIDOVAVIL—IINEERTERT (JAILRILZEIW12).

« condition: EEO YAV LARILICHETZERBEOT—ILK, @& default,

BEEICE, default UATII—ILHFBETT,

o Tisk: RHICEETDI VAV ERLET, B3 MEX. HIGH_RISK, MEDIUM_RISK., NO_RISK
T,

DRAION—=ILDOIEFFEETT, true ICFHMEE NA=HRPD condition k2T, TOERBD A
IFBREENET, VAUVL—NZRETE—HBIENER—, FFTUAIIHREERV (FLT—
BICREFMAZ)IL-IIHIPSsEEL, RRICVAINFIREEV (BLUVREBRENTEW) L= %
EEITDHETT,

IR

"riskRules": [

{

"condition": "choice_1 && choice_2 && choice_3",
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"risk": "NO_RISK"
1,
{
"condition": "((choice_1 || choice_2) && choice_3) || (!choice_1 &&
choice_3)",
"risk": "MEDIUM_RISK"

},

{
"condition": "default",
"risk": "HIGH_RISK"

}

BREIZ 3 DOBIRBAN &S5 E (choice_1. choice_2. choice_3) ®{BE. ChsDIARY I —
ILEROESICEELE T,

* 3DDERBIINTERENATVWRHEE, VAIEL,

« choice_1 £/ & choice_ 2 DVWTFNANBIRE N, A D choice 3 NMBIREhEBEE, #UR
o

« choice_1 H&IRE T, choice 3 FBIREhIEBEEEFVRIERYET,
e FROZHFOVThIZELHTREESHEVEE, BUAY,

L>AOTFTYTHL—R

ARMH IS AWS Well-Architected Framework L > AR T 0O L > X AWS &, FILLWH—ERA®
BA, 95TV RR=ADIATLADOBEEDORARNTSVTAADHR, FILWRARNTSI9T1AD
EBMICWUTEHFEAET, LYAOFHFLWAN—23a A RARREICES E, AWS WA Tool & &FH
DRARNTSVTARERBITDESICTYTIL—RENET, ERENEFHFLVWDO—OO—RT
. ILWNN—>3 ol AN ERENAET,

LA, 9—0—RICBEALVEADARRALALAFERE, LE2I—FT27L—RMCHFLOWXD v—
BN=2a3a NNl EhEBEICE, TYTIL—RENET,

L>AXOTY7IL—RE ATOVWThLOEAEDETERENET,

« FILLWERBPRARNTZ T4 ADEM
« WRENBLB2LEHFVWERR TSI T 1 ADHIR
« BFEOERELEERANTZ VT 1 AOERHR
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- HOBEMEEEHIER

BEOEBICNIZIEAFEIRFENET,

® Note

LATYT7TIL—RERICRICERTEEXERRA, 7—JO—REEHOL > AN—2 3
TV TIL—RUERIZ, RBION—232OLVAICRD CERGRTEXRR A,

L>AOT Y 7L —ROER

[BAIR—JICE, BFOLAN-23FEATATVEVED—JO0— ROBHBIRTENE
9o

D—O0—RZELEZUTORBARTENKT,
V=R

J—J0—REELFLELI-FTTL—FDOEH,
VI —ARRAT

VIV—=ADERAT, chED—J0—REFLEBFLELI—FTUTL—hOVWThALERY)ET,
BEMFSsShEZVY—RA

L>ADER,
[BARAIZR AT

TY7TIL—RBHAOZRAT,

* [Notcurrent (RFTTHEW)]-D7—00—RIZE. EHTHEL B2 EN—23 0L AN ERE
NTVWET, ARENEHAMZF O AZRTTBICE, BFFN—2a3a 0L RICTFY7IL—
RLUTLKEZL,

« [Deprecated] (BELL) - D—IV0O—RIZEKE, RANTSI9TA1AZRBRUBEL B2 EEN—=23 Y
ODLYANERAEATVWET, &F/N—>a3a>oL X7y 7IL—RLULET,
- [Deleted] (BIBR) - 7—o0O— Rk, FAIEEICK > THIBRE L XEZFEALTVET,
[Version in use] (EAHD/N—>32)

D—O0—RICREFEAEHTVWBL Y AON—-23 2,
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[Current available version GREFE AR EZ/N—2 3 2)]

TY7IL—RAgBEL>AON—=232, LYANEIBRENTVWSIEERE [None] (B L) ERTR
ENET,

D—O0—RICEAERFSNATWVWBLOAEZTY7IL—RTBICE, 7—70—RBEERLAY
5. [Upgrade lens version (L AON—3 > OTF v 7IL—R)] 2BIRLUET,

L>AOTYTHL—R

L>AGD7—20—-RELEI—-TUTL—RNIEDETTYTIL—RTEET,

(® Note
LYAT7Y7IL—RERICRICERTEEFERA, D—VO0—RELEBFLELI-FTVT
L—hZH&EHFOL>AN—23 2TV TIL—RLERRE, LYADRON—23 VIR
FERETEERE A

J—o0—RAOL>AOTYT7TIL—R

1. [BHIAR—=2T, PYTIL—RIBIT—IO0—RZERL, LVAN=—232%TYTY
L—R]ZBRLET, SHEOEERNBTICEIZIEHRNIRTENET,

(® Note

T—O0— RO [BE] 2715 [RARELTYTIL—RERT] EBRIZDCELET
EFXT,

2. D—=00—ROLVAXZTYTIL—RIBHEIC, SEOSRALCRFOD—I70— ROREE
REITBILEHDONAINARN—HFERENET, NAILAN—2O—EDOERZ [NMILAK—
VBRI 74—ILRICADLERT,

3. [ChoNEEZERL, RUANT T ORICHS MR Ry VAZBIRL., [RfF] 2BRLE
ERD

L>XETYTIL—RETBE, [NANLNAR=V]ZTTUEON—230DOL VA ERRTEE
9,
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LEA—FT2T7L—RAODLYAOTY7TIL—R

1. LEA—FT27L—KNAEL>AXZT7Y7IJL—RIBDICEK, ATFZERLET,
2. [BANR—DT, TY7IJL—RIBLELI—FTVTL—HFZEBRL, [L>AN-D3 %
Tyv7IL—RIZBRLET, EEOZEENRICEIZIBEBRIRRENET,

(® Note
LE1—FT27L—h0 [BE]2THS FAAEERTY T7IL— REXRT 2ERITS
CEHETEXRT,

3. [ChonEEZEMRL, BHANETIT)|DEICHS IR RY VAZERL, [Py 7TIL—K
LTTF7L—hOEZEZHEE]) 2 BRLTLELI—FT7TL—NORANT S V9T 1 ADER
ANDEZEERETIH, [FTYTIL—RIZBRLTTVIL—MOEZZABELITICL X%
TYv7JL—RLZET,

L>ZXHh&07

L>XAh20O7E, TARIC AWSHEREhAL>ANOIIL > 3> AWS WA Tool T,  up-to-date
TO/OP—EERIIERZETERANTZV9T A AZRHBLET, ChSOLVARFRIXNTO
I—H—HNFATE, BMTAVAN—ILLEBELSTEFERTEET,

RORE, BELADZOJ THATELZINTO AWS AKXL 2 XEZRLTVWET,

L>X# =5 B

AWS Well-Architected 7 L —AT—2 F7AILRTINTOD—o0O—RICEAZ O
9, EHEM, EF¥1VFT1, DR, JARK
RAYrE<. BB ATAZRGL, 77
TRATERTDLEDOT—FTIOFYORA
N7SO0T4AOIL V23> TT,

AXTT7TY REEUT 4 TO/O—=#@WESATLICHEEL. EEV
TATOARVIV A2 ZRLEEDEHD
RANTZ0T 4R,

a2 T7TFEILR AT ORGFERETOLALCEITEIRAL
T20T 1 RAZRHBLET,
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DevOps

TEY—EAER

BUF# RS

NILVATTRER

loT

SaaS

S

EBOT—AARXTA4HS AWS IREL =1~
YA RFEENTHY . Well-Architected 747
D—J0—ROFEBRIAEREHEOLDHD
HREFZZESADICKRISEET,

HSWBRHEBEOEBY, FRFOTI//O0—¢&
DevOps RANT' T O T4 A&FEAL TEEW
BEDZXAMEZREHTES, aFTEFIV
TACERZBVWEXLZBU HDOEELE
NETF77O0—FICOVWTHALET,

TEMY—EAEROT—UO— KEREHTD
EHDRARNTZIT 14 A AWS,

TBRY—ERZRFAOBLTCRHTI-HONR
ANTZ0F 14 A AWS,

AWS 95 RTOALRTTIT—I0—RD
&ET, 704, BRFEICEIDIRANTZ
ITAREHAEVATY,

TE/ DAV EZ—FY N (oT) 79—V 0—R%
EBITDEODODRANTZ T 14 A AWS,

EHPBERICHITIZDD—IO0—ROFEEEDV S
DTRADBITICETEIRANTSI9T14 A,
TMachine Learning) YV —A & —J0—R%
BEBIDLEHORANTZ VT 1A AWS,
NDBITHEODRARNTZI9TAAAWS U5
7K,

AWS 25 RT® Software as a Service

(SaaS) V—YO—ROMOEERET. 704, BE
ICERZEHTTVET,

L>ZXAhz07
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L>X&

Y—N—LAT7Ur—>3>

S

D SAP J— 00— ROFFARAUERARNTS
I9T4AAWS TR,

TH—N—LAD—O0—RZBEITDILHD
RANTZ9F7 14 A AWS, RESTful X4~ 0
HY—ER, ENANTTVT5—>3a 2Ny oL
VR, ANU—=LEB, DITTF7TI5—23
ORBREDIFIFICOVWTEY EIFET,

L>ZXAh&0y
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LE1I—F727L—bk

Well-Architected 7L —LATD =V ENARLLVAORARNT ST 1 AICETH2EBANOEZEAN
HSHUOADEIhE AWSWATool TLEI—FT 7L —KMEERTEEFT, Well-Architected L
Ei—F>7L—RMAH0iE, Well-Architected LE 1 —Z 2T 2EIC, EH0D—o0O—RICH
BII3RANTZI9TAACODVTREUVBEEZFH TANTIMSEN LY, F—LAXD—o0—
REETRARNT ST 1 AND—EMEEELEZRETEET,

LEI—F2T7L—hZERTIE, RARNTZIVTAACEITZ MW BEBICEEFL LY, XE
ZERLIZYTEERT, XER, BIOIAMIA—H—PF7HIU M $5VREEL AWS V-3
NOBEBPEBHFIEHETELRT, LEI—TFTVTL—HMPST—J0O0—RZERTEFRT,
NIZ&Y, —BRNBRARNTZIT 4 AZHRL, D—OJ0—REFEOARMZBS T ENTER
ER

LE1I—FT27L—bOEK
LE1-F 7 L—hEFERT DK

1. ERlOoFES—>3a R4 TILELI—FTFTL—N ZBRLET,

2. [T7L—hrEERKZVVYILET,

3. [TU7L—NOEAZEEIR—DT, LE2I—FT27L—h0[BE & BB ZADLE
£

4, (A7>al)[ToTL—h/—RNEtV>a e [T avil, LEI—-FUFL—RIC
EEMNGFZTTL—N/—hEERETZEMLET, EMLEXERLEZ—FTT7L—K
EFERAITZINTOT—IO0—RICEATKEITH, RIJFLEI—FTOTL—NCEBEOED
T9,

ZTOFEBMZOVTIEE, TAWS WA Tool UV —ADETftF1 2ZRLTIEEL,

5. [RN]ZEBRLZET,

6. [LYAEBRAIR—IT, LEI—FUTL—MNIBERATHLYAEZERLET, BATESL
CADEIEHEK 20 TY,

L>X&E, [BAZLLVX] [LYAXAZOT], £EETOEAHNSBERTEEXT,
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® Note
HEENTVWBLYARLELI—FU7L—NIREATEEXREA,

7. [T7L—hEERK]ZIIVYILET,

ERLELELI—FTO7L—MCBEI2ERISEEZRODICE

1. T7L—MOBE 270 [BERNOREZHBIBERT>Z—MNCH3, [EFICEZS] R
AOYv7& o TLOAZRBIRLET,

® Note

LA 7232 CBBLTLYXZBRL, EEICEAD]) Z2BRIBDEETE
£9,

2. LEI—FTU7L—NIHEALEZELALZDOVT, ZYITIERICEX, RTLES REFL
THRT]ZERLET,

LEA—F27L—hZHERLIEES, ZOTVTL—RPSHLVWD—IJO—REZERTEET,

LEI—FY7L—h0 BB 27, [FY7L—NORME £Y2 3> TEEE M- EROAE
ME, LYR] 27232 0FLYRCOVWIEEE nEBEROMF RBRENET,

LE1I—F727L—hMOiRE
LEZI—F7L—NZ2HEETHICIE

1. EQlOFES —23aoRATLELI—FTOTL—HM 2ERLET,

2. WETBHLELI—FTUTL—rOBEIEZBIRLET,

3. LE1—F727L—bo[BFE. [ZH]. TEE[TV7L—N/—NEZEFITHICE, [BE] X
TO[TU7L—NOEM 023> TRE] Z2ERLET,
a. [RHEl]. [HAl. FEE[T7L—M/ =R ZZEELET,
b. [T7L—NEREF] 2BIRL, EENFERBRLILELI—FTVFL—NZEHLET,

4. LEI—=FTUT7L—NIERTRLVAZEFHIZICE. BEIXTOLUX] V23D
T, BRALEL>XZHmE] 2BRLE T,

LE1—F>7L—hOiRE 69



AWS Well-Architected Tool d1—H¥—HA R

a. BMERLERHBRTDLYADTFIYIRY DRAEZFAVEEEREATICLET,

LYX&, [BAZLLVX] [LYZXAEOT]. £EEZTOEAEALSERS S VIGERBRT
EFXT,

b.[T7L—M&ER7F] ZBRL, BEEZREFELFET,

5 LYAICBETEIRARNT ST A ANEBANOERZEZEFITHICE., BE| 270 [L>X] &Y
>avTLYADBZHERIRLET,
a.[L>AOBE]| 0> a>T, [EBICEAS] ZBRLET,

® Note
F7723a>7T, EAOFES—3aRAUIEHB [LEI—FTTL—MN ROYT
AIVTLOAOERZRBRTBE, LVAOBE]| I I VICBEHTEXT,

b. EETRIRARNTTZIVTAADEAEDHRIIHDTFIVIRY VRAEAVELGEATICLET,
c. [fREF] ZBRL T, EEZRFLTEALEXT,

LE1—F27L—boHE

LEI—F27L—hE I—H—TAHAIVRNEHBETREE, BB ET-FEBTHCHE
FRIEETEXRT,

LE1—F27L—hE2HETBICE

1. EAOFES—2aRAOTILEI—FTUTL—N ZBRLET,

2. #HEIBLEI—FTUTL—FbOBREZEERLET,

3. [HBE)|Z2TEEBRLET,

4. A—Y—FERETAIVNERETBICE, R BBRL. [AM I—F—& L@ THI>
NeHBIZBRLET, BEZEBIRY VAT, I——IDFEET7HUMID ZEE
L. #EK] ZBIRLET,

5. HBFERLGHEMIPMAEHEBETSHICE, ERK] ZFIRL ., [Organizations &£ £B] ZZIRL &£
T, A THETDICE, BABsEICHTEAE]) 2 BIRLE T, HBXMPEEEITSIC
&, [fE% OEBIFAICHTZMNE] 28RL, RY JATHEBIMHZIEEL T [HEK] £2F8IRL F
9,
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/A Important

A7 7 A )\ 2 EBE L FEBIM (OU) EXBETBHEIIC. AWS Organizations 7V 2 A%
BEMCTRIHEN HYET,

T7L—hDD—O0O0—RZERTSD

ERLELELI—FT 7L —hEEREBEEATVWBLELI—FT 7 L—MYS5D—00—REZE

BTCEET, HrEchkELELI—FT 27 L—MSHLVWID—IJO—REEETD_EEFTEFTL

ho LEI—=FT27L—KMIHWN=2a32 0L ANEEFNATVWEEEE,. LE2I—F27L—K
BTV 7IL—RLTASHFLVWI—IO—REEZITDHENHYES, LEI—FVTL—ND
TY7IL—RAEZOEMIZDOVTIE, Tthesectioncalled L AXDT7Y 79I L—KR") #88BLT
<EEL,

(@ Note
LE2—F27L—kAS5D7—O0—RZERTDICEK. 7—IV0—RZEK
ITH5LEHDIAM 7 I EAFA wellarchitected:CreateWorkload & &V
wellarchitected:GetReviewTemplate. wellarchitected:GetReviewTemplateAnswer,
DLELI—FUTL—NERNFrBEMCHE2>TVEIHREN HYET, IAM 7 I AT OFHMA
IC2WT., TAWSZAFUTATABLETIVEAEREI—HY—HA R, 283RBLTL
EELV,

LE1—F2T7L—MPS5D—J0-RZERTDICE

1. ERlOFET—232R(UTILELI-TFTVTL—M ZBRLET,
2. J—V0—REZERIBILELI—TUTL—POBFZERLET,
3. [TV7L—hAs8T—00—REER] ZERLET,

(® Note
[P—20—RIR=20 [J—Y70—ROER] KAV THIAS [LELI—FT2TL—
RASER] ZBRID_EETEXRT,

4. [LEI-FTVTL—bFZBR]FIET. LEI—FTTL—rA—RZBRL., [RN\] ZBIRL
£
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5.

[Z’ONT 14 ZEE]) FIET, D—V0—R7ONTAOBET 1 —I)LRZEANDL, [RA] ZiEIR
LET, FMICDOVWTIX., Tthesectioncalled “J—20—RDEFE") Z2SRBLTLEEL,
(F72aN[Z7A77A4IN0OHER] FIETE, BFEO7O7 74 &&RTSH,, 7O0774)
BERRITDH, [ZA77AINEER]) ZBRLT7O7 74 EERL, 70774 &ED—
J0—RICEEFTFET. [KN]Z7VUYILET,

Well-Architected 7O 7 74 ELEI—FTO 7L —NEHEAEDETEATEXT, LEI—
TUTL—NIEFANEThEERED—I0—RTE|EHEEZEES L, ERCE7O07740)
ICESVWTEEIBAFHShET,

(A7>a LAz ER FIETEK, LEI—FT27L—MIEEBERAcATOWVAEVWL X
Z, [WARLL VR FER [L>AAROAT]| A SENTEATSCEETEERT,
[D—OJ0—ROEE] ZEIRLET,

LE1—F27L—b0OHIER

LE1—F>7L—NZHIKRTSICE

1.
2.

EROFES—23asoRAUTILELI—FTOTL—M &ZERLET,
LE2—FT27L—RKNt023a>7T, HIKRIBLELI—FTUTL—NEERL, [70>3]
ROY 77X T [HIBR] Z&RLET,

(® Note
TU7L—hOBEFEERL., LEI-F2T7L—h0O BRE] 275 KRR Z2Z#RT
PLEETERY,

LELI—FT27L—hZHIRIZATOJRY VALHD 71— )LRIZLELI—FTVTL—HKD
BEZANL, HIBRZREELET,
HIRR) 20Uy OLET,

HIRENELELI—FT2T7L—M2SHLLWI—IJO—-RZERTDERFETEEE A, HIRLIZL
E1—F27L—hZ2M#OIAM I—%—, PHOUN FEFEBERBLLESEE, TOLE1I—
TU7L—RrAS8D—U0—REERTRIERFTEFEEA,
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70774

Z7O7740MZERLT, ESXAOAVTHFANERMBE TS &, Well-Architected LE 1 —Z2 T
DBRICERLEVEEZIETEET, AWS Well-Architected Tool I&, Z7O7 7 A ILASREL =
BHRZFEAL T, 7—Y0—RLE2I—HICESRAICEETHEROEBLEVANIERTESD LS
ICHR—KLET, 7—20—-RIEZ7O7 742/ TS E,. REFBETHRHUITXNEBEV RV Z
BRITH 2DICERIBEET,

ZO77A4MR=HASTO77ANEERLTHLWI—OO0—-RICEEF TR ZEE, BBFED
D—J0—RICTO77ANZENTDEETERT,

707714 OERK

70774 EERTBICE

1. ERAOFES—2a RAOT[ZAOT7 74N 2 8RLET,

2. [Create profile] (Z’O7 7 1 ILDOERK) ZiBIRL £,

3. [ZA774007ONT41wo>a>T, F7O7 740 [l & [BiBA] ZADLET,
4

D—J0—RLE1I-—EHEFEOFTEDRACH L TEEEN GVERERIATIC
. [7O774)ICEEIREM 023> T, EDRALRLEENI b2 EEZERL K
9o

5. (A72an)(&71tv>a>rT, JO77ALNICEERTRZRTEZEMLET,

ZTOFEBZOVTIEE, TAWS WA Tool UV —ADETftF1 25RLTIEEL,
6. IRFIZBRLET. 7O7T7AMUHNERELCERENDE, BRI Y E—IHFRTENET,

Z7O77AIUNEREhDE, TO77AIILOBENRTEAET, BMEICE, a1, 3

B3, ARN, #ERBEEHAB, 7O77/)LVICEIZEBRANOEESE, 7O77CIILICHETS
T—ENRRENET, [FTOT7AILOBEIR—D TR, 707 1 —)LZimE. HIRR, HETEE
9o
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70774\ EmETRICE

1. EROFET—23 RA2T[7O7 74\ 28RT2H. J—J0—RO[7O77 1))
to2arhas[7O7 74 ekR EBRLULET,

EHIR7TO774IIOBREBERLET,
[7O77AIBE]| R—D T [mE] ZBIRLE T,
ZO7 74N OBEBICHEREHZITVET,
[REF] ZBIRLE T,

o & w0 DN

JO774I0OHE

ZA77A0NE, I—Y—, TAHOU N, Bief. BEHMCHBETEERT,
J7A77ANEHBETRICE

1. EROFES—2a RAT[Z7AT7 74N BBIRLE T,
2. HEITZ7O774IN0OBEZBEIRLET,

3. [HAIZFTEZEBRLET,
4

A—Y—FKERETHIONEHRETHICE, K] 28RL, |AMI—H—FKLEETHIbH
NDOHREZER] ZBRLET, (BEFEEZEEBIRY VAT, I—¥—DELEETHINID %
EBEL. EK] ZBIRLE T,

5. HEMFLFEABIMPEHRBETSICE, [HERK]. [Organizations \N\OHBZ/ERK] OIEICEIRL F
T, HBLATHRETDICE, EELAECHTzZANE] 2BRLULE T, HEAFMPAEHEETSIC
(. A% OEMIPAICETFTZMAE] 28R, Ry JAICHEBIEMZEEL T, EK] Z&RL
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T9o CcNSOTIVEAFAICKY), O AWSWATool VY —ANFHillE —ERTRBELVPRRTE

FTAWS THIV N, RPBYBEBHFALYEFRIBELVTATFoTATAR—ADRIS —%
ERTDE, TORVD—2FEODTIVTA4T4 (A—H¥—FLEO-)N) IZHLTOAVY—INER

LEEBYICHBELEEA,

CNhSOIVTAT A AWSWATool 5IEHEDY I ZFERATEDLSICTRICRK,. IVT4
TAIRD AWS EERUD—ETRYTFLET,

WellArchitectedConsoleReadOnlyAccess

D—O0—REER. BE, BLTHEHIRTZEHICE. RO AWS EEBRIS—2I T4 T4ICT
2YFLEY,

WellArchitectedConsoleFullAccess

FHCOVWTER, TITAMA—H—HA R, O "I —AOT7 7 AFIADEM 2ZRBLTLE
=L,

AWS CLI £2l& AWSAPI D& ZHUOHTI—H—IZEk, RPBEBOIAYV-ILTIOEAFIZHE
THRBERBERA, RDYIC, BFLESELTVD API ARL—2 3V —BT BT 5> 3
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BT, A=Y —TATFoTATALTEYFENILATAVERONR—I RRUD—DOF
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FEEFEAWSCLI £12IF AWSAPI Z2FALT7OJSATIOT VIV EETIBD T IV AKHA
FEENATLET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

D—O0—RADTILTIEADHF/E

COPITE. OA—H—ICTD—OO0—RANODAWS THIUKN FLNTOAZ/ELET, 71T
TEALCKY, Y- TINTOT V>3V EZRTTERT AWSWAToole cDF I EAR,
D—J0—ROEXR. 7—70—ROHIER, 7—70—ROXR, J7—J0O0—ROEHMICHBETT,

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"

1,
"Resource": "*"
}

]
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}
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AR ERATIVEATR., - —E AWSWA TooldJ—VO—RERRTEDNDHTT,

"Version": "2012-10-17",
"Statement" : [

{

"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,

"Resource": "*"

}

1207—J0—RANODT7I7tA

COPITE, us-west-2U—23>207—YV0—RD1D2THD NODAWS THI N FmhELY)
HER7 7t A%99999999999955555555555566666666 1—H'—IC{f5LET. BEFEHEOTHY
>~ N ID & 777788889999 T9,

"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"
1,
"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"
}
]
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LTFIE, REF—0BEREZRLET,

« CreateWorkload: wellarchitected:JiraProjectKeylZiEfA 9% &CreateWorkload.
A——MERLEEEOD—IJO—RICVITEDZHARALJNa7OP IV NZERTER
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- UpdateGlobalSettings: wellarchitected:JiraProjectKeyllEAT %
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DRNCI2UTBRERETERE A,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditor@o",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"

1,

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
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}
.
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"wellarchitected:UpdateWorkload"
1,
"Resource": "WORKLOAD_ARN",
"Condition": {
"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
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SEIOE:

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
1,
"Resource": "*"
}
]
}

AWS Y x—2 R7R1J < —: WellArchitectedConsoleReadOnlyAccess
WellArchitectedConsoleReadOnlyAccess RUS—E IAMID ICT R Y FTEET,

CORI—IF, \OFHMVERT7IOEAZHFAL ET AWS Well-Architected Tool,

SEEEOEE S
{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [

"wellarchitected:Get*",
"wellarchitected:List*"
"wellarchitected:ExportLens"

1,

"Resource": "*"

}

AWS Y x—2 R7R1J < —: AWSWellArchitectedOrganizationsServiceRolePolicy

AwSWellArchitectedOrganizationsServiceRolePolicy RUZ—@F IAMID [CT7 XY FTE
9,
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EAT7 VAN EBMCBE2>TVBIHIESHZEIBTEET AWS WA Tool,

« organizations:DescribeAccount - BN O T AV NCETREHROMESEZTI NI

ICEFAILET,

- organizations:DescribeOrganization - A EICE T2 BEHROMBE., 77U NILIC

AFALET,

- organizations:ListAccounts -#BBICETATHUVNUANOEEBZE, 7V /NLICEF

ALET,

- organizations:ListAccountsForParent - fBICE TR T7HV MO UANZEABOIEE
=K/ —RASWEBITZDE2TIINILICHETLET,

« organizations:ListChildren-#BIICEITAT7HV MO ANOBEBIBMAZEBOERE
I—K/—RHASEBITZDEZTIINILICEFTLET,

- organizations:ListParents - 8RO OU LB T7HI N TEEECNEEEORIJAND
WEBZE7TVONILICHFTLERT,

- organizations:ListRoots - fAEBADITXTOIL—K/—RO—EBOEWMBZT I /NILICEF

ALET,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:
"organizations:

ListAWSServiceAccessForOrganization",
DescribeAccount",
DescribeOrganization",

ListAccounts",
ListAccountsForParent",
ListChildren",

ListParents",

AWS Y Z—T RARUZ —

121



AWS Well-Architected Tool d1—H¥—HA R

"organizations:ListRoots"

1,

"Resource": "*"

AWS Y x— RR1JZ — : AWSWellArchitectedDiscoveryServiceRolePolicy

AWSWellArchitectedDiscoveryServiceRolePolicy R —FE IAMID 7R Y FTEE
Jo

CORD)Z—IZKY), AWS Well-Architected Tool & VY —AIZBEETS AWS H—E X & AWS
WA Tool DY —RICTFOEATEEXT,

T oA O
CcORIDD—IZE, LWTFOT IO EABFANEENTVET,
« trustedadvisor:DescribeChecks — FIF A[REZ Trusted Advisor F T Y V&2 —ERRLF

EED

« trustedadvisor:DescribeCheckItems - IC&k 2 TT7TIHFRMHFSNERAT—RARIUY—A
7% E D Trusted Advisor F I ¥V U F—XZHE1E L £ Trusted Advisor,

« servicecatalog:GetApplication—AppRegistry 7 7’V —>a> OFHlZEREBLET,

« servicecatalog:ListAssociatedResources — AppRegistry 7 7°Uo —> 3 v ICEEMN TS
nNEJ)Y—REe—EBRRLET,

+ cloudformation:DescribeStacks — AWS CloudFormation AZ Y U OFFMZHEBLE T,

« cloudformation:ListStackResources — AWS CloudFormation A& ¥ 7 IZEER TS izl
V—ARAZ—EBERTLET,

- resource-groups:ListGroupResources-A5NDJY—RAZ—EBXRRLET
ResourceGroup.

« tag:GetResources - IZZE T ListGroupResources,

« servicecatalog:CreateAttributeGroup — HEBICHSUTH—ERAEBEM T I —T&ERK
LET,

« servicecatalog:AssociateAttributeGroup - H—EANZ— REMITIL—T%
AppRegistry 7 70— a ICEEFTERT,
- servicecatalog:UpdateAttributeGroup — H—ERAEBEMITIN—TEZEFHLFT,
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« servicecatalog:DisassociateAttributeGroup- H—EAIYZ—Y REMIIL—T&
AppRegistry 77°U4—> 3> L OBEEN T ZERLET,

-« servicecatalog:DeleteAttributeGroup — ZEBIZISUTH—ERABEEBEMY I —7ZHIK
LET,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

]I

"Resource": [
nin

]

I

{
"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"resource-groups:ListGroupResources",
"tag:GetResources"

]I

"Resource": [
nin

]

I

{
"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"servicecatalog:GetApplication",
"servicecatalog:CreateAttributeGroup"

1,

"Resource": [
]
1,
{
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"Effect": "Allow",

"Action": [
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup"

1,

"Resource": [
"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"

]

.
{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]
}
]
}

AWS WA ToolAWS BRI > —DES

COH—EANCNSOZEEDEFHZREBL = AWS WA Tool LAED ® AWS YZ— RRD S —
NDEFICEHITZIFHMERRLET, COR—DOEEICHIZIEE TS —NEZITESICE. AWS
WA Tool RFIAIXNBER—SMORSS 74— REHTRAIOTATLTLLEEL,

£E 88 B{
AWS WA Tool EEERI)Z—®M "wellarchitected:E 2023 6 A 22H
ZE xport*" A" WellArchi

tectedConsoleReadO

nlyAccess I(ZEMEHNEL
AWS WA Tool "% —E AO— AwWSWellArchitected 2023 5 A3 H
IR —%&EmM DiscoveryServiceRo

lePolicy A" VJVY—AICE
EYDAWS H—E A& AWS

AWS Y Z—T RARUZ — 124



AWS Well-Architected Tool d1—H¥—HA R

ZE B8 A 4

WA Tool DY —AIZTFI7tEA
AWS Well-Architected Tool T
EBDLDHICTD ZEMLEL

oo
AWS WA Tool X7 UVt AHFA AWS HAH—ERTIEAN 2022 £ 7 A 22 H
%Z3B AWS WA Tool ICx L TED
CBE2TVWBAESH ZHERR
¥ BHListAWSServiceAcce

ssForOrganization %
HIZ, KRAEFTIHLVWTY
>arZEMULEL = AWS
WA Tool,

AWS WA Tool "ZENEH%Z AWSWA Tool X AWS ¥XZX— 2022F 7 H22H
BB L EL &= SRRV —OEENEH %=
RHBLEL L,

AWS Well-Architected Tool ID E 792 ADOKNT TN a1—F4>2 T

ROERIE., & IAM OFEARICRETDAEHEN H D — RN EEEOZ T AWS WA Tool EEIEIC
/BIBET,

Kew o
s TT VI3 EETTHHERN LV AWS WA Tool

TT 023> &ETITHERN L AWS WA Tool

NT0a>zRTTHHERNBZVE AWS Management Console BEIL =541k, BEEICEHKL
THR—RNERKBEITHDHEN HYNET, EEELG, Y04 RABEREEHELLBYETT,

LATOBDOIZ—, mateojackson 1—H—A2YV—)LZEAL T, DeleteWorkload 7 ¥
JAVERTLRSELEN, PVRAFANF BVESICRELET,
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User: arn:aws:iam::123456789012:usexr/mateojackson is not authorized to
perform: wellarchitected:DeleteWorkload on resource: 11112222333344445555666677778888

ZOPlDBEIF., wellarchitected:DeleteWorkload 790> 3> &#ERALT
11112222333344445555666677778888 VY —AANDT IV EAZRFATHILSIC, BEEIZKRY
—ZEHLTESVWET,

TOA 2272 XS AWS Well-Architected Tool

DA 227 MRS AWS Well-Architected Tool & AWS EE T3, AWS ICIE. 12272 RS
ZEBIRIERBNENENLRI—ETOTZLIBHNET,

AWS L8R E%* 5% 2 EF LOEBREIFE. AWS Service Health Dashboard ([C#&fEE nE T,

ERLOBEE. AWS Health DashboardZ L TEZ D7 HO > MNCEBEhET., OFEABEIC
5L\ T & AWS Health Dashboard. " AWS Health 1—H—# 4 R, #8RBLTL &L,

DA T 54T AT AWS Well-Architected Tool

AWS H—EZAAMBENCIAVTZATATAVSLAOEERNICHZD A ESH Z2HRITSICE, dV
TZ2ATATATV T LAWS H—ERA ICRDRREFRNOD AT ZA T AT7OTZ LZSRL,
BONHDAVTZATAT7AVZLAZBIRLET, —BUEBRICOVWTE, AWS "V 75
AT AT7OTZ L1 ZBRLUTLKEE L,

ZEALT, Y—RN—TFT 1 —OEELR—FZEHTVVO—RTEET AWS Artifact, FHICDOWVT
F. "TTOLR—BbOATO— K AWS Artifact; @1 Z2ZRL TKEE L,

ZEATIBOSEROIATFATAEFAWS T —ER . BEHROTF—XOBEEM, Bt
DAVTZAT AR, BRATNZZEESLICRFICK > TREYET, T, AT 4T~
ACRIAUDUTOIY—AAWS ZREL TVXRT,

c YFAVFAEAVTFATVADIAY DAZR—RHA R -ChsOF7TO4HA RTIE,
T—FFTOF ¥ LOZEBERICOVTHAL, EF1VFTA AV TSATVAICEREBV
R—=ATAVEREAWS Z IZF 7O/ T2 FIBICOVTHALET,

« PRIV IIT HY—EBRCBTBDHPAAELFIVTAEAVT ATV ADT —FTIF ¥ —
CDERITA MR=NN—TIF, EHNAWS ZFEAL THIPAARRT 7V r—>3a > z2ERKT A
EICDOWTEHBLETD,
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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® Note

FARXTOHOAWS H—E A A HIPAA OXRREBZDDITTRHYELBA, FMHICOVWT
&, HPAARIBSH—EZADD) 77 L AESRBLTLSEZL,

c AWS VT ZATVAVY—ARA-ZDIT—=0TVDEHAROIOL VYAV, BERODERY
wIHICERAENDEEN B ET,

« AWS AR —AVTSAFYASA K — AV TSATYAOBRAN S RELEET L £ BR
LET, COHARTRE, HAEAZREL AWSH—ER, BRO7L—ALD—0 KEEIL
R WA ZEFT (NIST), Payment Card Industry Security Standards Council (PCI), EBRZ%E{b 1
BISO)ZE80)0tEF1UT4MO-NICRYEVTTRREODORARNTSIOT1AAZFLE
HTVWERT,

FFROYN=HARL O "IIL=IIZED VY —ADQFi L - D AWS Config F—E A&, U
V—ARENHRATZ 9T 1A, ERHAARTA2, BLTHRFNCEOREERLL TV S A 271
L&¥9., AWS Config

« AWS Security Hub - ZhICk VW AWS H—ERX ., AOEF1 VT REZDENICHEFETEE
9 AWS, Security Hub Tl&, EF¥F1UF4AMO—IZFEALTAWS VY —AZFHEL, &
FAVTAERBEERARNTZI9TARAIRTDAVTFATVARAZFIVILET, HR—b
TNTVWAH—EREODMNAO—=ILOUANMIDWVWTIE, SecurityHub @12 ~O—J)L) 77 L 2
ZEBBLTLEE L,

« Amazon GuardDuty - cIC&K Y AWS THOV N, EDLWFIOTAETIAXEZEOHDT Y
TAETANBVWAREKEZER IS LT, . . D—Y70—R, AVTF. F—RIHTIEERN
BRERHAWS Y —ERX #BHULUET, GuardDuty &, BENDIVTSSA T ATL—LD—9T
EEFHTSNTVEIRARHMNBHGZF/T LT ET, PCIDSS BENEKEEXBAVT AT A
EUHAORISICERIEET,

« AWS Audit Manager - iz & V) AWS H—E R, AWS FRARREZ#MGHICEEL, VAID
EEFLEERFCEREEANOENZEHRILTEET,

DOMEZEM AWS Well-Architected Tool

AWS TO—NILAYTSARSIF v, AWS U= 3 BLEFRASEUF A —Y—2 &
DIBHEENTVET, WENC IS LOIBE NEEROTRISEUTF A —Y—2 AWS U—
Tay #RHEL, BLAFVI—, BRAL—TY RN, BREXRY ND—ITERENET, TARA
SEUFA—Y—2TR, PRISEUTA—V—VETHEEFIC, ABHCTIALA—N—T
BT T =23V EF—AR—AERHBLVEBERATHENTEET, FTRASEUFA—Y—

P = 1 127


https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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T RROB—FLEREBROT—E D E—AVTZARNTITF v &) EAAM, MEEME, H&
CART—ZEUTAFBRhTVEXT,

AWS =232 SRV TRAZEUT A=V —=20FMICOWVWTRE, AWS T JO0-NILA4> 75
ARZOF v, 25RLUTLSEE,

DAV AN OFv¥+£211)F7T 14 AWS Well-Architected Tool

NEx—2 RY—EATHS AWS Well-Architected Tool I&, AWS JO—NILZY NDO—OtF11)
TATHRBECATVWET, AWWSEF21UFAH—ERENMVTTANTIF ¥ AWS ZRET

BHFECOVTE, AWS " O DU REFIVT 1 ZZRLTIKEEV, 1 VTTARNTIF Y

EFIVFAORANT ST 4 AZEAL TAWS RIEBZREFTTSICIE. T Security Pillar AWS

Well-Architected Frameworky ® Infrastructure Protectiony B L TS E&E L\,

AAWS AELTWD APIO—)LZEAL T, XY RT—9 AWSWA Tool BET ICF7 UV EALE
o VAT NEUATZYR—NTRIHBENHYET:

« Transport Layer Security (TLS)o TLS 1.2 2B T TLS1.3 B EH T,

« DHE ({671 7 1 —- AN #HH) X ECDHE (f§HHERT 1 71— ANINVEHE) 5L
DL A WEMY (PFS) ICLDBEETAM—h, ChSOE—RE, Java7 AEAE, BEAED
BN ATLATHR—RENTLET,

T, UOIARNCIE, P22AF—D &, IAMTUINILICBEERITShTWES—TL Y
N7 OELAF—%ZFEALTERIBDHLEN HVYET, £k, AWS Security Token Service (AWS
STS) ZFEAL T, —KWBEF1IVT(FRBEHREERL., VIIANCERTDEETESR
CB

TOHE LT D 5 H AWS Well-Architected Tool

REEITO MO, AWS EEEROBTHEENDELETT., HFMICOVWTIEF. AWS
TEEHEBETILL Z2RLTLSEZL,

H—EABTOARD s REBLEDLE

BEALUVEREEER, 70232 2RTI2LEOOT IV EAFAZEFLBZVWITAT4H, KUK
BOHBZTITATAILTIVIVORTEBRFTETLRSIBRICELS, EF21UT A LOE
BTY, TlE AWS, Y —EABEOE)TERLICKY, BELEREBEN RETH ANl B E
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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T Y—EABTOLRYFTRLEF, 1 2O —ERX (FOHLTY—ER) A, oY —ER (HOH
LRRY—ER) ZHRCHTEECRETDIARES BN ET,. FUHLRY—EAR, ER&57
VEATRENFTFAETNBINETRBEVFETEZOFAZEAL T, HOBEHROY Y —AILCLKHT
PUNBERITIDLIDICBREECNZZEN BV ET, ChZEeH<td, AWS TR, 7HTV MAD
JI—=ANDT I AEFREEN LY —ERAT IO NLTINTOY—EADT—2ZRETS
EOICRIDY—ILEZRELTVET,

)Y —RAR1S—T aws:SourceArnB & ¥ aws:SourceAccount YO—NILEBEITFHF AR
F—ZFAL T, HBOY—E R AWS Well-Architected Tool 5327 VA AHFaE2 )Y —A
ICHIR TR Z2HHHLET, VORY—EATIERAICVY—AZ 1 DETEESHFLEZVEE
(&, aws:SourceArn ZFEALET. TOTAHINAOD Y —RZJVOAY—EADOEAICEE
N3 2HTT2HE. aws:SourceAccount ZEALE T,

BIELLUVEREBELNSREBEIDLOOREMRNEFEGE. VY—ADTL%E ARN ZIEEL
T, aws:SourceArn JO—NIZHFAVTHFARNF—ZFERATDETT, VY—ADEELL
ARN A FREBZZBER, BHROVY—RZEETHHELCE. JO0-NLIDTFANEZREF—
aws:SourceArn T, ARN ORHAF P ZRTEDICTAILRA—RXE (*) 2FALET, Hlx
. arn:aws:wellarchitected:*:123456789012:* T49,

aws :SourceArn M{EIZ Amazon S3/NTY N ARN BEDTHINIDAEEFNTVAEVIES
. MAOITO—NILEZGEIDTFANF—RERALT, FOCAHFUEFIRIZIHLEN HVY)ET,

aws:SourceArn DEIFED—VO—RALVARICTE2HRENHVET,

ROBIE., T aws:SourceArnB & aws:SourceAccount JO—NILEEIATFARNF—%
FALT, BELULEREBE AWS WA Tool ZEETIHEZRLTVET,

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
},
"Action": "wellarchitected:ActionName",
"Resource": [
"arn:aws:wellarchitected:: :ResourceName/*"
1,
"Condition": {
"ArnLike": {
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"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
1,
"StringEquals": {

"aws:SourceAccount": "123456789012"
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AWS WA Tool DY —ADOHE

FFELTVWA DY —RAZ2HEBTRICE, ROFIEZETLERT,

« AWS Organizations ATV —AXBZENICTS (F7>3a2)
- J—J0—RZEHETS

« HAZLLAXEHETS

e Z7O71—)EHETD

« LEI—FUT7L—brEHETS

@ XE

c VDY—RZHETRE, TOVY—REZERLEAWS THO N BAOT I NILE
ThZeFERATEDLSICBYET, HBELTE, VDY—RZERLETADV RO Y —
ACEAEND T IO EAHFTRIFEDY EFE A,

« AWSWA Tool =232 H—ERTY, HEXOTV NI, VY—AHEHN &
RENLZAWS U—232 HOKDT VAN AETT,

« 2019 F 3 A 20 HURICEHRE NIV —23 0 TUY—REZHETSICE. BoEHER
&0 AWS FAHI > N OB A AWS Management Console TZND—2 a2 ZFMICT

PRENHYNET, FHIEOVWTR, TAWSTO—NILAVTZARNTZIOF Y1 28R
LTLSEEL,

AWS Organizations HCTUY—AXBZEMICTS

T 7> A" AWS Organizations IZK 2 TEEBENTVREHEE, ThEFAITNEVY—REHE
b’("@'(’&”i@'o ABOEECAIPDST, I—YV—RBBXOTHINIHBETEETT, L
L. PHDO D HEBRICHZDIEEICE. ETHVNEFELELSTE, B2OTHOU N &Iz
FEBANELE OURDIRNTOTHIV NEDHRBNTRETT,

EBATIY—AE2HET I, £ AWS WA Tool 1Y —JLE ik AWS Command Line
Interface (AWS CLI) % L T AWS Organizations Et DEEZEMICTIHEN HYWE T, HBR
TOY—RAEHETREE, AWSWATool 7V INILICHFZEEBELEEA. BBROTU >
N, BEHERERBEFTICHRBEVY—ARILTIVELATELXRT,
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EBATOY —AOHRBEEZEVICTSHEE. AWS WA Tool i
AwSServiceRoleForWellArchitected EHIEhDH—EAN DV VEnizO— )L Z2EK
LET., cOO—LIE AWS WA Tool H—EADKICEBATE, AWSYR—2 RAKRDD—
AwSWellArchitectedOrganizationsServiceRolePolicy ZFAL T, TOY—ERANFIE
THHEBMICBITHEREINE TS AWS WA Tool 7V EAFTZFELET,

EEEEELBFOUEV Y —REZHRHEITIMBEN BB 2LGERE. VY- ARBEZEMIITES
EED

24
« CNSOFIEGE, BBOBEERTHIRNOTI I NLELTHAVAVLTVRBEENDHREITT
XY,

« ZTOEBT, IXNTOBENBICHEDTVRIHENHYET, FMAICOVTIE., TAWS
Organizations 1—H'—HA4 R, ® THEBRNO I X TOEEDEML) 2SBLTSEETL,

/A Important

AWS WA Tool d>Y—)L%& AL T AWS Organizations EDXEEZBRICTEIHENH
WET, chlZktl), AWSServiceRoleForWellArchitected H—ERICUV V& iz
O—I)LAERICERE NET, AWS Organizations 1>V —J)L & = (& enable-aws-service-
access AWS CLI N> RZ#EH L T AWS Organizations N\DEEE N ET IV EAZEMIC
9% &, AWSServiceRoleForWellArchitected H—EARICU V& hi-O—J)LFERE
ng, HABRTIY —AZHEBETELLLAZYET,

EBATODY —AHBZEMCTRICE

1. AWS Management Console ([CH 4 >4 2/ L. https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool A2V —J)LZBE XY,

BEBOBEBETHIRNOTI I NILELTHA A LTVWBDRBENF HYET,
2. EROFETF—23aURA0[FRE] ZERLET,
3. [AWS Organizations DY R— N Z2HBML] ZBRLET,
4. [REZREF 2EBRLET,
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EBAT)Y —AHBZEMCTDICE

1.  AWS Management Console (2t 4 >4 22 L, https://console.aws.amazon.com/wellarchitected/
T AWS Well-Architected Tool AV —JLZBE & T,

HBOBEEBTHIORNOTIONILELTHASA A LTVWBREN B ET,
2. EROFET—>3sRA420FE] ZEBRLET,
3. [AWS Organizations ®H7R— ~ZEML] ZZBIRFEBRLE T,
4, [BREZRF 2BRLET,
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AWS WA Tool YUY —ADZTF+

AWS WA Tool VY —RAZBELXILKTHLEHIC, RTERATEVY—RAICHMBOXZTF—X2%E|
WETRENTEXRT, COREYITR, FTETODERFEICODVWTHALET,

EPA

- RUDEK

« DY—ROEITFI

- BT DOHIR

e JVV=ILTORYI OMNE

- APl ZERAL EX T DRIE

2T DEXR

27EF, AWS DY —RIZEIVHTEIRILTY, RTBZEAEN, 1 D2OF—E&FT23>n 1
DDETERENATHY, EE55EHFHKMAIERLET.

27 ERATHE, AWS UY—RAZBH., iEE, REZETHIETERT, ALEDOVY AN
ZWERIC, BWETEZTCESTVTHEOD Y —RAZTERSBRITEERT., LEXF. AWS
WA Tool Y —EAIL—ENZTZEHEL T, FY—EADABELEARY VLRI ZERTER
T VV—ARATZEIL—BLE—EDRIF—ZERITDLEZHBOLET,

STHBNICREDY-RAICEVEHTSNKEBA, ZTZEMLES, WOTERTF—LERRSE
TE, ZTRVY—ADLSVOTEHIRTEXRY, UY—ARZHIBRIDE, VY—ADRTEHIRE
nEXY,

27k, AWSWATool ICBETREKREB B, BR2ICXFIELTHREINET., ZTDEZ
ZONFIICHRETDCERTERIN, RUTDEZ null CRRETD LR TEREA. BEDD
V=AW EORT ERUF -2/ 2T Z2EBMLEBE. UBIOEREHL WMEICL>TLESE
EETNhFET,

AWS Management Console, AWS CLI, &' AWS WA Tool APl 2L TRV ZIRETESE
C

AWS Identity and Access Management (IAM) ZERA L TWB &}, X T Z2EK. WRE. HIBRTS
EOOTIEAFAZFEODAWS PHO MO 1I—YF—2ZFHHTEXT,
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HLVXRZEEEFED AWSWA Tool VY —RICRTZFITRZENTEXRT,

AWS WA Tool AV —=I)LZERALTVWAEE, HILLWDY—RICRERKICEXTZEATE, BF
DIY—=RIZFEWVWOTERTZEBRATEE T, BFEOD—I70O0—RIZE., [ZAONTA)RTHS5RY
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{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",
": "arn:aws:sts::444455556666:assumed-role/well-architected-api-svc-integ-
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",
"accountId": "444455556666",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

"arn
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arn": "arn:aws:iam: :444455556666:r0le/well-architected-api-svc-integ-
test-read-write",
"accountId": "444455556666",
"userName": "well-architected-api-svc-integ-test-read-write"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2020-10-14T03:41:39Z"

}
}
I
"eventTime": "2020-10-14T04:43:137",
"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.848
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10
java/1.8.0_262 vendor/Oracle_Corporation",

"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description": "***",
"AwsRegions": [

"us-west-2"
1,
"ReviewOwner": "*#*x",
"Environment": "PRODUCTION",
"Name'": "**x*x'",

"Lenses": [
"wellarchitected",
"serverless"

iy

"responseElements": {
"Arn": "arn:aws:wellarchitected:us-
west-2:444455556666:workload/8cdcdf7add10b181fdd3f686dacffdac",
"Id": "8cdcdf7add10b181fdd3f686dacffdac"
},
"requestID": "22bad4e3-aa5l-4ffl-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:25Z",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user"
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

+
"eventTime":"2022-02-17T08:01:257",

"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",
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"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
.
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"

}
}
NABLL Y AXDORE
{

"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],
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"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",
"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},
"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"
},
"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-
west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",
"LensVersion":"***"
.
"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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