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Amazon ZF 7 OA4A TR EODODRARNTSIOT 14 A
WorkSpaces

F1TH:2022F 6 A1 H (RF1 XU BDHET)

E:F

CORITA MNR=N—TR., OF7OCMNCEHTEI—EORANTZIVTAAOBEEZHRALET
WorkSpaces, — DARTA hR—=/N—Tk, XY RND—VICEIZERBEE, FALINIY—ER
E1—H—FF&E. EF21VT+4, EZRVJEOVRRICODVWTHBALET,

ORI MR=N=TR, BEFRICIEPLTIELATE, RYND=VIVIZTF, FALY
NIIDDZT7, REBREFLIVTAIVIZTERRELTVET,

FE

Amazon WorkSpaces & 9727 RAOYZ—Y RFAOINY A ELI—FT4 I —ERT

¥, Amazon ik, N—ROUIT7OFEXRT7O4., FLEEEMEEVYTIRNIVITOAAN—)OEHE
WorkSpaces ZHlV) BR& . Amazon Web Services (AWS) IX > RS A A4 & —7 T A A (CLI),
FERT7Vr—23> 7003320942 2—7 T4 A (API) ZEH L TAWS Management
Console, ZEEIV VY VFBEGTTARAINYTIVARVIV AZRHLET, Amazon ZF
9% & WorkSpaces, Microsoft Windows £ 7= Ik Amazon Linux AV NY 78D TRETE
o clkY), AVTLIRAFERABRY RTD—IODSTFARAIUNYTIYTRNIITICRED D
RIC, TREPL<KEHRELTTILELATEERT, XKOKDICTEEXRT,

« AWS Directory Service : Active Directory Connector (AD Connector) ZfEHAL T, BEEOA 7L
= A Microsoft Active Directory (AD) Z5ER L &9,

s FALOUKNUZ AWS VT RIZHIERL F T,

« AWS Directory Service Microsoft AD £ 7= l& Simple AD ZFAL TXZ— RFAL VM) ZBE
L, 1—%—& Z2EE L £9 WorkSpaces,

« AD Connector THAV 7 LEZAEREREITIRKANE RADIUS H—NN—%FAL T, ICZEX
FREE (MFA) Z 324 L 9 WorkSpaces.

CLI £ I& APl WorkSpaces ZFA L T Amazon D 7O 3a-Z>J# B8 TEE T, Chilk
V). Amazon ZBEFEO 7O 3”9 —% 70— WorkSpaces & TEEF T,

= 7


https://aws.amazon.com/workspaces/
https://aws.amazon.com/console/
https://aws.amazon.com/console/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_ad_connector.html
https://aws.amazon.com/directoryservice/

F704 ORANTZ T 14 & WorkSpaces AWS 7R A hR—/N—

EF1UF 1 LOEAN S, Amazon WorkSpaces DH—E AN RBTIHEERY NDO—UBEE1LIC
mzT, OREBFOESILEEMICTDEETEET WorkSpacese cD RFIXKND THES
it WorkSpacesy 29> a2 ZSRBLTLEE L,

Microsoft System Center Configuration Manager (SCCM), Puppet Enterprise, Ansible 7% & ®
WorkSpaces BEEO A 7L T AY—I)L&2ERALT, F7U5—23a>& CF7TO4TEET,

UT0O+E2 3> Tl WorkSpaces, Amazon OFFMll, H—EADEEAL, Y —EADBBICKHER
NE., FRATED AT I EHEICODVTHBALET,
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WorkSpaces @ E#

Amazon WorkSpaces H—E AN EEICT7O4T3ICEF. XKD 3 DOAVKR—FK NNFYETT,

« WorkSpaces 754 F7 > NF 7 )4 —> 3> — Amazon WorkSpacesH HR—KTD 0S54 T >
NT/INA R, T OB E WorkSpaces 2B L TSEE L,

F #=. Personal Computer over Internet Protocol (PColP) ¥V S A4 7> N eERAL T ICEHKTS
C&ETEET WorkSpaces, BFRABET/NAADUARNIDWTIE., "Amazon ® PColP £
0224 7>~ WorkSpaces, 2B LT EEL,

e 1—H—%FFiL, TOA—HY—-AOT7ItAZRMHITZFT1L U KMJH—ERX WorkSpace —
Amazon WorkSpaces &7, AWS Directory Service & Microsoft AD TEIEL TVWET, AWS
Directory Service TH>Y 7L X AAD H—/N—%ZFEAL T, Amazon TRENVI>X—7TF4 X
11— —fRFEHRZ H7R— N T&E F 9 WorkSpaces,

« Amazon Z %179 % Amazon Virtual Private Cloud (Amazon VPC) WorkSpaces — & AWS
Directory Service AV AR T I NIENILF AZEEIC 2 DO TR Y NARERZ LSO, Amazon
WorkSpaces T 7 O ICRRIE 2 2OHT XY RFMBETT,



https://docs.aws.amazon.com/workspaces/latest/adminguide/client_help.html#client_list
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://www.teradici.com/product-service-finder/pcoip-zero-clients
https://aws.amazon.com/directoryservice/
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ZYRND—OICETHEESIE

& WorkSpace &, ERICERA L =4 E D Amazon VPC & & TF AWS Directory Service 1> A N
SONIBEERNITSNET, TXTH AWS Directory Service 1> ARNZ % N (Simple AD, AD
Connector, & & T Microsoft AD) Tld, ThENEBDZITRATEDT1—V—2 (AZs) TEMET
22007y NABETT, 7% Y N Directory Service I A RS D NI K& BEEA
FonhTsHY, ERBICEETDCELEEFTEELA, <D, Directory Services IV ARZ U K
ZERTDHEIC, BYEYTRY NP A AERETDENTARTT, YT7XY NEERTBH
IC, ROKRZEEICKREILTLSEEL,

« BEORBEEEICHE WorkSpaces 1252 W 2B ETH?
s FHENDEMNMEIENDSSVWTTAHA?

s EDRATDI—H—IZHRTIHREN BYETH?

- BEiTDAD RXM2OBBFEWVW<DOTTA?

« TVB—TZAAXTHI> NDOBF

Amazon Tk, (tE7OEAN—RELVLTHBERT IV EADRA 71— —REICEIVT, 1—
BW—TN—TREBGRILVVFTZERTZDCLZHERLTVET, ChS0EBANOEER, BED
T7Vr5—23> & ERVY—AANOT VA ZFIRIBZDUEN HBDBEICKRIEET,. EERSh
fd1—H%—~R)ILYFIE. AWS Directory Service, XY NDO—OF7 A2 A=V AK, IL—
TATT—=TI, VPCEF 2 UTATIN—T2EALTT I LAZEI A MEBRUHFIRT S
DI BEFE T, ¥ AWS Directory Service AV ARNZ IV NE 2 2OH 7Y NEFERAL., TN
VARNT YU RNHS#EE WorkSpaces $2FXTH ICAUREZEALET, HlZE. AD Connector
[Z7 WorkSpaces 2Y FENTVBRIANTO ICHAThDEF1UFT1JII—T7%Z2FEHAL T, MFA
FREAESH, FERIVRI—Y—N TO—NDINEBET IV LAEER ONESHZIBETE
£ 9 WorkSpace,

(® Note

%& AD Connector I&. BEfZ® Enterprise Microsoft AD IZ#EfL£T., COMEZRIAL THE
BEN (OU) ZEETDICKK, I—H—0ORILYFEZET S K SIC Directory Service Z 18
EITIBENfHYVET,
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VPC Mi%E

OtV a>TR, VPCEHTRYNODYAXERE. NZ74v o 70—, F4LOKNUY—E
AFRANDEEBICETEIRANTTIFAAICODVWTHBALE T,

C ZTlk, Amazon ® VPC, Y7 XY N, EF2VF1II)IN—T, b—FT142TKRIZ— XY K
D—O0TF7 02X MAO—)LJAN (ACLsZfRET TR BICER TN E Kz W< DA BN WorkSpaces
L. AT =), EF2VFT14, EBOLXITEDLHD WorkSpaces IRIBZBETEDLSICLE
¥,

« VPC — WorkSpaces 7O/ EADHEIND VPC 2FEATH L a2BEHLET, Bl VPC 2H
5L, NZT7 4V 0% 58 WorkSpaces 52T, ICHABHBHANTFTVAEEFIUTAH—
RL—IZEETEXT,

« F4L YU KNJUH—ERA — & AWS Directory Service I ARNT I MNZIE, AZs TR HAEDS L
FALIONIY—ERADEZRBTEIFTIY NORTHFMBETT,

« 7Y ML X —WorkSpaces 7A1 T4 LIV RNIIVARNZ U MCBEER TSN, BIR
L% &BLU VPC IZEEL £9H AWS Directory Service, %% VPCH 7 XY NIBETESE
T WSDOHDEEEE :

s TRV NG A AXGKGEHNTHY), EETEFRLA. FRORRICHEA T TP BAR—AZER
TRIUENFHYET,

s BRUEL IZF7Z2IIMOEFIVFT 4TI —T%ZBETEET AWS Directory Service, £F 1
DT 14 ) —7"I1&. $$ED AWS Directory Service A ARZ IV MCBEEMNF TSN TWVWEDIANT
@ WorkSpaces ICEHAENhET,

 BEO AVAZRVATREALUY 7 XY N AWS Directory Service 2 TEE T,

VPC 285t 92 &R, IROFFTEZRIALTKEEV, fIZRE, TJMLAREKEY—N—, NV TF
EEH—/\—, AD £/2l& RADIUS MFA H—N—B EQEBOVR— N ZEML ZVWEENH
WET. CORDIBERZMIETLESHIC, VPCERREFTTHEATRER IP 7 RLAZEMTEFE T 2 fifE
FHYNET,

VPC BRFTEH 7T XRY NOH A XREICETIHMEHAI A AEERBEEICOV T, rednvent 7
LtE>7—232 TAmazon.com #* Amazon IC#1T79 % WorkSpacesiiE1 2R L T &V,



https://www.youtube.com/watch?v=kawZBGCLBJU
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RYNID—=DA2Z—=TITA4RA

& WorkSpaces - l& 2 D ® Elastic Network Interface (ENISEEXY NDO—9 42 X—T I (A
(etho ), 7ZARVRYRND—DA 2V BZ—TIAARA()FHY)ETethl, FEEBXYND—U4
VB —TIAAAWS ZEAL T WorkSpace ZBELET, ch@FITA T2 NERIRKRTITRA
VBR—TIAATY, CcOAVR—TIAADTTAR—KNIPT7RLAZHEAWS ZFALET,
FYRND=ION—TFTA4 2V INELKHET D -HICIE., WorkSpaces VPC EBETED XY KD —
DTDTZAR—RNTP RLAZEZFERATHERFTEEREA,

=232 ZEllERAENDTTAR—NIPEBEDOANIDOWTE., "Amazon WorkSpaces ®
i, ZESRLUTLSEEL,

® Note

Amazon WorkSpaces 8 KRU'EETRIEEXRY NT—J142 X2 —T I 14 A VPC AICFEEE
9., TEBRXRYPNI—DUA428—T7I4AFKF Amazon Elastic Compute Cloud (Amazon
EC2) 1 AR AID ZRRT B EIFTEXE A AWS Management Console ( Figure

5. Figure 6, & #&MFigure 7)o =EL, AVVY—=ILTTZAIVZRY ND—0 A
VE—TIAA(ethl) OEFIVTATI—TREERTEBIVEETEET, ThETH
NDTZAIVERY NT—DA4>RZ—7T I A4 A WorkSpace &, ENI Amazon EC2 VY —2X
DA—RIZAT RENEFET, Amazon O KFEEL T 7 O4 Tlk WorkSpaces, BHTH
R—KNFT vy NEBIVT ENI 2 #—2& AWS Management Console ZiEX 34BN H V) &
9,

NS74 v T70—
Amazon WorkSpaces N2 74 Y V&2 DOFEAVR—FXV MNIDEITEE T,

« D54 T > hFTINA4 A& Amazon WorkSpaces H—EABDO KRS 7 1Y 9,
« Amazon WorkSpaces ' —EARAEHAZN—RY ND—DORTZTAVIOBORNTT 1Y D,

RKDtE223a>TRF, ChsOOAVR—FXNOBEAFICOVWTHALET,

VNI B—TIAR 6


https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges
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DZATF > NTFINAAD S WorkSpace

B (A TLIZAEERKVE—DN) ICBEA <, Amazon WorkSpaces 754 7> R &ETL TL
57 /V14 Al&. Amazon WorkSpaces H —EAANDEFKEIZEAL 2 DOR—KNEFEALET, 754
ToRE, IXTORABITEY S aVBEEOERICKRK—N 443 (HTTPS R—h) ZFEAL., £
E®D WorkSpace B LUV RY RT—IALAF IV IANODEI I ANI—Z2 I Transmission
Control Protocol (TCP) & User Datagram Protocol (UDP) @M J5 -7 R— K~ 4172 (PColP R— )
BEALET, MADKR—RNORNT T4V OEBEEILENhET, R—N443 N T 1Y U FERE
BrREEYZIaVERICERAEN, NST714YIOBEICTLS #2FALET, EIEILAN
V=220 RNZT74Yv 0k, ANV=Z2DTF—=KNIDIAZNLEDTAT > NE etho OBEE
(Z WorkSpaceAES-256-bitlE St ZEAL E£F, FMICODVWTE, CORFIXNOEFID
T4 T YAV ESBLTIEEL,

PColP ARNU—ZX2TJF—KRIVIAERY NDT—IANLAFIVITIVRRA O )—232C
EDIPEREZABELTVET, Amazon ZFERAL TVWBHEED AWS U—23 ADR— KN 4172
DT IRNNDURRNZTAVIDHRZEHFATDCET, BERXRYRNIT—IHNS AWS AKNU—Z2Y
TF—RIIABRERY RND—IANAFIVIIVRRAMNADR—NMT2DTIRNNDUR
NZS7 14 U%ZHERTEET WorkSpaces, IPEEERY NTD—IAILARAFIVIIV RRAV N
[Z2WTk, "Amazon WorkSpaces PColP Gateway IP il ZZRBL T<EE L\,

Amazon WorkSpaces 72 AT NI, KRY RD—DAT—ZAFIYV IONHEIEIAENRTVET,
COI—FTAVT4&, FT7VT—23208TOART—RAADT—22FRALT, XY RND—
I ERZTR—RNTERHNESHZRLET, RORR., 94T MOELIZHDRY ND—
VEBRLT, RYRNDT—DJARAT—RAQOK)FHBELI-ICT IO ELATEDEZRLTVET,

DZAT > NTINA AN S WorkSpace 7


https://aws.amazon.com/about-aws/whats-new/2015/09/amazon-workspaces-pcoip-gateway-ip-ranges/
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'i¢ Network X
@ Device connected to the network.
® Device connected to the internet.

® HTTPS connection established to WorkSpaces
service in EU (lreland).

@ Connection over TCP Port 4172 established.

@ Connection over UDP Port 4172 established.

@ Round Trip Time is in healthy range.

K 1: WorkSpaces V7 ZA 7 M. XY RD—OF I v Y

d—%—I&, Directory Service A ARZ IV RNTHEAET D TFALIKN), BEEHRTAL UK

DoOJ4 B8 EREL T, 9547 MH5 Amazon WorkSpaces H—E AN DELZEFHKAL
F£9, OJ A VEHIE. FBREEhTVSJ—2 3> 0O Amazon WorkSpaces % —E ADRRIES —
NI AI(Z HTTPS & H Ti%EfE WorkSpace € E ¥, Amazon WorkSpaces ' —E ADFRIET — ~

DZAT > NTFINA XD S WorkSpace 8
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TIA, ICBEEMN TS NEESED AWS Directory Service IV ARNTININT 74 v U REEL
£ 3 WorkSpace,

Il Z &, AD Connector ZfffH 9 33B4A. AD Connector FFREE) VT AKN%E AD H—E RICERE
BELULET, ADY—ERAGAVTLIZIATE AWSVPC TEAFVEHA, FHFMICOVWTIEE, COR
FIXMNDO "TADDS F7O42F VAL 29232 ESBLTLKEE V., AD Connector (& 52EEE
HERFELT., AT—RNLA7OFELTHELET, TN, AD Connector & AD H—/V—
ICERTDENTAXRTT, AD Connector &, AD Connector DERKFFIZESZEZ L = DNS H—/\—
ZEALT, EHEODAD H—N—%&ZRELET,

AD Connector 2L TWVWT, F4LIRMNJUTMFANERICE>TVRHEE, MFA =02 F
TFALIORNIY—ERRBIAOBICFIYVIENET, MFARIENRBKL £35S, 1—HY—0OJ4
& IE AWS Directory Service ICEEE NEH A,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#web-access-ports
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html
https://docs.aws.amazon.com/workspaces/latest/api/API_WorkspaceAccessProperties.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/web-access.html#configure_group_policy
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Amazon WorkSpaces X%/

Tags enable you to associate metadata with AWS resources. Tags can be used with Amazon
WorkSpaces to registered directories,
bundles, IP Access Control Groups, or images. Tags assist with cost allocation to
internal cost centers. Before using tags with Amazon WorkSpaces,
refer to the Tagging Best Practices whitepaper.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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https://docs.aws.amazon.com/cli/latest/reference/workspaces/create-tags.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/delete-tags.html
https://aws.amazon.com/workspaces/
https://console.aws.amazon.com/servicequotas/
https://console.aws.amazon.com/servicequotas/home/
https://amzn.to/3rMkD5g
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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¥, EBSARUI—AR12BECECABNICAFTY T3y hEnET, AFVv 723y &
AWS Managed S3 /N7 Y MICBEIWICHRTFE . Amazon WorkSpace BEEXR-EERE NS
BICEATIET,

Windows 1 > 7L —AT7 Y7 JL—RICETDEEEE 70


https://docs.aws.amazon.com/workspaces/latest/adminguide/upgrade-windows-10-byol-workspaces.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/upgrade-windows-10-byol-workspaces.html
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https://docs.microsoft.com/en-us/windows-server/storage/folder-redirection/deploy-folder-redirection
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj154097(v=ws.11)
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-r2-and-2012/jj154097(v=ws.11)
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/install-enable
https://docs.microsoft.com/en-us/windows-server/storage/data-deduplication/run
https://docs.microsoft.com/en-us/windows-server/storage/file-server/volume-shadow-copy-service
https://docs.aws.amazon.com/storagegateway/latest/userguide/CreatingAnSMBFileShare.html
https://docs.aws.amazon.com/storagegateway/latest/userguide/CreatingAnSMBFileShare.html
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https://docs.microsoft.com/en-us/previous-versions/technet-magazine/cc137720(v=msdn.10)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/technet-magazine/cc137720(v=msdn.10)?redirectedfrom=MSDN
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/modify-workspaces.html#limitations_increasing_volumes
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https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-metrics.html
https://docs.aws.amazon.com/workspaces/latest/api/cloudtrail_logging.html
https://docs.aws.amazon.com/workspaces/latest/api/cloudtrail_logging.html
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https://aws.amazon.com/ecs/
https://aws.amazon.com/eks/
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https://docs.aws.amazon.com/cli/latest/reference/workspaces/migrate-workspace.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/rebuild-workspace.html
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COtY> 32Tk, Amazon WorkSpaces DH—ERAZFEATI2RICES{LEFAL TF—XZ R
BIDHZECODVWIHHALET, BEEBEREBOESL. SR ANORY NI—IFTIEAZR
BIDEHOEFIVTATIL—TOEBICOVTHAL ET WorkSpaces, c DtV 3> TR,
FEETEDTNAREIP T ORI NA—=ILY I —7 WorkSpaces ZFEAL T, NOIL> RF/N
AAT O EAZHEIDHFECODVWTERBLET,

AWS Directory Service TDFEEE (MFA HR— 25 0) ICET2EMBHRIE. CoEI>a2ICRE
HEhTLWETY,

EEPRDOEEIL

Amazon WorkSpaces &, BS{LZFEAL T, BEOET X ETLERM EiEP) OBEMHZREL,
REPFOT—X (BELEhi) ERELFT WorkSpaces, Amazon H'Exi%x WorkSpaces 1 (Z fF F
TEIRSOZERBEOTOEAICOVTE., AToEI>a>THBEALET,

RERFOES{LOFMICOVWTE., CORFIXD MO "EESIL WorkSpacesy 20> a2 &5 RLU
TLEEL,

EREEH
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WAL RN TR E, BT — MV ITAEELU HTTPS #4271 L T OAuth20 h—O 2 &2 FRY
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V24T R SRIAFEREZ TS &, FAT— NV T A RBFFEEREY) 2 T A ~%& AWS Directory
Service (ZI%(E bﬁ?‘o Faal 7 — NI I 4 A5 AWS Directory Service NDEE & HTTPS BHTT
bhadizd, 1— WAIEBRE 7L —TFARTEFTENEE A,

o — Active Directory Connector (TAK)

AD Connector I& Kerberos Z AL TH 7L ZAAD ENREIEEHBEERI T D=8, LDAP
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https://en.wikipedia.org/wiki/Kerberos_(protocol)
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_ldap_client_side.html
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https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#network-interfaces
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FAN)FTATIN—TIN—INE2TEZLETRHEITZD_LEHEOHLET, EFXF1 VT 4TI —7 D5
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WorkSpaces 1 LV NV ELEEBRFED ICEF1UT 4 JI—TREMTDHFEOFEMOVTE
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£, PSOHEINT T 1Y U %EHFIRTSICIE WorkSpaces, H—ERABEICHELBENDR—MNE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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VE—TIAAEIIVAN)EZROTEXRT,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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search : 192.168.30.113 Add filter (2] 1to10f1
[ ] Name Network interfa Subnet ID VPC ID Zone Security groups Description
[ ] eni-09ac2dbcd...  subnet-0f0d2d.. vpe-Oda3fcbbe.. eu-west-Ta d-93672fbcce_workspacesMembers Created By Amazen ...

Network Interface: eni-09ac2dbc000840eac

Details Flow Logs Tags

Network interface ID
VPCID
MAC address

eni-09ac2dbc000840eac
vpc-Oda3fcbbcef4a19855
Oard4:c6:04:c2:02

Subnet ID
Availability Zone

Description

subnet-0f0d2d4b9696bb8e2
eu-west-1a

Created By Amazon Workspaces for
AWS Account ID|

Security groups ~ d-93672fbcce_workspacesMembers. Network interface owner _
view inbound rules. view outbound rules
Status  in-use Primary private IPv4 1P 192.168.30.113
Private DNS (IPv4)  ip-192-168-30-113.eu-west- IPv4 Public P -
1.compute.internal
Secondary private IPvd IPs - IPv6IPs -

Disabled Sourcerdest. check  true
eni-attach-00e22b8db1897f1dd

368321020290

Elastic Fabric Adapter

Attachment ID Instance ID -

Attachment owner Deviceindex 1

Attachment status  attached Delete on termination  false

Elastic IP owner - Allocation D -

AssocationID - OutpostID -

K 21: MFA A"BMIZ% 2 TW3 WorkSpaces 7514 7> b

XY ND—=0F70A vO—-IL'JAK (ACL)

ZYRD—U ACLs &, ESICBIOT77ATOA=)OEBNEMICED Y, FEEICEMETTO
ATR—BHUICEREN, RANTSI9T1AELTRBESERAEhELA, XY NT—Y ACLs A
VPC HDHTZRY NZTRYFENDE, OSIEFILOLAV—3 (Y ND—0) TETOHEEICE
B%EYTET, Amazon WorkSpaces I Directory Services TEREFTENTWVWB ®H, 2 20H T XY
REEBRBTHIHENHVYET, XY NJ—72 ACLs & Directory Services & IEBIICEEE N, XY N
J—% ACL I& #"E|v) HT WorkSpaceskH7ZXY hD 1 DEWFICEI) HTShBAEMEN HYE
EP

ATF—KNLAT7Z7ATIOA—)HNBRELRZEFE, TYRNI—TJACLs FEFI1UFA1ORANTSY
TAATE, RANTZUVF1ARELT, T7#)L|\‘“"""Eiﬂ7{.'€7‘y RJ—% ACLs ICiz 5 hi=
TE, Y7RYRNZEIIRIATATVRZ L EBRELTLKEETV, XY NDJ—9 ACLs FERIL 1=
EBYICBELBEWVWESE., VPC7O—OJZFALTIRNZ 71V 0 ZSMITBD e zRiFLTL
EEW,

AWS Network Firewall

AWS Network Firewall IZl&, AT A7 EF21VF4TIN—7EZY NJ—%2 ACLs N2 T2
BELUANCE, JARNIDAYET, HTTPSR—ADT I TH A NOH—/N—F#KRE (SNI), BAR

XY RND=OF LA MAO—-I)LUAR (ACL) 87


https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/network-firewall/
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TR, J7PATOA=ILIVRRANAOHTZRY NEBRIOA > R—FY NEAL—F12T
ICET2ERBEHZMALGRILENLET —FTIOFYZERBETEXRTHN., YILF VPC /T TR,

T 7ATO#*—=)LE Transit Gateways T RiIRA > N EfBAHREA 2 ARDY S 3> VPC OFIR%E
EXTEEXTY,

REt>FUF
SFUF 1 BENBA AR CAOOY VR D

¥ 117 4 WorkSpaces I —7@FTF7 2 ) KTHEBEN, AT—N7ILTHDEH, F74)
ROEFIVFTATIN—TREANIRRNZ T4y O ZFALEEA, DFVY ., WorkSpaces 1
VAR ABREESSICRETIEOICKRETILEN HBHIEMOREEHYEFEA, INTOR
S74Vv0—FATBDTIONNIVRIL=ILNE, TN I—AT—AICEETIHLESHZERFLE
T, BlZEE, R—KN443ADITXTOTIRNNIURRS T4V I EBFEZEOT RLAICETTZN
NE&EETT, £/, LDAP NDiFEE 389, LDAPS NiFE L 636, SMB DFEIE 445 5 &, R—bMD
A—AT—AICHETIHED IPHEZERIDLEZHHHLET, L, REOBMSICE
BEROIN—IIDEBILBEZDZEEN BB D, XY ND—UACLs TG T7ATIOF=INTTZ4TF
JAENULTERYBHICHNTEET,

>FVF 2. 42NN T2 REIS

—ENEH{TREHYEEAN, KYNDT—IRSTAVINNODANDY RTHBEhD Z L
H&H')£F WorkSpaces, Hlx(E. WorkSpaces 7T A 7 NN EHRTERVWEZIZA ARV A
ENVT7—2921Ck, REOVE—RNERENIYVETT, cOXSLHFEE. WorkSpaceD HA
AI—ENIOEF1VFATIN—TADAL2/)NJ> RTCP 3389 Z—RMICEMICTEIONKRET
¥,
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E51 20 FVFR, —TENEA VARV ALK > THEAES DM R NUEEEEEE
BEHOINY REETIDEBRIVIRNTT, ANV ROBEDEFRERSN ARV ANSED
R—RNEDOKRS 74V O BRETDCERFRKGENICRETEXTITHN, AWSTHUY NOEBROTTS
AC/ICEATESDLS, FALVMNIBREICTEYFENEEMOEFIVFT 4TI —TThzlT
SOHIRANTZIOT4ARATY,

BRI, AT—RTZIR=—ATRBEVWRY NT=OKRZT74v 08BV, ZEHNATITZTIXZI
R—RNZEETIHBEN HYVET, JIVERTVIVT RN RBTREER. BERESOREIRERRZH
MLEAS, PBESEE—BHNIC—BR—NEHATTIONIRANTZIT1ATT,

>F VA3 BE— VPC BRE

N7 7' 04 ZE%E{ WorkSpaces % (AT —U>2IJ7Z 00 VE—O VPC BE) IZIF. RER
(CMEBID VPC ZHBELBEWVWESD, D VPCs ND#ELKIFE VPCET ) J2EHAL THEILTE
F9, EEL, 77A4F7I73—=)ILIVRRAVNOBEROHTTZY MK, ThSsOIY RKRAV K
ICRREE NI —T 17 &, Internet Gateway (IGW) DT L AN—TFT 1T ERL TERTS
BENFHYVET, T5LEVE, BRETIHBEEHYEEA, TXTOHY T XY MY VPCCIDR 7
Ay o£&ZzRATEE,. BFOF7O0ICKERATEL IP AR—AFEVAREENF HYEFT,
COEIBHE, T7OAMNNBRTEBATITICAT=ILENTVDESD, >FUF 405D
BLTLVSAREMNHYET,

>FUF 4 —ENLRE

Z<DFE,. AWS U—2 32 0EHBO EUC 704 TEEE ., AWS Network Firewall ® A7 —
RZILILN=ILERT—RLAL—IIOEBZFRILLET, ZDERETTIE Transit Gateway 7 X Y F
XVRE, TNSOTERYFAVRNENLTORRETEDIREIN—FT AV 2FERATILENHD
=%, BEF D VPC E7 (& Transit Gateway ICBEZE#ASNE T, COREICE LY SELFEN T
Hbh, F7#I) KD WorkSpaces TV ARV IV AZBAZEF1 )T AN ABEICEYNET,

BETSFUA 89



F704 ORANTZ T 14 & WorkSpaces AWS 7R A hR—/N—

’ Aws Cloud
E EUCYPC [10.0.00, 1.y, | Destination | Target
D T |, E nspection VPC [10.54.0.0/15)
0.0.0.00 tgw-id-x | i
B S ORI S AR A
InspectionRoute Tables | BB o suones (10640.0128) : GW subnet (10.64.0.16/28) | | |
Destinaton | Target ! — ' —
1 [y =2)] i ml
10.64.0.016 | Local ! ‘;L:J/ 1 \L/
H tgwr-id-1 : tow-id-2
0.0.0.00 pe-itx
Firewall Route Tables | I Firewsisumner1064032/28 | ¢ [0 Firewsn subner (1064
Destnation | Target | @ @
10640018 | Local = =
! Finewiall Endpoint 1 Finewrall Endpoint
0.0.0.00 tgw-id-x ! et : Ve

| NAT Route Tables

Destination | Target
10.0.10.0M6 | Local
0.0.0.0/0 nat-id-x

Destination | Target

10.0.10.0118 | Lecal

0.0.0.000 igw

B 22: Transit Gateway 7Y FXAV N ZFERALEY > TINT—FTOF+

iE 51L& & WorkSpaces

% Amazon WorkSpace l&. JL— KR 1—A (Windows A RS 4 7, Amazon Linux )L— bk
WorkSpaces) WorkSpaces & 1—4'—7R1) 12—/ (Windows i KRS 4 7 WorkSpaces. Amazon
Linux A7R—A) T7OEY 3”2 J&E hFET WorkSpaces, BEH 1t WorkSpaces & N - #aE (- &
V), —AFEREEEFOR) 1 —LZES{KLTEET,

EHLehdE0

REFICRTFETNZT—X, RUI—-LNODT A AT AHA (110), BrCBESLEhizRYI1—-A
APESERENEARAFTY T3y NEIXRNTHESILENET,

ESLEWVWDI2IThhETH ?

NDEEB1LlE. . WorkSpaces volumes Z BN IC D XA ES{LTE D (fERK) & & IZHEE WorkSpace 3
BDYUEN B ET WorkSpace, BERICAR) I —LDBESILAT —XAZEETD_LE@FTEEL
Ao XORE, LW OREBFRICHES{LEZEIRT S %D Amazon WorkSpaces AV —)ILR—
ZRL TWERT WorkSpace,

g 51L& & WorkSpaces 90
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WorkSpaces Configuration

Running Moda

Choons Pow you wil 7N S DAy for your WorGDAGRS, LAt manm ner

23: WorkSpace JLl—hR) 1 —L DS

LW IFEDKSIZ WorkSpace BBt nETH ?

BEKIE. Amazon WorkSpaces 1V —I)LE Lk A5 AWSCLI, FERESEFEENFLLV 2R£H
9 % & E(Z Amazon WorkSpaces APl Zff L T, BE&1t WorkSpaces 7723 Z&IRTEET
WorkSpace.

R I1—-—LAZES{LTSHIC, Amazon I AWS Key Management Service () ® CMK WorkSpaces
EEALETAWS KMS, F7 # )L MM AWS KMS CMK &, WorkSpace A"U—2 3> THlH T
BehieZ2lERENET, (CMKsIZIED =232 A0—=7DHYNET ),

BEERE, BStEhic TEATIHAIN—EBEEBEOCMK ZEKTHCEETEFT
WorkSpaces, CMK &, Amazon WorkSpaces H—E A#"'& WorkSpace RJ) 1 —ALADBES{LICEHA
TRIT—XF—ZBESIITDLEHICEAETNET, (BEEBLERTR, RUI—-—AZBESLITZDE
Amazon EBS T9 ), BED CMK OFIRICOWVWTIE, AWSKMS "TUY—RUV#—&, Z3RL T
<EEV,

(® Note
EELENE ASODHAZLA X—D DERK WorkSpace EHR—KhEnTVERA, &
7=. WorkSpaces/Ll— AR 1—LADOESLZEMICLTEHITS L, 7O a_-_>JIC
BRK1BEIMDDIBEENHYET,

#FLW IEEDKSIC WorkSpace BES{bEhE3H ? 91


https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/kms/latest/developerguide/resource-limits.html
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WorkSpaces BES{t 7O AQOFMIC DWW Tk, "Amazon A" WorkSpaces Z#H 3% AWS
KMSHEZE) 25RLUTLKEEV, BSLEhiz OUIITARELKLEEZhTVSD L /R
57=%IC, CMK WorkSpace DERAEZE_Z) U T2 HFEERFLTLSEE L, AWS KMS F—
EF—BF—0FMICOVWTIE, AWSKMS ") R—DJZSBRLTSEZL,

FTORAOANO—=LUFAT2 a2V EEETEDTNAA

Amazon WorkSpaces Tk, EDITSAT U RFNA AN LT IO ECATEDI N ZEBEITHLEOOF
72arvEBERICEMHL TVWET WorkSpaces, HFHiE, EEE N7 /V1 A WorkSpaces N
DT IEADKZEFRTEET, FOXIIAAEZEZFEAL T, macOS & & T Microsoft Windows
PCsHhS5 NDT Ut A%ZFFA WorkSpaces TEEJ, £/, i0OS, Android, Chrome OS. Linux,
EOUSA4T > h, 8K WorkSpaces Web Access VT A T RADT O ARFAIEEET
OYJ92CLETEERT, cNSOMEICKY, EFIVTF 1 EHEESSICHETEET,

TOEAA NO=LAT7TT 3>k, 1—H—5 Windows, MacOS, iOS, Android, ChromeOS,
BLREEOAIZATORNEDDIZ AT N WorkSpaces 'S ICF7 VRT3 00FHLWF7OA4
THIMIZEVY) EFT, Web Access F 7= I& Linux WorkSpaces 7514 7 N aERALET VAR,
#FL W WorkSpaces 7’04 TRF 72N TEMCHE >TVWEWES, BRICTIHEN HVE
C

BHENETFNAANZ—IRFNAAEEFRRENET)DPSOLETF—XTIOEAICHRF &S
BEE., BUBAAELERF ODEEENETFNAANDT VA% H|R WorkSpaces TEE T, <D
HEEZBRICT D E., Amazon IFFEEAER—ADFREE WorkSpaces ZEAL T, F/IN1 AN EHEE
NTVBIDLESHZHHTLET, WorkSpaces 7T5A T RTF7Vr—>3a ik, FINAANERE
TNTVWBRCEZBRBTERVEE, FNAAANODOTVAVFEEBEKEZ7OYILET,

EETEZTNAADYR—KE, ROIVZATRNTRATERY,

« Android WorkSpaces # & U* Android E#:0 Chrome OS 7/ ATX4T&E 1% Google Play ®
Amazon Android 724 7> N7 71 https://www.chromium.org/chromium-os/chrome-os-systems-
supporting-android-apps

« WorkSpaces macOS 7*/V 1 ATRITE T3 Amazon macOS Client 7 7°1)

« WorkSpaces Windows 7*/N 1 A TR{TE 11 TL S Amazon Windows 95 A 7> N7 7"V

T OEATERZT/INA AQOHIEOFFMIC DL TIE WorkSpaces, "EFETZEDT/N1M1 A
WorkSpaces N TV EZADHFIR, 25RBL T EEV,

TORAAYNO—LAT2 a2V EEETERTNARA 92


https://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-workspaces.html
https://aws.amazon.com/kms/
https://play.google.com/store/apps/details?id=com.amazon.workspaces
https://www.chromium.org/chromium-os/chrome-os-systems-supporting-android-apps
https://www.chromium.org/chromium-os/chrome-os-systems-supporting-android-apps
https://docs.aws.amazon.com/workspaces/latest/adminguide/trusted-devices.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/trusted-devices.html
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® Note

EHEENET/NA ADFEHAEIE. Amazon WorkSpaces Windows, macOS, & & T Android
DZATRNCOHBERENE T, CO#BEE. Teradici PColP Y7 RV I T7HKRTE/N
AIWNDZ4F >, TeradiciPColP €OV ZA4 7K, ROP VZAT7 >, DE—KRFA
ONYTTTVr—23> i E, Amazon WorkSpaces Web Access 754 7 N, £ild
H—RN—FT1—OFA4TNIERERAEhEE A,

P 7oA NO—=ILTIN—7

IP7RLAXR=ZAQOOA NOA—LTIIN -T2 ERATHE, BEREGEETED IPT7RLAOT I —
TEEZBRVCEEL, EETEDXRY MNI—JI2#FL TWS WorkSpaces HEIC D& 1—H'—
HICTIOEATEDRSICHBYET, COMBER., BEZENEF1IUT1EFHZRY)FMICHET
DDICK’ILBEET,

P 72X NO=ILTI—71&,. WorkSpaces 4 LIV NJULARITEBMTEEXT, PT7Vt
AOAMNO=LITIN—TOERZRBITDICIEE. 2 D0OFENHYET,

e IP7O+A MA—)ILR—2 —WorkSpaces XXX NAY—=IAS, IPFTOEAIV N
A—IIAR=ZICIPTFIOELAA NO—LITIL—THEEKTEET, L=k, 7OLATEEEIP
FRLAFEF IPEBEZANTEIET, chsnJIL—7 2B WorkSpaces TEE T, _h
SOTIN—T1. EHOHMR—2TTFALINJICEBNTEERT,

« Workspace APls — WorkSpaces APIs 2L T, JIL—70OEKR. HIER, ®R, 7oA —
IOERRHIER, FALIRNIASOTIL—TDEBMPHIBRZETS CENTEERT,

Amazon WorkSpaces BEFL7OFATIP 7OEAAY NOA—=IIITIN—72ERA TS HEOFHMIC
20WTR., "TOIPT7OEAO NAO—)LTJ)L—7 WorkSpacesy ZZBL T &L\,

Amazon ZFERLETZ X)) T FIF0OT 528 CloudWatch

XYRND—=D, —N—, AJOEZZVT&, AVT7ZARNTIF ¥ ICFARBELD T
¥, Amazon 27704 $2HFEKE. 704, BICALDO OLENBAINAEERAT—RA
ZE_AR') > WorkSpaces T2 XEN B V) FF WorkSpaces.

P72+t O—-LTIL—T 93


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-ip-access-control-groups.html
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@ Amazon CloudWatch X k1) 2 A WorkSpaces

CloudWatch @ X K1) 2 A WorkSpaces &, {B% O OEEHWBEANINRAEERZEAT—RAICETS
EBMOA YA NE2EBECRBEIDLSICERFTENATVWET WorkSpaces, X MU TR, Z&
WorkSpace, £LERBBEFEDT 1L T M KHNDHER WorkSpaces IO ITNTOH IZXHL TEFFENE
¥,

chSDOXARNUDT A, §NXTO CloudWatch X M) AEFHIZ, AWS Management Console
(RXRNORZESR) THRIRTE. CloudWatch APISiZBRHTF VAL, CloudWatch 7 5 —AX%»H—K
N=—TFTAY—=)LTEZRIVITEET,

Title: ConnectionAttempt (Count), ConnectionFailure (C =~ Sum 5 Minutes ~ O
10 ]
8 8
7
6 6
4 5
4
2 3
o 2
7/08 7/08 7/08 7/08 7/08 7/09
19:00 20:00 21:00 22:00 23:.00 00:00
Left axis units: Count Right axis units: Count
[ ConnectionAtternpt [l] ConnectionFailure B ConnectionSuccess

24: CloudWatch metrics: ConnectionAttempt / ConnectionFailure
T7A)RTR, UATOXRNUDANFBMICEZ2THY, EMBREBELTRATEET,

« FIFATT8E — WorkSpaces AT —RAFIVIICKRETD . COXKNIVIATHIRENE
9,

« EE —RAUAT—RAFIVIILREBELEVE. COXNUTARAICHDRENET,
WorkSpaces

« ConnectionAttempt — (2% L T{Th h Iz #E#HEE T EE WorkSpace.

« ConnectionSuccess — X Ih U iz #E#cal 1TRI B

- ConnectionFailure — KRB U 1= #8017 O B

- SessionLaunchTime — WorkSpaces 724 7> MMZEL 2 TRIEE NS, Y > a > OBERBICHD
2 B,

- InSessionLatency — WorkSpaces 774 7> MMZ &> TRES LV #HEE /- WorkSpaces, 7
FATRE OBROZ U REND Y TERE,

- SessionDisconnect — 1—H—IZ &k > THKAETh, BBNICEALShizEY> 3> 0.

TSI, RORIRTRSIE, PZ—LZERTEET,

@ Amazon CloudWatch X k1J 2 A WorkSpaces 94
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Create Alarm X

1. Sedect Metric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the details and threshold for your alarm, Use the graph on the right to help set This alarm will trigger whan the biue line goes up
the appropriate threshold. 10 or above the red Ene for a duration of 15
minutes
Name: ws_Connection-Fail-Alarm-d-926731
ConrectionFaiure »e 1
Description: Connection failure when signing inta V

Whenever: ConnectionFailure

for |3 consecutive periodls) B
Acnons Namespace: AWSWorkSpaces
Define what actions are taken when your alarm changes siate. Directoryld:  4.926

Notification Delete Metric Name:  Conne
Whenever this alarm:  State is ALARM
Send notification to:  Select a notification list 5 New tst Emerise @ Perlod: | 5 Minutes

Statistic:  Sum

+ Notification  + AutoScaling Action

K 25: WorkSpaces ##:t T 2> —® CloudWatch 7 5 —A%ZEK T 3

® Amazon CloudWatch 4 X2/ b WorkSpaces

Amazon CloudWatch Events # 5 DA X N Z2FEAL T, \OEELZOJA >V ZRR, BRE, ¥V
YO—R, 7—HhHA47., DL, IBETEET WorkSpaces, CDH—ERIF, "0I1—%—n0O
TAZOVWT, 94T MWANIP 7 RLA, ARL—FT 12T AT LA, WorkSpaces ID,

BLTEFALIRN) DEHREEZX U TEET WorkSpaces, fflZlE. ROEBWTARU NZE
FEHTEET,

« WorkSpaces AT A VAR N EFROSBRICOTE L TRETLEZT—H/A47 L, OTF =204
LTNZR—2%FL, ThosONZ—VICESV\WTTF O a>vaETLED,

s WANIP7RLAZFERALTI—Y—0oOJ1> 2% EL, RU>—2ZFEAL T, WorkSpaces
79t AD CloudWatch 1 R R A T TRDOH 2% WorkSpaces 7O L AREZF LT HS5D
TJ77ANELEFTF—RIOKAT IV LATRD 21— —ICHETLET,

« RUS—4E@EERAL T, ROZVIPFRLAASDIZAURTTUTr—23a>A0F It
AE7OYY9LFEY,

CloudWatch 41 X NOERABFZOFEMIZ OV TIE, "Amazon CloudWatch Events 11— —7 A
Ry Z25RLUTEEV, O CloudWatch 4 X ~ O FFMHIZ DL TIE WorkSpaces, _"Cloudwatch
Events WorkSpaces 2L T ZET_R) 2095, 25BLTLKEEL,

@ Amazon CloudWatch 4 X2 b WorkSpaces 95


https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-events.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/cloudwatch-events.html
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YubiKey Amazon ® H7R— N WorkSpaces

EMOEF1VTFALAVY—ZEMITZLHIC, BEREZERBIAZFALTY—IIPHANZER
BITDCELEZERIDCENDYNET, —BOEBEEKIE. Yubico TCNZTSCEZBRLTVE
¥ YubiKey, Amazon l&. IC&D DX A4 L/NAT— R (OTP) FB&E7'0O M)l & FIDO U2F FRBEE
AL O™ WorkSpaces ZHR— L TLWET YubiKeys,

Amazon WorkSpaces IFIH#E OTP E— RZHR—KL THV) ., OTP YubiKey T ZFHT B 1=
ICEBEERLGFIVRI—FS—HDPSEMOFIEFLEHEEA, I——EF 2001 —X
YubiKey IC7 XY FL, ¥—R— KA WorkSpace (4FIC OTP DANNBERZRT 41 —)LR) AT
T7A—HALTVWBEE#RREL, Od—LFYAY I MNERY FTEELTYubiKey. YubiKey
&, BIRLEZ71—JILRICOTP ZBEBMICADLET,

YubiKey & T FIDO U2F E— RZEH T % [Z1d WorkSpaces, BIMOFIEABETT, TU2F VX
AL KNZFATRICE, HR—FEZATVLS YubiKey ETILOVTIAAN I —F—ICRITENT
W3 &z L TS & L WorkSpaces.,

* YubiKey 4

* YubiKey 5 NFC

* YubiKey 5 Nano

* YubiKey 5C

* YubiKey 5C Nano

* YubiKey 5 NFC

YubiKey U2F @ USB UA ALV hEBMI-TBIZIE

F7A)IKNTIE, USB UAR AL U ik PColP WorkSpaces CX LU TEXMICEZ>TVWET, TUF
E—RZFRATSICEF YubiKeys, BRICTDHENHVET,

1. 41 2AR=)LUL#PColP (32 E'Y ) H® WorkSpaces I —7 R —EBAT7L—K, £
7zl& PColP (64 EY ) Fi® WorkSpaces I —7R) > —EBAT 7L —hFEHTHD
EZHERULET,

2. 714 L2 NJEE WorkSpace F =l WorkSpaces T4 L2 NUIZS ML TWS Amazon EC2 A
VARVAT, JIL—=TR)—EFEBY—)| (gpmc.msc) EFHE, PColP Y a > T IZBH
LET,

YubiKey Amazon ® #7R— N WorkSpaces 96


https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_32_bit
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_install_template_pcoip_64_bit
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3. 1—H—ICXBDBRENDLEEZZFF T T BHEE(CIE. [Overridable Administrator Defaults] (L& Z
AR BEEEOT7AIILRN) ZBRLET, ThEUADIEFZEEE. [Not Overridable Administrator
Defaults] (LEEFANDEBREDT 7 A N) ZBIRLET,

4. [Enable/disable USB in the PCOIP session] (PColP =Y < 3> T®M USB Z B M/EXIC T )
ZHEEXT,

5. [Enabled] (5%h). [OK] DIBICBRL £,
6. [Configure PColP USB allowed and unallowed device rules] (PColP USB MFF A& K FFAI & /s
WFENALADIIL—ILEE) ZHREET,
7. 8% ZiBRL, [USBRRIET—7 N ZAND (BRAX 10 EDIIL—I)] T, USB 7/N1 ADFFAJ R
NL—IZRELET,
a. &R)L—)L - 110500407, = Dfllk. X4 — D (VID) ££ S ID (PID) DK EHE T
¥, VID/PID DA EDLEBOERIE TF. < 2 Tlxxxxyyyy. xxxxik 16 XD VID,

yyyylt 16 RO PID ©F. OFITE. 1050 A VID T. 0407 & PID ©F, USB {EDE
#IZDOWTIE, YubiKey YubiKey "TUSB ID B Z#Z B L T &L\,

8. [Enter the USB authorization table (maximum ten rules)] (USB 3R5ET—7 )L Z A0 (&K 10 B®D
JL=—IL) T, USBFNAADQTOYIVARNIL—ILEZHRELET,

a. [Unauthorization Rule] GEEFRIL—I) I, ZOXFIZBRELET. chlF. ZRJANAOD
USB FNA AEFFFAEhD e Z2ERLET,

E

kg

® Note

USB &R —ILE USB IEEFBIL—ILZTNTNERXR10BEERIT D ENTEXT,
BEOIL—-INZ2XE3ICE, #tF () XFEEFERALUET, AER/ARHBRIL—IL OFEMIC
DWW Tk, "Windows F Teradici PColP 22T — 1T by Z#ZBLTLSEETL,

9.[OK| 20Uy OLZ%ET,
10T IN—TRI—BREDEERK, OREOTIL—TR)>—DEFH%E WorkSpace ., RV
WorkSpace Y > a>OBRARICAMICAVE T, JIL—TRIS—0OEEZEATSICE. X
ODVWITNAZRITLET,
a. ZBiEE L £ 9 WorkSpace (Amazon WorkSpaces 1>V —J)L T %&i#R L WorkSpace, 7 ¥
3> ., Bi2E WorkSpaces ZiBIRLET ),
b. BN > R7’O27 NT, gpupdate/force EABTLET,

BRENFBMCHED E, USB F/NA1 AL —ILERXETHIRANEZEE 1L WorkSpaces TWARWRY) .
R—RENTVBRIIXNTOUSBFNA RAZE ICURXALIRNTEET,

1

-

YubiKey Amazon ® #7R— N WorkSpaces 97


https://support.yubico.com/hc/en-us/articles/360016614920-YubiKey-USB-ID-Values
https://www.teradici.com/web-help/pcoip_agent/standard_agent/windows/20.10/admin-guide/configuring/configuring/#pcoip-usb-allowed-and-unallowed-device-rules
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YubiKey U2F @ USB UA A L% K EBMICT S YubiKey &, FTAKU2F E—RT 2RATEE
£

YubiKey Amazon @ #7R— K WorkSpaces 98
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A MRE1L

)L 7% —E A WorkSpace & E#aE

Amazon Tld& WorkSpaces, t2JL 7% —E A WorkSpace EE#MeEZEMIC TR T, 1—H—
FEPODIIVARVIVAZLYFHBICHBETERT, 1— -7 —EAKEZHFTTS
E. Amazon O ITHR—KRAZXRY T7TOD—0V0O—REZFBS T ENTEFET WorkSpaces, L7
H—EAMEEEEMICTRHE, 1I—H—IE Windows, macOS ., E7 & Amazon B ® Linux 754
TUORISEERIODAAY % 1 DL ERITTE £T WorkSpaces.

s WAMBRIEFIZATURNIFYYII1EhET, Chilky), I—H—REFRAEBHRZEZEAD
WorkSpace B §IC ICBEHRTEE T,

- ZHBE#HL F9 WorkSpace,

e DI—FRVI—LEI—Y—FKRII—LDOYH A XEEX L FET WorkSpace,
« OAVEI—=FT AT RAT (N RIL) ZZEL £9 WorkSpaces

- OETE—RZYVYEXET WorkSpace.

- ZHBEBELET WorkSpace,

NEBEEBSIUCEBBEF72 3021 —ICHFTLTE, #ENEIAMMOFERIHYELRA
WorkSpaces, BEE7OLANRTE D, OBEHEE WorkSpace IC & 2 T A" WorkSpace&
R1BEMNATEAKAEDZCEICEELTLIEEL,

RII—LOHA XZBPL, AVEI—FTA I RATEZEEL, RTE—RZYPVYERZD TS
23T, OEBMIOANRETZAEEN BV FT WorkSpacese RARNTZIT7 1A, &
VN7 —ERZBEMILTHR—NF—LOT—IV0O0—RZRSTETT, EMIANEBEOEIL
7H—EAE., BMBEOEAREZREICESTV—V70—7OCARNTHATEIHLEN BYET,
chix, ERAOEILT7H—ERAR—FI)%ZNL T WorkSpaces, £ lE % EDBEEFED Information
Technology Service Manage (ITSM) H—E A& DR EIZ K 2 TEITTE £ 9 ServiceNow,

EMICOVWTRE, "I—%—0t)L 7Y% —E A WorkSpace BEE#EEN ML) #SBL TS EE
Wo I—H—tIIT7H—EAOBEIR—ZILZ2BHICTRHICOVTE., "EILT7H—EAR—%
JL WorkSpaces ZfH L T Amazon ZE8{t32 1 #SBLTSEEL,

+ )L 7% —E X WorkSpace &2 ##E 99


https://www.servicenow.com/
https://docs.aws.amazon.com/workspaces/latest/adminguide/enable-user-self-service-workspace-management.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/automate-amazon-workspaces-with-a-self-service-portal/
https://aws.amazon.com/blogs/desktop-and-application-streaming/automate-amazon-workspaces-with-a-self-service-portal/
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Amazon WorkSpaces Cost Optimizer

Amazon WorkSpaces Cost Optimizer Y1) 1 —>3 2k, X T M Amazon WorkSpaces AR
F—REPTLET, EARRICELU T, WorkSpace ZREIARNMIEROFEVERAT> 3> (B
BEMELEBEN) ICBBNICERLET, cOYJI1—32(F,. WorkSpace ERRRNDEZ
RYTEDANDORKBEILIC®&ILS, AWS CloudFormation ZEAL T 24 BREC L ICERARRZE 2
WL, BcD 2ZMIDLEHICHEZAWS H—ERZBBNICTOED I VI ULTRERELET
WorkSpaces, &#F/N\—23> M 24 Tk, BEIFEO VPCICVYD1—>araF70O40L, V=23
VERTOAT IV EBRETEET, £, WorkSpaces B U@k L R— KX XF—2Z
DERFEFAEOBEE@MLELELE, EIlCCOVY) 1—2a2>0BI0ON—23 2 (v2.2.1 B
B) ZF 7040 ECENHBDBER. BEFAZY V0O RF 1 X2 MIHE> T Amazon WorkSpaces
Cost Optimizer CloudFormation A& Y JVZ2&E#H L., YU1—>3207L—LD—TUOHH/N—
TaveEmRELET,

NDETE—RICK2>T, TOEIKFOTTAMEFERD WorkSpace JREV) £, BIED WorkSpaces =
TE—RBEFRXODEHEY T,

AlwaysOn — OEHIFROFEAICK L TERAEABEREZ X VE T WorkSpaces, cDE—RIE, %
TZARVVTFTAYU MY 7 WorkSpace &L TEAL., WorkSpace BEIZRTHD ICRIFICT IV LAY
PRENHBDI—F—ICHRETT,

AutoStop — B¥ % WorkSpaces E2I(C DXV ETSHAICEALET, CcOE—RTE, BE
UCEHRBSET 0T « TREIZEY), F7UT—23 0 EF—ROREN REE Nd & WorkSpaces
FIELFET, BHFLEBEZRETSICIE, AutoStop i (BE) ZRALET. cOE—RE,
ANDN—KRBZALATIELADKEXELE TS 11— —I_HKIETI WorkSpaces,

RARNTZU9F 14 Ak, ERAMRRZER L. Amazon WorkSpaces Cost Optimizer &MY 1) 1 —
>avzFEAL T, Amazon WorkSpacesDRITE— REZKREIARNIROFVE—RIZERETS C
ETT, cOYV1—=3arik, 24 BB EIC AWS LambdaBi$i % U 9 Amazon CloudWatch
ARRNIL=)ILZF7O0/4LFT,

cOVYVi1—23arviE, LEVEICELEEZ, VOTEREAZEBEEMNOBERTET )L WorkSpaces
M ABNOBEBREFINICERTEERET, YJi1—arh 2EBEBEMNOEFER WorkSpace »*'5 A
BNUOBERICERTZES., YUI1—23 2 EBANHHET WorkSpace BB BN DFERICEHR
9. FRAENfLEVEEZTE 2 LBEICRYET, L. FBREFILEE., AWS Management
Console & /zl& Amazon WorkSpaces APl ZFAL TWOTCEFBTEETE XY, YJi1—>3>
@ AWS CloudFormation 7> 7L —KNIZlk, chsoZHzERITL, VN\N—HYIE—RTYJI1—
2AVERTLTILIOAF—23a>OLR—NEZRBTEINSXA—ZINEETFNATVET,

Amazon WorkSpaces Cost Optimizer 100


https://docs.aws.amazon.com/solutions/latest/workspaces-cost-optimizer/update-the-stack.html
https://aws.amazon.com/solutions/implementations/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/solutions/implementations/amazon-workspaces-cost-optimizer/
https://aws.amazon.com/lambda/
https://aws.amazon.com/cloudwatch/
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RICKRDATRNRTIN

V) 1—23a>FFEREFTI WorkSpace BT ZZB|LEBEVKRSICTBICEF. XTF—
Skip_Convert £ EE 0O X & WorkSpace 2L TUY—RAXJ % [CHRALET, DY
1)1—23> Tk, EVWSRITNIFIHTSNETH WorkSpaces, EVSRTRFREBREhELA
WorkSpaces, XTEWOTEHIBRL T, 0 OBEBZHREBRATE £9 WorkSpace, EfHIC DL
Tk, "Amazon WorkSpaces Cost Optimizery Z2Z8BL T EE L,

)—=23>OFAT A

F7AILRNTR, cOYJ1—>3a2iFk, AU AWS 7HU 2~ WorkSpaces T Amazon (C &R
NTWBTFALIORNIERF Y LT, FIAABERTNTO AWS IJ—> 3> WorkSpaces T ZE
“RIVVILET, EZRIUITBRAWS V=232 OV ARNDAANTA—RT, EZXV>Y
TB5AWS V=232 OAVREYIJARNZEELT, EZEV2 T332 -3 ZFRTER
ED

BEDO VPC AOF7O4

CcDY)1—232 Tk, ECSRARAVERRITITDEHICVPCHAMETYT, F7FIKNTE., V
)1—23a@HLVVPC ZERLETH, AHMNTA—RO—ZPLLTHTZYRNIDs &t
FAVFTA4TIL—TIDEEETZDZET, BEOVPCICF7O/TEET, BEOH T XY MC
&, ECS ZARAIN/INT Y- Amazon ECR VRS N THRARNENTWVS Docker 1 X— %)L
FRLEHDAEZ—FY NDIL—KHFDHYNET,

READ DT WorkSpaces

COY)1—=23a>TR, IXNTOEEZFELL =H D WorkSpaces REDBHICKFERAD KT T
& EJ, TerminateUnusedWorkSpaces A 71/NT X—& % CloudFormation 7> 7L —NCEET S
CET, COBBEICATNAVTEXRT, RANTTUVT 1Ak, ZO#HEEZE Dry Run T— RTH
NBAERERITL, BRLAR—PMEERL T, BTOXKREL T WorkSpaces N—I & h iz ZHERTS
T,

RIZEKBDATRNTIN 101


https://aws.amazon.com/solutions/amazon-workspaces-cost-optimizer/
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Amazon ® Amazon Connect Hi#E1{t. WorkSpaces

AR RN E—DI—2IVROIVRI—Y—TIIVARVIVAGBBEEETHIHLEN
HYVET A—FAANRTITRE, BHIPBERICE > THREYBBELIY ARV I ANERE
haP5Td, UE—RTFRAYVKNYTRATIAV RO Z—VY ) 1—-2302RTITRHEE. BF
RS T4V IONZY ND—VERIVEBREhBVES, FENT7 4 -T2 AREICHETRESR A
T=ILICHELET, COFEBRE., A—F1FLVRRAVIDSEREEY S IVICA—FT1FNR
n, ANU=Z2J7O0RNINTEHAENTI RI—Y—ICEBRET DO T, CDIL—FT1>
ZBEMTHDE, RYNT—DODRNMILRZYDIZE2TH—FTAFONT#—X 2V ANFBKRTFTLET,

COBEZERIDHER, EFeEYIaUPSRETRHETT, 2K, BFANI—LH
'Y alAaAsANTVWAE, 220KV E—I -2 hOUY—-ARINTEYZIVHOD
FRICBYET, CODENCKY, I-JT 2V RMHFRRLTVB Pl ZBECMHOIXNTOBEREY Y —
AeREBEYIIAVIIERLENS, BEEIVRRAVRIASIV RI—Y—ICEFZEEAN)—
SVUTEERT, COF—TAAREBEIUE., BEOBFIIARYIVAZARELERYERVEDICT
21, RANTZI9T1ARELTRBENATVET,

Amazon Connect ICld, BEEENESXAEH#ZE/ LI ISICEAVEDLEI NO—JL/VXEJL (CCP)
BNARIAAXTESD Streams API FAEEhTVWET, EBENfFO>F 732012, 5
AZLCCPABRENEEEZETEINESH ZHHTAHLETT, CNSOREICKY . 2F
CCP, Y2 a AHRAOAFA—FTA1FDIKD CCP, Y a>HAODKXTF1FLACCP ZRETE
F£9, BEBENCNSDOHARL CCPs, M Amazon Connect F—7F 4 F&HiE{t, WorkSpaces%&
SEATEDRSICBYET, CCPs BT SVHATEFEEND D, COREICKY, EEE
FEF—F1FDHKDO CCPURL Z 714 LU KNJICERM WorkSpacesTEE T, BRENTT TS

&. WorkSpaces Connect ARV N EZ—OI—J I M ICRUTERICRIAIEND &
WorkSpaces, WorkSpaces 724 7> NERBE A —FT1FDAD CCPURLZI—> I N
OO—ALNF72NRNT SV TEBNICRELET, CcOTI>3A2VICKY, XTF1TLACCP &
L4275 WorkSpaces Y 2 a OO ITXNTZAEL AN S, FFZ2I—2I2MOO—HILX
SUICEE7O-TEET,

—*70F VK
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NZTNDa1—F127

T INA AN WorkSpaces B Y —EAICERTELAWN, /10X 09F7«47 Q0 A NF—
WorkSpace T ICEBTERVEED—MHNBEEERITA T NOBEIC DV TR, Amazon
WorkSpaces BB HA RO "VSA T NEEBEODRNS TN 21—TFT1200 . R—=D%SRLTL
ZEV,

N

+ AD Connector A" Active Directory |C $##t T & 75 ()

« WorkSpace DARLAX—JERIZ—ORZTINa—TF127

« BE & WorkSpace X—o & iz Windows DRZ )W 1—F424
« F)\v IR0 WorkSpaces H7/R—K~OJ/\> K)LDYRE

s BEIEVWAWS U—=23a o ADLATUI—2BRID AR

AD Connector A" Active Directory IC#E# TE %)

AD Connector 274 7L ZAFALIVRNVIZERTRICE, AT LIARYRND—DODT7 74
To#—=)T, VPCAHDOEANDHTZY RO CIDRs ICH L THANTVRHBEDR—NAHBET
9o "ZFJF 1. AD Connector ZER L TH> 7L = A0 Active Directory Service N\ DFRiE % 7
AF> 92, ZZRLTLKEEV, ChSOFRBNFLEEATVWEIHLESHZTANTSICE. XD
ATYTEEFTLETD,

BRETANTDICE:

1. VPC T Windows 1 VAR A%z EHL ., ROPRBHTAVAZAILEHELET, BRYUDATY
TEVPC A AR ATRERITENET,

2. DirectoryServicePortTest T AR TP 7)o —23> &2 XD O0—RUTHBRLET, HEBIZIBSU
T. TARNTZV5—23> 2TETH-HNY—A]— RE Microsoft Visual Studio 77O T2
R7Z7AILHDNEENTVET,

3. Windows X > RZOV7 KA S, ROATS 3>z L T DirectoryServicePortTest 7 A b
T75—23a>aRITLET,

DirectoryServicePortTest.exe -d <domain_name>
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https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/client_troubleshooting.html
https://docs.aws.amazon.com/de_de/workspaces/latest/adminguide/admin_troubleshooting.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#troubleshooting-specific-issues
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/samples/DirectoryServicePortTest.zip
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-ip <server_IP_address> -tcp "53,88,135,139,389, 445,464,636,49152" -udp
"53,88,123,137,138,389, 445,464" <domain_name>

<domain_name> — 7 AL ARE RXA D DBBELARILDTFARNCHEAETNZZTLEBHRXA B,
RXABIBRAETNTVBREES, BELRILFETANERERA,

<server_IP_address> — A7 LEZARXAVAORAXAA NA—5—OIP 7 RL A, R—hK
FZHDIP7RLAICHULTTFARENET, IPTP7RLAFBAETNTVWEREES., R—KNETARE
hEtA,

CDTARTE, VPCH S RAAVICBERZBR—IFRAVTVWRHESH ZHMLET, TANT
TVTr—>32E, BNT7ALARLARILE RX A BBELARILEKRIELET,

WorkSpace HAZR LA X—DHERIZ—ORNZ TN 1—FT1>
o

Windows F /=& Amazon Linux WorkSpace BB B LV HARZRI A AXENTVWBEHEE, TO HSH
ABNLAAXR—=DZERTEETT WorkSpaceo HARLA X—=DIZE, ARL—FT AT AT A,
T7DT5—23a> Y78 II7, B8RV ORENEENET WorkSpace,

Windows HAZ LA X—DBERT DO DEHS, Tk Amazon Linux DAR LA X—D BER
ITRLEONDEHEBIRELTLKEET VY, AX=20EKTER, A X—20EKRERBIDAEIIC, INT
DHRZFHEN BT hTVBIHENHVYET,

Windows A" 4 X —4ERX WorkSpace DEHZFLL TVWD & 2R T S IZI1E. Image Checker
ERITTD L Z2HEHLET, Image Checker [&, 4 X—2 OIERK WorkSpace Bl T—E®D
TARZERTL, REEShEBBEEZRRIZDFECEIDHAA D AZEHELET, FHAICOVWT
l&. Tlmage Checker D1 AR—JLEFEREL ZSRLUTLKEEL,

FINXNTOT AN WorkSpace 192 &, "TREEICHIILELE, EVWSXYE—IHFRREH
TFTo DARLAN RILZERTEDRSICBYELE, ThUHUADEFESE. TANOEXBPESD
FEREBZEBEERBAL, FIXTOT AN WorkSpace &1 9 % F T Image Checker DETT
AOtAZEVIBRLET, A1 X—DZERTRHEIC,. INTORELBELTZHMRTIVBENf HBYVET,

FHIZ DWTIE, Image Checker THRHENEMBEZFERATADEOOE R ZSRLTLSEE,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#windows_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#linux_custom_image_requirements
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html#run_image_checker
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Amazon WorkSpaces H—E Rk, AT—R AU I T ANZIXE WorkSpace LT, DIRREZEHIMY

ICFITYILET, #SLAKRYAN WorkSpace XA LA —IZZEEThEWEE, WorkSpace &
BEEN—VEnET, COBBICRNITZ2—BROEEREIOESY T,

« LT 74— 3> WorkSpace A" Amazon WorkSpaces H—E A& BNORY KD —V#E K%
70v 2L TWVWET WorkSpace.

- O CPU EARANE\V WorkSpace,
« OOAVE1I—XEHNEEE O WorkSpace &L 1=,

« Amazon H—E RICIKETEDI—I T MEIE WorkSpaces T —E AN RITHOIRETIEH V)
FtA,

LTORSTIND1—F 14T ATY T Tk, WorkSpace Z EEBREICERTENTEET,

- £9. Amazon WorkSpaces AV —J)L »*5 ZHEE WorkSpaceLET, ZHEEBHL TEHLH
#& WorkSpace #Ff#R L VB Sk, RDP Z#EA 9% A, SSH WorkSpace Z £ L T Amazon
Linux IC#EHELET,

- BIoZ7’OKRNLT IZT YA WorkSpace TEZVWEEIE. Amazon WorkSpaces IV —ILA 5
% B % WorkSpaceL £ ¥,

- WorkSpaces #E#Z I TERVBEAKE, UTE2BRELET,

CPU ERXZMHFETD
Open Task Manager Zf# A L T, WorkSpace ® CPU FRAZEANEVWAESHZHMLET, TN
B, ROVFhADRNT TN 1—FT 10 FIEEH L THBEZMAL TSEEV,

1. RKED CPU ZEHEBELTWA Y —ERAZELLET,
2. BRAEFHEATVWR LY EREWIOELI—T 12T X417 WorkSpace ICEELF T,
3. Z@BiEEE L £ 9 WorkSpace,

E%¥ & WorkSpace Y—2 & hiz Windows D RSN 1—F 424 106


https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://aws.amazon.com/premiumsupport/knowledge-center/connect-workspace-rdp/
https://docs.aws.amazon.com/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/reset-workspace.html
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@® Note
=SV CPUEAREZZMLAEY., ERROATY T TEV CPU EAROBENERLAEVES
k. "TCPUNAOY RUTENRTVWEWEZIZ EC2 Windows 1 > AZXATEH CPU
FERAREZHITAICEESThREIVWTTA 2 ZSBLTLSEETL,

DA E1—XB%ZWHFET % WorkSpace

Workspace DA E1—XFENFEEEnZBER. TORBICRLET,

1.

Amazon WorkSpaces >V —)LZB&E. EEZEM WorkSpace UL TEFHMlZRTRLET,

2. A2E1—-3K8%E—L&ET,
3.
4. ARV R7OV7hNZREE, RARBZADLTREOIVELI—FFEZRRLET,

RDP WorkSpace Z#EAL T ICEHKLET,

a. BEINAATY7T20O0E1—RBE—HITBEHEER. RONZ TN a—-F12T010
AVICEATLSEE L,

b. BB —HLBEVESEWE. sysdm.cpl ZEAD LT ATAZ7ONT 1 Z2HE, OV 3>
DEVVDATY TIZHVET,

EE RBIRL, ATV 20001 -2 EMYRETET,
AV RRENLES, RAAM VI —ORABFEBREADLET,
. SkyLightWorkspaceConfigService N"SE{THIRETH D & 2HFE TS

a. FromServices 7' 5 WorkSpace, 1 —E ASkyLightWorkspaceConfigServiceh’"SE{THTH 3 <
EEBALET, TSTHRVISEEE, Y—ERXZRKRLET,

77AT7#4=)LIL—I)l DOt&:L

Windows 77 A 70 #—)LERITHOY —RN—FT A =T 7AT7T7#—=)LIC, ROR—NZHFAT
PIL—INHBDE=ZRELET,

R=BN4MT2DA4A2 NIV RTCP: AN =SV TEEZHWILET,
R—N 472042 )ND2 RUDP: A—H—AHNZARN)—-Z2TJLET,

« IR—K 8200 DA /)NJ> R TCP: 2EEBH LK VFREL £9 WorkSpace.

R—k 55002 DT I K/)NT> R UDP: PColP AN =327,

NOAE1—XZ =R T S WorkSpace 107


https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-cpu-utilization-not-throttled/
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TPATIA=IHFAT—RLAT7AIINEZU T2 FERALTVWRHEIE. —BR—N 49152-65535
EEVTUAR—"BEZHFILET,

T77ATIF—=IUDNAT—R7ZILT7ANRITZERLTWVWAHEE, IT7 T XZILR— bk 55002
FEECRAVWTVWERT,

7/\v J B ® WorkSpaces #7R—~OJ /N> RILOUNE

WorkSpaces BIf@Z N T 7/ 1—FT 14200356, 8% Z (7= WorkSpace & WorkSpaces
DFAT UM AVAR=ILENRTVWBRRANDYSOTN RILZPRETIHEN HVET, OJIC
E 2 2OEXRWEHATIVNFHYET,

- —N—@flo0O7 : WorkSpace D> FUATREHY—/N—THB ., ZhsSld WorkSpace
ThEAICEMREATVWESOITT,
« DSAT7NOOY: TV RI—H—HNF ANOEHKICEAL TVWBDT/N1 ADOY WorkSpace,

« Windows 7547 >N macOS V54T RODAEAO—HNINICOTZ2EEIAKRET,
s YOU9ZATRNEIOSITAT > NEOTZ2EBE LEBA.
« Android OJEO—AILNARNL—2 THEE{LE N, WorkSpaces VA F NIV ZTIY

F—AICHEBWICT7Y 70— RENET, Android F/INA AOOT 2R TEDNDE, TOF—ALA
NDH’hTT,

WSP #—N—@flonOd

INTOWSP AVR—FRE, OJT77ANZ 2207 ANZOVTIhAICEERAHET,

- 7754X1)O—>3> : C:\ProgramData\Amazon\WSP\& & T C:\ProgramData\NICE
\dcv\log\

—HA4 7T DFBFF: C:\ProgramData\Amazon\WSP\TRANSMITTED\

Windows TOOT 77 A I OFMEOCETE

OV OFMLARILIIIN—TR)—RE ZRETD & T, WSP Windows DT 7 7 1)L DFEHA
L X)L %& WorkSpaces KIREICRETEE T,

Ben OO 774 INOFHMEZZET SIZIFE WorkSpaces, Windows LY ARV IF 1 X %ZFEH
L T h_log_verbosity_options ¥F—%&RELF T,

FINY J A O WorkSpaces H7/R—~OJ /N> RILOURE 108


https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#log_verbosity
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BEEHELT Windows LZARNUIF12Z2RAEEXRT,
\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon [CBEIL £,

WSP F—AFELAEVEEE., GUVUYILTHA > F—2BRL., &BHENFTEITWSP,
\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Amazon\WSP [CBEL £7,

h_log_verbosity_options ENFELBEWVEEE. 21U Y UL THR > DWORD %iEiR
L., &Ruai&ENFFETh_log_verbosity_options,

6. TL W h_log_verbosity_options DWORD 20 v UL, HELZFMLARIICIELUT, #E
ZEROVTNLOBEICEELET,

o & 0 b=

c0—I5—
- 1 — 8BS

- 2— 1B

« 3I—FTNVY

7. [OK] Z#IRL T Windows L2 ARNUIF1 RZBRALUET,
8. ZBiEEE L £ 9 WorkSpace,

PColP H—N—@loO7
FTNXTOPColP AVR—FVNE, OJT77ANZE 2207 ANFOVTNAICEERAXKETT,

- 7754X1)AT—>3 > : C:\ProgramData\Teradici\PCoIPAgent\logs
« P—H4A 7 DOBFF: C:\ProgramData\Teradici\logs

EM Iz EIRE AWS Support TEXT 2154, PColPServer T—2 I M aFMBOTREET—RICT
PRENHDEENHYYET, ChZBRICTBICE :

1. ROLARMN)F*F—%ZBZET, HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Teradici
\PCoIP\pcoip_admin_defaults

2. pcoip_admin_defaults ¥—7T, XM 32EY b DWORD Z#RKL £7,
pcoip.event_filter_mode

3. DEZE3 T, (12 AFE I 16 EE) pcoip.event_filter_modellEREL £,

SEFETIC, 2S5 2O DWORD TEETEAOYLEWVETT,

- 0 — (CRITICAL)

PColP H—N—flloO% 109
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.« 2—(INFO)

« 3—(TNVT)

pcoip_admin_default DWORD A"FELAZVEE, QT LARILNE2F7FINT ICBYET, &
WMEOINFREICK2ES, OE%Z DWORD2ICERXTTACEEZBEOLET, ChiE, FBHIC
REL, FARAVBREEZFRVEIHEHETDLEHTT,

WebAccess " —/N—floO%

PColP & & T WSP (/N\—= 3> 1.0 LABR) M3FE WorkSpaces. WorkSpaces Web Access 7 Z 1
7> R STXHD H—EAZFEALET, WorkSpaces Web Access DOV & ICRIFENETC:
\ProgramData\Amazon\Stxhd\Logs.,

WSP (/N\—2 32 2.0 BARg) @35 E WorkSpaces., WorkSpaces Web Access DO & ICRFENE
9 C:\ProgramData\Amazon\WSP\.

9747 NMloOY

chsnOJEI1—H—N4EE 9T S WorkSpaces 754 T " SsEIBEhd -0, OJIEIVR
I—%—nAE1—2EICHVY)ET, Windows & Mac DOAT 77 A IINDOBFRIEXADEBY TT,

* Windows: "%LOCALAPPDATA%\Amazon Web Services\Amazon WorkSpaces\Logs"

* macOS ~/Library/"Application Support"/"Amazon Web Services"/"Amazon
WorkSpaces"/logs :

* Linux: ~/.local/share/Amazon Web Services/Amazon WorkSpaces/logs

I—Y—HIEBIZTEMEOHIEELZ NS TN 1 —FT 12T 920, FEO Amazon

WorkSpaces 774 7 NTHEATEZEELXOJRHEZEMILET, SESOTRRIE. B

ENBET, BHREOIXNTOIVTATo YAV TEMCRY KT,

1. \[Z$E4: 9 B A1IC WorkSpace, T RI1—4—I& WorkSpaces V54 7> NOEEKOJTEEEZS
MCTRIRENFHYNET,

2. IV RI—Y—GE, BEESYERL., ZFAL T WorkSpace, BEZBHRITILEN HYE
T,

. BEAOVRERTR. PHBRETNY ILARIILOFHME GHEENT A -V ATF—2KE) 28
COJ 774N ERENETT,

WebAccess H—/N\—@floOY 110


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#advanced-logging
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-troubleshooting.html#advanced-logging
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CHDRER., BRUVICATICBEDETRFENET, I— - RAROJERICEITSEEZEEIC
BRLULES, RKEZXOTT7AINDNERET DD, COBRTEEMCTIHENF HVYET,

Windows B0 —/N—floOJ /N> RILO BEUNE

— MGet-WorkSpaceLogs.psl AV U7 KNE, OH—N—GIOOTNY RILZTERPSRETEID
(&I 5 F 9 AWS Supporte AV NE, Y R—KNT—RATU I T AN AWS Support ¥ &
T, PSUIITARNTEET,

1. WorkSpace VZA T RNEEFEVE—RFAI MY 77O (RDP) ZFEAL T ICERLE
9,

2. BBOYYR7OVTRNERBLET (BEEELTET)
3.RMARY REFALT, OV RZFOVT RS RYIUT RN ERBLET,

powershell.exe -NolLogo -ExecutionPolicy RemoteSigned -NoProfile -File "C:\Program
Files\Amazon\WorkSpacesConfig\Scripts\Get-WorkSpacelLogs.psl"

4. CORIV7RNE, A——0FARAIKMY7ICOJNY RILZERLET,

CDAVVTRE, ROT7ANZZE8C zip 77 AN EEKLET,

« C — Skylight, EC2Config ProgramData, Teradici, 1 X2 A1 —"—, KT Windows
A% (Panther B &) ICEET A 7O L7 74N, Z7ATTLT7AI (x86)., H RV
Windows SO 7 7 A ILAEENET,

« CiXML—A>2Z2Z9FT4774)R)>T Import-C1liXMLIZ Z{EF L T Powershell (21>
R—RTEBXMLT77AIUHFEENTVET, Mmport-Clixmly Z5BL T EEV,

« Config —R{TEh3EF I Y IOFMOT

« ScriptLogs - AV V7 NOERTICETAO7 2R LET (FAEICKERSYEEBAN, AUV
TROBEEFNYTTEHOICRIEET ),

s tmp——RK7 AN (BETHIVENHYNET ),
« NL=RA—OJREFIENTY RF ¥ TFYHAERITEIET,

BEREVWAWS U—23a > ADLAT Y —EERITHAE

Connection Health Check 7 T 7 %4 K WorkSpaces Tl&, Amazon ZFH T2 I XN TOMBERH—
ERAILTVEATERZNESHZTREX<SHERTEERT, £, Amazon #" WorkSpaces Kl I &E
BEAWS U—232ONTA—XVAFIVIZITV, ENNFGELZI—HF—ICHSEET,

Windows O —N—@loOJ /N> RILOBEUNE 111


https://msdn.microsoft.com/en-us/powershell/reference/5.1/microsoft.powershell.utility/import-clixml
https://clients.amazonworkspaces.com/Health.html
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IVRI—Y-—OA0EI—FT 1T ICEHEBNELLNFHYET, HBE. KVT72ryAIT, F—
REX)BEICREBEL, V—H—04EMZEHDIEZBELTVSEHTT, VFURIY
E1—F42 0TI TICERBEINTVARANANZLF, IV RI—F—E1—FT12TICEHT
FEVET, Windows £/ Linux DFAT NY 7% Amazon TAWS V5T RICBITTRHET
WorkSpaces, fA#lET7—H—OEMEICHRIZAT—U2T0L, FNAALSOF—REFTICL
TEF21UT1EFHEZREL, BRUETFNARAZFEALT, ECHSTETIEATEDZR—XT
ILTFRIORNY TRD—H—ICREBTEXT,

Amazon WorkSpaces EBEED IT AT ABRTTOLAICHEEEND RS ICERETENTEY,
DERITARR=N—TE., ChZTSIEOORANTZITFAAICDODVTHBLTVET, CDKRY
A MR=N—OHARZAVIZRSZET, AWSTO—NINAVTZARNZIOF Y ETEDRAL
EhETRELCAT—ITES, BANMROSVITURFRAINY FFTO/4ZRRATEET,
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« PRIV II7 H—ER, YZF7EUC ARSI ¥ URARNIVHILE> N, DonTAK
« PRV IJI7 H—ER, YZFTEUC AR YURRNY Y I1—232T7—FFY
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