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https://www.infrastructure.aws/
https://aws.amazon.com/s3
https://aws.amazon.com/glacier/
https://aws.amazon.com/glacier/
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active/passive

| Backup & Warm | Multi-site
Restore Pilot Light standby active/active

« Lower priority use cases + Data live = Always running, but smaller + Zero downtime

+ Provision all AWS resources + Services idle *+ Business critical + Near zero data loss
after event * Provision some AWS resources + Scale AWS resources after event « Mission Critical Services

+ Restore backups after event and scale after event + Cost $%% + Cost $5%%

« Cost $ + Cost: $%
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https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/cloudformation
https://aws.amazon.com/cdk
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+ Amazon Elastic Block Store (Amazon EBS) A+ v 7> 3 v ~
« Amazon DynamoDB /\Y O T v 7

« AmazonRDS A+ v 723 vk~

« Amazon AuroraDB AF Y 7> 3 v bk

« Amazon EFS /\Y 27 v 7" (AWS Backup 0§ F K¥)

« Amazon Redshift A7 ¥ 723 v ~

» Amazon Neptune A+ Y 7’3 v N
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/codepipeline
https://aws.amazon.com/codepipeline
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_CommonTasks.BackupRestore.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/USER_CreateSnapshotCluster.html
https://docs.aws.amazon.com/efs/latest/ug/awsbackup.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-snapshots.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-overview.html
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» Amazon Elastic Block Store (Amazon EBS) 7R 1) 1 — A
« Amazon EC2 41 ARV A
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ZE20)

« Amazon DynamoDB F—7'JL

« Amazon Elastic File System (Amazon EFS) 7 7 4/ L AT A

+ AWS Storage Gateway 7R 1) 1 — /A

« Amazon FSx for Windows 7 7 4 )L —/\X—# & U Amazon FSx for Lustre
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https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/s3/features/replication/
https://aws.amazon.com/backup
https://aws.amazon.com/ebs/
https://aws.amazon.com/ec2/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/efs/
https://aws.amazon.com/storagegateway/
https://aws.amazon.com/fsx/windows/
https://aws.amazon.com/fsx/lustre/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/delete-marker-replication.html
https://aws.amazon.com/cloudformation
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Backup I&. 1 VARV ARAT, BREBHDIRBLTSAR—KNIFITR(VPC), E¥a1UFT4J
L= IAMO—=)L, FEZRVIERE, RITBEDART—REREBIVCEBHRLET, L
L., COBMXRTF—RIE, EC2NYIOTY7TZERLU AWS U—23 VBRI R ERICOMRMA
LET,

KENKA)—2a NV ITYTELTRELET—RE, 7TALFA—N—KBICEXTIL
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/CopyingAMIs.html
https://aws.amazon.com/backup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/sns/
https://aws.amazon.com/sns/
https://aws.amazon.com/lambda/
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AWS Backup

Performs backup and restore
of volumes

Amazon Elastic Block
Store (EBS)

N

Request to test restore from a
backup

Sends notifications about job

status
Performs cleanup

V -
@f[ :>5é
Invokes Lambda for testing
restore and cleanup

Amazon Simple AWS Lambda
Notification Service

Users notified about status

changes

AWS General
User
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https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://aws.amazon.com/s3/features/replication/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn.Cnsdr
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication-time-control.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-managing.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.Promote
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/pseudo-parameter-reference.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/conditions-section-structure.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Hibernate.html
https://aws.amazon.com/cli
https://aws.amazon.com/getting-started/tools-sdks
https://aws.amazon.com/autoscaling
https://aws.amazon.com/route53
https://aws.amazon.com/route53
https://aws.amazon.com/route53
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/welcome-health-checks.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://aws.amazon.com/global-accelerator/
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