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Migrate Data: your-workdocs-site-alias X

This action will transfer all folders and files (along with file versions) frem the WorkDocs site data-migration-
pentest-2 to the designated $3 bucket. Any file comments, annotations, and permissions will be preserved in a
separate file.

The data for all users on the WorkDocs site will be compressed (zipped) and made available for download from 53. Your
migrated data will be available in 53 and can be accessed via the AWS CLI, the AWS SDKs, or the Amazon 53 Console. Note
that pricing for storage at the 53 URI destination will be subject to the pricing and terms available here. Please refer to the
migration blog post to learn more about data migration.

Choose an S3 bucket

To start data migration, enter the 53 destination bucket URL. If you de not have a bucket, please visit the
53 console to ensure you have a bucket. Please configure the bucket permissions as described in the pre-
requisites section here.

53 URI

[Q 53://your-properly-configured-bucket )(| | view [4 | | Browse 53

Notifications [Optional]

Enter email addresses for notification recipients. These people will receive status updates on the migration.

| person@domain.com

‘ person@domainl.com X | ‘ person@domain2.com X

¥ Advanced Settings

Choose an AWS KMS key

We will use the chosen AWS KMS Key to encrypt the data once It is migrated to the designated S3 bucket. In the absence of a selected key, the
compressed file on 53 will be encrypted using the standard SSE-53 encryption.

Q, arn:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3 X Create an AWS KMS key [

AWS KMS key details
Key ARN
am:aws:kms:us-east-1:123456789123:key/123456789-abc1-def2-hij3-abc 123456789 [

Key status
Enabled

Key aliases
your-kms-key-alias

» Ongoing Migrations and History

@TTWVM%JW will he subjed' to 53 pricing. Once you ha'-re validated that the dat: is mlgrzted you can stop your WorkDocs billing by deleting
the WarkDoes site. To delete WorkDocs site, please refer to these instructions.,

To confirm migration, type migrate in the text input field. EEEEEE—
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BIIFRTIDE, RDELSICKYKRT,

cOY—=)E, EYRNTYTHRIZAADLETRLAIK "I, X—I)LZEEFELET,

« Amazon S3 /N7 Y NIZIk, /workdocs/site-alias/created-timestamp-UTCl 7 # )L AN EE
nET, TOT7FINRICE, YA RNCTF—ENFHBDE1—F—0Dzip 77 IILENEEFhTVET,
Hzip 7ANFICE@E. POEAFTEIXNIVYET CSV 7740 BE, I——07 %)
HETTAUNEENATVET,

s BT —HFIXRTOT7 7ML ZHIBRLEBE, TOI—HY—Ilzip 73T RERREh
Tt A

e N=23a>-EBBON—3aaEEDODRFIX NI, _version _creation A4 LAZ > TE 5
FHABYNET, RALARAZTRIRY VIR EFERALET, HlZE. 2 20N—>3>%#FD
TestFile Ttxt; EVWSBEORFIX NE, ROKSICRRENET,

TestFile.txt (version 2 - latest version)
TestFile_version_1707437230000.txt

« PTOERAFA-ROBIE, —MOBZTIEAFACSY 774 ILOAEZRLTVERT,

PathToFile,PrincipalName, PrincipalType,Role
/mydocs/Projects,userl@domain.com,USER, VIEWER
/mydocs/Personal,user2@domain.com, USER, VIEWER
/mydocs/Documentation/Onboarding_Guide.xml,user2@domain.com,USER, CONTRIBUTOR
/mydocs/Documentation/Onboarding_Guide.xml,userl@domain.com,USER, CONTRIBUTOR
/mydocs/Projects/Initiative,user2@domain.com, USER, CONTRIBUTOR

/mydocs/Notes, user2@domain.com, USER, COOWNER

/mydocs/Notes, userl@edomain.com, USER, COOWNER
/mydocs/Projects/Initiative/Structures.xml,user3@domain.com,USER, COOWNER

« XD -ROBIFE. —MEBEIXNCSVI7AIILOREZRLTVWERT,

PathToFile,PrincipalName, PostedTimestamp, Text

/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:57:40.781Z, TEST ANNOTATION 1
/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:18:09.812Z, TEST ANNOTATION 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:20:04.099Z, TEST ANNOTATION 3
/mydocs/Documentation/
Onboarding_Guide.xml,userl@domain.com,2023-12-28T20:56:27.390Z, TEST COMMENT 1
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/mydocs/Documentation/
Onboarding_Guide.xml,user2@domain.com,2023-12-28T22:17:10.348Z, TEST COMMENT 2
/mydocs/Documentation/
Onboarding_Guide.xml,user3@domain.com,2023-12-28T22:19:42.821Z,TEST COMMENT 3
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T22:21:09.930Z, TEST ANNOTATION 4
/mydocs/Projects/Agora/
Threat_Model.xml,userl@domain.com,2023-12-28T20:57:04.931Z, TEST COMMENT 4

« AFVTENLETTAIL-ROBFE, —BREBAFYTENLET7AILDOCSV I7AIILORNE%E
RLTVWET, IDZEML., BiAXPI< IR LHICEREZAFYTLEL I

FileOwner,PathToFile,DocumentId,VersionId, SkippedReason

userl@edomain.com, /mydocs/LargeFilel.mp4, 45e433b5469...,170899345...,The file is too
large. Please notify the document owner...

user2@domain.com, /mydocs/LargeFile2.pdf,e87f725898cl...,170899696...,The file is too
large. Please notify the document owner...

Amazon S3 A S8 BITENEF—2EA DU O0—RTS

B1T79%5&E Amazon S3 D IARNNEMT S S, BITLETF—X%Z AmazonS3 A SHEIODANL —
YY1 —=23UIRAIOO0—RTEEXET, cCORNEYOITR, BTLETF—2E2ADJO0—RTS
FEICOVWTEHBAL, ARL—2VY1—23 Ul F—2%2TF7Y 70— RTZDEHDREZRMLE
g,

® Note
ROFETE, —EIC 1207 7ALEEF7FNFZZTO0-RIBHFEICOVTEHA
LET. 774 Z2X V2 O0—RITBDEFOMOIEICODVTIEE, Amazon S3 1—H—HA
Ry @ "AT72TO0M0EDO0—R) Z83RBLTLKEEW,

F—REAIVO—-RTBICE

1. https://console.aws.amazon.com/s3/TAmazon S3 2V —I)LZRAE X T,
2. B=TYRNTYRZEERL, Y41 NITAUTACBEBLET,
3. Zip 7 ANZOEICHZDFIVIRYIAEFICLET,

-FE o l&-

Amazon S3 A SBITENLEF—REX T O—RTB —


https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/download-objects.html
https://console.aws.amazon.com/s3/
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zip 77N EZHE, B4DI1—HY—DT7F7ANFELERET7ZIINEZOBICHDIFIVIRY VA%
FICLUET,

4. [Bo>O—R]ZBRLET,

ANL—=2VDa-2320RE

KEBEEH A NTIE, EHO Linux R—AD Amazon N A XA—2&FHAUTEC2 A VARV A
#7O0E>a=>4FL. OS5 AT Amazon S3 ASTF—2%EHX D O—RL., F—XEMELT
A5, ANL=277ONAMF—FERO—HAWNTFARIICTYTO—RIZDEEZBEOHLET,

BOONZ TN 1—F427
AFORATY 7ERL T, BEFELKBREEATVA L ERBLET,

s BIINKBTBHE, WorkDocs AV —IIOBITEBERXTICIS— XY E—IFRRENET,
IZ5—XVvte—2%ERELET,

« Amazon S3/NT Y NOREZHERLET,
- BITEBEITLED,

BEAERLBEVEEE. AWS Support ETHRBEVEDLELSEET W, BITEET—7ILICHD
WorkDocs 4 N URL £¥1T73 7 IDZ2EHET,

BITEERORTR
ROFIETIE, BITEEEZRTIDAEICOVTHALET,
BREZRRTBICE

—

https://console.aws.amazon.com/zocalo/ T Amazon WorkDocs A2V — )L ZHAE X T,
2. BH® WorkDocs 4 hDHEICHD T AR ZBIRLET,

3. Actions JAN%ZBZ, Migrate Data Zi&IRL £,

4. TF=—BYAREOBITI R—=DT, "BiTH, & "BE, 2BRLET,

BITEREEBIT OTICRFENET. XOBRE, —RNEBEEZRLTVWET,

BIONS TN a1—F142Y 15


https://docs.aws.amazon.com/linux/al2023/ug/ec2.html
https://console.aws.amazon.com/zocalo/
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Migrations
Migration Status
() Succeded

) Succeded

Start Time

Feb 1, 2024, 18:01 EST

Feb 8, 2024, 17:00 EST

End Time

Feb 1, 2024, 12:01 EST

Feb 8, 2024, 17:02 EST

53 Bucket
workdocs-data-migration-tool-test-bi

workdocs-data-migration-tool-test-bt

BITEEORTR
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Amazon D BIiE %4 WorkDocs

#L LV Amazon WorkDocs B/ M &Y K7y LY, BEOY A NEEELEY TBICE
DRAADETTITBIHENHYVET,

CHA2TYTIBAWS THI b

EBEFEESTHBEVEEAMWS 7HIRNT, XOFIEEZETLTERLET,
CHA VT YTITBICIEAWS THOU N

1. https://portal.aws.amazon.com/billing/% A4 > F7 v 7 #HREE T,
2. FUTFAVOFIBIZHVET,

ATV 7FIEO-RELT, BEFOCHLZZTEY ., EFEF—/\Y RTHRIEO—RZAD
TRRSICRHBSNET,

CHATYTITREEAWS THIN, AWSTPHVY MOIL—RI—H— HFEREhE
T L=RI—¥—RBIXTO CTIEATEEFTAWS OY—ERATHIVED RO U
V=R BFIVTAORARNTZI9T4RELT, A —CBEBT IV ERZEVET, IL—
NI—Y—0&aZEALTIL— NI T IELANBEGRATZRITLTILEZL,

AWS HA VT Y 77OCANTETTRE, PSBIEX—INFEFENET, hitps:/
aws.amazon.com/ ICBEL., NAT7HOU N 2BRTDE, WOTEBREODTHIOUNTIOT1E
TA4ERRL, THONEZEETEEXY,

BEETOEAEZE > I—YH—%ERTS

WCHATYTUEBAWS THOUN, OEFIVFTAREAWS PHI MO —RNI—H—,
BIL AWS IAM Identity Center, LT BEEBI—H—ZERL T, BENBRZAIICI—K1—
HF—ZFEALBEVWKSICLET,

DEFIUTAREAWS THONOIL—KRI—H—

1. Y4 4> LEF, AWS Management Console L— R I1—H—%&#IRL, AWS THT K
EX—=IF7RLAR, ROR—JDTNATD—REANDLET,

YA TYTIBAWS THI N 17


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
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N—=RI1—Y¥—ZFEALTHA2A2FTRHFECODVTE, L0 "I—hI-H—-LTHA
AFB, #ZRLTLKEEZ VY, AWSHA 2 (42 I—H—FHA R,

2. L—PhI1—Y—DOZEZRFEL (MFA) ZBMICLET,

FIEZOWTRE., " OREMFATNA AOEMNL, ZZRLTLEEV, AWS 7HT KAM
A—HF—HAROI—rI-—H—(AV V=) ),

ERTOEAZFEII—F—2EHKTS

1. IAM Identity Center Z8%IIC L £,

FIEIZOVWTRK, "oBMEL, 2SBLTLEEL, AWS IAM Identity Center (JAWS IAM
Identity Center 1—%'—7# 4 K,

2. |AM Identity Center T, 1—H—ICEBT7 IV AEZNFELET,

OFEAICEITZFI—RNJTZILIAMTAFoTATAE2Z—FT4LIKNJIDY—ARELT,
74 EEALTA—Y—TIOEAZRETS, 2ZRLTLEEV, IAMT7AT>
TATAEZ—F14L 2 K1) ()AWS IAM Identity Center 1—H'—H A K,

ERTIVEAEZF DI Y- LTHI212TF2B

+  |AM Identity Center 1—H%'—TH 4 >4 > F3IZIE. IAMIdentity Center 1 —H—DEREIZ E
X=)LT7 RLAICURLEEEh YA A 2FERALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVTE., "TAOHA 142,
ZRBLTLKEEV, AWS O 7OV HEAR—ZILAWS HA 24> I—H—HA KR,

EBMOI—Y—ICT7OAEZE)HTS

1. 1AM Identity Center T, R/MFHEOT VL AFAZERATAIRANTZIOT A ARSI T IOEA
FatEYy NEERLET,

FIBIZOVWTR, ", 0 "7OEAFAEY hOERKL 28BL T EEV, AWSIAM
Identity Center 1—%'—7# 4 K,

2. W=D —%BVET, TOIN—TLCDINBAVAFADT IO AEZE)ETE
ER
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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FIBIZOVWTR., T, 0 "JIL—T0EMN: ZZRBLTEEL, AWS IAM Identity Center
I—H%—H1R,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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Amazon ®tF¥ 1 ')57 14 WorkDocs

DIVZIREFIVTANREBEFEAWS TT, BEFEKE AWS, REEF 1T« ([CBRSERK
NEXEBEITELOICEBEEINETF—REE—EZXYVND)—OT7—FFOFYvTOREERS (TR L
NTEEXT,

tF1UTAE, AWS EI1—H—DETEEZHABLEY, EEHEETLTRE, ChZEIFTR
DEFIVTABRCITZIVRAOEFIVFTAELTHBALTVLET,

c VZIORDEFIVTA -AWS VT IRTAWS H—ERZETITEDA VT TARNTIVF v &R
EITDAWS EENBYET, . T2ICFERATESDIH—ERAWS £EHLET, AWS IV
FATOATATZLO-IRELT, Y—RN—FT 1 —OEENfEHHICEFIUT 1 OEZM
ETARNBRTRIL TVET, Amazon ICBAE WA AV FSATAZ7OT T ALAICOVWTE
WorkDocs, AWS " A7 ZA T AT7OVZAICLDRREFEAD Y —EZA Z5BLTLKE
=L\,

« USIROEFIVTA -FERTDAWS H—ERICE2 T, BEFOEEINMRENET. £,
BERE., BEROTF—2OMEME, PEOEH, SRUCEATRLZEEPREHEV > LMHENE
AICOWTEEFRZEBVWET, COEY>3a>ORNEY VIE, Amazon 2R T3RICETHE
EFINZEATEIHEZEBHBITDOICKIBEETT WorkDocs,

(® Note

WorkDocs AR D1 —H—&, 774NV VLR BEZIAEFETH LT, HEBAD
I1—H%—&AZRL—>32TEET, L. ZhnlE Active Directory Connector ZfER T
PHANIOHKEBERAENET, YA NOHBUV IBEZSRL T, 2HEOEHICKREEL
EAT7>avaEERULET,

LTOREYOTE, EXF2UTFAEATSA4TADOENZRE T WorkDocs &S (2 Amazon
BRETADHEERLET, £/, Amazon WorkDocs VY —ADEZRY T ERBICEZIL>MBD
AWS H—EAOFERAFEICODVWTEHBALET,
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« Amazon @ ID £ 7 U ADEE WorkDocs
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« Amazon W2 754 T > A#&AE WorkDocs
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« Amazon WL > 1) I > A WorkDocs
e Amazon DA > 7 ZANTOFv¥t+11)FT 14 WorkDocs

Amazon @ ID &£ T7 V2 ADEE WorkDocs

AWS Identity and Access Management ( IAM) (&, BEBEN AWS VY —ZAANDT VA Z L2 (CH#]
HAWS OH—E X T5DICK’ID TT, IAMBEEEIE. Amazon WorkDocs JY —ADERH %72
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« Amazon & @ WorkDocs E# 5% IAM
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« Amazon WorkDocs ID E 7O AD KT TN 1a—F1425
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AWS Identity and Access Management ( IAM) OfERAGERE. Amazon TRITTBEEICK>TELR
V) &9 WorkDocs,

'U‘ EA1—4— - Amazon WorkDocs H—ERZFERAL T a7/ 2RTIT25HE. EBERIMSEL
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IAM BHEE - IAMEEEZEDFESIE. Amazon N\OT7 IVt AZBE T2 R —OERGZEO % A
V) =WBENFH V) £F WorkDocs. TEFHTE S Amazon WorkDocs ID XK— AN R > — 0l % &K
TTBICKIAM, T, #88RBL TL & WAmazon WorkDocs ID XK—ZAD R = —D 4,

TAToT AT 1 2ERL IZF8EE

RORLlE, 7A T TATARRAIBEHRAWS ZHEALTICH A2 A2 FBHFETY, &LT, 1—
H—e LT, REBO-INZEEZTRETRA(ICHA2 42 AWS) EhDZENFHVYEXT,
AWS 7HD>Y MO —KI—%— IAM IAM

IDYV—AZNH LTRGBS N ERIERZEALT, 7TFL—FT1YRIDAWS &L T ICHA A
~TEFET, AWS IAM Identity Center ( IAM Identity Center) 1—H'—, £t >IN HA 2 F>
08, Google £zl Facebook FiLE®RKIE,. 7T FL—T1Y RIDOHITT, 7IFL—FT1Y
RDELTHAVA0TBE, BEBEERUBICIAMO—-)LZFEALTID 7IFL—>3 &Y b
TYv7LTVWELE, 7TFL—232 AWS ZHERALTICTORAT S E, BEANICO—-IZ5]
EZTBEILBYET,
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FATARIALZEZBDLT, BEMtEF1 VT BROBEHZVIIARNENBZEEEHNET, i
ZE, TR, FTHOORNOEFIVT 1 25H2EHICSERRIM (MFA) 2FEAT3 AWS C e %
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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Amazon WorkDocs AV — )LD EH

Amazon WorkDocs A2 Y —ILICT VEATD I, &PROTIVEAFAOEY NABRETT,
NSOTUVEAFAIICKY, AWS FHJ2 NK®O Amazon WorkDocs )Y —ADFFHlZ —BERTH
RORRTEET, REBRVELZBT IV EAHFTRYEFROBELVT A FoTATAR—ADKY
P—ERTRE, AVV—LRIAMI—Y—FEO-ILI>TATAOERLIZEH V) ICHEE
FtA.

CNSDOI T 14T 4h Amazon WorkDocs AV =)L ZEHATEDLSICTBICE. XD AWS &
BRI —EITATAICTEYFLET, RU—OTFRYFOFM-OVWTREK, T 1—H—
HARL O "I—HF—AOT IV EAFITDEN Z5RBLTKEEL, IAM

* AmazonWorkDocsFullAccess
» AWSDirectoryServiceFullAccess

 AmazonEC2FullAccess

s OR)Z—IE, Amazon WorkDocs 'J Y —A, AWS Directory Service ZRL—>3 2, &
" Amazon A'IEL < #8E 9 % 12 [C A E % Amazon WorkDocs EC2AARL —>3a>AD7IILT o+
Az1—9—IC~ELET,

AWS CLI Rizld DA ZHOFHII—H—ICRL T, &FPROIV-ITIVEAHFAZNETS
PVEEFHELEA AWS AP, KDWIZ, EITLRDSELTVBAPIARL =23 VIC—HTBT D
SAVDINDT I EAZHALET,

BODERDOKRRZI—Y—ICFHFAITS

COBITRE, IMI—Y—AFI1—HF—IDICTFERYFENATVBAUFA VRIS —EIR—I RAR
US—BRRTEDLSICTDIRVI—EERTDHEERLET. CORUI—ICR, O>VY—)
T, R1EBGEAWSCLI £k 2HALTTAYZATINT V23V 2RITI2 TV EAFUNEE
nTLWET AWS AP,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Amazon WorkDocs Y —AANDFHGEHBRYWERT7 VA2 1——ICHAT5

RO AWS EEAmazonWorkDocsReadOnlyAccess7R IJ 2 —(&, Amazon WorkDocs 'J YV — AN D%
ABVWERT7 IV EAZIAMIA—Y—ICFFALET, CORUZ—R, I—HF—IZFTXTO Amazon
WorkDocs Describe AR L =23 AOFT VA EHFALE T, Amazon A" VPCs& 7% v K
DIVARNZREBETESDKSIZ, 2WorkDocs DM Amazon EC2ARL —2 3> ADT VAN BE
T, AWS Directory Service 14 LI NJICBAT2IFHRZEMETSI(CIE. AWS Directory Service
DescribeDirectoriesZARL—>3AOT VAN ZETT,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
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"ec2:DescribeVpcs",
"ec2:DescribeSubnets"

]I

"Resource": "*"

Amazon WorkDocs A4 7T A T AR—ADKR) > —DHl

IAM BB E(E, IAZMO—J)LEEE1—Y—IC Amazon NO TV A%ZHAT2EMOR) S —%4E
K T&FE 3 WorkDocs APl, ¥#IC DV Tk, TAmazon FRAY/N—HA R, O TEEBF7 )5 —
AVOFAMET ORI RO—)L) #25BLTLKEEL, WorkDocs

Amazon WorkDocs ID E 79 ADO KNS TN a1—F14249

LT oE#HIE. Amazon & OERBFICHKLET D AN H S — XK X EEZZ M WorkDocs L T
FT2DIC/KIEERTIAM,

NeEY D

* Amazon TP 0> 32 %#RI1TIBHERN &) T A WorkDocs

- iam ZRITTRHERN H V) T A, PassRole

« AWS 7HU Y hA DI —4%—IC Amazon WorkDocs JY —ZAADT IV AZFAL £V

Amazon TP O3 RETITHDHEREN HY) £ A WorkDocs

NTOa>zERTTHHERNBZVE AWS Management Console BEIL =541k, BEEICEHKL
THR—NEZHKBEIILENHYVET, HEHOEBERFSEERO 1I—H—BENADT—RERTLE
AT,

iam ZE1TTDERI H V) FHB A, PassRole

iam:PassRole 7923 &aRTIRERIBVEVS IS —NFRRENEHZEE. Amazon I
O—IZETENTEDRDICARIS—ZEHITHIHENH V) FT WorkDocs,

—HD AWS OH—ERA TR, HILLWH—EAO-ILFLEEY—ERALCUVEnLO-ILZER
THRRDYIC, TOHY—EACREFOO-LZETCEANTEXRT, TOLHICE, Y—EALCO—-
N EEITHERNIBETT,
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ROLZ—HlE, EVSHEBTOIAMI—Y -1V —)LZFEHAL T Amazon marymajor TF U
2aAVEERETLIRDIETHERELET WorkDocs, EFEL, cOTFOavaY—EANERTTS
ICE, Y—EAO-IPSHEENEERAIBETT, XTU—ICE, O—-I)IZzH—EARICETHY
FHY)EEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DRV —ZFH L TXF ) —IZ iam:PassRole PV 3 ORITEHFA T 2 &%
ENfeoVUEY,

BR—MABEZSEERE. AWSEEBELCHSBVELELSEEZV, YA/ RRIEHwMERMEL 1218
HENEEETT,

AWS 7 H7> N @ 1 —H—I(Z Amazon WorkDocs Y —AADT O A&ZFFAL
=W

OTHI NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO-ILZER
TEXRY, O-ILDEIEZFZEERXIZD I Y —ZEETEXRT, VY—AR—AODRIZ—FKER
TO€AOMO—I)LJAN (ACLs) ZHR—KF2H—EATR, ChsORVZ—Z2FEAL T,
VY—ANDT A2 1—F—ICHATEXRT,

AHRICOVWTR., UTZSRLTSEEL,

« Amazon A" h S OHEEE WorkDocs ZHR— KL TWBAESHICOVWTIEE., T, #3BLTL
& WAmazon & ® WorkDocs E# 75 3% IAM,

c FIBEAWS 7HOMLTWVWD DY—AANDT7 IV AZERHITZHEICOVTR., IAM 1—H—
HARD "FIEAWS 7HON LTVBEIO ODIAMIA—Y—AOT7 IO AZRHT S, 258
LTLEEL,

s H—RN=—F 14— CVYV—=ANOT IV LAZREHIZDHEICOVTIEFAWS THT U M, |IAM
A—H—HA RO "H—RN—F 41— AWS THIKNIFRETEZ AOT IV LA%ZEHTS, %
SBLTLEEL,

. ID J7IFL—23 N LTI EAZREIZHELCOVTE, IAMI—%—HA4 RO "THE
Al NE1——\NOT7 IV AZRETZ (ID 7TFL—232 ) 3 Z5RLTLSEZL,
s VAARATAHAIRNTOEAICO=ILE )Y —AR—ANDRI S —%ZFEHATREWVICOVT
FE.IAMT A—YHY—HA R, O T OOVOATHO NI —ATOEAIAM) 25BLTLES
(AN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Amazon TOOFERFEET X >4 WorkDocs

Amazon WorkDocs Y4 REBEX, Y41 N2 EDTIOTAETA 71— RERXRRBKRVTI Y AKR—
NT&%X9, Z#FMHL T AWS CloudTrail Amazon WorkDocs AV —ILASAR NEF YT F+
TREETEET,

NEY D

s YA KRE2HEDTOFTFAETAT4—ROIVAR—K

« AWS CloudTrail Z A L T Amazon WorkDocs APl J1— )L &5 9 3

YA R2EOTIOTAETATA—ROITAR—K

EEEE, Y1 N2HEOTIVTAETAT1—RERR, TVAR—KNTBDENTEEFT, C
DHEEEFERATSICIE. £9 Amazon WorkDocs Companion 24 AR =)L T2 HREN H V) £

9. Amazon WorkDocs Companion Z24 AR =)L F3ICl&. "Amazon OF77)T7—> 3 ik
& WorkDocsy ZZBL T &V,

HARNSEDOTITFAETFAT14—RERR, TVAR—KNTBICIE

1. DITTF7UT—23>7T, [Acivity| (FIOTAET 1) ZBIRLE T,

2. [Filter](7 4 JL&—) %5&IRL . [Site-wide activity] (1 NEEDT VT ETA) ASAX—%F)
ALTT7ANEZ—Z2FICLET,

3. [Activity Type]l (7O T A1ETARA47) 714 )L 2—&BRL, HEIZISU T [Date Modified] (2
ER)REZEBRLTH S, [Apply] GEA) ZBIRLE T,

4. TANRVITENLETIOTAETATA—ROBRIRTRENLS, 774, 7FILE, &
ERI—Y—EBTRRELTBRERVAXET, BEICISUTT7 LR ZEMELZRGHIKRTSZ
EELARTTY,

5. [Export] (LY AKR—K) ZBIRLT, FUITAETATA—REFAINYTED .csv BLY
json 77 ANICIVARAR—BLET, ZATALR, UTOVThADOBRICT7AINETY
AR—KLET,

« Windows — PC @& 77> [0— RWorkDocsDownloads 7 # )X DO 7 # )L A

* macOS - /users/username/WorkDocsDownloads/folder

IOAR—BRENET7ANCRE, BALEIXRTOT ALEAFRRENETT,

OJREEEZRIVY 37


https://amazonworkdocs.com/apps.html
https://amazonworkdocs.com/apps.html

Amazon WorkDocs BEHA R

® Note
ERFETCRAVI—HY—EF, B0V TOVYDORDTITAET AT A —RERRS
FROLTTAR—NTEXRT, FMICOWTE., "Amazon WorkDocs 1—H'—H A R,
D "FOTAETAT7 14— ROKTI ZZRLTLKEZL,

AWS CloudTrail Z#EH L T Amazon WorkDocs APl J— )L 25289 3

ZEAT S &, Amazon WorkDocs API calls %Z 528 AWS CloudTrailCZ £ 9, CloudTrail

(&, Amazon WorkDocs 1>V =LA S OAPIFU'H L ¥ Amazon NO1— RFUFHLZE, AWS
Amazon DIXNTOHOFTFHL &4 R N WorkDocs & L T WorkDocs CloudTrail ¥+ 7’F ¥+ L& 9
WorkDocs APls,

S EERT BB EIE. Amazon @ CloudTrall 1 R M EEEL. Amazon S3/NT Y RADA AR K
DG BEEEBMICTD I ENTEET WorkDocse Amazon S3 SEFZER L EWVWIBETE,
CloudTrail AV —=IDAXRY NBE TRIDAXRNERRTEET,

Ik > TREE B EH CloudTrail ICIF, VITAR, UIVIAMRDOIPT7RLA, UVITANZE
I211—%—, VDOITANBHNEENET,

DM DWW T CloudTrail, AWS CloudTrail T 1—%—H4 R, #28BLTLEEL,

@ Amazon WorkDocs 1&#k CloudTrail

CloudTrail A WS 7 H U ha2ER T2 &, BTHINTHIMCAKYWET, Amazon TFIT1E
TANRETSDE WorkDocs, TEDTF IT 1 EFT 4 & CloudTrail 1 X NEBFE Ot AWS H—F
AARNEEBIZARYNIREBEENE T, AWSTHIVRNTRIEDARNERR, BE, A
JVO—RTEET, FMHICOVTR, "AIXRVKNEE ZET CloudTrail AIX NDERT L 2SR
LTLEEL,

Amazon DARY NEE, AWSTHDIY RAD AR ND#ER 58I D W TIE WorkDocs,

A EAER L E T REFFICKY) CloudTrail . EOJ 77 A4 )L%& Amazon S3 /N7 Y NIZERETEE
T, T7FIINTR, OVV—ITEHFREERTDIEZEIC, BIFNf IXNTOV =23V ICBRAEAE
T, fHE. AWSN—F 123> HOIXRNTO)—2arhrso/ R hNz2O7IC8EL, BEL
= Amazon S3/NNT Y NMZOJ 774N EBELET. 512, CloudTrail OJ TYREE AR
RF—REZESICAOHMLTRLTEIRSIC, D AWS H—ERZRETEET, FMICOVTIE,
LUTESBLTLSEEZV,
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 CloudTrail Y R—hEhTWBRH—EREHRKE

« M Amazon SNSEHI D& E CloudTrail

c BEHO)—232AS50 CloudTrail O 77 AN DZEEEBEDT HD > KA SO CloudTrail O
TJT77A4INDZE

g N T D Amazon WorkDocs 722 a2 & ([Ck > TOJICEEE CloudTrail € i, Amazon
WorkDocs APl D 7 7L A ICREEBENTVET, HlZF, DeactivateUserB KT
UpdateDocumentt9> 3> AOHUEH L & CreateFolder, CloudTrail A 77 A J)LICI> KU
ZERULET,

EARYRELBOYIVRNUCR, BAUITANEERLEAN EVS BRI BENET, FAF

VT AT AERE. ATEUHTIOLRISET:

¢ UOIRARIL— RIS E L EIAMI— — BB ELAL TTDRLEA ES D,

c UOIRRMO-LELRTIFL—YaY1—H—0OF U RTUBtF 10T « RIEBHEED
LTHDRED ES A,

+ USIZRHBIO AWS H—E R &2 THDALEAES B

M DOVWTIE, T CloudTrail userldentity®23% , #8BL TS &,

Amazon WorkDocs A7 7 7A4 I I RJIZDWT

ks

AEERlE. IEEL 2 Amazon S3NT Y MAOOT 7 7AIILELTAR N ZBRETESDLSICTS
ETT, CloudTral QT 77 A INICIE 1 D2UEOOTVIMNIUANEENET, 1RV M, 1'1‘%0)
V—ANSOE—QUIVITARNERL, VDOIARNEWETO 3>, 7O2a>oBFEEZ.
DIARNNTGXA=ZBEICHTIBEBRNIEENET, CloudTral AT 7 7 A ILIE/NT V) J7API:I—
ILDERSFHFSNEAZRY ORNL—ATRAEVESD, BEDIEFTRRENEEA,

Amazon l&, A MO—=IL7L—2A85OIRNIETF—BRTL—DASOIVNIDEBRZRAT
® CloudTrail T>» M') WorkDocs Z4 KL £ CG)ZOGDEEKEL\H J>sa—=I7L—>
INUOI—Y—IDNIAMI—HY—TH2ETT, T—XITL—INJOI—HY—ID I
Amazon WorkDocs 4 L2 M) 1—H%—TT7,
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® Note
X174 28T BICE, TEERY I - —TRAELT7IFL—T 1Y RIAM1—
H—ZHERLET,

NAD—R, BEN—=02, 77A4NAXD N, 7740 TOYRBREOHBERE. OJI N
JIZERTENELEA, ChsSEE CloudTrail O (1Z HIDDEN_DUE_TO_SECURITY_REASONS & L
TRRENET, ZhsSEF CloudTrail O (C HIDDEN_DUE_TO_SECURITY_REASONS & U T&RR
ThET,

RDOBIE., Amazon ® 2 D® CloudTrail O T MU %ZRL TWE T WorkDocs, DL I—R
3> sO-WL7L—2TF0>3a> A, 2FBB0OLI—REF—E2IL—2FO32HATT,

{

Records : [
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "IAMUser",
"principalld" : "user_id",
"arn" : "user_arn",
"accountId" : "account_id",
"accessKeyId" : "access_key_id",
"userName" : "user_name"
.
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"eventName" : "RemoveUserFromGroup",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"directoryId" : "directory_ id",
"userSid" : "user_sid",
"group" : "group"
.
"responsekElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
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},
{
"eventVersion" : "1.01",
"userIdentity" :
{
"type" : "Unknown",
"principalld" : "user_id",
"accountId" : "account_id",
"userName" : "user_name"
I
"eventTime" : "event_time",
"eventSource" : "workdocs.amazonaws.com",
"awsRegion" : "region",
"sourceIPAddress" : "ip_address",
"userAgent" : "user_agent",
"requestParameters" :
{
"AuthenticationToken" : "**-redacted-**"
},
"responseElements" : null,
"requestID" : "request_id",
"eventID" : "event_id"
}
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® Note

FTAXTHOAWS OH—E A AFHIPAARRERZD DT TRERHY)ER A, FHICOVT
&, HIPAA TREH—ERAUT7 7L A Z25RBLTLSESL,

c AWSAVT'ZATVAVI—A-CDI—=0TVvOEHAROOL VIR, BEROERE
O —23a>ICBRAENDBEENFHYVET,
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T, COHARTR, HAIZAZREL AWS O —ER, EROT7L—AD—Y KEE
EAERMFRAT (NIST ) . Payment Card Industry Security Standards Council (PCl ) . EBRZE%(Y,
B (1SO) B E) DEFIUFA IV RO—LIERYEY I TBEDDRANT ST A AEEE
HTVWERT,

« AWS Config ZFROY/N—HA RO )L—ILIZ&D )Y —ZADOFHE - Z® AWS Config H—E A
. VDYV—ARENABTSI9T 1A, ERHARZA2, BRUORFICEDEEERL TVS H
ZIMELET,

« AWS Security Hub — cCk V) AWS OH—EAX ., ROEF 1V T REZBENICERTESR
9 AWS, Security Hub Tl&, E¥1UF«0> NO—-JILZFEAL TAWS DY —RAZFF@L. &
FAIVTAERBREERANTZI9TARAIRTDAVTFATVARAZFIVILET, HR—b
TNTVWAH—EREODMNAO—=ILOUANMIDWVWTIE, SecurityHub @12 ~O—J)LUT7 7L 2
AZZRLTLSEZ,

« Amazon GuardDuty - cUIZK Y AWS THOV N, EDLWFIOTAETIAXEZEOHDT Y
TAETANBVWAREZER IS LT, . . D—Y70—R, AVTF. F—RIHTIEBEEN
BERHAWS DH—ER ZBRHTEEXT, GuardDuty &, BENWD AV TSA T AT L—LD—
VTEENFTSNTVI2EARBEHERAETETDSS, PCIBEDEREELEIATFA4T
DABHICHRTBEIDICKRILIBEERT,

« AWS Audit Manager - chiZ&k V) AWS OH—ERX ., AWS ERARRZH#ENICEEL, DAY
ERBIRERBEAOAV T SAT VAN EBZFRILTEET,
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