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import java.util.Arraylist;
import java.util.lList;

import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.BasicAWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.workdocs.AmazonWorkDocs;

import com.amazonaws.services.workdocs.AmazonWorkDocsClient;
import com.amazonaws.services.workdocs.model.DescribeUsersRequest;
import com.amazonaws.services.workdocs.model.DescribeUsersResult;
import com.amazonaws.services.workdocs.model.User;

public class GetUserDemo {

public static void main(String[] args) throws Exception {
AwWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AwWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

AmazonWorkDocs workDocs =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();
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List<User> wdUsers = new Arraylist<>();
DescribeUsersRequest request = new DescribeUsersRequest();

// The OrganizationId used here is an example and it should be replaced
// with the OrganizationId of your WorkDocs site.
request.setOrganizationId("d-123456789c");

request.setQuery("joe");

String marker = null;
do {

Sy

for (

0—)

request.setMarker(marker);

DescribeUsersResult result = workDocs.describeUsers(request);
wdUsers.addAll(result.getUsers());

marker = result.getMarker();

while (marker != null);

stem.out.println("List of users matching the query string: joe ");
User wdUser : wdUsers) {
System.out.printf("Firstname:%s | Lastname:%s | Email:%s | root-folder-id:%s\n",

wdUser.getGivenName(), wdUser.getSurname(), wdUser.getEmailAddress(),
wdUser.getRootFolderId());
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import
import

import
import
import
import
import
import
import

java.util.Arraylist;
java.util.List;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.auth.AWSStaticCredentialsProvider;
com.amazonaws.auth.BasicAWSCredentials;
com.amazonaws.auth.BasicSessionCredentials;

com.amazonaws.regions.Regions;
com.amazonaws.services.securitytoken.AWSSecurityTokenService;
com.amazonaws.services.securitytoken.AWSSecurityTokenServiceClientBuilder;
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import com.amazonaws.services.securitytoken.model.AssumeRoleRequest;

import com.amazonaws.services.securitytoken.model.AssumeRoleResult;

import com.amazonaws.services.workdocs.AmazonWorkDocs;

import com.amazonaws.services.workdocs.AmazonWorkDocsClient;

import com.amazonaws.services.workdocs.model.DescribeFolderContentsRequest;
import com.amazonaws.services.workdocs.model.DescribeFolderContentsResult;
import com.amazonaws.services.workdocs.model.DocumentMetadata;

import com.amazonaws.services.workdocs.model.FolderMetadata;

public class AssumeRoleDemo {

private static final String DEMO_ROLE_ARN = "arn:aws:iam::111122223333:role/workdocs-
readonly-role";

private static AmazonWorkDocs workDocs;

public static void main(String[] args) throws Exception {

AWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");

// Use developer’s long-term credentials to call the AWS Security Token Service
(STS)
// AssumeRole API, specifying the ARN for the role workdocs-readonly-role in
// 3rd party AWS account.

AWSSecurityTokenService stsClient =
AWSSecurityTokenServiceClientBuilder.standard()
.withCredentials(new AWSStaticCredentialsProvider(longTermCredentials))
.withRegion(Regions.DEFAULT_REGION.getName()).build();;

// If you are accessing a 3rd party account, set Externalld
// on assumeRequest using the withExternalId() function.
AssumeRoleRequest assumeRequest =
new AssumeRoleRequest().withRoleArn(DEMO_ROLE_ARN).withDurationSeconds(3600)
.withRoleSessionName("demo");

AssumeRoleResult assumeResult = stsClient.assumeRole(assumeRequest);

// AssumeRole returns temporary security credentials for the
// workdocs-readonly-role

BasicSessionCredentials temporaryCredentials =
new BasicSessionCredentials(assumeResult.getCredentials().getAccessKeyId(),
assumeResult

O—)JL% 38| & 2 7T Amazon WorkDocs (1453 % 6
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.getCredentials().getSecretAccessKey(),
assumeResult.getCredentials().getSessionToken());

// Build WorkDocs client using the temporary credentials.
workDocs =
AmazonWorkDocsClient.builder()
.withCredentials(new AWSStaticCredentialsProvider(temporaryCredentials))
.withRegion(Regions.US_WEST_2).build();

// Invoke WorkDocs service calls using the temporary security credentials
// obtained for workdocs-readonly-role. In this case a call has been made
// to get metadata of Folders and Documents present in a user’s root folder.

describeFolder("root-folder-id");

private static void describeFolder(String folderId) {
DescribeFolderContentsRequest request = new DescribeFolderContentsRequest();
request.setFolderId(folderId);
request.setLimit(2);
List<DocumentMetadata> documents = new ArraylList<>();
List<FolderMetadata> folders = new ArraylList<>();

String marker = null;

do {
request.setMarker(marker);
DescribeFolderContentsResult result = workDocs.describeFolderContents(request);
documents.addAll(result.getDocuments());
folders.addAll(result.getFolders());
marker = result.getMarker();
} while (marker != null);

for (FolderMetadata folder : folders)
System.out.println("Folder:" + folder.getName());
for (DocumentMetadata document : documents)
System.out.println("Document:" + document.getlLatestVersionMetadata().getName());
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IAM 1—H%—REEHREFEAL TVW2HEE. TIAM 1—H—FRiHE#HZ £/ L T Amazon
WorkDocs (C##L., 1—H—ICOTVAZEITLET, J Z2CSBLLESV, IAMO—)LZZV)
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AwWSCredentials longTermCredentials =
new BasicAWSCredentials("accessKey", "secretKey");
AWSStaticCredentialsProvider staticCredentialProvider =
new AWSStaticCredentialsProvider(longTermCredentials);

// Use the region specific to your WorkDocs site.
AmazonWorkDocs amazonWorkDocsClient =
AmazonWorkDocsClient.builder().withCredentials(staticCredentialProvider)
.withRegion(Regions.US_WEST_2).build();

2. PY7O—RODESH, UTOLSICBHZSE URL ZBELET,

InitiateDocumentVersionUploadRequest request = new
InitiateDocumentVersionUploadRequest();
request.setParentFolderId("parent-folder-id");

request.setName("my-document-name");
request.setContentType("application/octet-stream");
InitiateDocumentVersionUploadResult result =
amazonWorkDocsClient.initiateDocumentVersionUpload(request);

UploadMetadata uploadMetadata = result.getUploadMetadata();

String documentId = result.getMetadata().getId();

String documentVersionId = result.getMetadata().getlLatestVersionMetadata().getId();
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String uploadUrl = uploadMetadata.getUploadUrl();

3. BEMNZURLZMFEALT, UTOLSICRFIXNZTY7O—-RLET,

URL url = new URL(uploadUrl);

HttpURLConnection connection = (HttpURLConnection) url.openConnection();
connection.setDoOutput(true);

connection.setRequestMethod("PUT");

// Content-Type supplied here should match with the Content-Type set

// in the InitiateDocumentVersionUpload request.
connection.setRequestProperty("Content-Type", "application/octet-stream");
connection.setRequestProperty('"x-amz-server-side-encryption", "AES256");
File file = new File("/path/to/file.txt");

FileInputStream fileInputStream = new FileInputStream(file);
OutputStream outputStream = connection.getOutputStream();
com.amazonaws.util.IOUtils.copy(fileInputStream, outputStream);
connection.getResponseCode();

4. BLTFOEDIZRFIXVNAT—RAZ ACTIVEICEELT, Z7v70O0—R7OBAZZETL
x99,

UpdateDocumentVersionRequest request = new UpdateDocumentVersionRequest();
request.setDocumentId("document-id");
request.setVersionId("document-version-id");
request.setVersionStatus(DocumentVersionStatus.ACTIVE);
amazonWorkDocsClient.updateDocumentVersion(request);

RFaIXThERXTIO—-RTSB

Amazon WorkDocs 'S RFAIX RN ZX T O—RTBICE. LTOLSIZATO0—RAD
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GetDocumentVersionRequest request = new GetDocumentVersionRequest();
request.setDocumentId("document-id");

request.setVersionId("document-version-id");

request.setFields("SOURCE");

GetDocumentVersionResult result = amazonWorkDocsClient.getDocumentVersion(request);

String downloadUrl =
result.getMetadata().getSource().get(DocumentSourceType.ORIGINAL.name());
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"workdocs:CreateNotificationSubscription",
"workdocs:DeleteNotificationSubscription",
"workdocs:DescribeNotificationSubscriptions"”

1,

"Resource": "*"

}

BAZEMLTZICE

BHEBEMICTRE, BHREYTAUS547LE&IC, CreateNotificationSubscription N QR H L
ZEFAILE T,

1. Amazon WorkDocs 1>V —JL (https://console.aws.amazon.com/zocalo/) ZH & £ 7,
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CreateNotificationSubscriptionRequest request = new
CreateNotificationSubscriptionRequest();
request.setOrganizationId("d-1234567890");
request.setProtocol(SubscriptionProtocolType.Https);
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request.setEndpoint("https://my-webhook-service.com/webhook");
request.setSubscriptionType(SubscriptionType.ALL);
CreateNotificationSubscriptionResult result =
amazonWorkDocsClient.createNotificationSubscription(request);
System.out.println("WorkDocs notifications subscription-id: "
result.getSubscription().getSubscriptionId());

SNSEA
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- organizationId — & ® 1D,
« parentEntityType — B ® X 4 7" (Document | DocumentVersion | Folder)s
« parentEntityId — &H® ID,
- entityType —I>FT 1 T4 DRA7 (Document | DocumentVersion | Folder),
 entityId—I 27147 14® ID,
« TU23Y —ROVThHDEICEDTVS3IVTT,

* delete_document

* move_document

* recycle_document

 rename_document

 revoke_share_document

* share_document

* upload_document_version
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1. Amazon WorkDocs 1>V —JL (https://console.aws.amazon.com/zocalo/) ZB& £ 7,
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(@ Note
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CreateUserRequest request = new CreateUserRequest();
request.setGivenName("GivenName");
request.setOrganizationId("d-12345678c4");

// Passwords should:

// Be between 8 and 64 characters

//  Contain three of the four below:

// A Lowercase Character

// An Uppercase Character

// A Number

// A Special Character
request.setPassword("Badpa$$word");
request.setSurname("surname");
request.setUsername("UserName");

StorageRuleType storageRule = new StorageRuleType();
storageRule.setStorageType(StorageType.QUOTA);
storageRule.setStorageAllocatedInBytes(new Long(10485761));
request.setStorageRule(storageRule);

CreateUserResult result = workDocsClient.createUser(request);

AWS >V —)LA S Amazon WorkDocs #8# ID ZEB T2 AT Y k. XOEHVY T,
& ID ZEEBITRICE

1. AWS Directory Service AV —=)LOFEST—>3a>RA2T, F4ALIOMNIZBRRLET,

2. Amazon WorkDocs 4/ MMZHIET S [TF4 LI ID)DEICSEELSEEV, P A b
DM ID TY,
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https://docs.aws.amazon.com/workdocs/latest/APIReference/API_ActivateUser.html
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VY=ANDOT VL AFAZ1—HY—ICRHETS

R DBIE, AddResourcePermissions APl Z R L T Y —ADUSERNDCONTRIBUTORIER % 5
IB3HEERLTVET, APIZFEAL T, 72 NF—FEERFIXNCHTRII—H—FLE
IN—=TIT O EARFT 2525 EETEET,

AddResourcePermissionsRequest request = new AddResourcePermissionsRequest();
request.setResourceld("resource-id");
Collection<SharePrincipal> principals = new ArraylList<>();;
SharePrincipal principal = new SharePrincipal();
principal.setId("user-id");
principal.setType(PrincipalType.USER);
principal.setRole(RoleType.CONTRIBUTOR);
principals.add(principal);
request.setPrincipals(principals);
AddResourcePermissionsResult result =

workDocsClient.addResourcePermissions(request);

DY—=ZAANOT 7 AFA 21— —IF592 14


https://docs.aws.amazon.com/workdocs/latest/APIReference/API_AddResourcePermissions.html
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BET7Vr—>3>0FAET 7 A

Amazon WorkDocs B3 APl [Z IAM RS —IC k> TRIAS LVPEDEENE T, IAMBEEEE IAM
RS —%EKL, BRENSNAPIICTIOECATHEHICERATES IAMO—-I)ILFEGEI—Y—ICT
RYFFTRBENTEEXT,

BlELTUTOEOHFAEEATVET,

2AY

- FAROY/N—IC Amazon WorkDocs APIAD TV A#EERET D

« H—RN—F 1 FROY/V—IZ Amazon WorkDocs APl AND T VA A #2459 %
« IAMO—J) %2522 W27 LARFTZI—HY—ICN5TD

« FED Amazon WorkDocs 1 VARV ANDT V2 AZHIRT S

FARAY /N—IZ Amazon WorkDocs APl AND T 9 AEZ 5T

(@ Note

LFIYTFAEBETIEDIC, TEARY IAM I—H—TRETIFL—F 1Y R1—
P—RERL T EE W,

IAM BEEEDBEE, AU AWS 7HDU2 h® IAM 1—4%—I(Z Amazon WorkDocs APl 7 7t A%
FATDCENTEET, chETSLEHIZIE. Amazon WorkDocs APl 7 O AFFAIR) o —%4E
RLT, I—HY—ICT7R2YFLET, XD APIKRU—F, EFEETEX DescribeAPl IZFEHELY)
EAFTZERELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkDocsAPIReadOnly",
"Effect": "Allow",
"Action": [
"workdocs:Get*",
"workdocs:Describe*"

1,

"Resource": [

FAROY /N—IZ Amazon WorkDocs API AND T VL AEZ 5T S 15
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H— R/N—F 1 FAXOY/V—IZ Amazon WorkDocs APIAND T U 1
AFaz 59T

TOvAERK, Y—RN—FT1—OFROYN—, FEEBHOAWS 7HO M EFERALTVWA 11—
H—IINETRENTEET, ChETSLEHIC. IAMO-I)LZE/ERKL. Amazon WorkDocs API
HARUS—ETRYFLET,

COTIEADT7 #—LE, LTOZFIATHLETT,

« AREFEEELCHEBICELTVWSDN., BRED AWS 7HD > KA Amazon WorkDocs AWS 7 HJ
VRNEERBOTVET,
s DENMY—RN—F 4 =TTV —> 3> BFEIZ Amazon WorkDocs API 7 O AEZ 5L 1=

WiE&.

COmMBOIFIAFIZIE, BREDO AWS 7HD> N&, Amazon WorkDocs B4 N ZHRANT S5
DTHIORND2DO0O AWS THO MABEKRLTVWET,

BRER, THYY NEBEN IAMO-LEFERTES &S0, UTFOBRERRTILENH )
=7,

e HBIDOAWS 7HUNIDo

s BEN I —Y—ABRTAEHICHEATH I —2 External ID, FMICOVWTIEF., TAWS U
V—2ANDT IV AEZY—RN—TFT 1 —ICHAEITBREECHATRIDZFERAITDHEI E5BLT
<EEV,

s F7UT—23> T OEATRDHUENSH S Amazon WorkDocs APl DU ARTT, IAMXR—XA
DR —#lfE, B2 API LRI THAEEREBFORIS —FEETRDENTE, &9
A WA RIBET T, Amazon WorkDocs APl D A RMIZDWTIE., "Amazon WorkDocs API
References (Amazon WorkDocs API U 7 7 L2 A) 2B L TS EE L,

ROFIEE, VOATHIRTIERADEHD IAM OFREICEFENDARATY ZICOVWTHHAL T
WEd,

H—RN—F 14 FAROY /V—IZ Amazon WorkDocs APl AND T U £ AFAI #4533 16


url-iam-user;id_roles_create_for-user_externalid.html
url-iam-user;id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/workdocs/latest/APIReference/
https://docs.aws.amazon.com/workdocs/latest/APIReference/
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VOATAIRTIOERALCHLUTIAM ZRET D ICIE

1. Amazon WorkDocs APl 7 V2 AR > —&ER L. <h% WorkDocsAPIReadOnly 7R
—EEACEELET,

2. Amazon WorkDocs Y4 R ZRARNLTWVWA AWS 7AHDO MO IAM OV —=)LTeHLLVO—IL
BIERLET,

a. AWS Management Console (/2422 L T, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZBZE £ 9,

b. AVVY—=—IDOFET—23>RA>2T[Roles] (A—JL) Z20 )Y UL, [Create New Role]
FLLWO—ILOEKX) 2oV YILET,

c. [Rolename] (A—ILBR)RY VRAICETOO—-IIDOENZREAIXI<IBHO-)ILBZANL
£9, B, workdocs_app_role T¥, O—ILBEFE AWS PHONATIZ—UT
BHhERYYERA, O—IIBZANLES, [Nextstep] (ROARATY ) &ZOUYILE
C

d. [Select Role Type] (A—ILZ A 7°MiER) R—> T, [Role for Cross-Account Access] (¥
THORNTOAOO—L) 20> a>zBRL, ERTHO-ILOXATZERL &K
3“0

s BEENF DAY —THIOREVI—ATAIDNOBRFEOERETHSH., WADTAH
VRAEULHICELTVRBER. [FIETS AWS THUY NEOT 7 A Z1R M
TR EBRLET., COAT>avE, I—%—, O—JIL, POEREhDVY—AN
IXTCEALTHIRMIBLTVWRZEICEERLET,

« Amazon WorkDocs ¥4 NZFiIET DT HV NOEBET, P7UTr—3a v ERE
THORNOI—H—ZT7 7 AFTZRELEWVGEE. TAWS THUY hEeH—R
N—TFTADOAWS FTHONEOT IV EAZRMTSD, 2BRLET. COF7 3>
Tk, BEFER., F=FBICK>TEHBEIZIAIMID 2LEL T, F=FH/O-ILE2EH
LTBEROVY—RIZT IV EATERZREICHL T, EEMZRILTDIBEN HYE
T, FHMICOWVWTIE., "How to Use an External ID When Granting Access to Your AWS
Resources to a Third Partys (AWS UV —AANDT VL AEZE=FICFETHEEEICH
BB ID ZFERATRIFE) 2SR IEE L,

e. ROR—=TJT, DY—ANOT VLA ZRETDHAWS THINIDZEEL., ¥—R
N—=—TFTA—=ICRBDT VAN B> BEIC{EA T [External ID(ANEF ID)] EALLET,

f.  [NextStep] ROATY N ZIUYOLT, RUS—BETRYFLET,
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
url-iam-user;id_roles_create_for-user_externalid.html
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3. [Attach Policy] ((RU>—OT &Y F)R—T T, BABICYER & 1/ Amazon WorkDocs API 7 &
TAHFARIS—%2BRRELT, RUS—DOBICHDRY JAZFIZL, [Next Step] (XD A
TYEZIDUYIOLET,

4. FHMzwmREL., SEOSEAICO—I)L ARN Z0E—L T, [Create Role] (A—ILDER) & &
Dy oLTO—I)OEREXETLET,

5. O—JLARN ZRREEHBLEXIT, O—J/L ARN DB ZLUTICRLET,

arn:aws:iam: :AWS-ACCOUNT-ID:role/workdocs_app_role

IAMO—)Z5|2XF2T7 7 tAFT 21— —ICHFE5ETS

EEBEAWSTHOY NEeFHRAREGE, I—Y—HAIAMO—) 251 EZFAZ2HFATEXT,
TOEOHICE, LLVARDS—ZERLTZEOI-—H—ICTEYFLET,

ROBICRTESIZ, RUP—IZIE, sts:AssumeRole 7223l T3 Allow SIRZET A
T—KRX> N&, Resource BEERMOO—I)L® Amazon VY —AZ—LA (ARN) ZEH I HENH V)
F9, FIN—"T AN—29vTFEREETRYFEZBELU TRV —ZMBLEI—Y—E, BE
ENEO-IICHERDCENTEXT,

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::<aws_account_id>:role/workdocs_app_role"
}
}

FED Amazon WorkDocs 1 VARV ANDT VA& #IPRT 3

AWS 7 HJ7 > NCEE® Amazon WorkDocs 4 "RAH V), FEDH A "RAD API 7O RAZHT
LEEVWEEIE, Condition BEEEZERTEE T, Condition BEEREF, RV —%ETT2214 =
VIO NDRBEBETDIENTEEXT,

ROBNE, ZRHEEZEZRLTVLERT,

"Condition":

IAMO—=)%26|EZH2T7 VAT I1I-—F—ILFE5T2 18
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{

"StringEquals": {
"Resource.OrganizationId": "d-123456789c5"
}

tEROFZHERID—ICERETDE, 1—H—IF d-123456789c¢5 M ID %3FD Amazon WorkDocs
AARVAICDORT IO ATEET, Amazon WorkDocs 1 > AZ A D &, & ID £EEFT«
LOKNJIDEMENZCEEHYYET, FHFMICOWVWTIEE, TEED Amazon WorkDocs 4 >~ AR~
ANDT O A%ZFRTED 2SRBLTLIEEL,

LUTOFIET, AWS OV —J)LAH S Amazon WorkDocs D44 ID #EEBL £,
B ID ZEEBITAICE

1. AWS Directory Service AV —=)LOFESF—>3a> R4 T, FALIVRNIZERBIRLET,

2.  Amazon WorkDocs 4 MMZHIET S [TF4 LI ID] DEICSEELSEEV, v A b
DM ID TY,

4% E D Amazon WorkDocs 1 Y ARV ANDT VA% HIRT S 19


https://console.aws.amazon.com/directoryservicev2/
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A—9—TF7VT—>32 QR ET U1 AHH

Amazon WorkDocs 1—H—LAXILOTF 7 ) r—=> 3>k, Amazon WorkDocs 12V — )L Z ST
LTERBITEEEINATVET, BRERG. E77VT7T—232VICRT2EED ID Fifteh
%, Amazon WorkDocs 1>V —J)L® My Applications R—JTF7UTr—>23a >0 2&ERIT D2
ENfHVVET, BERFIC, BREEVEAALINURI ZEBELT, PO0RARAN—=O2ETTI)T—
DAVAOA—TZZTRBRBENFHYET,

BE, F705—=>3>iEk, BEhTVWA0ERFELU AWS 7HD>2 NA® Amazon WorkDocs H A
NCDKRTOELATEET,

BR

« Amazon WorkDocs APl ZHU'H T DT VL AEROFE
« APIF'HELTO 7 )X — ID OER

s P7VT—=3 2 O

s P77V —=3>A—7

« A

« Amazon WorkDocs APl Z U H T

Amazon WorkDocs APl ZRUO'HT DT Ut AEROHE

ARV RZA A E—=—TIAAOI—Y—I(ZIE. Amazon WorkDocs EAND 7 ILT U & AHERD
MHETT, AWS Directory Service# RN ZWE, ED APIHFOPHLU TERED Y —AT U 2AHI4
XYV E—IHNFRENET, KORV—REFEEBERERNELET,

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [

"workdocs:*",
"ds:*",
"ec2:CreateVpc",
"ec2:CreateSubnet"”,
"ec2:CreateNetworkInterface",
"ec2:CreateTags",
"ec2:CreateSecurityGroup",

Amazon WorkDocs APl ZHR U HET oD 7 IV AR5 20
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RREHA R

ec2:DescribeVpcs",
"ec2:DescribeSubnets",

ec2:DescribeNetworkInterfaces",

"ec2:DescribeAvailabilityZones",

ec2:AuthorizeSecurityGroupEgress",

"ec2:AuthorizeSecurityGroupIngress",

ec2:DeleteSecurityGroup",
"ec2:DeleteNetworkInterface",
ec2:RevokeSecurityGroupEgress",

"ec2:RevokeSecurityGroupIngress"

1,
"Effect": "Allow",
"Resource": "*"

S ERAOT VEAFAZ2NETEEE

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"workdocs:Describe*",
"ds:DescribeDirectories",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets"
1,

"Effect": "Allow",

"Resource": "*"

}
]
}

ORI —ZFEALET,

RV —Tlk, RIADODFT V3K 2 TFNTH Amazon WorkDocs Describe AL —3 3
UANDT IV EAENMTEENE T, DescribeDirectories 743 3> IdAWS Directory Service
FALORNVICETREHRZEMBLET, Amazon EC2 ARL —> 3 IZ& ), Amazon WorkDocs
FVPCEHTRXRYRDUARZEETERLSICBYET,

Amazon WorkDocs APl ZHR U HET oD 7 IV AR5
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APIFOPHELTO 7 # )X — ID OERA

APIFDHE LA 7 ANRICTOEATREERYST, 7HIINEFETRELT7AINAID Z2FERATI
ENfHOYVET, L&A, client.get_folder(FolderId='MyDocs')%ZEL -HE4&. APl BT
i U (& UnauthorizedResourceAccessException XY £—J £ M 404 XY +—T&BRLET,

client.get_folder(FolderId='MyDocs"')
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 253, in _api_call
return self._make_api_call(operation_name, kwargs)
File "C:\Users\user-name\AppData\Local\Programs\Python\Python36-32\1ib\site-packages
\botocore\client.py", line 557, in _make_api_call
raise error_class(parsed_response, operation_name)
botocore.errorfactory.UnauthorizedResourceAccessException: An error occurred
(UnauthorizedResourceAccessException) when calling the GetFolder operation:
Principal [arn:aws:iam::395162986870:user/Aman] is not allowed to execute
[workdocs:GetFolder] on the resource.

ChZeRETRICE. 72T —OURLICHS ID ZFALTSEEL,

site.workdocs/index.html#/foldexr/
abcl123def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577.

ZOIDZETE, ELVERNBRENET,

client.get_folder(FolderId="'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3c
{'ResponseMetadata': {'RequestId': 'f8341d4e-4047-11e7-9e70-afa8d465756¢"’,
'"HTTPStatusCode': 200, 'HTTPHeaders': {'x-amzn-requestid': 'f234564e-1234-56e7-89e7-
al@fas5t789c', 'cache-control': 'private, no-cache, no-store, max-age=0',
'content-type': 'application/json', 'content-length': '733', 'date':
'Wed, 24 May 2017 06:12:30 GMT'}, 'RetryAttempts': 0}, 'Metadata': {'Id':
'abcl23def456ghi789jk1789mno4be7024df198736472dd50ca970eb22796082e3d489577', 'Name'’:
'sentences', 'CreatorId':
'S-1-5-21-2125721135-1643952666-3011040551-2105&d-906724f1ce', 'ParentFolderId':
'0a811a922403ae8e1d3c180f4975f38194372c3d6a2656c50851c7fb76677363",
'CreatedTimestamp': datetime.datetime(2017, 5, 23, 12, 59, 13, 8000,
tzinfo=tzlocal()), 'ModifiedTimestamp': datetime.datetime(2017, 5, 23, 13,
13, 9, 565000, tzinfo=tzlocal()), 'ResourceState': 'ACTIVE', 'Signature':
'b7f54963d60aeld6b9ded476f5d20511'}}

API FUOHLTO 7 #)LZ—ID OfFEHA >
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T7U5—>3a>0ER

Amazon WorkDocs BEEEEL T, U TORTY7TZEALTTF 7 UT—3 0 ZERLET,
T7)r—>2a>aERTBICE
1. Amazon WorkDocs 1>2Y — )L (https://console.aws.amazon.com/zocalo/) ZB&E £ 9,

2. [NAT7TVTr—232] [F7VT5—2320ERIOIECERLET,
3. RODEZADLET,

T7)r—>3arvg
77°|J/7-_:/3 ya)%ﬁﬁo

Email( X —JL)
T7r—>3a>ICBEREX—ILT7 RL A,

Application Description(7 7") r—=< 3> O HA)
77°|J/7-_:/3 ywéﬁﬂﬂo

)X ALK~ URI

Amazon WorkDocs ' NZ 71 v & IVA AL I NT BB TT,
Application Scopes(F7 7°U o —> 3> A0—7)

F7OTr—>3a2VICRETEIAI—T (AR TLEREERAKOLTIA), FHICOVT
&, "77075—232A0-7 1 2Z2R<EEV,

4. [#EHK] Z2BRLEY,

F705—>3a>Ad—7

Amazon WorkDocs &, A FOF7 7V —23a> A Q—7%#HR—RNLTVWET,

« ATV %EHMELY) (workdocs.content.read), 77U —> 3 ICLL M Amazon
WorkDocs API AND T UVt AEZFSLE T,
- HU§*
. BiER*

T7ITr—23> OER 23
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« AT Y %EEEIAHK (workdocs. content.write), 77U —3 2 IZBLTF® Amazon
WorkDocs API ADT J AEZRELET,

- ER*
- EF*
- HiBR*
- a7 ORKR
-« Hb*
- Em*
- HiBR*

7oA

T7VTr—>a> BB ANARTH, T7UT—2 32T XTO Amazon WorkDocs 1 —4H'—IZ
KOO THERBEZVIIARNTDZENTERT, ChZET5 0. T7UT—>321F Amazon

WorkDocs OAuth T RARA > NPV EAL, https://auth.amazonworkdocs.com/
oauth, U TV TINTA—BRZRMEITIBLEN HVFET,

o [BBlapp_id —TFT7TVT—=2a o FEREATVRIGEICEREND T UT5—>3 2 1D,

.« [#Z8] auth_type — O T AN®D OAuth 247, B R—KNEhTVB{EF ImplicitGrant T
9,

o [#A]redirect_uri —F7VT—2a3a N TORAN—=—DVZZEITHIEHICEREhEZUA
1L 2 KN URL

« [F7 >3] scopes —AROA—TOHAURIRXG) DI AR, EELBVEES, BEREISEIRE AL
AOA—TOVARNYFEREIhET,

s [ATTa]state —TIEARN=V 2 ELEILRENDXFES,

@ Note

ANV RSGAVAVE—TIAAFTLEFAPI ZFEALTAWS ICT I EATBD EEIC FIPS
140-2 RIDEHADBESILED 1 —IAFBELFEEF. FIPST RRAVNZFEALET, F
FATRE FIPS T RARA > NOFMIC OV T, [EHPIFHRNERIE (FIPS) 140-2] &S
BT,

T 24
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TORBAN—=OEBOLHO OAuth 7O0—ZRBIBOOTF>TIL GETUIIT AN,

GET https://auth.amazonworkdocs.com/oauth?app_id=my-app-
id&auth_type=ImplicitGrant&redirect_uri=https://myapp.com/
callback&scopes=workdocs.content.read&state=xyz

J«)\Tli OAuth nlL.nIE7I:| EF"I-_ bﬂ?@'o

1. 77U —>3>d1—%—(&. Amazon WorkDocs DH A4 REBEANTBDRDIZERENET,

2. 1—%—I(& Amazon WorkDocs DEREEIR—ZICUA AL UV REh, BIEEHFRZEADLET,

3. REECEMTRE, I—H—ICRRAZEAENARTREN, 1—Y—EET77 U5 —>3>(C Amazon
WorkDocs NDT7 U AH U ZFEFBFEEATEET,

4, I1—Y—HNEEBEET Accept 23 8RT DL, 7TTHRK, JTUNTX—=RELTOT O+
A= E=2arv@EReEEEI, F7UT—2a3a >0 1—I)NY Z URLICURAL IS
ehFET,

Amazon WorkDocs 5 ® GET DO T ANDOY T ),

GET https://myapp.com/callback?acessToken=accesstoken&region=us-east-1&state=xyz

TOHEAN—I>I2MA T, Amazon WorkDocsOAuth H—E A FiZ3R L 7= Amazon WorkDocs Y
ARDOITINTGA—RELT region ERULET, AT 77U —2 32 1&,. Amazon WorkDocs
H—ERAIVRRANEBETDIEDHIC, reqgion NTA—REFHITIHEN HYET,

ARV RSAUAVR—TIAAEERAPI ZEALTAWS L7 72 AT EE (D FIPS 140-2 #
ERADEETED I —ILIBEZFEIE., FPSTRRSAMNZ2FEALET, FIFATEER FIPS
I RRAYNOBEMICOVTIE, [EIFEROERIE (FIPS) 1402 T SBLEE L,

Amazon WorkDocs APl 0 9

TOEAN—=00OBEBE. 77— 3> IF Amazon WorkDocs ' —E AA®D API FUO'H L %
TF52ENTEET,

/A Important
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COBIE, cul GET UVIARNZEALTRFIXD MDA EZF—RZMEITZHEZRLTVE
ER

Curl "https://workdocs.us-east-1.amazonaws.com/api/vl/documents/{document-id}" -H
"Accept: application/json" -H "Authentication: Bearer accesstoken"

A—H¥—0II—KT7 )X EZRT B> 7 )L JavaScript BAE,

function printRootFolders(accessToken, siteRegion) {
var workdocs = new AWS.WorkDocs({region: siteRegion});
workdocs.makeUnauthenticatedRequest("describeRootFolders", {AuthenticationToken:
accessToken}, function (err, folders) {
if (err) console.log(err);
else console.log(folders);

1)

Java X—AD API RO H LY TR, LTOEHY T,

AWSCredentialsProvider credentialsProvider = new AWSCredentialsProvider() {
@Override
public void refresh() {3}

@Override
public AWSCredentials getCredentials() {
new AnonymousAWSCredentials();
}
};

// Set the correct region obtained during OAuth flow.
workDocs =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider)
.withRegion(Regions.US_EAST_1).build();

DescribeRootFoldersRequest request = new DescribeRootFoldersRequest();
request.setAuthenticationToken("access-token-obtained-through-workdocs-oauth");
DescribeRootFoldersResult result = workDocs.describeRootFolders(request);

for (FolderMetadata folder : result.getFolders()) {

System.out.printf("Folder name=%s, Id=%s \n", folder.getName(), folder.getId());
}

Amazon WorkDocs AP| ZF UM § 26
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~

Amazon WorkDocs A 7Y NZR —2T +

Amazon WorkDocs AV 7YX ZR—Iv—k, A>TV #TF Y 70O— R, EizlE Amazon
WorkDocs 4 RASHEDO—RLIEVIREREQI—T1UTA4Y—ITT,

NeEY

« Amazon WorkDocs VT YNZR— ¥ DEE

« RFIXIhOEVO—R

« RFIXIPOTYZ7O—R

Amazon WorkDocs AT YNZ—T Y DEE

Amazon WorkDocs A>T YNZR—2 vk, BEBABLCI—HY—TFIU5—2a > 0ICFERATE
£9,

A—Y¥—=TF7U5—>3a>nigse, AREBEEERZND AWS SREHERERIAN—V > EZFHALT
Amazon WorkDocs AT YR Z— vV —%ZBETIHLENHYET,

EET 75— 3>0FE. Amazon WorkDocs 75 4 7> Mk, AWS Identity and Access
Management (IAM) FREEEHRZFEA L THHIL TR BB H Y ERT, TSI, ThEREO API HU'H
LT, REN—VZ2ERITDMENHBYVET,

RKOI—RIEE, JavaFzFhkE Cc#aERAL T, I—¥—F7 77U —> 3> ® Amazon WorkDocs 1>/
TUOYRZ— v =BT EIAEEEZHARLTVET,

Java:

AWSStaticCredentialsProvider credentialsProvider = new AWSStaticCredentialsProvider(new
AnonymousAWSCredentials());

AmazonWorkDocs client =
AmazonWorkDocsClient.builder().withCredentials(credentialsProvider).withRegion("region").builc

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("token") .k

C#:
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new AmazonWorkDocsClient(new AnonymousAWSCredentials(),

AmazonWorkDocsClient client
"region");

ContentManagerParams params = new ContentManagerParams

{

WorkDocsClient = client,

AuthenticationToken = "token"

I

IContentManager workDocsContentManager = new ContentManager(param);

R¥aXhODATO—R

BIR &L, Amazon WorkDocs 1> 7Y NZX—>2 ¥ —% AL T, Amazon WorkDocs A5 R¥F 1
XNOBEN—Da FELEREHN—2a3 20230 O0—RIBENTEET, LTOHITIE.
Java BLUV C# Z2FRALTRFIXNOBEON—>a 02D O0—-RLULET,

(® Note

REIAXRNOBH/N—23 02X O0—RTBICE, VersionId VI IT AN DEER
(Z GetDocumentStream ZIEELBZWVWTLSEE LY,

Java

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();

// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

C#

ContentManager contentManager =
ContentManagerBuilder.standard().withWorkDocsClient(client).withAuthenticationToken("auth-
token").build();
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// Download document.

GetDocumentStreamRequest request = new GetDocumentStreamRequest();
request.setDocumentId("document-id");
request.setVersionId("version-id");

// stream contains the content of the document version.
InputStream stream = contentManager.getDocumentStream(request).getStream();

REaXNOT7YTO—R

Amazon WorkDocs A7 Y X Z—2 ¥ —I&. Amazon WorkDocs 44 NCOAV TV %RET Y S
O—RT2LEHDAPI ZRHELET, UTOHTEK, JavaBLUO CHEZFERALTRFIXNE
F7Yy7O—RLET,

Java

File file = new File("file-path");

InputStream stream = new FileInputStream(file);
UploadDocumentStreamRequest request = new UploadDocumentStreamRequest();
request.setParentFolderId("destination-folder-id");
request.setContentType("content-type");

request.setStream(stream);

request.setDocumentName("document-name");
contentManager.uploadDocumentStream(request);

C#

var stream = new FileStream("file-path", FileMode.Open);

UploadDocumentStreamRequest uploadDocumentStreamRequest = new
UploadDocumentStreamRequest()

{
ParentFolderId = "destination-id",
DocumentName = "document-name",

ContentType = "content-type",
Stream = stream

¥

workDocsContentManager.UploadDocumentStreamAsync(uploadDocumentStreamRequest).Wait();
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