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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html
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WorkSpaces > >V SA T REBEI VI DOES

WorkSpaces > I 5A4 T Nk, AWS IV RI—H¥—-IE1—FT 14 H—ERLEETDI X
SICBEENLEIRARNDIROBVSI VITATUORNTFINART, PTVT—=23 R REBTFAIRNY
TNOLZETHROT I EAZRHLET,

N =R

o XK

« WorkSpaces >V ZAT7NEBEI VI OER

oF R 15

WorkSpaces > O ZAFT > N, ROU—23a > THERATEERT,

chsmn\)—23> 7Tk, WorkSpaces > I SA T REBEIYV—IDOXEFEATEEXRT,
WorkSpaces > V24T 2 N TFINA Ak, BE, KB, R4V, TSR, 41 ZVTF, ARAT
DHFERATEET,

V—>r3ar& U—>3r IVRRA> A= ITY

N
KERED us-east-1 thinclien https://us-east-1.console.aws.amazon.com/wo
(IN—=>ZF t.us-east rkspaces-thin-client/home
1t EB) -1.amazon

aws.com
KEBEE (A us-west-2 thinclien https://us-west-2.console.aws.amazon.com/wo
Ld>) t.us-west rkspaces-thin-client/home

-2.amazon

aws.com
TOTINY ap-south-1 thinclien https://ap-south-1.console.aws.amazon.com/w
74970 (LA t.ap-sout orkspaces-thin-client/home
~IN1) h-1.amazo

naws.com
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https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home

Amazon WorkSpaces > 74T >~

EEEHAR

y—3> g

B (7 AL
Z 2 R)

AT (FE)

RN (7 Z >
22

B (O R
~)

=3z

eu-west-1

ca-central-1

eu-central-1

eu-west-2

IV RERAY
b

thinclien
t.eu-west
-1.amazon
aws.com

thinclient.ca-
central-1.ama
zonaws.com

thinclient.eu-
central-1.ama
zZonaws.com

thinclien
t.eu-west
-2.amazon
aws.com

aAV=lLu>o

https://eu-west-1.console.aws.amazon.com/wo
rkspaces-thin-client/home

https://ca-central-1.console.aws.amazon.com/

workspaces-thin-client/home

https://eu-central-1.console.aws.amazon.com/
workspaces-thin-client/home

https://eu-west-2.console.aws.amazon.com/wo
rkspaces-thin-client/home

WorkSpaces > IS4 T NEBEII YV —IILOREE

AWS PHOV MASHhF, EBEIY—I)IZ&EEL T WorkSpaces >V ZA4F7> V=)
ICBBTEXRT, AV ILZEBETAICE. XOFIEZEITLET,

1. AWSFTAHDNZATAVLET,
2. WorkSpaces >0 ZAT7 A=) T IOEALET,

3. [BUBIK]ZERTDE, RE|CBBLET,

WorkSpaces > VA4 F7 > NEBEIAVY—ILOEH


https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment

N
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WorkSpaces > >4 T NEBE IV —IDOFEH

Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to [t

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client

fleet in the WorkSpaces Thin Client management

console.
Admin management flow
5 Thin Clien
’
)
Amazon WorkSpaces i = Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop emvironment fleet and controls
T B in desired AWS Region access through device
to associate with management service
‘WorkSpaces Thin Client
service

WorkSpaces > VAT RNEBEI Y —IAKRS %,
oS, F—LD WorkSpaces IV TAT R TFINAARAEREOD 7 —N2EBTEET,

WorkSpaces > 95 AT > NFINA ADFEMIZ DWW T I, WorkSpaces > 754 F > N1—H—
A RESBLTLSEETLY,

T, BOFL &5,

[N =R
. IBIE

- FNAR
s VJNJITDOEH



https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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i

& WorkSpaces > 04T NFINA Ak, B2 OEEFRAIRNY TREZFEAL TS
DY—=RICTIVEALET, 1—H—EF. ROVWFThAOREFAINY Z7ONAE—ZFERALT
COREBEICTIEALET,

* Amazon WorkSpaces
* AppStream 2.0

» Amazon WorkSpaces Secure Browser

RIBUABN

RIB AN O

[BAl] - CORRICBEER TSNz —BOREF.

RIETFARAIRNY TH—ER]- CORENFNEATIRETFAINY 77ONME —,

REFRAIVNY TH—EAID-REFRAINY TH—ERATONA A =N ZOREICE|V) HTS—
E0HEBFo

TOTAR=2AVA—R-IVRI—YF—HFRETFAIVNYTRRICT IV CATREHICEATS
j_ I<o

TFINAAE - CORBICTIVEALTWVWS WorkSpaces > V54 TF7 > NTFINA ADE,
REVARNT O3>

BRE]-BELTVIINTOREEZRRELET,

[EFH-RBUANZEHLET,

[FFlZRT] - RIEOFMERRLET,

To2ay - MREEZREFZBERTEZ ROYTHIVUARNEZREE T,

BRIBZER] - RREZERTDTOELRAZRKBLET,

BRIBZER] - RREZERTDTOELRAZRKBLET,
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N =R

- RIFOFEM

- REBZEXT D

- RIFEHMETD

- RIBZHIRT D

IRIR D &AM

RIEZBIRTDE, WorkSpaces I T4 T ROV =IICTOREOFH AN RREh, R
TEDELSICBYET, AVV—LICEK, CORBNERAITZIEREFAVNY 770O0N/AF—0FM
ERTENFTT,

N =Ry

- [BE]
« RETAI b Y TREDF

[BR2]
(B8] - CORRICBHEN TS hiz—BOBRBIF
HREFAY Ny 7H—ER]- COREFEATRREFRAI Ny 77ON15—,

REFRAIVNY TH—EAID-REFRAINY TH—ERATONA A =N ZOREICE|V) HTS—
E0HEBFo

[POTA4R=232 =R -T2 RI—Y—HFREFRAINYTRRBICT I EATZIRICEATS
:l_ HT“H-O

BICVYT7RNIITZREFT S up-to-date - CORETE. YVIRNIVITOBBEHZEMCLET,
AXVTFUVATA Y ROOREBEZ - BBV 7 NV ITEFIREKRES W2 EBBORZ,
XDTFVRATAVRVOETRZA - BBV I NIV ITEMIKT L I-BEOKZ,
XTFARATAVRUQER]-V7 NIJITOBBEHMIfTHOISD A,

BEERTSNETFNAR-ZOREICTIVHEALTWVWS WorkSpaces > 54T N TFINAAD
o

RE DA 17
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R B - CORBEAENE n iz BE,

RIETF AU Ny TIREDFM

Amazon WorkSpaces 71 L 2 M) &

F4LOI KN ID- ZOREICEER TSN TLVWS Amazon WorkSpaces 741 LI K1,
T4 LU KNJE - Z 0 Amazon WorkSpaces 74 L2 NUIZEER TS hi—E DA -
#8# 2 - Amazon WorkSpaces 74 L U N & &l 3 2 BB OB HI.

F4L I KNJARAT - Amazon WorkSpaces 4 L2 N DR,

BEE M - Z D Amazon WorkSpaces 1 L I NUNBBRENTVBIHLESHZRLET,
AT—ARRA - Z®0O Amazon WorkSpaces T4 LIV NUNTOT14THESH,

Amazon WorkSpaces Secure Browser 7R— & JL 0 §¥4H

H&Hl - Z® Amazon WorkSpaces Secure Browser R— X JLIZEEMNS TS5 hi-—EDOE B F.
YERL BB - @ AppStream 2.0 AZ Y I FMERE hi- B,

Web R—ZRIILITY RRAV N -REFRAIRNY TREAOTVEAICEAET NS URL,
AppStream 2.0 O 54

ARYJEZ - 2O AppStream 2.0 AR Y JICEER TS hE—E0EB T

IdP O 4> URL - AppStream 2.0 AZY o 0OJ7 4> Q77 MNIERE NS ID 7O/N/ 5 —
URL,

ER B - Z® AppStream 2.0 A X Y I HERE hi- B &,
RIEZERT S

MBI DICE. STFNAAIZCAWS IV RI—HY—AE1I—FT A2 IJH—EANBETT,
WorkSpaces Thin Client XD —ERXAZFERALET,

« ElYHETshizF1L U KN WorkSpaces Z /L 7= Amazon
« AppStream E|V) ¥ TShEARZRY I%ENL 2.0

REZEKTS 18
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« DIT7R—=ZILT RLA%ZAN L %= Amazon WorkSpaces Secure Browser

BEORRICY—ERZE)HTHL, HILLVREZERITDILENHYET,

(® Note
WorkSpaces > 94T Nk, BLU—23a 2 AOBRBTFRAINY 70 ERRLUE
9,
N =R

c ATV 1L REOFHMEANLTS
« ATV7 22 RETFAINY 770N X% BIRT S
« ATV 7 3B TFNAARDA—HY T ITAR=23 V- REZEETS

ATV 1. REOHEMZA DTS

1. RIBOFM 71— /LRIEBROBEZADLET,

2. BRBVYVINIITNYFZRETDICE. "BLYTNIITZRETS up-to-dates DF TV
TRY DAREAXICLET,

(® Note
BBYI7MNIVIT7EFRABMCLE 2>TLWEVES, CORBICBERENTVEIFNSAA
. FETEHZ7V132H, VI NIITORMBRAI NN TS AT AL RHIH
ICEHIDET, YV/NVITEHZERELFELE A
Tl FTNAADVTRNIDITEYNON=23A2VRBIATALILR>TREYET, &
ON—=2 3V REHFON—23 D TREVEENFHYET,

3. REDXVTFUVAVAVRIDEATD1-ILNIBDRAIVITZERLET,
« SATLAREOX D TFVAVAVRIZERTS - BEAROSNERKBEICRREY 7D IT
ZEHEBNICEFRLET,

* [DARABALXDTFUAVA 2V RUZER]-REVINIVITZBEEHRL CVERZREL
£9,

4. RETFAINYTH—ERZBRLET,

REZEKTS 19
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« Amazon WorkSpaces

» Amazon WorkSpaces Secure Browser

» AppStream 2.0

ATV 2 RBFAINY Z77ONA A %#BIRT S
A—H—IZREFRIRNY FTEERMENH D VY —ANO T VLA BB TEH—E AN RETT,

/A Important

WorkSpaces >V Z AT NEBEDD Y —IHAELKEBETRDLHICE. ZATLNSE
ENEHZBELTVRHLENFHWERT, ChSOEHRHE, TAIRERMA) & TRE) CKER

TNRTVERT,
OAVYV—I)LZERETDHIC, DATLNCNhSOERHZKLLTVWAS L ZHRBL TLKESE
W,

Amazon O WorkSpaces

Amazon WorkSpaces Ik Windows D 7 )L Z—2 RFRAI MY T{REBIALH—E AT, HR—K&
NTLVBREEOTFNAANS VY—ARICTIOEATEET,

1. Amazon Z{FEH T 3 (ZIE WorkSpaces, XOWFNAZRITLET,

 CEAOREBEICEDETHALLEVFALIRMN)ZEBRLTISEZV, ROYTHIURAN
ZZRIDD, RRT7A—)LRZEALTTFALIRN)ZRETEEXT,

(® Note

BEOFALIRNINVANIRRENEVIESIE,. WorkSpaces VEXI X NIV
V=T, ThH WorkSpaces I TA T NEH ZR/ELTVD L ZHRELE
CP

« FALIRNUDER KRR %BIRL T, WorkSpaces T4 LI MU BEERLF
9. WorkSpaces 1 LI NUDEXDFMICIOVWTRK, "TOFALINVDOEE
WorkSpaces) ZZRL T<EZ L,

2. RIRODEMRZZBERLET,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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Virtual desktop services

Choose the virtual desktop service to provision your environment, then select the resource to use or create a new one. The time to provision depends on
your chosen Ll;:nll{i-:_;l,l'._atil;;ll

0 WorkSpaces AppStream 2.0 WorkSpaces Web
Amazon WorkSpaces is a fully Amazon AppStream 2.0 is a fully Amazon WorkSpaces Web s a
managed desktop virtualization managed, secure application lowe-cost, fully managed
service for Windows that enables streaming service that allows you WorkSpace built to deliver secure
you to access resources from any to stream desktop applications web=based workloads and 5
supported device, from AWS to a web browser, oftware-as-a-service (5aa%)

application access to users
within existing web browsers

Mote: When creating a new WorkSpace directory for your environment, you will be taken to the WorkSpaces console. Amazon Thin Client
requires certain WorkSpace configuration to be compatible. For more information and help with setup, please refer to the Create a
'i'-'l_‘lrk'Sp._‘lm}E for Amaron Thin Client tutarial,

WorkSpaces directories (5] jns, ] | | Create WorkSpace directory [
Amazon WorkSpaces is a fully managed desktop virtualization service for Windows and
Linux that enables you to access resources from any supported device,

Q, Filter by attribute or keyword 1 > {53
Directory ID v Directory name v Organization name v Directory type v
abc ¥YZ.Com Mame 1 Simple AD
abc XYZ.Com Mame 2 Simple AD

o abc XYZ.COMm MName 3 Simple AD
abc XYZ,C0M Mame 4 Simple AD
ahc HYZ.C0M Mame 5 Simple AD

RIBEZERTZHETE, BTHMERETER T, FACOVTR, "REZHEETS, 238U
TLEZ W,

AppStream 2.0 O fE A

AppStream 2.0 &, FARAIUKNY T T 7V =230 ASITITTSIOHICANI—ZI2T0FB 1
HICFERATES, JINZ—RAWSEBOZEB TV —232 AN =220 —EARATT,

il

WEFRT B o
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/A Warning
AppStream 2.0 IRIFEZER T B ICIE, %& cli_follow_urlparamliCRETDIHEN HV) F
Jfalse, CNEERTDICIE, ROBEZTVET,
« BEN7O77A4I)TlE, aws configure set cli_follow_urlparam false %
TLET,

« ProfileName EVSEROMFWETOT7 7ML DFEEF. aws configure set
cli_follow_urlparam false --profile ProfileName ZE{TL T K&,

1. AppStream 2.0 ZRETDICIE, XOVThAZEETLET,

c ZHEAMRBICEDETEALLEVARY JZBRLTKEEW, ROVITHIUARNES
BI2D, RET7A—)LRZFERALTARY VZRRTELRT,

® Note

BEOAZY INVARNIRTENBEVESEF. AppStream 2.0 XXX N
Y —)LT WorkSpaces > VAT NEH ZB/IELTVD L ZBERLETD,

« AZY VDR REEBIRUTARY VZEKLET, AppStream 2.0 AZ Y 7 DIERD
FHBICOWTEE, "TAZYIDERL ZSRLUTLSEZD,

2. D7ANAA0oO074>EO7IJRNURLZ[IAPOY 4> URL] 74 =)L RICAALET,
niCkY, 1—H—I& WorkSpaces >0 ZA4 T NMIOJAVERTATTIRNTEEXRT,

3. REDEMRZERBRLET,

e
i
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
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Virtual desktop services

Choose the virtual desktop service to provision wour ervironment, then select the resource to e or create 3 new one

WorkSpaces O AppStream 2.0 WaorkSpaces Web
Amazan WorkSpaoes i a 1|_||I_\_,- Amazan AppStream 2.01sa fl.l||'|-' Armazan WaorkSpaces Web is a
managed deskiop virtualization managed, secire application lowi-cost, fully managed
service For Windows that enahles streaming service that allows you WarkSpace buslt to delwwer seoure
wOu B0 ACCRss resources from any to stream desktop applications web-based warkloads and &
supparted device, e AWS (o 8 wab browser. of bware-as-a-servios (Saas)
applicatian acoess [ wsers
within existing weh brossers,

Mote: When creating a new AppStream 20 Stack far your ervironment, you will be taken to the AppStream 2.0 Stacd consale. Amazan
Thin Client requires certain AppStream 2.0 Stack configuration to be compatible. Far mare infarmation and help with setug, please refer to
the Create a AppStream 2.0 Stack E for Amazon Thin Clisnt tutorial,

Stacks (1) e | C | Create Stack []

¥ou can set up an AppStream 2.0 Stack to start streaming apps 0 youwr users’ browsers. An AppStream 2.0
Stk monsists of a fleet of streaming instances, wser access policies, and storage monfigurations.

Q  Filter by attribute or keyword < 1 » &
Marme ¥ Time created v |
Marme 1 January 317, 2000, 14:32 (UTC+3:30)
Marme 2 January 31, 2000, 14:32 (UTC+3:30)

[+] Mame 3 January 31, 20010, 14:32 (UTC+3:30)
MName 4 January 31, 2000, 14:32 (UTC+3:30)
Marme 5 January 31, 2000, 14:32 (UTC+3:30)

AppStream 2.0 Stack details info

With your AppStream Stack selected, enter your ldentity provider (1P login and logout URL, This provides users the place to login and out of
the Amazon Thin Clicnt,

IdP login URL
Specify the details fram waur IdP.

RBZERLLEERTE, BRTHAZRETERT, FHICOVTR., "BEZHEEID 288U T
<EZEW,

il
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Amazon WorkSpaces Secure Browser O & A

Amazon WorkSpaces Secure Browser l&, BEFEOV I 77 SOOI —H—ICZEBEI I TR—
AN —20O— R & Software as a Service (SaaS) 77V —2a>TF7 oA RMBITDLS ICHEE
enf, BROAARNDT7ILNYZ— R WorkSpaces 1>V —I)L T,

1. Amazon WorkSpaces Secure Browser ZEXE T DIk, XROWVWIThHAZRITLET,

c RIRICEATRIVITR—ZIIEERLET., ROVITIIVVARNESRITD N, BE
71— REFEALTIVITR—ZIERETEEXT,

® Note

BEODVITR—ZINFIVANIRRIENEWVEEE. WorkSpaces Secure Browser
Management Console T, &N WorkSpaces > V547> NEHK ZiFEZL TV
BDIEEBFELET,

« WorkSpaces ¥ 1775 UHDOER REZBIRL T, VI7R—FIILZERKLF
¥, WorkSpaces Secure Browser 7 I 7 R—Z )L OEROFEMIC OV T, "Amazon
WorkSpaces Secure Browser DY N7 Y 7'} #5BL TS EE L,

2. REOERRZVZBRLET,

e
i

ZERT S 24


https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
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Virtual desktop services

Choose the virtual desktop service to provision your environmeent, then select the resource to use OF Create a ew one.

WorkSpaces AppStream 2.0 O WorkSpaces Web

Amazon WaorkSpaces is a fully Amazon AppStream 2.0 s a fully Amazon WorkSpaces Web ks a

managed desktop virtualization managed, secure application low-cost, fully managed

sarvice for Windows that enables straarming dervice that allows you WorkSpace built to deliver Sedur

you to access resources from any to stream desktop applications web-based warkloads and 5

supported device from AWS to a web browser. oftware-as-a-service (5aas)

application access to users

External link [A within existing web browsers

Mote: When creating a new WorkSpaces Web portal for your enviranment, you will be taken to the WorkSpaces Web console, Amazon Thin
Client requires certain WorkSpaces Web configuration to be compatible. For more infermation and help with setup, please refer to the
Create a WorkSpace [ for Amazon Thin Client tutorial.

WaorkSpaces Web (0) info c Create WorkSpace Web [

Amazon Work5paces Web is a low-cost, fully managed WorkSpace bullt to deliver secure web-based workloads and software-as-
a-service (5aas) application access to usars within existing web browsers

Q. Filter by attribute or keyword 1 > &)
Display name * Status v Web portal endpoint ¥ vc @ w Created at v

Mame 1 &) Active AMazon.awsapp.com Vpo-name January 31, 2010, 14:32 (UTC+3:30)

MName 2 (v:'] Active AMazonawsapp.oom vpC-name January 31, 2010, 14:32 (UTC+3:30)

(=] Mame 3 &) Active AMAaZoNaWsappR.oom VRC-name January 31, 20010, 14:32 (UTC+3:30)

Mame 4 &) Active amazon,awsapp.cam vpC-rame January 31, 2010, 14:32 (UTC+3:30)

Mame 5 &) Active AMazonawsapp.oem VpC-name January 317, 20010, 14:32 (UTC+3:30)

RIBZERLLERTE, BRTHMZRETERT, FHICOVTR, "BREZHEEIS 28RLT
<EZW,

ATVT 3 FNARI—H— LT IFAR—2aY - REREETS

REERBTFAINYTH—ERZRETSDE., AWSNERIAZRIAVY—=ITEYRNTYTAD
—BOTIVTAR=2aD—REZTWY)ET,

il
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CcOTIT4R—=>3 20— R% WorkSpaces > VAT "R TFINA ALY —ICRETD L,
1—4HY—RBhZFERALTUREFAIRNYTICTOEATEERT,

T INA A1—H—7A" Amazon WorkSpaces > >V ZA T hatwY NT YT TDDICEILDIFED
FHHICOVWTWE, 2 O0TAT N 1I— =4 RESBL TS EEV, WorkSpaces

REZRETD

WorkSpaces > O ZA4A T NEBIAV Y-, B2 O1—F—OREFAINY TREZEEL
T3, cOOAVV—ILS, REFAIVNY TREZRETLIFBIBRTEERT,

1. MEITIREZERLET,

® Note
ROV TR IVVANESRIDND, BET 1 —I)IRZFEAL UGRRERRTEET,

2. TUOaVREVEBRLET,
3. RAYTRIVIVARYSHEZERLET., RIROBEIT 1V RUNFRRENET,
4. ROVThHLZwRELET,

s RERB]| 71— /LRTREOBHNEZEELE T,
s BBV I RNVITNYFEFHOVY NV ITEHROFHMOFIVIRY VRAEZEELET,
s REICEDETIA VT FUVATAVRIZATDZ1—IINTIRAIVITZEELET,

5. REORERZVERBIRLET,

RIEZHIRT 2

@ Note

FRAANBRENTVABEREBRTEE A, £T. BEROTNTOF/NM AEERF
BELTHBTDBENHYET,

1. HIBRTZPREZBERLET, ROVITEIVUARNEZSRIZDD, RRT7 11— RZEAL TR
BRERRTELRY,

2. TUO3aVREVEBRLET,
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html

Amazon WorkSpaces 3> 954 7> K EEESA K
3. RAYTHIVDARNYSHIRZERLET. RIEOHIBROEER D 12 RUNFRRENET,
4. TERAATOY T, [Delete] GHE) EABDLET,

5 [HIBR] RE>ZBIRLET,

TINAA

%& WorkSpaces 9547 NIV RI—H—IC&E, REFRINYTREEF >S4V —
AEHZIDERATFNAANFBYNET, chsOF/NA ARk, AWS 54 ~ ® WorkSpaces > 7
AT RNEBEIVY—IILENLTEBENET,

CcOAVY—=INS, F—LAOFNAAZEXTEET,

FINA AU AR

FINA A AN DM

[7/NA 2 ID] - % DT/ AE B TS5h5 IDES,

FINARE - (AT 32 ) FNAACRYETD—EDOEH.
TOFAEFAAT—RA - FNAADBEDAT—R A, AF—RAIW 2 DDREN BV ET,
C [POFAT]-BET BBCOBELESL 1ERY ND—SCEELTOET,

c BETOT4T71-BET7 HBEICABKEE 1HERY N)—JICEERLTVERA,

BREAT—BZA-FNAANFEYRTYTEh, COAWS THDIY NMCBEEMN TSN, BHEDRE
ND—HTHDZEDER, XOVWThHLDOREICKYET,
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« kms:DescribeKey— Amazon WorkSpaces Thin Client "+ —ZRRIETED L SIC, BEEIE
BI3F—0FHzRMLET,

« kms:GenerateDataKey — HARXN—NZX—IJ RF—ZFHALTTF—XZBESILTEDELSICL
£7,

« kms:Decrypt — HAZN—~NZR—IRF—ZFALTTF—REEBESTEDLSICLET,

e kms:CreateGrant - DARXN—XZX—I RF—IZITSUMNEEMULET, $EEL £ KMS F—
ANDTOVEAZHHLUET, hiZkV), Amazon WorkSpaces Thin Client A’ % E & 9251457
RL=23VICTIEATER LS ICHBYET, JZVNOEAGEHEMBICOVWTIEE., TAWS Key
Management Service RO Y /N—H 4 Ry #SBLTIEEV,

hiIZ&K V), Amazon WorkSpaces > VATV NEIRODZENTEDLSICRYET,
« Decrypt ZHUOHL T, BS{tehiTF—2Z2EBESLET,

Amazon WorkSpaces Thin Client IZEBIMTE SRV —RAT—RM XV ROBIFXOEB VY T,

"Statement": [
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt",
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
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"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms:RevokeGrant"
1,

"Resource": "*"
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A TFANZEESENETF—RIINA 2 RLET, —2E2ESITHICE. ABUBSLLIVT
FARNEZVIDTIANCEDET,

Amazon WorkSpaces > >V 547> MBS TEF A

Amazon WorkSpaces Thin Client I&, 9 XT®H AWS KMS BEF{LARL —a>TcRUESHLIY
THFANZFEALET, ¥F—I&F Amazon VY —AF—LA (ARN) aws:thinclient:arn T, fEi&
Amazon ')V —AZX—L (ARN) TT,

REBSHCIVTEFANEIXIOESY TT,

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
TFINA ARSIV TFANFROERY TY,

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ESLAVTFANILBDEZRZUVJICBSALITFANEHEATS

WorkSpaces X KUY OHARY—BEBFXF—ZFALTOVI9TAT U RNREETNA AT —R
ZRESLIT2EE, BEELI-REOJOBSUHEIVTFANEZFERAL T, HARY—BEBEF—HE
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WHAAZN—XZ—I RF— (CMK) \NOT VLA ZFHITR-00FRHFELT, F—RUZ—&
IAMARYS—AOBESILITFANEEATRIEETEET, A5THRIC, BSALIVTH
ANDHNEERATEHEELTERT,
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RKIZ, BEOESILIVTFARMDAAZRI—NZR—IRF—-AODTIVLAZNETZF—RI)I—
AT—RMAVRNOBIZRLUET, CORIVZ—AT—RMXAYNOZHTE. kms:Decrypt B H L
ICES{EIVTFANZEETAESHCIATFANINI SVETT,

"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

Amazon WorkSpaces > 94T hOBSILF—OEZ_XI T

Amazon WorkSpaces > Z AT KNJY—ATAWSKMS hARY—EBFX—ZFEHT 35
A

&. AWS CloudTrail & 7z l& Amazon CloudWatch 0%/ & £ L T Amazon WorkSpaces > 97 5 4
TN AWSKMS ICEETHVIVIANZEBHTEERT,

AT O flldDescribeKey, . CreateGrantGenerateDataKeyDecrypt. Decrypt (2R L
TGrant) BEZREBEF —CHESILENET—RICT VAT S =82 Amazon WorkSpaces Thin
Client [Z&k > TR HE ©d KMS AWS CloudTrail ARL —2 3 ZER TR LEHDAIRY N T,

LT OBITIE, WorkSpaces V547 MREBEICOVTHBALTVLE
9, encryptionContext CloudTrail WorkSpaces > 95 AF7 > R FINAATEREDA R B
FaREEhzEzd,

DescribeKey

Amazon WorkSpaces Thin Client [&, DescribeKeyZARL —> 3> Z#ERL TAWSKMS A A
AN—EBF—ZRIALET,

LTOA AR MNITIE DescribeKey ARL —2 3> &2EBHLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

CreateGrant

Amazon WorkSpaces Thin Client CreateGrant Ec DARL —2a > & FEALTKMS FZ5 >
REERLET, chickl), FNAANFTF—RICTIEALTVDRLEICT—RXEEF{LTE
£7,

LTOARY MITlE CreateGrant ARL —23a &L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2023-11-21T13:44:237",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"granteePrincipal": "thinclient.eu-west-1.amazonaws.com",

"operations": ["Decrypt"],
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"retiringPrincipal": "thinclient.eu-west-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {"aws:thinclient:arn":
"arn:aws:thinclient:eu-west-1:111122223333:environment/abcSAMPLE"}
},
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00f0000000cObcPa®@d@PaaatSAMPLE",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces GenerateDatakey 29547 NEARL —2 3 z2FEFALTTF—X

ZHESLLET,

LT0AXRY MNITIE GenerateDatakey ARL —2 3> &2RBHELTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-03-12T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-03-12T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces > 9754 F > KN&, DecryptAXRL—2 3> & FERALTTF—2E2ESE
LET,

UTOARY MITEE Decrypt ARL—23 0 ZEE L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}
},
"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:25Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt (using Grant)

WorkSpaces > I Z AT RTFNA AN RBRIZGTNAABRICET VAT HE, KMS

Decrypt F—IC & > THHAETNBBRENFEAETNET, Grant

LTRDOARY MMITlE, DecryptZi L THERENLBREZRHEL TVWET, Grant

"eventVersion": "1.08",
"userIdentity": {
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"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®0@0fb@fba@SAMPLE",
"eventCategory": "Management"
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O—)LTY, IAMBEEERZ, IAMAASH—EAO—ILZER, £E, HIBRTEET, FMEICOWV
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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EERID— Z#BRLTLSEEV,
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ZLET, ChiF, F/MEHELCEHEATVET, IAMZFRAL TERZERAT 2 HEOFMIC
2VTR, "TIAMI—H—HA R, O TIAM TR —EH#ER, 28BLTLEEV,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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B #BRBLTLKEEV,

- ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRBII—NI1—HF—2ZHXEBEETRFTIVIND
PHEFAWS TAHIURN, EF2UT 1 %58{tTBHHIC MFA ZBRICLET, API AXRL —
SAVHHOHENZ EEIZ MFA ZHXEBICTSICE, RIS —IC MFA&BZEBML T, A
C2VWTE., TIAMI1—H¥—HA KR, O "MFAREBEAPI 7OV EANEE) 28RBLTLKEEV,

IAM TORARNTZ T4 AOFMIIOVTR, TIAMI—H—FHA Ry O "IAMTOEFI )
TADRARTZI0T 1A 22RLTLSEEW,

WorkSpaces > 0247 NIV —=)IOEA

Amazon WorkSpaces > VAT NIV =NWIZT VAT, —BEOHKPROTIEA
HAUNMBETT, ChSOFTIEAHFAIZKY), O WorkSpaces >0 54T > MY —ADEHH
ZUVANBRPRRTEEXRTAWS THI U b RDPBRYVELHARY EHBEIBLVT AT T4
TAR—ANDRI D ——ERTDE, TORV—2FIIVT4T74 (A—Y—FkLEO-I)IC
FUTOAVY=IINERLEESY ICHEELEL A,

AWS CLI £7zl& AWS APl O A ZHUCHTI—H—ICk, SFPMROOAY—-ILT IV EAFAZNE
TRIBERFHYELEA, KDYIZ, EITLELSIELTVBR APIFRL =23 VII-HIBDT70>3
YORNDT I EANFAENET,

WorkSpaces > 95 A T MMOGI AW ERT VA ZNLFETS

cOBITE, IAM 11— —7H WorkSpaces > I TA TV RBEZRTIDCEZFATIHN. B
BEEHULBEVWRID —ZERTEDHEZRLET, ORI —IZIE, AWS CLI £k AWS API
EEALT, OV FEER7OISATIOT I3 BRTITBITIEAFANFrEENATVE
9,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
1,
"Resource": "arn:aws:thinclient:*:*:*"
},
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
.
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
.
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

BOOHFAORREI—Y—ICFHFATS

BT, A—Y—TATFoTATACRENZADTAVELFIR—I RRIVS—DRTRZ
IAM A—H—ICHATRRIS—2EKITZDHEEZRLET. CORUD—ICRE, O2VY-IT,
T AWSCLI £2lF AWSAPI ZEALT7TOJZATIOT VAV EETTRT UV EAFHA

FEEFIhTLET,

"Version": "2012-10-17",

"Statement": [
{
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"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

ZOBITIE, WorkSpaces I TAT RO IAM A=Y —ICT7INTOEAZHFATERI—%
ERTDHZEERLET, CORUZ—ICIF, AWSCLI FlF AWSAPI Z2FEALT, O>V—I
FEE7O7FALTINTO WorkSpaces > I FA T RNT O AVERITTBDT IVEAFAN
EFEhTLVET,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
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},
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

Amazon WorkSpaces > I AT NDT AT TATAETIOEAD
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thin-client:ListDevices PO EAFANBVEVSBEICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workspaces-thin-client:ListDevices on resource: my-thin-client-device

— MFE. Mateo & workspaces-thin-client:ListDevices7 V> a>%ZERL Tmy-thin-
client-device VY —AILT UV EATED LS, RUS—NEFHEZEEEICKBLET,

TOEAF—ZRRLIEV

IAM A—H—T O EAF—ZERLIEE, WOTETIEAF—IDZRRTEEXRT., IZIZL.,
S—OLYRNTIUVEAF—ZBRRIDCERTEEREA, - UL YRNTIOEAF—ZHRL 235
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/A Important
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~bo
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HROleH’

"principalld": "<principal-id>",
"arn": "arn:aws:iam::<arn>",
"accountId": "<accpimt-id>",
"userName": "<user-name>"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-18T23:07:01Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-11-18T23:11:57Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "GetDevice",
"awsRegion": "us-east-1",
"sourceIPAddress": "<source-ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0)
Gecko/20100101 Firefox/115.0",

"requestParameters": {

"id": "<ip>"

},

"responseElements": null,

"requestID": "<request-id>",

"eventID": "<event-id>",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<recipient-account-id>",

"eventCategory": '"Management"
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{
"Statement": [

{
"Principal": "*",
"Effect": "Allow",
"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
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