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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}
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AWS Resource Groups ALEXl 710|=

* cloudformation:ListStackResources
* tag:GetResources

e tag:TagResources

* tag:UntagResources

* tag:getTagKeys

* tag:getTagValues

* resource-explorer:*

® Note
O| resource-groups:SearchResources ™2 Eil1 7| £ 22 AI8 350 ZME ZE]
218 [ Tag Editor7} 2IAAE LIFSIE S S ELICH
O| resource-explorer:ListResources HetE ALSStH AM EfOE Ho|5HX| &t 2|
AAE HME W eEfT WEV|7 2|&AE LHEE = A &L

2 £ 0] M Resource Groups Z! Tag EditorE AIE3l24™ resource-
A (o]

groups:ListGroupResources U AlE = Qe Het: EeLct ol H
g2 X 2T AL 7hHsE ElaA RYEE LISt Ol 22 LICH resource-
groups:ListGroupResourcesOll HM =742 A835t= A2 #AH X|HEIX| &Lt

Pl
olo
X
o
4L

04 AWS Resource Groups ! Ef1 TZ|7|

2 MM E F713l2{H AWS Resource Groups 12|11 Ef1 WEIT|E AFAIO|A MB5te{H OIS S

>
=
M
M
mjo
8%
r
[ul

1=

oM ALSKHE MEIEL
0{3t2d= AF8XIE B2 M| 2. AWS Resource Groups 2! Ef1 TEI7| Mt AFEXFQ| O]

St ALZ R &4 H 0| X|7F HEILICE.

CtH.

N
i

mo rok
c
J

w
I Op st om

d

rot

N~ o o A
N
e

0z 03

F(Add permissions)& MEHELICH.

12
0x 1

& o
O
zZ
4
[=)
o
0jo
0
12
%
0%
mjo
M
hvd
ol
I
-
[ul



https://console.aws.amazon.com/iam
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10.
11.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*"
1,
"Resource": "*"
}
]
}
(® Note
O] M|l H& M2 Ctg HEtEH 2 04FLICH. AWS Resource Groups & Ef1 HHE! 7|
Zhod. of CHEt HMAE S8 EIX| A &LICEH AWS Systems Manager 01l = & AWS
Resource Groups 2&. (& £01 0| A2 Systems Manager AtS3t HHEZS AISE
T AE HEtE F0o{5tX| b&LICH EBlAA TE0|AM Systems Manager EHA TS =&
Stodd H=Hoi| 914 El Systems Manager T 8H0| 240410k &FLICHO{: ssm: *). Systems
Manageroi| CHEt °”HI¢ TetE Fodst= ol CHEt RhMIEH LI& 2 Systems Managerd|
CHEt HMA 42 FHESHAAIL2. AWS Systems Manager AFHE AHA.
MM AES Mz
M E2g 25t 0|51 MHEE MBELICHO: AWSResourceGroupsQueryAPIAccess).
HA Mg MEELIC
O|X| HEHO| IAM ME LIRS B2 CHE AFS AU AH HHE HAZE £ U&LICH ALS Ko A E=Y
g Z7bste ol THEH RPAIEH LIS S AL8 MOl ALSXtollZ KX HMg oiZdstol HEt £
JtE B XA IAM



https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#by-direct-attach-policy
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#by-direct-attach-policy
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroups.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Automatic_Dashboards_Resource_Group.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Automatic_Dashboards_Resource_Group.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html#appinsights-components
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com/license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/

AWS Resource Groups

AWS AMH|A

AWS Resource Access Manager— 2735t QU
= XHEE AWS B|AAE CIE H-H 2
T &Lt

AWS Service Catalog AppRegistry - OHZ 2|7|
o|Mut si{e HIEIH|OIEE Holst 2 2|EfL
Ct.

AE Thot

AWS Systems Manager— AWS 2|4
St Ao = U&Lct.

Resource Groups ¢

E M836toi Z3AE R

AWS RAM.

a8 SREYLC

WS RAM AL&
ZotM2.

Myiol 2

=0

KMl L2
AA

JtsEt 2l

A

of| M AppRegistry O = 27| 0| M S A+t &
= MHIA7F S o Z2(7H o] Mof| CHEE 2lAA
JE2 ASS 2 Mdgtct ofZ2|7i0|M 2
LA OE2 ofE270IMA UE BE 2lAad
o| EZlL|ct. EEF O] MH|A = ofE 2|7 0|4
o gt El 2 E AEH0|| CHSH AWS CloudForm
ation 2B 7|8t BlAA O FS MMELICH

KEAM[EE LA
LHA 2| At

82 AWS Service Catalog # 2|t 2t

82 AppRegistry & Z5HA A2,

Ct. AWS Systems Manager =& 0i M Applicati
on Manager A& X} X|% ol £ 2|71|0[M | O K|
= 2l&A JES 7[g e 2 st= ol EE(7 oM
O| 2U HIOIE{E AIS2Z 7Kt EAIEL
C}. Application Manager2| & £ A& 35104 off

ZZ|AH0|MH9| ofiH 2|AATI SEE|T SHIZ A
I E5tn QYEX|, ofH BlAA0] o] 2o st

XIE mtE = A&t
KEMIEH LI 2 AWS Systems Manager AFHE M

H M 2| Application Manager0l| A of Z 2|70 M
Zolg HESHMR.

AWS 7 =2t s

5t= MH|A AWS Resource Groups


https://docs.aws.amazon.com/ram/latest/userguide/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
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https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
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{
"Type": "configuration-type",
"Parameters": [
{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"
]
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{
"Name": "parameter2-name",
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"value3",
"value4"
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]
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https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GroupConfigurationItem.html

AWS Resource Groups ALEXl 710|=

|

AWS::ResourceGroups::Generic

AWS::AppRegistry::Application

AWS::CloudFormation::Stack

AWS::EC2::CapacityReservationPool

AWS::EC2::HostManagement

AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic
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[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
}
]
}
]

deletion-protection

ol mztO|EE 0| gie B¢ 2oe 2las OES MAE = IS XIGELICH REAE LHE
g o

2 License Manager At& HEMO| SAE Z|4A OF AKE HESHA

FH {8 %l= 2E2 [ "UNLESS_EMPTY" 1QILICHZf2 CHERFo{of &).

ol
ol
m
rir
;l:._\'l_
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e
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L+ o8 218, 2las O80 AZE CFHE Configuration 240 2l Z%. o] ot2t0|E &=
BlAA JE0| TypeO| AWS: :EC2: :HostManagement@! CHE Configuration QAL Y= B
of ot ZeBhLlct

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]

4 /4 4 utetolE 18


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete

AWS Resource Groups ALEXl 710|=

AWS: : AppRegistry: :Application
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AppRegistry HME 0| R8O MH|A 944 2 E 0| S A AWS_AppRegistry_Application- &[0
88 Z=21% 0| 201 AIS2 2 0|§ & XIEELICH
AWS_AppRegistry_Application-MyAppName

AWS: :AppRegistry: :Application MH|A @12 O & f¥ol= o3 2 oetolE 7t x[HE L
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https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
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ol TEtOIE|S oA B3t OfE |70l 2] Amazon EIAA 0| (ARN) B2 E X|MsHLICH

AppRegistry.

0%
MO
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12

ol ClolEf §

Oledet 2 A& HZBStc{™ AppRegistry 2£0|L} 3iE AH|A AWS SDK X AWS CLI &S
£ |91|0|*=|° sHoF gfLict.

0| 88 T2 XY 1 &2 AppRegistry S8 ZTZ 21} AAZEl AWS CloudFormation A E404| CH
Sl M El AHH AAsez2 08 FHHC=E E?:.*E* LIC}. ListGroupResources® 2 A& 5}04

CH2 oAM= AWS: : AppRegistry: :Application AMH|A 912 2 89| 7 MME Eo{ELICH.

"Type": "AWS::AppRegistry::Application",
"Parameters":[

{
"Name": "Name",
"Values": [

"MyApplication"

]

.

{
"Name": "Arn",
"Values": [

"arn:aws:servicecatalog:us-east-1:123456789012:/

applications/<application-id>"

]
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupResources.html
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]

AWS: :CloudFormation: :Stack

O| Configuration &2 10| AERME LIEILHTD T 74 0] SHF AWS CloudFormation A EH
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AWS: :CloudFormation: :Stack MH|A 944 O & |fol= CtSa 22 ul2to|e{ 7} x| EL|Ct.
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https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/AppRegistry.html
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e Arn

O| ZZtO|E{= o ZE2|7i 0|40 ¢4 El AWS CloudFormation 2&49] Amazon 2|44 0|8 (ARN) &
2 & XI'JELICt AppRegistry.

Ztol ololH /: 2Xtd
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25t = AWS SDK AND AWS CLI &
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Z335t24d™ AppRegistry 22 £ 0[of
Z2OWE ™5l oF &LiCt

HTJ

CS oAM= AWS: :CloudFormation: :Stack MH|A 942 O Eo| £ MME EoiFLICI.

"Type": "AWS::CloudFormation::Stack",
"Parameters":[

{
"Name": "Name",
"Values": [

"MyStack"

]

},

{
"Name": "Arn",
"Values": [

"arn:aws:cloudformation:us-
east-1:123456789012:stack/MyStack/<stack-id>"
]
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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AWS: :EC2::CapacityReservationPool

O| Configuration R82 2l&a I50| I8 FHH0| MSste 35 8T E£ LIEHHE x|HY
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Access Manager{&LIC}. O|ZH| 5t O] 2lAA OS2 8T 0l utetO|Ee| Zte = AFo 0F04
Amazon EC2 RQIARAE A[ZtE = U&GLICH O|FEH 6tH QUAHAE IEHM ALS 7t5EH 0i|f
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o m2tO|E{7} SHLEQ! AWS : :ResourceGroups: :Generic f8:

It2t0|E{ allowed-resource-types & AWS: :EC2: :CapacityReservation®| B Zt. O]
= 7| 5t Amazon EC2 & of &Pt 2lAA OF 9| 8 70| E = U&LICH.

OF FMO| AWS: :EC2: :CapacityReservationPool &S ulztO|E{E X|&HK| ok &LICH

CHS oMl ol2{8t 2 & 2| Configuration Mg HoiELICI

[
{
"Type": "AWS::EC2::CapacityReservationPool"
b
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::CapacityReservation" ]
}
]
}
]
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-cr-group.html

AWS Resource Groups

AWS: :EC2: :HostManagement
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AWS: :EC2: :HostManagement MH|A 44 O & fYol= 30 2

e auto-allocate-host

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-allocate-host",
"Values": [ "true" ]

},

{

"Name": "any-host-based-license-configuration",

O| WEtO|E{E QIAEAT EXE M SAE FE= Ux|sl= 40| UE ZE 712 SAEN|AM Al
ZHEl & OI=X |8 X|MHEHLCt AFM|IEH LIS Amazon AFHE EC2 MEAMO| XI5 Hi x| & M5 T 0|5
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https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-understanding
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"Values": ["true"]

}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
},
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}

 auto-release-host

ol mtetOlEE O x| ez AAE QAHAVI S2E = A5 M8 54
02 & X|HELICE RtMIEH LI 2 Amazon EC2 A& HEMO| TE 54

Ztol dlolEe 98 28

SHBEl= 2L ‘true' EE= false' (A E XH040F &)
L 85 o4 ot
[
{

"Type": "AWS::EC2::HostManagement",
"Parameters": [

{
"Name": "auto-release-host",
"Values": [ "false" ]
},
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}

T4 78 2 get0fE


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-releasing
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AR 7H0|E

"AWS: :ResourceGroups: :Generic",

"Parameters": [

}I
{
"Type":
{
.
{
}
]
}

"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]

"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]

 allowed-host-families

o| utztO|EE ol 252 T+l AUARA

Ztel ololE #8: 24t
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rr

ne
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SEE 2t Z 42 R &8 Amazon EC2 QIARA 2% mf 22| AR} (04:C4, M5P3dn, EE£) 040k
R5d gfLICH
4 ¥ of2 ohLle
OS 74 = odle AIRE QAEADC5 EE M5 QIAEHA RF 11 2 UAS
g X|-geLct
[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"ValueS": [HCSH’ HmSH]
1,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
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},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
I
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}

* allowed-host-based-license-configurations

Ol ZtZtO|E e & F+H a0l & stLt ol&t el Zo{/A% 7|8t 2to|MA 74 9| Amazon
Resource Name (ARN) B2 & x| grL|Ct.

Zfo| HIolE %: 2| HY. ARNs

S E 2k ZF 42 § &8 License Manager 7430[0{0F g L|C}ARN.

£ = any-host-based-license-configuration2 X|H&

.|
Ch X Eg == H&LICH T 852 8 AL8E + elgLch

CtE 7+ &3 olxle 28 7 dH0| X|™HE F 7H2| License Manager 82 AISE = US 2 K|

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-6eb6586f508a786a2baslEXAMPLEL1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1ic-8a786a26f50bas16eb658EXAMPLE2222"
]
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/about-service-linked-groups.xmllist_awslicensemanager.html#awslicensemanager-resources-for-iam-policies
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}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}

ol WztOlE{E §H ElolMA TMHE O 5of ¢iZstx| &g A2 RXIYELICH o]l AR ZAE E&
A JES FEM2 BE Fo{/AZ 7|8t 2to|MdA FHE AEE £ JU&LICH 2to|[MA o ATt
O| gin SAE ASES 2|M55teis 49 ol AHE AASELICH

ol dolH /: £

SHEElE Zt: ‘true' EEE false' (AN EXF0{0F &

Zis o458 2748, o] m2t0|E| E£&= allowed-host-based-license-configurations2 X|
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[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
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},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
.
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
]
ChS oM ZE ZAE 22| -2 By 7ol &t WS 2oiELIct
[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-allocate-host",
"Values": ["true"]
},
{
"Name": "auto-release-host",
"Values": ["false"]
},
{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]
},
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50basl6eb658EXAMPLE2222"
]
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}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
I
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}

ol AlxteE 28 F Mol 2 El= AWS Network Firewall 72 2&0| MX S R|HELICH g3t
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/resource-groups.html
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"Configuration": [

{
"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []

1,

"ResourceQuery": {

"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}1}",
"Type": "TAG_FILTERS_1_0"

CH2 of|A| AWS CLI 24

rlo

Ol 74 A #E[E AH835tod Ela4a OFE BHELICH

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFiltexrs\": [{\"Key\": \"environment\", \"Values\":
[\"production\"]3}13}"}' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"

1,
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"]1}11}",
"Type": "TAG_FILTERS_1_0"
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oM 2| 718 2 & M4 AWS Resource Groups
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« "AWS::service-id::resource-type - "AWS::EC2::Instance"2} Z2
resource-type AtY EXIL0| HEE FEE SELICEH

* TagFilters

Ol 24 = BlAaao HZEE B8t HIuE[E 712t EXHE &S XIEELICH ZEQ UXIstE
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1 7|9t o] S5 URISHE gtE 7T ElAAR D9

O|t{Et ZE JSON 2AE JSON X 0| ¢+ & BAtY B2 ZAEtsloF gHLICt o2 S04, C}
E4A|l2. o] #El= EH7} “Stage”0| 1 Zt0] “Test”@!

Amazon EC2 QIAEIA D O EIEH7| I8 ZdLict
{
"ResourceTypeFilters": [ "AWS::EC2::Instance" ],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}
Ol= CtEt Z2 &t & EXAIYUZ EHE JSON &= U2 Query 249| g2 AZE = UGL
SE XL £EAl &

SEZ FOl ExtYolofof 5t22 ZEE ZMSE 2

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\IIStage\ll , \Ilvalues\ll : [\IlTest\II] }] } n

O24™ ™A ResourceQuery EAtE0| ChS 1t ZHo| B Oi7H B2 E A[ELICE CLI

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test

\"1}313"}'
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AWS CloudFormation AEH 7|dt

AWS CloudFormation 2&4 7|8t Z|Z2[0{| M= FXH X[42] H™Holl = AWS CloudFormation
AEHS MENSHCIE O &0 Z&E6E{s AEO ElAA REE MEIEILICE SHLE2| AWS
CloudFormation AEHRt 7|Hto 2 2|8 £~ l&LCt.

(® Note
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Resource Groupsi= CtZ & E} & tLt2! AWS CloudFormation ABHE 7|Bto 2 ot= HEIE X|H
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 CREATE_COMPLETE

CREATE_IN_PROGRESS

DELETE_FAILED

DELETE_IN_PROGRESS

REVIEW_IN_PROGRESS

/A Important
e[| M AEHS| UEE R ME 2|aAD 2lAaA OFo| ZRFELICH AWS
CloudFormation ABH 20| LIS dME 2lAaaE OF9| #4370 EIX| f&LICE.
02 S04, o A AEHO| AWS CloudFormation YE 2 A5 A7 UR IE S MMSH B 6l
2 As ALY 52 a5 *4#0| Euct 3HX|BF Auto Scaling 2 & 0A Edo| &
22 M8 Amazon EC2 2IAEA = AWS CloudFormation AB4 7|8t 2|AA O &9| 3

&#0] ofElLCt.

AEIS JEto2 JOES M E [} AWS CloudFormation AB40| A Ef7L 2& HE|Q| 7|Eo 2
O|& X|HE|X| ot MENZ HAZIE B (o: 2lAA 2B S 04T5| EXHSHR|TE LA B|AAT}
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CloudFormation A8 7|t X}2 21 & 9| ResourceQuery Oi7f B T E20i= CHS A7} ZEEIL
Ct.

* Type

ol 24 & ofH Rl (7t o ElAaA A& E Holst=X| LIEFLICH

AWS CloudFormation AEH 7|8t X} 2
CLOUDFORMATION_STACK_1_0 |-

"Type": "CLOUDFORMATION_STACK_1_0"

* Query
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Ol 24 = EHEQ UXIStE 2liaa REo =2 AuE MEtefLIch oS 42 xIde = A&l

« "AWS::AllSupported" - HZ|2t LX|5t= ZE Rl 2laATt Aol Z&E = UF2 Kl
gefeict

« "AWS::service-id::resource-type-"AWS::EC2::Instance"2t &
resource-type AtY EXIE0| HEE FEE SELICEH

e StackIdentifier

Ol 2AE 50| Z&stedie SlAA 7} /= AWS CloudFormation AEHQ| Amazon 2|AA 0|

O| 2& JSON 2AE Z& 8l JSON X E 8t E2 EF5HoF FLICI o & 04, CtS o|A| JSON +
ZA|C| Query aE MZdl EAAI2. 0| #H2l= XI'HE AWS CloudFormation AE40| UL 91 Amazon
Iy 4

S3 HZEF o5t 7| «I8F Aot

"ResourceTypeFilters": [ "AWS::S3::Bucket" ],
"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb0d5000-aba8-00e8-

aa9e-50d5cEXAMPLE"
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Ol Ct2at Z2 &t & EXIEE E2dE JSON == U 49| Query 22 E AL E £ U&LICH

JSONT =AM Q| gt 2EMSER | EXLE0[0{0F stE2 ZHE 2MEE FALE £2iA| 2XHE

St 20| eroll MHeefA|E 204 o[ 70| ZsH{of BrL|ct

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

J2{™M ™A ResourceQuery =AtQE0| ChZ1t 20| B Of7H ¢d=2 F A|ELIC}. CLI

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :S3: :Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-

west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLEN"}"
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https://console.aws.amazon.com/resource-groups
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AWS CLI & AWS SDKs
El 7|8t 252 8 TAG_FILTERS_1_02| & z|of 7|dtgrL|ct.

1. AWS CLI M0 M Ct2 2 2248t C} S Enter 7|18 8 5 0|E, MY, 2|42 88, B2 7|
EH gto| gt2 st A2 HiELICH ME2 EXF, <A, 5t0|&, 2E, 758 & =3
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ResourceTypeFiltersOf StLt O|&fo| ZtO| R LICH 2E 2las fF¥E X|Hs5E{H
AWS: :Al1SupportedZE ResourceTypeFilters Z{2 2 AFEEILICH.

4

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

CHS HE2 ol A duct.

$ aws resource-groups create-group \
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--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'
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P2 X|HElE BE 2lad REE X etE oM LICH

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test

\"1}1}"}"
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1. AWS Resource Groups &0 2

2. EAMFOMECt OF MeEs MEiFLCH

3. FHeE|l7lgk 38 8o 08 M AR 7|8t O RYS MEAELICE CloudFormation

4. E0o| 7|dto| EH AEHE MENBILIC) BlAA OF2 5HLEO| ABH0|TE 7|HHE 4= QI&LICH A&
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https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups/new
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AWS CLI & AWS SDKs

AWS CloudFormation 2B 7|4t &2 F2| 8 7|gte 2 gLt
CLOUDFORMATION_STACK_1_0

1. Mol M S E U248t ¥ Enter& +&LICH 1& OI& A
M Ztez HtELcH 482 =X, <A stol &, HE, #FH H Sths

512AFL|Ct.

2laA RS X|HX| &t 2 B2 Resource Groupsoll= A0l X|HEl= 2ZE ElaA |
ol ZatElLICH & 2ol Z[cH 2071 2lAA RS 7HE = J&LICH ElaA IE OG22 2
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Kb, A SHO|E, M, HES Z&E £+ Qo Z[CH 128RFULICH AWS EEE awsE A|ESHE
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The stack_identifier O{A| o EAIE! 240 ZH2 ARN AEHQILICEH

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

AWS CloudFormation 2B 7|8t 75 AA 39
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\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

CHS B> 2 ol Lch.

$ aws resource-groups create-group \
--name My-CFN-stack-group \
--description "My first CloudFormation stack-based group" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResouxrceTypeFiltexs\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks.html
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https://console.aws.amazon.com/resource-groups/groups
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https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
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AWS CLI & AWS SDKs
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=

OMeE MECIE F HHES A5 E 2q
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CloudFormation AE4 7|8t 1202 tr= 1 Hio 2 HZAE £ &L ch

ChAZ ZrL|Ch AWS CLI Al4404 A

1. O25°| B HEHX| pfeedH o BAHE s oS
CtES 3 Ct3 Enter 7|18 =21 38 0I& X dBo| ¢S ¥Hste ¢f2= HhELICH

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

ChES BH¥2 oA Lich

o o

$ aws resource-groups update-group \
--group-name my-resource-group \
--description "EC2 instances, S3 buckets, and RDS DBs that we are using for

the test stage."

O| BH2 YOlo|EE 18 MHS vhatgfLct.

QlEdgtLICt O & 0|, SlAA f8, Bl

2. 52| 7zl ef2E YO|o|EstE ™
£ = Enter& F&LICt & #{2/oi Z|CH 2071

$ aws resource-groups update-group-query \

--group-name resource-group-name \
--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters

\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",

\"Valuez\"]}]}"} 1
Chs WE2 oA dLict

$ aws resource-groups update-group-query \

--group-name my-resource-group \
--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters

\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'
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$ aws resource-groups update-group \
--group-name "resource-group-name'" \
--description "description_text"

ChES BH¥2 oA Lich.

$ aws resource-groups update-group \
--group-name "My-CFN-stack-group" \
--description "EC2 instances, S3 buckets, and RDS DBs that we are using for

the test stage."
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$ aws resource-groups update-group-query \

AWS CloudFormation &l 7|8t 7 & C|0|E



AWS Resource Groups

--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"]1}"}'

CHS -2 o Lch.

$ aws resource-groups update-group-query \
--group-name "my-resource-group" \
--description "Updated CloudFormation stack-based group" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9%e-50d5cEXAMPLE\", \"ResouxrceTypeFiltexs\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"
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https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/event-types.html#tag-event-types
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* resource-groups:UpdateAccountSettings
 iam:CreateServicelinkedRole
* events:PutRule
* events:PutTargets
* events:DescribeRule
* events:ListTargetsByRule
* cloudformation:DescribeStacks
* cloudformation:ListStackResources

* tag:GetResources
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https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
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AWS CLI

AWS CLI == AWS SDKE AF&35t0{ 1 & C2HO|ZALO|2 O|HEE & 4d35l5te{™
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o= 7|52l #X &Efet Bt HEN7I 25 EAIFLICH

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

Che ®a olixI S Als5tod 7|55 0] HKd QK| &OlE 4 olaLich £ Aef Lo SYs Ztol &
AlEle sefo| g2 &

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

a& +38 F7| o|HE 747 50


https://console.aws.amazon.com/resource-groups/groups/settings

AWS Resource Groups ALEXl 710|=

KMt HE = OhE A2 & HZsHAAL.

« AWS CLI — aws 2|4 A & update-account-settings 2! aws 2|4 A & get-account-settings

- UpdateAccountSettingsAPlI — & GetAccountSettings

& clO|ZALO|2 O|HEE A st L 2SS HAISH7| |8
EventBridge 7! A4

oM ElAA O E0| Cist 2 & =8 F7| O|HEE 7{A Amazon0i O[HEE AWS Resource Groups
HAIE == EventBridge U&LICH 2 CFHE F7I X2IE AWS MH|A QG CHE o2 O|HEE ™S
5lod SHE O|HIEOf| S 35lE EventBridge &2 MAME £+ Ql&LICH

AWS CLI
O|HEE Z4X{5t04 Hot= CHY MHIAR EiLie #32 dMsle Z2EAM A= F 712l 7HHE CLI
P 0| ERELICH EventBridge

1A O|HEE ZA{5t7| 2|8 EventBridge 12| EFHE 7|

CtS AWS CLI put-rule OiX| HHE2 2 E Resource Groups =8 7| O|HE BZE S Z4x{5t
= EventBridge 7+ %/2 BHELICH

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchAllResourceGroupEvents"

£242 M 7=/2] Amazon ElAA O|F(ARN)S Z&H&LICH.
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https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
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Ct. O] O|HIE DES SEEH JSON EAtAEZ, M5 O|AAO|ZE & £2| JSON EAIUER
A =otH 7t=4o| W Ho{&Lct cHdl ol mdof|l MEE = U&Lct

o|-

O|HIE T JSON EAtE S mdofl XEELICt Chs ZE of| Aol A zh
eventpattern.txt/L|C}.

rlo

{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]
}
}
}
JHCHE, O BEE A™dsto 732 M5t T T AR XY O|HIE miES e
L|CF.

$ aws events put-rule \
--name "CatchResourceGroupEventsFoxrMyGroup" \
--event-pattern file://eventpattern.txt

"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}
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https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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2CHA|: O|HIEE ®2|e == U= CHA 2 EventBridge &0 @14

Ct= AWS CLI put-targets HE2 O™ oflol| M M8t #El0d| my-sns-topicOl2t= OlF
9| Amazon Simple Notification Service(Amazon SNS) FA|E Q1Z2gtL|CH F&lol X|HE &
Ol HEE|™M Fxof Cist 2E L SAto|H & &l0| MSFHLICH.

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

{
"FailedEntryCount": 0,
"FailedEntries": []
}
olmf #=lo| O|HIE I} LR[St ZE I8 HE AE0| 2 EE oo 2 Xt& MESE LC

O|™ of|M|of| A x{ & CH2H O] Amazon SNS —’F—Xﬂ | 32, FA|of Cist 2E LS X= Resource
Groups =& F7| o|HE o] 1 x 4l L20j MHE o|HE 7| T E HAIXIE $=2IELICH
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« AWS CLI - aws events put-rule 2! aws events put-targets

« APl — PutRule2! PutTargets

S5 I8 43 57| OHE SHE WSS T A
ARt X|’H O|HE TEIZ ALE5t0] 5t= O|HIEDE X 5t= =2 BHE = JUELICH A8 X
O|HIE TEIS ALE35t0{ =4l O|HEE EEJ st W0l CHEF XEMIEH LHE 2 Amazon AHE AEA{Q]
Amazon EventBridge EventBridge O|HIE & & X35 A2

E So{, M 2lAA OF MM S LIEIHHE Resource Groups & &0 %25t a8 MASCtD 7t

o|E S0
Mol E7l&LICH CFS o et H|x 8t AFE AL X[ O|HIE THHE AFSE = U&LC.
"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
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https://docs.aws.amazon.com/cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-targets.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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"state-change": "create"
}
}
Ol ZH= XIHE H=o H& st 240] = O|HER AXELICt HEE = U= EEo MM SE=2
Resource Groups =& #7| O|HEOS| £ x & FE2 FZE5HM L.
= A =
g s=H F7| o|HIE 117|
O =% F7| o|HEE THM AWS Resource Groups?t Amazon EventBridgeZ O|HIEE LIE L=
HNg K| = &Lt AWS Management Console2 AF& 5H74LE AWS CLI EE= 212]9| SDK API
oM BHZ AIE35tod O] S =dE = U&LICH
(® Note
O ¥ F7| oHEE 1™ Z|AA Ef2F AWS CloudFormation AB0| B4 LIS A
Zi5t= ol A2 £l Resource Groups 22|13 EventBridge 72! 0| 4 X[ L|C}. Resource
Groups= [ O|4 0248t #4E AL 2 EventBridgeoll TE & = & LICH EventBridgeoll M
O|#t, Resource Groups O|HIEE 3= ZE 722 AEE O|HE LAZ SXIELICH LHEof
J& =38 F7| O|HEE OtA| HZ{e B2 &S HIEEsE = JU&LICH o|g{&t #&lE Tt
Al A28t AIX| ot AL AMAIE £ Q&LICH REMIEH LI 2 Amazon EventBridge A2 A
WM 2| EventBridge T3] HIE 43 EE= ATXE & XML,
J& =38 F7| O[HEE IIHEIE MH|A 42 &2 AN E|X| t&LICH Hete B2 IAMS
AE3l01 =SS E AH|A 44 A2 AXE + i’JéL—lEP LISo| 28 =8 F7| 0|HEE
CtA| 7{0F St=0 MH|A 42 & 0| EXHSHX| k= B2, Resource Groupse= g Q&2 Xt
SO E CHA| ddgfLct,
@® =& HEt
AR AWS AHHollH 28 =8 F7| o|HEE 112d™ ChF #etE 7+l AWS Identity and
Access Management(IAM) 20t =X 2 2215l oF & L|C}.
* resource-groups:UpdateAccountSettings
* events:DeleteRule
 events:RemoveTargets
* events:DescribeRule
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https://docs.aws.amazon.com/eventbridge/latest/userguide/delete-or-disable-rule.html
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* events:ListTargetsByRule

AWS Management Console

EventBridge0l| Ciet & =& F7| O[HE ¢ &2 = 4y

1. Resource Groups 2&0I|M &% H 0|X|& LCt.

2. & Y F7| 0[HE MMM LI0| 74K US Ho| AL{X|IE MEAFILICE.
3. EQICHs AXtoM LB 17|12 MESEHLIC
715 A2|xlof O|HIE 2 2|0| THA AZ 0| EAIELIC

0| A|H0iM Resource Groupsi= [ 0|4 EventBridge 7|E O|HE HAZ O|HEE HLYX| ot
M, 7&E2 O ol AMElsHol & O & L& O|HEE AI5X| et&LICH MEfMo 2 o|E{Et #&lS
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AWS CLI

EventBridgeOl| Ciet & =& F7| o[HE 22 n= Y

CtE ol xl= AWS CLIE AF&35t04 Resource GroupsOil A 1

o1F L|CtH.

$ aws resource-groups update-account-settings \

----group-lifecycle-events-desired-status INACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

}

}

KEMEH LHE2 O S A2 & HZshM L.

« AWS CLI - aws resource-groups update-account-settings %!

| aws resource-groups get-account-

settings
« API — UpdateAccountSettings & GetAccountSettings

Iju
1
02
Y
N
@)
=
|m
i
H
rir
o
I
jo
o

b
I
4
02
M
N
o
£
im
H
S

55


https://console.aws.amazon.com/resource-groups/groups/settings
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
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Resource Groups =& F7| O|HES| =X L
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o detail EEO| FX

« CFYEH AFE AFElofl CHE EventBridge AFE X X[ O[HIE mE o Al

Ol £+ F7| O|HEE Ct21 Z2 YUt A0 JSONZA| EXHY EAIE AWS Resource Groups #
ghct.
{
"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group ... Change",
"source": "aws.resource-groups",

"account": "123456789012",
"time": "2020-09-29T09:59:01Z",
"region": "us-east-1",
"resources": [

"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"
1,
"detail": {

& & Amazon EventBridge O|HIE 0| Z&2Ql Lo CHet AtAIBH LI& 2 Amazon EventBridge AHE
MM 9| Amazon EventBridge O|HIE £ & X3} & A|2. Resource Groups2t #&E ME HEE CIS

oL -

FEof dEE[of U&LICH

A4
= o

M

E 0|

i
ot

o
T

detail-type String Resource Groups2| A% detail-type EEE=
g Og gt & sttt

* ResourceGroups Group State Change -
M 25 &ef L s 40| HE A S LIE
HL(CH
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Zlc 0|8 3 =ES
* ResourceGroups Group Membership
Change - 1& HWHAO| #HE AL S LIEHAL
Ct.
source String Resource Groups2| B 0| g2 &4 "aws.reso
urce-groups" QlLICH
resources Amazon 2|24 O[F Hf O HEo|= O| O|HEE EE|7{E 43 Aol A
2 (ARNS) = J&9| Amazon 2|AA O|& (ARN) O &4F &
ELct
sEste 42 ol Zeole 250 FIHEIHLE O
EM MHE ZE BlaArr 2EHE £ QlaLch
ARNs
detail JSONZIA| EA+Y O|HIEOS| HO|2EQJLIC} detail EEO| LHER

detail-type 9| gfoll 2t Set&L|ch XpAlst

g2 ot MMg BTstMS.

detail EEol= 5§73 HE A&l Lt 2= Resource Groups MHIAE ME HEJ 2
detail ZE= N d MYt detail-type EE Zfof et 2& HE| HE £
= =
=

7t = &L

/A Important
ol2{&t o|HE S| E|A RN ZE1 a7t ZFE "unique-id" EEQ| RFO2 AH
= OlUUID €& E Z &5t AXcls 280 LHEo 22 0l§
& £ Ql&LICH O|248H ARN O|HIES} A5 Xt 86t =

1{
Iju
ro
>

AEf 7

a

I

"detail-type": "ResourceGroups Group State Change"

detail =9 X
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Ol detail-type 2t2 MIEIHIOIEIE Z &8t O & AtA|e| SEf7F HE RS S LIEHHLICH o] HES
OE0| Y, YOolE = AXE M YlELICHdetailll "change" E=0 ola EAIE).

Ol detail-type2 X|HE M details MMo| L& El= HEO|=CHS 2ol dHE ZETH ZEE
L|Ct.
Zlc 0|8 7 MY
event-seq Double L™stH E7lste =AtE, §H 282 o|HE &
uence ME XIHEELICH 282 AXstT S48t o|F2|
CHE OE&8 UrEd HE 7 P ELct
group GroupJSONZ{A O|HEARN, O|&, 1% IDE O|HEQS ZtHE O F
FHA|
state-cha String ah et & ef HEo| R LICH g2 O g & StLt
nge o = A&LICH
* Create
* update
* delete
old-state GroupState JSONZ! ®iZF o|™e| O & A ENLIC ZXols HEE &
| M Zrek ZEELICH
new-state GroupState JSON2 W4 %o| OF HeEfL|Ct 2oz HEE &4
HME 248t ZeHELICH

groupJSONZIX0= CtS ZF ol MHE ATt ZEE[0] JU&LICH

Zlc 0|8 7y =k

arn String ARNIE 9|

name String AMERtQ| 7|45t 7| 4|2 OlF &LCt.
unique-id GUID AME 2ED LB &

£
£ CHE 088 FEste /e GUID 2t Lch.

detail =9 X 58



AWS Resource Groups ALEXl 710|=

ZlC 0|8 sd =L
T E0f A o243t O|HEE AI2E = ARN & O
2ol 2 a9 1R 7|2 AF8SIAAIR

GroupStateJSONZAMo|E CI2 Eofl MHE @ A7 ZTEE|o] J&LIC

L 0l& =3 MH

description String THo| MBEt Elas I8 dELICEH

resource- ResourceQ O TS MolstE #H2lel JSON E g L|CE.

query uery JSONZHX Ol HE= RHEIB 7|HIS R 5t= OF0E EAIE
LIC}. o] E=9o| &2 ResourceQuery APIC|O|E]
g0 el "olELIct. olof| Cigt o= Create &
Update O|HIE of Ao Z& E[oq l&LCt.

group-con Configura MH|A @42 J 5T #tEdEl 74 oi7H #H44=2| JSON

figuration tion JSONZHX| FHELICH REAISH LIS #ZxE ol 2l4aA T
CHEF MH|A A2 E X 5HAA|2.AWS Resource
Groups API

Ct2 Z ZE oAl= Z state-change F80i| CiEt detail EEO| LIS E0oiELICH.

"state-change": "create"

EE M O50| 4SS LIEtELICH oHEE=E O5
S48 ZEELICH 2&0| Hlo] (e BRE Melstn Y
= o
= -

dd S0 dEE ZE 35 HEHO|H
: =)
HiH &l O|HIE 7} O|o{&LICH null ZtO| = 82 O[HE =

MM
o
2 0| O|HE CtZoll= &Lt ol&fel 1
2ol ZAIZIX| §f&LICH

CtZ O/HE o|Ml= my-service-groupOl2t= O|§ 2l M2 HME 2lAA OES LIEFHLICE O] of

MoM 2 &2 Ef27}F Q= Amazon Elastic Compute Cloud (AmazonEC2) QIAEIA 0B iR Z|= EX
1 "project"="my-service" 7|t} ZZ|E AFSELICH

"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
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"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:017",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,
"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
ddlolE
"state-change": "update"
OMEE= 7|Z 08 o| ofd Aloz2 & HE[USE LIEIHLICH O|HIEE= 0| HEfUM HEE &
ok ZEErLICH null 2f0] U= £4€2 OIHIE E&E0 EAIZIX| ef&LCH
CtZ oilAl O|HIE= O|H of|A[e] Elaa T &0l U= Ef 7(8 2E2[7F &0 Amazon EC2 2 & El&
AL TGS =HEUNSS LIEHHLICE
{
"version": "Q",
"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
detail =9l X 60
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"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

1,
"detail": {
"event-sequence": 3.0,
"state-change": "update",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
1,

"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

iy
"old-state": {

"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

ARX

"state-change": "delete"

UKl
[n
1o
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OHEE= 7|ZE O2&0| AMEIRSE LIEHLICH MF HE E=0= ID 2lol= 250 chet HEtH o
E{7t ZEE|X| et&LCt O] O|HE = HMol4 0] arn & unique-idof CHEF OHX[2 O|HE O[22 O]
-

o
HIE 0|%0i event-sequence ZE=7} MMM ELICH.

{
"version": "Q",
"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:01z",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"
1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}

I8 i 63
"detail-type": "ResourceGroups Group Membership Change"

Ol detail-type &2 2laATt AE 0 FIHE[HLE DAE WM M7HE[o] 2§ HEHAO| HEEIRZS S
LIEFHLICEH Ol X|Hste B ZI4?] resources EEO|E= detail-type HHAO| HAE OF
o a0 FIHEIAHL M MAHE 2E 2laA0] HEIF ZEELICEH ARN ARNs

_\;
I
ook
[t

Ol detail-type2 X|HE [l details MMof Z& = HEE OIS ol MHE ZE
L|CF.
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Zlc 0|8 8 A

event-seq Double L™stH &otstes A2, & &0 CHer o[l

uence E &=ME LEIELICH O80| AFNE T 711 ID7t
HAZ|H HS I RHE™E L CH

group GroupJSONZHA| O|HEARN, O|§, 1% IDE O|HIES 2tHE O F
A E AlsrLCt

resources 7HA| B ResourceC O WA o| HAE BlAA S| HHPEIL|CE.

hange JSON

O| ResourceChange ZiA|= Zt 2|4 A0 CHE CF

« membership-change -Zf2 "add" E£&
"remove" L|C}.

« arn— F7} £ MAHE 2|lAAQ £=lL|C}.
ARN

- resource-type -FI7}EE MHE 2lLA9]
®3.

ol CiE o|HE LIEE EoiELICE o] ofA[olA= &0

CI2 3 ofAls Uub={0] Hip| Al e
M BIAA &L MHEIE g HodE Lo

74
o
Bl StLt7E F7HE[D 350 &

{
"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group Membership Change",
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {

"event-sequence": 2.0,

detail EEQ| X 63
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"group": {

"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"

},
"resources": [
{
"membership-change": "add",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"
},
{
"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"
}
]

[

oI

CEst AL ALE|0l CHEH EventBridge AFE XF X|% O|HIE ZHEH 04 A

CtS ollXl EventBridge AF& At x| O E IHE 2 Resource GroupsOilA & E O|HIEE 7 ofH
E 7| 2 chatoll Ci3H 2H4lo] YIE OlHE 2B HE{YELIC

CtE ZE Ao & aE0ILt 2|lAA7T Hedt A2 4 J80|U 2[AAE WHSHAMA|IRL.user
input placeholder At HEZ

2 E Resource Groups O[HIE

"source": [ "aws.resource-groups" ]

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change " ]
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CHg ZE oAlE 2E I8 B HHol s e

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]

[a

S3 280l hat ol

{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
O|H oilXl= X[HE 2| HE LHES X ELICH OIS oixll= SYet 2YE +SIHNT 1
20| CH2 180 T4 BlAAQ BRO| HT IS T UXBILICH

"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" 1]

£d 2laaof Ciet O|HE

EY 7 Elasol Oig O & HHA HE O|HER AXMS T LEHIE + U&LICH

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]

Jm
(Al

2lAA f2Hof CHEt ofH

tod £ 2|44 REO| O|HIEE ARNs HEE o U&LICH

o2t

2 AME

(][]

HEA Of
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"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:instance" }

]
}
= resource-type AHXIE AL E HE S OfE2 S5l & o|4 o R¥2 7+E5HH OfE
& T &LCt o™ oAt HEI CHE MM E 28 HEl ¢H4E O|HES| detail =0
|

resources ZEJ} XTEE|X| e 2 OF HHH4 HZE o|HEDR Oj & & LICE.

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}

2E 2lAA N7 oHE

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" 1],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

Ed glaLof Cfet ZE 2laa X7 o|HE

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]

AERE X OIHIE T oA
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}

Ol R ol o|HE HE{Foll= o MMl & Hm| KoM AHEE %4 @] resources HIEE AME
g o+ HELICH Ol z|¢?| resources RA49| E|AAT7H D E0| FIHE|E 2|4AA0[|X|2F O[HE
£ 05| i E & A7 MHEYLICE &, O 2 ZE M= &R 28 O|HEE grete & U&
LICH CHA O oMo R A[E FL &2 APooPHIR.

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}
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oA Rt & &Kl AWS Resource Groups

2 MAE & AWS Resource Groups$,
AAL AR B|AAO| EfTE AMK|E

AWS Resource Groups 2& FF= E A 9-3P04 oM At I8
&LICH AWS CLI 2|4 O && AAeE 282 FEdel 2
X| |..=|=||—||:I' j—"‘ '_I"'7< e 2|'_<‘ EH:L é|FX'||E|=|II——||-_-I'.

MN

e |

Mm

Console

Blas IBS ARG WY

1. AWS Resource Groups Z2&0i 2 QlgfL|Ct.
2. M BOIMMYE EAL I5S MBI

3. AX|SlEd= BlAA Q20| 0|ES MEIE OIS M2 XME EJ|= MENsH|C}

4, =80 MR EE HO|X|0M 2EZF 4T DA U= AXE MEHELICE
5. AbK| 2Ol O|A|X|7} EA|E|HH AN 2 AMEHSH |C}

AWS CLI & AWS SDKs

2laA JES MHsE WY
1. CtS BHS A&5to{ CHAE LICH resource_group_name & O|§ 2 LML,

$ aws resource-groups delete-group \
--group-name resource_group_name

2. MHNE =H02lstE HAIXI7F EAEIH yesE 248t & Enter& FELICIH
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AWS Resource Groups Z! EH1 WHE 7|2t &H A = QU
= gloA /Y

n

AWS Management Console == & At&36104 2[4 O E S BHE CHS f

18 2|A

E S siE 2182 Sl #+48¥ 24
A9t A ZF28 4= QIALICH AWS CLI 042 AWS EZIAA0| El1E F7I8 CHS s Ef2E AFS st
0f 1F FARIS HEIE & USLICH Ol HBolME B AZ 501 AWS 2|44 DEOf EEE & Qs
ElAA I E T HEITIE AFHE 3104 AWS Resource GroupsEl1E X|HE 4 U E 2lAA 3o
CHaH A ErL(Ct
/A Important

XHElE RE 2lAA 8o CHe H2|IE 7|82 Z 8= Resource GroupsE MZ2 2
£ Resource GroupsOil M X| e HOICH AISS 2 FHHE FIHE = JUELICH X|HE
E ClaA RS J7|HoR & 7IE Blad a5 XSS £ JIEF IR 2 EjA3E
e 42, 182 M3 MHFES MEC O B2 2lAA0 M o] A™ME = US2 Y
B AZOE UHE X S8 E= 20| o5t K| 2 ElaA z

&LICH o|zd8t &
ol

AN

c= xluy
Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

| All supported resource types

ClS E o= Tag Editoro M| Ef X|H, Ef #2| 7|8t 38 7+ A4, AR 7|8t 28 28 &t
Z40f CH3H R|HEl= 2lAA F-O| L2 U&LICEH AWS CloudFormation
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g o

- Tag Editor E{1 X|'d - Tag Editor &2 At&35t0{ 0| Rl 2|AaA0 EfOE X[HE = JU&LICh
JOHX| efo™ AWS Resource Groups Tagging APl EE£ SliY EIAA S| AR MH|AMAM 7|E2XMe
2 X|¢ste e x['E MEIAE ALS3HoF & LICH.

e Bl 7|8t OE - 2|AAN A= ElO 2 HHAO| ZAEE|= BlAA OE0 Ol Ko 2| AAE X
e = et 22 e 7| o|F gt 2 XI™HSIH, El27t eX|ete BE El&AAE RIS E
a0 £5HH ELICh

« AWS CloudFormation A&t
ag0f ol 2ol ElAAE
E T 2laAE RS2

T4 AEHO| YOl o|EE LICH

AEHO| QlEH 2 MAME| BAAT} TAROE TAE B|AA
x e LICt. CloudFormation 1&2 AEB{O| ARNS X|H35HH,
2 J89| 2A=20| ElLICt. AWS CloudFormation AEH0]| ENIE F 76t

A2 EX|E|0{ Resource GroupsHiA O 0|4 X|2IE|X| ot BlAA R3O SEL2 0| T Zof &
AR E=X|E BlAA S5 MMS A TEMQ.
® Note

ol Bla4 KL K KIE UK BlAA R A

Resource Groups %! Tag Edit x
l&LICH AWS 2|,

ore Ot
27X EO|1EM AIRE £ Qg2 £ E ¢

Amazon API Gateway

BlAA Tag Editor  EAZZ 7[8F  AWS
Ef X[ ag CloudForm
ation AEH
Zlgt &
AWS: : ApiGateway: :Account X Ot X OtL|R v o
AWS: : ApiGateway: :ApiKey X ot v o v o
AWS: :ApiGateway: :ClientCertificate X Ot v o X OtL|R
AWS : : ApiGateway: : DomainName X OtL| X OtL|R v of
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https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-tag-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based
https://docs.aws.amazon.com/ARG/latest/userguide/gettingstarted-query.html#gettingstarted-query-stack-based
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AR} 7HolE
2lAA Tag Editor ~ E{Z1 Z7|&} AWS
Ef 2 XIS g CloudForm
ation A E4
7|k aE
AWS: : ApiGateway: :RestApi X OtL|L v of v o
AWS: : ApiGateway: :Stage X OfL| v o X OfL|
AWS: : ApiGateway: :UsagePlan X ot v o v o
Amazon API Gateway V2
AL Tag Editor BT 7|8t  AWS
Ef x| ag CloudForm
ation A EH
ZI8t a8
AWS: : ApiGatewayV2: :Api X OfL| v o X OfL|
IAM M A 247
AL Tag Editor ~ E{Z1 Z7|Et AWS
Ei 1 XIS g CloudForm
ation AE4
et 3E
AWS: :AccessAnalyzer: :Analyzer X OtL|R v o X ot

Amazon API Gateway V2
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AWS Amplify

AWS: :Amplify: :App

AWS App Mesh

El/\/\

—_

AWS: : AppMesh: :Mesh

otOFZE AppStream

AWS: : AppStream: : AppBlock
AWS: :AppStream: :Application
AWS: :AppStream: :Fleet

AWS: : AppStream: : ImageBuilder

AWS: :AppStream: :Stack

Tag Editor
El x|

X OfL|2

Tag Editor
S RPN S

X OfL|R

Tag Editor
Ef1 x|

X OfL|R
X OfL|
v of
v of

v o

BT 78t
as

v o

EfT 78t
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EfZ Z[gk
as

v o
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AWS
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ation A E4
Al gt

X OfL|2
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CloudForm
ation A E4
78t a8

X OfL|R

AWS
CloudForm
ation A EH
7|18t &

X OfL|R
X OfL|
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v o
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AWS Amplify
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AR} 7HolE
AWS AppSync
BlAA Tag Editor ~ EAZZ 7[8F  AWS
Ef X[ g CloudForm
ation AEH
Zlgk &
AWS : : AppSync: :DataSource X OfL|2 X OfL|2 v of
AWS : : AppSync: :GraphQLApi X OtL|R X OtL|R v of
Amazon Athena
BlAA Tag Editor  EAZZ 7[8F  AWS
Ef X[ JE CloudForm
ation AEH
Zlgk &
AWS: :Athena: :DataCatalog X ot v o X ot
AWS: :Athena: :WorkGroup X OtL| v of X OtL|R
AWS Backup
SlAA Tag Editor ~ E{1 Z|gt AWS
Ef X[ g CloudForm
ation AEH
7|8k a2 &
AWS : :Backup: :BackupPlan X OtL|R v o X OtL|R
AWS : :Backup: :BackupVault X OtL| v o X OtL|R
AWS: :Backup: :ReportPlan X OtL|R v o X OtL|R

AWS AppSync
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AWS

AWS: :Batch

Batch

AWS: :Batch: :JobQueue

AWS: :Batch

: :ComputeEnvironment

: :SchedulingPolicy

AWS Billing Conductor

2laA

AWS:

AWS:

AWS:

AWS:

:BillingConductor::

:BillingConductor:

:BillingConductor:
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$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AwWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"
}
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$ aws iam get-service-linked-role-deletion-status \
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--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleFoxrResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"
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"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",

"cloudformation:ListStackResources",

"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",

"iam:ListUserPolicies",
iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:

£ HEh Fodof CHEr RhMIE L2 o] A
C| =

iam:ListAttachedUserPolicies",
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{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

8 4 Qle e Hod ELICH 5hX|BH HEHS 18 EiT projectl 2HO| Hal ot Fxjof AZE
project E{12t SYUet 42 A= BB FofELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name"
},
{
"Effect": "Allow",
"Action": "resource-groups:ListGroups",
"Resource'": "arn:aws:resource-groups::region:account_ID:group/group_name",
"Condition": {
"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}
}
}
]
A4 5 7|8 HA of x| 152



AWS Resource Groups ALEXl 710|=

}

O] WA HHo| Hot FAof| AZE = U&LICH BN ] project X Ef 2t alphaE 7t&I 20t
FH7t ElAA DES EB{e 4, i O80T Ef project=alpha7t X|&E|01 Q/04{0F EFL|LCt.
JEX| oM MERE °”A'||*7F HEELICH =74 7| O|§2 A EXE F&5HK| &7 E ol EX

1 7| project= Project ¥ project 252 LR[ELICE RtMIEH LIE2 IAM ALE B AM2f IAM
JSON HAM @A Z7HE FHESHMI2.

= mao

AWS Resource Groups ID ! HMA EX| 14

& YEE AE35t0{ Resource Groups X IAMO| A &g = Ql= 38X EXME Tlttstn +He
= A&Lo
=

 Resource GroupsH| A 242 +=&E H8to| eis
- XM IAME =3 Heto| & LICH PassRole

« LHAWS HIHE Q|E 9| AL X7} LH Resource GroupsOfl HMA S £~ QIEE &3l Al&LICH

Resource GroupsOi| M &2 et HEHo| 815

ztodg +3st #eto| giCHE AWS Management Console MIA|X|7F EA|Z|H #ERAH 222 2H
guct #ElXte 2321 2ot 018 HEE M3 FH AFRFLICH.

CHS 27 olMlE AF2 Al mateojacksonO| &8 A& 3}0
= 740

= stoi I Eof CHEt M2 HEE Eiedx sthx|gt
B0l e

i
resource-groups:ListGroups 80| ¢ AErLct

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:resource-groups::us-
west-2:123456789012:group/my-test-group
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser",
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z"
},
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}

},
"eventTime":"2018-06-05T722:18:237",
"eventSource":"resource-groups.amazonaws.com",
"eventName":"CreateGroup",
"awsRegion":"us-west-2",
"sourceIPAddress":"100.25.190.51",
"userAgent":"console.amazonaws.com",
"requestParameters":{

"Description": "EC2 instances that we are using for application staging.",

"Name": "Staging",

"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
},

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
1,
"responseElements":{
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn'":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"
1,
"resourceQuery": {
"Query":"string",
"Type":"TAG_FILTERS_1_0"
}
1,
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",
"eventID":"8z7z18dz-6z90-47bz-87cf-e8346428zzz3",
"eventType":"AwsApiCall",

"recipientAccountId":"831000000000"
}
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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