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Amazon Monitron
End-to-end system
for equipment
monitoring

‘Amazon Monitron is an end-to-end system that
automatically detects abnormal behavior in industrial

machinery, enabling you to take proactive action on potential
failures and reduce unplanned downtime.

Start monitoring equipment
Create a project to start monitoring your assets. Use
the Getting Started Guide.

Create project

Don't have Amazon Monitron Sensors and Gateways?
Order here.

Amazon Monitron

Detect abnormal machine behavior and enable predictive maintenance

Use the project link in your Monitron invitation email to get started.

Don't have the Monitron mobile app yet?
Download it on Google Play or App Store

i
4
0x
kO
>
x
4

oo

A
T

« AWSO{ 7}+¢!

* Amazon Monitron
ZEME ¥y

- TZNE HZE
st mhalRH My Y

En I b

/A Important
A Sote{H
AP RSES
St ok &L
Ct. Amazon
Monitron

 Amazon MonitronZ

E™ME otz

« (ZEME £F e

X} T18) AtO|E B

=

. R BHE 7|
- Bl MEf ZLIEY

o (2HFY AT i)

MM 2 AHolE 0|
A %A
= o

UHFOI ALSRE

- IT 22|At
« IT 22|At
- AEY 2ElR

- 7lExt
- AEH 2relR

Amazon Monitron 74 24



Amazon Monitron

=% 7ol
T A 0B TN oA ME MHE I UHFR{OI AL K}
Y N AZEQ|0] « Amazon MonitronE « 7|=A}

i

Amazon Monitron
Detect abnormal machine behavior and enable predictive
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Project details info

Project name

Site
The project name must have 1 to 60 characters. Valid characters: a-z, A-Z, 0-9, punctuations, and space and _.
Data encryption Info

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption
settings.

Customize encryption settings (advanced)
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d user o o 3
Details Groups l
User details
{
Username* smartinez
This username will be required to sign in to the user portal. This cannot be changed later.
Password @ Send an email to the user with password setup instructions. Learn more
Generate a one-time password that you can share with the user. Learn more
Email address” smartinez@example.com
Confirm email address*  smartinez@example.com
Firstname*  Sofia
Last name*  Martinez
Display name* smartinez
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Users(25)

Mary Major

Admin | mary.majorf@example.com
John Doe

Technician | john.doegexample.com
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= Project name v

£ Support ¥ Mary Major v

>

Display name Role Site

Alejandro Rosalez Admin Site name 1
Akua Mansa Admin Site name 1
Arnav Desai Technician Site name 2
Carlos Salazar Admin Site name 1
Diego Ramirez Technician Site name 2
Efua Owusu Technician Site name 1
Jane Doe Technician Site name 2
Jane Roe Technician Site name 1
Jorge Souza Technician Site name 2
Mary Major (me) Admin Site name 1
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= Project name v £ Support ¥ Mary Major v
1

Display name Role Site

Alejandro Rosalez Admin Site name 1
Akua Mansa Admin Site name 1
Arnav Desai Technician Site name 2
Carlos Salazar Admin Site name 1
Diego Ramirez Technician Site name 2
Efua Owusu Technician Site name 1
Jane Doe Technician Site name 2
Jane Roe Technician Site name 1
Jorge Souza Technician Site name 2
Mary Major (me) Admin Site name 1
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Email instructions Info

Send instructions to users on how
to access the app.

Email instructions [
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Getting started

Step 1. Install gateways

Connect gateways to yvour network to transmit
sensor data. Learn more 4

Add gateway
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Cancel Add gateway

Network configuration

rr

5 7t

Choose how you want to configure the network

for your Monitron Gateway.

Automatic (DHCP)

Manual
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Configure network

IP Address

Subnet mask

Router

Preferred DNS server

Alternate DNS server - optional
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—  Test_Project Vv

Assets (1) | Add asset |

Q Find assets i}

Example_Asset
Site 1 p@
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Cancel Add asset

/\ You are adding this asset to the project. We
recommend you add it to a site. Once you
add an asset you can’t move it.

Learn more [/}

Asset name

Name for the asset to be monitored.

Example: Pump R

Maximum 60 characters.
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% Amazon Monitron

Projects (2) -

| Q, Find projects by name | 1
Project name AWS account Last accessed: v

@) Test_Project Jan 21, 2024, 6:42 PM

O Test Dec 5, 2023, 11:26 AM

2. 2% M OlwolM AO|ES MBE THF ol M E FIHE ALO|EE MEIFfLICH
% Amazon Monitron X Test_Project ¥ () 4 suwppore v [

Assets

) Add site
Gateways Sites (1)

Users ‘ Q, Find sites by name 1

Name v Id

Settings I 0] Site 1 I
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Site1 ¥ (’-‘)

Amazon Monitron X

Assets (1) < Hide

Example_Asset Add position |
) 1
t
Users Q, Find assets
. Positions (1)
Settings » Example_Asset
Q, Find positions by name '
; |
Name ¥ Status v Type Class ¥
t
Sensor Other Class |
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Asset name
Mame for the asset to be monitored.

‘ Example: Pump

Maximum &0 characters.

Cancel
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Amazon Monitron

Motor Pump
[ O 0
Gearbox
.0 o
Pillar Pillar
= c bearing bearing
|

MM HI R &

Rratol| MME Hix|eh @x[E AEIMCHH MM SHEF ol &[4 1/30] A4t THE|0 /I=X| & QISHA|
Q. MME M HOIA Mo 2 28 U 25 FHXI|E &2 &= UX[EH Ot o|O|X[e Z 0| R4t
CHa g MM Sof z|cHet Hix|5t= A0l S &Lt
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9:41 all = 9:41
{ = Project name { = Project name Cancel ... resolution feedback Resolve
Position name 3 POSitiOﬂ name 3 Feedback is used to improve the accuracy of
future alerts. Learn more [
Adnouledge o
@ &3 Failure mode
Alarm invoked at Dec 15, 2022, 6:14 AM. Detected Alarm invoked at Dec 15, 2022, 6:14 AM. Detected Na failure detected v
based on single axis vibration 150 alarm threshold and based on single axis vibration 1SO alarm threshold and
Temperature, Temperature.
(@ After you choose Resolve, Amazon Monitron
stops sending alerts based on class
o o o
Vibration Temperature Sensor details Vibration Temperature Sensor details thresholds. Leam more [§
Dec 10, 2022 - Dec 23, 2022 < 2 Dec 10, 2022 - Dec 23, 2022 < > Failure cause
Total vibration - Vrms & Total vibration - Vrms ©
(10-1000Hz) (mm/s) (10-1000Hz) (mm/s) @
Action taken
4.63 4.63
= Total Vibration == Total Vibration
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= Projectname 1 a

Support v Mary Major v

Assets (793) < Hide Pasition name 3 _m

Bearing | Class | | Site_m776v1khz9

Q, Find assets

Alarm Alarm Admog?dge
+ IS0 vibration threshold detected

+ Temperature ML detected

P Asset name 7

Position name 1
May 22, 2023, 12:34 PM
Position name 2 Alarm

- [} ()
Position name 3 Gl ‘ Vibration Temperature Sensor details

Position name 4 Healthy

Date range
| Last 2 week < M Download CSV

Total vibration - Vrms (10-1000Hz) (mm/s)

Total vibration is the combination of all three axes, monitored by machine learning,

Position name 5 Healthy

Position name & Healthy

p Asset name 1
Site_m776v1khz9

-000608-

Chart type ¥

= Projectname 1 a

Support v  Mary Major v

Assets (793) < Hide  pgsition name 3

Bearing | Class | | Site_m776v1khz9

Q. Find assets |

Maintenance JYET]

I!e%ve
« IS0 vibration threshold detected
« Temperature ML detected

P Asset name 7

Position name 1 %
ad

May 22, 2023, 12:34 PM
Position name 2 Alarm

(1] o
Vibration Temperature Sensor details

Position name 3

Position name 4 Healthy

 Heaitry |
Date range
 Heaitry |

Position name 5 Healthy
‘ Last 2 week £ M Download CSV

Position name 6 Healthy

Issue resolution feedback x

Feedback is used to improve the accuracy of future alerts. Learn more [

Failure mode

I No failure detected v

(@ After you choose Resolve, Amazon Monitron stops sending alerts based on
class thresholds. Learn more [

Failure cause

Select failure cause

Action taken

Select action taken

Cancel Resolve
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- ZE Q2 Al (PE 2 A

Single axis vibration - Vrms (10-1000Hz) ® 2:41

il < (- Single axis vibration - Vrms © &
(mm/s) (10-1000Hz) (mm/s)
4.§3 4.63
= Maximum = Maximum
Dec 7- Dec 20, 2022 Dec 7- Dec 20, 2022
mm/s mm/s
10.00 -
Resume alerts X 10:00
800, 800
---------------------------------- g Do you want to resume alarms and S U
6.00 warnings for this position? o
Warning

0
Warning

© Resume alarm and warning

Resume alarm and keep warnings muted

Cancel Confirm 0
Dec 7 Dec 11 Dec 15 Dec 20

Dec? Dec11 Dec 15 Dec 20

== Maximum - -axis -y-axis - Z-axis - [Maximum - X-axis - -axis - Z-axis

- Alarm Warning | ® Alarms and warnings successfully resumed. X
Alarms based on class thresholds are stopped. Learn more [}

To resume alerts click h@?.
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Single axis vibration - Vrms (10-1000Hz) (mm/s)

Maximum of %, y or z axis is monitored according to IS

6 or class severity.

mm/s
10.00
8.00
L L S L.
6.00 ¢
n
g L~
4.00
2,00
0
Dec 7 Dec 8 Dec9 Dec 10 Dec 11 Dec12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 12:00 AM 12:00 AM 1200 AM  12:00AM  1200AM 1200 AM  T2:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM
== Maximum - x-axis - y-axis - z-axis -=Alarm Warning
Alarms and warnings based on class thresholds are stopped. Learn more [
To resume alerts click here.
Date range
Last 2 w <
Totalvibryl Resume alerts X Ch:

Do you want to resume alarms and warnings for this position?
mm/s
© Resume alarm and warning

Resume alarm and keep warnings muted
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Single axis vibration - Vrms (10-1000Hz) (mm/s)

Maximum of x, y or z axis is menitored according to ISO 20816 or class severity.

v

Asset name 12

v

Asset name 13
mm/s

Asset name 14 1000

v

Asset name 15

v

Asset name 16

v

Asset name 16

v

Asset name 16

v

Asset name 14

v

Asset name 15

v

Asset name 16
Dec? Dec 8 Dec9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM

00000000000 O0

v

Asset name 16

- -

Single axis vibration - Vrms (10-1000Hz) © Single axis vibration - Vrms (10-1000Hz) ® 9:41
(mm/s) (mm/s)
4.63 4.63

- il .
Maximum - Maximum

Position name 3

Dec 7- Dec 20, 2022 Dec 7- Dec 20, 2022

mm/s mm/s
10.00
1000 Resume alerts X

B0 Al 8.00

Alarm X -

"""""""""""""""""" [ Aarm e Do you want to resume alarms and
6.00 : warnings for this position?

Warning 6.00

Warning

Resume alarm and warning

| © Resume alarm and keep warnings muted

o Cancel Confirm
Dec 7 Dec 11 Dec 15 Dec 20 0
Dec? Dec 11 Dec 15 Dec 20
= Maximum - -axis -y-axis - z-axis . ) X .
= Maximum - x-axis - y-axis - z-axis
==Alarm ‘Warning .
--Alarm ‘Warning

Alarms based on class thresholds are stopped. Learn maore E

To resurne alerts click here. Alarms based on class thresholds are stopped. Learn more [}

To resume alerts click hgye.
g‘.q
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Single axis vibration - Vrms (10-1000Hz) {(mm/s)
Maximum of x, y or z axis is monitored according to I1SO 20816 or class severity.
mm/s
10.00
M L.
6.00 § ing M
4.00
2,00
0
Dec 7 Dec g Decd Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 12:00 AM 1200 AM 12:00AM 1200 AM 12:00 AM 12:00 AM 12:00 AM
== Maximum - x-axis - y-axis - z-axis -=Alarm Warning
Alarms and warnings based on class thresholds are stopped. Learn more [2
To resume alerts click here.
Date range
Last 2 week <
Total vibral | Resume alerts X T
Chart type
Do you want to resume alarms and warnings for this position?
mm,/fs
Resume alarm and warning
© Resume alarm and keep warnings muted
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P Asset name 11 o
Single axis vibration - Vrms (10-1000Hz) (mm/s)
b Assetname 12 o Maximum of x, y or 7 axis is monitored accarding to 1SQ 20816 or class severity
P Asset name 13 o
mm/s
P Asset name 14 o 10.00
P Asset name 15 o
8.00 Al
P Asset name 16 o - LR pUpLyPUOI LIRSS PRVSSRIUPRUPIIPIPUPPIY | - - - - -\ o o0 5 00 5 50 5595 5 90990 S92 9950550555 -
P Asset name 16 o 600y ing L~
P Asset name 16 o 400
P Asset name 14 o
2,00
P Asset name 15 o
P Asset name 16 (/] 0
Dec 7 Dec 8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
1200AM  12:00AM  12:00AM 1200 AM  1200AM  1200AM  12:00AM  1200AM 1200 AM  1200AM 1200 AM 1200 AM 1200 AM  12:00 AM
P Asset name 16 o

@ Alarms successfully resumed.

P Asset name 16 0 To resume alerts click here.

Single axis vibration - Vrms (10-1000Hz) @ Single axis vibration - Vrms © @
(mm/s) (10-1000Hz) (mm/s)

4.63 4.63
- - - = Maximum

Maximem Position name 3

Dec 7- Dex 20, 2022 Dec 7- Dec 20, 2022
mmfs mimys
10.00 Resume alarms 10,00
800
. Do you want to resume threshold alarms for - o AR

this position?

4.63
tal
Q r o
Dec 7 Dec 11 Dec 15 Dec 20 I Dec 7 Dec 11 Dec 15 Dec 20
= Madmum - -ans - -anis -=-axis
~~= Alarm |50 waming
Alarms based on class thresholds are stopped. Learn more [4

To resume alerts click here,
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Single axis vibration - Vrms (10-1000Hz) (mm/s)
P Asset name 12

P Assetname 13
mm/fs
B Asset name 14 16,00

P Asset name 15

P Asset name 16

P Asset name 16

in
g L~

P Asset name 16
P Asset name 14

200
P Assetname 15
» Asset name 16 0

Dec 7 Dec8 Dec 9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec18 Dec 19 Dec 20

1200 AM  12:00 AM  12:00 AM  72:00 AM  12:00 AM  12:00 AM  12:00 AM 1Z:00AM  12:00 AM 12:00 AM 12:00AM 12:00 AM  12:00 AM  12:00 AM
P Asset name 16

= Maximum -x-axis --axis mz-axis | --Alarm Waming

P Assetname 16

Alarms based on class thresholds are stopped. Learn more[4]
To resume alerts click here.

P Asset name 16

Q0 0000000000 0ODODOC

*osition name 1

'osition name 2

Date range
*gsition name 3
Las Q
'0sItion Nname 4
>osition name 5 Total vibral  Resume alarms X Chal
*osition name 6
Do you want to resume threshold alarms for this position?
tsset name 1 mm/fs

A : Cancel -
\sset name 2

B Asset name 11

Single axis vibration - Vrms (10-1000Hz) (mm/s)

P Asset name 12 Charttype ¥

P Asset name 13

mm/s

B Asset name 14 10,00

P Asset name 15
B8.00

Alarm

B Asset name 16

B Asset name 16

L~
B Asset name 16 400
P Asset name 14
2.00
P Asset name 15
» Asset name 16 0
Dec 7 Dec & Dec9 Dec 100 Dec 11 Dec12 Dec13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20

12:00 AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM 1200 AM  12:00 AM 12:00 AM  12:00 AM 12:00AM 12:00 AM  12:00 AM  12:00 AM  12:00 AM

00000000 0OO0QC

B Asset name 16
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Single axis vibration - Vrms (10-1000Hz)
(mm/s)

4.63

= Maximum

Dec 7- Dec 20, 2022
mm/s

10.00

8.00
Alarm

Dec?7 Dec 11 Dec 15 Dec 20
== Maximum --axis - y-axis - z-axis

--Alarm Warning

S48 L CHAl AlztHst

Alarms based on class thresholds are stopped. Learn more E

To resume alerts click hgge.

T = MEfE = &L

{ = Project name

Position name 3

Resume warnings

Do you want to resume threshold warnings

for this position?
L

4.63

Total Vibration

Dec 7- Dec 20, 2022

mmfs

Single axis vibration - Vrms © &
(10-1000Hz) (mm/s)

4.63

== Maximum

Dec 7- Dec 20, 2022
mm/s

10.00

8.00
Alarm

6.00 :
Warning

4.00
2.00
o
Dec ¥ Dec 11 Dec 15 Dec 20
- Maximum - X-axis - y-axis - Z-axis

& Alarms successfully resumed.

T g2 24 D 22 oA
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Single axis vibration - Vrms (10-1000Hz) (mm/s)

mm/fs
10.00
L L.
6.00 ¢
iy
g L~
4.00
2.00
0
Dec 7 Dec & Dec9 Dec 10 Dec 11 Dec 12 Dec 13 Dec 14 Dec 15 Dec 16 Dec 17 Dec 18 Dec 19 Dec 20
12:00 AM 12:00 AM 1200 AM 12:00 AM 12:00 AM 1200 AM 12200 AM 12:00 AM 12:00 AM T2:00 AM 12:00AM 12:00 AM 12:00 AM 12:00 AM
== Maximum - x-axis - y-axis - z-axis -=Alarm Warning

Warnings based on class thresholds are stopped. Learn more [4
To resumne alerts click here.

Date range
Last 2 week <
Totalvibral| Resume warnings X Chart type
Do you want to resume threshold warnings for this position?
mm/s
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P Asset name 11 o
Single axis vibration - Vrms (10-1000Hz) (mm/s
P Asset name 12 (/] & ¢ J (mam/s) Chart type ¥
Maximum of x, y or z axis is monitored according to ISOZUH'Ib or class severity.
P Asset name 13 o
mm/s
P Asset name 14 o 10,00
P Asset name 15 o
800,
P Asset name 16 o SO UPRPUPUPRPUPUPUPUOUPUUOURUPIPII _ _ . - - - ., o om0 = 0 50 5 55 2 2= m = m == -
P Asset name 16 o 6.00 v L~
P Asset name 16 o 4.00
P Asset name 14 °
2.00
P Asset name 15 o
P Assetname 16 (/] 0
Dec? Dec 8 Dec 9 Dec 10 Dec 11 Dec12 Dec 13 Dec 14 Dec15 Dec 16 Dec 17 Dec18 Dec 19 Dec 20
1200 AM  12:00 AM  12:00 AM 1200 AM 12:00 AM  12:00 AM  12:00AM 12:00 AM  12:00 AM  12:00AM  12:00 AM  12:00 AM  12:00 AM  12:00 AM
P Asset name 16 o

@ Alarms successfully resumed.
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4. 7[&X22Z Amazon Monitron2 AWS & ¢ 7|& AF&35t0{ AWS Key Management Service(AWS
KMS)E Sl ZE2EMEE A S 3ELICt CHE AWS KMS 7|& Ar&35t24™ HI0|E & S 350i M At

SXXH g5 MY Z) 2 MEHS D OFF & SHLIE TESHMR.
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Identity and Access Management(IAM) 20| E{ I & AIEE £ JU&LICH o|Z{et HHE IAM &
E= AEXtof 4Z25t0 EfT 7|BF HMA K018 & dstE = U&LICH RHAME L2 IAM AFE A
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EN 2 (Tags) Al

» Tags (0) - optional infe
A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists of a key and an
optional value. Use tags to search and filter your resources or tradk your AWS costs.

M Ef2 F7HAJD new tag)E ME4EFLICEH

* Tags (0] - optional inf
A fag is an sdministrative label that you assign to AWSE resources to make it easier to manage them. Each tag consists of 2 key and an
optional value. Use tags to search and filter your resowrces or track your AWS costs.

Mo tags associated with the resource.

Add new tag

You can add £0 more tags

Z=NEE S48 I ZZHE0f 1 &0

74
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6. Efi9o| 7|-2f Ho{E U=iTLCt.

7l Z2MEY D fFofloF ELIC k2 MEf AbFlLich

¥ Tags(0) - optional info

A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists

of a key and an opticnal value, Use tags to search and filter your resources or track your AWS costs

Kay Value - optional

Q, Q| Remaove

| Add new tag |

You can add 4% more tags

7. M ENZ F7HAdd new tag)S MEHEILICE
8. EHIE& O F7tsted™ BHHAH 22 38 Bt=gFLCt
9. Ef2E AM7H35t24T M7H(Remove)S AMEHEHLICY.

Tags (1) - optional

5 tag s an administrative labed that you ns.sign 1o AWS resources to make it easier to manage them. Each tpa consists of a
key and an optional value. Use tags to search and filter your resources or track your AWS costs. Learn mone [

Key Value - aptional

glass fabrication windshields
Add new tag

You can add up to 49 mare Lags.

10. Bl Ef & =2 M7Hst o ChS(Next)S =g LICH

Tags (2) - optional

A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists of a
key and an optional value. Use tags to search and filter your resources or track your AWS costs.  Learn more [4]

Key Value - optional
glass fabrication windshields
I Remove

& You must specify a tag key

Add new tag

You can add up to 48 more tags.

|

ZZAEE 48 0 Z2AE0 61 501
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Tags (1) Manage tags |

& tag i an administrative Label that you assign bo AWS resources to make it easier to manage them. Each tag consists
of a key and an optional value, Lise tags to search and filter your nesources or track your AWS costs, Leamn rnnrl'—E

Key Value

glass fabrication windshields

5. M EiZ Z7HAdd new tag)E MEHEHL|CY,

Tags (1) - optional

A tag is an administrative label that you assign to AWS resources to make it easier to manage them. Each tag consists of a key and an optional value. Use tags to
search and fitter your resources or track your AWS costs. Learn more [}

Ky Value - aptioial

glass fabrication windshiglds | Remove
Add new tag

You can add up to 49 mone tags.

6. EfZo| 7|-2f Wo1E UZTLICH

(® Note
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https://console.aws.amazon.com/monitron/

Amazon Monitron INT=IY A To] =]

Tags (2) - optional

A tag is an administrative label that you assign to AWS resgurces to make it easier to manage them. Each tag consists of a ke y and an optional value. Use tags to
search and filter youwr resources or track your WS costs. Learn more [7

Key Value - optional
glass fabrication windshields Remove
test lab Remove
Add new tag

You can add up to 4B more tags.

Bl gf2 =88 =+ UXIE B 7= =Y = Sl&LIch Bla 7| HEsicd™ B2 & MHe TS
CHE ZIZ MEIOE BIEMR. E B8 MHE = U&LICH Z2HE MF HE 1 o|X|o|AM Ef 2
g +HdstHL MHE LT

1. https://console.aws.amazon.com/monitron™|A{ Amazon Monitron 2& & 3L|Ct

0 ZRME MAS MENSH|C}

3. EAMFMT=MEE MES £ ot ZEMEE MEIFLICH

4. EH20{|A Ef2 BE|(Manage tags)E MEHSEFL|C}

5. Ei1 g2 sH™sto{H HESM L. MAHE BT 2ol U= HM7H(Remove)E MEAELICE
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https://console.aws.amazon.com/monitron/

Amazon Monitron

AR 7H0|E

Tags H] ap!:'ana!

A 13 is an administrative label that you assign to AWS resources to make it easier to m
scarch and f' ter your resources or track your AWS costs. Learn maore [A

Ky Value - eptienal

glass fabrication

Add new tag

You can add up to 49 mone tags
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anage them. Each tag consists of a key and an optional value. Use t3gs to

Remove

Cancel
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1. https://console.aws.amazon.com/monitron0{| A Amazon Monitron &2 LICt.

2.  Amazon Monitron & oA QY7 |E MEHEHL|CT
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https://console.aws.amazon.com/monitron/
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Amazon Monitron » Projects > F’rojeclA
Project A m‘ Open in Monitron web app [3

v How it works

= 3 =2 =

Create project Add admin users Email instructions info Manage user directory info
Create a project to monitor your assets. Assign admin users to manage assets and sensors Send users instructions for accessing the Amazon Use IAM Identity Center to manage your user
@ Created within a project. Monitron app. directory for Amazon Monitron.

@ Admin user added Email instructions [ I Open IAM Identity Center [

Project details info

Project name Project link
Project A Open in Monitron web app [£

Copy link

Admin users (5) info Add admin
Q 1 ®
Display name v Email v Username v

User name 1 user1@email.com user1@email.com

User name 2 userZ@email.com user2@email.com

User name 3 user3@email.com user3@email.com

User name 4 userd@email.com userd@email.com

User name 5 userS@email.com userS@email.com

» Live data export info Start live data export

You can export measurement and inference results data from Amazon Monitron using Amazon Kinesis Data Streams.

3. 292l slHo| A2 O|ED &S E Q2dshL|CH
A

4. Rt S5 Ho|X|oIM A
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Amazon Mo Project A w 4 Support v Tareg b

Assets (793) < Hide Asset name 7 Tareq Nabulsi

tnabulsi@amazon.com

Gateways Add asset Class | | Site_m776v1khz9

View projects

Users Q Find assets

Sign out

Sites | Positions (6)
P Assetname 7

Q 1>
Setti p Assetname1 o
ettings Site_m776v1khz0
p Assetname 2 0
Site_m776vikhz9 Position Name v Status v Position type v
»  Assetnamel Position name 1 W Other
Site_m776v1khz9 o (©]
»  Assetname 2 o Position name 2 @ Other
Site_m776v1khz9
Position name 3 ‘Warning Other
P Assetname 6 !
Position name 4 m% Other
p  Asset name 8 i
Site_m776vikhz3 Position name 5 Other
P Asset name 9
Position name 6 Other
»  Assetname 9 (V]
b Asset name 9 o
P Asset name 9 o
b Asset name 9 o
»  Asset name 9 9
P Asset name 9 o
P Asset name 9 o
b Assetname 9 o
b Asset name 9 0
P Asset name 9 o
b Asset name 9 o
b Assetname 9 o

Add project X

Project link URL

Add your project link URL from the console or invitation email.

https://www.amazon.com/monitron/projectB

Cancel Save

t7] &of ol
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Amazon Monitron

Project switching X

You can only be signed in to a single project at a time. When you switch
projects, you are automatically logged out from the project you were actively
using and logged in to the project you are switching in to.

Don't show this again

Cancel Confirm

EHY o Z2HE 7F ™E
DHY Ao M Z2HME Zhof TIEHs 24

1. Amazon Monitron 2HIY HE ¥ ALKl 0|1 S E AFESIod 20l LICt
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2.

AHE 22 HolRIoIM AE ME HE SEO2 HEE

dWs

Sign in

Username: Email@amazon.com (not you?)

Password

Fkkk kK ‘

Show password

By continuing, you agree to the AWS Customer Agreement
or other agreement for AWS services and the Privacy Notice.
This site uses essential cookies. See our Cookie Notice for

more information.

dWsS

Amazon Monitron

Detect abnormal machine behavior and
enable predictive maintenance

Signing in...it can take a few moments.

2 Ht

Q1 OH:.

=

M Z2ME 7F gt

83



Amazon Monitron

AR 7H0|E

— ProjectA

Assets (126)

Q

> Asset name 1
Site name 1

Asset name 2
Site name 2

Asset name 3
Site name 1

Asset name 4
Asset name 5
Asset name 6
Asset name 7
Asset name 8
Asset name 9
Asset name 10
Asset name 11

Asset name 12

Add asset

([t |
i

=

< T < T < B < R < NN < RN < O < B <

9:41

Project A

Tareq Nabulsi

tnabulsi@amazon.com

View projects

Assets
Gateways
Users

Sites

Settings
Getting started
Help and feedback

Sign out

Version 1.0.2728 | Legal & about

w
|

EMEE FII5E{H T2 ME FIIE MESt D Z2ME 213 URLS LU LICH
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Support w Cancel Add Projects

Projects (1) Add project Project link URL
Add your project link URL from the console or invitation email and
then we will validate your project credentials

Q https://www.amazon.com/monitron/projectB

Project A
Last accessed: May 21, 2023 | tnabulsi@amazon.com

4. ZERHE 7io] ™MEtstt{H Z2ME SH0|M Ed{s Z2ZMEE MY
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9:41 il = - Project switching X

P -
&% Amazon Monitron Support w

You can only be signed in to a single project
Projects (2) Add project at a time.

Q When you switch projects, you are
automatically logged out from the project

ou were actively using.
Project A y y g

Last accessed: May 21, 2023 | tnabulsi@amazon.com ) )
Don't show this again

https://www.amazon.com/monitron/projectB .

Last accessed: N/A | N/A Cancel Confirm

® Successfully added Project B. X

2oL Ao Z2HME 7 ™E 86
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Gateways (3) Add gateway
30aeadfB5652 # Connected .
Site mame) '
Z0aeadfE5R53 & Connected |
Site marme] .
F0asadf8s654 @ Connected .
[5ite name] "
<] O 0

2]l oH
=H =

2 ArE75t0{ HO|E%0|E LI¥ste{™ CHE ot Z 0| shMl2.

Q|Z= EFAH
[ |
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= Project name v £ Support v  Mary Major v

Gateways (7) . View gateway guide
Q, Search 1 >

Name Physical ID Status Site Gateway type Network
Piller A4 Gateway c22as48gsedif ® Offline Site_g94318517d WiFi No internet connection
MonitronGateway-_tgt391tf7p c8mrj2t8mb @® Online Site_g94318517d WiFi Ml 5675KB M 6185KB = Good
MonitronGateway-_gm43vmlczO 1izj13q95v @ Online Site_g94318517d Ethernet 5675k [ 618.5KB
MonitronGateway-_gsbgch2014 mwxdwkq8xx ® online Site_g94318517d WiFi M s675kB M 618.5KB = Strong
MonitronGateway-_vxg5bz0ghz ATfjrttnjb ® Online Site_znmjzg2h3j WiFi M s675kB M 6185KB = Fair
MonitronGateway-_v8c154136g jvsp8s80j1 ® Online Site_znmjzg2h3j WiFi M 5675KB M 618.5KB = Weak
MonitronGateway-_xrbxf7ch67 tld2q1lthp ® online Site_znmjzg2h3j Ethernet M 5675KB [ 618.5KB
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€ = Project name

Gateways (3) Add gateway

Gateway 1 ® Online
WiFi | ec8d59379e60

Gateway 2 ® Online
WiFi | ec8d59379e60

Gateway 3 ® Online
WiFi | ecBd59379e60

2. A= M dxtolM Ho|EH o] MF H

1=

Ol AHO|ES0] M ME E7|
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Edit gateway name
View gateway detailij

Delete gateway
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Gateway details

MonitronGateway-
_nzkwddflb3
@ Online
Details
Physical 1D Type
c455jgczvh Ethernet Gateway
Time last commissioned Firmware version
Jul12,2022,11:22 AM 1.3.184
IP address Upload traffic
192.168.0.145 ¥ 9.48 MB

Download traffic
™ 19.11 MB

Location

Site
Site_h7v11zwl84

2 Hoil A Ol AHOlES0| M HEE i

|l

IS 20| stM 2.

1. 7O|ESo| SFoM MF HEE Eci= Ho|EH0|E M=gfLCH

Assets

View gateway guide

Gateways (1)

Users 1
Sites Gatewa
Name Physical ID Status Site Y Network
Type

Settings

- MonitronGateway- =

O €837456fe770 Online Test_Project WiFi f533.5kB B 1.05MB = Strong

“ | e837456fe770 © onl -Prol
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2. HolEf|o| MF HE mHo|X|7t EA[ELICE.

Gateway details X
Name Status IP Address
MonitronGateway-_l720tdnhv9 @ Online 192.168.0.35
Physical ID Site name Upload traffic
1gfz5pbnrc Test Proj QQQQQQ M 442.1 kB
Type Time last commissioned Download traffic
Ethernet Gateway Sep 1, 2021, 4:53 AM [ 36.3 KB

Firmware version
1.0.6
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( = Project name

Gateways (7)
Q

Piller A4 Gateway
Customized gateway name
Customized gateway name
Gateway30aeadf85444
Gateway30aeadf85652
Receiving room gateway

Gateway-c22as48gsedss

DHY A 27|

2. HOIESo|o AL A X|™H O|&E F7tslEts

® Online

® Online

® Online

® Online

® Online

® Online

® Online
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a:41

Cancel Edit gateway name

Gateway name
Add customized name to find it easier afte

commissioning

Gateway-c22asd8gsedif

P
2
HL

Gatewey®
12 3 456 7 8 90
-/ s () % & @ "
e ., 2
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Edit gateway nam

Amazon Monitron

9:41
Edit gateway name

Cancel
darte

easler

ind it

Gateway name

Add customized name
Receiving room gateway
Maxirmur
e 27|
"Gateway"
1 2 3 4 5 6 7 8 9 0
-1/ () % & @
= ., 2 e
space return
¢

ABC
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{ = Project name

;;;;;;;;

Gateways (7)

Q

sssssssssssssss

Piller A4 Gateway & Online
Customized gateway name @ Online
oA =T
Customized gateway name & Online
Gateway30aeadf85444 &) Online
Gateway30aeadf85652 & Online
Receiving room gateway & Online
Gateway-c22as48gsedss @ Online

@ Gateway “Receiving room gateway” X

edited successfully
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9:41

{ = Project name

Gateways (0) Add gateway

Kl
i

There are no gateways in this site.

Add a gateway by choosing the “Add gateway”
button.

Add gateway

0%

3.  Amazon Monitron2 QR ZEE AZH5HE O 20| ™ E|=X| MHS= HAIRIE EAIEL

Ch A& MEigLICH
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What is Scan Gateways QR?

i) Scan for gateway details

Select this icon and scan the QR code on
your gateway to get gateway MAC
address and other details.

Find MAC address

Use the MAC address to allow list
gateways for high-security networks.

4. QR IZE A HO|X|0M HLHE FIHIZHE AFR3S104 HO|ERO| QR ZEE AZHEILICE.

AZH0| M3 ™Mo 2 2FE LT Amazon Monitron2 ZHIY 40| QR Z = AZH 10| X|of| HO|ES
0| ID2t MAC FAE FEA|FLICY.
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V4an 12:3[]1

Cancel Scan gateway QR

Scan gateway QR

Gateway ID
30aeadf85652

MAC address
3333-4444-1111-2222

(® A MAC address can help you
troubleshoot some gateway
commissioning errors. Copy the MAC
address and send it to your IT
department.
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(® Note
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Allow Amazon Monitron
to access your camera?

DENY | ALLOW

iOS C|HFO|A 0 M
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Amazon Monitron

Scan gateway QR

“Monitron” would like to
access the Camera

Allow camera access to Monitron to scan
QR code on gateway.

Don't allow Allow

Wi-Fi A O|E O]
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Name Physical ID Status Site
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View gateway guide
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Mary Major »

Network

No internet connection

@ 567.5KkB M 6185KB = Good
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Piller A4 Gateway & Online
Customized gateway name @ Online
oA =T
Customized gateway name & Online
Gateway30aeadf85444 &) Online
Gateway30aeadf85652 & Online
Receiving room gateway & Online
Gateway-c22as48gsedss @ Online

@ Gateway “Receiving room gateway” X

edited successfully

DHY A 27|

Wi-Fi 7 O|E{|0| AtA|

Mioll= Clo|EHE AWS 2t =2 TEet7| fI8F Ho|EH 0|7 E2efLICt HO|EH0|E AfX|st
HUR Mol 20| B + JU&LICH HOIESOIE A X[st7| Toi| FolstM.

Wi-Fi A0IES]0] AT A 156



Amazon Monitron

AR 7H0|E

HO|ESOIE AAIstEH M7t =2l Lo = CHE 71I0|E-‘?4|0I(9£E
O| lole ™M&2 SE gio] AlSE LIt MLl Lol Ho|Eol7t &4
E7t £ 43 + A&LCH

|

« DHU HE AESto] HOIEHOIE ArKlst= dH

- H AUE A8t HOIEEH O] ATK|

DHY HE AESt0od HO|ESOIE AfA|st= EH

1. HO|E<o| I O|X|Z O|S g LIC}.

2. AX|ste{= HOIES|0| o MZ2 ZE o}0|E
(
£ MEHEL|CH
3. HO|ES?|o| ANE MEdEILICH
4. CHA| & X|E MEHEFLICE.
2 MHE AR50 HOIEEY 0| AMA|
1. the section called “HO|EQIO| S5 E7|"2 0|3 &fL|Ct.
2. Eo|M HOIESI0|E MEHELILCE.
3. ZHO|IESo| AXNME MEHELICE.
MAC F4 M|F HE 4

Z; )E IO_:|7=12

S ™ HlolE

dg TErELch MM
M&o| SE =z oo

Amazon Monitron Z|0|EgJ|0|2| O|C|o{ HAM|A o] (MAC) FAE ZHME2{H FOHESCZ HO|EY)

O| C|HFO|A QS| QR ZEE AZHEHH EILICE Amazon Monitron2 QR ZEE AZHSIH MAC FAeH A
O|EQ|0| IDE 25 gt&tghL|Ct.

IT Z22|Xt2l AR AZHEF MAC FAE AL&35H0] HO|EQO| C|HIO|AE 7HO|M'dst7| ol 2HHE Ul

EQ3 MHo=R FTEE|IR=X| &olg = J&LICH HOIEQOIE HOIMIstE 7IeAte B A

8t MAC FAE AL&35Hod IT Zt2[Xtet 2 E HERZ EXE sHEa" = A& ch

1 74 AH
ST T

MAC F4 M8 %

157



Amazon Monitron INT=IY A To] =]

® Note
QR ZEE AZHF0{ MAC A E HAMSI= Zd2 Amazon Monitron 2 HI 4oi| M B x| E L
Ct.

Ct2 Mi= A O|EQ|0| CIHFO|A LS| MAC TAE ZAMS = whtdg HoiF Lo},

1. 7o|E<]o] Ho|x[Z o|SE LICH.

2. 27Zioto|ZE MEfEfLICH

9:41

{ = Project name

Gateways (0) Add gateway

Kl
i

There are no gateways in this site.

Add a gateway by choosing the “Add gateway”
button.

Add gateway
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What is Scan Gateways QR?

i) Scan for gateway details

Select this icon and scan the QR code on
your gateway to get gateway MAC
address and other details.

Find MAC address

Use the MAC address to allow list
gateways for high-security networks.

4. QR IZE A HO|X|0M HLHE FIHIZHE AFR3S104 HO|ERO| QR ZEE AZHEILICE.
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Cancel Scan gateway QR

Scan gateway QR

Gateway ID
30aeadf85652

MAC address
3333-4444-1111-2222

(® A MAC address can help you
troubleshoot some gateway
commissioning errors. Copy the MAC
address and send it to your IT
department.
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Allow Amazon Monitron
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Scan gateway QR

“Monitron” would like to
access the Camera

Allow camera access to Monitron to scan
QR code on gateway.

Don't allow Allow
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https://console.aws.amazon.com/monitron/
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html
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Amazon Monitron X Amazon Monitron » Projects » Test_Project

v How it works

K2

Create project Add admin users
Create a project to monitor your Assign admin users to manage assets
assets. and sensors within a project.
(® Created (2 Admin user added
B8
Email instructions infe Manage user directory info
Send users instructions for accessing Use |AM Identity Center to manage
the Amazon Monitron app. your user directory for Amazon
Monitron.

‘ Email instructions [4 ‘

| Open IAM Identity Center [

5. Amazon Monitron 2 & H|0|X|2o| &% &M Foq MdHES MEdFLICE
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Assets Settings
Gateways
General
Users
Sites Language
English (US) v
Measurements

Vibration unit

Inches per second (in/s) v

Temperature unit

& Support v  Mary Major v

Cancel

Fahrenheit (F°) v
l Classes (5) Create class

‘ Q Find custom class 1>
Name v Last modified Measurement v
Class IV Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class | Warning: 3.99 mm/s, Alarm: 5.99 mm/s

[+] Fan_Custom_1 Dec 5, 2023, 12:59 PM Warning: 3.99 mm/s , Alarm: 5.99 mm/s

= |.2 = H | -I A EH;l. = H AHAM S EHS} | I.
6. j-I_L—'I:IEEAO-IA dﬂo—ﬂaaﬁooaﬁﬂﬁl—t
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Create custom class X

Class details

Class name
Specify the name of your class

Custom name

Description
Describe this class

Add description

Measurement details

Min warning threshold (inch/s)

What is the minimum measurement that must be met to trigger a warning.

‘ 3.33 |

Threshold must be a positive number with at most 3 decimal places.

Min alarm threshold (inch/s)

What is the minimum measurement that must be met to trigger an alarm.

‘ 5.55 |

Threshold must be a positive number with at most 3 decimal places.

7. AEXRIE ZeiA BrE 7| HOlX[oAM CHEE ™5t MAI2.

- Y- AEX X|E AFE S0 CHet 3.

- B AR HEoIM B3 YU — Kool CHEE AFS R X1 B LML
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718 ZENMEE MEStE 22 215 B HroM Z2EMEE MEIS OIS AAEA XY
EOlERiE T2MEE MeE LD
4. ZZHME NE HE H0|X|o A Amazon Monitron ¥ oM €7|E ME4EHLIC)
Amazon Monitron P4 Amazon Monitron » Projects » Test_Project

. Open in Monitron web app [4
Projects

v How it works

[ aa

Create project Add admin users

Create a project to monitor your Assign admin users to manage assets
assets. and sensors within a project.

(® Created (%) Admin user added

% $(Baa

Email instructions info Manage user directory info

Send users instructions for accessing Use IAM Identity Center to manage
the Amazon Monitron app. your user directory for Amazon

Monitron.

‘ Email instructions [4 ‘

| Open IAM Identity Center [

5.  Amazon Monitron & & H O|X|2| /% &AM FHoMq NS MEdFFL|CE
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https://console.aws.amazon.com/monitron/
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Project nami £ Support v Mary Major w

Assets Settings Cancel
Gateways
General
Users
Sites Language
English (US) v
Measurements

Vibration unit

Inches per second (in/s) v

Temperature unit

Fahrenheit (F°) v

| Classes (5 Croste s

‘ Q Find custom class 1>
Name v Last modified v Measurement v
Class IV Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class | Warning: 3.99 mm/s, Alarm: 5.99 mm/s

[+] Fan_Custom_1 Dec 5, 2023, 12:59 PM Warning: 3.99 mm/s , Alarm: 5.99 mm/s

6. 1 Chs Zei20lM Hoo|EstE s 2elaE M=istT HEIS MEfEhLICH
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Edit Custom name

@ Measurements after edit

Editing class will go into effect in the next interval. Positions in a healthy
state will see the update while positions currently in alert need to be
resolved for updated class to go into effect.

Class details

Class name
Specify the name of your class

Custom name

Description
Describe this class

Add description

Measurement details

Min warning threshold (inch/s)

What is the minimum measurement that must be met to trigger a warning.

‘ 3.33

Threshold must be a positive number with at most 3 decimal places.

Min alarm threshold (inch/s)

What is the minimum measurement that must be met to trigger an alarm.

‘ 5.55

Threshold must be a positive number with at most 3 decimal places.
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https://console.aws.amazon.com/monitron/
https://docs.aws.amazon.com/Monitron/latest/user-guide/mp-creating-project.html

Amazon Monitron

AR 7H0|E

Amazon Monitron X Amazon Monitron » Projects » Test_Project

Projects

v How it works

K2

Create project

Create a project to monitor your
assets.

(® Created

Email instructions info

Send users instructions for accessing

the Amazon Monitron app.

‘ Email instructions [4 ‘

Add admin users

Assign admin users to manage assets
and sensors within a project.

(2 Admin user added

8288

Manage user directory info

Use |AM Identity Center to manage
your user directory for Amazon
Monitron.

| Open IAM Identity Center [
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Project nami £ Support v Mary Major w

Assets Settings Cancel
Gateways
General
Users
Sites Language
English (US) v
Measurements

Vibration unit

Inches per second (in/s) v

Temperature unit

Fahrenheit (F°) v

| Classes (5 Croste s

‘ Q Find custom class 1>
Name v Last modified v Measurement v
Class IV Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class Il Warning: 3.99 mm/s , Alarm: 5.99 mm/s
Class | Warning: 3.99 mm/s, Alarm: 5.99 mm/s

[+] Fan_Custom_1 Dec 5, 2023, 12:59 PM Warning: 3.99 mm/s , Alarm: 5.99 mm/s

6. I Chs Zel20lM Axlstzde AlAH SEAE MBS T AXE MEHEFLICH
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Fan_Custom_1 details X
Min warning measurement Min alarm measurement

3.99 mm/s 5.99 mm/s

Description Position type

Fan custom threshold Fan

Positions using threshold

Positions (20) info

Q, Find position 1 2 > &

Name
Position 1
Position 2
Position 3
Position 4
Position 5
Position &
Position 7
Position 8
Position 9
Paosition 10
Position 11
Position 12
Position 13

Position 14

/A Important
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7:56

— Test_Project v

Assets (1) Add asset

Q Find assets i}
Example_Asset .
Site 1 p@) '

2ot AE A8 stod R F=7t 179
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8:07

Cancel Add asset

/\ You are adding this asset to the project. We
recommend you add it to a site. Once you
add an asset you can’t move it.

Learn more [/}

Asset name

Name for the asset to be monitored.

Example: Pump R

Maximum 60 characters.

Dot HE A8 Shod R F=7t 181
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Amazon Monitron

Projects (2) -

| Q, Find projects by name 1
Project name AWS account Last accessed: v

@] Test_Project Jan 21, 2024, 6:42 PM

@) Test Dec 5, 2023, 11:26 AM

2. 2% M HwolAM AO|EE MEE CHS ol Mlg FIIE AIO|EE MEHELICH
mazon Monitron X Test_Project ¥ O 4 suwpore v [
Assets
— sites (1) —
Users ‘ Q, Find sites by name 1
Name v Id

Sgttings | @] Site 1 I
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Amazon Monitron X Site1 v (ﬁ) £ Support ¥ _
Assets (1) < Hide Examp[e_Asset Add position _
1
Users Q Find assets
. Positions (1)
Settings » Example_Asset
Q, Find positions by name l
; |
Name ¥  Status v Type Class ¥
t
Sensor Other Class |
4, Ko FTHHO|X|0| A RHAH O| &0 BHEE4= AHAte| O|FE F7IHEH ChE At FIHE MEiELCH

Asset name
Mame for the asset to be monitored.

‘ Example: Pump

Maximum &0 characters.
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= Project name v 4 Support v Mary Major v

Assets (793) < wide  Conveyor belt 1

Class | | Site name 1

Add asset

» Conveyor belt 1

Positions (4)

» Conveyor belt 2
Q L
» Sorter 1

Position name v Status A Position type v Last measurement v
Conveyor belt 5

» Conveyor belt 10 Drive side roller 1 m Gearbox Aug 26, 2021, 8:00 AM
» Sorter 8 Drive side roller 2 [ Atarm ] Gearbox Aug 26, 2021, 8:05 AM
Conveyor belt 20 Idle side roller 1 [ Healthy ] Gearbox Aug 26, 2021, 7:56 AM
Idle side roller 1 [ Healthy ] Gearbox Aug 26, 2021, 7:56 AM

» Motor 1
Conveyor belt 4

» Conveyor belt 4

» Conveyor belt 6
Conveyor belt 7
Conveyor belt 8

» Conveyor belt 9

OGOOGGOHH“_-OOOI

» Conveyor belt 11
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—

Amazon Monitron X Site1 ¥

1 Assets (2)

Gateways

< Hide

Add asset

Users Q, Find assets

Settings » Example_Asset

Test_Asset

No sensor

©

£ Support ¥

o
Edit asset name I

Example_Asset

Site 1

| Move asset |

=

Delete asset

Positions (1/1)

View sensor pairing guide

‘ Q, Find positions by name ‘

Name ¥

Status v Type ¥ Class ¢
O  Sensor Other  Class!
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Move Example_Asset? X

Do you want to move Example_Asset to a new site?

(@ All positions connected to this asset will also be moved to the new site.

Mew site
Select new parent for this asset.

Site

Cancel

Move Example_Asset? X

Do you want to move Example_Asset to a new site?

(@ All positions connected to this asset will also be moved to the new site.

New site
Select new parent for this asset.

Site 2 v ‘

Atotol 83X 2 o|S KM Mol dF HIAIXKIZH EAIELICE
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Assets (2) Add asset
Q Find assets finp
Another Asset -
No sensor/| :
Site 1

Example Asset
Site 1

No sensor

2ot AoiM Rt ol SotEdH 189
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Edit asset name

Move asset

Delete asset

2ot oM Rt ol SstEdH 191
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Cancel Another Asset 2

Do you want to move Another Asset to a new site?

@ All positions connected to this asset will also be
moved to the new site.

New site
Select new parent for this asset.

Site OD

2ot AoilM Rt ol SstEdH 193
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Delete "Asset 6"?

Once you delete "Asset 6, all positions and
historical measurements of this asset will
also be deleted.

Cancel Delete
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Delete “Asset name 5"?

You need to delete the sensors and positions
in this asset before you can delete the asset.

Once you delete the asset, all historical
measurements of this assets will also be
deleted.

Cancel Delete

Ho{—RIE MM & 2Ix|E 25 AAISHE Amazon Monitron Gl A|Z+H0| A& = QU&LICEH

6. ANE ME{FL|CEH
Delete “Asset 57

You need to delete the sensors paired to this
asset before you can delete the asset,

Once you delete the asset, all historical
measurements of this asset will also be
deleted.

@ Sensors & positions deleted

Pl
=
ijo
1=

FAIstEdT Ch2 0t 20 stMlR. 195



Amazon Monitron INT=IY A To] =]

A

MMz EH|oM C|0|E{E& +=%&!& CI= O] Cl|l0|E{& Amazon Monitron A& 3104 gt 45t= Of
ghuich MME &2 s5tE |xl(Ix)= ol =& & EMoi 0l &Lt

Kbt & EHE Of REMIS] mhof ot AHako| ofe] 2|x|olAM Ci|O|E{ & +ElsloF &
of z|c 207 IR0l MME HIRIE = U&LICEH Zf MM IR0 CHE 7[H S2
Ch & XA & x|™o| & 7 o]y e SEE 7[AHE A8sts F2 o] fIXlolk
£ W0l EF&LICH

N
.
=2
=

|
» M 2RI X H

o M BHE
. MM SIx| F7}
. MME RHatol To{2st7]

. Al 9I%| OF HZ

- 714 5= HE

. M AR

. 4 Izl AR
. M ME HE ofs
. Mo 9Ix| Al

- EXS2 dlA

ﬂl.u.

WIS B PNIPNES

IS I PIPNES: 196



Amazon Monitron INT=IY A To] =]

ts2 YdHo 22 %[0 30~36"(75~90cm) EOo{ &l 27 K| f & &= /U&LICH

— = F| A — A ir A
. Alo Hl‘Al-— Olo |_'_ O|= X}X} .I.LD=|O| =
o S ASE A — = L- IT o
° 7C|E_ __I_ol' T o= _'I 5 CC = _El.}\EI |l|. i X=1 IHE

® Note
Amazon Monitron dME= 35 &ls MMULICH X, Y, Z Ot3 = 374 Fo| &2 LIEFHLICE
Ol F2 MM Exfofl EAIZ|o] U&LICH [MEIMH EE FE RO s ekl &hE T 71
&LIC}
=

M7 2H HE MES|CHE ol MM IRIE 2oq
7t AJ& Lt

11{>|

LIct 2Eof & 7H, HZ o & 71 & Ul 7He| ||

O

— -Cnuplin
; -; W/

Motor Pump

/

CHS o= HZ7t ot BE{7F &= 2hfAtel 32 MME S&E & e fIXIE EoiELICHL

Motor \"—"/‘

7|01t A9 Ho{d 2 MM E HiX[sloF st= ABFAQI 2{X(ef of 0|7 FFLICt.

VSIS PPN ES, 197



Amazon Monitron INT=IY A To] =]

0 u]
o ) L]
Gearbox
. 0 u]
Pillar Pillar
bearin bearin
= = g g
N

=0l 04E-I M A SEE FHI(0: 7]o{gfa)o| B2 14t TS HZREO| MY E= &
ot 5 MME Hix[otM| 2. ZIS 0| FHIe| 21 £& Atolol MEE mf TS0l HAStER

Mot ZsH APOIOI Z|E HE7H E Y 2ol ME4E2 of Lt
CHS Z[0{Hr A& o Al= OlE{Er B Ale = HHIE Sl TS0l ME == S AT M7t ol2e TisE &
X+ As HAH IRIE 0=|-’£.-L—IEP

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
eeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Q ) Damage

Source of vibration

Gearbox
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https://www.henkel-adhesives.com/us/en/product/instant-adhesives/loctite_454.html
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Assets (793) < Hide Asset name 7

Add asset Site_m776v1khz9

4 Support v Mary Major v

Q Find assets

Positions (6)
P Asset name 7

Asset 1 ‘ Q Find resource
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Site_m776v1khz9

» Asset name 2 .
Site_m776v1khz9 Position Name
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Add position X Add position X
Position name Position name
Specify the position to be monitored by the sensor Specify the position to be monitored by the sensor
’ Example: Left bearing } ’ Position name 7 ‘
Maximum 60 characters. Maximum 60 characters.
Position type Position type
When a sensor is paired, you can't change the type. When a sensor is paired, you can’t change the type.
’ Select position type v ‘ ’ Other v ‘
Machine class Machine class
When a sensor is paired, you can't change the type. When a sensor is paired, you can’t change the type.
‘ Select machine class v ‘ ’ Class | v ‘
Cancel Cancel Save
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Site_m776v1khz9
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o Add position
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Position name 1 :
Position name 2 :
Position name 3 Warning

Position name 4
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Asset details Actions v

Project name
Project name
Machine class
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Cancel Add position

Create your position and connect your sensor to this
newly added position.

Position nhame
Specify the position to be monitored by the sensor

Position name 7

Maximum 60 characters.

Position type
When a sensor is paired, you can't change the type.

Other

Machine class
When a sensor is paired, you can't change the type.

Class |
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Hold phone near sensor

Scan sensor to get position details. This
may take a few moments.
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e P
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Position name 1

Position name 2 Alarm

Position name 3 Warning
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Position name 7 Healthy
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— Site name v

Asset name 1

Mo sensor

There is no sensors paired to the asset. You

can pair your first sensor by tapping the "Pair
sensor” button.
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https://www.samsung.com/hk_en/nfc-support/
https://support.apple.com/guide/iphone/aside/asd-nfc-reader/14.0/ios/14.0
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Edit position details
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Specify the position to be monitored by the sensor.
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Assets (793) < Hide  pgsition name 3
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Warmning  Warning invoked at Dec 15, 2022, 6:14 AM by Total vibration ML model.
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Pasition name 1 Alarm
® Vihrationo Temperature Sensor details
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B Date range
Position name 3 Warning
Last 2 week <
Position name 4
Position name 5 Total vibration - Vrms (10-1000Hz) (mm/s)
Total vibration is the combination of all three axes, monitored by machine learning.
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0.00
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8.00
p Asset name 3
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O ‘ Pair sensor ‘

v Positions (4)

Alarm

1

Position name 1 .
Healthy "
Class | g

Position name 2
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[ Alarm _
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Healthy .
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{ = AnyCompany v

Pump

Report issue ‘

Vibration Temperature Sensor details
Sensor ‘ Actions v ‘
Sensor ID Status

37fe6351b217 © Online

Battery life Last gateway connected

I 100%

Last measurement

Aug 27,2020 11:22 PM

Position details

Position name
Left bearing 1

Asset name

Sorter 2

2. EAMEE SHM7IH S2

adcf12922cd2

‘ Actions v ‘

b

Position typé
Bearing

Machine Class
Class |
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Q, Find assets
Positions (20) Actions ¥ ‘
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0
» Asset name placeholder (1] Bositioniname v Status A Position type v Machinlj ¢ Delete position
Asset name 2 i (] Drive side roller 1 (" Alarm Gearbox Class |
» Asset name placeholder 1 Drive side roller2 @ Gearbox Class |
» Asset name placeholder 1 Idle side roller 1 { Healthy ] Gearbox Class|
Asset name placeholder Idle side roller 2 { Healthy J Gearbox Class|
» Asset name placeholder Position name 1  Healthy ] Gearbox Class!
Asset name placeholder (/] Position name 2 m Gearbox Class |
» Asset name placeholder (/] Position name 3 m Gearbox Class |
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P Asset name 7
Position name 1 (1]
Vibration Temperature Sensor details
Position name 2 @
Date range
Position name 3 m g
Last 2 week <
Position name 4
Position name 5 Total vibration - Vrms (10-1000Hz) (mm/s)
Total vibration is the combination of all three axes, monitored by machine learning,
Position name 6 Healthy
p Asset name 1 0 mm/s
Site_m776v1khz9 10.00
» Asset name 2
Site_m776v1khz9
8.00
p Assetname 3
Site_m776v1khz9 o
p Asset name 4
Site_m776v1khz9 0
P Asset name 5 &

|
p Asset name 8 i
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Delete sensor paired to "Left bearing 1"?

Once a sensor is deleted, you will still be
able to view historical measurements. To
continue monitor the asset, you need to pair
a Sensor.

Cancel Delete
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¢ = Site name v

Asset name 1

0 Pair sensor

Position

Left bearing 1 Mo sensor

Left bearing 2 [ Healthy ]
Right bearing 1 CD
Right bearing 2

Asset details | Actions = ‘

ASSEL name Type

Asset name Bearing

@ Sensor "37fe63510217" deleted X

successfully.

2l Hof| A MM E Atx||stE{m C}

Ojo

1 20| stMl 2.
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AR 7H0|E

L Support v Mary Major w

= Projectnamel1 v

Assets (793) ¢ Mde Position name 3
Bearing | Class | | Site_m776v1khz9
Q, Find assets
Warning Warning invoked at Dec 15, 2022, 6:14 AM by Total vibration ML model.
P> Assetname 7 GJ
Position name 1 Alarm
.® V\hratimno Temperature Sensor details
Position name 2
Position name 3 Warning Sensor details
Position name 4
Position name § Sensor ID Last measurement time
37fe6351b27 Aug 26, 2021, 8:00 AM
Pasition name 6
p Asset name 1 o Status Last gateway connected
Site_m776v1khz9 @ Online a4cf12922cd2
p Asset name 2
Site_m776v1khz9 o
3 Battery mu:@
» Asset name
-
Site_m776v1khz9 o
p Asset name 4 o

Site_m776v1khz9

|

« DHFY HoAM MM LIXIE AXIsted™ CHE1F 20| shMlR.

« 2 Aol MM AARIE A AIStEdT CHE T 20| SHAIS.

Dot Mol M MM IRIE AfA|sE{™ C

1. R SH0M AFsteds MM IRI7HJ= RHtE M

A
Mol B Meyshiict

fIRI AXME MEHELICEH

> w0 D

Cl= SAHZE ALELCE

l]IO

Gateway signal strength
* -69 dBm

Production date
Aug 20, 2020

Actions ¥

Firmware version

1241

HW revision number
2

E ArM|stH xtatollAM s Cilole =& x| ol MZHELICH A7t 04%15] o] 2{&|of| w04
Tlof e 82 /RIE AFSHZ] ™ol MME &M 74sHoF &f LICt.
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Delete position "Pump sensor X
2"?

Once you delete "Pump sensor 2", all historical
measurements will be deleted along with the
position.

Before deleting this position, you need to
delete the sensor paired to this position,

Delete sensor

fIxIo MM7E H R E|o] Q= 2 A K E MEsto MIME AXIStHL. 2EX| o2 82
CHE BHAE gL
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Delete position "Pump sensor X
2"?

Once you delete "Pump sensor 2", all historical
measurements will be deleted along with the
position.

Before deleting this position, you need to
delete the sensor paired to this position,

Delete sensor

Cancel

5. AXE MEdELICE.
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AR 7H0|E

% ( = Project name Q
E"iew sensor detailﬂ Position name 3
Delete sensor Warning Acknowledge

Warning invoked at Dec 15, 2022, 6:14 AM by Total

vibration ML model.

Vibration

Sensor
Sensor ID
37fe6351b217

Battery status@
-

Last measurement

Temperature Sensor details

‘ Actions v

Sensor status

® Connected

Last gateway connected
adcf12922cd2

Firmwear Version

Aug 27,2020 11:22 PM Version 1.01

Position details

Position name

Position name 4

Asset name

Asset name 7

MM M EE | o|X|7F E AIELICE

20 Mol A M ME HEE 2aiw oha T 2ol M.

1. R SH0M Eede Mt Ho{2lE RtatE MEfEL|CH

Position type

Gearbox
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2. Mol cHet HE= A 2LEH stEo| MM MF S Hol Xits2 =2 ®AIELICH

= Projectnamel v o Support v  Mary Major v
Assets (793) < Hide Position name 3 Actions ¥
Bearing | Class | | Site_m776v1khz9
Q, Find assets
Waming  Warning invoked at Dec 15, 2022, 6:14 AM by Total vibration ML model. Acknowledge
P Asset name 7 0
Position name 1 )
® Vibration Temperature Sensor details
Position name 2 @
Position name 3 Warning Sensor details Delete
Position name 4
Position name 5 Sensor ID Last measurement time Gateway signal strength Firmware version
37fe6351b27 Aug 26, 2021, 8:00 AM * -69 dBm 1.2.41
Position name 6
» Asset name 1 0 Status Last gateway connected Production dzte HW revision number
Site_m776v1khz9 ® Online a4cf12922c¢d2 Aug 20, 2020 2
» Asset name 2
Site_m776v1khz9 D
3 Battery 5[—_4(;15@
» Asset name
-
Site_m776v1khz9 0
» Asset name 4 o

Site m776v1khz9

T
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{ = Projectname v L3 = Project name v L3 { = Frrojectname v L
Asset_4wf0509dcd Assets (26) Add asset Position name 1

oé Q Find assets ) M’B LA
¥ Positions (5) b Asset 4wf0S09dcd %) Sensor is offline. The last measurement was

Site_gmf5210g4q at May 8, 2023, 2:43 AM. Learn more [

Alarm  Warning Offline

1 2 1 » Asset_5nOkqpd979 Q) . Warning invoked at May 6, 2023, 2:43 PM.
O Detected based on single axis vibration

Site_gmf5z10g4q 15O warning threshold, total vibration ML

Position name 0 [ starm JE model and temperature ML model.
» Asset_8mtxn6q1df @
Position name 1 m) : Vibration * Temperature Sensor details
Flass » Asset_d3kwdtfdgs Q
. . o

el Site_gmf5z10g4q
f.l;'.llfltlor‘l name 2 Warning : mgma=itasa May 7, 2023 - May 8, 2023 4 >

» b Asset_jzkvighc19 @ : e
Position name 3 Nosansor  © Total Vibration - Vrms & @
Class ' (10-1000Hz) (inch/s)

" P Asset_m8pbbixvrg9 ‘%\
Position name 4 Nosensor  } 0.111
Class = Total Vibration

» Asset_nh34p1bpxp
Site_gmf5z10g4q

»

. May 8, 2023, B2:00 AM
Asset details Actions *

inchy/s

0122 |

»  Asset_txvw2B86mBk

»

Site
Test Proj QQQQQQ > Site_gmf5z10q4g 0098 f\f
» Asset_vb7zxgdv28

Site_gmf5z10g4q ’ 00T | | II||
[ 1

2 2
:
:
:

»  Asset_wn33rb3p9w
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/A Important

T20{ HZH0] 1.6.0 DIZHQI MMl B2 HHEIE] £ % AEHE 2OIE 4 &Lt HEZ] £
MEfE 2EiE MM7 Aolo|l= S mIHK| 7Ichedof Bt

otefl o= CtEeh MM HiEE| SEH7E Liet

HHE 2| & Ef

Battery status@
|

Battery status@

Battery status @
|

Battery status @)

Unknown
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® Note
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https://docs.aws.amazon.com/Monitron/latest/user-guide/gateways.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/gateways.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/anom-take-measure.html
https://docs.aws.amazon.com/Monitron/latest/user-guide/anom-take-measure.html
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Sensor scan

Scan sensor to get position details.
This may take a few moments.

4 MME HBHOR AST LI 2ok Aol MA{2| Ixloh I Bt EAIZILICH
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Sensor scan

() Sensor scanned successfully.

You can remove your phone from the sensor

T o{ZEl MM Ale 238



AR 7H0|E

Amazon Monitron

12:3

{ = Projectname -~

Position name 1

m Report issue

Measurements
1D W 2W ™
Aug 22 - 29, 2021

Vibration RMS Velocity <
0.12mm/s Aug 28, 11:22PM

"rtve_ MmUY

o

Temneraturas

2 AEIZLE of5l%| b2 MM
L5t S HMME elg + gl 32 83 HAIXKIZE EAIE WX FOHES MM ?{of 2HIZ 2
HEoM .
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Sensor scan

(®) Scan sensor failed.
Place phone comrectly over the sensor until yvou see ;

SLUCCESS TS50
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Sensor scan

@ Scan sensor failed,

verniy that the sensor has been commissioned and try

MM ALE +~ = AMOIEO MME FHOIMH e B Aol ALO|E HEtE HO0|Estn MM 9| ]
£ CHA| ¢lo{EAM 2.
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Sensor scan

@ Scan sensor failed,

n failed. You don't have permission to view the

versor, Update site permissions in the app and try
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Sensor detected on different  x
site

The sensor scanned is associated with another
site. Do you want to change sites to see
position details

Cancel Change site

EX &2 dA

/A Warning
MME dRIstm AA8at7| ™o Ex &I & 77 &= 7H0|=0M 2E 31 A X[EE HZ st
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https://aws.amazon.com/monitron/terms/safety-and-compliance-information/
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model TETA195. e
Rssets (793) <wae  Asset 123 Actions v

S o<t e

Positions (6) Actions v
. 12

Q

= Project name ~-

L ]

sssssss

@ Important Ex safety notification

A new Ex safety notification has been issued for
Amazon Monitron sensor model TE1TA195. Read
the full notification and follow the safety
instruction. Learn more [

B -

Q00000000 OQCOOTR

Assets (578) Add sessd

Q

b Asset_123

P Asset 222

B Asset name 3

o
o

> Asset_333 0:
o
o

» Asset name 7

# Asset name 8 !
B Asset name 11 !
P Asset name 12 P
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MA7E R QIxlol USB MME AL 5H0 BHSIHLE MM ME HEE Hr{LH MAE ARIE % 2

&LCt
= LIC}.
9:41 15 - 9:41 15 -
Position name 4 Asset_123
Report issue ‘ Delete sensor paired to “Position X No sensor Pair Sensor (1) [T
™
After deleting this r,yuu[ till view L
Vibration Tempera S¢ detail: Vibration Temperature Sensor details v Positions (6)
histori asurements. To
moni g the asset, you need a to pair a Alam  Waming Maintenance Recalled
Sensor Actions ¥ ‘ sensor. Position details Actions ¥ 2 1 1 1
{3
Position 1
Sensor 1D Status Cancel L) Position nam tion ty Class |
37fe6351b27 @ Online rrevTzTrE Position name 4 Gearbox
Position 2 .
Batts o) Machine clas 55 | | tarm )
- Class |
Position 3
Type number e v el
TE1AT 1.7.503
E1A135 Position 4 .
nnnnnnnnn
Sarnads by ast measured !
Ex - Periodic 12 Jul, 2022, at Pasition §
10:07:45 PM s
Next expected
measurement X Position & Wamning
12 Jul, 2022, between C |
11:09 PM
Take measurement Asset details Actions ¥
Position details Actions v y n
View sensor details ct
uccessfully deleted sensor “position name Project name
eston Ay o Delete sensor &
Position name 4 Gearbox
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AR 7H0|E

Project name

Position name 4

|

Vibration Temperature Sensor details
Sensor Actions ¥
Ses riD Status
37fe6351b27 @ Online

attery status @ Last gateway connect

- a4cf12922¢d2

Type number

TE1A195 1.7.503

& d
12 Jul, 2022, at

mea

Sensor typs

Ex - Periodic

10:07:45 PM
Next expected
measurement
12 Jul, 2022, between
11:09 PM

Position details

Actions v

Gearbox

Assets (575)
a

o A

Project name \/

Important Ex safety notification
Anew Ex safety notification has been issued for
Amazon Monitron sensor model TE1A195. Read
the full notification and follow the safety
instruction. Learn more [2

Assets (578)

Q

Add asset

» Asset_123

» Asset_222

» Asset 333

» Assetname 3

» Asset name 7

[N )

» Assetname 8 !
» Asset name 11 '
» Assetname 12 '

> Asset name 14

» Asset name 17

ek MMHE AR
Lot

Take measureme:

View sensor details

Delete sensor

2

Project name v/

Asset name 7

no sensor

Add position

There are no sensors paired to this asset. Pair a sensor
by choosing the *Add position” button

Asset details

Actions v

Project name
Project name

Project name v/

Position name 4 Asset_123
Delete sensor paired to “Position X No sensor Pair Sensor 0 Pair sensor
1"
After deleting this sensor, you can still view L
Vibration Temperature Sensor details w Positions (6)

historical measurements. To continue
monitoring the asset, you need a to paira
sensor.

Alarm Warning
Actions ¥ 2 1 1

Mainter

Position details

Pasition 1

Class |

Cancel Delete

tion type

Position name 4 Gearbox
Pasition 2

Class |

Machine class

Class |
Pasition 3 .
:
Class |
Pasition 4 .

Paosition 5

Class |

Pasition &
Class |

Asset details

Actions

Project name

@ Successtully deleted sensor “position name X

e 123 postion name 4 postion name 4 osition name 4
o saapetin =D O

@ o . o ° , "
o P } e
J— e e e e e s

stodl st AHOIM'E Z=MA7F AlufgfL|ch Ao Q18 dYste

Cancel Add position

Create your position and connect your sensor to this
newly added position

Position name

jon to be monitored by the sensor

Position name 7

Maximum 60 characters,

Position type Important Ex safety notification X

When a sensor is paired, you can't change the type

Pump v Sensor cannot be commissioned. A new Ex safety
notification has been issued for Amazon Monitron
sensor model TE1A195. Read the full notification

Machine class
" and follow the safety instructions. Learn more [

e based on 150 20816

Class | v
Done
Ready to scan

Hold your phone close to a sensor to
register it. This may take a moment.

Commissioning has failed.

Cancel

on
]

x
x
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Project details info

Project name Project link

Dan's Goat Ranch Link to access the project in the Monitron app.
e —

(' @ copy link ’

I
Admin users (2) Info I Remove Iq'\Email instructions @I

|

- A LH YOIolE

H L AClo|E

%| 4l Amazon Monitron 7|5 o|235te4H 27|
Amazon Monitron2 XIS QCIO|EE & S
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[

|1 & 20l oole
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9:41

= project name ~

Assets
i
Update to version 1.0.0 x
Amazon Mon itrun A newer version of the application is

Detect abnoermal machine behavier and enable available. Update to the latest version.

predictive maintenance

Signing in... |t can take a few moments,

Asset mame 5

Asset name 8

2. UOIO|EE MEISHH Google Play EE= App Store2 O|S&rLICH YHIO|E &= MH%|E MEH
UCIO|EE AlZFEFLICE.

N LY Mool
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9599 oil ¥ 8} » Google Play Qa @ ﬂ
£ Search

Amazon Monitron

AMZIN Mobile LLC

&

Amazon Monitron
Amazon Maobile LLC

4.2% SK+ |
B2 reviews Downloads Everyone (I}
5.0 4+ Il |
ki i ears Ol Busines
Imstall
What's New \ersion History
[}l Add to wishiist
Version 1.0.3135 1d ago
Bug fizes and performance improvements, as well as L0 This app is available for some of your devices

find your firmewar more

Preview
Fruson reme | Pertion nere Freey E
Cancel = —— O .
Commission gateway — e
- oy
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About this a >
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Updated to version 1.0.0 b4

The application has been successfully
updated to version 1.0.0,

(® Note
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Project name 1

Assets (793)

< Hide

Position name 3

Bearing | Class | | Site_m776v1khz9

Q, Find assets

P Assetname 7

e
@,

Warming ‘

Asset name 1
Site_m776v1khz9

v

Asset name 2
Site_m776v1khz9

Asset name 3
Site_m776v1khz9

v

Asset name 4
Site_m776v1khz9

v

Assetname 5

v

Asset name 6

Asset name 8
Site_m776v1khz9

v

v

Asset name 9

v

Asset name 10

v
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Waming  Warning
+ Total vibration ML detected at 3.29 mm/s

May 22,2023, 12:34 PM

Acknowledge

g
Vibration Temperature Sensor details

Date range

‘ Last 2 week <

Total vibration - Vrms (10-1000Hz) (mm/s)

Total vibration is the combination of all three axes, monitored by machine learning.
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Motifications Clear all

Alarm : Position name 1
+ 150 vibration detected at: 3.29 mmy/s
+ Vibration ML detected at: 3.22 mm/s
+ Temperature ML detected at : 55 °C

Alarm : Position name 2
« 150 vibration detected at: 3.29 mim/fs
« Temperature ML detected at : 55 °C

& Waming Warning : Position name 3
+ Temperature ML detected at : 55 °C
Waming  Warning : Position name 4

« 150 vibration detected at: 3.29 mm/s

Alarm : Position name 5
« 150 vibration detected at: 3.29 mm/'s
« Temperature ML detected at: 55 °C

4 by a0

Alarm

Alarm : Position name 7
+ Vibration ML detected at : 3.29 mmy/s

Alarm : Position name 7

2Hte F A LB

439 Support ¥  Mary Major w

Notifications (39) Clear all

. Alarm : Position name 1
+ 1SO vibration detected at: 3.29 mm/s
« Vibration ML detected at : 3.29 mm/s
« Temperature ML detected at : 55 °C
5 minutes ago
. Alarm : Position name 2
« 1SO vibration detected at: 3.29 mm/s
« Temperature ML detected at : 55 °C
30 minutes ago
e (Warning = Warning : Position name 3

« Temperature ML detected at : 55 °C

1 hour ago
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= Total Vibration
Dec 7= Dec 20, 2022
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= Tatal Vibratian = Temperature

Single axis vibration - Vrms ©
(10-1000Hz) (mm/s)
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==150 alarm - - 150 waming
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Alarm Acknowledged

1 0
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Asset details Actions =

Site

AnyCompany

Machine class (150 20816)
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Motifications Clear all

. M Alarm : Position name 1
« 150 vibration detected at: 3.29 mm/s
« Vibration ML detected at : 3.29 mm/s

+ Temperature ML detected at : 55 °C

Alarm : Position name 2
« 150 vibration detected at: 3.29 mim/fs
« Temperature ML detected at : 55 °C

& Waming Warning : Position name 3
+ Temperature ML detected at : 55 °C
Waming  Warning : Position name 4

« 150 vibration detected at: 3.29 mm/s

Alarm : Position name 5
« 150 vibration detected at: 3.29 mm/'s
« Temperature ML detected at: 55 °C

Alarm : Position name 7

+ Vibration ML detected at : 3.29 mmy/s

Alarm : Position name 7

2k ol 2

439 Support ¥  Mary Major w

Notifications (39) Clear all

L] Alarm : Position name 1
+ 1SO vibration detected at: 3.29 mm/s
« Vibration ML detected at : 3.29 mm/s
« Temperature ML detected at : 55 °C
5 minutes ago
L] Alarm : Position name 2
« 1SO vibration detected at: 3.29 mm/s
« Temperature ML detected at : 55 °C
30 minutes ago
e (Warning = Warning : Position name 3

« Temperature ML detected at : 55 °C

1 hour ago
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Assets (793) < Hide

Pump main - W44

Bearing | Class | | Site_m776v1khz9

Q, Find assets ‘

+ IS0 vibration threshold detected at 3.29 mm/s
« Total vibration ML detected at 3.29 mm/s
+ Temperature ML detected at 55 °C

P Asset name 7

e

May 22, 2023, 12:34 PM

Acknowledge

|

A Vibration Temperature Sensor details
Date range

‘ Last 2 week

Total vibration - Vrms (10-1000Hz) (mm/s)

Total vibration is the combination of all three axes, monitored by machine learning.

p Asset name 1
Site_m776v1khz9

p Asset name 2 0
Site_m776v1khz9 mm/fs
p Asset name 3 0.00
Site_m776v1khz9 0
p Asset name 4 0 8.00
Site_m776v1khz9
P Asset name 5 % 6.00
P Asset name 6 ]
4.00
p Asset name 8 i
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2.00

P Asset name 9

P Asset name 10
Dec 12
12:00 AM
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12:00 AM
P Assetname 11

== Total vibration = Temperature

P Asset name 12

M Download €SV
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12:00 AM

Dec 17
12:00 AM

Dec18
12:00 AM

Dec 19
12:00 AM

Dec 20
12:00 AM

Dec15
12:00 AM

B Asset name 13
Single axis vibration - Vrms (10-1000Hz) (mm/s)

P Asset name 14 Maximum of x, y or z axis is monitored according to ISO 20816 class severity.

P Assetname 15
mm/s
P Asset name 16 10.00
P Asset name 16
P Asset name 16
6.00 ¢
P Asset name 14
P Asset name 15 4.00
P Asset name 16

P Asset name 16

P Asset name 16
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P Asset name 16 . ) . )
= Maximum -=x-axis = y-axis @zaxs  --ISOalarm
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1SO warning
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Issue resolution feedback 4

Feedback is used to improve the accuracy of future
alerts. Learn mare [

Failure mode

v

Failure cause
v

Action taken
v

Cancel
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10:34

@ Amazon Monitron

Projects (1) Add project

Q Find projects by name

Test_Project

Last accessed: Jan 19,
2024

Uzl FEat7|(ZHHY B i)
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10:28

Test_Project

View projects

Gateways

Users

Sites

Settings

Getting started

272

UsIg E|(2ard A o

Help and feedback
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10:35

Test_Project v

Assets (1) ® Info

Q. Find assets Lk
Example_Asset i
Site 1 p@) '
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Test_Project Vv

Example_Asset

kY

Add position

v Position (1)

Offline Maintenance

sensor
Class | D)
Asset details Actions v

FIESE é@a%a &) 276
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Test_Project Vv

Sensor

Resolve

Sensor offline. The last measurement was
Jan 1, 2024 at 8:46 AM. Learn more [4

Vibration Temperature Sensor details

Sensor ID Status
® Offline
Battery status ® Last gateway
[ connected
Type name Firmware version
Usld 575 piol(2HEe ek ) T.7.220 278

Sensor type Last measured
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Take measurement
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Ready to Scan

Uz G Het7|(=Htd et s 282

Hold your phone close to a sensor.
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8. 0| ELH ANEES MMM HE| Ho{EE2M L.

Initiate a measurement X

Executing the command...

& Measurement initiated successfully.
Flease remove vour phone from the sensor now.
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X DNS =2l

*.awsapps.com(http://awsapps.com/)

* *.signin.aws

Ex URL QIZZQIE
« https://[CIRIE{2| O|&].awsapps.com/start
« https://[C|RIE{2| O|&].awsapps.com/login

« https://[E|™ O|&].signin.aws/platform/login
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Users | Create user

Q L @
Display name s Ermnail
Alejandro Rosalez alejandro.rosalez@example.com
Akua Mansa akua.mansai@example.com
Carlos Salazar carlos.salazan@example.com
Diego Ramirez diego.ramirezi@example.com
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Create user X

Create a new AWS user. You can assign this user access to AWS applications and services

Ermail address

First name Last name

Cancel

2. O|§1} doi ZE2|xt O|§ S LU=ErLIct
3. AASX} dHE S MEFLICH
6. CIEEEl S50l Ar8%t o|F 0| LIEtLEH F7HE MEYstod MEYEH 22X} AFSAHE FIHEfLICH

7. 2|X} AF2 X0 H Amazon Monitron 2HIY HE ClREEE
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Amazon Monitron2 2 & Z 2RI AFEAI7F LIYEE T EMEO| T ZME 1I|0|X|2 O|S & LICH.

Project admin users (1) e Add admin

a 1> @
Display marme - Email v User name
Mary Majar mary.majorgexamplecam mary, majaniexample.com
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Active directory domain
company.directory.comidefault) b

Search fer
© Usars

Groups

Sparch text

Type bao mre characters to see maiching u

Ja Search |

MName &  Display name v | Type v  Domain v
jajohn Jaron Johnson User company.directony.com
jamigj Jamie lames User company,directery.com
¥ Selected users and groups Remove
1 &
Mame &  Display name v Type 7 Domain 7
olgakur Olga Kurth User company.directory.com
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Amazon Monitron

AR 7H0|E

Users Create user
Q 1 &
Display name - Email

alejandro Rosalez alejandro.rosalez@example.com

#lcua Mansa akua.mansafiexample.com
Carlos Salazar carlos.salazan@example.com
Diego Ramirez diego.ramirez @exarmplecom
Efua Crwusy cfua.owusuieample.com
John Doe john.doei@esample.com

Johm 5Stiles John.stilesg@example.com
Ewraku Mensah kwaku Mensah@example.cam
Kwesi Manu lwasi.manugexample.com
Richard Foe richard.roe@example.cam

6. X7+E MEstod ZHEIR AFRRHE ZIFRILICH

IAM Identity CenterE & 3 Amazon Monitron2 £ =7
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AR 7H0|E

Amazon Monitron

Detect abnormal machine behavior and enable predictive

maintenance

You're signed out of Amazon Monitron.

Sign back in

You may still be signed in to S50.
Learn more [}
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¢ Amazon Monitron X ProjectA v £ Support ¥ Mary Major w
feses Users & Permissions
CHLETRE Assign locations to your users.
Users
Sites Users (8) Add user
Settings Q Find user a %
Name v Role v Assigned locations v Project level access v
User 1 Admin, Technician 10 Yes
User 2 Admin 11 Yes
User 3 Technician 3 Yes
User 4 Technician 3 Yes
User 5 Technician 3 YES
User 6 Technician 1 Yes
User 7 Technician 1 No

User 8 Viewer 4 No

2. AI2Xl o|E 2 &2 L|Ct. Amazon Monitron2 AL A} CIRIE{Z|0| M AF XIS ZHAEHLICEH

ol ABAHE M5t T ALK B EEE A (REIR, 7IER EE R0i) & ML
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Amazon Monitron ALERE7H0|=

Site name v £ Sup| v Mary Major v
beeds Users & Permissions
Gateways Assign locations to your users.
Users Users (9) ‘ Edit | ‘ Remove ‘ | Email instructions [A Add user
Sites ‘ Q, Find user \ 1>
i
Add user X .
Settings ERImE | ¥ Inherited user v
User 8 Username NO
User 1 ‘ Q, Search by username ‘ No
User 3 Ves
Role
Yi
= ‘ Choose a role v ‘ -
User 5 Yes
26 Cancel Add ves
User 2 Technician Yes
User 7 Admin Yes
User 9 Admin Yes

3. M ALEX7EAER S50 LIEFELICH
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mazon Monitron X Site name v & Support ¥  Mary Major w

Assets Users & Permissions

~ Assign locations to your users.
Gateways Y g

Users Users (9) ‘ Edit H Remove H Email instructions [4 Add user

Sites Q| Find user ‘ 1 >

Settings Name v Role v Inherited user v
User 10 Technician No
User 8 Viewer No
User 1 Admin No
User 3 Technician YES
User 4 Technician Yes
User 5 Technician VES
User 6 Technician YES
User 2 Technician YES
User 7 Admin Yes

User 9 Admin

@ Email instructions to invite users to access the project.

@ Successfully added user "User 10" to site.

M AR H Z2HEof| HM| A ST Amazon Monitron 2HIY 2 CIR2EZEE 4= e 2137}
ZEE oMY ZoiE S E-LICH AMEF HEE olHY Z=CH ELH7 |8 B ZstM

22X ALEXLZ ALS A} 22|
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E
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A& A HEE Ho|X|oE AFSAHE ECt £ 2Elg + JESE oS HEI ZAIEUC
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E
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1. MSXE F7Het7{LE ALS R HEHE YOlo|Est2iE ZRME TE MO|ER OIS 3 AER
gl HEt EEo 2 0| &L},

Amazon Monitron X ProjectA v £ Support ¥ Mary Major w
Assets P
Users & Permissions
Gateways
Assign locations to your users.
Users
e Users (2) Add user
Settings Q, Find user 1 >
Name v Role v Assigned locations v Project level access v
User 1 Admin, Technician 10 Yes
User 2 Admin 11 Yes
User 3 Technician 3 Yes
User 4 Technician 3 Yes
User 5 Technician 3 YES
User 6 Technician 1 Yes
User 7 Technician 1 No

User 8 Viewer 4 No

2. [HA(Edt)]S MEELICH O3 OhS ALSAH HEE =78 T 0| X[e] AHEX} O|F0llM MF HEE 2
ALt HEStE = AHSAHE MEELICEH Amazon Monitron2 AFE AL H 2 E X S5 2 E A
gfLCk.
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Amazon Monitron X Project name v £ Support ¥ Mary Major w

Assets Modify user permissions

Modify user permissions for any location in the project.
Gateways

Users User information

Sites
Usesrname

Q, User9 x

Settings

User 1

user@email.com (User1)

User 2

user2@email.com (Use

2)

User 3

user3@email.com (User3)

User 4

userd@email.com (Userd)

User 5
userS@email.com (User5)

User 6

userb@email.com (Users)

User 7

user7@email.com (User7)

User 8
user8@email.com (Usel

&

User 9

userd@email.com (Userd)

3. AESXtolA EE A s HEsH 22X, TIEX, Fo S0l M= HAL. E= ALEXLA|

i
HE MEE = &L CHS 2t= & MEELICH
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¢ Amazon Monitron X Project name v £ Support ¥ Mary Major w

Assets Modify user permissions
Modify user permissions for any location in the project.
Gateways
Users User information
Sites
Usesrname
Q, User9 X

Settings

Asset hierarchy locations

Q, Find location

Name Permission #
[E Project name Choose arole A ‘ X v
Technician
Site 2
Viewer
Site 3 Remove
Site 4
Site 5
Site 6
Site 7
Site 8
Site 9
Site 10
Site 11

Version 1.0.1 | Legal & about

Amazon Monitron2 ALE AL H| 2 & ?[x|of CHEF THEHO| o= H EF EIR=X
XA ZTEME £Zof M BE|xt Eo| HED|HM s

TEHo| 45 ELICt O] B2 Amazon Monitron2 HMA =ZF S ZE|X — 4 SEHOE EAIFL
Ch.
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mazon Monitron X Project name v £ Support ¥ Mary Major w

Assets Modify user permissions fene

Modify user permissions for any location in the project.

Gateways

Users User information

Sites
Usesrname

Q, User9 X

Settings

Asset hierarchy locations

Q, Find location

Name Permission £

[E Project name Admin ®
Site 1 Admin - inherited
Site 2 Admin - inherited
Site 3 Admin - inherited
Site 4 Admin - inherited
Site 5 Admin - inherited
Site 6 Admin - inherited
Site 7 Admin - inherited
Site 8 Admin - inherited
Site 9 Admin - inherited
Site 10 Admin - inherited
Site 11 Admin - inherited

@ Email instructions to invite users to access the project. Email Instructions X

2 E2|X} AFE X A7

ZzHMEO|= HE|Xt AHSRI7E B F ol4f Qlofok BfLICH Z2ME ol M ZE[xt AEAHE A Hst7| ™
of, i 22Xt AtE X0l & & o|¢ el CHE 2Rt AERI7F E Y Elo] UE X 2 USHAMIR.

|

« HEX AEXE MHstEAH ChEt Z0] shMlL.

ZE|XF ALEXHE M74stedH ChE 20| stAlL.
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6. M7HE CHA| MEfErLICEH

e Z=HME Q| #E|Xt AAEX S HM ALSREIH MZHELICE.
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Amazon Monitron TE2ME = ALO|E| AFSALE FIHE = AFE XA O|HIYE £ LH Amazon
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Email instructions [/
Edit user

Remove user

S AL R0l A ELiE ol =CHE Z0oto| =& E o|HY ofZ2|# o] Mo| DEILICH o{7]of
= = o &3 7t Q,JQLII:} 213 & 3tLHE Google Play Storeo| A Amazon Monitron 2 HF ! 4
2 CIREEstE JAQLICH CHE StLtE AASAIE FI71E ZE2EMEE ofE AILCH

4. olMldol HetEhx| #lgh CHZ ALS Kol A ELHAIR

o HE ALE5t0d AIO|E EE= Z2MEo| OiEF O|HIY =OiE & ddsicd™ chat &

S AR A ELiE ol Z=CHE Zoto| & E o|HY ofZ2(A| o] H0] FEILICH 070
= 5 749l 37t U&LICt dLE Google Play Store0| A Amazon Monitron 2 HFY S CIR2
Edte JYULICH CHE 213 8 S=/6tH AASA 7 FI7HE Z2NMETJ HRILCH

5. OlHlLo| Y&rx| &gt Ot ALS R AH ELHAMI2.

/A Warning
I|A 2ol Fol5tM L. 2ZX= Amazon Monitron ZE2EME O O|H Y 7}E& 5= O|H|
Ug AERIOIH B 4 QaLich 20l Hot 015 HEE sy Mol 210! shedl |

=
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— Sitename 1 @

¥ Project name 1

View Project name 1

Site name 1

Site name 2

Site name 3

3. M+ otolE(x)S MEELICE

{ | = | AnyCompany &
4. MNSKE MEISHMR.

z2mE F Ao|E9} BHE RE ASK S 20| EAIFLICH

o Holl EAE ALERES| 55
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Amazon Monitron X ProjectA v £ Support ¥ Mary Major w
Assets P
Users & Permissions
Gateways
Assign locations to your users.
Users
Sites Users (8) Add user
Settings Q, Find user a5
Name v Role v Assigned locations v Project level access v
User 1 Admin, Technician 10 Yes
User 2 Admin 11 Yes
User 3 Technician 3 Yes
User 4 Technician 3 Yes
User 5 Technician 3 YES
User 6 Technician 1 Yes
User 7 Technician 1 No

User 8 Viewer 4 No

ersion 1.0.1 | Legal & about

— Sitename 1~

¥ Project name 1
View Project name 1
Site name 1
Site name 2

Site name 3

INE=IN -V

M ALERHE F=74E m MB4EE g of ek siE AFEXte| Hetol ZHEELICH
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M E
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&g ELCH

. 27| M8, 9i7| M Heto| Y AIBRE BlaATt RIME ZEME T AMOE L 2E Bl44
O ME HEE 92 4 URIB £}, MY EE ARNE ¥ £ giaL

SUs HAE AR50 ZZME EE AOIE0| | AHSKHE F7HELIC

-_—

AOLE Z0{| A Amazon Monitron 2 HFS 4ol 22 21§HL|C}.
MEXIE FII5te{e T2ME T= MO|IEZ O|SEHCIS AIERI SE2Z 0|SEFLICE

M-SRt FIHE MEfENLICEH

w N

— AnyCompany

Users(25)

Mary Major

Admin | mary.majorf@example.com

John Doe

Technician | john.dos@example.com

4. MEXOI§S UHFLICHL
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Amazon Monitron2 AtE XA} CIRE 2|0 M AHERHE AAMELICH
5. SEO0IM ASAE M=ELICH
6. AP%XPOHHI gFstds A (ZElRL 7IER E= JRo{)S MEFLICH

7. FIHE ME{ELICH

M AHSZL7L ALE RE S 50| LEEFE LT

8. M AZ2XIoA =2 E o] HA|ASHT Amazon Monitron ZHIY HE C
e E oMY ZCHE 2 EH-LICH RtMEF ME= O|lH Y = ELHT(|2

2
=t
=

o HE AFEsHo ALSAE FTtsttd™ CHEo 20| otMl2.

1. ALEXIE FItettis Z2ME = AO|EE O|SE CHE A 8A SE2 2 0|SELICH

% Amazon Monitron X Site name v £ Support v  Mary Major w

Assets Users & Permissions

il

Assign locations to your users.
Gateways )

Users

Users ‘ Edit | ‘ Remove ‘ | Email instructions [2 Add user
Sites 1
Add user X .
Settings Name v Inherited user v
Rkt Username NU
User 1 ‘ Q, Search by username ‘ No
User 3 Vgs
Role
Yes
= Choose a role v ‘ -
User 5 Ygs
User 6 Cancel Add V‘?E
User 2 Technician _Y_‘_ES_
User 7 Admin Yes
User 9 Admin Vgs

2. AM8X 0o|ES Y=ELICE. Amazon Monitron2 AFE X} CIRE{Z|0| M AP RIS M EHLICH

S0iM AFSAHE MBSt T A SKIOH EEotedis A (ZERL 7IER EE R/

Ir
I
i
mjo
x
ju
o
r
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MEXE7tol=

3.

Assets

Gateways

Users

Sites

Settings

M AFSZE7H ALE RE S 50| LEEFE LT

Site name ¥ £ Sup|
Users & Permissions
Assign locations to your users.
Users (9) ‘ Edit | ‘ Remove ‘ | Email instructions [
‘ Q, Find user ‘
Add user X
Name ‘ v Inherited user
User 8 Username No
[ user10 |
User 1 Nu
User 3 Role VES
User 4 | Technician v ‘ Yes
User 5 Yes
User 6 Ves
User 2 Technician Yes
User 7 Admin Yes
User 9 Admin Yes

Add user

v Mary Major v

308



Amazon Monitron INT=IY A To] =]

mazon Monitron X Site name v & Support ¥  Mary Major w

Assets Users & Permissions

~ Assign locations to your users.
Gateways Y g

Users Users (9) ‘ Edit H Remove H Email instructions [4 Add user

Sites Q| Find user ‘ 1 >

Settings Name v Role v Inherited user v
User 10 Technician No
User 8 Viewer No
User 1 Admin No
User 3 Technician Yes
User 4 Technician Yes
User 5 Technician VES
User 6 Technician YES
User 2 Technician Yes
User 7 Admin Yes

User 9 Admin

@ Email instructions to invite users to access the project.

@ Successfully added user "User 10" to site.

M AR H Z2HEof| HM| A ST Amazon Monitron 2HIY 2 CIR2EZEE 4= e 2137}
ZEE oMY ZoiE S E-LICH RMEF HEE ol Y =i ELH7 |2 & ZSHAIR

N SAUE U 4+ RUXIE ABA OIBE B < gieLICh Amazon Monirono| Y28 AS
¥

ZZME &= MOIE AFSALE HEstedH O™ AFSAHE MHs L M AFEXHE F7tsfof ELICH &
ZME E= AMOIE|M AFSXHE M7HstE Yol CHEr AbAMIEH LIS 2 ZHHY S ALS5t0d A8

AHE KM7{stedd ChETt 20| otMl2 & B EStMIR. Al AFEXRE =710l CHE ZHMIEE LHE2 ALS AL =
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DHU HE AESH0] ALEA A S HEsed™ CHE W 20| shMl2.

1. ADFEZ0{|AM Amazon Monitron 2 HFY ol 2 1 Q18HL|Ct
2. HES HESEE MSKIL Z2EME = MO|ER 0|58 CHS A8A S82 2 o|SF LCH
3. U HESHE ASKIL O|F Aol ME EXLE

A HES MEHELICH

M eiE (REIR}, 7IS EE 97| MB)S MELICH

0 O Ol
>
10

1. EHM oM ALSKHE MEELICH

mazon Monitron Site name v £ Support v Mary Major v

Assets Users & Permissions

Assign locations to your users.

Gateways
Mk Users (9) ” Edit |” Remove | Email instructions [4 Add user
Sites ‘ Q. Find user ‘ 1>
Settings Name v Role ¥ Inherited user v
‘ User 8 Viewer NO

User 1 Admin No

User 3 Technician Yes

User 4 Technician Yes

User 5 Technician Yes

User 6 Technician Yes

User 2 Technician Yes

User 7 Admin Yes

User 9 Admin Yes
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3. ALSXtel M g (HEIR}, 7IEA EE Foi) 2 MEFLICH
beeds Users & Permissions
Gateways SIC IVI ations to your users.
Users Users ‘ Edit | ‘ Remove ‘ | Email instructions [2 Add user
Sites 1 2
Edit user role X
Settings Name v Project level access v
e User 8 (user8@email.com) Yes
User 2 Vgs
User 3 Cancel - Vgs
User 4 Technician Yes
User 5 Technician Ygs
User 6 Technician Yes
User 7 Technician No
User 8 Viewer No
User 9 Admin Yes
4. LIct.
AERE A7
NBIE Hoshel Nols & Z2rEof st 4 I Hetol MrAELIT. N8 Clistol
£ BEE FK| L&LICH 8 ALS X0l A CHE ALOIELE Z2MEof CHEF Heto| /= < e T
2ro| MAHEX|= gk&LIct
|

« ZHHY HES AEsH0o{ AFSAHE W|7{stedH ChE ot Z0] stMlR.

HE AHE5to MEXE M 74ste{™ ChE1 20| stMIL.

U HE ALESto] AFSXHE M7Hstc{H CHE 1 20| ot M| 2.

AOFE Z0{| A Amazon Monitron 2HF 4ol 2318 L|Ct.
E E

= MOIEZ 0|SE CHE AEA =5 H0|X|2 o|SELICH
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3.

s

-

A-EXt 0| Fol Mz EHE

—~

E MEdSHLICH
MEXt MHE MEARFLIC.
&0l HO|X|o M MHE MEdEtLCE.

= =

o HUE AEStod ArSAHE K|7HstedH ChEF 20| tM2.

215 B HollM AFEAE M= R LI

azon Monitron X Site name v £ Support v Mary Major v

Assets Users & Permissions

- Assign locations to your users.
Gateways 9 ¥

Users Users (9) ‘ Edit H Remove H Email instructions [4 Add user

Sites Q. Find user ‘ 1>

Settings Name v Role v Inherited user v
User 10 Technician No
User 8 Viewer No
User 1 Admin No
User 3 Technician VES
User 4 Technician VES
User 5 Technician Yes
User 6 Technician Yes
User 2 Technician VES
User 7 Admin Yes
User 9 Admin Yes

(@ Email instructions to invite users to access the project. Email Instructions X

@ Successfully added user “User 10" to site.
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1. BHIY HRI= Wi-Fi E= AM(O: /1 £= EHY) 2IF 9| AE & A835to{ QIE{lof Q&g LICE

2. QE{H2 Sal ZHFY Z |0l Amazon Monitron 2HIY 42 Mx|&HL|CH (B x| o Mot =25 H
2ok

3. QIE{LIE Sall 2HIY & x[2| Monitron 0] AWS Q1= 2tof| @44 =[04 AWS IAM Identity Center2|
152 dt&Lch

4. AWS QlZ 2} LHOM 215 E B2 Y42 Amazon Monitron BiI=of| @A ZAE/L|CE.
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3. Bluetooth& At&st0{ ¥x|e| ZHY Mg =ZH HO|EH 0|0 KAGFLICH.

4. Aol 24 HESF o|§S RIF&LIChWi-FiEt ).

5. 24 U EL3 &5 E ol M3 ELiCH

6. O] Y2 QB E S5 2t5HAH 7| O|E S 0lod CHEF Monitron BHA = 9F & AlEHLICH
7. Y2 ZHtY T X|2| BluetoothE &3l ZHE A= 0{ A Monitron HA = S 4l5t= O

£ Ho|EHolof XS ELICE.

8. Ho|EQo|E Z2Z WEXI (0| EE= Wi-Fi)E AI83l0d 2Z QIE{Y HM|A ZOIEE S35l Q!

E{Slof A2 ErLCt,
9. HO|EQ0|E QIE{LIE E48l Monitron BRI = 0f OF&5HH SEE LICE

100|X| Ho|E%ole] 20| Aol HERXF ol dF = EA|IELICH

MM A5

—

THY Aol AHAO| OfE T BHAS EAIBLICHRIMT 3 )

Ct.

HEL3 ot

2. ZHY Aol M= MiMof ol X ELict,

3. AloME Ho{AE[X| §f2 MME Rtotol| S EXo = SaFLICH

4. DHFY HolA & X2 NFCE Ab28t04 Mol 4Z8tLCH.

5 ZHIY 42 T[S NFCE A& 3o MdiMoi o|O| A El 2Z Monitron HO|ES0|E & E{& LICt.
6. ZHFY H2 QE{HAES S5 2t Monitron BRI = off MiA{of| CHEH 24& LICh.

7. M= BluetoothE Ar83toq Rkotoll CHE CIOIE{E HIOIEHOIZ ELH7| Al&FEFLICE.

8. 70|EQ0l= QIE{A S &3l et 3t Al MA{2| HIO|E{E Monitron A= 2 & & LICE.

9. O|X| ZHIY H(E= A Aol QLB E Sl A TI5HH RHotol CHE 241 HIOIHE & = /&L

Amazon Monitron HO|ERO|7} AWSEZ HIO|EHE CHA| B = Q=& 5t2{H 24 HEX T Eci=

ot gh2d5tod CH2 2 518 3sHoF & LCt.

« IZEEZ UDP, ZE53-EZ DNS ZE

« IEEZ UDP, ZE 67 2168 - EZ DHCP ZE
« TCP L E 443 1! 8883
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« 2024'A 12 192 o|™of 2|Z|El Amazon Monitron HO|E{|0|2| B2
e *_ amazonaws.comlZ ZLt= Tl
. 2024'A 12 192 0| 0of 2| 2=l Amazon Monitron HO|E 0|2 ZZ<:

« OFAJo} Ef T QF (A|EL]) (ap-southeast-2) — 54.79.215.104 ! 54.79.23.89

El

o
- S8 (otYHE) (FHE-ME-1) — 54.72.131.46, 34.251.27.192, 52.213.71.97
- O0/= 88 (HXILol 58) (0|=2-85%-1) — 3.215.69.205, 52.86.131.66, 18.210.44.199
(@ Note

MEE T IPE 2 B 1P SHel (M 2 IP S0 Z ) of thsh ol0| 318 S ol
SE2g|iooZ oMo O EH & x|of CH5H 7I%7‘—19§ ggslElE A7 gLt

* _amazonaws.com amazonaws.com HO|EQI0|E A2 SX|6tD RAIYSIH 18 IPE T
gtEILICH HIo|EQIO| HERT +AS 1™ IPUHAM S5 | E ClE3 = elgLich

Android 2 HI Y & X[E AtE3t0{ HO|ES0|2t MME ZE2H|XME5tE 49 EZ HESI EiTnt
ztzdstod CE 2 &S 5HofF &LIC.

« TCP X E 443, 5228, 5229 2! 5230

. X .google .com, *.googleapis.com@ & ZELt= -H Q!

- SUNMSUMTIL 2FsHE ZE ZE

« CI20|M A2 E|E SSL SAI2 TCP ZE 5094

Vodafone & x|
Apple ZHY &X|E AE5t0 HO|EQO[2t MME Z2H|XH5te A2 24 UEST Eci=nt 7
iS5t CIS 2 61%6H0|: ghLCt.

- TCP EZE 443, 2197 & 5223
- ME4Y17.249.0.0/16, 17.252.0.0/16, 17.57.144.0/22, 17.188.128.0/18 & 17.188.20.0/23

= ; /\ _— —_
D= Applel| EHF XE QI SAE =5

£ 11: Amazon Monitron, Android 2! Apple2 (e MBAMO| M2t CfE ZEE & 27t eigLich

« UDP XZE 443
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https://support.apple.com/en-us/HT203609

Amazon Monitron INT=IY A To] =]

« TCP XE 80
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Amazon Monitron 2|5 0{| A 2 A| Amazon Monitron Cl|O|E{0]] HAM|ASH= EEdollE F 7FR|7F Q&L
Ct.

CHE RoM AL E = UL = O|0|Eof X|SXHo=E M ASHE 0| E&ELICEH 0| B RS2
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J&LICH O] 22 O|0|E{E Amazon S30| S22 SAISIE= S AWS X|HE
of Rggal' T U&LICt ol Z2MAE 0| & 25K A SEHE & L|Ct. 2 X{ Amazon
X| X3l 2 Cllo|E{E 8t 300t XS & B},

5
>0

AN =
T =

=A
« Amazon Monitron Cl|O|E{& Amazon S3Z LHE LH7|

« Amazon Monitron Kinesis G| O|E{ LHE LHZ| v1

« Amazon Monitron Kinesis Cl|O|E{ LHELHZ| v2

Amazon Monitron G|O|E{& Amazon S3E LHE L{7|

AWSZ o S7 | HIO|EHE st Al ME st Q=X mhef
A= Al CIOIE 0 HMASHT 42 I U&LICH

7| €81 Amazon MonitronO| A% &t

o|-

AWSZ X|® E|ZIE NE35tT Amazon Monitron0i| Cl|O|E| & HEHE 5045t YA C|O|E|E dg

T+ U&LCH

Zzagie HAloz A8E £ /= Amazon Monitron 2lAA 0| MA|ZH 22 H|0|E{E ¥of{H
Kinesis 2EBlS At&35t01 H|O|EIE LHELH= 20| F&LICH AHM|EF LHE 2 Amazon Monitron
Kinesis O|O|E{ LHE LY 7| v2E & =35t AIA|L.

=AM
e
« AWS CloudFormation(TH& M) 2 AF& 3504 Cl|O|E LHE LY 7|
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AWS CloudFormation(H% S4M) & AF&50{ G[O|H LHE LK 7|

=X

« 1Et7A|: Amazon S3 HZ!, IAM 238t 2! |AM HE S MAIshL|Ct

« 2EA: ElAaA FOl

« 3EFAL XA At &8

1EtAH|: Amazon S3 B2, IAM 38t 4l |A

=2
0
12
mo
0%
0x
ok
rC
[ul

-

AWS H*Hol| 2 elgtL|Ct,
2. L[} URLZ AtE5tod M EEH X B2 ¥LICt.
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/create/

review?templateURL=https://s3.us-east-1.amazonaws.com/monitron-cloudformation-
templates-us-east-1/monitron_manual_download.yaml&stackName=monitronexport

3. d2|= AWS CloudFormation H O|X|2| @ EZ A EH0|A Amazon Monitrong AFE ST UE X[
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>
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EE iii senvices | Q Search [Option+s] | B3 = & @ & N. Virginia v

Quick create stack

Template

Template URL
https://s3.us-east-1.amazonaws.com/monitron-cloudformation-templates-us-east-1/monitron_manual_download.yaml

Stack description

Provide a stack name

Stack name

[ monitronexport ]

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

No parameters

There are no parameters defined in your template

Permissions

1AM role - optional
Choose the IAM role for CloudFormation to use for all operations performed on the stack.

[ IAM role name ¥ ] [Sampte—roie—name v ]

Capabilities

(@ The following resource(s) require capabilities: [AWS::IAM::Role]

This template contains Identity and Access Management (IAM) resources that might provide entities access to make changes to your AWS account. Check
that you want to create each of these resources and that they have the minimum required permissions. Learn more [

[T] 1acknowledge that AWS CloudFormation might create 1AM resources.

5. Ct= T 0| X0l A A B4 (monitronexport)2| & E{7t CREATE_COMPLETEZ} & 7 X| #5t= BHE
MZ T F oto|ZE MEfELIC.

AWS CloudFormation(H& &M) & AH&5t0{ H|O|E LHELHZ| 319



Amazon Monitron

AR 7H0|E

o Stacks (2)

Filter status

Active

View nested

Stacks

monitronexport @ | >

( Stack actions ¥ ) C Create stack ¥ )

monitronexport
©  2024-01-1914:43:32 UTC-0500
@ CREATE_IN_PROGRESS

S3BucketArn 7|9 gt
| 0| x| 2]
120 A

[Option+5]

Stack info Events Resources Outputs Parameters Template Change sets Git sync - new
Events (1)
[Q Search events ] (o)
Timestamp | LogicaliD | status Status reason
ég;g-m-m 14:43:32 UTC- monitranexpart E’D CREATE_IN_PROGRES User Initiated

2olgrLCt.

Eolghct.
Qg LICt. 01742 OfR| Ho|X| 4EHo] HIE ID 2IZol = EAIELIC

monitronexport @ >
( Delete )( Update )( Stack actions ¥ )( Create stack ¥ ) °
.
Stack info Events Resources Outputs Parameters Template Change sets Git sync - new
Qutputs (2) @
[ Q, Search outputs ] 1 &
Key A Value v Description v | Export name v
MonRoleArn The ARN of the role -
_—
S3BucketArn | I The ARN of the bucket -
. o
EHA|: X[ Al 4
1. AWS Z£0|M Ho|X| 2LEZF &Ttol U= S S E oto|Z2 MEIE CtZ X|# MIE{(Support

Center)& MEHEHLICH

AWS CloudFormation(H& &M) & AH&5t0{ H|O|E LHELHZ|
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2.

3.

aw% EEE Services Q, Search for services, features, blogs, docs, and more [Option+S] Q Global *

@ s3 & Amazon Transcribe & Cloud9 B 1AM

Identity and Access Policies > monitron_single_e b
Management (IAM) 4 SU m mary Expert Help [4

re:Post [4

Dashboard Policy AR nitron_single_ex

v Access management Descripti 0 Documentation B = specific S3 by
User groups o
Permissions Policy us Training & ess Advisor
Users -
. Getting Started Resource Center
Roles ~ Permissions (1)
Policies Attach this policy to an IA earn more

Send feedback

Identity providers Detach

Account settings

+ Access reports Filter: Filter - Q
Access analyzer
Name ~ Type ~
Archive rules
monitron_single_export_role Role
Analyzers
Settings

» Permissions boundaries

CtZ T O] X|of M Atedl M +d(Create case)= ME4FLICE

Q search by service, errors, and more

Support Center X

Account number: 872635425779

Support plan: Basic Change [ Quick solutions Active cases

View support plans [

© Account & billing O Technical

Mo open cases
Your support cases Eﬂ I@i
Choose View all cases to see your case

AWS Support App in Slack

history.
Compute Optimizer [4 l
Topic Top articles
AWS Health Dashboard [ p P
) . See all cases
Trusted Advisor [ | Billing ‘ Learn what to do when your Free Tier period ex
Account Allow an IAM user to view my account’s billing |

oA £ot=E2 27 of CH3H H Ol X|ol M Ch2 1t ZH 0| SHAAIL.
a. A™ % HF K| (Account and billing support)S AE4EFL|CH.
b. AMH|A0M A XS MEdSH|C}

c. Zte|2|(Category)dlA 7H &4 L 215 (Compliance & Accreditations)2 ME{EFLICT

AWS CloudFormation(H& &M) & AH&5t0{ H|O|E LHELHZ| 321
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d.

e.

XY 5o met siE SHE MEE = A= B A T (Severity) & MEHENLICEH
CHS BtA: 7 BEE Mgt
How can we help?

Choose the related issue for your case. Looking for service quota increases?

() Technical
Support for service-related technical issues, such as Amazon EC2,
Amazon 53 and more.

© Account and billing
Assistance for your account, such as billing, pricing, and reserved
instances.

Service

‘ Account v |
Category

‘ Compliance & Accreditations 4 |
Severity Info

‘ General question v |

Recommendations to common "Account, Compliance & Accreditations" questions

AWS Compliance [F
Getting started with AWS Artifact [

Training and Certification [

M= (Subject)0ll Amazon Monitron data export request2 /248t L|C}.

HEolM OESE sdst AL,

M (Description) ZE0i CtS 2 =3&FL|Ct.

1. AE ID

2. ddgE HAlo 2|1

3. A48 HZ!I 2] ARN(Ol: "arn:aws:s3:::bucketname")

4. 2448 248 o] ARN (0d|: “arn:aws:iam: :273771705212:role/ “) role-for-monitron

AWS CloudFormation(H%& &) 2 Ar&3t04 C|O|E{ LHELHZ| 322
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Additional information

Describe your question or issue.

@) Case draft saved

Subject

Amazon Monitron data export request

Maximum 250 characters (215 remaining)

Description

Don't share any sensitive information in case correspondences, such as credentials, eredit
cards, signed URLs, or personally identifiable infermation.

Learn more [4.

1. Enter your account 1D
2. Enter the region of the bucket you created

3. Enter the ARN of the bucket you created (for example:
"arn:aws:s3::bucketname”)

4. Enter the ARN of the role you created (for example:
"arn:aws:iam:273771705212:role/role-for-monitron”)

Maximum 8000 characters (7736 remaining)

[t Attach files

You can attach up to 3 files. Each file can be up to 5 MB.

c. CFS EHAl XIZ slldst7AHLE Bolet7|§ MEfELICH
0

5. K&

ol

2 E= E2lst7[olAM ST 20| stAA|2.

a. XIS iZo|M CtES MEELICH

AWS CloudFormation(H%& &) 2 Ar&3t04 C|O|E{ LHELHZ| 323
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Solve now or contact us

© Case draft saved

b Solve now g Contact us

Top recommendation

Based on your case description, you might benefit from technical support, which requires an upgraded support plan. Consider the
following options:

« Engage with the AWS-managed community on re:Post, which is included with your Basic Support plan. Visit re:Post [4.
« Create technical support cases and get direct help from AWS Support engineers. Upgrade support plan [4.

Other recommendations

Exporting your Amazon Monitron data to Amazon S3 - Amazon Monitron [

..your account |D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3...

Exporting your data with CleudShell - Amazon Monitron [4

..your account 1D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3::bucketname...

Making requests using federated user temporary credentials - Amazon Simple Storage Service [

...Regions.DEFAULT_REGION; String bucketName = "*** Specify bucket name ***"; String federatedUser = "*** Federated user name ***";
String resourceARN = "arn:aws:s3::" + bucketName; try...

Solve now or contact us

© Case draft saved
N Solve now ‘ R Contact us
Preferred contact language
I English v |
O Web O Phone O chat
We'll get back to you within 24 hours. We'll call you back at your number. Chat online with a representative.

Cancel Previous - |

AWS CloudFormation(H%& &) 2 Ar&3t04 C|O|E{ LHELHZ| 324
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2 ZeiLich LIS Bl 287t s B2 TR}

= EE A H
NHFEINHEE FE + UsLICH Eod HEM EF M3E B2, flolM 4HE Amazon S3 HZ!

o 1EtA|: Amazon S3 H{Z! A%

« 2EHH|: Amazon Monitron0i| AH| ofOF& S30i| M AE 4~ Q= HEHES FoighLCt.

. 5EHA: A AN
. 4P AlE] A A
« SEPAL: R|P Aba| A

1. Amazon S3 Z£ & L}

a}’_\‘i EEE Services Q Sea for s, feat logs, docs, and more [Option+S] E Q @ Global *

& s3 & Amazon Transcribe

Amazon S3 X 9

Amazon 53

Buckets
» Account snapshot View Storage Lens dashboard
Last updated: Jan 15, 2022 by Storage Lens. Metrics are generated every 24 hours. Learn more [/}

Access Points
Object Lambda Access Points
Multi-Region Access Points

Batch Operations Buckets (10) info

Access analyzer for 53 Buckets are containers for data stored in $3. Learn more [/

& Create bucket
Block Public Access settings for
this account Q U &
¥ Storage Lens Name " AWS Region v Access v Creation date v
Dashboards US East (N. Virginia) Objects can be
AWS Organizations settings us-east-1 public .
US East (N. Virginia) Objects can be
us-east-1 public o
Feature spotlight US West (QOregon) Objects can be

qqqqqq 2 i

3. BIZ/0| OIB S XIRshm ®EE K|t MEUFLICH HOIX| T of2Hol Qs HHZ! AN HES Me
Bric
=] .
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https://console.aws.amazon.com/s3/

AR 7H0|E

Amazon Monitron

/A Important

84X Amazon Monitron CHS Al 20| A2 X & LICE.

- O SE(HX[LOF 55) us-east-1
+ EU(OIYZHE) eu-west-1

« OLA|O} EfEQF (A|EL]) ap-south-east -2

2t A Amazon S3 HZ!2 0|8t 2| & stLtod {loqof &

EE 8t Amazon Monitron MH|AE A5t Q)

S
a2

Q. Search for services, features, b [0 ption+S]

wes .
2ss Services

£ Amazon Transcribe & Cloud9 B IAM

Amazon S3 Create bucket

Create bucket i

Buckets are containers for data stored in S3. Learn more [4

General configuration

monitron-export-example
Bucket name must be unigue and must not contain spaces or uppercase letters. See rules for bucket naming E

US East (N. Virginia) us-east-1

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

[ Choose bucket ‘

4. HO|X|e| LIHX| SME AEstD 2ot 2F Atg & YAlof et MHe MES SHMIR.
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AR 7H0|E

A

Important

GlolElE 2
g A83tD

BES 153 Services Q,

™ S3 £) Amazon Transcribe & Cloud9

Amazon 53

Total storage

587.4 MB

Buckets (12) info

Bucke

Q, monitron-export-

¥ Account snapshot
Last updated: Jan 18, 2022 by Storage Lens. Metrics are generated every 24 hours. Learn more [

Bl 1AM

© Successfully created bucket "monitron-export-example"
To upload files and folders, or to configure additional bucket settings choose View details.

Object count
299.8k

Avg. object size

2.0KB

c]

ar data stored in S3. Learn more E

AWS Region v

ast (N. Virginia) us-east-1

Access v

Bucket and objects not public

W2 ALSRte MAULICH M & 2353
Etst= Zol E&LICH

Global v

s [0

View Storage Lens dashboard

You can enable advanced metrics in
the
"default-account-dashboard"

configuration.
1 match 1 &
Creation date v

January 19, 2022, 21:19:33 (UTC-08:00)

&4 B0l M HZ!2| 0|, ARN, EIXE 7|58l SLCt.

Z&2 AMEdto{ CllolEH LHE LYY
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aws

Services Q. Search for services, fea

25, blogs, docs, and more

ion+5]

@& Cloud9 B 1AM

&) Amazon Transcribe

= s3

Amazon 53 monitron-export-example

monitron-export-example s

Objects Properties Permissions Metrics Management Access Points

Bucket overview

Amazon Resource Name (ARN)

Region

US East (N. Virginia) us-east-1

Bucket Versioning
Versioning is a means of keeping multiple variants of an object in the same bucket. You can use versioning to preserve, retrieve, and restore every version of every object stored in your
Amazon S3 bucket. With versioning, you can easily recover from both unintended user actions and application failures. Learn more E

Edit

B & 0

@aws:s?ﬁ::mUnitron-expurt-example > January 19, 2022, 21:19:33 (UTC-08:00)

Global v

Creation date

2EtA|: Amazon Monitron0i| 7| of0}E S304| HAM| A E

Identity and Access
Management (IAM)

IAM Dashboard

—

[ Q. search 1AM IAM resources

Resources in this AWS Account

©

Dashboard User groups Users Roles Policies \den?ity
providers
¥ Access management 1 3z 116 76 1
User groups
Users
Roles What's new & view all

Policies

Identity providers

Updates for features in 1AM

IAM Access Analyzer now simplifies inspecting unused access to guide you toward least
privilege. 7 month ago

Account settings

¥ Access reports

Access Analyzer 1 month ago

Announcing AWS IAM Identity Center APIs for visibility into workforce access to AWS.
1 month ago

External access

Unused access

New organization-wide 1AM condition keys to restrict AWS service-to-service requests.

Analyzer settings 2 months ago

Credential report ¥ more
Organization activity

Service control policies (SCPs)

Related consoles

1AM Identity Center [
AWS Organizations [

1AM Access Analyzer introduces custom policy checks powered by automated reasoning.

Tools &

Policy simulator

The simulator evaluates the policies that
you choose and determines the effective
permissions for each of the actions that
you specify.

Additional information &

Security best practices in 1AM
IAM documentation

Videos, blog posts, and additional
resources

Z&2 AMEdto{ CllolEH LHE LYY
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https://console.aws.amazon.com/iam/

Amazon Monitron

3.

Identity and Access
Management (IAM)

Q, Search 1AM

Dashboard

4

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

4

Access reports
Access Analyzer
External access
Unused access
Analyzer settings
Credential report
Organization activity

Service control policies (SCPs)

Related consoles
1AM Identity Center [F
AWS Organizations [4

fjo
x
m
=
g'l_n

JSON H

Policies

ies (.I 247) Info

n object in AWS that

Policy name

nes permiss

ns.
Filter by Type
All types

Type

v

Used as

v

Description

=
—

&2 Ar25t04 Cllo|E] LHE LY 7|
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(@ specify permissions

Specify permissions .«

Ad g t ac C 1d conditions. Build perr eme g the JSON editor.
Step 2
Review and create

Policy editor | Actions ¥ )

1T Edi
] o ) it statement Remove
Z Version": "2012-10-17", Statement1
3w "Statement": [
4w i Add actions
5 "Sid": "Statementl”, Choose a service
6 “Effect”: "Allow",
“actton”: [, [Q Filter services ]
Q 8 "Resour'ce“:rlj
9 } i
Available
10 ]
1 5 AMP
AP| Gateway

API Gateway V2
ASC

Access Analyzer
Account

Activate

Alexa for Business
Amplify

Amplify Admin
Amplify Ul Builder

Add a resource

Add a condition (optional)

JSON Ln7 Col14 6042 of 6144 characters remaining

Q Suggestions: 2

Cancel Next

[©)

4. 7|2 JSON HAEE AfX|sto] FAE H|R SLICH

0

5. {7l AAIA MG goidaLc

"Statement": [
{

"Action": [
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::bucketname"

Z&2 AMEdto{ CllolEH LHE LYY 330
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"Action": [
"s3:PutObject",
"s3:GetBucketAcl"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:: :bucketname/*"

1,
"Version": "2012-10-17"

1AM Policies

step 1 Specify permissions i

Specify permissions ) ; ) i ) . ) ) i
@ P yP Add permissions by selecting services, actions, resources, and conditions. Build permission statements using the JSON editor.

Step 2
Review and create

1v}f
2y “Statement”: [ Edit statement
3v {
4w “Action": [
5 "s3:GetBucketAcl",
3] "s3:GetBucketlLocation”,
7 "s3:ListBucket"
3 7, Select a statement
9 "Effect”: "Allow", Select an existing statement in the policy or
1@+ "Resource”: [ add a new statement.
11 "arn:aws:s3: ::bucketname"
13 B
14w {
15w "Action": [
16 "s3:PutObject”,
17 "s3:GetBucketAcl”
18 1.
19 "Effect”: "Allow",
20w "Resource": [
21 "arn:aws:s3: ::bucketname/*"
22 ]
23 }
24 1,
25 "Version": "2012-10-17"

+ Add new statement

JSON Ln 26, Col 1 5876 of 6144 characters remaining

Cancel Next

7. HE A HE HOX[oM CHEE - AMARL.
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a. EA AR MR M 0IBM M (MY AY) S UFLIC
b. Ol B Mol BO|E HEte IHZ FAINL.
AAE FE3T| SI5H Ef18 SIS S MEE 4 gL

d. = MM(Create policy)S ME4EIL|CE

Review and create .

Specify permissions
@ specfyp Review the permiss e

Step 2
(®) Review and create

Policy details

Policy name
Enter a meaningful name to identify this policy.

[ )

Maximum 128 characters. Use alphanumeric and '+

' characters.

Description - optional
Add a short explanation for this policy.

Maximum 1,000 characters. Use alphanumeric and '+=,.@-_' characters

Permissions defined in this policy i

Permissions defined in this policy document specify which actions are allowed or denied. To define permissions for an 1AM identity (user, user
group, or role), attach a policy to it

[ Q Search ]

Allow (1 of 403 services) (P show remaining 402 services
Service a Access level v | Resource |  Request condition

s3 Limited: Read, List, Write Multiple None

Add tags - optional s

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel Create policy
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https://console.aws.amazon.com/iam/

Amazon Monitron

Identity and Access <
Management (IAM)

Q. Search 1AM

Dashboard

<4

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

<4

Access reports
Access Analyzer
External access
Unused access
Analyzer settings
Credential report
Organization activity

Service control policies (SCPs)

Related consoles

1AM Identity Center [4
AWS Organizations [

AH AH

2. oﬁ:' oo

wt
jo

Identity and Access
Management (I1AM)

Q, search 1AM

Dashboard

4

Access management
User groups

Users

Roles

Policies

Identity providers

Account settings

AM Dashboard

IAM Dashboard

IAM resources

©

Resources in this AWS Account

User groups Users Roles Policies Identity
providers

1 3 116 77 1

What's new & View all

Updates for features in 1AM

« 1AM Access Analyzer now simplifies inspecting unused access to guide you toward least privilege.

1 month ago

* 1AM Access Analyzer introduces custom policy checks powered by automated reasoning.

7 month ago
« Announcing AWS IAM Identity Center APIs for visibility into workforce access to AWS. 1 month ago
» New organization-wide IAM condition keys to restrict AWS service-to-service requests. 2 months ago

¥ more

Roles (116) info

ecific permission: h credentials t

An 1AM role s an identity you can create that ha
entities that you trust.

Role name -

| MEHO| AMZ[e 4 Q= A RZoM AWS AEE

Tools &

Policy simulator

The simulator evaluates the policies that you
choose and determines the effective
permissions for each of the actions that you
specify.

Additional information &

Security best practices in 1AM
1AM documentation

videos, blog posts, and additional resources

Trusted entities Last activity

MEfErL|CH

Z&£2 AE5tod HlOIE LHELHT|
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Select trusted entity i

Trusted entity type

() AWS service © AWS account
Allow AWS services like EC2, Lambda, or Allow entities in other AWS accounts
others to perfarm actions in this account. belonging to you or a 3rd party to perform

actions in this account.

() Web identity () SAML 2.0 federation
Allows users federated by the specified Allow users federated with SAML 2.0 from a
external web identity provider to assume corporate directory to perform actions in
this role to perform actions in this account. this account.

(O Custom trust policy
Create a custom trust policy to enable
others to perform actions in this account.

An AWS account

Allow entities in other AWS accounts belonging to you or a 3rd party to perform actions in this account.

© This account
() Another AWS account

Options

[C) Require external ID (Best practice when a third party will assume this role)

[C) Require MFA

Requires that the assuming entity use multi-factor authentication.

Cancel MNext

6. TEF F7IoIAM HEF G0l CHoll AM &RIoIAM &2 BHE HHE AMst o S MEiFLICH
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Add permissions .

Permissions policies (1/985) o ©
Choose one or more policies to attach to your new role.
Filter by Type
[ Q. monitron-policy * ] [ All types v ] 1 match 1 &
Policy name [ a | Type v | Description
monitron-policy Customer managed -

» Set permissions boundary - optional

Cancel Previous m

8 HE U M4 HOIXIOIM CHE S S &AL,
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Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

Maximum &4 characters. Use alphanumeric and "+=_.@-_"' characters

Description

Add a short explanation for this role.

Maximum 1000 characters. Use alphanumeric

and "+=_.(@-_' characters

Step 1: Select trusted entities

Trust policy

—— -

Step 2: Add permissions

Permissions policy summary

Z£2 ME5to{ Hlo[E LHE L]
Policy name [ A Type

monitron-policy Customer managed

4 Attached as

Permissions policy

336
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4HA: A= HA

Roles (1/117) o
An IAM role is an identity can ¢ with credentials that are valid for short durations
trust.
Q, monitron-role 1 match
Role name 4 | Trusted entities Last activity v
[ monitron-role Account: - ]

Roles Anywhere info

Authenticate your non AWS workloads and securely provide access to AWS services.

EE. -
= 5 s

(5o ] = @

Access AWS from your non AWS X.509 Standard Temporary credentials
workloads Use your own existing PKI infrastructure or use Use temporary credentials with ease and
Operate your non AWS workloads using the AWS Certificate Manager Private Certificate benefit from the enhanced security they
same authentication and authorization strategy Authority [ to authenticate identities. provide.

that you use within AWS.

2. A2 Z7H|(Trust relationships) B2 ME4ELICEH
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monitron-role i

summary

Creation date ARN Link to switch roles in console
January 19, 2024, 19:14 (UTC-05:00)

Last activity Maximum session duration
- 1 hour

Permissions | Trust relationships I Tags Access Advisor Revoke sessions

Trusted entities

Entities that can assume this role under specified conditions.

1-|{

2 "Version": "2012-1@-17",
3- "Statement": [

4- {

5 "Effect”: "Allow",
6- "Principal": {

7 "AWS":

8 }9

9 "Action": "sts:AssumeRole",
10 "Condition": {}
11 }

12 ]

13 [}

3. AE[ A HES MEfgELCH
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& S3 @ Cloud9 E IAM

£9 Amazon Transcribe

Roles > monitron_single_export_role

Summary

Role ARN

Role description

Instance Profile ARNs
Path

Creation time

Last activity

Maximum session duration

Give this link to users who can switch
roles in the console

Permissions

Trust relationships Tags

The following trusted entities can assume this role.

Trusted entities

atacl entities that can assume the role and the access conditions for the role. Show policy document

Edit
&
/
2022-01-17 00:39 PST
Not accessed in the tracking period
1 hour Edit

https://signin.aws.amazon.com/switchrole?roleName=monitron_single_export_role&accou

Access Advisor Revoke sessions

Conditions
The following conditions define how an

There are no conditions associated with

The account l [ |
4. 7|& JSON HIAEE X|2| &Al0| H|0{ Y= fFLICEH
5. Amazon Monitron0iAM &S HE SIS &5t HME Eo{gd&LICH
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["monitron.amazonaws.com"]
iy
"Action": "sts:AssumeRole"

]

Z&2 AMEdto{ CllolEH LHE LYY
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Name, review, and create

Role details

Role name
Enter a meaningful name to identify this role.

Maximum &4 characters. Use alphanumeric and "+=_.@-_"' characters

Description

Add a short explanation for this role.

Maximum 1000 characters. Use alphanumeric

and "+=_.(@-_' characters

Step 1: Select trusted entities

Trust policy

—— -

Step 2: Add permissions

Permissions policy summary

Z£2 ME5to{ Hlo[E LHE L]
Policy name [ A Type

monitron-policy Customer managed

4 Attached as

Permissions policy
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6.

Mz HA AO0|EE MEYELICH

5EhAl: X[ Arzd| 4

1.

2.

AWS Z£0iM H0|X| 2LEF o Hoi /= =23 E of0|2 S MENEF CHZ X[2 ME{(Support

Center)& MEHEHLICH

i3% Services | Q Search for services, features, blogs, docs, and more [Option+S] | £ Global ¥

&) Amazon Transcribe @& Cloud9 & 1AM

s

Identity and Access Policies > monitron_single_e -
Management (I1AM) 1 Summary Expert Help [4
re:Post [4
Dashboard Policy AR nitron_single_ex

+ Access management DESGI‘ipti 0 Documentation E = specific S3 bu

User groups P
Permissions Policy us Training e ess Advisor
Users o2
. Getting Started Resource Center
Roles ~ Permissions (1)
Policies Attach this policy to an IA earn more

Send feedback

Identity providers Delaeh

Account settings

+ Access reports Filter: Filter v Q

Access analyzer

Name Type «
Archive rules

monitron_single_export_role Role
Analyzers
Settings

» Permissions boundaries

CH2 H O|X|0l| A Atzd| 44 (Create case)2 ME4EFLICY.

Q, Search by service, errors, and more

Support Center X

Account number: 872635425779

Support plan: Basic Change [4 Quick solutions Active cases
View support plans [4

© Account & billing O Technical

No open cases
Your support cases Bﬂ IE@]
Choose View all cases to see your case

AWS Support App in Slack

history.
Compute Optimizer [§
Topic Top articles
AWS Health Dashboard [ P P
) . See all cases
Trusted Advisor [2 Billing ‘ Learn what to do when your Free Tier period ex
Account Allow an IAM user to view my account’s billing |

Z&2 AMEdto{ CllolEH LHE LYY 341
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3.

o{EH =227 HO|X|oAM CHE I Z 0] stAA2

a. AXN L HT K| (Account and billing support)2 ME4EHL|CE
b. AMH|A0|M HEE MEFLICH
c. Zte|n2|(Category)HIAM #E & & 21&F(Compliance & Accreditations)2 ME{EHLICT
d. X F5oi| et sied SME ASE = Us B2 &2 T (Severity)E MEHEFLICE.
e. O BA: FI7t HEE MEiELCH
How can we help?
Choose the related issue for your case. Looking for service quota increases?
© Account and billing () Technical
Assistance for your account, such as billing, pricing, and reserved Support for service-related technical issues, such as Amazon EC2,
instances. Amazon S3 and more.
e
Service
‘ Account v |
Category
‘ Compliance & Accreditations 4 |
Severity Info
‘ General question v |
—
Recommendations to common "Account, Compliance & Accreditations" questions
AWS Compliance [F
Getting started with AWS Artifact [
Training and Certification [
Z7t HEOlM Chae +Hat MAI2.
a. M|=(Subject)0ll Amazon Monitron data export requestS 123&FL|C}.
b. AdH(Description) EE0f CISE =4gLCt.

1. A™E ID
2. MMs yZlo| 2|H
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3. A8 HZ! o ARN(OA: "arn:aws:s3:::bucketname")

4. M5t 48 o ARN (0d: “arn:aws:iam: :273771705212:role/ “) role-for-monitron

Additional information

Describe your question or issue.

@) Case draft saved

Subject

Amazon Monitron data export request

Maximum 250 characters {215 remaining)

Description
Don't share any sensitive information in case correspondences, such as credentials, eredit
cards, signed URLs, or personally identifiable infermation.

Learn more [4.

1. Enter your account ID

2. Enter the region of the bucket you created

3. Enter the ARN of the bucket you created (for example:
"arn:aws:s3::bucketname”)

4. Enter the ARN of the role you created (for example:
"arn:aws:iam:273771705212:role/role-for-monitron”)

Maximum 8000 characters (7736 remaining)

You can attach up to 3 files. Each file can be up to 5 MB.

c. CFS EHAl XIZ slldst7AHLE Bolet7|E MEfELICH

5. XIZ a2 EE E2olet7|olM ChE1t 20| st AL

a. X|ZFsiZo|M CtEsS ME{ELICH
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Solve now or contact us

© Case draft saved

b Solve now g Contact us

Top recommendation

Based on your case description, you might benefit from technical support, which requires an upgraded support plan. Consider the
following options:

« Engage with the AWS-managed community on re:Post, which is included with your Basic Support plan. Visit re:Post [4.
« Create technical support cases and get direct help from AWS Support engineers. Upgrade support plan [4.

Other recommendations

Exporting your Amazon Monitron data to Amazon S3 - Amazon Monitron [

..your account |D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3...

Exporting your data with CleudShell - Amazon Monitron [4

..your account 1D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3::bucketname...

Making requests using federated user temporary credentials - Amazon Simple Storage Service [

...Regions.DEFAULT_REGION; String bucketName = "*** Specify bucket name ***"; String federatedUser = "*** Federated user name ***";
String resourceARN = "arn:aws:s3::" + bucketName; try...

Solve now or contact us

© Case draft saved
N Solve now ‘ R Contact us
Preferred contact language
I English v |
O Web O Phone O chat
We'll get back to you within 24 hours. We'll call you back at your number. Chat online with a representative.

Cancel Previous - |
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E A&35to4 H|o|EE LHE LI} CloudShell

|
« 1Et7H: AWS CloudShell2 AH& 3504 Amazon S3 HZ! MM
« 2EHA|: AWS CloudShell€ O|& 8t Amazon Monitron0i| Amazon S3 EHZ!0f| CHE ©

A 2 HETL

£l 32, flolM 4Bt Amazon S3 HZ

HAMA HEF F0q

« 3EAL XM EF A4S

1EtA|: AWS CloudShell€ AFE 3104 Amazon S3 HHZ! A A

1. AWS Z&0| 222IgrLct.
2.  AWS CloudShell& L|Ct.

AWS CloudShell2 EEt2 X LHoAM 2S5t HYE s-ELICH AWS CloudShellLHE 0=

AWS Command Line InterfaceE At&735104 0424 AWS MH|AE A|ESIT LA E

= &Lt

3. AWS CloudShelloflA Ct @™ =g LICE 097]|M bucketname 4/ d35t2d= HZ12] 0| &

LICH
$ aws s3api create-bucket --bucket bucketname --region us-east-1

HH2 HAICIOIHE MEE Amazon S3 HZ!E H/EH&LICH
T EHE AZH| CIOIEE CH22 =8 + UELICH XAEF LIES

FEo|AM &H 3ol HMA S
Amazon S3 H{Z! A A Gl

- .

/A Important
CIOIEHE E&5t7| fI2F MHet XXIE Fsts W2 ALS Rt A lL|Ct
T o =

£ A8st HZlol| cHet HEE HMAE AtEhst

ele] BHE2 0|= SF(HXILIoF §7) 2l™of HAE dEELIc 2™ 220 CHE 2™ E I
g s JU&LICH RiME 82 EIT, 718 B9 S 24 ¥ E HEotMR
CHSI RAFEH £3 3tEH0| EA|Z|o{oF ZLict

£ AME35to{ Clo|HE LHEHLICH CloudShell

345


https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/creating-buckets-s3.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.RegionsAndAvailabilityZones.html
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{ "Location": "/bucketname" }

4. MME HZ!o| Amazon ElAA O|F(ARN)S AlEErLICEH

arn:aws:s3:::bucketname

2CHA|: AWS CloudShell2 0|2 % Amazon Monitron0l Amazon S3 B{Z/0oi| CHEF HAM|A
Tt 504

1. ofgi 2 =E HlAE TE|7|0l monitron-assumes-role £04E 1 json2 2 MEEfLICH £ 22X}
FI7HE &= 22 2 Microsoft WordE AtE5tH o ElLICH M2 & O|LE 22 ZHE S ’HIAE THE

712 AF3IMS. TextEdit

O] HZ2 Amazon MonitronO| 7| S3 HHZ!0f| HM|AE =~ Q= dgs &
Mg L8 2 1AMO] B8 ol FEtg HASHMI2.

mjo

TetE FodgfLc &t

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["monitron.amazonaws.com"]
},
"Action": "sts:AssumeRole"

]

2. Ol HIAEE HIAE HET|O| 2041 3.json2 2 MHEELIC} monitron-role-accesses-s

O| W& Z &35 Amazon Monitron(R[{0| A M4t FAE S ALE)2 Amazon S3 H{Zlo]| ABAM|AE £
ola|Ct
AA EH

"Statement": [
{
"Action": [
"s3:GetBucketAcl",
"s3:GetBucketLocation",
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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1,

"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::bucketname"

"Action": [
"s3:PutObject",
"s3:GetBucketAcl"

1,

"Effect": "Allow",

"Resource": [

"arn:aws:s3:: :bucketname/*"

"Version": "2012-10-17"

"Statement": [

{

"Action": [
"s3:GetBucketAcl",
"s3:GetBucketLocation",
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::relentless”

]

"Action": [
"s3:PutObject",
"s3:GetBucketAcl"

1,

"Effect": "Allow",

£ AME35to{ Clo|HE LHEHLICH CloudShell
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"Resource": [
"arn:aws:s3:::relentless/*"

1,
"Version": "2012-10-17"

4, 42 UE Fjson It LS 25 & CloudShell C|HE{ 2|0 Y2 =FLICEH

U2 U2 =5t3H CloudShell 22 HO|X| QEZ MTHolM Blg M8 08 It Y2eE
MetgtLct
5. ol WAl CloudShell LS =48t LI},

aws iam create-role --role-name role-for-monitron --assume-role-policy-document "cat monitron-
assumes-role.json"

0| Hai2 o4& MMt T monitron-assumes-role A2 94Z28HL|Ct.

"Role": {
"Path": "/",
"RoleName": "role-for-monitron",
"RoleId": "AROAT7PQQWN6BMTMASVPP",
"Arn": "arn:aws:iam::273771705212:r0le/role-for-monitron",
"CreateDate": "2021-07-14T02:48:15+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": [
"monitron.amazonaws.com"
]
b
"Action": "sts:AssumeRole"
1]
}
}
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0| of|A[0f M ARN Zt2 Ct=2t Z&LICH arn:aws:iam: :273771705212:role/role-for-
monitron

BHE ol HHEO] CloudShell CtS 2 AUZIELICH

aws iam create-policy --policy-name role-uses-bucket --policy-document "cat role-uses-
bucket.json"

0| HZ2 monitron-role-accesses-s 3 A M AI8HL|C}.

"Policy": {
"PolicyName": "role-uses-bucket",
"PolicyId": "ANPAT7PQQWN6I5KLORSDQ",
"Arn": "arn:aws:iam::273771705212:policy/role-uses-bucket",
"Path": "/",
"DefaultVersionId": "v1",
"AttachmentCount": 0,
"PermissionsBoundaryUsageCount": 0,
"IsAttachable": true,
"CreateDate": "2021-07-14T02:19:23+00:00",
"UpdateDate": "2021-07-14T02:19:23+00:00"

Hh 2 MM Z2HO| ARN Zt2 7|28l FML. 0| ME = Ct= EHAHo| 2 EhLct.
0| of|A0{ A ARN Zte ofeiet Z&Lct.

arn:aws:iam::273771705212:policy/role-uses-bucket

H23Z= 0] CloudShell CI=2 S 245t 7 ARNS sHE XAHo| ARNS 2 CHA|EFLIC}. role-uses-
bucket

aws iam attach-role-policy --role-name role-for-monitron --policy-arn
arn:aws:iam::273771705212:policy/role-uses-bucket

=
=
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1. AWS Z2£0|M HO|X| LEF &Ho| U= =SS E ofo|2E MEet CtZ K| ME(Support
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i3% Services | Q Search for services, features, blogs, docs, and more [Option+S] | £ Global ¥
&) Amazon Transcribe @& Cloud9 & 1AM
Identity and Access Policies > monitron_single_e “_"‘
Management (IAM 1 Expert Help (5
gement (IAM) Summary
re:Post [£
Dashboard Policy AR nitron_single_e
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User groups P
Permissions Policy us Training e ess Advisor
Users -
.. Getting Started Resource Center
Roles ~ Permissions (1) 9 @
Policies Attach this policy to an IA earn more
Send feedback
Identity providers Detach
Account settings
+ Access reports Filter: Filter v Q
Access analyzer
Name « Type +
Archive rules
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Analyzers
Settings o )
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html
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Support Center X Q. Search by service, errors, and more

Account number: 972635429779

Support plan: Basic Change [4 Quick solutions Active cases Create case
View support plans [4

© Account & billing (O Technical

No open cases
Your support cases Eﬂ m
Choose View all cases to see your case

AWS 5 t App in Slack
upport App in Slac history.

Compute Optimizer [

Topic Top articles
AWS Health Dashboard [ P P
. See all cases
Trusted Advisor [} | Billing ‘ Learn what to do when your Free Tier period ex
Account Allow an IAM user to view my account’s billing i

3. O{EAH ZA=2R? HO|X[olAM St Z 0| st A2,

H’E & HF X[ (Account and billing support)S AEHEHLIC,

a
b. MHIANAM AHEE MESEHLICE

o
o

c. 7| 2|(Category)dilM 773
d. K| #5o0i et s SMS

e. Ct3 BHAH: FII HEE MEiFLICH

& (Compliance & Accreditations)2 ME4EIL|CT

g Us B AT (Severity)E ME4EILICH
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How can we help?

Choose the related issue for your case. Looking for service quota increases?

() Technical

Support for service-related technical issues, such as Amazon EC2,

© Account and billing
Assistance for your account, such as billing, pricing, and reserved

instances. Amazon 53 and more.

Service

‘ Account v |
Category

‘ Compliance & Accreditations 4 |
Severity Info

‘ General question v |

Recommendations to common "Account, Compliance & Accreditations" questions

AWS Compliance [F
Getting started with AWS Artifact [

Training and Certification [

Cancel

4. 27 HEOIM IR S 2 AL,

o

o

M= (Subject)0ll Amazon Monitron data export request2 2/248tL|C}.

M H(Description) ZE0f Ct2 & l2dgfL]ct

1. AE ID

2. e 2l 2|

3. Mgt HHZ! ol ARN(M: "arn:aws:s3:::bucketname”)

4. 2448 248 o] ARN (0d]: “arn:aws:iam: :273771705212:role/ “) role-for-monitron
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Additional information

Describe your question or issue.

@) Case draft saved

Subject

Amazon Monitron data export request

Maximum 250 characters (215 remaining)

Description

Don't share any sensitive information in case correspondences, such as credentials, eredit
cards, signed URLs, or personally identifiable infermation.

Learn more [4.

1. Enter your account 1D
2. Enter the region of the bucket you created

3. Enter the ARN of the bucket you created (for example:
"arn:aws:s3::bucketname”)

4. Enter the ARN of the role you created (for example:
"arn:aws:iam:273771705212:role/role-for-monitron”)

Maximum 8000 characters (7736 remaining)

[t Attach files

You can attach up to 3 files. Each file can be up to 5 MB.

c. CFS EHAl XIZ slldst7AHLE Bolet7|§ MEfELICH
0

5. K&

ol

2 E= E2lst7[olAM ST 20| stAA|2.

a. XIS iZo|M CtES MEELICH
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Solve now or contact us

© Case draft saved

b Solve now g Contact us

Top recommendation

Based on your case description, you might benefit from technical support, which requires an upgraded support plan. Consider the
following options:

« Engage with the AWS-managed community on re:Post, which is included with your Basic Support plan. Visit re:Post [4.
« Create technical support cases and get direct help from AWS Support engineers. Upgrade support plan [4.

Other recommendations

Exporting your Amazon Monitron data to Amazon S3 - Amazon Monitron [

..your account |D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3...

Exporting your data with CleudShell - Amazon Monitron [4

..your account 1D the region of the bucket you created the ARN of the bucket you created (for example: "arn:aws:s3::bucketname...

Making requests using federated user temporary credentials - Amazon Simple Storage Service [

...Regions.DEFAULT_REGION; String bucketName = "*** Specify bucket name ***"; String federatedUser = "*** Federated user name ***";
String resourceARN = "arn:aws:s3::" + bucketName; try...

Solve now or contact us

© Case draft saved
N Solve now ‘ R Contact us
Preferred contact language
I English v |
O Web O Phone O chat
We'll get back to you within 24 hours. We'll call you back at your number. Chat online with a representative.

Cancel Previous - |
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Kinesis AEZI0|M M & &5 ALE

Kinesis CIO|E{ LHELHZ|E M5t 7| 0 Kinesis AERI0] CHaH M & Y5 3IE EM3IE = Y&
LICt. 32 2{L} Kinesis CIOIE{ LIELZ|E MHEt & M & ¢ S3E 24352 Amazon Monitron2
A EZlof AAIE = gi&LICEH 1 0|8 = Amazon MonitronO| KinesisZ & E|E H|OIEE & 5358

& GenerateDataKey {5 kms:E ZE& TFH0| ¢i7| E 2 LICH

Ol EXIE sidsted™ 782 HEHX| 1 2220| XI&E WEAM L. o|FH stH dHet 5547t LY
HiUf7| #d0 AZELICH

Amazon CloudWatch 21 A28 ZLIEE

Amazon LogsE AF&35t04 Amazon Monitron 2t0|2 O|0|E LIELWZ|E ZLIHEE £ /JU&Lch
CloudWatch &8Z}f LHELHZ|0i| A 1H352 Amazon Monitron2 2101 21 O|HEE ™M& &Lt
CloudWatch . EE8t @7 210 X|E EEE M50 X|EE M5t AEE &
x4 °'74|7I° M5l ST QAHZIo| == M oale Mast AL =x|2 % o

&2 CloudWatch AtE HEME HZESHAAL.

Amazon Monitron2 /aws/monitron/data-export/{HASH_ID} 21 2 &0 21 o|HEE EHL[Ct.

27 O|HE S| JSON EAl2 Ch3 1 Z&Lct

"assetDisplayName": "string",
"destination": "string",
"errorCode": "string",
"errorMessage": "string",
"eventId": "string",
"positionDisplayName": "string",
"projectDisplayName": "string",
"projectName": "string",
"sensorId": "string",
"siteDisplayName": "string",
"timestamp": "string"

assetDisplayName

. ol EAIZIE R4 0|8

Kinesis 2AE R0 MH & 253t AIS —


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

Amazon Monitron

destination

Kinesis Cl|O|E{ AE Z|2| ARN

4.
O

HEd: arn:aws:kinesis:{{REGION}}:{{AWS_ACCOUNT_ID}}:stream/{{STREAM_NAME}}
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errorCode
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F % 2L INTERNAL_SEVER_ERROR | KINESIS_RESOURCE_NOT_FOUND |

KINESIS_PROVISIONED_THROUGHPUT_EXCEEDED | KMS_ACCESS_DENIED |
KMS_NOT_FOUND | KMS_DISABLED | KMS_INVALID_STATE | KMS_THROTTLING
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2 &0 M KinesisE =82 & 7351 7]

1.

o o kw0 N

~

10.

11.

12.

AWS & 2| E£0i 2215}04 https://console.aws.amazon.com/kinesisH| A Kinesis £ & L
Ct.

Bt M B0l M M& AE B|(Delivery streams)S ME{EFLICH.

M& AEZ| M4(Create delivery stream)S MENEILICH,

A A0 A Amazon Kinesis Data StreamsZ MEHEFL|C}.

CHa S 2 Amazon S3& MEHEILICE

A A MH(Source settings), Kinesis Cl|O|E{ A E Zl(Kinesis data stream)0l A Kinesis CIO|E{ AE
2ol ARNEZ U247 Lct

M& AEZ| 0|&(delivery stream name)0i| Kinesis O|O|E{ AE R 9| O|& & =& LICt.

CHat 4% (Desination settings)0ll A Amazon S3 HHZ! 2 MEHSH 7L HZ! URIE 1238 LCH.
(MBS ALE) JSONE QIEIR! IS AL8sto] S TEIM'E S EHstELICH ol SM2 &4 HE
Ol EfUARKEZE J|Ho 2 AEZ|Y 5 H|0|EE E&steis B0l Mgt o:

- 5 mtE|A{'2(Dynamic partitioning)l A Enabled(&433H & MEHEHLICH

« M & FE2XHNew line delimiter)0i| A Enabled(&&3HE MEIENLICE.

« JSON2J QI2}Q! 1} A(Inline parsing for JSON) Enabled(& 438H)E ME4EHLICEH

« 5X mlE|M'Y 7|(Dynamic partitioning keys)0ll M CHS S F7H&LICEH

7| ol& JQ E34

project . projectDisplayName| “Z2HME =\ (,)”
site . siteDisplayName| “AFO|E =\ (.)”

time timestamp| sub("[0-9]{2}:[0-9]{2}:[0-9]{2}.

[0-9]{3}$"; "00:00:00")| "time=\(.)"

SX otE|MY 7| 2&(Apply dynamic partitioning keys)2 ME4SI T MM El Amazon S3 HZ!
S A7t ' {partitionKeyFromQuery:project}/!{partitionKeyFromQuery:site}/!
{partitionKeyFromQuery:time}/QIX| &l&L|C}.

Amazon S3H|MH A= CtS 7| A2 AB'LICEH /project={projectName}/
site={siteName}/time={yyyy-mm-dd 00:00:00}/{filename}.

M& AEZ| MM(Create delivery stream)E MEIENL|CEH

Amazon S301AM GIO[E] X& 5} 7] 360
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13. (ME AL O M28HEl B2 E AHSELICH
S ItE|ME MBS 2, O|o|HE FElsH7| -rlﬁH AWS Glue 2! AthenaE AtE35tE{H 2|2
Amazon S3 7| A2 ALEstMIR. O] MEE 7| FAIE MEE =& UX|EF Amazon Athena 2|
= EE2MO0|X| A &LICt CtE2 O M8 Amazon S3 7| B2 & d&st= oAt
1 ItE|M'E 7|(Dynamic partitioning keys)0l A CH2 & F7HEHLICH

7| ol& JQ EF 4

project . projectDisplayName| “E 2 M E =\ ()

site . siteDisplayName| “AtO|E=\ ()"

asset . assetDisplayName| “At&t=\ ()"

position . sensorPositionDisplayO|&| “?I%x|=\ (.)”

sensor .sensor.physicalld | "sensor=\(.)"

date timestamp| sub(" [0-9]{2}:[0-9]{2}:[0-9]{2}.

Amazon S30{| A ZHX|=

[0-9{3}$"; ™)| "date=\(.)"

ChS 7| HAlg AL ELICH /project={projectName}/

site={siteName}/asset={assetName}/position={positionName}/
sensor={sensorId}/date={yyyy-mm-dd}/time={HH:MM:SS}/{filename}

Lambda& AtE e O|O|H &

A

« 1Bt &0l AWS a0 AMHAE £ A= g HElE XMSBste 1AM g S BrELCH
« 2Et7A|: Lambda & M4

« 3EtA|: Lambda &+ 74

« 4CHA|: AWS Lambda 2 &AM Kinesis E2[7{ &5t

361
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1EHA|: &40 AWS Z|AA0| HAHAE £ Q=

LICF.

o pME|IE £ = QE{E|: Lambda

- T3 AWSLambdaKinesisExecutionRole (Kinesis 2 E

AWSKeyManagementServicePowerUser 3 <)

« 238l 0|5: lambda-kinesis-role

Lambdag& At&E Oi|O[E{ {2
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AR 7H0|E

IAM > Roles » Create role

Select trusted entity
Add parmissions

MName, review, and create

Name, review, and create

Role details
Role namea

lambda-kinesis-role

Dascription

Allows Lambda functions to call AWS services on your behalf.

Step 1: Select trusted entities

1-H

2 "Version": "2012-18-17",

3 "Statement”: [

4- {

5 "Effect”: "Allow",
6~ "Action™: [

7 "sts:AssumeRole"”
8 1

9- "Principal™: {

1@ - "Service™: [

11 "lambda . amazonaws . com"
12 ]

13 }

14 }

15 ]

Step 2: Add permissions

Permissions policy summary

Policy name [ -

AWSKeyManagemeantServicePowerlsar

AWSLambdakinesisExecutionRole

o
=
3. ATl AF&(Use a blueprint)2 MEHEHLICE

AWS managed

AWS managed

Edit

Attached as -

Parmissions policy

Permissions policy

Lambdag& At&E Oi|O[E{ {2
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= Z x 2lE ZHME0f M kinesis-process-record (nodejs) EE = £ Z4A45l0d MEHEFLICE kinesis-

4 EEmEE

process-record-python

Lambda Functions Create function

Create function .«

Choose one of the following options to create your function.

Author from scratch Use a blueprint [+] Container image

Start with a simple Hello World example. Build a Lambda applicatien from sample code and Select a container image to deploy for your function.

configuration presets for comman use cases.

Blueprints if

Q 1 match

Blueprint name: kinesis-process-record-python. Clear filters

kinesis-process-record-pyth ©
on

AR Amazon Kinesis Stream processor
that logs the data being published.

pythons.s - kinesis

3EHA|: Lambda &% T4

1. &% O|&(Function name)2 AE43tL|C.
2. A EAHOIM BHE ofge M g2 MEFLIC

1. Kinesis AE 2|8 MENSHL|C}

ﬂllo
r@
r
Il

2. &4 44 (Create function)

Browse serverless app repository
Deploy a sample Lambda application from the AWS

serveriess Application Repasitary.

Cancel

Export

1

Configure

Lambdag& At&E Oi|O[E{ {2
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Lambda > Functions > Createfunction > Configure blueprint kinesis-process-record-python

Basic information infe

Function name

myFunctionName /

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the 1AM console.

() Create a new role with basic Lambda permissions

{lO) Use an existing role

) Create a new role from AWS policy templates

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission te upload logs to Amazon
CloudWatch Logs.

" L]

Kinesis trigger

inesis stream
Select a Kinesis stream to listen for updates on.

C
N | [o]

Select an optional consumer of your stream to listen for updates on.

Consumer

|Noconsumer v| | & |

Batch size
The largest number of records that will be read from your stream at once.

| 100

L4 ]

Batch window - optional
The maximum amount of time to gather records before invoking the function, in seconds.

Starting position
The position in the stream to start reading from. For more information, see SharditeratorType in the Amazon Kinesis APl Reference.

L4 ]

| Latest v |

» Additional settings - optional

In order to read from the Kinesis trigger, your execution role must have proper permissions.

Lambdag A+-&8t-ElotE-*2E 365
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4EtAH: AWS Lambda 2£ 0| M Kinesis E 2|71 & 445}

1. T oM EEHE MEfEILICEH
2. Kinesis 2AE & 0|8 2| EOQIEtE MEISI T Enables MEHEFL|CH.

Lambda Functians kinesis-process-record-lambda

Throttle (3 cCopy ARN Actions ¥

kinesis-process-record-lambda

® Congratulations! Your Lambda function "kinesis-process-record-lambda® has been successfully created and configured with bugbash as a trigger in a disabled state, We recommend b4

testing the function behavior before enabling the trigger,

* Function overview infs

Drescription
kinesis-process-record- An Amazon Kinesis stream processar that logs the data
lambda being published.
% Layers (o) Last modified

3 minutes ago

+ Mdd destination

E Kinesis
Function ARN

(P arn:aws:lambdacus-east-1:597170062691 function:kines!

=+ Add trigger i-process-recond-lambda

Code Test Monitor Aliases Versions

General configuration Triggers 1 o] Delate Add trigger
a *

Permissions

Function LURL info

Trigger

Destinations
inesis: bugbash (Disabled)

e kines-east- 15071 0062601 :stream Bughbadh

Function URL - mew
¥ Details
Enviranment variables

Tags

VPC

a HIO|E-|FJ Ar2stL|ct LSS0l Lambda & ZEE

O| oilA|of| AtEE FAL =er AEFO R

=
F7t2 HESt{ =%

Lambdag& At&E Oi|O[E{ {2 366
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v1 ClO|E{ LHELHZ| A F[0ke| o|5H

® Note
Amazon Monitron Kinesis OIO|E{ LIEL{7| AZ|0} vi2  O|& AP E|X| St &L|Ct. v2 O|O|E
LHE LHZ| A 7|0bod| CHEH REM|IS| LOotE ML

Zb =X Of|o|E{Q} SHE =2 ZAa= JSON S Al9| Kinesis O|0|E{ AEZ| B3 E 5tLt2 LHE LY EIL|C}.

"timestamp": "string",
"eventId": "string",
"version": "string",
"projectDisplayName": "string",
"siteDisplayName": "string",
"assetDisplayName": "string",
"sensorPositionDisplayName": "string",
"sensor": {

"physicalIld": "string",

"rssi": number

1,
"gateway": {

"physicalIld": "string"
1,

"measurement": {
"features": {
"acceleration": {
"band@To6000HZ" : {
"xAxis": {
"rms": number
},
"yAxis": {
"rms": number

v1 HIO|E LHELHZ| & 7|0te] o3 367
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AR 7H0|E

},
"zAxis": {

"rms": number

},
"band1@Tol000HZz" : {
"resultantVector": {
"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
1,
"xAxis": {

"rms": number
I
n 3 ",
yAxis": {

"rms": number
1,
"zAxis": {

"rms": number
}

},

"temperature": number,

"velocity": {

"band1@Tol000HZz": {
"resultantVector": {

"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
1,
"xAxis": {

"rms": number
I
n 3 ",
yAxis": {

"rms": number
1,
"zAxis": {

"rms": number
}

iy

v1 HIO|E LHELHZ| & 7|0te] o3
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"sequenceNo": number
I
"models": {

"temperatureML": {
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

1,

"vibrationIS0": {

"isoClass": "string",

"mutedThreshold": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationQOutput": "string"

1,

"vibrationML": {
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

1,

"assetState": {
"newState": "string",
"previousState": "string"

vl A7|0} of2t0|E

LIPS

3]

N
1o
1
>
9'|1
=3
lo
m
o
|>
m
K

Monitron MH|A7F UTCE S84t
5.

88 Extd
il

I{E: HH:MM:SS.sss yyyy-mm-dd

L3t OlO|E{ LHELHZ| O|HIE ID. = Al8t Kinesis AEZ! A2
o]

In
|0
o

Jir

al

v1 HIO|E LHELHZ| & 7|0te] o3
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Amazon Monitron MEX

projectDisplayName
&0 EAE=E ZENE 0|

o
=

al

[ ] =
=~

il

40 12
0ok
Mo Th
P2l

siteDisplayName

- ol EAIE MOIE O|F

- 98 BXbd
assetDisplayName

- 4ol EAIZlE= RH&HOIE

- 98 BXbd
sensorPositionDisplayO|&

- Aol EAIE MM x| O|&

. 9354 23194
sensor.physicalld

=
=
- £Y: EXY

« MM ERFA U AMS ZE EAIZ|E

- AL xR

« EF%|: dBm
gateway.physicalld

 Amazon Monitron AMH|AZ H|0|E{E T&st= Ol AAEEl= HO|ESolel E2|X ID

- RY: BEXY
measurement.features.acceleration.band0To6000Hz.xAxis.rms

+ x59| Fot [ 0~6000Hz0IM B E 7H& T o B K=

. AL xR

o B2 m/sh2
measurement.features.acceleration.band0To6000Hz.yAxis.rms

- yE9| FI}4 A 0~6000Hz0 M BHEHEl 7t T o] W ME2

. éd/\l: Ax|.

o
o CHR|: m/sh2

v1 HIO|E LHELHZ| & 7|0te] o3
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measurement.features.acceleration.band0To6000Hz.zAxis.rms

. yEO| ZI}4 [ 0~6000HZ0I M BHEHE JH&E 0| BE ME2
o YA =X
o 2| m/sh2

measurement.features.acceleration.band10To1000Hz.resultantVector.absMax

o ZFul4 CHAE 10~1000HZzO|A{ 2HEMEl HCH X|CH 7S &
o HAL =X
o EFR|: m/sA2

measurement.features.acceleration.band10To1000Hz.resultantVector.absMin

o I} L2 10~1000HZO| A 2HEFEl Mol = A 7FS
o YA =X
o B2 m/sA2

measurement.features.acceleration.band10To1000Hz.resultantVVector.crestFactor

ol

It CH 10~1000HzO| M =& El 7tS g

Al =Xt

measurement.features.acceleration.band10To1000Hz.resultantVector.rms
It~ CHO 10~1000HZzOI A EHAFE 7t ol WRE MS2

Al R}

* m/sh2

0%

ol

0%

measurement.features.acceleration.band10To1000Hz.xAxis.rms
« x59| Fot= 94 10~1000Hz0 A BHEE 7S ol HE Ma2
o HAlL X}
* m/sh2
measurement.features.acceleration.band10To1000Hz.yAxis.rms
« y59| Fut 94 10~1000Hz0 A & E 7S ol HE Ma2
- HAL Rt

* m/s’2

v1 HIO|E LHELHZ| & 7|0te] o3
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* m/sh2
measurement.features.temperature

. DHEE 2

- AL xR

. °C/E
measurement.features.velocity.band10To1000Hz.resultantVector.absMax

« FIt== i 10~1000HZz0M| A 2HEHE MOH 2[CH S =

o AL xR

* mm/s
measurement.features.velocity.band10To1000Hz.resultantVector.absMin

« FIt= 19 10~1000HzO| A BHEHE HO] 2[A S

Al X

0%

* mm/s

measurement.features.velocity.band10To1000Hz.resultantVector.crestFactor

« T i 10~1000HZzOAM REE £ IO

. AL =X}
measurement.features.velocity.band10To1000Hz.resultantVector.rms

« Fut CH 10~1000HZzOAM ZHE E SEo| B ME2

- AL xR

* mm/s
measurement.features.velocity.band10To1000Hz.xAxis.rms

« x59| Fuf CH 10~1000HZz0 M BEE S o] B AME2

- AL xR

* mm/s
measurement.features.velocity.band10To1000Hz.yAxis.rms

- yEO| Fut4 ] 10~1000Hz0I M B E ST ol WFE MEZ2

- AL xR}

* mm/s
measurement.features.velocity.band10To1000Hz.zAxis.rms

. zZ0| I} [ 10~1000Hz0IM RS E £ T o W KMEZ2

v1 HIO|E LHELHZ| & 7|0te] o3 372
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. Al =%t

s mm/s

. EX ARA HE

S AT
o ALK}

2d 25 ml. persistentClassificationOutput
 JIH Bt TlH 2F REO| X|& K B 5
o YAl X}

2t: UNKNOWN | HEALTHY | WARNING | ALARM

no 0 o
fol
ro

2d 25 ml. pointwiseClassificationOutput
. J|H B 7t 2 Dolo| XMy 22 =2
- Bt 2R
e X ZL:UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM

models.vibrationlSO.isoClass
« 1SO 7|8t T1s 2| M AF 3= 1S0 20816 SZ (71 Elsol &H 2 WL £ F)
- Bt EXtAE
« 835 Zt: CLASS1 | CLASS2 | CLASS3 | CLASS4 | FAN_BV2
models.vibrationlSO.mutedThreshold
- I1ISO 7|8t TS HHEo| AZZ SATHST| fIEF AL
- EtQl: BXrY
- 8% 2F:WARNING | ALARM
& IS I1S0. persistentClassificationOutput
- 1ISO 7|gt TS 2EO| XIEM &R/ &8
- Bl EXtY
- 7 - UNKNOWN | HEALTHY | WARNING | ALARM
2d Z

FERIS pElo| ZQlEH & =24

""ITE—|

7|8

%)

i

F

& IS0O. pointwiseClassificationOutput
O
o

m

N

FII]

S

« 3% 2t: UNKNOWN | HEALTHY | WARNING | ALARM | MUTED_WARNING |
MUTED_ALARM

v1 HIO|E LHELHZ| & 7|0te] o3
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28 Hro|E 2|0l ML. persistentClassificationOutput

« 7|7 Bt 7|E Rl pEHo| K&K EE £

P

m
(o)

| 2

I

2t UNKNOWN | HEALTHY | WARNING | ALARM

3o
Fol

2 & HO|E 20| ML. pointwiseClassificationOutput

e 7|7 Bt 7|E s pEHlo| ZOIEH BEE =24

_l"ll
IIO

I EXtd

& Z2f: UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM

Jo

assetState.newState

« S™E ®aIEt £o| 7|AH AEY
« E}Q: BEXId
o & Zf: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM

assetState.previousState

« S™E ®alst7| ™ol 71H AE)

 EAFA

E 2L UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM

0>i

m
°

Jo

Amazon Monitron Kinesis Cl|O|E{ LHE LHZ| v2

Amazon Monitron0lAH E0{2= S O|0|E2t siE F8 Z0E HWEU D AAZ 2ME s8E £
l&LICH HIO|E{ LHELHZ|= 2H0|E O|0|E{£ Kinesis2 AE 2|2 &rLC}.

|

Kinesis AEZIS 2 O|0|E| LHE LY 7|
2ro|= H|O|E LHELHZ| A HE

2to|E Clo|H LHELHZ| X

ClolE| LHELHZ| 2F E7]

Kinesis 2EZ|M MH & &5 3l ALS
Amazon CloudWatch 21 & AtE8t ZLIEE
Amazon S30i| M Hl|0|H XE 37|

Lambda§ A& 8t CllO|E{ %2

Kinesis v2& A& 35104 OI|O|E LHELHZ|
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- v2 OIO|E{ LHE 7| A Z|0}2| O|3H
« Kinesis v10i|AM v22 oOfo|z2gi|o|M

Kinesis AEZ|O 2 H|0|E{ LHE LH 7|

=)

—

z=™E K9l Ho|x|e| B O|X| 5t

Kinesis C|O|E{ AEZ MElOM CHS &

[m

ol XMeElF 2F A
ZHIXMEE AI:EOHH

WD

2to|E O|O|E{ LHELHZ| K|

Amazon Monitron 2£ 2 L]
EtM RO M ZEME
EHMETJI 0] 74 Q

Mgt

E=E

=
i
A=

B2 LHELZI

LEZO|AM

xS MEHE

o=

2tO|= Ci|O[E] LHELHZ| Al

SH5t
o

L

2 A
=

Ct.
LICE.

= 5EHAE ALE LCH

S

XS T

X AMEHS}

-4

|

5ted

K

Ez2dES Mt
3 EECHR M

Ol
AN 71 H

oM Elo|E H|Oo|H

Kinesis 2AEZI2 2 H|0|E{ LHE LY 7|
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o
[ |
=
=]
x
o
o
il
nl
o
m

4. Z=z=HME 7[& 1 o|x|e| 2to|= H|o|E LHELHZ|of Rie XY =&CH

LHELHZ| SXIE MEHEFLICEH

ClolE LHEWZ| 27 27|

CloudWatch Logs RIE{HO|AMM 2F HAIX|E EE2{H:

« Amazon Monitron 2£2| ZZHME 7|2 mo|X|of /= 2to|E H|O0|E] LHELHZ |0 M CloudWatch
23 388 MEELICH

Kinesis AEZI0|M M & &5 ALE

Kinesis O|O|E{ LHE LHZ|E MH 37| M0 Kinesis 2AE &0l CH3H MEH &
LIch 224Ut Kinesis CIO|E| LHELH7|E MA3t & M = 4532 &4 1
AEZlof AAIE £ gi&LICE 3 O|f = Amazon MonitronO| KinesisZ M& |E |0|E'|E §§P§
£ GenerateDataKey U= kms:E & & 0| 7| E LICH

0T TS s K| Lo 2279 X|ES WMEML. oA st MXs &5 3517} Ly

Amazon CloudWatch 21 & A%t 2LIE{E

Amazon LogsZE AF& 3104 Amazon Monitron 2H0|=2 H|O|E{ LIELHZ|E El—lE

CloudWatch £zt LIELHZ|0of| Alz{3t2d Amazon Monitron2 210 21 0

CloudWatch . E._?_f QF 210 X|E EHEHE MHE5l0 K| E M5t E%
_7‘[:_

® eAE SEshn e erzol SR W YRl Hes i £xi8

LHE 2 CloudWatch Al AEME XA,

Amazon Monitron2 /aws/monitron/data-export/{HASH_ID} 21 2 &0{ 21 o|HEE 2 HL|Cl.

21 o|HIES| JSON HAl2 3t Z&Lct
{
"assetName": "string",
"destination": "string",
"errorCode": "string",
"errorMessage": "string",

OolE LHELH7| @7 E7| 376


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html

Amazon Monitron INT=IY A To] =]

"eventId": "string",
"eventType": "string",
"positionName": "string",
"projectName": "string",
"projectId": "string",
"sensorId": "string",
"gatewayId": "string",
"siteName": "string",
"timestamp": "string"
}
assetName
- Hofl ZAIZl= R4t OIF
- 7Y B
destination
- Kinesis Cl|O|E{ AE 9| ARN
- 28 21y
. I{Ed: arn:aws:kinesis:{{REGION}:{{AWS_ACCOUNT_ID}}:stream/{{STREAM_NAME}}
errorCode
- 2F IE
- EfQ: Xt

* §£% Zf: INTERNAL_SEVER_ERROR | KINESIS_RESOURCE_NOT_FOUND |
KINESIS_PROVISIONED_THROUGHPUT_EXCEEDED | KMS_ACCESS_DENIED |
KMS_NOT_FOUND | KMS_DISABLED | KMS_INVALID_STATE | KMS_THROTTLING

errorMessage

« ZF 5HY LHELHZ(of s st= &/ O|HIE ID

Amazon CloudWatch 215 Al 2 L|E{2! 377
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« $ &8t gl measurement | gatewayConnected | gatewayDisconnected
sensorConnected | sensorDisconnected | assetStateTransition

positionName

« ol EAIE MM 2IX| OIF

project|D

« Amazon Monitron Z2ME| sHEstE 1 Ret Z2HE D

- 7Y BEA

sensorlD

« =
=
- R EXY

gatewaylD

« Amazon Monitron MH|AZ OI0|E{E ™M&sHe Ol AFE El= HIOIES0le] E2IX ID

- 2 21
siteName

® |=O'I|

« Amazon Monitron AMH|A7} SHZLE UTCE AE o] Ef AR Z

Amazon S30{| M O|O|E{ X% 5}7|

LHE ' H Cl|O|E{& Amazon S301| A% 5tE{T CHS
ZA

« 2&0|M KinesisE S22 7M517|

MR E MEAMSL.

Amazon S30{ M HI|O|E{ A& 57|
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2 &0 M KinesisE =82 & 7351 7]

1.

o o kw0 N

~

10.

11.

12.

AWS & 2| E£0i 2215}04 https://console.aws.amazon.com/kinesisH| A Kinesis £ & L
Ct.

Bt M B0l M M& AE B|(Delivery streams)S ME{EFLICH.

M& AEZ| M4(Create delivery stream)S MENEILICH,

A A0 A Amazon Kinesis Data StreamsZ MEHEFL|C}.

CHa S 2 Amazon S3& MEHEILICE

A A MH(Source settings), Kinesis Cl|O|E{ A E Zl(Kinesis data stream)0l A Kinesis CIO|E{ AE
2ol ARNEZ U247 Lct

M& AEZ| 0|&(delivery stream name)0i| Kinesis O|O|E{ AE R 9| O|& & =& LICt.

CHat 4% (Desination settings)0ll A Amazon S3 HHZ! 2 MEHSH 7L HZ! URIE 1238 LCH.
(MBS ALE) JSONE QIEIR! IS AL8sto] S TEIM'E S EHstELICH ol SM2 &4 HE
Ol EfUARKEZE J|Ho 2 AEZ|Y 5 H|0|EE E&steis B0l Mgt o:

- 5 mtE|A{'2(Dynamic partitioning)l A Enabled(&433H & MEHEHLICH

« M & FE2XHNew line delimiter)0i| A Enabled(&&3HE MEIENLICE.

« JSON2J QI2}Q! 1} A(Inline parsing for JSON) Enabled(& 438H)E ME4EHLICEH

« 5X mlE|M'Y 7|(Dynamic partitioning keys)0ll M CHS S F7H&LICEH

7| o|& JQ E34

project .projectName| "project=\(.)"

site .eventPayload.siteName| "site=\(.)"

time timestamp| sub("[0-9]{2}:[0-9]{2}:[0-9]{2}.

[0-9]{3}$"; "00:00:00")| "time=\(.)"

SX otE|MY 7| 2&(Apply dynamic partitioning keys)2 ME4SI T MM El Amazon S3 HZ!
S A7t ' {partitionKeyFromQuery:project}/!{partitionKeyFromQuery:site}/!
{partitionKeyFromQuery:time}/QIX| &l&L|C}.

Amazon S3H|MH A= CtS 7| A2 AB'LICEH /project={projectName}/
site={siteName}/time={yyyy-mm-dd 00:00:00}/{filename}.

M& AEZ| MM(Create delivery stream)E MEIENL|CEH

Amazon S301AM GIO[E] X& 5} 7] 379
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Lambda& AFE St O|O|E{ X2

|

>—

. 1E|'7:” g': 0‘” AWS El/\}\o.” OHA‘” gE|. _)'\_ 9

1

o 2CHA|: Lambda &% AtiAd
AN
T

o 3EHA|: Lambda &

« 4EtAH: AWS Lambda &0l M Kinesis E2|7{ 43}

1EHA|: &0l AWS EB[AA0 HHAE = e &5 HEHE MS5te IAM g2 OHE

LICF.

o AFS MBI MH|A EEE= AP AbE|2| B Lambdag MEHENLICE.
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https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://console.aws.amazon.com/iam/home?#/roles

Amazon Monitron

Step 1

Select trusted entity

Step 2

@ Add permissions

@ Name, review, and create

Step 3

Select trusted entity ..

Trusted entity type

© AWS service
Allow AWS services like EC2, Lambda, or
others to perform actions in this account.

) AWS account

Allow entities in other AWS accounts
belonging to you or a 3rd party to perform
actions in this account

() web identity
Allows users federated by the specified
external web identity provider to assume

this role to perform actions in this account.

SAML 2.0 federation

Allow users federated with SAML 2.0 from a
corporate directory to perform actions in
this account

() Custom trust policy
Create a custom trust policy to enable
others to perform actions in this account.

Use case

Allow an AWS service like EC2, Lambda, or others to perform actions In this account.

Service or use case

[ Lambda

Choose a use case for the specified service.

Use case
© Lambda

Allows Lambda functions to call AWS services on your behalf.

4. Tet F7L HOIX[O|M CHEE ™St AAIL.

Cancel

« T8 HA0{ M AWSLambdaKinesisExecutionRole (12|11 Kinesis 2 E &
AWSKeyManagementServicePowerUser &

. Hat A

- OS2

@ Select trusted entity

o
MEdELICH

Aol FHE Oz FHAR.

Add permissions ...

FESHE|RIERI 04F) E M

AMEHS}

0]
=S LICE

Step 2

@ Add permissions

@ Name, review, and create

Step 3

Permissions policies (2/981) o

Choose one or more policies to attach to your new role.

Filter by Type

[ Q, AwsLambdaKinesisExecutionRole

X ] [ All types

Policy name [

4|

Type v |

v ] 1 match 1

Description

©

c]

CHE

AwSLambdaKinesisExecutio...

AWS managed

Provides list and read access to Kinesis... ]

» Set permissions boundary - optional

Cancel Previous Next

Lambdag

AME

=
L

Cilol&d M2
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AR 7H0|E

5. O HdE 4 /M4

o HOolX[olM CtSE s-stHAIL.

. oiE M Wi 0| 018 0|B0f % 0|8 S UK LICH ME S04 lambda-kinesis-role.
Meis] Mg FIbsE B M 25 el

C AT AEIE £ Q)= E|E| MS) QU 2Tk HE FUto| MBS IR KAIFLICH 3B B
AAE FNY BT FTt0IM EiT £7HE MY £ s

laM > Roles 3

Select trusted entity

Add permissions

Mame, review, and create

Name, review, and create

Role details

Role name

lambda-kinesis-role

Deascription

Allows Lambda functions to call AWS services on your behalf.

Step 1: Select trusted entities

s B

2 "Version": "2012-1@-17",

3- "Statement™: [

4- {

5 "Effect™: "Allow™,
6 "Action": [

7 "sts:AssumeRole"
8 1)

9- "Principal™: {

10 - "Service®: [

11 "lambda . amazanaws . com”
12 ]

13 }

14 }

15 1

Step 2: Add permissions

Permissions policy summary

Palicy name [ e Type
AWNSKeyManagementServicePowerlser AWS managed
AWSLambdakinesisExecutionRole AWS managed

Attached as

Permissions policy

Permissions policy

Lambdag& At&E Oi|O[E{ {2
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6. T dES MEELICH

AWwON
bl
.
Pl
2

process-record-python

Lambda Functions Create function

Create function

Choose one of the following options to create your function.

Author from scratch Use a blueprint o

Build a Lambda applicatien from sample code and
confguEstion presets for Comman use cades.

Start with a simple Helle World example.

Blueprints infe

Q 1 match

Blueprint name: kinesis-process-record-python X Clear filters

kinesis-process-record-pyth ©
on

AN Amazon Kinesis SIeam processor
that logs the data being published,

python3.6 - kinesls

3EtA|: Lambda &% 74

1. &% O|&(Function name)2 MENEL|CH
C
—

2. HEAHOMEBE A

A _Is
3. Kinesis EE|HE FAELICH.

1. Kinesis 2AE 2lg MEHELI|C}.

2. &4 MM (Create function) Z&IgtL|C}.

2| E 74 M & 0f A kinesis-process-record (nodejs) &

= E AM35tod MEHSILICE. kinesis-

Container image Browse serverless app repository

Select a contalner image to depley for your function. Deploy a sample Lambda application from the AWS

Serverless Application Repasitary.

Export

1

cancel configure

Lambdag& At&E Oi|O[E{ {2
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Lambda > Functions > Createfunction > Configure blueprint kinesis-process-record-python

Basic information infe

Function name

myFunctionName /

Execution role
Choose a role that defines the permissions of your function. To create a custom role, go to the 1AM console.

() Create a new role with basic Lambda permissions

{lO) Use an existing role

) Create a new role from AWS policy templates

Existing role
Choose an existing role that you've created to be used with this Lambda function. The role must have permission te upload logs to Amazon
CloudWatch Logs.

" L]

Kinesis trigger

inesis stream
Select a Kinesis stream to listen for updates on.

C
N | [o]

Select an optional consumer of your stream to listen for updates on.

Consumer

|Noconsumer v| | & |

Batch size
The largest number of records that will be read from your stream at once.

| 100

L4 ]

Batch window - optional
The maximum amount of time to gather records before invoking the function, in seconds.

Starting position
The position in the stream to start reading from. For more information, see SharditeratorType in the Amazon Kinesis APl Reference.

L4 ]

| Latest v |

» Additional settings - optional

In order to read from the Kinesis trigger, your execution role must have proper permissions.

Lambdag A+-&8t-ElotE-*2E 384
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AR 7H0|E

4T AWS Lambda 2

1. T > EE[HE

Kinesis AE & 0|§ ¢

Lambda Functians kinesis-process-record-lambda

kinesis-process-record-lambda

) Congratulations! Your Lambda function “kinesis-process-record-lambda® has been successfully created and configured with bughbash as a trigger in a disabled state. We recommend

testing the function behavior before enabling the trigger,

* Function overview infs

' kinesis-process-record-
lambda

== La 0
§:§ WErs oy

E Kinesis

=+ Add trigger

Code Test Monitor Aliases Versions

£ 0| M Kinesis E2|7{ &%

35}

FL|C}.

Throttle (3 cCopy ARN Actions ¥

x

Drescription
An Amazon Kinesis stream processor that logs the data

being published.

Last modified

3 minutes ago

+ Mdd destination

Function ARN
(P arn:aws:lambdacus-east-1:597170062691 function:kines!
i-process-recond-lambda

Function URL info

General configuration Triggen’ﬁ“l] c Delete Add trigger
Permissions Trager
Destinations
inesis: bugbash (Disabled)
Function URL - mew i Rirsers-ait- 15071 20062601 stream Bughah
* Details
Enviranment variables
VP
Ol Ao ALEEl HALEI2 MEfet AEZIO| 27 H|O[E{EF AFEELICE LIS 0l Lambda &+ ZEE
FIt2 HEstoi O SEE ElA3E 2red + Q&L
v2 O[Ol LHELHZ| 2 Z|0te| Ofsh
Zt E-H OIO|E, sHE F& ZAn}, Ho|EH o] 23Z/94A8 SHAl, M @172/ Al O|HE = JSON &4
Of Kinesis CllO|E{ AEZ| B|Z = &tLIZ LHELHEILICH
A
385
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Amazon Monitron

. v2 A7|OF A

o v2 A7|0} ot2tO|E

v2 A7|0F &4l

"timestamp": "string",
"eventId": "string",

"version": "2.0",

"accountId": "string",

"projectName": "string",

"projectId": "string",

"eventType": "measurement|gatewayConnected|gatewayDisconnected|sensorConnected|

sensorDisconnected|assetStateTransition",

// measurement
"eventPayload": {
"siteName": "string",
"assetName": "string",
"positionName": "string",
"assetPositionURL": "string",
"sensor": {
"physicalIld": "string",
"rssi": number
1,

"gateway": {
"physicalIld": "string"
.
"sequenceNo": number,
"features": {
"acceleration": {
"band@To6000QHZ" : {
"xAxis": {
"rms": number
},
"yAxis": {
"rms": number
.

"zAxis": {
"rms": number

.
"band10TolQ00HZz": {

386
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"totalVibration": {
"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
1,
"xAxis": {

"rms": number
I
n 3 ",
yAxis": {

"rms": number
1,
"zAxis": {

"rms": number
}

},
"velocity": {
"band10Tol000HZz": {
"totalVibration": {
"absMax": number,
"absMin": number,
"crestFactor": number,

"rms": number
},
"xAxis": {
"rms": number
I
"yAxis": {
"rms": number
},
"zAxis": {
"rms": number
}
}
I
"temperature": number
}
"models": {

"temperatureML": {
"previousPersistentClassificationOutput": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationOutput": "string"

I

v2 HIO|E LHELHZ| & 7|0te] o5 387
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"vibrationIS0": {
"isoClass": "string",
"mutedThreshold": "string",

"previousPersistentClassificationOutput": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationQutput": "string"

1,

"vibrationML": {
"previousPersistentClassificationOutput": "string",
"persistentClassificationOutput": "string",
"pointwiseClassificationOutput": "string"

// sensorConnected
"eventPayload": {
"siteName": "string",
"assetName": "string",
"positionName": "string",
"assetPositionURL": "string",
"sensor": {
"physicalIld": "string"

// sensorDisconnected
"eventPayload": {
"siteName": "string",
"assetName": "string",
"positionName": "string",
"assetPositionURL": "string",
"sensor": {
"physicalIld": "string"

// gatewayConnected
"eventPayload": {
"siteName": "string",
"gatewayName": "string",
"gatewayListURL": "string",
"gateway": {
"physicalld": "string"

v2 HIO|E LHELHZ| & 7|0te] o5
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}

// gatewayDisconnected
"eventPayload": {
"siteName": "string",
"gatewayName": "string",
"gatewayListURL": "string",
"gateway": {
"physicalIld": "string"

// assetStateTransition
"eventPayload": {
"siteName": "string",
"assetName": "string",
"positionName": "string",
"assetPositionURL": "string",
"sensor": {
"physicalIld": "string"

I

"assetTransitionType": "measurement|userInput"

"assetState": {
"newState": "string",
"previousState": "string"

},

"closureCode": {
"failureMode": "string",
"failureCause": "string",
"actionTaken": "string",
"resolvedModels": list<"string">

}

v2 A7|0} ot2t0o|E

Amazon Monitron Kinesis GIO|E{ LIELHZ| 2 7|0F v2oll= CtS3F 22 A 7|0t ot2l0|E{7} =& g

o U&LICH L2 mZt0|E = v1o|Md Hoo|EE RHoln LR = v2 TR JLICE 0o & S04
siteName2 v19| & #Hml| £=ZF m}2tO|E{ILIC} v20iMHE eventPayload YIEIE| OF2HOIM B E 5
Ae F eimf =Z matolE oot

v2 Ol|O|E LHELHZ| A Z7|0t2] O|5H 389
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XA

|K

« Amazon Monitron MH|A7} SHZIE UTCE A8 [Ho| Ef AR T

&t Clo|E{ LHELHZ| O|HIE ID. =418t Kinesis AEZ| B|ZEQ| 552 X
o

« &7(0F HY

e Z':10EE 20
accountld

« Monitron T2ME o| 12X} 2| AWS AHE ID

0%

- X O|HE AEZ] ZI O|HE fY0l= & eventPayload 40| J&LICEH

« 7t'S%t 2k measurement, gatewayConnected, gatewayDisconnected,
sensorConnected, sensorDisconnected, assetStateTransition.

eventType: measurement

v2 HIO|E LHELHZ| & 7|0te] o5 390
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eventPayload.features.acceleration.band0To6000Hz.xAxis.rms

. xZ0| FT4 CHod 0~6000HZOIA BHEEl 7HE E 0| R KZ2

- AR

« EFR|:m/sh2
eventPayload.features.acceleration.band0To6000Hz.yAxis.rms

. yE0| ZI}4 T} 0~6000HZOI M BHEHEl 7H4 0| TR A2 2

. HAL 2R

o EF2[: m/sh2
eventPayload.features.acceleration.band0To6000Hz.zAxis.rms

- zFo| 0l O] 0~6000Hz0 M BHEE 7HS o] B M=2

- AL xR

o EFRl: m/sh2
eventPayload.features.acceleration.band10To1000Hz.resultantVector.absMax
« FIt= O 10~1000HzO| A BHEHEl ™HO] 2[CH 7HES

A

o B2 m/sA2

o FIt= CHS 10~1000HZO A & E MOl 2[4& 7S 2

- AL xR

o B2 m/sh2
eventPayload.features.acceleration.band10To1000Hz.resultantVector.crestFactor

« FIOt4 O 10~1000HZzOAM 2H&HE 1S ot g

- AL =X
eventPayload.features.acceleration.band10To1000Hz.resultantVector.rms

« FIt CH% 10~1000HzOA 2HEHEl 7HE o B2 M&2

- AL Xt

* m/sh2
eventPayload.features.acceleration.band10To1000Hz.xAxis.rms

« x59| It CHY 10~1000Hz0| M BH&HE 7ISE0| WA MES2

. %=UKI- §:_x

=

v2 HIO|E LHELHZ| & 7|0te] o5 391
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* m/sh2
eventPayload.features.acceleration.band10To1000Hz.yAxis.rms

- yEO| Fuf LY 10~1000Hz0AM 2HEEl 7S 2ol B ME=2

- AL xR

* m/s"2
eventPayload.features.acceleration.band10To1000Hz.zAxis.rms

« z59| &1t 3 10~1000HzO| M EEE 7S£ 0| HE AME2

o AL xR

* m/sh2

. otEtE 2o
. Al 2%t

- °C/Z
eventPayload.features.velocity.band10To1000Hz.resultantVector.absMax

« Tt i3 10~1000HzO| A #HEHE HO) =[cH S =

- BAL =X

* mm/s

eventPayload.features.velocity.band10To1000Hz.resultantVector.absMin

o ZFul% CH 10~1000HZO| A BHEHEl MOl 2|4 & E
o AL =X
e mm/s

eventPayload.features.velocity.band10To1000Hz.resultantVector.crestFactor
« FIt= CH2d 10~1000HzOAM ZHEE £ E Tt g
A x|.

OII

eventPayload.features.velocity.band10To1000Hz.resultantVector.rms

o I} CHAE 10~1000HZzO|M & E S o| HWFE NME2
- BA: XA
. mm/s

eventPayload.features.velocity.band10To1000Hz.xAxis.rms
« x59| Fut== CHF 10~1000HZzMMH & E ST ol B Ma=2

v2 HIO|E LHELHZ| & 7|0te] o5 392



Amazon Monitron

. Al =%t

* mm/s

eventPayload.features.velocity.band10To1000Hz.yAxis.rms

« yEO| FI}4 [ 10~1000Hz0| M BEE ST o| WHE MES2

e

. HAL X
* mm/s

eventPayload.features.velocity.band10To1000Hz.zAxis.rms

- z59| b CHYF 10~1000HzOIM B EE ST 0| B ME2

. BAL 2K

=

s mm/s

eventType: sensorConnected

siteName
- ol EA[E! AOIE O|F
- 98 BXtd
assetName
« Holl A== Rt OIF
- R BRY
positionName
- Aol EAIE MM x| O|F
. 23 2XY
assetPositionURL
« Aol EAIE MM URL
. ©34 2119
physicallD

=
=
- 7Y EXd

v2 HIO|E LHELHZ| & 7|0te] o5
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eventType: sensorDisconnected

siteName
- ol EAIEl AFOIE O|F
- R BRY
assetName
- ol EAIZlE=E Rt OIF
- R BRY
positionName
« ol EAIE MM 2IX| OIF
- R BRY
assetPositionURL
« Mol EA|E MA URL
- 98 BXtd
physicallD

=
=
- 7Y EXd

eventType: gatewayConnected

eventPayload.siteName

- ol ZAIE! MOIE O|F

- R EBRY
eventPayload.gatewayName

- ol ZAIE! AHo|ER{0]|2| O|E.

- R BRY
eventPayload.gatewayListURL

- Holl ZEA|E HO|ESO| URL

- R BRY
eventPayload.gateway.physicallD

« Amazon Monitron MH|A0]| HIO|E{E M&5t7| «s &3 AZ2E HOIESo|el Z2IX ID

- 28 EXY

v2 HIO|E LHELHZ| & 7|0te] o5 394
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eventType: gatewayDisconnected

siteName
- ol EA[E! MOIE O|F
- R BRY
gatewayName
- ol EAIE! HO|ES0[Q| O|E.
- R EBRY
gatewayListURL
- Holl ZEA|E HO|ESO| URL

. _|<_3l_o=i = X|.0=|

physicallD

« Amazon Monitron MH|A0{ C|O|E{E T&5H7| {a &2 44

. _Ic_>l_o=i = XI.C):'

eventType: assetStateTransition

eventPayload.siteName
- Holl EA|El AOIE O|F

=
o
M

0%

FoN=
eventPayload.assetName
- Holl EAE= Rt OIF
- RYE: =AY
eventPayload.positionName
- Holl EAIE MM 2IX| OIF
- R BRY
eventPayload.assetPositionURL
« ol EAIE! MM URL
. £33 21}
eventPayload.sensor.physicallD

- FY0| MEElE Mol =X ID

47

El HolEfolel E2IM ID

v2 HIO|E LHELHZ| & 7|0te] o5

395



Amazon Monitron INT=IY A To] =]

- 7Y EXE

O|HIE H|0|2 E. assetTransitionType

« KpoF fEf MEtol §Q

- RY 2
« 7tS%t 4t measurement == userInput

eventPayload.assetState.newState
o KAFO| AR APEH
- R BRY
eventPayload.assetState.previousState
« Xp&Fol OfF & EN
- R BRY
eventPayload.closureCode.failureMode
« O] ZoHE QXIS mf AFS KT MEEH ol 2=
- RY: BRI
« 7ts8t gk NO_ISSUE | BLOCKAGE | CAVITATION | CORROSION | DEPOSIT | IMBALANCE

| LUBRICATION | MISALIGNMENT | OTHER | RESONANCE | ROTATING_LOOSENESS |
STRUCTURAL_LOOSENESS | TRANSMITTED_FAULT | UNDETERMINED

eventPayload.closureCode.failureCause
- HOHE 2IXIFE W ALERI7E ¥ EECH2 0 MEYSE Trof I L(cH
- R BRY
« 7ts¢8t 2k ADMINISTRATION | DESIGN | FABRICATION | MAINTENANCE | OPERATION | OTHER
| QUALITY | UNDETERMINED | WEAR
eventPayload.closureCode.actionTaken
- AFSX7F Y EECHROIAM MEHEH CHE O] o2 & =52 SEE M FIGHE = XIJLICH
- 7Y BEA
« 78t gk ADJUST | CLEAN | LUBRICATE | MODIFY | NO_ACTION | OTHER | OVERHAUL |
REPLACE
eventPayload.closureCode.resolvedModels
- ENE XMEt 2E ME.

. =2
E2AIE 55

K

d

30
or o2

P

8t Zt: vibrationISO | vibrationML | temperatureML

v2 HIO|E LHELHZ| & 7|0te] o5 396
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2d. 25 ml. persistentClassificationOutput

- 717 & Vg R RROXISH ER £

- AL xR}
.« S35 7t UNKNOWN | HEALTHY | WARNING | ALARM
28 25 ml. pointwiseClassificationOutput

- 7|H st Tl 2 REHO| ME 2R &1

- Bl EXtS

« X ZL:UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM
models.vibrationlSO.isoClass

- 1SO 7|8t TIE 2= AF& 3= 1SO 20816 S=(7|H Elsel 5 & Bt

- Bt EXtAE
S$ & 2f: CLASS1 | CLASS2 | CLASS3 | CLASS4
models.vibration|SO.mutedThreshold

- ISO 7|8k Tls RO LdEE SATs7| @8t HA 2k

- EtQl: BXrY

e X Z/:WARNING | ALARM
29l XIS 1S0. persistentClassificationOutput

- 1ISO 7|gt TIS REO| X|&EM 2R/ &8

- Bl EXtY

b

£)

« $ % %f: UNKNOWN | HEALTHY | WARNING | ALARM
ZIS ISO. pointwiseClassificationOutput

- ISO 7|t ZIs RRO| XZQIEH B 7 £

- ©35 Zb: UNKNOWN | HEALTHY | WARNING | ALARM | MUTED_WARNING |
MUTED_ALARM

2 & HO|E2]0|M ML. persistentClassificationOutput

- 7|H &g Tlet TIES RHO| XM BF £

- Etl: 2R

« $ % %f: UNKNOWN | HEALTHY | WARNING | ALARM
2 & HO|E 20| ML. pointwiseClassificationOutput

- 7|H & Tlet Bl BRI X EH 2R £
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. B BRt
« X ZL:UNKNOWN | INITIALIZING | HEALTHY | WARNING | ALARM

assetState.newState

o CEREE PR
. Ehel Xt
e X ZL: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM

assetState.previousState
- EHE XeElst7| Tel 71H &EY
- Etel 2ty

« 3% 2t: UNKNOWN | HEALTHY | NEEDS_MAINTENANCE | WARNING | ALARM

Kinesis v10{ A v22 Ot0|28y|0|M

34%H v1 CllO|E{ 27|02 AFE35t Q/CHH 0|0| Amazon S3Z HIO|E{E E LT 7L} LambdaZ O
O|E{ 2EZ HO|ZEE F7IZ XMElstn U = UELICH

=

« O|O|E{ AF|OIE v22 UO|0|E

« Lambdag& AFE 8 O|O|E{ XME| YHIO|E

ClO|E & 7[0HE v2= HH0|E
vl £7|0t2 C|oJE 2E &g o|0| # 8t 32, CheE ™t Clo/H HEUWZ| Z2MAE MH(o|
éEI- _/F Al\l:ll’lEl-

-

Amazon Monitron 22 L|C}.
Z2MEZ 0|SELCt.

24xf 2fol= HIolE LHELHZ|E S XIELIcH

2tO|E H|O|E LHELHZ|E Al%stod Ml CIO|E 2EBIE dEgfL
Mz H48t olole AERIS MEHELICEH
X

=H
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import baseb4

def main_handler(event):

# Kinesis "data" blob is base64 encoded so decode here:
for record in event['Records']:

payload = base64.b64decode(record["kinesis"]["data"])

measurement = payload["measurement"]
projectDisplayName = payload["projectDisplayName"]

# Process the content of the measurement
# ...
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import baseb4

handlers = {
"measurement": measurementEventHandler,
"gatewayConnected": gatewayConnectedEventHandler,
"gatewayDisconnected": gatewayDisconnectedEventHandler,
"sensorConnected": sensorConnectedEventHandler,
"sensorDisconnected": sensorDisconnectedEventHandler,

def main_handler(event):
# Kinesis "data" blob is base64 encoded so decode here:
for record in event['Records']:
payload = base64.b64decode(record["kinesis"]["data"])

eventType = payload["eventType"]
if eventType not in handler.keys():

log.info("No event handler found for the event type: {event['eventType']l}")

return

# Invoke the appropriate handler based on the event type.
eventPayload = payload["eventPayload"]

eventHandler = handlers[eventType]
eventHandler(eventPayload)

def measurementEventHandler(measurementEventPayload):

# Handle measurement event
projectName = measurementEventPayload["projectName"]

def gatewayConnectedEventHandler(gatewayConnectedEventPayload):
# Handle gateway connected event

# Other event handler functions
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Amazon Monitron X Amazon Monitron » Projects

Projects

Projects

» How it works

Project (1) fo Create project

Q Find projects

Project name v Project Id
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Amazon Monitron X Amazon Monitron » Projects > Test_Project

Projects TESt_PrOj ect Open in Monitron web app [2

¥ How it works

© Admin user added Email instructions [A |

B &8 = Je3)

Create project Add admin users Email instructions info Manage user directory
Create a project to monitor Assign admin users to manage Send users instructions for Info

your assets. assets and sensors within a accessing the Amazon Use IAM Identity Center to
© Created project. Monitron app. manage your user directory

for Amazon Monitron.

Open 1AM Identity
Center [

Project details info

Project name Project link
Test_Project Open in Monitron web app [
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Getting Started MNew User-defined cost allocation tags | AWS generated cost allocation tags |

Home New

Billing and Payments

Bills AWS generated cost allocation tags (1/2) e Activate

Payments
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Credits | Q g
Purchase Orders -] Tag key 'S Status ¥ Last updated date v Last used month ¥
Cost Analysis
4 [ ] ®mactive  December 06,2023, 11:10 (UTC-0500)  December 2023
Cost Explorer New
O |:| ® Inactive December 06, 2023, 11:10 (UTC-05:00) December 2023
Cost Explorer Saved Reports

Cost Anomaly Detection
Free Tier

Data EXports New
Cost Organization

Cost Categories

Cost Allocation Tags I 2
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Billing and Cost 1 X Billing and Cost Management > Cost Explorer » New cost and usage report Applied filters (0) Clear all| &
Management

Service Clear

New cost and 3
Home New usage report
Getting Started New Linked account Clear
Billing and Payments Cost and usage graph e | Choose linked accounts v |
Bills Region Clear
Total cost Average monthly cost

Payments 9 Y | Choose regions v |
Credits $18,809.41 $3,134.90

Instance type Clear
Purchase Orders servi

ervice count | Choose instance types v |
Cost Analysis
1 4 I u Cl

Cost Explorer Saved Reports Costs ($) | Choose usage types v |
Cost Anemaly Detection — Usage type group Clear
Free Tier | Choose usage type groups v |
Data Exports New Resource Clear
Cost Organization 23K | Choase services for resources v |
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Cost category Clear
Cost Allocation Tags i

| Choase cost categories v |
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English (US)
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Amazon Monitron

AR 7H0|E

Settings

General

Language
Espariol (Espana)

Measurements

Wibration units

=R
Mmy's
Temperature unit
Celsius (C7)
@ The following settings were successfully
saved: Language, temperature, and vibration
unit.
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Amazon Monitron ALERE7H0|=

Settings [ s | A wll .l ? -
e . Settings Save
You have unsaved changes. x
| General
- - Language
English (US) v
You have unsaved changes. X

If you exit without saving, you will lose the
changes you made to your settings.
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» CreateProject

* UpdateProject

 DeleteProject
» GetProject

* ListProjects
» AssociateProjectAdminUser

» DisassociateProjectAdminUser

* ListProjectAdminUsers

* GetProjectAdminUser

« TagResource
» UntagResource

» ListTagsForResource

* CreateSensor

» UpdateSensor

* DeleteSensor

* CreateGateway

* DeleteGateway

» CreateSite
» UpdateSite
* DeleteSite
» CreateAsset
» UpdateAsset
* DeleteAsset

* CreateAssetStateTransition
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» CreateUserAccessRoleAssociation

UpdateUserAccessRoleAssociation

» DeleteUserAccessRoleAssociation

FinishSensorCommissioning

StartSensorCommissioning
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CI= o= DeleteProject &Y 43E % CloudTrail 20 ZAIE = U LIS Eo{ELICH.

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalld": "principal ID",
"arn": "ARN",
"accountId": "account ID",
"accessKeyId": "access key ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "principal ID",
"arn": "ARN",
"accountId": "account ID",
"userName": "user name"
.
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "timestamp"

}
}I

"eventTime": "timestamp",
"eventSource": "monitron.amazonaws.com",
"eventName": "DeleteProject",
"awsRegion": "region",
"sourceIPAddress": "source IP address",
"userAgent": "user agent",
"requestParameters": {

"Name": "name"
I
"responseElements": {

"Name": "name"
},
"requestID": "request ID",
"eventID": "event ID",
"readOnly": false,
"eventType": "AwsApiCall",
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"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId":
"arn": "ARN",
"accountId": "account ID",
"accessKeyId": "access key ID",
"userName": "user name",
"sessionContext": {

"principal ID",

"sessionIssuer": {3},
"webIdFederationData":

{1,
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "timestamp"
}
}
},
"eventTime": "timestamp",
"eventSource": "monitron.amazonaws.com",
"eventName": "DeleteProject",
"awsRegion": "region",
"sourceIPAddress": "source IP address",
"userAgent": "user agent",
"errorCode":

"AccessDenied",

"requestParameters": {
"Name": "name"

},

"responseElements": {
"Message":

resource:

},

"requestID":

"eventID":

"User: user ARN is not authorized to

resource ARN"

"request ID",
"event ID",

[ulyi)
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"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "account ID"
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "principal ID",

"arn": HARNH’
"accountId": "account ID",
"accessKeyId": "access key ID",

"sessionContext": {
"sessionIssuer": {
"type": "Role"’
"principalld": "principal ID",

HaInH: HARNH’
"accountId": "account ID",
"userName": "user name"

I,

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",

"creationDate": "timestamp"
}

}
I
"eventTime": "timestamp",
"eventSource": "monitron.amazonaws.com",
"eventName": "DeleteProject",
"awsRegion": "region",
"sourceIPAddress": "source IP address",
"userAgent": "user agent",
"errorCode": "ConflictException",
"requestParameters": {

"Name": "name"
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3,
"responseElements": {
"message": "This project still has sensors associated to it and cannot be deleted."
},
"requestID": "request ID",
"eventID": "event ID",

"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "account ID"
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"Effect": "Allow",

"Action": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Monitron INT=IY A To] =]

52 22 4 BLICH AHME LSS IAM A8 MBMO| AM H&S A 3104 Amazon EC2 214
B120) M MSEIE OhE Bl 0lMo] FBt H0IE AEFHANL

>

|§ LotEE{H IAM AHE HBEA | IAM FE (ALS XL

IAM HEE ALEE K| = IAM ALEALE A8 E
A

S 2l420] AWS SIS0} QK28 RofE < RlaLich BAE D
AdE M AWS sl ‘Hets Holstes 7—”. | LICH AWS F A} (AR, FE AEX}
22 At 7t B8 1 Ol21Et FHE BoIELICH WoIM Hete 280) SIS EHL HRE

JSON EAZ AWS X{ZELICt. JSON & 2| 7o 2
N X2 JIQ B & XFHAA|L.

> rrorr g
L}

I rr B B oX
g

o
==
!
=0

HD
o

= AWS JSON A2 AF35t0{ F7F Fodof AMAE £
0] S

A | =X X8 = UE
K1I7P OffH E2[AA0L ofiH ZZ0|M e o™ = U=SKIE XEE & U&LICH

T

A
|0
u
>

>

o} 2dstof= ofiyst HBtE Q& LICH AL KIO|H AF2 A7 2Bt BlAANM &
£ odste{™H IAM M EHM S st Eolch 1™ chE & ElRk7tH IAM

Jtotn, ALEXTL FY E s + USLICH

22 mo rir
fjo N
19 o

o I N
=

b ok ol
mjo
e ok
L]
>
d

° ‘:
>

ok ok
o
==

IAM G2 2 = HolgfLIch olE
stz ALKt AWS

A& LICH

2
2
mjo
4%
0%
_o'l_l
N
do
2-':'
>
oo
g'l_l
rr
0x
Iz
S
0z
el
£
o
2
Q
(=)
A

-

=5

. R BE v A

. 7IEH B 9

. ofE] T 93

NS I I SES

D 718 A IAM AFS R, AFS AL 18 i 4T} 22 IDo] HFE £ Qs JSON HEH B 2
RLICH Ol2f# MM AL RIS} GE 0| O 2|4 A9 OfEH ZZHOIA OfE EfATE £88 & Qx|
S FOfEILICH ID 7|8 SIS MASHE WS Lo B{B! IAM AFS ATAMQ| AV BF M4 B E

SHAAI.

HMES AR50 HMA B E 426


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

Amazon Monitron INT=IY A To] =]

Hot OIF yluh HAe Qlatel MM i Bald MMOR S O BRY 4 aLic Qlztel gae

Crl AL A 18 Ei ofEol BN ZEELICH BEIE HAL L) o A8, 18 U Fof i1y
& ol S BAULICH AWS AT EIH HHols AWS ZEIE HAD 17 2a% Hajo| L at

LIk BalE HA s 130l MRS MEisHs WS LohEEIH IAM ALS ATl ZalE A
I} 913+01 FRo| MENS BB AIAIR

. HEH T - HE WA A2 B Jldk FRo| 2k 1AM HIEIEIIAM ALS A EE 28] Roid
4 ol 2O} WS M¥sts D YIS ULICH HHol CHE HEH BAIE MFE 4 st 1
T2 e MEhe JHAMol ot QIF 7|H BAD I Met FAH ol mEBILICH Principal TEof
M AHSRILE o182 KIBSHE BlAA T4 MRS HEt ZHE Sof MEEIx| oba LIt o3t B
5 sHLbol ZBHE WAIS HRE 5182 MWHOIBLICH Mt ZAHO CHEt RHMEH LISS 1AM AHS A
HA{2| 1AM SIE{E|of CHEH FH3t IS BHESHAIAIR.

Al
A = =& H2f (OU) of cHet x|CH MEtE X5 5t= JSON

X Organizations AFQ*| 7t AR 8t 0{2{ AWS AHE 7HE O &
totT S0 2Elste MEIAQJLICEH ZEIM 2ZE 7|52 43t e 42, MU|A o A
SCP)2 olo| = ZE HHH MEF + U&LICH sSCP= ¢ A AE|E| (ZF AE|E| =
gh) of CHeF HeH2 MBHEfLICH AWS A R E AFZRIZE X U SCPof| CHEH REMIEH LI 2 AWS
Organizations AHE B Q| SCP 5 W A2 R ZFIMUAIL.

. MHIA KMo{ &= (SCP) - SCPE XX
HAHRIL|Ct. AWS Organizations AWS

ol

—~

TS| B R SES R PG RS Es st O£
At migto|e 2 Meste 1
2ot oIF 7[Ht HA 9| oSk L HEHE 2lAA T[H HMo| M 7K 2 =2 QU
&LICt o|zdet & tLbol Z&rEl BAM HE = &2 MY lgfL[CH AbMEH LHE2 IAM AFE

MBMO| MM HEE FHESHAAIL.

rlo
19

g'l_-

H

Ir
El
AN
o
o
[
>

EXtof CHall YAl Mg T2 T2 LAlo2 M

= I
= SHQLICH Aoz U MMe HEH2 AHEXH EE HE 9|
X

H

on El
Pall
o
=
End

2

of2] HA R0l ol MBE|S ZL, Fnt BEHe olshst |7 O SRELIC ofe] B g0l #
HE ZS QM2 SIS R E AWS ZHotE WHS Loh2 BT IAM ALS MTMo| KA Byt 2
2l Azt AAIL

YA ALE5to] AM A e 427


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

Amazon Monitron INT=IY A To] =]

Amazon MonitronO| IAMZ} £ S 3l= g4l

IAME A 3104 Amazon Monitrono| CHEH HMAE HE|517] 0l Amazon Monitron0l| A AF2 & 4
£ IAM 7|s& 0|53l oF &rL|Ct. Amazon Monitron & AWS 7|E} MH|ATF IAMT} &7 2 S5He &
Mg JHE Mo 2 AT{ER{H IAM AFE AEAMOl IAMI}F B 5 S35t= MHIAEAWS EHESHAAIL.

=

« Amazon Monitron X}Z S 7|+ %434

« Amazon Monitron 2|A A 7| Z{=4

+ Amazon Monitron EfJE 7|t 2 #HEH £ 0]

+ Amazon Monitron IAM 23&f

« Amazon Monitron XtZ4 53 7|8t 3 of K

+ Amazon Monitron A}Z 8 & HMA =X SHE

Amazon Monitron A}Z3 5 7|HF X4 =H

HEBE|HL HE L= 2T 2l AA B 20| HBE|HL HEE = ZHE XIHsE{H IAM AHE &
H 7|8t HE S AFESHAMI2. Amazon Monitron2 §H &, 2|lAA X X7 7|E X|HELICH JSON H
Mo M A etE ZE Q40 Chs 21 ACHH 1AM ALE M AC| IAM JSON B3 @4 HZE &FZ
StMI2.
A
. XFO4

= =
o BlAA
o X4 7|
. of
xFO4
= =
#E[XH= AWS JSON HEE AL 3104 F71 Fo0f| HMAE £+ UEX| XIHE & U&LICH &, oH
HOot FX|7} o B|AAQL OiH ZHMM EH e s 8E + UsEX|E KIHE = &L
JSON HAO| ActionAE HHMOM HHAE HE5tHL HESH= O AASE = U= EHATE M
HSHL|C) &2 xtei2 iz o 2 Ztgd AWS API 211t 0| 0| Z&LICH Yx|5tE API 10| Qi

x 2 J&LICH HA0i M o42q Zrdo| e §F 3 71X BT U&LICH

= (- %
7} &ode QlZdo| =4 &tedo|ztm &FLch.

Amazon MonitronO| IAMZ} 2F &S5t &4 428


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon Monitron INT=IY A To] =]

o474 E| xto{2
=

AZE BYUS W £ e HES Hodsty| U B AAUS THFHANL.

Amazon Monitron2| & 2t =4 otof monitron: MFAIE AFEELICH 042 £0{ Amazon
Monitron CreateProject ¢
y N

HHE0|E Action _._E NotAction 247t

monitron:CreateProject N = RSk
Ol MH|AR 85 £ Q= A3 E MHstE T8 &Y

Zstr|o{of gfL|Ct. Amazon Monitron

e e Holghoh

o o

(@ Note
deleteProject 75.*%‘.'% -’F—éc'iﬁE# ™ AR E @B AWS IAM Identity Center (SSO) T 8t0|
24040 L|ct. of2{eh #Hetol ‘3;'01_'.:_ M 7Isg A8t ZTEMETJL MHELICE S K|E
SSOOf A 2l&ATt xﬂHEI = ooz ssoow HZtdYol E = U&Lict

OII

HHE otLtofl ode] S X|Hsted™ St 20| = FEELICH

"Action": [
"monitron:actionl",
"monitron:action2"

-

SUSHE()E ALB 504 04E] HIS KIBY 4 QBLICH 08 S0f, Listats BHOIZ Alstets 2
X =

"Action": "monitron:List*"

Amazon Monitron2 Ao 2|AA ARN X|HE X|&SHK| gt& L.

Zr2|XH= AWS JSON HAZ A8 5t0{ 71 FSdof] Al =
Hot FA|7t ofH 2| AAL o Z7HOM 2HE Y = U=KIE X

Condition 2A(E= Condition E5)8 AFS5tH HMO| Y k= ZHE X[HE = J&LICt
Condition 4= SMYLICE Z 7Lt &S0 22 Z7 QIAMALE ALE5t0 HAMo| Z7AE Q9

2T YxIAIFIE ZHAIS M 4 sl

(@)
4L
(@]
=

Amazon MonitronO| IAMTZ} ZF S5l = 44l 429


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

Amazon Monitron INT=IY A To] =]

Bt 20f|A 0424 Condition R4S X|&stHLF B+ Condition K40AM 0424 7
AWS = =X AND EfA T E AFE50o{ WItELICH BFY =7 Flof o 2t E XIH A
X OR A2 AFE5H0od ZZHE AWS LWIHEFLICH HEo| HetE F045t7| ™ol ZE XHE

o
L]
=C
aljo

T —_—

o
=
S = Bt X|HE ot MM AE = JUe HES R0 = UELICH REM[EH LI
M

2 I e
AE MEMO| IAM E2 @4 B I EfTOE FHRSHAAIR.

Amazon Monitron2 AH&| 274 7| 2g S HolstH &8 M A 7| AF2 & X|HELICH 2E AWS

ZEHZTH I ZSEL2 IAM AR MHEMOAWS Z 2 T4 HEIAE F|E & ESHAAIL
Amazon Monitron 271 7| S5 & E24{M IAM A8 AdHA S| Amazon Monitron0f| A Zolst 2fedg &
M. ZHFIE AMEE = Ues HY 2| AAE otEE2{T Amazon Monitron0fl AR E|= =74

7l e HxstML.
of

Amazon Monitron AtZ3 & 7|8t =4 of| K|& E 242 Amazon Monitron AFZ3 S 7|dF 2431 of K| Al

ME BxstH L.

Amazon Monitron 2|A A 7|d Z42H

Amazon Monitron2 Z2|AA 7|8t A g x| K| ef&LCt.

Amazon Monitron E{1E& 7|8t 2 H§t 204

HEt HoiE s EX 8% 2| Amazon Monitron 2|A A0 Ef2E 488 £ l&LICt EjaE 7|t
o2 HMAE X|0{5t2424 Amazon Monitron:TagResource/${TagKey}, aws:RequestTag/
${TagKey} EE= aws:TagKeys =71 7|E AFEsto{ Aol =74 240 E{O HEE NS ELICH

Amazon Monitron IAM 23&t

IAM g2 AWS AIE LHoM §7& HErE 7HE AE|E[ LT

Amazon MonitronO| IAMTZ} ZF S5l = 44l 430


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmonitron.html#amazonmonitron-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmonitron.html#amazonmonitron-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmonitron.html#amazonmonitron-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

Amazon Monitron INT=IY A To] =]

Amazon Monitron0| A RIA| E0F 1B HE ALE

QA EoF OIZ 2 AIE25t0d mHd|o|Me 2 2015t 7HLt IAM F& 2 £ UG HLE nit HNH g
£=lst £ QI&LIC}H AssumeRoleE = GetFederationTokenZt2 AWS STS API 212 55104 A
HOot A sHE d&LCh

MH|A 047 st 2 AL28HH AWS AMH|A T CHE MHH|A Q| BlAAN| HAMASHO] AF2 XIS CHAISHO]
Aodg 228k 4= Ql&L|CH MH|A 9472 odete |AM HI&od| LIEFLL T MH|A 7} A EHLICEH 1AM B 2]
e MH|A A4 d&to| HEtE 2 & UX|PF HEE £~ giaLich

0| 7|52 AHE38tH MH|ATH AFEXHE CHAISHO{ AMH
™ MH|ATF CHE MB[A Q] ElAA0] M ASH AFEX 8|
2 1AM Aol LIEtLL DT, SHE A" ol AR ELCH &, IAM #

|
T QU&LICH Jg{Lf HErE HESH Mu[a o 7|s0| £24E + U&LICH

(>
Rl

Amazon Monitron2 MH|A &g K|EL|Ct.
Amazon Monitron A3 S 7|8t =4 of X

7I2Ho 2 IAM ALE R & 4E2 Amazon Monitron Z|AAE HE5HLE £HE = U= el §f
&LICH £ B AF85to 2 +EE 4+ & LICH AWS Management Console IAM & 2Rt = T8t
O| ZR?FH IAM AL8 XL, O & = G oA MEHE FoisHof B LICH J24{™ o248 AR, 18 E=
Aqstol M XIHE BlaAold EH EYe
5 o

=
IAM AL XF EE= O &0] O|2{3F HAE

o
5]
FO
ok

Sy 4 AGLICH T2 CHS BaIRHE ST M
74
=

Olzdet ofl Al JSON HH =M

- FObE BT 1AM AFS
MM C| JSON BHoIM B MAS BESHAMIL.

>
0o
2 o
A
>
=2
o
N
e
0x
12
mjo
0x
0x
g'l_l
rr
oL
't
[0
mO

|

- A D A

« Amazon Monitron 2& AL
« 0f: @2 = Amazon Monitron Z2ZHME =

=
=/ o
o Of: Ej10| 7|8t8F Amazon Monitron T2HME S5 & %M

Amazon MonitronO| IAMTZ} ZF S5l = 44l 431


https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

Amazon Monitron INT=IY A To] =]

S D AL

A3 B5F 7|gh HAMof| ek AHZEol| A AFE X7 Amazon Monitron E|AAE A, HMA E= AFKE
T UK {77t AHEELICH o] 2o 2 Qe AWS HHof HIE0| &g &= AU&LICt ID 7|8 =AY
= ddotHL HAE W= oS KR HE Mg S mELUCH

ol
i

HMOR Alstetod 2l4 Mt HEHOR 0|5 — AL RIS} YA Z S0 M Hodste
| 48 Aol TS Rt AWS BHElY *"‘—'*%AP%%WI S IR 2 oM AL
4

>
=
h

o> 3o

r
[

Ard
T oo

o> ne

r
_|T'_
>
E
w
X
_i
_>,'_
()
Pl
v
2
E
nr
>
é
w
|_
A
|-.I
E
00|I
0
12
mjo
0
10 |
Q'I_I
_9._
_.‘E
_,|_
|
g
IIH)|
o
rr
S

XM1I°._F LHo: IAM A+E *E*‘?;'A-IP.I AWS EFEI%' S £ = 2 Foi CietAWS #eld o
AlAlO
= —_.

—_ -

B 1o gy 4
]
P
ol

=
ro
Il
oo
|
>
=
2
o 3
>
oo
Q'I_l
_(3_
=
ro
mjo
nx
0
9'|_|
rII’
ox
_—|o
m
|>
Iy
[
als
> 0%
g'l_l
Ir

5 2
o I
o %
o g
lo o
I o
N
Q'I_I
w0
e
mo g MO
B>
rH
rok
|0
U
o
A
rA
Illl
rJ_
=)
_>r_
am
oA
L]
>.

>
<

d

o

Fil
rok
jo
i)
P
9'|_|
>
>
to

xrr4r Bro| 3 o ne g
2

o
>
=0
o

1

>
L
> 13
o 10

ro ol ox rok

>
mjo
Pl
oo
ol
hvd
12
=
>
i
|
z
ok
I
oA
12
2
2
r\l
o
N
2
2
Q
o
i)
va
>
2
)
Ol
9

KUl DS

bl

X

ne ek by o2

2 g 4|

>
<
>
o T

Q
m|m
> n
o
()]
wn
—
rllIo
z_
_<,>_ 00
9'|_|
Avd
Ha
rn
fjo Itg mjo
om 0%
o G
> oh
of>
§I=l
(@]
o ™ I
ok
iul
kl
Ral
0%
9,|_'
rr
0%
12

mo- 4y
H1
>
=
0 >
0

Jal
B
ol
]I>-

[0 mjo mu g
2
il S
o
|>
ila
2
fjo
>

o ol
Q'I_-
rr
oy
40

BB

Pl

o
-

A e +| EH°F UN& HEE Roi

=1 IoudFormatlo
2 MHPEMO| IAM JSON M @A XA

| Al

=
=r=lll
oo

>|
L
°
H
_o'|_
Oﬁ

r
r
r !

1> J
5
m
Ju
> |
4
¥a

- IAM Access

7& HMZ =

EP FHE HMS35t0d
9|

IAM Access

* 1AM Access AnalyzerE &35lf IAM HAZ = Q1504 ot M5t 7
Analyzerd| M= IAM =2 210{(JSON)QF 28 Al 7} X 2Hod
QIEtLICH. IAM Access Analyzer= 1007l O|A o] &l &
OlXst T 7S50 MRS KM E = S&LICH KA

RS
Analyzer S* HEE HZsH&lAIL.

=
B oy oor
o

F-.-
L
)
ro 4
>
=
Pl

. HE| THE Q1S (MFA) Ze - IAM AKX} EE=
o2 2lsi AWS H'E MFAE Ed3tst &AI2. API Y
Aol MFA Z7E F7HELICH RHAEH LIS 2 1A
SHAAIL

IAM2| 2259 Atzd|ol| CHEF REMIEE LIE 2 IAM ALE B A ] IAMO| EoF Y A& EZstMA|2.

Amazon Monitron 2& Al

I8

Amazon Monitrong A’Hst2{M Mol =2 AFEXHO: AdministratorAccess

Z£2 MEs0{A
22 Aol AZE MERHE AI85Io X7| MY Z2MAE 2= dtMlR.

Amazon MonitronO| IAMTZ} ZF S5l = 44l 432


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Monitron A%t 7HO|E
Z7| 8™ F day-to-day 2 2I3 Amazon Monitron 2& 01 BM|ASHE{T 2[4 HEH EFHo| Qlo{of

gfLICH olgfeh HeEtE Sall AWS AHE

210{0F 504 1AM ID MIE{S}
7 5% 7l HAg

ZHEE HEF ME

[I — I m—_

of&LICH 7|2 Amazon Monitron 2&

9| Amazon Monitron Z|AA0| CHEH M8 HMEE LIYGStD 2 &
graHoF Lk Z|A E4 HEtECH o XM§H 2l &}
OtEM Z2£&0| sl "o"‘ﬁ”oﬂ 9_47545._' JHA(AM AFE R EE= &) o CHal S|=CHE

2y, 7|s& AM&35t2{™H AmazonMonitronFullAccess
ol HAME 45l oF gL C A&of 2l Organizations 2! SSO MH|A0] CHEF F7F HEHO| B
g s UaLch RME HETE 2o st A AWS X|HElo| 22|5tMA|2.
0f: 2= Amazon Monitron Z2ME 2 & =4
O| of|M| A2 HHEHO| IAM AFEXIO|H AWS HHo| RE Z2ZMEE LIPEeE = Qe HEtE 2oL
Ct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "monitron:ListProject"
"Resource": "*"
}
1
}
oi: Ef10d 7|8+t Amazon Monitron ZEME 2 &£ EHAd
A4 3 7|t MAo| RS AR50 Ef2E 7|82 2 Amazon Monitron 2|AA0| CHEF HMAS
Mo{g &= U&LICE O] Ao ME ZEME S5 242 585t HME M= WS BEo{EL
Ct. J2qLt Z2HME El| 1location0 Seattle 40| /= @< 0Bt HEH0O| 20{EILICH O] A2

A
LQ3 Mt Eo43FL|C}.

=24 - = -

E E
Z£0iM o] 2YE 2tz st= O

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ListProjectsInConsole",
"Effect": "Allow",
"Action": "monitron:ListProjects",
"Resource":

"y

"Condition": {

Amazon MonitronO| IAMZ} S 5= g4

433



Amazon Monitron INT=IY A To] =]

"StringEquals": {
"aws:ResourceTag/location": "Seattle"

KEMIEE HE = 1AM AF2 MZE M| IAM JSON M2 @ A Z7HE X SHMIR2.

Amazon Monitron At 53 & M| A EX| a2

C2 ME E A2 3504 Amazon Monitron 2/ IAMS 2 &Hedst [1ff gfAlish 4~ Ql= QlHIX{O| 22 x| & RICH
St =-E = U&Lict
A

« Amazon Monitron0ll A S +&ls HEto| QIS

o L AWS A Q89| A2 A7} LH Amazon Monitron Z|AA0| HAAE £~ QIEE
C}.

3'_'
oo
—orl—l
K
H>
o>
r

e sde HEto| Qittes LRI SAEH, HUS s + UTS YA E Aoi|o|Est ok TLict

CtZ oAl 27 = mateojacksonlAM A& X7t 2&£2 AE5t0] 7ty my-example-widget2|AA
of CHEt M2 HEE E2{1 5HX|BF 7H4 monitron:GetWidget 80| Qi I g MEFLICEH

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
monitron:GetWidget on resource: my-example-widget

O| B2 monitron:GetWidget®US ALE5t0d my-example-widget Bl AL HHAE = JUEH
mateojacksonAtEXI MM S O|o|EsH o LCt.

n
o
o
E
FO
_o'l_-
o

< AWS 2[Rl A 2 2lstMle. #rElxts 232 X1 HE &Y

mjo
P!
OH
ok
>
o
e
r
ful

o lo
_>,-_
o
o
o
> >1}?
O
=
>.
ok
>
9'|1
4>
0
rr
12
ok
[0
0%
0]

0x
ek
ala

Amazon MonitronO| IAMTZ} ZF S5l = 44l 434


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Monitron INT=IY A To] =]

FHAAIR

[e]l]

XMl otEE{H CHEE H X

+ Amazon Monitron0{| A 0|28t 7|s2 X|&st=X| iR E Y otEE{H Amazon MonitronO| IAMZ} &
=5l urAl MMS A TSNS,

02

- ARE ElAA CHE AMA HEHE AWS HH Roi5tE WS LdobEEH IAM AHS HHEAM Q| Tt
E AWS A IAM ALZXH01|H| HM|A HEF XSS B ZSHAAL.
= Q

oFoFEH 24T |AM A2 MM O| EFAF AWS

_

o M3RFOIAH BIAA CHEF HBMA HEHE KZ2S
HZAWS H A A0 CHEF HHA MBS AT5HAAL.

. ID uﬂE—IE{IOI*._"E S —”.MIA HetE MSsts YHE LotEEH IAM AL DB L] 2[F0i|A 2!

=
|2 H2 AL 2| XHO|H S YotEE{H IAM AL B A

Amazon Monitron0f| CH3H AMH|A @443 & AIS

Amazon Monitron2 AWS Ildentity and Access Management (IAM) MH|A 0474 482 AFSELICH M

HlA 9173 2482 Amazon Monitronoll EI&] @1Z4El T8 80] IAM & LICH AMH|A 37 odgt
2 Amazon Monitron0ilA{ AFE! 40|51 04 MHIATH ALBALE CHAISH CHE AWS MHIAE 3 E8tE

o 2edt 2E HetS ZeefLch

gt HEtE2 =822 FUIE ERIt piesE H |& 94728 &2 Amazon Monitron2 H £+ A
= U&Lct, Amazon Monitron0ll A MH|A 947 2

b, Amazon Monitron2t Sli{E &2 & 5
|0 o] HEH HA2 EPE IAM E{E|o]| ¢14

K rlo oX me
ron Mo fO

o

MH|A 142 &2 X|#5tE 7[EF MH|A0] CHEE REAIEH LI 2 IAMS 2 15t =AWS MH|AE &
35t MH|A HAZ A& (Service-linked roles) Q01| o|(Yes)7} %!E MHIAE #HodA[2. sl MH|A
of CHEr MH|A o2 e MHEME 2o off 238 MEfsL|Ct

=H

+ Amazon MonitronO| CHet AMH|A 47 odg Het

+ Amazon Monitrono| CHeF AMH|A 47 g M4

« Amazon Monitron0i| CHEF MH|A 9478 & HE

+ Amazon Monitron0il i3t AMH|A 9474 o4& AlK]

« Amazon Monitron MH|A 944 A& S X|H5t= 21T

MHIA B3 A AL 435


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon Monitron INT=IY A To] =]

« AWS Amazon Monitron2| £ 2|3 & =4

« 2|3 Z=Ho] Ci 8 Amazon Monitron QG| 0| E AWS

Amazon Monitron0i] CHEF MH|A ©4Z3 ed&h HEt

Amazon Monitron2 AWSServiceRoleForMonitron[_ {SUFFIX}] 2ZlE O|&2| MH|A HZd &g
gfL|Ct. Amazon Monitron2 22 E /x| 21, Kinesis Data Streams, KMS 7| 2! SSOE H|® 8 .}
E AWS A{H|A 0| AWSServiceRoleForMonitron UM A SH= O AF2ELILCE.

AWSServiceRoleForMonitron[_ {SUFFIX}] MH|A 942 A& 2 CHS MH|A T Y deg2 2 += Q!
Cto AlZ|ghct.

« monitron.amazonaws.com 5= core.monitron.amazonaws.com

O|§ol XIEE &g H
oM CHS XM E 2t

« Zx|: Amazon CloudWatch Logs logs:CreatelLogGroup logs:CreatelLogStream % /aws/
monitron/ * 1logs : PutLogEvents @20 /= CloudWatch 21 1§, 23 AEZ L 27 O[HE
of| CH3H

MonitronServiceDataExport-2t= 238 H8 &2 KinesisDataStreamAccess A8 51T Amazon
MonitronO| X|HE Z|AANM CHE 2UE 2 = JU&LICH

F24: Amazon Kinesis kinesis:PutRecord, kinesis:PutRecords & 2t0|E H|O|E{ LHELHZ|

£ I3l X|HE Kinesis OIO|E{ AE 29| kinesis:DescribeStream.

« ZX|: X|™HE Kinesis HIO|E{ AE 20| 2}0|E C|0|E{ AWS KMS kms : GenerateDataKey LHE LY
7|0l A83tE AWS KMS 7= Amazondll 22|5tMI2.

o B MH|A 0173 &2 AIR5IXA| ot 2 mH sHE &2 AtX|5t7| 2|8 Amazon IAM

iam:DeleteRole

J>|

O|§O| X|H&El & ™ AWSServiceRoleForMonitronPolicy & 3 Amazon Monitron2 X|’&E
SIAANMCHS U2 R E 5= U&LIC.

- & ZE2MEQ} BE4504 IAM Identity Center AFE Xt0i| HM[ASHZ| 2Bt IAM
Identity Center sso:GetManagedApplicationInstance, sso:GetProfile,
sso:ListProfiles, sso:AssociateProfile, sso:ListDirectoryAssociations,

MHIA B3 A AL 436



Amazon Monitron INT=IY A To] =]

sso:ListProfileAssociations, sso-directory:DescribeUsers 2 sso-
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html#connect_region
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eu-central-1
eu-west-1
eu-west-2
eu-west-3
sa-east-1

us-gov-west-1

Amazon Monitron2| X|&

2 = Amazon Monitron 2|

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "monitron.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"monitron:*"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
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"kms:ListKeys",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringlLike": {
"kms:ViaService": [
"monitron.*.amazonaws.com"

1,
"Bool": {
"kms:GrantIsForAWSResource": true

"Sid": "AWSSSOPermissions",

"Effect": "Allow",

"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"ds:DescribeDirectories",
"ds:DescribeTrusts"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"kinesis:DescribeStream",
"kinesis:ListStreams"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"logs:DescribelogGroups",
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"logs:DescribelLogStreams",
"logs:GetLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": "arn:aws:logs:*:*:log-group:/aws/monitron/*"
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A You need to have a gateway nearby to

transfer the data collected by sensors.
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