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* ApplyArchiveRule

» CancelPolicyGeneration
* CheckAccessNotGranted

* CheckNoNewAccess
* CheckNoPublicAccess

* CreateAccessPreview

» CreateAnalyzer

* CreateArchiveRule

* DeleteAnalyzer

¢ DeleteArchiveRule
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ApplyArchiveRule
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rr

7|& AM Zoto] otztolE HEIS
Request Syntax

PUT /archive-rule HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ruleName": "string"

}

URI 273 ulz2t0|E

22 URI ZtetOEE AMEsHR| ef &L

%2 JSON Ao 2 CtS o|o|E{ & gt&Lct.
analyzerArn
2447|2| Amazon 2|24 O|& (ARN).
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ApplyArchiveRule
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ResourceNotFoundException
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ValidationException
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+ AWS Command Line Interface
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+ AWS SDK for C++
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« AWS PHP V3& SDK
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]
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Request Syntax

PUT /policy/generation/jobId HTTP/1.1

URI 273 nj2t0o|EH

Q¥ CHg URI TtEIO|EE A8 ELICH.

jobld
StartPolicyGenerationZfdof o5 Btete|= 2L LIt JobId oF &7
GetGeneratedPolicy AM&3+0{ M El HAZ HMGHLE o &7 At 350 HA MY s
d=s

=
CancelPolicyGeneration ¥ A& JobI A&LIC.

Request Body
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Response Syntax

HTTP/1.1 200

Response Elements
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Errors
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AccessDeniedException
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InternalServerException
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ValidationException
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Request Syntax

POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

"access": [

{
"actions": [ "string" 1],

"resources": [ "string" ]

]I

"policyDocument":
"policyType": "string"

"string",
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HTTP/1.1 200
Content-type: application/json

"message": "string",

"reasons": [

{
"description": "string",

"statementId": "string",
"statementIndex": number

]I

"result": "string"

[
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KEE HH AT B El=K]| 04F & LIEILE HIAIX|LICH

Etel: EXrd
reasons

ZAxtol Z7Hof CHEt M.

E}Ql: ReasonSummaryZi&| HHQ

result
HMATL S{EE|I=K| 0{F E & QI5F ZAut. Ant7t CH2 1k PASS 2o X|I'HE A O] HMA THA]
off X|'HEl M2 5185HX| &= JAULICH A7t ChSut 2 o™ X[-E HAo| HH A JiA el &
2 EE DE HEE 58F 4 UsLch FAIL
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InternalServerException
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HTTP &fEi ZE: 429

UnprocessableEntityException
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HTTP &fEi ZE: 422

ValidationException
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
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FEAE X1 HA M E d-stT A¥ste dHE dotE = U&Unt GitHub Of 2|2 X|
= =

existingPolicyDocument 2% mtzt0O|E{oi| T E|o{oF & L|Ct.

Request Syntax

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URI 273 ui2t0|E

QS URI It2tO/E{E ME5HK| of&LCH.

LY JSON Ao 2 C} 2 H|o|E E E&LCt

existingPolicyDocument
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newPolicyDocument
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HTTP/1.1 200
Content-type: application/json

"message": "string",

"reasons": [

{

"description": "string",
"statementId": "string",

"statementIndex": number

]I

"result": "string"

[
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reasons
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£ 3&: ReasonSummaryZi&|| o{i|O|

result
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Errors
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
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CheckNoPublicAccess

2las HAo| X|HE 2las | CHE S7H HMA

Request Syntax

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URI @73 ulz2t0|E

Q¥ URI ItEHOEHE AFSStX| ef&LCH

%2 JSON Ao Z C}2 H|0|E{E graLCh.

resourceType
HE2 HMAS BIHE 2laA R 0B &
B ElAA RS MEIE AWS: :S3: :Bucket

REE USE X[HE[X| &t 2l o ER

T % 4f: AWS: :DynamoDB: :Table | AWS::DynamoDB::Stream |
AWS::EFS::FileSystem | AWS::OpenSearchService:

Ju

04 Amazon S3 HHZ!of Cist THE

IAM Access Analyzer=

:Domain |

CheckNoPublicAccess
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AWS: :Kinesis::
| AWS::Lambda::
| AWS::S3Express::
AWS: :S30utposts::
AWS: :SecretsManager::
AWS: : IAM: :AssumeRolePolicyDocument

Stream | AWS::Kinesis::

]

T 048 of

Ch

=
= L

;1

2
(=)

HTTP/1.1 200

Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
A,
"result": "string"
}
S ea
rdo| 335t MHIATZEFHTTP 200 &2 S ELICH
Ct= CllolE{= AH|A0] 2|3 JSON Ao 2 dhetE[L|Ct.

MMM 2laA0] CHEE HEE! HMAE

AccessPoint |

StreamConsumer | AWS::KMS::Key
Function | AWS::S3::Bucket | AWS::S3::AccessPoint

DirectoryBucket | AWS::S3::Glacier |
Bucket | AWS::S30utposts::
Secret | AWS::SNS::Topic | AWS::SQS::Queue

F& LtEtHLHE HAIX[KLICEH
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E}Ql: ReasonSummaryZi | Hi Q4

result
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Errors
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AccessDeniedException
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InternalServerException
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HE:500

InvalidParameterException

HTTP &EH
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ThrottlingException

Mgt Mgt xot 2 F
HTTP &Ef ZE=: 429
UnprocessableEntityException
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Errors
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« AWS PHP V3& SDK

« AWS Python& SDK

- AWS FH| V38 SDK

]
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
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CreateAccessPreview

| =

SIAA HEtE HZ 57| ™ol 2lAA0] CHEH IAM Access Analyzer ZTHE 0|2 2 £ UE HAMA O
|

Request Syntax

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URI 273 ui2t0|E

L2 URI Li2tO|E{E A8 otX| eL&LCH

analyzerArn

HMA Ol2] BV ddEst= ol AASE AHE

S |O] ARNQLICH Account$&d L MEN7I U=
2AM7]0] CHEt HAM|A O|2]| E7(2F M +=

IC}. Active

> |
N

&: String

:|o

HEd: [A:T*:[Ae]*:[A:]*:[A:]*:[~:]*:analyzer/. {1,255}

El

o A 0457 Yes

clientToken
ZClo|YE EZ.

ElQ: EAtS

A0
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Aot

configurations

oHA-||/\ E||E| |=|7|E AHAO3|.
KoHEl A MlA Kof Ao
o= H& 5| stLtel A7t

= O MREE 2|AAQ| HMA Ao LAIQIL|CH HAMA O2|E 7|0l=
2 2|AA0 FHEE QF MM A CHEH HAM Ano ZEELICEH 74
Zgrz|o{of g LICt.

7 &: EXA¥-Configuration Z4xi|

SR

HTTP/1.1 200
Content-type: application/json

{

IIEII: Ilstringll

[

CF O
=

0lo
>

A

Fdo| S stE MH|ATFHTTP 200 S22 gH&EfLICH

CtZ HIo|E{= AMH[A0f 28 JSON ¥4l = BhetE LIt

id

HMA O2IE7]|el & ID.

F&: String

IHEd: [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}
Errors
DE YoM SSHo R WHMste QR0 CHE RIS LIS 2 LEHAQl 27 MME FHASHAMR.

AccessDeniedException

0]

b Yok K=1
=

A
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HTTP &fEi ZE=: 403

ConflictException
S o2 L7 LC.

HTTP &Eil 2 E=: 409

InternalServerException
LHE MH 27/,

HTTP &Eil ZE=: 500

ResourceNotFoundException

HTTP & EH I E: 404

ServiceQuotaExceededException

HTTP &Eil ZE: 402
ThrottlingException

Mzt et =0 277 e dsisLLIC

HTTP &E| T E: 429

ValidationException
A5 ofe 2F.

HTTP & Eil ZE=:400

Sl

o
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« AWS Command Line Interface
« AWS SDK for .NET
« AWS SDK for C++
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
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« AWS Go v2E ?/8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

i
P

IAM Access Analyzer API
CreateAnalyzer
HHof chet 2A47|& et
Request Syntax
PUT /analyzer HTTP/1.1
Content-type: application/json
{
"analyzerName": "string",
"archiveRules": [
{
"filter": {
"string" {
"contains": [ "string" 1],
"%": [ Ilstringll ]'
"exists": boolean,
Ilmll: [ Ilstringll ]
}
1,
"ruleName": "string"
}
1,
"clientToken": "string",
"configuration": { ... 3},
ntagsn: {
"string" : "string"
1,
"type": "string"
}
URI % »jzto|E
232 URI T2tO/EHE M-S st X| ef&LICh
- =
ey =2
QS JSON BAlo 2 C} 2 HIo|EE graLch.
API {7 2019-11-01 25
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analyzerName

O{Ed: [A-Za-z][A-Za-2z0-9_.-]*

[IEl

|~ AHE 0% Yes
archiveRules

A7|0f £7HE ofstole RAIS RIMSLICH B2t FAI Rl Holg 7|z ¥ AWE A
i

A
o=z HatshLct.

O Ar

EFQl: InlineArchiveRuleZHA]| HH

2ot

clientToken

mju
o

O|HE EZ.

m
I°
Rl

N
L4 A oL

configuration

2447]0] ZA XIMELICH E41717} DA AMA E447(01 B2 XIHE DIALS HMA Hel7t
TA4ol ALSELICH BA7|7} )8 HAlA BA7|Rl Fe o] HEE AFSEX| el

&: AnalyzerConfigurationZ4 &

1: O] Z{&|= Union@ILICH o] ZA| 2| M= StLtRh x| st7LE gheter + U&LICH

£ 08 ofL|2
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L4 08 ot
type

AMMs EM 7| %3 ACCOUNT, ORGANIZATIONACCOUNT_UNUSED_ACCESS, &!
ORGANIZATION_UNUSED_ACCESS £447|0 X|HEIL|C X|dT A™HY BEAM7|E LR Y

& QlasLich x|oiER FEIG A0k 57H0| EA7|E A £ s

ot

]IO
Ho

Etel: 2Xtd
% 2t: ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |

ORGANIZATION_UNUSED_ACCESS

[z}

= 045 of

SR

HTTP/1.1 200
Content-type: application/json

{

arn": "string"

[

CHe CllOIElE MH|A0] oJa JSON HAlo 2 whehglL|ct,

am
LE0| o5 dHE E497]|29] ARN.
F: String
OHEA: [~ ]* [~ ]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}
Errors

DE HHoM SSHoz wdlsteE 270l CHeF AEMIEF LIS LErXQ 2 7 MME H s .
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AccessDeniedException

o| Xto4

|

mo
02
et

A A
T T AR

HTTP &Ef F=: 403
ConflictException

SE e 2F.

HTTP &Ef F=: 409
InternalServerException

LHF MH 257/,

HTTP &Eil Z=:500

ServiceQuotaExceededException

MH|A A S5 77 Ll &LICH

HTTP &fEi ZE: 402
ThrottlingException

Mk At =0 2 77 e lsi&LLIC

HTTP &fEi ZE=: 429

ValidationException

HE o 27F.

HTTP &fEi ZE: 400

F
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al
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« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

- AWS Go v2& ?|8t SDK
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FZESHA A2
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAnalyzer
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« AWS Java V2& SDK
AWS V3& SDK JavaScript
AWS PHP V3& SDK
AWS Python& SDK

AWS FH| V38 SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAnalyzer

IAM Access Analyzer

CreateArchiveRule

KIBE 2 A47(0f CHEt of7tol2 212 MAIBHLICH ofstols Rl RIS MM o Hol# 7IES
&= M 2ot E At S22 of7to|=E# L Ct

ofztol2 FEIE MAlste O AFRE 4 9l= TE] 7ol Chall LobEEAR IAM AFR B A{o] IAM

gk 4= Ql
Access Analyzer ZE{ 7|E & A5 A AL,

Request Syntax

PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
1,
"ruleName": "string"
}

URI 273 uiz2t0|E
932 ChS URI T2} 0/E{= AFEHLCH,

analyzerName

HHEE 2M7(2| 0| E.
Zo| d|ef: |4 Zol 1. =/ Zol= 255.

O{Ed: [A-Za-z][A-Za-2z0-9_.-]*

[z}

= Ab

oo

04&8: Yes

CreateArchiveRule APl BH7 2019-11-01 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html
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clientToken
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filter

7|& Lo,
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L

ruleName

|
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o

OF

Zo|& 255.

1. Z|CH

=
[

O{Ed: [A-Za-z][A-Za-2z0-9_.-]*

Ok
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00

HTTP/1.1 200

Response Elements

Errors

APl B{& 2019-11-01 31

18]
il
%0

0



IAM Access Analyzer

APl & X

AccessDeniedException

o| &Heq

|

mo
02
et

- T A= SEE AAMA HEtol

HTTP &fEil 2 E=: 403
ConflictException
SE oQ 2F Lch

HTTP &'Ef T E: 409

InternalServerException
LHE MH 27/,

HTTP &fEi ZE=: 500

ResourceNotFoundException

HElaarE HE 7 glGLIth

Jm

HTTP & EH I E: 404

ServiceQuotaExceededException
MHIA AM SF 2771 &L

HTTP & Ej Z E: 402
ThrottlingException

AREY FE 21 ORI LMBSLICH

HTTP &fEi ZE: 429

ValidationException
AS oo L7 7| erMFsLICH

HTTP &fEi ZE: 400

F
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al
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« AWS Command Line Interface
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Kl
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+ AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E 2/t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule
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DeleteAnalyzer

XHEE BM7|E AXNELICH 2MT|E
Access Analyzer7t HIE 3t ELICH &4

g & glaLch

AxlstH S = &7 X[Fe] AEOo|LE = %o CHal 1AM
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Request Syntax

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

I{Ed: [A-Za-z][A-Za-z0-9 .-]*

Ll AL 048 Yes

clientToken

Zzlol|oiE EE.

Request Body

e 2= 220l &Lt

ol

Response Syntax

HTTP/1.1 200

Response Elements

xtod0| M Z5HH MH|ATL H|o = HTTP E21 &4 HTTP 200 &2 dt&shL|Ct,

r
HO
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Errors
DE Aol d ZEHMOR WMt R0l CHE XHMIE LIS
AccessDeniedException

o| &Heq

- H

fjo
0%
It
1

_J'\_
HTTP &'Ef 2 E: 403

InternalServerException
LHE MH 27/,

HTTP &Ei ZE=:500

ResourceNotFoundException

HTTP & Ef ZE=: 404
ThrottlingException

Mzt et =20 2 77 e dsisLLIC

HTTP &Ei 2 E: 429

ValidationException
AE oe 2F.

HTTP &Eil ZE=: 400

Sl
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« AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS Go v2& ?|&t SDK

AWS Java V2 & SDK

UE SEE HAMA HEto| & Lch

Ml

FZESHAAI2.

i

Errors
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer
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« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
[

API %1 2019-11-01 36


https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer
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DeleteArchiveRule

x| &=l ofzto|E FEIS AFK|BHLICY.

Request Syntax

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URI 273 ui2t0|E

FO
o

2 ChS URI Zt2tO|EHE AFSELICH

analyzerName

AXE otztolE AT 2HEAE BT[] 0l .

Z4o| M2k %A 4ol 1. Z|CH Zol|E 255.
O{Ed: [A-Za-z][A-Za-z0-9_.-]*

Z ALE 048 Yes

clientToken

ZcI0|ME EZ.

ruleName

Request Body

ol

H

= 23

rr

E2E0| &Lt

MO

Response Syntax

HTTP/1.1 200

DeleteArchiveRule

APl HH& 2019-11-01 37
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Response Elements
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HTTP &

HTTP &fEi ZE=: 403

InternalServerException
L2 M 28,

HTTP &Ei ZE=:500

ResourceNotFoundException

HTTP & Ef Z E=: 404
ThrottlingException

HFAH

Mgt Mgt =0t 2 7 IH L

HTTP &fEll 2 E=: 429
ValidationException

4=

=o

e 2F.

HTTP &Ei ZE=: 400
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« AWS Command Line Interface
« AWS SDK for .NET

Response Elements
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteArchiveRule
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+ AWS SDK for C++

« AWS Go v2E ?/8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule
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GenerateFindingRecommendation
OJAHE Tt AMof Ciet HE Alg 2 ddgfct
Request Syntax
POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1
URI 273 mi2tolH
Q32 CtF URI TtEtOIE{E AFSFFLICH

analyzerArn

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200

Response Elements

1

40| M 26t MH|ATE H|o{ Q= HTTP E24+ &7 HTTP 200 2E 2

GenerateFindingRecommendation
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Errors

DE HHoM SSHoz ddlste 270 Cier RiMEF LIS LErHQ @ 7 MME HZ s L.
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HTTP &Eil ZE: 403

InternalServerException
LHE M 27/

HTTP &Ef 2 =:500
ThrottlingException

AZE- BE Ao @77 HARELICH

HTTP &El ZE: 429

ValidationException
AE 0l 2F

HTTP & Ef Z=: 400
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AWS Command Line Interface
+ AWS SDK for .NET

*+ AWS SDK for C++

« AWS Go v2E& 9|8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

+ AWS FH| V38 SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
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GetAccessPreview
XHEE 2A7|of HAMA Dl2] 270 CiEt HEE AMELCt.
Request Syntax

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URI 273 ulz2t0|E

FO
o

2 ChZ URI TtetO|EE AFS = LICH

accessPreviewld

HMA OZIE7]|e] ] ID.
THE: [a-f0-91{8}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-91{12}
Zi ALE 018 Yes

analyzerArn

HMA OI2| E7|§ ddete ol AASE EA97[2] ARNILICH

OHE: [~ *:[Ae]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

Request Body

e 2= 220l &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",

GetAccessPreview API HH 2019-11-01 43
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"configurations": {

"string" : { ... }
1,
"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
}
SEH 24
20| ¥E3HH MH|ATFHTTP 200 SE 2 BHSELIC

CtS OlO|E{= AMH[A0] 2|5 JSON EA2 2 ghehElL|CH.

accessPreview

HMA O|2] E7(oi CHEF HEIH S04 e A~ Lt

23 AccessPreviewZH ]|
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HTTP & Eil ZE=: 403

InternalServerException
LHE MH 27/

HTTP &fEi Z=: 500

ResourceNotFoundException
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HTTP & Ej Z E: 404
ThrottlingException

Mk &gt =0 2 77 e lsi&L(C

HTTP &fEi ZE: 429

ValidationException
A5 02l 2F.

HTTP &fEi ZE: 400
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAccessPreview
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GetAnalyzedResource
EME BlAaA0] CE HEE HMELICH
Request Syntax

GET /analyzed-resource?analyzerArn=analyzerArn&resourceArn=resourceArn HTTP/1.1

URI 273 ui2t0|E

FO
o

2 ChZ URI Ttet0|EE AFS = LICH

analyzerArn

MEE ZME 2447]0] ARNYILICE

e [A:]* [~ ]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

Zi ALE 018 Yes

resourceArn

Request Body

e 8ol 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
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"createdAt": "string",

"error": "string",

"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",

"updatedAt": "string"

[a

g

0l0
k>

1A

Fod0| A2 SHH MH|AZFHTTP 200 SEH2 Hh&8HL|CH
CHS dIo|IE{= MH[A0] 2|5 JSON &Alo = "hetElL|CH,
resource

IAM Access Analyzer7} ElAAE EAME mff gh748 HEJF £E0{ Q= AnalyzedResource ZH&||
olL|ct
= .

f{&: AnalyzedResource Zi ]|

Errors

DE SolM BEMOE WasHs QROH CHE AHAIE LIS S UHTQI O F MM AN,

HTTP &'Ef 2 E: 403
InternalServerException
LHR MH 27/

HTTP &Eil ZE=:500

ResourceNotFoundException
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HTTP & Ej Z E: 404
ThrottlingException

Mk &gt =0 2 77 e lsi&L(C

HTTP &fEi ZE: 429

ValidationException
A5 02l 2F.

HTTP &fEi ZE: 400
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzedResource

IAM Access Analyzer

GetAnalyzer
RIHE 2470l cHEt HE S ZHAMELich
Request Syntax

GET /analyzer/analyzerName HTTP/1.1
URI 273 mtet0|H

L2 ChE URI TtetO|EE AFSELICH

analyzerName

Request Body

e 2= 220| &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

"analyzer": {
n n Ilstringll’

arn":

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string"
"name": "string",

"status": "string",

GetAnalyzer
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"statusReason": {
"code": "string"

3,
"string" : "string"

},

"type": "string"

}
}
SEH 24

CtS ClOIE = AMH|20f 2fsi JSON

analyzer

=M7]o thiEt HEIH E0{ U=

{&: AnalyzerSummaryZHx||

Errors
2 E MYHM BSHE
AccessDeniedException

O| &t

|

fjo
02
0t
1

A
o

HTTP &Ef FE=: 403

InternalServerException
LHE MH 27/,

HTTP &Ei I =: 500

HFAH

ResourceNotFoundException

1z

AnalyzerSummary ZH&|&ILIC}.

Hot=
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ThrottlingException

\

Mk &gt =0 2 77 e lsi&L(C

HTTP &fEi ZE: 429

alidationException
AE 02l 2F.

HTTP &fEi ZE: 400

J'cl-_T)_

=
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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APl & X

GetArchiveRule

otztolE ol CiEr HEE HAMELICH

B nEg ddste ol ASE + e ZE Z|of s ZotEed™ IAM ALE DB A 2f IAM Access

Analyzer ZE| 7|E FZXEstAAIR.

Request Syntax

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

I{Ed: [A-Za-z][A-Za-z0-9 .-]*

= AP 07 Yes

ruleName
248 20| 0| &

Request Body

e 2o

rr

EE0| &Lt

ol
Ho

Response Syntax

HTTP/1.1 200

GetArchiveRule

APl HH& 2019-11-01 52


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer

Content-type: application/json

"archiveRule": {
"createdAt": "string",
"filter": {
"string" : {

"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]

}I

"ruleName": "string",

"updatedAt": "string"

[a

C}Z HIo|E{= AMH[A0f 28 JSON ¥4l = BhetE LIt

archiveRule

Ol

otzto|E T =of CHEF HE 7t S0{ A&LICH

& ArchiveRuleSummary Zi&||

Errors

t= 270l CHeh RhMIEH LH& 2 LI MR 2 F MM E HASAM L.

|0
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2E YoM S

AccessDeniedException

I
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o
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>
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o
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I
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n

JEHERSHEN

mjo

HTTP &fEi ZE=:403

InternalServerException

L& M 27
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

Mk &gt =0 2 77 e dsi&LLIC

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetArchiveRule
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GetFinding

X|HE A ZAntof cHet HEE HMBHLICH GetFinding 2! GetFinding V2E 25 IAM &2 access-
analyzer:GetFinding 32| Action 240 AASELICH 2 UE e HEto| lo{of §LICt
access-analyzer:GetFinding

Request Syntax

GET /finding/id?analyzerArn=analyzerArn HTTP/1.1

FO
0%
rlo
jul
alo
C
X
=
il
O
il
M
>
0o
o
r
o

Request Body

e 28ol= 20| ei&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"finding": {
"action": [ "string" ],

"analyzedAt": "string",
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"condition": {

"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
iy
"type": "string"
1,
"status": "string",
"updatedAt": "string"
}
}
o
ST 24
zrodo| MB ™M MH|ATZFHTTP 200 SE 2 BHSELICH

finding
AM ME HE7F 28 E finding Z4&|LICH

Errors

FHoM SSHez ddstes 270l CHer RbAMIEH LIS 2 LErMel 2 F MME & xR,
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AccessDeniedException

o| Xto4

|

mo
o2
et

= T A SEE HAMA HEto| &L

HTTP &Eil ZE=: 403
InternalServerException
LIS MHH 2F.

HTTP &'Ef 2 E: 500

ResourceNotFoundException

HTTP &Ef ZE: 404
ThrottlingException

Mzt et =0 2 77 e dsisLLC

HTTP &E| T E: 429

ValidationException
A5 o2 27F.

HTTP &Ei ZE=: 400
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
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« AWS £H| V38 SDK

]
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GetFindingRecommendation

Request Syntax

GET /recommendation/id?
analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

02
E
o
=)
n

URI £

FO
0

2 Ch& URI Zt2tO|HE AFSELICH

analyzerArn

ZM ZIL A A S st Ol ASE E447(0] ARNZILICH

id

AM A HE AME el IR ID

Zo| Mef: |4 Zo] 1. Z|CH Zol&= 2,048.

T4 04 of
maxResults

SEOM BtEte =|c] Aot = lL|Ch

&8 HR: =|Ag2 1Lt 2[CHZE2 1000ILCEH
nextToken

HrgrE Znto| mlo| x| ool Ar8 &l EE LI

Request Body

e 2= 220 &L

ol
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}
SEH 4L

r
x
o
>
N
T
_|
_|
)
N
(e}
o
010
i}
jo
re
of>
o
-
[ul

xto{o| MZstH
CHS dlolE{= MH|A0] o5 JSON EAlo = uhetElLc),

completedAt

ZA 2t S8 Mo 2R El AlZrelLich

= =
error
Z{A ZATbol| CHE 51 Z4440] Mt Ol R0l CHE AFMIEH .

2 &: RecommendationErrorZd &

nextToken

uHEhEl ZTto| mo|X| tHZol AFSElE E2 LI

- - =
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recommendationType

AM ZAtol cHer £ .

Eted: EXtE

2% Zt: UnusedPermissionRecommendation

recommendedSteps

A Zntoil cHet WY BA 2E.

E}2): RecommendedStepZi&| Hi

resourceArn
ZHAH At o| E|AAO| ARN.
F: String

TLHEl_":arn:[":]*:[":]*:[":]*:[":]*:.*

startedAt

e | =
status
M AT} 28 70| 74 AEl

DE oM SEHOR WM 2Rl CHEF RIMIEH LIS S BNl o0& MMS HE A2,

AccessDeniedException
O| g +&lie = U= S M A Hetol eisL ot

HTTP &Eil ZE=: 403
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InternalServerException
LIS A 25,

HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP &fEll 2 E: 404
ThrottlingException

AZRER S =1t

to

For L& LICH

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400

]
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GetFindingV2

XIHE Antof ciet HEE HMEILICH GetFinding & GetFinding V2= 25 IAM H& access-
analyzer:GetFinding Aol Action 2401 AFSELICH A2 =&& Mol /oo FLICt

access-analyzer:GetFinding

Request Syntax

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 273 mi2t0|E
Q%e C}S URI THatOlE{ 2 AFR 3L}

analyzerArn

i
1
Pal
oo
)
g
_<
[

(72}

ZHME A Z4711 0| D,

E 045 0of

maxResults

SHEOolAM ghete 2|o) A Lk

nextToken

dhtEl 20t o| Io|X| D&l A8 &= EZE)ILICEH

Request Body

e 2= 220 ¢&Lh

ol
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}
1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
SE A
0| MFsHH MHIATHHTTP 200 SEH 2 BH&ELIC

Ct2 cllo|E{& AMH|A0] 2|5 JSON &Aoo 2 HEEH=E|L|C}

analyzedAt
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El‘ = T'_'Xl'o

findingDetails

7=1_ﬂ|.% A4 3I._T1_

A H7=| HF =

= O Hd

fjo

etListE

K|3HE! HIAIX| QLI

ol
ol
2

&: FindingDetailsZ# X 012 O|

findingType

2o RYPULICE 2|8 HMA EAM7|o| 82 CtS1t Z&LICH ExternalAccess
ALE5HR| ot HMA BMT(0| A2 K82, = Y UnusedIAMRole &= U&LICH.

UnusedIAMUserAccessKey UnusedIAMUserPassword UnusedPermission

0:|0

El: EAtS

MO

$%& ¢t ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission

Ebel: Xt
nextToken

dhehEl Zoto| m|o| x| ool A8 &=

EI’ = T'_'Xl'o

resource
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E 2t AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

o

TT - H

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

status

Errors

TE SUoM TEEOE YASHE 2F 0l ThE RAME LSS Yl

AccessDeniedException

43 4 Qs BEE AMA HEHo| SaLICH

- H

jo
1
ofr

HTTP &Eil ZE=: 403

InternalServerException
L= M 27

HTTP &Ef 2 E: 500

ResourceNotFoundException

HElaAE ¥E + gl&LUDH

o
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=

HTTP &Ef Z=: 40
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ThrottlingException
Mt MEh =0t 2 F.

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400
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GetGeneratedPolicy
E AI83}0{ StartPolicyGeneration MM E HAME ZHAHFrL|C,
Request Syntax

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URI 273 uj2t0|E

FO
ok

2o

0jo

URI Zt2+0|E{E AFSEFLICEH

includeResourcePlaceholders

ddsttds MlF L =&, MM 2las =& MEJE KIst= 2ol chsl 2|2~A ARNE
KRl ZAIRRIE s EHE YEE R R I’S%F = A&LICH

02 So{ MAO| Z|AA MMM CHAl IF ZH2 RI2| EAIRIE gH2 £ &L
"Resource":"arn:aws:s3:::${BucketName}" "*"

includeServicelevelTemplate

HE5tedE MR HE &, MH|A & HAMg HEEX| {8 E X|YE = U&LICh.
IAM Access Analyzer= O| MH|A =& BHIE3I2 dd5t= Ol 220 AFEE HHIAE AlHE5t= O
A&¢8rL|Cliam:servicelastaccessed.

jobld

&40l M JobId gtete|= ZEILICH StartPolicyGeneration 2 & 7A
GetGeneratedPolicy At&35t04 MM E HAMZ ZHMSHLE & &7 AL 5o WA MM QHEE

CancelPolicyGeneration F A& JobId &= U&LICH

[z}

= At

0¥

048: Yes

Request Body

e 2= 220 &L

ol
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Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"generatedPolicyResult": {
"generatedPolicies": [
{
"policy": "string"
}
1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [
{
"allRegions": boolean,
"cloudTrailArn": "string",
"regions": [ "string" ]
}
]
},
"isComplete": boolean,
"principalArn": "string"
}
},
"jobDetails": {
"completedOn": "string",
"jobError": {
"code": "string",
"message": "string"
},
"jobId": "string",
"startedOn": "string",
"status": "string"
}
}
SE L

xto{o| A Z 5t

r
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CHS O|o|E{= MH|A0] 2|5 JSON &

APl & X

Alo 2 HisHEIL|CH

[

generatedPolicyResult

Ml B ol

e

1 2 MF HE

I £ E GeneratedPolicyResult ZH&{|QILICE
F8: GeneratedPolicyResultZ4 |

jobDetails

MY E Yo cHEt b2 HE2 7 L8 E GeneratedPolicyDetails ZHA|ILICt
F&: JobDetailsZH ||

Errors

HTTP AlEf Z=: 403

InternalServerException
LHE MH 27/

HTTP &Ef Z=:500
ThrottlingException

Mgt Mg 20 7 IF LAt &LICH
HTTP &#Ei Z = 429

ValidationException
AB 02 F

HTTP &Ef FE:

F

o2

al

210{ AWS SDK & 5tLI0I| Al O APIE ALE35tE o CHEt REMIEF LIE 2

22 HXSMAIR.
Errors
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* AWS Command Line Interface

+ AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2E 2/t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetGeneratedPolicy

B

IAM Access Analyzer API &

ListAccessPreviewFindings

KIEE HM A O] 27]0lM dEE HMA 02 27] Zxt

Request Syntax

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {

"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
b,
"maxResults": number,
"nextToken": "string"
}

URI 27 nj20|E

QAL C}S URI Tt2HO|E{E AFSELICH

accessPreviewld

HMA O2] E7|e| TR ID.

IHEd: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

232 JSON Ao 2 C}S |0 E gr&LCt.
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IAM Access Analyzer

F: String
OHE: [A:]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

Zi ALE 048 Yes

7

ror
T

SHErEl ZTHE TEIYstT| 9|

tab=| 74

- - =

ko] m|o|x| ool AFS &l EZ LT

Etel: =Xt

SR

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" 1],
"changeType": "string",
"condition": {
"string" : "string"

}I
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"createdAt": "string",

"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",

"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
},
"type": "string"
}
1,
"status": "string"
}
1,
"nextToken": "string"
}
SEH 24

findings

XIHE TE 7IZ D YxlsHs WML 02 27| 21 25,

F&: AccessPreviewFindingZ4&i| 0420|

nextToken
HtetEl Zotol H|o|x| ool A8kl EZYLICH
EtQ): 2XIY

EITEPS
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Errors
DE YolM SEHOZ WM 2F ol ChEF RIAIE LIS
AccessDeniedException

o| xl-o-l%

A
= = T

HTTP &fEil Z = 403
ConflictException
SE 0o 2F.

HTTP &fEi ZE: 409

InternalServerException
LHE MH 257/,

HTTP &'Ef T E: 500

ResourceNotFoundException

HTTP & Ef Z=: 404
ThrottlingException

Mgt AMeh = @ {7 E AR &LICH

HTTP &Elil ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400

gl

2t

210184 AWS SDK & tLIoIAM O] APIE AHE 3t ol CHE REAIEH LIS

« AWS Command Line Interface

Errors
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IAM Access Analyzer

B

APl &

+ AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E 2/t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings

IAM Access Analyzer

APl & X

ListAccessPreviews
XEE BAM7(o| HMA Ol2| E7| S5

Request Syntax

mjo

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken

HTTP/1.1

URI 273 ui2t0|E

FO
o

analyzerArn

HMA OI2| 27|18 ddetes ol AEE EA47[2] ARNILICH

OHEL: [A:]*:[A:]*:[A:]*:[A:]*:[~:]*:analyzexr/. {1,255}

Ll AL 048 Yes

maxResults

SEOolAM ghete x|oi A QL.

nextToken

HrErEl Znto| m|o|X| o AF8 &l EE LI

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{

2 Ch& URI Zt2tO|HE AFSELICH

ListAccessPreviews
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IAM Access Analyzer

"analyzerArn": "string",
"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"
}
SE A
20| ¥E3HH MH|ATFHTTP 200 SE 2 BHSELIC

CE o|o|E{= MH|A0| 2|5 JSON & Al

accessPreviews

2 447(0f ChaH ZHME AMA Dl2| 27| 22

{&: AccessPreviewSummaryZii| o418 0|

nextToken

HhEtEl Zato| m|o|X| oo AL8 &l EZE UL

- - -

m

I.OI-

=1

N

A0

ol S HAA HBHO|

HTTP &fEi ZE=:403

InternalServerException

L& M 27

E aiolM TEXOZ LMt QRO CHE RHAIE LIS S Yt

R&LICH

0/0
i
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

Mk &gt =0 2 77 e dsi&LLIC

HTTP &fEi ZE: 429

ValidationException
AE olle @77 YAMELICH

HTTP &fEi ZE: 400

]

2104 AWS SDK & stLI0lA] O] APIE At st Lol CiEr RiMEr LIS 2 CHES

ot

FZESHAAI2.

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?{8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

« AWS FH| V38 SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews

IAM Access Analyzer

ListAnalyzedResources

AISE Ol HMA BAT|7HRAR KINE R8O BlAA S22 HMBLICH ASSHR| S AMA

E47]0l= o] HYo| x|HEX| k&Lt

Request Syntax

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"maxResults": number,
"nextToken": "string",
"resourceType": "string"

}

URI @73 ulz2t0|E

A+&stx| ek& LIt

Blas 222 HAE7| QI8 EA17|9] ARNRILICH

1

e [A:]* [~ ]* e[~ ]*:[A:]*:[~:]*:analyzer/. {1,255}

Ll AL 048 Yes

maxResults
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IAM Access Analyzer APl & X

T4 #2048 ofLI@

nextToken

HretEl Zoto| mlo| x| ool Ar8 &= EZ YL

F%& 2k AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS: :EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream

i
oo

= &= 0{F: otLI2

SR

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}
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{&: AnalyzedResourceSummaryZi®i| 042 O]

nextToken

HrgrEl Znto| m|o| x| ool Ar8 &l EE LI

m

|.0|-

2 A

MO

Errors

DE 3ol BEHOR YA 2RO CHE AHAIE LIS S YIS0l 0 F MM FESHAL.

AccessDeniedException

o| Xto4

|

mo
o2
et

A
o

HTTP AFEf Z=: 403

InternalServerException
LHE MH 27/,

HTTP &Eil ZE=: 500

ResourceNotFoundException

HTTP &fEll 2 E: 404
ThrottlingException

Mt Mg =3 277 U SLICH

HTTP &E I E:42

©

0/0

oA APl BH& 2019-11-01 82
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ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400

Sl

o

st A2.

i

2104 AWS SDK & stLIolA] O] APIE AtEsts Lol CiEr RiMEr LIS 2 CHES

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?|8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

- AWS FH| V38 SDK

]
[
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https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAnalyzedResources

IAM Access Analyzer APl & X

ListAnalyzers

2M7| 2858 HMELICH

Request Syntax

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URI 3 mteto|E
Y2 CH2 URI It2HO|EE AFE &L Ct
maxResults

SHEOlAM ghete x|o) A QL.

nextToken

rII

rehEl A1k o| H|o|X| oHol At El= EE LT

type

[T
1z
\d
oot

E

X 2t ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS |
ORGANIZATION_UNUSED_ACCESS

Request Body

e 2= 220l &Lt

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"analyzers": [
{
"arn": "string",
"configuration": { ... },
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"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",
"name": "string",

"status": "string",
"statusReason": {
"code": "string"
I
"tags": {
"string" : "string"
},
"type": "string"
}
1,
"nextToken": "string"
}
SEH 4
Zjo| A FZ 5t AMH|ATHHTTP 200 SEE #H&ghct

analyzers

244717t HMEIRSLICH

F&: AnalyzerSummaryZ4*{| 042 0|

nextToken

dherEl Zoto| mlo|x| oo AL8 &l EZ LT

m
°
Rl

N

Errors

EX=N API %1 2019-11-01 85



IAM Access Analyzer

B

APl &

HTTP &fEi ZE=: 403

InternalServerException
LHF MH 257,

HTTP &fEll Z=: 500
ThrottlingException

Mk &gt =0 2 77 e dsi&LLIC

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400

]

2104 AWS SDK & stLI0lA] O] APIE At st Lol CiEr RiMEr LIS 2 CHES

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?{8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

« AWS FH| V38 SDK

ot

FZESHAAI2.

]
[
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IAM Access Analyzer APl & X

ListArchiveRules
X|HE 2AM7]of Cha MAE otztole &l 58 HMFh Lt
Request Syntax

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URI 273 nj2i0|E
2%e C}2 URI I2}0/E{E AL ELCt.

analyzerName

El

HEd: [A-Za-z][A-Za-z0-9_.-]*

e A 0457 Yes

maxResults

nextToken

drerEl Z2oto| mlo|x| oo AL8 &l EZ LT

Request Body

e 28ol= 20| el&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
1,
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SEH 4L

C}Z HIo|E{= AMH[A0f 28 JSON ¥4l = BhetE LIt

archiveRules

XIEE EM7|0f Cisl Y& ot7tolE 73 5.

& ArchiveRuleSummaryZi&i| 0{zi 0]

nextToken

=l Zd1nto| Ho|X| oo ArE|= EZQIL|C}.

HF 2 =l

1ol

Etel: 22Xt
Errors
QUHIEOl o 7 MME A X 5HM2

2E FHYolM TSRO YMsHE 2 Foi CHE REAE LIS Ul

AccessDeniedException

rir
O
gl
.

ASHSEF A
&g = 9l
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HTTP &fEi ZE=: 403

InternalServerException
LHF MH 257,

HTTP &fEll Z=: 500
ThrottlingException

Mk &gt =0 2 77 e dsi&LLIC

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400

]

2104 AWS SDK & stLI0lA] O] APIE At st Lol CiEr RiMEr LIS 2 CHES

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?{8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

« AWS FH| V38 SDK

ot

FZESHAAI2.

]
[
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IAM Access Analyzer

ListFindings
XNYE BM70MM MEE Ao S52 AMELIC ListFindings & ListFindings V2= 25 1AM 24
access-analyzer:ListFindings Action 32| R A0 AFSELICH 2 YS = HEro| U0
Of BFLIC}H access-analyzer:ListFindings
MEMO| IAM

= ZIE] 7|of CHEH LOolEE{™ |IAM AFR

7-|AH 7=IJ-|_|. EEQ 7—|AH |.E H| A|.£°?.%EI- _/'\_ (2
StAAIL.

Access Analyzer ZE 7|E &=x

Request Syntax

POST /finding HTTP/1.1
application/json

Content-type:

{
"analyzerArn": "string",
"filter": {

"string" : {
"contains":
", [ "String" :]’

[ "string" 1],

"eq":
"exists": boolean,
"neq": [ "string" 1]

}

},

"maxResults": number,

"nextToken": "string",
"attributeName": "string",
"orderBy": "string"

}
}
URI 2% »jeto|E
RE2 URI ItEHO|EE AHE6HK| i &L Ch
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IAM Access Analyzer

analyzerArn

ANE Mg =417[2] ARNRILICH

OHE: [~ ]* [~ ]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}
= AL 017 Yes

filter

M
o

HE ghetst7| e o e Ze{ Lot

o2

- 2 XFQ-Criterion Z4A]| 2H

=0

2+ o{F: ot

maxResults

nextToken
dretE Z2nto| mo|X| oAl A8 =l EE QLT

Elel: EXtd

HTTP/1.1 200
Content-type: application/json

0lo
m
-
gl
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IAM Access Analyzer APl &=
{
"findings": [
{
"action": [ "string" ],
"analyzedAt": "string",
"condition": {
"string" : "string"
I
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
},
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{
"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"
I
"type": "string"
}
1,
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SEH 4
Erdo| MB 5t MHEIATEHTTP 200 SHS gH&FfLICH

CtZ HIo|E{= AMH[A0f 28 JSON ¥4l = BhetE LICEH

findings
XIME ZE| 7|ZD Yxlste BA7I0IM ZYE 22 S5 (e W)
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£&: FindingSummaryZi*{| 0{2{/0|

nextToken

dhehEl Zoto| mlo|x| ool AFS &l EZ LT

]IO
Ho

m

P

N

Errors
DE YolM SEHOZ WM 2F 0l ChE RIAIE LIS

AccessDeniedException

HTTP &Ef FE: 403

InternalServerException
LHF MH 257/,

HTTP &Ei I =: 500

ResourceNotFoundException

HTTP & EH Z E: 404
ThrottlingException

Mzt et =20 2 77 e dsisLLC

HTTP &Ei T E: 429

ValidationException

B oo 2F.

HTTP & Eil ZE=:400
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* AWS Command Line Interface

+ AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2E 2/t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings

IAM Access Analyzer

ListFindingsV2
XNYE BM70MM MEE Ao S52 AMELIC ListFindings & ListFindings V2= 25 1AM 24
access-analyzer:ListFindings Action 32| R A0 AFSELICH 2 YS = HEro| U0
Of BFLIC}H access-analyzer:ListFindings
MEMO| IAM

= ZIE] 7|of CHEH LOolEE{™ |IAM AFR

7-|AH 7=IJ-|_|. EEQ 7—|AH |.E H| A|.£°?.%EI- _/'\_ (2
StAAIL.

Access Analyzer ZE 7|E &=x

Request Syntax

POST /findingv2 HTTP/1.1
application/json

Content-type:

{
"analyzerArn": "string",
"filter": {

"string" : {
"contains":
", [ "String" :]’

[ "string" 1],

"eq":
"exists": boolean,
"neq": [ "string" 1]

}

},

"maxResults": number,

"nextToken": "string",
"attributeName": "string",
"orderBy": "string"

}
}
URI 2% »jeto|E
RE2 URI ItEHO|EE AHE6HK| i &L Ch
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analyzerArn
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7] 28 oiEE EE.

L BAY-Criterion ZHx|| 24

nextToken
dretE Z2nto| mo|X| oAl A8 =l EE QLT

Elel: EXtd

HEol| M8 EE 7IE.
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: SortCriteriaZi |
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HTTP/1.1 200
Content-type: application/json
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{
"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
SEH 4L
A+10| AT MHIATHHTTP 200 SEE HH&3tLIC

findings

RIS LE| 7|ED Yxlsts BATI0IM HM4E 20t 25 (s F9).

F&: FindingSummaryV2Z4x{| 0{zi 0|

nextToken

HretEl Zoto| mlo| x| il Ar8 &= EZ YL
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HTTP &fEi ZE=: 403

InternalServerException
LHF MH 257,

HTTP &fEi Z&=: 500

ResourceNotFoundException

HTTP &fEll 2 E: 404
ThrottlingException

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400
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+ AWS Command Line Interface
+ AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?{&t SDK
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« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

« AWS FH| V38 SDK

]
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2

IAM Access Analyzer

ListPolicyGenerations

X7 S 2

—_

Request Syntax

GET /policy/generation?

LYE DE HHM MO E LtFgfLict

maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI 23 n}20|E

23 ClS URI It2O|EE AP ELICE

nextToken

HrgrEl Znto| mo| x| oo Ar8 &l EE LI

principalArn

Pattern: arn:[A:]*:iam::[*:]*:(role]|user)/.{1,576}

X =
LY EE
s 2HolE 220 gt

Response Syntax

HTTP/1.1 200
Content-type: application/json

"nextToken": "string",

ListPolicyGenerations
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"policyGenerations": [

{
"completedOn": "string",
"jobId": "string",
"principalArn": "string",
"startedOn": "string",
"status": "string"
}
]
}
SE A
2rQd0| 4B 5tH AMHIATFHTTP 200 SE 2 EHSEHLICH

nextToken
gtetEl Z2uto| Ho|X| ool AR El= EZILICE.

ElQl: EAtS

policyGenerations

ME Mol cHEt ME HET7H & E PolicyGeneration ZHAIQILICH,

El2l: PolicyGeneration Z4&]| Hi

Errors

TE zefol M BEMOR YMSHE QFO| CHEF APMIE LIS S YHHxiol o F MME HASAHL.

ol &Ys

HTTP &Eil ZE=: 403

InternalServerException
L= M 27

HTTP &Eil ZE=:500
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ThrottlingException
Mt Mg =0t 2 77 RS LICH

HTTP &fEi ZE: 429

ValidationException
AE olle @77 Y& LICH

HTTP &Ell ZE: 40

o

]
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+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?|8t SDK
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« AWS PHP V3& SDK

« AWS Python& SDK

- AWS FH| V38 SDK
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListPolicyGenerations
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListPolicyGenerations

APl & X

IAM Access Analyzer

ListTagsForResource

mo
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claaol MEE Bl |5

NESES

Request Syntax

GET /tags/resourceArn HTTP/1.1

URI 273 ui2t0|E
Q%2 C}S URI THatOlE{ 2 AFR B LI}

resourceArn

Request Body

He 3oz 20| ei&Lich

ol

Response Syntax

HTTP/1.1 200
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

xto{o| AdZ 5t

r

Ct2 dIo|E{E AMH|A0f 2|5l JSON &4lo
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o Asfal A
ol 2fdg =&dE = ¢!

HTTP &fEi ZE=:403

InternalServerException
L& MH 2F.

HTTP &Ei Z=:500

ResourceNotFoundException

HTTP & Ef ZE=: 404
ThrottlingException

Mgt Mg =30t 277 LR

HTTP & Ef ZE: 429

ValidationException

2101'H AWS SDK & &tLtoll A O APIE ALS ot 4ol CHE RHMIEF L2 TS 2

S JIPNI-S
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* AWS Command Line Interface

+ AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2E 2/t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListTagsForResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListTagsForResource
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StartPolicyGeneration

YA MY ™S AEELICH
Request Syntax

PUT /policy/generation HTTP/1.1
Content-type: application/json

"clientToken": "string",

"cloudTrailDetails": {
"accessRole": "string",
"endTime": "string",
"startTime": "string",
"trails": [

{

"allRegions": boolean,

"cloudTrailAzn": "string",

"regions": [ "string" ]

+

"policyGenerationDetails": {
"principalArn": "string"

URI 273 m}zto|E

L2 URI I2tO|E{E A8 stX| e &L

QA2 JSON Ao 2 O} H|0|EE waLch

clientToken
LY HEYE 25T /8 MIsts LRE CVAER FE AEXHLICH HEH2 API 30|
et ek 22 E|= 5 §L|CH idempotent 20| F2 ?lef 20| §SH=z zE B2 et
ZCl0|HE EELZE R MAL A 22 §3 8 29 ZupJt drete|H F7F 21t glaudt
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Zcto|HUE EFE X|™PstX| ef2F SDKOA XS LICH AWS

ElQ: EAtS

A0

LI ALE: oL 2

cloudTrailDetails

MRS M5ty QIsH BAISHEE S0l ThEt MR HETH S0 Trail Rl

CloudTrailDetails ZHA|IQIL|C}.

: CloudTrailDetails Z4 ]|

o‘}t

Y YAsHE Y IAM A (SR EE 24E) Of ARNE ZEfErLCH

£ &: PolicyGenerationDetails Z4&]|

g 78

HTTP/1.1 200
Content-type: application/json

{
"jobId": "string"

}

SH 24

Ztd0| M35t MH|ATHHTTP 200 82 BH&SELICH

CtZ ClOIE= AH|2o0f 2|3 JSON &4l 2 gretELICH

jobld

Z10{ M JobId EHEHE|E= StartPolicyGeneration ZfILICH oF &HA
GetGeneratedPolicy AF&35t0{ M El HAMZ ML o &7H At85t0o HA M e

CancelPolicyGeneration ¥4 & Jobld &= QU&LICH
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Errors

L

2E HHoM SSHoz Ylsts 27 of CHE REMIEH LHE
AccessDeniedException

o| &te4e

A
=1 = T

HTTP &fEll 2 =: 403
ConflictException

SE 2 2F.

HTTP &Ei 2 =: 409
InternalServerException

LHF MH 257/,

HTTP &Ei I =: 500

ServiceQuotaExceededException
KHlA 7 55 @ R7} grasiaLIch
HTTP &Ef Z=: 402
ThrottlingException
Mgt Mgt =ot @ 7o ARSI
HTTP & Ef I E: 429
ValidationException
A5 o2 27F.

HTTP & Eil ZE=:400
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Errors
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]
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https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartPolicyGeneration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartPolicyGeneration

IAM Access Analyzer

StartResourceScan

AEE Blasro MBE HH AME JA| AFFLICH

Request Syntax

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URI 273 ulz2t0|E

232 URI L2t0[EE A8 SHX| of& LTt

RYE2 JSON Ao 2 C} S H|o|E E & &Lt

| MRS AFHSH= O AFRE EA7|0] ARNQIL|CEH

—1 —_ O 1 —_—l — o =

OHEA: [A:]*:[A:]*:[A:]*:[~:]*:[~:]*:analyzer/. {1,255}

“_éj\ A|' O:"r Yes

resourceArn

OHEA: arn: [A:]*:[A:]*: [~ ]*: [~ ]%: . %
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resourceOwnerAccount
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Etel: EXtd
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HTTP/1.1 200

Response Elements

40| MEB5tH MH|A 7L H|o] Q= HTTP £E21 &7 HTTP 200 2E2 vta Lot
Errors
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HTTP &fEi ZE=: 403

InternalServerException
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HTTP &Ei I =:500

ResourceNotFoundException

HTTP &Ef Z=: 404
ThrottlingException
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HTTP &fEi ZE: 429

ValidationException

A& o 277t YA &LICH

HTTP &Ell ZE: 40
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/StartResourceScan
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StartResourceScan

IAM Access Analyzer

TagResource

XM= 2| AA0 Ej2E F7HEHLCE

O —

Request Syntax

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI 273 ui2t0|E

2 CFS URI Zi2tOE & AFS &L
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resourceArn
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HTTP/1.1 200

TagResource
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Response Elements
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HTTP &

HTTP &fEi ZE=: 403

InternalServerException
L2 M 28,

HTTP &Ei ZE=:500

ResourceNotFoundException

HTTP & Ef Z E=: 404
ThrottlingException

HFAH

Mgt Mgt =0t 2 7 IH L

HTTP &fEll 2 E=: 429
ValidationException
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e 2F.

HTTP &Ei ZE=: 400
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2101 AWS SDK & 3tLtoliA| O] APIE AHESHE Widoll CHEH REMIEH LHE

« AWS Command Line Interface
« AWS SDK for .NET

Response Elements

API {71 2019-11-01 113


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/TagResource
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+ AWS SDK for C++

« AWS Go v2E ?/8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/TagResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/TagResource
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UntagResource

X HE 2lAA0M EZE M HELICH
Request Syntax

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URI 2% miz2to|H

FO
0t

2 CFS URI Zi2tOE & AFS LI

resourceArn

Request Body

e 2oz 20| ei&Lich

ol

Response Syntax

HTTP/1.1 200

Response Elements

I} &7 HTTP 200 SE2 B ULt

r
MO

51910| MT 5t AHIATH HI0f R HTTP 2
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AccessDeniedException
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HTTP &Eil ZE=: 403
InternalServerException
LIS MHH 2F.

HTTP &'Ef 2 E: 500

ResourceNotFoundException

HTTP &Ef ZE: 404
ThrottlingException

ARE BT R 77 YRS LICH

HTTP &E| T E: 429

ValidationException
A5 o2 27F.

HTTP &Ei ZE=: 400
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 AWS SDK for C++
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« AWS PHP V3& SDK

« AWS Python& SDK
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https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/UntagResource
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UntagResource
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UpdateArchiveRule

X|IHE otztole 72lo] 7|&E U 7t S Yollo|E & LICH,
Request Syntax

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}

URI 273 ul2t0|E

2 CFS URI Zi2tOE & AFS LI

FO
0k

analyzerName

O}7I0|E #2I2 YHIO|EE E447(9| 0|E.
Zlo| |2k x|A Zlol 1. =|ci Zo|= 255.
I{E: [A-Za-z][A-Za-z0-9_.-]*
L= AHE 052 Yes

ruleName
Moo|EE =2 O|F.
Zo| Mef: x[4~ Zol1. =/l Zo|= 255.

IHE: [A-Za-z][A-Za-z0-9 .-]*
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Ll AL 048 Yes

clientToken
Zelo|dE EZ.

P

N

m

o
il

!
+

ALg: otLi2

-
oo

filter

EQLIcH EEet YRlstE w22 Yoo/ EELICH

rir
]

clolE & 7l

0%

- 2 AFQ-Criterion Z4A]| 2H

=)

[l
1>

048 of

sg 7E

Il

HTTP/1.1 200

Response Elements

ot BH HTTP 200 85 S BH&ELICEH

gl

50| §S st MHIATEH|0{ RlE HTTP &

r

Errors
T2E XM BEX o= wMstE 270l Ot XIMIEH LIS LHIZOl o F MME XM

HTTP &Ei 2 E: 403

InternalServerException

L& MEH 27,
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HTTP &fEi ZE=: 500

ResourceNotFoundException

HTTP & Ej Z E: 404
ThrottlingException

Mk &gt =0 2 77 e dsi&LLIC

HTTP &fEi ZE: 429

ValidationException
AE 02l 2F.

HTTP &fEi ZE: 400

]
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FZESHAAI2.

+ AWS Command Line Interface
» AWS SDK for .NET

+ AWS SDK for C++

« AWS Go v2E ?{8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

« AWS FH| V38 SDK

]
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IAM Access Analyzer

UpdateFindings
XEE A Ao dElE ol E—FLICE.
Request Syntax

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URI 23 n}20|E

S URI II2HO|E{E AFR5HX| ob&LICH.

£8: String

OHE: [A:]*: [~ ]*:[A:]*:[A:]*:[~:]*:analyzer/. {1,255}

2 A 04F: Yes

clientToken

UpdateFindings
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ids
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| 2|AA 9| ARN.

AEL

nize(pS|

F: String I
744 74
=

resourceArn
[ === R |

: String
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OF

LHEHAL|CE.

E~PN

=13
=

H Zl5H oF

ol

F7] 2

©°

ClolE

2 LIC}.

e arn: [As]*c[Ae]* [~ ]* [~ ]
ACTIVE Ol A&

Required: No

status

iy

K
Ok

ol

Zt: ACTIVE | ARCHIVED

S

0

o
T

Ok

e

ol
0o
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AccessDeniedException

o| Xto4

|

mo
o2
et

= T A SEE HAMA HEto| &L

HTTP &Eil ZE=: 403
InternalServerException
LIS MHH 2F.

HTTP &'Ef 2 E: 500

ResourceNotFoundException

HTTP &Ef ZE: 404
ThrottlingException

Mzt et =0 2 77 e dsisLLC

HTTP &E| T E: 429

ValidationException
A5 o2 27F.

HTTP &Ei ZE=: 400

gl

2104 AWS SDK & stLIolA] O] APIE At st Lol i RiMIEr LIS 2 CHES

ot

FRSHAA|I

= —_.

+ AWS Command Line Interface
+ AWS SDK for .NET

 AWS SDK for C++

« AWS Go v2E ?|8t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript

« AWS PHP V3& SDK

« AWS Python& SDK

]
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https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/UpdateFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/UpdateFindings
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« AWS £H| V38 SDK

]
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ValidatePolicy

HM AEE sty At S5 grEtELch =AI A0t E S&f =ME AdEstn EX siES 2Iet
Al 7S HE AEE MBSt 2o 2™ Atelol &= 7IsH HAME FHE = U&LIT
Request Syntax

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

maxResults

SeholM ghete 4 Qi Aok A 4
nextToken
HI S

- =

= A1t o| mo|x| oHZ ol ArE £l EZ LI

,—g% JSON & Si1A IQE [:l-o E”OlE‘l% l:||=|-§|-—||:|'-
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policyDocument

MA FEIXZ AL JSON M2 2ot
ElQ: EAtS

policyType
ASE MM SH. 1D Y2 1AM 2ot FAlof #H2 Ro{ELIch ID HHollE 1AM %4E, A8 R
! T &of cHst 22l gl elgtel Mol = &HELIC
2lAA HAM2 2|AA0 CHEE HEHE E0o{ELICH AWS E|lAA HAol= IAM H&of CHEh A &
M} Amazon S3 HZI0| HZ! 20| ZEEILICH X2 B HY EE 2las YT 22 Uit
2 & 2Eld Y FE Amazon S3 MY I 2 S Y KB 4+ AsLict

% 2t IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY

Z AFY 047 o

validatePolicyResourceType

ElAA HAMo|| (IZE ElAaAS 2. UM Yo IS 22 B2 HAM HAS 2lAA 9|
752 RESOURCE_POLICY X|HsIAMA|2. 0i& £0{ Amazon S3 H{Z/0]| ¢1AE E|AA MAME HS

StedT HA HE 2lAL RYS MEE AWS: :S3: :Bucket & A&LICH

FEE USSR X|HEIX| etE BlAaA RO B IAM Access Analyzere ZE 2laA Ao M
El= M AAE AYELICH K& E0{KMS 7|0 42T BlAA HMo| a2 AASE{H H
M AE elaa 0l 2t XIHetR| 0t AR, 22T IAM Access Analyzerd A 2 E E2|lAA H
Mo ML= HH HALE A-ELICH

EfQl: EXtY

= 4f: AWS::S3::Bucket | AWS::S3::AccessPoint |
AWS: :S3::MultiRegionAccessPoint | AWS::S30bjectlLambda: :AccessPoint |
AWS: :IAM: :AssumeRolePolicyDocument | AWS::DynamoDB::Table
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T4 ¥S o ohR

SR

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [

{

"path": [
{ ...}
1,
"span": {
vend": {
"column": number,
"line": number,
"offset": number
.
"start": {
"column": number,
"line": number,
"offset": number

1,

"nextToken": "string"

[

B S gr&ELc

xtodo| MZ 5l =

r
X
o
|>
M
T
|
—
T
N
o
o
0lo
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IAM Access Analyzer
Ct= Cllo|E{= AH|A0] 2|3 JSON Ao 2 dhetE{L|Ct.
findings
YA HAL HIEE 7|HF2 2 IAM Access Analyzer0l A et o] Ant S5 oluct
£&: ValidatePolicyFinding Z4&i| o{2|O]
nextToken
ghetEl Z1to| H|ofX| oHEo AA8 k= EELICEH
Ete: 2Xt4E
Errors
1M SSHoE wMst= R0 CHEF XEAIEH LIS 2 LEHAQl @ F MME HASIAR

AccessDeniedException
Ol &ig 88 4 Rl SEE HMA HEHO| giaLch
HTTP &Ef F=: 403
InternalServerException
L& MH 2F.
HTTP &Ef Z=: 500
ThrottlingException
g M & LICE

Mgt Mg =3 277t

HTTP &Ell 2 E: 429

ValidationException

a3 0l 2F.
HTTP &Ef 2= 400
EESHAAIR
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* AWS Command Line Interface

+ AWS SDK for .NET

* AWS SDK for C++

« AWS Go v2E 2/t SDK

« AWS Java V2& SDK

« AWS V3& SDK JavaScript
« AWS PHP V3& SDK

« AWS Python& SDK

« AWS §£H| V3& SDK

]
[
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IAM Access Analyzer API &

B

CilOfE Et &

IAM Access Analyzer API0|= Tt ZF 40l M At&shE 0421 HIO|E R 0| L& xlof U&LICE 0l
MMM 2 ololE] ol CHall RHAM|S| B = LICH

(® Note
ClolE] f3 FXoIM 2 240 &#ME HRE|X| gLt ol Z2FolMe SH &M
siAME ef Euct.

7+

CHS Cilol& Ef o] x| E L.

« Access

* AccessPreview

» AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary
* CloudTrailDetails

» CloudTrailProperties

 Configuration
» Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

+ EbsSnapshotConfiguration

» EcrRepositoryConfiguration

+ EfsFileSystemConfiguration
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ExternalAccessDetails
Finding
FindingDetails

FindingSource

FindingSourceDetail

FindingSummary

FindingSummaryV2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location

NetworkOriginConfiguration

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration

RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError
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RecommendedStep

S3AccessPointConfiguration
S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration
SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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Access
HMME 7|Eo2 HAALE HEtE Holste 2 & 2[AA0| CHEt HETJH S0 U&LICH
LS
actions
HM|A TEHO|| CHEE 21 S 5. IAM HE0M 2UO 2 AISE = U= ZE BAIE S &olg 2y
SEo| MY = A&LICH
EtQ: 2XH i
B T3 x[AE 07HLICE ZICH &= == 10071
L= 045 ofLR
resources
CHM|A TEHOl| CHEE BlAA S5, IAM HH0|MH Amazon 2|44 O|F (ARN) 22 AFSE £ e
DE BXUEE EHolE 2laA S5 ASE = JA&LICE 2|AA IDE X[H5t= ARN 2 E201EH 2
UCEIIEE A E = U&LICH
EtQ: 2XH i
HHE # M x[As= 070 L[Ct Z=|C = 2= 10074
Z4o| Mef: z|4 Zol= o Lict x[cH Zol= 2048LCH.
L= 045 ofLR
atm

210 AWS SDK & stLIOA] O] APIE AtEsts Lol CHEF REMIEF LI 2 CHE 2

« AWS SDK for C++
« AWS Java V2& SDK
« AWS FH|V3& SDK

S JIPNISN

Access
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AccessPreview

HMA OI2] E7|of CHEH HETH S0 U&LICH
LHE

analyzerArn

M O2| 27|§ ddst= ol AEE EA17|2] ARNLICH

£ &: String

HEd: [A:]*:[~:]*:[~A:]*:[~:]*:[~:]*:analyzer/. {1,255}

El

1:

4 ALE 048 Yes

configurations

MetEl 2lAA FHo| 2|44 ARN .

0%

R EXtQ-Configuration ZHA|| 2
Ll 0458 of
createdAt

AMA OI2 E7(7F SIE Alzh

id
HAMA OIZIE 7|9 TR ID.
{&: String
I [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}
2 A 047 Yes
status

MM Ol2| 272 e

AccessPreview API {7 2019-11-01 134



IAM Access Analyzer

APl & X

« Creating- YAA O|2] £7| 40| &I SLICH,

« Completed- HA[A OIZ|E7(|7 2 EIRELICH E|AA00 CHE 2IF HAMA ZATHE D2l =2 =+
A& LICH.

« Failed- ¢AMA O|2| 27| BHE7|of AuizH&LICt.

EtQl: BXtd

% %f: COMPLETED | CREATING | FAILED

Ll A 048 0f
statusReason

HMA OI2] 2712o] TAH 2FEfod| CHEF REAMIEH LS

08 S0f HMA
LR 25 ¢

nl2] 27 g 7ol Aljst e
e AREEAA TN HEY S

234: AccessPreviewStatusReasonZH |

e
1

0% ofL|R

Sl

©1048d AWS SDK = 5tLI0I A O] APIE AF25H= dht

« AWS SDK for C++
« AWS Java V2& SDK
« AWS FH|V3& SDK

of CHEH REAMEH LIS

2 M3t

Failed &EN7} BF2tELICH O] dii= EAM1f 2tE
A& LICH.
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o
Q'I_l
>
>

mt
Kl

API B4 2019-11-01 135


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreview

IAM Access Analyzer

APl & X

AccessPreviewFinding

HAA OIZIE 7|0 YEE AAMA DI2Z] 27| ZA AaklL|ct.
LiE

changeType

MM A OI2] 27| AM 2217} IAM Access AnalyzerOi| A AlEEl 7|E HM AL 0{E A H|Z E|=X]
of CHEt ZHEIAEE KNS
« New- AM A= M2 A
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lo L
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=S X
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o0& £04, O|2] 27| Resolved & EHQ}

7|& MEf7I Q= Changed A ZAxtE X|oHE HEt
Resolved HHZEo =2 Qlal| 7|& Active M ZAD 7} E ZAUE Active LIEFHLICE
Elel: EXtd

& %k CHANGED | NEW | UNCHANGED
2 Mg o7 o

createdAt

CHM|IA O|2| 27| 4 ZAnto| ID. O] IDE HMA O|2| 27| At S20f e 2AE TR6HH A
235t 0H Access AnalyzerS| ZAM A1t IDQ= 2210 Q& LICH.

Etel: EXIYS
Zl~ 35 05 of

resourceOwnerAccount
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AccessPreviewFinding
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resourceType
AN Aol M AMAE £ Qe 2l220| 8,
Et: EXtA

& Zf: AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: : Stream

744 Z34o| 0|2 7| AEf. HBH HHE 20| M T AEjE Ch2 T Z&LICH ol 8 Sof, 02| B
7| Resolved & ENQt 7|&E MEN7I Q= Changed A ZAut= X|eHEl HFt Resolved HESE Q|
&l 7|1&E Active A A7t E JUS Active LIEFHLICEH

o

Et

I

 BxtY
2 2L ACTIVE | ARCHIVED | RESOLVED

2 AFY 047 o

action
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existingFindingld
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IAM A& EA7|0 D2, 7= 244 ZIbolgt M= ELch
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existingFindingStatus
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resource

QIF FAM7F HMAE = UE Blas. KM A D2 27|9F 2HAE 2lAA QLT

LHE AP| & 2019-11-01 138



IAM Access Analyzer

APl &

B

sources
M ZTko| SR, Ol ZDHE M3 ANA HEHO| £
70 HM ZTE 9ls s

Sl
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« AWS FH| V3& SDK
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AccessPreviewStatusReason

|2 Ol2] 2 710] #4RH Aol CHEH REMIEH LIR 2 KB ELICH oS Sof UM 02| 7] BHE 7|
of ATl Failed AEH7} BHEHEILICH O] AlTjs EAIT} BdEl LIS 2X EE F2E Kot 2|4

A 7HMEY 4 Asch
LHE
code

MM Ol2| 27| 2R &Efol| CHer 22l I = QLC.

ot
o

2101'H AWS SDK & &tLtoll A O APIE AL ot Yol CHE RHAMIEH LIS 2 CHEE XS MAIR.

« AWS SDK for C++
« AWS Java V2& SDK
« AWS FH|V3& SDK
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AccessPreviewSummary

HA|A O|2] 27of ChEt 29 HEIF S0 Y&Lich
LHE

analyzerArn

M O2| 27|§ ddst= ol AEE EA417|2] ARNLICH

F&: String
OHEA: [~ ]* [~ ]*:[A:]*:[~:]*:[*:]*:analyzer/.{1,255}

2 A 04F: Yes

createdAt

AMA OIZ[E7|7F SEE AT

id
BAA O|Z|27]9] IR ID.
F&: String
IE: [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}
s A 048 Yes
status

HM|A O|2| 2 7]9| AE).
« Creating- HAA 0|2 27| 4M0o| TI™ SL|ct.

 Completed- HAM|A O[2| EZ|7t PR EIRIS M ElAA00 CHEF Q|F HA|Ao0i CHEr ZxtE Ol2

£ & A&LICH
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ElQ: EAtS

Ho
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R % Zt: COMPLETED | CREATING | FAILED
Ll A 045 0
statusReason

N2 Dl 2710] #RH AEHol CHEH AL LSS MBBLICH 08 S0f HMIA Dl2| 7| BHE
710 AlTh5HE Failed AER7F EFEFEILICH O AlTHE 2AID BT LIS S8 TE R E Aot

Elas 7 MEY &= A&LICH

93: AccessPreviewStatusReasonZH ]|
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« AWS SDK for C++
« AWS Java V2& SDK
« AWS FH|V3& SDK
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#setting-acls
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketAclGrantConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/dev/example-bucket-policies.html
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IAM Access Analyzer

APl & X

bucketPublicAccessBlock

Amazon S3 H{Z!of CHal| XoHEl EE2 HEZ HMA TA

£ &: S3PublicAccessBlockConfiguration ZHA|

e
1

0% ofL|R

]

210484 AWS SDK & 5tLI0f|A O] APIE A& 35t=

« AWS SDK for C++
« AWS Java V2& SDK
« AWS FH| V3& SDK

ol CHEr REMIE LIS

2rhss

o
Q'I_l
>
>

]
[

APl 471 2019-11-01 221


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3BucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3BucketConfiguration
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-express-security-iam-example-bucket-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3ExpressDirectoryBucketConfiguration
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket-publicaccessblockconfiguration.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/S3PublicAccessBlockConfiguration
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https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_CreateSecret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_limits.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SecretsManagerSecretConfiguration
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https://docs.aws.amazon.com/sns/latest/api/API_Topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SnsTopicConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SnsTopicConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SortCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SortCriteria
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Span
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Span
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Span
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/quotas-policies.html
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/SqsQueueConfiguration
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/SqsQueueConfiguration
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/StatusReason
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/StatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/StatusReason
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Substring
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Substring
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Substring
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/Trail
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/Trail
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/Trail
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/TrailProperties
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/TrailProperties
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/UnusedAccessConfiguration
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