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F 1Lt AWS Certificate Manager?
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://www.amazontrust.com/repository/
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https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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AWS it B ZEEE AWS X|9 EOIAWS X[ & AIC ZQIE S WRstod X[ ACM 784S &9

ACM2| QIZE M= E[E ElAARILICEH Elastic Load Balancing2t & 74 s Y&t HrstEl =@l ol

(FQDN) EE= & 0|4 2| AWS X[ FQDNs &l &oil et QIZEMHE AHS5tedT 2t X|dof| CHet °|’<HE

RS 7HLE 7ER4Qtok BfLICH oM MSetE 2B ML FRACM, &, 2B Mo = 2 =2l o|&
K|AH= CtA| ABstok gfLict 2™ ZHof IS ME SAE = ei&LCh

i
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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
https://docs.aws.amazon.com/general/latest/gr/acm.html#limits_acm
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/general/latest/gr/acm-pca.html#limits_acm-pca
https://docs.aws.amazon.com/general/latest/gr/acm-pca.html#limits_acm-pca
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https://aws.amazon.com/certificate-manager/pricing/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",

"Action":"acm:ListCertificates",
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"Resource":"*"

}
]
}
(® Note
O| #&H2 ACM 215 ME Elastic Load Balancing %! CloudFront &0 ZAlStE O 2 &L
Ct.
0125 Af 24
CHS W2 ALEA7F SH ACM QIS ME AME = UL & 58 Lt
{

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}
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{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:ImportCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}
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"Version":"2012-10-17",
"Statement": {

"Effect":"Allow",
"Action":"acm:DeleteCertificate",

"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
}
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ExportCertificate acm: ExportCertific arn:aws:a
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ate/ certificate_ID

GetAccountConfiguration acm:GetAccountConf *
iguration
GetCertificate acm:GetCertificate arn:aws:a

cm: region:account:certific
ate/ certificate_ID

ImportCertificate acm: ImportCertific arn:aws:a
ate cm: region:account:certific
ate/*
EEe
*
ListCertificates acm:ListCertificates *
ListTagsForCertificate acm:ListTagsForCer arn:aws:a
tificate cm: region:account:certific

ate/ certificate_ID

PutAccountConfiguration acm:PutAccountConf *
iguration
RemoveTagsFromCertificate acm:RemoveTagsFrom arn:aws:a
Certificate cm: region:account:certific

ate/ certificate_ID
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UpdateCertificateOptions acm:UpdateCertific arn:aws:a

ateOptions cm: region:account:certific
ate/ certificate_ID
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWSCertificateManagerReadOnly

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",

acm:ListCertificates",
"acm:GetCertificate",

1,

"Resource

II.II*II

2 &0 o] AwS EIY HME 224 https://console.aws.amazon.com/iam/homet#policies/

acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"
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arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly2 O|& & L|LC}.

AWSCertificateManagerFullAccess
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{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action":[

"acm:*"

1,
"Resource":"*"

.

{

"Effect":"Allow",

"Action

jam:CreateServicelLinkedRole"
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

"Effect":"Allow",
"Action": [
"iam:DeleteServicelLinkedRole",

jam:GetServicelLinkedRoleDeletionStatus",
"iam:GetRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"

}
]
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
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=4 7l X|¥El=E ACMAPI E  RF =k
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acm:Certi RequestCertificate = AF4(ENABLED, ACM RIEM EFHY
ficateTra DISABLED) EZ 7|2 d¥E 7I&E
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Logging
acm:Certi RequestCertificate ARN ACM 2%9| 215 7|
ficateAut #E2IIEc2 ¥ H
hority EHE
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CHS HA2 o|HY A Wi¥(arn:aws:iam: :123456789012:r0le/
AllowedEmailValidation &2 ALt 2 Me)2 AFE5tod M QIS EE HEF L.

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:ValidationMethod":"EMAIL"
.
"ArnNotLike": {
"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/
AllowedEmailValidation"]
}
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
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"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition": {
"ForAnyValue:StringlLike": {

"acm:DomainNames": [

M 2
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]
}
}
}
}

of 4. 7| 1 E|& Mlet

CtS 822 StringNotLike =7 7|& AI835t0{ ECDSA 384H|E(EC_secp384rl) 7| d1EIEL
2 QYE QB MEL HSELCH
{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"
}
}
}
}
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"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:KeyAlgorithm":"RSA*"
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{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}
O] HE2 acm:CertificateAuthority 2712 At&3504 Amazon Trust ServiceOll A & S 74
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{

"Version":"2012-10-17",
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"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget
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User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
with an explicit deny in a service control policy
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
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aws acm request-certificate \
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--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED
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https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
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https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://console.aws.amazon.com/acm/home
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https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html

AWS Certificate Manager

--domain-name www.example.com \
--idempotency-token 12563 \
--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\

certificate-authority/CA_ID

O| HHE2 M At 215 M2l Amazon ElAA O|F (ARN) 2 &g Ct,
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

R0 ZP ZR ACMCAE %13 AL8E mf AH|A o1F AE (SLR) 2 ALl IS HAF L
. I 21 5F %|E QIE|E| QIS ME AIEo 2 ZHAIE £ Ql&L|CH SLRO| EAsH=X|
QI5tE{H Chg HHES IAM A8 5tod 2|8 & &Lt

aws iam get-role --role-name AWSServiceRoleForCertificateManager

22 Ct S} H|zsHofF gLt

M
rlo
Ojo

SLR7} = B2 BH

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQOOQ0OBBBBBBB",

"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:417",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

}I

"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
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"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z2",
"Region":"ap-southeast-1"

SLRO| @i Z2 MHIA 2473 ACM HE A2 S BZFHAAIL.

THQ ARH FHC

Amazon CA (218 7|&) oA ALO|E o CHE QIS MHE 2= 3te{t HX{ AWS Certificate Manager
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HQl Ol AlAE! (DNS) HE2 Sl ARTE 8HFHHU QIBM QLE Al O|HY HAE 2 Sl 27T

g 59 + laLch

@ Note
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oilxl| 2|2 = CNAME

THQl ol dZE 0| tIZE 2 =k
*.example.com _x1.example.com. _x2.acm-validations.a ldentical
WS.
example.com _x1.example.com. _x2.acm-validations.a
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www.example.com _X3.www.exam _x4.acm-validations.a 1%
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O xNEE () Flol 2= 42 oM HEE ACM 7! EXtELICt o E EH ChSat Z&Lct
_3639ac514e785e898d2646601fa951d5.example.com.

ololz 2tz dEE BlZ = o|§2 EoiELICH (A BllZE 2 ohan 22 4 = A&Lich
_98d2646601fa951d53639ac514e785e8.acm-validation. aws.
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CIEME Q%3511 DNS &2 HAIE XY= 42 = O CNAME 84lo2 HEE ACM MEE
LIC}.
CHel BlEZE 0| HZE H3ZE gt
(off= Al
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SteqH
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Z£0|A DNS A5 S ddsteiH

® Note
Ol AoIA= 0l0] BhLk 0|40l QIBME BHEUT ABME THE AWS K|l ZHeistn
QICHD FhEEtLICH 24 Pain sl X HRl ALS 50| EAIE|HL 228 HolE S
Sof @B M7t HOIR| ot HS SHE XIAS XIHHEX| AL,

1. oA ACM https://console.aws.amazon.com/acm/2& 2 0{AA|2.

2. 9BM FE0|M BB EF S(Pending validation) & E{Q! £ M3t2{= 21E A ID(Certificate ID)E
MEfSFLICEH TJB{H IS Mo CiEt MF HE H o|X|7F F&ILCt

3. ZHQ!/(Domains) MMM L5 F HAt & StLHE 2t = ELICH

ME4 AR Route 532 HBELICEH

Q
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® Note
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XM L.
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records)2 ’.ﬂEﬂE* | Ct Moz MMEIDNS BIZEE Enshs AE HiL2 &7H 15 M
Al HO|X|7+ dEqof &t

M eI5Me| JEi7t ZICH 308 Sk A& HAE 27 &(Pending validation)2 2 EAIE +
&Lch.
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® Tip
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OlHY ZHE 9| XH= HFAl

1O O T

ACMZt -H|lof CHaH CHSak Z2 5712 LBt A|AE] O|H Y Z 22l o|HIY HIAIXIE E-LICH E=
#HEHQRIZ AS THQRICE X|&5t04 sHE THQlofM 0|28t O|HIUS CHAI =418 2 Q&L
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Z£S MEs0{ QIBME LidstedH

2. QIEM S0 MBS HEHLIC 2% 4Ero| Ho|X| HEE AHR 504 02 Ho||2] RIFA
S SHME 4 UALICH Z B ME ABMEER JIENOR AR 08 Qol 2l BS S

Mol E3tEl =2l OlF (FQDN).

=
1 o
- 28 -025AMe REULICE 7tS8t 2k Amazon ¥ Z(Amazon Issued) | Z2+0|8!(Private) | 7t

- MEf-QIBM SENRJLICE 7S 2t A5 £/ S(Pending validation) | & = El(Issued) | H|E 4

(Inactive) | Bt = El(Expired) | F|AEl(Revoked) | & 1li(Failed) | @& AlZF Z1}(Validation timed out)
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. T+ OIF0ll MBE|X| 88 — O] AlZH O|Tol= QABMTF K& K| StBLICH

. O+ Ol%0ll MBE|X| 88 — O] AlZH 0% 0= ABMTF RE K| StBLICH

« BRI AlZt- SHRIE QB MO| ZS SHK| AlZHLIC

» Name Bl — sl Ef27t Qe B2 0] 2B Mol CHet Ef 12| 2k 2 NameOl2t 1 B L|CH

 Renewal status(Zd 4 &Elf) - 2 HEl QI
o EA|Z[0H gtol }U&LICH 7hsEt atk:
validation(d%& 2 /) | Success

M AL HENRILICEH o] EE= dblg e =0
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® Note
QIZ A AE HZ0| ALS THSBH MBI} Bl o 2ICH B Alzto| 22 £ laLich 2x7}
4B R, 72A17H 30 QB M 28 AZH0| FDEIDE HSRE US EE WA Z2H
A ChAl B sfiof BLiCt

I O|X| 2 7|(Page size) 7|2 &2 Z & HO|X|olA EretE|= QIBM =& KIEELICH

A& 7tSEr UAB M HIF HEof CHE REMEF L8 2 215 M 4T ACM Mg R EstM2.

E AE35t04 B MHE LQ5E{H AWS CLI
CH2 oflet Z0] list-certificate W2 AF25104 ACM -managed 1ZMHE LI@dgtL|Ct

$ aws acm list-certificates --max-items 10

{
"CertificateSummarylList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"

1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
"KeyAlgorithm": "RSA-2048",
"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,

"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,
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"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",
"NotAfter": "2032-06-11T23:42:49+00:00",
"CreatedAt": "2022-08-25T719:28:05.531000+00:00",
"ImportedAt": "2022-08-25T19:28:05.544000+00:00"

"

7|2HMo 2 stLt o4& of X[HE =M Rlo IkeyTypesRSA 10240 7{LE RSA_2048 U= Q1B Mt ti
ElLict EH|elo| gie IB ML CHE L1 E[& = HIE 37|18 M85t elE et Z 0| AMo{st= Ct
oflet 20| --includes D7+ E NS ELICH TE2t0|E{E AHE 5o ZE

ACMZ & = § A835t0{ 215 Moil CHet RhMIEF HIEFH|O|E{ & AWS CLI Lt & & LCH
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- QIB M &El

.« AlHX}- QB A O 16TI-2 E 32H+o| 05 AERbLCH

« ARN— Amazon 2|44 O|& (ARN) &4|9|
arn:aws:acm:Region:444455556666:certificate/certificate_ID

- S8 -ACMQIBAMO| ErE| HFEE AlMEELICH 7hS 8 282 [Amazon &2 (Amazon Issued)] |
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Q! - QIE Mol st THiQl ol& (FQDN) Lt

2k @38 EF & (Pending validation) | £ A E
k(Validation timed out) | 33 (Success)

x4
o

M SAULI? - Q1B MIIAWS E&F MH|A| ¢4ZAE|0] QI=X| 048R E LIEFHLICH 7t 8t
k2 [od(Yes) | [0|'L—|9|_(NO)]?=IL—|E|'.

M2 AZ| - Els B2 7HK2 E 2 Alztdu|ct

CtS O|TIo| MBEIX| &t S - Q1B RE 7I7Ho| AlFFLALICE

CtE Ol o MBE|X| &t 2 - Q1B M| BtE Em & AlZtL|Ch
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QI Moi| CHE Halsd ZAl Mg BEatM L.

Renewal status(Z 4! & Ef) - 2 HEl O_Iékl A AENQILICEH O] HEE AAE

oi2k EA|Z[H Zto| UA&LICH 7tset & Pendlng automatic renewal(AtS &l 27
i |
[« Je

Pending validation(& F) | Success(™3) | Failure(&ITH)

® Note
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- U
- 48 ¢HEf - sliSste 42 7tst 2 o Z&Litt
- 8 EF &-450| 2L 2tz E|X| A ELICH
- A8 Al EH- @™E AB0| Az TR EURIE @ E gHEE + JU&LIT
« WS — 2AUBME PKIHRIZ 0L XtA MEBE Q& A0|H HE 0| ER2stK| ek&LICH

E Ar8stod 2B M MF HYEE EedH AWS CLI

CS Mo EAIE CHE o] AWS CLI describe-certificate W2 AF26104 215 M A
LIC}.

-III
rE
i
=3
>
ot

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cexrtificate/certificate_ID

Ol BHE2 Ct31 RALE HEE BretefLch

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
1,
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
"KeyAlgorithm": "RSA-2048",
"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"
1,
"SignatureAlgorithm": "SHA256WITHRSA",
"CreatedAt": 1450212224.0,
"IssuedAt": 1450212292.0,
"KeyUsages": [
{
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https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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"Name": "DIGITAL_SIGNATURE"

iy
{
"Name": "KEY_ENCIPHERMENT"

1,

"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:do

"Issuer": "Amazon",
"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"0oIb": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
1,
{
"0ID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

},
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "www.example.

"DomainName": "www.example.com"

}
1,
"Subject": "CN=example.com"

:5b",
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}

oM ZrElst= 21& M AKX ACM

ACMZ& == E AWS CLI AA8360{ RIS MHE ATXE &= /U/&LCH
/A Important

r

« CHE AWS AMH|A0M ALE SR ACM IS ME AHE = gl&LICH AL8 B2 QIBME A
Msted™ HA QB M AZES K|7HsHok gfLICt O] 22 22& == CLI 23 MHIAE ALE

sto{ =~ ELICH
« Private Certificate Authority(CA)0|AM & Z 8t QIS MHE AIMIGHE CAM| &2 FX| &L
b REMIBH HE = AWS Private

Ct. CAZt At AM|E W7t K| CAol| CHEF 2 F 0| Hl& E+E
Certificate Authority A& B M 2| Private CA A1 K| E &AM L.

Il

1. OlM ACM 2£ & YLICH hitps://console.aws.amazon.com/acm/.
2. QUBAM ZSEO|M IS Ao ERIEtE MEHE CIF AIX[E MEHEILICH. ACM
® Note
S52 YEst Wy et 1o U QUSM7E FA| EALX]| 2 = JUELICH LEZR
ol d2M o ZtHE EEI5t] =AME HAEY = USLICH LER AHo| Ho|X| HEE
AtE35t0{ o H|O|X|e] IBME B MY = JU&LICH

£ AEstod Q1B M E ArX|IstEe{H AWS CLI

CtS HO ZH0|, delete-certificateE AF& 35104 QIZS M E AMA|EHLICE

$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cexrtificate/certificate_ID
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https://docs.aws.amazon.com/privateca/latest/userguide/PCADeleteCA.html
https://console.aws.amazon.com/acm/
https://docs.aws.amazon.com/cli/latest/reference/acm/delete-certificate.html
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ACMCIS M MX|

E ACM Ar&3t04 AWS 7(|dt &l ALO|E EE= o Z 2|7 0|Mof| 21 374 IS MHE EXIF
Ch. ot SEE MH|A & StLIE AtE3HoF ACM & LICH RtAIEH LI 2 CtE 3t S&HEl AMH|A AWS
Certificate Manager B2 & E &AL,

ACMCAO| A AWS Private CA AMAEEH 7121 QIS ME B E|RF HMA HEHO| U BE A|AEINM =
SoZ LHE L1 AXIE PKI = JU&LICE O|zEt IS MHeE HEE] QeI AEE &~ i&LICt.
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e O x[ef ez AAE o|Fof LIEH 32
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ELIGIBLEE 3 &35t0d eh2 st & LHEH7HLF CFR AWS AH|A0] 9438 AFAD QIS A{Ql S ACM
RequestCertificate API

ELIGIBLEZIZ| Z2£ 2 S5 Y= E & CHE AWS MH|A0| LHELHHLE AZE At IB MRl B2
O
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NOTELIGIBLEE 5 &350 &Z 8t AIA 1B MQl 3 AWS Private CA IssueCertificate API.
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/privateca/latest/APIReference/API_IssueCertificate.html
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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AWS Health EventBridge O|HE & & ELICE O|248t O|HE= Bt2 Y 45¢ 2
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o) E L8350 QIS M AAlE 28t =Rl 22l o|HIYE AWS Certificate Manager API ACM E L=

S Y + A&LICL O] A2 ChE &2 B0l +~sHoF &fLct.
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QAEM oM #He 748 THQIo| otl CHE THIQISE &2l O|H Y S ELHE{H ACM API AWS
CLI, === 0 A ResendValidationEmail2f & AtE&E + AWS SDKs JU&LICH ACMX|HEE REE 4

oOl- Tra-o
A EHCICZE o|HYE EHLICE X[ E|l= AWS CLI AWS CloudShell X[ & AtE 3504 HEIR
Kol A AMAE = AU&LICEH

el 5 olHY HIAIX| ACM MTE S @& stEdH™ (

M
ME>

)

1. https://console.aws.amazon.com/acm/ & 0{| A AWS Certificate Manager 2 &2 JLICt.
2. HBO0|EHRE QB ML QB M IDE =g LICH
3. A3 o|HIY MZT S (Resend validation email)S MEHEFL|CH

CHel A5 olHY ACM AT

Of

2 2H352{™ () ACM API

T O 1O
o Hel olHdes #E QS ME st AI2. ARN CHS 04[0i A= AWS CLIOIA
ot= Y S 2oiELICE o] ofol= olsHst7| 2= 5 & HF=E 0| L Elo{ U&LICH

AA H

SH

0{| A ResendValidationEmailACMAPIZ 4 E AL 5HAA|2. Ol 1B M, &8 S 0| EFF =H 2!
o]

XI-O k=3
= EHE

o)

$ aws acm resend-validation-email \

--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

HIZ7HZ QB M 2l PK

ACMALA CAOIIA AWS Private CA S QIS HE 22|13 ZAlo| 7IsELCH I 1Mo 2 AMEE £
ol=ACM QB A} EE| At QB ME AS 0| PKI ZR5HK| St&LICH EB{AEE 22|X7F E210]
O1E EHAE AEO0{0| MAst FE CAQUBSME M| | MAELIC

® Note

ACMZ&0|L} & 2] RequestCertificate = X|E A& 5to] & 58t QIS ME 2t2[E AAlS B
2 £ & LICt. ACM API Q| IssueCertificate X242 AWS Private CA A2 5104
S Me oA 2 E2|5HK| et &LICFACM. AWS Private CA API
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https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API-RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_IssueCertificate.html
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RenewCertificate R X|& AF& 3510 K| EX| ZHNZE AAE = U&LICH ACM APl ZA| A 419] Java
T3 ME2 QSM AHA HMME FHZTFHM L.

dM = ChE & & 7R SHe 2 Q15 Mol MH|ATE HiZ ELICH

« QB A7 ACM SE AMH|A HAAE 2 F7H 1 =X| ¢lo] M IS A7t o QIS M E CHAE
L|ct.

« 2IBX7HACM SE MH|A 2t AAE[o] IXK| i 2 3 ALE QIEME LHELH D EX[stE{™ 12
ZA7F HELCH ol2et Y2 #3522 &5t 7LE EventBridgeAmazon2| X| & 2ot AWS
HealthCt& 1t AWS LambdaZ O] =& & == U&LICH AtAEt LIS 2 ALE QIS M LHE Y| Xt S

st HHE HEstMe.

AUE IS M LIE LT | XS5t
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AWS Lambda 702t Xt QFLHA S| X&tofl et LHE LHZ|E 5 &56tE Lambda &5 MMstD 74
LICt ACM API

a. Lambd

b. &0 SRS FIFELICH HAMe of At
£ 5 E5l0{ AAE QB M L 7RI 7|1E HME = e TEtE ol I =of RofgLct
ExportCertificate ACMAPI

{

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}
2.
ZHAIE] O]

2 LIELY7| RtS 3 7% 1.0 97


https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com/health/latest/ug/
https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
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T = EventBridge #8435t0{ ACM &Ejl O[HEE =416t O|HIE T} A X|=|H
E SELICH ACMRIB M AAIZ A& [HOtCH AWS Health O|HIE O] 7| S &L
=

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail": {
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
},
"resources":[
"arn:aws:acm:region:account:certificate/certificate_ID"
]
}
3. CH& A|AHEI| QIBME =82 MR[sto] Al Z2MAE 2= efLCt

M PKIQIEMO| ZEl™ AU EHAE

ORE Al23510{ ACM Z 2|28 ACM API ZHAIAWS CLI QI3 Z20| M2 #5002 HAES £ 9|4
LICt O|=H stH ACM BHERE|7| Mo QIS M7F RSS2 AAME|=X| &ele £+ Q&L|Ct.

(® Note
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1. renew-certificate @EE AI&35104 LIEH AL QIS ME A AIEHLICEH

ujn

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. 1% CHE describe-certificate BHEE AL 104 2B M| AL MF HEII LI EER=X| &
QIghLct,

aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID
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https://docs.aws.amazon.com/cli/latest/reference/acm/renew-certificate.html
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2. QUBME "X ME HEE &QlghLct.

Details(MF HE) Mol M Renewal Status(d 4! 4 EH)E F&LICH HEN7I EO[X| gf= B Of
QIZ Mol CHEH #tE| Al T2 MAE AIRHSHR| ACM SE2 ZdQlL|C},

w

AEf = Q1 (API)

DescribeCertificate =2 AL 3104 HEHE & Qlst= WY
QOIS M MY,

fjo
H
_?._
r|r
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Q
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Q
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rr
fjo
o2
P
Q'I_I
>
Ral

CtS ol & AWS Command Line Interface (AWS CLI) & AF&3801 ACM QIS M Al AENE &Ql5tE
g 2o{ELch

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

S0l RenewalStatus EE=2| Zf2 *0{ ELICH RenewalStatusEETL 20[X| gt QIE A
off CHE 2tEl A&l Z= MATFACM AIRE[X] f2 ZddLct,

Personal Health Dashboard (PHD) & AF& 3504 A EH & Q|

ACMEIZ 60 & 1| ACM oww er AAE A=ELICH QAIBME RIS 2 ACM AAlE £ gls
A2 UE AIHSZRE{45Y, 30, 159, 7Y, 3, 1 2t {22 QIS AL O[HE 22g HI X
x|E ZF[sfiof &2 & E.;.I—I F AWS Health Dashboard AWS Health Dashboard AH|A Q| LElL|C},
AWS Health 470| R stX| o, AHHM IS E AFSAH =3 & = U&LIC KHAIE LIS
2 AWS Health At AHAME TS MAIL.
(® Note
ACMPHDEL|Z} Q10| Etel O|HIE | 215Xl Al O|HIE L EIS 7IFSELICH ZF &2 ALl
O| M3E W7tX| o] &2lg Ho{&4LCt
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AWS Health Dashboard Al Eft:

AWS Health Dashboard at https://phd.aws.amazon.com/phd/ home0il 2 1|5 M| 2#/.
[Event log]E& MEHELICE

[Filter by tags or attributes]0l| A [Service]& M= L|C}.
[Certificate Manager]E& ME{EL|C}

Mg ML

[Event category]H|A{ [Scheduled Change]& EHE LT,

MES MEELICH

N o g~ w0 Ddhd =
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O|HIY ACM 215 eIEME Moz EMQl ARR7E 1M ZXIE FatioF & LICH B2 =2 olH|
U HS QUBAME A8ste =X E¢ Hett 8EHE XSEstE T E Bt WOl £2 + UEL
Ch O|HY HAE 2 AFEE = JULF, o] Mo HEo Mz THIQ AE o|HY HIAIXIH AHE £l &
£8, 321 45 Z2M& -1} grEdgh 3 2= ol cis dBELICH

~ _
A5 ol "HIEE!
5 oltlY HAIXIO] HAS M QEME QMR EE 7| AIBME BN T} OHE 5
7tX| & SHLEZ MSHEILICH 24X EAIE 2XYo| LI82 B L= =Ml EX 2422 HFF0{0F &
L|C}.

>

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.
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Sincerely,
Amazon Web Services

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.
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This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

oﬂﬁ AWSM AZ HAIX|E 2o 7% up-to-date AZ[E = e THAMO| HIZSICZ AISHE 20
Z&LICH 2020 112 O|Fof| MAIE HA|IX| IHMHE AIE5E TS ®IZSlof CHSH ClST 242
A A S &olsHof &hct.

O|A| oMY M= £0i ‘“"Certificate approval for domain name’ CH&l ‘Certificate
request for domain name’O| E A|ELICH

* AWS account ID7} O|A| CHA| EE= &FO[E 80| EAIELICH

« 02 Certificate Identifier S0 0AMe S E A ARN CHAI XA QIS MHE MBehL|ct
(od:). arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298ee44ff369
3b4d78e1-0882-41f51-954a-298ee44ff369

« URLO|X| @15 M &2l0lE acm-certificates.amazon.com CHA
certificates.amazon.com CHZ 0| Z&HELICH.

- CIEAM &012 22l5to{ Y&l £2! L4lof URL O|X| &2 HHEO| Z & ELICE. O|A| £l HHE divel
O|& Ol approval_button L&l approve-buttonO| ELICtH

. MZ 2T B Mo Al B 250 5 HAIX| OlHIY 0| SYBHLIC

HE HAE=

ol Midol A Ol HE QB AL WAl YA B2 CHE B2 E KB

. ACMZ£0| T3 ZHQ! 215 M 232 XI5t 371 UBME 24 ) XIHE THel ol £i
24 ZA SHRIOE 20l ol HAIXIS 2Lt THE AR} 2 ZHRIS OlHY HA
XIE ABsHoF ABME ACM LT 4 UALICH AHAIE LSS OIHUS A8 5t0d THQI AR H
=0lg AZTFHMIL.

« ACMAPIORE AI835t04{ CHE T Q! QIEM o Cist o|HY BB S CLI = 3]
THelo| 5t Qo] ZEE BRI 2HE ZF TH QoM O|HIY HIAIXIE ELiA ElLCH =
M2 ARX7EZ ZH2lo] O|HIY HIAIX|E HESHoF QISME ACM S & &= U&LILCE.
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g'l_l
2
0]

%
[
ul
M

ACME& S S8l 7IZ Q1B Mol CHEH 0/HUS CHA| BLHEY 2134 15 M 2ol XIHE H3 =0
oloz olHYol YA EIH, HE THielol XIHEX o2 B0l M TH QIR ojHYo| ¥

r+o

EEPEEE] HE 1.0 105


https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html

AWS Certificate Manager AL 7Hol=

SELCH COHE QM 22l O|HY S Hoi{MH 5o AAMO AISE R2d A EHIQIE K]
M5tod M QIBMHE QEE &+ U&LICH E=, E= B AF83104 ValidationDomain Zt2tO|E{E
ResendValidationEmail 2 £& T CLI J!&LICt API SDK 5t X|2t ResendValidationEmail

QY XYE AF THOI2 e SEHD AASEIH EF =0l o|H Y2 Ial 215 A Amazon
Resource Name (ARN) Ol M E|X| 2t &LICt #eEf 1M 8o X|IHEX| 2f2 ZH QI O|§ 22

2ol o|lH e w1 A2 ResendValidationEmail [{OlCH &S Zdo{of &hLLCt.

(® Note
2020 112 0|™ol= 240] Apex =HIQIPH ACM =QI5tH £|T ZE 5t ML 28
ste QIBME WZsHor F&LICt o] AR ool MAIE HAIX| THAME AHEStE T2
OlHY AE KT EZE | HAE A& S =elsfof &Lt

ACMAPICLIORE AMI235tH CIE Tl QIS A QA CHEt ZE ZHAZS oMY HA]
X|E apex THRICE ZXZE E'H = &LICt API0| M= RequestCertificate 2 24 9|
DomainValidationOptions OH7H B8 AI&3504 Y F& 2| ValidationDomain HH{Q!
Zt2 X|'™E&LCt DomainValidationOption MlAE request-certificate & 2| --domain-validation-
options O{7H B4~E ALE3t04 2fS K| ELICH CLI ValidationDomain

ik

S 3ER % 1.0 106


https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html

AWS Certificate Manager AL 7Hol=

2 91E M 7tX{ 27| AWS Certificate Manager

AWS Certificate Manager (ACM) MM M| B H=SSL/TLSQIBMHE QHEE A Qo QF oM &S
5t QIBME 71X 2 = UESLICH AWSELAL CA (215 712 o RIS ME o|O] 7kX| U7ALE ACM & F
gt ABMEE= SFEIX| o= o EC(AH 0|ME T ALZ 0| U7| HEH| O|FEHH & = A&LICt

IR QIBME SEHE DEAWS MEIA0IM AL E 4 USLICH ACM 7H2 = 2B ME ol &
T8 QB Mot SUsHAHl BHS5HRIZFACM, THKI QI Mol ChaH 2HEI38 28418 KB 5tX| ACM Shech
= 3 7hx| B2 olQl7t AL

K2 QB M E dalstedH QB M Y2 Rtz
&LICH ACM O Zf g =¥
25| M22 ABME 7S + U&LICH ZHQl o]F0

oF 0| B2 & #of| 7hxq 2ok BfLICH.

/A Important
2t 7H5K42 QB M| BtE & 2 LIE{-S04 BFR E|7| O|Hof| A alst= A2 nZiol A4
QlelLct 7Fr2 215 M7t Bt 2= ] Amazon CloudWatch EventsE Al&310{ 2 2S
ol &g ZHAstE 4 UALICH REAIEH LI® 2 of0HE AL EventBridge EHS &5 AlA|
o

A Z|AALICEH ACM ME CHE AWS X[4 9| Elastic Load
E AME35l2{H QUBSMHE AI85tede &4 K€ ZE QIS ME

CIEME AHE35tEdH O|= S5 (HX|L|ol §8) X|[dFe =2

2= 2| Sl A X FHAIAL.

M2 B MHE ZEE ZE QB MeE XY
Balancing ZE WMo S st QS A
7k x4 Qtof &fL|C}. CloudFrontAmazonoilAd
RIBEME 7tx{etok gLICt RtAIEH LHE 2 K|

IEME 2 ACM 7IM & Yol CHE ZHM|EF LIS 2 TS FHE B ZstAI2. QIBME 7tM2
M 7HA

[ EX|7F L stH 215 QI EME HRAAR

|

- QIBME 71X27| {8t A =7
- ZHXE IBEM 3 7| HA

« QIBM 7K R27|

- AIBM A 7K 27|
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RQISME 7IM7| flgh AAd =7

K| MHEEISSL/TLSCIESME 2 ACM 7t 224 QIS A2t 712! 7|8 25 A3 3l ok &L|CH HIAWS
CIE 7|BHCA)MIM MESH QIS ME 7HX{22dH 1B Ao Zetol8! 7|et HER! 7| Z & sHoF TL
Ct. QIS MHE O] FA|of| MHE 2 E J7|F8 &F3&Hof gt

e

HE JIX2 B Aol chsl 223t dn2lEL 7| 2718 XIFsH ok FLIch ACMEHS L 12l&EE X
grLICH (2% CHo| API O|B).

« RSA1024H|E () RSA_1024

« RSA2048H|E () RSA_2048

« RSA3072 H|E () RSA_3072

« RSA4096H|E. () RSA_4096

« ECDSA256H|E () EC_prime256v1

ECDSA384H|E () EC_secp384rl

ECDSA521H|E () EC_secp521rl

)
)
(
)

CcC
o

rot

CHS F71 27 AHEol RolstAH 2.

« ACMS &l MH|AOME R|HsteE g2l& & 7| 27|18 E|AALL HAAE £ QU&LICH o E E0
= 1024H|E, 2048H|E RSARSA, 3072H|E 3! AZIE]l =2}l 7{& 256H|E CloudFront RSA 7|2t

X|#5t= EHEH Application Load Balancer= 0lA AL 8 = = ZE I E|&2 KIHELICH ACM
RAE LHE2 A& B2 MH|2 9| MBME FESHAL.
- QIBME SSL/TLSX 509 H{F 3 RQ1Z A{040F ELIC} o97|oll= 27 7|, ¥ AtO|E Q| M7 stE T2

O|F (FQDN) EE= IP 4, g xtol e HE 7t ZgfE[ofofF g LICH
« QB ME MERITF ARE ZEt0[8! 7|2 KA MBE[HLE & =5H= CAL| ZEto|E! 7|2 MEE =
o2 I

AO
% 71& HMSsHok ZLCh.

Ql&LICH 5KB(5,120HI0|E)E ZE 16t x| ot &5 5} | K| Zeto

« CAOIA CIZEMHE MHSIT CIBZEM #Q2 MBs7|2 MEds AR HQlS PEM —2I A 25l ofF &L
Ct.

« Q1B ME 7t = AlMo| fEalof &LICH f& Z(ZH0| A E|Z7| M E= Bt2E F0= 215
ME 7tX{8 4 Q& LICH NotBefore R1EM ZlEol= §5 7|2t AI* 7 EHE|0] Qo
NotAfter ZEolle 2 SM 7t L /o] QYU&LICH.

. ZIQEE QBM XIE (RIB M, 712! 7|, @18 M #[Ql) = —21Z & E|0{0F PEM & L|Ct. DER—!
IAYEXNZE YRESH QF 74 e MBI XMIEH HE S X222 72 Q1B A 2 7| &4 MM
g #xstMle.
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« QB ME ALCEA| 7HX{27()E I O|Foi| 7tX42 Q1B Aol KeyUsage = ExtendedKeyUsage

Yol gls 82 olglE #EE FIHE + glaLich

« AWS CloudFormation 2 2IZ M 7K 7|E X|5HK| &t&LICH ACM

THrig ABM U 7| FA

— )
°|xk| Xﬂo._l E'J 7IE LPEPLH" O F=2 AP = IEP. PEMZ 4! mtdof UHHMOl Y XH= . pem —O|X]
DHELEA| O Ee = elsLich

(® Note
AWS PEMItQ = J|EF Q1B A A ZaH5t7| QI8 REIZIEIE MB5HR| f&LICh oS
oMol M= ZHERSE Zhdof gt Bl = : |
Het L= 7| FE) € T¥6HoF st

SSL U&LIC.
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ta)
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El
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9
ol
AL
).

CHS MM E 7t E ool F4lE EO#-Z-I—IEL -_r“S A7t oz MSEE B2, HAE
HET|E M350 37lol mtedE FEEL
Lt ol& F7tstH QIS M, B M & Q&

Example 1. PEM—CQIZEEl IS M

Example 2. PEM—2IZ EE QIS5 A & Q!

A5 M #elol= g 7 ol e QIZE M7t 27 E[o] Ql&LICH A E HEIT|, Windows2| copy B &
£ Linux cat BBE AFE5t0{ 042 QIEM IUE stLto| Melez HAAY £ J&ELICH IBM7E Z
Zto| O QB A E 2UBsIT ST AUBAME =AICHZ AZNoF ELICH ME QABME TIHRE G 7
E QIBEME Otx|Zof| SAEfLICH CHS 04|A|°| g<ol= M 7He| IS M7t Z 7 £lof /IX[TH, ALE RO

gL
(et QIE A A[Qlol| ZehEl Q15 M7F 220} BEAHLE ME &+ U&LICH
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AWS Certificate Manager

A Important
EME LBEM MRS Z SASHK| OFA AR,

Example 3. PEM—2IZ EEl 742! 7|

F 1 2|E0| AF2EILICH X509 QIS EE QI 2F

M= Z2to|H-H=2 7| Ho{E dMste ol AASE €1nel& ¥ 7| HIE 37| XIYF Lt HEE
= QBM E= %o Q&LIcH ¢4ZZE Zatold! 7|18 H|LUZE K|5H0F §LIC QIZEME Jtxe2

M Z2to|8! 7|1E XI™ELICt o] 7|= Y= &tE|X| 2f2 Zd0|o{oF LICH CHZ o= RSA 7RI 7| E &2

04& LCt.

X.509 KT 3 el5 Moz HEE 7] ¢
AH A
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i

QAT E Bt M IRl 7I1E EoiFLICE 0] 7|9f 4 & Ao 2} mhetolE

L__I'lczl> oAM= PEM —& o=
07 He EE0| X & E A2 71K27| -”-EA‘”/\ B0l 7| At
|
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CIEM 7t X2 7|

,E= % P%€P04 QIF oM 7t 2 B M (F, EtAL ME| MHIA SZX7FMSE QIS A) & 7+

X2 = A&LCt ACM AWS Management Console AWS CLI ACM API L} &S0 ME AWS
Management Console & & AI83t= S E0{ELICE AWS CLIAWS HIEZ S XA 2R E QB AME &
= MAt= 0| 7t0|= 2| HY{E Ho{Lct.

/A Important

MEfSE ME LdTE|E2 QBME 7I1M27| 28 AL =748 SFa8lof gL

=
. IR TIEe)

« 7ZtXH27|(AWS CLI)

g

MR 7|(2&)

CtZ oAl A= AWS Management Console2 At&3t04 QIS ME 72 = WS Eoi ELCH

1. https://console.aws.amazon.com/acm/ZH A ACM 2&2 0{&A|2. H{F At83t= ACM E=
AWS Certificate ManagerX|S & %ot 1 of2lol| A= AlESH7| HES MENSHAHR.

2. [Import a certificate] & AEHELIC}.

3. CiSS WELch

a. QUBAM 2E2 B2 7tX{E PEM -encoded QI ME Bo{d&LICt ----- BEGIN
CERTIFICATE----- OF ARSI ----- END CERTIFICATE----- o2 TL}of gLt

b. QBM 742l 7|0 AR & S35tE|1 PEM €535 E|XK| ot QIE A 742! 7|8 EoiLd&LCt.
----- BEGIN PRIVATE KEY-----92 A|&StT -----END PRIVATE KEY-----Q2

Z Lok gfLCt.

c. (MEH AR QIS M A|Q12| B PEM -encoded Q15 M ®|Q1E Eoid&LICH.

4, (MEH ALY 7HK2 QB Mol Ef 28 F7t6tE{H™ [Tags] & M ”Eﬂ—lﬂ Ef 2= AWS E2lAA0f &
ost= dlol2LIcH ZH Efa= APQXP I Holst= 7|19 MEiX gfo 2 Y ELICH EfOE AtS
5o B|AAE FMEHL AWS HIE S FXE £ QlaLch

5. 7tXMR7|& MENELCH
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71X 2 71(AWS CLI)

CHS oMol A= AWS Command Line Interface (AWS CLI)2 AF83504 QISAME 7K dHE &
04 ELICt. O] od|Alof M= ChZ2t 2o ZHEELICH.

« PEM-encoded 2!
» PEM-encoded
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- #3350 1
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CHS OAIE AFEsiedT oAl O|F

o
=
NS 01T FHIED 27 Z¥o| T8

T HHE s EZ 0|o{M YU=TLICH CHR oflAloll= 715
I

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

import-certificate@&0| HE35H 71X{2 215 M| Amazon E|AA 0|5 (ARN) & HHEtshL|
Ct.

QIS M CHA| 7K 27|

CIBEME 7FR{2tAM CHE AWS AMH|A0| Q1285 B2 HE 2B MOl AWS MH|A 4AE R X|5HHA
D2 &|7| Hof 3iE QIS ME CHA| 7FK4E £ U&LICH SEE AWS MH|A0f CHEH RFA[SH LIS &
ACM B ZstMA|2. CtEot SEE MH[A AWS Certificate Manager

RIBME CHA| 7t E{H =2 &1 Z4 &L

- THQl o2
« QB AMOIM =2

£7h W AMHE 4 UL
= =0lol 0B 8 MAY 4 gaLich

AHS 2ROl BBl THM2 QBMl QU B, M B AS F7HE 4 UXIT JIE g MAHY £

7
&Lt

I

. SHE 7| AFS EE0| 22l THKIE QB MOl s W, M HE U 7 4 UKIE 7|E Zte M
4 giaLic

. 71 B8 Y 37|s HWHE 4 gL

. QIBEAE CHAl 7HKIE TE Bl44 B8 H8E 4 glaLic
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|

« CHAI IR 7I(ZE)

« CtA| 7t 2 7[(AWS CLI)

CHAl 7272 &)

Ct= Aol A= AWS Management Console2 AF&510{ QIS ME CHA| 7K YHE 2o &EL
C}.

1. https://console.aws.amazon.com/acm/Z0|A ACM 2 &2 04 A2,

2. CHAl 7bKiE QIBME M5t HLE B BHLICH

3. QBAMO ME HE HE L1 [Reimport certificate] HE S MEHEILICE 0| ¥ o &QIEtS MEH
5to4 QIS ME MENSH B2, [RfY(Actions)] Mol M [21E M CHA| 7FX{ 2 7|(Reimport certificate)]
E MEighct

4. QIBM E2E2| B2 PEM-QIYE %[3 7HA 15 ME Eoid&LICt

=
o

5. 2UBM Ll 7|o| 32 B Al 371 7|9t HAZAE dESHEIX| of2 PEM &5 3HE 7HR1 7| =
L

6. (ME{ALE) QB M ®|Qle] B PEM -encoded 21E A &l 2oigd&LICt Q1B M ®Qlole 2
E S Y= 215 7|gtoll cHEt stLt ol el RIZEM X R E QB MIF ZEELICH 7HKE B M
off RbA| MHO| £lof (= B, B M Mels MS5tK| ehotz EuLCch

7. QIBMol it MEE AESLICH 287t 9O H [Reimport]E S 2#HLICH
CHAl 7FXK4{ 2 71(AWS CLI)

CtS oMol A= AWS Command Line Interface (AWS CLI)E AF235104 QIS ME CHA| 7K W
2 2o{ ELICt. O] oAl M= CHZ2t 2ol 7H-E g Lct.

PEM-QIZ G E 2B ME= et ol B ELICH Certificate.pem

PEM-encoded Q!5 M ®|Q12 2te mol| K& ELIC} CertificateChain.pem
(o]

(At eIB MEH sHE) &= 3HE[X| 2f2 PEM -QIFEEl 74! 71= 2l mhdod| A& ELICH.
PrivateKey.pem

CHAl 7t 2BiE 215 A7t A&LICH ARN
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AWS Certificate Manager

AR 7H0|E
CtS XM E ArE5te{T It O|F1t & ALS XL ARN O|E 22 Hi 1 QIS E 8t Eof BHES U=E L
Ch ChS olAlollE 715 dE £0iF = EHEDL F71 S#0| 2 &lo{ J&LICH

® Note

B ME CHA| 7tX 284 IS MHE XI'd8loF BfLICH ARN

I

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \

--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

import-certificate@& 0| 433t 2B M| Amazon 2[AA O|E (ARN) € BHEHEFLICY.

CFAl 7FK{271(AWS CLI)
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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https://docs.aws.amazon.com/privateca/latest/userguide/
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

CHS ol B3
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[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

[Windows]
$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

0|7d2 baseb4 2 CIAEE PEM A QIS ME £345lH, CI S
=Zploldl 7| = ErghLCt.

A

of El oflofl A2t Z ol B A Al

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQvNool1lVtICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
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https://docs.aws.amazon.com/cli/latest/reference/acm/export-certificate.html
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DEAE U=z E3st7] flol > EICIMEE O oMz A4st I CHS A

74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1INYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzERMA8GA1UECgwIdHIvbG9sb2wwHhcNMTkwNjESMTKk@ONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYIKoZIhvcNAQEBBQADggEP

j2PAOViqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H9321/Bs8ERqqga/
61FM6iw2 IHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q9253iILRa/IQ0d4UL
tWZyqJ2rj2RL+h7CE71XIAM//0HGCcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkghkiG9w@BBQwwGgQUMrZb7kZ318nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AWQBKgQQDViroIHStQgNOjR6NTUNUwSCBNAN
JIM4SG202YPUiddWeWmX/RKGg31IdE+A@WLTPskNCACAHqdhOSgBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWIjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNH8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

$ aws acm export-certificate \

--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \

--passphrase fileb://path-to-passphrase-file \

| 39 -r '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \

> /tmp/export. txt
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AWS Certificate Manager /&5 A E{j1 X|&

Ei 1= ACM RIS Mo &€Ze = = Blo|2 LI & efa= 7|9t e =2 FELICEH AWS
Certificate Manager 2%, AWS Command Line Interface(AWS CLI) 2= ACM APIE A& 35+04{ ACM
QUE Mo Cigt Ef 2 E FIt6tHLE, EHLE, MAHE = UELICH ACM 2&0i| EAE ElOE MEIE £
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ST ANEE SEFS=E AR XIHEIIE MMHE £+ QU&LICH o & £0{ 042 ACM 215 Mo
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o
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e Admin = Alice
* Purpose = Website
* Protocol = TLS

 Registrar = Route53

CHE AWS El&A0ME Bl XIEE X|MELICH et SUe Bf2E CHE ElAA0| EF 601 5
7

= 2|AAo| B 4R E LIEHH = U&LICH 0§ §01, Website = example.comzt Z

Ct. 0 4,
ACM @B M, 2= MM L example.com & ALO|E 0] ArE El= V(B E|AA0 SEE = U&LICH
=X
- Ej1 A|Et
e EfjT 2|

El1 X| &t
ACM QIE M B0 MEE|= 7|2 Mete o2 ZaLc
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« aws: HFAE AWS 22 o2 Lo YU&LICE ek |71 aws: 2 Al st Bl F7FH HE
= AXE = gLt aws: 2 AlZSHE Ef 1= tags-per-resource &2 & of| L& E|X| et &LICH
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« ACM @I85 M Ei1= AWS Management Console2| Resource Groups 2! Tag Editor0flAd AF & £
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AWS EffZ &0 CHEh RHM[EH LI 2 AWS 2|44 EfZE M ESAIR.

Eff 1 e

AWS Management Console, AWS Command Line Interface &= = AWS Certificate Manager APIE A}
Eoto EfIE F7H HE & AXE = AU&LICH
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g =L it

EN =7}
CH2 ™xtof 2t ACM 24 S AFE 504 EHE FIHELICH.
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1. AWS Management Consolet| 21215 11 https://console.aws.amazon.com/acm/home0f| A AWS
Certificate Manager 2£ & jLIC}.

EiE XIME QIEM Yol Qs YRS Mg
ME B2 &0l M [Tags]7h LiEFL WH7HX| o2 A3 B8t
[Edif] 2! [Add Tag]E ME8HL|C}.

B0 7|9t 2t S U=ELICH

2

SaveE MEHEFL|CE

ENT AFA|

CHS ARtol 2t ACM 2&E AF8stod & AfA|ELICH
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https://aws.amazon.com/blogs/aws/resource-groups-and-tagging/
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://console.aws.amazon.com/acm/home
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1.  AWS Management Console0ll 21 Q13511 https://console.aws.amazon.com/acm/home0i A AWS
Certificate Manager 2£ & jLIC}.

2. AMNISe = Ej 7t 8= CIE A o] 5tAEE MENSHL|C.
3. M2 e &olM [Tags])7t LIEF W74 K| of2i2 A3 28fLc}
4. ME(Edit)2 MHEIELICEH

5. AtMistEi= Bl 2ol (X8 MeEiLIch

6. SaveE MEAIL|CE.
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AWS Management Console0| 21213+ https://console.aws.amazon.com/acm/homeH| A AWS
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1.  AWS Management Consolet| 212135} 11 https://console.aws.amazon.com/acm/home0{| A AWS
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https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home

AR 7H0|E

AWS Certificate Manager
3. ol EAlsted= B Fo| & QlEtS =g L|Ch
EH E2|(API)
AWS CLIE AtE35t0{ i1 & F7I, LY A AfXsts EHE LotEE{H OIS =X E HXsHaA
» add-tags-to-certificate
* list-tags-for-certificate
* remove-tags-from-certificate
Mst= e dotEed{H O E FHE FESHAAIR

Ei E2[(ACM API)
Qf gl At

APIE At83stod Bi1E F7, LE

+ AddTagsToCertificate

+ ListTagsForCertificate

* RemoveTagsFromCertificate

HZE 1.0 121
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https://docs.aws.amazon.com/cli/latest/reference/acm/add-tags-to-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-tags-for-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/remove-tags-from-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
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« CtS 3t &7 AHE CloudTrail AWS Certificate Manager
- X|¥E|= X|E CloudWatch
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Amazon EventBridge (0|7 2| CloudWatch Events) 2 At& 30§ AWS MH[A
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ACM2 Bt2 45U MEE ZE g4 IS M(THEE, Z2to[8! & 7tX{2 215 M)oi|l Cis oHe BtE 0|
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/userguide/import-reimport.html#reimport-certificate-api
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AWS Certificate Manager
ZotM . BHE O|HIEE ALE35l04 QIEME ACME CHA| 7H KRS
E M83t= AtS&te| o= 2 # X5 AIL. AWS Lambda EventBridge ACMO{| A Amazon
o =S EE|HsH|
ACM QI A Bt2 et OJfIEE ChSTH 2 7ZE ZeaLr
{
"version": "Q",

Ilidll: Ilidll’
"detail-type": "ACM Certificate Approaching Expiration

"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:082",

"region": "region",

"resources": [
arn:aws:acm:region:account:certificate/certificate_ID"

P
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"
}
}

ACM QIE A Btz O|HE

(® Note

215 M Bt= ofH

7HME2 eIE Mol
D742 o] o|HEof CHEH 44l CHZ|8H0o4 AX oM ACMOIM 2 E HE2! e Zztol8! QIS M7} ot
EXH B E we = AsLO
ACM RIEM EtE O|HE= CtE1t Z2 X E A &LIC
{
"version": "Q",
Ilidll: Ilidll’
"detail-type": "ACM Certificate Expired"
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
™ 1.0 123
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AWS Certificate Manager

"region": "region",
"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Available",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:487",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"DaysToExpiry" : 395,
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"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE

ACM QIS A B4l 2

M

R OHE
® Note

JHR2 QB Mol QIB M B Fx|

[ls]

T O|HIEE ALY + Si&LICh

e of ol ChaH £41 CH7|5tod QB ME BAIE £ QU= A7t £l7] To 220| Zx|E )

soF & [ RS We 4 AL ofE S0f T
r

CAAB|ZEE F7}5tH ACM2 BtE 452 Mo AtS AAlo| AfE Z< o| O|HIEE HAIFLICH 1
ZHo| ZX|IE F5HX| 2T ACM 304, 15, 3 2! 12of EE= O] ZXIE FIsHHLE, IS M7I
B2 E| 7L, Q1B MOl A RHH0| AFZHE! HHK| FIHE AAS A|ZELICH o248t ZF A& Al o

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:48Z",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",
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"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:487",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

AWS AalE £ = ACM 215 Moi Chslf & B O|HIETH W ELICH A& Kol CHEF REAEH LI 2
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e AWS_ACM_RENEWAL_STATE_CHANGE (/B M7}t AAlE|
« CAA_CHECK_FAILURE(CAA ZAl Alml)
« AWS_ACM_RENEWAL_FAILURE(ZZ}O|Y! CAO|M MHESBH QIS Mol H)

Al O|HIES| X &= Ch21 Z&LCt O oflof A= AWS_ACM_RENEWAL_STATE_CHANGE O[HIE 7}

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
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"AWS_ACM_RENEWAL_STATE_CHANGE"

O|g{3t O|HIEE 7|Hto 2 Amazon EventBndge 22 4517 Amazon EventBridge 2&2 A& 3t
| M M0i M= Amazon EventBridge %!

ESy ]
« Amazon SNS

=
=
« Lambda & 45 A

At83tod o[HiEo] S
=2 2
o [=)

5o O[HIEOf

Amazon SNSE Al235t04 O|HIEO| &

Ol Aol M= ACMO| 4B OIHIEE MAd8H Mot MAE L2US MSSHE S Amazon SNSE 74
she wwlg 2of ELich

Amazon EventBridge #&l2 445t &2 EE|752{H

1. OIOFE EventBridge 212 MM AAI. REAMIEH LI 2 O|HIE0f EHE 8= Amazon
EventBridge 2! 442 HZESAAIR

a. Amazon EventBridge &£ https://console.aws.amazon.com/events/ 0| A O|HIE > 7= 1 0|
X|2 o|sstod & s MENEFLICE

b. [T A4d(Create rule)] H O|X|0| A [O|HIE T{E(Event Pattern)|2 A1E48fL|C}.

c. [MHIA O|&(Service Name)|2| M40l M [4FEH(Health)] S ME4EHL|CH,

d. [OIHIE & (Event Type)dllM [EX ArEH O|HIE (Specific Health events)| S AE48tL|C}.

e. [ MH|A(Specific service(s))|E ME5t D M0l A [ACM]S ME4FILILCE,

f. [EH olHE 23 HF(Specific event type category(s))|E =451 [accountNotification] 2

& A= (Any event type code)] S MEHEFLICEH

_IQI_
[2E 2lAA(Any resource)]E MEEHLICE,
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
https://console.aws.amazon.com/events/
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i. [O|HIE m&E O|2|27|(Event pattern preview)] FHE&I 7|0 O|HIE0|M 44 E JSON ZHEHS
E04 d&LICt o] ool E AWS 74 O|HIE MMo| oS AFS & LY.

"source":[
"aws.health"

1,

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}

[CH&f (Targets)] A 440 A Amazon Simple Notification Service(SNS)2F Z 0| O|HIEE FA| AL E
£ e Ohet MH[A S0i| A MEY5HHLE, Lambda & =& AFE5t0{ O|HEE APQXP INESESRS|
d I=EE MEE = A&LICH AWS Lambda 2| 73 0= Lambda & +& AF&35t0{ O|HIE | S
B MMZ FHESMER

Lambda & +& Ar&sto{ O|HE| SE

O HxH= Amazon0ll M =41 AWS Lambda CHZ |3t EventBridge, Amazon Simple Notification
Service (SNS) 2 &S ddstn, ZE H Al5H0] AWS Security HubE 2Rt 2ot Bloi| 7HA| &2

MEstes S 2oiFELICH

Lambda &= ! |IAM &8 MA5e{H

1. X AWS Identity and Access Management (IAM) 23& & 443511 Lambda &0l 28 Mt
2 HOolgfLICt o] 2ot 2 A& Sall RSt & EEF HEo| U= MASKE XHst

£
e
2
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N ALS KA Ro{E HEHE MEte = USLICH CHREES AWS Y2 AEX A™eE Bl
Adste A2 HEEX| Ao, S5 #HEIX AHSE = M™ASHK| o= [0l E&LICH
https://console.aws.amazon.com/iam/HlA IAM 2£ & L|C}.

JSON H& HE|7|E Ar&35toq ot RE X0l MolEl HAg et x| L AwWS HHE MF
HEE UM Q. REMIE LH8 2 JSON BHoiA Ha Mg XML,

"Version":"2012-10-17",
"Statement": [

{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
3,
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:log-group:/aws/lambda/handle-

expiring-certificates:*"

]

.

{
"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"

1,

"Resource":"*"

},

{

"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
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"Resource":"*"

1,
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action":[
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

1,

"Resource":"*"

1,
{

"Sid":"LambdaCertificateExpiryPolicy6",

"Effect":"Allow",

"Action":"cloudwatch:ListMetrics",

"Resource":"*"

}

—

o182 435104 047|0fl Af RS QIZIBLICE IAM I8 443 T A 4ol CHEF KEMIEE LY

=
Lambda &8 MAELICH RIMEH LI 2 242 Lambda &4 MAS 2ZXSAME. S HAHE
2t2 g LCt.
a. [&= Md(Create function)] H O|X|0| A [MZ & 4d(Author from scratch)] M2 MEfSt0] &
=8 M-gLict
b. &= 0|8 E =0 handle-expiring-certificates "2+ Z2 O|&& X|'HgrLICt.
c. [HEF(Runtime)] S 0{|A{ Python 3.8 MEHELICE

=
d. [7I8 A 24& #4Z3(Change default execution role)]2 MBS T [7|E 48 A& (Use an

e. [7|& P& (Existing role)] S0 A M5t JAgS MEHEFLICE

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: MIT-0
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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AWS Certificate Manager AL 7Hol=

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json

import boto3

import os

from datetime import datetime, timedelta, timezone

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
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'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within ' + str(expiry_days)
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ')
# this call is publishing to SH
result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
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if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,
"CreatedAt": event['time'],
"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
1)
# push any new findings to security hub
if new_findings:

try:
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response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
else:
sh_region_local = os.environ['SECURITY_HUB_REGION']
return sh_region_local
# quick function to trim off right side of a string
def right(value, count):
# To get right part of string, use negative first index in slice.
return value[-count:]

h. [ B==(Environment variables)| oA [H&l(Edit)|& ME{stT MEAMO = CIZ HLE FIt

ot

. (AME4 AMEH EXPIRY_DAYS
ClIEM R &BZ 27| M| 2|= Et(Y)2 XI-EELICH o] &2l 7|22 45¢0|
X2 AFS R X1 gt2 RI"EeE = &Lt

. (MEH AMEH) SNS_TOPIC_ARN

Amazon SNS2| ARNZ2 X|™gfLICt. arn:aws:sns:<region>:<account-
number>:<topic-name> @A|S 2 ™| ARN2 M3 FLICt

« (ME4 ALE) SECURITY_HUB_REGION
CHE AWS Security Hub X[242| a& X|E&LICt. Of 242 XIM5HX| o A= SQl

Lambda & ==2| 2|T0| AFSELICH &7t 042 2o A&kl B ZE QS M HA|
X|7} Bt 2|™ 9| Security HubZ M& =5 slE Zd0| E4LICH

i. [7]& M (Basic settings)]0ll A [MEt AlZH(Timeout)]2 302 MM FLICEH

j.  HO|X| &Etol| A [HHZ (Deploy)| S MEHEILICH
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Dtz Ol S BEIS AHS3tstedH

0| of| A|o{ A= EventBridge Amazon= S3&ll O|HIE 7} & dist= A|R{o Bt of QI 2t Q1F Afof CHaH
Bl oMY e M3 ELICH 7[EXMo 2 ACM2 BH2 20| 452 0|52 E2 Q1B Aof CHEH OHY O|HIE
£ drMAJZILICE. (0] 7|ZH2 ACM API PutAccountConfiguration®t 32 AF&38t0od AL A} XX E 4+
gLich) olzet Zt O|HE = Ct31t 242 Uro| Xt SstE &g EB[HELICH

ACM raises Amazon EventBridge event #
>>>>>>> events

Event matches Amazon EventBridge rule #
Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security

1. Lambda & +& ddet HerES FEELICH (0|0| 22 F - Lambda &+ & IAM &

ol
o

85t

40 & x),
2. Y22 EUlE dl AFHEE Lambda & 2| E& SNS FA|LICH REM|EF LI 2 Amazon SNS F
pS| SRS o N | Ko

3. AUE FAKII MER2 SNS FHE 2SSt E MAELICH RFMIEH LI 2 Amazon SNS F
Mol 75 HdEE HXsMR.

4. Amazon EventBridge TF2/2 M435l04 Lambda & +& E2|7HELICt XHAIEH LIS o|H Eof Bt
8 35t= Amazon EventBridge & M2 & XRSHAAIL.

[

-

Amazon EventBridge & https://console.aws.amazon.com/events/ 0l A O|HIE > =] I 0| X|
= o|Eg|.o;| A MMEE MEREFLICE [MH|A O|&(Service Name)], [OIHIE 2% (Event Type)] %
[Lambda & =(Lambda function)]& X|& g L|C}. [O|HIE Z{E O|2| 2 7|(Event Pattern preview)]
HEZ|MM CHg 2 EE 201 E&LICH

"source": [
"aws.acm"
1,
"detail-type": [
"ACM Certificate Approaching Expiration"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html
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Lambda =411t Z+2 O|HIET} [MZ O|HIE E A|(Show sample event(s))] OF2H0l| ZE A& L|C}.

{
"version": "Q",
"id": "9c95e8e4-96a4-ef3f-b739-b6aa5b193afbh",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "123456789012",
"time": "2020-09-30T06:51:08Z",
"region": "us-east-1",
"resources": [
"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-
d0a53682fa4b"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "My Awesome Service"
}
}

T 0 Es=CHE ofiH 40| H O|4 ZR5HX| A2 A2, B EXM L 7| 2 &EF: 2= &M
£ &x[5H7| /s 2E EQIo|AE NHSHE Zdo| E&LUICE
« IAM & gl o4

Lambda & =

CloudWatch O|HE =l
CloudWatch Lambda®} g#4E 21
SNS =X

Ct=1t &7H AFE CloudTrail AWS Certificate Manager

AWS Certificate Manager ACMO|A AF& XF AWS CloudTrail, 248 EE= AMH|ATF 85 2F49| 7|5
2 MEstE AWS MH|A 2 E8HEILICE CloudTrail AWS AX0A 7|EX oz #4435 E|o] Q&L
CloudTrail ACM 2& 02| Z& I ACM API 2o CHEt 2= &2 E&sto] ACMO CHEH API &
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2 O|HEZ HXEfLICH E T 445t ACME CloudTrail OIIHI £ = &5to4 Amazon S3 H{Z!
01| OHIEE X[&EHMo 2 ™S &LiCh EB|dS Fd5tX] ot CloudTrail 2&2| O|HIE 7|

—
SolM z[&l OHEE H& & = AU&LICH

k

ofl A 2 &8 CloudTrail 28 AL&3t04 ACMO O 0{Zl 2%, RF0| O|F0{T! IP F4, Q&S A
2, 28 A7 U E7 MR HEE I £ USLICH RAE LIS O[HIE 70| 2/ CloudTral
OIHIE 27|12 AZ5HAIAIQ. ACMOIA XIHE|E OJHIE S 0| WA5HH S 25 0| CloudTrail Of
HWIE 7|= 0| CHE AWS AMHIA OJHIESE 817 O[HIEO] 7S ELICH AWS AHEoIA 24l OJHIES

oL AN U cteREE £ AaLIC

EE 3t CloudTrail 2104 £ ZEl o[ E C|o|E{E F7t2 235t 1 olof mtet TxIZE #|5tE = Ct
AWS MHIAE 48 = J&LCt
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ME 2 X354 AL, CloudTrail
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=X
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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Kt

n

Ct= CloudTrail iXl= APl £ & A& E04&LICt AddTagsToCertificate

Mgt LH2 2 CloudTrail A2 X ID RAE HESHAAIL.

Ojo
1=
i
=
rr
Ral
o
m
rr

ro

Mol E{3 F7t(AddTagsToCertificate)

o

M At K| (DeleteCertificate)

o

M A% (DescribeCertificate)

ro

o

M 7K 2 7 |(ImportCertificate)

M LI(ListCertificates)

4
1
¥

M LHE LW 7|(ExportCertificate)
1
1
1

o

MO| Ef 2 L+ ¥(ListTagsForCertificate)

o

Mol M Ei Ml7H(RemoveTagsFromCertificate)

ro
_>L

23 (RequestCertificate)

O|H| & XTS5 (ResendValidationEmail)

ro
O[O OIM [O O (O [0 [0 [OfX [0 (Ol

ro (oY

M AMM(GetCertificate)

RIB Moi| E{2 F7HAddTagsToCertificate)

API ZQdof CHEr od|A| 22 7F LIe}

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",

"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"Alice"

.
"eventTime":"2016-04-06T13:53:537",
"eventSource":"acm.amazonaws.com",

"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
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"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcbha98-7654-3210-fedc-ba9876543210"
},
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

21& M & A|(DeleteCertificate)

Ct2 CloudTrail 04 N|= DeleteCertificateAPI & ZADE o4& L|C}.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

},

"eventTime":"2016-03-18T00:00:26Z",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",
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(® Note

N

A
a

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"

iy

"responsekElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

= (DescribeCertificate)

oL = AAEH

"Records": [

{

"eventVersion":"1.04",

}I

userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

"eventTime":"2016-03-18T0Q0:00:427",
"eventSource":"acm.amazonaws.com",
"eventName"'"DescribeCertificate",

"a
IIS
Ilu

wsRegion":"us-east-1",
ourceIPAddress":"192.0.2.0",
serAgent":"aws-cli/1.9.15",

DescribeCertificate® ] CloudTrail 2E20{&= X|&8t ACM 2IE Aol CHEF HE 7} E AL

LIC}. &£ AWS Command Line Interface, EE = DescribeCertificateAPIS
= ;Mof CHEH ME = =2 £ QaL|C}.

A&3toq 2l
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
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"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/

fedcba98-7654-3210-fedc-ba9876543210"

I

"responsekElements":null,

"requestID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

Q1B M LHE LHZ|(ExportCertificate)

CH2 CloudTrail (M= ExportCertificateAPl & A& 2 0{&LICtH

"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
.
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",

7% 1.0 141


https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html

AWS Certificate Manager AL 7Hol=

"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8 botocore/1.10.4",
"requestParameters":{
"passphrase": {
"hb": [
42,
42,
42,
42,
42,
42,
42,
42,
42,
42
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,

"mark":-1,
"position":0,
"limit":10,

"capacity":10,
"address":0
},
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements": {
"certificateChain":

"privateKey":"**********"’

"certificate":
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"requestID":"01234567-89ab-cdef-0123-456789abcdef",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",

"eventType":"AwsApiCall"

CIBE M 7FX L 7|(ImportCertificate)

CtZ oAM= ACM ImportCertificateAPI 240l CHEF £ & 7|5 5t= CloudTrail 21

Cth.

"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-10-04T16:01:30Z",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,

st
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"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0
},
"certificate":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2503,
"capacity":2503,
"address":0

1,
"responseElements":{
"certificateArn":"arn:aws:acm:ap-
southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"
1,
"requestID":"01234567-89ab-cdef-0123-456789abcdef",
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"eventID":"01234567-89ab-cdef-0123-456789abcdef",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

1B M Lt¥(ListCertificates)

CHS CloudTrail of|Xl|= ListCertificatesAPl £& ZA1tE Eo{&L|C}.

@ Note

ListCertificates® ¥ CloudTrail 20| ACM QIS M7} EA|IL|X| et&LICH £ AWS
Command Line Interface, == ListCertificatesAPIE AI235l0{ QIS 2EE £ £ Ql&LCH

IlI)

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-18T00:00:43Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[
"ISSUED"

iy

"responsekElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dlesdfelallb”,
"eventID":"cdfel®51-88aa-4aa3-8c33-a325270bff21",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Q1B Mol Ei 1 L}(ListTagsForCertificate)

CHS CloudTrail o M= ListTagsForCertificateAPI £& ZA1tE E0{&FLIC}

(@ Note

ListTagsForCertificate® ] CloudTrail 210 Ef27} EAIZIX| gt &LICH 2&

Ls 4
Command Line Interface, &£ = ListTagsForCertificateAPIE A& 3t0{ El1 S §2 =
L|Ct.

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice"

I
"eventTime":"2016-04-06T13:30:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ListTagsForCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
.

"responsekElements":null,
"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",
"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

1E Mol M Ef 2 AM|7H(RemoveTagsFromCertificate)

CHS CloudTrail 6 Al= RemoveTagsFromCertificateAPl £& Z1tE Eo{FLICH

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T14:10:0172",

"eventSource":"

:""acm.amazonaws.com",

"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",
"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
ntagsn:[

{
"value":"Bob",
"key":"Admin"

iy
"responsekElements":null,

"requestID":"40ded461-fc0@1-11e5-a747-85804766d6c9",

"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"
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"Records": [

"eventVersion":"1.04",
"userIdentity":{

CH2 CloudTrail (IM|E RequestCertificateAPl & A1t S Eo0{&LIC}H
{

"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
iy

arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",

"userName" :"Alice"

"eventSource

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"eventTime":"2016-03-18T00:00:497",
"awsRegion":"us-east-1",

acm.amazonaws.com",
"eventName":"RequestCertificate",

"sourceIPAddress":"192.0.2.0",

1,

"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"example.net"

"subjectAlternativeNames": [

"domainName

{

example.com",
"domainValidationOptions":[

"domainName":"example.com",
"validationDomain

example.com"
"domainName" :"example.net",

"validationDomain
iF

:"example.net"
o

"idempotencyToken":"8186023d89681c3ad5"
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iy

"responseElements": {

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

AR 7H0|E

"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,

A5 o|HY xH

N

"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",

—t

o

(ResendValidationEmail)

CH= CloudTrail of|X|= ResendValidationEmailAPI & Z1E Eo{&L|C}.
"Records": [
{

4
"eventVersion":"1.04",
"userIdentity":{

"type":"IAMUser",

"principalId":"AIDACKCEVSQ6C2EXAMPLE",
iy

arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",

"userName" :"Alice"

"eventSource

"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"eventTime":"2016-03-17T23:58:257",
:""acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn

iy

"domain":"example.com",
":"arn:aws:acm:us-

"validationDomain":

"responsekElements":null,

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
":"example.com"

"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
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"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

C1E M AAH(GetCertificate)

Ct2 CloudTrail oA=& GetCertificateAPI £ & ZA0E Eo{&L|C}.

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:417",

"eventSource":"acm.amazonaws.com",

"eventName":"GetCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},

"responseElements":{
"certificateChain":
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iy
"requestID":"744dd891-ec9c-11e5-ac34-dle4sdfelallb”,

"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S& MH|Ao] CHEt API & 24

ACMIt SEEl MH[A0|M O|F0{ZI API ZEE ZHAIStE CloudTrail Ol AL " &= U&LICH AL 0]

CHEH RFMIBH LIRS A2 CloudTrail AWS CloudTrail AEME & ZX5HAIA|2. CH2 ool A= ACM €
SME Z2H|X{H5tE AWS ElAA0 o2t MM 7ts8t 20 88 EoiFLCt

|
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E T 2H|KMYst= AWS S|AAN [MEF MAME £ Q= 27 S8E HoiF Lo

FH
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreatelLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[

{

"sSLCertificateId":"arn:aws:acm:us-

east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

}I

"responseElements":{

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

I
"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",
"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"
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EC YWHME AME3510 Amazon EC2 QIAHA S5

Amazon Elastic Compute Cloud(Amazon EC2) QIAEIAO|M & AIO|E &= OfEZE[AH0|ME Z2H|
Mdste 49 2= YWH MM Y QIATAE QIAISHOF B LICt O|= Elastic Load Balancing 2&
EE = AWS Command Line Interface® Sdl & & = U&LICH CHS o= AWS H™H 123456789012

9| O|& 2 LinuxTest 7t &l 2 W4 0] RegisterInstancesWithLoadBalancer CHEt 3 E£2 &£
o3& L|Ct.

"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/AlLice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName" :"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:52Z2"

}
},
"invokedBy":"signin.amazonaws.com"
},
"eventTime":"2016-01-01T21:11:452",
"eventSource":"elasticloadbalancing.amazonaws.com",

"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances": [

{
"instanceId":"i-c67f4e78"

},
"responseElements":{
"instances":[
{
"instanceId":"i-c67f4e78"

ST AMH|A0f CHEH API = % 1.0 153



AWS Certificate Manager AL 7Hol=

}

},
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

Zztolsl 7| =3t

CtZ oo = ACM QB Mo HAZE Zeto|8! 7|18 ¢ 5355tE Encrypt £ 2o ELUCH ¢35
St= AWSLHOIIAM =& ElL|C}

"Records": [
{

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"userName" :"acm

.

"eventTime":"2016-01-05T18:36:297",

"eventSource":"kms.amazonaws.com",

"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,
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"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

]I

"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

Zglold! 7| S
Ho{ ELICH &5

fjo

CtE ool M= ACM 1B Mt HAAE Z2lo|8! 7|& == 3t5l= Decrypt 2
HE2 Lol M - z|0d sHSE 7= Mo [HLER| eE& LT AWS AWS

"eventVersion":"1.03",

"userIdentity":{

"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE:1aba@dc8b3a728d6998c234a99178eff",

"arn":"arn:aws:sts::111122223333:assumed-role/
DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",

"sessionContext": {

"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T721:13:28Z2"

iy

"sessionIssuer":{

"type":"ROle"’
"principallId":"APKAEIBAERJR2EXAMPLE",
arn":"arn:aws:iam::111122223333:r0le/DecryptACMCertificate",

"accountId":"111122223333",
"userName":"DecryptACMCertificate"

+
"eventTime":"2016-01-01721:13:287",

"eventSource":"kms.amazonaws.com",
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"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext"'{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}

iy

"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,

"resources":[

{

"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.
PrivateKey - The private key that matches the public key in the certificate.

*

*

*

*

*

*/

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));
return StandardCharsets.UTF_8.encode(fileContent);

[}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
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import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Delete the specified certificate.

DeleteCertificateResult result null;

try {
result

client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

JEJEREL:
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import
import
import
import

import
import
import
import
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€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager
certificatemanager
.certificatemanager

certificatemanager

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

com.amazonaws.

com.amazonaws.

com.amazonaws.auth.AWSCredentials;

com.amazonaws.regions.Regions;

.AWSCertificateManagerClientBuilder;
.AWSCertificateManager;
.model.DescribeCertificateRequest;
.model.DescribeCertificateResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
DescribeCertificateRequest req = new DescribeCertificateRequest();
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req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;

try{
result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

Ol BEO| M2 AT 2| ofxlolE ChE1t HIixet HE7F 2340l ZAIELICH

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
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Status: ISSUED,

NotBefore: ThuOct@510@: 14: 32PDT2017,
NotAfter: SunOct0310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [1,

Type: IMPORTED,

2IE M LIE LT
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package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ExportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ExportCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import java.nio.channels.FileChannel;
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public class ExportCertificate {
public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "zx");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
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FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());

// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}
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// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.

String certificate =

result.getCertificate();

System.out.println(certificate);

String certificate_chain =

result.getCertificateChain();

System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();
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package com.amazonaws.samples;

import
import
import
import
import

import
import
import

import
import
import
import

/**

com.
com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

regions.Regions;

services.certificatemanager
.certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;
.AwWSCertificateManager;
.model.GetCertificateRequest;
.model.GetCertificateResult;

services
services.
services.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.auth.AWSCredentials;

services.certificatemanager.model.InvalidArnException;
services.certificatemanager.model.ResourceNotFoundException;
services.certificatemanager.model.RequestInProgressException;
AmazonClientException;

* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

GetCertificate

7% 1.0 168


https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html

AWS Certificate Manager AL 7Hol=

*

CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:
& Certificate - A base64-encoded certificate in PEM format.

& CertificateChain - The base64-encoded certificate chain in PEM format.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
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result = client.getCertificate(req);

}

catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);

}
catch (ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleeplnterval;

// Display the certificate information.
System.out.println(result);

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

CIEM 7K 7]
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
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import
import
import

import
import
import
import
import
import
import

import
import

import

/**

com.
com.
com.

com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

services

services.
services.

.certificatemanager.
services.certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;
java.io.FileNotFoundException;
java.io.IOException;

java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

model.ImportCertificateRequest;
model.ImportCertificateResult;
model.LimitExceededException;
model .ResourceNotFoundException;

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

* service.

*

* Input parameters:
& Certificate - PEM file that contains the certificate to import.

& CertificateArn - Use to reimport a certificate (not included in this example).
ks CertificateChain - The certificate chain, not including the end-entity
certificate.

ks PrivateKey - The private key that matches the public key in the certificate.

*

* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.

*

*/

public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials = null;

try

}

{

credentials

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ImportCertificate
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throw new AmazonClientException(
"Cannot load the credentials from file.", ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate = null;
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem", "x");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "t");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "xr");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
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buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());

buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());

buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
channel_certificate.close();
channel_chain.close();

channel_key.close();
file_certificate.close();
file_chain.close();

file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();
req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {

result = client.importCertificate(req);

}
catch(LimitExceededException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();
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// Retrieve and display the certificate ARN.
String arn = result.getCertificateArn();
System.out.println(azn);

IS M LI
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.ListCertificatesRequest;
import com.amazonaws.services.certificatemanager.model.ListCertificatesResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.AmazonClientException;

import java.util.Arrays;
import java.util.List;

/**
* This sample demonstrates how to use the ListCertificates function in the AWS
Certificate
* Manager service.
*
* Input parameters:
ks CertificateStatuses - An array of strings that contains the statuses to use for
filtering.
& MaxItems - The maximum number of certificates to return in the response.
& NextToken - Use when paginating results.
*
* Qutput parameters:
& CertificateSummarylList - A list of certificates.
& NextToken - Use to show additional results when paginating a truncated list.
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*/

public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);
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CertificateSummaryList: [{
CertificateArn:

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.examplel.com

}I
{

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.example2.com

iy
{

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
www.example3.com

]

QIZ A 2

CtZ oMo M= RenewCertificate =& At 35t= WS 204 ELICt O] &=
Authority(CA)0lAM &t 23t 1 ExportCertificate &2 LIEH AL QIS MHE A AIE
A QIS AMEHE O B2 AT = A&LICH ACM2E AWS Private CA 218 A
XM ACM MH|A Eot F=|of siiE Het2 Foidtof gL|ct XkMIEH LIS ACMO|
=2 FE5ML.

DomainName:

CertificateArn:

DomainName:

CertificateArn:

DomainName:

rr
e =
\J

S

0

ro
0|>i

rivate Certificate
Ct. O|I LHE LH
AI%}E#D# n4
ZHA|

St
o I_I_E

5t

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import
import
import
import

import
import

com.
com.
com.
com.

com.
com.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

services.certificatemanager.AWSCertificateManagerClientBuilder;

services.certificatemanager.AWSCertificateManager;
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public

pub
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com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;
com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
com.amazonaws.services.certificatemanager.model.ValidationException;

java.io.FileNotFoundException;
java.io.IOException;
java.io.RandomAccessFile;
java.nio.ByteBuffer;
java.nio.channels.FileChannel;

class RenewCertificate {
lic static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
wSs
// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"

+"certificate/M12345678-1234-1234-1234-123456789012");
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// Renew the certificate.

RenewCertificateResult result =

null;

client.renewCertificate(req);

catch(InvalidArnException ex)

catch (ResourceNotFoundException ex)

catch (ValidationException ex)

try {

result =
}
{

throw ex;
}
{

throw ex;
}
{

throw ex;
}

// Display the result.
System.out.println(result);
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CHS oMol A& ListTagsForCertificate

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

Hro AI8HE

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.AmazonClientException;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
.certificatemanager.
services.

services

services.

services.
services.

certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

HoiE LIt

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model .ResourceNotFoundException;

ListTagsForCertificate
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/**
* This sample demonstrates how to use the ListTagsForCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:

& CertificateArn - The ARN of the certificate whose tags you want to list.
*

*/
public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;

try {
result = client.listTagsForCertificate(req);
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catch(InvalidArnException ex) {
throw ex;

}

catch(ResourceNotFoundException ex) {
throw ex;

// Display the result.
System.out.println(result);
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{Tags:

[{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.
import com.amazonaws.services.certificatemanager.

import

com.amazonaws.services.certificatemanager.model.
import com.
import com.

import
import
import
import

import
import
import
import

import

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.

services.
services.
services.

AmazonCl

ientException;

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

RemoveTagsFromCertificateRequest;
model.RemoveTagsFromCertificateResult;
model.Tag;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

auth.AwWS
regions.

java.util.Arraylist;

Credentials;
Regions;

RemoveTagsFromCertificate
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/**

* This sample demonstrates how to use the RemoveTagsFromCertificate function in the

AWS

Certificate

* Manager service.

*

* Input parameters:

*

CertificateArn - The ARN of the certificate from which you want to remove one or

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
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ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);
tags.add(tag2);

// Create a request object.
RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.
RemoveTagsFromCertificateResult result = null;

try {
result = client.removeTagsFromCertificate(req);

}
catch(InvalidArnException ex)
{

throw ex;
}
catch(InvalidTagException ex)
{

throw ex;
}
catch(ResourceNotFoundException ex)
{

throw ex;
}

// Display the result.
System.out.println(result);

QIZ M 2
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package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;
import com.amazonaws.services.certificatemanager.model.RequestCertificateRequest;
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import com.amazonaws.services.certificatemanager.model.RequestCertificateResult;

import
com.amazonaws.services.certificatemanager.model.InvalidDomainValidationOptionsException;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

*

*

*

*

*

*

*

Manager service.

Input parameters:

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

*

*

*

*/

OQutput parameter:

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
Arraylist<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Aq25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}

catch(InvalidDomainValidationOptionsException ex)

{

throw ex;

}

catch(LimitExceededException ex)

{

throw ex;

// Display the ARN.
System.out.println(result);
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{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}%

48 olHY RS
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.
certificatemanager.
certificatemanager.
certificatemanager.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

g+E MEste

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
.auth.AWSCredentials;

amazonaws

amazonaws.

services.
services.
.certificatemanager.
services.

services

services.
services.
services.

certificatemanager.
certificatemanager.

certificatemanager.

AmazonClientException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

InvalidDomainValidationOptionsException;
model .ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate
* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.
& Domain - FQDN in the certificate request.
& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

ResendValidationEmail
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

catch (InvalidDomainValidationOptionsException ex)
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{

throw ex;

// Display the result.
System.out.println(result.toString());
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html

AWS Certificate Manager AL 7Hol=

SN Qe x| HE

Ursiol 2= A QB ME MAE 1) wHBLICH YR ST 7IH0IME SRolM HAX HEE &
Z 4 AUBLICH WHOIS A8 OlHIY FAE ZEOHAI(EE ZRA) FAZ CHHE 4 UATS st
S Of3 7IBE UALICH 01T 51 SSE 2tx| AR HB OlHYO| 4+ 41%/X| ShaLict

HYUe gropdmM 42t x| ME 71 Z7HE|o 2lo{oF WHOIS §tH, WHOIS S£0f 7§Ql ME E35 o|H Y
FAo7 EMNEE B2 QI HE FAR MEE O|HU0| A O|HY FAR MEE[=X] 2 QIS A
Q. WHOISHHMO| 2= &7 QIEM 2 Aeh Alztol ZIHE[X| 2f2 Bt &0l O|HIYE CHA| ELHES

LICt. ACMM WHOIS /MX Z3|& st 3 S7HE =X FAE &0l o|HYS

MRIEME RHEY I WHOIS HEE 7t & LIS HEE H=558t 2 BME dilsttin
+ = A M

& LICH ACMO|EHEF A5 A MX &l

oto BHE 571el S8 #el =A== &l o|HYES EHLICH of EXME sidstedE WHOIS HEE T
Al S7H5tm &l o|H Y S CtA| ELHAA|2. ACMA] WHOIS /IMX Z23|E =&t 24X S7HE A=
MFEaz EelolHYe EHLCH

FOIACM O|H|YE o tH EH £ 0| = WHOIS AB40] 7“%%* = Qe A7t U&LICH ol EXMe
QE EAMLICH AWS. &, WHOIS MHE X043t X| AWS 2t WHOIS A AZEZIE UX|E £
A& LICH O] EX|7t &g B AWS Support ME{0| M APE#I M5t EA HES 2 ™HSIMIR.

>

2|42 THRl2 = Q= Algix|of € ELICH A =l eilX[AEE|ofl= WHOIS i[O
E-II:HIOI_—— SHMEE ol= & gdstE T elof Chgh el e 2
Z 7t JAEXI o470l 2HHA[glol MEELICH 7l 2 E5 7t Hli“oikil B SEI|H2 0| EEE X
A WHOIS £310f| ZEAIE & UX|EH o] FH2 S5 P |

HE B¢ SHEE O 8™ =4 371z &2l olH

C ACMSE 7|20l M &fele =

olHY AS 7% 1.0 197


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm

AWS Certificate Manager AL 7Hol=

. 7l& od=tx

- BE|l "HEA

ACM3HRIGH CHE T 22 CHAY 7hK| QU AJIAR FAZ 201 0|HYUS HULHH CHS T} 22 ARt 9
&UIChyour_domain £ X QSME 248 mf Y243t T0Q! .10 O/E0IH 2|49 Tyl

CH.

- BE|Xt@your_domain.io

- SAENAE@your_domain.io
- ZAENAE@your_domain.io
- HotAE@your_domain.io

« ZE|Xt@your_domain.io

10 =H|Qlof| et 2

A5 HYS eadd ef ol 571 X| o|H[Y 74|JH SLIE A8 E =+ ULF dHdl
Of LIt T = X[ oo =0l O|HYE & X| Z5HHACM 2IBSME YZEIX| ef&LICH
(® Note
O|H|&d DNS el Cidl HEE AL&sts Aol E&LICH XHAMEH LIS 2 DNSR =8 AA EH&

A5t QB ME THE $of= #0l2 AFZ3510 DNS Q1B ME Eolsts Hoz et

. DNSHEE AtEsttd™ QS AE A X[E CHS DNS HAE S MEst= M 2IZAME Tt

F fjo

BEIE Q15 M WAl 2K 57

ACMACMRIB A7t Bt= E[7| Tof| Ats2 2 Alstedn st2 = Er o ZX(7t EstK| ef& L.
ACM2IE Aol CHer zre|E dLlol EM7F Us

s ol A5 &H|

oI=Z M ZAl 7% 1.0 198



AWS Certificate Manager AL 7Hol=

F

n

- QIBEM= Tt
gt REAMIEH LY
- O|H
o{of &

0jo
B
Olm

o

AWS ACM AH|A0f| 42|01 R{0{0F EL|CE ACMKX|#HSt= 2|40 Y
|A|@CtS 1t S8HEl MH|A AWS Certificate Manager.
SMol| LIFEl 2t =H[Rlo| #E|Xt O|HY FAE Qe = ACM
OlHIY F4A e O|HY AEo LtFxE[o] AU&LICE.

A

o dBE CHZ DNS T80l SHHE BllZ=7F & E|o]
A

I
r

-

mk
P
o

re i

= 1o

oM rlo
>
1o
oN
4o
30

Lo
>
o
gl_l
rl

> O
to
®)
Z
>
=
m
O
Z
wn
=0
kol
0%

oy
oM o
r
ol
x
lo
oy
40
rr

L

H O

— Z

7

0 40 @

S op

> ox LT OM

r
i)
02
ro
O
x
N
>
>
=|'_é
E
i}

x
C|Ho |2
2

o |Hu
> [0 | =
> |x
ro (o

> |

I7H24 XM (HIS 7 = 602 DNS, H|Z 74
|2 ACM A|=&HL|CH EMAIL MEBxo 2
LHE2 ACMRIS Mo CHeh 223 Al EHHE EFERSHAA|

>0 |1 |0/

H1 |9k |re
=

o> [oX

| 7

i)
=
e
0T
Ol
o

5 Moil CHet 2l oIEAM 2

ACMRIBAME 1371 (395%) SO RESLICH QB ME B TH Ol ARKS| Zx|7t Lo
LICh. ACMEHZ 45 Fofl S HIQITF HZE O/HY FAZ 2

THQI ARKTL BAS S5 22U 4 Q= YAV TEE

M SQUs THQloE AT QIEAME M

2
BM
— Ol-L- L-O

PENDING_VALIDATION &tEfo| = O

olg 4|
wofl Ci#t XIZlS o0 YUS S5 Zolg A xstAl

g0l 45 & 2I& Aol cHet 2eld 1& A A4 DNS

ol

o
TT

ACMfE 0| AEE /& Mo CHEt TLS DNS A
2498 ZAE Q1B ME ACM BAISHR| Rt B
7H5440| SLICH CNAME DNS 0| 2% QI5ME RSS2 BAY 4 gict
ct.

/A Important
ClO|E{H[o| A0 2HIE CNAME BHIZEE A l5HoF & LICH. DNS O|& &35t &2 O

el S5 7|ztof E2lstMl.

ACMZ£0|M QI M aliE EHQl E=2 = &5t0d ZH Qo CHEF CNAME BIZEE 32 = U&

= =
LICt RtM|SH LHE2 ol 228 & ZSHAAIL. 9| DescribeCertificateZ 2] ACM API EE & describe-

=l

HE[E olE M 2 Alnf &{2] T 1.0 199

0l


https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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ifi mE-EK=] |._9_=|. ;l E.” CE ZHASE A Ol | |. C |. -||% HQQ (=]
certificate BB = Ar& 501 CNAME AESE 88g = USLICH ACM CLI Atk |_|- LhES = DNS+
= ol xR sl AIA|O
S Ad 74 |. C 2 XX
28 8A |_|"‘|:IE S O PN
« < Viewing1to3of 3certificates > »
Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example biz Issued Amazon |ssued No Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status
amzn3.example.biz Success
. Export DNS configuration to a file You can export all of the GNAME records to a file
Details
Type Amazon Issued Requested at 2018-03-22T22:38:52UTC
Inuse? No Issued at 2018-03-22T22:42:12UTC
Domain name amzn3.example.biz Not before 2018-03-22T00:00:00UTC
Number of additional names 0 Not after 2018-04-22T12:00:00UTC
Identifier 1faedec1-6db6-4d3d-967a-eec5e53ecd45 Public key info RSA 2048-bit
Serial number 0e:10:30:f3:1c:bd:1e:b7:54:bb:f3:99:62:5b:7:fb Signature algorithm SHA256WITHRSA
ARN arn:aws:acm:us- |
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds
Validation state None
Tags
Edit
Name

& < Viewing1to3of 3certificates »
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https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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Amazon -
- amzn3.example.biz Issued No Ineligible
Issued
Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
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« A 7

. BT AT A

=
T E XIFggoh

« CRL HfXZ X|H-CRL &

ACMO{| A

U2 E QIB A

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity
Not Before

Not After :

: Jan 30 18:46:53 2018 GMT

Jan 31 19:46:53 2018 GMT

Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:
69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

Cca

73

ba:
4e:
94

20:
26:
96:
b6:
77:
Ch:
32:
09:
f3:
15:
25:
6d:
bf:

ab6:
e9:
of:
:0a:
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:
3a
c9:

8a:
:26:
85:
dd:
Q7:
ab:
3f:
7c:
co:
44

ea

ab6:
b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:

aa

6a

4b:
83:
42:
8e:
36:
fe:

:91

5a

Q4
41:
7f:

d7:
ff:
36:
96:
72:
:e9:
ac:
8d:
3e:
af:
8e:
22:

:0b:
d5:
6b:
co:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
fo:

6a

60:
Se:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:
8a
f5:
33:
f6:
od:
:6d:
5b:
2a

e8:
54:
a3:
53:
dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
d6:
:f6:

08

Qa

f5:
cl:
Ob:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

od:
f3:

:de:
ec:
c8:
9f:
24
86:
c5:
73:
fo:
f3:
:7a
od:
be:
:8f:

9a

8c:
21:
ed:
:8d:
b4 :
42:

Ca

cb:
cO:
b4:

43

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

e’
be:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1a

78

a3:
94

CN=example.com

59:
af:
1c:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94:
:0f:
ac:
3e:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM 215 A

% 1.0 209



AWS Certificate Manager

Exponent: 65537 (0x10001)

X509v3 extensions:

X509v3 Basic Constraints:

CA:FALSE

X509v3 Authority Key Identifier:
keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42

X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8
X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 CRL Distribution Points:

Full Name:

URI:http://example.com/crl

Signature Algorithm: sha256WithRSAEncryption

69:
69:
8d:
76:
cb:
dl:
e9:

03:
60:
0.
3c:
6d:
b0:
3c:
17:d4:
94:27:
8a:6e:
03:e5:
44:8a:
a3:04:
8e:f3:
12:b9:

15:
a7’:
8f:
9d:
cd:
Te:
41:

fb:
4a
df:
d4:35:
do:e2:
ba:80:
2f:15:
80:41:15:
62:84:d8:
6a:9d:ad:
3a:90:8c:
cl:fb:9c:
al:dl:1c:
a7:a8:77:
35:d5

Qc:
33:
b5:

ACM FE CA

20|
[y .

ﬂ
Ok

ACMOAM & ZE

s ol

il

ag:
b
78:
az2:
2f:
99:
a7:
75:
98:
b8:
bc:
33:
46:
26:

39:
74
al:
e2:
16:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

as:
88:
5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
d4:
le:

9a

96:
ab6:
08:
c2:

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0:
08:
40:

Qa

CN=Amazon Root CA 1,0=Amazon,C=US

b2:
b6:
72:
67:
7.
b0:
45:
e3:
e0:
dl:

4a

d3:
bl:
:5b:

da:
b8:
65:
80:
26:
bb:
17:
48:
ob:
a5:
:31:
89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:f2:
8d:b5:
fa:94:
4f :do:
65:60:
81:b0:
f9:57:
:d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:
cc:
b7:
d8:
6f:
62:
2c:

48:
ao:
2f:
c9:
40:
68:
45:
86:
9c:
Q7:
10:

a3:46:
98:c6:
3a:43:
42:52:
3b:e3:
69:08:
6b:e7:
d4:7d:
ee:3a:
f8:1c:
fc:36:
Cc3:04:0b:
97:10:42:
c5:27:c3:

cc:
32:
53:
b9:
dc:
32:

ccC

C}2 Amazon £ E CAO|A{ £¢t QI

ot
=

ok

ot 12|

1l

3t

2048H|E RSA (RSA_2048)
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s ol
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CN=Amazon Root CA 2,0=Amazon,C=US
CN=Amazon Root CA 3,0=Amazon,C=US

CN=Amazon Root CA 4,0=Amazon,C=US

ACMO M =&l QIEAMof e EoF 215 2| 7|=
Z 2048H|E RSA £2t2 MBS ELICt LSl AHS

= E =

F E & Starfield Services Root Certificate Authority

KEMEF LIS

ACM 215 M= & MO|EQ| RtH BEH & =%
X.509 SSL/TLS 215 MHULICH. ACM2 AWS KMS key

5t

2 Amazon Trust ServicesE & X5}

MEE A Mol LEHE HEZ 7|9 HiQlz
o
=

ot
=

ok

st gog

K
1y

4096H|E RSA (RSA_4096)

m

e
|

P 2l 34 256H|E (EC_prime256v1 )

m

P

e
|

ot J4 384H|E (EC_secp384rl )

E = CN=Amazon Root CA 1,0=Amazon,C=US
—’l*— UEE 7|E} RETI of|2E|0] U&LICH B E

RIE Mol M T A MHEELICEH

(@]
X.

HICHE 33 7ol HeE CHEX|EF +stHo 2 2 E 7|§ AtEsto] 2
f =3l S Al e LICE. 9| % 3H-P= HEE! 7|0|H YEtXo 2 X.509 v3 UE A0 XS E
v E MEELICH X509 2IE M= AFSAE HFE E= O
7|2 utelgguict

P
(E) Ak83stod Zztole! 7|8 S 3HErLCt.

KiMet dE2 215 Zeto|s! 7] EoF MME H s 2.

& 7|&
Q& 7|BHCA)2 CIX|E QB MHE LSt =
SMEISO X509 E&E 7|Ute 2 &LCt C

EM FAE #E[ELICH

CHRI|QIL|C} ArQ{Rdo = 7}aF QIHFRAQ]
= Qs M FAlo| 1A FHS =
=]

£ QEMol 2ot E HEE 7|9t HelEstE AMBE CIXIE QAIEME LA ELICH
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QB M EHY 22

A2 E= 3 E CAHM L Z k= SSL/TLS QUBME YXIsH| fla L& EEIRAMHME 2 el
of CHall =&l 3¢ UBME LEM FHE 2101 7|FsHoF &LICH =M@l o|Fo| ZISELcH =
2to|8! 7= 7|SEX| et&LICH 2T EX| o= QB MHE Aoz HEtRMo M 27 E HdeL
Ct.

238 DUEstol THQI0N T3 517h8H QIS MEH SFEIE K| ol 4 aLich 2B M HA}
22 MHIAE ALg3tol 218 MEE 4 gLt

Amazon CAE M2l CHEl SIHHSZ AMEE £+ = SSL/TLS QB ME &Z5t7| Hoil &[4 Ml 74
Ol¢fo| 1B M £EHE 21 M| 1B ME MEFLICH Oz M= QIS ME H=2! 0| H| O]
Aol Z7betD MHE QIS M EFUAE T (SCT)E Amazon CA01| 8HEHEL|CH 228 CAE SCTE Q!
S Mol 2 A|Z|1 QB MO MBS CtE AAEX0IAH QIBEME LFELICH EFUARI = J|EF X.509

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C
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Domain Name System(DNS)

Domain Name System(DNS)2 QIE{0|Lt Z2to|8! HELI o AZE HAFE L 7|Ef 2o

off CHEH HS™ 24 HY A|ARIQILICH DNSE aws.amazon.comit Z2 BHIAE TH QI 0|2
111.122.133. 144 BEHO| =Xt IP(QIEH 22 EZE) TAE WHESt= O T2 AFSELICH 3HX|BH 7
5t =MH|212| DNS Ci|O|E{H[0|A = CHE SX0f 0|8E = U= B2 7|52 ERstD /JU&LICH olE
E0{ AH8Xt= CNAME 7|E 2 AFE5tH ACMO| QIS AME e I =M@l o|Fof Ciet A HO[Lt
Moi HetE UBE = USLICH AIME B2 DNSREM A MME FESHAL.

T HIQ! O|& & Domain Name System(DNS)0i| 2|3l IP A2 BHEHE = A= www. example com &
2 E EXELICh Qe g 2 E5te AFEH UERTo= HAE O|EECHE IP FATHAE
ELICH ZHQl o|§2 Ot ER FEE|l= 78 tlo|EE +HELICH

TLD

QEZ ZTof U= 20|22 TLD(X| 4% =)t guct Let™Rl o2& . com, .net & .edu?t

AELICH £ UE I7to| SEE TLD= 37t 0|§ 2] o= ‘3“7F FEtnE UL EEH A

20| AR .uk, BHAlote] B .ru, J2|n ZEAO| AR0E . frLCh 27 AEE A8 E B

<? £35| SEE A 82 A5 7| 218 TLDO| CHEF 2R} —1‘——’.-_‘— A& &7t FIHELCE o E 2™
co.uk TLDE ¥=2| 48 7|YS LtEtL|C

IE2 242 THQIS Z&5tD SEFLICH 37t 2 EE Z&ste ZHQl 0|§el 39
UE B2, SEE /Aol 2 AlYHsts =S 0|22 Z&ELICH apex ZH| Q!
12 Z&etR| A& LICHCHS Ea 2 X). www. example. comOi| X apex =MHQ19| 0|&
2 example .comL|CE www.example.co.uk0llX apex THIQIO| O|& 2 example.co.ukILIC}
apex CHAIO|| Xt AF2 E|l= 1 89| O|& 2 2 &= base, root, root apex EE£ zone apex7t U&LICH.

5t =€l

59 ZHQl O|F 2 apex ZHIQ! 0|8 ol 2O DIAUEZR M2 7ol TEELICH 7HE Yutsioz

MEElE 5t EHR! O|&2 wwwX|TH OFF O|SO|Lt AFE 4= U&LICEH 32 =H Q! O|§ 0 x 0
B &8 XHE £ Y&LICH ol E™, jake.dog.animals.example.comOlM 52| THIQI2

jake, dog & animals =ACHE X|HE0] U &LICH.
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otel THelo] Het =il
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Hg2| 7| elzza

Mgz 7| elzg SME dd, ¥, Hel, HiZ, A8, MY & F4A5tE O ZHRE 5t
E9lo], AZELQ|0], AR HH, EM L HRIE FHELICH PKIE S8l AFEH UHEXIHM HEE
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Moz AHF MBELCH

Secure Sockets Layer(SSL)

Secure Sockets Layer(SSL)2} TLS(""-"‘- HAE Eohe AFE UERF0M S4l Eot2 MBste &
S Z2EZQILICE TLSE SSLe &5 Z2EZQLICH F ZEEZE 2 F X509 QIEME AFESt0
MHE QIS LICH Ol F 7IX| Z2EEZE2 25 ZEI0|MELQ MHeEt= 5 74A| Zhol ME E|= (o]
E ds3stete ol ArS k= CHE 7|18 2cto|AELF M Zhof Z 4 & LICH.

]
E
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HUICH 2E HTTP 2810 SEH2 HEXZE S 7.‘_-5'5-5_|7| o %§_§P5'L—|Ef HTTPS._ HTTP I
EEZE ofE, HIcHE R X.509 Q1B M 7|8t 253 7

A% 474(0SIl) 22 oM HTTP o Z 2710|411 H|S ozl & TCP & AS 2ol g Eif ‘='°._r 71%%
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EEZS MSELICL

SSL MH 215 M
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