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a. Broker name(EZ7{ 0|8)2 24&fLICt

/A Important
JHRl Al @E(PII)LP 7IEt 71 HE =& plzst HEE 227 o|§ol &7+5tK| o
MA|2. E27{ 0|&2 CloudWatch 218 Z &8 CHE AWS MH|A0IM HAAE
= AELICH E27{ 0|F 2 7HQl o|o|ELt BIZ 8 o|o|E ol AL& 57| fI8h Zd0] of &l
Lict.

b. Broker instance type(E 271 QIAHA RH)S MEHEILICHO0Y: mg.m5.large). AHA[Et HE =
Broker instance types2 & X 3IMIL.
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5. ActiveMQ Web Console access(ActiveMQ & £ AAM|A) MMM Username(AH& X} 0|8) &
Password(& )& =gLICt E27{ ALE X} Ol &2 0i= CHS A gto| M ELICEH
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- AEX} O|F2 YA CHA OHRIE, EE &

E4Q7|5(-. _~)BF ZEE = JU&LICH

E X7t {00k otd & E
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/A Important
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JHel Al ME(PINLE 7[EF 7|2 HE B RIS HEE EE27 ALE X O|&of FI+5HK|
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OtMAIR. 227 AL Xt O|F2 CloudWatch 218 E 88 CHE AWS AfH| A0 A] A
28 £ EUch H27{ A8t 0|2 742l Clo|E{LE RIZE COlE{ofl AL&5t7| et
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6. HiZE MEASrLICEH

2=27{7} MEE|H Amazon MQO|A Running(& & &) AEf7F E AIEILICH

MyBroker Running Single-instance broker mg.mb5.large
7. EHSIMI MyBroker.

MyBroker™| O|X|2| Connect MMM EZ27{9| ActiveMQ & 2Z& URLE 7|5 ELICH K&
Ed i3 24t

https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:8162

csteE27o| otojo Yl TREZ A= QIER 7|28 LCH C2E A= ZQIE 9| of QIL|Ct.
OpenWire

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617
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VPC LHoI A EE 70| HMAE 4= QT = 512{™ enableDnsHostnames & enableDnsSupport
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H27| S20|M 227 0| (0i: MyBroker) 2 A1E48fL|C}.
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7|53l SLict.
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http://activemq.apache.org/cross-language-clients.html
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a. T= F7HAdJd Rule)E ME4EL|CEH
'IQI'

S0l A Custom TCP(AHE Rt X[ TCP)E MEHFLICE

L

c. Port Range(ZE He|)oi & 2& X E(8162)E =dgtLCt

d. Source(22)0H| A Custom(AFE AL X|H)S MEHEH AEfOIM & 2
AABIO[IP FA(04: 192.0.2.1)8 =EfLICt

e. XS MEELICH

O|M EE 747} QIHIRE

activemg-client.jar % activemqg-pool.jar I{Z|X|E Java
ol M= Maven Z2ME 9| pom. xml It Liof| EXHSIE Ol2{Et és"—'?'

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

activemqg-client.jarol CHt XtAM|IEH HE
Z5HMIR.
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http://activemq.apache.org/initial-configuration.html

Amazon MQ TR 7H0|E

HIAIX] S&ERE &S S HAIX] 2L

1. BEEFO|A=XZOQIEE AIE5104 HIA|X| MALXIo]| CHEF UMS E-IE 4 HEZ|E MMSHCIS
HHE 2|of CHSH createConnection HIMEE S &&LICE

® Note

g AM/Ch7| E27{2| A2 Amazon MQE 2712| ActiveMQ & 2 URLE A|Z25HK|2H, &
o StLte| URLEH EAISHEILICE OFEH7HR|2 Amazon MQE Z+ 2tolo] Bl =2 E = o
IC

CHaH 27H°| A=xZQ |E§ M33sHx|gH 8 Hof ZF Tjo{e| 8t A= ZQIE D EH M EILIC
-1 2 -2 MOJAtE 55 Ho{E LPEP"”L—IEP KEMIBE LH2 2 Broker Architecture B2 2t
ZF_EPMIR.

ololo Bl =2 EZ A= Z QIE o AL Failover TransportES AF&35t0{ o Z 2|7 0|M0|
CIE AEXQIEQ HASE S HEE = UsLCH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

20t E27{0l| Java O Z 2|7 0| 473 12


http://activemq.apache.org/failover-transport-reference.html
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® Note
HIAIX| MARFE &4 PooledConnectionFactory S2iAE AFE3EHOF EHLICH REA|IEH
HEE 4 HA E M2 AZFAMS.

2. MM, MyQueuet= O|F 2| CH7|Y, 2|1 HAIX| H&RHE A FEFLICH

// Create a session.

final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer =
producerSession.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BXAY "Hello from Amazon MQ!"E MMt CIS HAIXIE MSELICE

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. SLRE Helglo

producer.close();
producerSession.close();
producerConnection.close();

HIAIR| AH[XH S 2 HAIX] &7

1. BEEFO|A=XQIEE ALE510{ HIA|X| HAMK}LOY| CHEH UMS 212 HEE]
0l CH3H createConnection HIMEE = &¢&rLICI
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

@ Note

HIAIX| AH|XFE PooledConnectionFactory 22iAE AFSSHH oF ElLICH REAIEH A
HeE g4 od E MNSE HZTFAML.

2. MM, MyQueuechs Ol 2| CH7|Y, 2|1 HIAIX| AHIXHE &EELICH

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue"
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =

consumerSession.createConsumer(consumerDestination);

3. HIAIXIZt 27|18 ZICtEICk7F HIAIXIZF E2fstH O|§ 4= &IEFLICH

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println('"Message received: " + consumerTextMessage.getText());

2EHA;: EE27{0f Java OfE2|7i|0|M 214
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® Note
AWS HIA|E AMH|A (0d: Amazon SQS) & HE| AH|At=E EE74e} X|&SHo 2 A E L
Ct.

4. AHIF NH L @S SREU.

consumer.close();
consumerSession.close();
consumerConnection.close();
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AWS Lambda Amazon MQ E27{0f 2135104 HIA|X|E AIEE £

ZAE W= o7 |0l HAIXIE on #48 5740z

555
A"5|' OHIE &A DHE2 HAIXIE EE7HMM BiX[Z 111 JSON

HZ7{E Lambda &0 4ZE5t2d™

1. Lambda &= &3 Jof CtS IAM Hg HetS FIHeLich

* mq: DescribeBroker

+ ec2: 2IE{H|0|A CreateNetwork

» ec2: QIE{H|O|A DeleteNetwork

+ ec2: 2IE{H|0|A DescribeNetwork

« ec2: & DescribeSecurity

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« E1: 15 CreatelLog

+ 21: CreateLog AEE

+ 27:PutLog O|HE

« A3 2! OHLIA: gt GetSecret

ﬁ LICt. E27{E Lambda0i ¢4
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
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@® Note
ZeFt IAM HEto| 1™ &7t Amazon MQ 2|42 BZEE ISR 22 = A
&uch

2. (M AY) HER HMA JtsEol glis EEHE HdEt B CIZ & StLIE &350 Lambda
7t E27{of AZst == 5{&3H ok

- HEE MEUF 5tLtS| NAT HO|EQO0|E & LICH AtAMIEH LI 2 AWS Lambda 7HE R}
A MO VPC @4 B =of QIE{L! & MH[A HMAE FZSHAIR.

« VPC A= ZQIEE AF235104 Amazon Virtual Private Cloud(Amazon VPC)2} Lambda 7+2| ¢4
ZAg MMt E8F Amazon VPCE AWS Security Token Service (AWS STS) & Secrets
Manager QIE ZQIE0of 93745l oF g LICt. RtMIEH LI 2 AWS Lambda 7HEH &b OFLHA{0l A
Lambdadil CHEt QIE{H[O|A VPC AIEXZQIE FHE HZFM L.

3. AWS Management Console2 AF&3t0{ Lambda & 01| Ci5 E27HE O|HE AAZ T8

LICH HEE A& & Q&LICE create-event-source-mapping AWS Command Line

Interface

4, HZ7{ol|M AH|8t HA|X|E Lambda &7} X2
of ol
L

|5l ZEE A/EELICH O|HE AA OiE oA
HME|E Lambda HO|Z2E = H2 79| ATl &0 w2l CHELIC TS 2 ActiveMQE Amazon

MQ CHZ | 9| Lambda HO|2 = Of| M L|Ct,

(® Note
O| oMol testQueue= CHZ[KE Q| O|F ILICE.

"eventSource": "aws:amq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"messages": {
[
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUJIDOkFBQUE=",

A (MEH AtE) ' =0l 242 AWS Lambda 16


https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
},
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerOutTime": 1598827811959

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message"
"data": "3DTOOW7CIJ51prgVLQaGQ82$48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
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ql O|HIE AA OfE @70 CHSt REAIEH LH2 2 AWS Lambda 7HEFXRF OFLHA{ 0| A Amazon MQO1| A
Lambda A2 E B XSIAI2.

OII

ATHA|: E 27 AMK|

Amazon MQ EZ7HE AtE3X| = 82 (A2l 72 Eelo] AAE e Ho 2 & E[X| gt E2R)
Amazon MQOIM EE7{E AX|5l04 HIE 2 M st= W0l 7t& EZ&LICH AWS

CtZ ol Mol A= AWS Management Console2 Al&3t04 EZ7HE A5t WS E0oiELICH.

1. Amazon MQ 2&0 2 2IgfL|Ct.
2. E27{ FF0M 227 (0d: MyBroker) & MEHEF CHS AXNE MENRFLICEH
A

e =]
3. AAl Al MyBroker? CH3} 4 XI0lM delete & 248 CHZ AMIE MEAEFLICH

45 E27{ ALK 17


https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://console.aws.amazon.com/amazon-mq/
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» Creating and applying broker configurations
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« ActiveMQ EZ27{ ALK} A al 22|
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HZ2 77} MMM Amazon MQOIA Running(&& &) AEH7} E AIELICH

MyBroker Running 5ingle-instance broker mqg.mb5.large
9. EHSIMQ MyBroker.
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https://www.rabbitmq.com/management.html
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https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com

EstE27{o| 2ot AMQP AEZRIER 7|§ELICH OS2 ElAL ZE 56718 L &5t=
amgps YEZQIE of M| QILICH.

amgps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com:5671
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CHEF XEMIBH LI &2 RabbitMQ 22t0|HE 2to|E{2| B TR =7 & & ZHMIL.

4 =7
® Note
Ch2 ol A H4 Ble HER A4 7Hs 4 glo] MAE RabbitMQ 22 7ol|et HZEL
Ch HEE YA 715 50| U BEEHE dYsteE d<ols dUHE + &L
VPC &9 &8st

VPC Lol A EZ27{0f| HMAE 4= QT = 512{™ enableDnsHostnames 2! enableDnsSupport
VPC £4& g4stalioF FLICH XtMIEH LI 2 Amazon VPC AF& B 9| VPCO{ A DNS x|#Hg &
ZIMLR.
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1. Amazon MQ 2&0| 22218 |c}.

2. HE27 S50M 227 0|5 (o) S ME4ELICH MyBroker
3. MyBrokerWO|X|o| dZ MMM E27H H 2L URL A RU & Z2EZO| FAQ XZES

7|58l ELIct.
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https://www.rabbitmq.com/connections.html
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/devtools.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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Edit inbound rules(QIHt2 = & &) Ci5t

= A= xZQlEo| CHet #38 FIHELICE CFs dAMoME 227 & 2&0f CH3H o] s =
#st= Y2 EoiELIch

a. T= F7HAdd Rule)E& MEEFLICH,

o

80l M Custom TCP(AFEXE X|H TCP)E MEHELICE.

c. Source(22)0f| A Custom(AFE A X|H)
AlAEIOlIP FA0:192.0.2.1)8 =dgtLCH

<dependency>

<groupId>com.rabbitmq</groupId>
<artifactId>amgp-client</artifactId>
<version>5.9.0</version>

</dependency>

4 XtSE 0 Gradleg AF8dtE E2 Chg S&58S MARLICH

dependencies {

compile 'com.rabbitmq:amgp-client:5.9.0'
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https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html
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Connection 2! Channel EciA 7K 27|

RabbitMQ Java Z20[HE &= ZtZH AMQP 0-9-1 14 2 M'dE LHEILHE= Connection 2 Channel
APl 22HA 7 LB El com.rabbitmg.clientE %42 WZ X2 AL R LICH Connection &
Channel E2HAE AtS5ted™ CFE o x|t 20| HX] 7hX{ZLCH.

import com.rabbitmg.client.Connection;
import com.rabbitmq.client.Channel;

ConnectionFactory 44 3 HZ 7{0f HAZ

CHE offdlof| et XIHE mtetO|E{E A83t04 ConnectionFactory 22149 QIARIA S MgfhL|
C}. setHost HMIAEE AI2510{ QM 7|28t E2 7 A= ZQIEE A3t |} AMQPS 2+0]0d &
HEols ZE 56712 A ELICL

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

W 2ol HIAIX] AH|Al

Channel.basicPublish& AF&3t04 HIAIX[E mEHo| AAIR = U&LICE EP% oMol M= AMQP
Builder EcHAE AI835t0{ 2EIX R&O0| plain/text? MHA|X| £ X E L=8rL|CH

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)

26 E27{0] Java 7|8t O E 2|7 0|ME A4Z 23
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.userId("userId")
.build(),
messageBodyBytes);

(® Note

BasicProperties= Ats MM E LK SefA Q| LIE ZeiA Q1 AMQPRILICY.

CHZ |G 75 & HIAIK] =2

Consumer RE{HO|AE S8l CH7|¥E 7 535t01 HAIXIE +AIE = U&LICH A=55tH E2 5=
HIAIR|7F RSO 2 HiEHEL|C}

ConsumerE T 3sl= 71E 4|2 &2 512 2214 DefaultConsumerE AFESHE ZALICt CHS
oi A2t Z 0| DefaultConsumer ZHA|E basicConsume $£0| UEE MESIo{ T=E2 MM
U&LLCt.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
18
@ Note

autoAck = falseE X|HI}H 222 Consumerof HIZ & HIA|X|E &Ql&H ok stOd, oi| At 2
Ol handleDelivery MMEO|A =&t Jt& ZHHFLICE

2EHAl: E2 740 Java 7|8 OHEE|F|0|A 242 24
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HAA | U EE27{Q A4 B 7|

T

RabbitMQ EZ7{2t A4S Boo{H Ot Zo| M HZEE 25 F&LICH

channel.close();
conn.close();

(® Note
RabbitMQ Java 22I0|1E BI0|EHE|E At 5= B0l CHEF REM|EH LI 2 RabbitMQ
Java 2CI0|21E API 7I0|EE & ZSHMIL.
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AWS Lambda Amazon MQ EZ27{0{ 2135+0{ HIAIXIE AFEE £ U&LICH EEFHE Lambdadi &

e e ch7|GoM HIAIXIE el &+ E S7(40Z2 & HE AA DHEE MEELICH M
MsteE O|HIE AA DHEL2 HAIXIE H27{0| A Hi%|2 21T JSON ZHA]| &8412| Lambda HOIZEZ
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* mq: DescribeBroker

» ec2: CreateNetworkInterface

» ec2: DeleteNetworklInterface

» ec2: DescribeNetworklInterfaces

» ec2: DescribeSecurityGroups

» ec2: DescribeSubnets

» ec2: DescribeVpcs

« =Z71: CreateLogGroup

« =71: CreateLogStream

« =_1: PutLogEvents

« A3 E! OfL|X{: GetSecretValue
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https://www.rabbitmq.com/api-guide.html
https://www.rabbitmq.com/api-guide.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
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@® Note
ZeFt IAM HEto| 1™ &7t Amazon MQ 2|42 BZEE ISR 22 = A
Lot

2. (MEH ALE) HEEZ| HAMA 7H5A0| gl HEHE MMEH A2 Ol & sLHE £#35104 Lambda
7t EHE27of Mt 2 5{= 5ot

« HE=2 MEUF StLEC| NAT H|0|E90|E FE&LICH RtAlEH LIS AWS Lambda 7H & A}
SHHMOIM VPC ¢4 29| QIE{H & MH[A HMAE FZHMIL.

« VPC AEZQIEE A&3H04 Amazon Virtual Private Cloud(Amazon VPC)2} Lambda 72| ¢4

ZAg MgrL|ct 8 Amazon VPCE AWS Security Token Service (AWS STS) & Secrets

Manager A= ZQIE0of 4230k EFL|C} AFM[EH LHE 2 AWS Lambda 7HENRF OFLHA{ 04| A
Lambda0i| CHEF QIE{H|O|A VPC RIEXZQIE TS BIXFIAM2.

3. AWS Management Console2 Al8350{ Lambda &0 Cis EE27E O|HIE AAZ 7%

LICtH HHEE A& =5 QU&LICH create-event-source-mapping AWS Command Line

Interface

4. EZ27H0|M LH[E HIAIXIE Lambda & 71 M2l ZEE &/dE
AME|= Lambda HO|ZEE= E27{0| AT o et C
MQ CH7|2d 2| Lambda H|O| 2 = 04| Af|L|C}.

LI} OHIE AA OHZof A
IS LIC} CF2 2 RabbitMQE Amazon

(® Note

of Mo M test= RabbitMQ CH7 Q| O0|&0|1 /= 7|2 714 SAEQ| O|EQILICH O
ARIE 22 [ O|HIE AAE test:: /0 HAIX|E LtdEtL|LCt.

"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{
"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,

A (MEH AtE) ' =0l 242 AWS Lambda 26


https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"headers": {
"headerl": {

"bytes": [
118,
97,
108,
117,
101,
49

]

},
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
]
},
"numberInHeader": 10
}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80
I
"redelivered": false,
"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYnFMUXhENEUifQ=="
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Amazon MQZ Lambda0i ¢1Zsl= 2, Amazon MQ O|HIE A A0 CHSH LambdaZt X|&ste M
al O|HIE AA O|E 270 CHEF XEASH LH2 2 AWS Lambda 7HEFRF OHLH A0l A Amazon MQO4| A

Lambda Al S FHXSHAI2.

ATHA|: 227 AME|

Amazon MQ EZ27HE AI85tX| Sf= B2 (A2l 72 Felo| Ar8E Wez o ¢ E[X| 8f= E9)
Amazon MQOIM EZ7HE A X|5t0o4 HIEE H#ot= X0l 7tE E&LICH AWS

Ct= oMol M= AWS Management Console2 At&5t0]1 EZ2HE AMX|St= W2 E0o{ELICt

1. Amazon MQ Z&0i 23 lgfL|Ct.
2. EER2FH FE0M EZ7 (0: MyBroker) & MEiS C}Z AKIE MEIELICY

3. &K Al MyBroker? CH3l & Xt0 A delete & Uit CHS ATXME MEAEFLICEH

HE27] Mz o 55 HE A ELICH

Ol E27E BIE11, ol EE|F0|ME EZ7of ¢&stn, HAXIE En &tes=z ChEot 20
o

« HEF| AT M, QIAEA R34 CloudWatch 21 L {X| &2 7|2 M HE

 Listing brokers and viewing broker details
« ActiveMQ E27{ At X} Ad 5 #E]|

» Rebooting a Broker
« Amazon MQZ2| CloudWatch X|E HA|A

8t Amazon MQ 28 Atedl & Amazon MQ REST APIE AHA|5| & otE CHE, Amazon MQZ 00|21
glo|Mst7| fIEF Al=lE M2 = U&LICH

ATHA: 27 &K 28


https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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« Amazon MQ E27{ %| #2|

« Amazon MQ EE7 Il HA ¢ael0|=

- HE7{ HE}

-« Amazon MQ EZH =5 3| VD HEH HE HE 27|
- HEE| AMA JtsHo| gis EEFH E Z£0f AAA

« Amazon MQ E27{ ML E

« Amazon MQ EE7 AMK|

« Amazon MQ E27{ 7 22|

« QIARA EtQ

e ElAAON Ej XA

Amazon MQ EE7{ SXx| 2|

F7|M22 Amazon MQE HIAIX| E27{9| stES) 0], Y AMA| = AT Lz EQo{of CHEF R X
ZHElE sELICH K| &2| 7|ZH2 st R|EF HIAIX] E2740d CHal o of & 2 doi| 2t Z(CH 24|
K| X|&E 5= UGLICH ol & £04 0tO| LA T A XS YT 0|[E8 E8ststL E2F QA
BHA S HAT Z Amazon MQE MY E CHS |X| #E] 7|ztol siE HZA Atgte M&&hLch.

FX| 2| 712t B 718 K| AlZHE A S5E2{H 048] 78 AY(AZ)0lM D78 EE MBsteE EE
1 HlZ REE MEHSI= Zd0| E&LICH E27{ AR 3o 2t Amazon MQ= Cl21F 242 S AZ

HiZ RE2 NZ2ghLct.

+ ActiveMQE Amazon MQ - ActiveMQE& Amazon MQE D7t M 8t £ M/CH7| B2 E M3 EL
Ct. &44/0i7] 2E01M Amazon MQE S X| BE| &dg 5 Hof 5 QUIAEAM £85tO 2 5iL} O]
MO| QARATL A 7tSE HEIE FXIELICH E£8 |X| 22| 7[7t0] F Ao 24t EEH
HESIIE #4E =& JsLct
+ RabbitMQ& Amazon MQ - RabbitMQ& Amazon MQE L7t & I8t Ze{AE HIZE NMSEL
Ct. E2{AE HIZ0|M Amazon MQE RX| 22| SIS & Mo &t EX s E2 g FIH 0
ol =7 A 5 &El2 fX[ELICH
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X

X #El 7|Zh SeolLt o|= o E=7{e| 2 EXQI X
M Atailol CHet RbM[EH LIE2 227 ATl Foi| CHet

« the section called “ActiveMQ& Amazon MQ 22 Ated]”
« the section called “RabbitMQ& Amazon MQ 2 Atz

UF Yol 2 ¥ XIHE Alztoll 2T 2A1ZHHK| RIS EZS K| 22S oflore & aLICh ol st
® Amazon MQ2l R | BE| 5+e10| ollef B AISHElE 7|Zo] MFEILIC

HEFE XS MY 1) £E B27 7|2 U YUo0[=5t0] R X BE| 717 oY £+ L

A
C}. Ch2 FAollMHE AWS Management Console, AWS CLI, Amazon MQ APIE AI&3t0{ E27{ | X|
J—I‘El 7|7|-c> xx-l |.E I:i-Ic> A—II:I=|oI-|__||:|._

|
- BEEAH RX| HE[ VI EE

H27 ®X| e 7|17t 2

m
=
of

MEfSH R X| #E| 7|7 S Amazon MQE AHS OHO|L HA dagiol=et 22 ER SQl 2& #HE
g sdELIch E27 /x| 2| 7|17HE ZYse{H AWS CLI, E£ Amazon MQ APIE AL E +
&LICk. AWS Management Console

A Important

of Ll fH77tX|BF ZHE = JU&L
A =L [0} E'—J H ot IH X | ot 58 stE/ 0o ¢l |E7P e ki)
RAE[ALE AZ|EIX| =5 5t7] a0 fX| &2l 7] ZHE Ul He 2 MEHEL

H27{ x| 2| 7|Zt0| &2 E/M Amazon MQO|M XMetE RHAdXI5t04 C2 K
O| AIZHE|Z| Mof ol|fE Z™HE = UL gict

HE7| X &l 7|7t

EP Amazon MQ— S?..

i

AWS Management Console
E Ar83stod HE2 7| |X| #e| 7|72HE = 35t2{™ AWS Management Console

1. Amazon MQ &0 21§ L|C}.
2. 2AZ EfM Xo|MH HEFHE MEHSH OIS S 20| € Yado|E8 HEFHE MENEHL|CT.

BEZARK #E 71t =Y 30


https://console.aws.amazon.com/amazon-mq/
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3. E=Z7 MF HE Ho|X|oM Edit(HE)S MEiEL|CH

jo
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4. Maintenance(®X| Z2|)0l M CtS

a. AlE Im(Start day)o| EECIR2 SE0M 2 (0l: Y2 YU (Sunday))S ME4EFLIC
b. A%t Alzk(Start time)oil M CHS 227 K| ZE| 71ZHo 2 ofjoer AlZtnt 22 Medst |t

(041:12:00).

(® Note
Start time(AIZH AlZhH SM2 UTC+0 EZ AlZtcHZ £ AELICH

5. HO|X|e| stHo 2 AT EStT Save(XMY)E MEYELICH |RX| 2E| 7|2h2 FAl =HELICH
X1 O

"

6. HZH ME HE " o|x|e fX| &2| 7|ZH(Maintenance window) OF2Hoil Af 7|2 A& X 0|
AlE|E=X| =elgh Lt

AWS CLI
E A835tod HE2 7 fX| &2l 7[Zt2 =524 AWS CLI

1. Ct3 oM ek 20l update-broker CLI BEE A&35t0q CHE mtetO|E{E X ELICH

« --broker-id - Amazon MQ7t 22710 CHdH HM5t= T/EH IDRLICH EE
7{ ARNOJ M IDE 7+ & BME £ U&LICt o & 501 ARNO| arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢
AL HZ7{IDE b-1234a5b6-78cd-901e-2fgh-3i45j6k17819Q]LIC}.
« --maintenance-window-start-time - £8E §X| Z2[ 7|7+ AlZF AlZtE A st= nh2tol
E{0|H Ct& =2 X|HELICH.
« DayOfWeek - 2 UQILIC}. 7+ 2: MONDAY| TUESDAY | WEDNESDAY | THURSDAY |
FRIDAY | SATURDAY | SUNDAY
« TimeOfDay - 24 A|Z+ & AlQ| AlZtIL|CE,
« TimeZone - (ME4 AL 2 7HEZ Al EEE UTC QA & AIo| A|ZFCHRILICEH 712X 2 UTC
2 d™ELch

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/

Los_Angeles

B27 fx &2l 712t = 31


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
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2. (M™ AHE) describe-broker CLI B8 & A&isto{ R X| 2| 7[ZH0| HO|O|ELIR=X] = lEhL]
Ct.

aws mq describe-broker --broker-id broker-id

Amazon MQ API

w

Amazon MQ APIE At835tod HE2 7 fK| 22| 7|ZH8 =™ 5te{H

1. UpdateBroker APl 24 AF2EFLIC} broker-idE A2 ut2t0|E{2 X|HELICH CHS ol Ao
Me E27{7F us-west-2 2|70f QUCtD 7PHELICH A2 E &= U= Amazon MQ IEXZQIE
ofl CHEF RFMIEH LHE 2 AWS 2lEE 2 X 9| Amazon MQ HIEZQIE 4l stCh2F2 2 X 5HM| 2.

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles",
"timeOfDay": "13:00"

N
/-\

MEH AL DescribeBrokerAPI 242 AF235104 RX| 22| 7|ZH0| M3 Mo 2 YOOI EEUR =
X

2 olgtL|Ct. broker-id4d 2 D72 X[ E/L|CH.

GET /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

N
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https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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Amazon MQ EE274 & HH™ 4ago|=

Amazon MQE X|HEle ZE EZ27{ AT | H= M EZ7 AR HHE H7|1Mo 2 MSEL
Ch A AT o= 2o x|, HO =8 & 7|Ef 2274 AT 7 AL ol Z&E LICH

Amazon MQE AITHE] {7 22| Abefol et M #HE & S0 20| FEFLICH X. Y. Z Amazon
MQ T-40il 4] HIOIX] B, X DtoIL BN, THR| B HE & v 7 LEEPELICH daBllol= R¥R oS
5 IHRILCE.

rEI

« HIOIXM T ¥JI1B0|= - HO|K] AT HH HS I} HEL|H e letLICH ol & S0 HEA 1.001MH H
202z Hasol=ste A2 HOIM HY daelolez ZHFELCt

« Oto[L M dael|o]= - oto[Ld AT HE HE7F HE | B LT o & S04 HE 10
J80|EE = A&LICH 50 M HT 12 62 0t0|d A Hado|=E2 ZHF=ELICt

M EE27] ATl o Ho|XM & Oto[Ld A B Elof CHE XEMIEH LI 2 Tt S FHE EHE5HA

Am

[:0 N

- the section called “B{& &2/

- the section called “B{& &2/
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s 0tol] HE AaB|o|EE g4456HH Amazon MQ7F EEFHE XHEIE £[Al IR HESZE
Jg0|=&Lct AT T 3.13 0| 2 A8l ZE E27{9| B2 Amazon MQE |X| 2| 7|7t
SO X3 =AM o x| HHMS 29| ¢4T20|EE & E2|ELICE Amazon MQeE #AH OtO|L {2 |
20| ZE2EH E27E C}2 0ol HAMe 2 das|o|=&tLct.
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AWS Management Console

CtZ2 AH835t0d EE2 79| ATl HHME e 0|=35+2{T AWS Management Console
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AWS CLI
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« --engine-version- YIHO|=EE HE7 QEIQ| ATl HH 5 Lt

aws mq update-broker --broker-id broker-id --engine-version version-number
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PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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"engineVersion": "engine-version-number"
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POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string
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aws mqg update-broker --broker-id broker-id --auto-minor-version-upgrade

H|&f 43l 6t2{™ --no-auto-minor-version-upgrade
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PUT /v1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT

Authorization: authorization-string
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Amazon MQ EE27{ 5

Amazon MQO| EE7{ MAME
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04|X1|01|A-IE AWS Management Console2 Al
S Ho{ELICH

&304

X 2Tl HEFH S8 S = 3/5t0{ EZ 7
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HEH SEZ2 X356t EE2H ME HEE He4H
1. Amazon MQ Z&0f 2 IgLCt.
R 2o e E27{7F LhAELI
Brokers (3) info Cc
Q 1 &
Name A Creation time (Local) v Status ¥ Broker engine v Deployment mode v Instance type v
MyBroker Oct 27, 2020 9:39 AM Running ActiveMQ Active/standby broker mg.mb5.large
MyBroker2 Oct 27, 2020 9:40 AM Running RabbitMQ Single-instance broker mg.mb5.large
MyBroker3 Oct 27, 2020 9:38 AM Running RabbitMQ Cluster deployment mg.mb5.large
Zt Bz 740l Cisfl CHS 271 R AIELICH
- O|&
+ Creation(d4) &t
« &E
+ Deployment mode(HiZ E E)
. QIAEIA B3
2. BE=Z7{9| 0|§& MHFLIC
ActiveMQ E 27{2| B2 MyBroker H 0| X|0of EZ27{0f CH3H 7 A El Details(MF HE)7t EAIH
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ

JHEER} 70| =

Details

ARN Info

arn:aws:ma:us-west-2:123878009876:broker:MyBroker:b-2f91ed40-de60-40b2-9141-ddce16cb0a0f

Specifications

Broker status

Running

Broker name
MyBroker

Broker instance type Info

mg.m5.large

Deployment mode Infeo

Active/standby broker

Storage type Info

Amazon Elastic File System

Broker engine Info
ActiveMQ

Broker engine version
51512

Configuration

Configuration name

MyBroker-configuration

Configuration revision

Revision 1 - Auto-generated default for
MyBroker-configuration on ActiveMQ 5.15.12

CloudWatch Logs

General
Disabled - Logs [4

Audit
Disabled - Logs [

Security and network

VPC Info
vpc-286¢ba5h [4

Subnet(s) Info

subnet-4388bb98 [
subnet-7942b82g [4

Security group(s) Info
sg-1abc5867 [4

Public accessibility Info
Yes

IP Addresses

53.208.204.167
46.290.203.267

Maintenance

Automatic minor version upgrade

Yes

Maintenance window
Saturday 19:00 - 21:00 UTC

RabbitMQ& Amazon MQ E27{2| 72 C}=21} Z0| MyBroker2 M| O|X| 2| Details(ME X&) Al

MollM MEfet B g ol & A&

Details
ARN Info Broker instance type Info
arn:aws:mq:us-west-2:123413139898:broker:MyBroker2:b- mg.m5.large

751396a6-e097-4e7f-85e4-de98a5598869

Broker name
MyBroker2

Broker status

Running

Creation time
Oct 27, 2020 9:40 AM

Broker engine Info
RabbitMQ

Deployment mode Info

Single-instance broker

386

CloudWatch Logs

Disabled - Logs [

Maintenance

Broker engine version

Automatic minor version upgrade

Yes

Maintenance window

Tuesday 18:00 - 20:00 UTC

Details(AM|5 HE) MM of2fof Ctg HE 7 EAIELICH

Security and network

VPC Info
vpe-111ccash [B

Subnet(s) info
subnet-8vr11jn8 [A

Public accessibility Info

Yes

+ Connections(21Z) AlM0i| M ActiveMQE Amazon MQ2| Z< # 24 URL 2 2ojo{ e =
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[ Jou el
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Connections

Access your queues and topics and connect your application to the broker. If you disable public accessibility for your braker, your endpoints are reachable enly within a VPC.

Enable connections to your broker b4
To be able to access your broker's ActiveMQ Web Console URL or wire-level protecol endpoints, you must configure one of your security groups to allow inbound traffic. Detailed instructions

ActiveMQ Web Console

In an active/standby deployment, only one of the ActiveMQ Web Console URLs is active at a time.
https://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-1.mq.us-west-2.amazonaws.com:8162
https://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-2.mq.us-west-2.amazonaws.com:8162

Endpoints

In an active/standby deployment, only one of the endpoints in each pair is active at a time. You can allow your application to establish connection to either endpoint by using the ActiveMQ Failover Transport.

OpenWire ssl://b-2f91ed40-de60-40b2-9141-ddce 16¢b0a0f-1.mq.us-west-2.amazonaws.com:61617 Copy failover string (Java)
ssl://b-2f91ed40-de60-40b2-9141-ddece 16cb0a0f-2.mq.us-west-2.amazonaws.com:61617

AMQP amgp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mg.us-west-2.amazonaws.com:5671 Copy failover string (Java)
amqp+ssl://b-2f91ed40-de60-40b2-9141-ddce16¢cb0a0f-2.mq.us-west-2.amazonaws.com:5671

STOMP stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mg.us-west-2.amazonaws.com:6 1614 Copy failover string (Java)
stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0alf-2.mq.us-west-2.amazonaws.com:61614

MQTT matt+ssl://b-2f91ed40-de60-40b2-9141-ddce16ch0a0f-1.mq.us-west-2.amazonaws.com:8883 Copy failover string (Java)
mqtt+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8883

WSS wss://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:61619 Copy failover string (Java)
wss://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-2.mq.us-west-2.amazonaws.com:61619

Connections(231Z) Al A40{| A RabbitMQ& Amazon MQ2| B2 ¢l £ URL & E9oF AMQP ¢
EXEQIE
Connections

Access your queues and exchanges and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable only within a VPC.

RabbitMQ web console

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mg.us-west-2.amazonaws.com

Endpoints
Name URL
AMQP amgqps://b-c8349341-ec91-4a78-ad9¢c-a57f23f235bb.mq.us-west-2.amazonaws.com:5671

+ ActiveMQ& Amazon MQ EZ7{2| B2 Users(AF2 A MMM EZ27{QF AL E ALS K}

/A Important
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/A Important

Actions ¥ H Edit ‘

View CloudWatch metrics

Roll back to the last configuration

Reboot broker

Delete broker
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Make changes

Pending changes

Wait No wait

(Default)

Changes will be
applied
immediately

Changes will be
applied after next
reboot

Broker Broker
rebooted rebooted

e & Changes applied [ o

ActiveMQe| 22 7ol EE7{0f CHet 2 & 0| XML & 4(ActiveMQ2| activemq.xml It L1}
fRAH2 2 ZEELICH ActiveMQ EE7 S Wd, M I HESt= Yol ChHE REMIEH LHE2
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http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
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E Amazon Web Services Cloud
Availability .i':l':'ji
.&
Client Amazon MQ EBS Volume
Broker !
us-west-2a
D7t E I8t Amazon MQ EM/CHZ7| E27

EMN/OI7| E27{= F 7o MZ CIE 718 g0l = 5 7l EE7{7} 55 HO{Z #+-8ELICH 0|
e E27{= o E 2|70l L Amazon EFS2t S7|AI 2 & AR LICEH Amazon EFS 2EZ2|X| 2

CIOIE{E 048] 7t& (AZ)0l 55 XME5t0] 2[00 =&F 9| LT & 71882 MBS ’é‘HIEI
R&LICH REM|EH ME = Storage2 HZSHAI2.
Uit o 2 5 1ol StLte| H2 7] QIAEIADE 24 HEjO|1, CHE EE27 QIAHA = CH7| & EIRIL
Ct. E27{ QIARHA & 5tLt7t M2 & S5HK| L HL FX] *FEI & 0|™ Amazon MQ7}+ H|E M 1A
|ot= ol &7 Alzto| ZRILICH O3 oS o ch7| QIAEATL 2-8stE[n E012
| AlZte = l&gLICt ERZE AMERSHH & X prol| Fof ZX[7F =& E LICt

0>-

gtz 22742 29 Amazon MQE 27H2] ActiveMQ ¥ 2& URLE M3 35HX|2H & 2Hof stLtel
URLEH grMSHEILICEH OFEFIHR|2 Amazon MQeE 2 2t0(of Bl Z 2 EZ0 CHal 27He| E X QIE
2 xZstx|ok 8 Holl 2 mo{o| B M= EQIEDH BASELIC -1 2 -2 HO|AFs E2 mo{= L}

EHALICH Qtolof Bl Z2 EZ A= ZQIE o] ZAL Failover TransportE AF& 36104 ofZ 2|70 o] C}
EAEZQIEQ HASITEE 5{8F + U&LICH

CtZ Ctolo{a =2 o Azol = XIE Amazon EFS AEE[X|7t = EH/CH7| EEFHE E0iFLICH.
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http://activemq.apache.org/failover-transport-reference.html
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E Amazon Web Services Cloud

Amazon MQ i
Broker us-west-2a

-----------------------------------------

Client EF5 Volume

Amazon MQ |
Broker us-west-2b

227} HIEHEE Sl ofe| 8 el IAEIL B20) i Hty| 2712 RHE.
£ 7184 U 4By & ofEEloltel Dol u2t cyst EE2X|of: Wity 52 A AZI £
Bl EE AN B2 HEIE THE & YBLICH ol S0i, 52
ABoH0 B HEi0 ¢ 4 i R HAIKIE BEd0] SUAE B + 2EUL S|

EZX|7t (e ERAH HERI= 4 HAIXIE #& st B2 BE2HZRE HAIXIE +&stn O

0x

M2 Y 2270 UFAIA H2 4 HAIX| 2EQ| MEIE 7HME = J&LICH
e UAAMFE TE HE= O S BHE HZ6tMe.

» Creating and Configuring a Network of Brokers
- ERHHEXIE SHE 74

* networkConnector
o #### ConnectionStart ###
« ActiveMQ MBEAMo| EZ27 HET
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http://activemq.apache.org/networks-of-brokers.html
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HEF HELIE AS8stH ChE1 22 o|-o| J&Lct

- &Lt

- EEF HESRS S 4
- B2 HELQIV XHE ZHE xElsteE WA

e AH

227 HEST TS WA

Amazon MQE 0421 WA 2 ActiveMQ EZ27{ U EL T 7|5 RIBELICI 3dm, HOIE|=
ActiveMQOi| Mt Zt0| Zt HEZ 70| T dof| A miEt0|EE HESI{ ERFAH HEQITE MEE = U&
LICt E™H, Amazon MQO{= AWS CloudFormation2 At&35t01 EE27 HER T MMHE XISs8l5tE
ME EFZZET} JU&LICH Amazon MQ Z2£0M 2H 0| ME EFZZEE HESH 7Lt 2HEHE

AWS CloudFormation EI£%!/2 HEI5t0{ AIx| EEEX| L &S MMHE = &LICH

HEHUELI:E HERZ HHEE AI&35to 8t EZ27E CIE E2 70| (I 2M MY E
LICt HAZE HEFHEO0| HA|IX| MEE MBS ELICH o & E01 Broker10| Broker22t HIE |3 7{4
EE MEICIHE sHE E27o Ch7|¥ == FAof ChEt AH[XH7F U2 B2 Broker12| HIA|X|7}
Broker22 MEELICH HET HUE{7I duplexZ FAIE|H HIAIX|7} Broker20ll A Broker1 2 &
2 £ JaLct HEYHI 7HUEHE 227 FHolM THELICH 74 EHelg HZSMR. oE &
of, Ct22 E27{ M L networkConnector & 52| o &lL|C}.

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="tzrue"
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uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

HEF UHEIE S ER 4 EAAOIM CIE E27{ QIAEAZ HAIX|7F EE2EEE 50 sHE &
HIXt7 9l E27{ QIAEIA IAIxI MErstLICt IE%’-JaoﬂH ME QIXEt HEZF7{ QIAEIA

OII L

£ I3l ActiveMQE HIE%’—JECHI& 35t 0 o4 KISt MR Y AH|Ktol #E IHE FHEZ HAIX]
HL|CH H27 QABHAT EH Y 2RE £ HIéFE HIXfofl CHEH HES
ABAE HAIXIE TS| AIEEILICH RHAIEH LIS 2 ActiveMQ MM Q| ZHE

FO 1O mm

Bz HELIII RAH 5BE *eElste S 4

o
rr

HEXIoM 227 A7} EZ7 B0l ¢4A5edH E27 AE CHE MMXF £ AH|RIQL OFEHIFRIZ
REs X ZHS ALS8HoF gLICH E27 A°] <networkConnector> T+40f &3 & M5t
IZH’k M H27{ BO| CIE ALt ST 22 AHE5t01 EE27H A AL XHE ‘dddatioF & LICHO]
APRXP ol & %*E 2 37ste B ol 178t AFEXHR). <networkConnector> 74301 M
Amazon MQ7} HEIY Al XIS 2 & E & FIHELICH

/A Important
passwordof <networkConnector> &£ X|H5X| OtMR. EE7{ 74 mtlof LEH ElA
E 4% E MEStH Amazon MQ 2£0M T dE7F EAE22 HE5HX| & LICH RHA]
M E & Configure Network Connectors for Your Broker2 & Z5HA| 2.

2 |

HE27{7} Yt VPC &= I|o{ZE VPCOH| Rlo{ok ELCt RHMIEH LIS 2 E+ = K& A2
Creating and Configuring a Network of Brokers2 & Z5tM| 2.

MZERxRE

HEF HEXT AIES AIEE = QIEE Amazon MQE MEZE EFZZEE X|ZELICH Ol ME
EE2Z2|EE= AWS CloudFormation2 A28 EE27{ HESRI3 2l 2 E 2tgd Z|AAE MAstL|Ct .}
S 27IK|ol ME ERZZEE AMNSE &+ A&LICH

1. B QIARIA HE27{o| HA| HESS
2. L7 2270 HA| HIESZ
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https://activemq.apache.org/advisory-message.html

Amazon MQ TR 7H0|E

Sample blueprints for a network of brokers

Metworks of brokers provide high availability and scalability, and are suitable for production workloads. These sample blueprints use AWS CloudFormation to
automatically deploy a network of brokers in the specific topology. Info

Mesh network of single-instance brokers Mesh network of active/standby brokers

Set of 3 single-instance brokers connected in a mesh network. Set of 3 active/standby brokers connected in a mesh network.
Each broker has automatic failover capability to a standby in
another AZ.

Create brokers(227{ M) HO|X|oH ME EFZZE
AATE MMEE|H Amazon MQ 220 HHEI HZ7 &

H27{E dMstn 227 40| M CFE networkConnector RAE T 44504 DL CHYet EER
X2 EZFH HEQRIE MAME 2 QaLICH EEZH HESLT Ao CHEr XFM|EH LIS ActiveMQ
MOAEHMO| EE27H HEQIE I Z5HA2.

HEZ7 HERa EEZX|

HZ27{E HE 8t £ ZF 740l M networkConnector 58 F435t0 ME CIE EEZX|E M &35t
EHEHUESZE A5 & &Lt HESRT 7H4lE{s HZEE 227 AL0|olM 2C|HE HA|
X HEE MSELIcH 42 E27{ Alo|oM XL F2Z HAIXI7I MEElE HOIF, == HAIX|Z
EYEZFHHAMCIE E27E 0 MY L= H| HOIS2E F4E £ J&LIC o & £0d Broker1 1t
Broker2 AtO|of Z10|Z& ZA0| MY E|UCHH AHIRIIE UE B HIAIXIZH o= Bt HEE 7oA CHE

2272 MEELcH

’o""‘* ' fo-""'- (1
Lo L0
o__0O o__
Broker1 Broker2

0|5 HERT HHUEE AHEtH HIAIX|7L o= B EEFOIM OHE EE7HE TP ELICH HIAIX]
£ 2C|MHEZ MY E LTt Broker20d Broker12| HIA|X|of] CHEE AH|XFZL Q12 B2 HIAIX|IZF HEE

—_= -

L|Ct. OFEF7FRI2, Broker10d Broker22| HIA[X|of| CHEF AHIXFIF Q2 BT HAIX|ZF HEELICH

—_= -
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=22 7|20t MeElL|CE 0| 0dA|0f| A Broker20|

Broker12| MIA|X|of| CHEF AH|RF7F UE B HIAIX|7F HEELICH 8 X|2F HIA| X[ 7} Broker204| A
Broker1 2= ™E Z|X| ot &L|CH.

H| 20|18 AZolME HAIXIZH EE BE=740lM CHE

o
o

o~ O 0o~ 0
o) bo 01 o
* f -"' L 1 I

Broker1 Broker2

25tH o{H HEQT EEZXIZEE HEEFH HEYT

® Note

Zt HER3 EZZX| 6N AM networkConnector A= EZ27{7} (AL |E A E

EE HZELICH uri £ AEXQIE 52 EZ27{o| A= X QIE=Z HHELICE. Listing
P

brokers and viewing broker details EH2& & X 3HAI2.

o

HA| EEEX]

HAl EEZX|E 2F MZ 9Z2Z|E COHE B2 7 E M3 ELICH o] ZHEst oAl 3712 B
A HEFHE 45K Bt EEFE HAIR (dZe £ &Lt

0o~ 0

I L)

IO

o__0O

Brokeri
P q P q
O—)):I-)O: »O O
1 ' 1 '
o_0O o_0O
Broker2 Broker3
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JHeER 7Hol=

Amazon MQ

Ol EE2x|, 227 $4/CH7| 227 4 S T8ete EEZ2X|E Amazon MQ 2&0IM ME 28
ZIEE ALZ35to] d8e = U&LICH Ol ME SR EZE HIZE M50 &E5dste EEFH HES
E BT o{EH FHEIREX HAEE = U&LCh

Broker22} Broker3 250 CHgt 0|= 2472 2! Broker22} Broker3 7t2| Bl 0|5 9442 otEE= HE S
3 7{4E{Z Broker10{l £7}5t04 0|2t ZHo| M| 7He| EZ2 7 HIA| IEQIE FAI8 = Q&aLCt

Broker1& HEL3 FE:

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="tzrue"

uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker22 HEL3 FHHE:

<networkConnectors>
<networkConnector name="connector_2_to_3" userName="myCommonUser" duplex="true"

uri="static:(ssl://b-743c885d-2244-4¢c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

=
=
Al

Broker1 2! Broker22| +40f| & ZHHEE F715t0{ 2EE HE7H AFO|0M RC|HEZE HIAIX|E T
& Q& LICH KtAMIEF HME = Amazon MQ Broker

g
SHslE HIAIZ 0|5 Ml 2271 AO|ofl A A4 A5 £~ Q)
Configuration Parameters2 & X35IMI2

sEHAZI EEZK|
HEHNAZI EEZX|MMHE AZ39| 8t HE7{0|M SEH0| oI AL HIAIX|7I EEEILICH HA|
e ™ 1| O MUL|T, 5FX Broker1Bt HHERT 50| S2&LICE
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foﬁq

O~ O

i i

o__O

Broker2
i ' i I} .
PLLPO——P) PO—PULO
Brokers Broker1 Broker3

,Diq

PLPO

o__O

Brokerd

Ol oMM EE2F{L| S{EH H AXZ T HEXNTE F45I2{™H Broker1 0 AXZ 30| Zt HZE 7{0]
networkConnector& F7tg £ 9/

<networkConnectors>
<networkConnector name="connector_hub_and_spoke_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_3" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b1l32al-2.mqg.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_4" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_5" userName="myCommonUser"
duplex="true"
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uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd660b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

EMT| EEEX|

O| oAl EEZ K| M= SIEHe| M| EZ27{7} Ch o] 1 E MElE & U2 HA|X|7} Broker1 &!

Broker20i &S ELICH CE 24 EEHE H EL2 SFH EE71} H| M0o|&5 HA4QE ZJ%L—IEP. OlEZE

2X|o| 222 &rlstt{™H HA|X|E £ AIS5tT Broker1 2! Broker20l A HIA|X|E ElSste FI7HEE
o]

=
8 £7be 4 gL

Ol EEZX|E Fdstci™ stEF el Zt EZ7{0 0| 0| HIAIXIE &BAIZIE 2 E2 740l CHE HIES
3 HEYEHE ZEE|o{of FLIC

Broker32 HE |3 F{4E:

<networkConnectors>
<networkConnector name="3_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="3_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4d2 HE |3 7HE:
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JHeER 7Hol=

<networkConnectors>
<networkConnector name="4_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker5& HE L3 FHHE:

<networkConnectors>
<networkConnector name="5_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="5_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mqg.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Wit 2l

0424 AWS 2|T™of| AR EE2H HEXIIE F5t2{H s 2™ E27HE HHE St 0| HE 79|

A=z QlEof CEt LT HHAEE TAELIC

FEEEIEES
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JHEER} 70| =

Brokerd

Ol XNt 2 HEH HERIE #d5t2{H EE27Ho| 2tojof B! EHE
networkConnectors & =2 Broker1 2! Broker42| 2440 F71& %= Q&LICH

Broker1& HEL3 FE:

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>

227] o} 7|Elx]
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</networkConnectors>

Broker22 HE |3 F{4lE:

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4d & HE L3 FHHE:

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

i
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HUEIE AR B S5 Fof ZAl

0x
ol

tod &

OlA
Y=

A8 FHetE W 2ol 2274 transportConnector SME 7
U HERZOM EZ2FHE FIHetHL M7HE [ HEE 2ldH e

1

<transportConnectors>
<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

O| 0| Mol M= updateClusterClients ! rebalanceClusterClientsE 25 trueZ AHE
LICt. 0| < ZEI0|MEE HERXIS EEFH SEE MIYor M EE7{7I &#o{stH HE7{0] 2|
HHMSI TS QEFLICEH

-1 Lrod

2 M-

=

A& 7t

or
rot

« updateClusterClients: E27H EZZX| HETZ 2| #4E At&ol st HEE ECI0|HENA ™
et C}
=2 - .
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 rebalanceClusterClients: E27{ HELIH M E27H7 F71E 1| Ecl0o|HEII HEF ZF
of 2|HHMS == FFLICH

« updateClusterClientsOnRemove: EEZ{7} EE7{ HEQIIE LI7IH EEEX| HERE 2ot
O|HEE YOlo|EFLICt.

updateClusterClientsE trueE HHstH EE27 HEQ(Z 9| B EZ27{0]| AZSt =T ZEI0|A
EE 78 = J&LCH

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

M 22747t HZElH BEtoliEE HIEQIT0l s BE H27{0| URI SSS WaLICH B2 7] o
Zoll M5t SetoliEE HAT 1) MBEE B2 5 SHLE SMOE HerE 4 gL

Folf =x[ol cHEr RfMIEH LI 2 Active MQ HBAMOIM Toi ZXIE ?IEH EZ7H & S HZsHA

o
o
S,

ActiveMQE2 Amazon MQ E27{ 7+

T 0l = ActiveMQ 22 7{of| CHEF 2 E M 0| XML & Al(ActiveMQl| activemq. xml T AL

OF ZEFELICH EEHE MMEH7| Mol 7 HE MME £+ Q&LICH O ChE 7 EE StLk o4 9]

B2 70 M8%& = U&LICt

=HA

« Spring XML 743 mHd =4

« ActiveMQ EZ27{ 4 MM MR LU M

« Amazon MQ &M HEElE 2

e Amazon MQ &M HEElE 2
B2

« Amazon MQ 0| HHE L]

Spring XML 743 m} el =h¢d

ActiveMQ E27{& Spring XML T+ U2 AL85tod AELICH A 2Ol CHA, CHAN &= HEH Hod
HA gl £847 Qlat Z2 ActiveMQ E2712] 0o EHE FHE = JU&LICH Amazon MQE Ol2q&t
T84 FUELI TS A AR 22 UR 2AE Mo{FLICH EZ27O| HELZ ddnt
g2 7[E 74 a2 M X=X &L
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http://activemq.apache.org/failover-transport-reference.html#FailoverTransportReference-Broker-sideOptionsforFailover
https://docs.spring.io/spring/docs/current/spring-framework-reference/
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XHElE 7 S| ™A ME= Amazon MQ XML £ 7|0tof| X|HElo{ J&LICt ChE B3 E ALE
5tod X|HE|= A7[0te| zip WY E CH2EE=FLICH

* amazon-mg-active-mq-5.17.6.xsd.zip

* amazon-mg-active-mq-5.16.7.xsd.zip

* amazon-mg-active-mg-5.15.16.xsd.zip

Olz{8t A7|0tE AH83tod 74 UE ABS D H7|E £ U&LICH Amazon MQOIME XML T+ S
U2 sto] 2MS MBE £ USLICH XML TS HZ =58 Amazon MQE A 7|0Otof| a2} &2
E T miztolEet F X8 74 T2t0/eE RS2 E H7[etn M HELICH
(® Note
&440| M ZI0H AF8E &= QI&LICH Amazon MQE Spring EF 4], Hs L QA HEJ X
HE QA S48 FHM H 7| LICH.

ActiveMQ E27{ 71 MM THE 2l X

o
2
0o

X
o= ZEEILICH HE7E Y45ty Hol TAS MMY 4 aLIcH 18 O+ T4 St 0j4l

FHol= ActiveMQ EZ7{0f CHEH 2 ML & 4l(ActiveMQ2| activemq.xml Tt KA}
I =
HE7{0| MEE = UELICE FHE FA| ME5tHL |RX| &2 7|12 ol MEE + U&LICH

2

REMIEE L8 2 ChS AR E A ZstM L.

« 7M
« Amazon MQ EE27{ 4 £ F7|

* Amazon MQ Broker Configuration Parameters

CtZ of|x|ol A= AWS Management Console2 A& 36101 Amazon MQ EE7{ & Mdstn HE
t= S 2odELICH

|

- MFEAE

- M22 74 71 4d

- HEEAHO FEHE M8

- T8 ME HE
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samples/amazon-mq-active-mq-5.17.6.xsd.zip
samples/amazon-mq-active-mq-5.16.7.xsd.zip
samples/amazon-mq-active-mq-5.15.16.xsd.zip

Amazon MQ

JHEER} 70| =
JUEZERATE

1. Amazon MQ £Z£0 21 Ql&L|C}.

2. 2ZoM EM TS S

Amazon MQ

Brokers

3. Configurations(74J) M| O|X|0i| A Create configuration(T 43 +44d)

4. ?.A-I AH A4

o M Ho|x|2| ME HE (Details) AlMoi| A 74 0|F (Configuration name)(:
MyConfiguration)2 235t & 27 AZI(Broker engine) HXS MEHELIC.

(@ Note

ActiveMQ& Amazon MQO{| A X|5t= ActiveMQ I E! B{ZH0] CHEH XFAIEH LIS 2 the
section called “HHT 22" EHHE HESHMNIL2.

L
>
==
x

)
ol

Mz2 74 71" 44

o O

1. 7H SE0|M MEHSHM| L MyConfiguration.

(® Note

2

HEY A4 7HA 2 Amazon MQ7F A3 Aiadst

oco=

O| MyConfigurationH|O|X|o= M 7 = HHO|M At st BE27] AT K L HA (o:
Apache ActiveMQ 5.15.16) 0| & A|E|LIC}

2. [Configuration details] B0l 74 7H7d 15, AH LU XML Aol HE27{ 7/90| EA|IELICEH

HA T A3 HEISHH M T4 JHE0| MAE

r

B2 TY
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Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0
ties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
c;!--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).
You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
3. [Edit configuration]& ME5tT XML A4S #HE g LICY.

4. M¥S ME{EfLICH

Save revision(7H’E H™ M%) CH3t & RH7F E AIELICE.

5. (ME4 AFEH) A description of the changes in this revisiong &J248tL|C}.

o M 71 E HEo| ME ELIC

/A Important

Amazon MQ 20| A7|otof et 22 L1 2X|E 7+ I2Zl0/EE AISeZ o
2IgtLiCch REAI8H L8 {8 El XML Tt 2H0|E{e] MA| 552 Amazon MQ Broker
Configuration Parameters Bt & Z5HMI2.

Aol CHEt HE AL 0] Ao FA| E27o] HE Al o| ME8E|X| et&L|ch HE LY
g2 MEstedH Chg |X| #2| 7|12t 7|cte[AL 22 HE ME RISt o gk XpA|IEt
HE= Amazon MQ EEFAH 78 =8 F7|8 XA L.

M TEE AME & &L

g X 0

HZ7{0| 24 71H Mg

1. 2IB0|M EM S =E st Brokers(H27)E MEHFfLICEH

CEEESY 81
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Amazon MQ

Configurations
2. B2 FSF0MER7 (o) & d=et o3 HES M= LICH MyBroker

3. & MyBrokerm|O|X|o] 74 MMM 7 X +H HTS MBS Chg U™ +HS MEEL
Ct.

4. Schedule broker modifications(227{ =% 0| 2f) 44404 A During the next scheduled
maintenance window(| 2 &l Ct & | x| & 2| 7|7t S2) E&= Immediately(FAl) 0l +HEE M&
g AHES MEELIC

/A Important

22747t MR YES S0t Zatel Me7t Fuict

XIEE AlZhol 74 7ol EZ27{of M ELICH.

744 7H BT

1. Amazon MQ &0 20l C}.

H27 S 80M 227 (0d: MyBroker) & MEHEH Ctg TEIS MEAFLICE

MyBroker | O|X|0i| A HEIS AE4FFL|CH

A 0D

B MyBrokerd|O|X|2| 74 MMM 7 &+ HHS MEE Chg HES MEFLICH

O| MyBrokerH O|X|oll& T EUIM AL StE HEZ7{ AT & L T (0d: Apache ActiveMQ
5.15.8) O| Z A|E/L|C}.

5. [Configuration details] B0l 74 718 ¢HE, B L XML 4lo| HE7{ 70| EA|ELICE

227 7 82
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Amazon MQ JHEER} 70| =
® Note
M 2 HESHHE M 7 7HE o] WLt
Revision 1 = to-generated default for MyBroker-configuration on ActiveMQ 5.15.0

nazon MQ configurations support a limited subset of ActiveMQ properties. Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"?>

<broker xmlns="http://activemq.apache.org/schema/core"=
<l --

A configuration contains all of the settings for your ActiveMO broker, in XML format

(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the

configuration to one or more brokers.

6. [Edit configuration]& ME{St T XML +HE HZAELICH.

7. M¥S MEELCH

Save revision(7H’E H™ M%) Ci3t &RH7F E AIELICE.
8. (MEi A& A description of the changes in this revisiong I23gfLC}.

9. XM¥S MEfgLIct

o M 71 HEo| MF ELIC

/A Important
Amazon MQ 2&0| A7|otof| et 2 E(1D FX|E M I2t0HE RS2
2lgfLct RtAMEH LH2 0 {2 E XML Tt2t0|E{ 2] HA| S £ 2 Amazon MQ Broker
Configuration Parameters EHHE 2 Z5HAIQ.

20| CHEH B473 AFEHO| QJO0IE S A| EHE 7o B3 AFEHO| M E|X| ot&LCH BZ LY
&2 ‘*goﬂ”" Chs /x| &2l 712tE 7Icte|HL E2 7 E T F Solfof BrL{Ch RhAst

= Amazon MQ EE7{ 74 £ T 7|2 &I X5HAM| 2.
EXH g ANE == lsLct

0)1

ez 7d

83



Amazon MQ

JHeER 7Hol=

Amazon MQ +M0M FHEE 24

CHZ 2 Amazon MQ FE0HM S &= 249 M8 SEQLICH RHAEH LIE

':Hk|°| XML _—I.I.A-lo AF R °|.A1|O
24
abortSlowAckConsumerStrategy (54)

abortSlowConsumerStrategy (£4)

authorizationEntry (£4)

g
0]
>

authorizationMap (5t< Z=|

authorizationPlugin (5t% Z3M 24)

broker(54 | 5t2l ZEM 24)

cachedMessageGroupMapFactory (54)

compositeQueue (54|52 ZAHEM 24)
compositeTopic (54 |3H% HHEM 24)
constantPendingMessageLimitStrategy (54)
discarding (5%4)

discardingDLQBrokerPlugin (£54)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination (54)
fixedCountSubscriptionRecoveryPolicy (54)
fixedSizedSubscriptionRecoveryPolicy (54

2 Apache ActiveMQ A

EEETEST

84
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Amazon MQ

JHeER 7Hol=

A
forcePersistencyModeBrokerPlugin (54)
individualDeadlLetterStrategy (54)

lastImageSubscriptionRecoveryPolicy

2

messageGroupHashBucketFactory (54)
mirroredQueue (54)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (54)

oldestMessageWithLowestPriorityEvictionStrategy (

Iib
0x

policyEntry (54 |5t2 ZEM L)

| M QA

-0

policyMap (5t

prefetchRatePendingMessagelLimitStrategy ()]
priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (54
queue(54)

redeliveryPlugin (54|35t AEM 24)

redeliveryPolicy (£4))

redeliveryPolicyMap (3H% Z2IM 24)

retainedMessageSubscriptionRecoveryPolicy (ot M 24)

roundRobinDispatchPolicy

EEETEST
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Amazon MQ

JHeER 7Hol=

A

sharedDeadlLetterStrategy (54 |35t9 Z3ME 24

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor
storeDurableSubscriberCursor (54)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry (54)
tempQueue (54)

tempTopic (54)
timedSubscriptionRecoveryPolicy (54)
timeStampingBrokerPlugin (54)
topic(54)

transportConnector (&%)

virtualDestinationInterceptor (5t Z=M

virtualTopic (£4)
vmCursor
vmDurableCursor

vmQueueCursor

B2 TY
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JHeER 7Hol=

Amazon MQ M0 FEElE 24

CFHS 2 Amazon MQ &M HEEIE 24
ActiveMQ AZE M| XML A48 & XA 2.

0

Element

abortSlowAckConsumerStrategy

abortSlowConsumerStrategy

authorizationEntry

&40 i SEULICH REMIE LIS

abortConnection
checkPeriod
ignoreldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration
maxTimeSincelastAck
name

abortConnection
checkPeriod
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration

name

admin

queue

read

tempQueue

2 Apache

EEETEST
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Amazon MQ ezt 7ho|=
Element &
tempTopic
topic
write
broker advisorySupport

allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner
deleteAllMessagesOnStartup
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep

maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout

persistenceThreadPriority

persistent

EEETEST
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Element =
populateIMSXUserID

cachedMessageGroupMapFactory

compositeQueue

producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority

timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rIJMSXUserID

useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics

cacheSize

concurrentSend

copyMessage

EEETEST
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JHeER 7Hol=

Element

compositeTopic

Z 74X 2l NetworkBridge FilterFactory

constantPendingMessagelLimit
Strategy

discarding

Ad
o

I

forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration
ratelLimit
replayDelay
replayWhenNoConsumers
selectorAware

® X3 HAH:
Apache ActiveMQ 5.16.x

limit

deadLetterQueue
enableAudit

expiration

EEETEST
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Element =
maxAuditDepth

discardingDLQBrokerPlugin

filteredDestination

fixedCountSubscriptionRecov
eryPolicy

fixedSizedSubscriptionRecov
eryPolicy
forcePersistencyModeBrokerPlugin

individualDeadLetterStrategy

maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval
queue

selector

topic

maximumSize

maximumSize

useSharedBuffer

persistenceFlag
destinationPerDurableSubscriber
enableAudit

expiration

maxAuditDepth

EEETEST
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Amazon MQ

JHeER 7Hol=

Element

messageGroupHashBucketFactory

mirroredQueue

oldestMessageEvictionStrategy

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

Ad
o

I

maxProducersToAudit
processExpired
processNonPersistent
queuePrefix

queueSuffix

topicPrefix

topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages
bucketCount

cacheSize

copyMessage

postfix

prefix

evictExpiredMessagesHighWat
ermark

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery

advisoryForDiscardingMessages

EEETEST
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JHeER 7Hol=

Element

Ad
o

I

advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage
durableTopicPrefetch
enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch

maxAuditDepth

maxBrowsePageSize

EEETEST
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Amazon MQ JHEER}E 710l =
Element =M
maxDestinations
maxExpirePageSize
maxPageSize

maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit

persistJMSRedelivered
prioritizedMessages
producerFlowControl

queue
queueBrowserPrefetch
gueuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers

sendFailIfNoSpace

EEETEST
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JHeER 7Hol=

Element

usePrefetchExtension

prefetchRatePendingMessagel
imitStrategy

queryBasedSubscriptionRecov
eryPolicy

queue

Ad
o

I

sendFailIfNoSpaceAfterTimeout

® Xl HA:

Apache ActiveMQ 5.16.4 0|4t
sendDuplicateFromStoreToDLQ
storeUsageHighWaterMark
strictOrderDispatch
tempQueue
tempTopic
timeBeforeDispatchStarts
topic
topicPrefetch
useCache

useConsumerPriority

multiplier

query

DLQ

physicalName

EEETEST
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Element e
redeliveryPlugin fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded
redeliveryPolicy backOffMultiplier

sharedDeadlLetterStrategy

collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay
tempQueue

tempTopic

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit

expiration
maxAuditDepth
maxProducersToAudit

processExpired

EEETEST
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JHeER 7Hol=

Element

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

tempTopic

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

topic

Ad
o

I

processNonPersistent

immediatePriorityDispatch

useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName

DLQ

physicalName
zeroExpirationOverride
recoverDuration
futureOnly
processNetworkMessages
ttlCeiling

DLQ

EEETEST
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Element =N
physicalName
transportConnector .
name
updateClusterClients

uniquePropertyMessageEvicti
onStrategy

virtualTopic

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat
ermark

propertyName
concurrentSend

local
dropOnResourcelLimit
name

postfix

prefix

selectorAware
setOriginalDestination

transactedSend

EEETEST
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Amazon MQ & &¢ 24 &4

?l 24 Hdof ChEh REAIeH B LICH XFAM[EH LIS 2 Apache ActiveMQ HEAM S| XML 7

HE 23 ConnectionStart H|S 7|

HEI CH7| AlZhE £0|1 OHE HE XTIt MAlol| AZ5HES Sted
M<networkConnectionStartAsync> E{1E AFSELICH sHE EiO= EE27H7} A-7|E AHE5t
0 HEF7{ At HIS7|Mo 2 HERIT Hdds WHE ARG ES X|AIFLICH

7|22k false

T-89| of| A

<broker networkConnectorStartAsync="false"/>

Amazon MQ MM SEElE 24, 5t ZEM oA A ST 51 24

CHZ2 Amazon MQ 70 S8 Ll 24, 5t HEM 2
RtA[EH LHE2 Apache ActiveMQ HE MO XML T8 XML,

LA St A A 5t 24
authorizationMap authorizationEntries authorizationEntry
tempDestinationAut
horizationEntry
defaultEntry authorizationEntry
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Amazon MQ IR 740l =
SR St AEM 4 St 24
tempDestinationAut
horizationEntry
tempDestinationAut tempDestinationAut
horizationEntry horizationEntry
authorizationPlugin map authorizationMap
broker destinationInterce mirroredQueue
ptors
virtualDestination
Interceptor
destinationPolicy policyMap
destinations queue
tempQueue
tempTopic
topic
networkConnectors networkConnector
persistenceAdapter kahaDB
plugins authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin

statisticsBrokerPl
ugin

EEETEST
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Amazon MQ

JHeER 7Hol=

A

compositeQueue

compositeTopic

policyEntry

systemUsage

transportConnector

forwardTo

forwardTo

deadLetterStrategy

Fl 24

[o][]

timeStampingBroker
Plugin

systemUsage

name
updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue

tempTopic

topic
filteredDestination
queue

tempQueue

tempTopic

topic
filteredDestination
discarding

individualDeadLett
erStrategy

EEETEST
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JHeER 7Hol=

A

destination

dispatchPolicy

messageEvictionStr
ategy

Fl 24

[o][]

sharedDeadlLetterSt
rategy

queue
tempQueue
tempTopic
topic

priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

EEETEST
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SR St AEM 4 St 24
messageGroupMapFac cachedMessageGroup
tory MapFactory
messageGroupHashBu
cketFactory
simpleMessageGroup
MapFactory
pendingDurableSubs fileDurableSubscri
criberPolicy berCursor
storeDurableSubscr
iberCursor
vmDurableCursor
pendingMessagelimi constantPendingMes
tStrategy sageLimitStrategy
prefetchRatePendin
gMessageLimitStrat
egy
pendingQueuePolicy fileQueueCursor
storeCursor
vmQueueCursor
pendingSubscriberP fileCursor
olicy
vmCursor
slowConsumerStrategy abortSlowAckConsum
erStrategy

EEETEST
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JHeER 7Hol=

A

timedSubscriptionR
ecoveryPolicy

policyMap

redeliveryPlugin

redeliveryPolicyMap

subscriptionRecove
ryPolicy

defaultEntry
policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

Fl 24

[o][]

abortSlowConsumerS
trategy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

policyEntry
policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

EEETEST
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(e ot AHM 24 Fl 24

[o][]

retainedMessageSub wrapped fixedCountSubscrip
scriptionRecoveryP tionRecoveryPolicy

olicy
fixedSizedSubscrip

tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

sharedDeadLetterSt deadLetterQueue queue
rategy
tempQueue
tempTopic
topic
virtualDestination virtualDestinations compositeQueue
Interceptor

compositeTopic

virtualTopic
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Amazon MQ 318 24

I

Ad
o

« authorizationEntry

* networkConnector
» kahaDB

» systemUsage

authorizationEntry

authorizationEntry= authorizationEntries 5t &M @ A0 51 QlL|C}.
Attributes

admin|read|write

AEXRE 2 E0HH FoiE HEF XtME HEE & Ml Fo ¥ 72 HZEotMR.

activemg-webconsole IE2 X &3HX| b= Het Hof M2 x|Hst= <, 2& 0| Amazon MQ
| [ 2 0] ActiveMQ & 2£& At
8& + gigLict

7122k null

89| of

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>
<authorizationEntry admin="admins,activemg-webconsole"
read="admins, users,activemg-webconsole" write="admins,activemg-webconsole" queue=">"/>
<authorizationEntry admin="admins,activemg-webconsole"
read="admins, users,activemg-webconsole" write="admins,activemg-webconsole" topic=">"/>
</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>
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networkConnector
networkConnector= networkConnectors 5t ZAaM @ A 0| 5t lL|Ct.

|

» Attributes
A—i o| o;||

Attributes
conduitSubscriptions

HE7 HEXHI L HIES|T dZ0| SLE tidofl #5565t 042 AHIRHE & AHIXIE FZF5H=X]
{2 E X|HELICH 0E £09 conduitSubscriptions?t trueZ MME|T F AH|AI7F E27{ B
of @125l CHY S ERE| AHIE A2, EE7Be 0|82 752 UHER3I &S S8 EE7H A0
CHEt BHo| =2|X 502 AR |EP J3H2E HAIX|S B SAHEEF EEF AWM EE27{BE
MLt

(® Note
conduitSubscriptionsE trueZ MYsIH &5 LHEXI ECfES £ = U&LICEH &t
£y T A0 UL ALt2|[2(0d

KT O] £492 AHS 5t AHIKF AO|Q 2 WAl 2|7} 2A4E &
X S

=210 = AN
JMS HAIX| ME47| E= 7|1 FH)HMH ERE SEHE Zelg = JU&LICH

duplex

HEH HERT L] AAZ0| HIA|IX|E A B AH|SH= O M E|=X| o{f E XIHELICH ol & S0
HEZ27{AJ} H| M0|E ZERE EE27{ B2to| HZAS st Z2 HAIXI= EEFH AWM EEFHBE
oF MEE = U&LUTt SR EEFH AT EEF Bt T |3 142 MAMst Aole H27{ B7}
<networkConnector>E TE ZQ QI0| EEFH AR HAIXIE HEE = UE

7|22k false
name
H27] HELIT L} E2|X|2] 0|E.

7|22k bridge
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uri

HEFH HERIE FHS= F EHEH B SILHEE 04X EE7)Q| 0|0 HE Z2ZEZ A= X Ol
E.
7|22k null

username

HZ27{ HE{3 9| E2 7o

OH

SE AR 0|B.
7|82k null

T2l of

(® Note

networkConnectorE AI835t0{ EEZ7{ HELXIIE Holg | EE 7ol S E AFEXHo| ¢f
S E ZFEAIZIX| OIMIL.

2 B2z FHE EE2F HERZ

Ol FAOIAE 27H0] H2747t B2 HESIZ HZEl] YaLICH HIEYT HEl| olF 2

connector_1_to_20|1, E27{0| S&E AL& Xt O|& 2 myCommonUser0|11, 2422 duplexOl
1, OpenWire IEXQIE URI'— M5 At static: 2 AF835t0d EE7 7F oY HAZAS LIEFHLICE

<networkConnectors>

<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"

uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

KEMIBH M E = Configure Network Connectors for Your Broker2 & Z35HAIR.

O EEFE M= EHE2FH HEQT

ol FHoME ofef 7He| EZ2 7t E2 7 HEQIT 2 odZAE|of U&LICH HIERT 74E{o] 0|52
connector_1_to_20|1, EZ7{0i| SSE A%} 0|ER myCommonUser0|E|=| 422 duplexOl

, =T
11, OpenWire IEXZQIE URIOI 2 E2 AEEI SE2 Y5 Al masterslave: S AI&35tod E27{ 7t
ol x| 42 LIEPHLICH E27] 7t Toff Zx|= SHHSHEIX| o MMHAZE A=/t FEH HSE
L|Ct.
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,
ssl://b-987615k4-327i-109h-8gfe-7d65c4bl32al-2.mq.us-east-2.amazonaws.com:61617)"/>
</networkConnectors>

(® Note
EEZH HERF 0= masterslave: MFALE ALE35t= W0 EELICE O] MF A= T EA|
MOl static:failover:()?randomize=false&maxReconnectAttempts=0 #+EI &
I% |_||_—_|.
=Hd

® Note
Of XML T+ gofl= ZHo| 518 E|X| ef &Lt

kahaDB

kahaDBE persistenceAdapter 5t Z=M @ 49| 5t IL|Ct.
Attributes

concurrentStoreAndDispatchQueues

EH7|0=|01| EM 7(.|x|- ol |_—_|/\_u|.|7';|
71 SA MY U ClATHE HIEY

RIEELIch REME HE = =2 AHIXHE Sal Ch

7|24 true
cleanupOnStop
® A HE:

Apache ActiveMQ 15.16.x 0|4}

HIZ M3 A 22747t X2 ) 7tHIX| £ U HE7t X fesg 8 T2 A AT} e}
Zuct £5=7t 37t5tH CHY Cl|O|EHH|O|A EE= AF|E2] T|O|EH0|A Rl B2 K& LICH
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7|22k true
journalDiskSynclinterval

journalDiskSyncStrategy=periodic®| A< C|A3 S7[3E +AHE WMol 2t (ms)LICt Rt
Mt LH& 2 Apache ActiveMQ kahaDB HEME FH X SHAMIL.

7|22k 1000

journalDiskSyncStrategy

® Kl HH:
Apache ActiveMQ 15.14.x 0|4

Claz S7I3 Mg FEELICH RtM[EF LI& 2 Apache ActiveMQ kahaDB HAEAME A ESHAMR.

7|82k always

(@ Note
ActiveMQ M2 M0i|= O|0|E{ £ 40| journalDiskSyncInterval®| A|Zte 2 MSHEICID
Zl&klof U&LICH &, 71222 1= LIt olo|H 42 T ZtH4Ect 4 == UX[oH Y
25t H BAlet7|= o{-&LICH ALE Al F=2olsHof gL,

preallocationStrategy

i

M Ad ojo| Hest Z2 BEE27{7t X{d ©tdS 0|2 & sts YHsS T HFLICH RtAE Li82
Apache ActiveMQ kahaDB A& ME 2 Z5tMI2.

7|22t sparse_file
TM9| o

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros" concurrentStoreAndDispatchQueues="false"
journalDiskSyncInterval="10000" journalDiskSyncStrategy="periodic"/>
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</persistenceAdapter>
</broker>

systemUsage

systemUsage= systemUsage 5t A R A0| 5HR{LICE MoK 271 E{X|7] Mo EE
747t ALSE Z|CH S7t2 FMo{&LICt AEAMIEH L& 2 Apache ActiveMQ B Mol MAtXL 5 & M0{E
XM L.

ol

Pl 24
memoryUsage

memoryUsage= systemUsage 5t 49| t[L[Ct HIZE| AHSZEE B 2|gLCt

memoryUsageE O|&35tH & 50| UotLt Bio| AFE L QYEXK| AL FXE 04
A2 MMM E Ko = U&LICH XtM|EH LHE 2 Apache Active MQ dE M| A7|0HE & X5t
MNe.

el A

memoryUsage= memoryUsage ot 49| 5t/ JL|Ct.
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percentOfdvmHeap
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Attributes

sendFaillfNoSpace

S7+0| gl B2 send() HMEZL ATiEt x| o{RE MHELICH 7|22 falseO|H 372 Al
£ A2 K| send() HIMEE RHEHELICEH XEAIEH LIS 2 Apache Active MQ B A{S| A7
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mu mek 5o

AR SHAI2.
7122k false

sendFaillfNoSpaceAfterTimeout
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Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFaillfNoSpace="true" sendFaillfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>
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o} x| HE|EMQ HH{X Amazon MQ X|¥H &

ActiveMQ 5.15 2024'H 9& 16
M ActiveMQE Amazon MQ EZ27{E %E* M X|HEl= 2E ActiveMQ 2T HHE X[HE = QU
&LICH & AI85t0 ERFHE MdEst= Amazon MQE XSS ZE QM AT HH HE E 7|7
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CreateBroker BHE B XSIA2.
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aws mq describe-broker-instance-options

AT LU QAHA FHHE AN E EEZSIE{™ O30l L2 --engine-type & --host-

o
instance-type SME AL EILICH.

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

o€ E0{ AW E ActiveMQ L mq.m5.1large QIAEA R0 CHs ZHE{RSEAH engine-typeS
ACTIVEMQZ, instance-type2 mq.m5.largeZ CHA|ELICH.
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https://docs.aws.amazon.com/cli/latest/reference/mq/create-broker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker-instance-options.html
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OlMl E27{7} QlHI 2 E HZAE 518 + U&LICH

ol

OpenWire

activemg-client.jar & activemg-pool.jar Ii7|X|E Java EciA B2 0o F7ELICH Ct
2 oAM= Maven ZEME 9| pom. xml Tt L{o] EX5H= 0|28t &S EoiELCH.

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

activemg-client.jaroll CHet AtAM|EH HE = Apache ActiveMQ AE A 2] Initial
Configurationg & ZstM| 2.
MQTT

org.eclipse.paho.client.mqttv3.jar 7|X|E Java A ZZ2of| F=7HELICH CHS of
M= Maven Z2ME pom.xml ItYO| O] &M 2 Eo{FL|Ct.

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

org.eclipse.paho.client.mqttv3.jar0ll CHEF XM LHE 2 Eclipse Paho Java Client&

SESC VRS
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http://activemq.apache.org/initial-configuration.html
http://activemq.apache.org/initial-configuration.html
https://www.eclipse.org/paho/clients/java/
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STOMP+WSS
ChE T7|X|E Java 224 A20f F7HeLICH

* spring-messaging.jar

* spring-websocket.jar

* javax.websocket-api.jar
* jetty-all.jar
 slf4j-simple.jar

* jackson-databind. jar

CtE MIXl= Maven Z=2ME 9| pom. xml T+ LH0|| EXHSHE Ol2HE S&EE EoiELICH

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupIld>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1</version>

</dependency>

<dependency>
<groupId>org.eclipse.jetty.aggregate</groupld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
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<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>

</dependencies>

RtAMIE LHE 2 Spring Framework A& A 2| STOMP SupportE & X 5HML.

AmazonMQExample.java

/A Important
CHS oAl 20l MAXIeL AHIKIE B ABE0|M AMELICH Z2HM A|AE(EE 2
27| QIAEA Fof ZX| HAE)Q| AR MAKIQL AH|AIJF HEQ| FAE L= AHE0M

A™E[=X| FlgfL o

OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.

* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed

* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;

public class AmazonMQExample {
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// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD = "MyPassword456";

public static void main(String[] args) throws IJIMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory) throws JIMSException

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory
.createConnection();

producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.
final String text = "Hello from Amazon MQ!";
final TextMessage producerMessage = producerSession
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.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory) throws JMSException

// Establish a connection for the consumer.

// Note: Consumers should not use PooledConnectionFactory.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();
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private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either

* express or implied. See the License for the specific language governing
* permissions and limitations under the License.

*/

import org.eclipse.paho.client.mqttv3.*;
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public class AmazonMQExampleMqgtt implements MqgttCallback {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =

"ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-

east-2.amazonaws.com:8883";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";

private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {

new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection options.
final String clientId = "abcl23";

final MqgttClient client = new MqttClient(WIRE_LEVEL_ENDPOINT,
final MgttConnectOptions connOpts = new MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new MqttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);

System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.

clientId);
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Mg

client.disconnect();

@Override
public void connectionLost(Throwable cause) {
System.out.println("Lost connection.");

@Override
public void messageArrived(String topic, MgttMessage message) throws
ttException {
System.out.println("Received message from topic " + topic + ": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

}
}
STOMP+WSS
/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*
%

import org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import org.springframework.web.socket.client.standard.StandardwWebSocketClient;
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import org.springframework.web.socket.messaging.WebSocketStompClient;
import java.lang.reflect.Type;
public class AmazonMQExampleStompWss {

// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD = "MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();
System.out.println("Subscribed to a destination using session.");
example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {
// Create a client.
final WebSocketClient client = new StandardWebSocketClient();
final WebSocketStompClient stompClient = new WebSocketStompClient(client);
stompClient.setMessageConverter(new StringMessageConverter());

final WebSocketHttpHeaders headers = new WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new MySessionHandler();
// Create a connection.

return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers, head,
sessionHandler).get();
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private void subscribeToDestination(final StompSession stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());

private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon MQ!".getBytes());

private static class MySessionHandler extends StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

private static class MyFrameHandler implements StompFrameHandler {
public Type getPayloadType(final StompHeaders headers) {
return String.class;

public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " + message);
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A8 = A&LICH EZ27{ ALEX 0|2 7HR! HlO|E{LE RIZ Bt C|O|E{ol| AtE5H7| fIEt
Z30| oblLct.

_L
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JHeER 7Hol=

Amazon MQ
2 Al (MEY ALY 7 EE 7 HE 7
/A Important
. MEU - Chl QIAEIA HE 7ol stLbo| HEL(0]: 7|2 Meuo| T FhLct & Al/rh
7l B2 7Holl= 2712 MELlo| HegfL/ct
. Hot O5 - T QIAEIA HE2 7] 9l A/r7| B2 7ol 25 5Lt O|AHo| H ot 2 E(od]: 7|
= _._°._F a8)0| 2 gt

et VPCo 2{o{of &

VPC - E27{o| Meulln} Hot 3 =
£ VPC E|HA|RH XA

L|C}. EC2-Classic 2|4

K| E|X| et &L Amazon MQE 7| 15t0 M8 VPC HIIdA|l= ||_
5t X| et &Lt

- 253l -Olo|EE ¥E5te I OtAH 7|18 MEHEILICH ME 35 253 EHHE B ZotAl
A

- HEE| HMA 7t5E - HEE] HMA 7SS HIEEE6HH VPC LHOMHEF 227101 4 A
A £ UELCH XHME 82 HEE| HMA 7t5-0| gl EEAH ME S HEE]| AA|
A Jtsgo| i HEFH 2 E&0 HMA EHHE BHZFAML

1. FI7H Y MME StEELct

2. Configuration(T4d) AlM0i| X Create a new configuration with default values(7|& ZtSZ Af T+
M) £ &= Select an existing configuration(7|& T MEH) S MEASLICE RHMIEH L2 74 &
Amazon MQ Broker Configuration Parameters EH#2 & Z3HAMIL.

3. 21 MMoiA Ut 2324 ZEAF CloudWatch 212 Amazon LogsOll HIAIE X| 0482 & MEHEHL |
Ch. RkMIEH HE & Configuring Amazon MQ to publish logs to Amazon CloudWatch Logs2 &%
StMl 2.

/A Important
MERII HEFHE Mt HLE MEESHT| Tof| CreatelLogGroup ®EtE Amazon MQ
AMEXLo|AH F7H6HKR| 2 Amazon MQ7F 21 258 MAMSHK| ef&LCt.
Amazon MQO| CHEF 2|AA 7|8 MM S F 45K pfe™ HE2F{7F 28 Logsoll HAIE
= Qi&LICt. CloudWatch

4. Network and security section(H|E |3 & £ ot MM EE27{9| HAZAES FHFLICEH

a. CIZ 3 stLIE =YstMIR.
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Amazon MQ

C.

« Use the default VPC, subnet(s), and security group(s)(7|£ VPC, MEUl & Eot T & Al
)2 MEFLICH
- Select existing VPC, subnet(s), and security group(s)(7|& VPC, MEUl & Hot O & M
EH) S MEHEILIC.
1. 0| SME MEISHE Z 2 Amazon VPC E£0{AM M Virtual Private Cloud(VPC)E
M5t7ALE, 7|1& VPCE MEHSIHLE, 7|2 VPCE MEfE = QI&LICH RIAIEH L8 2
Amazon VPC AFE MEM 2| Amazon VPCEH £S10171 278 XML,

$ % Amazon VPC 2&0IM M MEUE MAsHHLE 7IE M

=

= —_
Eug MEtE 2 QaLIch REAIE LIS 2 Amazon VPC AHS MTAMo| VPC B ME
Jg HEHML.

3. MEHE Hdst7Lt MEEEH T Security group(s)(_‘?'_o._F J8)2 MEfe = &Lt

HolE gfZ3tof AHEE 12 OfAE 7[(CMK)E MEHELICH ME & 4535t EHHE xSt

H =2 7{2| Public accessibility(I{E 2! HA|A 7t5)E MEHFLICE.

=
5. Maintenance(®X| Z2[) MMM EEF{2| RX| #E| d™HE F/deLICt

a.

ApacheOi| M M| HEO| EAIE I EEHE M HE2E ¢480|=3t24™ Enable automatic
minor version upgrades(0t0|L] M Xts HI8|0|= &3 E MEfgrLICH Ats o]
EE Y, AlZh24 Az FA) L AlZCH(Z|2 2t2 uTC)oll ol HolEl & X| &2l 7|12t =5

of 2haghLct.

(_I) Note

StLE7F & X| # 2] 50/ Amazon MQ
A |st= P27k Alzho| A2l a3 b2 AN

S QIABIAT} BAEEID SolE BAIE S 4137] ARiE & aLic

—

« Amazon MQZ} | X[ 2| 7|7+ AtS2 2 MENSIE & 5{&5t2{T No preference(7|2 A
o ig)E MEELIC

« MEXXIE 8| &2l 7|12H2 M52 Select maintenance window (| X| £ 2| 7|7+ 4
EhE MEfSE Ot 2 ¥ aoi0|=2] Start day(AlEF R ) I Start time(A|ZF AlZhHE X|EE L
C}.
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Introduction.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Subnets.html

Amazon MQ TR 7H0|E

Amazon MQUIM EZ2HE MA5HE S0 Creation in progress(d4d TIgll &) AEf7} EAIELICH

HZ 7t &I Amazon MQO A Running(A& &) &EH7F ZAIE LICH

MyBroker Running single-instance broker mqg.m5.large
2. MEASHM|R. MyBroker

MyBroker™|O|X|2|] Connect A0 EE7{2] ActiveMQ & 2& URLEZ 7|3l SLICH &
EHCtSI Z&Lch

https://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com: 8162

n
N
J
o
r
[ul
inl
mlo
ro
2
N
Hel
o
|m
lo
k=)
I°
-
o

st EZE7o| olojo{ B ZEEZ AEXZQIER
OpenWire

ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617

@ Note
gY/o7| E27{2] B2 Amazon MQE 2712| ActiveMQ & & URLE XS5t X|BF, §F o]
StLto| URLEH & AdstEIL|Ct. OFRH7FR|2 Amazon MQE 2 2tolo] Bl Z 2 E Zofl CHEH 274
o| A= xQEE X3 5tX|CH, §t Hof| ZF Hlo{o| 8t A=ZQIERF S MSIELICH -1 2 -2
O|AtE 55 H0{E LIEHHLICY. KPMI%F LH& 2 Broker Architecture EFHE HZESHAIR.
otolof il Z2EZ A= Z QIE 0| ZAL Failover TransportE AF& 38104 ofZ2|7|0|MH0]| CIE

A= XZQIEL}L HAASIE ST 5EE = UGLILCH
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http://activemq.apache.org/web-console.html
http://activemq.apache.org/configuring-transports.html
http://activemq.apache.org/failover-transport-reference.html
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HE27{ AT HA, QLABA R, CloudWatch 21 ¥ R%| 22| 7|2 4 HE

® Note

M

ActiveMQ E27{ M

-

CtZ odlAlo A= AWS Management Console2 At &304 Amazon MQ ActiveMQ EE27{ 7|2 HHEE
ot WS Ho{ELICt.
= o =H= =

Olo|Ld A A dado|=of CHEt 7|12 MMHE Melstn RE 7|2 MME x|™H6te{H =™
£ oi|eFsHof grLct XtMIEt ME = Amazon MQ EE7 74 £ F7|2 AT 5HM 2.

x|
=

e

Amazon MQ 20 22218 |C}.

2. B2 FSE0M 227 (0: MyBroker) & ME{st C}S HEIS MEHFHLICE

3. HE MyBrokerH|O|X|2| At MMM EEFH AT HH E= EE 7| QLAHA RS MEHEL
Ct.

4. Configuration(7) EFHOIM E27{0| 7441}t THH S MENEILICH RtAIEH HE = Creating and
applying broker configurations2 & Z M| 2.

5. Security and network(Z2 2t & HE2{3) MMO| Security group(s)(£¢2F 1 &) ESCIR2HAM &
£ B35l 7Lt Create a new security group(Af 22 15 #4)S ME450{ Amazon VPC 2£2
AdLct.

6. CloudWatch 2 MMM Lt 239 ZHA} CloudWatch 21 & Amazon LogsO| A A& X| 08
E MEfgrL|ct.

ActiveMQ CloudWatch E27{2| 21 F4of CHet XHMIEH L& 2 & & ZtAA|L. Configuring
Amazon MQ to publish logs to Amazon CloudWatch Logs
/A Important
AMEXR7t EEFHE M5 HLE HE -S| Tl CreateLogGroup #etE Amazon MQ
MEXL0|H F7IH6HR| k2B Amazon MQ7F 21 2 &S MAISHK| k& LCt
Amazon MQO| CH3t 2|AA 7|8 HAS F4J5HK| teM E27{7F 238 Logso HAIE
2= @& LICt. CloudWatch
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ TR 7H0|E

7. Maintenance(f Xl #2|) MMM E27{0| K| 2| d™HS FAELICH.

Hroz Yapol=5ted™ XHS ofolL] & ool &Ad5)
' £ 29, Alzh24Alz FA) U AIZtHZIR L2 UTC)ol 2f5H &
At

HEZ7{E AWS 22|A%H F M
=2 MEeist|ct XFE o
O|El @X| &g| 7|2t =&of &

(® Note
BM/ICH7| ER7HO| AR HEF CIAEA = 5Ly} K| 22| 0|8 Amazon MQ7F H|
g QIARAE MH|A BX|5te= O &7 Alzto| ZEILICH O3 Chg Mef tf7] QIAE
AT EMHSE|D E0{E SAE FAISHY| AlRE = JU&LICH.
8. Schedule modifications(= of|2f)E MEAELICE.

(® Note

Enable automatic minor version upgrades(0t0|L{ HHT Xt & 1 2i0|= & +d3}H) Pt HEHS]
= 89 HEEANMREY0| ER35HX| 7| E o HEO| Save(ME)E HFELICH

XIEE Alztol 7|2 Mol E=27{of HEELICH.

HZ7{9 Amazon MQ HES/3 MM al M

HEHUHEI= SAl0f {2 EH Y QIAHA B2 F= EH/CH7| ER7HE FHELULCH &
2 t8d H HE Y s olEcFojde o me O et EEZX|(of: T HE H AX3 E
2l EE HANS E2FH HERIE 7T = UELICL HE S04, 512 H Ax3 HEFH HERIE
ArE5tE Bt HEZo| HEE = Sl B9 HAIXIE 2&5t0i SHEE g4 = &Ltk HU7| E
ZE2X7 = HEA LHERIE 4 HAIXIE #=st= B2 BER2HERRE HAXIE s8I O
HE Y ER7o| HEAAEE s HAIX| 2EQ| #MEIE IHME = UG IEP Of k& Mol M=
AU H3 EEZXIE MESI 2/ EEHE FHE HEH LEIE &

« Amazon MQ EZ27{ HERA
- HEFH HERIE SHIE 7+

* networkConnector
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JHeER 7Hol=

o #### ConnectionStart #i##
« ActiveMQ AEMO| EZ27{ HERIA

Amazon MQ &2 At&35t04 E27{2] Amazon MQ LIEXH I E MEE
ol

Aol ddst7| AlE = QleB 2 ol Z2MAE oF 1580 AL LI

|

o I

e 1EHAH|: BEE27{ ZF ECHE &

o 2CHA: E27{0] CiEt HIEQT HEEH 74
« CI= EHA

il A
=4 57

H27{ HERXIE ddsted® ChF0| 7 H|=|o{ {00k T L|CH.

RI&LICH 27 ERFHE S

« 27§ O|&t ol SA| & HEFH(0| A& MollM= Z+2 MyBrokerl & MyBroker2 2 BH). HE27{ M
Mof| 8t RkMIEH LH& 2 Creating and configuring a broker EHHE X XML

. = HEHII EUS VPC E= 1T|o{2IE VPCOo Qlodof BFL|C VPCOl CHEt XFM|EH LI 2 Amazon
VPC AtE MM Q| Amazon VPCEH £S10(7t2? & Amazon VPC Z|0{3 7+0|=2| VPC 1|0{Z 0]

2t 2010171922 A= 5HM|2.

/A Important
7|2 VPC, MEYl E= Hol 3 20| Qi AL 0
£ Amazon VPC AE MAHMOM CIS &5
- 7|2 VPC BtE7|

. 7B ME

Hy

o HOFOE MA

. = EZ70| CHsl SLUEt 2121 EoF QI

o

= =
S — o
REMIEH LI 2 ActiveMQ E 274 ALS A 4 & gt BHEE H XA

HOF BFLICt XFAMIEH LHE
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http://activemq.apache.org/networks-of-brokers.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#create-default-vpc
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#create-default-subnet
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html#CreatingSecurityGroups
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® Note

2 UHEYI E6E M= AF2XAH7F LDAP AF2 XHEE ofL| 2 ActiveMQ
EXMst= K| = elghLCt.
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Hz7{E 48t F E=7{ Atofol EEfEE o{&dl ok ELCH.

1. Amazon MQ 2= £ 9| MyBroker 2H 0| X[0]] Q= M[F HE MM
o|Hot AW HELFM E OF O|F = S MEIFLICE

A

EC2 Dashboard2| 29t 1 & m 0| X|7} E A|EILICE.
2. HOrOE =EE0|MEQH I5S MENELICE.
3. HO|X| 3tE0M QHIREE MEHSH & RIS MEHEFLICE

=
4. Qldt | TAZ] st A XM A= Z QIE off OpenWire CHEH 7212 F7HELICEH

o
[N
=
i

®
=1
1

Z7HAdd Rule)E ME4EL|CT

lon
30
m o9

04| A Custom TCP(AFE AL | TCP)E MEARFLICY.
rTE

(@]
i

2 2|0f OpenWire LE (61617) & =gLICH.

d. CtS & otLIE sstalAl2.

0

MyBrokerl1Q| IP A2t /328 A2 LT LICH (M IP A7 RE 8 CIDR EZ

C2 #HErELICH) REM[E L2 EFEA L E

S 1P 400 ChEH HMAES MEHsHRIH AA0IM ALK XIHES Metg M2 £
=k |
=913 QIE{H|0|A S AZE M.

® Tip
MyBroker1Q| IP FAE AM3E{™, Amazon MQ Z2£0MH EE27{ 0|2 MEHE}
1 Details(ME HE) MMo 2 o|S g LCH
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://console.aws.amazon.com/amazon-mq/
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- ZE E27{7} Zeto|glo|n SYE vPCol £ F AO|M AP R X|KIS AMEHSH )
2 FIDHEX HE FQ 2ot 289 IDE YEuct
® Note

HEE H27{0| 2 IP FAE ALE5to{ AMAE Xietsior B LICH.

e. XS MEELICH

O|lMl E27{7} QlHI 2 E HZAE 518 =+ U&LICH

2CHA: EE2 710 CHEt HEL|Z 7HHlH 7
HE7{ Ato|o| EEfEE &% & & & stutol s HE |3 HYUEHE F4dsHok &Lict.
1. HE7{MyBrokerlo| 7’8 I8 S HEFLIC

a. MyBroker1 H O|X|0| A TEIS MEHFTLICY.
b. MyBroker1 & HHO|X[2 T4 MMoiM E7|E MEHFFLICE.

TMHO| Ar85HE EZ27{ AT & I HT(0|: Apache ActiveMQ 5.15.0)0] E A|EILIC}.
c. [Configuration details] B0l 7143 74 S, A LU XML EAl0| EE27{ F140| ZAIELICH

1S =gt
ol 5t M <networkConnectors> MMof IME FMg KHstD ChS HWEE

Zat ALt

ﬂIIO

o
4
0%
e

A

(0]
all
0x
=
m I
\3

- HERZ HHE{Q| name.

- £ HZ 70l 3&E! ActiveMQ 2 & username.

« duplex HZEES EH5terLCt

- Ctg 3 StLHE TSt AR,
« HEZE HU QIAHA HE 70| H4E5t= B2 static: HF AL OpenWire HIEZEZ

PIEE uri AF&3SHMAI2. MyBroker2 of:

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"

duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

east-2.amazonaws.com:61617)"/>
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</networkConnectors>

- EE7E HE|E/ARMHIO| EE 70| HASHE A OIS F2| WEt0IEHE AH8stod F
HZ7{9| static+failover ©& L OpenWire HEZQIEE uri AFSSHAAIR. ?

randomize=false&maxReconnectAttempts=0 Oi:

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
east-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>

(® Note
ActiveMQ AFEXRFS| 201 HoF 015 HEE Z&aHX| OtMIL.

e

f. Xz

jo
o

L|C

—_

g. Save revision(7HE M%) CH3} 4 XHoiM Add network of brokers connector for
MyBroker2& l23gfLCt.

h. XS MEstod Eo| M IE S MEELICH

2. MyBrokerlE HTZ&lsto{ |&l 70| ZA| ME LTS L™ LICH

a. MyBroker1 HO|X[o{ M THEIS MESEILICE.

d

b. HZ MyBroker 1 H0|X|2| T+ MMoiM = dHES MEFLICH
X

c. Schedule broker modifications(E 27 =73 o) MMM ZFA| = AL HES MEHEL
Ct.

HEH UEI T YEELo
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ChS B

HEH UERIE 78 & HAIX|IE MAMST AH|5t0 HIAESE &= Q&LIC.
/A Important

ZE 8162 (ActiveMQ & 24 8) L ZE 61617 (VEEZQIE ) o M MyBrokerl 22 7{0f CH
8 22 AIARIO| QIbh2 S 24798 24550k BHLICE OpenWire
MARSL AHIRTE HEF UEYD0| HHHES 51857 I8 Hot 18 MM ZYsol

& 2 ol |C}.

= T AAE

=& ?JEEO.JEE 7|5 gt
2. E=Z7{MyBrokerl9 ActiveMQ & E£2
3. HE<3 E2|XI7t AZEI}=X] 2l

HE 23 E2|X|(Network Bridges) 4lM0{| A MyBroker29| O|§ & F4A 7} ¥Zd EZ7{(Remote
Broker) & #4734 &4 (Remote Address) 01| LI FElL|C}.

4. E=Z7{MyBroker20 HMAE &= = OFF AIARIOIAM AHIKIE M-EBFLICH of:
activemq consumer --brokerUrl "ssl://

b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \
--destination queue://MyQueue

A H|Rb= L7129 OpenWire HIEXZQIE | @145t 11 CH7 |G| HIAIXIE AHE 57| AIRFEILICE
MyBroker2 MyQueue

5. E=Z7{MyBrokerlOl HAMAE = = ofF A[AHEIIM YLXE HEetT HH HAIXIE TS
gfLict of:
=

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \

--password myPassword456 \

--destination queue://MyQueue \

--persistent true \

--messageSize 1000 \
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https://console.aws.amazon.com/amazon-mq/
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--messageCount 10000

A XH= OpenWire AIEXZQIEO] @425 1 CHZ|Qo| BT HIAIRIE 57| AIZE L
CtMyQueue. MyBrokerl

Amazon MQ E 2 7{0] Java O Z2|7|0|M 44

Amazon MQ ActiveMQ E27E M8t = ofE 2|7 0|ME EEFHH| A = J&LUCt CIF o=
JMS(Java Message Service)E AI&3t04 EE7{ 22 M5, CH7|EE BHstD, HAIXIE ©&
Sle WHE EoiELICH & X8 AlX| Java o Al= Working Java Example EHHE 2 X SHM2.

CHef8h ActiveMQ 22H0IHE & A 85104 ActiveMQ EZ740fl (ZE £ U&LICH ActiveMQ 2210
M&dte L0l F5LICH

HIA|X| AAFRIZ

86t HAIXIE MEsteH™
é: A

S £
HAIX] AHIXHE dEetT HAIXIE o 4l5tEdH

]
1>
X

Ad
(=]

I.

<
0
ton

PC

I
ok

VPC LHof| A
VPC Mg
XStMl2.

E27H0]| HMAE = QUEE 524 enableDnsHostnames & enableDnsSupport
A3t oF & L|CH XFAMISH LHE 2 Amazon VPC AFR ARE M| VPCOA DNS X|HE &

=]
-
=

olHlS = 947

[ — ]

ik

=l

o

1. Amazon MQ &0 21§ L|C}.

2. HE7{ F50|M 2271 0|& (0il: MyBroker) & &4

3. MyBrokerW|O|X[2| 12 MMM EEH H ZLE URLEY FM TZF ZEEZO| FAJQ ZEE
7|53l SLct.

4. M5 ME Mpdo| Hot A L EQFoAM 2ot 1F0| 0|8 E=
e
MEASHL|CY.
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http://activemq.apache.org/cross-language-clients.html
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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6. HO|X| stEtoilM QIHI2EE MEHet = HEIS MEFLICH
Al
o

KoM B E HMASITAF 5l 2 E URL
i s ZQISOf ChEH A1 F7FELICH TS ROl ME 227 2 240l thaf o] iS4

a. T= F7HAdd Rule)S ME4EILICE

b. &0 Custom TCP(AFE Xl X[ TCP)E ME4EFLICEH

c. PortRange(ZE He|)o & 2& XE(8162)E =eLICt
..|

d. Source(22)0|M Custom(At& Xt K|

H)2 MEfE HEfoilM ® 2&0 HMASHE O AFSE
AABIO| P F4(04:192.0.2.1)8 /=

e. XS MEELICH

OlMl E27{7} QlHI 2 E HZAE 518 =+ U&LICH

activemg-client.jar & activemg-pool.jar I7|X|E Java EciA F20 FI7HELICE CHS
Ol Ml= Maven Z2MEO| pom. xml Tt LI EXHSH= OlHE SSMHS Eo{FLICH.

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

activemqg-client.jaro CHgt XkAMIBH HE = Apache ActiveMQ A& A O] Initial ConfigurationS &
Z3ML.

B2 74{0f Java O E 2|7 0| H4ZH 138


http://activemq.apache.org/initial-configuration.html
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/A Important
CtS oAl =0 HMALe AH|AHE B ABEM A-MELICH Z2EHM A|IAR(EE 2
27 QIAEA Fol|l ZX| EHAE)Q| AR MAXIQL AH|KITF HEQ| SAE LE AP E04A
AAE|l=X| #lgrct,

HAIX] d&ERHE ddst 0 HIAIXRIE & stedH

1. HEFO| A= X QIEE ALE35104 HA|X| MAXIOY| CHEF UMS E3E 1 HEL|IE MAHEH O
HHE 2|of| CHSH createConnection HIMEE S &&LICT

® Note
g8z 227{9| B2 Amazon MQE 27H2| ActiveMQ & 2& URLS M3 3HX|Bt, &
#ofl 5tLtel URLEH & AdstEILICE OFRF7FX|Z Amazon MQE Zt 2tojof Bl Z 2 EZof
CHaH 27H°| dexo |E§ M33tx[gh, 3 ol 2 Ho{of & dl=xZQIERH FdSHELICEH
-1 2 -2 HO|AlE 55 Ho{E LIEHHLICEH REAIBH L& 2 Broker Architecture EHS &
ZF_EPMIR.

ololo Bl =2 EZ A= Z QIE o AL Failover TransportES AF&35t0{ o Z 2|7 0|M0|
CIE AEXQIEQ HASE S HEE = U&LCH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);

pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
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producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(@ Note

HIAIX| MARFE &4 PooledConnectionFactory SEiAE AFS3EHOF HL|CH KEA|IEH
&t
o

| -
MEE

2. MM, MyQueueZtE O|F2| CH7|Y, 2|1 MAIX| YMXIE YGELICH

// Create a session.

final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);
3. BEXY "Hello from Amazon MQ!"E MMt CI2 HAIXKIE M&ELICEH

=

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. HMXHE Helgch
producer.close();

producerSession.close();
producerConnection.close();
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HAIX| AHIXHE W5t HAIX|IE +415t24H

1. EEF{O|AEZQIEE ALESH04 HIAIX| AR CHEF UMS 12 HER|E M8 Ol HER|
ol CH3H createConnection HIMEE & ¢&LICI

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(@ Note

HIAIX| AH|XH= PooledConnectionFactory 2EiAE AFSSHH oF ElL|CH XEAMIEH ™

_I?I_E %ol-/g =|7E=I A|._QC> xl-x°|.k||o

2. MM, MyQueuet= O|F2| CH7|Y, 2|1 HAIX| AHIRHE ddELICH

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =

consumerSession.createConsumer(consumerDestination);

3. MHAIXIZ 27|& ZICt2|Ch7F HIAIR|7F =23 etH O +AlgfLCh.

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
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final TextMessage consumerTextMessage = (TextMessage) consumerMessage;

System.out.println("Message received: " + consumerTextMessage.getText());

@ Note
AWS HIA|E MH|A (o: Amazon SQS) et HE| AH[Xt= EE7{Q X[HXHo = dZAE L
C}.

4. AHIRH MM @ e S8

consumer.close();
consumerSession.close();
consumerConnection.close();
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« AMQP

+ MQTT

* MQTT over WebSocket
* OpenWire

+ STOMP

+ STOMP over WebSocket
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

LDAP login configuration(LDAP 2102 714d) Mol Ct g E+ HEE M3 Lot

o AFEXl 7|eh AFZXIE HAME CIEEZ| HE EB(DIT)H Y =E29| 1§ 0| L}

« MEXRH AM UR[: userBase LHOIA ALEXIE A& Ol AHE == LDAP AX EEL|CH S2to[d
EOo| &R} O|F0| HM EHE 9| {0} Xt2l ZAIRIZ CHAEILICE RHMEH LIE=2 215 Y 52l B3RS
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AMELICt ZEto[HE | AFEAt O|F2 {11 A2l EAIRIE CHA|ELICEH of & S04 CIRE 2|2
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

Optional settings(AM &% 47) MMM CtSot 22 MEIX
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o AKX HE 0|8 AHEXIS 18 FHeol Chet AFEXRIe| CIHER| &
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dn: uid=jdoe,ou=user,dc=example,dc=com
objectClass: user
uid: jdoe
sn: jane
cn: Jane Doe
mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password
2| oflX[2] 2HIE userRoleNameE A2 524 memberOf 42 X|IHELICH Q15 0| HB5tH
AEXHoIH rolel H& 0| EEELICE.

- g O|&: 2t0| ST P& ol O|FQ HE &Fo| I& O|F SHULICL o E 501 28 =2 Lt
O|&o it cng XIHY &= U&LICH 215 0| H35tH HHE &5l s 2 g =2l cn &4
ZLO| ALKt Al & ELIct.
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O|El = olgfol U= MA 5t EBIE AMSIEE M7 MHELICE
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Role Search Matching

The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.

215
15 E RlsiM= 2EI0IUE X4 ZFO0| FE ook & LICEH 0248t A4 S 2 LDAP Mo Q= A
Xt 71gkel AFEXtod| sl HEELICH

ActiveMQ EZ27{0f XS El ALE Xt 7|8H2 LDAP MM A X7 ME El= DITS| = EE& 7+E(7{0F
gtLIC} 0 E S0{ AWS Managed Microsoft ADE AFE 0|1 THQ! 714 24 corp, example &
comZt U HY 7 24 Lol 2] 24 B9 corp L Users7t U= BR LCHEZE AR 7|Et e 2
A& gfLct.

OU=Users,0U=corp,DC=corp,DC=example, DC=com

ActiveMQ EE2 7= E27{0f| CiEt E2}0|E 012 2HE 2557| /sl DITL| O] {%[0M AL R}
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. Active Directory Users and Computers
File Action View Help
& |F =2 HE 3RET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v 3| corp
3| Computers
2 Destination
3| Group
3| GroupTwo

2 Users

ActiveMQ £ FEE MERIC| 4 0|2 uidd StEILSFEZ ZF ALS Kol A ST &4 ’é!%*

O| U=X| =latiok BfLICH HOolah A8Xto| 212 ALE At O|F 2 AEE = USLICH RHAIE LIS

activemq &4 I E 3 Windows Server 2016 0|4 H{T12| Active Directory A X 3! ZFE{0 IA‘I ID
=

0 Faie &

Xte| ActiveMQ 2& HMAE EH355tE{™ iE AL XH7t amazonmg-console-admins

e §0{0| B HE7{ FH0i|M et AM 7|8tS RIH gLt Het '=’04" HE749|
activemq.xml 714 mtoi Q= cachedLdapAuthorizationMap QA E Sl CHA(EE U=
FtE, CHe EEHEE S-ELICH RMIE LI 2 FHAIE LDAP HEt #0{ ZEE F XML,

(® Note

H27{9] activemq.xml 74 I} U0 A cachedLDAPAuthorizationMap LAE AISE
= 2o 24™M AWS Management Console2 Sl 742 &4 & i LDAP 215 & & £ 04
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(LDAP Authentication and Authorization) 42 ME45t7{Lt Amazon MQ APIE At&3t0{ M
T2 MME I authenticationStrategy 432 LDAPZ MXGHoF gHL|CH.

cachedLDAPAuthorizationMap 42| Y Z CtZ Al 7+X| £ 2 NS 3sHok & LC.

* queueSearchBase
* topicSearchBase

» tempSearchBase

/A Important
SRet WEI EE 79| 7/ ol A MEEIX| A5 57| 28 Amazon MQE
cachedLdapAuthorizationMapOlA CtE &8 ALE5HK| £t 5§ AFEELICEH
* connectionURL
 connectionUsername

» connectionPassword

227{E ME 1 Amazon MQE AWS Management Console2 S3HAL} API 22 9|
ldapServerMetadata 80| M3 Ekl= ¢t ¢ 82 = CHA[EFLICEH

CH2 2 cachedlLdapAuthorizationMapll & A& E0{&LICt

<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>
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OU=Queue,0U=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help
& nFE 48 XEC=H

1 Active Directory Users and Computers [WIN A

Saved Queries

3 corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

2 Users

OrEH7ERIZ2 A 2 HA| CHE o] ALE HEH #EI2 DITOHAM S e =&Fof A&LICH

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
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OU=Temp, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

2t Cha RB(CH7IY, T4, YA OU LHoA QHYUEE EE S5 hy 0l&S MBE + YL
Ch7Iedo) M3t Rof FAlS KT oHeiH CH]

Al DEMO.EVENTS.$.2 2 Al&fst= BE

OUE ddg =+ JU&LICH

OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ OUE Queue OU LHo{| & LICt.

ActiveMQ2| 2t LE=FtEof CHEF RHAMIEH LIS 2 2L E

DEMO.MYQUESH &2 &7 Ci7|¥e| H

OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

153

ActiveMQ E27{2} LDAP &


https://activemq.apache.org/wildcards

Amazon MQ TR 7H0|E

. Active Directory Users and Computers

File Action View Help
e | 2@ B8 Bz HMmE T

1 Active Directory Users and Computers [WIN-IL A

| Saved Queries
v 3 corp.example.com
3| AWS Delegated Groups

= | AWS Reserved

. Builtin

=

| Computers

v 3| corp
3| Computers
v 2 Destination
v 2 Queue
3 | DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

3| DEMO.EVENTS.S

3. Temp
3. Topic
3| Group

3| GroupTwo

—

a2 | Users

—
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_ Active Directory Users and Computers
File Action View Help

o2 48| XE Q= HEND

§iTE%R

| Saved Queries
v j_:j corp.example.com
o AWS Delegated Groups

o | AWS Reserved

| Builtin
| Computers
v (3] corp
5 Computers
v | Destination
v 2 Queue
2| DEMO.MYQUEUE
5| DEMO.MYSECONDQUEUE
o DEMO.EVENTS.S
3 Temp
3 Topic
3. Group
3 GroupTwo
o | Users
. Domain Controllers
. || ForeignSecurityPrincipals
LostAndFound

'll 1)

"1 Active Directory Users and Computers [WIN-IL A

Name

% admin
% read
%write

Type

Security Group...
Security Group...
Security Group...

Description

® Note
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https://github.com/apache/activemq/blob/c3d9b388e4f1fe73e348bf466122fe6862e064a0/activemq-broker/src/main/java/org/apache/activemq/security/SimpleCachedLDAPAuthorizationMap.java#L86
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
http://activemq.apache.org/web-console.html
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_ElasticNetworkInterfaces.html
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMqUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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(® Note

HAIX| AH|XHE PooledConnectionFactory Ee{AE AFS3SHE oF ElL|CH

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
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http://activemq.apache.org/maven/apidocs/org/apache/activemq/ActiveMQConnectionFactory.html
http://activemq.apache.org/maven/apidocs/org/apache/activemq/jms/pool/PooledConnectionFactory.html
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// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();
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https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
http://activemq.apache.org/failover-transport-reference.html
https://docs.oracle.com/cd/E19798-01/821-1841/bncer/index.html
http://activemq.apache.org/how-do-durable-queues-and-topics-work.html
http://activemq.apache.org/virtual-destinations.html
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https://aws.amazon.com/blogs/compute/measuring-the-throughput-for-amazon-mq-using-the-jms-benchmark/
https://aws.amazon.com/blogs/compute/measuring-the-throughput-for-amazon-mq-using-the-jms-benchmark/
http://activemq.apache.org/should-i-use-transactions.html
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import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;

import javax.jms.XASession;

import javax.transaction.xa.XAResource;
import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
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http://activemq.apache.org/replicated-message-store.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/advisory-message.html
http://activemq.apache.org/multicast-transport-reference.html
http://activemq.apache.org/multicast-transport-reference.html
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private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMqgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMgPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMgUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMqgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}
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2lAL] ZE 5671 - £2F AMQP URL2 S8t (20| AL ELICH o|& 04, 2E27{ ID7t b-
c8352341-ec91-4a78-ad9c-a43f23d325bb0|1! us-west-2 2|0 HHEZE EEZ 72| A

? H2719| ™A amgp URLE b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west-2.amazonaws.com:5671&L|C}.

BlAL] ZE 443 2115671 - F 2lAL] ZE ZF RabbitMQ ¥ £ £= &2/ APIE S3 2270
HM|ASHE O HEOF AL E = JU&LCt.
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RabbitMQ E 2710l = Ct&1t Z2 o] £40| U&LICH

O|&. o & £01{MyBrokerLILC}.

ID. 0§ & £0{b-1234a5b6-78cd-901e-2fgh-3i45j6k17819LlL|C}.

Amazon 2|24 O|F(ARN). 0 & £0{ arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819¢
L|Ct.

RabbitMQ & 2& URL. & =01 https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws .com®L|C}.

XEMIEE LHE 2 RabbitMQ M AM 2| RabbitMQ & Z2£2 FZsHML.
HotAMQP A= ZQIE. o & £04 amqps://
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https://www.rabbitmq.com/management.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
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https://www.rabbitmq.com/confirms.html#publisher-confirms
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LICt MIAIX|7F 5kBECH 2 2 Z< max-length &
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Eolz= M2 MMEEI EE7{o] 7|8
ol oo et olg4et gfe
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Mgt zro| Lot
MgshLct.

max-length

N/A

N/A
10,000,000
N/A

12,000,000

ol
AAEH

' max-queue MEH2

max-queues

500
20,0007
4,000
30,00074
5,000
60,000
6,000
158t

10,0007H

max-conne
ctions

500
4,000
15,000
8,000
20,0007
15,000
40,000
30,0007

100,000
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O 52 H27{ QIAEA 3 (t3.micro) 2 OHEE|70|M M52 E|AESIE S 2B AIRStE X
Ol EZ&LCH Z2HM £ZF 02| 22I0|ME m5.1arge 2 7Y, =2 #2|Z, HZE| L HIAIR| 2 &
= HAIXIolE o & E27{ QIAEHA 2% (014) 2 A8 3= ZWol E&ULH

HEHE HAES0 HIZE HAIE QT Ao Mefdt QIAHA R 37|18 2™Hst= [0l &
QLI Chs 37| =™ 7t0|=2tR1E AF8 5o of Z2|F 0| Mol 7HE M st QIAEA REE A
SHAAI2.

T QIARA HIZE QI 27| = XA

ChE B T QIARA HE2 740 CHEE 2 QIARIA RFHo| 2|0 St i EoiELICH
ClARA 7 A4 M iz | MEE £AH M=
8 At
t3.micro 500 1,500 2,500 1,000 150
m5.large 5,000 15,000 30,0007H 1,000 250
m5.xlarge 10,0007H 30,0007H 60,000 1,000 500
m5.2xlarge 20,0007 60,000 120,000 1,000 1,000
m5.4xlarge 40,000 120,000 248k 1,000 2,000

ZHAE HIZE 271 2™ X|F

COhE = EeiaH E27{9| Zt QIAHA R0 CiEh 2|0 Bt 2t S EoiELICH

72 R 188

B>



Amazon MQ TR 7H0|E

CIARA g o4 M CHo | Mg AH| M=
= Xt
mb.large 15,000 45,000 10,0007} 1,000 150
mb.xlarge 30,0007H 90,000 15,000 1,000 300
mb5.2xlarge 60,000 180,000 20,0007 1,000 600
mb.4xlarge 120,000 360,000 30,0007H 1,000 1200
o, AME U MHE ME2 EY MEELICEH EBiAE HE27{o| M=tEh MEt g2 A8 7tsdt ==
2 RabbitMQ7} At 7tSEF L E 7Hol| 2| AAE 2EHlist= & Ao et EAIE ZEECH R 2 = UE
LIC}.
Q& MIAIX]
M2 zotstHE ChS 27/ HAIX|[7F BFeHELICH 28 22 m5.1arge B QIARA KEHE 7(H S
2 ghctH
(® Note
CtS HAIR[S 2F ZE= ALE £01 Z20|ME 2to|EH 2o et HEE = JU&LICt.
Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (500) is reached"

Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbit@ip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (15,000)"

2H|RH

ConnectionClosedByBroker: (530, 'NOT_ALLOWED - reached maximum (1,000) of
consumers per channel')
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@® Note
CIS 25 HAIX|= HTTP &2 APl EAIZ At}

CH7 |

"error'":"bad_request","reason":"cannot declare queue 'my_queue': queue
limit in cluster (30,000) is reached"}]

ME

{"error":"bad_request","reason":"Validation failed\n\ncomponent shovel is
limited to 250 per node\n"}

IAE

{"error":"bad_request", "reason":"cannot create vhost 'my_vhost': vhost
limit of 4,000 is reached"}

Configurations

ﬁ
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T/40{= RabbitMQ EZ27{0| CiEF 2 & A% 0| Cuttlefish A2 EFHEILICE
off -AS MAME £ Q&LICH O 2 FAE Lt ojate| EE 7 of| ME 4 Q& LCt.

/A Important
Tdol| CHEF 44 ALE 0| Qo SA| B2 7{o] ¢4F A& 0| ME E[X| et&LCH 8 LIS S
MEsttd™ Ohg | X &al 71ZH2 ZIct2|HL EE2FHE AE St oF JLICH AtME HE=
Amazon MQ EEFH 7 = F7(|8 HZESHM L.
A £ HE AXNE == gL

_

T8 A, HE A 2elol ChiEh XA 82 CHEE HZsHAIL.

» Creating and applying broker configurations

» RabbitMQ Broker Configurations

THol Chet HE W8S FHs 7| flsl 78 M- E ddE = U&LICH RtM[Eh HE = Creating and

&7
applying broker configurations2 & XM L.
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« 0|8 (MyConfiguration)
« ID(c-1234a5b6-78cd-901e-2fgh-314576k17819)

« Amazon 2|A A O|&(ARN)(arn:aws:mqg:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

M &Mo| Mi EE2 Amazon MQ REST API 2 X 0| CI2 B8 & X 5HA2.

o o L—
« REST &1 ID: #+4 71X
« REST &1 ID: #+4 71X
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HE o442 MRXMIHI 2lz40| MEto| Qlofof St= 7 .
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RabbitMQ £ 2| API EE= RabbitMQ & 2£&2 Sl AFSXIE Fotetn 2EIE

2 24 = 22| APIE AF85101 ALK HEt U I8 MY AL £ £ aLich

(® Note
RabbitMQ A& At= Amazon MQ ALE AL APIE S8l ME 7Lt EAIZ|X| i &LCt.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
https://pulse.mozilla.org/api/
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users.html
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/A Important
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mo
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o

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important
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tags 7l= E0|0d AEXtol CHEt 22 FEE e SFLCH Amazon MQE
administrator, management, monitoring % policymaker AFEAI EfIE X|ELICH

ChE API 2H 2 2™ 2E2 AL8504 7HE ALS At Hete d8E & QU&LUICH vhost2t
235t

username= AEX HEZ HHELICH 7[& vhost /2| B %2FE AFSELICTH

PUT /api/permissions/vhost/username HTTP/1.1

{Ilconfigurell:ll.*ll’ Ilwritell:ll.*ll’ "Iead":".*"}
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® Note

configure, read Y write 7| 25 E5QL|CH

eteleste  x Zt2 AI26IH 0] 2o 2 XM=l vhostl| 2 E CH7 (o] CHEF o7, 7| L A H
$Ho| AL Xtoi| A Fo{E/LICE. RabbitMQ & 2| APIZS S8t AL A} ZH2|of Ci8t REA|SH LIZ 8 Amazon
RabbitMQ Zt2| HTTP APIE & X3IM 2.

{22l

RabbitMQ& Amazon MQE
X|stLict & 2 4l g

=< L=

ZHE| APl & RabbitMQ &l 2£ & M3 3= RabbitMQ 22| £ 9IS
APIE ALE5tod EZ7 ALEXRF & EHME ddstn gl + A&LTh

22| £ ¢! 2|0f RabbitMQE Amazon MQE CS E241 Q& K| &hL|Ct.

=S|
« Shovel 241 @l

« Federation {1 ©

. UBE SHAl DB E2i7 Ql

Shovel Z£{1 @l

Amazon MQ 22|38 H27{= HA|X|E 8t 22 7] QIAEIAO| 7| 2l Tt M CIE 22 7] QIAE
A2 0|S5teE Ol AH8E = U= RabbitMQ shovelg K| LICH Shovelg A83t0o{ =&t ZAE
ElH2IE A28t T HAIX| 227} B2 29| HAIX|E E4HE £ QlaLCh

Amazon MQ ZZ/& RabbitMQ E27{= &% shovel2 X|#HELICt. S shovel2 TEHR] ItZtO/EE
OH7H =8 ALE5t0 F4d6tH 2EI0|YME A2 Sl Z2 e WA R HNMEX| AlF & FX|
g = UAELICH o E S0 RabbitMQ 22| APIE AI&6tH CHZ API AIEZQIEOf CHE PUT REE A
A35t0{ 2 shovel2 788 = UA&LICE O] M= {vhost} & EZ712| vhost O|§2 2 HIF
T {name}2 M 5% shovell| O|E2Z HIE + A&LICH.

/api/parameters/shovel/{vhost}/{name}
H =20 oh7|dolLt gt & stttk x|ZdsHoF gL|Ct. ot o M|of M= src-queuedt XIHE 2

21 CH 7|40} dest-queued] HO|El 7 CH7|Y 7te| S shovelg FAIELIC}H OFEH7HR|Z sxc-
exchange % dest-exchange W2t0|E{E AL&5to & W2t 2t2| shovel2 7 EE &= U&LICH
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https://rawcdn.githack.com/rabbitmq/rabbitmq-server/main/deps/rabbitmq_management/priv/www/api/index.html
https://rawcdn.githack.com/rabbitmq/rabbitmq-server/main/deps/rabbitmq_management/priv/www/api/index.html
https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/shovel.html
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{
"value": {
"src-protocol": "amgp@91l",
"src-uri": ‘"amgp://localhost",
"src-queue": '"source-queue-name'",

"dest-protocol": "amqgp@91l",

"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"
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AM873t0{ /api/parameters/federation-upstream/% 2f/my upstreamo CiEt
POST LS e = JU&Lct

{"value":{"uri":"amqgp://server-name","expires" :3600000}}

. CH7|Y = DEO| HSE 4 QTS HAS TABLICH RabbitMQ B 2& T BHE| APIS
AHE35t0 HAMZ A8 = Q&LICH HE[APIE AABSIHCIS Q™ 222 AF830d /api/
policies/%2f/federate-meOl CiEh POST LS HE &= U&LCt

{"pattern":"~amg\.", "definition":{"federation-upstream-set":"all"}, "apply-

to":"exchanges"}
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13. M vhost Mg 445t24T Set / update a virtual host limit(7t& EAE A|§H M/ 0|E) ofeh
oM CtEE - ELICt
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policy-nameg HH9| O|F2 2 HHELICH broker-endpoint& 0|0 7|& & URL
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curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"queue-mode":lazy,
"overflow":"reject-publish", "max-length":"number-of-messages"}}' \

broker-endpoint/api/policies/%2F/policy-name
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curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-limits/%2F/max-connections
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name: default_operator_policy_AWS_managed
pattern: .*

apply-to: all

priority: 0

definition: {

ha-mode: all

ha-sync-mode: automatic

}
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AlZtol daBlo|EstE Zd0| E4LICH HA Had|o|= 25 Atzdlof CHet REAISH LHES 8 X5t
A|2RabbitMQE Amazon MQ 284 Atz

K= AT HE S5 EA|

describe-broker-instance-options AWS CLI B2 AL&35t04 X[ El= 2 & otol & o]
M AT HHME LIGE = UELICH

aws mq describe-broker-instance-options

AT LU IAHA FHHE AN E EEZSIE{™ O30l L2 --engine-type & --host-

o
instance-type SME AL EILICH.

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

o & £0{ A1 E RabbitMQ L mq.m5.1large QIAEA ol CHal| EE{RISI2{™M engine-types
RABBITMQZ, instance-type= mq.m5.largeZ CHAIELICH

RabbitMQ A& M

CHE XH&ME Amazon MQOYA RabbitMQE T/d5t AtEst= WS 2 0{ELICE Node js,
Python, NET S2t Z2 Ctet Z= 2 o= X|pkl= Z2t0|UE BHO|EBEIE A8ste EH
off CHEH REM[EF LI 2 RabbitMQ A|ZF SFLHA{0{|A] RabbitMQ A& M E B ESML.

|

. B2 7|2 U3 T

+ RabbitMQ& Amazon MQ2}t &7 Python Pika AFHS
« RabbitMQ €Al SX|El CH7 | 5713 EAX| sHE

H277|E MY BT

AWS Management Console2 AF23l04 CloudWatch Logs E 4345t £ = H|gMelet 22 E27{ 7|2

dYg Hilg + A&Uoh

RabbitMQ EE27H SM T E|

1. Amazon MQ ZZ0i 2 12lgL|Ct.
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https://docs.aws.amazon.com/cli/latest/reference/mq/describe-broker-instance-options.html
https://www.rabbitmq.com/getstarted.html
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2. E=Z27 FE0o|M EZ7{(0i: MyBroker)E& MEHSt C}S Edit(H )2 MEHEHLICE

tod et =238 &d3tst ALt HIE JstefLct ot

ofr

4. CloudWatch Logs MMM E2 HEZ 2E!

E BHls Eestx| ef&Lch

(® Note

+ RabbitMQ E27{9| Z< Amazon MQE AIS2 2 MH|A @12 AF(SLR)2 A& 5104
CloudWatch 0off [t 2 1 E AHAIELICH REM[EH LH® 2 the section called “AMH|A 944

AP NS S HEHMIR

« Amazon MQE RabbitMQ EZ7{0i| CHEF Z Al 24 S X|H5HX| et&LCt

5. Maintenance(fX| Z2|) MMM E27{0| K| 2| d™HES FA8LICH.

AWSOIM M HHE EEA" [ EEHE M HESE ¢adol=
minor version upgrades(0tO|L{ HH™ AI& 422l 0|=E & shHE MENE
LY, AMzh24 Azt B4 2 AlZECH(ZI2 22 uTC)oll olal HolEl | X

LICE.

LICH RtS ¥adlolEE
el 7|z 250 g

6. Schedule modifications(= 0of|2f)E MEAEL|CE.

(@ Note

Enable automatic minor version upgrades(0+tO|L{ HH& A& 432)|0|= & 3Bt B 5t
= 82 EE27 MFEo| ER35tX| etV =20l H{E 0| Save(ME)E HhELCt.

KIEE Alztol 7|2 d™ol Ez 7ol HEF LI

RabbitMQ& Amazon MQ2} &7 Python Pika AHS

CHS AH& A0l ME RabbitMQE Amazon MQ EZ27{0f 435t =& 7 E TLSE A& 35t04 Python
Pika 22I0|HEE MAste W2 204 LICH Pikas RabbitMQE AMQP 0-9-1 Z £ E 29| Python
T34L|Ct. o] AAHE MU= PikaE MRS, CH7|FE MRS, EE7{0| 7|2 wEtol HIAIX|IE H
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https://github.com/pika/pika
https://github.com/pika/pika
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SEHTS HAIRE UMD, Cf7 Lol M HAIKIE S8BT 8 AHIRE ARsHs WS oHLlerL

o 1EHA: 7| Python Pika Z2I0[HE Y
o 2EHA|: HAIRE M & HIAIX| TS

« 3EMA: AHIXF 4E 2 HAIX] A

« AEA (ME AL OIHIE 22 M7 & HIAIX| 4H]
. |-‘:> EFA|

NN e

Ol At&ME 2=t Ch30t 22 Ax ol Ee Lot

RabbitMQ& Amazon MQ E 274 X} M|8t LHE & RabbitMQE Amazon MQ EZ27{ MM S A 5HAl

0 o

o 2 Mol &F Mx|E Python 3

 Python pipE& AF&30{ AX|El Pika PikagE Ax|st2d® M EHO|L &2 Q1 ChSS A-ELICH

$ python3 -m pip install pika

O| A& ME TI&5HE{Ed vhostof CHEH A4 7|

ol 217| HEH0| = RabbitMQE Amazon MQ EE274 A}
8171 B Holy WeLICH ohg EE Te s

Y
27

g x| HEE M A EHe 2 EoiELCt
EN 2 regexp T regexp A 7| regexp 2471

none o % o &

LHIE AFS A HEHS ALS RN 97| W M| M MIBELICH 22 7ol ChEt 2El HS £
% Qi B2 {7 Qlof et ANIA HEH2 ROIEIX| SALICH AR RL| HNAS XIHE Cf7/Y

(e}

u
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https://www.python.org/downloads/
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EFHA IHHE ALE5to] HEHE FIIMOZE XFHe = U&LICH & 0] &7| E+
hello world].*ZE B4ZE5tH T AFE XA = hello worldE Al&st= CHY|
2 E kot I=Io:lEI|__||_—_|.

RabbitMQ AIEALE HHst T ALSA Ef T & HEHS 2HElste S -0l CHEF REMIEH LI& 2 User BHH
£ HzstMe.

1EHA|: 7|2 Python Pika 22I0|HE A4

RabbitMQ® Amazon MQ EZ749} &5 =& M MMEAIE Holstm TLS 740f 22§ SSL Z4E!
AEE HNE35HE Python Pika 2210IME 7|2 Z2iAE MMetedm C 8

1. MEDEEe o zzHEo cigt M CIHEEE 448t oS, sl CIEEE(Z oS ELICH

$ mkdir pika-tutorial
$ cd pika-tutorial

2. CI29| Python ZE7} L& E basicClient.py2tE 0|59 TS MMEtLICEH

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmg_broker_id, rabbitmq_user, rabbitmq_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1l_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"

parameters = pika.URLParameters(url)

parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

O|AM| BasicPikaClientOllA &f & & HAIRL & AH[Xtol| CHer F7F Zefa 8 Holg + AU&LICH
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JHeER 7Hol=

2CEHAl: HIAIRE A 2 HAIX| S

CH7 | E MsteE AARE ddstn B HAIX|E M&ste{H CheS s~ LICH

1. COE ZE MEQ| LIEE SAtst 29| 0| EA[olM et %

publisher.py2 MEELICI

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):

print(f"Trying to declare queue({queue_name})..."

self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):

channel = self.connection.channel()

channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)

)

print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},

Body: {body}")
def close(self):
self.channel.close()

self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection

# and channel for sending messages.
basic_message_sender = BasicMessageSender(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Declare a queue

basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.

RabbitMQE Amazon MQS} &7l Python Pika At&
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basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!')

# Close connections.
basic_message_sender.close()

BasicMessageSender EciA £ BasicPikaClientOM 44350 7 |¥2
ol HAIXRIE M&stD, 42 Ee= F/HMEE FHELICH I E ME2 CH7]
otRE 7|18 AFE5t0{ HIAIXIE 7|2 nEe 2 et g ot

T oHd™

2. if __npame__ == "__main__": of2H0lM C}S HEJI L& El BasicMessageSender M4
A Eo2 MEEE L2t0/EeE wAlg L Ct.

 <broker-id> - Amazon MQ7} E274{0f Cis ddst= TR IDRILICH 22
7{ ARNOIM IDE & EME = A&LICH o & E0{ ARNO| arn:aws:mq:us-

east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819¢

HA? E27{ID= b-1234a5b6-78cd-901e-2fgh-3145j6k17819%!L|C}.

« <username> - EZ 70| HA|X|E & = U= SEFT HEH0| U= HEH ALK AHEXl O|F
OIL||:|.
= .

-« <password> - EZ7{0| HA|X|E & = U= SE8F HEH0| U= EHEFH ALK &3 lLCt,
 <region> - RabbitMQ& Amazon MQ E27E M8t AWS 2|™HLICE o us-west-2.

3. publisher.pyE H4et 240t SUe CIHEE(0M CHE BHS A—UELICH
$ python3 publisher.py
AT 3o 2 AL HOld Eof ct23t Zo| E3E L.

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

3EHA|: AH|RF A L HAIX] =241
CH7|Fol A BH HIAIR|2 £Als AHIRFE MAIsiPd e 2 438t}
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from basicClient import BasicPikaClient
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class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":
# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",

"<password>",
"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

O™ EHAHO M g8t HAIRL2E S AL, BasicMessageRecieverE BasicPikaClient0dlAd
43501 B HAIXRIE AlstT (IEE B = F7F HAMEE FEELICHL

2. if __name__ == "__main__": & Ol2i0lA{ BasicMessageReciever ¥MAI2 MEE|=
I2t0|EE AFEAtS HEZE WA|RfL

3. Z=zHME C|HEEZ|oM CHE BB S gL

$ python3 consumer.py
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AL d3He 2 AdE|H HAIX| 220 2t T 718§ & et slei7t Hold Foll ZAIELICH

o =

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0",
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello

World!"'

ATHA: (%4 AL) OHIE 22 M3 W HAIX| 2H]

CHZ |20 M o] HIAIX|E AH[SHE{™ CH2 1 20 Pikall basic_consume HIME 2 284 g

ALEErLICH

1. consumer.pyO0lM BasicMessageReceiver A0 CtS HME Holg FItgLICH

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,

auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. consumer.py®|if __name__ == "__main__": OF2H0{lA{ O|T EtH|0] M |5t

consume_messages HMEE SE&LICEH

if __name__ == "__main__

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
# basic_message_receiver.get_message("hello world queue")
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# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. consumer.pyE CIA| A&st, §3 st 7| S HAIX|7 HOIE Foil ZAIELICH

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

CHS EHA

« X|E|= 7|E} RabbitMQ Z2t0|HE 2to|=E 2|0 CHEt REAIEH LH2 2 RabbitMQ & AFO|E oA
RabbitMQ ZE2I0|HE MHME X SIMIL.
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ﬁ
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RabbitMQ& Amazon MQ E2{AE HIZ M ZH CHZ7[FHol| AAIE HIAIXIE M 7Hel EZ27{ L E 7t
SxEuct oj242lol2tn 3= O]l SXlE RabbitMQ EZ27{0i 1718 8(HA)2 MSELICt E8{AE
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https://www.rabbitmq.com/ha.html

Amazon MQ JHEER} 70| =
7|&tst= St O/2{odl S X[ zloqof 5t= HIA|IX|= ali'E 6= Amazon Elastic Block Store(Amazon EBS)
EE20M HEEE 2EE|0{ Hix|2 ME|ELICH HAIXIE HIx|2 ME|stH CH7 PSS H =2 H S|
stg = JU&Lch

CHZ| ol A RXIlD HIAIX|7t 2t oHH CH7 (€0 HBHo 2 S7(3HE[D o 4 THE 20| 7Y
ElLch gLt e x|el olo|E{ ol h:___l HEZ2 St=of 7R |H e 18 HEE| BE
7t &St CH7 | S7158H7F LAl SRIELICEH HEZ| AHSZE 2 CloudWatchl| EE27{ = E X[&
RabbitMemUsed®} RabbitMgMemLimitE H|m5t0{ & QI&r 4= QU&LICH HIAIX|7F AFR EE= ALK
Z7ALt i R[2] HIAIX] =7t EX| to™ S7|53t7t =2 = &LICH.

(@ Note

CHZ | S712 HiR| 27|18 E0|H SH ERMME +71 O BotE + AU&LICH

Al ZX|E CH7 Y S7(8t EME sHZE56t2{H ha-sync-batch-size BME M835t1 Ci7|¥ &7
§P% CHAl AlZHetE HHE 20iF = 0| At& Ml BHAE WELICH

- A ZEH
« 1EHAl: ha-sync-batch-size & X &

o 2CHAH|: CH7 | S 7|5t CHA| AIE

Ct= EHA|

e 2lAa

A =

Ol RH&ME ALEstE{H 22X HEHO| U= RabbitMQE Amazon MQ E27{ AL& X7} 2{0{oF &L
Ch E2HE M5 dEg m BHE HEIXt ASXHE A8 st7LE IS0l BFE/UE = U= THE AFSXE
E A8Y + &Lt O Bolls ERE ZE|R AFEAE el & HEto| H Al(regexp) HEH2Z Lt
oF A& LI

= regexp 817| regexp T4 regexp AL 7|

administrator L& o o &
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RabbitMQ AtEAHE ddstn ALEXL B & HetE 2t Elst= Sl CHEh XhMIE L& 2 User EHa
S 2=x3HM2.

1Et7|: ha-sync-batch-size 2% M

CtS MitoME HEFHo|MH MHEl= 2E CH7|Q0 M8k|= HME FItsts W2 Eo{ELICt
RabbitMQ & 2& 0|Lt RabbitMQ Z 2| APIE A E = U&LICH XtA|EH LI 2 RabbitMQ & AIO|E
oM Z2| Z{1 212 =M 2.

RabbitMQ & 2£ & AI&3l04 ha-sync-batch-size HAME XM E35te{H

1. Amazon MQ &0 212I&L|C}.

2. 2% EM FoM Brokers(E 7{)8 =g

3. HEFHZEo|M A MRS Z27{o| 0|2 MEdEHL|C].
4

=2 271 H0|X|2| Connections (.'d Z) MM A RabbitMQ & 2£ URLE ME4EILICE RabbitMQ
H Z2E£0| M EEtR KX B E= Fof

H2 7] ZE|xt 230l 2ot 015 HEE AF85t04 RabbitMQ # &0 2218 Lt
RabbitMQ & £ 2| H 0| X| A Eto{l M Admin(Z2|kH)S MEiSLCt
Admin(Z2|At) I o|x|2| 2 EF B M Z0i| A Policies(H2) & =g LIt

Policies("&%H) | O|X|0{| A EZ7{2| $4XH User policies(AHE At HH) SE2 =2 =
policies(AtE Xt Z32&H) of2H{0d| A Add / update a policy("S&H F7HUCIO|E)E =&

Io
o|=0
ok
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© N o O

(® Note
7|2 o 2 RabbitMQE Amazon MQ 22{AE|{= ha-all-AWS-OWNED-DO-NOT-
DELETEZt= 7| HE27{ Ha1}t F7H MHEELICH Amazon MQE EE7HC| 2 E CH7|Y
Ol Ml E 250 SAZl1 CH7|¥o| RIS 2 S7(8tE|=5 o] HAg elghLict.
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TAELICH

9. MEZ7 Hxig MM35ed8 Add / update a policy(H& F7}/40|0|E)0l| M CHS

a. Name(O|&)ol 2| 0|§S LU=FLICHOI: batch-size-policy).
b. Pattern(T{E)0l regexp THE . *& U24FLICt O] B2 HAO| E27{9| ZE 7| ¥ L%

ghlct.
c. Apply to(H& CH4)e| EELCI2 S5 0{ A Exchanges and queues( & %! CH7|Q)E MEHE
L|C}.
d. Priority(®M &%)l vhosto| M E CIE 2 E HMELCH 2 H4-E =gt x[HE
AlZtol RabbitMQ CHZ (|4 2 wetofl 25| stLtol HA Ho| &2 M8 = A&t
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MEFSEEH Amazon

f.  Add/update policy(Z32 F7H/4O|0|E)E MEELICE

10. M E280| User policies(At& Xt HE)o| S50 EA|Z|=X| & lgfLCt

RabbitMQ # 2| APIZ AF&3104 ha-sync-batch-size A& X &35} 2{H
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=2 271 H0|X|2| Connections(91Z4) 4lMoi M RabbitMQ & 2& URLZ 7|S & LIC}. Ol= HTTP
LEAM M85t HEFH A= EZQIEQILCY,
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https://console.aws.amazon.com/amazon-mq/

Amazon MQ

® Note

#at #udt pppns 227 oHa| Kt e

_

219l 215 HEZ HirMe. thi7|Hd

SIE|X| f2 MHIAIXK| =2t 37|18 7|&E 22 ha-sync-batch-size Zk(100)2 ZH35t1
HXsHok & £ Q&LICH HEF A= ZQIEE 0o|Fof 7|E8H URLE HIELICH.

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"pattern":".*", "definition":{"ha-sync-batch-size":100,
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

"priority":1, "ha-

7. B=Z7o| AEX GAol| M AOo| FILEIRAE= K] FletedH

2 EHMS LhFgfLo

curl -i -u username:password https://b-589c045f-f81n-4ab0-a89c-co62elc32ef8.mq. us-

west-2.amazonaws.com/api/policies

2EHA: TH7 |2 S713H CHAl A%

H27{0] M ha-sync-batch-size HX&E &8t

RabbitMQ & Z& & At&5t0{ 7|8 S7I8HE CHA| A|Zf5te4H

(@ Note

RabbitMQ &l Z2&& Hed™ o Ak& M 1EAH2f o[ XIHE A xotMlR.

1. RabbitMQ ¥ 2£ 9| | 0|X| & EHoi M Queues(CH7|)E MEHEHLICE

2. Queues(CH71) mO|X|2] All queues(ZE CHZ Q)M LAl SX|E CH7|FE &H&LICH

of U S7I

Features(7|S) QoM M8t M| HA 0| O|F(0d:batch-size-policy)O| CHZ|Z0f & A|x=|o{of
gruct.

3. E0{EHIX| A7|2 S7I3t ZEMAE CHA| A% 6tE{™ Restart sync(S 713} CHA| A[ZHE MELF
L|CF.
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® Note
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Map<String, Object> args = new HashMap<String, Object>();
args.put("x-queue-mode", "lazy");
channel.queueDeclare("myqueue", false, false, false, args);

3.12.13 O|& 2| 2 & Amazon MQ for RabbitMQ CH7 €2 7|2Xo =2 K|
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HAIR| X|&HES g4385t2{0 CH7 Q¥ S durableZ MRSt HIAIX| ME 2EE persistentZ A
e = Ql&LIct ch2 2| oX oAM= RabbitMQ Java 22H0[Q1E BtO|E2{E[E AFE 30 XIS T 7|
Ug MASHE WS EoiFLIch

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

CHY|¥E XISEo 2 7435t CFS 0| XMQF 20| MessagePropertiesE
PERSISTENT_TEXT_PLAINSZ M%A3l0{ P+ HAIXIE CH7[LHol 2 = J&LILCH.

import com.rabbitmq.client.MessageProperties;

channel.basicPublish("", "my_queue",

FTAL XIS G NS -
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MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());
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// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1)
® Note
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ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

@ Note
RabbitMQ AtHt 22+0|21E Bto|E2{2|0M global E2Ho| 7|27t falseZ MHEEE
12| oAl ZtEHS| channel.basicQos(10)2 2 EAd8h 4= Ql&LICH
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celery -A app_name worker --without-heartbeat --without-gossip --without-mingle
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ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);
// apply retry logic
}

(@ Note

OfZ 2|70 M Connection.Close HIAHEE AI&35104{ @IS SR5IH RIS UHERXA
77} &8st E|7HLE EB|7HEIX| f&LCH

Celery 7+ 229


https://www.rabbitmq.com/heartbeats.html

Amazon MQ TR 7H0|E

RabbitMQ E27{& ZciA! Ch7 | v2 & A5}

Lo

CtEat 22 g5 7ide flei EE27{ AT HAH 3.10 & 3.1100M 224l 7 v2 (CQv2) E EHststs
Zd0| E&LICH

- HEZIMSZT HA
« AH|XFAS 71
« AH[ZTL HARIS| ST E WEHE & UTE HIAZE MEF 57

-

3.12.13 0|4 2| 2 & RabbitMQ& Amazon MQ CH7|Y¥2 7|2X 22 CQv2E AFEELICt RabbitMQ

=
=

=
2 Amazon MQ2| =|Al HA o2 aB|0|E5tE{™H 2 & ESHAA|

o Hu

.27
CQv10i A cQv2Z oto|zzio|Mst 7|
CQv2E At8stt{H HAN 7|s EHZLE %giPﬁHOF gHLICH classic_mirrored_queue_version
7l Zci20i| CHE AEMIEH LEE 2 7|8 Eci3E & 4stste WS AR AAIL.

rh

CQv10iM CQv2Z Oho|2&j|o|445tEd™ A CH7 | Z4%4
IZH7|°4 7“'"”2 =|J"oH0|= gtLIC} queue-version 2 ™

CH7 | HAMo 2 CQvE #M3tste Widof O
=

RERSE
EH7| %.:L’E 2.

£ ddotHL ™M 7| o7t = AHE TIE
M Mol CHEF REMEH LIS 2 2 R ZstAl Al

Het XEAMIEH LIS 2 RabbitMQ M| Z2H4)

_>.:

P

of

Oto|adyo| M2 AlEHSHZ| MO CHE %=1 s ZE A E 2= Zd0| E45LICH

Ci7|8 BME AL8ste 22 t7|¥ S A AlstH CQuvz Ci7|€ol caviZ Ch2 as|ol= &L
RabbitMQE Cl|A301 Rl CHY [ E3E HEtsl 22 CQv2 CH7|¥E CQv12 T2 8|0[=5t K| &f
£ Aol E&LIc M7t 2 Oi7|gel E2 o WEol HIZ 2l ALS 3ol Bt o AlZhol 2] A3 +

&LCt.

FHMoIMHE Amazon MQ LHS| & &S MHEELICH £ AWS A ™ol Cis CH S &2 & o4
g 4 Ql&LICH ANEt Z7IE 2A 5248 Amazon Web Services &t 2FZx o] AWS AMH|
AESHH L. YO|O|EE St = Bt S7t7t M8 E T EA|LIX| &f&LICH Amazon
CloudWatch?| $4x 14 &= & & Qlot= ol CHEF XEMIEF LI 2 Amazon CloudWatchE AHE 5t
01 Amazon MQ EE7H ZLIEZ & & X 3HAl

|

RabbitMQ E27{& Z 24| C7| v2 EA43} 230


https://www.rabbitmq.com/docs/feature-flags#how-to-enable-feature-flags
https://www.rabbitmq.com/docs/persistence-conf#queue-version
https://www.rabbitmq.com/docs/persistence-conf#queue-version
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html

Amazon MQ

JHeER 7Hol=

- HE2 7

-« OIoIH M%

- APl %

=227

CHE E 0= RabbitMQ& Amazon MQ EZ27{2}

gt

H=Z27{ 0|

g2lMg BERF £
HZ2 G Hot O

CloudWatchOi|AM 2 LIE{R = ActiveMQ CHat
(CH7| & =A)

CloudWatchOi|AM 2 L|E{@ E|= RabbitMQ CH&
(CHZ 1)

B227{C Eja

ClO|E M&

HHE FEF 0| LIFE|o] &LICH

Ad404
=o

HZ27 2| 2 AWS HZH LA 1S5l oF
ghict.

1-50X}0{OF rL|C.

st ASCIl 2xt Zlgtol| x|ME 2x}

CloudWatch= &2 1,0007H CHAMOF 2 L|E{2Et
L|C}.

CloudWatche= AH|XF =of (et HEE CHA S
*S 500712 2D LIE{&ELCt.

50

CtS E 0l = RabbitMQ& Amazon MQ H|O|E{ AEZ|X|Qt BEAEl EE 0| LAL(o] l&LCh

=27

231


https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ TR 7H0|E

St AdH

— 1 = O

L2BEHEHY AEDX| F mq.*.micro QIAEA R EHZ7o| AL
20GB. Amazon MQ QIAEIA Q3o Z+8t KHA|
8t LI 8 2 Broker instance types &S & =&t
M.

CHE H2HY AEEX| 8 mg.*.*large QIAEIA R EH=Z7{9|

ol F=e
200GB. Amazon MQ QIAEA S&of &8t &}
M8t LI 2 Broker instance types EHHE & =X
SR,

APl =4

OIS Z M 8222 MH|A CHEEZEE fX[5H7] 25 2 E Amazon MQ APIOIA AWS A/REHE=Z ElHE
LICt. Amazon MQ APIO]| CHEF AFAM|8H LI 2 Amazon MQ REST APl X & & X SHMIR.

/A Important
O|EqE & EH & ActiveMQE Amazon MQ EE = RabbitMQ& Amazon MQ EZ7{ HIA| & API
o M8XX|X| et&LICt 0 & £04 Amazon MQ7t HIAIXR| & = 412 ZHGHX| et &LCH.

0]

APl £ Bt

o
H1

APl =7t &&

100 15

APl =H 232


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ TR 7H0|E

AWSOIM 22IRE Eot2 715 S5t H AMztstL|ct. AWS TZHe Eotof 71& Eotof glztst =&
ol 7 Aol BEStES FRE CIOIE ME| & HERZ ot 7|HRX{ | s S +& = U&LICH

Hot2 AWSS} 7istel 5 MelLich 25 M DUe 0] AR S Betesol Hot U FEHeC L

Hotoz Mt

. BEtecol Hok- AWSE AWS S 0lA AWS AHIAE Afshs QTS B S ELICH AWS
S EE O N AL E 4 Qi MHIAE MBELICH EHAL ZARHE AWS T8 4 Z2 339
Ystoz 2ot ME HIIMOR HAEST HEELICH Amazon MQOI M8 ElE 7 E4 T2
2ol CHEt AFMIBH LIS S 75 4 Z2 ol Moo S5t AWS MHIAE HESMR

. 2EHPC L) 2ot - FIstol Mele st AR st AWS MuIA0] ofs) ARELICH E 8t Fste o
OlE{Ql BIZHE, BIAt 7 AFE, BHEd WE W FHS HIRE 7|6 240] CHaME #elo| Lo

Ol MEME Amazon MQE M8 I 25 MY ZYUS B sHs WS ofshsts ol TR0l g
Che oM Hot 2 78 £4 Sxio] 27 Amazon MQE TAdsHs wg HoiSLich £t
Amazon MQ E|AAE ZLIE{RSt T E35tE ol 20| Tl CHE AWS MHIAE A85tE YWHe

ot LICH.

|

« Amazon MQQ| Cl|O|E E3

« Amazon MQ2| Identity and Access Management
« Amazon MQO{| CHet # & 0l

« Amazon MQ2| 5 ¢4

« Amazon MQQ| 1 g} H ot

« Amazon MQO]| CHEF E oF B Alg|

Amazon MQZ2| H|O|E{ &2

fok

AWS =5 Q] ZEHIES Amazon MQL| HIO|E| E30i MEE/LIC} o] ZEAM MHS=E ZdXH AWS
= DEAWS ECIREE AYSs 2EH QIZEIE ESE AMo| USLICH o] 2 ZEIoM S ARE|
= ZEI=o| gt Mo{E | XISt W2 AFSXtS] MAURILICH AH&dt= AWS MH[A Q| H ot 244t

e 2rdof cHEr M AFSXHo A U&LICH HIO|E Z2to|H Alod| CHEF REAIEH LHE 2 HIO|E Z 2t

o

HolH 2= 233


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq

Amazon MQ JHEERL 7H0| =
O|HHA| FAQE & ZSIAMAIL. 3ol T|o|Ef E5of CHEt AFAMIEH LI 2 AWS 2o EE29| AWS 2
= &Mool ool Ol GDPR 21 HAIEE X5 AAIL.
CIOIEE E3stedt AWS AY 2ot 215 HEE 25511 AWS IAM Identity Center B = AWS
Identity and Access Management(IAM)2 S35l 7HE AL AL A™HE HH5t= 20| E&LICH of2{st &
Alofl= Zt AR X7 REAle| 2R E S AIS| o|dste O Ze s Mot 2o{E/L|Ct T8t Chgat 42
deHo 2 H|0|E|E E 55t Zd0| E&LICE
« 2t A™Hol 55 QIS (MFA)2 AFSELICH
« SSL/TLSE AI835I0{ AWSE|AALR} SAIELICEH TLS 1.2 E 40|04 TLS 1.38 HAELICT
- AWS CloudTrail(2)2 API L AF2 A 5 22712 ML
« AWS &53I £F M2 AWS MH|A Lo 2E 7|2 E ot Mo{et &1 AtE L Ct.
« Amazon S30{| K& El 21Zt 8t Cl|[O|E{ & AAMStT E5 5= Ol 20| &/= Amazon Macie?t Z2 1
= eld 2o MH|AE AFSELIC
- BHH QEH O0|A E= APIE S5 AWSO| HMAE I} FIPS 140-2 25 E 2535 ZE0| E
Qe B, FIPSAUEZQIEE ALSELICEH ALE 7tS 8 FIPS AIEXZQIEOf CHEF XHMIEH LIS 2

FIPS(Federal Information Processing Standard) 140-28 & X35t A AIL.

BEIAE

(o]
\
-

UNELER8 HE=ElOL O|F HEQ Z2 Atf YA HAE
L|C}. 0{7|oll= Amazon MQ EE= 7|E}F AWS MH|AOIAM £, API,
50 Zd5tE A7t ZEELIC O|§ol| AFEEl= B == At
E ClolEHE HF & TIE 230 AL E = JU&LICH 2/F Mo

O =2 T AAHEH
&35t7| @I 2ot 215 ME E URLO| Z&&ME o E

o Iy
o

2y
rir

b
o

M

Borr St

>
2=
%

2
0

OH Im | 1% 2
In

ol
e
ol

pe|

-
__

ol

H

2|

=
Al

Amazon MQ for ActiveMQ2} Amazon MQ for RabbitMQ EZ27{&92| A EZ27{ &l 2&
Amazon MQ APIE S3all EIAAE e I EE27{ O|F0ILt AAEX} O|F il 7HQ! 4]
= 7IE 7|2 HE = T HEE AMAESHXA| O MAIR. HEF O|F I AHE XL O]
CloudWatch LogsE Z 504 CHE AWS AH|A0] HA|AE LICH 227 At&Xl O|&2 7H

CilO[E{Lt 2IZ Bt Cllo[E{ofl AF& st {Eh Zdo] ot Lct.

=E|
=

2 Ol
_I_AAII=|

o

ot & 3}(Encryption)

‘_
Rl

|C}. Amazon MQ

>
=
%

> o

oo :|0
rtn
OH

o I¥

i rC

0.
O 1o |-0||

2 1R
o> mjo X
Zoxrr

oo
_ITI_

fjo
A
e
ok

2t 3 3H(Encryption) 234


https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

Amazon MQ TR 7H0|E

AMLZSE AEstH f5st H £ A A 27 Aol ZE 2otof BIZ e ofZ (A 0[ME
TE5E + U&LCH

Amazon MQ E 271 AtO[e]| 2 E HZA0ME TS HE ESHTLS)E M85l TS & A 53 E XS
gLt
=

Amazon MQE S5 AEf0I7LE T% S92l HIAIXIE %55t 7|2 2 55hstod ohaista| 2hal U xR gt
LICk KEAIBH LI 2 AWS Encryption SDK 7HEF X} QHLHME &R SHAIL.

& = of 55

Amazon MQE AWS Key Management Service(KMS)2t S8t t|o{ EHEH MH & &5 35 2 MSEL
Ct. Amazon MQE | % Al CIO|E{E &4 &38|t

ActiveMQ& Amazon MQ E £7{ EE = RabbitMQ& Amazon MQ EZ27HE M-dE [ Amazon MQO]|
M X% CIO|E{E & &35t Ol AL E AWS KMS keyE X|HE = U&LICH KMS 7|8 X|&H3HK| of
S ™ Amazon MQ7t AISSE AWS &% KMS 7|& Mgt AFEEfLICE Amazon MQE 34X CHE
KMS Z|& XI§ELICH KMS Z[ofl CHE REMIBH LHE 2 AWS KMS keys EHHE R ESHAMIR.

H27{E MM | CtS & 5tLIE MEHSH0] Amazon MQ7F €535 7|2 AR
&LCt.

et
0%

=
=

mo

T4

nk

Fa o)
T/\/\I

« Amazon MQ £ KMS Z|(Amazon MQ owned KMS key)(Z|&%}) - 0| 7|= Amazon MQ7} AR5t
T 22|sto AP A H-Eofl &L,

« AWS ZH2|E KMS 7| - AWS Z2[&8 KMS Z|(aws/mq)E AFE A HH Q| KMS 7|2, Amazon MQ7}
AMEXRCHA MM, 22| & AFE R LICEH

- 7|Z D HE[E KMS 7| ME4 - T BHE|[" KMS 7= AF& X7 AWS Key Management
Service(KMS)0i| A ‘d+dstm g Z|&hLct.

/A Important

FlAag o+ l&LIcH HMA HEHE FAsHoF St B2 EZF

A
of

» Amazon Elastic File System(EFS)2 At&35t01 H|A|X| CIO|EHE X% dt= ActiveMQE
Amazon MQ E27{2| 32 Amazon EFSO{| At& X} A& Ol KMS 7|E AHE5tE S Fofet ™
B2 F|AStH HME 204 FATFHIE MEL|X| i &LICH.

« EBSE AF23}0{ MA|X| E||0|E'|E X Z 5= RabbitMQE Amazon MQ 2! ActiveMQE
Amazon MQ EZ7{2| Z< Amazon EBSOi| AL X} O KMS 7|E AIESIES 048 ™

SEEOTEE 235


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

JHeER 7Hol=

Amazon MQ
gt2 HIZ G35t AR of 2F 8t ALt #45HE Amazon MQ7t EE2HE | XISHX| R85t
d5 M5t SEfZ HEE £ A&l
- 7|15 HIZEEFAL 7] AME ofofst B 7|8 ChA| #4386t 7LE 7| AIMIE #astn 2
2HE fxIE 4 A&Lict
- 7| HIEgEs E= HE 2o FAs HE MR gf&LICH

RabbitMQ& KMS 7|2 Et2 CIAEA HZ 78 MMM F 72| CreateGrant O|HE 7} AWS

CloudTrailoll 24 E g 2 = U&LICh & H O|HE = Amazon MQO|AM KMS 7|0 CHEt HEHS

MASH= O|HIEQIL|CH F wHm| O|HIE = EBS7} EBSOIA Al2E HEt2 MAIst= o|HIEQIL|CH.
2

o= - L

CreateGrant AWS CloudTrail 21 &= B QIAEA HZ 7

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

I,
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:107",

"mfaAuthenticated": "false"

}
},
"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
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"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaafSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
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{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
},
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
I
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
I

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

RabbitMQ& KMS 7|& At&35t04 E2{AE HIEZE M5t 5712| CreateGrant O|HIE 7} AWS
CloudTrailol 2Z4E A& 2 = U&LICH M F 7HX| O|HE = Amazon MQO{| CHEt HEHE Md5t=
O|HIEQIL|C}. C}2 M| 7HX| O|HIE = EBS7} EBSOIAM A28 HEH2 AMAdst= O|HIEQIL|CE

CreateGrant AWS CloudTrail 21 &= 28{AE Hi{=Z

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"

Iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"
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},
"invokedBy": '"mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

3,
"responseElements": {
"grantId":
"Qab0ac0d0b000f00eaddccaleddfcOdbcedddcO00TO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
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"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"
}

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",

arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"

1,

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

b
"invokedBy": "mqg.amazonaws.com"
b
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmqg.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mqg.amazonaws.com",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
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"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EBS T ddol cHet o|'HIET} 371 EAIELICH

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
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"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

}
1,
"operations": [
"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
1,
"responseElements": {
"grantId":
"0ab0ac0dob000f00eaddcc@aleddfcOObce@ddcO00f0000000cObc@a®000aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
1,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": "Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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{
"Version": "2012-10-17",
"Statement": [{

"Action": [

"mg:*",
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
"ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs"

1,

"Effect": "Allow",

"Resource": "*"

3. {

"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {

"StringEquals": {
"ec2:AuthorizedService": '"mq.amazonaws.com"
}
}
1]
}
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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(o]

Fd: vpc 2lAA0]| CHB ec2:CreateVpcEndpoint.

2
104

: subnet 2|AA0] CHEF ec2:CreateVpcEndpoint.

2
2

- security-group 2lAA0| CHEl ec2:CreateVpcEndpoint.

2
104

:vpc-endpoint 2|AA0| CHE ec2:CreateVpcEndpoint.

2
2

:vpc BlAAN CHEt ec2:DescribeVpcEndpoints.

2
104

: subnet 2|AA0] CiEF ec2:DescribeVpcEndpoints.

2
104

: vpc-endpoint BlAA0| CHEH ec2:CreateTags.

2
2

: log-group 2IAA0| CHE 1ogs: PutLogEvents.

2
104

: log-group E2lAA0{ CEF logs:DescribelogStreams.

2
2

: log-group 2l&A0] CHEt 1ogs:DescribelogGroups.

2
104

: 1log-group E2[AA0] CHEF CreateLogStream.

« X4: log-group 2lA A0 CHE CreateLogGroup.
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« 23 382 M35t Amazon CloudWatch Logsoll E27{ 23 & H A& LI|CtH

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

I
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc/*",
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

},
{

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

1,

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"
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"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",
"Action": [
"ec2:DeleteVpcEndpoints"
1,
"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/AMQManaged": "true"

"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"logs:DescribelogGroups",
"logs:CreatelLogStream",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmg/*"
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* CreateConfiguration

* DeleteBroker

* DeleteUser

e RebootBroker

 UpdateBroker
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* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

e DescribeUser

» ListBrokers

* ListConfigurationRevisions
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-delete
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-delete
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#rest-api-broker-reboot-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-put
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
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* ListConfigurations

e ListUsers
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 CreateBroker (POST)
CreateUser (POST)
UpdateConfiguration (PUT)

UpdateUser (PUT)
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#rest-api-users-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-put
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-put
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post
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"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
},
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
},
{
"username": "MyUsername456",
"password": "***",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",
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"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

1,
"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mqg:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3i145j6k17819"
1,
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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/aws/amazonmqg/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general
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activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-2.10g
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}
(@ Note
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
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« CreatelogStream— X|™HE 23 20| ChEt CloudWatch 21 23 AE RIS AMFHLICH.
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ChS 2lAA 7|8 HM2 logs:CreateLogStream & logs:PutLogEvents Of CHEH #HEtE Fo48
LICH AWS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": { "Service": "mqg.amazonaws.com" },
"Action": [ "logs:CreateLogStream", "logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}

O| BlAA 7|8 MR 2 HEd0f| EA|El AWS CLICHE E At235t0{ F+A45H0F &rLCt. O of| Mol A
us-east-12 A2X 199 HEZ HFELICE.

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":[{ \"Effect\": \"Allow
\", \"Principal\": { \"Service\": \"mg.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \"logs:PutLogEvents\"], \"Resource\":
\"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }]1}"
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "mq.amazonaws.com"
1,
"Action": [

"logs:CreatelLogStream",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"mq.amazonaws.com"
]
1,
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:mq:*:123456789012:broker:*"
3,
"StringEquals": {
"aws:SourceAccount": "123456789012"

ActiveMQ 218 Amazon MQ 74 304



Amazon MQ TR 7H0|E

=S CH2lxE 2ot Ex[ol 2Het RiMEH LIE2 A& B M| ESE 2R EXE BESAL.

27 F+M 27 12 CloudWatch

ZA<20f e} CloudWatch 217F A CHZ 2 S35HK| ot = QU&LICH o] oM E YAl BA
of Ciet 7HR E MSstn sHZE wWHE Le{ELIch

23 J&0| EAIE|X| 288 CloudWatch

Amazon MQ AtEXI0{#H| CreatelLogGroup HetE F7t5tn EERFE AMEEELICH O|& &3l
Amazon MQ7t 211 228 MAIsH 4 Ql& L}

27 AEZ|0| CloudWatch 21 10 LIEFLEXR| &2

Amazon MQOi| CHeF E|AA Z[8F HAE FEELICEH 0| Sl E27{7t 238 HAE + U&LICH

RabbitMQ Amazon MQ 21 F4d

3t5t™ Amazon MQE MH|A 42 A¥ S
M e [ Amazon MQ AMH[A @4 @
= 4% Amazon MQUIM AtS2 2 dMEHLICtH O|F 2| 2 & RabbitMQ EE27{= S YEH AH|
2 AH85to{ a8 AAIFLICEH CloudWatch

el
oo
[e][}

P

o4
A

RabbitMQ E 2 7{0{ Ci & CloudWatch 2Z & &4
o Yt 21 & HAIELIC} CloudWatch E2 7

A
o

=

=

i
w
o

H
o474
=

>

TN

7 Agof CHEt XEAIE LIE 2 AWS Identity and Access Management AtE A A{9| MH[A
A dE A28 FHZESHME Amazon MQ7F MH|A 1A &S AFSste Wl CHE REMIEE LI 2
|A& 944 g A E" HEHE BXRSAML.

x
T
o [>
% e

the section called “A{H

RabbitMQ Amazon MQ 21 74 305


https://docs.aws.amazon.com/hIAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html

Amazon MQ TR 7H0|E

Amazon MQJQ| &r&Haf

ICt &7 AWS Hl'Hof CHa ot 223 & 04
5t24™ Amazon Web Services &8H X 9| AWS AH|
St 8t B7t7F MEE Fo| EAIZ|X| &LICH Amazon
st &redodl CHSt REMIEH LH® 2 Amazon CloudWatchE AHE 5t

o
=k
pal
=)
x
o -
>
3
Q)
N
O
=)
=
O
-
10
g'l_-
ofl
u
mo
o3 mx
0F
g'l_-
O

CloudWatch2| 4
04 Amazon MQ EE27{ &

|

- HE27

» Configurations

- MEX

« CIOIH M¥

- APl %

227

L

CHE E 0= Amazon MQ E=7{2t 2HEAEl & Z 0| LIdE|of &LICH

He L
EZ7{0|& .

AWS Ao 180 g LIC}.

1-50Xt0{0F & L|Ct.

227 306


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
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RabbitMQ& Amazon MQ: HZEl 7| AWS Key Management Service

« INVALID_KMS_KEY ZIE 2l 3HZ
+ ActiveMQE& Amazon MQ: EF2ix L E
ActiveMQ& Amazon MQ: E27{ H 2 2
+ RabbitMQ& Amazon MQ: C|A3 A&t Z&2
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E #dst= Qo E&LCH

1. g5t Slof Q= B2 70 Q44524 st=X| &OlgtL|CH EH2 7o CHEt HHAE 55T E W
gtdg FLdshor & == A&LCH

2. Yot A0l FIPS A=ZQIEE AHE5tod E2740f (ASt=E 0| REX| = UFLICH Amazon
MQ= APl U2 AHEE [ FIPS QI= ZQIED X[ St H, HE7{ QUAEIA XpA|of| CHEF 2H0J0 ==
& AZo| sl M= XIstK| et &LCt

3. EE7{2] Public Accessibility(THZ 2! AHMA 7t5d) SM0| Yes(M)E A E|0] U=X| EQIE

= L|
Ct. 31T S440] No(otLIR)2 HHE Z2 MEUH| UEST HMA o] SF(ACL) HEIS ol
LCH AF8K XI'H HEST ACLE HME B2 2270 CiEt HMHAE MB35t7| 2lsH HEH
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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* OpenWire — £E 61617
« AMQP - ZE 5671

« STOMP - £E 61614

« MQTT - ZLE 8883

« WSS-XZE 61619

RabbitMQ& Amazon MQ
« 24 U AE|API-ZE 443 2 15671

« AMQP - ZE 5671

5. 27| AT K| thal TS WIEST HP HAES NHELIC

(® Note
HEZ HAA 7I5M0| GPeE EE2 72| B Amazon MQ EE2 719t S8t Amazon VPC
LHS| Amazon EC2 QIAEIANM HIAEE AYS T SEHS WIeLICt.

Amazon MQ for ActiveMQ
ActiveMQ& Amazon MQ E£7{2| U EL3 S E|AESIE{H
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Amazon MQ
£0

§

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

rok

27t 435tH S0 Hix
Non-authoritative answer:
dns-resolver-corp-sfo-1.sfo.corp.amazon.com

Server: -
Address: 172.10.123.456
ec2-12-345-123-45,us-west-2.compute.amazonaws.com
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
U5 oF B LIt O]= DNS A{H{of
g = USE LIEHELICH
EE M
Q8 A

12.345.123.45
—

EHIP FA9
EtAZ 0|

Name:
Address:

Aliases
ZE EHAERLICH A= 2l

Amazon MQ &0 XS
=
HS 81622 CHA|SHHLE &

FOIEIIP FAE
MEMHQ!I o|§0| EHIZA &QlE|1
lnet BHE ASI0{ HZ 7O HERT B2
2 A ELICH portE 2l 2£9| R X E
Z2ZEZS HAESZ{HCIE 2tojo{ A ZEZ CHA|EHL|CH
5t Connect failed

E=x

2
A Fol=

Al
=
=0
S

CtS te
A HE
FIH X

(® Note
EM/CH7| HiEZ 2| B telnet2 CH7| A= X QI
LICH CH7| QIAEIA XA 7} 4

ol otL|r EE7{9]
2 A= ZQIE RFof CHsH BHS A

HAIRIE e
ys

*F E uts
O|X|Bt ActiveMQ Z 2 M| AT}
Boll AMAE = gigLch & -1 8

M 7| QAAEAE BF EHAESOF EHLICH

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-

west-2.amazonaws.com port

TA0| 2 CHE1t Hi
Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-

FAd O] A
O ——

utok

west-2.amazonaws.com
Escape character is 'A]"

2 o|= AAFEIO| 34At
| Amazon EFS AEE|X| 2
iS04

315




Amazon MQ TR 7H0|E

« telnet 0| M358l EstablishedConnectionsCount X|EE &QlstT EZ7
7t =|CH 2tofod B o414 Bt ol TS X| k= X] = RIFLICH E27{ General 21
E AESIof Stz ol TEER| &olg = &LICH o X|E7} 02Ck 2™ $4XY 3Lt
O|42| 2Et0|ET EE 7o) ¢dZE|0] /= RULICt X|ZEoi 20| 022 EAIL|E
B2 HEFH X|E7L OIE HAEIERE telnet B2 HAEE CHA| A™StT A2 27|
™12 o4 Z|CHRILCH

21 | E9{3 CIE{H|o|A AENE &fQl5tD MEH7P
HE23 eIE{H0|A 0| CH3H Amazon VPC =
AEELICE telnet BHS AYE M HZ27{9| IP
4 mZ!0| ACCEPTEDRIX| & QIEL|Ct REAIEH LIS
mazon VPC 7t A} eHLHMO| 5§ EO B|ZE o &

5. C}E curl BHE ™S04 ActiveMQ ZHE| B 2&0f CHEF A4S &elgfL/ct

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

u]

JE0| d3stH £32 CtS1 HIR B HTML & A{0{0F EfLICt.

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>
<head>
<meta http-equiv="Content-Type" content="text/html;
charset=iso0-8859-1" />
<title>Apache ActiveMQ</title>

Amazon MQ for RabbitMQ
RabbitMQE Amazon MQ E27{0| HE Q|3 9122 E|AEStE{H

1. MEOE = BFE TS YL

2. Cl2 nslookup BHE AYS0{ EZ7{ DNS H|ZEE FE|ELICH AEZQIEE AIEX}
ME 2 A ELICt

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html

Amazon MQ IR 740l =
|7t Y3 6tH ch2a Hlx et £330 R AIELICH
Non-authoritative answer:
Server: dns-resolver-corp-sfo-1l.sfo.corp.amazon.com
Address: 172.10.123.456
Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
3. C}2 telnet WU Mslstod 22 70| HEYI BEE HAERLICH A= EAEE A
EXt HEZ oA LIch ortE H 2L B ZE 44322 CHAISH7HLE 200 B
AMQP HZE HAESIE{E B2 56712 CHAME £ JU&LICH
$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port
TP 0| Y35t CtSot ket £30| R A|ELICH
Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.
® Note
telnet 142 H X & XSS 2 EglLCt
4. CIZ B StLIE =YstM 2.

e telnet BAO| HE35tH ConnectionCount X EES &0Qlst1 EZ 717} max-

connections 7|& Yo MYE Ztol TE&HK| A SS HOlFLCH HEFH
Connection.log 21 A& AESI0] St ol TEM=X| &olg =5 Ql&LICt o]
X|E7t OECH 3 XY stLt O|&f el EEH0[HEI EE 70| A E[0] /U= RALICt. ]
Eof @Z0| 022 EALl= B2 telnet ZE HIAEE CHA| ™A LICH EE27H7 M

= dE=xolEof dde 4 gi&LIch 317
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2 XEE HAlst7| Toi| 21Z20| S2&|H ol ZZMAE HhSolfoF &
|E= OHE AAIELICH

CloudWatch
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OIF

Mo| gis ‘='E9-|°| AL telnet B™HO| E'TLHﬁP'FE' HE27{o| Etaix]
HIE-‘.’—-IEL oIEMI |& ZEfE

E{H O|A0i CH3H Amazon VPC & EZLE - OF_L ol o El
telnet BHS 3£ M I=|E9—|C‘| IP FAE 31 B
ACCEPTEDQIX| EIgrLICt. RhAIEH LHE

LR QAL 5 E 20 BZE o E FESHA

ok |.0||

(@ Note
HE 2 M A 7ts40| U= RabbitMQE Amazon MQ EZ7{0i|= O] &EtAH|7} &

= —1 T AN -

SEIX| ef&LCt

5. CtZ curl BHE AASt0od RabbitMQ 2| & 2&0i CHe 14 E 2 elg

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-

west-2.amazonaws.com:443/index.html

i80| 435t £32 ChS o HIR B HTML 2 A{040k grL|C,

o

0

<!DOCTYPE html>

<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>
; == o _ o = - J\
HE77t 4% F0|T telnetS A 5104 HZS EoIF 4+ UXIEH BEt0l
= — St A = St= A
HE Ho|MeE AT += Q11 SSL o€ "ttt U&LICH

S2I0|¢HE S| EHAE AE0{0] CH3H 215 35t7| €8H Amazon Trust Services0ll A Amazon £ E 215
Ct.

7|#H(CA)2 0|835tE Zdo| E&LICH 2 E Amazon MQ EZ7{ QIS AME 0| RE CAZ MBEEL
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https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://www.amazontrust.com/repository/

Amazon MQ TR 7H0|E

Amazon £ E CAE AIE5IH EZ2 740 2IE A YO|0|E7} & WOtCH Al Amazon MQ EZ7{ QIS A

=
ECH ol CRECY L7t glaLct

HEHE MYFRIEF B2 7 ddof Amzi&Lct

HZ27{7} CREATION_FAILED &E{QI AR C}ISES s&ErLICt.

« IAM HEtE EQIstLCH EE7{E BHEE{8H AWS 2213 IAM H2E AmazonMQFullAccess AFS
st 7{LE AF2 A XA IAM 2320 2HFE Amazon EC2 Het MEE Z &5l oF fL|Ct Z 8 Amazon
EC2 H&to CHEE XEAI8H LI Amazon MQ EZ27{E MM5l= O ZR e IAM HehE XM 2.

- H27{0] cHal MEHSH= MEHI0| 3R Amazon Virtual Private Cloud(VPC)0l Ql=X| = lgL|ct

=5 Amazon VPCO|A Amazon MQ EZ7{E M348 Amazon VPCE AR 5t= HH|AM M4
SHOF EFL|Ct.

oI

B2 77t #S2 2 OHA| A% 8 B2 OS2 0If & oiLt MEY &+ A&LICH

= Q)& LICH F7|XMS 2 Amazon
'|01| CHEE | X| 2|18 =T LIC

. of2st Tud x| 2tE| 7|2 R0 EZ T CHA| ARHE|QIS
MQE= MHIAIX| EE27{9| StEQ0], 2L AMA E= AT AZEQY
S K| #e| 7|7t2 Ch5E xR HIAIX| 22 7{of CHEH of| F &l &t 2} ZICH 2AI1ZHHR| RIS S £
AELICH E27= 2A17e| R X[ 2E| 7[7h & HXE CHAl A —“F A&LcH E27 RX| e
7|20 8t REMIBE LI £ the section called “E 27| §X| ZE|” BHHE2 F XM 2.

. 227 AAEA S0l hEEIA0IM AR 0| MBS K| B2 4 UBLICH KIS S0,

mq.t2.micro0iMH ZE2EEHM I ECE AMAMSIH HE 7 2447 B2FMNE = U&LICH CPU A

EE0| =ML EEAH HZE| ALEF0| 2™ EE {7} of7|X| &7 ChA| A|ZHE = RELICH EE
717k CPUSt HIZE|E HotLt Ar8 et U=XK| Hlst2{™ AT ol &&= CFS CloudWatch X|E

E AMEFIAAL.

ofr

2l Amazon EC2 ZHFE RA(ECU) B H277H # A8 ste
QIBLICH ActiveMQ JVM HIZE| 3t 5 HE7{7} #x] AR 5HE
=3

« ActiveMQ& Amazon MQ -
22 Cpultilization2
(@]

oo 18

HI2 & HeapUsageE &2l

« RabbitMQ& Amazon MQ - &% E Amazon EC2 A& & SX(ECU) & EZ7{7} #xH Al
835l= HI€2 SystemCpuUtilizationg EQIELICH AFEEl RAM EE(|:|P0|E)2
RabbitMQMemUsed2 = I3t RabbitMQ = E0|M AL 5t HEZ2E HIZ2 Y 4t
RabbitMQMemLimitZ Lt L|Ct

BEEZ7HE YK E27 Yo HmRH&LICH 319
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HE7 QAHA R U I 2 of MEHst QAHA RS MEHSI = ol CHEt AtMIE LIS2
Broker instance types Bt XML

22X 314: ActiveMQE Amazon MQ
O| EHdo| HEE Ar&3510{ ActiveMQE Amazon MQ EZ27{E ALE & [l dH g £~ @l Yitdel B

ME Tlthstu s 2de + U&LIC

At

- 222 g5z 230l E27{9| it 2L} ZH Al CloudWatch 238 £ £ giauch
_I

AR S S| #E] 712H0| XILbed AER7H RUNNINGTE ZTHatE 22 7{0f 94238 4 g

ne
I
il
[af]
o
I'_‘P_

E= EH270| &L BHHCHE SCI0[MEE 64

i
rr
ot

= &L

Zodg =&E [ ActiveMQ 2 £ 01 M 04 2| org.apache.jasper.JasperException: An exception

occurred processing JSP page2(E) 2 & A&LICH

M= 20| EE27Ho| bt 2Lt ZHAF CloudWatch 2

270{|M CloudWatch E2 710 Cigt 238 = + 9l d< O

Ojo
fjo
02

Tst A2,

-

. HEHE MESHLE MEES= A8 ALO|A logs:CreatelLogGroup ™EHO| Q=X & IELIC
MEXR7FEEHE MM HLE MEEISHT| Hof CreateLogGroup HEHE AMEXHO| A F7H6HK|
eto™ Amazon MQ7t 21 O&2 M sHX| et& Lt

2. Amazon MQ7} 238 LogsHl AAIE = UEF oA 7|8 HAME FHM=X| EQIStAAR.
CloudWatch Amazon MQ7} 21 21 I 20| 238 AAISIEE 523524 Amazon MQ7} CHS
CloudWatch Logs API 2 doi| HMIAE = UL T BlAA 7|8k HMZ A5 A|2. CloudWatch

+ CreatelogStream— X|I™HE 23 2 &0 Ci$t CloudWatch 21 21 AE RIS MMEhL|CH

« PutLogEvents— X|™EEl 21 CloudWatch 21 AEZ|oj| O|HEE MEFLICH

235 230 AAISHES ActiveMQE Amazon MQE F5t= Yol CHEr RHAIEH LIS 2 2 T4

g X35 AI2. CloudWatch

EA 314 ActiveMQE Amazon MQ 320


https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html

Amazon MQ TR 7H0|E

H2 7 AR E= |X| 22| 7[ZF0] X|LHEH &E7F RUNNINGH Z HEHT
H27{0]| AZ8E =+ ol&LICt O|R?

HE2FHE CtA| AERLE, of| 2FEl R K| 22| 7|Zto| 2= E —?— =7 °|é HAT 85 E|= Eol
O[HEZR Q& 4 EAX7t &g = UELICH F 42 25 HEFH MAIE £ o4 EXl= E27{9
Amazon EFS & Amazon EBS 2EE|X| 280i HIHA Moz OI2 0] Dﬂ/\lxlﬂ ERH5t0] 2

= QA& LICH CA| A|EH 6= &9 Amazon MQE XI&E HAIXK|IE AEE|XIHM EE27H HZEIR
gtLIC} o] TIEHS &2l6t 7| 2I8H CloudWatch ActiveMQE& Amazon MQ EZ7{0i CHst CHS X|EE
LIE{RE = A&t

- StoragePercentUsage — 100%0|7{L} 100%0] 2&& =2 HIEZE Q& EE2 77 12 HE
st & ola| ot

T AAHE

« JournalFilesForFullRecovery — 5t =25t CHA| A|ZHEH & M2 XD ot =&
LIEFHLICE Z2EOl BIt6HHLE XIS R 12t = oM™ CHA| A|ZHEt & 04 BA|I7F 2 ME = Qe

SHELIX| of 2 EHAMO| EAIELICH

 OpenTransactionCount — R{A|E = 02 Ct 2 A= EE7{7} O|TI0f| At 8 HIAIX|E X% st
0T A|Z22 o4 EX(7 S Mg LIct

ol 28 sZ51248d rollback() £ commit() & SHLHE AL 5H0f XA EMME sHHsts X
ol E&LIc. AHAIEH LIS S 2242 T, rollback()2(E) AH85H04 XA ERMME sHZsts 2= of

ME H2{pd XA ERFM =27 CHIS BESMAIL.

- —1L—- 1

o

US 20| S B2 HAE|E W CHE ZEH0IMIEE MIEE £ o

CHE 2210

EH 2717} RUNNING & EHO|H L& 2 EFOIO*EE Bz 43Xz 9_4754%* = oHC
=22 00 e = A&LICH 2+o]od
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Ojo
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ok

« E20{M ActiveMQE Amazon MQ EE27{9| Uit HEE7{ 2T & &It A A|2. CloudWatch
o &S AR, 2EE27 239| Reached Maximum Connections& & Z3HAAIL. ActiveMQ
CloudWatch E£7{& Amazon MQ £10 CHEt RtA|EF LI 2 & & ESHAAIL. the section called
“27 2321 £ X 0|3l CloudWatch ”

MAIE = 22 7{of A4 321



Amazon MQ TR 7H0|E

otolof eii'd A Mol st E2dHe FI &l AZE MI Moz HEELICH ol EXE aiZ
toiH E27{ QIARA REE YOd0|EstE 0| E&LICH HIAZE0l 7HY MES QlABA &
g2 MEfSt= BhEol CHet AEAIEE LHE 2 Broker instance types EHRE B ESHAAIR

otojof Bl 48 =7t HEF{ 44 St 2EC} Brte A2 &Qlgt 32 2ot0[ME MERH zhEE
SX7 grAie & QIALICH HE7{ 20| M CH4ol XHF wAlst= Inactive for longer

than 600000 ms - removing ... &FO0| JY=X| =HQGAMA 20 EF2 EE0|HE XH
e o4 BAME LIEFALICE o] 21t E2 79} AIFF HAZAS B0 CHA| ¢85 2

5l = Network Load Balancer(NLB)E &3afl 22I0|01E7} HZ2740i| ¢1Z2E M  2HF L—IEP OIE 4
EHO|L4 7|gt 2EI0[HENM H Yo =2 pHEHELCY.

AHMEH LHE 2 8El0|E & 218 =0l MA|2. EE27{E= 600000ms F0i HIEHAME TCP HAZAE
2|5t 34 A3 H|S LT}

A2 +E M ActiveMQ 2£0A o 2]
org.apache.jasper.JasperException: An exception occurred
processing JSP page=2(E) 2 = U&LILCH.

ZHERS Q152 A5t o cf7|d ! FA| £2lof ChEh AuthorizationPluging FEstE &
2, XML 7+ mtdof U= AuthorizationEntries SAE A5t D E 7| L FA|of CH
8t activemg-webconsole 18 AFE HEH2 &8 5IAAI2. O 5tHH ActiveMQ & 2£0|
ActiveMQ E27{Q} S &IE = JU&LICH.

CtZ oAl AuthorizationEntry2 2 CH7[Q & FA|of cHer e17| & M 7| HEHE activemq-
webconsole &0 Fo{gL|Ct.

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
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+ RabbitMQ changelog

X HE[E RabbitMQE& Amazon MQ X & E27{ 118 0|=0f| CHEF XbAl|EH
L2 2 RabbitMQ& Amazon MQ A& HHA gt2| MMHE FHESHMIL.

O|A| ot = Z2|ZHFH O] ZE}R) 2|0l A Amazon MQE AFEE 4= Ql&LICH O]
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ol &2la9o| +7d Atg & 7|Soi CHEt RtMEH LIS 2 CHE S HZshM .

+ RabbitMQ AMB{ 2| X X|E 2|2| RabbitMQ 3.9.13 & 2|A = E GitHub
» RabbitMQ changelog

X| ¢ El= RabbitMQ& Amazon MQ HA 2! HEZ27{ {1 a|0|=0of cHt XEA|E
LI & 2 RabbitMQ& Amazon MQ AT M EtE2| MME FHZSIMIL.
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+ the section called “ RABBITMQ_MEMORY_ALARM ”

ActiveMQ E 2748 Amazon MQE& CloudWatch 21 & F A& [} Amazon
MQE IAM E|AA 7|HE Mao| gl 222 TH HEIAE F|& aws:Sourc
eArn AI2SIEE X|5l04 aws:SourceAccount ESE|E BE4X BX|E
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A
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ActiveMQ& Amazon MQO|= ME2 X|E ME o2 X|E|= Chet ™
S ZEEZS ME5I0{ EEFH0| HAAY = U= =l 12 8 ZLHEE
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« RabbitMQ AMH 2[ZX|E 2|2| RabbitMQ 3.8.23 £ Al .- E GitHub
« RabbitMQ changelog

X|2El= RabbitMQE Amazon MQ HA I E =71 4 8{|o[=0off CHEF RHAl|EH
L& 2 RabbitMQE Amazon MQ AZI HH £ 2| MM S FZSHMI2.

Amazon MQe= O|A| 2= Tl HH ZI2[AQl ActiveMQ 5.16.32 K| EFLICEH
AEMEt LIS 2 O RIEE EESHAAIRL.
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+ RabbitMQ Mt{ 2|Z X|E 2|0 CHEF RabbitMQ 3.8.22 & 2|A = E GitHub
» RabbitMQ changelog

K| = RabbitMQE Amazon MQ B L H 2 7{ ¢ 2{|o|=0fl CHEF RbA|EH
L2 2 RabbitMQE& Amazon MQ 7T A 22| B2 I XSHMIR.

RabbitMQE& Amazon MQE HIAIX|E (TTL) 2 AFE3HE CH7 G0 M & olE
EXZ 25 RabbitMQ UZEI HHA 3.8.172 Y A|Xo 2 H|EASH3H&LICE
time-to-live ™ 3.8.112 A5t Zd0| E&LCH
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https://github.com/rabbitmq/rabbitmq-server/discussions/3272
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https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272

Amazon MQ TR 7H0|E

=L B UOo|E

20214 72 292  RabbitMQE Amazon MQ= O|Al| RabbitMQ 3.8.172 X|&ELICt. O]l YH|O|E
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« RabbitMQ MH 2|ZX|E 2|0 = RabbitMQ GitHub 3.8.17 EZ2|A L E
« RabbitMQ changelog
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Z|zZtol ChEt REAMIBH LHE 2 22 & E5HA 2.

« Amazon MQ E27{ x| &2
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« ActiveMQ 5.16.2 2 2|A 10| X|
+ ActiveMQE& Amazon MQ AT HH 22|
« Amazon MQ EE27 AIZI HH ¥azlo|=
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https://www.rabbitmq.com/changelog.html
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https://activemq.apache.org/activemq-5016002-release
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« RabbitMQE Amazon MQ E27{ 7|E3}

2021 52 5 Amazon MQE O|A| ActiveMQ 5.15.158 X|EtL|Ct. RtM|IEH LIS Cl=2 &t
2E ATSAAD.
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« ActiveMQE& Amazon MQ 2T HHA 2|
 Spring XML +%3 I}l &4
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(@]
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/A Important
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Amazon MQ At 2 Al&t5tn, HE27E Hdstn, JvM (8l o EE|AH0|ME
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- 7|& 0 2™ CMK ME - 174 22| CMKE AFEXE7F AWS Key

Management Service (KMS)O{| A 44435t04 &t 2|EHL|Ct.

S5 A
I-_I_glsl

m>

S(mt2l) L ot Aot EfEE (S HIO]) 2IF0l A Amazon MQE Al E
LICH At 7tsEF 21Tl CHEt AFMIEF LHE2 AWS 2| L AIEZQIEE & X
SHMI2.

ma

356


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
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https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
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