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require 'yaml'

# Load the user's credentials from a file, if it exists.
begin
config_file = File.open('aws-config.txt') { |f| f.read }
rescue
puts "No config file! Hope you set your AWS credentials in the environment..."
end

if config_file.nil?

options = { }
else

options = YAML.load(config_file)
end

# SMS Messaging (which can be used by Amazon SNS) is available only in the
# ‘us-east-1" region.

$SMS_REGION = 'us-east-1'

options[:region] = $SMS_REGION

# Now, set the options
AWS.config = options
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« M ZHQlE S&3524H AWS::Simpleworkflow.domains.registerS AFHE g LIC}

CI22 utils.rb2l init_domainoil CHEt 2 =QL|C}.

# Registers the domain that the workflow will run in.
def init_domain

domain_name = 'SWFSampleDomain'

domain = nil

swf = AWS::SimpleWorkflow.new

# First, check to see if the domain already exists and is registered.
swf.domains.registered.each do | d |
if(d.name == domain_name)
domain = d
break
end
end

if domain.nil?
# Register the domain for one day.
domain = swf.domains.create(
domain_name, 1, { :description => "#{domain_name} domain" })
end

return domain

end
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1. get_contact_activity
2. subscribe_topic_activity
3. wait_for_confirmation_activity

4. send_result_activity
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JHeER 7Hol=
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swf_sns_workflow.rbZteE IS MAISt0{ A|E

AE A—lO-loI-L_||:|. |_—_|.°C> 2P Hﬁ

require_relative 'utils.rb'

# SampleWorkflow - the main
#

gtLiCt. o] m ol A SampleWorkflowzl= 2 2H
O MMZIOl initialize HIMEQILICE.

workflow for the SWF/SNS Sample

# See the file called 'README.md’ for a description of what this file does.

class SampleWorkflow

attr_accessor :name

def initialize(workflowId)

# the domain to look for decision tasks in.

@domain = init_domain

# the task list is used to poll for decision tasks.
@workflowId = workflowId

# The list of activities to run, in order. These name/version hashes can be
# passed directly to AWS::SimpleWorkflow::DecisionTask#schedule_activity_task.

eactivity list = [

{ :name => 'get_contact_activity', :version => 'vl1' },
{ :name => 'subscribe_topic_activity', :version => 'vl1' },
y

{ :name => 'wait_for_

confirmation_activity', :version => 'v1l' },

{ :name => 'send_result_activity', :version => 'vl1' },
].reverse! # reverse the order... we're treating this like a stack.

register_workflow
end
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L ofX 525X g2 YIBE2E S=ae ol BT

# Registers the workflow

def register_workflow
workflow_name = 'swf-sns-workflow'
@workflow_type = nil

# a default value...
workflow_version = '1'

# Check to see if this workflow type already exists. If so, use it.
@domain.workflow_types.each do | a |

if (a.name == workflow_name) && (a.version == workflow_version)
@workflow_type = a
end
end

if @workflow_type.nil?
options = {
:default_child_policy => :terminate,
:default_task_start_to_close_timeout => 3600,
:default_execution_start_to_close_timeout => 24 * 3600 }

puts "registering workflow: #{workflow_name}, #{workflow_version},

#{options.inspect}"
@workflow_type = @domain.workflow_types.register(workflow_name, workflow_version,

options)
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end

puts "** registered workflow: #{workflow_name}"
end

x| ZHIQIo| workflow_types 22 HHEs YT Z22 29| 0|21 0| 0|0] SEE|o| =x| 2ol
gL dxlste €52 oM o|0| SFEI Je O HIAER K2 AHEFLICEH

UX|Ste =52 X ZotH HIAERE Mt SUB workflow_types ZHE MM registerE
% £75}04 ‘swf-sns-workflow’, HH 1" A O SMHE ALSE ME2 2 EZ /0| SEELICHL

options = {
:default_child_policy => :terminate,
:default_task_start_to_close_timeout => 3600,
:default_execution_start_to_close_timeout => 24 * 3600 }
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https://docs.aws.amazon.com/AWSRubySDK/latest/AWS/SimpleWorkflow/DecisionTask.html#new_events-instance_method
https://docs.aws.amazon.com/AWSRubySDK/latest/AWS/SimpleWorkflow/HistoryEvent.html
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CH22 A% =] Poller 2Z2I0| A|Z EEo 2 QI3 Z2Z ZaA poll_for_decisionsf A HAME
L|C.

def poll_for_decisions
# first, poll for decision tasks...
@domain.decision_tasks.poll(e@workflowId) do | task |
task.new_events.each do | event |
case event.event_type
OlX, =4IEl event_type2 7|¢to 2 ZHRIo| AHE BIIRLICE XMF T4g = U= OHIE R
WorkflowExecutionStarted 2/ L|C}. O O[HIE T} 4= A1 E[P4 Amazon SWFOM ZH Ao H K2 EZ

o
—
AlME A|ZtSHof StChE MSE 2 ZdQL|ct 3 & £ AI8H dof CH3H schedule_activity taskE
SEH AW HW §S5S o fste JEE AIRELICH
25 ST Medet A il & S2 Z™AA HMEELICH 28 S5E2 AMMEMEE = ULS
28 SES UTATICDE W HM| 50| F52| last |I%IE AX[ELICH Holgt "&#&"2 0|§ &
HM HE 2 2 HE Welo|, #50| o|0] SEE|o] ACt 7+%5tH o248t T 0| Amazon SWFO|A of
g Pl 2 AlYEst= Ol 28 HEZ S2FLICH
when 'WorkflowExecutionStarted'

# schedule the last activity on the (reversed, remember?) list to

# begin the workflow.

puts "** scheduling activity task: #{eactivity_ list.last[:name]}"

task.schedule_activity_task( e@activity_list.last,

{ :workflowId => "#{@workflowId}-activities" } )

2SS 0d|5tH Amazon SWFE 8 oY 5 TS &8 Y SEC2 &5 asS 2L e &
U Alztstetn A28 HELICH 75 QAEE NN IE 3 #S T3 ol #S MU Malg
o &0|XIZH 047|AE O] S MRS k& LICH 047]Ai Amazon SWFO 3T 5HedS o 23
of stCtm 2|72k FLct

when 'ActivityTaskCompleted'
# we are running the activities in strict sequential order, and
# using the results of the previous activity as input for the next
# activity.
last_activity = @activity_list.pop

APl HHZ 2012-01-25 17

M
0
Mt

u
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if(eactivity_list.empty?)
puts "!! All activities complete! Sending complete_workflow_execution..."
task.complete_workflow_execution
return true;
else
# schedule the next activity, passing any results from the
# previous activity. Results will be received in the activity
# task.
puts "** scheduling activity task: #{eactivity_list.last[:name]}"
if event.attributes.has_key?('result')
task.schedule_activity_task(
Eactivity_list.last,
{ :input => event.attributes[:result],
:workflowId => "#{@workflowId}-activities" } )
else
task.schedule_activity_task(
eactivity_ list.last, { :workflowId => "#{e@workflowId}-activities" } )

5oig MHOR AT BES B ol SHLIBH AMEDE 0] 7I3I0 activity_list AHoiA]
2t2E Qo] EAIL|= 5 L ct O22{H S50| HA |1 ¥ E27 2EEUJSE LA ELlct 0]
ZAolE= 2ol Chal complete_workflow_execution2 £&3810{ AIEZEZ 7} 2 E|AUSE Amazon
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when '"ActivityTaskTimedOut'
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puts "!! Failing workflow execution! (timed out activity)"
task.fail_workflow_execution
return false

when 'ActivityTaskFailed'
puts "!! Failing workflow execution! (failed activity)"
task.fail_workflow_execution
return false

when 'WorkflowExecutionCompleted'

puts "## Yesss, workflow execution completed!"
task.workflow_execution.terminate

return false

end
end
end
end

QIER MY AR

SIFAEZM EZE A HrHo| EE7| Mo 12 &= S AlEfstioF &LCh.

HIAEZ A™E AESIEiH SSE RITER FE(AWS::SimpleWorkflow::WorkflowType)0il A
start_execution® HHMOZ SEFAAIL. A MHXIM HME workflow_type QIAEA

=
LIS ALS 7| QIH Ol21Et 25T BT 3o HHE oY HeYLo

def start_execution
workflow_execution = @workflow_type.start_execution( {
:workflowId => @workflowId } )
poll_for_decisions
end
end

KT EZLR7F AYETH A O|HIET}L AR E|0 KT EZ R0 2 S50f LIELI=, 2™ O[HE
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22 ZFEE|X| ot&LICEH O|Et SM2 QI EZ2 HEE HAGK| o1 /I =2 AAME RIFEAH H

A& £ QlaLct.
s AHE M KITEZR7F AYMES AXSITEE 5todn A E QAEASISH OIS & E Holst
start_execution HIMEE &5l I =E FIHEHLICH
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if __FILE__ == %0

require 'securerandom'

# Use a different task list name every time we start a new workflow execution.
#

# This avoids issues if our pollers re-start before SWF considers them closed,
# causing the pollers to get events from previously-run executions.

workflowId = SecureRandom.uuid

# Let the user start the activity worker first...
puts ""

puts "Amazon SWF Example"

puts "---------mmmo - "

puts ""

puts "Start the activity worker, preferably in a separate command-line window, with"
puts "the following command:"

puts ""

puts "> ruby swf_sns_activities.rb #{workflowId}-activities"

puts ""

puts "You can copy & paste it if you like, just don't copy the '>' character."

puts ""

puts "Press return when you're ready..."

i = gets
# Now, start the workflow.
puts "Starting workflow execution."

sample_workflow = SampleWorkflow.new(workflowId)
sample_workflow.start_execution

end
A S5 0|§0| E=5t%| =5 SecureRandom.uuidE ME8H &Y S5 0|E2Z AISE =
£ B UUIDE ddstod I3 £= MAoict OHE 2 S5 O|F0| A= S & ALt

(@ Note

stei S22 9ABE Aol CHEt O|HES 7S5t Ol ASELICH et 22 Y3 8=
S (of | A

| =
&2l o2 Aol Csl S LSt 2 SHES ALSotH o[ Al & YHE O|HEE 4
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Mg MEsts ZEE UALIC FHAE 2 28 0|82 A8 743 Zof CHet ¥S2 oferstm
U5 TH AT 5 S5 olFol T3t 25 OMES A5 oioFE HS0| AISHE AIMD HS A
8ol CHt YclolE7t MBE AIRE mhetstict

R A E AHAIO| YIEE MBS AIEGEY| Hol BRI BS AISAIE AT S Cf7ILICH
B BE AISAHE MTE S S50l LEHLHE 25 srejol AR I SEE FHI7H ELICH

OlFl IABZE FHAALILL 1SR 7S YIEZ HAMTIES 5 78 Belold 25T &
S AISHRHE Hols BA&LICH
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« GetContactActivity 9|

« SubscribeTopicActivity &3 9|

« WaitForConfirmationActivity 24 9]
« SendResultActivity 2 9]
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* get_contact_activity
* subscribe_topic_activity
* wait_for_confirmation_activity

* send_result_activity

O|M| olz{8t Z & &S FHEYLICE &2 H7IX| §EEE SV HE &4zte| 7|x 2dg =
SO E€80| SR + /e 38 ZEE sl E71&LICt o[2{E 3& 2 =& BasicActivity2t
ot basic_activity.rb2t= A Ttol| Hols E7i&LCt

CHE &4 DU MAEH utils. rbE ZE6H ME THIQIE MHSHE init_domain &0l AL

require_relative 'utils.rb'

T
]
iy
=".'é
>.
lo
B>

OSez, 7|8 €3 Seast 24 €30lM #rel2 & E 7IXI SS Clo|HE ME

Moi| &5 2| AWS::SimpleWorkflow::ActivityType QIAEA 0|F & ZAtE H"JE*LIEL

class BasicActivity

attr_accessor :activity_type
attr_accessor :name
attr_accessor :results

olg{st £d2 %% 0|& 2} Amazon SWFO|
AOlin

2SS SEE M ASE MEIHH 2 SMH U2 ALSSH
itialize HIMEO0| XO|El OIAEA st

=14 O O Efol] UM A

def initialize(name, version = 'vl', options = nil)

@activity_type = nil
@name = name
@results = nil

# get the domain to use for activity tasks.
@domain = init_domain

# Check to see if this activity type already exists.
@domain.activity_types.each do | a |

if (a.name == @name) && (a.version == version)
@activity_type = a
end
JE 2E o5 Ho| API B47 2012-01-25 22


https://docs.aws.amazon.com/AWSRubySDK/latest/AWS/SimpleWorkflow/ActivityType.html

Amazon Simple Workflow Service JHEER}E 710l =
end
if eactivity_type.nil?
# If no options were specified, use some reasonable defaults.
if options.nil?
options = {
# All timeouts are in seconds.
:default_task_heartbeat_timeout => 900,
:default_task_schedule_to_start_timeout => 120,
:default_task_schedule_to_close_timeout => 3800,
:default_task_start_to_close_timeout => 3600 }
end
@activity_type = @domain.activity_types.register(e@name, version, options)
end
end
IIEER fES SEE HXEH s f80| 0|0 SFE dRol= M9 activity_types HEIME
ATED #5 S8 AME £ aLith 252 ¥2 4 ¢t Fols S8
ot I EE REXMHSE A 25 30 M XMHEE 7|2 SMHE HEE = JUsLch
|2 ESCoR 7IX2 OtX|2t &2 UatEl Al HARILICH &8 &UE 7t X2= do_activity
HMEE Holgfuict ZEAE JAAMEH MEE &5 U Ar88l input QIAEA £4E &3l HIO|H
E s olE = JAsLict
def do_activity(task)
@results = task.input # may be nil
return true
end
end
0| =& BasicActivity 22HAE OFFEIRLICE O|X| 0| ZEE AIESH €S MoIE S 7HHstT Y

2he| A g Lich

GetContactActivity X 9|

UAER MY B 7Y UM MY
=R 7S HEE AMELID

=i gl

IIZ'.S

get_contact_activity.rb2ts A oH

ol At & yamlit O] GetContactActivity 2
grLch.

GIES

Amazon SWFO]|
A&& basic_activity.rb7t

252 get_contact_activityZ, A& X} 2| Amazon SNS

ey 2XES FHsE
2E e

GetContactActivity 42|
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require 'yaml'
require_relative 'basic_activity.rb'

# **GetContactActivity** provides a prompt for the user to enter contact
# information. When the user successfully enters contact information, the
# activity is complete.

class GetContactActivity < BasicActivity

BasicActivity0ll & 88 I EE RS2 2 GetContactActivity2| initialize HME= Of ZHE
gLICt &5 0|8 get_contact_activityE ArE35 7|8 2eiA HMHXE 3 &6H7(0 5t ELU

Ch €S2 S5ste ol olEH st7|g8k st& ELCH

# initialize the activity

def initialize
super('get_contact_activity')

end

O|M| AtERt2| O|HIY Z/E= MEHEE U35t T EAIstE do_activity HAMEE EolgfLich

def do_activity(task)
puts mn
puts "Please enter either an email address or SMS message (mobile phone) number

to"

puts "receive SNS notifications. You can also enter both to use both address
types."

puts ""

puts "If you enter a phone number, it must be able to receive SMS messages, and
must"

puts "be 11 digits (such as 12065550101 to represent the number
1-206-555-0101)."

input_confirmed = false
while !input_confirmed
puts ""
print "Email: "
email = $stdin.gets.strip
print "Phone: "
phone = $stdin.gets.strip

puts mn
if (email == '') && (phone == '")
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print "You provided no subscription information. Quit? (y/n)"
confirmation = $stdin.gets.strip.downcase

if confirmation == 'y'
return false
end
else
puts "You entered:"
puts " email: #{emaill}"
puts " phone: #{phone}"

print "\nIs this correct? (y/n): "
confirmation = $stdin.gets.strip.downcase
if confirmation == 'y'
input_confirmed = true
end
end
end

# make sure that @results is a single string. YAML makes this easy.
@results = { :email => email, :sms => phone }.to_yaml
return true
end
end

do_activity BHM= AFSAI2ZEE AME O|H Y & MetHS E 7HR{<t Yol Bl x| Ct=
to_yaml2 AFSSl M| M2 YAML EXMUE HEHELICH O|ZE A HEtst= olols 28 0lf7F U
=0, &8 22 Al Amazon SWFOi| MY 5t= 2E 2= XM Cl|0|E{0q 0k +7| [ = 4 LICH. #iﬂ
E YAML EAtGEE B2t CHS CHA| A2 A

of & at&Lct

get_contact_activity ##i2 OFEILICE 0|24t Cl|O|E{= CtEof
subscribe_topic_activity 7% Al AL EILICH

SubscribeTopicActivity 29|

O|A| Amazon SNSO] I:H%H & O REM|I5] LOolE 1 get_contact_activity7l MAdst HEE A5
Amazon SNS FM|E #5358 ASAE S5 ﬁE 252 Ydgct.

subscribe_topic_activity.rb2te= M THUE M350, get_contact_activityOll Ab& et
[ SUE LT AMES FItetn, A E MAHFHCOHS initialize HAEE MSgLICH

require 'yaml'
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require_relative 'basic_activity.rb'

# **SubscribeTopicActivity** sends an SMS / email message to the user, asking for
# confirmation. When this action has been taken, the activity is complete.
class SubscribeTopicActivity < BasicActivity

def initialize
super('subscribe_topic_activity')

end
XNENX g5 MH U SEsE ZAEE FH|Fliocoz AR I E £7}5104 Amazon SNS FXIE
MAME x| ULIcH =RE B8 5t2{H AWS::SNS::Client Z4X| 2| create_topic HIMEE AFS & LICH.
MEHEl Amazon SNS 2210|HE A E 7K = create_topic HMEE iAo FIHErLICH

def create_topic(sns_client)
topic_arn = sns_client.create_topic(:name => 'SWF_Sample_Topic')[:topic_arn]

if topic_arn != nil
# For an SMS notification, setting ‘"DisplayName’ is *required*. Note that
# only the *first 10 characters* of the DisplayName will be shown on the
# SMS message sent to the user, so choose your DisplayName wisely!
sns_client.set_topic_attributes( {
:topic_arn => topic_arn,
:attribute_name => 'DisplayName'’,
:attribute_value => 'SWFSample' } )
else
@results = {
:reason => "Couldn't create SNS topic", :detail => "" }.to_yaml
return nil
end

return topic_arn
end

ZFHlel Amazon 2|24 O|F(ARN)O| U2 ZE2I0[AE 9| set_topic_attributes HIA =04 O] O|FE A
235 Fx|2| DisplayName2 A& &tLICt 0] 0|52 Amazon SNSO|AM SMS HIAIX|E M&SHE o 2
Qe

|I°I'

OFX|% S 2 do_activity HIMES XMo|gfLch #52 of e i input SME S5
E o5 £Z6l AIZFErLICH oM 128 WA HIOIElE to_yaml2 AFS sl MAIsH EXldz MES
of BrLICt. Ci|O|E{E Z4A16tT YAML . loadS AL 8l HIOIEIE Ruby ZiA|2 ~EHsfLICH.
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CH22 224 CIO|E{E AMSHE do_activityfQ| AR £ElL|C}.

def do_activity(task)
activity_data = {
:topic_arn => nil,
:email => { :endpoint => nil, :subscription_arn => nil },
:sms => { :endpoint => nil, :subscription_arn => nil },

if task.input != nil
input = YAML.load(task.input)
activity_datal[:email][:endpoint] = input[:email]
activity_datal[:sms][:endpoint] = input[:sms]

else
@results = { :reason => "Didn't receive any input!", :detail => "" }.to_yaml
puts(" #{eresults.inspect}")
return false

end

# Create an SNS client. This is used to interact with the service. Set the
# region to $SMS_REGION, which is a region that supports SMS notifications
# (defined in the file “utils.rb’).
sns_client = AWS::SNS::Client.new(

:config => AWS.config.with(:region => $SMS_REGION))

qutol

rSE A2 ME[gfuc

fjo

Q121 ClO|EIE HA5HR| 23 TP £ ¥ Aol WE glonE

2Lt ot BEAM7F @ickm 7HE5t T A& M do_activity HMEE A<, AWS SDK for Ruby
£ A2735104 Amazon SNS 22I0|HEE 8121, TIO|E{E create_topic HMZ=0l HESH

Amazon SNS F=KX|E MAMst|ct.

# Create the topic and get the ARN
activity_datal[:topic_arn] = create_topic(sns_client)

if activity_datal[:topic_arn].nil?

return false
end

017|M &1 Ho{7tok & F 20| &H 7HX| U&LICH

« Amazon SNS ZZI0|¢IES| ZIHME M
M&Hok 57| N2 0 utils. rbof A

M5t= o AWS. config.with& AFSELICE SMS HIAIX|E
18t SMS x| EIFS AFSELICt
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« activity_data Yol FH| 2| ARNZ XHEELICH ARN2 K2 EE W CIE gs2 2 MEE olo]
E{o| A& iL|ch.
OIx|2tez, o] 52 MY E A=zl E(o|HY 2 SMS)E AHESH Amazon SNS FME 75t S
AZRHE 7HUELICH AASA7LJIEZQIEE & CF (e U= oX|Et & & stLte EELICH
# Subscribe the user to the topic, using either or both endpoints
:sms].each do | x |
activity_data[x][:endpoint]

[:email
ep =

if (ep !'= nil && ep = "")
response = sns_client.subscribe( {

# don't try to subscribe an empty endpoint
topic_arn => activity_data[:topic_arn],
endpoint => ep } )

response[ :subscription_arn]

| CHEF activity_data B

protocol => x.to_s,
activity_data[x][:subscription_arn]
end
end
AWS::SNS::Client.subscribe= &M ARNZt ZE2EEZ (Y =20
7|12 XlsMez {&EEh2 7S,
OFX|ZHe 2 CHS S0l CHet HEE YAML A2 ChA| 7| FELIct J2{™ siE ©HEE Amazon
SWFZ CHA| B &= Ql&LICtH
# if at least one subscription arn is set, consider this a success
if (activity_datal[:email][:subscription_arn] != nil) or (activity_data[:sms]
detail =>

[:subscription_arn]

1= nil)
@results activity_data.to_yaml
reason => "Couldn't subscribe to SNS topic"

else
@results = {
"" }.to_yaml

puts(" #{@results.inspect}")

return false

end

return true
end

2 OHEILICH CH2 e 2,

O|gfLct.

end
O|J2 2 subscribe_topic_activity #%
- x40
o —
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WaitForConfirmationActivity 9|

AFER7F Amazon SNS FHM|E TSt F 7HUEIH ALKt 75 2HE Felstof &LICH o] B2
AERE7F O|H|Y == SMS HIAIX|Z & °._|%E (77t X CHZ I8 L CH.

MNEX7I FEE EQISIEE CH7|5te 82 wait_for_confirmation_activity2h: 5t 047]
Mol &82 ™olgfLict. Al&tetEd wait_for_confirmation_activity.rb2le Af TS M
M3l o|M =S MEIBH Z4x] A

require 'yaml'
require_relative 'basic_activity.rb'

# **WaitForConfirmationActivity** waits for the user to confirm the SNS

# subscription. When this action has been taken, the activity is complete. It
# might also time out...

class WaitForConfirmationActivity < BasicActivity

# Initialize the class

def initialize
super('wait_for_confirmation_activity')

end

CIH22 2, do_activity HIME HO|E A|&35t10 subscription_datacle 24 B2 = O 0]
EHE 7tX St

def do_activity(task)
if task.input.nil?

@results = { :reason => "Didn't receive any input!", :detail => "" }.to_yaml
return false
end

subscription_data = YAML.load(task.input)

O|M| =X ARNO| {222 AWS::SNS::Topic| M QIAEIAE s =XE AMstod siE FX[of
ARNZ HEgfLc.

topic = AWS::SNS::Topic.new(subscription_data[:topic_arn])

if topic.nil?
@results = {
:reason => "Couldn't get SWF topic ARN",
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:detail => "Topic ARN: #{topic.arn}" }.to_yaml

return false

end
I.
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# loop until we get some indication that a subscription was confirmed

subscription_confirmed = false

while(!subscription_confirmed)

topic.subscriptions.each do | sub |
if subscription_data[sub.protocol.to_sym][:endpoint] == sub.endpoint
# this is one of the endpoints we're interested in. Is it subscribed?

if sub.arn != 'PendingConfirmation'
subscription_data[sub.protocol.to_sym][:subscription_arn] = sub.arn

puts "Topic subscription confirmed for (#{sub.protocol}:

#{sub.endpoint})"
@results = subscription_data.to_yaml

return true
else
puts "Topic subscription still pending for (#{sub.protocol}:

#{sub.endpoint})"
end

end
end

g=9| A1} of|o|E{ol| A& YAMLE #4835l 1 do_activityol A
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task.record_heartbeat!(
{ :details => "#{topic.num_subscriptions_confirmed} confirmed

#{topic.num_subscriptions_pending} pending" })
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# sleep a bit.
sleep(4.0)
end

O|de 2 while FZE OEILICH A3 ¢i0]| while FZ 0| M ALt AT E E05tD
=
=

do_activity HIME

if (subscription_confirmed == false)

@results = {
:reason => "No subscriptions could be confirmed",

:detail => "#{topic.num_subscriptions_confirmed} confirmed,
#{topic.num_subscriptions_pending} pending" }.to_yaml
return false
end
end
end

O|Je 2 wait_for_confirmation_activity #+32
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send_result_activity.rb2l= A IHUS M-S XIZ7K| 2

CH.

require 'yaml'
require_relative 'basic_activity.rb'

# **SendResultActivity** sends the result of the activity to the screen, and, if

# the user successfully registered using SNS, to the user using the SNS contact

# information collected.
class SendResultActivity < BasicActivity

def initialize
super('send_result_activity')
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end

do_activity HME HJA| fAISHA AlZFE|0{ I EE2 R0 A U2 CIO|EE 7HX42F YAMLO|| A &
g8t O =X ARNS AF238H AWS::SNS::Topic QIAEAE MMEHL|CT

def do_activity(task)
if task.input.nil?

@results = { :reason => "Didn't receive any input!", :detail => "" }
return false
end

input = YAML.load(task.input)

# get the topic, so we publish a message to it.
topic = AWS::SNS::Topic.new(input[:topic_arn])

if topic.nil?
@results = {
:reason => "Couldn't get SWF topic",
:detail => "Topic ARN: #{topic.arn}" }
return false
end

FH7E e O FHo| HAIXKIE AAE LICHE o SUstAH BrE).

@results = "Thanks, you've successfully confirmed registration, and your
workflow is complete!"

# send the message via SNS, and also print it on the screen.
topic.publish(@results)
puts(@results)

return true
end
end

Amazon SNS FX[oi| HA|5tEH sifE FH|ofl Chsl EXfisteE ZE 75 X HQl A=xZQIEN MSE H
AX|7F TS E L ek AFERE7L o|HIY &I SMS B3 & ChE &It AR ASKs Z = x 2

Eof cHstl stLH QI HIAIX| 27HE &L C
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* Amazon SWFo{ Zt 58 SS¢&LICH

- 252 E%0t, 23 XY S50 €S 0|50| LIEILH ZF & S01 CHoll do_activityE ZEH

swf_sns_activities.rbOIMCIS HHES F7I5t0{ Holdt 2t &8 EciAE FFLICH

require_relative 'get_contact_activity.rb'
require_relative 'subscribe_topic_activity.rb'
require_relative 'wait_for_confirmation_activity.rb'
require_relative 'send_result_activity.rb'

OlM| 2eiAE st =TIt 2= H IHE MBIt &LICH

class ActivitiesPoller

def initialize(domain, workflowId)
@domain = domain
@workflowId = workflowId
@activities = {}

# These are the activities we'll run
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activity_list = [
GetContactActivity,
SubscribeTopicActivity,
WaitForConfirmationActivity,
SendResultActivity ]

activity_list.each do | activity_class |
activity_obj = activity_class.new
puts "** initialized and registered activity: #{activity_obj.name}"
# add it to the hash
@activities[activity_obj.name.to_sym] = activity_obj

end
end
MEE EHQ Y A S5 MEste X olQoz ol ZEE= et 2 28 ZeHAE QUAEASE
LiCH HZAE 2SS 2ai2HE SS57| HEN(ZEE AESNOF 5t= B2 basic_activity.rb
2x), O|zH stH Ase I E 285 S Amazon SWFO| 224 F7(oi S8t
QIAEASZIE ZH #50| B 8 0|5 (0l: get_contact_activity)2 7|2 A S5 €52 Yol K
Lt ek CHS ol Holg &5 Poller ZE0IAM ST 52 &H 32 & U&LIch

poll_for_activitieszZte= M HIMEE BHED = HQI0| E RSt activity_tasksol| CHall 2212 &
MMoZ SE50{ 88 HYS 7S LICH

def poll_for_activities
@domain.activity_tasks.poll(@workflowId) do | task |
activity_name = task.activity_type.name

E 9| activity_type HIEHHO|M # S 0I&2 7IME & JU&LICL OS2 =, o| 5t HAZE &3 0l
2 M8dll do_activityE AT S WA E = 3(olf ol MEELICHO| 2eiA0s S22 TS
)-

=
siioF st= = ClloIE{7t Z & E[o] /US

# find the task on the activities list, and run it.
if eactivities.key?(activity_name.to_sym)
activity = @activities[activity_name.to_sym]
puts "** Starting activity task: #{activity_name}"
if activity.do_activity(task)
puts "++ Activity task completed: #{activity_name}"
task.complete! ({ :result => activity.results })
# if this is the final activity, stop polling.
if activity_name == 'send_result_activity'
return true
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end

else
puts
task.faill(
reason => activity.results[:reason],

{:
:details => activity.results[:detail] } )

-- Activity task failed: #{activity_namel}"

end
"couldn't find key in @activities list: #{activity_namel}"

else
puts
puts "contents: #{@activities.keys}"

end
end
end
end
dtet =0 ek 240l Chal complete! EE=

activity7t 2t2E M7t x| 7|ct2l =
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Pollerol A S &

(® Note
O| ZE= D|ME 2AERT I E S22 AMSE R 2|5 ES0| A E[H
L X% Amazon SWF ZE0|A 258 ChA| Adls = Qe Z2 &5 Pollerg £7(82
2 MYSES o 4 gL
ActivitiesPoller 22§ A0fl CHEt 2= 0| B}, 5t K|PH AFR X WZE0|M 0| 2EE AsHE & Q)
T8 57| 93 B ZolM ZEE X3 of F7HE WYL
if __FILE__ == $0
if ARGV.count < 1
puts "You must supply a task-list name to use!"
exit
end
poller = ActivitiesPoller.new(init_domain, ARGV[0Q])
poller.poll_for_activities
puts "All done!"
end
HUSo|M 0| HUS A0 THUS B SHof K Y 2142 M) 0] AEE
g$S ZZE AMEELICH (Poller7t 2|5 & AlI&EH ) Poller7} 2

AMER7 EEE
Poller 2EHAE QIAEASISIT &
SZEhLCt.

= E|H HAIXKIE QM CHS
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04Z7[7X[7t &S Pollerod| CHet LIS ILICE O[XME ZEE Adstn 7= QIAE2 AEM /IAEE

X2MK 222, &
A& LICH

ofn

I 92E2 U S Poller 7HE HE2HO02 YAB2E AW FH|7

Ot%| ~&listX| 2t 2 E? AHEM IHE 19| AWS MM T EFR0| X aws-config. txt THU0lA
AWS A& 7|E KIS aHofF & LiCt.

O|x|, BHEZ o|Sall At&M L4 Mol = CIEEEZ HEELICH CFS mhdo| 2 gLt

| -- aws-config.txt

|-- basic_activity.rb

| -- get_contact_activity.rb

| -- send_result_activity.rb

| -- subscribe_topic_activity.zrb

| -- swf_sns_activities.rb

| -- swf_sns_workflow.rb

|-- utils.rb

"-- wait_for_confirmation_activity.zrb

OlAM, CtE BB E MEsll T EZE AIFFLICH

ruby swf_sns_workflow.rb

O| BE2 KT EZE AlXst SAtsl W ol BHE ol 20 d2 = Us & EMEIHAIXIE &
2alioF FLICHAIEAM A4 TS SAEF F20l= OHE AREOIT 204 EE = US)

Amazon SWF Example

Start the activity worker, preferably in a separate command-line window, with
the following command:

> ruby swf_sns_activities.rb 87097e76-7c0c-41c7-817b-92527bb0ea85-activities

You can copy & paste it if you like, just don't copy the '>' character.
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Press return when you're ready...

E2 I = HE o oM &S PollerE AlZTe W7t x| Ch7 | LCt

o
4o
H

| A= CIMEE|= CHAl #HEE O

0 | swf_sns_workflow.rb It o]
85l 5 Pollerg AIEELICH HE %01, o =

E3g sAEt 32 o3 2o

I‘i 1]|o

o
M AT HHe A
Qlz(E s Eoiy|BLICt

** initialized and registered activity: get_contact_activity

** jnitialized and registered activity: subscribe_topic_activity

** jnitialized and registered activity: wait_for_confirmation_activity
** jnitialized and registered activity: send_result_activity

Ol £2f BUE HO2 Sobt Rown 52 ATE YBE ATE + ot IHH A2E=
g SS5tn X WM B52 oferErLic

Starting workflow execution.
** registered workflow: swf-sns-workflow
** scheduling activity task: get_contact_activity

¥S Pollert A% FQI CHE Fo2 SotZfLICh ¥ SO 3 i #S50| 17t EAIElof ol X
SMS H&HHS & /218 4 /= ZEZEE MI LI 0243t HIOJE] 5 3Lt EE S CHE 23
CHe SAE Q2ig Srolstrt

activity task received: <AWS::SimpleWorkflow::ActivityTask>
** Starting activity task: get_contact_activity

Please enter either an email address or SMS message (mobile phone) number to
receive Amazon SNS notifications. You can also enter both to use both address types.

If you enter a phone number, it must be able to receive SMS messages, and must
be 11 digits (such as 12065550101 to represent the number 1-206-555-0101).

Email: me@example.com
Phone: 12065550101

You entered:
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email: me@example.com
phone: 12065550101

Is this correct? (y/n): vy

® Note
0{7| MSE

Matd L
Z A O|HY FLE AL SHAAIR!

—4

HEE =5 R OFAF Amazon SNSERE] A 7152 & lstet= O|HY E= 2R HAIX|7F =
sioF LIt sSMS HE & =ist Folls FOIEN Cha 22 HAIXKIZE EAIELICH

2o

Would you like to receive
messages from
SWFSAMPLE? Reply YES
SWFSAMPLE to receive
messages. Reply HELP or
STOP. Msg&data rates
may apply.

339 PM

Ol HIAIX|ol YESEFD &|AI5tH send_result_activityZ XNE&8H SEE & FLlch.

SWFSAMPLE> Thanks,
you've successfully
confirmed registration,
and your workflow is
complete!

3:39 PM

O_la

|]|>
o2
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ot BHE FolMe ofEA T n QJeEX| &L FZEZ L ES

** scheduling activity task: subscribe_topic_activity

** scheduling activity task: wait_for_confirmation_activity

** scheduling activity task: send_result_activity

11 All activities complete! Sending complete_workflow_execution...

S Polleroil M= CHE1k Zho| £3x|=d|, CHE P E oM SAlol E24ELch

++ Activity task completed: get_contact_activity

** Starting activity task: subscribe_topic_activity

++ Activity task completed: subscribe_topic_activity

** Starting activity task: wait_for_confirmation_activity
Topic subscription still pending for (email: me@example.com)
Topic subscription confirmed for (sms: 12065550101)

++ Activity task completed: wait_for_confirmation_activity
** Starting activity task: send_result_activity

Thanks, you've successfully confirmed registration, and your workflow is complete!
++ Activity task completed: send_result_activity

All done!

SotefLICH I EZE 2= Ol &AM OFRIF&LICH

MEt AlZho| S ste YAIZ E7LE CHE C|o|EHE =517 RI5H Ol I EZE CHA| A5t

= QELICH EEE FS51H A52 SHAE Wx]| A 7S5E dEIS HAFAMUARL FH 75
SHAISHZ| Tof ZZE ChA| 43S H wait_for_confirmation_activity?} 7#50]| o|O| &
RIEIAS S &g Ko|7| M=ol XAt&S 8322 0|0{& ALt

2
=
=2
=

Amazon SNS FA|o|MH 25 & 5HX|5tedH

« EXHAIX[0 REMeoz SEHELIC
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New console

Z&2 Ar&35t0{ Amazon SWF £ QI8 S535t2{H
1. SHE Mol gie B2 7|8 & &0l [Register domain]S MEELICH
2. EHQl S5 Ho|x[oM o|&, E& 7IzZH =HQ! (MBS ULt

O|2{8t Zt2 Register Domain Z¢{9| O|& 0| RA+Et ut2tOlE{o] 3

on
o]
-
n

Domain details

Name

book-ordering-app

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Retention period

Duration for which the record of workflow executions should be kept. Executions will not be available after the specified retention period
elapses.

90 days
Must be 0-90 days.

Description - optional

Enter description for this domain

Up to 1024 characters.

» Tags - optional Learn more [5

Cancel Register domain

4. THRIO| SSEIH Zaol THQ 0150| X3 HO|X|7H EAIEILIC O] HO|X|oiA CHe e
o
=

T2l &

=
CHRES S

SCEETR P

=l

X2}
o
Jhu

AP| %1 2012-01-25 42



Amazon Simple Workflow Service JHEER}E 710l =

- I EE A 2
- THQIALS BE = AIS SE F4

Old console
2242 A25H04 Amazon SWF ZHIQI2 SE5t8{H
1. S5& zHelo] gle 82 7|8 & FY0ilA [Register domain]E ME{ELICH

T HQlo] 5Lt o|a SEE AL CHAIE = E 7|0 A [Manage Domains] HE & MEHSI T
[Manage Domains] CH&t 2 Xtof M [Register New]& ME48L|C.

2. [Register Domain] CH3} & &tod|l O|F, ER 7I7+ & MBS I=4FLIct. o248t gf2
RegisterDomain %f32| O|§ 0| fAtSt mtZtO|E{o| SHE & L|CH

Register Domain Cancel [X

Provide the details of your new Domain below, then click Register

Name:* 367530901

Workflow Execution Retention Period:* 60 Days

Description: pysic catalog

Register

=] AP| %1 2012-01-25 43
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Manage Domains Cancel X
Viewing: @ Registered Deprecated Domains
Register New Domains 1 to 1
4 HName Retention Description
867530901 60 Days music catalog
Close
o L o5 =
HAEE RFSE
Amazon SWF 2£2 AI835l0{ I3 E2 RS S5E £ U&Ltt =M elo] 5t o|d SEE[o{ /U
oo I EZ2E S5E =+ AsLC
New console
Z2£& 8 AM835t0{ Amazon SWF {IAEZEZE SS5teiH
1. HIAE=E SSeottds THele ¥uch
2. S5, 9322 552 #talz2 MEigLch
3. RIZEZZ S5 HOIX[M HIEZE 0|F L /I EE HTIE LU™HefLIcH MEXoZ 0| f13
Z2o| MHg 9t AW TS odtste Ol A E 7|2 5t 252 XYY 4+ e
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Register wO rkﬂ.OW Learn more [4

A workflow is a set of activities that carry out an objective and contains the logic that coordinates the activities. Workflows
coordinate and manage the execution of activities that can be run asynchronously across multiple computing devices and
feature both sequential and parallel processing methods.

Workflow details

Domain

book-ordering-app

Workflow name

fiction-books-order-workflow

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Workflow version

1.0

Up to 64 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Description - optional

Enter description for this workflow

Up to 1024 characters.
Default task list - optional Learn more [F
Used for decision tasks generated for executions of this workflow.

generateBookList

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

4. (M) Z M M=sto] I EZ0l OiEt OHS HF BEE XIGFLICHL

c ZIE MY M =2 - /2 ER0 €YY VIE MY M =2guch
- ZIE MY M =2 - /2 ER0 €YY VIE MY M =2euch
- 718 A AE-ET[AME AlZE— ol {2 &2 7| A0 A 7|ZHLICH
« 718 = AIE-ET| MEH AIZE— o] Y2 EZof CHE A 2ol 7= (o) 7|zhdLict
- 712 ot 2l BH - ot 2 E2 Aol AISE T2 ML
« 7|2 Lambda 9& - 0| Y2 EZ0i AZE 7| 1AM HELICE
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¥ Advanced options

Default Task priority Learn more [£
Specify the priority to schedule decision tasks generated for this execution. A higher number indicates higher priority. Default value is 0.

10
Must be from -2147483648 to 2147483647
Default Execution start to close timeout Learn mare [}
Executions of this workflow will be timed out if not completed within this duration. Default value is 3600 seconds

3600 seconds v

Up to 8 characters. Use NONE for unlimited duration.

Default Task start to close timeout Learn more [
Decision task will be timed out if not completed within this duration. Default value is 600 seconds

600 seconds v

Up to 8 characters. Use NONE for unlimited duration.

Default Child policy Learn more [

Determines a policy for child workflow executions if this execution is terminated.
© Terminate

Request cancel

Abandon

Default Lambda role - optional
It gives Amazon SWF the ability to invoke any Lambda function associated with your account in place of, or alongside traditional activities.

tx-process-june3-role-zjy3u305 v

Cancel Register workflow

5. KIEZ S5 MEFLC
Old console

F4E£2 M504 Amazon SWF KA EZE2E SE5t8{H
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Register New Workflow

(Y
L
WORKFLOW DETAILS

Provide the details of your new Workflow below

Domain®:

Workflow Name*:

Workflow Version*:

Default Task List*:

Default Execution Run Time*:

Default Task Run Time*:

2. [Additional Options] CH&t 2 X}0{| A{ [Description]= &
Ct. Review(ZHE)E ME4ELICE

867530901

customerOrderWorkflow
10
mainTaskList
3600

seconds -

600 seconds -

Enl

Cancel | X

Continue

[Default Child Policy]&

CEEECT
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Register New Workflow

Cancel | X
O
ADDITIONAL GPTIONS
Provide additional options for your new Workflow below
Description: Handle customer orders
Default Child Policy: Terminate -
¢ Back Review
3. [Review] CH&t ”XPOHA‘I Ol CHEt & Rtof =43t HWEE AEFLICH HEJ SH 2™
[Register Workflow]& MEHEILICH O X| 8t 2 A< [Back]2 MEia HEE wEgLCt
DEEER SRS
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F

Register New Workflow Cancel |X

O

REVIEW
Please review the information below, then click Register Workflow

Domain: 867530901
Workflow Mame: customerOrderWorkflow
Workflow Version: 1.0
Default Task List: mainTaskList
Default Child Policy: TERMINATE
Default Execution Run Time: 1 hour
Default Task Run Time: 10 minutes

Description: .. 1= -uscomer order

¢ Back Register Waorkflow

Amazon SWF 2&£ 2 AI85t0] €8 R¥2 85 =+ U&LC =i Qlo] stLt ol S5 E|0q QLo{of
#5255 4 gLt
New console
1. 52 §85ttie =il Yuict
2. S5 85 552 A2 MEiLICE
3. 25 S5 HOo|X[0M &5 0|§ & &5 TS ULt MEiMo 2 o] &9 U2 of
st Ol A E 7|2 21 SE2 XIHE = U&LCH
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Reglster aCtIVity Learn more [4

Activities are tasks which you want your workflow to coordinate and execute (for example: verify customer's order, charge
credit card etc.). The order in which activities are performed is determined by the workflow's coordination logic.

Activity details

Domain

book-ordering-app

Activity name

verifyBookNames

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Activity version

1.0

Up to 64 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Description - optional

Enter description for this activity

Up to 1024 characters.
Default task list - optional Learn more [F
Used for tasks of this activity

verifyBookList

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

4. (MEh)DZ SMES MEisto S0l Ot Ctg MR HEE XI™ELICH

c JE AU M =2- S0 2EHE V|E Y M =Lct
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- 7|2 Y StEH|E MEF A7t — o] ROl ZYE MElstE EH ARt
RecordActivityTaskHeartbeat® ZXAMo 2 $&5t04 g g2 Ensty| MR Hele
7|2 = Alztduct,

g5 R S5 API H{74 2012-01-25 50


https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskPriority
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskScheduleToStartTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskStartToCloseTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskScheduleToCloseTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskHeartbeatTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RecordActivityTaskHeartbeat.html

Amazon Simple Workflow Service IR 740l =

¥ Advanced options

Default Task priority Learn more [£
Specify the priority to schedule activity tasks generated for this execution. A higher number indicates higher priority. Default value is 0.

0

Must be from -2147483648 to 2147483647
Default task schedule to start timeout Learn more [£
Tasks of this activity will be timed out if not started within this duration. Default value is 1800 seconds.

1800 seconds v

Up to 8 characters. Use NONE for unlimited duration.
Default Task start to close timeout Learn more [4
Tasks of this activity will be timed out if not completed within this duration. Default value is 600 seconds.

600 seconds v

Up to 8 characters. Use NONE for unlimited duration.
Default task schedule to close timeout Learn more [F
Tasks of this activity will be timed out if not started and completed within this duration. Default value is 5400 seconds.

5400 seconds v

Up to 8 characters. Use NONE for unlimited duration.

Default task heartbeat timeout Learn more [4
Maximum time before which a worker processing a task must report progress. Default value is 1800 seconds.

1800 seconds v

Up to 8 characters. Use NONE for unlimited duration.

1. Amazon Simple Workflow Service CHA|EE2| 2| 21F0M M &5 38 SE2 MEfgtLC]
[Activity Details] CHat &R0l CHS HEE Q=248LCt
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Register New Activity Cancel |X
O
ACTIVITY DETAILS

Provide the details of your new Activity below

Domain*: 867530901

Activity Name*: activityVerify
Activity Version*: 1.0
Task List: mainTaskList

Task Schedule to Start Timeout: & minutes -

Task Start to Close Timeout: 15 minutes |L]

Continue

A& S MEELICE

2. [Additional Options] CH&} & X}of| [Description]& €235} 11 [Heartbeat Timeout] 2! [Task
Schedule to Close Timeout]2 X|& & LICt. Review(HE)E MEHFFLICE
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Register New Activity Cancal |

O
e
ADDITIONAL OPTIONS

Provide additional options for your new Activity below

Description: yerify the customer credit

Heartbeat Timeout: 2 minutes -

Task Schedule to Close Timeout: 15 iminutes -

¢ Back Review

.

3. [Review] CH3l & Xtoi| A O CHEt & Atof =248t HEE HAEFLI
[Register Activity] & MEHEILICH 2 X| &t 2 B [Back]2 MEHS

Mk
ofn

0
o
on
I

API %1 2012-01-25 53



JHeER 7Hol=

Cancel | X

M
.
REVIEW

Amazon Simple Workflow Service

Register New Activity

Please review the information below, and then click Register
Domain: 867530901

Activity Name: activityVerify

Activity Version: 1.0

Task List: mainTaskList

Task Schedule to Close Timeout: 15 minutes
Task Schedule to Start Timeout: 5 minutes
Task Start to Close Timeout: 10 minutes

Task Heartbeat Timeout: 2 minutes

Description:

Register Activity

¢ Back
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3. I EZ HO|X|oM disteis HIEZE MEFLICH

4. N AISHE MBI

5. A% AIZ HOIX|ofM YSEZ 0/F W A IDE Uistod OISO MBS AEELICH M
o2 0| YABE MBS 9l MHE 2 S0l ASH 5 S22 XY 25 b
Lict,

Start execution rearn more 2

Execution details

Domain

book-ordering-app

Workflow

fiction-books-order-workflow (1.0) v

Execution ID
This will be used to associate a custom identifier with the workflow execution.

fiction-books-order-category1

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Task list Learn more [4
Used for decision tasks generated for this execution.

generatePreOrderList

Up to 256 characters. Must not contain a : (colon), / (slash), | (vertical bar), or any control characters.

Input - optional

Enter input for execution

Up to 32768 characters.

» Advanced options

- A oM £9- 0l YTEZ M ASE Fred M 29lLict
. A AIREH| ME AlZE— 0 YA EE Aol & JlzeLict
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« M AE-ETIAE AlZE— o]l KA E2 = A™ol Chet 2 2ol =|ch [z LIcH,

o
o 59| ==K - TerminateWorkflowExecution 21 HA|Mo 2 S &E35HLE AM|gH AlZto| Bt &
Z|0| QI EZERJ EEEE FR 0| (IAZ2o| 5t YT == Ao AF2E MHAHQlL|C}.

+ Lambda & - 0| I3 E= AldHo] AZAE IAM L& L|Ct. .

¥ Advanced options

Task priority Learn more [
Specify the priority to schedule decision tasks generated for this execution. A higher number indicates higher priority.

0

Must be from -2147483648 to 2147483647

Execution start to close timeout Learn mare [4
Executions of this workflow will be timed out if not completed within this duration.

3600 seconds v

Up to 8 characters. Use NONE for unlimited duration.

Task start to close timeout Learn more [}
Decision task will be timed out if not completed within this duration.

600 seconds v

Up to 8 characters. Use NONE for unlimited duration.

Child policy Learn more [£

Determines a policy for child workflow executions if this execution is terminated.

© Terminate
Request cancel
Abandon

Lambda role - optional

It gives Amazon SWF the ability to invoke any Lambda function associated with your account in place of, or alongside traditional
activities.

tx-process-june3-role-zjy3u305 v

7. A AEES MEELICH

Old console
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[Execution Details] CH3} & X0l M CHE HEE =3gfLct
« THQ

- A EZ 0|

- HIEE HH

- I3EZEEID

2

104

> Jn
|

.

P
[

=

& Al
x

o4
=

2

>~

|5h-27| RgH AlZH

FH

4

(V)2 EAE EE= o HEQLID

Start New Execution Cancel [x

M

L

EXECUTION DETAILS

Provide the details of your Execution below

Domain™®: 867530901

Workflow Name®*: customerOrderWorkflow
Worlkflow Version*: 1.0
Workflow ID*: 20110927-T-1
Task List: specialTaskList
Max. Execution Run Time: 1300 seconds -

Task Start to Close Timeout: 600 seconds -

Continue

2. [Additional Options] CH&t & X0l M Ct& S X[ FLIC

. QIEZ MY 7Y [Tags] ME. ORfE EATE ASHH HAEZ Mol ChEt HES 2
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Amazon Simple Workflow Service

[Child Policy]
Start New Execution Cancel | X
O
ADDITIONAL OPTIONS
Provide additional options for your Execution below
Tags: pus=ic purchase, digital, ricoh-the-dog
Input: srpitrary-string-that-is-meaningful-to-the—
workflow
Child Policy: Terminate -
¢ Back Review
3. [Review] CH&l &fxtof A O|7 CHEt &FRtof| 23t HEE HAEFLICH HET Sdf [Start
S MeigtLICh 2% K| 92 A9 [BackS sl MEE WL

Execution]= MEE
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Start New Execution

O

REVIEW

Please review the information below, then click Start

Domain: 867530901
Workflow Name: customerOrder\Workflow
Workflow Version: 1.0
Workflow ID: 20110927-T-1
Max. Execution Run Time: 30 minutes
Task Start to Close Timeout: 10 minutes
Task List: specialTaskList
Child Policy: TERMINATE
Tags: .. --

~ e a o A4
C purchase, d

¢ Back

Cancel | X

»

m

CHZ7| &2l 2] EH 7|

® Note
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1. ¢ = 50| [Decider Task List] &= = [Activity Task List] 2! x| ME4EFL|C},
2. HAE Mo 2 55 o|§2 =g LCt.
3. [View Backlog]E MEHELICE.
Enter the Task List MName:
@ Decider Task List 0 Activity Task List
specialTaskList View Backlog
Task List "special TaskList™ has a backlog of 3 fasks.
IEZ AY 2|
Amazon SWF Z&0MHE s & S0|HL ST HIERE M-S eElgd = UL
New console
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3. ¥3 Z 2 0f| M fiction-books-order-workflowS MEHEFL|C}.
4. (ME)LE| X|27|8 Meistol TEIE M-stD M A% A2
UNESp- i
HIEE MY e

API HH& 2012-01-25 60



JHeER 7Hol=

Amazon Simple Workflow Service

...
i}

-,

70
00

=L

ul
.A

&Ef

L

2. ALXEO A
3. &EjOfAM &

LICH

S
=

Kl

Al

7Ho2 QI3 E2

01 ID fiction-books-order-categoryl

ID
E

%0
<

H
ol

24

2. QRO A

LICH
M

F

__OH— —_
mr Ao

<

H

_l

FHElDE2[MS
I

=
—
EH

=H

K- T
= W
Tl N
a4 &

H

A

IDOA| A
E

H

._oO ﬂ._u_l
PUNEN

LICE.

=
=

AlE

ENl

0E £0q purchaseOrder

L|ch.

2. AR M

bt

ety

3. Ef20{| M purchaseOrderg 4

L|ch.

L
< 31

I dlolE

1. &7

API HHZ 2012-01-25 61

SZER



JHEER} 70| =

Amazon Simple Workflow Service
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Signal execution Learn more [4

Name

Order update

Up to 256 characters

Input - optional

Value to attach to the WorkflowExecutionSignaled event in the target execution’s history.

Quantity changed to: 2

A

Up to 32768 characters

Execution ID (1)

o trial-fiction-1

4

Send signal

Cancel

)
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ol
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Terminate execution Learn more [ X

Child policy
Determines a policy for child workflow executions if this execution is terminated.

O Terminate
Request cancel
Abandon
Reason - optional
Cancellation unsuccessful
Up to 256 characters
Details - optional

Attempted cancellation of the workflow execution was unsuccessful.
Y
Up to 32768 characters

Execution ID (1)

s trial-fiction-1

5. (MEN)CHA| A - SRE I E2 AHS CHA| H™stedH ol SME AFSELICH

Ok

1. A2 EZ A S50iM ChA| e Bel dis MEELIch 23 S MEsEH CHA
SFA EHS

o = =
A% B{E0| BASIELICH ChA| A8e Meig

r

Old console
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Enter the Waorkflow |1D:

20110927-T-1 | Find Execution(s) |

I ZZ IDE % -I% 21245tH 2 &0l Y FIAEZ 1Dl Al&o| EAIELICH 2ZE K| &1 [Find
Execution(s)]|Z MEHEIE [My Workflow Executions] 27[0 M AIZHE A|ZH A& AS SQIX| o{&
3 A E ﬂﬂEPE‘llOlE-IE 7Ho 2 2 EE A E R 2lE = U&LICH Fo{! FE|of CHal Tt
HEIHOIE R & StLIE MEHE = &L
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I EE AAlHE PHstEd™ X [Domain] EELCHR FSFo|M =HIQIS MEHSHOF B LICH.
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Domain:| 867530001 | v Manage Domains || i Refresh || @ Help

¥ Workflow Execution List Parameters

Filter by: - Workflow Id t]

o Workflow Id
Workflow ID*:
orktiow Workflow Type

Close Status
Tag
Mo Filter

Execution Status: List Active and Closed

Started between ~ 2011 Jan 2121:50:49 and 2012 Jan 21235959

List Executions

Execution Actions: | Signal | | Try-Cancel | | Terminate & & 1to2cf3items B
[l Workflow ID Run 1D Name (Version) Tags Execution Status Start Time Close Time
Sat Jan 21

817e8eb0-353b-

201109271 47de-30b0-5f6754bf278a

customerOrderWorkflow (1.0) ricoh-the-dog Active 21:25:20
GMT-800 2012

music Fri Dec 23 Fri Dec 23
[l 2011002774 | CALOOOBRTACEE  customerOrderworkdiow (1.0) purchase digital ricoh- Timed Out 14:25-14 o
the-dog GMT-800 2011 2011
6c585049-82ca- music Tue Dec 20 TpeDec 20
[ 20110927-T-1 4b3e-adch- customerOrderWorkflow (1.0) purchase digital ricoh-  Timed Cut 221321 GMT—QUU
852768dabfcd the-dog GMT-800 2011 2011

ABE MY SSS WHE F O} HUS 2BY 4 YBLICH
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Signal Execution Cancel |x

Provide the details of Signal action

Mame*: Order Update

Input: guantity changed to: 2

Continue
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. QIIEE MM FAE ATBLICH YTEZ MBS SRetVIECH HASE 20| TALICH FL
S 9aER MHIM Hal He £ Ohg M B8 4 ol 7187k Euin

Try-Cancel Execution

Please confirm that you want to request cancellation for the following execution

Workflow ID: 20110927-T-1

'es, Try-Cancel

- QI Ez LS SEELICH YT EZ AY2 SESTIE0 FAst=s 20| E&LICH

Terminate Execution Cancel [
Provide the details of Terminate action
Child Policy: Terminate -

Reason: Cancellation Unsuccess

Details: zrcempred cancellation of workflow appears to

have been unsuccessful
Continue
- HEIHIER A™ES COHA| A-ELICH

S2E=2

>
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g
o
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3 Dashboard Domain:| 867530901 | = Manage Domains || 2 Refresh | i@ Help
Workflow Executions
» Workflow Types ¥ Workflow Execution List Parameters
3 Activity Types
Filter by: Tag -
Tag™ ricoh-the-dog

Execution Status: O Active @ Closed

Started between = 2071 Dec 15 12:00:00 and 2011 Dec 23 23:59:59

List Executions

Execution Actions: Re-Run | eff— 1to 1 of 1 items
Workflow ID  Run ID Name (Version) Tags Execution Sta Start Time Close Time
6c585d49-82ca- Cya o
20110927-T-1  4b3e-adch- customerOrderWorkflow (1.0)  music purchase.digital ricoh-the-dog Timed Out jeilaciolj2as 21 1w e 20 2 ]
? 852768dabfed GMT-800 2011 GMT-800 2011

-_—

[Re-Run Execution] CH3} & A} A| AT LEEHE LCY.

[Execution Details] CH&t & Xtoil M CHg HEE RIMELICH Cigt 4 Xtoll= 2ief Aol HET}
o|0] M{& U&LICE.

- THe

- I3 EZE 0|E

« Y2 EZ HH

« {IEZEZE D

[Advanced Options] @3 & MEH5I0{ CE1 22 F7I SME X|HE = U&Lich

2
104
i
i

. ZlCf A% A2
- BQf AIRLEH7| HE Algt

ContinueE MEiEFLICH

[Additional Options] CH3} & AtolAM Aol CHEr 13 EXtEE KI™HehLICt. [Advanced
Options] @3 & ME45I0{ O A EE= I EE M Q18T [Tags]E XI™™Hstn A~ [Child
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Policy| & #1384 L& LICk OIF CHEH ARHOIARE Hai Aol BTt ol0] MUK e
Lict

Review(dAE)E ME{FLICH
4. [Review] CHEt &AM ZE HEIF SHEX| & QIELICH HE 7 2H 2 [Re-Run
Execution]2 MEASIL|CE O X| i 2 B [Back]2 MESH HEE HAEFLICY.
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I EZ A SEIE HEsK QiMoo 2 2 EZ LHFo LIEILEX] S &LICH ol E =
of, HIEZ LHH0E & Al EEE AZ™ EHo| A8 2 EAILX| ef&LICH
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]
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I EZ UHoll= O3 22 E 7tx| 2 o|™o| [&LCh

- I EZ Aol OiF ZE HEIH /A EZ U HEE== ofZ2|7 0]4d0] JEf HIXE L +

. Ljoie 2t YA ER Aol Chal ZS 0| ollorE, BEOl HA) Aef U HS0| Zntof CiEt JISE A
SHLICL 2E2 MBS o2 HEE A8 ChS TlE BRI

L Lfoie MM BQIYAER MBS DUEYSD HRE YAER ABS HOIsE O ABE £
= RPMIEH ZAF SR RIS ELICH

CHE2 A &7He 1222 el 71 B[l
Invoice0001
Start Workflow Execution
Schedule Verify Order
Start Verify Order Activity
Complete Verify Order Activity
Schedule Charge Credit Card
Start Charge Credit Card Activity

Complete Charge Credit Card Activity

Schedule Ship Order
Start Ship Order Activity

O|™ dllofME F=E0| Hi& 7| Solf=dl Ch5 doMeE 20| Iz ELICH K2 EZ LH¥2 +H

Invoice0001

Start Workflow Execution
Schedule Verify Order

Start Verify Order Activity

Complete Verify Order Activity

Schedule Charge Credit Card
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Start Charge Credit Card Activity
Complete Charge Credit Card Activity

Schedule Ship Order
Start Ship Order Activity

Complete Ship Order Activity
Schedule Record Order Completion
Start Record Order Completion Activity

Complete Record Order Completion Activity

Close Workflow
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HEf AIES HE = U

GetWorkflowExecutionHistory 242 AI&35t0 QA ZE2 2 AF LA 9|
&LICH B8 AXMAHE Amazon SWFSF @I E2 ZAXK 7o 45 =
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x
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of2i= JSON HAIo 2 EAIE 3 E22 Ad LiFelof & & FELICH

[ {

"eventId": 11,

"eventTimestamp": 1326671603.102,

"eventType": "WorkflowExecutionTimedOut",

"workflowExecutionTimedOutEventAttributes": {
"childPolicy": "TERMINATE",
"timeoutType": "START_TO_CLOSE"

}

[P

"decisionTaskScheduledEventAttributes": {

YIEE U
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"startToCloseTimeout": "600",
"taskList": {
"name": "specialTaskList"

iy
"eventId": 10,
"eventTimestamp": 1326670566.124,

"eventType": "DecisionTaskScheduled"
Yo &
"activityTaskTimedOutEventAttributes": {
"details": "Waiting for confirmation",

"scheduledEventId": 8,
"startedEventId": 0,
"timeoutType": "SCHEDULE_TO_START"
},
"eventId": 9,
"eventTimestamp": 1326670566.124,
"eventType": "ActivityTaskTimedOut"
Yo &
"activityTaskScheduledEventAttributes": {
"activityId": "verification-27",
"activityType": {
"name": "activityVerify",
"version": "1.0"
},
"control": "digital music",
"decisionTaskCompletedEventId": 7,
"heartbeatTimeout": "120",
"input": "5634-0056-4367-0923,12/12,437",
"scheduleToCloseTimeout": "900",
"scheduleToStartTimeout": "300",
"startToCloseTimeout": "600",
"taskList": {
"name": "specialTaskList"

iy
"eventId": 8,

"eventTimestamp": 1326670266.115,
"eventType": "ActivityTaskScheduled"
[ PE
"decisionTaskCompletedEventAttributes": {
"executionContext": "Black Friday",
"scheduledEventId": 5,
"startedEventId": 6
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1,

"eventId": 7,

"eventTimestamp": 1326670266.103,

"eventType": "DecisionTaskCompleted"
Ho{

"decisionTaskStartedEventAttributes": {
"identity": "Decider@l",
"scheduledEventId": 5

},

"eventId": 6,

"eventTimestamp": 1326670161.497,

"eventType": "DecisionTaskStarted"
Yo &

"decisionTaskScheduledEventAttributes": {
"startToCloseTimeout": "600",
"taskList": {

"name": "specialTaskList"

},
"eventId": 5,
"eventTimestamp": 1326668752.66,
"eventType": "DecisionTaskScheduled"
3, {
"decisionTaskTimedOutEventAttributes": {
"scheduledEventId": 2,
"startedEventId": 3,
"timeoutType": "START_TO_CLOSE"
I
"eventId": 4,
"eventTimestamp": 1326668752.66,
"eventType": "DecisionTaskTimedOut"
[ PE
"decisionTaskStartedEventAttributes": {
"identity": "Decider@l",
"scheduledEventId": 2
I
"eventId": 3,
"eventTimestamp": 1326668152.648,
"eventType": "DecisionTaskStarted"
[ PE
"decisionTaskScheduledEventAttributes": {
"startToCloseTimeout": "600",
"taskList": {
"name": "specialTaskList"
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}
},
"eventId": 2,
"eventTimestamp": 1326668003.094,
"eventType": "DecisionTaskScheduled"
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"decisionType" : "ScheduleActivityTask",
"scheduleActivityTaskDecisionAttributes" : {
"activityType" : {
"name" : "activityVerify",
"version" : "1.0"
I
"activityId" : "verification-27",
"control" : "digital music",
"input" : "5634-0056-4367-0923,12/12,437",
"scheduleToCloseTimeout" : "900",
"taskList" : {
"name": "specialTaskList"
},
"scheduleToStartTimeout" : "300",
"startToCloseTimeout" : "600",
"heartbeatTimeout" : "120"
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StartWorkflowExecution ¢}, StartChildwWworkflowExecution 28 E&=
ContinueAsNewWorkflowExecution 22 AtE5t0] A2 A I I EE AFA ElOE
Z[CH 5707 K| 2 == UELICH 7HAIE &Y E AFE510] K EE A-E LHASHHL 78 M=
AR EfOE 7|ECE AntE HEEE = A&t
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3. ListOpenWorkflowExecutions, ListClosedWorkflowExecutions,
CountOpenWorkflowExecutions 2! CountClosedWorkflowExecutions 2o 2
tagFilter I}2}O|E{E K|35t & B2 =2 BTt X|IHE S LI FstrHLE Aot 2
XHEEIOE 7|82 Mg ZEJELIc

rlo

I EE Mo Ef1E HZstH s Ef 1= A&ol| P+ ¢Z o MAHE &= gi&gLct
tagFilter T2tO|E{0 = ListWorkflowExecutionsE A3l HZLE StLPEF X|HE = J&L
Ch 8t BT UR|= CH/AEXAE F25HD HeEetH XISt =0t Z0tE eretguct
Ct2ot 2ol Efaot XIS & A" 27HE o|0| M™ERMct 7t-Eal E20& Lt

Al O|F gPE Ef

A1 Consumer, 2011-February

AR-2 Wholesale, 2011-March
Consumer E{Z204| CH3H ListOpenWorkflowExecutionsCHIkI Hhetste A SE2 HEl2E = U

&LICt oldestDate ! latestDate &2 Unix Time 2t 2 X|'HELICEH

https://swf.us-east-1.amazonaws.com
RespondDecisionTaskCompleted
{
"domain":"867530901",
"startTimeFilter":{
"oldestDate":1262332800,
"latestDate":1325348400
.
"tagFilter":{
"tag":"Consumer"

}
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Bl S AFSStod M Qlof| CHet HAMIASE X|o{EFLICEH

IAMO{| M Amazon SWF = H| Q11 42 Ef 3 & & X 5101 Amazon Simple Workflow Service T H|210]|
CHEE HMAE MOo{E &= U&LICH 6§ 01, 7|7 environment QU ZtO| CtSot Z2 EfO7t £
ol

o =
g tHelE Mete = [U&LIClproduction.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "swf:*",
"Resource": "arn:aws:swf:*:123456789012:/domain/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/environment": "production"}
}
}
]
}

O| H&2 environment/productionZ Ef X|'HE T HIQI0 CHEt HMAE 7HE(Deny)Ef LI}

KEMEH LIE2 CHEE HZ s,

« IAMEITE AFE B HM|A X0
N
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- 10| 7|E Ee 13 2K E FUMEX] oiFof et CHE &S o<

. TZ4o| F2 Lol mfEt O T2 Q15 BE £

Hxb &7Heiel ofolM S MEIZ AASetH A87tE Y7 Aol et FE2 S E= FAg £

UELICH CHe 22jol M AMRHE AB7IET MBHoE HTE B2 TR U YRR 7|2 85
HYS o FELIct 2ZEX[ fe™ FE F A L oA o|HY 27| €S A S olleFrLCt.

| C-";l:j‘:|I:';I..|f;-:r;'|r-l_ '—!‘ Order }—» Charge Credit Card }—CK—; Ship Order Record Completion |— End |

\\I‘-J-;-'. Ok———» Cancel Order Ermail Customer —I

AMEFtE0| M3 Mo 2 HFE|H A™AJt ShipOrder #SS G LEfLICt JEHX| o™ A™A=
CancelOrder & of &FefLCh.
0 B2 LI 41312 L87I0] SBHOD BREVER ofRE HAHTS YYHE 2227
JefLict Ol A sted™ ChE ot fAFE 2 %]0] {00k BfLICH.

IF lastEvent = "WorkflowExecutionStarted"
addToDecisions ScheduleActivityTask(ActivityType

"VerifyOrderActivity")

ELSIF lastEvent = "ActivityTaskCompleted"
AND ActivityType = "VerifyOrderActivity"
addToDecisions ScheduleActivityTask(ActivityType

#Successful Credit Card Charge Activities
ELSIF lastEvent = "ActivityTaskCompleted"
AND ActivityType = "ChargeCreditCardActivity"

addToDecisions ScheduleActivityTask(ActivityType "ShipOrderActivity")

ELSIF lastEvent = "ActivityTaskCompleted"
AND ActivityType = "ShipOrderActivity"
addToDecisions ScheduleActivityTask(ActivityType =
ELSIF lastEvent = "ActivityTaskCompleted"
AND ActivityType = "RecordOrderCompletionActivity"

addToDecisions CompleteWorkflowExecution

#Unsuccessful Credit Card Charge Activities
ELSIF lastEvent = "ActivityTaskFailed"
AND ActivityType = "ChargeCreditCardActivity"
addToDecisions ScheduleActivityTask(ActivityType = "CancelOrderActivity"

"ChargeCreditCardActivity")

"RecordOrderCompletionActivity")

)
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ELSIF lastEvent = "ActivityTaskCompleted"
AND ActivityType = "CancelOrderActivity"
addToDecisions ScheduleActivityTask(ActivityType = "EmailCustomerActivity")

ELSIF lastEvent = "ActivityTaskCompleted"
AND ActivityType = "EmailCustomerActivity"
addToDecisions CompleteWorkflowExecution

ENDIF

AME7lEo| MB3XMo 2 HAL|H ZHXA= RespondDecisionTaskCompletedZ SESH
ShipOrder &S 0i|efatiof &LICt

https://swf.us-east-1.amazonaws.com
RespondDecisionTaskCompleted
{
"taskToken": "12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"decisions":[
{
"decisionType":"ScheduleActivityTask",
"scheduleActivityTaskDecisionAttributes":{
"control":"OPTIONAL_DATA_FOR_DECIDER",
"activityType":{
"name":"ShipOrder",
"version":"2.4"
b
"activityId":"3e2e6e55-e7c4-fee-deed-aa815722b7be",
"scheduleToCloseTimeout":"3600",
"taskList":{
"name" : "SHIPPING"
},
"scheduleToStartTimeout":"600",
"startToCloseTimeout":"3600",
"heartbeatTimeout":"300",
"input": "123 Main Street, Anytown, United States"

MEIFtE 3o 2 HTE[X| oM Z™HX= RespondDecisionTaskCompleted2 SH5H
CancelOrder & of2FsHoF & LICH.
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https://swf.us-east-1.amazonaws.com
RespondDecisionTaskCompleted
{
"taskToken": "12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"decisions": [
{
"decisionType":"ScheduleActivityTask",
"scheduleActivityTaskDecisionAttributes":{
"control":"OPTIONAL_DATA_FOR_DECIDER",
"activityType":{
"name":"CancelOrder",
"version":"2.4"
.
"activityId":"3e2e6e55-e7c4-fee-deed-aa815722b7be",
"scheduleToCloseTimeout":"3600",
"taskList":{
"name" : "CANCELLATIONS"
},
"scheduleToStartTimeout":"600",
"startToCloseTimeout":"3600",
"heartbeatTimeout":"300",
"input": "Out of Stock"

74

Amazon SWFOM RespondDecisionTaskCompleted X 49Q| CO|E{E &QlE 4 Qe B

Amazon SWFE CH2 I} RAFS NS HTTP SE2 BHetehLict.

rr

HTTP/1.1 200 0K

Content-Length: 11

Content-Type: application/json

x-amzn-RequestId: 93cec6f7-0747-11e1-b533-79b402604df1

Amazon Simple Workflow Service E}tO|H

EO|HE AFS5tH AYRI|H EHE 7|zto| AlZto| BIHE ZARE 22 + U&LcH AH 5o 8
Ee M A™EXRE StartTimer ZHE A5 SHE &= U= SM0| Y& L.

O|H7I BtZ E|o{oF 3t= 7|ZtE K I\ Z+o| Z ~

L2340l TimerFired O|HIEE F7}5t0{ AH T2 of|f&fLICH O ofs Z2HAL
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off &7+ Ade LElLict Eto|He| YAl A

o =
0l8 S0{ D0 B MBS KIHAI7IZ &

2SS MY FAE Soll 28R H ol = LRIt e &5E S22 + U&ELICH Amazon
SWFE E3H F4 HFHALIEE MEsIH A S &5 &tdS ZH= SHetx| d&LICH FA 2

Z4% K12 XI5t Zof EE A X|AS ZXEH & OIA L} BE THo{S XA E{H

™Y Xt= RespondDecisionTaskCompleted 22 RequestCancelActivityTask ZHo =R
ArS gL,

https://swf.us-east-1.amazonaws.com
SignalWorkflowExecution
{"domain": "867530901",
"workflowId": "20110927-T-1",
"runId": "9ba33198-4b18-4792-9¢c15-7181fb3a8852",
"signalName": "CancelOrder",
"input": "order 3553"}

™ Amazon SWF= CHS 1 RAEF §SHQ HTTP 82 grererLich
Qo

I EZ HYO| MEE s Al5t
o HYES ddstod ZERA MEE MEISHEF LEILICEH

Amazon SWFE 2% &

HTTP/1.1 200 OK

Content-Length: @

Content-Type: application/json

x-amzn-RequestId: 6c0373ce-074c-11e1-9083-8318c48dee96

AT A e MBI T Lol M A B HOIS B WA ¥S D7
ShipOrderActivity00019l CH7| 59| S #|As#T BLICH &5 D o2 S 3¢ oWl

o| I3 EZ Lol M3ELICE.

https://swf.us-east-1.amazonaws.com
RespondDecisionTaskCompleted
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{
"taskToken":"12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"decisions":[{

"decisionType":"RequestCancelActivityTask",
"RequestCancelActivityTaskDecisionAttributes":{
"ActivityID":"ShipOrderActivity0ool"

Amazon SWF7} |4 @EE §3HL 2 £AIotH a1 fAHE S MR HTTP &2 BrEHEfLCH

HTTP/1.1 200 OK

Content-Length: @

Content-Type: application/json

x-amzn-RequestId: 6c0373ce-074c-11e1-9083-8318c48dee96

F| A& A= o] ActivityTaskCancelRequested O|HEZR 7|5 EL|C.

0| MBHO B FAL|M (ActivityTaskCanceledO[HER EAIE) I EE 4™ ZTEo 20
ZBHER7E 2 F|Aof Fitztok st MAHE HAE FotE S TE a1 L(c

23S AUS FAY £ ol B 2ol 2t&, A EE= FAStE CHAl Alzho| Z30tEl F2) 2H
e gS 4ot E =25t HU ALS Atalof et 2e st ™Me| £ 2t ZX|E F 8ok g LCh.

S &YXt o0l 8 A2 et AR Fa 2FH2 FHY ﬁE HIE H7FHLIEE S8l & ELICH
& MUR=E H7|Mo 2 RecordActivityTaskHeartbeat& A& 3t0{ Amazon SWFO| Z 40|
A& T s2 20 = st

HAIZE A 2ol = StEHIEE AHE5tE 20| EX|EH &S 2Yxts 2= A stx| elot= ELICH
g FAdtedH HI| SIEH|IEE 7|FaHoF & LICH 2 4XIt SIEH|IEE ALE5tX| ol B2 &Y
2 FAE £ glsLc

ZHR7L A Y FAE 2™EH B2 Amazon SWFE cancelRequest ZHA| Q| Zf2 true2 A ELICH
cancelRequest ZHX|= RecordActivityTaskHeartbeatOl CHEF SESZE MH|AM A BHetst=

ActivityTaskStatus ZH&{|o| UL lL|CH,

Amazon SWFE F|4& QEE &5 5ol 2F2 & Yaliotx| &LICH MatM F& 2EE ®Melste &
W2 g0l et FeEtELCH 27 Ao et €3 HUS FLstHL FA HE FASHES €38
HRIE z2aeisH AL,
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Amazon Simple Workflow Service £ @t
0| EF40lAM= Amazon Simple Workflow Service 20+ 3! Q15 0f CHEH A>HEEHLICH
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« Amazon Simple Workflow Service C|O|E{ 25

« Amazon Simple Workflow Service2| Identity and Access Management
. 2219 g |2l

« Amazon Simple Workflow Service0l| Ciet 78 &4 &9l

« Amazon Simple Workflow Service 524

« Amazon Simple Workflow Service2| Q1= 2} H ot

« Amazon Simple Workflow Service2| 7143 &l F[ofA] E A

Amazon SWF= IAM2 AF235H04 CHE AWS MH|A 2! 2|A A0 CHE HMAE A|o{ErL|Ct. IAM°| &t
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Amazon Simple Workflow Service Cl|O|E{ E&

AWS =5 #2] IEH2 Amazon Simple Workflow Service2| CIO|E| EZ0f X EL|C}. o]l 20| A
Bot= JWAH AWSE ZE AWS SEIREE Adsts 22Y QuptE E5 8 M0| JU&LCt A
Exte lEetof M EARE = Z2EIXE 22lsHok gL AH83t= AWS AMH[|A O Eot 741t &

2| ZFedol| CHeh 2 AL RFOl|A| Ql&LIC Cllo|E{ Z2to|t Alofl CHEH RFAMIEH LH& 2 Data Privacy
FAQ(HIO|E| ZEIO[HA| FAQ)E & ZSML. REHCl CIOIE 250 Chst REMIE LIS 2 AWS Eot £
2739] AWS Shared Responsibility Model and GDPR 221 HAI22 & Z5HM 2.

CIO|E{S E35 524 AWS HBEOH Q15 MEE H3 51 AWS IAM Identity Center® = AWS
Identity and Access Management(IAM)E &3l 7HE AAS A A™EE M= X0l EZ&LICt ol A st
04 JHE ALERLof| A AHAlo| RIRE S 45| o|H st ol Rt MEtet Ro{ELICH E&F Chgat 22
Yo 2 H|0|EE E&5HE WOl E&LICH

- ZH Aol HE| HE 215 MHE(MFA)S AFS M.

« SSL/TLSE Ar&35t01 AWS 2|4 SAISHMR. TLS 1.2 E40|0{ TLS 1.38 HELICH
- AWS CloudTrail2 API & ALEAt & 24 S AHSM L.

- AWS 253t £FMS AWS AMH|A LHS| 2E 7|2 Eot ZEEI &7 AL SHMIR2.

HolEH E= API %1 2012-01-25 106


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_access-management.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-credentials.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

Amazon Simple Workflow Service JHEER}E 710l =

 Amazon S30i| M &l 2IZ e O|o|EH & HAMet T E & 5t= Ol =& 0| &= Amazon Macie2t 42 I
= 2™ 2ot MH[AE AE5HAM L.

. HUZ OIE{H0|A T APIE S5 AWSO HMAS [ FIPS 1402 015 235
g B FIPS AEZQIEE AME5IML. ALE 7t5E FIPS =X QIEof CHEH REAM[EF LHE
FIPS(Federal Information Processing Standard) 140-2& & Z5tMI 2.

=
(Al

0 rr rr Hc
N -

of

FO

ok

oz

HL

EfZL} Name ZEQ} ZH2 A7 &4 EE=of &
£ 7|Et AWS AMH[A0|AM Z£&, API, AWS CLI

Ct. 0|50l A8El= Bl = At A EA

a0l AFSE & JA&LICH 2|F AB{o] URLE A
I QIZE URLO| Z&A|7{A= o ElL|ct.

ZHo| O|HY =LA} T2 7
15t x| ot= Zdo| E&LICH o
WS SDKE ALE o+04 Fe

N
2

Amazo SW

>
M
£ ke

> A
1054

9'|_.
I

] r|r
N
O
e
il
o
ir
HJ
rn
E
())II = M
rr on

H
N H
qo MF X

St AW
> M1
by HH
I-II

O

mo I
oY
ol
9'|_|
r

E

ol
Yo

Amazon Simple Workflow Service &

>
3
Q
N
O
-}
()]
S
|
rr
Rl
2
o
o
m
i
0k
0z
ik}
Fol
o
o
r
_lTI_
>

mazon Simple Workflow Service2| E||0|E'| =&
SHE ArE5t0o4 KT HEHE %*§§P5.=.'L—|EF. O|E M8 F M EeeHOo|E EE 9 #tEiEl
& tE & E"-T—.LX{IO—TL At

0
Fol
o

o Mfm
>
0I¢0
9'|_

EI
POI'
toh

Amazon SWF2} 7|EF MH|A ZHofl MY E|lE 2 E 0|E|E TS HIS EoHTLS)S AF835tod ¢ 5 31E
LIC}.

Amazon Simple Workflow Service2| Identity and Access
Management

Amazon SWFO{| HMASIEAH g Q&= Ol A S E AWS = = X1 5Ho| 2Lt o
gt X4 BHO|= CHE 2lAaA0M OfHIE HIO|EHE HMSHE S AWS AL HAMAE = Q)
= ™ol {ofof B LICH AWS CHE MMl M= AWS Identity and Access Management (IAM) &
Amazon SWFE Ar&36t0{ 2|AA0i CHEF HMAE MO{FZM ElAAE EE ot Yo CHalf RHA
S| dEHErLIct

AWS Identity and Access Management (IAM) 2 #2|X7t 2[AA0]| CHEF HMAE CHTSHAH| HMo{&
= AWS MH|A UEE AWS EotELICH IAM #E2|Xt= 0 A& XE7F Amazon SWF E[AAE AHE

2 = 3l (Encryption) API {71 2012-01-25 107


https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html

Amazon Simple Workflow Service

JHEER} 70| =

HI& gi0| AAEE + U&LICH.

« Amazon SWF2| ACL

« Amazon SWF2| ABAC

« Amazon SWFO|AM IA| EOF Q15 ALE

« Amazon SWFO{| CH8t X} MHH|A EoF =& H&t
+ Amazon SWF2| AMH|A 235t

» Amazon SWF2| MH|A 9173 o4&t

= 1=
+ Amazon SWF2| At74 S 7|t =4
J

« Amazon SWF LHQ| B|AA 7|HF ZJ=H

+ Amazon Simple Workflow Service7t IAMS £ At S5t & A
« Amazon Simple Workflow Service2| X}73 5 7|t Z=H of|
- 7|2 #E|

+ Amazon SWF IAM &#

« APl 29

« Ei 7|8t A

» Amazon SWF& Amazon VPC QIEXZQIE

» Amazon Simple Workflow Service ID & HMA EX| sHZ

7Y

A8 &4 AWS Identity and Access Management (IAM) 2 Amazon SWFO0i| A
ChELICH.

o = TS QBF(=I)E|n HEto| Roi(Het US)E = U Xl Mo LICH IAME2 F7FAWS M
Fa

£35t= =Hedof 2}

o

API H{712012-01-25 108



Amazon Simple Workflow Service JHEER}E 710l =

MH[A AL XE — Amazon SWF MHIAE AFE35101 2 S sste 42 TRt Hot Q150 Het2
A7 MSELCH o B2 Amazon SWF 7|52 AL&36t0{ Y S =dstctH F71 HEto| Ee
g = UAGLICH HMA M 22| T AIZ o|sstH e HEHS EFEIXPOHHI QHEE

Amazon SWF2| §0f HMAE = QiCtH Amazon Simple
MMS & ESMQ.

_°,E
il
E
(@)
z
(@)
<
wn
D
<
(@]
D
(@]
$a
12
>
|>
Eli
Pl
:°||='
Y

MH|A Z 2|t - Z|AFo| A Amazon SWF 2| AAE MIX| 1T /CHH Amazon SWFOI| CHEF Rt EH Al
A HEto| Q2 ZdL|CH MH|A ZE|IRFE MHH|A AF2 X7 MM ASHOF 5HE Amazon SWF 7|s1t 2|
AAE A™ELCEH O CHE, IAM 2 2[R H 28 E ME5t0{ MH|A AFERtS| HEHE PG50k &
L|C}. o] HO|X|el HEE AES0{ IAML| 7|2 7HEE O|alist M AIL. 3|AFZ7}F Amazon SWFO| A IAM

£ MEst Yol cHal REMIS| ot 2248 Amazon Simple Workflow Service7t IAMS 2 &M S &t =
LA MM HISAMR.

IAM 2 2|X} - 1AM 2 2|X}2HEH Amazon SWFO| CHEE AM|A BHE| 2 2t Wi RIS 21 Al
Aol of M| E = elstEdT Amazon

= JU&LICH IAMOM At E = 2= Amazon SWF ID 7| H*4
Simple Workflow Service2| X124 & 7|t 22 of MME FZ5HM2

IDE E38F Q&

QB2 Xt SHZ AWS AtE5t0od 2O Ql5t= WEIILICH IAM AFE AR 1B (222! AWS) ot 7HLE
IAM g2 2ot QIF (2Ql) sHof FLICH AWS A R E AR

ID AAE S| MSE AHH 58S AE5t0 HHT 0| IDE 2018 = U&LICEH AWS AWS IAM
Identity Center (IAM ID MIE{) AtEX, E|AtL| 42 ALRI2 @IF, Google EE= Facebook X223 5 HE 0| |
o4 IDe] o L|CH HHo|4 IDE 2918 i & 2|Xt7t o]0l IAM 2382 A2 6t0d ID HIH
glolMe MYME&LICH HH2|0|ME AL85t0] HMASHE B AWS ZHHMo 2 dghs THA EL
Ct.

AEXF &0 2k AWS Management Console EE£ AWS HA|A ZEO| 23018 £+ Ql&LICH 23
Qloi| CHet AtMIEH LIE2 AWS 221 AFE MBMe| L 20021 A2 FHESAAI2. AWS AWS A H

+Z U&LICH o8 S04, AWS HH
x
o

o| Hot2 A&lsty| sl ChetAl @15 (MFA) FRFLICEH ZEMIE LIS 2 AWS 1AM
Identity Center At& AHMO| LIS 215 U IAM AHE MBA S| AWSHA| CHE QIS (MFA) AtE S & =X
SHAAIR

IDE =3t 0I5 APl {7 2012-01-25 109


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

Amazon Simple Workflow Service JHEER}E 710l =

AWS 7HH R E ALK}

AHEE AWS HHBHE e MK HHe| ZE AWS AH|A B|AA0f CHE 2t HAMA HEHS 7T
stLtol 21 IDE A|ZfgtLict O IDE AWS HIE R E ALAIEtT 5HH, HIHE BHE W AFE$H O
MY FA HILHS 2 2015101 UMAE = JUELICH dYMRAEfAT 0| RE MASKE AL 8
x| ot 7de Ztads| HASILICH RE AI2AF HOHQIE MEE H5 51 RE AFRKIDF 2845 £ o)
E ElA3E s™st= O M8 oP 2. FE ALZXE 22l8H0k ste ™A 2y S52 IAM AFHE AT

Mol 2 A8 A HOH 91F0| LR E XS AEFAAIL.

H 20| Xt &8

MH|A ALERE7H ID 32 AEete

7P‘F 2 YH2 HElx AMATH ERF AFSKHE HIRE =3 AWS
£ st WYLk

OIS AL 5H04 2IAI A1 B ALRSH0I AUNIASHE

H 2 o|M IDE 7| AH8Xt CIEER|, & ID 3ZAt, Identity Center CIE{2|2] A

ALAAE Sl MBE AHE SBE AHE5H0] HMHASHE AWS AMH|A 2E ALEALE TEFLICEH AWS
Directory ServiceH|HZH[ 0| IDO| AWS H'HHMASIH O|F 0| WS T A2 A XAHEF 5HS
x.||_._oI-L||:|._

S S A HMA BEIE 23] AWS IAM Identity Center(2)2 AFE3HE Z30| E&LICH IAM Identity
Centerofl M AF2 AL U 25 MAISHHLE RHA| ID AAQ| AFZ AL 2! O & Elgtol dZstn S57|55}0]
SE MEX L ofEZ|FO|MAIM AL E = AU &LICEH AWS HI'H IAM Identity Center0l CHEF XFAl| 8t
LI 2 AWS IAM Identity Center AF& A0l IAM Identity Center2t FUULITII?E FHZ LA
o

—r .

IAM AFEXF 2 O &

AV ASTHE B MBI EE ofE 2Ol Chet S8 HEHE AWS A 71T N8R LA B
HOILIC. 7HS 3R 25 U AN FIoH 22 BT Hot 1B 0| Qi IAM AL RHE Madsts ChAl

Al O OIE S AFBSHE Zi0| BLICH SHXIEHIAM AL XS] B 7| B0t Q10| R 51 AR A
7 s B2, HMA 718 DAt 20l TaLICH RAE LIS IAM AHS A2l 7| Eot ol

SO0l o8t M8 AEe] B2 HI[Mo 2 AMA 7| WAHE HESHAAIL,

DO

r

IAM 52 IAM AL X AEME X|"Hote A8 SBYULICH A8X= I8 E EOQIE =+ gL
Ct. J&2 Ar&35t0d 042 AFEXtS| MEHE & Holl XI™E = U&LCH OES MEStHUTE AFE
A EEol Het2 o €A &2l &= &LIC & £01, IAMAdminsEl= 2&0| /11 0] 2 &0l IAM
ZaAE HEIY HetE Roig &= JU&LCh

AERtE At CHELICH AFSXAHE B AR 2= O S 2|7H|0|Mat TRt AA X X[EH HY 2 sliS
Ago| et ARO2tH FFL + Y + USLICH AISKtE ST M 7| 2oF 215 HE & JHx|

DE £3f 0I5 API 81 2012-01-25 110


https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html

Amazon Simple Workflow Service WXL 40|

[n

T UXR|EH e 2 Al 20t QIE O XIS ELICH XFME LI IAM AFE Bl IAM AFEXHE BHE

0{0F 5= BR(UE0| ot =) E FZHAAIR

IAM 3%t

IAM 4Er 2 &% HEtS 7t T AL X AWS H ™ Lol Rt SHRILICH IAM AL Xtet | ALSHR|EH &

M 7ielnt AR K| E&LICH 24& 2 AWS Management Console T18H5104 0l YA|HS 2 IAM

g2 g2 £ U&LICH AWS CLI EE= AWS APl 2t 2 S &5 7L AL A X|H URLS AHE 50

g2 T UE &= UELICH AE ALS 2ol CHEt AEMIEH LIS 2 IAM AL AE A IAM & A8

AEZSHAAIR

UAl 2ot 2IB0| U= IAM HE2 CHS0t 22 oM S ELC

« HHH O AL AE HMA - IR 0|4 IDO]| HEHE Foste{H HAE S st s g ol Mt
2 Ho|ghLct. H T o|M ID7F QBT g ol AL dgof MolE #Eto| Ro{ELIct H
o 0| 2q&rol| CHEt REAIEH LIS 2 IAM AFE dBMO| ME THE| ID SZ Ao g Mo Hg X
St&IAI2. IAM Identity CenterE AtE5t= 42, Wt Ags e LICH Q15 = ID7} AMAE =
AE =2 Moist7| 28l IAM Identity Center= T MEE IAMO| & 1}t Azt RI& Lt HEH Al
Eoil CHgt REAMISH LI 2 AWS IAM Identity Center AHE MREAMO| HEH MEE K XEHAAL

A

2| MK HEt- IAM AF2AF EEE 82 IAM HE8 2 25109 EX EfA T o CHEF ChFEH
Hetg A2 Bg £ &LCH

o A2A HE HMA - IAM HE S AFR510{ CHE HHO| A RHAIZE &= e Bt FA)7F LY AH/HE
O B|AAN HMAGESE FE Fo s A-E 2 HMAE 2odstE 7|20l ghgdel
LiCh a2 258 AWS MH|AZGR CHAl RS | AA0 RIF] @42

o —
g = UELCH AE Zh MM Aof CHEF Agtnt 2|44 7|HE HAMO| Xt 0[S YotE e IAM ALE
A

1
;0
I
g
Il

0
2
rr

2

ok
mo
S
Ju
>
Hu
ol

—
MBEMO| IAML| Wit A 2lAA HMAE FRFAAL.
o« MH|A ZF HMA — U= OHE 715 S AFSEILICH AWS MHIA AWS MH|A0E E0{ MH|20
MEMM £ $3istH Uitxo 2 51 MH|AE Amazon EC20{M O Z2|7{|0|M e Alsls 7
ZH

=
HELICH ME[&E AHXMo 2 5 &5t EoF F4|o HetS ALE 5t
A&3t0d O| EfAT E +-E + AU&LICH
=
o

4 2
M2 MM (FAS) — IAM AFS A EEE A S Al

74

o

- =YY A Ee 9 telg +™ste B2 2ot AWS
FH2 ZFEunh dF MHIAE M85hs 39 ChE MHIA0M CHE HYE AlXste HUS
e = UELICH FASE T3 E He FHllel Hets T2 AER AWS MH|AMH|A0] AWS
MHIA @%35l7| 98t QAT 728 stod AHSELICH FAS 22 2 AH|A AWS MH|A EE
olasgto| 435 80| HRE RS MHIATE AR ol o|Fo{ELICH 0| 32 F &Y
S 25 Y £ = Mol Aojok FHLICH FAS 2 Al BH MR HEE MY ML MMs
eSSk

IDE =3t 0I5 API E{Z 2012-01-25 111


https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

Amazon Simple Workflow Service JHEER}E 710l =

o AMH|A AE - MH[A AE2 MH|ATE AL KHE CHAISHO] EfA
SHRILICH IAM R EIRFHE IAM LHOIA MH|A g e MM, % |
2 IAM M HdBAMO| AWS AH|A0] CHEF HEHE IUE e HEE HEFMUAL.

« MHIA& HE g — MH|A AZE HE2 of HEE MH|A A S
HlAE AFSAHE CHiloto]d HUE +st7| /| e Y &= USLICH MH|A AE A2
M-S0l H AWS HIE EAIZIH S MHIATH AR ELICH IAM 2 2[XtE MH[A 3 T

= K=J AN =T =L A
s 2 4+ UKIE HIS ¥ 4 gl

« Amazon EC20{| A A E|= oOfZE[F0[MH — IAM HE 2 AIE35104 EC2 QUAR A AABE|T AP
REE AWS CLI st= o EE[AH ol e| HA| RtHE SHE HEIE = %
A LHof| HMA 7[E MEE M HEE[= HEHLICH EC2 QIAR A AWS %‘3*% %*%*%m =2
E ol Zz|7o| Mo At E 4= QU7 StE{H QIAE Z MME
AE{A _u_g_u|.olo.||'— O=|o|'0| ;‘T&%:. E|0'| %Ign
52 U2 & UELICH RHMEH LS

2 1AM
HA0M ARE|= oHE (70l HEF F0

>O

AM AL RIE AFEEX|E LotEE{H IAM AFE AHAMO| IAM L EHAFS R}

B M52 018 AWS D £ B0l AWS #2EH01 ANLE Mol & SIALILL HHE D
i BlAA0 17T I AWS ST MEHS HOlshs ZAMLULICH AWS FZ A (AHSK, RE M-SR
i o MIA) 7h Q&8 [ OlE HAS WIMELIC FMoIM HEe RHO| HBEIHL HEE
= X|E ZHEHLICH CiEE o] MM JSON EAMZ AWS X EILICH JSON B 20| 71X 2
ol Chet XPAIEH LIRS 1AM AL AT A{2] JSON &M JH2 8 HZ st AAIL.

ZEIRHS AWS JSON HAS AFB5H04 =7 R0 HMAE 4 UK KIBY + UBLICH 5, ofE
Hob ZH7 ofE BlAA} OfE ZZ0IM BHYUS £ Y + YSKIE NIV £ AsLT
MR, ASRIS HF O OfHEH HET GALICH ALSKIOIH AHSAITL TR S Bl A0lM A
Qg £3Y MES Loisteid IAM BEIKITHAM BAS Madste HLic 13 o8 Bk IAM
MRS Yol £7bstm, ASAITE B S U £ s

2 HolgfLct o E
sl AEXE AWS
ol&LCt.

-

THS AR5 AN~ B API {7 2012-01-25 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

Amazon Simple Workflow Service JHEER}E 710l =

ok OIF 7k

I
I
A
rr
12
ek
A}
my
rlo
(@)
=)
%
my
ek
4>
30
rr
[
wn
O
Z
=
ro
02
12
Mo
x

ID 7|dt Z2H2 |AM A2 X}, ALK}

QLICE Of2f# &M AL XIS} E 0| O 2|4 A0 OfEH ATHOIAM OfEH EfATE 88 & Qx|
S HO{BLICE ID 7Idh BAS MASHE WHS YOLE T IAM AHS T A IAM B MM B E
SHAIAIR

HokQIE luh A 0latel MM i pald Mo R B O ERE 4 st olztel gue

T AMSAL, IE EE AFol BE ZEELICH BEE HMS L o SR, 18 W Aol 9T
& ol S FHMLICH AWS AR EIE HAols AWS ZEIE B 12 Bl HMo| L8t

LIk BalE HA s 130l MRS MEishs WS LohEEIH IAM ALS ATl ZalE A
I} 913+01 FRo| MENS BB AIAIR

o
b
>
N
e

A

2

Blas 7|H HAME BlA A0 HZsHs JSON A MBMULICH BlAA 7|8 Ko of= 1AM o4&
A1Z| BRI} Amazon S3 HZ! BAQILICH BlaA 7|8 HAMS X|¢ists MulA0M MulA BEIRHE
Olz{et HMS AHBstod S BlAA0] ChEt HMAE SHE + USLICH FMO| HHE BlaA0|
e, MM XIHE 2O FAHL ST 2l4A0 ofE ZZ0IM ofH EHAIE £8Y 4 AUSKIE WO
BHLICH BlA4 7ldh FAoIM OF FAHIE KIBISHOF BLICH Hot FHoIE AW, ASK, AY, HS
A8 S0l Z8HE 4 &LICH AWS MH|A

BlaA 7lHh HAE ST MulA0] U QIEtel FAMQILICH IAMS] AWS ZEIE M2 BlaA
ROl S E 4 gl

MM A Ko SF(ACL)

AMA Ko{ SFACL)2 ofH 2ot FAM|(7AIE ", ALER EE HE)7t 2lasof HH2E = U=
HetE 7HX|1 U=XIE HMo{EfLICH ACLsE JSON HH EAM A ALE5HX| & R[E 2|4 7|8
A FAFEFLICH

CLZ X|HstE MH|A 2| of 2= ofobE S32t ofnotE VPCIt U&LICH AWS WAF ACLOY| CH3H REA|
5| 2 otE 2{P Amazon Simple Storage Service /& X} 7}0|E 9| ACL(HMIA Ao 55) IILE &=X

>

AWS LErMO|X| 2 F7F X S X|MELICH o218 EH Bl o LRl F2 Btlof
o]

Bt ALEXHol A Foixl= z|0) HEtE 4T + A&LIcH

R4RH
o=

=] API B4 2012-01-25 113

mjo

NEFIETPN

rH


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html

Amazon Simple Workflow Service JHEER}E 710l =

. HE A - HE FAE X B ek ol mfet 1AM AIE{E(IAM AL XF = of8hol Hofg
4+ ol ) WS MFsts D2 TS ULICH HHl CHE HEH BAIE MEE 4 st 1
T2 s HEH2 JHAIQ) H ot QIF 7|8 BAD 1 Het ZAel mAIEILIC Principal O

ot Yo Mt ZAHE S5 AMBHElx| et&LCt ofefEt Ay
Mo|gtL|ct HEt AAH ol CHet REMIEH LHE 2 IAM AFE M
POl IAM AEE|of| CHEF Bt ZHE FESHMAIL.

« MHIA Ko{ & (SCP) - SCPE & X| = & EH| (OU) ofl i3t A|CH HEt2 XK sHs JSON
=1L |CH AWS Organizations AWS Organizations AFI%| 7} AR &t 04E—| AWS AMINE OE
3t5tm SY0M eIt MHIAJLICH ZE0|M 2E 7SS gd95te 49, AH[A Ao 3
(SCP)2 2lolo| EE= B2 E A Y| M8 5= U&LICH SCP= F4# HHE ol AE|E| (Z E[E| Z
2H) of CHet HEte MEELICH AWS AIK RE AFRXIZ ! & SCPOI| CHEH RFMIEH LIRS AWS
Organizations A& MBEML| SCP 2f5 YAlg FXSHAAIL.

o Ml EH - MM G2 A £ w04 AbS Aol CHe HAl MME Z2aefd Aoz
gg mf otet0|Bz MEste 12 SMULICH ZntMoz dE= Mol M2 AASAL EE g o

2ok oI 7|8 Fao

0| WA MM HRQILICH 3 MBS BlAA JlH FAMOIM 7S £5 Q)
SLICH O3t & 5 StLbol ZEE HAM HRE 5182 MBOIBrLICH RMIS LIS S 1AM AS
MMl MBS BESAAL.

042 A Efel

Of21 B £80l 280l NBSIE 2, Unf B2 olafal 17} ol HTEULICL ofef W £80| 2

E(0] 22 I RS SIBHX| R E AWS ZHHE WS LoHE M IAM ALS ATl TA T

A2 BESFAAL

QLHEE QBEstE ol &8 2ot Q50| Ql{etT Mol ICtE Amazon SWF ElAAE ML
CHM|AE £~ i&LICH 02 £04, Amazon SWF 72|31} 224El Amazon Simple Notification Service
|:|

(Amazon SNS) =
2404of B LIC}.

Amazon Simple Queue AMH|A (Amazon SQS) CHA 2 AWS LambdaZ &8 HEH0|

CHE AMOf A= Amazon SWFOI CHE 3t BHEISHE WS MHBILICH HIx{ HR 8 ¢lof B &
gol Huict

. 712 A

« Amazon SWF IAM &=H
« Amazon SWF 2324 o

HAA SH| API B{H 2012-01-25 114


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

JHeER 7Hol=

of

toq 71 F Sdoi| A Al

©

=

Al
= A8

X4RH XIoOA
S

K{&H

o T

AWS JSON
|7+ 04

—
x

—

2| Xt
ok

|.

[

Amazon Simple Workflow Service

Amazon SWF 2]

il

Ly

CC

Kk

H

Cil Ab

=
[

P

oM HMAE S&stHL HE S

QAoE MY

| Action

ol
__Aﬂ
0

H

4

JSON

il
of

-

(o}

-

Kl

J

—r
o

AWS API
7HR| ol Q= QL& LICt ZEHoi| A 04

ol

jol 2

Xto
1 k(|

u ;]
=~

1zte
E -

(@)

F

X
Ay

&

ol

™

10| EEg Ho{MH MH|A Het 204 X 2| Amazon Simple Workflow Service 01l A

Xto
1 -

Amazon SWF

0

o
Kq
Ka

ol

Kl
i
ol
<0

=N RN

LICH
o]
AA

F

[<]
=

AEE

of

=

=4

=

x4
hod 7} ool HAAE 4

of Ct=

F

&
0| M€ =248 Amazon Simple Workflow Service2| X}74 5 7|gt

©°

H

4

o
A
o T

F

x
Ay
x4

HE[AA

<H
2 AME

-
1= NES
KX
o
R4 RH
[ R |

X{XH XI0O4
o T
XtO
i — |
[
"swf:actionl",

AWS JSON
47} o]

"swf:action2"
x

ol M o4

—

-

=
(L

swf
"Action":
22| &}

Amazon SWF AtZ4 &3 7|8t

Amazon SWF2|
Amazon SWF 2]

Chol
i

L|c.

Ly

CC

K-

ol

iy

API {71 2012-01-25 115

ol
Kl
®r


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-resources-for-iam-policies

Amazon Simple Workflow Service JHEER}E 710l =

Resource JSON H2i @ A= ZHQ4Q| = StLE o4& o JHAIE X|HELICH E&os
ResourceEE= NotResourceR A7) BtEA| F7FE|0{0F ELICH 28 Atedlofl (2 Amazon 2lAA
O|&(ARN)Z2 AI&3toq 2laA MtLIct ElAA £=F HEtol2tD e EH 2lAA fEE KA

= e a
ot= 2ol CHsll Ol AT E e + U&LICH

ol Lhda 2ol 2laa £F HEHS X|eHX| o &0l AR, dUSTE(ME ALB 3o siE 20
2E glaso MEE LIEFHLICH
"Resource": "*"

Amazon SWF 2|AA & 4l S A 04 M
Workflow ServiceOl| A 20|85t Ztodg & XGHMI2. ZF E|AA 9| ARNS
3

Amazon SWF A3 & 7|8t M2 of |& E24™H Amazon Simple Workflow Service2| At74 5% 7|dt
Ao Mg FESHAR
Amazon SWF2| H& X714 7|

MElAE 38 =

[
N
A
[
2

ZrE[XtHE AWS JSON HEE ALgdtod =7+ F ol UEX| X|EE = USE :
Hot FA7Fo{E 2lAaAet ofH ZZ0|M 2P E +dE +~ U=XIE XIEE & J&LICH

(EE

Condition 24 Condition E5)E ME5tH HWHMo| YEE|le 22 XIHE = J&LCH.
Condition AT SMULICH 2Lt 230 22 Z71 QIAKE AF830 HAo| ZHE REH 9

ot LRIAZ|= 204 dEE = AU&LUICH

gt £0iM 042 Condition 2AE X|Hst7HLE B Condition 240 M 042 7|& X
AWS = =2/ AND E{A 3 & ALE5to{ BIIHELICH B =21 7]of odEd gt XI™Hst=E &3
X QR QiAHS AF8St0d RS AWS HIHELICH HEOS| HEHS Fodstr| 7ol =2
gfuict

= .

rn 0
P
!
mo 0

ZUE XS W R2| EAIR} HFE ALY + J&LICH ol ZACH, IAM AFEXHof| Al IAM AHE R} O]
S22 eliiavt xIEE d<olt AMAE = Ues HErE Foig = UELICH ZHME LIES

= I
IAM A MTEMO| IAM &2 @ A B4 Gl Ef 78 R TFHAAIL.

H X4 7|8 K|KELICH ZE AWS 228 X714 7|2 E24™ IAM A

REESE] API 81 2012-01-25 116


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html

Amazon Simple Workflow Service JHEER}E 710l =

Amazon SWF =71 7| S8& Ho{H AMH|A et 204 FZ 2| Amazon Simple Workflow Service0| At
Sl 2 7|1E AN ZH 7|1E A8E = e &y 2|AAE 2 otE 2™ Amazon Simple
Workflow Service0ll M ol 2|AA

Amazon SWF X723 &

719t H& of & E24™ Amazon Simple Workflow Service2| A}Z4 & 7|t
Ao AME FXSHAR

Amazon SWF2| ACL

ACL X|& ot

ACL(AMA SH S2)2 ofi Hot FH(AIT i, ASXF = 9187t Blalol AHAE £ 2l
F8H2 JHR| T QKIS MO{EILICH ACLsE JSON &M 24] #Alg AL 5HR| b X|at Bla A 7|8t &

ZH0b 7 AFEFLICEH

Amazon SWF2| ABAC

Eli¥

ABAC(ZH* L Ej1) x| =

oI

o 718 HHA SH)E 40l 274stod HerE Helsts HEh 504 T LICH AWSOiA
£ Ol2{Et £ 2 eiact gLCh 1AM 7HA ( P%XP e g 2 ot AWS EI_/.\_A of {21 & M7
g = A&LICH ABACS| A B BEHAIZ JHA & 2lA A0 B2 E XIEELICH 33 Chs 2oF FA[2

[ES

|-|'| [lIIIIJ

Ef 17} AMAStEAE BlAA0| BTt UXE M Y E 51E st == ABAC HH S MHAgfLIch
ABACE WFE2H st BEolM R8stH EH #r2[7t HHz 2 g&ol ==0| ELuch

E}20{l 274510 HMAE XM 0{5t24™ aws :ResourceTag/key-name, aws :RequestTag/key -
name == aws:TagKeys =71 7| A&35t0o{ MAo| =71 @40 BT HEE MBS ELct

MEIATH BE BlAA RO Cfs) M 74Xl 22 718 2% RIgste B2, e
Ch. MHIA7E Y Blas REO THSIAERH M 74Xl 274 718 2% Rigsts B2, 2te SR

ABACO] CHEt REM|EF HE = IAM AFE AE M S| ABACEF FURULITI?E FESHAAIL.
EtAI7F £ & E AFESME BT IAM AL MMl &4 7|8 M| A K0{(ABAC) AFE S & Z5HAA|
o

—_—r .

ACL API {71 2012-01-25 117


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html#amazonsimpleworkflowservice-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html

Amazon Simple Workflow Service

JNELR} 7HO|E
Amazon SWFO|A &A| 2Ot QIS ALS
Al 2ot Q15 X of

YA R BHE AHE5tod 22216HH 2 SHK| AWS MH|A of= AT UELICH HA| RHE 5BS
WS MH|A HIR S 7 HE = IAM ALE EE A2 IAMITAWS AH[A ASEl= LK

ArEXl O|F1 &f 2 & K|Lfet CHE

= "2 AWS Management Console AF&310{ 21015 I A| R}
4 ZBE ME5te JULICH ol E

o
£04 3|Ak2| SSO (Single Sign-On) 23 & AWS AF235104 HMA

[=) =

St 72 0| ZZMACIA RSO R Al I TS ML E8 2a0 X2 21018 O}
S oighe MBS M LAl HOHOIBS NSO MABHLICH o8 Mol CHE RAIE LIS 1AM Al
S MMl et MEH(EE)2 FERSHAAIL.
IE= APIE AI25104 (Al A1 SHE =502 MME = U&LICHAWS CLI . AWS 13 CHS sliE
UA| At SHE AF25I0 HMAE = AWSUESLICEH AWS Z7| dMA F|1E AFRSHE CHA KA &}
HAESHE sHoZE MME g HAEELICE RIAME HE = IAMe| (A 2o X4 S5 MME X5
AMAIL.
Amazon SWFO{ CHet WXl MH[A 2ot x| &t

e HMA MM(FAS) XA od|

IAM AP X} EE= 048t S AF2 35104 BH{2 L85t AWSZAS HOot Zx|2 ZHESLc U Mu|las
A3 2 2 MH|AOA CHE EHQI2 ARMsH= AHie 488t 4 QIALICH FASE NM3IE He
Zx|o| HerE2 CIR2AEZ MH|A0 AWS MH|A QFHESIEIE &1 2285104 AF=2EFL|CH AWS AMH]|
A FAS 932 CH2 MH|A AWS MH|A = 2lAASIO| AFS 20| TQ 8 A2 MH|ATF 2 Al
3t 7420/ 8t 0|2 0{E|LICH O] B = &S D= 435 & o= HEH0| 9040k ELICH FAS @K Al
MM ME MEE SO A M ZESAS
Amazon SWF2| AH|A oi&t

MH|A 48t x| o

API {71 2012-01-25 118


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

Amazon Simple Workflow Service JHEER}E 710l =

MH|A A" 2 MH[ATE AFE XL
22| XK= 1AM LHOI A AMH|A

CHAISHO] tig + st 22 7HsHE IAM 242 2ILICH 1AM
A ! =
Mol AWS MEIAO| CHEE FBHS I35 o5 M

= Ao
T A&LICH RS LI 2 1AM ALE 2

L1
fjo
0z
0z
4>
Al
o
mo 1>
Pl
g'l_-

/A Warning

MH|A dghoi| CHet HEHE #4EstE Amazon SW
oM 2& X[HE MSste

= o| ZEHE #= U&LICH Amazon SWF
ZA0] 2 MH|A A& g HRIELIC

M
N
S 0

Amazon SWF2| MH|A o1 <&t

MH|A @44 <38 x| oL
MH|A 017 &2 of HAZAE MH|A &t o] §t REQILICEH AWS MH|AMH|AE AFRAFE CHAISHOS
g £ 7| ol LE S +UE = USLICH MH|A Q44 st 2 AL X0 H AWS HIE EA|E
H e MH|ATF ARELICH IAM 2 E2[XtE MH[A @3 Ao HEtE £ &= UX|TFHER2 & £+ ¢
&Lt
= .

I

MH|A 44 48 MM e= 2|0l Cist REMIEE LI 2 IAMS ZE ZH S =AWS AMH|AE RERFHAA|
Q. MH|A o443 o4& HofM Yes(0)7F Z&E MH|AE Ef|0|E0|MH at&LICH S AMH|A0| CHE
HIA 44 g MBME Ee{™ Yes(Ul) 3 E MEHEFLICEH

>

Amazon SWF2| XtZ3 5 7|dt X34

Hot els 7|8t YA x| & of
XA 58 7|8 HAM2 |AM AL AL AR & B e 22 AHE 5ol A4E =+ U= JSON
ek 3 EMLICE ofedsh HA2 AL Xtet 80| o E[AALL O ZZI0|M ofEH AT E
e = U= XIE Mo{ELICt ID 7|8 HAg Hdsts Y S LYotEe{H 1AM ALE dEBMe| 1AM &
M MM RS AAQ

-1 oo=2 1L = —_.

d

5HQint BlA AR ObLIEH SHI0| HBEIHL HE
ol M= ot ZAI7H AT AL R EE ol
A

I8st= ZE 240 CHsl 2 ot=EE{H

MH|A &3 gt API {7 2012-01-25 119


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

Amazon Simple Workflow Service JHEER}E 710l =

Amazon SWF2| AtZd &3 7|dt Z4=H of

Amazon SWF A}

5y
MM o MME BESMR

|9k M2 of| M| 2 2242 Amazon Simple Workflow ServiceQ| XH24 &3 7|t

Amazon SWF L{Q| 2|AA 7|HF ZJ=H

Blas 7|8 B |9 ot
2l T|gt M ElA00] HUSHE JSON B 2 MEULICL 2o TItk Wl ofi= w243 o
2| D} Amazon S3 HZ! FRLILICH BlA4 7|H B X[2sts MHI20M Mul& ZEIRHE Of
Biet S NBshol 5 2lano] thet °HA1| S SHE 4 BLICh HR0| AU BlAA0| B
2, MM KIHE 2o FHTL ST 2lAA0 ofHl ZOIM ofHl EHAIE 2 Y 4 AUSKIE WO
BHLICH BlAA Zldh FRoIM OF FAHIE KIBISHOF BLICH Hot FHoIE AT, ASK, AY, HS
A8 S0l Z8HE 4 U&LICH AWS MH|A

A AXMO|L CHE HZ&o| IAM 7HAIE S|AA 7| Ao H

= I_
o "Xﬂi 7<|7‘43F T A&LICH 2lAaa 7IH._ Mol 224 AH Bt FAHE FItste W2 EBLAE

SE Ct
oA D of Metgfol £fX| elECte WE fEstMAIR. 2ot FA|Q 2|AATF CHE AWS AEER
Mg JUe A™L 1AM #E[XtE EHoF FA| JHA| (MEAE EEE ) oAl 2|aA00 HMAE + QU
£ HEtE Foqsfol gfLICt AE{E[o] ID 7|8 HE S edZhsto HEHS ='04°*I—IEP StX|2F ElaA 7|

r

Ht Mol S Y AHEel 2ot FA[ol| HMAE FoistsE <, Ft XP’* 52
5

&LICH AFMIEE LI 2 IAM AP ATEAM Q| IAMS| Tk

Amazon Simple Workflow Service7} IAMR 2 2t S35t= & A

IAMS AF2 3504 Amazon SWFO|| CHEF HMAE 22|57 ol Amazon SWFOA AFRE 4= 1= IAM
7|50 cHalf &otELICt.

Amazon Simple Workflow Service2}t &7 AFEE + U= 1AM 7|S

IAM o Amazon SWF X|&
ID 7|k A of

ElaA 7[dh A otL|R

A & of

ElaA Jlar g5 API 817 2012-01-25 120


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

Amazon Simple Workflow Service

JHeER 7Hol=

IAM & & Amazon SWF K|
A glaA of

M x4 FI(MEIAH) of

ACLs otLL

ABAC(’'SA LY Ef 1) =i

oAl ot OI5 of

Hot = Het of

MH|A g ol

MHlA 9474 of3t ofLle

Amazon SWF 2! AWS 7|E} MH|A 7} CHEE 9| IAM 7|S 1Tt o= A 2t S5t=K| XEM|IE| Lot 2 BT

IAM A8 MHEAMO| IAMZ} &7 2t S5teE MH|AEAWS B ZFHAIAL.

Amazon Simple Workflow Service2| A}Z4 S 7| =Y of

718802 AF8XF & &2 Amazon SWF ElAAE MMEHLE 58 & Q
8t AWS Management Console, AWS Command Line Interface (JAWS CLIE= x|
2 £E ST QELICH AWS AFS RO AL AE7L R BlAA0M Hde S3E HEte Foist
2404 JAM Z2IRE7H IAM MRS MAISE ElLch O3 ChS 22IRH7HIAM MR odgtol| F7Hsta, Al

A7t g E EE + U&LICH

0|2{#t of|x| JSON H2 EME ALE5t04 IAM ID 7|8 Hag MMt WS YotEE{H IAM A
HBA ol IAM BA g8 HESHHAR

Z} BlAA ol CiEh ARN A2 Z 35104 Amazon SWFOlA Ho|8h 2fed Al Z|AA f3of CiEt
REMIBH LI MH|A HEH £0od 2 X0 Amazon Simple Workflow ServiceOll CHEF 2FQd 2|AA 4l

- S DY A

« Amazon SWF 2& A=

A B 71 A oflA| API {7 2012-01-25 121


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsimpleworkflowservice.html

Amazon Simple Workflow Service JHEER}E 710l =

S o Ate

ALSRITE RHAIO| TR B S & 4 QTS 518

ID 7[2F Z&of 2t HHol M ALEAH7F Amazon SWF E|AAE MY, AMA EE AXEY & UK
0157t ZEELICt ol U= Qla AWS H'Eofl HIE0| &g = /&LICH ID 7|8k B E 485t
ALt WEE mE orE XES #HE Arg S mELUoL

AWS ZHE|™ HMOo 2 A|ESID |4 et HESZ 0|8 — AFS XIS ¥ Z2E0f HEt2 F 043t
D4 o42{ URHHQI ALE AtElol| HEHE Foist= AWS ZE[dE HHE A8 owl T LHE 2 0d| A
A8 = U&LICH AWS HHAE Ateflof &= AWS 178 ZHEl-E HMg Holsto HetE of £0|
= W0l E&LCt RHAM[E LIS 1AM AFE ME Mol AWS 2HE[%E HA EE= Z]F 0| CHEFAWS Eh |
S HAZ FXSAAL.

Z|A el ME - 1AM WM E AFE5t04 HelE dHsle B2, EfA3E s&isi= o E3t Hetet
FofgfLct. O|E A stodH™ %A HEto 2 LE{fl S THUM & ElaA0 CHal|l =-E = QU
= 22 HolgfLICt IAME AF835104 THeElE MEdte Yol CHEt AtMIEH HE= IAM AFE EF
Mol IAMS| A Ol HEtg R ZJHAAIL.

IAM 20| ZZ1E AFE 504 HAM|A FIH KBt - HEMol| Z74E F7t5t0o] 2] U 2[AA0f CHEF X
MAE HMete = A&LICH 0 & S0{SSLE AE5t01 2E REE &80k et X[ M5t EH
T8 e = A&LICH 0l E AWS MH|AE0{ §7 &S S5 AMHIA 2Y 2 M85t 8%
ZHE ArE35t01 MH|A o] CHEF HMA HEHE F£0o{e =& AWS CloudFormation Q& LICF. X}
MIEt LI 2 IAM AFE MM Ol IAM JSON HA @4 Z7HE RZTSHAAIL

IAM Access AnalyzerE S35l IAM 2 E & Ql5t0{ et™stD 7|5XQl Het 2% - IAM Access
Analyzerofl ME |IAM Z33H 04 M EFEES A & 7|" Mg st

210{(JSON) 2t 284 A7} =40
Analyz er._ 1007H O|A09| 78I7<_I|-I E—!'o._' = = ISt
A2 SHESGTE SALICH AME LIS 2 1AM ALS MB Mo

x4 A
o = o
Analyzer H8 ZHE 2 HZESHAAIL.

il
H
>
ol
T

ol&tL|Ct. IAM Acces

errst 1 7152

U)

HE| WE| 215 (MFA) 22 - IAM AL8XL L= R E MSAVL HRE ALIEIR7E UE B2 FHE
or2 2I5H AWS H™H MFAE M35t AI2. API 218 R X P 8

Mol MFA 2742 FIHELICEH AHMIEH LIS 2 IAM AHE HE A Q]
SHAAI2.

IAMS| 289 Atzd[od| CHEF REMIEF LHE 2 1AM AFS MM IAMO| EoF 8 ALE|E & ESHAAIL.

ST 7|5 G5 oA API {7 2012-01-25 122


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon Simple Workflow Service JHEER}E 710l =

Amazon SWF & Al

Amazon Simple Workflow Service 2& 01l HA|A 524

Het2 S8l A8 XH2| Amazon SWF E|AAE LG5t D SHE 2
ot AWS A" E|A B HEHECH O AMEHA el A+ 7
HAAE AEE|AE R E= dghof CHal o|=CHE 2S5

AWS CLI == AWS APIZt S &35t AFEXRH0|7| Z|A 2& HEHE S8 2o = aLIch I o4,

|2t
TdstedE APl Yt LRIstE EHLolBh HMAE + JUES BfLICH

AEXLeF &E 0] Amazon SWF 2£2 HE A8 = U5 5t248 Amazon ConsoleAccess SWF
ReadOnly AWS EE= 28 M T AEIE|o HAZESIAAIR. REAIEH LIS IAM AFHE MYEAMO| ALS
Ktoi| A Het 712 R ESHAAIL.

r

A2X7FRAlo| 18t HElE 2 £ UEE &8

Ol GRS 1AM AFS Ri7H RHALS| AL AFIDOY Q4Z2E! Q1BHRl U EHEIH HMS B 4 UL S 5185ts
MRS MASHE WHS Ho{FLICH ol HAols Z&0lM EE APIE AL 50 Z2 1Y WAloR
L

| 2 dE 2=2e = U= AWS CLI Heho| & ELICH AWS

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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{
"Version": "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Action" : "swf:*",
"Resource" : "arn:aws:swf:*:123456789012:/domain/*"
1]
}
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"Version": "2012-10-17",
"Statement": [ {

"Effect" : "Allow",

"Action" : "swf:*",

"Resource" : "arn:aws:swf:*:123456789012:/domain/departmentl"

11
}

O| A Z ME{ol| 2425t department10d| CHEHAM B 2 E & dS S EE = U&LICH
HE{7} & 7 o|&f o] =Hlof AMASHES 5tedH CHSat 20| ZF = m|Qlof CiEt HEre 7HEMe =
EEY = U&LICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect" : "Allow",
"Action" : "swf:*",
"Resource" : "arn:aws:swf:*:123456789012:/domain/departmentl”
Yo b
"Effect" : "Allow",
"Action" : "swf:*",
"Resource" : "arn:aws:swf:*:123456789012:/domain/department2"
}
]
}

%
A8E = A&LICH EE%._F Ao et QP%'EE’PEE At&3l 042 MRS LIEtd == d&LICH

Action QAE HE{7} AFRE £ Ql= &2 No{EtL|ct. B0 2} Condition SAE A5 &

=~

Ol
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{
"Version": "2012-10-17",
"Statement": [ {
"Effect" : "Allow",
"Action" : "swf:StartWorkflowExecution",
"Resource" : "arn:aws:swf:*:123456789012:/domain/department2"
1]
}

O] Mg HE{of A H StartWorkflowExecution2 £&3H department2 THQI0AM &2

o T | —_=
ZEEE MY = AELICH J|Et 2E YE MEFHHLICHE ZE EHRIHME T EZEE AIRTE
= gigLct,
Ct= 1t 20| StartWorkflowExecution It2t0O|E gt StLt O|&F ATt HE{7E A|ZE = U= H
JEZE FIIE MEHE = J&Lch
{
"Version": "2012-10-17",
"Statement": [
{
"Effect" : "Allow",
"Action" : "swf:StartWorkflowExecution",
"Resource" : "arn:aws:swf:*:123456789012:/domain/departmentl”,
"Condition" : {
"StringEquals" : {
"swf:workflowType.name" : "workflowl",
"swf:workflowType.version" : "version2"
}
}
}
]
}
O] MM 2 StartWorkflowExecution 22| name L! version I}Z}O|E{E A|EtEFLIC} O] HAMS
CHEJO| 2445t ME{= departmentl T H Q104 A workflowlol version2t AMEE &~ Q71 F o}
2tO/E 7t 230l Z& ko RJo{oF §f LIC}.
CtZat 20| StringEqualsIfExists QIAMAIE ALSSH T2t0IEHE QFol| & etX| b AEHe =

A& LIC
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"Version": "2012-10-17",
"Statement" : [ {

"Effect" : "Allow",
"Action" : "swf:StartWorkflowExecution",
"Resource" : "arn:aws:swf:*:123456789012:/domain/some_domain",
"Condition" : {

"StringEqualsIfExists" : { "swf:taskList.name" : "task_list_name" }
}

3]

Ol A2 HE{7} IABR MY AR Al B S8 MM o2 XM S s8I

fjo

UR Mol ElO S5 Mete = U&LIct ol efzotct EE ol 7|7t U
0 swf:tagList.member.02 AI&3t04 S F9| X Hmf Ef2E ATt

o

swf:tagList.member.12& =5
LICt J22L Bl S5 AMEtste Y
2ol of ILich.

| & 2 i E Mot ez |0l 7H77FII Metg = U&
of #o|& 7|204of gfLICH & S04, CtS2 BYEX| Y=

I[E

"Version": "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Action" : "swf:StartWorkflowExecution",
"Resource" : "arn:aws:swf:*:123456789012:/domain/some_domain",
"Condition" : {
"StringEqualsIfExists" : {
"swf:tagList.member.@" : "some_ok_tag", "another_ok_tag"

3]

Ol =2 Zo 2t some_ok_tag EEE another_ok_tagE X|HSTE 5&¢&LICH O
oLt Ol MA2 EfT SEo| A Hm| AP A|BHEFLICt o] HA2 swf:taglList.member. 1,
swf:tagList.member.2 S0i O{[Het ZHE MESIX| &t7| MZ0| EfO S Fofl= 25 &=

2ol 22 7HEl FI AT UE F UBLICH

O| EME sliZdste & 7HX| WHS Ela S8 2 A8 = QA st WLICH O HM2 580 2
A7F LR QUEE &l some_ok_tag =& another_ok_tagft 3 6}5% stL|C}H.
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{
"Version": "2012-10-17",
"Statement" : [ {
"Effect" : "Allow",
"Action" : "swf:StartWorkflowExecution",
"Resource" : "arn:aws:swf:*:123456789012:/domain/some_domain",
"Condition" : {
"StringEqualsIfExists" : {
"swf:tagList.member.@" : "some_ok_tag", "another_ok_tag"
},
"Null" : { "swf:tagList.member.1" : "true" }
}
1]
}

ol Ak API 2t 2 Rt

o
RespondDecisionTaskCompletedE &5t 8 HE{E 5{S5H0F &LICE O
(] o C T

M7 APIS SUS T2 AL S KRB

{
"Version": "2012-10-17",
"Statement" : [
{
"Resource" : "arn:aws:swf:*:123456789012:/domain/*",
"Action" : "swf:RespondDecisionTaskCompleted",
"Effect" : "Allow"
3, {
"Resource" : "*",
"Action" : "swf:ScheduleActivityTask",
"Effect" : "Allow",
"Condition" : {
"StringEquals" : { "swf:activityType.name" : "SomeActivityType" }
}
}
]
}

O] HH g MHEfol dA5t= B & MMl Statement 24 E AE{7}
=
=

RespondDecisionTaskComplete W A= HE{T}

fon
M
9'|_|
|_|'|
Jh
gl_'
olo
o
L
all
|'II
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ScheduleActivityTask ZHE AF23H Amazon SWFO| &5 =S o A58 X|AISHH 512 E
LICH 2E 2™ E 518 35+24™ “swf: ScheduleActivity Task’E “swf: *’Z HH A AL,

U AMKE MESH EH APIME met0|HE AMEHe = UJ&LICH O] Conditiong|

StringEquals @34tAb= SomeActivityType E SO I:H?_ EHS &2 o AStES

RespondDecisionTaskCompletedE S1&35t2 2 O] & S0| sHE 2 of 2FsHof &L[Ct m2tOl
k2 ME3tES RespondDecisionTaskCompleted& o‘|%3PX| HIEAIAIE Y EHeE gk

E
£ 5l24™ CH4l StringEqualsIfExists QIMAIE AIE £ Q&L

H

_|_

AWS 2|8 E3: SimpleWorkflowFullAccess

SimpleWorkflowFullAccess HAE IAM 20t Q15 0f e = JU&LICH.

0| A Amazon SWF 7A1 MH|A0]| CHEF MA| HMA HEHS M=Z2ELCE
et MR HE

O] ¥2ol= Chg HEto| L Elof U&LICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"swfi*"
1,
"Resource": "*"
}
]
}

IAM E2H0i| CHEF MH|A 22 |8 A

IAM HA g MAs m MH|A 2 XS Dedslof EfLICH 224 FE8HIAM HAE Mo} S
o HAMo| 2R E Amazon SWF LEE LIEHH &= QU&LICH 0| B2, HAMA Ko #HAM HBE=
™o AIE £ el ol AEE 2Ho|7| HELICEH

0 & £04, ListOpenWorkflowExecutionsOll CHE CHS A2 HAE E|X| ot &LICH

~

"Version": "2012-10-17",
"Statement" : [ {

Amazon SWF 1AM %44 API {71 2012-01-25 132


https://docs.aws.amazon.com/amazonswf/latest/apireference/API_ListOpenWorkflowExecutions.html

Amazon Simple Workflow Service JHEER}E 710l =

"Effect" : "Allow",
"Action" : "swf:ListOpenWorkflowExecutions",
"Resource" : "arn:aws:swf:*:123456789012:/domain/domain_name",
"Condition" : {
"StringEquals" : {
"swf:typeFilter.name" : "workflow_name",
"swf:typeFilter.version" : "workflow_version",
"swf:tagFilter.tag" : "some_tag"
}
}
1]

Amazon SWF AMH|A ZE2 St LlstOpenWorkflowExecutions MM
typeFilter % tagFilter LIZ2tO|E{7} AR EIE S S{&3HK| of&LICH et o] HAES
ValidationExceptionE HZE RHo = HtE5t0{ MH|ATL HESt= &Y S £2 S{EFLIC

AP| 29f

Ol BHHUME IAM HAS AL EH HE{7} ZF API 2! A} APIZE A8 310 Amazon SWF Z|A A0 A
NAstE HAE Mofgh = e WS 7tEfstH dFE et
« RegisterDomain 2! ListDomains& A&t 2

:
Aol ZHQI YR Ei M| ChEt HHAE 58

- H7t API Mol CHEF MBHE 31835t HLE HE " = /1, RespondDecisionTaskCompleted &
tS §045t0{ QJAF API HIHH{o]| CHEE HEHE 318 =

2ol M ZHIQI BlAA0] ChEH HEHS EAlSH

EE HRE = J&Lch

5 Mt SR £ s
. E7S MBS YR EtOlE ) 51 JHsE 32 MEE 4 gL

CHe EHRIOIAE 7 2 QA APIS) 2t BEHO| CH3H MEHe 4 QI THEHOIEIS Liistn, HAE 7|
g ®MZsm, TH e 2 Hofg 4 Qi WHol CHE M3t A S MHELICH

UL AP

Ol Er#lofl A= BT API HHIE LIsT, MEHe 4 9l matnleiol 1% 1ol Chal 2t A
BLICH E3 THQI UMAE FofE £ U WiHol CHE KIgH AHEH S MTELICH

CountClosedWorkflowExecutions

=

« tagFilter.tag- 22Xt M. 7|= swf:tagFilter.tag®lL|Ct.
« typeFilter.name - X2 M. 7= swf:typeFilter.name®lL|C}.
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- typeFilter.version- At X2k 7|= swf:typeFilter.version®lL|Ct.

(® Note

CountClosedWorkflowExecutionsHAME typeFilter?t tagFilterE &H AL E £
o-IAL_||:|._
HA H

CountOpenWorkflowExecutions

- tagFilter.tag- EXAt¥ A|f. 7= swf:tagFilter.tag®lLICt

|

« typeFilter.name - EXIYE M. 7|= swf:typeFilter.name®ILIC}.

=

- typeFilter.version- At X2, 7|= swf:typeFilter.version®lL|Ct.

@ Note

CountOpenWorkflowExecutionsOIME typeFilter® tagFilterE &7 AE
&Lct

Mok
0
e

A
e

I
>

CountPendingActivityTasks

« taskList.name - 2XtY X2k, 7|E swf:taskList.name®lL|C}.

CountPendingDecisionTasks

« taskList.name - 2XtY X2k, 7|E swf:taskList.nameL|C}.

DeleteActivityType

« activityType.name - At M|, 7= swf:activityType.nameILIC}.

|

« activityType.version- 2At¥ M. 7= swf:activityType.version®lL|C}.

DeprecateActivityType

=

« activityType.name - EAtQE A, 7|= swf:activityType.nameL|Ct.
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JHeER 7Hol=

+ activityType.version- XAt M <

DeprecateDomain

. 7|E swf:activityType.version®lL|C}.

« O] 40| ulztO|E{E AMBHE £+ iaL]ch.

DeleteWorkflowType

=

« workflowType.name - ZAtA M. 7|= swf:workflowType.name2L|Ct.

« workflowType.version - 2AtQ A|ef

DeprecateWorkflowType

. 7|= swf:workflowType.version®L|Ct.

« workflowType.name - 2AtY A2, 7|= swf:workflowType.name&ILIC}.

=

« workflowType.version - 2XtQ X|2f

DescribeActivityType

|

. 7| swf:workflowType.version®lL|C}.

« activityType.name - EAtY X2, 7|= swf:activityType.name&LICt

+ activityType.version- XAt M <

DescribeDomain

. 7|E swf:activityType.version®lL|C}.

« O| Ztio| mizlO|E{E Mete: 4= Qi&LCt.

DescribeWorkflowExecution

- O] 2fedo| mjztOolE{E MBHE 4= Qi&LIch

DescribeWorkflowType

|

« workflowType.name - EAtY X2, 7|= swf:workflowType.name&LICt

« workflowType.version- 2Atd A<t

GetWorkflowExecutionHistory

. 71= swf:workflowType.version®lL|C}.
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. 0| &t{o| matO|El MBHE 4 SiaLICH

ListActivityTypes

« O] 2tdo| u}etnl|E{ = MBHeE 4= eigaLICh.

ListClosedWorkflowExecutions

- tagFilter.tag- EAt¥ A 7= swf:tagFilter.tag®dLICt
- typeFilter.name - EAtYd M<. 7= swf:typeFilter.nameLICH.

=

« typeFilter.version- XY A2, 7|= swf:typeFilter.version®lL|C}.

@ Note
ListClosedWorkflowExecutionsO| M= typeFilter?t tagFilterE &7H AISE &
i&Lct.
ListDomains
 O| 2tdo| mztol|E|E Mgt 4+ gi&LIC.
ListOpenWorkflowExecutions
« tagFilter.tag- 2AtY AM|ef. 7|= swf:tagFilter.tag®lL|Ct.
- typeFilter.name - EAtYd M. 7= swf:typeFilter.nameLICH.
« typeFilter.version- XY A2}, 7|= swf:typeFilter.version®lL|C}.
® Note
ListOpenWorkflowExecutionsO|AE typeFilter® tagFilterE &7 AL E &+ F
&Lct
ListWorkflowTypes
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. 0| ztefo| matOlEls MBHE 4 SiaLICH

PollForActivityTask

« taskList.name - B2AtY N2k, 7|= swf:taskList.name®lL|C}.

PollForDecisionTask

« taskList.name - BAIY M. 7|= swf:taskList.nameQILIC}.

RecordActivityTaskHeartbeat

. 0| ztefo| matOlEls MBHE 4 SiaLICH

RegisterActivityType

« defaultTaskList.name - BXlY A2, 7|= swf:defaultTaskList.name&L|C}.
* name - XY M. F|E swf:nameL|C}.

« version- 2XtY Mk, 7|E swf:version®L|Ct.

RegisterDomain

RegisterWorkflowType

« defaultTaskList.name - 2XtY M|k, 7|E swf:defaultTaskList.name®lL|C}.
« name - XY A2, 7|= swf:name@lL|C}.

« version- 2XtY M. F|E swf:version®L|C}.

RequestCancelWorkflowExecution

« O] 2t4o| mfztO|E{= Aete = iaLict

RespondActivityTaskCanceled
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- O] Ztdo| mlzlo|E{E Mete 4= Qi&Lct.

RespondActivityTaskCompleted

« O] 2tdo| u}etnl|E{ = MBHeE 4= eigaLICh.

RespondActivityTaskFailed

« O] Zdo| ultO|E{E AMBHE £+ iaLch.

RespondDecisionTaskCompleted

« decisions.member.N - QJAl API HEHE S3H ZHHX o =2 A|SHEILICEH RFMIEH LHE 2 O|AF APIE
2ls A XEHAML.

SignalWorkflowExecution

- O] Zdo| mlzlo|E{E Mete 4= Qi&Lct.

StartWorkflowExecution

- tagList.member.0 - At XM|2F. 7= swf:taglist.member.@®L|Ct.
 tagList.member.l- EAtY M2t 7|= swf:taglist.member.1LICt

- taglList.member.2 - Xt X2, 7|= swf:taglList.member.2lL|Ct.

+ tagList.member.3 - EAtY M. 7= swf:taglist.member.3L|C}.

- taglList.member.4 - Xt X2, F7|= swf:taglList.member.4RIL|CH.

- taskList.name - 2AtYd AM|ef. 7|= swf:taskList.name®L|Ct.

+ workflowType.name - EAtY X2, 7|= swf:workflowType.name&lLIC}

=

- workflowType.version- Xt M2t 7= swf:workflowType.version®lLICt.

(@ Note
EiZ= CHAX JH7HR] Mgt & QL& Lch
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TerminateWorkflowExecution

« O] 2tdo| u}etnl|E{ = MEHeE 4= i LICh.

O|At API

O

| B0l = RespondDecisionTaskCompletedol Z&E ZA™M S LIEILE O|Al APIS| HIHH S 50|
LtZLICt RespondDecisionTaskCompleted& AFEStEE HEtE F048t 32 HAM2 ¥ APIQ
g ZAloZ o[ APIC| HIE{of CHEH HEtE EHE =

I

s A&LICt, stLt o|&f o mEO|E{of CHH =
42 A8l oA APIC| LB HHE F7IE Mete = U&LICH ol BHHME QAL API HEH S 52
Li@st D, Mete = /U= mtEt0|E{et AZE! 7lof Chall Z+2FstA AP eIt
(® Note
aws:SourcelIP, aws:UserAgent 2! aws:SecureTransport 7= SlAF APIO| AL & £
AL o= &t E ot HAof M o[248H 7|74 o|At APIO] CHEH HMAE Kofst=E 2 7 5HH
RespondDecisionTaskCompleted & dut &7 T 7|18 AL E &= U&LICt
CancelTimer

« O] 2t4o| u}ztnl|E{ = MBHe 4= ei&LICh.

CancelWorkflowExecution

- O| 2tdo| mzto|EE Nigte £ gigLict

CompleteWorkflowExecution

- O] Zdo| matalE = ABHe = gi& L.

ContinueAsNewWorkflowExecution

- tagList.member.0 - At XM|2F. 7= swf:taglist.member.@®L|Ct.
- tagList.member.l- BAtY M. 7= swf:taglist.member.1L|Ct,
- taglList.member.2 - 2XtY X2k, 7|= swf:taglist.member.2lL|Ct.
- taglList.member.3 - 2Xt X2, 7|= swf:taglList.member.3IL|Ct.
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- taglList.member.4 - Xt X2, 7|= swf:taglList.member.4RIL|CH.
- taskList.name - 2AtYd AM|ef. 7|= swf:taskList.name®L|Ct.

- workflowTypeVersion - EAtY M2k, 7|= swf:workflowTypeVersion®lLIC}.

(® Note
EiZ= CHA JH7HR| Migte & QL& Lch

FailwWorkflowExecution

« O| 2tdo| mtzto|E|E Agte 4+ gi&LICh.

RecordMarker

- O| 2rdo| utetol|E = MEte 4~ Qi&LICh.

RequestCancelActivityTask

« O] 2tdo| u}etnl|E{ = MBHeE 4= eigaLICh.

RequestCancelExternalWorkflowExecution

ol

« O| 2fedo| mlzto|E{= Meteh £ gigLict.

r

ScheduleActivityTask

- activityType.name - EAtY M|eF. 7= swf:activityType.nameL|Ct.
« activityType.version- ZAtY M<f. 7= swf:activityType.version®lLICt.

« taskList.name - Xl N2, 7|= swf:taskList.namelL|C}.

SignalExternalWorkflowExecution

« O] Ztio| mlzlo|E{E Aete 4= QigLct.

APl 29F API {7 2012-01-25 140



Amazon Simple Workflow Service JHEER}E 710l =

StartChildWorkflowExecution

- tagList.member.0 - At XM|2F. 7= swf:taglist.member.@®L|Ct.
- tagList.member.l- Xt X2k, 7|= swf:taglList.member.1RIL|Ct.
- tagList.member.2 - EAtY XM|eF. 7= swf:taglist.member.2%L|C}.
- taglList.member.3 - 2AtY X2, 7|= swf:taglList.member.3IL|Ct.

* taglList.member.s4 - 2XtY XM, 7|= swf:taglList.member.4Q]L|Ct.
* taskList.name - 2XAt& X|f. 7|= swf:taskList.nameLICt

- workflowType.name - EAtYE A2, 7|= swf:workflowType.nameL|C}.

« workflowType.version - 2AtY X2, F|= swf:workflowType.version®lL|C}.

@ Note
EiZ= CHX JH7HR| Migte &~ QL& Lo

StartTimer

« O] 2tdo| u}ztnl|E{ = MBHe 4= ei&LICh.

BT 7(gh &Y

Amazon SWF= B2 & 7|Bto 2 5= HME X[ LICH o & §01, environment 7| &
production Ztot 74 El27} ZEE 2 E Amazon SWF ZH QIS AMEHe = Ql&LCh.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": "swf:*",
"Resource": "arn:aws:swf:*:123456789012:/domain/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/environment": "production"}
}
}
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]

O| X2 environment/production2 2 E{1 X|HEl =M Qloi| CHEF HMAE 7HE (Deny) R LICH
B2 X|7Hof CHEH RbAIEH LI 2 ClE 8 & ESHAIL.

L:
Q
(7]

« IAMEITE AFE T HAM|A Ko

Amazon SWF& Amazon VPC QIEXZQIE

® Note

AWS PrivateLink X|¢2 #AH AWS &2 HIL - S8, AWS H|Z 2| L = 2| AP AL

8¢ + U&LICH

Amazon Virtual Private Cloud(VPC)E AFE3t0{ AWS ElAAE SAEISHE ZE2 Amazon VPCS}
Amazon Simple Workflow Service { I EZZ 7tofl A2 MHE 4 USLICH HEER| QIE{HIE ALE 5
K| et Amazon SWF YIZEZ0|M Ol HAZAS A o

oo
9.'—'
4 %

Amazon VPCE A5 AER X|H 7H HIEXZ0IA AWS E[AAE AlRE = &LICH VPCE
At&3stod IP F4 H|, MEY 2t2E H|O|E, HERXA HO|ELQI0] S2| HIERT dHEE Mofg =
A

|
AU&LICH VPCO| CHEH REAM|EH LHE 2 Amazon VPC AHE HBEME FESHAEAIR.

Amazon VPCE Amazon SWFO{| 24ZE5t2dM HXA{ VPCE CIE AWS MH|A0]| @12E £+ Q= 2lE L

O|A VPC AEZQIEE HO|5{oF gLICt o] A=ZQIEE 0|83 QEY! HO|EQO|LE NAT(HIE
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C2 olAlE CountClosedWorkflowExecutions 2212 E0{F £ CloudTrail O]

C}.
{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "123456789Qabcdef02345:admin",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/admin",

"accountId": "111122223333",
"accessKeyId": "abcdef@1234567890abc",
"sessionContext": {

"sessionIssuer": {

"type": "Role",

"principalld": "1234567890Qabcdef02345",
"arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",

"userName": "Admin"

"arn":

iy

"attributes": {
"creationDate": "2023-11-23T16:37:38Z2",
"mfaAuthenticated": "false"

}
},
"eventTime": "2023-11-23T17:52:4672",
"eventSource":
"eventName":
"awsRegion":

"swf.amazonaws.com",
"CountClosedWorkflowExecutions",
"us-east-1",
"sourceIPAddress": "198.51.100.42",
"userAgent": "aws-internal/3 aws-sdk-java/1.11.
"requestParameters": {

"domain":

42",

"nsg-domain",

"closeTimeFilter": {
"oldestDate": "Nov 23, 2023 5:52:46 PM",
"latestDate": "Nov 23, 2023 5:52:46 PM"
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},

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",
"readOnly": true,

"resources": [

{

"accountId": "111122223333",

"type": "AWS::SWF::Domain",

"ARN": "arn:aws:swf:us-east-1:111122223333:/domain/nsg-domain"
}

1,

"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111122223333",

"eventCategory": "Data",
"tlsDetails": {
"clientProvidedHostHeader": "swf.example.amazondomains.com"
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
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« eventId: GetWorkflowExecutionHistory0l| Z A|El O|HIE IDILICE.
- workflowExecutionDetail: O|HIE7} Y S [Ho| A EE HEfRLICE
« eventType: 7|5 O|HIE Y2 CIZ & stLILICE.

* ActivityTaskCanceled

* ActivityTaskFailed

* ActivityTaskTimedOut

* WorkflowExecutionCanceled

* WorkflowExecutionCompleted

* WorkflowExecutionFailed

* WorkflowExecutionStarted

* WorkflowExecutionTerminated

* WorkflowExecutionTimedOut

* WorkflowExecutionContinuedAsNew

* CancelTimerFailed

« CancelWorkflowExecutionFailed

* ChildWorkflowExecutionFailed

* ChildWorkflowExecutionTimedOut

* CompleteWorkflowExecutionFailed

* ContinueAsNewWorkflowExecutionFailed

* DecisionTaskTimedOut

* FailWorkflowExecutionFailed

* RecordMarkerFailed

* RequestCancelActivityTaskFailed

* RequestCancelExternalWorkflowExecutionFailed

* ScheduleActivityTaskFailed

« SignalExternalWorkflowExecutionFailed

« StartActivityTaskFailed
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« StartChildWorkflowExecutionFailed
* StartTimerFailed

* TimerCanceled

* LambdaFunctionFailed

* LambdaFunctionTimedOut

e StartLambdaFunctionFailed

SchedulelLambdaFunctionFailed
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Ztzto| AL, O|HIE Ol|0|E{2| detail MM DescribeWorkflowExecution API2I S st ME
M3 ELICH executionStatus ZE= O[HET S4AIE Ao A& AEH(OPEN EE= CLOSED)E Lt

A AR
{
"version": "Q",

"id": "LGLLLLLLLLLLL",
"detail-type": "Simple Workflow Execution State Change",
"source": "aws.swf",
"account": "44LLLLLLLLLL",
"time": "2020-05-08T15:57:387",
"region": "us-east-1",
"resources": [
"arn:aws:swf:us-east-1:44444444404044  /domain/SimpleWorkflowUserSimulator”
1,
"detail": {
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"eventId": 1,
"eventType": "WorkflowExecutionStarted",
"workflowExecutionDetail": {
"executionInfo": {
"execution": {
"workflowId": "123456789012",
"runId": "AKIAIOSFODNN7EXAMPLE"
I
"workflowType": {
"name": "SimpleWorkflowUserSimulator",
"version": "myWorkflow"
I
"startTimestamp": 1588953458484,
"closeTimestamp": null,
"executionStatus": "OPEN",
"closeStatus": null,
"parent": null,
"parentExecutionArn": null,
"tagList": null,
"cancelRequested": false

},

"executionConfiguration": {
"taskStartToCloseTimeout": "60",
"executionStartToCloseTimeout": "1000",
"taskList": {

"name": "4LALLLLLLLLL"
},
"taskPriority": null,
"childPolicy": "ABANDON",
"lambdaRole": "arn:aws:iam: :444444444444 T0le/BasicSWFLambdaExecution

},

"openCounts": {

"openActivityTasks": 0,
"openDecisionTasks": 1,
"openTimers": 0,
"openChildWorkflowExecutions": @,
"openLambdaFunctions": @

I

"latestActivityTaskTimestamp": null,
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{
"version": "Q",
"id": "1111-2222-3333",
"detail-type": "Simple Workflow Execution State Change",
"source": "aws.swf",
"account": "444455556666",
"time": "2020-05-08T15:57:397",
"region": "us-east-1",

"resources": [

"arn:aws:swf:us-east-1:444455556666:/domain/SimpleWorkflowUserSimulator"

1,
"detail": {
"eventId": 35,
"eventType": "WorkflowExecutionCompleted",
"workflowExecutionDetail": {
"executionInfo": {
"execution": {
"workflowId":
"runId":
},
"workflowType": {

"1234-5678-9012",
"777788889999"

"name": "SimpleWorkflowUserSimulator",

"version": "myWorkflow"

},
"startTimestamp": 1588953458820,
"closeTimestamp": 1588953459448,
"executionStatus": "CLOSED",
"closeStatus": "COMPLETED",
"parent": null,
"parentExecutionArn": null,
"tagList": null,
"cancelRequested": false

I

"executionConfiguration": {
"taskStartToCloseTimeout": "60",
"executionStartToCloseTimeout":
"taskList": {

"1111-1111-1111"

Il1®®®ll ,

"name":
I
"taskPriority": null,
"childPolicy": "ABANDON",
"lambdaRole":

"arn:aws:iam: : 444455556666

:role/BasicSWFLambdaExecution"
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},

"openCounts": {
"openActivityTasks": 0,
"openDecisionTasks": 0,
"openTimers": 0,
"openChildWorkflowExecutions": O,
"openLambdaFunctions": @

I

"latestActivityTaskTimestamp": 1588953459402,

>
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"version": "Q",
"id": "1111-2222-3333",
"detail-type": "Simple Workflow Execution State Change",
"source": "aws.swf",
"account": "444455556666",
"time": "2020-05-08T15:57:38Z",
"region": "us-east-1",
"resources": [
"arn:aws:swf:us-east-1:444455556666:/domain/SimpleWorkflowUserSimulator"
1,
"detail": {
"eventId": 11,
"eventType": "WorkflowExecutionFailed",
"workflowExecutionDetail": {
"executionInfo": {
"execution": {
"workflowId": "1234-5678-9012",
"runId": "777788889999"
b
"workflowType": {
"name": "SimpleWorkflowUserSimulator",
"version": "myWorkflow"
b
"startTimestamp": 1588953158481,
"closeTimestamp": 1588953458560,
"executionStatus": "CLOSED",
"closeStatus": "FAILED",
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"parent": null,
"parentExecutionArn": null,
"tagList": null,
"cancelRequested": false

},

"executionConfiguration": {
"taskStartToCloseTimeout": "60",
"executionStartToCloseTimeout": "1000",
"taskList": {

"name": "1111-1111-1111"
},
"taskPriority": null,
"childPolicy": "ABANDON",
"lambdaRole": "arn:aws:iam: :444455556666:r0le/BasicSWFLambdaExecution”

},

"openCounts": {
"openActivityTasks": 0,
"openDecisionTasks": 0,
"openTimers": 0,
"openChildWorkflowExecutions": O,
"openLambdaFunctions": @

iy
"latestActivityTaskTimestamp": null,

Al
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"version": "Q",
"id": "1111-2222-3333",
"detail-type": "Simple Workflow Execution State Change",
"source": "aws.swf",
"account": "444455556666",
"time": "2020-05-05T17:26:30Z",
"region": "us-east-1",
"resources": [
"arn:aws:swf:us-east-1:444455556666:/domain/SimpleWorkflowUserSimulator"
1,
"detail": {
"eventId": 6,
"eventType": "WorkflowExecutionTimedOut",
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"workflowExecutionDetail": {

"executionInfo": {

"execution": {
"workflowId": "1234-5678-9012",
"runId": "777788889999"
I
"workflowType": {
"name": "SimpleWorkflowUserSimulator",
"version": "myWorkflow"
I
"startTimestamp": 1588698073748,
"closeTimestamp": 1588699590745,
"executionStatus": "CLOSED",
"closeStatus": "TIMED_OUT",
"parent": null,
"parentExecutionArn": null,
"tagList": null,
"cancelRequested": false

},

"executionConfiguration": {
"taskStartToCloseTimeout": "60",
"executionStartToCloseTimeout": "1000",
"taskList": {

"name": "1111-1111-1111"
},
"taskPriority": null,
"childPolicy": "ABANDON",
"lambdaRole": "arn:aws:iam: :444455556666:r0le/BasicSWFLambdaExecution”

},

"openCounts": {
"openActivityTasks": 1,
"openDecisionTasks": 0,
"openTimers": 0,
"openChildWorkflowExecutions": @,
"openLambdaFunctions": @

I

"latestActivityTaskTimestamp": 1588699585802,
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"version": "Q",
"id": "1111-2222-3333",

"detail-type": "Simple Workflow Execution State Change",

"source": "aws.swf",
"account": "444455556666",
"time": "2020-05-08T22:37:267",
"region": "us-east-1",
"resources": [
"arn:aws:swf:us-east-1:444455556666:/domain/canary"
1,
"detail": {
"eventId": 48,
"eventType": "WorkflowExecutionTerminated",
"workflowExecutionDetail": {
"executionInfo": {
"execution": {
"workflowId": "1234-5678-9012",
"runId": "777788889999"
},
"workflowType": {
"name": "1111-1111-1111",
"version": "1.3"
},
"startTimestamp": 1588977445279,
"closeTimestamp": 1588977446062,
"executionStatus": "CLOSED",
"closeStatus": "TERMINATED",
"parent": null,
"parentExecutionArn": null,
"tagList": null,
"cancelRequested": false

.

"executionConfiguration": {
"taskStartToCloseTimeout": "60",
"executionStartToCloseTimeout": "120",
"taskList": {

"name": "1111-1111-1111-2222-2222-2222"
.
"taskPriority": null,
"childPolicy": "TERMINATE",
"lambdaRole": null
.
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"openCounts": {
"openActivityTasks": 0,
"openDecisionTasks": 1,
"openTimers": 0,
"openChildWorkflowExecutions": @,
"openLambdaFunctions": @

},

"latestActivityTaskTimestamp": 1588977445882,

}
}
}
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https://aws.amazon.com/compliance/shared-responsibility-model/
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Amazon Simple Workflow Service0l| A AWS CLI AFE

Amazon Simple Workflow Service2| Bf 2 7|52 AWS CLIMA HMAE = A&LICH AWS CLIE
AWS Management Console0|A{ Amazon SWFE A& &t 7L Z<0fl 2k A= Amazon SWF APl &
AWS Flow FrameworkE AF235t0o4 T2 I LsHE W 0]Q|o] CHotE MIZEFLICY.

o€ S0{AWS CLIE At8stod M| HAEZ REE S5 & JY&LICH

aws swf register-workflow-type --domain MyDomain --name "MySimpleWorkflow" --workflow-

version "v1"

CC

o EZQgER 932 Lty & olaL|C]

rot
on

CHE2 JSONe = Y E 7|2 39| o LCt.

{
"typeInfos": [
{
"status": "REGISTERED",
"creationDate": 1377471607.752,
"workflowType": {
"version": "v1",
"name": "MySimpleWorkflow"
}
1,
{
"status": "REGISTERED",
"creationDate": 1371454149.598,
"description": "MyDomain subscribe workflow",
"workflowType": {
"version": "v3",
"name": "subscribe"
}
}
]
}

AWS CLIOIM Amazon SWF BEE AIE5tH K3 E2 A™MS A2 & #El6tn, s 2fds £225
(o] A 4
=

S O = =
T, 53Y StEHIEE 7|85te S2| &YE sdE = UsLCH AFE 7tsEt ¢

API {71 2012-01-25 178



JHeER 7Hol=

Amazon Simple Workflow Service

HS HoiF = o|AI7F =& El MA| Amazon SWF HE S22 Ee{8H AWS CLI B33 2 X 9| Amazon

=H= -
SWF BEE & ZstalAl

u>|'

(/)

AWS CLI HZE2 Amazon SWF APIE ZHstH [EE2E AWS CLIE AF&5t0o{ 7|2 Amazon SWF

oo
Odg2i=

APIOl CHalf ZotZ & QU&LICH 7|& API X|4l2 E€835t0d Z2EEQ =& BrE 7L BEE0A

Amazon SWF &2 &g = J&L|Ct

AWS CLI0| CHEF REAIEE LI 2 AWS Command Line Interface Al2 MAHME & X SHM|L.

API {7 2012-01-25 179


https://docs.aws.amazon.com/cli/latest/reference/swf/index.html
https://docs.aws.amazon.com/cli/latest/reference/swf/index.html
https://docs.aws.amazon.com/cli/latest/userguide/

Amazon Simple Workflow Service IR 740l =

Amazon SWF AP| &t¢d

o dBE AWS SDKE At8st= W (0= HTTP APIE AT A E
5toq FHE S A AL,

ok

£ U&LICH AWS SDKE AHE

O| APIE A83lE{H M2, I EZ? W ES0| ALSE 210 H= SWF A=ZRIEZ HTTP 2
Mg M&ELICH Amazon SWF°| HTTP 273oi| CH3t RhAIEH LH& 2 Amazon SWFOI| CHEH HTTP 238
BHE7| B HEsStMAIR

O| B M= HTTP APIE A3l Amazon SWFOAM I EZEZE 7 5t= 1
stL|CH EFOIH AFR, QI3 Z2 2 22 CloudTrail 2 EfT XA 22 712 7|15 MMM MZEL
Ct. Amazon SWF 75.*% HE Al

0!
mjo
N
rc
1A
|0
u
B>
=

A

* Amazon SWFOi| CHE HTTP 23 BIE7|
« HFH Amazon SWF 2 S5

« Amazon SWFOIlA 7|2 QI3 EE BHET|
« Amazon SWFO|l =HIQI 5§

« Amazon SWFO{M X[gF AlZF 2f A%

+ Amazon SWFO| I3 EZ2 RE S5

+ Amazon SWFO| &5 RE8 &5

« AWS Lambda & ¢

« Amazon SWFOM & & =Xt 7HE
« Amazon SWFM|M AR} 7

« Amazon SWFZ I Z= A& A=

. o 2 A 29| AJEd

« Amazon SWFO{A2| 2 F &2

Amazon SWFO{ CHEF HTTP & BHE 7|

AWS SDK & 5tLIE AFE5HX] 2 E A2 POST 28 HAMEE AFE35t0{ HTTPE S35l Amazon
Simple Workflow Service(SWF) 22 & = Q&LICH POST HMEE AI&st= <, 29| 5
Hofl 22 X8t & EF0{ JSON 8Alo 2 & O|0|EE =350 g LIC.

HTTP 98 DS 7| API H{F 2012-01-25 180


https://docs.aws.amazon.com/general/latest/gr/rande.html#swf_region
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 host Amazon SWF IEXQIE

FLEO|| EFUAEBHE E K| Z256H

+ x-amz-date HTTP Date 3l EE= AWS x-amz-date header & 5
MHE + 918). x-amz-date 3l

Of grLICH S HTTP 22t0|ME Eto|=22{2[o| M= Date SILHE

M7t 9lo™ 93 Q5 Al 2 E Date dlH7F FA|IEILICE.

HTTP/1.1 RFCOl| X| &l Ot 371 ¥4 & stLtz= W E x|Halof &fLICH.
* Sun, 06 Nov 1994 08:49:37 GMT (RFC 822, RFC 1123 0|¥)
« Sunday, 06-Nov-94 08:49:37 GMT(RFC 103601 2|3l H7|El RFC 850)
« Sun Nov 6 08:49:37 1994 (ANSI C's asctime() &)

« x-amzn-authorization: Ct& @4{o| MEE % uttO/E{LC}.

AWS3 AWSAccessKeyId=####,Algorithm=HmacSHA256, [,SignedHeaders=Headerl;Header2;...]
Signature=S(StringToSign)

AWS3 - LEO| MEE I AAE35t= 218 HTE LIEtLi= AWS 73 td Ef 2 ILICHEIRH Amazon
SWFOllA O Zte BHAF AWS3).

AWSAccessKeyId — AFERI2| AWS HAM|A Z| IDRILICE.

Algorithm- MEE EXtQE 2| HMAC-SHA Zf(0dl: HmacSHA256 S HmacSHALl)2 M&st= O
Al gne|EL

Signature - Base64[2 11 2|&(StringToSign, SigningKey)]. AtM|EH LI& 2 Amazon SWFO| CHEt
HMAC-SHA M&E A4 BHEg B RS A2,

SignedHeaders — (MEH) 0| 3|7t QU= B, 7’ESHEl HttpHeaders 7|40l AF El= 2 & HTTP
sl S 5§52 Zetslof & LICE MO|Z & EX()(ASCII A} 59) SILIE =5 Zto| 78 7IZ 2 AFS
ati of & LCt.

« x-amz-target - @& L O|O|H 2 o| CHa MH|AE CtS0t 22 FAlg Euct
com.amazonaws.swf.service.model.SimpleWorkflowService. + <action>

0d: com.amazonaws.swf.service.model.SimpleWorkflowService.RegisterDomain
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POST http://swf.us-east-1.amazonaws.com/ HTTP/1.1
Host: swf.us-east-1.amazonaws.com
User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.25) Gecko/20111212
Firefox/3.6.25 ( .NET CLR 3.5.30729; .NET4.0QE)
Accept: application/json, text/javascript, */*
Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate
Accept-Charset: IS0-8859-1,utf-8;q=0.7,%*;q=0.7
Keep-Alive: 115
Connection: keep-alive
Content-Type: application/json; charset=UTF-8
X-Requested-With: XMLHttpRequest
X-Amz-Date: Fri, 13 Jan 2012 18:42:12 GMT
X-Amz-Target: com.amazonaws.swf.service.model.SimpleWorkflowService.RegisterDomain
Content-Encoding: amz-1.0
X-Amzn-Authorization: AWS3
AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE, Algorithm=HmacSHA256,SignedHeaders=Host; X-Amz-
Date; X-Amz-Target;Content-Encoding,Signature=tzjkF551xAxPhzp/BRGFYQRQRq6CqrM254dTDE/
Encl=
Referer: http://swf.us-east-1.amazonaws.com/explorer/index.html
Content-Length: 91
Pragma: no-cache
Cache-Control: no-cache

{"name": "867530902",

"description": "music",
"workflowExecutionRetentionPeriodInDays": "60"}
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HTTP/1.1 200 OK

Content-Length: 0

Content-Type: application/json

x-amzn-RequestId: 4ec4ac3f-3el6-11e1-9b11-7182192d@b57
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HTTP 28

T|H, JSON HIo|E EAlg

HTTP @&o| E20= HTTP 22| dlqoi| X|& 8t 2edo| o Z3
23 EJIE A83l0 QA8 CHE 224 ot

A& 3t04 GlOJEf ZkTt HlOlEf TS SAlofl EsferLict
SHY £ ASLICH o8 S04, CHE2 Unix Time E7/HE AL 504 XIBE £ AIF Abolofl AIHE 2
E9AEE 4YS LHUstEts 2MS BoIELICH

{
"domain": "867530901",

"startTimeFilter":
{
"oldestDate": 1325376070,
"latestDate": 1356998399
b
"tagFilter":
{

"tag": "music purchase"

0| Xl Amazon SWF JSON 2% 2! &t

CI=2 A= O|X™of MAMsH EHelE AHSH7| {8 Amazon SWFO| CHeF S Eod&L|Ct o cf
20 = Amazon SWF S&2 Eo{&L|C}.

HTTP POST %

POST http://swf.us-east-1.amazonaws.com/ HTTP/1.1

Host: swf.us-east-1.amazonaws.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 6.1; en-US; rv:1.9.2.25) Gecko/20111212
Firefox/3.6.25 ( .NET CLR 3.5.30729; .NET4.0QE)

Accept: application/json, text/javascript, */*

Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0.7

Keep-Alive: 115

Connection: keep-alive

Content-Type: application/json; charset=UTF-8

X-Requested-With: XMLHttpRequest

X-Amz-Date: Sun, 15 Jan 2012 03:13:33 GMT

X-Amz-Target: com.amazonaws.swf.service.model.SimpleWorkflowService.DescribeDomain
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Content-Encoding: amz-1.0

X-Amzn-Authorization: AWS3

AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE, Algorithm=HmacSHA256,SignedHeaders=Host; X-Amz-
Date; X-Amz-Target;Content-

Encoding, Signature=IFJtq3M366CHqM1TpyqYqd9z@ChCoKDC5SCIBsLifu4=

Referer: http://swf.us-east-1.amazonaws.com/explorer/index.html

Content-Length: 21

Pragma: no-cache

Cache-Control: no-cache

{"name": "867530901"}

Amazon SWF &

HTTP/1.1 200 OK

Content-Length: 137

Content-Type: application/json

x-amzn-RequestId: e86a6779-3f26-11el1-9a27-0760db01a4a8

{"configuration":

{"workflowExecutionRetentionPeriodInDays": "60"},
"domainInfo":
{"description": "music",

"name": "867530901",
"status": "REGISTERED"}

ZZEZHTTP/1.1) ChSollE &Ef 2=(200)7} [ME SLICH 2= Zf 2002 =2 HMZS LIEFL
Amazon SWFE= null {2 =235}t5H K| St&LICH JSON 2 EA47(71 2&of Cist null {2 =235}t
T & MYE B Amazon SWFOA= 0|24t 22 FAIELICH.

Amazon SWFO{ CH8F HMAC-SHA M 7| At

Amazon SWFO| CiEt 2 & Q&S 21E 3ok §LICt AWS SDKOIME Qo &}
7|et QIE 2 #E|EL|Ch Lt XA HTTP POST 8 2Asitdie A2 2% ¢
POST Header ZHI=0] CH#t x-amzn-authorization Zt2 MAIsHoF &FL|Ct.

0

0

S A X[Hof| CHEE REMIEH LHE 2 HTTP 5l 2EI=x B E B X AAI2. AWS BT 3 AH{H 9|
AWS SDK for Java 7t 312 AWSSigner.java 22HAE H XS AAI2.
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https://github.com/aws/aws-sdk-java/blob/master/aws-java-sdk-core/src/main/java/com/amazonaws/auth/AWS3Signer.java
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2 MY MY
HMAC-SHA 23 MEE MAM5te{H AWS AH3 SH(BMA 7| ID L 2ot 7)) do{of & Lct.

/A Important

SHA1 EE= SHA2562 At&5to -0 MEE += Mﬁl-—llif J2L ME Z2MA TR0 A
Solst v Ab2sHok BrLCh MEdS HIME= HTTP slilt42l Algorithm Ol Ztoh UxIsH

1. HTTP 2% sicio] EF AIS MAELICH HTTP 3ice] EF 2 Alofls kol ZeHELIc

* host
« x-amz-Z2 A|HE=E2ESHSL

Z3HE Slc{of CHEF REMISH LIS 2 HTTP &llC] 28I = B2 XA AL,
a. Z &l 0|8-2f Hlo{e| B Sl OIS (Sl 2t OFE)2 ASKIE B8tstL|C}.

o

5| O|§ M2 X2 FEE 5l 2t 2 E gt

x-amz-example: valuel
x-amz-example: value2 => x-amz-example:valuel,value2

KEMIEH LI 2 RFC 26162 AlM 428 7t

P

SHAAIL.

c. Z &I o|&-%f Ho{e| B 0|&-Zf H0{Z headerName:headerValue EAlo| EXIEZ

HEFSELICH 22 250i 20| QT E 51, headerName & headerValue 25 A|Z 4l
2R E0M S EErLct

x-amz-examplel:valuel,value2
Xx-amz-example2:value3

d. OHX|9f EXtEE ZFoto] HEE 2 22Xt Flol M E(U+000A)S & UBfLICH
e. HHEE EXY AHME &l ool el EXR=2 = S-EELICH

=
2. O3 50| Z&E MBY EXt g2 ddguch
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http://tools.ietf.org/html/rfc2616
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« £ 1: HTTP HIM=(POST), FIoIAM EHFEELICEH
« £ 2: 2E URI(/), Floll M E8tZ & LICH
- £ 38 BXY, ROl EHEELICH

@ Note

Yt o 2 047[of HE| EAZO| LIEFLER[BF Amazon SWF= #E| EXtEE A& 5tHK|
&Lch
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3. MY 2XY Zkol SHA256 = SHA1 CHO|MAEE AAELICH Z2AMA MR SUs
SHA HIMEE MEFLICH

4. O|7 THAOA] A Ad
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| 2to| SHA256 &= SHA1 CHO|MAE(AHE5He HIMEO] 2t CHE) 2t
GetSessionToken API 12 AFE38H &2 AWS Security Token Service2| &A| H|Z HM[A 7|
£ AM&35t0d HMAC-SHAE 7|4t Base64 2 Q1 FEEFLICtH

@ Note
Amazon SWFE Base64§_ Q13 E HMAC-SHA 2t 20l 85 (=)7t {0{0F &L|Ct
Base64 212 FEI0| & r $ Fzlod UX| Ao ™ Zfo| Bof| SEE FIHELICH

Amazon SWF 2! Z7|E} AWS MH|AOAM KA EQF QIS A5t &
IAM AF2 X} MIEHMO| IAMC 2 Zd5t= AWS AMH|ASE IR SHAAIL.

5. Amazon SWFOI| CH8F HTTP 2% 9| x-amzn-authorization SE{0]| Signature O|0{| CHE!
zto= 71 ZhS HiR|EFL|C)
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(@]
i

| EH2doll= Amazon SWF ol Z2(7[0|Md = T2 QBT O|A(API) 2| Amazon SWF Xt 4ol CHE
2 ES0| Lo UELICHL HZE E52 7|s HF L= LUt

2k

Amazon SWF 24 55 API B4 2012-01-25 186


http://www.w3.org/Protocols/rfc2616/rfc2616-sec5.html
https://docs.aws.amazon.com/STS/latest/UsingSTS/CreatingSessionTokens.html
https://docs.aws.amazon.com/STS/latest/UsingSTS/UsingTokens.html
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A2 AE &Y 552 Amazon Simple Workflow Service APl & & ZsHAAIL

25 AURte PollForAct1v1tyTask§

_?_
RespondActivityTaskCompleted, Mt ZF<? RespondActivityTaskFailed& At&35t01 &
ctst|ct.
H H

il-% Xl-o-lx|.7|. _/I\_
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St= HY2 chSnt Z&Lch

rr

* PollForActivityTask

* RespondActivityTaskCompleted

* RespondActivityTaskFailed

* RespondActivityTaskCanceled

* RecordActivityTaskHeartbeat
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74 % 24 XFod

- 1 k-

rkl

ZAYAt= PollForDecisionTaskE AFE5t0o] oA ZH EHUE 7t ZLICH ZER= Amazon
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* PollForDecisionTask

* RespondDecisionTaskCompleted
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https://docs.aws.amazon.com/amazonswf/latest/apireference/
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_PollForActivityTask.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCompleted.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskFailed.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondActivityTaskCanceled.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RecordActivityTaskHeartbeat.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_PollForDecisionTask.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RespondDecisionTaskCompleted.html
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RequestCancelWorkflowExecution

StartWorkflowExecution

SignalWorkflowExecution

e TerminateWorkflowExecution

o+g| mtad xhod

- 1A

Amazon SWF Z2£0i|M &2l EfAZE $ae 4 Q)

Hut D el =27 E WLE = JELICH
g3 &l

=

* RegisterActivityType

* DeprecateActivityType

* UndeprecateActivityType

* DeleteActivityType

SlaE= &

* RegisterWorkflowType

* DeprecateWorkflowType

* UndeprecateWorkflowType

* DeleteWorkflowType

CHS o2 A58 Amazon SWF ZHIQI2 SE 4l A2 S|

* RegisterDomain

* DeprecateDomain

* UndeprecateDomain

SIER M 2 FY
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RequestCancelWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_StartWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_SignalWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_TerminateWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DeprecateActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_UndeprecateActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DeleteActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DeprecateWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_UndeprecateWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DeleteWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterDomain.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DeprecateDomain.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_UndeprecateDomain.html
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THel 22| 2o cHEt off & REAIEH LI 2 Amazon SWFO| =R S5 EHHE FESIMAIR.
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* RequestCancelWorkflowExecution

* TerminateWorkflowExecution
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Amazon SWF 2£0{|M 7IA|E EfAT E 3 E = UX|TH | MMO| EESE AFE

£ #el =7 & MWEE = A&
23S 7HAIE

 ListActivityTypes

* DescribeActivityType

HAIEZ L 7IA|S

+ ListWorkflowS &

« DescribeWorkflows &3

UABRD MY THAIN

e DescribeWorkflowExecution

* ListOpenWorkflowExecutions

e ListClosedWorkflowExecutions

* CountOpenWorkflowExecutions

* CountClosedWorkflowExecutions

* GetWorkflowExecutionHistory

Tl 7HAlS

e ListDomains

* DescribeDomain
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RequestCancelWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_TerminateWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_ListActivityTypes.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DescribeActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_ListWorkflowTypes.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DescribeWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DescribeWorkflowExecution.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_ListOpenWorkflowExecutions.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_ListClosedWorkflowExecutions.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_CountOpenWorkflowExecutions.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_CountClosedWorkflowExecutions.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_GetWorkflowExecutionHistory.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_ListDomains.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_DescribeDomain.html
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_CountPendingActivityTasks.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_CountPendingDecisionTasks.html
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Order Verifiers Credit Card Database
Processors Recorders
Warehouse
Employees
Amazon SWFO| EH|IQI 5
HIEZR 25 RE UKIEZEZ A XA 25 THRICZE H7I XIHELULCH EHIS 88, A
oL FES SUS A Lo CHE =0 427 LICt

AWS Management Console2 At&3t74L} Amazon SWF APIO| A RegisterDomain X2 AL 5t
o THIRIE SEE = JU&LICH Ct2 ool M= APIE AL R LICH

https://swf.us-east-1.amazonaws.com

RegisterDomain
{
"name" : "867530901",
"description" : "music",
"workflowExecutionRetentionPeriodInDays" : "60"
}

ut2t0|E{= JavaScript Object Notation(JSON) &40 2 X|HELICE 0{7|MH E& 7|7t2 60€E M
MELCH BEE 7|7t & ¥4I EE MEol| et 2E HE = AWS Management Console EE= Amazon
SWF APIE A8t 7HAIE &Fdg Sl &elg &= /&Lt
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Amazon Simple Workflow Service API £ Z 2| RegisterDomain

Amazon SWFO{|M A|&F AlzZt g A%
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« Mgt AlZh Zfoll CHEF &
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Z)VHR| ool = 2 MYE £ UGLICH S 2L2I NONER A& AlZt mt2tO|E{E "AIBt AlZt ed
S' e FEOIE M™steE ol AL E £ QX2 1A9| %|C MBHe AlgsiMd M EL|cH
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https://swf.us-east-1.amazonaws.com

RegisterWorkflowType
{
"domain": "867530901",
"name": "customerOrderWorkflow",
"version": "1.0",
"description": "Handle customer orders",

"defaultTaskStartToCloseTimeout": "600",
"defaultExecutionStartToCloseTimeout": "3600",
"defaultTaskList": { "name": "mainTaskList" },
"defaultChildPolicy": "TERMINATE"

QI EZ 8 SE2 defaultTaskStartToCloseTimeout2 600%X(108)2 MHs
defaultExecutionStartToCloseTimeout 3600 (1AIZHE M gLICt
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterDomain.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html#SWF-RegisterWorkflowType-request-defaultTaskStartToCloseTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html#SWF-RegisterWorkflowType-request-defaultExecutionStartToCloseTimeout
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https://swf.us-east-1.amazonaws.com

RegisterActivityType
{
"domain": "867530901",
"name": "activityVerify",
"version": "1.0",
"description": "Verify the customer credit",

"defaultTaskStartToCloseTimeout": "600",
"defaultTaskHeartbeatTimeout": "120",
"defaultTaskList": { "name": "mainTaskList" },
"defaultTaskScheduleToStartTimeout": "1800",
"defaultTaskScheduleToCloseTimeout": "5400"

Ol 88 R 552 defaultTaskStartToCloseTimeout= 600
ZF(108)2E, defaultTaskHeartbeatTimeout2 120X (28)2
2, defaultTaskScheduleToStartTimeout2 1800%(308)E,
defaultTaskScheduleToCloseTimeout2 5400%(1.5A1ZH 2 A&EL|Ct
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_StartWorkflowExecution.html#SWF-StartWorkflowExecution-request-executionStartToCloseTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskStartToCloseTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskHeartbeatTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskScheduleToStartTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html#SWF-RegisterActivityType-request-defaultTaskScheduleToCloseTimeout
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterActivityType.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_StartWorkflowExecution.html#SWF-StartWorkflowExecution-request-taskStartToCloseTimeout
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https://swf.us-east-1.amazonaws.com

RegisterWorkflowType

{
"domain" : "867530901",
"name" : "customerOrderWorkflow",
"version" : "1.0",
"description" : "Handle customer orders",
"defaultTaskStartToCloseTimeout" : "600",
"defaultExecutionStartToCloseTimeout" : "3600",
"defaultTaskList" : { "name": "mainTaskList" 3},
"defaultChildPolicy" : "TERMINATE"

}
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https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterDomain.html
https://docs.aws.amazon.com/amazonswf/latest/apireference/API_RegisterWorkflowType.html
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https://swf.us-east-1.amazonaws.com

RegisterActivityType

{
"domain" : "867530901",
"name" : "activityVerify",
"version" : "1.0",
"description" : "Verify the customer credit",
"defaultTaskStartToCloseTimeout" : "600",
"defaultTaskHeartbeatTimeout" : "120",
"defaultTaskList" : { "name"™ : "mainTaskList" },
"defaultTaskScheduleToStartTimeout" : "1800",
"defaultTaskScheduleToCloseTimeout" : "5400"

}
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* Lambda %2 Amazon SWF €& R®S8*H S5ot7LI KT S #elg 7t ei&Lich
- 3 E=20i 0|0l Hols| & 7|& Lambda &= 0= ZI0[L} AEE = U&LICH
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« Lambda 22 LambdaZE X|H5t= AWS 2T AMBE AlSHSE &~ Ql&LICH 4R LambdaEs K| 5t
= 2|™of cist REAIEE LH2 2 Amazon Web Services 2EF 2 X 9| Lambda 2|™ L IEZQIEE

SESS JSPNI-S

« Lambda 242 $Kl| 7|2 SWF HTTP API 2 AWS Flow Framework for Java0i| AMBF X| 2 ElL|C}.
AWS Flow Framework for Ruby0i| A= T4 Lambda 40| X[ E[X| et & L|Ct.

T ZE 20| M Lambda 2] A2

Amazon SWF {3 ZZ0{|A Lambda %4 E AtEotedH ChEE st ok gfLICH
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Amazon SWFO{ A Lambda &£ 7IHXo 2 5 E624% Amazon SWFO|A Lambda0d| CHEF HA|A

E M35t IAM 48 2 MS3sHofF g LCH CHS 2 & stLEE *3”32* T+ U&LCH

o A HOo|El el AWSLambdaRole2 MBS I EZEZ20| AHnt ¢1Z2E 2 E Lambda &8 74
HMoz &8 = Ue HEhE BodgLict

o KbA| 2 Dl 44 E A 2 HO|5H Amazon ElAA O|§(ARN)S R X|HEl £ Lambda &+E 7t
MMoz &5 HIER HEt2 Bo{gfLct.

IAM 23&hod| CHEF T8 MIBt

2| AA AMEB| HEHO| SourceArn & SourceAccount ZAEIAE F|E AFE 35104 Amazon SWFO| X3

st= IAM &d&of Cher Mt AMEHE = U &LICE o|g18t 7= XIHE =H2! ARNOY & 3= Amazon

Simple Workflow Service A0 Mt AASEE 5 IAM EM AL S AMEHELICH 5 22YH =74 HEA

E 7|1E DF A8835l= B2 aws:SourceAccountéfdt aws:SourceArngto| AH &2 St A

M EBoMAIEE 2 SUS AHE IDE A& 3sHok Lt

CtZ AZ| H& o Aol M= SourceArn
5t= Amazon Simple Workflow Service AZ0{| B AF | =

H 2| someDomaindl £

HEIAE F|E A& 35104 IAM MH|A @380 123456789012

£ MigterLlct

"arn:aws:swf:*:123456789012:/domain/someDomain"

{
"Version": "2012-10-17",
"Statement": [
{
"sid". "",
"Effect": "Allow",
"Principal": {
"Service": "swf.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn":
}
}
}
]
}
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Ct2 AlZ| X2 of| A|oflAE SourceAccount ZAEIAE F|E AL

5104 IAM AMH|A 24&H0|

123456789012 |4 2|2| Amazon Simple Workflow Service 20| M2t AFR E|= 5 A|BHEFLICH.

Amazon SWFO{ Lambda &g 7Mooz

A Ho|El 42l AWSLambdaRole2 AE38 Amazon SWF {3 ZZ0i| A-En HZAE 2

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "swf.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:SourceAccount": "123456789012"
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[Roles] & 4EHEt CI= [Create New Role]2 MEEFL|C}

swf-lambda®t Z 0| &30l O|F 2 XI™E CFZ [Next Step]= MEAEFLICY.

[AWS Service Roles]0llA [Amazon SWF] 2! [Next Step]S 2 &t 2 MEHSLICE

[Attach Policy] 8t212| 5= of| M [AWSLambdaRole]& e & L|C}.

sl HEBH £ [Next Step]2 MEHS}E T [Create Role]
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Amazon IAM 2& & Lt
o
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[Policies]E& ME4SH CIS [Create Policy]S ME{ELICE

3. [Copy an AWS Managed Policy]E MEi5t 1 550 A [AWSLambdaRole]2 ME{EFLICH ZHEH0|
S22 MEELLct do met 2o & ¥ o|F U MHES WERFLICH

4. EH ZMo| 2lAA EHEof Lambda & 2| ARNS F7IgfLICE of:

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"
1,
"Resource": [
"arn:aws:lambda:us-east-1:111111000000:function:hello_lambda_function"
]
}
]
}
(® Note

IAM Lol E|AAE X|H5ts W0l CHst A AH2 IAM AFE Q| IAM HA TS E
HxESHAAL.

5. [Create policy]E ME{St0{ = MM OpzlLct

MAME I o] HAE MENSt D SlE &S A QéH Amazon SWF /32 Z 20|
2oq4gLict. ol Hxt= AWSLambdaRoIe MAMS AFRE] Y S MMStE A
o
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[Roles]& MEHSH C}Z [Create New Role]2 MEELICH.
swf-lambda-function®t Zto| &igtof O|EE [Next Step]2 MEHEILICEH
[AWS Service Roles]0llA [Amazon SWF] 2! [Next Step]2 2 &t 2 MEHSLICE
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«  RegisterWorkflowTypeS &35t 4 defaultLambdaRole ZEE % O|8t @& o] ARNSZ A
St

«  StartWorkflowExecution2 £Z6l= 3 lambdaRole ZEE %jo|8t 2d&to| ARNC 2 AXIsHL|
Ct.

® Note

RegisterWorkflowType EE &= StartWorkflowExecution2 £ &35tE HIX0ll F0o{Zl &2 AL
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ScheduleLambdaFunctionDecisionAttributes C|O|E{ RS A5l KIEE A 5 SEE Lambda
g8 AlEELICH

RespondDecisionTaskCompleted 2 & & 2’4 S 50i ScheduleLambdaFunctionDecisionAttributes &

MZ&ct. of:

{

"decisions": [{
"ScheduleLambdaFunctionDecisionAttributes": {

"id": "lambdaTaskId",

"name": "myLambdaFunctionName",
"input": "inputTolLambdaFunction",
"startToCloseTimeout": "30"
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{
"domain" : "867530901",
"taskList" : { "name": "ChargeCreditCard-v@.1" },
"identity" : "ChargeCreditCardwWorker@l"

}

23 HYS A8 & UA E[H Amazon SWF= 22 &S ZrdAtof7A grrerLict. of Zrdoll=
28R g5 ol e M x|8E olo|E{7F S04 Q& LICH
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Ol odlof M &5 U RH= Amazon SWFO| StEHIEE E16 10 HE ME ZIEE A6 &5 &HY
40% HEEUSE EDFLICE StEHIEE ETD5te{H &8 YAt Ef
ok rLCt.

https://swf.us-east-1.amazonaws.com
RecordActivityTaskHeartbeat
{
"taskToken" : "12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"details" : "40Q"

ol ActivityTaskTimedOut O[HIE7} &
EHIEQ| HETI E01 J&LICH
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RespondActivityTaskCompleted 2 S ESCE &€& HUXE T2 a2 LUsHOF LC.

O| ool M &S X URI= 20| 3 Moz 2 EUISS LIEHLICH

https://swf.us-east-1.amazonaws.com
RespondActivityTaskCompleted
{
"taskToken": "12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"results": "40"
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RespondActivityTaskFailed

https://swf.us-east-1.amazonaws.com

RespondActivityTaskFailed

"12342e17-80f6-FAKE-TASK-TOKEN32f0223",

"CC-Invalid",

"taskToken" :

"reason" :

"Credit Card Number Checksum Failed"

"details" :
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"CompleteVerifyOrderActivity"

"CompleteChargeCreditCardActivity"
addToDecisions ScheduleCompleteShipOrderActivity

"CompleteRecordOrderCompletion"

addToDecisions ScheduleChargeCreditCardActivity
"CompleteShipOrderActivity"

"StartWorkflowInstance"
addToDecisions ScheduleRecordOrderCompletion

addToDecisions ScheduleVerifyOrderActivity

addToDecisions CloseWorkflow

IF lastEvent

ELSIF lastEvent
ELSIF lastEvent
ELSIF lastEvent
ELSIF lastEvent

ENDIF

mo
i

-

o)

=

Kl

&0
m
N

o/
N

Lo

ol
mo
HIl
ol

Kl
<0
N

mm

0
N

-

N

[N

K0
N
1le)

o+

[ITe)
mo
Hil
ol

API {7 2012-01-25 207

LICH.

I.

=

S

= AME

Ao
= H

PollForDecisionTask

O] of|of| M Z



Amazon Simple Workflow Service JHEER}E 710l =

https://swf.us-east-1.amazonaws.com
PollForDecisionTask

{
"domain": "867530901",
"taskList": {"name": "customerOrderWorkflow-v0.1"},
"identity": "Decider@l",
"maximumPageSize": 50,
"reverseOrder": true
}
RIGE sted S Zol M 28 HUS ALY 4 /oM Amazon SWFOIM aiE 5elg FA| wreherLich
M8 7Ise 4™ 50| gl A2 Amazon SWFE Z|CH 60X SOt 4 U2l MENZE |X|5tD &
U2 ASE = UA T FA| BHEHELICH AF8 7S 8 20| 8l B Amazon SWF= Bl 8E2
HhEErLIC Bl SE2 Task +XZ, 0{7|AM taskTokenQ| Zf0| Bl EXIGQILICH A™EXI7| Bl SEHE
TAlSHHCHE Y2 ET6IE S Z-AE T2 Jei st oF &t
AE HYS MBE = U= 82 Amazon SWFE 273 2t {3 E2 A= LHo| H|o|X| & o7/
22717t z&E SEHEZ BrEreLICH

"events": [
{

"decisionTaskStartedEventAttributes": {
"identity": "Decider@l",
"scheduledEventId": 2

I

"eventId": 3,

"eventTimestamp": 1326593394.566,

"eventType": "DecisionTaskStarted"

[P

"decisionTaskScheduledEventAttributes": {
"startToCloseTimeout": "600",
"taskList": { "name": "specialTaskList" }

I

"eventId": 2,

"eventTimestamp": 1326592619.474,

"eventType": "DecisionTaskScheduled"

3 {
"eventId": 1,

[
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£
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i
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"eventTimestamp": 1326592619.474,
"eventType": "WorkflowExecutionStarted",
"workflowExecutionStartedEventAttributes": {

"childPolicy" : "TERMINATE",
"executionStartToCloseTimeout" : "3600",
"input" : "data-used-decider-for-first-task",

"parentInitiatedEventId": 0,
"tagList" : ["music purchase", "digital", "ricoh-the-dog"],
"taskList": { "name": "specialTaskList" },
"taskStartToCloseTimeout": "600",
"workflowType": {

"name": "customerOrderWorkflow",

"version": "1.0"

]I

N

UTEZ MY LhIS SIS BHAE LIS siMstD 8 20| nfet ZAES Rl

IZER A LIS HIEE LHH O|HIE =7} BI2 A2, A7t 02] H O[X|2 Li+F{oq gt
e = JUaUct 4 H0|X|E HMStE{H =7 &

601 F£7I2 PollForDecisionTaskE AHHYM 2 S EFLICE & 1: nextPageTokenS
A8735104 GetWorkflowExecutionHistoryS Mo Z $E5HK| O A, 1 CHAI
PollForDecisionTaskE CIA| Z&E5HAIA|

to

IF lastEvent = "StartWorkflowInstance"
addToDecisions ScheduleVerifyOrderActivity

ELSIF lastEvent = "CompleteVerifyOrderActivity"
addToDecisions ScheduleChargeCreditCardActivity

ELSIF lastEvent = "CompleteChargeCreditCardActivity"

SRS
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addToDecisions ScheduleCompleteShipOrderActivity

ELSIF lastEvent = "CompleteShipOrderActivity"
addToDecisions ScheduleRecordOrderCompletion

ELSIF lastEvent = "CompleteRecordOrderCompletion"
addToDecisions CloseWorkflow

ENDIF

lastEvent7} CompleteVerifyOrderActivityO|H ZAH S0
ScheduleChargeCreditCardActivity S8 F7Ig

ZEAIH o A™E LHRIX| 25 Amazon SWFOl| 24et AHo 2 SHE + A&LICH

UAER LIS MG ZH 2SS MM FHAE ST ZHOZ CHAl Amazon SWFO S &

5t OIO|IEE FE8 OIS HIE20i MHEE O3 Fd2 XIHSIES &2
MXtE= RespondDecisionTaskCompleted 242 A& 3l04 O|24&t
ZA™E Amazon SWFE CHA| S ELICH AFE 7ts8 2 R8 S8 2 Amazon Simple Workflow

|

https://swf.us-east-1.amazonaws.com
RespondDecisionTaskCompleted
{
"taskToken" : "12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"decisions" : [
{
"decisionType" :"ScheduleActivityTask",
"scheduleActivityTaskDecisionAttributes" : {
"control" :"OPTIONAL_DATA_FOR_DECIDER",
"activityType" : {
"name" :"ScheduleChargeCreditCardActivity",
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"version" :"1.1"
1,
"activityId" :"3e2e6e55-e7c4-beef-feed-aa815722b7be",
"scheduleToCloseTimeout" :"360",
"taskList" { "name" :"CC_TASKS" },
"scheduleToStartTimeout" :"60",
"startToCloseTimeout" :"300",
"heartbeatTimeout" :"60",
"input" "4321-0001-0002-1234: 0212 : 234"
}
}
]
}
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SAEE AEE HofiMH T EE LHHo| O|HIEE sHAMEH XIZ K| Aol Erist 22 =els
HIEZ A™ZS Botof SteEX| AHEE S AYXE T2 aa|YFLICH
IEZ7I HEXMo R &tZ &M CompleteWorkflowExecution AHo R
RespondDecisionTaskCompletedE S E5 T EZE A™MS EELICH E=
FailWorkflowExecution ZH2 A5 R E A™d2 AWE M2lE = U&LIC
ol Tzt & 7{zHol ool M ZHAIE Lioig ZHEsn 28 252 ylioR ZY 220 YA 4
g B A™g FI6tn, I3 E2 & 7| ZH2 2 RespondDecisionTaskCompleted 2 Q1S Al%f
ghlct
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S &Y A9 CancelWorkflowExecution 2 S Z RespondDecisionTaskCompleted ¢
(=)
=2

=
55 9aB2 27| 57 22 Mus Ma ¥Ys suso g
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https://swf.us-east-1.amazonaws.com
RespondDecisionTaskCompleted

{
"taskToken" : "12342e17-80f6-FAKE-TASK-TOKEN32f0223",
"decisions" : [
{
"decisionType":"CancelWorkflowExecution",
"CancelWorkflowExecutionAttributes":{
"Details": "Customer canceled order"
}
}
]
}
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QIEZ U &5 80| S5/ StartWorkflowExecution S 5
Ct. input m2tOlE{2] Zt2 YT Z2E A|EtstE ofZ 2|70l Mofl M X|Z 8
LIC} executionStartToCloseTimeout2 KIEZZ AMO| A|ZtE|o E& 7R AR £+ UE =
Chel AlZHdLICt O] MIBtE Zutot™ I EE A™O| A7t ZoHEILICH Amazon SWF2| CHE A|Et
AlZh TtEt0|E & Y& et 2l o MEt Alztoll CHSHAM= NONE gf2 XIHE £ gigLict I3 EE A

2 Alglist £~ 9l E|CH AlZE M8t 1ALt OFRH7HX| 2, taskStartToCloseTimeout2 KT EZ=2 Al
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https://swf.us-east-1.amazonaws.com
StartWorkflowExecution
{
"domain" : "867530901",
"workflowId" : "20110927-T-1",
"workflowType" : {
"name" : "customerOrderWorkflow", "version" : "1.1"
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}I

"taskList" : { "name" : "specialTaskList" },

"input" : "arbitrary-string-that-is-meaningful-to-the-workflow",
"executionStartToCloseTimeout" : "1800",

"tagList" : [ "music purchase", "digital", "ricoh-the-dog" 1],
"taskStartToCloseTimeout" : "1800",

"childPolicy" : "TERMINATE"

StartWorkflowExecution Z240i &4 Z 35t Amazon SWFE I EZ AMES 8t runIdE HHet

gLICH I FE2 A™O| runlde & 2™ Lol D& L|CH LES0ll Amazon SWF 22 S E£0{ A

IEZE A¥E X|H5HoF 5t 2 E CHH|3 runId& XE S SLICH o £04, O|F 0| I E=Z
£ T

—
=
Aoz S E ELHoF stE B2 runIdE ALY & JU&LICH

40 oX rir

{"runId": "9ba33198-4b18-4792-9c15-7181fb3a8852"}

(@) (@) AL 0O
zed M &9 MY
JEMoR 5y 2= 0| 52 T Alztol mat MBE: 7Hs 8 BiX] of oFEl Ao Uits{o 2
A AYELICH MY T @M =2|& 0] &£ T ol M =& FoiE & US: Amazon
SWFE 5 20M @M 297t £2 5yg oM &97t ¥ 2 SYd=ct My MBstein guict
@ Note
Yo = MK of of El 21ef0| HA A™-I|X|T o[2 e = M7t RIEA| EF El= W2 ot
Ct.
AER A S & Ctol CHall Y @M =& d8E + UGLICL T EZ9 XY 2 =2 £
SEZ7H o S HYe M =20l IS OIXIX| i I EZT} AIEE ot 9 Y2 ER0|T
Y E OIX[X| ef&LICH 28 £ /12829 7|2 *M =2l 85 & (MSX EE£ Amazon SWF
7h MEERIS 52 otst Lt QI B2 AMS AlStste SO RIHOlsR| ofe B HA SEE E
A M =217t ArZElLC

ol @M 2| Zho| B R|= "-2147483648" ~ "2147483647"Y = QIO =Xt7} ELE M =27t
=SS UEHLICH €5 c= KT ZEZ0] ois Y M =2E MHSIK| toH M =2/ 00| &
EL|cH

A

PGPS API B 2012-01-25 214



Amazon Simple Workflow Service JHEER}E 710l =

. 9|3 ZZ 0| & @M 29| AJX]

T = — T A — = O
= o A
. BE0l T oM £9l MY
o 2 = Sk=| —
Lol oM £9 HEE HEsHE T

78 &Y M =22 I EZ RYE SE352dH RegisterWorkflowType 22 AFEE i

{
"domain": "867530901",
"name": "expeditedOrderWorkflow",
"version": "1.0",
"description": "Expedited customer orders workflow",
"defaultTaskStartToCloseTimeout": "600",
"defaultExecutionStartToCloseTimeout": "3600",
"defaultTaskList": {"name": "mainTaskList"},
"defaultTaskPriority": "10",
"defaultChildPolicy": "TERMINATE"

}

StartWorkflowExecutionC 2 {IAEE AMAME A& dts 3R, HAEER FEY SEF Y M =
f1E MYolg = UA&LICH

{
"childPolicy": "TERMINATE",
"domain": "867530901",
"executionStartToCloseTimeout": "1800",
"input": "arbitrary-string-that-is-meaningful-to-the-workflow",
"tagList": ["music purchase", "digital", "ricoh-the-dog"],
"taskList": {"name": "specialTaskList"},
"taskPriority": "-20",
"taskStartToCloseTimeout": "600",
"workflowId": "20110927-T-1",
"workflowType": {"name": "customerOrderWorkflow", "version": "1.0"},
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et otf| IS EERE AIESHHU KIZEERE ME
RespondDecisionTaskCompleted 2 220l SHdt= 8<2) SEE &Y M =& MEolgd = Us
L|Ct.

ot HIAEZRO XY M =28 dYstcdH

startChildWorkflowExecutionDecisionAttributesO Zf& M2 &rL|Ct.

"taskToken": "AAAAKgAAAAEAAAAAAAAAA...",
"decisions": [
{
"decisionType": "StartChildWorkflowExecution",
"startChildWorkflowExecutionDecisionAttributes": {
"childPolicy": "TERMINATE",
"control": "digital music",
"executionStartToCloseTimeout": "900",
"input": "201412-Smith-011x",
"taskList": {"name": "specialTaskList"},
"taskPriority": "5",
"taskStartToCloseTimeout": "600",
"workflowId": "verification-workflow",
"workflowType": {
"name": "MyChildWorkflow",
"version": "1.0"

HIEZE MAIEER A& M¥ste B2

continueAsNewWorkflowExecutionDecisionAttributesOl 2 @M =& MAEHLIC}

"taskToken": "AAAAKgAAAAEAAAAAAAAAA...",
"decisions": [
{
"decisionType": "ContinueAsNewWorkflowExecution",
"continueAsNewWorkflowExecutionDecisionAttributes": {
"childPolicy": "TERMINATE",
"executionStartToCloseTimeout": "1800",
"input": "5634-0056-4367-0923,12/12,437",
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"taskList": {"name": "specialTaskList"},
"taskStartToCloseTimeout": "600",
"taskPriority": "100",
"workflowTypeVersion": "1.0"

"defaultTaskHeartbeatTimeout": "120",
"defaultTaskList": {"name": "mainTaskList"},
"defaultTaskPriority": "10",
"defaultTaskScheduleToCloseTimeout": "900",
"defaultTaskScheduleToStartTimeout": "300",
"defaultTaskStartToCloseTimeout": "600",
"description": "Verify the customer credit card",
"domain": "867530901",

"name": "activityVerify",

"version": "1.0"
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"taskToken": "AAAAKgAAAAEAAAAAAAAAA...",
"decisions": [
{
"decisionType": "ScheduleActivityTask",
"scheduleActivityTaskDecisionAttributes": {
"activityId": "verify-account",
"activityType": {
"name": "activityVerify",
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"version": "1.0"
I
"control": "digital music",
"input": "abab-101",
"taskList": {"name": "mainTaskList"},
"taskPriority": "15"
}
}
]
}
x}o
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e CancelTimerFailed

* RequestCancelActivityTaskFailed

* RequestCancelExternalWorkflowExecutionFailed

* ScheduleActivityTaskFailed

« SignalExternalWorkflowExecutionFailed

StartChildWorkflowExecutionFailed

StartTimerFailed
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ActivityTaskTimedOut
ChildWorkflowExecutionTimedOut
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=]
=

A

AR IER QI

ol
-

0
0z
ra
X0)

ol REol OF AElol o= BE Al Aot 59l YT ER MUQILICH M3 AlZH QT o} 0HEIHR|
2 Amazon SWFOIME QT B A% Ljolol SHst OHES S718HLICH ZHANE 7HsE B &
g ChAl olF st ALt 5t9| YA ERZE ChA| AIEtaH ST O[HIEE R2lsHoF BLICt

* ActivityTaskFailed
* ChildWorkflowExecutionFailed
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FailWorkflowExecutionFailed

CompleteWorkFlowExecutionFailed

* ContinueAsNewWorkflowExecutionFailed

CancelWorkflowExecutionFailed
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