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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-service-discovery.html
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o 74 MHIAE Y O|E 22 AME &= Qe MHIAE LIEHLHH CHE 0|82 8 X558 ZEE
B35t 0 AK| 7| {20l serviceb.apps.localO|2tE 0|5 2| 7HA MH|AE MAEtL|CH

servicea.apps.localO|2t= O|§ Q| 7tef MH|A= O|F EtA|0|MH F7HELICEH

EE= AWS CLI %1 1.18.116 0|4 AWS Management Console EE£ 2.0.38 O|& 2 Al835lo{CtS
AE 22e 5 UELICH & AWS CLIAFESHE B2 aws --version BFE A} 5to Mx|E HE
2 oI5t MA|2. AWS CLI {71 1.18.116 O|4F == 2.0.38 0|4+ 0| Mx|E[o] /K| k2™ AWS CLIE
MxIGHALE HHOo|Esof FLICH AFSE =79 B2 MEdgFL|C.

AWS Management Console

1. AIEHE [ App Mesh 2& =[x A=~ OFHALE JLICH https://console.aws.amazon.com/
appmesh/.

2. Mesh name(H|A| O|&)0l appsE &I=IgfLICt.
Virtual service name(7+&f MH|A O|&)0d| sexrviceb.apps.localE =g LICtH
4. H&5iE{H CHES MEIFLICH
AWS CLI

1. create-mesh WHE AIE35I04 HAIE HHEHLICE.

aws appmesh create-mesh --mesh-name apps

2. create-virtual-service BHEE AFE3504 7H4 MH|AE MMEHLICEH

aws appmesh create-virtual-service --mesh-name apps --virtual-sexvice-name
serviceb.apps.local --spec {}

2 Tty 2 WY

e ==& A ME|A0 CHE =218 ZQIE g g FLIcH RME LI82 7HY & BHHE X
StAAIR

7HA L E 5 5Lt serviceBEte AKX MHIAS LIEHHNE 2 serviceBO|EtE 7HAF mEE A3
7td =7t LIFEtHUWE AX MH|AE SAE O|8 serviceb.apps.local2 AF&3I0{ DNSE
> A&LICH == E AF235l0 AN MH|AE 3fotE £E /&L AWS Cloud Map7t

SOOI HTTP /2 ZT2EZE AIE35t04 ECHEIE £AIELICH AE| 22l &R 2
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
https://console.aws.amazon.com/appmesh/get-started
https://console.aws.amazon.com/appmesh/get-started
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html
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CI2 z2E 2T K|HELICH 0|F EHAH0|M serviceA L serviceBv20 CHEH 7tAr L EE MAIE
L|Ct.

AWS Management Console

1. Virtual node name(7}4 .- £ 0|2)0i| serviceBE /24gtL|C}.

=H /-

2. MH|A AM 2o A DNS A E 0|22 DNSMEIS 1 sexviceb.apps.local /=248
Ct.

= T

3. ZlAH MM Z2EEZZ http2E MEISID ZEZ 802 248tLC.
4. A&KSEAHECISES &

fjo
<
12

ok
L
n

AWS CLI

1. C}

0jo
rH

BIXE 7%l create-virtual-node-serviceb. jsonO|2t= Tt

fjo
>.
=
x
9'|_l
r
_|T|_

"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"

1,

"serviceDiscovery": {
||dnS||. {

"hostname": "serviceB.apps.local"

iy

"virtualNodeName": "serviceB"

2. JSONIIQUE el2do 2 AE3510d create-virtual-nodeHE S AI2510{ 7hah L EE MASHL|CE

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

2E}—74|: 7},){\3& L= AHAM
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
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3EMAI: 7HY Bt RH dd & 2t T

£ otLt Ol&f 9| 7hef MH|A0f CHEr ECHEE St Y LICH RbAM[EH LIE2
=

ol
KA
2 HESAL.

serviceBEt= O|& Q| 7t4 B RE . serviceB.apps.localOlgt= 7t MH|A=CHE
MH|A2to| o 2HIR2E S4I2 AlESHX| &L 7| HE A LCE o[FHof BHE 7t MH[A = AR
serviceb.apps.local MH|AE FA5sH ZdQLICH 7HA MH|IAE 714 EIREZ ECEg &
HlCh 7HA BFRE{E ZE 800IA HTTP 2 Z2EES AF85t0d EBfEE £ AISLICHL CIE =2
EZT X[HELLCH

« serviceBZlE O|E2| 2t E. ECHEIS 100% serviceB 7t4 = EZ gt EIELICE
=

serviceBv2 7t4 LEE FIIet £ 0|F HAOMM 7t ER[7F HEELICE O] LMo M= CHE X
X2 &S et ol CiE T ZUE FI7hst D MAIZ HHE FItstod S& EX7 e 2
Envoy ZE A7} 7ty 20| ESiEE ofe H EUES & & /&L

AWS Management Console

1. Virtual router name(7+4 2H2E{ 0|&)0] serviceBS 23i8tLCH.
2lAL FEAM Z2EEZEE nttp2E MEISIT ZEZ 802 X|HFLICH
Route Name(EH2 &l O|F)0 serviceBE ZFLICt.

FE Yo th3lf http2& MEHEFLICE.

CHA 40| 714 = O|E0f CHSH serviceBE MEHSI T 7S5 X2 1002 248t L|Ct.

N o o~ b

"meshName": "apps",
"spec": {
"listeners": [

3E JHe Bt E A8 D el 9
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{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
.
"virtualRouterName": "serviceB"

b. JSONIIQES ¢l2do 2 ALE3510d create-virtual-routerd S AFE3104 7H4
ghuict
= .

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. ci*ES dggLch

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{

"virtualNode" : "serviceB",
"weight" : 100

I,
"match" : {
Ilprefixll : II/II

iy

"virtualRouterName" : "serviceB"



https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-route.html
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aws appmesh create-route --cli-input-json file://create-route.json

4B HE o M

_

Mol HEslofF & ¢ HES MEELICH Yol RSt HA| ddS MLt

SEf 3ol HEE 2 E HA| 2lAa7F EAELICH HA| 27|18 MBSt 2&0M HHEE 2
L~AE 8 = JeL o
AWS CLI

describe-mesh HHE AL&35t0{ MM HA|e| MHE AEELICH

aws appmesh describe-mesh --mesh-name apps

3
I
|0
Hu
o
rn
N
>
x
o
[>
lo
z
A
mo
N

HE 5t A A|2. describe-virtual-service

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

rn
N
0z
|.|-
[N
lo
nx
oz
[0
m
Hn
9'|_|
>
>
Xo)

describe-virtual-node@&do 2 ol

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

describe-virtual-router @O 2 OtE 7iAF BIREQ| MHE HAESIAMAIR

ol

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

describe-route BESE MM gIRE | MHE AEFLIC

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

ATHA: AE 2 11


https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-mesh.html
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-router.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-route.html
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S5EHAH!: FIt Elas Hd

0

ALE|R & 2t=stedH CHE S sl oF &LCh

« serviceBv2EtE 7t L E 5HLEQ serviceABlE 7t £ E SHLIE MEELICH 5 7t
M LE RFEHTTP/2 ZE 802 &8t L2 SAMELICH serviceA 714 =E9| F2
serviceb.apps.locall| HAUEE FELIC} serviceA 7MY L EO| 2 E Ol RHIRE ECiE
2 0|E0| serviceb.apps.local®@l 7t MH|AZ MSELICH 0] LMol E CHER| o x|ot
7H4 - Eof CHEE HMA 208 £ Tt Z2E XHE = J&uct
AN

=
« servicea.apps.localO[2t= 7t MHIAE FIIE HMH5IH ZE EEZ 0| serviceA 7t =

E2 Y MSE LU

« EPEIO| 75%E serviceB 7} L EE HILT EPHEIO| 25%E serviceBv2 7t L E
2 BEU=E o™ EHAHO| A A8t serviceB 2IR 22 AUO|O|EELICE Alzto| X|=hodl et
serviceBv27t EBHEIO[ 100%E = AE K| 7FESX[E HE =HE = U&LICH ZE EgfE
O| serviceBv2Z MSEE|M serviceB 7H4 =2t AKX MHIAE S25t10 SEE 4+ A&LICH
serviceb.apps.local 7t& & AKX MH|A O|F 0| HAL[X| fe B2 JIEX|E HEY I T =
£ e ZoJl Q&L serviceb.apps.local 7t MHIAE EBHEIE 714 BIREZ S
5to1 ECHEIE 7t = EE 2t RYRCE M2 7IMStAAIR. 7ty =E9| MH|A AM 0|F2 A
EX HEE = JsLct

AWS Management Console

212 EtM ZH ol M Meshes(HIA)E ME4EFL|CH
0| EtAH0 M M8t apps HIAIE MEHELICEH
A E)E MEELICH

=F M ZH0i| M Virtual node(7H o

Create virtual node(7t4 - E 4)

7H4 - E O|E0le 2 Y=i5t IserviceBv2, AH|A ZAM HieHo{= € DNS, DNSEAE 0|

Eols £ Q24gfLIC} servicebv2.apps.local

AL FHHM Z2EZEZ http28 MEISIT ZEZ 802 QU2{TLICEH

7. Create virtual node(7t&f =& )& MEHFHLICE.

8. 74 = MMZ CHA| MEAFLICEH 7t4 =E O|§0 sexrviceAE BT LICE MH|A ZHA
o= 2 MBS T DNSDNSEAE O|§0= & YT LICE servicea.apps.local

9. M gl=oiM 7tA MH|A 0| 2290 serviceb.apps.localS 23&tLCt

10. ElAH FHHM Z2EZ 2 http2E MG T ZEOf 802 =48t Ot S, 7t = MME M
SHELICH

S R
ro
IR

o

ST AL 27F Blas A4 12
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11.

ro
Ri
m
z

oM Virtual routers(7t&f 2R E)E MEIS CHE S5 0lM serviceB 7+4 EHRE

1 A

E MEdghLct.

12. FEO0|M O] EtAHOIM 48t ServiceBEts FEE MBS D HEIS MEIFLICH

13. CHAH, 7HA = O|E oM serviceBe| 7IE%| 2t 752 WHAELIC

14. CHY F7IE MEStT SEOHR S50IM serviceBv2E MBS D 7HEX(0| 2f2 252 MY
grLct.

15. XZ&(Save)2 MEAEFLICH

16. 2% B A ZolAM 7HA MHIAE MEHE CHS 7HA MH|A 88 MEIEL(CH

17. 7t4 MH|A O[22 2 servicea.apps.localS 25l 1 SZAE 7H4 L EE MBI
7H4 = ER serviceAE MEAE CHF, 7Ha MH|A MES MEHELICH

AWS CLI

1. serviceBv2 7t& = EE MMEELIC

a. OIS 2EI=E 7}%l create-virtual-node-servicebv2.jsonO|2tE TtAUS M3
L[C}:
{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
3,
"virtualNodeName": "serviceBv2"
}

SCHA: =71 2lAA AAd
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aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-

sexvicebv2. json

2. serviceA 7t4 - EE MAMEHL|CT

a. CI3 2EI=XE 7%l create-virtual-node-servicea.jsonO|2t= IS MdE
Ct:
{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
},
"virtualNodeName" : "serviceA"
}

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-

servicea.json

SCHA: =71 2lAA AAd
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3. O™ A0l M8t serviceb.apps.local 7t MHIAE H|0|E S0 EBHEIS
serviceB 7t4 EIREZE ERHLICEH 7H4 MH|AT Bel HEEIR2 [HE serviceB 7H4ak 2f
SE{7) oA MME|X| etk 7| HE| ECHEE ofC|o T ELHX| it &LICt

a. CIg 28I=XE 7}%l update-virtual-service. jsonO|ZtE TS MAIEHLICH:
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
3,
"virtualServiceName" : "serviceb.apps.local”
}

b. update-virtual-service 3@ At&304 7H& MHH|AE O 0| EFLICEH

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
sexrvice.json

4. O|™ BHH 0| A A8t serviceB 2t EE AOIO|EELICEH

a. Ctg 2EI=E 7%l update-route. jsonO|2tE TtU S MAFLICH
{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
.
{
"virtualNode" : "serviceBv2",
"weight" : 25
}

S5EFA: F7F ElaA MY 15
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},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. update-route WHEE AtE5l01 2t EE Aolo|EELICH
aws appmesh update-route --cli-input-json file://update-route.json

5. serviceA 7t& MH|AE MdEHLICE.

a. CIg 28IXE 7}%l create-virtual-servicea.jsonO|2tE TS MAIsL|CH
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. 7t& MHIAE dIELICH

aws appmesh create-virtual-service --cli-input-json file://create-virtual-

sexvicea.json

HIAl 29F

MH|A HIAIZE 4A37| Mol|= servicea.apps.local, serviceb.apps.local &

servicebv2.apps.localOl2t= Ml 7tX| AKX ME[ATZF AUR&LICEH A ME[A 2o = Ofx| &K

(o) P

MH[AE LIEtHHE CHE 2lAA7F ZEE MHH|A HIAIZF 4&LICH.
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- F 7H°| 7 MHIA. ZE A= 714 BIREIE S5l servicea.apps.local 7+ AMH|AS 2 E
EfHEE serviceb.apps.local 74 MHIAZ EHL|CE

« serviceA, serviceB % serviceBv2et= Ml 71| 7t L E. Envoy T A|= 7He = =0 CHAH
TEE MU|A AM HEE AH85to AX| MH[AQl IP FAE Z3|FLICH

« Envoy ZEA|7} QIHIRE EBE|Q| 75% & serviceB 7t L EZ 2tRE5tD EBE|Q| 25%E
serviceBv2 7ty LEE EIRYS TS X|Alst= stLte| 2R EI0| U= 7He Bt E StL.

HAIE A48t S0l OH g erasor g

« ZF Amazon ECS 241t 274 HHZSt= Envoy ZE A7} 5tLt O[& 2| 7He L E FHE 12 = UL
g st ZE Ao HEt2 F045t= Sdof CHEt AHMIEF 82 TS A| HEF 208 & ESHA

Al2.

« Envoy ZEA|E AI3FIES 7|& Amazon ECS 2 HO|E ZIZf UH|0|ESHAAIL.

Ho} o]

o=
i i ol

o

Ol

Envoy Z1E0|L{0{= App Mesh MH|AZE ME = MB 20| CHEt AWS Identity and Access
Management Xt74 Z3HO0| 2 FLICt Amazon EC2 A|Z R8O 2 HIEZ El Amazon ECS 2 d9| B¢
A BH2 QUAEA A5 E= 2 |AM HFE 0l A 7tXK4E = U&LICE Linux Z4El|O[L{0| M Fargate
E AME35t0{ B Z 8t Amazon ECS &2 QIAEA |IAM Z2E A}H ZHE NS 5t= Amazon EC2 H|
EtCIO|E] MEHof| AMAE = gl&LICH AHE ZHE XS stedH Fargate on Linux ZIE|0|L] R €2 =

H.
HiZEl 2= X ol 5rd g = ddatioF & LICH 1AM

8P_T'_ Amazon EC2 H|EtH|O|E{ Mol CHEH HAM|ATE RHEH
o dEE|0] UZ) 2 IAM F = o] - sH ok &f L
Aoz ZS A He Fodol dHE CHZ IAM 0| AZ ko] Y

]
2
mo
>
3
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O
>
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N
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Q
c
>
@]
D‘
2:'.'
|0
Hu
o
_|_|. H:l

E A83toqd 2] Mol «rlo|EstE{Td AWS CLI

Amazon ECS AWS CLI B ME&LIC} register-task-definition. OF2H oA 2] XMo|=
MH[AO| %A App MeshE T85tE W2 2o{ELct
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https://docs.aws.amazon.com/app-mesh/latest/userguide/proxy-authorization.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
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242 ECS S8l Amazon® App MeshE FMslE W2 E71s&LICH

EfA 3 HO| ARN
EEWESS

App Mesh& At&3StE= 5 Amazon ECS MH|AE F45t2{™ MH[AQ] 2] Moloi| Ctgot 22 =

=
E Al M MMO| lo{of EFLICH ZEA| 4 typeE APPMESHE A3t containerName2
envoy2 AHELICH CHg &4 42 M| M™ELICH

IgnoredUID

Envoy ZE Al= O| AF8X} IDE A3l Z2AMA Q| ECfEE Bt EI5HK| et&LICt o] &4 Zho
CHEH §45t= AL X IDE MEE 4= X[ O] IDE 2 H9O|9| Envoy Z1E|0[LH0d| CHEt user ID

o SaHofF EfLICH O|FHH UX|E B Envoys ZEAIE AFE5HX| ot XA ECHEIES FAIE
= U&LICH MMz 7|88 sl 13372 AFSELCt

ProxyIngressPort

Envoy ZE A| ZIE{0|L{2| QIHIRE ZEQILIC} 0] Zf2 150002 M &LC}.

ProxyEgressPort

Envoy Z= A| ZIE|O|L{ 9| ot RHI2E ZEQILICE O] 2f2 150012 HEEfLICH

AppPorts
ofZZI7| 0| ZE|o|L7t =&l CHT|etE 2 E QUHIRE X EE X[EELICH O] o Kol M of ZE[Z|
Ol ZiH|O|LH= 9080 EEE Sall =M LICH X5l ZEE 7He L E ElAH0| FHE ZE

oF Ux|sHoF grLct.

EgressIgnoredIPs

Envoy= O[248t IP A0 CHE EEE TS A| X2[5HX| E&LICH O] g2 2
169.254.170.2,169.254.169.254 %35t Amazon EC2 H|EFH|O|E| ME{2F Amazon ECS
d HIEHH|O|E A =X E = FAIEILICH HEH O A=EEZQIEE E X4 S Hof CHEH IAM
(0]

Ag 2 NSt FAE Fte = U&LCh

IH

EgressIgnoredPorts
HE2 TEE ZE S5 748 4 AUALICH Envoys 028 ZEO CHEt ERHTS TS Al A
2lstx| ot&LICH ZEE LIHsHX| i 2 ER0lt ZE 225 FA[ELICHL

6EHA!: MH|A d|o|E
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"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",

"properties": [{
"name": "IgnoredUID",
"value": "1337"

I

{
"name": "ProxyIngressPort",
"value": "15000"

I

{
"name": "ProxyEgressPort",
"value": "15001"

I

{
"name": "AppPorts",
"value": "9080"

I

{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"

I

{
"name": "EgressIgnoredPorts",
"value": "22"

}

]

}

of Z |7 0|44 ZiE| 0| Envoy &

2] Holo| o E2|7 0| ZHEIO[LHE AI%SIE{™ Envoy ZE A7t FEAEZME|T A|ZHE K| 7|
Ct2{ok grLct. 0|8 {SiAME ZF o EE[AH 0| ZiEl|0|Ld 2|0l dependsOn MME A% 35104 Envoy
ZAE| 0|7} HEALTHYE E 1= w7t x| Z|CRILICH Cl2 ZE= 0| S4440| Q1= ol = 2|7 0| ZE||
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£ EelLct.replaceable.

g

Mol LRBELICH YR £ 2T WRSHK/E YL

{
"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
1,
"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"
1]
}

Envoy Z1E{|O[L{ 9|
Amazon ECS %4 & o|oi & App Mesh Envoy Z1E{0|L o|O|X|7} Z & |o{of &L|Ct.

me-south-1, ap-east-1, ap-southeast-3, eu-south-1,il-central-1 & af-south-12
Melst 28 X[ 2l 22 chAME &= J{&LICtRegion-code me-south-1,, ap-east-1 ap-
southeast-3 eu-south-1il-central-1, & af-south-1 & MQ|Et ZE X|¥2 =2

FH
M

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-7H &4

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

me-south-1

FH
[

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-E4

6EHA!: MH|A d|o|E
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me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

772975370895 .dkr.ecr.

ap-east-1

FH
[

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-&4
ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

856666278305 .dkr.ecr.

ap-southeast-3

FH
[

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

909464085924 .dkr.ecr.

FIPS-E%
ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-

909464085924 .dkr.ecr.
fips

eu-south-1

FH
M

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-Z4

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

il-central-1

FH
[

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
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FIPS-E=

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-

fips

af-south-1

FH
£

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-&
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

Public repository

FH
M

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-Z4

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod-fips
/A Important
v1.9.0.0-prod O|&F EHZIEF App MeshO| A AL & = Q& LICEH

b 77t X| App Mesh Envoy Z1E{|O|L O

k=]
o= I=|
W 2RE AT,

ok

Envoy Z2HME E|O
E

O|X|& Ar&3HoF & LICt REAllEH LH%% GitHub 2E
E SMo| ZstLc U8 &M Ztx ZRsHK|P AR E Tl replaceable.

CHS oixel =2

(® Note
 Envoy ZIEH|I0|L] HO|= essential 2 EA|Z[0{0F EL|CH

6EHA!: MH|A d|o|E


https://github.com/aws/aws-app-mesh-roadmap/issues/10

AWS App Mesh ALEXl 710|=

« Envoy ZIE{|0|L{0 512 CPU St |4 64 MiB HIZ 2|2 &Y= Zdo| E&LICH
FargateOll M MHE = = x4 8F2 1024MiB HIZ 2L},

o
« Amazon ECS AMH|A 9| 714 - E 0| APPMESH_RESOURCE_ARN &4 Zto 2 M’HEI
010k °+|.||:+ 0| &Moi= 1.15.0 0|4 2| Envoy O|O|X| H{F0| Z&tL|Ct XA LIS

2 & "ol ZEA| 49| IgnoredUID gtut L[S0k B LICE O] od| Ao M
= 13378 Ab28hLct.
« 07|0f| EA|El HE A2 Envoy ZIE|O|LA7F 24 4FEH 0|11 oHEE2|7|0|M ZIE|O[LHE Al
&teh ZH|7t EIRIC D ECS Amazon0il £ 11517| Moil Envoy Z1EHO|L47t MICHE S EAER
= w7t x| Z|CcEL|ct.

« 7|29 2 App Mesh= Envoy7t X|E 2 ER
[ APPMESH_RESOURCE_ARNO{A X|& 8t 2
APPMESH_RESOURCE_CLUSTER &4 &
MEolg = &Lt ol H€0=1.15.0
&t LI 2 Envoy HHE2 HZTFHAAIL.

o] A0|AM REAIZ B EE
LAO|O|F2 MSELICH
ArZXF IR0l 0|§2 = M50 0| S&E
0|4 o] Envoy O|O|X| HHAO| E

Ch2 ZE= Envoy ZIH|O|L] Ho| oM E EoiELCh.

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
.
"user": "1337"
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}

ENA3 Hol of A

CHE of|A| Amazon ECS &Y
£ 048 0f 2H#10] Amazon

Ray. 8#443: replaceable %
A= &2Hodo] CHEF &HQd A 9|

O|&=, ofZZ|70|40|
Z App MeshE Envoy7|' N

MEt 2laA 0] O|&

o2 AMX5t0{ 0| =

2|2 YR =

x m
0

mE
0
o

I

F

F

bl

4
C

> r
o_I'JH_io

20

I.O_I IXME 2] Holof Heste W2 205 LICttaskB. At
F8 250l et 2dE ddste oA 7 M3 ELcH AWS X-
5t0] taskA AILIE|20M O] 0| taskBv2 X|'HE|1 M
FLICH. APPMESH_RESOURCE_ARN Ztoll CHEt HIA| Ol 2 71 =
M AppPorts /2 Felste ZE S5 UiAEE L 72X
flo|A0IM RFAIS & X & T APPMESH_RESOURCE_ARNO{| A X|
PPMESH_RESOURCE_CLUSTER &3 H4+E AKX 1R 9| 0|8
N P &L CHE oM 2E S40| EHgLoh U8 M gt

LICt.replaceable.

rr

m
0
2 » o
OII

>'-|-
mjo
z 0>-
m _“ o

I
w1l

A

EH K rulm
o JH" 0>-

F

ol
Ol

=

l_l

E

).J>

ox L
o
ol

AE & MMo| MHEE CHE Amazon ECS 22 Adsts 4 oAol 7[E =] IAM & 2 &=t
&t oF &fL|C}.
/A Important
Fargate= 10242CH & ZE IS AL&35HoF ghLct.
Example JSONO}OFE ECS % M o[& - 2|54 ZIH|0[|L12| Fargate
{
"family" : "taskB",
"memory" : "1024",
"cpu" : "0.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties"” [
{
"name" : "ProxyIngressPort",
"value" : "15000"
iy
{
"name" : "AppPorts",
"value" : "9080"
iy
{

6EHA!: MH|A d|o|E

24


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html

AWS App Mesh ALEXl 710|=

"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
.
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",

"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod",

"essential" : true,

"environment" : [

{
"name" : "APPMESH_VIRTUAL_NODE_NAME",

6EH A MH|A Yd|o|E 25
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"value" "mesh/apps/virtualNode/serviceB"

iF
"healthCheck" : {
"command" : [

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

1,

"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

3,
"memory" : 500,

"usexr" : "1337"

1,
"requiresCompatibilities" : [ "FARGATE" ],

"taskRoleArn" "arn:aws:iam: :123456789012:role/ecsTaskRole",
"executionRoleArn" "arn:aws:iam: :123456789012:role/ecsTaskExecutionRole"

"networkMode" : "awsvpc"

Example JSON AWS X-Ray - 2|54 Z4E{|0[L{2| FargateE A& 35t= Amazon ECS & Ho|o| H<

X-Rayoll M= AHEX7L EBE &S A6t Ol AL E = /e EFE olEE2AolMo| CHE D
MSsHok etCh= ™ol CiEt CIo|EE =& E + AU&LICt Envoyol CHEt X-Ray EEFOIHE ALE 5t
AEL 5l0i X-Ray FX 7|s2 &

L O
™ Envoy7t X HEE X-Rayol E1& = &LICH Envoy 82 A&
Hete = JU&Llch FMof| et Envo £ Ao|E7| HE|0|LHZ A& E|E= X-Ray CHE(daemon)oi| F
X-Ray MH|A0| ME&fL|ct £%0| X-Rayol| HIA|Z|H

L
X H|o|E{E ELi T CHE(daemon)2 £
0 QAst £~ Ql&L|C}H CF =

A
=3
=
cHZ & A|7|-3|'°|'—|—7<7(-I k”‘l?' XC;IHE ITSE AE

X-Ray 2£2 AI835l0 MH|A &
= xtod 24 0|E JSON LtEHALICE.

= X- Ray s 2 7tsstH st &

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "512",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

6EHA!: MH|A d|o|E


https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon-ecs.html

AWS App Mesh ALEXl 710|=

{
"name" : "ProxyIngressPort",
"value" : "15000"
I
{
"name" : "AppPorts",
"value" : "9080"
I
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
I
{
"name": "EgressIgnoredPorts",
"value": "22"
I
{
"name" : "IgnoredUID",
"value" : "1337"
I
{
"name" : "ProxyEgressPort",
"value" : "15001"
}
1,
"type" : "APPMESH"
},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"
}
1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"
}
]
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}I
{

"name"
Ilimagell

Ilenvoyll ,
"840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.6.1-prod",

"essential"

. true,

"environment" : [

{

"name"
"value"

Ilnamell .

"APPMESH_VIRTUAL_NODE_NAME",
"mesh/apps/virtualNode/serviceB"

"ENABLE_ENVOY_XRAY_TRACING",

Ilvaluell: II1II

]I

"healthCheck" : {
"command" : [

"CMD-SHELL",

"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"

1,

"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2

}I

"memory"

Iluserll

"name"
Ilimagell
"user"

"essential"

cpu

2 500,
Il1337ll

"xray-daemon",
"amazon/aws-xray-daemon",
"1337",

. true,

II32II ,
"memoryReservation"

Il256ll ,

"portMappings" : [

{

"containerPort"
"protocol"

: 2000,

Iludp

6EHA!: MH|A d|o|E
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1,

"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" "arn:aws:iam: :123456789012:role/ecsTaskRole",
"executionRoleArn" "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",

"networkMode" : "awsvpc"
}
Example JSONAmazon ECS 2] HO|& - EC2 A 98
{
"family": "taskB",
"memory": "256",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"EgressIgnoredPorts",

"name" :
"value": "22"

]

o
"containerDefinitions":

[

29
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{

"name": "appName",
"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
"essential": true,
"dependsOn": [
{
"containerName": "envoy",
"condition": "HEALTHY"

"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",

6EH A MH|A Yd|o|E W
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"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

Example JSONAmazon ECS %¢{ 2 90|9| ZH2 AWS X-Ray - EC2 A|& @&

"family": "taskB",

"memory": "256",

"cpu" : "1024",

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
},
{
"name": "ProxyIngressPort",
"value": "15000"
},
{
"name": "ProxyEgressPort",
"value": "15001"
},
{
"name": "AppPorts",
"value": "9080"
},
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
},
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
},
"containerDefinitions": [
{
"name": "appName",

6EH A MH|A Yd|o|E 31
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"image": "appImage",
"portMappings": [
{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.6.1-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,

"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

"user": "1337"

6EH A MH|A Yd|o|E >
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"name": "xray-daemon",

"image": "amazon/aws-xray-daemon",

"usexr": "1337",

"essential": true,

"cpu": 32,

"memoryReservation": 256,

"portMappings": [

{

"containerPort": 2000,
"protocol": "udp"

}

}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

nA=gEays|

App Mesh& AI&8F Canary Hi X%

Canary HIZ 2! 2IZ|AE E5 oHZ2IAH 0|M2| O™ T MZ HiZE 7T ZHofl EE
£ Ql&Lch £3 M2 B EZ E HHO| MEfE DLIERIELICH A Tl EX7F e E

Z=ASCE EBEE O HTOZE CtA| HEte = J&LICt Canary HIZ E S35 2t Z=35tA|
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https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
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AWS App Mesh FH{UIE|A A|ZHE}7

FHUIEIAE App Mesh ZHIEEB{E A& 310 AWS App Mesh FHUIE|A QL S&H5HH
HIA, 7He =, 7t Bt E, FHUEIAE S8 Z2 S 22 App Mesh 2
L|Ct. EE3t App Mesh AFO|=3} Z4E][ O[] O|O|X|& Kubernetes ZE= At Foi| At
K& Mol ME Kubernetes& App Mesh Z1IEEE{E M x|5t0{ O|2d8t E&HS &445}6l
g LICh.

o}nk_>

e

E ZE2{0|= Kubernetes AL Xt X|H E|AA 9| (meshes, virtual services, virtual nodes
lvirtual routers)S| HiZ 7} ZEHEILICH HEEDHE AFSKH XIH 2laA0| MM, =3 4l AHA
FAlISET App MeshE S35l 2 App Mesh the section called “MH|A|” the section called “7FAF AH|
24" the section called 74l .= E” the section called “7} & 7| 0| E 9] O["the section called “74| 0| E9 0]
ZA=2,,,, the section called “7} 4 22 E{” (Z & the section called “HAZ") EIAAE HZASLICIAPI. HE
Eqol| CHal| REMIS| Lot E7HLE ZAEZE {0l 7]|045t24H GitHubZZME E H XS AA|2.

a

my %

Lt ZHEEXHE A7 X8 0|2 2 B0l 0] X|H™HEl Kubernetes ZE0f CH Z1E|O|LHE &F
= |

« App Mesh Envoy ZE A| - EnvoyE App Mesh Z1EE ol Ho|El 7+ MHE AI&35lo4 ol E2|7i0|M
EZfEE MEE XIE ZHELICH

H AT O|AMAM EnvoyE S8 2HIRE &
Aclo|EELICH o] ZH ol 2=

A E7

« App Mesh 7HHoi| CHB 7[E 2| ofal]. REM[EF LI&2 AWS App MeshEt? EHRHE & EASHAAIL.

« Kubernetes 7H'01l CHEt Z7|£ 2| O|8H. XFM|EH LI 2 Kubernetes A A 2| KubernetesEH?& & X5l
M.

« 7|Z& Kubernetes 2B{AH. 7|& EB{AE7I Q1= B2 Amazon EKSAHE *'“:"'A‘lol Amazon EKS
AlEHSt7 | E B ASHAAIL. Amazon0i| A XHA| Kubernetes £ E-IJ\E-IE AlRlSHE B2 Envoy OIEII
X|7F = ECR Amazon EC2 EIZX|E 2|0 Docker7t QIS EIREX| =S AAIL. REAMIEH LIS
Amazon Elastic Container Registry At& &EAM2| Envoy O|O[X|, BX|AEZ| 2IE & Kubernetes
MEAMOo| ZetolH! BXK|AEZ|AM O|0|X| 7K 27| & & =AML,

- App Mesh= DNS AWS Cloud Map, 2= £ Ciof| S22 2|5 A MH|AS X|HEFLICH O] AIRF o
LAME AtEstedH 7|&E MH|A 37HE S55 = A0l Z&LICIDNS. o FA|e| MAtoME Z7I&E
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https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
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MH|A Q| O|E 0| serviceA, serviceB & serviceBv20|1 apps.localOl2tE HJUAHO|AE
Sl 2 AMH|IAE AME == lct 7H-EgrL(Ct

MH[ATE ERHSHK] LEHEIE MH|A HIA| & SHE S| AAE MAEE &= UX|EF AN MH|AE HiZE
7R HIAIE AFESE == ei&LICE

« AWS CLI HH%1 1.18.116 0|4 EE£ 2.0.38 O|&t0| M%|E|0o] /I&LICH E M| = Y18 0| =5tE
H Mx|E FHXAAI2. AWS CLIAWS CLI

« Kubernetes 2{AE|Q} EAISIEE FAEl kubectl 22}0|21E. Amazon Elastic Kubernetes
ServiceE AM&35tE A< kubectl A%| & kubeconfig I F4of CHEt X|ES ME8E = UL
LIC}.

« Helm B{Z 3.0 0|4 0] A x|x=|0{ QI0{0F & L|C}. HelmO| M x|E|0] U K| &t ZBLR Amazon AL EKS
MO MOl EKS Amazon0| A Helm AF2 57| MIME IR SHAAL.

« Amazon2 EKS %Xl IP 7|& IPv6_ONLY AMZ4ot xl%ir LIC}IPv4_ONLY. Amazon2 EKS $HA E
EHEIBE 2|8t Lt IPva EBfEIDE 2|8 £ Qe Z ot X267 W2 LICH IPve

LIHX| BHAIOME ANl MH|A Q| 0|§0| serviceA, serviceB ! serviceBv20|1
apps.localO|2t= HUAHOIAE &3l 2E AMH|IAE AME £+ QCtm 7HHELICH

12 S8 74 24 MR

App Mesholl At ZEE 5AEStE 2 2HAE0 S8 748 248 8 H AX|FLich

=
S

o

T4 QAE MxlsEiH

N

O| MxIo| LIHX| EHAME AT HES| HEEH7} 4
AEE HAE HRIFHIHL ERS

Slof UK EQlsts ATTEE

|EIX| ot SBIAEH BRELICH
29 SHAEO] AIBT biFo| Axl
2
=

r||‘—|

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

AT EETJLYour cluster is ready for upgrade. Please proceed to the
installation instructionsE BtetstH™ Chg EHAZ ZI-AE = A&L|Ct CHE HAIX|7F gt
BE|H A &5 7| Holl anol= BHASE et2sof BLch AT A a0l =0 CHEr KHA]
& L8 2 Upgrade on2 & Z35HAAI2. GitHub

2. Helm0i eks-charts 2|ZX|E2|E F7}&rLCt.
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M
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade

AWS App Mesh ALEXl 710|=

helm repo add eks https://aws.github.io/eks-charts

3. App Mesh FHUIE|& AFERE X 2|44 Ho| () & DRIEfLICH CRD

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. ZAEZEp{o] CHEt Kubernetes YA H O|AE Bt L|CE.

kubectl create ns appmesh-system
5 Ol HHOUMAMEY = ULSE OIS H8 HHEE LI cluster-name & Region-code&
2 +

=
7|& 2elaE2| gte 2 HiEL|cH

expoxrt CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

6. (MEH ALE) FargateOl M ZHEEHE A& StE{™ Fargate T2 E 2 A5l oF & LICH ot &
eksctl MXI5HK| 2 Z %’— Amazon EKS A& dBEMo| x| EE= AUT8|0|[=E eksctl X
SHAAIR. EE&£2 AH83I0{ T2 EE H4d352{P Amazon A& EKS MEAMQ| Fargate T2 E M

-

HE HESHAAIR,

ffo
it

eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

E{2| OpenlD Connect (OIDC) O}O|HIE|E| SZXHE A FLICt OoF & eksctl SPNE PNV
2 Amazon A& EKS M AMO| x| L= UaB0|E eksctl X|Fof et Ax[E %JQ
=2&2 M835t0] SZXE M gstE2{= B Amazon EKS User GuideQ| E2{AE Q| AMH|A

I. -

)
1 CHEF IAM 298 285 E A RSHAARL.

7. 2
(=}
[

A
74
o

LICE.

AHo

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. IAMIEE MAst 1, 047]0 AWSCloudMapFullAccess AWS Z 2|8 Mg HAZAs T,
appmesh-controller Kubernetes AH|A Ao HIRQIE 5 A A 2. AWSAppMeshFullAccess
O] J& 2 A5t ZHEE {7} App Mesh E|&AE F7H M7H L HEE = A &LICH
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https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
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O| BH2 XI5 HEEl 0| S ALE510{ AWS IAM He S AEErLICH HHEE 1AM S
2
=

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

AWS Management Console AWS CLI ORE A+&3}0 Ms
EKS User Guide2| MH|A 7{|Zoi| CHEt IAM 238 3 & M2 BERFAAIR.
AHE MM3tE B2 Kubernetes MH|A H™Ho| 2382 D& A

(=1

F

=

WS Management

5
Console AWS CLI AtA|E LI 2 Amazon EKS AFR AZEMO| MH|A A& IAM @8 x|&E &%

StAAIL.
9. App Mesh ZHEEC{E HHEZEILICH PE FH SMEE2 74 MHE XA AL GitHub.

1. Z2tol8! SE{AEE App Mesh ZIEEHE i =524 TK]
App Mesh 2! MH|A ZAM Amazon VPC AIEZQIEE & 43|
Ax{sioF BFL|C}.

--set accountId=$AWS_ACCOUNT_ID

Zeto|H! EB{AEMM X-Ray £ &3l 5t2{M X-Ray & Amazon ECR Amazon

| =2 O
VPC AEEZQIEE M35t MAIR. ZHEE D= public.ecr.aws/xray/aws-xray-
daemon:latest 7|EXOZ E AI235IE22 0| O|0|X|E ZZHE 7}t 7H2! ECR X%+

A= Zetols! MEUlof CHEt
SliofF §fLICt =8t accountIdE

FASHAAIR.

M
>

1B S8 #4824
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https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html

ALEX} 7O

AWS App Mesh
® Note
Amazon VPC = ZQIE = $4Xi Amazon ECR H{EZ! Z|Z X|E2|E K|5tK| &L
Ct.
5t0f ZHEEPE x5l wHg EoiFLict

CtZ o0 HE X-Ray& 7+ &2 A8
helm upgrade -i appmesh-controller eks/appmesh-controller \

--namespace appmesh-system \

region=$AWS_REGION \
serviceAccount.create=false \
serviceAccount.name=appmesh-controller \

--set
--set
--set i
--set accountId=$AWS_ACCOUNT_ID \
--set log.level=debug \
--set tracing.enabled=true \
--set tracing.provider=x-ray \
--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \
--set xray.image.tag=your-xray-daemon-image-tag
OHZ 2|70l HHZE 7H4 == EE= HO|ES)olol| HEQIE g [T X-Ray CHE(daemon)O| A3
Moo= AQEIME K| 2IBLICH
2 Amazon EKS A& Ao Z2j0[H! 2HAHE FESIMAIR.
EHE HEZYLICL REFE SHSE2 FTH AHVIEH

REAMIEH LIS
& 2 HAEE App Mesh 7

2. &
A2 GitHub.
helm upgrade -i appmesh-controller eks/appmesh-controller \

--namespace appmesh-system \
--set region=$AWS_REGION \

--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller

1CHA: &


https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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®

Note
4 odad

Amazon EKS 2AE LUZ|QI BLRIPv6, App Mesh ZAEEHE HiEZ & [ O] 24
_|

= MMH
0f --set clusterName=$CLUSTER_NAME CI& SME F7l5t0{ E2{AE O|EE A
MM AI2.

Important

Z2{AE{7t me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-
central-1 E+= af-south-1 20| U= B2, O|™ BHo| CtF S S F7tslofF &
L|CF.

Replace account-id 12|11 Region-code X8t gt Zgt & sILIE AIE36}0d

- AtO|=7t o|O|x|e| B¢

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr. ecr.me-south-1.amazonaws.com /:v1.29.6.1-prod aws-
appmesh-envoy

+ 856666278305.dkr. ecr.ap-east-1.amazonaws.com /:v1.29.6.1-prod aws-appmesh-
envoy

* 909464085924.dkr. ecr.ap-southeast-3.amazonaws.com /:v1.29.6.1-prod aws-
appmesh-envoy

» 422531588944 .dkr. ecr.eu-south-1.amazonaws.com /:v1.29.6.1-prod aws-appmesh-

envoy

» 564877687649.dkr. ecr.il-central-1.amazonaws.com /:v1.29.6.1-prod aws-appmesh-

envoy

» 924023996002.dkr. ecr.af-south-1.amazonaws.com /:v1.29.6.1-prod aws-appmesh-
envoy

- O|™ O|0|X|= ¥E ZEO20M URIs 32 = &LICH GitHub O|0|X|7t = AWS
HHEO| HEOo| HAEIRASLICH1.5.0. O] B{Z 2| 0|0|X|= Amazon Elastic
Kubernetes Service Amazon Z1E{ 0|4 O|O|X| 2| X|AEE2|0f = AWS o A&
EHLJE}
= o

1EHA: &
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
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ZAEEH olOlx|e| E<:

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code.amazonaws.com/aws-appmesh-envoy

772975370895.dkr. ecr.me-south-1.amazonaws.com /amazon/appmesh-
controller:v1.13.1

856666278305.dkr. ecr.ap-east-1.amazonaws.com /amazon/appmesh-
controller:v1.13.1

909464085924 .dkr. ecr.ap-southeast-3.amazonaws.com /amazon/appmesh-
controller:v1.13.1

422531588944 .dkr. ecr.eu-south-1.amazonaws.com /OO E/YHA-HEE
2:v1.13.1

564877687649.dkr. ecr.il-central-1.amazonaws.com /amazon/appmesh-
controller:v1.13.1

924023996002.dkr. ecr.af-south-1.amazonaws.com /OO E/YHA-HEE
2:v1.13.1

Abol=7t =73t o|O|x|2e| EL:

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

772975370895.dkr. ecr.me-south-1.amazonaws.com/-0iL|X{:v7-prod aws-
appmesh-proxy-route

856666278305.dkr. ecr.ap-east-1.amazonaws.com/-0HL| X{:v7-prod aws-appmesh-
proxy-route

909464085924.dkr. ecr.ap-southeast-3.amazonaws.com/-manager:v7-prod aws-
appmesh-proxy-route

422531588944 .dkr. ecr.eu-south-1.amazonaws.com/-manager:v7-prod aws-
appmesh-proxy-route

564877687649.dkr. ecr.il-central-1.amazonaws.com/-00 L|X{: v7-prod aws-appmesh-
proxy-route

924023996002.dkr. ecr.af-south-1.amazonaws.com/-0§ | X: v7-prod aws-appmesh-
proxy-route
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10.

ZHEE{ {70l v1.4.0 O|&QIX| EolgtL|Ct.

/A Important
v1.9.0.0-prod O|&F EHZBF App MeshOllAM A& &~ Q&LICH.

£ dEg & &LICH GitHub

0x
Hu
M
rio

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'
(® Note
A% 591 7efo| ol CHet 218 BH RAIME Eie oHe HAET} Z8E F0| EAE
A Ol
T AA=IL|EI-

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

2EHA|: App Mesh 2|AA HIE

Kubernetesofl OHZ 2|7|0| & HiZ & [ Kubernetes AFE X} X|H ElAAT MMz HEZEF{7} i
= App Mesh E|&AE HEE = AGLICE OIS Hits YR 7152 AF&35104 App Mesh 2|AAE HY
Z5te= ol 20| ELICH CHE App Mesh 2|44 7[5 HiEZ 57| 2[8t 0i|A| OHLHIAE = App Mesh
o) Ho|X|of LIEE!l 0484 7|8 vibeta2 EE2| 512 EC{AIM &2 £ JE&LICH GitHub

/A Important

ZAEE2{7t App Mesh E|AAE HHEt o= HEEHE ALE5104 SHE App Mesh E[A~AEF
H’|7=‘0P7-|LP AX|StE Zd0] Z&LICH App MeshE AFE35H04 E|AAE #HZASHHLE AFK|SHH A
EE 7B Z 10A|Zt SO HAZ|HL *Xﬂil App Mesh E|&AE #1336 P7-|LP EMl o
3PX| pi&Llct ol 7|2 o BAH FHE = U&LcH RAME LiE2 74 M- E HEsHY
2. GitHub

0
]J)"
OII
Ibal

zo>l
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration

AWS App Mesh

H Al 2lAAE HYAEStE{H

1. App Mesh B|AAE HIZE Kubernetes HIYAHH O|AS MAEHLICEH

BHxE ZHFE{0] namespace.yamlO|2tE Thofl X{Z&LICH

Ojo
rH

a. C}

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. UIQUAHOIAE MadstLIC

kubectl apply -f namespace.yaml

2. App Mesh MH[A HAIE &-&GELICH

a. O3 2H=E HAFE{0| mesh.yamlO[2t= mAofl &g LICH O] ZHY2 my-meshit= H|
Al BEIAAE MEsteE O AFSELICH MHIA HIAIE LHE O U= MHIA 7| HESIT Ef
Zlof| Cist =21x ALt

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. MAIE d&eLict.

kubectl apply -f mesh.yaml

c. MME Kubernetes HIA| E|AAL| ME HEE FLIC}.
kubectl describe mesh my-mesh

24
24

M
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Name: my-mesh
Namespace:
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. ZEEr{7} M8 App Mesh MH|A HAlo] CHEH MR HEE SLCH.
aws appmesh describe-mesh --mesh-name my-mesh

24
24

T

"mesh": {
"meshName": "my-mesh",
"metadata": {

2EHA: App Mesh 2|4 A HYEZ
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AR 7H0|E

arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",

"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {3},

"status": {
"status": "ACTIVE"

}

}
}
3. WAl 74 =8 HELICH 7HY = E & Kubernetes HIZ 0f CHeF =2|X ZQIE| Q&g &L

Ct.

a. CIS 2HXE
(0|

service-a
HOo|A. 7H4 =

LIt LEH = AN ME|A 2| ETEHE DNS ZAE O|§ Y

apiVersion:
kind: VirtualNode
metadata:
my-service-a
my-apps

name:
namespace:
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
port: 80

ZAFE{0f virtual-node. yamlOIEI'E o
M O|E0| X|HE App Mesh 7}& =
=R e

et o] T my-
ASELICh -4 HRLA
E LIEFRLICE of 72 Of 7t
LIC} hostname

ol x4
=& o
| &

Et74|0d| A BHE &= Kubernetes A‘I

appmesh.k8s.aws/vlbeta2

protocol: http

serviceDiscovery:
dns:
hostname:

my-service-a.my-apps.svc.cluster.local

2EHA: App Mesh 2|4 A HYEZ
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7t E0o= 0| RAH& MOoA CFREX| = end-to-end &35t 2! AFEf &0l ZHe 7|50 Q)
&L|C} HHI%P LH& 2 the section called “714 =7 EHMHE BT XSHAA|L. 20| AFFO| A A
X

= (A
S8 + U 7MY LEO A8 VtsSE RE HdEE EedH O BB S AL

ok

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. 74 ==& HjEZEL|Ct.

kubectl apply -f virtual-node.yaml

c. MAMEIKubernetes 7t LE B|AAQ| ME MEE FLC}

kubectl describe virtualnode my-service-a -n my-apps

24

M

=
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s

API Version: appmesh.k8s.aws/v1beta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 2

Resource Version: 22545

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a

UID: 111allbl-clld-1lelf-ghli-j11k11111m711
Spec:

Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:

Port: 80
Protocol: http
Mesh Ref:

2EA|: App Mesh B|AA HIE 45
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Name: my-mesh
UID: 111allbl-cl1d-1elf-ghli-j11k11111m711
Pod Selector:
Match Labels:
App: nginx
Service Discovery:
Dns:

Hostname: my-service-a.my-apps.svc.cluster.local

Status:
Conditions:
Last Transition Time: 2020-06-17T14:57:29Z
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>

d. ZIEEE{7l App Meshol| & 74 L EO| MR HEE SLICH

(@ Note

KubernetesOi|l k] 48 El 7t& Lo E9| O|F2 my-service-aOlX|2t, App Mesh 0f|A]
MAIst 714 29| O|§ 2 my-service-a_my-appsULICH ZAEEE{E App Mesh
ElAAE MAE M App Mesh 7H4 = E 0|0l Kubernetes WA T O|A O|B 2 F
7t I_IEP KubernetesOlME Mz CHE WA HO|A0 22 0|F2| 7ty =EE Bt
£ £ UX|2H, App MeshOilA 7Hat .o = O|F 2 HIA| LHof M TR 3ok 517 [ Eofl L]
I ES 1Io|A O|&ol F7HELIct.

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

e

"virtualNode": {
"meshName": "my-mesh",
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps",
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"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

},

"spec": {
"backends": [],
"listeners": [

{
"portMapping": {
"port": 80,
"protocol": "http"

]I

"serviceDiscovery": {
"dI’IS"' {

"hostname": "my-service-a.my-apps.svc.cluster.local"

}I

"status": {
"status": "ACTIVE"
1,

"virtualNodeName": "my-service-a_my-apps"

4. App Mesh 7t& 2t REE HEELICE 7He 2R ElE HIAl LHoll U= StLt 0]& 2| 7k AH|£0
CHEH Eci=E ®M2lFLic

a. CIs 2H=E ZAFEO0| virtual-router.yamlO|2t= Thoi| XZELICEH

™ EtAM M E my-service-acteE 7HY L EZ ESfEE BIRESE

H8st= O AFSELICH ZAEE2{= App Mesh 7+4 EtRE & E=2 2|

ZZolcisll o 22 7158 KI™HSt D http O|RIQ| ZZEZEE AIS

LH& 2 the section called “7} & 2t E{” & the section called “BAZ" HH&E & E5HM. FX

El 7t = 0|E2 HEE8{0l M App Mesholl 24448 App Mesh 7H4H .= 0| 0] ofL]z}
Kubernetes 7} & = E O|§QIL|C}.

o
1 b

apiVersion: appmesh.k8s.aws/vlbeta2
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Ab
kind: VirtualRouter

metadata:

namespace: my-apps
name:

my-service-a-virtual-router
spec:

listeners:
- portMapping:
port: 80

protocol: http
routes:
- name: my-Service-a-route
httpRoute:
match:
prefix: /
action:

weightedTargets:

- virtualNodeRef:
name: my-service-a
weight: 1

) 9ol Aol M AR & Qs THA BLREI ALS THSE RE MEE HaH
S B 3 sLtE ABELICH

aws appmesh create-route --generate-cli-skeleton yaml-input

b. 7t& BtREE HiZELICH

kubectl apply -f virtual-router.yaml

c. MAME Kubernetes 7}4 EIRE ZAAE FLICH

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

7tk

[

2

=g

Name: my-service-a-virtual-router
2EHA: App Mesh 2|4 A HYEZ
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Namespace: my-apps

Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name":"my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh
UID: 111allbl-cll1d-1elf-ghli-j11k11111m711
Routes:
Http Route:
Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route
Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps

Events: <none>
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d. ZEZE2{7} App Meshol| M3t 7t & B} RE| E|lAAE SLCH ZHAEE2{7F App Mesholl A 7}
& 2t REE MdEE [ Kubernetes HIYA T O|A O|F 2 7H4 2tRE{Q| O|F0i| FIHF7| Y
201 nameo| CH3l my-service-a-virtual-router_my-appsE X &LICH

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

24
=3

T

"virtualRouter": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps",
"createdAt": "2020-06-17T10:14:01.547000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

+

"status": {
"status": "ACTIVE"
3y

"virtualRouterName": "my-service-a-virtual-router_my-apps"

B #4490 R 0|7| E BE E[AAT} KubernetesOl| A M E|X| fA&LICH B2 HE

e. ZTIEZED{7} App Mesholl 48t HAZ BIAAE ELICH ZZ7| KubernetesOl| A 7+4 2f
A

= o B colM Kubernetes ElAA ME HEO| EALIRAESLICH B2 0|E2 7}

AAH
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LE0| 1257 HEA HEEE{= App MeshollAH BE2E MMHE App Mesh ZZ O[S0
Kubernetes (A HO|A O|§ & F7I5HK| Sk &LICEH.

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

=
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps"
"weight": 1

iy
"match": {
IlprefiXII: II/II

I,
"status": {

"status": "ACTIVE"
1,
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AR 7HolE
"virtualRouterName": "my-service-a-virtual-router_my-apps"
}
}
App Mesh 7t& MHIAE HETTLICH 7He MHIAE 7t 27} 714 2HREIE S8l 21 =
™Mo 2 xNZste AN MulAaol FASILICH B4 MHIAE 7H4 MHIAE O|8C2 35
g LICE O|&2 App Meshol| &2 8t x| &L X|BF 71 MHH[A L] OIS P MH|AT}F LIEH = AR
MH|A Q0| H7tetE EH Q! O|§2E X|™st= 0| E&LICE o2t Ao 2 T MH[A 2] 0]
52 XIYSIHCHE 0|§ S A XS T ofE2/7Ho|d ZEE HEY HRTl glaLich ol 2F2
7t MH|IAS| SZRE XIHE 7 L E &= 74 2t REE et ELCH
a. CI2 2EIXE HFEO virtual-service.yamlO|2tE THoi| X{&EL|Ct O] TS
74 2t RE SZAHE AFE510] O™ HAH 0| HMHE my-service-attE 7Y tEE E
BH TS Bt Ests T MEIAS MAsHe Ol ALSEILICH ©f 22 of 7Hat MHIATH S 4
stot= AlM| Kubernetes MH|A Q| M stEl M@l O|F (FQDN) spec &ILICt awsName
Kubernetes MH|AE the section called “3EH7: A‘|H|/\ MY E= UO|o|E ol M Mg ELICH.
KFAMISH LH& 2 the section called “7H4F MH|A” EHIE B R AAIL.
apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualService
metadata:
name: my-service-a
namespace: my-apps
spec:
awsName: my-service-a.my-apps.svc.cluster.local
provider:
virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router
ool AHYOIM MEE 4 Qs Tha MEIAC AL THS B DE MHS W O HUS A
ek,

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. 7t& MH|IAE dIELICH

kubectl apply -f virtual-service.yaml

c. ‘HME Kubernetes 7t&f MH|A 2|AAO| ME HEE SLCH.

2EHA: App Mesh 2|4 A HYEZ
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kubectl describe virtualsexvice my-service-a -n my-apps

=ad

= 1
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources
Generation: 1
Resource Version: 13598

Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualservices/my-service-a

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-service-a.my-apps.svc.cluster.local

Mesh Ref:

Name: my-mesh
UID: 111al1bl-cl1d-1elf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router

Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

2EA|: App Mesh B|AA HIE 53



AWS App Mesh ALEXl 710|=

d. ZAEE{7} App Meshol| &8t 7t&f MHH|A E|AA 0| ME HEE SELICEH Kubernetes 74
EE2{= App MeshOllM 7t MHIAE MHE M 714 AMH|A O|F0| 1R]st7| HE0 App
Mesh 7t&f AH|A O|F0f Kubernetes WA H O|A O|&§E F7t5tK| k& LICH FQDN

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

24
=3

M

"virtualService": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local",
"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1
3,
"spec": {
"provider": {
"virtualRouter": {
"virtualRouterName": "my-service-a-virtual-router_my-apps"

iy
"status": {

"status": "ACTIVE"
iy

"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

O Rt& MM CHR K| §EX|2H ZIE E24= App Mesh the section called “7t&l H0|E{ 0" & the

section called “H|0|E®0| Z2"E HIZ & = U&LICH HEEHE AE5t0{ 0|28t 2[AAE HIE

St= Aol CHEt REMIEE LIS 2 QIHIRE HOIERIO| 24 E= 2laAit ZotEl ME OjLHAES
HESHAAIL. GitHub
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-ingress-gateway
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template

AWS App Mesh

3EFA: MH|A dd e UO|O|IE

2 E ZE0olE= App Mesh AHO|EZt ZIE[O[L{ 7} F71E[0o4 R{0{oF Ef LIt 21X

App MeshOllA AHE
|0 BHZE 2E Z=0f AO|E5t ZH|O|HE RIS 22 FIHELICH

Bl AFSXE7F K|St 8o

ZI Kubernetes H{EZ & & 433} 504 AtA| App Mesh 7+4) L E0f

g MstetLch 2

geHerLch.
ol #&LICH.

A

Y3t

=E AFEO0 proxy-auth.jsonO|2

= e ool AHEELICH BFEA| m&|3HA A
lternate-colored values &7 FOISIMIR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "appmesh:StreamAggregatedResources",

"Resource": [
"arn:aws:appmesh:Region-code:111122223333 :mesh/my-mesh/

virtualNode/my-service-a_my-apps"

]

—

aws iam create-policy --policy-name my-policy --policy-document file://proxy-

auth. json
c. IAMAEE S M5t ol EtAHOAM BHE HAE 0470 @43t 10, Kubernetes AH|A 74|
g ED HME Kubernetes MH|A AH|H-of gl gL|CH ol H&gE A I ZHEE2H7}
App Mesh 2IAAE F7} M7 L HBE £+ Ql&LCH

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \

--namespace my-apps \

--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \

--override-existing-serviceaccounts \

--approve
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AWS Management Console AWS CLI ORE At&35t0{ MH|A HHEHE
Amazon A& EKS B M| MH|A HZHoi| CHet IAM 38 2 &0 &

E AL835tod HHg MdsteE B Kubernetes MH|A A -0l =
AWS Management Console AWS CLI AFM|EH L& 2 Amazon EK
M IAM gt X2 B XRSHAAL.

n
Pl
00
i
0
X
o
x
T
>
M

N
F;
d

1E8 ALEH) HHE & Fargate ZE01 Hi £ 524H Fargat e ZE2 L2 HHaloF gfLIct oF%] eksctl
2 82 Amazon AFE EKS B Mol HX| EE= YU B[0|= eksctl X[Eof 2t MR

ICt. 2&2 Ar85tod Z2LE MM52{H Amazon AH8 EKS MBE A Q| Fargate Z2
AAIR

>
ﬁ
ﬁ
"-?-

[

[ZN e
0= >

30

>

|

0%
mo
1]

—_

FX3S

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. Kubernetes AMH|A L H{EZE BHELICH App Mesh@t &7H At&sted= 7|E HIZ 7t /U B the
section called “2EH7|: App Mesh Z|AA HiZ” 0| 52| B 30| &8st Zdx{H 714 = =2 =
siof =L|Ct HiZ o| Bf|0|= 0| 7t4 Eof MAE Bllo|= 0 LR[S S HHEZE YUO|0|ESH0 AL

O|EZ}t ZAE|O|LH7t At S22 X o FIHE|D ZETL AU EZ | = 5§ & L|Ct

a. CI2 2HIXE AFE0 example-service.yamlO|2t= ZhUoi| A ELICH HJATHO|A
O|§ 2 HEst Fargate ZEE A8 35l= A< UYAHO|A O|F0| Fargate Z 2 EZl0f H 2|
g AT O|A O|Fa YXISt=R| =HQIFLICH

apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:

3EPAL MHIS 44 £ Qo0 56


https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
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name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80

/A Important

MM app matchLabels selector®| Zf2 the section called “2E7|: App
Mesh Z|AA HIE 9| 3 5t EHAH0AM 7HA EE MAE I X|ZEF Z2Ea & x|5Hok
ErL|CH O X| foM™ ALO|EFL Z4E|0|L47F Z =0 A K| X| of&LICH 2| odof A
Blo|Z 2| 22 my-app-1LICt 7t& = E7} ofil 714 H|O|EQ|0|E B Zst= &
2 Deployment IIIHI.IJ‘HI&EOHb Envoy Z1E{|O[L{ Bt Z & E|o{of EFL|Ct AFEE o|O]
Xlof CHEt REMIBH LI 2 Envoy MME F XML, ME LA EE o HiZ o E
HESIAAL. GItHub

b. AMH|AE HiZELICH

kubectl apply -f example-service.yaml

c. AMH|A S HZE FLCH

kubectl -n my-apps get pods

=ad
= 1
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/howto-k8s-ingress-gateway/v1beta2/manifest.yaml.template#L585
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NAME READY  STATUS RESTARTS  AGE
my-service-a-54776556f6-2cxd9  2/2 Running @ 10s
my-service-a-54776556f6-w26kf  2/2 Running 0 18s
my-service-a-54776556f6-zw5kt  2/2 Running @ 26s

d. HH{EE ZE F stLto] CHet ME HEE S
kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9
zharst 2
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx

pod-template-hash=54776556f6
Annotations: kubernetes.io/psp: eks.privileged

Status: Running
IP: 192.168.57.134
IPs:

IP: 192.168.57.134

Controlled By: ReplicaSet/my-service-a-54776556f6

Init Containers:
proxyinit:
Container ID:

Image:

Image ID:

Port:

Host Port:

State:
Reason:
Exit Code:
Started:
Finished:

Ready:

Restart Count:

Requests:

docker://
e0c4810d584c21ae@cb6e40f6119d2508f029094d0e@1c9411c6cf2a32d77a59
111345817488.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager

<none>

<none>

Terminated
Completed

0
Fri,
Fri,
True
0

26 Jun 2020 08:36:22 -0500
26 Jun 2020 08:36:22 -0500

3EHA: MHlA 84 EE HoolE
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cpu: 10m
memory: 32Mi
Environment:

APPMESH_START_ENABLED:
APPMESH_IGNORE_UID:
APPMESH_ENVOY_INGRESS_PORT:
APPMESH_ENVOY_EGRESS_PORT:
APPMESH_APP_PORTS:
APPMESH_EGRESS_IGNORED_IP:
APPMESH_EGRESS_IGNORED_PORTS:
AWS_ROLE_ARN:

1

1337

15000

15001

80

169.254.169.254

22
arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

AWS_WEB_IDENTITY_TOKEN_FILE:
serviceaccount/token

Containers:
nginx:

Container ID: docker://

/var/run/secrets/eks.amazonaws.com/

be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:

AWS_ROLE_ARN:

arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON

AWS_WEB_IDENTITY_TOKEN_FILE:
serviceaccount/token

envoy:
Container ID:

/var/run/secrets/eks.amazonaws.com/

docker://905b55chbf33ef3b3debc51cb448401d24e2e7c2dbfc6a9754a2¢c49dd55a216b6

840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

docker-pullable://840364872350.dkr.ecr.us-

26 Jun 2020 08:36:36 -0500

Image:
envoy:v1l.12.4.0-prod

Image ID:
west-2.amazonaws.com/aws-appmesh-envoy

Port: 9901/TCP

Host Port: Q/TCP

State: Running

Started: Fri,

3| M|

& WY = dololE
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AR 7H0|E

Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_RESOURCE_ARN: arn:aws:iam::111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message

Normal Pulling 30s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Pulled 23s kubelet, ip-192-168-44-157.us-

west-2.compute.internal Successfully pulled image "111345817488.dkr.ecr.

west-2.amazonaws.com/aws-appmesh-proxy-route-manager:v2"

Normal Created 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container proxyinit

Normal Started 21s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container proxyinit

Normal Pulling 20s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "nginx:1.19.0"

Normal Pulled 16s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "nginx:1.19.0"

Normal Created 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container nginx

Normal Started 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container nginx

Normal Pulling 15s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Pulling image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1l.12.4.0-prod"

us-

3| M|
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Normal Pulled 8s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Successfully pulled image "840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy:v1.12.4.0-prod"

Normal Created 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Created container envoy

Normal Started 7s kubelet, ip-192-168-44-157.us-
west-2.compute.internal Started container envoy

yo I

oM proxyinit & envoy Zefo|L7t ZHEEE{ol ola ZEof FIHE[U}EK] §—|
U&LICH oMl MHIAE Fargateoll HHZ 8 B2 HAEE2{0M envoy ZIE{|O|L
=of F7IXIB proxyinit ZAEIO|L4E= F7I5HK| ekt &LCH

4, (ME4AEH) ZZMHE|RA, actutLt, oA, IO|E{S T 22 ol E2 2 Mx|ELICH AWS X-RayAl
MIBt LHE 2 App Mesh OHE2 GitHub 2! App Mesh At& ME S| Observability MM S & & 5t 4
Al2.

(® Note
App Meshoi| T3t B2 of|A|et @15 LI& S E24™ App Mesh oAl EZ|ZX|EE|E FE5HA
o

4| Hel

Ol A& Mol BHE oM ElAAE BE MHELICH ZAESEIE my-mesh App Mesh AlH|A HIAlof
M MME BlAAT MAHELICH

kubectl delete namespace my-apps
Of|X| MH|AE Fargate ZE2EEHE M3t F<¢ ST Z2EHE MHHAM L.

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

HAIE AfA[EfLICH
kubectl delete mesh my-mesh

(ME AR Kubernetes 88 T4 QA E MHE = J&LCH
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https://github.com/aws/eks-charts#app-mesh-add-ons
https://docs.aws.amazon.com/app-mesh/latest/userguide/observability.html
https://github.com/aws/aws-app-mesh-examples
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helm delete appmesh-controller -n appmesh-system
(MEH AR Kubernetes & 7148 R A& Fargate0i| H{Z 3t 32 Fargate T2 E 2 A'X|5HAM L.

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

ototE A|E3t7| AWS App Mesh EC2

O] &A= Amazon0il M A& Q1 AKX MH[ALQF AWS App Mesh gF771| AM8E £ LT ToELIC
EC2. 0| Rk&MoIME & 7FK| App Mesh ElAA 8ol 7|8 7|s€ LU

AlLtEl2

App Mesh& AtEstE S S Y| 2lsll a1t 22 £ 71T oiZ2|70/|4M0| Rctn 7H- g

LICH.

rlo

+ serviceAR! serviceBZlE F 74Q| MH|AZ FHELICE.
T MHIA 25 apps.localOlztE WA T o|A0 SSELICH
« ServiceAHTTP/2, ZE serviceB 80 O|&t 1} E AlghL|C},

« serviceBQ| HHF 2 o|0| H{ZZ T apps.local WYUAHO|AON serviceBv2 O|E2Z SE
&Lct
= .

>0
]

ChEO 242 2F Aol &Lt

rlo

« ECfEIO| 75% & serviceA~E ELHT 25% & serviceB & M2 ELHE{ T serviceBv2 &L
Ct. 2 25% Bt & 5HH ECEC[ 100% & &5 7| Mol HO7| Qi K| & QlE = serviceA U&

LIC}. serviceBv2

« ERZIO|AEE £ Qe Ho 2 2B i EBIEIC 100%7t serviceBv2E O|S5tE
E EffE 715X &2A ZHE &= U7IE HELICH 2E EC=E0| serviceBv2EZ MEE|H
serviceBE SH5tE{ & = U&LICH

7] QI 7HAF AHIA, 7HAF = 7hAF Bt E| & EE7+ Z & E App Mesh A{H|A
MA&LICH HAIE #+88F & MH|A7F Envoy ZEAIE AIESHEE MH|AE
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Holo|ERfLICH MO O|EE MH[AE ME R S4I6HK| &£ Envoy ZEAIE Sdll ME SAIFL
Ct.

MM E=H

App Meshi= DNS AWS Cloud Map, .= & Cto| SSE! 2|54 MH|AE K[HELICEH O] AIZF OHLHA
E AME35tedH 7|&E MH|A 37HE S8l F= X0l EELICIDNS. MH|AT7F EXSHR] EHEHE AMH|
A A & T 2AAE e = QUX[TF AX| MH|AE HHEZE K] HAIE AMSE == gi&LICt

MH|AE P | Al™5HX| &t 2 F? Amazon QIAEIAE A[ZSIT O EE[AH 0|ME EC2 T RQUAEA
off Hi=Z & £ &LICH REMISH LI 2 Amazon EC2 AFE MHE A O] AF& A: Amazon EC2 Linux 214
EHA Al’“oUl% ARSI AR. LHX| EHAH| M= AX MHE|A 2| O|F 0] serviceA, serviceB &
serviceBv20|1 apps.localOlzt= HIYAHO|AE Sl ZE MH|IAE AME = Cctz 717de
L|Ct.

1B HIAl & 7He MH|A A

MH[A ZFo| HER{3 Eei=lof CH

= ef Ch XEAEH LIS 2 A
A2 7He MH[AE AR MH[AE F43HEF 24 |

A
REMIE LHE 2 7t

_I__

« AUZ|IR9 2E MH|AT} apps.local WA HO|AN SEE|7| IHE0] appsOIZtE HIAIE M4
ghlct.

- 74 MH|AE T O|F 22 HME = U= AMH|IAE LIEILHH CHE O|§2 # X5t 8 ZEE
B85t 0 AK| 7| {20l serviceb.apps.localO|2tE 0|5 2| 7HA MHIAE MAIELICH
servicea.apps.localO|2t= O|§ Q| 7tef MH|A= O|F EtA0|M F7HELICEH

EE= AWS CLI 4 1.18.116 O|4 AWS Management Console &= 2.0.38 0|42 AF83to{ CtS B
E 27 & 4 &LICH 2 AWS CLIANESHE B aws --version BHEE AP 5tod Mx|El H{*
2 0I5 AI2. AWS CLI 7™ 1.18.116 O|4 EE= 2.0.38 O|4F0| M&|Zlof YUX| 2 AWS CLIE

Mx|5HHLE o0 E5HoF BLICH AFSE =7 9| &g MEdFhLCt.

AWS Management Console

1. AIEHE [ App Mesh 2& =X A=~ OFHALE JLICH https://console.aws.amazon.com/
appmesh/.
2.  Mesh name(HA| O|F)0ll apps& &23gfLICH.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/cli-chap-install.html
https://console.aws.amazon.com/appmesh/get-started
https://console.aws.amazon.com/appmesh/get-started

AWS App Mesh ALEXl 710|=

3. Virtual service name(7Pé>F MH|A 0|&)0] sexrviceb.apps.localE 24%tL|Ct
4. H&Se{™HCHE2 MEIFLCH

AWS CLI

1. create-mesh BHE AL& 35104 HAIE MMELICTH

aws appmesh create-mesh --mesh-name apps

2. create-virtual-service BHE AIE504 7t 4 MH|AE MAMEHL|CH

aws appmesh create-virtual-service --mesh-name apps --virtual-sexrvice-name
serviceb.apps.local --spec {}

2EHA: 7He L E W

7Ha == AXN MH|A0| CHEE =21 ZOIE] &g BfLICH RHMSH L2 714 - E BHE &X
StAAI.

LICH 7t = E7 |' LFEFLH'_ A HHl*'_ B AE 0|8 serviceb.apps.localg AI-%%I'04 DNSE
Sof AME = &LICH EE= AWS Cloud Map2 AF8 35104 AKX MH[AE AMer = Q&LICt TH4t
TEEXZE SQUMHTTP2 ZE2EEZEE AI250{ ECHEIS £AIELICH AE| &oln} ot&t7HR|2 C}
EZ2EET X|HELICH 0|F EHH0|AM serviceA & serviceBv20i CHEH 714 =2 A5
Ct.

AWS Management Console

1. Virtual node name(7t& = E 0|§)0] sexrviceBE =& LICt

2. MH|A AM S0 S AE 0|22 DNSMEISH T serviceb.apps.local &/248rL|C},
DNS

3. Zlal MM =

4. H&stedHCOlsS

r>H1J

EE= http2% MEHSIT ZEZ 892 Ql2dgtL|Ct.
E
{EH

AWS CLI
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html

AWS App Mesh INE=IYN o]

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"
}

2. JSONIIQUE el2do 2 A3510d create-virtual-nodeHE S AI25104 7}ah L EE MAMSHL|CE

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

3EHA: 7ty Bt dd A 2R E

« serviceBE2tE 0|52| 7}4t IR E]. serviceB.apps.localO|2tE 7H4 MH|AE CIE
MH|AQLO| OFRHIRE SAIZ AlZSHX| 2L 7| 2 LI O|Fof| BHE Jtet MH|A= Al

S

serviceb.apps.local MH|IAE FASIEH ZdLICH 7H4 MHIAE 71y BIREZ EBEE E

CHL|CH 1A BHREl= ZE 800M HTTP 2 ZEEZE AF2510{ ECHEIE SAIELICH CIE =2

EZx X|HELCH

BHES 100% serviceB 7HA L E 2 gtREISHL|CTH
P % 0|%F BEHAIM 7HS x|7F HZAELICE O] SHLHMOME CHE K|

« serviceBZte= O|EQ| EIRE.
serviceBv2 7} = EE F7}

ofr ||'|'|

r

EA: 7t Bt RE WY W 2t E
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
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OfKIBH ST Bt R0l CHE TE| 248 F7h5tT KA RS
=} S o

Envoy ZEAI7} 7H4 = ol E2iE of2| &

AWS Management Console

1. Virtual router name(7}4 2F2E{ 0|5)0{ sexviceBE 23 C}
AL FHHM Z2EZEZ http28 MEISIT ZEZ 802 X|™HELICEH
Route Name(2H2 & 0|&)0l serviceBE 248tL|C}.
FE Foi Cish hitp2& MEHEHLICY

H

Q]
=

.

TAo| 7tAk L E O|E0of CHsH serviceBE MEHSIT 715 %2 1002 248 Lt

"

0

| oM SHS ML

Pl

N o o s w0 N

otcdH OS2 MEigrL|ch

Al

I

AWS CLI

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
1,
"virtualRouterName": "serviceB"
}

b. JSONIIZ Q2do 2 AF235}0d create-virtual-router@2 S AF25104 714+ BIRE{E AN
ghoict
= .
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-router.html

AWS App Mesh

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100
}
]
},
"match" : {
"prefix" : "/"
}
}
b
"virtualRouterName" : "serviceB"
}

b. JSONIIYE 2l2do 2 AI25}0q create-route O ZE AZE MASHL|CH

aws appmesh create-route --cli-input-json file://create-route.json

4B HE o A

O|™ X|&of e dds AEFLICH

[=]

AWS Management Console
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-route.html
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o

AEH SlHO| = MAMEl D E HA| 2IAATF EAIELICEH HA| E7|8 MEHG0d 220 A=l 7]

AA; = _/'x_ OIAL_||:|.

AWS CLI

describe-mesh BHEE AIE5104 MHE HIA|Q| MM E HEELICE

4 E 51 A A| 2. describe-virtual-service

3
I
|0
u
o
rn
_\'l_
>
x
o
|>
o
x
o
mjo
\l

aws appmesh describe-virtual-service --mesh-name apps --virtual-serxrvice-name
sexviceb.apps.local

rn

describe-virtual-node WO 2 OIE 714 L EO| MM E AESIAAIL.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

rn

7te BBl HEE AESHAAIR

ol

describe-virtual-router@&io 2 ot

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

describe-route WHO=Z MM 2R &0 MM E HEELICE

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5EtAH: =7t 2[4 e

AlLIE|R & 2tZstedH CheE sdstiof ZLict

m

« serviceBv2ElE 7HA L E 5HLESF serviceAstE 7HY £ E SHLIE MMELICH 5 7t
4 LEZFHTTP/2 ZE 802 St REE = AELICH serviceA 74 LEQ| B
serviceb.apps.locall| MAIEE T LIC} serviceA 7ty = EO| 2 E OfRHIRE EfE
2 0|80| serviceb.apps.local®l 7t& MH|AZ ESE‘L—lEP O| SHLHMOI M= CHF K| e x|Et
7t Eof CHEt HMA RZOE 4
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EE Y S ELUCH

B
HU
0>
9'|_|
L™
I-D
rin
[m
]
JH
S
n
[p)
H
<
.
o)
D
>
N
0z
H‘

SEHA: =7} 2las MY 68


https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-service.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-node.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-virtual-router.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/describe-route.html
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- EP{EIQ| 75%E serviceB 7}@; LEE2 HLfT EBHEIQ| 25%E serviceBv2 7ty tE
2 HLHZ E o|™ BEHH0l| M MAI8t serviceB EHREIS YOIO|EELIC} Alzto| X|Eof et
serviceBv27t EEfEO| 100%E F=4IE WHX| 7IEXIE HE =Y = JU&LICH ZE EcfE
Ol serviceBv2Z & E|™M serviceB 7t4 =E9 MK MH|AE S25tn SHE = A&LICH
serviceb.apps.local 7t& I &KX MH|A O|F 0| HAELX| teB 2 JISXIE HEY I 2=
E 48 2t ?&LICH serviceb.apps.local 7t MHIAE ECEE 714 BIREE M
5to{ ECTE 7t L E2 BtRESOHE M2 7[USHMAIR. 7He = E9| MH|A ZHM O|F§2 K|

EX| HEE + J&LIcH

|>

AWS Management Console
1. 2

—

JE

£ A 2H0i| A Meshes(HIA)E MEHEHL|CE,

EtA | M 38 apps HIA|

o
2

ro
IR

&M Zof| M Virtual node(7F

0z Mjn
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Create virtual node(7}4 o= M A)
7H4 - E O|E0E 8 Y2d5t TserviceBv2, A{H|A A BiEHoj= 2 DNS, DNSEAE O]
=0 = 9|

|
= E Q=4&fL|C} sexrvicebv2.apps.local

o &~ w0 DN

=
=
=3

AL

o

ElAL FHHM Z2EEZ http2E MEISIT ZEZ 802 U24%LICTH
7. Create virtual node(7td == H4)& ME4ELICEH

8. 7t E WHE CHA| MEARILICH 7t E O|&0f sexrviceAE YT LICH MH[A ZHAH
o M= 2 MENSI T DNSDNSEAE O|§0= & =FLICH servicea.apps.local

9. A sHAl=0i A 7tef MH|A O|F @/=40f sexrviceb.apps.locals =FLICE

10. 2lAad FEUM Z2EEZ 2 http28 MEASIT ZE0| 802 YA CHE, 71 £ HdES M
EHEFLICE.

11. 21F BfM F ol M Virtual routers(7+H 4 2HRE{)E MEIS CE S50 serviceB 7t4 2t E
E MEighLCt.

12. REO0|AM O] EHAHOIM M4t ServiceBEtE REE ME{S D WIS MESHL|CT

13. CHAH, 714 = O|E0|M serviceB| 7VE x| 2t 752 #H4ZAELICH.

14. Oy F7IE M6t EECIR2 S50|M serviceBv2E MEStT 7tE X2 212 252 MY

15. XZ&(Save)2 MEAEL|C

=
16. 215 B M ZolM 7ty MHIAE MBS ChE 7HY MH[A ddS MEfErLICH
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AWS App Mesh

17. 7t MH|A O|§ 22 servicea.apps.local2 =25

7t L EZ serviceAE MENSH OIS, 714 MH[A MdS MEHEHLICE

AWS CLI

1. serviceBv2 7t& =& MMELICH

a. CI2 EEIXE 7}% create-virtual-node-servicebv2.jsonO|ZtE TtAUS M
L[C}:
{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1))
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
by
"virtualNodeName": "serviceBv2"
}

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-

sexvicebv2. json

2. serviceA 7t4 = EE MAMEL|CT

a. Ctg ZHI=E 7%l create-virtual-node-servicea.jsonO|2t=

Ct:

"meshName" : "apps",

S5EFA: F7F ElaA MY
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"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local"
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
}
}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
.
"virtualNodeName" : "serviceA"

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

3. O|M Ao HMEt serviceb.apps.local 7H4 MHIAE HIO|E 0] ECHEIS
serviceB 7t4 BIREZE ERHLICEH 7t MH|AT 2el HEEIR2 [HE serviceB 7H4k 2f
SLE{7} OF R MME|X| eft 7| HE0l ECfEE o{C|o| T ELHX| LU &LICt.

a. CI2 EEIXE J}%l update-virtual-service. jsonO|2tE TItUS MAELICH:
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}

=S N L [
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iy

"virtualServiceName" : "serviceb.apps.local"

b. update-virtual-service 3@ & At&3t04 7t & MHH|AE A O|EFLICEH

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

4. O EHHM 4det serviceB 2R EE UO|O|EgLICH

a. CI2 EEI=XE 7}% update-route.jsonO|2tE TS MAErL|CH

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
},
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
1,
"virtualRouterName" : "serviceB"
}

b. update-route BBZ AtE35t01 2t B2 YOIO|E g LICE.

aws appmesh update-route --cli-input-json file://update-route.json

5EtA|: F7F 2lAA MM 72


https://docs.aws.amazon.com/cli/latest/reference/appmesh/update-virtual-service.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/update-route.html
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5. serviceA 7t& MH|AE MEHLICE

BIXE 7%l create-virtual-servicea.jsonO|ElE I+

a. CIg & SSHE
{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
b
"virtualServiceName" : "servicea.apps.local"
}

b. 7he MHIAE &L

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

HIAl 29f

MH|A HIAIE 4M3517| Moll= servicea.apps.local, serviceb.apps.local &
servicebv2.apps.localO|2t= Ml 7HX| A& MH|ATF JRRELICH AW ME[A 2ol = O AX|
MH|AE LFEHE CHS BlAaA7F ZEE ME[A HIAIZF &L

o F IOl JHA MHIA. ZE A= 714 BHRE{E S5 servicea.apps.local 7t MHIASI EZE
EBHE 2 serviceb.apps.local 7t& MHIAZ EAL|CH

« serviceA, serviceB % serviceBv2et= Ml 71| 7H4 = E. Envoy ZE A= 7Y =0 CHEH
FME MH|A AM MEE Al2510 AX| MH|AS| IP =AE X 35|8hLCt.

« Envoy ZEA|7} QIHIRE EBHEO| 75%E serviceB 7t = EZ Bt ESIT ECEO| 25%E
serviceBv2 7t4 L EZ BIREISHEE X|A|5tE stLEC| IR EI0| Q= 7HAF BFRE] St

6CHAH|: MH|A 2O|o|E

HAIE MAE S0l Chg SHelg 2t ol BhLict

6EH A MH|A Yd|o|E 73
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« Zf MH[A 2 2UA BHZ 8t = Envoy ZF A0 stLE O 2| 7He 29| FEE elg + s HEtE 7
OFgfLICt Z S Aloi| HEtE F0o{5t= Yol CHEF RtMIEH LHE 2 Envoy Z5A| et 504 MEZ &
Z5HMR.

7

« 7|& MHIAE UC|O|EStE{H CHS BHHE R ESHMR.

Amazon EC2 QIAEAE 7t L E FHPHOE 7 45E{H

1. |AM g2 ddgich
a. CI2 2EIXE 7%l ec2-trust-relationship.jsonOl2tE TS MAEHLICH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
1,
"Action": "sts:AssumeRole"
}
]
}

b. CI2 Ho=Z |AM &2 MAISHL|C}.

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. AmazonOiM 1€ = U 3{E35t= ECR &1t £ App Mesh 714 = E0| /0 3{E3t=
IAM HH S Aghof AZErLICt

a. Ctg 2H=E &35l virtual-node-policy.jsonO|2t= THUS MAELICt appsE the
section called “1EH7|: HA| & 7tA MH[A 470l M 3t HA|2] O|F 0|1, serviceBE
the section called “2EH7|: 7t = £ M40l M8t 7tef ==2| O|F LICt. Replace
111122223333 A 1D} &7 us-west-2 HIAIE 448t x|t &7

"Version": "2012-10-17",
"Statement": [
{

6EHAl: MH|A 4H|0|E 74
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"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

]
}
]
}
b. Cts BBS ALEstod YAME dEgLICH

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json

c. O|H EtrofAM et HAg A

of Cheh + &2 glg = /IS

ok

0of @1Z45t04 & 0| App MeshOl|A serviceB 7H4 ==
L|C}

o

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-service-b

d. Amazon0iM Envoy Z1E|0[L4 O|O|X|E 7}X{2 = UL F d&of
AmazonEC2ContainerRegistryReadOnly #Z|& Mg HAZELICH ECR

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainexrRegistryReadOnly --role-name mesh-virtual-node-service-b

AMAMBH IAMIE 2 AF2510{ Amazon EC2 QIAEIAE A|RtEFL|CE

Soff QAR A0 AT LICISSH.

24 &M MdHEA 0| AWS CLI [} 2} 2IAEIA 0| Docker@t & Adx|&L|C}.

I

Docker 22t0|1E 7} O|O|X|E 7KL 7|E 5t X232 Envoy ECR Amazon 2| Z X[E 2|0 2l
SELCH.

* me-south-1, ap-east-1, ap—southeast—3 eu-south-1,il-central-1 % af-
south-12 ANQ|$t ZE 2[™LICH OS2 CHAE &= U&LIChus-west-2 me-south-1,,,
ap-east-1 ap-southeast-3 eu-south-1il-central-1, & af-south-1 & X Q|8t x|
HElE ZE Ko =2

$aws ecr get-login-password \
--region us-west-2 \

6EH A MH|A Yd|o|E 75


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#launch-instance-with-role
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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| docker login \
--username AWS \
--password-stdin 840364872350.dkx.ecr.us-west-2.amazonaws.com

* me-south-1 2™

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkx.ecr.me-south-1.amazonaws.com

e ap-east-1 2™

$aws ecr get-login-password \
--region ap-east-1 \
| docker login \
--username AWS \
--password-stdin 856666278305.dkr.ecr.ap-east-1.amazonaws.com

7. O|OIX|E 7tXME 2|Tof et CHE BYE & st E A-stod QIAEIA0| A App Mesh Envoy Z4E]|
O[L4E AIZFELICE The apps 2|1 serviceB k2 AlLtE|201 Ho|El HIAl & 714 h;': o2
LCt ol HE = ZEA[0f App MeshOflAf 242 7t L E FHE LBELICE AILIZ|IRE &2
524 serviceBv2 L serviceA 714 L EE EAL|E MHIAE EAE'BP— Amazon ECZ 2l
AEAN CHE CHS BA T 2F235H0F JLICH XA ol E2|70|Me| A< 0| 22 AHA| 222 HFHE
L|Ct.

« me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1 & af-
south-12 AN[Q|gt & Z|HLICt CtZot Zro| mA[E = U&LICH Region—code me -

south-1,, ap-east-1 ap-southeast-3 eu-south-1il-central-1, & x| x| 2|5t
X|HEl= ZE af-south-1 X[¥O 2 13378 01} 2147483647 AtO[Q] ZIQE HtE = U&E
L|Ct.

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecxr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.6.1-prod

« me-south-1 2|%. 13372 03} 2147483647 AtO|Q| ZtS 2 HIE £ & LICt.
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sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod

. ap-east-1 2I%. 13372 03t 2147483647 ALO|2] Zo 2 HIE 2= Ql&LCt.

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod

® Note
APPMESH_RESOURCE_ARN £ 40{= 1.15.0 0|4 9| Envoy O|0|X| {7 0| =& L|CH.

KEMIEH LI 2 Envoy BHHE R ZSHAAIL.

/A Important
v1.9.0.0-prod O|&F HZBF App MeshOllAM AFE &~ Ql&LICH.

8. oOf2ie| Show moreE MEAEILICE CI2 Z2HXE S8l QIAEA0] envoy-networking. shit
= IHUS MELICH Replace 8000 OHEE|F|O|M T ETL E0{2= EEEH| AA83t= ZEE
& LICt APPMESH_IGNORE_UIDS| gf2 A" =+ UXIB O] gt2 O™ BHA|ol| A X582
Zrotok rLicho: 1337). 28t 49 APPMESH_EGRESS_IGNORED_IPO| FAE FIIE £
U&LICH ol A +=H5HX| O MAIL.

_|

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"
APPMESH_IGNORE_UID="1337"
APPMESH_APP_PORTS="8000"
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APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPv6.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" ] && [ -z "$APPMESH_ENVOY_INGRESS_PORT" ]; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" ]; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
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#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" ]; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS"

do
iptables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then

# Stuff to ignore ipvé6

[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

| tI Il’ n Il\nll);
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[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");

do
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN
done
fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables”.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
if [[ $IP_ADDR =~ .*:.* 1]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tcp \
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-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tep \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tep \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tcp \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi
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function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" ]; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi
}
function dump_status() {
echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi

function clean_up() {
disable_routing

ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |

cut -d " " -f 1)
iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut

_d n n _-F 1)
iptables -t nat -D OUTPUT $ruleNum
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iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep

APPMESH_INGRESS | cut -d "
ip6tables -t nat -D

ruleNum=$(ip6tables
cut -d " " -f 1)
ip6tables -t nat -D

ip6tables -t nat -X
ip6tables -t nat -X
fi

function main_loop() {
echo "=== Entering main
while read -p '> ' cmd;
case "$cmd" in
"quit")
clean_up
break
"status")
dump_status

"enable")

" of 1)
PREROUTING $ru

-L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |

OUTPUT $ruleNu

APPMESH_INGRES
APPMESH_EGRESS

loop ==="
do

enable_routing

..
77

"disable")

disable_routing

a4

*)
echo "Available commands:
esac

done
}
function print_config() {

echo "=== Input configuration ==="

env | grep APPMESH_ || true

leNum

m

S

quit, status, enable, disable"

6EHA!: MH|A d|o|E
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}

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. OfE2|70lMd ERITS Envoy ZZAIR 2 ESHE iptables FAIS 4524 OIF EHlof
M AMAEE AgRIEZ AISHSH O}
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ML,

AWS CLI

AWS CLIE AI83t0] HIAIE st
ChS BEE AE5t0d MH[A HAIE HMELICH### 2t 2 Bste U222 ChA).

1.

aws appmesh create-mesh --mesh-name meshName

2. E= Al

"mesh" : {
"meshName" : "meshName"
"metadata":{
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arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version":1

.

"spec":{},

"status":{
"status":"ACTIVE"

App Mesh& AWS CLIE A
create-mesh HHES & X SIAMI2.

HIA| AFK]|

AWS Management Console

&oto] HAIE ddst= Yol CHEr RHMIEE LI 2 AWS CLI &= 2

AWS Management Console2 At&3t0q 74 HO|EQO|E 4 A|5t2{H

1. https://console.aws.amazon.com/appmesh/0| A App Mesh 2& & FLIC}.
2. AX|EtEds HAIE MEIFLICH AR5 T s ZE HAQ SRE ZE HAIZF LIAELICH
3. EHQl ¥Xxtol deleteE S O3, AH|E S 2IELICH

AWS CLI

AWS CLIE At&3to] HIAIE Afx|stE{H

1. CIS BBE AL8otod HAIE MAELICH### 2k S
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o
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aws appmesh delete-mesh \
--mesh-name meshName

2. EH oAl

O Z CHA).
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{
"mesh": {

"meshName": "meshName",

"metadata": {
"arn":"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

1,

"spec": {3},

"status": {

"status": "DELETED"

}

}
}

App Mesh& AWS CLIE A
delete-mesh HHE XML

7HA MH[A
7t MHIAE 7t =E7t 7t BIREE S8l 2 E= I HMHeE JMS
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--cli-input-json file://create-virtual-service-virtual-node. json

2. Od|Al create-virtual-service-virtual-node.json2| LI 2 CtS 1} Z-&L|CH.

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": '"nodeName"
}
}
1,
"virtualServiceName": "serviceA.svc.cluster.local"
}

3. E=H oAl

{
"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

.
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "ACTIVE"
.

"virtualServiceName": "serviceA.svc.cluster.local"
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}

App Mesh& AWS CLIE At&3t04 7t MH|AE Mt Eredof CHet XEAMIEH LHE 2 AWS CLI
At X 9| create-virtual-service WHE & X 5HMI 2.
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A8l oF &fL|C}.

AWS Management Console

AWS Management ConsoleE At&3t0{ 7+ MH|AE AFA|StE{H
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aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html
https://console.aws.amazon.com/appmesh/
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"virtualService": {
"meshName": "meshName",
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T710:39:42.772000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

.
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "DELETED"
.
"virtualServiceName": "serviceA.svc.cluster.local"
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-virtual-service.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/gateway-routes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/gateway-routes.html#create-gateway-route
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ingress-gateway
https://console.aws.amazon.com/appmesh/
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-tls-file-provided

AR} 7tolE

AWS App Mesh

S ﬂ_ il
| N
= L]
5% i w P ]
1 K g _ o 3 L. ®
Wl S = M o R = S o &
oo = 21 % 2 5 3 woJE
K _oO o [} - O .A_ L 1le)
% S o W 4 - W 5 5% = I
i < < " _ i T 3 ap 2 X 30
(g o O op S o b . KX KD
- O [ M g v — < =r .._A.o v <
S | v c w Ny T _Ao o_l i K
- T - IH < o _ N 8 o n =
— = < H o P O ol NE | &
ne ot = W E O T > w M a
ot I (S o O £ o< 0w =z W oo W
" 0 X N gl ol O w o S
ol S <Y K0 T O X 5 ¥ S T N~ w X
P |_.ur_ [ ol < .m ._w. E ME _._wu < n_/ﬂ <+ W +x = ) __Io___ I
i I ._.oE._ pMo_'oM K0 = |_w_|r_,m <0 .J.uo_u . <1 ol
S K ol kv 0l — R0 < K 2 ~ © Tl ol % 2 om %o
S 5 9 ey o I = 1 S 3 B T a ol &
23 8 Blea 3 iR I
W__.m - 56 .H___ K = _._C g +F < 2 3 v 2 o _"_mw u W 2
Y T oF o S erxw a8 o & R
30 — &4 ol e N n T 5 44 .A_V._m - KO+ X %o <| oI
W _Il_ld I_._/I __A__| Ho ) m (@] U — o NI o_=._ ﬂ._._H N o_=._ Lo._l IIM a _.Alo
o = W = o W Vo N o W< ogr =
o o Ul o S w2 row RLE o Zw MK ul 2 4t
BT ore A% o UWowl b T4 dm g Ky A M &
i = X - &l H v 5 = = ] % O Il m = -
ol o < 0 © — o S o ~ n 2 < e = ol ™
= |_."._|L _I .A_ _x_ o ||__| O == L __A._ __oH_ = __oo _._._._ .II_O.H _._..__.= L L _-._O
@ T Q@ oy SAm & T R 5 X o O X0
Iy 20 =] K i _._.__ c — o KW~ ol — U _u__ = _._._._ T <0 =
m <035l S Sm . 2 Ko K = S w <5l
3 R =M Fo A .0 o I o mH 0 Kr
= owSa Wm SO 32 - R o Wol 5 3F
00 70 |5 om W © 1 ip O F - = I W Y ol @ o uw
L MuH om o Emaa " S " £ %0
Hh — o 5 € ol T0 % o %0 — W n Kl T H = X% )
S Wel X 00 SerE 8 o S8 oF ol 5§ T
0 BEw Se O TR By X N ol g 24
S AL N T To T T 53
. e ~ 7 U ol %o 2L o

b.
c

96

)0l A

Z:
= |

|.

7
i

st0
= =

« Health check interval( 4 Ef

THA A O|E Q0] AfAd


https://github.com/grpc/grpc/blob/master/doc/health-checking.md
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html

AWS App Mesh ALEXl 710|=

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway.json

2. OlX create-virtual-gateway.json2| L2 Ctg1} Z+&LICt

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}
3. EZ oAl
{

"virtualGateway": {
"meshName": "meshName"
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",

"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "123456789012",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I
nspecn: {
"listeners": [
{

"portMapping": {
"port": 9080,
"protocol": "http"
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]
I
"status": {
"status": "ACTIVE"
},
"virtualGatewayName": "virtualGatewayName"

App Mesh& AWS CLIE A-&35t04 7t HO|EQ0|E ddsts Yol CHE REMIEH LI 2 AWS
CLI & Z= 9| create-virtual-gateway & & & Z5HA2.
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Kubernetes A|Z5E7[0| A Amazon ECSOY| HHE 5= &8dod| CHEE AFMIEH LEE 2 & Z= 5104 Kubernetes
of BHZSIMR. ZFA|Q| EEiEo| AXE2 2 Z|C|HME[X] 2t =5 APPMESH_RESOURCE_ARN
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-gateway.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ec2.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-ecs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting-started-kubernetes.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/create-network-load-balancer.html
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/examples.html
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AWS CLI
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1. ChS BHES AL85t0d 7Y HOIESO|E ANIELICH### 2L S ?ste A2 = CHA).

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. EH AL

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2
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"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
I
"status": {
"status": "DELETED"
},
"virtualGatewayName": "virtualGatewayName"

App Mesh& AWS CLIE At&35t04 7tet HO|EQIO0IE ArAISHs o CHet REMIEH LI 2 AWS
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes
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aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route.json

2. Of|A| create-gateway-route.json2| LIE 2 C+S Z&LICt.

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
1,
"action" : {
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"target" : {
"virtualService": {

"virtualServiceName": "serviceA.svc.cluster.local"

[a

3. EZ= oAl

"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",
"metadata": {

" "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

arn :

},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {

"virtualServiceName": "serviceA.svc.cluster.local"

1,
"match": {
Ilprefixll: II/II

I
"status": {

"status": "ACTIVE"
1,

"virtualGatewayName": '"gatewayName"
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aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. E= oAl

"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
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"meshName": "meshName",
"metadata": {

arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",
"createdAt": "2022-04-06T11:05:32.100000-05:00",
"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
.
"match": {
"prefix": "/"
}
}
},
"status": {
"status": "DELETED"
.
"virtualGatewayName": "virtualGatewayName"
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aws appmesh create-virtual-node \

--cli-input-json file://create-virtual-node-dns.json

2. oAl create-virtual-node-dns.jsonQ| LHE CtS1} Zr&LIC}.

"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

15
"serviceDiscovery": {
"dns": {

"hostname": "serviceBvl.svc.cluster.local"

iy

"virtualNodeName": "nodeName"

}

3. EZ= oAl

"virtualNode": {

"meshName": "meshName",
"metadata": {

arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",

"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",
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AR} 7tolE
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
I
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "ACTIVE"
I
"virtualNodeName": "nodeName"
}

7 Sredof| CHEt REMIEH LHE 2 AWS CLI &
M.

ThAab = AR

—~

(® Note

Mg =+ &L

HA EH

Mg = BEol O ez XIEEHL 7t MH[A 0| S2AtE XIEE 8

40

d
0>
|.|-
In
i

>

117


https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html

AWS App Mesh

AWS Management Console

AWS Management ConsoleS AFS

1. https://console.aws.amazon.
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AWS CLI

AWS CLIZ Al

1. Chs BEES A8t 71 EE

aws appmesh delete-virtu

24 74 = EE MEHSET AMNIE

FE4EH 71AF S E 0| HA| AR E= BlAA ALK ol A& ID7F LFdE|o{oF & L|C}.

Stod 7I4 L EE

com/appmesh/0|A App Mesh 2& 2 dL|Ct.

0

e

Ol 4 %tol deleteE e ChHZ, AXIE MEAFHLICE.

Arx||otEd™

AR LICH### &

al-node \

--mesh-name meshName \

--virtual-node-name

2. EH oAl

"virtualNode": {
"meshName": "mes
"metadata": {

nodeName

hName",

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

1,

"spec": {
"backends": [],
"listeners": [

A2t SRE 2E HA[Z}

MEfEFLICH 7HY = EE A
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{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
},
"status": {
"status": "DELETED"
.
"virtualNodeName": "nodeName"
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____________________________________
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4. Create virtual router(7t&f BHE M)E MEHFHLICH
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AR} 710|1E
6. (M= AME) BlAL] TAOIA 7H BHE{of CHEt ZE W Z2E 2L RIFELICH http 214
He ¢l AZllozo| 44 XME S 5=

gLc 2lal] F7HE 28l5t0d 2lALHE ofd 7H F7I
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Create virtual router(7}4 2F2E{ M4A)E MEHSI0 RtZ EHLICH.

AWS CLI

ol
K
—

SONZ UBFLICh### k2 Hete S22 CHA).

aws appmesh create-virtual-router \

--cli-input-json file://create-virtual-router.json

2.

0i|A| create-virtual-router.jsonQ| LIE 2 CtS 1} Z&LiCH
3.

{
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {

"port": 80,
"protocol": "http"

iy

"virtualRouterName": "routerName"
}

4. E= oAl

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",

"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
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"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

iy
"status": {

"status": "ACTIVE"
iy

"virtualRouterName": "routerName"
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5. 20l MX}0f delete® 223 O+, AME SR LICH
AWS CLI

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. E= oAl

{

"virtualRouter": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:210987654321 :mesh/meshName/
virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"status": {

"status": "DELETED"
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"virtualRouterName": "routerName"
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H
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AWS CLI

AWS CLIE AI835to] Z2E ddstti™

Ct2 BHE ALE5t04 gRPC B2 E M5t JSONS U LICH### 4t S Bots 22 CHA).

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. Of|A| create-route-grpc.json2| LIE 2 ChS 1k Z&LCH.

{
"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100
}
]
1,
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"
},
"name" : "myMetadata"
}
1,
"methodName" : "nameOfmethod",
"serviceName" : "serviceA.svc.cluster.local"
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},
"retryPolicy" : {
"grpcRetryEvents" : [ "deadline-exceeded" ],
"httpRetryEvents" : [ "server-error", '"gateway-error" ],
"maxRetries" : 3,
"perRetryTimeout" : {
"unit" : "s",
"value" : 15
},
"tcpRetryEvents" : [ "connection-error" ]
}
I
"priority" : 100
I
"virtualRouterName" : "routerName"

[}

3. E= oAl

"route": {
"meshName": "meshName",
"metadata": {
arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName/route/routeName",
"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

I,
"routeName": "routeName",
uspecu: {

"grpcRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "nodeName",
"weight": 100

1,
"match": {
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"metadata": [

{
"invert": false,
"match": {
"prefix": "123"
.
"name": "myMetadata"
}
1,
"methodName": "nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

.
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

]
}

.

"priority": 100
.
"status": {

"status": "ACTIVE"
},
"virtualRouterName": "routerName"
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1. https://console.aws.amazon.com/appmesh/0lA App Mesh 2& 2 @iLIC}.

=
2. BEE MAsttiE HAIE MEiELICH ARS T JUE ZE HAI SFE ZE HAIZFLEE

= 2
L|Ct.
3. 2% EFM F0f M Virtual routers(7t4 BHRE)E MEIEFLICH
4. BERE AMANsteis ch*EHE MEELICH
5. ZBEZ E|o|E0M AAGtEiE BRE MEIStD QEXR T A0 AXME MEIEHLICH
6. =2l &Xlol deleteE 2T CIHZ, AME 22ITLICH
AWS CLI

AWS CLIZ At&3dto] Z=2E AfH|stE{H™

1. OIS BEE A 850 Z2E AT LICH### 2t 2 ot 222 CHA)).

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName

2. E= oAl

"route": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",

"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

iy
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"routeName": "routeName",
"spec": {
"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
},
"match": {
"metadata": [
{
"invert": false,
"match": {
"prefix": "123"
I
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"
I

"retryPolicy": {

"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error"

},
"priority": 100
3,

a2 133



AWS App Mesh

AR 7H0|E

"status": {
"status": "DELETED"
},
"virtualRouterName": "routerName"
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S A7} App Mesh HIO|E| Z2Q1at SAl5tE YA Envoy ZE A7t M2 SAl5Hs YAIL|CE SHLt

=
= EZ App Mesh AMH|A IS ZQIE QL EAlISH=E EZ 0|0|X|QL|Ct & CHE #4842 FIPS -compliant
2, App Mesh FIPS AMH|A A= ZQIE QL EAI5t 1 App Mesh AMHIA 7t FIPS TLS SAl01M 25512
s |C}.

1o -

otefl =50iM 2

H
O|O|XK|E MEHE

H O|0|X|& MBS HLE O|F 0| aws-appmesh-envoy ! HEZ! 2| Z X[ EE2[0]M
A& LT,
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https://www.envoyproxy.io/
https://gallery.ecr.aws/appmesh/aws-appmesh-envoy
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/A Important

« 2023 62 30YEE Envoy O|0|X| v1.17.2.0-prod O|& o] HHFEF App Mesh@t &H7A| At
& = A&LCt o|Fol Envoy O|O|X|E A5t U= BAH 2ol v1.17.2.0 B 7|
Z Envoye Al S22 X|2H %A HAM o 2 ofo|aglo|MstE Zd0| E&LICH

* Envoy HZIE HI|XMo 2 |4 H'|7‘._'|9§ Yaellol=stE Zo| 7HE E&LIC Z[& Envoy
B 2| A HOH T R|, 7|5 BElA X H5 IfMe 2 HSELICH

« 7 1.172 EnvoyQ| Q8 UHI0|EQIELICE KHAIEH LIRS Envoy 1.172 d|0|E/0}
o|lacio|ME HEstM L.

« 7 1.20.0.1 O|A2 ARM64S} S 8HEILICE.
« IPv6 K|S ¥ o2{M Envoy HHT 1.20 O|& 0| 2 & LICt

me-south-1, ap-east-1, ap-southeast-3, eu-south-1,il-central-1 & af-south-12
Melgt 2E x| 2™ AME & U&LICtRegion-code me-south-1,,, ap-east-1 ap-
southeast-3 eu-south-1il-central-1, & af-south-1 & A28t 2 E X[¥S =2

FH
[

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-7HH &4

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

me-south-1

FH
M

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS- 78 &4

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-east-1

FH
M
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https://docs.aws.amazon.com/app-mesh/latest/userguide/1.17-migration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/1.17-migration.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html

AWS App Mesh
856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-TH &4

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-southeast-3

FH
[

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-# 8 &=
909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-

fips

eu-south-1

FH
[

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-7 8 Z=

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

il-central-1

FH
[

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-7#H &4

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-

fips
137
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af-south-1

FH
[

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-7#H &%

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

Public repository

FH
M

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-t’d &=

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod-fips

® Note

Envoy Z1E0|L0f| 512702 CPU R X} %4 64MiBL| HIZ2Z|E &Y
Fargate0| M d&e = U= x4 HEE[ F2 1024MiBRLICH 25t &7
AO|E E&= 7B} X|E 0l E|lAAT SEEHX| A2 W2 LIEHLIE &

=

B Elas BTS 5 4 BLCH

Zi0| EZ&LICH.
c&6H Z1Ef|o[L @l
< Envoy Z1E{|0|L0]| CH

t=
=

(® Note
v1.22.0.0%E{ 2 E aws-appmesh-envoy O|0|X| 2|4 HE2 Distroless Docker O|O| ]|
2 g ELch ol0|x| 27| &0|1 o|0|X|of U= OIAFE IZ|X|o| FAH E2 EL +
UL T HEMELICE aws-appmesh-envoy O|O|X|E Z|HIo 2 HEStT UF AL2 7|2 17|
Xl (of: yum) 2t 7|52 ALE5tE E< O|0IX| LHF 2| H}O|LHE[E = At5t0] baseE AHE5}04
M Docker aws-appmesh-envoy O|0|X|& YEStE= Z0| E&LICH AL2
Ol A3 RIEE A#35t04 aws-appmesh-envoy:v1.22.0.0-prod-al2: Ef27} ZEHEl Al
E Xt X|8 docker O|O|X|& 4 AFHLICH.
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cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy

FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

Amazon0il M 0| ZiE 0| o|O|x|oi| CHEF ECR M| A= AWS Identity and Access Management

(IAM) of| ofaH AM|o{ElLICt. k2t A Amazonod| CHEF 7| HA|A HEHo| U=X| & RI5H= IAM O A
Z3l0k ECR &fLIC} o€ ECS £04 Amazon2 AF2 & [ Amazon ol X448t =heq AlSH o4t

g gde = Q&LICH ECS 5 Amazon ECR ZIA A0 CHEH HMAE XNEHEHE IAM HEE A

=3 722 aws-appmesh-envoy ZIZX|EE|E Al¥EsE X|24% Amazon 2l4AA 0|& (ARN) o
HNAE ESH=X| HRISHMAIL. & 501, us-west-2 20| M= arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy 222404 CHEE HMAE HSF L
Ch XEAIEH LI& 2 Amazon ECR #2[& HA 2 FESHAA|2. Amazon EC2 RIAE A0 M DockerE
AEste A2 EIXZX|EE|0|AM Dockerg QIEtAMAIR. RMEH LIE2 BIX[AEZ| Q15 S FZSHAA|

(@)

—_—.

O} & A E & Envoy 00| X|0f & Z|X| &t 2 Envoy HE AFEE 7|ZE2 2 5= MMZ2 App Mesh
7150| EAlEl= BTt U&LICH Envoy #H4E ALE 0| YA E Zlof| EHE (7] Tof| olz{et MME=2 App
Mesh 7|S2 AL& 35242 App Mesh0i M XS 3t= Envoy Z4E(0|L4 O|O|X|E A& 3HoF & L|CH H#4Z
A& SE2 Envoy Upstream 2HE D 2H24El App Mesh GitHub 2E EXE & ESHAAIL. App
Mesh Envoy Z1E{0|L1 O|O|X|& %4 2| X|H SMo 2 AI&35t= XW0o| E&LICH

CS 84 45 AL25104 App Mesh 7HA == EfA 3 15 2| Envoy Z1E|O|L{E T A8 LIC.
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream

AWS App Mesh ALEXl 710|=

(@ Note
of&LICt APl Envoy 7+ T2 51835
£ Envoy 74 HeE AP ote 49 5H B E %4l v3 XDE YOlo|EsHoF &L API

T =

TIA HY A
Ll B

S E App Mesh Envoy ZiE|O|L{0l= CtS30t 22 &F3 7t R ELCh o] &= Envoy
O|0|X| 1.15.0 O| & HHTHO|MEE AFEE &= I&LICEH O™ Q| o|0O|X|E P%%PE 8=
APPMESH_VIRTUAL_NODE_NAME H4=Z CHAl MZ&SHofF g L|Ct.

APPMESH_RESOURCE_ARN
Envoy ZiE|O|L{E %] &0l F7te M= o &3 ¥H4E &Y 280| UEte 7t =E &
= 7t4 ARN HIO|ES]O =2 dH5IMAIR. O S50z oA 7F ZE ko] U&LICEH
ARNs
o 7t4 .. E — arn:aws:appmesh:Region-code:111122223333:H| Al/meshName/
virtualNode/virtualNodeName
« 74 HOIEHO| — arn:aws: M| Al:Region-code:111122223333:M| Al/meshName/

virtualGateway/virtual GatewayName

App Mesh O|2|2 7| ;DS AFRE = ARNs CHS 2 A 3HoF LIt us-west-2
X9 & 8 appmesh-preview CHal A8t MRappmesh. 0I|E S0{ App Mesh

2% ARN &9 7t = E&= CtS1 Z&LICtarn: aws: appmesh-preview: us-

west-2:111122223333:mesh/meshName/virtualNode/virtualNodeName.

MEds] g

UW
o
M
T

App Mesh Envoy Z1E{0|L42| A< C}
ENVOY_LOG_LEVEL

Envoy ZIE|O|LH{2| 21 =&& X|-F&LICt.

[ &8+ 2k trace, debug, info, warn, error, critical, off

71822t info
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html

AWS App Mesh

ENVOY_INITIAL_FETCH_TIMEOUT

E713t Z= M4 S0l Envoy7t ZE| MLl 3 #Hmf 714 SEE 7IChelE Al

KEMEH LHE 2 Envoy M| 5 A48 S0{EM2. 022 MY stH X|EH Alzho| el&LCh.

7l2dk: 0

ENVOY_CONCURRENCY

EnvoyE A|% = S¢t --concurrency BB E SME ™ LICE 7[2do 2 MHEE|0] /UK|
Of&LICH Ol M2 Envoy HE v1.24.0.0-prod O|& 0l AFSE £ &Lt
KEMEH LI 2 Envoy Ao HHE SME HESAML.

IR

Ol2{8t 27 W& A8 5tod Envoyol 22| QIE{m0|AE FAIBHLICH

—

ENVOY_ADMIN_ACCESS_PORT

Envoy7t =41 CHZ|E ALS A XIE 22| ZEE KIFELICH 7|22 9901.

@ Note
Envoy #t2| ZE = 7t& HO|ESO| £= 7Y =EO| 2|AL ZEQ EEfoF Lt

ENVOY_ADMIN_ACCESS_LOG_FILE
Envoy HMA 28 & ALER XIE A2 E XIGELICH 7122k /tmp/
envoy_admin_access.log.
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

BZE 5186t 8 MetgtLch a8{™ of QIE{mo|A T}

Envoyl| # 2| QIE{H|O|A T} IPve EEHE =
IPv4 X IPve EBHEE 2F £8E & QlGLICH 7[BM2 0] ZE)3 & false2 MYE|H
Envoy= IPv4 EEHE|RF £ AEHLIC}H O] #4E Envoy O|0|X| A 1.22.0 O A0 M A2 E £

A& LIC
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/core/v3/config_source.proto#envoy-v3-api-field-config-core-v3-configsource-initial-fetch-timeout
https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency

AWS App Mesh

Agent #H==

Ol2fEt 27 M4 A

35104 AWS App Mesh Envoy& H|O|HEE F M5t A AR, AFMIEH LHE 2 App
E &=xstMl .

Mesh Agent for Envoy

APPNET_ENVOY_RESTART_COUNT

Envoy ZEA| Z2MAT BEE F O Agent7t &l SQIEjAT E£= ZE LHOM O] Z2MA
E CHA| AEStE I8 XI"G8LCH E38F 0] AgentE EnvoyZt S2E ot 2 AEHE 7|55t
o 2 sHZES olstH & LICH o] H=o| 7|2g[2 o lLICt 7|22k0] HHE B 0| Agent=

I E2MAE CHA| Al&FStE{D A= 35HX| §E&LICH.

7|12t 0
Z|CH: 10

PID_POLL_INTERVAL_MS

Agent7} Envoy ZEA|Q| ZZM|A MENE &It 7tAE 2E|= BRIZ X|-EELct 7|82k
100L|C}.

N
M

|22k 100

>

1100

b

%|CH: 1000
LISTENER_DRAIN_WAIT_TIME_S

Envoy ZE A7t Z2MA S2 ™of &9 dZ0| & W7tx| 7ICt2lE Alzk
Ct.

71822k 20

b

|A: 5

Z|CH: 110
APPNET_AGENT_ADMIN_MODE

Agento| 2| QE{H 0|A MHE AIE5HD top T4 E= Unix 27004 BFIZELICH

S =4k tep, uds
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https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
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APPNET_AGENT_HTTP_PORT

Agento| ZtZ| QIE{H|O|AE tcp REZ HIQIEStE Ol AR E ZEE X|™HELICH uid 1= 09! &
L XE Z}0| 1024KcCt x| &olgtL|ct ZE 7} 655352 C 22 K| #olghL|Ct.

7122k 9902
APPNET_AGENT_ADMIN_UDS_PATH

uds 2E0iM Agent 2| QIE{H|O|A Q| Unix =HIQ! &Z Z2E X|HgLCt

7|82k /var/run/ecs/appnet_admin.sock

= A
S5 e

CHS £ Seto|HE ™od 7 st k| pE 7Lt otLEE 788 = U&LICH

I 835t0{ AWS X-Ray2 2 App Mesh& TAFLICH REMIEH LEE 2 7HEr R OFLHA
AWS X-RayE FHZE5HM L.

I
I
0
I
I
|
>

ENABLE_ENVOY_XRAY_TRACING

127.0.0.1:20002 7|2 CHE(daemon) AEZQIEZ ALE35l0 X-Ray FX{2 &AMt gL|ct &
MststzdH 2t 2 12 M™EELICH 7|22t o Lot

XRAY_DAEMON_PORT

S
)
Pl
02
o
o
C
_ITI_

EE 7€ X|™H35t04 7|& X-Ray 0ll0|ME ZE 200

XRAY_SAMPLING_RATE

).
=

T mo M

E X|Het0d X-Ray FH Z2 J30| 7|2 MEZ £ 01 0.05(5%)E MHHo|gfLCH.
.00(100%) Ato|Q| AlZI4=2Z K| ELIC XRAY_SAMPLING_RULE_MANIFESTE X|H
Ol Zto| AHo|ELICt. O] ¥ds== Envoy O|O|X| H{71 v1.19.1.1-prod O|& 0l A K|

1

N a o
40 = 1B
=

ob £

i,
rr
oy

XRAY_SAMPLING_RULE_MANIFEST

ol

Envoy ZiE0|Ld U A|AEIOM Tt Y AEE X|H5t0{ X-Ray £ T2 12401 CHEt 2AXISHE! A
Xt XY HEY AEg FEELCH REMEH LIS 2AWS X-Ray 7HY At eHLHMO| ME2 #3IE
2Z=5M . 0| 4= Envoy O|0|X| H™ v1.19.1.0-prod O|& 0| M X|&ELIC
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https://docs.aws.amazon.com/xray/latest/devguide/
https://docs.aws.amazon.com/xray/latest/devguide/
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling

AWS App Mesh ALEXl 710|=

XRAY_SEGMENT_NAME

FMIEZR2IO| MOHE O|F2 X|H3t0{ 7|& X-Ray MOIHE 0|2 AYQLICH 7|2
2 0| 2t2 mesh/resourceName2 2 ™ ELICt O] ¥d== Envoy O|0O|X| A v1.23.1.0-
prod O|&fof| A x| ELICt.

C2 84 84 Datadog OO|ME Fx 2 1242 AF25104 App MeshE FMs6tE O =S0| EL
Ct AtAIEH L8 S o2 2{™ Datadog B L| Agent 42 B XM L.

ENABLE_ENVOY_DATADOG_TRACING

127.0.0.1:81262 7|& Datadog Ol 0|FE HEZQIEZ AFE5}04 Datadog 55 4%
BrLich gdststed® gtg 17122k 0)2 Mustic
DATADOG_TRACER_PORT

fjo
gk
0x
]

ZE Zt2 X|H38t0{ 7|E2 Datadog O|0|ME ZE 81262 A& C|EfLCt.
DATADOG_TRACER_ADDRESS

IP &=AE X|H38t0{ 7|& Datadog O|O|ME F4 127.0.0.12 RHo|ELICH
DD_SERVICE

F™MO| MH|A O|§ € X|™H35t04 7|& DataDog AH|A O|& envoy-
meshName/virtualNodeName2 K& o|gfL|Ct. O| Bds== Envoy O|0O|X| {%1 v1.18.3.0-prod
Ol&foll M X|4ELICH.

CIS 83 W45 AL835104 Jaeger EX 2 Z App MeshE TAIEFLICH XEMEH LIS 2 Jaeger AHA{Q]
AlEHSH7 |8 B ASHMIL. 0248t #d&= Envoy O|O|X| A 1.16.1.0-prod O|& oA K| ELIC}.

ENABLE_ENVOY_JAEGER_TRACING

127.0.0.1:94112 7|2 Jaeger AEZQIEZ AL835l04 Jaeger TX =7
ststzd™ Zt2 17184k 0)2 ™ ELIct

JAEGER_TRACER_PORT

1o
e
0%
o
el
L
[ul
e
0%

ZE Zf2 X|™H5t0{ 7|8 Jaeger ZE 94118 A Q|ELICE
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https://docs.datadoghq.com/tracing/send_traces/
https://www.jaegertracing.io/docs/1.21/getting-started/
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JAEGER_TRACER_ADDRESS

IP &FAE X|H504 7| Jaeger T4 127.0.0.12 AHo gL

JAEGER_TRACER_VERSION
£=Z|7|of JSO EPROTO QI HAO| FXO| HREX| iR E X|HELICL 7|BMo=E 0| g
2 PROTOZ MHEELICH O] ¥4s~= Envoy O|O|X| T v1.23.1.0-prod O| & 0| A X|§E LI}

Envoy &3 H=

A F2H FEE ABSHEE CHF &4F Ha 8 d-ELIc

ENVOY_TRACING_CFG_FILE

Envoy Z4E|O|L] I A|AEIGIM Tt Z2E X|™HFLICH RHAIEH LHE 2 Envoy AEA Q|
config.trace.v3.Tracing2 & XM L.

® Note
FM 7ol £ FHAEHE X|Y5l{of 5t ¢ sLe T 7 npd 9|
static_resourcesOiA #E FE{AEH FES FHSHof LT o|E S04 Zipkindll=
=M fET|E 2ARGHE E2{AE OIFH CHEt collector_cluster EEJ} SMH i
g SHAEE HYo =2 Holslof gLt

g 24 B4+ E A835t0{ DogStats DE App MeshE T A ELICH RHMIEH LHE 2 DogStatsD B M
7':

ENABLE_ENVOY_DOG_STATSD

jn
m|0I-
lgﬂ
1]
T
n
ik
0%
LOL
ol

712 Ol2 127.0.0.1:8125 A=ZQIEZ AF23510{ DogStats D S|
oM ZHS 12 MAELch

STATSD_PORT

m||u
P
0
(o]
oI
W
3
H
Im
E:I_
mjo
>
0
9'|_|
>
>
Xo)

7|2 DogStats D |2
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
https://docs.datadoghq.com/developers/dogstatsd/

AWS App Mesh

STATSD_ADDRESS

7|2 DogStats D CIZ IP FAE RHo|sIedH IP T4 ZfS KIAEHELICt 7|22k 127.0.0.1. 0]
B4== Envoy O|O|X[ 1.15.0 O|& T MEBF ALSE &= JU&Lct

T =

STATSD_SOCKET_PATH

DHZ2ol A T el AZE X5t & A|2. DogStats Of tX| et D7t EEstE F

2 0| Zf2 DogStats DogStats D HIZ IP A ZEO| 7|EZtQlLICH 127.0.0.1:8125 stats A3
TFA2 ZE5E ENVOY_STATS_SINKS_CFG_FILE H+E X|MH6tH 2 E D S R A|ELICE

DogStats O| 4= Envoy O|O|X| {7 v1.19.1.0-prod 0|4}

OII

=& XY

Ol A x| 2E LIt

dot= ol ==0| Fulch

APPMESH_PREVIEW

42 122 %3510 App Mesh ZE2|7 A AEEQIE
&0 CHEh RtM[EH LHE 2 App Mesh ZE2|F XH'- MME ’E.*.’F.%WIR.

_l
APPMESH_RESOURCE_CLUSTER

0] 20l A XP g &xd

712X 2 Z App MeshE Envoy7t X|&E 2 ER
[ APPMESH_RESOURCE_ARNO{M X|%8t 2[AA 0| O|FE AFESELIC.
APPMESH_RESOURCE_CLUSTER &4 H+E A8 F:'_TrOI O|F 2 & Hd35t0q 0| S RfH Q]
& & Q&LICH O] 4= Envoy O|0|X| 1.15.0 0|4 O AMEE AFEE = Q& LICH
APPMESH_METRIC_EXTENSION_VERSION
atAhS A5 HLICH App Mesh X|E &5 Ab20] CHEH XHA|

42 122 M350 App Mesh X[ & =%
3t LI 2 App Meshl| X|E =% MM
APPMESH_DUALSTACK_ENDPOINT
ke 122 M%5l04 App Mesh Dual Stack A= X QIEof A4S LIC} o] Zef27F M™HE|™
EMoZ 0| ZcHa & falseZ2 MHEE|H IPv4 £

EnvoyE 0|5 A8 x| THQIE MAEELICH 72X
Envoy O|0|X| HZ1 1.22.0 O & 0| MEF AL E 4 U&LICH

M Qlof| Bk AZEL|CH o] Bie=

Envoy 74| B
= A &3t0{ Envoy SH|E App Mesh& FHE = U&LICH AtAIEH LHE 2 Envoy S4
MBEME XML,
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto

AWS App Mesh ALEXl 710|=

ENABLE_ENVOY_STATS_TAGS

o

App MeshOllA H 9|8t EfT appmesh.mesh & appmesh.virtual_nodeE AI8E = UL E
LICt. KEAIEF LI 2 config.metrics.v32 & Z 35t &l A2. TagSpecifierEnvoy AE A0 &1 =
AELICH EMstste{H 42 12 A-EL .

ENVOY_STATS_CONFIG_FILE

Envoy ZIE{|O|L] U A|ARIOIM It B2 E X|Hst0d 7|2 SH Bl 78 TtUE AR I
T o2 MEolgrLct RMIEH LIE 2 config.metrics.v32 & =34l Al2. StatsConfig.
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink
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2020'A 72 29 O|THod| HlZHod| HA|7F QAR A<, App Meshi= 2020 78 29 E£= 11 O|F0of A|
MU 2E HAISl ZEEHTTP, HTTP /2, g RPC &0l CH3H 7|2 Envoy BZ MA|Z HME 1522
MELICH 2020 72 29 O|Zofl Aol HIAIZF AR 202014 72 29 O|F, U = O|F

of EXiZE Envoy Z20f CHE 7|2 HA0| MY E[X| b2 ZdLICH X|Eol EIZE 73K pie=
g 2l AWS X[ Blo| E[ZIg MEEt Foil= EIZ X2l M E Y E£= 1 0|0l App Mesh7t

Myste ZE EF Envoy A20i CHal 7|2 HA0| ddELICH Envoy B2 ZHAIZ & =4oi CHEH KHA]
8t LI 2 config.route.v32 & &35t & A|2. RetryPolicyEnvoy B AMO|A &Qlg =~ Ql&LICt

App MeshE App Mesh ZZE M3}

o
[ Envoy Z2E MM ELICH App Me

7 g
sh Z2 AT HMg MMHE = UKD 7H4 == S ZAtof
CHEt App Mesh [ A= HRE MMHE =

H&LCH.

rr on L

7|2 M2 App MeshE S35l 2 &= QU&LICIAPL 7|2 M2 EnvoyE S8HAEH 8 &= UELICH F
Mg EodH zte| Qe 0|AE &35 T Envoyoll config_dumpOll CHSF @S ELIMR. 718
Moj= Chg HE0| Z& E|o] U&LICH

« |0 RHAIE -2
« g RPC MA|= O|HIE — UNAVAILABLE
« HTTPAA|Z O|HIE — 503

(@ Note
EHHTTP 27/ ZEE &= App Mesh IR E MA|E HAME Hde = Qi&L|CH 3FX|gh
App Mesh EZ XH = X

{M2 server-error £ gateway-errorE 32 £ U&LICH
SR EF 503 27 E Z&E

k=1
EELICH XPAIE LIS S 22 g HEs AR,

« TCPAHA|Z O|HIE - & connect-failure refused-stream

(® Note
O|21Er O[HIE & stLtE X= App Mesh B2 A M WHE += gi&Lict stx|gt
_

App Mesh B2 MA|E HAo|M connect-failure2t S=29| connection-errorE %
2 7 AELICH AT L2 BE S HESHMAIR.

« MY - HAER] M7 5] SH6HX| o= B2 B7IMAE/47] MEH AlZh =) Envoy 7t
CHAl Al st2qd ghLch.
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https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy

AWS App Mesh ALEXl 710|=

7|2 3|2 XtEHT|

App Meshof EnvoyE HiZ5tH UL 3= AHEHT| Q| Envoy 7|20 ™ ELICH XM LI
ZHAEE FESHAAIL. CircuitBreakers.Envoy 2B O] 21AH|Zk. 0l248F -2 App MeshE S5l
£ & QI&LICIAPL EnvoyE SSMEF ddE & = U&LICH 74 EidH el QIEHo|AE &4

35t Envoydll config_dumpOil CHEF @S ELHAIL.

202014 78 292 O[T ol AHoll HIAIZF QA2 20201A 78 29 EE= 11 O|Foff M E mIAlofl BH
EZ 5t= ZF EnvoyOdl CH3H App Meshe= CHS Eo-—l Envoy 7|27t 2 B1335l04 2|2 XET[IE 20X o
2 ”|ZMstELCE 202014 72 29 ool AHoll HIAIZE Qe E<, XIEo EIZNg JHASHR| &
£ & App MeshOi| Al Hi £ 3t= 2E Envoy0ill CH3H Envoy 7[&22£0] 20201 72 292 EE= 72 29 0|
Z0i BiZ5t= 2= Envoyol A ELICH AWS X|H 2 Mol E[ZIE XEISHH EIZ! ME| €™ 0o|F0f
HZ 5l= 2 E EnvoyOll M CHS Envoy A0l CHet App Mesh2| 7|&22L0| App Mesholl A AZElLICH

0|l

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647

* max_retries — 2147483647

(® Note

EnvoyOll Envoy = App Mesh 7|2 Z(2 AtEHY| 210| RICEtE 2f2 =HE = gLt

Envoy 1.172 ¥O|0|E/0t0| 28| 0|M

Al C|AF{HE| MH|A Z & SPIRE

App Mesh@t &7Hl SPIRE (SPIFFERuntime Environment) 2 AF&3t0{ MH|A0| A QIS ME HYZ 5}
= 42 %A SPIREVOIME H{T 0.12.0 (2020 128 EA|) 2 AE5t1D UEX| &QRISIMIL. O
HZ2 1.16 O|F Envoy HTE X|HE = U= X Hm {TIL|CH

HRA HE ALY

1.17Envoy® E App Mesh& Envoy7t 7|EMo 2 Ht EFHA TS AI8SIES T LICH RE2
CHE o] AL Xtof| A= o|p8t 30| HeEHstAH & OIXI':'F Routes £ & Gateway Routes2| & x| &5
Ol O|4 M7 E&HAM DI2| 27| E& HRZE 585K f&LCH.
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://github.com/spiffe/spire/releases/tag/v0.12.0
https://github.com/google/re2
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32 [ EFHAR B340 URTI Fo{ZIl U=t UX|5HK| A ZE o{EM5t= ol AFSE LI oY
2 29| Z<20i 0| 0 B ™ALE HE £ JU&LICH

ex(amp){0}1le
EHA KAV 2R 22140 B2 S ZHAE RHHT 78 ALSSod M A OR EAY 4 2
&Lct
= .

prefix(?![0-9])suffix => prefix[*0-9]?suffix

A& Ateflof et A2 & gAE504 0|8 Mel" =& JU&LICh
"routeSpec": {

"priority": 0,
"httpRoute": {

"match": {
"headers": [

{
"name": "x-my-example-header",
"match": {

"regex": "Mprefix(?!suffix)"

}

}
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"routeSpec": {
"priority": 1,
"httpRoute": {

"match": {
"headers": [

{
"name": "x-my-example-header",
"match": {

"regex": "Aprefix"

}

}

]
}

HA L—

Hm A2 UX|o|MHE “prefix” 2 A|EFSHR|BE £ ol “suffix”7F
= SHE Lx|AlF7|E AE

= ©
e s A&Lch.

gl slciE #aLD. 5
o 35

1
“suffix 2 L= SIHE E&5H0q “prefix” 2 A&t st= CHE
Oh7| @&t o Z o|g{8t YAlg HEZ T

»

MEHOEEZIE R

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [

{
"name": "x-my-example-header",
"match": {

"regex": "Aprefix.*?suffix"

}

}

]
}
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}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}
O| M= B2 E BtOHZ TI=SH0] “suffix’ 2 BLEE SIHH O =2 M =28 S04, “prefix’ 2
| %t ot= EP% £ slte M &7t ¥ 2 G2 oM LX[AIZLICEH
RS
FHZEZ= B2 [ O IES T H B2 A2 ardste Yy Lct A2 20 Z &L
Ct.
(groupl)(group2)\1
BHEPHA| \ I A7 2E A2 EFHANM 222 S nHW| 29| Xt2| EAIR} A2 gLict
Of of&lol| M= \10| (groupl)E Bt HH O A 7| {8 CHA| HHo 2 AL ELCY.

(groupl)(group2)(groupl)

EXME 7HeS| MHE = A&l

(= =

ORI 20| HBZE HE CHY TEOE HIRH O3t
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Agent for Envoy

Ol Agent= App Mesh& 2 2 M3 &&= Envoy O|0|X| LHS| Z2 M|A B2|XHRILICE O] AgentE Envoy
7t AL AT E 5t HY HEfE |XIStH 7ts K| AlztE ELICH Envoy 7 & 2 X |0
E{E ZE{2!5t04 App Mesholl A 2| Envoy ZE A| 212 725t Eo{ FLICH O] H ot 2l 2 F
E e sHaE = A&Lct

0| AgentE At23t04 ZE A7} HIMA YU [} Envoy ZEA|E CHA| A
QFIIUMEE HR 0| AgentE EnvoyZt SEE I 2|5 SE & H% Z|SgLct ol HE
EXME 2 W AF2E £ AU&LICH EESF 0] Agent= Envoy @12 =oi|0]'Eg & 71504 Zojof C
OHEE|AO|M SHHEE = = ULS FLch

rr
X0

-
roe mm -

CH2 #H+E AL&35t04 Agent for EnvoyE T 5tMI2.

APPNET_ENVOY_RESTART_COUNT — O| B4=E 00| o}l 2t 2 M5t O| Agent= EZ Al =
EA ZZMA MENZHIHY R ZHFE ] AFX7F AEE 02 Envoy ZSA| Z2MAE C}
Al AlEFStE{ 0 A|=EFLICH O] B ZEA| 4E| A AlT{ Al Z4H|0|L] 2 A AER|O|E{7 EfAFLE

ZC 2 Txste ZECH O 2 RHAIEE = Qo] 713 X AlZHE £ = YUSLICH

« PID_POLL_INTERVAL_MS — O| H442 T Met | 7|2ZI2 10022 S X|ELIC} 0] Zfez MM
5t ZHEH| 0| LAIAED|O|E| A El HALE Sl EfAI L ZEE WA 5t HELCH Z2 Al Envoy
ZZMAE O] W2 A ZX|5tD RA|ZHE 4= Ql&LICt.

« LISTENER_DRAIN_WAIT_TIME_S — O| & 2 HE M= EfAT EE= X E FX|E Q6 dHE
ZiEO|L] LAAEH|O|E{ A|Et AlZtE _T'_E40M1IR. 02 S04 0| 20| LAHAAEMOIE] ATt A|ZHE
C} 3™ Envoy ZE A= QLAAERO|E7I AT L= ZEE ZHME SXIE WK =80 LE

= A& LI

« APPNET_AGENT_ADMIN_MODE — O| E'#E tcp = uds2 AH5HH
HO|AE MIELICH o] #2| QIEH0|A = Envoy ZEA|Q} 45 2&5t7| 9|3t ¢t @ A== Ol
E &g stH e 2l HA 24 o|o|E{o CHEt CHE APIE MB5tD Z] Ao 28 HEHE 2

« GET /status —Envoy 8HE #EI5tT MHH HEE ghetgoct.

POST /drain_listeners — 2 E QIHIRE Z[AL{E E&|o|E&LCt.

T
i

« POST /enablelLogging?level=<desired_level>— 2 E Z7{9| Envoy 22 =& & ¥4
gl
=

« GET /stats/prometheus — Prometheus @42 Z Envoy SHE EAIELICH

« GET /stats/prometheus?usedonly — Envoy7} C|0|E St SH|BF E A& L|CEH
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Agent 71 =01 CHEr REMIEF LIE 2 Envoy 78 #H+ & B ZoHAIR.
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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OO|Z 2 MH[A o E 2|7 0| Mod| CHE 7HAIG 0l &
AEICHE ZAL|C App Meshe CHYSH 22, X|E &

2 F5 SR M I ASE 4 UsLICH

Envoy ZSA| & App Mesh= OHEZFAO|MI ZRAIE O HESH E = JATS CHST 22 R
=7 E M3t
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. X|E
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2Z

7ta 29k 7t Ho|ES0IE M E M Envoy HMA ZOE FHE = l&LICH ol 2O 2&0f
Mz 7te 20| 2Z MMl /e 7H4 HO|EL07t YA EEE M EstHLE HEELICH

Logging
HTTP access logs path - aptional

The path used to send loegging information for the virtual node. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(@) Logs must still be ingested by an agent in your application and sent to a destination. This file path only
instructs Envoy where to send the logs.

2| o|0|X|= Envoy HMA 230 CHEF /dev/stdoutl| 2Z A2 E Ho{ ELILCH.

formatll AL 5 7IX| 758t Al json £ text & stLte IEES XIHELICEH jsondAE 7|
H0{& 7+X{2} JSON 7:E A2 #HEt e & Envoyod HE & LICEH

LS 2= E50|M= AWS CLIOIAM A8 S += /= JSON EFE Eod FLCH.

"logging": {
"accessLog": {
"file": {
"path": "/dev/stdout",
"format" : {

tu
oN
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-logs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tracing.html
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// Exactly one of json or text should be specified
"json": [ // json will be implemented with key pairs
{
"key": "string",
"value": "string"

]
"text": "string" //e.g. "%LOCAL_REPLY_BODY%:%RESPONSE_CODE%:path=

%SREQ( :path)%\n"

}
}
}
}
/A Important
2124 I{E0| Envoyol|l R £ 8HX| & CISIMAI2. R &5HK| &t 2™ Envoy7t KCIOIEE HE S

F| A HA LIS error stateod X{&EHL|CE.

/dev/stdoutOll Envoy 2MA 238 ELIH siE 237} Envoy ZiEIO|L] 219 E&HEILICEH
awslogs® Z2 EZF Docker 211 E20|HHE AF&35l04 CloudWatch Logs®t Z42 23 AEZ|X| &
XME| MH[AZ LHEH = Q&L REAIEH LHE 2 Amazon ECS 7HEE A} OFLHA Q| awslogs 21 E
CHO|H AFE 2 B ZESHML. Envoy MA 230 LHE LD CFHE Envoy ZHEIO|L] 2= FAlstE{™
ENVOY_LOG_LEVELE of f2 M35t ELICH 4 EXE SREQ_WITHOUT_QUERY (X?Y):Z%E %
gstod Hel 24 giol EE 71§ &= A &L M= RegWithoutQuery ZHE{E & ZSHA
. RMIEH LHE 2 Envoy MBEAM Q| HAA ZZIE K EFIM Q.

KubernetesOll A M| A 27 M35

fjo

Kubernetes& App Mesh ZIEE{E A}
| —

? CHS ofA|2F 20| 7Y E Ao 24 74
ZI15t0] HMA RZOE THAH = Q

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
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- portMapping:
port: 9080
protocol: http
serviceDiscovery:
dns:
hostName: hostname
logging:
accesslLog:
file:
path: "/dev/stdout"

EAEHE Ol28t 238 +%&st24™ Fluentd2t 22 21 MEXIIF Qlo{oF FLICH REAMIEH LIS 2
FluentdE DaemonSet2 2 M504 CloudWatch LogsOll 21 MEE EZTFHAI2.

ol
-

L8 Envoys EEQ| CHYE CIHZ 238 stdoutdll ZIS&LICH O|248 22 & Envoy2t App Mesh
ol 4l U MH|A 7+ ECHE 250 CHEt QIAIOIEE = O R&&LICl ENVOY_LOG_LEVEL &4

HEE AL2SI0{ EH 2L E2 R HE = UELICH | & E04, OS2 HIAE = EnvoyZ7t EH HTTP
o

Hot URIAZI EBAEE 20 F= oA CIHI 230 M 7Fx2 2Lt

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

Firelens &! Cloudwatch

Firelens= Amazon ECS 2! AWS Fargated]| CHiEt 228 +&5t= Ol A8 E £ U= B0 23
EFRE{RILICH AWS MZ 2| Z X|E 2|0l M FirelensE AME5t= MIME &2 = QU&Lct

CloudWatchES Al235l04 X|E L 22U HMEE £3&&
MM A CloudWatchod| CHEH AFA|BH LIS
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
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Amazon ECS EfA 3 &= Kubernetes ZEZ £0{2&= EHZ ol CHEE =41 E|AL{QE MH[A ZHE|
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- 2ot ¢E—of7|ol= & =3t 7|9 TLS B A7t Z & E[X| olof =¢EHE[X|= & LT EEH0|HE
L M Q&AM 9| £A 2 AWS Certificate Managerg M &35t B39 App Meshe HEE! & Z 2|0

NCIBME 2o & Z BlaAz= M ZE A0 MSELICH

App Mesh= LEE Envoy 2|44 O|F X|E AMHE AHESIE2E HA|Q CHA| AZHAIZ|= Ol A E £

2lald & ZFeAE 2| 0|& X #MAHIE olatist= A2 App Mesh2| Envoy X|E & Olslist= Ol SR

 1lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

Kubernetes CNI £ Q! &&= IP H|O|& #&IE AFR 3 Amazon ECS EfA 3 &= Kubernetes
Eo| ECfE 0| ZE 15000 %! 150012 HEEILICH App Meshe= =41 & 3*'(”“") Egigg =235

L5 0| F 2|ALHE EnvoyE FEELICE 7ty =0 2[AL{7F FEE|0] UX| et =4 2|ALHT}
HOo|x| et ZALct.

Zei4H 0|F
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My

HAEE OFS 842 ASELICH
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CH5

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

= A ZEIAE7H laLICh %M A0l App Meshi Envoy %
awaa Mstol ZRAT £ 0 ERNTS ST MHIAR Y 4

mm =

o€ £0{ L E 808001 A http EEfEE +4I5t= my-virtual-nodete 7t = E7F 10 sHE 7t
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App Mesh= CtE1 22 R E+ FHAEHE F7¢
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2 MME 25 et Of2fE CHE S22
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 CHE AWS AMH|A0f & E"ﬁPE i MEXlE 2E1AH. 0| REE ASstH 7IEM2 2 MHAIZL IR E

O| AWS MH|A0 ZEHE = JU&LICHZIEZE: cds_egress_<mesh name>_amazonaws).
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« 024 2|AL{9| BS: cds_ingress_<mesh name>_<virtual gateway
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Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

|Sewice

H Al M A E|= Envoy Z= A| ZAE|O|LA0f| #F B4 ENABLE_ENVOY_STATS_TAGS=1& F7}et=
70| E&LIcE J2{H ZEAM LHEWHE 2E X|Eol ChEat 22 X[E §H7(&E0| FIHELICH

* appmesh.mesh

* appmesh.virtual_node

* appmesh.virtual_gateway
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* lds_egress_0.0.0.0_15001
- FHQ VY L E WAEE LIEHHE S4 Fe{AH 27H:
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
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* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—3! AIO|EQ} ME MF HEO|AH B2 HTTP 2xx &
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QFE QIet ZWLICt o & E01 EnvoydllAM &2 == Sie THUM TLS QIS ME L5 App Mesh
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« BlAL YHIO|ET HEE B SHl= listener_manager.lds.update_rejected?} &L
Ct.

« ZAE HOo|E7I HEE AL EHE cluster_manager.cds.update_rejected?t ElL
Ct.
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https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics
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* appmesh.listener_protocol

XE LHELYZ| 165


https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://prometheus.io/docs/introduction/overview/
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« appmesh.listener_port

ot2= Prometheus?| 7|& EH M SHE H|met ZdL|Ct.

- et BlA HEAEES2 7IE SAH

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

* "ingress.<protocol>.<port>" + Appmesh Envoy Image v1.22.2.1-prod 0|4 0| Q= A S|

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

* "ingress.<protocol>.<port>" + AF& X} X[ Envoy Imagebuild7t 4= A S7H|

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

048] 2lAL{2e| B cds_ingress_<mesh name>_<virtual gateway

rr

name>_self_redirect_<ingress_listener_port>_<protocol>_<port> S5 ZH{AH
2lal{EZ CHELICH

o AP ElAL HEAEE2 7IE SA

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_gateway="tellergateway-vg", Mesh="multiple-listeners-
mesh",VirtualGateway="tellergateway-vg",envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

« "ingress.<protocol>.<port>"7} U= M SH|

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"} O
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envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"3} 0

Prometheus A %]
1. Helmol EKS E|ZX|EEIE FI}&tLICH
helm repo add eks https://aws.github.io/eks-charts

2. App Mesh Prometheus A %]

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus 04| Al

C}=S 2 Prometheus® PersistentVolumeClaim @7 AEZ|X|E MASE of| M L|Ct.

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus

Prometheus AIS 2] Al E 7|

« EKSE A28t App Mesh — ZH&HA: Prometheus

Prometheus 2! Amazon EKSE Z & 5l= PrometheusO CHal AHAl|S| YotEE{H CI22 2 X5HML.

« Prometheus XM

« EKS - Prometheus?| A|0{ &3od x| &
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
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App Mesh X| & &2 HAIGM A~ E|= Envoy ZFAIE JHMELICEH O|248F T E Solf ZF A=
A-EXETL Holgt BlaA g QM steE FIF X|RE WEHL & QJ&LICH Ol A2 FIt X[E ME= App
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App Mesh X|E &2 &M355t2{H B3 ¥4 APPMESH_METRIC_EXTENSION_VERSIONS 12 A
X-I%I-L_||:|._
od

APPMESH_METRIC_EXTENSION_VERSION=1

Envoy 74 B0l CHEE REMIEH LI 2 Envoy 743 B MM HESHMIR.
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ActiveConnectionCount

« envoy.appmesh.ActiveConnectionCount — &4 TCP Q19| ==.
« &X7|& — Mesh, VirtualNode, VirtualGateway

* NewConnectionCount

« envoy.appmesh.NewConnectionCount — & TCP ®1Z& =.

« £ 7|#& — Mesh, VirtualNode, VirtualGateway

* ProcessedBytes

- envoy.appmesh.ProcessedBytes — CtHR2AEZ ZE0|UENM ME & =415t & TCP bt
O|E .

« ™ 7|& — Mesh, VirtualNode, VirtualGateway

RequestCount

« envoy.appmesh.RequestCount - MZ[E HTTP & =.

« £ 7|& — Mesh, VirtualNode, VirtualGateway

* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount - AZ|El gPRC & =.

« £X7|& — Mesh, VirtualNode, VirtualGateway
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+ TargetProcessedBytes

o

« envoy.appmesh.TargetProcessedBytes — Envoy2| CHA YA EZI0|MH ME L +AE
TCP HIO|E =QJL|C}.

- 7t LE X 7|E — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
« 714 HO|EHO| EH7|E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
 HTTPCode_Target_2XX_Count

* envoy.appmesh.HTTPCode_Target_2XX_Count — Envoy2| CH& AA E Z2loj CHEF HTTP 2
HB0M2xx HTTP SHE &2 28 #eluch

-~ .
- EHTI|E:

« e = &I

[

— Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
« 7t HO|EQ0] H7|&E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — Envoy2| CH& AA E Z2loj CHEF HTTP 2
HBOHM3IXXHTTP SEE g2 2 £Lch

. EX{7|E

- 7t L E £™7|E — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode

« 7t Ho|EQ 0] X 7|E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_4XX_Count

 envoy.appmesh.HTTPCode_Target_4XX_Count — Envoy2| CH&t A EZIo] CHE HTTP 2
HBM4xx HTTP SES &2 H £+lL|ch

- FEHIIE:
- 74 - E £H7|FE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- 7t4 HO|EQ|O] EH7|& — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
 HTTPCode_Target_5XX_Count

« envoy.appmesh.HTTPCode_Target_5XX_Count — Envoy2| CHaf YA E R0 CHEF HTTP 2
HBHM5xx HTTP SEHS &2 3 s=luct.

- 7t4 E X 7|E& — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode

- 7t HOIESIOl 5H7|E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
R|E LHELHZ| 170
* RequestCountPerTarget




AWS App Mesh

A8 7ho|
- envoy.appmesh.RequestCountPerTarget — Envoyl| CHA YAERIOZ MEE QX ¢

- 7t - E £H7|FE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
- 7t HOIESOl 5H7|E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode
* TargetResponseTime

- envoy.appmesh.TargetResponseTime — Envoy2| CHA LA E R0l 2HE B AIHEE
A SEE WS WK ALFE Azt

A = £37|FE — Mesh, VirtualNode, TargetVirtualService, TargetVirtualNode
4 H0|E9)o| EH7|E — Mesh, VirtualGateway, TargetVirtualService, TargetVirtualNode

App Mesh& Datadog

Datadog2 22t E ofEE[A0|Me| A=EFAE FLIEHT, K& L 2L E et ZLIEHZ & 2ot of
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Datadog A%

« EKS - EKSZ Datadog2 A%35t24™ Datadog AEAMO| CtS EHAE [MEM L.

- ECS EC2 - ECS EC2Z Datadog2 A%5l24™ Datadog B Q| CtE HAHE [MEAML.
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
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AWS X-RayZ App Mesh 2 L|E{&!

AWS X-Ray= OHEZE[AH|0|M0| XMElete LEWM =& E HIO|EE B, ZE35 1, QA0 EE &
= AU EFE M5t HHIA°'I—IE+ 0IE4 O_IMOIE: He il’%*?ak%* £ e BA 71318
| o =50l Euch &0

2 S &0 et RtME HEE 2 MaI—IEP

Q'I_l
r|r >

X-RayE= App Mesh@t £ 8 Z|0{ Envoy O+O|3 2 MH|AE & E[&LICH Envoy2l £ o|o|E{= Z4E 0]
Lol A& E|= X-Ray CHE(daemon)2 2 Eéﬂl—lﬂ.

s 210{0f &&= SDK 2FLHAE AL&3tod ol Z2(7i|0|M 2 =01 X-RayE F8I&rLICH

& 43t

App Mesh& &3l X-Ra
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« MH|A RFo] et ChE S &L

« ECS - Envoy ZE A| Z4E{|0|Lq %4 2|oflA ENABLE_ENVOY_XRAY_TRACING &4 H4-E 102 M
%45t XRAY_DAEMON_PORT &3 H~E 200022 A g LICY.

« EKS - App Mesh ZAEE2{ F40{|AM --set tracing.enabled=true %! --set
tracing.provider=x-rayE Z&EL|C}

« X-Ray ZIEH|O|L40|M ZE 20002 St AFEXl 1337 Hete 2 ASHEhLIC

X-Ray of|A

Amazon ECS& Envoy Z1E|0|L{ H9|

"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.15.1.0-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

llvaluell: lllll
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https://docs.aws.amazon.com/xray/index.html
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1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

Amazon EKS& App Mesh Z1EEq YI0|E

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set tracing.enabled=true \

--set tracing.provider=x-ray
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https://github.com/aws/aws-app-mesh-examples/tree/main/examples/apps/colorapp#monitor-with-aws-x-ray
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-xray.md
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/x-ray/
https://docs.aws.amazon.com/xray/index.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshoot-observability.html
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1. Helmoil EKS 2|ZX|E2|E F7}&ct.

helm repo add eks https://aws.github.io/eks-charts

2. App Mesh Jaeger M %]

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger Of| A

CHH2 2 Jaeger® PersistentVolumeClaim P AEZ|X|E M= o~ QL|CH

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411
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https://www.jaegertracing.io/docs/1.21/client-libraries/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-jaeger.md
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https://www.jaegertracing.io/
https://docs.datadoghq.com/tracing/setup_overview/
https://docs.datadoghq.com/tracing/setup_overview/
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* AWS CloudFormation
* AWS Cloud Development Kit (AWS CDK)
« Kubernetes& App Mesh ZAE &2

e Terraform

H M| Al 2! AWS CloudFormation
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App Mesh@ AWS CloudFormation &7 AHS

CloudFormation AEHME X5 AAIL.
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& HIA| 2 AWS CDK

AWS CDK ZEE Al835t04 EE2IRE Q=ZEIE Holst 0| Z 2 H|X{'d35t= AWS CloudFormation
Ol AFSHE 70 Z 2|3 LICH. AWS CDK Python, Java TypeScript JavaScript, C#/.Net & 0424
ZZ2 Y Q10{E x| stL|c}.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/cdk/api/latest/docs/aws-appmesh-readme.html
https://aws.github.io/aws-app-mesh-controller-for-k8s/
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https://www.terraform.io/
https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/appmesh_mesh

AWS App Mesh ALEXl 710|=

TR HAl 5

AWS Resource Access Manager AH|AE AF&3104 0921 AWS H 0| A App Mesh HIAIE SRE =
AGLICH S HAIE ALSstH M2 CHE AWS AFIM BHE 2lAATH SLE HIAMIM HE SA
g = UsLch

AE2 Al 2las AR HAl AHZHEE & O o+ A&ELICH AH[RHE RHale] A™T S/
IE HAM E|AAE HEE = J&LICH ARKE AHO| ARE ZE HAIMAM E[ALE S8
T AGLICH HAl ARAHE CFS R HIA| AH[AIR HAIE SRE = UA&LICH

H o= 9|89 EXM AWS A/ AWS Organizations
xEE

HIA| 37 2o GitHub CHEF XEAMIEH LIE 2 #H& ZF HIA| CFLHE & X SHMIL. end-to-end

H Al &7 HEt F0q

HAHY Ztol HAIE SRst= 82 HAIE S7ts IAM 22 F4of 228 Hetat HIA| Xbxof 228t
Blas & HEo| Q&L

oI

HAl B8 Mt 20

-1

IAM 20t =X|7} HIAIE S/5t24H 2|4 HEt METH L FLICH 1AM E ot
AWSAppMeshFullAccess F#|7t 37 HAIE S/5tI AHE5t= Ol ERE HetE A5 stcH
AWSResourceAccessManagerFullAccess 28 IAM M E A& st= 40| E&LCH

MEX XY IAM HAZ A&t 82, & ZX[7F 2 LICt appmesh:PutMeshPolicy
appmesh'GetMeshPolicy appmesh: DeleteMeshPolicy ol Mt ME IAM ZIL|CH IAM
Hot Fxof o24Et #HEto| ROE|X| i 2 B MHIAE AHE5t0 HAIE SR/5tE{D 6tH @77t &
AerLich AWS RAM

AWS Resource Access Manager MH|A T AME AFE6tE g Alol| CHE REAISH LI 2 AFE MEAM 2|

IAM AWS RAM AtE HE2 E XSt A|2.AWS Resource Access Manager

M| Aloi| HeF 504

HAl S5 HEH £0oq 178


https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-cross-account
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html
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« appmesh:CreateVirtualNode

« appmesh:CreateVirtualRouter

« appmesh:CreateRoute

« appmesh:CreateVirtualService

« appmesh:UpdateVirtualNode

« appmesh:UpdateVirtualRouter

« appmesh:UpdateRoute

» appmesh:UpdateVirtualService

* appmesh:ListVirtualNodes

* appmesh:ListVirtualRouters
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AWS App Mesh

appmesh:ListRoutes

appmesh:ListVirtualServices
appmesh:DescribeMesh
appmesh:DescribeVirtualNode
appmesh:DescribeVirtualRouter
appmesh:DescribeRoute
appmesh:DescribeVirtualService
appmesh:DeleteVirtualNode
appmesh:DeleteVirtualRouter
appmesh:DeleteRoute
appmesh:DeleteVirtualService
appmesh:TagResource

appmesh:UntagResource
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
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https://docs.aws.amazon.com/ram/latest/userguide/
https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html
https://console.aws.amazon.com/appmesh/
https://docs.aws.amazon.com/cli/latest/reference/appmesh/list-meshes.html
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#what-is-limits
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppMesh.html
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
https://docs.aws.amazon.com/outposts/latest/userguide/
https://docs.aws.amazon.com/outposts/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-on-outposts.html
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https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/example_task_definitions.html#example_task_definition-containerdependency
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/example_task_definitions.html#example_task_definition-containerdependency
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/132

AWS App Mesh

* IPv4_only — MH|A T EE{Z0t x|
CHEF DNS = 3|8t

5t 2E E

T
Jo
I
r
n
—
n,
<
~
m
S5
<
(@]

<
rr
H
m,
<
~
M
b
A

DNS SH& - |5

=

190


https://docs.aws.amazon.com/app-mesh/latest/userguide/meshes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html

AWS App Mesh

2ot ZHofl ZIE 7IE IAM B0 Of2{8t HEtS F7bstHLE M O FH W HMS pHED
Mg 2ot FHof T 4 UBLICH RFMEH LIS S IAMER THZ, 1AV % 4449 2 JAMID Ht
5712 BESHAAL

@® Note
A" AWS Private CA [77FXR| ZF 240 CHEH € @ 22 XIS &LICH =5 of g 2336t
O

£ zztoldl QIE Mot LHELHE Z2lold! QIS Mof CHet HI = X|E6tT ElLICH REAIEt
LI AWS Certificate Manager 2 22 & ZsHH 2.

= 1AM

rr

ok
ofi

Fstshe B9 A

s

[e]l]
rr

HIAl IEZQIE 7} LIEFLHE Envoy Proxy0ll CHSH ZEA| 915 S

gol Cts 1AM HEt2 & sHok gLt

o 7t EO| ElALHM RHE BRE QB MO AR YEol acm:ExportCertificate HEH0O[ QU
0{0F &L|Ct.

« TLSZZI0|HE HAMof CAs +HE 2 E Qo A< d&hol HEto| QlofoF g LICH acm-

pca:GetCertificateAuthorityCertificate

Tl AlAH

H B
° ne
>
>
0t
fjo
Pl
0 olo

| XI-O-I% _/l\_%H

5t04 Envoydll QI MHE HIEE = U&LICH Q1B A AMelat shE Zetols! 7|&E
HE = UELICH O|=H 3t Envoy AtO|

i
2 ZEUM MEE = UEFT M504 0
EFt ZEA|0M Ol2{Et BlAaA0 HAAE & &Lt
Envoy2| H|Z ZHA MH|A () SDS
EnvoyE HIU HAM Z2EZ2 S5 EXM A= ZQIE|M TLS QM Z2 HIZS 7HK{SL]ch.
Ol Z2 EE0i Cit REMIE LIS Envoy MBME X 35HAAIL. SDS

g [} Secret Discovery Service

App MeshE Envoy ZE A|7} Q1F 2
L2FE AESEE FHELICEH

My
(SDS) Y= X QIE SpS dgts & m =
74

gl EAZZH Ql Az
APPMESH_SDS_SOCKET_PATH &3 H4+E AI835t04 O| AEXQIEN| CHEF B2 E 7+ MHE =
&L|CtH
/A Important

Unix THIQI AZN2 AlEst= 24 EoF &t s AM MH|A = App Mesh Envoy 5 A| B
1.15.1.0 O| &0l A X|4E LICE

App MeshE g& AI83t= V2SDS ZZEEE X[ ELICIRPC.

TLSQIE 2I&E M 194


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://aws.amazon.com/certificate-manager/pricing/
https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
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https://github.com/spiffe/spire
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#virtual-node-tls-prerequisites
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listener.0.0.0.0_15000.ssl1.handshake: 3
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listener.0.0.0.0_15000.ssl.connection_error: 0@
listener.0.0.0.0_15000.ssl.fail_verify_cert_hash: @
listener.0.0.0.0_15000.ssl.fail_verify_error: 0
listener.0.0.0.0_15000.ssl.fail_verify_no_cert: 0
listener.0.0.0.0_15000.ssl.ssl.fail_verify_san: 0
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html#mtls-walkthrough
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https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#verify-encryption
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-mutual-tls-file-provided
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-sds-based
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-k8s-mtls-file-based
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Action": [
"appmesh:ListMeshes",
"appmesh:ListVirtualNodes"
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"Action": "appmesh:Describe*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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"Resource": "arn:aws:appmesh:Region-code:111122223333:mesh/*"

"Resource": "*"
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"Resource": [
"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualRouter/serviceB/route/
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"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualNode/serviceB"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS App Mesh ALEXl 710|=

S o Ate

T UESX| 047

ID 7|2+ 20| 2t Aol M ALERE7E App Mesh E[AAE MM, HMA E= ATKE
AWS A . ID 7|8 HAZ otE L}

b7
7t 2 ELICt ol2dEr =& IE Qlafl HISo| &l &~ A&LCt
=]
=

BAE M= s X Y AMEE MEHAL.

b

- AESH EMR. AWS ZEIE YA U F|A HE HEHo R0l 0|8 — AHSKIe I 2 of HEE Fod
£ AlEfottiH CHE 2 AL8SHYAIR. AWS 042 YU AFS Abai|of EH°F Hetg Rofsts #HEl8 E
M. OIS AOIE0M AL8E = RI&LICH AWS A/E. & Holstod MEtE O £0lE X0l E&LITH
AWS AL Atzilol St D74 22| YH. RAE W82 EHHE HEStH2 AWS S HH
= AWSIAMAIZ R} 7t0|= 0| ZHed 7|50i CHEF 223 &Y,

. XA HEXE _|AM MHEoz HES

A8 — IAM HAO Mysts 2 Q& HEHE SHodstalAlR. Of
L S 2|4 MEOR UBE S ET0IM S 2420 Chsh £ Y + Us sreiS Hol
LICH, & AFS5hod HEHS IAM S she ol CHEH REAMISH LSS AFS ATl B8 3l Hete

ZSMAIL. 1AM IAM

9 34200 CHEF HMAE e % 9
AEHE W 2uE 5 o
A

=7 AH835t0o4 MH|A A
CloudFormation. AtA[8H LI 2 IAMAFS AE Mo

 IAMAccess AnalyzergE At&35t0{ IAM M E ZHE5t04 st 7|S&Ql HetE EEELIC IAM
Access Analyzer= M E&1} 7|1ZE M E HE 501 HRO[ IAM 2 2104 (JSON) &
HlE &E45HEX| #QIELICH IAMAccess Analyzere QST 7|5XQl Mg M= O =20
T|= 1007 O|&fo| & ZAte AR 7t HE AtE 2 MSELCt RHAEH L2
IAMAccess Analyzer 2 25 S & ZSHAAIL. IAM

. EP':*74| 15 E2 (MFA) - AtEX EEE= R E IAM AFSX7LER 3._F AlLtE[27t /e 32 AWS Al

Pl
o
nx
(m]
AT
X
10

E A S
tE Z3Hste{™ MFA AHMAIR APIZY & & MFA AI7I T5ted HAo| MFA 242 71
5|'én |2. Rt LIE 2 IAMALE B M| MFA -£.5 & API °HH|A TEE HESHAAIR

of 2t AtZ[ofl IAM CHEF REA[EF LIE 2 IAMALE B E0oF ¥ AR E & ESHAAI. IAM

App Mesh 2& ALE

MM A5HEAT AWS App Mesh 2&01= %4 Heh &gHo| {ook gfLICH o|2{et HetE SaHl LH App
Mesh E|A20| M5 HEE LtPstn = 4 lo{ok gfLICH AWS 7#E. Ee 8 2|4 HEtECH o AgF
HMelD 7|8 e BHEH ol T YA E AMEstE AEIE| (AMAER E= HE) of Chsll 2£0] 2|

SE2

0l

&H 7[et HA o x| 213


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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| g 22 &= Ues HEto| ZEEILICH AWS CLI == AWS API.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
1,
"Resource": "*"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshReadOnly.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",

"Resource": [
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]
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role
https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance
https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_Operations.html

AWS App Mesh

App Mesh O|HIE of x|

OHEE= ZE AAQ|HU S LIEILIH RLEE API 21, 2] I & AlzH 23 mtetolE Sofl
CHet MEE ZEELICH CloudTrail 21 T2 71 API 3 £2| HHEE 4B EG0|AT} ofLEZ
O|HIEZ} &EH =M=z EAIZ[X| ef&LICH

CtZ oAM= StreamAggregatedResources A& E0{F &= CloudTrail 21 &5 E0{i&LICH.
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acate@67bfe24118",

"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acaste@67bfe24118",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"invokedBy": "appmesh.amazonaws.com"
I
"eventTime": "2021-06-09T23:09:467",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",

"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""
I
"eventCategory": '"Management"
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://aws.amazon.com/compliance/fips/
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https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/programs/
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https://aws.amazon.com/compliance/resources/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html#what-is-privatelink
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-availability-zones
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

AWS App Mesh ALEXl 710|=

App Mesh ZAEE ¥ QIAEA
Meshe HI'E& QI HEE QA

% O X|E AMSELct
AWS App Mesh?2| A3l 57

App Mesh MH|AE 174 Of|0|E{Q| #ide a|&tL|ct. Wedg phalsty| Qs $8s 2rde giaL
Ch. 44 e dlo|EHE & S StE LT

of 7t al F|eFd 244 AWS App Mesh

App Mesh= O+O|Z 2 MH|A QL B7H HHZ 5= BE[-™FE voy I = Al Docker Z1E{0|L1 O|O|X|& M3
gL App MeshE ZiEO|L] O|OIX|7} & Al ek A M5 Tx|2 M X|E|=S &LICH App MeshE
O|0|X|E MB35t7| Toil App Mesh 7|s MEE 7|E2=2 AHE—-— Envoy ZEA| 22|AS HAESH
Ct.

dolo|EE ZiEf|olLd o|0|X| HHEE At&stedH nto|a2 2 MH[AE Oi|o|EsHofF & LICt CHE2 ol0|
Xl =& HH LI

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

AWS App Mesh2| x5l =7 236



AWS App Mesh ALEXl 710|=

App Mesh 2| sHZ

O HOME App Mesh AFS Al 488 4= 9l =il 2 U 2/ 517 2 Araflofl CHa MR
Ch ChE B & StLIE MEHSI0] sHE Pol B Ataet LRl EXE HAESHAM L.

A

 App Mesh 2&| {17 = Atz

« App Mesh x| EX| s Z&

« App Mesh 14 X i &

« App Mesh 27|22 EX &

« App Mesh Kubernetes £A| 542

App Mesh x| i3 2 Azl

App Mesh ALE Al Y dist= ZXME sl AstedH o] T 2 Atel|E =& X0l E&LICH

Envoy ZS5A| 22| QIE{m[0|A &3}

Envoy ZEAl0l= 7 2 SHE AMstT 148 =E0ol'd S2| 7|El #2| 7|52 s=¥8st= o AT

= U= 2| QA o|A 7 &M MBELICH RHME LI 2 Envoy B M| #E| QIE{H0|AE & E

M.

22" Envoy O|EI|7§|% AMESteE B 7|EXMO R X E 99010 2| I EXZQIE T} EASHE

LICt. App Mesh x| =X sHZ0| MBS E oAM= oilxl 22| B=EZQIE URLE http://my-

app.default.svc.cluster.local:9901/2 E A|EfL|CH

@ Note

| AEXZQIEE HEE] QIE{Ho Mo =& |x| etotof B LICH 8t
ENVOY_ADMIN_ACCESS_LOG_FILE &4 #H=0f 9|5 7|2 ™M2 2 /tmp/
envoy_admin_access.log2 MHE|E= &2 ERZQIE 208 ZLIERSE X0l E&L

Ct.

2 Atz 237
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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"ecr:BatchChecklLayerAvailability",

"ecr:GetDownloadUrlForLayer",

"ecr:BatchGetImage"
1,
"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",
"Effect": "Allow"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
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},
{
"Action": "ecr:GetAuthorizationToken",
"Resource": "*",
"Effect": "Allow"
}
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# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com
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curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources
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https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
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https://github.com/envoyproxy/envoy/issues/24136
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here

AWS App Mesh ALEXl 710|=

= Kubernetes . E 0 A AFE EQlo|
22|51 LIVE 0]|2|2| AEN7} EA|

Envoy Z 5 A|7} Amazon ECS EfA 3, Amazon EC2 QIAEIA B

ATiELICH o|§ E04, TS BYE2E Envoy 22| QIE{H0|AE
; y

Ect.

curl -s http://my-app.default.svc.cluster.local:9901/sexvexr_info | jq '.state’

H7=| HiHA
= o H

ol

CHE'S Envoy ZEA7h dhetats Aefof HE £ Bl 2SS LI

« PRE_INITIALIZING EE= INITIALIZING - Envoy ZE A7} o & M E 2FX| QL4 7HLE App
Mesh Envoy Management Service®l| 21735104 7142 ZHAHE 4= i&LICt
= Envoy Management Service0Oll M L7 E =4I = A &LICH REA[EH LY

E Z L}E}HH App Mesh Envoy Management Service0ll M @1Z20| ZZ o] @

« DRAINING - Envoy ZE A|= Envoy #2| QIE{H| 0|A 9| /healthcheck/fail E& /

drain_listeners 0| gt SEH2o =z HZAE =of|oldst 7| AlE&LICH Amazon ECS EfA
3, Amazon EC2 RQIAEIA L= Kubernetes ZEE E25t2{= E<L 7} otL|H # 2| QIE{m o] A0
Molgst B2 E 5=5K| o= Zd0| E&LC

M7t o{™5| SHEEIX| et EXME M 7|sHHLE AWS Supportod| GitHub & 2|5HAI 2.

S

2. WM HA| A EZQIEZO| AEH EOl0| AlUfE

= AF

o O

ZAE|O|L] &fEf &0l = EH| 4Ef Z2EEHWM HA| AEZQIETJ HY o2 ZHFE|X|0F 2E dHd M
Ol HIA| AI=EZQIEZ Of &fEf 2 Qlo| AuigrL[Ct

- HAIQIEZQIEQI 1AE E0F T E0| HE| &elZ 2?5 718t ZEQ| QIHIRE ERfEE ==t
=X| EelghLct

« =8O 2 QYEE F2(0: VPC LH Bastion Host0|A) &rEH| 2Hel0| LatE|H HB5t=X| = QlsHM 2.

- 7t LEO| ME EIE FHt= B oHE 2|7 0| Mol HE) EQl A=EXQIEE F3St= WOl &
& LICHOA: HTTPL| A< /ping). OIZ | 3t Envoy Z S A2} OHEZ|AHIO|MH 25 2 E R A0 M
ctEE = &Lt

2= WHAMOIA DAl = ZOIE 2 o] HEf Zolo| ATf o



https://aws.amazon.com/premiumsupport/
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
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https://github.com/aws/aws-app-mesh-roadmap/issues/62
https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/listener_filters/tls_inspector#config-listener-filters-tls-inspector
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curl http://my-app.default.svc.cluster.local:9901/certs

= x| &E

curl -s http://my-app.default.svc.cluster.local:9901/stats
"listener.0.0.0.0_15000" | grep downstream_cx_total

listener.0.0.0.0_15000.downstream_cx_total: 11

cuxl -s http://my-app.default.svc.cluster.local:9901/stats
"listener.0.0.0.0_15000" | grep ssl.connection_error

listener.0.0.0.0_15000.ssl.connection_error: 1

curl -s http://my-app.default.svc.cluster.local:9901/stats
"listener.0.0.0.0_15000" | grep ssl.handshake
listener.0.0.0.0_15000.ssl.handshake: 9

cuxl -s http://my-app.default.svc.cluster.local:9901/stats
"listener.0.0.0.0_15000" | grep ssl.session_reused
listener.0.0.0.0_15000.ssl.session_reused: 1
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# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
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curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.connection_errox
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.handshake

cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9

curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1
# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions

Re-used (1)
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kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)
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kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"
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. A LT Xo|= AMK|EFT| Fof = T2 o= Abx|afiof BHLCH JHAF L E9 GEl zEE

= -
AEéts Ol 20| 2238HH App Mesh 2|4A00 CHEF ZETF A9l SO @[X|E 2l = gig A
Mg BxFAL
- BM7IXI&EZHCHS ¥ S Mt HEED 20 22X EXME oottt ol ==20| 2
T UE LRI JeX| HASMR
kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)
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kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)
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kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'
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kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'
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Amazon EKS& App Mesh Z1IEEE{E AtE5t0{ Amazon EKS E2{AE 0 M App Mesh&E
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AWS_WEB_IDENTITY_TOKEN_FILE SEi= AWS_ROLE_ARN &t Z =7} HO|El A2 webhooks ZE
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reservedKeys := map[string]string{
"AWS_ROLE_ARN": -
"AWS_WEB_IDENTITY_TOKEN_FILE": "",

for env := range container.Env {

if _, ok := reservedKeys[env.Name]; ok {
reservedKeysDefined = true
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Frontend endpoint appmesh.us-west-2. appmesh-preview.us-west-2.a
amazonaws.com mazonaws.com
Envoy management service appmesh-envoy-mana appmesh-preview-envoy-
endpoint gement.us-west-2.a management.us-west-2.am
mazonaws.com azonaws.com
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CLI AWS App Mesh list-meshes AWS App Mesh-preview list-
meshes (only available after
adding the Preview Channel
service model)

Signing name appmesh appmesh-preview

Service principal appmesh.amazonaws.com appmesh-preview.am
azonaws.com

@ Note
App Mesh Z2EM MH|A EO| oAM= us-west-2 2|70 LIQE|0] QK| T2 HAM A
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aws configure add-model \

--service-name appmesh-preview \

--service-model https://raw.githubusercontent.com/aws/aws-app-mesh-roadmap/
main/appmesh-preview/service-model.json

2. 7|50f CHEt AWS App Mesh AHE AT Aof XM BE JSON ol L X|Eg 7|E22 7|50| ZF
=l JSON IS M-dghct.

3. MHFAWS CLI B I HH 3 @t US AME38tod 7|5 FEELICH
route.json MAUS ArEsto] ZE|F M 7|50| 2 E FE2E &L
aws appmesh-preview create-route --cli-input-json file://route.json
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