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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"

}

"Action": "sts:AssumeRole"
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JSON
{
"allow_mobile_payments": {
"enabled": false
1,
"default_payments_per_region": {
"enabled": true
}
}
YAML

allow_mobile_payments:
enabled: false

default_payments_per_region:
enabled: true
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https://aws.amazon.com/systems-manager/features/appconfig/
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JSON
{

"throttle-limits": {
"enabled": "true",
"throttles": [

{
"simultaneous_connections": 12
I
{
"tps_maximum": 5000
}
1,
"limit-background-tasks": [
true
]
}
}
YAML

throttle-limits:
enabled: 'true'
throttles:
- simultaneous_connections: 12
- tps_maximum: 5000
limit-background-tasks:
- true
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"cohorts": [

{
"internal_employees": true
.
{
"beta_group": false
},
{
"recent_new_customers": false
.
{
"user_name": "Jane_Doe"
},
{
"user_name": "John_Doe"
}
]
}
}
YAML
allow-list:
enabled: 'true'
cohorts:

- internal_employees: true

- beta_group: false

- recent_new_customers: false
- user_name: Jane_Doe

- user_name: Ashok_Kumar
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:AWS ##:account_ID:secret:secret_name-alb2c3"
]
}

M AAT} Parameter Store It2H0|E{ ¢

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetParameter"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:parameter/parameter_name"
]
}
]
}

Td AATFSSM EMY

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"ssm:GetDocument"

1,

"Resource": [
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"arn:aws:ssm:AWS ##:account_ID:document/document_name"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "appconfig.amazonaws.com"

+

"Action": "sts:AssumeRole"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppConfig.html
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https://console.aws.amazon.com/systems-manager/appconfig/
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Linux

aws appconfig create-application \
--name A_name_for_the_application \
--description A_description_of_the_application \
--tags User_defined_key_value_pair_metadata_for_the_application

Windows

aws appconfig create-application ~
--name A_name_for_the_application A
--description A _description_of_the_application ~
--tags User_defined_key_value_pair metadata_for_the_application

PowerShell

New-APPCApplication
-Name Name_for_the_application °
-Description Description_of_the_application °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_for_the_application

Linux
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
Windows
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
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PowerShell
ContentLength : Runtime of the command
Description : Description of the application
HttpStatusCode : HTTP Status of the runtime
Id : Application ID
Name : Application name

ResponseMetadata : Runtime Metadata
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https://console.aws.amazon.com/systems-manager/appconfig/
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Linux

aws appconfig create-environment \
--application-id The_application_ID \

--name A_name_for_the_environment \
--description A_description_of_the_environment \

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
"\

role_for_AWS AppConfig_to_monitor_AlarmArn
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--tags User_defined_key_value_pair_metadata_of_the_environment

Windows

aws appconfig create-environment #

--application-id The_application_ID "

--name A_name_for_the_environment »

--description A _description_of_the_environment *

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" *

--tags User_defined_key_value_pair_metadata_of_the_environment

PowerShell

New-APPCEnvironment

-Name Name_for_the_environment °

-Applicationld The_application_ID

-Description Description_of_the_environment °

-Monitors
@{"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn"} °

-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_environment

Linux
{
"ApplicationId": "The application ID",
"Id": "The_environment ID",
"Name": "Name of the environment",
"State": "The state of the environment",
"Description": "Description of the environment",

"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"

AWS AppConfig &4 BHE7| (BHEE) 23
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}
Windows
{
"ApplicationId": "The application ID",
"Id": "The environment ID",
"Name": "Name of the environment",
"State": "The state of the environment"
"Description": "Description of the environment",
"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"
}
]
}
PowerShell
ApplicationId : The application ID
ContentLength : Runtime of the command
Description : Description of the environment
HttpStatusCode : HTTP Status of the runtime
Id : The environment ID
Monitors : {ARN of the Amazon CloudWatch alarm, ARN of the IAM role for
AppConfig to monitor AlarmArn}
Name : Name of the environment
Response Metadata : Runtime Metadata
State : State of the environment

AWS AppConfigtlM 4 Z=2 L MM 2 0[S gLt

AWS AppConfigoi| A Tt T2 E 244

]Iﬂ

T8 Z2HolE FUECE XY E QIXI0IAM FE CIOIEE & = U= URIZ 718 R8Ol &
LICt. AWS AppConfig AWS AppConfig 715 Z2i12t Atf Al Mojgte F 71X R M =
ZEIE x|HEtLICE 75 Zeila +42 AWS AppConfig ZAEIE 74 K& A0 Cl|o|E{E &S
URIE ZHEHELICH hosted A &4 2442 AWS AppConfig ZAEIE 74 X{E A, CHY S Systems

N

AWS AppConfigoiiA 74 T2 Z 44 24



AWS AppConfig ALEXl 710|=

Manager 7|S &
Mgt HE = ol M

> [r
o
ot ]]|0
]
ofm
o
H
rir
>
E
U)
_L
E
>
_<|>_
jni
o
_".'1
i
o?;
oh MO

T4 Z2uiols 744 KOt T2 U 0|0y HEEX| Holsts MM R4 HAYIT ZaE
4 Ql&LICH AWS AppConfig HHE & Al=t %g I REA HAZIE AS80] ZALE 2 8B LICH 2771
E:

Br74E|0H A o| CHANS B4Z25H7| Fof|

—

® Note
Jts3t 4 & Ore 7
olA 7o Clo|E & 2A—etE Z0| E&LCH

oIr
jo
Pl
OH
9'|_|
rr
>
=
wn
>
©

©

O
(@]

3,
Q@

Fol
om
rn
-
0x
A
0z
Pa

|

- REE dA7Iof CHE HE

- MM 75 Ecia 4 T2 E MM AWS AppConfig

« oM Ate A 74 T2 E OBHE 7| AWS AppConfig

THZRUS MY I 2 T Hol K24 AAIE XY £ JaLIch R24 AAYIE 2a
OlE{7t RREX, olDIE M2 SHHEX| HOIBLICH REA HAYIE ASSIHE B9 T4 Z2 L
2 OHE7| Mol R34 ZA7|E BHS0{of #LICH AWS AppConfig CHETH Z 2 R&0| K241 HAP|
g xlsct

* AWS Lambda &f: 7|5 &2 & AR SA 78S K[HELICH
« JSON £ 7|0k Ah7 G4 F4of X|2ELICE (JSON £7|0HE 7[E2 2 7|5 ZCIEAWS

AppConfig AH S22

=S|
« AWS Lambda &% ZAL7|
« JSON AZ|O0F &4 AAY|

fEd dA7Iol ciE HE 25



AWS AppConfig ALEXl 710|=

AWS Lambda &% Z4AL7|

Lambda & R &4 AA7|= of2fet 22 O|HIE AF|OIE F/E|0{0F & LICH. AWS AppConfig =
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"applicationId": "The application ID of the configuration profile being
validated",

"configurationProfileId": "The ID of the configuration profile being validated",
"configurationVersion": "The version of the configuration profile being validated",
"content": "Base64EncodedByteString",

"uri": "The configuration uri"

AWS AppConfig X-Amz-Function-ErrorLambda 7} S0l MM E|QRF=X| &olstL|ct & 4o
M ol Q|7 e dlst= B2 Lambdas O| SICHE M™EELICH X-Amz-Function-Error0i CHEH XA
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import json
def handler(event, context):

#Add your validation logic here
print("We passed!")

7 Ed HAALE QI8 Lambda S Z=2| ZHEFEE of LT

rot
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def handler(event, context):
#Add your validation logic here
raise Exception("Failure!")

OS2 74 mhetolE7t A2l d2oltt REHE HAMStE E CHE o JLICH

function isPrime(value) {
if (value < 2) {
return false;

for (i = 2; i < value; i++) {
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if (value % i === 0) {
return false;

return true;

exports.handler = async function(event, context) {
console.log('EVENT: ' + JSON.stringify(event, null, 2));
parseInt(Buffer.from(event.content, 'base64').toString('ascii'));

const input
const prime = isPrime(input);
console.log('RESULT: ' + input + (prime ? ' is' : ' is not') + ' prime');
if (!prime) {

throw input + "is not prime";

AWS AppConfig & API 22 S £ | R &4 ZAF StartDeployment Lambda& & & LICtH
ValidateConfigurationActivity LambdaE 7ZtH™MS 2 S £ appconfig.amazonaws.com
TS MSstiok gfLict RhMIEH LHE 2 MH|Aof CHEH gf = Hk I/\ et 045 HZ5HMAI2. AWS
AWS AppConfig A|EF X[94 A|Zt2 Z & 5104 Lambda S A& AlZt2 15X 2 MEHELICH
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J30f C3H 518 THs 8 $498 Folshs JSON A7|ntlLict. of

4 M2 T4 Mol HelolEE T4 Aol ofEEI7olof
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"$schema": "http://json-schema.org/draft-04/schema#",
"title": "$id$",
"description": "BasicFeatureToggle-1",
"type": "object",
"additionalProperties": false,
"patternProperties": {
"IM\sI+$": {

"type": "boolean"

iy

"minProperties": 1
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¥ Feature flag attributes

[éKey Type Value Constraint
‘ currency ‘ ‘ String v ‘ ‘ usD ‘ ‘ CAD,USD,MXN ‘
Required

(O Regular expression

© Enum

’ Define attribute ‘
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Linux

aws appconfig create-configuration-profile \
--application-id The_application_ID \
--name A_name_for_the_configuration_profile \
--location-uri hosted \
--type AWS.AppConfig.FeatureFlags

Windows

aws appconfig create-configuration-profile ~
--application-id The_application_ID ~
--name A_name_for_the_configuration_profile "
--location-uri hosted ~
--type AWS.AppConfig.FeatureFlags

PowerShell

New-APPCConfigurationProfile °
-Name A_name_for_the_configuration_profile °
-ApplicationId The_application_ID °
-LocationUri hosted °
-Type AWS.AppConfig.FeatureFlags

715 £ - HIo|EHE MMst&lA|R. T|0|E{= JSON & 4|0|0{0f 5tH
AWS . AppConfig.FeatureFlags JSON A 7|08 &<cHof &LICH AZ7|obof CHEF REAIEH LIS
2 AWS.AppConfig.FeatureFlagsOll CHEF & & X AME FXSHMAIL.

bl

CreateHostedConfigurationVersion APIE At83101 7| £ 4 OIOIEHE AWS
AppConfigdll A& & LICt

715

Ecla #HE Z2E MM 32



AWS AppConfig

AR 7H0|E

Linux

aws appconfig create-hosted-configuration-version \

--application-id The_application_ID \
--configuration-profile-id The_configuration_profile_id \
--content-type "application/json" \

--content file://path/to/feature_flag_configuration_data \
file_name_for_system_to_store_configuration_data

Windows

aws appconfig create-hosted-configuration-version #

--application-id The_application_ID ~
--configuration-profile-id The_configuration_profile_id *
--content-type "application/json" A

--content file://path/to/feature_flag_configuration_data "
file_name_for_system to_store_configuration_data

PowerShell

New-APPCHostedConfigurationVersion °

e

-ApplicationId The_application_ID °
-ConfigurationProfilelId The_configuration_profile_id °
-ContentType "application/json"

-Content file://path/to/feature_flag_configuration_data
file_name_for_system_to_store_configuration_data

Linux dHZ H23QlL|ct.

aws appconfig create-hosted-configuration-version \
--application-id 1la2b3cTestApp \
--configuration-profile-id 4d5e6fTestConfigProfile \
--content-type "application/json" \
--content Baseb64Content

content IIZt0|E{E CISF Z 2 base64 QIFEE O|O|E{E AFEEFLICE
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"flagkey": {
"name": "WinterSpecialBanner"
}
I
"values": {
"flagkey": {
"enabled": true
}
},
"version": "1"

Linux
{
"ApplicationId" : "la2b3cTestApp",
"ConfigurationProfileId" : "4d5e6fTestConfigProfile",
"VersionNumber" N
"ContentType" : "application/json"
}
Windows
{
"ApplicationId" : "la2b3cTestApp",
"ConfigurationProfileId" : "4d5e6fTestConfigProfile",
"VersionNumber" ",
"ContentType" : "application/json"
}
PowerShell
ApplicationId : 1la2b3cTestApp
ConfigurationProfileId : 4d5e6fTestConfigProfile
VersionNumber H
ContentType : application/json
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service_returned_content_file0l= AWS AppConfig 4 &l

78 olo|E7t §01 U&LICH

U5 MHESHO|E 7 3t &

(® Note
SARE T HHS dAE ml Cllo|E{7 AWS. AppConfig.FeatureFlags JSON A 7|
O0-E AWS AppConfig & 6t= K| = QIEHLICH. AWS AppConfig EE8F ClIO|E 2| ZF 7|s &

211 4 4d0] S 2400l CHa Holst RISt ZHAS SFsh=x| 2Holgtct

AWS.AppConfig.FeatureFlagsoi CHEF & &

AWS .AppConfig.FeatureFlags JSON AZ[O+E FXE ALE35104 7|5 £ 4 CIO|EE M

gLk

"$schema": "http://json-schema.org/draft-07/schema#",
"definitions": {
"flagSetDefinition": {
"type": "object",
"properties": {
"version": {

"$ref": "#/definitions/flagSchemaVersions"
1,
"flags": {

"$ref": "#/definitions/flagDefinitions"
i

"values": {
"$ref": "#/definitions/flagValues"
}
1,

"required": ["version", "flags"],
"additionalProperties": false
.
"flagDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-1{0,633}$": {
"$ref": "#/definitions/flagDefinition"

75 Boil 78 Z2E 84
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},

"maxProperties": 100,

"additionalProperties": false
I
"flagDefinition": {

"type": "object",

"properties": {

"name": {
"$ref": "#/definitions/customerDefinedName"

iy

"description": {

"$ref": "#/definitions/customerDefinedDescription"

},

" createdAt": {
"type": "string"

I

"_updatedAt": {
"type": "string"

},

"_deprecation": {
"type": "object",
"properties": {

"status": {
"type": "string",
"enum": ["planned"]

}
},
"additionalProperties": false
},
"attributes": {
"$ref": "#/definitions/attributeDefinitions"
}

},
"additionalProperties": false
},
"attributeDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,633}%$": {
"$ref": "#/definitions/attributeDefinition"
}
I

"maxProperties": 25,
"additionalProperties": false

s Bl 74 Z2E B4
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iy
"attributeDefinition": {
"type": "object",
"properties": {
"description": {

"$ref": "#/definitions/customerDefinedDescription"
},
"constraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" 3},
{ "$ref": "#/definitions/stringConstraints" },
{ "$ref": "#/definitions/arrayConstraints" },
{ "$ref": "#/definitions/boolConstraints" }
]
}
.

"additionalProperties": false
I
"flagValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/flagValue"
}
},
"maxProperties": 100,
"additionalProperties": false
I
"flagValue": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
I
" _createdAt": {
"type": "string"
},
"_updatedAt": {
"type": "string"
}
},
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,633}%$": {
"$ref": "#/definitions/attributeValue",
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"maxProperties": 25

}
},
"required": ["enabled"],
"additionalProperties": false

I
"attributeValue": {
"oneOf": [
{ "type": "string", "maxLength": 1024 },
{ "type": "number" 3},
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"type": "string",
"maxLength": 1024
}
I
{
"items": {
"type": "number"
}
}
]
}
1,
"additionalProperties": false
I

"stringConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["string"]

"required": {
"type": "boolean"

I
"pattern": {
"type": "string",
"maxLength": 1024
I
7ls 2l 78 Z2E MY 38
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"enum": {
"type": "array",
"maxLength": 100,
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
},
{

"type": "integer"

}
}I
"required": ["type"],
"not": {

"required": ["pattern", "enum"]

iy

"additionalProperties": false

iy

"numberConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["number"]

},
"required": {
"type": "boolean"
I
"minimum": {
"type": "integer"
},
"maximum": {
"type": "integer"
}
},
"required": ["type"],
"additionalProperties": false
I

"arrayConstraints": {
"type": "object",

s Bl 74 Z2E B4
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"properties": {
Iltypell : {
"type": "string",
"enum": ["array"]

},
"required": {
"type": "boolean"
.
"elements": {
"$ref": "#/definitions/elementConstraints"
}
.
"required": ["type"],
"additionalProperties": false
},
"boolConstraints": {
"type": "object",
"properties": {
"type": {
"type": "string",
"enum": ["boolean"]
.
"required": {
"type": "boolean"
}
.
"required": ["type"],
"additionalProperties": false
},
"elementConstraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" 3},
{ "$ref": "#/definitions/stringConstraints" }
]
},

"customerDefinedName": {

"type": "string",

"pattern": "A[AM\\nl{1,64}$"
},
"customerDefinedDescription": {

"type": "string",

"maxLength": 1024
},

"flagSchemaVersions": {
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"type": "string",
Ilenumll: [Illll]
}
I
"type": "object",
"$ref": "#/definitions/flagSetDefinition",
"additionalProperties": false
}
/A Important
7|l &2 7’8 tlo|E & HAM5t2{™ o Z2(7|0[M0| GetLatestConfiguration APIE
S E5ok ELICH o o|d AHB EIX| b= GetConfiguration EE2& 7|s Zcia & d
O|E{E A& &~ i&LICH AEMIEH LH& =2 AWS AppConfig APl 2 = 9| GetLatest 432 &=
SHAAI2.

OHZ 2|7 0|M 0| GetLatest A E &6t MZ HHEZE 2 HE =AI5HH 7|

ste HEII MAHELICH Ba3stEl JSONOE X &HeH 2 Zella 7|9 &
&LCt Et+=31=E JSONO|= enabled &A0| OHEEl true EEE
enabledS trueZ MMSIH Ze10o| RE ST EAIFELICH CHS JSO
Alg MEELICEH

"$schema": "http://json-schema.org/draft-07/schema#",
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/attributeValuesMap"
}
},
"maxProperties": 100,
"additionalProperties": false,
"definitions": {
"attributeValuesMap": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
}
},

75 Boil 78 Z2E 84

= oo

41


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetLatestConfiguration.html

AWS AppConfig

AR 7H0|E

"required": ["enabled"],
"patternProperties": {

"A[la-z][a-zA-Z\\d-_1{0,63}%$": {
"$ref": "#/definitions/attributeValue"

}
iy

"maxProperties": 25,
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string","maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
}
]
}
},
{
"items": {
"oneOf": [
{
"type": "number"
}
]
}
}
]
}
1,
"additionalProperties": false
}
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Linux

aws appconfig create-deployment-strategy \
--name A_name_for_the_deployment_strategy \
--description A _description_of_the_deployment_strategy \
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last

\
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https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-AppConfig.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-AppConfig.html
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--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

\

--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_interva
\

--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
\

--replicate-

to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document \
--tags User_defined_key_value_pair _metadata_of_the_deployment_strategy

Windows

aws appconfig create-deployment-strategy #
--name A_name_for_the_deployment_strategy *
--description A_description_of_the_deployment_strategy *
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
N
--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
N
--growth-
factor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_intervs
N
--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
N
--name A_name_for_the_deployment_strategy *
--replicate-
to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document ~
--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy

PowerShell

New-APPCDeploymentStrategy °
--Name A_name_for_the_deployment_strategy °
--Description A _description_of_the_deployment_strategy °
--DeploymentDurationInMinutes Total_amount_of_time_for_a_deployment_to_last
--FinalBakeTimeInMinutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
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GrowthFactor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_i

GrowthType The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over._

ReplicateTo To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document

Tag Hashtable_type_User_defined_key_value_pair_metadata_of_the_deployment_strategy

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}
Windows

{
"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",
"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",
"GrowthFactor": "The percentage of targets that received a deployed

configuration during each interval",
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"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}
PowerShell

ContentLength : Runtime of the command

DeploymentDurationInMinutes : Total amount of time the deployment lasted

Description : Description of the deployment strategy
FinalBakeTimeInMinutes : The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete

GrowthFactor : The percentage of targets that received a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

Id : The deployment strategy ID

Name : Name of the deployment strategy

ReplicateTo : The Systems Manager (SSM) document where the
deployment strategy is saved

ResponseMetadata : Runtime Metadata
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https://docs.aws.amazon.com/appconfig/latest/userguide/creating-feature-flags-and-configuration-data.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
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https://console.aws.amazon.com/systems-manager/appconfig/
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11. Start deployment(HH
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aws appconfig start-deployment \
--application-id The_application_ID \
--environment-id The_environment_ID \
--deployment-strategy-id The_deployment_strategy_ ID \
--configuration-profile-id The_configuration_profile_ID \
--configuration-version The_configuration_version_to_deploy \
--description A_description_of_the_deployment \
--tags User_defined_key_value_pair_metadata_of_the_deployment

Windows

aws appconfig start-deployment #
--application-id The_application_ID ~
--environment-id The_environment_ID *
--deployment-strategy-id The_deployment_strategy_ID "
--configuration-profile-id The_configuration_profile_ID ~
--configuration-version The_configuration_version_to_deploy *
--description A_description_of_the_deployment *
--tags User_defined_key value_pair _metadata_of_the_deployment

PowerShell

Start-APPCDeployment °
-ApplicationId The_application_ID °
-ConfigurationProfilelId The_configuration_profile_ID °
-ConfigurationVersion The_configuration_version_to_deploy °
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-DeploymentStrategyIld The_deployment_strategy ID °

-Description A_description_of_the_deployment °

-EnvironmentId The_environment_ID °

-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_deployment

Linux
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
"DeploymentDurationInMinutes": Total amount of time the deployment lasted,
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [

{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
}

]I

"PercentageComplete": The percentage of targets for which the deployment is
available,
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"StartedAt": The time the deployment started,
"CompletedAt": The time the deployment completed

Windows

"ApplicationId": "The ID of the application that was deployed",

"EnvironmentId" : "The ID of the environment",

"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",

"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",

"DeploymentNumber": The sequence number of the deployment,

"ConfigurationName": "The name of the configuration",

"ConfigurationLocationUri": "Information about the source location of the
configuration",

"ConfigurationVersion": "The configuration version that was deployed",

"Description": "The description of the deployment",

"DeploymentDurationInMinutes": Total amount of time the deployment lasted,

"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [

{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
}

1,

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed
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PowerShell

ApplicationId : The ID of the application that was deployed
CompletedAt : The time the deployment completed
ConfigurationLocationUri : Information about the source location of the
configuration

ConfigurationName : The name of the configuration

ConfigurationProfileId : The ID of the configuration profile that was
deployed

ConfigurationVersion : The configuration version that was deployed

ContentLength : Runtime of the deployment

DeploymentDurationInMinutes : Total amount of time the deployment lasted

DeploymentNumber : The sequence number of the deployment

DeploymentStrategyId : The ID of the deployment strategy that was
deployed

Description : The description of the deployment

EnvironmentId : The ID of the environment that was deployed

EventlLog : {Description : A description of the deployment

event, EventType : The type of deployment event, OccurredAt : The date and time
the event occurred,

TriggeredBy : The entity that triggered the deployment event}
FinalBakeTimeInMinutes : Time AWS AppConfig monitored for alarms before
considering the deployment to be complete

GrowthFactor : The percentage of targets to receive a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

PercentageComplete : The percentage of targets for which the deployment
is available

ResponseMetadata : Runtime Metadata

StartedAt : The time the deployment started

State : The state of the deployment
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https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/appconfig/latest/userguide/creating-feature-flags-and-configuration-data.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-deployment-strategy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials-AppConfig.html
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
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import urllib.request

def lambda_handler(event, context):
url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name'
config = urllib.request.urlopen(url).read()
return config
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import urllib.request

def lambda_handler(event, context):

url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two'

config = urllib.request.urlopen(url).read()

return config
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ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:93

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:114

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:60
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AWS AppConfig

S3(HI0lF)

OtAlot EHE (T H)

Ot Alot EHE (M E)

OtAlo} BB L (L2AHH)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:54

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:52

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:52

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:54

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:62

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:64
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ARN
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

ppConfig-Extension:70
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Ot Alo} EfEF(AI=L)
arn:aws:lambda:ap-southeast

-3:418787028745:1ayer: AWS-A
ppConfig-Extension:37

arn:aws:lambda:ap-south-1:5

OfAlot EHE A (A}7H2E}
54480029851 :1layer:AWS-AppCo

O Alo} Ef & (= HI0I)
nfig-Extension:71
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:82
arn:aws:lambda:af-south-1:5

e otH2ZH & I EF)
74348263942 :1ayer:AWS-AppCo

nfig-Extension:54
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

ot Z 2|7H(H 0| ZER)
SS(HHIQ)
nfig-Extension:54
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-
AppConfig-Extension:29
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud (O|= %)
AppConfig-Extension:29
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ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:69

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:50

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:78

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:101

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:50

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:69

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:51
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OtAlo} BB L (L2AHH)
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ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:98

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:47

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:46

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:46

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:47

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:46

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:51
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ARN
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

ppConfig-Extension:59
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Ot Alo} EfEF(AI=L)
arn:aws:lambda:ap-southeast

-3:418787028745:1ayer: AWS-A
ppConfig-Extension:24

arn:aws:lambda:ap-south-1:5

OfAlot EHE A (A}7H2E}
54480029851 :1layer:AWS-AppCo

O Alo} Ef & (= HI0I)
nfig-Extension:60
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:69
arn:aws:lambda:af-south-1:5

e otH2ZH & I EF)
74348263942 :1ayer:AWS-AppCo

nfig-Extension:47
arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

ot Z 2|7H(H 0| ZER)
SS(HHIQ)
nfig-Extension:47
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-
AppConfig-Extension:23
arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-

AWS GovCloud (O|= %)
AppConfig-Extension:23
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ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:49

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:77

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:58

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:49

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:50
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OtAlo} BB L (L2AHH)

ObAlo} ETI (A7t E 2)

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:97

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:45

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:45

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension: 46

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:50
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arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A

ppConfig-Extension:58
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Ot Alo} EfEF(AI=L)
arn:aws:lambda:ap-southeast

-3:418787028745:1ayer: AWS-A
ppConfig-Extension:23

arn:aws:lambda:ap-south-1:5

OfAlot EHE A (A}7H2E}
54480029851 :1layer:AWS-AppCo

O Alo} Ef & (= HI0I)
nfig-Extension:59
arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:68
arn:aws:lambda:af-south-1:5

e otH2ZH & I EF)
74348263942 :1ayer:AWS-AppCo

nfig-Extension:46

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

Ot Z 2|7H(7H| 0| ZEt2)

nfig-Extension:46
arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-

SS(HHIQ)
AppConfig-Extension:22

arn:aws-us-gov:lambda:us-gov-

west-1:946746059096:1ayer: AWS-

AWS GovCloud (O|= %)
AppConfig-Extension:22
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ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:47

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:89

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:54

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:47

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension: 48
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AWS AppConfig ALEXl 710|=

x| ARN

FHASESR) arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:86

FE(EEH D) arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension: 44

S=(H0|F) arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:43

S3('SAF) arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:43

OlAlo} EHE (& &) arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension: 44

Ot Alo} EfH (= 2) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:45

Ot Alot EHE (L2 ALZL) arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:42

Ol Alot EHE (M) arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:54

Ol Alot EHE(A7tEZE) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:45
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ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:54

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:13

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:55

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:61

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension:44

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:44

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-
AppConfig-Extension:20

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:20
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FHLICHE F

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:46

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-

Extension-Arm64:33
arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:1
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

Extension-Arm64: 48
arn:aws:lambda:ca-central-1

:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-

Extension-Arm64: 48

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-

Extension-Arm64:33

114

AWS AppConfig 00| E Lambda &% T2 S AL835t0o{ 714 CI[O|E ZHAY



AWS AppConfig

x|

SH@a2l)

OtAlot EHE ()
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OtAlo} BB (A= L)

ARN

arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer : AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:37

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:43

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:36

AWS AppConfig 00| E Lambda &% T2 S AL835t0o{ 714 CI[O|E ZHAY

115



ARN
arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:1

AWS AppConfig
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Ot Alo} Ef B (Xt7I2E})
arn:aws:lambda:ap-south-1:5

54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:36

arn:aws:lambda:sa-east-1:00
0010852771 :1ayer:AWS-AppConfig-

Ot Alo} EH B F(FHIOI)
Extension-Arm64:1
arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo

nfig-Extension-Arm64:1

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo

nfig-Extension-Arm64:1

HOtHZIZH & I 2 F)

otZ 2|7+ 0| ZEL )

S S (HHEI2)

ZAM = o2 oiA|E IRt 2023/03/30
B 2.0.165
x| ARN
0= S8 (HX|LIot 5 58) arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension-Arm64:43
0= S8(235+0[|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:31
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0= M2 (a2) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:45
FHEFIFEE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:34
FH(OILHE) arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64: 46
SHEEE) arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:31
OtAlO} EHE (T R) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:35
Ot AlO} Ef B (AI7IEZE) arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:41
Ot Alo} EfH & (A|EL) arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:34
Ot Alot EHE (S HtOl) arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:34
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0= S8 (HXILIot 558) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:15
0|5 S5(235+0[|2) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:11
0= MELE2) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:16
SFHEZEIFEE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:13
SHOIYHE) arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:20
SHEEE) arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:11
OtAlot EHE () arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:15
OlAlot EHEF(A7tZE) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:16
Ot Alo} EfH L (A|EL) arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:13
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arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
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INEE
55

nfig-Extension-Arm64:13

ARN
arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-

Extension-Arm64:2
arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:2
arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:3
arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:2
arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-
Extension-Arm64:7
arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-

Extension-Arm64:2
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ARN
arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:2
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arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:3

(M7tZ =)
arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
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ppConfig-Extension-Arm64:2

OtAlo} BB

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo

OtAlot Ef B L(AI=L)
nfig-Extension-Arm64:2

Ot Alot EHE & (FHHOl)

z[4l 2tao 2 CHAE E™t: 2022/04/21
& 2.0.45
INBE ARN
0= S8 (HX|Lol 558) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:1
arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-

0|2 S8(235t02)
012 MeEE)
Extension-Arm64:2
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Ot Alot BB (T R)

OtAlot EH B (L7tE2)

Ot Alot EHE (A= L)

Ot Alot EHE & (FHHOI)

ZiE|o[Ld O|O|X|& ArE

ARN

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:6

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:1

504 AWS AppConfig 0|O|ME Lambda & & T2 33 F7}

AWS AppConfig 00| E Lambda =& T2 3 746 0|4 0|0|X|Z i 7|& 504 Amazon Elastic
= of=
— ﬁ

Container Registry (Amazon ECR) M| S A K|

ZiE| 0| Bl R[AE2o] C& =+ A&LIch

— 2 T A=

AWS AppConfig 0| 0| E Lambda & %!

AFgstol 74 Holel 24
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AR 7H0|E

& Z23E Lambda ZIE|0|LH O|O|X|2 FI}e6tE{H

x| 2 2 x|5t= ARNS 2 CHA|5H04 Lambda AIS 2| At

AWS AppConfig

_§II-
otzHet Ztol () ofl AWS Z|= @ Amazon /44 O|Z (ARN AWS CLI) € AWS Command Line
LICt. X|e3 & ARN

1.
Interface /238t

AWS AppConfig 0{ 0| E Lambda

A=

HA =

22 MM AI2. AWS AppConfig x86-64 &/ ARM64 Z31E 2 2|8 ARNS Al S & LICt.

aws lambda get-layer-version-by-arn \

--region AWS ## \
--arn extension ARN

CtE2 1 of Lt
aws lambda get-layer-version-by-arn \

--region us-east-1 \
--arn arn:aws:lambda:us-east-1:027255383542:1ayer:AWS-AppConfig-Extension:128

Ct2ot Z&Lch
"Description": "AWS AppConfig extension: Use dynamic configurations deployed via

rlo

Ct
=]

0l0

"LayerVersionArn": "arn:aws:lambda:us-east-1:027255383542:1ayer:AWS-AppConfig-

Extension:128",
AWS AppConfig for your AWS Lambda functions",
"CreatedDate": "2021-04-01T02:37:55.339+0000",
"LayerArn": "arn:aws:lambda::layer:AWS-AppConfig-Extension",

"CodeSha256": "8ot0gbLQbexpUm3rK1MhvcE6Q5TvwcLCKrc40e+vmMY=",

"Content": {
"CodeSize": 5228073,
"S3-Bucket-Location-URL"

"Location"

},
"Version": 30,
"CompatibleRuntimes": [
"python3.8",
"python3.7",
"nodejsl2.x",
122

"ruby2.7"

1,
g AF8stod 744 Clole A

}
%{
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https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-lambda-extensions-versions.html#appconfig-integration-lambda-extensions-enabling-ARM64
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-integration-lambda-extensions-versions.html#appconfig-integration-lambda-extensions-enabling-x86-64

AWS AppConfig

2.

¢ SEH M Locationod CHEH BHEHE! 22 Lambda & &2 Z &5t= Amazon Simple Storage
Service(S3) HZ!2| URLYLICH URLE ¢ EE}2X{0] 204 ‘20 Lambda &% zip IIUS CIR 2
=gt

® Note

Amazon S3 HHZ! URLE2 102 SOtot A8 & = &L

(MEH AFEH) = OHS curl HYS A235t0d Lambda &S CHR RS 8 £ QlaLch,

=

curl -o extension.zip "S3-Bucket-Location-URL"

(S AL = B9l 2B IS 85101 ARNS ZiME T zip 28 TIUS Bt Clees
¥ 45 el

aws lambda get-layer-version-by-arn \
--arn extension ARN \
| jg -r '.Content.Location' \
| xargs curl -o extension.zip

3. DockerfileO Ch& && F 7504 ZiE O[] o|O|X|of| & & & FIHEFLICH

4. Lambda &< A& &0l GetConfigurationappconfig: #8t ME7t AU=X| &0l

COPY extension.zip extension.zip
RUN yum install -y unzip \
&& unzip extension.zip /opt \
&& rm -f extension.zip

9'|_|
>
Rl
to

o| Mo = Z4ElolLd o|O|X| 7|8t Python Lambda & =01 A1 AWS AppConfig 0{| 0| E Lambda & &
= OlA|7F Z & Elof U&LICH

1. 21} SALSt Dockerfilee MgLICEH
FROM public.ecr.aws/lambda/python:3.8 AS builder

COPY extension.zip extension.zip
RUN yum install -y unzip \
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html

AWS AppConfig
&& unzip extension.zip -d /opt \

&& rm -f extension.zip

FROM public.ecr.aws/lambda/python:3.8

COPY --from=builder /opt /opt
COPY index.py ${LAMBDA_TASK_ROOT}

CMD [ "index.handler" ]
¢ 2|0|0{& Dockerfiledt s C|HE 2| CtR2 2 EELICE.

2. &%

aws lambda get-layer-version-by-arn \
--arn extension ARN \
| jg -r '.Content.Location' \
| xargs curl -o extension.zip
= &l

3. Dockerfilell S et CIME{Z|0| A index. py2t= O|F 2| Python It

import urllib.request
def handler(event, context):
return {
# replace parameters here with your application, environment, and
'myEnv', 'myConfig'),

configuration names
'configuration': get_configuration('myApp’,

}
def get_configuration(app, env, config):
url = f'http://localhost:2772/applications/{app}/environments/{env}/

configurations/{config}"
return urllib.request.urlopen(url).read()
Alatisto 2 M docker O|0|X|E& F+&6+04 Amazon ECRO| dE = tL|C}.

njo

4. C}

export ACCOUNT_ID
export REGION = <AWS_REGION>

// create an ECR repository
aws ecr create-repository --repository-name test-repository

// set environment variables
<YOUR_ACCOUNT_ID>

// build the docker image
docker build -t test-image

2H

S ALE5t0{ 7148 CIOIEf M
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// sign in to AWS
aws ecr get-login-password \
| docker login \
--username AWS \
--password-stdin "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com"

// tag the image
docker tag test-image:latest "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com/test-

repository:latest”

// push the image to ECR
docker push "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com/test-repository:latest"

5. 20| A A8t Amazon ECR O|O|X|2 AF835104 Lambda & & M gfL|Ct ZEO|IL{Z A2
Lambda & =0 CHEt RFAIEH LI 2 Z4E]|0|L O|O0|X| = & 9_|5._| Lambda &+ M2 &XsHAAL
6. Lambda &+ A&l 23&roi| GetConfigurationappconfig: &t MIE 7} QEX| EQISHAAI

OpenAPI2+ &&5t7]

OpenAPI0]| CHEF CHS YAML AP 2 AFE 3104 OpenAP| 244 7(2F Z2 =T E AF25t0{ SDKE M
|.

E=E
&+ U&LICH oOfZE|AH0|M, B8 EE= FHO| SIEFYE IS TESTE O] A E YO|0|EE
= A&LcH =8t 2 E FIstD (7 80| o{q 712l ) 7+ AF7|0HE ZE S0 SDK 22t
O|ES| 1Y R REHES MME 4= A&LICH OpenAPI(A7HEI D= &0 CHEH REAIEE LI =

54
o
OpenAPI At 2 EZstAAR.

openapi: 3.0.0
info:
version: 1.0.0
title: AppConfig Agent Lambda extension API
description: An API model for the AppConfig Agent Lambda extension.
servers:
- url: https://localhost:{port}/
variables:
port:
default:
12772
paths:
/applications/{Application}/environments/{Environment}/configurations/
{Configuration}:
get:
operationId: getConfiguration

AWS AppConfig 0| E Lambda & Z2 1S ALE50{ 74 O|O|E{ 444 125


https://docs.aws.amazon.com/lambda/latest/dg/getting-started-create-function.html#gettingstarted-images-function
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_GetConfiguration.html
https://github.com/OpenAPITools/openapi-generator
https://swagger.io/specification/

AR 7H0|E

AWS AppConfig

tags:
- configuration
parameters:
- in: path
name: Application
description: The application for the configuration to get. Specify either the
application name or the application ID.
required: true
schema:
type: string
- in: path
name: Environment
description: The environment for the configuration to get. Specify either the
environment name or the environment ID.
required: true
schema:
type: string
- in: path
name: Configuration
description: The configuration to get. Specify either the configuration name
or the configuration ID.
required: true

schema:
type: string
responses:
200:
headers:
ConfigurationVersion:
schema:
type: string
content:
application/octet-stream:
schema:

type: string
format: binary
description: successful config retrieval
400:
description: BadRequestException
content:
application/text:

schema:
$ref: '#/components/schemas/Error'

404 :
description: ResourceNotFoundException
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content:
application/text:
schema:
$ref: '#/components/schemas/Error’

500:
description: InternalServerException
content:
application/text:
schema:

$ref: '#/components/schemas/Error'

502:
description: BadGatewayException
content:
application/text:
schema:

$ref: '#/components/schemas/Error'

504:
description: GatewayTimeoutException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
components:
schemas:
Error:

type: string
description: The response error

Amazon EC2 QIAEAO| A T4 O|O|E A

——=

AWS AppConfig OfZ2[A|o|Mat S&Heh = U&LICH AWS AppConfig 01/ 0|
o2 ofEEAH o|M X2 & #2|E JHMFLICH

o O|MEE A8 304 Amazon Elastic Compute Cloud (Amazon EC2) Linux QIAEAN|M ASE|=
MEE

« 0JO|ME = AWS Identity and Access Management (IAM) &g 2 At&3
= L+a| 5o AL XHE CHAISH04 MsHE ZLICH AWS AppConfig . 2Z FHA|0lMH 74 Clo|E{E 71K
QM o= Z|F|o|Mol A A TIO|E|E tElste O e st IE 4|0 7t 2051, #H O

AT
OIE-iE dex Bz HME +~ oM, Ol2{E HIo|EHo et 22 YaliEg = A UER/HNZ B

1 7 Cllo[E{e] 2 FHA|

L

el S¥s &l et&Lchr

- OO|MEE 7|5 Eci2E ZAMStD s1Z23H7] AWS AppConfig 98t 7|2 &4 g S &huct.
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- Oo|MEE Z|IEMez i ME, £ 784, 24 7Y O|0|E 2| 718 dol Cigh 2 A& X3
ot SAlo| & MH|A &0 228 71d EEE FHELICH

22 &

« OO|MEE HORlRENAM A™E= S0 M7|Mo 2 AWS AppConfig CIO|E E21212 %%%m
TN 0|6 YHIO|EE = IFLICH o E2|IAH0|IM2 ZE 2772 (A& XY 7ts8 7|& Z
0| A localhostOll 126t HTTP GETS ££510{ L|O|E{E ZHAME o2 O|O|E{E 7.:1*#%* = UL
L|C}.

*AWS AppConfig |0 E = MH|AT} 14 O|O|EE %S AME [ o|o|E{E FHAIEfLICE O|2{E O
RECOIEHE BMst7| et R Bl 322 &4 EEECH =&LICH

A

o 1B () BlaA 48 a Mt 74

« 2EHA|: (E4) Amazon EC2 AWS AppConfig QIAEIA 0| o O|ME M| &I AR}

o 3CHA! (MEH ArEo|x[EH HEE]) CloudWatch LogsOH 21 o ™S

o AT (MBS ALE B E B E AF85H0{ Amazon EC2& AWS AppConfig Ol O|ME 4

« 5EHA!: (E) FE Clo|E AM

« 6EHA| (MEH AL OX[EF HE): ol 0|ME YH|0|E RtS3F AWS AppConfig

Amazon EC2 QIAEIAO|AM AE /= AWS AppConfig OHEZE|F|0|MIt S&stEd™ 715 Ecila =&
At &4 71 C|0|E{E HIR 8 AWS AppConfig OLE|ZHE 9 1M H|O|E{E M 4dsHok g LICt Kt
Y= 7ls 2eia 2 AR B4 78 HlolE d4'd AWS AppConfige & ZEstM2

ol M AWS AppConfigE AElStHE T4 O|0|E{S A st2dE oj Z 2|70l 0]| Ci|o|E| Z&|2lof|
MAE = UEF FE[04 010k FLICH AWS AppConfig Of Z 2[7|0|Mofl M| A FHEHE £ 0d
5t24% Amazon EC2 QIAEIA oftof € E IAM et HHE UO|0|ESFMAIR. S35, HHof
appconfig:StartConfigurationSession % appconfig: GetLatestConflguratlon oHM
£ F7tsiof gfLict. of:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

Amazon EC2 QIAEIA M T4d Cl|O|E{ Z4 A4 128
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"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

iF
"Resource": "*"
}
]
}
SMO| HEHS RS 20l THEE REAIEE LIS IAM AFZ ATAIC] IAM X+ B 3t 271 2 7
HE BESIMAIR
2EHA|: (2 4) Amazon EC2 AWS AppConfig QIAEIA0| OfO|ME MAx| ! AIEf

AWS AppConfig H|0|ME £ ol B 2|5H= Amazon Simple Storage AHIA (Amazon S3) EHZ!04| A
SARELICH AWSLHS ™RHE AF8 5104 Linux QA A0 =4 HT Q| o O|MEE MR|EFLICE OHE
2|7|0|440] o] QIARHAO| E4tE|0] U= AR o EE|7HolME SARIGHE ZF QIARANM O]
AHE s=st ok gLict.

[

« AWS AppConfig 0| 0|ME= 7 7T 4.15 O|& 2 A™AMSt= Linux G A0 AHSE
T U&LICH Ubuntull 22 Debian 7|8t A|AEI2 X|BE|X| & LICE

ro il

« OO|ME = x86_64 & ARM64 O} 7|Elx{E X|HEHLICt

- 24AoEE|F0|MHe] A2 Auto Scaling 1& 2| Amazon EC2 AF& A} C|O|E{0d] A x| 2 A|E}
BH2 FItstE Wo| E&SLICH 22{H ZF QIARATL HHES XSS 2 MAMFLICH KHA|IE

82 Amazon EC2 AH8 MM Q| AIZ A Linux QIAEIA A BHRY ASHS X EFHAAIL.

Z=7t2 Amazon EC2 Auto Scaling AFE M| Rt&AM: QIAEA HEIC|O|E{E Sall CHA

= FI| MENE HM57| 218 ALE XL HIOIE M35 7|8 & ZSHAAIR.

-

« O] =X ™Mo HrfoM= AaEAN 2OQl6t0] BHE A st0{ 0|0|HEE MR

| A EH
=T
|-'— '=O| OHA=|° ASH= |.h I:IH:';I%

Mg s=ddt= MEHEHLICE ] AWS Systems Manager”|s €! Run
Commanda AN83tod 24 Z2I0|HE A|AHIOIM BES A5t 5tLE 0|42 QIAERA

eo 2 X[™e = ?)QL—IEP KEMIEH LI 2 AWS Systems Manager AHE A3 A{04| A
AWS Systems Manager Run Command& & X3t AA|2.

« AWS AppConfig Amazon EC2 Linux QA EIA 9| o O|MEE MH|AQILIC}H systemd
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/tutorial-lifecycle-hook-instance-metadata.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html

AWS AppConfig ALEXl 710|=

tedH

ol

CIAEIA O AWS AppConfig HIO|HEE M|t AE
1. Linux QIAEIA0| 222l L|C}

2. E{OI'E2E Y1 x86_64 ot7|EHxof CHer grE|xt Hete = CHE BES A ELICH

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/latest/aws-appconfig-agent.rpm

BEES ™t

il

ARM®64 O} 7|ElRx{o| AL C}

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/arm64/latest/aws-appconfig-agent.xrpm

S T 2| AWS AppConfig OO|ME & MHX[etE{HH URLE S8 HH HEE latest HFFAA|
2. LIS 2 x86_642| 0i| A|lL|C}.

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/2.0.2/aws-appconfig-agent.rpm

o
2
I

mjo
>
gl:l
Q'I_l

-

ful

3. O|O|MEE A|ZrstEdHd O
sudo systemctl start aws-appconfig-agent

4. CI2 HHS 4Asto] ofo|HET A SIX| = lerL|ct
sudo systemctl status aws-appconfig-agent

-
S

1]
T
i
I
C
o

BHO| Moz A== ChS1t Hi

b
o

aws-appconfig-agent.service - aws-appconfig-agent

Active: active (running) since Mon 2023-07-26 00:00:00 UTC; 0s ago

® Note

OO|MEE EX|stedH Cts BES AlAerLict
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sudo systemctl stop aws-appconfig-agent

3EHA: (MEY AFEO|X|2H HE =) CloudWatch Logs0ll 21 I M&

7|12% 22 AWS AppConfig (l0|ME &= STDERRO| 21 & HAIELICH SystemdE Linux QIAEIA
oM A&E[= 2 E AMH|AQ| STDOUT L STDERRE A|AE! XHAZ 2|C|=MEFLICE 0|'|-|' E 5
7Ho| QIAEA OB AWS AppConfig OO|MEE Al™st= B systemd H'E0M 21 CIOIHE £

T Elg o+ UA&LICH 24 o E (A 0[Mo] 25| HEEE O U2 £FMH2 ClA30 20 oS

i — e A

7|58t CtS Amazon CloudWatch 00| MEE AIE35t04 21 H|0|E{E AWS 22 EN Y2 Es=

LTt 3t QIAE A 2e)E 21 1Y A SHES CloudWatch HOIHME S TAdstod @l
EAAO|C|AT Z7t0| BEE K= e WX £ Ql&Lct

=3 Amazon EC2& AWS

He-E AL835I04 A
=& ddaifiof gLt

[=]
AppConfig 0i|0|HE F4dof MHEE CHE LOG_PATH &34

ClaZ 22 SAshehH™ AT (M ALSH 817 ¥
I

rE (i

HO|MEE A|Z52{H Amazon AHE MEAM 2| CloudWatch 00| EE AF&35H04 Amazon EC2 Q1A
HA Q 2xhias MHOM X[E 220 =2 HESHAAIL. CloudWatch CloudWatch Systems
Manager®| 7|S Q! tht & A x|E AF&3504 CloudWatch HIO|MEE W2 H Mg 4 &Ll RhAlSt
LHE 2 AWS Systems Manager AFE MBMO| W E % SAE #E|E FXZSHAIL.

/A Warning

CloudWatch H|O|MEE AIE5tX| ot Cl|AT O 23 TS MEF MEIS ZR 0| 2O
Y AtA|sHoF B LICH. AWS AppConfig MIO|ME = 1AlzZtOtct 21
gLict 2eE 21 ntUg AXISHX| gto™ elafiao ClaT Z7to| B E
Ct.

QIAEIAO] CloudWatch O O|MEE M%|8t £ CloudWatch M|0|ME 744 mtele MAMsHL|CH 74

I} 22 CloudWatch 00| E of| 4l AWS AppConfig OO|IME 21 Y AFE ed S OHLHEILICE. 0i0]

HME 74 nteds Bre= ol Chet ZtMgt LI8 2 CloudWatch O[O|ME T4 TtU BIEY|E &=

st & A|2. CloudWatch

QIAEIA O CloudWatch 04 O| % S ool CtS logs MME FItstD HE LIS MEFLICH
"logs": {

"logs_collected": {
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-host-management.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file.html

AWS AppConfig ALEXl 710|=

"files": {
"collect_list": [
{

"file_path": "/path_you_specified _for_logging",
"log_group_name": "${YOUR_LOG_GROUP_NAME}/aws-appconfig-agent.log",
"auto_removal": true

}I

iy

iy

0| @1 A2 auto_removal MO|ME & true =& El CloudWatch AWS AppConfig (IO|ME 21
I g RIS o2 Abx|EHLICt.

I8 #H~E AF23104 Amazon EC2& AWS AppConfig H|O|ME F

D
M
X
[z
Jm
Pl
0%
ok

30
o>
=
I_I

b. systemd A

5104 Amazon EC2& AWS AppConfig Ol0|MEE 7 AJ& £
= LI Il AHA]

=2
o
8 HeE dYstt{H =& Bl TS dygLict oS oA

5104 AWS AppConfig 0|0|ME 24 &2 2 MY st= W2 2 04ELICH DEBUG

0 =
2. EO|dE g1 Chs FES Helxt Hetez A™ELICH o]l P2 7 CI™MEEIE Y&

4. EFQI e ool HEE =2siLCE CFS oA ME &4 H4E HO|5tE Service MME
ZF7tgLct. o oMol = AWS AppConfig HIO|ME 23 &2 DEBUGE M & L|Ct.
[Service]
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Environment=LOG_LEVEL=DEBUG

5. LCIS HYS M50 systemd £ S CHA| ZEEFLICH

sudo systemctl daemon-reload

6. CIS HHE A&35I0{ AWS AppConfig OIO|MEE CHA| A|EFEFLICE.

sudo systemctl restart aws-appconfig-agent

Mm
e

EQl E| otdof ct2 48 & X[H510{ Amazon EC2& AWS AppConfig 0| 0| T
o

g HE Details et

ACCESS_TOKEN O| &4 = o 0|ME None
HTTP MEHoll 78 CIO|E{E
QAE ) XMZsHok st= ES
HolgtLct E& 7t2 Het
340| Bearer@ HTTP
Q1 SHoi| M Ad%d5Hok
LICH CtS ol & & 1stM

OII

% 0 4T mo |:
(@]
ol :|o

GET /applications/my_a

pp/. ..
Host:

localhost:2772

Authorization: Bearer
<token value>

BACKUP_DIRECTORY o| &4 H+E AF3HH AWS  None
AppConfig 0| O|HE 7} Z4MFt
Zt [Ajo| HHo{2 x|A= C |2

El2lof XMEE + A&LICH
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ok

7 g

HTTP_PORT

LOG_LEVEL

LOG_PATH

Details

/A Important
Clazoi H#AE 724
2 g3zl x| ef&L

0| 4 B4£= ofo|ME 9
HTTP M7t A3kl T E
X|&~ELct

o
o
ox
rII

ofO|HE 7} 7|

A
T

02
o oh
o
0 ox
N [
IE
=)
rir
o
Pl

o
IE
i

[

-1 ook

ML i

o

LI‘I

_ITI_

Y WU 4> 0% o oX Mr

NN
1>
[
ro
N

E M5 20|
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WAIT_ON_MANIFEST
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

72| AWS AppConfig 7F0ilA EFL ZEi0t sliiE £42 AMsE{™

Feature Flag

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name
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Feature Flag R 2| AWS AppConfig 730|A{ 0421 Eeia 2}t HE &40 HAM[ASHE{H

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

6THA| (B4 AFEO[X|BE HE): of| O|ME YO 0|E RtSE AWS AppConfig

AWS AppConfig 00| ME = H7|Mo 2 HO|o|EFLICH QUABIANM Z[4 HHT1S| AWS AppConfig

HO|MEE A&52{™ Amazon EC2 AFE Xt HIO|E{of Ctg WAHEE F7tst= W0l E&LICH QIAH
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#!/bin/bash

# install the latest version of the agent

yum install -y https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-agent/
linux/x86_64/latest/aws-appconfig-agent.rpm

# optional: configure the agent

mkdir /etc/systemd/system/aws-appconfig-agent.service.d

echo "${MY_AGENT_CONFIG}" > /etc/systemd/system/aws-appconfig-agent.service.d/
overrides.conf

systemctl daemon-reload

# start the agent

systemctl start aws-appconfig-agent
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LICt Of0|ME = CtEot 22 WAoo 2 ZH 0|4 ofE 2|7 0|M ®E| & B E|E 7HMELIC.

« Of0|ME &= AWS Identity and Access Management (IAM) L& 2 AFE35tD 7 CIO|E{Q] 2Z FHA|

g J—*E|3P04 AEXIE CiAlI5tod &3S ZALICH AWS AppConfig . 2Z FHA|0IAM 74 C0|E{E 7HK
LH o EEA oMM M CIO|EE &tElste ol ERE ZE= YHI0|E 7t EoiE21, 4 O
OIE E U2|x B2 AME = oM, O|2{8t CIo|Eof CiEt = &2 el = U= UERKI 2

Mol dge wxlef&Lct:

- OO|MEE 7|5 Ecil2E ZAMstD si2st7] AWS AppConfig 98t 7|12 &3 S &t

Amazon ECS 2! Amazon EKS Of|A 72/ Cl|O|E &AM 120



AWS AppConfig ALEXl 710|=

- OoIMEE 7|BMez 7id MEf, E- 7¢t4, 24 T+ lo|H 718 dol Cigh 2 At3|E XS st
£ A0 =& MH[A ZE0] Eest

- MO|MEE ¥IaZIREM M™-ElE S H7|Mo 2 AWS AppConfig CIO|E| Z&218 &35t0d
T4 Clo|H ¥H|0|EE = QlgfL|ct OfZ2|F0|M2 ZE 2772(AFE A X|H 7t S8
7|82 ZE Zh)0llA localhostoll 91238t 1 HTTP GET2 £ &350 HIO|E{E ZHME 2 M HI0IEHE &
AWeh 4= Ql&LICtH

* AWS AppConfig 00| ME & ZIE|O|L{E CHA| At 7-LE M8 B gio] ZE|olL{el 74 Hlo|
E{E§ Co|EgfLICH

*AWS AppConfig 0| 0| ME = AH|AT} T4 S 74t mf cf|o|E{E FHAIEfLIC Ol24%t ol
RE COIEE AMs7| et R Bl 322 £& S EECH =&LCH

A

« AESHZ| ™ EH ALY

« Amazon ECS &2 2?8t AWS AppConfig 00| E A|&}

« Amazon EKS &%l /8t AWS AppConfig OlO|ME. A|%E}

- 48 H-E A85t0{ Amazon ECS & Amazon EKS& AWS AppConfig HIO|MEE F4dgrLCh
« T Hlo|E HA

ZiEf| 0|l AWS AppConfig OHZ 2|7i|0|4d3t SEstedt 7|5 Zei1 E= AR 4 74 |o|EE HI
X & AWS AppConfig OtE|HHEQt T4 CI|O|E{E MdatioF & LICH AtMlEt HWE= 7|s E2i3 2 Rt
&AM O|o|E{ M AWS AppConfig2 & E5HMI2.
oM AWS AppConfigE*E'E|= T C|o|E{E ZAMste{ olo|E E2|2lo] HMAE = UEF
ZiE{ o[ o E 2|7 0| S FAd5HoF & LICH. AWS AppConfig OHZ 2|71 0| Moi] HA|A HEHE F0d
5tz ZE| 0|l MH|A IAM Q& 0| AL St 1AM Het HA S AO0|ESHAAIR. E3], Ao

o

appconfig:StartConfigurationSession & appconfig: GetLatestConflguratlon H M

£ F7}8lof &Lict Z4E|0|L MH|A 1AM 2d&toll= CtS 0| = &HElL|Ct.
« Amazon ECS EfA 3 <igt
« Amazon EKS -E &

. AWS Fargate (Fargate) ZE AR 238 (Amazon EKS Z1El|0|L47} HF & T2 M| &l0]| FargateE At
g3l 49)

Amazon ECS 2! Amazon EKS 0i|A 7244 C|O|E{ A a1



AWS AppConfig ALEXl 710|=

sof Hatg R7bete Zof CHEH REMIEH LIS 1AM ARG MMl 1AM Xt 5 H8t %7} 3 &
8 BZSHAAL

Amazon ECS 8& 2 <& AWS AppConfig (| 0| HE Al=}

AWS AppConfig | 0|1 E AtO|=7} ZIE||O|L{= Amazon ECS 2t @M Rt 2= At
AWS AppConfig (0| E ALO|E 7} ZIE||O|L{E AtS5tEdH s ZE|O|LHE AlZrsHoF & LICt

OFO
o MOk
1
0
o>
L
o

Amazon ECS(Z2&)E Al%stE{™

fjo

2
r
ful

1. https://console.aws.amazon.com/ecs/v20| A 2 &

Ef A &FOf| A BHQ] Xio|= MEHSH|C}.

ofE2|7|olMel 2 He

o C
M IS M, M 7S S MHEHEHLIC.
El

0

I
rx
m
=
_QE

ZiEf0|Lf £7HE M=zt

O|&0i= AWS AppConfig H|O|ME ZiE|0|L{e| T 75t O|§2 =g LICt

N o ok~ w N

O|0|X| URIOY CHS 2 24gfL|C}. public.ecx.aws/aws-appconfig/aws-appconfig-
agent:2.x

T4 ZelolLiel B2 oS MeEtLc

©

9. XZE Oi& MMoli, ZE 0iE F7HE MEFLICH
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11. S LS LICE Amazon ECSE M ZIE|O|L 7HEE st MF HEE E A LICH
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16. UO|O|EE MEHSILICI. Amazon ECSE |41 24 XM o|E W= &fL|Ct.
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o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://console.aws.amazon.com/ecs/v2

AWS AppConfig ALEXl 710|=

18. Z4EO[L4 MMoi A AWS AppConfig 0| O| M E ZE| 0|7} L& E[o{ /=X = IFFLIC.
19. AWS AppConfig 0iO|ME 7} AZTEIRI=X| & Ql5te{td 20 B2 MEHEILICH. AWS AppConfig

of O|ME ZiH|O|L1o]| CHl| CtE 0t 22 BHE S F2 /A2, [appconfig agent]
1970/01/01 00:00:00 INFO serving on localhost:2772

A OlA
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B4 B8 Q245 L} #4735104 AWS AppConfig HIO|MES| 7|2 S5 Z™HE 4+ UL
LICH AFSE &= U= B8 H=of CHE XHMIEH LIS &t E H-E AL8 3510 Amazon ECS &
Amazon EKS& AWS AppConfig 0| HMEE FHFLICH MME HZESHAAI2. Amazon ECS
oM &3 HE ¥ E5t= 2ol CH st REAIEH LI 2 Amazon Elastic Container Service 7H
2F Xt otLf Aol ZE[o|Lqol| Bt E B HE 2 A ZTSHA AL,

ok

Amazon EKS &2 I8t AWS AppConfig 00| E A|Zf

m

AWS AppConfig 00| E ALO|E7} Z4E|O|L{= Amazon EKS EE0|MH RIS 2 A E = &
LICt. AWS AppConfig 00| E AtO|E7} ZE|O[LHE AL 5tE{™ s ZHEIO|L{E |—. st oF &L
Ct. Ct8 M&tol M= Amazon EKS kubect]l BEE =& AL&35t0{ Z4E|0|L4 O Z 2|7 oMo M
kubeconfig I}UE ¥E5t= WHE HBELICH kubeconfig It 4 EE= HEof| CHEH AHAIEH
L& 2 Amazon EKS AFE M MOl Amazon EKS EE{AEE kubeconfig It M4 £ = AC|0[EE
A AIRL.

AWS AppConfig 0| 0| MEE A|Z}5tE{™ (kubectl BHE T )

1. kubeconfig I}E €T Amazon EKS OHZZ|# 0|40| Bt ZAE[O|L] HiZ 2 MRE|T QEX]
golghL|ct ot 22X = Ct20 HlxsHok &Lt

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app
namespace: my-namespace
labels:
app: my-application-label
spec:
replicas: 1
selector:
matchLabels:
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/taskdef-envfiles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html

AWS AppConfig ALEXl 710|=

app: my-application-label
template:
metadata:
labels:
app: my-application-label
spec:
containers:
- name: my-app
image: my-repo/my-image
imagePullPolicy: IfNotPresent

2. YAML AWS AppConfig H{Z T+ 0| of| O|ME ZHE||0|L] Ho| MF HEE FI+ELICH

- name: appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP
env:
- name: SERVICE_REGION
value: region
imagePullPolicy: IfNotPresent

+ AWS AppConfig 00| MEE= 7|2XMO 2 X E 27720i M A™MEILICH CHE ZEE XY
g+ AsLc

. 24 H+E 235101 AWS AppConfig 00| ME QS| 7|& SE 2 2He + A&LCt &
Mt HEE 83 H4+E ALE35104 Amazon ECS & Amazon EKS& AWS AppConfig
o 3

« SERVICE_REGION# 3%
2™ 2= (0dl:us-west-1) & X|™HELICH

3. kubectl EFO0|AM CIS S AlSHslod 2 AR HA LS M5L|C).

kubectl apply -f my-deployment.yml
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AWS AppConfig
4. HEI} 22 E F of0|HET A& K| =l LICt AWS AppConfig . CHE BEE A& 5104
Application Pod 21 1} E% EolghL(ct
kubectl logs -n my-namespace -c appconfig-agent my-pod
AWS AppConfig OflO|ME ZE|O|L{0| CHEr CtSot 22 HHEES 2 XA, [appconfig
agent] 1970/01/01 00:00:00 INFO serving on localhost:2772
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LICH AL & == Qe #F #H=of OiEh ZtME L8 2 &8 #H+E AL83104 Amazon ECS &
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A H4E AL 3104 Amazon ECS & Amazon EKS& AWS AppConfig MIO|MEE F

AWS AppConfig 0f0|ME ZiE||0|L{2| Ct & &3 H+E HBSt0] 00|TMEE I &+ U&LICH

BE Hy Details 7|2
ACCESS_TOKEN o| &4 &= oo|HME None

HTTP ME{of| 72’8 Clo|E &

LYE W M35tok st= EE
Holgtuct E& 7t Tet
20{ R%0| Bearer@! HTTP
R &2l slC{o| M -dZ5Hok
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GET /applications/my_a

pp/. ..
Host:

localhost:2772

Authorization: Bearer
<token value>
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ROLE_SESSION_NAME ol g8 Hge %3  None
7<
S

SERVICE_REGION O &4 H= AWS None

AppConfig 01| 0| E 7} AWS

AppConfig AHIAE AWS 2|
M3 E5t= ol AF835t= Chet
2 X[-Eguct Ho|x[X| et
HEE FH of| O HE= TR
22 &elstoin A|=§L

Ch. 2=A & = iz < ol

O|ME7F AIFE[X| E&LICEH

WAIT_ON_MANIFEST o| &4 == AWS true
AppConfig M| O|HE 7} A[ZHE
2t2 57| Aol oL T AE T}
MelE kx| Zlch2|= 8 F
AEct

749 ClolE A

HTTP localhost & & A& 3504 AWS AppConfig 00| E 0| 7144 CIO|EHE HME £+ &L
CH2 oAM= HTTP 22I0IME St curlg &7H AFSELICH o Z2[7 0|4 2104 g
HeZ|0l M X|HEHE A2 7158 2E HTTP 2210|MEE A2 36104 of0|FE

CC
o )
=
=

(® Note
OHE 2|7 IO|Mol M =& EEHA|E AESt= B2 (0d: “test-backend/test-service”) 743 G| O]
E{E€ AM3I2{™ URL QIZ S S AFS35HoF ghLCt.
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

Feature Flag 32| AWS AppConfig #+0IAM Bt Zeia%} siE S48 AMstedH

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

Feature Flag R 2| AWS AppConfig 730l|Af 0421 Eei2 2}t HE &40 HAM[ASHE{TH

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

F7tdM 7|

AWS AppConfug olo|TME = ofZ2|7Ho|Me| 7S AMst= O 20| Bl ohsat 22 F71 7Is

« CFE AE ZM: 718 EE= AWS HH ZMollA AWS AppConfig O0|MEE AFE3510{ 048] 32N
A AHEHo M 7 HIOIEHE HAMGHAAIL.

o 7 AES C|AF 0| AA7]: AWS AppConfig OO|HEE AFE 5104 72/ C|O|E{E C|A =0
LICt. O] 7|S& AtE35tH ClAT oM T+ CIO|EHE ¢d= ofE2[A0|ME ERE 1Z0| &
AWS AppConfigl& LIC}.

3t

mok i

=
A
o

jom )
o N

of|0|ME ojLHAEO CHst HE

O|248F AWS AppConfig H|O|TE 7|52 &4slstedH OiLIHAEE dMatjof & L|CH oiLHAE

= OO|ME7} &g = = Y2 Ao | M MBste 74 olo|EH MELICt oiLHAEE
JSONS Z E G ELICE 07[|ofl= AFE X} o HHZ Bt CHF Bt T ol s St =4 7| METL
Zgte|of &L AWS AppConfig

OiL|HAEoE 048] #H0| Z3E
AlddS

ol 4 aLch T3 tiLHAES| 2 Ty
3Lt 0140 OfOIFIE 7558 AR 4 2

852 X|8E
AELICH HLHAES| L2 OIS HAE AFSELICH

"application_name:environment_name:configuration_name": {
"agent_feature_to_enable_1": {
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"feature-setting-key": "feature-setting-value

AWS AppConfig

iy
agent_feature_to_enable_2"
"feature-setting-key":

}
OS2 F 7HK| 740| = oiLEHAES
SE M8stx| gf&LICH F

AppConfig H|0|ME 7|5
7152 ArSELICH.

Aot CHE AE AM

credentials": {
"roleArn":
"roleExternalId"

"roleSessionName"

}I
{

| JSON O A|ILICEH & HHml| 724 (MyApp) 2
HI T (My2ndApp) 2 Cl&

"MyApp:Test:MyAllowListConfiguration"

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration"
"arn:us-west-1l:iam::123456789012:role/MyTestRole",

"@0bl48e2-4eak-46al-ab0f-c422b54d0@aac",

: {
"feature-setting-value"

AWS
ClaAzo - M7 5

{1,
{

"AwsAppConfigAgent"
l. Ilzhll

credentialsDuration":
"/tmp/aws-appconfig/my-2nd-app/beta/my-enable-payments-feature-

"writeTo":
"path":
flag-configuration.json
}
}
}
Of0|ME DiLIHAEE XMBst= WY
OHL|H AEE AWS AppConfig HO|METL ¢8 = U= |X[o ZtLE MHEE = A&LICH E= ojL
HAEE FHoZ MESHCI2 Hlo|TE T Si'E AWS AppConfig +EE 7127|258 & & Ql&Lct
OO|HME HLHAEE MB35t Ch2 2f & StLHE AFE 504 MANIFEST 23 H8 %ok &
L|C}.
OfLHAE 2K BE e gk ALE Atz
i gel tY: /3 2 /to/agent-manif LT AE I} Xt HEE| K|
est.json o2 B2 o| WHE AE5HA
2.
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N
=

L HAE x|

ri
o3

ALE Al

rII
>
I

AWS AppConfig T+ #anny ##: ## ##: ## # SH YMIO|EM = o] HH
# 2 A FLch CHE AWS
AppConfig &2 XME3st=
Zda SYUE dalo2 AWS
AppConfig &S 2 H&E Of
LIHAEE AUOO|EstD HIE

4 et

ri
03

OH L] |

>
m
]
|'ITI
[

(JSON) OHL| B AET At HEE K]

|-II
>

AWS AppConfig O0|ME 9| = Ao CHEF RtMIEF LIS 2 ALS Alaf|e| 23 FHIE R RSHAAL.

« AWS AppConfig 00| E Lambda &% 4
« Amazon EC20{|A<{ AWS AppConfig HO|ME AL
 Amazon ECS %! Amazon EKS2} & 74 AWS AppConfig HO|TE ALE

CHE A" AM

AWS AppConfig (0| ME OiLHAE 0] Xt72d S RHHolE AWS H™H 2245104 02 A 74

2 AMFITE ofo|MEE 7448 4= QU&LICH AWS AppConfig AH23 S R |0l & (IAM) 23&t 9|
Amazon 2|AA 0|& AWS Identity and Access Management (ARN), 23t ID, MM 0|&, of|o|HE 7}
qge e = Jes 7ol ZEELICH

DHLIT| A E 0] “Rb2] B M40f Of218 M BB 8 QBILICH ‘R BT MMS CHe FAIZ A
grLic
{

"application_name:environment_name:configuration_name": {
"credentials": {
"roleArn": "arn:partition:iam::account_ID:role/roleName",
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AWS AppConfig ALE Xl 740

=

"roleExternalld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}
0d:
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:r0le/MyTestRole",
"roleExternalId": "@@bl48e2-4ea4-46al-ab@f-c422b54d0aac”,
"roleSessionName": "AWSAppConfigAgent",
"credentialsDuration": "2h"
}
}
}

782 dMst7| ol o O|MEE OiLIHIAE|M T dofl CHEr Xt B8 M|F SE & ¢i2 o= ¢l
g 4ol XIEE IAM g E Z&LICH B oiLmHAE0|M odg] T+ dofl s M2 .t

MEe| MEE X|Ee & A&LICH CHZ CHolo{23 2 AWS AppConfig HIOIHE7F HIH A (A4 A
o) oM A™El= S HH B2 C(S=UA AHY) o XIHE H ol Jg S &2 ChS GetLatestT
S API HUE S E6104 sl HAEoAM deiz[= 74 H0|EHE AMsts gHE 2oiELICH AWS

AppConfig
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AWS AppConfig

ALEXl 710|=
E Account B
IAM Role
E Account A g;::}
AWS AppConfig
1.sts:AssumeRole
AWS AppConfig . .
Agent 2. appconfig:GetLatestConfiguration —
1.sts:AssumeRole
E Account C
1)
AWS AppConfig
IAM Role
S UA AHoIM T4 dlo|EIE ZHAE 4 ol Hetg 24U
AWS AppConfig ZM AHW M AP E|= o 0|MEE SSYA HHolAM 74 Hlo|EHE HAME 5= QU
£ Heto| Zostuch Zt 22U Aol A AWS Identity and Access Management (IAM) Q&S M
A5t04 ol O| HEOof| H| THEtS o4& LICH. AWS AppConfig AM 70| of O|ME &= 0| &S Zot 3
Z A HES R E CIOIE{E 7tX{ZLICt o MMo| MitE 22510 IAM TE H2 |AM &2 o

ot OiLIHAEN o0|ME MHL|E FItetM 2.
AlEst7| &1l A

o

IAMOI| A et HAT oqgh 2 MYst7| Mol oS SEE s Hst AL

Zt AWS H"H ID2] ID. AM HH2 Fd Io|EHE &7| fI8 CHE HHg 5&5t

£ A-LIct 32
UH HE2 M H™Holl 74 HIOIEE M3 st AE L

N

2184 AWS AppConfig HE0IA AHESHE 1AM 2420|018, OllA] 712 H 22 AWS AppConfight & 5t
L odst 222 23 ZaLo

ES TRz =
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« Amazon Elastic Compute Cloud (Amazon EC2) 2| AWS AppConfig B QIAEA A& 2 AISE
L|C}.

« 9| B2 AWS Lambda, Lambda &3 2482 AWS AppConfig AbS & LIC}

- OFOFE Elastic Container Service (Amazon ECS) & 0tO+E Elastic Kubernetes AH|A (Amazon
EKS) 2| 32 ZiE|0|] &S M8 LICt. AWS AppConfig

o

ROLE_ARNEE B2 X|5+04 AWS AppConfig HIO|ME 7L CIE IAM L& 2 AIESES 77

tAM AE e 74 HIOIHE AWS

Pl
[0 0o
Q'I_l
2
o
o
02
I3
mo
0z
0z
el
T
[l

1. 33YAN AH2Z AWS Management Console 21218 L|LC}.

2. https://console.aws.amazon.com/iam/0 A IAM & & LI}
3. EAMFoM YAME MElE 3 HA MYS MEIFLICH
4. JSON SMZ MEdgHL|CE
5. Y MHEIIGM 7|2 JSONS CtS EM MHEO 2 CHAITLICH ZF ## #a#t #atintnst #itis ##
## HEE YO[0|ESIMIL.
{

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource":

"arn:partition:appconfig:region:vendor_account_ID:application/
vendor_application_ID/environment/vendor_environment_ID/
configuration/vendor_configuration_ID"

}
]

FhAM 75 157


https://console.aws.amazon.com/iam/

AWS AppConfig ALEXl 710|=

Ct&2 2 of| Lt

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"
1,
"Resource": "arn:aws:appconfig:us-east-2:111122223333:application/abcl23/
environment/def456/configuration/hij789"

o T = =] =H /e

(MEH ALEH) [Add tags] 0l M StLt Ol&r o] Ef1-7| 2f &S F715t04 O] 2o CHEt HMAE T4,
FH L MofFLo

g

M (Create policy)2 MEAFILICH A|ABIO|A H2 B O|X|2 SotzfLct,
Ho| 1Y CIoIEE MSE Z AWS HE HHol M o] MitE etsghct.

oY
1= 2
N

o458t AHAd

T2 OO

HRHE AM835t0] IAM 2£2 ALE 50 IAM &2 W ggLict AM AHo| T4 CIo|EHE AWS
1335t= 2 HAE 225 MHAIL

HE 2 ddsteiH

22U HH2Z AWS Management Console 21218t L|C}

https://console.aws.amazon.com/iam/0| A IAM &2 dL|ct

SFA Fol A A S MENSHCHE E2 MY MEIELICH

ME|E = U= AEE| K0 AWS HHE MEASHLICH

AWS H HMMoi| A Z|EFE MEHEFLICH AWS HI™

(MEH ALE) O] & +=of CHE Eot 2 A2 QIF ID R E ME{stT EXtES =iFLct.
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https://console.aws.amazon.com/iam/

AWS AppConfig

ALERE7H0|=

8. CtZ= MEgLICE.

9. Wt F7 HO|X|oMH HM HEE AHE5H04 O™ MRt M BHE HRE &2 £ JU&LICt OlF
ol =QletE MENFHLCY,

10. CtSS MEHELICH

11. Gg O|Fo O|F S LZFLIC

12. (MEH ALY Ao MES U=dghict.

13. 15! A" 5= e AEE] MEfo|M HES MESFLICH 7|2 JSON AE| HAE g HAo
2 CHAIELICH ZF s #ae wupssss 2N HHO| HEZE HOI0|ESHAMIL

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::retrieval_account_ID:role/appconfig_role_in_retrieval_account"
b
"Action": "sts:AssumeRole"
}
]
}

14. (M= ALR) Tags(EH2)0l M O] HFgof CHE AMAE 7, T E= Mofe Ei1-7| 2t Ho{E
o)

o
15. g 44 e LICH 22 g Ho|X|2 SotZrLch

= = =
16. &3 qE s AMSIAMIRL. OlF MEELICH ARN MMoilA ARNS SAHELICH O HA
=] 4
=

OHLIHAEN X4 BF RE2|E FIHELICH

S UM AEAM IAM L& 2 YHE = HAM AHHM LA EE UO|O|ESHMAR. &35l 32
LA AHoM T8 CIOIEHE AMsHY| fI8t &t 5F =51 IAM 238 ARNE F7tELICt JSON 8
Al

Al

2 3o 2 &Lt

"vendor_application_name:vendor_environment_name:vendor_configuration_name": {
"credentials": {
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"roleArn":
"arn:partition:iam: :vendor_account_ID:role/name_of_role_created_in_vendor_account",
"roleExternalld": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}
0df:
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:role/MyTestRole",
"roleExternalld": "@@bl48e2-4ea4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
}
}
}
CtE HE ZM0| MoHE 2 sst=X| &2l
Ho|ME 28 ZHESI0d sliE 00| ME T} 042 HIHoA 743 HIO|E{E HAME 4 QIEX|
grols &~ Q)&LICE AWS AppConfig 'YourApplicationName:YourEnvironmentName:

(=)

YourConfigurationName '0f CHal ZAMEl 7| C|O[E{Q] INFO Bl 2= &3Ol HMES 25t
z|4o| X|ELICH HMo| Mulijst= B Al O|RE LIEtLH= ERROR Bl 27t EAIELICH 32
UH HHoM S o= HME ofl= Ct S0t Z&Lch

oo 1

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MyTestApplication:MyTestEnvironment:MyDenyListConfiguration' in XX.Xms

T AEEZS C|lATO| AT

T AHES ClAZ0| Ykt HAER RHE K& SHE S AWS AppConfig OOIHEE TAIE 4 el
Ct. O]l 7|2 Ar&35tH ClAT 0 T4 OIO|EE 2l= OHEEIFAHI0|ME ALE 5t TLZHo| SEE =
AWS AppConfigQd & LICH.
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ol 7Is2 78 ¥ 7Is2 = Ar8st =5 A E|X| oLk &LICH AWS AppConfig 0| E = ClA3
of ZAFEl 74 T x| SbaLich TS ClA T ol #edst2{ Amazon EC201A 00|HE AL
£ = Amazon ECS BACKUP_DIRECTORY 2! Amazon EKSHIA AWS AppConfigAWS AppConfig 010

™ME Ab20f Cist L PRELOAD BACKUP B3 HdE E X SHAAI2.

/A Warning

ol 7|sol gl Ct 2t 22 T2 HEE st EA2.

« Cl&F0 MY E 782 L HAEZ MEEIH AR O] 812 & U&LICH BIZh oi|o|E{ 7+
ZEl 4ol o]l 7IsE Ed3tst x| OHA A2,
- 0| 7|52 2 C|lAaZ0 7|FELICH ot A|AR] HEtol= &[4 et HEIE ASsHAA

o L

= =
2. KME HEE E[4 HEF AMA T3S HESIML.

{
"application_name:environment_name:configuration_name": {
"writeTo": {
"path": "path_to_configuration_file"
}
}
}
odl:
{
"MyTestApp:MyTestEnvironment:MyNewConfiguration": {
"writeTo": {
"path": "/tmp/aws-appconfig/mobile-app/beta/enable-mobile-payments"
}
}
}
3. A LHE S XEELICE. configuation.json Tt U2 M 743 G|O|E{7t Hi 2= & mHotCh O 0| EEL
C.
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AWS AppConfig
Clazol 4 SAHE M7t MOl 2 2 S st= K| & lg Lt
AWS AppConfig 00| ME 218 AESI0] 719 AH20| C|A30l| 7|B &l U=X| &elE = U&
LICH “HE &M M wpppns ##: 78 to file_path’ehle 20| U= INFO 21 52 AWS
AppConfig H|O|HE 7} ## SALEE ClA30] 7| S S LIEFRILICEH
od:
[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x
[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772
[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MobileApp:Beta:EnableMobilePayments' in XX.Xms
[appconfig agent] 2023/11/13 17:05:49 INFO wrote configuration
'MobileApp:Beta:EnableMobilePayments' to /tmp/configs/your-app/your-env/your-
config.json
AWS AppConfig 0| 0|HE 24 7{gt
AWS AppConfig 00| ME= EH Y ZEE X|§ELICt EZ 7 REE E4356tH of 0| E
= Cla3 9| X|HE CIEEZoMH 74 HIOIH elgLct o= 44 CIo|EE HAM5HR| b&LICh
ol

AWS AppConfig. X|'SE!l C|HE 2o It U S UOI0|Esto] 74 HHEZE AlEoio|ME = U&LICH Ct
2 A8 Atelols 2E Y ZEE M85t W0l E&LCH

. £ Ar23t04 AWS AppConfighi Z 5t 7| Z10f CHY 8 A S EHIAESHAAIL.
E SZX|EC|of HE AHE S ME5H7| ol M 7|soll it ChE st 74 SME EAESAIR.

EZX
et 71 ALIEZIR & HIAES0 o 4 THE Z SSt=X] 2 IStMI2.

- 3
Che

/A Warning
Z2EM B ZEoAME 24 Y ZEE AIRSHX| OtMR. 0| ZEEE= HiZ ZAS 2 XI5 St}
2 5238t AWS AppConfig 2t 7152 XI6HX| et &LICH.
CtZ MRHE AL&35t04 AWS AppConfig H0|TMEE EZ 7HE ZEof A 5 AAIL.

iz
H
M
2
A
N
4
0%
Q'I_I
A
2

AWS AppConfig 00| HMEE 224 7

Ir

1. H#RE 8o dBE LHE MEstod oo|MEE HRIELICH AWS AppConfig 010 E =

AWS MH|ACHS T 2

ro o

AWS AppConfig 0|0|HE 24 7t 162
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« AWS Lambda

« Amazon EC2
- Of0}E ECS 2! of0tE EKS

2. OfO|ME7} M™ S0|H FX|HAAIR.

3. &7 4 SE=0i LOCAL_DEVELOPMENT_DIRECTORY Z7}&fL|Ct. ol O|MEOl|H 47| Hete A
35t It A|lABIS| C|AEE|E X|™EeLIC o & £0{ /tmp/local_configs®l L_II:}.

4. C|HEZof oS MMHELIct oY 0|2 ChE FAIS A8l ok &L

application_name:environment_name:configuration_profile_name

(IR

Mobile:Development:EnableMobilePaymentsFeatureFlagConfiguration

(® Note
(M= ALY ool MSste HEALE 7[gte = T4 T o[E o CHal 01|0|7‘._*E7F Hhetot=
ZH= REE FMoig = A&LICH oE S0 FHHHO| jsonQl Tt O|F 2 X|I"H3tH 010]
MEE oiZ2l7o|Mo| 2 & application/json I 2EHE RS tlHaF°*L—|EP. =5
AHE MEHstH o o|MEE Y 2EIX application/octet-stream 01| AFSEL
Ch MU Mof7t LRt AR A9| . typessubtype HERE MBE = U&LICH of
OIMEE ZHX RS H&ELICt. type/subtype.
5. LS BHES &Asto] o 0|TMEE CHA| A& st 718 Cl|O[EHE QY& LICH

curl http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

Olo|TMEE oflo|HME XIHE £ zHAol et 24 Tl B
YRl o2 B oo|IMEE 7I& 2t A1 455 & A ELICH £ ZHA0

- o —
AWS AppConfig MH|AQL &5 &S ES THEIUS Mot OtE7IXIZ 24 7Y #EMHE S35t

H SEstEX| &g & Aal

—_
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OHZ2[7|0|M2 THX] MM API 242 AFE 5104 7 MME 447350 74 Cl|O|E{E AMErLICH
StartConfiguration. 124 M4 22I0|AHE 7| GetLatest 7+ E FI|M 2 5 E510{ AL 7158 Z|

M OOIHE #elstn HAEL|CH

StartConfigurationSessionO| ZE£EK|H IE0|AM CHE HEE EHLICH

- Mldo| FX{5t= AWS AppConfig OHZ E|70|M, B3 A T Z= EHol 4|EX} (ID == 0|F)

>
N

o (M4 ALEH) MM 22I0|21E 7} GetLatestConfiguration & AtO|of CHZ|GHoF 3t %
olL|ct
= .

ool CHEH In1t1alConflgurat10nToken SEOoZ MMl Eeto|HEN aE AWS AppConfig MS
5o SHE MIME XS GetLatestConfiguration & M AFEEFLICH

/A Important

O EZ2 GetLatestConfigurationg MZ ZE& [ &t Bt AtE 38t of & LICt. O]
Z0f GetLatestConfiguration2 =& & [MOICt GetLatestConfiguration8H
(NextPollConfigurationToken)e| Ml E22 AtE5HoF BLICH 7! 23 AL Al E x| &
5t7| fla EE2 zICH 24 A7t SOt R EFLICH GetLatestConfiguration SE0IM BtE

EEZE MB3E B AMAEI2 BadRequestExceptiong EHetgrLCY.

GetlLatestConfiguration&

S ZE5tH 2ot0|ME I EE= 7HE 2|29 ConfigurationToken &t
22Uz olof CiEt SEHo = £IE

ofH =2

LICH.

« NextPollConfigurationToken: CtZ0f GetLatestConfiguration E& Al At E
ConfigurationToken Zt&ILICH.

« NextPollIntervalInSeconds: 22+0|21E 7} GetLatestConfiguration®| Ct& E &2 5t7|
Tof Z|ctedok st= Alzt,
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o 7 MMoi AFEE |4l O|O|E. 22I0|HE0| o|0] Z|Al TS| M40 e B HI{ JUE +
&L|cH
= .

/A Important

S 32 BEE 7|58 sLCH

« MH|A2}o| StartConfigurationAl|412 M%5le4m o Z2|7llo|M, 873, 7 =2 Z 9l Zza}
0 (O PSE=JPNESS-is

O|MEHZ MM APIE & HEt S E8fof ELICH o= Yoz ofE2|7
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1. https://console.aws.amazon.com/systems-manager/appconfig/ 0l AWS Systems Manager &
&2 it

2. ErA Zof M AWS AppConfigE MEEFL|CH

3. EHZI EHoM 2laAo FIHE MEHEHLICE

4. =HE AL ME HE MMo| glAA YoM AWS AppConfig ElAaA K2 MESSLICH MEH
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{

"version":"Q",
"id":"c53dbd72-c1a0-2302-9ed6-c076€9128277",
"detail-type":"On Deployment Complete",
"source":"aws.appconfig",
"account":"111122223333",
"time":"2022-07-09T0Q1:44:15Z",
"region":"us-east-1",
"resources": [
"arn:aws:appconfig:us-east-1:111122223333:extensionassociation/z763ff5"
1,
"detail":{
"InvocationId":"5tfjcig",
"Parameters":{

},
"Type":"OnDeploymentComplete",
"Application":{
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"Id":"ba8toh7",

AWS AppConfig
IlNamell : IlMyAppll

I
"Environment":{
IIIdII : Ilpgi1207ll’

"Name" :"MyEnv"

1,
"ConfigurationProfile":{
IIIdII : Ilga3tqepll’
"Name":"MyConfigProfile"
=t AF XHO4
o =

1,
"DeploymentNumber":1,
"ConfigurationVersion":"1"
QLict. 2% Jlse

}
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"Type": "Notification",
"MessageId": "ae9d702f-9a66-51b3-8586-2b17932a9f28",
"TopicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic",
"Message": {
"InvocationId": "7itcaxp",
"Parameters": {
"topicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic"
I
"Application": {
"Id": "la2b3csad",
"Name": MyApp
I
"Environment": {
"Id": "la2b3csad",
"Name": MyEnv
I
"ConfigurationProfile": {
"Id": "la2b3cs4d",
"Name": "MyConfigProfile"
I
"Description": null,
"DeploymentNumber": "3",
"ConfigurationVersion": "1",
"Type": "OnDeploymentComplete"
1,
"Timestamp": "2022-06-30T20:26:52.067Z2",
"SignatureVersion": "1",
"Signature": "<...>",
"SigningCertURL": "<...>",
"UnsubscribeURL": "<...>",
"MessageAttributes": {
"MessageType": {
"Type": "String",
"Value": "OnDeploymentStart"
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* ON_DEPLOYMENT_ROLLED_BACK
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"InvocationId":"7itcaxp",

"Parameters": {
"queueArn":"arn:aws:sqs:us-east-1:111122223333:MySQSQueue"”

.

"Application":{
"Id":"la2b3cad",
"Name" :MyApp

.

"Environment":{
"Id":"la2b3cad",
"Name" :MyEnv

.

"ConfigurationProfile":{
"Id":"la2b3cad",
"Name" :"MyConfigProfile"
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https://console.aws.amazon.com/systems-manager/appconfig/
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},

"Description":null,
"DeploymentNumber":"3",
"ConfigurationVersion":"1",
"Type":"OnDeploymentComplete"
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* appconfig:ListApplications
« appconfig:ListConfigurationProfiles

« appconfig:ListExtensionAssociations
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"appconfig:CreateExtensionAssociation",
"appconfig:ListExtensionAssociations",
"appconfig:GetConfigurationProfile"

1,

"Resource": [
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https://console.aws.amazon.com/iam/
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"arn:aws:appconfig:Region:account_ID:application/application_ID",

"arn:aws:appconfig:Region:account_ID:application/application_ID/
configurationprofile/configuration_profile_ID"

]
1,
{
"Effect": "Allow",
"Action": [
"appconfig:ListApplications"
1,
"Resource": [
"arn:aws:appconfig:Region:account_ID:*"
]
1,
{

"Effect": "Allow",
"Action": [
"appconfig:ListConfigurationProfiles"

1,

"Resource": [

"arn:aws:appconfig:Region:account_ID:application/application_ID"

]
},
{
"Effect": "Allow",
"Action": "sts:GetCallerIdentity",
"Resource": "*"
}
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https://github.com/aws-samples/aws-appconfig-change-calendar-extn
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from datetime import datetime
import baseb4
import json

import boto3

def lambda_handler(event, context):
print(event)

# Extensions that use the PRE_CREATE_HOSTED_CONFIGURATION_VERSION and
PRE_START_DEPLOYMENT

# action points receive the contents of AWS AppConfig configurations in Lambda
event parameters.

# Configuration contents are received as a base64-encoded string, which the lambda
needs to decode

# in order to get the configuration data as bytes. For other action points, the
content

# of the configuration isn't present, so the code below will fail.

config_data_bytes = baseb64.b64decode(event["Content"])

# You can specify parameters for extensions. The CreateExtension API action lets
you define

# which parameters an extension supports. You supply the values for those
parameters when you

# create an extension association by calling the CreateExtensionAssociation API
action.

# The following code uses a parameter called S3_BUCKET to obtain the value
specified in the

# extension association. You can specify this parameter when you create the
extension

# later in this walkthrough.

extension_association_params = event.get('Parameters', {3})

bucket_name = extension_association_params['S3_BUCKET']

write_backup_to_s3(bucket_name, config_data_bytes)

AR X 2E S 98 Lambda &4 44 AWS AppConfig 186



AWS AppConfig ALEXl 710|=

# The PRE_CREATE_HOSTED_CONFIGURATION_VERSION and PRE_START_DEPLOYMENT action
points can

# modify the contents of a configuration. The following code makes a minor change

# for the purposes of a demonstration.

old_config_data_string = config_data_bytes.decode('utf-8"')

new_config_data_string = old_config_data_string.replace('hello', 'hello!')

new_config_data_bytes = new_config_data_string.encode('utf-8"')

# The lambda initially received the configuration data as a base64-encoded string

# and must return it in the same format.

new_config_data_baseb4string =
baseb4.bb4encode(new_config_data_bytes).decode('ascii')

return {
'statusCode': 200,
# If you want to modify the contents of the configuration, you must include the

new contents in the
# Lambda response. If you don't want to modify the contents, you can omit the

'Content' field shown here.
'Content': new_config_data_baseb4string

def write_backup_to_s3(bucket_name, config_data_bytes):
s3 = boto3.resource('s3"')
new_object = s3.0bject(bucket_name,
f"config_backup_{datetime.now().isoformat()}.txt")
new_object.put(Body=config_data_bytes)
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'InvocationId': 'vlns753', // id for specific invocation
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
1,
'ContentType': 'text/plain’,
'ContentVersion': '2',
'Content': 'SGVsbG8gZWFydGgh', // Baseb4 encoded content
'Application’': {
'Id': 'abcdl123',
'Name': 'ApplicationName'
.
'ConfigurationProfile': {
'Id': 'ijk1789"',
"Name': 'ConfigurationName'

iy

'Description': "'

’

'Type': 'PreCreateHostedConfigurationVersion',
'PreviousContent': {

'ContentType': 'text/plain’,
'ContentVersion': '1',
'Content': 'SGVsbG8gd29ybGQh'

PreStartDeployment

'InvocationId': '765ahdm',
'Parameters’': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
.
'ContentType': 'text/plain’,
'ContentVersion': '2',
'Content': 'SGVsbG8gZWFydGgh',
"Application': {
'Id': 'abcdl123',
"Name': 'ApplicationName'
},
'"Environment': {

'Id': 'ibpnqglq',

ok
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'Name': 'EnvironmentName'
.
'ConfigurationProfile': {
'Id': 'ijkl1789"',
"Name': 'ConfigurationName'
.
'DeploymentNumber': 2,
'Description’': 'Deployment description',
'Type': 'PreStartDeployment'
}
HIS 7| o=
OnStartDeployment, OnDeploymentStep, OnDeployment
{
'InvocationId': 'o2xbtm7',
'Parameters’': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
.
'Type': 'OnDeploymentStart',
'"Application': {
'Id': 'abcdl23'
.
'"Environment’': {
'Id': 'efgh456'
1,
'ConfigurationProfile': {
'Id': 'ijk1789',
'"Name': 'ConfigurationName'
1,
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2'
}
SIS
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& LICt. AWS AppConfig
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"Content": "SomeBase64EncodedByteArray"
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"Error": "BadRequestError",
"Message": "There was malformed stuff in here",
"Details": [{

"Type": "Malformed",

"Name": "S3 pointer",

"Reason": "S3 bucket did not exist"

]
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4. M8XRIH A MM Zeof CHZ 2l JSON HAg 204 E&Lct

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
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10.

11.
12.
13.
14.

"Service": "appconfig.amazonaws.com"

iy

"Action": "sts:AssumeRole"

#8h 7} HO|R|of A A M9 S MEHBHLICE BA A4 T0|XI7H A B0l RILICH
k=3

- o™ ,_,='7|0|§O:| I—ll——-l'-
lambda:InvokeFunction M2 PRE_* HM ZQIEO| AF&ELIC} lambda: InvokeAsync
CHME ON_* HM ZOIE0|| AFELICt Lambda ARNS Lambdal| Amazon 2|44 O|F(ARN)
O =Z HiEL|ct,

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:InvokeAsync"

1,

"Resource": "Your Lambda ARN"

}
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 PRE_CREATE_HOSTED_CONFIGURATION_VERSION
PRE_START_DEPLOYMENT
 ON_DEPLOYMENT_START

* ON_DEPLOYMENT_STEP

* ON_DEPLOYMENT_BAKING
 ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK
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"Name": "MySampleExtension",
"Description": "A sample extension that backs up configurations to an S3 bucket.",
"Actions": {
"PRE_CREATE_HOSTED_CONFIGURATION_VERSION": [
{
"Name": "PreCreateHostedConfigVersionActionForS3Backup",
"Uri": "arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension",
"RoleArn": "arn:aws:iam::111122223333:role/ExtensionsTestRole"

}
]
.
"Parameters" : {
"S3_BUCKET": {
"Required": false
}
}
}
(@ Note
S e M TED Ze MBS E{™H AWS AppConfig API
CreateExtensionReference°| FHNE HESAMAL.
s3t g prEEw (2a)
1. https://console.aws.amazon.com/systems-manager/appconfig/ 0l AWS Systems Manager &
&2 it
2. ErAM Xo| M AWS AppConfigE MEiEFL|CH
3. B oM BE Mae MeEc
4. =T olzol 2R 015 AHLICE O] Pl |A—|E

5. QM Mol A UM FTHE MEFLICH

6. AMO|Fol| T RE O|lF2 LHFLICL Ol A&HME
PreCreateHostedConflgVer51onAct10nForS3Backup% |23gtL|Ct O] 0|2 UMM
AEote HM ZRIEQ &5 S & AHELICH

7. UM ZOIE 2 E0j A< PRE_CREATE_HOSTED CONFIGURATION VERSIONZ AEHSFL|C},
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8. Urie| Z<, Lambda &+E ME{St C}S Lambda &+ SS0M &8 ME{ELICEH & +7F 20|
X| gtz B2 £ BHE AWS E2[™ f[x|ol| [U=X] EelstA L.

9. 1AM 2f&to| 2, o] oigrol YR EoIM st oghg MEEHAAIR

10. =& metolef (M= ALE) AlMdoll M A ZhetOlE] FIHE MEfEhLICH

11. Zt2tO|E o|&ol O|§ 2 LU™ELICE O] &0 = S3_BUCKETS UZ{fLICH.

12. 5~11E A& HH53t04 PRE_START_DEPLOYMENT 44 ZOIE0| At F Hmf M HHEL
Ct.

13. & 44 =L
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* ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK

AWS AppConfig deployment events to Amazon SQS =% 2! AWS
deployment events to Amazon SNS EHEO| AEXl XY HHE Mdste B YRS HE Y

M EZRIEE X|HE =+ U&LICH

@ Note

AWS AppConfig deployment events to EventBridg S
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6. OH7HEds MlAdof M S3_BUCKETO| 7| Z=of Lt@z|o] Q/=X]| &olgfLct. 2t E
E0f Lambda &% 2| ARNZ 204 d&LICE o|& E™ arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension®LIC}.
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AWS AppConfig ZE MHE
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» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

Java

public CreateHostedConfigurationVersionResponse createHostedConfigVersion() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->

req.name( "MyDemoApp"));

// Create a hosted, freeform configuration profile
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CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUtf8String("my config data")));

return hcv;

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a hosted, freeform configuration profile
config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name='MyConfigProfile',
LocationUri='hosted',
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data’',
ContentType='text/plain')
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JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
} from "@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a hosted, freeform configuration profile
const profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
)i

// create a hosted configuration version
await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: profile.Id,
ContentType: "text/plain",
Content: "my config data",
1)
)i

» CreateApplication
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» CreateConfigurationProfile

Java

private void createSecretsManagerConfigProfile() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a configuration profile for Secrets Manager Secret
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("secretsmanager://MySecret")
.retrievalRoleArn("arn:aws:iam: :000000000000:ro0le/
RoleTrustedByAppConfigThatCanRetrieveSecret")
.type("AWS.Freeform"));

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create a configuration profile for Secrets Manager Secret

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri='secretsmanager://MySecret’,
RetrievalRoleArn='arn:aws:iam: :000000000000:role/

RoleTrustedByAppConfigThatCanRetrieveSecret',
Type="'AWS.Freeform')
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JavaScript

import {
AppConfigClient,
CreateConfigurationProfileCommand,
} from "eaws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a configuration profile for Secrets Manager Secret
await appconfig.send(
new CreateConfigurationProfileCommand({

ApplicationId: application.Id,

Name: "MyConfigProfile",

LocationUri: "secretsmanager://MySecret",

RetrievalRoleArn: "arn:aws:iam::000000000000:role/
RoleTrustedByAppConfigThatCanRetrieveSecret",

Type: "AWS.Freeform",

1)
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CreateApplication

CreateConfigurationProfile

» CreateHostedConfigurationVersion
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» StartDeployment

» GetDeployment
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Java

private void createDeployment() throws InterruptedException {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

// Create an environment
CreateEnvironmentResponse env = appconfig.createEnvironment(req -> req
.applicationId(app.id())
.name("Beta")
// If you have CloudWatch alarms that monitor the health of your
service, you can add them here and they
// will trigger a rollback if they fire during an appconfig deployment
//.monitors(Monitor.builder().alarmArn("arn:aws:cloudwatch:us-
east-1:520900602629:alarm:MyAlarm")
//
.alarmRoleArn("arn:aws:iam: :520900602629:ro0le/MyAppConfigAlarmRole").build())
);

// Start a deployment
StartDeploymentResponse deploymentResponse = appconfig.startDeployment(req -
> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
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.environmentId(env.id())
.configurationVersion(hcv.versionNumber().toString())
.deploymentStrategyId("AppConfig.Linear50PercentEvery30Seconds")

);

// Wait for deployment to complete
List<DeploymentState> nonFinalDeploymentStates = Arrays.aslList(
DeploymentState.DEPLOYING,
DeploymentState.BAKING,
DeploymentState.ROLLING_BACK,
DeploymentState.VALIDATING);
GetDeploymentRequest getDeploymentRequest =
GetDeploymentRequest.builder().applicationId(app.id())

.environmentId(env.id())

.deploymentNumber(deploymentResponse.deploymentNumber()).build();
GetDeploymentResponse deployment =
appconfig.getDeployment (getDeploymentRequest);
while (nonFinalDeploymentStates.contains(deployment.state())) {
System.out.println("Waiting for deployment to complete: " + deployment);
Thread.sleep(1000L);
deployment = appconfig.getDeployment(getDeploymentRequest);

System.out.println("Deployment complete: " + deployment);

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create an environment

environment = appconfig.create_environment(
ApplicationId=application['Id'],
Name="'MyEnvironment')

# create a configuration profile
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config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile',
LocationUri="'hosted’,
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')

# start a deployment

deployment = appconfig.start_deployment(
ApplicationId=application['Id'],
EnvironmentId=environment['Id'],
ConfigurationProfileId=config_profile['Id'],
ConfigurationVersion=str(hcv['VersionNumber']),
DeploymentStrategyId="'AppConfig.Linear2@PercentEvery6Minutes')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateEnvironmentCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
StartDeploymentCommand,

} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create an environment
const environment = await appconfig.send(
new CreateEnvironmentCommand({
ApplicationId: application.Id,
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Name: "MyEnvironment",
1}
I

// create a configuration profile
const config_profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1)
);

// create a hosted configuration version
const hcv = await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
Content: "my config data",
ContentType: "text/plain",
1)
);

// start a deployment
await appconfig.send(
new StartDeploymentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
ConfigurationProfileId: config_profile.Id,
ConfigurationVersion: hcv.VersionNumber.toString(),
DeploymentStrategyId: "AppConfig.Linear2@PercentEvery6Minutes",
b
);
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public void retrieveConfigFromAgent() throws Exception {
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/*

In this sample, we will retrieve configuration data from the AWS AppConfig

Agent.

The agent is a sidecar process that handles retrieving configuration data
from AppConfig

for you in a way that implements best practices like configuration caching.

For more information about the agent, see Simplified retrieval methods

*/

// The agent runs a local HTTP server that serves configuration data
// Make a GET request to the agent's local server to retrieve the
configuration data
URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
# the agent is a sidecar process that handles retrieving configuration data from AWS
AppConfig

# for you in a way that implements best practices like configuration caching.

#

# for more information about the agent, see

# Simplified retrieval methods

#

import requests

MK
no
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application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

# the agent runs a local HTTP server that serves configuration data

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}")

config = response.content

JavaScript

// in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
// the agent is a sidecar process that handles retrieving configuration data from
AppConfig

// for you in a way that implements best practices like configuration caching.

// for more information about the agent, see
// Simplified retrieval methods

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// the agent runs a local HTTP server that serves configuration data

// make a GET request to the agent's local server to retrieve the configuration data
const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}";

const response = await fetch(url);

const config = await response.text(); // (use “await response.json()” if your config
is json)
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public void retrieveSingleFlagFromAgent() throws Exception {
/*
You can retrieve a single flag's data from the agent by providing the
"flag" query string parameter.
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Note: the configuration's type must be AWS.AppConfig.FeatureFlags
*/

URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyFlagsProfile?flag=myFlagKey");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}

con.disconnect();
System.out.println("MyFlagName from agent: " + content);

Python

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

flag_key = 'MyFlag'

# retrieve a single flag's data by providing the "flag" query string parameter

# note: the configuration's type must be AWS.AppConfig.FeatureFlags

response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}?
flag={flag_keyl}")

config = response.content

JavaScript
const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

const flag_name = "MyFlag";
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// retrieve a single flag's data by providing the "flag" query string parameter
// note: the configuration's type must be AWS.AppConfig.FeatureFlags

const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}?flag=${flag_name}";
const response = await fetch(url);

const flag = await response.json(); // { "enabled": true/false }
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» GetLatestConfiguration

» StartConfigurationSession

Java

public void retrieveConfigFromApi() {
/*
The example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.
For more information on these APIs, see AWS AppConfig Data */
AppConfigDataClient appConfigData = AppConfigDataClient.create();

/*
Start a new configuration session using the StartConfigurationSession API.
This operation does not return configuration data.
Rather, it returns an initial configuration token that should be passed to
GetLatestConfiguration.
IMPORTANT: This operation should only be performed once (per configuration),
prior to the first GetlLatestConfiguration
call you preform. Each GetlLatestConfiguration will return a new
configuration token that you should then use in the
next GetLatestConfiguration call.
*/
StartConfigurationSessionResponse session =
appConfigData.startConfigurationSession(req -> req
.applicationIdentifier("MyDemoApp")
.configurationProfileIdentifier("MyConfigProfile")
.environmentIdentifier("Beta"));
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/*

Retrieve configuration data using the GetlLatestConfiguration API. The first
time you call this API your configuration

data will be returned. You should cache that data (and the configuration
token) and update that cache asynchronously

by regularly polling the GetLatestConfiguration API in a background thread.
If you already have the latest configuration

data, subsequent GetlLatestConfiguration calls will return an empty response.
If you then deploy updated configuration

data the next time you call GetlLatestConfiguration it will return that
updated data.

You can also avoid all the complexity around writing this code yourself by
leveraging our agent instead.
For more information about the agent, see Simplified retrieval methods

*/

// The first getlLatestConfiguration call uses the token from
StartConfigurationSession

String configurationToken = session.initialConfigurationToken();

GetlLatestConfigurationResponse configuration =

appConfigData.getlLatestConfiguration(GetLatestConfigurationRequest.builder().configurationT

System.out.println("Configuration retrieved via API: " +
configuration.configuration().asUtf8String());

// You'll want to hold on to the token in the getLatestConfiguration
response because you'll need to use it

// the next time you call

configurationToken = configuration.nextPollConfigurationToken();

configuration =

appConfigData.getlLatestConfiguration(GetLatestConfigurationRequest.builder().configurationT

// Try creating a new deployment at this point to see how the output below
changes.
if (configuration.configuration().asByteArray().length != 0) {
System.out.println("Configuration contents have changed
since the last GetlLatestConfiguration call, new contents = " +
configuration.configuration().asUtf8String());
} else {
System.out.println("GetLatestConfiguration returned an empty response
because we already have the latest configuration");
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Python

# the example below uses two AppConfigData APIs: StartConfigurationSession and
GetlLatestConfiguration.

#

# for more information on these APIs, see

# AWS AppConfig Data

#

import boto3

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

appconfigdata = boto3.client('appconfigdata')

# start a new configuration session.

# this operation does not return configuration data.

# rather, it returns an initial configuration token that should be passed to

GetLatestConfiguration.

#

# note: this operation should only be performed once (per configuration).

# all subsequent calls to AppConfigData should be via GetLatestConfiguration.

scs = appconfigdata.start_configuration_session(
ApplicationIdentifier=application_name,
EnvironmentIdentifier=environment_name,
ConfigurationProfileIdentifier=config_profile_name)

initial_token = scs['InitialConfigurationToken']

# retrieve configuration data from the session.

# this operation returns your configuration data.

# each invocation of this operation returns a unique token that should be passed to
the subsequent invocation.

#

# note: this operation does not always return configuration data after the first
invocation.

# data is only returned if the configuration has changed within AWS AppConfig
(i.e. a deployment occurred).
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#  therefore, you should cache the data returned by this call so that you can use

it later.
glc = appconfigdata.get_latest_configuration(ConfigurationToken=initial_token)
config = glc['Configuration'].read()

JavaScript

// the example below uses two AppConfigData APIs: StartConfigurationSession and
GetlLatestConfiguration.

// for more information on these APIs, see
// AWS AppConfig Data

import {
AppConfigDataClient,
GetLatestConfigurationCommand,
StartConfigurationSessionCommand,

} from "eaws-sdk/client-appconfigdata";

const appconfigdata = new AppConfigDataClient();

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// start a new configuration session.

// this operation does not return configuration data.

// rather, it returns an initial configuration token that should be passed to
GetlLatestConfiguration.

//

// note: this operation should only be performed once (per configuration).

//  all subsequent calls to AppConfigData should be via GetlLatestConfiguration.

const scs = await appconfigdata.send(
new StartConfigurationSessionCommand({
ApplicationIdentifier: application_name,
EnvironmentIdentifier: environment_name,
ConfigurationProfileIdentifier: config_profile_name,
1)
)i

const { InitialConfigurationToken } = scs;

// retrieve configuration data from the session.
// this operation returns your configuration data.
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// each invocation of this operation returns a unique token that should be passed to
the subsequent invocation.

//
// note: this operation does not always return configuration data after the first
invocation.

// data is only returned if the configuration has changed within AWS AppConfig
(i.e. a deployment occurred).
//  therefore, you should cache the data returned by this call so that you can use
it later.
const glc = await appconfigdata.send(
new GetlLatestConfigurationCommand({
ConfigurationToken: InitialConfigurationToken,
b
);

const config = glc.Configuration.transformToString();
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» ListApplications

* DeleteApplication

» ListEnvironments

* DeleteEnvironments

+ ListConfigurationProfiles

» DeleteConfigurationProfile

+ ListHostedConfigurationVersions

» DeleteHostedConfigurationVersion

Java

/*
This sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

WARNING: this code will permanently delete the given application and all of its
sub-resources, including
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configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against
an application that you may need in the future.

*/

public void cleanUpDemoResources() {
AppConfigClient appconfig = AppConfigClient.create();

// The name of the application to delete

// IMPORTANT: verify this name corresponds to the application you wish to
delete

String applicationToDelete = "MyDemoApp";

appconfig.listApplicationsPaginator(ListApplicationsRequest.builder().build()).items().forE
-> {
if (app.name().equals(applicationToDelete)) {
System.out.println("Deleting App: " + app);
appconfig.listConfigurationProfilesPaginator(req ->
req.applicationId(app.id())).items().forEach(cp -> {
System.out.println("Deleting Profile: " + cp);
appconfig
.listHostedConfigurationVersionsPaginator(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()))
Litems()
.forEach(hcv -> {
System.out.println("Deleting HCV: " + hcv);
appconfig.deleteHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id())
.versionNumber(hcv.versionNumbexr()));
1);
appconfig.deleteConfigurationProfile(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()));
1);

appconfig.listEnvironmentsPaginator(req-
>req.applicationId(app.id())).items().forEach(env -> {
System.out.println("Deleting Environment: " + env);
appconfig.deleteEnvironment(req-
>req.applicationId(app.id()).environmentId(env.id()));
18
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appconfig.deleteApplication(req -> req.applicationId(app.id()));

1)

Python

# this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

#

# WARNING: this code will permanently delete the given application and all of its
sub-resources, including

#  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

# an application that you may need in the future.

#

import boto3

# the name of the application to delete
# IMPORTANT: verify this name corresponds to the application you wish to delete
application_name = 'MyDemoApp'

# create and iterate over a list paginator such that we end up with a list of pages,
which are themselves lists of applications

# e.g. [ [{'Name':'MyAppl',...},{'Name':'MyApp2',...3}]1, [{'Name':'MyApp3',...}] 1]

list_of_app_lists = [page['Items'] for page in
appconfig.get_paginator('list_applications').paginate()]

# retrieve the target application from the list of lists

application = [app for apps in list_of_app_lists for app in apps if app['Name'] ==
application_name][0]

print(f"deleting application {application['Name']} (id={application['Id']})")

# delete all configuration profiles
list_of_config_lists = [page['Items'] for page in
appconfig.get_paginator('list_configuration_profiles').paginate(ApplicationId=application["
for config_profile in [config for configs in list_of_config_lists for config in
configs]:
print(f"\tdeleting configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all hosted configuration versions
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list_of_hcv_lists = [page['Items'] for page in
appconfig.get_paginator('list_hosted_configuration_versions').paginate(ApplicationId=applic
ConfigurationProfileId=config_profile['Id'])]

for hcv in [hcv for hcvs in list_of_hcv_1lists for hcv in hcvs]:

appconfig.delete_hosted_configuration_version(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'], VersionNumber=hcv['VersionNumber'])
print(f"\t\tdeleted hosted configuration version {hcv['VersionNumber']}")

# delete the config profile itself

appconfig.delete_configuration_profile(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'])

print(f"\tdeleted configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all environments
list_of_env_lists = [page['Items'] for page in
appconfig.get_paginator('list_environments').paginate(ApplicationId=application['Id'])]
for environment in [env for envs in list_of_env_lists for env in envs]:
appconfig.delete_environment(ApplicationId=application['Id'],
EnvironmentId=environment['Id'])
print(f"\tdeleted environment {environment['Name']} (Id={environment['Id']})")

# delete the application itself
appconfig.delete_application(ApplicationId=application['Id'])
print(f"deleted application {application['Name']} (id={application['Id']})")

JavaScript

// this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

// WARNING: this code will permanently delete the given application and all of its
sub-resources, including

//  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

// an application that you may need in the future.

import {
AppConfigClient,
paginatelListApplications,
DeleteApplicationCommand,
paginatelListConfigurationProfiles,
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DeleteConfigurationProfileCommand,
paginatelListHostedConfigurationVersions,
DeleteHostedConfigurationVersionCommand,
paginatelListEnvironments,
DeleteEnvironmentCommand,

} from "eaws-sdk/client-appconfig";

const client = new AppConfigClient();

// the name of the application to delete
// IMPORTANT: verify this name corresponds to the application you wish to delete
const application_name = "MyDemoApp";

// iterate over all applications, deleting ones that have the name defined above
for await (const app_page of paginatelListApplications({ client }, {3})) {
for (const application of app_page.Items) {

// skip applications that dont have the name thats set
if (application.Name !== application_name) continue;

console.log( ‘deleting application ${application.Name} (id=${application.Id})’);

// delete all configuration profiles
for await (const config_page of paginatelListConfigurationProfiles({ client },
{ ApplicationId: application.Id })) {
for (const config_profile of config_page.Items) {
console.log( "\tdeleting configuration profile ${config_profile.Name} (Id=
${config_profile.Id}) " );

// delete all hosted configuration versions
for await (const hosted_page of
paginatelListHostedConfigurationVersions({ client 3},
{ ApplicationId: application.Id, ConfigurationProfileld:
config_profile.Id }
) {
for (const hosted_config_version of hosted_page.Items) {
await client.send(
new DeleteHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
VersionNumber: hosted_config_version.VersionNumber,
)
);
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console.log( "\t\tdeleted hosted configuration version
${hosted_config_version.VersionNumber}');

}

// delete the config profile itself
await client.send(
new DeleteConfigurationProfileCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
b
);
console.log( "\tdeleted configuration profile ${config_profile.Name} (Id=
${config_profile.Id})")
}

// delete all environments
for await (const env_page of paginatelListEnvironments({ client },
{ ApplicationId: application.Id })) {
for (const environment of env_page.Items) {
await client.send(
new DeleteEnvironmentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
)
);
console.log( "\tdeleted environment ${environment.Name} (Id=
${environment.Id}) ")
}

// delete the application itself
await client.send(
new DeleteApplicationCommand({ ApplicationId: application.Id })
);
console.log( ‘deleted application ${application.Name} (id=${application.Id})’)
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "Allow use of the key",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_ID:role/role_name"
b
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1))

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "kms:GenerateDataKey,

"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt",
"Resource": "arn:aws:kms:Region:account_ID:configuration source/object"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kms:GenerateDataKey*"
1,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
]
}
AWS AppConfigGetLatestConfigurationAPI 242 S &£¢& [ ID GetLatestConfiguration &0
= AMEX, I8 E= dEgo €2E = U= Chsat 22 ¥Mo| et
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
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SAE M OO|E| L HiZof CHEt =
ZHEIA E o= O|0|E| S&of slEst=

0olAM AWS KMS 112 22| 7|1& A8 st= B<AWS AppConfig, AWS CloudTrail 2= Amazon
CloudWatch LogsE AF&3104 2 AWS AppConfig ELHE 288 FXE &= AWS KMS A& L|CH

CtE2 1 el 7|12 &3 Ol0|E{ol Decrypt AWS AppConfig UM ASEZ| I8 ol =&
AWS KMS 22 ZLIE{RSt 7| £/8t CloudTrail O|HIE IL|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "appconfig.amazonaws.com"
I
"eventTime": "2023-01-03T02:22:28z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "Region",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:appconfig:deployment:arn":
"arn:aws:appconfig:Region:account_ID:application/application_ID/
environment/environment_ID/deployment/deployment_ID"

iy
"keyId": "arn:aws:kms:Region:account_ID:key/key_ ID",
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
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"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "account_ID",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:Region:account_ID:key_ID"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "account_ID",

"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_Amazon_AppConfig.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_Operations_AWS_AppConfig_Data.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"appconfig:CreateApplication",
"appconfig:CreateEnvironment",
"appconfig:CreateConfigurationProfile",
"appconfig:StartDeployment",
"appconfig:GetlLatestConfiguration"
"appconfig:StartConfigurationSession"

1,

"Resource":"*"
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
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import time

import boto3

client = boto3.client('appconfig')

def finish_secret(service_client, arn, new_version):
"""Finish the rotation by marking the pending secret as current

This method finishes the secret rotation by staging the secret staged AWSPENDING

with the AWSCURRENT stage.

Args:
service_client (client): The secrets manager service client

arn (string): The secret ARN or other identifier
new_version (string): The new version to be associated with the secret

# First describe the secret to get the current version
service_client.describe_secret(SecretId=arn)

metadata =

current_version = None
for version in metadata["VersionIdsToStages"]:

if "AWSCURRENT" in metadata["VersionIdsToStages"][version]:

if version == new_version:
# The correct version is already marked as current, return

logger.info("finishSecret: Version %s already marked as AWSCURRENT for

%s" % (version, arn))
return
current_version = version

break

# Finalize by staging the secret version current
service_client.update_secret_version_stage(SecretId=arn, VersionStage="AWSCURRENT",

MoveToVersionId=new_version, RemoveFromVersionId=current_version)

# Deploy rotated secret
response = client.start_deployment(
ApplicationId='TestApp',
EnvironmentId='TestEnvironment',
DeploymentStrategyId='TestStrategy',
ConfigurationProfileId="'ConfigurationProfilelId’,
ConfigurationVersion=new_version,
227
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KmsKeyIdentifier=key,
Description='Deploy secret rotated at ' + str(time.time())

logger.info("finishSecret: Successfully set AWSCURRENT stage to version %s for
secret %s." % (new_version, arn))
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"eventVersion": "1.09",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Administrator",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"attributes": {
"creationDate": "2024-01-11T14:37:02Z",
"mfaAuthenticated": "false"
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}
}
},
"eventTime": "2024-01-11T14:45:15Z2",
"eventSource": "appconfig.amazonaws.com",
"eventName": "StartConfigurationSession",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "Boto3/1.34.11 md/Botocore#1.34.11 ua/2.0 os/macos#22.6.0
md/arch#x86_64 lang/python#3.11.4 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.11",

"requestParameters": {

"applicationIdentifier": "rrfexample",
"environmentIdentifier": "mexampleqe@",
"configurationProfilelIdentifier": "3eexampleul"

I
"responseElements": null,
"requestID": "alb2c3d4-5678-90ab-cdef-aaaaaEXAMPLE",
"eventID": "alb2c3d4-5678-90ab-cdef-bbbbbEXAMPLE",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::AppConfig::Configuration",
"ARN": "arn:aws:appconfig:us-east-1:123456789012:application/rrfexample/
environment/mexampleqe®/configuration/3eexampleul"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "appconfigdata.us-east-1.amazonaws.com"
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