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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-enable.html
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activate-built-in-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activate-built-in-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://s3.console.aws.amazon.com/s3/home?region=us-east-1
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"Version":"2008-10-17",
"Statement": [
{

"Effect":"Allow",

"Principal":{
"Service":"application-cost-profiler.amazonaws.com"

.

"Action":[

"s3:PutObject*",
"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::<bucket-name>",
"arn:aws:s3:::<bucket-name>/*"

1,

"Condition": {

"StringEquals": {
"aws:SourceAccount": "<AWS ##>"

.

"ArnEquals": {

"aws:SourceArn": "arn:aws:application-cost-profiler:us-east-1:<AWS ##
>:*||
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"Statement": [

{
"Effect":"Allow",
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https://s3.console.aws.amazon.com/s3/home?region=us-east-1
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"Principal":{
"Service":"application-cost-profiler.amazonaws.com"

1,

"Action":[
"s3:GetObject*"

1,

"Resource": [
"arn:aws:s3:: :<bucket-name>",
"arn:aws:s3:: :<bucket-name>/*"
1,
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<AWS ##>"
.
"ArnEquals": {
"aws:SourceArn": "arn:aws:application-cost-profiler:us-east-1:<AWS ##
>eokn
}
}
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"Effect": "Allow",
"Principal": {
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I
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"kms:GenerateDataKey*"
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}
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Application Cost Profiler A}Z4 & 7|t =4

i HAME A8 5tH 20| S{ELHU HEElE U Qo HEZ|HL HFE &
A Y 2lAaAE X|HE 4= A&LICH Application Cost Profilere S 2dg X|/&HLICt JSON H2of
MAEstE ZE 2401 CHslf Zot=EE{H IAM AHE HEAM 2| JAM JSON B2 24 HZEE FHZsHA
e
Xtod
|

ZE[XtE S E AHE5H0{ AWS JSON CH& O] HM[AE = /U= ASKHE XIHE + JU&LICH F, 0

RH
T HoF =A|7F o{H E|AA Lt o R0 EHUE Y + USXIE XIEE + U&LICHL

JSON &9 Action 4= FHMo M HHMAE SEst7HLE HESHE Ol AFSE + U= HYUS Y
LICH 3 52 ditMo 2 HAZEE AWS API ’S.C.’:.J"—P O|F0| SYELICH YRlstE API 40| A
£ He M8 T 22 H U] of 2|7t A& LICH EHoilM ofe] o] B B 7HX| HYT U&
LICE of2det F7t S Lol & HYol2tn & L—I CH.

ALE S oY & U TErE Foist7| /T Aol 5

mo
o
[e][]

ZefstMAL.
Application Cost Profiler2| 2= =42 =rQq otol| CtF HFAIE AFSELICt application-cost-
profiler:. 0 & £04 Application Cost Profiler 2 1A HO|O| M|E HE T 3| HEE EH AL Xlo]
A 204524 il 2ol application-cost-profiler:GetReportDefinition 242 Z &

gLICh H2 20i= Action = NotAction 47t Z & E|o{oF g LICt Application Cost Profiler=

Ol MHIAR £8F % o= X2 MTsHE TRE &Y MEE HolgLic
HE sttol ofpd SHdS KIFeHHH I Zo| HER TRELIC

"Action": [
"application-cost-profiler:ListReportDefinitions",
"application-cost-profiler:GetReportDefinition"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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application-cost-profiler:ListReportDefinitions
application-cost-profiler:GetReportDefinition
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So=

{
"Version":"2012-10-17",
"Statement": [
{

"Effect":"Allow",

"Action":[
"application-cost-profiler:ListReportDefinitions",
"application-cost-profiler:GetReportDefinition"

1,

"Resource":"*"

}
]
}
REMIEH LHE 2 1AM ALE DB ML ALEXI0f|H HEF FIHE HZstAIL.

AWS CLI EE= ofBt & §+E He AR CHal 2|4 2& HEtE 58 Ee e l&LICH AWS APIL.
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CHA& =&5t2dE API AT URISHE EHdofat A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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o] iAo = AWS HZIQ| IAM AR KFo H| Amazon S3 H{Z! & stLIQI of CHE HAMA HEHE 2o
&t24d1 gfL|Cltexamplebucket. EE8F AL AF7F R E F71, UO|O|E U MX|SIEE sstedn &

LICE.

O] HAo|MHE s3:PutObject, s3:GetObject 2! s3:DeleteObject MBS AL X0l Foig
#0F OFL|2F s3:ListAl1MyBuckets, s3:GetBucketlLocation 2! s3:ListBucket HEE §04
gLict olg{3t HEt2 2&0| 2Rt F7t HEtdLIct Edt 2&0M AAME FAL A2V L 204
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ZJoi CHer SHM[A Mo{E HZsHAAL.

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ListBucketsInConsole",
"Effect":"Allow",
"Action":[
"s3:ListAl1MyBuckets"
1,

"Resource":"arn:aws:s3:::*"

"Sid":"ViewSpecificBucketInfo",
"Effect":"Allow",
"Action":[
"s3:ListBucket",
"s3:GetBucketLocation"
1,

"Resource":"arn:aws:s3:::examplebucket"

"Sid":"ManageBucketContents",

"Effect":"Allow",

"Action": [
"s3:PutObject",
"s3:PutObjectAcl",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:DeleteObject"

1,

"Resource":"arn:aws:s3:::examplebucket/*"
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https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/walkthrough1.html
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mateojackson IAM AFEXI7F 2& 2 AHE 504 Application Cost Profiler 211 A0
H2d1 & X|t application-cost-profiler:ListReportDefinitions #&t
Al

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
application-cost-profiler:ListReportDefinitions on resource: Report Definition

0| 2 MateoE application-cost-profiler:ListReportDefinitions X2 AF835l0 £
DM Ho| 2lAA0 HMAE = JULT HHE UO0|EE X &ElRHol|H - ELICH
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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{
"version": "Q",
"id": "@1234567-EXAMPLE",
"detail-type": "Application Cost Profiler Report Generated",
"source": "aws.application-cost-profiler",
"account": "123456789012",
"time": "2021-03-31T10:23:43Z",
"region": "us-east-1",
"resources": [],
"detail": {
"message": "Application Cost Profiler report delivered in bucket: SampleBucket,
key: SampleReport-112233445566"
}
}
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